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Preface

With the rapid development of mobile communication technologies and the
ever-increasing population of users, mobile social network (MSN) has become an
emerging paradigm of the next-generation network. The basic tenet of MSNs is that
mobile users can form communities at any time and anywhere to exchange infor-
mation with each other based on their interests, social tie, social activities, etc.
Therefore, MSNs can facilitate a myriad of attractive applications related to social
and communication services, including content delivery, community activities, and
infotainment.

Due to the advance of social applications, it is necessary for MSNs to provide
quality of experience (QoE), which poses new challenges of modeling and opti-
mization in MSNs as follows: (1) there is a huge amount of information to be
disseminated over MSNs. The characteristics of users during information dissem-
ination should be studied including the social tie among users, interests in infor-
mation, etc. An analytical model to optimize the information dissemination is
needed; (2) with the new demands of social networks applications such as crowd
sensing, users are encouraged to participate in MSNs to not only receive content,
but also contribute the content. As some users may be selfish, an incentive model is
necessary to encourage users to actively participate the MSNs; (3) in MSNs, the
content-delivery path between the source and the destination is unstable or even
unavailable sometimes. A store-carry-forward pattern is applied to deliver content
to the destination in MSNs, where this delivery fashion needs the optimal relay
services; (4) the resources such as the available bandwidth in MSNs are limited.
Since the emerging social network applications may have different requirements of
resources, the optimal bandwidth allocation becomes important to provide users
with the satisfied mobile network services; and (5) various users take different types
of mobile devices to access the MSNs through different wireless connections.
A model based on the heterogeneous network architecture is needed to optimize the
network architecture for MSNs.

In this monograph, we study the modeling and optimization for MSNs, since it is
of great importance to address the above challenges and facilitate newly developed
applications. In Chap. 1, an overview of MSNs is provided, by specifying the
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critical challenges, research issues, and emerging applications in MSNs. In Chap. 2
with the introduction of MSN-based social graph and information dissemination
mechanism, the modeling and optimization for epidemic information dissemination
in MSNs are discussed. In Chap. 3, by the analysis of the selfishness division of
users, we present the modeling and optimization of selfishness-aware incentive to
encourage users to participate cooperation in MSNs. In Chap. 4, based on the
store-carry-forward fashion of content delivery, we present an optimal relay service
for users. In Chap. 5, to deliver social multimedia through clouds, we study the
modeling and optimization for cloud resource allocation in MSNs. In Chap. 6, by
introducing small cells and macro-cell, the modeling and optimization for hetero-
geneous MSN architecture are investigated to deliver social contents in a
content-centric mode. Finally, in Chap. 7, we present some open issues and future
research directions in MSNs. In summary, this monograph validates the feasibilities
of modeling and optimization for MSNs including epidemic information dissemi-
nation, selfishness-aware incentive, relay services, cloud resource allocation, and
heterogeneous network architecture. It also evaluates the performance of the above
studies. Therefore, this monograph provides valuable insights on the design and
deployment of future MSNSs.
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Zhejiang, China; Dr. Shan Zhang, at the Department of Electrical and Computer
Engineering of University of Waterloo, Waterloo, Canada for their contributions in
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group, University of Waterloo, Canada, for their valuable discussions, insights,
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Chapter 1
Introduction

Mobile social networks (MSNs) have become new network paradigms which com-
bine mobile networks and social services based on the social relations among users.
As both the population of users and the scale of networks are increasing, modeling
and optimization for MSNs bring critical issues to satisfy the new demands of qual-
ity of experience (QoE) from users. In this chapter, we first provide an overview of
MSNS . Then, we highlight the latest research directions related to the modeling and
optimization for MSNs. Finally, the aim of the monograph is provided.

1.1 Overview of MSNs

1.1.1 Mobile Social Networks

Nowadays, users have been more disposed to obtain content by mobile devices such
as mobile phones and tablets instead of the existing desktop computers. It has been
reported that the number of mobile devices used by users has been more than the
population in the world since 2014. As more and more people use mobile devices to
access the Internet, various mobile social networks emerge to provide users with the
satisfied network connections and social services. Some emerging social network
applications, such as Facebook, Twitter in the North America and Wechat, SinaBlog
in China, etc., have been designed and widely used in daily life.

In MSNs, different users may have different social activity based on his social
characteristics and the relationship between other users. A group of users are linked
up by one or multiple interdependent relationships. These interdependent relation-
ships can be the physical contacts, common interests, financial trading activities, or
organizational involvement [1]. Users with one or multiple interdependent relation-
ships can form a community to contact with others through mobile devices [2].

© Springer International Publishing AG 2016 1
Z. Su et al., Modeling and Optimization for Mobile Social Networks,
DOI 10.1007/978-3-319-47922-4_1
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Fig. 1.1 Overview of MSNs

The MSNs provide users with the platform to carry out social activities instead
of using the traditional computer. The mobility of social users makes the network
services such as content exchange, sharing and transmission distinct from other
conventional networks. The MSNs can be looked as an integrated paradigm of social
networks and mobile communication networks, as shown in Fig. 1.1. During the
delivery of service in MSNs, the QoE needs to be guaranteed with the consideration
of optimization of parameters status such as the mobility, bandwidth and delay.

1.1.2 Architecture of MSNs

In the traditional communication way, the users obtain the data from the servers
which store the data. However, MSNs require an increasing number of large-sized
content delivery (e.g., audio or video contents), which may not be guaranteed with
a satisfied QoE only through the traditional wireless communication networks. To
this end, the short range wireless technologies (e.g. Wi-Fi and Bluetooth) can be
leveraged and widely used in MSNs, as shown in Fig. 1.2. With these technologies,
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users can exchange data through mobile devices directly [3—7] when they encounter
with each other. The structure of MSNs can be divided into two types, i.e., Web-based
MSN and distributed MSN.

o Web-based MSN. Web-based MSN is a centralized structure which relies on net-
work infrastructures and content servers. Social users use mobile devices through
social network services (e.g., Facebook, Myspace and Twitter) or mobile por-
tal (e.g., m.4info.com) to communicate with the Web-based applications. There
have been many Web-based MSNs to provide social services for mobile users.
For example, “Iphone Facebook App” is a Web-based MSN which allows users
to communicate with the “Facebook™. Similarly, “WhozThat” [2] uses the online
information to obtain users’ characteristics and interest to recommend music to
the users. “Google Latitude” [8] is another Web-based MSNs. It can help users
obtain the location information of others who have the will to share the location
information.

e Distributed MSN. In a distributed MSN, users form a community to disseminate
data between different social users without the central servers. The opportunistic
contact between two users is defined as a link. When a user encounters another
user, they can exchange or share the data directly through short-range wireless
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technology. In a distributed MSN, the community is formed to based on their
opportunistic contacts, such as “EyeVibe” which is a video and chat community.
Recently, most researches of MSNss focus on the distributed MSN.

1.1.3 Access to MSNs

With mobile devices such as smart phones, PDAs and tablets, users communicate
with each other and obtain social network services. There are multiple wireless
communication connections by which users can flexibly access. The GSM network
is cheap but the data rate for connection is low. 3G and 4G networks provide faster
transmission rates than GSM networks but requiring a higher service cost. Wi-Fi and
Bluetooth become popular as they can provide a fast and free access for users [9—11].

In MSN:ss, the content needs to be delivered from the source (e.g. content provider)
to the destination (e.g. user), mainly via the following access methods. One is to use
the centralized networks infrastructures (e.g. cellular network) which mainly belong
to the network operators or the content providers. The other is opportunistic network
infrastructures (e.g. ad-hoc networks or delay tolerant networks) which are used to
deliver data between users.

e Cellular network: Cellular networks can support users to generate content and
provide communication information to other users. These information can be used
to determine the social relations to construct the MSN [12], and study users’ social
activities. Because the social relations between users are dynamic in the real world,
the communication records are mapped into a time sequence with the correlation
model. The model has been used to quantize the strength of the social relation
between users to analyze the social relation among users.

e Opportunistic network: Due to the mobility of users, the communication in MSNs
between the source user and destination user is dynamic without a fixed topol-
ogy. For example, when users use Wi-Fi or Bluetooth to connect with each other,
the opportunistic networks can be formed for MSNs. Because of the characteris-
tics such as intermittent connectivity and long time disconnect, the opportunistic
networks can support a store-carry-forward way to spread data in MSNs. The store-
carry-forward way allows relay users to store the data when there is no chance to
transmit it. Then the relay users transmit the data to the users who are close to the
destination user by opportunistic contacts. When the relay user encounters another
user, the relay user decides whether to forward the data to the encountering node
or not by estimating the probability that this user will encounter the destination
user [13]. Figure 1.3 shows the process that a source user transmits the data to the
destination user in MSNs in opportunistic networks. Here, the source user A needs
to transmit the data to user £ which is the destination user. As the distance between
user A and E is long to transmit the data from user A to user E directly, user A
needs to find the relay users to transmit data to E. In this figure, user A selects user
B and C as the relay users. Then user C transmits the data to user D who finally
transmits the data to E.
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1.2 Applications in MSNs

There have been many applications to provide various services to mobile social
uses with MSNs. We discuss several applications in the following subsections, i.e.,
multimedia services, healthcare services, and security services.

1.2.1 Multimedia Services

Multimedia has become object-oriented and content-driven applications with user
cooperation in recent years. According to the statistics in 2012, in every minute per
day, there are 100,000 tweets posted; 48 h of videos in total updated on Youtube with
2,800,000 views, 685,000 pieces of contents shared on Facebook; and 2,000,000
queries searched on Google. The combination of MSNs and multimedia services has
significantly changed users life styles, and fostered a value-added research direc-
tion of the multimedia-oriented mobile social network (M-MSN). However, the
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multimedia-oriented MSNs have also brought great challenges to wireless commu-
nication. To satisfy the increasing user demands, a universal and almighty platform
for multimedia services is needed.

To maintain the huge traffic amount with satisfied QoE, as shown in Fig. 1.4,
MSNss allow content sharing through user cooperation through short-range commu-
nication, which can greatly reduce the traffic burden of conventional wireless network
infrastructures. Moreover, with the connects between users and service provider in
a mobile environment, ubiquitous multimedia services can also be facilitated.

In the emerging M-MSN, up-to-date contents are provided for users from a cen-
tralized server and local contents are directly shared by their friends nearby [14].
Especially, with regard to the multimedia contents that users have interest, they can
be directly selected and downloaded from the centralized servers via the Internet.
For local contents, they could be spread to mobile users in a distributed fashion by
local service providers [15, 16]. And a group of users in a same social community
can form an opportunistic network to share personalized contents via peer-to-peer
communication.

Content
pool

Centralized
server

Community 1 Community 2 e Community n

Fig. 1.4 Multimedia-oriented mobile social network
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1.2.2 Heathcare Services

Healthcare, as one of the major economic and social issues around the world, is
of great importance to an aging society. It requires tremendous labor resources and
health expense. According to the 2014 national health report in the United States,
the average expense for each person was $8895, while the annual national healthcare
expenditure has increased to $3.8 trillion. The personal care, home health care, and
nursing home care are about 18 % of tne the total expenditure [17, 18]. Furthermore,
traditional hospital-centric healthcare always needs long waiting time with a low
efficiency to identify serious diseases in the early stages or deal with chronic diseases.
Thus, to develop the up-and-coming healthcare solutions, such as health monitoring
as well as health data processing and sharing, will be very helpful to improve disease
diagnosis and reduce the health expenditure [19].

Recently, wearable devices (e.g., smart rings, wristwatches, bracelets, and hair
caps) have attracted wide attention and are widely applied to provide healthcare
service, including calorie burn during fitness, physiology parameter monitoring [19],
and heart rate recording. Healthcare-oriented mobile social networks (H-MSNs) has
emerged, and consists of heterogeneous mobile networks (e.g., WiFi, cellular network
and device-to-device [D2D] communications), the ubiquitous wearable devices, and
powerful servers (e.g., cloud servers). As shown in Fig. 1.5, the H-MSNs can be

B

Hospital Doctors

Telemedicine Health

Remote

treatment

consultation J *** ( monitoring

User 1 User 2 User n

Wearable
device

Mobile Social Networks
(MSNs)

Centralized server _ |Server

Fig. 1.5 Mobile healthcare network
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used to collect the health information sensed by wearable devices, analyze the data
of health diagnosis and monitoring, and enable the social interactions among users.
For example, by wearing the dedicated wearable devices, seniors can measure their
physiology information, such as body temperature, heart rate, and oxygen saturation.
In the meantime, these health data can be remotely obtained by their family members
and/or doctors with the use of desktops and smartphones via H-MSNs. For emergency
case such as a heart problem or falling down, the patients physical situation can be
automatically sent by the wearable devices to his/her family members and doctors.
H-MSNss also allow users to share health condition and activity information sensed
by wearable devices among friends [20].

1.2.3 Security Services

The MSNs, which can easily be constituted by smartphone users in a local area, has
become a hopeful social networking platform to enable media sharing, social gaming,
group chat, and interaction among users nearby [21]. Through WiFi, Bluetooth, and
device-to-device communications, connections are established among users and an
opportunistic network is formed for a long or temporary period (e.g., several hours).
For instance, rich interaction opportunities are created for students in a campus area,
residents in an urban neighborhood, tourists visiting or a scenic site or museum, and
customers in a shopping mall. Without worrying about the wireless data charge as
well as Internet access, MSNs allow users’ interactions anytime and anywhere. A
recent report from comScore indicates that Twitter users take over 86 % of time on
mobile devices rather than desktop in the United States. And, for Instagram users,
the percentage is 98 %. In a word, with the rapidity, efficiency, and pervasion of
MSNss [22], users can have high QoE to obtain social services (e.g., crowdsourcing)
[23, 24].

An investigation by Nexgate reveals that during only the first half of 2013, spams
over social media have risen by about 355 %. They are fast disseminated in MSNs as
every | of 200 social media posts is considered as spam. Spam filtering has attracted
much attention in both industry and academic. Several services have been designed on
the basis of blacklist to block spammers [25] or whitelist to permit legitimate senders.
Filtering can be realized through content inspection by matching the keyword with
the packets [26] or leveraging machine learning techniques [27] to detect spams.
Relevant characteristics and social graph are also studied for spam filtering [28, 29].

Most of services which are implemented by a credible authority or centralized
server need the historical information to detect spams. If there is no credible and
centralized servers and lack of historical information in MSNs, spammers are more
likely to be undetected [30]. A distributed filtering servcie can help MSN users to
personalize the spam filters, and send these spam filters to others filter holders to allow
them to filter spams efficiently. Nevertheless, for the spam filtering service in MSNZs,
there are still some challenges. Firstly, taking into account both the filtering accuracy
and distribution costs, how to distribute filters is a challenge. Secondly, some filter
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creators’ sensitive information, such as lifestyles, physical situation and preferences
[26, 31], may be remained in the distributed filters. The privacy and security problems
should be considered. In addition, some malicious attackers may forge the original
filters to block some useful information, how to resist these malicious attackers is
the third challenge.

1.3 Research Issues in MSNs

There have been many efforts to improve the performance of MSNs. We discuss
several important research directions in the following subsections, i.e., community
detection, content distribution, mobility, privacy and security.

1.3.1 Community Detection

Community detection is to discover communities within which users have the com-
mon interests or close social relationship. Some existing methods [32, 33] can be
used to divide MSNs into some communities. However, as most of these methods
are not designed based on users’ social features, they are still inefficient to detect
the unknown communities in MSNs. Furthermore, due to the mobility of users and
the large scale of MSNs, the community detection in MSNs becomes more difficult.
Therefore, there have been many studies for the community detection in MSNs.

Yang et al. [34] propose a semi-supervised community detection framework, in
which the prior information is used to penalize the latent space dissimilarity of dif-
ferent nodes to detect communities in a social network. The proposed framework can
improve the accuracy of community detection for networks with unclear structures.
Lu et al. [35] focus on the community detection in weighted networks and propose
a community detection method based on the strength of the relationship between
users in the network. The authors define the intra-centrality and inter-centrality to
characterize relationship between users in the network. Jia et al. [36] define the
edge centrality to discriminate the edges between networks nodes. Based on an edge
centrality, a novel algorithm called edge antitriangle centrality is proposed for com-
munity detection.

Whang et al. [37] propose an overlapping community detection method based
on a seed expansion approach. The proposed method can not only produce cohesive
clusters but also identify ground-truth communities by greedily expanding seeds with
a community metric. Chen et al. [38] discuss two fine-tuned community detection
algorithms to measure the community quality where the given network community
structure can be split and merged. Su et al. [39] propose a fuzzy modularity maximiza-
tion method for overlapping community detection, which is based on a modularity
maximization algorithm. The globally optimal solution can be found by a tree-based
structure.
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1.3.2 Content Distribution

When users encounter with each other through opportunistic contacts, they may
exchange content by using mobile devices directly, without network infrastructures.
To distribute content from the source user to the destination, the appropriate relay
nodes should be selected to deliver content, with considerations such as bandwidth
utilization, interval time, interest in the content, etc. [40-46]. Besides, to further
improve the QoE, the environment aware is also needed in MSNs to analyze and
predict users’ social features, based on users’ environment information (e.g. location,
conversation time etc.) [47-51].

To efficiently distribute content, Wu et al. [51] study the social features of users
during the information propagation in MSNs. Two classes of selfishness are consid-
ered which are individual selfishness and social selfishness, respectively. Xu et al.
[52] propose an incentive scheme to select the relay node in MSNs to overcome the
problems caused by the users’ selfishness. The problem of selection is formulated
as a bargain game and the Nash equilibrium is obtained to incentive users to relay
the content. Mei et al. [44] propose two forwarding protocols for MSNs which are
Give2Get epidemic forwarding and Give2Get delegation forwarding, respectively. In
the two protocols, the number of copies of data is limited to reduce the total overhead.

Bulut et al. [53] consider the friendship between users in MSNs and define a new
metric to find the direct and indirect friends. Based on the friendship information
in MSNs, the authors propose a friendship-based routing scheme for the content
delivery. Xu et al. [54] study the epidemic information dissemination in MSNs and
develop an analytical model to analyze dissemination process. In the model, the
authors adopt preimmunity and immunity to represent the attitude about whether the
user is interested in the information or not. Wang et al. [55] propose a cloud-based
multicast scheme for MSNs, in which the information forwarding process is divided
into two phases which are pre-cloud and inside-cloud.

1.3.3 Mobility

Different from the conventional social network where users use the desktop comput-
ers, users take mobile devices to access MSNs [56-58]. As users may change their
locations during moving, the network topology and communication status become
dynamic. Mobility of users plays a crucial role in the performance of social network
applications such as content sharing, spreading and search. To design the efficient
protocols and algorithms in MSNs, the mobility features should be studied.

Lin et al. [59] propose a random waypoint model for MSNs, in which each user
selects a random destination and moves to the destination by a random speed. By
considering the distance and speed, [59] can obtain an accurate derivation of distri-
bution functions for the steady state. Kim et al. [60] develop a mobility model of
users movements among Wi-Fi access points (APs). The authors collect the number
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of visitors on each AP and aggregate multiple days log into a single day to study the
hourly arrival and departure rates on each AP. Lee et al. [61] use the semi-Markov
process to develop a mathematical model to characterize both the steady-state and
transient behaviors of users among APs. The steady-state behavior is to estimate the
time that the user connects with an AP and the transient behavior is to predict the
user’s future locations.

Bettstetter et al. [62] study the node distribution by using the random waypoint
mobility model and propose a general mobility model in which the pause time is
arbitrarily chosen in the node’s waypoint. The structure of distribution is shown
by using three independent components which are the pause, static, and mobility
component. Resta et al. [63] study the relation between nodes’ mobility and the
QoS. The authors propose a wireless QoS-aware mobility model which contains a
user mobility model, a user traffic model, a wireless technology model and a QoS
model. Balazinska [64] examine a trace with 1366 users and 117 APs over 4 weeks
and focus on the study of population characteristics, load distribution among APs
and node mobility.

1.3.4 Privacy

In spite of that the promising features of social networking services can be provided
by MSNs, there exist new challenges [65]. Specially, as a typical multimedia ser-
vice in an M-MSN, the personalized content query may expose a user’s individual
information to service providers. For example, a user’s queries could be obtained
and recorded by Google to analyze his/her concerns and preferences. Once users
browse social networking sites and press the “Facebook Like” button, their individ-
ual information and preferences, such as identity and location, are exposed. Obvi-
ously, without a careful protection, users’ privacy will be a critical issue in these
applications. The privacy issues become more and more important [58, 66—70]. For
example, the location privacy has become a serious concern for users when they use
the location-based services. Besides, as autonomous mobile social applications have
been easy to download nowadays, the user’s personal preferences such as his friends
nearby and the interested content, etc., may be revealed when using these autonomous
mobile social applications. Therefore, there have been tremendous efforts to protect
the privacy of users.

Zhu et al. [71] study to protect users’ interest information to provide the secure
friend discovery process in MSNs. They propose a privacy preserving and fairness-
aware friend matching protocol. In the protocol, the blind vector transformation
technique is used to protect users’ interest by hiding the relationship of the original
interest with the transformed vector. Li et al. [72] investigate the privacy protection
in user profile matching and define two privacy levels. The authors propose two
distributed privacy protection schemes for profile matching which are private set-
intersection protocol and private cardinality of set-intersection protocol. Lu et al.
[73] study the location privacy for users and propose a link-layer based location
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privacy protocol. As the protection is deployed at the link-layer, even the attacker
gets the user’s location information, the attacker cannot know how long the user has
stayed in the current location.

Lu et al. [74] propose a privacy-preserving method for location privacy in MSNs
which let users use pseudo-ID in the network. Because the pseudo-ID is frequently
changed at different locations, the user’s past, current and future locations can be pro-
tected. Wang et al. [75] propose a location-aware location privacy protection scheme.
It allows users to define the dynamic and diverse privacy requirement according to
different locations. Guo et al. [76] investigate the privacy problems in the content
dissemination process by focusing the users’ social information privacy and the dis-
semination content privacy. The authors propose a privacy-preserving social-assisted
mobile content dissemination scheme. By using the verified identical attributes to
establish users’ potential social relationships, the proposed scheme can only provide
the content to the appropriate users in a cryptographic way to protect the privacy of
the user and the content.

1.3.5 Security

Security is one of the most important issues [21, 77] to be resolved in MSNs. There
exist many kinds of attacks such as the Sybil attack, the flooding attack, etc. In addi-
tion, users may be cheated by malicious users who forge some contents in the system.
For example, service evaluation applications enable users to share their experiences
or reviews about services they are given. However, Sybil attackers may exist in this
application and frequently change pseudonyms or identities to repeatedly broadcast
the same or similar information [30, 78]. They may mislead the user’s opinions
and preferences [79]. Besides, the flooding attackers can exhaust the resources of
users by transmitting mass data packets. As users have the limited resources such
as the battery power, memory space, bandwidth and so on, how to propose security
strategies against these attacks should be studied.

Zhang et al. [30] classify the Sybil attackers into four levels according to their
attacking capabilities and propose a Sybil detection scheme to distinguish attackers
in MSNs. Abbas et al. [80] present a lightweight Sybil attack detection method for
MSN:Ss, in which the entry and exit behaviors of all identities are studied to detect the
Sybil identities. Yu et al. [81] propose a defense method against Sybil attacks called
SybilGuard in which the social graph between the identities is used to detect the
fake identities. Quercia et al. [82] identify Sybil attackers by allowing each mobile
user to manage two small networks which are network of friends and network of
foes, respectively. And the network information can be shared when two users have
a contact.

Zhang et al. [83] study a flooding attack in MSNs where the malicious users
broadcast mass data packets to other users and propose a generic defense with a
threshold against the attacks. Yi et al. [84] discuss the influence of flooding attacks
and analyze the network’s performance under different degree of flooding attacks.
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Kim et al. [85] propose a period based defense mechanism against the flooding
attacks and each user in MSNs has a blacklist to prevent the attacks. Fallah et al.
[86] consider the resources of both the normal users and the malicious users. They
propose an optimum defense mechanism which can provide the maximum possible
payoff for normal users based on the game theory.

1.4 Modeling and Optimization for MSNs

To address the aforementioned issues, massive efforts of modeling and optimization
in MSNs are also needed. As one of the complex networks, MSNs consist of both
centralized networks and distributed networks, resulting in complicated and dynamic
network features and structures. The relationships in MSNs need to be modeled, from
the perspectives of users, communities, and content providers. The abstractions of
network parameters are considered as variables to show the social features of MSNs.

With the evolution of new mobile applications, the performance of existing MSNs
need to be improved to satisfy the needs of mobile users. Optimizations with models
can be used to maximize a certain output to improve the performance of MSNs. Espe-
cially, due to the dynamic network topology and limited resources, the modeling and
optimization are needed for MSNs to regarding the efficiency of epidemic informa-
tion dissemination, the cooperation degree of selfish-aware incentive mechanism, the
selection of relay services, the profit of resource allocation, and the heterogeneous
network architecture in MSNGs.

1.5 Aim of the Monograph

Due to the emerging network applications and various demands from users, the mod-
eling and optimization are needed to study. However, the existing research studies
on the modeling and optimization in MSNs are limited, where the aforementioned
unique features of MSNs should be taken into consideration. A deep study of model-
ing and optimization in MSNs will shed light not only to the design and implemen-
tation of optimal protocols for users, but also to some important economics issues,
such as how to provide users with a satisfied service to reap profits from the view of
content provider.

The aim of this monograph is to investigate how to model and optimize MSNs
considering the unique features and different scenarios in MSNs. The modeling
with optimization can be used to maximize a certain output in MSNs such as the
efficiency of information dissemination, the cooperation degree of social users, the
success of relay service, the profit of resource allocation, and the network architec-
ture. Specifically, we try to answer the following research questions: (a) modeling
and optimization for epidemic information dissemination in MSNs; (b) modeling
and optimization for selfishness-aware incentive mechanism in MSNs; (c) optimal
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relay services in MSNs; (d) modeling and optimization for cloud resource allocation
in MSNss; and (e) modeling and optimization for heterogeneous network architecture
in MSNs. To answer these questions, in this monograph, we develop the correspond-
ing models and optimizations considering the characteristics of MSNs. Based on the
investigations on the above issues, it can help us elaborate the insights and implica-
tions to design and implement the future MSNs.
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Chapter 2
Modeling of Epidemic Information
Dissemination for MSNs

In this chapter, the modeling of epidemic information dissemination in MSNss is dis-
cussed. We introduce two new elements, i.e., pre-immunity and immunity. Then, we
study the features of information dissemination for users. Based on the process of
the epidemic information dissemination, a novel dissemination mechanism is pro-
posed with four dissemination rules. An analytical model is also developed through
ordinary differential equations to mimic epidemic information dissemination.

2.1 Information Dissemination in MSNs

The MSNs [1-4] enable users to exchange and share information via opportunis-
tic peer-to-peer links with short range wireless communication techniques, such as
Wi-Fi and Bluetooth [5-8]. With the opportunistic links in MSNs, users adopt store-
carry-and-forward mode to disseminate information [9, 10]. When a user moves to
the communication coverage area of others, the information can be successfully for-
warded; when the user is out of the communication range of others, this user stores
and carries the information and waits for the next connection with others.

As users receive information by employing opportunistic contacts (as shown in
Fig. 2.1), the user’s mobility has a significant impact on information dissemina-
tion [11, 12]. However, since the opportunistic peer-to-peer links cannot be easily
observed, the procedures of information dissemination are unpredictable. Therefore,
a model to analyze the epidemic information dynamics of MSNs is necessary to
efficiently capture the realistic features of information dissemination in MSNs.

Although many research studies [13—15] have investigated the analytical model
for wireless networks, most of them assume that the transmission path between two
nodes is stable so that they cannot be directly applied to MSNs. Moreover, the social
ties among users have impacts on information dissemination in MSNs. For example, a
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Fig. 2.1 Epidemic information dissemination among users

user may be willing to help forward information from his friends or the users with high
social ties instead of a stranger. It is preferred to select social friends to store-carry-
and-forward the information other than the users with high mobility. Therefore, how
to balance the social tie and mobility becomes a challenging issue for information
dissemination in MSNs. In addition, the user’s interests may also vary during the
information dissemination in MSNs. For example, in a local commercial street, a
user has interests in food or Italian restaurant during the lunch time, while he may be
interested in clothes and shoes after lunch. As the user changes his interests or social
preferences, he would be willing to forward the current interested information rather
than the one with old interests. Therefore, it is very important to develop an analytical
model to investigate information dissemination in MSNs with the consideration of
social impacts.
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2.2 Related Work

2.2.1 Epidemic Information Dissemination Model

In the conventional epidemic information dissemination model, users have suscepti-
ble, infected and recovered status. Their states can be denoted by S, I and R, respec-
tively. Here, S denotes the susceptible individuals. / denotes the infected individuals
who have already obtained the information. R means the ones who are recovered
and will not spread information.

The SI model [16] consists of S and I users. The infected users, who spread
the information to the susceptible one with a given probability, are the source of
the epidemic information spreading. Because S users get infectiousness after being
infected, only / users exist at the end of information spreading. The SIS model [17]
also has S and 7 users. In this model, I users can be recovered and then become S
users, who may be infected when they contact I users.

Compared with the above models, the SIR [17] model can have R users. If S users
are recovered, they will obtain the immunity and change to be R users who do not
spread information. In the SIR model, the fraction of infected users grows gradually
firstly. Then, the density of I users keeps decreased until O due to the low number of
S users as time passes. The main difference between SIR model and other models is
that there is no infected user in SIR model after information spreading.

All of the above three models focus on capturing the relations among users. They
assume that any of the infected user has the possibility to infect other users. However,
inreal life an S user only infects his friends with the information. Therefore, in MSNs,
the user who is to forward the information can only infect his neighbors when they
are still not infected.

SCIR model [18] improves the SIR model by further considering the status that
a user receives information and has no plan to forward it immediately. This status
can also be changed to be infected or refractory. In the SCIR model, the nodes
mean the user and the edges denote the relation between them. Zhang et al. [19]
shows an information spreading model based on epidemics dynamics, which is an
improved SIR model. Based on the topology of nodes and the effect on information
spreading, the probability that a susceptible user becomes infectious after getting the
information is studied, and the probability that an infected user becomes a recovered
user after contacting recovered users is also analyzed. In addition, infected nodes
can stop forwarding information with a certain speed.

With the development of mobile networks, more and more information is delivered
over the users. Information spreading dynamically varies under the mobile environ-
ment, where the mobility of users [20], available bandwidth and communication
frequency may affect the performance of spreading. Therefore, new studies related
to the information spreading model in MSNs should be given.
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2.2.2 General Information Dissemination Model

In traditional social networks, Zou et al. [14] present an Internet e-mail worm sim-
ulation model and find that the topology of network has the impact on the spread
of e-mail worms in social networks. Wang et al. [15] study a rumor dissemination
mode in complex social networks, which is similar to epidemic dissemination among
humans. Nekovee et al. [21] introduce a rumor dissemination model in complex social
networks and discuss the threshold behavior and dynamics of the model in different
networks such as random graphs, scale-free networks, etc. Zhang et al. [19] propose
an information dissemination model in online social networks, which considered the
degrees of nodes and epidemiology. Zhang et al. [22] present an improved suscepti-
ble infectious (SI) model to mimic information spreading in online social networks,
by taking the relationship of topology into consideration.

There are also several existing works about information dissemination in mobile
networks. Dang and Wu [23] present a cluster-based routing protocol for delay-
tolerant mobile networks, where mobile nodes with similar mobility pattern are
gathered into a cluster to share limited resources. Taipov et al. [24] propose an
efficient data sharing scheme called discover-predict-deliver in delay tolerant smart-
phone networks, which utilizes a mobility learning algorithm and a hidden Markov
model to provide mobility information of individuals. Sammou et al. [25] exploit
history contact and frequency of visiting different zones of networks to improve
routing protocol. Ma and Jamalipour [26] propose a cooperative cache-based content
dissemination framework (CCCDF) to provide caching and cooperative requesting
strategies.

Recently, there have been an increasing number of studies on MSNs [27, 28].
Most of these studies focus on content distribution. Nazir et al. [5] present a content
delivery scheme to perform relay selection by considering both the mobility patterns
and encounter time of users. Using this scheme, content delivery can be optimized
with lower end-to-end delay in time critical applications. Bulut and Szymanski [29]
present a friendship-based routing scheme to make the forwarding decision with
a novel metric which can help each node to define its friendship. By introducing
a novel concept called destination cloud, Wang et al. [30] propose a scheme to
provide multicasting services with feedback control mechanism in MSNs. Costa
etal. [31] present a routing framework called SocialCast for publish-subscribe MSNs,
which exploits predictions based on social interaction metrics to identify the best
information carrier.

Several existing works investigate modeling information dissemination in MSNSs.
Sun and Wu [32] present a social aware epidemic forwarding model in MSNs, which
studied the end-to-end delivery delay and considered both the limited and unlimited
message validity in models. Wu et al. [33] model epidemic-like information dissemi-
nation in MSNs with selfish nodes, where the number of hops is limited. AduGyamfi
et al. [34] model passive worms spreading in MSNs and carry out the analysis to find
an effective antidote to fight against passive worms. Wu et al. [35] present a basic
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model and an extended model to evaluate the performance of information, where
information can be shared between any pair of nodes whether they are friends or not.

Although the existing literature has studied several interesting aspects of MSNs, in
most of the aforementioned and other related works, the model reflecting the dynami-
cal social features of mobile nodes in the information has not been thoroughly studied.
In this chapter, we develop an analytical model to analyze epidemic information in
MSNs, which considers the dynamical characteristics of social features of mobile
nodes.

2.3 System Model

In this section, we present the system model consisting of three parts: MSN-based
social graph, opportunistic links and information dissemination mechanism.

2.3.1 MSN-Based Social Graph

We consider N mobile nodes (or users) take smartphones to bi-directionally com-
municate with others and self-organize an MSN, where there are some physical
constraints [36] including battery and channel fading. Hence, it is impractical for
each node to spread all information to all nodes. The mobile nodes in MSNs select a
part of nodes as their friends and have social ties with them to spread information. An
undirected social graph G(V, E) is used to represent social ties among the mobile
nodes, where V denotes the set of nodes, and E denotes the set of edges among nodes.
Nodes in G(V, E) can be the users or devices in MSNs. An edge exists between two
nodes if they have a social tie, e.g., relatives, friends, and etc. For simplicity, two
nodes which have social ties are considered to be friends in this chapter. The number
of the nodes in MSNs is |V| = N.

To study the impact of social ties, we need to know the distribution of the friend-
ship. Let P (k) denote the probability that a node has degree k, where the degree of a
node in the network refers to the number of its friends. The degree distribution P (k)
can be calculated by the fraction of nodes in the network with degree k. Thus, if there
are Nj nodes having the degree k, we have P (k) = N;/N.

Existing studies have shown that a great number of social networks have scale-free
structures [37]. In other words, P (k) conforms to a power-law distribution [32]:

Pk) ~ k"7, y € (2,3), (2.1

where y is called skewness of the degree distribution, and can be adjusted according
to the scale of the network. Furthermore, the expectation of the degree distribution
can be denoted by (k) = Zz ! k P (k), where m is the smallest degree of nodes in
the network.
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2.3.2 Opportunistic Links

Nodes in the MSN communicate with each other in a store-carry-and-forward mode
with the short range communication techniques. Only when two nodes come within
the transmission range, there is an opportunistic link between them to exchange
information. Therefore, the mobility patterns of nodes have a significantly influence
on the information dissemination in MSNs. Recently, some complicated models have
been employed to predict the mobility patterns of nodes, such as Edge-Markov model
[38]. However, due to the complexity, it is still difficult to use the above algorithms
in practice. Thus, some simple mobility models are still required, such as [39, 40],
although the performance cannot be completely guaranteed. Most of these models
indicate that the inter-contact time between two nodes conforms to an exponential
distribution [41]. Karagianis et al. [42] also shows that an exponential decay of
inter-contact time between mobile devices is reasonable. Therefore, we assume that
the inter-contact time between two nodes follows an exponential distribution with
parameter A in this chapter. The probability that two nodes encounter with each other
within [z, t + At] becomes

At
P(T < At) = / re Mdt =1— e 4, (2.2)
0

2.3.3 Information Transmission Mechanism

To introduce the information transmission mechanism clearly, nodes in the network
can have three states: ignorant, spreading and recovered. A node is ignorant if it is
interested in the information but has not yet received it. Nodes that have possessed a
copy of information and are willing to disseminate the information to others can be
seen as spreading nodes. If a node is not interested in the information and not willing
to disseminate it either, this node can be looked upon as a recovered node.
Combined with three states of mobile nodes mentioned above, the detailed infor-
mation dissemination process is introduced. Usually, users may be willing to help
their friends rather than anyone upon contact, which is a practical concern in the real
world but ignored in most of previous studies. In MSNs, we consider that there is
only one node having the information initially, which is the spreading node. All of
other nodes are interested in the information at first, and willing to receive the infor-
mation. However, most of the nodes cannot always maintain the same interest. Some
ignorant nodes may lose the interest later, and refuse to receive it. In other words, an
ignorant node can directly become a recovered node, which is called pre-immunity.
An information delivery occurs from one node to another node only when they are
friends and encounter with each other. In the real world, a spreading node cannot
successfully deliver the information to its friends all the time due to the constraints of
QoS during data transmission. A spreading node successfully forwards the informa-
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tion to one of its ignorant friends with a certain probability. In addition, a spreading
node may stop dissemination when it encounters a recovered friend-node, which is
called immunity. Moreover, spreading nodes may stop dissemination without any
contacts due to their disinclination to deliver the information.

According to the information dissemination process, we summarize the following

four rules.

1.

When a spreading node meets an ignorant friend-node, the ignorant node receives
the information from the spreading node and becomes a spreading node with
probability g, which is called spreading parameter.

. An ignorant node may lose interests and directly become a recovered node. We

assume that this change is based on an exponential distribution with parameter
1, where this assumption is also used in [35].

. When a spreading node meets a recovered friend-node, the spreader becomes a

recovered node with probability §, which is called immune parameter.

. Due to the decrease of interest in information, the spreading node may cease

delivering information and become a recovered node spontaneously without
meeting other nodes. The spreading node becomes recovered node based on an
exponential distribution with the parameter v.

Parameters p and v are the self-immune parameter of ignorant nodes and spread-

ing nodes, respectively. According to these four dissemination rules, the state tran-
sition diagram of a node can be shown by Fig. 2.2.

Spontaneous change

Contact change

Spontaneous change

Fig. 2.2 State transition diagram of a node. Symbols /, S, and R represent the ignorant, spreading
and recovered state, respectively
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2.4 Proposed Analytical Scheme for Information
Dissemination

In this section, we develop the analytical model through ordinary differential equa-
tions (ODESs) to mimic epidemic information dissemination in an MSN with N nodes,
which can move around all the time in a region. The information can be delivered
from one node to another only when they encounter and are socially connected with
each other. The objective of this chapter is to study the success rate of the information
transmission in MSNs, which is the total number of nodes receiving the information
over time.

Let I(k,1), S(k, t), and R(k, t) denote the number of ignorant nodes, spreading
nodes, and recovered nodes with degree k at time ¢, respectively. The number of
nodes with degree k at time ¢ is represented by N (k, t). In addition, i (k, t), s(k, t)
and r(k,t) are defined as the fraction of I(k,t), S(k,t) and R(k,t) in N(k,1),
respectively. So we have

itk,t) =1(k,t)/N(k,t)
s(k,t) = S(k,t)/N(k, 1) , (2.3)
r(k,t) = R(k,t)/N(k, 1)

where i (k,t) + s(k,t) +r(k, 1) = 1.
According to the dissemination mechanism, given by the time interval [z, ¢ + At],
we can obtain
itk,t + At) —i(k,t) = —i(k,t) P(Cy). 2.4)

where i(k, t + At) is the number of ignorant nodes with degree k at time ¢ + At.
Parameter C; denotes the event that an ignorant node with degree k changes its state,
and P (Cy) means the probability that this event happens.

In our model, C;, consists of two aspects according to rule 1 and 2. On one hand,
an ignorant node may change to be a spreading node (rule 1), which is denoted by
A. On the other hand, an ignorant node can spontaneously become a recovered node
(rule 2), which is denote by B.

Regarding to event A, it is assumed that an ignorant node with degree k has g
friends in the dissemination state. It is independent whether the friend of an ignorant
node is a spreading node or not. So the number of spreaders g is a variable that
follows a binomial distribution, i.e. g ~ b(k, w(k, t)), where w(k, t) represents the
probability that the friend of an ignorant node with degree k is a spreading node at
time ¢.

To derive w(k, t), two steps are considered as follows. First, the probability that
an ignorant node with degree k has a link with a node with degree k" should be
calculated. Second, we obtain the probability that this node is a spreader connected
by the ignorant node with degree k. According to [21],
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wk, 1) = D" P(K'|k)P(suix), (2.5)
-

where P (k’|k) denotes the probability that a node with degree &’ is the neighbor of
a node with degree k. Here, P (sy|i;) is defined as the probability that a node with
degree k' is a spreading node, under the condition that it connects to an ignorant with
degree k. For simplicity, w(k, t) can be approximately written as [14]:

wik, 1) ~ " P(K'k)s(K . 1), (2.6)

k'

where s(k’, ) denotes the fraction of degree-k’ spreading nodes in degree-k’ nodes
at time 7.

Let C; denote the event that an ignorant node encounters one of its friends who
are in the dissemination state within [z, ¢ + At]. According to (2.2), the probability
that this event happens is

At
P(CH=1-— / re Mdx =1—e M. (2.7)
0

The event that an ignorant node receives the information from its dissemination
neighbor under the condition that these two nodes have encountered each other is
denoted by S;. The probability of this event is given by

P(S511Cy) = B. (2.8)

Combining (2.7) and (2.8), we can obtain the probability that an ignorant node
does not receive the information (referred to event NM 1) in the time interval [¢, 1 + At]
as

P(NM)) =1— (1 —e *NB. (2.9)

Therefore, the probability P(A) that an ignorant node with degree k becomes a
spreader within [, r + At] is given by

P(A)=1— P(A)

k
=1-> (Z)W(k’ 08 (1 —wik, )78 (P(NM,))®
g=0
k 2.10
=1 (Z) (w(k, )P(NM1))* (1 — wik, 1))" s
=0

8
1= (1 = wik, 1) + wik, 1) P(NM))¥
1= (1= wk, 1) +wik, 1) (1 — (1 — e 20 p))".
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Next, we discuss event B that an ignorant node changes its state to the recovered
state spontaneously within [z, + At]. Let P(B) denote the probability that an
ignorant node remains ignorant. According to information dissemination rule (2),
we have

At
P(B)=1 —/ we Mdt = e M4, (2.11)
0

Therefore, by combining (2.10) with (2.11), we have

P(Cy) =1— P(A)P(B)
=1—(1—=wk, 1)+ wk,1)P(NM;))k e 4 (2.12)
= 1= (1=wlk, ) +wlk, 1) (1 = (1 — e ) B)) ¢4,
where the term of P(A)P(B) denotes the probability that the ignorant node does
not change its state within [z, r + At]. Thus, the probability that the ignorant node

changes its state to be spreading or recovered node is 1 — P(A) P(B).
Based on (2.4), the derivative of i (k, t) becomes

di(k,t) — Im ik,t + At) —i(k,t)

Jat At—0 PA(tC ) 2.13)
= —i(k, 1) lim L.
At—0 At
According to (2.12), in the limit Az — 0, we obtain
lim P(Cy) = lim 1 — (1 — 0)ke #4" =, (2.14)
At—0 At—0

where 6 = w(k, t) — w(k, t)(1 — (1 —e™?*")p) and Alimoe =0.
—

Therefore, the right side of (2.13) conforms to L’Hospital’s rule [43]. Thus we
can have

. P(Cy) 1= =)fe
lim = lim
At—0 At At—0 At
— Ahmo)“ﬂkw(kv (1 — G)k—le—)\Ate—MAf + Me—//,At(l _ 9)/( (2.15)
1—

= MBkw(k,t) + 1.
Combining (2.6), (2.13), and (2.15), we have

di(k, 1)
ot

= —ABki(k, t)w(k,t) — ui(k,t)

= —ABki(k. 1) > P(Kk)s(k', 1) — pi(k, 1),

k'

(2.16)
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For the spreading nodes, we have
s(k,t + At) —s(k,t) =i(k,t)P(A) — s(k,t)P(Dy). (2.17)

where Dy denotes the event that a spreading node with degree k becomes a recovered
node within [, t+ At]. The probability that this event happens is P (Dy). The variation
of the number of spreading nodes is caused by two reasons. One is that the ignorant
nodes meet the dissemination friend-nodes and may become the spreading nodes.
The other is that the spreading nodes meet the recovered friend-nodes and become
the recovered nodes or their states may be spontaneously changed to be recovered.
There is an increase in s(k, ) due to the former aspect, while the latter decreases
sk, 1).

Similar to Cy, event Dy comprises two aspects according to the information dis-
semination rule (2) and rule (3). At first, a spreading node may change its status to
be recovered (rule 3), which is denoted by event E. In addition, a spreading node
can spontaneously become a recovered node (rule 4) denoted by event F.

About event E, we assume that a spreading node with degree k has [ friends in
the recovered state. Similarly, / is a binomial random variable [ ~ b(k, g(k, 1)),
where ¢ (k, t) is the probability that a friend of the spreading node with degree & is
a recovered node at time ¢. Then, we can obtain

qk.t) ~ D" P(K'kyr(k',1). (2.18)
-

The event that a spreading node meets a friend in the recovered state within
[, + At]is denoted by C, with a probability as

At
P(Cy) = / re Mdx =1—e M, (2.19)
0

Let P(S,|C>) denote the probability that the spreading node becomes a recovered
one, under the situation that this node has encountered a recovered friend-node in
[t,t + At]. Thus, we have

P(5|Cy) =1-34. (2.20)

According to (2.19) and (2.20), the probability P(NM,) that a spreader does not
convert to a recovered node in [z, t + At] becomes

P(NM,) =1 — (1 — e *41s. (2.21)

The probability P(E) that a spreading node with degree k becomes a recovered
node within [7, t + Atf]is



30 2 Modeling of Epidemic Information Dissemination for MSNs

P(E)=1— P(E)
k

k
=1- ko' (1 —qk, ) (P(NM>))!
;(l)m 0! (1 = q(k, )™ (P(NM»)) 02

=1—(1—qk,t)+qlk,t)P(NM)"
=1—(1—qk, 1) +qk, ) (1= (1 —e*8))".

Then, we discuss event F' that a spreading node becomes a node in the recovered
state spontaneously in [#,  + At]. According to dissemination rule (4), by neglecting
event E, the probability P(F) that the spreading node stays in the dissemination
state in [¢, t + At]is

At
P(F) =1 —/ ve V'dt = e M. (2.23)
0

Combining (2.22) and (2.23), we have

P(Dy) =1—P(E)P(F)
=1— (1 —wk, 1)+ wk, 1) P(NM,))* e (2.24)
=1—(1=wlk, ) +wk, 1) (1 = (1 — e *)5)) 747,

Based on (2.11), (2.17), and (2.24), by setting At — 0, we have

BED ke tim EY sy tim P20
ot Al—0 At Al—0 At
= MBki(k, 1) D P 1k)s(K', 1) — Asks(k, 1) D P(K'kyr (k' 1) — vs(k. 1).
K K
(2.25)
For the recovered nodes, we have
r(k,t + At) —r(k,t) =i(k,t)P(B) + s(k,t) P(Dy). (2.26)
By combining (2.11) and (2.24), it can be updated as
or(k,t , , )
r(at ) = MSks(k, 1) Z Pk |kyrk', 1) +vs(k, t) + pi(k,t). (2.27)

k'

To simplify the problem, by ignoring the correlation of degrees among nodes, the
probability that an edge points to a spreading node is independent of the degree of
the node from which the edge is emanating. From [44], we have
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kP
P(k'|k) = > k( >). (2.28)

The ODEs of the densities of ignorant, dissemination and recovered nodes become

dik,1) . KPK) .
= ABki (k, I); — (K0 — ik, 1), (2.29)
sk, 1) , K P K P
— = MkiGk, z)% — sk, 1) — ASks(k, z)% — rk 1) — sk, 1),
(2.30)
/P 7
ork, ) = AMSks(k, 1) Z KPk )r(k’, t) +vs(k,t) + ik, t). (2.31)
ot < k >

As a"(skt’t) + asg,kl") + arg;,t) = 0, the quantities satisfy the normalization condition
where i(k,t) + s(k,t) +r(k,t) = 1.

We can obtain the number of nodes in the ignorant state at time ¢, which is denoted
by I(1).

N—-1

I(t)y =Y PK)i(k.ON. (2.32)

k=m

Define S(¢t) and R(¢) as the number of nodes in the dissemination state and
recovered state, respectively. We have

N—1

S(t) = Z Pk)s(k,t)N. (2.33)

k=m

N-1

R() = z P(k)r(k,t)N. (2.34)

k=m

According to the above analysis, we can obtain following observations: (1) From
(2.29), it can be known that the differential of i (k, r) is negative. So the number of
ignorant nodes keeps decreasing gradually. (2) In the earlier stage of the dissemina-
tion, there are a few spreading nodes and recovered nodes in the network. Thus, the
right side of (2.30) is positive at this moment. However, with the increasing number
of spreading nodes and recovered nodes, the differential of s(k, f) becomes nega-
tive. Therefore, the number of spreading nodes firstly increases and then gradually
decreases. (3) Since the right side of (2.31) is positive, the number of recovered nodes
keeps increasing from O.

Here, in our analytical model developed through the ordinary differential equa-
tions, the information is transmitted among nodes based on the distributed MSNs.
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By introducing the aforementioned four rules, the process of epidemic information
dissemination can be concisely presented, where the computational complexity can
be also reduced.

2.5 Performance Evaluation

2.5.1 Simulation Setup

In this section, we conduct trace-driven simulation to validate the proposed analytic
model, time evolutions of nodes, and performance of information dissemination. The
trace data are from the logs of MSN system developed by Xi’an Jiaotong University,
based on the XMPP Protocol. The MSN system is used for the students in the uni-
versity. And the data for our simulation was taken during the period from Aug. 26,
2013 to Sept. 2, 2013. Based on the communication between two friends, a social
graph can be generated by the above trace. We use the largest connected sub-graph
of this social graph to conduct our experiments. The basic parameters of this graph
are N = 802, E = 1222, where the average degree is 3.05. The largest degree and
smallest degree in the social graph are 72 and 1, respectively, which indicates a large
degree fluctuation. Since the existing empirical studies show that the average inter-
contact time between two users is around 5h [40], we determine that the parameter
of the exponential distribution of inter-contact is A = 0.002 with the unit time of the
system as 0.01 h.

2.5.2 Model Validation

To validate the analytical model of epidemic information dissemination, we develop a
simulation platform of the epidemic information dissemination in Matlab. Moreover,
to compare with other conventional models, the number of infected nodes F(¢) is
used as the metric, which is the number of nodes receiving information at time ¢.
F () can be calculated as follows in our model.

N—1
F()=St)+R@) = Z +Pk)(s(k) +r(k))N, fornu =0. (2.35)

k=m

At the beginning of the simulation, there is only one spreading node picked ran-
domly, while all other nodes are ignorant. To obtain F(¢), we set © = 0, which
denotes that all recovered nodes and spreading nodes have received information at
time ¢. The time of information dissemination process 7 varies from 0 to 5000. For
other parameters, we set § = 0.7, § = 0.3 [19], and v = 0.0001 [35]. We compare
our model with the conventional models including epidemic forwarding model [32],
information dissemination model in online social network [22], and the basic model
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in [35]. Through 100 times of simulations, the results in Fig. 2.3 show that the dif-
ference between our presented model and the simulation result is the smallest. In
addition, it is observed that the other three models have deviations, compared with
our model. The reason is that the model in [32] ignores spreading parameter and
makes information certainly to be delivered between two friend-nodes when they
meet. Therefore, it is faster than our model to deliver information. The model in
[22], where the friend-nodes are connected all the time, causes information to be
forwarded to the entire network during an extremely short period. The basic model
in [35] considers that a node can forward information to any node when they meet. In
other words, there is no social relation in the model. Nevertheless, our model, taking
into account the social nature and users’ behaviors, is consistent with the simula-
tion results. Accordingly, our model can be used to evaluate the effects of relevant
parameters on information dissemination.
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Fig. 2.4 Time evolutions of
the number of ignorant
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recovered nodes

I(t)/S(t)/R(t)

2 Modeling of Epidemic Information Dissemination for MSNs

—o—1(1)
—4—s(1)
—e— R(1)

2.5.3 Time Evolutions of Nodes

In this subsection, we discuss the time evolution of information dissemination process
based on our model. First, we investigate the time evolutions of the number of
ignorant, dissemination, and recovered nodes. We only change © = 0.0001 and
T = 15,000. As shown in Fig. 2.4, the number of spreading nodes S(¢) sharply
increases at first, and then reaches a peak value. Finally, the number of spreading
nodes keeps decreasing until reaching 0. The number of ignorant nodes / () sharply
falls within an extremely short time. The number of recovered nodes R(¢) grows from
0 at a fast rate in a short period. Obviously, these numerical results are consistent
with our analysis in Sect. 2.4.

We study the pre-immunity using the presented model. In Fig. 2.4, the value of S(7)
becomes around 0 when dissemination time t = 10,000, which indicates that there
is no spreading node in the network. In other words, the information dissemination
process is stopped at this moment. At the same time, there are still a few ignorant
nodes in the network, which would lose the interest and become recovered nodes
gradually. Obviously, the process of transition is considerably slow since the self-
immune parameter p is very small. For example, in Fig. 2.4, the value of I(¢) is
reduced about 0.2 % in each unit of time when the value of S(¢) is almost 0. In order
to further exhibit pre-immunity, we set © = 0 to study time evolutions of the number
of three types of nodes without pre-immunity in Fig. 2.5. We can observe that three
curves become stable when there is no spreading node in the network. The reason is
that ignorant nodes maintain interests all the time if © = 0, and thus ignorant nodes
cannot directly become recovered nodes.
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2.5.4 Performance of Information Dissemination

In this subsection, we evaluate the performance of information dissemination with
relevant factors of the proposed model.

2.5.4.1 Effects of Spreading Parameter and Immune Parameter

We evaluate the effects of spreading parameter and immune parameter on the infor-
mation dissemination. Here, R(¢) is used as the performance metric. In order to
study the impact of spreading parameter and immune parameter, we ignore the self-
immune parameter such that all recovered nodes can have the information under this
situation. Here, the spreading parameter f increases from O to 1, and four values of
8 are randomly chosen for comparison, which are 0.1, 0.3, 0.7, and 1. Other settings
are the same as those in Fig. 2.5. Figure 2.6 shows the final number of the recovered
nodes R versus different values of g and §. From Fig. 2.6, it is observed that the infor-
mation can be still transmitted if 8 is very small. For example, when 8 = 0.1 and
8 = 0.3, the number of the recovered node R is close to 200. Another phenomenon
is that the final R increases with the increase of the value of 8, while the increasing
speed decreases gradually. Moreover, the larger immune parameter has smaller value
of the final R. A large spreading parameter B can promote information dissemina-
tion, while immune parameter § has a negative effect on information dissemination.
Moreover, when § is smaller, the network is more robust to 8. For example, when
8 = 0.1, the value of final R remains stable when 8 > 0.6.
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Fig. 2.6 The final number of 800
recovered nodes R with
different spreading
parameter 8 and different
immune parameter §
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Fig. 2.7 Time evolutions of
the number of spreading
nodes S(t) with different
initial spreading nodes

2.5.4.2 Effects of Node Degree

We study the effect of the initially spreading node with different degrees. We assume
that the degree of the initially spreading node is ko. Three categories of degrees are
selected for comparison to study the impact, which are kg = 1, kg = 19 and ky = 72.
The result is shown by Fig. 2.7 which describes the time evolutions of the number
of spreading nodes S(¢) with different initial spreading nodes. It is observed that the
initial spreader’s degree has a significant effect on information dissemination. When
the degree is larger, the information dissemination speed is faster and the peak value
of S(¢) is also larger. Actually, in MSNGs, the nodes with large degree can accelerate
the information dissemination, because they can recommend the information to a
large number of their friends.
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2.54.3 Effects of MSN-Based Social Graph

We evaluate the performance of our model based on different types of MSN-based
social graphs, which are scale-free graph model [45], random graph model [46], and
small-world model [47]. All of the three networks have the same number of nodes
and average degree, where (k) = 2 and |V | = 802. From Fig. 2.8, we can see that the
dissemination speed is slower in the small-world graph than that in a random graph.
The reason is that the clustering coefficient in the small-world graph is larger than that
in the random graph [46]. As the clustering coefficient shows how close the neighbor
nodes are, there are many edges interconnected among nodes when the clustering
coefficient is large. Therefore, the information is transmitted more quickly and widely
in a network. Figure 2.8 also shows that information dissemination in a scale-free
graph is the fastest. One reason is that the scale-free graph follows the power-law
distribution. If a node with high degree becomes a spreader, a large number of nodes
receive information from this spreading node at the early stage of dissemination
process. Then, most nodes are spreading nodes and become recovered nodes quickly.
Similarly, the recovered node with a higher degree can make spreading nodes to
become recovered nodes more quickly. The other reason is that the characteristic path
length of the scale-free graph is the smallest compared with others [48]. Here, the
characteristic path length represents the average length of the shortest path between
two nodes, randomly selected from the graphs [46]. Therefore, in scale-free graph,
the information can be quickly delivered to the given node. More details can be seen
in [49].

2.6 Summary

In this chapter, we have developed an analytical model to analyze the epidemic infor-
mation dissemination in MSNs. The model considers the change of mobile nodes’
interests by introducing two novel elements called pre-immunity and immunity.
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With these elements, we have proposed information dissemination mechanism with
four rules for epidemic information dissemination process. According to these four
rules, the analytical model has been developed through ordinary differential equa-
tions. By conducting extensive trace-driven simulations, we have demonstrated that
our analytical model is more accurate than existing ones.
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Chapter 3
Modeling of Selfishness-Aware
Incentive for MSNs

In this chapter, we discuss the modeling of selfishness and propose an incentive
mechanism in MSNs. We consider two types of selfish behaviors: weak selfishness
and extreme selfishness. The information dissemination with weak and extreme self-
ishness are studied, respectively, through the ordinary differential equations (ODEs).
Then, an incentive model is developed to stimulate users to participant cooperation.

3.1 Selfishness-Aware Incentive in MSNs

Due to the rapid growth of wireless communication [1, 2] and sensor technologies
[3], various kinds of content [4-6] can be provided to both mobile networks and
users. Currently, mobile crowd sensing (MCS) [7] has emerged as a new paradigm
of MSNs. A large number of mobile individuals can use their mobile devices to
deliver data, which can be provided to the MCS to collect the information of interest
[8—13]. Based on the collected information [14, 15] from the participants, the MCS
can get knowledge or make decision for the large scale systems. For example, the
passengers on the bus can use their mobile phones to send the real time information,
including the current location, the status of traffic, and the situation of overcrowding.
Then, with the above information, the MCS can sense the environment around the bus
and predict the arriving time, the number of spared seats on the bus, etc. However, it
needs all participants to cooperatively collect the information from individuals. How
to motivate participation of mobile individuals is an important issue.

However, in practice a large number of users exhibit various degrees of selfishness
[16]. For example, some users mainly concern how to save their limited resources
(e.g., battery, buffer, etc.), and thus they are not willing to provide information to
others. Obviously, users’ selfishness will affect the performance of mobile crowds.
In the previous studies, the selfishness is mainly divided into two parts: individual
selfishness and social selfishness. The first is from the perspective of an individual,
in which the user is not willing to relay and store information for others to save the
limited buffer and power resources [17]. The second is from the perspective of a
© Springer International Publishing AG 2016 41

Z. Su et al., Modeling and Optimization for Mobile Social Networks,
DOI 10.1007/978-3-319-47922-4_3



42 3 Modeling of Selfishness-Aware Incentive for MSN's

community formed by some individuals with similar interests, where the individuals
are more willing to help others in the same community but lack interest to contribute
information to the ones out of the community [18].

In this chapter, different from the above conventional work, we characterize users’
selfishness based on different levels: weak selfishness and extreme selfishness. The
weak selfishness means that an individual may be unwilling to forward information
to others in order to conserve the limited resources but sometimes still has interest
to contribute information to others. The extreme selfishness refers that an individual
does not want to share information to help others. Here, the extreme selfishness is
considered from two aspects. On one hand, some users who are not interested in
the information will not accept or store it. On the other hand, some users who have
possessed the information have no will to forward it to others. Then, an analytical
model for information dissemination with weak and extreme selfishness is presented
through the ordinary differential equations (ODEs). This model can be employed to
evaluate the influences of both the extreme selfish and weak selfish behavior on the
process of dissemination. In addition, real trace driven simulations are conducted
to show the effect of both weak selfishness and extreme selfishness in information
dissemination.

3.2 Related Work

Recently, crowd sensing [7, 19, 20] has attracted a lot of attentions. Bulut et al.
[21] introduce a friendship-based routing scheme, where a novel metric is used to
accurately detect the quality of friendship and make the forwarding decisions. Lee
et al. [22] present the task distribution models and improve the efficiency of data
sensing. Sheng et al. [23] design a probabilistic mode and discuss the scheduling
methods, when the GPS can not provide accurate location information for sensing
coverage. Guo et al. [24] use the passive interference power received on mobile
devices to sense the volume of wireless throughput of users, which is non-intrusive
way without requiring data from private devices. An et al. [25] consider the credible
interaction issues between users and introduce a crowdsourcing assignment method
based on the users’ social relationship cognition to make sure the crowdsourcing
tasks to be assigned to credible users. Guo et al. [19] present a group-aware mobile
crowd sensing system which can facilitate group formation and management by
using users’ online and offline social behaviors. However, these methods have not
discussed how to encourage mobile individuals to contribute data during information
dissemination.

There have been many studies on evaluating the performance of the information
dissemination in mobile networks. Talasila et al. [20] provide a scheme to improve
the location reliability of mobile crowd sensed data, where the trust is bootstrapped in
the system with image processing techniques validating a fewer photos submitted by
users. Wen et al. [26] present a quality-driven based incentive scheme for the crowd
sensing system, where the participant is rewarded based on the quality of sensed data
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instead of working data. Sun et al. [27] propose a model for unicast epidemic message
forwarding in the MSN, which considers the message validity. Wu et al. [28] present
a theoretical model to evaluate the impact of people’s behaviors on information
propagation. Wang et al. [29] study the biggest speed and distance that the data
packed can have when it is disseminated in a mobile opportunistic network. Both
the one-copy case and the multiple-copy case have been studied in the small scale
and lager scale mobile network. Fan et al. [30] propose a data broadcasting method
in the MSN which uses the users” movement and community information to decide
the broadcast routes. However, all these models have not considered the selfishness
to explore the social nature of the networks in the information dissemination.

As for the node selfishness, Mei et al. [31] introduce two forwarding protocols
for mobile wireless network based on the features of selfish individuals. Li et al. [18]
present a routing performance by using a social selfishness-aware routing algorithm
in delay tolerant networks. Li et al. [32] develop a model to investigate the impact of
selfish behaviors on the performance of multicast in delay tolerant networks through
a 3-D continuous time Markov chain. Hernndez-Orallo et al. [33] introduce a collab-
orative watchdog mechanism with fast diffusion of selfish nodes awareness to detect
selfish nodes and present a model to evaluate the cost of the detection. Choi et al.
[34] study the impact of users’ selfish for the data replica allocation in MSNs and
develop a selfish node detection algorithm. Li et al. [35] study the node’s selfish-
ness in the mobile network and divide the selfishness into three classes which are
node-selfishness, intrinsic selfishness, and extrinsic selfishness. Although the selfish-
ness has been studied extensively, they are not specially designed for mobile social
networks or crowd sensing.

3.3 System Model

This section introduces a system model which includes social network, mobility
model, and node selfishness.

3.3.1 Social Network

We study the crowd sensing with mobile nodes in the environment of mobile social
networks, where the system structure is shown by Fig.3.1. It is assumed that there
are N users denoted by ny, ny, ..., ny moving around within a region all the time.
The information can be shared between two users only when they meet and have
social relations.

The social network consists of opportunistic network and social network. It is
modeled by an unweighted and undirected graph G(V, E). The symbol V is defined
as the set of nodes, and E denotes the set of edges. The nodes represent users, and
their social ties (e.g., friendship and relatives) are denoted by the edges. Thus, we
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have V = {ny, ny, ..., ny}. To study the impact of selfishness, the distribution of
relationship should be acquired. The probability of a node having k friends is defined
by P(k), where the degree of the node is k. Related works show that P(k) follows
the power-low distribution in the mobile social network [36]. Therefore, P(k) [27]
can be obtained as follows:

0, k<m

Pk = Cm, k7", m<k<N"

(3.1)

Here, the smallest degree of the network is m, the skewness of the degree distribution
is ¥, and the normalization constant is C(m, y).
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3.3.2 Mobility Model

As the mobility patterns of nodes are sophisticated, most of models with high accu-
racy to capture the mobility patterns are not applicable because of the computa-
tional complexity. At present, some simple mobility models are still used in some
works, such as [17, 27]. These simple models typically have an exponentially distrib-
uted inter-meet time, which has been demonstrated with real trace by some studies
[37, 38]. Therefore, in this chapter, it is assumed that the meeting time epochs of each
node conforms to a Poisson distribution with parameter A, giving rise to exponentially
distributed inter-meet time between two nodes.

3.3.3 Node Selfishness

The concept of selfishness denotes that mobile nodes are not willing to help their
friends to forward information due to the limited resources. Generally, mobile nodes
have two patterns to exhibit selfishness. The first one is that mobile nodes occasionally
contribute information to others. The second one is that some nodes do not accept or
contribute information at all. Therefore, the selfishness can be divided into extreme
selfishness and weak selfishness. Specially, it is assumed that (1) a mobile node
does not forward information to one of its friends with a probability p,r, which
denotes the weak selfishness level; (2) a mobile node does not accept the information
from others absolutely, where the corresponding parameter is p; with an exponential
distribution; (3) a mobile node refuses to forward the information to any nodes, where
the corresponding parameter is p, with an exponential distribution. Here, the first
one refers to the weak selfishness and the next two assumptions are related to the
extreme selfishness.

3.4 Proposed Model with a Novel Selfishness Division

It is assumed that there is only one node having information initially, and then this
node moves randomly in a finite region. When this node encounters its friends who
do not have the information, the information can be delivered.

I;(¢) is denoted as the number of k -degree nodes which do not have information
at time 7. Sy (¢) is defined as the number of k -degree nodes which obtain information
at time ¢. Ry () means the number of k -degree nodes which refuse accepting the
information at time #. Z;(¢) is defined as the number of k-degree nodes which have
received the information but don’t want to forward it to the next node at time 7. Let
Ny () denote the number of k -degree nodes at a given time ¢. Then, the fractions of
these four types of nodes in Ny (¢) becomes as follows at time ¢.
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i (t) = I (1) [Ny (1)
si(t) = Si(1) /Ni(1)

() = Ru(t) [Ni(o) G:2)
(1) = Zi(1) [Ni (1)
Within the interval [z, t + At], we can have the variation of i, (¢) by
iy(t+ A =i, ()(1 — P(G, k)). (3.3)

Here P(G, k) is defined as the probability that a k-degree node n; without infor-
mation receives it or refuses accepting it from any one within Az.

We consider two aspects to derive P(G, k). On one hand, node n; receiving the
information from other friends is classified by s, (¢). On the other hand, node n; which
may refuse accepting information is classified by 7, (¢).

As mentioned above, only when an opportunistic link exists between two nodes,
they are able to have a chance to exchange information. In addition, since mobile
nodes forward information only to their friends, the social tie between two nodes
should also exist. As the inter-meet between two nodes follows an exponential dis-
tribution, the probability that node n; encounters other nodes within the interval of
[t,t + At] becomes 1 — e *V=DA! n fact, if the interval is short enough, node n;
can only encounter one node. Thus, probability that the node n; meets the other node
(e.g., n;.) within [z, 1 + At] is 1 — e *V =47 Since the degree of node n; is k, the
probability that node #; is a friend of n; can be obtained by k/(N — 1). Besides, the
probability that node n; has information is Zk,_m P P(K)sp (1), where the degree
of a node is the k. Then, node n; may get information successfully from one of its
friends when these two nodes encounter with the probability 1 — p,,.

Therefore, according to the above description, the probability P(A, k) that node
n; can receive the information from its friend within Az can be obtained by

N—1

N
(1 — ¢ *N=Dary Z mP(k’)sk/ (). (3.4)

kK'=m

PAK) = (1= py) o

Here, the above shows the necessary conditions that node n; can receive informa-
tion. Firstly, node n; should encounter node #;, and this node #; is a friend of node
n;. Secondly, node n; should have information and be willing to forward information
to node n;.

Then, about the second aspect, the probability P(not receive) that node n; does
not accept information absolutely within Az becomes

At
P(not receive) =/ prePldr =1 — e M4, (3.5)
0
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By combining with (3.3) and (3.5), we obtain

P(G,k)=1—-(1—P(A, k))(1 — P(not receive))

_ _ _ _ k _ ,—AMN-1)At
=1 (1 a p"f)(N—l)(l ¢ ) (3.6)

N—1 N
X Z mP(k’)sk/ (t)) x e P1A

k'=m

From (3.3), we have

dir(t) _ _i(® lim P(G, k)
dt At—0 At
o 1=(1=0=py)k/N—1) (1 — e +N=Dar
= —ir(n) lim = pf(/m L-e )
N—-1
N (3.7)
x z mP(k’)skr(t)e_p‘A’
k'=m
N—1 N
= —Ak(1 — pup)ir(2) Z mP(k/)sk’(t) — prik(?).
k'=m

Similarly, for a short time interval At, it can be obtained by,
st + At) = s¢(t) + ix (HP(A, k) — s;.(t) P(not forward). (3.8)
where P (not forward) denotes the probability that a k -degree node having the infor-

mation refuses to forward it to any of other nodes within [#, # + At], which can be
computed as follows:

At
P(not forward) = / pre PAldE = 1 — P24, (3.9)
0
We have
dsi(t) _ . iOPAK) = si()P(not forward)
= lim
dt At—0 At
i) (U (1= e 008 3L G PWse ()
= lim
At—0 At 3.10)
se(1) (1 — eP24) S
At
N—1

N
= Mkl = pap)ic(®) D~ P(K)sic(0) = pase(®).

k'=m
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In addition, given a short time interval A¢, we can derive
re(t + At) = ri(t) + i (1) P(not receive). 3.11)

Therefore, we have

dri.(t) _ lim ir (H)P(not receive)

dr =0 At
=0 o, -
= p1ir(0).
Given a short time interval Af, we have
zk(t + At) = zi(t) + sp (1) P(not forward). (3.13)

Then, we have
dz; (1) . s (t)P(not forward)
——— = lim

dt  4Ai—0 At
1 — e (3.14)
At

=00 i,
= pasi(1).

Therefore, the ordinary differential equations (ODEs) to model the dynamic infor-
mation dissemination among the mobile individuals are shown as follows:

di, (t N-1 N
l;i ) — (1 = pup ke (0) Z: S PUse () = prik(0). (3.15)
dsi (1) N-l N
Sz = Mk(1 = puy)isc () ; v PEISe® —pas0). (3.16)
d
rcklt(t) = Prix(0). 3.17)
dzi (1) — pasi(). Gis)

dt
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3.5 Performance Evaluation

Based on the derived analytical mode, this section is to evaluate the effect of the
weak and extreme selfishness on the information dissemination in MSNs.

3.5.1 Simulation Setup

It is assumed that the unit time of the system is 0.01 h. Since related studies show
that the average inter-meet time between two nodes is around 5 h [27, 37], A is set
as 0.002. In addition, the considered MSN is constructed by the real trace from logs
of a mobile social system. Two people are friends if they have at least one record in
the trace. Let y = 2.1, which is a typical exponent of a scale-free network. Basic
parameters of the social graph are N = 802, E = 1222, and m = 1, respectively.

In the simulation, the number of infected nodes F(¢) is used as the performance
metrics. F(t) denotes the average number of nodes that have received information
at time 7. It also represents the efficiency of an information dissemination scheme in
the network, in terms of how widely a message is propagated.

3.5.2 Effect of Weak Selfishness

Here, the effect of weak selfishness on the information dissemination is evaluated
with numerical results by the proposed model.

The settings of the analytical model are as follows. p; = p, = 0. p,r varies from
0 to 1 while T = 1000, 2000, 5000, 10,000, respectively.

Figure 3.2 shows the effect of weak selfishness. It is observed that the weak self-
ishness is negatively related with the number of nodes having information, as F(T)
decreases with the growth of weak selfishness level p,s in each curve. In addition,
it can be seen that the network is much more robust to the weak selflessness when
the dissemination time is larger. For instance, in the case of 7 = 10,000, F(T) is
approximately stable when p,; is smaller than 0.7. Oppositely, when T = 1000 or
T = 2000, F(T) decreases rapidly with the weak selflessness level increasing.

We also investigate the effect of weak selfishness under different mobility models
with different inter-meet intensity A = 0.101, 0.084, 0.051 [39], which are obtained
based on statistics of the Cambridge trace dataset [40]. Here, p; = p» = 0, T = 200.
Pnr is increased from 0 to 0.1. The effects of weak selfishness with different inter-meet
intensities are shown in Fig.3.3. When A is larger, the effect of the weak selfishness
is smaller. In fact, if A is larger, the probability of encounter between any node pair
is larger, resulting in a better information dissemination.
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Fig. 3.2 Effect of weak
selfishness

Fig. 3.3 Effect of weak
selfishness when the A is
different
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3.5.3 Effect of Extreme Selfishness

Here, the effect of extreme selfishness on the information dissemination is evaluated
with numerical results by the presented model.

As mentioned above, the extreme selfishness is divided into two aspects, where
the first aspect is related to p; and the second aspect is related to p,. Thus, to evaluate
the effect of the first aspect of extreme selfishness, five types of p; is chosen for
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comparison. Let p, vary from 0.0001 to 0.001 to investigate the effect the second
aspect of extreme selfishness. Here, p,y = 0 and T = 5000. Based on these settings,
the effect of extreme selfishness is shown in Fig. 3.4.

From Fig. 3.4, it can be observed that the extreme selfishness restrains the dissem-
ination of information. Firstly, when p, is fixed (e.g., p» = 5 x 10~%), the value of
F(T) gradually decreases with the increase of the value of p;. Thus, the first aspect
of extreme selfishness can hinder the information dissemination. Secondly, when
the level of the first aspect of extreme selfishness is constant (e.g., p; = 0.0006),
the value of F(T) also decreases with the increase of the value of p,, which means
that the second aspect of the extreme selfishness also has a negative effect on the
information dissemination.

Next, the relationship between the extreme selfishness and A is investigated.
Firstly, the experiment on the first aspect of the extreme selfishness is carried out,
where p, = 0, p;, = 1, and p; increases from 0 to 0.005. Then, experiment on the
second aspect of the extreme selfishness is implemented, where p; = 0, T = 100,
and p, increases from 0 to 0.005.

Figure 3.5 shows the effect of the first aspect for extreme selfishness with different
M. It indicates that all the three curves descend almost linearly with p, but the curve
of smaller X is much more sensitive to the variation of p;. Therefore, if A is smaller,
the effect of the first aspect of extreme selfishness is larger. Figure 3.6 shows the
effect of the second aspect for extreme selfishness with different A, which illustrates
the relationship between the second aspect of extreme selfishness and 1. When 2 is
larger, the network is much more robust to the weak selfishness. Accordingly, if A
is smaller, the effect of the second aspect of extreme selfishness is more significant.
More details can be seen in [41].
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Fig. 3.5 Effect of the first
aspect of the extreme
selfishness when X is
different

Fig. 3.6 Effect of the
second aspect of the extreme
selfishness when X is
different

3.6 Summary
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This chapter has presented an analytical model for modeling and understanding
the effect of selfishness, in order to encourage the individuals to participant the
cooperation of crowd sensing in mobile social networks. The proposed analytical
model has considered two new types of selfishness: weak selfishness and extreme
selfishness. The simulations based on the real trace have shown the effects of weak
selfishness and extreme selfishness.
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Chapter 4
Optimal Relay Services for MSNs

In this chapter, the optimization of relay service for MSNs is studied. In MSNs, each
user has his own virtual currency and can earn currency as a relay for other users.
A bundle carrier selects relay users based on his current resource usage. A bargain
game is employed to model the transaction pricing between the bundle carrier and
the relay user, which leads to a subgame perfect Nash equilibrium as the agreement
of two players to maximize their benefits. The simulation shows that the proposed
scheme can efficiently improve both delivery ratio and delay performance in MSNs
with an optimal relay service.

4.1 Relay Services in MSNs

In MSNs [1-4], users can create and share their content with each other by using
mobile devices equipped with short-range wireless interfaces via peer-to-peer oppor-
tunistic links [5—8]. In MSNSs, the transmission path between the source and the des-
tination is unstable or even unavailable sometimes [9]. Moreover, since the MSNs
have unique features with different types of social ties among mobile nodes, e.g.,
friends, relatives, etc., the transmission path is even harder to set up than the conven-
tional networks without social ties. Therefore, a store-carry-forward fashion is used
to deliver bundles to the destination in MSNs, where this delivery fashion requires
mobile nodes to provide relay services.

Although many studies have been carried out to design relay schemes for wire-
less networks [10—12], most of the relay services assume that the transmission path
between the source and the destination always exists and is stable, where these studies
cannot be directly applied to MSNs. In addition, the social ties among mobile nodes
bring new challenges to the study of bundle delivery in MSNs. Therefore, it is still
a new and open problem to design social-aware relay services for bundle delivery in
MSNS .

In this chapter, as shown in Fig.4.1, a novel relay scheme for delivering bundles
in MSNs is proposed. First, each node has its own virtual currency and can earn
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Fig. 4.1 Schematic of an incentive scheme in the MSN

currency as a relay for other nodes. When a node refuses to forward the bundle of
others, it will not get paid. Therefore, this node will lose a chance to earn currency
to afford the relay service from other nodes in the future, with the result that the
proposed scheme can efficiently prevent nodes from being selfish. Next, a bundle
carrier selects relay nodes based on its current status of limited resources. Specifically,
if the status of the carrier is loose, it will select one of its friends to be a relay with a
low agreement price. Otherwise, if the status of the carrier is tense, it will select any
node it encounters, i.e., even a nonfriend node, with a high agreement price. Then,
a bargain game is employed to model the transaction pricing between the bundle
carrier and the relay node, which leads to a subgame perfect Nash equilibrium as the
agreement of two players to maximize their benefits. In addition, with simulation
experiments, it proves that the proposed scheme is efficient to improve both delivery
ratio and delay.

4.2 Related Work

A number of incentive schemes have been proposed to improve the performances
of wireless networks. Wang et al. [11] propose a data-sharing scheme by exploiting
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local historical paths and users’ interest information. It can allow nodes to coopera-
tively deliver information of interest to one another via the chosen paths by utilizing
few transmissions in delay tolerant networks. Chen et al. [12] propose a coalitional-
gametheory-based incentive scheme to stimulate message forwarding in vehicular
ad hoc networks. Wu et al. [13] use the gametheoretic approach to design a novel
incentive scheme for stimulating selfish nodes in opportunistic networks, where the
end-to-end paths are unstable. Wei et al. [14] introduce a usercentric reputation-based
incentive protocol for delay-tolerant networks, where the game-theoretic framework
is employed to design costs and the rewarding parameter in bundle forwarding.
Mahmoud and Shen [15] propose an incentive system with a payment model in mul-
tihop wireless networks, by considering the difference between Web-based applica-
tions and cooperation simulation. Ning et al. [16] propose a credit-based incentive
scheme to stimulate nodes, where the nodal communication is formulated as a two
persons’ cooperative game by using the Nash theorem.

Gueguen et al. [17] present an incentive scheduling algorithm where the coverage
extension is introduced to motivate and reward nodes’ cooperation. Im et al. [18]
design an incentive protocol to support content sharing among users in the third-
generation/wireless local area network dual-mode networks, which can also encour-
age the content provider to offer a discounted price for downloading high-quality
content. Lee et al. [19] propose a secure incentive protocol to stimulate coopera-
tive diffusion to advertise content over vehicular networks. Tseng et al. [20] design a
reed-solomon-code-based incentive scheme to enhance security for vehicular content
delivery.

Mobile social applications have attracted much attention. Liang et al. [21] propose
athree-step data-forwarding scheme to enable efficient user cooperation and maintain
privacy preservation in MSNs by introducing a new concept of social morality as a
fundamental social feature of human society. Wang et al. [22] propose a cloud-based
multicast scheme with a feedback mechanism in MSNs, which has two phases: pre-
cloud and inside-cloud. Niyato et al. [23] present a controlled coalitional game model
for interaction between content providers and the network operator to distribute
content. Bulut and Szymanski [24] present a friendship-based routing scheme for
MSNs, which introduces a novel metric to accurately detect the quality of friendship
and make the forwarding decisions. Wu and Wang [25] employ the internal social
features of each node for routing, which has two unique processes, including social
feature extraction and multipath routing.

Lee and Quek [26] propose a protocol for reliable device-to-device communi-
cations, where both the spatial user distribution and the communication distance
distribution are considered. Zhang and Cao [27] introduce transient connected-
componentaware data-forwarding strategies in MSNs to increase opportunistic con-
tact to enhance the performance of data forwarding. Hu et al. [28] present a distributed
multiage cooperative social protocol to disseminate content, where a content owner
can multicast content to his social friends. Lin et al. [29] introduce a data-forwarding
scheduling model and a back-induction algorithm for prompting nodes to forward
messages to appropriate relay nodes.
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Different from the aforementioned works, this chapter proposes a novel incentive-
driven bundle delivery based on relay selection in MSNs. This work aims to stimu-
late selfish nodes to participate in data forwarding to improve system performance,
including delivery ratio and delivery delay.

4.3 System Model

This section presents the network model, the node model, and the bundle model. The
design goal is also illustrated.

4.3.1 Network Model

In the MSN, the routing is carried out in an opportunistic way as the end-to-end
connections can not always exist. In the MSN, a source node Src sends bundles to a
destination node Dst depending on relays of intermediate nodes {Ny, N», ..., Ny}.

To enable the nodes to pay, there is a Credit Clearance Center (CCC), which is
employed to manage the virtual currency for each node [15, 30]. Therefore, before
joining the system, every node can register itself to the CCC and obtain its account.
Each node should hold a digitally signed receipt for each transaction of relay service
and submit the receipt to the CCC. The CCC is a server connected to the Internet,
so that the node in the MSN can access the CCC when it connects to the Internet.
‘When the destination receives a bundle and submits ACK to the CCC, the node can
get paid after the CCC verifies the receipt. Virtual currency can be used in bundle
forwarding to pay for bundle relay service provided by other nodes. If a node does
not participate in bundle delivery, it will not get the virtual currency. This means that
it will not be able to afford the services from other nodes for its own bundles in the
future.

According to the number of message copies in routing, the routing mechanisms
can be divided into single-copy and multiple-copy routing. Single-copy routing
means that there is only one node having the message copy in the network any-
time. Multiple-copy routing is that the message is duplicated to generate multiple
copies, and each copy makes routing decisions independently to reduce transmission
delay. However, multiple copy routing often consumes and occupies a large amount
of network resources. Therefore, the single-copy mechanism is adopted to study the
incentive scheme in this chapter.

In this chapter, we focus on the cooperation problem and the incentive scheme
to stimulate selfish nodes to participate in data forwarding. Based on related work
[15, 31, 32], the mechanism of CCC has already been used by a lot of works, where
the overheads for connection and access to the CCC could be controlled and reduced.
The reason is that mobile nodes connect to the CCC intermittently and only transfer
control messages (receipt and registration) to reduce both the load and overhead,
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which does not need much power of each node. In addition, in this chapter, as the
single-copy mechanism is adopted, it does not need to consume too much energy
from the network. There is only one node that has a message, and it needs few
connections.

4.3.2 Node Model

The nodes in MSNs are electronic devices that have limited resources, such as buffer,
energy, etc. Mobile nodes would exhibit selfishness to save their own resources. The
node model is summarized as follows.

e There are two categories of nodes in networks: cooperative nodes and selfish nodes.
Since nodes get paid only when the destination receives the bundle, selfish nodes
cannot get benefit if they drop bundles.

e Without incentive strategies, if a node is selfish, it accepts no bundles from other
nodes unless it is the destination of the bundles.

e Selfish nodes are of limited rational. That is, with the incentive strategies, these
nodes pursue for the maximum benefit if nodes have sufficient resources. Mean-
while, nodes only consider whether it is beneficial to accept bundles at this moment
and do not consider whether they may break the pale when they want to buy other
nodes relay services.

4.3.3 Bundle Model

When a source node Src sends a message M to a destination Dst, Src first sets the
message head with necessary information and then generates a bundle, as shown in
Fig.4.2.

Specifically, the bundle is comprised of six components: its bundle sequence
number ID, source Src, destination Dst, creating time stamp TS, time-to-live TTL,
and message M.

Fig. 4.2 Formation of the
bundle ID Src Dst Ay TTL M
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4.3.4 Design Goals

Our design goals have two desirable objectives as follows: On one hand, our scheme
should be effective in stimulating selfish nodes to participate in bundle delivery in
MSNs. On the other hand, it should be efficient without introducing too much extra
transmission delay.

4.4 Relay Service Scheme

This section proposes an incentive-driven bundle delivery scheme based on the relay
selection. It aims to provide efficient message dissemination in MSNs when selfish
nodes exist. First, it introduces an overview of the node status and then provides
the detailed node selection strategy. Next, the interaction between the bundle carrier
and the relay node is formulated by employing a bargain game. Finally, the detailed
bundle-forwarding process between both sides is introduced.

4.4.1 Node Status

By considering the factors that can affect the will of a node to participate in bundle
delivery in MSNs, a metric of the node status is elaborated, including node buffer,
node energy, and the TTL of the bundle.

e Buffer Each node has its limited buffer, and the free space of the buffer gradually
decreases with storing more and more data. For simplicity, symbol Bu; is defined
as the percentage of remaining buffer to represent the status of the node on the
buffer by

Bty
Bu; = —2 % 100 %, 4.1)

Umax;

where Bu,,, is the remaining buffer of node i at present, and Bupay, is the maximum
buffer of node i.

e Energy Similar to the buffer, the energy of each node is also limited. Let E; denote
the percentage of remaining energy as follows:

E = —“ x 100 %, 4.2)

max;

where E,., is the remaining energy of node i at present, and Enay, is the maximum
energy of node i.

e TTL The TTL of a bundle has a significant impact on bundle delivery. If the TTL
of a certain bundle is going to expire, each node should forward the bundle as soon
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as possible. Otherwise, relay nodes will not get paid. The node status on the TTL
of the bundle ID,, is defined as

. TTL— (T, —T TTL,..
i T == TS g0g = Tlre

100 %. 4.
1D TTL L 0% *3)

where TI’D is the percentage of the remaining TTL of bundle ID,, carried by node i
at present. TTL,., denotes the remaining TTL of the bundle. TS means the creating
time stamp of the bundle, and 7 is the current time.

Obviously, at any moment, the given three factors have different impacts on the
bundle forwarding of each node. Here, a status metric is introduced by

SMi, =a-logy(1+ Bu;) + B -log,(1+ E) +y -log,(1 +Tjp ). (44)

where SMiDm is the status metric of node i on bundle ID,,. «, 8, and y are the weight
parameters to adjust the importance of buffer, energy, and TTL, respectively, and
a+B8+y=1.

4.4.2 Node Selection

For a bundle carrier, it may always wish that there is a low price to buy a relay node’s
service. As there are many social ties among nodes, a node is usually willing to help
its friends even if it can only get a low benefit. Therefore, bundle owners always
wait for friend nodes to forward the bundle. However, when the remaining buffer
or energy of a carrier or the remaining TTL of the bundle is little, the gain will be
outweighed by the loss for the carrier if it still keeps waiting for its friend nodes.
Therefore, bundle owners may select their relay nodes according to their current
statuses.

A selection threshold o; is defined to determine whether it is appropriate for node
i to wait for friends. When node i encounters a relay candidate, it will check its
current status. If SMfDm > o;, which denotes the status of node i is loose, it tends to
purchase relay service from its friend nodes, where the agreement price is usually
low. If SMj, < o;, which denotes the status of node i is tense, it will forward the
bundle to a relay candidate, regardless of whether the candidate is a friend or not.

In fact, when the status is loose, it is unreasonable that a carrier waits for its friend
nodes for a long time, as it has few friends or it takes a long time to encounter a
friend. Therefore, LiDm denotes how many candidates node i encounters at most for
bundle ID,, when the status is loose, i.e.,

Lip, = kiSMj, ], for SMj, > o;. (4.5)
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Here, | o] represents the floor function, and k; reflects the change of status, including
the attenuation of energy and buffer.

4.4.3 Bargain Game

When a bundle carrier encounters a relay node, the carrier may want to buy the relay
node’s service, where the bundle carrier is seen as a buyer, and the relay node is
modeled as a seller. Both the buyer and the seller usually want to pursue their largest
benefits. That is, the buyer hopes that the price of the relay service is low, whereas
the seller wants the price to be as high as possible. Therefore, a bargaining game
is employed to formulate a pricing model, in the presence of the conflict of interest
between buyers and sellers.

These two players of the bargain game are defined by N = {B, S}, to present the
nodes that are the buyer and the seller of a relay service, respectively. The reserve
price of bundle ID,, of a buyer B is denoted by RPﬁ)m to represent the bearable
maximum buying price of a relay service for bundle ID,,. Then, it can be obtained
by

VCp
SME, -

m

RP{}, = pp x sip, x (4.6)

where pp is the reserve factor of the buyer, and sijp,, is the size of bundle ID,,. VCp
denotes the virtual currency that the buyer currently has. From the above, it can be
known that the reserve price of the buyer is higher when the bundle has a larger size
or the buyer has more virtual currency. Moreover, the tenser the status of buyer B is,
the higher the reserve price becomes.

Similarly, the reserve price of seller S can be denoted by RPISDm to represent the
bearable minimum selling price of its relay service for bundle ID,,. It can be obtained
by
VCs 1

_— X s
eBug +wEg  ess

RP{, = ps X sip, X 4.7)

where e is Euler’s number, and py is the reserve factor of the seller. Here, VCg denotes
the virtual currency that the seller has. Bug means the percentage of the remaining
buffer of the seller, and Eg denotes the percentage of the remaining energy of the
seller. ¢ and w are the weight parameters satisfying ¢ + @ = 1. Furthermore, gy is
the friendship factor between buyer B and seller S, which can be shown by

1, if buyer and seller are friends

Bs = [O, / (ftherwise / ’ (4.8)

Based on (4.7), if the resource of the seller is not enough, it will have low will
to relay the bundle (the price is high). If the seller has not enough virtual currency,
it will have high will to relay the bundle (the price is low). In addition, a friendship
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factor is introduced to consider the negotiation between two friends or two strangers.
That is, if the buyer and the seller are friends, the present price will be low; otherwise,
the present price should be high.

The classical Rubinstein-Stahl bargain game is introduced as a solution to model
the interaction between two players who make a bargain to divide a “cake” of size
[33]. They negotiate with each other by proposing offers alternately. In this chapter,
the bargain game is employed for modeling the division of the difference value C
for the reserve prices of buyer B and seller S, where the difference value C is the
“cake”. Thus, we have

C =RP{}, —RP}, . (4.9)

As the players in MSNs may be greedy and selfish, they try to get as much
proportion of the “cake” as possible in the bargain game. Their utility functions are
denoted as

us(x_g) = XSC — Rs, (410)

ug(xg) = xpC — Tg, 4.11)

where ug(-) and ug(-) are the utility functions of the seller and the buyer. 75 and
Rs denote the costs associated with the transmission and reception of the bundle.
xs and xp mean the proportion of the “cake” divided for the seller and the buyer,
respectively. We have

X ={(xs.xp) €R*: xs+xp=1, x5 > 0,x5 > 0}. (4.12)

Here, the pair (xg, xp) is the offered division by the seller or the buyer.

The bargain procedure between a buyer and a seller is as follows. In round 1, the
seller first makes an offer x; = (xgs1, xp1), where x; € X. x5 and x| represent the
proportion of the “cake” that the seller and the buyer want, respectively. According
to this offer, the buyer can either accept or reject the offer. If the buyer accepts, the
agreement is reached, and the bargain game is over. Otherwise, the bargain game
comes to round 2, and the buyer then turns to make a new offer x, = (xs2, Xp2),
where x, € X. xg; and xp, are the proportion of the cake that the seller and the
buyer are interested in, respectively. Then, the seller must either accept or reject the
new offer that the buyer provides. Similarly, if the seller accepts, the game is over.
Otherwise, the game comes to the next round. Therefore, this bargain game is an
infinitely repeated game.

Obviously, it takes some cost and time to carry out each round of the negotiation
in the bargain game. Therefore, there should be a final agreement accepted by both
sides as soon as possible in the negotiation. In other words, each player in the game
has its own patience, which is also called the discount factor. This discount factor
can depict the utilities of both the buyer and the seller, which decreases over time.
We denote &5 and 55 as the patience factors of the seller and the buyer, respectively.
Therefore, if the patience factors are considered in the game, the utility functions
should be as follows:
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wy(xs) =85 (xsC — Ry), (4.13)
Wy(xp) = 85 1 (xpC — Tp), (4.14)

where () and u'y () are the utility functions of the seller and the buyer in round .

In the bargain game, the patience factor can affect the results of negotiation for
both sides. The following presents how to determine the patience factor for the seller
and the buyer, respectively. If its status is tenser, buyer B will have lower patience.
Moreover, the patience factor is varied from zero to one. Therefore, the conditions
for patience functions of buyer B can be defined as follows:

d8p(VCs - SME,
d(VCs - SME,

>0, 65(0)=0, ép(c0) =1, (4.15)

where SMﬁgm is the status metric of buyer B on bundle ID,,. The function for the
patience of buyer B [34] is defined by

85(1) = Z— (4.16)

where v is the patience coefficient of the buyer.

For seller S, due to the limited buffer and energy, it may selfishly behave to pursue
maximum benefit. Therefore, if the status of the seller is more loose, it will have less
patience for the relay service of a bundle, because it wants to relay more bundles
from different nodes to earn more money. If the status of the seller is tenser, it will
have higher patience, because it wants to obtain money from the buyer as much as
possible. Moreover, the patience factor is from zero to one. Therefore, the conditions
for the patience function of seller S are defined as follows:

dds(VCs - (¢Bus + wEs))

d(VCs - (eBug + wEy)) <0, 85(0) =1, d5(00) = 0. 4.17)

Similarly, the following can be used to express the patience function [34] for seller
S:

eM — gmH

Ss(t)y=1-— (4.18)

e  e— it ’

where w is the patience coefficient of the seller.

According to the given description, to avoid the loss on negotiation, each player
prefers reaching agreements as soon as possible. Then, we have the following theo-
rems.

Theorem 1 In the proposed bargain game, there exists a unique subgame perfect
Nash equilibrium. According to Nash equilibrium, the bargain ends in one round
with the following agreement:
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C —6pC —6pdsRs +0pRs +6pTp — Tp
C —6p6sC '

*_
Xg =

(4.19)

6pC — 0pdsC + 0pbsRs —S8pRs — 6pTp + T3
C —6p6sC ’

(4.20)

*_
Xp =

Proof A subgame Nash perfect equilibrium is constructed by backward induction.

Since this bargain game is infinitely repeated, it is hard to find the point from
which the back induction is started. Therefore, there should have been a subgame
Nash perfect equilibrium in the game, where the seller makes an offer x* and the buyer
accepts this offer in round 1. Similarly, if the game begins from round 3, the seller
will give the offer x*, and the buyer will accept this offer. Therefore, this infinitely
repeated game can be seen as a bargain game with three rounds to analyze and obtain
the equilibrium. In the following analysis, the offer x denotes the proportion of the
difference value C that seller S can get, where xg = x, xp = 1 — x.

Starting from round 3, the last mover should be buyer B. It will accept proposal
x* offered by seller S. Next, move to round 2, where buyer B is to give an offer.
Seller S accepts the proposal x; only when

u% > ug
85(x2C — Ry) = 85(x*C — Ry)
. SSx*C - SSRS + RS
- C

421

X2
Then, buyer B makes a proposal x; that maximizes its utility. Thus, we can derive

x5 = arg n}cazlx(u%)

SSX*C — asRS + Rs

Spl(1 —x2)C —Tpl, if x>

_ C

- argnigx 3 X 8sx*C — 8sRs + Ry - (4.22)
Uy, if xp < C

_ 85X*C — 3SRS + RS

B C

Next, let us move to round 1 where seller S is to give an offer. Buyer B accepts a
proposal only when

u}; > u%

(1 —=x))C —Tpg > 8[(1 —x3)C — Tg]

< C —p[(1 — xi)C — Tl —Ts . 423
C—SBC+8335X*C—8383R5+33R5+3BTB — TB

x; < C =A
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Then, seller S makes a proposal x{ that maximizes its utility. Thus, we can derive

x| = arg max(ué)
X1

[XIC_RS» ifxi <A

= arg max
e u3, if xi > A (4.24)
C —6gC + 8p85x™C — 6pdsRs + 6pRs + 6T — Tp
B C

As the equilibrium of the infinitely repeated bargain game is equal to the equilib-
rium of the bargain game with three rounds, it can be obtained by

xf=x"
C — (SBC + SB(SS)C*C - (SBSSRS + (SBRS + (SBTB — TB ok
c =r (4.25)
. C—06pC —0pdsRs+pRs+3pTp —Tp
X =
C —6p6sC

Therefore, the subgame Nash perfect equilibrium becomes

C —6pC —0pdsRs +8pRs + 83T — Tp

X = C —5,05C (4.26)
= 8BC—8355C+826i1128—523R5—83T3+TB. @27)
This completes our proof.
Theorem 2 The transaction price TP of a relay service for bundle 1D,,, is
TP = RPf, — x};C. (4.28)

Meanwhile, if the buyer and the seller are two friends, the transaction price will be
lower than that if they are not friends.

Proof First, we analyze the scenario that the buyer and the seller are friends. With a
transaction price TP, it can be obtained by

RPf, —TP; — Ty =x;Cy — T. (4.29)
TPf = RPg)m - szf. (430)

Here, Cy is the difference value of buyer B and seller S who are friends.
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According to (4.6)—(4.8), C; can be calculated as follows:

C; =RPj, —RP},
VCp VCs 1. 4.31)

= pp X Sipp,, X ——%— — Ps X Sipp,, X —— X
M SMg)m M eBus+wEs e

Therefore, if the player and the seller are friends, the transaction price TP ¢ will
be

_ X
eBus+wEg e

_ RPIB;) _ (SBCf — 3385Cf + 8gdsRs — 6pRs — 8T + Tg
'm 1_8355

B * . VCB VCS 1
TPy =RPp —xp| P X sip, X

——— — ps X Sip,, X
3 s IDy
SMip,

'm

(4.32)
Then, we analyze the scenario that the buyer and the seller are not friends. With
a transaction price TP, s, we can derive

RPf, — TP, — Tp = x5Coy — T. (4.33)
TP,; =RPf, —x;Cpy. (4.34)

Here, C,y is the difference value of buyer B and seller S, who are not friends.
According to (4.6)—(4.8), C,; can be calculated as follows:

C.r =RP, —RPj,
VCp VCs . (4.35)

— ps X Sip,, X

= X Si X —F —_
SV sBug + wEs

Therefore, if the player and the seller are not friends, the transaction price TP,y
becomes

B * . VCB . VCS
TP,y = RPIDm — Xp\ PB X Slip,, X — ps X Sip,, X ———————

M, eBug + wEg
_RpE _ 0pCrr — 6p8sCuy + 6pdsRs — 8pRs — 6pTp + Tp
1D 1 — 8535

(4.36)
Then, the comparison between TP s and TP, is carried out by
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TP, — TP,; = RP}}, —
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53Cf — 5385Cf + 6p0sRs — 8pRs — 6T + T

1 — 8pds
3pC,r — 8p8sCrr +8p8sRs — 8pRs — 6pTp + T
—RPﬁ)+Bf B0sCyr + 0BosRyg BRI BB‘|’B.
m 1 — 8p8s
81 = 685)(Cyy — Cyp)
1 —8pds
dp(1 —&s) ) VCs 1
— 7Y — (- -1 0 4.37
T sp0s P8 X Sow X ks e =0 43D

Therefore, if the buyer and the seller are friends, the transaction price is lower

than that if they are not. This completes our proof.

4.4.4 Bundle Delivery Framework

(D

2)

3)

“4)

(&)

When the carrier of bundle ID,, encounters a node, whose probability of encoun-
tering the destination is higher than that of the carrier, the carrier first checks its
current status by (4.4). If the status is loose, the carrier will check whether the
encountering node is its friend node or not. If this node is a friend node, the car-
rier will send the requesting information, including the bundle ID, the size of the
bundle, the reserve price [calculated by (4.6)], and the patience factor [calculated
by (4.16)]. If this node is not a friend node, the carrier will wait for other friend
nodes until the number of encountering nodes is equal to the maximum number
decided by (4.5). If the status of the carrier is tense, the carrier will immediately
send the requesting information.

When the relay node receives the requesting information, if the relay node is not
the destination, it will calculate its reserve price by (4.7). If the reserve price of
the relay node is lower than that of the bundle carrier, the relay node calculates the
transaction price by (4.7), (4.8), (4.18), (4.20), and (4.21). Then, the relay node
will send acknowledgment information back to the bundle carrier, including the
bundle ID, the transaction price, the reserve price, and the patience factor of the
relay node.

The bundle carrier will check whether the obtained utility is positive or not. If
ul, > 0, the bundle carrier will accept the price and send bundle ID,, to the relay
node. Otherwise, it will wait for another node.

After the relay node receives the bundle, both sides of the transaction sign a
digital receipt, which includes the bundle ID and price, and each side holds a
copy of this receipt. The receipts will be submitted to the CCC when they connect
to the Internet. Then, the bundle carrier deletes the bundle ID,, in its buffer.
‘When the destination receives the bundle, the destination submits an ACK to the
CCC including the bundle ID when it connects to the Internet. Then, the CCC
pays the corresponding virtual currency to each relay node based on the digital
receipts.
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4.5 Performance Evaluations

In this section, the performance of the proposed incentive scheme is evaluated. We
introduce the simulation setup and show the performance comparison with discus-
sions.

4.5.1 Simulation Setup

In the simulation, there are 20 nodes with a transmission radius of 50 m, which are
uniformly deployed in an area of 1 km x 1km. Each node moves at a speed uniformly
spread in [0.5, 2.5] m/s with the random direction model. Therefore, according to
[35], the average contact rate of two nodes is 0.37 contacts per hour to determine the
contact time of each pair of nodes for the simulation in MATLAB.

The source node generates bundles with a uniform time interval of 10 min, and
the size of each bundle is 2 MB. We set the buffer size of each node to 30 MB. The
TTL of the bundle is 6 h. The destination of the bundle is randomly selected from
the other nodes except source nodes. The energy of each node decreases according
to E,. = e ™ Epax, where A = 0.2. Moreover, the weight parameters are « = 0.3,
B =0.3,and y = 0.4. Table4.1 lists the parameter values in this simulation.

The social ties among mobile nodes are generated by using the BA model [36],
which can generate a scale-free social network model. Each simulation runs for 12h
and is repeated ten times. Every node has an initial virtual currency of 100 and pays
the corresponding currency for each delivered bundle.

Table 4.1 Parameters

Parameter Value

N': the number of users in the network 20
Bitmax: the maximum buffer of each node 30MB
Emax: the maximum energy of each node 2000w
TTL: the time-to-live value of a bundle 6h

{a, B, v}: the weight parameters in (4.4) {0.3,0.3,0.4}
o: the section threshold of each node 0.7

k: the change of status 3

{e, ®}: the weight parameters in (4.7) {0.5,0.5}
v: the patience coefficient of the buyer 0.6

w: the patience coefficient of the seller 0.6

{Tp, Rs}: the costs associated with the {0, 0}
transmission and recepition of bundle,

respectively
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The following metrics are used to compare different delivery schemes:

e delivery ratio the proportion of the bundles that have been delivered to the bundles
being created;

e delivery delay the average delivery time that is used to deliver bundles from the
source to the destination.

4.5.2 Performance Comparison

The incentive scheme is compared with three conventional delivery schemes as fol-
lows.

Epidemic [37] In this scheme, bundles are flooded when a bundle carrier encoun-
ters other nodes that do not possess a copy of the bundle.

Direct Deliver [38] In this scheme, the source holds the bundle until it comes in
contact with the destination.

PRoPHET+ [39] In this scheme, the carrier forwards the bundle to other nodes
with the weighted function determined by the nodes buffer size, power, and pre-
dictability.

Figure 4.3 shows the delivery ratio by comparing the proposed scheme with other
three schemes. In Fig.4.3, it is shown that the proposed scheme outperforms other
existing delivery schemes when the number of selfish nodes in MSNs changes. In
the epidemic scheme, since there is no incentive strategy, selfish nodes refuse to
relay bundles. Therefore, it causes that many bundles are dropped when bundles are
expired or the buffer of the node is overflowing. In PROPHET+-, the bundles cannot
be delivered to the destination with a high delivery ratio due to the selfish nodes. For
the direct-delivery scheme, it shows the worst performance since it only delivers the
bundle when arriving at the destination.
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Figure 4.4 shows the comparison of delivery delay. From this figure, we can infer
that the proposed incentive scheme has the lowest delay as almost all nodes participate
in bundle delivery. In epidemic, because some nodes are still selfish, bundle owners
are required to wait for cooperative nodes. In PROPHET+-, the carriers have to wait
for the cooperation nodes for bundle forwarding, thus resulting in longer delay. For
direct-delivery, it takes a long time to encounter the destination, thus resulting in the
largest delay.

Next, we test the delivery ratio and delay with different buffer sizes, where the
buffer size is changed from 20 to 50 MB, and the percentage of selfish nodes is fixed to
0.6.In Fig.4.5, although all of the delivery ratios of the three schemes increase when
the buffer size of each node is increased, the proposed scheme has the maximum
delivery ratio. In the epidemic scheme, bundles are stored in the buffer of a node for
a long time, thus resulting in the fact that many bundles cannot be forwarded when
the buffer is overflowing. In PROPHET+-, as many bundles may be dropped when
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the limited buffer of each node is full, the delivery ratio cannot be improved much.
In the direct-delivery scheme, due to the lack of cooperation of nodes, bundles can
be forwarded only when the source node encounters the destination node. Therefore,
the delivery ratio is the lowest and is almost unchanged with the increase in buffer
size. For the proposed incentive scheme, mobile nodes are willing to forward bundles
through bargaining, although each node has a small-sized buffer.

Figure 4.6 shows the delivery delay when the buffer size of each node is changed.
From Fig. 4.6, we can observe that the delivery delay of each scheme decreases with
the increase in buffer size. In the epidemic scheme, mobile nodes have to wait for
the cooperative nodes to forward bundles. Moreover, due to the small buffer size,
some nodes cannot receive bundles or drop old bundles when the buffer is full. As a
result, it takes a long time to forward bundles to the destination node. In PRoOPHET+,
due to the limited buffer, the node drops old bundles when the buffer is full, where
the delivery delay cannot be efficiently reduced. In the direct-delivery scheme, the
forwarding of a bundle depends on the encounter between the source node and the
destination node, which takes a long time. Compared with the other three schemes,
the delivery delay of the proposed scheme is the minimum. In the proposed scheme,
although the buffer size is limited, the mobile nodes are willing to forward bundles
with an appropriate transaction price, resulting in the fact that the bundle can reach
the destination quickly.

The experiments have shown that the proposed incentive scheme can achieve the
largest delivery ratio and the lowest delivery delay, compared with other existing
protocols when the number of selfish nodes is changed. In addition, when the buffer
of each node is changed, our incentive scheme can also obtain better performances
in term of both the delivery ratio and delivery delay than others. According to these
results, our proposed scheme can outperform other existing algorithms.
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4.6 Summary

This chapter has presented a game-theoretic scheme for relay selection to stimulate
nodes to participate in bundle delivery in MSNs. In the proposed scheme, the bundle
carrier can select a friend node or a stranger to be a relay node based on its status
and then pay for the corresponding virtual currency for relay service. In addition,
the transaction pricing can be decided by a bargain game, where a subgame Nash
perfect equilibrium is used to calculate the agreement price. Extensive simulations
show that the proposed scheme can outperform other existing schemes with a higher
delivery ratio and lower delivery delay. Future work will entail the security issues of
payment if there are some fraudulent nodes in MSNSs.
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Chapter 5
Optimal Cloud Resource Allocation

for MSNs

In this chapter, we study the optimization for cloud resource allocation in MSNs to
provide mobile social services with high capacity and low latency. Here, the media
cloud means the cloud which can provide users with resources such as media process-
ing or storage to process media tasks. For example, some complicated computation
or large-sized content storage may need a large amount of resources which take a
big burden for users. The media cloud performs these computation or storage at the
side of media cloud, where the required resource at the side of users can be reduced.
Specifically, the media cloud sells cloud resources to brokers to obtain revenue. The
brokers employ the cloud resource to process media tasks for users. Users determine
their brokers to connect to obtain cloud service according to the competition with
each other. To model the interactions among media cloud, brokers, and users on
cloud resource, the resource allocation problem is formulated by a four-stage Stack-
elberg game. In addition, an iteration algorithm is proposed to obtain the Stackelberg
equilibrium.

5.1 Cloud Resource Allocation in MSNs

MSNs allow more users to have interactions with each other and obtain various
multimedia content [1-3]. Recent studies [4] show that the number of users keeps
increasing and the traffic of mobile data will be nearly tenfold in 2019, compared
with that in 2014. Especially, with the popularity of shared data plan in the near
future, users may not only obtain but also share more multimedia contents with
others who have social relations with them [5-7]. Therefore, providing users with
efficient multimedia services becomes more important than before [5, 8, 9].
However, to provide users with satisfied multimedia services, there exist some
new problems to be resolved. On one hand, due to the explosive growth of volume of
multimedia and the high demand of quality of experience (QoE), providing users with
multimedia services [10—12] needs a large amount of resource. However, the local
mobile devices in users always have the limited resource, such as capacity, bandwidth,
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buffer, etc. New consideration is needed to reduce the consumed resource. On the
other hand, multimedia content servers are remotely placed from users. It takes time
for users to obtain the requested multimedia content, resulting in a further QoE
degradation. For example, if a user wants to watch a movie with his mobile device,
the content of movie has to be retrieved from a remote multimedia content server
through a large number of routing nodes.

To resolve the above issues, media cloud has been advocated with the following
reasons [13]. Firstly, media cloud can deploy cloud resource to process multimedia
tasks. Some complicated computations or large-sized multimedia content storage
requiring extra resource can be performed at the side of media cloud, where the
required resource can be reduced for users. Therefore, the media cloud can help
users to save their resource. Secondly, a broker [14] can be placed between media
cloud and users. As the broker can act as a proxy which is close to users, users can
connect media cloud through the broker for obtaining multimedia services. With
the high-speed communication links between media cloud and the broker, users can
obtain multimedia services faster than contacting the remote multimedia content
servers.

As the resource to be allocated among media cloud, brokers and users is limited,
resource allocation becomes a very important challenge. However, the conventional
resource allocation schemes can not be directly used to allocate resource among these
three parties. First, there exist some significant social features in media cloud with
users. For example. users within the same community may have the same interest
and social activities [15—17], resulting in the similar demand of QoE for multimedia
services. Therefore, social features should be considered to determine the resource
allocation. Besides, users in the same community can know the information of each
other. Thus, the decision of a user on the selection of broker may be influenced by
others. As a result, the affection and competition among different parties should also
be taken into consideration for resource allocation.

Although some related studies have been carried out to study resource allocation
about cloud computing and mobile networks [18, 19], few of them have studied the
resource allocation problem based on the social features in media cloud. In addition,
most of them mainly focus on behaviors of servers, instead of three parties including
media cloud, brokers and users. Therefore, it is still a new and open problem to
design resource allocation scheme of media cloud with users.

5.2 Related Work

5.2.1 Multimedia Social Networks with Mobile Users

Recently, there has been an increasing interest in studying models and schemes
for multimedia social network with mobile users. Chang et al. [20] present a general
architecture of MSNs where the major components are client devices, wireless access
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network, and server, to increase the social connection and improve the quality of
social service. Wu and Yang [21] design a novel routing scheme by considering the
internal social features of nodes, including both social feature extraction and multi-
path routing. Wang et al. [22] present a cloud-based multicast scheme in MSNs, where
the message forwarding strategy is based on a metric iteratively refined from the
feedback control mechanism. Lu et al. [23] design a community based distributed set-
cover algorithm to identify the users who have the maximum influence on information
diffusion in MSNs.

Li et al. [24] propose a novel data forwarding approach with a space-crossing
community detection method to improve the data forwarding efficiency in MSNs.
Yin et al. [25] propose a photography model to assist mobile users for capturing
high quality photos with mobile devices and crowd sourced social media [26]. Wang
etal. [27] propose a novel mobile streaming framework with two main parts: adaptive
mobile video streaming and efficient social video sharing. Xu et al. [28] develop an
analytical model to mimic information dissemination among users. By introducing
pre-immunity and immunity elements, the proposed model can show the change of
mobile nodes’ interests during information dissemination efficiently. Although these
works have studied several aspects of multimedia social networks with mobile users,
the details on resource allocation problem with media cloud have not been given.

5.2.2 Resource Allocation with Media Cloud

The resource allocation in media cloud have been studied extensively. Alasaad
et al. [29] propose an algorithm for resource reservation in media cloud based on the
prediction of demand for streaming capacity. It can maximally exploit the discounted
rates offered in the tariffs, while ensuring the sufficient resource to be reserved. Hong
et al. [30] present a media task QoS based resource allocation algorithm in media
cloud, by considering the service satisfaction of multitask. Magedanz et al. [31] eval-
uate the effects of multiple factors in a large-scale cloud environment, by defining
the metric for assessing the performance of cloud brokering systems. Yin et al. [32]
study the operations of cloud computing and wireless networks in mobile computing
environments by considering not only the spectrum efficiency but also the pricing
information in the cloud.

Sardis et al. [33] introduce a novel concept of cloud-based mobile media service
delivery in which services run on the localized public clouds. Ren and Schaar [34]
develop an online algorithm that cloud operator can dynamically adjust the resource
provisioning according to the time-varying wireless channel conditions. Aggarwal
et al. [35] introduce a generalized framework to compute the amount of resource to
support media services with a generic cost function. Lu et al. [36] propose a service
provisioning model to manage the resources in the hybrid cloud where the profit
can be maximized. Xu et al. [37] present an incentive scheme for the relay selection
to encourage selfish mobile nodes to participate in bundle delivery, where the relay
resource can be allocated based on a game theoretical model. Although the above
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works have made a lot of efforts for the resource allocation, the characteristics of
mobile users have not been considered enough. In addition, how to efficiently use
cloud brokers to allocate cloud resource has not been mentioned either.

5.3 System Model

5.3.1 System Model

As shown in Fig.5.1, there are three parties which are media cloud, brokers, and
users within the communities, respectively. The media cloud is composed of a large
number of servers which can be used to compute, store, and provide media contents
and media application. The brokers can be seen as proxies to process the media
tasks of users, where the brokers receive the media tasks from users and then buy the
corresponding resources to process the tasks. Users with the similar interest can form

Media Cloud

Community 1 Community 2 Community J

Fig. 5.1 System model
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a community. In the community, users can select a broker to obtain the resource and
observe others’ strategies on the selections of brokers. The system model consists of
the following components:

e Users With mobile devices, users can have the demands for media applications
and send tasks to media cloud for processing [38, 39]. A social community is
formed by a group of users, who have the similar interests, goals, or locations.
Usually, users in the same community have social relations with each other, where
a user can know the information of others. Let J = {1, 2, ..., J} denote the set
of communities in the network, where the number of communities is J. The set
of users in community j is denoted as U; = {u; 1, uj2, ..., Ujk, ..., uj’N]} and
there are N; users in this community.

e Cloud brokers The set of cloud brokersis denoted as T = {1, 2, ..., I}, where there
are I cloud brokers in total. The cloud brokers are placed closely to users. Besides,
the media cloud and cloud brokers are connected with high speed communication
links. In practice, the cloud brokers [14] can be seen as the proxy between media
cloud and users. The cloud brokers receive the media tasks from users and then
buy the corresponding resources to process the tasks. The advantages of introduc-
ing cloud brokers are as follows. Firstly, due to the high speed communications
between media cloud and cloud brokers, the service response time can be signifi-
cantly reduced so that users can obtain the media services quickly. Secondly, for
media cloud, as it directly connects cloud brokers and the number of brokers is less
than users, media cloud can decrease the cost of access control and transmission.

e Media cloud Media cloud can provide virtual resources (computing, storage, and
cloud service etc.) to users via cloud brokers. Based on [40], in this chapter the
resource of media cloud can be described as the processing rate which media
cloud can provide to deal with the multimedia tasks. Media cloud is responsible
to process users’ media tasks received from cloud brokers, and then return the
corresponding results to users via broker with an allocated processing rate. We
assume that the media cloud can totally provide B resource to users via brokers.

Based on [41], the broker in our system can have five modules, which are high
speed communication module, wireless communication module, price decision-
making module, task receiving module, and task delivering module. The high speed
communication module is used to communicate with media cloud through the wired
connection with high speed. The wireless communication module is used to com-
municate with model devices with wireless connection. The price decision-making
module is to decide the price of resource to sell to users. In addition, the task receiving
module is to sell resource to users and receive tasks from mobile devices. The task
delivering module is to buy resource from cloud and deliver tasks to media cloud for
processing.

Mobile devices can connect with brokers through wireless connection. Firstly, the
brokers buy the resource from the media cloud after determining the price of resource.
Then, users determine the optimal strategy on the resource demand. Next, users send
the corresponding tasks to brokers with wireless communication. In addition, the
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brokers deliver the tasks to media cloud by wired module. At last, the results of tasks
are delivered back to users.

Users can adjust and change their selection of broker based on the strategies of
others in the community. Specifically, if a mobile user observes another’s utility is
larger than his utility, this user can change his selection. The selection of users can be
modeled as the evolutionary game, where the result of game is that all mobile users
in the community have the identical utility. Besides, users can check the brokers
which are in the communication coverage and then determine one broker of them to
connect.

5.3.2 QoE Model

QoE is to measure users’ satisfactory when multimedia services are provided. In this
chapter, due to the feature of media cloud, we present a QoE model by defining the
obtained cloud processing rate of r, where Q(r) = h(r). Moreover, based on [42],
we assume that the QoE function has the following properties:

e h(r) is positive;
e h(r) is concave with respect to r;
e A(r) is continuous and twice differentiable for r.

Note thatuser’s QoE follows the logarithmic law and QoE function can be modeled
in the logarithmic form for applications of multimedia task [43]. Therefore, we adopt
the QoE model as the logarithmic function, which is defined as

Gmax ¥ > Fmax
Q(r)=h(r)=qa Ing(ﬁr)s Tmin =7 = Fmax - (5.1)
qmin> ¥ < Fmin

where a and f are two constant parameters. Both of them are positive and can
be different for various types of applications. Parameter gn.x is the maximum of
QoE when user obtains the highest processing rate r,x, and parameter g, is the
minimum of QoE when user obtains the lowest processing rate rpip.

As QoE function is continuous, i, can be obtained by

Imin

o = (5.2)
B
Similarly, rya.x can be obtained by
s

(5.3)

"max =

=
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5.3.3 Design Goals

Our design goals have two desirable objectives as follows: on one hand, user can
obtain sufficient cloud resource from media cloud to achieve a satisfied QoE. On the
other hand, media cloud can achieve the maximum profit with an optimal price of
cloud price.

5.4 Problem Formulation

In this section, we propose a resource allocation among users, brokers, and media
cloud. Firstly, the resource allocation framework is introduced. Then, the utility
function of each player is defined. Finally, the structure of game is elaborated in
detail.

5.4.1 Resource Allocation Framework

There are three parties in the resource allocation framework, which are media cloud,
brokers, and users. Media cloud determines the price of cloud resource p, which
denotes the unit of resource to be paid by brokers. Each broker i decides the amount
of cloud resource E; to buy, and then announces the price of the bought resource
pi to users. Each user decides a broker to connect for acquiring media service and
obtaining the satisfied QoE. Due to the social features of MSNs, users in the same
community are friends who can communicate with each other. Thus, in the same
community, each user can know the information of others’ connections and then
compare the utility of his connection with others. If anyone’s utility is better than
his, he can change his connection.

The choices of three parties can mutually affect the decision of each other. The
higher price of resource is determined by a media cloud, the less cloud resource
that the brokers may decide to purchase, even this broker having heavy tasks. At the
same time, if one broker announces a higher price to users, the user will connect
other broker who announces lower price.

To allow the coordination among three parties to choose the proper parameter
for enhancing performances, we propose a resource allocation framework with four
steps. Firstly, the media cloud determines the price of its cloud resource and broad-
casts it to brokers, aiming to acquire the revenue. There is a tradeoff between the
revenue and the price for media cloud, e.g., if the price is too high, the demand of
cloud resource will be reduced, which will affect the overall revenue. Secondly, after
receiving the price of resource, each broker can buy a certain size of cloud resource
from the media cloud to satisfy the demand of users who connect to this broker.



82 5 Optimal Cloud Resource Allocation for MSNs

Thirdly, each broker decides the price of resource to achieve revenue from users. At
last, each user will select a broker for connection and send his task to the broker.

5.4.2 Utility Functions

The utility functions of users To quantify the utility obtained from the resource, user
utility considers the price of resource and the processing rate based on the acquired
resource. According to the logarithmic function of allocated resource [44], the payoff
of a user can be formulated as

s(ry=c¢elog(1+ f(r). 5.4)

where ¢ is a payoff parameter and f (r) is the function of the acquired cloud resource
from the connected broker.

Here, user in community j will select a proper broker to buy cloud resource,
aiming to maximize his payoff with the least cost. Therefore, the utility function of
a user in community j is defined as the difference between the payoff and cost on
resource by

U, j(r)) = sij(ri) — Ci j(ry), (5.5)

where s; j(r;) denotes the payoff of a user in community j who connects broker i,
and C; ;(r;) is defined as the cost for buying the cloud resource from broker i. The
payoff can be obtained by

si,j(ri) = & jlog (1 + Qi (:T)) , (5.6)

Here, O, ; (;—‘) denotes the QOoE of a user in community j who connects broker i.

And broker i has bought r; resource from media cloud. n; is the number of users who
connect broker i. As users in the same community may share the resource of broker
i, users have the identical amount of resource when connecting broker i. Thus, the
QOoE of user j connecting broker i can be defined as

Ti
Qi,j = 10g2 (ﬂ,’,j;> . 5.7

Here a; j and f; ; are two constants of a user in community j who connects broker
i, and they are related to media applications, which imply the sensitivity of a user on
satisfaction of the obtained resource. For example, the sensitivity of watching video
is higher than listening to the music with media cloud.
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The cost for buying the cloud resource from broker i can be obtained by
Cij(r)) = pi, (5.8)

where p; is the price of resource. Therefore, the utility function of a user in community
J who has the connection with broker i can be defined as

T
U,',j(r,-) = &i,j IOg (1 + Qi j 10g2 (ﬁl*fn_)) — Pi- (59)

The objective of user is to achieve a large QoE with a cost as low as possible, in
order to maximize its utility. Thus, the optimization problem for a user in community
J connecting broker i can be formulated by

max U,-,j(r,-). (510)

ri > 0
s.t. . . 5.11
[ 1Og2 (ﬂi’ji) >0 ( )

The utility functions of brokers For each broker, it provides the cloud resource
for processing users’ media tasks. The utility of broker is the revenue obtained from
users minus the cost to buy cloud resource from media cloud. Thus, the utility of
broker i can be defined as

Ui(pi, E;) = Ri(p;) — Ci(E). (5.12)

where R;(p;) is the revenue through selling cloud resource from broker i to users,
and C;(E;) denotes the cost to obtain cloud resource from the media cloud.
We can obtain the revenue from selling the cloud resource by

Ri(pi) = n;p;. (5.13)

According to the pricing strategy of media cloud, the cost function can be denoted
by
Ci(E) = p(D;i + E)), (5.14)

where p is the real-time price of cloud resource. D; denotes the cloud resource to
support the basic operation of broker i, it can be seen as the reserved resource which
is provided to brokers by media cloud. E; denotes the additional cloud resource to
conduct the media task when broker i is busy. Therefore, the utility function of broker
iis

Ui(pi, Ei) = nipi — p(D;i + E;). (5.15)
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We assume that there is a discount when brokers obtain cloud resource from media
cloud due to the transmission loss between media cloud and brokers. Thus,

ri=ckE, (5.16)

where ¢ is the discount parameter.

The objective of broker is to achieve the revenue and reduce the cost as much as
possible, for maximizing its utility. Thus, the optimization problem for broker i can
be formulated as

max U,'(p,', El) (517)
pi.Ei
ri =c¢k;
st.ypi >0 . (5.18)
E;, >0

The utility function of media cloud By selling the cloud resource with a certain
price to brokers, media cloud can obtain the corresponding revenue. In addition, the
cost for processing media task should be also considered. Thus, the utility function
of media cloud is defined as the difference between the revenue and the cost by

U,(p) = R,(p) — C,. (5.19)

where R, (p) denotes the revenue that cloud resource can obtain and C, is the cost
of media cloud for operation.
The revenue of media cloud by selling of cloud resource can be obtained by

1
R.(p) =D p(D; + E)). (5.20)

i=1

The cost for processing tasks is defined as

C,

1
D (D + Ep), (5:21)
i=1

where ¢, denotes the unite cost. Therefore, the utility function of cloud becomes

1 1
U,(p) = D p(Di + E)) — > c,(Di + Ep). (5.22)

i=1 i=1

The objective of media cloud is to achieve the large revenue by maximizing its
utility. Thus, the optimization problem for media cloud can be formulated as
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ml?x U,(p). (5.23)

s.t.p > 0. (5.24)

5.4.3 Four Stage Stackelberg Game

We formulate the above problem as a four stage Stackelberg game, by considering
the utility maximization of media cloud, brokers and users. In stage I, as a leader
in the Stackelberg game, media cloud offers a real-time cloud resource price p to
brokers. In stage II, as a follower in stage I, the broker decides the amount of cloud
resource E; based on the price offered by media cloud. Next, the broker acts as the
leader in stage III, and offers the resource price to users. In stage I'V, each user selects
a proper broker to connect to acquire media service, based on the resource price and
availability of cloud resource offered by the broker.

5.5 Analysis of the Proposed Four Stage Game

In this section, we analyze the proposed four-stage Stackelberg game, and obtain its
Stackelberg equilibrium. Based on the above analysis, it is known that each stage’s
strategy may affect other stages’ strategies. Therefore, we use the backward induction
method to analyze the proposed game, as it can capture the sequential dependence
of the decisions in each stage of the game.

5.5.1 Evolution Game Among Users in Stage IV

Communities are formed by groups of users with media service demands. Especially,
users in the same community are friends of each other. They can communicate with
each other, where the information can be exchanged among them. Therefore, users
in the same community can observe others’ decisions on the selection of brokers,
and then adjust his strategy to be optimal. We propose an evolutionary game model
to solve the broker selection problem. In the evolutionary game, users are the players
of the game. The community represents a population in the game.

Replicator dynamic is crucial to analyze the evolution game to obtain the game
equilibrium, where the utility of all users in a community are identical. And no
player will change his current strategy because the rate of strategy change is zero.
For community j, the proportion of users who select broker i to acquire media service
becomes
(5.25)
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where #n; ; is the number of users in community j to connect broker i, and N; is the
number of users in community j. We denote the state of community as the proportions
of users to connect brokers. Thus, the state of community j can be obtained by

Xj =[x, %2, Xiga X ] (5.26)

In the replicator dynamic, the share of a strategy in community grows at a rate
which is directly proportional to the difference between the user’s utility and the
average utility. It can be denoted as

X j () = Ax; j () (U, j(t) — Ij_,-(t)), (5.27)

where 4 is the multiplier of the difference between the user’s utility and the average
utility. U, (¢) is the average utility of the entire community ;. It can be calculated by

1
Uj(t) = in’j U,',j (I) (5.28)

i=1

From the above, it can be obtained >"/_, %; ;(t) = 0. Therefore >/_, x; ; = 1 is
satisfied during the broker selection process. Substituting (5.9) into (5.27), we have

. ri
X, (1) = Ax;;(t) (3i,j log (1 + a; jlog, (ﬁi,] ﬁ))

1
Ti
—Pi — in,j (Si,j log (1 + a;,j log, (ﬁi,j ﬁ)) - Pi))~
i=1 !

We consider the evolutionary equilibrium as the solution to the broker selection
game among users. An evolutionary equilibrium is a fixed point of the replicator
dynamic. At the fixed point, which can be obtained numerically, the payoff of all users
in community j are identical. In other words, since the rate of strategy adaptation is
zero, the equilibrium can be obtained by solving

(5.29)

x,;(t)=0, 1<i<I, 1=<j</J. (5.30)

To evaluate the stability at the fixed point x;';, which is obtained by solving
(5.30), the eigenvalues of the Jacobian matrix which is corresponding to the replicator
dynamic needs to be evaluated. The fixed point is stable if each eigenvalue has a
negative real part [45]. Here we have the evolutionary equilibrium for any community
Jj as follows.

* * * *
Xj:(xl,j,xz,j,...,xi,j,...,x,’j). (5.31)
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5.5.2 Non-cooperative Game Among Brokers
in Stage Il and Stage I11

Based on the result of the evolutionary game for users, the brokers compete with
each other and choose the proper strategies on the price to obtain the maximum
utilities. Thus, the non-cooperative game is introduced to model the competition
among brokers, and the Nash equilibrium is considered as the solution to the game.

According to the price of the cloud resource determined by media cloud, each
broker decides the amount of cloud resource to purchase and then determines the
price of cloud resource to charge. Considering the competition, the utility of broker
i can be defined as

J
Ui (Ei, pi- E_i,p_;) = pi D x};N; — p(Di + E;). (5.32)

j=1

Here E_; denotes the vectors of the resource size that brokers have, except broker i.
p_; means the price of cloud resource offered by brokers, except broker i.

The Nash equilibrium is considered as the solution of the game, where each broker
has an optimal strategy to maximize the utility. In this case, we use the best response
function of each broker to find Nash equilibrium, which is the best strategy of a broker
based on others’ best strategies. Therefore, when others’ strategies are determined,
the best response function of broker i can be defined by

B(E_;,p_;) = arg max Ui(E;, pi,E_i,p_;). (5.33)
i Pi

Letp* = (pf, p3. ..., p;) and E* = (E}, E}, ..., E}) denote Nash equilibrium
of the cloud resource price and the cloud resource size obtained from media cloud,
respectively. The Nash equilibrium of the game can be obtained by solving

p;

B(E_.p",). (5.34)
Ef =B

(E*..p_,), (5.35)

where p*,; and E*, is the set of Nash equilibrium of brokers except broker i.

From the above analysis, a broker needs the strategy of other brokers and the
equilibrium of the evolutionary game to obtain Nash equilibrium. However, this
information may not be available in a practical broker system. Therefore, each broker
can only employ the local information and users’ demands to determine the prices
and the cloud resource. Then, each broker should adjust its strategy in the direction
of utility maximization. Therefore, broker i updates the price of cloud resource and
the cloud resource size by
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oU; (E(z), p(7))

pi(t +1) = pi(r) + wi,pW. (5.36)
Ei(r +1) = Ei(r) + an,;;%éf(r)). (5.37)

Here p;(7) and E;(7) are the price of cloud resource to sell and the size of cloud
resource purchased from the media cloud. Both of them are determined by broker i
at iteration 7. w; g and w; , are used to control the speed of adjustment on the cloud
resource size and cloud resource price. The marginal payoff can be used to update
the strategy for each broker [46]. It can be calculated by the variation in payoffs with
a small variation ¢ (e.g., ¢ = 10™%) as follows:

oU;i(E(z), p(7))

opi(7)
LUC L p@+e,. )=l pi(t) —p,..) (5.38)
2¢ . .
O0E(7)
L Uit Ei(@) +(/’,--~)2_¢Ui("" Ei(@) —(p,-.-). (5.39)

5.5.3 Strategy of Media Cloud in Stage 1

The cloud resource can be sold to the broker to obtain revenue by media cloud.
Thus, the media cloud hopes to choose a proper price of cloud resource to obtain the
maximum utility. For media cloud, the optimization problem can be formulated as

p*=arg max U, (E, p), (5.40)

where p* is the optimal strategy of media cloud on the price per cloud resource unit,
E=[E,E;,....E I]T is the vector of cloud resource purchased by each broker.
Similar to the broker iteration, we also present a media cloud iteration to adjust
the cloud resource price to obtain the maximum utility. The media cloud updates its
price by
oU, (E(), p(1))

P(t"’l):P(f)‘erw, (5.41)

where o, is used to control the speed of adjustment on the price of cloud resource
price.
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The marginal payoff can be calculated by

oU,(E(1), p(1))
op(?)
~ U (E@), p(t) + ¢) — U (EQ@), p(t) — 9)
2¢ '

(5.42)

Here, when all users obtain the maximum utilities with the optimal strategies, the
evolutionary game reaches the equilibrium. If someone tries to adjust his selection
to connect the broker, the number of connection of this broker will become larger
and the utilities of users in the same community to connect with this broker will
decrease. If the equilibrium state is not Pareto efficiency, the utility of a user can be
larger by adjusting strategy, where other users in the same community may imitate this
selection to obtain higher utilities with the result that all users in the same community
have the identical utility. In this case, the state in evolution game is not stable, which is
not the equilibrium. Therefore, as the equilibrium can be obtained which is opposite
to the above assumption, the equilibrium of evolution game in our work is Pareto
efficiency. In addition, when the Stackelberg game reaches to the equilibrium, each
broker or media cloud only has one optimal strategy. Therefore, each party can not
adjust strategy to obtain higher utility when other two parties choose the optimal
strategy. It also proves the Pareto efficiency of the proposed scheme.

5.5.4 Algorithm Design for Scheme Implementation

Based on the above analysis of four-stage Stackelberg game, we present an iteration
algorithm to implement our scheme. For the cloud resource, it can update its cloud
resource price to obtain a maximum utility and then announce this price to all brokers.
Since the media cloud is not aware of the duration of each adjustment, the media cloud
sets a waiting time T, . for the next strategy update. Similarly, as each broker is not
aware of the duration of each evolution, it sets a waiting 7, ;, for the next strategy
to update the size of the purchased cloud resource and the price to charge users. In
the evolutionary game, each user randomly selects a broker to connect initially, and
then changes his strategy to maximize his own utility. If a users utility is lower than
the average utility of his community, this user may change his connection with a
probability, denoted by

;’ (5.43)

where U ; is the average utility of community j. When all users in the same community
obtain an equal utility, the evolution will be completed. We present the algorithm by
Algorithm 1.
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Algorithm 1: Resource allocation iteration algorithm
1: Initially, the media cloud announces the price p(0) to all brokers.

2: Repeat

3: whilet < T, ,c do

4: Each broker randomly determines the size of leased resource E; and the price p;.
5:  Repeat.

6: whiler <T, ; do

7: Each user randomly makes connection.

8: Repeat.

9: Compute each user’s utility by (5.22).

10: Exchange connection information with each other in the community.

11: Calculate the average utility U ' by (5.28).
12: if Uj > Ui,j then

13: Change the connection with probability 6.

14: else

15: Maintain the connection.

16: end if

17: Until all users in the same community have the equal utility.

18:  end while

19:  Update cloud resource size E;(7) and the cloud resource price p;(7) by equations
(5.36)-(5.39).

20 =741

21:  Until E; and p; are both unchanged.

22: end while

23: Update the price p(r) by Egs. (5.41), (5.42).

24:t=1t+1

25: Until p is unchanged.

5.6 Performance Evaluation

In this section, we evaluate the performance of the proposed game-based cloud
resource allocation.

5.6.1 Simulation Setup

In the simulation, there is a media cloud to lease cloud resource to brokers. The total
size of cloud resource is B = 100 k which denotes that the cloud can process 100 x
103 tasks per unit time. In addition, the MSN has two brokers and two communities.
In each community, there are 20 users. The media cloud waits T, ,,c = 500 for
the next strategy update and each broker waits T,,, = 100 for the next generation
strategy update. The speed of adjustment for each broker on the bought resource size
and price are w; , = 0.1 and w; g = 1, respectively. The speed of adjustment for
media cloud on price of resource is w, = 0.01. The detailed values of parameters in
this simulation are listed in Table5.1.
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Table 5.1 Simulation parameters

91

Parameter Value

J: the number of communities 2

Ni, Nj: the number of users in community 1 and community 2 20, 20

I: the number of cloud brokers in the network 2

B: the maximum of resource can be allocated by media cloud 100k (tasks/s)
{a1,j, B1,j}, j € {1, 2}: the parameters on QoE of users in community 1 {2, 10}
{az,j, B2,j}, j € {1,2}: the parameters on QoE of users in community 2 {1.5, 10}
{e1,), €2,}: the payoff parameters of mobile users in community 1 and {2,2}
community 2

D;: the reserved resource provided to brokers 0

¢: the discount parameter

Ty, mc: the waiting time for strategy adjustment

of media cloud 500
T,,»: the waiting time for strategy adjustment

of a broker 100

5.6.2 Numerical Results

Firstly, we study the evolutionary behavior of users. We set the cloud resource size
and the price of two brokers as E; = E; = 20 and p; = 0.1, p, = 0.5, respectively.
Figure 5.2 shows the convergence of the evolutionary behavior of users when the
initial state of community is (x,1, x1,2) = (0.4, 0.4). From Fig.5.2, we can observe
that both of utilities of users in community 1 and community 2 are converged to be
optimal with several iteration steps. In addition, it can be known that the utilities of
all users in both community 1 and community 2 are nearly identical.

Fig. 5.2 Convergence of the 26 ; T ¥
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equilibrium B —+— Mobile users in community 2 | |
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Figure 5.3 shows the best response of each broker on the size of cloud resource
purchased from media cloud. We set py = 0.1 and choose two types of cloud service
price for comparison, which are p; = p, = 0.3 and p; = p, = 0.5, respectively.
From Fig.5.3, when p; = p, = 0.5, if broker 2 has more cloud resource, broker 1
also has a larger size of cloud resource to be the best response. When p; = p, = 0.3,
the best response of each broker firstly increases and then decreases. In addition,
with each price, there is only one intersection point in Fig.5.3. It demonstrates the
existence and uniqueness of the Nash equilibrium when the cloud service price is
fixed.

Figure 5.4 shows the convergence of the price determined by media cloud. We set
four different initial prices of the cloud resource determined by the media cloud for
comparison. And we set E; = 10 to study the influence between the price of cloud
resource and the cloud resource demand of broker 2. From Fig. 5.4, we can observe
that the price of cloud resource is converged to an optimal price with several steps.

In Fig.5.5, we compare the proposed scheme with the existing approaches, which
are Uniform Resource Allocation (URA) and Random Resource Allocation (RRA),
respectively. In the URA, the total resource of media cloud is uniformly allocated
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Fig. 5.5 Utility of each user
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to all users in the network. In the RRA, each user can obtain cloud resource from
the media cloud randomly. From Fig. 5.5, it can be known that the proposed scheme
outperforms the other two existing approaches, where user can obtain the best util-
ity. In the URA, as the cloud resource is uniformly allocated to users, too much
resource may be allocated to someone whose demand is low, while users who need
more resource can not obtain enough resource. In RRA, as the resource is allo-
cated to users randomly, users cannot obtain the resource according to their needs.
In the proposed scheme, users can obtain their wanted resource according to their
demands. Furthermore, with the theoretical game model, the price gradually tends
to be reasonable. Thus, all parties can possibly obtain the maximum utilities.

To test the performance with dynamical demands, Fig.5.6 shows the utility of a
user in community 1 when the value of in community 1 is changed from 2 to 3.5,
which shows the variation of a user’s resource demand [47]. From Fig.5.6, it can

Fig. 5.6 The utility of
mobile user in community
when the demand is changed

Utility of a mobile user in community 1

[teration
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be observed that all utilities with dynamic demands decrease and reach to the stable
finally. The user with higher demand has the higher utility. The reason is that the user
with higher demand can be more sensitive to the resource than the one with lower
demand.

We carry out the next experiment to evaluate the media quality of the proposed
scheme. Based on [48], we define the metric to show the media quality as Media
Response Ratio (MRR) =Media Runtime/Task Processing Time. The above metric
can measure the quality of the media when delivering content to users through media
cloud. With a given media runtime, if the task processing time is long, MRR becomes
low when the playback speed of media content is slow and the media may be stunk.
In opposite, if the task processing time is short, MRR becomes large where users can
enjoy a high quality of media and content can be played fluently.

We compare the MRR of the proposed scheme with RRA, URA, and the local
execution scheme. Here, the local execution scheme means that the mobile device
does not connect to media cloud and processes the media data on local device.
According to [48], in the experiment the file size of media is determined as 307MB
and the runtime is 1291 s. Without the cloud, the task process rate of local device
is 500tasks/s. For the task process rate of the proposed scheme, it is decided by
the proposed algorithm. The task process rate of RRA and URA are determined
randomly and uniformly, respectively. From Fig.5.7, we can see that the proposed
scheme can achieve the highest MRR compared to other schemes. The reason is that
users can adjust the strategy to achieve the maximum revenue based on the social
features in the community.

In the above experiments, it can be known that all users can choose the best
strategies to obtain the optimal utility. Each broker can determine its optimal strategy
on cloud service price and size to obtain the maximum utility. The price of cloud
resource determined by media cloud is converged to the optimal. Therefore, the
proposed resource allocation scheme is converged and the Stackelberg equilibrium
exists. More details can be found in [49].

Fig. 5.7 Comparison of the 14
media response ratio
12 |

10

Available resource of media cloud
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5.7 Summary

In this chapter, based on the competition among media cloud, brokers and users,
we have presented a resource allocation scheme for users to achieve satisfied QoE
with media cloud. In the proposed scheme, the media cloud can determine a certain
price to lease cloud resource to brokers. Each broker can determine the size of cloud
resource to buy and then provide the cloud resource to users at certain price. The
user can adjust his strategy to decide his connecting broker. The resource alloca-
tion problem has been formulated as a four-stage Stackelberg game. Through the
backward induction method, we have proposed an iterative algorithm to obtain the
Stackelberg equilibrium to implement the proposed scheme. Simulation results have
been presented to demonstrate the performance of the proposal.
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Chapter 6
Optimization of Heterogeneous
MSN Architecture

In this chapter, we discuss the modeling and optimization for heterogeneous MSN
architecture to deliver social contents. With the small cells and macro cells, we present
a heterogeneous architecture where the content can be managed in a content-centric
mode. Based on the availability of cached replicas in the content store of content
centric nodes, a novel caching algorithm is proposed to replace replicas in order to
efficiently use the cache capacity of the content store. In addition, simulation results
show the efficiency of the proposed scheme.

6.1 Network Architecture for Heterogeneous MSNs

With the advance of network technologies and the innovation of mobile services
[1-3], many efforts have been given by both academia and industry to design the fifth
generation (5G) mobile networks [4, 5]. Some related projects such as SGNOW [6]
and 20BAH [7] are carried out in academia, and there are also many standardization
activities in industry.

Among these research activities, MSNs keep attracting much attention [8], where
the MSNs have been developed rapidly and millions of users can interact with each
other to exchange content [9-12]. Besides, since 5G can make it possible for users
to experience more emerging multimedia services including wearable mobile com-
munications, augmented reality applications, etc., it can be predicted that MSNs will
be one of the most important network paradigms in 5G.

However, compared with other conventional networks, MSNs pose some new
challenges for development in 5G. First, the amount of content requests in MSNs
is greater than others such that a higher delay is caused and it is hard to satisfy the
requirements in 5G. Second, the replicas of one content may be stored at different
sites. As these replicas are managed according to their different locations in the
current networks, the overhead to manage these replicas on different sites incurs
huge operating costs. In addition, with the rapid development of the Internet of
things (IoT), connected vehicles, etc., various types of content need to be delivered
© Springer International Publishing AG 2016 99
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efficiently while users are in motion [13]. New consideration to mobility should be
given when designing MSNSs in 5G.

In this chapter, we propose content centric based mobile social networks to resolve
the above problems. First, in the content centric networks (CCNs) [14], content is
delivered based on the interest in it instead of sending the conventional requesting
message. In MSNs, the communities are organized by users with common interests. If
the content is delivered by interest, delivering one content in a community may satisfy
multiple users who have the same interest. Therefore, the total number of requesting
messages in MSNs can be reduced. Second, in CCNs replicas are not controlled by
their locations specified by IP addresses. Instead, the content is recognized by its
content ID. This makes it possible to manage different replicas of the same content
with the ID of the original content, and so the overhead to control these replicas can
be reduced at the same time. Third, there are some CCN nodes in CCNs that cache
some replicas of frequently used content within the coverage area of small cells.
Therefore, when users keep moving through the coverage area of different cells, they
can obtain the interested contents from the replicas cached in CCN nodes in small
cells, without contacting the far away server.

To realize the above content-centric MSNs both content distribution using virtu-
alization and related standardization are needed. On one hand, the construction of
virtual CCNs has been studied for content distribution [15]. However, the network
architecture and process of mobile social content delivery have not been mentioned.
On the other hand, the IETF has carried out standardization activities to discuss the
protocol for CCNs [16]. Although there are some standardized approaches such as
the structure of the identifier and the status of the path, the related analytical models
and algorithms need to be studied further, especially for content centric mobile social
networks.

Therefore, in this chapter, we outline the delivery of mobile content based on
content centric mechanism in MSNs. First, we present a heterogeneous network
structure of content centric MSNs, which consist of users, communities, CCN nodes,
small cells, and macro cells. Then, the process of content delivery based on the
interest in content among users in communities is shown. Next, according to the
availability of cached replicas in the content store of CCN nodes, we propose a novel
caching scheme algorithm to replace replicas to efficiently use the cache capacity
of the content store. In addition, experiment results are given to verify the proposed
scheme.

6.2 Mobile Content Delivery

6.2.1 Requirement of Mobile Communication

The rapid increase of mobile traffic has placed a huge burden on current mobile net-
works [17], where the volume of content, the population of users, and types of mobile
devices all keep growing quickly. Due to limited resources including power, spec-
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trum, etc., the related analysis shows that performance expectations cannot always
be satisfied by various mobile network applications [18-21]. Besides, recent mobile
networks are expected to support new emerging applications, such as tactile Internet,
augmented reality, wearable devices, and smart mobile social communication, etc.
The existing networks are not reliable enough to meet the performance requirements
of these new applications. Accordingly, the efficient design of 5G mobile networks
is needed.

According to the standards of 5G mobile networks, there are some detailed require-
ments related to capacity, data rate, latency, connectivity, operating cost, and QoE pro-
visioning, respectively [4]. For example, the aggregate data rate needs to be increased
by 1000 times above the rate in 4G; the edge rate should be improved from 100 Mbps
to 1 Gbps; the round time latency is expected to be 1 ms while it is 15ms in 4G [5].

Nowadays, there are massive efforts to design 5G mobile networks for the year
2020 and beyond. Among these efforts, as one of the most popular and practical
network paradigms to provide content services, the design of MSNs is an important
issue in 5G.

6.2.2 Advance of Network Architecture for Mobile Social
Contents

Different from the conventional network paradigms such as the client-server based
structure, users in MSNs do not always need to contact far away servers to request
content. Instead, they can directly communicate with each other to share content by
short range wireless interfaces with peer to peer opportunistic links.

One of the most important features in MSNGs is that users may have different inter-
ests in different content, and users with common interests can form a community
based on their social ties. In the community, the content can be shared and distributed
among these users. Small cells, which are covered by low power cell towers installed
by the operator, are responsible for providing communication within the community.
Compared with small cells, a macro cell is usually covered by the traditional base sta-
tions. The macro cell can provide communication within a large coverage area about
a few kilometers. With cooperation among the macro cell, small cells, communities,
and users, mobile content can be delivered in MSNs in 5G, with the main structure
shown in Fig.6.1. However, there are new challenges to deliver mobile content in
5G.

6.2.3 Challenges in Mobile Content Delivery in MSNs

How to Control a Huge Amount of Content Requests? In MSNs, users cannot only
produce their own content, but also request content from others. For example, a
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mobile user may update and publish his own content frequently, and can also sub-
scribe to other people’s content according to his interests and social ties. Compared
with conventional networks, the amount of content requests in MSNSs is not of the
same order of magnitude. In particular, most requests are sent according to the inter-
ests of users. Since there is an obvious relationship based on interests among content,
users, and communities, the requests should be controlled with a consideration of
interests.

How to Control a Large Number of Replicas of Content? When a user publishes
his own content, this content may be subscribed to by other users and then stored
on different sites. Therefore, for the same content there will be a large number of its
replicas, which incurs a high operating cost to manage these replicas. For example,
when the producer of original content wants to update this content or publish some
related information to this content, it is hard to recognize which replicas of his content
are on which sites. Furthermore, due to mobility, it becomes even harder to control
these replicas. Different from the conventional way of controlling replicas based on
the location specified by an IP address, a new approach is required to manage replicas
based on their own identity, e.g, its ID or name.

How to Control Load Balance? Compared with wired networks, both macro cells
and small cells have their own limited capacities to deliver content. With the increase
in the amount of content and the population of users, it is expected that network traffic
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can be distributed. Instead of forwarding all of the requests to the site that stores the
original content, some content can be cached and placed within the small cell by
different strategies to provide content with a possible load balance.

6.3 Content Centric Mobile Social Networks

6.3.1 Content Centric Networks

To develop MSNs in 5G, a new network structure is required, since the existing
network architecture was designed based on the assumption that content delivery
relies on the IP address of the content. However, with the rapid spread of multimedia
content, in addition to the conventional server with a designated IP address storing
the content, different users moving on different sites may also produce and consume
content. Nowadays, content has less and less relation with where it is stored. For
example, a user may publish the same content to two different communities located in
different small cells. Although the content is the same, the existing networks manage
it as two different contents due to the different locations. Therefore, the traditional
approach to recognize and manage content based on the location specified by IP
address will not be efficient now. In fact, current Internet users do not care where
the content is from, they care more about what this content is. To face this new
challenge, content centric networks (CCNs) [14-16, 22, 23] have been proposed as
a new architecture for future networks to replace current networks.

As shown in Fig.6.2, in CCNs there are many CCN nodes to store replicas of
original content. The request for content is not sent to the IP address where this
content is originally stored. Instead, an interest for the content is published over
the CCNs; if a CCN node has the content where this interest refers, the replica of
the content in this CCN node will be sent directly to the user who sent the interest.
The interest in this content can be shown by a hierarchical name such as content ID.
By sending the interest to the CCN node, the current IP address becomes unimportant,
as the content requester need not know where the content was originally stored.

In the above CCN node, the content store (CS) is working with a pending interest
table (PIT) and a forwarding information base (FIB). The content store caches the
replicas of content. If auser sends an interest and the replica of this content is available
in the content store, this replica will be provided to the user directly. Otherwise, the
CCN node will check whether there is a pending interest for this content in the
pending interest table. If there is still no matching interest, the CCN node will check
the forwarding information base to wait for the wanted content fetched by a suggested
delivering path. With cooperation among the content store, the pending interest table,
and the forwarding information base, the content can be delivered according to the
interest.
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6.3.2 Content Centric Mobile Social Networks

We propose the content centric mechanism as an efficient solution for mobile content
delivery in MSNs in 5G for the following reasons.

Community with Common Interest versus Interest Based Content In MSNs, the
community consists of users with common interests. As the content in CCNs is also
delivered based on the interest, it is natural that multiple users can be satisfied with
one interest. As shown in Fig. 6.3, when users in the community subscribe to content
with the same interest, the original server only needs to send the content once to
the small cell. Then the small cell will distribute this content to these multiple users
who have interest in this content. That is to say: as multiple users in the community
may have the same interest in the content, content centric delivery of one content can
satisfy the interest of multiple users, and the total traffic of content delivery between
the original server and the small cell can be reduced.

User ID versus Interest Based Content ID In MSNSs, the content is produced by
a user who has a social ID. The content ID can be a hierarchical name containing
the mobile user ID. If multiple replicas of this content are delivered over different
communities by using the content ID, these replicas can be recognized as the replicas
of the same content. When a user wants to update content or publish some new
information related to this content, the existing networks manage the replicas in
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different IP addresses as different content and update these replicas with a high
overhead. However, these replicas can be recognized as the replicas of the same
content as shown in Fig. 6.4, with content ID these replicas can be recognized as the
replicas of the same content. When the original content is updated, different replicas
of this content in the same small cell can be updated on time by the command from
the small cell, with a reduction of overhead.

Mobility versus Content Store A user may keep moving during the request of
one content. If this user can only get the interested content from the original server,
when he leaves the coverage area of one small cell, the connection between the
original server and the small cell may be interrupted. Then, the content store in the
CCNs nodes in small cells keeps some replicas of content. If the interested content
is available in the content store, this replica can be provided to the user, as shown
in Fig.6.5. Therefore, if the user keeps moving through different small cells, he can
get the interested content in the small cell without contacting to the original server,
resulting in a reduction of delay.
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6.4 Architecture of Content Centric Mobile Content
Delivery

Based on the above introduction, we show a framework of content centric mobile
content delivery in 5G in this section.

6.4.1 Network Architecture

Users with Community Users take mobile devices to join MSNs, where the com-
munity consists of different users with common interests. Users may deliver their
own content to others who have social ties with them. They can also request content
stored outside of the communities.

Small Cells Small cells are low power cell towers that are installed by the operator.
Compared with macro cells, although the backhaul and access features are the same,
the transmission power and coverage are lower. Generally, the small cell is directly
responsible for communication among users who want to share content with each
other based on their social ties in the community.
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CCN Nodes CCN nodes are placed in the small cell for content centric delivery.
Each CCN node has the following three parts with different data structures: content
store, pending interest table, and forwarding information base.

e Content Store (CS) In each CCN node there is a caching space called the content
store to keep replicas of some content. In fact, the content store has a limited
capacity and cannot store all replicas of all content. The content store is similar
to the buffer memory of conventional routers, but it is intended to cache content
based on interest and has no direct relation with where this content is from.

e Pending Interest Table (PIT) The PIT is intended to control the pending interests
that are currently waiting for responses. The track of forwarded interests to the
destination can be kept, so the returned content can be sent to the content requester
later. The PIT may keep a group of entries, and each entry will be erased as long
as this entry is used to forward a matching content.

e Forwarding Information Base (FIB) The FIB is intended to forward interest to
potential sources of matching content. Note that it can have multiple potential
sources, so the query process can be parallel distributed. It is different from con-
ventional routers, which only allow a single source.

Macro Cells The macro cell consists of the traditional operator-installed base sta-
tions. Because it covers a wide area, it may provide access on the order of kilometers.
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Generally, the macro cell may provide the guaranteed minimum data rate for mobile
content delivery and can serve thousands of users with backhaul within its coverage
area. The macro cell provides communications to the small cell within its coverage
area, and the small cell is responsible for the communities that are located in its area
and have different users.

6.4.2 Process of Mobile Interest and Content Delivery

Conventional Mobile Content Delivery In existing MSNs, the process of content
delivery is shown in Fig. 6.6. First, a user within the community sends a request to
the small cell where the community of this user is in its coverage area. Then, the
small cell forwards this request to its connecting macro cell. Next, the macro cell
contacts the original server of this content. After that, the original server sends the
requested content to the macro cell. As the next step, the macro cell distributes the
requested content through its small cell. Finally, the small cell sends the requested
content to this user. In this conventional mechanism, the user needs to wait for a
long time to let the small cell fetch content from the original server. Besides, as the
content itself is forwarded from the original server to the requester, the traffic along
the delivery path places a heavy burden on the networks.

Content Centric Mobile Content Delivery Different from the existing method,
content centric MSNs deliver content based on the interest. Users request content
by broadcasting the interest in content. Any user who hears the interest and has the
content can respond with the content. Therefore, during the process of content query,
only the interest is forwarded.

According to the availability of replicas of the interested content in CCN node,
there are two cases as follows.

Case 1: A Replica of the Content is Available in the Content Store of the CCN
Node As shown in Fig. 6.7, when a user sends an interest of content, the interest will
be sent to the content store of the CCN node in the small cell, where the community
of this user is in its coverage. If the content store of the CCN node in the small cell
keeps the replica of the content that the interest refers to, the replica of this content
in the content store will be directly sent to the user.

Case 2: A Replica of the Content is Unavailable in the Content Store of the CCN
Node In Fig. 6.8, if there is no replica of content in the content store that matches the
interest, the CCN node will check whether there is a matching entry of the interest
in the PIT. If there is such an exact-match entry in the PIT, it means that this is a
pending interest. If such an entry is not available in the PIT either, the CCN node
will check if this interest has an exact-match entry in the FIB. Then the CCN node
will wait for the content to be fetched from a delivery path suggested by the FIB.

Based on the above two cases, if a user can cache its interested contents in the
content store, both the response delay and the network traffic can be reduced. How-
ever, because of the limited capacity, not all of the replicas of content can be cached
in the content store. If a newly arriving content needs to be cached in the content
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store, another content that is cached in the content store must be removed in order
to make room for this newly arriving content. How to cache the replicas of different
content in the content store becomes very important for the performance of content
centric MSNEs.

6.4.3 Caching for a Content Store in a CCN Node
in a Small Cell

Due to the importance of caching, we present a social centric caching (SCC) for a
content store in the CCN node within small cell as follows.

Suppose that the total number of contents to be distributed in MSNs is Q. For
content g(q¢ = 1, ..., Q), the probability that users have interest in this content
can be defined by P,. For user i(i = 1,...,/) in community j(j = 1,...,J),
P; ;(w) denotes the probability that the degree of this user is w. Here, the degree
of user i in MSNs means the number of friends he may have in community j. If
a user has more friends, this user may have more influence over content delivery.
Therefore, the degree should be taken into consideration. Besides, if the rate of
content delivery from user i to one of his friends is A;, the accumulative rates from
user i to his friends in community j can be denoted by A; - P; j(w). According to
the social mobility in MSNs, users may usually access networks through a few small
cells. For example, students at a university may always access networks from the
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small cells in the dormitory and classroom. For user i, if he has connected to a small
cell k(k =1, ..., K) by M times during the access of MSNs, as for the m-th time
(m =1, ..., M), the connection time is denoted by S; ,, . We call S; ,  the social
stay of user i during the m-th connection with small cell k. Then the probability that
user i stays in the coverage area of small cell k£ becomes Tsi,’,lfy = %, where T
is a watching period.

If an interest in content ¢ arises from user i, when the replica of content g is
being cached in the content store of a CCN node within the small cell &, the cost
in delay to fetch the content ¢ from this content store to user i can be defined by
d; 4. Otherwise, when the replica of content ¢ is unavailable in the content store of
a CCN node within the small cell k£, the CCN node needs to check both the PIT and
the FIB to fetch the replica from another CCN node that is not located in small cell
k, resulting in a cost denoted by d;, kg

Then, we can obtain the relative cost if content g is not being cached in the content
store of a CCN node within small cell k by costy x = 37, 3, (Py - Ai - P j(w) - T,

(d; 1y = dikg))-
6.4.4 Performance Evaluation

We compare the hit ratio of the proposed SCC with the random method in Fig. 6.9.
In the simulation, the distribution of interests follows the Zip-f distribution [24].
The rate of content delivery is determined by the Poison distribution. The degree
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of users is decided by the power law distribution. Here, the random method means
that the priorities of replicas to cache in the content store are determined at random.
We carried out experiments to test the performance under different simulation times.
Here, the priorities of replicas to cache in the content store are determined by cost, .
As costy ;. takes into consideration the popularity of content, features of the social
community, and delay, it can be looked upon as the cost to remove cached content
from the content store. From Fig. 6.9, it can be obtained that the proposed scheme
can result in a better hit ratio than the random method. More details can be seen
in [25].

6.5 Summary

In this chapter, a novel framework to deliver content over content centric MSNs in
5G has been presented. We have shown the system structure consisting of users, CCN
nodes, small cells, and macro cells. The process of mobile content delivery based on
the interest of content and users in communities has been discussed. As caching in
the content store of a CCN node plays an important role in the performance of content
delivery, we also propose a caching proposed scheme to determine which replicas
should be stored in the content store. Simulation results have shown the efficiency
of our proposed model.
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Chapter 7
Conclusions and Future Directions

In this chapter, we summarize the monograph and provide future research directions.

7.1 Conclusions

In this monograph, we have investigated the modeling and optimization for MSNs
in the following aspects.

e Modeling and Optimization of Epidemic Information Dissemination in MSNs
In MSNGs, users adopt a store-carry-and-forward mode to disseminate information
with the opportunistic links. Due to the dynamical properties of opportunistic links,
the procedures of information dissemination becomes hard to predict. An analytical
model is developed to optimize the epidemic information dissemination in MSNSs.
The change of user’s interests is studied with two novel elements: pre-immunity
and immunity. By introducing four rules for epidemic information dissemination,
the analytical model is developed based on ordinary differential equations. The
extensive trace-driven simulations demonstrated the efficiency of the analytical
model.

e Modeling of Selfishness-Aware Incentive Mechanism in MSNs
Due to the limited resources (e.g., battery and buffer), not all users are willing to
contribute information to MSNs. This selfish behavior may affect the performance
of mobile social services, such as mobile crowd sensing. In order to encourage the
individuals to participate in the MSN cooperation, an incentive model is devel-
oped considering both weak selfishness and extreme selfishness. The impact of
selfishness has been analyzed by using the proposed model. The simulation based
on the real trace shows the effects of weak selfishness and extreme selfishness.
The model is optimal and stimulates users to contribute information to MSNGs.

e Optimization of Relay Service in MSNs
In MSNSs, users can share their content with each other by using mobile devices
equipped with short-range wireless interfaces via peer-to-peer opportunistic links.

© Springer International Publishing AG 2016 115
Z. Su et al., Modeling and Optimization for Mobile Social Networks,
DOI 10.1007/978-3-319-47922-4_7



116 7 Conclusions and Future Directions

To efficiently deliver content from the source to the destination, user-assisted relay
is essential for the content delivery in a store-carry-forward way. We introduce a
bargain game to model the transaction pricing between the bundle carrier and the
relay node. An optimal relay selection scheme is proposed to encourage users to
participate in bundle delivery.

e Modeling and Optimization of Cloud Resource Allocation in MSNs
Media cloud has been advocated to deploy cloud resource to provide users with
multimedia services by allocating some resource through the brokers. Due to the
different resource requirements from users, the optimal allocation of the limited
resource becomes important. Based on the competition among media cloud, bro-
kers and users, an optimal resource allocation scheme is proposed. The media cloud
determines the price to lease cloud resource to the nearby brokers. After obtaining
the cloud resource based on the price provided by the media cloud, the broker
allocates the resource to users. We formulate the resource allocation problem as a
Stackelberg game, and propose an optimal resource allocation model where users
can selectively connect brokers to obtain resources. Simulation results show the
efficiency of the proposed optimal resource allocation model.

e Modeling and Optimization of Heterogeneous MSN Architecture
The existing network architecture is based on the design that relies on the IP
address of the content. With the rapid spread of social network applications, users
may use various types of mobile devices to access MSNs by different wireless
connections. The optimal model of a heterogeneous network architecture is needed
for the current MSNs. By introducing a new framework consisting of mobile
users, content-centric nodes, small cells, and macro cells, an optimal network
architecture is proposed. The content can be managed in a content-centric mode,
where the content is recognized by naming information instead of the conventional
IP. Simulation results show that the content can be efficiently delivered with the
proposed optimal network architecture.

7.2 Future Research Directions

Although this monograph presents some important research topics of modeling and
optimization for MSNs, there are still several open problems including but not limited
to the followings.

7.2.1 Big Data and MSNs

In MSNs, massive data are generated by users for social activities by using mobile
devices. The average amount of mobile data traffic per month in 2015 was 4.2 EB/mo
[1]. Among the above traffic, there is a very large proportion caused by video and
audio. In 2019, mobile data traffic is predicted to be an almost sixfold increase
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which will be 24.3 EB/mo. Mobile social data have the properties including the large
volume, wide variety, fast velocity, and economic value which are called “4Vs” [2].

In addition to the existing “4Vs”, mobile big data in MSNs has some unique
and important features including aggregate features and individual features. These
features can be captured by some analytical methods such as data mining and machine
learning. For aggregate features, it can be exploited to improve the efficiency of
MSN:s. For example, the wireless resource can be allocated based on the demand of
users in the communities that have the same interest. For individual features, it is
useful for network operators to provide the improved and personalized services. For
example, social relations and mobile patterns of mobile users can be used to design
an optimal content routing.

Mobile big data applications are helpful to provide users with better social ser-
vices. For example, based on the preferences of users in a community, the content
recommendation system can be built. The content which users may have interest
can be delivered based on a publish/subscribe mode. How to apply the big data
applications into MSNss is still a challenge.

7.2.2 10Ts and MSNs

The number of mobile devices has been larger than the world population since 2014.
Internet of things (IoTs) [3] make users, data and devices being linked with each
other. The integration of MSNss with the IoTs results in the mobile social internet of
things (MSIoTs), as more and more users can take mobile devices to exchange data
in IoTs. Based on the social tie of their owners, the devices in MSIoTs can establish
social relationships in an autonomous way.

The MSIoTs connect objects of the physical world with users. Without a central
controller. The MSIoTs can bring new possibilities for data delivery in a predom-
inantly self-organized way. For example, the driving car in the street can search
information and acquire data not only from Internet, but also from other driving cars,
passengers, and nearby mobile devices.

Instead of working as an independent unit, multiple devices may work coopera-
tively based on their social relationships to execute a task. For example, when a group
of vehicles with sensors work together to collect data in an urban area, the social
relationship among vehicles should be studied according to their drivers’, in order to
determine the optimal route, motorcade and velocity. The integration of MSNs with
IoTs has a big potential in both academic and industry.

7.2.3 Content Centric MSNs

The current network architecture in MSNs is location-based, where the content is
delivered to users based on their IP. Due to the ever expanding scale of MSNs,
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there are multiple replicas of the same content which is stored at different locations.
For example, two users may keep the replica of the same content downloaded from
different sites. As these two replicas own different IPs, they may be recognized as
different content, resulting in a mistaken content exchange. In fact, users care more
about what this content is than where this content is from. Content centric networks
have been advocated to manage contents based on their naming information [4, 5].
The content is requested by sending interests in it from users.

In content centric MSNSs, the content is recognized by a hierarchical name con-
taining its content ID. When multiple replicas of the same content are delivered
to different users in different communities, these replicas can be identified from
the same content. The mistakes of content exchange and the efficiency to manage
different replicas can be expected to reduce.

In addition, the content that is frequently requested by users in certain community
can be stored at the nearby content cache node, which can reduce the delay for users
to obtain the content in this community. Thus, how to design a content-centric MSNs
becomes an open problem.

7.2.4 Emerging Applications in MSNs

Many MSN applications are expected to emerge in the future. Recently, mobile-
assisted learning [6] has been realized by using the blackboard mobile tools con-
sisting of Apple and Android devices. By incorporating mobile networks in the
teaching system, mobile-assisted learning can provide students with a novel social-
based learning platform, and encourage collaboration and discussions. To make the
efficient education, mobile-assisted learning needs the optimal analysis based on the
properties of learners in MSNs. For example, the optimal community construction
to make learning group by considering the student’s score, interest, motivation, etc.

MSNss can also be considered as user-centric networks to support various services
for users. For example, the MSNs can be applied to healthcare support. The physical
condition of patients can be monitored by smart mobile, which can deliver the health
report to family or hospital. There are also some other applications such as providing
game services for users. After downloading the game applications, a group of users
can play game in a distributed mode. They can form the MSNs through device-to-
device (D2D) connection without a base station. It can be predicted that more and
more applications with MSNs will emerge in the future.

In conclusion, we hope this monograph sheds more light on the importance of
modeling and optimization for MSNs, which still requires further research effort
along the emerging line.
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