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Foreword

Based upon its title, “Crisis Management for Software Development and
Knowledge Transfer,” the reader might be forgiven for expecting that the subject
of the book is addressing situations where development has gone disastrously
wrong. Nothing could be further from the truth. Instead, Sergey Zykov has written
an important book that offers value on many levels. For the student or new
developer, it offers a useful survey of the important software engineering approa-
ches that have emerged over the past six decades. For the more experienced
developer or manager, it presents a thoughtful perspective on how each develop-
ment methodology’s approach to addressing crises can play in choosing the most
appropriate methodology for a particular context. For the academic researcher, it
proposes a number of interesting frameworks and identifies the central role that
knowledge transfer plays in the software engineering process. In other words, crises
cannot necessarily be avoided, but they can be more effectively managed.

By beginning the book with an examination of the software crisis of the late
1960s and early 1970s, Zykov performs an important service. A few decades ago,
individuals that had lived through this tumultuous period were well represented in
the typical IT staff. Today, most of that group is retired or deceased. Unfortunately,
their absence has left a vacuum of experience. The anarchy that characterized
mid-1960s software development has many parallels to much of the dot.com and
Internet development of the past decade. Too often, we see history repeating itself
in the form of systems that do meet user needs that fail to achieve acceptable levels
of security or that vastly underperform expectations. Through better understanding
the past, perhaps we will be less surprised by these outcomes. Perhaps we may even
be able to avoid them.

Almost any reader can benefit from the book’s systematic coverage of different
software engineering methodologies. Emphasizing from the start that there is no
“silver bullet” approach, Zykov clarifies often subtle differences between approa-
ches—e.g. how does an evolutionary development approach differ from a spiral
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viii Foreword

model—with concise explanations and helpful diagrams. He also introduces a
number of specialized approaches, such as Microsoft Solution Framework, which
are widely used in industry but are often ignored in general writings because of their
vendor specificity. In doing so, he builds a helpful bridge from academic concep-
tions of software engineering to the world of software engineering practice.

One of the book’s greatest strengths is its crisis-driven perspective. Rather than
viewing a “crisis” as a unique event that cannot be anticipated in advance, Zykov
treats crises as more-or-less inevitable. And, as a result of this inevitability, he looks
at different software engineering approaches in terms of their suitability for han-
dling different types of crises. We all recognize that the large-scale mission-critical
system may need to be engineered differently from other types of systems. The
book looks at these systems and considers what approaches may be most effective.
It also looks at how pure software engineering approaches may be rendered more
effective by incorporating techniques drawn from other approaches, such as
incorporating incremental prototyping into projects whose overall structure is dri-
ven by a waterfall model.

A very important element of the book is the rich systems engineering examples
that are introduced throughout the book, and particularly in the later chapters. While
there is no shortage of examples in the software engineering literature, far too many
of them derive from USA and Western European sources. Many readers, like
myself, will be intrigued by the Russian examples and perspectives presented in the
book. The similarities and differences between these and the examples familiar to us
can help broaden our thinking. As such, the book is well suited to the global
audience.

My personal favorite part of the book was the chapter that preceded the final
conclusions. It deals software engineering from a knowledge transfer perspective.
Because my own area of research is the transdisciplinary field of informing science,
I tend to see the informing (i.e. knowledge transfer) aspects of every situation as
being central to understanding that context. Unfortunately, much that has been
written about software engineering imagines such transfer as being something that
will occur automatically (provided the right process is in place). In direct contrast to
this, Zykov looks at knowledge transfer processes very explicitly. He even goes so
far as to provide a case study involving Innopolis, a Russian city, being built from
the ground up to serve as a community that integrates education, research, and
practice. Specifically, he considers the challenges that emerged as researchers and
educators from Carnegie Mellon University attempted to work with Russian
researchers, including Zykov himself, to develop a software engineering curricu-
lum. The entire project makes for fascinating reading.

Zykov concludes his book with the statement:

In our view, the root cause of the software development crisis is the human mind itself, and
we can manage the crisis if we approach human-related and technology-related issues and
challenges in a systematic and disciplined way.
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Upon reading the book, I felt far more knowledgeable about the challenges
facing the managers of software development processes. I also felt more confident
in my own ability to discuss the topic (in an informed way) with my students, and in
my own writing. It is an important book, one that is well worth reading.

T. Grandon Gill, DBA

Professor and DBA Academic Director

Information Systems and Decision Sciences Department
Muma College of Business

University of South Florida

Tampa, FL, USA
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Abstract

The book discusses lifecycle optimization of software projects for crisis manage-
ment by means of software engineering methods and tools. The outcomes are based
on lessons learned from the software engineering crisis which started in the 1960s.
At that time, software product lifecycles, which the industry had just started moving
toward, were anarchic in many ways, since no systematic approach existed.
However, as yet, there is no single answer to whether this crisis is over. We analyze
the findings of Marx, a pioneering researcher of economic crises. In his terms, a
typical reason for a crisis is the “anarchy of production,” which results from the
absence of central planning or regulation of the production, and of its lifecycle. We
conclude that the software crisis might result from inadequate planning, and a lack
of common understanding of the product’s size and scope between the software
producers and the software consumers. The root cause of the crisis is the resource
misbalance due to an inadequate, inappropriate, or distorted common vision of the
product features and project constraints between the client and the developer.
Clearly, each side has a number of roles with very different preferences, goals, and
expectations. Crisis in software engineering depends not only on technology-related
but also on human-related factors; we take a systematic approach to overcome it.
We propose an adaptive methodology for software product development, which
optimizes the software product lifecycle in order to avoid “local” crises of software
production. A typical methodology includes models, methods, and tools; we start
from high-level models for software development lifecycles, which sequentially
elaborate the software product. We discuss the general lifecycle pattern and its
stages and analyze their impact on the time and budget of the software product
development. The model selection influences a number of critical parameters of the
software development projects, and it often determines their overall success.
Software engineering uses product quality metrics, which make project manage-
ment more accurate and predictable in a crisis. We identify key advantages and
disadvantages for each model; we conclude that there is no “silver bullet,” or
universal model, which suits all software products equally well. The scope and size
of the project are determinants for the lifecycle model selection. We also discuss
software development methodologies. These are adaptive process frameworks
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XVi Abstract

adjustable to software product size and scope. The methodologies include a set of
methods, principles and techniques, and software development tools. Each of the
methodologies is flexible enough to implement any lifecycle model. Some
methodologies are more formal, others more agile. In crisis conditions, agile
methodologies, which usually have fewer artifacts, are applicable. However, agile
methodologies require extremely well-disciplined development and impose extra
human factor-related constraints. Similarly to the lifecycle models, there is no
“silver bullet” for the software development methodologies. However, due to rig-
orous processes and well-defined deliverables, formal methodologies are better for
mission-critical and large-scale applications; in case of undisciplined development,
agile methodologies may result in a low-quality product. We move on to patterns
and practices of resource efficient software production; this is mission-critical in a
crisis. To make product development crisis-agile, we suggest a resource efficient
component approach based on high-level architecture patterns for frequently used
combinations of large-scale product modules, supported by domain-specific lan-
guages and visual computer-aided tools. We approach software architecture in
terms of process, data, and system perspectives. We also propose an incremental
methodology for crisis-agile development of large-scale, distributed heterogeneous
applications. These methodologies provide an industrial level of software quality;
they reduce project terms and costs. Implementation areas include oil-and-gas
production, air transportation, retail network, and nuclear power generation. We
suggest an enhanced architectural pattern for systems-of-systems, which includes
five application levels and two data levels. We instantiate this high-level design
pattern by functional outlines for systems-of-systems in oil-and-gas and nuclear
power industries. We develop crisis-agile models, patterns, and practices for soft-
ware development and knowledge transfer. To facilitate the transfer, we use
informing science and learning principles. Our case studies include knowledge
transfer of the masters program in software engineering from the Carnegie Mellon
University to the Russian Innopolis University. The key factors, which may inhibit
technology transfer, include cross-cultural differences, geographical differences,
and process maturity. The key factors which promote crisis transfer include mul-
tiple contexts, scaffolding and learning by doing. We recommend reducing the
cognitive teaching-and-learning load, establishing and maintaining efficient feed-
back, building up personal crisis-agile “soft” skills, and addressing higher levels of
Bloom’s taxonomy. For knowledge transfer, we use an informing framework
model, which we enhance by an amplified circuit with controlled resonance and a
bidirectional feedback loop. In crisis, knowledge transfer requires special training
of the receiving side based on human-related factors. A bidirectional feedback-
driven meta-cognitive cycle is critically important for learning quality. We rec-
ommend multi-context transfer, which includes hands-on real-world project prac-
tice. Thus, we use a multi-faceted approach to software engineering and knowledge
transfer, which includes human and technological factors. The systematic approach
we use includes formal models, a set of domain-specific methods and visual tools; it
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increases crisis agility so that software development becomes more predictable,
accurate, and adaptive at the same time. In our view, the source of the crisis is a
conceptual misunderstanding between the client and the developer, and we can
manage the crisis if we address it in a systematic and disciplined way.

Keywords Software engineering - Software crisis + Software development life-
cycle - Lifecycle model - Software development methodology - Formal method-
ology - Agile methodology - Domain-specific language - Architecture pattern -
Heterogeneous application - Pattern-based development - Knowledge transfer -
Informing science - “Soft” skills « Systems-of-systems



Introduction. Crises, Crises Everywhere...

The focus of this book is software-related project lifecycle optimization and crisis
management; these are based on software engineering methods and tools.

We are going to focus on the reasons for the crisis in software development,
which occurred relatively long ago, in the 1960s. We analyze the reasons for the
crisis. Software product lifecycles, which the industry had just started moving
toward, were anarchic in many ways, since no systematic approach existed.

At that time, software development did not allow precise variation of such basic
project parameters as time, cost, or functionality. In fact, the software products were
unique masterpieces, with a build-and-fix approach as the core “methodology.”
Thus, a systematic approach to product lifecycle and responsibility for the deliv-
erables was required. During the following decade, the software development
process gradually became a science rather than an art; however, because of
imperfect technologies, it had not become a production yet. Large-scale software
research and development centers appeared, such as the Software Engineering
Institute of Carnegie Mellon University. The value of software increased compared
to hardware. Mission-critical software systems appeared, such as military and
life-support applications. However, the software crisis lasted much longer and had a
deeper nature than that in material manufacturing industries. Currently, the lack of a
universal methodology for software development explicitly indicates that the crisis
is not completely over. To manage the crisis, we need to optimize the software
product lifecycle. Software engineering methods can help in dealing with the crisis,
since this discipline systematically approaches software development issues.

The software engineering approach is chiefly oriented on “serial production” of
large-scale, complex, high-quality, architecturally heterogeneous, and interoperable
software systems. Other architectural aspects include portal-based software sys-
tems, remote services, and the like. Software product quality is measurable by a
number of “dimensions” or attributes, such as performance, reliability, security,
fault tolerance, usability, and maintainability. Heterogeneous software systems
incorporate versatile architectures, databases, and data warehouses, which include
both strong- and weak-structured data.

XiX
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The global economic crises and the subsequent depressions taught us certain
lessons. We present an adaptive methodology of software system development
which allows avoiding local crises, specifically large-scale ones. The methodology
is based on extracting high-level common enterprise software patterns and applying
them to a series of heterogeneous implementations. The approach includes a new
model, which extends the conventional spiral lifecycle by formal models for data
representation and management, and by domain-specific language-based CASE
tools. The methodology application areas include oil-and-gas resource planning, air
traffic control, and nuclear power production. Further, we discuss possible com-
binations of software lifecycle models and examine the factors for crisis-based
terms and cost reduction. Another area of interest is the adjustment of the software
lifecycle according to project size and scope. Therewith, the so-called human factor
errors resulting from crisis conditions and non-systematic software lifecycles, and
their impact on a crisis, are analyzed. The book outlines the ways to systematic and
efficient software-related project lifecycles and suggests certain troubleshooting
methods.

Another area of concern is the impact of the crisis upon the knowledge transfer
processes in software-related projects.

Karl Marx (a prominent German economist of the nineteenth century, Fig. 1)
explained the crises and their nature. He stated that the crises result from misbal-
anced production and the realization of a surplus value on the market [22]. The root
cause of this misbalance is the separation between the producers and the means of
production.

In terms of Marx, the reason for a crisis is the “anarchy of production,” i.e. the
absence of central planning or regulation of the production, and of its lifecycle.
Decision making, which happens at the enterprise, i.e. producers’ level, is often a
source of the crisis.

To accelerate capital accumulation, producers over-estimate market demand and
push production beyond the threshold of market consumption. Unsold goods
accumulate, and the production decreases. For complex products, this often has an
avalanche effect on the further suppliers and providers.

Thus, over-investment and over-expansion of productive capacity often triggers
the crisis on an enterprise and industry scale. This disproportionate investment and
growth between the various sectors of the economy is also a likely reason for the
crises of a more global nature. Investments to expand production do not objectively
consider the needs of the other sectors of the economy; therefore, over-investment
and over-expansion often happen in key sectors of the economy. These key
industries include not only material production but also such recent and rapidly
expanding industries as software development and IT in general.

Thus, the concerns and expectations of producers and consumers often differ,
and the resulting misbalance between the over-production and under-consumption
usually results in a crisis. Better planning could help to manage this critical mis-
balance; however, to plan better we need to establish better communication between
the producer and the consumer. This better communication is possible in the case
of the dynamical adjustment of the product aims and scope, and only after a clear
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Fig. 1 The monument to Marx, Chemnitz, Germany (photograph by the author)

transmission of the product vision to the end user (Fig. 2). The barriers for this
common vision are differently focused priorities and expectations. Simply speaking,
the customer and the developer use different languages. For certain categories of
customers, this difference is even more critical in the case of software products.
Thus, the root cause of crises is often a conceptual misunderstanding between the
client and the developer. This misunderstanding is often human factor-based, and it
could be adjusted with prompt and directed feedback. To overcome this conceptual
misunderstanding, we propose a methodology, which includes a set of models,
methods, and tools (Fig. 1 in Chap. 5).
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Developer

set of patterns, practices, and

’s visions
This book is organized as follows. Chapter 1 outlines the history of software
engineering; it describes software product lifecycles in terms of models, method-

We later illustrate this methodology by a

implementations.
ologies, and tools. Chapter 2 discusses the strategies of software lifecycle opti-

mization. Chapter 3 compares a number of adaptive software process frameworks
and their applicability to crisis management. Chapter 4 addresses crisis-agile

Fig. 2 Software development: client’s and developer
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pattern-based software development. Chapter 5 focuses on the human factors,
which promote software-related knowledge transfer in crisis. The conclusion
summarizes the key findings of the book; it suggests possible ways to manage
software development crises.
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Chapter 1
Software Engineering: The End
of the Crisis?

Abstract The chapter gives an overview of the concept of crisis and its application
to software development and software product lifecycle. Managing software
development lifecycle is a challenge for large-scale and mission-critical applica-
tions, especially in crisis. To solve the challenge, a lifecycle management
methodology is required; the methodology includes models, methods and sup-
porting tools. We discuss the general lifecycle pattern and its stages. We find that
the cost of defect detection and fixing increases exponentially as we move from the
earlier stages to the later ones, so error detection should happen as early as possible.
Lifecycle models selection determines the mission-critical parameters of the project:
the architecture of the project, its budget and timeframe. The model selection also
determines product artifacts and quality attributes; these are based on product
quality metrics, which make crisis management more accurate and predictable. The
lifecycle model selection should be adequate to the experience of the project team
in terms of problem domain expertise and operational knowledge of technologies,
tools and standards. We describe a number of lifecycle models, such as
build-and-fix, waterfall, incremental, object-oriented and spiral. Some of these
models require iterative development; the others are more straightforward. Certain
models require a high level of discipline and organizational maturity. There is no
universal model, which suits any software product equally well. The scope and size
of the project are the determinants for lifecycle model selection; we can customize
or combine certain models in order to adjust to the specific features of the project.
For each model discussed, we identify the key advantages and disadvantages.

Keywords Software engineering - Software crisis - Software development life-
cycle - Lifecycle model

1 Introduction

As we understand from the introduction to this book, crisis management of software
development is a challenge. In this chapter, we are going to look in more detail at
the concept of crisis and its application to software development.

© Springer International Publishing Switzerland 2016 1
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To cope with the crisis, we need a methodology to manage the software
development lifecycle. Such a methodology should wisely combine models,
methods and tools.

We will present a brief review of a number of lifecycle models used in software
development. We will discuss a general lifecycle pattern and its stages, from pro-
duct concept to retirement.

As we will see, selection of the lifecycle model influences a number of global
parameters of the software development project, such as budget and time, and it
often determines its overall success and the resulting product quality. To make
crisis management more accurate and predictable, we can monitor and manage the
above global parameters by means of certain product quality metrics.

We will compare each lifecycle model in terms of strong and weak points,
technological and business constraints, and required levels of software development
discipline and organizational maturity.

Clearly, there is no universal model, which equally suits any software product.
However, a wise combination of the lifecycle models and their adjustment to the
project scope and size is usually one of the keys to success in software develop-
ment, even in crisis conditions.

This chapter is organized as follows. Section 1 discusses the similarities and
differences between software development and material production. Section 2
presents a brief sketch of software engineering evolution. Section 3 describes the
engineering of software lifecycle. Section 4 provides an overview of the software
lifecycle models, development methodologies and supporting tools. The conclusion
summarizes the results of the chapter.

2 Software Development and Material Production:
The Same or Different?

Let us focus on the reasons for the crisis in software development.

The crisis in software development started relatively long ago, approximately in
the 1960s. Let us analyze the reasons for the crisis.

At that time, software product lifecycle, which the industry had just started
moving toward, was anarchic in many ways, since there was no uniform, systematic
approach to software development in terms of product and process. Software
development did not allow precise monitoring and adjustment of the major project
parameters, such as time, budget and product quality. In fact, it was hard to manage
the software development, as the build-and-fix approach was the key methodology.
Because of the absence of proper standards, metrics and rocketing complexity of the
computer hardware and the related software development tasks, the software
development lifecycle was hard to manage, predict and control.

The following decade of the 1970s showed that the software development
process was gradually becoming a science rather than an art; however, because of
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imperfect technologies it did not become a production process yet. The era of
hand-made software products from unique gifted programmers was over.

A few large software research and development centers appeared; one of the
most well-known examples was the Software Engineering Institute of the Carnegie
Mellon University [1].

The value of software, as compared to hardware, increased tremendously.
Mission-critical software systems appeared to monitor and control military and
life-support applications.

However, the software crisis, which started in the 1960s, lasted much longer and
probably had a deeper nature than that in material manufacturing industries, such as
construction, automobile production and the like. The absence of a relatively uni-
versal methodology, the so-called “silver bullet” for software development,
explicitly indicated that the crisis was still there.

To manage the crisis, we need to optimize the software development lifecycle by
systematically approaching all of its processes and the resulting product quality
attributes. Since software engineering addresses the software development issues in
a systematic way, we assume that its methods and tools are probably useful for the
crisis management.

To understand the nature of crisis, we will analyze a number of patterns for
software development lifecycle, each of which has certain phases or stages. Of
these, we will identify the most mission-critical phases in terms of resource con-
sumption and management dependencies, and see in what way they are different
from the material production. We will see that irrespective of the product size and
scope, software production has a number of fundamental differences as compared to
material production. For example, software development lifecycle is often essen-
tially shorter than that of a material object, since software products usually morally
degrade much faster than the material ones. Another consideration is that the
software product changes are often more serious and radical than the changes in
material objects. For instance, there is a number of buildings and bridges used for
many decades at relatively small or even negligible maintenance costs as compared
to software.

Brute force approach is not quite applicable to software. For example, doubling a
data channel throughput would not guarantee its reliability. However, making a
bridge trestle two times thicker would result in a deliberately reliable product.

In contrast to material production, a software product model and its prototype
should not necessarily be reliable. Any operational software release usually con-
tains a certain number of defects; however, it is not catastrophic for the product, as
it is in the case of a certain automobile model. Even after a serious software crash, it
is often sufficient to just restart the product rather than to repair or reproduce it.
Software defects tend to accumulate in time. Defect detection is a challenge, and
building defect-free software systems requires different methods as compared to
material objects construction.

In addition to the lifecycle patterns, or models, we will consider the software
development methodologies, which include processes, roles, methods and tools.
According to each process step, which consists of larger workflows and smaller
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activities, every role is to produce a certain artifact or deliverable that is a part of the
software product. These deliverables include not only software code, but also
documentation artifacts, which are equally important for the product quality.

Software product development usually requires a team, especially in case of
large-scale and complex products. However, the accumulated team experience in
software development does not always result in system quality increase. This often
happens because of rapid changes of complex software platforms; another impor-
tant reason may be the human-related factors, which depend on the so-called “soft”
skills, such as communication, negotiation, self-reflection and self-adjustment.

The software development lifecycles are often iterative, incremental and
reuse-oriented. However, we will also consider straightforward one-pass and
abbreviated processes, which proved crisis efficiency under certain conditions.

Concerning the software engineering methodologies, we are going to analyze a
number of process frameworks for software development. Though all of them are
potentially adjustable, we will identify and compare formal and agile methodolo-
gies in terms of crisis applicability for general-purpose and mission-critical software
product development.

We will then discuss patterns and practices of the methodologies application to
real-world implementations. These embrace several industries including civil air
transportation, oil-and-gas production and nuclear power plant construction, to
name a few.

To address the human-related factors, which may distort common vision of the
product by the client’s and the developer’s sides and thus initiate a crisis, we
propose a number of models and techniques. These include informing science
approach for efficient communication modeling, and a set of psychologically
approved practices for knowledge transfer management.

Software development and material production have a number of similarities and
essential differences. Thus, we need to use software engineering models, methods
and tools to provide predictable and measurable product development in terms of
quality. This is mission-critical for industrial production of large and complex
software systems with such quality attributes as availability, maintainability, reli-
ability, security and reusability. In crisis, however, software engineering methods
and tools provide a rigorous technology basis required even for general-purpose
software production.

3 Software Engineering: Start and Evolution

The focus of software engineering is serial production of high quality, relatively
complex and usually large-scale software systems [2, 7]. Such software products
often manage terabytes of data, thousands of files, and hundreds of components;
they are distributed and usually support multiple users, virtualization, and large
databases.
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In software engineering, the quality of software products is usually measurable
in terms of several dozens of quality attributes. The ISO/IEC standard on systems
and software engineering describes system and software quality in terms of relia-
bility, security, fault tolerance, usability, reusability, maintainability, and a number
of other measurable attributes [3]. We may use these attributes for optimizing the
software development lifecycle, which is based on software engineering models [4—
12], methods [13—18] and tools [19,20]. The idea is to identify and prioritize
critical quality attributes for crisis efficient software product development.

Further, based on the constraints delimited by the quality attribute values, we
may follow a disciplined process of sequential elaboration of the software product
functions, which includes conceptual modeling, analysis and design, prototyping,
implementation and maintenance.

Let us treat constructing a software system as an industry-level production
process for a large and complex material object, such as an automobile, a bridge, or
a skyscraper. Although there is a certain similarity between material and software
product development, a number of significant differences also take place.

In the late 1960s, the participants of the NATO Software Engineering
Conference drew the following conclusion [21]. The conference showed that
software should be built according to different principles than that for material
products, since their lifecycles are fundamentally different in a number of ways.
However, the major software project and product parameters, such as project terms,
product cost, size and quality can be measured formally, and software development
lifecycle can be managed by means of technologically approved methodologies.

Let us overview the start-up of the software engineering as a discipline.

A number of factors influenced the foundation of software engineering as a
discipline. One of the key events, which triggered the software engineering advent,
was the historical NATO conference, where the relation between software engi-
neering and material production had been clarified [7]. The major conference
decision was that regardless of the fact that software engineering had much in
common with material production, this new research area had a number of clearly
distinct features, which required a different approach to lifecycle and development.
Another important decision made immediately after the conference was that there
was a specific kind of crisis in software engineering.

Software crisis is a term used in the 1970s to indicate the challenge of producing
useful and efficient computer programs in the required time. The software crisis
happened because of the rapid increase in computer power and the complexity of
the problems. The software complexity increased as well, and a number of
development problems arose because the methods existing were low quality ones.

The term “software crisis” was coined by F. Bauer and some other participants
of the first NATO Software Engineering Conference in 1968 at
Garmisch-Partenkirchen, Germany [22-24]. Later on, F. Bauer recalled that he ...
discussed the so-called ‘software crisis’” with E.J. Helms, the Danish representative
of the same NATO Science Committee.

In the 1970s, the term became so influential that E. Dijkstra, the Dutch repre-
sentative of the NATO Science Committee, referred to it in his Turing Award
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Lecture: “The major cause of the software crisis is that the machines have become
several orders of magnitude more powerful!” [25].

Thus, the crisis resulted from the rocketing complexity of the software devel-
opment processes. The immediate crisis effects were project management chal-
lenges in terms of budget and time, and software product inefficiency in terms of
quality and maintainability. Not only did the software products seldom meet the
clients’ requirements, but also they often were undelivered at all. Increase of the
computing power outperformed the developers’ abilities to use the emerging
resources efficiently; one of the examples of such a computing power boost was the
revolutionary IBM B-5000 computer [26]. A number of models and methodologies
appeared to improve software product development; we will discuss them later.
However, development of large-scale software products under rapid requirement
changes, poorly managed processes and budget uncertainties often caused complex
and “wicked”, i.e. unanticipated problems.

The same F. Bauer, who coined the “software crisis” term, also suggested the
“software engineering” approach as the remedy. After the historical 1968 NATO
conference, he initiated another meeting, where the prominent computer scientists
(and the NATO Science Committee members) from US and Europe had a new
round of discussions on the crisis and the means to manage it [27].

The birthplace of the software engineering education is Carnegie Mellon
University (CMU). The Software Engineering Institute (SEI), which is interwoven
into the CMU educational processes and activities, was founded as a result of the
1968 NATO conference decisions. Historically, the SEI focus was research and
development of large-scale software systems with heavy duty and high reliability.
The primary customer of these software systems was the US Department of Defense.
Since SEI was the developer of standards in software engineering, such as SWEBOK
[28], the CMU educational standards were probably most close to the industry.
However, CMU had a long way prior to SEI came into being, and the initial CMU
approach essentially influenced the techniques of training in software engineering.

The CMU was founded in 1900 as a synthesis of Carnegie School and Mellon
Institute, which were among the leaders in US research in technology and eco-
nomics respectively [29]. The synergy of this new blend was so powerful that the
venture became a leading university in the area shortly.

In the 1800s, Andrew Carnegie, who came from Scotland to the steel producing
area, founded the Carnegie Technology School. Among his key ideas was the
learning-by-doing approach. This hands-on starting point helped him to train the
steelers’ children in a college-like environment. The idea was to deliver the just right
amount of knowledge to master the innovative engineering technologies. The
approach was practically oriented and the deliverables were real-world engineering
systems and projects. The main Carnegie’s idea still holds true; it leads to realistic,
well-justified solutions for heavy duty software systems with a solid
engineering-based reasoning. Such justification is based on rigorous software engi-
neering metrics, which guarantee development and maintenance of “good enough”
software systems in terms of availability, performance, modifiability, security,
usability and a number of other quality attributes.
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One more ingredient of the CMU success was an early adoption of the cognitive
approach to software engineering, which has been chosen due to tight integration
with a number of psychologists who contributed to the foundation of the famous
CMU School of Computer Science [29].

The general framework of CMU curricula is based on the above-mentioned
factors of learning-by-doing, Carnegie and Mellon schools alliance, and interaction
with SEI and School of Computer Science. Further, we will discuss masters’
software engineering and IT courses, which are among the primary concerns of the
knowledge transfer for the recent Russian ambitious Innopolis University project.

During visiting faculty training at CMU, we examined the following core
courses of the master in IT and software engineering (MSIT-SE) program: Analysis
of Software Artifacts, Architectures for Software Systems, and Personal Software
Process (PSP).

Chapter 5 summarizes takeaways from the above-mentioned courses and sug-
gests certain ideas on their application to the Innopolis University curricula.

4 Software Engineering and Product Lifecycle

Software engineering is an area of computer science that deals with the construction
of software systems, i.e. a number of interacting software components that are so
large or complex that construction of such systems requires participation of a
dedicated development team or several interacting development teams [30]. Under
the developers we imply not only programmers or coders, but also system analysts,
project managers, testers, system architects, documenters, quality assurance people
and maintenance personnel. That is quite a big team, which focuses on the pro-
duction of a software product in an existing environment of software systems of the
customer. Software engineering is therefore vital in terms of management of all
levels and all aspects of software development, such as requirements analysis and
specification, preliminary and detailed design, implementation and testing, inte-
gration, transfer to client and customer support.

In Software Engineering, Lipaev, the patriarch of the Russian software engi-
neering, gives the following definition: “The software engineering refers to a set of
tasks, methods, tools and technologies, which is intended for design and imple-
mentation of complex, scalable, replicable, high-quality software systems, possibly
including a database” [31]. Each word in this definition is specifically meaningful
for crisis conditions and mission-critical systems.

According to the above definition, software engineering as a branch of science is
precisely aimed at creating mission-critical software systems. Because these soft-
ware systems are complex, it is not economically feasible to immediately replace all
their components that are used by the large-scale software subsystems. More likely,
particular subsystems of a large-scale system are reused, since they are high quality
by design and often replicable. Examples of such solutions include Microsoft
Dynamics and Oracle e-Business Suite. Under scalability, we mean a gradual
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decrease in performance in case of intensively growing system load. In addition,
these systems should be reliable, predictable, ergonomic and maintainable, i.e. they
should be developed to provide a sufficiently flexible and relatively evolutionary
interaction with the user at the stage of pilot and commercial operation. The above
definition of software engineering includes “design and implementation”, i.e. it
follows the core of the software development lifecycle. An important addition is
that a large-scale software system often contains a database. These databases can be
heterogeneous, i.e. they can include object components, so they are not purely
relational. For example, recent versions of Oracle DBMS are referred to as
object-relational. Other “new generation” databases, such as O2, Orion etc., com-
bine relational and object-oriented paradigms.

Software systems development generally includes such concepts as software
project and software product. Currently, we are going to focus on the software
product, i.e. to look at the lifecycle from the perspective of software system
architect. Software project is the perspective of the project manager, who is
responsible for managing the project team, communication of the people involved
in the project, time and cost. On the other hand, concerning software engineering
we can generally discuss product development for a specific customer. However,
we should plan all processes and technologies related to the software development
in such a way that it is possible to supply the product to a wider audience of
consumers, and ideally to make it reproducible and commercial off-the-shelf
(COTS). It is advisable to provide a high percentage of reusable elements of the
product, such as code, documentation, database structure and software architecture,
so that after final release is ready any possible customer could spent minimum time,
budget and labor to customize it. This approach is essential for crisis management
of software production.

At the initial stage of product development, as a rule, there is as little as only a
concept or an idea. Of course, at least a minimum amount of initial investment is
required. However, in case of project development, a draft, high-level plan should
exist, which delimits such key indices as budget, functionality and time, and there
should exist a certain customer, i.e. a specific shareholder who will provide funding
for the project. In some cases, we can build software by mixed development, so that
a proprietary system can later be transformed into a relatively open solution, which
suits a wider range of customers.

What are the main features of a software product? First, it should have a certain
commercial value. This means that the product is intended to solve a specific
problem for a particular class of end users, clients or consumers. Thus, the product
should be supplied to the market in order to meet specific needs and custom
business objectives. What are the examples of such software products? Often these
are physical objects, such as an information media, e.g. DVD, CD etc. However,
these might also be non-material objects. In any case, a software product should
include proper customer documentation and a number of legal agreements, such as
a license, a partnership agreement, and so forth. A software product can also be
offered as a service for deployment, customization, maintenance, or consulting.
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Software products can be classified on different bases. One type of classification
is the scale or scope: it is for personal use, non-commercial, or comes as a com-
mercial COTS product for a wide range of organizations or individuals. Another
method of classification is the purpose of end user. In this case, we can divide
products into specialized software aimed at solving relatively specific tasks, such as
software developed to solve astronomical problems, laser ranging, and more
general-purpose products, such as the operating system, office software etc. One
more type of classification is the degree to which the product is open for interfacing
with others. In this respect, the software can be classified as ready-made proprietary
products and customizable component-based products, such as an API library.

Any software development takes place according to a certain lifecycle pattern,
which includes a sequence of stages; it generally begins with basic concepts and
ideas, and it generally ends with the product retirement.

The concept of lifecycle is applicable to any kind of systems, for example, such
systems as skyscraper buildings; however, the lifecycle of software products has its
own distinct characteristics. Software development is usually a gradual evolution,
which starts from the initial concept or a rather abstract idea. It is further elaborated
into a piece of software, which includes not only code but also a large number of
documentary artifacts, such as inline code documentation, specific documentation
for software administrators who setup, install and maintain the product, and others.
The lifecycle of a software product ends at the stage of retirement, which follows
the maintenance.

Each stage of the lifecycle is completed after developing a certain artifact for the
system. Depending on the model lifecycle, after each lifecycle loop, the system can
be either fully functional or not full-featured. Each stage ends with the production
of documentation, which may include global artifacts, such as a project plan, a test
plan, an implementation plan, a maintenance plan and more specific documents,
such as use cases, Administrator’s Guide, Quick Start Guide, high-level require-
ments of the product, or more detailed requirements in the form of technical
specifications. Size, nature and elaboration of the documentation artifacts depend on
the scale and scope of the software. Of course, each stage of the production of
software should be clearly defined by its start and end time points, as well as by
deliverables for the next stage in terms of code and documentation. In practice,
however, mission-critical software product development is often more complicated;
however, the software engineering approach, even in a crisis, requires a thoroughly
defined lifecycle, each stage of which should yield to new product artifacts
including new documentation.

To study the lifecycle of mission-critical software systems, we should first
understand how software development is organized, i.e. how the critical software
development processes are associated with the lifecycle stages. Failing to under-
stand the lifecycle in general, we can hardly speak of any systematic organization
and management of these processes. Of course, the most successful projects have to
draw conclusions and replicate the principles that led us to success. We should
study and improve the practices and techniques that allow for efficient and sys-
tematic development of mission-critical software in order to improve the product
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operational quality, user interface, documentation and all the related processes that
underlie the lifecycle. We should do these improvements based on the analysis of
the historical data for the previous projects. These should guide us in the future
project planning and creating other “global” documents, such as testing plan,
integration plan, implementation plan, maintenance plan etc. We should also use
the error reports, and other documents created during software product testing in
order to improve the processes and make them manageable even in a crisis. In this
respect, thorough study of product development lifecycle provides an important
basis for forming anti-crisis patterns of software development, which allows more
accurate planning, monitoring and reproducing the processes of the lifecycle.
Therewith, we need a methodology, which is designed for scalable teams of
developers, and which makes it possible to adjust and adapt the lifecycle in a crisis,
and to achieve an adequate product quality. Each software development project
should follow a certain procedure, i.e. a methodology, which includes all the pre-
vious experience and historical data available, and which must adapt to the nature,
size and scope of the particular customer and the specific conditions of production,
including specific crisis conditions. Oftentimes, the customer already has a certain
and a unique combination of the hardware and software environment in which the
new software product must be implemented. This is particularly important in
relation to large-scale and mission-critical systems, due to a large number of
relationships and significant complexity of the software environment. Thus, thor-
ough analysis and planning of the lifecycle is a requirement for any mission-critical
software product, and it is essential in case of crisis.

When talking about the lifecycle, we need to make some important remarks.
First, we have to say that the lifecycle processes, which embrace each stage of the
software product development, include a number of parties. At a minimum, these
are the customer’s representatives and representatives of the developer and man-
agement. The representatives of the customer, who are going to accept the product,
are often technically competent people. As a result, they are doing the quality
assurance. The developer’s side includes a wide range of experts, such as analysts,
risk managers, designers, system architects, documenters, programmers, testers,
maintenance specialists and more. The management side often includes project
manager, product manager and others. It is clear that the client’s and the devel-
oper’s employees have very different business goals. Similarly, the attitudes of the
management of the client and developer differ in many respects.

These different perspectives are due to differences in product expectations in
terms of functionality, design constraints, deadlines, cost, functionality, and they
often result from different interpretations of certain terms and conditions. The
customers expect software product to be good enough for assisting in their business
needs; however, they often can be unaware of sophisticated technologies that
support the features of the software product, which are clearly understood by the
developers. In this respect, even reasonable views, approaches and attitudes towards
lifecycle requirements and restrictions may appear to be very different for the
customer and the developer sides (including their various representatives at a
number of levels), which can lead to negotiation problems and to a significant
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increase of the project time and cost. Coordination of these problems between the
developer and the customer becomes a matter of great importance: it allows to
arrive to a common understanding of the key design constraints, and in many cases
helps to avoid the crisis, which is often human factor-related. Therewith, the cus-
tomer usually wants to impose the bottom limits on the key product features, for
example, requesting that the number of concurrent users must exceed a certain
value. Thus, the software developer should be able to arrive to a written agreement
with the client on these mission-critical parameters. This agreement may be a legal
document contract, such as technical requirements, requirements checklist or some
other document. The software product developer, in contrast to the client, often
seeks to impose the constraints on the top limits of the product operating param-
eters, such as number of concurrent queries and throughput, or to verify that the
product is still going to behave adequately under the technological and financial
constraints, so that it will operate within the required performance range.

In addition to the above listed categories of the developer’s side, we can mention
the following essential roles: portfolio manager, team leader, analyst, chief archi-
tect, subsystem designer, usability expert, tester, coder, test manager, and technical
writer. These roles represent only the key classes of project team members, and
these classes are often instantiated by a large number of participants in
mission-critical projects. The interaction between these roles is a challenging task in
terms of project and product management. Further, we are going to focus on pro-
duct management.

In case of crisis, what is the major aim of the developer of a mission-critical
software product? In short, the main objective of the developer is to create a “good
enough” product. However, what does this “good enough” mean? We are going to
discuss it together with the mission-critical factors of crisis software development.

It appears that software product development is a multi-factor optimization
because, in fact, developers need to negotiate with the customer on the outlook and
set of requirements for the product. This will be the major starting point, which will
be elaborated in order to become a software product with a proper documentation.
Given such an initial point as an input of the software development product, we can
arrive to quite a number of possible outputs, because there is an infinite number of
possible variations of code and documentation that meet the requirements of the
customer. However, a realistic software lifecycle should be adequate and pre-
dictable in terms of deadlines, budget and functionality, and it should provide a
choice of lifecycle options. It is required to identify the phases, their boundaries and
an adequate number of the iterations in order to get the required functionality and
quality of the software product. In other words, the process of software develop-
ment is a multidimensional, multi-factor optimization, which usually takes into
account at least the following criteria: the terms of the project, the cost of the
product, and the quality of the product, which includes both documentation and
code. The quality attributes of the software documentation include traceability for
entire documents, separate artifacts and items, so that they are valid and meet each
other in terms of conformance, completeness, consistency, integrity and compliance
with the original problem specification. Maintainability is another possible critical
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optimization factor, since it provides essential cost reduction of the most resource
intensive part of the product lifecycle. The priority of optimization factors is not
pre-determined, however, it is dependent to a large extend upon the nature and scale
of the software project. Let us assume that the development time for a small-scale
system is usually below 10 person-years, for a medium system it is normally
between 10 and 100, and for a large one it often exceeds 100 person-years. For
example, enterprise systems development time usually amounts to 100 person-years
and above. That means a very high development cost, which is another crisis factor;
however, it also means that we should look for opportunities to save even more in
terms of labor, cost and time while implementing an enterprise application.

A software product and a software project are clearly different concepts; the
stages of the product lifecycle are somewhat broader and include feasibility study
and conceptual framework of the project, i.e. the key idea, which it starts from.
Lifecycle of a project is largely completed after the transfer of the product release to
the client. However, lifecycle of a product usually includes such phases as main-
tenance and retirement.

Further discussion of the economics of software product lifecycle includes a
number of steps, which are important in terms of contribution to profits and
sales [32-35]. At the initial stages of construction and introduction to market, the
product is usually negative in terms of profit. However, after the market launch, as
the sales usually rise and the product matures, the profits often become positive. At
this stage, the product generally has a positive profit value though its profits
decrease. Later on, product decline happens; it is characterized by a significant
dropdown and by relatively low absolute values of the profits and sales. This is
typical both for a COTS product with a large number of installations, and for a
proprietary product tailored for particular customer.

Let us look closely at the lifecycle economics based on comparison of devel-
opment criteria, rate of business growth, and market share of the software product.
In the beginning, we need investment, and the future of software is uncertain. Then
the software product enters the market, generates income and profits, and sales
support expenses are insignificant. After a certain period, there comes a stage when
profits are relatively low and sales require significant expense.

If we recall the description of the software lifecycle stages, we can see that there
is a number of steps virtually independent of the applied methodologies for soft-
ware systems development. These steps include analysis of requirements for the
software product, specifications of a software product design (high-level, prelimi-
nary, detailed, and operational), implementation, testing (unit, partial, and full
product, acceptance), integration, maintenance and retirement.

Documentation is an important component of any software product. A common
misconception is that the documentation is optional or it can be neglected.
Documentation is an important deliverable for a software product of any size and
scope. Let us assume that a software product developer tries to recall or understand
his or her own code a few years after it has been built. Naturally, it is very hard
without a proper documentation. At the stage of product operation, the maintenance
team reads someone else’s code, which is quite challenging. It is so because the
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person who reads the code usually has an average knowledge of programming, and
due to the fact that the maintenance personnel is usually out of the code con-
struction. However, as a rule, this is what happens. It becomes clear that without a
proper documentation it is practically impossible to read and to understand any
code. Very often, a project team stays together only to create a certain software
product, and after the project is complete the team members never meet each other.
Thus, code maintenance is successful only if the product comes together with the
supporting documentation. The role of documentation quality is very important, its
cost usually pays off, and proper documentation provides flexible maintenance.
After maintenance stage is complete, there comes product retirement.
Documentation often drives the software development lifecycle. For example, the
documents produced at the requirements analysis phase become the basis for the
project specifications document, which in turn is the basis for the design stage.
Design documentation usually includes a number of diagrams, such as use cases,
class diagrams and the like, which make the basis for the implementation and the
following stages of software product development. Thus, documentation is an
inherent part of each stage of the software development lifecycle.

Let us give more details for each stage of the software lifecycle. The first step is
requirements analysis. There is a meeting between the representatives of the
developer and the customer. The aim is to achieve a common understanding of the
problem itself and of the software solution that is required to meet the business
objectives of the customer. Of course, in some cases the customer may not have a
complete understanding of the technological features of the project including
software construction processes, experience of the software development team,
state-of-the-art technologies and standards for the product design, implementation
and transfer. Often, the customer is not technically literate; however, he or she
usually has a clear idea of the particular problem domain of the future software
solution. Similarly, the developer often has a limited understanding of the char-
acteristics of the problem domain. For example, in case of oil-and-gas domain, it
may be important to present the results of research of seismic activity of the earth
crust, including the dynamics of three-dimensional representation of the geological
data. Since this is a very specific type of data, which is hard to adequately perceive
and analyze by an average development team, the developer’s management should
probably include a geology expert into the team.

In other areas, such as the coal mining, geological data has other distinct fea-
tures, which are different from the previous oil-and-gas example. Therewith, it may
be difficult to reach a common understanding of the challenges, especially the
specific features of the problem domain for which the software product is intended.
Thus, a very important objective is to identify and discuss the entire set of the
high-level functional and non-functional requirements also known as quality attri-
butes. Moreover, the constraints for software product requirements should prefer-
ably be quantified in terms of metrics. To reach the common understanding of the
mission-critical requirements, a series of interviews is often required. The result of
these interviews and meetings is a document that contains a formal description of
software requirements as a list of requirements and technical specifications. This
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result is fundamentally important, especially for crisis conditions and
mission-critical software systems. The subsequent lifecycles steps—design, im-
plementation, integration etc.—follow the requirements document; they include the
functional requirements, quality attributes (performance, availability, security,
usability and so on) and the quantitative constraints for the software.

The next software development step is the project specifications. It is based on
the requirements documentation, i.e. the deliverables from the preceding stage of
the lifecycle. This step and the following ones contribute to responsibilities of the
developer. Specifically for crisis conditions, there is a number of “flexible” or
“agile” methodologies for software systems design and implementation. Examples
of these include XP, Scrum, Agile. According to these methodologies, the customer
is actively involved in all stages of the software development lifecycle. For
large-scale and mission-critical systems, as a rule, software development lifecycle is
based on more formal processes such as Rational Unified Process (RUP) or
Microsoft Solutions Framework (MSF), where the client’s role is more passive, and
the main actor is the developer. Design specifications contain a description of the
functionality of the entire product and all its major constraints; it is desirable to
express these constraints quantitatively. At this point of time, as early as possible in
the crisis lifecycle, we should specify the software technologies and architecture,
and to make a choice between the platforms, such as Java or .Net. It is critically
important to specify explicit values for the number of concurrent users, connec-
tions, transactions and their intensity, bandwidth/throughput, and some other
parameters. In crisis, the methodology and the lifecycle model of the software
development should also be chosen as early as possible, since the choice of
methodology and model lifecycle has a critical impact on the timeframe, budget and
success of the project. Project specifications must limit the time and cost of the
project based on the agreements between the developer and the customer achieved
earlier on in the lifecycle.

Further, based on the preliminary design specifications, detailed design is pro-
duced, which describes the software architecture in terms of components of the
product and their interfaces represented as connectors. In case of object-oriented
lifecycle model, which may use significant parallelism for crisis agility, the modules
and interfaces between the components should be integrated into the software
environment of the customer. However, in large-scale products, there is often a
certain amount of interacting systems already in operation at the client’s site. That is
why the developers should take into account the conditions of the current hardware
and software environment of the client. In case of a mission-critical system, the
client can use a complex set of servers, such as database servers, cache servers,
security servers, telecommunication servers and so on. The developer is also
responsible for detailed design phase of the software lifecycle. In addition to
architecture diagrams for the major parts of the software product, usually repre-
sented in terms of components and connectors, detailed design output provides a
high-level document that describes the large-scale software system components and
connections including integration points of the new product with the existing cli-
ent’s environment.
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After detailed design and product review, i.e. checking the product specifications
for the internal correctness, completeness, consistency, integrity and for compliance
with the technical requirements, the developer usually can proceed to implemen-
tation, i.e. code generation for the software product and the accompanying
documentation.

During software coding, any modular product is elaborated as prescribed by the
components and connectors identified in the previous lifecycle stage. Developer,
based on the detailed design documents, does the product implementation. Developer
also takes into account the general project plan, since it is necessary to make
important decisions on the limits of testing, schedule of individual modules pro-
duction, and transition to integration and the subsequent stages. The lifecycle pattern
choice determines the success of the transfer to the customer and the quality of the
software product. Therefore, the total project plan, which includes global limitations
of the time and budget, as well as the most important functional parameters and
constraints of the software product, must be taken into account at this stage to ensure
the correctness, predictability and quality of the implementation process.

Implementation is also a stage of the developer’s responsibility; coders and
testers are involved in this process. At this stage, individual modules are developed.
These relatively small parts of the software system solve relatively independent
tasks. The previous stages have already identified basic parameters for the modules,
such as algorithms, data structures, local and global variables. For instance, in case
of object-oriented lifecycle model the class structure is identified in terms of main
attributes and methods. The result of this stage is a set of individual software
product modules, each of which was separately implemented and tested by the
developer in order to comply with the internal correctness and design specifications.
At the stage of implementation, developers produce certain types of documents
related to testing, such as unit test cases, and the other product documentation for
each module. The project documentation includes descriptions of the modules, their
functions and interfaces, their interaction with other modules, their key features
(including attributes, methods, algorithms and data structures) and the documen-
tation to the code, which allows for code review and analysis without direct code
execution.

After production of the individual modules, which have been tested for integrity
and quality in terms of allowed error threshold, developers can proceed to the next
lifecycle stage, which is integration. At the integration stage, developers assemble
the product according to the high-level architectural diagram, which was produced
in the architectural design phase, and test its fragments. Typically, the modules are
tested in pairs or larger sets, thus forming partial products, and finally the product is
complete. After that, the developer and the customer conduct final testing, and
product transfer takes place based on the software product acceptance tests.

Acceptance testing stage is usually the first time when the software product is
installed at the customer’s site using the actual software and hardware environment,
and the actual data. The data and environment must meet the actual operating
conditions of the customer’s software systems. In case all acceptance tests are
successful (i.e. the product follows functional requirements, it is usable and fits into
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the environment of the customer) the transfer of product occurs, and the phase of
maintenance begins.

In terms of lifecycle economics, maintenance is the most expensive stage,
which often takes around 2/3 of the product costs [7]. However, the maintenance
stage is a requirement for any software product. This is so because the goal of
software product development is continuous and productive relationship with the
customer rather than merely software transfer. The objectives of the software
maintenance are to fix the defects that remain in the software product, to update the
product according to new project specifications, to improve performance and to
accommodate to changes in the software and hardware environment of the customer.

Maintenance usually includes the following activities:

e Corrective maintenance, which fixes the existing defects in the software product
without changing the design specifications;

e Perfective maintenance, which implements changes to the product functional
requirements, making the new product release with improved functionality and
same or better quality in terms of performance, reliability, security, availability,
usability etc.;

e Adaptive maintenance, which is software system modification in order to adapt
the product to the new software and hardware environment.

After completion of maintenance, comes the stage of retirement. This takes place
after complete termination of the software product operation. However, if certain
product functions are still required by the customer, the data from the previous
product should be exported to the new software systems prior to retirement. The
cost of replacement includes the cost of technology changes, the new software
product development costs, maintenance costs for the new software, the cost of
personnel training to use the new software and technology, and the cost of
short-term dropdown in performance during the period of technology replacement.

Let us consider maintenance and its artifacts in more detail, since maintenance is
most expensive and thus mission-critical lifecycle stage in terms of crisis.

Maintenance starts after successful acceptance testing of the software product.
The customer conducts acceptance tests, or at least actively participates. The pro-
duct should be tested with the real environment of the customer, i.e. software and
hardware, and real data in terms of size and content; the results of each test must be
successful. After acceptance, the entire software product including the code and the
documentation is transferred to the customer. According to object-oriented lifecy-
cle, the product documentation includes class diagrams and use case scenarios,
which describe the basic functionality of the product and its behavior in different
conditions. The product documentation also describes the main product modules
and their functions in terms of methods and interaction between the classes and the
environment. The product documentation includes class signatures describing the
basic functionality, interactions with adjacent modules, local and global variables,
data structures and algorithms. The product documentation also contains instruc-
tions for installing and running the software product, diagrams that describe
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behavior of its architectural components, and a number of other artifacts. The
documentation also includes user-friendly manuals for different categories of the
end users of the software product. The user documentation often contains a brief
description of the basic functionality as well as a complete user guide, which
includes description of the errors that typically occur when operating the product,
use cases for its functional modules along with the screenshots, and the glossary of
frequently used terms.

In order to manage the crisis, we recommend to reduce the maintenance cog-
nitive load by separate application of each kind of maintenance mentioned above.

Corrective maintenance is a required activity for any software product. It
includes elimination of residual failures, i.e. significant defects in the implemen-
tation of the software, which remain in the product after the acceptance tests.
Another source of residual failures is the actual product operation by the customer.
Naturally, despite the fact that the number of defects decreases exponentially during
testing, it is impossible to eliminate all defects. Thus, end users may identify a
significant number of serious defects while working with real data under a complex
set of scenarios. The corrective maintenance does not address minor defects, but
specifically the defects that result in a halt of the system, a critical failure, or a loss
of data, so that it becomes impossible to continue the product operation, and so on.
The corrective maintenance does not include changes in the functional require-
ments; adding new features to the product requires perfective maintenance.

The aim of perfective maintenance is to add new functionality. While operating
the software product, the customer often concludes that some of the features were
not included into the original design specifications. This can happen for various
crisis-related reasons, such as budget problems and development schedule. During
the maintenance phase, a functional update of the product is often required. This
may result in a new iteration of software development, production of a new release
of the current product or even a new product. In terms of the contract, a supple-
mentary agreement is produced, which specifies this new functionality.

Another type of maintenance is responsible for quality improvement. It is useful
when the customer is satisfied with the functionality that is already implemented;
however new non-functional requirements are required in order to increase per-
formance. For example, in case of an online store, a problem could be the internet
throughput because the actual number of users is significantly more than the
planned one. The new technological constraints require database server change for a
more data intensive one; the new software product should support transactions, and
the overall performance of the system in terms of response time should remain at
least at the same level as before.

Adaptive maintenance is related to the migration of an existing software product
into a new environment. Under the software environment, we understand the entire
set of software systems available to customers, such as operating system, database
server, and the like.

Let us briefly discuss what is necessary to ensure the enhancement of the soft-
ware products with the features provided by the software or hardware environment.
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We give a more detailed discussion of that in the section describing the enhanced
spiral model in Chap. 2; we also present the enterprise crisis agility matrix in
Chap. 5. The general idea is to develop software in such a way that it is main-
tainable. Maintenance is a required stage of lifecycle of any software product, no
matter how small it is and whatever is the developer’s relationship with the cus-
tomer; this statement holds true for crisis as well. Why is maintenance so impor-
tant? First, it allows building a productive, long-term relationship with the
customer, as this is the stage that actually is the lifecycle phase of commercial
operation, which, as a rule, is sufficiently long, and typically lasts for several years.
It is the stage of maintenance when the customer pays back to the developer for the
added product value. Another important aspect is that the maintenance stage makes
it possible for the developer to switch to reusable software production. That is, the
software developed for a specific customer, if well maintained, after certain
improvement may be proposed as a product for the other customers in order to
satisfy their business requirements. The better is maintenance quality, the more
probable it is that the new product release may satisfy a certain number of cus-
tomers, and that in the future it may become a COTS product. In this respect, the
maintenance stage is critical even for small products, and even in crisis.

The next step of the software product lifecycle is retirement. It usually happens
after the software product has served to the customer for a long time and the users
are familiar with it—the processes were established at the client’s site, and the
procedures are thoroughly documented. The users understand the software well;
they have a working knowledge to operate it.

However, in certain cases the customers arrive to a conclusion that the product
retirement is required. Why does this happen? The answer is that the software, in
contrast for, say, material architectural structures, becomes outdated rather fast. The
reason is rapidly changing software and hardware environments, so that at some
point of time the customers cannot afford the costly maintenance of a legacy
software solution. In this case, the customers have to move to a new software
product that supports entirely new functionality, the implementation of which is no
longer feasible for the currently operating product release. Moreover, if certain
functions and data of the legacy software product are still required, it is important to
migrate the data to the new application. The retirement process is often
non-straightforward and challenging. In terms of human factor, it is often unde-
sirable, especially in case of the large-scale systems with a large number of users
and a large size of critical data. Retirement should be based on a well-informed
decision, which includes a thorough evaluation. The cost of software replacement
includes a number of factors: the cost of technological change, the cost of devel-
opment and maintenance of the applications based on the new software, training
costs, and employee productivity decrease during the transition period.

We have briefly covered all stages of the software development lifecycle. A very
important project document in respect to the lifecycle is the project plan. The
project plan usually embraces the following phases: requirement analysis and
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specification, preliminary and detailed design, implementation, testing, integration,
acceptance testing, transfer, maintenance, and retirement. The project plan also
includes a high-level estimation of such key dimensions of the project as time and
budget, typically in terms of project schedule, which contains the main activities
and milestones, i.e. the key control points where certain results are achieved. An
important concept related to a milestone is a deliverable, i.e. practical outcome
produced on reaching each milestone. In addition, the project plan includes a
number of lower-level plans, such as a risk management plan, a test plan, an
integration plan, and some others.

Depending on the specific model, a software product lifecycle may have certain
features. For example, design specification, i.e. an outline of the product compo-
nents and connections between them, may not be fully detailed, since the degree of
details is dependent on the specific model. In some models, there is a lifecycle when
the system is operational after one single pass of all the lifecycle stages. In other
lifecycle models, the sequential change of phases is performed iteratively, which
looks like a cyclic repetition of the stages of lifecycle; each iteration yields to a
product with added functionality.

The classical approach to software development is based on the structural
analysis and design and is often referred to as structural analysis and development.
This approach does not take into account certain aspects, such as dynamics of the
product design; this results in the ability to select the type of the programming
language for the product only after the product specifications are complete.
However, we can overcome this drawback by using a different lifecycle model,
such as object-oriented approach. In addition, with structural analysis and devel-
opment it is often a challenge to implement a large-scale code reuse; however, this
is possible with the object-oriented lifecycle model. Since code reuse is among the
most important goals of the software lifecycle management, the structural analysis
and design approach is not a good recommendation for crisis software develop-
ment. The problem here is that the deviations in reuse of the product artifacts, which
include not only the code but also documentation usually amount to almost 50 % of
the project cost. This is a significant source of savings in terms of time and human
labor; it is especially valuable in crisis. However, it is a challenge, since such a
strategic reuse requires a disciplined development, and the proper use of specific
standards. Developers should strive for this, and certain lifecycle models assist them
in this respect. One more important feature of the software lifecycle is that the
boundaries of the phases of lifecycle can vary and even overlap, which adds agility
to crisis management in case of rapid requirement changes. One example of such
agility is the object-oriented lifecycle model; however, the payment for such an
agility is a high level of discipline in software development.

Let us overview the contribution of the various phases of software products
lifecycle in terms of time and cost. The data are based on a number of software
projects, which were completed by Hewlett Packard and other large-scale devel-
opers [7]. Clearly, maintenance accounts for the lion’s share of the projects cost and
schedule. However, certain stages, such as coding, taken together with testing and
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requirement analysis amount to a relatively small share of the product cost. The fact
that maintenance amounts to approximately 60 % of the total project cost is
especially important for large-scale and mission-critical projects. These projects are
usually long-term and include a large number of components to be integrated and
maintained as a system, which causes additional risks in a crisis. In addition, the
software products developed for maintainability (including portability, expand-
ability and some other quality attributes) tend to be more efficient in crisis than the
products, which improved the code by refactoring at the implementation stage.
Another interesting finding is that the phases before and after the coding amount to
nearly 30 % of the total cost, while the coding itself is only 5 %. Thus, pro-
gramming itself, no matter how large the project is, is usually inexpensive, and the
crisis does not seriously affect it. However, the stages that embrace coding, i.e.
design and testing, usually provide a significant improvement in quality. Thus,
good design and testing are very important in crisis management since they not only
provide better quality but also save time in coding and the later stages.

Most of the serious defects found in software products occur at the early stages of
requirement analysis and design specifications. Therefore, these defects are very
expensive to fix, because all the later lifecycle activities (including detailed design,
coding, testing and integration) have to be repeated, and the new document artifacts
to be produced. To detect these defects, a number of methods of analysis exist,
including design reviews and formal logic-based verification. We highly recommend
to use these methods in crisis conditions. There are also special computer-aided tools
to analyze, detect and fix such defects. The cost of detecting and fixing software
defects grows exponentially in the lifecycle progress. For example, in case a defect is
detected at an early stage of requirement analysis, it is quite cheap to fix. However, if
it is detected at one of the later stages, specifically at the stage of maintenance, the fix
cost is much higher, because it is now required to change the entire release of the
software product including the accompanying documentation.

Each phase of the software lifecycle includes three key components—processes,
methods and tools. Under the process, we imply a sequence of the tasks to
implement, they are clearly different, i.e. they have a clear entry and exit criteria.
Under the method, we imply a relatively formal description of each task in the
process. Under the tool, we imply computer-aided software, which supports the
software development processes and methods.

In the next chapter, we will discuss in more detail the major types of lifecycle
models. These models are: build-and-fix, waterfall, rapid prototyping, incremental,
synchronize and stabilize, spiral, and object-oriented.

Build-and-fix model is, in fact, close to trial and error approach; its lifecycle is
simplified. Waterfall model is strictly document-driven; it requires single pass of the
lifecycle to build a completely operational software. Rapid prototyping is typically
combined with other models. Incremental model implies several sequential releases,
which add up functionality. Synchronize and stabilize model is aimed at rapid and
early testing to maximize return on investment (ROI). Spiral model focuses on risk
assessment. Object-oriented model has overlapping phases with intensive
parallelism.
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What are the common features of these lifecycle models? Typically, they all
except the build-and-fix include every of the above-mentioned lifecycle phases or
stages. Also, they all usually include a few iterations of these product lifecycle
phases, with the exception of the waterfall model. Typically, the lifecycle stages are
clearly separated; however, they may go concurrently in the object-oriented model.

Proper application of any model lifecycle requires a high level of the organi-
zational maturity and project team discipline in terms of standards for documen-
tation, coding, computer-aided development with special software tools, and other
activities. If the maturity level is insufficient, certain models, such as spiral and
object-oriented can degenerate into build-and-fix, that is, the benefits of the model
may not work, and project costs may increase dramatically.

There is no “silver bullet” or a universal lifecycle model. Instead, the best
lifecycle model is always determined by the scope and scale of the project. Each
model has its advantages and disadvantages; we are going to discuss them in more
detail in the next chapter.

What does the choice of the software product lifecycle depend on? Primarily, it
depends on the nature and size of the product. In this respect, analysis and speci-
fication of requirements and constraints for the basic product scope define the
selection. The key constraints are the product size, development time and project
risks. For instance, spiral model is strongly dependent on risk assessment, so it
makes sense to apply it in case risk analysis is required. Lifecycle model choice
influences the economics of the project, including return on investment. If it is not
critical to apply a full lifecycle model, for example, if incomplete documentation
will suffice, it is recommended to save resources for certain steps, such as low-level
design. Maintainability is also dependent on the model choice: certain models
provide better maintainable products. Lifecycle model choice also determines the
progress of development in terms of meeting future customer needs. In addition, the
lifecycle model choice determines upgrade path of the product in terms of its
evolutionary or revolutionary development. In other words, the lifecycle model
determines whether radical changes or constraints for the product architecture are
required, or the project is going to evolve gradually. Lifecycle model type deter-
mines the speed of defect detection and fixing; for example, the synchronize and
stabilize model is aimed at frequent and early testing. Certain models, such as
spiral, promote risk management; the others use prototyping for risk mitigation.
However, the prototype is usually far from operational product in terms of quality
attributes; we are going to discuss the differences between a prototype and a product
in the next chapter.

Concerning specific lifecycle models and their features, what is worth men-
tioning? The build-and-fix model has an incomplete lifecycle, it is suitable for small
projects below 1,000 lines of code (or 1 KLOC); it is totally unsuitable for large and
complex projects with a high evolution potential. The waterfall model provides
intensive feedback at the early stages of the lifecycle, as every stage is completed
only after the development of the documents, which allow moving on to the next
stage. In the waterfall, it is impossible to start the next stage without having these
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documents complete, and terminating the previous stage. Rapid prototyping is a
dependent model, since it does not yield to an operational product in terms of
performance, reliability, security and other quality attributes. Conversely, the
incremental model always provides an operational product after each iteration, even
though this product is not fully functional. Synchronize and stabilize model aims
are early detection of errors and early ROI. Spiral model involves multiple iterations
and focuses on risk analysis. Object-oriented model offers iterative design with
significant overlapping and high concurrency of the phases.

Let us discuss the advantages and disadvantages of the lifecycle models that we
have introduced.

The build-and-fix model is applicable for small products, which do not require
complex maintenance; however, it is not suitable for large or medium-scale
non-trivial products of over 1 KLOC size.

The waterfall model is document-driven, since the documents mark the com-
pletion of each stage, and it provides clear and disciplined product development
processes. However, because this model is single-pass only, the resulting product
may not meet the requirements of the client.

Rapid prototyping model has a temptation to reuse the code, which did not go
through sufficient testing and documenting processes, and which, therefore, must be
re-implemented. However, this model assists for requirements analysis and iden-
tification of the features, which are most important to the customer.

The incremental model promotes maintainability, because it provides smooth
transition from one software product release to another. This model facilitates early
return on investment. However, it requires an open architecture that supports an
evolutionary improvement of the product; without such an architecture, the incre-
mental lifecycle may degenerate into a build-and-fix.

The synchronize and stabilize model meets the future needs of the customer and
provides a high degree of component integration; however, it is rather complex, as
it requires intensive testing, specific processes and computer-aided tools.

The spiral model combines a number of features of the above models; however,
we recommend to use it for in-house development, as it requires a thorough risk
analysis, and it is doubtful that a number of requirements and constraints related to
the key risks will be revealed to the outside developers.

The object-oriented model requires development discipline, otherwise it can
easily degenerate into the trial and error approach; it features iterative development,
intensive interaction and significant overlap between the phases.

The key factors influenced by the choice of lifecycle model are time to market,
operational quality and business value of the product, change management and risk
management strategy, and customer relations during maintenance. All these factors
are mission-critical in crisis.

In case of crisis development, it is also very important to choose adequate tools
that assist in software engineering and software product development. These are
called computer-aided software engineering (CASE) tools. Software development
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has a number of aspects. Software in the small can be regarded as the art of
programming or development of separate modules, the individual pieces of code.
Software in the large can be understood as software engineering; this is a techno-
logical approach to software development based on a well-justified choice of the
above-mentioned lifecycle models. One more aspect is software as a teamwork,
including team development support, which is very important for mission-critical
and large-scale software systems that often involve a number of cooperating teams.

The CASE tools help in all three aspects: personal software process improvement,
lifecycle optimization, and resource management for team-based development.

CASE tools can be divided into front-end and back-end ones; the former assist in
earlier lifecycle stages, while the latter assist in implementation and the
post-production. Some CASE tools, such as Rational product line, are implemented
as conveyor systems, where each product is responsible for a specific lifecycle
stage. Microsoft Visual Studio represents the other approach, which has a common
interface for a number of lifecycle operations, such as testing, integration, coding,
designing, documenting and so on.

CASE tools provide a distinct advantage for software systems production,
specifically on the large and mass scale. However, in practice, they require orga-
nizational maturity of the team and working knowledge of the software develop-
ment standards. In crisis, CASE tools are usually feasible for large-scale projects.
For smaller projects, the cost of licenses for the CASE tools and developer training
may sometimes be unaffordable. In case of successful application of CASE tools,
the team typically achieves a significant productivity growth and a substantial
reduction in terms of time and budget.

In crisis, CASE tools usually pay off. However, to estimate their feasibility, we
need certain metrics. We also need certain global metrics for the project itself.
Which metrics are better? For the high-level project planning, we often use such
global parameters as time, budget and functionality. In crisis, however, it also
makes sense to do cost-benefit analysis, i.e. to estimate possible benefits for the
customer and the developer depending on their investments. For certain lifecycle
stages, such as testing and maintenance, we can use specific metrics. Every lifecycle
stage has its own metrics. The testing stage, for instance, can use such metrics as
complexity of a separate module, number of lines (typically measured in KLOC),
number of different operators in a module, relative number of errors detected for
each KLOC and so on. It is required to analyze the total number of failures and
identify their lifecycle phases in order to manage detection and removal of the
defects injected prior to testing. Naturally, not all of the design errors can be
detected in the implementation or integration phase, i.e. prior to the transfer to the
customer. Thus, metrics should be used together with defect reports, which include
defect status. Furthermore, crisis imposes certain constraints on defect source
identification and decision-making depending on severity and persistency; there-
with, a number of metrics from the previous lifecycle stages are applicable. The
decision is usually human factor-dependent: for example, the project manager
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decides at which point of time it is feasible to stop the testing and switch to product
transfer. In crisis, metrics are still affordable; however, usually simple metrics, such
as KLOC, are efficient enough and pay off.

5 Conclusion

We overviewed the concept of crisis and its application to software development
and software product lifecycle.

Managing software development lifecycle is a challenge in case of large-scale
and mission-critical applications, especially in crisis. To solve the challenge, a
uniform methodology for managing the software development lifecycle is required,
which includes models, methods and supporting CASE level tools.

We discussed the general lifecycle pattern and its stages, such as requirement
analysis and specification, design, implementation, integration, maintenance and
retirement. We said that the cost of defect detection and fixing increased expo-
nentially as we moved from the earlier stages to the later ones, so error detection
should happen as early as possible. There are special techniques for error detection
in every lifecycle stage; these include the processes, methods and tools.

Concerning the lifecycle models, the model selection determines the key
parameters of the project. Selection of the lifecycle model affects a number of
critical parameters of the software development project, and it often determines its
overall success. The most essential of these parameters are the architecture of the
project, its budget and timeframe. Model selection also determines a number of
required and optional project artifacts and certain quality attributes of a software
product, so that it is possible to decrease the product time to market. The
above-mentioned parameters are based on product quality metrics, which make
crisis management more accurate and predictable.

The lifecycle model selection should be adequate to the experience of the project
team in terms of problem domain expertise and operational knowledge of specific
technologies, CASE tools and documenting standards. We briefly discussed a
number of lifecycle models, such as build-and-fix, waterfall, incremental,
object-oriented, spiral, and a few others. Some of the models considered require
iterative development; others are more straightforward and document-driven.
Certain models, such as spiral or object-oriented, require a high level of discipline
and organizational maturity; otherwise the lifecycle can easily degenerate into trial
and error approach.

There is no “silver bullet”, i.e. no universal model, which suits any software
product equally well. The scope and size of the project are the determinants of
lifecycle model selection, and we can customize the models in order to adjust for
the specific features of the project. For some models, such as rapid prototyping, we
recommend a combination with the others. We identified the key advantages and
disadvantages of each model discussed; the next chapter will present a more
detailed discussion.
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Chapter 2

Software Product Lifecycles:
What Can Be Optimized and How?

Abstract The chapter discusses lifecycle models for software development in more
detail. These include build-and-fix, waterfall, incremental, object-oriented and spiral.
We present a more detailed description of the lifecycle models application for
software development. We compare benefits and shortcomings of the models dis-
cussed. We confirm that there is no “silver bullet”, i.e. a universal lifecycle model
equally applicable to any software product. Consequently, lifecycle model choice is
dependent upon product size and scope; each project requires a unique combination
of features. In crisis, we recommend to combine prototyping with the other models
that we discussed in order to achieve a common understanding of the key product
features and to reduce project risks. The lifecycle model choice determines project
economics, time to market, product quality and overall project success. However, the
product success essentially depends on human factors, which include common
vision of the critical product functions, transparent communication and feedback.
We analyze applicability of the lifecycle models to large-scale, mission-critical
software systems, which is essential in crisis. Finally, we introduce a methodology,
which includes a spiral-like lifecycle and a set of formal models and visual tools for
software product development. The methodology helps to optimize the software
product lifecycle, which is mission-critical in crisis. The methodology is applicable
to large-scale, complex software products for heterogeneous environments.

Keywords Software lifecycle - Lifecycle model - Software development
methodology

1 Introduction

The previous chapter gave a brief review of a number of lifecycle models used in
software development, such as build-and-fix, waterfall, incremental, object-oriented,
spiral, and a few others.

This chapter presents a more detailed description of the lifecycle models
application to software development. It includes discussion of their benefits and
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shortcomings. It analyses applicability of the lifecycle models to large-scale,
mission-critical software systems, especially in a crisis.

Some of the models are more straightforward, others require a number of iter-
ations. Our deeper investigation of the models will still conclude that there is no
crisis-proof “silver bullet” for lifecycle models. However, we will arrive to certain
recommendations of combining and adjusting the models in order to succeed in
crisis software development.

Project success is usually determined not only by the lifecycle model, or by a
combination of models, but also by a number of human factors, which may help or
hinder a common understanding of the key product features by the client and the
developer. We will cover these human-related factors in more detail in Chap. 5.

In order to optimize software product lifecycle, which is mission-critical in crisis,
we will introduce a methodology that includes a spiral-like lifecycle and a set of
formal models and visual computer-aided tools for software product development.

This chapter is organized as follows. Section 1 discusses the abbreviated and
straightforward lifecycle models, such as build-and-fix and waterfall. Section 2
presents an overview of simple iterative models, such as incremental and proto-
typing. Section 3 describes more complex software lifecycle models; these are
spiral, synchronize and stabilize, and object-oriented. Sections 4 and 5 contain an
overview of an enhanced software development methodology, which provides
lifecycle optimization and sequentially elaborates the deliverables for
mission-critical software products in crisis. The conclusion summarizes the results
of the chapter.

Let us have a look at the software development lifecycles in more detail.

2 Simple Lifecycles: Brief and Straightforward

One of the models of software development lifecycle discussed previously is the
build-and-fix (see Fig. 1). This is a model of incomplete lifecycle. Because of its
simplicity, the build-and-fix is not suitable for large and complex projects, which
have a size of over 1 KLOC. So, the build-and-fix model may be a possible option
for a software solution, which is downsized by crisis. However, it is only applicable
in case of a trivial product with clear requirements.

The other model discussed previously is rapid prototyping (see Figs. 4 and 5). It
is also somewhat limited, despite the fact that it includes all the necessary stages of
the lifecycle. These are analysis and specification of requirements, preliminary and
detailed design, implementation, unit testing, integration, product testing, mainte-
nance, and retirement. The limit of the rapid prototyping is lack of self-consistency.
Actually, its testing phase, both for the individual modules and the prototype as a
whole, yields to a low quality code. The prototype documentation is usually
insufficient and incomplete, and the resulting code is not a software product, since it
only simulates the key functionality and certain aspects of the future software
system of operational quality.
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Fig. 1 Build-and-fix model
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The waterfall model presented in Fig. 2 is fully applicable to large-scale and
mission-critical software systems; however, it has some limitations, since it has a
limited agility to meet the crisis conditions. In particular, the waterfall model
requires discipline and organization, operational knowledge of CASE tools as the
project team needs to produce a large number of documents and to communicate
intensively. The documentation should meet the standards, which follow the
agreement with the customer. Any product document, such as operations manual,
should follow specific templates, since documentation is a critically important part
of any waterfall-based software product. Let us recall that the product is not only
the code but also a large amount of documentation required for competent and
stable maintenance. The product documentation has a special value for the main-
tenance personnel, as they usually read the code produced by other developers, and
their task is to detect and to fix the remaining defects. The documentation is
mission-critical for the waterfall model, because developers follow the lifecycle
based on document-driven milestones conditions. For example, as soon as the
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required detailed design documents for the product are ready, the milestone is
reached and the developer proceeds to the implementation phase of the lifecycle.

The following three models (see Figs. 3, 4 and 5) are important to understand
how to organize the lifecycle of software systems, including large-scale and
mission-critical anti-crisis solutions. In contrast to the waterfall pattern, these three
models are focused on multiple passing through the stages of the lifecycle. The
product functionality is usually incremented after each pass.

Fig. 3 Waterfall-based Maintenance
V-model
Requirements

. . . 2]
Functional design Product testing &
&
< - - - S
Design Integration testing é?
R

%
7z
) ) . . S
2 Detailed design| ’ Testing ‘ \“g
% &
. <
:
Fig. 4 Rapid prototyping Rapid prototype < - -~ Changed requirements |« - — -
model
Verification Verification
Specification <~ -------
Verification
Design < !
Verification

Implementation <=

Verification

Integration

Verification

(< -

|

!

!

|

|

|

|

!

!
Operations % -k-

—> Development

Retirement ‘ )
——— > Maintenance




2 Simple Lifecycles: Brief and Straightforward 31

Product
requirements| | Prototype 1 Prototype 2 Acceptance
Project Product testing
review

Integration testing Developer

Partial / Unit testing

Requirements analysis&’

Preliminary design

Detailed design

Fig. 5 Rapid prototyping-based “shark teeth” model

Naturally, it is challenging to implement certain kinds of the software systems in
a single pass. However, the waterfall is adequate for a problem domain with clear
and stable requirements, which is straightforward to document and design. The
waterfall approach is applicable mostly for government agencies and military
software applications.

3 Simple Iterative Lifecycles: Incremental
and Prototyping

The iterative lifecycle models provide loop-based elaboration of the software
product. They assume that several loops are required in order to build a product
release. Each of these loops usually includes all stages of the software product
lifecycle. The iterative models are often easier to follow in terms of discipline, as
they do not usually require developing a full product functionality or a complete
product documentation after each stage.

One of these iterative models is the incremental model (see Fig. 6). What are its
key features? According to the model, while building a project plan, the product is
divided into a sequence of releases. The lifecycle stages, which precede product
transfer to client, involve a number of releases. These are iterations of the devel-
opment cycle, each of which provides an operational product. Therewith, in case
the product does not require a revolutionary transformation of the previous releases
(i.e. functionality builds up smoothly), each release is transferred to the customer as
an operational product, though it has a limited functionality. In addition, every
lifecycle stage delivers the required product documentation, so that each product
release is operational and utilizable.
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Fig. 6 Incremental model

For instance, in case of an online store, we can initially simplify the interface
associated with the purchase of products. The first release may not have a choice of
delivery options (e.g. by sea and by air), and it may have a single kind of delivery
with a fixed rate. Later releases can also include more details to support credit card
payments, such as a dedicated server for client authentication and transaction
processing. However, even the first release yields to a fully operational product,
though it is rather simple in terms of functions available.

Thus, the idea of the incremental lifecycle is to supply an operational product to
customer as soon as possible. In some cases, this can be a suitable solution in terms
of crisis management. For the incremental model, the project plan typically spec-
ifies the sequence and schedule of functionality transfer to the customer; it may also
include a maintenance plan, which specifies technological and functional con-
straints for each release.

Another feature of the incremental model is a relatively smooth transfer of new
functionality. Each release is a clearly separated functional block, and it contains a
number of modules. Naturally, these modules do not exist by themselves and are
related to some other modules. They can inherit certain properties of these other
modules; they also can interact with semantically related modules through the
interfaces provided. Thus, it is desirable that within every release, each interacting
module is relatively small and self-consistent, i.e. it has a relatively small amount of
interaction points with the other modules. By keeping the modules and the releases
relatively small and self-consistent, the incremental lifecycle provides a smooth
transfer of the new functionality to the customer.
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Modular software design ensures minimum connectivity between the modules,
so that each relatively small and functionally separate task is located in a separate
software module. The same modularity principle usually holds true for each of the
incremental releases. However, since the functionality is implemented and intro-
duced gradually, the new modules and releases will interact with the existing ones,
so we need to test their interfaces. Therefore, if the product requires a revolutionary
functional change, which significantly influences its previous releases, it usually
causes a number of problems. Thus, we can get a local crisis in development instead
of a stable incremental release plan.

The higher-level source of such a local crisis can be poor design and inadequate
planning. As for the lower-level sources, we can identify at least two of them at this
point. First, there is a significant problem associated with inheritance. It may
happen that a number of modules in the operating release is to change in a sig-
nificant way. Therewith, we have to redesign and rebuild a significant percentage of
the previous release structure, and to rewrite all the documentation required. Of
course, any new release brings certain changes to the previously built modular
structure. However, with one revolutionary functional update, we have to make
such a large number of changes in design and implementation, that it nearly nul-
lifies all the efforts to produce the previous releases. In fact, this local development
crisis is comparable to complete redevelopment of the product from scratch in a
build-and-fix manner. In this case, the functionality developed for the previous
releases would be largely rebuilt, and the time and labor to create this functionality
would be lost. In this respect, revolutionary development typically results in a local
crisis of an incremental lifecycle.

An incrementally developed product should have a scalable architecture in terms
of release updates. For example, a web service-based component architecture
usually scales up well in terms of adding new modules or expanding existing ones.
However, there are software architectures, such as a file server, that do not support
similar scalability equally well. Therefore, we should consider the features of a
particular model at the early stages of project planning and high-level architectural
design in order to adapt to the technical constraints and to avoid a local crisis in
product development.

For the developers, the incremental model provides evolutionary interaction with
the customer and greatly simplifies their relations, because the core modules that
implement the business logic of the application often vary slightly. The new
releases only add functionality. Therewith, maintenance of an incremental product
is usually sufficiently smooth and relatively inexpensive.

However, a possible disadvantage of the incremental model is that it is not
suitable for quite a number of software products, which initially require a
full-featured implementation. Let us assume that there is a number of customers,
who need a full-featured online store, which includes a 3D catalog, credit card
payment support, and a variety of electronic payment gateways. Certain clients
would also ask to monitor delivery, as it is implemented at their competitor portals,
and it is convenient and useful. If the product initially requires full functionality, we
should probably consider some other model, such as waterfall, which allows a
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single pass implementation. Of course, in case of waterfall certain project risks are
higher; however, they will be discussed further in relation with the spiral model,
which is designed to deal with them. Therefore, there is a number of constraints for
the incremental model, and it is clear that this model it is not suitable for every
product.

Another drawback of the incremental model is that the resulting software pro-
duct should provide a stable upgrade path for its development. That is, the efforts
spent for functional updates with each product release should clearly exceed the
redundant efforts for the high-level release reconfiguration. Such reconfiguration
efforts should not have a significant negative impact on the performance of the next
product release. The incremental model does not support a revolutionary, unstable
path of the software upgrade; it also has no mechanisms for risk assessment.

Depending on customer or market constraints, a number of software products
requires revolutionary changes in the product concept itself, such as fundamental
principles that underlay the functional requirements, project plan and product
release policy. If the customer requirement changes are frequent, spontaneous and
dramatic, and there is no way to adjust these requirements so that they become
evolutionary, it may turn out that every other release the developer has to create a
new product almost from scratch rather than to reuse a significant portion of the
previous one. Thus, the incremental approach degrades to build-and-fix. Moreover,
in contrast to build-and-fix, which is an incomplete lifecycle model, the developer
has to re-implement the entire lifecycle for each release. For each release, the
developer has to specify complete requirements, to do the software design, i.e. to
produce a large number of diagrams, including data flow diagrams, use cases, class
diagrams etc. The developer also has to develop a new test plan, including product
testing scenarios and their sequence, acceptance test cases and a number of other
artifacts. Moreover, the end user and administrator documentation requires signif-
icant changes. The new product probably has a different setup procedure, user
interfaces, usage scenarios, error codes and so on. The developer has either to
rebuild all these documentation artifacts or to create new ones. Thus, the developer
has to rework the product using a more bulky and complex approach than a trivial
build-and-fix, which includes a full-scale documentation and artifact reviews for
each software lifecycle phase. Therefore, the software production is likely to result
in a local crisis, since it involves a huge amount of bulky overheads. Thus, the
incremental model is unacceptable for a product that quickly goes beyond the
original concept, no matter how large the product is.

In case of a predictable upgrade path of the product, the previous release is
naturally included into the next one. At the same time, a special document, release
notes, is issued, which includes a list of additions to the previous release. Release
notes document also contains important information about the new release of the
software product. It addresses customer’s maintenance service, who detect, localize
and fix errors; it also guides customer’s end users on their moving from the pre-
vious release to the next one.

Figure 6 shows a view of the incremental lifecycle model. It is clear that each
subsequent release includes the functionality of all the previous ones. Thus,
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functionality increases smoothly, and so that each of the following releases absorbs
previous ones and adds certain new features. For incremental product development,
production of the new release includes verification of all the lifecycle stages, such
as requirements analysis, requirements specification, design etc. Thus, the main
stages of the software lifecycle are the same for each release. The incremental
model fits evolutionary introduction of product functionality.

Figure 7 shows a specific form of incremental development model, which is
called evolutionary. It provides a gradual transition from the previous release to the
next one; each release elaborates functionality rather than builds it up. The rest

lifecycle processes are similar to the incremental model.

4 Complex Iterative Lifecycles: Spiral,
Synch-and-Stabilize and Object-Oriented

Another iterative approach to software systems lifecycle is the so-called spiral
model introduced by Boehm [1]. According to the approach, each iteration consists

of four phases (Fig. 8):

(1) determine the goals for product and business objectives, understand the con-
straints, suggest possible alternatives;

Installation
Acceptance
Maintenance

(2) evaluate the alternatives by risk analysis and prototyping;
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(3) develop a product by detailed design, coding, unit testing and integration;
(4) plan for the next iteration, including product development, implementation and
delivery to customer.

The above four stages: determine—evaluate—develop—plan, are often repre-
sented graphically as a spiral.

This model is suitable for projects with significant risks. Some other lifecycle
models also address risk assessment. In crisis, the projects tend to become more
risky. Additional crisis-related risks may include delays of funding, communication
challenges in the project team, especially in case it is distributed. In fact, in the
spiral model, risk analysis happens each iteration.

Each phase of the spiral model usually repeats; there is often three to four
iterations. However, the exact number strongly depends on the “convergence” of the
project. In certain cases, the number of iterations is difficult to predict; it may also
happen that after the risk assessment it is not feasible to continue the project. This
may result in additional expenses; however, in crisis conditions it is required to
recognize that the project team is not able to ship the fully functional product of the
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required quality level within the deadlines. A possible solution of this problem is the
contradiction management matrix-based approach; we discuss it in the next chapter.

Each cycle includes four basic phases: determine, evaluate, develop and plan.

The first phase includes an outline of the objectives for the current iteration,
possible alternatives to achieve these objectives, and the constraints for each
alternative. Further, evaluation of the alternatives follows; risk assessment is among
the key activities. Risk assessment is a complex process; it requires specific
knowledge. In crisis, risk experts often have to make decisions in case of uncer-
tainty, insufficient resources and incomplete information. Prototyping helps to
reduce some of the risks and to understand the others better; this chapter discusses
prototyping in more detail below. After risks identification, risk mitigation plan
follows, which specifies the ways to reduce risk consequences or to continue the
project with the risks that exist. Then, the implementation phase begins, which
starts from coding and testing of the functions required in the iteration, and which
ends with the integration and testing of the partial product developed for the current
loop of the spiral. Afterwards, based on development postmortem and the existing
resources, the next loop of the spiral is planned.

Risk analysis often includes a number of significant uncertainties, which are
unlikely disclosed by the customer. Risk analysis usually requires a large amount of
expensive labor, so spiral model is generally feasible for large-scale projects. The
spiral model is suitable for the so-called in-house projects, where the developer and
the customer collaborate within same enterprise. Typically, in large corporations,
there is a dedicated IT company, such as Gazprom Inform as a part of Russian
Gazprom group of companies. The spiral model is a suitable solution for such
enterprises, since the developer and the customer belong to the same large-scale
corporation. In case of in-house development, there is usually an adequate transfer
of the sensitive information required to assess the risks, and risk assessment results
are reliable. Moreover, the in-house development with spiral model is
cost-effective, and so this is a recommended option for crisis software development.

The spiral model is somewhat similar to iterative models, such as incremental
and evolutionary. However, spiral model is fundamentally different from a number
of other models because of explicit risk assessment. Certain lifecycle models can be
combined with the others, especially with the rapid prototyping. Spiral model also
includes prototyping, which usually assists in risk analysis and evaluation. Rapid
prototyping helps a developer to discuss possible product alternatives with the
customer. As compared to a full-scale software product, a prototype is relatively
cheap and easy to produce. A prototype behavior is usually functionally similar to
the product; however, it is limited in terms of quality attributes, such as perfor-
mance, reliability, security and so on, and in terms of documentation. In crisis, we
recommend to combine every lifecycle stage with rapid prototyping, including the
early stages, such as analysis and design. Prototyping is a quick and a low-cost way
to mitigate a number of project risks. Rapid prototyping simplifies decision-making
prior to the release production, so the product transfer occurs timely even in crisis
conditions, though the functionality maybe somewhat limited.
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The spiral model requires risk analysis; it identifies and classifies the project
risks. Developers need to mitigate the most serious project risks, i.e. they have to
find a way to reduce their impact on project schedule, budget and product func-
tionality. In case it is impossible to mitigate critical risks, the project manager may
decide to terminate the project.

What are the advantages of the spiral model? First, it ensures a smooth transition
of the product to the customer. Therewith, it is possible to reuse the product, even
under initially high project risks, or in a crisis.

Based on risk analysis, quality assurance metrics are set. Release-based product
transfer and risk assessment assist for maintainability. Despite the high costs of risk
assessment, the spiral model provides a relatively cost-effective maintenance, which
is the most expensive part of the lifecycle. Thus, in terms of full lifecycle the spiral
model is often affordable.

The drawbacks of the spiral model originate from high costs of risk assessment.
It is applicable for in-house projects.

The spiral model is theoretically applicable to relatively small projects; however,
given the substantial costs of the risk assessment, it is more suitable for large-scale
ones.

The spiral model requires high level of expertise in risk assessment. In case the
development team has no internal risk experts, they have to hire third-party
professionals.

The next model we are going to discuss is the synchronize and stabilize model,
which is somewhat similar to the Microsoft Solution Framework
(MSF) methodology. The next chapter gives a more detailed description of MSF.
Due to significant complexity and specific knowledge, skills and CASE tools
mastery required, the model is not widespread outside of Microsoft.

This is an iterative model, and the functionality is usually delivered in releases,
from essentials to desired requirements, which is similar to incremental model.
Each iteration includes planning, design, development, synchronization, integration
and stabilization.

According to the model name, the key processes in this software lifecycle are
synchronization and stabilization. The synchronization process, however, refers not
only to integration of the deliverables produced by the project team, but also to
product conformance checking against the requirements specification. The purpose
of this phase is to detect and to record as many defects as possible, and to do this as
early as possible. However, the model does not suggest immediate correction of the
defects recorded in the synchronization phase. Instead, the defects recorded are
prioritized by severity and fixing cost, and the list of the defects to fix is produced.

Later on, in the stabilization phase, all the defects detected previously and
included into the list are fixed, and the product release for current iteration is
produced. The main objective of the stabilization phase is to produce a release with
a stable behavior. Therefore, each release is intensively tested in order to meet the
threshold values for key quality attributes, such as performance, availability,
security and so on. The model uses the idea of sequential functionality build-up;
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each release results in an operational software product. The final product usually
requires three to four incremental software releases.

Synchronize and stabilize processes are a part of each release. Synchronization
process is followed by integration: the individual product modules developed by
programmers are assembled in order to make a product release. The integration
process is accompanied by frequent and extensive testing, which potentially results
in a fast delivery of the product release. The stabilization process ends when all
critical errors found in test are fixed.

Thus, synchronize and stabilize are the two interrelated processes, which result
in software product release if performed consistently. The final step before release
transfer is its “freezing”, i.e. saving its configuration.

Let us consider the advantages of the synchronize and stabilize model. First, they
come from early and frequent testing. Why is this useful? We mentioned earlier that
the defects in the product must be detected as early as possible. The later a defect is
detected, the more effort is required to fix it. It may also happen that a defect found
in one of the modules affects the operation of the adjacent modules, larger product
components, or even the entire product. Furthermore, the defect fixes often crosscut
through a number of product artifacts, since they affect not only the code but also
the documentation. The documentation is often a crosscutting concern, since it
usually influences not only the defective module but also its interaction with the
other modules. Of course, it is possible to localize and fix even a logical defect of a
top-level module, which is responsible for the overall business logic of the software
product. However, such a fix will often influence a large number of the dependent
modules and the related documentation. Thus, frequent and early testing is a pos-
itive solution and a potential advantage of the synchronize and stabilize model.

However, this advantage often has a side effect: intensive testing may lead to
quite a large labor overhead, since it requires specific software, methods and skills.
In this case, much time is wasted for synchronize and stabilize processes, which, in
fact, do not add any new functionality. Although, in case of proper use, frequent
and early testing leads to an exponential increase in product quality, since the
number of errors found in testing decreases exponentially; it also provides a better
maintainability and customer satisfaction.

Another advantage of the synchronize and stabilize is continuous product
interoperability. This is usually guaranteed by partial testing of the product modules
at their early development stage. Even before the first stabilization round is over,
there exists an operational version of a partial product, which has been thoroughly
tested. That is, before the release integration, each combination of potentially
interactive modules has already been tested. Continuous product interoperability is
vital in case of mission-critical and large-scale systems, which usually combine a
huge number of modules that interact in a complex way. For example, the Oracle
e-Business Suite, which is an enterprise resource planning system, contains about
two dozens of subsystems for planning and management of different kinds of
resources: HR, financials, documents and so on. Thus, it is quite challenging to
ensure quality and efficiency of such a system without continuous product
interoperability.
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One more important advantage of this model is that an operational product exists
immediately after the initial release. Due to frequent and early testing and contin-
uous interoperability, the initial release is not merely a prototype, but rather an
operational quality product with all the documentation required. This results in
faster ROI, smoother transfer and better maintainability, which are mission-critical
in crisis.

The other possible advantage of the model is that the product becomes poten-
tially better adjustable to the crisis requirement changes. For example, we can adjust
the less critical functions and even certain aspects of the low-level architecture by
adapting the structure and functions of the modules for the future releases. This may
help in future release adjustment, because we can adapt the later releases consid-
ering the product shortcomings in terms of architectural design and functionality of
the earlier releases.

Additionally, the developer can identify requirement inconsistencies and try to
resolve them with the customer in progress of early releases, long before the final
release is ready. This approach can significantly reduce the redesign costs for the
later releases and can be a positive solution for crisis. Customer’s engagement into
pre-release testing phase may become an additional source of crisis agility.

The synchronize and stabilize model is flexible and therefore potentially
prospective. However, it has a number of complex processes, with the key indi-
cators somewhat difficult to measure and control. Its major drawback is a hardly
predictable amount of time for the synchronization and stabilization processes.
These processes are designed to add product quality; however, they do not add any
new functionality, and in case of immature team, this may result in critical overall
performance dropdown.

Under the synchronize and stabilize model, the cycles of integration and testing
must take place frequently; in some cases, they occur on a weekly basis. This
suggests that every iteration should not only add new functionality but also syn-
chronize and stabilize the intermediate releases, also known as builds. So, frequent
build production requires not only new functionality development to match the
product specifications but also comprehensive testing of the documentation and
code changes with specific methods and CASE tools, in order to detect and fix
defects. Therefore, the short intervals between the builds require extremely high
productivity and operational knowledge of the methodology in order to be able to
add new functions and to test the quality. Otherwise, the developers spend too much
time in test, and they have not enough time to add the required functionality to the
build. The benefits of this model are often hard to implement, especially in crisis, as
they require specialized training and costly staff.

One more lifecycle model to consider, the object-oriented model, is the most
dynamic and concurrent. Figure 9 shows the fountain model, a subtype of
object-oriented model, which we are going to discuss further.

What are the features of the object-oriented model? The above-mentioned
models contain isolated, clearly separated lifecycle stages. These are: requirements
analysis, requirements specification, preliminary and detailed design, implementa-
tion and unit testing, integration, acceptance testing and maintenance, and
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retirement. Waterfall model gives most clear example of this lifecycle stages sep-
aration: every next lifecycle stage may start only after the document has been
signed, which certifies that the previous lifecycle stage is complete. Conversely, the
object-oriented model features intensive interaction between the lifecycle phases.
Moreover, there is a significant phase overlap between requirements analysis and
requirements specification, and sometimes also between analysis and design, which
generally refer to separate phases of the other lifecycle models.

Another important feature of the object-oriented model is its iterative nature.
Software product is produced in loops, which often allow returns to the previous
lifecycle phases. For example, the phase of object-oriented design often includes a
backtrack to the phase of object-oriented analysis. More specifically, analysis of
scenarios of product behavior is based on use case diagrams, which are deliverables
for product design stage.

Figure 9 shows that the design, analysis and specification phases, as well as
design and implementation, are closely related; moreover, returns to the previous
phases are possible.

What are the benefits of the object-oriented model? It fits well into the
state-of-the-art object-oriented approach to software development, which has been
adopted by a large number of industrial programing languages, such as C++, Java
and C#. Therefore, object-oriented model is widely used in the production of
mission-critical and large-scale systems. This is so because the object-oriented
approach allows scalable design of software products due to inheritance and
abstraction principles. Based on primitive classes, a small size product can scale up
to a large and a complex one.

However, there is a number of features of the object-oriented approach, resulting
from principles of inheritance and polymorphism, which may, in case of undisci-
plined development, lead to local crises in the design and implementation,
specifically for large-scale and mission-critical software systems. In particular,
concerning the use of inheritance, a bulky and complex class hierarchy may lead to
such a situation that, for instance, due to an inaccurate initial problem statement, the
system redesign will dramatically modify the entire class hierarchy. This is known
as the “fragile” base class problem; it requires complete hierarchy redesign,
including code updates for the topmost hierarchy classes that contain the high-level
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logic and the problem domain-specific features. For complex problem domains, it
may occur that the initial design does not scale up, and that a serious redesign of the
entire “fragile” hierarchy is required. This redesign usually results in significant
labor costs and product delivery delays. In this sense, such a potential benefit of the
object-oriented model as inheritance may result is a local software development
crisis.

Another potential source of a local crisis is the dynamic method call based on the
fundamental object-oriented concept of polymorphism. The object-oriented poly-
morphic functions are potentially powerful and resource efficient, as they can
uniformly handle heterogeneous parameters. However, these parameters are
instantiated only at runtime, which means that it is impossible to test the product for
all possible scenarios of the polymorphic function calls. This may result in
unpredictable and severe faults that usually lead to critical product malfunctions,
such as system crash, data loss, unexpected behavior with system hanging or
freezing, and so on.

Thus, the object-oriented model, based on a number of promising concepts, such
as inheritance and polymorphism, can degenerate into build-and-fix in large-scale
and mission-critical projects, especially under lack of development discipline and
organizational maturity. Conversely, well-disciplined and mature development and
persistent implementation of standards for coding, testing and documenting usually
help to avoid the local crises of the object-oriented model. Therewith, it becomes
clear that the root cause of the crisis in software product development is largely
dependent upon human-related factors.

5 Managing Lifecycles: Flexible Methodologies

In addition to lifecycle models, there is also a set of lifecycle approaches based on
the flexible methodologies such as Agile (Fig. 10), Scrum (Fig. 11), and eXtreme
Programming or XP (Fig. 12). Chapter 3 discusses these in more detail. Note that
the processes of the software development methodologies are parallel to the phases
of the lifecycle models. The methodologies, unlike the lifecycle models, are usually
applicable to the projects, which feature greater uncertainty, more risk, i.e. to crisis
conditions of software product development. The other aspect of the methodologies
is managerial; in addition to practices of software product development they also
include a number of project management techniques.

We have discussed a number of lifecycle models—build-and-fix, waterfall,
spiral, rapid prototyping, incremental, synchronize and stabilize, and
object-oriented—in terms of their applicability for crisis software development. The
build-and-fix model is usually suitable for crisis in case of product downsizing, as it
works well for small projects with a predictable development lifecycle. The
waterfall model is better applicable to large-scale and mission-critical systems.
However, waterfall projects require a disciplined management as they are
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document-driven. In case of crisis, due to one-pass development of the software it is
quite likely that the product does not meet the requirements of the customer.
Rapid prototyping, if used “as is”, may tempt developers to reuse a quickly
developed, untested, unreliable and undocumented prototype code as a product; this
imposes extra risk constraints for any crisis implementation. However, prototyping
potentially results in fast and economically efficient consensus on the customer
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requirements. Thus, we recommend using prototypes in crisis, in combination with
the other models, such as spiral or waterfall, to promote maintainability and early
return on investment.

The same considerations are applicable to the incremental model, as the product
can gradually update to meet the requirements of the customer. However, due to
evolutionary process of incremental product development, which requires an open
architecture, the model is hard to use with an innovative product as it can easily
degenerate into build-and-fix. Synchronize and stabilize model is risk-based and
potentially crisis-adaptive; however, it is very sensitive to specific and complex
testing technologies and tools. In case of crisis conditions, the spiral model is better
suitable for in-house projects, as it requires specific knowledge on risk assessment.
The object-oriented model provides iteration and parallelism; it also provides a
better resource flexibility and thus is essential for crisis conditions. However, under
a poor discipline the object-oriented projects are likely to degenerate into an
expensive and unpredictable build-and-fix lifecycle.

6 Optimizing the Lifecycle: Enhanced Spiral Methodology

Every lifecycle stage of the software system development can be optimized,
including requirement analysis, product specification, design, implementation,
maintenance and retirement. To optimize the lifecycle, i.e. to adapt it for crisis
conditions, a complex methodology is required. This section focus is the basic
outline of the optimization methodology for the product lifecycle, which includes a
set of models, methods, CASE tools and practices. The methodology is
process-based, and it has six stages, each of which produces certain deliverables in
terms of software product components and their connectors. At the most abstract
level, these are key concepts of the product and certain relationships between these
concepts. Next, high-level architectural modules and interfaces follow; these are
elaborated later on as classes and methods to access these classes. The lowest
abstraction level is for data objects and their relationships.

The optimization methodology for the software development lifecycle is based
on close integration of models, supporting methods and computer-aided tools. The
models for problem domain and computing environment are built on rigorous
formal theories [2-6]. The models for other lifecycle stages are more heuristic and
pragmatic. Therewith, the supporting development toolkit contains both traditional
CASE tools and the so-called “lower” level tools, which integrate the formal model
and the software product components.

The process diagram of the methodology for optimized software product
development is to a certain extent similar to the spiral lifecycle model (Fig. 13). The
methodology provides iterative bidirectional component-based development of
open, expandable heterogeneous software products in global environment; it sup-
ports data consistency and integrity control. Heterogeneity involves architectural
and structural aspects. The architectural heterogeneity means that the methodology
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Fig. 13 Process diagram of the software development lifecycle

allows for integration of the modules or software subsystems, which are based on
different architectures, such as mainframes, file servers, client servers and clouds.
The structural heterogeneity means that the methodology allows for integration of
the modules or software subsystems, which manage different kinds of data objects,
such as relational databases, audio and video data and scanned documents.

During the software development lifecycle, the components of the heteroge-
neous software systems are transformed from problem domain concepts to formal
model data entities. Further, by means of the software toolkit, which includes
ConceptModeller [7] and content management system [8—10], the product is
transformed into a complex semantic network and object-oriented warehouses
managed by an abstract machine and represented by a virtual machine at the CASE
level. Finally, we arrive to a well-formed layout of software product component
interfaces managed by an internet portal superstructure. The development levels are
elaborated in terms of entities, relationships, languages for content definition and
management, and software tools.
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A family of the formal object models for data representation and management
supports the methodology for software development lifecycle. These models
incorporate fundamental methods of finite sequences, variable domains, semantic
networks and other theories [10-14].

The methodology for software development lifecycle provides the following
features:

(i) Rigorous object models of heterogeneous software products, their elements
and families, and their environments;

(i) Integration of formal models, industry-standard technologies and CASE tools
for software development by means of the innovative “middleware” tools.

Both advantages were implemented for representation and management of the
integrated data and metadata.

Currently, the focus of mathematical and conceptual modeling, analysis and
design of the software products shifts the lifecycle paradigm of the software
development from object-oriented to pure object approach, i.e. from IT to com-
puting. Computing is a relatively new research area; it models complex, hetero-
geneous, changeable and interactive problem domains in terms of objects and their
environment [10].

7 Organizing the Lifecycle: Sequential Elaboration

The major purpose of the methodology is multi-factor optimization of the model for
software development lifecycle, which, in crisis, is mission-critical for both product
quality and project success. The key optimization factors for the software devel-
opment lifecycle are: time, budget, requirements conformance and quality attri-
butes, such as product performance, maintainability, security and the like.

Therewith, specific features of our understanding of the term “optimization” are
the following ones. First, we do not mean optimization in common mathematically
rigorous terms; instead, we select the best (or sometimes even a good enough)
option out of a finite number of discrete values rather than a maximum of a
continuous function. Second, the priority of the factors is dependent on the software
project scale and scope. Third, the optimization factors are typically measurable
and have certain metrics, such as number of code lines and defect removal rate. For
each possible software solution, we can calculate the scenario-dependent opti-
mization parameter values based on the above metrics and certain priorities. The
resulting indicative values make the basis for better justified project management
decisions, which include project plan estimates.

Naturally, in case of crisis, especially for mission-critical, large-scale, complex
and heterogeneous products, it seems reasonable to use the above lifecycle
methodology for data representation and management at the analysis and concep-
tual design stages.
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We developed visual CASE tools to support the formal models for data repre-
sentation and management and the processes of the product lifecycle phases, such
as analysis, design, implementation, integration and maintenance. Specific work-
flow management tools based on document management system support the life-
cycle processes for the product development. For each lifecycle phase of the
product development, depending on the lifecycle model type and on the project
scale and scope, these workflow management tools assist in generation and pro-
cessing of certain document types, such as project plan, requirements checklist and
unit test report.

Since the book is aimed at crisis management of the lifecycle processes for
software product development, let us limit our scope to the overview of the
methodology, i.e. models, metrics, methods, and tools, and focus on certain
examples; the methodology itself is covered in more details in [9, 10, 15].

During the requirement analysis phase, optimization often results in generating
requirements checklist, which is a simplified and less formal document, than the
detailed product specification. However, irrespective of the type of the specification
document, it should contain the lifecycle model chosen for the product develop-
ment. The lifecycle model is a global parameter, which critically influences the
product development plan.

The product development process is a sequential elaboration of the functional
specification for the software product. In the above case, the product conceptual
model is instantiated to obtain a more detailed product specification, which is
elaborated later in the lifecycle. Further, we implement the architecture of the
databases and other subsystems, which make the software product. In crisis, the
software development lifecycle for mission-critical, large-scale, heterogeneous
products is usually iterative, evolutionary and incremental, and every iteration
provides further elaboration of the product functions (Fig. 13). In essence, the
process outline is an improved spiral lifecycle model of software product devel-
opment. However, in a number of cases, this process outline is elaborated
depending on the product scale and scope or on the “project triangle” crisis opti-
mization in terms of time, budget and functions. For instance, such a crisis opti-
mization may result in the lifecycle reduced to a waterfall, where the software
development is limited to a single pass through all of the lifecycle phases, or even to
a build-and-fix model with incomplete lifecycle and simplified product
documentation.

The further product lifecycle is optimized and elaborated in terms of system
architecture, key technologies and development environment, which includes
CASE tools and programming languages. The lifecycle optimization and elabora-
tion process also addresses the existing software environment. The product
developed should have certain quality attributes; for instance, it should be pre-
dictable, reliable, maintainable and, ideally, reusable.

In crisis, it is critically important to keep in mind that the lifecycle phase impact
into the project economics is uneven. For example, the maintenance phase is the most
expensive and challenging; it requires over 60 % of project time and budget [16].
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Consequently, maintenance phase planning should be very accurate. However,
coding contribution into the product lifecycle expenses is minimal. Consequently,
coding planning should not usually take a long time. A well-justified combination of
the software development methods and tools is essential for low-cost crisis
development.

In certain cases, such as test termination after reaching a satisfactory error
threshold, it is the project manager who makes the decision; however, the other
cases, such as software retirement, usually require multi-side project evaluation.

Object-based approaches to software development often help to create interac-
tive, distributed, open and expandable software products; they range from classical
object-oriented to active objects and “pure” objects. As we know, according to the
object-based approaches, the lifecycle phases of product development are flexible
and have dynamically adaptive borderlines. However, even in crisis conditions, the
object-based approaches require a disciplined management based on quantitative
software engineering metrics and processes.

CASE tools help to validate the software in order to meet product specifications;
they are often based on rigorous mathematical foundations, such as reliability
statistical analysis and formal logics. Such CASE tools require a moderate level of
mathematical training as they are typically designed for analysts and developers of a
medium qualification level.

In crisis, essential preconditions of a product success include frequent functional
prioritizing and sequential incremental elaboration.

Project specifications should be rigorous, logically correct and consistent,
non-contradictory, complete in critical functional coverage, and transparently
traceable.

For each lifecycle phase, software engineering requires rigorous and disciplined
processes for the product development; clients and developers should strictly follow
them. In crisis, developers should also follow development and documentation
standards; otherwise, product development is at risk of becoming an unmanageable
informal anarchy with an unpredictable result. That is why we suggest a method-
ology as a set of interrelated processes, methods and tools, which guides devel-
opment of a requirement-matching, maintainable and high quality software even
under such crisis challenges as changeable requirements, “on the fly” budget
adjustments and other similar uncertainties.

The lifecycle optimization methodology is based on a thoroughly selected and
tested set of models, software engineering methods and tools; it has been practically
approved for developing large-scale, complex, heterogeneous and distributed
software products.

The implementations of the methodology embraced a number of enterprises,
such as ITERA International Group of Companies, including nearly 150 companies
of over 20 countries and over 10,000 employees, the Institute of Control Problems
of Russian Academy of Science, Russian Ministry for Industry and Energy, and a
few others [17, 18].
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8 Conclusion

In this chapter, we discussed certain lifecycle models of software development.
These were build-and-fix, waterfall, incremental, object-oriented, spiral and a few
others.

We also presented a more detailed description of the lifecycle models application
to software development. We compared benefits and shortcomings of the models
discussed. Some of the models that we discussed were one-pass and straightfor-
ward, others required a number of iterations. One key conclusion that we made was
that there was no “silver bullet”, i.e. a universal lifecycle model, equally applicable
to any software product. That is why the lifecycle model choice was dependent
upon product size and scope, and each project required a unique combination of
features. In crisis, we recommended to combine prototyping with any of the other
models discussed in order to achieve a common understanding of the key product
features and to reduce project risks. The lifecycle model choice determined project
economics, time to market, product quality and overall project success.

Another major takeaway we made is that the product success essentially
depended on a number of human-related factors, which included vision of the
critical product functions, transparent communication, feedback and a few others.
We cover these human-related factors in more detail in Chap. 5.

We also analyzed applicability of the lifecycle models to large-scale,
mission-critical software systems, especially in a crisis.

Finally, we introduced a methodology, which included a spiral-like lifecycle and
a set of formal models and visual CASE tools for software product development.
The methodology was designed to optimize the software product lifecycle. This is
mission-critical in crisis; we cover the implementations in more details in Chap. 4.

The methodology was applied to large-scale, complex software products and to
heterogeneous environments. In the next chapter, we present more details on the
product development methodologies in terms of processes, roles and artifacts.
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Chapter 3
Software Methodologies: Are Our
Processes Crisis-Agile?

Abstract In this chapter, we discuss software development methodologies. These
are adaptive process frameworks adjustable to software product size and scope.
They usually include a set of methods, principles and techniques, and software
development tools. Each of the methodologies can implement any of the lifecycle
models. We discuss the difference between formal and agile methodologies. The
formal methodologies include more artifacts; they have a rich set of complex
processes, which include larger workflows and smaller activities. For each activity,
every role assigned to it produces a deliverable. In crisis conditions, such as hardly
formalizable problems, rapidly changing requirements and other uncertainties, agile
methodologies, which are more adaptive and flexible in terms of artifacts, are
applicable. The agile methodologies rely on self-disciplined and self-manageable
teams, and consequently they are more constrained in terms of human-related
factors. Similar to lifecycle models, there is no “silver bullet” in software devel-
opment methodologies. Due to rigorous processes and more artifacts, formal
methodologies are suitable for large-scale product development. Agile method-
ologies require special techniques and high level of discipline; otherwise, they can
likely result in a low quality of software production.

Keywords Software development methodology - Formal methodology - Agile
methodology

1 Introduction

The previous chapters introduced lifecycle models for software product develop-
ment. In this chapter, we discuss a few software development methodologies. These
are adaptive process frameworks adjustable to software product size and scope; they
include a set of methods, best practices and tools.

Each of the methodologies that we will discuss can implement any of the life-
cycle models introduced in the previous chapters. However, some of the method-
ologies are more formal in terms of development process and product artifacts,
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while others are more flexible. In crisis conditions, which are usually more
uncertain, agile methodologies are applicable. They usually require fewer product
artifacts; however, disciplined team development is mission-critical.

Similar to lifecycle models, there is no “silver bullet” in software development
methodologies. The formal methodologies are suitable for mission-critical and
large-scale applications. The agile ones are often more crisis-resistant; however, in
case of undisciplined development they may degrade into build-and-fix lifecycle
and low quality software.

This chapter is organized as follows. Section 2 presents an overview of process
frameworks of the software development methodologies. Section 3 presents the key
features of Rational Unified Process methodology. Section 4 describes the
Microsoft Solution Framework methodology. Section 5 provides an overview of
the flexible methodologies, which are often mission-critical in crisis. The conclu-
sion summarizes the results of the chapter.

2 Methodologies: Flexible Process Frameworks

The previous chapter described the lifecycle model of software systems, the main
stages of their development, from a conceptual idea, through requirements speci-
fication, design, implementation, and maintenance or support to retirement. We
discussed how these steps are performed in case of certain lifecycle models. Some
of the models, such as object-oriented, include all of the lifecycle steps, while the
others, such as build-and fix, do not. There are certain models based on linear
sequence of phase changes, such as waterfall, while the others, such as
object-oriented or spiral, support certain cyclic or iterative lifecycle processes.
Some models, such as object-oriented, allow parallel or concurrent execution of
some lifecycle stages, for instance, analysis and design. There are dependent life-
cycle models such as rapid prototyping; therewith, it is often reasonable to combine
rapid prototyping with the other lifecycle models, such as spiral or waterfall. Such
combinations often help to significantly save the implementation time and costs,
and to avoid severe design errors, as this helps to demonstrate the functionality of
the software product in its early stages, such as analysis, preliminary design and
requirements specification. Moreover, rapid prototyping helps to establish and
maintain better interaction with the customer, since it makes easier to determine the
mutually beneficial direction of product development and to verify that both parties
understand the product features similarly. For the above reasons, the lifecycle
model of rapid prototyping is especially valuable as a crisis management solution
for software product development [1].

Let us consider methodologies. They are a parallel dimension to the lifecycle
models; the methodologies assist in software product development of
mission-critical systems [2—6]. Usually, a methodology means a set of techniques,
models, methods and tools. Here, it will also mean a set of best practices for
software development. Within a software development methodology, we can
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seldom find rigorous mathematical models other that these used for economic
evaluation and feasibility study of the project. A number of approaches, especially
in case of agile methodologies, such as Scrum or Agile, suggests a flexible set of
customizable best practices, i.e. practical methods for software systems develop-
ment. Therefore, it is often meaningless to consider a methodology as a purely
theoretical research subject. In this respect, many of the above considerations on the
lifecycle models for software systems development are applicable to the method-
ologies in case we include the best practices and certain classes of tools into the
scope of our discussion.

In our view, a software development methodology is a parallel direction in
relation to a lifecycle model. We have already mentioned the differences in lifecycle
for software products and software projects; our focus is the products.
A methodology is useful as a process framework and a set of practices for efficient
software product (and project) development, including mission-critical applications
and crisis conditions. Therewith, the methodologies that we are going to discuss can
support various lifecycle models. For example, the Rational Unified Process
(RUP) methodology can use either waterfall or spiral lifecycle as a basis. The other
large-scale methodology that we are going to discuss, the Microsoft Solution
Framework (MSF), also supports a number of lifecycle models. In terms of software
systems development and the lifecycle stages, a methodology is a less formal
approach than a model. It is often possible to scale a methodology up or down,
since it is a framework, which depends on the size and scope of the software
product. For example, Rational Unified Process initially intended for large-scale
software development can scale, i.e. it can use more or less detailed development
plan, processes and deliverables. Similarly, for the Microsoft Solution Framework
there are more flexible implementations (often called MSF Agile) and more detailed
ones (often called MSF Formal). An adequate size-to-deliverable ratio for
methodologies and size-to-phase ratio for models is the key to crisis management of
software product development.

According to the product size and scope, there are certain methodologies that are
initially designed to build large-scale and mission-critical systems. We can call
them large-scale, heavy, or formal. These are somewhat similar to the full-scale
lifecycle models, which embrace the entire lifecycle and produce elaborate product
documentation. However, each of these large-scale methodologies being a frame-
work of principles, best practices, processes and deliverables, allows for a down-
sized implementation of software systems development. Additionally, there is a
number of more flexible methodologies, which are suboptimal for large-scale and
mission-critical software products, and which are designed to accommodate crisis
conditions, such as high risks, requirements fluctuation and high uncertainty. The
large-scale methodologies as process frameworks can support all the stages of the
lifecycle models, such as the above-mentioned waterfall or any of the iterative
patterns [7]. The large-scale methodologies are RUP and MSF. RUP is the standard
of IBM, and MSF is the Microsoft standard. Interestingly, the MSF methodology
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originated from the synchronize and stabilize lifecycle model [8]. The MSF
methodology is complex and agile at the same time; it supports multiple and highly
scalable software development teams.

Potential benefits of MSF for crisis management result from a certain level of
equality of the project team members, and clearly distinct personal responsibilities
at the same time. Such team organization allows for scalability and crisis agility
even in case of team of teams. In crisis, certain project team roles may overlap
according to the trade-off matrix of roles. For example, project manager and product
manager are typically different people; however, it is possible to combine their
responsibilities for a small project or a local crisis. Likewise, some other role
combinations are possible.

Common vision is another potentially promising concept of MSF, especially in
crisis. Vision is an original idea, clear yet informal, of the fundamental differences
and customer values for the future software product as compared to the existing
ones, and its benefits after the implementation. A distorted vision can easily cause
chaotic development and local crisis; however, sharing common vision through
open communication is often a remedy for the crisis. The progress of software
development is sequential elaboration of the software product, and, of course, the
vision is the most abstract representation of it. Before the product development
based on this representation actually starts, the developer side needs a high-level,
and, later on, a more detailed document that describes the product specifications.
A better common vision for the project team promotes more accurate product
specifications. As soon as the project team is formed, the project schedule is
developed. This includes roles and their activities for each product development
stage. The project plan also includes the key activities duration, the primary control
points, i.e. milestones, and the results at each stage of the product development, i.e.
deliverables. After the planning phase, the development phase starts. In crisis, it is
very important to detect the project activities and the product deliverables, which lie
on the critical path in terms of resources including labor, timeframe and quality. It is
equally important to ensure that the shared project deliverables will provide oper-
ational quality within the milestones set, at least for the mission-critical functions.

Often, a project team is recruited for the only project. Thereafter, it often hap-
pens that the product operates independently from the development team, as the
maintenance team is different. That is why product documentation quality is criti-
cally important as it ensures continuous operation of the entire product line, such as
Microsoft Windows, Office applications, and so on.

MSF as a methodology embraces not only lifecycle of a software system, but
also the methods and techniques of software product and project development,
including processes and roles in the project, responsibilities and deliverables,
communication and teamwork, and project documentation.

Concerning agile methodologies, we are going to discuss Scrum, Agile and
eXtreme Programming (XP). These are sets of best practices, i.e. recommendations
for crisis management of software product development under high uncertainties
and risks. Given the budget and timeframe, the aim of the agile methodologies is to
develop the product of a certain quality level, or to cancel development if this is
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impossible. As in case of the lifecycle models, we will also describe the advantages
and disadvantages of the software development methodologies.

Overall, the methodologies are practically oriented approaches focused on cost
optimization. However, optimization in this context does not use a rigorous
mathematical model, although the methodologies use certain product metrics to
monitor, evaluate and plan the product development. Since there is no clear way to
develop a mathematical model of software development with these methodologies,
it is not entirely correct to say that they result in the optimal solution. However,
with the help of processes and metrics the developers can reach sufficiently good
and justified project decisions, which is still suboptimal in a mathematical sense.

3 Rational Process: Managing Mission-Critical
Development

Let us discuss the Rational Unified Process methodology, or RUP. It was developed
by Rational and inherited by IBM [9]. Currently, the product line of Rational CASE
tools supports RUP; it covers all phases of the software product lifecycle. The
product line includes over 10 tools for software design and project management,
and a set of development and support tools for testing, implementation and
maintenance. The tools interact with each other; they support RUP processes for the
entire software product lifecycle.

In general, RUP is an iterative process methodology, which supports sequential
elaboration of the product under such software development models as spiral or
incremental. Risk assessment is an important component of RUP; in fact, this holds
true for all above-mentioned methodologies, specifically agile ones. RUP is
architecture-centric, i.e. the focus of the product development is the architecture and
high-level design. Another key feature of RUP is use case diagrams; these are a part
of UML standard supported by most CASE tools, they correspond to preliminary
design stage of the software product lifecycle [10]. Further in the development
lifecycle, use case scenarios instantiate the use case diagrams. For example, there
are at least two scenarios even for a trivial use case, which include such roles as the
user and the system, and represent a system login; these are a successful and an
unsuccessful login attempts. Scenarios usually describe all possible instances of the
use cases thus making software product predictable and usable, and helping to
avoid local crises of unstable (and often undocumented) product behavior.

RUP and MSF contain a set of well-defined and structured software develop-
ment processes. RUP development cycle includes four main stages; MSF generally
includes four similar stages, plus stabilization. RUP and MSF are suitable for
production of large-scale, mission-critical, component-based software systems. For
scalability, RUP and MSF define multi-level processes of interaction between the
project team roles; each low-level process stage has a deliverable, i.e. a software
product artifact.
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Fig. 1 RUP: stages

The four stages of RUP are inception, elaboration, construction, and transition
(Fig. 1). Each stage can repeat several times (typically, at least three); these repe-
titions are called iterations.

The first stage of RUP is called inception; it includes the product concept,
high-level system requirements and feasibility analysis in terms of time and cost. Of
course, detailed design stage takes place later on; a requirements document at the
inception stage describes the key functional requirements and constraints for the
product. This requirements document at the inception stage also presents an
overview of the project plan; this includes a list of the major project constraints in
terms of timeframe and budget.

Milestone is an important concept of the inception stage. This is a key step
required to complete the project; each milestone has a clear termination condition
based on the deliverables, i.e. the documents to be produced before the milestone is
reached. As soon as the deliverables, such as product concept, high-level product
requirements and the draft project plan are complete, the inception phase is over,
and elaboration stage starts.

Elaboration stage of RUP includes detailed design activities. Inception stage
usually answers the question: “What is the product?” Elaboration stage typically
addresses the question: “How do we build the product?” Elaboration stage delivers
the architecture of the product; it describes which components will the product
have, and how will they interact. From the perspective of software architecture,
elaboration decides whether the product will include two or three tiers, what kind of
a database will it use, and so on. In addition, detailed requirement specification is
produced [11]. For example, in case of object-oriented lifecycle model, the deliv-
erables will include complete list of all software product classes together with their
signatures (i.e. names, types, and access modifiers for the attributes and methods),
local and global variables, methods that will interact with the neighboring classes,
and detailed algorithms and data structures [12].

As soon as the above deliverables are produced and detailed design is over, the
third stage of RUP begins, which is construction. Construction stage includes
product implementation, unit testing, integration and product testing. After the
construction stage, the product is accepted and transferred to the customer. The final
milestone of the construction stage is the product review, which ensures that the
product meets customer requirements, and it is able to pass all acceptance tests at
the client’s site with the actual hardware, software and data. As soon as construction
is over, transition stage starts.
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Each of above stages may include a different number of iterations. Iterations, in
their turn, are subdivided into activities, each of which is a relatively small isolated
task with clear exit criteria. Each stage, such as construction or elaboration, can
have several iterations; elaboration iteration will result in product redesign, and
construction iteration will result in final readjustment before delivery [13].
Naturally, each iteration uses metrics and thresholds to control deliverables quality
and to manage software production processes. For each iteration, there are work-
flow processes, which include the key phases of software product lifecycle, such as
analysis, requirements specification, design, testing, and so on. Similarly, each
stage, such as inception, elaboration, construction and transition, may have several
iterations. Each iteration, in its turn, usually includes a number of activities for
several workflows.

We have already mentioned that the RUP methodology supports iterative and
single-pass models, such as waterfall.

The waterfall lifecycle can be used with RUP in case of an approach somewhat
similar to the incremental model. Suppose that a software product has a stable
upgrade path and enables smooth functionality increase. For each RUP stage, we
can use a waterfall-like approach. Each waterfall phase can use multiple iterations
and prototyping. We may link the waterfall phase deliverables, such as conceptual,
preliminary and detailed design documents, and the like, to each of the RUP stages.

Thus, a combination of waterfall lifecycle and RUP methodology is possible in
case of iterative development application inside each of the waterfall phases and
RUP stages. The waterfall lifecycle is a single pass, so it is no longer possible to
make functional changes in the construction stage. The business and technological
constraints are: predictable path of product development, clear definition of the
functional requirements for the new release of the software product, and a sufficient
project team experience in the problem domain and technologies of the product
design and implementation [14].

An alternative RUP process may be based on the incremental lifecycle. This
prescribes prototyping conceptual design at the first stage in order to verify the
basic functionality. The second stage is the architectural design. The next stages,
development and transfer, usually include a few iterations. With incremental life-
cycle, it is required to define the number of releases, the number of iterations for
each software product release, and the functionality for each release. To construct
software product by gradually improving its functionality, there should be an open
architecture and a predictable sequence of software upgrades from the previous
releases to the next ones.

The RUP process framework includes so-called best practices; it can adapt to
match a number of lifecycle models, such as waterfall, incremental, spiral, and
evolutionary. However, a choice of a particular subset of these best practices often
results in incorrect development framework, though the developers have the illusion
that they use the methodology as prescribed. The best practices are designed to
work together. One of the RUP best practices is iterative development. Complete
product development in a single pass is usually not required. Product development
happens in iterations; it includes requirement specification, architecture, detailed
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design and implementation, testing, integration, and transition. In each iteration,
requirements are reviewed and adjusted. A general architectural requirement is a
component-based architecture. This is essential for large-scale and mission-critical
systems as they represent a set of interacting modules, each of which is designed to
solve a relatively independent task. Component approach helps to design systems
with minimal interaction of the components; this promotes interoperability and
maintainability. Thus, any maintenance adjustment influences a single component
or a small number of adjacent components. Even a large-scale system change
usually requires a relatively small amount of labor and does not critically influence
efficiency in terms of quality attributes; this is essential in crisis.

RUP usually requires visual CASE tools for modeling and design. Visual nature
of tools is a requirement, because RUP uses UML notation with rigorous diagrams
and graphic artifacts, such as classes, use cases and so on. These diagrams and
graphic artifacts make the language for project management and product design in
each iteration of every stage. In crisis, it is critically important to communicate in
terms of the uniform UML notation supported by standard CASE tools; this pro-
vides a common interface for architecture design, code generation, system inte-
gration, unit testing, and other software development activities. Another essential
requirement for RUP is continuous product quality and change management; this is
also critical in crisis.

The RUP structure includes processes, roles and artifacts, which are the deliv-
erables developed in each stage (Fig. 2). RUP uses a series of manuals, templates
and instructions that guide the product development processes. For Rational CASE
tools, there are design manuals, which include the templates for the product artifacts
development.

Role Activities
N
Designer Use-case analysis  Use-case design
. /
Artifacts___ X responsible for

Use-case development

Fig. 2 RUP structure: roles, activities, artifacts
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Fig. 3 RUP structure: manuals, patterns, manuals

RUP also describes the working processes and their details in terms of activity
diagrams and process manuals (Fig. 3). RUP focuses on continuous risk monitoring
and feedback, critical risks management, requirements conformance, change
management, architecture-based development, component design, teamwork and
quality management.

RUP can adapt to sequential and iterative lifecycle models, such as waterfall,
evolutionary, incremental and spiral. RUP is scalable in terms of artifacts, activities,
and roles; it can be more or less formal (Fig. 4). Therefore, we can say that RUP has
certain crisis agility, and that RUP becomes “light” or “heavy”’/formal depending on
product size. Perhaps, RUP is less applicable for very small products, because it
often requires significant labor costs and expensive CASE tools. In crisis, RUP may
become inefficient for small-scale products: it generally requires overhead costs
associated with the detailed product documentation, staff training and risk assess-
ment. However, RUP as a formal approach is critically important for medium and
larger products, which usually exceed 100 KLOC:; its artifacts are well-defined, and
the processes are formal and document-driven. For crisis agility, we recommend a
less formal RUP and prototyping.
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4 The Microsoft Way: From Formal to Agile

Another approach, which is also scalable in terms of product size, is the Microsoft
Solution Framework, or MSF; it originated from the synchronize and stabilize
lifecycle model. However, MSF also includes a set of best practices, i.e. recom-
mendations for software product development, according to a certain set of roles
and stages. Similarly to RUP, MSF is a framework, i.e. it includes a customizable
and flexible set of multi-level processes and recommendations for software product
development. Currently, MSF supports a number of lifecycle models rather than the
only synchronize and stabilize model.

The basis for MSF is a large and versatile 20-year experience of the Microsoft
Corporation in software product development, which includes global distribution,
millions of customers, and such products as Windows operating system and Office
applications. Importantly for us, the basis for MSF is not only successful projects,
but also a number of challenging ones. MSF uses a set of Microsoft products for
project management and software development, which includes such CASE tools as
Visual Studio, Project Server and SharePoint. MSF supports projects of different
scale; it is flexible and adaptive. Therewith, the approach is extremely interesting
for crisis management of software product development.

RUP and MSF are process-based frameworks. Similar to RUP, MSF supports
not only large-scale but also smaller scale products; it has two distinct process
frameworks, Formal and Agile, for the former and latter ones. The other similarity
to RUP is that MSF supports a number of visual CASE tools for design, imple-
mentation, testing and maintenance, i.e. for the entire software product lifecycle.
Microsoft Operation Framework is an add-on to MSF; it supports software product
maintenance.
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The key MSF CASE tool is Visual Studio; it supports visual development of
components or assemblies written in different programming languages. Visual
Studio provides a universal storage for project metadata; it facilitates team devel-
opment, service-based software production and secure component design, where
unique digital signatures guard each of the assemblies.

Let us consider the basic elements of MSF; they are similar to that of RUP,
however, there are some notable distinctions. MSF suggests a more team-focused
methodology than RUP; along with the development process framework, it sup-
ports a scalable approach for software product teamwork. Microsoft has a vast
experience of software project management, including a number of development
and support centers, and the largest knowledge base for beta testers and end users
assistance.

MSF includes a number of documents that define the processes for project
management, including policies for the key roles, such as project manager and
product manager, risk management plans and mitigation procedures using the
contradiction management matrix, to name a few. Additionally, MSF includes a set
of practical recommendations for the two particular instances of its general
framework, Agile and Formal. Each of the two instances, Agile and Formal, has its
own specific features; however, they both focus on team development, clear sep-
aration of concerns in roles, and transparent communication. In contrast to RUP and
some other methodologies, MSF assumes a relative equality of the project roles in
terms of communication. For instance, a junior developer’s opinion is always
considered along with the project manager’s one. Opinions of all project team
members are taken into account.

The general framework of MSF process workflows and activities, which are
smaller process steps of the workflows, is somewhat similar to RUP. However,
MSF features specific reports related to the deliverables for the work items, i.e. the
tasks within an activity. Each task has a number of states, and the task report
usually features a checklist, which indicates the degree of completion of the task.
The Formal instance of MSF includes a larger number of artifacts, documents, and a
larger set of roles; it is more suitable for development of large-scale and
mission-critical software products.

Table 1 shows the relationships between the key MSF elements and the prin-
ciples that underlie the methodology. MSF is process-oriented and risk-driven.
Detection and monitoring of key risk factors are important practices. MSF rec-
ommends building databases that store risk assessment results. Another important
item is the knowledge accumulated in previous projects. The postmortem reports
written after each stage of the process are stored in the forecast database for the
future projects.

The best practices of MSF instantiate the key ideas of teamwork, knowledge
acquisition and analysis, risk assessment, and flexibility. These best practices
include partnership with the client and transparent communication. Transparent
communication is critically important for a crisis project: poor communication often
results in misinterpreting or misunderstanding of the information, which may lead
to a local crisis. The project team needs to communicate in order to share the
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Table 1 MSF elements and their relations

Basic principle Model or Key concept Pre-tested practice Recommendations
discipline
Learn by any Process Desire to learn | Post-phase review External trainer
experience model participates
Take care—wait | Risk Continuous Detecting and Creating database
for changes management | risk evaluation | monitoring risk on risks
factors

conceptual framework, to establish common vision and to understand the ultimate
goal of the software product. Other best practices suggest maintaining quality,
flexibility, proactive adaptability to changes in functional requirements and con-
straints, and creating value. One of the MSF key concepts is a deliverable, i.e. any
measurable project artifact, which is a result of any project task, work item or
activity.

MSF team has a number of key roles, which include clearly separated respon-
sibilities. However, some roles may overlap in terms of certain individuals par-
ticipation in the project. For instance, MSF allows combining the roles of project
manager and product manager. Certain combinations are possible (though not
recommended), while the others are not. MSF usually represents the recommen-
dations for combining roles in the form of a matrix, which is often helpful for team
optimization in crisis (see Fig. 6).

Figure 5 represents MSF team in terms of disciplines or knowledge areas. These
include program management, product management, user experience, architectural
design and maintenance.

The MSF project team is the team of equal, that is, everyone is equally welcome
to contribute to project success. However, transparent communication and clearly
separated responsibilities for each role are also critically important. When it comes
to the quality of the product as a whole, MSF encourages open communication, and
each team member is equally responsible for his or her part of the result. Depending
on the deliverables, each role has clear metrics of quality control. In fact, the
progress of the project depends on a well-balanced analysis of the contribution of
each team member. In order to ensure accurate, balanced product development, to
prevent and compensate for the crisis consequences arising from errors, inconsis-
tencies or uncertainties, the team has to take into account every significant aspect of
the future product. Therefore, each team member has an equal right to vote and
contribute. For crisis product development, a very important MSF principle is
agility, which means that the process framework is scalable in terms of the number
of team members, their functional roles, constraints, areas of knowledge and
deliverables. In certain crisis cases, a project team can be subdivided into a number
of smaller teams; this makes MSF dynamically resizable, adaptive and more effi-
cient in terms of communication.
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Role is a central concept in MSF. Each role carries out certain activities that
make action sequences, or workflows. An activity may include several tasks; these
are even smaller project fragments with clear deadlines and measurable deliver-
ables. An activity may result in a (partial) product, and it may require another partial
product as an input. Certain activities can be concurrent; this is similar to product
development phases of the object-oriented lifecycle model. A typical deliverable for
an activity is a document, such as a table, a graph, a diagram, a text of a manual and
so on. The main knowledge areas, which form the project roles, are architecture,
product management, development, testing and maintenance.

Figure 6 shows the matrix of possible roles combinations, which illustrates MSF
project team scalability. For instance, it is possible to combine certain roles, such as
product manager and project manager; however, the matrix does not recommend
this combination. Thus, an MSF project team can combine certain roles; this helps
to optimize the team size in case of crisis.

Like RUP, MSF is process-based, and the phases of the two methodologies are
similar. For instance, inception stage of RUP corresponds to vision stage of MSF,
since they both contain the key idea of the product scope. The process models of
RUP and MSF support iterative elaboration of the product and construction of
several sequential releases. Each release produces an operational product; however,
it may be functionally incomplete.

The exit criteria for MSF vision stage is setting of the scope, i.e. conceptual
design constraints that delimit the core functionality of the software product. The
scope includes the problem that the product should solve and its functional limits; it
also defines key functions for further releases. The next stages are project planning
and product development; they correspond to elaboration and construction in
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Fig. 6 Matrix of MSF role compatibility

RUP. Each stage has a milestone, where the exit criteria are checked, and the results
are compared against the estimated constraints and documented requirements. Once
the planning is complete, development starts. The stage that follows development is
specific for MSF, and this is stabilization (Fig. 7). Since MSF basis is the syn-
chronize and stabilize lifecycle model, release stabilization is an essential part of the
methodology. To verify that the release operates in a sustainable and reliable
manner, it is tested as prescribed by the process and metrics.

After MSF release stabilization, the transfer occurs; this corresponds to RUP
transition process. Upon MSF product transfer, the deployment stage begins. In
case of poor discipline, which can be a source of a local crisis, MSF stabilization
stage may result in a significant waste of time and labor. MSF stabilization includes
a number of complex processes, so it is seldom used outside Microsoft. Generally,
MSF is similar to RUP, as it is process-based, iterative, and has similar stages.

Under MSF, the project timeline is divided into separate stages with clear
milestones and deliverables. The exit criteria for each milestone is based on product
development metrics. After each release of the iterative development cycle, the
product functionality is elaborated. The MSF best practices are proven techniques,
which were developed and approved in a large number of previous projects. To scale
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up for a large product development, relatively small teams are combined into bigger
ones. Every function of a release is assigned to a certain part of the team; however,
responsibility for each deliverable is strictly personal. The team members share open
communication and equal rights. To meet a changeable product scope, MSF allows
combining certain roles. The contradiction management matrix adaptively defines
optimization priorities based on risks, resources and functionality.

5 Flexible Methodologies: Adding Crisis Agility

In crisis conditions, more responsive and adaptive techniques and practices than
formal RUP and MSF are sometimes required. These are called agile; they include
Scrum, Extreme Programming (XP), specifically Agile, and a few others. Agile
methodologies require high level of software development discipline and a number
of “soft” skills, such as teamwork, communications, negotiations, to name a few.
The clear trade-off, however, is that the developers often have to sacrifice certain
software product artifacts and a number of deliverables in favor of agility, i.e. crisis
adaptability. Agile methodologies are risk-focused and iterative; they typically
require a few incremental releases, each of which contains several brisk iterations.
The agile documentation artifacts are often simplified to product backlog (i.e.
prioritized list of activities) and user stories, each of which is a small paper card
with a one-sentence description of a high-level functional requirement. Due to lack
of resources, agile development teams often use oral communication. The client is
usually an active participant of any agile development process. In agile, the client
sets the critical functional requirements to be implemented first, and monitors
product quality. The agile process facilitator is not a project manager; he or she has
no administrative power to control the development. An agile team is
self-manageable; this requires a disciplined product development, a high level of
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self-confidence and strict following commitments [15]. Besides user stories, agile
project artifacts usually include backlog and “earned value” progress diagrams;
there are simple standards for product documentation. The features of agile
methodologies are: transparent communication; simple practices, standards and
artifacts; adaptive self-managed team that cooperatively creates value; daily
teambuilding through meetings, and active client participation [16]. The planning is
transparent, no problems are hidden in agile, and every team member assists in their
solution; no overtime is allowed. In agile, testing often precedes coding to ensure
defect prevention and early detection. Agile methodologies prescribe prototyping
for risk management.

Historically, Scrum was the first agile methodology to appear [16]. Scrum was
intended for hard-to-formalize problem domains and rapidly changing require-
ments. A formal methodology, such as RUP or MSF, would require a certain
amount of time and effort to produce the deliverables and to follow the processes;
however, in crisis the requirements were likely to change long before the product
delivery. Adaptive teamwork is a key success factor of any agile methodology.
Since Scrum originated from movie industry, certain terms for processes, mile-
stones and deliverables were also inherited. The Scrum development stages are:
pre-play, play (including product review and correction) and post-play; they cor-
respond to planning/design, implementation and postmortem/wrap-up before the
product transfer. “Scene shot” means release done. The live “backlog” contains
prioritized activities for the current “sprint”, or iteration, which usually takes one
week only. A short daily meeting helps in risk assessment and backlog prioritiza-
tion, so that mission-critical functions come first. The name for the process facil-
itator is Scrum master; he or she is usually the most experienced team member in
terms of specific techniques and processes.

Another agile methodology, XP, started from automobile production manage-
ment and was later applied to software development by Beck [17]. The values of XP
are: communication, simplicity, feedback, courage and respect. The first two values
are similar to Scrum open communication and simple artifacts. The idea of open
communication is to establish and disseminate common vision among the devel-
opers. To achieve the common vision, XP recommends metaphors, which are words
or phrases used to provide a clearer description of an initially ambiguous idea.

Simplicity recommends to improve design and implementation by means of
refactoring, which is gradual artifact quality improvement while maintaining
functional correctness and behavior. Feedback sources are: product, team and
customer; all of them help developers to estimate progress and adapt to changes.
However, feedback should be done on time. Courage means self-confidence of the
artifact author in reviews; it helps refactoring or even redeveloping the artifact from
scratch. Respect means striving for product quality based on continuous refactoring;
developers must provide only good quality artifacts to the team.

Pair programming and common code possession are among the XP practices;
they are potentially efficient for sharing product vision and mitigating the risks of
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team member loss. Another interesting practice is that coders estimate their own
labor. Continuous integration and quick release production are also key XP prac-
tices; developers must use all practices together, otherwise XP often fails. Product
development includes larger releases, each of which consists of smaller iterations.

Common room for team development helps to track the project progress; wall
diagrams of the backlog and earned value are shared. Product transfer is potentially
smoother, since the client usually develops acceptance tests.

Among XP challenges are: dependence on oral communication, client’s obli-
gatory team membership, interdependence of the practices (some of which, such as
pair programming, are human factor-dependent), and compact design standards in
terms of the required artifacts, including product architecture.

A more recent flexible methodology is Agile; it started in 2001. The Agile
Manifesto prescribes domination of people, communication, code, client coopera-
tion and adaptive changes over processes, tools, documentation, contracts and
planning [18]. Agile is a two-level, iterative, test-driven, empirical,
feedback-oriented and adaptive team-based methodology.

The agile methodologies also include Crystal Clear, Adaptive Software
Development, Feature-Driven Development and a few others.

The agile methodologies may become beneficial in crisis; however, in case of
undisciplined development they may easily degrade into low quality deliverables,
non-responsible team behavior and build-and-fix lifecycle.

6 Conclusion

In this chapter, we discussed a few software development methodologies. These are
adaptive process frameworks, adjustable to software product size and scope.
Usually, they include a set of methods, principles and techniques (also known as
best practices), and software development tools.

Each of the methodologies discussed can implement any of the lifecycle models
introduced in the previous chapter. Methodologies that are more formal include
Rational Unified Process (RUP) and Microsoft Solution Framework (MSF). In
crisis conditions, such as hard-to-formalize problem domain, rapidly changing
requirements and other uncertainties, agile methodologies are also applicable; these
include Scrum, Extreme Programming, specifically Agile and a few others. The
agile methodologies have fewer artifacts and require self-disciplined development
team; this imposes extra human factor-related constraints.

Similar to lifecycle models, there is no “silver bullet” in software development
methodologies. Due to rigorous processes and well-defined deliverables, MSF and
RUP are suitable for mission-critical and large-scale applications. The agile
methodologies require disciplined development; otherwise, they may easily degrade
into low quality software product and build-and-fix lifecycle.
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Chapter 4
Software Patterns: Ready for Crisis
Development?

Abstract In crisis, resource efficient software production is mission-critical; it
includes management of requirement changes and release updates. We suggest a
methodology of pattern-based software product development, which includes a set
of formal models, processes, methods and tools. The methodology uses resource
efficient component development based on high-level architecture patterns with
certain combinations of baselines and branches. We support these development
patterns by domain-specific languages and visual tools. Another challenge and
possible source of crisis is development of large-scale distributed heterogeneous
applications; in this case, we suggest an incremental software development
methodology, which includes a set of models, methods and supporting tools. The
methodology proved to be particularly efficient in terms of time, budget and quality
for large-scale heterogeneous products. The areas of implementation included
oil-and-gas production, air transportation, retail network and nuclear power gen-
eration. Each implementation used a domain-specific language to facilitate
pattern-based product cloning, maintenance and re-engineering.

Keywords Domain-specific language - Architecture pattern - Heterogeneous
application - Pattern-based development

1 Introduction

In crisis, resource efficient software production is mission-critical. In this chapter,
we will discuss a methodology of pattern-based software product development,
which includes a set of formal models, processes, methods and tools.

For resource efficient development, we will use high-level architecture patterns
for frequently used large-scale product modules or their combinations. We will
discuss how such patterns combine baselines and branches to manage such crisis
uncertainty as frequent requirement changes. We will illustrate how such patterns
use domain-specific languages and visual software development tools for better
usability.
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We will consider large-scale distributed heterogeneous applications and suggest
a uniform incremental software development methodology, which includes models,
methods and tools. We will discuss the methodology implementations for inte-
gration of different types of heterogeneous enterprise components, including legacy
systems and weak-structured data.

The implementations will use domain-specific languages, which provide sig-
nificant crisis agility and substantial savings in terms and costs for series of similar
implementations.

This chapter is organized as follows. Section 2 presents an overview of
high-level software development patterns for mission-critical systems. Section 3
introduces the key features of the new methodology for data lifecycle management.
Section 4 describes an improved software development framework by means of
adding design patterns. Section 5 provides a set of large-scale software product
implementations based on patterns. These include an enterprise content manage-
ment system for an oil-and-gas group, a domain-driven messaging system for a
retail network, an air traffic control system and a computer-aided design system for
a nuclear power plant. The conclusion summarizes the results of the chapter.

2 High-Level Patterns: Designing Mission-Critical
Systems

Development of large-scale and mission-critical software products is a serious
challenge, especially in crisis. The avalanche of bulky data hampers the develop-
ment processes; the data is heterogeneous in structure and architecture. To conquer
complexity and heterogeneity, a methodology is required, which includes rigorous
mathematical models, development technologies and CASE tools. This methodol-
ogy should embrace the entire product development lifecycle. The methodology
should simplify product maintenance due to component-level metadata pattern
management, which allows intensive artifacts reuse and which easily adapts to
changeable business requirements. This section presents the methodology outline,
which is based on pattern management.

An essential benefit of the approach is adaptive, sequential elaboration of the
heterogeneous component interaction schemes for the product in order to match the
rapidly changing business requirements. Such benefit is possible due to the reverse
engineering feature of the process framework of product development
lifecycle (Fig. 13 in chap. 2). The reverse engineering is possible down to the
formal model level [1]; it allows rigorous component-based (and even
object-based) software product verification [2]. Therewith, the methodology adds
“optimized” flexibility to software product re-engineering and verification, in
accordance with the business requirements specified. This is possible because of
rigorous modeling of the iterative, evolutionary process framework for software
product development.
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The process model framework for software product development also allows
building a catalogue of templates for heterogeneous software products based on an
integrated metadata repository, which stores data snapshots. Thus, the process
framework provides a solution to store relatively stable or frequently used con-
figurations of heterogeneous software products, or certain fragments for such
configurations. The approach potentially allows substantial decrease of the inte-
gration expenses for commonly used software product components and/or combi-
nations, such as system modules of SAP R/3 and Oracle e-Business Suite
ERP applications. In case the developer’s metadata repository already contains a
solution similar to the system the client requires, the approach allows essential
savings in terms of budget, time and labor.

The above consideration clears the way for metadata repository development,
which stores the chronological sequence of software product configuration snap-
shots as a tree with the baseline version and the branches for software product
variations. This is somewhat similar to the functions of software engineering tools
for version control [3, 4] . For each of the lifecycle phases of the product devel-
opment, such as design, implementation and maintenance, the approach allows for a
justified, “optimized” selection of the most adequate deliverables and for similar
solutions based on the repository data clones.

For example, let us consider a mission-critical enterprise software product. In
this case, the developer may generate the “clones” for different clients with similar
requirements on heterogeneous ERP module combinations, or for different com-
panies of a single enterprise. A visual illustration of the latter solution is a tree of the
company portals based on shared enterprise data warehouse, which stores the
heterogeneous components of the commonly used ERP and CRM modules.

Let us discuss the prospective areas of the repository development for the
metadata snapshots. To describe the metadata warehouses according to the product
requirement specifications, it seems reasonable to develop problem-oriented
meta-languages of domain-specific (DSL) type [5]. Two of these DSLs should
specify the meta-warehouse structure and requirement specifications. We cover the
formal models in more detail in [6-9]; they provide cross-referencing for the
concepts of these two domain-specific meta-languages, and promise a more rig-
orous mapping in future.

Semantic network-based search mechanisms with frame visualization are likely
to assist in building metadata snapshot repository of prospective software products;
this provides a better matching for the future requirement specifications. The
approach potentially allows time-and-cost-effective transforming of the existing
software product components in order to match the new requirements with mini-
mum corrections and, consequently, minimum labor expenses.

In case of a rich metadata snapshot repository, it is possible to reuse typical
software product components or their common combinations for the current client
or for prospective customers. Selection criteria for such common components could
be percentage of reuse, ease of maintenance, client satisfaction, degree of matching
business requirements, and the like.
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Implementation of the suggested approach resulted in a unified software archi-
tecture, which integrated a number of heterogeneous components: state-of-the-art
Oracle-based ERP modules for financial planning and management, a legacy
human resource management system and a weak-structured multimedia archive.
The architectural framework of internet and intranet portals, which managed
heterogeneous content of enterprise-level software, provided a number of successful
implementations in ITERA International Group of companies, which had around
10,000 employees in nearly 150 companies of over 20 countries.

The methodology for pattern-based development of enterprise-level software
product frameworks includes formal models, software engineering tools and portal
architecture; it provides integration with a wide range of state-of-the-art CASE tools,
such as IBM Rational, Microsoft Visual Studio .Net and Oracle Developer [10-13].

Strategic benefits of the approach as compared to methodologies of the
above-mentioned vendors are possible due to integration of formal model and
software engineering tools, which are aimed at heterogeneous high-level
pattern-based metadata warehousing.

The data management challenge resulted from architectural and structural data
heterogeneity, and complexity of the integrated software solutions. The qualitative
assessments of the approach were based on major macro level indices: total cost of
ownership, return on investment and implementation costs. In terms of the
above-mentioned indices, implementation results in ITERA Group outperformed
the commercially available solutions by the average of 3040 %.

Other implementations of the methodology included governmental and com-
mercial enterprises, such as Russian Ministry for Industry and Energy, Institute of
Control Systems of Russian Academy of Science, and a few more [8, 9].

3 Data Lifecycle Management: Customizing the Process
Framework

To illustrate how the methodology was implemented, let us focus on large-scale
product implementations and summarize their specific features.

Currently, the multinational enterprises possess large and geographically dis-
tributed infrastructures, which are typically focused on common business goals.
Each of these enterprises has accumulated a tremendous and rapidly increasing data
burden; the data growth rate is comparable to an avalanche. For certain enterprises,
their data bulk already exceeds petabyte size, and it tends to double every five
years.

Undoubtedly, management of such data is a dramatic challenge. The problem
becomes even more complex due to heterogeneity of the data, which varies from
well-structured relational databases to non-normalized trees and lists, and to
weak-structured multimedia data. Therewith, enterprises are facing crisis of efficient
data management and maintenance. Let us discuss how the methodology for
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software product development assists in more efficient and uniform management of
heterogeneous enterprise data.

The methodology includes a set of mathematical models, methods and the
supporting software engineering tools for object-based representation and manip-
ulation of heterogeneous enterprise data.

Direct application of the software development methodologies, such as RUP or
MSF, to heterogeneous enterprise data management, results either in unreasonably
narrow single-vendor solutions, or in inadequate time-and-cost expenses. Clearly,
these methodologies would significantly benefit from a formal model. Similarly,
purely formal approaches to data integration and management, such as Cyc and
SYNTHESIS, do not result in acceptable quality implementations in terms of scal-
ability, robustness, usability etc., since they lack CASE level tools support [14—-19].

Thus, we suggest a methodology for development and maintenance of hetero-
geneous enterprise software products. The approach is based on rigorous formal
models; it is supported by software engineering tools that provide integration to
standard enterprise CASE tools, which commonly support such software devel-
opment methodologies as RUP and MSF. The methodology eliminates data
duplication and contradiction between the integrated modules, thus increasing the
robustness of the enterprise software systems. The methodology integrates a
number of levels for enterprise software systems development: data models, soft-
ware applications, development methodologies, CASE tools and databases. The
methodology includes process framework, a set of object models and CASE tools
for data representation and management [9, 20]. The process framework for
enterprise software systems development provides iterative bidirectional construc-
tion with re-engineering. The object nature of the “class-object-value” model
framework provides compatibility with traditional object-oriented analysis and
design, and with a few other approaches, including D.S. Scott’s variable domains
[21]. The formal model allows data representation of the enterprise software sys-
tems for internet environments.

The methodology relates product development stages to component-based data
representation and component interfaces in the global environment.

The process framework sequentially transforms the data in the following order:
finite sequence objects in the form of lambda calculus terms; higher order logical
predicates; frames for visual data analysis; class definitions in terms of XML object
schemes generated by the ConceptModeller CASE tool; data scheme as a set of
UML diagrams [7, 9, 20, 22-24]. The above data representations are stored in the
enterprise software content database, which includes heterogeneous data and
metadata objects.

The enterprise content representation is based on semantic network situation
model, which provides intuitive transparency for problem domain analysts when
they construct the problem domain scheme. A frame-based notation visualizes the
model objects.

The content management model is a state-based abstract machine with role
assignments, which generalize the process framework for similar portal engineering
activities, such as template generation, publication cycle, and role-based data access
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management. The abstract machine language contains functions, which model the
major content management operations, such as declaration, evaluation and per-
sonalization. The language has a formal syntax and denotational semantics in terms
of variable domains.

The architecture of the heterogeneous enterprise content management system
provides unification due to uniform data representation of object association-based
relationships at the data and metadata levels. The uniform enterprise content
management for heterogeneous objects is based on the portal, which serves a
meta-level superstructure over the enterprise data warehouse. Assignments act as
code scripts; they change states of the content management abstract machine and
provide dynamic, scenario-driven content management.

According to the process framework, the ConceptModeller visual CASE tool
assists in semantically-oriented development of the integrated data scheme for the
heterogeneous enterprise software systems [20]. The ConceptModeller tool uses a
semantic network-based model; the model works in nearly natural-language terms,
and it is intuitively transparent to problem domain analysts. Frame notation is used
for visual representation of the data scheme for the enterprise software systems [25].

Deep integration with mathematical models and enterprise CASE tools provides
an iterative, incremental software development lifecycle with re-engineering. The
abstract machine-based tool is used for problem-oriented visual content manage-
ment in heterogeneous enterprise software systems. The content management tool
features a flexible scenario-oriented content lifecycle and role-based mechanisms.
The content management tool provides a uniform portal representation of hetero-
geneous data and metadata, flexible content processing by various user groups, high
security, ergonomics and intuitively transparent complex data object management.

4 Adding Patterns: Further Improvement of the Process
Framework

The process framework for software product development [7] potentially allows for
the following benefits. The framework includes a lifecycle, which is similar to spiral
development model. The framework supports product verification, including
requirement tracing. The framework supports a repository of metadata snapshots for
enterprise software systems; the repository supports system rollback to virtually any
previous state of the components architecture. The framework supports catalogue of
patterns for heterogeneous software products based on the repository of metadata
snapshots, which includes the snapshot states [8]. The framework supports cloning
of the heterogeneous software products based on the repository of metadata, which
contains the basic configuration and the “branches” for slightly varying enterprise
software products. The framework supports a formal language specification to
model specific domains [7]. The framework supports component-based adjustment
of the existing enterprise software systems by using the metadata snapshot
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repository in order to match requirement changes. The framework supports reuse of
the required components. Due to flexibility and agility, the above features make the
framework crisis-adaptive.

The process framework supports waterfall; however, in crisis, we recommend
incremental software product development with prototyping.

Bidirectional organization is essential for the process framework of the enter-
prise software systems development. The approach provides component-level
reverse engineering possibility for the enterprise software. The formal model allows
uniform function-based verification of heterogeneous components of the enterprise
software products. The model is practically independent upon the hardware and
software environment of the particular component [7]. The formal models represent
system entities for the enterprise software in terms of “pure” objects. This is rel-
evant to .Net and Java technologies, where any program entity is also an object.

The approach allows incremental adaptation of the component management
schemes for the heterogeneous enterprise software products in order to match the
rapidly changing business requirements. Such benefit is mission-critical in crisis;
this is possible due to the reverse engineering feature of the process framework for
enterprise software development. The approach supports reverse engineering down
to model level, which allows rigorous component-level software product verifica-
tion. In crisis, the approach enhances traditional re-engineering and verification by
means of flexible correction and “optimization” of the enterprise software systems
in accordance with the specified business requirements.

Another benefit of the suggested enterprise software systems development frame-
work is the possibility of building a catalog of templates for heterogeneous enterprise
software components based on an integrated metadata warehouse, i.e. a metadata
snapshot repository. Therewith, software developers get a solution for storing relatively
stable releases or frequently used configurations of heterogeneous enterprise software
systems; such a metadata collection is often mission-critical in crisis.

Due to a database of the existing operational product releases, the approach
potentially allows avoiding a number of integration problems related to combining
“standard” enterprise software systems components. The approach allows sub-
stantial project development cost savings, provided the enterprise software systems
developer’s metadata snapshot repository already contains a solution similar to the
new software product required. We recommend to enhance the metadata repository
with the chronological sequences of enterprise product snapshots represented by
trees, which contain the release baseline and its frequent variations stored as
branches.

This is similar to version control CASE tools. For each software product and
lifecycle phase, the approach allows a justified selection and cloning of most
valuable deliverables in order to match different customers and/or different com-
panies of the same customer.

In order to support uniform storage, search and cloning mechanisms, we rec-
ommend using problem-oriented domain-specific languages for business require-
ment specifications and the respective metadata [26].
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Semantic-oriented storage, search and cloning mechanisms assist in quick
reconstruction of the metadata snapshot from the repository components; the
snapshot matches the updated product requirements in the best way. The approach
potentially allows time-and-cost-effective transformation of the existing product
components in order to match the new requirements, and thus is mission-critical in
crisis. The approach is also suitable for strategic component reuse for the existing or
new customers.

5 Large-Scale Systems: Pattern-Based Implementations

5.1 ITERA Oil-and-Gas Group: Enterprise Content
Management

The process framework for the software product development included internet and
intranet portal implementations at the ITERA International Group of Companies. The
development included transformation of high-level formal specifications to UML
diagrams by means of the ConceptModeller CASE tool. After that, the UML diagrams
were transformed to target metadata snapshot schemes by means of CASE tools.

Based on the data model, the architecture was customized for enterprise content
management. To provide the required industrial scalability and fault tolerance level,
the integrated Oracle CASE toolkit was used to support software and business
process re-engineering.

To provide uniform object-based content management in heterogeneous enter-
prise systems, a set of models was constructed. This set of models included the
dynamic problem domain conceptual model and the state-based abstract machines
for the enterprise environment and for the development tools.

To support the model set, a visual problem-oriented toolkit was developed for
software system prototyping, design and implementation; the toolkit included
ConceptModeller and the content management system (CMS) tools. According to
the approach, an interface was designed for the internet portal. The interface was
based on content-oriented architecture with explicit division into front-end and
back-end sides. Portal design scheme was based on a set of data models, which
integrated object-oriented management methods for data and metadata. We use the
term content for the data and metadata together. Under metadata, we also mean
knowledge. The major portals implemented in the ITERA Group were: CMS for
network information resources, official Internet site, and enterprise Intranet portal.

To represent and manage high-level patterns, we used domain-driven develop-
ment and DSLs [26-29]. The DSL-based approach helped to conquer problem
domain complexity, to filter and structure the problem-specific information. It also
provided a uniform approach to data representation and management. We used an
external XML-based DSL, which extended the scope of the programming language
for the enterprise software products.
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5.2 Distributed Retail Network: Domain-Driven Messaging

A trading corporation used to operate a proprietary Microsoft .Net-based messaging
system as an interface between its headquarters and local shops.

The system was client-server based. The client side included a local database and
a Windows-based messaging service; the server side consisted of a Web service and
a centralized database. One operation and maintenance challenge was complicated
client-side code refactoring; it required frequent and massive recompiling and
reinstallation. Due to highly coupled, non-flexible and non-transparent architecture,
it was also difficult to detect, localize and fix product defects. Because of frequent
code updates, the documentation was often inadequate to the current product
release. Due to distributed and non-transparent system administration, remote shops
configuration, product monitoring and management were decentralized.

The methodology implementation included detecting DSL scope, modeling
problem domain, and development and testing of the DSL; the testing included
DSL constraints verification.

Since the client side was the most changeable part of the product and the key
challenge, the approach was client side-focused. The lifecycle model was iterative.
The new product required a fundamental redesign of the architecture pattern (see
Fig. 1). The fixed part of the application was a Windows-based host service; it
contained a DSL parser. The input for the DSL parser was the transfer map for the
current message.

For the flexible part of the problem domain, a DSL was developed. The DSL
included rules and parameters for message transfer; it also allowed adding new
message types. The semantic model included shops with different configuration
instances, which represented the client-side message processing and transfer structure.

| Message transfer

Windows service " g |
(host) e map (DSL-based)
B Semanti del
emantic mode
2 . implementation
N (transfer templates and
channels)

Fig. 1 MES architecture redesign
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The next methodology stage was building semantic model for the DSL objects.
We had three key types of the objects: messages, message transfer channels and
message transfer templates. The DSL described object metadata, which included
configurations and manipulation rules. Message templates were the core elements
of the model, and channels were the links between the template instances.
Templates and channels together made messaging maps. DSL described the maps,
i.e. the static part of the model; messages were related to system dynamics and
maintained the state.

The templates defined possible actions with the messages, including their
transformations and routing. Templates were grouped together under a common
interface. The standard routing templates were: content-based router, filter, receiver
list, aggregator, splitter and sorter. We also produced a number of domain-specific
templates for system reconfiguration, server interaction, and the similar operations.

For message management, we used channels. In the map messaging graph,
templates were represented as nodes, and channels were the arcs between the
templates. We implemented two types of channels: “peer-to-peer” channel and error
message channel.

Based on DSL class model and implementation, we built the messaging maps;
we used them to generate the product configurations by the DSL parser. At this
stage, we built DSL syntax and semantics. A file instantiated each messaging map,
which generally was a script. Each messaging map was an XML document; it
defined product configuration and contained templates for routing and message
processing. Each messaging map contained transfer channels and their
relationships.

After parsing each messaging map, the parser created channel objects based on
DSL channel descriptions. Then the parser configured the messaging system by
creating message-processing objects in a similar way. Finally, the parser instanti-
ated the input-output channels and created the required relationships between the
channels and the message processor. The resulting DSL-based system configuration
was functionally identical to the initial, C#-based one.

The DSL-based refactoring resulted in a message management system for a
trading enterprise; the product featured transparent configuration and rigorous
object-based model, which included routing templates and channels. The new DSL
solved the problem of messaging management. Due to localization of the frequent
changes within the transfer configurations and maps, the product change manage-
ment simplified dramatically.

The DSL-based methodology implementation assisted in conquering complex-
ity; it transformed a proprietary system into an open, scalable and better main-
tainable solution. The approach was customized to fit a wider range of similar
proprietary systems.
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Fig. 2 The TAXXI application GUI

5.3 Air Traffic Control: Uniform Data Management

The problem was to develop remote access to the planning data for the air traffic
control system. An operating solution already existed. However, it was based on an
outdated TAXXI-Baikonur technology, which no longer evolved after early 2000s.
The technology involved component-based visualized assembling of the server
application. The standard Borland VCL library components were integrated with
proprietary TAXXI components. The client side was TAXXI Communicator, i.e. a
thick client.

The TAXXI technology was limited to Microsoft Windows platform, which was
the only possible basis for client and server-side applications. According to the
Russian State Program of Planning System Updates, the Main Air Traffic
Management Centre planned to create a new remote access solution. The new
internet-based architecture was planned as a Java technology-based solution to
operate on the Apache web server platform. The solution was to query Oracle-based
datacenter, process the query output and retrieve the results of the air traffic planned
capacity to a user-friendly GUI client.

The practical application of the solution was the global enterprise-level software
product, which was to provide uniform data access to all international air traffic
participants (see Fig. 2).

Similar globalization processes were underway in Europe and the USA.

The idea of the pattern-based component approach was to unify the
architecture-level updates and application migration, and to cope with the inte-
gration challenges of the global software product for air traffic management.

5.4 Nuclear Power Plant: 6D Modelling

Another implementation of the methodology was software re-engineering for
nuclear power plants (NPP) based on high-level product patterns.
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To provide a competitive level of the NPP production, it was required to meet
the quality and security standards throughout the lifecycle in an economically
efficient way. The above conditions required a systematic approach, which would
combine advanced NPP control methods and software engineering tools.

The NPP lifecycle included such deliverables as technical proposal, project draft,
technical project, design documentation and so on. We mapped each of the above
deliverables into a set of business processes, where people interacted with certain
enterprise information systems, such as customer relationship management, supply
chain management, enterprise resource planning and product lifecycle
management.

Based on the typical operation activity chains prescribed by the above-
mentioned enterprise information systems, we formed automation standards for the
NPP business processes. For example, workflow mechanisms assisted in building
enterprise standards on electronic documents validation and approval. The enter-
prise systems acquired and maintained the data on the NPP lifecycle including such
aspects as design, technology and economics. The combinations of business
objects, such as 3D images, technological data and bank accounts, in the above
systems described NPP as a large-scale object. Heterogeneous nature of these data
objects and a huge number of production units made NPP an information object of
high complexity.

A key competitiveness criterion in nuclear power industry was a set of the electronic
manuals, which helped to assemble, troubleshoot and repair the NPPs. Such a set of
manuals provided transparent information models of NPPs and their units, which
allowed getting the required information on the object without directly querying it.

The 6D model included a combination of 3D unit schemes, time and other
resources required to operate the NPP. Since the mechanisms for data object
searching, filtering and associating were to provide complete and non-contradictory
results, the information models required well-defined semantics. To provide unique
data entries, the NPP software systems were to allow data acquisition throughout
the lifecycle.

A single software product, such as a CAD system, could provide sufficient and
adequate data for a relatively simple information, such as a 3D model. However, the
6D model required a combination of models from a number of systems, and its
complexity could result in a local software development crisis. The methodology
for building a 6D model suggested portal-based system integration, which was
based on a software platform capable of the entire lifecycle support; this was
Siemens Teamcenter.

Further development of the information model involved monitoring the entire
system state and its influence on the other parts of the system. This helped to
immediately respond to the critical issues in NPP construction. An example of such
an issue was late delivery of a certain NPP unit, which prevented further con-
struction activities. Such response agility was essential for decision-making,
especially in crisis. Another source of local crisis, which might result in making a
wrong decision was incomplete or incorrect information; the 6D model supported
this case as well.
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Constructing a nuclear reactor optimized for certain operating conditions, par-
ticularly from scratch is often a serious challenge. However, we managed to apply
the above approach by constructing the product baseline from typical invariant
units, and by adding a family of slightly varying branches on top of the baseline.
Applying the methodology to the 6D information model of the nuclear reactor was
a novel approach to pattern-based component development of NPP series.

6 Conclusion

In crisis, resource efficient software production is mission-critical. The chapter
suggests a methodology of pattern-based software product development, which
includes a set of formal models, processes, methods and CASE tools.

One key idea is resource efficient component development based on high-level
architecture patterns for frequently used combinations of large-scale product
modules. The other idea is using such pattern combinations as baselines and adding
branches to them in order to manage requirement changes, release updates and
similar requests from different clients. One more consideration is pattern devel-
opment by means of domain-specific languages and visual CASE tools.

Lifecycle management for software development is a challenge in case of
large-scale distributed heterogeneous applications. To solve the challenge, a uni-
form incremental software development methodology is suggested, which includes
models, methods and supporting CASE-level tools.

The methodology implementations are particularly efficient in case of large-scale
heterogeneous products, such as governmental organizations and commercial
enterprises. In this case, the approach proved essential project time-and-cost
reduction and an industrial level of quality.

We used the methodology to integrate heterogeneous enterprise components,
including ERP modules for financial management, a legacy HR management sys-
tem and a weak-structured multimedia archive. The portal architecture for the
heterogeneous content provided a number of successful implementations in ITERA
International Group of companies, which employed nearly 10,000 employees in
over 20 countries.

The other areas of implementation included air transportation, retail network and
nuclear power generation. Each implementation required development of a
domain-specific language, which helped pattern-based product cloning and main-
tenance by means of specific CASE tools for data analysis and re-engineering.

The approach helped to identify the high-level pattern series of similar imple-
mentations; it resulted in term-and-cost reduction of 30 % and more. In crisis, we
recommend to apply DSLs and CASE tools for these high-level patterns to the
subsidiaries of existing clients and to new customers.
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Chapter 5
Knowledge Transfer: Manageable
in Crisis?

Abstract The chapter discusses crisis-oriented patterns and practices for software
development and knowledge transfer. We use a set of models to represent and
manage the transfer; these are based on informing science framework and specific
learning principles. We use process, data and system perspectives to describe
software architecture. Our case studies include knowledge transfer from the
Carnegie Mellon University masters’ program in software engineering to the
Russian Innopolis IT University. The CMU curriculum is integrated with
project-based software development; the focus is quality and process improvement.
The knowledge transfer requires special instructor training in teaching proficiency.
We identified the key factors, which may inhibit technology transfer; these are
differences in culture, geography and process maturity. To promote technology
transfer in crisis, we suggest using multiple contexts and scaffolding, reducing
overall cognitive teaching-and-learning load, establishing efficient feedback and
mastering “soft” skills, such as communication, negotiations and time management.
We recommend crisis-efficient metacognitive self-directed learning and addressing
higher levels of Bloom’s taxonomy including justification, analysis and practical
application. As a result, the students learn to act as software engineering profes-
sionals and experts. Multi-context education includes hands-on learning-by-doing,
“wicked” problems and “soft” skills required for crisis agility, which includes
self-assessment, self-justification and self-adjustment. We also suggest a model for
the knowledge transfer, which includes informing framework of transmitting and
receiving sides, and the environment. For crisis, we recommend adding signal
amplification, bidirectional feedback and amplitude thresholds. In crisis, successful
knowledge transfer requires special training of the receiving side, which involves a
number of human-related factors, such as prior knowledge, knowledge organiza-
tion, feedback, mastery and practice. To ensure the learning quality, adequate
bidirectional feedback-driven meta-cognitive cycle organization is very important.
Both the students and the faculty should act as software engineering professionals
and use their own expert-level judgment. Knowledge transfer should be
multi-context and include hands-on project practice. Teamwork, communication
and time management are the mission-critical “soft™ skills in crisis environments,
which are often complex and uncertain. Further, we suggest a high-level design
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pattern approach in order to model the architectures for systems-of-systems; the
model includes five application levels and two data levels. We instantiate this
pattern by high-level architecture outlines for systems-of-systems in oil-and-gas and
nuclear power industries.

Keywords Knowledge transfer - Informing science - “Soft” skills
System-of-systems

1 Introduction

In the previous chapters, we discussed lifecycle models and methodologies of the
software product development. Software development is challenging due to a
number of factors, including cultural issues, organization maturity level and men-
tality. However, the root cause of these key factors is human nature. Therewith, we
argue that the human factor-related problems, specifically communication ones, are
mission-critical, especially in crisis. The lack of common vision for the client and
developer sides is often the source of crisis. To solve this problem, we should focus
on the issues related to knowledge and technology transfer in software
engineering-related environments, which is the topic of this chapter.

We are going to combine several models, and to apply them to a number of case
studies (Fig. 1). One of the models we use for knowledge transfer is known as
Cohen’s informing framework approach [1]. The informing framework usually
names the client and the developer as sending and receiving sides, and the envi-
ronment as a medium.

The other knowledge transfer model is based on a set of learning principles and
involves metacognitive teaching-and-learning [2].

The case studies for knowledge transfer include a number of software
engineering-related environments, such as large-scale, mission-critical software
product development and master curriculum development for a leading IT
university.

To analyze the human-related factors in the context of large-scale software
development, we enhance the multi-level process framework introduced earlier with
the views for data and software products, which make the IT infrastructure. We
arrive to a matrix, the columns of which correspond to processes, data and systems,
and the rows of which contain levels, such as hardware, database, data acquisition,
daily management, strategic planning and decision-making. We call this the
enterprise engineering matrix and discuss how we can use it to detect and predict
local crises in the areas of oil-and-gas industry and nuclear power production.

This chapter is organized as follows. Section 1 presents an outline of the
environment and framework for the knowledge transfer. Section 2 introduces the
informing framework application to knowledge transfer modeling. Section 3
identifies the human-related factors, which influence the knowledge transfer.
Section 4 describes the new project of a Russian IT city, which we use as a case
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study; Section 5 addresses the identified human-related factors for this new project.
Section 6 revisits the high-level design patterns in the case of enterprise software
development in crisis. Crisis-agile examples include an enterprise engineering
matrix, a process knowledgebase and a layer-based approach to process manage-
ment. We further instantiate this layer-based approach by software system outlines
for an oil-and-gas and a nuclear power enterprises. The conclusion summarizes the
results of the chapter.

2 Knowledge Transfer: Framework and Environment

In crisis, a number of factors, such as cultural issues, maturity level and mentality
may help or hinder knowledge transfer. All these key factors originate from human
nature.

This section describes the early steps and findings of the knowledge transfer
from world-renowned Carnegie Mellon University (http://www.cmu.edu/) to a
brand new Russian IT startup, Innopolis (http://innopolis.ru/en/). The Innopolis
City will integrate experience of academicians, researchers and practitioners.
Innopolis will be a self-sufficient ecosystem with a kindergarten, a STEM school,
an IT University and an IT park. Innopolis is going to be a unique project, since it is
the first pure IT university in Russia. The focus of the section is to identify and
discuss the key human-related factors, which influence the knowledge transfer.

Clearly, plain copying of the curriculum would probably hinder the knowledge
transfer because Innopolis is an ecosystem rather than merely a university, and
because of its cross-cultural environment.

The knowledge transfer model generally follows Cohen’s informing framework
approach [1], which, in turn, is based on Shannon’s communication model [3]. The
knowledge transfer model identifies the sending and receiving sides, which are
curriculum developer and client, and the medium, which is the cross-cultural
teaching-and-learning environment.

An important observation, which holds true for the Innopolis project, is that both
the sending and the receiving side are informing systems by themselves [4].

Curriculum development represents a higher level of abstraction, sometimes
referred to as the design level [4]. Therewith, a meta-level model is generally
required to divide the multi-level problem domain of the informing system and thus
to conquer its complexity. This higher-level modeling and design is also known as
architecture [5-7].

For such complex systems as the Innopolis ecosystem, interrelatedness, i.e. the
ability of one system component change to significantly influence a number of
adjacent components changes, is critical [7].

We are going to analyze the knowledge transfer lessons learned from our
training in software engineering at Carnegie Mellon University. The training pur-
pose was master’s curriculum development for the Innopolis University.


http://www.cmu.edu/
http://innopolis.ru/en/
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First, let us introduce the mission-critical aspects of the knowledge transfer
environment in a more detailed way; this will help us to understand the complexity
and the crisis nature of the problem.

For a number of years, the Russian government plans to increase productivity
growth [8]; however, the Russian IT sector still faces a number of challenges. First,
the existing technological infrastructure is often inadequate. Second, the intellectual
property laws are generally weak, and the regulatory environment is problematic.
Third, public and private sectors do not collaborate resonantly. Fourth, skilled
professionals number is insufficient and, consequently, hiring skilled IT employees
is a challenge. Fifth, major IT companies report the quality of the university edu-
cation as insufficient.

In 2010, Russia started the Innopolis project to solve the above problems. The
new IT city location is the middle part of Russia, near Kazan’, the capital of
Tatarstan Republic. Kazan’ is some 1,000 miles to the Southeast from Moscow, the
Russian capital. Federal Russian and local Tatarstan governments support the
ambitious project. The name Innopolis means “Innovation City” in Greek. The IT
ecosystem will include the Innopolis University (Fig. 2), which is to provide the
Russian IT industry with education, and research excellence center [9]. The
expected results are nearly two-fold increase in innovative industry implementa-
tions and substantial growth of GDP and hi-tech goods production.

The key idea of the Innopolis project is to bring together education, research and
practice, and to create a unique IT city for state-of-the-art software development and
recreation facilities. Currently, the project is in its pilot stage (Fig. 3).

Fig. 2 Innopolis University (photo by the author)
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Fig. 3 Innopolis University interior (photo by the author)

By 2030, the new city will host around 150,000 inhabitants. The Innovative City
will become Kazan’s satellite—the capital of Tatarstan is some 20 miles away.
A big challenge is that the entire Innopolis infrastructure started literally from
scratch: the nearby surroundings are currently uninhabited. The other critical
parameter is the management, which should compromise the objectives and goals
of the multiple participating sides: governmental, industry, academic and research
organizations. However, the initial idea to integrate the powers of the two gov-
ernments, IT academicians, researchers and practitioners in a single location will
likely assist in coping with these challenges.
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Fig. 4 Innopolis IT park building (photo by the author)

Innopolis will support the entire lifecycle of IT people; the city already has a
kindergarten, a STEM training school, a university and an IT park (Figs. 3, 4 and 5).
Of these, our primary focus is the university, since it is the brainpower of the new
city.

Fig. 5 Innopolis residential facilities (photo by the author)
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Fig. 6 CMU: Institute for Software Research (photo by the author)

Specifically, let us discuss the master curricula in software engineering and the
takeaways from CMU master curricula in software engineering and IT (Fig. 6). The
idea is to identify the ways to adjust the CMU curricula to the Innopolis
environment.

Fig. 7 CMU: Institute for Software Research, interior (photo by the author)
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CMU has been chosen for Innopolis faculty training since this is the birthplace
of the software engineering and a top rank university in SE and IT [10]. The CMU
software engineering master’s program is a well-balanced alloy of research and
project practice, core and elective courses. However, direct curricula copying from
CMU to Innopolis is probably not an entirely correct solution because these two
universities obviously have certain environmental differences (Figs. 6 and 7).

3 Modeling the Transfer: Informing Framework
Approach

To model the knowledge transfer, we will use informing framework model and the
concept of resonance [4]. In terms of the informing framework model, the
knowledge transfer process should be optimized in order to make it more resonant.
As Gill and Bhattacherjee state, ... without knowing the client, predicting resonant
communication forms is impossible” [4]. Thus, building a large-scale and complex
Innopolis ecosystem literarily from scratch is certainly a dramatic challenge.

As we know from the electronics, a basic LC circuit, which consists of capacitor
and inductive coupling, uses feedback to make it oscillate (Fig. 8).

Within the LC circuits, however, there are two kinds of feedback, which are
positive and negative, and the distinction between these two is critical. The so-called
positive feedback increases the gain of an amplifier, while the negative feedback
reduces the gain. However, both types of feedback require wise application.

Careless application of the positive feedback is in fact the source of the most
common problem with the amplified circuits, since it causes unwanted spontaneous
oscillations. Possible consequences are an amplifier, which may produce an output

Fig. 8 Basic LC oscillator C
circuit | |
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with no input, and even destruction of the circuit due to spontaneous resonance.
Similarly, careless application of the negative feedback can decrease the gain so
that regardless of the input value it either fades down to a negligible output value or
produces no output at all.

The above considerations suggest that the informing circuit should be balanced,
so that a carefully selected combination of positive and negative feedback loops
produces controlled resonance at any given point of time (Fig. 9).

The understanding of the causes of spontaneous oscillation, which is usually
unwanted, is essential for designing and “debugging” the feedback loops within the
informing circuits. On the other hand, positive feedback has its uses. Essentially, all
sources of the informing signals contain oscillators that use positive feedback.
Positive feedback is useful in the circuits that determine whether an informing
signal value exceeds a threshold, even in the presence of a noise. The noise may
come from the transmitting side, which has a complex structure. The noise may also
originate from the client side network, which is also complex.

The idea of applying the LC oscillator circuit theory to the knowledge and
technology transfer area is that the informing “signal” should:

e Use a carefully designed bidirectional feedback circuit;
e Remain within the prescribed operating range of lower and upper thresholds.

To promote the transfer under the crisis conditions identified above, we rec-
ommend the following:

Introduce clear cut ground rules;

Use transparent, unambiguous transfer policies and strictly follow them;
Reduce the transfer cognitive load to the least amount possible;

Provide fast, frequent, specific and goal-directed feedback for the transfer
lifecycle;

e Establish and maintain open, warm, friendly environment or “climate” [1, 4].
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4 Knowledge Transfer: Detecting Human-Related Factors

After CMU visiting faculty training, we detected an interrelated set of key factors
that influence the knowledge transfer. We interpret these factors in terms of “seven
principles” [2], which “inform” the knowledge transfer processes. In our view, the
mission-critical factors to consider in crisis include prior knowledge, knowledge
organization, mastery, feedback and practice, course climate, and motivation. Let us
analyze the nature and impact of these factors on the knowledge transfer between
CMU and Innopolis.

The role of prior knowledge in the software engineering education at CMU is not
that straightforward as it is in a number of other domains. Oftentimes, particularly
in the Software Architectures course, the CMU students relate what they learn to
what they have known previously. Therewith, they often interpret the new
knowledge using prior knowledge, beliefs and assumptions [11]. Though many
researchers agree that students usually connect their prior knowledge to the new
knowledge in order to learn, the knowledge generated by the students within the IT
domain may often be incomplete or inappropriate [12]. In our view, a positive way
to approach this challenge in new and prior knowledge is to self-reflect and to use
case-based reasoning. Research also suggests that mentoring the students through a
process of analogical reasoning helps them to focus on deeper problem domain
relationships rather than on superficial similarities, which often are quite tricky
[13]. After analysis of multiple business cases, the students tend to build more
effective knowledgebase and learn more efficiently [14].

Another human-related factor, which can substantially influence the knowledge
transfer processes, is self-motivation [15]. However, we should make a clear dis-
tinction between the subjective value and the expectations for successful attainment
of the goal [16]. We should also notice that the students with learning goals, as
opposed to performance goals, often use complex strategies for deeper mastering
the curricula and conquering challenges [17]. To develop mastery in software
engineering, the students should:

e Acquire component-based skills, such as architectural diagramming and quality
measurements;

e Practically integrate these component-based skills, for example, by analyzing
architecture trade-offs in software quality attributes;

e Consider the applicability constraints, such as customer and stakeholder prior-
ities of business and technical nature.

The mastery human-related factor changes from novice to expert level; it
includes issues of competence and consciousness [18]. While acquiring mastery in
software engineering, the students seldom succeed in direct application of their own
skills to a different context; however, after thoughtful mentor prompts, which may
seem to the students subtle at first sight, they usually succeed [19, 20].

Practice and feedback are the closely interwoven factors; they are critical for
professional-level balance of theoretical knowledge and practical skills. To improve
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knowledge transfer, we recommend focusing both factors on the same learning
objectives [2]. The essential qualities of feedback are frequency and timeliness;
these suggest a clear trade-off with feedback size. However, if we compromise on
the feedback size, a better knowledge transfer is often possible [21]. Feedback,
together with individual mentoring, often helps to set the appropriate level of
assignment difficulty, and thus to promote knowledge transfer [11].

To fully utilize self-directed learning, which is another mission-critical factor,
the students should efficiently implement their own metacognitive cycle (Fig. 10).
They should evaluate their own knowledge and skills, plan and monitor progress,
and adjust strategies [22]. For successful knowledge transfer in crisis, the students
need to actively use their metacognitive skills [23]. The key factor to improve the
metacognitive skills is self-reflection; it helps to continuously monitor and adjust
the problem-solving progress. To improve software engineering-specific metacog-
nitive skills, we recommend to use a set of related techniques, which includes
team-based concept mapping and brainstorming [24].

5 The First Ever Russian IT City: Facilitating
the Transfer

The Innopolis project started in 2010. Russia has a long academic tradition;
however, the project is a challenge in itself. This is so because prior to Innopolis,
none of the Russian universities was an entirely IT school. In contrast to classical
Russian universities focused on basic research, the Innopolis is to specifically aim at
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industry-focused IT applications. Innopolis city is compact; the facilities are within
a 15 min walking distance, and the living standards are world competitive.

Innopolis location is really unique: Kazan’ city, the Tatar capital, is located just
between Europe and Asia with an average flight time to major European and Asian
destinations of nearly 1.5 hours shorter than that from Moscow.

The location is international: Kazan’ city has over 1,200-year history [25], it is
world famous for academics and research. The dominating sectors are oil-and-gas,
automobile industry, construction, transportation and communication. Recently, the
city was renovated to host a number of major international events. Large IT
multinationals, such as Fujitsu-Siemens, are located there. The first stage of the
project is complete. It includes the main university building, residential halls and
the IT park offices; the current capacity is 5,000 people.

The university is the Innopolis brainpower; thus, knowledge transfer issues are
mission-critical.

Let us consider the source of the knowledge transfer, the CMU software engi-
neering master program in more detail. The CMU master in IT and software
engineering (MSIT/SE) training schedule is very busy, which is a potential source
of knowledge transfer crisis (see Table 1). The curriculum lasts for exactly one
calendar year; however, it is divided into three semesters: fall, spring and summer.
Each of the three semesters is nearly 4 months long; the midterm breaks are about
1 week short [43, 44].

The CMU MSIT/SE core courses are tightly interwoven; they are integrated with
practical software development projects.

The primary focus of the visiting faculty training was the Architectures for
Software Systems. The course is case study-based; it has two versions: one is for
master students, the other is for enterprise executive training.

The course focus is the change of chaotic software product development for
process-driven one. The general idea is to have a “just right” amount of the formal
processes to be efficient; this is similar to the crisis optimization concepts, which we
discussed in Chaps. 2 and 3. According to the course, the chief architect adjusts the
process to fit the project aims and scope. The course is practically oriented; it is

Table 1 CMU MSIT/SE

Course code Course name

required courses -
17-602 Introduction to personal software process
17-651 Models of software systems
17-652 Methods: Deciding what to design
17-653 Managing software development
17-654 Analysis of software artifacts
17-655 Architectures for software systems
17-656 Communication for software engineers 1
17-657 Communication for software engineers 11
17-677 MSIT project 1
17-678 MSIT project 1T
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supported by recitations and driven by a real-world project, which has an actual
customer and an actual software product as an outcome. Teamwork on these
real-world projects is also known as Studio projects; it is aligned with the individual
assignments.

Perhaps, sometimes the individual contribution of each student to the team
project is not quite clear, at least in terms of the final grade, which is heavily
dependent upon team results, so certain “free riding” is quite possible. However,
getting a high grade is doubtful for any “free rider”, since individual contribution
amounts to around 30 % of the final grade. Overall, the course grading policy is
fair.

The course can scale up to large projects; however, Studio project teams are
small, are their software products are typically of small and medium scale. The
ACDM/ATAM framework fits the Studio projects; however, it is often a challenge
for the students to adjust the basic framework in order to fit the project size and
scope [5]. For a master’s level course in software engineering, this challenge is a
strong point; it teaches the students to think architecturally and systemically.

Another strength of the course is the “just enough mathematics” approach. On
the one hand, the course assignments never violate mathematics. On the other hand,
this approach keeps the course focused on its primary goal, which is to form the
architectural thinking.

It is a challenge to master the course. One reason for this is that it requires
intuition and influences the way of thinking; these skills are hard not only for
students, but also for some software engineers.

The other MSIT/SE core course examined by the visiting faculty was the
Analysis of Software Artifacts. The course is comprehensive; it embraces a number
of areas including quality planning, model checking, testing techniques and a few
others. Similar to the Architectures, the Analysis course approaches software
quality systematically and focuses on practices and techniques for quality assur-
ance. Again, there is a number of courses for software testing, which focus on
specific techniques, such as “white box”, “black box” and state-based testing.
The CMU Analysis course also deals with the above techniques to a certain extent;
however, its overall goal is much broader and more complex. The course introduces
the idea of software quality improvement throughout the entire lifecycle. It is not
just coding and testing which add to product quality; the entire development pro-
cess matters. That is why the course includes a CMMI maturity model overview
among the other standards [7].

Another issue, which contributes to software quality, is security. Again, this is a
wide area; however, security relationship to software quality often remains some-
what subtle to the students.

Systematic approach to quality through product security testing adds value to the
course. The CMU Analysis course systematically presents combinatorial testing,
queuing theory, defect taxonomies and a few other aspects; this makes the course
outstanding. The course gives a brief overview of quality assurance, and the stu-
dents are supposed to know the key dates and names. The course is supported by a
“launch pad”, where the students can learn software quality assurance by actually
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doing it. The “launch pad” contains a large code repository with a certain amount of
defects injected, and the students apply the quality assurance methods they have
just studied in a realistic environment of “third-party” software artifacts.

Reference and reading materials for the CMU Analysis course are top quality.
The course uses a database of publications, the size of which totals to gigabytes.
The database is full-text searchable; it takes the teacher a couple of minutes to
extract the required reference and several more minutes to incorporate a quotation, a
table or a graph into a lecture slide. This is an impressive illustration of the quality
of this innovative courseware. The course provides many helpful references for
further reading and self-improvement concerning the above-mentioned areas; it
potentially assists in postgraduate studies, research and publications.

The Analysis course fits into the CMU MSIT/SE framework of the Studio
project; at a certain point of time, the project requires a quality plan of the software
production. Each student team gets at least two attempts to present the intermediate
results; certain techniques are used to engage every team not only into the pre-
sentation, but also into the discussion on the product quality. Thus, students get the
understanding of how and why does the software product quality matter. Teamwork
is aligned with the individual assignments. The Analysis course is a well-justified
combination of individual and team activities; it is professionally monitored,
mentored and assisted.

Grading policy of the Analysis course is transparent, explicit and fair. The
rubrics are clear, concise and easy to use; feedback is instant. Due to properly
organized processes and clearly stated “rules of the game”, grading is fast and
smooth; the students get a clear, well-justified and prompt feedback. Teaching
assistants are involved in not only lectures, recitations and grading, but also in
developing assignments and rubrics.

The “just enough mathematics” approach seems be the right choice for the
Analysis and the Architectures courses. The Analysis course potentially requires
sophisticated mathematics, such as specific forms of Petri nets, advanced statistics
and the like. However, software engineering practitioners would seldom use these
complex methods; moreover, the program has a dedicated course of Models of
Software Systems. Still, since the engineering approach has to be rigorous and
metrics-based, the Analysis course introduces and teaches how to apply certain
metrics, such as throughput, and general laws, such as Little’s law. The “just
enough mathematics” approach keeps the students practically focused on product
quality improvement.

One more MSIT/SE course examined by the visiting faculty was the Personal
Software Process (PSP). The course precedes the core MSIT/SE program; it
introduces a way toward a more efficient software development. The subject is not
merely coding in terms of design and testing. Rather, it is process-based software
development, which includes planning and monitoring the project progress.
Planning and monitoring processes take time and effort; however, they pay back
soon, and the course helps to apply this practically. The PSP is a predecessor of the
CMM and CMMI standards [7, 54]. The course uses statistics in order to assess the
current software development process, detect the bottlenecks, identify the
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improvement areas, adjust the project planning and monitoring, and follow the
updated process. The course focus is continuous individual improvement, which is
a value in itself. The basic course reading by W.Humpfrey illustrates how a dis-
ciplined software development pays back in short-term and long-term perspectives
[26]. Forecasting is also a major course takeaway. The course, however, does not
merely retell the book chapters. Instead, it features a toolkit for personal
improvement, which includes code reviews, the Pomodoro technique for time
management, and a number of other powerful practices. These tools build up the
students’ professional skills; they are extremely useful and helpful in their intensive
master program studies.

The PSP course adds to the powerful framework of the Analysis and the
Architectures, since it focuses on improvement of software product quality and
project planning. At the team level, further process improvement is possible;
however, since PSP focus is the individual process, the course addresses this issue
in brief only.

The Software Process Dashboard tool supports the PSP course; the tool assists in
planning, monitoring and estimating of the software product development [27]; it
helps to analyze the process data.

The PSP course features tools and techniques for fast data extraction and
analysis. Course grading templates are available to speed up the assessment process
in case of large-scale student groups; remote delivery is a possible option. Early in
the course, the students focus on the continuous improvement of their individual
development skills; this often becomes a personal motivator and driver, and helps to
manage crises at the individual level. The more accurately the students collect and
analyze the data, the better they can estimate and forecast their future development
results. The course provides a number of links to the state-of-the-art standards and
policies of software development; this helps to align it with the future requirements,
which the students will likely encounter.

The PSP course assists in the Studio projects and their outcomes; it provides
document templates, planning strategies, and estimating techniques, which help
students to justify their results and to adjust in order to cope with local software
development crises.

The PSP rubrics are easy to follow, they work both face-to-face and remotely;
course grading is efficient and accurate. Due to properly organized processes and
templates and clearly stated “rules of the game”, the students get a clear, justified
and prompt feedback.

After discussing the core MIST/SE courses, let us summarize the key learning
principles for the new Innopolis university software engineering program.

First, the learning process should include instant hands-on application of the
principles learned into practice. This is likely to result in a mastery level comparable
to that of a professional software engineer. The university curriculum should
consistently link theory and practice by means of realistic business cases.

Second, the theoretical foundation should be just enough to support
multi-context practical application. Third, instant and frequent feedback is required
to practice the project-based skills, which are required to achieve mastery. Within
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the project framework, the teachers become mentors; they provide instant feedback.
Team and individual mentoring is required in order to fine-tune the assignment
difficulty level so that the students would be able to master the multi-discipline
problem domain, which requires a number of “soft” skills. These “soft” skills are:
management, communication and team-building, to name a few. Other essential
skills include interpersonal and cross-cultural communication, negotiation, conflict
and risk management, relationship building and maintaining, and similar abilities.

The project-based learning should provide students with teamwork, which adds
to their interpersonal “soft” and core practical skills. The learning model should be
based on continuous self-reflection, self-motivation, self-monitoring and
self-directed adjustment. Self-motivation should include setting up personal goals
and identifying the skills required to achieve them. Self-adjustment refers to stu-
dents’ personal flexibility to meet the product requirements of the stakeholders and
teaching expectations of the professors in the master courses. Such self-adjustment
adds personal agility, which is required to manage individual crises.

6 Knowledge Transfer: Addressing Human-Related
Factors

The key human-related factors that we identified earlier are critically important for
knowledge transfer, especially in crisis. Let us relate these factors to the observa-
tions and findings of the CMU visiting faculty training.

One of the human-related factors is prior knowledge; it may either help or hinder
the knowledge transfer. In case of faculty training, the amount of prior knowledge
on Architectures for Software Systems course was large enough. However, certain
prior knowledge concepts were inappropriate and/or irrelevant; this significantly
hindered the transfer. One example of the hindering prior knowledge was excessive
focusing on real-life implications of the economic and business constraints, which
were predominant in Russia, instead of merely justifying technologies as prescribed
by the course objectives. Therewith, the knowledge transfer was incomplete, and
the result was Guest Lecturer certification rather than Primary Instructor one.
At CMU, the Guest Lecturer is usually responsible for 20 % of the course content
or less. However, since Architectures for Software Systems course was generally
beyond the primary domain of the visiting faculty expertise, the assignment of the
Guest Lecturer status was perhaps the optimal solution.

Other human-related factors are knowledge organization and mastery.
Concerning knowledge organization, experts often omit evident steps of reasoning,
or make “shortcuts”, to use the terms of knowledge receiving side. Due to a certain
level of the visiting faculty mastery, the knowledge receiving side accepted this
“shortcuts” policy by default.

The other course was Personal Software Process; it heavily focused on process
definition and software development discipline. Due to the nature of the course, the
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knowledge transmitting side did not intend to accept any “shortcuts”. Therewith,
due to lack of the common vision of the sides, the first attempt of PSP training did
not result in a satisfactory level of knowledge transfer and in a valid instructor
certification. However, after a self-reflection by means of writing a final report, and
after proper adjustment to the training side requirements, the knowledge transfer
was successful, and the visiting faculty was certified as the Primary Instructor.
Another critical success factor was rigorous following the process. Again, this was
a requirement of the knowledge transmitting side. However, due to cultural
diversity, the initial understanding of the knowledge receiving side set up a different
level of process agility and transfer expectations, which resulted in certain certifi-
cation issues for the initial course take. During the retake, however, there were
certain process adjustments. These adjustments were based on a self-reflection of
the knowledge receiving side and on a more frequent and goal-directed feedback
from the knowledge transmitting side. These process adjustments resulted in a
resonant knowledge transfer and eventually successful Primary Instructor
certification.

Let us discuss the difference between the knowledge organization and mastery of
the Guest Lecturer and the Primary Instructor. The Guest Lecturer is aware of the
critical relationships between the key course concepts; however, his/her network of
the course-related concepts is not as rich as that of the Primary Instructor. This may
inhibit the initial path of the teacher-to-learner knowledge transfer so that the
knowledge transfer may become somewhat inaccurate and/or inappropriate.

In case of Architectures for Software Systems, identification of the
mission-critical software quality attributes would probably be a key to successful
knowledge transfer. One realistic example of a mission-critical quality attribute was
the availability of a robot-controlled warehouse. The knowledge receiving side was
generally adequate on grading course assessments. However, a deep, mentor-level
evaluation of the grading process by the knowledge transmitting side showed that
delicate probing and hinting students on their own context-specific application of
mission-critical concepts was problematic for the knowledge receiving side.
A realistic example of such a context-specific application was a well-justified
architectural framework for a robot-assisted warehouse.

The knowledge transfer can be divided into near and far [2]. The near transfer
means knowledge applicability in similar or adjacent problem domains only, while
the far transfer usually allows a multi-domain application in different contexts,
some of which are substantially far from the original one. The question is how far
the CMU-Innopolis knowledge transfer was possible. Our experience showed that
there was hardly any far transfer evidence; however, a near transfer based on
cloning of the curriculum with certain minor adjustments was possible. In our
opinion, for each course the far transfer would require at least two attempts with a
self-reflection, subsequent adjustment and multi-context application.

In case of Architectures for Software Systems, the rich prior knowledge was
excessive in certain aspects, such as fault tolerance and data consistency, which
inhibited the far transfer that was required for Primary Instructor certification.
However, the same prior knowledge and complex knowledge organization in terms
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of extensive concept relationships promoted knowledge transfer in certain knowl-
edge areas, such as enterprise and mission-critical systems, and resulted in Guest
Lecturer certification.

Another lesson learned was that the educational framework and terminology,
including the core readings for a course, influenced the knowledge transfer largely.
As an example, the other trainee, a USA University Professor specializing in
Software Architectures, was physically present at 30 % less classes. However, his
prior knowledge and knowledge organization structure were much more relevant to
these of the knowledge transmitting side. He had been delivering courses on
Software Architectures in the USA for a number of years. His courses were based
on the same core reading; this was a famous book written by three prominent
Software Engineering Institute experts [28]. The Software Engineering Institute is
located next to the Carnegie Mellon University, and the research activities of the
two organizations are tightly interwoven. Therefore, the key course concepts from
CMU and the other trainee were very similar, and the prior knowledge bases of both
sides used similar sources. Moreover, concerning practical application of the con-
cepts and principles of software-intensive systems design, the CMU teachers and
the other trainee built their knowledge bases and business cases on similar
real-world projects.

One more mission-critical human resource-centered factor for knowledge
transfer is relevant practice based on timely feedback. In theory, practice and
feedback require alignment [29]. Concerning the knowledge transmitting side, the
feedback was not always ideally aligned with the assignment submission schedule.
The primary reason for that was intensive mobility (due to a number of business
trips) and non-synchronized vacation times of both sides. Another challenge was
the feedback itself, which sometimes seemed too general or too vague for the
knowledge receiving side. For the PSP course, the feedback was based on an
automatically generated template for student submissions; a batch-processing tool
assisted in it. Thus, a certain portion of the feedback was insufficiently targeted to
address the issues of the knowledge receiving side and to link them to the prior
assessments. Therefore, the knowledge transfer was inhibited.

Because of delayed start, the knowledge receiving side postponed the most
intensive part of the training until the summer semester and switched to distant
learning. Due to summertime, both teaching and learning sides were traveling
intensively, so, the season and distance factors hindered timely and detailed feed-
back. The initial certification attempts for Architectures and PSP were not quite
successful; therefore, the sides agreed on the strategy of sequential assessment
resubmission.

Eventually, both retakes resulted in successful certification, which confirmed
that the knowledge transfer did eventually occur. A more detailed feedback
accompanied practical assignments for both course retakes.

Even though both course retakes were remote, the cognitive load essentially
decreased. The steps to reduce the cognitive load were the following:
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(1) less submissions “on-the-go”, for example, while traveling;
(ii) step-by-step training plan approved by both sides; this included realistic
milestones and clear deliverables;
(iii) a well-justified amount of time invested into the course retakes;
(iv) a detailed and timely feedback after every assessment;
(v) future submissions adjusted on the basis of the feedback for the previous one(s).

The training lifecycle diagram with reduced cognitive load is presented in
Fig. 11.

To reduce the cognitive load, the knowledge receiving side seized a number of
concurrent learning activities and focused on doing “one thing at a time” as much as
it was possible. In contrast to the previous attempt, the final report for the
Architectures course was separated from any other knowledge transfer-related
activities. A fair amount of time, nearly 100 hours in just 2 weeks, was invested
into the final report. Only after the final report submission for the Architectures
course, which strictly followed the deadline set by the knowledge transmitting side,
the PSP course retake started.

Thorough planning included certain time slots to revise materials, install, con-
figure and test the new development environment, and to do some other preparatory
activities. The Final Report on PSP, though it took approximately an order of
magnitude less time, was produced according to similar scenario than that on the
Architectures. Again, this reduced the cognitive load to minimum, and allowed
concentrating on course-specific issues, such as process planning and monitoring,
self-evaluation and adjustment (see Fig. 11).

The feedback on the Architectures course included a number of activities. These
were discussions on reading questions, grading individual and group assignments,
and writing the final report. As our estimates show, incomplete knowledge transfer

Fig. 11 Training lifecycle ) ﬂ
with reduced cognitive load Adjust Plan
Process process
Self- Do
evaluate assessment
Receive Track
Feedback process

assessment
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and, consequently, partial certification could result from insufficient feedback. As
for the intermediate assignments, which were reading questions and
individual/group practical activities, the feedback received was probably not always
as prompt and goal-directed as it was desired by the knowledge receiving side.
Another reason was a heavy cognitive load for the dedicated instructor of the
knowledge transmitting side, which again was a crisis-related human factor. The
instructor had a bulk of administrative load, due to which he had to arrange
intensive online meetings and take frequent business trips. Additionally, an 8 hours
time shift between Moscow/Kazan in Russia and Pittsburgh in the USA, and dif-
ferent national holiday schedules inhibited feedback efficiency. This was the key
reason for a number of delayed meetings and late feedback emails, and conse-
quently, for hindering the Architectures knowledge transfer.

There were three final report revisions for the Architectures. An exhaustive
feedback with clear guidelines followed the first one. Based on the initial feedback,
two more revisions of the final report followed; however, the feedback was not as
detailed as before. Thus, feedback was probably the primary human factor that
hindered the knowledge transfer process.

The outcome for the other certification course, PSP, was different. However, the
primary human factor was probably also the feedback. For the initial attempt, a
typical feedback for earlier submissions was several days late. This resulted in the
knowledge receiving side misunderstanding of the ground rule that any further
assignment was dependent on the previous one(s). However, the feedback that
followed clarified that most of the previously submitted assignments did not meet
that ground rule, and thus they were subject to resubmission.

To scaffold the further learning process and to promote knowledge transfer, the
knowledge transmitting side suggested a context change, which included a different
programming paradigm and a different programming language. At first, this could
seem a misleading over-complication. However, the multi-context training resulted
in a better knowledge organization scheme in terms of matching course-specific
objectives. Moreover, this multi-context approach allowed scaffolding and orga-
nizing the conceptual scheme of the prior knowledge so that the representations of
the knowledge transmitting and receiving sides became better aligned.

The PSP context change required certain preparatory efforts, such as installing a
new integrated development environment and revising specific programming lan-
guage concepts. However, the result was successful due to the following
human-related factors: better meta-knowledge transfer, improved feedback quality
and adjusted meta-cognitive cycle [38—41, 48]. The process improvements included
certain updates in the training plan, certification requirements, submission ground
rules, and a few other aspects. The feedback became faster, it followed the pattern
of “one assignment at a time”. The feedback focused on submission benefits; it
allowed time gaps to analyze, self-reflect and adjust. Therefore, knowledge transfer
appeared to be critically dependent on the feedback. Our general requirements for
the instructor feedback are frequency, timeliness, focus, and goal-orientation. In our
opinion, late feedback inhibits the knowledge transfer, and it may result in
non-certification.



106 5 Knowledge Transfer: Manageable in Crisis?

The multi-context approach was also applied to the Architectures course. The
initial context was traditional MSIT/SE curriculum; the second one was LG com-
pany professional training. The second context had a realistic hardware-and-
software system as a goal to implement, so it articulated the subtle theoretical
concepts in a more accurate and multi-dimensional way. Thus, multi-context
application of the key course concepts adjusted the knowledge organization scheme
of the knowledge receiving side so that course specific issues and challenges were
identified, highlighted and received scaffolding. Concerning the PSP course, similar
multi-context effect resulted from applying structural and object-oriented devel-
opment paradigms, Free Pascal and NetBeans environments, and Pascal and Java
programming languages.

Another key human-related factor of the knowledge transfer is achieving certain
level of mastery, i.e. a set of domain-specific knowledge, skills and attitudes.
Concerning software engineering, building and transferring mastery involves a
number of non-technical “soft” skills, such as business communication, teamwork,
and time management [21]. Though these skills are non-core in terms of the dis-
cipline, they are critical for a successful knowledge transfer, and neglecting them
may result in a crisis. However, the Russian software engineering academia gen-
erally underestimates the value of the “soft” skills, whereas the CMU faculty
members explicitly focus on them. For cross-cultural contexts, these skills are
mission-critical.

The aim of software engineering is product-based development and maintenance
of large-scale and complex software systems; it requires efficient communication
between the client and the developer. A software engineering product is a result of
teamwork. Design, development, testing and maintenance teams often differ;
however, they should collaborate efficiently to build and support a competitive
product. Thus, teamwork skills are critically important for the knowledge transfer in
any software engineering curriculum. In Chap. 3, we discussed open communica-
tion and self-managed teamwork issues in the context of software development
methodologies.

Another human-related factor that hinders knowledge transfer is maturity
level difference; this was more formal for the knowledge transmitting side and more
ad hoc for the knowledge receiving side [30].

The other human-related factors, which may affect the knowledge transfer, are
motivation and course climate. Though these are not critically important for faculty
training, they still are influential in crisis. For example, late training start of the
knowledge receiving side resulted in skipping at least 25 % of the classes at the
beginning of semester. Since these classes included orientation and course key
concepts, not only climate and self-motivation, but also knowledge organization
and mastery level were clearly insufficient for the knowledge receiving side.

Moreover, the late start resulted in uncertainty of the expectancies of both sides,
and of their managers. The initial expectancy of the knowledge receiving side was
that some of the learning goals were flexible and adjustable “on the fly” [46, 47].
However, the knowledge transmitting side’s attitude appeared to be clearly different.
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Moreover, in view of the knowledge transmitting side, the critical training processes
were supposed to be prearranged and approved as training plans, otherwise certifi-
cation goals would likely be missed. This resulted in an initial conceptual misun-
derstanding and a local knowledge transfer crisis.

To manage the crisis, both sides changed their processes for more flexible ones
to the best extent possible. For a certain critical period of the preparatory activities,
this resulted in a more complex training environment with frequent context
switches, and increased the cognitive load for both sides. However, eventually the
crisis was conquered, the training objectives met, and the trainees certified. This
confirms that the wise application of the key human factors, irrespective of any
cross-cultural issues and variations in expectancies and maturity levels, may result
in conquering the local crises.

7 Cirisis Agility: Enterprise Patterns Revisited

Crisis management of large-scale software products is a key problem in software
and system engineering [45]. In this respect, one of the mission-critical issues is
real-time system agility. The section discusses high-level architectural patterns and
provides an outline of “crisis-proof” product development and process manage-
ment. Within the software product architecture, we identify the agile objects, which
are mission-critical in crisis. We introduce a process knowledge base and justify its
role in the agility [52, 53].

7.1 Architecture Patterns: Enterprise Engineering Matrix

We introduce the architectural patterns in terms of the Enterprise Engineering
Matrix; it includes processes, data and systems (see Fig. 12) [49-51].

™ . “ £55 Archifecture: Data Flow ™,
, 55 Architectiare: Business , ["Static”) View N, ESS Archecture: HW/SW
™ Process [Dynamic”) View '- N System View
N AN 3

Fig. 12 The enterprise engineering matrix
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The first, dynamic perspective shows the processes; it decomposes strategic
goals into business processes, actions and tasks. The second, static perspective
embraces the decomposed data objects used in the processes. The third, system
perspective includes the large-scale systems that operate those data.

7.2 Process Management: Layer-Based Approach

In crisis, architectural agility becomes a concept that embraces the system qualities
of “flexibility, balance, adaptability, and coordination” [31]. Architectural agility
includes communication between the process participants and orchestration of the
enhanced services. These efforts require collaboration with the customer and expert
communities; they require CASE tool support in order to establish a common vision
between the client and the developer [32].

In the 2000s, knowledge management used static database structures, such as
wiki, blogs and content management systems. However, current semantic-based
technologies of content and knowledge management moved to the process-level in
order to increase knowledge availability.

Figure 12 outlines a high-level pattern of enterprise hardware-and-software
systems [6, 33]. Our idea is that abstraction level, data aggregation degree and
ability for strategic analysis, justification and decision-making grow bottom-up.
Each layer communicates directly with the adjacent ones; it is the
data/process consumer for lower levels and the provider for higher levels. Case
study-based examples include nuclear power plant (NPP) and oil-and-gas sector.

The top, strategic layer of the enterprise software-and-hardware system is rep-
resented by the software toolkit for integrated representation of strategic manage-
ment data. It is the dashboard, which top managers use to monitor dynamics of the
key performance indicators. This dashboard aggregates data from the software
systems for planning enterprise resources. General-purpose resources include human
resources, financials, and time management. In oil-and-gas area, examples of
domain-specific reports include gas balances, deposit assets, oil-and-gas upstream,
downstream and seismic exploration data. An enterprise internet portal or a similar
tool helps to integrate and visualize these high-level reports; it provides flexible,
reliable and secure access for the management by means of a dashboard interface.

The next layer’s purpose is to inform the employees of the urgently required
updates of the standard business processes, such as document approval, commu-
nication with clients and suppliers, and target email messaging. This layer is the
software system for interaction of the employees with the clients and partners of the
enterprise. Therefore, this layer is functionally similar to customer relationship
management (CRM) system. In oil-and-gas industry, the typical artifacts and agents
include shipment contracts, product distributors and pipeline producers.

The next layer represents the enterprise resource planning (ERP) software sys-
tems. Again, this layer consolidates the lower accounting layer data; it builds a
strategic view of the key business indicators. This level includes ERP software
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modules and subsystems, which assist in management and planning of oil-and-gas
products, such as fixed assets, human and financial resources, documentation,
supplies for oil-and-gas deposit construction and processing, supplies for NPP unit
construction and electricity generation. Possible instances of such systems for the
NPP industry include Siemens and Catie software products [34].

In contrast to the previous layers, the accounting layer contains lower-level
software systems. While the resource layer focuses on analysis and forecasting of
the key production indicators, such as revenues, profits, overheads, expenditures
etc., the accounting layer’s tasks are operational. The accounting layer includes
software systems for warehousing, inventory management and the like. In NPP, the
accounting layer includes the data on reaction unit construction, shipment and
assembly, monitoring unit assembly maps, and technical conditions.

The next, supervisory or “drivers” layer, contains the software systems, which
implement the interfaces between the software and the hardware components. This
layer contains the SCADA systems for the end-users who interact with field-based
devices and sensors, which perform plant operations, such as assembly-line pro-
duction. In oil-and-gas, this supervisory layer typically deals with exploration and
seismic data maps and the systems interacting with the devices and sensors, which
perform plant operations, such as drilling exploration wells. In NPP, the supervisory
layer typically deals with unit assembly maps and technical conditions; it interacts
with the devices and sensors, which perform plant operations, such as power
generation and reaction unit control.

The next, data layer embraces the databases and data warehouses. This data layer
includes DBMS with data mining plug-ins, online analytical and transaction pro-
cessing, middleware, and enterprise content management tools.

In the case of software-and-hardware system, essential features of the data layer
are big data size, high availability, and heterogeneity. Heterogeneity has architec-
tural and structural aspects [35]. Architectural heterogeneity includes
non-normalized and legacy systems data; structural heterogeneity deals with
weak-structured flows of audio and video data, and scanned documents. For
instance, NPP requires integration with domain-specific applications for lifecycle
management, electricity production and distribution, 6D modeling, and data
visualization.

We can identify one more layer below the data layer; this is the hardware layer,
which includes human-machine interfaces and such devices as programmable logic
controllers, sensors and robots. The hardware layer aggregates the analog data,
converts it into digital form, stores it and uses it for the higher-level enterprise
applications.

Figure 13 presents the layout of the high-level pattern for the enterprise
hardware-and-software systems. Let us discuss certain layers in more detail.

Figure 13 omits the relationships for the sake of space; however, it is clear that
Layer 7 aggregates and consolidates the data objects of Layer 6 in order to provide
a strategic view of the key business indicators.
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“Dashboard” of key business indicators (portal) 7
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Hardware Goods / Parts 1
Hardware

Fig. 13 Architectural pattern of the hardware-and-software systems

The Layer 6:

e Manages the channels of interaction with the clients, such as email, fax and IP
telephonys;
Plans and manages events, such as special offers and sales;
Manages distribution channels;

e Manages data on partners and clients, such as VIP clients, marketing campaigns
and preferred communication methods.

Layer 6 consolidates Layer 5 data in order to represent an aggregated view of the
key business indicators. Layer 5 includes the ERP components, which assist
end-users in management and planning of fixed assets, payables, receivables, pro-
duction and services, human resources, financials and documentation.

Compared to Layers 5-7, Layer 4 contains operational software systems for
daily management.

Layer 3 contains the systems for the end-users who develop and manage design
documentation, and who interact with field-based devices and sensors, which
perform plant operations.
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Layer 2 is a dedicated data layer, which could be drawn either to the side of the
above five (Layers 3-7) representing their interactive penetration, or below them,
limiting the interaction to Layer 3 only. The data level (Layer 2) is represented by
databases and data warehouses; it contains system level software.

The only level that we identify below the data level is Layer 1, or the hardware
level.

7.3 Layer-Based Approach Instance 1: Oil-and-Gas
Corporation

Let us illustrate the above general pattern of the architectural layers by an example
of the systems set used in the production and distribution activities of an oil-and-gas
enterprise. Let us focus on the activities of a vertically integrated enterprise, which
does exploration, production, processing and transportation of the oil-and-gas
products.

In this case, Layer 7 is the enterprise internet portal, which allows enterprise
managers to monitor the key performance indicators. The portal aggregates data and
visually represents it in terms of high-level reports, including general and
domain-specific ones, such as gas balances, deposit assets, upstream, downstream
and seismic exploration data views.

Layer 6 informs employees of the urgently required updates of the standard
business processes, such as approval of oil-and-gas shipment contracts, commu-
nication with oil-and-gas distributors and gas pipeline producers, and target email
messaging of price lists for the produced and processed items. Layer 6 functions
are: management of the employee interaction channels by means of gas commu-
nication, email, fax, intelligent IP telephony etc., planning and management of
distribution networks, and data management for partners and clients, such as regular
customers and VIP clients.

Layer 5 includes the ERP subsystems, which assist in management and planning
of oil-and-gas production including fixed assets, supplies for deposit construction
and oil/gas processing, human and financial resources, and documentation
management.

Layer 4 contains the software systems for payroll and product supply manage-
ment, including oil-and-gas transportation by pipelines, railways and ships, and the
like.

Layer 3 contains the software systems for developers and managers of the design
documentation including exploration and seismic data maps; it also includes the
systems interacting with the devices and sensors, which perform plant operations,
such as drilling exploration wells and oil-and-gas production.

Layer 2 often includes reliable and fault-tolerant Oracle DBMS-based solutions
integrated with domain-specific ERP applications for upstream and downstream
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management and with online data visualization tools. The other reasons for using
Oracle-based implementations are big data size and high availability.

Hardware Layer 1 includes the programming logic controllers and sensors used
for exploratory drilling and oil-and-gas production; it operates with the analog data.

7.4 Layer-Based Approach Instance 2: Nuclear Power Plant

Let us illustrate the architectural pattern by an example of the systems set used in
the production and distribution businesses of a nuclear power enterprise.

Layer 7 is the internet portal; it aggregates data for resource planning systems,
including general and domain-specific ones, such as assembly maps, technical
documentation, NPP monitoring data, production and distribution of the electricity,
nuclear fuel supplies and waste utilization.

Layer 6 supports interaction of the key departments and employees of the NPP
with their clients and partners. Its functions include informing the employees of the
urgently required updates of their standard business processes, such as design
documentation approval, communication with reaction unit customers and pro-
ducers, target email messaging of the product articles and price lists for the pro-
duced NPP units.

Layer 5 represents the ERP and PLM, the systems for resource planning and
production lifecycle management. It includes the modules, which help the managers
to monitor and plan the production of NPP reaction units and their components.
Possible instances of such systems for the NPP industry include Siemens and Catie
software products [34, 35].

Layer 4 contains the software systems for product supply management, which
monitor NPP payroll, human resource management, reaction unit construction,
shipment and assembly, assembly maps for monitoring NPP units and technical
conditions.

Layer 3 contains the software systems for developers and managers of the design
documentation, such as NPP unit assembly maps, technical conditions, and the
systems interacting with devices and sensors, which perform plant operations, such
as heat generation, and which control reaction unit operating parameters, such as
temperature and pressure.

Layer 2 typically uses Oracle DBMS-based solutions, which are
custom-integrated with domain-specific PLM and ERP applications, and with 6D
modeling and data visualization tools. The 6D models include 3D visualization of
the NPP units and domain-specific models for the resources required to design and
construct NPP, such as time, human resources and financials.

Layer 1 includes hardware devices, such as NPP programming logic controllers
and sensors; it processes the analog data.
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7.5 Process Knowledgebase: Adding Crisis Agility

As shown above, large clients typically have complex business processes and use a
wide range of software products. Each of their products introduces
customer-specific datasets that usually have a unique format; however, they can
semantically intersect the adjacent datasets. To automate top-down and bottom-up
process and data integration, large-scale clients require special-purpose software
tools. Enterprise-scale integration bus is a sound basis for such tools; it requires a
number of integration processes for management and maintenance.

In crisis, we suggest a centralized pattern-based process knowledgebase to
consolidate, store and handle the standard processes and to provide typical problem
solving methods.

The approach simplifies typical problem solving; it increases the software
development productivity by means of reuse and cost reduction based on optimized
decision-making.

The approach includes three key components:

e Basic processes, which include reference models for typical activities, inputs
and outputs, and optional additional metrics;

e Business goals processor; it generates processes, which consist of basic
sub-processes and allow achieving the goal(s) that the user requested;

e Integration module; it automates the processes by associating their steps with the
data transmission and reception activities including stepwise notifications,
acknowledgements and invitations.

The suggested approach is a key to crisis agility; it offers a repository of formal
specifications and their implementations. It helps to handle uncertainty, incomplete
documentation and requirement volatility. It is useful in top-down and bottom-up
process construction. It assists in building processes based on formal specifications

by means of composition of the existing artifacts, or by consecutive decomposition
[36].

8 Conclusion

The chapter discussed crisis-oriented patterns and practices for software develop-
ment and knowledge transfer. We used a set of models to represent and manage the
transfer. For the basis of the models, we used informing science and a set of
learning principles. We approached the software architecture in terms of process,
data and system perspectives.

Our case studies included knowledge transfer from the Carnegie Mellon
University masters’ program in software engineering to the new and ambitious
Russian Innopolis University.
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The CMU MSIT/SE curriculum courses are tightly interwoven and integrated
with project-based practices of software development. Their focus is quality and
process improvement.

The knowledge transfer requires special instructor training in teaching profi-
ciency. One example of such training is the Teaching Excellence Program
(TEP) courses from iCarnegie Global Learning, a CMU subsidiary. Some of the
learning principles we used were derived from these TEP courses.

We identified the following key factors, which may inhibit technology transfer:

cross-cultural differences, such as mentality and language issues;
geographical differences, such as time lags and vacation schedules;

e process maturity differences, for instance ad hoc versus defined and/or managed
processes.

To promote technology transfer in crisis, we produced the following recom-
mendations. These included multiple contexts and scaffolding, for instance: com-
parative learning of software development paradigms, environments, languages and
tools; learning by doing versus formal models, and some other examples.

We recommend to minimize overall cognitive teaching-and-learning load. This
includes faculty training plans with clearly separated concerns, allowing enough
time for learning, environment preparation, and a few other aspects.

We consider efficient feedback a mission-critical activity to manage the crisis; to
succeed, it should be frequent, timely, directed and goal-oriented.

In software engineering, “soft” skills that lead to required mastery level are
critically important; these include communication, time management, negotiations,
to name a few.

For the academic staff, the above recommendations should result in
crisis-efficient metacognitive self-directed learning. This includes self-reflection,
self-assessment and self-adjustment based on certain evidences, such as reflective
reports, course improvement suggestions, additional lecture proposals and elective
development.

The learning objectives should address higher levels of Bloom’s taxonomy [37]
including justification, analysis and practical application of the theory and princi-
ples learned. As a result, the students learn to act as software engineering profes-
sionals and to use their own expert-level judgment.

The above-mentioned multi-context education should include not only software
development, but also its integration with hands-on learning-by-doing practices,
including hardware interfaces. A number of “wicked” problems may happen when
performing hands-on real-world tasks of a software engineer; these problems
stimulate students to cope with the crisis conditions. However, the crisis is hardly
manageable with underdeveloped “soft” skills and personal agility, which includes
self-assessment, self-justification and self-adjustment. Even a project failure (likely
to happen in a local crisis) is a starting point to learn, to adjust and to become more
agile. This multi-disciplinary alloy of skills is required in the rapidly changing
world of practical software engineering; it may become a remedy for crisis.
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The model we used for the knowledge transfer included an informing frame-
work, which involved transmitting and receiving sides, and the environment. In
crisis, however, we would recommend certain adjustments and “add-ons” to this
basic framework. First, to model resonant communication, we added the “amplifier”
to the initial oscillating LC-type of the Cohen’s model [1]. Second, to simulate
feedback, which is a mission-critical crisis mechanism, we added positive and
negative feedback paths for both transmitting and receiving sides. Third, we set the
upper and lower thresholds for the informing amplified circuit in order to maintain a
controlled resonance.

Our enhanced knowledge transfer model required compensation for the energy
loss during the transfer due to physical nature of the circuit. The reasons of this loss
included cross-cultural, inter- and intra-organizational barriers. The feedback
should be negative in order to balance the internal resonance between the inter- and
intra-organizational parts of the informing system. In crisis, investing excessive
energy (i.e. resources) into the informing system would likely result in its crash
and even physical collapse due to uncontrolled resonance. Therefore, we should
control the value of resonance by a bidirectional, positive and negative, feedback.
In case the energy increase received from the feedback exceeds a certain threshold,
a negative impulse is required to compensate that. In a number of crisis scenarios, it
is practically sufficient to stop adding energy to the informing system (or at least to
its certain part) until it reaches the lower energy threshold, where the (sub)system
already starts to slow down, even though the feedback value might still remain
positive.

In crisis, knowledge transfer typically requires special training of the receiving
side, i.e. the faculty. That is why the lessons learned at CMU while doing MSIT/SE
faculty training were mission-critical. These lessons included the following. We
identified the essential human-related factors for successful knowledge transfer:
prior knowledge, knowledge organization, feedback, mastery and practice. Of
these, the first three factors were mission-critical.

In crisis, an adequate, bidirectional feedback-driven meta-cognitive cycle orga-
nization was very important to ensure the quality of learning. That is why the
intended learning objectives should address the entire meta-cognitive cycle,
including such activities as reflection, analysis, justification, adjustment and prac-
tical application of the theory and principles learned.

Therewith, both the students and the faculty should act as software engineering
professionals and use their own expert-level judgment. Knowledge transfer for
software engineering should be multi-context; it should include not only theoretical
software development but also hands-on real-world project practice. Teamwork,
communication and time management are the essential “soft” skills. These
multi-disciplinary skills are mission-critical in a crisis, with rapidly changing and
complex environments. In a crisis, even a project failure may become a possible
starting point to reflect, adjust and become agile.

After analyzing the knowledge transfer models based on the informing frame-
work, learning principles and practices, we discussed an approach for representing
enterprise software systems based on high-level design patterns. We suggested a
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general architectural framework for such systems-of-systems, which included five
application levels and two data levels. The application levels ranged from strategic
decision-making and key interface components down to “drivers”. The data levels
included the “processed” digital and the “raw” analog data. Finally, we instantiated
this high-level design pattern by the functional outlines for systems-of-systems in
oil-and-gas and nuclear power industries.
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Conclusion. Can We Manage the Crisis?

We have discussed lifecycle optimization of software production for crisis man-
agement by means of software engineering methods and tools.

Our outcomes are based on the lessons learned from the software engineering
crisis which started in the 1960s. At that time, software product lifecycles, which
the industry had just started moving toward, were anarchic in many ways, since no
systematic approach existed. However, so far there has been no single answer
whether the crisis is over; some researchers argue that it has been conquered, while
the others say it is still here.

We start from analyzing the findings of Marx, a pioneering researcher of the
economic crises. In his terms, a typical reason for any crisis is the “anarchy of
production”, which results from the absence of centralized planning and regulation
of the production and its lifecycle. He also stated that crises result from a mis-
balanced production and the realization of a surplus value, the root cause of which
is the separation between the producers and the means of production.
Disproportionate investment and over-expansion of productive capacity often
trigger a crisis first for the enterprise, and then on industrial scale. For the IT
industry, complexity and rapid growth add more probability for crises to hit soft-
ware production.

We conclude that the crisis might result from inadequate planning and from a
lack of common understanding of the product size and scope between the software
producers and the software consumers. In our opinion, the root cause of the crisis is
the resource misbalance due to an inadequate, inappropriate or distorted common
vision of the product features and/or project constraints between the client and the
developer. Clearly, each of these two sides has a number of participants with very
different preferences, goals and expectations. Thus, the crises in software engi-
neering depend not only on technology-related but also on human-related factors. In
other words, human nature is an essential source of the crises in software pro-
duction; however, any crisis manifests itself in software project economics.

Since the crisis hydra has at least two heads, one of which is technological, and
the other has a human-related nature, we select a complex approach to conquer it.

Thus, we propose an adaptive methodology for software product development,
which allows avoiding local crises of software production. The idea is to optimize
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the software product lifecycle. A typical methodology includes models, methods
and tools. Following this approach, we start from the high-level models for software
development lifecycles; each of the models sequentially elaborates the software
product from its initial idea to a utilizable implementation.

We discuss a general lifecycle pattern and its stages, and analyze their impact on
the timeframe and budget of software product development. We find that the
maintenance stage is critically important as it often contributes to nearly 70 % of
the project expenses; poor maintainability is a likely source of crisis. Another
recommendation is to reduce the cognitive load of maintenance so that the devel-
opers can sequentially apply each type of maintenance one after another. We find
that the cost of defect detection and fixing increases exponentially as we move from
the earlier lifecycle stages to the later ones, so defect detection in crisis should start
as early as possible.

Concerning the lifecycle models, some of these require iterative development,
whereas the others are more straightforward. Certain models require a relatively
high level of discipline and organizational maturity; otherwise, the lifecycle could
easily degenerate into a trial and error approach. We find that the model selection
influences a number of critical parameters of the software development project,
such as architecture, budget and timeframe, and it often determines its overall
success. The lifecycle model selection should be adequate to the experience of the
project team in terms of problem domain expertise and operational knowledge of
the required technologies, tools and standards. The model selection also determines
the product artifacts and quality attributes; it helps to decrease the time to market,
which is mission-critical in a crisis. Software engineering uses product quality
metrics, which makes project monitoring and management more accurate and
predictable in a crisis.

We identify the key advantages and disadvantages for each model discussed; we
conclude that there is no “silver bullet”, or no universal model, which would suit all
software production equally well. We find that the scope and size of the project
determines lifecycle model selection, and we recommend customizing and com-
bining the models in order to adjust to the specific features of the product.

We discuss software development methodologies. These are adaptive process
frameworks, adjustable to software product size and scope. Each methodology
includes a set of methods, principles and techniques, and software development
tools.

Each of the methodologies that we discuss is flexible enough to implement any
of these lifecycle models. Some methodologies are more formal, others are more
agile. In crisis conditions, such as hard-to-formalize problems, rapidly changing
requirements and other uncertainties, agile methodologies, which usually have
fewer artifacts, are applicable. However, agile methodologies require extremely
well disciplined development, and, consequently, they impose extra human
factor-related constraints.

No surprise that we find no “silver bullet” for software development method-
ologies. However, due to rigorous processes and well-defined deliverables, formal
methodologies are better for mission-critical and large-scale applications;
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crisis-agile methodologies might result in low quality software products and
build-and-fix lifecycles in an undisciplined development.

Following the sequential elaboration strategy, after the lifecycle models and
development methodologies we move on to the patterns and practices of resource
efficient software production; this is mission-critical in a crisis. We discuss a
methodology of pattern-based software product development, which includes a set
of formal models, processes, methods and tools.

To make the product development crisis-agile, we suggest a resource-efficient
component approach based on high-level architecture patterns for frequently used
combinations of large-scale product modules. We use these combinations as
baselines and branches to manage crisis-related requirement changes, frequent
release updates and typical requests from different clients. We recommend to
support this pattern-based development by means of domain-specific languages and
visual computer-aided tools.

We also propose a specific incremental software development methodology for
crisis-agile software development of large-scale, distributed heterogeneous
applications.

These methodologies provide an industrial level of software quality; they effi-
ciently reduce project terms and costs for large-scale heterogeneous products, such
as governmental and commercial enterprise software applications. Implementation
areas include oil-and-gas-production, air transportation, retail networks and nuclear
power generation. For each implementation, we develop a domain-specific lan-
guage, which helps in pattern-based product re-engineering, cloning, adjustment
and maintenance. We give crisis-agile recommendations for the application of the
approach to existing clients and to new customers.

We also suggest an enhanced architectural pattern for systems-of-systems, which
includes five application levels and two data levels. The application levels range
from strategic decision-making and key interface components down to “drivers”.
The data levels include the “processed” digital and the “raw” analog data. We
instantiate the high-level design pattern by the functional outlines for systems-of-
systems in the oil-and-gas and nuclear power industries.

The next level of crisis-oriented patterns and practices is intended for software
development and knowledge transfer. We use a set of models to represent and
manage the transfer. We use informing science models and a set of specific learning
principles. We approach software architecture in terms of process, data and system
perspectives. Our case studies include knowledge transfer of the masters’ program
in software engineering from the Carnegie Mellon University to the Russian
Innopolis University. The CMU curriculum is tightly interwoven and integrated
with a project-based practice of software development; its focus is on quality and
process improvement.

We identify the key factors, which might inhibit technology transfer; these
include differences in culture, geography and process maturity.

To promote crisis technology transfer, our recommendations include multiple
contexts, scaffolding and learning by doing. Other recommendations are to reduce
the cognitive teaching-and-learning load, to establish and maintain frequent, timely,



122 Conclusion. Can We Manage the Crisis?

directed and goal-oriented feedback, and to build up personal crisis-agile “soft”
skills, such as communication, time management, negotiations, self-reflection,
self-assessment and self-adjustment. We also recommend addressing higher levels
of Bloom’s taxonomy including justification, analysis and the practical application
of the theory and principles learned. We find that this multi-disciplinary alloy of
knowledge, skills and attitudes should be a remedy in crisis.

For knowledge transfer, we also apply the model, which includes the informing
framework represented by the transmitting and the receiving sides, and the envi-
ronment. To model resonant communication and feedback, we enhance crisis
agility of this basic model framework by an amplified circuit with controlled res-
onance and a bidirectional feedback loop for both sides.

We find that in crisis, knowledge transfer requires special training of the
receiving side based on such essential human-related factors as prior knowledge,
knowledge organization, feedback, mastery and practice; of these, the first three are
mission-critical. A bidirectional feedback-driven meta-cognitive cycle is critically
important for the quality of learning. We recommend multi-context knowledge
transfer, which includes hands-on real-world project practice, and “soft” skills.

Thus, we use a multi-faceted approach to software engineering and knowledge
transfer, which includes human and technological factors. The systematic approach
we use includes formal models, a set of domain-specific methods and visual tools; it
increases crisis agility so that software development becomes more predictable,
accurate and adaptive at the same time.

In our view, the root cause of the software development crisis is the human mind
itself, and we can manage the crisis if we approach human-related and
technology-related issues and challenges in a systematic and disciplined way.



Glossary

Activity A thing that a person or group does or has done, a relatively small isolated
task with clear exit criteria

Adaptive maintenance Maintenance, which modifies system in order to adapt the
product to the new software and hardware environment

Agile methodology An alternative to traditional project management where
emphasis is placed on empowering people to collaborate and make team deci-
sions in addition to continuous planning, continuous testing and continuous
integration

Agility Ability to adapt to uncertainties and changes of environment
Anthropic-oriented Relating to human

Architectural heterogeneity A property of a system, which includes components
based on different architectural patterns

Architecture Centric Design Method (ACDM) A novel method for software
architectural design developed by the Software Engineering Institute at the
Carnegie Mellon University

Architecture Tradeoff Analysis Method (ATAM) Risk-mitigation process used
early in the software development life cycle. ATAM was developed by the
Software Engineering Institute at the Carnegie Mellon University

Backlog An accumulation of uncompleted work or matters needing to be dealt
with

Best practice(s) Commercial or professional procedures that are accepted or pre-
scribed as being correct or most effective

Bloom’s taxonomy Bloom’s classification of levels of intellectual behavior
important in learning

Build-and-fix, model A model of software development without a deliberate
strategy or methodology. Programmers immediately begin coding. Often late in
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the development cycle, testing begins, and the unavoidable bugs must then be
fixed before the product delivery

Business requirements Critical activities of an enterprise that must be performed
to meet the organizational objective(s) while remaining solution independent

Cohesion Action or fact of forming a united whole

Common vision Essential component of a learning organization because it pro-
vides the focus and energy for learning; a realistic, credible, attractive future for
an organization Common vision is derived from the members of the organiza-
tion, creating common interests and a sense of shared purpose for all organi-
zational activities

Computer-aided design (CAD) Software used by architects, engineers, drafters,
artists, and others to create precision drawings or technical illustrations. CAD
software can be used to create two-dimensional (2D) drawings or
three-dimensional (3D) models

Computer-aided engineering (CAE) Broad usage of computer software to aid in
engineering analysis tasks

Computer-aided manufacturing (CAM) An application technology that uses
computer software and machinery to facilitate and automate manufacturing
processes

Corrective maintenance Maintenance, which fixes existing defects in the software
product without changing the design specifications

Coupling The pairing of two items
Courage The ability to do something that frightens one; bravery

Course climate A set of overarching and pervasive values, norms, relationships,
and policies of the course that make its character

Crisis Misbalanced production and realization of a surplus value, the root cause of
which is separation between the producers and the means of production

Customer relations management (CRM) Practices, strategies and technologies
that companies use to manage and analyze customer interactions and data
throughout the customer lifecycle, with the goal of improving business rela-
tionships with customers, assisting in customer retention and driving sales
growth

Data warehouse A large store of data accumulated from a wide range of sources
within a company and used to guide management decisions

Database management system (DBMS) Software that handles the storage,
retrieval, and updating of data in a computer system
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Deliverable A practical outcome, any measurable project artifact, which is a result
of each project task, work item or activity

Design pattern A general reusable solution to a commonly occurring problem
within a given context in software design

Design specification A detailed document providing information about the char-
acteristics of a project to set criteria the developers will need to meet

Design A software development lifecycle stage, which formally describes the
components of the future software product and the connections between these
components

Enterprise content management (ECM) Formalized means of organizing and
storing an organization’s documents, and other content that relate to the orga-
nization's processes. Encompasses strategies, methods and tools used throughout
the lifecycle of the content

Enterprise Engineering Matrix Matrix, the columns of which correspond to
processes, data and systems, and the rows of which contain enterprise system
levels. Used to detect and predict local crises of software production

Enterprise Resource Planning (ERP) Business process management software
that allows an organization to use a system of integrated applications to manage
the business and automate many back office functions related to technology,
services and human resources

Evolutionary, model An iterative model of software development based on the
idea of rapidly developing an initial software implementation from very abstract
specifications and modifying this according to appraisal

Expectancy The feeling that a person has when he or she is expecting something

Extreme programming, methodology (XP) A software development methodol-
ogy, which is intended to improve software quality and responsiveness to
changing customer requirements; a pragmatic approach to program development
that emphasizes business results first and takes an incremental approach to
building the product through continuous testing and revision

Far knowledge transfer Knowledge transfer that allows a multi-domain knowl-
edge application in different contexts, some of which are substantially far from
the original one

Feedback A helpful information or criticism that is given to someone to say what
can be done to improve performance

Formal methodology A codified set of practices (sometimes accompanied by
training materials, formal educational programs, worksheets, and diagramming
tools) that may be repeatedly carried out to produce software
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“Fragile” base classes A problem of object-oriented programming where the
superclasses contain seemingly safe modifications, which, when inherited by the
derived classes, may cause malfunctions of these derived classes

Heterogeneity A property of a set, which consists of elements that are essentially
different from each other

Human-Related Factor A factor originating from human nature, which influences
requirements elicitation, and, consequently, software development

Implementation A software development lifecycle stage, which produces the code
of each individual component of the software product

Incremental, model A model of software development where the product is
designed, implemented and tested incrementally (a little more is added each
time) until the product is finished. It involves both development and maintenance

Informing science A transdiscipline to promote the study of informing processes
across a set of disciplines, including management information systems, educa-
tion, business, instructional technology, computer science, communications,
psychology, philosophy, library science and information science. The unit of
analysis is the informing system, which is a collection of informers, clients and
channels serving a particular informing need

In-house development Software development by a corporate entity for purpose of
using it within the organization

Integration A software development lifecycle stage, which produces the entire
software product out of the individual components implemented previously

Interrelatedness The ability of one system component change to significantly
influence a number of adjacent components changes

Key performance indicator Business metric used to evaluate factors that are
crucial to the success of an organization

Knowledge transfer (KT) The practical problem of transferring knowledge from
one part of the organization to another

Legacy software product An old software product, of, relating to, or being a
previous or outdated computer system. Often implies that the system is out of
date or in need of replacement

Maintenance A software development lifecycle stage, which includes all aspects
of the product operation and support at the client’s site

Mastery A skill that allows doing, using, or understanding something very well

Metacognitive Something that refers to higher order thinking which involves
active control over the cognitive processes engaged in learning
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Meta-knowledge transfer Practical problem of transferring knowledge about a
preselected knowledge

Metaphor A figure of speech in which a word or phrase is applied to an object or
action to which it is not literally applicable

Method A particular procedure for accomplishing or approaching something,
especially a systematic or established one

Methodology A system of methods used in a particular area of study or activity; a
framework that is used to structure, plan and control the process of developing
an information system

Milestone A key control point where certain results are achieved; a significant
stage or event in the development of something

Modularity The degree to which a system’s components may be separated and
recombined; uses minimum connectivity between the modules, so that each
relatively small and functionally separate task is located in a separate software
module

Motivation A force or influence that causes someone to do something

MSF, methodology A set of principles, models, disciplines, concepts, and
guidelines for delivering information technology solutions from Microsoft. MSF
is not limited to developing applications only; it is also applicable to deploy-
ment, networking and infrastructure projects

Near knowledge transfer The knowledge transfer applicable to adjacent problem
domains only

Object-oriented, model A model of software development based on
object-oriented paradigm

Online analytical processing (OLAP) A category of software tools that provides
analysis of data stored in a database. OLAP tools enable users to analyze dif-
ferent dimensions of multidimensional data

Online transaction processing (OLTP) A class of information systems that
facilitate and manage transaction-oriented applications, typically for data entry
and retrieval transaction processing

Oscillator (LC) circuit An electric circuit, which consists of capacitor and
inductive coupling. Uses feedback for oscillation

Perfective maintenance A type of maintenance, which implements changes to the
product functional specification, making the new product release with improved
functionality and same or better quality in terms of performance, reliability,
security, availability, usability etc.

Practice An activity of doing something repeatedly in order to become better at it
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Process A series of actions or steps taken in order to achieve a goal; a sequence of
the tasks to be implemented, they are clearly different, i.e. have a clear start and
termination criteria, and, in some times dependent on each other

Production lifecycle management (PLM) Process of managing the entire life-
cycle of a product from inception, through engineering design and manufacture,
to service and disposal of manufactured products

Quality Attribute (QA) A systemic property of a software product, which criti-
cally influences its quality

Rapid prototyping, model The activity of creating prototypes of software appli-
cations, i.e. incomplete versions of the software being developed. A prototype
typically simulates only a few aspects of, and may be completely different from,
the final product

Refactoring The process of restructuring existing computer code without changing
its external behavior. Refactoring improves nonfunctional attributes of the
software

Requirements analysis A software development lifecycle stage, which identifies
the desired properties of the future software product

Requirements specification A software development lifecycle stage, which for-
mally describes the properties of the future software product

Resonance A quality of evoking response

Retirement A software development lifecycle stage, when the product is com-
pletely and permanently put out of operation

Return on investment (ROI) A performance measure used to evaluate the effi-
ciency of an investment or to compare the efficiency of a number of different
investments. ROI measures the amount of return on an investment relative to the
investment’s cost

RUP, methodology Rational Unified Process, a software development methodol-
ogy from Rational. Based on UML language, RUP organizes the development of
software into four phases, each consisting of one or more executable iterations of
the software at that stage of development: inception, elaboration, construction,
transition

Scaffolding A variety of instructional techniques used to move students progres-
sively toward stronger understanding and, ultimately, greater independence in
the learning process

Scalability The capability of a system, network, or process to handle a growing
amount of work, or its potential to be enlarged in order to accommodate that
growth
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Scope, product scope Features and functions that characterize a product, service
or result; product scope defines what the product will look like, how will it work,
its features, etc.

Scrum master The facilitator for a product development team that uses scrum, a
rugby analogy for a development methodology that allows a team to
self-organize and make changes quickly. The scrum master manages the process
for how information is exchanged

Scrum, methodology An iterative and incremental agile software development
methodology for managing product development

Self-adjustment Adjustment of oneself or itself, as to the environment
Size, product size Overall size of the software being built or modified

“Soft” skills Personal attributes, which indicate a high level of emotional intelli-
gence, such as teamwork, negotiations etc.

Software Engineering A set of tasks, methods, tools and technologies used to
design and implement complex, replicable and high-quality software systems

Software environment Surroundings for an application; usually includes operat-
ing system, database system and development tools

Software process An over-arching process of developing a software product

Software product Merchandise consisting of a computer program that is offered
for sale

Spiral, model Systems development lifecycle model, which combines the features
of the prototyping model and the waterfall model

Sprint A set period of time during which specific work has to be completed and
made ready for review

Stakeholder A person with an interest or concern in something

Structural heterogeneity A property of a dataset, which includes both strong and
weak-structured elements

Synchronize and stabilize, model A systems development life cycle model in
which teams work in parallel on individual application modules, frequently
synchronizing their code with that of other teams, and regularly debugging, i.e.
stabilizing the code

System-of-systems A viewing of multiple, dispersed, independent systems in
context as part of a larger, more complex system

Technical constraint A technical limitation or restriction
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Tool Computer-aided software, which supports the software development pro-
cesses and methods; typically used for software development or system
maintenance

Vision, product vision An original idea, clear yet informal, of the fundamental
differences and customer values for the future software product as compared to
the existing ones, and its benefits after the implementation; desired future state
that would be achieved by developing and deploying a product

Waterfall, model Sequential design process, used in software development pro-
cesses, in which progress is seen as flowing steadily downwards through the
phases of conception, initiation, analysis, design, construction, testing,
production/implementation and maintenance
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