Smart Sensors, Measurement and Instrumentation 24

Hemant Ghayvat
Subhas Chandra Mukhopadhyay

Wellness
Protocol for
Smart Homes

An Integrated Framework for Ambient
Assisted Living

@ Springer



Smart Sensors, Measurement
and Instrumentation

Volume 24

Series editor

Subhas Chandra Mukhopadhyay

Department of Engineering, Faculty of Science and Engineering
Macquarie University

Sydney, NSW

Australia

e-mail: S.C.Mukhopadhyay @massey.ac.nz



More information about this series at http://www.springer.com/series/10617



Hemant Ghayvat - Subhas Chandra Mukhopadhyay

Wellness Protocol for Smart
Homes

An Integrated Framework for Ambient
Assisted Living

@ Springer



Hemant Ghayvat Subhas Chandra Mukhopadhyay

Massey University Department of Engineering
Palmerston North Faculty of Science and Engineering
New Zealand Macquarie University

Sydney, NSW

Australia
ISSN 2194-8402 ISSN 2194-8410 (electronic)
Smart Sensors, Measurement and Instrumentation
ISBN 978-3-319-52047-6 ISBN 978-3-319-52048-3  (eBook)

DOI 10.1007/978-3-319-52048-3
Library of Congress Control Number: 2016962039

© Springer International Publishing AG 2017

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part
of the material is concerned, specifically the rights of translation, reprinting, reuse of illustrations,
recitation, broadcasting, reproduction on microfilms or in any other physical way, and transmission
or information storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar
methodology now known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this
publication does not imply, even in the absence of a specific statement, that such names are exempt from
the relevant protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this
book are believed to be true and accurate at the date of publication. Neither the publisher nor the
authors or the editors give a warranty, express or implied, with respect to the material contained herein or
for any errors or omissions that may have been made. The publisher remains neutral with regard to
jurisdictional claims in published maps and institutional affiliations.

Printed on acid-free paper
This Springer imprint is published by Springer Nature

The registered company is Springer International Publishing AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland



To our parents:

Late. Sree Bhaskar Ghayvat and
Mrs. Sadhana Ghayvat,

Mr. D.N. Mukhopadhyay

and Mrs. R.R. Mukhopadhyay

To my wife (Hemant): Arpita Hemant
Ghayvat

To my wife (Subhas): Dr. K.P. Jayasundera

To my children (Subhas):
Miss. Sakura J. Mukhopadhyay
and Master Hiroshi J. Mukhopadhyay

To my brother (Hemant): Basant Ghayvat



Preface

This book covers the design and development of a Wellness Protocol that forecasts
the wellness of individuals living in AAL environment. The Protocol is based on
wireless sensors and networks that are applied to data mining and machine learning
to monitor the activities of daily living. The heterogeneous sensor and actuator
nodes, based on WSNs, are deployed in the home environment. These nodes
generate the real-time data on object usage and other movements inside the home,
in order to forecast the wellness of any individual. The new Protocol has been
designed and developed to be suitable especially for smart home systems. The
protocol has proven to offer a reliable, efficient, flexible, and economical solution
for smart home systems and AAL environment.

According to consumers’ demand, the Wellness Protocol-based smart home
systems can be easily installed with existing households without any significant
changes and with a user-friendly interface. Additionally, the Wellness Protocol has
led to designing a smart building environment for apartments. In the endeavour of
smart home design and implementation, the Wellness Protocol deals with large data
handling and interference mitigation. A Wellness Protocol-based smart home
monitoring system is the application of automation with integral systems of
accommodation facilities to boost and enhance the everyday life of an occupant.

Palmerston North, New Zealand Hemant Ghayvat
Sydney, Australia Subhas Chandra Mukhopadhyay
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Chapter 1
Introduction

Abstract In a smart home living environment, technology assists the occupants in
their daily life. With the introduction of sensors, embedded processors and wireless
communication technology, normal homes are converted into smart homes.

1.1 Introduction

In a smart home living environment, technology assists the occupants in their daily
life. With the introduction of sensors, embedded processors and wireless commu-
nication technology, normal homes are converted into smart homes. In a smart
home, the activities of an occupant are monitored continuously. Help or assistance
is provided at the time of need or in an unforeseen situation. The current chapter
provides the motivation behind this research, problem formulation, solution and the
novel contribution of the research.

1.2 Motivation of Designing Homes for Tomorrow

The present research of design and implementation of An Integrated Framework for
Smart Homes has the motivation to support the independent living of an occupant
with utmost comfort, care, and safety.

1.2.1 Independent Living

The number of people living alone at home has been steadily increasing in the
recent past and will continue in the near future. Moreover, it is a phenomenon that
is spread across the globe (DePaula 2014). Figures and statistics do not explain the
full story, although according to the research firm Euromonitor International, the

© Springer International Publishing AG 2017 1
H. Ghayvat and S.C. Mukhopadhyay, Wellness Protocol for Smart Homes,

Smart Sensors, Measurement and Instrumentation 24,

DOI 10.1007/978-3-319-52048-3_1



Table 1.1 The statistic of
householders living alone; it
includes all age groups
(Statistics Brain 2015)
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Living alone numbers (as a percent of all households)

Country Percent of households (%)
1 Sweden 47
2 Britain 34
3 Japan 31
4 Italy 29
5 U.S. 28
6 Canada 27
7 Russia 25
8 South Africa 24
9 Kenya 15
10 Brazil 10
11 India 3

Source Euromonitor International, U.S. Census

number of people living alone all around the world is climbing sharply (Statistics
Brain 2015). Table 1.1 represents the humans living alone in many parts of the

world.

Sweden has more solo living than any other country in the world, with 47%,
followed by the UK with 34%. The most surprising figure in the list comes from
Japan with 31%, because Japan is well known for its organized family structure.
Euromonitor International forecasts that the world will add up 48 million new single
households by 2020, a sharp increase of 20%, as shown in Fig. 1.1 (Baker 2012).

Fig. 1.1 Single-person
households (Baker 2012)

I Singlisation

Single-person households as % of total

* Western m== North Eastern
Europe Europe
=== Africa and m— Aia-
Middle East Pacific
35
— 25
gl
20
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— 10
— —
1 s il 1 0
1980 90 2000 20*
Source: Euromonitor International *Forecast
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One-Person Households by Age and Sex, 1970 to 2012: CPS
(In percent)

Women 75+

Women 65-74

Women 15-64

Men 75+
Men 65-74

Men 15-64

1970 1980 1990 2000 2010 2012
Source: U.S. Census Bureau, Current Population Survey, Annual Social and Economic Supplement, selected years, 197010 2012,

Fig. 1.2 One person households by Age and Sex, 1970 to 2012 in the US (Badger 2013)

It is believed that elderly people live alone at home. From the records of a US
firm, it is seen that the percentage of one-person household aged between 15 and 64
is higher than the 65 plus, as shown in Fig. 1.2; while Fig. 1.3 represents the trend
of single living households (Badger 2013).

Many heart-rending incidents have been reported about people living alone.
A 37-year-old woman, Kirstine Hill, lay dead in her Hastings home for up to three
weeks before her death was revealed [The New Zealand Herald, March 2013].
Police found her body in the kitchen of her semi-detached flat. A neighbor said
afterward: “As most people live here, we keep to ourselves” (Ellingham and
Raethel 2013). An elderly man living alone was rescued after spending days lying
injured on his kitchen floor at Palmerston North, New Zealand (King 2015) in May,
2015. Such heart-breaking incidents do happen, and many are not recorded.

Technology assisted homes may be able to prevent such incidents, or at least the
news of abnormal incidents will be reported quickly.

1.2.2 Enhance the Comfort and Lifetime

In the 21st century, scientific developments have allowed us to enhance the home
environment. One of the key intentions of smart home study is to ease everyday life
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Households by Size, 1970 to 2012: CPS

(In percent)
209 128 98 ~ 5 people or more
4 people
- 3 people
4 330 ~ 2 people
289
| person
1970 1980 1990 1995 2000 2005 2012
Source: U.S. Census Bureau, Current Population Survey, Annual Social and E ic Supp I d years, 1970 to 2012.

Fig. 1.3 Trend of living alone in the US (Badger 2013)

by increasing user comfort. Comforts achieved in two ways: One is associated with
human activity identification. Understanding the user behavior in the home ambient
is useful in making the home environment smarter and more relevant to needs. The
other is remote home monitoring and control (Marmot and Bell 2012).

1.2.3 Health Services

Intelligent ambient integrated homes are already supporting the health care. In the
case of any health care emergency, they provide the support through alerts to
caregivers or healthcare professionals (Héfner et al. 2012). Moreover, they are
monitoring people who are recovering from sickness. Smart home assisted living
allows an occupant to manage an independent lifestyle (Kinsella et al. 2013).

1.2.4 Efficient Use of Electricity

One of the applications of smart home technology is to enhance the people’s
comfort by maximizing power savings (Raworth 2012). Comprehensive organi-
zation and information about an individual’s activities in daily life play a significant
role in achieving this goal. Lifestyle patterns help to develop flexible, dynamic
prognostic, and conflict resolution proficiencies to the smart home automation
system (Novitzky 2015).
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1.2.5 Safety and Security

Safety and security are crucial traits of human life. Hence, combining safety
measures in the smart home is a vital necessity for most of the smart home occu-
pants. Typical homes are exposed to security threats. Most of the security issues are
related to pathetic user access as well as device authentication arrangements. These
are attacks either generated locally, such as robbery, or virtually, by accessing the
smart home data (Bisio 2015).

1.3 Problem Formulation

Although the smart home technology is growing fast and advancing, it has to
address a few significant issues such as packet reliability, device failures, and delay
in decision-making information generation. Occupants demand that the smart home
system should be reliable, efficient and user-friendly.

Heterogeneous sensing units design smart home systems and the data from these
sensors are collected into local home gateway server. These local home gateways
are not the high-speed computer, which can store large data and process them in a
fraction of a second. Every sensor sends the data after a defined sampling time. It
means these data packets are independent of event occurrence and produce excess
data. It is not feasible for an occupant to maintain the system due to large data. In
the smart home sensor, the node sends data according to their characteristics. The
processing of this excess sensing data signal generates contention and leads to
delay. There must be data priority for an emergency data signal. For instance,
during a panic button press, the care support signal must reach immediately at
support specialists without any delay. In these kinds of cases, priority and
event-based approaches are inevitable features to resolve them.

The home environment has many unwanted sources of electromagnetic radiation
that degrade the reliability and performance of the WSN-based smart home. There
are intra-network interference and multi-path losses that affect packet delivery.
Electromagnetic interference is the disruption that upsets desired node signal pro-
cessing. This intra-network interference turns out to be more critical in unregulated
free ISM band of the frequency spectrum.

By the influence of Internet of the Things (IOT), the daily usages objects are
uniquely addressable and interconnected. The IOT enabled home monitoring has
allowed connecting the information to the world wide web. The Home monitoring
system demands user authentication to prevent unauthorized access (Wang et al.
2015; Butala et al. 2012; Stauffer 1991).

The brain of the smart home is data mining and machine learning algorithms
which extract the useful information from heterogeneous sensing data for decision
making and assistance to an occupant. There are a number of algorithms such as the
HMM, CREF, and Naive Bayes models, but their trend and forecasting for realistic
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uncontrolled home environments are not always satisfactory (Wacks 1993;
Ricquebourg et al. 2006). Some of these models are either too simple and fail to
cover all possibilities for pattern generation and forecast, or too complex and
consume significant processing time. The smart home algorithm needs to be flexible
and adaptive enough for seasonal and sudden activities change. In the smart home
system, any anomalous behavior is detected due to any of the following two rea-
sons: firstly, significant distinctions in the behavior of the occupant and secondly
systems behavior change over the time due to equipment failure. Diagnosis of
anomalous behavior is inevitable to avoid fake alerts.

According to the above discussion the key challenges identified in this research,
are:

e Diverse hardware and software based on different technologies and standards
cause issues in the process of integration.

e The immediate requirement of a customized smart home protocol to offer pri-
ority and event-based model.
A large data handling issue arises in the heterogeneous wireless sensing system.
The packet reliability parameter degrades, due to interference, congestion,
equipment failure and multi-paths. This degradation causes an adverse effect on
smart home system performance.

e Processing time becomes crucial in the case of smart home safety, security and
healthcare applications.

e Maintaining the privacy of inhabitant’s data and making authentication for
caregiver only is highly recommended.

e Diagnosing the behavior and detecting the abnormality with the least possible
fake alerts.

1.4 Problem Solution

To address the issues, a smart home needs a new protocol and standard which is
customized to offer AAL and solutions. Every sensing system needs some basic
modules; one of them is the RF protocol for wireless communication. The wellness
system, therefore, started with ZigBee. AAL with ZigBee protocol was imple-
mented in a realistic home condition, and the results were encouraging, albeit, there
were some limitations of ZigBee protocol that we observed and analyzed.

These limitations were associated with the hardware and software fundamentals
of ZigBee, which made it excellent for environmental monitoring but bulky for
smart home requirements. The problem was associated with the ZigBee protocol
structure. ZigBee is well known for environmental monitoring of a relatively large
area, but it is not customized for the smart home. Some of the prominent issues that
adjudicate the performance in the monitoring system were recognized during the
wellness pattern generation, and forecasting with the ZigBee-based smart home
system as follows:
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The ZigBee protocol, used in the past, was a generalized protocol. The protocol
provided the possibility of adding a huge number of nodes (65,535) and forced the
use of many data for device identification. The routing protocol was designed by the
manufacturer (proprietary protocol) and did not allow us to include anything of our
own (Ricquebourg et al. 2006; Ghayvat et al. 2016).

e The ZigBee was not able to perform any customized and intelligent data pro-
cess. It was limited up to the radio communication.

e The header data were too large, which included many fields according to the big
area, but were not required in a moderate home space.

e [t did not contain any intelligence and control for data processing. Vast amounts
of data were transmitted, creating a problem.

e The sampling and storage were also a significant issue.

These deficiencies of previous research and the challenges offered by customer’s
demands have led us to build a modular, service-oriented new protocol, specially
designed to support the development of pervasive computing spaces. The new
communication protocol has been designed for the AAL. The Wellness protocol is
an approach which targets an event and a priority-based communication. This
protocol offers a complete smart home solution, starting from the sensor node to
real-time analysis, data streaming, decision-making, and control.

The AAL requires activity recognition of daily living from raw sensor data, and
these raw sensing data sets are composite and asymmetrical to encode into pre-
defined scenarios. Even after encoding this raw data, it was somewhat difficult to
recognize deviant behavior since these sensing data sets are on different time
measures (sampling rate) and sense modalities. These diverse time and sensor
modalities generate complication sin the course of equation formulation. It is rather
easy to generate behavioral patterns from single event data sets. However, it may
increase false alerts. The integrated framework based wellness time series function
analyzed the individual’s behavior from the previous data, real-time recently
received data, and feedback received data. It reduces the false alarm to a significant
extent. Thus, pattern detection through pipeline processing with filtering, charac-
teristic construction, activity detection, and smoothing was done. An attempt was
made to separate the routine data from unexpected data, which may have put an
occupant’s health and wealth at risk.

Moreover, the concerns of interference and deployment were adequately
investigated, and mitigation approaches were developed to deal with the interfer-
ence sources in the home environment.

1.5 Reasoning of Wellness Protocol and Approach

e The wellness protocol-based integrated framework for AAL is to monitor the
behavior of an occupant in real time.
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e [t assists the occupants with their independent living and obtains help in case of
any emergency or panic. Moreover, it makes it easier for distant caregivers,
worried about the occupant.

e The communication module of the wellness protocol is event and priority based,
which sends the data to the server according to its significance and priority.

e The protocol provides the transmission control at node end through the intel-
ligent sampling algorithm.

e The developed framework is accurate for sensing data storage and analysis in a
real-time sensing system.

e The wellness determination and forecasting is based on wellness indices and
belief time series methods.

1.6 Scope of Book

This book focuses mainly on the technical characteristics of smart homes.As smart
home research in general spans multiple disciplines this emphasis will naturally
limit the scope of the study to hardware, software, and communication. Research
findings resulting from user trials and other issues interrelated to the activity of
daily livings (ADLs)are also presented. Serviceability concerns and embedded
design (e.g. PC software, signal processing algorithms) are also included as nec-
essary. Smart ambient or indoor environment are more general terms for this kind of
research, but in the perspective of this book the environment in question is a home
as a physical space. Thus, this book is the research finding for Ambient Assisted
Living. Outdoor environment, wearable computing (e.g. smart clothing) and other
related technologies are beyond the scope of this book.

1.7 Novel Contribution

The novel contributions of this research are as follows:

e Integration of Advanced Wireless Sensing and Information Technology for the
wellness evaluation of an occupant living in an assisted environment.

e Accurate wellness determination in real time as well as near real-time from
streaming sensing data with the application of a time series model.

e Improved Wellness Function definitions (§; and B,) based on Wellness Belief
and Wellness Indices to monitor the activity of daily living.

e The integrated framework provides for control and monitoring of a smart home
through the Internet of Things.

e Optimum packet reliability and system performance through an interference
mitigation approach.
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e An identification of ADLs through object usage and movement in the home
environment for wellness pattern generation and forecasting.

e The integrated framework of the Wellness Protocol having functionalities to
monitor the occupant in real time, and the electricity consumption indices of
different household objects.

e Large data handling through an Intelligent Sampling Algorithm to reduce the
computational time and resources.

e Event and Priority based packet encapsulation are designed to deal with various
activities and conditions in the home environment.

1.8 Book Overview

This book contains the following seven chapters.
e Chapter 1—Introduction

Introduces the book, provides a summary of motivations, problem formulation,
and solution, the scope of research and reasoning and novel contributions.

e Chapter 2—Literature Survey

Introduces the background to a smart home communication protocol, data
mining, and machine learning approaches for activity recognition and forecasting
and describes the user studies performed within this research.

e Chapter 3—Wellness Protocol Development and Implementation

The design and implementation details are described, providing an explanation
of how the Wellness protocol was designed and functions. The details of sensing
node development, device configuration, and deployment, wireless data commu-
nication, storage, and analysis approach of heterogeneous sensor data fusion have
been documented.

e Chapter 4—Issues and Mitigation of WSNs Based Smart Building System

This research investigates the issues of interference based on wireless system
deployment in a home environment and suggests the mitigation assist the smart
building environment system designer in evaluating and measuring the on-site
performance.

e Chapter 5—Activity detection and wellness pattern generation

This chapter includes the classification of activities, development of the
Wellness belief, wellness function model and methodology to wellness pattern
generation. In the end, the web-based results of the wellness system are shown.
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e Chapter 6—Wellness Pattern Forecasting

This chapter describes the Wellness Pattern Forecasting for the occupants for
upcoming days through the past datasets with the minimum false alerts.

e Chapter 7—Conclusion and Future Work

The conclusion of present research work and issues for future research work.
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Chapter 2
Literature Survey

Abstract The present chapter presents the most relevant research approach and
methodologies based on WSNs-based home monitoring system for Ambient
Assisted Living (AAL). There are some research works, but this section includes
only the researchers who give full understanding and justify the work.

2.1 Introduction

The selection criteria for this review are shown in Table 2.1. The chapter has been
included if they are published in English, in a peer-reviewed text, and are available
as full works. Because of the rapid progression in technology and the relative lack
of information in earlier years, articles published before January 2005 have been
excluded. This research has focused on novel evidence regarding the success or
feasibility of smart-home technologies. Consequently, the search has been limited
to intervention or practicality studies. Chronicle evaluations and other methodical
reviews have been excluded as they do not fulfill inclusion criteria. For the purpose
of this literature survey, studies have been considered evaluating the efficiency of
the smart home technique when they have combined an intrusion period with
evaluation before and afterward. A ‘home’ environment is the place where a person
lives; this may be a private home, supported public home, assisted living and
retirement house. Most of the people are not willing to do permanent changes in
their living space, so, in few research the researchers have used either laboratory
setup which is purpose built home. Such settings have also been included as people
are able to live in the ‘house,” and the setting has been consequently considered
being a ‘home’ environment. Hospital environments and psychological assistance
usually offer the assisted physiological environment to people who are under
observation for recovery. Subsequently, studies in nursing homes and hospitals
have been excluded. Throughout this study, a broad definition of different age
groups has been considered a younger adult (aged below 45), middle-aged (aged
45-64 years), aged (65-79 years) and aged (80+ years). Tele-rehabilitation and
telehealth mostly involve communication with a distant health specialist and is
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Table 2.1 The criteria filter for selecting the research in literature survey

Enclosure criteria Elimination criteria

* Assessed smart-home models * Published before January 2005

* Available in English and full-text * Realized in other living environments such as
from peer review journals treatment center or rehabilitation settings

* Assessed usefulness or » Books, degree theses and abstracts from conference
practicability presentations

* Implemented in a home * Descriptive reviews and other systematic reviews
environment

 For ambient assisted living

Table 2.2 The keyword used on Google Scholar and other research article search engine to find
research studies

Keyword Synonyms

Smart-home | “Smart home” or “ubiquitous technology” or “ubiquitous home” or “electronic
assistive technology” or “ambient assisted living” or “telecare social alert
platform” or “social alarm” or “environmental control system” or “Home
Automation” or “Machine Learning” or “Data Mining” or “Eldercare” or
“automated home environment” or “WSNs Protocol” or “Smart Building” or
“Mitigation”

therefore still subject to the medical system for support but not such as hospital care
(Wacks 1993; Badger 2013; DePaula 2014; Wang et al. 2015). Consequently,
studies of telerehabilitation or telemedicine-based management techniques have
been included up to a limited extent. Multiple forms of technology may help to
assist an inhabitant in the home environments. Robotics, gaming or social inclusion
literature, are beyond the scope of this review; so, have been excluded. The focus of
this research review is specifically on types of techniques that can be used in a
home environment which either interact with or provide direct information to the
user without the need for another individual (Kinsella et al. 2013; Marmot and Bell
2012). Table 2.2, presents the keywords used in search engines stand-alone or in
combination to collect the research findings of the WSNs based smart home
monitoring system.

The rest of the chapter is subdivided into different sections of smart home system
design and most significant modules of AAL.

2.2 Smart Home for Wellness

The smart home is a customized application of computational technology for the
home. Numbers of equivalent names are used for the smart home system, e.g.,
home monitoring, home automation, assistive living system, intelligent home and
smart home. Stauffer (1991) provided an early definition of smart homes.
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According to Stauffer, SMART HOUSE is a comprehensive system that delivers
the general resources required for home automation in a multi-product and the
multi-vendor environment. A system controller, house extensive wiring network,
communication protocols, standard interfaces (outlet designs) for joining other
products, and basic user controls are the elements of the smart home system. This
definition is more towards the automation and control, but they do not consider the
monitoring. A similar kind of definition we find in Wacks (1993), Home
Automation is the term of a new trade that supports the next generation of consumer
electronic machines. The significant value added by home automation is the inte-
gration of products to produce new applications.

Smart homes are not only limited up to just turn on and off the device but also
monitor the internal environment and the activities that take place while the house is
occupied. The outcome of these amendments to the technology is that a smart home
can now monitor the happenings of the occupant. Moreover, individually operate
devices on a set of predefined patterns or independently as the user requires.
Vincent has included the intelligence with home automation (Ricquebourg et al.
2006).

Taking into consideration the recent development in smart home technology, a
smart home can be explained as an implementation of pervasive computing and
sensing. This smart home technology is capable of delivering context-aware,
automated and assistive services to home monitoring and remote control. Ambient
Assisted Living (AAL) is one of the smart home applications, which comprises of
interoperable concepts, products, and services, which integrate new information and
communication technologies (ICT) and home environments with the aim to
improve and enhance the quality of life for people in all steps of the life cycle. AAL
can at better be understood as an individual’s requirement-based support systems
for a vigorous and liberated life that caters for the different abilities of their users.
The framework of AAL is principally concerned with the individual in his or her
immediate ambient by offering user-friendly interfaces for all kinds of objects in the
home (Leone et al. 2015; He and Zeadally 2015; Dias et al. 2015).

2.3 Entities of Smart Home Systems

Smart processing and control platform based smart home system has gained
tremendous interest and consideration of the industry by the fact of
self-management and intelligent, customized setting for a particular application.
Sensor with RF communication chip without any external intelligent processing
platform is also popular in wireless sensor and systems application for monitoring
the home, but external processing unit and control give an extra edge over the
traditional approach of monitoring. With the innovation in micro electro mechanical
systems (MEMS), digital electronics and advancement in modern wireless com-
munication technology the intelligent wireless sensor and systems (IWSNs) have
got the potential to monitor physical world, processing and handling of the raw
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data, creating useful and essential information from that data, based on the obser-
vations and executing respective command. The microelectronic sensing circuit
measures the generic ambient parameters such as temperature, pressure, humidity,
movement, and link to the location of the sensor and transmogrify into an electric
signal. In IWSNs, there is always processor and controller logic before transforming
this nascent ambient condition values into a wireless signal through conditioning
circuitry. The TWSNs have a vast and varied use, and it is becoming an indis-
pensable and vital section of modern technological systems, for instance, smart
home monitoring, ambient assisted living, building automation, weather forecast-
ing, nuclear reactor, heath services, and defense radar.

According to the desired application and characteristics of sensor networks, it
prescribes adequate discipline and regulation on the IWSNs formulation and plan.
Deployment environment and location, self-healing, fault recognition and tolerance,
portability, flexibility, robustness, network topology, design cost, power con-
sumption, communication protocol are some of the design characteristics. By the
fact of these challenges, there is tremendous, and extensive research is pursuing on
IWSNSs. In most of the short-range applications, the designer prefers ISM (indus-
trial, scientific and medical band) frequency spectrum, which is free of cost, unli-
censed and unregulated; 2.4 GHz spectrum is universal in use. Figure 2.1
represents a general purpose block diagram of smart home functioning (Seo et al.
2016). In the smart home system, each module has its role to fulfill the smart home
service stack. The modules of intelligent wireless sensor and networks based smart
home for assisted living is explained in Fig. 2.1 (Enck et al. 2014; Palumbo et al.
2014).

— maw;uaus

Qcision and Control algoritD

e .

< Data handling and processing >

=

3

C Data logging- extraction >

o

< Communication Protocol >

< Objectsusage and Activities >

Fig. 2.1 General functioning block diagram of smart home system
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2.3.1 Sensors and Actuators

A sensor node is a small, inexpensive device with reasonable sensing that trans-
forms an ambient or biological measure into electrical form; this electrical signal is
converted into digital form and forwarded to the microcontroller for remaining data
processing at end-device side. While the actuator is a device to translate an elec-
trical control signal to physical action and starts the event through which an agent
acts upon the physical environment, by this way actuators are hardware entities.
Moreover, an actuator being able to act on the physical world through one or
several actuators is also a network unit that executes networking logics such as
transmission, reception, and process data through this approach.

To satisfy the demand of a recent occupant, the smart home should be sur-
rounded with a network of heterogeneous and multipurpose cost-efficient wireless
sensing solution, able to sense the diverse range of parameters essential for the
intelligent environment. Sensors and actuators can be classified into two groups as
traditional and advanced types according to a recent development in the sensing
world. Traditional sensors are temperature, pressure, humidity, force, light, motion
and gas sensors. For instance, temperature and humidity sensors can be used in
concurrence of air-conditioning either turning the fan, a heater as well as
air-conditioning on/off. Light intensity sensor could be used to activate the light
automatically at sunset, or darkness comes (Rodrigues et al. 2012). Advanced
sensors are the sensors which are more than the ambient sensing and to look after
the particular need of individuals such as emotion and impact sensor. For a
context-aware scenario, it is necessary that it should identify the mood of the
occupant, for instance, heart rate sensor discovers the pressure and generates
medicine reminder as well as inform the caregiver as desired. To design the
intelligent home environment sensing is essential, this means in a smart home
different types of sensors need to be deployed. So, more the number of sensors
more the area it covers and offers the best monitoring outcome. Some people prefer
camera and RFID while others avoid this to reduce the cost (Dengler et al. 2007;
Mukhopadhyay 2015).

Table 2.3 Ambient sensors to smart environment monitoring

Sensor Measurement

PIR Motion

Active infrared Motion/Identification

RFID Object information

Pressure Pressure on mat, chair, etc.

Smart tiles Pressure on floor

Magnetic switches/contact wire Door/Cabinet opening/closing

Ultrasonic Motion

Temperature Environmental as well as subject temperature
Gas/Smoke Gas or high temperature
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There are different kinds of sensors available for home monitoring; Table 2.3
shows the ambient sensors applicable to Smart Environments.

2.3.2 Controller and Processing Unit

Each sensor produces an electrical signal, and this electrical signal is converted into
digital form. The data generated by the sensor is raw information. This raw
information needs to be processed further to perform certain essential actions. These
actions are a direct function of the programming and configuration logic that
implements in the processor. Different levels of intelligence can be designed and
performed based on personalized requirement. The standard of intelligence can be
significantly improved through the devices; devices interchange the decision
information, and precision of this information sharing define the services in the
smart home (Wang et al. 2013; Han et al. 2014).

2.3.3 Defined Wireless Networking Protocols

In an era of prompt advancement in digital technology, most of this technology is
focused on proficient monitoring and controlling. Ubiquitously from mammoth
structure building automation to a smart small home, big industrial assembly
mechanisms to the tiny toy, an ordinary undergraduate laboratory to international
space research center and even health care service at a desk through wireless sensor
& networks, and WSN has become an indispensable and crucial device in playing
an important role. The significant enhancement by introducing wireless technology
is that it condenses and simplifies the medium complication and harness which
comes in wired transmission; it offers facilitation for the installation of sensors,
controllers, and actuators (Suryadevara et al. 2015). It provides generous benefits
such as mobility, lower life-cycle cost and reducing connector failures, which is one
of the most common reliability problems. The cost and installation labors with an
increased number of sensors in an urban environment are exponentially decreasing
by the wireless technology innovations. There are different wireless communication
mediums (technology) in which wireless sensor networks can be constructed
according to respective applications and strengths, such as WiFi; WiMax,
Bluetooth, and ZigBee (Byun et al. 2012).

The IEEE Standards include a family of networking standards that cover the
PHY and media access control (MAC) layer specifications for implementing WSN.
IEEE 802.11 series regulate PHY and MAC layers for wide local area networks
(WLAN) by employing radio frequency bands at 2.4 and 5.8 GHz. WiFi is a
widespread IP-based wireless technique which is applied in the home, office, in
consumer appliances such as a mobile phone. Furthermore, advanced security
features and the QoS can also be extended using Wi-Fi technology. The IEEE
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802.15.4 is a standard for power efficient, low data rate and short range wireless
communication between small devices. This specification only describes PHY and
medium access control (MAC) layers, is currently the most widely adopted standard
for WSN for short range, low data rate (250 kb/s at 2.4 GHz), and low compli-
cation. There are several protocols like ZigBee, MiWi, 6LoWPAN, WirelessHART
and ISA100.11a, which are based on IEEE 802.15.4 and known as higher layer
protocol. Also, these higher layer protocols describe the recommended application
structure, network layer, device profile, and security facilities between other
functionalities. Bluetooth is intended for applications that are mainly based on
computer peripherals devices, such as wireless mouse and keyboard. Bluetooth or
IEEE 802.15.1 is a standard intended to be a secure and low-priced way of data
communication among supported devices, creating a PAN. ZigBee standard is one
of the most preferred standard for wireless sensors network for low power, short
range and moderate data rate among the sensing units involved in environment
monitoring. Table 2.4 shows in detail the wireless networking protocols supported
on IEEE standards, whereas Table 2.5 shows the wireless networking protocols not
supported on IEEE Standards (Mendes et al. 2015). The Wireless standards pre-
sented in Table 2.5 are non-IEEE certified and are designed by research groups as
well as commercial companies.

2.3.4 Local Home Gateway and Server

All the sensing data from sensing network is sent to the coordinator. This data is fed
to the local computer based server. The data stored in local home gateway server is
analyzed and based on the outcome of the analysis the action is performed. These
data analysis is done online as well as offline. Depending on personalized
requirement analysis and data extraction, the software can be written in any soft-
ware language. Most of the smart home in the recent time prefers online analysis
and real-time streaming of information.

By integrating sensors with devices of daily usage in the smart home, the uti-
lization can be done in a more intelligent and smart manner. By this sensing
information, home appliances and environment can be controlled from a remote
location, and this is more than just turn on or off the device. Context-aware com-
puting and ubiquitous computing are chips of the same block, and they are indis-
pensable for each other to enhance the service quality of operation. For optimum
use of server data, these two needs have to be designed and programmed correctly
(Triantafyllidis et al. 2015).
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2.4 Smart Homes Around the World

The motivations to project and develop the smart home are independent living;
enhance the wellbeing, efficient use of electricity, and safety and security. The word
‘smart home’ is chosen for a home environment furnished with advanced tech-
nology that allows monitoring and control to its occupants, and boosts the inde-
pendent living through wellness forecasting based on behavioral pattern generation
and detection. To identify the difficulties and challenges towards the key perfor-
mance of a smart home monitoring, we have to recognize recent and ongoing
research in this field. A variety of smart home systems for ambient assisted living
are proposed and developed, but there are in fact fairly few houses that apply the
smart technologies. One of the main reason for this is that the complexity and
varied design requirement associated with different domains of home, these
domains are communications, control, entertainment, residential and living spaces.
Wearable, implantable, and microsystems that can be deployed over the body area
network such as Apple watch are available nowadays. The individual wears these
devices or embeds in the home environment to assist someone for health care.

The leading smart homes and ADLs research projects and websites are listed as
follows:

1. MIT House: http://web.mit.edu/cron/group/house_n/ (House_n 2016)

2. CASAS Smart Home: http://ailab.wsu.edu/casas/datasets.html (CASAS 2016)

3. Smart Umass: http://traces.cs.umass.edu/index.php/Smart/Smart (Smart Umass
2014)

4. Adaptive Smart House, University of Colorado: http://www.cs.colorado.edu/
~ mozer/index.php?dir=/Research/Projects// (Mozer 2016)

5. Duke University Smart House: http://smarthome.duke.edu/ (Duke University
Smart House 2011)

6. Georgia Tech Aware Smart Home: http://awarehome.imtc.gatech.edu/ (Georgia
Tech Aware Smart Home 2016)

7. Smart_Medical_Home: https://www.rochester.edu/pr/Review/V64N3/feature?2.
html (Marsh 2016)

8. GETALP: http://getalp.imag.fr/xwiki/bin/view/HISData/ (Fleury 2012)

9. UCI Machine Learning Repo, Smart Ambient: http://archive.ics.uci.edu/ml/
datasets.html (UCI 2016)

10. Medical Automation Research Center at UVA: http://search.lib.virginia.edu/
catalog/uva-lib:2165066/view#openLayer/uva-1ib:2165066/1171/1771/1/1/0
(UVA 2002)

Zhang et al. proposed and implemented a role-based approach for the body area
network using clean state architecture. The communication logic of Zhang’s work
implemented through the role of individual instead of using protocol layer model
directly. Most of the roles were interdependent; the functioning of one is defined by
the other. Zhang explored packet processing for the internal state by new rules and
algorithm. The work of Zhang was a very initial step towards the role-based
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approach (Zhang et al. 2002). In another research, event-based machine to machine
communication model is proposed, this model is designed for smart cities, but the
applicability of this theoretical logic on the real ground is quite doubtful (Wan et al.
2012). The FamiWare project in Gamez and Fuentes (2011) was excellent effort
toward the event, and role-based sensing was integrated with the internet of things
to provide a context-aware solution. There are large numbers of priority, event and
rule-based models designed by researchers, but none of them is integrated, cus-
tomized solutions for smart home conditions (Jouppi and Rinne 2010; Sakaguchi
and Kaminagayoshi 2010). Table 2.6 shows the recent ongoing research based on
event and priority based smart home solutions around the world.

There are large numbers of smart home solutions available; the rest of the section
discusses most relevant smart home research around the world.

e Aware Home Research Initiative (AHRI): It is an academic research project
based at Georgia Institute of Technology, North Avenue, Atlanta, Georgia, the
USA. It is realistic, smart home laboratory, where sensor and actuators are
deployed to monitor the activity of daily living. In this smart home, approach
intelligence is used to facilitate the user by real-time monitoring and analysis.
The permeating computing is linked with sensing information to develop an
environment which is aware of occupant’s needs and routine (Chen et al. 2015).
Figures 2.2 and 2.3 show the deployment of heterogeneous sensing units in the
AHRI.

Figure 2.3 represents the mum’s Wine Cellar; mum’s wine cellar is a smart wine
rack that allows you to spot a bottle quickly in your cellar. It is based on an intuitive
visual interface.

The issue with AHR!I is its controlled laboratory environment, where the subject
is living independently. Apart from this, Georgia Tech project included
camera-based monitoring; camera-based monitoring is efficient and easy home
monitoring, but most of the people in a realistic home condition still avoid this.
Camera-based surveillance crosses the boundary of privacy. Figure 2.4 represents
the camera installed inside the home and visual analyzed to generate activity
identification of a person.

e The Center for Advanced Studies in Adaptive (CASAS): CASAS Systems is
a smart home project implemented at Washington State University. The CASAS
smart home not only enhances the comfort of the user but also makes the cost
economical. The enhancement of comfort is done by identifying, analyzing and
generating a pattern from user’s daily lives for intelligent and reactive
automation. The cost is maintained at economic level by reducing the mainte-
nance and power usage. The CASAS project also has the same issue that AHRI
has—use of the camera (CASAS 2016).

¢ GatorTech Smart House: The GatorTech Smart House is a project run by the
Mobile and Pervasive Computing Laboratory at the University of Florida. The
Smart House is a persistent programmable space designed to support the elderly
and disabled in their daily lives to make them more relaxed and safe. The goal of
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Fig. 2.2 a Iron Press heating system attached to the context aware arrangement, b medicine
dosage and time reminder machine “Tabsafe” (Nazneen et al. 2015)

Fig. 2.3 Mum’s wine cellar (Nazneen et al. 2015)

Fig. 2.4 Camera based monitoring (Nazneen et al. 2015)
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the project is to create assisting environments that can sense themselves and
their residents and create connections between the physical space, intrusion
services, and remote monitoring. The smart house runs basic middleware built
around the OSGi platform [OSGi] that stores service descriptions for all hard-
ware (sensors and actuators) inside the home, in essence, turning the smart home
into both as a software library and runtime environment. The middleware is
designed to be easily expandable and accessible by a third party. It is divided
into several application layers; the physical layer (covers all physical devices in
the home), sensor platform (converts physical devices into software services),
service (OS-Gi framework that maintains active services), knowledge (reasoning
engine), context management (detects and registers contexts) and application
(associates behavior with contexts) layers.

A SmartWave utilizes radio frequency identification (RFID) technology to
program the microwave automatically for a frozen meal and plays a video
helping the user sequence through the task of putting the meal safely into the
microwave. If the resident does not answer or says ‘no, I am not okay,’ the home
would call for help. Researchers at the Gator-Tech smart house are also working
on cognitive prompting applications to assist an individual with mild dementia
in sequencing through activities of daily living, such as washing hands or oral
hygiene (Helal and Tarkoma 2015).

Smart home Lab at Iowa State University: Smart Home Lab has introduced
the independent living with decent daily routine through technologies of
automation and security. In this project, they designed intelligence at different
levels of security, such as smart doors with the camera and RFID access for
access authentication. They also look at the quality of life by the intelligent
fridge; this smart fridge automatically makes the list of things in stock and out of
stock. To make all these they have utilized the plug-in multi-sensor board
SBT30EDU, RFID Phidgets Device, X10 and Insteon are power line control
technologies that enable computer monitoring and automation of appliances and
Web Cameras (Heinz et al. 2012; Yang et al. 2012). The cost of the project is
not economical such as the use of RFID.

Smart Home project: Home monitoring at Arizona State University is the
approach and methodology for pattern generation according to their object usage
and movement into the urban environment. This project is almost modeling
sensor occasions using a Stochastic process like Poisson processes,
Continuous-time Markov Chains, etc. ASU suggested a model to generate the
pattern and this model verified by CASAS smart home. Figure 2.5 represents
the layout of sensor deployment and activity generation inside the home envi-
ronment (Panchanathan et al. 2013).

AgingMO: AgingMois smart home for elderly assisted living developed at the
Tiger Place University of Missouri, USA. The primary goal of this project is
elder health care and medical support by telemedicine, which is achieved by
deployment of heterogeneous sensors in the home. Figure 2.6 represents the
block diagram of smart home functioning from end-device to any health
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emergency for an elderly assisted living while Figs. 2.7 and 2.8 present the
deployment of sensing units into home ambient (Wang et al. 2014).

The AgingMo is one of the best suitable projects for elderly, but it has some
drawback such as cost, limited up to elderly only and project maintenance.

e Home Monitoring at Rochester University: It is an alliance between
researchers in the College and the School of Medicine and Dentistry—seems
like an ordinary studio. However, the home-like setting is packed with tech-
nology designed to progress early recognition and anticipation of health and
medical problems. The vital goal is to devise ways to help residents live longer,
more healthy lives within the comforts of home. Figure 2.9 shows the sensing
technology used in home monitoring project. This project is a collaboration
between Advancement in Sensing Technology and Medical science, but it is
under development and trial period. The project is not mature enough to
implement on the real ground (Marsh 2016).

e Mobilising Advanced Technologies for Care at Home (MATCH): MATCH
is a combined research endeavor among the Universities of Dundee, Edinburgh,
Glasgow, and Stirling. The theme and goal of this project are home care through
monitoring and pattern generation of activities of occupants and voice

Fig. 2.5 Sensor deployment and activity recognition layout (Panchanathan et al. 2013)
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Fig. 2.7 Camera installed at Tiger place Missouri (Wang et al. 2014)

recognition. It is based on an effective reminder system, in which the tracking
system assists the people by forecasting for future routine and restricts them to
avoid certain activities This project started a long time ago and implemented in a
laboratory environment, did not show significant progress that leads to offer the
consumer. Figure 2.10 shows the home care lab bedroom; Fig. 2.11 shows
kitchen and Fig. 2.12 show lounge. Whereas Fig. 2.13 shows, (a) the user is
evaluating gestural input via a watch-like device and (b) front of the ‘MATCH
Box’ developed by the University of Glasgow team (MATCH home care 2016).
e Toyota Dream Home PAPI: PAPI drawn up in Japan, is a commercial smart
home project. The key goals of this project are to plan and realize an
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Fig. 2.8 a Force sensor deployed below the mattress and b appliances are connected to usage
monitoring logic (Wang et al. 2014)

Right where you left them: Using
cameras located around the home,

Mirror, mirror: Researchers . = i
envision scanning technology that  Smart bandage, smart cutting personal item
can take detailed, 3-D images of board Taking advantage of glasses, car keys, coffee mugs, or

faces and body parts, and then other easily misplaced household
compare the latest images to those technology aready developed for items. When a picture of the
stored from earlier scans. Such 2 "smart bandage” at the sought-after item is touched on a
comparisons could help detect University's Center for Future monitor, the system pinpoints
skin diseases at their earfiest Heah 2 smarthome ofthe e v the item was lastrecorded,
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mirror) is Craig Harman '00, presence
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Department of Dermatology. ~ hanuful bacteria infood. i

Fig. 2.9 Sensing technology applied in home monitoring (Marsh 2016)

environment-friendly, energy efficient and intelligent house design, in which the
modern permeating network and computing technologies applied. In Fig. 2.14,
the Ubiquitous Communicator (UC) is used as remote control all over the home.
As the user moves from one room to another, the functions of the
Communicator change, and it also recognizes the person and his/her favorites as
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Fig. 2.11 Home care lab kitchen (MATCH home care 2016)

Fig. 2.12 Home care lab lounge (MATCH home care 2016)

he/she moves through the computerized living space (Sakamura 2010)
(Fig. 2.15).

PAPI includes ubiquitous network, ubiquitous network/home & car, home
theater, intelligent storage system, smart security system, smart auto door, a
bedroom for high quality sleep, comfortable air conditioning system, blind
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Fig. 2.13 a User is evaluating gestural input via a watch-like device Glasgow, © University of
Glasgow and b front of the ‘“MATCH Box’ developed by the University of Glasgow team
(MATCH home care 2016)

Fig. 2.14 The Ubiquitous Communicator (UC) is used as remote control all over the home
(Sakamura 2010)

shutter, residential elevator, eco interior furnishing, unobtrusive window
screens, a power outage proof house, solar hot water supply and heating system,
dye-sensitized solar cells and residential fuel cells. Figure 2.16 represents the
electric car charging and emergency power supply by that same car in case of
any electricity cut. Figure 2.17 shows the wide open window space for natural



34 2 Literature Survey

Fig. 2.15 Toyota PAPI house at Japan (Sakamura 2010)

light to save electricity and big fireplace to maintain room temperature in winter
(Sakamura 2010).

¢ myGEKKO: myGEKKO is a commercial smart home solution provided by an
Italian company. It is a user-friendly, manufacturer-independent and multipro-
tocol automation and control system. myGEKKO offers us the opportunity to
utilize power in a more efficient, adaptable and cost-effective manner to monitor
and control the plants and devices centrally: whether at home, in enterprises or a
big network. It offers home automation with fully integrated with the internet of
things. For instance fire control automation system is installed to detect and
handle any kind of fire hazards. Figure 2.18 shows the fireplace based room
heating, and Fig. 2.19 represents the control system in case of any fire hazard
due to improper use of the fireplace (myGekko 2016).

The above discussion presents a smart home research projects that are being
proposed as well as implemented around the world; they do represent the diversity
and diverse areas of interest that have emerged over the years. These projects can be
categorized into three subcategories: University Research projects, corporate pro-
jects, and projects that have involved long-term user testing. All university projects
concentrate on solving a definite research problem by using the modern technology
and methods available. The Adaptive Home became an adaptive space capable of
learning with the assistance of neural networks, whereas the Aware and Adaptive
Home again serves as a platform for quite a few individual research projects, most
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Fig. 2.16 Green car charger and power supply in the home if needed (Sakamura 2010)

of them aiming at refining our lives, connecting with family members, etc. The
Smart Home presents a complex and exciting home infrastructure, but the research
consists mostly of small, autonomous projects and a complete home control system
with the appropriate user interface. Commercial research projects are unsurprisingly
more persuaded towards promoting new products, services, and technologies. There
are not that many research projects that have elaborated long-term subject tests,
many laboratories have been occupied for the time being, either by researcher or
volunteers, but these experiments have only lasted from a few days to months. The
Duke Smart Home is also another laboratory based home environment, but in this
case, their occupants are students and the laboratory their permanent home (Chen
et al. 2011; Malhi et al. 2012; Chen 2011; Karia et al. 2011; Sung and Hsu 2011;
Hossain and Ahmed 2012; Worringham et al. 2011; Chew et al. 2014).

This section is more focused toward the smart home approach and realization,
the next section targets the most relevant data mining and machine learning
methods.
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Fig. 2.17 Wide open window space for natural light and a big fireplace (Sakamura 2010)

Fig. 2.18 Fireplace in the room (myGekko 2016)



2.5 Activity Recognition Algorithms and Approaches 37

03.Nov 2014

Chimney f Temperature chimney reached 45 °C
Door 1
Inlet air :
§ ..
0*C ] ------..
O)

=0 WiTemperature (°C)
88.0 ["Combustion air (%)
66.0 liCombustion air (%)
420 Wistatus (%)

22.0

R

l.]O.'DU 04:00 08:00 . 12:00 16:00 20:00 DU;UO

S WoEE

Fig. 2.19 Fire hazard control caused by the fireplace (myGekko 2016)

2.5 Activity Recognition Algorithms and Approaches

Crucial areas of interest in Assisted Living (AL) include an offer to live indepen-
dent, fall prevention, emergency care and Activity of Daily Living
(ADL) monitoring. The timeliness and precision of the classification of ADL events
could have severe costs if inadequate, especially in the case of an emergency life
risk event such as a heart attack and are consequently necessary to offer the
occupant with a sense of safety and self-reliance.

ADL events are commonly classified based on the features extracted from
segments of the sensing data and have a substantial role in the precision of event
classification consequently. The sampling frequency (SF), segmentation method
(SM) and window size (WS) play a major role in feature extraction, even though
there are not many researchers who documented clear justification about parameters
selection. Additionally, researchers have a tendency to overlook the essential
Computational Load (CL) and Computational Resources (CR) for data classifica-
tion, which is of individual interest, once data classification takes place on an
embedded sensing system for real-time ADL recognition.

In general, the main deficiencies that have been stressed out by researchers most
recently covering the issues of recognizing interweaved and simultaneous activities,
imbalance data, multi-resident activities, realtime-activity learning, applicability
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and flexibility of the activity model, scalability of the activity model (Amiribesheli
et al. 2015) Moreover, the limitation of using ambient sensor due to devoted to
spatial aspects (Steen et al. 2013), “cold-start problem” by certain supervised
models such as HMM and CRF (Cook et al. 2013a, b) and static classifier that has
been none-adaptive (none-evolving) (Iglesias et al. 2012; Ordoéfiez et al. 2013).
Added, most considerations were given to health care, activity recognition, and
fewer attentions being given to activity forecast and real-time data processing (or
data stream processing) (Das et al. 2010).

There are number of techniques that been used for anomaly detection, these
include statistical: Histogram, GMM, probabilistic: HMM, Machine Learning:
Feedforward, Recurrent Neural Network, Fuzzy System, Support Vector Data
Description (SVDD), Support Vector Machine (SVM), One Class Support Vector
Machine (OCSVM), Data mining: clustering, association rules, FCM clustering,
K-means, agglomerative hierarchical clustering (MAHMOUD 2012). Table 2.7,
presents the general classification of anomaly detection techniques, and Table 2.8
shows the traditional activity modeling approaches.

There are various approaches to detect anomaly events of residence in the smart
home domain. The techniques range from how activities are extracted from sensing
data, how to model normal data (profiling) when anomaly activity samples are
hardly seen from past data and how to capture activity’s duration. Most of the
researchers claimed that occupancy’s activities follow some “regular pattern” that
could be learned from probabilistic models. Cardinaux et al. (2008) suggested
discrete profiling strategy with Gaussian Mixture Model (GMM) to form normal
data. This approach is better than previously Histogram methods (Virone et al.
2008), due to the reason that GMM could capture attribute’s dependency, such as
when capturing both attributes of time and duration, an activity of watching TV at
8 a.m. (time) for 5 h (duration) could be an anomaly. Behaviours are extracted by

Table 2.7 General classification of anomaly detection techniques

Algorithm Pros Cons Reference

Classification » Accuracy measurement is * As its supervised Pulsford

(supervised based on confusion matrix learning, it demands et al.

learning) data instance for (2011)
training

* Human’ biased problem
in labeling data

Clustering  As it is unsupervised * Performance is subject Lee et al.
based learning does not need data to the assumption about | (2009)
(unsupervised instance as a sample data distribution
learning) * Does not adjusted for

anomaly detection
Statistical based * Do not need data instance as * Performance depends Chehade
(unsupervised a sample on the assumption et al.
learning) about data distribution (2012)

* Not optimized for
anomaly detection
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Table 2.8 Traditional activity classification (modeling) approaches (Chen et al. 2012)

Knowledge-driven approach (KDA) Data-driven approaches
(DDA)
Mining-based | Logic-based | Ontology-based | Generative Discriminative
Model type HMM, DBN, Logical HMM, DBN, Naive Bayes, | NN, SVM,
SVM, CRF, formula, e.g. | SVM, CRF, NN |HMM, LDS, |CRF,
NN plans, DBNs Decision Tree
lattices,
event trees
Modelling Information Formal Supervised Supervised Supervised
mechanism retrieval and knowledge learning from learning learning from
analysis modeling datasets from datasets | datasets
Activity Generative or | Logical Generative or Probabilistic | Similarity or
recognition discriminative | inference discriminative classification | rule-based
method methods e.g. methods reasoning
deduction,
induction
Advantages No “Cold No, “Cold Shared terms, Modeling Modeling
Start” Start” interoperability, | uncertainty, uncertainty,
problem, using | problem, and reusability temporal temporal
multiple data clear information information,
sources semantics on heuristics
modeling &
inference
Disadvantages | The same Weak in The same “Cold start” | “Cold start”
problem as handling problem as problem, problem, lack
DDA uncertainty DDA Lack of of reusability
and reusability & | & scalability
scalability scalability

the author from the sensors through the Rule-Based algorithm, e.g., {time-in,
time-out, duration). Some researchers claimed that Hidden Markov Model is the
best suit noisy domain for the smart home. Instead of using GMM, Monekosso and
Remagnino (2009) employed HMM as general profiling strategy by inputting
clusters of “activity of daily livings” into the model. They have claimed that their
way of unsupervised activity extraction strategy is better than traditional supervised
method. Mori et al. (2007) chosen to detail the individual profiling strategy by
profiling each activity’s frequency of occurrence (how much the activity label
occurred at a certain time) through probabilistic density model. SDLE and SDEM
algorithm used by outlier detection engine SmartSifter are used here for this pur-
pose and activities are extracted through HMM and Segmentation, in which later
the alpha values are grouped into k-means clusters to form labels. Nevertheless,
their approaches are judged by numerous researchers for the ineffectiveness of
accurately measure anomaly behavior because same activities have different
activity’s duration. Example, a collection of temporal ordered sensor events:
“door”, “fridge”, “sink”, “bench”, “fridge”, “door” may denote the activity of
cooking cereal. However, identical event collection may account for the activity of
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making toast if take into considering the activity’s duration. Because the length of
making toast is longer than preparing cereal. Kang et al. (2010) has clarified that
H-HMM (Hierarchical Hidden Markov Model) is better than any old-style flat—
HMM when considering the aspect of capturing activity’s duration. The authors
have assumed that sub-activities in the lower hierarchical level should last shorter
than the coverage top main-activities (overlapping time zone) because the combi-
nation of sub-activities forms the main activity. However, Chung et al. (2008) has
considered the contextual aspect of the hierarchical structure through HC-HMM
(Hierarchical Context—HMM), and employed three HMM (ASC, ABR, ATR) at
different context later to reason activities. The authors considered three contextual
aspects of spatial, temporal and their innovative work on activity context. D-HMM
is used to capture activity duration. Duong et al. (2005) have exclusively developed
their own duration model with discrete Coxian distribution. Duong has claimed that
their technique is better in computation time and generalization of error in com-
paring to any traditional method of modeling the duration, which has used
“multinomial distribution” and required a large number of parameters for learning
(training and classification). Hung et al. (2010) combined the advantages of HMM
in handling sequential data and discriminative model of SVM to detect anomaly
activities.

Forkan et al. (2015a) have pointed out two shortcomings of outdated anomaly
detection system. First, the ineffectiveness of predicting future trends (anomaly
ahead) that cause the failure of detecting disease’s sudden attack and the second, the
incorporating of single context for decision making has caused high false alarm
rate. Patient’s sickness could not attain the mature state, and the observation of
diseases e.g. diabetes must incorporate other contexts besides the sugar level.
Consequently, the authors have developed an “integrated system” by using HMM
and Fuzzy Logic to detect “multiple contextual activities” and “predict” the out-
come by combining all the information. In monitoring daily routine, the authors
have used Gaussian Mixture Model and incorporating health status as context by
correlating the status with day-to-day operations. The system could detect
anomalies in activity, location, routine (collective anomaly) and changes of health
status changes respectively. The first approach, the 1-class HMM is employed when
anomaly data instance is unavailable, and the whole data set is used as normal data
(Profile). A threshold value is defined to decide normal-anomaly boundary. During
the testing phase, the log joins probability “log P(O|L)” is used as an evaluation
measure, by comparing this value with a predefined threshold value to alert
anomaly. The second approach, both normal and anomaly data instances are used to
model two hidden states HMM (2-HMM). During the testing phase, Viterbi algo-
rithm (Forney 1973) is used to find the best-hidden state configuration that repre-
sents the “predicted” two hidden states, to define which activities are anomaly from
the incoming, unseen testing data set (Wong et al. 2014).

Khan et al. (2012) had projected three diverse approaches of Hidden Markov
Model (HMM) to detect unusual temporal events from the sensor network. The first
two methods used log-likelihood threshold to detect the deviation of anomaly
events from normal when the first approach modeled separately each event with
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HMM and the second method modeled the whole dataset with 1-class HMM. The
third approach modeled the normal events with 1-class HMM and built anomaly
event model through approximation by varying the covariance of the observation
anomaly events. Anomaly detection is conducted during the testing phase.

The current sub-section has documented existing data mining and machine
learning methodologies applicable to ADL.

2.6 Issues of Deployment

The IEEE 802.15.4 ZigBee standard enables the wireless technologies for hetero-
geneous sensors at home and building environment. The performance and facilities
in wireless sensing are moving from research grade to the industrial stage as a smart
building monitoring and automation. In the building environment, various com-
munication devices are operating in the ISM band that causes the degradation in
performance and reliability to desired radio signal between a sensor node and data
collection points. There are three phenomena interference, attenuation, and multi-
path. The main issue with different wireless communication technologies in the
same frequency band is that most of them are not appropriately planned to be
compatible with each other. There are some concerns of channel overlapping as
well. The co-existence behavior of ZigBee and Wi-Fi has been documented thor-
oughly in different research studies (Kioumars and Tang 2011). Additionally,
physical layer concerns of Wi-Fi and ZigBee coexistence have been previously
considered in the IEEE 802.15.4 standard (Saleem and Rehmani 2014). Even after
this, the realistic building environment performance is totally different from the
ideal IEEE standard consideration. Other non-networking applications emit the
electromagnetic waves such as microwave in the ISM band that disturbs the
wireless communication of personal area network (PAN). ZigBee protocol is based
on Direct-Sequence Spread Spectrum (DSSS) technique. These spread spectrum
technologies provide some degree of immunity from interferers (Kartsakli et al.
2014).

The Physical lower layer behavior of Wi-Fi and ZigBee coexistence has been
considered in different studies of WSNs design.

The existing research studies systematically consider the interference effects, but
they are based on simulation approach. These studies conducted on several con-
siderations for wireless communication environment, topology and interference
sources. They used testbed assumptions such as worst case scenarios for experi-
ments, which is totally different from realistic, practical building environment
(Lazaro et al. 2013).

In their research, Zhen et al. (2007) found that the cross-technology estimation
possibility of Clear Channel Assessment (CCA) between ZigBee and Wi-Fi is
critical. They identified that the Wi-Fi is insensitive towards ZigBee, but ZigBee is
oversensitive to Wi-Fi. The CCA range for coexistence behavior was 25 m with
free space path loss model. In a similar study, Tytgat et al. (2012) presented that the
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CCA range of ZigBee can cut down the collisions with Wi-Fi, but the ZigBee CCA
mechanism is a bit slow to avoid all Wi-Fi channel traffic. They logged up to 85%
ZigBee packet loss rate due to 802.11b contention. In the empirical data study by
Sikora (2004) and extended (Sikora and Groza 2005), an initial insight into the
co-existence performance of IEEE 802.15.4 ZigBee is presented. It had recorded
that with the channel offset of ~ 10 MHz the packet error rate (PER) of IEEE
802.15.4 ZigBee reduces from 92 to 30%, under Wi-Fi interference. The setup had
2 m spacing between WPAN to Wi-Fi transmitter. In a similar research, Petrova
et al. (20006) briefly covered the co-existence with IEEE 802.11b/g. They performed
experiments with the fixed spacing 3.5 m between Wi-Fi and WLAN and noted that
for satisfactory performance of the IEEE 802.15.4 the offset frequency must be at
least 7 MHz. For better co-channel rejection, the packets should be of small size.
They recorded better system performance for the packets of 20 bytes as compared
to the maximum packet size of 127 bytes (Iturri et al. 2012). Guo et al. (2012), in
the research studies on impacts of 2.4 GHz ISM band interference on IEEE
802.15.4 WSN reliability in building environment noted that PER is ranging from
2% (no interference source) to 25% (interference source).

The other dominant interferer, microwave oven, operates at around 2.45 GHz
and radiates a significant amount of electromagnetic signals. Although enclosed in a
Faraday cage, it is still possible for some leakage to occur around the doors and
opening. This gets worse over time as mechanical abuse or simple ‘wear and tear’
causes door seals to become less effective. For these reasons, microwave ovens are
a potential source of interference for WPANS. In the study by Lee et al. (2014) the
received PER is 12% for the transmitter node to coordinator spacing 6 m and
microwave to receiver distance 0.5 m. This influence is becoming more decisive
because the number of present applications based mainly on ZigBee wireless sensor
networks functioning in the 2.4 GHz band in indoor scenarios is promptly growing
(e.g., home automation and monitoring, energy management, health monitoring and
lighting). Recently, mobile technology company Qualcomm has planned to build
the methodology to utilize unregulated and unlicensed 2.4 GHz band for mobile
(Qualcomm 2016). Apart from these interferes, Bluetooth and CAM radios are
other devices that operate in ISM band and also affect reasonably (Cuomo et al.
2013).

In realistic building condition, the radio signal usually encounters some
household objects in its endeavor of transmission and experiences further attenu-
ation subject to the absorption characteristics of objects. The propagating electro-
magnetic signal in the building environment undergoes three primary physical
modes that introduce attenuation: reflection, diffraction, and scattering. There are
many different objects including mobile, stationary and transient objects in the
indoor environment that cause the loss of RF energy. Higher frequencies attenuate
much quicker than lower frequencies, similar to free space propagation loss. Path
loss, as well as attenuation loss of radio signals, occurs with distance. Also, the
amount of attenuation varies with the frequency of RF signal and the obstacle
material type and density (Fan and Letaief 2009).
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Furthermore, attenuation is directly linked with another parameter that is
multi-path or direction of arrival (DOA). When a transmitter transmits its radio
signal simultaneously in all directions, the signal usually passes through many paths
to reach the receiver. In each and every path, the radio signal interacts communi-
cation environment ambiguously and reaches the receiver with some delay, and
may be a change in phase and frequency takes place. If the signals received at the
receiver are in phase, then they produce the constructive interference. In case the
signals are out of phase signals, they cause a loss in signal strength as they produce
destructive interference. The spread of this delay is known as delay spread, and the
attenuation caused by it is called multipath fading. The multipath fading is mainly
divided into two parts. First, when the obstacles are large, and static is known as
large-scale fading, slow-fading, or shadowing. Second, when the obstacles are
small and transient is referred to as small scale, fast fading, and scattering. The
variation in frequency is known as Doppler spreading (Akyildiz et al. 2002). Zhang
et al. (2011), proposed mathematical models with the primary parameters spacing,
RSSI and antenna orientation for the indoor environment. In their study, they
recorded packet delivery ratio (PDR) 95% for the spacing that was less than 10 m
through the thick wall at 0 dBm and for the same setup the link quality indication
(LQI) was less than 80%.

2.7 Large Data Handling

Ambient assisted living (AAL) system consists of heterogeneous sensors and
devices which generate huge amounts of patient-specific unstructured raw data
every day. Due to the variety of sensing units and other system equipment, the
captured data also have extensive variations. These data elements can be from a few
bytes of a numerical value to several gigabytes of the video stream (Forkan et al.
2015b; Dijck 2014). For instance, if we assume a single AAL home monitoring
system produces 50 kB data every second on average so that it will become
1.46 TB in one year (Wigan and Clarke 2013; Demchenko et al. 2013). Including
these dynamically produced continuous monitoring data, there are also enormous
amounts of persistent data such as occupant’s profile, medical records, disease
histories and social contacts. If we want to store all these data and occupant’s
histories to forecast any anomaly correctly, the size of data will be zettabytes in
upcoming years. Such concerns necessitate the development of event and priority
based infrastructure which provide intelligent sampling for transmission control
(Michael and Miller 2013; Tallon 2013; Bergelt et al. 2014).

According to IBM data researchers, big data can be described in four dimen-
sions: volume, variety, velocity, and veracity (“the 4 V’s”) (Malik 2013). The
Integrated framework based on Wellness Protocol also fulfills these four V’s
because of event and priority based data transmission. The predictive analyses over
large historical data require significant computational time and resources, so the
data should be handled properly to reduce this cost (Tsai et al. 2014). This



44 2 Literature Survey

behavioral pattern generation and forecasting analysis provide robust solutions for
disease prevention and also suggests healthy lifestyle for an individual. This also
simplifies the tasks of caregivers, healthcare professionals, and doctors by evalu-
ating the roots of any anomalous situation at an early stage and improving the
quality of life of an Individual (Chang et al. 2014; Fang et al. 2014).

2.8 Introducing Internet of Things, Web of Things
and Cloud Computing

A few years ago, the advancement of the Internet of Things (IoT) was considered as
a next generation technology. By the advances in digital technology, IoT is no
longer just a buzzword—rather it is realistic and certain technology. The prediction
for future development and investment is promising: Cisco predicts that the end of
2015 will link 25 billion devices, and 50 billion by 2020. In the 21st century, more
devices than persons are associated with the internet—over 12.5 billion devices in
2010. On the IoT prototype, some objects available in the environment will be on
the communications network and can be reachable in any part of the world. Radio
communication and sensor network expertise will take shape to fulfill the new
challenges, among which are the information and communication technology
systems to be deployed in the ambient. Unquestionably, the key strength of the IoT
approach is the surprising impression it will make on numerous aspects of the daily
activities of consumers. IoT is documented by the US National Intelligence Council
(NIC) in the table of six “Disruptive Civil Technologies” with potential influences
on US national power. NIC forecasts that by the year 2025, internet-based nodes
may be present in the whole thing—from food packages to healthcare medicines
and measuring instruments, from miniature household objects to furniture and more
(Cook 2012; Atzori et al. 2010).

In the recent years, the sensor data have crossed the borders of the local home
gateway server and reached to remote access over the internet. This sensing
information is analyzed and treated at a higher abstraction level for decision making
through data mining and machine learning procedures and models. The recently
developed field that integrates the sensing data with internet facilities for remote
access is the semantic sensor web (Aijaz 2015).

At the micro level, the Smart City approach includes the Smart Home scenario;
but the aspects of data analysis, data mining, and machine learning define the
particular facilities of Smart Home based AAL solutions (Yang et al. 2014).

There is still a series of queries that arise as to how the IoT applications would
develop and be installed in smart homes and buildings, so, there are several new
problems regarding networking characteristics. These questions are linked to
security, reliability, complexity, discoverability and interoperability. Widespread
acceptance of such recent technology could lead to future risk. Undeniably, it is
clear that usage of daily objects and other activities, which are linked to IoT, could
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trigger distribution of information and generate security concerns. There is a large
number of companies who have financed big money in research and development
on IoT, such as smart sensors (Bosch, STMicroelectronics, IoT ignition lab
Moscow), embedded systems (ARM, Infineon), network vendors (Ericsson), soft-
ware (Atos, SAP, Microsoft Azure), telecoms (Orange) and application integrators
(Siemens, Philips) (Chen et al. 2014).

Extending the concept of the IoT, the Web of Things is an idea where daily
usage devices and sensors are connected by fully integrating them into the Web.
The WoT introduces many benefits in the ubiquitous computing society.

2.9 Conclusion

Various recent and existing research based on smart home monitoring conducted by
different researchers across the world have been documented in this chapter.
Though these existing research findings do not answer necessary questions related
to security, reliability, complexity, discoverability, cost and interoperability. Most
of the smart home systems either are a proposal or implemented systematically into
a controlled environment. Most of the systems are based on probabilistic
methodologies; ultimately it raises a severe problem of false alarm. Additionally,
these existing approaches are based on offline analysis, which is not acceptable in
the case of AAL where the real-time analysis of streaming data is inevitable.

Moreover, none of the AAL researchers gave emphasis on the issue of inter-
ference and large data, which is significant for the system performance, handling,
and maintenance.
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Chapter 3
Wellness Protocol Development
and Implementation

Abstract In the present research, the WSNs-based Wellness Protocol System for
home monitoring is planned and realized two levels; hardware and software. At the
hardware level, heterogeneous sensors are installed to get multi-activity and
multi-event; these wireless sensor nodes are developed on Intel Galileo. The sen-
sors, XBee module (as RF transceiver only) are connected and programmed to Intel
Galileo board. Data is received through central coordinator node and collected into
local home gateway computer server. The software logic has been developed for
wellness protocol. The software module is subdivided into different levels, such as
data logging, data extraction, and data storage. One of the important tasks of the
task of the software module is to forecast the change in activity and correlate it with
the wellness of the occupant in near time or real time (Ghayvat et al. in IEEE Sens J
15:7341-7348, 2015a). Intel Galileo-based intelligent monitoring sensing system
have been designed that operates on the wellness protocol and uses the features of
IoTs. The sensors are interfaced to Intel Galileo. Galileo board processes sensor
data by two algorithms, one is packet encapsulation, and another is intelligent
sampling and control. The packet encapsulation algorithm is common for all
sensing nodes in a network. While the intelligent sampling and control algorithm is
programmed individually according to sensors characteristics and application. In
the present chapter, the details of sensing node development, device configuration,
deployment, wireless data communication, storage, and analysis approach of
heterogeneous sensor data fusion have been documented.

3.1 A Brief About Wellness Protocol System

The wellness protocol based smart home system is equipped with sensors to
monitor the activity of an individual. Figure 3.1 shows the representation of the
brief picture of smart home monitoring from node level to decision level. The daily
routine of object usage, movement, and change in other ambient parameters is
recorded into sensing units. The sensor activation data generated from daily routine
is sent to coordinator-gateway system through wireless communication. The
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Fig. 3.1 Representation of wellness protocol based home system

network administrator block is the local home gateway server which collects, stores
and perform the decision-making process. The decision process is done inside the
decision-making module, first the annotation or labeling of data according to their
sensor ID, time stamp and location, followed by activity recognition and wellness
pattern generation. The generated information is sent to the caregiver, healthcare
professionals, home security experts, and police as desired.

3.2 Wellness Approach to Protocol Development

The Wellness Protocol targets an event and priority-based data communication. It
offers reasonable packet delivery metrics and large data handling. The protocol
intends to cover complete smart home solution, starting from the sensor node to
real-time analysis, data streaming, decision-making, and control. Figure 3.2 rep-
resents the architecture of wellness protocol based smart home solution; WSDA
stands for Wellness Sensor Data Acquisition.

The project of smart home monitoring and control for AAL was initially started
with ZigBee protocol but later the limitation of ZigBee triggered the demand of new
protocol. The several header fields of the ZigBee stack are a huge overhead for
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ambient assisted living. Foran example, ZigBee uses 64-bit headers for addressing;
the encryption algorithm used is AES (Advanced Encryption Standard) with
a 128b key length (16 Bytes) (Kioumars and Tang 2011). The Fig. 3.3 shows the
IEEE 802.15.5 ZigBee stack fields and auxiliary security header in detail. Whereas
Fig. 3.4 represents the IEEE 802.15.5 ZigBee data payload field in the detail.

Security in the IEEE 802.15.4 MAC FRAME
http:fiwww.sensor-networks.org
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Fig. 3.3 Representation of IEEE 802.15.5. ZigBee stack fields and auxiliary security header in
detail



56 3 Wellness Protocol Development and Implementation

Security in the IEEE 802.15.4 MAC FRAME
http:ifwww.sensor-networks.org

Author: David Gascdn
d.gascon@libelium.com

802.15.49 802.15.4 802.15.49
MAC HEADER MAC PAYLOAD MAC FOOTER
28 18 0B - 108 0B - 108 0B - 148 m 78\
Frame Seq Destination Source Ausdliary
Control MNumber Address Address Security Header Data Payload CRE
_{wase / /
o an 18 B
Waspmote & SquidBee Frame Counter | Key Control Encrypted Payload | AES-CTR
Encryption mode
B AB/168
a
y}) | Payload | MAC | AEs-cac-MAc
48 1B o WBI168

Encrypted

Key Control Encrypted Payload ‘ MAC I AES-CCM

I Frame Counter

Fig. 3.4 Representation of IEEE 802.15.5. ZigBee stack fields and data payload in detail

These limitations of IEEE 802.15.4/ZigBee motivated to design wellness pro-
tocol. Wellness Protocol includes the basic role fields for successful data processing
and delivery. These fields are as follows.

Packet Fields

Data Recovery
Start and end delimiter [16 bits]: To identify every new packet, data extraction logic
needs the starting and ending signature.

Loss Detection

Frame count [4 bits]: This frame count is the counter to count the number of packets
sent by an end node and received at coordinator-receiver. The 4 bits can count 16
data packets. This field is inevitable in case lost packet detection.

Routing

Source and Destination address [8 bits]: Single as well as multi-hop communication
devices require the routing path that is identified according to source and desti-
nation address.

Error Detection

Checksum [8 bits]: The urban home environment is a medium with significant path
losses caused by the interference of other devices and attenuation of different
materials present in the vicinity. To detect the error in the received packet,
checksum field has been introduced.

Context, Priority, and Event-based Information
Sensor type or event priority [4 bits]: The sensor data payload field indicates the
type of sensor data. This field contains a unique number to represent the type of
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Table 3.1 Priority of events

. ) Serial number Priority in descending order
in descending order -

0000 Panic button press

0001 Fall

0010 Smoke

0011 Medicine

0100 Toilet

0101 Food

0110 Sleep

0111 Personal hygiene

1000 Entertainment

1001 Relax

1010-1111 Reserved for future

event and its priority. Every unique number has a separate definition that decides its
priority during analysis for decision-making. This decision-making offers the
context-aware features. Few sensing events have the highest priority among others
such as the fall detector has the peak priority. If the person under monitoring has
fallen, the corresponding sensor data will be sent without any delay and other
events will be queued. Table 3.1 represents the priority of different activities.

Security

e Encryption: One of the challenging issues for adaptation of smart home is
privacy. People hesitate to be monitored due to the insecurity of data measured.
The wellness dynamic key generation (WDKG) had been used to ensure the
security of payload.

The proposed wellness packet encapsulation is a compact approach that takes
care of packet size; event and priority based data processing. Figure 3.5 represents
packet encapsulation at the end-device station with the event and priority based
architecture; the CTR stands for the container.

The next sub-section describes the issues found while practical implementation
of ZigBee for Smart Home and solutions offered by Wellness Protocol for the same.

3.2.1 Intelligent Sampling and Transmission
Control Algorithm

One of the significant parameters for raw sensor data transmission is sampling
frequency. The ZigBee protocol based XBee RF module is a configurable device
and the configuration can be done through XCTU software (Digi 2016).
This XCTU software is freeware software. ZigBee offers the periodic sampling
options. This sampling rate ranges 0 Hexadecimal to FFFF Hexadecimal. With the
sampling parameter set, the radio will periodically sample all of the I/O lines that
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Fig. 3.5 Event-priority based packet creation for WSNs for smart home solution

are set as inputs and send the sample data to a destination XBee specified by DH
and DL. Ultimately, the sampling rate decides the large data size which stores at the
server. In ZigBee, the large data usually is controlled in two ways, which is shown
by Figs. 3.6 and 3.7. Figure 3.6 represents the sampling rate selected for the sensor
node. In this approach, the more the sampling rate lesser the number of the packets,
but this caused loss of useful information. Figure 3.7 shows the cyclic sleep period,
where RF device was kept on sleep and wake up. Cyclic sleep period had limited
the number of packets up to a great extent but while its sleep the system missed
some inevitable data packets.

Initially, the common packet encapsulation standard was selected for all sensors
in the wellness approach. No intelligent algorithm to control data flows has been
applied. The system recorded too much excess data resulting in a problem of
storage. Data did not synchronize with activities and devices, so, there was a
significant need to design a new algorithm according to sensor application, intro-
ducing event and priority. ZigBee protocol based XBee RF module in API, as well
as AT mode of radio communication, offers the sampling frequency from milli-sec
to minute. Let us assume that the sampling rate is f;. After every f; time period
corresponding to the frequency, the end-device delivers the data to
coordinator-receiver regardless of activity and event. If any device has a high
sampling rate, then it will send a higher amount of data to the receiver. This makes
the data reception, storage, and analysis difficult. So; there is a need for control of
transmission of data.

The smart sampling rate is essential to filter the excess, repetitive and unwanted
data every time. Additionally, the algorithm must not lose and block the useful data
packets. This algorithm is the entry module where raw sensor data comes into
wellness protocol. During the initial phase of algorithm designing, it did not get
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reliable and appreciable performance. At times even after intelligent sampling
system got too much unnecessary data or lost many packets blocked by algorithm
logic. Upon examination, quite a few issues have been discovered, the dominant
one being noisy sensor output voltage. There were some other issues as well, such
as RF interference, noise power references, and accuracy of the sensor. The algo-
rithm has been modified and upgraded to resolve these issues by introducing the
advanced filter logics.

Figure 3.8 represents the intelligent sampling and control algorithm. When
power is supplied to the intelligent wireless sensor node, the sensor generates the
data and forwards it to processing and control unit. This control and the processing
unit are configured and programmed according to intelligent sampling and control
algorithm for the purpose of effective data transmission and flow control. The
algorithm initiates with pin configuration and variables initialization for raw sensor
data input. The ADC value of this data is generated and collected in the processing
memory of Intel Galileo Board. Later on, this value is passed through advanced
filter logic. These filter modules are good and have been specially designed to
overcome the issues of excess data flow and blocking of useful data. After this filter
check, the data is analyzed at two levels. First, when the desired event takes place,
there is sufficient and inevitable information to be delivered. Second, the data
generated by the sensor is avoidable, but it reaches time threshold value (time-out).



60 3 Wellness Protocol Development and Implementation

Fig. 3.7 Snapshot of XCTU . N
) B [cOM7] X-CTU g
to show the cyclic sleep
period Modem P Profile R € ’? '. Versions...
PC Settings | Range Test | Teminal Modem Canfiguration |
Modem Parameter and Firmware Patameter View - — Profile Wersions
Read | ‘Wiite | Restore I Clear Screen Save Dowrload new
[V Always Update Fimware Show Defauls Load versions...
Modem: XBEE Function Set Wergion
[x8248 ~| [ZNET 25 COORDINATOR AT ~| [0z~
[ B (0] ED - Enciyplion Options -
B KY - AES Enciyption Key
£ Serial Interfacing Sleep Option to Save
B (318D - Baud Rate A
Energy and Limit
0 - Packetization Tmeout EXcess data

)7 - DIO7 Configuration

[THV TR o 1 11— S

(20) SP - Cyclic Sleep Penod [k]

EES

@ (2) 00 - AD0/DIOO Configuration
B (2101 - AD1/DI01 Configuration
[ (2)02 - AD2/DIO2 Configuration
[ (4) D3 - AD3/DIO3 Configuration
B (0) D4 - DI04 Configuration

m

B (1)05-DIOS/A

B (1)FO- DIOTO,

B (0)P1 - DIO11 Configuration

By it 3 . NN Y Ce abinen
Set/read Cychic sleep period for cyclic sleeping remotes. Set SP on parent [Coordinator o
Fouter] to match SP on End Dewice children. On the parent, SP determines how long the
parent will bulfer a message for a sleeping child

RANGE:<20-0<AF0 X 10MS

soc Configuration
SIPWM Configuration

COM7 | 3600 8N-1 FLOW:NONE XB24-B Ver1047

The data is transmitted to the next stage of wellness model only if the sensor data
passes any of the two levels. In the next phase, encryption algorithm takes the
control for wellness packet generation. This is the combination of intelligent
judgment and analysis for protocol generation.

The intelligent sampling and transmission control algorithm handles synchro-
nization between sensor nodes and connected devices in the network. The time
synchronization is a function of event and activity based data communication in the
network. The network time synchronization decides the packet encapsulation and
transmission without losing useful information.

Figure 3.9 shows the data collected from E & E sensing unit for wellness and
ZigBee protocol. The data has been collected for three different sampling rate of
ZigBee and compared with wellness for 1 h to 27 days. About 1200 kB data have
been stored in the local home gateway server in 27 days for wellness based six E &
E sensing nodes deployed in the smart home, while for the same duration the
ZigBee has noted 687 kB (10 min sampling rate), 6865 kB (1 min sampling rate)
and 411,936 kB (1 s sampling rate). The data recorded in ZigBee system was very
high as compared to wellness system with sampling rate 1 min and 1 s, while
10 min are sampling rate caused by sampling.
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Figures 3.10 and 3.11 represent the comparative analysis between the wellness
protocol and ZigBee protocol based smart home for two different houses. The
maximum possible sample rates have been selected for ZigBee system in both the
houses. Even with maximum possible sampling rate the data recorded in ZigBee
system in both the houses is very high as compared to a wellness system. For
subject-house one and subject-house two the ZigBee-based system recorded
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14,953,277 kB and 12,358,080 kB respectively, while wellness system touched
35,980 kB for subject-house 1 and 36,000 kB for subject-house 2.

The amount of data reduced with wellness based system was significant; about
410% data reduction had been achieved with zero loss of useful information
packets. The large data handling was achieved without compromising the quality of
information.

3.2.2 Interference Mitigation

Interference is any unwanted signal which disturbs the desired signal. In the present
context, the interference is associated with the indoor devices which operate in
unlicensed ISM band [128]. Figure 3.12 shows the channel selection in ZigBee
through XCTU. After ZigBee system installation, the system recorded distorted
data. This interference occurred because of other wireless devices operating and
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overlapping the channel number 16 (2.430 GHz) of ZigBee as shown by Fig. 3.13.
The best approach to coexist with other indoor interference sources was performing
frequency spectrum analysis before selecting the channel. Metageek devise and
frequency spectrum analyzer was used to analyze the interference sources and
suggest possible mitigation approach (Metageek 2016; Ghayvat et al. 2016).

3.2.3 Wellness Dynamic Key Generation for Security

ZigBee had an issue with security overhead, so the best solution was to define a
new security algorithm. Figure 3.14 shows the security enabling in ZigBee.
Encryption provides secure communications in WSNs. Keys are the codes that
algorithms use to encode and decode the information. These keys are shared
between receiver and sender. There are three basic ways of keys arrangement
schemes: the trusted server, the self-enforcing scheme, and the key pre-distribution
scheme. In trusted server there is a server for key establishment between nodes.
However, in the case of distributed heterogeneous sensor network, it is hard to build
trusted server. The self-enforcing scheme uses asymmetric cryptography, such as a
public key certificate. In home ambient, the sensor nodes are tiny and have limited
computational resources, so the use of public key approach is not suggested. In key
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pre-distribution schemes, keying materials are pre-loaded into sensor nodes before
the deployment. This scheme offers the optimum performance with least com-
plexity and computational cost for the small sensor network. The existing key
distribution solutions require a large memory space in a WSN. There are some
standard encryption algorithms available such as AES, RSA, and Triple DES. This
complex algorithm takes significant processing and computational cost. For a smart
home system where the number of sensors is not too much, the system can be
implemented with a simple algorithm which demands less computational cost.
The purpose of the WDKG scheme is to resolve several security issues existing
in the smart home system and also to overcome from the computational overhead
and execution time. By considering the significance of real-time delay, caused by
the authentication process and for supporting integrity and privacy of the real-time
communicated data, the system uses the simple cryptographic primitives to ensure
both the network security and real-time data security in wellness system. To acquire
network security with least time consumption for authentication, the system has
adopted the simple cryptographic primitives such as EXCLUSIVE-OR operations,
which has caused reasonably less execution time and computational overhead as
compared to any symmetric or asymmetric key standard. Figure 3.15 presents the
security scheme designed in Wellness Protocol. The dynamic key generation takes
place at two levels, at first level, the key is generated separately for each sensor
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Fig. 3.15 Wellness dynamic key generation based security algorithm

through the xor operation between priority ID and sensor number field. At second
level, the common key is generated through the xor of individual keys generated at
level 1. Encryption of payload data also takes place at two levels, first by individual
keys and second by a common key. The reverse operation is performed at the
receiver by x-nor function.

The implemented security algorithm has been described by the equations from
3.1 to 3.8. Equation 3.1 measures the individual key for each sensor separately for
level one. Equation 3.2 calculates the common key for level two. The individual
sensor payload encryption is done by Eq. 3.3, and final stage encryption is done by
Eq. 3.5. The reverse of this is performed by Egs. 3.6-3.8.

Key Generation

Where “1” is a number of sensors, N is unique sensor number, P, is a priority of
sensor in the sensing system, K is individual encryption key for level one and Key
is common encryption key for level two.

Ki =) N xor P, (3.1)
im1
Key = K; xor K, xor K3 xor K4 xor Kj (3.2)

Encryption process
Where “D;” is each sensor data
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The performance evaluation of WDKG can be done by comparing with existing
encryption schemes. We can understand this better by the performance comparison.
Figure 3.16 shows that AES takes 13,959 CPU cycles, DES takes 27,145 CPU
cycles; WDKG takes only 4002 CPU cycles, and Fig. 3.17 shows the execution
time of three schemes (Ghayvat et al. 2015c).
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3.3 Wellness Sensing Units for Home Monitoring
and Control

The system is implemented on two different levels, hardware, and software to offer
integrated framework. The hardware system contains heterogeneous sensor net-
work. This hardware network is further divided into four domains body sensor
network (BSN), ambient sensor network (ASN), emergency sensor network
(ESN) and other sensor network (OSN). The BSN is facilitated with fall detector.
A wireless BSN provides long-term health monitoring of an occupant under
physiological states without restraining their regular events. Though the individual
who is under recovery would welcome to deploy the monitoring device over the
body, the person who is fit and fine most of the time avoids this. The present
wellness system only includes the physiological monitoring devices which are
compact, and designed in such a way that it does not affect the daily routine of the
individual. The second domain ASN comprises temperature sensing unit, move-
ment sensing unit and forces sensing unit. For security and panic alert the system
equipped with manual push button unit and fire detection in ESN. The last domain
OSN offers the usage monitoring and control of electrical appliances through to
electrical and electronic object sensing unit. OSN also includes the contact sensing
unit. The software system is responsible for data collection, extraction, and storage
into the server. Finally, server data is analyzed and processed by machine learning
and data mining models to produce useful information for web-site and decision
making.

The designed sensor network architecture is based on integrated framework. An
integrated framework contains sensors which are grouped based on their operational
characteristics, mobility and application in four different layers; BSN, ASN, ESN,
and OSN, as presented in Table 3.2.

Taking comprehensive consideration of robustness, power consumption, prac-
tical deployment of wiring and decorate works, the below-listed sensors in the table
have been selected. These heterogeneous sensors include PIR, temperature, force
and electronic and electrical appliances monitoring unit, force sensor and manual
push button unit. A quick overview over these sensing units is presented in
Table 3.3 (Ghayvat et al. 2015b).

Prototype Design

With the prompt development of electronic products and the popularization of the
network, Smart Home applications, IP cameras, smart plugs, the electric relay, has
enabled many auxiliary control functions. However, in most cases, inhabitants have
already decorated their home environment and are not prepared to change their
original layout to do the wiring work. Thus, the proposed wellness system design
has a heterogeneous wireless architecture, which can easily deploy over existing
house layout, without doing any significant change. The wellness system is cost
effective, flexible, real-time and assist-control. The Sensors integrated with Intel
board as a front-end device to sample the living data from every living area can be
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Table 3.2 The layer features and functions are presented

Layer

Functional characteristics

Event detection

BSN

1. Compact and mobile sensing unit which
does not affect the comfort of users

2. The sensing device is deployed over
body area

3. Battery powered sensing unit

4. Example: Impact sensor

— Fall detection

ASN

1. Sensors are deployed over fixed location
in the home locations

Example: Temperature sensing unit,
movement sensing unit and force sensing
unit

2. Mostly plugged with the home power
supply. Except outdoor sensing unit which
uses solar power, Example: Solar panel
based outside temperature monitoring unit

— Temperature, pressure, and movement

ESN

1. It has same characteristics; it is mainly
deployed for emergency and panic
conditions which cause direct health and
wealth risk

2. Example: Manual push button unit and
fire detection

— Home security, fire, and any sudden
health issue

OSN

1. It is also fixed sensing unit distributed in
the different locations to monitor the usage
of electronic appliances in the home
environment. It also includes the contact

— Use of toaster, fridge, television,
computer, microwave, rice cooker and
other appliances

— Such as kitchen activities

sensor to monitor the use of an object such
as a cabinet, desk

2. Example: Electrical and Electronic
object sensing unit

easily attached to the wall, and work via a battery or home power supply. In this
way, occupants only need to maintain the power supply after the installation of
wellness system.

For the embedded system design there were many processing platforms to build
sensing node, but the actual decision has done between Intel Galileo board and
Raspberry Pi board. Both are open source, do-it-yourself (DIY) electronics hard-
ware development boards featuring embedded processors. The table given below
explains it more properly (Liu et al. 2015) (Table 3.4).

Intel Galileo, which contains Arduino Uno microcontroller along with Intel
processor, makes processing and control fast and easy. The wellness protocol is
designed and loaded on Intel baseboard. According to protocol logics and algo-
rithms, the data is sent through RF module XBee. In Wellness, Protocol XBee is
used as a standard transmitter and receiver. The raw data from the sensor is
transmitted to the small Intel Galileo Microcomputer for intelligent sampling and
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Table 3.3 Technical description and functioning of Sensing units

Sensor

Technical description and function

Force sensing unit

The flexiforce sensor is a Piezoresistive Sensor. A301
sensor has been used to get the amount of pressure applied
to any object. When any pressure is forced on the sensor,
the resistance of the sensor drops. Eventually, the output
voltage rises. The range of resistance varies in force sensor
specification found in different types of sensors. The
pressure is ideally applied in the circular central portion of
the sensor on both borders. The sensor is deployed
underneath the objects to sleep and sit upon. The sensor is
connected to a conditioning circuit with the 9 V power
supply. It is analog as well as digital output based sensing
unit

Contact sensing unit for
domestic objects

For the purpose of household and everyday habit
monitoring such as a self-grooming table, almirah, and
office desk, wireless contact sensing units have been
designed. The designed contact sensing unit connected to
the household and everyday stuff to identify the frequency
of usage, and these objects usage are monitored at local
home gateway server by ON/OFF values. It is digital
output based sensing unit

Temperature monitoring unit

To design temperature sensing unit, the LM35 IC is
connected to the conditioning circuit. It is analog output
based sensing unit. This sensing unit deployed in indoor
and outdoor conditions. The outdoor sensing unit is
deployed to obtain outside environmental temperature and
compare it with indoor value

Movement monitoring unit

The passive infra-red (PIR) movement monitoring unit, is
designed to identify the motion within the coverage range
of the sensing system. This PIR sensing unit is compact,
power-efficient, flexible and durable. These sensing units
are also known as “IR motion detector.” It operates on 5—
12 V supply and the effective distance is less than 8 m,
sufficient for one room in a smart home. These are binary
mode sensors. It is digital output based sensing unit.

The PIR sensing units are placed at the entry and exit of
rooms, kitchen and bathroom

Electronics and electrical
appliances monitoring unit

This power usage monitoring and control unit contains a
transformer and other circuit modules. The transformer
block comprises of voltage and current transformers. The
voltage step-down transformer is used to transform the
mains from 220 to 10 V signal, and the current transformer
ASMO10 is used to link the current in the line wire to the
load through the current transformer circuit. For signal
amplification, operational amplifier LM324 is applied
associated with other components such as a rectifier,
capacitors and gain resistors of specific parameters. The
analog sensor signal output is supplied to the analog

(continued)
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Table 3.3 (continued)

Sensor Technical description and function

channel of radio communication chip for wireless
transmission. It is analog output based sensing unit

Manual push button unit A novel approach is proposed and implemented to identify
some of the activities, such as eating, taking medicine. It is
difficult to detect these activities precisely by PIR or force

Sensors

MQ-2 can be used for the detection of the Hydrogen
Gas/Smoke/Alcohol/Butane/Methane/Propane. According
to the Environmental Conditions for Gas Measurements,
the using temperature range is from —20 to 50 °C. In an
ideal volcanic environment, the temperatures are a bit
higher during eruptions. So, this sensor is used for prove of
the concept as it is cheap and affordable. A better sensor
can be used in an ideal situation

Smoke-sensing unit

Table 3.4 The reasons to select Intel board on the top of RPI

Metrics

Intel Galileo

Raspberry Pi (RPi)

Performance

Galileo runs the 400 MHz
Pentium-class Quark

Raspberry Pi is usually clocked
at 700 MHz, but since RPi

performs fewer calculations per
cycle, they are roughly
equivalent in this aspect

Who is better
for sensing

Galileo is an outstanding choice if you
have a project requiring sensors and

Raspberry Pi is finest for media
such as pictures or video

application value utility (requiring memory and
processing power) and/or productivity
or monitoring (Galileo has a real time
clock)
Cost The Galileo board costs nearly twice as | There are some hidden costs

much as the Raspberry Pi Model B with RPi, all that comes in the

box is the board

RPi requires formatting a card
and copying the image before
booting for the first time

Booting the
boards

Galileo can boot from onboard memory

control. This intelligent sampling and control analyses and processes the data before
it passes to the event and priority based encapsulation stage.

This system addresses the issues of large data and delays significantly. The large
data handling, delay, processing require the sorting and identification of inevitable
data from other unwanted data at end-device (node level). In wellness scheme, an
Intel Galileo board is required in the living areas. The sensing nodes integrate an
XBee S-2, which enables the serial radio communication signal. The living or
common room is typically located at the center of each house. So, Intel Galileo
based coordinator receiver unit placed over there to get a reasonable distance from
end-device. Then, other rooms like the bedroom, bathroom, kitchen, and study
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Fiers Srume et

Fig. 3.18 Prototype of wireless sensing unit design

room where each requires one end device to gather the living information and
environmental parameters. At first, HP Elitebook 8540 W PC workstation as a local
home gateway server to collect, store and process the data has been installed. This
server system enables the control of home appliances via a website. Moreover, the
local home gateway server only needs to listen to the sampled data, process the data
with a trained classifier and other data mining logics, and return the feedback
control message to the destination. Figure 3.18 shows the prototype of wireless
sensing unit design with Intel Galileo board (Ghayvat et al. 2014).

3.4 Wireless Topology, Network Formation for Smart
Home System

RF module XBee can be programmed in any of the four possible ways by drivers as
well as software. It usually functions in two different operating modes; the first is an
application programming interface (API), and the other is application transparent
(AT). XBee S-2 Mesh topology is the most preferred topology for the urban
environment. Table 3.5 describes the possible device selections and features
(Ghayvat et al. 2016).
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Table 3.5 ZigBee device modes and their functions

XBee device type Function

XBee coordinator (XC) There is precisely one coordinator for every single network, and
this is the device that takes the establishment network
responsibility of the network. This coordinator is the transceiver,
RF module that not only receives the data from respective sensor
nodes connected to it, but also looks for remote configuration and
fault detection of other associated sensor nodes in the network

XBee routers (XRs) XBee routers (XRs) are applied to extend the network coverage
area for wireless communication. The XRs transmit the packet of
their neighbor to designated path

XBee end device (XED) The XED cannot communicate data of other nodes; they are the
last end of the network. They only pass their data towards the
receiver. They are the source point of data

XBee end-device plus The XEDR node can convey its data and other neighbor’s data as
router (XEDR) well in the network

Forming a Network

Digi XBee Series 2 is used as RF transceiver device in our smart and intelligent
home monitoring system. The XC has the authority to select a channel, PAN ID
(16-bit personal area network unique identification number that only belongs to
particular XBee WSN), security policy, and stack profile for the network. Every
time, to create communication XC starts with the proper channel and executes
series of scans (energy scan or PAN scan) to realize any RF activity on various
channels of XED, XR and XEDR. This energy scan can only notice the wireless
sensor nodes (XED, XR & XEDR) which are registered with corresponding
PAN ID to the XC.

3.5 Deployment of Heterogeneous Wireless Sensing
Units in a Home

The present home monitoring system is continuously running since May 2015
without any significant complexity and maintenance; except minor precautions
related to sensor physical damage and power supply. Figure 3.19 represents the
image of the real smart home where monitoring system is running, and inhabitants
are living their daily life. This house was built in 1938, so it is in an old home, but it
has been converted to a smart home with the help of sensing technology. The layout
representation of the smart home with sensor location and placement is shown in
Fig. 3.20. This figure displays the genuine home environment where one that stays
alone and has smart sensing placement to improve the wellness of individual i.e.
Ambient Assisted Living (AAL). It shows different wireless sensing units for
monitoring of environmental parameters and different domestic objects. In the
present system, it contains heterogeneous sensors network; these heterogeneous
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Fig. 3.19 Image of a real house where smart home monitoring and control system are installed
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Fig. 3.20 Layout structure of the house with sensor deployment and household objects
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Fig. 3.21 Outdoor sensing unit for outside temperature measurement

sensors are temperature, force, contact, smoke, PIR and electronic and electrical
(E & E Appliances sensing) appliances monitoring unit. Figure 3.21 presents the
outdoor temperature sensing unit to measure the outside ambient temperature.
Figure 3.22 shows the utilization of E & E unit with different household appliances.
This data is helpful to analyze the appliance usage pattern. Figure 3.23 shows the
force sensing unit deployment to identify the occupancy. Figure 3.24 presents the
deployment of PIR sensing unit to monitor the movement. While Fig. 3.25a shows
the contact sensing unit connected to fridge and (b) shows the manual push button
indicator (Ghayvat et al. 2015).

3.6 Healthcare

For the healthcare two sensing units are used in the present research work, one is
fall detector, and another one is manual push button unit. While individual performs
daily life activities, accidents such as a fall or an accident may occur in the home
environment. As this might cause physical injuries, an instantaneous identification
of an accident could alert humans for a fast reaction. Currently, an overabundance
of inexpensive wireless motion sensing devices is available or can be assembled
using off-the-shelf components. They can be used to collect motion data to monitor
non-fall activities and to detect fall events. A framework has proposed to set up a
wireless sensor network for collecting motion data and accelerometer sensor
readings. A novel method has been introduced for semi-automatically extracting
training examples from the motion data.
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Fig. 3.22 E & E sensing unit, which is monitoring and controlling a Water kettle, b Washing
machine, ¢ Microwave and d Television

The accelerometer is an electromechanical sensing device that measures the
static and dynamic forces of acceleration. Static force is a measurement of accel-
eration due to gravity whereas dynamic forces include the vibrations or any
movement. Acceleration is the rate of variation of velocity measured.
Accelerometers measure acceleration in either is one, two or three axes.

The MPU-60X0 Motion Processing Unit is the world’s first motion processing
solution with integrated 9-Axis sensor fusion using its field-proven and propri-
etary MotionFusion™ engine for handset and tablet applications, game con-
trollers, motion pointer remote controls, and other consumer devices. The
MPU-60X0 has an embedded tri-axis MEMS gyroscope, a 3-axis MEMS
accelerometer, and a Digital Motion Processor™ (DMPT™) hardware accelerator
engine with an auxiliary I2C port that interfaces to 3rd party digital sensors such
as magnetometers. Figure 3.26 shows the MPU-60X0 motion processing unit
(Ghayvat et al. 2015d).
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Fig. 3.23 Represents the force sensing unit deployment to monitor a Sofa, b Dining chair, ¢ Bed
and d Toilet seat

Fig. 3.24 Represents the PIR sensing unit deployment to monitor a Living room and b Entry door
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Fig. 3.26 The MPU-60X 0 motion processing units

3.6.1 Software Description

The software system, as depicted in Fig. 3.27 is designed and implemented to meet
users’ requirements and optimize performance. It consists of motion data protocol,
fall detection algorithm, Angle calculation algorithm, wellness protocol, web ser-
ver, database and Monitoring Device Application Software.

3.6.2 Angle Calculation Algorithm

The system collects gyroscope and accelerometer data while synchronizing data
sampling at a user defined rate. The total dataset obtained by the MPU-60X0 includes
3-Axis gyroscope data, 3-Axis accelerometer data, and temperature data. The system
calculated output to the system processor and got the roll, pitch, and yaw.
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Fig. 3.27 Block diagram of software system

3.7 Desired Number of Wireless Sensing Units for AAL

The numbers of sensors in the present research are chosen on the basis of the
lifestyle of an occupant. In this research, the sensors are deployed in such a way that
it covers maximum possible home environment and usage.
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Fig. 3.28 The steps of low-level sensor data analysis

3.8 Data Extraction, Storage and User Interface

In a smart home, data analysis includes two levels: lower level sensory data and
higher level activity data. Low-level sensory data classification converts the
observations into activities. Before this classification process, the raw data collected
from low-level sensors is needed to go through some data analysis phases such as
pre-processing, segmentation and feature extraction. The activity recognition and
discovery are performed after this classification. Figure 3.28 shows the steps of
low-level sensor data analysis. Figure 3.29 presents the local home gateway server
for wellness smart home system; whereas Fig. 3.30, the data comes from different
heterogeneous sensors deployed in various locations inside the urban environment
is collected into the local home gateway server through the coordinator. The
wellness coordinator is connected to serial com port through the FTDI
FT232R USB Com Port Driver. The data acquisition module is programmed and
configured according to defined sensor data annotations and packet encapsulation
fields for data extraction. The extracted data is sent to MYSQL data storage server
(Bakar et al. 2016).

There is a deficiency of standard layout for storing data in the ambient assisted
living environments research. This is restricting the prospect for researchers to
compare and import-export the datasets of each other. These stored datasets are
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Fig. 3.29 Local home
gateway for Intel Galileo
coordinator
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processed further to extract the information; this information allows identifying the
activities and behavioral patterns. The identified pattern and information can be
used to diagnose the wellness of an occupant and provide the required support and
care.

Indoor environment demands activity recognition of daily living from basic
sensor data, and these raw data sets are composite and asymmetrical to translate into
predefined scenarios. The decision-making information must be in a user-friendly

HTTP Command B
Process Module
| HTML |

SSL (Secure encrypted link between server and client )

Request/ response
command

L
MYSQL Data storage server D

Instruction
read/write

Data extraction

Wellness | | FTDI FT232R USB
Coordinator Com Port Driver

Fig. 3.30 Wellness protocol system architecture
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Fig. 3.31 Hierarchical representation of WellnessSF (Wellness standard format) tree diagrams for
smart home system, (S-UNIT: SENSING UNIT)

format to the caregiver and heath care professionals. AAL solutions generate a big
amount of heterogeneous data from a number of different sources of events via
sensing unit. The current limitation of a standard format for annotation, storing and
handling these datasets presents a critical issue. As resolutions become strictly
reliant on the configuration of the sensing unit, the present research work attempts
to resolve these issues through the creation of WellnessSF (wellness standard
format), a proposed format for storing, annotations and sharing data.

The present system was designed to monitor the occupant into urban environ-
ment especially home conditions. The data was generated via fixed sensing units
and body area network sensors as well. A location-based sensing unit is a device
which is limited to a particular location, mostly integrated onto the defined ambient,
such as force sensing unit. While on the other hand the mobile sensing unit is not
constrained by a particular location. The mobile unit usually moves from one place
to another, such as impact sensor. Figure 3.31 shows the hierarchical representation
of WellnessSF tree diagrams (Khan et al. 2016). It shows the different sections of
smart home data storage which includes occupant’s details, the location of
deployment, static and mobile sensing unit. Description of the event with real time
information of time stamp and data is presented. The more description of these
fields is given by tabular representation in Table 3.6. Figure 3.32 presents the
architecture of home monitoring website.
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Table 3.6 More description of user, location unit, mobile unit and annotation of tree diagram of
WSL (Wellness Standard format)

Title Explanation Mandatory | Data | Example
or Optional | type
OCCUPANT is Current wellness Mandatory | Nil Nil
INFORMATION status with history.
USER ID A unique Mandatory | String | USER121
identification
number for an
inhabitant
USERNAME Occupant’s name | Optional String | Basant
COURSE It shows the Mandatory | String | Occupant USER121
monitoring or care needs the attention for
priority turning on the room
heater as temperature
goes below 15 °C
REMARK Other comments Optional String | Does not use back door
STATIC LOCATION | For ambient Mandatory | Nil Nil
sensing unit fixed
at one particular
location
PLACE ID A unique number | Mandatory | String | P11
to identify
deployment area
PLACE DETAIL The common Mandatory | String | Kitchen
description of
deployment
location
STATIC S-UNIT Location based Mandatory | Nil Nil
static sensing unit
details
STATIC DEVICE ID A unique sensing | Mandatory | String | S11
unit identification
number
S-UNIT Basic overview of | Mandatory | String | Electricity usage
DESCRIPTION the sensing unit
DATA UNIT Measured data unit | Mandatory | String | Watt
INSTANTANEOUS It shows runtime Mandatory | Nil Nil
EVENT-DATA INFO | data packet details
SAMPLING RATE Number of packet | Mandatory |Float |20
in defined time
START-TIME-STAMP Mandatory | Date | 2016/02/10 17:21:08
and
time
DATA Sensed event value | Mandatory | String | 264
END-TIME-STAMP Mandatory | Date |2016/02/10 18:12:32
and
time

(continued)
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Table 3.6 (continued)

3 Wellness Protocol Development and Implementation

Title Explanation Mandatory | Data | Example
or Optional | type
MOBILE SENSING The body area
UNIT sensor or mobile
sensing units
which are movable
MOBILE A unique Mandatory | String | M121
SENSING UNIT ID identification
number
S-UNIT General detail of Mandatory | String | Unit monitors the fall
DESCRIPTION the sensing unit detection of a person
MOBILE LOCATION | General detail of Mandatory | String | Fall detection unit
DESCRIPTION mobile unit’s below neck
deployment
DATA UNIT Measured data unit | Mandatory | String | Angle (degree)
INSTANTANEOUS It shows runtime Mandatory | Nil Nil
EVENT-DATA INFO | data packet details
SAMPLING RATE Number of packet | Mandatory |Float |26
in defined time
START TIME STAMP Mandatory | Date |2016/01/10 12:21:22
and
time
DATA Sensed event value | Mandatory | String |221
END-TIME-STAMP Mandatory | Date |2016/01/11 18:12:32
and
time
ANNOTATION
DESCRIPTION
PLACE List of deployment | Mandatory | String | Temperature Sensing
AND MOBILE LIST locations and unit (S124)
sensing units Force Sensing unit
belongs to (S125)
particular event
EVENT TYPE List all the events | Mandatory | String | Cooking
ANNOTATION NO Unique Mandatory | String | A123
identification
number for any
event or device or
location.
EVENT TIMESTAMP | Start and end of Mandatory | String | 2016/02/10 13:12:43 to

event

2016/02/14 14:31:32
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WELLNESS SENSING AND INTELLIGENT MONITORING SYSTEM (WSIME)

Fig. 3.32 Snapshot of home monitoring website which presents the sub-sections of monitoring

3.9 Evaluation of Wellness Protocol Data Reliability

To validate and evaluate the packet reliability of Wellness Protocol, a systematic
and analytic research was carried out, and series of experiments were done in the
smart home. Performance metrics in this wellness based smart home are assessed as
an interdependent function of transmitter-receiver distance, type of building
material placed between the transmitter(Tx)-receiver(Rx), type of hopping between
wireless sensor nodes, the interference by other ISM frequency spectrum, sampling
rate and a number of nodes. The dependent variables measured were packet
delivery ratio, packet latency. The current section presents dependent variables for
performance evaluation.
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Fig. 3.33 Packet error rate of wellness protocol versus ZigBee with change in spacing between
Tx and Rx

Figure 3.33 shows the packet error rate (PER) as a function of distance for
Wellness Protocol based smart home and ZigBee-based smart home, under dis-
tributed hop. It was recorded that the packet error rate increased with the increase in
distance significantly after 10 m distance for both ZigBee and wellness protocol, it
was boosted up exponentially. Though the error increased in both the cases it got
worse in ZigBee as compared to Wellness, at a distance 10 m the Wellness noted
about 1.15% PER whereas ZigBee 2.28% PER and for the spacing 16 m the
Wellness reached about 9.80% whereas Zigbee touched 12%.

Figure 3.34 shows the packet delivery ratio (PDR) of Wellness and ZigBee
protocol as a function of distance, under multi-hop network setup. It was seen that
the PDR remains constant till 8 m spacing but after that, it collapses in both the
protocols. For the spacing 8 m, Wellness has recorded about 99.70%, whereas
ZigBee about 99%. In both the cases beyond the 8 m distance PDR reduced, but in
the case of ZigBee, it got worse with distance. For the spacing of 12 and 14 m,
Wellness recorded about 50.21 and 16.63% respectively, while ZigBee touched
40.32 and 12.76% respectively.

Figure 3.35 shows the Packet loss rate (PLR) for ZigBee versus Wellness for
varying spacing between transmitter and receiver. With the increase in spacing
between Tx-Rx the PLR increased but it began to shoot up after the distance 8 m,
and it became more inferior for ZigBee as compared to Wellness. At 8 m, the
Wellness noted about 0.65% whereas ZigBee 1.38%. As spacing increased the PER
increased exponentially. For the distance 12 and 14 m the Wellness reached about
61.35 and 79.92% respectively, while for the same ZigBee has touched 80.32 and
97.74% respectively. Figure 3.36 presents packet success rate (PSR) of ZigBee
versus Wellness as a function of the distance between Tx-Rx. With the increase in
spacing the PSR decreased and beyond the spacing 12 m, it falls very quickly.
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Though in both Wellness and ZigBee the PSR fell with an increase in spacing it got
poorer in ZigBee as compared to Wellness. For the spacing 8, 12 and 14 m the
Wellness recorded about 98.90, 98.55, and 95.76% respectively, while for the same
ZigBee s noted 98.70, 97.50, and 94.78% respectively.
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Figure 3.37 shows the average worst case delay on receiving data as a function
of the distance between transmitter and receiver respectively. It was difficult to
calculate the average delay of received packets, so, 10,000 samples for each spacing
arrangement were observed and specially recorded the delay of the most delayed
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Fig. 3.37 Average delay of wellness protocol versus ZigBee with change in spacing between Tx
and Rx
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packet. It was recorded that average worst packet delay increases with distance in
both the protocol ZigBee and Wellness. The amount of delay rises sharply after the
distance 12 m; Wellness noted about 62 ms while ZigBee 91 ms, though the delay
was in ms it was good enough to convert the real time monitoring system to near
real-time monitoring system.

3.10 Software Required for Wellness System

The Wellness Home monitoring system consists of the following programs.

e A Real-time heterogeneous sensor data fusion application coded using C#.
Visual Studio C# software 2010 used for it.

e MySql queries for the management of the near real-time sensor data storage in
the database server. WAMP Server based MySql server is used.

e PHP scripts, JGraph scripts and Ajax programming codes for near real-time
Sensor information displays on the web application.

e HTML is used to make web pages for the Internet website.

e Database replication procedures use MySQL scripts for connecting multiple
home monitoring systems through the internet and Open-Virtual Private
Network software.

3.11 Comparison of Wellness Over ZigBee

Comparison of ZigBee protocol and customized Wellness protocol can be better
understood as follows.
Benefit of wellness packet encapsulation:

e Sleeping Routers and Battery life: Only end devices can sleep in ZigBee pro-
tocol whereas in Wellness all nodes can go to sleep. In Wellness system, Master
as well as Coordinator has the responsibility of synchronization sleep and wake
up to avoid the loss of data.

e Packet size: ZigBee (XBee S-2 API Mode) needs 21 bytes size to a single sensor
for packet encapsulation, in comparison the Wellness Protocol requires 10 bytes.

e Latency: The processing delay is less in Wellness protocol as compared to
ZigBee Protocol.

e Complexity related to data extraction from packet: It is significantly less in
Wellness protocol as compared to ZigBee.

e Real-time operation: Wellness performs better than ZigBee for real-time web
streaming of sensor information.
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e Large data handling and storage: ZigBee is the generalized protocol for
short-range monitoring that does not look after the large data handling and
storage. The Wellness has focused on resolving the large data solution.

e Event and Priority based solution: The data packets usually get delayed due to
the contention in the network and processing. In the wellness system, the data
packets are transmitted and processed according to their rank (priority). If an
event packet of health risk triggers, that packet would be sent and processed
first.

e Packet reliability parameters for quality of service: Wellness has recorded
notable improvement in packet reliability as compared to the poor reliability of
ZigBee.

3.12 Conclusion

This chapter presents the development of Wellness Protocol for smart home
monitoring. The design and implementation of heterogeneous WSNs have been
described in detail. The designing of wireless intelligent sensing node, building the
smart logic to overcome the issues and limitation of ZigBee have been achieved.

All the evaluation measurements are compared to ZigBee protocol. The large
data handling is done by intelligent sampling algorithm which has offered the event
and priority-based transmission and control; it has reduced data about 410%. The
wellness dynamic key generation based security algorithm has recorded significant
computational resources reduction; it uses 3.5 times less computational resources.
The Wellness system performance has been measured for the data reliability
parameters. Wellness system has noted an improvement of 3.46% for PDR, 1.58%
for PLR, 1.84% for PER and 3.15 for PSR for the spacing 10 m. Whereas 32%
delay reduction has been attained.

The Wellness Protocol is developed as an integrated platform which enables
software and hardware to monitor the ADLs of an occupant. The following chapters
are based on the application of the present system.
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Chapter 4
Issues and Mitigation of WSNs-Based
Smart Building System

Abstract The functional characteristics and performance metrics of Institute of
Electrical and Electronic Engineering (IEEE) 802.15.4 standard make it the only
effective option in short-range environmental control and monitoring applications.
The composite sensor and actuator nodes based on the wireless technology are
placed in the building environment. Wireless technology deployed in building
ambiance endures from the interference of various communication protocols
operating in the same unlicensed, unregulated Industrial Scientific Medical
(ISM) band, apart from the attenuation loss. A smart home designer could not omit
these factors in the smart building ambiance because the adverse effects of these
issues on the system performance are substantial. Most of the researchers have
reported on adverse effects, but not with the aspects of a smart building. The current
research reports on the detailed realistic-experimental analysis and mitigation for
different types of interference, the attenuation losses, and direction of arrival
associated with smart building condition. This research also tries to investigate the
mitigation by direction of arrival of the radio signal. Additionally, the wellness
approach aims to generate the customised methodology that will support, suggest
and assist the system designer in a smart building environment to evaluate and
measure the on-site performance, so that the assessments are efficient, precise and
accurate.

4.1 Introduction

A transmitting antenna radiates radio signal simultaneously in all directions; the
signal usually chooses many different paths to arrive at the receiver. In each path,
the signal interacts with communication environment ambiguously and reaches the
receiver with some delay, and usually, a change in phase and frequency takes place.
If the signals collected at the receiver are in phase, they produce the constructive
interference. In case the signals are out of phase, they cause a loss in signal strength
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as they produce destructive interference. The direction of arrival
(DOA) measurement produces the best approach to WSNs localization for the least
multi-path loss. Ideally, wireless communication devices use omnidirectional low
power wire whip as well as chip antenna that radiates radio signal consistently in all
directions equally. The performance of practical antenna does not match with the
ideal one. The direction of arrival has a compelling role in an indoor environment
where the system finds various types of obstructions that degrade the performance.
The orientation of antenna plays a major role in their performance. All investiga-
tions and characterizations of wireless radio communication have been made by the
measurement of collected data. This data reveals the nature of EM wave and with
the application of statistical assessment over this data a mathematical model and
equation has been generated.

The aim is to perform experiments and contribute to building the mathematical
model that include the real world effects and parameters. This study presents a
realistic situation of a smart building monitoring system. The intelligent building
monitoring can be defined as an application of automation and embedded tech-
nology with integral systems of accommodation facilities to enhance and progress
everyday lifespan of an occupant. A wellness protocol based intelligent building
monitoring system has been designed (Ghayvat et al. 2015a, b).

The rest of the research is organized as follows. Section 4.2 initiates with the
Wellness-based smart building environment description. Section 4.3 presents the
Methodology to measure interference and attenuation loss. Section 4.4 presents the
practical issues based on interference and attenuation losses. Moreover, it describes
the mitigation and possible suggestions to handle the issues. Lastly, Sect. 4.5
concludes the outcome.

4.2 Description of Smart Building System

The smart monitoring approach has first been implemented in an old house and later
it is extended to a building apartment. The smart and intelligent monitoring system
has been running continuously for the last 18 months without any major problem,
in real world condition where it has occupants. In the wireless radio communica-
tion, different types of ZigBee RF modules are available. For the current research,
the Digi XBee Series-2 RF has been selected. The design and deployment of the
present sensing system inside the smart building are shown in Fig. 4.1. The layout
depicts the locations of sensors in a smart building with occupants.

The heterogeneous sensing units include PIR, temperature and electronic and
electrical appliances monitoring unit, force sensor and manual button.
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Fig. 4.1 Layout of big building heterogeneous sensing system

4.3 Methodology to Measure Interference and Attenuation
Loss

The research approach proposed in this study has been implemented under an
uncontrolled and realistic urban environment with simple and compact components.
Since reliability is indispensable, the desired user data must be transmitted, received
and analysed within allowable and considerable time duration in near real time with
the best precision value and the least possible error.

In the WSN-based smart home, defining the reliability in system performance
perspective is not easy because the radio communication system finds some vari-
ables that detrimentally influence the reliability metrics. The most common
explanation for reliability is related to data parameters; these are data reliability,
data transmission, reception, measured error, and delay. Data transmission and
reception are the functions of the communication link between sensor unit. The
quality of radio communication link boosts the chances of reliable data delivery.
However, the design consideration of the sensor node also decides the performance
because they are the source of data, and if data from the source is corrupted, the
system cannot achieve a significant accuracy. Mostly, even with good RF link and
robust sensing unit design consideration, the system is not accurate. The cause of
this is improper routing selection and obstruction in the building environment. The
home environment is full of obstructions, so it causes loss of data. Improper routing
and topology selection increase this data loss because sometimes an end-device
node does not find the nearby router node and data usually gets lost. The signal
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transmission takes place with the speed of light, so the delay is negligible. The
gross delay at the sink will be significant enough to affect the near real time
streaming (Ghayvat et al. 2015b; Liu et al. 2015).

This can be better understood by the packet reliability terms of Wellness
protocol-based WSNs. Packet success rate (PSR), Packet delivery ratio (PDR),
Packet error rate (PER), Packet loss rate (PLR), Signal to Noise Ratio, Received
signal strength and received packet delay are basic parameters that define system
reliability and performance. To evaluate these parameters in Wellness
Protocol-based wireless sensor and networks, the smart building setup is designed
and implemented in real-time applications. The results show that the deployment
environment, distance, and localisation of sensing nodes are key factors that decide
the reliability of wireless sensor and networks. For system performance evaluation
and better understanding, these parameters have to be formulated with real world
effects. The parameters are as follows.

4.3.1 Latency

In the wireless system, the real-time performance is highly affected by traffic status,
collision and congestion. If the sensed information is sent from the sensing nodes at
a predefined sampling rate, it is expected that the receiver receives the information
at the same rate. These packets are routed through various communication paths, so
they take different time, and some of them may be lost in the endeavor to the
destination. There is the provision of time out, i.e. the deadline, for these packets’
arrival. Hence, one of the great pointers of wireless network performance is the
packet delay between consecutive packets perfectly received by the Coordinator. To
assure the temporal rationality of time-signature, the measurements need to be
executed on the same computer system and with the common clock reference.

The wellness protocol allows sensing nodes to transmit data in a peer-to-peer,
point-to-point or point-to-multipoint (star) network architecture. The time it takes to
transmit a data packet is a sum of the Time on the Air, an acknowledgment (Time
for CSMA-CA and Retries) and propagation time (Ghayvat et al. 2016).

Annotation:

B bit/bytes

Sd,, Starting Delimiter

Add, Address bytes

Pl, Payload bytes

Cp, Cyclic redundancy checks bytes
Pc,, Packet control bytes

Adr,s Air data rate in bit per sec
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Total received delay time (Tg,) = Time on the air(T,) 4+ Time on-air Ack(Tycx)
+ Time upload (Ty;) + Propagation time (T,)

(4.1)

T, — 8(B){[Sdp] + no [Addb]AJ;f;[Plb] + [Cp] + mi[Pep) } (4.2)

Toq = 8(B){[Sdb] +ny [AddbL—;r]}I[Plb] + [Cb] + I’l[PCb]} (43)
_ 8[BJ{[PL]}

Tsci - T}”b (44)

The propagation delay T, is the time that takes a signal to propagate through the
communications media from a sensing node to the next sensing node. It can be
computed using the following equation.

T, =D/S (4.5)

Here, D is the distance from the node to the next node and S is the propagation
speed of the media. The latency calculated from Eq. 4.1 includes some extra
overheads caused by the computational and communication systems and con-
trollers. To reduce the jitter, it is recommended to limit the processing load on the
computer. The jitter is a complex issue usually related to the wireless networks and
infrastructure. This delay is closely linked to inter-packet delay. Inter-packet delay
is the degree of the inconsistency over the wireless communication time of the
latency across a wireless network. One of the best possible solutions is to introduce
the jitter buffer to queue up the received message. In the wireless network-based
smart building, instead of introducing jitter buffer between network and converter, it
can be done by utilizing the RAM capacity efficiently. This reduction in load results
in terms of availability of RAM for packet transmission and reception without I/O
operations blocking.

4.3.2 Data-Packet Delivery Parameters

The packet delivered from the source node is expected to be received at sink node
without any distortion, error, and too much delay that degrades the accuracy. This is
usually evaluated by the number of messages sent from the source and received at
the destination gateway. The experiments are implemented by regularly transmit-
ting and receiving packets from the transmitter Tx (sensor node) to the receiver
(coordinator) Rx.
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PDR, PLR, PER, and PSR are directly linked to the system performance and
packet reliability. They represent the packet accuracy at various levels.

e PDR: Packet delivery ratio is the number of data packets received at the
gateway-coordinator to the number of data packets sent from the transmitter
node. It is represented in percentage.

N;
PDR (%) = Nt 100 (4.6)
N; a total number of data packets received by the coordinator from an end-device.
N; a total number of data packets sent by the end-device.

The more the PDR value, the better the accuracy.

e PSR: Packet success rate is the number of data packets successfully received
without any error to the number of data packets received including errors at the
gateway-coordinator. It is represented in percentage.

PSR (%) = 2., 100 (47)

N;

N; a total number of data packets received by the coordinator from an
end-device.

Nywe a total number of data packets received by the coordinator without error from
an end-device.

The more the PSR value, the better the accuracy.

e PER: Packet error rate is the ratio of the number of data packets received with
error, and the number of data packets received at the gateway coordinator. It is
represented in percentage.

PER(%) = %

¥ %100 (4.8)
.
N; a total number of data packets received by the coordinator from an
end-device.
Ny a total number of data packets received by the coordinator without error from
an end-device.

The lesser the PER value, the better the accuracy.

e PLR: Packet loss rate is the ratio of the number of data packets received from the
coordinator, and the number of data packets sent from the transmitter. It is
represented in percentage.

N; — N,
PLR(%) = —— * 100 (4.9)

N

N; a total number of data packets received by the coordinator from an end-device.
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N; a total number of data packets sent by the end-device.

The lesser the PLR value, the better the accuracy.

4.3.3 Link Quality Metrics

Electromagnetic interference is the disruption that upsets desired sensing node
signal processing through electromagnetic radiation emitted from an external
source. ZigBee-based sensor nodes operate in the 2.4 GHz ISM spectrum band. The
wellness system uses XBee S-2, and it is based on ISM band. The causes of
disturbance in this frequency spectrum are:

Bluetooth (IEEE 802.15.1)

Microwave oven

Wireless USB (IEEE 802.15.3)

WI-Fi (IEEE 802.11)

Some other sources like RF motion detectors and cordless phones.

The effect of this disturbance can be examined by received signal strength and
Signal to Noise Ratio (SNR).

4.3.3.1 The Received Signal Strength Indicator (RSSI)

The Received Signal Strength Indicator (RSSI) is the level of the received signal at
Gateway coordinator in —dBm from a sensor node. The strength of the detected
signal reduces with increase in spacing between the transmitter and the RSSI also
depends on path loss effect. Additionally, the quality of the signal is affected by
other wireless devices operating in ISM band. If the transmitting node has a
transmission power of P, Watts and this antenna power in the logarithmic domain is
expressed in dBm (in mW). With an isotropic antenna gain of G, dBi, the total
effective isotropic radiated power (EIRP) is P, * G,. Therefore, the received signal
at the receiver is given by (Ghayvat et al. 2016)

P, =P+ G;+ G,—PL (4.10)
G, is the gain of the receiver antenna, and PL is the combined path loss
parameters that add attenuation due to path losses.

In the building environment, the path loss is represented by

PL = Lfs + Lsf + Lff(t) (411)

Ly is the term for free space Line-of-Sight (LOS) path loss.
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Ly loss is due to slow fading caused by large static obstructions such as a wall.
Lg loss is the small-scale fast fading loss that happens due to destructive interfer-
ence from multipath effects.

Destructive interference is the primary and most significant loss in the building
environment. This loss varies with time. Most of the time in the building ambiance,
the electromagnetic signal does not find the LOS between transmitter and receiver,
so it travels by multipath or in non-line-of-sight direction. Minimum acceptable
SNR value SNRp(tr) should be greater than the threshold value, n to recover the
transmitted signal. The threshold value is a signal from which signal can be
extracted. The value of n is defined by multiple experiments and measurement in
that particular environment.

d(T,R
SNRp(tr) = SNRprr—10B log {%f))} + X +o(T, R) (4.12)

Propagation loss estimation in a building environment shows that the average
strength of the received signal at any point in the network decays as a power law of
distance d(T, R) between a transmitter and a receiver. SNRp,¢ is the power received
at a close reference point in the small reference distance from the transmitting node
and f is the path loss exponent. X, is zero-mean gaussian distributed random
variable with standard deviation ¢ in dBm. It is used for long term variability
consideration, which is used to approximate the fading phenomenon in building
environment. oT, R) = attenuation in dB per unit distance which varies according
to material and obstruction type. The term o(T, R) and  need to be determined in
each wireless network individually.

An isotropic antenna is known for radiating the power uniformly in all directions
(in a sphere), which is only possible in theory and difficult to achieve in actual
practice. The Direction of Arrival (DOA) of the signal at the receiver becomes
significant in the building environment where wireless sensing system finds
obstructions and interference sources. There is a direct relationship between the
direction of a signal and the associated received steering vector. In actual practice,
defining and evaluating the DOA is complicated because there are unknown
numbers of RF signals striking on the receiving antenna concurrently, each from
unidentified directions and with unknown amplitudes. Additionally, the received
RF signals are always degraded by the disturbance caused by noise, attenuation,
and interference. The expression of the received signal can be written as (Ghayvat
et al. 2015¢),

N M
Pirr) = Pr+ Z Pjcos(0;+ ;) + Z Pyjcos(0;+ B,) (4.13)
=1 =1
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Pr Peak or reference received power value at the coordinator end.

P; Power affected by interference sources, j is the number of interference sources.
Itis I to N.

P,; Power affected by multi path fading, ; is the number of multi path loss sources
or multi path fading level. It is 1 to P.

0; Angle of arrival with respect to interference sources.

o; Phase change caused by interference sources.

B, Phase change caused by multi path fading.

4.3.3.2 Signal to Noise Ratio (SNR)

The other devices, which are operated in ISM band, cause disturbance to the desired
RF signal. These undesired disturbance sources produce RF power that interrupts
the required signal for smart home operation. This is ultimately referred to as noise.

Ps;
SINR = Signal (4.14)
P noise P interference
SNR (dBm) = PSignal - Pnoixe - Pinterference (415)

4.4 Experimental Observations, Analysis, and Mitigation

The experiments and analysis are done in the following steps.

4.4.1 Fundamental Tests

Packet delivery parameters (PER, PLR, PSR, and PDR) and link quality parameters
as a function of spacing. These are the basic tests conducted to understand the
performance of the wireless sensors and networks in the smart building environ-
ment, with minimum interference. All the experiments and setup have been
developed to generate the plots for each metric as a function of distance. The
sensing nodes are deployed in the smart building, with different spacing between
the nodes. For analysis, over 5000 samples are collected to define the uncertainties.
The transmitter power is set at 2 mW (+3 dBm) boost mode, and the receiver
sensitivity is —96 dBm.

The effect of the hopping distance on the arrangement of sensor nodes is shown
in Fig. 4.2. Figure 4.3 shows the delays in the communication as a function of
hopping distance. Hopl means the packet is sent without any router device while
hop2 represents the packet is sent to a router between the end device and the
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Fig. 4.2 Arrangement of sensor nodes for experimental investigation
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coordinator. Similarly, hop3 and hop4 show the packet is sent via 2 and 3 router
devices between the end device and the coordinator, respectively. In hopl, the
spacing between the Transmitter-end-device (Tx) and the Receiver-coordinator
(Rx) is varied. Whereas in hop2, hop3 and hop4 the end-device and the coordinator
are kept at a defined distance and the routers spacing with respect to the end-device
and the coordinator is varied. Hop2, hop3, and hop4 are used as router-end-devices.
The delay has increased with the increase in the spacing between source and
destination. Additionally, the number of delays increases with using a large number
of hops. Every time the end-device (ED) delivers the packet to the
end-device-router (EDR) in the case of multi-hop communication and this EDR
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keeps its own packet delivery at the highest priority. If the EDR generates its own
packet P1 and at the same moment, it receives relay packet P2 from another
neighbor node, it will deliver P1 followed by P2, which results in the latency. The
estimated uncertainties in delay are 27 ms based on the standard deviations of
multiple investigations. Although the delay value that the server has recorded is in
milliseconds, it has the potential to change the real-time application to near
real-time application. The whole setup is the WSNs based realistic, smart building
environment where some of these sensors are event based, and the rest have fixed
sampling rate. The length of the packet varies from 20 to 24 bytes.

Figure 4.4 shows the PDR values of all four different setups. In all cases, PDR
decreases with increase in spacing. In three cases, PDR drops in PDRHop3, 2 and 1,
except PDRHop4 where the system has used 3 EDRs. In PDRHopl, the drop is
quite significant where it starts decreasing after 8 m followed by PDRHop?2 after
12 m and PDRHop3 after 14 m. The estimated uncertainties in PDR are 1% based
on the standard deviations of multiple investigations.

Figure 4.5 shows the PER values of all four different setups, in all the cases PER
increases with increase in spacing. In all four cases, PER raises significantly after
the spacing 8 m. In PERHop1, the drop is quite major where it starts increasing,

Fig. 4.4 PDR as a function 100 3
of hopping distance
]
80 r 1
3
$ 80r
b ~—+—PDRHop1
€ 4l |= PDRHop2
——4—PDRHop3
20 | —a—PDRHop4
ol 5 ; g I, P 3
4 ] 8 10 12 14 16
Distance between Tx and Rx (meters)
Fig. 4.5 PER as a function 25 - - - . :
of hopping distance —+—PERHop1 I
o0 | =—eo— PERHop2 |
s+-@:- PERHop3
. —a—PERHop4
® 15¢
o
w
a 10 y
.
St J
0 n L i i i
4 6 8 10 12 14 16

Distance between Tx and Rx (meters)



104 4 Issues and Mitigation of WSNs-Based Smart Building System

followed by PERHop2. While PERHop4 has been the least affected followed by
PERHop3. The estimated uncertainties in PER are 1.37% based on the standard
deviations of multiple investigations.

By increasing the spacing between Tx and Rx the packet delivery performance
degraded, so a better solution is to deploy the EDR to improve it.

4.4.2 Analytical and Parametric Tests

Experiments have been conducted to assess the effect of various parameters on
packet delivery parameters (PER, PLR, PSR, and PDR) and link quality parameters.
The issues investigated in this research work are as follows:

1. Multipath fading and spacing between Tx and Rx (Stx_rx);

2. Interference Source (IS) and spacing between IS and Rx (Sis_grx), and IS and Tx
(Sts—1x);

3. The direction of arrival (DOA) in relation to IS to the line-of-sight and multipath
fading, additionally, the angle between Rx and IS (8) is considered.

4. Communication channels.

The aim of these tests is to investigate the effects of different issues on the
performance of WSN for Smart building. Table 4.1 presents the issues and the
range of tests. In IS, the research has considered the most common sources of
disturbance in ISM band. In the endeavor to find the least affected channel with
Wi-Fi, a study has selected 15, 25 and 26 (Ghayvat et al. 2016). These three
channels get least affected by Wi-Fi existence. The distance between the ED and the
coordinator is kept from 2 to 16 m, which is sufficient to consider one floor of the
building apartment. To observe the effect of IS on received signal, the spacing
between IS and Rx varied from 0.5 to 5 m. This effect has been recorded for
line-of-sight and multipath fading environment.

Table 4.1 The issues and their range in the experiments

Number | Issues Range

1 Interference sources (IS) Wi-Fi, Bluetooth, microwave, cordless phone

2 Communication channel 15, 25 and 26

3 STx-Rx 2-16 m

4 Sis-Rx 0.5-5 m

5 Deployment angle of IS with | 0'-360"
respect to Tx—Rx line of sight

6 Multipath fading materials by Glass (GLS), plywood (PYWD), metal (MTL),
attenuation source (AS) concrete (CNCRT), brick (BRCK), coated glass

(CTDG)

7 Separation Stx_as 0.5-6 m
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The antenna chip/wire/whip are isotropic antennas so the direction of arrival of a
signal and their location with respect to receiver and IS should not affect the
performance ideally. In actual practice, the analysis shows that the location and the
DOA have considerable consequences. In the experimental setup, the IS kept at
different location and angle from 0  to 360°. The living environment contains
heterogeneous sensors, and the deployment of these sensing units is decisive to get
optimum received signal value. The building is made of different materials and
contains various household objects (steel chair, metal table, etc.) which cause the
attenuation loss to low-power wireless communication. This research study
includes all possible sources of attenuation that degrade the signal characteristics.

4.4.3 Signal Attenuation Inside Smart Building

The communication performances inside smart buildings are examined to mitigate
the losses and generate trade-off in the deployment environment. WSNs offer
remarkable prospects for effective utilization of power and enrichment in occu-
pant’s well-being in the building environment by improving the communication
link quality to make sensing data available all the time. A major issue in the
implementation is the ambiguity between designers concerning the consistency of
wireless communication links via building material and household objects. Tests
have been done to investigate the RSSI and packet delivery parameter values as a
function of transmitter-attenuation source separation Styx_as distance and obstruc-
tion type. These experiments are implemented through packet reliability, the switch
from consistent to inconsistent wireless communications at different distances and
materials. The packet delivery rate is measured in the building; the RSSI is inter-
related with the packet success rate in an uncontrolled noise environment. These
tests were carried out last year, with 5000 plus samples analyzed in each test.
Table 4.2 shows the independent constraints variations in the experiments (Ghayvat
et al. 2016).

For this particular test, the fixed sampling rate of 5 ms has been selected, and
packet size of 22 bytes has been kept. The distance between St,_rx has been
maintained at 8 m, and the separation between obstructions to transmitter varied

Table 4.2 Obstruction-material details of building environment

Material Thickness Remark

Plywood as well as wood 2.3 cm Doors as well as divider

Metal mostly steel/iron 1.2 cm Doors, tables, bed, and chairs,
interior office panel

Concrete 27.5 cm Wall

Brick 29.3 cm Wall

Glass and coated glass 1.2 cm* and 1.7 cm Window* and doors, divider
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from 0.5 to 6 m. Figure 4.6a presents the experiment at the layout of the smart
building. The tests have been conducted at various obstruction conditions, which
are present in the smart building, to examine the adverse effect of coated glass,
concrete, metal, plywood, brick and glass on the wireless signal multipath fading.
The effective area of obstructions has been varied.

The repeated experiments were all carried out in the open field as well as inside a
controlled environment. In an environment like a building, there are many sources
which may influence the system. In order to generate accurate results from analysis
and observations, all the possible considerations of dependent and independent
variables have been made. Figure 4.6b shows the average RSSI values as a function
of various obstructions while this separation between Tx and AS varied from 0.5 to
6 m. The measured standard deviation () is =3 dBm. If the separation between Tx
and AS is less, the RSSI value will be poor. Metal has caused major degradation in
signal propagation. For instance, the variation from 0.5 m to 3 m between Tx and
metal AS, decreases the RSSI from —104 to —96.81 dBm, which is not good



4.4 Experimental Observations, Analysis, and Mitigation 107

enough to recover packet from it. Plywood and wood are the least affecting AS
followed by glass, brick and concrete, and finally coated glass. Up to Sty
as = 1.5 m, the RSSI for AS glass-coated glass, brick, and concrete were less than
the threshold sensitivity level of the receiver. With the spacing Stx_as = 2 m, the
RSSI improved significantly in the glass, coated glass, brick, and concrete.

Figure 4.7a, b show the PDR data. The graphs represent that nearly all AS PDR
values have secured over 93% except metal AS for the spacing Stx_as = 2 m. With
the increase in St,_as value, the PDR values in all AS have been improved con-
siderably. The PDRMETAL has recorded over 90% for Stx_as > 3 m. There is a
slight difference in the PDR metrics of glass, plywood, concrete, and coated glass.
The major improvement in the PDR with an increase in separation is in plywood,
followed by glass, brick, and finally, concrete and coated glass. The reliable range
of communication in the glass, plywood, concrete, and coated glass is Stx_
As = 2 m, while metal is an exception. The measured standard deviation (o) for
PDR is 2%.

Figure 4.8a, b follow the same trend which is shown in PDR. Except for the
PSRMETAL, the rest have touched over 96% for spacing Stx_as = 2 m. The
measured standard deviation (o) for PSR is 1.5%.

Fig. 4.7 a PDR as a function (a) 100 r - —
of different building materials, . s
where Sty_as is varied from 80r
0.5 to 6 m, b close-up view
PDR as a function of different = 60r
building materials, where St,_ vt _
. . 5
As 18 varied from 0.5 to 6 m & 40+ e rDRGLASS
4 ~~PDRGLASSCOATED
201 ! |~—PDRBRICK
! ——PDRCONCRETE
i ; «-PDRMETAL
0 1 2 3 4 5 6
Distance between Tx and AS (meters)
(b) 97} : :
——PDRGLASS
——PDRGLASSCOATED
o6} +PDRBRICK
- ——PDRCONCRETE
= -PDRMETAL
@ 95
o
94 |
93 ) " ) .
2.68 2.7 2.72 2.74

Distance between Tx and AS (meters)



108 4 Issues and Mitigation of WSNs-Based Smart Building System
Fig. 4.8 a PSR as a function (a) 100 p I . v
of different building materials,
where Sty_as is varied from
0.5 to 6 m, b close-up view 80
PSR as a function of various
building materials, where St,_ 3 60}
As is varied from 0.5 to 6 m E—;
@ w0l 4 PSRGLASS
—«_PSRGLASSCOATED
_ o _PSRBRICK
20+ _+ PSRCONCRETE
o PSRMETAL
0 . s s
0 1 2 3 4 5 6
Distance between Tx and AS (meters)
b
()98- e
s
% B
o
D gl —-PSRGLASS
o ~-PSRGLASSCOATED
ool *-PSRBRICK
—=-PSRCONCRETE
- —+PSRMETAL
241 22 23 2.4 25 286 27

Distance between Tx and AS (meters)

Despite the large uncertainty in the recorded data, analysis has shown some clear
trends. Wood, plywood, and glass cause little disturbance to the wireless signal
propagation, and this is justified by the low dielectric constant values of these
materials. Wellness approach has been developed to evaluate the possible ways to
avoid unreliable communication as well as generate trade off to get optimum packet
reliability parameters. Table 4.3 shows the optimum values for various attenuation

sources.

Table 4.3 Optimum value recorded at Stx_as = 6 m

Parameter at a distance 6 m | Plywood | Glass Glass ctd | Brick Concrete | Metal
RSSI —61 —62.49 | —63.32 -64.4 | —66.88 -92.47
PDR (%) 97.55 97.11 |97 97.02 |97 94
PSR (%) 98.15 98.15 |98.15 98.15 | 98.15 92
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4.4.4 Direction of Arrival (DOA)

These tests demonstrate how the direction of arrival (DOA) can help to get the best
signal performance as a function of Interference Source (IS). In the presence of IS,
the system does not get optimum signal performance, which is highly essential for
packet reliability. When IS is placed, it influences and causes noise to the desired
wireless signal. This noise is reflected in terms of packet loss as well as an error.
The aim of the research is to investigate the possible approach and methodology to
mitigate it.

For this test, one wireless transmitter and one receiver coordinator have been
arranged. Various IS sources are deployed, and their spacing from receiver have
been varied. Moreover, the angle between the Tx-IS and Rx-IS have been varied to
investigate the best possible deployment angle in the particular environment.
Figure 4.9 presents the schematic setup of DOA measurement. The tests have been
conducted in two different setups. The first setup is for the line-of-sight and the
second setup is for multipath fading. These two experiments are performed for three
different spacing Sgx.;s = 1 m, 2 m and 3 m. Additionally, in every experiment
either Tx or Rx angle is varied as a function of IS location. In line-of-sight, the
desired wireless signal is majorly affected by IS interference while in multipath the
wireless signal is affected by AS and IS. The RSSI values are received for three
different locations of IS as a function of Rx, Pri represents the RSSI value when the
Rx angle has been varied with respect to IS while Ptr shows the RSSI value when
the Tx angle has been changed with respect to IS location.

Figure 4.10 presents the RSSI values as a function of the angle between Rx and
IS in line-of-sight setup, where the spacing between Tx and Rx is fixed at 3 m.
The RSSI values have been recorded for three spacings Pril (when Rx is 1 m from
1S), Pri2 (when Rx is 2 m from IS) and Pri3 (when Rx is 3 m from IS). In the
particular test the peaks in RSSI values have been achieved at 600, 1500, 240° and
330°. For the same angle, PDR and PSR values have touched the peak, as shown in
Figs. 4.11 and 4.12 respectively. The more the spacing between Rx and IS, the
lesser the interference effect on desired wireless signal, and the better the signal

Fig. 4.9 Schematic setup for
IS location for DOA

Distance between IS and Tx

Distance between IS and Rx
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performance and packet reliability. Pri3, PSR3, and PDR3 have shown very good
results while Pril, PSR1 and PSRI are affected considerably. The highest RSSI
value has been recorded at 60° which is —94.01 dBm and packet metrics PDR is
87.46% and PSR is 76.28%. The measured standard deviation (o) for RSSI is
+1 dBm, PDR is 2%, and PSR is 1.5%.
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Figure 4.13 presents the RSSI values as a function of the angle between Tx and
IS in line-of-sight setup. In the particular test, the best possible RSSI values have
been achieved at 600, 1500, 240° and 330°. For the same angle, PDR and PSR values
have attained high values, as shown in Figs. 4.14 and 4.15 respectively. Similar
trends of IS and Rx spacing have been recorded in these graphs as well.
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The highest RSSI value has been recorded at 60" which is —94.04 dBm and
packet metrics PDR is 86.35% and PSR is 75.29%. The measured standard devi-
ation (o) for RSSI is +1 dBm, PDR is 2% and PSR is 1.5%.

Figure 4.16 presents the RSSI values as a function of the angle between Rx and
IS in multipath setup, where the spacing between Tx and Rx is fixed at 5 m, and
there are some obstacles in between them. The RSSI values have been recorded for
three spacing Pril (when Rx is 1 m from IS), Pri2 (when Rx is 2 m from IS) and
Pri3 (when Rx is 3 m from IS). In the particular test, the peak in RSSI values has
been achieved at 450, 1200, 210° and 330°. For the same angle, PDR and PSR values
have attained high values as shown in Figs. 4.17 and 4.18 respectively. The highest
RSSI value has been recorded at 210° which is —94.61 dBm and packet metrics
PDR is 80.21% and PSR is 71.18%. The measured standard deviation (c) for RSSI
is =1 dBm, PDR is 2%, and PSR is 1.5%.

Similar trends were found in Fig. 4.19 that presents the RSSI values as a
function of the angle between Tx and IS in multipath setup. In the particular test, the
peak in RSSI values has been achieved at 450, 1200, 270° and 330°. For the same
angle, PDR and PSR values have touched high values as shown in Figs. 4.20 and
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4.21 respectively. Through these tests of DOA, it is clearly understood that
direction of arrival of signal and spacing between the receiver and IS play signif-
icant roles on the interference effects of the radio communication signals.
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4.4.5 Mitigation of Interference and Suggestions

Bluetooth, IEEE 802.11 b/g, IEEE 802.15.4, 2.4 GHz frequency hopping spread
spectrum portable phones and a number of proprietary wireless technologies
operate in the ISM band. The coexistence of different technologies with Wellness
protocol has been captured using the exceptional and economical Wi-Spy tool and
displayed using the Chanalyser package. The channel numbers along the bottom
position are Wellness channels. Current research used MetaGeek Spectrum
Analysis Wi-Spy DBx & Chanalyser 5 device as a frequency spectrum analyzer and
configured it for a particular application requirement (Metageek 2016). Research
analysis is using density and waterfall graphs to visualize the interference and loss
caused by other RF device in ISM band. These graphs represent the RSSI values at
different Wellness channels for the smart home monitoring system.

The Density View graph shows current activities within their loudness and
frequency of transmission, the spectrum allowing to recognize devices. With ‘Color
by Utilisation’ enabled, the height of the graph indicates loudness of the devices
and the intensity of the color presents the frequency of occurrence. The more
concentrated the color, the more often the frequency is in use. This is called
utilization, which is analogous to duty cycle and airtime usage. For example, if the
frequency has 40% utilization, it is only free for use by other transmitters for 60%
of the time duration. A blue spike or profile shows a short signal, like a clap. A red
spike or shape shows a long, unbroken-continuous signal, as an air horn. Colors and
their significance are as follows: Blue—less than 10% utilization, Green—20%
utilization, Yellow—40% utilization, Red—over 50% utilization.

The Waterfall View graphs amplitude over time for all frequencies in the
selected band, much like a seismometer graph for earthquakes. This view is useful
for watching the spectrum over time. Unlike the Density View, which uses Color by
Utilisation, the intensity of the color in the Waterfall View shows amplitude. Blue
indicates low-amplitude signals, while red indicates high-amplitude signals.
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Fig. 4.22 The XBee smart building system is operating at frequency 2.430 MHz

Figure 4.22 shows the ZigBee-based system operating at channel 15 without any
potential source of interference. Figures 4.23, 4.24 and 4.25 show the interference
caused by other wireless technology in smart home monitoring Wellness channel.

The ZigBee-based WSNs are functioning at channel 2.430 GHz. The sensor
nodes are deployed in Mesh topology into a smart building with spacing between
nodes up to 6 meters, and the Wi-Fi, Bluetooth and microwave sources are placed at
2-meter distance from the receiver (coordinator). Figure 4.22 shows the density and
waterfall views of XBee smart building system that is operating at frequency
2.430 MHz under minimum interference condition. Figure 4.23 shows the Wi-Fi
operation that affected the XBee operation badly. Figure 4.24 shows the Bluetooth
functioning over the same frequency of 2.430 MHz, which corrupted the XBee RF
link quality. Figure 4.25 represents microwave oven signals dissipate across the
whole Wellness spectrum and spoil the signal performance and packet delivery
notably. This interference effect can be better understood by packet reliability
parameters, shown in Figs. 4.26 and 4.27. The packet reliability metrics are most
affected in microwave oven followed by Wi-Fi, and then by Bluetooth, which has a
minimum effect (Ghayvat et al. 2014, 2015d, 2016).

Figure 4.28 shows the level of degradation caused by different factors. The RSSI
value has been majorly affected by Sis_ry, followed by material attenuation, by St,_
rx, and then by DOA. The selection of channel has least affected the RSSI value.
Figure 4.29 presents the effect of different factors on packet reliability metric PSR.
Similar to RSSI, the PSR metric is severely affected by the Sis_grx, followed by St_
Rx» STx_Rrx, and finally, channel selection. The DOA has affected the PSR the least.

Primarily, the IS signal was applied at 2400 MHz frequency, and the corre-
sponding SNR value for Wellness network was measured. However, as IS signal
operating frequency was moving close to Wellness network operating frequency,
the SNR value of the smart building was degrading. Different sets of experiments
had been performed to various interference sources. The frequency offset value,
which has been noted for microwave oven, was =15 MHz, the microwave was the
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Fig. 4.23 Shows the Wi-Fi functioning over the same frequency 2.430 MHz, which degraded the
XBee RF link quality

Fig. 4.24 Shows the Bluetooth functioning over the same frequency 2.430 MHz, which degraded
the XBee RF link quality
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strongest source of interference, and it had recorded highest offset value. Followed
by WiFi, for WiFi, the frequency offset was +=11 MHz. Whereas Bluetooth had
recorded least offset value just £4 MHz. The whole setup for frequency offset
measurement is shown in Fig. 4.30.

Every time for the particular deployment the designer has to perform the mea-
surement and analysis as illustrated above.
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Fig. 4.30 Offset frequency measurement by RF spectrometer

4.5 Conclusion

The approach is to coexist with these 2.4-GHz technologies, tolerating these
interferences and building material without causing the disproportionate degrada-
tion. The change in the standard architecture and functioning principle of other
technologies is not feasible. Additionally, the change in building materials such as a
door, walls, and other household stuff are not allowed. The question is how
designers can get the optimum performance under these constraint operating
environments? A designer can control the deployment approach and implementa-
tion of Wellness protocol. Furthermore, there are procedures to mitigate the losses.
The present research work helps researchers to find the suitable deployment
approach for optimum output in the real world condition.
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Chapter 5
Activity Detection and Wellness Pattern
Generation

Abstract This chapter presents a novel near real-time sensor segmentation
approach that incorporates the notions of the sensor, location, and time correlation.
The major objectives and contribution of this research study are: dynamic sensor
event segmentation for real-time activity recognition; dataset collection and variety;
and Machine Learning algorithms. The rest of the chapter includes the classification
of activities, development of wellness belief and wellness function to pattern
generation. In the end, the web-based results of wellness system have been shown.

5.1 Introduction

The ambient assisted living (AAL) is a technology aided environment in which an
occupant lives independently. To assist in a well-timed and proactive manner, it is
inevitable to know the daily activity and events that an occupant performs.

Alt of data from sensor events are collected to represent those activities. Data
mining and machine learning techniques have been applied to facilitate interpre-
tation and implication of such data. This research work presents a novel near
real-time sensor segmentation approach that incorporates the notions of the sensor,
location, and time correlation (Ghayvat et al. 2014; 2015a, b; 2016).

The major objectives and contribution of this research study are as follows:

¢ Dynamic sensor event segmentation for real-time activity recognition: Most
of the studies in this area is planned to recognize activities based upon offline
and pre-segmented sensor datasets. Whereas real-time activity recognition based
on streaming sensor data remains challenging and unsolved (Cook et al. 2013a,
b). This study presents a novel dynamic online sensor events segmentation
approach, which enable real-time activity recognition and timely forecasting of
future activities.

e Dataset collection and variety: Majority of research work include laboratory
based one or two home datasets. In this research, a real-world smart home
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system is designed and deployed in four different houses for long-term
monitoring.

e Machine Learning algorithms: There are numerous learning algorithms
available for activity recognition and forecasting. The performance of these
algorithms varies according to datasets. In the present work the wellness algo-
rithm is used and compared with other existing approaches.

The rest of the chapter includes the classification of activities, development of
wellness belief and wellness function to pattern generation. In the end, the
web-based results of wellness system have been shown.

5.2 Classification of Events and Activities

The activities of daily livings (ADLs) are defined as the record of all routine works
that an occupant executes in everyday life without taking any support. The ADLs
generally fall into following classes; that is eating, cooking, bathing, dressing,
toileting, functional mobility, entertainment (Television) and grooming/hygiene.
In AAL environment, the ability of an occupant to perform ADLs is diagnosed
according to healthcare perspective. This diagnoses the caring plan on the basis of
present potential and health condition. The recognition of activities is done with a
high degree of precision using a suitably designed sensing unit. Those ADLs
include cooking (for breakfast, lunch and dinner), preparing general food items,
making milk/tea/coffee, cleaning dishes by hand, having a meal (breakfast, lunch
and dinner), relaxing in a room, watching TV, using toilet (washing hands),
showering, going to bed, getting up, waking up during sleep, leaving home and
returning home. Besides, province acquaintance plays a decisive role in catego-
rizing and recognizing ADLs. For example in a general case, a house or apartment
contains one or more bedrooms, common rooms, bathrooms or entrance areas and
car park. Also, some activities can take place only in certain areas of the home, such
as an occupant cooks only in the kitchen and clean dishes in the wash basin.
Figure 5.1 illustrates a room-level-based ADL representation (Ghayvat et al. 2015).

Human activities are exceptionally dissimilar and complex. So, combining the
heterogeneity of lifestyles, practices, and capabilities to form the ADLs is difficult.
Consequently, the pattern of performing the daily activities varies from one
occupant to another. In the data driven approach of AAL, feature extraction is one
of the inevitable steps for activity recognition, which extract the information from
raw sensor data. Such information comprises the location, time, duration of sensor
activation, environmental context, object usage and movement of the occupant.
ADLs are series of sub-activities, for instance, preparing rice is comprised of taking
rice in the cooker, washing it in the wash basin and turning on the rice cooker. An
orthogonal representation of modeling activities is shown in Fig. 5.2 (Bakar et al.
2016).
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Fig. 5.1 Activities of daily living

The ADLs recognition system design comprises three levels to extract the
information from raw sensor data. These levels are as follows:

Sensor Activation Level (1): This level contains all kinds of sensor activation
due to events performed by the occupant. This data is a unitless number which does
not have any decision-making information in the current condition. This data is sent
to the upper level for contextual recognition.

Contextual Parameter extraction Level (2): This level recognizes the basic
ADLs on the basis of location, time and context. This basic ADLs are sent to
upper-level recognition.

ADL:s discovery level (3): The basic ADLs are labeled and correlated depending
on contextual information for pattern generation.

To authenticate the activity recognition algorithms, the experiment was con-
ducted in four houses. The houses were equipped with heterogeneous sensing units.
Additionally, one wearable accelerometer has been attached to the occupant.
Table 5.1 illustrates an overview of the sensor selection and deployment in the
smart home environment.
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Ambient Parameters (temp, light,
humidity, pressure,,,,...,)

Fig. 5.2 Modeling sub-activity for ADLs

5.3 Activity Annotation

Sensor events are usually logged in the receiver computer continuously over time.
The recorded data related to sensor activations includes the start and end time stamp
of the activation along with the sensor ID number. Sensor location information can
be found either directly or indirectly through sensor allocation layout and ID.
Figure 5.3 provides an example of a sensor data set.

An activity of an occupant can be observed as a subset of a more abstract
activity. For example, preparing a meal may be preparing breakfast, preparing
lunch, preparing dinner and preparing tea. For the ADLs annotation, the hierar-
chical structure is designed. This structure decomposes the ADLs into different
models of sub-activities. The lowest tier of the hierarchy consists of the components
responsible for events in the home environment. The second level is for context and
task identification. This identification is defined as the lowest level of sub-activity
abstraction. The highest level of the tier is the ADLs discovery by series of
sub-activities from the lowest tier.

Some activities are only performed at the certain time of the day. For example,
preparing breakfast takes place only in the morning. There are two kinds of
activities interleaved, and non-interleaved. The interleaved activity is incorporated
into another activity builds a complex activity flow. For example, an inhabitant may
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Table 5.1 Selection and deployment location of sensing units

Activities Sensor type Installation location

Prepare food PIR, light, Kitchen desk
temperature
Contact Cabinets, fridge doors, kitchen door
Gas, smoke Kitchen ceiling
E and E unit Plugged with rice cooker, oven, toaster, water kettle,

microwave oven

Washing dishes | PIR Kitchen window, appliances
Contact Cabinets

Having meal PIR Kitchen corner
Pressure Dining chair

Watching TV PIR Living area
Pressure Chairs, sofa
E and E unit TV plug

Toilet PIR Corner of bathroom
Pressure Toilet seat

Shower Contact Shower door

Get up PIR Corner of bedroom
Pressure Below the bed

Go to bed PIR Corner of bedroom
Pressure Below the bed

All indoor Accelerometer Neck

activities

Relax Pressure Chair

use the laptop to read the cooking recipe and wash hands while preparing food to
touch the laptop. While non-interleaved activity is simple, such as while using toilet
an occupant can not sleep in the bedroom. According to the above discussion, the
majority of sensors and objects are kept physically fixed at one place, so that sensor
activation information can be related to user’s location context.

The activities are the interaction of an inhabitant with the household objects. The
monitoring of those activities can be achieved by analyzing the activation of
sensing units. These sensing units are connected to the objects. In Fig. 5.4, the
sensor activations and object usage are related to activity formation.

All the sensor data is logged into local home gateway server. The activity
annotation is done from the collected data. Table 5.2 shows the activity annotation
according to the time duration, sensor ID, and time of object usage. In the table
below, the experiment is done with different time duration and at a different time of
the day.

The next section presents the methodology for anomaly detection based on
wellness approach.
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Fig. 5.3 Sample of Sensor activation logged

5.4 Waellness Belief Model

The present section includes the wellness probabilistic model based behavior
analysis approach for ambient assisted living. The motivation is to monitor and
track an occupant’s wellness by recognizing the malfunctioning and noise received
from sensor data. The generation of behavior pattern and an anomaly in routine is
discovered through the noise and error corrected received data. Mostly the warning
of panic or emergency is related to any wellness risk. This risk is the function of
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Fig. 5.4 Representation of sensor activation, object usage, and activity

compelling deviation in the daily activities of the inhabitant. Sometimes the smart
home system misjudges the distorted and faulty sensor data as variation in the
behavior of an occupant and generates the false alarm. The false alarm is the critical
issue of pattern generation and forecasting in the smart home system.

5.4.1 Methodology

The activities which the wellness system considers for the pattern generation are
sleeping, cooking, eating, toilet, hygiene, relaxing and watching TV. The model is
simple and does not demand too much training data. The heterogeneous sensors are
deployed into the uncontrolled home to monitor kitchen, living room, bathroom and
common room. These sensors are embedded sensing units to record the on/off status
of electronics appliances and ambient parameters (temperature, pressure, and
movement). The urban indoor communication environment is full of interferences,
path and attenuation losses. These interferences introduce the noise and cause the
distortion in the sensing data. Sometimes the equipment failure due to wear and
tear, loose plug into power supply also show the mysterious behavior. The prob-
abilistic and numeric wellness belief figure is attributed to receiving sensor data to
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Table 5.2 Activity annotation process at different portion of the day

Sensor | Object Sensor Timestamp Duration | Activity
ID connected used of use annotation
Pl Bed Pressure 22:04:23 2015-10-23 |9 h Sleeping
Start SL 37 min (SL)
07:33:22 2015-10-24
End SL
P2 Toilet seat Pressure 07:37:12 2015-10-24 | 11 min Toilet
Start TL (TL)
07:48:10 2015-10-24
End TL
El, E2 | Microwave oven, E and E 07:55:18 2015-10-24 | 20 min Breakfast
and E3 | toaster and water monitoring | Start BF (BF)
kettle unit 08:15:03 2015-10-24
End BF
Cl Shower door Contact 09:40:20 2015-10-24 | 18 min Shower
Start SW (SW)
09:58:13 2015-10-24
End SW
El, E4, | Microwave, electric |E and E 10:30:43 2015-10-24 |1 h Lunch
ES5 and | stove, rice cooker monitoring | Start LN 23 min (LN)
E6 and fridge unit 11:53:57 2015-10-24
End LN
P5 Dining chair Pressure 12:30:26 2015-10-24 | 41 min Having
Start HL Iunch
13:11:07 2015-10-23 (HL)
End HN

demonstrate the level of belief in the model. The wellness belief model is modified
time to time as new training data gained.

To identify the belief figure in received sensing data, the analysis is done by
wellness belief model. If the belief figure is greater than or equal to threshold value
then data is forwarded for high-level activity detection and forecasting, otherwise
discarded to further analysis when the mysterious behavior of sensing is detected.

5.4.2 Modeling the Wellness Belief

Most of the hardware devices get affected by noise which can be calibrated while
system design. However, the equipment failure such as producing constant or
stationary behavior needs to be identified. The sensing unit produces two types of
values, first is continuous (analog) and second is binary (discrete or digital). In both
types of values due to the atypical (faulty) behavior of sensing unit either they cause
under fitting (fewer data) or overfitting (excess data). For the analog value, such as
temperature from the received observations the value should be within defined
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range. If it goes beyond allowable value or offers constant-stationary value, then
there is a high degree of belief that shows device atypical behavior. The wellness
thresholding for analog value based sensing units is implemented through the basic
linear regression approach. At any time instance t, the wellness belief figure (F,) is
described through the distance (D,) between the modeled value (M,) and the actual
value (A, on standard deviation (c) and « is confidence level (0.95). The modeled
value function is given by m(z).

1
Mt:ﬁ;m(t) (5.1)
F, = 7 When D>oc (5.2)
|Di|
Otherwise
F, =0.99 when D<o (5.3)

Binary values or discrete valued sensing events are modeled through the Poisson
distribution. The wellness belief value by Poisson distribution defines the proba-
bility of occurrence of an event in the fixed time frame. Suppose that some inde-
pendent event to occur ‘A’ times over a specified time interval, then the probability
of exactly ‘x’ occurrences is equal to

/lxef).

x!

F(x, 1) = (5.4)

The model-based methodology is applied for the recognition of deviation from
the anticipated. The forecasted output is compared with actual output and the
difference between them is defined as residue. The events are modeled by the
probability distributions of parameters; place, time, and units. For efficient detec-
tion, even the smallest residue must be determined. Therefore, the observation
sampling rate must be satisfactorily high enough for the recognition of the lowest
residue. By Nyquist sampling theorem, the sampling rate needs to be at least twice
the (peak) rate of variation of sensing outputs. The heterogeneous sensing units are
deployed into the home, and sensor status has been recorded as a time series of
sampled events. The home conditions are uncontrolled, so various sources are
going to add noise such as RF home signals from household objects. Sometimes the
sensor event occurrence is shorter than the configured sampling time during data
dispensation. This introduces noise into the data signal.
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Fig. 5.5 Smart home room temperature actual and expected for 24 h

The sensing device modeling is divided into two sections; analog and discrete.

a. Analog output sensing unit: The analog output sensing units such as tem-
perature was modeled using linear regression. The regression function was
revised daily for accumulative daily mean, as shown in Fig. 5.5. A; shows the
actual temperature observations, while M, shows a modeled predicted value. If
the difference between them is within the standard deviation, then the belief is
set to 0.99. Belief less than 0.77 is labeled as a potential failure. Even with low
wellness belief figure, the system can generate behavioral pattern detection and
prediction analysis, but the result will be flagged with low belief caution.

b. Discrete output sensing unit: The discrete valued device model such as for
movement monitoring unit based on 0/1 status. To predict wellness belief value,
we use the Poisson probability mass function. For instance, the average rate of
opening and closing the door in between 7 AM to 11 AM is 3.4, so the prob-
ability of 6 occurrences of the same event is given by 0.072. The probability is
very low; it shows an anomaly in sensors or behavior of an occupant. Figure 5.6
shows the Probability of movement in different locations of home based on PIR
sensing unit, while Fig. 5.7, presents the probability of occupancy in various
places of home based on Force sensing unit.

The wellness belief model is accurate to detect the equipment fault but not full
proof for behavioral forecasting and detection, so the wellness system data further
analyzed through wellness index.
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Fig. 5.6 Probability of movement in different locations of home based on PIR sensing unit
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Fig. 5.7 Probability of occupancy in different locations of home based on force sensing unit

5.5 Wellness Determination of an Occupant

The caregiver, as well as healthcare professionals, can only assist if they get fully
extracted information instead of the time of activities or object usage. The math-
ematical values are one of the best ways to represent the well-being of an indi-
vidual. For this task, wellness function was designed. The B; and B, were two
wellness parameters in wellness model. The calculation of §; was done through the
inactive or non-usage duration of objects while B, was measured by active inter-
action duration of objects. If B; and B, are equal to 1, then the occupant is healthy.
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Initially, Wellness function B; 4 and P, g were formulated. Later, these old
wellness functions have modified to minimize the issue of false alarm.

5.5.1 Old Wellness Function

B1.01a Wellness function was determined through the inactive time period of object
usage by the occupant; t is the actual time period of inactive duration of all or
particular object, when they were not in use; Ty is the maximum inactive time
period during which no object was used and could cause anomaly condition.

t

Bl,old =1- ﬂ (5-5)
Baoa =1+ (1 - %) (5.6)

where B, q wellness function was determined through the active time period of
object usage by the occupant. T, is the actual time period of active duration of a
particular object when they were in use. Ty is the maximum active time period
during which object was used and beyond this time duration, it may cause anomaly
condition. If T, is less than or equal to Ty, then no anomaly has to be calculated.

5.5.2 Modified Wellness Function

The issue with old wellness function was, it did not include the seasonal variations
and that causes false alarm messages. In new wellness function, the seasonal
changes have been introduced through the time series approach. The present
approach is dynamic approach, where the wellness

—t
Bl,new =€ /TIN (57)

where B nw Wellness function is determined through the inactive time period of
object usage by the occupant; t is the actual time period of inactive duration of all or
particular object, when they were not in use; Ty is the maximum inactive time
period during which no object was used and could cause anomaly condition.

(Tn=Ta)

BZ,new =¢ M (58>

where B, ..w Wellness function is determined through the excessive active time
period of object usage by subject; Ty is the actual time period of active duration of a
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particular object, when they were in use. Ty is the maximum active time period
during which object was used, and beyond this time duration, it may cause anomaly
condition.

Figures 5.8 and 5.9 depict the advantage of the modified wellness index 3; and
B, respectively on the ground of selected time duration to generate a positive alarm
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of anomaly condition. Both the figures look almost similar, but they have different
significance in the analysis of wellness parameters. In old wellness function for the
50% duration of the time period, the wellness indices had recorded 0.5. Whereas for
the same, the new wellness indices have shown improvement and touched 0.68 for
without wellness belief and 0.72 with Wellness belief model.

5.5.3 Measurement of Maximum Active and Inactive Object
Usage Duration

The routine period of object usage indicates that the person is performing daily
activities in a healthy manner. According to seasonal changes, the occupant’s
behavior and the time duration of object usage changes, this is not an anomaly
condition. It should not be indicated as warning alert. For example, an occupant’s
lifestyle is not going to remain same in winter and summer; there will be a sig-
nificant change in the activities. That change needs to be identified and separated
from anomaly indication.

For the accurate measurement of lifestyle change and anomaly detection, the
maximum inactive (Ty) and active (Ty) time of object usage were formulated with
respect to days, weeks, months of the calendar and seasonal changes. Time series
techniques have been used to derive the model for Tyy and Ty.

Definition of symbol used in formulas from Egs. (5.9) to (5.20):

number of period in one cycle or seasonal length (for a week 1-7)
Data smoothing factor 0-1

Trend smoothing factor 0-1

Seasonal change smoothing factor 0—1
Observation of object at current time
Smoothed observation

Trend factor

Seasonal Trend/Index

The forecast at “m” periods ahead
Index to show the time period
number of steps ahead of forecast

S~ mAdunx= e -

The smoothed observation for inactive excessive usage was measured by the
recently received sensing events {o(x; — C,—r) + (1 — o)(Si—1 — Tiv—1)} and the
event occurred during same season in last year {oc/ (x; — C;,L) +(1- oc/)

(Si1+ Tiwir)

S =5 (o = Cioa) + (1= ) (St = T+ {4 (5= € ) o+ (1= 2) (S0 + T 1)}

(5.9)

N =
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The inactive excessive usage was measured by the recently received sensing
event parameters {f(S; — S;—1) + (1 — B)(Tin—1)} and the event occurred during

same season in last year {ﬁ, (S; — S;,l) + (1 — ﬂ,> (TI/NFI) }

1 r / , /
Tiv =5 [{88 = S0+ (1= B)Tm- )b+ {8 (S, =S )+ (1= 8) (T ) }]
(5.10)
The seasonal trend for inactive excessive usage was measured by the recently

received sensing event parameters {y(x; —S;) + (1 —y)(C,—r)} and the event
occurred during same season in last year {y’ (x; - SJZ) + (1 - y’) (C;_L) }

1 ! ’ / ! /
Co=5 [t =Sy + (= +{i (v =5) + (1-7) (o) }]
(5.11)
The smoothed observation for active excessive usage was measured by the

recently received sensing event parameters {o(x; — Cny—r) +
(1 —o)(Snr—1 — Tne—1)} and the event occurred during same season in last year

/

{O‘, (xlt - C;Vt—L) + (1 - OC,) (Sszl + TI,thl) }

Sne = % [{a(x, — Cyi—) + (1 — ) (Snvi—1 — Tv—1) } + {“, (X[ - C;VI—L) + (1 - “,) (S;Vt—l + TJ,VH> }]
(5.12)

The active excessive usage was measured by the recently received sensing event
parameters {f(Sy: — Sni—1) + (1 — )(Tne—1)} and the event occurred during same

season in last year {f (Sy, — Sy,_,) + (1 - /31) (T )-

T =3[08 — Sw-1)+ (= BT+ (B (8~ 81 ) + (1= ) (101) )]
(5.13)

The seasonal trend for active excessive usage was measured by the recently
received sensing event parameters {y(x; — Sy;) + (1 — y)(Cn;—1)} and the event
occurred during same season in last year {y’ (x; - SNt) + (1 — y’) (C}VH) }

O =5 [0 =S+ (1 =)@+ {5 (5= ) + (1= 7) (G
(5.14)

Fiym =S+ mTin+C_L 41 4 (m=1)modL) (5.15)
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Fnerm = Sne + MTN 4 CNe—L 4 1+ ((m=1)modL) (5.16)
1
S :Z(xl+x2 +x3 +x4. . x1) (5.17)
1
SNl:Z(x1+x2+x3 +X4...XL> (518)
C1 = X1 —S;, C2 = X2 —S,... (519)
CNl = X1 — SNZ; CN2 = X2 — SN,. .. (520)
1 XL41 — X XL42 — X2 XL43 — X3 Xop — XL
T () ) ) s )
t |:<L> 2 + i + i3 +...+ 7
(5.21)

5.6 [Experimental Analysis, Observation, and Results

The wellness indices (B; and B,) were evaluated by implementing the system in four
different houses and analyzing the recorded activities. Figures 5.10, 5.11, 5.12 and
5.13, present the object usage pattern of four different AAL houses. The hetero-
geneous sensing units are deployed were the home at a different location and
connected to the different object to monitor the individual. The object under
monitoring are as follows: fridge door (FGD), wash basin (WB), audio device
(AD), television (TV), toaster (TTR), water kettle (WK), electric oven (EQO),
microwave (MO), room heater (RH), toilet (TL), shower (SH), dining chair (DC),
bed (BD), front door (FD) and back door (BKD).

In this smart home framework, sensor ID is coded with an identifier of the
functioning area. This ID is combined with the sensor correlation table. The smart
home functioning areas can be further clustered as a bed, bath, kitchen, dining,
living and home entrance. By investigating the long-term user-annotated sensor
data for the activities of cooking and food preparation, having meals, washing
dishes, 91.04% of the sensor activations occur in the kitchen and dining area. For
the activities of watching television, relaxing on Couch, 92.10% sensors are initi-
ated in the living area. Furthermore, 100% of sensor activations for activities of
sleep, wake up during sleep, a bed to toilet, shower, and bathing take place in the
area of bed and bath. Also, for the activity of coming back home and leaving home,
98.35% sensor activations occur in the home entrance area. As that the occupant
retains a moderately consistent routine, it is supposed that there will be no sub-
stantial changes to the daily routine. Thus, different threshold parameters of the
maximum activity, inactivity period and sensor alert distance time can be calculated
according to the functioning areas.
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Table 5.3 Number of sensor activation and activity detection for four different houses equipped
with hydrogenous sensing units

Title Home 1 Home 2 Home 3 Home 4
Number of sensors 36 29 38 30
Days monitored 300 days 300 days 300 days 300 days
Sensor activation 701,405 591,359 731,021 648,321
Activity detection 13,290 12,345 14,702 11,257

1

£ ) I l l:
0 T . T r
House 1 House 2 House 3 House 4

Fig. 5.14 B1,0ld at four different elderly houses

0.8 e
0.6

///_
0.4
0.2

0

B2

House 1 House 2 House 3 House 4

Fig. 5.15 Wellness indices for sleeping activity for four different houses up to one week

Table 5.3, shows the number of sensor activation which is logged into system
varies from one subject house to another, and these activations help in determining
the activity of daily living.

Figure 5.14, it is detected that the B, for the house two on a particular day has
gone below 0.5 for the leaving and coming back to home. It is not because of an
unhealthy condition. Actually, that day front door was open.

Figure 5.15, presents the , based on object usage in four different houses. It is
seen that B, for subject house three has gone to very low. It was observed that on
that day, the occupant had a long sleep because next day was a holiday. These
explanations tell clearly about the wellness determination of the system. The alert
can be set depending on values of B; and B,. The wellness alert value may be
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different for a different occupant. During alert message generation, first, the sound
alarm has been triggered in the house. If an occupant responds to this alarm within
predefined safe time and turns off, no alert message will be sent to a caregiver or
assisting services. The developed home monitoring sensing systems are imple-
mented at four different homes and still running from May 2014. The reason for
choosing four houses is the cost of system design and development.

For the process of realizing the functionalities and the significance of upgraded
wellness functions, the 300 days of sensor data had been analyzed which was
collected from four subject houses. From house 1, there were 42 warning messages
for the methods of old wellness functions. These have included excess usage of bed
(10), excess usage of dining chair (7), excess usage of the couch (8) and no usage of
the object (17). The reason for many bed alarms was a max inactive duration (no
usage) belongs to By, the occupant had been to a friend’s place and did not turn off
the system. Whereas, during the same condition B . had generated only three
warning messages.

The wellness functions (B,04) of bed, dining chair, and couch usages had
generated 25 messages. Whereas wellness function (B, ew) Was able to restrict the
generation of warning messages to bed (4), dining chair (2) and sofa (3). Updated
time series values had achieved the reduction in warnings and these time series
update had helped in enhancing the threshold limit of new wellness indices.

48.18% improvements over the false positives have been recorded through the
newly defined wellness function. The improved wellness function and comparison
to impaired wellness function has shown in Table 5.4 for four different houses. In
the subject house 1 and 3, old wellness function indicates that the max active
duration of eating activities had gone beyond the limit and its anomaly. However
according to newly defined B, ..\ that day there was a family visitor, and they were
sitting and talking while having a meal. From subject house 2, it shows the anomaly
condition by both the wellness function old and new. That time the occupant was
unhealthy and having rest. From the same subject house 2, old wellness function
shows the excess use of the toilet, whereas the new function had found the use of
the toilet by a visitor at home. From subject house 4, it shows that access usage and
anomaly condition by new and old wellness function because that day no visitor
was there and the occupant had an upset stomach.

5.7 Web-Based Results

An IoT-based smart home system had been developed. The data has been collected
and passed through data mining and machine learning algorithms for the
decision-making process. The final information was uploaded onto the website. The
information through this website was only accessible to an authenticated user via a
registered email id and password.
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Select date  2015-08-30

08:03:42 Food

08:05:21 Medicine

11:33:18 Food

11:38:42 Medicine

15.32.54 Food

18:33:42 Food

18:35:30 Medicine

21:33:42 Food

Fig. 5.16 The ADLs of having medicine and meal throughout the day

The wellness protocol is equipped with manual push button for panic (emer-
gency), shower, cooking, medicine, eating, sleeping, watching television and toilet.
This is a supplementary addition to the system. The wellness pattern generation and
forecasting are done through the heterogeneous sensor deployment without manual
indication. However, there are few activities that the system sometimes fails to
identify correctly such as taking meal or medicine on time. For this kind of
activities either system use obtrusive monitoring ways such as camera, wearable
sensors or accompany caregiver 24/7, which it is not feasible and economical (Cook
et al. 2013a, b). In the present research, the manual indication button data helps to
verify the ADLs generated by data received from other heterogeneous sensors.

Figures 5.16 and 5.17 show snapshots from the wellness monitoring website.
This website contains the data from the most recent few months. To see the
monitoring history from a particular day, the client has to select a day. Figure 5.16
shows the information on the non-electrical appliance usage. It shows sleeping,
eating and toilet activities: for example, on 30th August, an occupant slept for
9:10:12 (hr:mn:s). Figure 5.17 presents the monitoring of food and medicine of an
occupant. The occupant takes medicine just after breakfast in the morning, and the
routine of having medicine is thrice a day.
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00:15:09

13:55:44 to

14:04:51

Toilet

Fig. 5.17 The ADLs throughout the day

5.8 Conclusion

The present chapter was designed and implemented a novel integrated framework
for wellness detection of the individual. The wellness detection had been done
through generating the activity of daily living based on the interaction with different
objects in a home environment. This activity detection and wellness pattern gen-
eration helps to identify any anomaly change in the lifestyle.

The developed system was based on wellness protocol approach. The system
had improved wellness indices ; and , which reduced the false positive alarm at
best possible level. The system was implemented in four different houses; few of
them were very old houses. The system had been designed in such a way that the
users did not need to look after its maintenance except small wear and tear, and
power supply to sensing system.

The present system was involved in some processes in different stages. It starts
from intelligent sensing units which collect the data from the home environment
and objects usage. These sensing units are smart enough to analyze the excess and



5.8 Conclusion 143

undesired data through intelligent sampling and control algorithm. Ultimately the
data received at the server has been analyzed in real time as well as near real-time
based on wellness belief model, time series and function. This analysis generates
the sufficient information for healthcare assistant and caregiver to monitor and assist
the occupant before any unforeseen condition arises.
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Chapter 6
Wellness Pattern Generation
and Forecasting

Abstract The smart home data analysis can be divided into two parts; one, domain
is activity recognition that has been discussed in the last chapter, and the other one
is wellness pattern generation and forecasting. The forecasting in the WSN based
smart home is the dynamic learning from the historical sensing events.
Transformation of prior sensing events into pattern and forecast can be done by the
analysis of knowledge discovery and soft computing techniques. There are a
number of knowledge and soft computing methods available, but these methods do
not perform well in the AAL environment. Either these methods are complex and
needs large training data or too simple where they offer poor accuracy (Moutacalli
et al. 2015; Pulsford et al. 2011; Candas et al. 2014). For the Wellness Protocol
based AAL the time series approach has been proposed and implemented. This time
series approach includes the seasonal parameters from last year; it does not demand
too much learning data. The rest of the chapter includes the wellness forecasting
analysis and comparative results with other existing data mining methods.

6.1 Modelling Trends and Forecasting

The evaluation of forecasting model is done by received sensing data.
Figure 6.1 shows the general process of the correct assessment of the learning
model. The sensing data are separated into two types of sets, training, and test data.
Training data produce the model with a Wellness learning algorithm. Once the
Wellness model is achieved, the historical test dataset is applied to assess the model
(Bakar et al. 2016).

To predict an activity label in real time, a number of steps are identified as
follows.

e Step 1
Measure the basic wellness parameters from recent historical data, seasonal data
from last year and calculate wellness indices from the equations derived in
chapter five.
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x| Wellness Function B,
V| and B, Based
Learning Algorithm

Training

Collected Data

Fig. 6.1 Functional block diagram of Wellness learning algorithm for time series analysis

e Step 2
Choose one random full-day dataset as the test set, use the rest of the datasets as
the training set, reconstruct the model and re-evaluate the model on the test set.
e Step 3
Construct the activity model utilizing the training set via methodologies that are
presented Chap. 5.
e Step 4
Implement the test set on wellness time series algorithm as online streaming; for
each incoming sensor event, apply the sensor segmentation methodology, and
use the prebuilt activity model to predict the new activity label.

6.2 Behavioural Pattern Generation and Forecasting

The heterogeneous sensor-based smart home system data from the different subject
had been collected for the forecasting process. The forecasting process is computing
the most suitably fitted curve from trends and seasonal parameters. In the fore-
casting process, the priority is given to non-electrical object data usage over elec-
trical object usage data, as electrical appliances get auto programming. Figure 6.2


http://dx.doi.org/10.1007/978-3-319-52048-3_5

6.2 Behavioural Pattern Generation and Forecasting 147

Actual and Predicted Graph

Actual Predicted |
2000 —

1900
1800
1700
1600 -
1500
1400
1auo-f
1200
1100
0112114 15112114 29/12/14 12/01/15 26/01/15 08/02/115 2302115
Date

Duration (secs)

Fig. 6.2 Actual shower usage and its trend
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Fig. 6.3 Actual dining chair usage and its trend

shows the shower usage activity duration and its equivalent trend analysis for
eleven weeks at an occupant’s house living alone (Ghayvat et al. 2015).

Figure 6.3 shows the eating activity (dining chair usage) duration and its
equivalent trend analysis for eleven weeks at an inhabitant’s house living alone.

Figure 6.4 shows the sleeping activity (bed usage) duration and its equivalent
trend analysis for eleven weeks at an inhabitant’s house living alone.

Figure 6.5 shows the toilet usage duration and its equivalent trend analysis for
eleven weeks at an inhabitant’s house living alone.

Based on the data of eleven weeks the data of twelfth and thirteenth weeks has
been predicted. It contains the data of recent successive weeks and historical sea-
sonal data from last season to reduce the residue and get close curve fitting.
Figure 6.6 depicts the usage of the shower by an occupant for eleven weeks and its
corresponding trend, the forecast for the twelfth and thirteenth weeks.



148 6 Wellness Pattern Generation and Forecasting
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Fig. 6.4 Actual dining bed usage and its trend

Actual and Predicted Graph
2100 el Predeied]
2000
1900
1800
1700
1600 |

Duration (secs)

1500 %
1400 ;
1300 E
0112114 15112114 2912114 12/01/15 26/01/15 09/02/15 23/02115
Date

Fig. 6.5 Actual dining toilet usage and its trend

Figure 6.7 depicts the usage of dining chair by an occupant for eleven weeks and
its corresponding trend, the forecast for the twelfth and thirteenth weeks.

Figure 6.8 depicts the usage of the bed by an occupant for eleven weeks and its
corresponding trend, the forecast for the twelfth and thirteenth weeks.

Figure 6.9 depicts the usage of the toilet by an occupant for eleven weeks and its
corresponding trend, the forecast for the twelfth and thirteenth weeks.

By the application of formula derived in chapter five, the values of maximum
and minimum values of excessive object usage and excessive non-usage had been
calculated, which is presented in Table 6.1.
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Fig. 6.6 Shower usage duration and forecasting for upcoming week
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Fig. 6.7 Dining chair usage duration and forecasting for upcoming week

From the above table, it is identified that wellness forecasting system has
forecasted three anomaly activities accurately. From subject three, there was two
anomaly, one was related to bed over usage, and the other was related to a
non-usage of a dining chair. That day the person slept longer; the occupant was not
feeling well. Because of sickness, the occupant did not eat much and low occu-
pancy of dining chair recorded. Subject four recorded anomaly for toilet over usage

because of stomach upset of the occupant.
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Fig. 6.8 Bed usage duration and forecasting for upcoming week
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Fig. 6.9 Toilet usage duration and forecasting for upcoming week

6.3 Comparative Results

The majority of work related to an anomaly behavior pattern generation and
detection is based on the identification of activity of daily living or near real time
conditions. That indicates researchers use near real-time activity data to upper-level
sensor context. Also, the use of machine learning and data mining models to detect
the human behavior on the basis of hidden states is common among the researchers.
One feature that distinguishes present wellness time series with existing research
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152 6 Wellness Pattern Generation and Forecasting

Table 6.2. Annot.ation used S.no Type of activity
in confusion matrix table -
Al Bedtime
A2 Entrance
A3 Exit
A4 Water cattle
A5 TV
A6 Cooking (Electric oven, stove and grill)
A7 Eating-eating chair
A8 Microwave oven
A9 Fridge door
A10 Wash basin or kitchen hygiene
All Shower
Al2 Toilet
Al3 Computer use
Al4 Sofa-relax

model is detecting activities in real-time with optimal accuracy. The present sensing
data was collected from the urban home environment; the environment was affected
by interference losses and error. There are a number of machine learning models
that can be applied to present research objective, but three models were used to
compare the quality of present research work (Lee et al. 2009; Eagle and Pentland
2009; Bakar et al. 2016).

These models are Hidden Markov models, conditional random fields (CRF) and
naive Bayes. Table 6.2 presents the annotation used in confusion matrix table.

Tables 6.3, 6.4, 6.5, 6.6, and 6.7 show the confusion matrix of different machine
learning methods. Table 6.3 presents the confusion matrix for Naive Bayes method;
Table 6.4 presents confusion matrix for HMM and Table 6.5 presents the confusion
matrix for CRF. Table 6.6 shows the confusion matrix for Wellness function. While
Table 6.7 presents the comparative accuracy of all method included for comparison.
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Table 6.7 Accuracy of Model Accuracy

different machine learning -

methods Naive Bayes 75.09%
HMM 77.91%
CRF 79.55
Wellness 96.33%

6.4 Conclusion

This chapter presents the wellness based time series for wellness forecasting. The
present chapter used the wellness formula derived in chapter five. Other existing
models were able to forecast according to recent data but failed to include the
dynamic change in behavior caused by seasons. The present chapter included the
seasonal variations and offered the most appropriate curve fitting.

The recent data and historical data from last season have been applied to train
wellness time series model. Wellness time series model measured the wellness of an
occupant for upcoming days. Moreover, the comparison of wellness time series
model with other most applicable machine learning algorithm was given for per-
formance evaluation. Performance evaluation was based on the accuracy of activity
recognition.
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Chapter 7
Conclusion and Future Works

Abstract The present chapter concludes and summarizes whole research, more-
over it defines the possibility of extension in this research according to future
demands.

This work shows the activity pattern extraction and prediction in a Wellness
Protocol based AAL. The wellness environment was equipped with hydrogenous
wireless sensors and networks. The research presented development of Wellness
Protocol for smart home monitoring. The design and implementation of heteroge-
neous WSNs was described in detail. The designing of wireless intelligent sensing
node, building the smart logic to overcome the issues and limitation of ZigBee was
achieved. The proposed wellness function technique can forecast the next activity
of the inhabitant, and give details of recent object usage. The Activities were
extracted from the raw sensing events. Wireless sensors were deployed to record the
behavior of the occupant and monitor the activities of daily living. The wellness
pattern result generated in present research work was evaluated at different levels.
The Wellness Protocol was developed as an integrated platform which enables
software and hardware to monitor the ADLs of an occupant.

In general the major findings of the research work are listed below:

In most of the smart home the sensor data get affected by interference and losses
present in home environment. There are number of existing smart home research
but no one had ever considered the issue of interference by household appliances
operating in the ISM band. Moreover the attenuation losses introduced by building
material also degrades the sensing data. The present research discovered the
significant source of interference and identified the possible mitigation solution.
Deployment suggestions had been listed without demanding the change in building
construction. Frequency spectrum analysis had been done to identify the suitable
frequency channel for wellness system operation.

The analog sensing data received from the sensing systems attached to the
various household appliances and other object was continuous and large. There was
a need of intelligent transmission control algorithm to handle the large data. An
intelligent sampling and transmission control algorithm designed for large data
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handling. The algorithm was based on event and priority based data transmission.
This algorithm did not lose or block the useful data packets. The approaches
presented in this thesis rely on the events data produced from the household
appliances and object rather than continuous data. The system deployed and tested
at different subject homes for assessing multiple occupant people behaviors who are
residing at different homes.

The present research was designed and implemented a novel integrated
framework for wellness detection of the individual. The wellness detection was done
through generating the activity of daily living based on the interaction with different
objects in a home environment. The activity detection, wellness pattern generation,
and forecasting helped to identify any anomaly change in the lifestyle. The devel-
oped system was based on wellness protocol. The system had modified wellness
indices B; and 3, which reduced the false positive alarm at a significant level. The
system was installed in four different houses; few of them were very old houses. The
system was designed in such a way that the users did not need to look after its
maintenance except small wear and tear, and power supply to sensing system.

Further investigation, in which future work could proceed, is listed below.

Smart homes are introducing advancement of embedded system and IOTs to
monitor and control them, thus it is demanding a highly dynamic and complex
system. Present system offered the monitoring but did not include the remote
control over AAL up to full extent. This would also help to make home environ-
ment context aware.

A future research can be done to implement the proposed wellness system for
multiple occupancy environments, where more than one inhabitant lives in one
home. This is complex task to implement without using RFID.

The activity detection and forecasting techniques implemented in this work
could be extended to detect and forecast more complex human behavior. For the
aspects of future work, some other machine learning model would be investigated
to list more complex human behavior.

The present research has only included fall detector sensor as body area network.
There is still a need to introduce some other features of health care. Monitoring the
human physiological parameters in real time can enhance the health safety.



	Preface
	Contents
	1 Introduction
	Abstract
	1.1 Introduction
	1.2 Motivation of Designing Homes for Tomorrow
	1.2.1 Independent Living
	1.2.2 Enhance the Comfort and Lifetime
	1.2.3 Health Services
	1.2.4 Efficient Use of Electricity
	1.2.5 Safety and Security

	1.3 Problem Formulation
	1.4 Problem Solution
	1.5 Reasoning of Wellness Protocol and Approach
	1.6 Scope of Book
	1.7 Novel Contribution
	1.8 Book Overview
	References

	2 Literature Survey
	Abstract
	2.1 Introduction
	2.2 Smart Home for Wellness
	2.3 Entities of Smart Home Systems
	2.3.1 Sensors and Actuators
	2.3.2 Controller and Processing Unit
	2.3.3 Defined Wireless Networking Protocols
	2.3.4 Local Home Gateway and Server

	2.4 Smart Homes Around the World
	2.5 Activity Recognition Algorithms and Approaches
	2.6 Issues of Deployment
	2.7 Large Data Handling
	2.8 Introducing Internet of Things, Web of Things and Cloud Computing
	2.9 Conclusion
	References

	3 Wellness Protocol Development and Implementation
	Abstract
	3.1 A Brief About Wellness Protocol System
	3.2 Wellness Approach to Protocol Development
	3.2.1 Intelligent Sampling and Transmission Control Algorithm
	3.2.2 Interference Mitigation
	3.2.3 Wellness Dynamic Key Generation for Security

	3.3 Wellness Sensing Units for Home Monitoring and Control
	3.4 Wireless Topology, Network Formation for Smart Home System
	3.5 Deployment of Heterogeneous Wireless Sensing Units in a Home
	3.6 Healthcare
	3.6.1 Software Description
	3.6.2 Angle Calculation Algorithm

	3.7 Desired Number of Wireless Sensing Units for AAL
	3.8 Data Extraction, Storage and User Interface
	3.9 Evaluation of Wellness Protocol Data Reliability
	3.10 Software Required for Wellness System
	3.11 Comparison of Wellness Over ZigBee
	3.12 Conclusion
	References

	4 Issues and Mitigation of WSNs-Based Smart Building System
	Abstract
	4.1 Introduction
	4.2 Description of Smart Building System
	4.3 Methodology to Measure Interference and Attenuation Loss
	4.3.1 Latency
	4.3.2 Data-Packet Delivery Parameters
	4.3.3 Link Quality Metrics
	4.3.3.1 The Received Signal Strength Indicator (RSSI)
	4.3.3.2 Signal to Noise Ratio (SNR)


	4.4 Experimental Observations, Analysis, and Mitigation
	4.4.1 Fundamental Tests
	4.4.2 Analytical and Parametric Tests
	4.4.3 Signal Attenuation Inside Smart Building
	4.4.4 Direction of Arrival (DOA)
	4.4.5 Mitigation of Interference and Suggestions

	4.5 Conclusion
	References

	5 Activity Detection and Wellness Pattern Generation
	Abstract
	5.1 Introduction
	5.2 Classification of Events and Activities
	5.3 Activity Annotation
	5.4 Wellness Belief Model
	5.4.1 Methodology
	5.4.2 Modeling the Wellness Belief

	5.5 Wellness Determination of an Occupant
	5.5.1 Old Wellness Function
	5.5.2 Modified Wellness Function
	5.5.3 Measurement of Maximum Active and Inactive Object Usage Duration

	5.6 Experimental Analysis, Observation, and Results
	5.7 Web-Based Results
	5.8 Conclusion
	References

	6 Wellness Pattern Generation and Forecasting
	Abstract
	6.1 Modelling Trends and Forecasting
	6.2 Behavioural Pattern Generation and Forecasting
	6.3 Comparative Results
	6.4 Conclusion
	References

	7 Conclusion and Future Works
	Abstract




