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Introduction

The credibility of a laboratory’s reputation is directly affected by its quality assurance
program. The key to a successful quality assurance program is the manuals, and associated
documents define the program and its various components. Therefore, by extension, a lab-
oratory’s credibility is directly related to its operational and technical methods manuals.

The pathway to accreditation is paved by the pages of the documents that are com-
prised in those manuals. How rough the accreditation road is depends on the skill of the
person or persons tasked with drafting the reams of documents required to develop, imple-
ment, and maintain a quality assurance program. The author’s wordsmithing skills directly
impacts the bumpiness of the ride.

In some ways, it is ironic. A laboratory’s reputation and success are not based on hun-
dreds of thousands of dollars of state-of-the-art instrumentation within its walls. The hun-
dreds of years of combined education, training, and experience of the professional staff do
not determine if a laboratory is accredited or if its results are universally accepted. In real-
ity, a laboratory’s reputation, the reliability of its results, and its ability to attain accredita-
tion rely on the ability of an overworked, underpaid, midlevel manager who is in general
disliked by the entire professional staff to draft policies and procedures that are clear and
concise.

The sad truth is that this overworked, underpaid, midlevel manager, affectionately
known as the quality assurance manager (QAM), may or may not have the skills and
available resources to do the most critical job within the laboratory. In some cases, he
is transitioning from the bench to a supervisory position. In other situations, the QAM
duties are performed by a senior-level scientist as part of his “other assigned duties.”
In most instances, prior to their appointment, Quality assurance managers (QAMs)
do not have the knowledge, skills, and abilities to prepare the documents that are so
critical to the laboratory’s credibility.

In many instances, the QAM position is a short-term or part-time appointment. This
situation can lead to inconsistencies in policy content due to a lack of formalized procedures
and differences in writing styles. The resulting policy and procedure manuals can resemble
a patchwork quilt of documents without established content and formatting structures to
compensate for the difference in writing styles.

Developing the manuals necessary to establish a quality assurance program is a
monumental task. Converting what has historically been considered the laboratory’s qual-
ity assurance program to one that conforms to the standards of a recognized accrediting
body can be just as ambitious, or more so. The fact that you are reading this book is a tes-
timony to your understanding of the task that is in front of you.

One must also examine the reason behind the preparation of policy and procedure
manuals for them to have the maximum impact. Manuals developed to satisfy accredita-
tion criteria tend to be less effective than manuals that are developed to enhance the qual-
ity of the laboratory’s work product. This philosophy leads to a universal truth: Quality
leads to accreditation. Accreditation does not lead to quality.

3



4 Implementing Quality in Laboratory Policies and Processes

What Manuals?

To borrow a line from the movie Blazing Saddles, “Manuals, we don’t need no stinking
manuals,” often seems to be the philosophy of the laboratory management and profes-
sional staff. They may begrudgingly accept the fact that policy and procedure manuals are
a necessity for accreditation. However, policy and procedure manual use and incorpora-
tion into the operational culture of the laboratory may or may not exist.

How many times have you heard something like the following exchange?

New Employee: “Why do we put square pegs in round holes?”

Supervisor: “It’s policy.”
New Employee: “Are you sure? It does not seem like it would work very well.”
Supervisor: “Trust me. I am sure. The section chief told me it was how they have been

doing business since he began working here.”

Some variation of this conversation routinely occurs in laboratories that do not have
documented policies and procedures or a mechanism for making them part of the
laboratory’s operational culture. This mentality of lack of documentation leads to incon-
sistencies in the implementation of every task within the organization, leading to the
generation of misinformation. Inconsistency of implementation leads to degradation of
quality. Degradation of quality leads to loss of customer confidence, which ultimately
leads to loss of revenues.

Let’s analyze the previous exchange between the new employee and his supervisor.
Which of the following problems is illustrated in the previous conversation?

A. The policy is stupid

B. There may or may not actually be a policy
C. The policy may or may not be documented
D. All of the above

E. None of the above

The best answer is “D, all of the above.” Let’s look at the options to decipher why “all
the above” is the best response.

A: The policy is stupid. This is a true statement. Square pages do not fit into round
holes easily. That is not the point. The point is the supervisor told the new employee that
the company policy is to put square pegs into round holes. The procedure for doing it is a
different discussion.

Utilizing documented policies and procedures is a form of standardization that pro-
vides a mechanism for uniformity. The policy or procedure does not have to be the best way
to perform the task at hand. The only requirement is the ability to uniformly apply it to all
factions affected by the policy or procedure.

The rationale behind utilizing a policy or procedure is to ensure the reproducibility
of the examination results. Accuracy is not the prime consideration. The primary focus is
to ensure the same result is achieved without regard to the analyst performing the exami-
nation or the facility in which it is performed. That is, when the policy or procedure is
followed, a reproducible result will occur.
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An example of the implementation of this point of view is the analytical methods
required by the Environmental Protection Agency (EPA). At one time, EPA chromatogra-
phy methods required the use of packed columns with specific stationary phases for use in
all official regulatory examinations. The use of capillary columns with stationary phases
with similar characteristics that produced more accurate results was unacceptable for offi-
cial EPA reports. The laboratory had the option to perform the more accurate tests for the
client. However, official reports required the use of the official procedure.

Again, in this example, the need for precision overrides the need for accuracy. At this point
in time, not all laboratories had the capability to upgrade their instrumentation to include
capillary technology. The EPA’s overriding need, at the time, was to ensure the same analytical
result was achieved regardless of the laboratory that was used—thus, allowing the comparison
of Granny Smith apples to Granny Smith apples rather than to McIntosh apples.

B: There may or may not actually be a policy. This is also a true statement. The conver-
sation does not provide enough concrete information to establish the presence of a docu-
mented policy or procedure. The information the supervisor provided the new employee
was based on hearsay from the section chief.

Official policies and procedures must conform to certain criteria. Policies should:

« Go through a development, approval, review, and implementation process
+ Be generally known and accepted
« Be documented

How these criteria are met will vary form laboratory to laboratory. For the sake of this
example, there is no indication that any of the criteria have been addressed.

The document control process the “square peg in a round hole” policy went through is
unknown. Whether the laboratory has a document control process at all is also unknown
from the conversation of the supervisor and the new employee.

The laboratory director generating a memo stating that “from this day forward thou
shall ...” does not make the edict an official policy. The laboratory director has respon-
sibility and latitude to influence how things are done within the organization under his
charge. However, he cannot on a whim unilaterally make or change established official
policy (unless there is an official policy that provides that authority).

There must be a process to create, modify, or rescind a policy to ensure policies meet
the operational and quality assurance needs of the organization. This prevents implement-
ing a policy that is a knee-jerk reaction to an isolated incident and that does not consider
its long-term impact. The need for the policy must be established or evaluated. This is fol-
lowed by determining the best way to address the need. Finally, the policy is approved and
disseminated to the members of the organization.

The supervisor telling an individual to perform a task in a particular manner does not
make it a policy. It can be construed as an order or a directive. It may be in the individual’s
best interest to perform the task in the manner his supervisor directs. Neither instance
makes it a policy, even if the supervisor says it is.

Official policies and procedures take precedence over supervisory orders and direc-
tives. The policies and procedures hold the authority of the organization. That is not to say
that supervisory directives do not contain a certain amount of authority and should not
be followed when appropriate. However, official policies and procedures are the ultimate
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authority when addressing a difference between what an individual is told to do and what
they should do in a particular situation.

The fact that the task is commonly performed in a particular manner does not make
it a policy. The argument that a task has been done a certain way for an extended period
of time does not negate the fact that the method is not the best for the task, is “wrong,” is
contrary to an existing official policy, or does not exist as a policy at all. Policies cannot be
grandfathered into existence.

This leads into the next statement.

C: The policy may or may not be documented. The supervisor made no offer of proof of
a documented policy or a policy and procedure manual. The words “trust me” should set
oft alarms of all kinds. To establish the trust, the new employee should fall back on a legal
adage and a sacrilegious financial proverb.

The rule of thumb in the legal arena is, “If it is not written down, it does not exist.”
Basically, if the laboratory has not documented a policy, it does not exist. Historical prec-
edent and accepted practice can be used to formulate a policy. Accreditation bodies or the
legal system do not acknowledge accepted practice as the “official” policy, even though
some weight may be assigned to common practices.

Documenting policies can be also viewed by paraphrasing a financial adage. “In God
we trust, everything else is documented.” Oral history may be an acceptable manner of
passing family traditions from generation to generation. However, it is not an acceptable
way to relay official policies. Each transmission between individuals or administrative
levels receives a certain amount of personal interpretation of what the transmitter believes
the policy said or what he thinks it means.

This same principle is demonstrated in the game many of us played at summer camp.
A one- or two-sentence statement is passed from person to person through a chain of indi-
viduals. The resulting statement never resembles the original statement. The comparison of
the before and after statements can be quite comical at summer camp. However, misinter-
pretation of a policy or procedure that has been handed down through multiple individu-
als over a span of time can have devastating consequences in a laboratory.

Therefore, “all the above” is the best choice in this case.

Application

The series location of this book, A Volume in the International Forensic Science and
Investigation Series, may appear to limit the application to “crime labs.” However, if one
broadens the definition or characterization of forensic science, it will become apparent that
the principles used in a forensic laboratory’s quality assurance program should be incorpo-
rated into every testing and calibration laboratory.

Forensic science traditionally refers to laboratory testing utilized in criminal inves-
tigations. The results of the tests are presented in court and ultimately affect the life and
liberty of the parties involve. Therefore, a stringent quality assurance program, including
well-documented polices and a procedure manual, is essential.

If you accept the premise that forensic science is laboratory examinations for the
purpose of presenting the results in court, then it can easily be argued that all labora-
tory examinations could be forensic examination, because somewhere, someday the results



Introduction 7

may be presented in court. In the litigious society we live in, this seeming distortion of a
scientific discipline may be more fact than fiction.

The results of any laboratory examination have the potential to be presented as part of
litigation. Laboratory examinations affect everyone’s life. The food we eat, the medicines we
use, the things we employ on a daily basis all undergo some type of laboratory testing. If
something affects our life, liberty, or health, the laboratory examination associated with that
thing will be part of the litigation. Therefore, every laboratory examination has the potential
of being a forensic examination. This may be circular logic, but the dots do line up.

A Manual by Any Other Name

Policy and procedure manuals have a myriad of names. General Orders (GO), Standard
Operating Procedures (SOP), Administrative Regulations, Policies and Procedures, and
Technical Methods are just a few of the variations. Some organizations spend an inordi-
nate amount of time devising cute acronyms to uniquely identify their set of operational
manuals.

No matter what they are called, all manuals have the same purpose. They either docu-
ment what needs to be done and how to do it, act as a reference, or support the implementa-
tion of a policy or procedure.

Manual Categories

Operational and technical manuals are the two general categories of manuals exist in the
realm of laboratory. Each category has similar components. The only difference is the tar-
get audience the manual is directed.

Operational Manuals

Operational manuals are directed at the laboratory’s overall function. They apply equally
to personnel performing administrative tasks and to technical examinations. The poli-
cies and procedures within the operational manual category address the business of doing
business.

Operational manuals are one or more groups of policies, procedures, and supporting
documents that are directed at all factions of the laboratory. They apply to clerical person-
nel as well as those in professional roles. Technical employees apply these rules and regula-
tions in the same manner as administrative workers.

Some organizations refer to their operational manuals as their administrative regula-
tions. Other organizations refer to them as their GO. Regardless of the title, they group all
of the policies and procedures that effect the “general” operation of the organization into a
manual with one or more subdivisions. These directives have general application, although
individual policies may affect one group of employees more than another.

This book breaks down the operational manual into four basic categories. The title of
each may vary from organization to organization. Some institutions may debate whether
some of the groupings should be included under the umbrella of an operational manual.
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Other institutions may want to expand this list to include other topics. However, this book
utilizes the following categories:

o Administrative

o Quality assurance

Health and safety

« Sample control (property and evidence)

Technical Manuals

The technical methods manual is a group of guides used by an analytical section. The
operational manuals provide guidance concerning the laboratory’s generic operation and
have applications to all personnel within the organization. The technical methods manu-
als define the specific requirements of individual examination areas. Unfortunately, there
are laboratories that discount the need for each analytical section to have a comprehensive
set of technical methods because of the misguided belief that the issues are covered in the
laboratory’s general polices and procedures manuals.

Each laboratory section has a separate and distinct function that aids the in the quest
to fulfill the mission, goals, and objectives of the laboratory as a whole. The duties vary
from section to section. Each section should have its own technical methods manual to
address the differences in sample substrates, instrumentation, and analytical methods.

The quality of the laboratory’s technical methods manuals is just as important as the
quality of the laboratory’s operational manuals. If one had to choose, one would logically
deduce that the technical methods manuals should be given time and attention in an effort
to be the more comprehensive set of documents, for the technical methods manuals drive
the laboratory’s operational machine. Unfortunately, this is not the case in many situations.
The need for a quality set of operational and technical manuals is equally important.

Each analytical section has its own unique technical requirements. This is opposed to
operational manuals, which have generic application relevant to any type of laboratory. The
format and content of technical methods manuals are subject to more customization than
operational manuals. Therefore, this book will not provide suggested policy and procedure
wording. However, the manuals do contain certain similar components. These similarities
exist regardless of the format, style, or detail of the content.

This book will generically address the topics each technical methods manual should
contain. These topics include, but are not limited to, the following:

o Training

« Analytical procedures
o Quality assurance

o Documentation
 Inventories

Manual Components

A manual is a compendium of components that are embodied in a variety of controlled and
noncontrolled documents. Each component has a specific purpose in relaying information or
establishing the rules of engagement that drive the laboratory’s operation and quality program.
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An operating definition of each manual component must be established to ascertain
the component’s purpose. Some of the terms are utilized interchangeably when they have
specific definitions. The terms policy and procedure are used interchangeably, just as pre-
cision and accuracy are, even though each term has a specific definition with a specific
application.

The manual components that require definition include the following:

« Policy

e Procedure

« Supporting documents
o Static documents

o Forms

Policy

A policy can be defined as “a guiding principle, operating practice, or plan of action
governing decisions made on behalf of an organization.” They are used to ensure repro-
ducibility. As such, a policy is a precision tool.

Policies are “Thou shall ...” statements. They document the laboratory’s general or
specific concepts and philosophies of operation. Policies do not address implementation
unless it is a component of the policy document.

Accreditation criteria are similar to policy statements. They have the “Thou shall ...”
status by nature of their defining within the accreditation process. As such, many laborato-
ries have modified accreditation verbiage and adopted it as laboratory policy. The following
is an example:

o ISO/IEC 17025:2005 (4.1.6)
» Top management shall ensure that appropriate communication processes are
established within the laboratory and that communication takes place regard-
ing the effectiveness of the management system.

« Laboratory Policy
o The AGENCY NAME management shall establish vertical and horizontal lines
of communication within the laboratory and that communication takes place
regarding the effectiveness of the management system.

Accreditation results from the implementation of quality practices. Quality does not
result from receiving accreditation. Therefore, accreditation criteria should not be the only
source of information used to establish the laboratory’s policy manuals. Accreditation cri-
teria are essentially a list of best practices. However, each laboratory will have additional
situations that required a laboratory policy for purposes of continuity and ensuring the
quality of their analytical results.

When drafting policy statements, the author and approving authority must under-
stand and accept the rationale behind their existence. Policy statements need to be specific
enough to ensure continuity and uniformity in their administration. However, they should
not be so narrow as to be impractical to implement.
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Procedure

As you can see from the example in the previous section, the policy addresses the
accreditation criteria. The criterion states that the laboratory management must establish
a line of communication within the laboratory concerning the effectiveness of the man-
agement system. The laboratory drafted a policy to address the criterion. This may seem
to have satisfied the accreditation criteria. Unfortunately, the detail concerning how the
laboratory management will implement the policy was not addressed. Procedures fulfill
that function.

 Laboratory Policy
o The AGENCY NAME management shall establish vertical and horizontal lines
of communication within the laboratory and that communication takes place
regarding the effectiveness of the management system.

o Procedure
o The management team shall conduct regular meetings with section chiefs to
disseminate information.
o Section chiefs shall conduct regular meetings with subordinates to disseminate
information.
o Peer groups shall relay information to the management team.

Procedures are used to complement policy statements by providing instruction on
implementation methodology. They are a quality tool used to ensure accuracy and preci-
sion by providing direction concerning the acceptable methods used to implement the
policy and mandating that all personnel utilize the same procedure. Standardized proce-
dures are used to ensure reproducibility, but accuracy is the primary focus.

Some policies no not require associated procedure. In some instances, the policy is
specific enough not to require a procedure to provide implementation guidance. A policy
stating, “All employees will only wear red socks,” is self-explanatory and does not require
implementation direction provided by a separate procedure. However, a policy statement
such as, “The AGENCY NAME will establish and maintain a schedule in which employees
are required to wear red socks,” may require interpretation and implementation direction
offered by a procedure.

As with the drafting of policies, drafting procedures requires a balance. The author and
approving authority must balance the need for detail to ensure continuity of implementa-
tion with the need to provide the latitude to adapt to unforeseen circumstances. Restating
excerpts from the previous policy example:

o Procedure
o Section chiefs shall conduct regular meetings with subordinates to disseminate
information, or
« Section chiefs shall conduct meetings with subordinates on the 15th of each
month at 3 pm to disseminate information.

The first example provides the section chief the discretion to conduct meetings when
there is relevant information to be disseminated to his subordinates. The second example
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mandates the section chief to conduct a meeting at a specific date and time, regardless of
the need. Additionally, the laboratory would be in noncompliance of its own documented
procedures if the 15th were to fall on a day that employees were normally not on duty and
the meeting was not held at that specific time and day, unless there is an exception clause
or addendum.

The point of this example is, beware of what you document. If it is documented, it is
law. If it is law, it must be complied with without deviation. Specificity in documentation
of procedures can be a good thing and has an appropriate application. However, drafting
procedure documentation that allows for discretionary implementation while maintain-
ing the integrity and intent of the policy it is augmenting can be more beneficial to the
operation of the laboratory.

Supporting and Static Documents

Supporting and static documents are documents that the laboratory relies upon for its
daily operation and contribute to the laboratory’s quality programs in some manner. The
content of these documents is outside of the direct control of the laboratory, but it can be
an essential part of their operational policies or procedures. Examples of these documents
are legal statutes, regulatory agency requirements, and administrative rules of the labora-
tory’s umbrella organization.

Utilizing support/static documents is a method of deferring the document mainte-
nance responsibility of certain policies and procedures to the administrator of the sup-
port/static document. The laboratory must establish a policy or procedure document that
references the support/static document as the official policy or procedure. However, if the
author and approving authority utilize the proper language, any changes in the references
to the support/static document will be automatically incorporated into the laboratory’s
official policies and procedures.

The following is an example of language that can be used to cite a support/static docu-
ment as the laboratory’s official policy or procedure. “The AGENCY NAME will utilize the
most recent revision of the UMBRELLA ORGANIZATION policy concerning ... as its
guiding document.”

Utilizing the phrase “the most recent revision” implies that the laboratory’s official
policy automatically changes with the change of the umbrella organization’s official policy
concerning the activity. However, the information concerning what the changes in the
support/static document are still requires dissemination. The updated support document
must be added to the laboratory’s document inventory, and the outdated revision must be
removed. These documents are subject to the same document control procedures. The only
difference is that the laboratory does not have control over the content of these documents.
As such, these are noncontrolled documents and do not require approval through the labo-
ratory’s controlled document approval procedure.

Forms

Forms and worksheets are the ultimate in standardizations. The continuity in form and
content in documenting the examination process is extremely useful as a quality assurance
tool as well as an aid in the examination process. They provide the examiner an outline of
the examination that is to be conducted as well as a place to document analytical results
or observations.
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Forms and worksheets are equally as useful for the technical and administrative
reviewer. The technical reviewer knows where to look for the technical information used
to form the examiner’s conclusion and compare it to the results presented on the laboratory
report. The administrative reviewer has specific sections to review to ensure the adminis-
trative tasks have been completed and information documented.

Forms and worksheets have a unique distinction in the controlled document commu-
nity. Personal forms and worksheets that are created by individual examiners to simplify
their examination documentation process are not subject to the laboratory’s document
control requirements. Forms and worksheets that the analytical section requires to be used
to document the examination process are generally considered official laboratory docu-
ments and subject to the document control requirements established in the relevant opera-
tional or quality policy and procedure.

The controlled status of the document may change when an examiner places his per-
sonal forms or worksheets on laboratory letterhead. Placing personal forms and worksheets
on laboratory letterhead or affixing the laboratory’s seal or logo to these documents gives
the perception that they are official documents whose use is sanctioned by the laboratory.
The use of laboratory letterhead, seals, or logos on personal forms and worksheets should
be addressed in an operational or quality policy to eliminate any issues that may arise from
such use.

Who Writes the Manuals?

The responsibility for the creation and maintenance of the manuals used by the laboratory
is defined by the laboratory’s document control policy. The ultimate approving authority is
usually given to the laboratory director, with recommendations from one or more sources.
In many instances, the QAM is the person responsible for the maintenance of the labora-
tory’s administrative and technical manuals.

The scope of the QAM’s responsibilities does not provide much time to develop general
policies and procedures. The QAM also does not have the breadth of knowledge required to
prepare the technical methods manuals for every analytical section of multifunctional lab-
oratory facilities. Therefore, the actual preparation and drafting of the laboratory’s policies
and procedures is dispersed among a number of individuals with the knowledge, skills,
and abilities to draft these documents.

The drafting of all or a part of the laboratory’s policies and procedures can be assigned
to individuals outside the official quality assurance component of the laboratory. This
is made possible by establishing a document control policy that institutes a review and
approval process for all controlled documents, including the laboratory’s administrative
and technical manuals. Therefore, anyone can prepare the laboratory’s official policy and
procedure manuals as long as the content is factually actuate information that is presented
in an approved format. This includes nonemployees that have been contracted to com-
pile, collate, format, and prepare documents for review and approval by the laboratory’s
approving authority.



Overview of Quality Assurance

Quality assurance (QA), quality control, and Six Sigma are all buzzwords that in one way or
another affect the day-to-day operation of a laboratory. The function of the laboratory does not
matter. These concepts apply equally to a forensic laboratory that analyzes physical evidence
or a water laboratory that analyzes drinking water or an in-house quality control laboratory.

The purpose of a QA program is to ensure the results of a laboratory’s analysis are
true, accurate, and reliable. This is important in establishing the faith and confidence of
the laboratory’s clients, whoever they may be. A forensic laboratory’s results will impact an
individual’s personal liberty, having a rippling effect throughout the criminal justice sys-
tem. The results of water testing will impact the health and welfare of an entire community.
In-house quality control laboratories affect the quality of the product that is produced,
which in turn is reflected in the confidence of their client or the consumers that will be
purchasing their products.

As you can see, each laboratory has a vested interest in the quality of the results that
are reported by its analysis. The outputs and end users may be different. However, the need
for QA is the same.

The wonder of science is that the principles remain the same regardless of the focus of
the examination. Scientific principles and good laboratory technique transcend the type
of analytical laboratory. Additionally, scientific principles do not change when one crosses
an international border. The available technology may differ from laboratory to laboratory;,
but the underlying scientific principles remain constant.

As with scientific principles, the basic principles of QA are applicable universally. They
apply equally to forensic laboratories, water laboratories, and in-house quality control lab-
oratories. These concepts are so universal, that the International Standards Organization
(ISO) has established a standard that outlines the QA requirements for calibration and
testing laboratories (17025).

What Is Quality Assurance?

We may have put the cart before the horse. We talked about how a universal principle
equally applies to all laboratories. However, we neglected to define what this universal
principle of QA is. Simply stated, quality assurance is:

a documented system of protocols to assure the accuracy and reliability of analytical results.

The definition of QA is simple and is divided into two parts: documenting protocols, and
ensuring accuracy and reliability. To this end, there is a four-prong test used to evaluate the
protocols of a QA program. These criteria are the following:

o Is there an official policy or procedure that addresses the issue or analytical
scheme?
o Is the protocol documented?

13
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o Is the protocol followed?
 Does the protocol meet the needs of the laboratory or its customers?

All four of these questions must be incorporated into the development and implemen-
tation of a QA program. Having a policy or a procedure is one thing. Documenting the
policy is another. Making sure everyone follows the policy as written is something else.
Monitoring the relevance of a policy or analytical technique and how it affects the labora-
tory’s end product is a different component.

Documentation

There is a legal adage that is applicable in the QA realm. If it is not written, it does not exist.
The statement’s simplicity addresses the first part of the QA definition, “A documented
system of protocols...”

Documentation is the most universal of the two parts of the QA definition. The labo-
ratory must document every protocol used to perform specific tasks so that each task or
analysis is performed the same way by everyone in the laboratory. The task or analysis is
immaterial. How the task or analysis is performed is immaterial. The key is that the proto-
cols are documented.

Why do we need to document protocols? How many times have you heard the phrase,
“everybody knows that...” or “it is common knowledge...” or “it is a policy”? And how
many times have undocumented issues that everyone knows, or are common knowledge,
or are policy been misinterpreted or manipulated to meets someone’s perception of reality
or further a personal agenda?

Protocols are documented to eliminate ambiguity. They are there to institute continu-
ity and reproducibility in the end product. Documented protocols establish the labora-
tory’s operational rule book that all employees are expected to adhere to.

Accuracy and Reliability

Reproducibility is the cornerstone of good science. Reproducible results are expected if a
protocol is documented and followed. However, reproducibility is of no value if the results
are incorrect. Reproducibility is like precision; one can be precise without being accurate.
The aim of QA is to be both precise and accurate.

Reproducible results do not necessarily indicate accurate results. A QA program
incorporates systems and mechanisms to establish that analytical results are accurate
as well as reproducible. This is accomplished though establishing a series of protocols
that affect every aspect of the analytical process. Everything from the way personnel are
selected, to the procurement of chemicals and equipment, to the analysis itself is docu-
mented in a protocol that establishes continuity which in turn leads to precision and
accuracy.

Dynamic System

A QA program is a dynamic system. It is a set of living documents that are continually
modified to meet the needs of the laboratory and its customers. Analytical techniques
change over time. Administrative policies and procedures are added and removed with
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the change in management. Customers’ needs or requirements shift. Legal issues affect
the implementation of protocols. All of these issues result in the changes to the labo-
ratory’s protocols. As such, the QA program adapts to meet the ever-shifting quality
demands.

QA Is Not Optional

A QA program is not optional. This is a strong statement and can be misleading. The world
will not come to end if your laboratory does not have an official QA program. Laboratories
have operated for years without them. However, it is in the best interest of the laboratory to
have a viable QA program if it plans to be competitive and survive.

A documented QA program is not optional if the laboratory seeks accreditation. All
accreditation bodies require some form of documented QA program. Accreditation may
or may not be required for the laboratory to exist. However, it provides an external valida-
tion that increases the laboratory’s credibility, which in turn will affect the number of its
clients.

Quality Assurance Program Components

It slowly becomes apparent that a statement that appears simple on the surface can become
complex as it is examined in detail. A quality program is like an onion. On the surface,
it appears to be a simple sphere. However, when it is opened for examination, it reveals
numerous layers that are all connected to a common core.

The components of a QA program include, but are not limited to, the following:

e QA manual

o Staff qualifications and training (initial and in-service)
« Proficiency testing (internal and/or external)

« Sample collection, handling, and storage

o Documented, standardized, and validated procedures
« Reagent and instrument reliability

 Authenticated reference material

Quality Assurance Manual

The QA manual is the laboratory’s play book. It defines the generic quality protocols used
by the laboratory. The QA manual, in combination with administrative and technical man-
uals, is used to address all of the laboratory’s operational issues.

The laboratory’s general QA manual provides broad guidance to what QA programs
will be implemented within the laboratory. Additionally, each analytical section will have
QA specific issues. Therefore, the technical manuals for each operational area should have
a QA section that addresses their specific requirements.

The QA manual topics should include, but not be limited to, the following:

e QA program overview
« Program objectives
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o Program definition
o QA manager

 Audits, evaluations, and reviews
o Quality system audits
o Inspections
o Record keeping

o Document control
 Policy and procedure manuals
o Manual development, maintenance, and control
¢ Documentation

« Equipment and chemicals
o Chemicals
o Equipment
+ Reference materials
o Weights and measures

 Personnel
o Minimum qualifications
o Training
 Proficiency testing
 Professional development

 Evidence/sample handling
o Submission procedures
o Processing procedures
 Disposition procedures

e Corrective actions
o Risks
o Issues

+ Laboratory information management system (LIMS)

Staff Qualifications and Training (Initial and In-Service)

A laboratory’s staff is its most important resource. A modern facility equipped with
state—of-the-art equipment is quickly nullified if the staff is unqualified or poorly trained.
Therefore, the selection and training of personnel is critical.

The QA manual defines that only qualified personnel will be utilized to perform the
various tasks the laboratory is responsible for performing. The specifics concerning the
qualifications and training of personnel can be addressed in the QA manual or other labo-
ratory operational or technical manuals. For example, the position descriptions within the
administrative protocols may address the knowledge, skills and abilities required for spe-
cific job functions or categories. The training section of the analytical section’s technical
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manual will define the basic course of training that every new employee will receive prior
to performing work for clients. The QA manual may define the professional development
activities employees will be provided to ensure they maintain a current level of knowledge
concerning their functional area within the laboratory.

Proficiency Testing (Internal or External)

Proficiency testing is a means of validating a number of different issues at once. Contrary
to the popular belief of many laboratory managers, proficiency tests are more than a means
of testing an examiner’s skills. Proficiency tests are a means to demonstrate to the laborato-
ry’s management, as well as their clients, that the laboratory can achieve the correct result
when an analyst is provided an unknown sample from an internal or external source. They
authenticate the whole analytical system, not just a single component; that is, the exam-
iner’s competence.

Proficiency tests evaluate the competence of the analyst. The evaluation goes beyond
the correct result obtained. The analyst’s thought process, method selection, and analytical
technique are examined during the proficiency test review.

Proficiency tests validate the method(s) used in the analysis. They are used to establish
whether or not the analytical methods available to the laboratory are adequate to examine the
samples that are presented in the proficiency test. They assist the laboratory in determining
what modifications to their methods are necessary to enable them to hit the target value.

Proficiency tests establish the detection limits of the equipment and methods used.
Failure to hit a target value may be a function of the equipment and not the analyst. Failure
to obtain a target value due to equipment limitations may provide management the justifi-
cation required to procure new equipment or modify the detection limits of their existing
equipment to meet the parameters established by the proficiency test.

Sample Control (Collection, Handling, and Storage)

Sample integrity is just as important to a commercial laboratory as it is in a forensic labora-
tory. The mechanisms may be different. However the concept is the same. What happens
to the sample during the collection process, how it stored, how it is handles during the
examination process all influence the analytical results. Therefore, a QA program must
address these issues.

Documented, Standardized, and Validated Protocols

Documented, standardized, and validated protocols are an essential component of a QA
program. Documented protocols are necessary to remove ambiguity. Standardization is
required to ensure everyone utilized the same protocol under the same analytical situa-
tion. Validation is required to ensure the protocol works under the analytical conditions
available to the laboratory.

There are arguably multiple ways to approach an analytic problem. However, not every
approach is deemed acceptable by the laboratory’s management. Through a documented pro-
cess, the laboratory management has established which types of analysis will be utilized and
the conditions under which the examinations will take place. This standardization is essential
to ensure reproducibility of results regardless of the analyst involved in the examination.
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Analytical methods and equipment must be validated to ensure they function as
designed. Reproducibility being the cornerstone of good science, analytical methods
described in the scientificliterature need to be validated to ensure they function as described
in the reference. Equipment needs to be validated to ensure the results produced when
examining known reference materials are consistent with the expected results. The results
of these validation studies need to be documented, as everything else in a QA program.

Reagent and Instrument Reliability

The reliability of chemicals and equipment must continually be monitored as part of a
QA program. Chemicals become contaminated. Reagents become outdated and do not
function properly. Instrument calibration drifts or instruments do not function correctly.
Mechanisms must be implemented to monitor the purity and the reactivity of the chemical
and reagents used in the testing process. The calibration and functionality of the instru-
ments used in the testing process must be continually monitored to ensure the reliability of
the data they produce. As with validation, these results require documentation.

Authenticated Reference Material

Authenticated reference materials are required for equipment and creating reference
libraries. This may seem like circular logic when considering that previous sections appear
to require validation and confirmation of operation of analytical methods and equipment
that has previously demonstrated their functionality.

The use of reference material from a known source—that is, “traceable standards”—
provide a reference point on which all validations and reference libraries and identifications
are based. These materials are obtained from vendors who adhere to strict QA protocols to
ensure the authenticity of the materials. These materials are considered “truth” and do not
require validation. As such, a laboratory cannot make a proper identification or validate its
methods or equipment without authenticated reference materials.

Responsibilities

The implementation and maintenance of a QA program is a team effort. The program’s
function can be equated to the three components of a baseball team. Each group within the
laboratory has specific responsibilities. If one member of the team shirks their responsibil-
ity, the whole team suffers.

A baseball team has three components: the owner, the players, and the coach. The
laboratory’s management plays the role of the front office; that is, the owners or general
manager. The analysts are the team’s players, implementing the various parts of the pro-
gram. The QA manager coaches the analysts into using good QA techniques, just as a
coach motivates his players to perform at their best.

Senior Management Responsibilities

The support of the senior management is an essential component of a successful QA pro-
gram. Without their unconditional support, the program is doomed to failure. So essential
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is their support, that the ISO 17025 accreditation requirements for calibration and testing
laboratories have specific criteria.

42.2a  thelaboratory management’s commitment to good professional practice and
to the quality of its testing and calibration in servicing its customers;

4.2.2e  the laboratory management’s commitment to comply with this Intern-
ational Standard and to continually improve the effectiveness of the man-
agement system.

Old-school laboratory managers have historically failed to see the benefits of imple-
menting QA systems, much less accreditation programs. They generally have viewed them
as additional administrative duties that cut into the laboratory’s productivity, ultimately
affecting the bottom line. They only begrudgingly implement a QA program under the
edict of their supervisors.

Over time, with training, education, and in some instances, attrition, these managers
have come to see the benefits of QA programs. More important, they are slowly acknowl-
edging their advantages.

Define Goals and Objectives

Just as a baseball team’s owner defines the team’s expectation, so does the laboratory’s
senior management. The laboratory’s director and his senior staff define the laboratory’s
goals and objectives. This establishes the framework of the program as well as defining the
expectation of the analysts.

Facilitate Deficiencies with Corrective Action

Senior managers have to make tough decisions. They have to take the appropriate corrective
actions when deficiencies are brought to their attention. Ultimately, the senior managers
are responsible for the QA decisions and the action or inactions of everyone on the team.

Deficiencies and problems do not go away. They only get worse with time. Trying
to hide a problem only makes it worse. The problem will always be detected. The best
way to mitigate the effect of a deficiency is the swift corrective action by the senior
management.

The short-term affects of an immediate corrective action may be financially painful
or briefly publicly embarrassing to the laboratory. However, the long term ramifications of
intentionally ignoring a deficiency, no matter how insignificant, can destroy a laboratory’s
reputation or the career of one or more senior managers.

Provide Necessary Equipment and Training to Optimize Performance

Every baseball team needs equipment to play the game. Team Laboratory is no different.
They require the best equipment available within the financial means of the laboratory.
This not only includes providing a sustainable level of technology, but also includes pro-
viding the auxiliary support items required to optimize it use and the reference material
necessary to insure the equipment functions properly.

Supporting the team extends beyond providing equipment and the items necessary to
support it. The senior management must commit to providing training in it proper use and
maintenance. Additionally, the management must commit to a professional development
program to bring the best out of its players (the examiners).



20 Implementing Quality in Laboratory Policies and Processes

Strive for Continuous Improvement

Laboratories are a dynamic working environment. The knowledge curve concerning
scientific techniques and methodology has increased at an exponential rate over the last
30 years. It is the laboratory’s senior management’s responsibility to keep abreast of the
technology and analytical methods utilized by their facility in an effort to improve the
services they provide their clients.

A laboratory’s QA program will need to change with every change in technology
or analytical methods. The QA team will need to be reviewed and policies, procedures,
and analytical methods modified on a regular basis to meet the needs of their cli-
ents and to address changes in statutory regulations, shifts in current QA theories, or
changes in accreditation criteria. Therefore, the senior management should continu-
ally strive for self improvement to address all of these issues.

Recognize If It Is Not Formalized by Documentation, It Does Not Exist
QA program documents define the expectations and obligations of everyone in the laboratory.
The laboratory’s policies and procedures are the rules that define how to perform any task
within the laboratory. Consistency in examination results will waver without this documen-
tation, due to personal interpretations of analytical methods. This consistency in analytical
technique is critical to ensure the precision and accuracy the laboratory’s clients demand.
Managers have the right to expect the best from their employees. By the same token,
employees are obligated to meet or exceed the expectations of the laboratory manage-
ment. One of these parties will be disappointed unless there is a formal understanding
concerning the expectations of each side. Documentation serves as the cement that
solidifies management’s expectations and the employees obligations.

Analyst’s Responsibilities

The analyst is the most significant player of the QA game. The senior managers can demand
programs be implemented. The quality manager can mentor and foster the implementa-
tion of the programs. However, if the analysts do not successfully implement the programs,
the effectiveness of the QA program is marginalized. If the analyst constantly drops the
ball by not properly implementing the QA programs, the quality game will be lost.

Analyst Acceptance

The analyst’s acceptance of a QA program is more essential than the senior management’s
if the program is to be effective. The senior managers can get away with paying “lip ser-
vice” to the program and the program will function. The analysts have to implement the
programs on a daily basis. They have to live with the programs, so their acceptance is
crucial.

Every laboratory analyst is on the front line of back log wars. Managers will deny it, but
every analyst is evaluated on the number of samples he analyzes. To one degree or another,
every analyst views QA as unnecessary busywork that reduces his productivity, affecting
his evaluation and potentially his career. Therefore, analysts will be resistant to embracing
the implementation of QA programs.

Analysts misunderstand the long-term effects of QA programs because QA is not
taught as a core class in any university science program. Through education and training,
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analysts realize that the implementation of QA programs has a positive effect on their work
product. Additionally, they realize that everyone is subject to QA policies. Therefore, any
adverse effect on their productivity is negated, because all analysts are required to imple-
ment the same QA policies.

Conduct Appropriate Laboratory Examinations

Analysts are responsible for conducting appropriate laboratory examinations. More impor-
tant, they are responsible for conducting the examinations according to the appropriate
“documented” procedure without modification. This is essential to establish continuity in
the laboratory’s work product.

As part of conducting the appropriate examination, the analyst is responsible for
applying the associated quality control procedures, which are part of the QA program.
These procedures serve as the check and balance to ensure the accuracy and precision of
the results are maintained.

Identify Quality Issues and Risks and Potential Solutions

Analysts are in the best position to be able to identify risks and issues that will affect the
quality of laboratory analysis. It is their responsibility to bring these risks and issues to the
attention of senior management and the quality manager as soon as they become appar-
ent. The managers are then responsible for addressing the situation as soon as reasonably
possible.

The analyst should also suggest remedies to mitigate or eliminate the risk or issue. The
analyst is in a good position to suggest resolutions to the potential risks or issues for the same
reason they are in a position to be the first to identify them. They work with the situation on a
routine basis, so their familiarity may provide the insight necessary to resolve the situation.

Quality Manager Responsibilities

The quality manager is the unsung hero of the QA game. At the same time, the position is
the most feared and hated in the laboratory. He is the means in which the management’s
vision is effectively put into play by the analysts. Their position holds the broadest set of
responsibilities of anyone in the laboratory. The position is so essential to the quality of a
laboratory’s analysis that the ISO requires that laboratories seeking accreditation under
17025 name a quality manager.

Keeper of the Documents (Document Control)

A QA program in essence is a paper mill that generates and collects records that docu-
ment some component of the quality of the analyses that are performed by the lab-
oratory. The records the quality manager maintains include, but are not limited to,
the following:

« Audit records
o Coordinating administrative audits
o Coordinating and conducting inspections
» Coordinating accreditation activities
o Maintaining audit and inspection records
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« Document control
o Preparation and maintenance of operational manuals
o Preparation and maintenance of technical manuals
o Preparation and maintenance of training manuals

« Employee records
« Training records
« Proficiency testing
o Testimony monitoring
o Corrective actions

o Chemicals and equipment
o Chemical inventories
« Reagent preparation logs
o Equipment inventories
o Instrument calibration logs
o Instrument maintenance logs

 Risk management (corrective actions)
« Riskidentification
— Riskis a situation that could potentially affect quality if steps are not taken
to avert situation.

 Risk abatement
« Issue identification
— Anissue is a situation that is affecting quality and must be addressed.

o Issue resolution
o Corrective action reports

It is apparent that there is more than enough work to occupy a quality manager’s day.
The unfortunate thing is that many laboratory directors do not appreciate the enormity of
the quality manager’s job. If a laboratory is fortunate enough to have a full-time quality
manager, it is not uncommon for the laboratory director to assign him other duties with a
higher priority.

In this instance, quality is not job one, to paraphrase a General Motors commercial.
If it were, the other assigned tasks would take the backseat to the QA task of the quality
manager. More times than should occur, the QA tasks are left unattended because the
quality manager has been assigned other tasks that the director feels are more important
than monitoring the quality of the laboratory’s work. QA tasks do not regain priority until
a risk becomes an issue, something dramatic happens that exposes a severe deficiency in
quality, or laboratory accreditation is three months away and three years of document
revisions need to be accomplished in three months.

Champion and Cheerleader
The quality manager must be committed to the QA program if it is to be successful. The
program will exist and marginally meet the needs of the laboratory without this dedication.
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However, the QA program needs a champion if it is to reach its potential and achieve the
goal of continual self improvement.

The quality manager needs commitment and dedication to the program. He needs
to sincerely believe in the benefits of the implementation and maintenance of qual-
ity programs. It will be hard for the quality manager to obtain approval and accep-
tance if the sincerity and commitment to the quality programs he is advocating are not
apparent.

The quality manager should champion quality programs. He must continually remind
everyone that “quality is job one,” with emphasis on pride in the laboratory and its prod-
ucts. He should continually advise and remind the management of the benefits of quality
programs. He should monitor and consult with the analysts to ensure they are implement-
ing the quality programs as designed. Additionally, the quality manager should sing the
praises of QA, reminding managers, analysts, and clients how the laboratory’s quality pro-
grams benefit everyone.

A successful quality program can be equated to a successful party. Parties are generally
more enjoyable (i.e., successful) when everyone participates. Quality programs are more
successful when everyone (i.e., management, analysts, and clients) has input. The quality
manager is the party host, ensuring everyone is involved. In essence, he acts as the annoy-
ing cheerleader-type party host that forces people to mingle, interact, and actively partici-
pate, ultimately benefiting the party/quality program.

Voice of Reason

The quality manager is the laboratory’s voice of reason and moderation. As such, he is
continually reminding everyone that quality programs are not something extra. They are
the foundation of everything action of the laboratory. The quality manager is the labora-
tory’s spokesperson that notifies the management concerning potential risks and detri-
mental issues.

This voice comes with significant responsibilities. The quality manager’s opinions
must be based on facts. He should never make assumptions and should double check all
facts before presenting risks, issues, and recommendations to management for resolution.
If he does not, management may take actions and implement policies that will cause more
problems than originally existed.

The quality manager must recognize that no system is perfect. As part of the policy of
continual self-improvement, his responsibility is to identify and prioritize quality concerns
that are presented to the management.

Quality problems do not mysteriously appear or are not a result of fate. There is an
identifiable cause to the problem. The quality manager is responsible for collecting and
presenting the data reflecting the quality problem to the management. He should not mini-
mize the potential affects or equally distort the potential damage in his presentation. He
should use his voice to reasonably present the facts with the supporting data and his rec-
ommendations to the management for a resolution decision.

Quality Assurance Benefits

The benefits of implementing quality programs can be intangible and, as such, diffi-
cult to assess. Some managers view accreditation requirements as the only reason for
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implementing quality programs. They do not see the fact that implementing quality
programs that meet the needs of their customers is more importantly good business
practice.

Many old-school laboratory managers feel that the time used implementing quality
programs will affect the number of samples that are processed. They do not look at the
long-term effect of not implementing these programs. In some instances, implementing
quality programs will increase productivity.

Implementing quality programs reduces reanalysis time. Reanalyzing a sample more
than doubles the processing time. That does not take into account the time required to
detect and correct the issue that caused the sample to be reanalyzed.

Having an established quality program provides credibility to the laboratory and
enhances its image within its analytical community. Many clients choose a laboratory
based upon reputation. They are more likely to choose a respected laboratory with an active
quality program over an unknown entity with unknown quality practices. Clients are less
likely to bring samples to a laboratory whose results cannot be trusted. Quality programs
help provide that trust.

In the world of forensic laboratories, quality programs reduce the challenges in court
leading to testimony stipulations and minimizing analyst court appearances. The ana-
lyst cannot process samples while he is preparing for trial, giving depositions, traveling to
court, waiting to testify, or providing testimony. Therefore, implementing a quality pro-
gram increases sample output.

Quality Assurance Cost

Establishing and maintaining a quality program is not free or cheap. The costs of a quality
program can be measured, even though the benefits may not be tangible and difficult to
measure.

The cost of the maintenance of a quality program is estimated to be 10-20% of a labo-
ratory’s operating budget. This cost is significantly higher while the program is initially
being established and during times when accreditation is being sought.

A significant amount of time and effort is dedicated to the preparation of a laboratory’s
polices and procedures. These documents serve as the foundation of the laboratory’s qual-
ity program. Every aspect of its operation needs to be documented, so there is no question
concerning how to address any given issue.

Another significant amount of time is dedicated to personnel issues. QA principles
need to be taught, incorporated, and accepted by every segment of the laboratory. The time
taken to teach and transition employees to a culture that embraces quality programs affects
the laboratory’s productivity.

Productivity Costs

QA programs do affect laboratory output. Fewer samples can be processed in a given
amount of time because QA steps are part of the analysis. This leads to longer processing
times. The laboratory’s management should factor this processing time increase into the
cost of analysis.
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Prevention Costs

Quality programs have prevention associated costs. These costs are used to reduce or elim-
inate risks and issues that may ultimately cost the laboratory more if they are not addressed
before they become a problem.

Staft members must be provided training in their area of responsibility. This training
includes not only basic and refresher training, but any remedial training required to cor-
rect deficiencies when they are encountered. Additionally, the costs of other professional
development activities, such as professional association dues and attendance of profes-
sional meetings, should be included in the cost of employee development.

Instrument maintenance and calibration is another cost associated with implementing
and maintaining a quality program. The validation and calibration of instruments requires
the procurement of traceable standards. In some instances, expert technicians are required
to provide routine maintenance and calibration activities to the testing equipment. Both
of these are costs that are not directly associated with the analysis of a client’s samples, but
must be factored into the cost.

Laboratory design can affect quality. Poor design may lead to contamination issues
and require remediation. Inefficient layout may require changes in the laboratory’s floor
plan or reorganization of work space to increase efficiency and the associated qual-
ity. This is another cost associated with quality but not directly attributable to sample
examination.

Preparation of the QA manual and the other administrative and technical manuals
required for the daily operation of the laboratory requires time. Moreover, the mainte-
nance of these documents requires time and effort to ensure the information they contain
is the most current available. Additionally, there is a cost associated with the initial dis-
semination of these manuals as well as their associated updates.

Appraisal Costs

A QA program is a continuous state of appraisal. The combination of internal and external
evaluations constantly monitors laboratory operations, looking for ways to improve them.
This is all part of the goal of continuous self-improvement.

This constant state of reflection has a significant impact on quality but comes at a price.
Appraisals, evaluations, inspections, whatever label you want to place on them, all cost
time, resources, and in some instances, money.

Proficiency Tests

Proficiency tests are a mechanism in which the laboratory establishes the competency of its
analysts. Some laboratories only utilize proficiency tests as part of an accreditation or cer-
tification program. Other laboratories do it because it is good business practice to be able
to demonstrate to their clients that their analysts obtain the correct results when presented
with a blind unknown test sample. Most do it for a combination of reasons.

Testing and evaluation takes time and resources beyond the time and resources used
by the analyst to perform the test examination. Time and effort go into the preparation of
the test. More time and effort must be exercised in the test’s evaluation. If an external test
is used, the cost of the test must be factored into the equation.
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As stated previously, proficiency tests test the analytical system as a whole, not just the
analyst. Unfortunately, too many laboratory managers use an incorrect result on a profi-
ciency test to justify disciplinary action instead of as a quality tool. Rather, the managers
should be evaluating why the system produced the incorrect result was achieved.

Even more resources must be expended if the test result does not achieve the test’s tar-
get value. The time to evaluate why the examination missed the target is used. The time and
cost of correcting or updating the defective equipment is an expense. The time and effort
required to update, validate, and document new methods is another unanticipated cost.
Time the analyst is not allowed to perform casework is lost, unproductive time. The time
and effort used for remedial training and retesting is unproductive time as well.

Audits

Audits, inspections, evaluations, whatever the name, are a means of evaluation that is nec-
essary for self-improvement. A laboratory cannot address problems if it does not know
they exist. Audits and such provide the laboratory a mechanism to recognize risks before
they become an issue and to identify issues before they become a problem.

Audits, even self-conducted internal audits, come with a cost. Internal auditors and
inspectors must be taken away from their normally assigned tasks to perform the audit
and draft the subsequent audit report. One or more days of analyst productivity is lost in
preparing for the inspection. An additional day or more of analyst productivity can be lost
during the audit itself. Finally, there is the cost associated with remediation of deficiencies
detected during the audit.

External audits reduce certain costs at the expense of others. The use of external audi-
tors allows the managers who would perform an internal audit to continue to execute their
normal assigned duties, eliminating the cost of the loss of their productivity. However,
there is a financial cost to using external personnel. The cost can be simply monetary by
simply paying for an outside audit. Or the cost will be in the loss of future productivity
because the laboratory is trading time with other laboratory managers.

Accreditation

Accreditation is an extreme form of an external audit. It is used to validate the laboratory’s
quality programs and compare them to a set of established criteria. It is also a means to
demonstrate to the public that the laboratory meets a known standard of quality.

Accreditation has its cost. There are fees associated with the inspection process.
Additionally, there are the time and resources that most be dedicated to preparing for the
inspection and other accreditation activities. These costs can be discounted if one looks
at them as the costs that would be normally encountered under the laboratory’s quality
program.

Some laboratories feel the cost of accreditation is unnecessary and that opening their
operation to outside scrutiny would be detrimental. They believe that their in-house qual-
ity systems are more than adequate. However, there can be a cost for not participating in
an accreditation system as well.

The Federal Bureau of Investigation’s forensic laboratory maintained this attitude for
years. They refused to participate in a forensic laboratory accreditation system they in part
helped to establish. They felt that their internal quality mechanisms and the perceived need
to keep their procedures proprietary outweighed the need for external validation. The FBI
laboratory did not accept and embrace accreditation until a change within the highest
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levels of the FBI management structure and bad publicity concerning the internal work-
ings of the laboratory forced them to reevaluate their position on accreditation.

This change in philosophy ultimately was costly to the FBI laboratory. Policies and pro-
cedures had to be changed and documented. A whole culture and mindset within the labo-
ratory had to be changed through training and education. Additional staff had to be hired
to manage their quality programs. Hundreds if not thousands of man hours of productiv-
ity were lost during this transition. All of this could have been spread over time if they had
accepted the inevitable nature of laboratory accreditation when it was first introduced.

Corrective Action Costs

There is always a cost associated with repair or maintenance of situations that affect opera-
tional performance. A laboratory is not different. A laboratory will incur corrective actions
costs associated with repair, maintenance, or remediation of risks and issues that affect the
quality of the laboratory’s operation.

Ignoring a risk or an issue is not an option. The problem will not diminish or disap-
pear. The problem will be enhanced over time. Minor issues will become major problems
when it comes to light that the management knew the issue existed and failed to act. Hence,
inaction is viewed as an action and can be viewed as an approval of practices that adversely
affect the quality of the laboratory’s output.

The investigation of potential risks and issues to determine how they will potentially
affect the laboratory’s quality takes time and resources. Developing and implementing a
remediation plan to address valid risks and issues takes additional time. Finally, evaluating
the remediation actions to see if they had the desired results is another cost of corrective
actions. This sequence of actions takes time and resources away from laboratory produc-
tivity, but it must be done in an expeditious manner.

Other costs associated with corrective actions may include the reanalysis of samples
that the issue may have had impact on. Revising or creating new policies, procedures, or
analytical methods to address the risk or issue may be necessary. Retraining personnel
to correct substandard performance or to implement new or revised procedures must be
factored into the cost of taking corrective action.

Damage control is a hidden cost of a QA program. Admitting there was an issue will
affect the laboratory’s reputation (a cost). Openly expressing how the laboratory plans to
address the issue can minimize that cost. However, hiding or denying the issue existed
issue existed will only compound the initial cost associated with the issue but add an addi-
tional cost of the loss of trust due to lack honesty.

Cost of NO Quality Assurance

There is a cost associated with QA, whether it is implemented or not. The laboratory can pay the
cost of implementing a QA program or pay the cost associated with not implementing it. Either
way, the laboratory is going to pay. It is up to the management who gets paid and how much.

Negative Image

There is a business adage about negative publicity being ten times more powerful than
positive publicity. Positive publicity creates and retains clients and customers. Negative
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publicity repels far more that potential customers and erodes the confidence of existing
clients at a much greater rate. Therefore, it is the laboratory’s best interest to create and
maintain a positive image and a viable QA program will help them do that.

Not having a viable QA program creates a negative image concerning the results pro-
duced by the laboratory. It erodes confidence in the results it generates. This erosion can
have a snowballing affect. Lack of confidence can lead to media publicity. Media publicity
tends to distorted facts, which creates a bigger problem. Given time and enough media
attention, a simple fact that a laboratory did not perform a quality check on one reagent
during an analysis can be distorted into a complete lack of confidence in the laboratory’s
ability to perform any type of analysis.

All laboratory results can potentially become part of criminal or civil litigation. In
a legal system where credibility is essential, the lack of a QA program can be the differ-
ence between acceptance and disbelief. The “trust me, I am a scientist” is not sufficient in
an adversarial legal system. The lack of a QA program will lead to unnecessary probing
attacks on the laboratory’s credibility by the opposing council.

Consequences

The lack of a QA program has many ramifications and consequences that have far reach-
ing effects. In some instances, they can affect the life or liberty of individuals that are
indirectly associated with the client or customer. In these instances, the existence of a QA
program is essential to protect the life and liberty of those affected by the results generated
by the laboratory.

How does the pharmaceutical laboratory justify not noticing that the wrong drug was
placed into one of the company’s preparations? How does a medical laboratory justify mix-
ing samples to a person whose health was affected by the reported laboratory results? Who
is going to give back the years of wrongful incarceration to an individual who has been
convicted of a crime due to faulty laboratory results? These are real consequences that
result on a recurring basis because of the lack of a QA program or not adhering to its
procedures.

There are additional consequences and costs associated with mistakes that occur
as a result of a lack of a QA program. The person who is ultimately affected adversely
by a laboratory’s incorrect results may be granted compensatory damages. In addition,
punitive damages may be awarded, if it is determined that the presence of a QA program
would have prevented the mistake and the laboratory knowingly did not implement a QA
program that would have prevented the mistake. Finally, that laboratory will be forced
to expend the cost of time, money, and resources to implement a QA program it should
have had in place in the first place.

Quality Control

QA and quality control are often confused and used interchangeably. Quality control is
defined as:

documented laboratory operations that ensure that the data generated are of known accuracy
to a stated quantitative degree of probability.
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Simply stated, QA is a system. Quality control is a component of the system.

Quality Control Operations

Quality control operations are a series of procedures that document various laboratory
operations. This creates a paper trail that demonstrates that the different components of
the laboratory are functioning as designed before, during, or after the analysis in questions
was performed. Quality control operations include, but are not limited to, the following:

« Document control procedures

 Audits and inspections

o Training procedures

« Proficiency testing

« Method validation studies

o Method standardization

« Instrument calibration and maintenance record
 Use of traceable reference samples

o Corrective action procedures

Quality Assurance Documentation

The objective of QA is simple. It is to provide a series of documented standardized proto-
cols to ensure the quality of the analysis that the laboratory performs. As a result, every
step of the analytical process is documented to ensure the accountability and traceabil-
ity of the samples and their associated data. The accountability and traceability extends
beyond the client’s samples to the equipment, chemicals, and reference material used dur-
ing the testing process. Additionally, there are procedures to ensure the protection of data
from loss or alteration.

QA documentation can be divided into two basic categories of protocols and informa-
tion. Protocols define tasks (policies) and the methods used to perform them (procedures).
Information refers to all of the data that are acquired by the laboratory, without regard to
its origin.

Protocols

A comprehensive QA program requires that a laboratory documents what it does and how
it does it. The documentation process removes any ambiguity that may occur concerning
how and why the laboratory functions the way it does. It also ensures that a task is per-
formed the same way every time by every individual who performs it. This operational
consistency is essential to guarantee reproducible results.

Performance consistency in administrative functions is equally important to their
counterpart in the technical areas of laboratory analysis. Therefore, a set of policies and
procedures must be drafted to address these functions as well.

Protocols are compiled in a series of policies and procedures. Policies define what
needs to be done. Procedures define how the policy is to be implemented. These can
take the form of a single narrative document or as a set of individual documents, each
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addressing individual topics. The format is up to the discretion of the laboratory’s
management.

Protocols can be generally divided into two categories, operational and technical.
Operational protocols apply to all factions of the laboratory. Technical protocols apply to
the analytical tasks.

Protocol topics include, but are not limited to, the following:

o Operational protocols
o Administrative issues
« QA issues (general application)
o Health and safety
o Property and evidence

o Technical protocols
o Training
o Analytical methods
o QA (specific applications)
o Reference materials

Information

Information refers to all of the data that are acquired by the laboratory, without regard
to its origin. Every action within the laboratory must be documented in some form. This
serves a number of functions. First, it provides a record that the task in question was per-
formed. Second, the information provided by these records can be utilized to improve or
correct any of the laboratory’s operations.

In a litigious society, it is important to be able to prove a task was performed and its
results. The adage that if it is not written down, it does not exist, is extremely applicable in
the realm of QA.

This adage applies not only to records that can potentially be introduced into a court of
law, but to the maintenance of equipment or the ordering of supplies. Maintenance records
give insight as to when preventive maintenance is required as well as providing the ser-
vice engineer information he needs to diagnose problems when they occur. Supply records
provide information concerning consumption trends that indicate need or can be used to
determine expiration dates of chemicals or perishable reference materials.

Information can be used to establish the laboratory’s due diligence. Training records
establish the fact that analysts were provided the appropriate training and continuing edu-
cation in the examination areas they are responsible for. Corrective action reports establish
the fact that the laboratory was aware of a risk or issue, the steps it took to address them,
and the result of the mitigation. Information establishes the facts that the chemicals and
equipment used to perform the examinations were free of contamination and functioning
as designed.

Information topics include, but are not limited to, the following:

 Results of calibration and maintenance
o Personnel training
o Validated analytical methods
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« Reagent preparation logs
 Continuing education
« Peer review of all phases of laboratory operation

Summary

Establishing a quality program is much more than a checkmark on an accreditation punch
list. Establishing and maintaining a quality program is simply good business. The benefits
derived from these programs are immense. However, there is a cost.

The key to a successful quality program is a documentation system that is easy to
understand and simple to maintain. The balance of this book will provide suggestions on
how to develop and maintain the documentation for your laboratory’s QA program.
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Project Management

Overview

If the key to a successful quality assurance program is the manuals and associated docu-
ments that define the program and its various components, then the key to the design and
implementation of the laboratory quality assurance manuals and related quality system
procedures (QSP) is the utilization of a systematic project management approach during
their development. There are hundreds of books, Web sites, and programs devoted to the
study and implementation of project management. The goal of this chapter is not to pro-
vide an all-inclusive discussion of project management and its application, but to provide
a framework for the laboratory involved in an initiative to create these documents as part
of their quality assurance program. To that end, this chapter will focus on an explanation
of what project management is, why is it needed, and the specific tools and techniques
that can be used to provide the systematic approach for the laboratory during the design
and implementation of their quality assurance methods, manuals, and procedures. At the
conclusion of each section, a listing of each project management template and best practice
(BP) checklist referenced in the section will be provided.

What Is Project Management?

The Project Management Institute (PMI) in the “Guide to the Project Management Body
of Knowledge” (PMBOK), defines project management as “the application of knowledge,
skills, tools and techniques to project activities to meet project requirements” (PMI 2000).
Project management provides a systematic approach to the management of projects, regard-
less of their size, duration, or complexity. At a minimum, project management does the
following:

« Ensures that the product that the project is to deliver is clearly defined and under-
stood by all parties.

« Enables the objectives of the project to be clearly defined and closely aligned to the
business objectives of the organization.

« Promotes a structured and logical approach to planning and encourages more
accurate estimating of time, cost, and other resources.

« Provides the project manager a means to manage project risk.

 Provides a consistent means to monitor and control.

35
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What Is a Project?

The PMBOK defines a project as “a temporary endeavor undertaken to create a unique
product or service.” Typically, a project is a one-time effort to accomplish an explicit
objective by a specific time. Unlike an organization’s ongoing operations, a project must
eventually come to a conclusion. Over time, projects may be undertaken at all levels of
the laboratory. Some of the projects may be short in duration. Some may require individ-
uals from all levels of the laboratory. Others may involve only a single person. Examples
of projects that may be undertaken by the laboratory include the following:

« Developing a new quality assurance manual and related procedures
« Developing or acquiring a new or modified information system

« Constructing a building or facility

 Implementing a new procedure or process

 Organizing the annual conference

So, what are the characteristics of a project? What makes a project different from the
daily work carried out in the laboratory (e.g., processing physical evidence, sample con-
trol, and employee recruitment)? Generally, projects have a specific start and end date,
an approved budget or cost constraints, assigned resources that may be in limited supply,
and deliverables requiring definable tasks that may be unique in nature. Additionally, all
projects will have some level of inherent risk and should provide some measurable benefit
to the organization. Thus, a laboratory embarking on the design and implementation of
the operational and technical manuals necessary for successful laboratory accreditation is
said to be undertaking a project. The deliverables will most likely be needed by a certain
date. The laboratory may have set aside a specific budget for the development of the poli-
cies, procedures, and static documents. Resources (or external vendors) will be required to
do the development. There may be one or more risks related to the laboratory’s ability to
complete the task.

Project success is not guaranteed. If you search the Internet, you will find statistics
showing 50%, 75%, and even 100% of projects fail. Project success is critical if not manda-
tory for the development of the quality documents in preparation for laboratory accred-
itation. By utilizing a systematic project management approach and understanding the
critical success factors of the project, the chances of succeeding can be improved. A sys-
tematic project management approach, regardless of budget, level of effort, or benefit to the
organization should employ the following success criteria:

. Executive management support of the project

. Laboratory personnel (users) involvement

. Clear statement of goals, objectives, and requirements
. Proper planning

. Realistic expectations

. Smaller project milestones

. Competent staff

g N U R W~

* A Guide to the Project Management Body of Knowledge (PMBOK® Guide)—Fourth Edition© 2008 Project
Management Institute, 14 Campus Blvd., Newton Square, PA 19073-3299 USA.
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What Are the Phases of a Project?

Over the years, those involved in managing projects have observed that projects have spe-
cial characteristics that can be exploited to manage them more effectively. One of those
areas somewhat peculiar to the project environment deals with project phases:

« Projects go through definite and describable phases.

« Each phase can be brought to some sense of closure as the next phase begins.

 Phases can be made to result in discrete products or accomplishments (e.g., design
of quality assurance manual template needed before construction of the docu-
ment) to provide the starting point for the next phase.

o The cost for each phase begins small and increases throughout the project, culmi-
nating in development, procurement, and the operations and support phases.

 Phase transitions are ideal times to update planning baselines, to conduct high-
level management reviews, and to evaluate project costs and prospects.

Projects should be structured to take advantage of the natural phases that occur as
work progresses. The phases should be defined in terms of schedule and also in terms of
specific accomplishments. You should define how you will know when you are finished
with each phase and what you will have to show for it.

PMI defines five major project phases: initiation, planning, execution, control, and clo-
sure. One could make the case that almost every project goes through these five phases.

o Initiation phase: The initiation phase is the first phase in a project’s life cycle. It
focuses on project definition and project feasibility. Activities in the initiation
phase include analysis, requirements definition, estimating, and development of
the preliminary project plan. The deliverable of the initiation phase is the project
charter, which should be approved before moving into the next phase.

« Planning phase: The planning phase is when the detailed aspects of the project
are determined, coordinated, and documented. The quality and quantity of work
completed during the planning phase is critical to the project’s success. Depending
on the size and scope of the project, the planning phase may include several of
the following: project organization, change management, issue management, risk
management, quality management, schedule and task planning, communication
management, vendor selection, test plans, deployment plans, training plan, and
maintenance plans. The deliverable of the planning phase is the completion of a
formal project and management plan and project kickoft.

« Execution: When the project gets underway and task orders are in various stages
of completion, the project is in the execution phase. Project execution is where
the concepts of planning turn into the realization of outcomes and where most
of the project time is spent. It is also where the project is at its greatest risk for
failure. The execution phase includes completion and testing of project work, user
training, deployment and transition execution, distribution of information, and
meetings.

« Monitoring/controlling: During the monitoring/controlling phase, the project
manager works to ensure that project objectives are met by monitoring and
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measuring progress. All measurements should be compared against the project
plan developed in the initiation phase. The project manager will identify variances
from the plan, identify issues, take corrective action, and continue risk assess-
ments. Monitoring/controlling may overlap with other project phases.

o Closure: While the closure phase is not absolutely critical to the project’s success,
it is very important to the success of future projects and the success of an organi-
zation’s project management office. Many of the closure phase best practices are
designed to harvest the maximum knowledge, momentum, and goodwill from a
project in ways that can benefit future projects.

Project Initiation

Overview

Project initiation involves the coordination of activities from inception through to plan-
ning to bring together the key information needed to start the project on a sound basis
and to convey that information to all concerned with the project. These activities include
analysis, requirements definition, estimating, and development of the preliminary project
plan. In short, this is the “who, why, what, when, and how” part of the project. It defines all
major aspects of a project and forms the basis for its management and the assessment of the
overall success. The outcome of the project initiation activities is the project charter.

Project initiation is critical to the success of the project. Research indicates that most
projects that fail have either skipped the project initiation phase altogether or have been
through inadequate initiation processes. The project is initiated or defined to determine
its viability. Essentially, a go/no go decision about its viability needs to be made by the end
of the initiating process. For instance, this might be a decision as to whether a sustainable
commitment can be made to the necessary resources if the project is to proceed. The steps
for initiating the project will be presented in sequence; however, in reality this is an itera-
tive process. You will find that in many cases you will need to go back through these steps
several times until you have initiated or defined the project and have obtained a satisfac-
tory level of agreement about the project objectives.

Who Is Involved?

At this point, the project is usually not formally established nor has a project manager been
formally recognized. However, often the individual creating the project charter is formally
recognized as the project manager upon the document’s approval. In addition, the project
sponsor may also be the “appropriate decision maker” identified in the project’s concept
stage. In practice, the project charter is developed by the project sponsor upon approval of
the business case document. However, at the direction of the sponsor, the project charter may
be developed by a separate individual or group. Often the project sponsor will identify a pro-
spective proje