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Preface

Terrorism has been a fact of life in many countries around the world, such
as Northern Ireland, England, Israel, and Japan. It is, however, no longer a
problem that just happens somewhere else. Bombings at the World Trade
Center, the Oklahoma City Federal Building, the 1996 Atlanta Olympics, and
in many other locations throughout the U.S. brought the idea of terrorism
home. Since September 11, 2001, we know that the U.S. is a high priority
target on the radar of terrorist organizations worldwide. It is not just foreign
countries and factions that sponsor terrorism, but domestic groups as well,
including militia, antigovernment, antiabortion, and animal rights organi-
zations, to mention a few. While bombings have been the terrorist weapons
of choice in the past, chemical and biological agents will likely be the weapons
of choice in the future. Biological agents, in particular, are cheap and easy to
make without detection. They have often been referred to as the “poor man’s
atom bomb.” A very small amount of a chemical or biological agent has the
potential to kill thousands of people if disseminated in an effective manner,
and there may be little we can do to prevent its rapid spread. The outcome
of a terrorist attack may well depend on how thoroughly emergency respond-
ers at all levels plan and train to deal with terrorist events.

The underlying mission of this book is to present the idea to emergency
responders that chemical, biological, nuclear, explosive, and incendiary
agents are hazardous materials. Responding to terrorist incidents is not unlike
responding to hazardous materials releases. In fact, a terrorist response is a
combination of a mass casualty incident, technical rescue incident, hazardous
materials incident, and crime scene rolled into one. Many warfare and ter-
rorist agents are common industrial chemicals and explosives. Acts of ter-
rorism are hazardous materials incidents. To quote Chicago Fire Department
deputy commissioner and former hazardous materials team commander
Gene Ryan, chemical and biological terrorist agents are “hazmats with an
attitude.” Responders will still need to exercise recognition and identification
procedures, enforce scene security, establish isolation zones and perimeters,
wear proper protective equipment, and implement decontamination proce-
dures. When dealing with acts of terrorism, there are new recognition and
identification tools, advanced equipment technologies, and additional players
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involved on the scene of an incident. However, it is still a hazardous materials
response at the local level. If emergency responders are prepared to deal with
releases of hazardous materials, they can also deal effectively with chemical
and biological agents. What will be required is additional planning, proce-
dures, equipment, and training.

Sadly, however, some emergency response organizations and individual
personnel are not ready to deal with “ordinary” hazardous materials, let alone
chemical and biological agents. Response personnel, in some cases, will take
the same passive attitude they did with hazardous materials in the beginning.
A turning point occurred when the Emergency Planning and Community
Right-To-Know Act (EPCRA) was passed by Congress in 1986. The legislation
led to training competencies and response procedures for hazardous mate-
rials incidents. Some response organizations still said “it can’t happen here”
and did not prepare.

Chances are that chemical and biological agent attacks, bombings,
nuclear devices, and incendiary device threats will not happen in every com-
munity across the country; however, no one knows where the attack might
occur. The numbers of attacks, when and if they occur, are likely to be small.
But the potential loss of life and disruption of lifestyle as we now know it is
too great to put our heads in the sand and pretend it cannot happen to us.
We must all prepare for the worst and hope for the best.

Every person in this country who responds to emergencies, whether he
or she is a fire, EMS, police, or other emergency professional, should be aware
of the basic tools needed to recognize and safely respond to acts of terrorism.
This book is written to provide concise information for emergency respond-
ers who might be called upon to confront explosive, chemical, nuclear, bio-
logical, or incendiary acts of terrorism. Specific procedures are necessary to
properly respond to acts of terrorism.

Terrorism is another type of hazardous materials incident — with some
special circumstances. How well prepared are you to deal with terrorism?
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Introduction: It’s Just
Another Hazardous
Materials Incident!

Several tragic events in the mid-1990s caused emergency responders to stop,
pause, and consider both their luck and preparedness. Multiple terrorist
attacks using the nerve agent sarin in Tokyo/Yokohama, Japan; explosions at
the World Trade Center in New York City; the bombing of the Alfred Murrah
Federal Building in Oklahoma City, Oklahoma; bombings at the Olympics,
an abortion clinic, and at a gay night club in Atlanta, Georgia; and an attack
on a family planning clinic in Birmingham, Alabama made the threat all too
clear. Terrorism was not just something that occurred somewhere else, it was
happening right here in the U.S. We as emergency responders were not
prepared to deal with acts of terrorism. Federal agencies such as the Federal
Emergency Management Agency (FEMA), the National Fire Academy (NFA),
and the U.S. Justice Department developed training programs for emergency
responders to prepare them for response to acts of terrorism. But, as with
any new preparedness concept, there were those who thought it couldn’t
happen in their communities and felt that preparing for something that was
unlikely to occur was not necessary (ostrich syndrome). Then came the
terrorist attacks of September 11, 2001 — another “day that will live in
infamy.” Al Qaeda-backed terrorists hijacked four commercial aircrafts (Boe-
ing 757s and 767s) and crashed two of them into the World Trade Center in
New York City, killing 157 aboard the aircraft and hundreds on the ground,
including 343 firefighters, 21 police officers, and 37 Port Authority police
officers. Another flight was crashed into the Pentagon in Washington, D.C.,
killing 64 on board and 125 on the ground at the Pentagon. A fourth plane
destined for the U.S. Capitol Building in Washington, D.C. crashed into a
field in Pennsylvania after passengers tried to take back the plane, killing all
45 on board. The crashes into the World Trade Center led to the total collapse
of both buildings and several surrounding buildings. The crash into the
Pentagon resulted in a partial collapse of that building. Total fatalities as of
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September 2005 include: confirmed dead — 2,948, reported dead — 24,
reported missing — 24, total — 2,996. Terrorists had declared war on Amer-
ica. While the first battles of the war were fought in big cities, we need to be
careful not to think that it only happens in some other city, not our own —
or it happens in the big cities, not in rural America. Terrorism can happen
anywhere at anytime, and there is little we can do to prevent it. No place is
immune. As security increases in major population areas, the terrorists will
likely turn to soft targets in other places they feel are vulnerable, like smaller
cities and rural America.

Remember the mailbox bombings in the Midwest in 2002 where John
Helder planted 18 pipe bombs in mailboxes in five states? That event, even
though a criminal act, created terror in rural America. Think about it, the
mailbox is a very important part of daily life in most parts of America. But
in rural America it is the lifeline to the outside world. What if people were
afraid to go to the mailbox and get their mail? After all, the goal of the terrorist
is to cause fear among the population and distrust in government’s ability
to protect its citizens. Then there were the snipers in Maryland, Virginia, and
Ohio, whose actions resulted in fear among people living in the affected areas.
Those events were also criminal acts and not terrorism, but what if terrorists
used those tactics? What if it happened in dozens of states or cities? What if
it happened during major events such as the Super Bowl, NCAA Basketball
Tournament, state fairs, NASCAR races? While we may not be able to do
anything to stop terrorism, we can certainly prepare to handle the aftermath
in a safe and appropriate manner. We are all at the mercy of radical groups
or individuals who have extreme political or religious agendas, personal
grievances, or psychological disturbances. Terrorists strongly believe in their
causes. Many believe they are patriots. Not unlike Paul Revere, Ben Franklin,
George Washington, and others in the American Revolution. Wasn’t the
Boston Tea Party really an act of terrorism? It really depends on your mindset
at the time you commit the act. To some you are a patriot or a religious or
political hero; to others you are a terrorist.

Philip Stern, a terrorism expert with The Fairfax Group, a New York-
based corporate security firm, said, “As an open society and a democracy,
this country is particularly vulnerable. We have free passage coast to coast,
anyone can apply for a visa to visit, and the population is both enormous
and diversified.” Our borders are virtually unprotected, with Canada and
Mexico offering potential routes for terrorists who might want to cross over.
After all, thousands of illegal immigrants cross over the virtually unprotected
borders each year. According to Stern, “Such factors provide cover to anyone
who may wish to commit an act of violence against this country. Those kinds
of people may be resentful economic ‘have-nots’ or even religious fundamen-
talist extremists who see Western culture, values, and power as oppression.
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At the same time, we have the Montana Freemen, the Branch Davidians, and
the people who bomb our churches — all symptomatic of disenchantment
with society among people who are willing to use violence.” Abortion clinics,
family planning clinics, fur stores, research facilities that use animals, and
farms that raise them for their fur have been targets for terrorists in this
country. Thousands of bombings occur in this country every year, though
on a fairly small scale compared to the bombings in Oklahoma City and at
the World Trade Center in New York City.

No one could have ever imagined the events that took place on September
11,2001. Most people thought hijackings on U.S. soil had ended in the 1970s
with the resulting increase in security measures at airports. For the first time
ever America was attacked from the air at home. Terrorists executed a well-
planned attack against the Twin Towers of New York City’s World Trade
Center and the Pentagon with our own commercial airliners. In fact the
terrorists were taught to fly those planes at our own training facilities in this
country! This attack created the largest single loss-of-life event for emergency
responders that has ever occurred in this country. I am sure no one ever
dreamed we could lose so many emergency responders in one incident. In
addition, 2749 civilians were killed. I will never forget the report on the radio
of a plane crashing into the World Trade Center in New York City. Terrorism
was not my first thought; to me it was an accident, and I wanted to get more
information. It was not the first time planes had flown into buildings by
accident. I never considered the possibility of a hijacking, as I thought our
airports were secure; after all, there hadn’t been any hijackings in the U.S.
since the 1970s. My first move was to turn on the television in the training
room at work. There it was, the image of the North Tower of the World Trade
Center burning and a huge cloud of smoke rising above the Twin Towers.
The sight was almost beyond belief. No one knew exactly what had happened
at that point. As I stood watching the events unfold for several minutes, I
saw, live, the second plane crash into the South Tower. I could not believe
what [ was seeing; it was like something out of a Hollywood movie, not
something happening live in New York City. It was surreal, yet I knew then
it was no accident. The events of September 11, 2001, were mind boggling
as they unfolded. Many things were so hard to understand or comprehend.
I had not felt such uncertainty since growing up as a child during the Cold
War and, in particular, the Cuban Missile Crisis in 1962. Could this really be
happening here? People (approximately 200) were jumping from the burning
towers on live television; the enormity of the emergency response efforts was
even taxing the resources of the largest fire department in the U.S. Once again
I watched, live, as the South Tower collapsed, followed by the North Tower
a short time later. This could not be happening, I thought. Not even al Qaeda
could have hoped for more. There had to be hundreds of victims and emer-
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Figure 1.1 (See color insert following page 236.) Smoke billows from one of
the towers of the World Trade Center, and flames and debris explode from the
second tower. (Source: AP/Worldwide Photos. Used with permission.)

gency responders inside the building when it collapsed, and many were going
to be killed. The events were becoming too much to comprehend. Huge
clouds of smoke and debris rolling through the streets, people running,
seeking what shelter they could find. It all happened so fast. As bad as the
crashes and fires were, the thought of collapse had never entered my mind.
There had never been collapses of buildings that size, or even close. What a
horrible twist to an already enormous tragedy. Reports started coming in
from Washington of a crash at the Pentagon. That was pretty close to home
— would Baltimore be next? Rumors were rampant: car bombings in Wash-
ington, D.C., more planes headed for Washington. Where was the govern-
ment? How could they let this happen? Where was the military? All of these
questions were going through my mind as the events unfolded. It turns out
there were no antiaircraft capabilities in Washington, D.C. — not even to
defend our nation’s capital. Fighter jets had to be dispatched from southeast
Virginia. Then there were the thoughts of rescue efforts. Surely there were
victims alive in the rubble. We had to get them out — firefighters, police
officers, civilians — someone had to rescue them. But as it turned out there
wasn’t anyone alive to be rescued; ambulances waited to transport victims
and triage areas were set up, but none were needed. The force of the collapse,
the weight of the debris, everyone was gone. Rescue turned into months of
body recovery and years of body identification, 1,161 bodies were never found
or identified, including those of emergency responders. Life as we knew it
had changed forever. Funerals, memorial services — hundreds of them —
our worst nightmares about terrorism had come true.
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Figure 1.2 For a successful outcome, police and fire department personnel will
need to work closely together during a terrorist attack.

It has been my strong personal belief since we began planning and train-
ing personnel for terrorism response back in the early 1990s that terrorism
is “just another hazardous materials incident” with some special circum-
stances. If emergency responders are trained and equipped to deal with
hazardous materials incidents, they can handle the aftermath of terrorist
incidents with some additional training and equipment. Responders who are
not prepared for hazmat response will not do well at terrorist incidents either.
One of the biggest lessons learned from the September 11 attacks was that
all levels of government must support each other to maximize response
effectiveness to acts of terrorism. There needs to be planning, security
improvements, training, and exercises to validate the planning and security.
Fire departments, law enforcement agencies, EMS systems, hospitals, military
agencies, as well as all levels of local, state, and federal government, need to
come together to plan and prepare. Such an event could happen anywhere
in the U.S. If agencies and organizations do not develop plans, train and
equip personnel, and conduct exercises in preparation for acts of terrorism,
emergency scenes will be chaos.

During the 2005 hurricane disasters on the Gulf Coast of the U.S., it
became painfully apparent that we had not learned much about responding
to major catastrophic events. That was a natural disaster just four years after
September 11, oddly enough also in the month of September, but what if it
had been an act of terrorism instead? There was time to prepare, we had
notice that the hurricanes were coming, and yet the response from govern-
ment at all levels was severely lacking. People had been talking about the
vulnerability of New Orleans in the path of a major hurricane for years.
Terrorist acts are unlikely to come with any warning at all. If we are so
unprepared to respond to a major natural disaster, how can we hope to deal
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with the results of an act of terrorism? During training classes since the early
1990s, I have told responders that the federal assets, no matter what they
might be, will not be available at best during the first hours and likely the
first days of a major terrorist attack. Response personnel might be left on
their own for extended periods of time. Look at New Orleans during Hur-
ricane Katrina. Emergency responders and their equipment were victims of
the hurricane as well. Yet many of them remained on the job fighting crime,
fighting fires with enormous obstacles, without relief, without much sleep
or rest, without the basic needs of food and water, and in some cases adequate
shelter, yet they still did their job. Where was the federal response? Where
was the state response? There was chaos in New Orleans, lack of communi-
cation, no electricity, lawlessness, much of the city was under water and
inaccessible except by boat. The disaster was well beyond the capability of
the local resources and state resources. Yet it took days for help to come from
the federal government. There were days of warning before this disaster
occurred, yet the response was a total failure of government at all levels. How
could this happen in the United States of America, the richest country in the
world? I fully expected that if any terrorist organizations had any resources
or plans to attack the U.S., it would occur as the disaster on the Gulf Coast
was unfolding. What better time; government resources were stretched thin.
What happened on the Gulf Coast is just the type of thing the terrorist is
looking for: disruption of life as we know it. What have the terrorists learned
about our capability from the hurricane disasters? What will they do to
capitalize on that information? What would the attacks on September 11
have been like if emergency response from the local area was not available
or severely hampered as in New Orleans? What would September 11 have
been like if we needed to rely on state and federal resources? It was the heroic
efforts of the local emergency responders that kept September 11 from
becoming a bigger disaster than it already was. What if the acts of terrorism
on September 11 had happened in a smaller community with fewer local
resources than those available in New York City? We saw how long it took
for significant state and federal resources to respond when we knew a disaster
was going to happen and resources were staged near the disaster zones.
Terrorist events will likely be unannounced. We need to be ready at the local
level to deal with acts of terrorism. By coming together for planning and
training before an incident occurs, and working together in the aftermath,
we can greatly reduce the impact on the community during the event and
following recovery efforts. It is time to put aside our petty differences, drop
our jurisdictional boundaries, and work together for the common good. Only
by doing this can we mount an effective counter-terrorism strategy.

During the mid 1980s, the buzzwords in emergency response were SARA
(Superfund Amendments and Reauthorization Act) Title III, EPCRA (also
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known as the Emergency Planning and Community Right-To-Know Act of
1986), and hazardous materials. Definitions of hazardous materials usually
revolve around the U.S. Department of Transportation (DOT) definition, “A
substance or material which has been determined by the Secretary of Trans-
portation to be capable of posing an unreasonable risk to health, safety, and
property when transported.” While some hazardous materials that may be
used by terrorists are not generally transported legally, they certainly do “pose
an unreasonable risk to health, safety, and property.” Materials used in weap-
ons of mass destruction (WMD) can be placed into DOT hazard classes and
NFPA (National Fire Protection Association) 704 numbers can also be
assigned to them, indicating flammability, health, and reactivity hazards.
Hazardous materials used in acts of terrorism can be included in the follow-
ing hazard classes: poison gases, explosives, oxidizers, flammable liquids,
combustible liquids, poisons, and radioactive materials. With the passage of
EPCRA, for the first time, the federal government, through the Environmen-
tal Protection Agency (EPA) and the Occupational Safety and Health Admin-
istration (OSHA), mandated Standard Operating Procedures (SOPs) and
specific training competencies for emergency personnel who respond to haz-
ardous materials incidents.

While there are currently no training mandates for response to acts of
terrorism, all emergency responders should have a minimum of terrorism
awareness training. NFPA Standard 472 covers competencies required for
various levels of hazardous materials responders to a terrorist incident, but
it is not mandatory. Responders need to be able to identify when an act of
terrorism may have occurred. They need to know what protective measures
should be taken for themselves and the public. Training courses are available
for responders like hazmat team members who conduct more advanced
operational functions at a terrorist incident scene. These will be discussed
further in Chapter 11 Terrorism Training Opportunities.

Initially funding for hazmat training was limited, and some departments
resisted compliance with the federal hazmat training requirements. There
were fire chiefs who said, “We do not respond to hazardous materials inci-
dents” or “We won’t respond to hazardous materials incidents” (once again,
the ostrich syndrome). How many times do calls come in as something other
than a hazmat incident and turn out to be one? All responders must be able
to recognize hazardous materials incidents and take appropriate actions.
Responders should not be responding to emergency scenes without hazmat
and terrorism awareness training. In the beginning of regulatory require-
ments, most departments did comply with the EPA and OSHA hazardous
materials regulations. As a result of the federal requirements, hazardous
materials teams were formed and trained along with first responders. Train-
ing competencies were established by NFPA 472 and OSHA 1910.120 for
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hazardous materials awareness and operations that applied to first responders
across the country. Hazardous materials team members were trained as tech-
nicians and specialists to deal with the mitigation of incident hazards. Those
same first responders and technicians will be called upon to deal with WMD
used by terrorist organizations. OSHA established minimum contact hours
for some training courses; awareness had no hourly requirement, while oper-
ations required 8 hours, and technician and specialist 24 hours each. Some
jurisdictions expanded their programs far beyond those minimum require-
ments because they did not allow enough time for the type of training that
was really needed. Hazardous materials training can serve as a solid base on
which to build the competencies for response to terrorist incidents. NFPA
472 has been revised to include competencies for emergency response to acts
of terrorism, while there have not been any training standards or require-
ments created at the federal level.

Hazardous materials incidents occur on a frequent basis in many parts
of the U.S. Emergency responders, in general, have the training, experience,
and motivation to handle the incidents properly. However, there are locations
in the country that might experience only several small or perhaps just one
major incident in a lifetime. Acts of terrorism might not occur at all.
Responders in these locations are unable to gain experience dealing with
hazardous materials. It is difficult to maintain interest among response per-
sonnel for hazardous materials or acts of terrorism when they do not occur
on a regular basis. In fact, in many areas responders do not look for or expect
to find hazardous materials when responding to daily emergencies, and they
certainly do not look for potential acts of terrorism. Personnel may become
complacent about the potential for finding hazardous materials or terrorist
incidents in their communities. It is those types of situations where the
greatest danger lies. If responders do not maintain an awareness of the poten-
tial presence and dangers of hazardous materials and terrorist agents, they
will face a great potential to be injured or die at an incident scene. Incidents
might not happen frequently, but there is no way of knowing when or where
they will happen, and therefore we must always be prepared. Without aware-
ness of hazardous materials it is also likely that we will fail to identify potential
terrorist incidents.

Over the years, firefighters have lost their lives responding to releases of
hazardous materials in places like Kingman, Arizona, and Waverly, Tennessee.
Most of the materials involved in typical hazmat incidents, such as propane,
anhydrous ammonia, and chlorine, are very common. By now, responders
should be familiar with the characteristics and dangers of common hazardous
materials such as propane. Yet on June 27, 1993, three Warwick, Quebec,
Canada, volunteer firefighters were killed by a propane tank explosion during
a barn fire. Another incident occurred October 7, 1997, when two volunteer
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firefighters were killed in Carthage, Illinois, as a propane tank exploded on
a farm during a grain dryer fire. As recently as April 9, 1998, two more
firefighters were killed in Albert City, lowa, due to another propane tank
explosion on a farm. An all-terrain vehicle (ATV) struck two pipelines car-
rying liquid propane from an 18,000 gallon (68,220 L) capacity tank to two
vaporizer units. The ensuing cloud of vapor was ignited by a nearby ignition
source. The fact remains that hazardous materials are everywhere in the U.S.
— in transportation, fixed facilities, and manufacturing operations. They
can be found in large cities and small towns alike. No responder can escape
the potential for hazardous materials. Both career and volunteer firefighters
are at risk. They must have a keen awareness of the dangers and potential
locations of hazardous materials in every community and be prepared to deal
with them, whether the incidents occur frequently or once in a lifetime.
Terrorists may choose to use everyday hazardous materials in fixed stor-
age, hijacked shipments of highway containers, or even strategically derail
trains to cause the release of the materials over populated areas. The Balti-
more Tunnel train fire that paralyzed the city for days is a prime example of
the effects that could be expected if a terrorist group were to cause a train
derailment in a major city. At 3:04 pm on July 18, 2001, a 60-car CSX freight
train entered the Howard Street Tunnel, pulled by three engines and manned
by two engineers. The load included 31 full cars and 29 empty cars with a
mix of freight that included paper products, plywood, soy oil, and several
tank cars containing hazardous materials. At 3:07 pm, the engineers heard a
grinding noise, saw the air pressure in the brake line drop, felt a lurch, and
then noted that the train came to an abrupt stop. Their radio did not work
as they were in a dead zone in the tunnel, but at 3:15 pm, one of the engineers
used his cell phone to reach the train master to report the problem that the
train was stopped in the tunnel. The fumes were getting worse, so the engi-
neers cleared the tunnel with their three engines decoupled from the rest of
the train at 3:27 pMm. The fumes and smoke continued to worsen, which
suggested to the engineers that the train cars remaining inside the tunnel
were on fire. They reviewed the bill of lading, which listed the train’s contents.
Hazardous materials were listed on the bill, so the engineers contacted the
Baltimore City firefighters “somewhere between 3:35 pm and 4:15 pm” (the
time is disputed). From the time the Baltimore City Fire Department (BCFD)
arrived at 4:15 pMm (1 hour, 8 minutes after the train unexpectedly stopped in
the tunnel, time zero) and assumed incident command responsibilities, the
management of the disaster moved quickly. At 4:15 pm, CSX Transportation
notified the Maryland Department of the Environment (MDE)-Emergency
Response Division of the derailment of train cars carrying hazardous mate-
rials, whose staff arrived at the scene in 5 minutes. CSX contacted the
National Transportation Safety Board (NTSB), the BCFD Battalion Chief 6,
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and the BCFD’s hazardous materials coordinator. Light rail and rail freight
movement were disrupted, so the Maryland Transit Authority initiated a bus
bridge to bring light-rail passengers around the tunnel. Freight trains were
rerouted as far west as Ohio. At 4:20 pm, the chief of the BCFD requested
that all major roads (I-395, I-83, US-40) into Baltimore City be closed.
Baltimore City Police Department and Department of Public Works worked
quickly to bring this about. Still, no one was really sure about the identity
or harmfulness of the hazardous materials that were presumed to be burning
in the tunnel, which was so hot by this time (1474°F) that firefighters could
not enter. MDE requested a chemist from the private sector mutual aid plan
known as the South Baltimore Industrial Mutual Aid Plan (SBIMAP), which
produced two chemists immediately. At 4:35 pm (1 hour, 28 minutes after
time zero) the chemists declared that there was a potential for hydrogen
fluoride vapor from one of the tanker cars containing fluorosilicic acid. This
type of exposure requires special medical treatment.

Baltimore City emergency managers decided (and MDE concurred) at
4:45 pum to sound the sirens to notify nearby residents to shelter in place (the
actual sounding occurred at 5:45 M, 2 hours, 38 minutes after time zero).
At 4:53 pm the MDE contacted the U.S. Coast Guard, which 7 minutes later
closed Inner Harbor to boat traffic. Meanwhile, Orioles’ office workers were
told to leave the B & O Warehouse. The MDE and SBIMAP began monitoring
air quality at 4:53 pMm As a result of that incident, which was an accident,
several Orioles’ baseball games had to be postponed, the city was in a lock-
down mode for hours, and transportation systems and businesses were inter-
rupted. This incident went on for several days. Had a terrorist targeted a
specific train that had a toxic chemical, such as chlorine, on it, the outcome
would have been much worse. Until that incident occurred, many people
didn’t even know the tunnel existed.

During the 1990s, a new buzzword appeared along with new challenges
for the emergency responders: terrorism. Many definitions exist to specifically
define an act of terrorism. Every federal agency involved in terrorism training,
response, or investigation usually has one of their own. Generally, terrorism
is defined as the use or threatened use of force to intimidate persons, or a
society, for political or social goals. The U.S. Department of Justice defines
terrorism as “a violent act or an act dangerous to human life, in violation of
the criminal laws of the U.S. or any segment to intimidate or coerce a gov-
ernment, the civilian population or any segment thereof, in furtherance of
political or social objectives.” Goals of terrorists include causing fear among
the people and creating mistrust between a government and its citizens. They
may also try to change public perceptions and attitudes toward a government,
its policies, or its anticipated actions. In the U.S., the right to advocate change
in the government is guaranteed under the Constitution; however, the Con-
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stitution provides for an organized peaceful process, where terrorists choose
to influence the change through acts of violence.

The Federal Bureau of Investigation (FBI) categorizes terrorism as either
domestic or international. Domestic terrorism involves groups or individuals
who are U.S. citizens. Their acts are targeted toward the government or pop-
ulations, without direction from foreign countries. The bombings in Okla-
homa City, Atlanta, and Birmingham were acts of domestic terrorism.
International terrorism involves groups or individuals whose activities are
foreign-based or directed by countries outside the U.S. The World Trade Center
bombing in 1993 was an act of international terrorism carried out by Islamic
fundamentalists. The events of September 11, 2001, were acts of international
terrorism carried out by members of the al Qaeda terrorist network.

As previously mentioned, terrorist incidents are not unlike hazardous
materials incidents when it comes to response operations. However, they can
also become a combination of mass casualty incident, hazardous materials
incident, and technical rescue incident — in addition to being a crime scene.
Terrorist incidents are even less likely to happen than hazardous materials
incidents, but following threats of chemical and biological attacks in Wash-
ington, D.C,, and at Disneyland in California and the events of September
11, 2001, we know terrorist attacks happen here.

Just as with hazardous materials regulation mentioned earlier, the federal
government is actively involved in preparation for acts of terrorism. Congress
passed the Nunn-Lugar-Domenici Act and the Nunn-Lugar Cooperative
Threat Reduction Act, both aimed at reducing the threat and effects of
terrorists using WMD. The Nunn-Lugar-Domenici Act has led to the devel-
opment of domestic programs to prepare for terrorism. This act is also
designed to aid the republics of the former Soviet Union in reduction of their
nuclear arsenals to help keep nuclear materials out of the hands of terrorists.
Senator Richard Lugar has said many times that “the threat of terrorism is
real and we must be prepared. Preparation must take the form of help to
local ‘first responders, the firefighters, police, emergency medical and emer-
gency management teams who will be on the front lines if deterrence and
prevention of such incidents fail.” Emergency responders must be properly
trained and equipped to deal with nuclear, chemical, biological, and explosive
terrorist incidents. This time, though, it is not mandates that the legislation
has provided but rather preparedness issues and money to conduct training
and purchase equipment. Early in 1998, the Justice Department awarded
nearly $12 million to 41 jurisdictions in the U.S. to acquire personal protec-
tive, detection, decontamination, and communications equipment. Since
that time, millions of dollars in grants have been awarded to emergency
response organizations nationwide for training and equipment to deal with
acts of terrorism from the Department of Justice, the Department of Home-
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land Security, and the Department of Defense. Several different federal agen-
cies continue to develop and provide training for state and local personnel
who may be asked to respond to terrorism. However, it appears that there is
still little coordination between each administrative level. The Department
of Defense (DOD) personnel have limited experience in dealing with emer-
gency responders at the local level. From a military standpoint, the DOD
feels there is a level of “acceptable casualties” during a terrorist attack. Emer-
gency response leaders feel there is no level of acceptable civilian casualties
or acceptable casualties for response personnel. Following the attacks of
September 11, Congress passed the Patriot Act. The purpose of the act as
stated by Congress was to “deter and punish terrorist acts in the United States
and around the world, to enhance law enforcement investigatory tools, and
for other purposes.” Major sections of the act were to enhance domestic
security and give law enforcement more power when investigating and gath-
ering intelligence for acts of terrorism. In addition to the Patriot Act, Con-
gress passed the Homeland Security Act, which created the Department of
Homeland Security. Pennsylvania Governor Tom Ridge was appointed by
President George W. Bush as the first Secretary of Homeland Security in
November 2001. On February 15, 2005, Judge Michael Chertoff was sworn
in as the second Secretary of the Department of Homeland Security.
During the late 1990s, the army’s Chemical and Biological Defense Com-
mand (CBDCOM) was merged with the U.S. Army Soldier Systems Com-
mand (SSCOM) to become the U.S. Army Soldier and Biological Chemical
Command (SBCCOM). SBCCOM developed training aimed at response per-
sonnel in the 120 largest cities in the U.S., which was mandated by the Nunn-
Lugar Act. There are those in the fire service and Congress who feel the
SBCCOM training should be made available to smaller departments and
volunteers who may respond to terrorist incidents through mutual-aid agree-
ments. On October 9, 2003, SBCCOM was redesignated into the following
organizations: RDECOM (Research, Development and Engineering Com-
mand); CMA (Chemical Materials Agency); GUARDIAN BRIGADE; PM
NBC (PM Nuclear, Biological and Chemical Defense); and SSC (Soldiers
System Center). Texas A&M University, in cooperation with Science Appli-
cations International, provides training for emergency responders at A&M’s
Emergency Response Training Field in College Station, Texas. Training is
conducted in virtual reality simulators to convey the effects of chemical and
biological weapons. Texas A&M University has also been designated as the
National Training Center for Urban Search and Rescue (US&R). The facility
includes a “disaster city” to prepare responders to handle earthquakes and
bombings in addition to chemical and biological agents. These training pro-
grams, like many others, only provide training; responders will also need
equipment and supplies to respond safely and effectively to terrorist incidents.
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Competencies for responders to terrorist incidents have also been developed
by the NFPA and incorporated into the competency sections for Awareness,
Operations, Technician, Incident Commander and Safety Officer in the 2002
edition of NFPA 472. NFPA 472 will be discussed in detail in Chapter 11
Terrorist Resources and Response Training. A complete text of NFPA 472 and
NFPA 471, Recommended Practice for Responding to Hazardous Materials
Incidents, provides specific operational and equipment information on
responding to hazardous materials incidents, including acts of terrorism;
NFPA 473, Competencies for EMS Personnel Responding to Hazardous Mate-
rials Incidents; NFPA 1951, Protective Ensembles for USAR Operations; and
NFPA 1994 are available free of charge from the NFPA at nfpa.org.

There is a “cultural” difference between firefighters and law enforcement
personnel. Training for firefighters emphasizes work as a team player and
using the incident command system, with personal safety and accountability
the number one priority. Law enforcement training emphasizes being self-
sufficient, retaining control of the situation, and performing investigative
functions. Given these varied traits, law enforcement and firefighting per-
sonnel need to learn more about each other and to strive to cross the bound-
aries. They should train together, participate in exercises, and get to know
each other personally, which should provide for a smoother unified com-
mand during actual incidents.

The common thread among all terrorist incidents is their cultivation of
new groups of buzz words and catch phrases, especially “weapons of mass
destruction” (WMD), which are actually hazardous materials in a quantity,
form, or hazard class that, when they are successfully dispersed as the result
of a terrorist act, threaten large numbers of people. WMD generally include
explosives and nuclear, biological, and chemical (NBC) agents. Other terrorist
weapons may also include dirty bombs and nuclear materials, incendiary
devices, and irritants such as tear gas and pepper spray. Bombing has been
the terrorist weapon of choice in the past, which may continue into the future.
However, tomorrow might bring even more devastating weapons. The use of
the nerve agent sarin by members of the Aum Shinri Kyo Millennialist Sect
in the streets of Matsumoto and the subway systems of Tokyo, Japan, resulted
in a major pattern shift in terrorist activity. Overall, incidents of terrorism
are decreasing in number, while larger bombs and more lethal weapons are
presenting a threat to larger numbers of civilians. Bombings of Spanish trains
in May 2005, English subways and buses in July 2005, and almost daily
bombings on the streets of Iraq continue to target, injure, and kill hundreds
of civilians as terrorists seek to advance their cause through the use of terror.

Literally hundreds of distinct types of chemical and biological warfare
agents are known to exist. Only a few have actually been used in military
battle. Terrorist acts in Japan and other locations demonstrate the need for
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appreciation of the characteristics that chemical and biological weapons
present and the need to prepare for a potential attack. Agents used by ter-
rorists will likely be those materials most capable of causing injury, incapac-
itation, and, in sufficient quantity, a large body count. Military nerve agents
are close relatives of organophosphate pesticides. Many have been discovered
while scientists were trying to develop a better pesticide. Nerve agents were
first developed in the 1930s by Germans. Symptoms from exposure to nerve
agents are similar to those experienced by organophosphate pesticide poi-
soning. Nerve agents are no longer the sole property of military forces and
a threat to be expected only on the battlefield. Use of chemical weapons by
terrorists now supports the premise that civilians are susceptible to attack,
and the entire world is now the battlefield. Other types of chemical warfare
agents are common industrial chemicals such as chlorine, hydrogen cyanide,
cyanogen chloride, and phosgene, which are all DOT Hazard Class 2.3 and
6.1 poisons. Nerve agents and blister agents are less volatile and listed as Class
6.1 poisons. Riot-control agents are not highly toxic, but are irritants classi-
fied as Class 6.1 poisons. Biological agents are actually infectious substances
— disease-causing organisms — which are classified as DOT Hazard Class
6.2. Radioactive isotopes and other materials are classified as Radioactive
Class 7. Remember that regardless of the primary hazard indicated by a
hazard class, almost all hazardous materials have more than one hazard.

The decline and dismantling of the former Soviet Union produced an
unprecedented uncertainty as to the safety of chemical and biological agents
and nuclear devices. For the first time in history, a country that was a dom-
inant “superpower” with a large stockpile of nuclear materials and weapons,
as well as chemical and biological warfare agents, has experienced a radical
reformation. This change has left the safety, and of course the location, of
these agents and their nuclear stockpile in question. Threats of nuclear ter-
rorism are therefore more credible than ever. However, the reality of a thermal
nuclear device being used by terrorists is relatively small compared to other
options available. Weapons that might be purchased on the “black market”
probably won’t have the necessary codes with them to activate the device.
Radioactive materials could, however, be disseminated by a conventional
explosive device and create a serious public health threat. Building a nuclear
device requires a high level of technical expertise that might not be available
to most terrorist groups. Assembling a device also requires large quantities
of weapons-grade plutonium, which is not readily available.

Firefighters are accustomed to fighting fires set by arsonists. They have
been taught over the years to watch for signs of arson and to preserve the
incident scene as a crime scene. Incendiary devices may also be chosen by
terrorists. Terrorist attacks involving explosives and other materials could
also result in fires. The rash of church burnings in the south in the late 1990s
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could very well be classified as a form of domestic terrorism, targeted at
specific ethnic or religious groups. It will be difficult, at best, to determine
if an arson fire was actually a terrorist event. The real difference between
arson and terrorism is the motive of the perpetrator. Without catching those
who set the fire, the motive may never be known. Only the target and
circumstances of a suspicious fire may provide clues to possible terrorism.

Biological agents are living organisms or their toxins, also known as
infectious substances or disease-causing organisms. Biological organisms
have a delayed period of time between infection and the actual onset of
symptoms, which may vary from days to weeks. Toxins, however, are actually
chemical poisons and may act quickly. Biological weapons are usually odor-
less, colorless, and are generally not a skin absorption hazard, except for
mycotoxins. When dispersed, these agents are more difficult to distinguish
than chemical weapons, and can be much more toxic. Some biological toxins
are more lethal than the strongest nerve agent, VX. Biological agents have
sometimes been referred to as the “poor man’s atom bomb.” Making or
obtaining them can be easily done with little outside detection of the oper-
ations. All biological agents occur naturally and can be found harvested from
nature and cultivated in a laboratory setting.

Handling incidents of terrorism safely and effectively means remember-
ing what we should already know about hazardous materials response and
learning some new skills specific to terrorist activities. Most responders have
limited knowledge of chemical, biological, explosive, and radiological agents
and materials. Responders need to have knowledge of chemical and biological
agent symptoms. Rapid assessment of the incident situation and technical
consultation are essential. Integrated response is a necessity to acquire the
technical resources to assist with special tasks such as agent monitoring,
identification, personnel protective equipment, and decontamination.
Responding to terrorist activities also means personnel should anticipate
dealing with some new players who may be unfamiliar. New participants
include the DOD; FBI; FEMA; the Department of Homeland Security; the
Secret Service; the Bureau of Alcohol, Tobacco and Firearms (ATF); and
various other local, state, and federal government and military agencies. The
FBI has been designated as the lead federal agency in charge of terrorist
incident investigation. FEMA is the lead agency for consequence management
during the recovery phase of the incident. Terrorist incident scenes are also
large crime scenes. Response personnel need to preserve the integrity of
evidence and maintain the chain of custody at the scene, just as they do with
arson fires. They must also perform the necessary functions to rescue and
treat victims, mitigate the incident, and return the scene to normal. Terrorist
incidents may have rescue and law enforcement concerns that necessitate an
integrated command involving fire, police, and federal law enforcement agen-
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Figure 1.3 Terrorist incidents will require multiple agencies and a Unified Inci-
dent Command System patterned after the National Incident Command System.

cies as well as others. Terrorist incidents will require multiple agencies and
a Unified Incident Command System to successfully manage the outcomes.
Identification of hazardous materials used in conjunction with acts of
terrorism will not be easy to accomplish. It is unlikely the terrorist will hand
you a material safety data sheet (MSDS) before departing or leave one behind.
There will not likely be placards or labels available or shipping papers for
identification. Symptoms presented by victims may be the only indications
that a terrorist incident has taken place. Once the material is identified or
suspected, there is information available concerning the physical and chem-
ical characteristics. The army has developed MSDS for military nerve and
blister agents. MSDS can help response personnel in determining hazards,
symptoms, protective clothing, and decontamination protocols. Health Can-
ada Office of Biosafety has developed MSDS for 178 biological materials,
which are referred to by the DOT as infectious substances. These can also
benefit responders when trying to identify biological agents and symptoms.
MSDS are also available for common industrial chemicals that might be used
by terrorists. The chemicals would, however, have to be identified at an
incident scene before the MSDS would be of any great benefit. A search for
MSDS on the Internet will reveal a number of sites where common industrial
chemicals, such as chlorine and hydrogen cyanide, can be found. These are
chemicals that have been used as chemical warfare agents in the past and
could be used by terrorists. Some of these sites are listed in Appendix A.
When responders approach the scene of an emergency, they are taught
to recognize when hazardous materials might be present. This is accom-
plished by looking for such clues as placards and labels; types of occupancies
and locations; markings and colors; container/vehicle shapes; shipping
papers; MSDS sheets; and the use of human senses. First of all, do not expect
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that terrorists will take the time to provide any useful information to respond-
ers about the materials used in the attack. In fact, it is quite possible that
information placed with potential terrorist agents might be designed to mis-
lead responders about the materials that are present. On the other hand,
labels might indicate if biological or chemical materials are present when, in
fact, the materials are harmless. In April 1997, a hoax occurred in Washing-
ton, D.C. where a package marked “anthrax and plague” was sent to the B’nai
Brith headquarters, a Jewish organization. This incident turned out to
involve harmless bacteria found in the atmosphere, not anthrax or plague.
Because of the potential, however, the incident had to be handled just as if
the biological agents were real. The implications are that mere suspicions or
threats that a biological or chemical material might be present would accom-
plish some of the goals of the terrorist. Washington, D.C. traffic was tied up
for hours, right through rush hour, as a result of the anthrax hoax. The fire
department, police department, and various federal agencies were also com-
mitted to the scene, keeping them from other emergencies. Many resources
were used just as they would be during an actual dispersion of a chemical or
biological material. This incident certainly caused fear among the people of
the building in question. It might have also caused concern for people living
in the area, the citizens of Washington, D.C., and others who might have
thought this incident involved real materials.

Responders should be able to recognize occupancies and locations that
might become targets of terrorism, in much the same way as they should
recognize potential locations of other hazardous materials. Terrorist targets
might include government buildings, such as court houses, office buildings,
military installations, historical buildings or monuments, and other symbolic
targets. Terrorist targets might include places where large numbers of people
congregate, such as convention centers, concert halls, shopping malls, and
subway systems. Large outdoor events, such as sporting events, fairs, festivals,
amusement parks, and tourist attractions might also become targets. Histor-
ically significant anniversary dates, days of the week, and times of day might
also be important to the terrorist. Terrorists and radical groups could target
controversial businesses, such as abortion clinics, nuclear facilities and power
plants, and animal research facilities. Animal rights groups and activists
might target a college or university that uses laboratory animals to conduct
research. Anti-abortion groups might target abortion clinics, family planning
clinics, or doctors who perform abortions. People who oppose nuclear power
or the transportation of nuclear waste through their communities could
target nuclear power plants, power company offices, railroads, or rail facili-
ties. Infrastructure might also be a target of the terrorist to disrupt normal
life and erode confidence in the government. Targets might include infra-
structure such as conventional power plants, mass transit systems, phone
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companies, water treatment plants, and hospitals. When responders are called
to reports of explosions, mass casualty incidents, or reports of strange odors
involving these types of locations, they should recognize this situation might
be a terrorist event. Terrorist attacks can also be carried out in an attempt
to damage our economic system. Threats were made against the financial
district in New York City in the early 2000s. Following September 11, U.S.
airlines suffered financial loss as a result of people’s reluctance to fly. This
had a ripple effect on hotels, restaurants, tourist attractions, and entertain-
ment venues.

Though the use of the human senses as a tool for recognition and iden-
tification of hazardous materials and terrorist agents could be dangerous,
there are some senses that can be used safely. These include sight, hearing,
and, though not normally considered one of the human senses, common
sense. All can be important when dealing with hazardous materials and
terrorist incidents. Responders should be aware of the potential for hazardous
materials and acts of terrorism and size up the incident scene thoroughly
from a safe distance. Responders should recognize the signs and symptoms
of chemical and biological agents that victims may be experiencing, or a lack
of symptoms. This may be the only method that can be effectively used to
identify a terrorist attack or the type of potential agent used. Personnel should
also be aware of the forms and methods of dissemination of chemical and
biological agents and the time of day that would be most effective. Chemical
nerve agents, if used in proper concentrations during acts of terrorism, would
produce instant victims. There are similarities between light exposure to
nerve agents and exposure to irritants. Looking at the eyes is the only way
to tell the difference. Irritants can also cause blisters or vesicants like blister
agents if the victim is exposed for a long period in a confined area. Blister
agents like mustard would not produce symptoms for 2 to 24 hours in most
people who are exposed. Because of long incubation periods, biological
agents used in a terrorist attack would not produce symptoms for several
days or longer. Symptoms may be the only thing that responders have avail-
able to determine that a terrorist incident has occurred. A large number of
victims, or several victims experiencing the same symptoms without evidence
of trauma, is a good indication of a terrorist attack. It is rare that emergency
personnel respond to an incident where there are multiple casualties expe-
riencing the same types of symptoms. Arriving on a scene with mass casu-
alties and no visible trauma should trigger a caution sign in the minds of
responders. Explosions that occur with little, if any, physical damage are
unusual. An explosion might have been used to disseminate a chemical or
biological agent. Serious thought should be given as to what might have
happened when responding to locations that might be terrorist targets.
Become aware of the potential for secondary devices when responding to
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explosions. Responders themselves might be the target of secondary explosive
devices. Secondary devices were used in the abortion clinic and lounge bomb-
ings in Atlanta, as well as the clinic in Birmingham. Taking the time to do a
good size-up and understand the clues that indicate a possible terrorist attack
might save your life and the lives of your fellow responders.

We often plan and train for mass casualty incidents from airplane crashes,
school bus accidents, and train wrecks. These types of incidents could pro-
duce hundreds of victims. Hospitals have disaster plans in place to deal with
multiple casualties. Depending on the size of the community, hospitals could
be overwhelmed by just a few seriously injured patients. The fact is most of
us in the emergency response community have little actual experience dealing
with mass casualty incidents. During May 1996, Philadelphia hospitals were
overwhelmed by more than 100 heroin addicts who had used a lethal mixture
of heroin containing cocaine, dextromethorphan, thiamin, and scopolamine.
Emergency room facilities quickly became overburdened by the influx of
casualties, some of whom had to be turned away. An attack involving the use
of nerve agents could easily overshadow the problems these hospitals expe-
rienced trying to treat the “heroin cocktail” casualties. Also in the spring of
1996, the Community Hospital of Monterey, California treated a patient that
had ingested a large amount of an organophosphate pesticide. The patient
vomited, and the fumes being given off by the pesticide in the vomitus caused
the ER staff to become victims. Emergency facilities at the hospital were shut
down until the area could be decontaminated by a local hazardous materials
team, which took several hours.

Bhopal, India, witnessed the only hazardous materials incident to pro-
duce anything close to the casualties that might result from an effective
terrorist attack. Theirs was the world’s worst chemical disaster. In Bhopal on
December 3, 1984, methyl isocyanate was accidentally released from the
Union Carbide chemical plant, killing over 3,800 and injuring over 200,000
others, with several thousand permanently disabled. In the beginning, med-
ical personnel did not know what the chemical was because the chemical
company would not tell anyone. Medical personnel could not determine what
caused the illness and did not know how to treat it. The Bhopal incident
aftermath is much the same type of situation that might result from a chemical
or biological agent terrorist attack. There would likely be thousands of deaths
and injuries. Little may be known initially about what caused the incident or
what the potential hazards are. The medical system could be overwhelmed
by the potential number of dead and injured. Studying the Bhopal incident
can help us learn how to prepare our emergency response organizations and
our medical community for such a large-scale mass-casualty incident.

On November 8, 2005, a suitcase was found in front of a building at the
University of Maryland in Baltimore. It had been strategically located near
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a structural support next to an overhead door. Several major streets were
shut down. Baltimore City Police, University of Maryland Police, and the
Baltimore City Bomb Squad responded. Bomb squad members x-rayed the
suitcase, found nothing suspicious looking, and opened the suitcase. It was
full of clothes! This incident disrupted activities at a major research university
for several hours. All of the proper procedures were used, and it turned out
to be a good exercise.

Clues and factors associated with terrorist attacks require a look beyond
common assumptions. There are no specific types of automotive vehicles
that could be tied to a potential terrorist attack, although several incidents
have involved rented vehicles. Response personnel should watch for vehicles
that might appear to be out of place. Appearances of rental trucks or vans,
and tractor-trailer box trucks with the tractor gone, parked in front of a
public building or at a public festival should be investigated. It is better to
be safe than sorry. Personnel should also watch out for packages of all types
and shapes that appear to have been abandoned in places that you would
not expect to find them. Use your gut feelings, be suspicious, ask yourself
questions, use the “what if” approach, and do not take things for granted. It
is up to emergency responders to consider that there may be hazardous
materials present in any given situation. It is also up to responders to recog-
nize when the hazardous materials might be terrorist WMD. There might be
multiple targets or devices that could put a strain on emergency response
resources. Booby traps might also be used to kill or injure responders. Min-
imal resources should be used at an incident to protect responders so that
others are not assembled in harm’s way or are available to respond to addi-
tional incidents as needed. False alarms might be called in or arson fires set
to delay response to a terrorist incident. Keep the number of personnel
operating at an incident scene to the absolute minimum necessary in case a
secondary device has been set. In an explosive event, do not rush into the
immediate vicinity of the explosion. Law enforcement or military bomb
squad personnel should first sweep the area for additional devices and unex-
ploded ordinance. The terrorist might know how long it takes responders to
reach the scene and appropriately set a timing device to catch responders off
guard. No police officer responding to a report of a burglar alarm sounding
would do so without expecting that there might actually be a burglary in
progress, with potential for a dangerous confrontation. Medics responding
to a severe laceration of a patient at an AIDS clinic would be foolish not to
take universal precautions and wear disposable gloves and other protective
clothing. No firefighter would walk into a house with smoke banked down
to the floor without wearing full structural firefighting equipment. Respond-
ers need to think about the situation they are walking into. Watch for the
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Figure 1.5 One-ton containers of HD mustard agent stored at one of the chem-
ical stockpile sites in the U.S. awaiting destruction. (Source: U.S. Army.)

clues that indicate hazardous materials or possible terrorist incidents. The
extra time you take could just save your life.

Terrorist agents, like other hazardous materials, require special personal
protective equipment (PPE) and decontamination. Special charcoal-lined
suits called Battle Dress Over garments (BDOs) and cartridge respirators
called positive air purifying respirators (PAPRs) are used by the military.
FEMA and DOD established the Chemical Stockpile Emergency Prepared-
ness Program (CSEPP) in conjunction with the military’s stockpile of unitary
chemical agents that were scheduled to be destroyed by the year 2004 through
a treaty signed by the U.S. and many other countries. (United States stockpiles
have not been destroyed at all locations as of the writing of this book.) (See
Figure 1.4.) Stockpiles are located in nine communities around the country.
Emergency responders were trained and equipped to deal with releases of
blister agents and nerve agents from these stockpiles (Table 1.1). There are

Table 1.1 U.S. Army Chemical Stockpile

Inventory
Location GA GB VX Mustard Lewisite
Aberdeen, MD X
Anniston, AL X X X
Hermiston, OR X X X
Newport, IN X
Pine Bluff, AR X X X
Pueblo, CO X
Richmond, KY X X X
Tooele, UT X X X X X

Source: CSEPP ACT FAST Student Manual.



Introduction: It’s Just Another Hazardous Materials Incident! 23

Figure 1.6 New York, NY, September 25, 2001 — Fragments of the World Trade
Center facade are all that remain of the 110-story structures that once dominated
the skyline of lower Manhattan. (Source: Photo by Mike Rieger/ FEMA News Photo.)

several chemical suits that have been tested against chemical agents and
approved for use by responders. Usually, cartridge respirators are not consid-
ered protection for emergency response personnel. The Self-Contained Breath-
ing Apparatus (SCBA) carried by many responders only provides air for a
limited time before the tank has to be changed. Because of the potential for
mass casualties, and extended decontamination and treatment involving
chemical or biological agents, terrorist incidents may require a longer supply
of air or filtered air than other incidents. PAPRs provide breathable filtered air
for up to 16 hours, depending on the concentration of the agent. In addition
to emergency responders, large numbers of victims might have to be decon-
taminated when a chemical or biological attack occurs. Ordinary decontami-
nation procedures might not be adequate. Decontamination might require
more than just soap and water, like most hazardous materials incidents. Solu-
tions of bleach or disinfectant chemicals might be required for decontamina-
tion of equipment, depending on the type of agent used by the terrorist.

Terrorist incidents, if they occur, will be far more challenging than any
other type of incident responders are called upon to resolve. Knowledge,
training, equipment, and planning will be necessary to ensure responders
and civilians are properly protected and the impact on the community will
be kept to a minimum. It is up to you. This book is written to provide
emergency responders of all types, including firefighters, law enforcement
officers, emergency medical personnel, and others, with information to assist
them in planning and responding to acts of terrorism. Support personnel
such as dispatchers, 911 operators, advanced EMS professionals at hospitals,
and others may also benefit from the information presented here.






History of Terrorism

The threat of terrorism impacts all communities, large and small, in the U.S.
and at U.S. facilities throughout the world. Events of the past have shown
that no place is immune from the potential of a terrorist attack. Incidents
have occurred in cities of all sizes, as well as in rural America. Both domestic
and international terrorists have demonstrated their ability to strike almost
at will. While the weapons of choice in the past have been explosives and
explosive devices, chemical and biological agents have also been used. In the
future, terrorists will almost certainly resort to weapons of mass destruction
(WMD) including nuclear, biological, and chemical materials. Technology is
improving, and terrorists are learning to use materials that are much deadlier
than any bomb of the past. Materials such as biological agents are cheap and
easy to produce without detection. Case studies of several acts of terrorism
will be presented in this chapter. Most of the incidents mentioned occurred
in the U.S. Some additional foreign incidents are mentioned to illustrate the
ability of terrorist groups to use chemical and biological agents in addition
to explosive devices used in previous incidents. It is also likely that these
materials could be used in the U.S. by domestic and international terrorist
organizations.

Headlines throughout 1997 and 1998 were filled with Iraq’s attempts to
keep United Nations (U.N.) weapons inspectors from investigating all sus-
pected weapons of mass destruction sites in Iraq. Following the terrorist
attacks on the U.S. in 2001, President George W. Bush carried out two attacks
in foreign countries in an attempt to wipe out terrorist organizations in
Afghanistan and WMD in Iraq. As it turns out, WMD materials have yet to
be found during the war in Iraq as of the winter of 2005. Iraq is only one
of the international countries suspected of having chemical and biological
agents that could be used against U.S. troops or civilian populations here
and abroad. In his State of the Union Address on January 29, 2002, President
Bush referred to “regimes that sponsor terror,” naming North Korea, Iran,
Iraq, and Syria as an “axis of evil.” The countries of the former Soviet Union
have nuclear materials and devices that could reach the black market and
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fall into the hands of terrorists. Iran and North Korea are suspected of having
nuclear weapons programs, which could result in nuclear materials or
devices falling into the hands of terrorists. Russia has continued to pursue
its biological weapons research program at Vector, a top-secret facility for
biological research in Siberia. Because the Russian economy fell into decline
after the breakup of the former Soviet Union, scientists have gone unpaid
for months at a time. Some scientists have left, possibly taking biological
materials with them — or at the very least, the knowledge to make them.
There is the strong possibility of theft, because of few police officers and
antiquated security at the Vector facility. Russia is believed to have over 52
biological agents, including 140 strains of smallpox, 3 kinds of ebola virus,
and a stockpile of over 10,000 other viruses — one of the largest in the world.
It is believed they have been successful in developing a genetic “marriage”
between smallpox and Venezuelan Equine Encephalitis (VEE). Smallpox and
ebola virus combinations have also been engineered, which would produce
a projected mortality rate of 90 to 100%. Russia is thought to have developed
a vaccine-proof strain of anthrax. Dr. Ken Alibek defected to the U.S. from
the Soviet Union in 1992, after serving in their biological weapons program
for more than 20 years. He has since served as a consultant to numerous
U.S. government agencies dealing with medical microbiology, biological
weapons defense, and biological weapons nonproliferation. He has given the
U.S. government much insight into the bio weapons program of the former
Soviet Union. North Korea, Libya, Iran, and other countries support acts of
terrorism around the world and could access nuclear, biological, or chemical
weapons for terrorist attacks. More than 25 countries have or are developing
nuclear, biological, and chemical weapons. There are also domestic antigov-
ernment groups that pose a threat to the government and general population
of the U.S. Chemical and biological weapons could become their weapons
of choice for the future.

On the domestic front, the bombing of the Alfred Murrah Federal
Building in Oklahoma City, an antigovernment attack, was thought to be
in retaliation for the federal government’s actions in Waco, Texas, and Ruby
Ridge, Idaho. On August 12, 1992, federal marshals attempted to arrest
Randy Weaver, an alleged white supremacist, in Ruby Ridge, Idaho, for
agreeing to buy sawed-off shotguns from an undercover agent for the Bureau
of Alcohol, Tobacco and Firearms (ATF). Weaver’s 13-year-old son and wife
were killed in the confrontation, along with a U.S. marshal. Weaver was later
cleared of the charges. ATF agents were trying to infiltrate the Aryan Nations,
a group of white supremacists based at nearby Hayden Lake. It remains hotly
debated whether Weaver, a local farmer, was a sympathizer, but he had
visited the Aryan Nation church on more than one occasion. He seemed
well placed to act as an infiltrator, but refused to when asked. Perhaps
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intending to elicit his cooperation, the ATF used an undercover operation
in which they told Weaver to saw off the barrels of two shotguns an inch
below the legal limit. It is disputed between the ATF and Weaver as to who
exactly shortened the barrels to below the minimum legal length of 18
inches. He failed to appear in court to answer the charges, citing an incorrect
date on his summons. However, the U.S. Marshals Service attempted to
negotiate Weaver’s surrender for more than a year after the scheduled court
date. At one point in the negotiations, Weaver sent a letter to the Boundary
County Sheriff stating he refused to leave his property. After several months
of unsuccessfully attempting to negotiate Weaver’s surrender for the arrest
warrant issued for his failure to appear in court, the U.S. Marshals Service
began surveillance of the Weavers in preparation for an arrest. At one point,
Randy Weaver, his 14-year-old son, Sam, and his friend and house guest,
Kevin Harris, went hunting on the property, along with several of the fam-
ily’s dogs. The three split up in the hopes of flushing out a deer. Harris and
Sam were together, while Weaver went in a different direction. Harris and
Sam unknowingly stumbled upon a group of Deputy U.S. Marshalls
(DUSM), when one of their dogs scented the agent. The canine approached
the agent, who opened fire on the dog, killing it. Sam, upon seeing the camo-
clad agent shoot the dog, returned fire. In the ensuing exchange of gunfire,
Sam was shot and wounded. As Sam ran away, he was fatally shot in the
back. At that point, Harris, who had seen the dog and child die, fired back,
killing one of the agents.

The next day, an FBI sniper named Lon Horiuchi wounded Weaver while
Weaver, Harris, and Weaver’s daughter were outside. As the three ran back
to the house, Horiuchi fired again in an attempt to shoot Kevin Harris, but
the shot went through the open door of the cabin, killing Weaver’s wife, Vicki,
and only wounding Harris. Vicki Weaver was holding a baby in her hands
when shot. Much controversy was later generated by the fact that, after the
first day’s events, the FBI had changed the rules of engagement. Specifically,
they decided that “deadly force could be used against any armed adult male
if the shot could be taken without a child being injured.” A standoff ensued
for 10 days as several hundred federal agents surrounded the house, in which
Weaver and his three surviving children remained with Harris. The area was
surrounded by protesters angered at the heavy-handed nature of the author-
ities’ actions. James “Bo” Gritz, then a third-party presidential candidate who
had formerly been Weaver’s commanding officer during the Vietnam War,
served as a mediator between Weaver and the government. Eventually, Weaver
elected to abandon the standoff and trust his case to the judicial system. At
his trial in 1993, Weaver faced an array of charges, including the original
weapons violations as well as murder. He was represented by noted trial
lawyer Gerry Spence. Spence successfully argued that Weaver acted in self
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defense, winning Weaver’s acquittal on all charges except missing his original
court date, for which he was sentenced to 18 months and fined $10,000. He
was credited with time served and spent an additional 3 months in prison.

From February 28 to April 19, 1993, a standoff between the Branch
Davidians and the Justice Department took place near Waco, Texas. On
February 28, 1993, at approximately 9:30 am, agents from the Federal Bureau
of Alcohol, Tobacco, and Firearms (ATF) attempted to serve an arrest warrant
to David Koresh and the Branch Davidian residents. They were met with
armed resistance, and gunfire erupted. In the aftermath, four ATF agents
were killed and 16 were wounded. An undetermined number of Davidians
were killed and injured. The FBI entered the case and took charge of the
scene. Fifty-one days later, the siege ended on April 19, 1993. At 5:51 am, the
Davidians were notified that a gas attack by federal agents was imminent. A
short time later, CS gas (a type of tear gas) was put into the compound
through spray nozzles attached to a boom on a combat engineering vehicle
(CEV). The Davidians responded with gunfire. The FBI responded by firing
CS gas canisters mixed with methylene chloride into the windows of the
compound; within moments, the entire compound had been gassed. More
rounds of CS were propelled into the windows over the next several hours.
Final rounds of tear gas were propelled into the building around 11:45 am.
At 12:07 M, the Davidians started simultaneous fires in several parts of the
compound. Nine Davidians fled the building around 12:12 pm and were
arrested by FBI agents. Shortly after, gunfire was heard inside the compound.
It is not known whether the Davidians were killing each other or themselves.
Around 12:41 pwm, firefighting efforts began and agents entered the compound
to search for survivors, especially children. Eighty people perished that day
from gunshot wounds and from the fire, including several children. While
the incident at Waco may not be considered a terrorist event by some, it is
presented here because, along with the Ruby Ridge incident, it may have
contributed to the motive for bombing the Murrah Federal Building in
Oklahoma City on April 19, 1995, just two years later to the day.

Incidents at Waco and Ruby Ridge have become rallying points for many
domestic militia and radical antigovernment terrorist groups around the
country. Criminal events have occurred in the U.S. that, while not acts of
terrorism, certainly caused fear among the population. Bombing of rural
mailboxes in the Midwest and sniper attacks on the East Coast and in Ohio
challenged law enforcement organizations. Had terrorists used such tactics
on a larger scale it certainly would have had the potential to be effective.

Terrorism is not just something that developed during the 1990s.
Throughout modern history, terrorist attacks have occurred around the
world. During the 18th century, Russia catapulted corpses infected with the
plague into positions held by Sweden. This was one of the earliest uses of
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biological agents as a weapon of terrorism. Smallpox has been used on several
occasions as a biological weapon. During the French and Indian War of 1754,
British troops provided blankets that had been contaminated with smallpox
to the American Indians. Native Americans defending Fort Carillon sustained
epidemic casualties of smallpox, which directly contributed to the loss of the
fort to the English. During the 19th century, President Lincoln and 12 other
public officials were assassinated. These were acts of terrorism connected to
the Civil War. Ku Klux Klan (KKK) groups began acts of terrorism against
African Americans that included the use of incendiary devices, arson, bomb-
ings, and murder. Acts of terrorism continued into the 20th century when
five members of Congress were wounded by gunfire during an attack by
Puerto Rican nationalists in 1954. LaGuardia Airport in New York City was
bombed by Croatian nationalists in 1975, killing 11 and injuring 75. Terrorist
incidents have been going on in the U.S. for many years. However, the
incidence and severity increased during the 1990s.

For 17 years, the Unabomber baffled law enforcement officials and spread
terror throughout the U.S. Some of the bombs were sent through the mail
in packages, while others were planted at target facilities. Eight of the bomb-
ings occurred on the West Coast, five in the Chicago area, two each on the
East Coast and Salt Lake City areas, and one in Nashville, Tennessee (Figure
2.1; a complete chronological listing of the sites can be found in Appendix
F). Primary bombing targets were universities, corporate and government
facilities, and their personnel. Devices constructed by the Unabomber were
carefully crafted pipe bombs. Pipe bombs can be very unsophisticated
devices. There are any number of books and Internet sources that give step-
by-step instructions for making these and other terrorist bombs. Component
parts for pipe bombs can be purchased at local hardware stores.

Figure 2.1 Unabomber target locations.
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The 1990s brought a wave of terrorist attacks to many parts of the world
and at home to the U.S. Domestic terrorism targeting organizations that do
research on animals or raise them for their fur and stores that sell products
from animals have become commonplace. Most people in this country love
animals; so, it should not be a shock to anyone that the animal rights move-
ment, which hardly existed just 10 years before, is emerging as a menacing
force. Outspoken Hollywood celebrities including Doris Day, Bob Barker,
Paul McCartney, and Liza Minnelli raise millions of dollars annually to
support peaceful animal rights actions. However, there is also a dangerous
side of the campaign for animal rights. A mink research center was attacked
at Washington State University on August 13, 1991, when 18 animals were
set free and the facility was extensively damaged. In September 1992, Animal
Liberation Front (ALF) supporters set fire to a research facility at Michigan
State University. A researcher’s office was set ablaze and a laboratory where
mink are kept was vandalized. Damage to the offices and lab was estimated
at $50,000 to $100,000. An additional $20,000 to $25,000 worth of damage
occurred to the research facility. Years of data research were lost. Attacks were
carried out against Utah State University on October 24, 1992, where an
arson fire caused $110,000 in damage; at the University of Edmonton, Can-
ada, 29 cats were stolen on June 1, 1992 with over $50,000 in damage caused
to the facility. Other similar incidents occurred at the University of Buffalo,
University of Pennsylvania, Texas Tech University, University of Arizona,
University of California, Davis, and Oregon State University. The FBI classi-
fies these attacks as “acts of domestic terrorism.” Information taken from the
Animal Rights Resource Web site provides some background material con-
cerning the Animal Rights Movement: “The Animal Liberation Front (ALF)
carries out direct action against animal abuse in the form of rescuing animals
and causing financial loss to animal exploiters, usually through the damage
and destruction of property.” Actions of the ALF are against the law, “activists
work anonymously, in small groups or individually, and do not have any
centralized organization or coordination.” The FBI has listed the ALF as a
domestic terrorist group. Justice Department documents indicate over 300
incidents of break-ins, vandalism, arson, and theft involving medical research
facilities and university labs by animal extremists in the U.S. Any facility that
conducts animal research or business in animal furs or other animal body
parts may become a target of this domestic terrorist group.

On February 26, 1993, at 12:18 pwm, international terrorism struck the
U.S. The World Trade Center in New York City was bombed by Islamic
fundamentalists (Figure 2.2) under suspected mastermind Ramzi Yousef. The
World Trade Center was comprised of two high-rise towers. Each tower was
110 stories tall, reaching a height of 1,368 and 1,362 feet, with several other
buildings completing the complex. Ground breaking took place August 5,
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Figure 2.2 World Trade Center bombing scene 1993. (Source: The New York
City Fire Department, Firefighter John Strandberg, FDNY Photo Unit. Used with
permission.)

1966, and the complex opened 1970-1973 with a ribbon cutting taking place
on April 4, 1973. When fully occupied, there were over 150,000 people in the
buildings. Noontime is the busiest period of day at the complex and was the
ideal time to launch a terrorist attack to produce a large number of deaths
and injuries. At the time, the World Trade Center bombing was considered
the worst terrorist attack conducted on American soil. The apparent motive
was to weaken U.S. support of Israel. This bombing was intended to send a
message to all Americans that terrorism could happen at anytime and any-
where in the U.S.

Components of the World Trade Center bomb included urea pellets,
nitroglycerin, sulfuric acid, aluminum azide, magnesium azide, and bottled
hydrogen. Ramzi Yousef added sodium cyanide to the mix so the vapors could
go through the ventilation shafts and elevators of the towers. A rented truck
was used to transport the bomb into the parking garage. The bomb in the
van that Yousef used had four 20-foot (6 m) long fuses, all covered in surgical
tubing. He calculated that the fuse would trigger the bomb in 12 minutes
after he used a cheap cigarette lighter to light the fuse. Yousef wanted to
prevent smoke from escaping the towers, therefore, catching the public eye
by poisoning people inside. He foresaw Tower One collapsing onto Tower
Two following the blast. However, the sodium cyanide burned up in the
explosion. Materials used to build the bomb cost some U.S. $300 dollars.
Explosive effects from the 1,300-pound bomb carved a crater 180 feet deep,
100 feet long, and 200 feet wide in the underground parking garage. The
crater was six levels deep.
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Following the bombing at the World Trade Center, the Clinton Adminis-
tration called upon Congress to strengthen U.S. counter-terrorism policies.
On February 7, 1995, Ramzi Yousef, the suspected mastermind of the World
Trade Center bombing, was arrested in Pakistan. In January 1995, Yousef and
his associates also plotted to blow up 11 U.S. commercial aircraft in one
spectacular day of terrorist rage. The bombs were to be made of a liquid
explosive designed to pass through airport metal detectors. But while mixing
his chemical brew in a Manila apartment, Yousef started a fire. He was forced
to flee, leaving behind a computer that contained the information that led to
his arrest a month later. During the trial of the bombing suspects, testimony
revealed that 12 locations in the U.S. had been targeted for sarin nerve agent
attacks. Bombing of the World Trade Center was thought to be a part of a
larger terror campaign being carried out by several groups of Islamic funda-
mentalists from several countries. The same group(s) had also been planning
the New York City landmark bomb plot as a “sequel” to the February 1993
World Trade Center bombing. Additional attacks would have potentially
inflicted hundreds of American casualties on American soil. The landmark
bomb plot was concocted by blind Sheikh Omar Abdel-Rahman, a radical
Muslim cleric in New York City, and by some of his followers. The attacks were
to take place on July 4, Independence Day, in the U.S. The first target was the
U.N. Building; it was to be destroyed by a suicide bomber driving a truck
bomb. Also to be destroyed by car bombs were the Lincoln Tunnel and the
Holland Tunnel, two busy underground roadways in the city. The George
Washington Bridge would be bombed next, as well as the FBI’s main office in
New York. There was also some talk of bombing Jewish targets in the city as
well as assassinating U.S. Sen. Al D’Amato and Egyptian President Hosni
Mubarak. Perpetrators of these plots were arrested in June 24, 1993, putting
an end to the threats. At the time they were arrested, the conspirators were
mixing fertilizer and diesel fuel to create an ammonium nitrate fuel oil (ANFO)
bomb like the one used on the World Trade Center. Rahman and nine others
were convicted on October 1, 1995; Rahman was sentenced to life in prison.

Since the 1993 World Trade Center bombing, several additional plots
have been discovered and stopped. In August 1997, a letter was found written
by two men who were plotting to bomb a Brooklyn subway station. The letter
was found in a Brooklyn apartment, demanding that six jailed Islamic or
Arab militants be released, including Ramzi Yousef and Omar Abdel-Rah-
man. The letter threatened the bombing of a Brooklyn subway station and
subsequent attacks at other locations. On October 15, 1995, a bomb damaged
an unmanned weather station used by air traffic controllers at LaGuardia
Airport. Damage was sustained by a windshear alert system, designed to
notify air traffic controllers about dangerous, abrupt changes in wind speed
and direction that can affect planes during takeoffs and landings.
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During the evening of June 27, 1994, authorities in Matsumoto, Japan,
received calls from terrified residents in Kaichi Heights, a normally quiet
neighborhood near the old heart of the city. Matsumoto is located 100 miles
west of Tokyo on the Japanese main island of Honshu. Emergency response
personnel were sent to the scene and transported dozens of persons to area
hospitals where they were treated for acute exposure to toxic chemicals.
Doctors were surprised to find significantly reduced cholinesterase levels in
practically all victims, and followed a course of treatment for organophos-
phate pesticide poisoning. Organophosphate pesticides and chemical nerve
agents act to inhibit cholinesterase enzymes throughout the body. Cholinest-
erase normally acts to hydrolyze acetylcholine wherever it is released in the
body. The process is the body’s method of controlling nerve impulses that
cause the muscles to function normally. When cholinesterase is reduced or
absent, the muscles spasm uncontrollably. This whole process will be covered
in more detail in Chapter 3. Seven people died, and over 200 were injured
from nerve agent exposure. Sampling and analysis identified the presence of
the super-toxic nerve agent sarin, a true chemical weapon, at several sites in
the Kaichi Heights neighborhood. The sarin appeared to have been generated
from a vacant lot, near a fish pond. No containers or related equipment were
found; however, significant damage occurred to plant life, possibly caused
by another gas, hydrogen fluoride, which might have been released at the
same time as the sarin. Dead fish found in the pond, along with water and
soil samples from the area, showed traces of sarin. It was identified through
gas chromatography from the samples taken in the neighborhood. Trees
around the fish pond and the darkness of night might have prevented anyone
from observing the exact source of the deadly vapors. There were, however,
several reports of odd, sharp smells reported by citizens. Two witnesses noted
a white, mistlike cloud coming from the area of the vacant lot. The Matsu-
moto incident received media coverage in Japan but was not covered to any
extent in the world media. Japanese national authorities deemed the event a
matter for local authorities.

As it turns out, the Matsumoto sarin attack was a trial run for the Tokyo
incident that followed almost a year later. It is also believed that the attack
was an act of revenge against three justices trying an Aum Shinri Kyo religious
sect case in court. The possibility that the Matsumoto incident may have
been a terrorist attack was supported by several details in the case. Sarin is
the product of a specific and rather complex series of chemical processes.
While well within the capabilities of a technically skilled chemist, the pro-
duction of sarin is simply not something that can be done by accident.
Chemicals used in the manufacture of sarin are very toxic and difficult to
obtain. They must be combined in an exact formulation, usually at high
temperatures, to produce the nerve agent. The sarin at Matsumoto had to
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be purposely formulated. Weather conditions play a significant role in the
deadliness of sarin. Rain both cleans the air of vapors and neutralizes the
nerve agent through hydrolysis. Sarin, a volatile liquid when compared to
other nerve agents, produces more vapor when the ambient temperatures
are warm. June in Matsumoto is the rainy season, with steady showers and
temperatures hovering around 67°F. On June 26, the weather changed unex-
pectedly. Skies cleared and temperatures climbed to around 87°F. Forecasters
predicted the dry, warm conditions would last until June 28. The sarin
poisonings took place on the evening of June 27, the second day of the
weather break. Someone apparently anticipated the weather break and took
advantage of it. No individual or group came forward to claim credit for the
attack, which on the surface might seem a bit unusual. It is still not improb-
able to believe that a small group of persons might be carefully testing and
evaluating the effectiveness of a weapon such as sarin. Such testing would be
sensible prior to planning a major strike using a weapon which might be new
to its users. Testing might be warranted both to prevent accidents and to
assure maximum effectiveness. It might be that the responsible party did not
want it known that they possessed such a weapon. This tactic could play a
part in the group’s overall strategy, or perhaps satisfy a desire for optimum
surprise and shock. In any case, the person(s) responsible for the incident in
Matsumoto certainly understood that a significant quantity of nerve agent,
delivered into a warm crowded urban site, such as a department store or
subway station, could have catastrophic consequences. The Matsumoto
attack has generally been referred to by Japanese authorities and the media
as “the incident.” There was powerful evidence that whatever the complete
story of the fatal June night turned out to be, the events in that quiet city
were anything but accidental. This case deserves further attention as the
potential forerunner of the next phase of terrorist horror, which occurred in
the subway system of Tokyo.

On March 20, 1995, nearly nine months after the Matsumoto incident,
sarin was released into the Tokyo subway system (it might have just as easily
been the subway system in London or New York City). Aum Shinri Kyo
claimed responsibility, and a new era of terrorism began. This cult had set
up offices in New York City in 1987, and sought to purchase high-technology
equipment, including computers, software, air filtration media, a laser mea-
suring system, and gas masks. Two cult members earned helicopter flying
licenses in Florida, and the cult obtained a Soviet-made helicopter from
Russia. Russian government reports indicate that the Aum cult has more than
35,000 followers in Russia. Cult members were in Australia in 1993 and
purchased a 500,000-acre sheep farm in western Australia. They also bought
eight mining leases for the purpose of exporting uranium ore. Although sarin
is highly toxic, the Tokyo subway incident did not produce the numbers of
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deaths and injuries that might have been expected by the terrorists. Had the
terrorists been able to effectively disseminate the sarin, the death rate might
well have been in the thousands. Methods used in the dispersion of the sarin
nerve agent were very inefficient and ineffective. On the other hand, the level
of proper training and preparation of emergency responders contributed to
a higher level of casualties than could be expected from the ineffective dis-
persion of the agent. Makeshift chemical devices were placed at 15 stations
on three subway lines scheduled to converge from the north and west on
Kasumigaseki (the government district of Tokyo) between 8:09 and 8:13 am
local time. Only two of the devices actually released their toxic agent at the
government station. The other three were either found before or after the
trains had reached the target area. It is believed that the sarin vapors were
intended for the government employees who worked in the Kasumigaseki
area, and the release was scheduled to affect the peak point of rush hour, just
before the usual 8:30 aMm starting time of the employees.

Only very small amounts of sarin are needed to kill. A single milligram
of sarin coming into contact with the skin is sufficient to produce death in
most people. In the vapor form, it takes a concentration of 100 mg/m? in air
to be fatal. Passengers on the subway trains reported seeing persons leaving
packages, or noticed unaccompanied packages spilling oily substances on the
floor. Some passengers moved away from the packages and continued on to
their stops, while others took part in mass evacuations from subway cars at
the next station. One woman remained on the subway in spite of the onset
of symptoms, which included headache and miosis, until it was announced
that the subway was closed. Symptoms of those mildly to moderately affected
varied from headaches and miosis to vomiting and convulsions. The first call
for help came from the Kayabacho Station at 8:09 am for a passenger who
was experiencing convulsions. This was followed in short order by a flood
of requests for ambulances from other stations. Initial calls also reported an
explosion, which created confusion for responders, along with the reports of
several subway stations attacked simultaneously, creating additional confu-
sion. Response routes were not cleared, making the response to the scene
difficult. Many people took themselves to hospitals or used taxicabs, which
further blocked response routes. The Tokyo Fire Department dispatched 340
units, including hazmat vehicles, engine companies, and EMS units, along
with 1,364 emergency response personnel. Almost 10%, or 135, of the
response personnel would be exposed to the sarin gas and become victims
themselves. In a typical year, the Tokyo Fire Department experiences around
100 injuries to personnel during the entire year. Responders who wore a self-
contained breathing apparatus (SCBA) and did not contact the sarin were
not injured. Most of the injuries to personnel took place down in the subway
stations. Approximately 25% of the injuries took place above ground while
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treating victims. All of the injured eventually returned to duty over the
following year.

Firefighters were the first emergency responders to arrive on the scene.
They were not only unauthorized to give antidotes, they were also completely
unaware of what substance they were dealing with. The colorless, odorless
sarin was not detected, and consequently the hazard at each scene was not
identified. During treatment, victims’ conditions worsened suddenly. Most
of the responders injured were contaminated by contact with the patients.
Attempts were made to triage victims, but many of the less severely affected
hailed passing cars and taxicabs for transportation to hospitals.

Hospitals became overwhelmed by over 5,500 people who sought treat-
ment. As it turns out, thousands of those who jammed into hospitals were
not even exposed to the sarin. The people were afraid of the unknown and
wanted to be reassured that they were not poisoned. There was little consis-
tency in the decontamination and treatment of patients. Initially, hospital
personnel had no idea what the people had been exposed to. Approximately
1,000 persons had experienced symptoms from mild to moderate. Eight peo-
ple died during the first two days, and four more in the next few months.
Others are expected to die in following years. While the actual casualties of
the incident were low, the amount of fear the attack generated increased triage
time due to the large numbers of victims reporting for medical treatment
even though they had not been exposed to the nerve agent. Responsibility for
the sarin attack was attributed to the Aum Shinri Kyo cult, a religious terrorist
group headed by Shoko Asahara. It is reported that the police were the first
to determine that sarin was the agent responsible for the casualties. Hazardous
materials personnel first detected acetyl nitrate while monitoring the air
during the incident. Acetyl nitrate is a solvent used during the production of
sarin. Doctors who treated patients at the Matsumoto incident are reported
to have contacted Tokyo doctors, suggesting the symptoms were similar to
those experienced in Matsumoto and further suggesting it might be sarin.

Less well known is the incident that happened on May 5, 1995, at the
Shinjuke station, when a cleaning lady found an unexploded hydrogen-
cyanide gas bomb. The device was removed and destroyed before it went off.
It had been placed near a ventilation duct that would have spread the gas.
Police estimate that as many as 10,000 people could have died if the bomb
had gone off.

April 19, 1995, was the second anniversary of the end of the siege of the
Branch Davidian compound in Waco, Texas. At approximately 9:02 am, an
explosion ripped through the Murrah Federal Building in Oklahoma City,
Oklahoma (Figure 2.3), killing 168 people, including 19 children and 1 rescue
worker and injuring another 850. Eighty-five rescue workers also suffered
injuries during the rescue and body recovery operations. This incident



History of Terrorism 37

Figure 2.3 Car fires first greeted response personnel at the Oklahoma City
blast scene, obscuring some of the views of the explosion damage. (Source: City
of Oklahoma City, Public Information and Marketing. Used with permission.)

became the worst act of terrorism ever carried out on American soil to date.
It took rescue workers over two weeks to remove all of the bodies from the
damaged building. Over 300 buildings sustained some type of damage from
ground shock and blast pressure. Of the buildings damaged, 50 would have
to be demolished. Windows were broken as far as 2 miles from the blast site
and the blast was heard 50 miles away. It registered 3.5 on the open-ended
Richter scale in Denver, Colorado. Across the street in a parking lot, 60 cars
were completely destroyed. Property loss was estimated to be over $250
million. A 4,000-pound bomb made up of an ammonium nitrate and fuel
oil mixture detonated inside a Ryder rental truck that was parked in front of
the Murrah Federal Building. This was the same type of explosive material
used in the bombing of the World Trade Center in New York City, but a much
larger amount. Timothy McVeigh, a radical antigovernment “militia” mem-
ber, was arrested by the Oklahoma Highway Patrol just 90 minutes after the
bombing for driving without a license plate.

The Alfred P. Murrah Federal Building was a nine-story high-rise con-
structed of reinforced concrete built in 1977 at a cost of $14.5 million. It was
named after Alfred P. Murrah, a federal judge who was an Oklahoma native.
The front of the building was ripped off by the blast (Figure 2.4), leaving it
open on all nine floors. A pile of debris three stories high was left in front of
the building as a result of the explosion, which ripped away 80% of the
building front. The Federal Building housed 19 government agencies, includ-
ing the ATFE, the Secret Service, and the Drug Enforcement Agency (DEA).
Because of the magnitude of the disaster, President Clinton invoked the
resources of the Stafford Act and declared a presidential disaster. Generally,
under the Stafford Act a state must first declare a disaster and then make a
formal request to the President for a federal disaster declaration. However,
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Figure 2.4 Oklahoma City Federal Building, following explosion. (Source: City
of Oklahoma City, Public Information and Marketing. Used with permission.)

the blast involved federal property, and the Stafford Act allows the President
to act without a state request. The presidential declaration was made within
an hour after the blast, providing unlimited federal resources to assist with
the emergency. The Federal Emergency Management Agency (FEMA) acti-
vated the Urban Search and Rescue (US&R) portion of the National Disaster
Response System. Eleven of the 23 teams established at the time of the bomb-
ing worked on the search and rescue process at the Murrah Federal Building.
Phoenix was the first team activated, and they were in Oklahoma City search-
ing the rubble by 6:00 pm the day of the explosion. In all, over 12,384 volun-
teers and rescue personnel took part in rescue, recovery, and support
activities. Following the investigation and final removal of bodies, the remain-
ing building was demolished with explosives on May 23, 1995. Seven thousand
people were left without a workplace as a result of the explosion, 462 people
were left homeless, 30 children were orphaned, 219 children lost at least one
parent, and more than 1,000 people survived the attack.

Along with Timothy McVeigh, another suspect discovered he was wanted
by the FBI for questioning concerning the bombing, and surrendered to police
in Herington, Kansas. Both Timothy McVeigh and Terry Nichols were arrested
and charged with the bombing. It is believed that the explosion was in retal-
iation for the government actions during the Waco siege, although the exact
target of the bomb is unknown. The federal courthouse where the Waco trial
took place is on the next street over from the Federal Building. It was reported
to me by one of the first arriving battalion chiefs from the Oklahoma City
Fire Department that the Murrah Federal Building was not the first choice
of targets for Timothy McVeigh, the convicted bomber. McVeigh had planned
on blowing up the federal courthouse across the street to the south of the
Federal Building. Road construction narrowing the street and blocking direct
access to the courthouse the day of the bombing caused a change of plan and
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the destruction of the Murrah Federal Building. Timothy McVeigh was
indicted on terrorism, murder, and conspiracy charges, convicted in Denver,
Colorado, of the bombing of the Federal Building, and sentenced to death.
McVeigh was executed on June 11,2001, at 8:14 am EDT at the federal prison
in Terre Haute, Indiana. He was given a lethal injection after telling a federal
judge six months earlier he did not want to go through the appeals process.
McVeigh’s execution was the first federal execution since 1963. Several of the
victims’ families witnessed the execution live, while others viewed with closed
circuit hook-ups arranged in Oklahoma City. Also charged in the bombing
was Terry Nichols. He received life sentences in both his state and federal
trials, which started in 1997. The FBI announced on April 1, 2005, that they
had found additional bombing materials buried in a crawl space at Nichols’
home in Kansas, just three weeks short of the 10th anniversary of the Okla-
homa City bombing. Materials included blasting caps and other materials
believed to be a part of the original bombing plot. During many previous
searches prior to the trials, the items were not discovered. Everything found
was sent to the FBI laboratory for analysis.

In July 1997, plans were announced for the design of a memorial to be
built on the site of the former Murrah Federal Building in Oklahoma City
(Figure 2.5 through Figure 2.7). This memorial would “honor the victims,
survivors, rescuers, and those whose lives were forever changed on April 19,
1995.” Ground was broken during September 1998 for the Oklahoma City
National Memorial, and it was dedicated on April 19, 2000, by President Bill
Clinton. I personally had the opportunity to visit the site of the memorial in
November 2000, and it was quite a moving experience. While teaching a one-
week class for the National Fire Academy, primarily for the National Guard
Civil Support Team, I met a battalion chief from the Oklahoma City Fire

Figure 2.5 One of the gates to the memorial overlooking the reflecting pond,
the time 9:01 representing the last moments of peace before the explosion.
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Figure 2.6 (See color insert following page 236.) To the side of the reflecting
pond are 168 bronze colored chairs each engraved with the name of one of the
168 victims of the terrorist attack.

Figure 2.7 This tree is a 70-year-old American elm tilted by the force of the
explosion but still standing and living on in spite of the explosion.

Department who was one of the first chief officers on the scene. He was kind
enough to take me on a walking tour of the memorial and provide an
overview of his and his department’s actions during the response to the
bombing. That personal touch made my tour of the site much more mean-
ingful. Two of the most outstanding features of the memorial are the “Gates
of Time” One gate is located on each end of the memorial. The concrete
gates are covered with a “naval” and “yellow” bronze. On one of the gates is
the time 9:01, representing the last moments of peace and on the other gate
is the time 9:03, representing the first moments of recovery. For me the most
moving part of the memorial was the 168 bronze colored chairs, each
engraved with the name of one of the 168 victims of the terrorist attack. Also
on the site is the “Survivor Tree.” This tree is a 70-year-old American elm
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tilted by the force of the explosion, but still standing and living on in spite
of the explosion. Portions of the lower level of the building wall were left in
place and incorporated into the memorial site as well. Through the center
of the site between the Gates of Time is a reflecting pool in front of the 168
chairs. It is truly a well-designed and well-built memorial, fitting for all those
who were affected by the April 19 terrorist attack on the now-demolished
Murrah Federal Building. Anyone who gets a chance to visit the site should
certainly take the opportunity, as I am sure it is something they will never
forget. I know I won’t.

On October 10, 1995, it appears that domestic terrorists may have struck
again, this time in Arizona. The Amtrak Sunset Limited, carrying 248 passen-
gers and a crew of 20, was derailed, killing 1, and seriously injuring 12, with
another 100 receiving minor injuries in a remote area near Hyder, Arizona, 59
miles southwest of Phoenix. It took rescuers over an hour to reach the victims
because the site is accessible only by air or with four-wheel drive vehicles. A
group calling themselves the “Sons of Gestapo” claimed to have pulled 29
spikes holding the rails in place, sending the train over a bridge into a dry
stream bed. The warning device designed to alert train crews of dangerous
tracks had been tampered with. A note found outside the train, and signed
Sons of Gestapo, made references to the federal sieges at Waco and Ruby Ridge,
both of which have become rallying points for right-wing, antigovernment
extremists. The FBI reported that it is unaware of the existence of the Sons of
Gestapo and did not know if it was a real group or not. Acting on a tip, FBI
agents found another derailing device on a set of tracks in downtown Phoenix.
It was unknown if the two incidents are connected. It was noted that whoever
was responsible for the accident knew something about rail service, and the
rails removed were designed to send the train into the creek bed.

The 1996 Olympics in Atlanta, Georgia, became the next site of domestic
terrorism in the U.S. on July 27, 1996, at 1:25 am (Figure 2.8 and Figure 2.9).
In spite of heavy security and enormous preparations for the possibility of a
terrorist attack, a pipe bomb exploded in Olympic Park, killing two and
injuring 111, including 10 emergency responders. It was the worst attack at
the Olympics since the Munich games in 1972, where 11 Israeli athletes were
killed by Palestinian guerrillas. Atlanta police were warned of the device from
a pay phone near the scene of the blast at 12:58:34 am. The caller, believed
to be a “white male with an indistinguishable accent” and American, stated
that “a bomb was in Centennial Park, you have 30 minutes” (the bomb
actually exploded 10 minutes earlier than the time given by the caller). A
partial evacuation of the park occurred, but only because police already on
duty in the park happened upon the unattended knapsack that held the
bomb. The device was an unsophisticated pipe bomb placed in a satchel near
the concert stage in Olympic Park. Nails and screws were loaded into the
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Figure 2.8 Map of Olympic Centennial Park bomb site. (Source: FBL.)

bomb to create shrapnel to harm people. Police indicated they saw three
pipes but did not know if they were three separate bombs or were all hooked
together. Experts do not think international terrorists were involved because
of the primitive type of explosive device used in the attack.

Prior to the games, three members of a Georgia militia group were
arrested in April 1996 for plotting to attack the Olympics. They allegedly
belonged to a militia group called the 112th Regiment, Militia-at-Large for
the Republic of Georgia. The members arrested were charged with conspiracy
to make pipe bombs. They were planning to stockpile explosives, ammuni-
tion, weapons, and other military equipment for a terror campaign.

On January 12, 1997, in the Atlanta, Georgia, suburb of Sandy Springs,
two bombs went off at the Northside Family Planning Services. The first
bomb did not cause any injuries. However, the second bomb apparently was
planted and timed to kill or injure emergency responders. Thirteen emer-
gency responders including three federal agents were injured, though not
seriously, by the second blast. A little over a month later, another pair of
bombs went off at an Atlanta nightclub called the Otherside Lounge, which
caters to gay clientele. Five people were injured, one seriously by the first
blast. Police found a third bomb outside by the curb that was, again, set to
target emergency responders. The bomb exploded while a robot tried to
disarm it. However, precautions were taken and no one was injured by the
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Figure 2.9 Investigators inspect the scene of the explosion at the Olympic
Centennial Park in Atlanta. Two people were killed and more than 100 others
injured in the explosion. (Source: AP/Wide World Photos. Used with permission.)

blast. The day after the second attack, letters were sent claiming responsibility
for both of the bombing incidents. A group calling itself “The Army of God”
indicated it had declared and would wage a total war against agents of the
federal government. The author(s) of the letter indicated they were violent
opponents of abortion, homosexuality, and the federal government.

On January 30, 1998, a bomb exploded at an abortion clinic in Bir-
mingham, Alabama (Figure 2.10). The blast killed an off-duty police officer
who was moonlighting as a security guard at the facility and critically
injured a clinic counselor. From January to May 1997, additional acts of
violence, including the use of incendiary devices and bombs, occurred
against abortion clinics in Tulsa, Oklahoma; Falls Church, Virginia; North
Hollywood, California; Bozeman, Montana; Yakima, Washington; and Port-
land, Oregon. During May 1998, attacks involving butyric acid occurred at
eight abortion clinics in Florida. This was the first report of the use of
butyric acid against abortion clinics in over four years. From 1992 through
May 1998 (Figure 2.11), there had been 99 reports of “noxious” chemical
attacks on abortion clinics. Butyric acid is a colorless organic acid with a
penetrating, obnoxious odor. It is a strong irritant to skin and tissue and
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Figure 2.10 An unidentified man looks down on damage to the New Woman
All Women Health Care clinic in Birmingham, Alabama, caused by a bomb blast
that killed an off-duty police officer and severely injured a nurse. (Source:
AP/Wide World Photos. Used with permission.)

can cause severe burns. The most significant problem with butyric acid is
removing the odor. With little exception, anything the acid comes into
contact with will have to be replaced. As a result, the attacks have caused
over $800,000 in damage since 1992.

Federal investigators have determined that the bombings in Olympic
Park, the Sandy Springs abortion clinic, the Otherside Lounge, and the abor-
tion clinic in Birmingham were all connected and may have been carried out
by the same person(s). Tests performed by ATF and FBI laboratories in
Washington, D.C. have discovered that some of the bomb components from
the clinic and nightclub in Atlanta are identical. Nails used as shrapnel found
at all three bombing sites came from the same foundry. Federal agents feel
that the bombings were carried out by a single person or a small group.
During February 1998, Eric Rudolph, a 32-year-old resident of Murphy,
North Carolina, was charged with the bombing of the New Woman All
Women Health Care clinic in Birmingham. On October 14, 1998, Rudolph
was also charged with the bombings in Olympic Park and the abortion clinic
and nightclub in Atlanta. A $1 million reward was offered for his arrest. He
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Total number of incidents = 209

Figure 2.11 Abortion Clinic Violence Map. (Source: Department of the Trea-
sury, Bureau of Alcohol, Tobacco and Firearms.)

was on the FBI’s 10 most wanted list of fugitives since 1998. Rudolph was
captured without incident on May 31, 2003, by a Murphy, North Carolina,
sheriff’s deputy. The mountain town of Murphy had long been a focus of
the FBI, who formed the Southeast Bomb Task Force and at one point had
200 agents scouring the mountainous terrain in western North Carolina for
any sign of Rudolph. He will be put on trial in Birmingham for the killing
of Birmingham Police Officer Robert “Sande” Sanderson and the wounding
of Emily Lyons, a nurse who was severely injured by the blast.

Explosive devices in the past have been the weapons of choice for both
domestic and international terrorists. Their use has increased over the past
few years. Bombings almost doubled from 1989 to 1994. During May, June,
and July 1996, ATF agents made many high-profile raids on antigovernment
militia groups in Georgia, Arizona, and Washington State. For every incident
that occurs like the World Trade Center or the abortion clinic in Atlanta,
officials report dozens of attempts where death and destruction are narrowly
averted. Some of the increase in the use of explosive devices can be attributed
to the readily available information to make bombs that is on the Internet,
and other sources such as videos and how-to books. Chemical and biological
weapons are thought to become the weapon of choice in the future. Chemical
and biological weapons are cheaper and easier to produce than nuclear weap-
ons and are extremely deadly. The two incidents in Japan confirm that these
types of weapons are available to terrorists and, when released effectively,
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Figure 2.12 New York, New York, October 4, 2001 — An aerial view of the
recovery operation underway in lower Manhattan at the site of the collapsed
World Trade Center. (Photo by Andrea Booher/ FEMA News Photo.)

present a significant danger to large numbers of people. While the methods
of dissemination in Japan were ineffective, terrorists will learn, in time, to
do a better job, creating more death and injury by their acts. The threat of
chemical and biological weapons is neither far-fetched nor far off. There is,
in fact, a clear and present danger today, one that is only going to increase
with time. Emergency responders need to be trained to recognize the signs
and symptoms of chemical and biological agents, explosive and incendiary
devices, as well as the other signs of acts of terrorism. They also need to be
equipped and to develop plans for dealing with terrorist attacks with WMD.

September 11, 2001 — “the day the world changed” — terrorists used a
new WMD to attack the U.S., commercial aircraft (Table 2.1). Four commer-
cial airliners were hijacked, two following departures from Boston’s Logan
International Airport, one from Newark, New Jersey International Airport,
and one from Washington, D.C.’s Dulles International Airport. United Air-
lines Flight 175, a Boeing 767, was the first to depart Boston at 7:58 am. The
plane had on board 56 passengers, 2 pilots, and 7 crew members bound for
Los Angeles. At 7:59 am American Airlines Flight 11, a Boeing 767, departed
Boston also bound for Los Angeles, with 81 passengers, 2 pilots, and 9 crew
members. At 8:01 am United Airlines Flight 93, a Boeing 757 with 38 pas-
sengers, 2 pilots, and 5 crew members departed Newark International Airport
headed for San Francisco. Finally, at 8:10 aM an American Airlines Boeing
757, Flight 77 took off from Washington bound for Los Angeles, carrying 58
passengers, 2 pilots, and 4 crew members. All four aircraft were hijacked
shortly after takeoff. There were 22 hijackers in all, 5 on Flight 11, 6 on Flight
175, 6 on Flight 77, and 4 on Flight 93. Following the attacks there were some
reports in the media that not all of the hijackers knew the flights were suicide
missions. American Airlines Flight 11 from Boston crashed into the South
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Figure 2.13 New York, New York, September 29, 2001 — Firefighters continue
to battle smoldering fires at the World Trade Center. (Photo by Andrea Booher/
FEMA News Photo)

Tower of the World Trade Center at 8:46 aM. Seventeen minutes later Flight
175 crashed into the North Tower of the World Trade Center. At that point
the Federal Aviation Administration (FAA) shut down all New York area
airports. At 9:21 am all bridges and tunnels to New York were shut down.
The FAA ordered all aircraft in the skies over the U.S. to immediately land
at the closest airport. American Airlines Flight 77 from Dulles crashed into
the Pentagon at 9:45 am (Figure 2.15). At 10:05 am the South Tower of the
World Trade Center collapsed and the White House was evacuated. A portion
of the Pentagon collapsed at 10:10 am, and Flight 93 crashed into a wooded
area of Pennsylvania. It is believed that passengers had tried to regain control
of the aircraft. Finally, the North Tower of the World Trade Center collapsed
at 10:28 am (Figure 2.12). All passengers and crew, including the hijackers,
perished in the crashes. September 11, 2001, will be remembered always and
will go down with December 7, 1941, as a date that will “live in infamy.”
Much discussion has taken place concerning the collapse of the Twin
Towers of the World Trade Center. Initial impact of the aircraft did not cause
enough structural damage to cause an immediate collapse of the buildings.
It will likely never be known just how much the crashes contributed to the
eventual collapse of the buildings. Certainly the resulting fires caused by the
large amounts of jet fuel would have weakened the steel structure. Steel does
not hold up well to flame impingement. Since there was never any fire
suppression mounted on the fires, they burned unabated until the eventual
collapse. The buildings had been constructed so that if a collapse were ever
to occur, there would be a pancake effect and the buildings would not just
fall over, reducing the structural impact on surrounding buildings. There is
no question that the design for collapse worked very well. Floors below the
impact and resulting fire areas were not damaged, but when the buildings
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Table 2.1 Details of Four Airline Flights on September 11, 2001

Flight Departed From Crash Time People on Board
UA 175 Boston 7:58 A South Tower — 9:05 am 65
AA 11 Boston 7:59 am North Tower  8:45 am 92
UA 93 Boston 8:01 am Pennsylvania  10:10 am 45
AA 77 Dulles 8:10 am Pentagon 9:40 AM 64

Source: Washington Post.

Figure 2.14 New York, New York, September 21, 2001 — New York firefight-
ers and Salt Lake City Urban Search and Rescue crews gather at the site of the
cleanup operations underway at the site of the World Trade Center. (Photo by
Michael Rieger/ FEMA News Photo.)

Figure 2.15 Arlington, Virginia, September 12, 2001 — Exterior of the crash
site following the attack on the Pentagon. (Photo by Jocelyn Augustino/ FEMA

News Photo.)
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Figure 2.16 Mailbox bomber Lucas Helder told authorities he was planting
pipe bombs in a pattern to show a happy face during his five-state weekend spree.

began to collapse the lower floors could not withstand the tremendous weight
of the floors above collapsing on top of them. There has never before been
such a catastrophic failure of a high-rise building. Much can be learned from
the collapse of the World Trade Center towers that will help in future high-
rise construction. Hopefully no one will ever have to experience the horror
of September 11, 2001, again.

During May 2002, Lucas Helder, 21, of Pine Island, Minnesota, planted
18 pipe bombs in rural mailboxes in five states (Figure 2.16). He told author-
ities he was planting pipe bombs in a pattern to show a happy face during
his five-state weekend spree. Helder admitted “manufacturing eight pipe
bombs in his apartment in Wisconsin” and 16 more at a hotel near Omaha.
Eight pipe bombs were left at locations in Illinois and Iowa, where six people
were injured. Another eight bombs were placed in Nebraska and one each
in Colorado and Texas. Helder was captured in Reno, Nevada, heading to
California with six more pipe bombs in his trunk. During October 2004,
Helder was ordered by a U.S. federal magistrate to be committed to a mental
institution. U.S. Magistrate Judge Franklin Noel wrote that Helder was men-
tally ill and “there is no evidence that any treatment has worked to diminish
the risk” that Helder would commit similar crimes again.
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Following the September 11, 2001, terrorist attacks on the U.S. in mid-
to-late September and continuing into October, letters with anthrax were
delivered on the East Coast. Certainly in the minds of almost everyone
initially was, is this a continuation or sequel to the September 11 attacks?
This theory was strengthened by allegations that the “skin lesion,” for which
Ahmed al-Haznawit, one of the alleged September 11 hijackers, sought treat-
ment at Holy Cross Hospital in Fort Lauderdale, Florida, was in fact caused
by cutaneous anthrax. The FBI now claims that they are concentrating on a
domestic terrorist. They believe that the anthrax attacks were not related to
the September 11, 2001, attacks after all. Anthrax, which was sent to news
media sources and members of Congress, was weapons grade and alleged to
have been traced to a secret U.S. anthrax program at Dugway Proving Ground
in Utah, approximately 80 miles south of Salt Lake City, which had been
operating for over a decade. The first attack surfaced on September 18 at
American Media in Boca Raton, Florida, and resulted in an employee check-
ing into a hospital very ill but with no diagnosis. It was later confirmed that
he had inhalation anthrax and later died. Inhalation anthrax is very rare and
usually does not occur accidentally. Anytime a case of inhalation anthrax is
diagnosed, it should be suspected that an incident of some kind has occurred.
Two additional employees of American Media who worked in the mailroom
tested positive for anthrax. Spores were found on the dead employee’s com-
puter keyboard. The source of the anthrax at American Media remains
unknown at this time. Letters containing anthrax were mailed to Senator
Tom Daschle and Senator Patrick Leahy in Washington, D.C. News organi-
zations in New York City were targeted next with anthrax letters. News anchor
Tom Brokaw’s assistant tested positive for cutaneous anthrax. Brokaw’s assis-
tant recalled seeing a letter, weeks earlier, containing a brown, granular sub-
stance, most of which was discarded but the letter was kept. Cutaneous
anthrax occurs when anthrax spores penetrate an opening in the skin. This
form of anthrax is very treatable and is rarely fatal. Next, two New Jersey
postal workers reported possible anthrax symptoms, and both were diag-
nosed with inhalation anthrax. Several Washington, D.C. postal workers were
suspected of having anthrax. By October 25, two D.C. postal workers were
dead and two more ill. A U.S. State Department mail processor was also
diagnosed with inhalation anthrax. There were numerous exposures, 19
infections, and five fatalities. Thousands were tested. Ten thousand people
in the U.S. took a two-month course of antibiotics after possible exposure.
Hundreds or thousands of unexposed persons acquired the antibiotic Cipro
through their doctors or over the Internet. Approximately five deaths and 25
nonfatal cases of anthrax were prevented by prompt antibiotic use.

As a result of the anthrax attacks, affected postal facilities and Senate
office buildings were closed. Many government buildings were also closed as
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a precaution for testing during that same time period. U.S. mail was ordered
to undergo irradiation to prevent other infections. Irradiation is a process of
exposing mail to radiation in order to inactivate the anthrax. Five people
eventually died of exposure to the anthrax through inhalation. In several of
the cases the disease was not recognized when victims first sought medical
attention. Once symptoms are present it is very difficult to treat victims, and
they usually die. As of March 1, 2006, those responsible for the mailing of
the anthrax have not been identified. Washington D.C. postal facilities that
were contaminated by the anthrax remained closed until they were com-
pletely decontaminated and were reopened in 2003. Beyond the actual
anthrax letters and effects were the thousands of hoax anthrax incidents that
occurred across the country as a result. Emergency response agencies, includ-
ing the FBI, were overwhelmed by the volume of incidents, and response to
individual locations were greatly curtailed.

On October 2, 2002, “Beltway Snipers” John Allen Muhammad and Lee
Boyd Malvo began their killing spree, shooting five people in 15 hours in
Montgomery County, Maryland. Montgomery County is a suburban county
north of Washington, D.C. The attacks continued for the next three weeks
in the Washington metropolitan area, filling residents of the region with fear.
Police received messages left at the murder locations and believed, correctly,
that the killer worked in concert with another person. The shootings occurred
at gas stations and in parking lots outside supermarkets, restaurants, and
schools in a rough circular pattern around Washington. The victims were
apparently selected at random, crossing racial, gender, and socioeconomic
categories. The locations of the attacks always had close freeway access. It is
believed the sniper used the circular Capital Beltway (also resulting in the
Beltway Sniper name) to get from place to place, although several of the
attacks occurred along Interstate 95, south of the Beltway in Virginia. The
attacks were carried out with a Bushmaster XM-15 semiautomatic .223 cal-
iber rifle, the civilian equivalent of the U.S. military’s selective fire M-16
assault rifle, at a range of 50 to over 100 yards. The rifle came from Bull’s
Eye Shooter Supply in Tacoma, Washington, which had an extensive history
of firearms violations and had not reported the rifle as missing, as required
by federal law. The sniper attacks finally ended on October 24, when police
arrested Muhammad and Malvo at a highway rest area on Interstate 270 near
Hagerstown, Maryland. Two separate tips to police from alert citizens who
saw a parked occupied car that matched the description distributed by the
media led to the arrests. The former police car had been especially configured
with a firing port so that a sniper could shoot from inside the closed trunk.
Police called it a “killing machine.” They had shot 13 people, including a 13-
year-old boy at a school, and 10 of the victims died. During their respective
trials in the fall of 2003, involving two of the victims in Virginia, Muhammad
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and Malvo were each found guilty of murder and weapons charges. The jury
in Muhammad’s case recommended that he be sentenced to death, while
Malvo received a sentence of life in prison without parole. The judges con-
curred in both cases. Alabama law enforcement authorities allege that the
snipers engaged in a series of previously unconnected attacks prior to October
2 in Montgomery, Alabama. Other charges are also pending in Maryland and
other communities in Virginia. After the initial convictions and sentencing,
one Virginia prosecutor (in Prince William County) stated he would wait to
decide whether to try Malvo on capital charges in his jurisdiction until the
U.S. Supreme Court ruled on whether juveniles may be subject to the penalty
of execution. While that decision in an unrelated case was still pending before
the high court, in October 2004, under a plea agreement, Malvo pleaded
guilty in another case in Spotsylvania County, Virginia, for another murder
to avoid a possible death penalty sentence, and agreed to additional sentenc-
ing of life imprisonment without parole. Malvo had yet to face trial in Prince
William County, Virginia. In March 2005, the U.S. Supreme Court ruled in
Roper v. Simmons that the Eighth Amendment prohibits execution for crimes
committed when under the age of 18. In light of this Supreme Court decision,
the prosecutors in Prince William County decided not to pursue the charges
against Malvo after all. Prosecutors in Maryland, Louisiana, and Alabama are
still interested in putting both Malvo and Muhammad on trial. Since Malvo
was 17 when he committed the crimes, he will no longer face the death
penalty, but still might be extradited to Alabama, Louisiana, and other states
for prosecution. At the time of the Roper v. Simmons ruling, Malvo was 20
years old and was held at Virginia’s maximum security Red Onion State
Prison in Pound in Wise County, Virginia.

Over the course of several days in August 2003, sniper-style attacks left
three people dead in the state of West Virginia. Police said that they were
looking for a dark-colored full-size pickup truck. Eyewitnesses believed that
the driver was a large white male, but couldn’t identify the suspect further
due to the darkness. A man was eventually arrested who matched the profile
and who had implied to witnesses that he was the sniper, but no charges
related to the shootings were ever brought against him. The police considered
the possibility that the shootings were drug related. The second two victims
had drug connections, but the police were not aware of any drug connections
for the first victim. In October 2003, a joint task force investigating the
shootings announced a $50,000 reward for information leading to the killer.
As of August 2004, a year after the shootings, the case remained unsolved.

The suspect in the Ohio highway shootings was arrested after a man
recognized him in a Las Vegas sports bar. Charles McCoy Jr., the suspect in
two dozen Ohio shootings, which included one fatality, was captured without
incident. The 24 shootings around several highways on the southern outskirts
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of Columbus pierced homes and a school, dented school buses, flattened
tires, and shattered windshields. The shootings began in May. The shootings
prompted commuters to take back roads and schools to cancel classes and
hold recess indoors. Police increased patrols and offered a $60,000 reward.
The state installed cameras on poles along Interstate 270. The only person
struck, Gail Knisley, 62, was killed as a friend drove her to a doctor’s appoint-
ment on November 25. Lab tests showed that bullets from nine of the shoot-
ings, including Knisley’s death, were fired from the same gun. Until January
2004, the gunfire was scattered along or near Interstate 270, the busy highway
that encircles Columbus. The last four shootings had moved toward the
southwest on I-71. McCoy’s trial began in April 2005, and he was convicted
and sentenced on August 9, 2005, to 27 years in prison as part of a plea
agreement for the sniper shootings.

During February 2003, the Lower Manhattan Development Corporation,
which was established by New York Governor Pataki to coordinate the various
agencies and advisory committees involved in the rebuilding efforts, chose
architect Daniel Libeskind’s design for rebuilding the 16-acre site of the
former World Trade Center. The design includes a hanging garden, a memo-
rial, a cultural center, and Freedom Tower, which will be a symbolic 1,776
feet tall from the ground to the top of its spire. This will make it taller than
any building currently standing in the world. (The Burj Dubai skyscraper
currently under construction in the United Arab Emirates is expected to
surpass it, however.) This design is from a second set of plans shown to the
public; the first group was criticized for its overemphasis on office space. In
July 2003, David Childs was brought in as the new lead architect of the
Freedom Tower, although Libeskind remained in charge of designing the site
in general. A tower design combining the approaches of both architects was
unveiled in December 2003. It will include wind turbines in its spire, which
may generate as much as 20% of the building’s power. On July 4, 2004, New
York Governor Pataki, New Jersey Governor McGreevey, and New York City
Mayor Bloomberg laid the cornerstone for Freedom Tower. The skyscraper,
estimated to cost $1.5 billion, is expected to be ready for its first occupants
by late 2008, while construction on the site in general is expected to last
through 2015.

The Lower Manhattan Development Corporation announced in January
2004 that architects Michael Arad and Peter Walker had won a competition
to design the memorial to the people who died at the World Trade Center.
The memorial, Reflecting Absence, will honor those who died at the World
Trade Center in two terrorist attacks — on September 11,2001, and February
26, 1993. In the 1993 tragedy, a truck bomb exploded in a garage in the North
Tower, killing six people and injuring more than a thousand. Reflecting
Absence, which will be built where the Twin Towers once stood, includes two
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shallow pools surrounded by leafy trees. The names of the victims will be
etched in walls around the pools. “In its powerful, yet simple articulation of
the footprints of the Twin Towers, Reflecting Absence has made the gaping
voids left by the towers’ destruction the primary symbol of loss,” said Vartan
Gregorian, who chaired the jury that chose the winner. There were more
than 5000 entries in the competition. Construction of the memorial is sched-
uled to begin in 2006.

Since the terror attacks on September 11, 2001, awareness and intelli-
gence has improved a great deal. On October 7, 2005, the White House
released a list of 10 serious terror plots that have been foiled by the U.S. and
its allies over the past four years.

+ West Coast Airliner Plot:

In mid-2002 the U.S. disrupted a plot to use hijacked airplanes to
attack targets on the West Coast of the U.S. The plotters included
at least one major operational planner behind the September 11,
2001, attacks.

+ East Coast Airliner Plot:

In mid-2003 the U.S. and a partner disrupted a plot to use hijacked

commercial airplanes to attack targets on the East Coast of the U.S.
« The Jose Padila Plot:

In May 2002 the U.S. disrupted a plot that involved the blowing up
of apartment buildings in the U.S. One of the alleged plotters, Jose
Padila, allegedly discussed the possibility of using a “dirty bomb”
inside the U.S. President Bush designated him as an “enemy com-
batant.”

+ 2004 British Urban Targets Plot:

In mid-2004 the U.S. and partners disrupted a plot to bomb urban

targets in Britain.
* 2003 Karachi Plot:

In spring 2003 the U.S. and a partner disrupted a plot to attack

Westerners at several targets in Karachi, Pakistan.
+ Heathrow Airport Plot:

In 2003 the U.S. and several partners disrupted a plot to attack Lon-
don’s Heathrow Airport using hijacked commercial airliners. The
planning for this alleged attack was undertaken by a major oper-
ational figure in the September 11, 2001, attacks.

+ 2004 Britain Plot:

In the spring of 2004 the U.S. and partners, using a combination of
law enforcement and intelligence resources, disrupted a plot to
conduct large-scale bombings in Britain.
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+ 2002 Arabian Gulf Shipping Plot:

In late 2002 and 2003 the U.S. and a partner nation disrupted a plot
by al Qaeda operatives to attack ships in the Arabian Gulf.

2002 Strait of Hormuz Plot:

In 2002 the U.S. and partners disrupted a plot to attack ships in the
Strait of Hormuz, the entrance to the Persian Gulf from the Indian
Ocean.

+ 2003 Tourist Site Plot:

In 2003 the U.S. and a partner nation disrupted a plot to attack a
tourist site outside the U.S. The White House did not list what
that site was.






Chemical Terrorist
Agents

Dating from 431-404 B.C. during the Peloponnesian War, the first chemical
weapons were used on the battlefield. Spartans deployed wood that had been
saturated with pitch and sulfur to produce sulfur dioxide gas (a highly toxic
gas with a threshold limit value (TLV) of 2 ppm in air). During World War
I, the French introduced chemical warfare using 26 mm gas grenades con-
taining ethyl bromacetate (a strong irritant that is toxic by inhalation, inges-
tion, and skin absorption). The weapons were not very effective, and were
soon discarded. Four months later, the Germans introduced T-shells con-
taining xylyl-e bromide (a strong irritant to skin, eyes, and tissue, toxic by
inhalation and ingestion), and used them against the French. During April
1915, the first large-scale use of chemicals occurred during World War 1,
when the Germans released 265 tons of chlorine. Over 5,000 casualities
resulted from the chlorine attack at Ypres, France. Later, in 1915, 8,000
Russians were killed by chlorine released on the battlefield. Gas masks were
developed by the Allies to protect soldiers from the German gas attacks. The
Germans then resorted to using mustard agents. While seldom lethal, mus-
tard incapacitated allied troops and was the highest casualty producer among
chemical agents. By the 1930s, several chemical nerve agents were discovered
by German scientists trying to develop new insecticides.

During World War II, the Germans had large stockpiles of nerve agents
but chose not to use them. Allied forces had no protection against the agents,
and if those had been used, troops would have been at a huge disadvantage.
Surprisingly, the reason they were not used was Adolf Hitler. He was a
German soldier during World War I and witnessed the effects of chemical
agents used against troops. Because of this, he refused to use them offensively
during World War II.

Use of chemical weapons has until recently been confined to the battle-
field. However, with the introduction of the nerve agent sarin during terrorist
attacks in Matsumoto and Tokyo, Japan, and chemical agent incidents in
several other cities (Table 3.1), chemical agents have become a weapon of
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Figure 3.1 Chlorine tank cars on rail siding in Baltimore, Maryland — potential
terrorist target.

Table 3.1 Chemical Agent Incidents in Japan

June 21, 1995, Matsumoto; 7 killed and 200 injured by sarin nerve agent attack.

July 1994, Karnikuishiki; citizens experience nausea and eye irritation caused by unidentified
fumes.

September 1, 1994, Nara; 231 citizens injured in seven towns from unidentified fumes.

March 5, 1995, Yokohama; 19 injured after inhaling fumes on a subway car.

March 20, 1995, Tokyo; 12 dead and 5000 injured in sarin attack during the morning rush.

April 19, 1995, Yokohama; 400 citizens injured during a chemical attack on the subway.

May 6, 1995, Tokyo; plastic bags of cyanide found in subway station by guards.

July 5, 1995, Tokyo; plastic bags of cyanide soda and sulfuric acid found in subway.

July 6, 1995, Tokyo; cyanide gas emission device found in subway. Unknown fumes are
reported at another station an hour later, overcoming commuters.

terrorism. There are no reported incidents in the U.S. involving the use of
chemical nerve agents by terrorists. Because of the attacks in Japan, however,
the threat of nerve agent use is very real. When an individual or group decides
to make a threat to use chemical agents at a target in the U.S., it must be taken
seriously. On April 14, 1995, less than a month after the sarin attacks in Tokyo’s
subway systems, a threat was made against Disneyland in Anaheim, California.
U.S. Army Chemical Warfare personnel, the FBI, the Department of Defense,
and other federal agencies took the threat seriously. Federal resources assem-
bled in Anaheim to prepare for the worst. Officials at Disneyland refused to
close the theme park despite the seriousness of the threat. They did, however,
provide support to the response personnel by providing food, sleeping facil-
ities, and other supplies. Security at the theme park was increased, and every-
one entering the park was searched as they passed through the gates. Local
emergency response officials were not notified of the threat until five days
after it was made. Once notified, the Anaheim Fire Department, under the
direction of Chief Jim Cox, established an incident command post and began
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to plan for the release, which was threatened for 7 pm on April 15, 1995.
Preparations were made to treat 30,000 to 40,000 victims. Stockpiles of atro-
pine were assembled. After waiting for three days past the threat date, on April
18, 1995, personnel on the scene were debriefed. FBI representatives cautioned
those present that this would happen again. This incident, or nonincident if
you prefer, points out the disruption to the system that can occur just by
making a threat of a chemical or biological attack. On April 22, 1995, the
Baltimore Sun reported that federal authorities had foiled an apparent terror-
ist gas attack at Disneyland. Acting on a tip from Tokyo police, federal agents
arrested two Japanese citizens, reported to have been associated with the Aum
Shinri Kyo Cult, at the Los Angles International Airport. A federal official
reported to the Sun that cult members brought with them written instructions
on how to make sarin and a videotape revealing details of the attack plans.
Disney executives reported a threatening letter was received at Disneyland,
which was investigated by federal authorities and dismissed as a hoax.

Chemical agents can be divided into several groups, which include nerve
agents, vesicants (blister agents), blood agents, choking agents, and riot con-
trol agents.

Nerve agents function by inhibiting the enzyme acetylcholinesterase,
resulting in an excess of acetylcholine in the body. This results in the char-
acteristic uncontrolled muscle movements associated with exposures to nerve
agents (Table 3.2). Nerve agents presented in this section will include GA
(tabun), GB (sarin), GD (soman), GF, and VX. Vesicants include mustard
agents, sulfur mustard (H), (HD) (agent “T”); nitrogen mustards (HN),
(HN-2), and (HN-3); lewisite (L); and phosgene oxime (CX). Vesicants pro-
duce vesicles (blisters) when in contact with the human body and thus their
name, blister agents. Mustard agents also cause damage to the eyes and
respiratory system by direct contact and inhalation.

Table 3.2 Nerve Agent Relative Data

Comparative Data GA GB VX
Rate of action Very rapid Very rapid Rapid
State at 68°F Colorless liquid Colorless liquid Colorless or pale

amber liquid

Odor Faint fruity; none Almost none when Odorless when pure
when pure pure
Volatility (mg/mp*® 610 22,000 10.5
at 77°F)
LCtbs, (mg- 135 70 30
min/mp*)
Vapor density 5.6 2.9 9.2
Vapor pressure (mm  0.07 2.9 0.0007
Hg at 77°F)

Source: CSEPP ACT FAST Student Manual.
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Blood agents (cyanide compounds) have an undeserved reputation as an
effective chemical warfare agent. Because they are so volatile, it is difficult to
maintain effective concentrations for extended periods of time. However, at
high concentrations cyanide does kill very quickly. Common forms of cyanide
chemical agents include hydrocyanic acid (AC) and cyanogen chloride (CK).

Choking agents (lung-damaging agents) include the World War I agents
phosgene and chlorine. Other choking agents are by-products of conven-
tional warfare rather than chemical agents. They present themselves as prod-
ucts of combustion such as perfluroisobutylene (PFIB), which comes from
the burning of Teflon-7®, which lines the inside of many military vehicles.
HC smoke (a smoke that contains zinc) and oxides of nitrogen (from burning
munitions) also produce lung hazards when exposed.

Riot control agents have been used on the battlefield; however, they are
more likely to be used by police officers and National Guard troops during
a civil disturbance rather than as a battlefield agent. CS, which is used by the
law enforcement agents and the military, and CN (Mace 7), which is sold in
devices for self-protection, are the primary types of riot control agents.
Several other agents will also be presented.

Like all hazardous materials, chemical agents can exist as solids, liquids,
or gases, depending on the existing temperatures and pressures. The only
exception is riot control agents, which exist as aerosolized solids at normal
temperatures and pressures. When chemical agents are weaponized, they are
in the liquid state within the weapon. When the container (weapon shell) is
exploded, the agent is expelled as a liquid or aerosol, which is a group of
small solid particles or liquid droplets suspended in gas. Tear gas isn’t really
a gas; it is actually a solid that is aerosolized. Mustard and nerve agents
likewise are not gases at normal temperatures and pressures. Therefore, to
be an effective terrorist agent, they must be heated to produce vapor and the
vapor has to be disseminated in order for people to breathe it.

Not all chemical agents are just military weapons materials. Chlorine,
hydrogen cyanide, and phosgene are common industrial chemicals. Nerve
and mustard agents are liquids under the same conditions in which chlorine,
hydrogen cyanide, and phosgene are gases. Some mustard agents are frozen
solid at 57°F. When in the liquid state, they evaporate at a rate similar to that
of water. Chemical agent evaporation occurs not only because of its chemical
makeup but because of the temperature and air pressure, wind velocity, and
nature of the surface the agent comes in contact with. Water, for example,
evaporates at a slower rate than gasoline, but at a faster rate than motor oil
at a given temperature and pressure. Mustard is less volatile than the nerve
agent sarin, but more volatile than the nerve agent VX. Volatility is the liquid’s
ability to produce a vapor at normal temperatures and pressures. So a liquid
that is said to be volatile is producing a lot of vapor; one that is not volatile
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will be producing vapor at a much lower rate. Evaporation rates of all chem-
icals mentioned are accelerated by increases in temperature and wind speed
or when they are resting on a smooth surface rather than a porous one.
Volatility has an inverse relationship to persistence. The more volatile a
substance is, the more quickly it evaporates, and the less it tends to stay or
persist as a liquid. Because of the relatively low volatility of persistent liquid
chemical agents, the liquid hazard is generally more significant than the
danger from the small amounts of vapor that may be generated. The reverse
is true of the nonpersistent agents. They evaporate quickly enough so as not
to present a liquid hazard for an extended period of time. However, nonper-
sistence makes them more dangerous because more vapor will be present
during an incident. Generally, the division between persistence and nonper-
sistence is related to the amount of the material left after 24 hours. The
nonpersistent agents are usually gone after 24 hours. Nonpersistent materials
remain for a period of minutes, semipersistent for hours, and persistent for
days or longer.

Toxicity, or the poisonous effect of a hazardous material — the primary
hazard of chemical agents — depends upon the concentration or amount of
material present; the way in which the body is exposed to the material; the
route by which the material enters the body; the target organ within the body
that is affected by the material; and health variables such as age, general health
and physical fitness, sex, and body chemistry. Those who are very young or
very old may be more affected by a toxic material at a lower concentration
than other persons. Toxic materials can affect the reproductive systems of
men and women and cause birth defects. The amount of biological effect
that will occur as the result of chemical exposure is based upon the concen-
tration of the agent and the length of time over which the exposure occurs.
Chlorine is a common industrial chemical used throughout the U.S. It has
an IDLH of 10 ppm, is placarded as a 2.3 Poison Gas by the Department of
Transportation (DOT), and is considered quite toxic. By comparison, mili-
tary agent cyanogen chloride is twice as toxic; phosgene is 6 times more toxic;
hydrogen cyanide is 7 times more toxic; mustard is 13 times more toxic; sarin
is 200 times more toxic; and VX is 600 times more toxic.

Terminology and measures of toxicity that are commonly used with
hazardous materials may in some cases be appropriate for chemical agents
and biological toxins. They are presented here for review purposes. These
terms include dose/response, immediate vs. delayed reactions, MLD, LDB.,,
LCB.,, TLV-TWA, TLV-STEL, PEL, IDLH, and TLV-C. Dose represents the
concentration of the toxic material and the length of time a person is exposed
to it. Response is the biological effect that occurs from the given dose.
Response can range from no effect at all to rapid death or anything in
between. Some hazardous materials are medicines when given at low doses,
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while larger doses may prove to be fatal. Immediate effects are responses that
occur instantly upon exposure to a toxic material. Exposure to chemical nerve
agents, blood agents, choking agents, and riot control agents could have
immediate effects. Delayed effects might range from 24 to 72 hours after the
exposure. Toxic materials have to enter the body and reach a target organ or
body system to cause damage. This process may take hours or days to occur.
Mustard agents are examples of chemical agents that cause a delayed
response. Other delayed effects may be cancer or some other disease, which
may take years to develop. Teratogenic and mutagenic birth defects may also
be caused by chemical exposure. Teratogens are one-time birth defects result-
ing from exposure to a particular chemical during pregnancy. If no future
exposures occur, it is possible to have normal children again. Fetal Alcohol
Syndrome is an example of a teratogenic affect. A fetus exposed to alcohol
during the pregnancy may cause the child to be born with the syndrome.
Mutagens, on the other hand, damage the DNA and genes, which prevents
normal reproduction from occurring ever again. This can be caused by
excessive exposure to radiation or other chemicals.

When discussing measures of toxicity, it is important to understand that
the data available is primarily obtained from tests conducted on laboratory
animals. Toxicity is based upon the physical amount, usually expressed in
milligrams (mg) of the toxic material that it takes per kilogram (kg) of weight
of the test animal to cause toxic effects. These test procedure results are then
related to the amount it would take to cause effects on a human. For example,
if 1 milligram of a given toxic material caused adverse effects on a 10-kilogram
test animal, then it is estimated that it would take 10 milligrams to cause
adverse effects on a 100-kilogram person, and so on. Some battlefield data
is available on the effects of mustard agents, chlorine, and phosgene used on
Allied troops during World War I. In addition to their primary symptoms,
mustard agents are also known to cause cancer. MLD is the median lethal
dose of a given material. Scientists conduct studies using laboratory animals,
exposing them to a predetermined amount of a toxic substance, such as 5
mg/kg of body weight of the animal. If 50% of the test animals die, the MLD
would be 5 mg/kg of body weight. LDBj is the dose determined by either
ingestion or skin absorption that would be lethal to 50% of the laboratory
animals exposed. LCB;y is the dose determined by inhalation that would be
lethal to 50% of the laboratory animals exposed. TLV-TWA is the threshold
limit value, which is a time-weighted average concentration for 8 hours a day
40 hours a week exposure. This amount of material is what workers can be
safely exposed to over and over, without experiencing adverse health effects.
It should be noted, however, that this is not an absolute science. Benzene
once was given a TLV-TWA of 1,000 parts per million. Because of workplace
exposures over the years, many people started developing cancer and other
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illnesses from benzene exposure. For this reason, the TLV-TWA for benzene
today has been lowered to 10 ppm! TLV-STEL is the threshold limit value
short-term exposure limit. This is the concentration to which workers can
be exposed continuously for a short period of time without suffering from
irritation, chronic or irreversible tissue damage, or impairment of mental
capacities which might cause accident or injury. STEL is a 15-minute expo-
sure limit that should not be exceeded at any time during a workday. PEL is
the permissible exposure limit, which is the amount of a given material that
a person can be exposed to without toxic effect, over a given period of time.
IDLH is immediately dangerous to life and health. This term is a measure of
toxicity of a substance; the concentration of a toxin that is capable of causing
irreparable injury or death. The TLV-C is the threshold limit value-ceiling,
which is a concentration that should not be exceeded during any part of the
work day. Emergency responders should be most concerned with determin-
ing the IDLH of a potential toxic material, because when a spill occurs, it is
likely that the concentrations encountered will be much higher than any
acceptable workplace exposure.

Concentrations of hazardous materials can be expressed using a number
of terms, including percentages, mg/kg of body weight, parts per million
(ppm) or parts per billion (ppb), or as mg/mp? in air. Terms are also asso-
ciated with frequency of exposure, which we know as acute and chronic.
Acute exposure is a short duration exposure, which can be seconds, minutes,
or days. Acute may also indicate a single event without any further exposures.
Effects may range from none at all to rapid death. Chronic exposure occurs
over a prolonged period of time and may be hours, days, months, or years.
Effects can be cancer or other illnesses that may lead to death. Chronic
exposure is often thought of as workplace exposure.

Toxic materials can enter the body through four primary routes: inhala-
tion, ingestion, skin or tissue absorption (direct contact), or injection. When
a toxic material contacts the body, it may cause damage at the point of
contact, or it may enter the body and affect some organ or system. When a
system is affected, it is called a systemic effect. Not all parts of the body are
affected in the same way by all chemicals. For example, if a pesticide or
chemical nerve agent enters the body through inhalation (lungs and respi-
ratory system) it may not cause damage there (Table 3.3). The pesticide or
chemical agent would proceed to the central nervous system, where the actual
damage occurs. Organs affected by specific chemicals are referred to as the
susceptible target organs. Knowing the target organ is important so that
medical personnel can be aware of what types of symptoms to watch for.

Specialized toxicology terms have been developed by the military for
exposures to chemical agents in addition to the LDb,,, and LCbs,, already
discussed. They are the EDb,, and IDb.,. EDb,, is the dose (D) of liquid
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Table 3.3 Inhalation Exposures to Nerve Agent Vapor by Degree of Severity

Degree of  Body Part

Severity Affected Symptom(s)
Mild Eyes Miosis, pain (deep in eye or head); dim or blurred vision
Nose Runny
Lungs “Tightness in chest,” bronchoconstriction, secretions in airways,
cough, moderate difficulty in breathing
Moderate  Eyes Miosis, pain, dim or blurred vision
Nose Runny (severe), nasal congestion
Lungs “Tightness in chest”, breathing is more difficult, secretions more
copious
Muscles Feeling of generalized weakness, generalized twitching of large
muscle groups
GI Nausea, vomiting, diarrhea, cramps
Severe Muscles Convulsions, weakness with eventual flaccid paralysis
Lungs Cessation of respiration
(AlD) Loss of consciousness, coma, death

Source: CSEPP ACT FAST Student Manual.

agent that will predictably cause effects (E) to anyone exposed. IDbs, is the
dose (D) that will cause the person exposed to become incapacitated (I).
When applying the LDb,, to military agents, the lower the LDb,, value,
the less the amount of agent that is required to cause harm and the more
potent is the agent. There is a difference in absorption rates for chemical
agents and, therefore, the EDb,, and LDb,, for a particular agent are
specific to the site of entry into the body. For example, the LDb,, for
mustard absorbed through dry intact skin is much higher than agent
absorbed through the eyes.

The military uses a term called the concentration-time product, or Ct,
which is the concentration of the agent present (usually expressed in terms
of milligrams per cubic meter in air [mg/mp*]) multiplied by the time
(usually expressed in minutes) of exposure to the agent. For example, expo-
sure to a 4 mg/mp* concentration of soman (GD) vapor for 10 minutes
results in a Ct of 40 mg-min/mp?P. Exposures of 8 mg/mp?®® for 5 minutes
results in the same Ct (40 mg-min/mp??). This result is true for most of the
chemical agents except for cyanide. The Ct associated with a biological effect
remains relatively constant even though the concentration and length of time
of exposure may vary within certain limits. For example, a 10-minute expo-
sure to 4 mg/mp?? of soman causes the same effects as a 5-minute exposure
to 8 mg/mp? of the agent or to a 1-minute exposure to 40 mg/mp**. When
the exposure threat is in the form of a vapor or gas, the “E” for effect is
attached to the “Ct,” which is the agent concentration and time of exposure.
The result is the effect that will occur from the given time/concentration
(ECtbsy,) exposure by inhalation of the vapor or gas to 50% of those exposed.
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The same concept holds true for the “I” indicating incapacitation. Of those
exposed to a certain concentration/time by inhalation, 50% will be incapac-
itated by the exposure, which is expressed by the value ICtb,,. Lethal con-
centrations over a given time to 50% of those exposed by inhalation are
represented by LCtby,,. When the exposure involves a liquid agent, the terms
used to identify the exposure are EDb, for the effects dose by ingestion or
skin absorption, IDb.,, for the incapacitation effect by ingestion or skin
absorption, and LDb., for the lethal dose by ingestion or skin absorption.

Chemical Agent Development History

GB is a “first generation” nerve agent, identified in 1938 as a potential chem-
ical agent by German researchers examining toxic organophosphates as a
result of the discovery of GA (tabun). Chemical agents with a G in the military
designation were developed by the Germans. During the research, GB was
identified by the code number T-144. After its toxic properties made it a
candidate for weaponization, it was given the name sarin, which is derived
from the names of the researchers involved in the project (Schrader, Ambros,
Ritter, and Linde). GB was the most expensive (in terms of raw materials)
nerve agent selected for mass production by the Germans, requiring 1,058
tons of raw materials to produce 100 tons of agent. A more efficient produc-
tion method was subsequently identified, requiring only 893 tons of raw
materials to produce 100 tons of GB. But this is still large in comparison to
the 356 tons of raw materials required to produce 100 tons of tabun. Total
wartime production was 61 tons, with 38 tons produced in 1944 and 23 in
1945. After the war ended, the victors became aware of the German research
into, and weaponization of, nerve agents. They immediately began their own
investigations into these materials.

The Soviet Union would divide their attention between sarin and soman.
Full-scale production is said not to have gotten underway until 1959 at the
S.M. Kirov plant in what was then named Stalingrad. The Russian Federation
would declare that about 12,900 tons (11,700 metric tons) of stockpiled sarin
were under its control on signing the Chemical Weapons Convention.

The U.S. and other NATO countries would decide to make sarin their
major nerve agent (later supplementing it with VX). The U.S. built a pro-
duction plant at the Rocky Mountain Arsenal in Colorado that was capable
of producing an estimated (the actual figures remain classified) 10 tons a day
of the agent. Construction of the plant extended over the period 1951-1953,
and GB was produced there from February 1953 until August 1957. The site
was also used to fill weapons with GB from bulk stocks, with the last such
filling operation being completed in 1969. Destruction (“demilitarization”)
of weapons that were obsolete was, of course, a part of the routine of the
army. The Rocky Mountain Arsenal was the facility that was usually given
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the responsibility for demilitarizing chemical weapons, the chemical agents
from the weapons being either recycled or chemically destroyed. Consider-
able experience was acquired at the arsenal over the years; in the period
1955-1970, more than 204,000 GB-filled munitions were reported to have
been demilitarized there. The experience gained from these routing disposal
operations led to the decision to assign responsibility to the Rocky Mountain
Arsenal for disposing of GB from both obsolete weapons and from some
bulk storage containers when the U.S. Army decided on a major cleanup of
its chemical weapons inventory in 1969. The disposal operation, known as
Project Eagle Phase 2 (Phase 1 was the destruction of sulfur mustard) began
on October 29, 1973. A chemical neutralization process in which alkaline
hydrolysis of the agent was induced using a sodium hydroxide solution was
employed. Some 4,188 tons of GB had been destroyed when the project ended
in November of 1976. The disposal process did not proceed totally smoothly,
however. More than 100 incidents in which workers were exposed to sarin
occurred during the demilitarization operations, in part because the existing
M-3 rubber protective suits were not up to the job of protecting the workers.
In 1974, the Colorado Health Department complained about finding DIMP
(diisopropylmethylphosphonate, a by-product of the GB destruction prod-
uct) in drinking water. And the tests for residual GB seemed to indicate that
sometimes the process did not completely eliminate the sarin (although it
was subsequently concluded that this was an artifact of the testing process).
A consequence of these difficulties would be that, when faced with the need
to completely destroy the nerve agent stockpiles after the U.S. signed the
Chemical Weapons Convention, the chemical neutralization process would
initially be rejected.

In large part in response to concerns over the safety of the nerve agent
stockpile, the U.S. Army had also undertaken development of a binary 155
mm shell. The first successful test firing of a binary shell took place on
September 16, 1969 at the Dugway Proving Ground. Seven years later the
design of the shell was finally standardized as the M687 Binary GB2 155 mm
projectile. This shell did not enter production immediately, as the U.S. Con-
gress elected to restrict the production of binary weapons unless the President
certified that such production was essential. The M687 would finally enter
production on December 16, 1987 after President Reagan certified the need
for the weapons. The life of the shells would be short, however, as the U.S.
and the Soviet Union would sign a bilateral agreement to destroy chemical
weapons on June 1, 1990. The destruction of the 258,548 M687 shells (and
the associated OPA canisters) was completed in July 1999.

The production of sarin was not limited solely to superpowers. Chemical
weapons were seen as relatively simple and cheap (especially in contrast to
nuclear weapons) WMD, and nerve agents were the stars of the chemical



Chemical Terrorist Agents 67

warfare world. While it is impossible to be sure about what countries have
actually mass produced sarin, there is much speculation that it has been
investigated by countries such as North Korea and most of the countries in
the Middle East, including Israel, as indicated by the consequences of the
crash, on October 4, 1992, of an El Al cargo plane in Amsterdam. Subse-
quently, health problems among those living near the crash site prompted
an investigation, which revealed that the cargo included the sarin precursor’s
dimethyl methylphosphanate, hydrogen fluoride, and isopropyl alcohol con-
signed to the Israeli CBW research facility at Nes Ziona. The most notorious
possessor of sarin was, of course, Iraq, which not only produced this agent
but which also used it in substantial quantities against both its enemies in
the Iran-Iraq war and against its own citizens.

During its war with Iran, Iraq initiated the use of chemical weapons,
beginning with sulfur mustard in 1983, progressing to tabun in 1984, and
then to sarin (and eventually VX) beginning in 1987. Sarin was also used in
attacks on Iraqi civilians, most notably in the March 1988 destruction of the
Halabja, where civilian deaths caused by a cocktail of different agents have
been estimated at 5,000.

Iraq mass produced sarin during the Iran-Iraq war with the expectation
that it would be used quickly, and they therefore skipped several purification
steps. Fresh agent was about 60% pure and heavily contaminated with hydro-
gen fluoride (which, of course, also causes health problems in exposed indi-
viduals). When production caught up with demand, the Iraqis started storing
their sarin in refrigerated “igloos” to prolong its storage life. However, even
when stored in the igloos, the material rapidly degraded, becoming less than
10% pure within two years.

This was one of the factors that led the Iraqis to investigate binary
weapons, for which sarin is particularly well suited. A project (described in
the revised “Full, Final, and Complete” disclosures issued by Iraq after the
defection of Hussein al Kamal) was established, which achieved some success
in the design and construction of binary munitions using 122 mm rockets
and 155 mm artillery shells, although the project does not seem to have
progressed to full-scale manufacture. This is not so surprising; as can be
inferred from the seven-year gap between the first successful U.S. binary shell
test firing and the standardization of a design, the actual implementation of
the binary concept is somewhat complex. There is no evidence that more
than a few hundred binary shells were produced — more than were needed
as prototypes, perhaps, but nowhere near what would have been needed for
use against the Iranians had the war continued.

But, while they still had not mastered the art of manufacturing binary
munitions in which the mixing of the precursors occurred after firing (“mix-
in-flight”) at the time of the invasion of Kuwait, they had developed a simple
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process for generating the agent immediately before use: a warhead or bomb
would be given a partial fill of isopropanal (and often cyclohexanol, a pre-
cursor for the related nerve agent GE, sometimes known as cyclosarin) and
stored along with plastic containers of methylphosphonic difluoride (DF).
Shortly before the munition was to be used, an Iraqi soldier would be provided
with a gas mask and would pour an appropriate amount of the DF into the
munition. This reduced storage issues. While sarin does not appear to have
been intentionally released during the Gulf War, a link between Gulf War
Syndrome and the possible release of sarin during bombing raids and during
the destruction of weapons depots following the war has been suggested.

Nerve Agents

Nerve agents are the most lethal of all chemical agents. All declared military
nerve agents belong to the organophosphate family of compounds. The
carbamates have not, at least according to the open literature, been milita-
rized. In the open, 6 pounds of sarin, disseminated by a 3-pound burster
charge at a height of 15 feet, would create a dosage of 3,500 mg min/mp?P,
20 yards from the burst site within 10 seconds (the airborne exposure limit
[AEL] for sarin is 0.0001 mg min-mp?P). Within 25 seconds, the plume would
increase to a 50-yard radius, with a minimum dosage of 100 mg min/mp?*".
In less than a minute of the blast, anyone within an area of over 70,000 square
feet around the burst will have received at the very least a medial lethal dose
and likely much more than that. If the blast were to occur indoors, the effect
would be much greater. Nerve agent VX is 10 times more toxic than sarin,
and would result in even more lethality. As was previously mentioned, ter-
rorist organizations already have this capability!

Nerve agents at normal temperatures and pressures are all liquids, although
they are often incorrectly referred to as gases. The most common nerve agents
are tabun (GA), sarin (GB), soman (GD), GE and VX. Other agents that exist
include GE GE, VE, VG, and VM. “G” agents are volatile, and penetrate the
skin well in terms of seconds or minutes. “V” agents are less volatile, and
penetrate the skin well in terms of minutes and hours. All nerve agents are
related to organophosphate pesticides. Common chemical nerve agents are
sometimes referred to as unitary agents because they do not have to be mixed
with any other chemical in order to function. Modern nerve agents that involve
more than one chemical are called binary chemical agents. Binary agents are
also a part of the U.S. military arsenal. Binary agents are composed of two
separate chemicals that are relatively nontoxic until they are mixed together.
The weapons are designed to mix the chemicals together as the shell is fired.

All nerve agents in pure form are colorless. However, nerve agents may
also be light brown in color when contaminated and vary in their degree of
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volatility. Some agents have the volatility of motor oil, while others have
volatility similar to water. Compared to liquids that are considered to be
volatile, such as gasoline, none of the nerve agents are significantly volatile.
When comparing the nerve agents as a group, sarin would be considered the
most volatile. VX, on the other hand, is the least volatile of the nerve agents
but it is also the most toxic. G-agents such as sarin are considered to be
nonpersistent, while mustard and V-agents like VX are considered persistent
agents. Thickened nonpersistent agents may present a hazard for a longer
period of time such as TGB, which is thickened sarin. Most nerve agents are
odorless; however, some may have a faint fruity odor like Juicy Fruit gum or
geraniums when contaminated. Nerve agents are highly toxic and quick-
acting. Initial effects of organophosphorus agents occur within 1-10 minutes
of exposure. Death occurs within 15 minutes for tabun, sarin, and soman
and from 4-42 hours for VX. Nerve agents enter the body through inhalation
or skin absorption. Poisoning can occur also with ingestion of the agents
placed in food or drink. Nerve agents work the quickest if inhaled. Inhalation
of high concentrations can cause death within minutes. The LCb,, for sarin
is 100 mg/min/mp’ while VX is 50 mg/min/mp?P. Primary target organs for
nerve agents are the respiratory and central nervous systems. Entry into the
body through skin absorption requires a longer period of time for symptoms
to develop. First symptoms from skin contact may not appear for 20-30
minutes after exposure (Table 3.4). However, if the dose of nerve agent is
high, the poisoning process may be rapid. Eye exposure is extremely danger-
ous, and eyes should be flushed immediately with copious amounts of water
if exposed. Liquid nerve agent splashed into the eyes is absorbed faster into
the body than through skin contact.

Acetylcholine is an important neurotransmitter that is essential to com-
plete the transmission of neural impulses from one neuron (fibers that convey
impulses to the nerve cell) to another. Without acetylcholine, the body cannot

Table 3.4 Skin Exposures to Nerve Agent by Degree of Severity

Degree of  Body Part

Severity Affected Symptom(s)
Mild Skin Sweating at exposure site
Muscle Localized, unorganized fasciculation at exposure site
Moderate  Muscle Generalized fasciculation and twitching; generalized weakness that
increases with any form of activity
GI Nausea, vomiting, diarrhea
Severe Muscles Extremely weak; convulsions (seizures) with eventual flaccid
paralysis
Lungs Cessation of respiration

All Sudden loss of consciousness and collapse, death
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function normally. When a message is sent from the brain for a muscle to
move or some other bodily function to activate, acetylcholine is released. It
then binds to the post-synaptic membrane, which starts and continues the
movement or action. When it is time for the movement or action to stop,
acetylcholinesterase is released to remove the acetylcholine from the synapse,
so it can be used again. Nerve agents are acetylcholinesterase enzyme inhib-
itors and can affect the entire body. Acetylcholinesterase enzymes normally
act upon acetylcholine when it is released. Nerve agents inhibit this action,
and an accumulation of acetylcholine occurs. Initially, it results in an over-
stimulation of the nervous system. The system then becomes fatigued and
paralysis results. Paralysis of the diaphragm muscle, resulting in the cessation
of breathing, is the primary cause of death from nerve agent poisoning.
Accumulation of acetylcholine causes increased nerve and muscle activity,
with overfunctioning of the salivary glands, secretory glands, and sweat
glands. Muscular twitching, easy fatigue, mild weakness, cramps, and flaccid
paralysis, accompanied by dyspnea and cyanosis, result from the excess ace-
tylcholine present. Accumulation of excess acetylcholine in the brain and
spinal cord results in the occurrence of central nervous system symptoms.
Unless the accumulation of acetylcholine is reversed by the use of antidotes,
atropine and 2-Pam Chloride, the effects become irreversible and death will
occur. CDC has begun a program to have nerve agent antidote stocks in every
state within two years. New York City and Boston were among the first cities
to get the “chem packs.” Each chem pack contains atropine and some auto
injectors. Each pack will treat approximately 1,000 patients.

U.S. Army researchers are getting closer to perfecting a way to protect
soldiers from nerve agents, which may ultimately extend to emergency
responders and others. Butyrylcholinestease is an enzyme found in the body
that appears to be an effective pretreatment for nerve agent exposure.
Butyrylcholinesterase naturally detoxifies a variety of toxins in the body.
When administered in an appropriate dose, it protects people from nerve
agent exposure for up to two weeks. If a person is exposed to a nerve agent
poison, they are not affected. So far tests have shown there are no serious
side effects from elevated levels of butyrylcholinesterase in the body. Human
clinical trials will be the next step.

Time Course: Onset time: minutes to several hours. The greater the
concentration of the chemical agent, the shorter the onset time in which
symptoms will occur. After a high concentration exposure (lethal amount or
greater), the effects may occur within minutes; after an asymptomatic period,
the first effect may be loss of consciousness. Onset time may be as long as 18
hours after exposure; however, in such cases the effects are usually not lethal.

Symptoms of nerve agent poisoning, resulting from a low dose, include:
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+ Increased saliva production

«  Runny nose and a feeling of pressure on the chest

+ Pupils of the eyes exhibit pinpoint constriction (miosis)

+  Short-range vision is impaired and the victim feels pain when trying
to focus on a nearby object

+ Headache may follow with tiredness, slurred speech and hallucinations

Exposures to higher doses present more dramatic symptoms.

+  Bronchoconstriction

+  Secretion of mucous in the respiratory system
+ Difficulty in breathing and coughing

+ Discomfort in the gastrointestinal tract

+  Cramps and vomiting

+ Involuntary discharge of urine and defecation

The military uses the term SLUDGEM to describe symptoms of nerve
agent exposure. SLUDGEM stands for salivation, lacrimation, urination,
defecation, gastrointestinal, emesis, and miosis. Saliva discharge is powerful
and may be accompanied by running eyes and sweating. Muscular weakness,
local tremors, or convulsions might follow in cases of moderate poisoning.
Exposure to a high dose of nerve agent might lead to more pronounced
muscular symptoms. Convulsions and loss of consciousness might occur.
Those individuals most sensitive to nerve agents will experience a lethal dose
at about 70 mg/min/mp’f. More resistant persons require about 140
mg/min/mP%. Dermal exposure from nerve agent liquid that would result
in lethal effects is a very small amount. In fact, if you were to look at the
back of a Lincoln penny and notice the Lincoln Memorial, the amount of
liquid that it would take to cover one of its columns would be a toxic dermal
exposure! Toxic effects depend on both the concentration of nerve agent in
the air and the length of time the person is exposed. For example, inhalation
of sarin vapor with a concentration of 100 mg/mp? for one minute gives
the same result as inhalation of 50 mg/mp* for two minutes. Lower concen-
trations require longer periods of exposure because the body has some ability
to detoxify itself.

Sarin (GB) is a fluorinated organophosphorous compound with the
chemical name of phosphonofluoridic acid, methyl-isopropyl ester. GB is an
organophosphate nerve agent with low persistence (evaporation rate about
the same as water). It has a faintly fruity odor (which is absent for the pure
material). The chemical formula is CHb,, PO(F)OCH(CHb,,)b,,. The struc-
ture of the compound is shown in Figure 3.2.
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Figure 3.2 Structure of sarin.

Synonyms
+ EA1208
+ IMPF

Isopropoxymethylphosphoryl fluoride

+ Isopropyl methylfluorophosphonate

+ Isopropyl methylphosphonofluoridate

+  Methylfluorophosphoric acid isopropyl ester

+  Methylphosphonofluoridic acid isopropyl ester
O-Isopropyl methylfluorophosphonate

+  O-Isopropyl methylphosphonofluoridate
« T-144
+ Zarin

Sarin would be classified as a Class 6.1 poison by the DOT and have a
National Fire Protection Association (NFPA) 704 designation of Health-4,
Flammability-1, Reactivity-1, and Special-0. The United Nations (U.N.) 4-
digit identification number for sarin is 2810. Chemical Abstract Service
(CAS) numbers have been issued for some of the chemical agents. The CAS
number for sarin (GB) is 107-44-8. Binary weapons in which GB is formed
at the time of use have been developed by several countries. The agent from
the binary weapons is sometimes designated GB2 to distinguish it from that
dispersed by unitary weapons. One component in the U.S. binary is meth-
ylphosphonyldifluoride (Code DF; CAS Registry Number 676-99-3) and the
other is either isopropanol (CAS Registry Number 67-63-0) alone or OPA,
where OPA is a mixture of isopropanol 72% with isopropylamine (CAS
Registry Number 75-31-0) 28%.

Iraq fielded munitions filled with mixtures of GB and cyclosarin (TGFT).
Tests on mice have indicated that GB-GF mixtures have a toxicity interme-
diate between the toxicities of GB and GF; thus, there appear to be no
synergistic effects producing enhanced or unexpected toxic effects that would
require any special treatment protocols in those exposed to a mixture.

When researching the physical characteristics of chemical agents or any
other type of hazardous material in reference books or other data sources,
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make sure the use of temperature scales is consistent. Fahrenheit temperatures
have larger numerical values than do centigrade temperatures (also known
as Celsius). Confusion can develop and wrong values applied if Fahrenheit
temperatures are expected, and centigrade is given or vise versa. Responders
should also have a basic knowledge of the metric system of measurement.
Many values of physical characteristics, toxicology terms, physical amounts
of materials, evacuation, and isolation distances are expressed in terms of the
metric system. The metric system also differs in numerical value when com-
pared to the normal U.S. system of weights and measures.

SARIN

Physical Characteristics Toxic Characteristics
Molecular Weight: 140.10 Airborne Exposure Limit: 0.0001 mg/mp*
Boiling Point: 158°C (316°F) LCt50 Inhalation: 70 mg-min/mp?®
Vapor Pressure: 2.9 mm/Hg at 25°C LD50 Skin: 1700 mg/70kg man
Vapor Density: 4.86 ECt50 Eyes: <2 mg/mp?
Volatility: 22,000 mg/mp? at 25°C ECt50 Inhalation: <2 mg-min/mp?
Specific Gravity: 1.0887 at 25°C ICt50 Inhalation: 35 mg-min/mp®
Melting/Freezing Point: -56°C Median Lethal Dose: 100 mg-min/mp* for a
Viscosity: 22,000 at 25°C resting person
Flashpoint: Did not flash to 280°F Median Incapacitating Dose: 75 mg-
Flammable Limits: Unavailable min/mp? for a resting person
Decomposition Temperature: 150°C TLV-TWA: 0.0001 mg/mp*
Water Solubility: Miscible Population Exposure Limits: 0.000003
Polymerization: No mg/mp?P
Stability: Stable Carcinogen: Unknown

Incompatibility: Steam, tin, magnesium,
cadmium plated steel, and aluminum
Persistency*: Non-persistent

* Depends on Weather and Dispersion Type.

GB is miscible with water and readily soluble in common organic sol-
vents. Sarin hydrolyzes readily in water, with a pH-dependent rate (half-life
at pH=7 and 25° is 5.4 hours). Hydrolysis occurs more rapidly in alkaline
solutions. Hydrolysis under acid conditions will produce hydrofluoric acid
and should be avoided.

Sarin has a vapor density that is about five times heavier than air and
about the same specific gravity as water. It is a colorless and odorless liquid
in the pure form. To date, the Occupational Safety and Health Administration
(OSHA) has not identified a permissible exposure concentration for sarin.
Sarin is listed by the American Conference of Governmental Industrial
Hygienists (ACGIH) and OSHA as a carcinogen. Sarin is stable when in the
pure state. While sarin will burn, it has a very high flashpoint and would be
difficult to ignite under normal circumstances. Sarin will react with steam
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or water to produce toxic and corrosive vapors. It reacts with tin, magnesium,
cadmium-plated steel, and some aluminum. To a lesser degree it attacks
copper, brass, and lead. There is no danger of polymerization with sarin.
Detection: Nerve agent sensitive chemical agent detectors (e.g., CAM,
M18A2, M256, etc.) and papers (e.g., M8, M9) may be used for detection.
In addition to direct analysis, it may be identified based on degradation
products, of which the most prominent in soil samples are likely to be
methylphosphonic acid and monoisopropyl methylphosphonate. Isopropyl-
methylphosphonic acid has also been found in soil samples. Lowered acetyl-
cholinesterase levels are indicators of nerve agent intoxication in victims.
Depending on the degree of intoxication, symptoms can include:

« Nervousness/Restlessness

*  Miosis

+ Rhinorrhea (runny nose), excessive salivation

* Dyspnea (difficulty in breathing due to bronchoconstriction/
secretions)

+  Sweating

+ Bradycardia (slow heartbeat)

+ Loss of consciousness

«  Convulsions

+ Flacid paralysis

«  Loss of bladder and bowel control

+ Flaccid paralysis

+ Apnea (breathing stopped)

Onset of symptoms is usually rapid, occurring within minutes of expo-
sure. Masks, including self-contained breathing apparatus (SCBA) masks,
alone do not provide adequate protection against this agent. Protective equip-
ment (self-contained breathing equipment or gas mask with appropriate filter
and barrier suit) must be used. Agent absorbed by cloth (clothing, blankets,
etc.) can be released as a vapor by the cloth for 30 minutes or more after
exposure. Remove victims from exposure as rapidly as possible. Remove the
victims’ clothing at least down to underwear and place in disposal bags.
Victims must not be moved into clean treatment areas where
unmasked/ungloved personnel are working until decontamination is com-
plete. Medical treatment should include decontamination of victims at as
early a stage as possible. Medical personnel treating casualties should avoid
direct (skin-to-skin) contact; protective gear, including breathing protection,
should be worn when treating casualties prior to decontamination. Latex
gloves are not adequate protection. Chemical protective (butyl rubber) gloves
must be worn. If breathing has stopped, a mechanical respirator should be
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used to ventilate the patient. While exhaled air is not ordinarily a hazard,
DO NOT ATTEMPT MOUTH-TO-MOUTH RESUCITATION without
proper shields owing to the possible presence of residual agent on the face.
If possible, oxygen or oxygen-enriched air should be used for ventilation. If
possible, monitor cardiac activity. Pralidoxime salts are effective in restoring
acetylcholinesterase activity after exposure to sarin. Thus, as a supplement
to treatment with atropine, treatment with pralidoxime salts should be ini-
tiated as soon as possible after exposure, with a slow intravenous infusion of
500 mg to 1 g being given initially. Atropine eye drops reportedly gave some
symptomatic relief for eye problems following the use of sarin by terrorists
in the Tokyo subway system. Diazepam should be administered to control
convulsions. It also has value in controlling fear on the part of the patient.
An initial dose of 5 mg may be followed by additional doses at 15 minute
intervals up to a total of 15 mg.

Selected Precursors

The following chemicals are precursors to the production of sarin. When any
of them are found in an occupancy, and their legitimate use cannot be
established, law enforcement should be notified.

Ammonium bifluoride

+  Dimethyl methylphosphonate

+ Diethylphosphite

+ Dimethylphosphite

*  Hydrogen fluoride

+  Methylphosphonous difluoride
Methylphosphonyl dichloride

+  Methylphosphonyl difluoride

+  Potassium bifluoride

+  Potassium fluoride

+  Phosphorus trichloride
Sodium bifluoride

+  Sodium fluoride

+  Thionyl chloride

+  Trimethyl phosphite

Tabun (GA) is an organophosphorus compound with a chemical name
of ethyl N, N-dimethylphosphoramidocyanidate. The chemical formula is
Cb,,Hb.,, OPO(CN)N(CHb;,, )b,,. The structure of the compound is shown
in Figure 3.4.
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Figure 3.3 Structure of tabun.
Synonyms
+ Dimethylamidoethoxyphosphoryl cyanide
+ EAI1205

+  Ethyl dimethylamidocyanophosphate

+  Ethyl dimethylphosphoroamidocyanidate

+  Ethyl N,N-dimethylphosphoroamidocyanidate
+  Le-100

Tabun, like sarin, would be a Class 6.1 poison, with an NFPA 704 desig-
nation of Health-4, Flammability-2, Reactivity-1, and Special-0. The U.N.
four-digit identification number used for tabun is 2810, which is the same
for all of the nerve agents. The CAS number for tabun is 77-81-6.

TABUN

Physical Characteristics Toxic Characteristics
Molecular Weight: 162.13 TLV-TWA: 0.0001 mg/mp*®
Boiling Point: 247.5°C (475°F) Population Exposure Limits: 0.000003
Vapor Pressure: 0.037 mm/Hg at 20°C mg/mp?
Vapor Density: 5.63 Carcinogen: Unknown animal (monkey)
Volatility: 610 mg/m?® at 25°C LDby, Percutaneous: 9.3 mg/kg
Specific Gravity: 1.073 at 25°C LCtbs,,, Inhalation: 187 mg/minp® (t = 10)

Melting/Freezing Point: —-50°C

Flashpoint: 78°C (173°F)

Flammable Limits: Unavailable

Decomposition Temperature: 150°C

Airborne Exposure Limit: 0.0001 mg/mp*

LCtbs,, Inhalation: 135 mg-min/mp* (t =
0.5-2 min) at RMV* of 15 1/min; 200 mg-
min/mp* at RMV of 10 1/min.

LDby,, Skin: 14-15 mg/kg

Median Lethal Dose: 400 mg-min/mP?? for a
resting person

Median Incapacitating Dose: 300 mg-
min/mp? for a resting person

Continued.
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TABUN (Continued)

Physical Characteristics Toxic Characteristics

Water Solubility: Slight
Polymerization: No
Stability: Stable
Incompatibility: Unavailable
Persistency**: 1-2 days

* Respiratory Minute Volume.
** Depends on weather and dispersion type.

Historical Notes

GA was the first organophosphate compound to be identified as a potential
chemical agent. It was first synthesized shortly before Christmas 1936 as a
part of research directed at identifying insecticides (specifically, for the con-
trol of wooly aphis, a form of aphid) under the direction of Dr. Gerhard
Schrader at the Bayer facility at Elberfield, Germany. It was quickly recognized
that tabun was quite toxic. In initial experiments, a concentration of 5 ppm
killed all the insects in the test chambers. But when, in the course of the tests
on insects, Schrader and a laboratory assistant were exposed to the vapors
and strongly affected, it quickly became apparent that the material might
have military applications. This was duly reported to the German government
under a law requiring that the government be advised of any discovery with
potential military applications. Research was continued, and a “secret” patent
was issued for the material, now known as tabun, on July 22, 1937. Research
was carried out on production methods, and a process which produced tabun
in good yield (approximately 83%) was developed. In 1940, construction
began on a plant to manufacture tabun, now also known by the code name
T-83 (the number is said to be a reference to the yield; the material was also
designated Trilon 83). After some initial teething problems, production began
in 1942, with 675 tons being produced that year. Production rose to 4,555
tons in 1943, with a high of 7519 tons in 1944, and in the final months of
the war, 120 tons in 1945, for a total of 12,869 tons. That was by far the
largest quantity of any of the German nerve agents produced. It was a dan-
gerous process, however, with at least 10 workers dying as a result of acci-
dental exposures. A number of types of munitions were filled with tabun.
Two fill mixtures were used — tabun-A, which consisted of a mixture of 95%
GA with 5% chlorobenzene as a stabilizer, and tabun-B, a mixture of 80%
GA with 20% chlorobenzene. Rumors of the new agents reached the Allies
throughout the war but were largely ignored as propaganda. In 1943, when
British intelligence interviewed a chemist who had worked on the project
and who provided a description of the agent and its production, the report
was simply ignored.
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The Soviets presumably became aware of the nerve agents and their
properties when they over ran Dyhernfurth. But the first certain knowledge
that the Western Allies had of the existence of the nerve agents came when
British troops investigated some 105 mm howitzer shells found at a captured
ammunition dump in the spring of 1945. The shells had unusual markings
— a green ring and the letters GA — and a liquid fill, and were quickly
recognized as chemical munitions, but what sort was not immediately under-
stood. The initial report described them as containing: “...a new type of
filling containing 20 per cent chlorobenzene and an arsenic derivative which
is under investigation.” Of course, further investigation revealed that the
agent was not an arsenic derivative, that it had rather startling toxic proper-
ties, and that it was only one of a family of agents.

Tabun was destined to recede from its initial prominence, however. The
Western Allies, after investigating the range of German nerve agents, decided
that they preferred sarin (GB) because of its greater lethality, while the Rus-
sians, after moving a large part of the Dyhernfurth facility to the Soviet Union
and reportedly resuming production, decided to go with both sarin and
soman (which is even more lethal than sarin). A large portion of the captured
tabun was disposed of by simply dumping it at sea. GA has not completely
disappeared. The relative simplicity of its manufacture coupled with the wide
dissemination of information about its production has made it attractive as
a “starter” nerve agent for states interested in acquiring a chemical weapons
capability. Thus, when Iraq wanted to quickly produce a nerve agent for use
in the war with Iran, they used tabun, apparently following the German path
(a sample obtained from a dud bomb showed a composition comparable for
that seen by the Germans when they were starting up). (The Iraqis also
compromised to an extent in purification — the agents they used appear to
have been only 30-40% pure in some cases.) Although eventually the Iraqis
too abandoned tabun in favor of more lethal agents, it was certainly not
chance that lead them to start with GA. It must also be noted that the Iraqi
use of tabun against Iranian Troops near Basra on March 17, 1984 marked
a milestone of sorts in the history of chemical warfare: it was the first con-
firmed use of a nerve agent on a battlefield by one state against another.
While it is generally estimated that fewer than 100 casualties resulted from
this attack, the use of a nerve agent meant there had been a significant change
in the way the use of this most modern form of “frightfulness” was viewed.

Tabun is a colorless-to-brown liquid, with a faint fruity odor. In its pure
form, it has no odor. The boiling point of tabun is approximately 159°, which
is higher than sarin. Tabun has a vapor density higher than sarin, about 5.5
times heavier than air. Its specific gravity is slightly heavier than water. Tabun
has a flashpoint lower than sarin. There are no explosive limits available.
Contact with the agent liquid or vapor can be fatal. GA is not listed by the
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ACGIH, or OSHA as a carcinogen. Tabun is a lethal cholinesterase inhibitor
similar to sarin in the way it affects the human body. It is only about half as
toxic by inhalation as sarin, but in low concentrations is more irritating to
the eyes. Symptoms presented by GA depend on the concentration and rate
of entry into the body. Very small dermal exposures may cause local sweating
and tremors with few other effects. Symptoms for larger doses are much the
same as for sarin, regardless of the route of exposure to the body. They
include, in order of appearance:

* Runny nose

+ Tightness of the chest

+  Dimness of vision and pinpoint pupils (miosis)
+ Difficulty breathing

+ Drooling and excessive sweating

* Nausea

+  Vomiting

+  Cramps and involuntary defecation and urination
+ Twitching, jerking, staggering; headache

+ Confusion

*  Drowsiness

+  Coma and convulsion

These symptoms are followed by cessation of breathing and death. First
symptoms appear more slowly from skin contact than through inhalation.
Skin absorption of a dose great enough to cause death can occur in 1 to 2
minutes; however, death may be delayed for 1 to 2 hours. The inhalation
lethal dose can kill in 1 to 10 minutes and liquid splashed in the eyes is almost
as fast. Polymerization potential for tabun is not available. It is stable, and
compatibility information is not known.

Detection: Nerve agent sensitive chemical agent detectors (e.g., CAM,
M18A2, M256, etc.) and papers (e.g., M8, M9) may be used for detection.
The presence of the dimethylamine and cyanide groups on the phosphorus
makes this agent easy to distinguish from other nerve agents using NMR.
Depending on the degree of intoxication, symptoms may include:

«  Nervousness/restlessness

+  Miosis (contraction of the pupil)

+ Rhinorrhea (runny nose), excessive salivation

+  Dyspnea (difficulty in breathing due to bronchoconstriction/secretions)
+  Sweating

+ Bradycardia (slow heartbeat)

«  Loss of consciousness

«  Convulsions
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+  Flaccid paralysis
+  Loss of bladder and bowel control
* Apnea (breathing stopped)

Onset of symptoms is usually rapid, occurring within minutes of exposure.
Remove casualties from exposure as rapidly as possible. Casualties must not
be moved into clean treatment areas where unmasked/ungloved personnel are
working until decontamination is complete. Medical treatment should include
decontamination of casualties at as early a stage as possible. Medical personnel
treating casualties should avoid direct (skin-to-skin) contact; protective gear,
including breathing protection, should be worn when treating casualties prior
to decontamination. Latex gloves are not adequate protection. Chemical pro-
tective (butyl rubber) gloves must be worn. If breathing has stopped, a
mechanical respirator should be used to ventilate the patient. While exhaled
air is not ordinarily a hazard, DO NOT ATTEMPT MOUTH-TO-MOUTH
RESUCITATION without proper shields owing to the possible presence of
residual agent on the face. If possible, oxygen or oxygen-enriched air should
be used for ventilation. If possible, monitor cardiac activity. Pralidoxime salts
are somewhat ineffective in restoring acetylcholinesterase activity after expo-
sure to tabun; however, they do not interfere with treatment, and so there is
no reason to refrain from their use if the agent is unidentified. Obidoxime has
demonstrated effectiveness in animals. Thus, as a supplement to treatment
with atropine, treatment with obidoxime (250 mg by slow intravenous infu-
sion) should be considered, bearing in mind possible hepatotoxic effects. Diaz-
epam should be administered to control convulsions. It also has value in
controlling fear on the part of the patient. An initial dose of 5 mg may be
followed by additional doses at 15 minute intervals up to a total of 15 mg.

Masks, including self-contained breathing apparatus (SCBA) masks,
alone do not provide adequate protection against this agent. Evacuate uphill
and upwind without moving through the agent cloud. The combustion
products produced by burning GA are less toxic than the agent. If GA is
burning and other considerations permit it, the fire should not be extin-
guished. GA is of intermediate solubility in water (9.8% at 20°F). It hydro-
lyzes with a half-life of 8.5 hours at pH 7 and 20°F, and with a half-life of 7
hours at pH 4-5. Phosphates increase the hydrolysis rate. Note that one of
the hydrolysis products is cyanide, and that hydrogen cyanide may be evolved
under certain conditions.

Selected Precursors

The following chemicals are precursors to the production of tabun. When
any of them are found in an occupancy and their legitimate use cannot be
established, law enforcement should be notified.
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+ Diethyl N,N-dimethylphosphoramidate
+ Dimethylamine
+ Dimethylamine hydrochloride
+ Phosphorus oxychloride
Phosphorus pentachloride
+  Phosphorus trichloride
+  Potassium cyanide
+  Sodium cyanide

Soman (GD), like sarin, is a fluorinated organophosphorus compound
with a chemical name of pinacolyl methyl phosphonofluoridate, and it is a
lethal nerve agent. The chemical formula is CHb,,PO(F)OCH(CHbs,,)
C(CHbsyy,)bs,.. The structure of the compound is shown in Figure 3.4.

Soman would be classified as a Class 6.1 poison by the DOT and have
an NFPA 704 designation of Health-4, Flammability-1, Reactivity-1, Special-
0. The U.N. four-digit identification number is 2810. The CAS number is
96-64-0. GA is a colorless-to-brown (depending on purity) liquid organo-
phosphate nerve agent with an intermediate persistence (evaporation rate
about 1/20th of water). It has a faint fruity odor or an oil of camphor odor
when impure (which is absent for the pure material).

Synonyms
+  3,3-dimethyl-n-but-2-yl methylphosphonofluoridate
+ EA1210
*  Methyl pinacolyl phosphonofluoridate
+  Methyl pinacolyloxy phosphorylfluoride
+ Pinacoloxymethylphosphoryl fluoride
+ Pinacolyl methylfluorophosphonate
Pinacolyl methylphosphonofluoridate
+ PMFP
+ 1,2,2-Trimethylpropoxyfluorophosphine oxide
+ 1,2,2-Trimethylpropyl methylphosphonofluoridate

H
|
H O H H-C—H H
1 | | 1
H-C—-P-O0—-C—— C——C—H
11 | | |
H F H-=C—HH-C—H H
| |
H H
Soman

Figure 3.4 Structure of soman.
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Soman was first synthesized in 1944 as a result of the investigations into
organophosphate nerve agents triggered by the discovery of GA (tabun), and
it was the most toxic agent of its time. Known initially by its code number,
T-300, it was the last of the nerve agents that the Germans attempted to
move to production during World War II. The production process settled
on by the Germans for soman was a four-step process in which highly
corrosive intermediates were used. The corrosive compounds required the
use of special silver apparatus, and production in 1944 was only about one
ton, with perhaps two more tons being produced in 1945 before the end of
the war. The Soviets acquired the production facility and also recovered the
documents related to soman’s synthesis from an underground storage facility
near Berlin. In the 1950s, several methods of producing the agent were
developed by researchers in the Soviet Union and in Great Britain and the
U.S., which avoided many of the production problems the Germans had
encountered. This led to considerable interest in the mass production of GD
for military use. The U.S. seriously considered making soman its primary
nerve agent, but economics finally swung the decision against it (there was
no industrial use, and thus no industrial source, for pinacolyl alcohol, and
the large scale production of soman would have required the creation of
such a production capability from scratch). The Soviet Union saw sufficient
advantages to the material that they commenced industrial-scale production
of soman in 1967. Significant amounts were produced — the Russian Fed-
eration declared some 4,800 metric tons of GD to the Organization for the
Prohibition of Chemical Weapons (OPCW). In 1973, the Israelis discovered
that Egyptian prisoners of war captured during the “Yom Kippur War” were
carrying personal chemical protective equipment that included decontami-
nation kits containing an antidote that comprised an unusual combination
of ingredients: atropine, benactyzine, and the oxime TMB4. The Israelis were
worried by the personal protective gear, since it implied the Egyptians were
planning for operations in a chemical environment. It was the components
of the antidote that drew the most attention in other countries, since they
seemed to be intended for use against soman as well as the better-known
nerve agents. As a result, several Western countries embarked on crash pro-
grams to develop countermeasures specific for this agent. No other country
is known to have seen enough utility in soman (relative to the other nerve
agents) to enter into mass production of it, although most countries with
an interest in chemical weapons have produced it on a laboratory scale. It
has been suggested that North Korea (the Democratic People’s Republic of
Korea) might have produced significant quantities of this agent. However,
the evidence for this is somewhat vague.
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Physical Characteristics

Toxic Characteristics

Boiling Point: 198°C (388°F)

Vapor Pressure: 0.40 mm/Hg at 25°C

Vapor Density: 6.33

Volatility: 3900 mg/mP?? at 25°C

Specific Gravity: 1.022 at 25°C

Melting/Freezing Point: —42°C

Viscosity: 22,000 at 25°C

Flashpoint: 121°C (475°F)

Flammable Limits: Unavailable

Decomposition Temperature: 130°C
Hydrolyzes to form HF

Water Solubility: 2.1% at 20°C

Polymerization: No

Stability: Stable

Incompatibility: Corrodes steel

Persistency*: 1-2 days

Airborne Exposure Limit: 0.00003 mg/mp?®

LCtbs,, Inhalation: 70 mg-min/mp* (15
1/min)

LDby,, Skin: 350 mg/70kg man

ECtby, Eyes: 2 mg/mp?®

ECtbg, Inhalation: < 2 mg-min/mp?®®

ICtbsy, Inhalation: 35 mg-min/mp? (15
1/min)

Median Lethal Dose: GB, GA range

Median Incapacitating Dose: Unavailable

TLV-TWA: 0.0001 mg/mp*

Population Exposure Limits: 0.000003
mg/mp?

Carcinogen: No

* Depends on weather and dispersion type.

Lowered acetylcholinesterase levels are indicators of nerve agent intoxi-

cation in victims.

Depending on the degree of intoxication, symptoms can include:

+ Nervousness/restlessness

+  Miosis (contraction of the pupil)
+ Rhinorrhea (runny nose), excessive salivation
* Dyspnea (difficulty in breathing due to bronchoconstriction/secre-

tions)
+  Sweating

+ Bradycardia (slow heartbeat)

» Loss of consciousness
«  Convulsions
+ Flaccid paralysis

* Loss of bladder and bowel control

+ Apnea (breathing stopped)

Onset of symptoms is usually rapid, occurring within minutes of expo-
sure. If breathing has stopped, a mechanical respirator should be used to
ventilate the patient. While exhaled air is not ordinarily a hazard, DO NOT
ATTEMPT MOUTH-TO-MOUTH RESUCITATION without proper shields
owing to the possible presence of residual agent on the face. If possible, oxygen



84 Counter-Terrorism for Emergency Responders

or oxygen-enriched air should be used for ventilation. If possible, monitor
cardiac activity. Both pralidoxime salts and obidoxime are somewhat ineffec-
tive in restoring acetylcholinesterase activity after exposure to soman (pre-
sumably due to the aging process for the soman-inhibited cholinesterase);
however, they do not interfere with treatment, and so there is no reason to
refrain from their use if the agent is unidentified, and some benefit may accrue
from very early administration. HL-7 (a bispyridinium dioxime) may be
useful if available. Diazepam should be administered to control convulsions.
It also has value in controlling fear on the part of the patient. Diazepam may
also help to protect against soman-induced neuropathies. An initial dose of
5 mg may be followed by additional doses at 15-minute intervals up to a total
of 15 mg. Protective equipment (self-contained breathing equipment or gas
mask, barrier suit) must be used. Medical personnel treating casualties should
avoid direct (skin-to-skin) contact; protective gear including breathing pro-
tection should be worn when treating casualties prior to decontamination.
Latex gloves are not adequate protection. Casualties should be decontami-
nated as rapidly as possible (see the section on decontamination). Remove
casualties from exposure as rapidly as possible. Casualties must not be moved
into clean treatment areas where unmasked/ungloved personnel are working
until decontamination is complete.

GD is an organophosphate nerve agent with an intermediate persistence
(evaporation rate about 1/4 that of water; volatility similar to that of engine
oil). When pure, it has a faint fruity odor that might not be detected; impu-
rities that are commonly present might produce a smell of camphor, nutmeg,
or orange peel. Soman has a vapor density that is over six times heavier than
air. Doses of soman that can cause death may be only slightly larger than
those that produce symptoms. The median incapacitation dose for soman is
unknown. It will not undergo polymerization and is stable after storage in
steel for three months at 65°C. GD corrodes steel at a rate of 1 X 10.5
inch/month. In contact with water, it will hydrolyze to form hydrogen fluo-
ride (HF). Binary weapons in which GD is formed at the time of use have
been developed. One component in the binary is methylphosphonyldifluo-
ride (Code DF; CAS Registry Number 676-99-3), and the other is pinacolyl
alcohol (CAS Registry Number 464-07-3) and an amine. These weapons may
be identified by the code GD-2 in some documents. Thickened forms of
soman, sometimes identified by the code TGD, have also been produced. In
the U.S. the thickener selected was an essentially nontoxic butyl acrylate-ethyl
acrylate-methyl methacrylate copolymer with the trade name Acryloid K-
125, which was added to GD to form a 5% thickener/95% GD mixture.
Thickened forms of soman were also produced in the Soviet Union. In fact,
only thickened soman was identified as a “standard agent” in the information
released by the Soviets in 1987 about their chemical arsenal. Soviet thickened
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soman is sometimes identified by the code VR-55 in Western documents.
This code might have been derived from the viscosity of the thickened soman
— Viscous URUussian — with the 55 arising from the designation of GD by
the Soviets by a code name usually translated as Substance 55. However,
caution should be used in interpreting documents that contain this designa-
tion, because it might also have been applied to Soviet second-generation
(V) nerve agents. Masks, including SCBA masks, alone do not provide ade-
quate protection against this agent.

Detection: Nerve agent sensitive chemical agent detectors (e.g., CAM,
M18A2, M256, etc.) and papers (e.g., M8, M9) may be used for detection.

Selected Precursors

The following chemicals are precursors to the production of soman. When
any of them are found in an occupancy, and their legitimate use cannot be
established, law enforcement should be notified.

Ammonium bifluoride

+  Dimethyl methylphosphonate

+ Diethylphosphite

+ Dimethylphosphite

*  Hydrogen fluoride

+  Methylphosphonous difluoride
Methylphosphonyl dichloride

+  Methylphosphonyl difluoride

+ Pinacolone

+ Pinacolyl alcohol

+ Potassium bifluoride
Potassium fluoride
Phosphorus trichloride

+  Sodium bifluoride

+  Sodium fluoride

+  Thionyl chloride

+  Trimethyl phosphite

Lethal nerve agent (VX) is a sulfonated organophosphorous compound
with a chemical name of O-ethyl-S-(2-iisopropylaminoethyl) methyl
phosphonothiolate. The chemical formula is (Cb,,Hb.,O)(CHb,,O)P(O)S
(Cb,,Hb,, )N [(Cb,,Hb,,)(CHbs,)b,,]b,,. The structure of the compound is
shown in Figure 3.5.

VX would be classified as a Class 6.1 poison by the DOT and have a
NFPA 704 designation of Health-4, Flammability-1, Reactivity-1, and Spe-
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Figure 3.5 Structure of VX.

cial-0. The U.N. four-digit identification number for VX is 2810. The CAS
number is 50782-69-9. VX is an amber-colored viscous liquid similar in
appearance to motor oil. It is an organophosphate nerve agent with an
extended persistence (evaporation rate about 1/1,500 that of water). It has
been reported that it has an odor of “rotten fish,” but most sources indicate
no detectable odor for the purified agent.

Synonyms

+ EA1701
O-Ethyl S-(2-diisopropylaminoethyl) methylphosphonothioate
O-Ethyl S-(2-diisopropylaminoethyl) methylthiophosphonate

+  O-Ethyl S-diisopropylaminoethyl methylphosphonothioate

+ S-2-Diisopropylaminoethyl O-ethyl methylphosphonothioate

+ S-[2-(Diisopropylamino)ethyl] O-ethyl methylphosphonothiolate

+  TX60

Binary weapons in which VX is formed at the time of use have been
developed. One component in the binary is O-ethyl O-2-diisopropylamino-
ethyl methylphosphonite (Code QL; CAS Registry Number 57856-11-8) and
the other is a source of sulfur. Sulfur sources used include materials identified
by the codes NE, which is sulfur (CAS Registry Number 10544-50-0) to which
an anticaking material (a silica aerogel) has been added, and NM, a mixture
of dimethylpolysulfides and sulfur. VX is one of a family of organophos-
phates, known as phosphonothiolates, which were investigated as possible
pesticides, as well as for possible military uses, beginning in the late 1940s.
Details regarding the sequence of investigations that led specifically to VX
remain shrouded in secrecy. It has been suggested that the development
parallels that of the G agents, beginning with the investigations into pesti-
cides. ICI brought one of these, Amiton (also known as VG), to market, but
problems with its toxic effects in people caused it to be withdrawn. It has
been suggested that the toxic effects attracted the attention of the British
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chemical warfare establishment, which initiated more systematic studies of
the class. At some point, the British researchers began to share information
with the American chemical warfare establishment at Edgewood, where addi-
tional studies were conducted, which eventually led to VX being selected by
the U.S. for mass production as its second-generation nerve agent in 1958.
Outside awareness that a new agent was entering the U.S. Army’s arsenal
began in 1959, when the FMC Corporation of New York City was awarded
a contract to construct a VX production plant in Newport, Indiana. The
construction included conversion of a plant used in the nuclear program,
the Dana Heavy Water Production Plant. The plant began operation in 1961
and produced its last batch in 1968, over which time about 4,400 tons of VX-
filled munitions were produced. Exactly what was being produced, however,
was intended to be a closely held secret. The structural formula for VX was
not declassified until the mid-1970s (although it had been correctly specu-
lated on by many researchers). The secrecy might have backfired, however,
as it simply seems to have encouraged attempts to figure out just what it was.
When the decision to declassify was finally reached, it might have gone too
far — several patents dealing with methods for producing the agents were
declassified at the same time by the British and American governments, and
these are said to have been used for guidance by Aum Shinri Kyo and Iraq
in their programs for producing VX. Interestingly, the patents demonstrate
a continuing link between insecticides and nerve agents — quoting from the
preamble to the claims of one of the British patents: “Basic esters of the type
hereinbefore described are usually highly toxic compounds, as is now known.
When mixed with suitable inert carrier material, they may be used as insec-
ticidal compounds.”

VX

Physical Characteristics Toxic Characteristics

Boiling Point: 298°C (568°F)

Vapor Pressure: 0.0007 mm/Hg at 25°C

Vapor Density: 9.2

Volatility: 10.5 mg/mp? at 25°C

Specific Gravity: 1.0083 at 25°C

Melting/Freezing Point: -51°C

Flashpoint: 159°C (317°F)

Flammable Limits: Unavailable

Decomposition Temperature: half-life 36
hours at 150°C

Water Solubility: Slight

Polymerization: No

Stability: Stable

Airborne Exposure Limit: 0.0001 mg/mp?®
LCtbs,, Inhalation: 30 mg-min/mp* (15
1/min)
LDby,, Skin: 10 mg/70kg man
ECtby, Inhalation: < 2 mg-min/mp?*®
ECtB,, 5 Eyes: < 0.9 mg/mP3"
ICtbsy, Inhalation: 25 mg-min/mp? (15
1/min)
Median Lethal Dose: 100 mg-min/mp?
Median Incapacitating Dose: 50 mg-min/m?
TLV-TWA: 0.0001 mg/mp*
Population Exposure Limits: 0.000003
mg/mp?
Continued.
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VX (Continued)

Physical Characteristics Toxic Characteristics

Incompatibility: Not available Carcinogen: No
Persistency”*: Long

* Depends on weather and dispersion type.

VX has low solubility in water (3% at 20°F). It hydrolyzes with a half-
life of 350 days at pH 7 and 25°F and 100 days at pH 2-3; basic condition
accelerate hydrolysis (half-life 16 minutes at pH13 and 1.3 minutes at pH
14). A number of toxic hydrolysis products form at pH 7-10, notably EA
2192 (CAS Registry Number 73207-98-4). Lowered acetylcholinesterase lev-
els are indicators of nerve agent intoxication in victims.

Depending on the degree of intoxication, symptoms can include:

+ Nervousness/restlessness

+  Miosis (contraction of the pupil)

+ Rhinorrhea (runny nose), excessive salivation
+  Dyspnea (difficulty in breathing due to bronchoconstriction/secretions)
+  Sweating

+ Bradycardia (slow heartbeat)

+  Loss of consciousness

+  Convulsions

+  Flaccid paralysis

+  Loss of bladder and bowel control

* Apnea (breathing stopped)

Onset of symptoms is usually rapid, occurring within minutes of expo-
sure. If breathing has stopped, a mechanical respirator should be used to
ventilate the patient. While exhaled air is not ordinarily a hazard, DO NOT
ATTEMPT MOUTH-TO-MOUTH RESUCITATION without proper shields
owing to the possible presence of residual agent on the face. If possible,
oxygen or oxygen-enriched air should be used for ventilation. If possible,
monitor cardiac activity. Pralidoxime salts are effective in restoring acetyl-
cholinesterase activity after exposure to VX. Thus, as a supplement to treat-
ment with atropine, treatment with pralidoxime salts should be initiated as
soon as possible after exposure, with a slow intravenous infusion of 500 mg
to 1 g being given initially. Diazepam should be administered to control
convulsions. It also has value in controlling fear on the part of the patient.
An initial dose of 5 mg may be followed by additional doses at 15 minute
intervals up to a total of 15 mg.

VX has a vapor density that is over nine times heavier than air. VX is a
colorless-to-straw-colored liquid with little if any odor. It has the consistency
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and appearance of motor oil. Hazardous polymerization will not occur with
this nerve agent. VX has not been identified as a carcinogen. It is a lethal
cholinesterase inhibitor, much more toxic than sarin or any of the other nerve
agents. Life-threatening doses may be only slightly larger than those produc-
ing symptoms. A drop of VX the size of a pinhead on the skin will kill in 5
to 15 minutes. Masks, including SCBA masks, alone do not provide adequate
protection against this agent. Protective equipment (self-contained breathing
equipment or gas mask, barrier suit) must be used. Medical personnel treat-
ing casualties should avoid direct (skin-to-skin) contact; protective gear,
including breathing protection, should be worn when treating casualties prior
to decontamination. Latex gloves are not adequate protection. Casualties
should be decontaminated as rapidly as possible (Chapter 9). Remove casu-
alties from exposure as rapidly as possible. Casualties must not be moved
into clean treatment areas where unmasked/ungloved personnel are working
until decontamination is complete.

Detection: Nerve agent sensitive chemical agent detectors (e.g., CAM,
M18A2, M256, etc.) and papers (e.g., M8, M9) may be used for detection.

Selected Precursors

+ Diethyl methylphosphonite

+ Diisopropylamine
Diisopropylaminoethyl chloride

+  O-Ethyl O-2-diisopropylaminoethyl methylphosphonite (code desig-
nation QL)

+  O-Ethyl methylphosphonothioic acid (also known as EMPTA)

+  Ethyl hydrogen methylphosphonite

+  Methylphosphonous dichloride (also known as SW)
Methylphosphonous difluoride

*  Methylphosphonothioic dichloride (also known as SWYS)

+ Phosphorus pentasulfide

+  Phosphorus trichloride

+  Sulfur

Iraq investigated VX beginning in the mid-1980s, in part, apparently,
because of its lower volatility and greater persistence. As with all things about
the Iraqi chemical program, there is much confusion about details. UNSCOM
inspectors were presented with a claim that less than 260 kg of VX had been
produced in an exploratory program begun in September 1987 that was
subsequently abandoned in September 1988. As the U.N. inspectors uncov-
ered more evidence of Iraq’s VX program, the Iraqi government raised the
amount of the agent they admitted producing, claiming in 1996 to have
produced only 3.9 tons of the agent. UNSCOM found this total incompatible
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with the large quantities of precursor produced, estimating that at least 50
tons of VX had been produced, with several hundred tons of precursors being
unaccounted for. The period over which the program ran also expanded,
with a start date in 1985 and a final production run in 1990 becoming the
new accepted period. Similarly, Iraq claimed to have never weaponized the
agent, a claim that was considered suspect after UNSCOM found VX con-
tamination on fragments from missile warheads. Iraq appears to have settled
on a production method that involved preparing EMPTA as a precursor. This
process is not considered the optimal route for VX manufacture, but it is
thought that the Iraqis settled on it because the EMPTA route allows for
production and isolation of VX in a simple final stage, which could be carried
out in the field if necessary. Iraq may have used VX in the battle of Fao on
April 17 and 18, 1988. Iraq might also have used VX in its chemical cocktail
attacks on Iraqi Kurds.

On March 13, 1968, at the Dugway Proving Grounds in Utah, a mal-
function in a spray tank used in a test of aerial spraying with VX coupled
with unfortunate winds resulted in the contamination of a significant amount
of grazing land in the vicinity of Skull Valley outside the boundaries of the
test site. Over the course of the following week more than 6,000 sheep grazing
in the area died. After initially denying any connection to the deaths of the
sheep, the army paid damages — without, however, accepting blame. The
official estimate of the amount of VX that was disseminated outside the test
site was 9 kg; unofficial estimates have suggested that this is low. However,
many of the larger unofficial estimates fail to take into account the fact that
a primary route of exposure for the sheep seems to have been ingestion of
grass contaminated with VX. This route of exposure makes the official esti-
mate more credible.

In July 1969, a VX leak from weapons at a storage facility on Okinawa
led to the hospitalization of 24 people (23 U.S. military and 1 civilian) and
caused considerable consternation to the Japanese government, which had
apparently been unaware that chemical weapons were present. The Japanese
government, and the government of the Ryuku island chain, asked the U.S.
to remove all chemical weapons from Okinawa. In 1971, in Operation Red
Hat, the weapons were moved to storage on Johnston Island. (They could
not be taken back to the U.S., since Public Law 91-672, passed in 1971, known
as the Foreign Military Sales Act Amendment, specifically prohibited the
transport of chemical weapons from the island of Okinawa to the U.S. This
was in part a response to the tremendous public opposition to the army’s
initial plan to move the weapons to the Umatilla Army Depot in Oregon.)
The weapons were eventually destroyed on the island (the final M23 VX-
containing land mine in the Johnston Island stocks was destroyed on Novem-
ber 29, 2000). It must be noted that the program of destroying VX at main-
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land U.S. sites, required under the Chemical Weapons Convention, has not
gone as well as that at Johnston Island. There have been frequent delays to
respond to safety and environmental concerns, and the project is currently
behind schedule.

Lethal nerve agent (GF) is a fluorinated organophosphate compound.
The chemical formula is CHb, PO(F)OCb, Hb,,,. GF has a sweet, musty
odor of peaches or shellac. GF would be classified as a Class 6.1 poison by
the DOT and have a NFPA 704 designation of Health-4, Flammability-1,
Reactivity-1, and Special-0. The U.N. four-digit identification number for
GF is 2810. GF has a boiling point of 239°C (463°F); a vapor pressure of
0.044 mm Hg at 20°C; a vapor density of 6.2, which is over six times heavier
than air; a volatility of 438 mg/m? at 20°C; a specific gravity of 1.1327 at
20°C; and a freezing/melting point of —30°C. The flashpoint of GF is approx-
imately 94°C (200°F), and the flammable limits are not available. GF has a
MCtbs,, of less than 1 mg-min/mb,;, and a LDb,, on the skin of 30 mg.

Synonyms

+ CMPF

+  Cyclosarin
+  Cydlosin

+  O-Cyclohexyl methylphosphonofluoridate
+  Cyclohexyl methylphosphonofluoridate
Methyl cyclohexylfluorophosphonate

Cyclosarin was probably first synthesized during World War II as part of
the systematic study of organophosphates undertaken by the Germans after
their potential military utility was identified. It was again looked at in the
early 1950s by both the U.S. and Great Britain as they undertook a systematic
study of potential nerve agents (some U.S. sources suggest that interest in
GF was stimulated by work undertaken in “another country”). However, the
higher cost of the precursors for GF relative to those for GB along with its
lower toxicity prevented it from being chosen for manufacture. Iraq is the
only country in which large amounts of cyclosarin have ever been produced
for use as a chemical warfare agent. As with most issues surrounding the
Iraqi chemical weapons programs, the basis for their decision to produce GF
is somewhat unclear. However, it seems likely that the choice was driven by
a combination of a desire for a more persistent agent combined with prob-
lems with obtaining alcohol precursors for sarin (due to an embargo). As
noted above, Iraq also fielded weapons filled with mixtures of sarin and
cyclosarin. These mixtures appear to have been produced in part for purposes
of increasing persistence and in part because of raw material issues. Iraq
reportedly developed a binary system in which GF was formed at the time
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of use. The open literature does not offer detail, but this most likely involves
the use of methylphosphonyldifluoride (Code DF; CAS Registry Number
676-99-3) as one component with the other being cyclohexanol (CAS Reg-
istry Number 108-93-0) or a mixture of cyclohexylamine (CAS Registry
Number 108-91-8) and cyclohexanol. Iraq fielded munitions filled with mix-
tures of GB (sarin) and GF. Tests on mice indicated that GB-GF mixtures
have a toxicity intermediate between the toxicities of GB and GF; thus, there
appear to be no synergistic effects producing enhanced or unexpected toxic
effects that would require any change in treatment protocols for those
exposed to a mixture.

Symptoms and Effects

Lowered acetylcholinesterase levels are indicators of nerve agent intoxication
in victims.
Depending on the degree of intoxication, symptoms can include:

« Nervousness/restlessness
+  Miosis (contraction of the pupil)
Rhinorrhea (runny nose), excessive salivation
Dyspnea (difficulty in breathing due to bronchoconstriction/secretions)
+  Sweating
+ Bradycardia (slow heartbeat)
+ Loss of consciousness
«  Convulsions
Flaccid paralysis
Loss of bladder and bowel control
+ Apnea (breathing stopped)

Onset of symptoms is usually rapid, occurring within minutes of expo-
sure. If breathing has stopped, a mechanical respirator should be used to
ventilate the patient. DO NOT ATTEMPT MOUTH-TO-MOUTH RESUCI-
TATION. If possible, oxygen or oxygen-enriched air should be used for
ventilation. If possible, monitor cardiac activity. Oximes (pralidoxime salts,
obidoxime) may be of use in restoring acetylcholinesterase activity. Obi-
doxime may be used to treat GF intoxication; however, it may cause liver
damage. Animal studies indicate that the oxime Hi-6 may be significantly
superior to other oximes in the treatment of GF intoxication, but it is not
widely available. Therefore pralidoxime salts should be used, with a slow
intravenous infusion of 500 mg to 1 g being given initially. Diazepam should
be administered to control convulsions. It also has value in controlling fear
on the part of the patient. An initial dose of 5 mg may be followed by
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additional doses at 15 minute intervals up to a total of 15 mg. Protective
equipment (self-contained breathing equipment or gas mask, barrier suit)
must be used. Medical personnel treating casualties should avoid direct (skin-
to-skin) contact; protective gear, including breathing protection, should be
worn when treating casualties prior to decontamination. Latex gloves are not
adequate protection. Casualties should be decontaminated as rapidly as pos-
sible (see the section on decontamination in Chapter 9). Remove casualties
from exposure as rapidly as possible. Casualties must not be moved into clean
treatment areas where unmasked/ungloved personnel are working until
decontamination is complete.

Detection: Nerve agent sensitive chemical agent detectors (e.g., CAM,
M18A2, M256, etc.) and papers (e.g., M8, M9) may be used for detection.
Masks, including SCBA masks, alone do not provide adequate protection
against this agent.

Selected Precursors

+ Ammonium bifluoride

+  Cyclohexylamine

+  Cyclohexanol

+ Diethyl phosphite

+ Dimethyl methylphosphonate
Dimethylphosphite

+  Hydrogen fluoride

+  Methylphosphonous difluoride

+  Methylphosphonyl dichloride

+  Methylphosphonyl difluoride (DF)

+  Phosphorus trichloride
Potassium bifluoride

+  Potassium fluoride

+  Sodium bifluoride

+  Sodium fluoride

+ Thionyl chloride

+ Trimethyl phosphite

Lethal nerve agent (GE) (TPhosphonofluoridic acid, ethyl-, isopropyl ester)
The chemical formula is TCb;, Hb,,, FOb, PT Thas a LDb,, ,of 690 mg/kg.

Lethal nerve agent (VE) Phosphonothioic acid, ethyl-, S-[2-(diethy-
lamino)ethyl] O-ethyl ester

Lethal nerve agent (VG) Phosphorothioic acid, S-[2-(diethy-
lamino)ethyl] O,0-diethyl ester. Amiton (sold as pesticide)
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VM
Figure 3.6 Structure of VM.

Lethal nerve agent (VM) VM (Phosphonothioic acid, methyl-, S-(2-
(diethylamino)ethyl) O-ethyl ester) is a “V-series” nerve agent closely
related to the better-known VX nerve agent. Like most of the agents in the
V-series (with the exception of VX), VM has not been extensively studied
outside of military science. Little is known about this chemical compound
other than its chemical formula. It is commonly theorized that the “second-
generation” V series agents came from a Cold War era Russian chemical
weapons development program. They might have been developed sometime
between 1950 and 1990. They have similar lethal dose levels to VX (between
10 and 50 mg) and have similar symptoms and methods of action to other
nerve agents that act on cholinesterase. The treatment remains the same,
but the window for effectively treating second generation V series seizures
is shorter. In addition to the standard seizures, some of the second gener-
ation V series agents are known to cause coma. The structure is shown in
Figure 3.6.

Lethal nerve agent (VR) Phosphonothioic acid, methyl-, S-[2 (diethy-
lamino)ethyl] O-(2-methylpropyl) ester. VR is a liquid organophosphate
nerve agent with an “oily” consistency that is colorless when pure. Chemical
formula Cb,,,Hb, NOb,,PS. Molecular weight 267.38. Boiling point 323°F
at 760 torr (1 atm.) may decompose (86° at 1 mtorr). Vapor density heavier
than air. Vapor pressure 0.00062 mm Hg at 25°F. Volatility 8.9 mg/mp*.p?
Specific gravity (liquid density) 1.003. Freezing point <0°FE. LDb,, 11.3
micrograms/kg.

Synonyms

+  O-isobutyl S-(2-diethylaminoethyl)methyl phosphothioate

+  O-isobutyl S-(2-diethylaminoethyl)methyl thiophosphonate

+  O-isobutyl S-(N,N-diethylaminoethyl)methylphosphonothioate
Russian V-gas

* Russian VX

+ RVX
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VR was investigated and developed by the Soviet Union during the 1950s,
in a manner that the open literature suggests roughly paralleled the devel-
opment of VX in the West. It has been suggested that the Soviet investigations
were partly guided by knowledge of the molecular formula of VX but lacked
information about the structural formula, and so settled on the on VR, which
is a structural isomer of VX. The greater difficulty of treatment and the
possibility that detection might be more difficult could have served as incen-
tives for the choice of VR even if the Soviets were aware of the structural
formula for VX. This is supported by sources that suggest that a pilot pro-
duction facility for VR was constructed at a facility in Stalingrad (now Vol-
gograd) by the Soviets as early as 1956, two years before VX was selected for
production by the U.S. As research on the agent continued for an extended
period. Despite the early experimentation, large-scale production of VR
might not have commenced until 1972. On at least one occasion, an acci-
dental release apparently occurred at the Novocheboksarsk facility. A fire
caused by a wiring fault on April 28, 1974, apparently damaged the seals on
bombs filled with the agent, resulting in a “loss of control” of the agent they
contained. Despite their difficulties, the Soviets produced 15,557 tons of VR
according to their declaration to the OPCW. There were two major variants
weaponized, a polymethyl methacrylate-thickened VR and plain VR. There
are reports that a binary version was also developed.

Detection: Nerve agent sensitive chemical agent detectors (e.g., CAM,
M18A2, M256, etc.) and papers (e.g., M8, M9) may be used for detection.
Of VR, however, detection limits have not been determined for this agent.
Some reports suggest that this agent may be misidentified by automated
detectors. Lowered acetylcholinesterase levels are indicators of nerve agent
intoxication in victims. Depending on the degree of intoxication, symptoms
can include:

+ Nervousness/restlessness
+  Miosis (contraction of the pupil)
+ Rhinorrhea (runny nose), excessive salivation
* Dyspnea (difficulty in breathing due to bronchoconstriction/secre-
tions)
Sweating
*+ Bradycardia (slow heartbeat)
+  Loss of consciousness
+  Convulsions
+  Flaccid paralysis
+  Loss of bladder and bowel control
Apnea (breathing stopped)
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Onset of symptoms is usually rapid, occurring within minutes of expo-
sure. Patients exposed to VR might require higher doses of atropine than
is needed for treatment of equivalent exposures to other organophosphate
nerve agents. The most effective oxime for use in post-treatment of VR
exposure is HI-6, based on animal studies. However, it is not widely avail-
able. Despite their lesser efficacy, pralidoxime salts are known to be of use
in restoring acetylcholinesterase activity after VR exposure. Use of prali-
doxime salts should be initiated in cases where VR intoxication is suspected,
with a slow intravenous infusion of 500 mg to 1 g being given initially.
Diazepam should be administered to control convulsions. VR has been
reported to be particularly capable of inducing seizures; however, the exper-
iments in guinea pigs suggest that diazepam should be effective in control-
ling them. Diazepam also has value in controlling fear on the part of the
patient. An initial dose of 5 mg may be followed by additional doses at 15
minute intervals up to a total of 15 mg. Protective equipment (self-con-
tained breathing equipment or gas mask, barrier suit) must be used. Medical
personnel treating casualties should avoid direct (skin-to-skin) contact;
protective gear, including breathing protection, should be worn when treat-
ing casualties prior to decontamination. Latex gloves are not adequate
protection. Casualties should be decontaminated as rapidly as possible (see
the section on decontamination in Chapter 9). Remove casualties from
exposure as rapidly as possible. Casualties must not be moved into clean
treatment areas where unmasked/ungloved personnel are working until
decontamination is complete.

Lethal nerve agent (VS) Phosphonothioic acid, ethyl-, S-[2-[bis(1 meth-
ylethyl)amino]ethyl] O-ethyl ester.

The most important thing emergency responders can do when respond-
ing to terrorist incidents or dealing with patients exposed to chemical agents
is to protect themselves. This protection involves wearing the proper pro-
tective clothing and making sure that patients are decontaminated before
treatment is begun. Local standard operating procedures and plans dictate
what protective clothing is available at the local level. MSDS sheets and other
publications, including those available from the military, provide guidance
on what types of protective equipment are appropriate for individual chem-
ical agents. Information on chemical protective equipment is provided in
Chapter 9. Personnel protection usually includes a mask and gloves, as a
minimum, when treating patients that are decontaminated and can include
respiratory protection and chemical protective clothing in cases where decon
has not been done, or exposure and type of agent are unknown. During the
sarin incident in Tokyo, emergency responders were injured because they
did not have proper respiratory and body protection, and they did not
decontaminate victims. However, they did not know what the victims had
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been exposed to or how toxic the material really was. Initially, the incidents
were occurring at several locations and were not perceived to be connected
in the early stages. Decontamination of patients involves cutting away and
removing all clothing. It is important to remove all agent from contact with
the victim. After the clothing is removed, the underlying skin is decontam-
inated using soap and water. Hypochlorite, usually a 0.5% solution, is used
for equipment. When bleach solutions are not readily available, water, or
soap and water, should be used on equipment until bleach becomes available.
If a victim is not breathing or is having difficulty breathing, mouth-to-mouth
breathing should not be used. A bag mask or other protective device should
be used, with supplemental oxygen administered, to prevent contamination
of EMS personnel.

No chemical warfare agent is useful without an antidote to protect your
own troops. Atropine is the universal antidote for chemical nerve agent
exposures. It functions by binding to the acetylcholine receptors without
causing excitement. This keeps the excess of acetylcholine from reaching the
receptors. Atropine treats the symptoms of nerve agent exposure rather than
the cause. This is why atropine is administered in conjunction with a group
of chemicals called oximes. They treat the cause of the problem by restoring
the acetylcholinesterase to operation, by breaking the enzyme-nerve agent
bond. The oxime that is most commonly used for nerve agent exposure is
pralidoxime chloride (protopam chloride; 2-PAMCI). Preventive treatments
are also available for nerve agent exposures. Some warning would have to be
given before the release, because it takes up to 30 minutes for the preventative
antidote to be effective. Preventative effects last for approximately two hours.
One pre-exposure therapy involves the use of carbamate pyrdostigmine,
which impedes the production of acetylcholine and guards the enzyme
against nerve agents. Control of the acetylcholine production is approxi-
mately 25% effective, which does not result in any side effects, since the body
can function on 5% of the usual levels. Diazepam tablets may also be admin-
istered as a preventative agent. Diazepam functions by strengthening the
effects of other nerve agent antidotes, thus increasing the survival rate and
reducing injury.

Atropine can have serious side effects and should not be given frivolously.
Taking atropine before an anticipated exposure occurs is ill advised. It can
cause a moderate heart rate increase, dilation of pupils, and blurred vision,
along with inhibition of sweating which can cause the body to overheat. But,
not giving atropine, or not giving enough atropine to a patient who has a
severe agent exposure, can also cause serious consequences or result in the
death of the patient. For victims with mild or moderate exposure, the rec-
ommended dose is 2 mg injected into the smooth muscles or glands. Symp-
toms should subside within 5 to 10 minutes. However, if there is no significant
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improvement within 10 minutes, a second dose of 2 mg is usually adminis-
tered (5 minutes if they are in serious distress). In another 5 to 10 minutes
the patient is reevaluated and another dose of 2 mg might be administered
if no improvement is noted. With a mild or moderate first dose, if a patient
does not get better after the second dose of 2 mg, or they worsen, the third
dose could be increased to 4 mg. Lack of improvement is usually caused by
continued contact with agent on the skin. Additional decontamination might
be considered if the victim does not improve after administration of the
second or third doses. Patients exhibiting symptoms of severe exposure may
be unconscious, experience cessation of breathing, or exhibit other airway,
gastrointestinal, or muscular distress. If breathing has stopped, a mechanical
respirator should be used to ventilate the patient. DO NOT ATTEMPT
MOUTH-TO-MOUTH RESUCITATION. If possible, oxygen or oxygen-
enriched air should be used for ventilation. If possible, monitor cardiac
activity. For such patients, atropine should be administered initially in a 6
mg dose, followed by 2 mg at 5-minute intervals until improvement occurs.
It should be administered until the victim feels improved, breathing is better,
and secretions have discontinued. Protopam® chloride; 2-PAMCI (2-PAM-
Chloride) may also be used in conjunction with atropine. Its effect is on the
skeletal muscles and causes an increase in muscle strength. Protopam® chlo-
ride should be administered in all cases of nerve agent poisoning unless the
agent is GD, which is highly unlikely. The U.S. military does not have any
GD in its stockpile. 2-PAMCI is administered intravenously at the rate of 1
gm in 250 ml of 5% D/W (dextrose and water) or saline over a 20-minute
period. NOTE: Use of succinylcholine to assist intubation is contraindi-
cated due to possible interactions with nerve agents. Atropine and 2-PAMCI
are used in auto injectors by the military. Some emergency responders located
near chemical agent stockpiles in this country have also been issued auto
injectors in case of an accidental release from the stockpiles. Numerous Fire
Departments have decided to place auto injectors containing atropine and
2-PAMCI on every department vehicle for the crews in case of chemical nerve
agent exposure. Material presented on the administration of atropine and
other antidotes for nerve agents is provided only for informational purposes.
Administration of atropine or any other medication should be undertaken
only upon the advice and guidance of a physician and should be based upon
local medical protocols.

Blister Agents or Vesicants

Blister agents, or vesicants as they are known, include four basic types: sulfur
mustard, nitrogen mustard, lewisite, and phosgene oxime. Like the nerve
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Table 3.5 Blister Agent Relative Data
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Comparative
Data H HD HT L
Rate of Action =~ Moderately Moderately Moderately Rapid
rapid rapid rapid
State at 68°F Amber to dark Oily, pale Viscous,clearto  Amber to dark
brown yellow to black pale yellow brown liquid
liquid; water- liquid color less oily

clear if pure liquid when
pure
Odor Garlic-like Garlic-like Garlic-like Geranium-like;
little odor
when pure
Volatility 920 920 831 6.5 X 10p*»
(mg/mp* at
77°F)
LctBsp (mg- Similar to HD 1500 Not established ~ 1200-1500
min/mp’P)
Vapor density 5.5 5.5 6.9 7.2
Vapor pressure  0.11 0.11 0.10 0.58
(mm Hg at
77°F)
(Depends on
purity)

Source: CSEPP ACT FAST Student Manual.

agents, mustard agents are sometimes incorrectly referred to as gases, when
in fact they are not. All of the blister agents have the same basic characteristics
and will be referred to as mustard, blister agents, or vesicants interchangeably
(Table 3.5). Mustard agents are persistent by nature. There are locations in
Europe where mustard is still evident from its use in World War I. It can be
found on some bridges, in farmers’ fields, and in other portions of the
landscape. Mustard agents are made in varying formulations including dis-
tilled, nitrogen, sulfur, and thickened mustards. Military designations for
mustard agents are as follows: mustard (H), distilled mustard (HD), (HS),
and thickened mustard (HT). Nitrogen mustards have the military designa-
tion of (HNB,3), (HNB,;), and (HNB,;). Unlike the nerve agents, mustard
agent exposure is rarely fatal. Symptoms for mustard agents do not appear
for several hours after exposure (Table 3.6 and Table 3.7). Developed in 1854,
mustard was first used in 1917 by the Germans during World War I. There
were 20,000 casualties as a result of the first battlefield attack. Mustard is
designed to incapacitate troops, not to kill. It can, however, be fatal if a large
enough dose is administered or a person has other health problems that will
be compounded by mustard exposure.
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Table 3.6
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Exposures through Inhalation/Ingestion of Blister Agent by Degree

of Severity

Degree of
Severity Body Part Affected Symptom(s)

Mild Nose, throat, and windpipe Burning sensation, sinus pain, cough
GI Nausea and vomiting

Moderate Nose, throat, and windpipe Burning sensation
Lungs Chest tightness, severe cough
GI Nausea and vomiting, stomach pains

Severe Nose, throat, and windpipe Severe burning
Lungs Difficulty breathing due to airway damage
GI Nausea, vomiting, bloody diarrhea, stomach pains
Muscles Large amounts may affect nerve endings

Source: CSEPP ACT FAST Student Manual.

Table 3.7 Exposures through Direct Contact with Blister Agent by Degree of
Severity
Degree of  Body Part
Severity Affected Symptom(s)
Mild Skin No immediate clinical effects (no burning, stinging, or redness);
becomes “fixed” to the tissue within minutes, blisters appear about
2 to 36 hours later
Eyes Within 4 to 12 hours after exposure, itching, tearing, conjunctivitis
(reddening of tissues surrounding the eyeball), sensation of grit
in the eye, burning and photophobia (sensitivity to light), some
swelling of eyelids
Moderate  Skin No immediate clinical effects; blisters appear sooner and are more
severe than in cases of “mild” dose
Eyes Within 3 to 6 hours after exposure, increased intensity from “mild”
symptoms, edema (swelling) of lids to the point of near closure;
spasms of the muscles surrounding the eye; increased
photophobia; blurred vision; possible discharge; miosis may also
occur; severe inflammation of conjunctiva and cornea
Severe Skin No immediate clinical effects; blisters appear sooner and are large;
necrosis; skin charring may be evident
Eyes Severe pain, increased swelling lids to point of closure, discharge;
possible damage to cornea (e.g., ulceration, perforation, etc.)
Muscles Large amounts may affect nerve endings

Source: CSEPP ACT FAST Student Manual.
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Sulfur mustard (H) or distilled mustard (HD) is a liquid that has a
consistency of motor oil and appears in colors from light yellow to brown and
black, based upon the number and type of impurities that are present. Pure
mustard is clear like water. The odor of mustard ranges from onions or garlic
to horseradish or mustard, hence its name. It is a chlorinated sulfur com-
pound. H or HD mustard has a chemical name of Bis-(2-chloroethyl)sulfide.

MUSTARD
Physical Characteristics Toxic Characteristics

Boiling Point: 217°C (422°F) Airborne Exposure Limit: 0.003 mg/mp?
Vapor Pressure: 0.072 mm/Hg at 20°C LCtbs, Inhalation: 1500 mg-min/mP3?
Vapor Density: 5.5 LDby,, Skin: 100 mg/70kg man
Volatility: 610 mg/mp? at 20°C LDby,, Oral: 0.7 mg/kg
Specific Gravity: 1.268 at 25°C ECtbs, Eyes: Unavailable
Melting/Freezing Point: 14.5°C ECtbs,, Inhalation: Unavailable
Flashpoint: 105°C (221°F) ICtb,, Inhalation: 1500 mg-min/mp??
Flammable Limits: Unavailable Median Lethal Dose: 1500 mg-min/mp?
Decomposition Temperature: 149°C to Inhalation and 10,000 skin

177°C hydrolyzes to form HCL and Median Incapacitating Dose: 200 mg-

thiodiglycol min/mp? eye, 2000 skin, 150, inhalation
Water Solubility: Immiscible TLV-TWA: 0.003 mg/mp*®
Polymerization: No Population Exposure Limits: 0.0001 mg/mp?
Stability: Stable Carcinogen: No

Incompatibility: Brass, corrodes steel
Persistency*: Many years/even decades

* Depends on weather and dispersion type.

Mustard is only slightly soluble in water and is miscible with organo-
phosphate nerve agents. It has a freezing point of approximately 57°F, and if
it were stored outside, it would remain frozen for a large part of the year.
Mustard has a specific gravity that is heavier than water. The vapor density
of mustard is about 5.5 times heavier than air. While mustard is flammable,
it has a fairly high flashpoint. Explosive charges may be used to ignite mustard
agents. Flammable limits or explosive ranges for mustards have not been
identified. The chemical formula for sulfur/distilled mustard is
(CIHb,,CHb,, )b,,S and its structural formula is shown in Figure 3.7.

oy
|

Cl—(ll— ?— S = (IZ— ?—Cl
H H H H

Sulfur/distilled mustard

Figure 3.7 Structure for sulfur/distilled mustard.
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Time Course: Onset of symptoms may be delayed 2 to 36 hours; initial
signs/symptoms are those of acute tracheobronchitis. Approximate time
course for moderate exposure: 2 to 4 hrs, chest tightness, hacking cough,
hoarseness, sneezing; 4 to 16 hrs, sinus pain, increased respiration rate; 16
to 48 hrs, severe cough, unable to speak, very rapid breathing; 24 to 48 hrs,
severe dyspnea, lung tissue hemorrhage, bronchopneumonia.

Sulfur mustard (HT) or Agent T has a chemical name of Bis-(2-(2-
chloroethylthio)ethyl)ether. It has a yellow color with a garlic-like odor,
similar to other mustard agents.

SULFUR HT

Physical Characteristics Toxic Characteristics
Boiling Point: 228°C (442°F) Airborne Exposure Limit: 0.003 mg/mp?
Vapor Pressure: 2.9 X E-5 at 25°C LCtbsy, Inhalation: Unavailable
Vapor Density: 9.08 LDb., Skin: Unavailable
Volatility: 4.1 x E-4 at 25°C LDb., Oral: Unavailable
Specific Gravity: 1.2361 at 25°C ECtbs,, Eyes: Unavailable
Melting/Freezing Point: 9.6 to 9.9°C ECtbs,,, Inhalation: Unavailable
Viscosity: 14.7 ICtbs, , Inhalation: Unavailable
Flashpoint: Unknown Median Lethal Dose: Unavailable
Flammable Limits: Unknown Median Incapacitating Dose: Unavailable
Decomposition Temperature: Unknown TLV-TWA: 0.003 mg/mp??
Water Solubility: Immiscible Population Exposure Limits: 0.0001 mg/mp?
Polymerization: Unknown Carcinogen: No

Stability: Stable
Incompatibility: Unknown
Persistency*: Many years, even decades

* Depends on weather and dispersion type.

The specific gravity of HT is heavier than air and very similar to distilled
mustard. It has a vapor density over nine times heavier than air and four times
heavier than distilled mustard. No airborne exposure limits have been identified
for sulfur mustard. No flashpoint or flammable limits have been established,
and it has a boiling point slightly lower than distilled mustard. Specific health
hazard data, such as Airborne Exposure Limits, have not been established for
Agent T. However, it has toxicity very similar to that of distilled mustard and
under no circumstances should anyone be allowed to be exposed to any direct
vapor, skin, or eye contact. HT is not listed as a carcinogenic agent; however,
because of its similarity to HD it might be suspected as one. The median lethal
dose (LCtbs,,) of Agent T in laboratory animals has been identified as 1,650 to
2,250 mg-min/m?® based on 10 minutes of exposure. The chemical formula for
Agent T sulfur mustard is Cb,, Hb,, Sb, Cb, Hb, OCb, Hb, Cb, Hb, Clb,, and
the structural formula is shown in Figure 3.8.
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H H H H H H H H
Agent T sulfur mustard

Figure 3.8 Structure for Agent T sulfur mustard.

Mustard agents (H), (HD), (HS), and (HT), like nerve agents, would be
classified as Class 6.1 poisons by the DOT and would have NFPA 704 desig-
nations of Health-4, Flammability-1, Reactivity-1, and Special-0. The U.N.
four-digit identification number for mustard agents would be 2,810 as it also
is for all of the mustard and nerve agents.

Nitrogen mustard (HN) was developed in three formulations: HN-1,
HN-2, and HN-3. HN-1 was the first to be produced in the late 1920s and
early 1930s. It was originally developed as a pharmaceutical used to remove
warts, before it became a military agent. Agent H-2 was developed as a
military agent and became a pharmaceutical. HN-3 was designed as a military
mustard agent and is the only one that remains in military use. Therefore,
this section will cover only the characteristics of HN-3 mustard agent. HN-
3 is colorless, to pale yellow, with a butter-almond odor.

HN-3
Physical Characteristics Toxic Characteristics

Boiling Point: 256°C (495°F) Airborne Exposure Limit: Unknown
Vapor Pressure: 0.0109 at 25°C LCtbsg, Inhalation: 1500 mg-min/mp?*®
Vapor Density: 7.1 LCtbs,, Skin: 10,000 mg-min/mp*
Volatility: 121 at 25°C LDby,, Skin: Unavailable
Specific Gravity: 1.2361 at 25°C LDby,, Oral: Unavailable
Melting/Freezing Point: —3.7°C ECtby,,, Eyes: Unavailable
Viscosity: Unknown ECtbs, Inhalation: Unavailable
Flashpoint: Unknown ICtb,, Inhalation: 1500 mg-min/mp??
Flammable Limits: Unknown ICtbsg, Eyes: 200 mg-min/mp??
Decomposition Temperature: Unknown Median Lethal Dose: Unknown
Water Solubility: Immiscible Median Incapacitating Dose: Unknown
Polymerization: Unknown TLV-TWA: Unknown
Stability: Stable Population Exposure Limits: Unknown
Incompatibility: Unknown Carcinogen: Unknown
Persistency*: About 3 times longer than HD

mustards

* Depends on weather and dispersion type.

The chemical formula for nitrogen mustard agent HN-3 is
N(CHBb,,CHb,,Cl)b;, and the structural formula is shown in Figure 3.9.
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HN-3 nitrogen mustard
Figure 3.9 Structure for nitrogen mustard.

Nitrogen mustard HN-3, would be classified as a Class 6.1 poison by the
DOT and would have NFPA 704 designations of Health-4, Flammability-1,
Reactivity-1, and Special-0. The U.N. four-digit identification number for Agent
HN-3 would be 2810, also designated for all of the mustard and nerve agents.

Mustard is effective in small doses and affects the lungs, skin, and eyes.
Symptoms are likely to appear first on delicate tissues, such as the soft
membranes surrounding the eyes and eyeball (Figure 3.10). This will be
followed by tissues of the throat, lungs, nose, and mouth. Mustard agents
have the greatest effects on warm, moist areas of the body, such as eyes,
respiratory tract, armpits, groin, buttocks, and other skin folds. Because of
the delayed onset of symptoms, soldiers did not know they were exposed to
mustard. Once symptoms did appear during World War I, the army medical
systems became overwhelmed by the sheer numbers of casualties. Recovery
time from mustard exposures meant an average time of 6 weeks before
soldiers could return to duty.

Mustard agents can be an inhalation or skin absorption hazard. The
symptoms of the agents do not appear for 2 to 24 hours after the exposure,
and the usual onset in most people is between 4 to 8 hours. Liquid exposures
to the skin and eyes produce an earlier onset of symptoms than do vapor
exposures. When mustard agent contacts the skin, it does not produce pain
or sensation. Those exposed would not likely be aware of the contact. Once

Figure 3.10 Mustard agent vapor exposure to eyes. (Source: U.S. Army.)
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Figure 3.11 Blisters on back of victim from mustard agent exposure. (Source:
U.S. Army.)

mustard contacts the skin, the damage has already occurred (Figure 3.11). If
the exposure is known at that point, decontamination will at best only reduce
the amount of material still on the skin. It will otherwise be ineffective against
stopping the damage to the body. Because mustard is a persistent agent, it
will remain on clothing of victims and anything else that it touches for a long
period of time. While decontamination will not provide much help to the
victim, it is important to prevent secondary contamination of responders
and others. Hypochlorite solution or flooding amounts of water are necessary
to remove mustard agents. Because of dormant effects, mustard would prob-
ably not be used by a terrorist who wanted an immediate impact. It would,
however, be an excellent choice if the terrorist wanted to expose large num-
bers of people, who might disperse over a wide area within a few hours. Once
symptoms begin and people start seeking medical attention, there would be
a great deal of confusion about the source of the illness. For example, at
major outdoor events around the country, aircraft fly around with advertising
banners. Terrorists could use such an aircraft to disperse mustard over the
crowd. Because mustard does not produce immediate effects, people would
return to their homes after the event — some to different cities, counties,
and states! Contamination could be spread from a victim’s clothing to others.
When people started experiencing symptoms, hospitals would be hard-
pressed to determine what the source of the illness was or what the common
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Figure 3.12 Agricultural spray planes and devices can be used to disseminate
chemical or biological agents.

place of exposure might have been. People coming into contact with a victim’s
clothing or perhaps those attending events at the same location on a later
date may also become contaminated because of the persistence of mustard
agents if proper decontamination is not completed before contact is allowed.
Unlike nerve agents, there is no known antidote for mustard exposure.
It enters the body through the skin or mucous membrane and triggers bio-
chemical damage within seconds to minutes, and no known medical proce-
dures can stop or minimize the damage. Once mustard enters the body
through the skin, eyes, or respiratory system, it will travel to the target organs
which are the bone marrow, the gastrointestinal tract, and the central nervous
system. After mustard enters the body and reacts with other substances, intact
mustard cannot be detected in the blister fluid, blood, tissue, or urine. There-
fore, contact with these fluids will not cause exposure to mustard agent.
No laboratory tests are available that will precisely identify mustard expo-
sure. First symptoms from mustard exposure involve erythema, which is a
redness of the skin similar to a sunburn, followed by itching, burning, or
stinging pain. The time between exposure and onset of symptoms may be
affected by the dose of mustard, the air temperature, the amount of moisture
on the skin, and area of exposure on the skin. Within the vicinity of the
reddened skin, vesicles form and eventually become blisters filled with a yel-
lowish, translucent fluid. Eyes are very sensitive to mustard agent and exposure
will produce the most rapid onset of symptoms. Irritation accompanied by a
“gritty” sensation of something in the eye is followed in some cases by inflam-
mation of the eyes (conjunctivitis) (Figure 3.13). Larger doses in the eyes
produce edema of the eyelids (fluid buildup), which might be followed by
damage to the cornea. The eyelids might become swollen accompanied by
pain in the eye, causing contraction of the muscles surrounding the eye, and
finally complete closure of the eyelids. Liquid mustard causes the most severe
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Figure 3.13 Mustard agent effects of mustard conjunctivitis. (Source: U.S. Army.)

eye damage; however, blisters do not form in the eyes. Almost all of the eye
exposure symptoms are self-reversing. During World War I, only about 0.1%
of all mustard exposures actually resulted in permanent eye damage.

Respiratory exposure results in damage to the mucosa or cell lining,
followed by cellular damage and cellular death. The extent of the damage is
dependent on the amount of the dose during exposure. Mustard enters the
respiratory system through inhalation, and the greater the amount inhaled,
the more severe the symptoms and damage. Small amounts of mustard result
in nasal irritation and possible bleeding. Sinus passages may be irritated along
with the throat, which will produce a scratchy sore throat type of pain.
Laryngitis may result from larger exposures that can include complete loss
of voice for a period of time. Large doses may result in shortness of breath,
and productive coughs might be present in the respiratory system. When
respiratory symptoms begin within 4 hours of the exposure, it is usually an
indication of a large dose through inhalation.

When a large dose of mustard agent has entered the body, it may be
carried to the bone marrow. Damage occurs there to the precursor cells,
which is followed by a decrease in the white blood cell count. Over a period
of days, red blood cells and platelets are also diminished. When the Iraqi
Army used mustard on the Iranians during the Irag-Iran War, white cell
counts of under 200 cells/mm?® were identified. Reduced white blood cell
counts severely inhibit the body’s ability to fight off infection. Most of those
patients did not survive. The gastrointestinal (GI) tract is also a target organ
for mustard agent. Nausea and vomiting are not unusual within 12 to 24
hours after exposure. Symptoms do not, however, indicate that tissue damage
has occurred. Mucosa damage to the GI tract results from ingestion of mus-
tard, or through transfer by means of blood coming from another high dose
location. Vomiting may last for several days and may be accompanied by
diarrhea (not usually bloody). Less severe cases produce constipation as often
as diarrhea. Late diarrhea and vomiting can lead to large amounts of fluid
and electrolyte loss and may indicate multiple organ involvement. Patients
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who have these types of symptoms retain a poor prognosis. Lastly, the central
nervous system may be affected by exposure to mustard agents. Generally,
the symptoms are not well recognized and may involve sluggish, apathetic
behaviors. Symptoms have been recorded for as much as a year after exposure.
While death from mustard exposure is rare, lethal doses will produce con-
vulsions and severe pulmonary damage that is usually associated with infec-
tions. In large-dose exposures, death can occur within 24 to 36 hours.

Lewisite (L) is a vesicant from the arsenical chemical family. Lewisite
causes many of the same types of damage to skin, eyes, and the respiratory
system as do the mustard agents. It was developed at the end of World War
I but never used in battle. The chemical name is dichloro-(2-chlorovinyl)
arsine. It has not knowingly been used on the battlefield, and human expo-
sure data is very limited. The major difference between lewisite and mustard
is that lewisite causes pain immediately upon exposure, whereas the mustards
have a delayed onset. It has been reported that the pain associated with
lewisite contact is extreme. Visible tissue damage will occur very quickly in
the form of a grayish-appearing area of dead skin. Blisters also develop more
quickly than with mustard, but it may take up to 12 hours for full blistering
effects to develop. Lewisite is also a systemic poison that can result in pul-
monary edema, diarrhea, restlessness, weakness, subnormal temperature,
and low blood pressure. Severity of symptoms in order of appearance is as
blister agent, toxic lung irritant, tissue absorption, and systemic poison. If
inhaled in high enough concentrations, lewisite can cause death in as little
as 10 minutes. Common routes of exposure into the body are through the
eyes, skin, and inhalation.

LEWISITE

Physical Characteristics Toxic Characteristics

Boiling Point: 190°C (375°F)

Vapor Pressure: 0.394 at 20°C

Vapor Density: 7.1

Volatility: 4,480 at 20°C

Specific Gravity: 1.89 at 20°C
Melting/Freezing Point: —18°C
Viscosity: Unavailable

Flashpoint: None

Flammable Limits: None
Decomposition Temperature: Unavailable
Water Solubility: Immiscible
Polymerization: Unknown

Stability: Stable

Incompatibility: Unknown

Persistency*: Shorter than HD mustards

Airborne Exposure Limit: 0.003 mg/mp?®

LDby,, (skin): 20 mg/kg

1% Lethality: 150 mg-min/mp*

No Deaths Level: 100 mg-min/mp?®

NOAEL (oral): 0.5 to 1.0 mg/kg

LCtb, ,Skin: 100,000 mg-min/mp??

ICtb,, Inhalation: 1200 to 1500 mg-
min/mp*

ICtb,, ,Eyes: < 300 mg-min/mp*®

TLV-TWA: 0.003 mg/mp??

Population Exposure Limits: Unknown

Carcinogen: Unknown

* Depends on weather and dispersion type.
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Lewisite
Figure 3.14 Structure of lewisite.

Lewisite is an oily, colorless liquid when pure. “War gas” is an amber-to-
dark brown color with a geraniumlike odor; pure lewisite has little if any
odor. It is much more volatile than mustard agents. Often lewisite is mixed
with mustard to lower the boiling point of the mixture. The military desig-
nation for the mustard/lewisite mixture is (HL). Lewisite is insoluble in water
and has a specific gravity, which makes it heavier than water. It has a vapor
density that is about seven times heavier than air. Lewisite has a very low
level of flammability, with no flashpoint or flammable range identified. The
molecular formula for lewisite is C2ZH2AsCI3 and the structural formula is
shown in Figure 3.14.

Lewisite would be classified as a Class 6.1 poison by the DOT and have
a NFPA 704 designation of Health-4, Flammability-1, Reactivity-1 and Spe-
cial-0. The U.N. four-digit identification number would be 2810. Lewisite is
a vesicant and toxic lung irritant that is absorbed into tissues. The body is
unable to detoxify itself from lewisite exposure. Eye contact results in pain,
inflammation, and blepharospasm (spasms of the eyelid muscles), which
leads to closure of the eyelids, corneal scarring, and iritis (inflammation of
the iris). If decontamination of the eyes occurs quickly after exposure, dam-
age may be reversible: however, permanent injury or blindness can occur
within 1 minute of exposure. Lewisite is irritating to the respiratory tract,
producing burning, profuse nasal discharge, and violent sneezing. Prolonged
exposure results in coughing and large amounts of froth mucus. Vapor
exposure to the respiratory tract produces much the same symptoms as
mustard. The main difference is that edema of the lungs is more exceptional
and may be accompanied by pleural fluid. Lewisite does not affect the bone
marrow, but does cause an increase in capillary permeability, with ensuing
plasma leakage into tissues. This results in sufficient fluid loss to cause
hemoconcentration, shock and death. Exposures that do not result in death
can cause chronic conditions such as sensitization and lung impairment.
Lewisite is a suspected carcinogen.

Decontamination should occur as quickly as possible after the exposure
to reduce the effects of lewisite. Eyes should be given the first attention,
followed by other locations of contact. Eyes should be flushed for a minimum
of 15 minutes with plain water. Eyes should not be covered with bandages;
if coverage is necessary, use dark or opaque goggles. For skin contact, remove
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Figure 3.15 Phosgene oxime.

the victim from the source and remove contaminated clothing. Flush affected
areas with a 10% sodium carbonate solution or liquid household bleach
within one minute. After 3 to 4 minutes, wash affected areas with soap and
water to protect against erythema. If ingested, do not induce vomiting. Give
the victim milk to drink. In all instances, seek medical attention immediately.
An antidote is available for lewisite exposure. BAL (British-anti-lewisite;
dimercaprol) was developed by the British during World War II. The antidote
is produced in an oil diluent for intramuscular administration to counter the
systemic effects of lewisite. There is no effect, however, on the skin lesions,
(eyes, skin, and respiratory system) from the antidote.

Phosgene oxime (CX) is also a vesicant or blister agent, but it should
not be confused with phosgene, which is a lung-damaging agent. Phosgene
oxime causes urticaria (eruptions on the skin) rather than the fluid-filled
blisters that occur with other vesicants. CX is a solid (powder) at tempera-
tures below 95°F, but can be considered a flashpoint solid, because of the
high vapor pressure of 11.2 at 25°C. The boiling point is 53 to 54°C and it
is not considered flammable. Not much is known about the mechanical
action or biological activity of phosgene oxime. It is absorbed through the
skin, and contact with the material causes extreme pain immediately, much
like lewisite, and tissue effects occur very quickly. Irritation begins to occur
in about 12 seconds at a dose of 0.2 mg-min/mp?*?. When the agent has been
in contact with the skin for 1 minute or more, the irritation becomes unbear-
able at a dose of 3 mg-min/mp?. It is also irritating to the respiratory system
and causes the same types of eye damage as lewisite. Phosgene oxime remains
persistent in the soil for about 2 hours and is considered nonpersistent on
other surfaces. The agent is known to be corrosive to most metals. There is
no known antidote for phosgene oxime and exposures should be treated
symptomatically after decontamination, which should occur immediately.

Blood Agents (Cyanogens)

Blood agents are common industrial chemicals that have been used on the
battlefield to produce casualties. Two primary types of blood agents used by
the military are hydrogen cyanide (AC) and cyanogen chloride (CK).
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Poisonous effects of cyanide have been well known since ancient times. It
has been used in assassinations and as the chemical in gas chamber executions
for quite some time. Cyanide was also the substance used in Tylenol capsules
to poison people in the early 1980s. It was also used by the Reverend Jim
Jones in Guyana to kill his followers, when it was placed in Kool-Aid. On
August 24, 1998, a 50-year-old woman in Los Angeles was arrested for plan-
ning to commit mass murder by mailing about 100 envelopes filled with
deadly cyanide disguised as a nutritional supplement. Envelopes were
addressed to locations as far away as Albany, New York. She was seen in the
post office filling the envelopes with a powder from bottles marked poison,
and authorities were notified. Cyanide was the first blood agent used as a
chemical warfare agent. Cyanides are salts with the metals potassium,
sodium, and calcium most commonly used to form the compounds. Cyanide
salts were used during World War I; however, because the amount needed to
cause death is rather high, it was difficult to weaponize and deliver in the
appropriate dose. The term “blood agent” was used because at the time
cyanide was introduced as a warfare agent, it was thought to be the only
agent that was transported in blood to the target organ. It is now known that
other agents such as nerve and vesicants are also carried by the blood. There-
fore, realistically, the term has become obsolete.

Cyanide is found naturally in many foods such as lima beans, cherries,
apple seeds, and the pits of peaches and similar fruits. It is reported to have
an odor of burnt almonds or peach pits. However, 40% of the population
cannot detect the odor of cyanide. Over 300,000 tons of cyanide are manu-
factured in the U.S. each year. These chemicals can be found shipped and
stored in many parts of the country and could become targets of theft or
sabotage for terrorist purposes. Blood agents function by interfering with the
body’s ability to use oxygen at the cellular level. They are considered chemical
asphyxiants, because death occurs from a lack of oxygen in the body. Simple
asphyxiation results from a lack of oxygen in the air to breathe, which causes
the person to die. This usually results from some other gas displacing the
oxygen. Inhalation is the primary route of exposure for blood agents. Unlike
nerve agents and vesicants, blood agents are gases or very volatile liquids.
They produce vapors easily, which dissipate quickly in air and are therefore
considered nonpersistent agents. Antidotes are available for cyanide poison-
ing but must be administered quickly after exposure to be effective.

Hydrogen cyanide (HCN), (AC), also known as hydrocyanic acid or
prussic acid, is a colorless to water-white or pale blue liquid at temperatures
below 80°F. It has an odor of peach kernels or bitter almonds at 1 to 5 ppm.
HCN may not have a detectable odor in lethal concentrations (Table 3.8).
The acute toxicity of hydrogen cyanide is very high. There is rarely a reported
chronic exposure to HCN because you either get better quickly from an
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Table 3.8 Concentrations and Effects Inhalation of
Hydrogen Cyanide

Concentration
(mg/mP3F) Effect
300 Immediately lethal
200 Lethal after 10 minutes
150 Lethal after 30 minutes
120 to 150 Highly dangerous (fatal) after 30 minutes
50 to 60 Endurable for 20 min. to 1 hour without effect
20 to 40 Light symptoms after several hours

exposure or you die. It is toxic by inhalation, skin absorption, and ingestion
with a TLV of 10 ppm in air. The LDb.,, through ingestion is 10 mg/kg of
body weight. Skin absorption LDbs, is estimated to be 1,500 mg/kg of body
weight. Inhalation of HCN has a LCb,, of 63 ppm for 40 minutes. OHSA
has established a permissible exposure limit (PEL) of 10 ppm (11 mg/mp°?)
for skin contact. TLV-TWA values are listed by ACGIH at 10 ppm (11
mg/mp?P) for skin absorption. Inhalation of 18 to 36 ppm over a period of
several hours can produce weakness, headache, confusion, nausea, and vom-
iting. Inhalation of 270 ppm can cause immediate death, and 100 to 200 ppm
over a period of 30 to 60 minutes can also be fatal. Absorption of 50 mg
through the skin can be fatal. Ingestion of 50 to 100 mg of HCN can also be
fatal. HCN is highly soluble and stable in water. It is extremely flammable
with a flashpoint of 0°F and an explosive range of 6 to 41% in air. Hydrogen
cyanide has a boiling point of 25.7°C (78°F). Its vapor density is 0.990, which
is slightly lighter than air, and a liquid density of 0.687, which is lighter than
water. The autoignition temperature for HCN is 1000°F. Liquid HCN con-
tains a stabilizer (usually phosphoric acid) and as it ages, may explode if the
acid stabilizer is not maintained in the solution at a sufficient concentration.
HCN can polymerize explosively if heated above 120°F or if contaminated
with any alkali materials. Hydrogen cyanide has a molecular formula of HCN
and the structural formula is shown in Figure 3.16.

Hydrogen cyanide is quite volatile, and is listed by the DOT as a Class
6.1 poisonous liquid with an inhalation hazard from the vapor. The NFPA
704 designation for AC is Health-4, Flammability-4, Reactivity-2, and Special-
0. Vapors from hydrogen cyanide are highly toxic. The four-digit U.N. iden-
tification number is 1613 for less than 20% hydrogen cyanide and 1051 for
greater than 20% hydrogen cyanide. The CAS number is 74-90-8. Hydrogen

H—-C=N

Figure 3.16 Structure of hydrogen cyanide.



Chemical Terrorist Agents 113

cyanide is thought to act on the body by blending with cytochrome oxidase
(an enzyme essential for oxidative processes of the tissues) and blocking the
electron carrier system. This results in loss of cellular oxygen use. The central
nervous system (CNS) and, particularly, the respiratory system are notably
sensitive to this effect, and respiratory failure is the usual cause of death.

Cyanogen chloride (CK) is a colorless compressed gas or liquefied gas
with a pungent odor and is slightly soluble in water. It is not flammable;
however, containers exposed to radiant heat or fire may explode and give off
toxic or irritating fumes. CK is highly toxic by ingestion or inhalation and
is an eye and skin irritant. The TLV is 0.3 ppm and the ceiling is 0.75 mg/m?
in air. Because it is a gas, it is considered a nonpersistent agent. The vapor
density is 2.16, which is heavier than air, and the specific gravity is 1.186,
which is heavier than water. It has a boiling point of approximately 58°F and
rapid evaporation can cause frostbite. Cyanogen chloride has a freezing/melt-
ing point of —6.9°C. CK may polymerize violently if contaminated with
hydrogen chloride or ammonium chloride. Upon heating it decomposes,
producing toxic and corrosive fumes of hydrogen cyanide, hydrochloric acid,
and nitrogen oxides. Hazardous polymerization can occur. Cyanogen chlo-
ride will react slowly with water to form hydrogen chloride gas. It is corrosive
and will attack copper and brass metals. It acts on the body in two ways.
Systemic effects of CK are very much like those of hydrogen cyanide. Addi-
tionally, it causes irritation of the eyes, upper respiratory tract, and lungs.
Eye irritation results in tearing. CK, like AC, stimulates the respiratory system
and rapidly paralyzes it. Exposure is followed by immediate intense irritation
of the nose, throat, and eyes, with coughing, tightness in the chest, and
lacrimation. This is followed by dizziness and increasingly difficult breathing.
Unconsciousness comes next, with failing respiration and death within a few
minutes. Convulsions, retching, and involuntary urination and defecation
may occur. If these effects are not fatal, the signs and symptoms of pulmonary
edema may develop. There may be repeated coughing with profuse foamy
sputum, rales in the chest, severe dyspnea, and distinct cyanosis. Recovery
from the systemic effects is usually as prompt as in AC poisoning. However,
a higher incidence of residual damage to the CNS should be expected. Based
upon the concentration of the cyanogen chloride to which the victim has
been exposed, the pulmonary effects may evolve instantly or may be delayed
until the systemic effects have subsided. Consequently, early prognosis must
be cautious. The molecular formula for cyanogen chloride is CICN and the
structural formula is shown in Figure 3.17.

Cl-C=N
Figure 3.17 Cyanogen chloride.
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Cyanogen chloride becomes very volatile as temperatures increase and
is listed by the DOT as a 2.3 poison gas. The NFPA 704 designation for
CK is estimated to be Health-4, Flammability-0, Reactivity-2, and Special-
0. Cyanogen chloride vapors are highly toxic. Its four-digit U.N. identifi-
cation number is 1589 (inhibited). The CAS number is 506-77-4. Treat-
ment for either AC or CK poisoning is to follow the treatment protocols
for airway, breathing, and circulation (ABCs) and administration of oxygen
to assist breathing. Sodium nitrate and sodium thiosulfate antidotes should
be administered IV ONLY. Instructions for administration and dosage
should be based on local protocols and with the advice of a physician.
Sodium nitrate is administered to produce methemoglobin, thus seizing
the cyanide on the methemoglobin. The sodium thiosulfate combines with
the confiscated cyanide to form thiocyanate, which is then excreted from
the body.

Choking Agents (Lung Damaging Agents)

Choking agents are known to cause pulmonary edema, which is the accu-
mulation of fluid in the lungs. Examples of lung-damaging agents include
phosgene (CG), diphosgene (DP), chlorine, and chloropicrin (PS). Lung
damage can also be caused by other common materials such as perfluor-
oisobutylene, a product of burning Teflon; oxides of nitrogen; and HC smoke
(a military agent). Phosgene is the best known of the choking agents. Phos-
gene was used during World War I and is now a common industrial chemical.
Phosgene is produced by heating carbon tetrachloride, which was once used
as a fire extinguishing agent. Carbon tetrachloride was discontinued as a fire
extinguishing agent because when it came in contact with hot surfaces, it
released phosgene gas. Choking agents irritate the bronchi, trachea, larynx,
pharynx, and nose, which may result in pulmonary edema and contribute
to a choking sensation.

Phosgene (CG) (carbonyl chloride) is produced as a liquid or liquefied
gas which is colorless to light yellow. At ordinary temperatures and pressures
CG is a colorless gas. Odors range from strong and stifling when

Figure 3.18 Structure for phosgene.
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concentrated, to the smell of freshly mowed hay in lower concentrations.
Phosgene has a boiling point of 8.2°C (45.6°F) and is noncombustible. The
vapor density is 3.4, which is heavier than air, and the specific gravity is 1.37
at 20°C, which is heavier than water. Phosgene will not undergo polymer-
ization, but reacts with water, ammonia, and amines. When exposed to
temperatures above 572°F, it decomposes to form carbon monoxide (CO)
and chlorine. The primary route of exposure is through inhalation, by which
it is very toxic. It is also a strong eye irritant and has a TLV of 0.1 ppm or
0.40 mg/mp? in air. General population limits are 0.0025 mg/m?. In addition
to mild conjunctival irritation, direct effects of exposure to phosgene result
in damage to the lungs. The primary effect of exposure is pulmonary edema
(fluid in the lungs). Death can occur in several hours after an exposure to a
high concentration. Most fatalities, however, reach a maximum effect from
the pulmonary edema in about 12 hours, and death occurs from 24 to 48
hours after exposure. Symptoms include coughing, choking (thus the term
choking agent), tightness in the chest, nausea, and possibly vomiting, head-
ache, and lacrimation. There is no real relationship between the symptoms
and the prognosis. Treatment involves rest and warmth, oxygen therapy,
systemic steroids (prednisone IV), and steroid inhalers such as dexametha-
sone-sodium phosphate. Treatment protocols depend on the seriousness of
exposure and the symptoms presented. Antibiotics may be administered if
exposure results in bacterial bronchitis or pneumonitis. Phosgene reacts vio-
lently when in contact with strong oxidizers and attacks metals, plastic, and
rubber. The molecular formula for phosgene is COCIb2b and the structural
formula is shown in Figure 3.18.

Phosgene is listed by the DOT as a 2.3 poison gas. The NFPA 704 des-
ignation for CG is Health-4, Flammability-0, Reactivity-1, and Special-0.
Vapors of phosgene are highly toxic. Its four-digit U.N. identification number
is 1076. The CAS number is 75-44-5.

Diphosgene (DP), trichloromethyl chloroformate, is a clear, colorless
liquid with an odor similar to phosgene. It is noncombustible, a strong
irritant to the eyes and tissue, and is toxic by inhalation and ingestion. DP
has a boiling point of 127 to 128°C (263°F) and a vapor pressure of 4.2 at
20°C. There are no reported polymerization problems with DP. The liquid
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Figure 3.19 Structure for diphosgene.
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density is 1.65, which is heavier than water. The melting/freezing point is
157°C. Inhalation LCB is 3,600 mg/mp?? for 10 minutes. Effects of expo-
sure are quite similar to phosgene gas. Its molecular formula is
CICOOCCIB,, and the structure is shown in Figure 3.19.

Diphosgene is listed by the DOT as a 6.1 poison liquid. The NFPA 704
designation for CG is estimated to be Health-4, Flammability-0, Reactivity-
1, and Special-0. Its four-digit U.N. identification number is 2972. The CAS
number is 503-38-8.

Chlorine (CIB,y) is a greenish-colored diatomic gas and a pure element
that does not occur naturally. Chlorine is produced from naturally occurring
sodium chloride (table salt), much of which comes from mining and the
oceans. The boiling point is —34°C. While it is noncombustible, chlorine is
a strong oxidizer and will support combustion just like oxygen. Chlorine has
a pungent irritating bleachlike odor that is detectable at 0.02 to 3.4 ppm. It
is slightly soluble in cold water and has a vapor density of 2.4, which is about
2.5 times heavier than air. Chlorine is irritating and corrosive to the eyes,
skin, and respiratory tract. The TLV-TWA (ACGIH) is 0.5 ppm (1.5 mg/m?)
in air. OSHA lists the PEL at 1.0 ppm (3 mg/m?). Its LC50 through inhalation
is 293 ppm (879 mg/m? for 1 hour) and the STEL (ACGIH) is 1 ppm (2.9
mg/m?). Chlorine is a severe irritant of the eyes, skin, and mucous mem-
branes. Inhalation may cause coughing, choking, nausea, vomiting, head-
ache, dizziness, difficulty breathing, and delayed pulmonary edema, which
can be fatal. Exposure to 500 ppm for 30 minutes can cause death, and 1,000
ppm can be fatal after a few breaths. Contact with 3 to 8 ppm can cause
stinging and burning of the eyes. Contact with liquid chlorine or high con-
centrations of the gas can cause severe burns. While chlorine does not burn,
it reacts violently or explosively with a wide range of substances including
hydrogen, acetylene, hydrocarbons, ammonia, reactive metals, and metal
hydrides. It is listed by the DOT as a 2.3 poison gas with a U.N. identification
number of 1017. The NFPA 704 designation for chlorine is Flammability-0,
Health-4, Reactivity-0, and Special-Oxy. The CAS number is 503-38-8.

Riot Control Agents (Irritant Agents)

Riot control agents are also referred to as tear gas, irritants, and lacrimators.
They are local irritants, which in very low concentrations act essentially on
the eyes, resulting in intense pain and profuse tearing. Higher concentrations
irritate the upper respiratory tract and skin, and sometimes cause nausea
and vomiting. Exposure to these materials is rarely serious and might not
require medical attention. Riot control agents are often referred to as tear
gas. This is really an inaccurate naming of the compounds. Tear gases are
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not really gases at all. They are fine particulate smoke or aerosolized solid
materials that can cause contamination of those exposed. Riot control agents
are commonly used by law enforcement officers and may be present on
military installations. (CS) and (CN) are the primary agents used by law
enforcement agencies today. However, it may be possible to encounter an
older riot control agent (DM), which is a “vomiting gas.” Riot control agents
were used in minor battles during World War 1. They may be used by the
military today only with the authorization of the President of the U.S. CN,
chloroacetophenone, also known as mace, was the primary agent used in
World War I. It has been replaced today by CS, O-chlorobenzylidenemalono-
nitrile, which was developed in the 1950s and has become the agent of choice
of law enforcement and the military (in training). Other irritant agents
include (CNC), chloroacetophenone in chloroform (CA), bromobenzylcya-
nide, and (CR), dibenz-(b,f)-1,4-oxazepine. OC is the designation for pepper
spray. CK and PS are also considered to be lacrimators. The biological mech-
anism by which riot control agents work has not been well studied or doc-
umented compared to the other types of chemical agents. Generally, riot
control agents cause pain, tearing, and conjunctivitis in the eyes, which can
be accompanied by spasms of the muscles around the eyes. A burning sen-
sation occurs in the nose and respiratory tract. This is followed by sneezing
and a large volume of nasal discharge. The chest may feel tight, and there
may be shortness of breath accompanied by coughing and secretions from
the bronchial tubes when inhaled. Contact with the skin produces tingling,
a burning feeling, and redness similar to sunburn. If conditions of high
temperature and humidity are present along with a high concentration of
agent, blisters may occur within 8 to 12 hours, which are similar to those
produced by vesicants. Blisters have been reported by firefighters resulting
from exposure when entering buildings where law enforcement personnel
have discharged CS. Death may occur from riot control agents when exposure
occurs in confined areas for an extended period of time. However, there are
no reported deaths from open-air use.

Agent CS, O-chlorobenzylidenemalononitrile, is a white crystalline solid
with a boiling point of 310° to 315°C, a flashpoint of 197°C, and a melting
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Figure 3.20 Structure for CS.
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point of 194°F. CS is quite stable under ordinary storage conditions. It has
a vapor pressure of 3.4 x 10-5 at 20°C, and a vapor density several times
heavier than air. CS is immiscible in water. Volatility is 0.71 mg/mP?F at 25°C.
It has an odor that is biting and similar to pepper spray. CS is incompatible
with strong oxidizers and, when heated to decomposition, emits very toxic
fumes. Clouds produced by CS are white near the source for several seconds
following the release. Usually CS is disseminated by burning, exploding, or
by forming an aerosol. It may also be used in liquid form if dissolved into a
solvent and aerosolized. CS acts very rapidly compared to CN, and it is 10
times more potent, while it is also much less toxic. The LDb,,, for CS is
approximately 200 mg/kg of body weight or 14 grams for a 70 kg person. CS
has a TLV-TWA of 0.4 mg/mp??, an ICtb., of 10 to 20 mg-min/mp??, and an
LCtbs,, of 61,000 mg-min/mp?®". The chemical formula for CS is
Cb,,,Hb,,CINb,,, and the structural formula is shown in Figure 3.20.

Agent CR, dibenz-(b,f)-1,4-oxazepine, is a pale yellow crystalline solid
that has a melting point of 163°F. It has a pepperlike odor and is only used
in solution for dissemination in liquid dispensers. Solutions consist of 0.1%
of CR in 80 parts of propylene glycol and 20 parts water. CR is an eye irritant
in organic solutions at concentrations of 0.0025% or lower. Agent CR is less
toxic when inhaled but has more profound skin effects that are longer
lasting. It is a persistent agent when released in the environment and depos-
ited on clothing.

Agents CN, chloroacetophenone, and CA, bromobenzylcyanide, are both
white crystalline solids with boiling points of 478°F and 468°F, respectively,
and freezing points of 129°F and 77°E. Vapor density for CN is 5.3 and for
CA 4.0, both of which are heavier than air by four and five times. CN has
an odor similar to apple blossoms, and CA smells like sour fruit. Agent CA

CN H

Figure 3.21 Structure for CA and CN.



Chemical Terrorist Agents 119

is normally found as a liquid and CN can also be used as a liquid in suitable
solvents. When released, these agents produce a bluish-white cloud at the
time of release. Riot control agents CA and CN are dispersed as minute
particulate smoke and as a vapor resulting from burning munitions, such as
lacrimator candles and grenades. Liquid agents may be dispersed from air-
craft spray or exploding munitions. The OSHA PEL for agent CN is 15
mg/mp?P and the TLV is 10 mg/mp*. ICtb,, for CN is 30 mg-min/mp?? and
the LCtb,, is estimated to be 8,000 to 11,000 mg-min/mp*. For CA the
ICtbs, is 80 mg/mp* and the LCtby, is 7,000 mg-min/mp* from a solvent
and 14,000 mg-min/mp* from a grenade. CN has a chemical formula of
Cb¢,Hb,,COCHb,,Cl, and CA has a chemical formula of Cbg Hb, BrN. The
structural formula for both CA and CN are shown in Figure 3.21.

Chloropicrin (PS), nitrotrichloromethane, trichloronitromethane,
nitrochloroform, is a slightly oily, colorless, pale-to-transparent liquid that
is nearly stable. It is nonflammable with a boiling point of approximately
235°F and slight water solubility. The vapor density is 5.7, which is heavier
than air. PS is a strong irritant, highly toxic by inhalation and ingestion, with
a TLV of 0.1 ppm (0.7 mg/mp?P) in air. When heated, it decomposes to form
hydrogen chloride, phosgene, carbon monoxide, and oxides of nitrogen.
Decomposition can be explosive and can become shock sensitive. The LCb.,
for inhalation is 66 mg/mp? over 4 hours and the oral dose LDb,, is 250
mg/kg of body weight. Chloropicrin is incompatible with strong oxidizers,
alcohols, sodium hydroxide, and aniline. The DOT lists chloropicrin as a 6.1
poison liquid, and it has a U.N. identification number of 1580. The NFPA
704 designation for chloropicrin is Flammability-0, Health-4, Reactivity-3,
and Special-0. The CAS number is 76-06-2.

Vomiting Agents

Vomiting agents create a strong pepperlike irritation of the upper respiratory
tract along with irritation of the eyes and profuse tearing. This may be
accompanied by intense uncontrollable sneezing, coughing, nausea, vomit-
ing, and an overall feeling of malaise (nonspecific feeling of illness). Agents
primarily associated with this group include (DA) diphenylchloroarsine,
(DM) diphenylaminochloroarsine (Adamsite), and (DC) diphenylcyanoars-
ine. Inhalation of the fine aerosol mist is the principal route of entry into
the body, along with irritation and symptoms resulting from direct eye
contact. Unlike other riot control agents, vomiting agents generally do not
produce any discomfort when in contact with skin. These agents are all
crystalline solids that are released as smoke when heated. Smoke produced
by DM is a light or canary yellow, while DA and DC produce a white smoke.
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Table 3.9 Triage Groups for Individuals Exposed to Nerve Agents

IMMEDIATE
Circulation intact, talking, but unable to walk
Circulation intact, but unable to talk or walk
Circulation not intact, unable to talk or walk — classification depends on available facilities
— if facilities unavailable, classify as expectant
DELAYED
Has been given or used antidotes (e.g., autoinjector); is showing signs of recovery
MINIMAL
Capable of walking, capable of talking, capable of self-care
EXPECTANT
Not talking, circulation failed (may be classified as IMMEDIATE if treatment resources
are adequate)

These agents are very effective in low concentrations, which may not be
detectable during exposure.

Symptoms produced include a feeling of pain and sense of fullness in
the nose and sinuses, accompanied by a severe headache, intense burning in
the throat, and tightness and pain in the chest. Coughing is uncontrollable,
and sneezing is violent and persistent. Nasal secretion is greatly increased,
and quantities of ropy saliva flow from the mouth. Nausea and vomiting are
prominent. Mental depression may occur during the progression of symp-
toms. There are usually no long-term effects of vomiting agent exposures
and symptoms generally disappear within 20 minutes to 2 hours. Like other
riot control agents, deaths have occurred from exposure to high concentra-
tions in enclosed areas. Most riot control agents would be classified as irri-
tants under DOT/U.N. hazard Class 6.1. No information is available on NFPA
704 designations for riot control agents. U.N. four-digit identification num-
bers are listed for several types of tear gas and containers. Grenades and tear
gas candles are poison 6.1 and flammable solids. Tear gas devices are assigned
the number 1700, devices and the remaining types of tear gas are listed as
1693. Because riot control agents are particulate in nature, exposures will
require decontamination of victims and responders. Bleach solutions should
not be used for decontamination, because they will make the symptoms and
effects of the agents worse. Plain soap and water are the best decontamination
solutions. Emergency decon can be performed using the water from hose
lines. Clothing must be removed. This process will remove the majority of
the agent particles from the person.

Miscellaneous Chemical Agents

Psychedelic agent 3 (BZ), 3-quinuclidinyl benzilate, also known as “agent
buzz,” is a very potent psychoactive chemical that affects the central nervous
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system as well as the circulatory system, digestion, salivation, sweating, and
vision. It is no longer used by the U.S. because its effects on troops are
unpredictable. Those exposed experience hallucinations, and the agent acts
as a sedative. The experience is much the same as that encountered by the
narcotics amphetamine and cocaine. Three to four days after exposure, full
recovery is expected from BZ intoxication. The TLV-TWA for BZ is 0.004
mg/mp?P and the general population limits are 0.0001 mg/mp*. BZ has an
ICtb,, value of 101 mg-min/mp* (15 1/min), and an estimated LCtb,,, of
200,000 mg-min/mp?®.

White phosphorus (WP) is an element in its pure form, with a white or
pale yellow, translucent, crystalline solid appearance with a waxy consistency.
It is also known as yellow phosphorus. It is insoluble in water and is stored
and shipped under water in its pure elemental form. WP freezes at 44°C and
ignites spontaneously in air at or above 30°C (approximately 86°F). Phos-
phorus pentoxide vapors produced by burning white phosphorus are
extremely toxic. The TLV-TWA is 0.1 mg/mp?.

N

INFECTIOUS
SUBSTANCE

Figure 3.22

Terrorist Use

Aum Shinri Kyo
GB was the first agent to be employed to cause mass casualties by nonstate
actors when it was used for attacks by the Aum Shinri Kyo cult in Japan
during 1994 and 1995.

Aum Shinri Kyo had first attempted to buy sarin, placing an order in
1988 with what they thought was a weapons smuggler (but which was actually
a sting operation underwritten by the U.S. Customs service) for some 250
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tons of sarin-containing bombs. For obvious reasons, the bombs were never
delivered. Efforts were also made to obtain ex-Soviet agents after the demise
of the Soviet Union, but these also failed. As a result, Aum’s leadership decided
to develop an internal capability for chemical agent production. The program
was coordinated by Masami Tsuchiya, who started small — only 20 grams
of sarin were in the first batch produced in October 1993. This was ramped
up quickly to 1 kilogram in November, then 5 kilograms in December, all
produced using laboratory scale equipment. The agent was tested on sheep
on a ranch owned by the sect in Australia. Once it was clear that they were
able to produce a lethal agent, they began to consider how to produce it and
use it. The head of the cult, Shoko Asahara, wanted more, however, and a
facility, “Satyan 7,” for mass production of sarin was constructed. Satyan 7
reportedly cost $10 million to build, and an associated analytical facility is
said to have cost the cult a further $1 million. The facility included computer-
controlled reactors and industrial packaging equipment that automatically
bagged specified amounts of the sarin and sealed the bags. The production
target for the facility was 2 tons of sarin per day. This level of expenditure
makes it clear why Tsuchiya would subsequently attempt to explain his
involvement with the cult, in part because Aum’s laboratories were better
than those at the university where he had studied.

The first attempt to employ sarin was undertaken at the direction of the
cult’s leader, who wanted Daisaku Ikeda, leader of the Soka Gakkai Buddhists,
killed. The attempts were made in March 1994, but the spray apparatus failed
(either spraying backward or catching fire — published accounts are contra-
dictory; in some accounts, it is stated that Tomomitsu Niimi, Aum’s chief of
security, was exposed to the agent but survived due to rapid administration
of atropine). Three months later, they tried again, successfully releasing sarin
in Matsumoto, Japan, on June 27, 1994, killing 7 people and injuring at least
500. The apparatus used to dispense the sarin was very simple — reduced
to its essentials, it consisted of a container of liquid sarin from which perhaps
as much as 20 kilograms of sarin was dropped onto a heated surface to
produce sarin vapor; the sarin vapor was then blown into the air by fan. The
dispersal took about 20 minutes.

Emergency response after the first calls was rapid, and the chief fire officer
at the scene seems to have quickly recognized what had happened, although
he did not identify the agent, describing the incident as a mass disaster caused
by an unknown toxic gas. Victims were dispersed to six area hospitals, where
the doctors recognized the symptoms as those of organophosphate poison-
ing, and treated the patients as they would have those exposed to pesticides.

The goal of the attack had been the death of three judges who were
hearing a lawsuit over a real estate dispute involving Aum. The judges were
affected, but all eventually recovered, although the suit had largely been
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rendered moot by the time they were all again available. However, 7 people
died, and more than 500 were affected (58 were admitted to hospitals, includ-
ing the 7 fatalities; 253 received outpatient care, and a subsequent survey
identified 277 people who experienced symptoms but did not seek medical
care). In the aftermath of the attack, the investigation was initially misdi-
rected. Like the physicians who thought they might be dealing with a pesticide
released by accident, the police could not imagine anyone doing this on
purpose, even when the agent was identified as sarin. As a result, they focused
their attentions initially on a former chemical company employee who they
believed had accidentally made the sarin while trying to compound garden
chemicals. But the focus began to change. The first problem was that sarin
could not be produced the way the police thought it had. At the same time,
complaints came in from neighbors of Aum Shinri Kyo’s Kamikuishiki com-
pound, where the Satyan 7 production facility was located, about strange
odors (the cult attempted to explain the odors with statements about innoc-
uous manufacturing activities and wild claims about an attack on the cult
with chemical agents by the U.S. Navy).

More information began to come in pointing to the cult as the originators
of the sarin, but the Japanese police had their hands tied because, without
direct evidence, they had to avoid actions that might look like persecution
of a religion owing to the very strong restrictions designed to maintain
freedom of religion contained in the Japanese Constitution. These restrictions
were so strong that, even though the police obtained soil samples from just
outside the Kamikuishiki compound containing sarin precursor degradation
products, the police could not act — there was, after all, no law in Japan at
the time that said you could not make nerve gas, and making it did not mean
Aum had used it.

Nevertheless, the police gathered enough evidence to act, although not
about the use of sarin in Matsumoto. Members of Aum had carried out a
kidnapping (and had murdered the kidnapee, Kiyoshi Kariya, a relative of
an Aum member who had decided to leave the cult, although the police did
not know this at the time), and the police had managed to find a link between
the crime and Aum (fingerprints of an Aum member on papers for a rental
car used in the kidnapping). They used this to get a warrant to enter the
Kamikuishiki compound, planning a massive raid, which they hoped would
also allow them to shut down the nerve agent production facility. The police
made a mistake, however; they sent the policemen who were to make the
raid to a Japanese Self Defense Force (JSDF) facility to undergo training in
chemical protective measures. Members of Aum inside the JSDF sent word
of the planned raid to the cult. The cult had known it was under suspicion
since an article suggesting they were at fault for Matsumoto had appeared in
the Yomiuri Shimbun newspaper on January 1, 1995, but they had convinced



124 Counter-Terrorism for Emergency Responders

themselves they had not left a trail that the police could legally follow. The
leadership decided they had to take drastic action to protect the cult. The
way to dissuade the police that the cult’s leadership decided on was to stage
a major attack with sarin. An attack on the subway at 8:00 am (timed to cause
maximum casualties among police arriving for the 8:30 shift change) was felt
to be the best option.

There was one problem — the Satyan 7 production facility had so many
accidents that its use had been suspended, and the cult did not have any sarin
on hand. So on March 18, a batch was made up by hand using an existing
stock of precursors, and the resulting sarin was then poured into eleven
plastic bags that were sealed, placed in larger bags, and covered with news-
papers. (The purpose of the newspapers was to make the actions of the cult
members when they were piercing the bags seem a little less odd — poking
at a pile of newspapers with an umbrella was seen as less likely to attract
attention than poking at a liquid-filled bag.)

The bags were assigned to five men for the attack, with four of the men
getting two bags each and a fifth getting three bags. The men were to drop
their bags on the floor of a train while in or just before reaching a subway
station, puncture the bags, and leave the train and the station. Each man was
paired with a second cult member who would drive a getaway car positioned
outside the station. Each man was provided with an antidote kit (atropine-
filled hypodermics) to be used in case of accidental exposure, and they were
also provided with a pill (probably pyridostigmine bromide) to be taken
before the action, which they were told would reduce their susceptibility to
the sarin. Each of the attackers was assigned to a different subway train, on
one of three lines, which converged at the Kasumigaseki station. The plan
was for the attackers to pierce the bags and leave at a station before Kasum-
igaseki; it was expected that the trains would proceed on, poisoning stops
along the line to Kasumigaseki and delivering a massive concentration where
they converged.

On March 20, 1995, beginning shortly before 8:00 am the attackers began
poking holes in their bags of sarin. The attack left 12 people dead, 54 criti-
cally/severely injured, and affected 6,000. On March 22, 1995, the police
moved in force against Aum Shinri Kyo, and in the ensuing days brought all
those involved in the attack to justice. As bad as the attack was, several factors
combined to keep it from being worse. Owing to its rushed “by hand”
production, the sarin was very impure, with a purity lower than 30%. Indeed,
before the bags were filled, when Seiicho Endo, a chemist involved with its
production, went to Asahara to announce that production had been com-
pleted, he felt it necessary to mention that the mixture was not pure sarin.
Asahara indicated that the attack should go ahead anyway. During the attack,
not all of the sarin-filled bags were punctured, with one remaining completely
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intact and another apparently bursting when stepped on by passengers leav-
ing the car. A passenger kicked the bags out of one of the cars at the stop
after they were punctured; that probably saved many people in the car,
although there were deaths at the station. At Kasumigaseki Station, assistant
stationmasters Kazumasa Takahashi and Tsuneo Hishinuma soaked up the
loose liquid with newspapers and picked up the bags, still wrapped in news-
paper, put the material in a plastic bag, and carried it into the station office.
Both lost their lives, but they prevented further dissemination of the agent.

Then, too, the Matsumoto release had served as an alert. Matsumoto
certainly improved both the probability of recognition and awareness of
proper responses. Many physicians had, at least informally, brushed up on
the effects of and treatment for sarin intoxication. Emergency officials had,
at least in the back of their minds, the thought that another attack might
occur. And the experience in Matsumoto meant that there were people in
Japan who had a good idea of what was happening when Japanese television
stations started broadcasting reports. At least one physician, Dr. Hiroshi
Morita, who had treated patients in Matsumoto, called hospitals in Tokyo to
alert them to the fact that the symptoms he was seeing on television matched
those he had seen in the sarin exposure, helping to direct the medical staff
to a correct diagnosis. The Shinsu University Hospital faxed information
about sarin treatment to the hospitals in Tokyo. Within 2 hours of the attack,
JSDF experts arrived at the hospitals in the Tokyo area to advise on treatment.
A plan to stockpile the nerve agent treatment drugs 2-PAM and atropine in
hospitals had not been implemented, but when officers of Sumitomo Kagaku
(a manufacturer of 2-PAM) in Osaka saw the news reports, they took the
initiative and sent a supply of 2-PAM to Tokyo without waiting for a gov-
ernment request. There were many rough spots, however. The first emergency
response was initiated at 8:09, roughly 20 minutes after the first bag of sarin
had been punctured. It would be another 40 minutes before an advisory
recommending the use of protective masks would be issued. Emergency
responders had received no special training and had no idea what they were
approaching; many thought that tear gas had been disseminated, despite the
fact that deaths had already occurred (8 deaths occurred initially, with 4 more
victims succumbing after reaching the hospital). No decontamination would
be undertaken at the scene, and the conditions of victims being transported
would continue to worsen as they were taken to the hospital. Emergency
responders would also suffer the effects of secondary exposure, especially
while transporting patients (instructions were issued to drive with the win-
dows open, which seemed to help). No decontamination was initially under-
taken at hospitals, either, and some hospital employees also suffered the
effects of secondary exposure, especially when overflow patients were moved
out of the emergency rooms (whose doors were constantly opening to admit
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fresh air) into areas with poorer air circulation. At 9:40 am, the Tokyo fire
department, equipped with IR spectrometers for gas analysis, misidentified
the agent as acetonitrile, because the database used to identify gases did not
include nerve agents (fortunately, this misidentification was largely ignored
because the hospitals had already been advised that the agent was probably
sarin by physicians with experience with chemical agents). At 11:00 am, the
police informed the press that they had identified the agent as sarin from
GC-MS data, but they did not bother to inform the hospitals, who learned
of the definitive identification of the agent from television news reports. The
absence of a disaster plan resulted in the majority of the victims being taken
to a single hospital, St. Luke’s, which was nearly overwhelmed.

The use of sarin by Aum Shinri Kyo at Matsumoto and in the Tokyo
subway did provide some valuable lessons. In the area of protection, Matsu-
moto showed that the idea of sheltering in place might well be valuable, even
with materials as toxic as nerve agents. For instance, those who had gone to
sleep with their windows open on that nice spring night (including many
who died) were much more likely to be strongly affected than those who had
gone to sleep with their windows shut. The importance of decontamination
of victims was also shown — a significant number of emergency responders
and emergency room personnel showed the effects of secondary exposure.
The need for greater preplanning for such incidents and for training in
reacting to them, was also shown — things went much more smoothly in
Tokyo than they might have otherwise, because some lessons had already
been learned from Matsumoto, although there was still much room for
improvement. And finally, and perhaps most importantly, the Aum Shinri
Kyo attacks showed that the threat of a terrorist chemical attack was real,
ensuring that future investigations will not be hampered by the idea that
“nobody would actually do it.” Since Aum, no other terrorist group has
actually used sarin, although threats of its use have escalated, presumably as
a result of the publicity surrounding the Tokyo attack.

al Qaeda

The al Qaeda terrorist group has displayed a strong interest in obtaining
weapons of mass destruction. In November 2001, Osama bin Laden stated that
al Qaeda has a chemical capability (“I wish to declare that if America used
chemical and nuclear weapons against us, then we may retort with chemical
and nuclear weapons. We have the weapons as a deterrent” —interview with
Hamid Mir for Dawn), but did not specify the agents. Julio Fuentes, a corre-
spondent for the Spanish publication El Mundo, reported on November 19,
2001, that he had discovered at least 300 ampules (7 cm in length) containing
a yellow-to-clear liquid packaged in boxes labeled “SARIN/V-GAS” in Cyrillic
script at Farm Hada, an al Qaeda base south of Jalalabad in Afghanistan. Other
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labels indicated that atropine was antidotal. A similar report was published in
the Italian daily Corriere della Sera by the reporter Maria Grazia Cutuli.

On August 20, 1998, the al-Shifa pharmaceutical factory in Khartoum,
Sudan, was destroyed by U.S. cruise missiles. The reason cited for the destruc-
tion was the belief that the factory was producing VX precursors for the al
Qaeda terrorist organization. Cited reasons for this belief included the pres-
ence of a VX precursor (EMPTA) in a soil sample taken from the vicinity of
the factory and evidence that Osama bin Laden, the leader of al Qaeda, had
financial interests in the plant. However, questions were raised regarding the
reliability of the information, and it must currently be considered that the
allegations that the plant was involved in precursor production are unproven.

Iraqi Insurgents

On May 17,2004, it was announced that “a couple of days ago” an improvised
explosive device produced using a sarin-containing 155 mm artillery round
had detonated, apparently while U.S. troops were attempting to disarm it.
The announcement indicated that two individuals were exposed and success-
fully treated. The shell was described as a binary weapon in which precursors
are combined to produce the agent after firing. It is presumed that the shell
was an Iraqi weapon of the type the Iraqi government claimed to have
destroyed in accordance with the settlement of the 1991 Gulf War. The use
of the shell as an improvised explosive device would have minimized the
amount of sarin produced. Since such devices are detonated while in fixed
positions rather than after having been fired from an artillery piece, little
mixing of the precursors would occur.

Terrorist Use

Aum Shinri Kyo

VX was synthesized and used to commit murder and assault by the Aum
Shinri Kyo organization. According to testimony at the trials of the Aum
leadership, VX was used within Aum Shinri Kyo facilities to kill at least 10
members of the cult who were seen as dissidents, in at least some cases
reportedly by direct injection of the agent. The bodies of the murdered indi-
viduals were disposed of, and the incidents did not come to the attention of
any outside agency. VX was also used in attacks on individuals outside the cult.

*  On December 12, 1994, in Osaka, Japan, Tadahiro Hamaguchi was
sprayed with VX from a syringe while walking to work. He died in
the hospital 10 days later. It would subsequently emerge that he was
thought to be spying on the cult, and “interfering” with the cult’s
“practice of the truth.”
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+ In Tokyo, in the fall of 1994, cult members made several attempts to
kill the attorney Taro Takamoto, who had been assisting former Aum
members. A number of these involved the use of VX, including one
in which the agent was painted on the door of his car and another in
which a VX-containing mixture was squirted into a keyhole. All failed.

+  On November 28 and again on December 2, 1994, Noboru Mizuno,
who had helped former cult members find shelter, had VX sprayed
at him. The second attempt resulted in his hospitalization for 45 days.

+ Hiroyuki Nagaoka, who had been helping members of the cult to
leave, was sprayed with VX in front of his home in Tokyo on January
4, 1995. He was unconscious for an extended period but survived.

+  Cult members injected VX into the air conditioning system of a car
belonging to Ryuho Okawa in February 1995. Okawa was the head
of the Institute for Research into Human Happiness, viewed as a rival
group by Aum’s leadership.

Asbat al-Ansar/Ansar al-Islam

Published reports claim that U.S. intelligence agencies have evidence that a
quantity of VX gas had been smuggled to either the Asbat al-Ansar or Ansar
al-Islam terrorist groups in October or November 2002. However, there has
been no use of those agents.



Biological Terrorist
Agents

Biological terrorist agents are microorganisms or toxins derived from living
organisms to produce death or disease in humans, animals, or plants. They
are odorless, tasteless, and colorless if released in a biological cloud by ter-
rorists. All biological agents have an incubation period, which will allow the
terrorist time to escape before the onset of symptoms. Anthrax, plague, and
other biological agents are readily available in biological supply houses
around the world outside the U.S. There are both good and bad bacteria
naturally present in the environment and in living organisms. The bad bac-
teria are referred to as pathogens, because they can cause death to a living
organism. Disease-causing microorganisms (pathogens) are classified as 6.2
infectious substances under the U.N./DOT hazard class system. Toxins that
are chemical poisons produced by microorganisms or plants are classified
under the U.N./DOT hazard class system as 6.1 poisons.

During medieval times, bodies diseased with plague were catapulted over
walls protecting enemy forts and castles. Once inside, the disease would
spread throughout the enclosed walls. Diseased bodies were also placed
upstream from compounds, and residents would drink the water full of
deadly microorganisms. In the American Civil War, Confederate troops
placed corpses of livestock into ponds and lakes, contaminating the water
supply, which delayed the advance of Union troops. By World War II, Japan
had a complex of laboratories code-named “Unit 731” where biological
research was conducted on prisoners of war. Prisoners were exposed to aero-
solized anthrax and died. Their bodies were dissected to determine the effects
of anthrax. Reports indicate that as many as 3,000 prisoners might have died
in biological warfare research. It is believed that the Japanese used biological
agents on Chinese soldiers and civilians during World War II. Bubonic plague,
cholera, anthrax, and other diseases were released, killing tens of thousands
of Chinese. By the end of World War II, the Japanese had stockpiled 400
kilograms of anthrax to be used in specially designed fragmentation bombs.
The U.S. began its biological warfare (BW) program in 1943. Surprisingly,
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this program was created because of the anticipated German biological war-
fare threat rather than the Japanese. Camp Detrick, Maryland, (now Fort
Detrick) was the site of the American research efforts and continues today.

Biological materials were produced at several sites in the U.S. until
1969, when President Nixon ordered a stop to all offensive biological and
toxin agent research. Between May 1971 and May 1972, the U.S. offensive
stockpiles of biological weapons and agents were destroyed. Agents in the
stockpiles included Bacillus anthracis (anthrax); botulinum toxin (botu-
lism); Francisella tularensis (tularemia, rabbit fever, deerfly fever); Coxiella
burnetii rickettsia Q fever Venezuelan equine encephalitis (VEE); Brucella
suis brucellosis undulant fever Bang’s disease; and Staphylococcal entero-
toxin B. The medical defensive biological agent program in the U.S., which
was started in 1953, continues today at the U.S. Army Medical Research
Institute of Infectious Diseases (USAMRIID). During 1972, the U.S. along
with many other countries around the world signed the Convention on the
Prohibition of the Development, Production, and Stockpiling of Bacterio-
logical (Biological) and Toxin Weapons. This treaty forbids the stockpiling
of biological agents for offensive military use and also forbids research into
such offensive agents. All existing stockpiles had to be destroyed under the
terms of the treaty.

Despite the Biological Weapons Convention, many countries hostile to
the U.S. continue to conduct biological research. Additionally, there are sev-
eral alleged instances where biological agents were used or accidental releases
occurred, because the agents were still being stockpiled. During the 1970s,
it is reported that Laos and Kampuchea experienced attacks by planes and
helicopters disseminating multicolored aerosolized materials. People and ani-
mals exposed to the clouds became ill, and a small number of them died. It
is thought that T2 mycotoxin was the agent used. During April and May 1979
in the city of Sverdlovsk in the former Soviet Union, an epidemic of anthrax
occurred among city residents. Soviet government officials listed the cause
of the outbreak as contaminated meat. However, the U.S. Government
believes the epidemic was due to a release from VECTOR, a top secret bio-
logical weapons facility. Reports are conflicting, but it was originally esti-
mated that 66 people died from the outbreak. After the fall of the Soviet
Union, more accurate information was received from inside, and it is
reported that as many as 259 people may have died. In 1978, a Bulgarian
exile was assassinated in London when injected with a small amount of ricin,
a plant toxin derived from the castor bean plant. A gun fashioned into the
tip of an umbrella, loaded with a tiny pellet filled with ricin toxin, was used
to subcutaneously inject the pellet into George Markov’s leg. He died several
days later from the effects of the ricin for which there is no known antidote.
While it was later discovered that the communist government of Bulgaria



Biological Terrorist Agents 131

exit only

Figure 4.1 A member of a cleanup crew comprised of U.S. Coast Guard and
U.S. Environmental Protection Agency agents walks from the American Media
Inc., offices in Boca Raton, FL, October 25, 2001. Investigators collected samples
Thursday to begin decontaminating the headquarters of the tabloid publishing
company shuttered by anthrax. (AP Photo/The U.S. Coast Guard, Robert Wachal.
Used with permission.)

carried out the assassination, the technology is believed to have been supplied
by the former Soviet Union.

During the mid 1990s, the Aum Shinri Kyo Cult terrorist organization
in Japan reportedly dispersed aerosols of anthrax and botulism throughout
Tokyo on at least eight occasions. It is unclear why the attacks failed to
produce illness. The Johns Hopkins Center for Civilian Biodefense Studies
says that given the right weather and wind conditions, about 110 pounds of
anthrax released from an aircraft could spread nearly 12 miles downwind.
The cloud would be colorless, odorless, and invisible. There are currently no
warning systems to detect an aerosol cloud of anthrax spores. The attack
would most likely not be discovered until patients showed up at hospitals.
During the fall of 2001, biological terrorism struck the U.S. Letters were sent
September 18 and were postmarked Trenton, New Jersey, to ABC News, NBC
News, CBS News, and the New York Post, all in New York City, and to
American Media in Boca Raton, Florida (Figure 4.1). Only the letters to the
New York Post and NBC News were actually found. The other three letters
are suspected to exist because of the pattern of infection. Two additional
letters bearing the Trenton, New Jersey, postmark were mailed on October
9. Those letters were sent to Senator Tom Daschle of South Dakota and
Senator Patrick Leahy of Vermont. More potent than the first anthrax letters,
the material in the Senate letters was a highly refined dry powder consisting
of approximately 1 gram of nearly pure anthrax spores. Some reports
described the material in the Senate letters as “weaponized” or “weapons
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grade” anthrax. Twenty-two people developed anthrax infections from con-
tact with the letters, 11 of the life-threatening inhalation variety. Five died
of inhalation anthrax. Of the deaths, one occurred in Florida from exposure
at American Media, one in New York City, and one in Oxford, Connecticut.
The two remaining deaths were employees of the Brentwood mail facility in
Washington, D.C. Several thousand people potentially exposed took a two-
month course of the antibiotic Cipro in an effort to prevent anthrax infec-
tions. The letters addressed to Senator Daschle and Senator Leahy had the
return address 4th Grade, Greendale School, Franklin Park, NJ, 08852. The
address is fictitious. Franklin Park, New Jersey, exists, but the zip code 08852
is for nearby Monmouth Junction, New Jersey. No Greendale School exists
in New Jersey. Even in the absence of an arrest in the case, several conclusions
can be drawn based upon the facts of the case. First, the strain and properties
of the weaponized anthrax found in the letters show that it originated within
the U.S. biodefense program. It can also be concluded that, given the origin
of the anthrax and the warnings contained in the letters, it appears the
perpetrator’s motive was not to kill but rather to raise public fear and thereby
spur Congress to increase spending on biodefense. According to a story
appearing in the Baltimore Sun Newspaper December 12, 2001,

“The anthrax spores enclosed in envelopes mailed to two leading
Senate Democrats in October are biologically identical to bacteria
secretly manufactured at a U.S. germ warfare facility during the
last decade, according to press reports and an analysis by a leading
microbiologist. The army biological and chemical warfare unit at
the Dugway Proving Ground, about 80 miles southwest of Salt
Lake City, Utah, may well be the source of the weapons-grade
anthrax sent to Senators Daschle and Leahy. Scientists at Dugway
grew and processed spores deriving from the Ames strain — the
strain that appeared in all the letters sent to media outlets and
Congress. The United States is the only country that is known to
have produced weapons-grade anthrax in the past 25 years. While
the Dugway facility produced the dried anthrax spores, they were
sometimes sent to another germ warfare unit at Fort Detrick, near
Frederick, Maryland, only 30 miles from Washington, D.C. Fort
Detrick has equipment for killing bacteria with radiation, and
received shipments of the anthrax to be sterilized so it would be
safer to work on. The most recent shipment from Dugway to Fort
Detrick was last June 27. The spores were returned to Dugway on
September 4, one week before the terrorist attacks in New York
City and Washington, and four weeks before the first anthrax cases
were detected in south Florida. Spores were also sent in 1997 to
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Figure 4.2 Helicopters could be used to disseminate chemical or biological
agents.

the Armed Forces Institute of Pathology in Washington, according
to a spokesman for that agency.”

Up to the time of printing of this book no one has been charged with
the anthrax crimes.

Biological warfare agents have often been referred to as the “poor man’s
atom bomb.” This is because these agents are cheap, easy to obtain, and in
many cases can be manufactured without detection. Countries that lack the
technology or financial resources to assemble an atomic bomb can easily
produce biological agents. Use of biological weapons produces a dramatic
impact: they can penetrate fortifications, have delayed effects, and produce
a large number of sick and dead. Biological agents are the ideal terrorist
agent: they are highly infectious, viable and stable, easy to conceal and
transport, and can withstand dissemination. Potential areas affected by bio-
logical agent dissemination may be large, due to the migration of infected
individuals. Countries suspected of having biological agents or development
programs include China, Taiwan, North Korea, Iraq, Syria, Egypt, Iran, Cuba,
Israel, former Soviet States, the U.S., and Japan. While many of these coun-
tries are U.S. allies, others are not and actively support terrorism around the
world. Biological agents are among the deadliest substances known to man.
If properly disseminated, they can kill hundreds or even thousands of people
(Figure 4.2).

Biological agents can be subdivided into several related groups (Table
4.1). These include bacteria and rickettsia, viruses, and toxins. Bacteria and
rickettsia are single-celled microscopic organisms that can cause disease in
plants, animals, and humans. Some of the bacteria that cause disease include
anthrax, plague, cholera, diphtheria, tuberculosis, typhoid fever, typhus,
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Legionnaire’s disease, Lyme disease, and strep infections. Other bacteria pro-
duce toxins that are chemical poisons, such as botulinum. More bacteria exist
in a handful of soil or in a person’s mouth than all the people who have ever
lived on Earth. When someone sneezes, over a million bacteria can be dis-
seminated. Over 90% of all feces is made up of bacteria. More bacterial cells
than human cells exist in your body. From 300,000 to 1,000,000 different
types of bacteria exist on Earth. The majority of common bacteria is not
pathogenic nor parasitic. Nearly all live and thrive in nature. Some have,
however, mutated and learned to invade other cells and cause disease. Bac-
terial organisms have a nucleus, intracellular nonmembrane bound
organelles (a specialized cellular part that resembles an organ), and a cell wall.

Rickettsia are pleomorphic (come in many varying sizes) parasitic micro-
organisms that live in the cells of the intestines of arthropods (invertebrate
animals) such as insects, spiders, and crabs, which have segmented bodies
and jointed limbs. Some are pathogenic to mammals and man, where they
are known to cause the typhus group of fevers. Rickettsia are smaller than
bacteria but larger than viruses. Like the viruses, rickettsia are obligate (they
cannot exist on their own or in any other form); they are considered intra-
cellular parasites.

Viruses are very small submicroscopic organisms, smaller than bacteria
and unable to live on their own. They must invade the host cell and make
use of its reproductive mechanism to multiply. Toxins are poisons produced
by living organisms including plants, bacteria, and animals. They would be
classified as 6.1 poisons rather than 6.2 infectious substances because they
are toxic materials rather than disease-causing agents. Many of the biological
toxins are much more toxic than any of the chemical agents discussed in
Chapter 3 (Table 4.2).

Biological incidents, because of the delayed onset of symptoms, may
become more of a public health emergency than an emergency response
concern. Biological agents do not produce symptoms for several days, and
victims would likely migrate from the source of exposure. Victims would be
inclined to report to a doctor’s office or multiple hospital emergency rooms
on their own. Determination that a problem exists might not be realized
until health officials note an unusual increase in hospital census. EMS
responders might get calls to transport sick persons, but might not tie the
response to biological terrorism, at least in the beginning. It might be quite
some time before the impact of a biological terrorist attack is fully realized
by health officials and the emergency medical system, including first respond-
ers. Dispatchers should be trained to watch for multiple incident responses
with similar symptoms. The Health Department should be notified if this
were to occur.
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Table 4.2 Lethality of Selected Toxins and Chemical
Agents in Laboratory Mice

Agent LD, (g/kg) Source
Botulinum toxin 0.001 Bacterium
Shiga toxin 0.002 Bacterium
Tetanus toxin 0.002 Bacterium
Abrin 0.04 Plant (Rosary Pea)
Diphtheria toxin 0.10 Bacterium
Maitotoxin 0.10 Marine Dinoflagellate
Palytoxin 0.15 Marine Soft Coral
Cigualtoxin 0.40 Marine Dinoflagellate
Texilotoxin 0.60 Elapid Snake
C.perfringes toxins 0.1 to 5.0 Bacterium
Batrachotoxin 2.0 Arrow-Poison Frog
Ricin 3.0 Plant (Castor Bean)
alpha-Conotoxin 5.0 Cone Snail
Tiapoxin 5.0 Elapid Snake
Tetrodotoxin 8.0 Puffer Fish
alpha-Tityustoxin 9.0 Scorpion
Saxitoxin 10.0 Marine Dinoflagellate

(Inhalation 2.0)

VX 15.0 Chemical Agent
SEB 27.0 Bacterium
Anatoxin-A 50.0 Blue-Green Algae
Microcystin 50.0 Blue-Green Algae
Soman (GD) 64.0 Chemcial Agent
Sarin (GB) 100.0 Chemical Agent
Aconitine 100.0 Plant (Monkshood)
T-2 Toxin 1200.0 Fungal Mycotoxin

Bacterial Agents

Bacteria are single-celled organisms that range in shape and size from cocci
(spherical cells) with a diameter of 0.5-1.0 m (micrometer), to long rod-
shaped organisms — bacilli — which can be from 1-5 m in size. Chains of
bacilli have been known to exceed 60 m in size. Some bacteria have the ability
to turn into spores. In this form, the bacteria are more resistant to cold, heat,
drying, chemicals, and radiation than the bacterial form. When in the spore
form, the bacteria are inactive, or dormant, much like the seeds of a plant.
When conditions are favorable, the spores will germinate just like seeds.
Bacteria have two methods by which they can cause disease in humans
and animals. The first is by attacking the tissues of the host living thing.
Secondly, all living organisms produce waste. Bacteria may produce a toxic
or poisonous waste material that causes disease in the host. Some bacteria
may attack using both methods. When selecting a biological agent, the ter-
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rorist wants an organism that will survive under varied conditions and pro-
duce certain desired results from the dissemination into a population. For
example, the terrorist might just want to cause panic and might select an
agent that makes people ill but does not kill them. Other terrorists might
want to make an impact and will select an agent that might kill thousands
of people. Genetic engineering may be used to create biological agents from
otherwise harmless bacteria. Bacteria can also be created that are resistant to
known antibiotics. Organisms may also be created that could withstand
environmental extremes or aerosol dissemination, without alteration of their
hazardous effects. For a biological agent to be effective, it must produce a
specific effect: illness, disability, death, or damage to food chains. The agent
must also be producible in large amounts, and stable while being manufac-
tured, during storage, when weaponized, and during transportation. An
effective biological agent must be easy and effective to disperse and remain
stable once it is disseminated. Effective biological agents should also have a
brief but reliable gestation period and should be persistent. According to the
Centers for Disease Control (CDC), there are three biological agents likely
to be used as terrorist agents. This is based upon the fact that the materials
are easy to disseminate or are easily transmitted from person to person,
present a major public health impact (high mortality), and present the poten-
tial for public panic and social disruption. These biological agents are
anthrax, plague, and smallpox. USAMRID suggests that the list is a bit longer,
including anthrax, smallpox, plague, botulism, and ricin.

Anthrax (Bacillus anthracis), also known as woolsorters’ disease, is a
zoonotic disease that can be naturally transmitted to humans by three meth-
ods. First, and most common, is through cutaneous contact with infected
animals or animal products. Contact can also occur with the ingestion of
undercooked meat from infected animals, although this is quite rare. Inha-
lation of anthrax may also occur from spores remaining on contaminated
animal products, such as wool from sheep (Figure 4.3). In modern times,
inhalation anthrax exposure is very rare and is unlikely to occur naturally. It
is much more likely that inhalation anthrax will occur through the intentional
release of spores during a bioterrorist attack such as the one that occurred
during September 2001 on the East Coast of the U.S.. Anthrax is a rod-
patterned, gram-positive, sporulating organism. It is a significant health con-
cern when in the spore form and can remain dormant for hundreds of years
as a spore until a proper host comes along for it to invade. Anthrax spores
are virtually indestructible. Anthrax is highly lethal. It is estimated that 100
million lethal doses are present per gram of anthrax materials. That is 100,000
times deadlier than the deadliest chemical warfare agent. During World War
I1, the British started their bioweapons program to counter suspected Japa-
nese and German biological threats. Research centered around anthrax and
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Figure 4.3 Microscopic picture of anthrax spores. (Courtesy Centers for Dis-
ease Control [CDC].)

involved an island off the Scottish coast, known as Gruinard Island. This
particular island was chosen because it was believed to be far enough off the
coast to prevent migration of the anthrax to the mainland during dissemi-
nation tests, which later proved to be incorrect. Testing revolved around the
use of conventional bombs and the viability and “range of spread” of anthrax
when disseminated. Information generated from the tests on Gruinard Island
was used by the U.S. and Britain to develop bombs that could effectively
disseminate the anthrax spores. In 1943, there was an outbreak of anthrax
on the coast of Scotland facing Gruinard Island, which prompted the British
to stop the testing. Contamination of the island as a result of the testing
rendered the island uninhabitable for an extended period of time. Decon-
tamination of the island was attempted by starting a brush fire to kill the
spores on the surface of the ground. This effort proved ineffective when the
spores burrowed themselves into the soil. In 1986, tons of topsoil were
removed from the island, and the remaining soil was soaked with sea water
spiked with large amounts of formaldehyde for decontamination purposes.
Anthrax spores are very persistent, resist adverse environmental elements,
and remain viable for hundreds of years in soil and dried or processed hides.
Spores are very resistant to drying, heat, and sunlight. Spores have been
known to survive in milk for up to 10 years, on dried filter paper for 41 years,
on dried silk threads for up to 71 years, and in pond water for 2 years.
Little is known about the actual affects of inhalation anthrax on people
after the onset of symptoms. This is because there have not been many cases
of inhalation anthrax, and when they do occur the dose that caused the illness
is unknown. Between 1955 and 1978, there were 12 cases of inhalation
anthrax. There is treatment information on 10 of the 12 victims in which all
were treated with single or combination doses of antibiotics. Of those 10
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Figure 4.4 Inhalation anthrax x-ray. (Courtesy Centers for Disease Control
[CDC].)

originally exposed to inhalation anthrax, eight died and two lived. Of the
two that lived, one became very sick before antibiotics were administered.
The cases of infection that occurred in September 2001 have not provided
any new information because the dose and circumstances of exposure are
unknown and several of those victims died despite state-of-the-art treatment.

Anthrax is present in the soil, and the disease occurs naturally in livestock,
including pigs, horses, goats, cattle, and sheep. These animals usually become
infected while grazing on contaminated land, eating contaminated feed, or
drinking from contaminated water holes. In the U.S., animal infections are
most often reported in Texas, Louisiana, Mississippi, Oklahoma, and South
Dakota. Farmers who work with farm animals have been known to contract
anthrax. Human-to-human contact has not been documented and is thought
to be unlikely. Infection occurs from skin contact with infected animal tissue
and possibly from biting fleas who have fed on the animals. The bacterium
enters a cut or abrasion on the skin while handling contaminated products
from infected animals. Items that may be contaminated include wool, hides,
leather, or hair products (especially goat hair). Most commonly, the disease
appears on the hands and forearms of people working with infected animals.
Symptoms as a result of cutaneous exposure include:
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Figure 4.5 Cutaneous anthrax on the neck of a man. (Courtesy Centers for
Disease Control [CDC].)

+ Intense itching, which is followed by carbuncle formation

«  Formation of carbuncles (inflammation of hair follicles and sur-
rounding subcutaneous tissue)

+  Swelling at the location of the infection

¢+ Scabs form over the lesion and turn black as coal

Anthrax is the Greek term for coal, and so the name is derived from the
coal-black scabs on the lesions (Figure 4.5). This localized infection can also
become systemic and transformed to the inhalation form of the disease. The
mortality rate for untreated cutaneous anthrax is approximately 20%. This
occurs because either the infection becomes systemic or because of respira-
tory distress caused by edema in the cervical and upper thoracic regions.
Deaths are rare with the administration of appropriate antibiotic therapy.

Inhalation exposure occurs from airborne spores in contaminated soil
areas and from fried or processed skins and hides of infected animals. For
successful treatment to occur, antibiotics must be started before symptoms
appear. Ideally antibiotics should be administered within 24 hours of expo-
sure. The quicker therapy is begun the more positive the potential outcome
for the victim. Symptoms from inhalation exposure, depending on the con-
centration and length of time, will present in two distinct phases. First, spores
are carried to the lungs, specifically the aveoli within the lungs. This is
followed by a pus-producing infection with edema (fluid buildup) and hem-
orrhage in the lungs (Figure 4.4). Symptoms as a result of inhalation exposure
are flulike in the beginning and include:

+  Chills and mild fever
+ Malaise (overall nonspecific not feeling well)
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+ Nausea and swelling of the lymph nodes

+ Fatigue
+  Myalgia (muscle pain)
*  Dry cough

+  Feeling of pressure in the chest

Victims will begin to feel better, which is known as the “anthrax eclipse”.
Following this period of feeling better, in a few days the victim will get worse
with major pulmonary involvement. Mortality is near 100% despite aggres-
sive treatment if symptoms have begun. If large numbers of people seeking
medical treatment present these types of symptoms, anthrax should be sus-
pected. Depending on the dose, the first phase can last for several days or
as little as 24 hours. Onset of the second phase can be sudden, with the
evolution of shortness of breath and cyanosis. Ingestion of contaminated
meat can also cause infection, although that is rare. Symptoms resulting
from ingestion exposure to anthrax include the following:

+ Abdominal pain

« Acute inflammation of the intestinal tract
+  Nausea

+  Loss of appetite

+  Vomiting

* Fever

+ Abdominal pain

* Vomiting of blood

+ Severe diarrhea

Approximately 25-60% of those victims who ingest anthrax will die. The
primary cause of human outbreaks occurs from skin contact with contam-
inated hides, leather, and animals. Natural infection from inhalation or
ingestion is very rare. Documentation of actual cases of inhalation anthrax
should be considered very suspicious. To be used as an effective terrorist
agent, anthrax spores would need to be aerosolized. Aerosol dissemination
could be accomplished using spray devices or conventional explosives. People
would then breathe in the aerosolized spores, which would get into the lungs,
where the damage would occur. Anthrax that is in a gel medium or liquid
solution would not be an inhalation hazard because the spores would have
to be dry in order to be inhaled. The Canadian Center for Disease Control
reports that the infectious dose in humans is 1,300 organisms through inha-
lation. This equates to one billionth of a gram (about the size of a speck of
dust) which would be lethal to a single person. The U.S. Army reports
8,000-10,000 spores would be lethal if inhaled. After infection, the
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incubation period for inhalation anthrax is from 1-6 days, up to 6 weeks.
Absorption through a break in the skin has an incubation period of 1-12
days. Ingestion anthrax has an incubation period of 1-7 days. Anthrax toxin
is comprised of three proteins: protective antigen (PA), lethal factor (LF),
and edema factor (EF). To gain entry into host cells, PA must recognize a
receptor on the surface of the target cell. Once PA has bound to the cell, it
then enables EF and LF to bind and form a pore through which PA forces
EF and LF into the cell in a syringe-like action. When inhaled at the proper
dose, the disease runs a swift sequence of events, and death can occur within
24-48 hours. Spore size is also an important factor in determining their
effectiveness. Particles from 2—5 microns (1 millionth of a meter, 25,400th
of 1 inch) in size are considered to be the most efficient in causing infection
through inhalation. Particles larger than 5 microns would tend to be filtered
out by the upper airway. It is expected that heavy smokers might be more
susceptible to large particles. A lethal-size spore can be present in significant
doses up to 20 km downwind of any dissemination. Diagnosis of infection
is accomplished by isolating the bacteria from the blood, skin lesions, or
from respiratory secretions. Antibodies can be measured in the blood of
those suspected to have been infected.

Skin exposure and ingestion cases have been successfully treated when
antibiotic therapy begins quickly. Penicillin, tetracycline, ciprofloxacin, dox-
ycycline, or other broad-spectrum antibiotics have proven effective, although
inhalation exposure is almost always fatal, even with treatment. Penicillin is
the antibiotic of choice, and dosage is usually 2 million units given intrave-
nously every 2 hours. Naturally occurring strains of anthrax may be resistant
to penicillin. Terrorists might also develop strains of anthrax that are resistant
to the usual antibiotic treatments. Victims who do recover from the cutane-
ous form of the disease may develop an immunity. Sterilization or destruction
of anthrax spores by heat requires exposure to temperatures above 250°F for
a minimum of 30 minutes. Some liquid disinfectants may be ineffective.
Those disinfectants for which the spores are susceptible include 2% glutaral-
dehyde and formaldehyde solution and 5% formalin (37-50% solution of
formaldehyde with 15% methyl alcohol). Chlorine and iodine are also effec-
tive sporicidal (spore killing) agents for decontamination of equipment.
Iodine, to be effective, must be used at disinfectant strength; antiseptic
strengths are not generally sporicidal. Chlorine’s effectiveness may be reduced
by the presence of organic materials. Overnight soaking of contaminated
materials in the disinfectants is preferred. Keep in mind that these chemical
disinfectants can have hazards of their own!

There is a cutaneous anthrax vaccine for humans that is licensed for use
in the U.S. It is a cell-free (contains no dead or live bacteria in the preparation)
filtrate that contains protective antigen and alum. The vaccine is reported to



Biological Terrorist Agents 143

be 93% effective in protecting against cutaneous anthrax. Tests using animals
indicate the vaccine may also protect against inhalation anthrax. The U.S.
military has begun a program to vaccinate troops against anthrax, a process
that will be very expensive and take several years to complete. It was halted
for a period of time because many personnel refused the injections and there
was some concern about the vaccine’s safety. Injections of anthrax vaccine
occur in six steps, administered at 0, 2, and 4 weeks, followed by 6, 12, and
18 months, followed by an annual booster. It is believed that after the first 3
doses, protection against cutaneous anthrax is achieved. Little data is available
on the length of protection against inhalation exposure, although tests in
primates suggest good protection can be attained after 2 doses with protec-
tion up to 2 years. It is possible that the vaccine could be overwhelmed by
an extremely high dose of spores.

A new drug is under development for treatment of people exposed to
anthrax. It is called ABthrax™, a human monoclonal antibody for the treat-
ment and prevention of anthrax infections. Most anthrax fatalities are caused
by the irreversible effects of the anthrax toxins. Research has shown that
protective antigen is a central component of the anthrax toxins that contrib-
ute to the progression of anthrax infection at the cellular level. ABthrax
specifically recognizes and neutralizes protective antigen. ABthrax has been
shown in clinical trials and preclinical studies to provide significant survival
benefit with minimal side effects in the event of an anthrax attack. ABthrax
has received a Fast Track Product designation from the U.S. Food and Drug
Administration for its potential use in the prevention and treatment of
anthrax infection.

CDC recommendations for post exposure prophylaxis for prevention
of inhalation anthrax after intentional exposure to Bacillus anthracis is as
follows:

Adults
+  Ciprofloxacin 500 mg po BID 60 Days
+  Or Doxycycline 100 mg po BID
Children
+  Ciprofloxacin 10-15 mg/kg po Q 12 hrs* 60 Days
+  Doxycycline:
+ >8 yrs and >45 kg: 100 mg po BID
+ >8 yrs and <45 kg: 2.2 mg/kg po BID
+  <8yrs: 2.2 mg/kg po BID

* Ciprofloxacin dose should not exceed 1 gram per day in children.
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Plague (Yersinia pestis) is a zoonotic bacterium that is normally spread
among rodents by infected fleas. Zoonotic bacteria are capable of being
transmitted from lower animals to humans under natural conditions. Trans-
mission occurs through the bite of a flea or through inhalation. Three forms
of the disease can affect humans:

+  Bubonic
+  Pneumonic
*  Primary septicemic

Another type of plague called pharyngeal resembles acute tonsillitis. It
often appears among Asian women who pick fleas out of each other’s hair
and bite the fleas to kill them. Plague was a part of the U.S. offensive bio-
warfare program in the 1950s and 1960s but was abandoned with the rest of
the offensive program during the 1970s. It has been reported that the Japanese
worked with the plague during World War II and had a plan to release plague-
infected fleas on enemy troops. Periodic outbreaks of the plague occur nat-
urally in rodent populations, which may result in a high death rate. Fleas
that have lost their usual hosts pursue alternative sources of blood. When
this happens, the risk to humans and other animals is increased. Epidemics
of plague in humans commonly involve house rats and their fleas. Outbreaks
of plague caused by rats continue to occur in underdeveloped countries,
especially in rural areas. The disease is passed on to humans and other
animals when they are bitten by a flea that has bitten an infected rat or other
living thing. Animals prone to be carriers in the U.S. include rock squirrels,
prairie dogs, and other burrowing rodents. During 1924 and 1925, the last
epidemic in the U.S. occurred. Since that time there have been only isolated
cases from wild rodents, reported usually in rural areas. Plague cases in the
U.S. during the 1980s averaged around 18 per year, mostly in the southwest-
ern states of New Mexico, Arizona, Colorado, and California. Highest rates
of infection occur among Native Americans, particularly the Navajos. Others
at risk include hunters, veterinarians, pet owners, campers, and hikers. Of
those, most cases involved persons who were under the age of 20, with a
fatality rate of 1 in 7. Death rates from bubonic plague can reach as high as
50—60% if not treated. When treated, the death rate is reduced to about 15%.
If treatment is not begun within 24 hours after symptoms develop, pneu-
monic plague has a near 100% death rate. Throughout the rest of the world
around 1,000-2,000 cases occur each year. From 1971-1995, 2,065 cases were
reported to the World Health Organization (WHO) by 10 countries. Most
of those cases occurred in underdeveloped regions such as Africa, Asia, and
South America. Plague can also be transmitted when the organism enters the
body through a break in the skin. This type of exposure occurs from direct
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contact with tissue or body fluids of a plague-infected animal, such as skin-
ning a rabbit or other animal. This is, however, a rare occurrence. Plague can
also be transmitted through inhalation by contacting infected droplets from
a person or domestic animal coughing. Plague that develops from this type
of exposure is called pneumonic. This infection involves the lungs as a result
of inhalation of organisms, which results in primary pneumonic plague.
Secondary pneumonic plague results from septicemia (blood infection) when
the organisms spread to the lungs.

Symptoms from bubonic or septicemic plague exposure usually develop
within 2-6 days following the exposure. Pneumonic plague occurs a little
faster, from 2-3 days, which is also dependent on the amount of organisms
inhaled. Symptoms of bubonic plague include:

*  Rundown feeling
+ Enlarged tender lymph nodes
+ High fever, chills
Prostration
+ Staggering gait
* Delirium
*  Mental confusion
«  Shock
+ Coma

Pneumonic plague symptoms are similar to bubonic and include:

+ High fever

« Chills

«  Headache
Chest pain

*  Nausea

*  Vomiting
+ Abnormal lung sounds
+ Coughing
+ Difficulty breathing
Production of a bloody sputum
+ Toxemia

Advanced symptoms include:
Purpuric skin lesions

Copious watery or purulent sputum
+ Respiratory failure in 1-6 days
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+ Circulatory collapse

+  Bleeding
« Diathesis
+  Death

Symptoms may be followed by rapid shock and death if treatment is not
begun early. Death results from respiratory failure, circulatory collapse, and
a predisposition toward bleeding. Bubonic plague can progress spontane-
ously to septicemic plague accompanied by:

+ Fever

+  Chills

+  Prostration

+  Abdominal pain

+  Shock

+ Bleeding into the skin and other organs

Plague can also affect the central nervous system, lungs, and other parts
of the body. As many as 80% of bubonic plague victims have positive blood
cultures for septicemia. Approximately 25% of the patients will also have
various types of skin lesions. Pustules, vesicles, eschars (dead tissue separating
from living tissue), or papules (small elevations of the skin) containing leu-
kocytes and bacteria may also be present near the site of the flea bite.

As soon as a case of plague is identified, the patient should be isolated
for both respiratory and secretion precautions. Isolation should continue
until the patient has been on antibiotics for at least 48 hours and symptoms
have improved. The public health service should be notified as soon as plague
is identified. Laboratory tests should be ordered for blood, sputum, or lesion
fluid cultures and lymph node biopsy. Antibiotic treatment should begin as
soon as possible. Streptomycin is the drug of choice, but others, such as
tetracyclines, chloramphenicol, gentamicin, or one of the sulfonamides,
might also be effective. Anyone suspected to have been in contact with the
victim(s) should be located and evaluated. Contacts might need to be given
antibiotic therapy to ward off the effects of the disease, particularly with
pneumonic plague. All cases of the plague must be reported to the Centers
for Disease Control (CDC) in Atlanta and, in addition, to the local health
officials. A vaccine for the plague is available; however, it is only effective as
a preventative measure. Once someone is exposed, the vaccine will not help.
The initial dose of vaccine is followed by a second dose 1-3 months later and
a third 3-6 months later. Booster shots are administered at 6, 12, and 18
months and then every 1-2 years. As with all vaccines, the level of protection
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is related to the size of the dose; vaccination defense could be overwhelmed
by extremely high doses of the bacteria.

Plague would make an effective terrorist weapon, because, once infected
through aerosol dissemination, people and animals could pass the disease to
each other. Aerosol delivery would be the most effective, which would result
in pneumonic plague developing in those exposed. Infected fleas could also be
disseminated into a geographic area, and the bubonic plague would follow in
those bitten by the fleas. The bacteria is fairly persistent and can survive in
blood for 100 days and in human bodies for up to 270 days. It could remain
viable in water and moist meals and grains for several weeks. The bacteria is
sensitive to heat above 160°F for 15 minutes, sunlight for several hours, and
disinfectants. Disinfection can be accomplished by using 1% sodium hypochlo-
rite, 70% ethanol, 2% glutaraldehyde, iodines, phenolics, and formaldehyde.

Tularemia (Francisella tularensis), also known as rabbit fever, deerfly
fever, and Ohara’s disease, like the plague, is a bacterial infection that can
occur naturally from the bite of insects, usually ticks and deerflies. The
disease can also be acquired from contact with infected rabbits, muskrats,
and squirrels; ingestion of contaminated food; or inhalation of contaminated
dust. Once contracted, it is not directly spread from human to human.
Tularemia remains infectious in the blood for about 2 weeks and in lesions
for a month. It remains infective in deerflies for 14 days and ticks throughout
their lifetime (about 2 years). The disease can occur at anytime of the year
but is most common in the early winter during rabbit hunting season and
in the summer when tick and deerfly activity is at its peak. Tularemia con-
tracted naturally has a death rate of approximately 5%. The pneumonic form,
which might be precipitated by a terrorist attack, would have a much higher
death rate of 30% or greater. Tularemia was an agent in the U.S. biological
weapons arsenal. Tularemia can appear in several different forms in humans
depending on the route of exposure. The usual presentation is ulceroglan-
dular, typhoidal, or septicemic. In humans, as few as 10-50 organisms can
cause disease if inhaled or injected, but over 108 would be required for the
disease if ingested. Ulceroglandular tularemia is acquired naturally from
dermal or mucous membrane exposures of blood or tissue fluids of infected
animals. The typhoidal form makes up 5-15% of naturally occurring cases,
which result from inhalation of infectious aerosols. Pneumonia can result
from any of the forms of tularemia but is most prominent in typhoidal.
Incubation periods range from 2—10 days depending on the dose and route
of exposure. The average incubation period occurs within 3 days. Symptoms
of ulceroglandular disease include:

+  Skin lesion
+ Lymphadenopathy
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*  Fever

« Chills

« Headache
«  Malaise

About 90-95% of patients may present cutaneous ulcers. When ulcers
are absent, it is referred to as glandular tularemia. When symptoms are
confined to the throat it is called primary ulceroglandular disease. Oculoglan-
dular tularemia results from contact to the eyes from an infected fluid or
blood. Typhoidal or septicemic tularemia produces fever, prostration, and
weight loss, without adenopathy (any disease of the gland, especially a lym-
phatic gland). Diagnosis of primary typhoidal tularemia is difficult because
the symptoms are very nonspecific. Serological (blood) testing may be the
best diagnostic tool. After exposure, the usual treatment is 2 weeks of tetra-
cycline. Streptomycin is given for more severe exposures. Aminoglycosides,
genatamycin, kanamycin, and chloramphenicol are also effective antibiotics.

Once a person recovers, he or she has permanent immunity from the
disease. Tularemia survives outside the host in carcasses and organs up to
133 days, in grain dust and bedbugs for 136 days, in rabbit meat for 31 days,
in straw for 192 days, and in water for up to 90 days. The disease is susceptible
to moist heat of 250°F for 15 minutes and dry heat of 350°F for at least 1
hour. Decontamination solutions that are effective include 1% sodium
hypochlorite, 70% ethanol, glutaraldehyde, and formaldehyde. A vaccine is
under development and has been successful during tests on more than 5,000
persons, without significant adverse reactions.

Cholera (vibrio cholera) is an incapacitating infection caused by the
bacterium Vibrio cholerae that is contracted by ingestion of contaminated
water or food or through inhalation. This bacteria has been considered in
the past as a biological weapon. However, it does not spread easily from
person to person and is not considered to be contagious. To be a serious
biological terrorism threat, drinking water supplies would have to be con-
taminated with large amounts of the bacteria. Cholera occurs naturally in
many underdeveloped countries and has caused widespread outbreaks in
South America, with over 250,000 cases reported just in Peru. It can be spread
through ingestion of food or water contaminated with feces or vomitus of
patients, by dirty water, hands contaminated with feces, or flies. Cholera is
an acute infectious disease, represented by a very sudden onset of symptoms.
Victims may experience:

* Nausea
*  Vomiting
+  Profuse watery diarrhea with “rice water” appearance
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+ Rapid loss of body fluids
+ Toxemia
« Frequent collapse

Not everyone exposed will show symptoms. In some cases, there may be
as many as 400 people without symptoms for every patient showing symp-
toms. Where cases go untreated, the death rate can be as high as 50%. With
treatment, the death rate drops to below 1%. While cholera itself is not lethal,
the breakdown of medical treatment systems in large outbreaks can result in
many deaths from dehydration, hypovolemia (loss of body fluid), and shock.
Fluid loss can be as much as 5 to 10 liters per day, and IV fluids used to
replenish fluids can be in short supply. The incubation period varies from
1-5 days depending on the dose of ingested organisms. An infectious dose is
greater than 108 organisms to a healthy individual through ingestion. Treat-
ment involves antibiotic and IV fluid therapy using tetracycline (500 mg every
6 hours for 3 days). Doxycycline (300 mg once or 100 mg every 12 hours for
3 days), IV solutions of 3.5 g NaCl, 2.5 g NaHCO;, 1.5 g KCl, and 20 g glucose
per liter are also appropriate treatments. Cholera shows a significant resistance
to tetracycline and polymyxin antibiotics. Ciprofloxacin (500 mg every 12
hours for 3 days) or erythromycin (500 mg every 6 hours for 3 days) can be
used as substitutes. Cholera is very sensitive to cold temperatures. Bacteria
can remain active in dust for 3-16 days; feces up to 50 days; in glass up to 30
days; on metal coins for 7 days; on finger tips for 1-2 hours; and in soil for
16 days. It also survives well in water depending on the temperature. A vaccine
is available for prevention, but it has not proven very effective. It offers only
50% protection for a period of up to 6 months.

Brucella (brucellosis), undulant fever, or Bang’s disease, is a bacterial
disease caused by any one of four species of coccobacilli. They are naturally
occurring diseases, one normally a pathogen in cattle and the others in goats,
pigs, swine, sheep, reindeer, caribou, coyotes, and dogs. The organisms can
be contracted by humans through ingestion of unpasteurized milk and
cheese, or from inhalation of aerosols generated on farms and in slaughter-
houses. Skin lesions on persons who have come in contact with infected
animals can also spread infection. This bacteria was also in the U.S. biological
offensive weapons arsenal before the program was ended. If this bacteria was
used by terrorists, it would have to be aerosolized for inhalation by victims
or be used to contaminate food supplies. Brucella is present worldwide
among the animal populations, but is especially prevalent in the Mediterra-
nean countries of Europe and in Africa, India, Mexico, and South America.
The disease is also common in populations that eat raw caribou. When the
animal population has a high rate of infection, the rate of disease occurrence
is also higher in humans. It is unknown what the infectious dose of brucella
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is. Symptoms are nonspecific and insidious upon onset (the disease is well
established when the symptoms appear). Symptoms include:

+ Intermittent fever

+ Headache

+ Weakness

+ Profuse sweating

+  Chills

+ Arthralgia

+  Localized suppurative (pus forming) infections

Incubation periods vary from 5-30 days, and in some cases, many
months. Evidence of human-to-human transmission of the disease has not
been documented. Side effects include depression and mental status
changes. Osteoarthritic complications involving the axial skeleton are also
common. Death is uncommon even in the absence of treatment. Treatment
of brucellosis involves the administration of antibiotics tetracycline and
streptomycin or TMP-SMX. The disease is resistant to penicillin and ceph-
alosporin. Brucellosis bacteria remains active outside a host in carcasses and
organs for up to 135 days, in paper 32 days, in soil for 125 days, and in
blood for 180 days at 40°F. It is susceptible to moist heat of 250°F for at
least 15 minutes, and dry heat of 320-340°F for a minimum of 1 hour.
Effective disinfectants include 1% sodium hypochlorite, 70% ethanol,
iodine/alcohol solutions, glutaraldehyde, and formaldehyde. There is no
vaccine available for use in humans.

Q fever (Coxiella burnetii), query fever, rickettsia, is a bacterial disease
that occurs naturally in sheep, cattle, and goats. It is present in very high
concentrations in the placental tissues of these animals. Coxiella burnetii is
the bacterial agent that causes Q fever and was also in the arsenal of the U.S.
offensive biological weapons until the program ended. Incidence of the dis-
ease is worldwide, and it is likely that more cases occur than those reported.
Many epidemics occur in stockyards, meat-packing plants, and medical labs
using sheep for research. Transmission occurs from inhalation of airborne
dissemination of rickettsiae in dust from contaminated premises. It can also
be contracted by ingestion. Organisms can be carried in the air over a half-
mile downwind. Infections are also contracted from contact with infected
animals, their birth products (especially of sheep), wool from sheep, straw,
fertilizer, and laundry of exposed persons. The disease has also been traced
to unpasteurized milk from cows. Transmission from human to human is
very rare. Several varieties of ticks may also carry the disease and transmit it
from animal to animal. Mortality rates from this disease are very low, from
1-3%. It would, however, be an effective incapacitating agent because it is
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highly infectious when delivered through inhalation. As little as one organism
can cause clinical symptoms. The usual infectious dose is considered to be
10 organisms through inhalation. To be used effectively as a terrorist weapon,
it would have to be aerosolized. Symptoms are not specific to the disease,
and it may be mistaken for a viral illness or atypical pneumonia. The incu-
bation period is from 10-20 days. Patients may experience fever, cough, and
chest pain as soon as 10 days after exposure. Although somewhat rare, other
symptoms that may appear include:

« Chills

«  Headache
*  Weakness
«  Malaise

+ Severe sweats

+  Hepeatitis

«  Endocarditis

«  Pericarditis

¢ Pneumonitis

+ Generalized infections

Patients are not critically ill, and in most cases the illness lasts from 2
days to 2 weeks. Diagnosis is confirmed through serology (blood work). Q
fever is generally a self-limiting illness and will clear up without treatment.
Antibiotics given during the illness can shorten the period of incapacita-
tion. Tetracycline is the antibiotic of choice, and when given during the
incubation period, may delay the onset of symptoms. Usual dosage is 500
mg every 6 hours or 100 mg doxycycline every 12 hours. Use of antibiotics
will shorten the duration of the illness. Antibiotic treatment should be
continued for 5-7 days. The disease is remarkably resistant to heat and
drying and is stable under diverse environmental conditions. It can survive
for months and even years in the environment. It also survives in dried
sputum for 30 days, dust up to 120 days, dried urine for 49 days, feces of
ticks 586 days, milk for 42 months at 45°F, and in wool for 12—-16 months
at 45°F. Disinfectants used for Q fever include sodium hypochlorite, for-
malin, and phenols (susceptibility varies), and it is also susceptible to
ethanol, glutaraldehyde, and gaseous formaldehyde. It can be deactivated
by using ether, chloroform, and gamma irradiation. Vaccines for humans
are still in the development stages, although tests have shown promise. The
International Society of Travel Medicine has reported that 10 cases of Q
fever occurred between 1999 and 2003. Four patients had visited Bosnia;
three, sub-Saharan Africa; and one each, French Guyana, Tunisia, and
Reunion Island. Sources of exposure were farm animals, sheep and goats,
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and wild rodents. It is expected that the instances of Q fever in the world
are likely under reported.

Salmonella spp. (Salmonellosis) is a naturally occurring bacteria that is
present in a wide variety of animal hosts and environmental sources. There
are over 2,000 strains of bacteria in the Salmonella family. Ten strains are
responsible for most of the reported salmonella infections. We will limit our
discussions here to the four most common strains: Salmonella spp, Salmo-
nella typhi, Salmonella paratyphi, and Salmonella choleraesuis. Some strains
may make humans and not animals sick, while others make animals sick and
not humans. Bacteria that cause salmonella infections are single-celled organ-
isms that cannot be seen with the naked eye, touched, or tasted. Salmonella
bacteria occur naturally in the intestines and waste of poultry, dogs, cats,
rats, and other warm-blooded animals. When live salmonella bacteria enter
the body, which is usually the result of contaminated food, a salmonella
infection occurs. Salmonellosis is the most common bacterial foodborne
illness. Salmonella infections can be prevented by cooking food at the proper
temperature and cleaning food utensils and preparation areas effectively.
There are approximately 40,000 salmonella infections reported to public
health officials each year in the U.S. Experts believe that between 500,000
and 4,000,000 cases go unreported. It is estimated that 2 of every 1,000 cases
result in the death of the patient, over 500 annually. Salmonella affects those
that are very young, those that are older, and most often those who have
already been weakened by some other illness. Many of those who contract
the illness believe they have the flu and never go to see a doctor. Major
outbreaks have occurred in the U.S. over the years. One of the most recent
involved ground beef used in many fast food restaurants across the country.
Several people, including some children, died from the outbreak. The source
of the contamination is thought to have been a midwestern meat distributor.
CDC has reported over 120 major outbreaks of salmonella poisoning to date,
many occurring in restaurants, and others in nursing homes, prisons, and
hospitals. During one incident in 1984, 186 cases of salmonella were reported
on 29 airline flights to the U.S. on a single foreign airline. Estimations indicate
that 2,747 passengers were affected altogether. No specific food item was
involved; however, food requested from first-class menus was heavily asso-
ciated with the eruption of the illness. Salmonella was isolated from employ-
ees and patrons of three restaurants of a chain in Maryland during August
and September 1985. Contaminated scrambled eggs from a breakfast bar
resulted in 71 people becoming ill and 17 requiring hospitalization. Also
during 1985, 16,000 people in six states became ill from ingesting low fat and
whole milk from one dairy in Chicago. This was the largest outbreak of
salmonella in U.S. history. During the 1990s salmonella outbreaks resulted
from a Thanksgiving Day dinner in Nevada, consumption of raw eggs, raw
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ground beef, beef jerky in New Mexico, commercially and homemade ice
cream, powdered milk products, and infant formula.

To be a terrorist agent, salmonella would have to be used to contaminate
a food supply or private water supply (public supplies would kill the bacteria
with chemical additives or filter them out). The only known route of exposure
is ingestion. During September 1984 in a small town in northwest Oregon,
terrorists from a local religious cult, the Rashneeshee, used salmonella to
poison people in the community to keep them from voting on a political
issue affecting the cult. They had cultured salmonella in their labs located in
a facility at the edge of town. It was believed the salmonella would make the
people too sick to vote. In the beginning, 4 or 5 cases were reported; during
the first week 30 cases had been reported; within 2 weeks the total rose to
over 200; ultimately, 751 persons including children and babies became ill.
Over 1/10th of the population of the community was affected. Cult members
took vials of the bacteria into several restaurants and poured it into salad
dressing, on other items at the salad bar, and in the coffee creamer. It is
believed the salmonella incident was just a warm-up for botulinum toxin,
which was to be used the next time. Many people got sick from the bacteria.
An informant told police of the plot, and members of the cult were arrested
for the incident.

While there are many varied strains of salmonella, with a few exceptions,
they produce similar symptoms. Incubation periods range from 6 hours to
several weeks depending on the strain and the amount of bacteria ingested.
The infectious dose varies widely, and there is no rhyme or reason for why
certain people are affected by the bacteria. Some become ill with ingestion
of as little as 10 organisms, while others have ingested food contaminated
with millions of bacteria and experienced no adverse effects. There is not any
particular type of food that contains salmonella. Infection can occur from
any undercooked food, eating raw foods, or eating food contaminated by
people preparing the food. Salmonella spp. (excluding s.typhi, s. choleraesuis,
and s. paratyphi) causes acute gastroenteritis (inflammation of the gas-
trointestinal tract). After exposure and the appropriate incubation period,
the onset of symptoms are sudden, including:

+ Abdominal pain

« Diarrhea

+  Nausea

*  Vomiting

+ Dehydration, which can be severe in infants

The disease can occur anywhere in the world, but, most cases are reported
in North America and Europe. Hosts range from humans to domestic and
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wild animals. The infectious dose is 100—1,000 organisms by ingestion. Symp-
toms can appear in 6-72 hours, and normally within 12-36 hours. Trans-
mission occurs from eating food made from infected animals or food
contaminated from feces of an infected animal or person. Infected animal
feed and fertilizer prepared from contaminated meat scraps and fecal-oral
transmission from person to person also occurs. The bacteria can survive for
long periods of time in the environment. It is sensitive to moist heat, a
minimum of 250°F for 15 minutes, and dry heat of 320-340°F for at least 1
hour. Salmonella bacteria is sensitive to antibiotic therapy using ampicillin,
amoxicillin, TMP-SMX, and chloramphenicol. Effective disinfectants include
1% sodium hypochlorite, 70% ethanol, 2% glutaraldehyde, iodines, pheno-
lics, and formaldehyde.
Salmonella chloeraesuis produces the following symptoms:

+ Acute gastroenteritis (infection of the gastrointestinal tract)
* Sudden headache

+ Abdominal pain

« Diarrhea

*  Nausea

+  Sometimes vomiting

This bacterial illness may develop into enteric fever with septicemia or
focal infection in any tissue of the body. Outbreaks and locations are similar
to those of the other salmonella bacteria. The infectious dose is 1,000 organ-
isms by ingestion. Modes of transmission and incubation periods are similar
to salmonella spp. Carriers are contagious throughout the infection, which
can last for several days to several weeks. Antibiotic treatment can prolong
the period in which the disease is contagious. Survival outside the host can
occur for up to 450 days in pig meat and 38 days in sludge. Organisms can
be excreted for over 1 year by 1% of the infected adults and 5% of the children.
Sensitivities and disinfectants are the same as for salmonella spp.

Salmonella typhi is a generalized systemic infection which produces the
following symptoms:

*  Fever
«  Headache
«  Malaise

* Anorexia

+ Enlarged spleen

+  Rose spots on the trunk of the body
+ Constipation



Biological Terrorist Agents 155

These symptoms are followed by more serious ones including ulceration
of Peyer’s patches in the ileum, which can produce hemorrhage or perforation.
Mild and atypical infections can also occur with a death rate of 10% if not
treated with antibiotics. Outbreaks and locations are similar to those of the
other salmonella bacteria. Drug-resistant strains are appearing in several parts
of the world. The infectious dose is 100,000 organisms by ingestion. Trans-
mission occurs by ingesting food or water that have been contaminated with
the feces or urine of a patient or carrier. Infection can also occur from food
handlers who do not practice proper hygiene or flies contaminating foods.
Incubation periods depend on the strength of the dose, but are usually 1-3
weeks. Antibiotic treatment with chloramphenicol, ampicillin, or amoxicillin
is usually effective. Survival of the bacteria outside the host can occur for up
to 130 days in ash, 17 days in rabbit carcass, 30 days in dust, 62 days in feces,
up to 10 hours in linoleum flooring, 240 days in ice, and 10-20 minutes on
the skin. Organisms can be excreted for over 1 week by 10% of the infected
adults for up to 3 months, and 2 to 5% will become permanent carriers.
Sensitivities and disinfectants are much the same as for salmonella spp.

Salmonella paratyphi is a bacterial enteric (intestinal) infection with an
abrupt outbreak, which produces the following symptoms:

« Continued fever

+  Headache

+ Malaise

+ Enlarged spleen

+  Rose spots on the trunk of the body
« Diarrhea

These symptoms are very similar to those of typhoid fever, but the death
rate is much lower. Mild and asymptomatic infections may also occur. Out-
breaks and locations are similar to those of the other salmonella bacteria.
The infectious dose is 1000 organisms by ingestion. Transmission occurs by
direct or indirect contact with feces or, in rare cases, urine of patients or
carriers. It is spread by food, especially milk and dairy products, shellfish,
and in some isolated cases, water supplies. Incubation depends on the
strength of the dose, but usually 1-3 weeks for enteric fever and 1-10 days
for gastroenteritis. Antibiotic treatment with chloramphenicol, ampicillin,
or TMP-SMX is usually effective. Survival outside the host can occur for up
to 55 days in butter, 11 days in raw milk, 21 days in bed bugs, 48 hours in
melon juice, and 10 days for flies. Organisms can be excreted for several
weeks, commonly 1-2 weeks after recovery, and some victims become per-
manent carriers. Sensitivities and disinfectants are much the same as for
salmonella spp.
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Rickettsia are pleomorphic (come in many varying sizes) parasitic micro-
organisms. A number of strains of this bacteria exist naturally. Rickettsia
Canada, also known as louse-borne typhus fever and classical typhus fever,
occur in areas of poor hygiene that are also louse infected. Outbreaks gen-
erally occur in Central America, South America, Asia, and Africa. The last
epidemic in the U.S. occurred in 1921. It is primarily a disease of humans
and squirrels. The body louse, pediculus humanus, is the primary carrier of
the disease. It feeds on the blood of an infected patient with acute typhus
fever and becomes infected. Once this occurs, the lice excrete rickettsiae in
their feces, which is defecated as they feed. Infection occurs from feces left
on the skin by the lice, which is rubbed in at the site of the bite or other
breaks already existing in the skin, or through inhalation of infected dust.
Squirrels become infected from the bite of the squirrel flea. The incubation
period ranges from 1-2 weeks with an average of 12 days.

Rickettsia Canada cannot be directly transmitted from human to human,
but it is a bloodborne pathogen, and universal precautions should be prac-
ticed. Victims are infective for the time in which the febrile (fever) illness is
present and for 2-3 days after the body temperature returns to normal.
Infection remains in the louse for 2—6 days after biting the source, although
it may occur more quickly if the louse is crushed. Symptoms include:

«  Headache
« Chills
*  Fever

* Prostration
*  Generalized pain

On the fifth or sixth day, a macular eruption (unraised spots on the skin)
occurs on the upper trunk and spreads to the entire body (except for the face,
palms of the hands, and soles of feet). The illness lasts for approximately 2
weeks. Without treatment, the fatality rate is about 10-40%. Treatment involves
antibiotic therapy with tetracyclines and chloramphenicol. Decontamination
solutions are 1% sodium hypochlorite, 70% ethanol, glutaraldehyde, and form-
aldehyde. The disease is susceptible to moist heat of 250°F for at least 15
minutes, and dry heat of 320-340°F for at least 1 hour. Rickettsia can continue
to be viable in louse fecal substance and the dead louse for many weeks.

Glanders, Burkholderia (formerly Pseudomonas) mallei, is a gram-neg-
ative bacillus found naturally in horses, mules, and donkeys. Humans are
rarely infected even during frequent and close contact with infected animals.
No naturally occurring cases in humans have been reported in the U.S. for
over 60 years, though sporadic cases continue to occur in Asia, Africa, the
Middle East, and South America. It is believed to have been used during
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World War I by the Germans to infect large numbers of Russian horses and
mules on the eastern front. This affected troop supply and artillery move-
ment, which were dependent on horses. Human cases increased in Russia
during and after World War I. Japan also deliberately infected horses, civil-
ians, and prisoners of war with the bacteria during World War II. The disease
exists in four basic forms in humans and horses. Acute forms occur primarily
in mules and donkeys and result in death in 3—4 weeks. Chronic forms occur
in horses and result in lymphadenopathy (enlargement of the lymph nodes),
skin nodules that ulcerate and drain, and induration (increase in fibrous
tissue). Transmission to humans occurs through the nasal, oral, and con-
junctival mucous membrane; by inhalation into the lungs; and breaks in the
skin. Aerosols have been reported to be highly infectious in laboratory expo-
sures and resulted in over 46% of the cases becoming severe. Because glanders
is such an effective agent by aerosol exposure, it is viewed as a potential
biological terrorist agent. There is no vaccine or effective treatment available.
Incubation periods are from 10-14 days. Symptoms include:

* Fever

+ Rigors

+  Sweats

*  Myalgia

« Headache

+ Pleuritic chest pain

+  Cervical adenopathy

+  Splenomegaly

+  Generalized papular/pustular eruptions

The disease is almost always fatal without treatment. Sulfadiazine may be
an effective treatment in some cases. Ciprofloxacin, doxycycline, and rifampin
have also been shown to be effective. Most antibiotic sensitivities are based
upon animal studies, because of the low incidence of human exposure.

Glanders is the last of the bacterial agents that will be presented in this
book. There are many other bacterial organisms occurring naturally through-
out the world. Many of them are harmless, while others present a hazard to
humans, plants, and animals. In a terrorist release of a bacterial agent, lab-
oratory analysis will have to be conducted to positively identify the type of
bacteria, which may take an extended period of time.

Viruses

Viruses are the simplest type of microorganisms and the smallest of all living
things. They are much smaller than bacteria and range in size from 0.02-1
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m (m = 1,000 mm). One drop of blood can contain over 6 billion viruses!
Viruses were first discovered in 1898 and observed for the first time in 1939.
Virus is a Latin word meaning “poisonous slime.” Every living entity is
composed of cells except for viruses. They are in fact totally inert until they
come in contact with a living host cell. Hosts can include humans, animals,
plants, or bacteria. The infection point created from the virus occurs at the
cellular level. There must be an exact fit between the virus and the cell, or
the invasion of the cell cannot occur. Viruses are unable to exist by themselves;
they must find a suitable host cell in order to attach and thrive. After a virus
attaches to a cell, the virus begins to reproduce itself, resulting in an acute
viral infection. Viruses can also be cultivated on chorioallantoic membranes
(fetal membrane) from fertilized eggs. Cultivating viruses in this manner is
very expensive and time-consuming. Once a virus takes hold of the cell, it
can cause the host cell to die. Common examples of viral agents include
measles, mumps, meningitis, influenza, and the common cold.

Viruses that most people are familiar with today are HIV (the virus that
causes acquired immune deficiency syndrome, AIDS), HBV (the virus that
causes hepatitis B), and HCV (the virus that causes hepatitis C). These viruses
would not be very effective terrorist agents because of the long incubation
period and contraction methods required of AIDS, and the low lethality of
the HBV virus. These viruses are not airborne and are usually very difficult
to transmit. Very specific actions have to take place to transmit the viruses.
HIV, HBV, and HCV are transmitted by contact with blood and body fluids.
They are more commonly referred to as bloodborne pathogens. More likely
virus candidates for terrorist agents would include Venezuelan equine
encephalitis (VEE), smallpox, and those that cause hemorrhagic fevers. Viral
hemorrhagic fevers are a group of viruses that include ebola, marburg,
arenaviridae, Lassa fever, Argentine and Bolivian, Congo-Crimean, Rift Val-
ley, hantavirus, yellow fever, and dengue.

Smallpox is a lethal infection caused by the variola virus, which has at
least two natural strains, variola major and variola minor. Variola major has
historically resulted in 30% or greater fatality rates among unvaccinated
patients. It is highly contagious and spreads person-to-person by inhalation
of submicron of water droplets (to which viral particles attach) exhaled by
infected individuals. It can also enter the body through absorption. Spread
of the virus can also occur through touching a contaminated object and then
touching your own nose or mouth. Smallpox is the oldest-known human
pathogen. Cases are first believed to have appeared around 10,000 BC in
agricultural settlements in northeastern Africa. It was likely spread to India
by Egyptian merchants. It is believed that smallpox is at least 3,000 years old.
Smallpox was documented in China as early as 1122 BC. Scars from smallpox
were found on the mummy of Pharaoh Ramses V, who died in 1157 BC. It
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Figure 4.6 (See color insert following page 236.) Smallpox on the face and trunk
of a small boy. (Courtesy Centers for Disease Control [CDC]J.)

was also found on other mummies from the 18th and 20th Egyptian Dynas-
ties. During 1350 BC, the first known smallpox epidemic was recorded.
During the Egyptian-Hittite war, Egyptian prisoners unwittingly spread
smallpox to the Gittites. Smallpox devastated their civilization and led to the
Egyptian victory. It is estimated that at least 400,000 people died from small-
pox each year of the 18th century. Conquistadors brought the disease from
Spain during the 1700s and it was transmitted to the American Indians, which
wiped out over 90% of the population over the next 100 years. Naturally
occurring smallpox was declared eradicated from the Earth in 1980 by the
World Health Organization (WHO), a branch of the U.N. The last reported
case in the world occurred in Somalia in 1977. Smallpox was the first and
only disease ever intentionally eradicated from the face of the Earth: a scourge
defeated in a remarkable, never-before-attempted campaign of generosity
and cooperation by the nations of the world. It is quite possible that the
“same hand of man that once rid the scourge of smallpox from the world,
will be used to unleash this terror again on its unprotected citizens.”

Two laboratories in the world still hold the last-known stocks of variola
virus: the CDC in Atlanta and VECTOR in Novizbersk, Russia. Clandestine
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stocks could exist in other parts of the world but are as yet unknown. If they
do exist, smallpox could come into the hands of terrorists and be used as a
biological weapon. The WHO’s governing body recommended the total
destruction of the remaining stockpiles by the year 1999. Unfortunately, that
did not happen. An effective vaccination is available for smallpox and has
been used for years for the general population. Since it is primarily a children’s
disease, vaccinations were given during early childhood and were effective
for about 10 years. Vaccination of civilians in the U.S. was discontinued in
the early 1980s, although some military forces vaccinated until 1989 may still
retain some immunity. Children, who are no longer vaccinated, would be at
great risk from exposure to smallpox. The Japanese government considered
using smallpox as a biological weapon during World War II, and the virus
has been considered a threat to U.S. military forces for many years. Monkey-
pox and cowpox are closely related to variola and might be genetically manip-
ulated to produce a smallpox-like virus.

Once exposure to the smallpox virus occurs, the incubation period is
approximately 12-14 days on average. Those who might have contacted
exposed persons are quarantined for a minimum of 16-17 days following
the exposure. People are most infectious during the first 7-10 days of the
rash. It is estimated that if a biological attack occurs using smallpox virus,
each victim exposed will spread the virus to at least 10 others. During a recent
exercise called “Dark Winter,” three U.S. cities experienced smallpox out-
breaks. Estimated results indicate that after three months the virus would
have spread to 25 states and 15 countries, killing one million people. Critics
say this is an extreme example of what may happen in a worst case scenario.
Experts say it might not be that far-fetched. The level of U.S. preparedness
has increased remarkably over the last several years. The CDC has launched
a network of 50 specialized labs across the country for state-of-the-art anal-
ysis of samples from infected patients. Results would be available in 24 hours.

Symptoms of smallpox include:

«  Malaise

* Fever

+ Rigors

*  Vomiting
« Headache
+  Backache

+  Delirium (hallucinations) (in about 15% of the patients)

In approximately 2-3 days, an enanthem develops concomitantly with a
particular rash on the face, hands, and forearms. This is followed by eruptions
on the lower extremities and the trunk of the body, which occur over a week’s
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time. Lesions progress from discolored spots flush with the surface of the skin
to raised spots on the skin, and finally to an inflamed swelling containing pus
on the skin (skin blisters) (Figure 4.6). Lesions are more abundant on the
extremities and face, which is important in the diagnosis of the disease. Within
8-14 days, scabs form on the skin blisters. Once the scabs fall off, a discolored
depression is left behind. Smallpox is considered most infectious during the
first week. However, as long as the scabs are in place the patient is considered
contagious and should be isolated. An outbreak of smallpox would be a true
international emergency and should be reported to the public health service.
Few if any people in the general population have effective vaccinations against
the disease. Transmission occurs from close person-to-person contact, and it is
unknown if an airborne dispersion would be effective. About 30% of the people
who get smallpox will die. Some people go blind, and the rash causes scarring
for life. Most anitviral drugs for smallpox are experimental at the present time
and would not be available for large numbers of victims. Vacinia-immune
globulin (VIG) has shown to be effective prevention following an exposure to
smallpox. It is recommended that 0.6 ml/kg of body weight be given to the
victim intramuscularly within 24 hours of exposure. The U.S. military has a
limited supply of VIG. There is no treatment available for smallpox. Research
to evaluate new antiviral agents is ongoing. Patients with smallpox can benefit
from supportive therapy (intravenous fluids, medicine to control fever or pain,
etc.) and antibiotics for any secondary bacterial infections that might occur.

VEE is a virus that is transmitted from horse to horse in nature by
mosquitoes. Humans can also get the virus from infected mosquitoes. Each
year thousands of persons acquire the disease naturally from mosquito bites.
Human outbreaks usually follow an epidemic among the horse population.
Humans infected can infect mosquitoes for up to 72 hours. Once a mosquito
becomes infected it remains so for life. VEE is considered to be a bloodborne
pathogen. Universal precautions for bloodborne pathogens should be taken
by emergency workers when around the VEE patient. Human-to-human
transmission through inhalation of respiratory droplets can theoretically
cause infection but has not been proven. For VEE to be an effective biological
weapon, it would have to be aerosolized. The U.S. weaponized VEE during
their offensive biological weapons programs. VEE is rarely fatal (less than
1%) and acts as an incapacitating agent. Nearly 100% of those exposed
acquire the disease; however, only a small number actually develop enceph-
alitis. Usually, young children are the most vulnerable for developing enceph-
alitis. VEE is characterized by convulsions, coma, and paralysis. Encephalitis
is characterized by inflammation of the meninges (surrounding membranes)
of the brain and the brain itself, which produces central nervous system
symptoms. Onset of symptoms is sudden, following an incubation period of
1-5 days. Symptoms are flu-like and may include:
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*  Malaise

+ Spiking fevers

+ Rigors (chills and severe shivering)
Severe headache
Photophobia (sensitivity to light)

+  Myalgias (muscle pain)

+  Nausea

*  Vomiting

+ Cough

« Sore throat
Diarrhea

Complete recovery requires 1-2 weeks.

Diagnosis of the disease is difficult, as physical symptoms are nonspecific.
White blood cell counts may show a striking leukopenia (abnormally low
leukocytes in the blood) and lymphopenia (reduction in number of lympho-
cytes circulating in the blood). The virus can be isolated from the serum
(fluid that forms blood clots). Because there are no drugs or specific treat-
ments for the disease, treatment is supportive. Analgesics may be given to
relieve headache and myalgia. Victims that develop encephalitis can be treated
with anticonvulsants and fluid therapy for electrolyte balance. Two vaccines
are available, but are still in the investigation phase of development. TC-83,
a live vaccine, is given in a single dose 0.5 ml subcutaneously. A second
vaccine, C-84, is used to boost those who do not respond to the TC-83. It is
given 0.5 ml subcutaneously in 3 doses at 2—4-week intervals. Research is
also underway using antiviral drugs that have shown some promise with
laboratory animals. However, no human clinical data is available. VEE virus
remains active outside the host in pharyngeal secretions, dried blood and
exudates (fluids from wounds or pores of the skin). It can be inactivated with
moist and dry heat. Disinfectant solutions include 1% sodium hypochlorite,
70% ethanol, 2% glutaraldehyde, and formaldehyde.

Viral hemorrhagic fevers (VHFs) are an assorted group of human diseases
originated by viruses from several different families. Included are the Filov-
iridae family, which includes marburg and ebola, the Arenaviridae family,
which encompasses lassa fever, as well as Argentine and Bolivian hemorrhagic
fevers. Additionally, the Bunyaviridae family, which involves various members
of the hantavirus genus, the Congo-Crimean hemorrhagic fever family from
the Nairovirus genus, and the Rift Valley fever from the Phlebovirus genus
are family members. The last family is the Flaviviridae, which includes yellow
fever and the dengue hemorrhagic fever virus. Ebola virus first appeared in
1976 in the African states of Sudan and nearby Zaire. Another outbreak
occurred in Zaire in 1979. In 1995, there were 316 cases of ebola reported in
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Kikwit, Zaire, and are believed to have resulted from one person. The virus
spreads through close personal contact with a person who is infected with
the disease and can also be spread through sexual contact. Universal blood-
borne pathogen precautions should be practiced when treating victims. It is
not known what the natural host is for the virus or how a person initially
contracts the disease. The incubation period is 2-21 days. It survives outside
the host for up to 2 weeks in blood specimens, but does not survive long
when dried out. Mortality rates in Africa from ebola range from 50-90% of
those infected. Another strain of ebola, the reston, was reported among mon-
keys in the Philippines in 1989. This strain is not yet known to transmit to
humans. African strains, on the other hand, have caused severe disease and
death. Why the disease has only shown sporadic outbreaks is unknown.

Marburg virus has been reported to have caused infection in humans on
four previous occasions. Three occurrences were in Africa and one in Ger-
many, where the virus was named. Outbreaks first occurred in Germany and
Yugoslavia, involving 31 reported cases, which occurred from exposure to
African green monkeys. Seven people died. The incubation period for mar-
burg is from 3—7 days. It can survive in blood specimens for 2 weeks at room
temperature but does not survive long when dried out. Methods of trans-
mission of these diseases are not well known. It is a bloodborne pathogen,
and universal precautions should be used when treating victims. The disease
is spread by direct contact with infected blood, secretions, organs, or semen.

Argentine hemorrhagic fever (AHF) is caused by the Junin virus, which
first appeared in 1955 among corn harvesters in Argentina. The virus is spread
naturally from contact with the infected excreta of rodents. Somewhere
between 300 and 600 cases of AHF occur each year in the Pampas region of
Argentina. A similar disease, Bolivian hemorrhagic fever, which is caused by
the Machupo virus, appeared in northeastern Bolivia following the appear-
ance of AHE. Another closely related virus is Lassa, which occurs over much
of western Africa. Congo-Crimean hemorrhagic fever (CCHF) is a disease
carried by ticks and transmitted by bites to humans. Infections occur prima-
rily in the Crimea and other parts of Africa, and in Europe and Asia. The
incubation period is 3—12 days. It is stable in blood up to 10 days at 105°F
Rift Valley fever also occurs only in Africa and results in sporadic widespread
epidemics of the disease.

Hantavirus was first identified prior to World War II in Manchuria along
the Amur River. U.N. troops reported the occurrence of the disease during
the Korean conflict in the early 1950s. The disease has also been reported in
Japan, Korea, and China since the war. Incubation periods vary from 5-42
days with 12-16 days being the average. The virus can survive outside the
host in storage for 2—8 years if isolated from cells that have an immunologic
function, but it is sensitive to drying.
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Yellow fever and dengue fever are two diseases that are transmitted by
infected mosquitoes. Yellow fever has an incubation period of 3—6 days. It
does not survive outside the host for any period of time. Yellow fever is the
only one of the VHFs that does have a vaccine available. Dengue fever virus
has an incubation period from 3-14 days, with 7-10 being the average. The
virus is stable in dried blood and exudates up to 2 days at room temperature.
All VHFs except for dengue fever are capable of being spread by aerosolization
and skin-crawling insects. Patients infected with VHFs other than hantavirus
will have the virus in the blood, and it can be transmitted through contact
with blood or body fluids containing blood. Bloodborne pathogen precau-
tions should be undertaken when exposure to blood is a possibility. Routes
of infection for the filoviruses in humans are not well understood at this time.

VHFs are feverish illnesses that are complicated by easy bleeding, pete-
chiae (bleeding under the skin), hypotension (abnormally low blood pres-
sure), shock, flushing of the face and chest, and edema (excess fluid in
tissues). Diagnosis will involve the patient’s history of travel, as well as a high
level of suspicion. VHFs should be suspected in any patient having a severe
fever-type illness and signs of vascular association. This is important if the
victim has traveled to an area where the virus is known to occur, or where
intelligence information indicates a biological warfare threat. Not all infected
humans actually develop VHFs. The reason for this is not well understood.
Congenital symptoms include:

«  Malaise
*  Myalgias
+  Headache

*  Vomiting
« Diarrhea

Symptoms may appear in association with any of the hemorrhagic fevers.
Diagnosis relies on particular virologic (study of viruses and virus diseases)
techniques for each virus. Treatment is supportive of the symptoms that are
presented. Ribavirin may be effective antiviral therapy for Lassa fever, Rift
Valley fever, and Congo-Crimean hemorrhagic fever viruses. During recov-
ery, plasma may be effective in Argentine hemorrhagic fever. The only
licensed VHF vaccine is yellow fever vaccine. Various viruses are susceptible
to one or more of the normal disinfectants including 1% sodium hypochlo-
rite, 70% ethanol, 2% glutaraldehyde, and formaldehyde. Once the specific
virus is identified, the proper disinfectant can be selected.

Hoof-and-mouth disease, also known as foot-and-mouth disease in the
U.K,, is a highly contagious livestock disease. It is a viral infection that affects
animals with cloven hooves such as cattle, pigs, and sheep. Symptoms include:
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*  Fever
+ Blisters inside the mouth and on the feet

It is transmitted through fluids such as blood, saliva, and milk. Fluid
from broken blisters has a particularly high concentration of the virus. The
disease leaves the animals underweight and, in some cases, disabled. Hoof-
and-mouth is not considered a fatal disease and clears up in the affected
animals in a few weeks. Humans are not known to be susceptible to hoof-
and-mouth, but humans can carry and transmit the disease without knowing
it. This makes the disease even more difficult to contain.

Mad cow disease (Bovine Spongiform Encephalopathy/BSE)is a slowly
progressive, degenerative, fatal disease affecting the central nervous system
of adult cattle. There is a disease similar to BSE found in humans called
Creutzfeldt-Jacob disease (CJD). A variant form of CJD (vCJD) is believed
to be caused by eating contaminated beef products from BSE-affected cattle.
To date, there have been 155 confirmed and probable cases of vCJD world-
wide among the hundreds of thousands of people that may have consumed
BSE-contaminated beef products. The one reported case of vCJD in the U.S.
was in a young woman who contracted the disease while residing in the U.K.
and developed symptoms after moving to the U.S. BSE is not transmitted in
cow’s milk, even if the milk comes from a cow with BSE. BSE in cattle was
first reported in 1986 in the U.K. The exact origins of BSE remain uncertain,
but it is thought that cattle initially may have become infected when fed feed
contaminated with scrapie-infected sheep meat-and-bone meal (MBM).
Scrapie is a prion disease in sheep similar to BSE in cattle. The scientific
evidence suggests that the U.K. BSE outbreak in cattle then was expanded by
feeding BSE-contaminated cattle protein (MBM) to calves. The definitive
nature of the BSE agent is not completely known. The agent is thought to
be a modified form of a protein, called a prion, which becomes infectious
and accumulates in neural tissues causing a fatal, degenerative, neurological
disease. These abnormal prions are resistant to common food disinfection
treatments, such as heat, to reduce or eliminate their infectivity or presence.
Research is ongoing to better understand TSE diseases and the nature of
prion transmission. BSE is a Transmissible Spongiform Encephalopathy
(TSE), a family of similar diseases that may infect certain species of animals
and people, such as scrapie in sheep and goats, BSE in cattle, chronic wasting
disease (CWD) in deer and elk, and variant Creutzfeldt-Jakob disease (vCJD)
in people. To date, there is no scientific evidence that BSE in cattle is related
to CWD in deer and elk. FDA is working closely with other government
agencies and the public health community to address CWD in wild and
domesticated deer and elk herds. Wildlife and public health officials advise
people not to harvest, handle, or consume any wild deer or elk that appear



166 Counter-Terrorism for Emergency Responders

to be sick, regardless of the cause, especially in those states where CWD has
been detected. Both of those diseases are mentioned here because a terrorist
could wreak havoc on the economy of countries and seriously affect the food
supply by spreading these diseases among animals. In the case of mad cow
disease, people could be affected as well.

Biological Toxins

Biological toxins are defined as any toxic substance occurring in nature
produced by an animal, plant, or microbe (pathogenic bacteria), such as
bacteria, fungi, flowering plants, insects, fish, reptiles, or mammals. Under
the DOT/U.N. classification system, these materials would be classified as
Class 6.1 poisons. Unlike chemical agents such as sarin, cyanide, or mustard,
toxins are not man-made (Table 4.3). They occur naturally, which makes
them readily available for potential terrorist activities. Toxins can be easily
and cheaply produced without sophisticated laboratory equipment or train-
ing. Materials used to produce toxins are so common that their purchase
would likely go unnoticed. Generally, toxins are not volatile and not consid-
ered a dermal exposure hazard (except for mycotoxins). Toxins as a family
are much more toxic than any of the chemical agents, including VX and sarin
(Table 4.4). Ricin, a biological toxin produced from the castor bean plant,
can kill an individual with as little as a milligram (1/1,000 of a gram).
Botulinum toxin is the most toxic material known to humans. One ounce of

Table 4.3 Comparison of Chemical Agents and Toxins

Toxins Chemical Agents
Natural origin Man-made
Difficult, small-scale production Large-scale industrial production
None volatile Many volatile
Many are more toxic Less toxic than many toxins
Not dermally active* Dermally active
Legitimate medical use No use other than many toxins
Odorless and tasteless Noticeable odor or taste
Diverse toxic effects Fewer types of effects
Many are effective immunogens**  Poor immunogens
Aerosol delivery Mist/droplet/aerosol delivery

* Exceptions are trichothecene mycotoxins, lyngbyatoxin, and some of the blue-

green algae toxins. The latter two cause dermal injury to swimmers in con-
taminated waters, but are generally unavailable in large quantities and have
low toxicity, respectively.

** The human body recognizes them as foreign material and makes protective
antibodies against them.
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Table 4.4 Toxicity of Chemical and Biological Agents Estimated Lethal
Dose in mg/person*

1000 mg
Chemical 100 mg
Agents 10 mg
1 mg

.1 mg
.01 mg Toxin
.001 mg Agents
.0001 mg
Biological .00001 mg
.000001 mg
.0000001 mg
.00000001 mg

* One paper clip weighs approximately 500 mg.

botulinum toxin (.12 micrograms or 1,200 millionths of a gram) is enough
to kill 60 million people. Mycotoxins are the least toxic of the toxins (thou-
sands of times less than botulism). Routes of exposure also have a bearing
on the level of toxicity. Some toxins are much more lethal when aerosolized
and inhaled than when taken orally. Ricin, saxitoxin, and T2 mycotoxins are
examples of these types of materials. Botulism, for example, has a lower
toxicity through aerosolization and inhalation than through ingestion. When
ingested, however, it is so toxic overall that it is a dangerous biological warfare
and terrorist agent. Some toxins are limited in their usefulness as biological
agents because it takes too much of the material to produce a toxic reaction.
Saxitoxin, for instance, cannot be produced in large enough quantities to be
useful. When looking at the potential toxicity of toxins, the lower the LD,
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Figure 4.7 Botulinum bacteria under the microscope. (Courtesy Centers for
Disease Control [CDC].)
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Figure 4.8 Botulinum toxin being grown in fruit jars. (Courtesy Centers for
Disease Control [CDC].)

in micrograms per kilogram of body weight, the less agent required to cover
a large area. Conversely, some agents, such as ricin, would require great
quantities (tons) for an aerosol attack out in the open. Toxins can be used
either for their lethality or as an incapacitating agent. Some toxins are inca-
pacitating at lower doses and would cause serious illness. Because of their
lack of volatility, toxins would neither be a persistent threat nor likely produce
secondary or person-to-person exposures.

Toxins can be divided into groups based upon the mechanism by which
they function. Protein toxins are created by bacteria and are ordinarily harder
to manufacture on a massive scale than are plant toxins. Because of its high
level of toxicity, botulinum would be an exception. Protein toxins include
botulinum (seven related toxins), diphtheria, tetanus, and staphylococcal
enterotoxins (seven different toxins). Botulinum toxins are so lethal that it
is technically possible to produce a toxic aerosol in quantities needed rela-
tively easily. They function by paralyzing the respiratory muscles. Staphylo-
coccal enterotoxins can incapacitate at levels at least 100 times lower than
the lethal level. They too could be delivered as a breathable aerosol.

Bacterial toxins can be classified as membrane-damaging. This group
includes Escherichia coli (hemolysins), aeromonas, pseudomonas, and sta-
phylococcus alpha (cytolysins and phospholipases). Toxins from those bac-
terium are reasonably easy to produce but possess a varying degree of stability.
Many of those toxins function by interfering with bodily functions and kill
by creating pores in cell membranes. Their toxicity levels are much lower
than the protein toxins and are less likely as terrorist threats. Marine toxins
may be developed from marine organisms. Examples include saxitoxin, tet-
rodotoxin, palytoxin, brevetoxins, and microcystin. Saxitoxin is a sodium-
channel blocker and is most toxic by inhalation compared to the other routes
of exposure. Saxitoxin and tetrodotoxin are very similar in mechanical action,



Biological Terrorist Agents 169

toxicity, and physical attributes. They can be lethal within a few minutes
when inhaled. Saxitoxin could be used as a terrorist agent in localized sce-
narios. It has not yet been chemically synthesized efficiently, or easily created
in large quantities from natural sources; therefore, it is not likely to be
aerosolized and used over a large area. Palytoxin is produced from soft coral
and is very toxic. It is, however, difficult to produce or harvest from nature
and is an unlikely agent for large-scale terrorist use. The brevetoxins, hepa-
totoxins, and microcystin have limited toxicity and are unlikely agents for
terrorist activities.

Trichothecene mycotoxins are created by numerous species of fungi. Over
40 toxins are known to be produced by fungi. T-2 is a stable toxin even when
heated to high temperatures. Decontamination or disinfection requires very
high concentrations of sodium hydroxide and sodium hypochlorite to detox-
ify the material. Aerosolization would not be a likely method of dissemination
because of the potential low toxicity. However, unlike other toxins, the myc-
otoxins are dermally active. An aerosol dissemination can cause damage by
contacting skin and mucous membranes. Once absorbed into the body, it
would become a systemic toxin.

Plant toxins are derived from plants or plant seeds. Toxins developed
from plants are easy to produce cheaply in large quantities without requiring
a high level of technology. One of the premier plant toxins is ricin. It is a
protein taken from the castor bean. Approximately 1 million tons of castor
beans are grown annually worldwide for the production of castor oil. Castor
beans necessary to grow the plants can be purchased through seed catalogs,
from lawn and garden centers, and from agricultural co-ops. Waste mash
resulting from the production of castor oil contains 3-5% ricin by weight.
There are detailed videos and books available giving step-by-step instructions
for producing ricin.

Animal venoms can contain protein toxins as well as nontoxic proteins.
Many venom toxins can be cloned, created by molecular biological proce-
dures, and manufactured by simple chemical synthesis. Venoms can be
divided into groups — ion channel toxins, such as those found in rattle-
snakes, scorpions, and cone snails; presynaptic phospholipase A2 neurotox-
ins, found in the banded krait, Mojave rattler, and Australian tiapan snake;
postsynaptic neurotoxins, found in the coral, mamba, cobra, sea snakes, and
cone snail; membrane-damaging toxins of the Formosan cobra and rattle-
snake; and the coagulation/anticoagulation toxins, found in the Malayan pit
viper and carpet viper. Many of these toxins cannot be produced in large
enough quantities to create a battlefield threat; they could, however, be used
by terrorists against small groups of civilian populations. Toxins are unlike
chemical agents in that they vary widely in their mechanism of action (Table
4.5). Length of time from exposure to the onset of symptoms also varies a
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Table 4.5 Comparisons of Chemical Nerve Agent, Botulinum Toxin, and
Staphylococcal Enterotoxin B Intoxication Following Inhalation Exposure

Chemical Botulinum Staphylococcal
Nerve Agent Toxin Enterotoxin B
Time to Symptoms Minutes Hours (12-48) Hours (1-6)
Nervous Convulsions, Progressive Headache
Muscle twitching paralysis Muscle aches
Cardiovascular Slow heart rate Normal rate Normal or rapid
heart rate
Respiratory Difficult breathing, Normal, then Non-productive
airway constriction progressive cough; Severe cases:
paralysis chest pain, difficult
breathing
Gastrointestinal Increased motility, Decreased motility Nausea, vomiting
pain, diarrhea and/or diarrhea
Ocular Small pupils Droopy eyelids “Red eyes”
conjunctival
injection
Salivary Profuse, watery Normal, but May be slightly
Saliva swallowing difficult  increased quantities
of saliva
Death Minutes 2-3 days Unlikely
Response to Yes No Atropine may reduce
Atropine/2PAM- gastrointestinal
CL symptoms

great deal. In battlefield scenarios, preparations can be made for treatments
and preventive measures. However, with the terrorist threat, preparation is
not as easy, because it is unknown when or where the terrorist will strike, or
which agent would be used.

Saxitoxin acts very quickly and can kill an individual within a few minutes
of inhalation of a lethal dose. It acts by blocking nerve conduction directly
and causes death by paralyzing muscles of respiration. At slightly less than
the lethal dose, the victim may not experience any effects at all. Botulinum
toxin needs to invade nerve terminals in order to block the release of neu-
rotransmitters, which under normal conditions control muscle contraction.
The symptoms from botulinum toxin are slow to develop (from hours to
days) but are just as lethal, causing respiratory failure. This toxin blocks
biochemical action in the nerves, which activate the muscles necessary for
respiration, which leads to suffocation. Unlike saxitoxin, toxicity for botuli-
num is greater through ingestion than inhalation. Neurotoxins are effective
in stopping nerve and muscle function without producing microscopic injury
to the tissues, where other toxins directly destroy or damage tissue. Micro-
cystin is a toxin produced by blue-green algae. When it enters the body, it
binds to an important enzyme inside the liver cells. No other cells in the
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body are affected by this toxin. If microcystin is not blocked from reaching
the liver within 15-60 minutes of receiving a lethal dose, irreversible damage
to the liver will occur. Damage to the liver from this toxin is the same,
regardless of the route of exposure. With other toxins, the damage that occurs
after contact may vary greatly depending on the route of exposure, even
within the same toxin family. Death occurs from ricin because it blocks
protein synthesis in many different cells within the body. However, no dam-
age occurs to the lungs unless the route of exposure is inhalation.

There are bacterial toxins whose toxicity is too low to make them effective
lethal terrorist agents. They still can produce illness and incapacitation at
fairly low doses. Lethality is not the only threat to be considered when
evaluating a toxin for potential terrorist use. Terrorists may just want to scare
a group of people or incapacitate them for a period of time to show their
vulnerability. For example, the staphylococcal enterotoxins can cause illness
at very low concentrations, but require very large doses to be lethal. Trichoth-
ecene mycotoxins are the only biological toxins that are dermally active.
Exposure results in skin lesions and systemic illness without being inhaled
and absorbed through the respiratory system. Primary routes of exposure
are through skin contact and ingestion. Because of the very low aerosol
toxicity, large quantity production and aerosolization for inhalation exposure
is very unlikely. Nanogram (one billionth of a gram) quantities per square
centimeter of skin can cause irritation. One millionth of a gram quantities
per square centimeter of skin can cause destruction of cells. Microgram doses
to the eyes can cause irreversible damage to the cornea. Because most bio-
logical agents are not skin-absorbent hazards, simple washing of contami-
nated skin surfaces with soap and water within 1-3 hours of an exposure can
greatly reduce the risk of illness or injury. In this book we will discuss in
detail the four toxins that have been determined by the U.S. military as likely
to be weaponized or used as terrorist agents. They are botulinum, staphylo-
coccal enterotoxin B (SEB), ricin, and T-2 mycotoxins.

Table 4.6 Comparison of Biological Agent Characteristics
Dissemination Incubation
Disease Method Infective Dose Period Lethality
Cholera Food and water 106 organisms 1 week Low when treated;
high without
Brucella Aerosol Unknown 5-30 days Very low
Food and water
Plague Aerosol <100 organisms 16 days High when not treated
in 12-24 hours
Tularemia  Aerosol 1-50 organisms  1-10 days Moderate
Q-Fever Aerosol 10 organisms 14-26 days  Very low

Food and water
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Botulism is a deadly illness caused by any one of seven different but
related neurotoxins (A through G). All seven types have similar mechanisms
of action. They all produce similar symptoms and effects when inhaled or
ingested but the length of time to development of symptoms may vary
depending on the route of exposure and dose received. Toxins are actually
chemical poisons, not biological organisms. Therefore, botulism is not spread
from person to person. Botulinum toxins as a group are among the most
toxic compounds known to humans. Lethal doses in research animals are
0.001 micrograms per kilogram of body weight, which will kill 50% of the
animals. Botulinum toxins are 15,000 times more toxic than the lethal nerve
agent VX and 100,000 times more toxic than sarin. Botulism occurs naturally
in improperly canned foods and infrequently in contaminated fish, ingestion
of which causes the illness. The CDC conducted studies on 706 cases of
foodborne botulism that occurred in the Georgian Republic of Russia, along
with the Republic of Georgia’s National Center for Disease Control. Those
patients that were at the highest risk of dying reported to the hospital with
shortness of breath and impaired gag reflex; they did not report diarrhea. If
these findings are validated in the U.S. and other countries as predictors of
death, it would give doctors tools to help identify patients at highest risk of
dying in a botulism outbreak. Although ingestion is the primary natural route
of exposure, terrorists would likely aerosolize the manufactured toxin to
produce the disease through inhalation. Low-dose inhalation might not pro-
duce symptoms for several days. Inhalation or ingestion of high doses would
produce symptoms much more quickly. Contamination of food supplies is
also a real possibility, because ingestion is a significant route of exposure.
Botulism bacterium is commonly found in the soil. It is quite simple and
inexpensive to produce.

Step-by-step instructions for producing botulinum toxin can be found
on the Internet. Use of this recipe, even for experimental purposes, is not
recommended. It is presented here for informational purposes only; making
or possessing this material is illegal and very dangerous. Supplies needed to
produce the toxin include cheap hamburger or low-quality cuts of meat that
have a lot of fat; a handful of dirt taken from 6-12 inches underground;
mason jars with sealable lids; a large pot or pressure cooker; coffee filters;
and personal protective equipment. Preparation requires that the jars and
lids be boiled for 45 minutes. Then place a fist-sized chunk of hamburger
and a spoonful of the dirt into a mason jar. Fill the jar with water to the
neck. Place the lid on the jar and repeat with the remaining jars. Place all of
the filled jars into the large pot and boil for 45 minutes. When finished, let
the jars cool and wrap them in aluminum foil or place them in a warm, dark
place. They should be stored between 80 and 90°F during the incubation
period. Leave the jars for about a week. When the meat in the jars starts
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turning black and a foul smell is coming from the jars, you know you have
been successful. Filter the material in the jars through the coffee filters. The
resulting product is botulinum toxin. This process produces a low-grade
toxin that is still very lethal.

Three types of illness are associated with the botulinum toxin: foodborne,
infant, and wound botulism. With foodborne the victim becomes ill by eating
spoiled food that contains the toxin. Illness will occur within a few hours to
several days. Foodborne botulism occurs in all age groups. There are a small
number of susceptible infants each year who harbor C. botulinum in their
intestinal tract. One source of these spores comes from the ingestion of honey.
Spores are not normally toxic to adults. Wound botulism occurs when
wounds are infected with C botulinum, which secretes the toxin. Iraq has
admitted to U.N. inspectors that it had conducted research on the offensive
use of botulinum toxins prior to the Persian Gulf War. Additional informa-
tion has revealed that Iraq had actually filled and deployed over 100 muni-
tions with botulinum toxin.

Botulinum toxins work by binding to the presynaptic nerve terminal at
the neuromuscular junction and at cholinergic autonomic sites. They then
act to stop the release of acetylcholine presynaptically, thus blocking neu-
rotransmission. This function is quite unlike the action of the nerve agents,
where there is too much acetylcholine due to the inhibition of acetylcho-
linesterase. What occurs with botulism is a lack of the neurotransmitter in
the synapse. Therefore, using atropine as an antidote would not be helpful
and could even provoke symptoms. When contaminated food is ingested by
adults, the toxin is absorbed from the intestines and attaches to the nerves,
causing the signs and symptoms of botulism poisoning. Symptoms include:

+  Blurred vision

+ Dry mouth and/or sore throat

+ Difficulty swallowing or speaking

+ Impairment of the gag reflex

+  General muscular weakness

+ Dilated pupils, double vision, photophobia (light sensitivity)
+  Shortness of breath

Paralysis of the skeletal muscles follows with a proportional, downward,
and growing weakness, which may result in sudden respiratory failure.
Patients in respiratory failure will require ventilators. If there are multiple
victims, multiple ventilators will be required. The planning process should
identify the locations of these valuable resources. Incubation periods for
botulinum range from 2-8 days. The time from the beginning of symptoms
to respiratory failure can occur in as little as 24 hours after the toxin is
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Table 4.7 Physical Properties of Nerve Agents

Property Tabun Sarin Soman GF VX
Molecular weight 162.1 140.1 182.2 180.2 267.4
Density g/cm* 1.073 1.089 1.022 1.12 1.008

0

Boiling-point °C 247 147 167 92%* 300
Melting-point °C =50 -56 —42 <=30 -39
Vapor pres. mm Hg* 0.07 2.9 0.3 0.06 0.0007
Volatility mg/m** 600 17,000 3,900 600 10
Solubility in water %* 10 00 2 ~2 3 (00<9.5°C)
* =at25°C.

** =at 10 mm Hg.

ingested. One-third of patients die within 3-5 days, although symptoms may
not appear for 6-7 days, depending on the dose. Treatment for adults means
hospitalization, usually in an intensive care unit. Individual cases could be
mistaken for other neuromuscular diseases such as Guillain-Barre syndrome
(muscle weakness and paralysis), myasthenia gravis, or tick paralysis. Mental
status changes that occur with viral encephalitis should not be present with
botulinum poisoning. Botulinum intoxication could also be confused with
nerve agent or atropine poisoning. Nerve agent exposures produce copious
amounts of respiratory secretions and miotic pupils, where there is a marked
decrease in these fluids with exposure to botulinum. Atropine overdose pro-
duces hallucinations and delirium, which are absent from botulinum intox-
ication, even though the mucous membranes are dry in both cases. An
antitoxin for botulism can be effective if administered quickly before the
onset of symptoms. After the onset of symptoms, the antitoxin is not as
effective. The bacteria that produce botulism survive well in soil and agri-
cultural products. Botulism toxin can be destroyed by boiling for 10 minutes.
Moist heat at around 250°F for 15 minutes will destroy the spores. Effective
disinfectants include 1% sodium hypochlorite, 70% ethanol, and a solution
of 0.1N sodium hydroxide. Experimental vaccines are also under develop-
ment for prevention of botulinum intoxication.

Staphylococcal enterotoxin B (SEB) is a common cause of food poisoning.
Cases have usually been isolated to a group of people exposed to contaminated
food at some public event or through airline travel. While it can cause death,
it is thought of as an incapacitating agent rather than a lethal agent. It could,
however, make a large number of people ill for an extended period of time.
The primary route of exposure is ingestion, although it can be aerosolized
for inhalation exposure. Symptoms from inhalation exposure and ingestion
are completely different. Either route of exposure may produce fatalities.
Symptoms appear within 3—12 hours after aerosol exposure. They include:
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« Sudden onset of fever

+  Chills

+ Headache
+  Myalgia

+ Cough

Some patients might also exhibit shortness of breath and retrosternal
(behind the breast bone) type of chest pain. Fevers between 103 and 106°F
generally last for 2-5 days, and cough may persist for several weeks. Ingestion
produces nausea, vomiting, and diarrhea. Very large doses may result in
pulmonary edema, septic shock, and possibly death. No antitoxin has been
developed for this illness, so treatment remains supportive. No preventative
vaccines are available. Diagnosis might be difficult because the symptoms
are similar to a number of respiratory pathogens such as influenza, adenovi-
rus (group of DNA-containing viruses, 47 distinct types), and mycoplasma.
Generally, other respiratory illnesses occur over a longer period, and a small
number of people are involved. In cases of SEB exposure, there could be a
large number of victims over a 24-hour period. Naturally occurring food
poisoning cases would not present with respiratory symptoms. SEB infection
would have a tendency to develop quickly to a somewhat unchanging clinical
condition, whereas pulmonary anthrax, tularemia pneumonia, or pneu-
monic plague would all advance if left untreated. Tularemia, plague, and Q
fever would present with infiltrates on chest x-rays. Nerve agent exposure
would bring about fasciculations (small bundle of nerves) and extensive
secretions of mucus from the nose and mouth. Mustard would cause skin
lesions in addition to pulmonary findings. SEB intoxication would not
present any of these symptoms. Clear signs of muscular paralysis, bulbar
palsies, absence of fever, and dry pulmonary tree due to cholinergic blockade
would result from botulinum infection. Respiratory difficulties occur much
later with SEB inhalation. Laboratory testing will provide limited data for
diagnosing the disease. SEB toxin is very difficult to detect in serum when
symptoms develop; however, a baseline specimen for antibody detection
should be drawn anyway as early as possible after exposure. Additional spec-
imens should be drawn during recovery. SEB can be detected in the urine,
and a sample should be taken and tested. Test results might be helpful
retrospectively in developing a diagnosis. High concentrations inhibit kidney
function. Disinfectant solutions include 0.5% sodium hypochlorite for 10-15
minutes and/or soap and water.

Ricin (ricinus communis) is a protein toxin that is produced from the
castor bean and functions as a cellular poison. One million tons of castor
beans are processed globally each year to make castor oil. Ricin is a by-
product of castor oil production. Ricin is relatively easy to make from easily
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Figure 4.9 (See color insert following page 236.) Castor bean plants growing
wild on the Island of Oahu in Hawaii. Castor beans are used to produce the plant
toxin ricin.

available castor beans and plants and can be deadly in very small doses. Castor
bean plants grow wild in Hawaii and many other places (Figure 4.9). Routes
of entry include inhalation, injection, and ingestion. Initial symptoms appear
within 24—72 hours after exposure. Death can come between 36 and 72 hours,
although some victims can linger for 10-12 days before death or recovery,
depending on the dose. There is no known antidote or treatment. Ricin is
widely available in any part of the world. It is very toxic and can enter the
body by ingestion, inhalation, and injection. Inhalation from an aerosol
dispersion would produce symptoms based upon the dose that was inhaled.
During the 1940s, humans were accidentally exposed to sublethal doses which
produced the following symptoms:

+  Fever

+  Chest tightness
+ Cough

* Dyspnea

* Nausea

+ Arthralgias within 4-8 hours

After several hours, profuse sweating occurred, which signaled the end
of the symptomatic phase. Little data is available on human inhalation expo-
sure, but victims would be expected to develop severe lung inflammation
with a progressive cough, dyspnea, cyanosis, and pulmonary edema. When
ricin enters the body through routes other than inhalation, it is not a direct
lung irritant. Ingestion causes gastrointestinal hemorrhage with hepatic,
splenic, and renal necrosis. Intramuscular injection would cause severe local-
ized necrosis of muscle and regional lymph nodes with moderate visceral
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organ involvement. The toxicity of ricin compared to botulinum and SEB,
based upon LDy, values, is much less. Natural intoxication from ricin can
occur by the ingestion of the castor bean. This produces severe gastrointestinal
symptoms, vascular collapse, and death. Terrorist uses may involve contam-
ination of food or water supplies, use of ricin-laced projectiles, or aerosoliza-
tion as a liquid or freeze-dried powder. When exposure to ricin occurs
through inhalation of small particles, pathogenic changes can occur in as little
as 8 hours. This is followed by severe respiratory symptoms and acute hypoxic
respiratory failure. Intravenous injection may result in disseminated intra-
vascular coagulation, microcirculatory failure, and multiple organ failure.
Ricin is toxic to the cells in the body and acts by inhibiting protein synthesis.
During tests conducted on rodents, ricin was more toxic through inhalation
than ingestion. Little data is available to indicate the effects on humans.

During