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PREFACE

The objective of this workshop was to a) identify connections between
technology needs and the underlying science and technology, and b) to es-
tablish research strategies that will advance our ability to counter this form
of terrorism. The objectives were met by bringing together international
experts familiar with the relevant technologies and policies at a four-day
workshop that was held at the Regional Advanced Science & Technology
Center “ASTEC”, Yerevan, Armenia during October 2005. Indeed, the
consensus of the attendees was that this was an extremely worthwhile en-
deavor and should lead to similar workshops in the future.

The workshop brought together representatives of 16 countries (and
several international organizations) from North America, Western Europe,
Israel, and the Commonwealth of Independent States (the former Soviet
Union). The 40-60 attendees (depending on day) were primarily from
governmental organizations and public and private research institutes. Fi-
nancial and programmatic support was from NATO through their Public
Diplomacy Division, Collaborative Programmes Section and the organiz-
ing committee is extremely appreciative of this support. Additional finan-
cial support was from the International Science and Technology Center
(ISTC), headquartered in Moscow. The organizing committee is also grate-
ful to the Regional Advanced Science & Technology Center “ASTEC” for
the hospitality and logistic organization of the workshop.

The many topics covered included: radiation detector development,
risk assessment and decision making, decontamination techniques, struc-
tural materials resistance to conventional explosives, vulnerability and
physical protection of nuclear facilities, security of radiation sources, re-
sponse to radiological dispersion devices, relevant international and na-
tional laws, and non-proliferation.

The most catastrophic terrorist threat involving radioactive materials
would be a self-sustained fission chain reaction detonating in an urban
area, which could result in a significant number of deaths, massive devas-
tation and radioactive fallout. Such a device needs only to contain several
kilograms or a few tens of kilograms of a fissile isotope, which could be

1X



X PREFACE

transported in a small truck and would be difficult to detect because of the
relatively small amount of external radiation that it would produce before
being detonated.

Another scenario of great concern involves the use of a radiological
dispersion device, or “dirty bomb,” made up of a combination of conven-
tional explosives and radioactive material. The release of radionuclides
may also occur from the sabotage of nuclear facilities, or from hospitals
where they are used for diagnostic and therapy.

Protection against both the improvised nuclear weapon and the radio-
logical dispersion device were discussed. As many of the current ap-
proaches rely upon the detection of radioactive materials, participants fo-
cused on the scientific and technological challenges related to different
detectors. Participants also discussed the development of integrated re-
sponse systems which would make use of radiation detectors.

In conclusion although the meeting was successful in achieving its ob-
jectives, it is clear that there is much to be done in the future to counter nu-
clear/radiological terrorism. The support of organizations such as the
NATO Science Program will continue to be an important factor in devel-
oping the necessary technology.

SAMUEL APIKYAN
DAVID DIAMOND



CHAPTER1
PLANNING FOR COUNTERING NUCLEAR TERRORISM

MOTIVATION AND REDIRECTION: RATIONALE AND ACHIEVEMENTS
IN THE RUSSIAN CLOSED NUCLEAR CITIES

GREG KASER
Project Director for Europe and the Middle East, HTSPE Ltd
(UK)!

Abstract: The non-proliferation rationale and achievements of the collabo-
ration between the UK and Russia for a personnel redirection programme
in the Closed Nuclear Cities is described. A framework for the interaction
between demand and supply dimensions of proliferation threats is devel-
oped to show how redirection programmes to enable WMD specialists
move into civilian activities reduce these same threats. Early results from
the UK-Russia Closed Nuclear Cities Partnership are presented and com-
pared with the parallel US funded Nuclear Cities Initiative and similar lo-
cal economic development measures.

Keywords: closed cities, nuclear proliferation, demand-side

1. Introduction

The threat posed by the proliferation of knowledge and materials required
for weapons of mass destruction (WMD) has become a subject for inter-
governmental collaboration. At the Kananaskis summit meeting of the

" HTSPE Ltd is the Programme Manager for the Closed Nuclear Cities Partnership under contract to
the UK Department of Trade and Industry. HTSPE Ltd manages the programme in association with
AEA Technology Plc. The content, findings, conclusions and interpretations expressed in this
paper are those of the author alone and should not be taken as reflecting the position or policies of the
UK Government or its contractor HTSPE Ltd. Mark Allington, Patrick Gray and Robin Solomon con-
tributed to analysis on which this paper is based.

1
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2 G. KASER

leaders of the Group of Eight countries in Canada in 2002, a Global Part-
nership against the spread of weapons and materials of mass destruction
was launched. The G-8 states pledged to provide up to $US 20 billion over
a ten-year period. While the main beneficiary is Russia, other countries
from the former Soviet Union (FSU), such as Ukraine, have joined or are
involved in parallel bilateral co-operation. The Global Partnership has
made tangible progress in destroying chemical weapons, dismantling de-
commissioned nuclear submarines in north-west Russia, and in the dis-
posal of some fissile material. The fourth priority of the Global Partnership
involves providing alternative civilian employment for former weapons
scientists, where international programmes have also started to make a sig-
nificant contribution.

The UK Government has been active in supporting these initiatives. A
budget of £GB 128 million (€ 183M) has been provided for the period
2001-2007, to contribute to the international effort to reduce the substantial
environmental, safety and security implications of the nuclear legacy in the
FSU. Prime Minister Tony Blair committed the UK to contribute up to
$US 750 million to the Global Partnership over a ten-year period.” One of
the programmes, the subject matter of this paper, is the Closed Nuclear
Cities Partnership between the UK and the Russian Federation. The budget
for this programme has been around £GB 4.5M a year (€ 6.4M). A Memo-
randum of Understanding between the UK’s Department of Trade and In-
dustry (DTI) and the Russian Federal Agency for Atomic Energy (RosA-
tom) was signed in November 2004 to establish the partnership.

Other international programmes have been initiated to tackle to the po-
tential threat posed by weapons specialists who are no longer required as
the defence establishment is rationalised following the end of the Cold
War. In 1994, the International Science and Technology Centre was set up
in Moscow, together with the Science and Technology Centre in Ukraine,
to provide grants to weapons scientists for civilian research and develop-
ment. A number of countries support the ISTC and the STCU, but the larg-
est sponsor is the European Union. The International Atomic Energy
Agency set up a Nuclear Security Fund in 2002, upon which member
states can draw to fund to improve physical security systems, personnel
training and combating illicit trafficking in nuclear and radioactive materi-
als. The US Department of Energy (DoE) and the Ministry for Atomic En-
ergy of the Russian Federation (MinAtom) agreed a co-operative pro-
gramme of economic diversification for the Closed Nuclear Cities in 1998.

2 Department of Trade and Industry (2004) The G8 Global Partnership: Second Annual Report,
DTI/Pub7670/2k/12/04/NP, p.5; downloadable from www.dti.gov.uk/energy/nuclear/fsu/index.shtml
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The initiative formed part of the work of the Gore-Chernomyrdin Bilateral
Commission aimed at helping the Russian nuclear weapons complex to
downsize and jointly improve the national security of both countries by re-
ducing the potential threats from proliferation. Later, in 2004, the Global
Threat Reduction Initiative was announced by the US to identify, secure,
recover and/or facilitate the disposition of vulnerable, high-risk nuclear
and other radioactive materials around the world. US programmes have
been brought together within the Global Initiative for Proliferation Preven-
tion, managed by the DoE.

Initially, international concern arose from the realisation that the trans-
formation of the Soviet planned economy to a market-based system, had
left thousands of weapons specialists without adequate incomes to support
themselves. While many of these specialists were employed within closed
towns, known by the Russian acronym as ZATO (see box), it was feared
that they were vulnerable to offers from governments or organisations
wishing to hire their services for illicit development of WMD.

1.1. RUSSIA’S CLOSED CITIES

When a new Constitution for the Russian Federation was adopted, towns
and settlements that had previously been subjected to restrictions on the
freedom of movement and of establishment were designated as ZATOs or
Closed Administrative-Territorial Formations (zakrytye administrativno-
territorial’nye obrazovaniia) in 1992. Originally there were 38 ZATOs but
the list had lengthened to 47 by 2001.

Ten of them were the responsibility of the Ministry for Atomic Energy
(MinAtom), reorganised in 2004 as an agency, RosAtom. These Closed
Nuclear Cities were established in the period 1947-56. Their combined
population grew from 690 800 in 1989 to 747 800 in 1998.

Other ministries with responsibility for ZATOs include the Ministry of
Defence, while two are located in Kazakhstan, on territory leased back to
Russia: the Baykonur Cosmodrome and the nuclear test site formerly
known as Semipalatinsk-21. There are some 15 or so cities for which the
names have never been published. These are thought to include towns like
Zagorsk-7 and Sverdlovsk-17 (the biological weapons centre where at least
60 people died from anthrax poisoning in 1979). The inhabitants of the
identified ZATOs number nearly 1.3 million.

ZATOs retain the right to local self-government but until 2005 received
state funding for municipal services directly from the federal budget, rather
than from the provincial administration. ZATOs were permitted to retain a
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greater proportion of local taxes and to offer a low tax regime for busi-

nesses but these regulations were tightened to clamp down on tax evasion,

after companies were found to have registered their head offices in ZATOs
without transferring any production or creating employment there.

Sources: Richard H Rowland (1996) Russia’s secret cities, Post-Soviet
Geography and Economics, 37, T: pp 426-462; Anatoli S Diakov (2000)
Russia’s closed nuclear cities: social and economic conditions, Paper pre-
sented to Conference on Helping Russia Down-size its Nuclear Weapons
Complex held at Princeton University 14-15 March 2000; Gabor Szabo
and Vladimir Kitov (2001) Russia’s closed cities are open and shut case,
The Russia Journal, 16 November 2001: p. 5.

The ten Closed Nuclear Cities (CNCs) are all small to medium-sized
towns located in a band across Russia, from Sarov, in the west, to
Zheleznogorsk in eastern Siberia. Table 1 gives details of the towns and
their main activities. The UK-Russia Closed Nuclear Cities Partnership
(CNCP) is active in five of the ten towns, and may, in future, expand its
activities to others. The US Nuclear Cities Initiative (US NCI) is active in
three towns.

Hundreds of thousands of workers with varying levels of degrees,
knowledge and skills remain today throughout the FSU. While the eco-
nomic situation has stabilised from the days in the mid to late 1990s, when
wages were very low and often paid in arrears, the fact remains that the
nuclear defence sector and the communities it supports has, by in large, not
benefited from the opening up of the economy.

“The Russian economy is still unable to provide the necessary condi-
tions for job creation to adequately employ [the] vast network of ex-
perts [in the Closed Nuclear Cities]. Although the [ISTC] and a variety
of other unilateral and multilateral projects have made important pro-
gress towards employing ex-Soviet experts, the situation in the cities
remains a serious concern and a threat to international peace and secu-
rity. Without concerted and prolonged assistance to these locations, the
situation is likely to get worse.”

Experts with sensitive knowledge were vulnerable to subversion.
“Anecdotal reports persist of former Soviet scientists, especially
those in Central Asia and the Caucasus, being approached by offi-
cials from proliferant states. Further, a 2003 survey of Russian sci-
entists with weapons expertise found that 20 percent of respon-

3 Valentin Tikhonov, Russia’s Nuclear and Missile Complex: The Human Factor in Proliferation, Car-
negie Endowment for International Peace, June 2001.
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dents would consider working in North Korea, Syria, Iran or Iraq

for a year or more.” (US Department of State website)*
The intersection of supply and demand for sensitive knowledge, technical
know how and material is the point where the greatest threat lies. The UK
programme addresses the supply side of the equation in order to reduce the
possibility that the demand, if presented, would not be attractive enough to
subvert the loyalty of personnel with sensitive expertise or access to mate-

rials.

TABLE 1. Closed Nuclear Cities of the Russian Federation

! — ‘é = ) L2 W
ZE8 22 |23z 22 =5 | €% £3 28 62
Cze = | 858 2=z S5 = 5E =< e
S, a— L7 =3 e =32 28 53 C,ﬁéf
& £ (B | &= % g3 5 £5 ¢
Z = 2 e 2 52 5
Sarov Nuclear war-|Design  [Signifi- |All- JUS Nuclear [Support
INizhny No-  [83 000 [20 000 |head design [teams cant [Russian  [Cities Initia- |to spin-
vogorod land assem- [Technical Scientific [tive; loff medi-
Volga-Vyatka bly; Pluto- [know how [Research  [ISTC. lcal pro-
Region nium storage [Fissile [nstitute of [duction;
materials [Experi- including
Imental lexport
[Physics [products;
(VNIIEF) advice for
[Tech-
InoPark.
Zarechny INuclear war-|Technical [Limited [Production Opportu-
Penza 63 800 |10 000 fhead assem- [know how [Associa- nity for
Volga bly and dis- [Fissile tion activity
assembly materials START under re-
view.
Ozersk Plutonium, |Design  |Signifi- |[Chemical [ISTC; UK |Support
Chelyabinsk [89 000 [18 000 MOX and [teams cant Combine [and Norway [to SMEs.
Ural Region Tritium pro- [Technical IMAYAK |(environ-  [Provision
[duction; ra- |know how PO mental clean fof greater
dioisotope  |Fissile up projects) laccess to
production; |materials EU Tacis  |manage-
warhead ment
lcomponent educa-
manufacture; tion.
reprocessing
and waste
manage-
ment;
weapon ma-
terial stor-

* Statement of the Bureau of Non-proliferation of the US Department of State viewed on 1 Sep-
tember 2004 on www.state.gov/t/np
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age; scien-
tific research
and envi-
ronmental
clean-up
Snezhninsk INuclear war-[Design  |Signifi- |All- [US Nuclear |[nnova-
Chelyabinsk (48 100 [15000 fhead design; [teams icant IRussian Cities Initia- [tive start-
Ural [Plutonium  [Fissile Scientific [tive; p pro-
and Highly |materials [Research  [ISTC. jects
[Enriched [[nstitute of funded
[Uranium IExperi- for spin-
storage imental ff com-
[Physics panies
(VNIIEF) and
SMEs.
[Provision
of greater
access to
Imanage-
ment
leduca-
tion.
Trekhgorny [Nuclear war-[Technical [Possible [[nstrument [No activ-
Chelyabinsk |31 300 |6 000 |[head assem- [know how Building ity.
Ural Region bly and dis- |Fissile Plant
assembly;  [materials (PSZ)
Plutonium
and Highly
[Enriched
Uranium
storage
Lesnoy [Nuclear war-|Technical |[Limited |Combine [No activ-
Sverdlovsk  |55000 |9 500 |head assem- |[know how Elek- ity
Ural Region bly and dis- [Fissile troKhim-
assembly;  Jmaterials Pribor
Plutonium
storage
INovouralsk Uranium en- |Fissile [Limited [Ural Elec- Activities
Sverdlovsk 196 600 |15000 frichment; |materials ltro- at plan-
Ural Region Highly En- Chemical ning
riched Ura- Combine stage.
nium storage
and blend-
down
Seversk Plutonium  |Design  [Signifi- [Siberian |EU Tacis  [Estab-
[Tomsk 118 40015 000 [production; [teams cant Chemical [Scientific lishment
[Western Sibe- [Uranium en- [Technical Combine |[Cities Pro- [of Busi-
ria Region richment and [know how SibKhim- [ject. ness De-
reprocessing;|Fissile Kombinat [[STC; velop-
processing ofjmaterials (SKhK)  [US Elimina- jment
nuclear ma- tion of Plu- [Agency.
terials; war- tonium Pro- [Support
head compo- duction to tech-
nent Programme |nology
manufacture; planned. develop-
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weapon ma- commer-
terials stor- cial ap-
age; civil plication
nuclear and to
ower plants SMEs.
[Zheleznogors [Plutonium  [Fissile [Limited [Mining and[US Nuclear [Support
Ik 94 000 |8 300 [production; [materials (Chemical [Cities Initia- |to spin-
Krasnoyarsk reprocessing, ICombine [tive; ISTC; Joff com-
Eastern Sibe- [waste man- (SibKhim- |US Elimina- [panies
ria Region lagement and Stroy) tion of Plu- fand
weapon ma- tonium Pro- |[SMEs.
terials stor- duction
age [Programme
planned.
Zelenogorsk [Uranium en- [Technical [Limited [Electro- Activities
Kransnoyarsk |68 100 |10 000 [richment;  [know how (Chemical at plan-
Eastern Sibe- military fuel [Fissile (Combine ning
ria Region fabrication [materials (EKhK) stage.
All CNCs 747 300126 800

Sources: Anatoli S Diakov (2000) Russia’s closed nuclear cities: social
and economic conditions, Paper presented to Conference on Helping Rus-
sia Down-size its Nuclear Weapons Complex held at Princeton University
14-15 March 2000; US Nuclear Cities Initiative; UK-Russia Closed Nu-
clear Cities Partnership.

2. Rationale

The objective of the CNCP is to promote international security by reducing
the risk of nuclear proliferation in the Closed Nuclear Cities of the Russian
Federation. The programme is focused on the scientists and technicians
who have the know how that is proliferation sensitive. CNCP works
closely with the International Science and Technology Centre, where the
DTTI is a partner, and co-ordinates with the US NCI.

A detailed rationale lies behind the design of the CNCP programme.
The United Kingdom's International Security Strategy states: "The use of
weapons of mass destruction against us, and terrorist attacks on western
targets around the world, now constitute the most potentially catastrophic
threats to UK security".5 The human, environmental and economic conse-
quences of the misuse of a nuclear device would vary enormously accord-
ing to a range of factors, most obviously the nature of the weapon itself

® UK International Priorities: A Strategy for the FCO, December 2003, Cm 6052
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and of the target. Based on information from the Pugwash Group of scien-
tists®, the effects could include:

« explosion of a single stolen nuclear weapon or a weapon developed
with access to sophisticated knowledge, equipment and materials:
50 000 - 10 million deaths;

« explosion of a single nuclear weapon produced with more rudimentary
resources: up to 50 000 deaths;

« deployment of a dirty bomb combining conventional explosives with
nuclear material: unknown but probably limited health consequences
but enormous psychological, social and economic impacts.

Any of these events would have far-reaching and devastating ramifica-
tions. This is illustrated by the many thousands of deaths, the constraints
on travel and the billions of extra security costs which followed the attacks
on the World Trade Centre and the Pentagon in September 2001. In addi-
tion, an attack involving a nuclear device would have widespread health
and environmental effects, and would greatly increase pressure on third
countries to acquire weapons of mass destruction, leading to an arms race
which could spiral out of control.

2.1. NUCLEAR PROLIFERATION

Historically, the spread of nuclear weapons has largely depended on trans-
fer of knowledge and personnel from one country to another (see Figure
1). Following the Manhattan project, resources were passed from the
United States to Britain and France. Information illicitly passed on by
American and British scientists helped the USSR acquire nuclear weapons.
The USSR then helped China to develop its own nuclear capacity in the
1950s.

Israel's acquisition of nuclear weapons in the 1960s depended on in-
formation and materials acquired, in part clandestinely, from the United
States and France. It in turn, for a period, assisted South Africa with nu-
clear weapons development. Pakistan's programme depended on help from
China, and it later passed knowledge and technology onto North Korea,
Libya, Iraq, and possibly to Iran. Iraq in the 1970s and 1980s sought
knowledge and components for its uranium enrichment programme from

® Robert Hinde and Joseph Rotblat (2003) War no more, British Pugwash Group
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the Soviet Union and nuclear sub-contractors in Western Europe. Of all the
current nuclear powers, only the United States and India have developed
military nuclear programmes without substantial assistance from scientists
and engineers in other nuclear weapons possessing countries.

While further arms reductions may take place as a result of the end of
the Cold War, the international community is considered less safe, with
several regional tensions festering and terrorist organisations evolving. UN
Secretary General, Kofi Annan, at a press conference on 23 July 2004, in
response to a question about whether the world has become a safer place,
replied, “no”. There are new issues contributing to the current underlying
atmosphere of insecurity.

Two new features of proliferation emerged in the 1990s. The first was
the apparent breakdown of state control over nuclear weapons develop-
ment in Pakistan. Dr Abdul Qadeer Khan, the Director of Pakistan's nu-
clear weapons programme, offered equipment and technology to a number
of, mainly, Moslem countries in the 1980s in return for large sums of
money. AQ Khan’s efforts were facilitated by the relative autonomy of the
Pakistani military and security services from democratic accountability
and by pervasive corruption in government. It is noteworthy that prime
minister Benazir Bhutto promoted scientific and technical co-operation
with North Korea in 1993/94 allegedly for missile production. She denies
that Pakistan accepted payments of $US 100M each from Iran, Iraq and
Libya for access to Pakistan’s nuclear know-how and claims to have tried
to stop such sales. Indeed, there was a period (1992-95) when Libya sus-
pended its nuclear-related development activities, but Ms Bhutto had not
left power when deals to supply gas centrifuge were later made with both
Libya and Iran.”

The second feature is the willingness of irregular armed groups to en-
gage in terrorism involving mass casualties. The attacks of 11 September
2001 have only served to underline this trend. The drivers of proliferation
remain stronger than ever in some respects, given the many unresolved
conflicts besetting several regions and the generalisation of some of these
struggles by Islamist jikadi extremists. Internationally prohibited weapons
of mass destruction may offer so-called ‘rogue states’ and irregular forces
the chance to inflict damage and destruction well above their conventional
force capability.

A recent report from the US National Intelligence Council sums up
many of the changes challenging global security. The NIC concluded that

” Financial Times, April 6, 2004. Benazir Bhutto and her husband were convicted on corruption
charges in April 1999. She was twice prime minister in 1988-1990 and in 1993-96.
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“weak governments, lagging economies, religious extremism, and youth
bulges will align to create a perfect storm for internal conflict in certain re-
gions. ... The open demonstration of nuclear capabilities by any state
would further discredit the current non-proliferation regime, cause a possi-
ble shift in the balance of power, and increase the risk of conflicts escalat-
ing into nuclear ones. Countries without nuclear weapons — especially in
the Middle East and Northeast Asia — might decide to seek them as it be-
comes clear that their neighbours and regional rivals are doing 50”8

We may characterise the proliferation problem today into threats driven
by underlying factors on both the demand and supply sides. These threats
should be matched systematically by appropriate solutions. This approach
is illustrated in Figures 2, 3 and 4.

2.2. DEMAND-SIDE THREATS

There is a cycle of problems that drive proliferation. A number of underly-
ing threat factors contribute to unstable international relations. The lack of
progress in revitalising and revising the Treaty on Non-proliferation of
Nuclear Weapons has hampered the development of enforceable interna-
tional rules. The stalled ‘Peace Process’ in the Middle East has kept sev-
eral governments in the region on a war footing and fed irregular militias
with recruits, financial support and sympathy. The Middle East is only one
of a number of regions where conflict exists. Internal instability appears to
be linked to socio-economic problems, notably to unemployment among
young men. The US 9/11 Commission’s Report recognised a link between
high birth rates and a high ratio of younger to older men to internal insta-
bility and the use of terrorist tactics.” These underlying factors may be
manifested in ideological terms (secessionism, a moral order for govern-
ment, nationalism, and such like).

Another powerful driver is economic insecurity. The UK Government
suggests “global economic inequalities are likely to increase and, with
them, political tensions” with Africa and the Middle East identified as “ur-
gent regional priorities” for poverty reduction and the promotion of sus-
tainable development. The paper goes on to note that:

8 US National Intelligence Council, Mapping the Global Future, Report of the NIC’s 2020 Project,
NIC 2004-13, December 2004, Executive Summary

® National Commission on Terrorist Attacks upon the United States (2005) Final Report, Chapters
2 and 12, Washington: US Government Printing Office.
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“The growth of young populations in North Africa, the Middle East,
Latin America and much of Asia will place strains on natural resources
and social stability. Greater awareness of wealth disparities, and frus-
tration at a lack of opportunities, may find expression in political or re-
ligious extremism as much as in campaigns for democracy and moder-
nity. This risk is pronounced in the Middle East, North Africa and
Central Asia.”"®
We may also cite the testimony of George Tenet, the former Director of
US Central Intelligence to the Senate in March 2004.
“Many factors play into the struggle to ... dry up the wellsprings
of disaffection ... More than half of the Middle East’s population
is under the age of 22. “Youth bulges’, or excessive numbers of
unemployed young people, are historical markers for increased
risk of political violence and recruitment to radical causes.”"’
Underpinning the common threats noted on both sides of the Atlantic are
the social and economic tensions in regions where there are few job oppor-
tunities for young people. In turn, this means that young people are unable
to start family life with hopes for their own futures, leading to social dislo-
cation and a tendency towards violence among young men. Such “well-
springs of disaffection” are a foundation for radical responses and recruit-
ment. Though the demographic situation in the FSU differs from that in the
Middle East, there is widespread unemployment and under-employment
and low incomes in much of the FSU, and many symptoms of social stress
are apparent. We need to target the channels that permit the underlying
threat factors to be realised as opportunities to:

« influence state policy through terrorism; or,

 profit from inadequate state controls, arising from the existence of
‘state within a state’ and/or from corruption within government.

The jihadi movement is believed to have sought materials and expertise for
the development of weapons of mass destruction. This may include radio-
active materials for a so-called ‘dirty bomb’. The informal network of as
many as 111 “associated entities”, commonly known as al-Qaeda (‘the
Base’), apparently investigated the use of nuclear materials.'”®> However

' UK Government, “UK International Priorities: A Strategy for the FCO”, December 2003, Cm
6052, Chapter 2 “The World in the Next Ten Years”.

" Testimony of the Director of Central Intelligence, George J Tenet, before the Senate Armed Ser-
vices Committee on 9 March 2004.from www.cia.gov/cia/public affairs/speeches/2004/
tenet_testimony

Osama bin Laden funded and organised four training camps for men wishing to practice jihad in
Afghanistan; these camps and others were referred to as the Base (al-Qaeda). It is estimated that be-
tween 70 to 100 000 young men had passed through these by late 2001, although not all received guer-
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the evidence for jihadi interest in WMD is not conclusive. An American
commentator has asserted that:
“Bin Laden and his al-Qaeda terrorist network have made their de-
sire for nuclear weapons for use against the United States and its
allies explicit, by both word and deed. Bin Laden has called the
acquisition of WMD a ‘religious duty’.”"®
It should be noted that this citation is a selective amalgam of statements.
On 11 May 1998, three days after India conducted its nuclear test, Osama
bin Laden said “we call upon the Muslim nation and Pakistan — its army in
particular — to prepare for the jihad. This should include a nuclear force”.
This statement goes no further than indicating that bin Laden advocated
Pakistan’s nuclear armament. However, searches in Afghanistan after the
overthrow of the so-called Taliban government in late 2001, showed that
irregular fighters had been instructed in the preparations for a ‘dirty
bomb’, or radiological dispersal device. Pakistani intelligence told the
Washington Post that Pakistani nuclear scientists held discussions with bin
Laden and others in August 2001 in Kabul. Allegedly bin Laden claimed
to have acquired radiological materials from the Islamic Movement of Uz-
bekistan. The al-Watan al-Arabi magazine reported in November 1998
that bin Laden offered Chechen bandits $30M in opium in exchange for
nuclear warheads and had claimed that a team of five nuclear scientists had
been assembled from Turkmenistan, led by an Arab who had worked on
the Iraqi nuclear programme.14

rilla training. The International Institute for Strategic Studies estimates that “al-Qaeda and its affiliates
are now 18 000 strong”. See “Al-Qaeda outsmarts sanctions, says UN”, Stephen Fidler, Financial
Times, August 28, 2004; “The west is mired in a losing battle”, Anthony Cordesman, Financial Times,
July 22, 2004and Rohan Gunaratna, 2002, Inside Al Qaeda: Global Network of Terror, London: C
Hurst & Co.

13 “Securing the Bomb, An Agenda for Action,” by Matthew Bunn and Anthony Wier,

Project on Managing the Atom, Belfer Centre, Harvard University, June 2004. The bin laden quota-
tion is cited in Rohan Gunaratna, 2002, Inside Al Qaeda: Global Network of Terror, London: C Hurst
& Co: p.49. Bin Laden repeated this in an interview with Time Magazine published December 24,
1998.

" “Al-Qaeda’s quixotic quest to go nuclear”, David Albright, Asia Times, November 22, 2002;
“WMD Terrorism and Usama bin Laden”, Kimberly McCloud and Matthew Osborne, CNS Reports,
November 20, 2001.
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Figure 3. Responses to Proliferation Threats

There is sufficient evidence of interest by irregular fighters in acquiring
WMD-related devices, notwithstanding the difficulty in substantiating the
assertions of intelligence services. Given that Russia faces an insurgency
in parts of the North Caucasus, centred on Chechnya, which has involved
Jihadi fighters in acts of terrorism, the security of FSU nuclear installations
and know how is a high priority.

Figure 4. Responding to Threats Systematically
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The complex inter-relation of threat factors calls for an integrated pol-
icy on the part of the member states of the Global Partnership and the in-
ternational community. Responding to the threats will involve a mix of di-
plomacy and enforcement of international treaties, along with effective
national and international policing and bringing criminals to justice. We
have outlined the threats and appropriate responses into a logical frame-
work matrix, in Table 2.

TABLE 2. Logical Framework for CNCP Programme Rationale

IWider Objectives Indicators of Objectively Verifiable Indi- |Assumptions and
(Goal) Achievement cators Risks
(Impact)

[To reduce the threat to the UK
from the proliferation of weap-
ons of mass destruction, their
associated technology and ex-
pertise.

[Cessation and wind-
ling-up of new WMD
development.
ICurbing of illicit ex-
changes of informa-
tion and materials be-
tween WMD
possessor states and
other (proliferator)
states and irregular
forces, including in-
termediaries.
International inspec-
tion regimes are in
place and functioning
in all states.

Impact assessment by HMG
as reported in FCO Annual
Reports.

Intelligence and
pen-source in-
fformation is genu-
ine and complete.
Global Partnership|
against weapons
and materials of
Imass destruction
Iproves to be an ef-
fective structure.
JUN agencies, in-
cluding IAEA, are
leffective.

[Top level political
support for
lcounter-
proliferation con-
tinues.

Specific Objectives
(Purpose)

Indicators of
Achievement
(Impact)

Objectively Verifiable Indi-
cators

[ Assumptions

To undertake programmes of
international co-operation to:
address the proliferation of
'WMD and disarmament;
counter terrorism; and,
improve the safety and security
of sites using sensitive tech-
nologies.

[Knowledge and ex-
pertise is confined to
authorised institu-
tions and personnel
within WMD posses-
sor states and the re-
sponsible inspection
agencies of the inter-
national community.
[Materials are ac-
counted for and con-
trolled at authorised
sites and during tran-
sit.

[The provisions of the
INPT and the CWC
relating to disarma-
ment are respected by

all signatories.

[ndicators of illicit traffick-
ling and proliferation pro-
vided by UN agencies (e.g.
IAEA, OPCW) and by na-
tional governments, includ-
ing:

ithe CIA and,

[FCO

Specific to the
[Programme

The Global Part-
nership is ade-
quately resourced
by the G-8;

[UN agencies are
adequately re-
sourced by the
Imember states;
IWider Interna-
tional Context
Regional conflicts
are addressed, es-
pecially those in-
volving Israel-
Palestine and In-
dia-Pakistan.

[The Transatlantic
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[No illegal use of Partnership and
'WMD designs or ma- the enhanced co-

terials occurs.

operation between
the EU and Japan
operate effectively
and address secu-
rity issues com-
prehensively;
Strategic partner-
ships between the
EU and Russia,
India and China
strengthen through
dialogue and co-
operation over
common security
concerns.
International po-
lice co-operation
is strengthened
and enhanced.
International de-
velopment co-
operation and as-
sistance tackle
“the wellsprings
of disaffection” in
developing coun-
tries.

[Form of the Threat

IDrivers

[Response Measures

Risks

Supply Side of Proliferation

[Transfer of expertise and/or
materials from a WMD posses-
sor state:

Global or regional in-
security.
IDeep-rooted social
conflicts remain un-
resolved.

Ensure that the UK obtains
timely and accurate intelli-
gence.

Intelligence as-
sessments are dis-
torted by uncer-
tainty associated
with its collection
or through the ap-
plication of ill-
suited models to
its analysis.

[Authorised transfer

[To secure or
strengthen an alliance
of states

[To counter a per-
ceived threat from a
ithird party

[To inflict deadly
lharm on a third party

[Diplomacy to defuse and re-
solve inter-state conflicts.
[Terrorism is defined and
outlawed internationally.
[The UN system enforces in-
ternational law, universal
principles of natural justice
and treaty obligations with
leconomic and cultural sanc-
tions.

[Pre-emptive attack by a
threatened state if the UN
Security Council fails to re-
solve the matter.

Global inequali-
ties in power and
ealth undermine
the search for in-
ter-state consen-
sus, so too little is
done too late.
‘Rogue states’
manipulate the in-
ternational system
to their advantage.
‘Great Powers’
fail to observe in-
ternational law
and their treaty
obligations (prob-

lem of ‘double
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standards’).

[Unauthorised transfer

[Breakdown of state
administration and
executive agencies
linto uncontrolled
‘baronies’.
Subversion of state
ladministration and
lexecutive agencies to
unconstitutional ends.

[Define internationally rec-
ognised standards of good
lgovernance (including re-
spect for basic rights, de-
Imocratic control and ac-
countability of the executive
land military, and judicial
lautonomy).

[Multilateral diplomacy with
Ineighbouring states to patrol
borders, smuggling, deal

ith cross-border insurgents,|
etc.

Peer pressure from other
states in the same regional
association to encourage
|lgood governance and the
rule of law.

[Promotion of national cohe-
sion, human rights and de-
mocracy in trade and devel-
lopment co-operation.
Sanction and interception of
materials that might have a
[dual-use related to WMD
[development.

[Entrenched re-
gimes are not sus-
ceptible to exter-
Inal pressure
because their re-
sources are crimi-
Inal in origin (e.g.
[drugs, diamonds,
linternal coercion
by thugs, etc.).
‘Failed states’ are
protected by the
lcode of non-
lintervention in the
linternal affairs of
other states.

IDemand Side of Proliferation

[Acquisition of expertise and/or
materials from a WMD posses-
sor state by:

Global or regional in-
security.

Deep-rooted social
conflicts remain un-
resolved.

|As above for the supplier
side governments.
[Promotion of dialogue be-
tween communities, faiths
and civilisations.

[Extending equality of oppor-
tunity to end discrimination.
[Promoting economic and so-
cial development through fi-
nancial aid and technical as-
sistance.

The parties to the
conflicts are not
ready to compro-
mise.

Timing problems
may mean that
development pro-
lgrammes, which
Ibring benefits in
the long-term, fail
to improve the
situation of the
lgroups experienc-
ing discrimination
or economic mar-
ginalisation.
Short-term subsi-
dies may be
needed to bridge
this gap between
immediate socio-
leconomic prob-
lems and long-
term market-based,|
development.

A proliferator state; through:

IAs for the drivers on

ithe supplier side (see
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above).

[Espionage:

By gaining access to the estab-
lishment

By recruitment of staff

By remote means (e.g. hacking
into the IT system)

[Lax internal security
and corruption at a
IWMD establishment
or facilities with as-
sociated risks turns
lthe establishment into|
a magnet.

[Physical security measures
(fences, gates, CCTV, etc.)
with well-motivated and dis-
ciplined guards.

System of passes to regulate
personnel and visitors to the
lestablishment.

[Encourage a culture of loy-
alty and vigilance to the
state.

Carry out background
Ichecks on recruits and at
specified stages in an em-
Iployee’s career.

IDiscourage corruption.
Counter-intelligence opera-
tions and surveillance of
lcommunications in/out of
ithe establishment.

It is more difficult
to vet temporary
lemployees and
sub-contracted
personnel.

Theft:

[From the establishment
[While in transit

[Through electronic means

As above.

Transport is a recog-
nised weak link in an
otherwise secure ma-
terial processing cy-
cle.

IT developments per-
mit the download of
huge amounts of
data.

[Encourage a culture of loy-
alty and vigilance within
each company that handles
sensitive information and/or
materials.

[Ensure that management
systems provide for verifica-
tion and delimit discretion.

It is more difficult
to vet temporary
employees and
sub-contracted
[personnel.

IDefection or subversion of a
[IWMD specialist:

[For mercenary motives

[For ideological motives

[For personal motives (dissatis-
faction, revenge)

IAs a result of a personality dis-
order or mental illness

[From coercion (e.g. family is
held hostage)

IEmployment insecu-
rity or inadequate pay
can undermine mo-
rale.

[Redundant employ-
ees can feel betrayed
and under stress as a
failed ‘bread-winner’
for their family.

[The breakdown of a
lcommunity formerly
dedicated to a single
main employer weak-
lens neighbourly ties
and can isolate

easier for an em-
Iployee to be targeted
by a gang.

Ensure that there is a well-
understood career structure
that rewards good perform-
ance and loyalty fairly and at
market rates.

Careful planning of person-
nel retrenchment that takes
account of individual cir-
cumstances and career op-
tions.

Careful planning of the re-
structuring of the establish-
ment that will build up man-
agement capability to take
advantage of a wider set of

lhouseholds, making itfbusiness opportunities.

Mitigation measures are im-
plemented to address the so-
cial consequences of restruc-
turing at the
company/establishment level
and the local employment
area level.

[Encourage reconversion

A bureaucratic or-
ganisation may be
less able to seize
market opportuni-
ties. But there is
also a risk that the
government at-
tempts too large a
transformation at
the same time: re-
trench employ-
ment to rationalise
the defence estab-
lishment and to
eorient the or-
ganisation along
market lines.
Careful sequenc-
ing of the changes
will reduce the
unsettling impact
on the personnel.
[Trust can be lost

through a single
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partnerships between local
actors to diversify the eco-
nomic base.

incident and re-
lgaining this may
be difficult. Good
practice among
companies recog-
nises that the em-
ployees and com-
unity are key
stakeholders in the
business and con-
sultation with em-
ployee representa-
tives and local
|governments is
important when
Imajor change is
being considered.

black market:
By sale
By subterfuge

Purchase from an intermediary/

[Profit motive: a
criminal organisation
Imay find one-off
trades in sensitive
Imaterials or designs
lucrative.

A sub-contractor to a
related industry may
circumvent dual-use
rules for gain.

lAn agent may ma-
nipulate a criminal
lgang to rob a vehicle
or site where sensi-
tive materials or de-
signs are available.

Careful selection of sub-
contractors.

[Encourage fair business
dealing and discourage cor-
ruption.

Intelligence operations and
surveillance of communica-
tions in/out of the establish-
ment.

An irregular force; through:

A group sees an
armed liberation
struggle as the only
avenue to redress per-|
ceived discrimination
from the state or
[dominant group.
Attacks on the state
and the people are
seen as legitimate
means to pressurise
for political change
(i.e. terrorism).

[Tackle the “wellsprings of
disaffection” through:
Promotion of dialogue be-
tween communities, faiths
land civilisations.

Extending equality of oppor-
tunity to end discrimination.
[Promotion of economic and
social development through
financial aid and technical
assistance.

The parties to the
conflicts are not
ready to compro-
mise.

Timing problems
may mean that
development pro-
grammes, which
bring benefits in
the long-term, fail
to improve the
situation of the
groups experienc-
ing discrimination
or economic mar-
ginalisation.
Short-term subsi-
dies may be
needed to bridge
this gap between
immediate socio-
leconomic prob-

lems and long-
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term market-based
development

IAs above; and,

[nfiltration of an establishment

The establishment is
itself the target, per-
lhaps because it is
seen as a danger to
the surrounding
community.

Physical security measures
(fences, gates, CCTV, etc.)
with well-motivated and dis-
ciplined guards.

System of passes to regulate
personnel and visitors to the
establishment.

The guards must
be able to distin-
guish between
protestors and ter-
rorists at sensitive
establishments.

JAttack on an establishment

[The establishment is
itself the target, be-
cause once in control
the irregular force
can threaten to en-
danger the surround-
ing community or
execute the staff.

As above.

[Armed guards and back-up
police force with counter-
terrorist training.

A crisis management plan
must be agreed and regularly
updated and tested with the
local authorities.

2.3. SUPPLY-SIDE THREATS

On the ‘supply side’ of the proliferation problem we find the sources of
WMD expertise and production capacity. Factors like employee dissatis-
faction are indirect threats that can be exploited to undermine loyalty and
security at a sensitive establishment. Corrupted government officials or
subversive groups can take advantage of weaknesses in the bond between
employer and employee. Low morale may undermine vigilance or encour-
age standards of work or reporting.

Such weaknesses may in turn manifest themselves as direct threats, in-
cluding the:

« Defection of design teams;
« Unauthorised transfer of technology, perhaps using electronic means;
« Dissemination of know how to unauthorised recipients or researchers;

« Theft of nuclear and radiological materials from the site.

Russia’s Closed Nuclear Cities contain people with all of the skills
needed to develop a nuclear weapons programme. About 40 000 hold cer-
tificates of higher education, and many are engaged in work such as stor-
ing and processing enriched nuclear power plant fuel, which could be ex-
perience potentially of service to a proliferator. The number of specialists
with proliferation sensitive knowledge is not known, but the US-based Nu-
clear Threat Initiative think tank cites as credible estimates of up to 3 000
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individuals from the FSU who could design a bomb or make a major con-
tribution to doing so, and between 10 to 15 000 people who have at least
some knowledge that could be critical for a weapons development pro-
gramme." Information is not necessarily available on the ultimate destina-
tion of scientists and engineers who go abroad, but it is known that:

« a group of scientists from a weapons design centre in the Urals were ar-
rested before they boarded a plane to North Korea in 1992;'

« some 40 nuclear weapons specialists emigrated to Israel in the 1990s;"”

o it is also possible that three nuclear weapons scientists who disap-
peared following a foiled attempt by Taliban representatives to recruit
a Russian nuclear specialist in 2000 may have gone to Afghanistan.18

These examples relate to the 1990s. Nonetheless the overall internal threat
profile amongst FSU scientists still remains a concern. The people of Rus-
sia’s Closed Nuclear Cities and at the nuclear physics institutes within the
FSU have adapted as best they can to their changing circumstances, seiz-
ing such opportunities as exist, but their financial circumstances are diffi-
cult. For the most part, scientists, and especially technicians, receive low
wages vis-a-vis their Western counterparts. Some may not have much
meaningful work because research contracts from the state have been re-
duced. Their pension prospects are poor, with many state pensions set at
just above the poverty line in FSU countries. Their employing institutions
often lack the capacity to support career development in the more competi-
tive business environment.

Weapons establishments throughout Russia and the FSU are operating
under difficult economic conditions, appear to have security weaknesses
when measured against international standards, and remain vulnerable to a
variety of proliferation threats. To be sure, not all is perfect in the UK, or
US, either. For example, there was a serious discrepancy in the USA,
where more than 100 kilos of enriched uranium was discovered to be miss-
ing some years ago (allegedly stolen by the Israelis for their secret weap-
ons programme). Most recently it was reported that a group of scientists in
South Korea had undertaken an experiment to enrich uranium, which had
been reported to the IAEA." But the FSU countries face a particular chal-

'® Matthew Bunn and Anthony Weir (2005) Securing the Bomb 2005: The new global imperatives,
Nuclear Threat Initiative, p. 50.

'8 Jane’s Defence Weekly, quoted on www.uralpolit.ru

"7 Yevgeni Bovkun, Izvestia, 19 October 1992.

'8 See www.nti.org

19 “South Koreans Way Secret Work Refined Uranium”, David Sanger and William Board, The
New York Times, September 3, 2004.
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lenge in that whilst the Cold War military-industrial complex was a drain
upon the planned economy, it is now an unsustainable burden upon the
market economy. Restructuring the complex through rationalisation of the
facilities and conversion of the redundant people and companies is in itself
a major undertaking. According to the most recent estimates from RosA-
tom, about 12 000 job losses are anticipated inn the next few years. Neither
Russia, nor the other FSU countries, which renounced nuclear weaponry
on gaining independence, can afford to safely and securely decommission
and convert the complex in this transition period without international as-
sistance.

Rationalisation of the nuclear weapons complex is inevitable. During
the Cold War it made sense to duplicate facilities to ensure that the com-
plex could survive an attack. Such robustness no longer makes sense.
Moreover, the conversion of research and production capacity to civilian
uses will assist Russia’s goal to become a competitive knowledge-based
economy. Thus, the conversion of defence-related facilities to civil market-
oriented activities is the most appropriate response to the problem. There is
a need to avoid a disruptive or unfair process of making personnel redun-
dant. Affected personnel should have access to alternative means through
which to secure their livelihood and career development. Loyalty cannot
be bought — it must be earned — and is easily lost by failing to provide de-
cent treatment during a period of change.

Another answer is to update the material control and accountancy sys-
tem through the introduction of Western computerised systems. Although
large strides have been made to modernise materials security in the CNCs
much has still to be done. Only a quarter of Russia's nuclear materials
stores had undergone comprehensive security upgrades by 2004. A decline
in the number of reported thefts of uranium and plutonium (against a rising
trend for thefts of radioactive medical and industrial materials) suggests
that these steps are proving effective. However, the window of vulnerabil-
ity for the most dangerous materials will remain open until the upgrade
programme is complete in approximately ten years time. In any case such
systems depend upon the capability of the operating personnel, which is
affected by the morale and motivation issues already mentioned.

3. Methodology and instruments

Over the next few years, RosAtom plans large cutbacks in staff, while
steps to up grade security systems in the Closed Nuclear Cities will be still
incomplete. Funding research through the International Science and Tech-
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nology Centre will no longer be an answer, as the people involved will
have left the facilities. Creating the basis for on-going civil sector business
development in the CNCs is the only available instrument for preventing a
second crisis, with all that that could entail in terms of the threat of nuclear
proliferation. The Russian Government has a conversion programme, but
RosAtom and its associated institutions in the CNCs have found it difficult
to attract sufficient investment. CNCP is thus playing an important role
here.

The threat of expertise proliferation from within Russia’s CNCs is po-
tential, rather than imminent. High levels of integrity and loyalty among
the personnel and the physical security barriers and restrictions on their
movements have generally proved effective. But the evidence on both the
supply and demand sides, summarised in this paper, indicates that interna-
tional support to encourage diversification into peaceful technologies and
civil employment will remain necessary over the coming years. A 2003 US
study indicates that Russian scientists receiving a Western grant were half
as likely as their non-funded counterparts to consider moving to North Ko-
rea, Syria, Iran or Iraq, but that overall 21 percent would consider accept-
ing such an offer.”

The CNCP will, throughout the duration of the Global Partnership up
to 2013, seek to make a real and measurable contribution to reducing the
proliferation threat posed by the restructuring of Russia’s closed nuclear
cities and by relevant nuclear establishments in the FSU. It will do so by:

o creating a significant and material number of lasting, non-weapons jobs
for those made redundant, or to be made redundant from the nuclear
weapons complex and relevant nuclear establishments in the remaining
FSU countries;

 creating a sustainable capacity and capability for diversification and
commercialisation with the programme’s partners.
Specifically, CNCP aims to:
 Generate lasting, non-weapons related employment for scientists, engi-

neers and technicians with proliferation sensitive expertise;

o Develop opportunities to commercialise products and services from
scientific institutions in the Closed Nuclear Cities in conjunction with
UK and other international partners;

® Bureau of Non-proliferation of the US Department of State, 1 September 2004, on
www.state.gov/t/np
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« Develop market oriented business skills among the scientists, engineers
and technicians.

« Promote local economic development in the Closed Nuclear Cities.

The programme started its activities in late 2002. The objectively veri-
fiable indicators for CNCP are the numbers of new jobs coming into being,
of which no less than 55 percent must be filled by former employees of the
nuclear weapons complex. At the time of writing, CNCP is one-third of its
way through its programme.

As an initial step in evaluating potential grant projects, CNCP under-
took technology audits of organisations in Seversk, Snezhinsk, Ozersk,
Novouralsk and Zheleznogorsk. These technology audits led to the identi-
fication of a number of grant projects that support job creation in the
closed nuclear cities and promote development of new, commercially vi-
able technologies. The grants are usually used to purchase machinery and
equipment, often from Western suppliers, for personnel training, or to de-
fray the cost of repaying commercial investment loans.

There is a two-phase process for project evaluation, selection and fund-
ing. Proposals are first made to the UK Steering Group to fund initial
business plan development and market research. After the findings are re-
ported to the Steering Group, second phase funding is considered. First
stage requests are typically under £GB 30 000 and second stage requests
can be up to approximately £GB 200 000. A balanced portfolio of projects
that include both mainstream manufacturing and services and high tech-
nology businesses has been developed. A project supervisor, usually hav-
ing experience in business and the relevant technology, is employed by the
Programme Managers (HTSPE Ltd) oversees the development and imple-
mentation of projects. Projects and activities are tailored specifically to the
needs of each Closed Nuclear City.

Some of the projects are proposed by the nuclear weapons establish-
ments themselves to diversify their activities into civilian directions or by
spin-off companies from the establishment. Other beneficiaries are small
and medium-sized enterprises (SMEs) based in the CNC (but outside the
nuclear weapons establishment) that are starting up production or investing
for expansion.

4. Achievements to date

Thus far, CNCP has provided grants for 20 projects, representing a funding
commitment of nearly three million pounds sterling (€ 4.5M), with up to
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Figure 5. Analysis of UK-RF CNCP funded Investment Project

640 associated jobs anticipated in the business plans prepared by the re-
cipients. Figure 5 shows the make-up of the projects and their contribution
to job creation.

Investment co-funded by CNCP has generated over 140 actual new
jobs, so far. By the end of financial year 2005-06, the Programme Manag-
ers will have implemented or completed 50 commercialisation and invest-
ment projects in five of the ten closed nuclear cities. Business training cen-
tres will be operating in three closed nuclear cities, providing courses
based upon Open University programmes, and a new MBA programme
aimed at technologists. A young entrepreneur scheme is planned. Deter-
mined efforts are being made to broker commercial partnerships or joint
ventures between UK companies and Russian enterprises.

CNCP will also aim to consolidate local economic development activi-
ties, based around the new business development agency in Seversk.

The value of the CNCP programmes in Russia is about £GB 4.5 mil-
lion a year in total, of which investment grants are approximately £GB 2.5
million a year. When compared to a government programme for economic
development or industrial conversion these are relatively small expendi-
tures. For example, the DTI spent £GB 2.6 billion in 2003/04 on enterprise
and economic development.?! Of this, over £GB 100 M went towards Re-
gional Selective Assistance and £GB 50 M for Enterprise Grants from
SMEs. The US Economic Development Administration spent about
$US 100 M a year on defence adjustment grants between 1991 and 1997.%

2 DTL Departmental Report 2005, Annex A9, p. 179.
2 us Department of Commerce (1999) Economic Development Administration: Defense Adjust-
ment Assistance Program is Well Focussed, Audit Report No. DEN-9806-9-0001, p.2.
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The Programme managers have benchmarked the results achieved by
CNCP so far against comparable measures. CNCP has only one exact
comparator, the US Nuclear Cities Initiative. US NCI undertakes similar
projects in several of the same Closed Nuclear Cities in Russia. The Initia-
tive has created jobs in Sarov and Zheleznogorsk at a cost of around
$US 6 000/job. Figures for the last 5 years in Sarov indicate that 300 jobs
were created from investments of $US 2.5 M, which is equivalent to
$US 8 330/job, or 0.8 jobs per $US 10 000 invested. The US NCI operates
a “criterion” of $US 10 000 to $15 000/job in assessing projects.*®

It is more problematic to compare economic development and conver-
sion programmes across countries. A common feature of this type of pro-
gramme is that they seek to provide incentives to firms and entrepreneurs
to invest in a business that will absorb redundant employees. The key to

success is to pitch the incentives at just the right level to entice the entre-
preneur and his or her investors into locating and recruiting as desired,
without ‘over-paying’, and thus wasting public funds. What may motivate
an entrepreneur in the EU or USA may not be the same in Russia.

In practice, the level of incentive is tested through experience. Eco-
nomic development professionals gain a feel for what is needed from suc-
cessive negotiations with applicant companies. Their knowledge is re-
flected in the maximum permissible values for ‘cost per job’ specified in
the conditions for making the grant. In the UK, the DTI has specified this
at about £GB 4 000/job, though higher amounts, of up to £GB 17 000/job,
may be warranted depending on the quality of the jobs.?*

That said, the make-up of the schemes differs. The DTI recognise that
its business support programmes are not the only source of subsidy for
companies. For example, training grants are available and the local au-
thorities or regional development agencies may provide infrastructure and
premises. This is also reflected in the £GB 4 000/job figure, which would
be larger if all the programmes were rolled up into a single grant.

Experience shows that the overall cost to the public purse of incentives
to foreign direct investors was £GB 8 910/job in Scotland for the period
1991 to 1995.2° It should be noted that only 74 percent of the jobs were
‘new jobs’, with the remainder being ‘safeguarded jobs’. If these latter jobs

2 Information given on 5 October 2004 at a US-Russian seminar held at Pacific Northwest National
Laboratory, Hanford, Washington State, USA.
24 . . .
For Regional Selective Assistance.
% Scottish Office (1998) Memorandum to the Select Committee on Scottish Affairs of the UK Par-
liament, Annex E (www.publications.parliament.uk/pa/cm199798/cmselect/cmscotaf/698-

i/69814.htm).
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are disregarded, then the overall cost rises to £GB 12 040/job. In Wales,
the National Economic Development Strategy states that “based on em-
pirical data, an average net cost per job created is approximately
£GB 17 5002

For the EU structural programmes, it has not been easy to find informa-
tion. However, the European Commission told a conference on investment
in 2001 that “the cost of creating one new job through ... regional aid [is]
some € 16 000”2

In the USA, Rutgers University evaluated the Department of Com-
merce’s Economic Development Administration (EDA) Defence Adjust-
ment Programme for the years 1992 to 1995. This study concluded that the
construction projects cost the EDA $US 8 052/job, and $US 12 045/job if
all sources of funding were included.?® The main activity in response to
military base closures and rationalisation involved to re-use of sites for in-
dustry, so construction projects were an important feature of defence con-
version.

Lastly, we consider the Canadian Industrial Research Assistance Pro-
gramme (IRAP). The National Research Council of Canada evaluated the
performance of Technology and Advisory Services and the Non-
Repayable Contributions to SMEs for R&D for the period 1996 to 2000.
The study estimated that the contribution from IRAP amounted to
$C 32 000/job (approximately $US 22 860/job).*

At this point, the investment grants from CNCP in Russia have
achieved a cost/job ratio of £GB 4 940 (about € 7 060). This is equivalent
to 0.7 jobs per € 10 000 invested. These results are therefore in line with
good practice, suggesting that CNCP is a cost-effective programme.

The impact of CNCP is more difficult to estimate. Assuming a high
side estimate of 20 000 personnel with sensitive expertise, representing
about 15 percent of all CNC weapons complex employees, implies that
around 3 000 new jobs for such proliferation sensitive staff must be cre-
ated in order to cope with a possible 20 000 redundancies up to 2012. Only
a proportion of the redundancies will involve personnel with proliferation
sensitive knowledge, and some of these can be expected to retire in any

% National Assembly for Wales (2001) A Winning Wales: the national Economic development
Strategy of the Welsh Assembly Government, Implementation
(www.wales.gov.uk/themesbudgetandstrategic/contents/neds/consultation)

& Speech by Mr Heinz Zourek, Deputy Director-General for Enterprise, European Commission, to
the EU-Japan Investment Symposium, Tokyo, on 11 December 2001 (http://jpn.cec.eu.int/PHP).

% Center for Urban Policy Research  (http//policy.rutgers.edu/cupr/projectedaevaluation/

defeseadjustment.htm)

% National Research Council website: www.nre-cnrc.ge.ca/aboutUs/audit_irap_e.html.
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case. If CNCP can stimulate around 1 000 posts for former weapons per-
sonnel, it will have made substantial inroads into reducing the problem. At
current levels of UK Government funding, such an aspiration is quite fea-
sible.

5. Exit strategy

The fundamental rationale for the UK Programme addressing the nuclear
legacy in the FSU countries arises from the collapse of the Soviet economy
on its adoption of the market mechanism. No one expected such a precipi-
tate decline in industrial production and incomes, but the result was that
the successor states were left with a legacy they could not afford to man-
age safely and securely. The FSU’s nuclear legacy became an international
problem because the FSU countries lacked the managerial and fiscal re-
sources to:

« Initiate and manage a controlled rationalisation of the nuclear weapons
complex;

« Undertake environmental clean up;

« Invest in improvements in the safety and security of nuclear installa-
tions.

Therefore, the rationale for the assistance offered by the UK, and its part-
ners, expires once the Russian government is in a position to pay its own
bills. This depends on making a success of the transition, and in translating
economic development and growth into jobs, social security and environ-
mental protection.

The CNCP will have achieved its mission when the inhabitants of the
closed nuclear cities see that there are systematic measures in place to
overcome the adverse social consequences of defence rationalisation
through local economic development and business support for job creation
in alternative civil activities. As such, measuring the general confidence of
the inhabitants, decision-makers and investors in their future prospects will
be a key indicator of CNCP’s wider impact.

6. Conclusions

In a world characterised by complexity and decentralised power it has not
been possible to fulfil the aims of the 1970 Non-proliferation Treaty of un-
dertaking effective nuclear disarmament. Nor has it proved possible to re-
solve conflicts peaceably within the terms of the UN Charter. As a result,
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the proliferation of WMD technology and sensitive materials has emerged
as one of the most worrisome threats facing the international community.

These issues emerged in the context of the transformation and break-up
of the Soviet Union in the 1990s. Its nuclear legacy posed a considerable
management and security challenge as national income in the FSU fell.
The international community responded with technical and financial assis-
tance to the FSU successor states. Moreover, Russia faced a number of se-
cessionist movements, some of which resorted to terrorism. Recent events
have demonstrated the readiness of some groups, including Chechen guer-
rillas with jihadi links, to inflict mass murder.

This paper has set out a framework for conceptualising the socio-
economic and ideological factors that contribute to national and global in-
security. In turn, we may view certain state and non-state actors as oppor-
tunist agents of proliferation. If democratic and judicial structures for ac-
countability are undermined by corruption or capture by a ‘state within the
state’, we have seen nation states embark upon the development of interna-
tionally prohibited weapons of mass destruction. Non-state actors includ-
ing irregular forces view the acquisition of WMD as an opportunity for ter-
rorism to exert asymmetric power.

The schematics presented illustrate a cycle of threats and institutional
weaknesses that need to be addressed systematically if nuclear or other
sensitive facilities are to be rendered secure. Targeted measures must be
adopted to ensure that organisational change or the rationalisation of ac-
tivities does not undermine the relationship between employer and em-
ployee in sensitive establishments. Loyalty and vigilance are relatively
easy to undermine where there is low morale and poor motivation. Redi-
rection programmes, encompassing the facilitation of job creation in civil-
ian activities and career development are targeted measures appropriate to
the potential threat.
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Abstract: The purpose of this paper is twofold: firstly, to summarize objectives
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Physical Protection of Nuclear Material; and, secondly, to discuss
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1. Introduction

The Convention on the Physical Protection of Nuclear Material ("Convention"
or "CPPNM") is one of the universal instruments related to the prevention and
suppression of international terrorism. Drafted in the 1970s, adopted at Vienna,
Austria, on 26 October 1979, and opened for signature on 3 March 1980, the
CPPNM is of limited scope, with physical protection obligations covering only
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nuclear material used for peaceful purposes while in international nuclear
transport (and storage incidental to such transport).'

By the early 1990s, only a few years after the Convention's entry into force
on 8 February 1987, international concerns began to rise over illicit trafficking
in nuclear material, the potential for malevolent use of such material, and the
adequacy of the CPPNM to effectively address those concerns. In 1998, the
U.S. Government undertook an initiative to gain amendment of the Convention.
In response, International Atomic Energy Agency ("[AEA") Director General
ElBaradei convened a series of open-ended expert meetings that began in
November 1999 to consider the question of whether the CPPNM should be
amended. The expert meetings concluded in March 2003 with
recommendations on a set of possible amendments to the Convention. The
recommendations provided the basis for proposed amendments to the CPPNM
that were considered at a diplomatic conference of CPPNM parties that met at
the TAEA, 4-8 July 2005. Eighty-nine Parties to the CPPNM and twenty-one
non-Party observers attended the Conference.” The conference reached
consensus on July 8 and adopted an Amendment that, once it enters into force,3

! Physical protection obligations under the 1979 Convention apply to nuclear material used for peaceful
purposes while in international nuclear transport (Article 2, paragraph 1) and while in storage incidental to
such transport (Annex I). “International nuclear transport” is defined in Article 1 to mean “the carriage of a
consignment of nuclear material by any means of transportation intended to go beyond the territory of the
State where the shipment originates beginning with the departure from a facility of the shipper in that State
and ending with the arrival at a facility of the receiver within the State of ultimate destination.” The physical
protection obligations of Articles 3 and 4 and paragraph 3 of Article 5 that apply to nuclear material while in
international nuclear transport do not apply to nuclear material used for peaceful purposes while in domestic
use, storage and transport, with the exception of nuclear material during storage incidental to international
nuclear transport (Paragraph 2 of Article 2 and Annex I). Paragraph 3 of Article 2 makes clear that the
physical protection obligations applicable to nuclear material while in international nuclear transport do not
otherwise apply or affect “the sovereign rights of a State regarding the domestic use, storage and transport of
such material.”

2 CPPNM PARTIES PARTICIPATING IN THE CONFERENCE: Albania, Algeria, Argentina, Armenia,
Australia, Austria, Azerbaijan, Belarus, Belgium, Bolivia, Bosnia and Herzegovina, Brazil, Bulgaria, Burkina
Faso, Cameroon, Canada, Chile, China, Colombia, Croatia, Cuba, Cyprus, Czech Republic, Denmark,
Ecuador, Estonia, Finland, France, Germany, Greece, Guatemala, Honduras, Hungary, Iceland, India,
Indonesia, Ireland, Israel, Italy, Japan, Kenya, Republic of Korea, Kuwait, Latvia, Lebanon, Libya Arab
Jamahiriya, Liechtenstein, Lithuania, Luxembourg, Madagascar, Mali, Malta, Mexico, Monaco, Mongolia,
Morocco, Mozambique, Namibia, Netherlands, New Zealand, Nicaragua, Norway, Oman, Pakistan, Paraguay,
Peru, Philippines, Poland, Portugal, Republic of Moldova, Romania, Russian Federation, Senegal, Serbia and
Montenegro, Slovakia, Slovenia, Spain, Sudan, Sweden, Switzerland, The Former Yugoslav Republic of
Macedonia, Tunisia, Turkey, Turkmenistan, Ukraine, United Kingdom of Great Britain and Northern Ireland,
United States of America, Uruguay and the European Atomic Energy Community (EURATOM).

NON-PARTY OBSERVERS AT THE CONFERENCE: Cambodia, Egypt, Ethiopia, Haiti, Iran, Iraq,
Jordan, Kazakhstan, Malaysia, Myanmar, Nigeria, Saudi Arabia, South Africa, Syria, Venezuela, Yemen,
Zambia, Zimbabwe, the United Nations, the IAEA and League of Arab States.

* The Amendment will enter into force for a State Party to the CPPNM that deposits its instrument of
ratification, acceptance or approval of the Amendment on the thirtieth day after two-thirds of the States
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will significantly strengthen the 1979 Convention and the international regime
for the physical protection of nuclear material and nuclear facilities used for
peaceful purposes.”” Given the significance of the Amendment for global
improvement of physical protection, implementation of the Amendment seemed
an appropriate topic for this NATO Advanced Research Workshop on
“Countering Nuclear/Radiological Terrorism.” The Amendment's significance
can be understood by considering what constituted the international physical
protection regime at the time the amendment initiative began.

Given the narrow scope of the 1979 Convention, the international physical
protection regime, as a practical matter, has been grounded not so much in the

Parties deposit such instruments. Thereafter, the Amendment will enter into force for a State Party upon
deposit of its instrument of ratification, acceptance or approval of the Amendment with the depositary.

Text of the 1979 Convention and the 8 July 2005 Amendment to the 1979 Convention can be
downloaded from the IAEA website, WWW.iaea.org. From the IAEA “Home Page” select the link to the
"Publications” page. From the “Publications” page, select the link to the "IAEA Documents and
Conventions" page. From the “IAEA Documents and Conventions” page, select the link to the “International
Conventions and Legal Agreements" page. From that page, select the link to the "Convention on the Physical
Protection of Nuclear Material" page. Texts of both documents can be downloaded from the “Related
Resources” section of that webpage. In addition, the unofficial consolidated text of the Convention and
Amendment can be obtained via e-mail as described on the webpage. The negotiating history is discussed in
a series of six papers presented at the 2000 through 2005 Annual Meetings of the Institute of Nuclear
Materials Management. See references 1-6.

> The concept of " physical protection regime" is not defined in the Convention, the Amendment or in the
internationally accepted recommendations on the physical protection of nuclear material and nuclear facilities
that were published in the IAEA Information Circular ("INFCIRC") entitled, "The Physical Protection of
Nuclear Material and Nuclear Facilities," and popularly referred to as INFCIRC/225/Rev.4 (corr.). However,
what constitutes an appropriate physical protection regime can be inferred from consideration of the elements
of physical protection identified in those documents. For example, from consideration of Article 6 of the
Amendment, which adds new Article 2A to the Convention and which will be discussed below in greater
detail, the “physical protection regime” of a State would include the legislative and regulatory framework
governing the physical protection of the nuclear material and nuclear facilities used for peaceful purposes
under the jurisdiction of that State and the institutions and organizations within the State responsible for
developing, implementing and maintaining that framework, for taking other appropriate measures necessary
for the physical protection of such material and facilities, and for applying insofar as reasonable and
practicable twelve Fundamental Principles of Physical Protection. The institutional and organizational
components would include the components of the Government responsible for developing the legislative and
regulatory framework to govern physical protection, the State agencies responsible for carrying out the State’s
evaluation of the threat and assessing the potential impact of the threat on nuclear material and nuclear
facilities, the competent authorities designated to implement the legislative and regulatory framework
governing physical protection, the operators and other license holders and employees or contractors thereof
with physical protection responsibilities, and the components within the government, whether at the national
or local levels with responsibilities for effectively combating threats to nuclear material or nuclear facilities or
mitigating or minimizing the consequences thereof. The physical protection regime would also include the
hardware, procedural and design features implemented by each holder of a license or other authorizing
document regarding the physical protection of nuclear material and nuclear facilities under the jurisdiction of
the State. As used here, the term "international physical protection regime" refers to the physical protection
regimes of all States, taken collectively.
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Convention itself as in the recommendations in INFCIRC/225/Rev.4 (corr.).
Although widely followed, the recommendations are not legally binding. They
can be applied selectively, which has led to significant, country-to-country
variation in the measures taken to protect nuclear facilities and nuclear material
with similar characteristics. In contrast, the Amendment embodies new,
universally applicable international norms for the physical protection of nuclear
material used for peaceful purposes while in domestic use, storage and transport
and for the physical protection from sabotage of nuclear material and nuclear
facilities used for peaceful purposes. The existing norms in the CPPNM for the
physical protection of nuclear material used for peaceful purposes while in
international nuclear transport and storage incidental to such transport are
already in force for States Parties. Although the Amendment is not expected to
enter into force for a number of years, it is expected that some States will
decide to embrace the Amendment and the norms therein as a matter of policy,
pending its entry into force.® Thus, the Amendment's effects with respect to
strengthening the international physical protection regime are likely to be felt
before the Amendment enters into force.

Given that expectation, the primary objective of this paper is to identify the
essential institutional components of a State’s physical protection regime and,
for a State that contemplates embracing the Amendment's provisions, to discuss
how those components individually and collectively would contribute to
effectuating the purposes of the Amendment to the Convention as they relate to
achieving and maintaining effective physical protection of nuclear material and
nuclear facilities used for peaceful purposes. The paper continues with a brief
overview of the Amendment and then launches into a partial dissection of the
Amendment in the context of identifying the institutional components of
effective physical protection and their inter-relationships. Throughout, the
overarching theme of the paper is that effective physical protection of nuclear
material and nuclear facilities used for peaceful purposes demands effective
coordination among and integration of the institutional components of a State’s
physical protection regime.

© As of 2 September 2005, 115 States and EURATOM were Parties to the Convention. Reaching the point
where a State is ready to deposit its instrument of ratification, acceptance or approval with the depositary can
take several years and different States are likely to complete their internal processes at different times.



CONVENTION ON THE PHYSICAL PROTECTION 35

2. July 8, 2005 Amendment to the 1979 Convention

The Amendment to the 1979 Convention is intended to accomplish three
purposes (set forth in Article 4 of the Amendment, which would add a new
Article 1A to the Convention):

« to achieve and maintain worldwide effective physical protection of nuclear
material used for peaceful purposes and of nuclear facilities used for
peaceful purposes;

« to prevent and combat offences relating to such material and facilities
worldwide; and

« to facilitate co-operation among States Parties to those ends.

To effectuate these purposes, the Amendment extends the scope of the 1979
Convention to cover the physical protection of nuclear material used for
peaceful purposes while in domestic use, storage and transport and of nuclear
facilities used for peaceful purposes and establishes, among other things:

« new international norms for the physical protection of nuclear material and
nuclear facilities, including protection from sabotage of such material and
facilities (Article 6 of the Amendment, which would add a new Article 2A
to the Convention);

o strengthened obligations for cooperation among States Parties to the
Amendment on matters of physical protection (Article 7 of the Amendment,
which would replace the text of Article 5 of the Convention with new text),
for protection of the confidentiality of physical protection information
(Article 8 of the Amendment, which would replace the text of Article 6 of
the Convention with new text), and for the prosecution and extradition of
those committing offenses enumerated in the Amendment involving nuclear
material and nuclear facilities used for peaceful purposes (Article 10 of the
Amendment, which would add new Articles 11A and 11B to the
Convention); and

« new criminal offenses that must be made punishable offenses by each State
Party to the Amendment under the national law of that State Party (Article 9
of the Amendment, which would replace the text of paragraph 1 of Article 7
of the Convention with new text).

Accomplishing the Amendment’s purposes requires each State Party to the
Amendment to take “responsibility for the establishment, implementation and
maintenance of a physical protection regime within the State” (taken from new
text for paragraph 2 of Article 2 of the Convention as set forth in Article 5 of
the Amendment). In other words, in order to "achieve and maintain worldwide
effective physical protection,” to “prevent and combat offences ... worldwide”
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and to “facilitate co-operation among States Parties,” cooperation between and
among States and cooperation between and among the institutional components
of the physical protection regime within a State will be necessary.

The basic physical protection obligation set out in the Amendment is found
in paragraph 1 of new Article 2A to the Convention:

“Each State Party shall establish, implement and maintain an appropriate
physical protection regime applicable to nuclear material and nuclear
facilities under its jurisdiction, with the aim of: (a) protecting against theft
and other unlawful taking of nuclear material in use, storage and transport;
(b) ensuring the implementation of rapid and comprehensive measures to
locate and, where appropriate, recover missing or stolen nuclear material;
when the material is located outside its territory, that State Party shall act in
accordance with article 5 [of the Convention as amended]; (c) protecting
nuclear material and nuclear facilities against sabotage; and (d) mitigating
or minimizing the radiological consequences of sabotage.”

The basic physical protection obligation set forth above requires that the
threats specified in sub-paragraphs (a) and (c) be effectively combated and, in
the event that the threats materialize, that effective response measures, specified
in sub-paragraphs (b) and (d) be taken to prevent, mitigate or minimize
consequences. Such threats could be internal or external to the State or a
nuclear facility and could be directed against a nuclear facility or against
nuclear material at a fixed site or in transport or storage incidental to such
transport. As discussed in the next section, new Article 2A gives States some
direction as to what a State Party must do carry out its basic physical protection
obligation.

3. Identifying the threats against which nuclear material and nuclear
facilities must be protected

Before threats can be combated, they must be identified, described and
characterized. Fundamental Principle G of paragraph 3 of new Article 2A
makes clear that “the State’s physical protection should be based on the State’s
current evaluation of the threat.”’ Paragraph 1 of new Article 2A provides

7 Fundamental Principles of Physical Protection of Nuclear Material and Nuclear Facilities are set forth in
paragraph 3 of new Article 2A. They were developed during the IAEA-sponsored expert meetings to
consider the question of whether the CPPNM should be amended. Largely extracted from
INFCIRC/225/Rev.4 (corr.), they are considered to be essential elements of an effective physical protection
regime that all States having nuclear material and nuclear facilities used for peaceful purposes need to apply
insofar as reasonable and practicable. The Fundamental Principles pertain to (A) Responsibility of the State;
(B) Responsibilities during International Transport; (C) Legislative and Regulatory Framework; (D)
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general direction to States Parties on the kinds of threats to be combated: theft
and other unlawful taking of nuclear material in use, storage and transport (sub-
paragraph 1(a)) and sabotage against nuclear material and nuclear facilities
(sub-paragraph 1(c)).

Information relevant to evaluation of the threat likely will come from a
number of sources, ranging from publicly available information to highly
classified intelligence information; and, within the government of a State Party,
the threat evaluation is likely to require the involvement of more than one
governmental agency or ministry, none of which it would be reasonable to
exclude from the evaluation process. For example, law enforcement agencies
likely would possess information regarding criminal activities that, e.g., could
pose threats from organized crime within the country. Such agencies also
would have contacts with law enforcement authorities in other countries or in
various international organizations concerning external criminal threats that
might have a nexus to internal criminal activities. Military intelligence likely
would come from intelligence services within the Ministry of Defense. Other
agencies with similar roles to the U.S. Central Intelligence Agency likely would
provide intelligence.

Effectively combating threats also requires resources. Resources must be
devoted to responding to threats that materialize in order to defeat them. In
addition, resources must be devoted to addressing the consequences from
threats that are not defeated. Paragraph 1 of new Article 2A also provides
general direction to States Parties on the actions to be taken to address the
consequences and potential consequences from the two major categories of
threats identified in sub-paragraphs 1(a) and (c): rapid and comprehensive
measures to locate and, where appropriate, recover missing or stolen nuclear
material, including cooperation with other States Parties when nuclear material
is located outside its territory (sub-paragraph 1(b)) and measures to mitigate or
minimize the radiological consequences of sabotage (sub-paragraph 1(d)). To
prevent threats from materializing and to limit the consequences of threats that

Competent Authority; (E) Responsibility of the License Holders; (F) Security Culture; (G) Threat; (H) Graded
Approach; (I) Defence in Depth; (J) Quality Assurance; (K) Contingency Plans; and (L) Confidentiality.

8 For example, in the United States, an assessment requires the collaboration of many agencies of the U.S.
Government, including the Defense Intelligence Agency, the Department of the Navy, the Department of the
Army, the Department of the Air Force, the Nuclear Regulatory Commission, the Federal Bureau of
Investigation, the Central Intelligence Agency, and the Department of Energy. An asssessment details
relevant threat information about postulated adversary team sizes, characteristics, capabilities and
applicability to national security assets. It is based on intelligence information detailing actual terrorist
attacks and the equipment and tactics utilized in the attacks, expert judgments regarding stated terrorist
intentions, the ability of the terrorist to execute the stated objectives, and postulated capabilities based on the
latest knowledge concerning terrorist activities.
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do materialize require that the State's physical protection include maintenance
of an adequate level of preparedness. As discussed in the next section, doing so
requires the preparation and maintenance of contingency plans and periodic
exercise of those plans by the agencies and organizations with roles in
emergency response, not only individually, but also collectively to ensure an
integrated and effective response. In other words, resources must be devoted to
the contingency planning functions.

The inherently finite resources of any State Party cannot deal with all of the
threats against nuclear material or nuclear facilities that could be hypothesized.
As a practical matter, each State must make practical choices as to the threats
against which the State will require that nuclear material and nuclear facilities
be protected and as to the allocation of limited resources to do so. The
formulation of the Article 2A obligations, as illustrated by the underscored text
in the examples in the note below, makes clear an expectation that States are
expected to apply a "rule of reason" in balancing competing considerations and
making tough choices in the face of real resource constraints and limitations.’

As Fundamental Principle G makes clear, balancing the competing
considerations and making the tough choices that are part of a State Party’s
being responsible for the physical protection regime within that State must be
done in the context of the State's current threat evaluation. Conduct of an
ongoing evaluation of the perceived threat environment and assessment of how
it might affect nuclear facilities and nuclear material are reasonable in light of
the continuing occurrence of terrorist attacks in many parts of the world before
and since September 11, 2001, including in Bali, Madrid and London. Taking
into consideration the effect of the post-9/11 global threat environment on the

o For example,

In establishing, implementing and maintaining its physical protection regime,

“each State Party shall (a) establish and maintain a legislative and regulatory framework to govern
physical protection; (b) establish or designate a competent authority or authorities responsible for the
implementation of the legislative and regulatory framework; and (c) take other appropriate measures
necessary for the physical protection of nuclear material and nuclear facilities” (Paragraph 2 of new Article
2A, emphasis added).

In doing so, “each State Party shall, without prejudice to any other provisions of this Convention, apply
insofar as reasonable and practicable . . . the [twelve] Fundamental Principles of Physical Protection of
Nuclear Material and Nuclear Facilities that are set forth in paragraph 3 of new Article 2A.

Sub-paragraph (a) of paragraph 4 of new Article 2A contemplates that a State may reasonably decide not
to subject certain nuclear material to the physical protection regime mandated by the Article 2A. Specifically,
the provisions of Article 2A "shall not apply to any nuclear material which the State Party reasonably decides
does not need to be subject to the [established] physical protection regime . . ., taking into account the nature
of the material, its quantity and relative attractiveness and the potential radiological and other consequences
associated with any unauthorized act directed against it and the current evaluation of the threat against it."
However, nuclear material that is not subject to sub-paragraph (a) "should be protected in accordance with

prudent management practice.”
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current threat evaluation, particularly after a major terrorist event, is also
reasonable. And, in reflection of the resource constraints discussed above, it is
also reasonable for a State, in implementing Fundamental Principle G, to base
its physical protection on the most credible threats (i.e., most likely) to nuclear
material and nuclear facilities.

In and of itself the State's national-level evaluation of the threat probably is
not sufficient to identify the specific threats to be combated at the facility or
operator level. Rather, threat evaluations need to be translated into assessments
of the threat to nuclear material and nuclear facilities and coupled with relevant
policy judgments about the risks from those threats to the public health and
safety, the common defense and security, and the environment and about the
appropriate means to combat those risks.'” There is broad agreement in the
international community, which is implicitly reflected in new Article 2A, that
the designated competent authority or authorities responsible for
implementation of the legislative and regulatory framework governing physical
protection, with appropriate consultation as necessary, should carry out the
threat assessments and make the relevant policy judgments.

For example, in the United States, the U.S. Nuclear Regulatory Commission
("NRC") and the U.S. Department of Energy ("DOE"), as the designated
competent authorities, carry out those assessments and form those judgments,
which form the bases for the policies of each agency governing the physical
protection of nuclear material and nuclear facilities within their respective
jurisdictions. The physical protection policies that are current at any point in
time are derived from and associated with a current national intelligence threat
evaluation, such as described in note 8, and reflect the most credible threats to
nuclear facilities and nuclear material. Those policies provide an informed
basis for developing and implementing the physical protection regime at both
the State and operator levels.

To sum up, from an institutional perspective, the physical protection regime
of a State Party includes those agencies and institutions of the State that have a
role in conducting the State's evaluation of the threat, in translating those
evaluations into assessments of the threats to nuclear material and nuclear
facilities, and in formulating the policies of the State that will apply to the
protection of nuclear material and nuclear facilities against the most credible

10 Relevant to making the appropriate risk judgments and reflecting those in the policies that will govern
facility-specific or activity-specific physical protection, is Fundamental Principle H, which concerns the
graded approach to physical protection:

“Physical protection requirements should be based on a graded approach, taking into account the current
evaluation of the threat, the relative attractiveness, the nature of the material and potential consequences
associated with the unauthorized removal of nuclear material and with the sabotage against nuclear material
or nuclear facilities.”
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threats. As indicated above, there is broad international agreement that the
conduct of threat assessments and the making of risk judgments are within the
purview of the designated competent authorities. Lastly, there is broad
international agreement that the threats to be combated are those deemed to be
the most credible threats.

4. Role of competent authorities in ensuring protection against the
most credible threats to nuclear material and nuclear facilities

Under the Amendment, the designated competent authority or authorities have
responsibility for implementation of the legislative and regulatory framework,
which is an essential component of the physical protection regime each State
Party must establish, implement and maintain to combat the threats identified in
paragraph 1 of new Article 2A. As discussed above, paragraph 1 sets forth the
basic physical protection obligation in the Amendment. Paragraph 2 of new
Article 2A requires each State Party to establish that legislative and regulatory
framework and designate the competent authority or authorities responsible for
implementing that framework. Paragraph 3 of new Article 2A lays out further
requirements for implementing the obligations in paragraphs 1 and 2 of Article
2A; namely, implementation of the twelve Fundamental Principles of Physical
Protection insofar as reasonable and practicable.11 Several of the Fundamental
Principles (C, D, E and K) have important implications for the relationship of
the competent authority or authorities to other governmental authorities that
have a role in ensuring the adequacy of the State's physical protection regime,
including effective implementation of the legislative and regulatory framework
that governs physical protection.12 None of these Fundamental Principles

1 Paragraph 2 of new Article 2A requires that: "In implementing paragraph 1, each State Party shall: (a)
establish and maintain a legislative and regulatory framework to govern physical protection; (b) establish or
designate a competent authority or authorities responsible for the implementation of the legislative and
regulatory framework; and (c) take other appropriate measures necessary for the physical protection of
nuclear material and nuclear facilities." Article 2A, paragraph 3 requires that: "In implementing the
obligations under paragraphs 1 and 2, each State Party shall, without prejudice to any other provisions of this
Convention, apply insofar as reasonable and practicable the . . . [twelve] Fundamental Principles of Physical
Protection of Nuclear Material and Nuclear Facilities [set forth in paragraph 3]."

"> Fundamental Principle C identifies the functions that should be provided for in the legislative and
regulatory framework and carried out by the designated competent authorities:

"This framework should provide for the establishment of applicable physical protection requirements and
include a system of evaluation and licensing or other procedures to grant authorization. This framework
should include a system of inspection of nuclear facilities and transport to verify compliance with applicable
requirements and conditions of the license or other authorizing document, and to establish a means to enforce
applicable requirements and conditions, including effective sanctions."

Fundamental Principle D specifies that:

"The State should establish or designate a competent authority [or authorities] which is[/are] responsible
for the implementation of the legislative and regulatory framework, and is[/are] provided with adequate
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speaks to intra-governmental coordination at the national level and coordination
between national and local authorities in achieving effective physical protection
at a facility-specific or activity-specific level, but the need for effective
coordination is essential and must be inferred.

In the preceding section, intra-governmental coordination was discussed in
the context of the State's evaluation of the threat and the competent authority or
authorities' role in assessing the threat to nuclear material and nuclear facilities
and establishing physical protection policies to combat the most credible threats
to nuclear material and nuclear facilities. In this section, intra-governmental
and inter-governmental coordination is discussed in the context of ensuring
adequate physical protection of nuclear material and nuclear facilities at the
level of a specific facility or specific activity involving nuclear material.
Contingency planning and the periodic exercise of contingency plans by all
license holder and authorities concerned, both individually and collectively at
the facility-specific or activity-specific level, will be a focus of the discussion,
based on a firm belief that contingency (emergency) planning and preparedness
are essential to meeting the basic physical protection obligation set forth in
paragraph 1 of new Article 2A.

The physical protection regime of a State, including the legislative and
regulatory framework, is embedded in a broader constitutional, legislative and
regulatory framework that must be taken into account in interpreting the scope
of the competent authority or authorities' responsibilities, in deciding what the
competent authority or authorities can reasonably, practicably and legally
require of the operator or other license holder, and in identifying the other
governmental authorities that must be involved to combat the most credible
threats to nuclear facilities and nuclear material at the facility-specific or

authority, competence and financial and human resources to fulfill its[/their] assigned responsibilities. The
State should take steps to ensure an effective independence between the functions of the State’s competent
authority [or authorities] and those of any other body in charge of the promotion or utilization of nuclear
energy."

Fundamental Principle E primarily concerns the responsibility of license holders, but also underscores the
need for a clear identification of responsibilities for implementing the various elements of physical protection
within a State:

"The responsibilities for implementing the various elements of physical protection within a State should be
clearly identified. The State should ensure that the prime responsibility for the implementation of physical
protection of nuclear material or of nuclear facilities rests with the holders of the relevant licenses or of other
authorizing documents (e.g., operators or shippers)."

Fundamental Principle K concerns the need for contingency planning and the conduct of periodic exercises
to test the adequacy of contingency plans:

“Contingency (emergency) plans to respond to unauthorized removal of nuclear material or sabotage of
nuclear facilities or nuclear material, or attempts thereof, should be prepared and appropriately exercised by
all license holders and authorities concerned” (emphasis added).



42 P.A. COMELLA

activity-specific level, particularly in the area of contingency planning.13
Contingency planning may require coordination and integration at higher levels
of government than those at which the competent authority or authorities for
physical protection are placed.

In carrying out their responsibilities to implement the legislative and
regulatory framework for physical protection, in particular for establishing
physical protection requirements, the designated competent authority or
authorities must translate the applicable physical protection policies into
requirements for facility-specific and activity-specific application.  In
formulating and applying those requirements, the designated competent
authorities must take into account the actions that an operator or other license
holder reasonably and practicably could undertake as a legal or practical matter.
Those facility/activity-specific requirements must then be communicated to the
appropriate 1icensees/0perat01rs.14 They must also be communicated to the

'3 This would include other relevant laws, statutes, decrees, orders and high-level policy instruments that
implement basic law involving national security and public safety and health as those pertain to effectively
combating threats to nuclear material and nuclear facilities.

'* The competent authorities of a number of States, including the United States, utilize the so-called
"Design Basis Threat" ("DBT") as a regulatory tool to communicate to certain licensees or facility operators
information about the threats (adversaries) that the facility's/activity's physical protection system must be
designed to combat and to assess and improve the effectiveness of the physical protection systems as
implemented at the facilities or for the activities to which the DBT (or portions thereof) apply.
INFCIRC/225/Rev.4 (corr.) defines a "DBT" to mean "the attributes and characteristics of potential insider
and/or external adversaries, who might attempt unauthorized removal of nuclear material or sabotage, against
which a physical protection system is designed and evaluated." INFCIRC/225/Rev.4 (corr.) regards a DBT as
"an essential element of a State's system of physical protection.” In circumstances where a State does not
used a DBT as a regulatory tool, the applicable regulatory requirements governing physical protection against
what are judged to be the most credible threats must be communicated to licensees/operators and those
requirements must be based on the State's current evaluation and assessment of the threat as discussed in the
previous section.

In the United States, the NRC and the DOE both follow the same general process to develop DBTs
and protection requirements. However, there are differences in the DBTSs applied to NRC regulated facilities
and those applied to DOE facilities. Those differences reflect differences in the types of facilities and
materials for which they have responsibility and some differences in the governing law and modes of
regulation. For example, Federal law empowers guards and response forces protecting DOE nuclear material
and nuclear facilities to use deadly force when necessary to protect those assets in combating threats. In
contrast, State law governs the actions that may lawfully be taken to protect nuclear material and nuclear
facilities subject to regulation by the NRC. These differences have implications for what the competent
authority can lawfully expect of the facility operator in combating threats to nuclear facilities or nuclear
material and to the development and exercise of contingency plans to respond to threats involving
unauthorized removal of nuclear material or sabotage of nuclear material or nuclear facilities.

Elements of the general process of DBT development and protection requirements employed by DOE and
NRC include review of intelligence, the analysis of which considers such factors as frequency, motive,
security conditions, target type, availability, portability, tactical utility, geographic location and a description
of the group/adversary possessing the postulated characteristics; coordination with the intelligence
community and national law enforcement agencies; and periodic meetings with facility operators and officials
at the State and Local Levels that provide opportunities for feedback to improve the effectiveness and
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governmental authorities that also have roles in contingency planning and
preparedness.

As examples of legal constraints that affect the scope of a
licensee/operator's physical protection responsibilities, some States do not allow
the use of onsite armed private guard or response forces to protect certain
critical infrastructure and assets, such as nuclear facilities and nuclear material.
Some States use special police forces or internal troops to provide armed
response capability of nuclear assets. Such troops might be under a Minister of
the Interior, whereas the designated competent authority for physical protection
might be in another ministry, such as the Ministry of Energy, or in an
independent agency that may or may not be of ministerial rank in the
governmental hierarchy. Some States, including the United States, permit the
use of onsite armed private guard and response forces, but in responding to
some threats, offsite response may be needed. To ensure the effectiveness of
facility-specific or activity-specific physical protection all three situations
require contingency planning by the licensee/operator and others and
coordinated exercise, as well as individual exercise, of those plans on a periodic
basis. However, in each of the three situations, the competent authority or
authorities can compel the licensee/operator to coordinate planning with the
other involved authorities, but cannot compel the other involved authorities to
coordinate with the licensee/operator. In each of the three situations the
competent authority or authorities may be able to take an active role in
facilitating the necessary coordination. In the coordinated exercise of
contingency plans or in actual response to unauthorized removal of nuclear
material from a facility or during an activity or sabotage of nuclear material or a
nuclear facility or a threat thereof, management of the integrated exercise or
response may require centralized command and control at a governmental level
sufficient to exercise authority over all of the governmental agencies involved
in the response. Of necessity, such a management function would have to be

integration of contingency planning and preparedness, including periodic and coordinated exercise of the
plans.

The physical protection and DBT policies of the NRC and DOE also reflect a graded threat concept that
considers and accounts for such factors as the consequences of a malevolent event affecting or involving a
nuclear-related asset, the attractiveness as a target of a nuclear-related asset to an adversary, the ability of an
adversary to accomplish a given objective involving a targeted asset, and the resources required by an
adversary to accomplish the objective. Using this concept, graded threat levels can be established, which are
proportional to the relative attractiveness of targeted assets and/or to the consequences from successful attack.
Application of the graded threat concept allows different levels of physical protection to be established for
different targets. For the highest threat level defined in the DBT, the adversary numbers in the DBT will be at
their largest, and the equipment and tactics specified in the DBT will be more sophisticated and challenging.
At the lowest defined threat level, specific protection requirements are likely to be prescribed, with a focus on
compliance with these requirements. Although analyzed, the specific threat levels may not actually be
described in a document labeled as the DBT.
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carried out at a level of government higher than the competent authority or
authorities.'

In summary, when considering implementation of the basic physical protection
obligation, which is set forth in paragraph 1 of new Article 2A, with respect to
implementing the contingency (emergency) planning functions of the State's
physical protection regime, the designated competent authority or authorities
would not be the only governmental institutions involved. Even though Article
2A of the Amendment contemplates that the designated competent authority or
authorities governing physical protection would have "adequate authority,
competence and financial and human resources" to carry out their
responsibilities for implementation of the legislative and regulatory framework
outlined in Fundamental Principle C, in fact (as well as most likely in law),
effective application and implementation of Fundamental Principle K on
contingency planning, is likely to involve additional competent authorities with
responsibility for emergency planning for effective threat response. Where this
situation prevails, as it does in many States, including the United States, then
arrangements must be made for overall coordination of the emergency response
functions, which includes establishment of clear lines of responsibility
governing the relevant institutions with roles in times of such emergencies.

5. Conclusion

When viewed from the perspective of implementation of the physical protection
obligations set forth in new Article 2A, in particular from the perspective of the
institutional components that need to be involved in establishing, maintaining
and implementing an appropriate physical protection regime applicable to
nuclear material and nuclear facilities used for peaceful purposes within a State,
inter-relationships among various governmental institutions must be taken into
account. Among those are the institutions involved in the State's evaluation of
the threat and assessment of its impact on nuclear material and nuclear
facilities, as well as the institutions involved in carrying out the contingency
(emergency) planning functions as they would apply to responding to
unauthorized removal of nuclear material or an act of sabotage against nuclear
material or nuclear facilities and in dealing with the consequences from such
threats. In order to identify at least some of those institutions, the paper first
considered the obligation to base the State’s physical protection on the State's
current evaluation of the threat. The paper then considered the obligation to
develop and exercise appropriately contingency (emergency) plans to respond
to unauthorized removal of nuclear material or sabotage of nuclear facilities or
nuclear material, or attempts thereof. The purpose in doing so was to move
beyond the reasonably well understood relationship between the designated
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competent authority or authorities for physical protection within a State and the
operators or other license holders with responsibility for facility-specific or
activity-specific physical protection to a broader understanding of the
institutional elements of an effective physical protection regime aimed at
implementing the physical protection obligations defined in the 8 July 2005
Amendment to the CPPNM. The views expressed herein are the author’s and
not the views of the U.S. Government. (The presentation does not address the
Fundamental Principles concerning Security Culture (I), Defense in Depth (G),
Quality Assurance (J) or Confidentiality (L).)
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Abstract: Since September 11, 2001 there has been a fundamental transi-
tion in the way we view radiological sources and devices in our environ-
ment. Ionizing Radiological Sources, (IRSs) which serve a multitude of
important medical, industrial, and research needs in our modern society,
were not so long ago viewed as common place in an industrialized society,
only of concern to health and the environment if control is lost acciden-
tally. But, 9/11 taught us that those bent on indiscriminant terror are capa-
ble of taking the most common place elements of our advanced technology
and turning them into effective weapons of mass destruction. And radio-
logical sources quickly became the object of concern as a potentially dis-
ruptive threat to our national security.

Keywords: power reactors, nuclear materials, safeguards, radiological dispersion
device, ionizing radiation sources

1. INTRODUCTION

Although the term terrorism, and in particular the concerns of nuclear ter-
rorism now receives front page attention by the media, at Los Alamos con-
cerns, discussions and studies of this threat area have been ongoing for
over 30 years. However, what has most recently galvanized the focus in
the United States were the unprovoked, cruel, and cowardly acts of
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September 11, 2001. The lives lost in these non-nuclear attacks has driven a
need for renewed analysis and actions that should help prevent events of
an even more serious and devastating consequences, such as nuclear and
radiological catastrophes.

Indeed, the NATO Advanced Research Workshop, focusing on “Coun-
tering Nuclear/Radiological Terrorism” is a result of this international con-
cern. It is gratifying to note that evolving international events now em-
braces such a conference, permitting the inclusion of participants and
scientific colleagues who just as short as two decades ago would not have
had the opportunity to share the podium to discuss the countering of nu-
clear/radiological terrorism.

Historically, in the 1940’s, after the development of nuclear weapons,
and after World War 11, the then U.S. Secretary of State, General George
C. Marshall, promulgated a plan that stimulated the economic recovery of
both Japan and Germany and served the interests of all countries impacted
by a devastating war. In the same spirit, President Dwight D. Eisenhower
in the 1950’s proposed sharing nuclear knowledge and technology for
peaceful purposes aimed at raising the living standard of the world through
the “Atoms for Peace” program. However, in the 1950’s an international
enthusiasm for the promise of atomic energy, and radiation science, cou-
pled with a benign attitude concerning the impact that such initiatives
might have resulted in nuclear technologies and radioactive sources
broadly distributed by many nations without thought for the strict controls
prevalent today.

What was at first seen as a benevolent and benign action was soon real-
ized to be a double edged sword and led to the development and imple-
mentation of controls through treaties and other international agreements
meant to minimize the threat of nuclear proliferation. As we look back, for
the most part, nations have been responsible and established and created a
legal basis and institutional infrastructures for the sharing and exchange of
nuclear information, technology and key materials, as well as controlling
both fissile and fissionable elements. But, our world is never static.

As the application of nuclear technologies multiplied environmental
concerns evolved and a conscious effort was begun to clean up the radio-
logical residue of nuclear origin. Society became keenly aware of possible
harmful effects that paralleled the race for nuclear weaponry during the
cold war years. While in the peaceful arena, the rush to develop atomic en-
ergy and beneficial radiological applications out-raced the measured pace
of developing disposal facility to support cleanup of our spent nuclear fuel
and radioactive materials. Dominated, early on by budget limitations, since



NUCLEAR MATERIAL SECURITY NEEDS 49

in general it was determined that although cleanup was necessary it was
not an immediate threat to health, the mission to complete the life cycle
management of nuclear and radiological material lagged behind. This was
the case in the U.S. and for essentially all nuclear and radiological enter-
prises world-wide.

Nuclear enterprises are, of course, not all the same. Power reactors,
well financed by their customers, with large technical resources might well
be able to safely and securely store spent fuel for many years while waiting
for a disposal facility to be developed. The same, might be the case for
Government supported research reactors, but there are few installations of
this type world-wide compared to the tremendous number of enterprises
which utilize radiological sources - 23,000 radiological materils licensees
in the U.S. alone. When these smaller enterprises no longer need or want
their ionizing sources, but there is no pathway to disposal the impact is
proportionally much more severe.

2. Changing perspective

Los Alamos National Laboratory (LANL) has long studied the problems of
nonproliferation and the potential of nuclear terrorism. However, it was
not until the early 1980s at Los Alamos, that the U.S. Department of En-
ergy formally organized an effort to clean up the residues of the research
projects of the Manhattan Project. About that same time LANL was called
upon to begin recovery of legacy lonizing Radiation Sources” (IRSs) con-
taining Pu-239' which had been distributed nationally and international
under Atoms for Peace. But, this effort was intended to recover valuable
Pu-239 not to clean up the environment.

By the early 1990s the recovery effort at LANL had expanded to in-
clude commercially manufactured IRSs containing Am-241 and Pu-238 on
a case by case bases. The idea of this radiological material recovery re-
mained, however, was still emerging and had not yet been connected to
any adversarial threat. This was an environmentally focused effort. During
this period incidents in the Republic of Georgia® with Strontium-90 and the

! Plutonium-239/Beryllium Neutron Sealed Sources: Origins, Inventory, and Suitability for Dis-
posal at the Waste Isolation Pilot Plant, by Jeremy Boak, Lee Leonard, Frank Montoya, and Jessica
Archuleta, Los Alamos National Laboratory, LA-UR-04-4289, June 1, 2004

? IAEA Searches for Discarded Radioactive Sources in Republic of Georgia: IAEA press

release 19, May, 2000
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memory of deaths in Goiania, Brazil® with Cesium-137 provided vivid ex-
amples of what impact discarded “orphaned” IRSs could have health and
safety. Yet there was no formally organized procedure for proper disposi-
tion of “orphaned” IRSs as a legacy of earlier days. When small nuclear
gauges containing IRSs began turning up in the scrap metal industry (84
accidental meltings® as of may 2004) this ever emerging problem began
to quantify itself. The economic benchmark in the U.S. steel industry” for a
plant to recover from an accidental melting of an IRS has cost 3 to 20 mil-
lion U.S. dollars.

The listing below, Table 1 compiled by W. Robert Johnston® is a more
detailed reference to sealed IRS incidents which resulted from a failed pol-
icy to have a disposition plan for radiological material at the end of their
useful life.

TABLE 1 Sealed Source Incidents - Related To Failed Disposition

Site Deaths, Device

Injuries
PRC, Sanlian orphaned source 1963 2,4) Co-60 Seed Irradiator
Ciudad Juarez, Mexico orphaned source 1983 (1,4) Co-60 Teletherapy
Goiania, Brazil orphaned source dispersal 1987 (5, 20) Cs-137 Teletherapy
Jilin, PRC orphaned source, 1992 3,5) Co-60 Radiography
Tammiku, Estonia stolen source, 1994 (1,4) Cs-137 Teletherapy
Lilo, Georgia orphaned sources, 1996 0, 11) Assorted
Istanbul, Turkey orphaned sources, 1998-1999 (0, 10) Co-60 Teletherapy
Kingisepp, Russia orphaned source, 1999 (3,0) Sr-90 RTG
Samut Prakarn, Thailand orphaned source, 2000 3,7 Co-60 Teletherapy
Kandalaksha, Russia orphaned source, 2001 0, 4) Sr-90 RTG
Liya, Georgia orphaned sources, 2001-2002 0, 3) Sr-90 RTG
Kola Harbor, Russia orphaned sources, 2003 O, 1) Sr-90 RTG

By the year 2000 the environmental concern over excess and unwanted
IRSs with no disposal path was becoming well understood in the U.S. and
an organized recovery effort was established at Los Alamos. By the sum-

3 JAEA: Dosimetric and medical aspects of the radiological accident in Goiania in 1987.
IAEA-TECDOC-1009, 2998

* Communication between Shelby J. Leonard Los Alamos National and Ray Turner,
Chairman of the Study Committee for the United Nations.

> Ibid.

® Selected entries from database prepared by Wm Robert Johnston and published on
internet at: www.johnstonsarchive.net/nuclear/radevents/
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mer of 2001 almost 3000 individual excess and unwanted IRSs had been
recovered from U.S. licensees, packaged, and placed in secure storage at
Los Alamos. But, everything was about to change again.

On September 11, 2001, a small group of terrorists demonstrated how
common place elements of our high-tech society (in this case jet airliners)
could be transformed into effective weapons of mass destruction, and by
individuals with only modest skills and training. Although the idea of a
radiological weapon, or radiological dispersion device, (RDD) was not
new in 2001, the realization of how readily terrorists might create one with
far less skill than that required to fly a jet liner was cause for reconsidera-
tion. Coupling this with the knowledge that large numbers of IRSs contain-
ing various dangerous isotopes were stockpiled all over the world with no
disposal path was a sobering thought.

Following 9/11 the focus of control of IRSs, especially the growing
stock pile of excess and unwanted IRSs changed, from health and safety
concern to one of a radiological terrorism threat. By January 2002 the U.S.
Nuclear Regulatory Commission (USNRC) requested’ the U.S. Depart-
ment of Energy Office of Environmental Management to accelerate the
program at Los Alamos National Laboratory (LANL) for recovery of ex-
cess and unwanted IRSs in the U.S. which had no disposal path. Later that
same year the U.S. Congress appropriated a supplemental budget to sup-
port LANL recovery program and accelerates the effort with the goal of
recovering an additional 5,000 IRSs in 18 months.

In March of 2003 the International Conference on Safety and Security
of Radioactive Sources held at the IAEA in Vienna focused high-level at-
tention on the IRS problem with the Governor General of the IAEA and
the U.S. Secretary of Energy making clear statements of the importance of
world-wide security of nuclear material to include IRSs. Later that year,
the IRS recovery effort at LANL was transferred from the DOE Office of
Environmental Management to the National Nuclear Security Administra-
tion (NNSA) for future management under the newly formed Radiological
Threat Reduction Taskforce. Source recovery in the U.S. was henceforth
seen as a national security issue, not an environmental or waste manage-
ment issue.

7U.S. Government Memorandum from Richard Meserve, Chairman, U.S. Nuclear Regu-
latory Commission to Robert G. Card, Under Secretary for Energy, Science, and Environ-
ment, U.S. Department of Energy, January 16, 2002.
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3. The threat

The threat of nuclear terrorism presents the most urgent challenge. A nu-
clear detonation caused by either a fission or a thermonuclear weapon is
the ultimate in terms of real weapons of mass destruction. Damage is mas-
sive and devastating with no analogue on the planet earth in which we live.
The quick realization by scientists and politicians of the consequences of
nuclear weapons and the potential of improvised nuclear weapons (INDs)
has led statesmen to develop controls. Treaties, agreements and formal
documents and rigorous procedures have been implemented to minimize
the threat posed by nuclear materials. Organizations such as the Interna-
tional Atomic Energy Agency (IAEA) and export control organizations,
national regimes and formal protocols have been established to expedite
knowledge of possible transgressions and to establish strong nuclear mate-
rial controls. This body of safeguard® has been rigorously researched, stud-
ied, debated and implemented over the recent decades and has a solid his-
tory which we can learn from and build upon as we go forward into the
twenty-first century.

Radiological sabotage at nuclear facilities’ is a second concern, espe-
cially because of possible released very large amounts radiation. Response
would be a massive undertaking requiring trained and coordinated action
of a large number of entities. In densely populated areas with nuclear
power reactors cooperative efforts to detect, prevent and respond to radio-
logical sabotage remains a necessity in the twenty-first century. But, the
number of power and research reactors world-wide is a reasonably finite
number. Methods to secure and harden such sites is a continually evolv-
ing, yet mature discipline. International cooperation on both nuclear and
radiological events has become a necessity. In spite of language, cultural,
and political differences new mechanisms must continually evolve encour-
aging us to work together.

But what about radiological materials? Cleanup after nuclear weapons
tests and experiments have alerted us to the possibility of damage from
RDD, the so-called “dirty bomb'®.” Knowledge about radioactive contami-
nation and its effects is not new. Neither is the idea that someone might
disperse radioactivity maliciously, which has been studied extensively
when evaluating radiological sabotage. What is new is the need for a dis-

¥ See Pillars of Nuclear Cooperation IAEA Web Site: http://www.iaca.org/OurWork/SV/index.html

? See Nuclear Safety and Security IAEA Web Site: http://www-ns.iaca.org/

' The U.S. Nuclear Regulatory Commission Fact Sheet on Dirty Bombs:
http://www.nrc.gov/reading-rm/doc-collections/fact-sheets/dirty-bombs.html
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cipline that considers, with objective scientific rigor, the true risks that
RDDs may present in the context of the world-wide abundance of radio-
logical material and unwanted IRSs. In this world radiological material
are widely distributed at tens of thousands of locations in two fundamental
forms:

1. The legacy of excess, unwanted and unused IRSs from past decades
which have no pathway to safe secure disposal.

2. The IRSs and devices which continue to be manufactured and used and
have become indispensable to medicine, industry, and science.

What do we know about the potential of RDDs? We do know that
RDDs do not have structurally destructive power as do nuclear weapons.
The physical damage from an RDD is generally assumed to be limited to
that of the explosive used to disperse the radioactive material. Neither are
RDDs likely to be immediately life threatening to a larger number of peo-
ple. Again, if an explosive is used to generate dispersal the initial explo-
sion would tend to be greatest immediate hazard to life. But, cleanup of the
dispersed radioactive material would be time consuming and costly. De-
nial of access to high-value property for days, weeks, months, or perhaps
years could have enormous economic impacts. The response of the public
both immediate and long-term could have immeasurable effects on the
economy, the psychological health of the community, or the social and or
political stability. Used as a weapon of mass destruction, RDDs would re-
quire cooperative action by local and federal government, fire and police
departments, medical and hospital personnel, and trained staff for detection
and cleanup in ways not yet well understood. While exercises simulating
the expected situation and disruption would be helpful in analyzing major
potential problems, we are in only in the beginning stages of thoroughly
understanding the potential of RDDs.

We understand the basics of radioactive dispersal and resulting con-
tamination, but the tremendous variety of IRSs available to fuel an RDD
makes for a great number of forms that a finished weapon could take.
When one then tries to consider the many ways and in the many environ-
ments in which an RDD might be deployed the challenge of parametrically
analyzing and quantitatively evaluating the potential consequences of
RDDS is rather daunting.

Consider the variety of IRSs. The radioactivity spans many levels of
magnitude depending on the particular original intended use. Table 2 cov-
ers nine orders of magnitude for the various isotopes used and identifies
their general usage.
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Prioritizing the Risk

As already discussed unlike the mature study disciplines of nuclear ter-
rorism and radiological sabotage, we are just beginning to understand the
potential of radiological terrorism. A document that has begun to define
the proper management of IRSs on an international basis is the IAEA Code
of Conduct for the Safety and Security of Radioactive Sources'> which has

"! This Graphic is Taken from: Reducing RDD Concerns Related to Large Radiological Source Ap-
plications, Gregory J. Van Tuyle,

Tiffany L. Strub, Harold A. O’Brien, Caroline F.V. Mason, Steven J. Gitomer, LA-UR-03-6664,

Los Alamos National Laboratory, September 2003

12 See http://www-ns.iaea.org/tech-areas/radiation-safety/code-of-conduct.htm
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now received support from 80 countries' as well as U.S. Nuclear Regula-
tory Commission (NRC) on behalf of the U.S. While the Code of Conduct
addresses the elements of controlling radiological sources it focuses on
large Category 1 and 2 IRSs from the health physics perspective only. The
Code nor the technical documents on which it is based are not vehicles for
assessing the potential quantitative risk presented by specific IRSs as they
are used throughout the world. Risk is commonly understood as the prod-
uct of a defined consequence of an event and the probability that the event
will occur. In traditional safeguards of nuclear material we assume that the
potential consequence is unacceptable (the detonation of a conventional or
improvised nuclear device) and our conduct of material management pro-
vides for complete control through Detection, Delay, and Response meas-
ures to assure that the occurrence of an event is incredible. The Code of
Conduct for sources does not provide this level of assurance nor does it
permit, through a structured risk analysis, a method to prioritize risk from
sources. The Code is therefore an excellent first step in development of a
safeguards infrastructure for IRSs, but it is only a first step and much more
needs to be done. A number of researchers have shown in the open litera-
ture', including presentations to the U. S. Congress that the use of an
RDD made from even a single Am-241/Be neutron-emitting IRS (Cate-
gory 3 source under the Code of Conduct) could have a major impact on
the U.S., especially in an urban environment. This realization has stimu-
lated extensive research in consequence analysis, attribution of IRSs,
emergency response planning, etc. Yet at this time the method for compre-
hensive risk assessment from IRSs, to permit a quantitative method to pri-
oritize and prevent an event does not yet exist. There are many parameters
which would factor into the probability coefficients of a rigorously devel-
oped IRS risk equation which have yet to be thoroughly researched and de-
fined.

An analysis by the Australian Radiation Protection and Nuclear Safety
Agency has qualitatively categorized factors to consider when answering
the threat of RDD’s as shown in Table 3. The three categories of risk, al-
though not quantitative introduces the necessary factors that are helpful in

13 Ibid: See — States Expressing Support for the Code of Conduct and the Import/Export
Guidance

'* The Four Faces of Nuclear Terror And the Need for a Prioritized Response
William C. Potter, Charles D. Ferguson, and Leonard S. Spector, From Foreign Affairs,

May/June 2004
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making real world judgments on which types of IRSs might require the
most urgent attention.

The task of RDD Prevention:

While we wait for this emerging discipline concerning the threat of
radiological terrorism to catch up in sophistication and depth of
knowledge as other disciplines regarding nuclear and radiological
sabotage we need to do what we can in a practical way to prevent
the possibility of an RDD being fabricated and deployed. In general
we can say that every IRS recovered from an unsecured environment
and relocated to a secure environment lowers the radiological or
RDD threat. In the U.S. decisions about source recovery by the
LANL source recovery programs are prioritized as follows:

TABLE 3'"Additional Factors to Consider When Assessing Threat of an IRS for
potential use in an RDD

Lowest Risk Medium Risk Highest Risk
Composition Metal Ceramic Powder
Containment Special Form Sealed Unsealed
Mode Fixed Transportable Portable
Stage of Life Acquiring In Use Store/Dispose
Construction Integral w/Shield | Single Multiple

o Unwanted IRS — with no security or physical control — Recover im-
mediately

o Unwanted IRS — Physically controlled with limited security — Recov-
ery advised

 In-use IRS - where the sustainability of control and security need to be
carefully scrutinized by cognizant regulatory authority. — Recovery
needs to be considered.

In the U.S. when excess and unwanted sources are recovered they are
secured in a highly secure location such as LANL, or disposed by perma-
nent isolation from the environment, at which time the potential threat is

' Austrailia’s Experience of Implementing the Code of Conduct: Asia-Pacific Nuclear Safeguards
and Security Conference November 8-9, 2004, Presented by Peter Colgan, Australian Government,
Austrailian Radiation Protection and Nuclear Safety Agency.
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reduced to zero. In some instances a recovered source may be recycled into
reuse where re-establishment of security and safe physical control can be
assured under an appropriate regulatory program.

TABLE 4 Primary Isotopes Distributed by U.S. Government Programs as IRSs or
for the Manufacture of IRSs (1955 — Present)

o Pu-239 Pu-238 Am-241 Cs-137 Sr-90
Total in (kg) 109.2 137 45 90 80
Recovered or Dis- 76.64 132 15 30 30
posed to date (kg)
Amount remaining 32.56 5 30 60 50
in Sources (kg)
Number of units to 190 2,550 3,000 5,200 60
dispose 55 Gal 55 Gal 55 Gal 1 cubic Exist-
Waste Package dis- Drums as | Drums as Drums as | meter ing
posal form TRU TRU Waste | TRU Shielded Pack-
waste Waste Concrete age as
Waste LLW
Container
as LLW

**These quantities Should be considered preliminary estimates. Further research is needed to refine
these data.

The task of preventing the potential of RDDs by removing the excess
and unwanted (most vulnerable) IRSs from the environment is a signifi-
cant task before the nations of the world, but should not be seen as an
overwhelming task. The nations that have distributed isotopes in the form
of manufactured IRSs and devices is relatively small'®. While the sources
themselves are numerous the total amount of radioactive material to be
managed once recovered through storage or disposal is modest. A prelimi-
nary estimate of the total quantity of the primary long-lived isotopes con-
tained in IRSs produced and distributed domestically and internationally
by the U.S. government over the past 50 years is shown in Table 4" be-
low. Also shown is the estimated amount removed from the environment
by recovery, decay, and disposal. The total mass believed to remain in

'S The Primary long-lived isotopes of concern have and continue to be distributed from
states with established nuclear weapons programs through formal government-sponsored
isotopes sales programs.

" These data are estimates compiled by the Off-site Source Recovery Program at Los
Alamos National Laboratory 2004, See also: http://osrp.lanl.gov/
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IRSs either in use or excess is shown in the third row. Finally, in the forth
row we describe the unitized quantities which now, or sometime will re-
quire disposal. To acquire these numbers we assume all of the remaining
isotopic mass shown in row three is recovered and packaged for disposal
in a waste form typical of disposal methods used in the U.S. The only con-
clusion that can be reached by this table is that if all of the IRSs ever pro-
duced from U.S. distributed isotopes were recovered and then disposed;
only a modest storage and/or waste management program would be re-
quired.

Global radiological threat reduction from potential RDDs will only be
achieved when the nations responsible for IRS distribution take a leader-
ship position in accepting and recovering the excess and unwanted IRS
legacy currently growing in the world. The U.S. has begun this process at
home, and is beginning to repatriate IRSs of U.S. manufacture on a case-
by-case basis, but full international cooperation in this area has yet to be
achieved. Policies to return IRSs to their developed nation of origin are ur-
gently needed, especially as these legacies of IRSs effect developing coun-
tries. Only following a general global recovery of this legacy backlog can
regulators, both in the U.S. and internationally, begin to effectively address
the safety and security of IRSs currently in use and those that will be nec-
essary in the future.

4. 1IRS recovery by LANL

We began with some discussion of the origins of the work at LANL to
identify and recover excess IRSs in the U.S. and the program that evolved
after 9/11. The current recovery strategy is a qualitative approach to threat
reduction prioritization as mentioned above and will remain so until so-
phisticated quantitative risk analysis tools become available. The current
method is based on the total activity of radioactive material at a site, the
relative level of sustainable security at the site, and the potential economic
stress on the source owner/custodian if applicable. The prioritization
method is coordinated between the US NRC and NNSA. Under all the
programs at LANL which began in 1979 over 13,000 IRSs of various types
have been recovered and secured, with over 8,500 of these having been re-
covered and secured since 9/11/2001'%.

"® Information compiled by the Off-Site Source Recovery Program, Los Alamos National Labora-
tory as of October 1, 2005
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The history of the recovery program is displayed in Table 5". The im-
pact of 9/11 is clearly manifested in the number of sources recovered in
2001 and in the following year. The U.S. nuclear agencies reacted vigor-
ously in reducing the nationwide stockpile of excess or unusual sources
containing ionizing radiation.

Table 5 Sealed Radioactive Source Recovery History by LANL

RECOVERIES
U.S. Federal | Number of Cumulative Number of Cumulative
Fiscal Year Sources per Number of Sites from Number of
year Sources which sources | sites

were recovered

by year
1997 5 5 1
1998 11 16 6 7
1999 52 68 14 21
2000 38 106 17 38
2001 2874 2980 27 65
2002 1238 4218 77 142
2003 3122 7340 73 215
2004 2718 10058 145 360
2005 1634 11014 61 421

In total over 106,000 Curies of radioactivity have been recovered and
secured. The source recovery program as initiated in 1979 through 1998
focused on collecting Pu-239/Be sources, but has since expanded to in-
clude the actinides, curium-244, americium-241, plutonium-238 and 239
and californium-252. The expansion also includes the following beta-
gamma emitters of concern: cobalt-60, strontium-90, cesium-137, radium-
226 and iridium-192.

19 Ibid.
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5. Organization and procedures

Under the threat reduction mission the approach at LANL has been to im-
plement an infrastructure that combines all elements necessary to address
the legacy of excess and unwanted IRSs in the U.S. and where necessary
internationally through cooperation with the IAEA.

Team — A small group of train professionals at LANL works closely
with the NNSA sponsor and regulators plan efficient cost-effective recov-
ery operation. The team is supplemented by a small group of specialty
subcontractors with historical expertise in IRSs.

Tools — An information management system has been especially de-
veloped to track the management of excess and unwanted IRSs from the
time they are identified through recovery storage and disposal. Instrumen-
tation to identify unknown IRSs is an important part of the infrastructure.
Multifunction containers, for packaging, transportation, and safe storage
have been developed and procured including a capsule system that sup-
ports creating U.S. DOT — compliant special form in the field when IRSs
are found leaking or without appropriate documentation. LANL has been
instrumental in opening a pathway for all Pu-239 IRSs of U.S. manufac-
ture to find disposal at the Waste Isolation Pilot Project (WIPP) in Carls-
bad, NM. LANL has also developed the technical basis which has ulti-
mately supported disposal of large Sr-90 Radio Isotope Thermal-Electric
Generators (RTGs) as Low Level Radioactive Waste (LLW) at the Nevada
Test Site (NTS) and the Hanford disposal site in eastern Washington State.
The project staff continues to explore and support efforts to implement
disposal for IRSs which remain without disposal paths.

6. Current work scope and planning

In 2005 the recovery project at LANL expanded into the decommissioning
of large gamma irradiator facilities recovering spent Co-60 IRSs for dis-
posal as LLW and Cs-137 IRSs for secure storage and possible recycle.
Two large Sr-90 RTGs were recovered and placed in secure storage at
LANL At the end of FY-05 the project had a prioritized list of approxi-
mately 500 beta/gamma IRSs awaiting recovery in the U.S. and about
1500 IRSs containing Transuranic isotopes. The project has begun to sup-
port IAEA IRS recovery efforts in FY-2005. This work has included the
repatriation of 68 Am-241 IRSs of U.S. origin which were recovered by
TAEA teams in Africa. In conjunction with IAEA, LANL teams have trav-
eled to South Africa, first to consult on the design and construction of an
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IAEA portable hot cell for recovery and management, in remote regions of
high-activity IRSs, and then to demonstrate the methods and equipment for
handling field recoveries of Transuranic neutron-emitting IRSs. With
IAEA LANL teams have packaged sources in Uruguay and over the next
year will continue to expand support. The LANL project maintains a web-
site at, http://osrp.lanl.gov which can provide additional information on the
IRS recovery effort and offers a place to register excess and unwanted
IRSs with the project.

7. Conclusion

The twenty-first century will place increased demands on the world for
continued vigilance in combating nuclear terrorism and addressing the
threat of radiological terrorism. Improved safeguard and security will be
required and the mechanisms supporting international cooperation in these
areas will need to need to be enhanced. But, the twenty first century has
brought with it a sudden awareness of a threat, present, but not well con-
sidered before 9/11. The potential to turn common-place IRSs and devices
into weapons of radiological terrorism is now clearly recognized, but not
yet well understood. Much needs to be done to rigorously evaluate the na-
ture and potential of radiological terrorism in quantitative terms. Much
needs to be done to develop and implement an international safeguards and
security infrastructure for IRSs as we have for nuclear materials. This is
needed for IRSs which are in use, but also for the legacy fraction of IRSs
long excess and unwanted but without a safe and secure disposal pathway.

There is much that needs doing in the twenty first century. While these
tasks are underway LANL will continue to support the global effort where
ever possible, while continuing the work of recovering IRSs and propor-
tionally lowering the radiological threat.
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1. Introduction

Potential threat of non-authorized use of fissile materials circulating in
nuclear fuel cycle for terrorist purposes or for creating nuclear weapons gives
warrantable public concern. It is quite natural that development of nuclear
fuel cycle (NFC) being maximally resistant to nuclear material theft or
diversion is one of the most important directions for the specialists. Both
existing and perspective nuclear power is considered mainly in view of
realization of once- through and closed fuel cycles.

In once-through NFC which assumes disposal of spent nuclear fuel
(SNF), irradiated fuel subassemblies are considered as a form of radioactive
waste. At that, along with fission products, considerable amount of valuable
materials is subject to final disposal: under-burned uranium, accumulated
plutonium, minor actinides that could be reused as a fuel for power
reactors. Long-term cooling erodes radiation barrier from the spent fuel,
facilitating its possible reprocessing and plutonium separation. This results in
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simplification of weapon application of such materials. A lot of other
obstacles arise on the way of direct SNF disposal, which in fact have led to
moratorium of this back-end NFC technology in the majority of countries,
and consequently to a heavy disproportion between the quantity of plutonium
accumulated in stored SNF and the quantity of plutonium being actually
eliminated.

Alternative to SNF geological disposal is multiple recycling of plutonium
and uranium. In principal, in this case the proliferation problem is solved,
provided that nuclear waste is disposed. However, none of the countries in
the world has implemented complete closed fuel cycle concept, promoting
growth of plutonium inventories in both SNF and separated form.

Many countries still did not clarify for themselves the strategy of NFC back-
ending, and follow the policy of postponement of solving this problem. Such
policy envisages temporary, but long enough storing of SNF followed by its
extraction from storage facilities for further reprocessing or final disposal.

The goal of this work is to assess potential plutonium proliferation risk
in long-term nuclear fuel cycle strategies and to find the ways of its reduction.

To analyze proliferation resistance, calculation studies were performed for
different options of nuclear fuel cycle organization schemes. Scenarios of
steady-state and developing nuclear power with thermal and fast reactors were
modeled. The main attention was paid to fuel cycles with plutonium breeding
using fast neutron reactors, and to approaches of organizing NFC in such a way
that would give the minimal proliferation risk value.

2. On some specific features of proliferation risk assessment task

The quantitative analysis of fissile nuclear material proliferation risk assessment
is the field that in a literal sense comes into being before our eyes. In the
methodological respect this task has some common features with the task of
environmental risk assessment because in both cases we have the same risk
source (nuclear fuel cycle), standard and non-standard conditions of its
functioning are being studied (nuclear accidents or fissile materials losses) and
finally, the probability of any impact on human health and environment with
consequences of various severity is determined.

Based on this analogy it is quite natural to try and develop methods for
fissile material resistance to proliferation in terms of the final impact risk. These
methods should include the detailed description of NFC facilities, the analysis
of possible channels for fissile material diversion and probability of these
events, estimation of explosive devices’ capacity and consequences of their use.
However the implementation of this algorithm for the non- proliferation task is
associated with a number of significant problems. One of the most serious
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problems consists in the lack of particular facts. Isolated cases of fissile material
theft have only been registered and fortunately there were no actions of its
unauthorized use for terrorist purposes. An extremely low probability of events
related to violation of NMPC&A regime turns the task of direct proliferation
risk assessment into the task that is very difficult to formalize and extremely
complicated to describe mathematically. That is why in order to solve this
problem consideration is given to the new sections of mathematical analysis
being developed today, that is the theory of fuzzy sets or interval algebra.

Evidently the success of the methods of proliferation risk assessment in
terms of the final impact risk is yet to come. But at the initial stage of their
development it is quite reasonable to address the assessment of potential risk of
fissile materials in the way it was done at the beginning stage of development of
quantitative methods for environment risk assessment (calculation of potential
radionuclide risk indices).

The given paper demonstrates the approaches to the analysis of
nonproliferation problem in terms of potential risk of fissile materials for two
tasks. The first task is related to the assessment of proliferation risk in the
global long-term strategies of NFC development and is based on papers ' The
second task is related to determination of the role of nonproliferation issues
when the specific decision is made on the choice of effective strategy of
weapons grade and civil Pu disposition in Russia. It is based on papers **

3. Methodology

Development of nuclear fuel cycle (NFC) being maximally resistant to
nuclear material theft or diversion (inappropriate use) is one of the most
important directions for the specialists.

The method of risk proliferation (P) assessment used in the study was
proposed by R. Krakowski ' and is based on calculation of so-called «risk
exposure» E over the time with account for the factor of possible nuclear
technologies improvement:

1, d/ 10 °
I (1)
0

1+ 7'

P, =w,E, )

P =2 P G)
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where j — stage of nuclear fuel cycle (reactor, irradiated fuel in storage
facility, reprocessing, storing of separated plutonium, etc.); /; — streams
(inventories) of plutonium at stage j; » — discount factor reflecting future
technological improvements; w; — weight factors.

Weight factors w; define the level of plutonium attractiveness and
accessibility at different stages of fuel cycle from the viewpoint of their
possible use for NED creation. The choice of these weights is performed based
on expert estimation and is a task of a great difficulty. Numerical values for w;
in ' were determined by use of well-known method of Saaty’s pairwise
matrix °. Value of 1 was taken for plutonium residing in operating reactor.
Value of separated civil plutonium was set equal to 8. The weight values
calculated using Saaty’s matrix then are normalized so that the sum of the
weights for all NFC stages is equal to 1.

4. Initial variants used for the analysis

It is obvious that the primary task on the way of proliferation risk reduction is
elimination of inventories of weapons materials and decrease of stored
quantities of separated fissile materials used for fuel fabrication down to
operating reserve volume.

In the work®, efficiency of different approaches to elimination of weapons
and civil plutonium inventories was evaluated. Particular activities were to
be evaluated and specific decisions were to be made not only issuing from the
“Non-proliferation” criterion, but also based on economics, technical
readiness and safety of reactors used for separated fissile materials burning,
and possible ecological damage. Application of such a system approach
becomes widespread.

Within the framework of this very study we are interested in finding out the
efficiency of the activities mainly from the viewpoint of non-proliferation and
proliferation risk reduction in global strategies of nuclear power development
when the excess weapons and civil plutonium is already consumed.

4.1. STABLE NUCLEAR POWER

Below the variants of nuclear fuel cycle for which the proliferation resistance
was studied using risk exposure criterion are described. Every scenario
considered simulated power system of the same installed capacity.
Proliferation risk was calculated over the time interval of 80 years. “Stable
nuclear power” was considered in 6 variants (Figure 1):
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Figure 1. Flowchart of stable nuclear power fuel cycles scenarios
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o The power system is comprised of VVER-1000 reactors operating on
uranium fuel, with final disposal of spent fuel after in-reactor cooling. The
flowchart is presented on Fig.1,a.

o The power system is comprised of fast neutron reactors operating on
uranium-plutonium (MOX) fuel with BRC=1, BR=1. Plutonium being built
up in such scheme is reused. The flowchart is presented on Fig. 1,b.

o The power system is comprised of fast neutron reactors with BRC<I,
BR=1. Two types of plutonium are used for fuel fabrication: plutonium
generated in core, and plutonium built up in blankets. The flowchart is
presented on Fig. 1,c.

o The power system is comprised of fast neutron reactors with BR>I.
Excess plutonium is cooled down in the in-reactor storage facility, then it is
shipped either to the long-term storage or to the reprocessing and
consequent storage. The flowchart is presented on Fig. 1,d.

o The power system is comprised of two types of reactors: BN-1000 and
VVER-1000. Fast reactor operates in closed fuel cycle, excess plutonium is
consumed by VVER-1000 reactors. The flowchart is presented on Fig. 1,e.

o The power system is comprised of two types of fast neutron reactors. The
first type has BR>1, the second one has BR<I. Excess plutonium from the
first type reactors is used to compensate the lack of plutonium for the
second type reactors. The flowchart is presented on Figure 1,f.

4.2. DEVELOPING NUCLEAR POWER

In the model of developing nuclear power we considered three variants. All the
scenarios considered had the same rate of installed capacity increase.
Proliferation risk was calculated over the time interval of 80 years.

o Nuclear power grows exclusively at the expense of commissioning fast
neutron reactors with BR>1.

o Nuclear power development is made exclusively by VVER-1000 reactors in
once-through uranium fuel cycle.

« Both thermal and fast reactors are used for nuclear power development.
Fast reactors have BR>1; for commissioning new fast reactors, plutonium
from both fast and thermal reactors is used.
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5. Calculation results of proliferation risk evaluation

5.1. STABLE NUCLEAR POWER

Calculations were performed using relations (1)-(3).

Figure 2 shows the calculation results of cumulative proliferation risk
for the above described scenarios. The OT-TR cycle with final SNF disposal
after a very short time period (3 years) looks the most advantageously (curve
2). Already after 20 years, MR-FR cycle takes the second position (curve 1),
leaving behind the OT-TR cycle with long-term storage of SNF (curve3).

However if one takes a non-zero value for the final disposal stage, the
picture will change, and with time the accumulated proliferation risk of open
fuel cycle with even very short intermediate SNF cooling can turn to be higher
than that of NFC with fast reactors having a short external cycle time.

Closed fuel cycle in scenario 2 also was modified. Figure 3 demonstrates
proliferation risk estimates for two technologies of fast neutron reactors:
existing (BN with sodium coolant) and potentially perspective (BREST with
lead coolant) ®. Improvements of fuel cycle for the perspective fast reactor
were concluded in increase of refueling intervals and use of spent fuel
reprocessing technology without separation of plutonium from uranium.
Analysis of the results has shown that proliferation risk decreases by
increasing refueling intervals (curves 2,4 and 1,3) and decreasing external
cycle time (curves 2,1 and 4,3). Spent fuel reprocessing technology without
separation of plutonium from uranium also makes an additional contribution
to proliferation risk reduction.

As one can see from Figure 3, the studies on “risk exposure” model
in general have confirmed some advantage of BREST lead-cooled fast
reactor fuel cycle with respect to fissile materials proliferation resistance in
comparison with fuel cycle realized by sodium-cooled fast reactors of BN
type.

Previous studies dealt with fuel cycles with no excess plutonium
generation, and all the plutonium built up has the reactor quality. The quality of
plutonium generated in blankets is very high in view of nonproliferation.
Therefore, further we focus on how the value of proliferation risk is changed
by involving blanket plutonium in the nuclear fuel cycle. Let us consider
variants 3 - 6.

In scenario 3 BRC<1, BR=1 and blanket plutonium is reprocessed and used
to feed the core. In scenario 4 BRC<I, but BR>1 and not all the plutonium
generated in blankets goes to fuel fabrication. Some part of plutonium is
shipped for long-term storage with two alternatives: plutonium is extracted in
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a form of dioxide and then is shipped to storage facility (a), no extraction,
plutonium rests in irradiated blanket assemblies (b).

Figure 4 shows comparison of calculation results for the above described
scenarios. The lowest risk (as was expected) is calculated in the variant which
envisaged reuse of all the built plutonium. Among the variants with storing
the excess plutonium, the variant of plutonium dioxide storage has the lowest
scores.
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Fiure 4. Comparison of proliferation risk estimates for blanket plutonium recycling
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Figure 5 demonstrates comparison of scenarios 4 and 5. Both scenarios
envisaged plutonium accumulation in storage facilities. Let us take a more
detailed look at scenario 5, in which the system of fast and thermal reactors is
being modeled. Fast reactors operate in extended breeding mode providing a
part of plutonium for VVER-1000 MOX fuel fabrication. MOX fuel is used in
VVER-1000 once, and then irradiated fuel is shipped to storage facility.
Calculation results allow to see that the risk curve for scenario 5 lies below
than those of both sub-variants of scenario 4, meaning that scenario 5 is better
from the nonproliferation point of view. The reason of this fact is that the quality
of plutonium originated from VVER-1000 spent fuel is much worse than that of
plutonium built up in breeding blankets of fast reactor.

Figure 6 demonstrates comparison of scenarios 5 and 6. Both scenarios
have reactors that build up excess plutonium, however in scenario 5 this
excess plutonium goes for once-through use in VVER, in scenario 6 this
plutonium is used to feed fast reactors with BR<I. Risk curve for scenario 6
lies considerably lower that that for scenario 5, because plutonium in
scenario 6 always returns into the fuel cycle.

Now let us consider closed fuel cycles with circulation of plutonium
having different quality from the viewpoint of non-proliferation problem.
Figure 7 shows risk curves for scenario 2 in which only the plutonium from
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reactor core circulates, and for scenario 6 which envisages usage of both core
and blanket plutonium. Risk curve for scenario 6 lies just slightly above the
risk curve for scenario 2.
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Figure 5. Comparison of proliferation risk estimates for storing blanket (scenario 4) or
civil(scenario 5) plutonium

1E-001 — 1E+000
L 1E-001
[ =
2 4E002 -
x
3 B
2 = L
%
g 7 L 1E-002
/ y =
5 7/ -
2
5 / B
2 / r
E 1003 —f/ |
& /
II | 1E-003
Scenario 5 C
Scenario 6 r
1E-004 l 1E-004
1357 10 20 30 50 80

Time, years

Figure 6. Comparison of proliferation risk estimates for use of excess blanket plutonium
in thermal (scenario 5) or fast (scenario 6) reactors



ANALYSIS OF NUCLEAR FUEL CYCLE RESISTANCE 73

1E-001 1E+000
""" — 1E-001
= =
o =
& 1E-002 r
* —
5 L
2 7 -
% ,/
2 Y L 1E-002
7 =
c =
2 C
‘E |-
2 1E-003 / i
E g / |
J
£
— 1E-003
Scenario2 —L
Scenario6 |
1E-004 } 1E-004
1357 10 20 30 50 80
Time, years
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Thus, the results of calculations demonstrate that if excess plutonium built up
in blankets goes back to the reactors in a form of fuel, no considerable
increase of proliferation risk with time occurs. Observance of plutonium
generation and consumption balance, lengthening of refueling interval,
reduction of external cycle time — all these measures turned out to be
substantially more efficient than refusal of extended breeding.

5.2. DEVELOPING NUCLEAR POWER

Results of calculation studies carried out for the variants of developing nuclear
power are presented on Fig. 8

All the calculations were carried out for the same rate of installed
capacity increase. It can be seen from the calculation results that the highest
risk arises in the scenario of nuclear power development using thermal
reactors (O-TH) with delayed disposal of spent nuclear fuel. The risk is
considerably decreased if SNF after a short cooling down in an intermediate
storage goes to the final disposal (O-TH_FD). Three remaining scenarios
represent closed fuel cycle. Developing nuclear power with fast reactors
(CC-FR) has practically the same risk as the scenario of once-through fuel
cycle with deep geological (inaccessible) SNF disposal.
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PRI

O-TH CC-FR O-TH_FD FR+VVER FR+2VVER

Figure 8. Proliferation risk in nuclear power development scenarios. Calculation period -
80 years

In case when a developing nuclear power, along with closed fuel cycle based
on fast reactors, involves thermal reactors, the proliferation risk decreases, the
decrease is proportional to share of thermal reactors. This latter result is
connected with overall reduction of quantity of plutonium circulating in the
system.

5.3. SENSITIVITY OF MODEL TO INPUT PARAMETERS

Weight factors used in risk assessment methodology are the parameters of
ultimate importance. They condition the sensitivity of proliferation risk of the
same quantity of plutonium at different stages of nuclear fuel cycle. Figure 9
demonstrates the values of weight factors wj, used in scenario analysis.

For comparison, attractiveness of separated weapons plutonium is given. It
follows from the results of comparison that fuel cycle should be optimized in
such a way that the duration of fissile materials presence at SNF reprocessing
and fuel assembly fabrication stages is minimized. The most dangerous stages
of the fuel cycle are inventories of separated weapons and civil plutonium.
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Figure 10. Proliferation risk at fuel cycle stages versus external cycle duration
(Calculation period 80 years)

Figure 10 demonstrates proliferation risk versus duration of external fuel
cycle under condition that duration of its individual stages is proportional to
the whole external fuel cycle duration. The results show that increase of
external fuel cycle time leads to considerable increase of contribution of some
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stages. Overall change of proliferation risk value is also substantial. Especially
large contribution is made by the reprocessing and fuel fabrication stages; in-
reactor storage facility makes less essential contribution. It is worth noting
once more that the largest contribution to proliferation risk is made by the
stages of plutonium separation and long-term storing of separated plutonium.

The same dependence, but under condition that durations of spent fuel
reprocessing and fuel fabrication remain unchanged is presented on Figure 11.
It can be seen from the calculation results that proliferation risk increases
with increase of external cycle duration due to the stage of storing, and
overall risk is decreased as compared to that of the previous case.
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Figure 11. Proliferation risk at fuel cycle stages versus external cycle duration. Duration
of reprocessing and fuel fabrication stages in unchanged

6. Analysis of nonproliferation aspects for Pu disposition alternatives in
Russia

The real evolution of nuclear complex in many countries of the world went in
the absolute contradiction with the requirement to minimize “the Pu risk
exposure” that follows from the model considered. As a result, a big amount
of Pu has been accumulated primarily in the non- reprocessed spent fuel of
thermal reactors. Besides, the stockpiles of separated civil Pu are still growing
in France, Great Britain and Russia. The USA and Russia declared the
amounts of weapons-grade Pu as surplus for the defense purposes. So the
potential proliferation risk has not demonstrated the tendency towards its
decrease yet.
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The Russian Federation seems to have the broadest spectrum of
various types of Pu, including the surplus weapons — grade Pu, civil Pu
separated from spent fuel, Pu in spent fuel of thermal and fast reactors, Pu
accumulated in fast reactor blankets. It is well-known that the principal
position of the Russian Federation consists in declaration of Pu as valuable fuel
material which should not be subjected to final disposal in geological
formation. From this standpoint sooner or later the transfer to the strategy of
Pu use as a reactor fuel will be inevitable. In view of that the fact that in the
US-Russian Agreement on disposition of 34 tons of surplus weapons — grade
Pu the reactor disposition technology was chosen as the main technology, could
be considered as a great success in Russian policy.

Preparation of the program on weapons-grade Pu disposition and
development of a long- term strategy of Pu involvement into the NFC of
Russia required comprehensive consideration of all the available reactor
alternatives in terms of political, economic and social criteria and the
criterion of nonproliferation. The principal estimation of the strategies of
once-through and closed cycle in terms of nonproliferation mentioned above
is certainly one of the key issues of this analysis. At the same time in
practice a wide spectrum of political, technical and organizational questions
appear, the questions, which characterize the peculiarities of the task and not
the general features important for the comparison of global strategies. For
example, the specific time periods for disposition of surplus weapons-grade Pu,
account for various degrees of attractiveness of weapons-grade and civil Pu
for theft and diversion, international collaboration which includes coordination
of different options of weapons-grade Pu disposition with the USA, specific
features of NMC&A system at various sites, transportation routes and amounts
of fissile materials being transported, reliability of storage, etc.

The multi-attribute utility method has been chosen as a methodology that
in our opinion complements and specifies, to the required extent, the
method of “risk exposure” when the alternatives of Pu disposition are
studied °. This model is widely used for preparation of decisions in power
industry, including the nuclear power. An additional argument in favor of this
choice was the fact that it has already been used in the USA for the analysis of
alternatives of ex- weapons-grade Pu management °.

The multi-attribute utility method is based on calculation of the function of
relative efficiency (utility) U(x1, X2, X3...Xn) of the alternative that depends on a
great number of parameters. The additive estimation of the function has the
form:
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U(prz---xn):ZWiVi(Xi) (4)
i=1

where vi(xj) — is a single-attribute value function in terms of i, whose value
varies from 0 to 1;
wi — is a weight factor of the single-attribute value function vi(xi), with
2w =l
it

The general algorithm of this method implementation as applied to the
task of Pu disposition in nuclear reactors consists in the following:

o to determine the main goal (disposition efficiency) and to choose the
alternatives for its achievement (reactor scenarios of Pu disposition);

« to distinguish objectives and tasks for the next hierarchic levels and to
determine the value (weight) of each of them (to form a task tree);

 to construct one-valued efficiency functions for each single attribute in
the range of a single-attribute change definition domain;

« to estimate the values of single-attribute efficiency functions for specific
values of variables in the given option;

« to sum up single-attribute efficient function values with equation (2) and to
determine the utility function U(;,, Xx,5 X3 xn) ;

« to analyze sensitivity.

Based on this algorithm in paper ° the total “plutonium disposition

efficiency” was determined quantitatively. This value consisted of three
components: economic efficiency, ecological safety and proliferation
resistance. The nonproliferation factor was considered by the US specialists as
the most important one as compared to two others (the nonproliferation factor
“weight” was equal to 0.5072). In our study we focused on a part of the “goal
tree” related to the issue of nonproliferation only (Figure 12).

The goal of “Nonproliferation”, as it is shown in fig.12, is achieved by
solving five rather independent tasks. The first task, theft resistance, consists
in the analysis of fissile material stealing by terrorist groups. The main barrier
for proliferators in this case is physical protection of nuclear materials during
their use and secure sites where fissile materials are located. The state is
responsible for all these measures.

The second task, “Diversion Resistance”, reflects the option protection
against the possible diversion of civil fissile material into the military sphere
of its use by the state as the owner of nuclear materials, the possibility of
international control and acceptability of the option from the point of view of
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the world community. The barrier for fissile material diversion at the state level
is the international control (including the IAEA safeguards). Then comes
the task of “Irreversibility” (it reflects difficulties in material recovery to
the form usable for weapons production) and the task of “International
Cooperation” (it encourages the cooperation in the field of disarmament and
nonproliferation).

The last of the five tasks, “Timeliness”, reflects the level of option
orientation towards the reduction of accumulated plutonium risk. The big
tasks of “criteria tree”, in their turn, are subdivided into smaller ones, up to
the elementary level of single-attribute function (Figure 12).
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Figure 12. Criteria tree in terms of nonproliferation

For surplus weapons grade plutonium the model developers interpreted the
notion of timeliness as a reduction of time required to begin and complete the
mission of full Pu disposition. In the period of the model development the US
administration rejected the possibility to recycle civil Pu. Maybe because of that
the authors gave so narrow interpretation of the “timeliness” notion. In order to
extend the multi-attribute approach to the task with civil Pu disposition
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included we had to update the initial diagram (figure 12) and broadened the
notion of “timeliness” and included the proliferation risk criterion from
various links of comparable fuel cycles (weapons and civil Pu storage facility,
SFA storage facility, etc.).

The diagram shown in figure 12 reflects two different sides of
nonproliferation problem. Three target functions in the bottom serve as indices
of efficiency in solving the global task of reducing the risk of accumulated Pu
inventories, first of all weapons grade Pu (a wide interpretation of
nonproliferation issue). At the same time the technical questions of ruling
out its unauthorized use (a narrow interpretation of nonproliferation issue) are
characterized by the two top target functions.

The multi-attribute model whose set of criteria and their weights at various
levels of criteria tree are given in figure 12 was used by the authors of the
given work to compare the efficiency of reactor options of Pu disposition in
terms of nonproliferation criterion. In the disposition scenarios chosen for
comparison the consideration was given to the possibility to use both
currently existing Russian power reactors and the reactors whose construction
is planned in the program of Russian nuclear power development. Figure 13
shows the calculated results of efficiency (rating) in terms of
“nonproliferation” criterion for several scenarios out of the big number of
scenarios considered. Let us point out some general tendencies illustrated in
figure 13.

BN-800+ 4 VVER-1000
(1/3, 2008)

12 VVER-1000 (2003)

2 BN-800 (2010)

BN-800 (2010)

BN-600 (2002-2020)

8 VVER-1000 (1/3, 2003)

Plutonium Utilization Opt

2 BN-800 (2015)

Uranium Fuel

T T t T T T
0.00 . . : . . 0.60

Figure 13. Rating of various options of Pu disposition in terms of nonproliferation. In
brackets there is an indication of VVER reactor core loading fraction for MOX-fuel and
the year of Pu disposition in reactors, respectively
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The nonproliferation policy that considers the aspects of nuclear
disarmament encourages the transfer to MOX U-Pu fuel both in thermal and
fast reactors. The scenarios which presuppose an early disposition mission and
fast elimination of the most dangerous ex-weapons Pu inventories have the
highest rating. It is a mixed option with BN — 800 and 4 VVER - 1000
reactors (with 1/3 MOX fuel core loading) and the option with 12 VVER —
1000 reactors with 1/3 MOX core.

Figure 13 shows that due to a high demand of BN — reactors for Pu and due
to a number of other circumstances the disposition efficiency in one reactor
of this type build in 2010 will exceed the efficiency of all the operating
VVER — 1000 reactors transferred to 1/3 MOX core in 2003. The scenario of
reactor operation with U fuel that is being currently implemented and that
results in Pu accumulation in various forms has the lowest rating (i.e. a long-
term Pu storage is considered the most dangerous in this model as compared to
its reprocessing).

The indicated model shows rather definite limits of adequacy for the
scales of MOX fuel technology implementation into fast and thermal reactors
and determines the time frames within which the transfer to this fuel is
consistent with the signed agreements. So it follows from fig.13 that it will be
in- efficient to involve the second BN — reactor into disposition of surplus
weapons grade Pu (< 50 tons) declared by Russia. The delay in transferring
VVER - 1000 units into MOX fuel significantly lowers the rating of scenarios
into which they are involved. But the delay in commissioning a fast reactor,
if it is the only one in this scenario, has especially negative impact on the
scenarios rating.

Besides that some interesting results have also been obtained but they
haven’t been reflected in figure 13. The multi-attribute model showed that the
use of MOX fuel in the BN — 600 reactor gives the possibility to provide the
same efficiency of ex-weapons Pu disposition both in the Russian Federation
and in the USA, even if the pace of transferring to MOX fuel in thermal
reactors of Russia within the near 10 — 15 years lags behind the pace of that in
thermal reactors of the United States. Currently this fact is realized and
accepted at all the levels and is considered in specific plans of disposition.

In the model the statement about the expediency of concentrating the
reactors and NFC facilities involved in the process of disposition, on one
territory (“nuclear island”) finds its quantitative confirmation. The options
in which the reactors are located at the same site with weapons grade
conversion facilities and MOX fuel fabrication facilities have substantial
advantages over the option where reactors are dispersed on a large territory.
That is due to a much higher level of physical protection that can be
achieved on the “island” and no need for external fuel movement. The BN —
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800 constructions at the Mayak site fits this concept ideally. Moreover the
BN-800 location at the Beloyarsk site will make it possible to drastically
reduce the number and the length of U-Pu fuel transportation as compared to
the option of Pu disposition in thermal reactors

On the whole this method gave quite reasonable and explainable results in
terms of “Nonproliferation”. However the final estimation of Pu disposition
efficiency calculated in view of ecological and especially economic factors
shifted the rating of results towards the use of U — Pu fuel in the currently
operating BN—600 and VVER-1000 reactors.

7. Conclusion

Comparison of once-through and closed NFC on the criterion of potential
plutonium proliferation risk (“risk exposure”) allows to conclude that well
organized closed fuel cycle has lower proliferation risk than once-through fuel
cycle. The most important safety requirement in respect with plutonium — the
balance of plutonium build-up and its irreversible consumption

(“burning” up to fission products) — can be strongly met only in closed
NFC. From this point of view, closed fuel cycle has fundamental advantages
over the open fuel cycle. Good NFC proliferation resistance can be assured
only under condition that risk exposure for the stage of SNF final disposal is
reduced to zero. The possibility of meeting this requirement for a long-term
time intervals is extremely difficult and disputable question.

Fuel cycles with extended plutonium breeding were studied along with fuel
cycles without excess generation of plutonium, in which all the plutonium
built up has reactor core quality. The quality of plutonium generated in
blankets is very high from the non-proliferation point of view.

The results of study have demonstrated that if excess plutonium built up in
blankets goes back to the reactors in a form of fuel, no considerable increase
of proliferation risk with time occurs. Observance of plutonium generation
and consumption balance, lengthening of refueling interval, reduction of
external cycle time — all these measures turned out to be substantially more
efficient than refusal of extended breeding.

Within the fuel cycles of nuclear power, the stages of SNF reprocessing
and MOX fuel fabrication are the most dangerous ones from the viewpoint of
proliferation of fissile materials having definite attractiveness in view of
nuclear weapons creation.

Contribution of operative resource of plutonium required for MOX fuel
fabrication into the proliferation risk turned out to be rather essential. Under
certain circumstances (high grade of plutonium purification, size of operating
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resource), this contribution can become the governing one, and exceed the risk
from all the remaining stages in closed or once-through fuel cycle.

In the models of developing nuclear power, substantial decrease of
proliferation risk occurs when thermal and fast reactors are used co-jointly,
plutonium from thermal reactors is used in fast reactors.

The scope of present study was limited mainly with assessment of
proliferation risk of different kinds of plutonium. Another very important task
is to take into account contribution of natural and enriched uranium at different
stages of fuel cycles.

It is quite illustrative that for the practical implementation of the policy of
nuclear disarmament, in order to reduce the potential risk of surplus weapons
grade Pu accumulated in the RF and USA, one of the key parts of the closed
NFC - reactor disposition of Pu — had to be addressed. The nuclear reactors
available in Russia make it possible to consider two ways in the near future to
solve the task of elimination of the declared surplus weapons grade Pu: the
strategy of Pu disposition in water reactors, “symmetrical” to the US strategy,
and “asymmetrical” strategy of its disposition in fast reactors that provides
the same disposition efficiency.

The methods of quantitative proliferation risk analysis considered in the
paper have found a wide application in the system studies and form a good basis
for further improvement. Along with the transfer from the relative proliferation
risk assessment at various stages of fuel cycle to the direct proliferation risk
assessment at these stages it seems reasonable to move towards the estimation
of proliferation risk cost in money terms. It is quite obvious that the method
of quantitative proliferation risk analysis agreed upon at the national and
international level could be widely used by scientists and technical specialists in
the nuclear industry.
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1. Introduction

This year 2005 we commemorate the 60th anniversary of World War II. 60
years have passed after Hiroshima that have not been an easy path for the
welfare of mankind. After the disaster of the war with 50 million killed,
people thought that a new era of peace and good coexistence was not only
possible but necessary.

The missile crisis in Cuba in 1962 was very useful to show that both nu-
clear powers and the rest of the world were on the edge of the abyss and
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that something should be done to avoid the step to the extinction. This
dangerous situation led to different agreements between the East and the
West for the reduction of both strategic and nuclear weapons, being the
most important one the Treaty on the Non-Proliferation of Nuclear Weap-
ons, which was signed in Washington, London and Moscow and entered
into force on March 5, 1970.

The way to eliminate totally nuclear weapons is still hard and long. On
10 September 1996 the United Nations adopted for this aim the Compre-
hensive Nuclear Test Ban Treaty Organization and, although 175 countries
have adhered the Treaty, it has not entered into force yet.

However, the first year of the 21st century announced the world that a
new sort of political tactic was born: blackmail under international terror.
11 September 2001 opened a new chapter in our history. Al-Qa’ida, a po-
litical phenomenon theoretically linked to the islamic world with living
human weapons through suicidal younsters linked not to an entity, as many
people think, but to an ideology with very well trained elements.

When Nasir Ahmad Nasir al-Bahri, known by the nickname of “Abu
Jandal”, member of al-Qa’ida since 1996, former personal bodyguard of
Usama Bin Ladin and leading al-Qa’ida element in Yemen was arrested in
Yemen after the operation to destroy the US destroyer “Cole” in the Port
of Aden, the American FBI officers asked him whether Al-Qa’ida had
chemical plants and nuclear weapons. He said literally following the
Koranic verse “I recall that my answer to them was that Usama Bin Ladin
has a weapon that is far superior to all the US weapons. What is this
weapon, they asked? I told them “Among the believers are men, who have
been true to their covenant to God: of them some have completed their
vow (to the extreme) and some (still) wait. But they have not never
changed (their determination) in the least”. The US arsenal is full of weap-
ons but it does not have the men”. And when talking about the future of
Al-Qa’ida he said “As to the future of Al-Qa'ida, I believe that it has found
what it wanted. It can now melt into a new caldron, and a new giant would
be reborn, of which Al-Qa'ida would be a part. Many of the Islamic World
leaders would join it and the confrontation with the United States would be
inevitable. And, Al-Qa'ida would not be the leader but a vanguard army”.
His testimony is an important piece in this complex puzzle of Al-Qa’ida.

Taking into account the actions executed up to now in the United
States, Spain, Saudi Arabia, Bali, Kenya, the United Kingdom, etc and
considering also that the Islamic World consists of 71 states, these words
are rather frightening and although the defeat of the Taliban in the
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Afghanistan government weakened the movement, Bin Ladin continues be-
ing its ideological leader.

The cells and commanders hide a very complex reality: Bin Ladin
movements have actually evolved so as to adapt them to the firm interna-
tional efforts to fight them. Following Abu Jandal “Al-Qa’ida members are
fully qualified and equipped to carry out any operation at any time... and
the assignement of persons depends on capabilities”.

On November 17, 2004 Abu Salma Al-Hijazi, one of the leaders of Al-
Qa’ida, in an interview held in Faluja, 50 km to the West of Bagdad and
one of the main focus of the Iraqi resistance, said that he expected by those
days a terror attack in the United States which would cause about 100,000
casualties. Fortunately it was a bluff that put into account that we are not
only subjected to physical attacks but to another way of terror more ma-
chiavelic and pervasive: psychological harrassment.

Probably the biggest danger to all this lies in the nuclear weapons na-
tions that have big nucleus of population with the same ideology than these
terrorist groups. It is rather likely that in the nuclear facilities of these na-
tions we can find engineers and scientists linked to Al-Qa’ida ideology that
could transfer to the terrorist groups nuclear weapons components which,
in turn, can be easily introduced in countries such as the United States or
the European Union, where more specialized groups could assemble these
weapons to be used in the precise moment and place.

2. Technical problems in the development of nuclear weapons of
fissile material in developing countries

Some developing countries may be tempted to fabricate nuclear fission
weapons, avoiding the Non Proliferation Treaty. In this second part of the
paper, main technical problems in the fabrication of a nuclear fission
weapon in developing countries will be analyzed: the enrichment of ura-
nium and plutonium that can be used in crude weapons; the predetonation
probabilities, the conditions to obtain plutonium from the irradiated fuel
elements, etc.

2.1. GENERAL DESCRIPTION OF THE TECHNICAL PROBLEMS

2.1.1. Gun-type weapon

« Fabrication: affordable by low technology countries.
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Weapon-grade uranium: it requires complex facilities with high tech-
nology (gas centrifuge cascade). Tune-up requires highly specialized
engineers.

Utilisation: it can be dismantled into easily transported components.
This weapon is the most appropriate for terrorism purposes because its
components can be introduced in the countries following, for instance,
the route of illegal inmigrants, private ports and airports, etc.

Detection: the gas centrifuge cascade plant is difficult to detect.

2.1.2. Implosion-type weapon

3.

Fabrication: complex. Detonators must have a standard deviation infe-
rior to nanosecond. The chemical explosive lenses and the hollow
sphere of plutonium must be obtained by melting in void chambers so
as to avoid cavities that distort the sphericity of the implosion wave.
High precision mechanisation of the weapon components is required.

Weapon-grade plutonium: it is obtained from the fuel elements of the
nuclear reactor after irradiating them about 3% to 10% of the time they
would be irradiated in a commercial reactor. Since the irradiated fuel
elements are very radioactive, they should be handled in hot cells. This
technology is affordable by medium technology countries.

Utilisation: its dismantling into components is complex.

Detection: nuclear reactors in surface (not underground) are easy to de-
tect by satellites.

Enriched uranium used in the gun-type weapons

Following table 1, the separation work units (SWU) per kg for a 50% en-
riched uranium is a 63% of the one required to achieve a 94% enrichment,
but the bare critical mass is about three times. This implies that the SWU is
duplicated as the enrichment of 94% to 50% is reduced.
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TABLE 1. Separation work units for Uranium metal of several enrichments

bare critical 10 cm reflector of Unat
enrichment | SWU/kg
% mass SWU mass SWU
kg kg
94 200 53 10600 |19 3800
50 125 160 20000 |35 4375

3.1. COMMENTS

3.1.1. If 50% enriched uranium were used instead of the weapon grade
uranium (WGU), the cost of the used uranium in the weapon would
duplicate and the amount of the required uranium would triplicate
(in the case of bare critical), thus making a very large weapon.

3.1.2. Developing countries that have got a gas centrifuge cascade to ob-
tain reactor grade uranium (about 3% enriched) could distribute the
cascade of thousand of centrifuges in such a way that they would ob-
tain 50% enriched uranium or, in the last case, WGU (94% en-
riched).

3.1.3. As a rule of thumb, about 1500 centrifuges adequately distributed
would produce 15 to 20 kg of WGU per year, enough to make a nu-
clear weapon.

4. Neutron emission from spontaneous fission in the weapon and
reactor grade plutonium and its influence in the predetonation
probability

In table 2 it is indicated the neutron emission from spontaneous fission of
the different plutonium isotopes and that of the weapon and reactor-grade
plutonium.

The isotopic concentration of the reactor grade-plutonium depends on
the type of reactor and its burnup, the enrichment in Pu239 and Pu241 is
about 70% for the different types of reactors.

Taking into account the critical mass and the assembly time of the
weapon, it is obtained in table 3 the probabilities to get the nominal and
fizzle yield for WGP and RGP. It is observed that when using RPG there is
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a 24% probability to obtain the nominal yield and a 21% probability to get
a fizzle yield.

TABLE 2. Weapon grade plutonium and reactor grade plutonium concentration at
fuel discharge and neutron emission from spontaneous fission

WGP
SF (94% Pu239) RGP isotopic concentration %

Isotope n- g'l~s'1 isotopic concentration PWR HWR GGR

%
Pu 238 2600 0.01 1.3 -- --
Pu 239 0.030 93.80 56.6 66.6 68.5
Pu 240 1020 5.80 232 26.2 25.0
Pu 241 -- 0.35 13.9 53 53
Pu 242 1670 0.02 4.7 1.5 1.2
SE,n-g's" | -- 66 366 302 295

TABLE 3. Probability to obtain nominal and fizzle yield for WGP and RGP

Probability WGP (94% Pu239) RGP (60% Pu239)
%

100

(nominal yield) 90 24

<5

(fizzle yield) 2 21
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4.1. COMMENTS

4.1.1. Developing countries can be tempted to use the plutonium obtained
in the fuel discharged by the reactor after operating the maximum
burnup commercially available. But in this case, there is a small
probability to get nominal yield (about 24%) and a big probability
to get fizzle yield (about 21%) comparing these values with those of
WGP.

4.1.2.If the developing countries want to ensure a nuclear explosive of
nominal yield (with a probability bigger than 90%) they should use
highly enriched plutonium (94% in Pu239).

5. Plutonium production for commercial reactors and for weapon
grade plutonium operation

In table 4 it is analyzed plutonium production for the PWR, HWR and
GGR. To get plutonium 94% enriched in Pu239, it is necessary that the
burnup or the stay time of the fuel elements in the reactor should be re-
duced considerably, so as to prevent that the Pu239 obtained from U238
becomes Pu240 per neutron capture.

TABLE 4. Plutonium production for commercial reactor operation and for weapon
grade plutonium

reactor net commercial
type thermal reactor WGP operation

efficiency | operation

burnup | annual | burnup annual production
MWd/ | produc-
T tion MWd/T % kg/MW, | kg/MW,
kg/MW,
PWR 0.32 30000 | 0.33 1000 33 |0.18 0.56
HWR 0.29 7500 |0.63 1000 13.3 [ 0.33 1.14
GGR 0.28 4000 |0.82 200 5.0 |0.35 1.25
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100% capacity factor

MWd/T for WGP operation x 100
MWd/T for commertial reactor operation

% burnup=

WGP =94% Pu 239

The necessary burnup to obtain WGP should be 3.3%, 13.3% or 5.0% of
the one used during the commercial operation of the power reactor,
whether we consider PWR, HWR or GGR.

5.1. COMMENTS

Developing countries can follow two different ways to obtain plutonium:

5.1.1. One way would be to build a low power experimental heavy water
or graphite moderated reactor (about 20MWt) which would produce
0.33 kg of plutonium 94% enriched in Pu239 per thermal megawatt
(for a 20MWt reactor, 6.6 kg would be obtained, enough to build a
crude weapon per year).

5.1.2. The other way would consist to irradiate some of their fuel elements
in one of their power reactors until they reach a burnup of 1000
MWd/T for PWR and HWR, or 200 MWd/T for GGR. For instance,
to obtain 6.6 kg of enriched plutonium at 94% in Pu239 in an HWR
of 1000 MWe, it would be enough to irradiate only 0.6% of their
fuel elements to a burnup of 1000 MWd/T.

6. Conclusions

Developing countries that want to have nuclear weapons in their arsenals,
have taken or will take the following steps:

6.1. To sign and ratify the Non Proliferation Treaty in order to achieve
collaboration and minimize possible suspicions.



6.2.

6.3.

6.4.

6.5.

6.6.

6.7.
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To send hundreds of scientists and engineers to developed countries
that are equipped with research centers, laboratories and facilities of
high precision mechanisation, high chemical explosives, nuclear fis-
sion science and technology, uranium metallurgy, uranium enrich-
ment, fuel elements fabrication, hot cells and reprocessing of pluto-
nium, production of heavy water or graphite with nuclear purity, etc.

To establish dual-technology projects that allow to import compo-
nents which can be applied to the development of nuclear weapons.

To project and fabricate a research low power graphite or heavy wa-
ter moderated reactor with its corresponding facilities, to obtain the
moderator, fuel elements and hot cells.

To establish a program of nuclear power plants for energy supply
and afterwards to achieve international agreements to provide them
with uranium and components for these nuclear power plants.

To sign international agreements in order to install a factory of fuel
elements, a plutonium reprocessing plant and a gas centrifuge facil-
ity to produce slightly enriched uranium.

However in the case that pressures exerted by certain nations could
prevent these agreements to be signed, these developing countries
would try to obtain these facilities illegally from countries that have
got this technology, and either have with them analogous ideology
or economical interests.

To design a policy of confusion in order to hinder, disturb and ob-
struct the mission of the inspectors of the International Atomic En-
ergy Agency.
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SECURITY OF RADIOACTIVE MATERIALS FOR MEDICAL USE
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Abstract: Both sealed and unsealed radioactive sources are used in hospi-
tals throughout the world for diagnostic and therapeutic purposes. High
activity single sealed sources are used in teletherapy units, although these
are becoming less common as they are replaced by linear accelerators, and
in blood irradiator units, which are in widespread use. Lower activity
sealed sources are used in brachytherapy. High activity unsealed sources
are used typically for the treatment of thyroid cancer and neuroblastoma in
inpatients while diagnostic doses of unsealed radioactive materials have
much lower activities. In the case of a central radiopharmacy producing
patient doses of radiopharmaceutical for several Nuclear Medicine de-
partments, however, quite large amounts of radioactive materials may be
held. Hospitals are, by their nature, less secure than other licensed nuclear
sites and the ever-changing patient/visitor (and staff) population is a fur-
ther complicating factor. Hitherto, security of radioactive materials in
hospitals has tended to be considered from the perspective only of radia-
tion safety but this approach is no longer sufficient.

Keywords: hospitals, teletherapy, nuclear medicine, radiopharmacy

1. Introduction

Over the last few years, there have been several incidents related to radio-
active materials originating from medical use. Probably the best known of
these is the Goiania incident'” in which a telecobalt source was cut open in
a scrap yard. The potential for such incidents was increased by the well-
intentioned efforts of medical physicists in the developed world who re-
placed their teletherapy units with linear accelerators in the 1970s and
1980s. There were several cases of the replaced teletherapy units being
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donated to centres in the developing world which either did not have the
necessary funds to obtain a linear accelerator or, indeed, did not have a
guaranteed supply of electricity to enable operation of an accelerator.
While all of the necessary regulations in the country of origin were ob-
served, there were cases where the recipient organisation was not subject
to a well-defined regulatory system. The IAEA categorisation® places
teletherapy sources in category 1, blood irradiators in category 2, brachy-
therapy sources in to category 3 and other sources in category 4. This
categorisation is driven primarily by consideration of orphan sources. In
categorising the top ten radiation risks, the USAEC® places transportation
of cobalt 60 sources first, teletherapy sources in second place, blood irra-
diators in fifth place, sales/resales of cobalt 60 sources in sixth place and
sales/resales of blood irradiators in ninth place. Medical sources thus oc-
cupy four of the top 10 places. The advent of the so-called “dirty bomb”
renders such sources in particular potential targets for terrorist groups.

Within the European community, the Directive 2003/122/Euratom,
control of high-activity sealed radioactive sources and orphan sources
(HASS Directive)” has been enacted. Compliance with this directive is
equivalent to compliance with the IAEA Code of Conduct®. The HASS
limits, which are of particular concern to hospitals, are:

« Cobalt-60 4GBq
e Cesium-137 20GBq
o Irridium-192 10GBq

The first two of these relate to teletherapy units with cobalt 60 being
most common in Europe in blood irradiators while Irridium-192 is a
brachytherapy source. The directive appears to be designed for industry
but it should again be emphasised that hospitals are not industrial sites.

While the regulations apply to sealed sources, the principles can (and
should) be extended to unsealed sources: within healthcare, there is much
more widespread use of the latter.

2. Terrorism

The aims of terrorist groups can be simplified to:

a) Publicity — to broadcast the objectives of the group

b) Destabilise society — this may involve inflicting economic damage
by destroying or putting out of use (for example) buildings, en-
ergy sources, etc., by threatening a course of action which causes
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mass panic or by killing/injuring members of the target popula-
tion.

c) Recognition — in gaining sufficient influence that society either
yields to their demands or, at least, is forced to negotiate.

Seen in this context, the amounts of radioactive materials stored in lar-
ger hospitals could certainly help to fulfil the first two of these aims.
News of the mere seizure of radioactive materials would almost certainly
cause a high level of concern in a population, even where the actual hazard
associated with the materials was low.

In the case of a blood irradiator source, this could be used in a dirty
bomb but it is unlikely that it would be capable of causing high casualty
levels — a weapon of mass disruption rather than mass destruction. Nev-
ertheless, as shown by the Goiania incident, deaths could ensue. The
quantities of radioactivity in brachytherapy sources or as unsealed sources
available in larger hospitals would certainly be sufficient to cause eco-
nomic damage by arranging for (e.g.) the contamination of a small area.

Any of the above scenarios would certainly generate a great deal of
publicity for any terrorist group.

3. Healthcare sites

A major healthcare facility will have a radiotherapy department with sev-
eral linear accelerators, at least one brachytherapy system and several
sealed sources for specialist treatments (e.g. eye plaques). As a major
transfusion centre, there may well be an associated blood irradiator. Either
as a separate department or as part of the imaging department, there is
likely to be a nuclear medicine department and possibly a separate nuclear
cardiology section. Radioactive materials will be utilised within diagnos-
tic laboratories, albeit in much smaller quantities. A typical inventory of a
large UK hospital in its radiotherapy (no teletherapy machines) and radio-
pharmacy units is shown in Tables 1 and 2.

TABLE 1. Typical Radiotherapy Department Inventory

Cs-137 800GBq
1-131 25GBq
1-125 20GBq
Am-241 10GBq
1-123 10GBq
Ir-192 10GBq
Blood irradiator Cs-137 70TBq
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TABLE 2. Typical Centralised Radiopharmacy Inventory
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Mo-99 1TBq
Tc-99m 1TBq
H-3 100GBq
Xe-133 35GBq
1-131 25GBq
T1-201 15GBq
1-123 4GBq
Re-186 4GBq
Sm-153 4GBq
At-211 4GBq
Y-90 3GBq
P-32 2.5GBq
I-125 2GBq
Xe-127 2GBq
Rb-81 2GBq
Kr-81m 2GBq

In addition to the above, some high-activity technetium generators util-
ise depleted uranium shielding rather than lead.

4. Public perception

As noted above, the public’s perceptive of the dangers of radioactive mate-
rials can be out of proportion to the actual hazard involved. It is necessary
for the scientific community to make a greater effort to educate the public
and to place the risk into context. The Goiania incident was responsible
for five deaths and 28 cases of radiation burns with 49 people being admit-
ted to hospital. Whilst this is clearly unacceptable, the scale of casualties
was not as great as either the Madrid or London bombings, neither of
which involved radioactive materials. In terms of assessing the impact of
terrorist use of materials available from healthcare facilities, perhaps the
most interesting feature of the Goiania incident is that 112,000 people pre-
sented themselves for monitoring, the vast majority simply for reassurance.
A terrorist mediated small-scale release (or even the threat of such) could
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lead to a similar response. This would achieve the short-term aims of de-
stabilisation and publicity.

It is suggested that, while most concern has been concentrated on sce-
narios with the potential for fatal and/or near fatal outcomes, increased
consideration should be given to those consequent upon theft from health-
care facilities. From a terrorist perspective, the latter are not defended
with potentially lethal force but could yield sufficient material to achieve
their aims.

There is undoubtedly need to increase security of radioactive materials
held on healthcare premises but this has to be done without increasing the
radiation exposure to staff or compromising patient care. Once again, it is
a question of balancing risk.

5. Counter measures

The main means of denying access to radioactive materials to unauthorised
persons is to control the distribution. This has the facets of production,
transport, accumulation and disposal. The maintenance of records, pref-
erably by electronic means, is clearly key to each of these and affords a
linkage between them.

There is a debate over whether inventories of radioactive materials
should be held at a local or national level. If a detailed national inventory
is kept, it would be necessary only to hack into a single system to obtain
details of the holdings in an entire country. A series of local inventories
would be more secure in this regard and could probably hold a greater
level of detail. The update frequency requires to be decided and the levels
of security assessed carefully; would user sites be able to access the master
database directly or would they simply be able to e-mail corrections for in-
put by regulatory staff.

Public education can also be regarded as a counter measure in that the
degree of alarm would then be minimised. Increased efforts are required
in this regard, particularly in relating the risks associated with radiation to
those of other activities where the public either completely disregard risk
or consider the risk acceptable.

The HASS directive requires vetting for “staff and others with access
to sources”. This is an area in which healthcare premises are particularly
vulnerable. Unlike most licensed nuclear sites, a relatively large number
of staff may have access and the level of staff turnover is probably higher.
There is also the question of agency staff who are drafted in (often at ex-
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tremely short notice) to cover for absent permanent members of staff. By
definition, numbers of patients pass through both diagnostic and therapeu-
tic facilities sometimes with almost no advance notice and, for inpatients,
there are the associated visitors.

6. Vulnerability

At least, while in use, teletherapy systems are sited in restricted radiation
areas (figure 1). Physical access will be restricted also, although there is a
need to permit rapid emergency access to patients which restricts options
during working hours. Since the weight of the overall treatment head
would render transport extremely difficult, it is assumed that a terrorist

Figure 1.

group would attempt to remove the source from its housing in situ. This
requires specialist tools and would be time consuming.

Brachytherapy sources, on the other hand, are often stored in wheeled
trolleys (figure 2) and are kept in relatively accessible areas of a healthcare
site often in a special side room at the end of an inpatient ward. Albeit far-
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fetched, it is conceivable that a patient could be kidnapped to obtain the
radioactive materials.

Figure 2.

Other sealed sources are generally kept in a sealed sources handling
bench which is sited in a less accessible area and usually has two or more
security barriers to prevent unauthorised access.

Unsealed sources are usually contained in volumes of 1-30ml and so
are readily transportable even: a 500GBq molybdenum technetium genera-
tor is contained within a shield weighing only 25 kilos.

As noted above, healthcare sites are intrinsically more vulnerable than
conventional licensed nuclear sites. Security is still predicated, however,
upon the 3D system — D Deter, Detect (as quickly as possible) and Delay
(for as long as possible). These facets are implemented by design consid-
erations, the adoption of appropriate standard operating procedures and
careful monitoring.

In terms of design, a physically remote part of a site can minimise the
risk of opportunistic attack, although the drawback is that it may be qui-
eter. The surrounding area should be well lit and, where practicable, sub-
ject to surveillance. While international regulations lay down strict con-
trols on notices at the entry to controlled radiation areas, a lack of
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signposting of any radiation facility is also to be commended. This can be
achieved by the use of double doors with the external door bearing no la-
belling and the internal door bearing the statutory signage.

In terms of layout, the areas where sources are stored should be inter-
nalised as far as possible and measures taken to delay access/egress, al-
though this must be balanced with the need for operational efficiency.
Lastly, adequate alarm systems should be designed in; these will be a
combination of intruder and radiation detectors.

Doors giving access to source storage areas should be designed care-
fully with concealed hinges and secured mountings into the surrounding
wall to offer maximum security. The use of windows should be minimised
and, where necessary, these should be fitted with shatterproof glass.

The standard operating procedures for any such facility should lay out
clearly the responsibilities of each member of staff with regard to the
maintenance of security. There should be strict procedures for ordering
materials, checking deliveries, storage/usage records, the maintenance of
the records themselves and IT security.

One of the least secure aspects of the medical use of radioactive mate-
rials lies in the transport and delivery system. Once again, appropriate
training must be provided and the responsibility of delivery staff and those
taking receipt of radioactive materials set out carefully”. There can be
particular problems with deliveries to healthcare institutions out-of-hours
and, even where this is a rare occurrence, there must be a rigorous proce-
dure®™. Tt is wholly unacceptable for such materials to be received into (for
example) the Accident and Emergency reception desk and left there to
await uplift. The vehicles themselves should be fitted with radio contact to
their base (this may be by mobile telephone provided that coverage the
area of operation is adequate).

The security level attached to each storage area will be dependent upon
the category of source being stored. It is good practice to minimise the
quantities held in any case but this becomes increasingly important when
viewed from a security aspect.

Good record-keeping is an essential part of the system and each site
should update its inventory appropriately, ensuring that the necessary pa-
perwork stays with each source. Transfers/removal should be noted at the
time when this occurs and, if necessary, regulatory authorities notified.
Random audits should be carried out to ensure that the system is working
properly.

When designing new facilities, advice should be sought from a
counter-terrorism security expert.
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7. Monitoring

For sites storing higher levels of activity, automatic access control systems
should be employed. The complexity of these will be determined by the
security risk but there are, once again, features of a healthcare site which
may make this more difficult. Keypad locks are not recommended; there
may be large numbers of these on a particular site which leads either to the
same code being used for several different locations or the likelihood of
the number being written on the adjacent walls. The need for emergency
access to patients may also mean that there is the need for an emergency
override to be sited somewhere in the vicinity, often in the form of a break-
glass box. As noted above, an intruder alarm system will be required. De-
pendent again on the category of source being stored, the alarm may
transmit a signal to the hospital switchboard or directly to the local police.
There requires to be a set procedure detailing how any alarm will be dealt
with, emphasising the need for the response time to be inversely propor-
tional to the activity stored.

Closed circuit televisions are widely used within hospitals but it should
be remembered that these are efficacious only insofar as the image is
monitored diligently.

Automatic radiation alarm systems can be utilised also.

8. Conclusion

Given the present public perception of the hazards associated with radia-
tion, categorisation by activity alone may be inappropriate. More consid-
eration should be given to unsealed sources. The threat of release of a
small amount of a low-hazard radionuclide would probably still be enough
to cause a degree of panic. In order to ameliorate this, public education
should be a priority. In this regard, a careful balance will have to be struck
between acknowledging the risks involved but placing them into the wider
context.

Legislation/regulation must account for clinical practice. Too often in
the past, regulations which were intended for industrial sites have been ap-
plied to hospitals without recognising the lower levels of risks involved
and the associated logistic problems. There is a need also to recognise the
direct benefit to patients of the use of radioactive materials, to facilitate di-
agnosis/treatment and to minimise the risk to staff handling the sources.

At the same time, the medical sector must pay more attention to the se-
curity aspects of its work utilising radioactive material.
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CHAPTER II
PROTECTING NUCLEAR POWER PLANTS

ON THE IMPORTANCE OF THE SECURITY AND SAFETY OF THE REACTOR
PRESSURE VESSEL TO EXTERNAL THREATS
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Abstract: Nuclear power plants have long been recognized as potential targets
of terrorist attacks, and critics have long questioned the adequacy of the existing
measures to defend against such attacks. The 11-S 2001, 11-M 2004 and 7-J
2005 attacks in USA, Spain and UK illustrated the deadly intentions and
abilities of modern terrorist groups. These attacks also brought to surface long
standing concerns about the vulnerability of nuclear installations to possible
terrorist attacks. Commercial nuclear reactors contain large inventory of
radioactive fission products which, if dispersed, could pose a direct radiation
hazard on the population. The reactor pressure vessel (RPV), which contains the
nuclear fuel, is the most critical component of the plant. This paper shows that
small amount of explosive material can produce irreversible damage in the RPV
and the release of radioactive material. Therefore, access of working personal to
the vicinity of the RPV during the refuelling outage should be strictly limited. It
should be considered a high priority security issue.

Keywords: Reactor pressure vessel, vulnerability, terrorism, blast

1. Introduction

Nuclear power plants have long been recognized as potential targets of terrorist
attacks, and critics have long questioned the adequacy of the existing measures
to defend against such attacks. The 11-S 2001, 11-M 2004 and 7-J 2005 attacks
in USA, Spain and UK illustrated the deadly intentions and abilities of modern
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terrorist groups. These attacks also brought to surface long standing concerns
about the vulnerability of nuclear installations to possible terrorist attacks.

Commercial nuclear reactors contain large inventory of radioactive fission
products which, if dispersed, could pose a direct radiation hazard, contaminate
soil and vegetation, and be ingested by humans and animals. Human exposure
at high enough levels can cause both short-term illness and death, and longer-
term deaths by cancer and other diseases. To prevent dispersal of radioactive
material, a series of “containments” are designed (in-depth defence philosophy
with 3 containments). Nuclear fuel and its fission products are encased in metal
cladding within a steel reactor pressure vessel (RPV), which is inside a concrete
containment structure.

The RPV, which contains the nuclear fuel, is the most critical component of
the plant. Access by terrorists to the RPV vicinity during reactor operation is
extremely improbable, and the plant operators should have enough time to
shutdown the reactor. A more factible situation, as shown in Figure 1, is to put
some explosive material near the RPV wall by an insider during a routinely
outage. In this period, the plant performs the maintenance and refuelling
activities, and personal of external organizations can access to different parts of
the plant.

Figure 1. Explosion in the vicinity of the RPV wall

2. Methodology. RPV Failure Criteria

In order to determine the minimum amount of explosive material to damage the
RPV, a simple method is proposed in this research work. The first step is to
model the RPV as a cylinder of thin wall, as shown in Figure 2. For this case,
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and when R/r > 10, the principal stresses o, 61, oy, adopt a simple form as a
function of the external pressure P and, the radii (R) and thickness (r) of the
pressure vessel.
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Figure 2. Principal stresses in a cylinder of thin wall under external pressure

It is assumed we have a uniform external pressure P around the RPV during
the explosion. This assumption is reasonable since we are determining the
minimum amount of explosive material needed to damage the RPV.

The second step is to define the failure criteria. Here we have several
possibilities [1]. The elastic failure criteria is chosen and represented by the
following equation,

o, = \/; [(01 ~Ou )2 + (011 O )2 + (0'1 — O )2] (1)

Using Equation (1) and the expressions for the principal stresses, we can
obtain the pressure needed to start the plastic deformation of the RPV steel,

2
PZE%O_Y (2)

3. Results. Amount of explosive material

A blast wave striking an object will generate a pressure on the face of the object
which is greater than the peak static pressure of the wave. This occurs because
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the forward moving air molecules are brought to rest and further compressed by
the collision. The peak static overpressure is the pressure that would be felt by a
particle moving with the wave-front. When a stationary object is struck by the
blast wave, however, the object will face this pressure and will also be hit by
the particles being carried with the stream- the blast wind. This leads to the
concept of dynamic pressure, q, which is defined as

q="Yaepu’ 3)

Here u is the particle velocity and p is the air density immediately behind
the wave front.

The total pressure experienced by the object face, in our case the outside
surface of the RPV wall, is the peak reflected pressure, P, a combination of
static and dynamic pressure.

According to Equation (2) and for a selected RPV, for instance with R = 2
m, r=0.2 m and Oy = 65,000 psi, the minimum reflected pressure, P, needed to
start the plastic deformation is 7505 psi (51,7 MPa). Figure 3 shows the peak
reflected pressure of 12,4 kg TNT for different distances calculated with the
computer program ATBLAST [2]. The blast pressures are reduced significantly
as distance increases. For distances lower than 1 m this amount of TNT can
damage the RPV.

20000
28000 - Range | Pressure
§ 2000 m) | (s
. 0.5 23048
Y 15000 4 1 7505
2 10000 1 2 1729
3 567
o 4 239
o T 5 12
] 1 2 3 4 5 -] 6 72
Distance(m)

Figure 3. Reflected pressure for 12.4 kg TNT

Figure 4 shows the amount of TNT needed to generate a reflected pressure
of 7505 psi at different distances. Just for reference, person-carried explosive
devices are generally considered to be less than 50 kg, and are usually assumed
to be approximately 20 kg.
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Figure 4. Amount of TNT needed to damage the RPV at different distances

A given explosive can be converted to an equivalent amount of TNT by
multiplying its mass by the TNT equivalence factor. Conversion factors can be
based either on the impulse delivered by the explosive or the energy per unit
mass of the explosive. The two factors will be slightly different [3]. Table 1
gives conversion factors for a few explosives based on the energy per unit mass
(a partial list from [3]). Using these conversion factors and the ATBLAST
program we are able to determine the minimum amount of different explosive
materials needed to damage the RPV (for R =2m, r=0.2m, oy = 65,000 psi). The
calculated values are given in Table 1.

TABLE 1. Minimum amount of explosive materials to damage a selected RPV

Explosive TNT Equivalent Amount of Explosive Amount of Explosive
Factor (kg) at 0.5 m distance (kg) at 1 m distance

TNT 1.000 1.5 12.4

AMATOL 80/20 (80% 0.586 2.6 21.2

ammonium nitrate 20% TNT)

Compound B (60% RDX, 40 1.148 1.4 10.8

TNT)

RDX (Cyclonite) 1.185 1.3 10.5

HMX 1.256 1.2 9.9

Mercury fulminate 0.395 39 314

Nitroglycerin (liquid) 1.481 1.0 8.4

PETN 1.282 1.2 9.7

Pentolite 50/50 (50% PETN, 50% 1.129 1.4 11.0

TNT)

Torpex (42% RDX, 40% TNT,  1.667 0.9 7.4

18% Aluminum)
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4. Conclusions

Experts consider the nuclear reactors to be potential “high-value targets” for
terrorists aiming to maximise public panic as well as inflicting large-scale
destruction and death. The most critical component of a commercial nuclear
power plant is the RPV which contains the reactor core. Small amount of
explosive material can produce irreversible damage in the RPV and the release
of radioactive material. Therefore, access of working personal to the vicinity of
the RPV during the refuelling outage should be strictly limited. It should be
considered a high priority security issue.
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Abstract: The paper presents a review of the main principles for technolo-
gies and materials protection from unauthorized proliferation and applica-
tion to be considered in nuclear reactors designing. Nuclear power features
certain operations sensitive to nuclear weapons proliferation (such as sepa-
ration of uranium isotopes (enrichment), long storage of spent fuel, proc-
essing of spent fuel, plutonium and/or uranium recovery from spent fuel,
storage of recovered fissile materials). Proliferation resistance is defined as
a nuclear energy system characteristic that impedes the diversion or unde-
clared production of nuclear material, or misuse of technology with the
purpose of acquiring nuclear weapons or other nuclear explosive devices.
The basic principles of non-proliferation established in the INPRO interna-
tional project sponsored by IAEA have been discussed as implemented for
designing of the innovative nuclear energy systems based on fast lead-
cooled nuclear reactors.

Keywords: Non-proliferation of nuclear weapons, reactor design, separation of
uranium isotopes, plutonium recovery, safeguards, INPRO project, innovative re-
actors, fuel cycles, BREST fast reactor.

1. Introduction

An important issue in the design of modern nuclear plants is safeguarding
of reactor technologies and materials against diversion and unauthorised
application. Nuclear weapons proliferation came on the agenda in the po-
lemics on nuclear power long ago. This was only natural, considering that
nuclear technology started with production of fissile materials intended for
weapons fabrication — i.e. plutonium production in nuclear reactors and
production of highly enriched uranium by way of isotopic separation.
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Nuclear power features certain processes and operations sensitive to
. . 1
nuclear weapons proliferation ':

« separation of uranium isotopes (enrichment);

« long storage of spent fuel;

o plutonium and/or uranium recovery from spent fuel;
o storage of recovered plutonium.

The current goal consists in minimising the proliferation risks associated
with the nuclear fuel cycle. To achieve this goal, it is necessary to prevent
material diversion for potential application in nuclear weapons — either as a
result of sabotage or by misuse of fuel cycle facilities. It is also essential to
keep a close watch over the know-how in the area of production and re-
processing of highly enriched uranium (i.e. enrichment techniques) and
plutonium.

Proliferation resistance is defined as a nuclear energy system character-
istic that impedes the diversion or undeclared production of nuclear mate-
rial, or misuse of technology with the purpose of acquiring nuclear weap-
ons or other nuclear explosive devices 2.

The degree of proliferation resistance results from a combination of
technical design features, operational modalities, institutional arrange-
ments and safeguards measures. These can be classified into intrinsic pro-
liferation resistance features and extrinsic measures.

Intrinsic proliferation resistance features are those features that result
from the technical design of nuclear energy systems, including those that
facilitate the implementation of extrinsic measures. This presentation dis-
cusses implementation of intrinsic proliferation resistance features in nu-
clear reactor designs developed in NIKIET.

Early in their design activities, designers choose technical features that
would reduce nuclear system attractiveness for nuclear weapons pro-
grammes. In particular, these are material characteristics such as isotopic
composition, chemical form, mass and bulk, and radiation properties.

The second type of intrinsic proliferation resistance features comprises
the technical features of a nuclear system that prevent or inhibit the diver-
sion of nuclear material. These include design features that confine nuclear
material to locations with limited points of access and make material diffi-
cult to move without being detected due to such characteristics as size,
weight, or radiation.

The third type of intrinsic proliferation resistance features consists of
the technical features of a nuclear system that prevent or inhibit the unde-
clared production of direct-use material. Thus, reactors are designed so as
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to preclude undeclared irradiation of target materials in or near the core.
Reactor cores have small reactivity margins that would prevent reactor op-
eration with undeclared targets. Fuel cycle facilities and processes are dif-
ficult to modify for undeclared production of nuclear materials. Processes
have intrinsic limitations that would preclude their use for production of
direct-use materials.

The fourth type of intrinsic proliferation resistance features consists of
the technical features of a nuclear energy system that facilitate verification,
including continuity of knowledge. This includes designs that facilitate de-
sign information verification throughout their life cycles, and design fea-
tures that provide for facility surveillance and monitoring.

There is currently a need in the methods of assessment of the degree
and effectiveness of the proliferation resistance of system’s design. Such
assessments could be used by system developers to study the impact of in-
trinsic design features on the overall proliferation resistance of the system.
This would help the designers to make an intelligent choice of the features
and increase the robustness of proliferation resistance. The lack of a gener-
ally recognized methods and a system for assessment of proliferation resis-
tance characteristics, along with the immature regulatory framework, im-
pede nuclear power development across the world.

TABLE 1. The basic proliferation resistance principles established by INPRO [2]

Proliferation resistant features and measures should be implemented in a nuclear
1 power system to minimise the possibilities of undeclared use of nuclear materials

for weapons production.

Both intrinsic features and extrinsic measures are essential, and neither should be

2 considered sufficient by itself.

3 Extrinsic proliferation resistance measures, such as control and verification meas-
ures, will remain essential, whatever the level of effectiveness of intrinsic features.

4 From a proliferation resistance point of view, the development and implementation
of intrinsic features should be encouraged.

5 A clear, documented and transparent methodology is required for comparison and

assessment of proliferation resistance.

Following Russia’s President initiative supported by Director General
of IAEA, an international project has been in progress since 2001 on inno-
vative reactors and fuel cycles — INPRO [2]. NIKIET was actively in-
volved in formulating objectives for the studies to be performed in the
framework of this project. In the first phase of INPRO, the key principles
and requirements for modern nuclear power were identified in the follow-
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ing principal areas: economics and competitiveness, safety, environmental
impact (waste management) and proliferation resistance.

These principles could serves as a groundwork for a system of re-
quirements for a nuclear reactor design. Developers of nuclear systems
should be encouraged to use intrinsic features to support proliferation re-
sistance in their designs, and governments should be encouraged to con-
sider extrinsic measures to supplement the intrinsic features. All this will
improve the level of proliferation resistance provided by today’s nuclear
power systems.

Proliferation resistance is achieved through the use of optimal combi-
nations of intrinsic features and extrinsic measures. Complete reliance on
extrinsic measures results in high verification expenses. On the other hand,
there may be a point at which the cost of intrinsic proliferation resistance
features exceeds the benefit. This means that there are tradeoffs between
different intrinsic features and extrinsic measures, as well as tradeoffs be-
tween intrinsic features for proliferation resistance and other design con-
siderations such as safety, maintainability and cost.

Proliferation resistance should be taken into account as early as possi-
ble in the design and development of nuclear energy systems. This re-
quirement encourages designers to consider proliferation resistance from
the early stages of their design activities and provides the greatest opportu-
nity to incorporate intrinsic design features at a minimum additional cost.
For example, consideration of proliferation resistance could result in small
changes in nuclear system configuration with minimum additional cost.

It is important to understand that though these features can signifi-
cantly contribute to proliferation resistance of a nuclear energy system,
they will not make it fully proliferation resistant by themselves.

Assessment of the robustness of the proliferation resistance of a design
is a difficult and complex task, therefore, it is essential to start an effort to
develop appropriate methods of assessment. The initial versions may be
debatable and complicated, but they will give an impetus to this work. It is
critical that any methodological limitations be clearly identified to avoid
misinterpretation or misapplication. The mechanism for coordinating such
R&D remains to be established. Materials prepared within the INPRO Pro-
ject could be of use.

All projections predict the nuclear power growth in the 21" century.
The existing nuclear capacity amounts to ~360 GWe. If it increases to
thousands of GWe, it will be difficult to take an accurate account (at least
to hundreds of kilograms) of the thousands of tonnes of **’U and Pu circu-
lating in the system. If deployed to a large scale based on existing reactor
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designs, nuclear power will compromise the prospects for banning the nu-
clear weapons.

NIKIET has been advocating nuclear power development based on re-
actors of a new generation with a maximum level of proliferation resis-
tance. The new energy technology should rely on fast neutron reactors op-
erating in uranium-plutonium fuel cycle, which will help gradually reduce
the proliferation risk. The basis for such an approach is the huge amount of
plutonium accumulated in the spent fuel of thermal reactors, and more ef-
ficient neutron utilisation in fast reactors as compared to thermal facilities.
With the considerable plutonium stockpiles, the high breeding rate and ra-
tio are no longer on the agenda, which allows using excess neutrons for the
benefit of safety and economics '.

These principles were used to develop a concept of the BREST-type
plants, with a fast reactor (Fig. /) and a “naturally safe” closed fuel cycle
(CFC) using uranium-plutonium fuel (Fig. 2).

The key features of the BREST technology are:

« high-density heat-conducting fuel with equilibrium composition UN-
PuN-MA;

o chemically inert lead coolant;
« no blanket;
« closed fuel cycle without enrichment and separation of fissile isotopes.

The use of mononitride uranium-plutonium fuel featuring high density
(~ 13 g\cm?) and heat-conductivity (10-15 times greater than that of ox-
ides) allows fundamental modification of fast reactor parameters and de-
sign, the most important of which is the elimination of the uranium blan-
ket. The absence of uranium blanket in fast reactors with full Pu
reproduction in the core (CBR~1) sets the stage for the technological sup-
port of the nonproliferation regime. Uranium blanket is replaced with lead
reflector, which, as shown by calculations and experiments, significantly
improves the core neutronics and the reactor safety in general.

The first charge is made of natural or depleted uranium mixed with
plutonium recovered the spent fuel of light-water reactors (VVER). Pluto-
nium stockpiles, kept in storage facilities, will gradually diminish, and all
spent fuel stored in the cooling ponds at modern NPPs will be reprocessed
to recover plutonium to fabricate the first cores of fast reactors. Initial re-
covery of Pu and fabrication of the first charges for fast reactors should be
done at existing facilities in the nuclear countries, or in the international
nuclear technology centres under the IAEA safeguards. This will be the
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major step towards reduction of Pu stockpiles on the planet and, hence,
consolidation of the nonproliferation regime.

One of the key aspects of plutonium application in the fast reactors of a
new generation is the use of equilibrium fuel. In this case, the mass and
isotopic composition of plutonium and minor actinides loaded into the core
and retrieved on the end of the life cycle, remain practically unchanged.
The fuel removed from the core, contains less uranium-238 than the initial
charge, which should be compensated in the course of reprocessing. In this
case, there is no need to recover or add plutonium when fabricating new
fuel.

The BREST fuel cycle includes the following stages which match the
stages of a closed fuel cycle of traditional fast reactors, except for the
blanket subcycle [3]:

o fuel irradiation in reactor;

« post-irradiation cooling of spent fuel assemblies and their transporta-
tion to a reprocessing shop;

NPP with two BREST-1200 reactors
and on-site fuel cycle.

Figure 1. Layout of NPP with BREST-1200 reactor

o SFA cutting to retrieve fuel and detach steel components of fuel as-
sembly;
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e reprocessing;

o adjustment of fuel mixture composition;

o fabrication of nitride pellets;

« fabrication of fuel rods and fuel assemblies;
« temporary storage;

o delivery to reactor.

Figure 2 shows configuration of a closed cycle with nitride fuel. In this
cycle, the nonproliferation principle is translated into the requirement that
the reprocessing technique should be incapable of separating uranium and
plutonium at any stage of the process. The fast reactor physics allows
rough cleaning of fuel from fission products in the course of reprocessing
(with 1-5% of FP remaining in fuel). Moreover, americium, neptunium and
curium remain in the fuel to be transmuted. Together, these impurities ac-
count for the high activity of fuel (about 50 Ci/kg with 1% of FP remain-
ing in fuel), and act as an intrinsic physical (radiation) barrier to fuel theft.
Reprocessing without plutonium recovery is limited practically to the
cleaning of fuel from fission products. Furthermore, fuel recycling is con-
fined to the reactor building and the adjacent fuel cycle facility, which is
crucial for the improvement of material safeguarding against unauthorised
application

Fabrication of Fabrication of mononitride
mononitride fuel from oxide from U and Pu alloys
Depleted Assembly of fuel Depleted
uranium (oxide) elements and bundles uranium (metal)

Fast reactors,
BREST-OD-300

|

U and Pu Fuel Metallic alloy
oxides refabrication U and Pu
v v
Hydrometallurgical Electrochemical
reprocessing VVER SNF reprocessing
(PUREX process) in molten salts

Figure 2. Closed fuel cycle of BREST NPPs

A specific feature of an on-site fuel cycle is that it is based on an un-
manned technology, i.e. the process itself, adjustment and maintenance of
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equipment are managed remotely. The fuel cycle of the BREST-type reac-
tors does not require shipment of spent fuel assemblies to a reprocessing
plant. After a one-year cooling in an in-pile storage facility, SFAs are
transferred to an on-site fuel cycle facility via transfer corridor connecting
reactor compartment with the facility. This eliminates all risks and expen-
ditures associated with SFA transportation for reprocessing. Moreover, no
transportation and handling equipment associated with shipment is needed.

A formidable barrier to the illicit use of the BREST-type reactors for
production of pure Pu suitable for weapons manufacture, is the absence of
Pu recovery facilities and technologies in the on-site fuel cycle. BREST
fuel — delivered for reprocessing and reprocessed — is unsuitable for fabri-
cation of nuclear charges. A fundamental requirement for the reprocessing
technique is that it should keep uranium and plutonium inseparable, in the
same proportion as in the spent fuel delivered for reprocessing. Reproc-
essed fuel contains up to 1% of fission products, which simplifies its safe-
guarding (this feature of the BREST fuel is sometimes referred to as “self-
safeguarding”).

An important task facing now developers of the on-site fuel cycle is
fuel protection against theft and misuse. The process is being reviewed to
identify its vulnerabilities in terms of unauthorised fuel extraction or
equipment modification for the purpose of Pu recovery.

This technique has been under development in Russia for more than 15
years, in parallel with the relevant R&D to support it. The work relies on
more than 40 years of experience in civil fast reactors and submarine fa-
cilities with heavy-metal coolant (Pb-Bi). The cost estimates performed for
a nuclear power plant with two BREST-1200 reactors and on-site fuel cy-
cle facilities capable of handling 24 t of spent fuel a year, have shown that
the fuel costs will not exceed 15% of the cost of the entire energy complex.

It is worth mentioning that the BREST fuel cycle will afford practically
unlimited expansion of resources available to nuclear power, owing to the
recycling of the equilibrium U-Pu fuel, with only a small amount of de-
pleted or natural uranium added to it.

Surely, BREST is not the only one feasible technology; nor is it ideal.
However, it is the first and most advanced concept of an innovative nu-
clear plant, which meets all requirements for large-scale nuclear power in
terms of the fuel balance, safety, cost, waste management, and prolifera-
tion resistance. This technology has been developed to a level when it can
be used to design and construct a demonstration plant, which can be done
within the time and to the cost usual for such undertakings.
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BREST facilities possess many physical properties that make them pro-
liferation-resistant:

« in a fast reactor with full Pu reproduction in the core (CBR~1.05), the
amount of fissible plutonium loaded into the core practically equals the
amount of Pu retrieved on the end of the life cycle, so that there is no
need to recover Pu for the fabrication of fresh fuel;

« reactor does not need and should contain no uranium blanket capable
of producing weapons-grade plutonium;

o transmuted actinides present in the fuel, and rough fuel cleaning from
FPs, facilitate fuel protection against thievery at all stages of the fuel
cycle;

« all fuel cycle facilities will be placed on the NPP site to exclude large
interim storages and avoid long-distance shipments, and hence reduce
the risk of fuel theft or loss;

« reprocessing technique is not required to include Pu recovery, there-
fore, it is possible to develop technology that will be incapable of this
operation;

o stockpiled plutonium will be used for fabrication of the first cores of
new reactors, as part of the uranium-plutonium mixture.

Simple analysis shows that plutonium accumulated in the spent fuel of
Russian NPPs can be completely utilised by the end of the 21% century in
the fast reactors of a new generation (assuming that one BREST-1200 or
1.5 - 3 BN-800 reactors are put in operation each year). To provide pluto-
nium for the first cores, it is necessary to construct reprocessing plants
with the total capacity of 1000 — 1000 t SNF/year. When all plutonium
present in the spent fuel of thermal reactors comes to end, further deploy-
ment of fast reactors will be based on surplus plutonium produced in the
fast reactors with CBR~1.05. The task is quite realistic for Russian econ-
omy. Moreover, this solution will not only give cheap electricity to Russia
but will also significantly reduce the proliferation risks.
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Abstract: The nuclear power plants (NPPs) world-wide are generally very
robustly designed and constructed, capable to stand very extreme conditions.
Small design differences from this point of view can be found among the
various reactor types of the same generation; PWR, WWER, etc. The NPP
structures are thus designed to accommodate all originally thinkable unwanted
conditions, to cope with various extreme scenarios and respond safely to the
various considered initiating events. In addition to the robust design, a series of
complex redundant and diverse safety barriers, following a defence in depth
concept, have been developed to avoid negative consequences, or at least
mitigate the consequences of the events. Recently, questions and debates are
appearing with regard to the vulnerability of the NPPs and their possible
exposure to external threats; like for example terrorist attacks involving few
individuals able to by-pass security and introducing small charges of explosive
inside or near-by such containments. The role of the structural materials is in
these situations very important for the safety of the NPP. The worst
consequences of an event can contemplate of course huge environmental
damage, like release of radio-activity combined with possible human losses and
considerable direct costs, and financial and logistic indirect consequences. Such
negative consequences are especially impacting the nuclear industry; in fact, it
can be foreseen that a single accident or serious incident may put in danger the
complete NPP fleet operation simply due to public opinion justified pressure.
The response of the structures subjected to non-design impacts is discussed and
reviewed in this paper. Although the main focus is on structural integrity, the
paper also discusses the overall risk assessment of terrorist attacks presenting
the link between structural analyses and plant risk analysis.
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1. Background

In the world there are several hundreds of civil nuclear reactors producing a
large fraction of the total world energy needed. Such NPPs are located in large
geographical areas mainly concentrating in the most developed countries and
slowly appearing in developing countries as well. A distribution map is given as
example in Figure 1 for the enlarged EU and neighbouring countries.

A significant effort to assure safe operation of such power plants which are
progressively ageing is done the Institute for Energy of the Joint Research
Centre of the European Commission (Sevini et al., 2004), in particular within
the frame of the SAFELIFE Action (Debarberis et al., 2004).

The existing NPPs were designed in the years 60°. Their potential dangers
were taken into account, and a unique safety approach was developed for the
nuclear reactors. Of course the first generation of reactors built was still
suffering a few design shortcomings, but rapidly the new safety approach led to
world-wide generally robustly designed and constructed NPPs structures and
systems, capable to stand any thinkable conditions including very extreme ones.
In fact all thinkable unwanted conditions were considered including all possible
initiating events.

For each initiator a series of complex been developed to avoid negative
consequences or at least mitigate the consequences of the events. A philosophy
of redundant systems and diversified systems has been applied as well since the
very beginning.

Intrinsic barriers over-dimensioned and large safety margins have been
considered as well for materials and structures. The result is that the NPP
structures can actually accommodate and are able to cope with extreme
scenarios, and can respond safely to the various considered initiating events.

Natural catastrophic events like tornados and earthquakes as well as
accidental aircraft or other object impact, have been considered since the early
days of nuclear power and in connection of modernization projects. The
European Union is home to 155 nuclear power plants units located in 25
Member States, generating about 30% of the EU electricity. Some of these
plants are located near large urban population centres. Experts consider the EU
nuclear reactors to be “high-value targets” for terrorist determined to attract
public concern besides inflicting large-scale destruction and death.
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Figure 1. NPPs distribution in the enlarged EU and neighbouring countries

Nowadays, nuclear power plants and nuclear installations in general are
recognized as potential targets of terrorist attacks, and critics have long
questioned the adequacy of the existing measures to defend against such
attacks. The September 11, 2001 and March 11, 2004 attacks in USA and Spain
illustrated the deadly intentions and abilities of modern terrorist groups. These
attacks also brought to surface long standing concerns about the vulnerability of
European nuclear installations to possible terrorist attacks. It is not a surprise
that the EU citizens consider the international terrorism amongst few other
items as the major fear (Sondage n°® 58.1, Eurobarometre, Oct/Nov 2002).

The worst consequences of an event can contemplate of course huge
environmental damage like release of radioactivity combined with possible
human losses and huge direct costs and financial and logistic indirect
consequences. Such negative consequences are especially impacting the nuclear
industry; in fact, it can be foreseen that a single serious accident/incident may
put in danger the complete NPP fleet operation simply due to public opinion
justified pressure.
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Figure 2. Sondage n° 58.1, Eurobarometre, Oct/Nov 2002

Consequently, the directions of the various financial programmes of the EU
are targeted to find solutions to the issues which are indicated by the citizens,
see Table 1.

TABLE 1. Priorities in the preparatory actions 2004-2005 for Security Research in the
EU

EU priorities

Optimizing security and protection of networked systems

Protecting against terrorism (including bio-terrorism and incidents with
biological, chemical and other substances)

Enhancing crisis management (including evacuation, search and rescue
operations, control and remediation)

Achieving interoperability and integration of systems for information and
communication

Improving situation awareness (e.g. in crisis management, anti-terrorism
activities, or border control).

It is understandable that a major effort is required to reinforce and protect the
energy sector critical infrastructure; including: production, distribution, storage,
etc., as indicated in Figure 3. In particular, it is also clear that most of the listed
priorities are also involving implicitly nuclear installations and related
infrastructures and networks.

In fact, the production of electricity is for a large fraction assured by nuclear
installations, which need to be safeguarded.
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2. NPP structures vulnerability

As it was already considered before, the NPP structures are designed to
accommodate and to cope with extreme scenarios, natural catastrophic events,
accidental aircraft or other object impact, etc. To avoid any catastrophic release
of radioactivity, a series of safety barriers, following a defense in depth concept,
have been provided. Probably the only events not explicitly considered were
those of malicious and terrorist nature; including intentional airplane impacts or
terrorist attacks involving both large charges (truck bombs) to the case of few
individuals introducing small charges of explosive inside or near-by such
containments. It is then of course a challenge to answer the recently rising
questions regarding the vulnerability of the NPPs and their possible exposure to
external threats. Small design differences from this point of view can be found
among the various reactor types of the same generation; PWR, WWER, etc.

Recent works have been dedicated to study the blast of large car/truck
bombs located near the outer containment. Such cases involve from
several hundreds to up to 6000 Kg of TNT equivalent (Gaukler et al.,
2002; Peplow et al., 2004, Schmidt 2003); typical of recent terrorist
attacks on non-nuclear targets. Less attention has been paid to the
security by-passing with smaller amounts of explosives. Of course we
must assume that a clamorous failure of the security occurred in such a
case. Anyhow such scenario is considered generally plausible and it is
today believed that up to few kilograms of explosives can bypass
security in certain conditions.
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The structural analyses combined with risk analysis methods form a
comprehensive approach to analyse NPP structural vulnerability. Such an
approach enables the identification of weakest points related to safety and
security issues — whether of technical/structural or organisational nature — and
prioritisation of countermeasures.

The analysis of terrorist attack scenarios can be split in following phases:

« Analysis of the probability that the terrorists manage to enter the plant
« Analysis of the damage caused by the blast

« Consequences of the attack

The main focus of this paper is on the second phase, i.e. the structural
response. Before discussing the structural analyses we present the
modelling approach that can be used in the first phase, and discuss the
consequence analysis and its relation to existing PSA analyses.

In the evaluation of consequences, we need to distinguish between local
damage and the consequence at the plant level. If we think of the final
consequences of an attack they could be classified in several groups taking into
account the economical consequences, immediate injuries or fatalities, and
radioactive releases. For simplicity, we are concentrating in the following in
nuclear safety, and do not take the possible fatalities in consideration.

An illustration of the approach is presented in the following. In this example
we analyse a scenario of a terrorist attack where few individuals attempt to by-
pass security and introduce explosive material inside the power plant.

3. Event tree approach to analyse the accessibility of the installation

In the modeling of the by-passing of plant security, we have adopted the event
tree modeling technique commonly used in risk assessments. An event tree is a
representation of the logical order of events leading to some condition of
interest for a considered system. The event tree initiates with a basic initiating
event and develops from there in time until all possible states with adverse
consequences have been reached. For the model, we need to identify
information of basically three different types (in addition to the definition of the
initiating event):

« the gates of the event tree
« probabilities assigned to the gates

« consequences assigned to event tree outputs
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In our case, the gates in the event tree represent different physical and
human barriers, which are aimed at stopping the attack. We have here adopted a
simplified version of an event tree exercise presented by McCormick (1981).
However, we have extended the example to include also access to the
containment building, since we need to analyse separately attacks directly
targeted against the reactor pressure vessel.

Further, the containment building is assumed to represent an additional
physical barrier. The barriers defined in our example are:

« The gate as a physical barrier
 The fence as a physical barrier
o Gate guards

o An alarm system, that notifies mobile guards at the plant if the gate or fence
has been attacked

o The mobile guards

« The containment (as physical and psychological barrier)

The event tree is aimed at analysing the probability that the terrorists manage to
enter the plant. Thus we start by defining following three consequences to be
used as input in further steps of the analysis:

« Terrorists are stopped
« Terrorists manage to enter the plant, but not the containment building

o Terrorists manage to enter the containment

It is of interest to analyse two different initiating events: an “open attack”,
where the terrorists enter the installation by force, and a smuggling of a smaller
amount of explosives. It would be reasonable to assume, that the amount of
explosives in the second case is smaller than in the first case. Since the amount
of explosive material is very important in the structural analyses, we split the
two last consequence categories to account for the size of the charge.

Finally one needs to assign probabilities to the success of different barriers,
i.e. the event tree gates. In our illustration we use similar probabilities as
McCormick (1981). In the case of smuggling the explosive, the physical
barriers of the gate and the fence are not considered. It is also assumed that in
this case the terrorists are not armed. For the access to the containment we use
the probability 0.05 (this probability should reflect not only the difficulty to
enter but also the terrorists’ expected interest to get inside the containment).
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Sensitivity analyses of the model can be made by varying the success
probabilities of various events.

The event trees for the two different initiating events are presented in Figure
4. The end state of each path in the tree is indicated at the right side of the tree,
with corresponding probabilities. The total probabilities of each end state are
indicated at the bottom.

Gate Mobile Access  END
Fence Gate guards Alarm Guards reactor ~ STATE
Attack
Fence
0.5 0.9 OK 0.45
0.1 0.99 0.7 OK 0.0346
0.3 0.05 RPV 0.000742
0.95 PLANT 0.01410
Attack
0.01 0.05 RPV 0.000025
0.95 PLANT 0.000475
Attack
Gate
0.5 0.1 OK 0.05
09 0.8 OK 0.36
0.2 0.99 0.7 OK 0.0623
0.3 0.05 RPV 0.00133
0.95 PLANT 0.0254
0.01 0.05 RPV 0.000045
0.95 PLANT 0.000855
Smuggling 0.9 OK 0.9
0.1 0.005 RPV-S  0.0005

0.995 PLANT-S 0.0995

Figure 4. Event tree analysis

The probability of stopping the terrorists (“OK”) is ~96%. There is a few %s
probability that the terrorists succeed to attack the plant outside the
containment. The probability for an attack inside the containment is an order of
magnitude lower. The above simple calculation is just an example of the use of
the event tree methodology.
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4. Nuclear power plants structural materials

In this paper we concentrate to the case of very small charges that can be taken
near primary structures like RPV or primary piping. Studies on structural
response of a selected typical nuclear power plant under several terrorist and
internal sabotage scenarios are planned at JRC. Such studies will contribute
significantly to decrease the vulnerability of nuclear power plants by improving
situation awareness on the structural integrity of key nuclear components and
allowing for development of security strategies needed for the re-enforcement
of available defenses as well as the establishment of new systems, lay-outs and
plant procedures.

The behavior of nuclear power plant structures subjected to impact or
explosion conditions can be determined by using complex finite element tools
which allow performing a detailed analysis of the non-linear dynamic of the
fluid-structure systems subjected to fast transient dynamic loading (explosions
in enclosures, study of shocks and impacts of projectiles on structures, etc.).

One of the key points is the demonstration of the capability of the structures
to respond to such new non-design loads. The materials which are used in NPP
structures can be summarised as given in Table 2.

TABLE 2. Primary loop and materials matrix

Structures/components/ Materials Remarks
Systems
Pressure vessel base and Ferritic steels - Component subjected to radiation
welds damage
- DMW TO JOIN FERRITIC TO

AUSTENITIC STEELS
- Small differences in western types and
Russian design types

Primary piping Austenitic steels DMW

Pressurizer Ferritic steel DMW

Steam generator/heat Alloy

exchanger

Active components Different alloys, - pumps
- valves

(*) anticorrosive layer facing primary water

In the following, the pressure vessel is considered in more details as an example
to quantify the scale of the energies involved.

The proposed simple way to estimate the minimum theoretical energy
required to allow complete fracture of the vessel, £ y is as follows:

racture>
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E,pe~3145D%s*USE., ¥ (1)

[fracture
Where:
D is the vessel diameter (m)
s is the vessel thickness at the critical zone (m)
USE,, is the upper shelf energy measured on standard CV impact test
(converted to J/m?)
b 4 is the global factor (>1) taking into account for the different

fracture rate (CV normally obtained at 5 m/s impact velocity),
sample size extrapolation, dissipations, etc.

For the scope of this paper, only considerations on the minimum theoretical
energy to fracture will be done for simplicity.

Typically USE,, of about 150-200 J are measured on standard CV notched
specimens (full cross section 10x10 mm; ~80% breaking surface) (Davies,
1999). A minimum USE is even required by the ASME (ASME code
Appendix G).

We have also to consider that the materials properties are degraded at
end-of-life (EOL) when compared to beginning of life (BOL) conditions.

The estimated minimum calculated energy, Eq. 1, for different vessel types
and specific materials is in the range of ~10 MJ. An example of the estimation,
on a small thickness vessel, considering ageing, is done for example in Figure
5. Both base metal and welds are considered at the beginning of life (BOL) and
degraded at end-of-life (EOL). As it can be seen the ageing of materials plays
also a significant role.

Similar estimations can be found for primary piping and other primary
components. In terms of explosives, these amounts are equivalent to approx a
few Kg of TNT or dynamite. Such quantities could easily pass security
unobserved.

Fortunately, in reality much larger charges would be required due to several
factors, including: the efficiency of the energy transfer to the component critical
section which cannot be really optimized due to different boundary and
environmental conditions, the distance, the minimum peak overpressure
created, etc. Empirical formulas based on available test data or complex
simulations are normally developed to estimate the peak overpressure, Eq.2,
and to account for the standoff distance of the charge, Eq. 3.

d
W m

)" 2

P{)VEI”IJIESSMI”B = A * (
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d
=W"/(B—+
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Where:
w is the weight of the charge
d is the standoff distance
overpressure is the in induced peak overpressure
t is the maximum wall thickness which can be breached

A,n,m,B,C are constant factors (obtained from fitting of test data)

BOL hase
=
S

- EOL weld

E,yy MJ
N W S @ -~

=
1
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Figure 5. Estimated minimum energy to fracture versus USE of materials

If we account for the various factors, the required explosive charge amount
could be one order of magnitude larger that the amount determined by the
proposed minimum required energy (Eq. 1). Such amount would not easily pass
unobserved through the security service.

It is anyhow clear that materials are key barriers and need to be further
carefully studied with respect to their function beyond design to stand malicious
events.

Further studies are required and the development and benchmarking of
simulation tools need to be finalised as well. Such work is necessary to assure
the safety of NPPs and prove the performance of the available defenses of the
plant. In addition, re-enforcement of existing defenses or design of new
defenses can be developed and optimised when required.
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5. Consequence analyses

In addition to breaking structural components, the explosion may damage other
safety-significant items, such as cabling. It is important from the consequence
analysis point of view, whether the explosion, besides causing e.g. a LOCA
initiating event by breaking a certain pipe, damages other important equipment
in the vicinity causing unavailability of safety systems. The results of a fire
PSA analysis could be very useful for these evaluations, since they include
detailed walk-through of different compartments.

For the consequence analysis, it would be convenient to classify the
consequences as they are classified in the PSA. Level 1 PSA defines different
damage states of the reactor core, and different release categories are defined in
level 2 PSA.

If the explosive charge is assumed to be placed inside containment, close to
the RPV, and the charge is enough to damage the RPV, the probability of core
damage can be assumed to be 1.

In cases when the core damage is not evident, the plant PSA model could be
used to analyse the case further. In such cases, the blast analysis should be
detailed enough to realistically identify the damages. In the PSA calculations,
the damaged components should be set unavailable to obtain the probability of
core damage. Peplow et al. (2004) claim that standard approximations used in
probabilistic safety assessment calculations are not applicable for analysing
such attacks. However, there is variability in PSA models and the applicability
of the model should not be condemned before closer investigations.

6. Conclusions

The NPPs are generally very robustly designed and constructed, and are capable
to stand very extreme conditions. From this point of view only small design
differences can be found among the various reactor types of the same
generation; PWR, WWER, etc. A major effort is required to answer recent
questions with regards to the vulnerability of the NPPs and their possible
exposure to external threats and malicious acts.

A comprehensive approach is required in order to evaluate NPP
vulnerability, involving the use of probabilistic methodologies, event tree
analysis, etc. In this way the probabilities of different scenarios can be
compared.

From the point of view of structural response, simple methods can be
developed based on the knowledge of the various materials impact properties.

A simple method to evaluate the theoretical minimum energy required to
fracture large primary component is here proposed. The obtained results are
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relatively low compared to the explosive specific energy. The real energy
required is much higher than the estimated minimum, and the relative explosive
amounts are probably too large to pass unobserved through security. The role of
the structural materials is fundamental and important also if we need to develop
new defenses.

Ageing of materials is also an important factor to be considered, in fact the
impact properties of materials are decreasing with time and usage. Using more
complex simulation tools more precise responses can be calculated. More
knowledge of nuclear primary loop materials behaviour during explosion is
required, as well as the development and benchmarking of simulation tools.

This is in particularly necessary to assure safety on NPPs and prove the
efficiency of the available defenses of the plant. In addition, re-enforcement of
existing defenses or design of new defenses can be developed and optimised
when required.
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CHAPTER III
RESPONDING TO NUCLEAR TERRORISM

COMBATING RADIOLOGICAL TERRORISM — A MULTI-FACETED
CHALLENGE

ALEX WOLF, ILAN YAAR
Nuclear Research Center Negev (NRCN), P.O. Box 9001,
Beer-Sheva 84190, Israel

Abstract: In the twentieth century, radioactive sources have become exten-
sively used in everyday life. These sources, in the hands of terror organiza-
tions, can become a threat to the security of civilized nations, causing se-
vere disruption to normal life. One of the main challenges of the civilized
world is to keep ahead of the terrorist organizations and take appropriate
preventive measures in order to prevent and reduce to minimum the impact
of their actions. In order to succeed, a joint and comprehensive effort has
to be undertaken to address the scientific, technological, organizational,
sociological, psychological and educational aspects of the radiological ter-
rorism threat. In this paper, some of the main activities required for pre-
venting radiological terror events, and the way in which a modular re-
sponse plan can be prepared are discussed.

Keywords: radiation sources, radiological terrorism.

1. Introduction

In the last decade, terrorism has become a global threat. Terrorist organiza-
tions have succeeded to achieve a high level of organization, and with rela-
tively simple devices have managed to induce severe damage to the secu-
rity of civilized nations, causing severe disruption to normal life in many
countries. Many governments responded to the new threat by responding
appropriately. Special institutions were established, security measures
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were taken and enforced, and funds were invested in the development of
advanced technologies for preventing and combating terror.

Three main features are characteristic of the new threat: the fact that
relatively simple devices are used, the extensive use of panic as a way to
disrupt the course of normal life in densely populated areas, and the sur-
prise factor. Many terrorist organizations have ingeniously used these fea-
tures to their advantage. Therefore, one of the main challenges of the civi-
lized world is to keep ahead of the terrorist organizations and take
appropriate preventive measures in order to reduce to minimum the impact
of their actions. The question of radiological terrorism has to be addressed
in this context, namely, by taking appropriate measures in order to prevent
the psychological and material damage that can be produced in case that a
group of terrorist will try to use radioactive materials in conjunction with a
terror event, or will attempt to attack a nuclear facility.

In this paper we briefly describe the main activities required in order to
prevent radiological terror events, stress the importance of adequately
dealing with the different challenges involved, and discuss the way in
which a modular response plan can be prepared.

2. Radiological terrorism — the problem

In the twentieth century, radioactive sources have become extensively used
in civil life. Radioactivity has many applications in completely different
fields of everyday life: from determining the strength of concrete at con-
struction sites, to sophisticated medical tests and therapeutic activities. Due
to these activities, radioactive sources are quite common and relatively
easy to obtain. Moreover, in many cases the security measures for protect-
ing the sources are quite loose, or at least were so until recently. Thus, it is
quite possible that terrorist organizations are already in possession of vari-
ous types of radioactive sources. The fact that many borders, especially in
Europe, are now open or loosely controlled makes the task of transporting
these sources to the centers of main cities relatively easy. When we com-
bine these facts and deductions with the psychological impact that the con-
cepts “radioactivity” and “nuclear” have on the public, we conclude that
radiological terrorism is a potential threat that has to be considered very
seriously.
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3. Main steps in combating radiological terrorism

The first and probably most important step is prevention. Since the use of
radioactive sources has become so widespread, measures at the state level
have to be taken for the accounting and physical protection of these
sources. Such measures have already been taken by many states, and they
can and should be enhanced by international cooperation. In addition to
protecting the sources, in recent years more and more states are focusing
their attention on preventing the smuggling of radioactive or nuclear mate-
rials. Special radiation detectors at border control points have been de-
ployed to this purpose. The results of these activities are interesting: many
smuggling attempts have been detected and investigated, thus proving that,
indeed, it is very possible that radiological terrorism is a real threat.
Another important step is the development of the technology and
methodology for dealing with the problem. As we will briefly discuss later,
in this respect considerable progress has been made. The scientific and
technological community has promptly responded to the challenge, and
many new technical developments, many of them based on previous work,
have been achieved. The training of qualified personnel for prevention and
response, another important task, has not been given, to our opinion,
enough attention. Another area, which seems not to have been given
enough attention, has to do with public education, i.e., specific actions to
be taken in order to explain to the public the dangers of radioactivity and
diminish the psychological impact of the problem. An important conclu-
sion from this short discussion is that radiological terrorism poses many
challenges to the civilized world, some of which are not yet adequately ad-
dressed. In the following section, we will briefly discuss these issues.

4. The multi-faceted aspects of combating radiological terrorism

The multi-faceted aspects of the fight against terror are shown schemati-
cally in figure 1. In order to be prepared, a country has to invest resources
in each aspect, as discussed in the following sections.
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Figure 1. The multi-faceted aspects of the fight against radiological terrorism

4.1. THE SCIENTIFIC/TECHNOLOGICAL CHALLENGE

Since radioactive sources are relatively easy to detect, it is only natural that
the first thing that comes to mind when we consider detection and preven-
tion, is to develop sophisticated and sensitive radiation detectors. Accord-
ing to the use, several types of detectors were developed:

o Small and inexpensive for police use

« High resolution and high sensitivity for qualified personnel
« Compact detectors for securing sources

« Portals for use at inspection points

The specifications of the detectors developed vary according to their
use. A general request is to detect as low intensity radioactive sources from
as far as possible, and as fast as possible. Detailed required characteristics
were defined by various organizations, such as, for example, the TAEA and
the Austrian government, which performed a study known as ITRAP (II-
licit Trafficking Radiation Detection Assessment Program). This study de-
fined the alarm levels, detection probabilities, false alarm rates, back-
ground levels and environmental tests required of the detector systems.
Many such systems are now in use in many countries. The detectors used
in Israel are discussed in a paper presented by Ilan Yaar at this conference.

Another scientific challenge is the development of what has become to
be known today as the field of nuclear forensics. The main idea here is to
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be able to perform trace analysis of nuclear materials, in order to detect
smuggling attempts and to attribute specific materials to their source coun-
tries or organizations. While for radiation detection, we need to detect as
fast as possible and from as far as possible, nuclear forensics require tech-
niques capable to detect as few atoms as possible, usually present in smear
samples taken at various inspection points. Techniques such as mass spec-
trometry combined with chemical analysis have been developed, making
possible the detection minute amounts of the order of nanograms or even
picograms of nuclear materials. The remarkable progress achieved in nu-
clear forensics requires now the preparation of adequate procedures for the
interface between conventional and nuclear forensics. This is important
because most, if not all conventional forensics laboratories do not have the
facilities to work with radioactive materials. Here we note that while sci-
ence and technology have achieved considerable progress in the field of
trace analysis, the interface between the various authorities that are sup-
posed to use the results of this progress, does not seem to have been given
enough attention.

Besides detector development and nuclear forensics, another important
scientific field relevant to radiological terrorism is the evaluation of mate-
rial dispersion pattern caused by an explosion in which radioactive sources
or nuclear materials are involved, and the relevant risk assessment in urban
areas. Considerable progress has been achieved in this field, and many pa-
pers were presented at this conference, including organizational aspects
such as international collaborations on meteorological conditions, which
are important to the dispersion of radioactive materials and risk assess-
ment.

4.2. THE ORGANIZATIONAL CHALLENGE

Since the problem has many completely different aspects, the coordination
between the various authorities involved (i.e., police, radiation workers,
hospitals, etc.) is crucial. First, one has to prepare a comprehensive re-
sponse plan. This plan has to be modular, in order to cover all possible
scenarios. We will discuss this later. Here we only mention that such a
plan has to be prepared and approved at the state level, and afterwards
qualified personnel has to be designated and trained. Finally, special drills
need to be carried out to test the response plan and make adjustments if
necessary. The organizational aspect of radiological terrorism has been
given attention lately, as we can see from several papers presented at this
conference.
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4.3. THE SOCIOLOGICAL, PSYCHOLOGICAL AND EDUCATIONAL
CHALLENGE

A radiological terrorism event has a large number of implications that need
to be addressed promptly, such as: panic of the public due to lack of in-
formation and uncertainty, trauma due to the combined effect of a conven-
tional bomb and fear of radiation, evacuation of urban areas possibly for a
considerable amount of time in order to decontaminate, and so on. These
effects need to be studied and evaluated in advance, and appropriate steps
have to be taken in order to be able to deal with them if necessary. To our
knowledge, these problems have not been addressed as well as the other
aspects of radiological terrorism. An important area in which one has to
devote considerable efforts is education. It is our opinion that comprehen-
sive education plans need to be established and carried out through schools
and the media. The public has to be given information on hazardous sub-
stances, radioactive materials and their effects, and ways in which to pro-
tect itself. Public education is probably the most neglected issue related to
radiological terrorism, and therefore preparation and implementation of
appropriate plans of action should be considered with high priority.

5. Response to a radiological event — design of a modular response
plan

In case of a radiological terror attack, the response should include:
« Detection of “dirty bomb”
« Deployment of qualified personnel
« Identification of the radioactive material in the device
« Containment of contamination
« Medical treatment of exposed persons
« Fast, on-site risk assessment
« Evacuation of contaminated area
o Communiqué to the public

DecontaminationEach of the above steps has to be well prepared in ad-
vance, and the needed actions at each step depend on the specific scenario.
Since many scenarios are possible, a modular response plan should be con-
sidered, and in order to achieve this it is important to make a list of the
possible generic scenarios. One can classify the scenarios according to two
criteria: type of source and method of dispersion. The possible types of
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sources are alpha, beta, gamma and neutron. As for the methods of disper-
sion, the first one that comes to mind is of course a combination of con-
ventional explosion with radioactive materials (dirty bomb). Other possi-
bilities are the placement of a strong source in a public place in order to
cause panic and the danger of high exposure doses to the public, as well as
use of a rocket to carry a “dirty bomb”. The contamination of food or wa-
ter, although completely different from other methods of dispersion,
should also be considered. Since we used two classification criteria, we
can define a matrix for the possible scenarios. This matrix is shown in Ta-
ble 1. The numbers indicate the various scenarios as defined by the two
criteria. For developing the response plan, some scenarios are similar (1
and la, 2 and 2a, 3 and 3a), or even identical, in which case they are
marked with the same number in Table 1. From the table we see that
within this simple model, we do not have a large number of scenarios. The
response plan should be built with modules for each step of the response
activities mentioned above, and each module should be designed to fit the
various scenarios in Table 1.

TABLE 1. The matrix of possible scenarios for a radiological terror attack

Type of source Type of radiation

Alpha Beta, gamma Neutron
Method of dispersion
Conventional explo- 1 2 3
sive
Placement in public - 4 4
location
Rocket la 2a 3a
Water/food contami- 5 5 -
nation

6. Summary

In this paper we have briefly considered the various aspects of radiological
terrorism. While some of them, especially the scientific and technological
aspects, are being extensively treated, others have been given much less at-
tention. The main challenge of the civilized world is to go ahead and de-
velop a comprehensive plan that will properly deal with all aspects of the
problem. In this respect, international collaboration is very important.
Through such collaboration, one should achieve better protection of radio-
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active sources, exchange information on technological topics and plans of
response, and perform coordinated drills. In this way, we will make pro-
gress towards strengthening the security of the world, and prevent terrorist
organizations from disrupting the normal course of life.
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Abstaret: The initial stage of dispersion of *’Sr radiological dispersion de-
vice (dirty bomb) in a terrorist event was investigated on the basis of a
numerical solution of the full system of Navier-Stoks equations. Maximum
inhalation doses at the level of >1, >5, >10, >50 mSv are used as evalua-
tive criteria to assess probable consequences. The intentional release of a
relatively small amount of *’Sr using a conventional explosive has the po-
tential to cause internal exposure to beta-radiation with relatively high
maximum inhalation doses achieving hundreds of mSv, but the spatial ex-
tent of the area within which high exposures might occur is very small
with most of the population receiving maximum inhalation doses between
1-10 mSv. The extent of radiation contamination (area and activity) is de-
pendent on *Sr particle size, the height of release, and local weather con-
ditions.

Keywords: dirty bomb, radioactivity, dispersion, atmosphere, dose, inhalation ex-
posure, Strontium-90

1. Introduction

Numerical modelling of dispersion of suspended radioactive particles in
the atmosphere is a base for assessments of the consequences of a dirty
bomb event. An accent in modelling is made on the estimations of radia-
tion contamination of the city and the doses of external and internal irra-
diation to which the population is exposed. Non-uniformity of contamina-
tion, an origin of separate spots with a relatively high contamination level,
essentially influence the evaluation of the danger scale. So, contaminated
spots arising in different parts of the city might be interpreted by the popu-
lation as a large-scale and dangerous radiation contamination.

The other important issue that should be solved under modelling
is an assessment of the initial dimensions of the radioactive cloud. Both
underestimation and overestimation result in mistakes in computation of
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concentrations and, as a consequence, the doses of external and internal
radiation. In this connection, the distribution of radioactive substances in
the next-to-the-blast zone would be especially interesting as it is here that
heavy contamination could be expected.

Modern development of physics and technique of blasts allows the de-
sign and creation of a simply-constructed explosive device that would be
capable of delivering and dispersing radioactive materials at arbitrary
heights within 10-200 m of the ground. Special note should be taken that a
radiological dispersion device (RDD), or dirty bomb, can be created on the
basis of the pyrotechnical resources such as salute rockets, petards and
fireworks. Technology for manufacturing RDDs based on them is not
much more complicated than all other dirty bomb creation technologies
taking into account possible risks of irradiation. It is not totally possible to
exclude the fact that RDDs can be made without keeping strictly to radia-
tion safety regulations.

In scientific literature the main attention paid is to the scenarios where
the powdered radioactive materials are attached directly to the explosive in
such a way that they can be dispersed and start propagating in the atmos-
phere. Though such a scenario seems to be plausible, nevertheless initial
dispersal of radioactive materials can take place without explosive matter.
For example, small quantities of powder can be dispersed by lifting parti-
cles from a turntable using a venturi aspirator. The turntable can rotate at
variable speeds, controlling aerosol concentrations in a wide range. Shear
forces created in such aerosol generator are sufficient to de-agglomerate
most dry particles in the size range from 0.5 to 50 micrometers. Liquid ra-
dioactive materials could be dispersed by the generators of liquid aerosols,
where the dispersal occurs when passing through a special nozzle, so at the
exit highly-concentrated, stable and reproducible aerosols form. RDDs
created on the basis of a generator of liquid aerosols allow prompt disper-
sal of a solution of radioactive isotopes including strontium salts, many of
which have high specific activity.

In contrast to the RDD, where detonation is applied for the dispersion,
the spreading of radioactive aerosols by the generators could go on unno-
ticed for a long time, not attracting the attention of people. A relatively
small mass, the possibility of prompt dispersal of radioactive materials and
the small size of aerosol particles allow us to draw a conclusion about the
dangerous potential of RDDs based on generators of solid and liquid aero-
sols.

For investigation of the dispersion of radioactive substances in the at-
mosphere, a number of models were developed, amongst which LASAIR
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(Walter H., 2001) and HOTSPOT (Homman S.G., 1994), created in the
Lawrence Livermore National Laboratory, USA, are the most famous.
Some results of numerical modelling of radioactive aerosols dispersion in
the atmosphere after a detonation are described in the works (Reshetin
V.P., 2005; Bolshov L.A., R.V. Aryutyunyan, O.A. Pavlovsky, 2002).

2. Initial phase of dispersion

After the explosive detonation, a so-called ‘thermal’ containing radioactive
isotopes forms in the atmosphere. It has initial momentum and thermal en-
ergy (see. Fig. 1a). Due to the initial momentum and buoyancy the initial
rise occurs. While increasing in dimensions approximately 4 times, the
store of its thermal energy and momentum decrease. Cold air penetrates
the body of the thermal and its rise slows down. It is interesting to note
that in literature the self-similar solution of the boundary layer equations
describing the thermal’s motion was found. So, its height over the ground
can be described by the power-like dependence on the time elapsed after
the detonation (Gostintsev Yu.A., L.A. Sukhanov, A.F. Solodovnik,1980;
Turner J.S.,1973):

H(t)zc®1/4tl/2, (l)

where © is THT equivalent in kg, t is time interval elapsed after detona-
tion, s. Self-similar motion arises in 1-1.5 sec after explosion. When the
thermal is moving, typical geometry proportions conserve, including the
ratio of its height to diameter. The wind transfers the cloud in a horizontal
direction, not disturbing its motion upwards. The height of the thermal’s
rise and consequently, due to similarity, its diameter and vertical dimen-
sion depend also on a mass of explosive powered in 0.25, which is consis-
tent with results of experiments on determining the initial dimensions of a
cloud performed at a test place in Munster (Thielen H., E. Schrodl, 2004).
In accordance with the data presented in the work (Thielen H., E. Schrodl,
2004), the height of a thermal is proportional to the mass of explosive
powered in 0.25, which exactly coincides with the theoretical dependence,
and its diameter, to the mass powered in 0.22.

Taking into account constant  changes in the range of values of 5-10
m/(kg"*sec'’?), the time of the thermal’s rise is about 20-30 sec (Gostint-
sev Yu.A., L.A.Sukhanov, A.F.Solodovnik,1980), and TNT equivalent of
explosive of 10-20 kg, the height of the thermal’s rise is 20-25 m depend-
ing on the mass of explosive. (1 kg of burnt TNT generates 4.2 MJ of
heat). In Fig.1b is presented the graph of dependencies of the cloud’s
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dimensions computed on the basis of self-similar solution and empirical data
of the test place at Munster (Thielen H., E. Schrodl, 2004). The value of {
was adjusted in accordance with empirical data only for one point. Though
checking the dependence H(t) ~t""? for the data of work [6] was difficult
because of possible errors when measuring thermal height in the presented
graph, nevertheless our calculations for instants of time 2 sec, 5 sec, 10
sec, 15 sec and 20 sec demonstrated satisfactory compliance with this
theoretical dependence.

The variations in the cloud width normally were smaller than in the
cloud height. Under stable conditions the reproducibility was larger than
under unstable conditions. The variations of the experiments with the ex-
plosive mass were within a range around a maximum factor of 2 concern-
ing cloud width and height. The variations due to changes of the experi-
mental parameters (kind of explosive, meteorological conditions,
underground and charge mounting) were hence covered by a factor of 2.

It is interesting to note that in most cases a clearly reduced concentration in
the lower third of the cloud was noticed by the evaluators. An exact quan-
titative evaluation due to brightness difference was not possible on the ba-
sis of video material. An estimation of the concentrations in the upper and
lower parts of the cloud suggests a concentration in the lower part reduced
by a factor of three to the upper part. A more realistic modelling of the
source configuration would be the assumption that the lower part of the
cloud contains less aerosol than the upper part.

For assessment of the height and diameter of radioactive cloud after a
detonation of explosive, a formula from model HOTSPOT was adopted in
LASAIR. Blast experiments carried out at Munster as well as former
blasting experiments in connection with the retention capability of a foam-
filled containment indicate the formation of a cloud under experimental
conditions which is clearly smaller than calculated by HOTSPOT. The
deviation of volumes is approximately 1-2 orders of magnitude. An over-
estimation of the volume to the same degree means under-estimation of the
concentration and doses of irradiation at the next-to-the-blast zone.
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(@)
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Figure 1. Diagram of air circulation in the thermal moving upwards ( a). De-
pendence of height (1,3) and diameter (2, 4) of a cloud against a mass of explosive
(1, 2) is empirical dependence (Thiele H., E. Schrodl, 2004), 3,4 is estimation
based on self-similar solution (b)

3. Numerical modelling

The initial stage of dispersion was investigated on the basis of a numerical
solution of the full system of Navier-Stoks equations. With this aim the
well-known program STAR-CD (Star-CD ver.3.10a, 1999), that allows the
modelling of the gas motion under a wide variety of different conditions,
was applied. An example of dispersion of radioactive cloud containing Sr
-90 after a dirty bomb explosion is presented in Fig. 2. The case of detona-
tion of the explosive corresponding to 1 kg of TNT that results in a release
of isotopes of Sr-90 with total activity of 10 Ci in the atmosphere was
elaborately considered. The location and geometry of all the objects near
the place of blast correspond to the real location of buildings, trees, etc in
one of the streets in Minsk. The trees and other vegetation were modelled
as objects with some transparency.

By the time when the explosive matter burns out, a typical dimension
of thermal achieves about one meter and the density of gases released after
the blast equals 1 kg/m’, that is about 20% less than the density of the sur-
rounding atmosphere. The shock waves reflected from the ground and the
buildings change the configuration of the thermal, increasing its diameter
and decreasing its height. For the case when the place of blast is close to
the buildings, the shock waves can deform the geometry of the thermal and
its initial dimension and configuration will sufficiently depend not only on
the mass of explosive but the place of blast, particulars of building location
and their geometry.
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4. Big particles

Sr-90 in RDD can be presented in the form of a powder with a wide range
of particle sizes including the case where the main mass contains big parti-
cles exceeding 50-400 um. The height where initial dispersal of radioac-
tive substances occurs influences the scale of contamination evaluated by
the area and the density. The blasts near the ground contaminate first of all
the territory adjacent to the place of the explosion. As a rule, a consider-
able portion of the radioactive materials contained in the RDD falls out
during a short time period after explosion. The particulars of dispersal of
big particles are not only high speed of deposition but also a slower rate of
convective diffusion. Big particles have significantly more time of aerody-
namic relaxation, and as a consequence they are incorporated into the gas
motion with some delay. For the speed of carrying phase of U ~ 1-10 m/sec and
the particle size on the level of ~ 100 um, Reynolds number Re << 1, and

s
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Figure 2. An example of numerical computation of initial phase of Sr-90 disper-
sion after an explosive of a RDD. (a) — calculating domain; (b) — Sr-90 concentra-
tion,Ci/m’, 4 sec after explosion; (c ,d) — velocity magnitudes for two moments of
time.
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the formula for the aerodynamic drag force transfers to the well-known
expression for the force in the Stocks approach. In this case the time of
aerodynamic relaxation coincides with the time during which the particle
gains constant speed in the gravitational field:

2 pg r?
Tpy=——,

9p, v
where ps and pg,s are correspondingly solid and gas density, v is viscosity.
For typical values p_/p, = 10° , v~0.1 cm?/sec, r ~100 pm, the time of
aerodynamic relaxation is t14~0.1 sec, but at the same time fine inhalation
particles with size of r ~1 pm have relaxation time t4~10" sec and they
almost immediately incorporate into the motion of carrying phase.

It should be taken into account that as distinct from the Munster data
(Thielen H., E. Schrodl, 2004) where fine powder was used for modelling,
after near ground detonation of an RDD, big particles are closer to the
ground surface than fine ones. When modelling atmospheric dispersion,
the initial big and small particle distribution over height can be presented
as a superposition of two Gaussian functions reflecting a difference in their
space distributions after the explosion. The results of modelling testify that
the monotonic reduction of contamination density with distance is ob-
served for ground level blasts. The contamination density that can be high
next to the place of explosive is then scaled down with increasing distance
from the place of the blast. When the effective height of a blast hy in-
creases, the distribution of contamination density against distance has two
maxima. The first of them is next to the explosion and arises due to high
ground level concentration of big particles immediately after the blast; the
second arises at the distance where the cloud dimension achieves the value
of Az = hy. Finally, when the blast occurs at relatively large heights the
maximal contamination density arises at the distance approximately equal
to several effective heights hy,

5. Conclusions

Estimation of radioactivity levels associated with a **Sr dirty bomb reveals
that a terrorist event involving an RDD containing a relatively small
amount of *°Sr (i.e., approximately 0.07g) might result in a relatively small
area within the overall contaminated zone in which the theoretically possi-
ble maximum inhalation doses might equal several mSv. The majority of
the population along a centre line of the cloud might receive maximum
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inhalation doses varying between 0.01 and 0.1 mSv. The potential conse-
quences of a terrorist incident can be further minimized by developing ef-
fective emergency response and decontamination capabilities. In fact, in-
vestment in such preparedness combined with active measures to secure
orphan sources of non-fissile materials and interdict illicit materials are
likely to reduce significantly the threat posed if terrorists use a dirty bomb
to release radioisotopes in an urban area.
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Abstract: Under the auspices of its Euratom Research Framework
Programmes, the European Commission (EC) has supported the
development of the comprehensive decision support system RODOS
(Real-time On-line DecisiOn Support) for off-site emergency
management after nuclear accidents for more than a decade. Many
national research programmes, research institutes and industrial
collaborators contributed to the project, in particular the German Ministry
of Environment, Nature Conservation and Reactor Safety (BMU). The
RODOS system can be applied to accidental releases into the atmosphere
and various aquatic environments within and across Europe. It provides
coherent support before, during and after such a release to assist the
analysis of the situation and decision making about short and long-term
countermeasures for mitigating the consequences with respect to health,
the environment, and the economy. Appropriate interfaces exist with
local and national radiological monitoring data systems, meteorological
measurements and forecasts, and for the adaptation to local, regional and
national conditions in Europe. Within the European Integrated Project
EURANOS of the 6" Framework Programme, the RODOS system is
being enhanced, among others, for radiological emergencies such as dirty
bombs attacks, transport accidents and satellite crashes by extensions of
the nuclide list, the source term characteristics and the atmospheric
dispersion model.

Keywords: RODOS, EURANOS decision support, emergency management,
radiological emergencies
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1. Introduction

The Chernobyl accident had a profound effect on emergency
preparedness and post-accident management worldwide and, in
particular, in Europe. Deficiencies in arrangements dealing with an
accident of this magnitude, at both national and international levels (e.g.,
in world food trade), led to many problems of practical and political
nature. Many lessons have been learnt, and considerable resources have
since been committed, to improve emergency preparedness and post-
accident management in order to avoid similar problems in future.
Improvements have been made at national, regional and international
levels and have been diverse in nature. However, more needs to be done
to ensure a timely and effective response to any future accident.

Emergency management, more generally, has received increased
attention following the tragic events in the U.S. in September 2001.
Attacks with radiological dispersal devices (RDD), which spread
radioactive material by aerosolising or dissolution in water reservoirs are
currently under intense discussion.

A number of requirements emerge from these considerations; they
include

« the need for a more coherent and harmonized response in Europe and
during different stages of an accident (in particular, to limit the loss of
public confidence in the measures taken by the authorities for their
protection);

« exchanges of information and data in an emergency so as to enable
neighbouring countries to take more timely and effective action; and

« the necessity to make better use of limited technical resources and
avoid duplication.

The RODOS project was established to respond to these needs. It was
launched in 1989 and increased in size through the European
Commission’s 3", 4™ and 5™ Framework Programs. Many national R&D
programs, research institutions and industrial collaborators have provided
significant additional funds. In particular, the German Federal Ministry
for the Environment, Nature Conservation and Nuclear Safety (BMU)
contributed to the project financially with a special focus on early
emergency response. Up to 40 institutes from some 20 countries in the
Western and Central Europe (CEE), as well as in the former Soviet Union
(FSU) were actively involved in the project ' (http://www.rodos.fzk.de).
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These collaborative actions resulted in the development of the
comprehensive decision support system RODOS for general application
to accidental releases into the atmosphere and various aquatic
environments within and across Europe * * e.g. in national or regional
nuclear emergency centres. RODOS provides coherent information at all
stages of an accident (i.e., before, during and after a release) to assist the
analysis of the situation and decision making about a wide range of
potentially useful countermeasures (e.g., sheltering and evacuation of
people, distribution of iodine tablets, food restrictions, agricultural
countermeasures, relocation, decontamination, restoration, etc.) to
mitigate the health, economical and environmental consequences of an
accident with respect. Appropriate interfaces exist with local and national
radiological monitoring data, meteorological measurements and forecasts,
and for adaptation to local, regional and national conditions in Europe.

The current version of the system (RODOS version PV 6.0) has been,
or is being, installed in national emergency centres in several European
countries for (pre-operational) use (Germany, Finland, Spain, Portugal,
Austria, the Netherlands, Poland, Hungary, Slovakia, Ukraine, Slovenia,
and the Czech Republic). Installation is foreseen or under consideration
in Switzerland, Greece, Romania, Bulgaria, and Russia within the next
few years. Installation in the CEE and FSU has been achieved with
support from the European Commission’s ECHO, PHARE and TACIS
programs, respectively.

Installation is most advanced in Germany ‘. A RODOS Centre has
been established at BfS/ZdB, Neuherberg, and has been coupled to the
nuclear reactor remote monitoring systems (KFU), the German Integrated
Measurement and Information System (IMIS), and the German Weather
Service (DWD).

Installation of the system for (pre-operational) use in many national
emergency centres is indicative of the success of the system and its
potential for achieving more coherent and effective responses to future
accidents which may affect Europe.

2. The RODOS system: technical performance

2.1. THE RODOS CONCEPT OF DECISION SUPPORT, DATA
ASSIMILATION, AND UNCERTAINTY HANDLING

The RODOS system provides coherent decision support at all levels,
ranging from largely descriptive reports, such as maps of the predicted,
possible and, later, actual contamination patterns and dose distributions,
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to a detailed evaluation of the benefits and disadvantages of various
countermeasure strategies and their ranking according to the societal
preferences as perceived by the decisionmakers (see Fig. 1). It is also able
to perform ‘what-if’ calculations, allowing investigations of how a
situation could develop in different scenarios. Its modern decision
analysis techniques (MAV/UT - multi-attribute value and utility models)
support emergency managers in evaluating the overall efficacy of
possible countermeasure strategies. Data assimilation techniques combine
model predictions and monitoring data for smooth transition from pure
model predictions (in the pre-release phase) to a real situation (in the
post-release phases). The Bayesian decision analysis approach addresses
all issues of uncertainty and data assimilation in a manner coherent with
the decision analysis techniques used in evaluation. No decision support
system on this scale has ever achieved this broad functionality in other
contexts, much less so in an area as demanding as a nuclear emergency.

METEOROLOGICAL DATA AND
FORECASTS, DATA FROM

RADIOLOGICAL MONITORING
NETWORKS

ggANsliggé ISTOF ENVIRONMENTAL
CONTAMINATION,

COUNTER-

MEASURE POTENTIAL

STRATEGIES RADIATION DOSES

AREAS AND PEOPLE AFFECTED
BY COUNTERMEASURES,
HEALTH EFFECTS, COSTS AND
EFFORT

Figure 1. Information processing in RODOS
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2.2. INTERFACES WITH PLANT SAFETY AND ENVIRONMENTAL
MONITORING

The RODOS system provides appropriate interfaces to meteorological
and radiological monitoring data and numerical weather prognoses from
national weather services broadly used in Europe (see Fig. 2).
Customisation guidelines help the user adapt the system to regional and
national conditions.

Prototype software tools have been developed within the
STEPS/ASTRID and STERPS projects' which, in the event of an
emergency situation in a light water reactor, allow monitoring of the
progression of an accident from the moment it is detected to forecasting
the future behaviour of the reactor and estimating ongoing and potential
releases as a function of time. The source term, thus evaluated faster than
in real time, can be used to predict and/or assess the potential and/or real
radiological consequences. A uniform interface exists which allows direct
transfer of source term data to the RODOS system. On the basis of the
results of its prognostic calculations, decisions about precautionary
emergency action can be initiated in a timely manner.

RODOS SYSTEM |

SITE AND PLANT DATA
METEOROLOGICAL  OF EUROPEAN NPPS:
FORECASTS; LONG SOURCE TERM DATA
RANGE DISPERSION  gasE; EMISSION DATA;

LOCAL MONITORING DATA;
CALCULATIONS AIRBORNE GAMMA MONITORING
LOCAL METEOROLOGY  gpp on S0 Loy
MEASUREMENTS

Figure 2. Coupling RODOS to meteorological and radiological monitoring data
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3. User interfaces

Three user interfaces are adapted to the needs of different users. The first
one is based on X-Windows for UNIX and is intended for qualified
operators and systems developers (User Category A). This interface
offers full access to all systems functions, model parameters and stored
data. The second interface (User Category B) is based on the design of
Internet sites using well-established WWW technology. It is intended for
users (User Category B) not needing permanent access to the system
(e.g., only during an emergency or in drills), such as radiological
advisers, decision makers, etc. The third user interface for User Category
C is identical with Category B, but is limited to receiving results of
RODOS calculations only (see Figure 3).

In the current configuration of the RODOS Centre at BfS/ZdB,
Neuherberg (see Fig. 4), ten main users actively access the RODOS
Centre as A- and B-users; seven of these are responsible for emergency
management in their respective federal states, and three of them act at a
national level. Five federal states are passive C-users.

pC PC
@ X-TERMINAL @ WEB -ﬁu

WEB

&3 BrowsEr &"» BROWSER
—— —r -

USER CATEGORY A USER CATEGORY B USER CATEGORY C

\

===

RODOS
i} WEB SERVER
RODOS SYSTEM
RODOS CENTER

Figure 3. User categories of the RODOS system
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B-USER |

CUSER |

Figure 4. RODOS users in Germany

With increasing power of personal computers and the extended functions
of their operating systems it is now possible to migrate the RODOS
system to one of the most advanced operating systems running on
personal computers, the LINUX operating system. The possibility to use
powerful PCs and LINUX servers will greatly reduce installation and
maintenance costs. In that way, dependence on one hardware provider
(Hewlett Packard) will cease to exist, and platform-independent
installations of RODOS will become possible. The first LINUX-based
RODOS version will be available in summer 2006.

3.1. DATA EXCHANGE BETWEEN NEIGHBOURING COUNTRIES

As past experience clearly demonstrates, the consequences of nuclear
emergencies do not stop at national borders. It is essential in good
emergency management that dose assessments and decisions be co-
ordinated and harmonized among the countries affected.
Countermeasures, recommendations, and information of the public and
the media must be consistent. Discrepancies in assessments by different
emergency centres and decisionmakers in different countries must be
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avoided or, at least, must be well understood. Consequently, there is great
need for thorough, rapid, reliable exchanges of all kinds of information.

Given the fact that computer-based decision support systems for
nuclear emergencies have become a reality in Europe, the most effective
way of achieving this goal is by ensuring timely and direct data and
information exchanges among those systems. Accomplishing this
objective will guarantee that, regardless of the operating system and
hardware platform, decision support systems will be able not only to run
and serve their purpose, but also to communicate with each other and
share all necessary information and data associated with an accidental
release of radioactivity, thus ensuring prompt and adequate emergency
management.

With the MODEM Project" >, a Web server technology based data
exchange tool using the XML format has been developed which allows
for direct communication among decision support systems, such as
RODOS (push-pull concept). The tools have already been tested
successfully in a number of European-wide emergency drills. Their
application in international data exchange between the U.S. and Japan is
currently under investigation.

4. Future steps

4.1. GENERAL IMPROVEMENTS

Despite the considerable resources devoted to improving the
management of consequences of nuclear emergencies and, in particular,
the progress achieved in the RODOS project, the situation in Europe
continues to be characterized by national solutions in the technical as well
as the administrative/political areas. The EURANOS Project, which
integrates 17 national emergency management organizations with 33
research institutions, combines best practice, knowledge and technology
to further preparedness for Europe’s response to any nuclear or
radiological emergency (see Fig. 5). The five-year multinational project,
which started in April 2004, combines all EC-funded activities in nuclear
and radiological emergency management and rehabilitation strategies in
one integrated project (http://www.euranos.fzk.de).
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Figure 5. European extension of the EURANOS project

One of the key objectives of the EURANOS project is to ensure that
RODOS is operational with state of the art IT-technology and tailored to
the request of all possible end-users which are applying the system at the
moment or can be attracted to use it in future. To this purpose the
RODOS Users Group (RUG) was established in the beginning of the
project. Activities will be carried on with an enhanced interaction with
the RUG but also complemented with new activities aiming at engaging
other end-users and stakeholders in the process of further developing of
the RODOS DSS. The RUG will be integrated into the RTD development
from the beginning of a work package and it is expected from the RUG
that priorities on further RTD work is provided. The key elements of the
R&D work can be summarised as follows:

« Extension of the portability and operability of the RODOS system
(e.g. migration from the UNIX to the LINUX operating systems).

o Development and integration of models for estimating activity
concentrations in inhabited areas together with adequate
countermeasure strategies for reducing radiation doses, including the
acquisition of monitoring data to improve model predictions.

o Enhancement of all models with respect to radiological accidents
(terrorist attacks, dirty bombs, etc.).
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o Development of flexible modules supporting the preparation of
emergency drills.

o Enhancement of methods and tools for evaluating and ranking
countermeasure strategies within the decision-making process.

o Improvement, for practical applicability, of models of the
hydrosphere (rivers, lakes, sea) and agricultural countermeasures.

One of the very new aspects of the future developments of RODOS
relates to the enhancements for radiological emergencies which were first
considered in this working programme.

4.2. ENHANCEMENT FOR RADIOLOGICAL EMERGENCIES

In order to extend the application of RODOS to events, accidents, or
attacks, involving radioactive material ("radiological emergencies"), a
literature study [6] has been carried out as a part of the EURANOS
Project, with the aim to surveys the different radiological emergency
types, to investigate the principle applicability of RODOS for them, and
to define the necessary or desirable model modifications or model or
database extensions. The following chapter summarises the main
findings.

4.3. CHARACTERISTICS OF RADIOLOGICAL EMERGENCIES

Radiological emergencies can result from deliberate attacks or from an
involuntary incident, for instance a transport accident or a satellite re-
entry. As RODOS is primarily a decision-aiding tool for radiological off-
site emergency management, the enhancement focuses on three types of
radiological emergencies with the potential for a contamination of larger
areas or a radiation exposure of a larger number of people significant
enough to consider decontamination or protective measures, namely

« attacks with radiological dispersal devices;
« accidents during the transport of radioactive material;

o re-entry of a satellite or other spacecraft containing radioactive
material.

The enhancement will not encompass localised incidents involving
the radiation exposure of one or a few individuals caused by the handling,
industrial or medical use of dangerous radioactive sources or radiation
devices, or by criminally induced or accidental contact with radiological
sources abandoned, lost, or stolen ("orphan sources"). Events where
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orphan sources unknowingly get dispersed in air, e.g. during scrap metal
processing, show similar features than attacks with radiological dispersal
devices and are therefore included in that category.

Radiological dispersal devices - commonly referred to as "RDDs" -
are devices that spread radioactive materials by aerosolising or dissolving
in water reservoirs. RDD attacks using the air as a carrier could occur by
explosion of a device combining radioactive materials with conventional
explosives ("dirty bombs"), a release of radioactive gas from a container,
spraying of radioactive material with an aerosol generator, or manual
dispersion of a fine powder into the environment.

In principle, all kind of radioactive materials could be used in a RDD.
Because there has been long-standing concern about both nuclear
weapons and materials that could be used in making nuclear weapons,
there is generally good security in the handling of these materials, which
makes them hard to acquire. In contrast, the world of industrial, medical,
scientific or public applications of radiological sources developed prior to
recent concerns about terrorism, and many of the sources are either
unsecured or provided, at best, with an industrial level of security, which
makes them less hard to acquire. Therefore, is thought far more likely
that material from radiological source applications will be employed
rather than fissile material, fresh or spent nuclear fuel, or radioactive
waste. Some panic and hysteria is a likely initial public response to an
RDD attack, regardless of the amount and type of radioactive material
dispersed. Concerning attacks with RDDs using minimal amounts of
radioactive materials, it must reasonably be assumed that it is practically
impossible to completely prevent them. The most viable response in such
a case would be to provide reassurance that the radiation hazard is of no
real consequence, and to counter claims by others to the contrary, insofar
as this is possible. On the other hand, properly regulating and securing
large and hazardous radiological sources could contribute significantly to
reduce illegal access and thus the probability of larger and more
consequential RDD attacks.

A radiological transport accident can occur during the transport of
radiological sources for industrial, medicinal, scientific or public
purposes, of radioactive waste, of fissile materials for the nuclear fuel
cycle, or of nuclear weapons. The transport container of the radioactive
material depends on the type of vehicle being utilised and on the kinds
and amounts of nuclides involved. The release of the radioactive material
from its containment to the environs can only happen if a transport
container cracks during the accident. This can be caused by mechanical
forces, by heat (if there is a fire), by an explosion (conventional explosive
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in a nuclear weapon), or by a mixture of these. The majority of authorised
transport movements involves relatively innocuous materials in
containers designed to withstand moderately rough handling conditions
(called "Type A" containers). On the other hand, fissionable material or
high radioactive waste, for example, is transported in containers designed
to withstand rigorous stresses such as the German "Castor-Behilter"
(called "Type B" containers). Such transports are infrequent but account
for most of the transported activity.

The focus of the RODOS extension lies on accidents during
authorised transport by rail, road, or air. Accidents during transport by
sea, lake, or river are not considered.

In case of re-entry into the atmosphere, reactor systems currently in
orbit have been designed with the aim that the heat during re-entry would
result in total dispersion of the fuel in fine particulate form in the
atmosphere, and this is still the philosophy in Russia. Future U.S. design
considers fuel confinement. All but the earliest Radioisotope
Thermoelectric Generators and Lightweight radioisotope heater units are
designed to withstand major launch accidents and re-entry intact.
Intended re-entries of satellites in the park orbits will not occur for
hundreds of years. Accidental re-entries resulting e.g. from a collision of
a satellite in a park orbit with space debris, however, cannot be excluded.

4.4. ENHANCEMENTS OF THE RODOS SYSTEM

Radiological dispersal devices and Transport Accidents. If a
radioactive release into the atmosphere from a RDD or during a transport
of radioactive material takes place at a known location, local
meteorological data can be used to run a dispersion model calculation
with an assessed or estimated source term. The results can be used to
define an area in which preparations for measurements and
countermeasures can be taken. First measurements will be carried out
detecting for gamma and beta radiation and/or alpha and beta activity in
the air and on ground surface. Evaluation of measured data should
determine the nuclide(s) in the release and their quantities. With this
information the dispersion and deposition calculations can be repeated
and potential inhalation and gamma doses can be assessed.

If the RDD is not an explosive device the situation is much more
unclear. Then the release may be produced silently and invisible by some
hidden vaporiser and location and time of release will not be detected
easily if at all. Only routine measurements of the airborne radioactivity in
national and private surveillance systems could detect the existence of
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unusual increase of activity of some nuclide. On the other hand it is very
probable that soon there would be a message from a confessor if the
release of radioactive material was from an RDD with terrorist or
criminal background - otherwise nobody would notice that a terrorist
attack was going on. So also in case of a silent release there could be
some information about time and location of the event.

Even if all the necessary data are available there are cases where usual
atmospheric dispersion calculations might not be a useful tool. This is
true for releases in buildings (commercial, public, and governmental
buildings) or in underground systems, where air drafts driven by
ventilation systems cause the transport of the hazardous material. If the
release takes place in a deep street canyon (like in Manhattan) a
micrometeorological flow model combined with a Lagrangian particle
dispersion model may be needed to predict the contamination. If the
release takes place in an open area or in a town without pronounced
canalisation effects, or if information of such effects is not available,
local meteorological data may be used as input for calculations with a
Gaussian puff dispersion model.

Having discussed this, the question emerges directly whether it is
useful to implement a complex micrometeorological flow model
combined with a Lagrangian particle dispersion model into a DSS. The
advantage would be to have a physical model which is capable to
simulate flows around buildings and the dispersion inside street canyons.
But does the decision making team requires this information? What
seems to be most important is the information on the general wind
direction and the source term. Given the uncertainties of a good prognosis
of a wind field in a large urban area in a very short term, a decision maker
cannot base his/her decision on this information alone. Therefore,
decisions will be always announced for a wider area to take this
uncertainty into account. Further more, as soon as the radioactive cloud
evolves from the street canyon, it behaves like a Gaussian cloud as has
been demonstrated by wind tunnel experiments '. A further drawback of
the complex model is the need for a very detailed database covering all
urban areas of the country. Without such a detailed database of a
resolution of 10m, no useful simulation can be carried out. In particular
for the RODOS project which aims to provide decision support for
Europe, it is very doubtful if such a database could even become
available. Therefore, the Gaussian dispersion model was solely enhanced
by an explosion module which describes the initial widening of the cloud
due to the explosive. As RODOS is also used in the later stages, the data
assimilation features of the system will be further enhanced to combine



164 W.RASKOB ET AL.

measurements and model simulations in urban areas. Only this will assure
that both measurements and simulation information are used in a
consistent way not contradicting each other.

Satellite re-entry

Under the assumption that the fuel of a Radioisotope Thermoelectric
Generator (RTG), a Lightweight radioisotope heater unit (LWRHU), or a
reactor, after re-entry is either perfectly contained or fully dispersed in
the upper atmosphere, atmospheric dispersion does not play a role and
only detection and measuring of the non volatile radioactive fragments is
important. Therefore only improvements of RODOS for processing the
monitoring information with data assimilation features seem to be of
importance.

Radionuclide related data bases

Provided that RDDs employing material from large radiological sources,
there seems to be broad agreement on the prime importance of the
following seven reactor-produced radioisotopes: Plutonium-238,
Americium-241, Californium-252, Strontium-90, Iridium-192, Caesium-
137, and Cobalt-60 °. Also the a-emitter Radium-226 and the B-emitters
Selenium-75 and Ytterbium-169 might be among those nuclides from
radiological sources of concern in connection with RDDs.

For accidents involving the transport of larger radiological sources,
larger sources, and excluding accidents involving the transport of smaller
radiological sources, all isotopes identified for RDDs are relevant, plus
Molybdenum-99/Technetium-99m from the "Molybdenum cows" used in
hospitals.

Fission bombs employ either highly enriched Uranium, or bomb-
grade Plutonium. Fusion bombs consist of a small fission bomb core, and
a shell of fusion material containing Tritium. Very big fusion bombs
additionally have a shell of Uranium 238 for making use of the U-238
fission reaction with fast neutrons. Concerning atomic bombs, it is highly
doubtful whether any nuclear weapon involved in a transportation
accident would, or could, detonate in a nuclear fashion. However, most
nuclear weapons will contain conventional high explosives in varying
amounts up to many hundreds of pounds that constitute the major hazard
associated with accidents involving nuclear weapons. If a nuclear weapon
is enveloped in the flame of a gasoline fire, the high explosive may ignite,
burn, and, in some cases, detonate in one large or several small
explosions. Regardless of the nature of fires or detonations of high
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explosives in nuclear weapons, the major radiological threat will be the
release of plutonium.

With respect to the transport of fissile material, we assume that all
authorised transport of fissile material is done with "Type B" containers,
and do not take into account the possibility that a Type B container leaks
during an accident. We also do not consider accidents during
unauthorised transport of fissile material.

With respect to satellites, there are two reported RTGs basing on
Polonium-210 still in orbit. Po-210 undergoes alpha decay to stable lead
with a radioactive half-life of 138 days. It can reasonably be assumed that
the remaining Po-210 activity will pose no substantial radiological
problem on re-entry. All other RTGs and the LWRHUSs employ basically
Plutonium-238, with contributions of other Plutonium-isotopes. Many or
most of the nuclear reactors still in space operate with highly enriched
*Uranium-fuel.

As RODOS was designed to assess the radiological consequences of
severe accidental airborne releases from nuclear power plants, many of
the nuclides potentially relevant for radiological emergencies were
already contained in the RODOS PV6.0 list of nuclides. Based on study
[6], that nuclide list was extended by Se-75, Yb-169, Ir-192, Ra-226, Cf-
252, U-234, U-235, and U-238, to provide the capability to consider the
most common nuclides which may appear in a radiological dispersal
device, a transport accident, or a satellite re-entry event.

5. Conclusions

An explicit aim of the work programme described in this report is the
improvement of RODOS to an extent that it could be used by national
emergency management organisations in a fully operational emergency
mode. To achieve that goal, the interaction with the end-user has been
strengthened and continuous exercising and demonstrating of the newly
developed features will assure that the end products will be fully
operational. This interaction will also ensure that new features will be
only implemented in case the end-user asks for this as it is essential to
improve emergency management for nuclear or radiological emergencies.
This might result also in further modifications related to the features
implemented for radiological emergencies. However, with the current
knowledge available, decision making should never rely solely on
computerised tools as long as uncertainty bounds are not represented
appropriate. Therefore, it seems to be more realistic to use simpler model
approaches not to dupe accuracy which can never achieved in reality.
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DECISION MAKING AFTER THE USE OF RADIOLOGICAL DISPERSION
DEVICES

FRANK HARDEMAN®*
SCK*CEN, The Belgian Nuclear Research Centre, Foundation of
Public Utility, Boeretang 200, B-2400 MOL, Belgium

Abstract: In the present situation, it is to be expected that an attack using a
radiological dispersion device is possible, if not probable. Where or when it will
happen remains of course very uncertain, but preparedness is primordial, if an
adequate response is to be given. This paper will not include aspects of
protection of highly active encapsulated sources; aspects of transport security;
prevention and response in a context of improvised nuclear devices;
proliferation issues at the level of states; risks and consequences of attacks upon
nuclear facilities or clean-up and remediation strategies. It focuses on a few
remaining issues: an adequate response after an attack with a radiological
dispersion device (RDD), with focus upon public health, reassurance and
limitation of public disruption, and secondly on a comparison between an
adequate response in case of an RDD as compared to a 'normal' radiological or
nuclear accident related to a facility.

Keywords: radiological dispersion device; RDD; response; emergency; orphan source;
accident; modeling; assessment; protective actions

1. Attacks using radiological dispersion devices (RDD): context

1.1. MYTH OR REAL THREAT?

Recent events in the modern history seam to indicate that terrorism - whatever
terrorism may mean in the mind of members of various countries, societies,
religions, political ideas - is playing a more and more important role at the
international level. And terrorists have used almost all types of imaginable
weapons to disrupt societies: biological threats (anthrax cases in the USA),
chemical weapons (nerve gases in the underground in Japan), explosions
throughout the world (Indonesia, Spain, Iraq), and of course the use of civil
airplanes (USA). Virtually the only arms not used today are the radiological and
nuclear ones.
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This paper will deal only with radiological dispersion devices, and therefore
nuclear materials and proliferation issues will not be included. We will focus on
radiological dispersion devices making use of radioactive sources. IAEA has
provided guidance for the classification of radioactive sources, and has
published extensive information about orphan sources and cases of smuggling
(IAEA 2003, IAEA 2004). This information shows that:

« several severe accidents related to orphan sources have led to serious
accidents with lethal consequences and/or huge economic impact (IAEA
1988, IAEA 1998);

« hundreds, if not thousands of radioactive sources are reported missing each
year; some missing sources are rather related to changes in political and
military systems, e.g. in the former Soviet Union (Makarovska, 2005;
Atoyan et al., 2005);

« the number of cases of smuggling of radioactive material reported every
year seems to increase. However, it is not easy to know whether this is due
to an increase in smuggling or to a more efficient control and detection, or a
combination of both.

Anyway, as a conclusion, one must conclude that there is 'sufficient’
radioactive material available for the preparation of a radiological dispersion
device. And societal concern about terrorism is high in many parts of the world,
including Belgium (Carlé and Hardeman, 2004). Furthermore, there is a lot of
public information available on the web as regards the preparation of 'dirty
bombs', so the technological threshold is very low. Therefore, we conclude that
an attack with a RDD may take place, and therefore, it is necessary to be well
prepared.

1.2. SOME POSSIBLE RDD SCENARIOS

Many scenarios are possible. The most 'famous' one is the so-called 'dirty
bomb': the combination of an explosive material with a radioactive source,
combined with electronics for timing, detonation etc. But many other
alternatives are possible.

The contamination of water bodies is technically relatively easy to do, and
water supply systems can not be secured till the ultimate tap. However, dilution
would be very strong, and a terrorist would have to choose between creating
either a contamination over a large area with low activity levels in the water, or
high levels of activity in a limited area (a few buildings). Therefore, such an
event would presumably lead to consequences that are minor from a
radiological point of view. But of course the psychological impact and societal
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disruption may be important, and cleaning a contaminated water pipe system
takes quite some time.

A contamination of the food chain seems feasible as well, but also here a
terrorist would have to choose large volumes of contaminated products (with
relatively low contamination levels) or a more limited number of products being
seriously contaminated and probably causing harm to consumers. Although the
sanitary impact would presumably be limited, the societal disruption could be
very high. Moreover, the economic consequences could be very important as
well.

It is obvious that many other scenarios are possible: contamination of air
conditioning systems (Reshetin 2005), of the underground or other public
transportation etc. It is not possible and presumably not wise to discuss them all
in public in this paper. In the remainder of this paper, we will restrict ourselves
to 'dirty bomb' style scenarios.

1.3. SOURCES AND RADIONUCLIDES

Typical radionuclides suitable for RDD could be OCo, Cs, Ir and similar
nuclides used frequently in industry and medicine. IAEA (IAEA 2003; IAEA
2004) gives a good overview of sources, their normal use, typical radionuclides
and activity levels. Other possibilities may be products originating from the
nuclear industry, e.g. wastes. In the former Soviet Union, *’Sr orphan sources
seem to be a problem (Reshetin 2005). Or historic sources: radium needles or
radium ores; technologically enhanced concentrates of naturally occurring
radioactive materials (NORM). The control of all these materials is variable
(from very strict and severe for the nuclear industry, to virtually not existing for
'historic' materials) and differs over the countries as well. Furthermore, control
depends also on activity levels. For terrorists, mobile sources are presumably
easier to obtain as compared to the very active sources in facilities such as
irradiators. For terrorists, the selection of radionuclide and activity level will
therefore presumably be based on a mixture of general availability, control
mechanisms, and easiness to manipulate.

2. Consequence assessment of RDD attacks using modeling: some
comments

The usefulness of modeling the consequences of RDD attacks is limited, if an
event occurs. Indeed, since such an attack can occur anywhere - with all types
of explosives, radionuclides, physicochemical features, surroundings - it is very
difficult to get sufficient and reliable information in order to make the
assessments. There are also very large uncertainties in what regards local wind
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fields, the influence of buildings in urban areas etc. But in a stage of
preparation, performing model calculations is very useful. At least such
calculations allow getting some insight over the areas involved and the main
exposure pathways.

In the public domain, the Hotspot code (Homann 2002) provides a very
useful tool; at European level some further developments are also on their way
(Euranos 2006). These models are relatively simple in use, but as stated above,
this is sufficient for preparedness purposes.

Other models do exist to assess e.g., the spread of radioactivity or other
pollutants in buildings. These are also important for preparedness purposes.

But the main issues, such as psychological impact or socioeconomic
consequences are very hard to model, and to our knowledge no adequate
models are easily available. Lessons learnt from past accidents with orphan
sources showed that the economic impact may be considerable, as proven by
the Goiania accident (IAEA 1988).

3. Response after a radiological/nuclear accident or after a terrorist
attack

3.1. LOCATION

Terrorist attacks with RDD can occur anywhere, including non-nuclear
countries, which are potentially less prepared than countries with a nuclear
industry. But also in nuclear countries, preparedness to RDD attacks poses
some problems related to location. First of all, the number of potential targets is
huge: public buildings, main transport infrastructure, industrial estates, city
centers etc, whereas the number of nuclear sites within a country is much more
limited. It is obvious that emergency staff and decision makers are much better
trained and made familiar with radioactivity in the surroundings of a facility.
Therefore, many decision makers and emergency workers involved in the
response to a RDD attack might not be experienced. Other differences in
circumstances can also be mentioned: monitoring provisions are better in place
close to facilities; emergency plans are better elaborated; staff is better trained.

In many countries, nuclear facilities are built in rather remote areas, while
RDD attacks may target large publics (urban areas, stadiums, etc.). The social
impact and disruption may be thus much larger.

3.2. START-UP OF EMERGENCY RESPONSE

In case of an accident with a nuclear facility, there will usually be an immediate
warning, either by the operator of the facility, or via some automatic monitoring
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systems. Due to the technical arrangements in nuclear power stations, certainly
if they have a containment building, there may be considerable delays between
an initiating event and a potential release. This allows to bring together
expertise and monitoring capacity and to decide on protective actions, if needed
prior to the release.

In case of an attack with a RDD, there will presumably be no warning at all,
and the contamination may exist for a long time before it is identified as such.
Probability is real that the situation is identified as a radiological problem either
just by coincidence, or, in the most unfortunate case, by the medical staff
identifying deterministic effects with some victims. Therefore, the decision
makers may be put in a situation of chasing after the facts.

3.3. ACTORS AND CONFIDENTIALITY

Many actors involved in civil emergency response will intervene in the case of
a terrorist attack. But there may be other actors involved as well, not necessarily
used to collaborate with the civil nuclear experts and support teams. There will
probably be a mixture of military and civil staff brought into action. Even
foreign staff may pop in, certainly if the main target might be an embassy or
some headquarters of an international organization or a multinational.

Moreover, some of the objectives may be contradictory: quick clean-up of
debris versus forensic requirements to get a complete picture; evacuation of
people versus screening of people present. It is obvious that openness and
transparency would be useful to reassure the people, but for reasons of
intelligence this may be difficult. Another illustration: many forensic
laboratories may not be equipped to handle radioactively contaminated samples
to trace and identify explosives. Therefore, the collaboration between all those
people and the achievement of objectives is not guaranteed.

4. Lessons learnt from past accidents with orphan sources

The accident related to dispersed' orphan sources that has been studied the most
up to now is the Goiania accident in Brazil JAEA 1988), but other accidents
have occurred as well (IAEA 2002, Estevan 2003). Some of the main findings
are:

' The IAEA has reported also a number of accidents related to orphan sources that have not
bee dispersed; these of course are very relevant for policy making, and from a social point of
view, but less relevant for the sake of this paper.
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» The accident may lead to lethal effects if it is not dispersed entirely; this
may happen as well if an RDD is not well dispersed. On the other hand, if
the source is dispersed completely, as was the case in the Ageciras accident
(Estevan 2003), no health consequences at short term are to be expected,
and the off-site concentrations of radioactivity are very low.

o Many accidents with lost sources are identified via doctors after symptoms
of deterministic effects (vomiting, skin burns), although the radiological
nature of these symptoms is very often not identified as such immediately.
There clearly could be an important role for the medical staff in an affected
area, if an attack with a RDD occurs without claim by some terrorist
association and if the emergency workers do not recognize the presence of
radioactivity.

o Simulations show that on short term the inhalation pathway may be very
important, certainly if alpha emitting nuclides are involved; on longer terms,
there may be a considerable extra dose due to ingestion of contaminated
food. External contamination may also lead to skin problems.

o The cost of clean-up and the value of lost products may be considerable and
the process may be lengthy. In the Goilania case, the gross product of the
region went down for several years; in the case of a molten source in a plant
in Algeciras, the value of the shares of the company went down as well for
several months.

o The psychological effects of the victims and the societal impact in the
region may be substantial, certainly if very important targets would be hit.
This may mean not only importance from an economic or military point of
view, but also one of a symbolic nature.

5. Main concerns after an attack with a Radiological Dispersion Device

The concerns will evolve over time (Sohier and Hardeman, 2006); we discuss
them from a radiation protection point of view, but there may be other
approaches (such as finding the offenders, preventing a subsequent attack on
short term etc.). The first concern will be to evaluate whether there are any
victims, and if so, to make sure that they are treated well. A second need
showing up quickly is to verify whether there is any radiological component
(and presumably also a check of chemical and biological threats). Another
immediate concern will be to make sure that the intervening staff is adequately
protected. In a context of RDD, this includes the availability of dosimeters and
some possibilities to check for contamination. An issue coming up soon as well
is to identify the affected area, and to limit the presence of public in that area. A
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next step is to decide whether the people should be sheltering, or be evacuated,
if this seams necessary and feasible (not trivial in large cities!). In Belgium,
automatic sheltering measures are foreseen as soon as the presence of
radioactivity is confirmed after an explosion.

The nature of the contamination is another important factor. This
information will most likely not be immediately available, depending of the
nature of the contamination (type of radiation emitted by the nuclides), and the
presence or absence of advanced detection equipment and staff with expertise.
Ordinary dose rate measurements will not be sufficient, but in case of gamma
emitters, there is sufficient portable equipment with sufficient energy
resolution. On longer terms, one may consider relocation of some population,
closing public places, interventions in the food chain and elaboration of control
programs. All of these actions would have to be supported by an adequate
program of information, in order to reassure the population. Also here, there
may be contradictory requirements of openness in order to reassure the
population, and the confidentiality of forensic actions and juridical procedures.

The final stage is to determine whether special clean-up actions are needed,
and if so, to follow up the effectiveness of the techniques employed.

6. Consequences for actions, with focus on monitoring and measurement
strategies

It is impossible to tackle in detail the monitoring requirements after an attack
with an RDD in the scope of this paper. We refer to a forthcoming publication
(Hardeman et al., 2006). The main concern in the beginning of the crisis is to
save as many lives as possible, and this should get the highest priority. This
includes the deployment of emergency teams. It is obvious that the safety of
these teams is of utmost concern. The people going into action should
preferably have a dosimeter and protective clothing; in many countries,
protective clothes and respiratory protection as well, which is sufficient for first
interveners. Preferably specialized monitoring teams should be brought in
(which may not be trivial at all depending on the location and the provisions
available in the target area). Their first task is to confirm the presence or
absence of radioactive substances.

Specialized teams should also start delimiting the affected area, and look for
hot spots in easily accessible parts. Depending on the nature of emitted
radiation, this can be based on dose-rate easements, but it may also include
contamination measurements, if there is little or no gamma-emission. The
outcome of this campaign is ideally quickly available and yields a
contamination map as valuable input to the decision makers that should now
tackle whether sheltering or evacuation are needed, which information to spread
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to the media and the public, and to delimit a zone where the protective actions
are needed.

Many people may have evacuated spontaneously after the attack and prior to
an official guidance is available. If there is a risk that vast numbers of the
population may be contaminated, guidance will have to be given to the people
to change clothes, how to decontaminate themselves, what to do with their
contaminated clothes etc. But there will also be a need for control
measurements for people that are worried; a need to have monitoring teams in
hospitals where injured people have been sent to; a check for internal
contamination; adequate information to medical doctors (treatment of injuries;
clarification of potential consequences; reassurance; psychological support).
Therefore, a large variety of measurements needs to be set-up quickly and in
large amount.

In a later stage, there will also be a need of a profound radiological
assessment, including controls in the environment, food chain, water collectors,
etc. Clean-up actions also will require follow-up: control of supporting staff
(contamination, dosimetry), effectiveness of decontamination actions; control
measurements in streets, houses, offices, in order to reassure people. It is
obvious that waste streams will also have to be checked, both for safety and
economical reasons.

7. Organizational issues

To deal adequately with the tasks described very briefly in the above paragraph,
a considerable effort of preparedness has to be made. First of all, there is a need
of adequate monitoring equipment. This should be available in the main
emergency divisions that would probably have to intervene given an attack with
a RDD. The identification of these teams depends on the identification of
strategic points within a country that could be potential targets for terrorist
actions.

An investment in monitoring equipment is one step. This also implies the
set-up of an adapted training program for the staff; information to authorities; a
maintenance program for the equipment; availability of supporting material
(calibration sources; material to replace windows of detectors; tools to register
dose data after interventions etc.). There is also a need for advanced techniques
and well equipped laboratories.

All of these actions should be part of a Quality Assurance program.
Reliability of results is essential in maintaining trust of all stakeholders (public,
interveners, and political authorities).

For many countries and regions in the world, these requirements are very
hard to fulfill. And often, they are not an absolute priority, if these countries or
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regions face huge problems of social, medical, environmental nature. Therefore,
international collaboration is essential in many parts of the world, especially for
expertise and advanced equipment or analyses.

At local level, in any part of the world, there should be access to reliable
dosimeters (preferably also electronic ones with alarm functions). Dose rate
monitoring and beta-contamination monitors are not too expensive and too
difficult to use either, and therefore should be made available in the main
emergency services. Sample taking procedures and equipment is also essential
and should be in place.

Each country should have access to a gamma spectrometry laboratory; to
alpha contamination monitoring equipment; some basic competence for
modeling; gross alpha and beta measurements; low level measurements of alpha
contamination in food products etc.; whole body monitoring; bioassay. If it is
impossible for an individual country to organize all of this independently, a
regional solution could be envisaged, or at least collaboration agreements could
be made with countries having a better infrastructure or more important nuclear
activities.

The very specialized and expensive techniques (advanced modeling, aerial
gamma survey possibilities, and large laboratories) should be arranged
internationally. International organizations such as the IAEA, the NATO and
the European Union are important actors that give support to many researchers
and countries, efforts that are to be encouraged.

8. Case study: Belgium

The responsibility for all legislation, licenses and controls of nuclear facilities,
radioactive sources, medical and industrial use of radioactivity has been
attributed to the Federal Agency for Nuclear Control (FANC); radioactive
waste related issues are the responsibility of NIRAS/ONDRAF. These actors
play an important role in the prevention of loss of sources.

In response, the Belgian authorities have updated the radiological and
nuclear emergency plan in 2003 to include terrorist actions (Royal Decree
2003). After a terrorist attack involving radioactivity, an automatic sheltering
measure is taken by the governor of the province where the incident happens (a
province is approximately one tenth of the territory), and the Belgian authorities
are alerted. These authorities take over the responsibility as soon as they are
operational. The structure put in place is identical to the structure for nuclear or
radiological accidents, but is adapted of course as there is no identifiable
operator, while the location may be different from a nuclear site. This includes
bringing in radiological expertise and the set-up of a measurement cell
composed of representatives of the main Belgian institutions working in the
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field of radioactivity and disposing of relatively large and mostly accredited
laboratories. There also is an automatic monitoring network for radioactivity,
but one should recognize it has been optimized for nuclear facilities, and
therefore may not be very useful if a terrorist attack would occur elsewhere in
the country. The plan also foresees to bring in extra specialists when needed,
including representatives from the Defense. This would certainly be useful if
'suspect packages' would be involved, or to assess the explosive charge that was
used during an attack. The main infrastructure missing at this moment is the
capability to perform aerial gamma surveys, but it is hoped to have it available
shortly.

Whereas the general structure would presumably be sufficiently adequate to
quickly assess the situation, there may in practice remain quite a lot of
problems. Especially if the target would be remote from a nuclear site, there
may be insufficient expertise with the local staff and authorities that would have
to intervene. Furthermore, monitoring equipment and decontamination means
may be insufficient, if large groups of the population would be targeted. And
the information strategies in place for nuclear accidents may be perturbed in
case of terrorism because of huge media pressure and the difficult relation
between confidentiality and transparency, both needed after terrorist actions.

9. Conclusion

The recent history has obliged many countries to prepare not only for accidents
involving radioactivity, but also against malevolent acts with dispersion of
radioactivity. Although the emergency plans put into place for accidents can be
adapted relatively easily to include terrorism, there may be some problems
related to availability of equipment and expertise in non nuclear (parts of)
countries and a lack of means to provide these in short notice. Therefore,
international support and exchange is very important and should be stimulated
as much as possible by the large international organizations working in the
field.
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USE OF THE DECISION SUPPORT SYSTEM RECASS NT FOR
ANTITERRORISM ACTIONS

V.G. BULGAKOV
SPA “Typhoon”, Federal Environmental Emergency Center of
Roshydromet

AM. GARIYANTS, V.S. KOSYKH, V.M. SHERSHAKOV

Abstract: Decision support system RECASS NT was developed and is still
enhancing in Federal Service Roshydromet for providing on-line estimates and
prognoses of radiation and chemical situation in the event of an emergency,
including acts of terrorism, as well as to estimate transboundary pollutants
transport. RECASS NT has been installed at all ten NPPs of the Russian
Federation, in Crisis Centres of Roshydromet, concern Rosenergoatom and
Minatom, at plants for destroying chemical weapon. The paper will describe
the structure of RECASS NT system and discuss its possible application in case
of an emergency on examples of using the system during radiation emergency
response exercises at NPPs. RECASS NT can be used for developing
recommendations regarding time when antiterrorism operations are better to be
started with a view to minimize damage.

Keywords: Decision support system, on-line and prognostic information, emergency,
contamination, environment, hazardous chemicals or radioactive materials, meteorological
information, monitoring network, dispersion model, dosecal culations, countermeasures,
prevention of the public, exercises, decision-makers, consequences, damage, antiterrorist
operations.

1. Introduction

The Uniform State System of Emergency Prevention and Response was created
in the Russian Federation and is currently being developed. In the framework of
the system Federal Environmental Emergency Response Centre (FFERC) is
responsible for providing on-line and prognostic information on emergencies
that may cause contamination of the environment on the territory of the Russian
Federation from either hazardous chemicals or radioactive materials. FEERC
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forms part of Scientific Production Association “Typhoon”of Federal Service
on Hydrometeorology and Environmental Monitoring (Roshydromet).

FEERC is also a designated Regional Specialized Meteorological Centre of
World Meteorological Organization (WMO) and CIS Intergovernmental
Council for Hydrometeorology (CIS-ICH) with the specialization to provide
atmospheric transport model products for environmental emergency response
for WMO Region II (Asia) and CIS.

To fulfil tasks which FEERC is responsible for within the framework of the
Uniform State System of Emergency Prevention and Response and as a
Regional Specialized Meteorological Centre of WMO (WMO RSMC) Radio
Ecological Analysis Support System (RECASS NT system) was developed and
is still enhancing in FEERC of Roshydromet.

RECASS NT system has been installed in FEERC of Roshydromet, at all
ten NPPs of the Russian Federation, in Crisis Centres of  concern
Rosenergoatom and Minatom. It is used to provide on-line estimates and
prognoses of radiation situation around NPPs in the event of an emergency,
including acts of terrorism, as well as to estimate transboundary pollutants
transport.

Installation of the system at all chemical weapon disposal and storage
facilities is planned. (RECASS NT system has already been installed at two of
such facilities which is in operation now.) The purpose of the paper is
introducing the decision support system RECASS NT and discussing its
possible application in case of an emergency.

2. Structure of RECASS NT system

Figure 1 shows schematically calculations and presentation of results in the

system. The system is based on the client-server philosophy. The Server is

designed for database management and calculations, whereas the client

provides interaction with user, information presentation and calculation data.
RECASS NT system includes:

o - integrated database;

o - functional subsystems — control subsystem, prognosis and analysis
subsystem, and assessment subsystem;

o - telecommunication subsystem;

o - client part of the system.
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Figure 1. Structure of calculations of RECASS NT system

2.1. INTEGRATED DATABASE

Information part of the system (integrated DB) includes system database
(cartographic information, relief data, demographic data, accident scenarios,
etc.), database of calculation results, and operational database using for storage
of source data needed for calculations.

Operational DB contains meteorological information, including prognoses,
and data on the actual radiation (or chemical) situation in the area of NPP
location or at the accident site .

Operational DB includes:



182

2.2.

V.G.BULGAKOV ET AL.

data of objective analysis and prognosis from Hydrometeorological Centre
(HMC) of Roshydromet;

meteorological data from observation network of Roshydromet:
synoptic data (are refreshed every 3 hours);

aerological data (are refreshed every 12 hours);

meteorological data from territorial (in-situ) observation network;

data of radiation or chemical measurements from state monitoring network
and from local (in-situ) observation networks (there were created networks
of measurements of gamma dose rate located around NPPs, data of
measurements are refreshed with 10 minutes interval in the normal mode).

FUNCTIONAL SUBSYSTEM

Functional subsystem consists of the following main modules:

2.3.

Atmospheric dispersion model for up to 100 km range including deposition
calculations and airborne concentration calculations for given radionuclide
(or other pollutant);

Model of transboundary atmospheric pollutants transport;

Model of wash-off of hazardous chemicals or radioactive materials from
surface into water bodies;

Model of transport of hazardous chemicals or radioactive substances in
water bodies;

Dose calculations;

Block of elaboration of recommendations on countermeasures for
prevention of the public.

CLIENT PART OF THE SYSTEM

Client part of RECASS NT system is designed for presentation both source data

and

calculation results. It can work both with local servers and remote servers.

Cartographic subsystem which is designed for displaying data was developed
using MapX component of GIS MaplInfo. Cartographic DB of the subsystem
currently includes maps of three scales:

1: 500 000 (Regional map of Russia)
1: 200 000 (control area of NPP)
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o 1:10 000 (NPP site)
The RECASS NT system permits in operative mode
« - to provide prognosis of meteorological situation in the area of an accident;

o - to provide data on the actual environmental contamination received from
state environmental monitoring system and from local observation networks
which are created around potentially dangerous facilities;

e - to provide assessments and prediction of consequences of accidental
releases into the environment presented as spatial and temporal distributions
of levels of contamination of ambient air, water, soil as well as doses to the
public and personnel;

» - to work out recommendations for decision makers on prevention of the
personnel and the public in accordance with legislation of the Russian
Federation.

3. Use of RECASS NT system during radiation emergency response
exercises at NPPs

Every year radiation emergency response exercises of different scales are
conducted at NPPs of the Russian Federation including exercises on response to
acts of terrorism at NPPs. Estimation and prediction of radiation situation are
generated by RECASS NT system, calculation results are provided to decision-
makers either on maps on which data of estimation and prediction are presented
or in tables and in text documents. Wind fields and other meteorological
parameters, data of radiation measurements, areas of different levels of
concentration of radionuclides for different natural media, areas of different
doses for the public, and areas where countermeasures on prevention of the
public are required are presented on maps.

In September 2005 an exercise on response to acts of terrorism at NPPs was
conducted. According to exercise scenario terrorist acts caused destroying
spend fuel pool at Beloyarsk NPP. It caused discharge of radioactive water into
basin-cooler, later into Pyshma river.

Results of prediction of contamination of water bodies by Cs-137 caused by
given act of terrorism presented on the map of the territory are shown in Figure
2. Different levels of Cs-137 concentration in surface water in 78 hours after
beginning of the accident are presented in the figure by different colors.
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Figure 2. Concentration of Cs-137 in water bodies in 78 hours after the simulated act of
terrorism at Beloyarsk NPP and curve of Cs-137 concentration in water of basin—
cooler.

Curve of concentration of Cs-137 in basin-cooler of Beloyarsk NPP is
presented in the left upper corner of the map. This information was used to
work out recommendations on water use limitation for some settlements.

On 6-8 September 2005 comprehensive emergency response test was
conducted at Kola NPP. According to the scenario of the exercise an accident
relevant to 5 CLASS of International Nuclear Event Scale (INES) occurred.
Inert gases, isotopes of radioactive iodine and cesium were released into the
atmosphere as a result of the accident.

Figure 5 presents prediction of radioactive cloud transport during three day
period which allows coming to a conclusion that no transboundary transport of
radioactivity should be expected. A map showing results of prediction of
public health effects from doses is presented in Figure 6. Areas with different
thyroid doses for children of 1-2 year old in case when they are in the open air
during radioactive cloud movement are shown in the figure. Dose scale in mSv
is in the top of the figure. For example, green area is equivalent to doses of 200
- 500 mSv.

Figures 3-6 are the examples of presentation of data on the map of the
territory during the exercise at Kola NPP.
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Figure 4. Traces of radioactive cloud with and without topographic effect
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Wind field at a height of 10 m above ground surface is presented in figure 3,
speed and direction of wind are presented for different spatial points. Wind
field was calculated taking into account topographic effect on inleaking flow.
When modeling atmospheric dispersion in the area of Kola NPP it is important
to take into account topographic effect as area around Kola NPP has ridges and
undulating ground. Traces of radioactive cloud calculated taking into
consideration topographic effect and without it are shown in figure 4.

Figure 5. Prediction of radioactive cloud transport

Figure 6. Thyroid dose for children of 1-2 year old

Data on the meteorological situation such as speed and direction of wind,
atmospheric stability, etc. as well as radiation doses for different distances from
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the source of radioactive material release are also presented in table (or tabular)
form. Besides, recommendations on countermeasures for prevention of the
public of different settlements are prepared and provided.

A form containing recommendations is presented in Figure 7. The form
contains a table with maximum distances from the accident site on which doses
exceed the criteria when the countermeasures should be undertaken. Another
table of this form contains list of settlements where relevant countermeasures
(sheltering, intake of iodine tablets, evacuation) should be undertaken.

During the exercises possible consequences of emergencies are considered
both under real meteorological conditions occurring during the exercises and
the scenario ones. The scenario meteorological conditions (wind direction and
speed, atmosphere stability etc) do not change in the course of the accident and
release dispersion is taken to be such that protective measures are needed in the

selected population points.
During the exercise at Kola NPP under the scenario meteorological

conditions there are population points that have to be evacuated immediately
because of the risk of exposure at levels leading to deterministic radiatio
effects and in the major population points sheltering and iodine prophylaxis ar@
required

Under real meteorological conditions no evacuation was needed and
sheltering and iodine prophylaxis would have to be conducted only in two small
population points. The collective dose under real meteorological conditions is
tens of thousands times lower then under the scenario.

Form 5

3.1. RECOMMENDATIONS ON COUNTERMEASURES FOR PREVENTION
OF PERSONNEL AND THE PUBLIC

3.2. EMERGENCY RESPONSE EXERCISE SITE KOLA NPP

Table 1. Distances in which the countermeasures on prevention
of adults and children should be undertaken, km

Countermeasure Adults | Children
Sheltering 42
Intake of iodine tablets 12 | 48
Evacuation 7.5
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Table 2. List of settlements where relevant countermeasures are
recommended in the beginning of the accident

Settlement Intake of iodine
NeNe Distance, | Sheltering tablets Evacuation
km Adults | Children
1. Zasheeek 6 + + + +
2. Niva-1 8 + + +
3. Niva-2 18 + +
4. Polyarnye 11 + + +
Zori
5. Pinozero 16 + +
6. Afrikanda 13
7. Kandalaksha 30 + +
8. Apatity 40
9. |Monchegorsk | 60

3.3. RECOMMENDATIONS ARE BASED ON COMPARISON OF
ESTIMATES WITH LEVEL A OB.

Class of event (INES scale): [10, (11, (12, [13, (14, [15, [16, [
7.

Person on duty (name,
signature)

Time and data of form sending (MSK)
« » 2005.

Figure 7. Recommendations on countermeasures for prevention of personnel and the
public
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This fact makes it clear that the damage due to the accident is
dependent on the meteorological conditions during an accident. This should be
taken into account during antiterrorist operations. For example, in case of an act
of terrorism at NPP, given the risk that radioactive materials are released to the
environment, the actions against terrorists should be taken under such
meteorological conditions when the damage from emissions of radioactive
materials to the environment would be the lowest. To determine the optimum
moment of actions RECASS NT can be used.

4. Conclusion

The most important application of RECASS NT is quick assessment and
prediction of the radiation situation in case of emergency at facilities of
potential hazard and development of recommendations for decision makers.

It should also be emphasized that RECASS NT can be used for developing
recommendations regarding time when antiterrorism operations are better to be
started with a view to minimize damage from an act of terrorism.

. Emergency assessment and prediction of the radiation situation should
be based on using:

« methods of computer modeling the processes of dispersion of radioactive
materials in the air and surface waters;

« actual information (observational data, geographical, demographic and other
data) expert knowledge primarily about evolution of emergency;

« expert knowledge mainly on crisis situation development about.

The uncertainty in results is directly dependent on availability of sites
of meteorological observations in the affected or adjacent areas, detailed maps
and characteristics of the areas and river systems. These issues are dealt with at
the stage of RECASS installation.
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Abstract: The presentation outlines a mobile radiological facility, designed for
determining of the source term parameters and atmospheric transport and
dispersion parameters in the near zone during an accident. Those parameters
serve as input to the RECASS NT system for forecasting atmospheric
dispersion of pollutants. Information is generated by means of field simulation
of contaminant transport and dispersion through creating a cloud of superlight
tracers (chaff) at the simulated release height and tracking its transport and
dispersion with the radar. Results of field experiments using the mobile
radiological facility carried out in the vicinity of the Kola NPP and Kursk NPP
are described.

Keywords: Mobile radiological facility, source term parameters, atmospheric transport
and dispersion parameters, radar-tracer subsystem, spectrometric subsystem, dosimetric
and spectrometric route survey, cloud of superlight tracers, radar tracking, data
collection and processing center

The RECASS NT system provides information support to decision making
based on analysis and prognosis of the radiation situation in emergency
associated with radioactivity release to the environment.

The accuracy of such predictions can be rather low, provided complicated
topography and meteorological conditions, which is primarily explained by
uncertainty in estimating and predicting atmosphere characteristics governing
radioactivity dispersion and in determining source term (release height, nuclide
composition, etc.).

During the recent years a mobile measuring system has been under
development in SPA “Typhoon” to be used for obtaining required information
and sending it to data collection and processing centers. This serves as input to
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the RECASS NT system for forecasting atmospheric dispersion of pollutants in
the near zone during an accident.
The data include:

e - source term parameters (release height, emission rate, nuclide
composition, etc.),

e - atmospheric transport and dispersion parameters (wind speed and
direction at the release height, diffusion parameters).

Presented mobile radiological facility (MRF) makes possible to minimize the
uncertainty in parameter estimates by measurements in the area affected as the
emergency evolves.

This facility commissioned by Rosenergoatom and developed and
manufactured by SPA “Typhoon”.

s o snrrwa

NAGOPATOPHA
PAAMALHOMHON
PASBEMHH

Figure 1. The mobile radiological facility during the Rosenergoatom exercises at the
Kola NPP

The facility comprises two interconnected systems:
o - aradar-tracer subsystem (placed on trailer);
e - aspectrometric subsystem (mounted on a vehicle);

The spectrometric subsystem is designed for (the functions relevant to the
discussed issue):

e - determining spatial characteristics of a radioactive cloud (plume transport
direction and release height);
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- estimating the release composition and emission rate for specific
radionuclides;

— measuring the absorbed dose rate by dosimetric and spectrometric route
survey as the vehicle moves along;

— determining surface contamination levels for gamma-emitters.

The spectrometric subsystem includes a gamma-ray spectrometer with a
collimated semiconductor detector GEM20P4 (High-Purity Germanium) and a
portable multi-channel analyzer DigiDART ORTEC.

There are three possible positions for the detector and collimator, given

different kinds of measurements:

- First position: upward detector crystal, no collimator. This position is used
for more accurate determining of the aerosol cloud axis and for route
radiometric measurements;

- Second position: upward detector crystal with collimator. This position is
used for determining the radionuclide composition and release rate, as well
as the effective release height.

Figure 2. Detector positions

-Third position: downward detector crystal with collimator. This position is
used for measurements of surface gamma contamination. In this case the
detector with collimator is pulled out on the platform through the vehicle
tailgate.

The radar-tracer subsystem (RTS) is designed for:

- obtaining more accurate data about the meteorological conditions in the
emergency area (determining direction and speed of radioactivity transport
at the release height);
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o - determining main parameters of contaminant dispersion in the air at
the release height (distribution of contaminant concentration in a
cloud, wind speed fluctuations, integral time scale of turbulence,
wind shift parameters).

Main components of RTS are:
o - the radar, (placed in a radio-transparent, see Figure 1);
« -the launching and dispersion unit (LDU).

chaff (tracers)

MRF accommodated with computers, a satellite navigation system, a stand-
alone power supply unit and telecommunication equipment for exchanging
measurement data with Data Collection and processing Centers (DCC).

Using RTS, information is generated by means of field simulation of
contaminant transport and dispersion through creating a cloud of superlight
tracers (chaff) at the simulated release height and tracking its transport and
dispersion with the radar.

The superlight radar tracers are dipole reflectors made of carbon fiber of
high conductivity. Parameters of the superlight radar tracers are following:
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Figure 4. A generated cloud, container descending on a parachute and cloud image on
the monitor

Length of dipoles - 10 mm;

Diameter of dipoles - 10 microns;

Density of dipoles - 2 g/em’;

Speed of gravitational subsidence - < 3 cm/s;
Weight of dipoles in a charge - about 200 g;
Number of dipoles in a cloud - about 10;

The specific effective area of dispersion of dipoles of 0,4-0,5 m*/g.

following

Chaff cloud
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Figure 5. Overall scheme of RTS functioning

hardware

Let us dwell on the RTS functioning. The scheme of RTS functioning is



196 AM.GARIYANTS ET AL.

The LDU operator on receiving a command from the radar operator
launches the container with chaff to the given height (The operators of the radar
and LDU communicate using walkie-talkies). The cloud is tracked with the
radar by radio beam scanning in a given sector through the area of maximum
radio reflectance. The chaff cloud image is shown on the monitor on small and
large scales. The operator, watching the cloud image on the monitor, adjusts the
azimuth position of the centroid, scanning angle and tilt angle as a function of
the cloud size and its distance to the radar.

Information from the radar is processed by the onboard computer and
transmitted by radio channel to the DCC. These data include the direction and
velocity of the cloud centroid, its current coordinates and characteristic spatial
scales. This permits estimating in real time the trajectory of a radioactive cloud
and its direction and speed. Besides, radar data are used to determine the cloud
configuration and size at different distances from the source. The available
hardware and developed software makes possible map-based presentation of
information coming from the radar, i.e. trajectories and configuration of the
chaff cloud are displayed at the DCC, as data are received from RTS (Figure 7).

Then the data obtained are used for calculations in RECASS NT system
(Calculations results are shown in the Figure 7).

During the last three years several field experiments were conducted in
different regions with differing climatic conditions, namely Kaluga region,
Udmurtia, and the Kursk, Smolensk, Beloyarsk, and Kola NPPs.

Let us briefly describe the operations of the mobile radiological facility
during the Rosenergoatom exercises on 6-8 September 2005 at the Kola NPP.

The facility was moved towards the NPP site and dosimetric survey was
started in the area assumed to be affected. The route was taken to coincide with
the wind direction under the scenario and shown by colored points in the figure.
Thus the plume axis was determined to decide on the radar position.

Figure 6. Results of the route survey
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During the survey gamma spectrometric probing of the plume was
performed to determine more accurately the effective release height and
isotopic composition. After data on the effective release height were obtained, a
container with chaff was launched by a pneumatic unit to a specified height, the
generated cloud was depicted on the monitor and the cloud was tracked by the
radar.

It is necessary to stress that while the operations of the spectrometric
subsystem were virtual, rather than actual, since there was no real release, more
accurate determination of atmospheric parameters was really carried out, and
data were sent promptly to the data collection centers in the Rosenergoatom
crisis center, local emergency center and FEERC of Roshydromet (SPA
“Typhoon”).

Figure 7. Chaff cloud trajectories and calculations results example (in given case -
Gamma Dose Rate (mGry/s) 6 hours after release)

The extent of difference in atmospheric parameters governing contaminant
transport and dispersion is illustrated by results of radar tracking during the
preparations for the Rosenergoatom exercises at the Kursk NPP in 2002.

The picture shows the trajectories and outlines of the tracer cloud for two
experiments conducted from the same point. The pattern of cloud dispersion
can be seen to be different.

What was the reason? The wind direction changed only by 20 degrees.
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Figure 8. Chaff cloud trajectories and outlines derived in the data collection center
during experiments Ne 1-2 in the area of the Kursk NPP

During the first experiments the chaff was moving south-east over the land.
In the second experiment just an hour later the cloud was first moving over the
land and then passed over the warm water surface of the cooling pond.

The heat exchange between the southern and northern parts of the reservoir
is possible only by air and therefore there is a temperature contrast which
resulted in occurrence of a temperature internal boundary layer above the water
surface and complex air circulations. As a result, a complex pattern of wind,
temperature and turbulence field was formed different from the one in the flow
incoming from the land. This fact led to a change in the dispersion pattern in the
second experiment.

Hence the prognostic calculations of possible contamination based on such
data will also be different.

Thus the real-time use of data and information from the mobile radiological
facility by the RECASS NT system improves significantly the reliability of
calculation results for the vicinity of the release source.
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EFFECTS OF TELLURIUM PRECIPITATES ON CHARGE COLLECTION IN CZT
NUCLEAR RADIATION DETECTORS
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Abstract: It has been recently demonstrated that individual Tellurium (Te)
precipitates identified with infrared (IR) transmission microscopes in radiation
detector-grade CdZnTe (CZT) crystals correlate precisely with poor charge
collection. This indicates that Te precipitates adversely affect the electron
charge collection efficiency and thus the performance of nuclear radiation
detectors produced from the crystals. By employing different techniques we
investigated how Te precipitates affect different CZT devices. Our
measurements indicate that Te precipitates put limits on the sizes, electrode
configurations and spectral performance of CZT detectors. These limits can be
relaxed by lowering the size and density of Te precipitates in the detectors.

Keywords: CdZnTe, nuclear detectors, room-temperature semiconductor detectors

1. Introduction

Large-area/volume CdZnTe (CZT) crystals are desired for efficient ambient
temperature nuclear radiation detectors.'” These types of room-temperature
detectors are required for the detection of smuggled special nuclear materials,
medical imaging, astrophysics, and industrial applications. Large-scale crystal
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defects such as grain boundaries, twins, voids, etc. are well known to
significantly impair device characteristics, and only single-crystal CZT can
potentially provide the high level of performance achieved with small-size CZT
detectors. In the past, significant efforts have been undertaken to increase the
size of single-crystal CZT. Today, large-volume CZT single crystals, up to
hundreds of cubic centimeters, are commercially available; however, the sizes
of the actual CZT detectors produced from these crystals are much smaller, and
they are limited by other smaller non-uniformities existing within the material.
This study elucidates the role of the small-scale non-uniformities present in
single-crystal CZT devices and explains why CZT detector volumes have thus
far been limited to a size of only a few cubic centimeters or less.

Most of the non-uniformities in single crystals are related to the presence of
Te precipitates, which can be easily seen with infrared transmission
microscopes. It has been known for a long time that large Te inclusions, > 100-
um diameter, (and aggregations of smaller precipitates) degrade CZT device
performances®*, but small isolated Te precipitates (1-20 micron diameter) were
thought to be relatively benign. It was just recently demonstrated that individual
precipitates correlate with poor charge collection areas, as identified by high
spatial-resolution X-ray scans.”®’ This strongly suggests that even randomly
distributed small-size precipitates can significantly affect device performance.®

As background, Te inclusions are thought to originate at the growth
interface as consequences of morphological instability, while Te precipitates are
created in the solid phase during the ingot cool-down. The typical size range for
Te precipitates is between 1-20 pm, while Te inclusions can be much
larger.”'®"" Twins and grain boundaries are preferential nucleation sites for Te
precipitates, because precipitates are found all along these extended
macroscopic defects. They are also distributed in patterns or simply dispersed
somewhat randomly in the crystals. The Te precipitates, which have different
properties from the optical and electrical properties of bulk CZT, are also
sources of extended areas of high dislocation densities in CZT material.'

The goal of this work is to demonstrate the effects caused by Te precipitates
in different types of CZT devices by using a highly collimated X-ray source and
pulse shape analysis techniques.

2. Experimental setup

The planar, coplanar-grid (CPG), and Frisch-ring CZT detectors were used
to investigate the effects of Te precipitates on device performance. Commercial
15x15x7.5 mm® CPG detectors with contact patterns comprised of 350-pum-
wide strips located at a 700-um pitch, were acquired from eV Products. The
CPG detectors were mounted inside a custom-made test box containing the
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readout electronics. The 5x5x1 mm® planar detectors and 6x6x11 mm”® Frisch-
ring detectors were fabricated by using CZT crystals acquired from Yinnel
Tech, Inc. as previously described.'” As-cut crystals were hand polished and
etched briefly with a 2% bromine/methanol solution. After depositing gold
contacts the side surfaces were polished further to reduce surface leakage
currents. The detectors were mounted inside an eV Products device holder. The
shielding electrode of the Frisch-ring device was connected to the cathode and
kept at zero potential, while the positive voltage was applied to the anode. The
data acquisition system included a spectroscopy shaping amplifier, MCA card,
digital oscilloscope (LeCroy 6050 Waverunner) to store waveforms, and
standard NIM electronics.

Uncollimated "*’Cs, ®*Co and **Ge sources were used to generate interaction
events inside the devices. For the rise-time (depth sensing) measurements, a
small, ~3 cm’, BaF, detector and *®*Ge source emitting two back-to-back 511-
keV annihilation photons were employed. The fast coincidence signals read out
from the BaF, detector provided triggers to indicate the interaction events
(arrival times) in the Frisch-ring devices. Our previous studies showed that, in
the case of CPG and pixel devices, the leading edge of the cathode signal for
each event can be used to identify the event’s arrival time with an accuracy of
<20 ns, which is sufficient for accurate rise-time measurements'2.

We employed highly-collimated, high-intensity X-ray beams available at
BNL’s National Synchrotron Light Source (NSLS) to study the non-uniform
responses of CZT detectors caused by the presence of Te precipitates.
Depending on the type of measurements, either a 10- or 25-um diameter beam
was used. Also data were generated using either a high-energy, quasi-
monochromatic beam with photon energies centered at ~85 keV with a 10-keV
spread or a low-energy ~30-keV monochromatic beam. For each position of the
beam, we collected a pulse-height spectrum and evaluated a photopeak position
and its full-width-at-half-maximum (FWHM).’

3. Results and Discussion

Figure 1 shows the maps that illustrate correlations between the Te precipitates
identified with an IR transmission microscope inside thin, ~1 mm, CZT samples
and the poor-response regions (dark spots) measured with collimated beam X-
ray scans. The thin detectors were chosen to minimize the effects of
overlapping precipitates and possible distortions in the X-ray images due to
electric field non-uniformities. The spatial resolution of the X-ray maps (in
these measurements, the beam size was always equal to the size of the steps in
both x and y directions) and cathode biases are indicated on the maps. As is
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seen, the precipitates observed in the IR maps are 100% correlated with the
degraded zones seen in the X-ray scans. Using the distances between two
selected precipitates, it was possible to scale the X-ray map, which gives us an
opportunity to evaluate the apparent sizes of the degraded zones located with
the X-ray beam. As a ruler, the X-ray footprints of precipitates were found to be
larger than their actual physical sizes measured with the IR, which cannot be
simply explained by a beam’s size or electron diffusion.

Figure 1. Correlations between IR images (top) of Te precipitates and the poor-response
regions measured with an X-ray beam (bottom)

The large apparent size of precipitates could be attributed to the areas of
dislocations with high trap concentration, which are believed to be present due
to the crystal strain around precipitates.’

Figure 2 shows the evolution of pulse-height spectra as the beam was scanned
over a Te precipitate. As seen, the peak position changes with the beam
position, indicating a reduction in the collected charge by more than 50%. At
the same time, the width of the peak roughly remains unchanged. The tails on
the right side of the peaks are due to the beam splitting over the precipitate
boundaries. These facts point out that the fluctuations in the charge loss
associated with an individual precipitate are small, while the amount of charge
loss can be large and strongly dependent on the precise location of an electron
cloud with respect to the precipitate. These geometry governed variations were
previously discussed by Amman ez al.?
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Figure 2. This figure shows the pulse height spectra at different points for a one-
dimensional X-ray scan with a 5-um step size. The line scan was passed directly over a
Te precipitate

Double peaks are often seen in the pulse-height spectra when the X-ray
beam in pointed above a precipitate. Such behavior could be explained as if the
precipitate under test has very sharp boundaries, i.e., the transition between the
precipitate and a clear region is within a size of the x-ray beam, ~10 um.’
Another possible explanation is the overlapping of two precipitates located at
different depth. More detailed measurements are required to better understand
the dynamics of how an electron cloud “interacts” with precipitates and the
charge losses accompanied this process.

Figure 3 shows the pulse-height spectrum from an uncollimated “’Co source
and the rise-time distribution of output signals generated by the ®*Ge source.
The data were taken with a 16-mm long Frisch-ring CZT detector, which had a
high concentration of randomly distributed Te precipitates with a typical size of
less than 20 um as measured using the IR microscope. By fitting the curve
representing the charge loss vs. drift distance, we estimate the electron lifetimes
to be ~5 us, which corresponds to high spectroscopic quality CZT material.
Despite this, the measured FWHM of the peak is quite broad, ~5% at 662 keV,
compared to the desired FWHM of 1-2%. Such peak broadening could be
attributed to fluctuations in the charge loss caused by Te precipitates. Since the
pulse-height spectra demonstrate the cumulative effect of carrier trapping, the
device length becomes a critical factor that magnifies the effect of trapping by
distributed Te precipitates. The broadening of the correlation curve (which
reflects fluctuations in the collected charge) with the electron drift time can be
clearly seen in the bi-parametric distribution.
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Figure 3. The pulse height spectrum (a) and correlation curve (b) measured for an
8x8x16 mm’ Frisch-ring detector with a high concentration of Te precipitates

Te precipitates are likely to have surrounding areas with high concentration
of dislocations, which may extend far beyond the actual physical boundaries of
the precipitates. These areas containing many types of defect levels can
potentially accumulate space charge causing local variations in the electric-field
distribution and thus influencing the charge trapping. The charge carrier traps
associated with Te precipitates are different from single-level traps normally
present in CZT material. The later are uniformly distributed over a device
volume and continuously trap electrons and holes as carriers drift from the point
of interaction toward their collecting electrodes. In this case, the process of the
charge loss is governed by Poisson statistics and the fluctuations in the charge
loss are negligible, e.g., in the case of a 10% charge loss, a broadening of
~0.1% would be expected for 662-keV radiation.” Nevertheless, carrier trapping
by point defects still results in some peak broadening, because the carrier drift
time varies as a function of the location of each interaction point. However, this
type of broadening can be easily reduced by applying depth or rise-time
correction techniques.

In contrast, Te precipitates introduce local fluctuations in the uniform
distribution of single-level traps. When the electron cloud passes across an
individual precipitate, the amount of charge loss depends on the spatial
distribution of the electrons inside the cloud relative to the trap distribution in
the vicinity of the precipitate." Dynamical effects, such as the filling and de-
trapping of defects within or nearby Te precipitates and changing of the electric
field, can also affect this process. As a result, the process of the charge loss can
be treated as a chain of electron cloud interactions with individual precipitates,
some of which are likely dependent on the incident flux, especially for high
count-rate applications. Using a simple analysis’ one can show that the
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fluctuations of the charge loss are proportional to the total number of
precipitates encountered by the electron cloud. In other words, the fluctuations
increase with an electron cloud drift path, which is reflected in Fig. 3(b).

Isolated Te precipitates become visible in the X-ray maps taken with a high
spatial resolution on the scale of 50 pm or less. For lower resolution X-ray
beam maps, their footprint images disappear entirely, which creates an
impression that they do not produce any deleterious effects on device response
and explains why dispersed small Te precipitates were assumed in the past to
have little or no effect on detector performance. Their cumulative effects on
both the energy resolution and collected charge (ut-product) become notable
for long drift-length (> than about 1 cm) devices. As an example, Fig. 4 shows a
2-D distribution of the electron pt-products measured for ~1-mm thick CZT
sample. The clear areas correspond to electron pt products as high as 2x107
cm?/V. In the areas with Te precipitates, the electron pt products reduce to as
low as 10™ cm?/V. The pt products averaged over the entire area of the sample,
i.e. when the spectra measured for each beam location are added together,
which corresponds to a normal pt-products measurements with uncollimated X-
rays, is 1.1x107 e¢m?V.” In thicker devices, the apparent pt-product value is
also notably less than those measured for precipitate-free areas.
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0.0184
0.0161 |
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Figure 4. 2-D distribution of the electron pt-products measured for ~1-mm thick CZT
sample. The numbers indicated on the right are in cm*/V

4. Conclusion

The effects of Te precipitates on charge collection in single-crystal CZT
material have been demonstrated with planar and Frisch-ring CZT detectors. On
a micron scale, Te precipitates correlate with small areas of poor charge
collection as identified with X-ray scans. On a large scale, Te precipitates seem
to be responsible for most of the material non-uniformities observed in single-
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crystal CZT. These could potentially explain many of the previously
unexplained effects observed in single-crystal CZT material: the degradation of
energy resolution in long-drift (> 1 cm) devices, local variations in the electric
field seen in multi-electrode detectors such as CPG and pixilated arrays,
“missing” counts, etc. However, more precise measurements and new
experimental methods are required to better understand the effects of Te
precipitates on CZT device performances and to determine steps to mitigate
their adverse consequences.
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COMBINED SENSORS FOR THE DETECTION, IDENTIFICATION AND
MONITORING OF RADIATION SOURCES

ILAN YAAR®
Nuclear Research Center Negev (NRCN), P.O. Box 9001, Beer-
Sheva 84190, Israel.

Abstract: Radiation sources widely used in industry, medicine, agriculture,
research and education are most dangerous from the viewpoint of their
widespread and easy access. The probability that these sources will be stolen
and used to assemble a radiological dispersive (RDD) is not negligible. Such a
device can be used by terrorist groups for the purpose of contamination of
industrial centers, airports, seaports and residential areas, which can affect a
large sector of the economy of a country. Detonation of a RDD can lead to
death and exposure of the population to radiation, but, as a whole, the use of the
bomb is aimed at creating panic among population, causing economic damage
and social shock to the society. In this work, ways to reduce the threat of
radiation sources obtained outside and within a country will be discussed.

Keywords: radiological dispersive device (RDD); radiation detectors; radiation sources.

1. Introduction

In a series of international conferences held in the last five years by the
International Atomic Energy Agency (IAEA) ', it was decided that the safe and
secure management of radioactive sources is essential for ensuring the long-
term security and control of them. In order to promote the establishment and
maintenance of infrastructures for this purpose, states should make a concerted
effort to follow the principles of the Code of Conduct on the Safety and
Security of Radioactive Sources.' In this context, the identification of roles and
responsibilities of governments, licensees and international organizations is
vital." The activities referred to above are primarily related to the prevention of
loss of control over radioactive sources and contribute to enhancing security
and safety of them.”

While most of the countries in the west are trying to close the borders
against unauthorized radiation sources by installing radiation detectors, X-ray
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and neutron scanning systems, thousands of radiation sources are already
present inside any country in factories, research facilities, hospitals and private
and government laboratories. Although most of these sources are kept under a
controlled regulatory system, there is still a possibility that some could become
a high radiological risk to the population', by being mistakenly misplaced or
deliberately stolen. A radioactive, gamma, beta or alpha source, combined with
conventional explosives, can also form a Radiological Dispersive Device
(RDD), which may be used in an attempt to contaminate a large area'. The
radioactive materials needed to build a RDD can be found in almost any
country in the world, and some of these countries may have inadequate control
and monitoring programs necessary to prevent or even detect the theft of these
materials.

Some of the most common civilian used radiation sources that can be used
by terrorists to make an RDD are listed in table 1. These sources were identified
by the IAEA as the most hazardous ones based on considerations like, the
source activity, the potential of the sources to cause deterministic effects, the
nature of the work with the source, the mobility of the source, experience from
reported accidents and typical verses unique activities within an application.

TABLE 1. The properties of the most common civilian used radiation sources that can
be used by terrorists to make an RDD'

Typical Specific power
Isotop
tia(y) compou  Decaytype E (MeV)
€ nd (Watt/g) (Watt/TBq)
Metal . 2.505,
Oco 527 B
0.318 16.35 0.39
192y 0.2023  Metal y 1.457 79.51 0.23
. CsCl . 0.661,
Cs 30 v, B
0.547 0.42 0.13
Py 2912 SITios B 0.55/2.28 0.96 0.19
MAm 43271 Oxide o 5.64 0.11 0.87
B8%py 874 Oxide a (n) 5.59 0.56 0.88
5 @ (96.9%) 6217
Cf 265 Metal 38.19 32.04

s£.(3.1%) 1939

* - The energy listed in the table for beta sources is the maximum energy of the emitted beta particle.

Lost or illegally obtained radiation sources, similar to those listed in table 1, can
be used by terrorists to assemble a Radiological Dispersive Device (RDD). A
terror organization can easily buy or steal sufficient radioactive materials
needed to produce an RDD. The radioactive material can be obtained abroad or
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inside a country. In the latter case, no border crossing is needed, and the chance
that the source will be detected is minimal.

2. Ways to reduce the RDD threat

A terror organization that intend to use a radiation source obtained outside
country borders to assemble a RDD, have to pass through a point of entry like,
seaport, airport or a border control station. At any of these entry points, the
source can be detected by radiation portals or personal radiation detectors
(PDS) wear by custom officers. Radiation sources can be also obtained within
country borders from sources held in hospitals, factories, scientific laboratories
or irradiation facilities. Ones a source obtained outside country borders is
successfully smuggled in, via a legal or a non-legal entry point, the source
should in practice be consider as one obtained within country borders.

2.1. REDUCING THE THREAT OF RADIATION SOURCES OBTAINED
OUTSIDE COUNTRY BORDERS

The most effective way to reduce the threat of radiation sources obtained
outside country borders is by the implementation of international regulations
aimed at minimizing the number of orphan sources and enhancing the
safekeeping and monitoring of radiation sources and radioactive materials
around the world, as embedded in the radiation sources code of conduct
published by the IAEA. Political and technological cooperation among
countries is needed to accomplish the above tasks. However, the preparedness
to an incidence in which a terror organization will try to smuggle a radiation
source into a country, obligating the installation of radiation portals and
radiation detectors at points of entry. While the detection of a gamma or
neutron source is relatively easy, due to the penetration nature of the emitted
radiation, the detection of a concealed beta or alpha sources is a more
challenging task, due to the short range of alpha particles in matter and to the
small amount of high-energy photons and neutrons emitted from these sources™.
Therefore, a radiation system planed to detect alpha or beta emitters will easily
detect most of the gamma and neutron sources.

2.1.1. Detection of concealed **’Am alpha source

A typical alpha emitter like **' Am also emits some low energy (60keV) gamma
rays that can be easily shielded by several millimeters of lead, a small amount
of high energy gamma rays and neutrons generated via (o,n) reaction with light
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elements. The gamma spectrum of a 11.1 GBq **'Am source shielded with 5
mm of lead is depicted in figure 1, and compared to simulation results obtained
using the Monte-Carlo code MCNP-4C°.
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Figure 1. Experimental (0) and calculated gamma (—) spectra of 11.1 GBq **'Am
source encapsulated in 5 mm of lead shielding, taken with: (a) HPGe and (b) Nal(T1)
detectors’

The neutron emission rate (n/s/100 GBq) for a metallic, an oxide and a ceramic
! Am source, calculated using the code SOURCES 4A® is listed in table 2. In
view of the fact that most of the neutrons emitted from this source are generated
via (a,n) reaction with light elements, the total number of emitted neutron is
directly connected to the source type, as shown in table 2.

TABLE 2. Calculated neutron emission rate (n/s) for a metallic, an oxide and a ceramic”
100 GBq **' Am source”™”

Source type ~ Spontaneous fission 'O 'O *Mg *Mg YAl ¥Si Si Total

Metallic —— e e e 1
Oxide 1 180 1800  -- - e = 1981
Ceramic’ 1 270 3240 7380 10440 5860 1620 765 29576

" - The ceramic enamel composition was taken as a mixture of 5% AmO, with 45% SiO,, 15% AlO,, 10%
Ca0, and 25% MgO (weight %)’.

#x 24 AmBe source with the same activity will emit 6.75x10° n/s
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Based on the measured and calculated given in figure 1 and in table 2, the
minimum time required for the detection of a concealed metallic, oxide or
ceramic **' Am source can be calculated using the total background rate, b, and
the net counts rate, a, in each detector. Let N(r,t) be the total number of counts
obtained in a given detector, at a distance r from the source, where 7 is the
counting time, then,

N(r,t)=a—2texp(—u r)+ bt (1)
r

where a is the net count rate in a given detector placed 1 m from the source, p is
the absorption coefficient of the radiation in air and b is the background
intensity rate. For a false alarm rate of 1 in 10,000, the instrument alarm rate
(assuming normal Poisson counting statistics) must be set to at least 4o higher
than the average background'’, given a minimum detection time of:

N(r,f) = f—ztexp(—yr) bt > bt +4br

f—iexp(—y r)> 4Ibt 2

16 br*
Z‘min(’,‘)z az exp(zlur)

The minimum time needed to detect a metallic, an oxide or a ceramic **'Am
source, using conventional 75x75 mm” Nal(Tl) gamma and 50x200 mm 3He
neutron detectors, according to equation 2, is listed in table 3. The results are
calculated for a detector-to-source-distance of 1 m, with a neutron background
of 2.215+0.018 cps and a gamma background of 15.69+0.28 cps. The
absorption coefficient of the gamma radiation in air'' was taken as 0.012 m™,
and no attenuation in air was assumed for the neutron radiation.
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TABLE 3. The minimum time (in sec) needed to detect a 100 GBq **'Am

source from a distance of 1 m, using a 75 mm Nal(TI) gamma and 50 mm by
200 mm *He neutron detectors.

75 50 mm by 200 mm *He neutrons
Source shielding (mm) mm Y Y

Nal(TI) detector

gamma
lead  paraffin wax cadmium detector Oxide source Ceramic source
5 - - 0.03 2.07 0.01
30 1.35 3.94 0.02
30 168 2 2.00 9.15 4.40

2.1.2. Detection of concealed *’Sr beta source

The continuous bremsstrahlung spectrum emitted form a 0.6 GBq *°Sr beta
source, taken with a 75x75 mm” mm Nal(TI) detector and a 500x500x5 mm?®

BC-408 plastic scintillator is depicted in figure 2(a) and figure 2(b)
respectively.

3mm Pb
8mm Pb
20mm Pb
3mm Pb 20mm Fe
3mm Pb 40mm Fe

< >0a0

Counts [cps/keV]

0 200 400 600 800 1000

Energy (keV)

Figure 2. Gamma spectra of a 0.6 GBq *°Sr source, taken with (a) 75x75 mm? Nal(T1)
inorganic scintillator, and (b) 500x500x50 mm® BC-408 plastic scintillator

Based on the measured results depicted in figure 2, and on MCNP
calculations results,” the minimum time needed to detect a concealed
330 GBq *Sr RTG using the above detectors, are listed in table 4 as a function
of tungsten shield. The results are calculated for a detector-to-source-distance
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of 1 m, with a gamma background level of 15 nuR/hr and absorption coefficient
of the gamma radiation in air taken from ref.'>

TABLE 4. The minimum time needed for the detection of a concealed 330 TBq *°Sr
RTG from a distance of 1 m, using 75x75 mm? Nal(T1) inorganic and 500x500x50 mm’
BC-408 plastic scintillator

Tungsten shield Minimum detection time (s)
thickness (mm) Nal(Tl) BC-408 plastic
160 0.9 0.02
180 60.2 5.2
200 4015.7 350

2.1.3. Detection of a concealed radiation sources using thermal screening

The amount of energy associated with the decay of the most common civilian
used radiation sources is listed in table 1. This heat can also provide a
supportive indication of the presence of such sources, particularly if the sources
are well shielded or when their direct radiation emission is difficult to monitor
because of its poor penetrability, as in the case of alpha and beta sources. In
essence, heat leakage from a container is a natural way for screening radiation
sources, since the presence of any other internal source of heat within a cargo
container, or for that matter a suitcase, is quite unlikely. This heat leakage can
be measured with conventional thermal (infrared) cameras. However, the
surface temperature has to be sufficiently different from that of the ambient to
be detectable. Moreover, one would expect a “hotspot" at the surface of the
container in areas close to the source location'.

Based on the data listed in table 1, the local and wider energy distributions
were evaluated for a source concealed inside a homogenous medium. From the
results of these calculations, the temperature gradient and the outer temperature
were calculated using the computational 3D fluid dynamics (CFD) code
FLUENT". Because most of the energy emitted from alpha and beta sources is
absorbed in the active volume of the source and in its shield, all of the heat
distribution calculations were conducted assuming that all of the energy is
absorbed inside this volume. This assumption eases the calculations with almost
no effect on the results. The general physical problem that was selected relates
to heat transfer dissipation from a central heat source to a free airflow (heat
sink). The heat generation is conducted through the medium toward the
surfaces, by heat conduction mechanism. The conductive heat flow is conveyed
away from the surfaces by the free airflow according to natural convection
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mechanism. In natural convection, air motion is induced by density differences
resulting from temperature gradients in the air. Various convective heat transfer
coefficients (between the outer surface and the free air) were obtained
experimentally due to surfaces orientation (vertical, horizontal upwards,
horizontal downwards).

The solution of the 3D model for each case was carried out according to
iterative procedure, involving the following steps:

1. Obtain a solution to the 3D heat conduction equation including heat
generation term by using C.F.D commercial code Fluent.

2. Calculate the free convection heat transfer coefficients, using the
temperature distribution obtained from the first step, and a user program
developed for the heat transfer coefficients computations.

3. Use the free convection heat transfer coefficients calculated in step 2, to
specify a new set of temperature field.

4. Continue the process of iteration until equilibrium is attained between the
solutions of the temperature fields.

PREEREREREERERNIEqER

Figure 3. Temperature distribution (K) on the outer surface of a suitcase, for heat
source of 10 Watt and typical effective thermal conductivities of 0.03 W/m°C

Typical calculations result of the temperature distribution on the outer surfaces
of a suitcase with the dimensions of 300x500x1000 mm?®, obtained for heat
source of 10 Watt and effective thermal conductivities of 0.03 W/m°C, is
depicted in figure 3.

2.1.4. Detection concept

As demonstrated in sections 2.1.1 to 2.1.3, a shielded radiation source emits
three types of detectable radiation: gamma, neutrons and Infra-Red (IR). A



COMBINED SENSORS FOR THE DETECTION 217

detection system (personal, portable or portal) should therefore include the
capability of detecting several of the above radiation types. A combination of
several detection techniques will achieve:

« Minimization of the detection time and false alarm rate.
« Maximization of the detection probability.

In this section, some of the detectors recently developed in Israel for this propos
will be demonstrated.

(a) Personal radiation detectors (PRD)

A PRD is a small and mobile detector, having the size of cellophane. The
detector can be attached to the belt of a police officer, a first-responder or a
costume-officer. The detector combines gamma and neutrons detectors, and
design according to the American ANSI N42.32-2003 standard"”.

The properties of the detector, shown in figure 4, are,

« Gamma (CsI-T1) and neutron (°Li) separated channels.

o Energy range of 0.03 to 1.8 MeV for gamma and 0.025 to 15 MeV for
neutrons.

« Fast response time of less than 2 s.

o Measurement range of 1puSv/h to 100pSv/h.
o Dimensions of 120 x 65 x 33 mm (1 x w x h).
o Weight: 240 gr with battery.

« Wireless communication interface.

Figure 4. The personal radiation detectors (PRD) developed in Israel
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(b) Portable detectors

Gamma and neutrons detectors were design according to the American

ANSI N42.34-2003 Standard'®. The properties of the gamma detector, shown in
figure 5, are,

Radiation Detected Gamma above 50 keV.

Scintillator Nal(Tl) 2" diameter, 2" thick.

Sensitivity (137Cs) 20,000 cps/mR/h.

Energy Calibration Software calibrated single channel analyzer (SCA).
Count Rate Range0 to 50,000 cps.

Output Signals RS-232 or RS- 485 and TTL pulses.

Temperature Range-300C to +600C (-220F to +1400F).

Humidity Range10% to 95% RH (non condensing).
Dimensions340mm (13.4") length, 70mm (2.75") Diam.
Weightl.75kg (3.91bs).

Casing Aluminum, splash proof, IP-65.

Max. Cable Length TTL pulse - 100 m, RS-232 - 12 m, RS-485 - 1.2 km.

Figure 5. Gamma detector RP-11 model 4-0037-50'%

The neutron portable detector consists of two *He detectors fixed inside a
Polypropylene box with the electronics package attached on top. The detector,
shown in figure 6, is only a prototype design to evaluate the ANSI*' detection
demands.
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Figure 6. Neutron portable detector

2.2. REDUCING THE THREAT OF RADIATION SOURCES OBTAINED
WITHIN ISRAELI BORDERS

All of the radiation sources in Israel are kept under the regulations and
supervision of the Ministry of the Environment. Some of the sources are
stationary and some are mobile. The mobile sources are usually less secure than
the fix ones. A system for real-time Monitoring of Mobile Radiation Sources
(MMRS), for the Ministry of the Environment, is now under development. The
system under develop will facilitate real time monitoring capability of the
location of fixed and mobile radiation sources. The system will also give an
indication on the radiation level in the source vicinity. All the information
regarding sources location and condition will be transmitted to a control room
where an operator could coordinate a fast response on detection of an attempt to
tamper with the source.

As written in section 1 of this work, continuous control of the location of
radiation sources is a major step needed in enhancing the security of these
sources, decreasing the possibility that they will be lost or stolen and
minimizing their recovery time. The proposed work is aimed toward the
development of an integrated radiation detection and transmission unit,
connected to the radiation source shield. This unit will continuously transmit
the location of the source and the radiation level around it to a control room,
were a dedicated computer program will monitor the readings from all of the
sources in a given area.
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The result of the project will be a unique system capable of real time
monitoring of radiation sources. The system will provide continuous real-time
indication for the source location, for the radiation level around the source and
for any attempt to tamper with the source shielding. A block diagram of the
MMRS system is given in figure 7.

o The system will include:
GPS or cellular based locating device.
A simple gamma detector.
Reliable and radiation resistant RFID tag and reader.
Communication system.

Central control system operated by the Ministry of the
Environment.

o The system will provide:

Accurate, real-time location monitoring, of mobile radiation
sources, including during field deployment.

Alerts on stealing attempts.

Real-time monitoring of the radiation levels in the vicinity of
the source.

Mobile radiation sources

\ Radiation detector

/ RFID Tag & reader
? [GPS] locator

Figure 7. A block diagram of the MMRS system
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3. Conclusions and future R&D directions

o Reduction of the RDD threat can be achieved by a combination of two
systems:

Radiation detection system installed at all points of entry.
Monitoring system of Mobile Radiation Sources (MMRYS).

« Despite the technology progress displayed in this conference and elsewhere,
most of the radiation detection systems around the world are based on the
well-known inorganic scintillators, *He and plastic detectors.

o Future R&D directions should be focused on

Detection systems that combine several of today detection
capabilities (explosives, gamma, neutrons, metals, IR), with the
option to include future detectors.

Inexpensive, sensitive and room temperature operated gamma
detectors, with superior energy resolution.

Real time monitoring systems for mobile radiation sources.
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EXPERIMENTAL MODEL OF THE DEVICE FOR DETECTION OF NUCLEAR
CYCLE MATERIALS BY PHOTONEUTRON TECHNOLOGY
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N.A. TUPIKIN, G.V. YAKOVLEV

Abstract: The threat of possible nuclear and radioactive terror causes the
necessity of stringent control of trafficking of nuclear materials. The detecting
abilities of currently used «passive» detection systems (radiation monitors) had
practically reached their limits, especially in case of masked or shielded
radioactive and fissile materials. These systems cannot detect non-radioactive
materials such as lithium or heavy water since these materials do not emit the
ionizing radiation.

Keywords: nuclear and radioactive terror, nuclear materials, passive detection, ionizing
radiation.

1. Introduction

In general, the neutron technologies are capable to reveal the hidden fissile
materials. However, the detectable mass of fissile material concealed in the
large-size container is too big (more than 1 kg). Neutron technologies are
unable to detect some other nuclear materials (e.g., heavy water). Moreover, a
sufficient activation of controlled object after its irradiation by fast or thermal
neutrons is possible. Assessments show that the photoneutron technology
provides the better sensitivity, range of detectable materials, accuracy of
localization, responsiveness compared to the existing methods of passive and
neutron control technologies. It provides the better ecological compatibility
compared to the neutron technologies.

Currently, the experimental model of the device for detection of nuclear
materials by photoneutron technology is been developing based on the electron
accelerator U-28. The results of preliminary choice of the main units of the
device (converter, filter, collimator, diagnostic equipment) are reported.
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1.1. ACTUALITY OF THE PROBLEM

Currently, more than 2000 ton of uranium and plutonium available for weapon
application are stored all over the world, and their control is often not adequate
to their significance. Experts believe that a number of non-nuclear countries can
be well informed on the matter of nuclear weapon manufacturing, and their
nuclear weapon programs are restricted only by the absence of required
materials of nuclear cycle (MNC) (fissile materials (FM) and special non-
nuclear materials (SNNM) (heavy water, tritium, litium-6) which can be used
for nuclear bomb manufacturing.

Each object containing MNC should be secured by the complex system of
protection, control, and account of MNC. The minimal quantity of MNC as
from which they are subject to the Russian State System of account and control
are given in Table 1 .

Most MNC are radioactive, some of them strongly absorb neutrons or
gamma-rays, and their excited nuclei can emit penetrating radiation. Therefore,
there are three technologies for MNC detection:

« “Passive” recording of radioactive decay products;
« Radiography for material identification by their absorption properties;

o “Active” irradiation of the object by gamma-rays or neutrons and recording
the products of nuclear reactions.

Currently, the passive technology for MNC detection is generally used in the
systems for physical protection of nuclear objects. The sensors installed at the
control gate basically respond to gamma-ray emission of MNC, and, in much
less degree, to their neutron emission.

The possible way of illegal trafficking of MNC through the control gates
equipped with passive means of MNC detection may be the shielding of MNC.
In this case, the passive gamma-detector cannot respond to the attenuated
radiation.

The problems of MNC detection by passive technology were studied in .
The following shortcomings were revealed:

« Attenuation of radiation by shileding down to the undetectable limit;

o Problems of identification of FM hidden in legally shipped radioactive
materials (e.g., industrial or medical isotopes);

o Impossibility to control SNNM which do not emit ionizing radiation, such
as heavy water or lithium-6.
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TABLE 1. Minimal quantity of MNC according to the State System of
account and control

Nuclear material Minimal quantity of

nuclear material

Plutonium-239 15¢g
Uranium-233 15¢
Uranium enriched with Uranium-235 by 10% or more 15 g by Uranium-235

Uranium enriched with Uranium-235 by less than 10% but more 15 g by Uranium-235
than natural uranium
Uranium with Uranium-235 concentration less than 0.7% 500 kg

Thorium 500 kg
Lithium-6 1kg
Heavy water 200 kg

High-energy gamma-rays can be used for effective selection of FM on the
background of light materials (carbon, aluminium); however, they are
unpractical for FM discrimination against heavy elements (lead, tungsten), or
discrimination of light MNC (e.g., heavy water) or composite FM (e.g., fuel
ball elements).

The active technologies of FM detection are based on additional fission of
FM induced by some types of penetrating radiation (neutron, gamma-rays). The
Table 2 outlines the most promising active technologies for FM detection. All
of them can be in a great demand or are used already for some practical
applications.

Currently, the most urgent task of prevention the illicit trafficking is the
control of the sea cargo containers. The total number of containers processed in
various ports of South Pacific is about 130 million TEU containers. The growth
tendency for shipments is expected to continue into the future. By 2011 the
number of processed containers in the South Pacific countries is expected to d
reach 216 million TEU containers.

The inherent complexity of sea container control makes them potentially
dangerous for smuggling illicit materials and items in them, including nuclear
materials. A number of experts believe that the sea containers are the most
probable way of shipping nuclear materials to the U.S. for the purposes of
committing the global terrorist acts *.
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TABLE 2. Technologies for FM detection

Designation Sounding Recording Physical Adaptability for Restrictions Status  Ref.
radiation radiation principle control of highly
loaded sea cargo

container

Passive No Gamma-  SpontaneoAs ancillary camouflagingUsed in 2
inspection rays and  us fission control through control
neutrons passive points

shielding or

inside the

legally

shipped

radioactive

source
Thermal Thermal Thermal Neutron No Possibility of Experim 2
Neutron neutrons neutrons  capture camouflagingents
Radiography through

shielding

from thermal

neutrons, low

signal/noise

ratio.
High Energy Bremsstra BremsstrahlGamma- As auxiliary Problems: 1) Used in 2

X-ray hlung ung ray control Compound  control
radiography interaction FM, 2) points
with Discriminatio
matter n of FM in
metal form

against heavy

metals
Differential Thermal Prompt Neutron No Insensitivity Experim 5
attenuation neutrons neutrons — multiplica to U-238 and ents
technology tion at Th-232.
induced Strong
fission attenuation

of sounding
radiation in
some cases
NMIS- Fast Prompt fast Neutron Yes Restricted ~ Experim 6
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Nuclear neutrons neutrons
Material and/or
Identification gamma-
System, n*a. rays

and v*a.

Neutron

Analysis

Delayed Fastor  Delayed
Neutron thermal neutrons

Technology neutrons

Delayed Fastor  Delayed
Gamma-Ray thermal gamma-
Technology neutrons rays

or
gamma-

ray
multiplica
tion at
induced
fission
Emission No
of delayed
neutrons

by fission
fragments

Emission Yes
of delayed
gamma-

rays by
fission

fragments

Photonuclear Bremsstra PhotoneutroPhotonucl Yes

Technology hlung ns, delayed ear and

gamma-
rays and

neutrons

photofissi
on

reactions

intensity of ents
sounding
radiation to
avoid events

overlapping.

Low Experim 2
intensity of ents
recording

radiation.

The energy

of sounding

neutrons is

restricted by

10 MeV

The energy Experim 7
of sounding ents
neutrons is

restricted by

10 MeV.

Incase of  Experim 8
photoneutron ents
recording,

neutron

background

from *'Fe

and "°C

isotopes

inside

constructiona

1 materials
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1.2. ADVANTAGES OF PHOTONUCLEAR TECHNOLOGY FOR CONTROL OF

TEU CONTAINERS

The analysis of technologies for remote detection of MNC (Table 2) shows that
only few of them are applicable for control of loaded TEU containers.
The majority of containers at the checkpoints are half- or fully-filled, and
their loading is close to 10—20 tons. The attenuation and scattering of
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probe (incoming) and informational (outcoming) radiation in the content
of the container can affect the sensitivity of the control devices well
above the detection limit.

The comparison of passive means, neutron and photoneutron technologies
are given in Table 2. Concerning the sensitivity, the rate of photofission of **U
by bremsstrahlung produced by the electron beam with the typical parameters
(energy: 10 MeV, average current 10 pA) is close to (all other factors being
equal):

« Rate of fission by fast neutrons with intensity of 5-10"" 1/sec;
« 30 million times higher than the rate of spontaneous fission of *’U;
« 500 thousand times higher than the rate of spontaneous fission of **’Pu.

TABLE 3. Comparison of passive means, neutron and photoneutron technologies

Technology Range of Activation Detection of Technical
detectable FM against RS | problems
materials

Passive FM No Restricted No

Low lifetime
of neutron

n*o and Yo

generator

Nanosecond M Yes

. with built-in
Neutron Analysis

alpha-
May be detector

essential for High intensity
some cases neutron
generators
FM Yes with the

neutron

Delayed gamma-
ray

energy<10
MeV

No. The “off-
FM, shelf”

Photoneutron Low Yes .
SMNC equipment

can be used.

The photoneutron technology can be implemented in the following way
(Figure 1). The pulsed electron beam with the energy W= 8-10 MeV is scanned
stepwise in vertical direction and incident on the vertical metal converter. At
each moment, the electron beam produces a very narrow-angle bremsstrahlung
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of the same maximum energy (W) as the electron beam energy W. Due to the
vertical scanning of electron beam, the averaged (through the scanning period)
directional diagram of bremsstrahlung has the “knife”-type shape extended in
the vertical direction along the beam- line. The object moves (optionally,
stepwise) along the device in horizontal direction so all zones of the object are
irradiated during the process of control. In case of presence of concealed
sensitive materials, the photoneutrons are emitted and can be effectively
recorded. As far as at each moment the electron beam produces a very narrow-
angle bremsstrahlung, and photo-neutrons are emitted instantly (compared to
the rate of electron beam scanning), this technology provides the possibility to
define the location of concealed sensitive material. The part of bremsstrahlung
passed through the object is recorded by the gamma-detector array. This
“transmitted” image of the controlled object can be used for advancing the
revealing capabilities of the method.

The FM can be also detected and selected against the radioactive materials
by recording the delayed fission neutrons and gamma-rays.

1.3. DESIGN OF EXPERIMENTAL MODEL OF THE DEVICE

The experimental model of the device utilizing photoneutron technology is
based on the U-28 linear electron accelerator °. The average beam energy at the
output of the accelerator can be varied from 6 to 11 MeV by adjusting the
parameters of the injector, phaser, RF power supply. Fig.2 displays the electron
beam energy distribution in various modes of operation taken by magnetic
spectrometer.

Figure 1. The principle of photoneutron technology



230 AM. BAKALYAROV ET AL.

1 2 3 4 5 8 7 8 © 10 11 12 EMeV

Figure 2. Electron beam energy distribution in various modes of operation

The basic components of the experimental module are given in Figure 3. The
bremsstrahlung is produced at the converted and shaped by the collimator to the
narrow beam. The rest of electron beam is absorbed by the filter.

For the preliminary choice of parameters of components of the experimental
module and assessment of sensitivity of photoneutron technology, the
numerical simulation of gamma-neutron transfer and recording was carried out.
The real apparatus and items of experimental setup were simulated by
parallelepipeds, cylinders, rings. In total, 92 modeling primitives were
considered. The GEANT3.21 " program package has been used.

Traditionally, the converter is made of heavy metal (gold, tungsten, their
combinations 8). However, at the beam energy of about 10 MeV, such converter
is a high intensity source of prompt neutrons due to the low threshold and high
cross-section of photoneutron (y,n) reactions. We believe that at this beam
energy it is more reasonable to use copper (the (y,n) reaction threshold is 9.9
MeV). The comparison of counting rate of background neutrons in cases of
tungsten and copper converters at the average beam energy of 9.5 MeV are
given in Fig. 4. The very high background in case of tungsten is obvious. The
maximum rate of photofission of *°U at the tungsten converter is only 1.4 times
higher then is case of copper one (Fig. 5). Thus, the copper converter was
chosen as far as it provides much better effect/background ratio.
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Figure 3. Components of the experimental module
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Figure 4. Counting rate of background neutrons in case of tungsten converter (upper
curve) and copper converter (lower curve)

It may be seen from Figure 5, the dependence of fission rate on the converter
thickness is comparatively flat with the slight maximum in the range of 0.5- 1
mm. Another important matter is the growth of radiation dose (in the container)
with the converter thickness (Figure 6). Thus, the converter thickness of 0.5
mm is a reasonable compromise between efficiency of the converter and low
radiation dose.
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The filter is used for absorption of the rest of electron beam after passing the
converter. Aluminium was chosen as filter material as far as it simultaneously
meets the following requirements:

e low atomic number to minimize the additional dose of bremsstrahlung
produced in the filter;

« good heat conductivity for filter cooling;

« high threshold of photonuclear reaction (to avoid generation of prompt
photoneutrons in the filter).

The optimal filter width was assessed by the ratio of exposure doses from
bremsstrahlung and electrons (Figure 7). This ratio grows with the filter
thickness as far as electrons transform their energy to the radiation and
ionization. At the chosen filter width of 2 cm the electron beam is almost
entirely absorbed.
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—e— W10MeV
0,8
3
©
S 0,6
7
@2
S
2
S 04
S
2
©
o 0,24
0,0 +———+r —— ————y
0,1 1 10

Thickness, mm

Figure 5. The relative rate of photofission of *°U in case of tungsten (upper curve) and
copper (lower curve) converters
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Figure 7. Exposure doses from bremsstrahlung and electrons vs. filter width

The collimator is used for shaping the bremsstrahlung to the “radiant beam”
with the certain divergence angle. By the set of parameters (manufacturability,
high cross-section of gamma-ray absorption, low neutron background), copper
was chosen as the collimator material. The numerical experiments on
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assessment of quality of collimation at various widths of collimator were
carried out. We determined the rate of fission of uranium ball (10 g) shifted
from the collimator axis. The results given in Fig. 8 shows that the quality of
collimation is sufficient at the width of 15- 20 cm.

—=— 250 mm

Fission rate,mm

Distance, cm

Figure 8. Rate of fission of uranium vs. distance from the collimator axis

For recording the prompt and delayed neutrons at the experimental module, the
neutron detector array is used. It is based on the helium-filled counters (320 mm
in length, 32 mm in diameter) located in low-density polyethylene moderator.
The gamma-rays are recorded by Nal scintillators that were chosen due to low
activation (compared to other heavy non-organic scintillators) of Nal by high-
energy bremsstrahlung. The scintillator size is 78 x 78 mm.

The multichannel data control and acquisition system includes preamplifier
units (located near detectors), shaper unit (located near PC) and FPGA board
built-in PC. Each event transmitted to PC is represented by 48 bytes containing
codes of number of electron beam pulse, number of detector, pulse amplitude,
time of pulse registration (measured from the electron beam pulse). The
programmable interlock during 0- 20 msec (3 psec step) after the electron beam
pulse can be set to avoid overload of control system just after beam pulse.

The experimental model of the device for detection of nuclear cycle
materials was debugged and tested in 2005. The full-scale experiments with
SNM are targeted at the beginning of 2006.
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INSTRUMENTATION MEASUREMENT AND TESTING COMPLEX FOR
DETECTION AND IDENTIFICATION OF RADIOACTIVE MATERIALS
USING THE EMITTED RADIATION
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MEPHI.

V.V. DMITRENKO, V.V. KADILIN, S.V. KOLESNIKOV,
S.E. ULIN, V.M. GRACHEV, K.F. VLASIK, G.L. DEDENKO
D.V.NOVIKOV, Z.M. UTESHEV

Abstract: Simultaneous measurement of neutron and gamma radiation is a
very useful method for effective nuclear materials identification and con-
trol. The gamma-ray-neutron complex described in the paper is based on
two multi-layer *He neutrons detectors and two High Pressure Xenon
gamma-ray spectrometers assembled in one unit. All these detectors were
callibrated on neutron and gamma-ray sources. The main characteristics of
the instrumentation, its testing results and gamma-and neutron radiation
parameters, which have been measured are represented in the paper. The
gamma-neutron sources and fissile materials reliable detection and identi-
fication capability was demonstrated.

Keywords: neutron and gamma radiation, neutron and gamma-ray sources, fissile
materials, xenon gamma- spectrometer, multilayer neutron detector, absorptive
screens

1. Introduction

The development of modern detection instrumentation is directed to crea-
tion of complex systems intended for detection of radioactive fissile mate-
rials using their gamma- and neutron radiation.

Besides determining their radiation fields the problem of measuring the
spectrometric characteristics of this radiation is very actual, since that
gives the possibility not only to detect, but to identify the objects under
testing with high reliability.
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The measuring complex intended for detection and identification of ra-
dioactive fissile materials in closed containers using the method of analysis
of gamma radiation and neutron spectra has been developed and created in
MEPhI.

The feature of this instrumentation is that gamma-radiation spectra and
neutron flux in different energetic regions are detected simultaneously and
with high resolution for gamma- radiation.

The use of a multi- layer neutron detector and a gamma- spectrometer
as a detector of fissile materials stored in closed containers allows to ex-
clude the change of a fissile material to a source simulating the material or
withdrawal a part of the fissile material, since the neutron testing is sensi-
tive to the weight of the source. Since the testing is non-sensitive to con-
tent and construction of the object under testing, this method is non-
intrusive.

The main characteristics of the instrumentation, the results of its testing
and the parameters of gamma-and neutron radiation, which have been
measured, are represented in the paper.

The basis of the technology demonstration of identification of FM is
the passive method of determination of specific characteristics of ionizing
radiation emitted by these materials. Spectral characteristics of several
groups of gamma-radiation emitted by fissile materials (uranium, pluto-
nium, americium californium, etc.) may be obtained in the real time mode
using the xenon gamma- spectrometer. Neutron multi-layer detectors with
different sensitivity to neutrons of fixed energy groups allow to obtain in-
formation on the integral neutron flux and on ratios of different groups
partial intensities under practically pilot conditions in the real time mode,
these characteristics being inherent to the sources of the fixed sort.

The information obtained is usually sufficient for identification of fis-
sile materials not protected by any intermediate screen. Information from
gamma and neutron detectors is compare after appropriate processing in
order to reduce probability of false detection and to improve trustworthi-
ness. Results of comparison of neutron and gamma-detectors indications
allow to supplement each other and to make a more correct and substanti-
ated decision on FM identification.

Joint use of neutron and gamma detectors is especially necessary if
there are protective and/or absorptive screens, since it is possible to reduce
or avoid missing of the undetected FM only under these conditions.

Processing of information foresees use of personnel computer with ap-
propriate software and database of response functions of the EMCC detec-
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tors. Response functions for FM behind different absorptive and protective
screens are included into the database.

It is desirable to achieve optimum between universality, self-
descriptiveness, costs, operation parameters of the method and its instru-
mentation when choosing means of radiation monitoring for rigging sys-
tems of control and account of fissile materials. Threshold, qualitative and
half-quantitative and quantitative methods of detection and identification
of nuclear materials are distinguished.

Threshold methods allow to fix the excess of the gamma- and neutron
background in comparison of the natural one as rapidly as possible. Nei-
ther determination of the material amount nor determination of its content
are included into the range of problems solved by these techniques. Main
requirements to these methods are: high sensitivity, operative control, op-
eration easiness, clear visual representation of the result (sonic and light
signals for example).

Qualitative and half- quantitative methods are used for identification of
the material type or confirmation of conservation of content of the object
under testing using totality of several immediately measured radiation
characteristics such as apparatus spectrum of gamma-radiation, integral
yield or spectral content of neutrons. These methods do not give quantita-
tive straight information, but they may be an objective measure of confir-
mation of the content conservation of the objects of any complexity, the
probability of accidental coincidence or purposeful imitation of several ra-
diation parameters being negligible. It is possible to make up a special ra-
diation certificate of the object, which may be kept together with other
characteristics in the account base.

Quantitative methods of determination of the isotope content and FM
weight require carrying out precision spectrometric measurements and ad-
ditional measurements with use of destructive methods. The main field of
their application is independent determination of quantitative characteris-
tics of fissile materials at carrying out independent inspections and form-
ing the account data. Use of such methods is connected with limitations to
samples® parameters: the isotope content must be homogeneous, other
types of FM must be absent as well as great amounts of attending construc-
tion materials and so on. There is a wide class of narrowly specialized
quantitative methods of determination of isotope, chemical and mass con-
tent of FM used for samples of a known type or under rigidly fixed condi-
tions.

The instrumentation complex being developed in the project corre-
sponds to requirements to qualitative and half quantitative methods and
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may be used for certification of account units of FM, output and input test-
ing of materials containing FM.

2. Device description

A schematic diagram of the gamma-neutron complex is presented in
Figure 1. The device consists of two MNDs [1], two HPXe spectrometric
gamma-ray detectors [2], multi-voltage power unit “Power” [4] and a PC
[3] containing two boards used for gathering spectrometric information.

The outputs of the MNDs are connected to a controller based on the
MSC-51 processor, that transfers processed data into the PC via serial in-
terface. This architecture allows connecting the controller to any computer
via external interfaces without tampering with the internal buses. Further-
more, this allows freeing up system resources of the PC.

The HPXe gamma-ray detectors are connected to the inputs of two
multichannel SBS-55m (Green Star) analyzers [2]. These represent two
ISA-compliant boards. Each board includes a shaping-time amplifier and
an 8192-channel ADC.

Figure 1. Gamma-neutron complex 1- multilayer neutron detector, 2- gamma-ray
detectors, 3- PC, 4- multi-voltage power unit
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All units of the measurement complex are connected with cables as de-
scribed in Figure 1. Application-specific software controls data readout,
storage, and analysis. The result of this analysis is detection and identifica-
tion of radioactive sources.

3. Multilayer neutron detector

MND (fig. 2) consists of multilayer detecting unit based on’He slow neu-
tron counter and fast neutron moderator (polyethylene); detecting layer
signal sharpener amplifiers, multichannel capacity amplifier; counter sup-
ply high-voltage transformer unit; data acquisition, preprocessing and
transmission to PC electronic unit.

Figure 2. Multilayer neutron detector. 1 — MDN case; 2 — borated polyethylene
safeguard; 3 — electronic unit; 4 — polyethylene cassette with helium counters; 5 —
polyethylene moderators

Thermal neutrons counters are placed across descending neutron flux with
different moderator depths.
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Each MND consists of five detecting layers. Each layer contains 16
*He neutron counters. Polyethylene moderators separate these layers.
There is an extra moderator layer next to last detecting layer. Each side of
MND except the front one has a borated polyethylene blanket (2,5cm
wide). Electronic signal takeout block, voltage transformer, capacity am-
plifier and system for data acquisition, preprocessing and transmission to
PC are placed on the rear and on the side of MND.

Each detecting layer has it’s own response function Q; (i — detecting
layer number), characterizing the dependence of detection sensitivity on
neutron energy, S;(E):

0, = [S,(E)p(E)E.

@(E) - front descending neutron flux density. Directed divergence itera-
tion method helps in neutron flux energy distribution reconstruction.

Simultaneous registration of every detecting layer response allows to
perform control with high total sensitivity in a wide range of energies,
from thermal to 14,5 MeV. Obtained data analysis allows real time neutron
flux evaluation in some selected energy ranges [4]. Detected neutron flux
energy distribution information thus enables studied sources physical char-
acteristics comparison.

Neutron radiation is detected both integrally within 0,025eV-14,5 MeV
energy range and separately in 5 energy groups. This approach makes ra-
dioactive materials hiding and falsification difficult and allows direct de-
tected radioactive material identification during control.

Radioactive material identification is performed by spectrometry in-
formation obtained processing and its comparison with information stored
in database.

Information acquisition and processing system is performed as a re-
mote device which may be easily connected to any PC via standard input-
output port.

Total sensitivity of different MND configurations is 80 to 150 cm” rela-
tive to the fission spectrum. The main technical specifications of
multilayer neutron detectors are presented in Table 1.
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TABLE 1. Main technical specifications of the multilayer neutron
detector.

MDN 1-01 MDN 1-02 MDN 2

Neutron energy groups number 5 5 5
Detecting layers number 5 5 5
Detectors in a layer number 16 16 10
Helium detector type SI-14N SI-14N Helium -4-1
Fission spectrum sensitivity, cm? 100 80 150
Power supply voltage, V 12 12 6
Mass, kg 40 40 35
j;)llt;agiej t\r/ansformatlon block power supply 920 220 220
Autonomous regime No No ah
Data acquisition system No No +
Data transfer interface + + RS-232
0 0
1st energy group width, eV 1 1.0-10° 1.0-10°
1 1,0-10* 1,0-10°
2nd energy group width, eV 100 6.0-10° 1.0-10°
100 6,0-10° 1,0-10°
3rdt energy group width, eV 4,010° 2.0-10° 2.5-10°
4,0:10° 2,0-10° 2,5:10°
4th energy group width, eV 1.6 -10° 8.0 -10° 6.0-10°
1,6 -10° 8,0 -10° 6,0-10°
Sth energy group width, eV 145108 145 10° 14,5-10°

4. Xenon gamma-spectrometer

Pressurized xenon gamma-spectrometer (XGS) is used in IMTC for radio-
active and fissile materials (RFM) detection. The base of the detector is a
cylindrical ionization chamber with screening grid. Detectors main techni-
cal and physical characteristics are presented in Table 2. XGS main
scheme is presented in Fig. 3.
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Figure 3. Cylinder configuration XGS with screening grid main scheme
1 - connector, 2 — high voltage power supply source, 3 —charge-sensitive ampli-
fier, 4 - valve, 5 - teflon insulator, 6 - flange, 7 — metal-ceramic hermetic inlet, 8 —
screening grid high voltage input, 9 — screening grid, 10 — vibration protected ce-
ramic insulators, 11 - anode, 12 — zero-potential metal hair, 13 - case, 14 — figured
ceramic insulator, 15 — ellipsoidal cover

TABLE 2. XGS main characteristics

Detectable gamma quantum energy range (MeV) (0,05-5)

Gamma-quantum energy resolution (%): E, = 662 keV E~=1330 keV 2,1+0,5; 1,4
+0,5

Full absorption peak detection efficiency, in front and normal directions,

with energy 662 keV (%): 15; 5

Front and side sensitive surface square (cm®) 100; 500

Sensitive volume (cm3 ) 5000

Xe mass (kg) 2,5

Time resolution (mks) 5-10

Power supply voltage (V) 24

Consumed capacity (Wt) 20

Operating temperature range (°C): with and without heating 10-100; -40-100

External dimensions (mm?®) ?120x800

Mass (kg) 9,5

5. XGS experimental studies

Standard gamma-sources set including B7¢s, 9Co, *Na, etc. were used for
XGS main spectrometric characteristics definition. Uranium isotopes, plu-
tonium and Pu-a-Be source gamma-radiation was also measured. Some
gamma spectra of different gamma sources, measured with XGS are pre-
sented in Fig. 4.
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Figure 4. Gamma-spectra from different gamma-sources

Different modifications of MND were used for different radionuclide
neutron sources response study. Detecting layers relative responses ob-
tained with MNDI, using different standard radionuclide sources: ***Pu-a.-
Be, *’Pu-a-Be, *Cf, and *’Cf with moderator (polyethylene sphere,
d=12cm) are presented in Fig 5. Results presented in Fig 6 show signifi-
cant difference in relative responses for 2>Cf and Pu-Be sources, and prac-
tically exact agreement in responses for “*Pu-Be and **’Pu-Be sources,
which have similar neutron spectra, that indicates MND’s usability in
sources identification.

Measurement results obtained with use of ***Cf and **’Pu-a.-Be neutron
sources are presented in Fig. 6 to demonstrate MND?2 capabilities. Signifi-
cant difference in neutron flux distributions is shown. This indicates that
MND?2 just like MNDI is capable to discriminate fission spectra neutron
sources and radioisotope neutron sources based on (., n) reaction.

Relative distributions showed in Fig. 5 allow fission spectra neutron
sources and radioisotope neutron sources distinguishing, but energy distri-
bution difference evaluation becomes possible after special mathematical
processing only. This operation is performed by directed divergence
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method, which allows almost real-time presentation of front descending
neutron flux energy distribution.
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Figure 5. MDN1-01 detecting layers relative responses
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Figure 6. MDN2 detecting layers relative responses
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A charged particles electrostatic accelerator was used for MND detect-
ing layers sensitivity dependence on neutron energy definition.
Monoenergy neutron beams were obtained on the accelerator in 7 keV —
17 MeV energy range. The results for lower energies were calculated. Fast
neutrons (fission spectra) and thermal neutrons detection sensitivity were
also defined during the experiment. Presented in Fig. 6, 7, the results ob-
tained allowed to create neutron detection sensitivity matrix for MND five
energy groups and to perform some experiments on neutron flux energy
distribution reconstruction.
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Energy distribution reconstruction results after mathematical process-
ing are presented in Fig. 8. Fluxes distributions ofneutrons emitted by>>Cf
and *’Pu-Be sources are additionally presented in the picture.
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Figure 8. Neutron fluxes energy distribution reconstruction results

The results presented show the match of theoretical and experimental
flux distributions of neutrons emitted by radioactive sources (divergence
do not exceed 10%) and qualitative difference between two studied neu-
tron spectra.

In case neutron source is placed inside a hydric container, a surface
neutron flux will be much softer than a source neutron flux. An experiment
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was carried out in order to display MND?2 abilities to distinguish safe-
guarded sources. *’Pu-a-Be neutron source was placed inside industrial
safeguards: AT316.004 (Russia) and 50240 (USA), with different guarding
layer width. Distance between detector and container was about 1m.The
results obtained and processed are presented in the Pic 9. The recon-
structed neutron flux energy distribution from the same source without
container is also presented in the picture for visualization.

The measurement results indicate that neutron spectrum of a >*’Pu-a-Be
source placed inside containers has changed significantly. There were al-
most no neutrons of energies in 0,1 to 6,0 MeV range, but neutrons of
higher energies have almost lossless overpassed the safeguard.

Multimodule neutron detector allows reliable distinction of neutron
spectra from different isotope sources; it indicates it’s possible to use the
detector for spectral controlling of containers with different neutron
sources inside. This maybe realized with data acquisition and processing
system, which provides neutron spectra components reconstruction in five
energy groups within considered energy range (thermal to 14,5 MeV). The
proposed detector optimization seems possible to increase selectivity to
neutron spectra of any source type due to moderator layers width selection
in detecting layers.

Demonstration measurements were carried out in order to test IMTC
efficiency in real-life environment. The experiments with fissile materials
samples placed inside the guarding containers were taken at the RFNC
ARRITP industrial area #20. The results obtained at XGS are represented
in Figs. 10-12.

weeee weseemeeeeeeeel R without container -
08 A EEEinside container AT316.004 §-
er 30240

Y

#/ e relative number

3 4
Energy group

Figure 9. The results of neutron spectrum reconstruction by MND2 responses for
239Pu -Be source placed inside the AT316.004 (Russia) and 50240 (USA) con-
tainers. (Energy groups ranges according Table 1)
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Figure 10. *°U- source spectrum. Source to detector distance is 20cm
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Figure 11.%*U (10%)-source spectrum. Source to detector distance is 16cm
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Figure 12. *°Pu-source spectrum. Source to detector distance is 60cm

In spectra presented gamma-lines corresponding to specific gamma-
sources may be distinctly seen. Gamma-lines measured with good resolu-
tion provide presented fissile materials detection and identification capa-
bility.

Some results obtained with MND2 are presented in Figs. 13-15. Similar
measurements were taken with MND1-01 and MND1-02. Detectors re-
sponses with background (marked green) taken in consideration are pre-
sented in the diagram.

MND?2 responses in detection of neutrons from calibration sources
(*2Cf (76-001) with yield 6.72:10° n/s (3.58-10° n/s at the measurement
date) and ***Pu-Be (FNS-8-556) with yield 6.73-10° n/s) out of containers
are presented in Fig. 13.

G
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PusBeE
:g — without container, distance 116em
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w1200
E1080
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4 5 1

a1
Layer

Lay}cr

Figure 13. MND2 responses in detection of neutrons from calibration sources out
of containers
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Both total detectors sensitivities and each particular layer sensitivity
were defined using the results of experiments with calibration sources de-
scribed above. The results are presented in Table 3.

TABLE 3. Detectors sensitivities [cm’] in measurements with calibration sources
(*2Cf with yield 3.58--10° n/c (distance is 115cm) and **Pu-a-Be with yield
6.73-10° n/c (distance is 116cm)) out of containers

Layer
Detector Source
1 2 3 4 5 Sum
et 148.8
MND-1.01 17.00 25.55 23.26 | 42.30 | 40.69 | O
28py-g-Be 103.6
11.51 16.76 15.19 | 28.88 | 31.35 | 9
252
cf 147.9
MND-1.02 30.19 33.42 28.18 | 26.74 | 29.41 | 4
8pu-0-Be 100.5
19.41 21.36 18.54 | 18.71 2257 | 9
252
cf 316.4
MND-2 62.39 73.51 72.84 | 63.27 | 4442 | 3
8pu-g-Be 228.0
40.41 48.15 50.54 | 48.85 | 40.10 | 6

The results presented show larger values of sensitivities than those pre-
sented in Table 1, because the measurements were carried out without
screening cone, so both direct source radiation and scattered radiation were
detected. Comparison with the results obtained before using a screening
cone placed between the source and the detectors (MND1-01 and MND1-
02) show that sensitivity values measured have increased almost twice as
much. The circumstance mentioned must be necessarily kept in mind in
neutron flux spectral components reconstruction using the results of meas-
urements taken without scattered radiation subtraction.

MND?2 responses in registration of neutrons from the same sources
placed inside the container are presented in Fig. 14. MND responses chang-
ing due to detected neutrons spectra changing is observed, **Cf source and
2¥pu-Be source distinction is still possible in that case.

MND responses in detection of neutrons from sources placed inside the
sealed guarding containers are presented in Fig. 15. The right diagram pre-
sents the detector responses in registration of radiation of a Pu sample with
mass 16,8g, placed inside the sealed AT-316.004 container at the distance
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of 15cm, the left one shows the detector responses in registration of radia-
tion of a U sample with mass 247,8g, enriched till 36% of 235 isotope,
placed inside the sealed AT-316.005 container.

o x2 Pun el
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i
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L.‘l}'gf

3
Layer

Figure 14. MND?2 responses in registration of neutrons from calibration sources
inside the container
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Figure 15. MND2 responses in registration of neutrons from fissile materials sam-
ples placed inside the sealed guarding containers

The results presented in Figs. 14 and 15 comparison shows that MND
responses with *>Cf neutron source, plutonium and uranium samples ex-
ceed background a little. The layers 3, 4 and 5 give the greatest back-
ground excesses. This phenomenon is caused by low neutron yield in ura-
nium isotopes, besides, the greater part of neutrons may be caused not by
spontaneous fission, but by the (a,n) reaction on light additives, which
produces neutrons of more hard spectrum than the fissile neutrons.

6. Conclusions

The gamma-ray-neutron complex is based on two multi-layer *He neutrons
detectors and two High Pressure Xenon gamma-ray spectrometers
assembled in one unit. All these detectors were callibrated on neutron and
gamma-ray sources.

As the y-n radiation spectra presented show, the measurements taken
using IMTC, allowed detection and identification of uranium and pluto-
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nium samples placed inside the special containers by their gamma- and
neutron radiation.

The gamma-neutron sources and fissile materials reliable detection and
identification capability was demonstrated during the experiments. IMTC
detectors’ high sensitivity and obtained results’ reliability allow to con-
clude the commercial usage availability of the created measurement com-
plex in different branches of radiation control.
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USING ASSOCIATED PARTICLE TECHNIQUE FOR DETECTION OF SHIELDED
NUCLEAR MATERIALS (NM) DETECTION OF HEAVILY SHIELDED NM

A.V. KUZNETSOV', D.N. VAKHTIN, L. YU. GORSHKOV,
A.V. EVSENIN, O.I. OSETROV

V. G. Khlopin Radium Institute, 194021, 28, 2nd Murinsky pr.,
Saint-Petersburg, Russia

Abstract: A novel method of simultaneous detection of concealed explosive
substances and heavily shielded nuclear materials is described. Experimental
setup based on a portable DT neutron generator and detectors of neutrons and y-
rays has been created and tested. Results of tests with real fissioning materials
are presented.

Keywords: neutrons, gamma rays, neutron generator, correlation analysis.

1. Introduction

One of the weak points of most existing instruments used to detect and
characterize radioactive materials, including fixed automated portals, is their
inability to detect fissioning materials that are shielded by substances that
absorb their spontaneous gamma radiation. ‘“Passive” methods (like gamma-
spectroscopy) are unable to detect fissioning materials shielded by >5 cm of
lead. Detection of any shielded fissioning material can be done by measuring
fission neutrons induced by external neutron radiation — “active” methods.

Application of the associated particles technique (APT) to detection of
shielded fissioning materials offers a unique possibility to build an all-in-one
portable system for detection of both neutron- and y-ray emitters and materials
with no significant spontaneous radiation. The most efficient approach is to use
a portable DT neutron generator with built-in position-sensitive detector of
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associated o-particles (Associated Particle Technique - APT) coupled with a
Nanosecond Neutron Analysis — NNA .
Combination of APT/NNA offers the following advantages/possibilities:

« Detects presence of a source of secondary neutrons in the inspected volume.
« Identifies the found fissioning material.

« Drastically improves the signal-to-noise ratio, and thus reduces the detection
time by about 100 times compared to non-APT “active” methods.

o Determines the exact position of the fissioning material in the inspected
volume, using position sensitivity of the associated particle detector.

2. Experimental method

The proposed device will be based on the Nanosecond Neutron Analysis
(NNA) method, which relies on measurement of correlations between 14 MeV
neutrons produced by a portable neutron generator, and secondary radiation
(neutrons and energetic y-rays), that is produced by these neutrons in the
material of the investigated object. The secondary radiation will be detected in
very narrow (few nanoseconds) time intervals counted from the time of
emission of each neutron from the neutron generator. This time, in turn, will be
determined by detecting o-particles, that accompany neutron emission in the
reaction d+t—n+o, by a position-sensitive or segmented semiconductor
detector built into the sealed vacuum of the neutron generator. By detecting
secondary radiation in coincidence with a-particles, one would be able to select
the region of space, in which this secondary radiation has been produces by the
primary neutron, thus achieving substantial suppression of the background
arising from reactions of the primary neutrons on surrounding materials. NNA
is a further development of the Associated Particle Technique (APT).

If the fissioning material is shielded by some neutron absorber (water,
polyethylene), such absorber will be immediately visible by a huge number of
secondary y-rays, which it will produce in response to the probing 14 MeV
neutrons. In a similar way, the proposed device will detect any explosive
material by presence of carbon, nitrogen and oxygen.

2.1. DESIGN OF THE SYSTEM

The present design of the device for detection of “dirty bombs” based on
Nanosecond Neutron Analysis is presented in Figure 1.

Numbers on the figure indicate: 1- detection module; 2 — neutron generator
with built-in a-particle detector; 3 — y-ray detectors based on @&7.5x7.5 cm’
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BGO crystals; 4 — three neutron detectors based on 7x7x21 cm’ plastic
scintillator; 5 — inspected volume; 6 — remote control PC; 7 — data acquisition
electronics.

Figure 1. Preliminary design of the device for detection of “dirty bombs” based on Nanosecond
Neutron Analysis (NNA)

2.2. RESULTS OF MATHEMATICAL MODELING OF FISSIONING MATERIALS
DETECTION WITH MCNP CODE

Mathematic modeling with MNCP5 code for fissioning material detection
was carried out. Three neutron detectors with dimensions 7x7x21 cm® each
were placed at 40 cm from target of neutron generator as shown on Figure 2.

D'| 5cm

1cm

»lle

|
o
. D2
e D3 D2 D3 DI

20cm

4

Figure 2. Sketch of the simulation geometry with three neutron detectors based on 7x7x21 cm3
plastic scintillator (D1, D2, D3). left —top view, right — front view; S — distance between the front
plane of neutrons detectors and the investigated sample
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The distance between the target of the neutron generator and the central
plane of the neutron detectors was fixed at 40 cm. In the simulations, the
detection threshold for neutrons was set at 1 MeV, and for y-rays at — 0.1 MeV.
The intensity of the neutron generator was assumed to be 2x10” neutrons per
second into 4m (this value is close to the value that is routinely used in
experiments).

The associated particle detector (a-particle detector) consisted of 9
segments with dimensions of 1x1cm?” each, and covered the total solid angle of
0.25 srad. The average counting rate from one segment of the associated
particle detector was estimated to be 4.4x10*™. The width of the coincidence
window for neutron detection was 30 ns (relative to the signal from the o-
particle detector). The main results of MCNP calculations are presented in
Table 1.

TABLE 1. Results of MCNP simulations of the device for detection of fissioning materials. *=Coincidence
rate between neutron detectors D1 and D2

Effect from 1kg WP sample | Distance to sample | n+n* n+y vy
S=5cm 2795 | 1235" [ 175"
S=10cm 9.35’
S=15cm 3.15"
S=20cm 195"
Counting rate in D1 2.84x10%s™!
Background
cross-talk without NNA 271"
with NNA 0.36s’
accidental coincidences without NNA 242"
with NNA 0.032 5™
total background without NNA 295 57!
with NNA 0395

Thus, the effect from a 1kg WP (weapon grade plutonium) sample
(coincidence between neutrons) is about 28 s in close geometry (distance
between neutron detectors and the sample S=35cm ), and drops to 3 s for
S =15 cm. This effect must be separated from the background, which has the
following sources:

o Cross-talk in neutron detectors from primary 14 MeV neutrons;

« Accidental coincidences in neighboring neutron detectors due to high
counting rate from primary 14 MeV neutrons;
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« Y+y coincidences in neutron detectors; and
« n+y coincidences in neutron detectors.

By using Nanosecond Neutron Analysis (NNA) — i.e., including an o-
particle as third components of the coincidence analysis (triple o-n-n
coincidences), the background from the first two sources can be reduced from a
total of 295 s down to 0.39 5™

The last two sources of the background (y+y and n+y coincidences) can be
suppressed by using time-of-flight spectra. Calculated TOF spectra for various
distances between neutron detectors and the sample are shown in Figure 3.
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Figure 3. Calculated neutron and gamma time-of-flight spectra for different distances between
neutron detectors and the sample. Cross-talk from 14 MeV neutrons is shown by gray bar

Calculations show that in all cases, 1 kg of WP can be detected in a few
seconds time by using NNA - triple coincidences between “tagging” a-particle
and two fission neutrons. The same calculations have been carried out with
heavily shielded (by 5 cm of lead) samples.
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2.3. SAFETY ISSUES OF THE PROTOTYPE PRODUCT

Dose load at different distances from the working neutron generator were
calculated using MCNP code. The safe distance for the operator during the
working cycle of the device was estimated to be about 6 meters at NG intensity
5x10" n/s.

3. Experimental results

3.1. NEUTRON DETECTORS

Based on results of mathematical modeling, a new concept of neutron detection
for the proposed device for detection of shielded nuclear materials has been
explored.

The main difficulty associated with extraction of coincidences from fission
neutrons is connected with very high background in neutron detectors due to
detection of primary 14 MeV neutrons from the neutron generator. If neutron
detectors are placed outside the “pseudo beam” of tagged neutrons (i.e. those
neutrons, for which the moment of their production in the neutron generator and
flight directions are known from the detected associated o—particle), time of
arrival of these background primary neutrons is uncorrelated with the detection
time of a—particles. On the contrary, if neutron detectors are placed within the
“pseudo beam” of tagged neutrons, then each detected primary 14 MeV neutron
must have its tagging a—particle detected by the associated particle detector
located inside the neutron generator. Moreover, the time of arrival of such
background primary neutrons to the neutron detector is fixed by the distance
from that detector to the target of the neutron generator. Thus, the background
becomes correlated in time with the detection of the associated particles, and
can be suppressed by performing time-of-flight analysis of the detected
neutrons relative to tagging a—particles.

Three neutron detectors based on plastic scintillator with dimensions
7x7x21 cm® were produced (see photo on Figure 4). Detectors can be stacked
together to form a square with external dimensions about 25x25 cm” and 8 cm
thick, which fits into the “pseudo beam” of tagged 14 MeV neutron at distance
about 55 cm from the target of the neutron generator. Thus, any primary
neutron detected by this assembly should in principle have a counterpart
o—particle detected at one of the nine segments of the associated particle
detector. Thus, for each such “background” neutron its time-of-flight is known:
they all should arrive to neutron detectors about 11 ns after being emitted from
the NG target (they all have ~5 cm/ns velocity; Scm/ns x 11ns=55cm flight
path).
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It was estimated, that about 90% of primary neutrons pass through the
assembly of neutron detectors unaffected, so such detector placement does not
significantly reduce the intensity of neutrons incident on the inspected object,
which can be located very close to (e.g. right behind) neutron detectors.

Figure 4. Neutron detector based on plastic scintillator and a photo multiplier

3.2. EXPERIMENTS WITH URANIUM SAMPLES

3.2.1. Geometry

First experiments were carried out using four aluminum-coated cylinders
(@2x7 cm®) of metallic depleted uranium. These samples were placed at
different locations relative to one neutron detector, as shown on Figure 5 and
Figure 6.

SIDE VIEW FRONT VIEW

L]
%

neutron detector
(7x7x21 cm?)

Figure 5. Measurement geometry. Rectangular neutron detector was placed at 58 cm from the
target of the neutron generator (NG) so, that if fit within the “voxels” corresponding to three
segments of the associated particle detector (“pseudo beam” of tagged neutrons)
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A **U sample e __--*U sample

Figure 6. Three geometries, in which measurements with the U sample were carried out: A —
sample between the NG target and the neutron detector; B — sample behind neutron detector; C —
sample above neutron detector. The neutron detector was inside the “pseudo beam” of tagged
neutrons (see Figure 5)

3.2.2. Results

One of the most important problems in detection of a weak flux of the
secondary neutrons emitted in the induced fission of hidden fissile materials is
reduction of the neutron and gamma backgrounds. Considerable part of this
background comes from primary 14 MeV neutrons that are directly detected by
the neutron detector.

In order to investigate this problem the background measurements for two
locations of the neutron detector with respect to the “pseudo beam” of neutrons
tagged by o-—particles detected in different segments of the associated
a—particle detector have been performed.

In the first series of experiments a neutron detector was placed outside the
“pseudo beam” of tagged neutrons, so that o—particles, which accompanied
14 MeV neutrons hitting this detector, were not detected in the associated
a—particle detector. In this case all the accidental coincidences between events
in the neutron detector and a—particles were uncorrelated in time.
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Figure 7. Background time distribution measured by means of neutron detector situated inside
(dashed line) and outside (solid line) the “pseudo beam” of tagged neutron

In the second series of experiments the neutron detector was placed inside
the “pseudo beam” of tagged neutrons (see examples of these geometries at
Figure 6). In this case most of the primary 14 MeV neutrons hitting the neutron
detector had their accompanying a—particle detected in one of the segments of
the associated o—particle detector, so they produced a sharp peak in time-of-
flight distribution. If the time resolution of the whole system allows one to
separate between the peak of primary 14 MeV neutrons from the y—-rays and
neutrons from induced fission, this geometry is preferable. In this case the
neutron detectors are located at the closest possible point to the inspected
object, and this may overweight the reduction of the 14 MeV neutron beam on
the inspected object by about 10% due to reactions in the neutron detector.

Figure 7 demonstrates the difference in the time spectrum for different
locations of the neutron detector. The background level estimated over the part
of the spectrum corresponding to pure accidental coincidences (to the left from
the “0” time — moment of emission of the 14 MeV neutron from the NG) and
normalized to the total number of detected associated o—particles is
approximately 10% higher in the case of the detector located outside the
“pseudo beam” of tagged neutrons. This is due to the fact, that primary 14 MeV
neutrons, that would have otherwise contributed to this uniformly-distributed
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background, have their accompanying o-particle detected in the associated
particle detector inside the neutron generator, and are ‘“collected” within a
narrow peak corresponding to their time-of-flight from the NG target to the
neutron detector. On the other hand, the background level at the right side of the
spectrum (to the right from the 14 MeV neutron peak) is higher in the case of
neutron detector inside the “pseudo beam” due to a “tail” of scattered neutrons.
Thus, the optimal choice of the detector geometry depends on the relative
positions of the NG target, neutron detector and the inspected object. This
question will be addressed in further studies.

The goal of the next set of experiments was to determine time resolution of
the o—detector — neutron-detector pair, and to measure time-of-flight spectra of
different spectral components. Results are summarized on Figure 8.

100003 vrays from 14MeV neutrons i i
3 NG target from NG target 1 1
3 :\ 10ns | Y . :
100 i : : : : : :
10 4 e ,
- 10000 4 shielding effect (v)  / \ | | —— no sample
E 10004 byU | NG —— geometry A
5 3 : | N | U in front of detector
4 100 3 ‘ : ; ;
E 10: .|....;....‘ O AMMEN "I‘n.h
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£ 1000 3 | | geometry B
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Figure 8. Time-of-flight spectra of events recorded in the neutron detector relative to associated

o—particles detected in the built-in a—detector. Spectra obtained without sample for each case are
shown with thin lines

The top time-of-flight spectrum corresponds to measurement without
sample. Only events with o—particle detected in the central segment of the nine-
segment a—detector were selected. No neutron/gamma discrimination was used.
The main contribution to the spectrum comes from primary 14 MeV neutrons
hitting the neutron detector (its central part corresponds to the central segment
of the a—detector, see Figure 5). The width of this peak is FWHM = 1.55 ns,
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which includes time resolution of the a-n detector pair, as well as contribution
from final dimensions of the a—detector segment neutron detector (width 7 cm).
Thus, intrinsic time resolution of the a-n detector pair (plus electronics) is
about 1 ns, which is enough for time-of-flight analysis.

Another feature of the top spectrum is a small peak coming from y-rays
produced in the material of the target of neutron generator. These y—rays reach
the neutron detector in about 2 ns, compared to ~11 ns needed for that for a
14 MeV primary neutron. So, the peak corresponding to these y—rays is located
about 10 ns left from the main 14 MeV neutron peak.

Another small peak ~8ns after the 14 MeV peak comes from y-rays
produced by fast neutrons in the construction materials of the experimental
setup.

U sample in front of neutron detector (geometry A).

When four U cylinders were placed between the NG target and the neutron
detector (second spectrum from top on Figure §), the following effects can be
seen:

1. A small peak of y-rays produced in NG target is reduced compared to the
case without U sample due to shielding of the central part of the neutron
detector by U cylinders.

2. A peak of prompt fission y—rays appears ~5 ns after the y—rays from the NG
target and ~5 ns before the main 14 MeV neutron peak. These 5 ns represent
extra time needed for 14 MeV neutrons to reach the U sample (flight path
28 cm).

3. Fission neutron are not visible, since they fall right in the huge main peak of
14 MeV neutrons.

U sample behind neutron detector (geometry B).

In geometry B effect from fission neutron can be seen as a wide distribution
around TOF =25 ns. Out of this time, ~16 ns are needed by 14 MeV neutrons
to reach the U sample (a total flight path of ~80 cm), and the remaining 9 ns are
needed by slower fission neutrons (which have average velocity about 2 cm/ns)
to fly back to the neutron detector (flight path ~20 cm). y-rays from fission in
this case are not visible, since they fall right into the huge peak of 14 MeV
primary neutrons. Though the time distribution of fission neutrons is rather
broad, the integral number of events in it is consistent with the geometry of the
experiment.

U sample above neutron detector (geometry C).

This experiment was carried out in order to demonstrate the use of position
sensitivity of the associated-particle detector built into the neutron generator.
The uranium sample was located in the area above the neutron detector
corresponding to segment #6 of the associated-particle detector. So, any effect
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from this sample was expected in coincidence with segment #6, not with the
central segment #9, as in the previous experiments. Time-of-flight spectrum
from neutron detector relative to a—particles detected in segment #6 of the
associated particle detector is shown on the bottom panel of Figure 8. The
spectrum was not corrected for the time shift, which is due to the geometry of
the associated particle detector, and the effect of scattering of a—particles on the
NG target, so the “zero” time on the time axis in this case does not coincide
with the “0” label of the axis.

The main peak of primary 14 MeV neutrons in this experiment is a factor of
ten lower than in the previous cases. This reflects the fact, that only a small part
of the neutron detector falls into the “tail” of the area corresponding to segment
#6 of the tagging a—detector. The peak of y—rays from the NG target is well
pronounced, since neutrons coinciding with a—particles detected in segment #6
have to pass through thicker layer of the target holder than those coinciding
with a—particles from segment #9.

A rather broad and well-pronounced peak about 5 ns after the main peak
from 14 MeV neutrons corresponds to fission neutrons from the U sample.
These extra 5 ns are needed by neutrons to travel ~10 cm gap separating the U
sample and the neutron detector. Fission y—rays coincide in time with the
maximum of the main peak from primary 14 MeV neutrons.

U

300

200

Energy [channel]

region of interest

10 +——"+—-"+-—"F-—-"-"—-"—"—"—F—"—""—"—""T1—"—"——
20 25 30 35 40

Time [ns]

Figure 9. Two-dimensional amplitude-time distribution measured with U sample in the geometry
shown in Figure 6C
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Role of amplitude distribution.

Another task was to investigate the role of amplitude distribution measured
by the neutron detector for better discrimination of fission neutrons. Over 80%
of fission neutrons have energies below 5 MeV, while most of the detected
14 MeV neutrons leave more than 5 MeV in the detector. In Figure 9 an
example of a two-dimensional plot measured in the geometry shown in Figure
6C is presented. It can be seen that at amplitudes above the region, where
fission neutrons are expected, there are some background events (most probably
scattered incident neutrons), which can be removed by introducing of an upper
amplitude threshold.

In Figure 10 a time-axis projection of the distribution shown at Figure 9 is
given with and without pulse-height discrimination in the amplitude channel
(events with energies over 145 ch were rejected). The spectra were normalized
to the maximum of the peak at —15 ns corresponding to simultaneous arrival of
prompt y-rays created by 14 MeV neutrons in the NG target. One can note, that
the fission neutron distribution in the vicinity of —4ns is more pronounced in the
discriminated case, and the peak corresponding to the incident 14 MeV
neutrons is somewhat suppressed.
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Figure 10. Time distribution corresponding to two-dimensional distribution shown in Figure 9.
Black line — spectrum with the pulse height discriminated below channel 145 (see Figure 9)
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4. Conclusions

Application of the associated particles technique (APT) to detection of
shielded fissioning materials offers a unique possibility to build an all-in-one
portable system for detection of both neutron- and y—ray emitters and materials
with no significant spontaneous radiation.

Results of the advanced Monte-Carlo calculations and first experiments
show, that introduction of the APT technique into the traditional method of
detection triple neutron-neutron-alpha coincidences allows one to:

4. detect ~1 kg of fissioning materials (FM) shielded with 5 cm of lead in less
than one second;

5. identify the detected FM by spontaneous-to-induced fission ratio and other
fission characteristics;

6. significantly improve the effect-to-background ratio and the detection time,
relative to the traditional method without APT;

7. localize the detected object with precision determined by the geometry of
the device and type of the associated particle detector.

When the 5 cm-thick lead shielding is complimented with a massive
shielding against neutrons (e.g., polyethylene or water), the neutron coincidence
count rate will drop. However, presence of such additional shielding can be
determined by using an additional detector of y-rays to detect secondary
y—radiation from inelastic scattering of primary (14 MeV) neutrons. Presence of
most light chemical elements (carbon, oxygen, etc.) can be detected by
characteristic peaks in the spectrum of this y—radiation, measured using APT
technique.

First experiments with one neutron detector and real uranium samples have
shown, that observable effect from fission neutrons can be obtained even
without use of neutron-neutron coincidences. The possible role of energy
discrimination on time-of-flight spectra has been investigated. Introduction of
additional neutron detectors and measurement of triple n-n-a and quadruple n-
n-n-o coincidences within the time windows determined in the first experiments
would allow one to account for different sources of the background in neutron
detectors.

Experimental work using three neutrons detectors for detection of triple (n-
n-a) and quadruple (n-n-n-a) coincidences between neutrons from induced
fission of shielded fissioning materials will be continued during the year.
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USE OF NEUTRON BASED TECHNIQUES IN THE CONTROL OF ILLICIT
TRAFFICKING OF FISSILE AND EXPLOSIVE MATERIAL
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Padova, Italy
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Abstract: A prototype of portable sealed neutron generator has been re-
cently built to deliver 14 MeV neutron beams tagged by a YAP:Ce a-
particle detector in order to produce simultaneously multiple neutron
beams to irradiate complex samples. Preliminary tests performed at the In-
stitute Ruder Boskovic, Zagreb (Croatia) on the detection of explosives
and fissile materials in maririme containers are presented.

Key words: Tagged neutron production, security non- invasive inspections

1. Introduction

The threat of terrorist use of explosive devices, chemical, biological and
radioactive agents has become realistic since the SARIN attack in the To-
kyo subway system on March 20, 1995 and after the tragic events of Sep-
tember 11, 2001. The possibility of further attacks against civil populations
is one of the most important issues on the international political agenda. A
scenario often evocated implies the use of the so called “dirty bombs”: a
sizeable quantity of radioactive material detonated by conventional explo-
sive and dispersed in the environment. Illicit trafficking of explosives and
fissile material through the conventional commercial networks (air, mari-
time and terrestrial) therefore represents a real challenge to security for the
future.

In today's society acts of terrorism must involve in some stages the il-
licit trafficking either of explosives, chemical agents and nuclear materials.
Therefore society must rely on an anti-trafficking infrastructure which en-
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compasses responsible authorities, field personnel and adequate instrumen-
tal networks. Manual and visual inspection of large commercial payloads
at terrestrial borders (trucks), airports and seaports (containers, see fig. 1)
would not be a viable solution both from efficiency considerations and for
legal reasons.

Figure 1.

From informations by the French Customs DDGGI the average cost of
a manual inspection of a sea container can take a full day or more and has
a cost ranging from 900 to 1500 Euros/container.

The standoff inspection of cargo by means of imaging and analytical
methods in an integrated system based on a sound technology to identify
threat materials is then needed.

The key to distinguishing explosives from benign materials is the use
of elemental analysis [1,2]. While x-ray or y-ray based systems (in par-
ticular Computerized Tomography) can give good precision density meas-
urements with high-resolution three-dimensional images (fig. 2), these sys-
tems provide at best only gross information about the elemental content of
the inspected item (low Z vs. high 7).

Figure 2.
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Neutron interrogation, however, offers the possibility of measuring the
elemental density of most elements in materials. Fast neutrons can be pro-
duced efficiently and economically by natural radioactive sources, small
accelerators or compact electronic neutron generators, making possible the
use of neutron based techniques in field applications. Gamma-rays pro-
duced by irradiating the sample with neutrons gives the elemental compo-
sition of the material, moreover, knowing the nuclear cross-sections and
estimating the absorption factors in the different materials, it is possible to
perform a quantitative analysis of elements in the sample even in depth;
this is the most suitable technique for detecting hidden explosives. Fur-
thermore with the use of "tagged" neutrons it is possible to determine the
local distribution of elements inside the sample volume, or to inspect a
precise element of volume (voxel) that has been identified as suspect [3,4].
Secondary neutrons and y-rays produced by the irradiation of the sample
can be used, by means of multiplicity measurements and/or spectral analy-
sis, to identify the presence of fissile materials in the inspected volume.
The list of materials which are subject to inspection with the aim of reduc-
ing the acts of terrorism includes explosives and radioactive materials.

There is a real risk that sub-national groups will in the future acquire
fissile material — particularly Highly Enriched Uranium (HEU) — and con-
struct a crude design nuclear weapon. Equally disturbing, and perhaps
more likely, is the possibility that plutonium may be acquired by a group
who will threaten to disperse it, by an explosion, and radioactively con-
taminate a large urban area. Nevertheless the detonation of a rudimentary
nuclear device in an urban area represents by far the most destructive event
that a terrorist attack could produce. As an example in fig. 3 is shown the
predicted effect of a 2-3 kiloton device detonated in the Boston urban area.

The design of a “first generation” nuclear weapon, such as the bomb
that destroyed Nagasaki in 1945, is no longer a secret; a competent nuclear
physicist can find the relevant information in the open literature. Several
types of these devices are possible: (i) Gun type and (ii) Implosive types.
Implosion seems to be a favourite “first try”. For example Iraq’s importa-
tion of explosives and electronics suggested development of an implosion-
type bomb. For this last type high-explosive charges are required. The
amount of high explosive used in a fission weapon has decreased consid-
erably since 1945 — from about 500 kg to about 15 kg or less. Explosive
lenses and detonators adequate for an implosion-type atomic bomb are
commercially available.
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Figure 3.

In fig. 4 below is shown a sketch of a crude design implosion-type nu-
clear weapon using either HEU or Pu.

Core
WaU: 12 kilograms
1.23 centimeters thick
7 centimeters outside radius
WgPu: 4 kilograms
§ cenfimeters outside radius
0.75 centimeters thick

fissile core (WgU or WgPu) (see above)
beryllium reflector, 2 cm

Figure 4.
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2. Detection of explosives by the “Associated Particle Technique”

Of particular interest in the detection of conventional explosives are the
densities of nitrogen, oxygen, carbon and hydrogen and their ratios.

In particular the use of Fast Neutron Analysis (FNA) can lead to iden-
tification of peculiar signatures of threat materials (in particular explo-
sives) compared to benign materials from the gamma ray specctra follow-
ing irradiation by fast neutrons. In fig. 5 is an example of such spectra for a
number of different materials.

C4 Explosive Glass _&ll.lmm Oxygen
d
n LL M\ Y
Acetone Leather i I__Niﬂ.omr!__.
Polyethylene Water Plastic J_‘
Eneegy iMev) En-wruw; Erergy (MeV)
Signatures of various materials Elemental signatures

Figure 5.

In the fusion reaction of deuteron with tritium at energies of around
100 KeV the main decay channel produces an a-particle of about 3.5 MeV
and a neutron of 14.1 MeV that are emitted nearly back-to-back . These re-
actions are easily produced in laboratory electrostatic accelerators and are
the basis of compact neutron generator systems. The possibility of detect-
ing the o-particle with a fast position sensitive counter of a given small
area defines a tagged beam of neutrons emitted in the opposite direction
and thus defines a corresponding specific area irradiated by the neutron
beam and identified in X-Y coordinates by simple geometric projection.
The tagged neutrons of energy 14.1 MeV travel at a fixed speed of about 5
cm/ns, therefore the y-rays emitted by the elements in the irradiated area
can be recorded in time coincidence with the tagged neutron thus defining
the third dimension (Z-coordinate) of the irradiated volume.
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In this way the region from which the recorded y radiation originates
can be accurately chosen by an “electronic” definition of the volume ele-
ment (voxel) allowing a significant reduction of the background signals
produced in the entire surrounding environment.
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Figure 6.

In fig. 6 is an example of the background reduction for the irradiation
of a small block of graphite by 14.1 MeV neutrons. In the left panel is
shown the y-ray spectrum recorded by an Nal(TI) detector as seen without
a-particle tagging of the incident neutron. One can see the 4.4 MeV
gamma line (and first escape peak) standing on a high level background.

On the right panel is the same spectrum but with the a-particle tagging
“swithced on”.

The quality of the spectrum has remarkably improved, the signal/noise
ratio is better by about a factor 50, it is expected that it could improve by
two orders of magnitude.
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The definition of the voxel to be inspected is then a crucial parameter
in the choice of the appropriate equipment since the lower limit in its size
is determined by the characteristic of the “tagging” detectors and of the y-
ray counters.

Similarly in fig. 7 is shown the difference of y-ray spectrum recorded
irradiating a normal suitcase filled with cloths and a device containing
about 5 kg of TNT. Again in the left panel is shown the untagged spectrum
and on the right the tagged one.
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Figure 7.

3. First measurement on Depleted Uranium (DU) samples

Radioactive materials can be detected by measuring their decay products
by “passive” radiation measurements; however the large volume of a stan-
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dard container and the shielding of the load to the low energy y radiation
might make their identification very difficult when hidden in containers.
Neutron induced -delayed fission-neutron emission is also a possible way
of detection for most fissile material, but the typical long time delay be-
tween the primary neutron and the delayed ones makes this technique un-
reliable for as large inspection volume such as a standard container. The
loss of time correlation between neutron-in and neutrons-out could “dis-
perse” the true signal among the background generated by neutron scatter-
ing inside the container. The test described here consists of irradiating a
small portion of the inspected volume by means of a tagged neutron beam
of 14.1 MeV and measuring the amount of a—y—y coincidence using a
block of depleted uranium (DU) and an equivalent volume of clutter mate-
rial (Fe and Pb).

The site for the tests has been setup at the Neutron Laboratory of the
Rudjer Boskovic Institute in Zagreb (Croatia) where a 300 kV VdG accel-
erator delivers deuteron beams on a tritiated Ti target in order to produce
14.1 MeV neutrons.

The tagging system consists of a YAP(Ce) scintillating crystal
equipped with a position sensitive photomultiplier tube that allows to de-
termine the position where the associated alpha particle hits the crystal
with a precision of about 1-2 mm.

Figure 8.

In a first test a block of about 10 kg of DU has been placed inside a
maritime container in the direction of a neutron beam defined by the tag-
ging of our a particle detector. Four 3”x 3” Nal(TI) detectors have been
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placed around the DU sample at a distance of 75 cm as shown in the pic-
ture of figure 8.

A time-of-flight (TOF) measurement between the o particle and any
two of the Nal counters is shown for the three samples in fig. 9.
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Figure 9.

A sizeable increase in the y-ray coincidence yield due to the fission events
is evident for the DU irradiation compared to the iron and lead irradiations.
In fact the average y-ray multiplicity per fission in DU is about 7.2 , there-
fore the probability of detecting two signals is very high compared to the
probability of detecting two accidental coincidences in the clutter material
irradiation.

More experimental work is foreseen using larger area detectors (proba-
bly plastic scintillators) positioned in a more realistic geometry around the
outer walls of the container in order to verify the possibility of detecting
fissile materials by simultaneous measurements of y-ray and neutron mul-
tiplicities.
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4. Simple statistical considerations on the effectiveness of a detection
system

When using a detection system based on the response of an apparatus to
the measurement of a given parameter, the decision on the quality of the
information is determined by the fact that the measured value of such pa-
rameter is larger or smaller of a given threshold value.

In case of the detection of a threat (explosives or SNM) inside a con-
tainer or a suitcase, the measurement of one or more characteristics of the
threat yields results that are then evaluated to determine wether the threat
is real or not.

Often during tests the some procedures are applied as follows:

a) a detector with binary output (“yes” or “no”) yields a binary
measure of “truth” reflecting the actual presence or no
presence of a threat in the volume inspected by the detector.

b) a number of tests are run, recording for each test the true
status of the investigated volume and the detector response.

c¢) results are recorded in a 2 x 2 table (as shown below) called
“table of truth”, where a, b, c, d reflect the number of times
that a particular combination of detector reading and true
presence or absence of a threat occurs (out af a total of N =
a+b+c+d total tests)

Truth
Yes No
S 5| Yes a b
< g
g
S g No c d

The table reads as follows:

a+c = number of tests with threat present
b+d = number of tests without threat present

If the detector response is considered a random variable one can the write
the following conditional probabilities where D = yes means that the detec-
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tor response indicates that there is a threat and T = yes means that the
threat was really present during the test:

P(D =yes /T =yes)=al/(a+c) True Positive Fraction TPF

P(D =yes/ T =no) =b/(b+d) False Positive Fraction FPF

P(D =no /T =no) =d/(b + d) True Negative Fraction TNF

P(D =no /T =yes) =c/(a + c) False Negative Fraction FNF

TPF is often called “sensitivity”, while TNF is called “specificity”.

It is interesting to notice that the “sensitivity” reflects the ability of the
detector to identify a threat if the threat is present (i.e. the detector gives an
“alarm” when it should).

The “specificity” reflects the ability of the detector to identify a threat
only if the threat is present (i.e. the detector does not give an “alarm” when
it should not).

Typically a detection system is based on measurements of some pa-
rameter that has a range of values expected in absence of a threat and a dif-
ferent range of values expected in presence of a threat ( e.g. in the case of
neutron inelastic scattering the parameter could be the y* value obtained
comparing the measured y-ray spectrum with that of explosives and with
that of benign materials).

The ranges of measured values of such parameter in presence or ab-
sence of a threat can be expressed as probability densities as shown in fig. 10
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Figure 10.

The dashed line represents the values of the parameter corresponding
to a true threat, while the solid line corresponds to the values where there
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is absence of a true threat. The overlap region of the two curves represents
the values for which the parameter cannot give a definite answer. The ver-
tical line corresponds to the “threshold” value established for the response
to be recorded on the “table of truth”.

We will see in the following how, for a given detection system, setting
the threshold will change the “table of truth”.

m]l”ll'l“llnh,_

In fig. 11 the cutoff threshold has been set “low”, as a consequence the
system shows a high TPF (sensitivity) meaning that all the tests where
there is a real threat are correctly recorded by the detector, however one
registers also a very high FPF therefore a very low TNF (specificity) con-
sequently the detector gives a large number of “alarms” when there is no
real threat.

Figure 11.
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Figure 12.

In fig. 12 the cutoff threshold has been set “medium”, as a consequence
the system shows a good TPF (sensitivity) meaning that most of the test
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where there is a real threat are correctly recorded by the detector, but too
high FPF therefore too low TNF (specificity) with the consequence that the
detector still gives a large fraction of “alarms” (about 50% of the total)
when there is no real threat.
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Figure 13.

In fig. 13 the cutoff threshold has been set “high”, the result is that the
system shows a high TNF (specificity) therefore a low FPF thus the detec-
tor does not give an “alarm” unless there is a real threat, but on the other
hand the very low TPF (sensitivity) makes the detector not able to give an
“alarm” in many cases when there is a real threat.

In fig. 13 are shown the effects of the change in threshold on a particu-
lar representation of the performances of a detection systema called ROC
(Receiver Operating Characteristic curve).

Used originally to evaluate the performances of a radio receiver as a
function of signal/noise ratio, the ROC curve is used as a 2-D representa-
tion of the performances of a test (in our case of a detection system) repre-
senting the correlation between FPF (1-specificity) vs TPF (sensitivity) as a
function of the cutoff threshold set on the detector itself.

On the left panel of fig. 14 are shown three different values of the
threshold set on a given parameter of a detection system, on the right panel
is shown the position of the threshold as it results on the ROC curve repre-
senting the detection system.
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Figure 14.

It is interesting to recall the following characteristics of a ROC curve :

a) the AUC (Area Under the Curve) is a characteristic of any given
detector and its integral defines the quality of the overall
performances of the detector
b) the values of the threshold set during the tests are reflected on a
point that runs along the ROC curve thus defining different
“modes” of operation of the system

c) the dashed diagonal is the line where TPF = FPF meaning that the
test has no diagnostic value (the detector responds like flipping a
coin...).

Often during the assessement of the performances of a detection sys-
tem the attention is concentrated on improving the ROC shape (maximize
the AUC) to be able to work with a threshold defining a point as close as
possible to the upper left corner of the ROC curve , therfore maximizing
both specificity and sensitivity.

Nevertheless when dealing with rare events, this might not be the cor-
rect approach.

For this purposes let’s define two new conditional probabilities as fol-
lows:

P(T = yes / D = yes) is the “probability of true presence of a threat
when an alarm occurs”

P(T=no/D =yes)=1-P(T =yes /D = yes) is the “probability that
no threat is present when an alarm occurs”.These two probabilities reverse
the conditioning order as compared to the previous definitions in fact they
do not correspond to TPF and FPF respectively. The difference being the
following :



CONTROL OF ILLICIT TRAFFICKING OF FISSILE MATERIAL 285

TPF is “the probability of having an alarm out of all the tests where
there is a real threat”

P(T =yes /D =yes) is “the probability that an alarm is true out of
all the detector alarms”

FPF is “the probability of having an alarm out of all the tests where
there is not a real threat”
P(T =no /D = yes) is “the probability that an alarm is false out of
all the detector alarms”

The probability P(T = yes / D = yes) that an observed alarm is true de-
pends on the sensitivity and specificity of the test and moreover on the fre-
quency of background and real threats via the Bayes’ Theorem :

P(T=yes / D=yes) = {P(D=yes / T=yes)P(T=yes) }/P(D=yes)

Where P(D=yes) is the probability that a detector sets an alarm during use
with or without a real threat during the tests. It is possible to express this
probability in terms of known values through the Law of Total Probability
by:

P(D=yes) = P(D=yes / T=yes)P(T=yes) + P(D=yes / T=yes)P(T=no)
that is:
P(D=yes) = (sensitivity)P(T=yes) + { 1- specificity}{1- P(T=yes)}

The important point is that the probability P(D=yes) depends on the tech-
nical characteristics of the detector and on the “threshold position” along
the ROC curve during the tests (sensitivity and specificity) but in particular
it depends also on P(T=yes) which is the unconditional probability of
having a true threat among the total number of tests and therefore repre-
sents the “frequency of true threats”. Such frequency depends of course
on the particular scenario and in the specific case of the application of new
detection techniques to security is (fortunately !) an extremely small num-
ber.

This is an issue of paramount importance for the determination of the
so called “field effectiveness” of a detection system, in fact in case of ex-
tremely low frequency of true threat (bomb in check-in luggage or SNM in
a sea container) even a system with very high sensitivity and specificity
can have an unacceptably high probability that any observed alarm is false.
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Figure 15.

In fig. 15 we can see two curves related to the likelihood that a certain
kind of events be recorded by a detector with sensitivity = 99.9% and
specificity = 99.9%. The probability that the detector sets an alarm
P(D=yes) decreases linearly as the frequency of the real threats P(T=yes)
decreases (dashed line), on the other hand the probability that no threat is
present when an alarm occurs : P(T = no / D = yes) increases nonlinearly
as the frequency of the real threat P(T=yes) decreases (solid line). In other
words when the frequency of real threats is very low the probability that
any alarm provided by the detector is a fals alarm is near 100%.

Let’s consider again fig. 15 referring to an example related to aviation
security.

The blue line shows that assuming about 8-9 real threat out of 100 tests
(which is an abnormally high probability of a real threat meaning about 20
bombs for each commercial passenger flight !) the system under scrutiny
will yield about 10 alarms of which 10% (about 1 alarm) are false.

The red line shows that assuming about 1 real threat out of 100 tests
(still unreasonably high probability of a real threat meaning about 2 bombs
for each commercial passenger flight) the system under test will yield
about 2 alarms of which 50% (about 1 alarm) are false.

If one goes to even larger numbers one sees that for a rate of 1 threat
every 1,000,000 (i.e. suitcases checked-in commercial flights) such a sys-
tem will yield one alarm every 5 aircrafts and the probability that such
alarm is false will be about 99.9%.
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In the case of multiple systems where one uses different detectors it is
important to verify the field performances of the combined response of the
sytem under different conditions.

As an example let’s consider a system made by two detectors used in
an “OR” configuration as shown in fig. 16.

TPF=0.80

FPF=0.05
Detector A TPF=0.98

FPF=0.08

Detector B

! OR
! TPF=0.90
: FPF= 0.03

Figure 16.

In this case the sensitivities of detector A and B are 80% and 90% re-
spectively, while the resulting sensitivity of the combined system has sig-
nificantly increased to 98 %.

Nevertheless if one looks at the field performance of the combined sys-
tem compared to that of one single detector the results are somewhat sur-
prising.

In fig. 17a below are shown the same probability distributions as de-
scribed in fig. 15 relative to detector B. One can see that again the prob-
ability to have an alarm decreases as the frequency of real threats de-
creases, while the probability that such alarms are false increases
remarkably.

In fig. 17b are shown the same quantities but now for the combined re-
sponse of detectors A and B used in “OR”.

One sees that while the probability that the combined system gives an
alarm is still reasonable, the probability that such alarm is false is larger
than 90% over a wide range of values of P(T = yes) and is remarkably
worse than the response of a single detector at low frequencies.

We can conclude that although the sensitivity of the response of a
combined system of two detectors operated in “OR” mode is sensibly
higher than the sensitivity of either one of the single detectors, the field ef-
fectiveness of the combined system for rare events is remarkably worse
than that of a single detector.
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Figure 17.

Let’s now consider the result of the “OR” operation of detectors A
and B as the output of a single detector to be combined this time in “AND”
mode with the output of a third detector (C) as shown in fig. 18.

TPF=0.80
FPF=0.05

Detector A TPF=0.98

FPF=0.08 Overall
OR system

Detector B TPE=0.97
TPF=0.90

FPF= 0.03

TPF=0.99

Detector ( FPF= 0.01

Figure 18.

In this case the resulting sensitivity of the combined system is 97 % to be
compared with 98% for the output of detectors A and B, or with the sensi-
tivity of 99% of detector C.

Therefore one is led to conclude that the combined operation in “AND”
mode yields a slightly worse response of the overall system.

Let’s now look in fig. 19 at two plots equivalent to those in fig. 17 but
for the combined operation of detectors A B and C as described above.
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Figure 19.

In fig. 18a are shown the probabilities as described earlier for detector

C alone, in fig. 18b the same functions are shown for the combination of
detectors A and B combined in “AND” mode with detector C. In this case
one notices that, despite a small decrease of the sensitivity of the overall
system, the field performances for the system operated in “AND” mode
are, for rare events, sensibly better than those of the single detector and far
better than a combination of detectors used in “OR” mode.

S.

Conclusions

In the first part of this paper we demonstrated that:

In

The use of the “associated particle technique” to tag 14 MeV neutrons
for inspection of cargo improves the quality of the g-ray spectra largely
reducing the background (up to a factor 50)

Inspection of large items with miscellaneous loads (like a maritime
container) requires the identification of a suitable size “voxel” (unit
element of volume) to be irradiated

It is possible to reach a “voxel” size of about 30x30x30 c¢cm3 in any lo-
cation inside a container using a suitable alpha particle detector that
will allow to do “3D chemical imaging” of a large inspected volume

Once defined the position of a suspect object it should be possible to
identify the presence of both explosives and SNM

the second part of this paper from simple statistical considerations we

have shown that:
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Evaluation of the performances of any detection system for security
screening purposes must take carefully into account the threat scenario

Sensitivity and specificity of a detection system are not necessarily the
relevant quantities to be considered

In applications aimed at detecting very rare events the results based on
the above parameters could be misleading

The use of multiple sensors in “OR” mode generally increases the sen-
sitivity but not necessarily the “field performances” of the combined
system

The use of multiple sensors in “AND” mode while decreasing the
overall sensitivity of the system results in a remarkable improvement
of the “field performances” of the combined system when dealing with
the detection of very rare events (like in most security applications).

This work has been performed with the financial support of the NATO
Science for Peace programme under grant N. SfP-980526.
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