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Series Editor’s Introduction

This book provides a discussion about an area of policing
that has suffered from a lack of research; surprisingly little
is known about the characteristics of transnational organ-
ized crime (TOC) and corruption and the links between
them. Mitchell Congram, Peter Bell and Mark Lauchs
provide a scholarly overview of the circumstances and
contexts in which these activities flourish, and the dif-
ferent ways offences are planned and conducted, and the
different ways offenders organize themselves. It does not

} shy away from considering definitional issues, nor does
it let these get in the way of progressing discussion about
how best to respond. Indeed, this aspect, how to tackle
TOC and corruption, has, in particular, received far less
attention than it merits.

The authors argue that tackling these offences will
always require a variety of approaches, not least because
they manifest themselves in different ways; different causes
and patterns of offending will inevitably call upon the
need for different prevention approaches. The skill rests
in pinpointing these thereby affording the opportunity for
focused responses that have the potential to work.

They argue that a key element of organized crime groups
is the need for communication; they need to engage with
each other speedily and reliably. This is a key way in which
communication interception technology (CIT) comes
in, and is the focus of much of the book. Although it
has received limited discussion, the authors highlight its
potential. Similarly, with regards to corruption, they dis-
cuss the merits of accessing ‘dark networks’ via intelligence
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viii  Series Editor’s Introduction

gathering with the help of CIT; that is both to identify offenders and to
disrupt networks. CIT is presented as more than just an investigative
technique but as an investigative tool in its own right.

The use of technology typically poses a range of challenges. This
includes ‘human factors’ relating to usability issues that receive less
coverage to the advantage of a discussion of another main challenge,
and perhaps the main one, the balance between providing security and
ensuring respect for civil liberty issues. Legal complications and the
broader intelligence gathering culture pose further hurdles to the inte-
gration of CIT. Yet through case study examples you will read about the
opportunities.

This book proposes a theoretical model for integrating CIT into inves-
tigations and intelligence operations. The theory has to be tested but is
presented in order to generate discussion about how to better tackle both
TOC and corruption. For that reason alone we must hope its merits and
drawbacks are debated rigorously.

Martin Gill
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Introduction

Abstract: The development of information and
communication technology (ICT), in providing
opportunities for improved communication for both
legitimate and criminal purposes, impedes traditional law
enforcement strategies directed towards the disruption of
} criminal activities. This chapter introduces the research
problem to be addressed by the remaining chapters:
that the development of ICT and its use for illegitimate
purposes presents a key vulnerability that can be exploited
by law enforcement agencies (LEAs). Transnational
organized crime (TOC) and corruption take advantage of
modern information and communication technologies to
communicate and in doing so communication interception
technology (CIT) has become a crucial weapon in the fight
against TOC and corruption. This chapter introduces the
elements addressed throughout the book, explaining the
underpinning research methodology, scope and limitations.

Congram, Mitchell, Peter Bell, and Mark Lauchs.
Policing Transnational Organized Crime and Corruption:
Exploring the Role of Communication Interception
Technology. Basingstoke: Palgrave Macmillan, 2013.
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2 Policing Transnational Organized Crime and Corruption

The consistent development of information and communication tech-
nology (ICT) and its subsequent growth in usage and popularity has
not been limited to legitimate uses. Indeed, ICT is routinely utilized by
criminals to advance their own illicit goals. The ability to communicate
is a key requirement for any organized crime and/or corrupt network
and, as such, is a key vulnerability. The need for two criminal entities
to exchange information regarding a planned crime is the critical point
at which law enforcement agencies (LEAs) can disrupt criminal activi-
ties. With transnational organized crime (TOC) and corruption much
of this communication makes use of ICT and, as such, communication
interception technology (CIT) is a crucial weapon that can be utilized.
However, without the placement of CIT in the correct policing frame-
work and a viable knowledge management model it is a weapon lacking
efficiency or effectiveness (Congram and Bell, 2010).

This book provides academics, researchers and practitioners in the
law enforcement and intelligence fields with a comprehensive review
and analysis of literature in the fields of CIT, TOC and corruption (par-
ticularly official corruption) up to the first decade of the 21st century.
In particular, the book has a strong focus on four, English-speaking
Commonwealth countries, namely: Australia, New Zealand (NZ),
Canada and the United Kingdom (UK). It reviews the notion and threat
of TOC and corruption, the modern frameworks of policing methodol-
ogy, and the issues and concerns relevant to the practice of employing
CIT in the fight against TOC and corruption. In doing so the book
provides a strong argument for, and evidence of, the growing acceptance
of the need to place CIT within the investigation continuum. Based on
the review and analysis the authors propose a model of best practice
that will support the development of a proactive and intelligence-led
framework that will underpin the use of CIT in the fight against TOC
and corruption.

Research problem and significance of the research

An assortment of research surrounds CIT (see for example Attorney
General’s Department, 2008; Bamford, 2009; Brady, 2008; Flood and
Gasper, 2009; Heldon, 2009; Leyden, 2009; Rogers, 2009; Waters, Ball
and Dudgeon, 2008; Willey, 2009; Jackson et al., 2007) and TOC (see for
example Abadinsky, 2009; Andreas and Nadelmann, 2006; Australian
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Introduction 3

Crime Commission, 2009; Block, 2008; Borger, 2007; Brady, 2008;
Davies, 2007; Leong, 2008; Lyman and Potter, 2007; Malkin, 2007;
Stelfox, 2008; United Nations Office of Drugs and Crime, 2008; Walters,
2009; Chalk et al., 2009).

However, these bodies of knowledge have rarely intersected in an
examination of the effective and practical use that CIT can have against
TOC and corruption. Researching TOC, corruption and entrepreneurial
criminals is an essential endeavour, as the expansion of ICT, break-
ing down of borders, and connections across the globe means that all
nations have the potential to be negatively impacted by criminal enti-
ties. It is, therefore, imperative to understand how these criminals are
operating, how they are structured and, more importantly, how they can
be stopped. This research addresses an important gap in the modern
policing theory.

While there is some literature on CIT it is either outdated and does not
address the current issues and legislation of the 21st century or focuses
less on its use as a law enforcement tool and primarily on the privacy
concerns that arise with an intrusive method of investigation. Others
focus on the use and implementation in a foreign country and therefore
are limited in their application to Australia and other English-speaking
Commonwealth countries.

The globalization and growth of TOC and corrupt networks is a cause
for great concern amongst society and it is essential to examine whether
CIT is an appropriate law enforcement tool to be used in this context.

This is done by asking:

1 How effective is communication interception technology in the
fight against TOC and corruption? and;

2 How should the issues surrounding CIT be best managed within
a practical law enforcement framework by English-speaking
Commonwealth countries that share comparable legislative
platforms?

The present study therefore builds on the existing literature on organized
criminality, official corruption and CIT, and draws them together to pro-
vide a clearer overview of CIT’s use in an enforcement and intelligence
capacity. This research addresses several gaps in the literature by exam-
ining how TOC enterprises and networks of corruption are structured,
their respective method(s) of communication and how this is a vulner-
ability that can be exploited by LEAs. The research identifies the most
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4 Policing Transnational Organized Crime and Corruption

appropriate policing methodology to underpin the use of CIT and how it
can be or is currently being restricted by the policing culture and privacy
concerns present in various English-speaking Commonwealth countries.

By examining the way in which CIT can be used, this publication
contributes to the knowledge that can provide greater efficacy for law
enforcement strategies and the disruption of the serious threat posed by
official corruption and TOC to society. The publication findings have
further implications for intelligence-led policing (ILP) initiatives and the
subsequent use of intelligence as a strategic decision-making tool which
can be implemented appropriately into the broader Commonwealth law
enforcement community (Coyne and Bell, 2011b).

Limitations in scope

It is important to note that this book is confined to open and available
source material up to and including March 2012. As can be expected,
there have been major advancements in ICT as well as significant
changes to legislation and policy since this data collection period. The
release of the Tallinn Manual on the International Law Applicable to Cyber
Warfare in 2013 is a prime example. The Manual was created at the invi-
tation of the NATO Cooperative Cyber Defence Centre of Excellence
and is a collection of opinions of independent experts in relation to how
‘extant international law norms apply to this “new” form of warfare’
(www.ccdcoe.org). As its release occurred outside of the data collection
period the Manual is not covered in this publication; it may, however,
be of interest to academics, researchers and professionals in the law
enforcement and intelligence arenas and can be accessed by visiting The
NATO Cooperative Cyber Defence Centre of Excellence website (www.
ccdcoe.org). While specific issues such as cyber attack and cyber crime
are not the focus of this book, specific legal instruments employed by
certain Commonwealth countries in managing cyber crime and the like
are touched on in relevant chapters.

Book structure

This book comprises nine chapters. The second and third chapters
provide a review of the literature and relevant theory on TOC and
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Introduction 5

corruption (in particular official corruption) respectively. Both chapters
seek to examine the issues surrounding the definition of both TOC and
official corruption, their theoretical constructs, as well as predominant
organizational structures and vulnerabilities. The literature is also exam-
ined with regard to the legislative instruments that are used to address
the issues of TOC and official corruption in Australia and other English-
speaking Commonwealth countries, namely: NZ, Canada and the UK.

Chapter 4 examines contemporary policing methodologies, theories,
systems, processes and practices used to investigate TOC and official
corruption in Australia and other English-speaking Commonwealth
countries. The chapter analyses specific policing and anti-corruption
models such as traditional policing, community-oriented policing,
problem-oriented policing, computer statistics and ILP.

Chapter 5 analyses the strategies currently employed by law enforce-
ment organizations within Australia, NZ, Canada and the UK to investi-
gate corrupt systems and ‘dark networks’ — networks that are covert and
illegal. The inclusion of CIT as an investigative/intelligence tool is dis-
cussed along with contemporary anti-corruption methods such as integ-
rity testing and advanced integrity testing. The chapter also examines the
legislative instruments that support the deployment of CIT strategies in
such investigations and various proactive measures designed to reduce
the incidence of official corruption.

Chapter 6 discusses CIT in the context of being more than just an
individual investigative tool used to gather intelligence and evidence in
investigations relating to TOC and official corruption, but rather that
CIT is frequently incorporated into the surveillance arena of practical
investigative methodologies. The chapter examines the legislative instru-
ments used to support and monitor the lawful use of CIT in Australia,
NZ, Canada and the UK and discusses the various forms of CIT, its role
and function within an investigation and the challenges posed to both
investigators and legislators. It also identifies the major constraints to the
advancement of CIT in an investigative capacity: legislative constraints,
privacy concerns and intelligence culture.

Chapter 7 discusses several emergent themes within the literature
regarding the direction of intelligence doctrine and contemporary
investigative strategies in combating TOC and official corruption and
the role for CIT in support of the four primary directions of intelligence
direction, the ILP model and the practical application and effectiveness
of CIT.

DOI: 10.1057/9781137333797



6 Policing Transnational Organized Crime and Corruption

Chapter 8 presents a conceptual framework for the effective integration
of CIT into investigations of TOC and official corruption. The chapter also
examines the impact of legislation, intelligence limitations and organiza-
tional culture on the efficacy of the proposed conceptual framework.

Chapter 9 provides a conclusion and includes a summation of the main
themes contained in the book, providing some indication of the challenges
faced by LEAs in Australia and other English-speaking Commonwealth
countries in combating TOC and official corruption. The concluding
chapter also makes recommendations for further research.

Research approach

In support of the research outlined in this book a qualitative study
employing grounded theory was used to explore the relationship between
CIT and its application in practical policing methodologies. Denzin and
Lincoln (2005) argue that qualitative research highlights the importance
of meanings and processes that are not otherwise measured or examined,
where the characteristics of the data relate to numbers, such as quantity,
frequency or intensity. Hence qualitative research methods involve
analysing interviews and texts in order to uncover meaningful patterns
relating to a particular issue (Mason, 2002; Denzin and Lincoln, 2005;
Neuman, 2006). The use of the grounded theory methodology provided
legitimacy and logic to the study and allowed theory to emerge from the
data. Grounded theory is defined by Glaser (1998) as a systematic genera-
tion of theory from data acquired through thorough research, providing
an integrated set of conceptual hypotheses and probability statements
about the relationship between concepts. Grounded theory provides a
viable method of induction and deduction of theory without the need to
force the data (Glaser, 1978, 1992, 1998; Glaser and Strauss, 1967).

The research questions developed for this study focus on framing two
issues. The first relates to the effectiveness of the use of CIT by Australian
LEAs in being able to combat TOC. The second relates to the practical
framework, or model of best practice, for LEAs to harness the ‘crime
fighting’ capacity of CIT.

As such the study was designed to address the following two questions:

1 How effective is CIT in the fight against transnational organized
crime?
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Introduction 7

2 How is CIT best managed in a practical law enforcement
framework?

Data collection

A data collection plan (DCP) was used to manage the collection process.
The DCP allowed the researchers to list the initial data requirements and
work in incremental tasks for collection.

When a source of data was found the details were recorded within
a spreadsheet, along with any relevant comments and a folio reference
number to allow for easy recall. This ensured that the researcher was
covering all areas relevant to the research and that unnecessary satura-
tion of a particular topic did not occurring. If a new topic of relevance
was discovered during the collection and/or analysis phases this was
simply added to the DCP as a new data requirement and the process for
collection was repeated. Using the data requirements listed in the DCP
the researcher was then able to commence actual collection.

Data collection included all available and relevant sources up to and
including March 2012. With a range of relevant resources available the
researchers utilized various search engines as a systematic research tool
for this study. Initially, broad keyword search terms such as ‘communica-
tion interception, ‘communication interception technology, ‘stored com-
munication interception, ‘email interception, ‘SMS interception, ‘lawful
interception’ and ‘interception legislation’ were utilized. Additionally,
the literature review had suggested that communication interception
research was grouped into three areas: privacy considerations, legal
considerations and practical applications. Subsequently, more specific
search terms such as ‘privacy’ ‘legal’ and ‘applications’ and appropriate
synonyms such as ‘intercepts, ‘telecommunications’ and ‘phone’ were
employed to target core subjects. The documents retrieved through
these searches also guided the decision for the use of further search
terms to obtain information that was more specific. For example, key
phrases such as ‘tapping’ or ‘taps’ and ‘bugging’ or ‘bugs’ were discov-
ered which led to the creation of more specific keyword phrases such
as ‘telecommunication + bugs or bugging, ‘telecommunication + taps
or tapping, ‘communication + bugs or bugging, ‘phone + taps or tap-
ping’ or ‘phone + bugs or bugging’ In doing this the researchers were
able to conduct searches that were more refined and retrieve data of
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8 Policing Transnational Organized Crime and Corruption

greater relevance. Additionally, the researchers used a variety of phrases
developed from ‘signals intelligence. The researchers recognized that,
whilst the majority of the results related to military history concepts and
national security, the underlying concepts and data that resulted proved
relevant to the project. It is important to note, however, that issues that
have become increasingly relevant in the literature post-2012 such as
cyber warfare-related issues are not specifically covered in this book. As
such, related terms such as ‘botnets, “Trojan insertion’ and ‘ransomware’
were not included in the data collection process.

Online databases such as the Attorney General’s Information Service
Plus Text, CINCH Australian Criminology Database, Criminal Justice
Periodicals, Informit, SpringerLink, Informaworld and ScienceDirect,
along with the use of various search engines such as Lexis-Nexis, pro-
vided a vast array of online peer-reviewed journals. Databases such as the
Australia/New Zealand Reference Centre, ProQuest Telecommunications
and ProQuest Social Sciences provided the latest accounts relating to
interception technology and interception activities within Australia, NZ,
Canada and the UK. Annual Reports published by government agencies,
such as the Australian Attorney General’s Department, the Department
of Justice — Canada, the New Zealand Ministry of Justice and The Office
of the Commissioner for Communication Interception (UK), provided
detailed information as to the statistical figures relating to telecommuni-
cation interception including warrants, arrests, prosecutions and costs.
Dissertations and Theses via ProQuest and Australasian Digital Theses
also provided information on previous research conducted in the field or
related areas of CIT. During the examination of texts the reference lists
of documents were also consulted as a means of recognizing additional
works that were not identified during searches. This information led to
the acquisition of several printed publications on related fields of organ-
ized crime, criminal intelligence and knowledge management systems.
Case studies illustrating clear examples of the effective use of CIT were
also used, collated from a variety of government reports and official
publications. Overall the data collection procedure ensured that each
identified category was given both equal consideration and weight.

Due to the constant comparative and collective nature of grounded
theory it was appropriate to conduct further data collection with respect
to these specific relationships as a means of identifying whether a rela-
tionship exists. With a specific core category it was possible to conduct
an immediate collection and saturate the category without the need to
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Introduction 9

sift through irrelevant material. A principal example of this is the data
relating to the practical methods of ILP and CIT. By collecting additional
data the researchers were able to identify the relevant characteristics in
supporting the use of the ILP model. The process also helped to identify
less robust themes as a means of eliminating those that were not sub-
stantiated by this phase of data collection.

Document analysis

Document analysis was employed as a secondary analytical method in
order to address two critical issues. Firstly, data relating to the use of
CIT is not easily available through other methods. Finding criminal
enterprises willing to be interviewed or surveyed to determine their
communication patterns and structures is highly unlikely due to their
obvious illegitimate criminal culture. Interviewing law enforcement
personnel also poses its own challenges. They are often unwilling,
for obvious reasons, to disclose confidential information that could
include current strategies and uses, available technology and targets.
This is further amplified by the use of interception technology within
the intelligence community, where high levels of secrecy and sanitized
publications pose severe limitations on the availability of appropriate
information. Secondly, access to this information is well beyond the
researchers’ capabilities in terms of clearances, ‘inside’ knowledge and,
of most relevance for this study, time. For similar reasons, observation
of interception activities and law enforcement investigations are also
difficult with the potential for invasion of privacy of investigated par-
ties, along with ethical and legal issues of security clearances, and again
the possibility of publishing current strategies or techniques employed
against criminals that are yet unknown to them. The problems arise in
these research methods due to the paucity of prior research and studies
in this area.

Further to this, earlier work on CIT offers little information with
respect to the advancement of technology and criminal cultures, the
growing transnational nature of organized crime, their communicative
patterns and abilities or CIT’s specific use within policing method-
ologies. As such, learning from previous research and utilizing prior
methods is challenging. Mason (2002) notes that documents provide a
way of gaining access to strategies, events or procedures that cannot be
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10 Policing Transnational Organized Crime and Corruption

observed because they are either private or have already occurred. For
this research on CIT, document analysis can, to an extent, reveal some
concealed elements of interception technology. It is for these reasons
that it suits the exploratory nature of the research.

Chapter summary

The development of ICT, in providing opportunities for improved
communication for both legitimate and criminal purposes, impedes
traditional law enforcement strategies directed towards the disruption
of criminal activities. This chapter has presented the research problem,
namely that the development of ICT and its use for illegitimate purposes
presents a key vulnerability that can be exploited by LEAs. TOC and
corruption take advantage of modern information and communication
technologies to communicate, and in doing so CIT has become a crucial
weapon in the fight against TOC and corruption. However, despite this
opportunity there is a gap in our understanding of CIT’s role in this
context. While bodies of literature exist on TOC, corruption and CIT
they have rarely intersected in an examination of the effectiveness and
practical use CIT can have in these contexts. As such this book presents
research which builds on existing literature on organized criminality,
official corruption and CIT in order to provide a clearer view of the use
of CIT in an enforcement and intelligence capacity.

In doing so it presents academics, researchers and practitioners and
professionals in the law enforcement and intelligence fields with a
comprehensive background and analysis of the literature in regards to
the nature and extent of TOC and related corruption issues, culminat-
ing in a proposed model of best practice which imbeds CIT within an
investigation continuum. This model aims to generate discussion on the
merits of embedding CIT in an ILP framework to aid in the fight against
transnational crime and corruption.

DOTI: 10.1057/9781137333797



Transnational
Organized Crime

Abstract: Transnational organized crime (TOC) is a
diverse and complicated arena, costing global society in
excess of USs3 trillion annually - a figure that continues
to grow (Borget, 2007). This chapter reviews the current

} literature which demonstrates that globalization has
resulted in an increasing growth and sophistication of
crime groups as they take advantage of disappearing
borders and greater profit markets. It considers the various
TOC organizational structures that exist and the legislative
responses to this global threat by four English-speaking
Commonwealth countries: Australia, the United Kingdom,
Canada and New Zealand. It identifies that whilst
crime groups are vulnerable to detection and disruption
because of their need to communicate, law enforcement
agencies need a method and framework that allows them
to capitalize on this vulnerability to combat these crimes
efficiently and successfully.

Congram, Mitchell, Peter Bell, and Mark Lauchs.
Policing Transnational Organized Crime and Corruption:
Exploring the Role of Communication Interception
Technology. Basingstoke: Palgrave Macmillan, 2013.
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12 Policing Transnational Organized Crime and Corruption
Understanding transnational organized crime

Transnational organized crime (TOC) is defined by the United Nations
(UN) as:

structured groups of three or more persons acting together, over a period of
time, with the aim of committing one or more serious crimes committed in
more than one State, or has significant effect on another state, or elements
of planning, preparation, direction or control occur in another State. (UN,
2000, pp. 25-26)

Whilst TOC can be viewed as a broad spectrum of activity, law enforce-
ment agencies (LEAs) note a range of specific ‘organized’ activities. These
include moneylaundering, drug trafficking, sex/human trafficking, people
smuggling, arms trafficking, endangered species trafficking, cybercrime
and, most notably over the past decade, terrorism (Abadinsky, 2009;
Davies, 2007; Lyman and Potter, 2007; Australian Crime Commission,
2009; Borger, 2007; Grennan and Britz, 2006). Unlike many ‘habitual’
forms of crime, TOC defies ‘tradition’ and exploits the reactive crime
control techniques currently utilized by LEAs (Andreas and Nadelmann,
2006). As a result there has been substantial disagreement over the ability
to succinctly define such an adaptable assortment of crimes and groups.
Grennan and Britz (2006, p. 7) contend that ‘definitions of organised
crime are as diverse, as inaccurate, and as numerous as those tradition-
ally associated with criminal groups’ An alternate definition by Conklin
(2009) which shares the similar definitional notions of rules and codes
and the organizational characteristics put forward by both Abadinsky
(1994, 2009) and Grennan and Britz (2006, p. 12) describes organized
crime as:

Criminal activity by an enduring structure or organization developed and
devoted primarily to the pursuit of profits through illegal means...organ-
ized crime has the characteristics of a formal organization: a division of
labor, coordination of activities through rules and codes, and an allocation
of tasks in order to achieve certain goals. The organization tries to preserve
itself in the face of external and internal threats. (Conklin, 2009, p. 73)

Despite this definition others argue that there is no generally accepted
definition of TOC in spite of the many authorities and academics who
have attempted to describe its attributes (Williams, 2001; Abadinsky,
1994, 2009). Van Duyne (2000) proclaims that the concept of organized
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crime itself is too vague and too contradictory to be satisfied with a
general scientific definition. He contends that as soon as one engages
in drafting an operational definition the subsequent definition has to be
adapted to a particular form of organized crime, which can be specified.
In doing so, however, it renders the term ‘organized crime’ redundant
in its use (Van Duyne, 2000). Van Duyne (2000) goes so far as to sug-
gest the withdrawal of the term ‘organized crime’ and the use of the
term ‘continuous criminal enterprise’ as its replacement and ‘criminal
entrepreneurs’ to describe the criminals involved. Whilst disagreements
surrounding definitions are viewed by many as simple semantics there is
good reason for the concern. This is embedded in the specific terminol-
ogy of ‘transnational’ and the subsequent legal and jurisdictional issues
that emerge from cross-border criminal activities; for where definitions
differ, so too do legislative and operational responses of nations. Shelley
(1998) argues that a key to this is recognizing the political, geographic,
economic and cultural factors underpinning TOC as a means to under-
standing the reasons for its growth and development among organized
crime groups. For the purpose of this research Conklin’s (2009) defini-
tion is used to underpin discussions relating to TOC.

Structure of transnational organized crime groups

The structure of organized crime networks, domestic or transnational,
have long since been viewed as highly organized hierarchical structures,
with groups such as the Sicilian Mafia popularized in novels and film,
influencing common perceptions. In line with Conklin’s (2009) notion of
the criminal’s self preservation, crime groups have modified their struc-
tures into what Cressey (1997, p. 3) and Williams (2001, p. 70) describe as
‘fluid, dynamic and loosely structured networks that are highly flexible
and possess the ability to adapt to relevant influences, designed with
an intention to confuse authorities and protect their organization. It
is this complexity and sophistication of crime groups that impacts on
policing, and further supports the need for specialized operations and
international cooperation to address the full dimensions of international
criminal organizations (Shelley, 1998). Understanding the structure of
criminal groups, however, is integral to the development and recogni-
tion of potential weaknesses.
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As with defining TOC, the organizational structure of crime groups
is also highly debateable. Research by the UN (2002) of 40 organized
crime groups in 16 countries led to the development of five organiza-
tional structures for TOC groups:

standard hierarchy
regional hierarchy
clustered hierarchy
core group
criminal network.

v v v v Vv

It is argued that the first three hierarchical structures are those closest to
the more ‘traditional’ notions of organized crime, whereas the final two
structures are closest to organizations emerging in the current global
climate, and are the ‘fluid, dynamic and loosely structured networks’
described by Cressey (1997, p. 3) and Williams (2001, p. 70).

Standard hierarchy

The standard hierarchy (Figure 2.1) is characterized by its clearly defined
hierarchy and chain of command, usually led by a single individual. They
possess strong systems of internal discipline and ‘codes of conduct’ and
have clearly defined roles. They influence and/or control a particular ter-
ritory from which they operate within, usually under a particular name
by which they are known, and use violence as an integral tool to conduct
their business. Finally, they consist of members with similar strong
identities, either ethnic or social, which aids in maintaining conduct and
authority (UN, 2002; Lyman and Potter, 2007).

Regional hierarchy

The regional hierarchy (Figure 2.2) is similar to the standard hierarchy in
that they both possess strong systems of internal discipline, codes of con-
duct, have clearly defined roles and lines of authority, a single leadership

Under
Boss

FIGURE 2.1  Standard hierarchy
Source: UN, 2002.

Under Under
Boss Boss
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North America
) Crew
Americas
Under Boss
South America
Crew

Western
European Crew

Europe
Under Boss

Eastern
European Crew

FIGURE 2.2 Regional hierarchy
Source: UN, 2002.

structure, and strong ethnic or social identities. The primary difference
is that the regional hierarchy provides independence and autonomy to
local groups operating under the organization. The individual groups are
usually regional in their geographical scope and engage in multiple illicit
activities. La Cosa Nostra (the Mafia), the Japanese Yakuza and outlaw
motorcycle gangs such as the Hell's Angels or Bandidos are clear examples
of a regional hierarchy structure (Lyman and Potter, 2007; UN, 2002).

Clustered hierarchy

The clustered hierarchy (Figure 2.3) is an association of organized crime
groups with a single ‘oversight’ or ‘governing’ body that coordinates
their activities and ventures. The individual crime groups are usually
organized in standard structures, though this can vary dependant on
the nature of the group, but most maintain a degree of autonomy from
the other groups. An essential aspect of the clustered hierarchy is the
concept that over time the cluster can develop its own identity. The
clustered hierarchy generally results when individual groups agree to
work together in a method of increasing profits by combining skill sets
or regulating conflict between themselves. The risk of internal competi-
tion and exploitation, however, requires a stable balance to maintain the
structure (UN, 2002; Lyman and Potter, 2007).

Core group

The core group (Figure 2.4) is a structure that consists of several indi-
viduals who form a tight and structured group to conduct business,
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FIGURE 2.3 Clustered hierarchy
Source: UN, 2002.

FIGURE 2.4 Core group
Source: UN, 2002.
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surrounded by a loose structure of associate members or networks who
are used to carry out business depending on the core group’s intended
criminal activities. Core groups generally limit their activities to one or
only several ventures, with internal division of responsibilities within
the group, acting in a more horizontal structure rather than hierarchical.
Violence is not as prominent as the previous hierarchies, although can be
used for internal discipline (Lyman and Potter, 2007; UN, 2002). There is
usually little social identity and the group exists solely for the profit moti-
vation of each individual, shifting their business activities to whichever
venture generates the greatest profit, using their external associates to
assist in carrying out their business. The core group is argued to be one
of the most readily emerging forms of organized crime structure and, in
some cases, is the result of continued law enforcement pressure and as
part of the group’s adaptation to more sophisticated means (Lyman and
Potter, 2007; UN, 2002).

Criminal network

The criminal network (Figure 2.5) is the clearest example of the globali-
zation of TOC and illustrates the measures that individuals and groups
have taken to avoid detection and interference by LEAs (Cressey, 1997;
Malkin, 2007). Criminal networks are the loosely organized, highly

FIGURE 2.5 Criminal network
Source: UN, 2002.
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adaptable, fluid networks of individuals that engage themselves in illicit
activities with regularly shifting alliances (Lyman and Potter, 2007;
UN, 2002; Cressey, 1997; Williams, 2001). The shape, organization and
membership of the network continually changes dependent upon the
participation of an individual and the attributes and skills required for
the activities.

The networks are created and reformed in line with continuing crimi-
nal projects. The network lacks any social identity and avoids public
exposure, with profit motivation and enterprise loyalty as their primary
motivation. The lack of predefined identity and maintained structure
makes it difficult for LEAs to infiltrate or dismantle the network. Whilst
a number of key individuals may still exist, similar to the core group
structure, their association with each other is usually distanced with
minimal direct association. This again ensures that even if LEAs success-
fully target and prosecute one key individual the network will still remain
connected and, despite possible inconvenience, will continue to operate
(UN, 2002; Lyman and Potter, 2007). As noted by the Australian Crime
Commission (ACC) in their Annual Organised Crime Report (2009), the
organized crime groups that pose the most serious threat are those that
are fluid and adaptable and resilient to interventions, rebuilding quickly
after disruption. It is for these reasons that this form of criminal network
is emerging as the new forefront of TOC structures (Lyman and Potter,
2007).

Lyman and Potter (2007) note that not all TOC groups fit specifically
within the boundaries of these five structures. It is argued that the basic
typologies provide an important understanding of how organizations
can vary in structure, highlighting the difficulty that could be encoun-
tered in disrupting organizations using core group or criminal network
typologies (Malkin, 2007). As identified by the UN (2002) and Lyman
and Potter (2007), this is cause for concern with the increasing use of
these typologies as the sophistication and complexity of organized crime
develops.

Vulnerabilities of transnational organized crime
It is noted that there is minimal research on the weaknesses and vul-

nerabilities of TOC groups. If there had been a prevalence of research
it would be expected that TOC would not be the serious societal threat
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that it is. A review of the literature suggests that the focus is less about the
vulnerabilities of criminal enterprises and more about the vulnerabilities
of victims - be it individuals, groups or nations — and subsequent propo-
sitions as how to reduce these vulnerabilities. This reactive nature of law
enforcement and government may, however, be hindering the ability
to implement crime control strategies effectively. Following a target
hardening of victim vulnerabilities, aided by the slow response time as
problems are dealt with on a case-by-case basis, crime groups tend to
shift their operational focus to new or easier victims or targets, rather
than being discouraged from their illicit activities altogether (Abadinsky,
2009; Lyman and Potter, 2007; Cahill and Marshall, 2004). This is exem-
plified by the recent focus on money laundering and subsequent world
reaction following the terrorist attacks of 11 September 2001 (9/11) and
new insight into terrorist funding models. The international community
has worked tirelessly to implement new anti-money laundering counter-
measures and legislation. The issue, however, is that during the years it
has taken to introduce these new measures criminal enterprises have
developed more sophisticated and effective means to bypass these new
counter-measures and continue money laundering undetected (Flood
and Gasper, 2009).

Through an understanding of the structure of criminal enterprises it is
possible to identify a core vulnerability that will only intensify as groups
expand their areas of operation over greater distances and move towards
more unstructured networks (Malkin, 2007). The need to communicate
quickly, easily and effectively is a basic requirement for any business
operating across large distances, either domestically or internationally.
As such, for criminal enterprises — a business unto themselves, albeit
illegitimate — the need to communicate their activities is just as impor-
tant (Grabosky and Smith, 1998). It is no longer viable for criminals to
conduct clandestine meetings in isolated locations to exchange products
or information; they require instantaneous communication that spans
the globe amongst their networks of contacts, and the very sophistica-
tion and complexity that dictates their business activities also makes
them highly susceptible to high quality intelligence attacks.

Criminal enterprises require sources to supply their goods, access
to markets and the ability to exploit systems related to their markets.
They need proficient communication with their suppliers, conspirators
and network members (Flood and Gasper, 2009). They need trans-
port, finance and the services of the ‘middle man. Whilst building

DOI: 10.1057/9781137333797



20  Policing Transnational Organized Crime and Corruption

and sustaining their business they also need to build and sustain their
reputation, all the while being able to manage risk - not just from law
enforcement but also from criminal competitors and internal threats
(Flood and Gasper, 2009).

The ability to understand how these stages work and penetrate the
business operation is central to law enforcement’s prospects for success
(Flood and Gasper, 2009). Grabosky and Smith (1998) argue that the
use of telecommunications by criminals is categorized into four basic
methods:

Aids the capacity to coordinate and plan criminal activities.

2 Can be used for the marketing and distribution of their illicit
services or products.

3 Instrumental in sustaining the organizational structure which
supports the previous two functions.

4 Can be used to obstruct law enforcement investigations.

By identifying these contact and communication points LEAs can
acquire vital information and subsequently develop intelligence to
facilitate operational response strategies. Grabosky and Smith (1998)
note a variety of communication strategies used by various criminal
enterprises through the brief review of law enforcement operations and
case studies.

For the most part criminals simply exploit existing communication
devices for their own use. In 1995 following an operation conducted
by the US Drug Enforcement Agency (DEA) on the Cali Cartel, a drug
cartel based in the southern Columbian city of Cali, a multitude of com-
munication devices were seized that highlighted methods used by the
cartel to communicate. These included voice changers fitted to UHF
radios so as to avoid identification during transmissions, video phones
that allowed visual authentication of the caller and scrambling devices
for internet connections (Grabosky and Smith, 1998). They also note
pagers have been frequently used as a means of organizing payment and
delivery of illicit products and also as a means of minimizing the amount
of communication and voice contact between both seller and buyer
(Grabosky and Smith, 1998). Despite this, these studies are of limited
use for current research due to the significant advances in technology in
the 15 years since Grabosky and Smith’s work. The use of products such
as pagers has declined significantly and has now been replaced by the
prevalence of mobile phones, Smart Phones and Short Message Service
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(SMS) text messages, electronic mail (email) and other online mediums
such as message forums, instant chat services, Voice Over Internet
Protocol (VoIP) telephony services (Jackson et al., 2007), and various
social network mediums such as Twitter and Facebook.

Criminals have been identified through enforcement operations to
utilize mobile phones that are programmed to send or receive from
specific phone numbers only, reducing the identification and thus inter-
ception of a phone call by law enforcement. Criminals are also known
to exploit the easy availability and poor identity checks of prepaid SIM
(Subscriber Identity Module) cards for mobile phones, along with access
to cheap handsets. This allows criminals to frequently change both the
SIM and handset, again reducing the chances of detection, interception
and limiting their links to other criminal counterparts (Waters, Ball and
Dudgeon, 2008; Jackson et al., 2007). Through the use of the internet,
criminals have access to a growing multitude of free and temporary
email accounts that require no identification and can allow messages
to be transmitted with relative anonymity (Waters, Ball and Dudgeon,
2008; Newnham and Bell, 2012; Dean, Bell and Newnham, 2012).

The growing availability of encryption devices also allows criminals to
either encode whole messages or encode the messages within a particu-
lar attachment such as an image, document or link, otherwise known as
steganography (Bakier, 2007). This is by design, so while a communica-
tion may be intercepted the message content itself can appear otherwise
innocent. While ‘off-the-shelf’ products are readily available for use
by criminals, they are also available to LEAs for decryption purposes
(Jackson et al., 2007). To combat this criminal enterprises have been
known to develop their own software and methods.

This has been particularly evident in Eastern European crime groups
who are known for their specialization in cyber crime and recruitment
of young computer programmers, whose skills are put to use develop-
ing new encryption techniques to disguise the crime group’s commu-
nications (Abadinsky, 2009). Leyden (2009) and Willey (2009) report
that the use of Skype, an encrypted VoIP telephony software, is being
exploited by criminals within Italy as a means of counter-surveillance
of ‘normal’ interception technology. Willey (2009) argues the possibil-
ity, however, that these claims by European LEAs is indeed ‘smoke and
mirrors’ to provide criminals with a mistaken belief of Skype as a ‘secure’
communicative method. Despite this, Malkin (2007) notes that the
primary issue with the literature available is that there is a distinct lack

DOI: 10.1057/9781137333797



22 Policing Transnational Organized Crime and Corruption

of research that examines the social structures of criminal enterprises
and the communication, both verbal and non-verbal, that occurs within
criminal networks.

Much of the research that does exist focuses solely on the flow or path
of the communication, rather than the ‘how’ and ‘what” of the actual
communication (Malkin, 2007). This again highlights another large gap
in the literature surrounding the concepts of communication intercep-
tion technology (CIT) and the ability to identify its effectiveness and
successful integration into intelligence operations and investigations.

Legal response to transnational organized
crime in Australia

Over the past decade Australia and other Commonwealth countries have
introduced a variety of reforms to assist in the combat of transnational
criminal activities occurring on and oft shore (Hughes, 1999). Cornall
(2005) and Irwin (2001) identify that policy and operational responses
are two key facets required to challenge this societal threat. Consequently,
administrative arrangements have strengthened the fight through the
expansion of agreed extradition treaties, mutual assistance agreements,
memorandums of understanding with neighbouring countries, and the
establishment of international cooperation groups responsible for estab-
lishing laws, agreements and treaties (Cornall, 2005).

Since the 9/11 terror acts and the Bali Bombings of 12 October 2002,
stringent legislation has been introduced to further the prevention of
similar attacks occurring within Australia. These legislative measures
have not only introduced definitions and offences for transnational
criminal activities (based on the UN Convention Against Transnational
Organised Crime) but have further assisted in combating these crimes.
This has included an expansion of powers, such as the ability to seize and
freeze assets identified as proceeds of criminal activities, and an increase
of powers and responsibilities to law enforcement and intelligence
agencies such as the Australian Federal Police (AFP) and the Australian
Security Intelligence Organisation (ASIO) regarding investigations
and arrests. Australia has also promoted their involvement with the
Organisation for Economic Cooperation and Development (OECD) with
attempts to ratify the Financial Action Task Force’s (FATF’s) 40 Money
Laundering recommendations, and nine other special recommendations
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against money laundering and terrorism financing (Cahill and Marshall,
2004).

Cornall (2005), Irwin (2001), Wardlaw and Boughton (2006) and
Chalk and Rosenau (2004) all note attempts to increase knowledge shar-
ing through the interweaving of law enforcement and intelligence agen-
cies. This has included the creation of the ACC, which is equipped with
coercive hearing powers, the National Threat Assessment Centre and the
Transnational Crime Coordination Centre, along with the acknowledge-
ment of the importance of including the private sector in intelligence
sharing as a means of protecting crucial infrastructure as a major step in
the right direction.

In addition to the policy responses, operational responses have been
important in the fight against TOC. The extent of international deploy-
ment and operations occurring through the AFP has enhanced not only
intelligence gathering but also diplomatic ties between nations, namely
Indonesia, Papua New Guinea and those in the Pacific Islands. This is
achieved through the construction of trust-based relationships through
assistance provided by federal agents and diplomats (Cornall, 2005).
Irwin (2001), however, goes further than the simple descriptive nature of
Cornall’s work noting the importance of other responses. Glenn, Gordon
and Florescu (2008) argue that whilst Australia has instigated significant
changes to recognize the growth of TOC, where ‘transnational’ under-
scores organized crime, the need for a comprehensive, integrated, global
counter-strategy is required and, consequently, the response of a single
nation is less than effective.

Legal responses to transnational organized
crime in other commonwealth countries

New Zealand

New Zealand’s (NZ’) current response to TOC is both domestic
and international in scope (NZ Ministry of Justice, 2011). The NZ
Government’s response conforms to international obligations and best
practices as a signatory to the UN Convention Against Transnational
Crime (UNTOC). Further to this, NZ is also party to other multilateral
treaties and is actively involved in international forums which continue
to establish best practices relevant to combating TOC and official
corruption - as is Australia. Evidence of this can be found in NZ’s and
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Australia’s participation in the OECD Convention on Combating Bribery
of Foreign Public Officials in International Business Transactions,
FATF and the Asia Pacific Group on Money Laundering (APGML), all
concerned with anti-money laundering and countering financing of ter-
rorism measures (NZ Ministry of Justice, 2011; Wardlaw and Boughton,
2006; Chalk and Rosenau, 2004).

Along with Australia, NZ co-sponsors the UN Transnational
Organised Crime Threat Assessment for East Asia and the Pacific and
provides legislative drafting assistance in order to address counter-
terrorism counter-initiatives within the region. Both Australia and NZ
support organized and transnational organized crime initiatives within
regional groups such as the Asia Pacific Economic Community (APEC)
and the Asia Regional Forum (ARF) and the Bali Process on people
smuggling, human trafficking and related transnational crime (NZ
Ministry of Justice, 2011).

NZ complies with and is party to two of the three UNTOC protocols
which target specific areas of organized and transnational organized
crime: Protocol to Prevent, Suppress and Punish Trafficking in Persons,
Especially Women and Children; and the Protocol against the Smuggling
of Migrants by Land, Sea and Air (NZ Ministry of Justice, 2011).

NZ’s law enforcement and intelligence agencies share information
about threats and approaches with counterparts in other countries
through agency arrangements (Cornall, 2005; NZ Ministry of Justice,
2011). For example NZ is involved in arrangements with the United
Kingdom (UK), Australia, Canada and the United States (US) in the
Strategic Alliance Group comprising law enforcement bodies, and
Border 5 comprising customs bodies and, most recently, the Attorney-
General Quintet. Under the Quintet a Declaration of Understanding
provides for greater dialogue in developing policy, legislative responses
and criminal intelligence on organized crime, and closer cooperation on
capacity building and training between the countries.

At the regional and domestic levels NZ has developed the Organised
and Financial Crime Agency of New Zealand (OFCANZ) in order to
respond to criminal groups which operate across police district bounda-
ries, nationally and internationally. Regional-level agency intelligence is
shared and regional-level responses to TOC and corruption are coordi-
nated by the long-standing Combined Law Enforcement Group (CLAG)
of agencies. The CLAG comprises a regional network for intelligence,
enforcement and compliance officials mandated to coordinate, cooperate
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and communicate across government to identify and disrupt criminal
threats identified by member agencies. The CLAG has 20-member agen-
cies, a national oversight body and a Secretariat (NZ Ministry of Justice,
2011).

In response to the threat posed by TOC through cyberspace, NZ has
developed a National Cyber Security strategy that seeks to enhance
security awareness, resilience and protection for individual citizens,
nationally recognized key assets and critical infrastructure, and govern-
ment information indices (NZ Ministry of Justice, 2011).

The Council of Europe Convention on Cybercrime (the European
Convention) establishes best practice responses to cybercrime and argues
in support of greater cooperation between countries that are party to the
European Convention in prosecuting cybercrimes. NZ’s legal and opera-
tional arrangements conform with many of the European Convention’s
provisions (CECC, 2011; NZ Ministry of Justice, 2011). The new Search
and Surveillance Act (2012) will additionally provide for production orders
for data and extend NZ’s communication interception warrant system
in line with the terms of the Convention. NZ’s legislation pertaining to
communication interception is discussed in detail in Chapter 6.

NZ remains proactive in its response to TOC and corruption; how-
ever, some issues remain unresolved. These include NZ achieving full
compliance with the European Convention, and addressing judicial
challenges to the recently enacted Search and Surveillance Act (2012). It is
expected that both initiatives will significantly enhance NZ’s ability to
expeditiously order the preservation of computer data, in particular traf-
fic data, that exists in some stored form at a point in time to enable it to
be obtained. Traffic data is defined under the European Convention as:

any data relating to a communication by means of a computer sys-
tem...indicating the communication’s origin, destination, route, time,
date, size, duration, or type of underlying service. (CECC, 2011)

It should be noted that traffic data is distinct from the content data of the
communication (CECC, 2011; NZ Ministry of Justice, 2011).

The terms of the European Convention would also require mutual legal
recognition of certain intercept warrants and production and preserva-
tion orders issued by other countries for data from NZ. Full compliance
with the European Convention would also improve NZ’s ability to obtain
data created or used to offend within NZ’s legal jurisdiction but which is
held in another country (CECC, 2011; NZ Ministry of Justice, 2011).
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Canada

Home to some of the wealthiest organized crime groups in the world,
namely the Canadian chapters of the Hells Angels OMG, Canada has
responded by initiating anti-gang legislation to combat the threat posed
by this and other elements of TOC (CISC, 2006). Further to the enact-
ment of specific anti-crime legislation, the Canadian governments (both
federal and provincial) created specific units to combat the threat posed
by TOC.

In 1992 the British Columbia Provincial Government created the
Coordinated Law Enforcement Unit (CLEU). CLEU was tasked to
combat TOC at the provincial level. However, in developing the charter
for the unit, legislators failed to include the investigation of drug traf-
ficking in the unit’s mandate. As a result, the effectiveness of the unit
was challenged by opposition political parties and thus in 2000 the
Organised Crime Agency of British Columbia (OCABC) was formed.
Staffed with officers from all municipal police departments within the
province, and supported by members from the national police service,
the Royal Canadian Mounted Police (RCMP), OCABC was provided
with a clearer operational mandate and sufficient funding and resources
to target TOC and make a meaningful contribution to the intelligence
holdings of the Criminal Intelligence Service of Canada (CISC). In 2005,
following another change of government, OCABC was disbanded despite
considerable success in disrupting TOC activities within the province of
British Columbia, and the Combined Forces Special Enforcement Unit
(CFSEU) was created and managed by the senior executives from the
RCMP. Like its predecessor the CFSEU is authorized to conduct targeted
investigations into TOC and to intercept communications where deemed
necessary and appropriate following the issuance of a warrant under a
judicial order.

CISC is the national criminal intelligence agency tasked with collect-
ing, analysing and disseminating intelligence pertinent to the activities
of transnational and organized crime in Canada. Through its national
database, ACIS III, CISC prepares strategic intelligence documents such
as the National TOC Threat Assessment for dissemination amongst the
broader Canadian law enforcement and intelligence community (Coyne
and Bell, 2011a, b). CISC is not empowered to conduct investigations but
serves as a conduit for sharing intelligence on TOC between member
agencies. CISC does not have authority to intercept communications.
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This remains the domain of the RCMP and specialist units such as the
CFSEU following the issuance of a warrant under judicial order.

The Canadian Security Intelligence Service (CSIS) is responsible for
matters pertaining to national security and terrorist-related activities.
Limited information is shared between CSIS and the law enforcement
community through the RCMP-CSIS liaison function.

As a signatory to the UN Convention Against Transnational Organised
Crime, Canada further supports anti-crime initiatives at the regional
level. Like Australia, the UK and NZ, Canada is a signatory to two of
the three UNTOC protocols which target specific areas of organized
and transnational organized crime: Protocol to Prevent, Suppress and
Punish Trafficking in Persons, Especially Women and Children; and the
Protocol against the Smuggling of Migrants by Land, Sea and Air (CISC,
2011).

In 2010 the Canadian Government introduced legislation to broaden
the powers of its LEAs. Referred to as the Investigative Powers for the 21st
Century Act, the legislation places an emphasis on cybercrime and aims
to provide police with the ability to collect and seize electronic data, and
enable them to respond to an ever-evolving technological environment
while protecting the human rights of persons in Canada, including their
right to a reasonable expectation of privacy (Canadian Department of
Justice, 2010).

The legislation also creates the legislative framework necessary for
Canada to ratify the Council of Europe’s Convention on Cybercrime
and the Additional Protocol to the Convention on Cybercrime, and the
Concerning the Criminalisation of Acts of a Racist and Xenophobic
Nature Committed through Computer Systems. These are important
multilateral treaties, which were signed by Canada in November 2001
and July 2005 respectively, and are the only instruments that provide
for broad-based international cooperation for the investigation and
prosecution of computer-related crimes (Calderoni, 2010; Department
of Justice, 2010). This reflects the recognition that effective and evolving
international assistance mechanisms are vital in combating the ever-
growing threat of international criminality: transnational crime.

United Kingdom

The UK has been instrumental in the drafting of legislation in response
to the threat posed by serious, organized and transnational crime. From
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the drafting of legislation authorizing the formation of the Serious and
Organised Crime Agency (SOCA UK), to providing support of UNTOC
and FATE As is the case with Australia and NZ, the UK is a signatory to
two of the three UNTOC protocols which target specific areas of organ-
ized and transnational organized crime: Protocol to Prevent, Suppress
and Punish Trafficking in Persons, Especially Women and Children;
and the Protocol against the Smuggling of Migrants by Land, Sea and
Air. The UK is also supportive of the Council of Europe Convention on
Cybercrime.

The UK has legislated against organized crime at the local level and
has provided significant powers (with equally significant oversight) to
police and intelligence agencies to combat transnational crime, terror-
ism and official corruption. Under the Regulation of Investigatory Powers
Act (RIPA, 2000) law enforcement intelligence agencies are afforded
(amongst other things) the power to acquire communication including
interception data.

Chapter summary

TOC is a diverse and complicated arena, costing global society in excess
of USs3 trillion annually — a figure that continues to grow (Borger, 2007).
The current literature demonstrates that globalization has resulted in
an increasing growth and sophistication of crime groups, as they take
advantage of disappearing borders and greater profit markets. Whilst
crime groups are vulnerable to detection and disruption because of their
communications, LEAs need a method and framework that allows them
to combat these crimes efficiently and successfully.

The next chapter examines the modern policing methodologies, their
appropriateness in fighting TOC and their ability to effectively utilize
technology that can exploit criminal communications.
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Corruption

Abstract: Corruption can occur in any environment — the
police force and public service being no exception. This
chapter looks specifically at police corruption, touching
briefly on other forms of corruption such as that involving
politicians and government employees. It considers the
different forms of corruption, why and how corruption
can occur and the theories surrounding it. The chapter
introduces the concept of network analysis in the context
of corruption investigations, presenting it as a powerful
mechanism for understanding corruption networks

and examining the notion of dark’ networks — those

that operate outside of public scrutiny. Identifying that
network members rely on the reputations of others to find
useful and reliable connections, and that brokers between
groups are key to the network operation, communication
interception technology (CIT) in particular is recognized
as a valuable tool in identifying, disrupting and ultimately
closing down dark networks.
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Policing Transnational Organized Crime and Corruption:
Exploring the Role of Communication Interception
Technology. Basingstoke: Palgrave Macmillan, 2013.
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Corruption occurs when a person who is the agent of another person
acts in a manner where they place their own interests ahead of those of
their principle. Corruption can therefore occur in any circumstance —
whether in the public or private sector - where someone acts as the agent
of another person or group. However, when we discuss corruption we
almost always look at the public sector. In this chapter we concentrate
on that sector and, more specifically, corruption by police officers — who
have been the most regular targets of corruption inquiries. Some reflec-
tions will then be made on the extension of these statements to corrup-
tion in other fields.

Like corruption in any environment, police corruption occurs when
an officer knowingly acts or omits to fulfil his or her duty in order to
obtain an advantage for themselves (Punch, 2009). It takes many forms
and can alter depending on the circumstances and role the police officer
finds themselves in. Police corruption can be: passive, where a police
officer could be bribed by a person to ensure the continuance of their
illicit activity; or proactive, through predatory policing where police
approach criminals to extort money by providing protection (Gerber
and Mendelson, 2008). Police corruption is more dangerous when it
involves an organized network because the power and income of the
group is greater than the sum of the income of individuals acting apart
(Morselli and Tremblay, 2004). It is important to understand how cor-
rupt police networks operate to be able to better identify and apprehend
the targets of internal police investigations. As Warr has said in relation
to the policing of delinquents: ‘it is difficult to imagine how investiga-
tors can develop, defend, or test general theories of delinquency without
some knowledge of the organization and operation of delinquent groups’
(Warr, 1996, p. 12).

Police can commit corruption because they feel they are ostracized
from the community they are protecting. This takes three forms (Lauchs
and Merrington, 2012):

1 Lack of support to do their job properly due to inadequate laws of
evidence.

2 Being undermined by the courts system who would reverse their
good work.

3 Receiving worse treatment through noble cause corruption by the
integrity services.
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Forms of corruption

Public sector jobs are either ‘wet, being ideal for corruption because they
involve a high degree of discretion, or ‘dry] that is, jobs which have no
discretion (Heidenheimer and Johnston, 2002). Thus a uniformed officer
on routine duties may rarely be exposed to opportunities of corruption
compared to a plainclothes officer in a drug squad (Barker and Carter,
1991). Having said that, all operational police have the opportunity to
exercise their discretion and therefore have wet jobs.

There is still a hierarchy of police corruption. The 1972 Knapp
Commission in New York described two types of police corruption:

Corrupt policemen have been described as falling into two basic categories:
‘meat-eaters’ and ‘grass-eaters.’” As the names might suggest, meat-eaters are
those policeman who...aggressively misuse their police powers for personal
gain. The grass-eaters simply accept the payoffs that the happenstances of
police work throw their way. Although the meat-eaters get the huge payoffs
that make the headlines, they represent a small percentage of all corrupt
policemen. The truth is the vast majority of policemen on the take don’t
deal in huge amounts of graft. (Knapp, 1972, p. 4)

The majority, grass-eaters, make small-scale corruption ‘Trespectable’
through publicly accepted gifts such as free coffee or fast food discounts.
Even those who would refuse such gifts still participate in the ‘code of
silence’ that brands anyone who exposes corruption a traitor (Knapp,
1972).

There are different types of meat-eating or proactive corruption. At
the lowest level of severity is occupational deviance, when rules are bent to
an employee’s advantage, such as sleeping on the job, pilfering and work
avoidance (Punch, 2009). Next are police crimes or crimes committed
by police officers including process corruption: the manipulation of the
justice system, usually to ensure a conviction. Most process corruption
is ‘noble cause, which will be discussed in more detail below. Finally, the
most serious form of police corruption are corrupt individuals or net-
works involved in stealing and extorting money from the illicit economy
or innocent victims. Networks usually operate through the social net-
works between underworld organized crime and upper-world actors like
politicians and police (Block, 1994; Blok, 1974; MclIllwain, 1999). Thus we
could characterize corrupt police as upper-world actors selling protec-
tion - an extortion racket — to the underworld (Skaperdas, 2001).
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Police are a subculture in society (Sewell, 1999); they are socially
excluded from the community and make friendships with other police.
Their work is dangerous, so they risk their lives for the community, but
their reward is unpopularity and stigmatization. The central elements
of police culture are having a sense of mission, solidarity, danger and
sacrifice, cynicism, the rule of silence, rough justice and just desserts,
social isolation and routinization (Chan, 1999; Punch, 2009). Police see
the ‘brotherhood’ as a central part of their life and identity.

Police corruption is often excused as being one or a few ‘bad apples’
within an organization. But this view is being replaced by a notion of a
‘bad barrel after the record number of large corruption networks discov-
ered over the last few decades. A pattern of corrupt behaviour becomes
ingrained in a police pattern of socialization (Barker and Carter, 1991);
the corruption may begin with a few individuals but expands as more
and more officers become involved as a result of the need to fit in with
the brotherhood (Porter and Warrender, 2009). Thus ‘police culture
fosters corruption’ (Punch, 2009, p. 19). Part of this police culture is
the code of silence: never informing on another police or even lying for
another officer (Kleinig, 1996). An officer who breaks this code can suffer
threats, ostracism, damage to personal property, malicious rumour and
even violence (Reiner, 1992). The code of silence hinders the reporting of
misconduct and corruption (Dean, Bell and Lauchs, 2010; Carter 1997).
Essentially it must be accepted that the pressure of fitting in can push
someone down the self-rationalizing slippery slope (Baumeister and
Leary, 1995; Punch, 2009).

Another aspect of this culture is leadership. A police officer’s incen-
tives or rewards depend on the incentives provided by the leaders in the
organization (Myerson, 2011). Some officers have been more inclined to
escalate their career prospects by engaging in corrupt acts in the hope
that they will be rewarded by their superiors. Thus there is a moral hazard
problem at the top leadership as agents must trust that their superiors
will judge their performance in a positive manner and will reward them
accordingly (Alchian and Demsetz, 1972).

Noble cause corruption occurs when a person tries to produce a just
outcome through unjust methods, for example police manipulating
evidence to ensure a conviction of a known offender (Punch, 2009).
Unlike monetary corruption, such as bribery, it is seen as a positive act
by perpetrators (Lauchs and Merrington, 2012). Nonetheless, this type of
corruption still leads to injustice through the prejudging of an accused
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by the investigators and the inability of this accused to have a fair trial.
Noble cause corruption demonstrates the moral hazard of seeking
convictions at all costs. Long-term rewards or incentives for not abus-
ing police power must outweigh the benefits gained from engaging in
corrupt activities (Myerson, 2011). In the case of noble cause corruption,
police are breaking the law to enforce it.

Police may participate in noble cause corruption even if they would
refuse to take a bribe (Fitzgerald, 1989; Herbert and Gilling, 2004). Thus
the reward they sought was job satisfaction. Police have noted that they
have no need for noble cause corruption when they are given the means
to obtain conclusive evidence through better powers and equipment.
But police have to accept that they may suffer from confirmation bias
(Nickerson, 1998); they may convince themselves of someone’s guilt,
pursue charges and ‘load up’ a person under an entirely incorrect pre-
sumption (Lauchs and Merrington, 2012).

Theories of corruption

As noted above, police culture can drive compliance. According to social
identity theory a group member usually takes on the beliefs and values
of the group, in part through the natural desire to be liked (Brown and
Abrams, 2003) and not cause social friction (Coady, 1996). Group mem-
bers emulate the ethics of their peers and prefer them, even over those
of direct authority figures (Granitz and Ward, 2001). Consequently, a
person feels they will ‘join in’ and act unethically rather than letting their
friends down (Beck, 1999; Grossman, 1995; Weber, Kurke, and Pentico,
2003).

Police can have a tendency to see themselves as the ‘white hats’ or good
guys in the community. As such they are susceptible to the two types of
‘moral distance’ punishment justification (showing the person is guilty of
a punishable/vengeful act), and the legal affirmation of legitimizing acting
against the punishable offender (Grossman, 1995). While this is literally
true there is a danger that entire groups, rather than offending individu-
als, are depicted as ‘malicious, alien forces intruding on the world of well-
meaning, unsuspecting, virtuous people’ (Baumeister, 1997, p. 89). These
concepts are especially useful in justifying noble cause corruption.

People can also partake in corruption through changes in their
lifestyle. According to life-course criminality studies of offenders, a
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criminal career begins with offending as a youth and ends with either
desistence from crime or the continuation into offending as an adult.
Crime reaches a peak between the ages of 15 and 17 and then usually
declines (Gottfredson and Hirschi, 1990). According to Moftitt (Moffitt,
1997; Nagin, Farrington, and Moffitt, 1995), offenders are either adoles-
cence limited offenders (who confine their offending to adolescence) or
life-course persistent offenders (who remain active in crime throughout
their lives). These studies contain three presumptions:

» adult offending is a progression from offending as a youth

» offenders possess latent traits, that is, persistent offending occurs
because something is wrong with the offender, such as low
self-control or weak ties with the community (Caspi et al., 1994;
Gottfredson and Hirschi, 1990; Nagin and Farrington, 1992)

» an offender will reduce or cease offending once they have a job or
are married and, thus, are part of the community (Gottfredson
and Hirschi, 1990; Laub and Sampson, 2003; Sampson, Laub, and
Wimer, 2006).

However, most white-collar criminals do not have prior criminal records
as juveniles before they commence offending as adults (Piquero and
Benson, 2004, p. 156). They are adult onset offenders:

» they commence offending in their adult years, having never
offended as children

» they generally do not grow up in socially disadvantaged
environments, thus they grow up integrated into the community
rather than being marginalized (Piquero and Benson, 2004)

» offending in white-collar crime takes place late in life, when life-
course studies say offending should taper off (Piquero and Benson,
2004)

» many white-collar offenders are married and employed, thus
socially integrated — circumstances which life-course criminality
suggests should reduce or cease offending.

Like white-collar criminals, police officers fall outside of the standard
life-course criminality model. They could not enter the police force
with a prior criminal record. They are no more likely than anyone else
to grow up in a socially disadvantaged environment. Most are married
and all are employed at the core of social control, thus they have strong
social ties. At least in Western countries police are reasonably well paid
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and there are no indications of financial hardship or trauma to motivate
their criminal activity. Under the life-course criminality thesis police
offending should not occur.

White-collar crime seems to be driven by life events combined with
the opportunity to commit crimes that did not exist earlier in the life of
the offender. This is similar to the social opportunity structure of organized
criminals (Kleemans and de Poot, 2008). According to Dutch studies
there are a number of indicators of organized crime activity (Kleemans
and de Poot, 2008):

» organized criminals do not commence offending until they have
social ties to give them access to profitable criminal opportunities

» the complex nature of offending requires that they have suitable
co-offenders available to them before they can commit their crimes

» they commence offending through an opportunity that arises
from their legitimate occupation rather than proactively seeking
involvement with the illicit community (Kleemans and de Poot,
2008).

Thus adult onset offenders in the Dutch studies have a propensity to
commit crime but do not do so until they enter a scenario that makes
criminal activity both possible and profitable.

Dutch studies found that offenders shared characteristics in their
legitimate jobs:

» their job role kept them mobile in the community

» they operated independently

» they had social jobs that allowed for interaction with potential
co-offenders, in other words they had ‘embeddedness of criminal
activity in work relations” (Kleemans and Van de Bunt, 2008,

p- 189).

Significantly, they also found that offenders developed a strong culture
and maintained a ‘wall of silence’ (Kleemans and Van de Bunt, 2008).

The previous discussion of police culture matches many of the findings
of the Dutch studies. Police have many opportunities to participate in
illicit activity in the course of their normal work. They tend to be mobile
in the community, work fairly independently and work closely with the
criminal community. Given that police corruption is an example of adult
onset offending we should use this information to help target potential
corrupt activity.
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Neutralization

Another association with white-collar crime is the reliance on neutraliza-
tion, or rationalizing one’s actions to justify illicit behaviour (Sykes and
Matza, 1957). Mars (1994) describes neutralization as rituals which
allow a person to separate their persona into one which is compliant
with social norms as an employee or businessperson and another which
allows covert offending. These two personalities can operate independ-
ently. This division can be supported by organizational culture; often
a person is simply replicating a split personality being operated by, or
in collusion with, all their co-workers. These rituals of neutralization
include denial that injury was actually caused to anyone else, denial of
personal responsibility for the negative outcomes from their actions
and/or a higher justification for the action which overrides the otherwise
negative social norms that apply.

Corruption networks

Social networks form naturally through social interaction when there
are ongoing exchanges from which trust, mutuality and reciprocity are
developed. The network members form common norms maintained
through peer pressure, social approval and sanction (stigma), which
tends to bind individuals to a collective unit or a form of ‘social organi-
zation’ (Kooiman, 1993). Social networks have been studied extensively
in business and society (Castells, 1996). However, as a number of
theorists have stressed (O’Toole and Meier, 2004; Raab and Milward,
2003; Milward and Raab, 2006), networks do not always function in
the public interest and exist in the illicit economy and underground
criminal community. Granovetter (1992, p. 45) points out that networks
can create their own norms at odds with the outside world to the point
where they become a ‘law unto themselves, and see illegal activities as
justifiable and use the group structure and culture to protect their illicit
activity. Thus, Raab and Milward (2003, p. 5) argue that networks can
possess either ‘bright” or ‘dark’ properties. They can be ‘dark’ when they
are both covert and illegal as opposed to bright networks which operate
legally in public view. Bright networks can also have a dark side, where
the network achievements can come at the cost of other individuals or
groups (Portes, 1997; Keast and Brown, 2002; O’ Toole and Meier, 2004;
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Raab and Milward, 2003). However, this chapter focuses on the dark,
criminal networks.

Criminal, drug trafficking, terrorist and corrupt police networks are
dark. Dark networks exhibit varying degrees of ‘darkness. For example,
at the darkest end of the spectrum would be a paedophile network which
wishes to operate completely outside the gaze of the public. Slightly less
dark is a drug dealing network which operates outside the observation
of the general public and law enforcement, yet still needs to be found
by customers. A terrorist network thrives on publicity of its cause and
actions but its membership and management are cloaked in secrecy. A
police corruption network falls to the darker range of the scale. It exists
secretly within a public agency, the police force, yet it strives to keep
its operations completely hidden from view while disguising the illicit
operations of the people who pay bribes for its service.

Studying social networks is particularly useful for understanding
corruption networks. There is an increasing amount of research into
organized crime networks (Morselli, 2009). Most of this relates to how
the network is structured and the relationship types within the structure,
such as the role of brokers, the entrepreneurs of the illicit economy who
bridge the gaps between different networks (Morselli, 2001; Coles, 2001;
Kaza, Daning and Hsinchun, 2007).

Police corruption networks are dark networks:

» They rely on the informal relationships that arise from
membership of the police force rather than the official
hierarchy of the force or its operational systems. The corrupt
network is built on an ad hoc basis, based on close and clandestine
relationships.

» Corrupt officers rely on their guise as the force and their
relationships to, and positions within, the formal hierarchy and
system to provide resources, opportunity and power to exploit
those outside the system. For example, a corrupt officer can travel
within the criminal world as a police officer and use their police
powers as coercive tools and the agency’s resources to support their
corrupt activities.

» Police culture is known for rules of silence, solidarity, cynicism
and exclusivity (Chan, 1999; Punch, 2009). The survival of the dark
network relies in part on its connection to the police subculture of
silence that privileges loyalty over integrity.
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Networks can build resilience — the capacity to survive environmental
change and direct attack — into their processes and structures to protect
themselves against change. For example, the resilience of an organized
crime group is its ability to continue its operations through a changing
market and the attacks of both competitors and police. Usually criminal
networks survive by staying out of sight and reduce their visibility either
through small size or looser structures (Bouchard, 2007). Visibility to
the community may not be a weakness in itself but it increases the likeli-
hood of investigation. Visibility can occur in two ways:

1 A large, formal network will be more visible to outsiders than a
small, loose network.

2 A central person in the network, someone with many connections
and power, will be more visible than someone associated with a
smaller range of activity.

Dark networks must follow certain steps to establish the network
(Milward and Raab, 2003):

They must find enough people for the network.
They must train their members.

3 'There must be an external driver — a demand - for the creation of
the network such as the need to provide an illicit service.

4 'The network then grows as new members are encouraged to join.

According to Williams (2001) some networks defend themselves by
developing buffers at the periphery to protect the core from police
investigation. The low-ranked members do the high-profile criminal
work whilst the core members keep such activity at arm’s length to
ensure deniability of any criminal action and to reduce their visibility
to observers outside the network. Thus the network leadership may not
be at the core. Carley, Lee and Krackhardt (2002) demonstrate that the
leaders may not have the most contacts in the network; a leader may
only communicate with one lieutenant who then interacts with agents
and allies. In such a group the leader is protected by the more central
decoy should law enforcement make assumptions about targeting group
members based on centrality. This is the style of operation which is tar-
geted by the Racketeer Influenced and Corrupt Organizations (RICO)
legislation (Williams, 2001). A network may also be compartmentalized,
like Al Qaida, so that the loss of one cell does not bring down the entire
network.
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Networks can also be resilient through a system of redundancy where
removing one person may not destroy the network if that person can be
replaced by a new person equipped to fill that role (Carley et al., 2002).

There are three indicators of destabilization:

1 A reduction in the rate of information flow in the network.

2 A failure/destruction or significant slowing down of the decision-
making process.

3 A reduction in operational effectiveness — the ability to conduct its
tasks (Carley et al., 2002).

That disruption can occur through law enforcement and the network
must adapt. Milward and Raab identified three alternative criteria of
resilience (Carley et al., 2002):

Members need to have character traits that support the network.
2 Members have to be able to trust each other.

The network is more resilient if it has connectivity robustness: the

ability to respond to and recover from losses of critical people.

Bouchard (2007) used environmental studies of resilience to develop a
list of characteristics which are useful in determining network resilience:
vulnerability — the likelihood of damage from a specific type of attack;
elasticity — the system’s ability to return to its original state after taking
damage; and the networK’s adaptive capacity — its ability to change to
reduce its vulnerability. We can therefore conclude that resilient dark
networks are not large, so they avoid attention, and have a low centrality
(defined by Keast et al. (2011) as the degree to which network activity is
centred on a few individuals).

Reputation

Trust is essential for networks to work effectively and can only be meas-
ured by reputation. Large networks are made up of a heterogeneous col-
lection of small groups of homogenous members. The small homogenous
groups are closed networks of people with strong relationships who share
the same interest and the same information (Burt, 2005). Members share
information about the reputation of other members and group members’
expectations of the person’s future performance based on his or her past
performance within the group. Also, a good reputation is built by emu-
lating behaviour that reflects the group’s norms; norms which are built
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up over the social history of the group. If a member of the group does
not know a potential working partner they can obtain a reliable assess-
ment of the person’s trustworthiness, work ethic and commitment to the
group’s shared values by seeking the opinions of other group members
(von Lampe, 2004). Thus gossip within a network allows a person to
obtain a sufficient assessment of another group member’s reputation to
decide whether they are trustworthy.

Trust is reliant on having a good reputation and the network success
relies on trust (Burt, 2005). This is especially important to underworld
operators as criminals need to avoid conflict with their illicit partners
because they do not have recourse to the mainstream legal system
to enforce contracts or otherwise seek legal arbitration (Haller, 1990;
Morselli, 2001). Reuter and Haaga (1989, p. 36) found that being “a good
businessman” was a term of praise, occasionally contrasted with exces-
sively flamboyant and unstable characters, heavy users, and addicts,
who would lose track of their accounts, miss appointments, and dip into
their inventories. Thus trust, as communicated by a good reputation, is a
desirable component of a successful illicit career.

A police agency is also a trust-based organization in which members
build trust by working together in dangerous and even life-threatening
circumstances that weed out the untrustworthy. Groups may even
develop their own criteria for trust; for example the Australian New
South Wales Commonwealth Investigations Branch (CIB) mantra was
‘you never trust a man that doesn’t drink’ (Padraic, 2005, p. 19). The
success of a new member of a squad may depend on participation in
corruption; they will not be trusted unless they can develop a reputation
for participation in graft and reliability to follow the code of silence. An
untrusted member of the squad can suffer marginalization (Caccioloa,
2009; Jones and Carlson, 2004). With the prospect of belonging and
gaining a highly regarded reputation and therefore trust from the fellow
corrupt officers, it must be noted how far this viewpoint could potentially
push an individual into attaining and retaining membership.

Brokerage

Activity in networks depends on locations/relations of players within
the networks more than the personalities of the members of the network
(Burt, 1992). Groups are connected by individuals who communicate
and have relationships with members of more than one group. These bro-
kers are in a position to pass information, arbiter disputes and negotiate

DOTI: 10.1057/9781137333797



Corruption 41

cooperation between the groups. For example, a broker in a police cor-
ruption network would link illicit operators with police and channel
the demand for protection from law enforcement and its supply from
a covert group within the police. Very importantly, in dark networks
the broker is able to communicate reputations (Burt, 2005). Also, dark
network participants need to communicate covertly that they can be
trusted to keep the group’s secrets and that they have the necessary skills
the group needs (Gambetta, 2009). This places the broker in a position
of significant power as a controller of knowledge and also a position of
leverage in being able to play off his exclusive connections. However,
this is also a point of vulnerability for a network as the loss of a broker
with exclusive knowledge can mean that the network no longer func-
tions. Also, the broker becomes an important target for policing agencies
wishing to both disrupt a network and obtain access to the exclusive
knowledge held by the broker.

Police corruption networks

It would be reasonable to assume that the structure of the police organi-
zation directly affects the career path of a corrupt police officer. But
Lauchs et al. (2011) established that, at least in one network, there was no
relationship between agency hierarchy and authority within the corrup-
tion network.

According to Reuter and Haaga (1989) capital of a criminal enterprise
consists of the inventory in hand (because of the fast turn-over of trans-
actions) and the goodwill of the entrepreneur. In their study of the drug
trafficking industry they said that resilience was not necessary. These
findings do not apply to police; they have a monopoly over policing
powers with no competition other than that provided by other police.
This monopoly is permanent even though the individuals involved
change over time. Also, the police are geographically bound; that is, they
cannot extend their power beyond their operational jurisdiction. Thus,
while criminals are flexible, ephemeral and mobile, police are fixed in a
hierarchy, resilient and restrained to a locale.

Corruption operates in layers: the illicit operators seeking protection,
the vice police who can provide that protection, and the senior police
who can protect the corrupt police. Thus there are multiple opportuni-
ties for brokerage (Lauchs, 2012).
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Corrupt networks are very hard to identify and infiltrate. An exam-
ple of a closed network is the corruption network known as the Joke,
which operated in the Queensland Licensing Branch, and which was
investigated as part of the Fitzgerald Inquiry into police corruption in
Queensland, Australia, in the 1980s. This network operated for at least
four decades providing protection to illegal gambling and bookmaking
operations. Members came and went from the network over its life, but
the network retained an internal culture which ensured its continued
operation. The members shared values about the nature of their illegal
activity, the manner of distribution of bribes and the need to provide
mutual support. New members entered the network through trusted
connections and had to build their own reputation within the network
(Lauchs and Staines, 2012).

So what can we learn about police culture and corruption which can
help us in the investigation of corruption?

1 Anti-corruption agencies should extend their gaze beyond
uniformed officers to those they socialize with and/or used to serve
with who can broker arrangements with illegal operators.

2 A person with a reputation for reliable corrupt activity will develop
connections to other corrupt actors.

3 Criminal brokers are looking for opportunities for monopolies so
we should uncover the people who control those monopolies, both
within and outside of government agencies.

4 Immobility caused by the geographic boundaries of police
operations has the potential to make corrupt police more
vulnerable to detection.

Corruption in other fields

While police corruption has received the most attention both in public
debate and in this chapter, it is not the only type of corruption that takes
place. Corruption can also occur in any area of public service and also
in the private sector, although the latter is more generally discussed as
white-collar crime (Sutherland, 1949). Corruption is a form of white-
collar crime but both issues tend to be separately addressed in research.
Corruption in the public sector can be broken into two areas: corruption
by politicians and corruption by government employees. Both types take
slightly different forms in practice.
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Corruption by politicians relates to their role as agents of the voting
public. They are charged with representing the public in parliamentary
bodies and, in the Westminster system, carrying out the executive
functions of government as ministers. As such their potential for cor-
ruption involves the sale of favours for decisions and patronage. Under
a Westminster system the non-ministerial members of parliament have
limited power. They may lobby for an idea and vote in parliament but
they are not ‘decision-makers’ per se. In nations like Australia and New
Zealand (NZ) the strength of party discipline (the necessity to vote in
accordance with the party line) further restricts the ability of backbench-
ers to make decisions. Similarly, they do not have the ability to appoint
people to positions in the government (a power limited to the ministe-
rial ranks) so they do not have extensive powers of patronage. They can
only obtain these powers in the horse-trading of political manoeuvring
within their party ranks. Therefore, backbenchers do not have much that
they can sell in the illicit market for corruption.

Conversely, ministers are in the opposite position. They are decision-
makers independent of parliament, often with exclusive power to make
decisions under pieces of legislation that belong to their portfolio. These
decisions can be as mundane as registering an insect as a pest, up to
awarding multi-million dollar contracts. They also have the power of
patronage, being able to appoint to positions at many levels of govern-
ment within their portfolio. This can include government employees
within a department, to heads of independent agencies and government
boards. Thus ministers are quite marketable.

In a presidential system the power of individuals is different.
Individual members of Congress are not bound by party discipline, giv-
ing them much more marketable status. They also have access to a strong
independent committee positions that can provide further opportunities
to influence policy outcomes. However, the most power is held by the
executive as president or, at a state level, governor. As an example, Huey
Long was Governor of Louisiana from 1929 to 1932. In that short period
he developed a system of graft through which he had total control over
government appointments and decision-making to a totalitarian degree.
He also ‘milked’ the public and private sectors for many millions of
dollars. Long acted like an organized crime figure, extorting outcomes
rather than simply selling an illicit service (Folsom, 2010).

Government employees can also sell their services. Many public offi-
cials have exclusive decision-making or decision-influencing powers,
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very similar to those of police officers. The bureaucracy is set up to
intervene in public affairs and the ‘red tape’ is designed to act as a
barrier to progress, so that action cannot be taken until government
scrutiny has occurred. However, this red tape also provides an oppor-
tunity for corruption (Guriev, 2004). Any officer with an inspection
role, whether it be health inspection, building approvals or any other
form of small-scale approval at a community level is a small target
and in an easy position to extort or agree to graft. A person such as a
parking inspector generally works independently with limited supervi-
sion. There is no record of them failing to make a decision, such as the
failure to book an illegally parked vehicle - thus they have a power
they can sell. Similar activity can take place at any low-level decision-
making position (Bertrand et al., 2007). At higher levels of decision-
making there are greater levels of accountability and there is also a link
between the scrutiny of a free press and the reduction of corruption
(Brunetti and Weder, 2003). But this has not stopped the occurence
of corruption; it just makes the operation of a corrupt practice riskier.
However, corruption becomes easier when supervision is lax and when
the payoffs are high. Local government areas around the world tend
to receive far less media attention than either state/provincial govern-
ments or national governments. As such, they have the potential to be
able to act in an illicit manner with greater chance of success. They also
combine decision-making powers which can enrich members of the
private sector, for example approvals for buildings and other construc-
tion (ICAC, 2008).

The earlier discussions about networks of corruption still apply to the
government sector. The level of networks varies with the circumstances of
the decision-making and the necessity for coordination. A single officer
working on his own could take routine payments without the need for
an intermediary: ‘taking the pad’ (Punch, 2009). Conversely, it may be
necessary to share money with fellow officers and supervisors to ensure
the individual is protected. In some cases, independent brokers work
between the public and the bureaucrats to arrange graft. They have the
connections to known corrupt officials that the public do not, thus they
can act as a service provider by selling the services of the officials who
protect themselves by not directly dealing with the public. These brokers
can also sell their skill in graft by not only ensuring provision of an illicit
decision but doing so in a much more timely manner than a member of
the public could achieve on their own (Bertrand et al., 2007).
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At the level of high-political office, politicians, like Huey Long, can
use their power of patronage to build a mutually supporting network
of corrupt officials. They can appoint compatriots to key positions to
ensure that there is no independent scrutiny and that there is no avenue
of redress for those aggrieved by the corruption. Politicians have the
added advantage of being able to sell a service to the media. The 4th
Estate, as the independent media are known to, relies on politicians for
information when preparing stories about politics. Politicians can trade
this information for support both licit and illicit. Modern politicians also
have media advisors who are paid significantly more than members of
the media working for news agencies. The patronage of appointment
to these positions can be a great temptation for an ambitious reporter
working in political journalism. At a more strategic level, the Fitzgerald
Inquiry noted the undue influence the Queensland Government could
have over the local press through the decision of which outlet to place
government advertising. This very lucrative income source can be used
to leverage positive reporting about government activity (Fitzgerald,

1989).

Chapter summary

Corruption can occur in any environment — the police force and public
service being no exception. This chapter looked specifically at police
corruption, touching on other forms of corruption such as corruption by
politicians and government employees, considering the different forms
of corruption and why and how corruption can occur and the theories
surrounding it. An important aspect of corruption is that it usually
occurs within a supportive culture. This culture validates the otherwise
illegal activity and provides a rationalization that alleviates the guilt of
new members/participants. Police forces are marginalized from society
and develop a culture based on their exclusion from the mainstream; an
‘us versus them’ culture. One aspect of this culture can cushion police
officers from the normalizing influences of society and allow them to
cause harm to the community, through corrupt behaviour, without the
social restraints that would apply to other professions. This is exacer-
bated by the police career path matching the characteristics of adult
onset offending: an ability to work relatively unsupervised and mix with
negative influences within the community.
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Network analysis is a powerful mechanism for understanding cor-
ruption networks. As such, this chapter examined the notion of ‘dark’
networks and police corruption networks specifically. Networks that
operate outside of public scrutiny - dark networks — have benefits and
disadvantages that shape their structure. Their clandestine operation
provides some protection from investigation, but the same secre-
tive behaviour makes it difficult for the group to operate efficiently.
Knowledge can only be passed through trusted hands and members
rely on the reputations of others to find useful and reliable connections.
Brokers between groups are key to the network operation. They have the
power of exclusive knowledge, but the retention of that exclusivity makes
the network vulnerable should they be removed, and also makes them
useful targets for law enforcement who want to disrupt the network.

The following chapter investigates the various policing methodologies
used in the context of TOC and corruption.
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Abstract: This chapter reviews the current policing systems,
processes and practices that underpin both tactical and
strategic responses to transnational organized crime (TOC)
by contemporary and progressive law enforcement agencies.
It shows that whilst the methodologies of traditional,

} problem-orientated, community and computer statistics
policing possess their own unique strengths, they all lack
the ability to effectively combat TOC. Reviewing the
literature, the chapter illustrates that the proactive nature
of intelligence-led policing (ILP) is the most beneficial
framework that can fight criminal enterprises and support
communication interception technology (CIT).

Congram, Mitchell, Peter Bell, and Mark Lauchs.
Policing Transnational Organized Crime and Corruption:
Exploring the Role of Communication Interception
Technology. Basingstoke: Palgrave Macmillan, 2013.
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Models of policing

Integral to the success of any law enforcement agency (LEA) is their
grounding within a methodology that guides their operating parameters,
capabilities and strategies to effectively combat and reduce criminal
activity. In an ever changing world driven by a media-fuelled obsession
of demanding best practice in crime reduction, policing methodologies
have developed into their own research niche as attempts to develop a
‘perfect solution’ come and go. Ratcliffe (2008a, b) and Weisburd and
Eck (2004) contend that the primary methodologies of LEAs can be
broken into five models: Traditional Policing, Community-Orientated
Policing, Problem-Orientated Policing, Computer Statistics and Intelligence-
led Policing.

These five models each have their own distinct concepts of strategic
goals and possess their own strengths and weaknesses. This chapter
examines these approaches and identifies the current development of
Intelligence-Led Policing (ILP) as the methodology of choice for the 21st
century.

Traditional model

Weisburd and Eck (2004, p. 44) argue that the traditional model of policing
can be seen as a ‘one size fits all’ arsenal of reactive strategies to suppress
crime regardless of the nature, level or other variations of crime within the
jurisdiction. These strategies include rapid response to callouts, random
community patrols, generally applied follow-up investigations and occa-
sional intensive enforcement and arrest policies (Weisburd and Eck, 2004).
This notion is supported by Eck and Rosenbaum (1994) and Conser et al.
(2005) who argue that traditional policing has four primary functions: to
control crime, provide immediate response, arrest and serve justice, and
provide ‘non-emergency’ services. These functions mimic the ideals put
forward by Weisburd and Eck (2004) in that the model relies solely on
law enforcement powers to prevent crime (Conser et al., 2005; Eck and
Rosenbaum, 1994). Subsequently, Goldstein (1987) and Ratcliffe (2008b)
both argue that the primary drawback with this methodology is that this
‘enforcing the law’ attitude results in a distinct ineffectiveness in promot-
ing long-term crime control, arguably because of its use as a reactive tactic
rather than a proactive strategy (Ratcliffe, 2008a; Goldstein, 1987).
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It should be noted, however, that the literature presenting arguments
made against the methodology contain a source of bias, resulting from
their primary objective to provide support for an alternate policing
methodology, with Ratcliffe (2008b) promoting ILP and Goldstein
(Goldstein, 1987) both community-orientated and problem-orientated
policing. There is also a distinct lack of empirical evidence or explana-
tion supporting the reasoning for successes of the traditional model.
Indeed Weisburd and Eck (2004) through their own research have
found there is a significant lack of evidence to support any of the
notions of traditional policing effectiveness, and that which does exist
is weak at best.

Community-orientated policing

Community-orientated policing, or COP, is grounded in the notion
that through community interaction and support, crime and fear
of crime can be controlled. Police act in a role as a facilitator within
the community as they establish a balance between police duties and
community responsibilities. Contact with the community as a means
of establishing why crime is occurring, rather than a simple response
to calls for service, is promoted as a fundamental purpose of COP
(Goldstein, 1987). Through this use of involvement and report, agen-
cies can alter their priorities and direct their responses to issues and
problems identified by the community. Ratcliffe (2008b) claims that,
whilst rarely articulated, the primary purpose of community polic-
ing, however, is to increase police legitimacy in neighbourhoods
that have lost confidence with police. Through the increase of police
legitimacy and subsequent community satisfaction, theoretically there
can be a decrease in crime (Ratcliffe, 2008b). In their own review of
COP research, however, Adams, Rohe and Arcury (2002) and Eck and
Rosenbaum (1994) argue that there is a clear lack of clarity as to what
exactly passes as community policing, and that the benefits and impact
COP has on crime (in contrast to traditional policing) have been mixed
during research evaluation. To further impair the reputation of COP as
a viable policing methodology there is significant disagreement as to
what actually constitutes and defines community policing; this makes
evaluation difficult but adoption and proclaimed use by an LEA easy
(Ratcliffe, 2008b).
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Problem-orientated policing

Problem-orientated policing, or POP, is an approach that involves the
examination and analysis of clustered incidents to determine an under-
lying cause of crime and implement a strategy specifically designed
to address the problem. POP focuses on the use of new preventative
responses that specifically engages the wider community when there is
potential for their contribution to result in the reduction of the prob-
lem (Goldstein, 1990; Centre for Problem Oriented Policing, 2009).
This approach is similar to the strategy of situational crime prevention,
as ideally the ultimate goal of policing is not simply to enforce the law
but to deal with identified problems effectively by preventing them
from occurring or reoccurring in the first place (Goldstein in Scott,
2000). However, as a policing methodology, and unlike situational
crime prevention, POP guides the whole doctrine of an LEA in crime
prevention, rather than as a singular part of an LEA’s policy.

John and Maguire (2003) and Braga and Weisburd (2006) note though
that there is a clear structural difficulty in implementing POP and trans-
forming it from rhetoric to a practical approach, with an evaluation of
numerous studies indicating a disconnect from POP’s articulated aims
and the realistic practices of LEAs.

Computer statistics

Computer statistics, or COMPSTAT, is a management philosophy that
utilizes geographical information systems for crime mapping to identify
problems and approach crime reduction and resource management in
line with the relevant problem areas. Accountability of police manage-
ment is addressed by their requirement to demonstrate a reduction of
crime in their relevant area, and appropriately justify any increases.
Due to the primary focus on statistics, critics such as Weisburd et al.
(2003) and Manning (2005) have claimed that the effectiveness of any
COMPSTAT programme is minimal due to the ability to misconstrue
data to read in a positive light, and the subsequent ability to greatly
under-represent crime. Criticism further extends with Manning (2005)
claiming that COMPSTAT goes so far as to regenerate and reinforce
the hierarchical and methodological guides of the traditional policing
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method, a structure that COMPSTAT along with COP and POP were
designed to eradicate.

A common factor, and subsequently a negative consequence, pre-
sented in these four methodologies is their specific focus only on the
local area. Rapid and significant changes on a global scale have also
changed the criminal environment, and whilst these methodologies may
be appropriate for addressing localized and ‘minor’ crimes, they fail to
possess the qualities required within a methodology to address the more
serious threat of transnational organized crime (TOC). The nature, com-
plexity and volume of criminal challenges now faced by LEAs require
a fundamental shift in their methodologies and approaches (Ratcliffe,
2003; Ratcliffe, 2008b, 2008a; Ratcliffe and Sheptycki, 2009). Whilst over
the past two decades there has been a noticeable shift in the culture and
strategies of policing organizations within most, if not all, Australian
LEAs towards using a more proactive policing approach for tackling
all forms of criminal activity, the traditional reactive model of policing
still exists as the primary methodology (Chan, 1997; Ratcliffe, 2008a).
This has been precipitated by the increasing sophistication of criminal
enterprises, which has made it imperative to work towards the disrup-
tion and demolition of the network structures instead of merely arrest-
ing individual criminals within these organized groups (Robertson,1997;
Wardlaw and Boughton, 2006). The attempts to break-up criminal
networks will fail to be effective until all available information is devel-
oped, analysed and transformed into an intelligence product suitable for
use by law enforcement personnel. As such, a truly proactive strategy
requires a complete alteration in the manner in which both agencies and
governments deal with crime. In order to achieve these results, there
needs to be a shift within the law enforcement environment that views
intelligence as a precondition to effective policing, rather than as a sup-
plement. As Wardlaw and Boughton (2006, p. 135) assert, this requires
the adoption of wider definitions and understanding of concepts such as
‘information; ‘intelligence sources, ‘partners’ and ‘clients.

Intelligence has always been associated with the ‘spook’ mentality of
keeping secrets, reinforced by the limitations on what can be shared,
with whom and when, coupled with agency competition and culture.
Henceforth, to encourage this proactive change there is a need to break
down these intelligence ‘obstacles’ as LEAs enter the new era of the ILP
methodology (Wardlaw and Boughton, 2006, p. 135).
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Intelligence-led policing

Whilst the use of intelligence has been common practice within the mili-
tary arena for centuries its application as a proactive, rather than a reac-
tive, strategy within Australian LEAs is still a relatively new concept. It is
no surprise when it is noted that the policing environment has changed
significantly over the past two decades, and the traditional methodolo-
gies of crime as a solely localized threat has been turned upside down
(Robertson, 1997). Where there has been a change and increase in politi-
cal, economic and social globalization, the face and nature of crime has
changed with it. Criminals can now not only move at will and at relative
ease and cost, both within and between countries, they can communi-
cate instantaneously across the world. So too, criminal activities can now
occur at a location far removed from that of its perpetrator (Robertson,
1997).

ILP has no universally accepted definition; however, it is identified by
the core idea that policing, from tactical to strategic levels and beyond to
government policy, should be informed by relevant and actionable intel-
ligence analysis. It is developed as a model that uses intelligence to guide
and shape policy, strategy and operations, rather than simply solving
or supporting singular investigations (Wardlaw and Boughton, 2006).
Ratcliffe (2002, 2003, 20084, b, ¢), a leading authority in the area of ILP,
has developed a range of criteria allowing for an appropriate definition:

Intelligence-Led Policing is a business model and managerial centred
philosophy where data analysis and crime intelligence are pivotal to an
objective, top-down decision-making framework that facilitates crime and
problem reduction. It is proactive and informant and surveillance-focused
with heightened attention directed toward recidivists and serious crime
offenders, and it provides a central crime intelligence mechanism to facili-
tate objective decision-making and disrupt and prevent crime. (Ratcliffe,
2002, 2003, 20084, b, ¢; Ratcliffe and Guidetti, 2008, p. 112)

During the mid-1990s the United Kingdom (UK) introduced a National
Intelligence Model (NIM) following several reports by the Audit
Commission. The NIM sought to bring intelligence to the forefront of
policing objectives, which would lead the way in subsequent strategic
and tactical decisions regarding who and what to target.

The NIM framework provided a means for both policy leaders and
law enforcement management to use a methodology that would guide
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their approach to a problem and allow them to devise an appropriate
and properly prioritized strategy that would produce a successful out-
come (Flood and Gasper, 2009, pp. 51-53). Flood and Gasper (2009)
argue that the model provides police management with the ability to not
only understand but further anticipate the threats and risks across the
domain of public safety, as it has provided a model for the whole busi-
ness of policing.

Of all the policing methodologies ILP is uniquely positioned to effec-
tively combat TOC. The UK’s Serious Organised Crime Agency (SOCA)
(SOCA, 2006) argues that the majority of current LEAs are structured
for bureaucratic efficiency. The operational focus is on individual crime
types to satisfy the priorities and objectives of a government led by the
media advancing community concern. Conversely, criminal enterprises
rarely think or deal in terms of isolated and singular crime areas. Instead,
they simply see the opportunities available to them for making money if
they possess the relevant criminal capability, and frequently amalgamate
crime types into their enterprise as a means of maximizing profits whilst
ideally minimizing detection (Serious Organised Crime Agency, 2006,
p- 15; Flood and Gasper, 2009, p. 57).

The UK’s Audit Commission (1993) noted that the targeting of known
and recidivist offenders, criminal leaders and criminal innovators is the
cornerstone of any proactive policing model. A central precept of the
ILP methodology is to focus on the prolific and persistent offenders who
commit a majority of the crime with the requirement to ‘tackle and inca-
pacitate’ the primary offenders of serious crime (Flood, 2004; Flood and
Gasper, 2009, p. 51; Ratcliffe, 2008b, p. 167). Through the development
of an ILP grounded system the ability to manage this criminality can
be identified. As Flood and Gasper (2009) note, the primary difficulty
that LEAs face is simply trying to visualize and understand the criminal
environment. They argue that whilst on the surface it is initially confus-
ing, chaotic, complex and ever changing in both its impact and char-
acter, there always remains an area that is stable and enduring (Flood
and Gasper, 2009). It is the identification of this area by the collection,
collation and analysis of data, and subsequent development of intel-
ligence, that allows the development of a clearer understanding of what
once appeared complex and haphazard, and reveals a systematic and
comprehensible environment. This understanding enables the basis for a
‘highly impactive strategy’ that can, at the very least, provide a beneficial
starting point for dealing with the bigger picture. These requirements are
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answered by the ILP philosophy, characterizing it as the most suitable
methodology for combating TOC (Flood and Gasper, 2009).

Among the literature there is a clear acknowledgement regarding the
current lack of evaluation of ILP, along with a requirement for additional
research and development of a model of best practice for the implemen-
tation of ILP into new jurisdictions (Ratcliffe, 2002, 2008a). This is in
part due to the difficulty of effectively evaluating a business model and,
as stated by Keelty (2004, p. 11), the impact of intelligence is ‘notoriously
difficult to measure. Within Australia the use and slow integration of
ILP has been used with limited, and in some cases flawed, evaluation
of its effectiveness. Heldon (2009) and Ratcliffe (2008b) discuss the
effectiveness and limitations of Operation Anchorage, a short-term ILP
operation carried out by the Australian Federal Police (AFP) in response
to a spike in property crime in the Australian Capital Territory in 2001.
In line with ILP technique, over a four-month period, the operation tar-
geted known and recidivist offenders. Whilst the operation was deemed
effective following its closure, resulting in a 21% decrease in burglaries
combined with a residual effect lasting 45 weeks, its unsustainability
resulted from limited resources and high costs. This illustrates that ILP
cannot be implemented as a ‘secondary’ strategy used when seemingly
convenient. Heldon (2009), more importantly, argues that the operation
was flawed in its use of the ILP methodology. Whilst offender target-
ing was present, she (Heldon, 2009) notes that it failed to address the
underlying causal factors for increased property crime, and a primary
focus on tactical intelligence meant that the strategic and long-term ide-
als were forgotten. As such it is theorized that had the AFP embraced
ILP as a whole and addressed these underlying issues it is likely that a
more robust result could have been achieved (Heldon, 2009).

However, there is an apparent gap in the literature regarding ILP
relating to specific discussion of intelligence collection. Whilst Ratcliffe
(2008a, b) frequently encourages the use of covert means of intelligence
collection and briefly discusses the use of informants, he, along with
a multitude of existing literature, fails to examine the covert means in
depth. There is also an obvious disconnect in the literature between
the use of communication interception technology (CIT) and ILP as
a whole. This is evident in the work by Flood (2004) and Flood and
Gasper (2009), architects of the UK’s NIM. Any focus on these areas by
Ratcliffe (2008a, b), Flood (2004) and Flood and Gasper (2009) simply
reiterates previous bodies of literature that concentrate on the legislative
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and/or ethical and privacy constraints and limitations. Whether this is
simply due to the lack of literature that concerns the practical use of CIT,
however, remains to be seen.

It has well been documented that the key to combating TOC is a com-
prehensive, integrated global counter-strategy that involves the continual
cooperation, support and knowledge sharing of law enforcement and
intelligence agencies worldwide (Glenn, Gordon and Florescu, 2008). A
point that then resonates as a primary dilemma in this proclaimed ‘war
on transnational crime’ is that without intelligence the required case for
cooperation among countries and agencies cannot be made in the first
place; the priorities of the LEA cannot be identified and the threats posed
cannot be addressed. Flood and Gasper (2009) argue that the most dis-
ruptive and effective opportunities cannot be seized and the activities of
all the relevant agencies cannot be coordinated to best effect. Above all,
there is no way of knowing just how successful LEAs and governments
are in combating TOC.

Chapter summary

This chapter reviewed the current policing systems, processes and
practices that underpin both tactical and strategic responses to TOC by
contemporary and progressive LEAs. It has shown that whilst the meth-
odologies of traditional, problem-orientated, community and computer
statistics policing possess their own unique strengths, they all lack the
ability to effectively combat TOC. The literature has illustrated that the
proactive nature of ILP is the most beneficial framework that can fight
criminal enterprises and, as is discussed in the following section, will
support CIT appropriately.
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Anti-Corruption Models

Abstract: This chapter examines the techniques used to
investigate corrupt systems and dark networks, which

are, by their nature, hidden from view and must be
revealed through the gathering of intelligence. It reviews
the considerations to be examined in order to dismantle
entire networks including the structure of investigative
agencies. Illustrating that communication interception
technology (CIT) can be used on its own or in combination
with other strategies to gather information on the full
network, provide the evidence necessary to build a strategic
intelligence picture of the corrupt environment, and supply
evidence in criminal trials, the chapter confirms that CIT
provides significant opportunities for intelligence and
evidence gathering that otherwise are not available when
CIT powers are not accessible to investigators.

Congram, Mitchell, Peter Bell, and Mark Lauchs.
Policing Transnational Organized Crime and Corruption:
Exploring the Role of Communication Interception
Technology. Basingstoke: Palgrave Macmillan, 2013.
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This chapter analyses the strategies currently employed by law enforce-
ment organizations within Australia, New Zealand (NZ), Canada and
the United Kingdom (UK) to investigate corrupt systems and dark
networks.

The investigation of corruption depends on the structure of the cor-
ruption network. Simply approaching a problem and working it out as
you go along does not mean you will not be successful, as can be seen
in the famous Knapp Commission, an inquiry in the 1970s into police
corruption in New York that arose out of the allegations made by Frank
Serpico (Armstrong, 2012). A greater likelihood of success will come
from an understanding of the corruption process. Understanding the
process will also allow a considered application of communication
interception technology (CIT). Throughout this discussion there will be
a focus on corruption networks rather than simply corrupt individuals.
While not every corrupt official belongs to a network, CIT is more likely
to be used more extensively in the investigation of larger networks.

As was discussed in Chapter 3, corruption networks have particular
characteristics which can be used to target investigations.

Techniques can be both more difficult and easier when dealing with
small networks or individuals. If an individual police officer is corrupt
it will take particular forms. If it is a form of predator policing then it
is highly likely that, should the jurisdiction have a public complaints
system, the actions of the police officer will continually appear in com-
plaints. For example, in the mid-1990s the investigation into police cor-
ruption on the Gold Coast (Australia), named ‘Operation Tesco, began
with this initial targeting strategy:

A review of the complaints information disclosed that the names of persons
allegedly involved in corrupt drug activity reappear from time to time from
different sources and are said to be allegedly involved, either alone or in
combination with others whose names also tend to appear. (Carter, 1997)

An individual operator or small group does not have the necessary num-
bers to control the movement of information or to incorporate senior
officers who can provide protection. Thus a public complaints system is
an effective means of collating data on their activities. One rich source of
complaints will be drug dealers in competition with the police, or those
who have been aggrieved within their normal business relationships
with such officers.
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Conversely, an individual or small group participating in a form of cor-
ruption that is consensual will be very difficult to detect as no complaints
will be made. In Operation Tesco (CMC, 2011) investigations took place
into three officers who were involved in corrupt activity with friends. For
example one officer would share information from sensitive databases.
Whilst these cases were detected, the detection only happened after
a taskforce carried out blanket operations into corruption on the Gold
Coast — their activity had gone undetected for many years prior to this.

In a separate example, the Victorian Office of Police Integrity (OPI)
carried out investigations into the Armed Offenders Squad. The squad
had a disproportionate number of complaints made against it given the
type of branch and the exposure to a particular criminal demographic.
Visual electronic surveillance of interrogations carried out by this squad
demonstrated they were using violence on suspects; the OPI used its
power to compel answers. The squad members’ responses and those of
other witnesses were correlated with the video evidence and demonstrated
cultural issues such as ‘a willingness by at least some Squad members to
give false evidence on oath’ (Office of Police Integrity, 2008, p. 8).

However, integrity systems are not always effective against corrup-
tion. Becker and Stigler (1974) identify that the level of enforcement
will depend on a variety of factors. First is the degree of honesty of the
enforcers; thus the police who investigate the police may share the same
corruption. Also, some otherwise honest enforcers will condone ‘noble
cause’ corruption. Second is the structure of incentives to honesty; the
practice will continue if the perpetrators obtain greater rewards from
the act than the investigators do from successful investigation. Third,
it depends on the frequency and visibility of the violation; it is harder
to detect if it does not happen most of the time in a regular pattern.
Fourthly, crimes that do not produce an aggrieved victim, such as
bribery, are harder to detect. Noble cause corruption does produce an
aggrieved victim but they may not complain.

There are three considerations that need to be examined with a view
to ensuring the destruction of the network rather than simply the arrest
of an individual:

1 Who knows about the corruption?
2 What roles are played in the corruption network?
3 Who is the most valuable target of the interception?
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As a dark network very few people will be aware of corrupt activity:

The logical sources of information about corruption, not surprisingly, are
the people who know about it: Police officers, citizens, police organiza-
tions, and investigative agencies. The pivotal question...is what motiva-
tion would someone have to publicly reveal such information, be they a
participant in a corrupt transaction or an administrator in an agency?
(Ivkovic, 2003, p. 596)

Independent Commission Against Corruption (ICAC) New South Wales
(NSW) investigated corruption in the Wollongong local government. A
review of the material by Martin (2012) revealed some interesting facts
about the awareness of the corrupt activity that would be applicable
to most corrupt activity: many people in Wollongong knew about the
corruption but few could prove it while others had full knowledge but
refused to take action. This is what Martin calls a ‘layered access to
knowledge’:

those directly involved were fully aware of their activities, some close at
hand knew there were problems but did not have details, some citizens had
generalised concerns and many others were blissfully ignorant. A few indi-
viduals obtained specific knowledge via leaks from insiders to the media
and community members. (Martin, 2012, p. 8)

Martin provides descriptions of the three layers:

» those closest to the centre of operations are unlikely to take action
other than as an informant

» others in the next layer are receiving snippets of information from
the inner circle

» further out again receive even more smaller snippets from the
second layer

» eventually the general public and the media will become aware
(Martin, 2012, p.10).

It is also possible to profile potential targets of corruption. If public offi-
cials earn less relative to the private sector they will have an incentive to
make up the difference through graft. Raising salaries not only reduces
this incentive but adds a further incentive against corruption by increas-
ing the financial loss incurred if the official loses their job through being
caught. A similar disincentive comes if unemployment rates are high; if
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the official loses their job they will have less chance of finding another
(Goel and Rich, 1989).

Effective investigations

It is equally important that an investigation be carried out in a world’s
best practice manner. ICAC, Hong Kong (HK), have a reputation of being
one of the most effective anti-corruption agencies in the world. An effec-
tive investigation requires a number of key components: the investigative
body must be independent of the body being targeted and from the gov-
ernment; the body must have adequate resources and investigative power
to carry out their own investigations; the investigation must be carried
out confidentially but to ensure success and to protect the identities of
innocent parties; in some cases it may be necessary to obtain international
mutual assistance to track down witnesses, suspects and money trails; and
above all you need professional, well-trained investigators (Kwok, 2003).

The techniques used in investigation depend on whether or not the
corrupt activity has ceased or is ongoing. For example, surveillance and
telephone interception as a technology would have little use in investi-
gating past activity. As Kwok (2003) points out, the nature of corruption
investigations is slightly different to the normal criminal investigation:
the aim of the corruption investigation is to close down the corrupt
network, therefore investigators should not be happy with catching one
person but should use that person as a tool to close down the entire
network. This may involve the use of this person as an informant and/or
an operative to collect information on other members.

The necessity for an independent watchdog has recently been rein-
forced by the Independent Police Complaints Commission (IPCC)
findings in the UK, that out of the 8,500 allegations of wrongdoing made
against police officers that were investigated internally by police agencies
only 13 criminal convictions eventuated (Peachey, 2012).

There are three necessities for effective internal corruption control:

» strong committed leadership that actively carries out accountability
regimes

» strong frontline supervision of both operations and outcomes

» providing rewards for integrity, including the reduction of
bureaucracy that inhibits good police work (Dombrink, 1988).
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Nature of corrupt activity

Corruption investigations can take two forms: investigations of current
activity or investigations in response to complaints or evidence of past
dealings. Investigation of corruption after the fact is what McCusker
(2006, p. 8) calls the ‘interventionist’ approach.

It has to be noted that in the modern environment successful cor-
ruption investigations, especially of high-profile individuals or large
networks, are carried out by independent corruption watchdogs. These
bodies have grown in the past two decades. The original of the modern
versions of such bodies is ICAC HK. It was established in 1974 by the
British Government to target corruption within the civil service. Like
many such bodies it replaced an internal investigation service that
had a very poor track record of success when it came to investigating
and reducing corruption. In this case the HK Police had had an Anti-
Corruption Branch. ICAC HK was taken outside the normal reporting
regime and was directly responsible to the governor of the colony.

Similar histories of ineffective investigative bodies being replaced
occurred in Australia. In Queensland various incarnations of internal
police anti-corruption units had different levels of fruitlessness in attempts
to both identify and prevent corruption. In a theme common around the
country, it took a major scandal before reform took effect. The Fitzgerald
Inquiry in 1988-1989 uncovered systemic corruption in both the
Queensland Police Force and amongst politicians (Fitzgerald, 1989). The
recommendations of the inquiry included the formation of a Criminal
Justice Commission (CJC) which would effectively operate as a permanent
royal commission. The CJC reported to parliament and was thus inde-
pendent from the Executive — a big step forward on the ICAC HK model.
Nonetheless, it had powers to investigate politicians and attracted their
ire (Lauchs, 2007). As a result it went through a number of incarnations
and is now the Crime and Misconduct Commission (CMC) with similar
investigative powers. Its greatest inhibition at present is resourcing, which
has been a constant issue for most of its existence (Carter, 1997).

The original independent watchdog in Australia was ICAC in NSW. It
was established in 1988, once again in response to a number of scandals
involving police and politicians. As a demonstration of its independ-
ence its first major scalp was the state’s Premier, Nic Greiner, who had
set up ICAC NSW after winning an election with a campaign pushing
anti-corruption. He resigned after ICAC ruled that an appointment
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he had made amounted to corruption. Unlike the CJC in Queensland,
ICAC NSW does not investigate police. This is the jurisdiction of the
Police Integrity Commission (PIC NSW) which was set up in 1996 yet
again after a major corruption scandal uncovered by the Wood Royal
Commission (Wood, 1997). However, unlike ICAC NSW, PIC NSW
reports within the Executive, in this case to the Minister of Police.

Other similar agencies have been established in Western Australia —
the Corruption and Crime Commission (CCC) - and in Victoria
under the Ombudsman. Federally there is no independent commission
investigating corruption within the public service. There is only the
Australian Commission for Law Enforcement Integrity (ACLEI) which
was established in 2006. It has the power to investigate corruption within
the policing agencies of the Commonwealth Government, including
the Australian Crime Commission, Australian Customs and Border
Protection Service, the Australian Federal Police and the now defunct
National Crime Authority.

Powers of watchdog commissions

There are some basic powers of Commissions of Inquiries that are essen-
tial for success:

1 The power to compel witnesses to answer has been very successful
for many years in Australia.

The power to seize evidence under warrants.

The power to conduct surveillance activity.

The power to use surveillance technology.

The power to grant indemnities for prosecution.

Vi W N

From an investigative perspective one of the most important powers is
the granting of indemnities. The ability to give a well-informed insider
the opportunity to ‘roll over’ has led to successful exposure of large
networks. In both the Fitzgerald and Wood Inquiries key indemnities
allowed detailed exposure of the network. In the Fitzgerald Inquiry, Jack
Herbert, the bagman of the Joke corruption network was able to provide
not just information on the nature of the network but also:

» the names of all the participants of which he was aware
» the amounts of money for all the transactions

DOTI: 10.1057/9781137333797



Anti-Corruption Models 63

» the operation of the system of payments including times and
methods of payment

» methods of laundering the money obtained through corruption
(Fitzgerald, 1989; Herbert and Gilling, 2004; Lauchs and Staines,
2012).

Herbert was not the first police officer to roll over. But the previous offic-
ers could not provide the level of detail and also did not have Herbert’s
knowledge of the network. His information was instrumental in bringing
charges against the then Police Commissioner, Terrence Lewis.

In the Wood Inquiry the indemnity system was used more strategi-
cally. Detective Sergeant Trevor Haken was targeted by the Commission
before the public hearings began. He was a vulnerable target both in his
mental state and career. The commission was able to use him as an intel-
ligence source for their investigations as his status with the Commission
was not revealed for many months. As such, Haken was able to facilitate
the recording of incriminating conversations including video evidence
from his car as he made payments to other police officers. In the
Fitzgerald Inquiry, Herbert was not ‘turned’ until after the hearings had
begun. He had fled to the UK and was tracked down by officers of that
Commission (Padraic, 2005).

In both cases the production by the Commissions of corrupt officers
naming names under indemnity allowed the investigators to leverage
confessions and cooperation from other police (Lauchs and Merrington,
2012). Once presented with information clearly establishing their guilt,
officers saw no choice but to cooperate. However, an inquiry does not
need to have every target cooperate; they only need sufficient coopera-
tion to allow the full network to be exposed. On average, approximately
only six cooperative witnesses are needed from the group of participants
(Fitzgerald, 1989; Wood, 1997). This fact can lead to a rush of participa-
tion as corrupt officials try to obtain protection from prosecution before
the requisite number of places has been exhausted. Those who hold out
longer must risk another officer exposing their participation. Thus we
see the classic prisoners’ dilemma: if all the police maintain the ‘wall of
silence’ then none of them would face prosecution, but each individual
has to risk all of them being exposed by another member, in which case
participation is better than conviction.

On another level, cooperation can also come from the non-corrupt
network members. In the Fitzgerald Inquiry approximately 12 sex workers
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cooperated with the Commission to discuss the nature of police participa-
tion in extortion of the illegal industry (Fitzgerald, 1988-1989). This coop-
eration was easier to obtain. The Commission was established to expose
corruption within the government; it was not designed to arrest sex work-
ers. The Commission had nothing to lose by providing indemnities to those
sex workers who knew about corruption but were not the perpetrators of
corrupt acts (beyond being asked to provide free sex to police officers).
Recommendations for arrests would be targeted at the police and the brothel
owners. However, while the names of the women and men were suppressed,
it was easy for their former employers to work out who they were once they
gave evidence in an open inquiry — as such this was extremely risky, but still
had to be weighed up against arrest and conviction.

Targeting of CIT

CIT can be used either covertly on both parties engaged in conversation
or with the cooperation of one of the parties. For example, the electronic
surveillance used in cooperation with Trevor Haken was done entirely
with his knowledge. However, in both cases there are tactical questions
about who should be recorded covertly.

There are some fundamentals that must be considered in an investiga-
tion into a large corruption network. First, the goal of the investigation
is not to catch individuals but to expose and close down the network.
Simply catching a few members, even if they are big fish, will not end
corrupt activity in the network. Social network analysis exposes the peo-
ple in the network who have the greatest power to disrupt the network
operations. For example, if you had a network where only one person
knew the people who were paying and the people who were being
paid (a situation very similar to the role undertaken by Jack Herbert in
Queensland) then the elimination of that broker would end the network
at least temporarily. Being a dark network, the payers would not have
the means to make fresh connections with payees — until they find a
new broker the network would be effectively closed down. This is what
occurred in Queensland when the first incarnation of the Joke network
was closed down following an investigation into Herbert’s role in corrup-
tion. Herbert left the police force and therefore could not continue his
role as bagman. Six years later former members who still knew Herbert
were asking him to reprise his role as broker. Even though he was no
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longer a police officer he was still able to carry out the collection and
disbursement of bribes. He was actually in a safer position as no agency
had a role in investigating corruption by civilians (Lauchs and Staines,
2012) (see Figure 5.1).

However, as has been discussed above, many networks build in
redundancy so that they are far less vulnerable to the loss of a broker.
For example, a broker could apprentice another member to ensure that
his/her knowledge and connections could be carried on in their absence.
In this situation a decapitation strategy would only be an inconvenience
rather than a fatal blow to a network. An investigation could not stop at
the brokers or bosses and would have to ensure it had full knowledge
of the network. Having said that, the tactics of this exposure can use
the network vulnerabilities as a mechanism to dismantle the rest of the
membership.

If a covert surveillance targeted a broker then the interactions of the
broker should reveal a significant section of the network. If nothing else it
should reveal the other key players in the network. Thus a CIT operation
on the phone of a broker should be a valuable intelligence tool. However,
this tactic has a chicken and egg problem - how do you work out the
identity of the broker without first knowing the whole network? And if
you know the whole network, why do you need the broker? The answer
is to build perspectives on the network from individuals and, once a key
figure is identified, target this individual with either surveillance and/or
indemnity as a means of exposing the whole network.

The following example could illustrate this strategy. If you want to
see the whole network of illegal prostitution and police corruption you
would start with the most vulnerable members of the network — the sex
workers. Each sex worker may only know a very small section of the net-
work but comparison of each of these networks would gradually expose
overlaps. Overlaps are, by definition, the brokers between the smaller
networks. The overlaps can then be surveilled to broaden knowledge of
the network. One overlapping broker may be a small player in the entire
network but his network can expose more connections. Thus, in the
same manner as pealing the layers of an onion, the continued exposure
of each individual’s network (known as ego networks) will expose higher
levels of brokerage within the network. Finally, it must be reinforced
that you do not need every participants’ ego network. The revelations
of a Jack Herbert make it unnecessary to pursue every member of the
network. This is a very efficient intelligence tool.
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Figure 5.1 demonstrates this argument. This figure shows Herbert’s ego
network under the second Joke network. It is an ego network because it
is based upon his corrupt activity rather than trying to map the entire
corrupt community. For example, Herbert never had dealings with
prostitutes and they never paid money for protection. Thus they do not
appear in this network which tracks the relationships and movement of
money in the second Joke network. Note that even Herbert does not have
direct connections with every member of the network. For example, the
members of the Licensing Branch are paid by one of Herbert’s connec-
tions; this person acts as a broker between Herbert and the members of
the Branch. None of this reduces the value of sex workers as an entrée
into the network. The girls working in the brothels were targeted by the
Fitzgerald Inquiry and given indemnity as witnesses. They were able
to provide the information concerning the day-to-day operation of the
brothels and the payments, in money or by sexual favours, that were
made to police. They also knew the identities of all the local officers who
policed prostitution and could name those who were corrupt. Corrupt
officers could then be targeted as witnesses, both cooperative and hostile.
In other inquiries with more extensive intelligence operations, such as
the Wood Inquiry into police corruption in Sydney in the 1990s (Wood,
1997), this targeting could take place prior to hearings so that surveil-
lance evidence could be obtained in advance of the public hearings. The
evidence thus obtained could be used to improve strategic intelligence
and also identify further links in the corrupt network.

Thus, CIT provides an even greater tool as it obviates the need for
indemnities. Good surveillance, of which CIT forms an essential part,
can reveal more than a person may willingly discuss as a protected wit-
ness. The data obtained can also be used to triangulate against testimony
of that person and other witnesses. A combination of both indemnities
and CIT is even more effective. In the Wood Inquiry, Trevor Haken, a
corrupt detective, was approached by the Commission with evidence of
his wrongdoing and agreed to work undercover to gather evidence on
other officers. This mechanism allowed the Commission to gather audio
and video evidence of transactions and admissions of corrupt behaviour
of other members of the corruption network (Padraic, 2005, Wood,
1997). Similarly, the Knapp Commission in New York was able to use the
same method to obtain the cooperation of a police officer, Phillips, who
was able to facilitate gathering the same type of evidence of extensive
corrupt behaviour.
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Neither the Fitzgerald, Wood nor Knapp Commissions had the power
to tap phones. This power is now used extensively by contemporary
watchdog agencies. Telephone intercepts can, to a limited extent, obviate
the need for a cooperative network member. The telephone records and
conversations of a member can reveal other members in the network
and expose the nature of their role. Each newly exposed member can be
the target of further CIT which can, in turn, reveal more members and
clarify the operation of the network.

Chapter summary

This chapter examined the techniques used to investigate corrupt sys-
tems and dark networks. Dark networks are, by their nature, hidden
from view and must be revealed through the gathering of intelligence.
The chapter reviewed the considerations that need to be examined in
order to dismantle an entire network as opposed to simply arresting
individuals from the structure of investigative agencies. There has to
be delayed gratification to allow for a larger prize. Leaving the bulk of
a network in place, and, more particularly, leaving groups within the
network with the ability to re-establish their connections after the loss
of a few key personnel, simply provides a temporary disruption of cor-
ruption rather than a closure of a network. CIT can be used on its own
or in combination with the use of informants or indemnified network
members to gather information on the full network. It can provide the
evidence necessary to build a strategic intelligence picture of the corrupt
environment, and also to be used as evidence in criminal trials against
the participants. More extensive use of CIT can enhance these abilities
by reducing the necessity to rely on cooperation by network members.
CIT should not be seen as replacing cooperative indemnified corrupt
officers, but it provides significant opportunities for intelligence and
evidence gathering that otherwise are not available when CIT powers are
not available to the watchdog agency or commission of inquiry.
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Abstract: Reviewing the current literature surrounding
the specific use of communication interception technology
(CIT) and its effectiveness, this chapter shows that,
according to the literature, CIT usage is limited in areas
such as the fight against transnational organized crime
(TOC) and corruption. It identifies that the key issues
surrounding the use of CIT are legislation (governing
usage), privacy concerns and culture. Despite these
constraints, specific case studies cited in this chapter
provide a valuable means to examine the effectiveness of
CIT as a tool against transnational crime. In particular
they demonstrate how intelligence derived from intercept
products can provide timely and valuable information,
be used to increase understanding of how criminal
organizations operate, and lead to significant arrests and
seizures.
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The developments in information and communication technology
(ICT), and the greater opportunities this presents for illicit purposes
in particular, has resulted in greater demand for interception technolo-
gies. However, despite the fact that the greater use of available ICT also
creates a point of vulnerability for criminal entities — one that can be
exploited by law enforcement agencies (LEAs) - communication
interception technology (CIT) remains severely limited in its use. This
chapter explores the development and use of CIT using Australia as a
case study and other English-speaking Commonwealth countries of
the United Kingdom (UK), Canada and New Zealand (NZ) as points of
comparison. The chapter examines the legal frameworks surrounding
the use of CIT, its current use and effectiveness, and the issues faced by
LEAs in their attempt to utilize CIT in the fight against transnational
organized crime (TOC) and official corruption.

Defining communication interception technology

In line with the development and growth of ICT there has been an
increasing requirement for the use of interception technologies.
This ‘popularity’ has resulted in frequent debate regarding the most
appropriate definition (Starey, 2005; Branch, 2003; Electronic Frontier
Australia, 2006). The decision to develop and use the term ‘communi-
cation interception technology’ (CIT) is a result of the preconceived
notions attached to the definition of ‘telecommunications. However,
for the purpose of this chapter, perceiving ‘telecommunications’ as
solely traditional telecommunication methods such as telephone calls
would be a gross error in focus and definition. Rather, the use of the
term CIT can be said to imply a broader scope for all forms and meth-
ods of communication such as mobile phones, e-mail, text messaging
and skype, and subsequently it is this broader interpretation which is
used to reference the interception methods and related technology for
this chapter.

In adopting this broader interpretation it is relevant to note the
gradual shift away from the traditional circuit-switched networks to
packet-switched networks. Designed for the telephone, the circuit-switch
system uses a dedicated circuit or channel which is kept open during
the telephone call and which cannot be used by any other data or calls
during this time (Cairncross, 1997; Copeland, 2000). Conversely, packet-
switching networks (traditionally used for data) break up the message into

DOTI: 10.1057/9781137333797



Communication Interception Technology 71

‘packets’ which travel around a network seeking the most efficient route,
with each packet potentially taking a different route. While both networks
have pros and cons, traditionally circuit-switching networks are suited to
landline telephones (e.g. ‘live’ communication) while packet-switching is
suited for sending data (e.g. ‘stored’ communication) (Cairncross, 1997).
The interception of signals can provide a vast amount of information.
While it has been traditionally used to intercept/analyse communications
from foreign governments and groups, its broader application to include
the collection of intelligence on criminal groups has evolved over time.
This in itself presents to be problematic for law enforcement. As can be
seen from the next section, current legislation does, however, seek to dif-
ferentiate between ‘live’ and ‘stored’ communication.

Legal frameworks governing communication
interception technology

Australia

Access to telephone interception powers has come late in Australia. The
power has existed under the Telecommunications (Interception and Access)
Act 1979 (Cwlth) (the TIA Act), as the Commonwealth Government has
the power to legislate in relation to telecommunications.

Section 5 of the TTA Act defines ‘communication’ as being:

conversation and a message whether:

(a) in the form of
(i) speech, music or other sounds
(ii) data
(iii) text
(iv) visual images, whether or not animated; or
(v) signals; or
(b) in any other form or in any combination of forms.

It is evident that the broad nature of the definition clearly encompasses
all possibilities associated with communication. It is important to note
that concerning CIT, under both the TIA Act and Telecommunications
(Interception) Amendment Act 2006 (Cwlth), communications are divided
into two distinct categories: live communications and stored communi-
cations. ‘Live communications” addresses the category of communication
that passes over a telecommunication system, such as voice telephony.
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The ‘live’ aspect concerns the fact that during a telephone call the
recipient instantly receives the message being communicated in ‘real time’
(Starey, 2005; Ahmed, 2007). Starey (2005) argues the key aspect that
personifies live communication is that, without interception (listening or
recording), there is no record of the conversation once the communication
ceases. This is in contrast to stored communication, or communication
stored in transit, which covers communication that during the course of
its transmission is stored on one or more pieces of equipment belonging
to a carrier or service provider before being retrieved and accessed by the
recipient. Starey (2005) and Ahmed (2007) both state that the concept
of stored communication applies to most forms of electronic commu-
nication such as e-mail, SMS text messaging, voice-mail, internet chat
or instant messaging software, and Voice over Internet Protocol (VoIP)
telephony. During the transmission of all these communication methods
the data packets transmitting this information are stored, at the least very
momentarily, on various servers and computer equipment belonging
to service providers. As a result they argue that this information can be
intercepted prior to the intended recipient actually receiving the message
(Starey, 2005; Ahmed, 2007). They further argue that this breakdown is
especially important with regards to the legislative definitions and sub-
sequent abilities to intercept the communications, where interception
consists of the act of listening to a recording, or reading, through any
means, a communication without the knowledge of the person making
the communication (Ahmed, 2007; TIA Act, 2006; Starey, 2005).

It is interesting to note, however, that in relation to Voice Over Internet
Protocol (VOIP), the explanatory memorandum for the Australian
Commonwealth  Telecommunications (Interception) Amendment (Stored
Communications) Bill 2004 regarded VOIP as ‘live’ communication — and not
‘stored’ communication as advocated by Starey (2005) and Ahmed (2007):

Subsection 7(3A) further provides that the definition of stored communica-
tion does not include a voice over internet protocol (VOIP) communica-
tion...It is necessary to specifically exclude VOIP communications stored
in this way from the definition of stored communication because VOIP data
packets may be stored for very short periods of time while the communica-
tion is in transit...and not giving rise to the creation of a permanent or
retrievable copy of the communication...Subsection 7(3A) ensures that a
telecommunications interception warrant will be required in order to carry
out “live” interception of communications carried by VOIP, and that VOIP
communications are protected in the same manner as standard telephony.
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Under the TIA Act each state must legislate to nominate a body as a
‘declared agency’. The slow progression of access under the state regimes
has had a variety of reasons, many resulting from pressure from privacy
and civil liberties groups.

Police Integrity Commission (PIC) New South Wales (NSW) and
the Independent Commission Against Corruption (ICAC) NSW
have the power to use surveillance devices and telephone intercepts
under the Surveillance Devices Act 2007 (NSW) and the TIA Act respec-
tively. Surveillance devices require the approval of a Supreme Court
Judge and telephone intercepts need the approval of a Member of the
Administrative Appeals Tribunal. The NSW Ombudsman inspects
telephone intercepts and controlled operation records. In 2011-2012 ICAC
obtained 21 telephone interception warrants (ICAC, 2012). This power
was improved by the purchase in 2011 of a specialist telecommunications
server and switching system. In the same year PIC issued 62 warrants.

The Crime and Corruption Commission (CCC) in Western Australia
has powers for telephone intercepts. It received these powers under the
Telecommunications (Interception and Access) Western Australia Act 1996
(WA) which, in effect, made the CCC a ‘declared agency’ under the TIA
Act. Victoria’s Independent Broad-based Anticorruption Commission
(IBAC) also has the same power under the IBAC Act 2011. In Queensland
the Crime and Misconduct Commission (CMC) has the power to use
telephone intercepts under the Telecommunications Interception Act 2009
(QId) and the TIA Act. In South Australia the Police Ombudsman is
responsible for investigating complaints made against police officers.
Most of the complaints are actually investigated by the South Australian
police with only a small number being handled by the Ombudsman. This
office does not appear to have any advanced investigative powers.

At the federal level the Australian Commission for Law Enforcement
Integrity (ACLEI) has responsibility for the Australian Crime
Commission (ACC), the Australian Customs and Border Protection
Service (Customs and Border Protection), the Australian Federal Police
(AFP) and the former National Crime Authority (NCA). ACLEI (n.d.)
has the following investigative powers:

» coercive information-gathering hearings and notices
» telecommunications interception and data access

» electronic surveillance

» controlled operations and assumed identities
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» search warrants
» scrutiny of financial transaction records
» integrity testing.

Since 1994 there have been five major reviews in relation to laws cover-
ing telecommunication interception. Table 6.1 provides an overview of
each review.

United Kingdom

The interception of communications is amongst a range of investigative
techniques used by UK intelligence and LEAs for the detection and pre-
vention of serious and organized crime, acts of terrorism and to safeguard
the economic well-being of the UK where this is directly related to national
security (Interception of Communications Commissioner, 2012, p. 12).

The use and oversight of CIT in the UK has been regarded by Hornle,
(2010, p. 649) as ‘striking the right balance’ between protecting the rights
of individuals and at the same time empowering law enforcement and
intelligence agencies to combat TOC, terrorism and official corruption.
Under the Regulation of Investigatory Powers Act (2000) (RIPA) law enforce-
ment and intelligence agencies (with the exception of the Independent
Police Complaints Commission which has power to investigate miscon-
duct and corruption within policing agencies) are granted the power to
acquire communication data. Oversight for this activity is provided by a
dedicated Commissioner for the Interception of Communications.

Part 1 chapter I of RIPA provides the power to acquire the content
of a communication, be it an e-mail, telephone call or SMS message. It
requires a warrant to be signed by the Secretary of State or a member
of the Scottish Executive. While Part 1 chapter II provides the power to
acquire communications data. This represents the who, when and where
of a communication event, and requires authorization by a designated
person of an appropriate grade within the public authority with the
requisite powers under RIPA (2000).

RIPA (2000) outlines quite succinctly which part of the legislation sup-
ports specific powers and when these powers can be used, who can use these
powers, who authorizes the power to be used (who will sign the respective
warrant) and finally who has oversight for the use of these powers.

The Interception of Communications Commissioner is responsible
for overseeing the activities of endorsing secretaries and the conduct of
an inspection/audit which examines the materials on which decisions
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Major reviews regarding telecommunications interception in Australia

Review

Year

Overview

The Barrett
Review

The Boucher
Review

The Ford
Review

The Sherman
Review

The Blunn
Review

1994

1999

1999

2000

2005

Mr Pat Barrett reviewed the cost effectiveness of
telecommunications interception. The review resulted
in new funding arrangements. Mr Barrett revisited the
cost-effectiveness issues following the deregulation of the
telecommunications market in Australia in 1997 and proposed
minor changes to the 1994 funding model.

Mr Dale Boucher also reviewed the cost effectiveness of
interception. The review made recommendations regarding
the long-term cost effectiveness of interception laws. The
review recommended that interception should be available on
all telecommunication services. It also recommended that the
telecommunications industry should provide and fund the
interception, but that LEAs should reimburse costs on a ‘user
pays’ basis.

Mr Peter Ford reviewed the then Telecommunications (Interception)
Act 1979. The main resulting change was the creation of a ‘named
person warrant regime. Named person warrants allow a warrant
to be issued for many services used by one person.

The Senate Legal and Constitutional Legislation Committee
reported on the Telecommunications (Interception) Legislation
Amendment Bill 2000. The report recommended that the named
warrant regime be reviewed within three years. The Sherman
Review was conducted in 2003 and concluded that the named
person regime should continue, and that it contained adequate
safeguards and reporting mechanisms. The review found that
the interception regime has a strong compliance culture that is
well audited by the inspecting authorities.

Mr Anthony Blunn reviewed the ‘access to stored communication’

element of the legislation. The review found that interception

laws were still robust despite major technological change.

Recommendations to ensure the longevity of the regime included:

making centralized legislation about enforcement and national

security access to telecommunication data

keeping the distinction between intercepting live

communications and accessing stored ones

allowing interception based on a person that the target is likely
to communicate with

developing binding standards for interception where there are
no international standards.

were made and how those materials are processed under RIPA (2000).
The Commissioner is also responsible for ensuring that compliance is
observed by the corresponding law enforcement and intelligence agency
utilizing CIT powers/warrants under RIPA (2000).
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The 2011 Annual Report of the Interception of Communications Commissioner
(2012) noted the important role that lawful interception and communica-
tions data acquisition play in the operational successes of LEAs in the UK.

Interception remains a powerful technique in the investigation of many kinds
of crime and threats to national security. Many of the largest drug-trafficking,
fiscal evasion, people-trafficking, counter-terrorism and wider national
security and serious crime investigative successes of the recent past have in
some way involved the use of interception and communications data. (Sir Paul
Kennedy, Interception of Communications Commissioner 2012, p. 9)

With the potential to be highly intrusive, CIT is an extremely valuable
technique that should not be used in isolation but as part of an overall
investigative strategy. This position is supported by the Interception of
Communications Commissioner who argued that the introduction of
the National Intelligence Model (NIM) in the UK in the 1990s provides
a suitable platform to embed the CIT technique. Therefore the UK
system supports a ‘test of necessity and proportionality’ (Interception of
Communications Commissioner, 2012, p. 9).

The UK Warrantry Authorization Process as required under RIPA
(2000) is outlined in Figure 6.1.

Based on Intelligence and operational need, desk officer —_—
Identifies target for potential interception warrant

Authorization paperwork commenced

|

Warrants passed to Head of Unit

Scrutiny is undertaken of the necessity and proportionality
and underpinning intelligence need for the warrant. An > Legal Advisors are often consulted | ——
assessment is also made as to whether the information
could be gained through other less intrusive means.

!

‘Warrants passed to Sponsor Government Department
(e.g. Home Office) whose staff check meets RIPA
criteria.

?

If case approved by senior official it is put forward to
Secretary of State with comments of senior officials
highlighting risks and legal issues.

!

Warrant passed to Secretary of State for signing.
Secretary of State may request oral briefing or
further information. If satisfied Secretary of State
signs warrants for 3 months for serious crime, and
6 months for national security. —

Commissioner oversees all stages of authorization of warrants

FIGURE 6.1 UK warrantry authorization process as required under RIPA (2000)
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Canada

The circumstances surrounding the use of CIT in Canada are quite dif-
ferent to other English-speaking Commonwealth countries. Constantly
challenged by a robust Charter of Rights and Freedoms, it could be
argued that Canadian law enforcement and intelligence agencies are
somewhat behind other Commonwealth countries when it comes to
CIT legislation.

With the advent of the Investigative Powers for the 21st Century Act
in 2010, police became authorized to obtain ‘transmission data.
Transmission data relates to the underlying means of telecommunica-
tion used by a suspect to communicate by telephone or internet. It can
provide information on type, date, time, origin, destination and termi-
nation of a communication, but would not include content of a private
communication. Originally introduced in response to the threat posed
by cyber-criminals, this new piece of legislation provides LEAs with
new, specialized investigative powers to help them take action against
Internet child sexual exploitation, disrupt online organized crime activ-
ity and prevent terrorism (Nicholson, 2010).

The Investigative Powers for the 21st Century Act:

» enable police to identify all the network nodes and jurisdictions
involved in the transmission of data and trace communications
back to a suspect; judicial authorizations would be required to
obtain transmission data, which provides information on the
routing but does not include the content of the communication

» require a telecommunications service provider to temporarily keep
data so that it is not lost or deleted in the time it takes LEAs to
return with a search warrant or production order to obtain it

» make it illegal to possess a computer virus for the purposes of
committing an offence of mischief

» enhances international cooperation to help in investigating and
prosecuting crimes that extend beyond Canada’s borders.

Requirements to obtain court orders to intercept communications were
not changed following the introduction of this new piece of legislation.
As is currently the case in Canada, a judicial order is required before
police can obtain transmission data. Two different types of orders permit
this: a warrant (when the suspect’s data is intercepted in real time) or a
production order (to obtain stored transmission data from the service
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providers involved). Judicial authorization for this type of data may
only be obtained when there are ‘reasonable grounds to suspect’ that the
data will assist in the investigation of a crime. The Investigative Powers
for the 21st Century Act ensures that when warrants are issued telecom-
munication companies have the technical ability required to intercept
communications for the police and the Canadian Security Intelligence
Service (CSIS). The Canadian Attorney General Hon Rob Nicholson QC
PC MP argues that:

Other countries such as the United Kingdom, the United States, Australia
and New Zealand, Germany and Sweden, already have such similar legisla-
tion in place.

New Zealand

In 2012 New Zealand’s parliament overhauled its investigative powers
under the Search and Surveillance Act 2012. The Act’s surveillance device
regime (Pt 3 (1)), which came into force on 18 April 2012, replaces the
piecemeal provisions that previously governed the use of interception
devices (formerly pt 11A of the Crimes Act 1961 and ss14—29 of the Misuse
of Drugs Amendment Act 1978).

Beswick and Connell (2012, p. 213) argue that the new legislation aims
to strike a balance between law enforcement needs and human rights
values by:

» modernizing the law of search, seizure and surveillance to take into
account advances in technologies and to regulate the use of those
technologies

» providing rules that recognize the importance of the rights and
entitlements affirmed in other enactments including New Zealand’s
Bill of Rights Act 1990, the Privacy Act 1993 and the Evidence Act 2006

» ensuring investigative tools are effective and adequate for law
enforcement.

Under the new legislation only a judge can issue an interception warrant
and adjudicate that the warrant is based on reasonable grounds, in the
belief that evidential material will be obtained. Section 45 of the Act pro-
hibits the interception of any private communication unless it concerns
an investigation into an offence that carries a maximum penalty of at
least seven years of imprisonment. However, a warrant is only needed if
the police do not have the consent of one of the parties being recorded;
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that is, they are using a police informant. Interestingly, text messages
do not fall under the surveillance data warrant regime and can easily
be obtained under the normal search warrant provisions (Beswick and
Connell, 2012).

Other jurisdictions

While not studied in detail, it is interesting to note developments in CIT
legislation in Hong Kong (HK). Following a court ruling in 2005 new
laws were passed in relation to the ICAC HK (an organization with a
reputation for being one of the most effective anti-corruption agencies
in the world) stating it was unconstitutional to conduct covert surveil-
lance in the absence of relevant legal procedures. These procedures were
provided in the Interception of Communication and Surveillance Ordinance
2006 and are seen as essential to carrying out effective corruption inves-
tigations (Kwok, 2003).

Signals intelligence

Signals intelligence, or SIGINT, has had a long history of use by military
forces around the world ever since the tactical use of both wired and
wireless communication technologies. During both WWI and WWII
the use of SIGINT developed into a crucial tactical and strategic deci-
sion-making tool by both Allied and Axis forces. The interception and
decryption of signals allowed operations to be adapted, and provided a
clear advantage to those forces intercepting communications. The grow-
ing recognition for the importance of SIGINT following WWTI led to the
creation of permanent signals amongst intelligence agencies around the
world. These include the Defence Signals Directorate (DSD) in Australia,
National Security Agency (NSA) in the United States (US), Government
Communications Headquarters (GCHQ) in the UK, Communications
Security Establishment (CSE) in Canada and the Government
Communications Security Bureau (GCSB) in NZ. Richelson (1999)
claims that traditionally signals intelligence is considered one of the most
important and sensitive forms of intelligence. The interception of signals
can provide a vast amount of information and whilst it was traditionally
used to intercept/analyse communications from foreign governments
and groups, its expansion to include communication collection on
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criminal groups has slowly developed over the years. Communication
Intelligence (COMINT) and Electronics Intelligence (ELINT), however,
form the majority of CIT relevant to law enforcement.

COMINT (the interception of signals between people) broadly cor-
responds to live communications such as telephone calls, while ELINT
(the interception of signals between machines) corresponds to stored
communication mediums such as e-mail or SMS.

Whilst the DSD plays a pivotal role in intelligence collection and
analysis within the Australian Intelligence Community (AIC), its mem-
bership and subsequent framework with the AIC limits its functions
to a national security-oriented position, rather than a crime-fighting
agency. The Australian Security Intelligence Organisation Act 1979 (Cth)
s4 outlines security as including espionage, sabotage, politically moti-
vated violence, the promotions of communal violence, foreign interfer-
ence, attacks on Australia’s critical infrastructure and defence systems,
and also includes carrying out Australia’s responsibilities to any other
foreign country in relation to threats to security with a particular focus
on politically motivated violence. This is further exemplified by DSD’s
specification as a foreign signals intelligence agency. In particular,
restrictions imposed under the Intelligence Services Act 2001 (Cth) s11 of
the Act details that:

1 The functions of the agencies [DSD] are to be performed only
in the interests of Australia’s national security, Australia’s foreign
relations or Australia’s national economic well-being and only
to the extent that those matters are affected by the capabilities,
intentions or activities of people or organisations outside Australia.
2 The agencies’ functions do not include:
(a) the carrying out of police functions; or
(b) any other responsibility for the enforcement of the law.

This requirement prohibits DSD from engaging in any interception
of signals originating from within Australia and requires a so-called
double up of resources as Australian LEAs must purchase, maintain,
operate and analyse their own interception technology. This is coupled
with the need to go through the rigorous process of requesting appro-
priate intercept warrants and attempting to maintain a quality level of
information sharing between multiple agencies. This separation of not
only intelligence and law enforcement but also foreign intelligence and
domestic intelligence is a significant obstacle to the overall success of
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effective transnational crime fighting (Chalk and Rosenau, 2004; Chalk
et al.,, 2009; Bhaskar and Zhang, 2007; Brady, 2008; Ratcliffe, 2008b).
The issues this can cause are best highlighted by the intelligence failure
associated with the 11 September 2001 (9/11) terrorist attacks in the US.
The restrictions on the US’s foreign signals intelligence agency, the NSA,
and the organizational culture barriers and restricted knowledge sharing
between the NSA, the Central Intelligence Agency (CIA) and the FBI
ultimately led to attacks which had the possibility of being prevented
(Bamford, 2009).

This is summarized by Staff Director of the 9/11 Congressional
Committee, Eleanor Hill, (Bamford, 2009, p. 27) who states ‘It’s very,
very hard to draw a hard and fast line between where foreign intelligence
stops and domestic intelligence starts. You have to have very good com-
munication and coordination between the agencies, otherwise things
slip between the cracks’ The concern, however, is that these cracks are
more akin to canyons, traversed by narrow bridges of communication
with a high likelihood of practical intelligence information falling over
the side.

Practical application of CIT

CIT in the fight against transnational organized crime

The literature is scant on information relating directly to the specific use
of CIT. This research has shown that, rather than being recognized as
an individual investigative tool, CIT is more frequently incorporated
into the ‘surveillance’ arena of practical methodologies. Christopher and
Cope (2009, pp. 238-239) discuss the importance of the use of surveil-
lance techniques that result from the inability to utilize ‘traditional
methods of investigation:

targeted policing ultimately depends upon the capability to infiltrate ‘diffi-
cult to access’ criminal milieu in order to gather information. The capacity
to penetrate inimical environments and subcultures is afforded by covert
policing, and the Audit Commission accordingly commended to forces
the utilisation of informants and surveillance to facilitate and underpin
intelligence-led policing. Yet, this reccommendation was not only an opera-
tional imperative. It was also ostensibly grounded in ‘value for money’,
thereby reinforcing the synthesis of efficiency and ‘crime busting’ that has
tenuously emerged in relation to proactive work.
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This statement has application across multiple covert collection methods,
such as undercover policing, interception technology, closed circuit tel-
evision (CCTYV), physical surveillance, geographic positioning systems
(GPS) and electronic tracking systems and so forth. Its importance to
CIT, however, is still relevant. It is recognized in the statement that the
pervasive nature of TOC makes intelligence collection an increasingly
problematic situation. It has been recognized that more invasive and
intrusive measures, such as CIT, are becoming essential to LEAs. These
views are additionally supported by Ratcliffe (2003, 2008b, a) who notes
that the use of covert information-gathering techniques, such as CIT, is
an important aspect of intelligence-led policing (ILP).

What is not highlighted, and thus frequently misunderstood about
the ILP framework, is that although it encourages use of these surveil-
lance techniques the purpose of the data, and subsequent intelligence,
is for strategic direction (Ratcliffe, 2008b, a). This misconception can
be a ‘make or break’ issue that concerns the acceptance of ILP by law
enforcement and the public. Regarding the practical use of CIT and its
effectiveness as a law enforcement tool, the Australian Attorney General’s
Department (2008, p. 15) reports that:

There remains a constant view among agencies that telecommunications
interception continues to be an extremely valuable investigative tool.
Agencies have again noted that evidence gathered through the execution
of a telecommunications interception warrant can lead to the successful
conclusion of an investigation in circumstances where alternative evidence
is uncorroborated, unavailable or insubstantial.

The understanding of this statement is twofold. The apparent view stem-
ming from this statement is that Australian LEAs who utilize CIT believe
that it is an effective tool in the fight against crime. Whilst this is positive
for the reinforcement of CIT’s use, the statement exposes the flaw in cur-
rent use by Australian agencies; it is clear that the use of information col-
lected is specifically directed to an individual case or investigation, with
CIT working as an evidence-gathering tool rather than an intelligence-
gathering tool. Wardlaw and Boughton (2006, p. 139) warn though:

While there is an obvious and real need for sharing, the distinction between
criminal intelligence and security intelligence is becoming increasingly
blurred. The challenge for the AFP, as for other law enforcement bodies, is
to make sure those who need to know do know, and yet still remain focused
on its core role as a law enforcement agency.

DOTI: 10.1057/9781137333797



Communication Interception Technology 83

The important distinction, as highlighted by Ratcliffe (2008b, a), is
that when employing CIT under the ILP business model intelligence
collection is used for operational targeting as well as strategic decision-
making. This combination ensures that the law enforcement role is con-
tinually maintained by LEAs. Rather than intelligence simply informing
against possible threats (the ‘security’ role) it provides vital guidance for
the deployment of enforcement strategies on either persons or areas of
interest.

CIT in Australian corruption investigations

In Australia policing agencies received telephone intercept technology
much earlier than their watchdog counterparts. This section discusses
the gradual move towards extending telephone intercept technology to
Australian commissions of inquiry and later standing commission bod-
ies such as the Independent Commission Against Corruption (ICAC) or
the Crime and Misconduct Commission (CMC).

The Fitzgerald Inquiry into police corruption in Queensland,
Australia, in the 1980s had the power to use listening devices but not
telephone intercepts (Fitzgerald, 1989). Their greatest power was the use
of indemnities:

Indemnities to present and former police officers were a vital step in crack-
ing the facade which had previously defeated every attempt at penetration.
Some indemnified witnesses acted as catalysts, pushing the Inquiry into
areas of crime and misconduct which would not otherwise have been
explored, while others provided a fresh insight or corroborated important
matters which were already known or suspected... Many of the offences for
which indemnity was granted would otherwise never have been discovered,
let alone prosecuted. It is fanciful to pretend that those indemnified would
otherwise have all been sentenced to lengthy prison terms. (Fitzgerald, 1989,

pp. 12-13)

The Wood Royal Commission, carried out in 1995-1997 to determine
the extent of police corruption in New South Wales, Australia, had the
power to receive but not carry out CIT intercepts.

The Kennedy Royal Commission (2002-2004) in Western Australia
was able to commence operations with access to CIT. Kennedy described
these powers, along with the use of assumed identities, controlled
operations and integrity testing programmes, as ‘invaluable to its work’
However, the Commission did not have full access to interception
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powers. The federal government declared the Royal Commission an
eligible authority under the Telecommunications (Interception) Act 1979
(TIA Act), which enabled the Royal Commission to ‘receive informa-
tion obtained as a result of the interception of telecommunications’ The
Royal Commission was not given the power to carry out telecommuni-
cations interceptions. Kennedy got around this through joint operations
with agencies that had full access to the powers of the TIA Act. Whilst
these arrangements were not ideal they did provide a workable basis for
operations by the Royal Commission into investigations of corrupt con-
duct. These investigatory tools have generated intelligence and evidence
that might not otherwise have been obtained. In particular, proactive
investigations gathered useful information concerning the behavioural
patterns, work histories and associations of targeted officers (Kennedy,
2004).

Effectiveness of communication interception

technology

The effectiveness of CIT is clearly an important aspect of any intelligence
collection strategy. However, there is limited availability of examples and
evidence of effectiveness. In Australia the Attorney General's Annual
Report on Telecommunication Interception (Attorney General’s Department,
2008) identifies that:

On a per warrant basis, there were 63 arrests for every 100 warrants issued.
This represents an increase from the previous reporting period, in which
agencies reported 53 arrests for every 100 warrants issued...On a per war-
rant basis, there were 120 prosecutions and 78 convictions secured on the
basis of intercepted information for every 100 warrants issued. In the previ-
ous reporting period, agencies reported 81 prosecutions and 69 convictions
based on lawfully intercepted information for every 100 warrants issued.
It should be noted that the statistics do not necessarily relate to lawfully
intercepted information obtained under telecommunications interception
warrants issued in the current reporting period.

Initial review of these figures would suggest that CIT, even in its current
state of use as an evidentiary gathering tool, is an effective technology.
Approximately 63% of warrants issued resulted in arrests based on law-
fully intercepted information, which would indicate effectiveness and
compliance with the requirements of the TIA Act. Further, it is noted:
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The tables may understate the effectiveness of interception in so far as,
in some cases, prosecutions may be initiated, and convictions recorded,
without the need to give intercepted information in evidence. In particular,
agencies report that telecommunications interception effectively enables
investigators to identify persons involved in, and the infrastructure of,
organised criminal activities, particularly drug trafficking syndicates. In
many cases, the weight of evidence obtained through telecommunications
interception results in defendants entering guilty pleas, thereby obviating
the need for the information to be introduced into evidence. (Attorney
General’s Department, 2008, p. 53)

This should again demonstrate that the use of CIT under the TIA Act
is effective. This does not, however, illustrate the overall effectiveness
of this manner of investigation on crime rates, nor does it provide any
measure for the level of disruption caused by arrests, prosecutions and
convictions from lawfully intercepted communication on criminal
enterprises. The use of case studies does provide a more valuable means
of examining the effectiveness as a tool against TOC. There is, however,
limited evidence available.

The Public Affairs Unit of the Australian Government Attorney-
General’s Department produces an annual report detailing the issuance
and effectiveness of all warrants requested and issued under the TIA Act.
The report breaks down the type of warrant sought, the offence under
investigation, the result of the investigation (arrests and seizures), name
of the applicant agency and the length of time for the warrant to be active
(and if required any renewal request).

A comparative analysis of data provided by the department for the
period 2007-2010 saw a slight increase in the number of CIT warrant
applications from authorized agencies from 3,254 in 2007 to 3,589 in
2010. It should be noted that of the 3,254 applications in 2007, eight
applications were rejected while only five applications were rejected in
2010.

The analysis of data provided by the department for the period 2010-
2012 further supported consistency in the number of applications and a

TABLE 6.2 CIT warrant applications from 2007-2012

2007/2008 2008/2009 2009/2010 2010/2011 2011/2012

Applications 3254 3233 3589 3495 3764
Refused/Rejected 8 13 5 7 9
Issued 3246 3220 3584 3488 3755
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similar number of rejected applications. In 2010, 3,548 applications were
successful and in 2012, 3,755 applications were successful. The number of
rejected applications remained constant at between 7-9 applications.

From the number of successful applications it is apparent that the use of
CIT in investigations of serious and organized crime, official corruption
and matters of national security that law enforcement and intelligence
agencies are complying with the requirements of the Act surrounding
the issuance of a communication intercept warrant and, further to this,
LEAs are embracing the benefit of incorporating intelligence products,
derived from telecommunication interception, into their investigations.
Kisswani (2010) cited Australia as an example of best practice in relation
to the balancing of individuals’ right to privacy with the needs of the
public interest:

In Australia, telecommunication interception is regulated by the
Telecommunications (Interception & Access) Act 1979. The Act distin-
guishes between national security warrants and law enforcement warrants
and sets forth specific procedures and requirements for each. Lawfully
intercepted information is admissible as evidence in exempt proceedings
or defined circumstances or for permitted purposes. By addressing both
types of investigatory uses of telecommunications interception and access
within one Act, distinctions can be made clearer and specific procedures
and exceptions can be addressed with greater consistency; an approach
recommended for development of any new regime.

As a means of illustrating the effectiveness of a systematic interception
scheme, a case study of the use of the DSD in the cooperative investiga-
tion of the AFP and Indonesian National Police (INP) in the 2002 Bali
Bombings was examined.

DSD-AFP case study

Two Telstra technicians flew into Indonesia two weeks after the October 12
bombings at the request of the AFP and with the knowledge of the INP. The
technicians returned home from Jakarta after spending several days at the
main link to Indonesia’s government-owned telecommunications carrier,
Telkomsel...they had with them a database of millions of phone numbers
they handed over to DSD. Around the clock, the supercomputers of DSD and
the US National Security Agency crunched the numbers, establishing call
patterns and listening for key words. The data played a key role in the cap-
ture of one of the Bali plotters, Mukhlas. He was traced by his mobile phone
to a small town in central Java, despite taking precautions such as changing
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his SIM card every two days and speaking for only a few seconds at a time.
Another Bali ringleader, Imam Samudra, was captured through electronic
eavesdropping when he sent an indiscreet e-mail, alerting authorities to his
movements. Electronic eavesdropping also played a key role in capturing
fugitives after the second Bali bombing in October last year [2005]. The
eavesdroppers at DSD and the AFP had never fallen off the hunt, but the
second Bali strikes had given them renewed impetus to nail (bomb-maker)
Azahari bin Husin once and for all. After the bombings, authorities homed
in on three suspicious numbers, which they believe might have been used
by Azahari and his bomb-making accomplice Noordin Top. They narrowed
it down to one number, and traced it to a bus moving through east Java.
When the bus pulled up, authorities discovered the man with the phone
was Yahya Antoni, a courier for Azahari and Top. Within hours, Yahya had
revealed Azahari’s location, and authorities swarmed to the town of Batu,
where they killed him in a shootout. (Stewart, 2006)

In the United Kingdom the Interception of Communications Commis-
sioner (2012) reported the issuance of 2,911 lawful intercept warrants
under Part 1 chapter 1 of RIPA (2000). This is the first time that the
Commissioner has declared in open source material how many inter-
cept warrants were authorized in a calendar year. Further to this the
Commissioner reports that for the reporting year that his audit identi-
fied 42 errors representing 1.4% of the total number of intercept warrants
signed in 2011. While this represented an increase in the number of
reported errors the Commissioner was satisfied that none of the reported
errors or breaches were deliberate. The audit identified two categories
for errors: human and technical (Interception of Communications
Commissioner, 2012, p. 17).

The Commissioner’s ongoing support for the deployment of CIT as
part of a broader investigative strategy in combating serious and organ-
ized crime, official corruption and matters pertaining to national security
is evidenced by the citing of a specific case, the Serious and Organised
Crime Agency (SOCA) case, in the 2011 Annual Report in which CIT
proved to be invaluable.

SOCA Case Study
Background

This report concerns a SOCA investigation undertaken in 2009 and 2012.
The details have been sanitised. Originating from a SOCA operation into
the money laundering activities of a UK-based organised crime group
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(OCQG), two senior members of the OCG were identified as controlling its
activities. The operational team had encountered significant difficulties in
using conventional investigation techniques. As a result, SOCA considered
it necessary and proportionate for these OCG members to be subject to
interception. Interception commenced early 2009, and soon confirmed that
the OCG was well established, and involved not only in money laundering
but also in the importation of significant amounts of Class A drugs.

Operational Activity

Intercept intelligence made it possible to identify individuals involved in the
transportation and storage of drugs on behalf of the OCG. The intelligence
enabled SOCA officers to seize the drugs as they were being delivered to
the OCG members. This resulted in a number of arrests and the seizure of
more than 100kilograms of Class A drugs, 1,400 kilograms of Class B drugs
and the dismantling of this section of the OCG.

Intelligence later established that a linked OCG was importing Class A
drugs using an alternative method. Interception enabled these individuals
to be identified and disclosed the location of the consignment of drugs.
This intelligence resulted in the seizure of over 150 kilograms of Class A
drugs and more than £300,000 in cash.

Throughout 2010, interception identified other OCG members who were
involved in money laundering on behalf of this OCG. This intelligence ena-
bled the operational team to gather evidence of OCG members conducting
this laundering activity, before arresting them and recovering in excess of £
600,000 in cash.

Interception in 2011 revealed that the primary members of the OCG had
resumed importations of Class A drugs into the UK and were arranging
customers to collect drug consignments. This resulted in further arrests
and the seizure of a furtheriso kilograms of Class A drugs, a further seizure
of 75 kilograms of Class B drugs, firearms and cash.

Conclusion

As a direct result of intelligence provided through CIT, in excess of 300kg

of Class A drugs, 1,7800 kg of Class B drugs, three (3) firearms and more
than £1,000,000 in cash were seized. More than 75 people were arrested.

(Source: Interception of

Communications Commissioner, 2012, pp. 9-10)

It is evident from the above case studies that the interception of criminal
communication can provide valuable and timely information. It can be
seen that the DSD-AFP case illustrates a combination of processes at
work that are important to transnational crime fighting. The cooperation

DOTI: 10.1057/9781137333797



Communication Interception Technology 89

of the AFP and INP is an aspect that is consistent with the direction of
international cooperation, indicated by Glenn, Gordon and Florescu
(2008), that is required for TOC. The relationship between the AFP
and DSD also illustrates the importance in combining agency skill sets
to instigate the most effective response, rather than contribute wasted
resources through overlapping purposes. While this particular case
study examines the use in a reactive manner, similar use in a proactive
manner can yield equal results, albeit ideally in a preventative manner.
This is an essential aspect of effective communication interception use
for TOC. This proactive approach was demonstrated in the lead-up to
the 9/11 terrorist attacks in the US, in which the NSA and CIA had vast
data and intelligence pertaining to the activities and movements of the
involved terrorists resultant from intercepted communications with an
Al Qaeda operations headquarters.

In addition, intelligence derived from intercept products such as
those found in the SOCA case study can increase the understanding of
how organized crime and terrorist groups operate, including furthering
knowledge on importation methods, money laundering and their use of
technology. Kisswani (2011) noted that interception activities in the UK
and the US have led to significant arrests and seizures making it one of the
most valuable tools in the crime-fighting arsenal. It could be argued that
the advantages associated with the use of CIT are not just limited to arrests,
seizures and forfeitures but also to many suspects pleading guilty, thus sav-
ing the state the time and expense of a lengthy court trial (Kisswani, 2011).

Issues surrounding communication interception
technology

Whilst SIGINT has been used extensively and effectively in military
environments for over a century it is difficult to comprehend why CIT
continues to remain so severely limited in its use. In much of the lit-
erature there are three primary issues limiting the practical use of CIT
within TOC and corruption investigations: legislation (governing usage),
privacy and culture.

Legislative constraints

Whilst legislative constraints and privacy are seemingly separate they
are directly correlated. The concerns regarding the infringement of
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privacy rights have subsequently influenced the controls and limita-
tions placed on the use of CIT within the legislation. The work of
Starey (2005) analyses the legal framework that CIT operates under in
Australia and makes comparisons to the applicable legislation in the
US. Starey (2005) argues that, whilst Australia cannot directly adopt
the same legislation applied in the US, we should be able to learn from
their errors and debates to improve our own laws and increase their
clarity (Starey, 2005). A common feature evident in both countries is
the narrow restrictions on, and subsequent difficulty in, being issued a
warrant for lawful interception. For live communication interception,
warrants may only be issued for serious offences (matters of national
security or offences punishable by a maximum period of at least seven
years imprisonment), must be accompanied by strong evidence to
support reasonable grounds for the suspects involvement, must take
into regard the level of privacy to be interfered with, how useful the
intercept will be, and what other investigative methods have been used
(Starey, 2005; EFA, 2006). This issue of employing alternative inves-
tigative methods was also raised in NZ in the matter of Hamed and
Others v the Queen in which surveillance evidence illegally obtained
was excluded by the judiciary (Wall, 2012, pp. 199-201). Further,
interception warrants can only be authorized by select Federal Judges
or Administrative Appeals Tribunal members to authorized LEAs
(Starey, 2005; EFA, 2006). Starey (2005) demonstrates that the current
legislation caters for CIT only as a last resort option and serves a pri-
mary purpose as an evidence-gathering tool, rather than a forefront
intelligence collection method. Stored communications, however, are
significantly easier to access under the Amendment Act in which:
requirements are for either serious offences or serious contraven-
tions (penalty of at least maximum three years imprisonment); may
be issued to all enforcement agencies, including criminal law, civil
penalty and public revenue agencies; and can be issued by any federal,
state or territory judge or magistrate.

As argued by privacy advocate Electronic Frontier Australia (2006),
these responses seemingly position stored communications as a ‘less
important’ communicative method, despite the increasing adoption and
preference of these methods over live communication by individuals
and business. Their position, however, is degraded due to the failure to
recognize the advantages attached to CIT in law enforcement and the
sole focus on rights to privacy.
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In addition to the restrictions previously discussed, an important
restriction on the use of the TIA Act is that the agency must be investi-
gating crimes. As a result CIT could not be used in a corruption inves-
tigation that would only result in disciplinary action (nor do agencies
have the power to share metadata obtained during a warranted investi-
gation with other agencies which could use this data to enforce actions
of official misconduct). This raises an interesting point being considered
in Australia, where investigative agencies would like to share informa-
tion with other agencies that were not a part of the investigation. For
example, the CMC would like to be able to do this in cases where there
is a time-sensitive emergency or sharing of information would be in the
public interest (CMC, 2011). It is unlikely that a time-sensitive emergency
would apply to a disciplinary matter, but it may well be very relevant
under a public interest test. The case example they provide is one where
an individual is being investigated in relation to child pornography but
the CMC cannot share the information with the government agency that
provides approval for the person to work with children; the agency is
therefore prevented from taking industrial action which would remove
that person’s blue card, the ID necessary for all people working directly
with children in Queensland (CMC, 2011).

Privacy constraints

It is not surprising that the process of focusing policing tactics and the
implementation of a proactive approach in which a majority of polic-
ing work is not observable by the public is seen as a threat to perceived
civil liberties by some, irrespective of the accuracy of their perceptions
(Ratcliffe, 2008b). As noted by Innes (2004), these changes in policing
methodology have been seen to increase the gap between those who are
policing and those who are being policed. Subsequently, this apprehen-
sion of society and advocates alike regarding the issue of privacy must be
addressed. Bronitt and Stellios (2005, 2006) raise concerns regarding the
legislative framework that governs CIT within Australia, arguing that
the model of ‘balancing’ law enforcement and privacy is fatally flawed.
Similar views are held by privacy advocate groups such as Electronic
Frontier Australia (2006), who argue that greater restrictions should be
imposed on the use of CIT, and privacy should be placed at the forefront
of all decision-making. Even though Australia’s legal protection for
privacy rights is limited, courtesy of the lack of a Constitutional Bill of
Rights, protection is still afforded under article 17 of the International
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Covenant on Civil and Political Rights and article 12 of the Universal
Declaration of Human Rights. Irrespective, it would be illogical to make
recommendations that ignore privacy on the whole. Porter (in Ratcliffe,
2008Db, p. 223) highlights this concept by noting:

But intelligence-led policing also brings with it special challenges. While
the police analytical function may be an effective tool for protecting the
public from serious crime, information-gathering activities associated with
intelligence-led policing may also infringe on the privacy and civil liberties
of individuals. This type of information gathering requires the police to use
more intrusive procedures, such as informants, undercover operations, elec-
tronic surveillance, and sophisticated intelligence analysis. Such intrusive
procedures pose threats to civil liberties, privacy, and other rights...The
potential threat to civil liberties, privacy, and other rights, therefore, is one
of the special challenges facing intelligence-led policing and the develop-
ment of any development of police information networks...It is therefore
important for police organisations to put the protection of privacy and civil
liberties ‘up front’ when implementing an ILP [intelligence-led policing]
approach. The gathering of information for the police intelligence function
is among the critical decision points in policing. Intelligence activity is also
an area where law enforcement officers exercise considerable discretion that
has seldom been subject to review from outside the police agency.

Viewing the intelligence process as a series of discretionary decisions and
using policy and training to institute appropriate safeguards, therefore, can
help protect privacy and civil liberties.

However, whilst it is undeniable that privacy is an important aspect of
life it does still provide additional protection to criminals and criminal
enterprises. Grabosky and Smith (1998) argue that the respect for an
individual’s privacy is not an absolute interest and is conversely subject
to other competing interests of importance within society. The use of
interception technology is justified when the social benefits of its use
outweigh the cost of individual privacy. It is here that Electronic Frontier
Australia (2006) lacks the ability to recognize the careful balance of
proportionality between privacy and enforcement. As power shifts in
favour of increased privacy it greatly limits vital enforcement technique
and technology. Sir Robert Megarry VC explains in the case of Malone v
Metropolitan Police Commissioner [1979] Ch 344 at 377D:

I think that one has to approach these matters with some measure of bal-
ance and common sense. The rights and liberties of a telephone subscriber
are indeed important; but so also are the desires of the great bulk of the
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population not to be the victims of assault, theft or other crimes. The detec-
tion and prosecution of criminals, and the discovery of project crimes, are
important weapons in protecting the public...The question is not whether
there is certainty that the conversation tapped will be iniquitous, but
whether there is just cause or excuse for the tapping and for the use made of
the material obtained by tapping.

The sentiments of Electronic Frontier Australia (2006) are also shared
by Bronitt and Stellios (2005, p. 887), whose evaluation of the regulatory
framework for CIT in Australia results in the rejection of the ‘balancing’
model and proposes the development of a regulatory model advocating
human rights and due process as a ‘paramount consideration. Despite
these claims, however, they fail to detail the proposed model aside from
noting that it would be a ‘radical departure from existing approaches. A
consistent theme in the works by Bronitt and Stellios (2005, 2006) relates
to their concerns regarding the increasing use of interception technol-
ogy by states and territories, rather than sole use by federal agencies.
What Bronitt and Stellios (2005, 2006) fail to acknowledge is that the
growth of organized and transnational criminals do not limit themselves
to breaching only federal or state laws; indeed, they are well known to
exploit proposed restrictions (Irwin, 2001). Providing all agencies with
access to these methods is an integral part of the unification of Australian
LEAs - a factor which is stressed as an essential requirement throughout
the literature (Glenn, Gordon and Florescu, 2008; Irwin, 2001; Flood
and Gasper, 2009; Ratcliffe, 2008b).

The concept of placing privacy ‘up front’ is clearly an important aspect
to note. Whilst it is understandable for apparent reasons of operational
security that transparent intelligence collection is unrealistic, options
for building public trust and acceptance exist. Limiting unnecessary
discretion and guiding necessary discretion within the decision-making
process, introducing tests of proportionality and/or the use of an inde-
pendent oversight role, such as Queensland’s Public Interest Monitor,
reinforce the notion of civil liberties as the highest priority, whilst still
ensuring that the intelligence-led methodology can continue.

Intelligence and culture

As demonstrated throughout the chapters of this book, for the most
effective law enforcement practice intelligence must be placed at the
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centre of the organizations ethos. Intelligence must be recognized
by LEAs as substantially more than just data or information collected
using the stereotypical means of ‘intelligence collection’ relating to
covert information gathering. There is an identified need to ensure that
it is evident throughout an organization that intelligence is analysed
information. This recognition needs to be supported by a cultural shift
promoting the importance of support staff, such as crime intelligence
officers and analysts, to centre stage. As noted by the work by Heldon
(2009), Dean and Gottschalk (2007b), Ratcliffe (2008Db, a; 2002 ¢; 2008),
Oakensen, Mockford and Pascoe (2002) and Osborne (2006), for true
intelligence-led policing (ILP) to be implemented — a methodology that
relies on high-quality analysis — there would be a need to introduce
education and training for all personnel so that a greater understanding
of intelligence reports provides an appropriate decision-making regime.
Ratcliffe and Sheptycki (2009) note that, currently, intelligence officers
and analysts often see few results from their work and that ‘intelligence
reports collated centrally were said to disappear into an intelligence
“black-hole” - a space where all information is swallowed-up but from
where no light emerges’ (Ratcliffe and Sheptycki, 2009, p. 249). Ratcliffe
(2003, 2008b) goes further, noting that whilst seemingly melodramatic,
it would be impossible to identify the number of intelligence failures
that have occurred across the world as a result of decision-makers failing
to identify the importance of an intelligence product, or an agency or
analyst failing to convince their clients of its importance. The support
of analysts, along with education and training of all personnel, is clearly
an essential component of a successful and effective law enforcement
methodology.

Intelligence sharing is also a key aspect of not just ILP but of the combat
of organized crime on a transnational scale. Agencies both domestically
and internationally need to shift from the model of informal networks to
a more defined arena that promotes effective intelligence sharing (Dean
and Gottschalk, 2007a; Bhaskar and Zhang, 2007; Ratcliffe, 2008b).

This extends through both law enforcement and security agencies.
With TOC shifting and consorting in manners that pose threats to both
crime control and national security it is no surprise that intelligence
overlaps occur. With dissemination forming the final stage of the intel-
ligence cycle (dependent on the model used, here referring to direction,
collection, collation, analysis and dissemination) it is vital that there is a
shift away from the reinforced cultural stigma that underpins hording of
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information and refusal to volunteer intelligence for fear of losing their
status of ‘importance, which can be considered to be integral to con-
tinued funding (Bamford, 2009). The efficacy of a new intelligence-led
model is greatly reduced without the transformation out of a competitive
mindset. In line with the continued privacy concerns, it is also essential
to ensure that appropriate privacy policies are in place for intelligence
sharing systems — for only the slightest hint of a violation of rights
and privacy of individuals will quickly see intelligence sharing and, in
part, effective transnational policing succumb to a significant setback
(Department of Justice, 2005; Ratcliffe, 2008b).

Chapter summary

The use of CIT in Australia and in other English-speaking Commonwealth
countries is governed by legislation that aims to balance the right to pri-
vacy with the needs of public interest. A study of the literature has shown
that, despite the military’s long history of using SIGNIT, CIT continues
to remain severely limited in areas such as the fight against TOC and
corruption. There is a dearth of literature surrounding the specific use of
CIT, and its effectiveness remains difficult to measure. What is apparent
from the literature, however, is that the key issues surrounding the use of
CIT are legislation (governing usage), privacy concerns and culture. Also
noted is that the most effective use of CIT is grounded within a proactive
ILP framework. Despite these constraints, specific case studies cited in
this chapter do provide a valuable means to examine the effectiveness of
CIT as a tool against transnational crime. In particular they demonstrate
how intelligence derived from intercept products can provide timely and
valuable information, to be used to increase understanding of how crimi-
nal organizations operate, and lead to significant arrests and seizures.
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Directions in Intelligence
and Investigations

Abstract: This chapter concerns the directions in
intelligence and investigations relating to transnational
organized crime (TOC) and official corruption. It identifies
that the need for an intelligence-led approach to policing

is apparent throughout the literature. Intelligence — which
can be garnered through the use of communication
interception technology (CIT) - needs to underpin both
investigations of TOC and official corruption. However, as
this chapter establishes, current policing strategies do not
place intelligence at the centre of law enforcement doctrine.
While investigators (both of TOC and corruption) have
access to CIT powers, access to certain types of metadata
which has the potential to support vital avenues of TOC
and corruption investigations remain elusive as a result of
societal concerns and current legislation.
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This chapter outlines the findings of a content and comparative analy-
sis of documents surrounding the use of communication interception
technology (CIT), in particular its use in the fight against transnational
organized crime (TOC) and official corruption. The collated documents
revealed a number of themes that illustrate the required direction of
CIT and its use as a tool in combating TOC and official corruption. The
chapter examines the findings of the document analysis, noting the four
primary categories identified: intelligence direction, the intelligence-led
policing model, the practical application of CIT, and its effectiveness.

Intelligence direction

A theme consistent throughout the literature of communication inter-
ception relates to the concept revealing the requirement for policing
agencies to move forward from the traditional role of reactive policing,
or ‘local’ policing, to a more proactive manner that utilizes intelligence as
their foremost weapon in addressing the growth of TOC. Heldon (2009,
p- 125) highlights this concept by stating:

Unfortunately, in the current law enforcement environment where policing
agencies are at the forefront of combating terrorism, transnational crime
as well as more ‘traditional’ community-level offences, understanding and
information are critical. Intelligence must be able to support decision-
makers to negotiate this environment.

The first section of this statement can be seen to identify that currently
policing agencies lack a clear understanding of the nature of the criminal
enterprises in TOC, corruption and terrorism that they are fighting. This
is taken further to imply that this standard of understanding goes so far
as to apply to the more ‘minor’ of crimes found within a specific local-
ity, which one can assume includes vandalism, property crimes such as
burglary, robbery and car theft, assaults and the like.

The second section of the statement requires little explanation: the use
of intelligence, which can be derived from CIT, is an integral aspect for
combating and identifying transnational crime. As such its use must be
strategic. It is important here to reiterate that intelligence is not informa-
tion. Intelligence is a form of data which has an attached relevance and
purpose, and has been subject to an organized analysis by an intelligence
officer or analyst (Dean and Gottschalk, 2007b).
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This statement is further supported by Williams (1980, p. 35) follow-
ing the Australian Royal Commission of Inquiry into Drugs, who also
promotes intelligence-use by stating:

Intelligence is the most important single weapon in the armoury of law
enforcement generally and of drug law enforcement in particular. Evidence
received by this commission left no doubt that good intelligence is an
essential prerequisite to effective law enforcement.

This reveals that, even during the raft of Royal Commissions that occurred
during the 1970s and 1980s into the Australian law enforcement and
intelligence community, the concept of underpinning intelligence-use as
a primary resource in law enforcement methodologies was integral to
the growing sphere of organized crime. The specific use of terminology
is also important in this statement. The terms ‘good’ and ‘effective’ intel-
ligence carry a similar ideology to that of Heldon (2009). It emphasizes
that only information — data with clear relevance and purpose — subjected
to analysis, not simply raw data misinterpreted as ‘intelligence’ (Ratcliffe
2008b; Oakensen, Mockford and Pascoe, 2002), will ensure the efficacy
of law enforcement activity. It could be recognized that law enforcement
can continue to be carried out without the use of good intelligence; it
will simply remain reactive (and not proactive) with limited impact on
crime control and prevention.

Resultant from the demonstrated need to utilize intelligence in a man-
ner that provides ultimate direction to policing objectives and targets, it
is further recognized that the use of a methodological framework, which
correctly controls and harnesses the use of intelligence, is imperative.
This is reinforced by Wardlaw and Boughton (2006, p. 142) who assert:

If intelligence is going to drive proactive policing, then it too must evolve —
as must its organisational context. Intelligence needs to be seen as critical
to decision-making within law enforcement. This means going beyond
merely seeing intelligence as certain pieces of information that are critical to
preventing specific criminal acts or solving specific crimes. Information has
always been critical to successful policing. But clearly intelligence — if what is
meant by intelligence is value-added analysis for decision-making - has not
been...To a certain extent then, what is needed is a degree of internal mar-
keting to turn around organisational cultures and place intelligence squarely
where it belongs: at the heart of all strategic organisational decisions.

This statement effectively both summarizes and confirms the impor-
tance of intelligence, and CIT, as a vital component. As illustrated in the
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statement, intelligence must be placed at the centre of the law enforce-
ment doctrine rather than simply used as a support tool for investiga-
tions. This is an important aspect as it identifies the current flaws in the
system of many policing agencies.

It goes further, recognizing that where there is a need for intelligence to be
placed ‘at the heart” of decision-making then there is a requirement to intro-
duce a policing framework or methodology that doesn’t simply encourage
this change to happen but forces it to occur in recognition of the obstinate
nature of law enforcement agencies (LEAs). Intelligence activity is therefore
recognized as an essential part of policing practice, and it is this theme that
reinforces the purpose of CIT. For without an established means and flow of
data collection there can be no analysis and thus no intelligence product.

Corruption investigations

Corruption investigations have a different character to TOC. The intelli-
gence issues for TOC must focus on the flexible nature of how criminals
conduct their business. They can change merchandise, innovate new
methods of transportation, change customers and come up with entirely
new forms of crime. By comparison, corruption is far less flexible.
Corrupt officials are fixed in their ability to sell their corrupt services;
the basic structure of providing unfair advantage to others or pursuing
one’s own self-interest stay the same. The nature of government services
is reasonably constant; police still police and other government agents
still make decisions. The politicians are also participating in inflexible
political structures and processes.

From the perspective of strategic and tactical corruption prevention, it
is very useful to conduct risk analysis on the government environment.
According to Transparency International (2011a, p. 1):

Corruption risk assessment is a (diagnostic) tool which seeks to identify
weaknesses within a system which may present opportunities for corrup-
tion to occur. It differs from many other corruption assessment tools in
that it focuses on the potential for — rather than the perception, existence
or extent of — corruption. At its core a risk assessment tends to involve some
degree of evaluation of the likelihood of corruption occurring and/or the
impact it would have should it occur.

Corruption follows money and discretion. Whilst the act of corruption
will remain similar for any public official, the direction in which money is
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allocated and the individuals who hold discretionary power will change
with time. For example, the whole world is moving towards a green
energy future as a result of policies designed to mitigate climate change.
Billions of dollars are now being spent on issues that received little
attention in past decades. Much of this money is being spent in nations
that have very poor records of corruption. The combination of money
with opportunity can lead to increased corruption. As Transparency
International (2011b, p. xxvi) points out:

Where huge amounts of money flow through new and untested financial
markets and mechanisms, there is always a risk of corruption. Some esti-
mate total climate change investments in mitigation efforts alone at almost
USs7oo0 billion by 2020. Public investments of no less than USs250 billion
per annum will eventually flow through new, relatively uncoordinated and
untested channels. In addition, pressure already exists to ‘fast-track’ solu-
tions, further enhancing the risk of corruption.

Similar issues will arise in large investment areas in nations with other-
wise good track records of low corruption. For example, the expansion
of the coal seam gas industry in the United States, Canada and Australia
has seen billions of dollars invested into these nations. The competition
between companies has been tight and there will inevitably be a temp-
tation to gain an advantage over competitors by reducing red tape or
ensuring an outcome from a government decision-maker. While we are
not making allegations that corruption has occurred, this new industry
is an example of one that must be identified as an area that deserves
special attention from anti-corruption agencies.

Intelligence - such as that provided by CIT - could prove invaluable
in allowing investigations to proactively identify corruption networks
or indeed the potential for acts of corruption to take place. If anything,
time has provided an advantage to the investigator.

Data mining and data retention

One of the problems identified in earlier chapters for corruption investiga-
tors has been the lack of access to CIT powers. Almost universally these
powers are now in the hands of most corruption watchdogs. In addition,
the powers of surveillance have improved through advances in technology.

There is one privacy issue that stands in the way of both TOC and
corruption investigations: access to metadata. Metadata includes that
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information such as who created a message, when it was sent, who it was
sent to and the location it was sent from.

Put simply, communications data is information about an electronic
communication — a footprint left after accessing the Internet, sending an
email, or making a phone call. It might, for example, include customer
registration details, the date, time and duration of a communication, the
phone number or email address of the sender and recipient, the amount
of data up/downloaded, or the location of a mobile device from which a
communication was made.

This information is useful to obtain a chronology of events for a trans-
action or series of transactions and build information on membership
and links in a dark network. It can be extremely useful for a corruption
investigation. If the agency knew that an individual was involved in
corrupt activity their phone records could provide a full profile of their
network. This would not be evidence of guilt on the part of others as
the metadata does not provide the content of the communication, but
it would provide the means to work out who the person was talking to.
Some or most of this information would be innocuous; however, the
metadata can inform investigation strategies. It would be highly suspi-
cious if a police officer had been making phone calls to a known criminal.
Also, politicians making decisions about a major project would have to
explain why they were making personal phone calls to individuals who
had submitted tenders for the project. Thus the metadata can support
avenues of investigation in either TOC or corruption investigations.

Most metadata is easy to obtain because it often falls outside the cat-
egory of information that requires a warrant. Surveillance powers have
had difficulty keeping up with technology as communication methods
move from standard fixed-line telephones to email, chat rooms, mobile
phones, SMS and Skype. This has prompted many agencies to try to
extend their powers to cover metadata from these non-traditional
methods. The difficulty is that the data is no longer ‘telecommunications
data’ but is held on IP networks; that is, it travels via the internet. Most
suites of intelligence gathering legislation do not cover this data. Also
the data is held by private corporations who are not under an obliga-
tion to retain the metadata (Brew, 2012). The Australian government is
trying to address this gap by extending the powers of the intelligence
agencies. The United Kingdom (UK) government (at the time of writing)
is likely to pass the Draft Communications Data Bill which would amend
the Regulation of Investigatory Powers Act 2000, to provide similar powers
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in that nation. Other legislation also exists in the European Union’s
Data Retention Directive (2006) which has been made law in many
member states. The United States (US) does not have such a law and
recent attempts to implement one have failed. They instead rely on data
mining powers under the Patriot Act, which has protections through
Congressional oversight (Cohen, 2013).

In addition, the solution to this problem will not be easily negotiated.
There are serious privacy issues relating to how this data will be used to
produce profiles of individuals in the community (Lee, 2013). There are
also public concerns about what the government does with the metadata
it collects. Key amongst these is the misunderstanding that the content
of communication is not being examined. This issue has recently been
given publicity in the US in relation to its governments data mining
powers (Feldmann, 2013). A further issue is the cost that will be passed
on to small operators to equip themselves to retain the data (Colley,
2013).

Despite the unknowns as to how the collection of metadata and pri-
vacy concerns will be addressed what is apparent is that, if the legislative
issues can be resolved, the addition of these powers would significantly
improve investigations in both corruption and TOC.

Chapter summary

The need for an intelligence-led approach to policing is apparent
throughout the literature. Intelligence — which can be garnered through
the use of CIT - needs to underpin both investigations of TOC and offi-
cial corruption. However, as this chapter has established, current polic-
ing strategies do not place intelligence at the centre of law enforcement
doctrine. While investigators (both of TOC and corruption) have access
to CIT powers, access to certain types of metadata remains elusive —
information which has the potential to support vital avenues of TOC
and corruption investigations.

With this in mind, the next chapter sets out a way forward, presenting
a conceptual model for the integration of CIT into an intelligence-led
framework.
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Integrating Communication
Interception Technology
within Investigations

Abstract: This chapter presents a way forward for placing
communication interception technology (CIT) within the
} investigative framework. It proposes a conceptual model
demonstrating how CIT in general can be integrated
into investigations and intelligence operations. Ensuring
intelligence is central, the model places CIT within an
intelligence-led policing (ILP) framework, supporting the
integration of tacit knowledge by way of an overarching
knowledge-managed policing philosophy. The model
outlines five key elements: Intelligence Probe, Preliminary
Investigation, Warrantless Inquiries, Warranted Inquiries
and Post-operational Intelligence Analysis. While
conceptual, the model seeks to generate discussion on the
merits of integrating CIT within an ILP framework, while
endeavouring to balance privacy concerns by ensuring
that legal thresholds are met and all other avenues of
investigation are exhausted.
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This chapter presents a developmental model for the integration of com-
munication interception technology (CIT) into investigations of tran-
snational organized crime (TOC) and corruption. The model proposed
is conceptual in nature and as such serves to demonstrate the theoretical
integration of CIT strategies into such investigations and intelligence
operations. The chapter addresses the impact of privacy, intelligence,
knowledge-managed policing and organizational culture on the efficacy
of the proposed conceptual model. The proposed model has a broad
application with the jurisdictions discussed in this book, with Australia,
the United Kingdom (UK), Canada and New Zealand (NZ) operating on
a similar platform for TOC and corruption investigations and balancing
the privacy rights of individuals against the public interest. In addition,
similar standards in so far as the legal threshold governing the issuance
of a CIT warrant apply across all four countries.

Crime intelligence in the intelligence-led
policing model

The centrality of crime intelligence and data analysis in the intelligence-
led policing (ILP) model has been identified as a crucial link to devel-
oping a model of best practice for the use of CIT. Currently CIT tends
to be used as a resource for developing case-specific evidence, arguably
due to the legislative restrictions. As Ratcliffe (2008b) states, the use of
intelligence derived from covert information and techniques is essential
for strategic planning, and strategic planning has a greater proactive
and preventative nature than its traditional reactive counterparts do.
It can be seen though, with CIT forming a critical part of ILP and the
use of strategic planning and assessment, that a complete picture of the
criminal environment can be developed and actions instigated to disrupt
these activities (Ratcliffe, 2008b, a).

The primary issue underpinning the effectiveness of CIT is the lack
of evidence available to support its use. As established in previous chap-
ters, the figures supplied annually by LEAs in Australia in the Annual
Telecommunications (Interception and Access) Act 1979 (Cth) Report only sub-
stantiates the grounds of impact of warrants on individuals. It does not
ascertain the overall effectiveness of CIT’s use on overall crime rates, nor
does it provide any measure for the level of disruption caused by arrests,
prosecutions and convictions from lawfully intercepted communication
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on criminal enterprises. It cannot be denied that there is a clear lack of
empirical research that provides solid evidence for this cause.

Whilst Grabosky and Smith (1998, 1999) provide examination of case
studies utilizing CIT they are neither recent nor in-depth. It can be theo-
rized that this is in part due to the classified nature of law enforcement
and restrictive nature of disclosure provisions that exist in the legislation
controlling the use of CIT. It is illogical to expect that LEAs and security
agencies alike will be willing to detail recent operative successes and/or
failures in the threat of exposing sensitive operational strategies, tech-
niques and sources not known to criminal enterprises.

However, when placed in a knowledge-managed policing framework
such as ILP, the effectiveness can be interpreted by the level of relevant
and reliable information collected from interception sources and, with
communication technologies increasing in their availability and adop-
tion by general society, it is an area that requires continued monitoring
and use.

Figure 8.1 provides a graphic depiction of how CIT can be integrated
into an investigation, while at the same time maintaining the delicate
balance between an individual’s right to privacy and the public inter-
est. Nesting CIT within an ILP framework supports the integration of
tacit knowledge by way of an overarching knowledge-managed polic-
ing (KMP) philosophy. This tacit knowledge is described by Dean and
Gottschalk (2007a) as ‘know-how knowledge. In an investigation of
TOC or corruption an investigator’s tacit ‘know how’ is critical to the
outcome of the investigation. As discussed, Figure 8.1 incorporates sev-
eral elements key to any investigation of TOC and corruption.

The intelligence probe

This component can best be described as an exploratory analysis of what
is currently known about the criminal enterprise engaged in TOC or
corruption. The Intelligence Probe analyses data from an array of exist-
ing sources, such as information repositories (various databases) and
informants, and provides insight into the strengths, weakness, opportu-
nities and threats posed by the criminal group. The Intelligence Probe
provides investigative options for investigators to consider with respect
to effectively targeting the criminal group.

Equally importantly, the Intelligence Probe identifies ‘intelligence
gaps within a law enforcement agency’s (LEAs) current holdings with
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respect to the criminal group. Intelligence gaps are, as the name sug-
gests, gaps in an LEA’s knowledge of a criminal group. This may extend
to include all of the members within the group, the full extent of the
groups criminal activities and their respective modus operandi. These
intelligence gaps could also include the primary source of finance for the
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group’s criminal activities and its preferred method of communication
by group members.

Preliminary investigation

Based on the quality of the analysis contained in the Intelligence Probe,
law enforcement executives may decide to escalate the matter to a
preliminary investigation. This will result in assigning the probe to a
team of experienced investigators who will initially seek to address the
existing intelligence gaps in order to develop a greater understanding of
the criminal group. During this phase of the investigative process, inves-
tigators and intelligence personnel will work closely together to develop
information sources (HUMINT) and to gather evidence in support of
a charge. The preliminary investigation endeavours to establish a prima
facia case that can be brought before a court. In order to do this, investi-
gators and intelligence personnel conduct what is collectively known as
warrantless inquiries.

Warrantless inquiries

Warrantless Inquiries are elements of an investigation that do not
require a warrant in order to secure information, intelligence or evi-
dence of a criminal offence. Such inquiries may include the interviewing
of a witness, debriefing of an informant, some forms of surveillance,
preliminary forensic examinations and assessments, the interrogation
of open source databases, a review of closed circuit television (CCTV)
footage. At this point investigators will be able to determine if they have
enough evidence to prove each and every element of a criminal offence
or if further inquiries are needed. This is a key stage in an investigation
and will determine which direction the investigation will take. Again,
the analysis contained in the Intelligence Probe together with this new
information, which seeks to satisfy the identified intelligence gaps, will
be instrumental in directing the investigation. This is a critical element
of the ILP framework as it may lead investigators and intelligence per-
sonnel towards the preparation and submission of affidavits or grounds
to obtain a warrant (GTO).

Referred to as a GTO or Information to Obtain (ITO) in Canada, and
an affidavit in Australia, the UK and NZ, these instruments are vital to
securing a warrant. The Canadian Criminal Procedure and Practice/
Search and Seizure/Warrant Searches (2012) (to be read in conjunction
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with the Criminal Code of Canada) provides a succinct and universally
applied definition of such an instrument:

An application for a search warrant consists of an ‘Information to Obtain’
(ITO) and usually a draft warrant that is presented to a justice of the peace
or judge. An ITO consists of a statement under oath or an affidavit of an
informant detailing the facts known (both first hand or second hand) that
would provide basis to issue a warrant. An application for a warrant is an
ex parte motion and as such must ‘make full, fair and frank disclosure of
all material facts’. (Cited cases: R. v. Debot (1986) 30 CCC 207 (Ont.CA) R.
v. Richard (1996) 150 NSR 232 (NSCA) R. v. Araujo, 2000 SCC 65 (CanLlII),
2000 SCC 65, [2000] 2 S.C.R. 992, at para. 46)

In this instance investigators must demonstrate that there is ‘reasonable
ground to believe’ that the issuance of a warrant will enable the collec-
tion of evidence in support of a criminal offence. This standard is higher
than ‘reasonable grounds to suspect’ and as such the information in
the GTO/ITO/Affidavit needs to be compelling to an issuing authority.
Successful GTO/ITO/Affidavits will result in the issue of a warrant for
search, seizure, arrest and the use of specific forms of surveillance and
permission to employ CIT. These subsequent avenues of investigation
are referred to as Warranted Inquiries. At this stage of the investigation
two key issues emerge: the need to ensure that the legal threshold is met,
and the ongoing integration of tacit knowledge by investigators as part
of the KMP philosophy.

Warranted inquiries

Warranted inquiries are elements of an investigation in which a warrant
must be obtained from an approved issuing authority granting investiga-
tors permission to secure information, intelligence and or evidence in
support of a criminal offence. They include search and seizure warrants,
entry warrants, covert entry warrants, warrants to enter and re-enter a
premises or place. Apart from warrants granting the release of confi-
dential information such as financial records, a warrant is also required
to grant the use of CIT and specific types of surveillance. In granting
warrants authoring the use of CIT the authoring authority carefully
considers the privacy rights of the individual and the public interest.
By imbedding this application for CIT to be authorized within the ILP
framework, investigators can demonstrate with confidence to the issu-
ing authority that every possible alternative avenue of inquiry has been
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exhausted before requesting a CIT warrant. It is anticipated that this will
enable the issuing authority to issue the warrant (or refuse the applica-
tion) on the basis that this standard has been met by the investigators
and that the legal threshold has been met.

Following the successful application of a warrant authorizing the use
of CIT, it is imperative that investigators adhere to the guidelines and
policy set down that govern the use of CIT. Any subsequent breach may
result in the warrant being revoked and any evidence obtained by inves-
tigators in breach of the guidelines rendered non-admissible in a court of
law. A misconduct investigation hosted by the organizations professional
standard units, or external organizations charged with investigating mat-
ters of misconduct may ensue, resultant from this breach of practice.

In the event that the use of CIT provides investigators with the
evidence they need to prefer criminal charges, the suspect or suspects
are arrested and charged and a brief of evidence is prepared and the
offender(s) prosecuted in a competent court of law. It is important to
ensure that another key intelligence product is prepared at this stage: the
Post-Operational Intelligence Analysis.

Post-Operational Intelligence Analysis

The Post-Operational Intelligence Analysis assessment collects all of
the intelligence obtained throughout the course of the investigation and
examines the reliability and validity of information sources, analyses the
investigative strategy (what was done well, areas for improvement, etc.)
and if relevant, it may identify secondary and tertiary targets within the
criminal group (or corrupt network). The assessment may also make
recommendations to policymakers on what can be done to reduce the
incidence of similar criminal (and corrupt) activity from occurring
again in the future. The assessment makes a meaningful contribution to
the organization’s body of knowledge and as such completes the KMP
and investigative loop as shown in Figure 8.1.

The Assessment is extremely useful in supporting subsequent inves-
tigations in which associates of those convicted may emerge as part
of another criminal group or network of corruption. As shown in the
proposed model, following the completion of the Post-Operational
Intelligence Assessment, intelligence contained in this document may be
used to support a subsequent Intelligence Probe and, as such, the ongo-
ing fight against TOC and corruption continues.
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From concept to practice

The proposed conceptual model for the integration of CIT into inves-
tigations of TOC and corruption seeks to generate discussion on the
merits of integrating CIT within an ILP framework while supporting
the underlying philosophy of KMP. The model proposed in this chapter
takes a common sense approach to balancing the privacy rights of the
individual and the public interest. Each phase in this conceptual model
is coupled by timely, accurate and actionable intelligence. Progression
through each phase of the investigation is contingent upon investigators
receiving quality intelligence. This fundamental element underpins the
ILP approach proftered by Radcliffe (2004) and supports the broader
KMP philosophy advocated by Dean and Gottschalk (2007b). As such,
the model is predicated on the assumption that individual LEAs within
the selected jurisdictions support an ILP approach to TOC and corrup-
tion investigations and utilize intelligence in the manner in which it is
intended; that is, proactively as opposed to reactively.

While conceptual in nature, the model forms the basis for the way
forward in ensuring LEAs and corruption watchdogs are able to fully
utilize CIT and are placing intelligence squarely at the centre of their
investigations. Without such a model, investigations will not be able to
match the “fluid, dynamic and loosely structured networks’ (Cressey,
1997; William, 2001) that are emerging in the global climate.

Chapter summary

Building on the findings of previous chapters, this chapter presents a
way forward for the use of CIT in investigations into TOC and official
corruption. It proposes a conceptual model demonstrating how CIT
strategies can theoretically be integrated into investigations and intel-
ligence operations. Recognizing the need to address privacy rights as
well as place intelligence at the centre of policing methodologies, the
model places CIT within an ILP framework, supporting the integra-
tion of tacit knowledge by way of an overarching KMP philosophy. The
model outlines five key elements within the model: intelligence probe,
preliminary investigation, warrantless inquiries, warranted inquiries and
Post-Operational Intelligence Analysis. In doing so the model, while
conceptual, seeks to generate discussion on the merits of integrating CIT
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within an ILP framework, while endeavouring to balance privacy con-
cerns by ensuring that legal thresholds are met and that all other avenues
of investigation have been exhausted.

The next chapter discusses the issues that may potentially limit CIT’s
application in the fight against TOC and official corruption and hinder
the development of the conceptual model proposed in this chapter.
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investigations.
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The globalization and growth of transnational organized crime (TOC)
and corrupt networks is a cause for great concern amongst society.
While advancements in communication technologies have changed
the communication landscape, they have also created opportunities for
organized criminals to use the available technology for their own illegal
gains. Organized crime can no longer be considered in relation to strict
geographic boundaries - it now extends globally across a spectrum of
activities including money laundering, drug trafficking, sex/human
trafficking, people smuggling, arms trafficking, endangered species traf-
ficking, cybercrime and, most notably over the last decade, terrorism
(Abadinsky, 2009; Davies, 2007; Lyman and Potter, 2007; Australian
Crime Commission, 2009; Borger, 2007; Grennan and Britz, 2006). Like
TOC groups, corruption networks also make use of new and available
technologies to advance their own illicit goals, and their structures pose
great difficulties to those attempting to infiltrate and disrupt them.

However, while the increased availability of communication technolo-
gies and their usage presents opportunities for criminals and corrupt
networks, it also presents opportunities for the law enforcement agencies
(LEAs) tasked with fighting such crime and corruption. The need for two
or more criminal or corrupt entities to exchange information regarding
their planned activities is a critical point at which LEAs can disrupt
those activities. As such, communication interception technology (CIT)
presents itself as a crucial weapon to be harnessed by LEAs. However,
despite its possibilities CIT remains drastically underutilized as an
investigative tool and, while literature exists on TOC, official corruption
and CIT, very few if any studies intersect to examine the theoretical or
practical use of CIT as a tool to fight crime.

Recognizing the need to better understand how CIT is currently used,
and could be used, to fight organized crime and official corruption, this
book builds on existing literature on organized criminality, official cor-
ruption and CIT, drawing them together to provide a clearer overview of
CIT’s use in an enforcement and intelligence capacity. This is achieved
by asking the following questions:

1 How effective is CIT in the fight against TOC and corruption? and;
2 How should the issues surrounding CIT be best managed within
a practical law enforcement framework by English-speaking
Commonwealth countries that share comparable legislative
platforms?
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In addition to addressing several gaps in the current literature, the
research identifies the most appropriate policing methodology - intelli-
gence-led policing (ILP) - to underpin the use of CIT and how it can be,
or is currently being, restricted by the policing culture and privacy con-
cerns present in various English-speaking Commonwealth countries. In
doing so this publication contributes to the knowledge that can provide
greater efficacy for law enforcement strategies and the disruption of the
serious threat posed by official corruption and TOC to society.

Major findings

Using a qualitative design employing grounded theory the chapters in this
book explore the relationship between CIT and its application in practi-
cal policing methodologies. Each chapter considers various elements
of the research questions: transnational organized crime (Chapter 2),
official corruption (Chapter 3), policing methodologies (Chapter 4),
anti-corruption models (Chapter 5), CIT (Chapter 6), directions in
intelligence and investigations (Chapter 7) and, finally, integrating CIT
into investigations (Chapter 8). Each of these chapters provide a greater
understanding of the issues and nature of the subject, working towards
developing a framework (presented in Chapter 8) to embed the practical
use of CIT as an investigative tool for use in the Commonwealth law
enforcement community.

In reviewing the literature on TOC, Chapter 2 examined the specific
structures of TOC groups and the impact these have on an LEA’s ability
to investigate their activities. The chapter identified that of the five main
typologies (standard, hierarchy, regional hierarchy, clustered hierarchy,
core group and criminal network) the ‘core group’ and ‘criminal network’
are the forms emerging in the current global climate and posing the
greatest threat to LEAs and society. As noted by the Australian Crime
Commission (2009), the organized crime groups that pose the most
serious threat are those that are fluid, adaptable and resilient to LEA
interventions, rebuilding quickly after disruptions.

Despite the lack of research to date on the vulnerabilities of criminal
enterprises, by gaining a greater understanding of the structures of
TOC groups it is possible to identify a core vulnerability that will only
intensify as TOC continues to expand globally — the need to commu-
nicate quickly, easily and effectively. This presents a unique opportunity
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for LEAs - the use of CIT to uncover, disrupt and investigate criminal
activities. However, despite this opportunity and the numerous legal
responses to TOC by Commonwealth countries including Australia, the
United Kingdom (UK), Canada and New Zealand (NZ) - including the
power to acquire communication including inception data — CIT’s use
in fighting transnational crime remains limited. Chapter 2 highlights
the need for a method and framework that will allow LEAs to combat
TOC efficiently and effectively — one that requires the use of CIT as an
investigative tool.

Similar to TOC, in order to combat and disrupt official corruption
it is first necessary to understand the types of corruption, corruption
networks and the current LEA responses. Chapter 3 addresses this by
first considering the various forms of corruption and, in particular, cor-
ruption networks in relation to the police force and the public sector.
Examining the notion of ‘dark networks’ (those networks that are both
covert and illegal), the chapter identifies that while corrupt networks
are extremely difficult to identify, infiltrate and destabilize, employing
social network analysis and understanding the networks of corruption
LEAs can target key network members, such as brokers, effectively using
CIT to both identify other network members and eventually disrupt and
destroy the network.

Having unpacked the current state and various issues surrounding
TOC and official corruption and LEA and legal responses to these crime
types, Chapter 4 considers the various policing methodologies employed
by Australia, the UK, Canada and NZ and the role they have to play in
the use of CIT as more than just a surveillance technique but rather as an
investigative tool in its own right.

Chapter 4 identified the dearth of research focusing on ILP in relation
to intelligence collection and the obvious disconnect in the literature
between the use of CIT and ILP as a whole, although whether this is
a result of the lack of literature concerning the practical use of CIT
remains to be seen. What is apparent in the literature and the real-life
examples illustrating the effective use of the ILP methodology in prac-
tice, however, is that of all the policing methodologies ILP is the only
methodology that meets the requirements to combat TOC, namely: the
ability to reveal a systematic and comprehensible environment from one
that appears complex and haphazard through the collection, collation
and analysis of data and the subsequent development of intelligence.
ILP, therefore, can form the basis of an effective methodology into which
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CIT can be integrated in order to give LEAs the ability to fully harness
the capacity of CIT in the fight against TOC and official corruption.

The need to utilize intelligence to fight TOC is echoed in the tech-
niques used to dismantle large corrupt networks — dark networks. As
Chapter 5 illustrates, dark networks must be revealed through the gath-
ering of intelligence with CIT being a particularly useful tool. By exam-
ining the structure and successes of independent corruption watchdogs,
this chapter identifies basic powers essential to successful investigations,
of which conducting surveillance, using surveillance technology (such
as CIT) and granting indemnity are particularly important. With the
primary aim of closing down the entire network, as opposed to simply
catching individuals, social network analysis is a powerful tool to help
expose people who have the greatest power to disrupt the network.

By selectively targeting people in a network CIT can be used covertly
or with the cooperation of one party. In particular, CIT can be used
to uncover sections of the network. By targeting a range of players
from civilians (such as sex workers) to corrupt officials (such as police
officers and politicians) the entire network may be uncovered or intel-
ligence may be gathered to aid in decision-making, helping to identify
those to offer indemnity to or those to target with surveillance. In some
cases CIT can also be used to obviate the need for indemnities or coop-
erative network members by providing evidence of corrupt activities.
Ultimately, Chapter 5 highlights that CIT is a crucial tool that enables
corruption watchdogs to garner the intelligence and gather evidence
necessary to disrupt and close down dark networks — intelligence with-
out which the networks would most likely continue to thrive, hidden
from public view.

However, despite its obvious benefits in both the fight against TOC
and in current anti-corruption models, as Chapter 6 uncovers, CIT
remains a largely untapped resource. Reviewing the literature currently
available on CIT, this chapter explores the development and use of CIT
in Australia and other English-speaking Commonwealth countries -
the UK, Canada and NZ. Concerned with both ‘live’ communication
(instant, real-time messages such as those conveyed over the phone)
and ‘stored’ communication (those that are stored for a period of time
on a piece of equipment before being accessed) in each of the countries
studied, the use of CIT is governed by legislation that aims to balance
the rights to privacy with the needs of public interest. Each country has
provided its LEAs with investigative powers authorizing them to utilize
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CIT; however, the legislation also presents a quagmire of legal require-
ments that hinder the effective use of CIT as an investigative tool.

In addition to covering the development of CIT and the various legis-
lative responses from the Commonwealth countries studied, the chapter
also importantly identifies the limitations surrounding the advancement
of CIT in investigations of TOC and corruption. In providing a greater
understanding of the use of CIT and presenting a policing model of
theoretical best practice for CIT, the book uncovers issues and con-
straints that will limit the practical use of CIT: legislative constraints,
privacy concerns and intelligence culture. It is unsurprising that privacy
presents a severe limitation to the advancement of CIT - the very nature
of CIT strategies, in which the majority of the investigative work is not
observable by the public, means that it is seen as a threat to perceived
civil liberties; the need to balance individual rights to privacy with
public interest is paramount. However, as this chapter highlights, while
transparent intelligence collection is unrealistic, opportunities exist to
build public trust and acceptance — without this privacy concerns will
continue to hinder the use of CIT in the fight against TOC and corrup-
tion. Likewise, a cultural shift is needed within the law enforcement
community in order for true ILP methodologies to be implemented.
Greater support and recognition for the work of intelligence analysts
and a greater propensity for intelligence sharing — extending to both law
enforcement and security agencies — are vital for effective transnational
policing and the identification and closure of dark networks.

Despite the dearth of literature surrounding the practical use of CIT
as an investigative tool, (as opposed to as a ‘surveillance’ technique) the
chapter uncovers evidence regarding the effective use of CIT in two
particular cases: the 2002 Bali Bombings involving Australia’s Defence
Signals Directorate, and the investigation of a UK-based organized
crime group by the UK’s Serious and Organised Crime Agency (SOCA).
In particular, the cases illustrate how CIT can be used to provide valu-
able and timely information and garner intelligence leading to a better
understanding of how organized crime and terrorist groups operate,
including knowledge on their importation methods, money laundering
and use of technology.

However, despite these illustrated successes and its long history of
use in military contexts, it is clear from the literature that CIT remains
underutilized as an investigative tool by LEAs, largely as a result of legis-
lative constraints and privacy concerns.
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Chapter 7 builds on these findings and considers the future directions
in intelligence and investigations — in particular those that would aid the
development of a proactive and intelligence-led framework that could
underpin the use of CIT in the fight against TOC and official corrup-
tion. From current literature it is evident that there is a need for policing
agencies to move towards a more proactive manner that utilizes intel-
ligence as their foremost weapon against TOC and corruption. However,
what is also evident is that LEAs currently lack a clear understanding
of the nature of criminal enterprises in TOC, corruption and terror-
ism. Intelligence — which can be derived by CIT - must therefore be an
integral aspect of combating and identifying TOC and dark networks;
without an established flow of data collection there can be no analysis
and therefore no intelligence product - it is this that CIT can provide.

However, despite the recognized need for intelligence and the access
to CIT powers that currently exist, investigators remain on the back foot
in relation to accessing certain metadata — information that can support
avenues of investigation in either TOC or corruption investigations. For
example, by knowing who created a message, when it was created, when
it was sent, who it was sent to and where it was sent from investigators
can create a chronology of events and build information on a network’
membership and links.

In addition, it is clear that surveillance powers often lag behind
technology and the communication methods that continue to evolve.
As the chapter identifies, governments in Australia, the UK and Europe
are attempting to bridge this gap while others such as the United States
(US) have failed in their attempts. Indeed there is no simple solution to
this problem, with an increase in powers attracting a myriad of privacy
and cost concerns. However, what is clear is that if these issues can be
resolved these powers would significantly improve investigations into
both corruption and TOC.

Moving towards an integrated framework

Having investigated how effective CIT is in the fight against TOC and
official corruption, Chapter 8 moves towards the second question of
‘how is CIT best managed in a practical law enforcement framework?’ In
doing so it proposes a conceptual model that has a broad application for
the jurisdictions discussed within this book. Based on the presumption
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that LEAs in Australia, the UK, Canada and NZ support an ILP approach
to TOC and corruption investigations, using intelligence in a proactive
rather than a reactive manner, the proposed model seeks to integrate
CIT within an ILP framework. The five phases outlined in the model -
Intelligence Probe, Preliminary Investigation, Warrantless Inquiries,
Warranted Inquiries and Post-operational Intelligence Analysis — aim to
ensure that standards and legal thresholds are met for warranted inquir-
ies, thus balancing privacy rights with public interest, as well as ensuring
the ongoing integration of tacit knowledge by investigators as part of the
knowledge-managed policing (KMP) philosophy.

While conceptual in nature the model serves to illustrate how intelli-
gence can be placed at the centre of investigations into TOC and official
corruption, allowing CIT to play a greater role in garnering the intel-
ligence which is so often necessary to better understand the criminal or
corruption networks under investigation.

Where to from here?

TOC is a diverse and complex area costing global society in excess of
USs3 trillion annually - a figure which is set to grow (Borger, 2007).
Although having a different character to TOC, official corruption is no
less damaging to society; billions of dollars are spent on issues of public
concern — much of which is spent in nations that have very poor records
of corruption. As highlighted in Chapter 5, police corruption itself has
been endemic in countries with otherwise good track records of low
corruption such as Australia and the US. The need to equip LEAs and
corruption watchdogs with the necessary tools to uncover and fight
these crimes is paramount.

This book has highlighted that while new communication technolo-
gies provide new opportunities for criminal and corrupt networks to
expand their operations, they also provide a unique opportunity for
LEAs and corruption investigators to disrupt these activities. By using
CIT, investigators can garner timely and valuable information, better
understand the structure and nature of the criminal entities they are
targeting and uncover larger networks of criminal or corrupt operations.
While the effectiveness of CIT is still difficult to determine based on
current literature, what is apparent is that it presents a powerful tool to
combat the new and evolving criminal structures and dark networks of
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today’s global environment. Its limited use in an investigative capacity is
largely due to the legal complexities and privacy concerns surrounding
its use, as well as the cultural issues which mean that intelligence often
fails to truly take centre stage in an investigation. However, there is a way
forward. While there are barriers to the effective use of CIT in investiga-
tions this book provides a conceptual model illustrating how CIT can be
embedded in an ILP framework while still supporting the underlying
philosophy of KMP. Taking a common sense approach the model seeks
to balance the privacy rights of individuals — by ensuring legal thresh-
olds are met — with the public interest, enabling investigators to access
the necessary powers to utilize CIT in the effective investigation of TOC
and corruption.

As stated by Williams (1980, p. 35), ‘Intelligence is the most important
single weapon in the armoury of law enforcement generally’; as this book
attests, if embedded in a proactive ILP framework, CIT has the power
to secure that intelligence, presenting as a powerful weapon in the fight
against TOC and official corruption.
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