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Preface

In May 2010, at the IEEE Security & Privacy Conference in Oakland, CA, the Pres-
ident’s Cyber Policy Review announced three “game-changing” themes to cyber
security: (1) Tailored Trustworthy Spaces, (2) Moving Target Defense, and (3) Cy-
ber Economic Incentives. These three themes emerged after a summit convened
under the theme of National Cyber Leap Year held in August 2009 sponsored by the
White House’s Office of Science and Technology Policy (OSTP) and coordinated
by the agencies that comprise the Federal Networking and Information Technology
Research and Development (NITRD) program.

In this book, we focus on Moving Target Defense (MTD). Moving Target De-
fense is motivated by the asymmetric costs borne by cyber defenders. In current
systems, bloated software consisting of millions of lines of code need have only a
single vulnerability to enable 20 lines of script code to completely “own” the sys-
tem. From a defensive position, those million lines of code must be properly coded
or adequately protected to prevent that single flaw from being exploited. From an
offensive perspective, an attacker needs to find only a single flaw to break the sys-
tem. The annual Pwn20Own contest held at CanSecWest illustrates the attacker’s and
defender’s relative positions well. At the 2011 Pwn20Own contest, Apple’s Safari
browser was completely “owned” in less than 5 seconds. !

Unlike prior efforts in cybersecurity, MTD does not attempt to build flawless
systems to prevent attack. Rather, the vision of Moving Target Defense is to:

“Create, evaluate, and deploy mechanisms and strategies that are diverse, continually shift,
and change over time to increase complexity and costs for attackers, limit the exposure of
vulnerabilities and opportunities for attack, and increase system resiliency.”?

Moving Target Defenses take an advantage afforded to attackers and reverse it to
advantage defenders. Attackers must learn of a particular vulnerability in a system

"http://www.bgr.com/2011/03/10/apples-safari-browser—embarrassed-
at-pwn2own-hacked-in-5-seconds/

2 “Cybersecurity Game-Change Research & Development Recommendations”, NI-

TRD CSIA IWG. Available online: http://www.nitrd.gov/pubs/CSIA_
IWG_%20Cybersecurity_%20GameChange_RD_%20Recommendations_
20100513.pdf
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to exploit it. The longer a system is exposed, the longer an adversary has to study
it to discover its vulnerabilities. Newly discovered vulnerabilities are often unpub-
lished and exploits of those vulnerabilities are known as zero-day exploits. Zero-day
exploits present a significant risk to system owners because without knowledge of
the vulnerability, they have no way to patch it.

Current approaches to system defense are three-fold: (a) attempt to remove bugs
from software at the source, (b) patch software as rapidly and uniformly as possible
across affected systems, and (c) identify attack code and infections. The first ap-
proach is necessary but insufficient because the complexity of software precludes
flawless released software. The second approach of patch distribution is standard
practice in large enterprises, but has proven difficult to keep ahead of the threat, nor
does it provide protection against zero-day attacks. The last approach is predicated
on having a signature or definition of the malicious attack in order to find it and
potentially block it or remediate. However, the speed and agility of adversaries as
well as simple polymorphic mechanisms that continuously change the signatures of
attacks renders signature-based approaches largely ineffective.

Observe that for attackers to exploit a system today, they rely on a system’s prop-
erties and code to be static and persistent long enough to discover and exploit vulner-
abilities. Likewise for defenders to detect these attacks today, they must develop a
signature of the malware or attacks and hope the attack code is static long enough to
detect and block that attack. Malware writers have observed this and have developed
mechanisms to rapidly change malware in order to defeat detection mechanisms. To
reverse the asymmetric advantage of attackers, defenders must build systems that
rapidly change its properties and code such that attackers do not have adequate time
to discover its vulnerabilities and code an exploit. In other words, Moving Target
Defenses are able to automatically change one or more system attributes such that
the attack surface area available to adversaries is unpredictable.

Moving Target Defense is enabled by technical trends in recent years, including
virtualization and workload migration on commodity systems, widespread and re-
dundant network connectivity, instruction set and address space layout randomiza-
tion, just-in-time compilers, among other techniques. However, many challenging
research problems remain to be solved, e.g., the security of virtualization infrastruc-
tures, secure and resilient techniques to move systems within a virtualized environ-
ment, automatic diversification techniques, automated ways to dynamically change
and manage the configurations of systems and networks, quantification of security
improvement and potential degradation.

The goal of this edited book is to explore the following questions:

What scientific understanding is lacking in this topic area?
What research is needed to achieve that understanding?
What are the fundamental technical challenges to implementing moving target
defenses?

e What recent scientific breakthroughs or accomplishments would now enable us
to do so?

e How does one quantify the improvement or degradation caused by a moving
target defense?
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e What are classes of systems that are ideal candidates or conversely poor candi-
dates for moving target defenses?
e What is a roadmap for making progress in Moving Target Defense?

In this book, a group of leading researchers describe the fundamental challenges
facing the research community and identify promising solution paths.

Fairfax, VA Sushil Jajodia
Anup K. Ghosh

Vipin Swarup

Cliff Wang

X. Sean Wang






About the Book

Chapters in this book can be roughly divided into three areas: MTD foundations
(Chapters 1-2), MTD approaches based on software transformations (Chapters 3-7),
and MTD approaches based on network and software stack configurations (Chapters
8-10).

In Chapter 1, Manadhata and Wing introduce the measure of a software system’s
attack surface as an indicator of the system’s security. Moving target defenses seek
to vary the attack surface dynamically in an unpredictable manner, with the goal
of improving system security. In Chapter 2, Evans et al. analyze the moving target
defense approach and identify scenarios where moving target defenses are and are
not effective.

Chapters 3 through 6 describe moving target defense approaches based on soft-
ware transformation. In Chapter 3, Portokalidis and Keromytis propose the adoption
of instruction-set randomization across the entire software stack, thus preventing the
execution of unauthorized binaries and scripts regardless of their origin. In Chapter
4, Franz et al. propose techniques that compilers can utilize to diversify software,
and two execution models that utilize such compilers to make it exponentially harder
for attackers to run successful attacks. In Chapter 5, Cui and Stolfo propose a new
poly-culture architecture that provides complete uniqueness for each distinct device,
and a new security paradigm based on perpetual mutation and diversity, driven by
symbiotic defensive mutualism. In Chapter 6, Rinard describes and evaluates mech-
anisms that can change the functionality of the program in ways that may eliminate
security vulnerabilities while still leaving the program able to provide acceptable
functionality. This approach leverages the observation that many software systems
provide substantially more functionality than users require, desire, or are even aware
of. In Chapter 7, Christodorescu et al. present an end-to-end software diversification
proposal in a multitiered system, typified by Internet services.

In Chapter 8, Huang and Ghosh present an approach based on diverse virtual
servers (VSs), each configured with a unique software mix, producing diversified
attack surfaces. A rotational scheme maintains a set of online virtual servers that
are randomly selected and replaced dynamically, with the offline virtual servers
being reverted to predefined pristine states. In Chapter 9, Al-Shaer investigates a

ix
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network approach that enables end-hosts and network devices to change their con-
figuration such as IP address, port numbers, routes and [PSec tunnels randomly and
dynamically while preserving the integrity of network operation. In Chapter 10,
Kant discusses how the moving target defense principle can be exploited to harden
configuration management against hacker attacks.
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Chapter 1
A Formal Model for a System’s Attack Surface

Pratyusa K. Manadhata and Jeannette M. Wing

Abstract Practical software security metrics and measurements are essential for
secure software development. In this chapter, we introduce the measure of a software
system’s attack surface as an indicator of the system’s security. The larger the attack
surface, the more insecure the system. We formalize the notion of a system’s attack
surface using an I/O automata model of the system and introduce an attack surface
metric to measure the attack surface in a systematic manner. Our metric is agnostic
to a software system’s implementation language and is applicable to systems of all
sizes. Software developers can use the metric in multiple phases of the software
development process to improve software security. Similarly, software consumers
can use the metric in their decision making process to compare alternative software.

1.1 Introduction

Measurement of security, both qualitatively and quantitatively, has been a long
standing challenge to the research community and is of practical import to soft-
ware industry today [7, 28, 22, 29]. There is a growing demand for secure software
as we are increasingly depending on software in our day-to-day life. The software
industry has responded to the demands by increasing effort for creating “more se-
cure” products and services (e.g., Microsoft’s Trustworthy Computing Initiative and
SAP’s Software LifeCycle Security efforts). How can industry determine whether
this effort is paying off and how can consumers determine whether industry’s ef-
fort has made a difference? We need security metrics and measurements to gauge
progress with respect to security; software developers can use metrics to quantify

Pratyusa K. Manadhata
HP Labs, 5 Vaughn Dr, Princeton, NJ 08540, e-mail: manadhata@cmu.edu

Jeannette M. Wing
Computer Science Department, Carnegie Mellon University, Pittsburgh, PA 15213 e-mail: wing@
cs.cmu.edu

S. Jajodia et al. (eds.), Moving Target Defense: Creating Asymmetric Uncertainty for Cyber 1
Threats, Advances in Information Security 54, DOI 10.1007/978-1-4614-0977-9 1,
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2 Pratyusa K. Manadhata and Jeannette M. Wing

the improvement in security from one version of their software to another and soft-
ware consumers can use metrics to compare alternative software that provide the
same functionality.

In this chapter, we formalize the notion of a system’s atfack surface and use
the measure of a system’s attack surface as an indicator of the system’s security.
Intuitively, a system’s attack surface is the set of ways in which an adversary can
enter the system and potentially cause damage. Hence the larger the attack surface,
the more insecure the system. We also introduce an attack surface metric to measure
a system’s attack surface in a systematic manner.

Our metric does not preclude future use of the attack surface notion to define
other security metrics and measurements. In this chapter, we use the attack surface
metric in a relative manner, i.e., given two systems, we compare their attack surface
measurements to indicate whether one is more secure than another with respect to
the attack surface metric. Also, we use the attack surface metric to compare only
similar systems, i.e., different versions of the same system (e.g., different versions
of the Windows operating system) or different systems with similar functionality
(e.g., different File Transfer Protocol (FTP) servers). We leave other contexts of use
for both notions—attack surface and attack surface metric—as future work.

1.1.1 Motivation

Our attack surface metric is useful to both software developers and software con-
sumers.

Software vendors have traditionally focused on improving code quality to im-
prove software security and quality. The code quality improvement effort aims to-
ward reducing the number of design and coding errors in software. An error causes
software to behave differently from the intended behavior as defined by the soft-
ware’s specification; a vulnerability is an error that can be exploited by an attacker.
In principle, we can use formal correctness proof techniques to identify and remove
all errors in software with respect to a given specification and hence remove all its
vulnerabilities. In practice, however, building large and complex software devoid of
errors, and hence security vulnerabilities, remains a very difficult task. First, speci-
fications, in particular explicit assumptions, can change over time so something that
was not an error can become an error later. Second, formal specifications are rarely
written in practice. Third, formal verification tools used in practice to find and fix
errors, including specific security vulnerabilities such as buffer overruns, usually
trade soundness for completeness or vice versa. Fourth, we do not know the vulner-
abilities of the future, i.e., the errors present in software for which exploits will be
developed in the future.

Software vendors have to embrace the hard fact that their software will ship with
both known and future vulnerabilities in them and many of those vulnerabilities
will be discovered and exploited. They can, however, minimize the risk associated
with the exploitation of these vulnerabilities. One way to minimize the risk is by
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reducing the attack surfaces of their software. A smaller attack surface makes the
exploitation of the vulnerabilities harder and lowers the damage of exploitation and
hence mitigates the security risk. As shown in Figure 1.1, the code quality effort and
the attack surface reduction approach are complementary; a complete risk mitigation
strategy requires a combination of both. Hence software developers can use our
metric as a tool in the software development process to reduce their software’s attack
surfaces.

Bad| Medium High
Security Risk | Security Risk
Code
Quality
Low Medium
Good

Security Risk | Security Risk

Low High
Attack Surface Measurement

Fig. 1.1 Attack Surface Reduction and Code Quality Improvement are complementary approaches
for mitigating security risk and improving software security.

Software consumers often face the task of choosing one software product from a
set of competing and alternative products that provide similar functionality. For ex-
ample, system administrators often make a choice between different available oper-
ating systems, web servers, database servers, and FTP servers for their organization.
Several factors such as ease of installation, maintenance, and use, and interoper-
ability with existing enterprise software are relevant to software selection; security,
however, is a quality that many consumers care about today and will use in choosing
one software system over another. Hence software consumers can use our metric to
measure the attack surfaces of alternative software and use the measurements as a
guide in their decision making process.

1.1.2 Attack Surface Metric

We know from the past that many attacks, e.g., exploiting a buffer overflow error,
on a system take place by sending data from the system’s operating environment
into the system. Similarly, many other attacks, e.g., symlink attacks, on a system
take place because the system sends data into its environment. In both these types of
attacks, an attacker connects to a system using the system’s channels (e.g., sockets),
invokes the system’s methods (e.g., API), and sends data items (e.g., input strings)
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into the system or receives data items from the system. An attacker can also send
data indirectly into a system by using data items that are persistent (e.g., files). An
attacker can send data into a system by writing to a file that the system later reads.
Similarly, an attacker can receive data indirectly from the system by using shared
persistent data items. Hence an attacker uses a system’s methods, channels, and data
items present in the system’s environment to attack the system. We collectively refer
to a system’s methods, channels, and data items as the system’s resources and thus
define a system’s attack surface in terms of the system’s resources (Figure 1.2).

Environment

System

surface

System

® Methods [ IChannels BEData  — Attacks

Fig. 1.2 Intuitively, a system’s attack surface is the subset of the system’s resources (methods,
channels, and data) used in attacks on the system.

Not all resources, however, are part of the attack surface and not all resources
contribute equally to the attack surface measurement. In order to measure a sys-
tem’s attack surface, we need to identify the relevant resources that are part of the
system’s attack surface and to determine the contribution of each such resource to
the system’s attack surface measurement. A resource is part of the attack surface if
an attacker can use the resource in attacks on the system; we introduce an entry point
and exit point framework to identify these relevant resources. A resource’s contribu-
tion to the attack surface measurement reflects the likelihood of the resource being
used in attacks. For example, a method running with root privilege is more likely
to be used in attacks than a method running with non—root privilege. We introduce
the notion of a damage potential-effort ratio to estimate a resource’s contribution to
the attack surface measurement. A system’s attack surface measurement is the total
contribution of the resources along the methods, channels, and data dimensions; the
measurement indicates the level of damage an attacker can potentially cause to the
system and the effort required for the attacker to cause such damage. Given two
systems, we compare their attack surface measurements to indicate, along each of
the three dimensions, whether one is more secure than the other with respect to the
attack surface metric.

A system’s attack surface measurement does not represent the system’s code
quality; hence a large attack surface measurement does not imply that the system
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has many vulnerabilities and having few vulnerabilities in a system does not imply
a small attack surface measurement. Instead, a larger attack surface measurement
indicates that an attacker is likely to exploit the vulnerabilities present in the sys-
tem with less effort and cause more damage to the system. Since a system’s code
is likely to contain vulnerabilities, it is prudent for software developers to reduce
their software’s attack surfaces and for software consumers to choose software with
smaller attack surfaces to mitigate security risk.

1.1.3 Roadmap

The rest of this chapter is organized as follows. We briefly discuss the inspiration
behind our research in Section 1.2. In Section 1.3, we introduce the entry point and
exit point framework based on the I/0 automata model and define a system’s attack
surface in terms of the framework. In Section 1.4, we introduce the notions of dam-
age potential and effort to estimate a resource’s contribution to the attack surface;
we also define a qualitative measure of the attack surface. We define a quantita-
tive measure of the attack surface and introduce an abstract method to quantify the
attack surface in Section 1.5. In Section 1.6, we briefly discuss empirical attack sur-
face measurement results and validation studies. We compare our work with related
work in Section 1.7 and conclude with a discussion of future work in Section 1.8.

1.2 Motivation

Our research on attack surface measurement is inspired by Michael Howard’s Rela-
tive Attack Surface Quotient (RASQ) measurements [12]. We generalized Howard’s
method and applied the method to four versions of the Linux operating system [20].

1.2.1 Windows Measurements

Michael Howard of Microsoft informally introduced the notion of attack surface for
the Windows operating system and Pincus and Wing further elaborated on Howard’s
informal notion [11]. The first step in Howard’s method is the identification of the
attack vectors of Windows, i.e., the features of Windows often used in attacks on
Windows. Examples of such features are services running on Windows, open sock-
ets, dynamic web pages, and enabled guest accounts. Not all features, however, are
equally likely to be used in attacks on Windows. For example, a service running as
SYSTEM is more likely to be attacked than a service running as an ordinary user.
Hence the second step in Howard’s method is the assignment of weights to the at-
tack vectors to reflect their attackability, i.e., the likelihood of a feature being used
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in attacks on Windows. The weight assigned to an attack vector is the attack vector’s
contribution to the attack surface. The final step in Howard’s method is the estima-
tion of the total attack surface by adding the weighted counts of the attack vectors;
for each instance of an attack vector, the attack vector’s weight is added to the total
attack surface.

Howard, Pincus, and Wing applied Howard’s measurement method to seven ver-
sions of the Windows operating system. They identified twenty attack vectors for
Windows based on the history of attacks on Windows and then assigned weights to
the attack vectors based on their expert knowledge of Windows. The measurement
method was adhoc in nature and was based on intuition; the measurement results,
however, confirmed perceived belief about the relative security of the seven versions
of Windows. For example, Windows 2000 was perceived to have improved security
compared to Windows NT [16]. The measurement results showed that Windows
2000 has a smaller attack surface than Windows NT; hence the measurements re-
flected the general perception. Similarly, the measurements showed that Windows
Server 2003 has the smallest attack surface among the seven versions. The mea-
surement is consistent with observed behavior in several ways, e.g., the relative
susceptibility of the versions to worms such as Code Red and Nimda.

1.2.2 Linux Measurements

We applied Howard’s measurement method to four versions of Linux (three RedHat
and one Debian) to understand the challenges in applying the method and then to
define an improved measurement method.

Howard’s method did not have a formal definition of a system’s attack vectors.
Hence there was no systematic way to identify Linux’s attack vectors. We used the
history of attacks on Linux to identify Linux’s attack vectors. We identified the fea-
tures of Linux appearing in public vulnerability bulletins such MITRE Common
Vulnerability and Exposures (CVE), Computer Emergency Response Team (CERT)
Advisories, Debian Security Advisories, and Red Hat Security Advisories; these
features are often used in attacks on Linux. We categorized these features into four-
teen attack vectors.

Howard, Pincus, and Wing used their intuition and expertise of Windows secu-
rity to assign weights in the Windows measurements. Their method, however, did
not include any suggestions on assigning weights to other software systems’ attack
vectors. We could not determine a systematic way to assign weights to Linux’s at-
tack vectors. Hence we did not assign explicit numeric weights to the attack vectors;
we assumed that each attack vector has the same weight. We then counted the num-
ber of instances of each attack vector for the four versions of Linux and compared
the numbers to get a relative measure of the four versions’ attack surfaces.

Our measurements showed that the attack surface notion held promise; e.g., De-
bian was perceived to be a more secure OS and that perception was reflected in
our measurement. We, however, identified two shortcomings in the measurement
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method. First, Howard’s method is based on informal notions of a system’s attack
surface and attack vectors; hence there is no systematic method to identify the attack
vectors and to assign weights to them. Second, the method requires a security ex-
pert (e.g., Howard for Windows), minimally to enumerate attack vectors and assign
weights to them. Thus, taken together, non-experts cannot systematically apply his
method easily.

Our research on defining a systematic attack surface measurement method is mo-
tivated by our above findings. We use the entry point and exit point framework to
identify the relevant resources that contribute to a system’s attack surface and we
use the notion of the damage potential-effort ratio to estimate the weights of each
such resource. Our measurement method entirely avoids the need to identify the
attack vectors. Our method does not require a security expert; hence software devel-
opers with little security expertise can use the method. Furthermore, our method is
applicable, not just to operating systems, but also to a wide variety of software such
as web servers, IMAP servers, and application software.

1.3 I/0 Automata Model

In this section, we introduce the entry point and exit point framework and use the
framework to define a system’s attack surface. Informally, a system’s entry points
are the ways through which data “enters” into the system from its environment and
exit points are the ways through which data “exits” from the system to its environ-
ment. Many attacks on software systems require an attacker either to send data into
a system or to receive data from a system; hence a system’s entry points and the exit
points act as the basis for attacks on the system.

1.3.1 1/O Automaton

We model a system and the entities present in its environment as I/O automata [18].
We chose I/O automata as our model for two reasons. First, our notions of entry
points and exit points map naturally to an I/O automaton’s input actions and out-
put actions. Second, the I/O automaton’s composition property allows us to easily
reason about a system’s attack surface in a given environment.

An I/O automaton, A = (sig(A), states(A), start(A), steps(A)), is a four tuple
consisting of an action signature, sig(A), that partitions a set, acts(A), of actions into
three disjoint sets, in(A), out(A), and int(A), of input, output and internal actions,
respectively, a set, states(A), of states, a non-empty set, start(A) C states(A), of
start states, and a transition relation, steps(A) C states(A) X acts(A) X states(A).
An I/O automaton’s environment generates input and transmits the input to the au-
tomaton using input actions. In contrast, the automaton generates output actions and
internal actions autonomously and transmits output to its environment. Our model
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does not require an I/O automaton to be input-enabled, i.e., unlike a standard I/O
automaton, input actions are not always enabled in our model. Instead, we assume
that every action of an automaton is enabled in at least one reachable state of the
automaton.

We construct an I/O automaton modeling a complex system by composing the
I/O automata modeling the system’s simpler components. When we compose a set
of automata, we identify different automata’s same-named actions; we identify an
automaton’s output action, m, with the input action m of each automaton having m
as an input action. When an automaton having m as an output action performs m, all
automata having m as an input action perform m simultaneously. The composition
of a set of I/O automata results in an I/O automaton.

1.3.2 Model

Consider a set, S, of systems, a user, U, and a data store, D. For a given system, s € S,
we define its environment, E; = (U, D, T'), to be a three-tuple where 7 = S\ {s} is
the set of systems excluding s. The system s interacts with its environment E; hence
we define the entry points and exit points of s with respect to E,. Figure 1.3 shows
a system, s, and its environment, E; = (U, D, {s1, s2, }). For example, s could be
a web server and s; and s> could be an application server and a directory server,
respectively.

m

OF

©

Fig. 1.3 A system, s, and its environment, E;.

We model every system s € S as an I/O automaton, (sig(s), states(s), start(s),
steps(s)). We model the methods in s’s codebase as actions of the I/O automaton.
We specify the actions using pre and post conditions: for an action, m, m.pre and
m.post are the pre and post conditions of m, respectively. A state, st € states(s), of s
is a mapping of the state variables to their values: st: Var — Val. An action’s pre and
post conditions are first order predicates on the state variables. A state transition,
(st, m, st' ) € steps(s), is the invocation of an action m in state st resulting in state
st’. An execution of s is an alternating sequence of actions and states beginning
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with a start state and a schedule of an execution is a subsequence of the execution
consisting only of the actions appearing in the execution.

Every system has a set of communication channels. A system, s’s, channels are
the means by which the user U or any system s; € T communicates with s. Spe-
cific examples of channels are TCP/UDP sockets and named pipes. We model each
channel of a system as a special state variable of the system.

We also model the user U and the data store D as I/O automata. The user U
and the data store D are global with respect to the systems in S. For simplicity, we
assume only one user U present in the environment. U represents the adversary who
attacks the systems in S.

We model the data store D as a separate entity to allow sharing of data among
the systems in S. The data store D is a set of typed data items. Specific examples
of data items are strings, URLs, files, and cookies. For every data item, d € D, D
has an output action, read,, and an input action, write;. A system, s, or the user U
reads d from the data store through the invocation of read; and writes d to the data
store through the invocation of write;. To model global sharing of the data items,
corresponding to each data item d € D, we add a state variable, d, to every system,
s € S, and the user U. When the system s (or U) reads the data item d from the
data store, the value of the data item is written to the state variable d of s (or U).
Similarly, when s (or U) writes the data item d to the data store, the value of the
state variable d of s (or U) is written to the data item d of the data store.

1.3.3 Entry Points

The methods in a system’s codebase that receive data from the system’s environ-
ment are the system’s entry points. A system’s methods can receive data directly or
indirectly from the environment. A method, m, of a system, s, receives data items
directly if either (i.) the user U (Figure 1.4.a) or a system, s’, (Figure 1.4.b) in the
environment invokes m and passes data items as input to m, or (ii.) m reads data
items from the data store (Figure 1.4.c), or (iii.) m invokes a method of a system,
s’, in the environment and receives data items as results returned (Figure 1.4.d). A
method is a direct entry point if it receives data items directly from the environment.
Examples of the direct entry points of a web server are the methods in the API of
the web server, the methods of the web server that read configuration files, and the
methods of the web server that invoke the API of an application server.

In the I/O automata model, a system, s, can receive data from the environment
if s has an input action, m, and an entity in the environment has a same-named
output action, m. When the entity performs the output action m, s performs the input
action m and data is transmitted from the entity to s. We formalize the scenarios
when a system, s’ € T, invokes m (Figure 1.4.b) or when m invokes a method of
s" (Figure 1.4.d) the same way, i.e., s has an input action, m, and s’ has an output
action, m.
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Fig. 1.4 Direct Entry Point. Fig. 1.5 Indirect Entry Point.

Definition 1.1. A direct entry point of the system s is an input action, m, of s such
that either (i.) the user U has the output action m (Figure 1.4.a), or (ii.) a system,
s" € T, has the output action m (Figure 1.4.b and Figure 1.4.d), or (iii.) the data store
D has the output action m (Figure 1.4.c).

A method, m, of s receives data items indirectly if either (i.) a method, m, of s
receives a data item, d, directly, and either m; passes d as input to m (Figure 1.5.a)
or m receives d as result returned from m; (Figure 1.5.b), or (ii.) a method, my,
of s receives a data item, d, indirectly, and either m; passes d as input to m (Fig-
ure 1.5.c) or m receives d as result returned from my, (Figure 1.5.d). A method is
an indirect entry point if it receives data items indirectly from the environment. For
example, a method in the API of the web server that receives login information from
a user might pass the information to another method in the authentication module;
the method in the API is a direct entry point and the method in the authentication
module is an indirect entry point.

In the I/O automata model, a system’s internal actions are not visible to other
systems in the environment. Hence we use an I/O automaton’s internal actions to
formalize the system’s indirect entry points. We formalize data transmission using
the pre and post conditions of a system’s actions. If an input action, m, of a system, s,
receives a data item, d, directly from the environment, then the subsequent behavior
of the system s depends on the value of d; hence d appears in the post condition of
m and we write d € Res(m.post) where Res : predicate — 2" is a function such
that for each post condition (or pre condition), p, Res(p) is the set of resources
appearing in p. Similarly, if an action, m, of s receives a data item d from another
action, m1, of s, then d appears in the post condition of m; and in the pre condition
of m. Similar to the direct entry points, we formalize the scenarios Figure 1.5.a and
Figure 1.5.b the same way and the scenarios Figure 1.5.c and Figure 1.5.d the same
way. We define indirect entry points recursively.

Definition 1.2. An indirect entry point of the system s is an internal action, m, of
s such that either (i.) 3 direct entry point, m;, of s such that m;.post = m.pre and
3 a data item, d, such that d € Res(m;.post) ANd € Res(m.pre) (Figure 1.5.a and
Figure 1.5.b), or (ii.) 3 indirect entry point, my, of s such that my.post = m.pre
and 3 data item, d, such that d € Res(my.post) Ad € Res(m.pre) (Figure 1.5.c and
Figure 1.5.d).
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The set of entry points of s is the union of the set of direct entry points and the
set of indirect entry points of s.

1.3.4 Exit Points

A system’s methods that send data to the system’s environment are the system’s exit
points. For example, a method that writes into a log file is an exit point. A system’s
methods can send data directly or indirectly into the environment. A method, m,
of a system, s, sends data items directly if either (i.) the user U (Figure 1.6.a) or a
system, s’, (Figure 1.6.b) in the environment invokes m and receives data items as
results returned from m, or (ii.) m writes data items to the data store (Figure 1.6.c),
or (iii.) m invokes a method of a system, s, in the environment and passes data items
as input (Figure 1.6.d).

)
@
o

\m
&
o
Lo

—API Invocation --+*Data flow —a"AF’II i +Data f
nvocation --*Data flow

Fig. 1.6 Direct Exit Point. Fig. 1.7 Indirect Exit Point.

In the I/O automata model, a system, s, can send data to the environment if s
has an output action, m, and an entity in the environment has a same-named input
action, m. When s performs the output action m, the entity performs the input action
m and data is transmitted from s to the entity.

Definition 1.3. A direct exit point of the system s is an output action, m, of s such
that either (i.) the user U has the input action m (Figure 1.6.a), or (ii.) a system,
s' € T, has the input action m (Figure 1.6.b and Figure 1.6.d) , or (iii.) the data store
D has the input action m (Figure 1.6.c).

A method, m, of s sends data items indirectly to the environment if either (i.) m
passes a data item, d, as input to a direct exit point, m; (Figure 1.7.a), or m; receives
a data item, d, as result returned from m (Figure 1.7.b), and m; sends d directly to
the environment, or (ii.) m passes a data item, d, as input to an indirect exit point, m,
(Figure 1.7.c), or my receives a data item, d, as result returned from m (Figure 1.7.d),
and mjy sends d indirectly to the environment. A method m of s is an indirect exit
point if m sends data items indirectly to the environment.
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Similar to indirect entry points, we formalize indirect exit points of a system
using an I/O automaton’s internal actions. If an output action, m, sends a data item,
d, to the environment, then the subsequent behavior of the environment depends on
the value of d. Hence d appears in the pre condition of m and in the post condition
of the same-named input action m of an entity in the environment. Again we define
indirect exit points recursively.

Definition 1.4. An indirect exit point of the system s is an internal action, m, of s
such that either (i.) 3 a direct exit point, m|, of s such that m.post = m.pre and
3 a data item, d, such that d € Res(m.post) Nd € Res(m,.pre) (Figure 1.7.a and
Figure 1.7.b), or (ii.) 3 an indirect exit point, my, of s such that m.post = my.pre
and 3 a data item, d, such that d € Res(m.post) Ad € Res(my.pre) (Figure 1.7.c and
Figure 1.7.d).

The set of exit points of s is the union of the set of direct exit points and the set
of indirect exit points of s.

1.3.5 Channels

An attacker uses a system’s channels to connect to the system and invoke a system’s
methods. Hence a system’s channels act as another basis for attacks on the system.
An entity in the environment can invoke a method, m, of a system, s, by using a
channel, ¢, of s; hence in our I/O automata model, ¢ appears in the pre condition
of a direct entry point (or exit point), m, i.e., ¢ € Res(m.pre). In our model, every
channel of s must appear in the pre condition of at least one direct entry point (or
exit point) of s. Similarly, at least one channel must appear in the pre condition of
every direct entry point (or direct exit point).

1.3.6 Untrusted Data Items

The data store D is a collection of persistent and transient data items. The data items
that are visible to both a system, s, and the user U across s’s different executions
are §’s persistent data items. Specific examples of persistent data items are files,
cookies, database records, and registry entries. The persistent data items are shared
between s and U, hence U can use the persistent data items to send (receive) data
indirectly into (from) s. For example, s might read a file from the data store after U
writes the file to the data store. Hence the persistent data items act as another basis
for attacks on s. An untrusted data item of a system, s, is a persistent data item, d,
such that a direct entry point of s reads d from the data store or a direct exit point of
s writes d to the data store.
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Definition 1.5. An untrusted data item of a system, s, is a persistent data item, d,
such that either (i.) 3 a direct entry point, m, of s such that d € Res(m.post), or (ii.)
3 a direct exit point, m, of s such that d € Res(m.pre).

Notice that an attacker sends (receives) the transient data items directly into
(from) s by invoking s’s direct entry points (direct exit points). Since s’s direct en-
try points (direct exit points) act as a basis for attacks on s, we do not consider the
transient data items as a different basis for attacks on s. The transient data items are
untrusted data items; they are, however, already “counted” in our definition of direct
entry points and direct exit points.

1.3.7 Attack Surface Definition

A system’s attack surface is the subset of its resources that an attacker can use
to attack the system. An attacker can use a system’s entry points and exit points,
channels, and untrusted data items to send (receive) data into (from) the system to
attack the system. Hence the set of entry points and exit points, the set of channels,
and the set of untrusted data items are the relevant subset of resources that are part
of the attack surface.

Definition 1.6. Given a system, s, and its environment, Ej, s’s attack surface is the
triple, (MEs CEs | IEs), where M®s is the set of entry points and exit points, CEs is the
set of channels, and I is the set of untrusted data items of s.

Notice that we define s’s entry points and exit points, channels, and data items
with respect to the given environment E;. Hence s’s attack surface, (MEs, CEs [Es),
is with respect to the environment E;. We compare the attack surfaces of two similar
systems (i.e., different versions of the same software or different software that pro-
vide similar functionality) along the methods, channels, and data dimensions with
respect to the same environment to determine if one has a larger attack surface than
another.

Definition 1.7. Given an environment, E=(U, D, T'), the attack surface, (M f ,C f, I f )
of a system, A, is larger than the attack surface, (M5, CE I%), of a system, B iff ei-
ther i) ME DME ANCE DCE NIE DI, or iy ME D MENCE D CE NIE D IE,
or (ili.) My DME NCE D CE NI DI

1.3.8 Relation between Attack Surface and Potential Attacks

Consider a system, A, and its environment, E4 = (U, D, T). We model A’s inter-
action with the entities present in its environment as parallel composition, A||E4.
Notice that an attacker can send data into A by invoking A’s input actions and the at-
tacker can receive data from A when A executes its output actions. Since an attacker
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attacks a system either by sending data into the system or by receiving data from the
system, any schedule of the composition of A and Ej4 that contains A’s input actions
or output actions is a potential attack on A. We denote the set of potential attacks on
s as attacks(A).

Definition 1.8. Given a system, s, and its environment, E; = (U, D, T), a potential
attack on s is a schedule, 3, of the composition, P = s||U || D|| (||;ert), such that
an input action (or output action), m, of s appears in f3.

Note that s’s schedules may contain internal actions, but in order for a schedule
to be an attack, the schedule must contain at least one input action or output action.

We model an attacker by a set of attacks in our I/O automata model. In other
models of security, e.g., for cryptography, an attacker is modeled not just by a set of
attacks but also by its power and privilege [6]. Examples of an attacker’s power and
privilege are the attacker’s skill level (e.g., script kiddies, experts, and government
agencies) and the attacker’s resources (e.g., computing power, storage, and tools).
We, however, do not model the attacker’s power and privilege in our I/O automata
model. Hence our notion of attack surface is independent of the attacker’s power
and privilege and is dependent only on a system’s design and inherent properties.

We show that with respect to the same attacker and operating environment, if
a system, A, has a larger attack surface compared to a similar system, B, then the
number of potential attacks on A is larger than B. Since A and B are similar systems,
we assume both A and B have the same set of state variables and the same sets of
resources except the ones appearing in the attack surfaces.

Theorem 1.1. Given an environment, E = (U, D, T, if the attack surface, (Mf, CEJE),
of a system, A, is larger than the attack surface, (M&,C5,I%), of a system, B, then
the rest of the resources of A and B being equal attacks(A) D attacks(B).

Proof. (Sketch)

o Casei: ME DMENCE DCENIE D IE
Without loss of generality, we assume that M5 \ME = {m}. Consider the com-
positions Py = A||U||D|| (||;ert) and Pg = B||U||D||(||;ert). Any method,
me M{;: , that is enabled in a state, sg, of B is also enabled in the correspond-
ing state s4 of A and for any transition, (sB,m,s@, of Pg, there is a corre-
sponding transition, (s4,m,s’;), of P4. Hence for any schedule 8 € artacks(B),
B € attacks(A) and attacks(A) 2 attacks(B).

— Case a: m is a direct entry point (or exit point) of A.
Since m is a direct entry point (or exit point), there is an output (or input)
action m of either U, D, or a system, ¢ € T. Hence there is at least one sched-
ule, B, of P4 containing m. Moreover, f3 is not a schedule of Pp as m ¢ Mg .
Since f is a potential attack on A, B € attacks(A) A B ¢ attacks(B). Hence
attacks(A) D attacks(B).

— Case b: m is an indirect entry point (or exit point) of A.
Since m is an indirect entry point (or exit point) of A, there is a direct en-
try point (or exit point), my, of A such that mu.post = m.pre (or m.post =
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my.pre). Hence there is at least one schedule, 8, of P4 such that m follows
my (or my follows m) in B. Moreover, f3 is not an schedule of Pg as m ¢ M5.
Since f is a potential attack on A, B € artacks(A) A\ B ¢ attacks(B). Hence
attacks(A) D attacks(B).

o Caseii: MY DMENCE DCENIE DI
Without loss of generality, we assume that C§ \C5 = {c}. We know that ¢ appears
in the pre condition of a direct entry point (or exit point), m € Mf .Butc ¢ CE,
hence m is never enabled in any state of B and m ¢ M¥%. Hence MY > ML and
from Case i, attacks(A) D attacks(B).

e Caseiii: M§ DMENCE D CENIE D IE
The proof is similar to case ii.

Theorem 1.1 has practical significance in the software development process. The
theorem shows that if we create a software system’s newer version by only adding
more resources to an older version, then assuming all resources are counted equally
(see Section 1.4), the newer version has a larger attack surface and hence a larger
number of potential attacks. Software developers should ideally strive towards re-
ducing their software’s attack surface from one version to another or if adding re-
sources to the software (e.g., adding methods to an API), then do so knowingly that
they are increasing the attack surface.

1.4 Damage Potential and Effort

Not all resources contribute equally to the measure of a system’s attack surface be-
cause not all resources are equally likely to be used by an attacker. A resource’s
contribution to a system’s attack surface depends on the resource’s damage poten-
tial, i.e., the level of harm the attacker can cause to the system in using the resource
in an attack and the effort the attacker spends to acquire the necessary access rights
in order to be able to use the resource in an attack. The higher the damage potential
or the lower the effort, the higher the contribution to the attack surface. In this sec-
tion, we use our I/O automata model to formalize the notions of damage potential
and effort. We model the damage potential and effort of a resource, r, of a system,
s, as the state variables r.dp and r.ef, respectively.

In practice, we estimate a resource’s damage potential and effort in terms of
the resource’s attributes. Examples of attributes are method privilege, access rights,
channel protocol, and data item type. Our estimation method is a specific instanti-
ation of our general measurement framework. Our estimation of damage potential
includes only technical impact (e.g., privilege elevation) and not business impact
(e.g., monetary loss) though our framework does not preclude this generality. We do
not make any assumptions about the attacker’s capabilities or resources in estimat-
ing damage potential or effort.

We estimate a method’s damage potential in terms of the method’s privilege. An
attacker gains the privilege of a method by using the method in an attack. For exam-
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ple, the attacker gains root privilege by exploiting a buffer overflow in a method
running as root. The attacker can cause damage to the system after gaining root
privilege. The attacker uses a system’s channels to connect to a system and send (re-
ceive) data to (from) a system. A channel’s protocol imposes restrictions on the data
exchange allowed using the channel, e.g., a TCP socket allows raw bytes to be
exchanged whereas an RPC endpoint does not. Hence we estimate a channel’s
damage potential in terms of the channel’s protocol. The attacker uses persistent data
items to send (receive) data indirectly into (from) a system. A persistent data item’s
type imposes restrictions on the data exchange, e.g., a £i1le can contain executable
code whereas a registry entry can not. The attacker can send executable code
into the system by using a £ile in an attack, but the attacker can not do the same
using a registry entry. Hence we estimate a data item’s damage potential in
terms of the data item’s type. The attacker can use a resource in an attack if the
attacker has the required access rights. The attacker spends effort to acquire these
access rights. Hence for the three kinds of resources, i.e., method, channel, and data,
we estimate the effort the attacker needs to spend to use a resource in an attack in
terms of the resource’s access rights.

We assume that we have a total ordering, -, among the values of each of the
six attributes, i.e., method privilege and access rights, channel protocol and access
rights, and data item type and access rights. In practice, we impose these total order-
ings using our knowledge of a system and its environment. For example, an attacker
can cause more damage to a system by using a method running with root privi-
lege than a method running with non-root privilege; hence root > non-root.
We use these total orderings to compare the contributions of resources to the attack
surface. Abusing notation, we write 7| > r, to express that a resource, 7|, makes a
larger contribution to the attack surface than a resource, r;.

Definition 1.9. Given two resources, r; and rp, of a system, A, r; > ro iff either
(1) ri.dp = r.dp A r.ef = ri.ef,or (i.) ri.dp =ry.dp N\ ry.ef > ri.ef, or (iii.)
ri.dp >=radp AN r.ef =ry.ef.

Definition 1.10. Given two resources, r| and r;, of a system, A, r| = r; iff either (i.)
ry>=ryor(ii.) ri.dp=nrydp N r.ef =ry.ef.

1.4.1 Modeling Damage Potential and Effort

In our I/O automata model, we use an action’s pre and post conditions to formalize
effort and damage potential, respectively. We present a parametric definition of an
action, m, of a system, s, below. For simplicity, we assume that the entities in the
environment connect to s using only one channel, c, to invoke m and m either reads
or writes only one data item, d.

m(MA,CA,DA,MB,CB,DB)
pre: Pye NMA = mef NCA=cef NDA=d.ef
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post : Pyoy ANMB = m.dp NCB = c.dp NDB = d.dp

The parameters MA, CA, and DA represent the highest method access rights,
channel access rights, and data access rights acquired by an attacker so far, respec-
tively. Similarly, the parameters M B, CB, and DB represent the benefit to the attacker
in using the method m, the channel c, and the data item d in an attack, respectively.
Ryre is the part of m’s pre condition that does not involve access rights. The clause,
MA > m.ef, captures the condition that the attacker has the required access rights to
invoke m; the other two clauses in the pre condition are analogous. Similarly, R, is
the part of m’s post condition that does not involve benefit. The clause, MB = m.dp,
captures the condition that the attacker gets the expected benefit after the execution
of m; the rest of the clauses are analogous.

We use the total orderings > among the values of the attributes to define the
notion of weaker (and stronger) pre conditions and post conditions. We first intro-
duce a predicate, (m,cy,d;) >=a (ma,ca,ds), to compare the values of an attribute,
at € {dp,ef}, of the two triples, (mj,c1,d;) and (ma,c2,d»). We later use the pred-
icate to compare pre and post conditions.

Definition 1.11. Given two methods, m; and my, two channels, c¢; and c¢,, two data
items, d; and d,, and an attribute, at € {dp,ef}, (mi,c1,d1) =a (mp,c2,dp) iff
either (i.) my.at = mp.at A\ cj.at = cy.at N\ dy.at > dp.at, or (ii.) my.at = my.at N\
cr.at > cy.at Ndy.at = dy.at or (iii.) my.at = my.at N\ cy.at = cy.at \dy.at — dy.at.

Consider two methods, m; and my. We say that m; has a weaker pre condition
than my iff (m1.Rpre = ma.Rpre) N (mp.pre = my.pre). We only compare the parts
of the pre conditions involving the access rights and assume that the rest of the pre
conditions are the same for both m; and m,. Notice that if m; has a lower access
rights level than m;, i.e., my.ef = m.ef, then for all access rights levels MA, (MA =
my.ef) = (MA = mj.ef); the rest of the clauses in the pre conditions are analogous.
Hence we define the notion of weaker pre condition as follows.

Definition 1.12. Given the pre condition, mi.pre = (Rpe N MA = mi.ef N\CA =
ci.ef ADA = d;.ef), of amethod, m;, and the pre condition, my.pre = (R pre AMA >
my.ef A CA = cr.ef ADA = dy.ef), of amethod, my, my.pre = mj .preif (ma,cz,dy)
>ef <ml,017d1>.

We say that m has a weaker post condition than my iff (m1.Rpos = m2.Rpog) A
(my.post = my.post).

Definition 1.13. Given the post condition, m.post =(Rposs N MB = m.dp NCB =
c1.dp N DB~ d;.dp), of amethod, m and the post condition, m;.post =(R s AMB
=my.dp NCB ¥ ¢,.dp DB * dy.dp), of a method, my, my.post = my.post if
<m1 ,C1 ,d1> ~dp <m2,6‘2,d2>.
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1.4.2 Attack Surface Measurement

Given two systems, A and B, if A has a larger attack surface than B (Definition
1.7), then everything else being equal, it is easy to see that A has a larger attack
surface measurement than B. It is also possible that even though A and B both have
the same attack surface, if a resource, A.r, belonging to A’a attack surface makes
a larger contribution than the same-named resource, B.r, belonging to B’s attack
surface, then everything else being equal A has a larger attack surface measurement
than B.

Given the attack surface, (M5, CE I¥), of a system, A, we denote the set of re-
sources belonging to A’s attack surface as R4 = M5 UCE U5 . Note that from Defi-
nition 1.7, if A has a larger attack surface than B, then R4 D Rp.

Definition 1.14. Given an environment, E= (U, D, T, the attack surface, (M §,C , %),
of a system, A, and the attack surface, (M5,CE I5), of a system, B, A has a larger
attack surface measurement than B (A > B) iff either

1. A has a larger attack surface than B (i.e., R4 D Rp) and Vr € Rg.A.r = B.r, or

2. Mf = Mg A Cf = Cg A\ If = Ig (i.e., R4 = Rp) and there is a nonempty set,
Rap C Rp, of resources such that Vr € Ryg. A.r = B.r and Vr € (Rp\Ryp).A.r =
B.r.

From Definitions 1.7 and 1.14, > is transitive. For example, given three systems,
A, B, and C, if A has a larger attack surface measurement than B and B has a larger
attack surface measurement than C, then A has a larger attack surface measurement
than C.

Theorem 1.2. Given an environment, E = (U, D, T), the attack surface, R4, of a
system, A, the attack surface, Rp, of a system, B, and the attack surface, C, of a
system, Rc, if A> B and B> C, then A > C.

Proof. (Sketch) From Definition 1.14, A’s attack surface measurement can be larger
than B’s in two different ways. Similarly, B’s attack surface measurement can be
larger than C’s in two different ways. Hence we consider four different cases in
proving the theorem.

e Case 1: Ry DRgandVr € Rg.A.r = B.r.

— Case 1.1: Rg D Rc and Vr € Rc.B.r = C.r.
Since R4 D Rg and Rg D Rc, R4 D Re. Also, since Rg D Rc and Vr € Rg. A.r =
B.r,¥r € Rc.A.r = B.r. From the assumptions of Case 1.1, Vr € Rc.B.r = C.r.
Hence Vr € Rc.A.r = B.r = C.r. Hence A > C.

— Case 1.2: Rp = Rc¢ and there is a nonempty set, Rpc C R, of resources such
that Vr € Rgc.B.r = C.r and Vr € (Rc\R]Ec).B.r =C.r.
Since R4 D Rp and Rp = R¢, R4 O Rc. Consider a resource, r € Rc. From the
assumptions of Case 1.2, if r € Rpc, then B.r = C.r, and if r € (R¢ \ Rpc),
then B.r = C.r. Hence Vr € R¢. B.r > C.r. Also, from the assumptions of Case
1,Vr€ Rg.A.r = B.r.Since Rg = R¢c,Vr € Rc.A.r = B.r = C.r. Hence A > C.
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e Case 2: R4y = Rp and there is a nonempty set, Ryp C Rp, of resources such that
Vr € Ryg.A.r = B.rand Vr € (Rg\Ryp).A.r = B.r.

— Case2.1: Rg D Rcand Vr € Re.B.r = C.r.
The proof is similar to Case 1.2.

— Case 2.2: Rp = R¢ and there is a nonempty set, Rgc C R¢, of resources such
that Vr € Rpc.B.r = C.r and Vr € (Rc \Rpc).B.r =C.r.
Since R4 = Rp and Rg = R¢, Ry = Rc¢. Consider the set, Ryc = Rap URpce,
of resources. We shall prove that Vr € Ryc.A.r > C.r. Consider a resource,
r € Rac. If r € Ryg NRpg, then A.r = B.r = C.r. If r € Ry \ Rpc, then
A.r = B.r = C.r. Similarly, if r € Rgc \ Rap, then A.r = B.r = C.r. Hence
Vr € Ryc.A.r = C.r. Also, from the assumptions of Case 2 and Case 2.2,
Vr € Re\Ryc.A.r =C.r. Hence A > C.

The transitivity of > has practical implications for attack surface reduction;
while reducing A’s attack surface measurement compared to C’s, software devel-
opers should focus on the set Ry of resources instead of either the set Ryp or the
set Rpc.

1.4.3 Relation Between Attack Surface Measurement and Potential
Attacks

We show that with respect to the same attacker and operating environment, if a
system, A, has a larger attack surface measurement compared to a system, B, then
the number of potential attacks on A is larger than B.

Theorem 1.3. Given an environment, E = (U, D, T), if the attack surface of a
system A is the triple <Mf ,Cf ,If ), the attack surface of of a system, B, is the
triple (ME ,CEIE), and A has a larger attack surface measurement than B, then
attacks(A) D attacks(B).

Proof. (Sketch)

e (Case 1: This is a corollary of Theorem 1.1.
o Case2: MY =MENCE=CENIE=1E
Without loss of generality, we assume that R = {r} and A.r - B.r.

— Casei: (B.r).ef = (A.r).ef N (A.r).dp = (B.r).dp
From definitions 1.12 and 1.13, there is an action, my € Mf , that has a weaker
precondition and a stronger post condition than the same-named action, mp €
ME.ie.,
(mp.pre = my.pre) A\ (ma.post = mp.post). (1.1)

Notice that any schedule of the composition P (as defined in the proof sketch
of Theorem 1.1) that does not contain mp is also a schedule of the composition
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P4. Now consider a schedule, 3, of P that contains mpg and the following
sequence of actions that appear in 3:..m;mpms... Hence,

(my.post = mp.pre) \ (mp.post = my.pre). (1.2)

From equations (1) and (2), (m;.post = mp.pre = ma.pre)\ (ma.post =
mp.post = my.pre). Hence, (my.post = my.pre) A\ (my.post = my.pre). That
is, we can replace the occurrences of mp in  with my. Hence f is also a
schedule of the composition P4y and attacks(A) 2 attacks(B).

— Case ii and Case iii: The proof is similar to Case i.

Theorem 1.3 also has practical significance in the software development process.
The theorem shows that if software developers modify the values of a resource’s
attributes and hence increase the resource’s damage potential and/or decrease the
resource’s effort in their software’s newer version, then all else being the same be-
tween the two versions, the newer version’s attack surface measurement becomes
larger and the number of potential attacks on the software increases.

1.5 A Quantitative Metric

In the previous section, we introduced a qualitative measure of a system’s attack
surface (Definition 1.14). The qualitative measure is an ordinal scale [5]; given two
systems, we can only determine if one system has a relatively larger attack surface
measurement than another. We, however, can not quantify the difference in the mea-
surements.

We need a quantitative measure of the attack surface to quantify the difference in
the attack surface measurements. We can also measure the absolute attack surface
using the quantitative measure. In this section, we introduce a quantitative measure
of the attack surface; the measure is a ratio scale. We quantify a resource’s contri-
bution to the attack surface in terms of a damage potential-effort ratio.

1.5.1 Damage Potential-Effort Ratio

In the previous section, in estimating a resource’s contribution to the attack sur-
face, we consider the resource’s damage potential and effort in isolation. From an
attacker’s point of view, however, damage potential and effort are related; if the
attacker gains higher privilege by using a method in an attack, then the attacker
also gains the access rights of a larger set of methods. For example, the attacker
can access only the methods with authenticated user access rights by gain-
ing authenticated privilege, whereas the attacker can access methods with
authenticated user and root access rights by gaining root privilege. The
attacker might be willing to spend more effort to gain a higher privilege level that
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then enables the attacker to cause damage as well as gain more access rights. Hence
we consider a resource’s damage potential and effort in tandem and quantify a re-
source’s contribution to the attack surface as a damage potential-effort ratio. The
damage potential-effort ratio is similar to a cost-benefit ratio; the damage potential
is the benefit to the attacker in using a resource in an attack and the effort is the cost
to the attacker in using the resource.

We assume a function, der,,: method — Q, that maps each method to its dam-
age potential-effort ratio belonging to the set, Q, of rational numbers. Similarly, we
assume a function, der.: channel — Q, for the channels and a function, der,: data
item — Q, for the data items. In practice, however, we compute a resource’s damage
potential-effort ratio by assigning numeric values to the resource’s attributes. For
example, we compute a method’s damage potential-effort ratio from the numeric
values assigned to the method’s privilege and access rights. We assign the numeric
values according to the total orderings imposed on the attributes and based on our
knowledge of a system and its environment. For example, we assume a method run-
ning as root has a higher damage potential than a method running as non-root
user; hence root > non-root user in the total ordering and we assign a higher
number to root than non-root user. The exact choice of the numeric values is
subjective and depends on a system and its environment. Hence we cannot auto-
mate the process of numeric value assignment. We, however, provide guidelines to
our users for numeric value assignment using parameter sensitivity analysis [20].

In terms of our formal I/O automata model, a method, m’s, damage potential
determines how strong m’s post condition is. m’s damage potential determines the
potential number of methods that m can call and hence the potential number of meth-
ods that can follow m in a schedule; the higher the damage potential, the larger the
number of methods. Similarly, m’s effort determines the potential number of meth-
ods that can call m and hence the potential number of methods that m can follow in
a schedule; the lower the effort, the larger the number of methods. Hence m’s dam-
age potential-effort ratio, der,,(m), determines the potential number of schedules in
which m can appear. Given two methods, m; and my, if der,,(m;) > der,,(m;) then
my can potentially appear in more schedules (and hence more potential attacks) than
my. Similarly, if a channel, ¢, (or a data item, d) appears in the pre condition of a
method, m, then the damage potential-effort ratio of ¢ (or d) determines the poten-
tial number of schedules in which m can appear. Hence we estimate a resource’s
contribution to the attack surface as the resource’s damage potential-effort ratio.

1.5.2 Quantitative Attack Surface Measurement Method

We quantify a system’s attack surface measurement along three dimensions: meth-
ods, channels, and data. We estimate the total contribution of the methods, the total
contribution of the channels, and the total contribution of the data items to the attack
surface.
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Definition 1.15. Given the attack surface, (M%s,CEs, IFs), of a system, s, s’s attack

surface measurement is the triple { Y. der,,(m), Y der.(c), Y dery(d)).
meMPEs ceCEs delfs

We quantitatively measure a system’s attack surface in the following three steps.

1. Given a system, s, and its environment, E, we identify a set, MEs of entry points
and exit points, a set, CEs | of channels, and a set, I%s, of untrusted data items of
s.

2. We estimate the damage potential-effort ratio, der,,(m), of each method m €
MEs | the damage potential-effort ratio, der.(c), of each channel ¢ € CEs_ and the
damage potential-effort ratio, dery(d), of each data item d € I%.

3. The measure of s’s attack surfaceis { Y, dern(m), Y derc(c), Y, dery(d)).
me MEs c€CEs delks

Our measurement method is analogous to the risk estimation method used in risk
modeling [9]. A system’s attack surface measurement is an indication of the sys-
tem’s risk from attacks on the system. In risk modeling, the risk associated with a
set, E, of events is Y ,cx p(e)C(e) where an event, e’s, probability of occurrence
is p(e) and consequence is C(e). The events in risk modeling are analogous to a
system’s resources in our measurement method. The probability of occurrence of
an event is analogous to the probability of a successful attack on the system using a
resource; if the attack is not successful, then the attacker does not benefit from the at-
tack. For example, a buffer overrun attack using a method, m, will be successful only
if m has an exploitable buffer overrun vulnerability. Hence the probability, p(m), as-
sociated with a method, m, is the probability that m has an exploitable vulnerability.
Similarly, the probability, p(c), associated with a channel, ¢, is the probability that
the method that receives (or sends) data from (to) ¢ has an exploitable vulnerability
and the probability, p(d), associated with a data item, d, is the probability that the
method that reads or writes d has an exploitable vulnerability. The consequence of
an event is analogous to a resource’s damage potential-effort ratio. The pay-off to
the attacker in using a resource in an attack is proportional to the resource’s damage
potential-effort ratio; hence the damage potential-effort ratio is the consequence of
a resource being used in an attack. The risk along s’s three dimensions is the triple,

(Y p(m)dery(m), Y p(c)der(c), Y p(d) dery(d)), which is also the
meMEs c€CEs delbs
measure of s’s attack surface.

In practice, however, it is difficult to predict defects in software [4] and to esti-
mate the likelihood of vulnerabilities in software [8]. Hence we take a conservative
approach in our attack surface measurement method and assume that p(m) = 1 for
all methods, i.e., every method has an exploitable vulnerability. We assume that
even if a method does not have a known vulnerability now, it might have a future
vulnerability not discovered so far. We similarly assume that p(c) = 1 for all chan-
nels and p(d) = 1 for all data items. With our conservative approach, the measure of

s’s attack surface is the triple { Y. der,(m), Y der.(c), Y dery(d)).
meMEs c€CEs decibfs
Given two similar systems, A and B, we compare their attack surface measure-

ments along each of the three dimensions to determine if one system is more secure
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than another along that dimension. There is, however, a seeming contradiction in our
measurement method with our intuitive notion of security. For example, consider a
system, A, that has 1000 entry points each with a damage potential-effort ratio of 1
and a system, B, that has only one entry point with a damage potential-effort ratio
of 999. A has a larger attack surface measurement whereas A is intuitively more
secure. This contradiction is due to the presence of extreme events, i.e., events that
have a significantly higher consequence compared to other events [9]. An entry point
with a damage potential-effort ratio of 999 is analogous to an extreme event. In the
presence of extreme events, the shortcomings of the risk estimation method used
in the previous paragraph is well understood and the partitioned multiobjective risk
method is recommended [2]. In our attack surface measurement method, however,
we compare the attack surface measurements of similar systems, i.e., systems with
comparable sets of resources and comparable damage potential-effort ratios of the
resources; hence we do not expect extreme events such as the example shown to
arise in practice.

1.6 Empirical Results

In this section, we briefly discuss our empirical attack surface measurements and
exploratory validation studies. Our discussion focuses on the reasons behind each
study; please see Manadhata and Wing for details about the studies [21].

1.6.1 Attack Surface Measurement Results

We introduced an abstract attack surface measurement method in the previous sec-
tion. We instantiated the method for software implemented in the C programming
language and demonstrated that our method is applicable to real world software.
We measured the attack surfaces of two open source IMAP servers: Courier-IMAP
4.0.1 and Cyrus 2.2.10; we chose the IMAP servers due to their popularity. We con-
sidered only the code specific to the IMAP daemon in our measurements to obtain
a fair comparison. The Courier and the Cyrus code bases contain nearly 33K and
34K lines of code specific to the IMAP daemon, respectively. We also measured the
attack surfaces of two open source FTP daemons: ProFTPD 1.2.10 and Wu-FTPD
2.6.2. The ProFTP codebase contains 28K lines of C code and the Wu-FTP codebase
contains 26K lines of C code. The measurement results conformed to our intuition.
For example, the ProFTP project grew out of the Wu-FTP project and was designed
and implemented from the ground up to be a more secure and configurable FTP
server. Our measurements showed that ProFTPD is more secure than Wu-FTPD
along the method dimension.
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1.6.2 Validation Studies

A key challenge in security metrics research is the validation of a metric. Validating
a software attribute’s measure is hard in general [14]; security is a software attribute
that is hard to measure and hence even harder to validate. To validate our metric, we
conducted three exploratory empirical studies inspired by the software engineering
research community’s software metrics validation approaches [5].

In practice, validation approaches are based on distinguishing measures from
prediction systems; measures are used to numerically characterize software at-
tributes whereas prediction systems are used to predict software attributes’ values.
For example, lines of code (LOC) is a measure of software “length;” the measure
becomes a prediction system if we use LOC to predict software “complexity.” A
software measure is validated by establishing that the measure is a proper numer-
ical characterization of an attribute. Similarly, prediction systems are validated by
establishing their accuracy via empirical means.

Our attack surface metric plays a dual role: the metric is a measure of a software
attribute, i.e., the attack surface and also a prediction system to indicate the secu-
rity risk of software. Hence we took a two-step approach for validation. First, we
validated the measure by validating our attack surface measurement method. Sec-
ond, we validated the prediction system by validating attack surface measurement
results.

We conducted two empirical studies to validate our measurement method: a sta-
tistical analysis of data collected from Microsoft Security Bulletins and an expert
user survey. Our approach is motivated by the notion of convergent evidence in Psy-
chology [10]; since each study has its own strengths and weaknesses, the conver-
gence in the studies’ findings enhances our belief that the findings are valid and not
methodological artifacts. Also, the statistical analysis is with respect to Microsoft
Windows whereas the expert survey is with respect to Linux. Hence our validation
approach is agnostic to operating system and system software.

We validated our metric’s prediction system by establishing a positive correla-
tion between attack surface measurements and software’s security risk. First, we
formally showed that a larger attack surface leads to a larger number of potential
attacks on software in the I/O automata model (Section 1.3.8 and Section 1.4.3).
Second, we established a relationship between attack surface measurements and se-
curity risk by analyzing vulnerability patches in open source software. A vulnerabil-
ity patch reduces a system’s security risk by removing an exploitable vulnerability
from the system; hence we expect the patch to reduce the system’s attack surface
measurement. We demonstrated that a majority of patches in open source software,
e.g., Firefox and ProFTP server, reduce the attack surface measurement. Third, we
gathered anecdotal evidence from software industry to show that attack surface re-
duction mitigates security risk; for example, the Sasser worm, the Zotob worm, and
the Nachi worm did not affect some versions of Windows due to reduction in their
attack surfaces [13].
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1.6.3 SAP Software Systems

Our C measurements focused on software that are small in their code size and sim-
ple in their architectural design. We collaborated with SAP, the world’s largest en-
terprise software company, to apply our method to SAP’s enterprise-scale software
implemented in Java. Our motivation behind the collaboration was two-fold. First,
we wanted to demonstrate that our method scales to enterprise-scale software and
is agnostic to implementation language. Second, we had the opportunity to inter-
act closely with SAP’s software developers and architects and get their feedback on
improving our measurement method.

We instantiated our abstract measurement method for the Java programming
language and implemented a tool to measure the attack surfaces of SAP software
implemented in Java. We applied our method to three versions of a core SAP
component. The measurement results conformed to the three versions’ perceived
relative security. We also identified multiple uses of attack surface measurements in
the software development process. For example, attack surface measurements are
useful in the design and development phase to mitigate security risk, in the testing
and code inspection phase to guide manual effort, in the deployment phase to choose
a secure configuration, and in the maintenance phase to guide vulnerability patch
implementation.

1.7 Related Work

Our attack surface metric differs from prior work in three key aspects. First, our
attack surface measurement is based on a system’s inherent properties and is in-
dependent of any vulnerabilities present in the system. Previous work assumes the
knowledge of the known vulnerabilities present in the system [1, 30, 25, 27, 23, 15].
In contrast, our identification of all entry points and exit points encompasses all
known vulnerabilities as well as potential vulnerabilities not yet discovered or ex-
ploited. Moreover, a system’s attack surface measurement indicates the security risk
of the exploitation of the system’s vulnerabilities; hence our metric is complemen-
tary to and can be used in conjunction with previous work.

Second, prior research on measurement of security has taken an attacker-centric
approach [25, 27, 23, 15]. In contrast, we take a system-centric approach. The
attacker-centric approach makes assumptions about attacker capabilities and re-
sources whereas the system-centric approach assesses a system’s security without
reference to or assumptions about attacker capabilities [24]. Our attack surface mea-
surement is based on a system’s design and is independent of the attacker’s capabil-
ities and behavior; hence our metric can be used as a tool in the software design and
development process.

Third, many of the prior works on quantification of security are conceptual in
nature and haven’t been applied to real software systems [1, 17, 15, 19, 26]. In con-
trast, we demonstrate the applicability of our metric to real systems by measuring
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the attack surfaces of two FTP servers, two IMAP servers, and three versions of an
SAP software system.

Alves-Foss et al. use the System Vulnerability Index (SVI)—obtained by evalu-
ating factors such as system characteristics, potentially neglectful acts, and poten-
tially malevolent acts—as a measure of a system’s vulnerability [1]. They, however,
identify only the relevant factors of operating systems; their focus is on operating
systems and not individual or generic software applications. Moreover, they assume
that they can quantify all the factors that determine a system’s SVI. In contrast, we
assume that we can quantify a resource’s damage potential and effort.

Littlewood et al. explore the use of probabilistic methods used in traditional reli-
ability analysis in assessing the operational security of a system [17]. In their con-
ceptual framework, they propose to use the effort made by an attacker to breach a
system as an appropriate measure of the system’s security. They, however, do not
propose a concrete method to estimate the attacker effort.

Voas et al. propose a relative security metric based on a fault injection technique
[30]. They propose a Minimum-Time-To-Intrusion (MTTI) metric based on the pre-
dicted period of time before any simulated intrusion can take place. The MTTI
value, however, depends on the threat classes simulated and the intrusion classes
observed. In contrast, the attack surface metric does not depend on any threat class.
Moreover, the MTTI computation assumes the knowledge of system vulnerabilities.

Ortalo et al. model a system’s known vulnerabilities as a privilege graph [3] and
combine assumptions about the attacker’s behavior with the privilege graphs to ob-
tain attack state graphs [25]. They analyze the attack state graphs using Markov
techniques to estimate the effort an attacker might spend to exploit the vulnerabil-
ities; the estimated effort is a measure of the system’s security. Their technique,
however, assumes the knowledge of the system’s vulnerabilities and the attacker’s
behavior. Moreover, their approach focuses on assessing the operational security of
operating systems and not individual software applications.

Schneier uses attack trees to model the different ways in which a system can be
attacked [27]. Given an attacker goal, Schneier constructs an attack tree to identify
the different ways in which the goal can be satisfied and to determine the cost to
the attacker in satisfying the goal. The estimated cost is a measure of the system’s
security. Construction of an attack tree, however, assumes the knowledge of the fol-
lowing three factors: system vulnerabilities, possible attacker goals, and the attacker
behavior.

McQueen et al. use an estimate of a system’s expected time-to-compromise
(TTC) as an indicator of the system’s security risk [23]. TTC is the expected time
needed by an attacker to gain a privilege level in a system; TTC, however, depends
on the system’s vulnerabilities and the attacker’s skill level.
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1.8 Summary and Future Work

There is a pressing need for practical security metrics and measurements today. In
this chapter, we formalized the notion of a system’s attack surface and introduced
a systematic method to measure it. Our pragmatic attack surface measurement ap-
proach is useful to both software developers and software consumers.

Our formal model can be extended in two directions. First, we do not make any
assumptions about an attacker’s resources, capabilities, and behavior in our I/O au-
tomata model. In terms of an attacker profile used in cryptography, we do not char-
acterize an attacker’s power and privilege. A useful extension of our work would be
to include an attacker’s power and privilege in our formal I/O automata model.

Second, our I/O automata model is not expressive enough to include attacks such
as side channel attacks, covert channel attacks, and attacks where one user of a soft-
ware system can affect other users (e.g., fork bombs). We could extend the current
formal model by extending our formalization of damage potential and attacker effort
to include such attacks.

We view our work as a first step in the grander challenge of security metrics.
We believe that no single security metric or measurement will be able to fulfill
our requirements. We certainly need multiple metrics and measurements to quantify
different aspects of security. We also believe that our understanding over time would
lead us to more meaningful and useful quantitative security metrics.
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Chapter 2
Effectiveness of Moving Target Defenses

David Evans, Anh Nguyen-Tuong, John Knight

Abstract Moving target defenses have been proposed as a way to make it much
more difficult for an attacker to exploit a vulnerable system by changing aspects
of that system to present attackers with a varying attack surface. The hope is that
constructing a successful exploit requires analyzing properties of the system, and
that in the time it takes an attacker to learn those properties and construct the exploit,
the system will have changed enough by the time the attacker can launch the exploit
to disrupt the exploit’s functionality. This is a promising and appealing idea, but
its security impact is not yet clearly understood. In this chapter, we argue that the
actual benefits of the moving target approach are in fact often much less significant
than one would expect. We present a model for thinking about dynamic diversity
defenses, analyze the security properties of a few example defenses and attacks, and
identify scenarios where moving target defenses are and are not effective.

2.1 Introduction

The idea of security through diversity is to automatically generate variants of a
target program or system that alter certain properties of the system. These alterations
are designed to preserve the essential semantics of the original program on normal
inputs, but to alter its behavior on malicious inputs. A widely deployed example is
address space randomization, forms of which are included in most modern operating
systems including Mac OS X, Ubuntu, Windows Vista, and Windows 7. Address
space randomization thwarts exploits that depend on known absolute addresses for
objects in memory by randomizing the locations of those objects. As we discuss
in Section 2.4, although address space randomization does disrupt many attacks,
it is vulnerable to brute force attacks because of the limited entropy used in many
address space randomization implementations, and vulnerable to probing attacks.
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Moving target defenses seek to overcome the limitations of static diversity de-
fenses by dynamically altering properties of programs. For long-running server pro-
cesses, this requires dynamically altering the running execution (or, more disrup-
tively, periodically restarting the process with a new randomization). If the attack
surface changes rapidly enough, the hope is that dynamic diversity defenses can
protect systems even in situations where static diversity would be vulnerability to
low entropy or probing attacks.

In this chapter we develop a model for moving target defenses, and analyze their
effectiveness against sophisticated attackers. We argue that in many cases the added
security a dynamic diversity defense provides against such attackers is quite limited
and can be quantified. In other scenarios, where there are good reasons to believe
the time required to develop an effective exploit is high, dynamic diversity defenses
can provide significant benefits over static diversity.

2.2 Diversity Defenses

The goal of a diversity defense is to present attackers with an unpredictable target,
thereby making it difficult for an exploit to have the desired malicious behavior. Di-
versity techniques may be applied at a low-level, where the standard semantics of
the programming language are preserved but its undefined semantics altered. This
has the advantage that it can be done automatically, without needing any behavioral
specification of the target program other than belief that its behavior does not de-
pend on undefined language semantics. The limitation of such low-level diversity
techniques is that they can only change behavior for exploits that exploit the altered
undefined semantics. This covers many important classes of attacks including most
code injection and memory corruption attacks, but does not include any attacks that
exploit the application’s higher-level semantics.

The other type of diversity defense attempts to alter that applications’ higher-
level behavior. This depends on a sufficiently clear understanding of the applica-
tion’s required behavior to be able to alter the application’s semantics in ways that
may disrupt attacks but do not impact its essential functionality. The drawback of
higher-level diversity defenses is that they typically require manual effort to pro-
duce the variants, and because they are constructed in ad hoc ways it is much more
difficult to reason about the security they provide. It is also difficult to use such an
approach in a dynamic diversity scenario since it requires a large number of variants
to provide a moving target.

In this chapter, we focus on low-level, automatic, diversity defenses. The idea
of automatically generating diverse variants of a program to disrupt exploits was
introduced by Forrest et al. [32], and many subsequent works considered various
ways for automatically generating useful diversity in program executions. Here we
describe three common types of automatic diversity techniques. Although the model
and analysis we present applies to a wide range of diversity techniques, our exam-
ples focus on the most commonly used techniques described here.
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2.2.1 Address Space Randomization

Address space randomization or address space layout randomization (ASLR) is the
most successful and widely deployed diversity technique. The basic idea is simple:
randomize the locations of objects in memory so an attack that depends on know-
ing the address of these objects will fail. Address space randomization was first
implemented by PaX for Linux [35] in 2000, and has since been implemented in
most major operating systems including Windows (first in Windows Vista in 2007,
and later in Windows Server 2008 and Windows 7), Linux (partially included in
the Linux kernel since 2005, and more complete implementations in most hardened
Linux distributions), and Mac OS (in a limited form since OS X 10.5).

The simplest ASLR implementations just randomize the base address for large
memory areas. For example, PaX randomizes the base addresses for the executable
area containing the program’s code and static data structures, the stack area contain-
ing the execution stack, and the mapped memory area containing the heap as well
as shared memory and dynamically-loaded libraries. The address of each of these
areas is randomized by adding a randomly generated offset to the address. Within
each area, though, the layout is unchanged. The advantage of such an approach is it
can be implemented by the loader without any changes needed to the executable.

Other implementations of ASLR more comprehensively randomize the address
layout. For example, address obfuscation randomizes the both the absolute loca-
tions of data and code as well as their relative locations [3]. This can be done by
randomly permuting the order of variables on the stack or in a structure, as well
as by adding random padding between objects. Unlike randomizing segment base
addresses, however, making such changes requires deeper analysis of the target pro-
gram.

2.2.2 Instruction Set Randomization

Instruction set randomization is a general technique for thwarting code injection
attacks by obscuring the instruction set of the target [14, 12, 13]. An attacker who
knows an exploit that allows code constructed by the attacker to be injected into
the target application will not be able to create code that has the desired behavior
without knowing the target instruction set.

An example implementation of instruction set randomization is Barrantes et al.’s
RISE [12]. The instruction set is randomized by generating a sequence of random
bytes and XORing each instruction in the program with a corresponding random
byte when the code text is loaded. Then, the program is executed in an emulator
that XORs the instruction with the random byte to obtain the original instruction.
A code injection attack that does not know the randomization key will not be able
to generate the desired behavior, since the injected instructions will be XORed with
random bytes before they are executed.
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Other implementations of instruction set randomization us block encryption in-
stead of bytewise XORs. For example, Hu et al. implemented a form of instruc-
tion set randomization by encrypting program code with AES at the granularity of
128-bit blocks [36]. Higher-level instruction sets can also be randomized. For ex-
ample, SQL injection attacks can be thwarted by adding random nonces to SQL
commands [33] and Perl injection attacks can be thwarted by randomizing parts of
the Perl language [4].

2.2.3 Data Randomization

Another type of low-level diversification is altering how data is stored in memory.
An early instantiation of this idea was PointGuard [8], which attempts to thwart
pointer corruption attacks by storing pointers in memory XORed with a random
key. When a pointer value is loaded into a register, it is XORed with the key to
produce the actual pointer value. A more general technique we developed by Cadar
et al. [10]. They XORed data in memory with random masks, selected based on the
memory object’s class. This requires a static analysis of the program to determine
memory regions that are associated with particular objects, so that attempts to write
outside objects will be disrupted since different random masks are applied.

2.3 Model

We consider a model involving two players: an attacker and a defender. The de-
fender’s goal is to provide a service, S, with a high reliability and performance. The
attacker’s goal is to successfully exploit the server. We assume the service has at
least one vulnerability which is known to the attacker but not to the defender. An
attacker with knowledge of the full state of the system can launch an exploit that
compromises the server. We define 7, as the time between starting to launch the
exploit and the system compromise. For our purposes, it is not necessary to spec-
ify the actual harm the compromise causes, but we can think of this as obtaining
confidential account information from the server.

In a static diversity defense, instead of running S, the defender generates a ran-
dom secret key, k € K, and executes S5 where .7 is a key-dependent transforma-
tion. The transform preserves the essential semantic of S; that is, for all legitimate
inputs x € 4", S(x) ~ S (x), where ~ indicates a loose semantic equivalence test
that may be service-specific. The intent of the transformation is to alter the service’s
response to attack inputs. For a particular targeted class of attack inputs, a € .7,
S(a) # S 7 (a). In particular, while S(a) constitutes compromise behavior, S 7 (a) is
harmless behavior.

An attacker who can determine k, or possibly only determine some informa-
tion about k, can construct an exploit a; that achieves the desired compromise:
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S(a) ~ Sz (ax). Thus, the diversity defense succeeds when all the attacker’s ex-
ploits are in the target class of attack input </ and the attacker has not learned
enough information about & to construct the exploit ay.

Consider the lifetime of a particular service, shown in Figure 2.1. At time fo,
the defender has generated a random key ko and launches the diversified service,
S Ty The attacker knows a vulnerability in S and an attack a € .27 that exploits that
vulnerability but is thwarted by the diversification. Starting at time #y, the attacker
attempts to exploit the running service. This may be done by generating variants
of a transformed around guessed randomization keys. It may also involve sending
probe packets designed to leak information about k.

f] !1 + ‘fe
Successful
Attack

probing  commer [aunching

Ltt,
Thwarted

Attack probing constructing  launching

Service

Time

Fig. 2.1 Attack Lifetime

The probability of the attack succeeding is a function of the amount of infor-
mation the attacker has obtained about k. Assuming a simple defense where the
attacker needs to guess all bits of k completely for the attack to succeed, but has
zero probability of success otherwise:

Pr(Sz (ax,) = S(a)] = Prik, = k| 2.1

If the attacker has no information about k£ but must guess k exactly to construct a
successful attacks, when |K| =2V (that is, k has N bits of entropy) Prlk, = k] = ZLN

The attacker may be able to obtain information about k by sending probes. This
increases Prlk, = k] over time as the attacker learns more about the target service. At
some later time, 71, the attacker finds a successful exploit against S T and launches
that exploit against the service. This exploit compromises the service at time #| + 7.

If dynamic diversity is employed, the service is periodically rediversified with
a new key. If that transformation happens during the probing phase or the exploit
execution phase, it changes the target system to a new target Sz, . This disrupts the
attack ay, since although k; = k the system is now diversified with K % kq. In the
case of the second attack, , + 1, is past when the service has been rediversified, so
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although the constructed attack would succeeded if it had been launched at time #,
it fails when it is launched at time #,.

Our goal is to understand what types of diversity and attacks can be disrupted by
such a strategy, and how the rate if re-diversification impacts the attacker’s success
probability.

2.4 Attack Strategies

The effectiveness of a moving target defense depends on the attacker’s capabili-
ties, resources, and strategy. Here, we consider several different broad strategies an
attacker may employ against diversity defenses. In Section 2.5, we consider how
much additional advantage dynamic diversity provides against each attack strategy.
Note that we do not consider denial-of-service attacks here. Low-level diversity de-
fenses often turn code injection or memory corruption attacks into denial-of-service
attacks, which are generally less harmful than injection and corruption attacks since
they do not expose or compromise any confidential data. Hence, although denial-of-
service is undesirable, we consider it a successful attack disruption if an attack that
would normal corrupt or compromise data is transformed into a denial-of-service
by the diversity defense.

2.4.1 Circumvention Attacks

The first attacker strategy is to circumvent the diversification entirely. This can be
done if the attacker finds any exploit that does not depend on the properties of the
server that are altered by the diversification. For example, an attacker may be able
to circumvent a instruction set randomization defense by avoiding the need to in-
ject code. Instead, the attacker repurposes code already provided by the executing
binary. An early form of this strategy is the return-to-libc attack [1], in which the
attacker replaces the return address on the stack with an address to an exploitable
function in libc and loads the appropriate arguments on the stack. Shacham et al.
introduced a more general form of this attack strategy known as return-oriented
programming. Instead of relying on the functions provided intentionally by libc,
return-oriented programming exploits fragments of code found in the binary (in-
cluding fragments that start in the middle of intended instructions) to provide a
Turing-complete programming system without needing to inject any code. A re-
cent exploit against Adobe Reader/Acrobat used return-oriented programming to
circumvent ASLR in Windows 7 and Windows Vista [21].

Another type of circumvention attack exploits incomplete randomization. For
example, the Mac OS X Snow Leopard implementation of ASLR randomizes li-
braries but does not apply any randomization to the stack, heap, or program code [6].
An attacker can exploit a vulnerability in a program by taking advantage of non-
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randomized portions of memory. The Windows 7 and Ubuntu implementations of
ASLR randomize the operating system components completely, but only randomize
the program image when developers set the appropriate (non-default) compiler flag.
For Ubuntu, this is due to the relatively high performance overhead of position in-
dependent executables on 32-bit architectures, as well as uncertainty about compat-
ibility with all programs. Hence, only certain programs included in Ubuntu that are
deemed to be security critical are compiled as position independent executables, and
other programs are executed without randomizing the program image [18]. Miiller
provides examples of many forms of circumvention attacks against PaX ALSR that
find ways to return into non-randomized portions of memory including the program
text, static variable storage (BSS), and heap [20].

Another example of a circumvention attack that exploits incomplete randomiza-
tion is to alter an exploit to depend only on the local relative addresses instead of
global addresses. Standard ASLR implementations may change the absolute address
of a target memory location, but not its relative position to some other objects. For
example, if the value an attacker wants to corrupt is a field in a structure, it may be
possible to overwrite this value by exploiting a buffer overflow vulnerability on a
buffer that is stored as a different field in the same structure. It is not necessary for
the attacker to know the absolute address of either object, only to know their relative
locations. Some proposed implementations of ASLR do provide randomization at
this level such as Bhatkar et al.’s [3], but it is not done by standard implementations
and cannot be done safely in general without a deeper analysis of the program.

Finally, an attacker may circumvent randomization defenses by exploiting the
program at a higher semantic level that is not effected by the randomization. For
example, randomizing the instruction set and address space layout of a web server
provides no mitigation against a SQL injection attack that is exploiting vulnerabil-
ities in the high-level application logic. Randomizing the instruction set to prevent
code injection provides no defense against memory corruption attacks that do not
need to inject any code such as the attacks describe by Chen et al. [7].

2.4.2 Deputy Attacks

In a confused deputy attack [16], an attacker finds a way to use a benign program in
a malicious way. For randomization defenses, the main fear is that an attacker will
be able to find a way to use the program to apply the randomizing transformation to
the attacker’s data.

For many diversity defenses, the randomization transformation is done at run-
time by the program itself. Hence, the code to perform the transformation (and the
randomization key) is present somewhere in the running program.

One attacker strategy avoids the need to break the diversification entirely. Instead,
the attacker either finds a way to exploit the target system that does not depend on
any properties altered by the diversification, or finds a way to deputize code included
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in the executing program that performs the transformation to transform the injected
attack.

An attack that is somewhat like a deputy attack is a partial overwrite attack. Un-
like a deputy attack which repurposes existing code to launch an attack, the partial
overwrite attack coopts existing data. Consider a program that is protected by a
coarse-grained variant of address-space randomization. A partial overwrite attack
that modifies the least-significant byte of an address A so that the program trans-
fers control flow to a targeted function F' would bypass any protection afforded by
address-space randomization. The address of the targeted function, while random-
ized, would still be at a known offset from A. Durden descries a partial overwriting
attacks against PaX ALSR [11].

2.4.3 Brute Force and Entropy Reduction Attacks

A brute force attack simply attempts all possible randomization keys until an ex-
ploit is found that succeeds. If the key space is small enough, such an attack may be
practical. For example, Shacham et al. demonstrated an effective brute force attack
against an Apache server protected using PaX ASLR [29]. A 32-bit architecture
provides at most 32 bits of entropy for address randomization, but because of lim-
itations on address mapping that actual entropy provided by PaX is only 16 bits
for the executable and memory mapped areas, and 24 bits for the stack. Since the
shared libc library is stored in a memory mapped area, is it only necessary to search
16 bits to locate the library and launch a return-to-libc attack. On average, their at-
tack succeeds against a vulnerable Apache server in approximately 216 seconds on
average.

For larger key spaces, attackers may find ways to reduce the effective key space
by designing attacks that work for a set of possible keys. This changes the success
probability in the original model from Equation 2.1 to:

Pr(Sz(ax,) =~ S(a)] = Prik € Wa(ky)]

where #,(k) is the set of keys that are equivalent to k with respect to attack a. The
attacker’s goal is to construct an attack a for which

U %(kg) =K
ko9

for the smallest possible set &.

A longstanding example of an entropy reduction attack is a NOP sled, widely
used in standard stack smashing buffer overflow attacks to overcome uncertainty
about memory layout even without the use of ASLR. With a NOP sled, the attacker
inserts a series of one-byte NOP (No Operation Performed) instructions before the
attack code. To avoid intrusion detection systems that alert on suspected NOP sleds,
attackers can use other instructions that have no or limited sematic impact, or se-
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quences of multi-byte instructions that can be interpreted as NOPs starting at any of
their bytes [25, 24].

Since each instruction in the NOP sled is choosen to have no semantic effect, if
the attacker can redirect execution to jump to any location in the NOP sled it will
have the same behavior as jumping to the specific location where the attack code
begins. The longer the NOP sled, the higher the probability a jump to a randomized
location will land within the NOP sled and reach the attack code. For example, if a
127-byte NOP sled is used, |#,(ke)| ~ 128, effectively reducing the randomization
entropy by up to 7 bits (the actual reduction is probably less, for example, if the
randomization offsets must be word-aligned).

A more extensive form of entropy reduction is heap spraying in which an attacker
attempts to fill up a large fraction of memory in a way that increases the likelihood of
reaching a target object. An early example of heap spraying was Govindavajhala and
Appel’s attack to circumvent type safety mechanisms on Java virtual machines [15].
The attack was not designed to overcome intentional address space randomization,
but instead to take advantage of random bit errors (caused, by example, by heating
up memory until there is a high liklihood of single bit errors).

Several recent attacks have used heap spraying from JavaScript to launch attacks
on ASLR-protected web browsers [38, 19]. In a JavaScript heap spraying attack, the
attacker uses JavaScript code executed by the browser to allocate a large number of
objects in the heap [26]. Each object is constructed to include a NOP sled, followed
by the attack code. This increases the likelihood that a jump to a randomized address
will reach one of the copies in memory of the exploit code. A sophisticated version
of the attack known as heap feng shui takes advantage of the way the heap allocator
and garbage collector work to control more of memory and how the attack objects
are arranged [30].

The effectiveness of randomization defenses is severely reduced by these types
of entropy reduction attacks. In many cases, a well constructed heap sprying exploit
succeeds on the first attempt with high probability.

2.4.4 Probing Attacks

A probing attack attempts to overcome a diversity defense by using probe packets
to learn properties of the randomized execution needed to construct an attack. A
probe attack is distinguished from a standard entropy reduction attack in that the
probe packets are designed only to obtain information about the target, rather than
to produce the desired malicious behavior.

Shacham et al.’s attack on ASLR used probes to find the randomization offset
for the memory map region, which could then be used to learn the locations of all
libc functions and construct the attack [29]. The probe packets attempted to find the
usleep function in libc by jumping to randomized addresses. The remoted attacker
could observe when the usleep function was found since the call to usleep causes the
connection to hang; if the guessed address is incorrect the server child process will
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(most likely) crash. Once the usleep address is obtained, the attacker has enough
information to compute the address of all the other libc functions, including the
system function used to obtain a shell. In this case, probing does not have much
advantage over just sending the guessed attack directly (that is, it is not any easier
to guess the location of usleep than it is to guess the location of system), but does
enable an attacker to use smaller, possibly harder to detect, packets to probe the
system to learn the randomization key rather than needing to send the full attack
payload with each guess attempt.

For the previous example, the amount of information the attacker receives for
each probe attempt is very limited — if the guess is incorrect the server crashes
and the attacker learns nothing more other than that this guess was not the correct
offset. In some cases, though, probe attacks may be possible where each probe ob-
tains a great deal of information. It may be possible to use information contained
in server error messages returned to the attacker to learn addresses, or to exploit a
format string vulnerability to obtain the address of a targeted object. Miiller pro-
vides two examples based on pointer redirecting to obtain addresses of randomized
functions [20].

Strackx et al. developed buffer overread attacks to expose randomized addresses
in memory [34]. The attack takes advantage of a property of the strncpy library
function, as well as other similar functions in the standard C library. These functions
take a size parameter indicating the size of the output buffer to protect against buffer
overflows, but do not automatically add a null terminator at the end of the result if
the string being copied exceeds the size of the output buffer. Thus, when the string
is printed, it will contain subsequent data in memory until the next NULL byte. This
data may contain addresses, revealing the actual locations of randomized addresses.
Similar attacks are also possible against instruction set randomization [37].

2.4.5 Incremental Attacks

An increment attack is a form of probing attack where more than one successful
probe is needed to obtain sufficient information to construct the exploit. For exam-
ple, this occurs when the randomization key is many bytes long, but each successful
probe packet obtains only a single key byte. This is the case for implementations of
instruction set randomization that use an XOR mask to randomize the instructions.
In Kc et al.’s proposed hardware design, the XOR mask is a four-byte value that
is stored in a dedicated register [14]; in Barrantes et al.’s software implementation,
RISE, the XOR mask can be as long as the program text [12].

Sovarel et al. developed an incremental attack against instruction set randomiza-
tion [31]. The attack uses probes to determine key bytes until a large enough region
of key bytes is known to inject the attack code. In one version of the attack, a single
byte instruction (the 0xc3 return instruction) is guessed, and for some vulnerabili-
ties it may be possible to incrementally break the randomization key one byte at a
time. For most vulnerabilities, though, the difference in behavior from a correct and
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incorrect guess of the return instruction is indistinguishable (both are likely to cause
the server to crash, since the return instruction leaves the stack in a corrupted state).
An alternate attack uses the two-byte short jump instruction with offset -2 (Oxebfe)
which jumps back to itself, causing the server to enter an infinite loop which can be
distinguished by the attacker from the crash that usually results from an incorrect.
By this method, a many byte key can be broken incrementally in two-byte chunks.

2.5 Analysis

The value of a moving target defense depends on the class of attack. For each attack
strategy described in Section 2.4, we consider the impact of dynamic diversity over
static diversity. In the first three cases, dynamic diversity appears to have little ben-
efit; for incremental probing attacks, however, the situation is more interesting and
dynamic diversity appears to have substantial value.

2.5.1 Circumvention Attacks

In a circumvention attack, the transformation .7 does not diversify any aspects of
S that is required for a successful attack. Hence, there is no benefit to changing the
diversification. Since the diversity transformation does not cover the attack class,
reapplying the transformations with varying keys yields no benefits.

2.5.2 Deputy Attacks

In a deputy attack, an attacker is able to induce the target program to apply the
diversity transformation to the attack input. If the diversification key changes, this
has no impact on the attack since the attacker is exploiting the actual transformation
code in the program. Similarly to circumvention attacks, dynamic diversity provides
no advantage for deputy attacks.

2.5.3 Brute Force and Entropy Reduction Attacks

As noted in Section 2.4.3, Shacham et al. showed that PaX ASLR provides only
enough entropy to slow the spread of a worm. Dynamic diversity provides modest
benefit against a brute force or entropy reduction attack. Even if the target is reran-
domized after every attack attempt, the maximum impact on the attacker is changing
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the random search from random sampling without replacement to random sampling
with replacement. This adds at most a single bit of entropy to the search space.

Hence, dynamic diversity provides little benefit as a defense mechanism against
these attacks above and beyond the baseline static version. If the effective entropy of
a diversity transform is low, the expected time to mount a successful attack would be
relatively short, and therefore a factor of two would be of little value. When entropy
is high, the expected time to mount a successful attack would be long, and again a
factor of two provides limited additional benefit.

As we discuss in Section 2.6.1, if multiple diversity techniques are composed in
a way that requires an attacker to incrementally break each of them, there may be
more substantial gains possible by dynamically re-diversifying each technique in an
interleaved way.

2.5.4 Probing Attacks

Dynamic diversity could be useful against a probing attack if the time between a
successful probe and completing an exploit is long. In practice, however, exploits
can be constructed automatically based on the probe information, so the time be-
tween the probe and attack launch is effectively just the network latency for two
round trips between the server and attacker’s client. If the re-randomization can be
done frequently enough, it may be possible to ensure that the system has always
been re-randomized between the probe and exploit. Such frequent re-randomization
is too expensive for most services, but perhaps could be done in some scenarios. This
would be most effective against probing attacks such as the buffer overread attack
that depend on using a first request to leak information about the randomization, and
use that information to construct a targeted attack.

2.5.5 Incremental Attacks

Dynamic diversity seems most promising against incremental attacks since these
attacks require a lot of preparation by the attacker before enough information about
the randomization is obtained to construct the attack. Here, we develop a model
to analyze the effectiveness of dynamic diversity against incremental attacks. Our
model applies to the Sovarel et al. attack described in Section 2.4.5, but should
also apply to any incremental attack that involves sending a large number of probe
packets to gradually acquire information about the randomization.

We model an incremental attack as a series of b state-space searches where the
states are of the same size s. A state-space search is carried out as a series of probes,
and each state-space search is designed to reveal a single key fragment. Hence the
key length is b fragments. We define a successful attack as a sequence of successful
state-space searches of the b spaces.
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We assume that:

e the adversary proceeds sequentially from space to space determining one frag-
ment for each space,

e the adversary knows when a fragment has been revealed, and,

e each probe of a space requires the same time.

These assumptions simplify the analysis, but do not meaningfully limit the class of
incremental attacks.

In this case, the quantity of interest is the probability of a successful attack occur-
ring in some specific number of probes, say L, or less. With that probability known,
re-randomization could be triggered after the adversary had an opportunity to per-
form L probes and thereby limit the probability of a successful attack. Thus, our first
goal in the analysis is to determine this probability. Clearly, we cannot know how
many probes have occurred, but we can estimate the number of opportunities that
the adversary had.

Searching each space will terminate with a successful probe, and each successful
probe will be preceded by from zero to s — 1 probes that fail. The initial step in the
model is to determine the probability of a successful attack in exactly L probes. Such
an attack will experience a total of k — b probe failures across all b spaces together
with b successful probes. Thus, the total number of different sequences of probes
that can lead to a successful attack in L probes is the number of ways that L — b
failing probes can be distributed across b spaces with no more than s — 1 occurring
in any single space. This number can be derived using the Balls In Bins analysis [5]:

()5

In this expression, binomial coefficients are defined to be zero if the upper
operand is smaller than the lower operand.
The probability of a successful attack occurring in exactly L probes for b < L < sb
is:
N(L)
The probability of a successful attack occurring in L probes or less for b < L < sb
is:

P(L) = ;’p(l’)

This is the probability we sought, and with this probability we can determine the
effect of periodic re-randomization as a defense against an incremental attack.

We model the effect of re-randomization by treating an attack as a series of in-
dependent trials by the adversary each of length m probes where the key is changed
after each trial, i.e., after m probes. Thus, the effect of re-randomization is to force
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Fig. 2.2 Effectiveness of dynamic diversity

the adversary to restart the attack after each series of m probes if the attack was not
successful at that point.

The probability of a successful attack in m or fewer probes is P(m). With re-
randomization after each trial (each m probes), the probability of an attack succeed-
ing in jm probes or fewer is:

M(jm) =1~ (1—P(m))’

Note that this probability is defined only for every m probes. In order to derive the
probability of a successful attack in L or fewer probes, we need to add the probability
of a successful trial (determining a single fragment of the key) in L — jm probes
where L — jm lies between 0 and m — 1, i.e., between the points at which the key is
changed. Adding this yields:

M(L) =1~ (1—P(m))’(1 = P(L~ jm))

M(L) is the probability of a successful attack in L or fewer probes with re-
randomizing every m probes and P(L) is that probability without re-randomization.
With these two probabilities, we can determine the effectiveness of dynamic diver-
sity.

As an example, consider the case in which b = 4 and s = 256. This corresponds
to a key that is four bytes long which would be expected to have a search space of
size 232. However, the incremental attack proceeds one byte at a time so that there
are four searches each of spaces of size 256. Obviously, the probability of success
in 1024 probes or less is one.
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Figure 2.2 shows the probability of attack success, M (L), for values of m = 4, 25,
50, and 100. Note that the Y axis is a logarithmic scale. The dashed vertical line is
1024 on the X axis. This is the point at which an attack is expected to succeed with-
out dynamic diversity, and the intersection of the dashed line with the four curves
shows the relative advantage of re-randomization. The case in which m is set to 4 is
the limiting case in this example. Four is the least number of probes within which
an attack might succeed since there are four bytes in the key and the adversary has
to determine all four in sequence. Thus, the curve in Figure 2.2 for m = 4 is the best
that dynamic diversity can do in this example.

The effectiveness of dynamic diversity against incremental attacks in this case
depends critically on the rate of re-randomization. Varying this rate from every 100"
probe to every 4" probe spans 6 orders of magnitude. Moreover, the probability of
attack success when re-randomizing only every 100/ or 50" probe quickly exceeds
90%, i.e., dynamic diversity in these cases is ineffective.

For a server responding to network inputs, a network message corresponds to
a probe in the model. Re-randomizing on every 4" or 25" network messages
would seem prohibitively costly. However, our results show that it is possible to
re-randomize XOR keys used in instruction-set randomization at the rate of ev-
ery 100 ms with an average cost of 14% overhead over native execution [23]. Re-
randomization may be triggered based on events instead of the current time-based
scheme. For example, many probe attacks result in process crashes when the guess
is incorrect, so it makes sense to rerandomize after a crash. Rerandomization may
also be triggered by particular system calls (e.g., opening a file) or when an anomaly
detector flags a packet as suspicious. The risk in any event-based rerandomization
scheme is that a sophisticated attacker may be able to develop a probe attack that
does not produce the trigger event. Hence, some combination of time-based and
event-based rerandomization seems most promising.

2.5.6 Summary

Table 2.1 summarizes the effectiveness of dynamic diversity against the five attack
classes. For circumvention and deputy attacks, dynamic diversity yields no bene-
fit since the attack does not depend on guessing the randomization key. For brute
force and entropy reduction attacks, the benefits of dynamic diversity are marginal
and only increase the attacker’s workload by at most a factor of two. Dynamic di-
versity holds the most promise for probing and incremental attacks. The rate of
re-diversification required to obtain tangible benefits, especially against probing at-
tacks, appears to be very high, but for some types of implementation it may be pos-
sible to achieve such a high rate of re-randomization without excessive performance
overhead [23].
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Circumvention attacks No advantage
Deputy attacks No advantage
Entropy reducing attacks At most doubles expected attack time
Probing attacks Very high rate of rerandomization may thwart attack
Incremental attacks May provide significant advantage

Table 2.1 Impact of Dynamic Diversity

2.6 Discussion

The limited effectiveness of adding dynamic rerandomization to low-level diversity
defenses suggests the need for alternate approaches to increase the effectiveness of
diversity defenses. Some of these depend on designing implementations to maxi-
mize entropy and avoid vulnerabilities, but since the goal of these defenses is to
harden systems that have unknown vulnerabilities it is unsatisfying to rely solely
on this approach. In addition, for schemes like address space randomization the
maximum amount of entropy available is limited by properties of the hardware and
underlying operating system. Next, we discuss two approaches that can improve
the effectiveness of diversity defenses. The first, composition, amplifies the value
of rerandomization; the second requires an attacker to simultaneously compromise
multiple variants, avoid the need to keep any secret key.

2.6.1 Composition

Our analysis so far assumed a single diversity defense was deployed, and an attacker
who can overcome that defense will succeed. One way to substantially increase the
attacker’s difficulty is to compose multiple diversity defenses. If the defenses are
orthogonal, they will compose multiplicatively not additively. That is, it will be
necessary for the attacker to simultaneously break both defenses, so the effective
search space is the product of each defense’s search space individually. This assumes
the attacker cannot probe each defense separately, making the attack difficulty the
sum of the two defenses. Worse, if the composition is not done in a careful way, the
composed defense may provide the attacker with new opportunities that would not
be effective against either defense individually.

Address space randomization and instruction set randomization can be com-
posed. This would thwart many attacks on instruction set randomization, since the
attacker cannot probe for the ISR key without also knowing the target address. If
either the key or target address is incorrect, the server is likely to crash and the at-
tacker does not learn if either key guess by itself is correct. Simplistically, if the
address space randomization has 24 bits of entropy and the attacker can use a one-
byte incremental probing attack, the combined defense provides 32 bits of entropy.
On the other hand, combining address space randomization with instruction set ran-
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domization does not provide any benefit against attacks such as return-oriented pro-
gramming that do not need to inject code. The problem for the attacker is the same
as with address space randomization alone, since there is no need for the attacker to
break both defenses.

If defenses can be composed multiplicatively, however, many low-entropy de-
fense may be combined to provide a high-entropy defense. Holland et al. pro-
posed schemes for randomizing many properties of an execution using a virtual
machine [17]. Many of the individual diversification strategies provided little en-
tropy (for example, altering the number of registers and machine word size), but
they argued that by composing them they could provide a large machine space where
attackers may need to guess all the diversification parameters.

It is difficult to reason precisely about the orthogonality and multiplicity of a
composition of diversity defenses, but it is a promising way to increase the en-
tropy facing an attacker. Adding dynamic rerandomization to composed defenses is
promising, since if the composition does have the property that an attacker much
simultaneously break all of the diversity techniques, it is only necessary to schedule
the rerandomizations of each defense in a tiled way to limit the amount of time all
of the diversity parameters are unchanged.

2.6.2 N-Variant Systems

Whereas composition strategies attempt to require the attacker to simultaneously
break multiple different diversity defenses, the N-Variant Systems approach is de-
signed to require an attacker to simultaneously break multiple variants of the same
diversity defense [9]. The idea is to run multiple instantiations of the server in syn-
chrony, each of which is diversified using a different randomization key. The vari-
ants are run in a framework that sends the same inputs to each variant, and monitors
that they behave similarly. Any divergence considered a signal of a possible attack,
since the variants should behave identically on non-attack inputs. This requires that
the variants are kept closely synchronized and that any other sources of nondeter-
minism are removed.

If the attack spaces for the variants are disjoint with respect to some attack class,
then no single input can simultaneously compromise all the variants. A simple ex-
ample is to use two variants with disjoint address spaces (for example, one variant
has only addresses beginning with a 0, and the other variant has only addresses
starting with a 1). Then, any attack that depends on injecting an absolute address
must fail — there is no address that is simultaneously valid in both variants. Several
opportunities for disjoint attack spaces are possible including address spaces [9], in-
struction sets [9], and how data is represented [22]. When fully disjoint attack spaces
cannot be found, a similar approach can also be used probabilistically. Examples in-
clude changing the direction of the stack [27] or diversifying the relative positions
in memory (as done by DieHard [2], which focused on software debugging rather
than attack detection).
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A key advantage of this approach (at least for disjoint attack spaces) is that it
eliminates the need to keep any secrets at all. This means brute force, entropy re-
duction, probing, and incremental attacks all fail. The main remaining worries are
circumvention attacks, which are possible against any diversity defense if the di-
versification does not impact properties needed by the exploit, and deputy attacks,
especially since each variant includes its own derandomization code or differently
randomized data so may be simultaneously exploited across the variants. There
are, however, a number of challenges to deploying N-Variant systems in practice.
The first is the close monitoring requires eliminating all causes of nondeterminism.
This is particularly difficult in multi-threaded applications where the interleaving
of threads may lead to divergence. Performance overhead is also a concern, since
the approach requires duplicating each request. This overhead can be fairly low for
I/O bound servers [9], and it may be further reduced by using parallel execution on
multi-core machines [28].

2.7 Conclusion

Diversity defenses are a promising mechanisms for making vulnerable servers more
difficult for attackers to exploit. The effectiveness of a diversity defense depends
on what properties of the execution it alters, the amount of entropy in the random-
ization, and how resistant the diversity defense is to attempts to probe the system
or to circumvent or deputize the diversity mechanisms. Dynamic diversity can en-
hance the effectiveness of these defenses by rerandomizing the system periodically
or based on trigger events. The effectiveness of dynamic diversity, however, is lim-
ited to scenarios where the attack requires an extended sequence of requests to probe
the system and develop an attack. For many scenarios, dynamic rerandomization
provides less benefit than expected. It provides no benefit against circumvention
and deputy attacks, and against entropy reduction attacks provides at most a fac-
tor of two increase in difficulty. Against other classes of attack, dynamic diversity
defense may provide more substantial advantages, but the defenses must be crafted
carefully to provide the intended benefits.
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Chapter 3

Global ISR: Toward a Comprehensive Defense
Against Unauthorized Code Execution

Georgios Portokalidis and Angelos D. Keromytis

Abstract

Instruction-set randomization (ISR) obfuscates the “language” understood by a
system to protect against code-injection attacks by presenting an ever-changing tar-
get. ISR was originally motivated by code injection through buffer overflow vul-
nerabilities. However, Stuxnet demonstrated that attackers can exploit other vectors
to place malicious binaries into a victim’s filesystem and successfully launch them,
bypassing most mechanisms proposed to counter buffer overflows. We propose the
holistic adoption of ISR across the software stack, preventing the execution of unau-
thorized binaries and scripts regardless of their origin. Our approach requires that
programs be randomized with different keys during a user-controlled installation, ef-
fectively combining the benefits of code whitelisting/signing and runtime program
integrity. We discuss how an ISR-enabled environment for binaries can be imple-
mented with little overhead in hardware, and show that higher-overhead software-
only alternatives are possible. We use Perl and SQL to demonstrate the application
of ISR in scripting environments with negligible overhead.

3.1 Introduction

Code-injection attacks occur when an attacker implants arbitrary code into a vulner-
able program to gain unauthorized access on a system, acquire elevated privileges, or
extract sensitive information like passwords. In the past, code-injection (CI) attacks
accounted for almost half of the advisories released by CERT [1]. Because such
attacks can be launched over the network, they were regularly used as an infection
vector by many computer worms [2, 3, 4, 5, 6]. More recently, they have been out-
weighed by other types of attacks, such as SQL injection and Cross Site Scripting
(XSS). However, the recent Conficker [7] and Stuxnet [8] worm outbreaks, and the
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multiple vulnerabilities discovered in Adobe’s omnipresent software [9, 10], serve
as a reminder that CI attacks still pose a significant threat to a large number of
systems.

Code-injection attacks are frequently enabled by vulnerabilities such as buffer
overflows [11, 12, 13], and other memory corruption vulnerabilities like dangling
pointers [14, 15] and format string attacks [16], which allow attackers to first in-
ject code in the vulnerable program, and then redirect its execution to the injected
code. In their simplest form, they follow the overflow of a buffer in the stack, which
overwrites the function’s return address to transfer control to the code placed in the
buffer as part of the overflow.

The techniques used to perform CI attacks can vary significantly. As such, one
could assume that to stop these attacks, we would need to concurrently prevent all
the types of exploits that make them possible. However, while the specific tech-
niques used in each attack differ, they all result in attackers executing their code.
This capability implies that attackers know what “type” of code (e.g., x86) is under-
stood by the system.

This observation led us [17] (and concurrently others [18, 19]) to introduce a
general approach for preventing code-injection attacks, instruction-set randomiza-
tion (ISR). Inspired by biology where genetic variation protects organisms from
environmental threats, ISR proposes the randomization of the underlying system’s
instructions, so that “foreign” code introduced within a running process by an attack
would fail to execute correctly, regardless of the injection approach. ISR is a general
approach that defeats all types of remote code injection, regardless of the way it was
injected into a process, by providing an ever-shifting target to the attacker.

ISR protects running processes against all types of CI attacks, but it cannot pro-
tect against the most basic type of attack. Consider the case where the attacker man-
ages to get his own malicious binary on the victim’s file system, and then finds some
way to launch that binary. ISR, as defined in previous work, would either randomize
and then execute this binary, or would simply run it as-is since it is not randomized.
In both cases the attacker can completely bypass ISR. However, the same holds for
almost all other protection techniques aimed at the same class of vulnerabilities,
such as address space layout randomization (ASLR). Comprehensive techniques
such as Taint Tracking suffer from low performance and complexity, due to the
requirement for continuous and complete monitoring of all that occurs within a sys-
tem.

The means by which the attacker gets his malicious program (frequently called
malware) on the target’s system is secondary. Sophisticated attackers exploit other
vulnerabilities to copy the malware on the victim’s file system and then execute it,
or overwrite already existing binaries, so that the next time the user launches the ap-
plication the attacker’s code executes instead. For instance, consider the Stuxnet [§]
worm, which is considered one of the most sophisticated ever encountered, and for
this reason it has received a lot of attention both from researchers and the media.
Its main goal has been identified as being the infection of industrial control systems
(ICS), but to propagate and reach its target, it uses many elaborately constructed in-
fection vectors. One of its propagation methods involves a code-injection attack that
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follows the exploitation of a buffer overflow vulnerability in the Windows Server
Service. ISR would avert the exploitation of this vulnerability, effectively disabling
this infection vector. Unfortunately, Stuxnet can evade ISR by exploiting other vul-
nerabilities to place a binary in the target’s file system (both remotely, and locally
through removable storage), and then execute it.

We propose the whole-sale adoption of ISR across all system layers, as a way to
enforce non-von Neumann semantics. Doing so will prevent the execution of unau-
thorized code, and will protect systems from complex threats such as Stuxnet. Our
approach requires that all binaries in the system are pre-randomized. Our approach
requires that all binaries in the system are pre-randomized. New binaries being in-
stalled will require user authorization before being copied to the filesystem, which
will also randomize them in the process. As a result an unauthorized binary being
dropped on the filesystem will not be able to execute, as it will be in the wrong
“language”. The benefits we obtain with this approach are twofold. First, we ensure
the integrity of existing system binaries, and at the same time we ensure that new
binaries that have not been installed through the proper channels (e.g., an installer
tool with proper rights) will fail to execute successfully. Thus, ISR simultaneously
provides the benefits of program signing/whitelisting and runtime integrity.

Employing ISR in this fashion would thwart the propagation of worms like
Stuxnet. Future worms would likely then resort in injecting interpreted code, if an
interpreter for a language like Perl or Python is available. Injecting interpreted code
would enable the attacker to bypass binary ISR and execute code, but it could be also
used to extract information from the system that would enable him to “break” the
randomization used (e.g., by guessing the key used for randomizing authorized bi-
naries). Fortunately, ISR is flexible enough that it can be also applied on interpreted
languages like Perl and SQL, as we demonstrate in Sections 3.5 and 3.6.

In the remainder of this chapter, we discuss the principles behind ISR, our early
work, and the open challenges in adopting it across the whole software stack.

3.2 Instruction-Set Randomization

ISR is based on the observation that code-injection attacks need to position exe-
cutable code within the address space of the exploited application and then redirect
control to it. The injected code needs to be compatible with the execution environ-
ment for these attacks to succeed. This means that the code needs to be compatible
with the processor and software running at the target. For instance, injecting x86
code into a process running on an ARM system will most probably cause it to crash,
either because of an illegal instruction being executed, or due to an illegal mem-
ory access. Note that for this particular example, it may be possible to construct
somewhat limited code that will run without errors on both architectures.

We build on this observation to prevent attackers from executing injected code.
We introduce a randomly mutating execution environment, whose “language” is
not known to attackers, while legitimate binaries are “translated” to this language
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during installation. In this way, both injected code and binaries installed without
authorization will fail to execute. Attempts to guess the language of the execution
environment can be hindered by frequently mutating it, and by allowing for differ-
ent parts of a program to “speak” different languages. For instance, every time an
application crashes, which could be due to a failed attack, we re-randomize it, while
various components of the application (i.e., libraries or even functions) can be ran-
domized in a different way. Attempts to execute the code injected into a randomized
process will still crash it causing a denial of service (DoS), but attackers will no
longer be able to perform any useful actions such as installing rootkits.

The strength of ISR lies in the fact that the attacker does not know the instruction
set used by an application, and the high complexity of guessing it. As such, if an
attacker has access to the original code, and he can gain access to the randomized
code, he can launch an attack against the applied transformation to attempt to learn
the new instruction set. This requires that the attacker has local access to the target
host. In general, ISR is primarily focused on protecting against remote attacks that
originate from the network, where the attacker does not have access to the target
system or the randomized binaries. Consequently, we assume that attackers do not
have local access.

Finally, the security of the scheme depends on the assumption that the attacker’s
code will raise an exception (e.g., by accessing an illegal address or using an invalid
opcode), similarly to the example where x86 code is injected into an application for
ARM. While this will be generally true, there are a few permutations of injected
code that will result in working code that performs the attacker’s task. We argue
that this number will be statistically insignificant [19], and it is comparable with the
probability of creating a valid buffer-overflow exploit using the output of a random
number generator as code.

3.2.1 ISR Operation

CPU instructions for common architectures, like x86 and ARM, consist of two parts:
the opcode and operands. The opcode defines the action to be performed, while the
operands are the arguments. For example, in the x86 architecture a software interrupt
instruction (INT) comprises of the opcode OxCD, followed by a one-byte operand
that specifies the type of interrupt. We can create new instruction sets by randomly
creating new mappings between opcodes and actions. We can further randomize the
instruction set by also including the operands in the transformation.

For ISR to be effective and efficient, the number of possible instruction sets must
be large, and the mapping between the new opcodes and instructions should be
efficient (i.e., not completely arbitrary). We can achieve both these properties by
employing cryptographic algorithms and a randomly generated secret key. As an
example, consider a generic RISC processor with fixed-length 32-bit instructions.
We can effectively generate random instruction sets by encoding instructions with
XOR and a secret 32-bit key. In this example, an attacker would have to try at most
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232 combinations to guess the key. Architectures with larger instructions (i.e., 64
bits) can use longer keys to be even more resistant to brute-force attacks.

In the case of XOR, using a key size larger than the instruction size does not
necessarily improve security, since the attacker may be able to attack it in a piece-
meal fashion (i.e., guess the bits corresponding to one instruction, and then proceed
with guessing the bits for a second instruction in a sequence, and so forth). The
situation is even more complicated on architectures with variable sized instructions
like the x86. Many instructions in the x86 architecture are 1 or 2 bytes long. This
effectively splits a 32-bit key in four or two sub-keys of 8 and 16 bits respectively.
Thus, it is possible that a remote attacker attempts to guess each of the sub-keys
independently [20]. A failed attempt to guess the key will cause the application to
crash, which could be potentially detected by the attacker.

The deficiencies of XOR randomization on architectures like the x86 can be over-
come using other ciphers that cannot be attacked in a piece-meal fashion. For ex-
ample, using bit-transposition with a 32-bit instruction requires an 160-bit key. Al-
though not all possible permutations are valid (the effective key size is log,(32!)),
the work factor for the attacker is high, as he would have to try at most 32! com-
binations to guess the key (notice that 32! >> 232). Increasing the block size (i.e.,
transposing bits between adjacent instructions) can further increase the work factor
for an attacker. The drawback of using larger blocks is that we must have simul-
taneous access to the whole block of instructions during execution. This increases
complexity, specially when implementing ISR in hardware. If the block size is not
an issue, such as in software-only implementations of ISR, we could also use AES
encryption with 128-bit blocks of code.

We adopt a different approach to protect against key guessing attacks. First, we
re-randomize an application every time it crashes using a new randomly generated
key. Thus, an attacker trying to remotely guess the key being used, will cause it to
change with each failed attempt. Additionally, we use different keys to randomize
different parts of an application, where the execution environment allows it. For
instance, we can randomize every library or even function used by an application
with a different key.

3.2.2 Randomization of Binaries

ELF (the executable and linking format) is a very common and standard file format
used for executables and shared libraries in many Unix-type systems like Linux,
BSD, Solaris, etc. Despite the fact that it is most commonly found on Unix systems,
it is very flexible, and it is not bound to any particular architecture or OS. Addition-
ally, the ELF format completely separates code and data, including control data such
as the procedure linkage table (PLT), making binary randomization straightforward.

We modified the objcopy utility, which is part of the GNU binutils package to
add support for randomizing ELF executables and libraries. objcopy can be used to
perform certain transformations (e.g., strip debugging symbols) on an object file,
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or simply copy it to another. Thus, it is able to parse the ELF headers of an exe-
cutable or library and access its code. We modified objcopy to randomize a file’s
code using XOR and one or more 16-bit keys. Using a 16-bit key is sufficient as
an attacker has an 1/2'¢ chance to correctly guess the key in one attempt, while
failed guess attempts will cause the application to crash, and consequently trigger
the re-randomization of the binary with a different key. Multiple keys can be used
to randomize a single binary, in the case of software-only ISR. When using multiple
keys, each function within the binary is encoded using a different key. As this will
greatly affect the number of keys being used in the system, we expect such a setup
to be only used with highly critical applications.

The keys for every binary in the system are stored in a database (DB), using the
sqlite database system. Sglite is a software library that implements a self-contained,
serverless SQL database engine. The entire DB is stored in a single file, and can
be accessed directly by the loader (using the sqglite library) without the need to run
additional servers. Keys are indexed using a binary’s full path on disk, and the op-
eration of retrieving them from the DB is fast. Since it is an operation that is only
performed when a binary is loaded to memory (e.g., when an application is launched
or a dynamic library is loaded), its performance is not critical for the system. New
binaries can be installed using an installation script, which uses our modified version
of objcopy to randomize the binaries being installed to the file system. Authoriza-
tion is requested before completing the installation to copy the files, and insert the
randomization keys in the DB.

Note that randomizing using XOR does not require that the target binary is
aligned, so it does not increase its size or modify its layout. Moreover, while our
implementation is currently only able to randomize ELF binaries, support for other
binaries can be easily added. For instance, we plan to extend objcopy to also ran-
domize Portable Executable (PE) binaries for Windows operating systems [21].

3.2.3 Execution Environment

A randomized process requires the appropriate execution environment to obtain the
keys used by an applications and its libraries, and to de-randomize its instructions
before executing them. Such an execution environment can be implemented both in
hardware (Section 3.3) and software (Section 3.4).

Additionally, when an application is using multiple keys to randomize its various
parts, the execution environment needs to be able to detect when execution switches
between parts of the code using different randomization keys. For instance, each
library being used by an application may be randomized with a different key, and
even different functions within the application and libraries can be randomized with
varying keys. Detecting such context switches can be complex in hardware, and as
we discuss below, the proposed hardware-based implementation of ISR only han-
dles statically linked executables (sacrificing flexibility for performance). In Sec-
tion 3.4, we describe a software-only ISR solution that handles dynamically linked
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applications, and supports multiple instruction sets per process (i.e., instructions
randomized with different keys), albeit with higher overhead for the randomized
applications.

3.3 Hardware-based ISR

Implementing ISR in hardware requires a programmable processor [22] or small
modifications to current processor architectures like the IA-32 to perform the de-
randomization of instructions before execution. Let us consider such a system run-
ning on top of such a CPU. Typically, software is separated between kernel and
user space, where tasks such as virtual memory management and device drivers
are running in kernel space, and user processes in user space. ISR aims to protect
applications, and as such we currently ignore kernel space, which also simplifies
our design because we do not have to consider the interactions between ISR and
the various low-level processor events (e.g., interrupts). However, a comprehensive
solution would also apply ISR within the kernel.

When a new randomized process is launched (e.g., as a result of an exec() system
call), the processor needs to know the key being used before executing any of its
instructions. The key used to randomize the binary is stored in the sglite DB, which
is stored in a file (as described in Section 3.2.2). We query the DB for the binary’s
key through a user space component, and then store it in the process’ process con-
trol block (PCB) structure. When the process is actually scheduled for execution,
the OS loads the key in the PCB on the processor. For this purpose, we provide for a
special processor register where the decoding key is stored, and a special privileged
instruction (called GAVL) that allows write-only access to this register when running
in privileged mode (i.e., in kernel space). To accommodate code that is not random-
ized (e.g., the kernel and inif), we provide a special key that, when loaded via the
GAVL instruction, disables the decoding process. Since the key is always brought in
from the PCB, there is no need to save its value during context switches. There is,
thus, no instruction to read the value of the decoding register.

When a program is executed by the processor, instructions are first fetched from
memory, decoded (this refers to the CPU’s decoding and not ISR’s), and then ex-
ecuted. Our design introduces a de-randomizing element, which lies between the
fetching of the instruction, and its decoding. This element is responsible for de-
randomizing the code fetched from memory, before delivering it to the CPU for
decoding and execution. Such a scheme can be very efficiently implemented in the
interface between the L2 cache and main memory, as shown by Rogers et al. [23].
When XOR randomization is used, this element simply applies XOR on the bytes
received from memory using the key stored in GAVL.

Normally, applications use various libraries, which can be linked statically, or
dynamically during loading, or even at runtime. But the ISR key is associated with
an entire process, making it difficult to accommodate dynamically linked libraries.
We could require that all shared libraries used by an application are randomized



56 Georgios Portokalidis and Angelos D. Keromytis

with its key, but then the memory occupied by each library will not be actually
shared with other processes, as they may use a different key. To keep the hardware
design simple and efficient, our early prototypes required that applications running
under ISR are statically linked. Moreover, modern Linux systems frequently include
a read-only virtual shared object (VDSO) in every running process. This object is
used to export certain kernel functions to user space. For instance, it is used to
perform system calls, replacing the older software interrupt mechanism (INT 0x80).
If the use of a VDSO is required, we need to make small modifications to the kernel,
so that a unique non-shared object is mapped to each process, and to randomize it
using the process’ key.

Finally, there are cases where the kernel injects a few non-randomized instruc-
tions in processes. For instance, some systems inject code within the stack of a
process when a signal is delivered. These signal trampolines are used to set and
clean up the context of signal handlers. They are a type of legitimate code-injection
(approximately 5-7 instructions long) performed by the system itself. Fortunately,
since the kernel performs this code-injection, we can modify it to randomize these
instructions before injecting them in a process.

3.3.1 x86 Prototype Using Bochs

To determine the feasibility of a hardware-based ISR implementation, we built a
prototype for the most widely used processor architecture, the x86, using the Bochs
emulator [24]. As we discussed in Section 3.2, randomization on the x86 is more
complicated than with RISC-type processors, because of its variable-sized instruc-
tions. So, by implementing our prototype for x86, we also test the feasibility of ISR
in a worst-case scenario.

Bochs is an open-source emulator of the x86 architecture, which operates by in-
terpreting every machine instruction in software. Bochs, in many ways, operates
similarly to real hardware. For instance, in its core we find the CPU execution loop,
which calls the function fetchDecode() that fetches an instruction from the emu-
lator’s virtual RAM, and decodes it. This behavior closely simulates the 1486 and
Pentium processors, with their instruction prefetch streaming buffer, which keeps
the next 16 bytes of instructions (32 bytes on later processors). We implemented the
de-randomization element in the beginning of ferchDecode( ), after the fetching of an
instruction byte, and before the decoding, as we would do in the real hardware. The
decoding is driven by the contents of the GAVL register, which if empty indicates
that instructions are not randomized, while otherwise contains the decoding key.

To simplify the creation and evaluation of our prototype, we adopted the tech-
niques we used to construct embedded systems for VPN gateways [25]. We use
automated scripts to produce compact (2-4MB) bootable single-system images that
contain a system kernel and applications. We achieve this by linking the code of all
the executables that we wish to be available at runtime in a single executable us-
ing the crunchgen utility. The single executable alters its behavior depending on the
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ftp |sendmail|fibonacci
Bochs [39.0s = 28s ~ 93s
Native[29.2s| ~ 1.35s| 0.322s

Table 3.1 Average execution times (in seconds) for identical binaries under Bochs, and native
execution (on the same host). The performance numbers of individual runs were within 10% of the
listed averages.

name under which it is run (argv/0]). By associating this executable with the names
of the individual utilities (via file system hard-links), we can create a fully functional
/bin directory where all the system commands are accessible as apparently distinct
files. This aggregation of the system executables in a single image greatly simplifies
the randomization process, as we do not need to support multiple executables or
dynamic libraries.

Although this greatly limits the real-world applicability of our prototype, we feel
it is an acceptable compromise for evaluating hardware-based ISR. Section 3.4 de-
scribes in detail a more practical software-only implementation of ISR.

The root of the runtime file system, together with the executable and associated
links, are placed in a RAM-disk that is stored within the kernel binary. The kernel
is then compressed (using gzip) and placed on a bootable medium (i.e., a file that
Bochs treats as a virtual hard drive). This file system image also contains the /efc
directory of the running system in uncompressed form, which allows us to easily
reconfigure the runtime parameters. At boot time, the kernel is expanded from the
boot image to Bochs’ main memory, and executed. The /efc directory is then copied
from the bootable medium to the RAM-disk, so that the entire system is running
entirely off it. This organization allows multiple applications to be combined with a
single kernel, while leaving the configuration files in the /etc directory on the boot
medium.

3.3.2 Performance

Our Bochs prototype only serves the purpose of demonstrating the feasibility of an
ISR implementation in hardware. Generally, interpreting emulators (as opposed to
virtual machine emulators, such as VMWare and VirtualBox) impose a considerable
performance penalty that ranges from a slow-down of one to several orders of mag-
nitude. This makes the direct application of ISR using such an emulator impractical
for production software, although it may be suitable for certain high-availability
environments.

Table 3.1 compares the time taken by the respective server applications to handle
some fairly involved client activity. The times recorded for the fip server were for
a client carrying out a sequence of common file and directory operations, like the
repeated upload and download of a ~200KB file, creation, deletion and renaming
of directories, and generating directory listings by means of an automated script.
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We repeated the same sequence of operations 10 times, and list the average. The
results indicate that a network I/O-intensive process does not suffer execution time
slowdown proportional to the reduction in processor speed. Next, the second column
in the table shows the overall time needed by sendmail to receive 100 short e-mails
of ~1KB each from a remote host.

In contrast, the third column demonstrates the significant slowdown incurred by
the emulator when running a CPU-intensive application (as opposed to the I/O-
bound jobs represented in the first two examples), such as computation of the fi-
bonacci numbers.

3.4 Software-only ISR

A fast implementation of ISR, built entirely in software, is currently the only way
to apply ISR on production systems, since the idea of ISR-enabled hardware has
had little allure with hardware vendors. Software-only implementations of ISR have
been proposed before [26], but have seen little use in practice as they cannot be
directly applied to commodity systems. For instance, they do not support shared
libraries or dynamically loaded libraries (i.e., they require that the application is
statically linked), and increase the code size of encoded applications.

Our approach, much like previous solutions, uses dynamic binary translation to
apply ISR on unmodified binaries, but it supports processes randomized with mul-
tiple keys (e.g., shared libraries or even functions can use different keys), and in-
curs low overhead. Our tool builds on Intel’s dynamic instrumentation tool called
PIN [27], which provides the runtime environment. Similarly to hardware-based
ISR, application code is randomized using the XOR function and a 16-bit key, and
the application is re-randomized with a new key every time it crashes to make it
resistant to remote key guessing attacks [20].

Supporting multiple keys per process means that every shared library used by a
process can be randomized using a different key, and applications no longer need to
be statically linked. When an application crashes, we do not need to re-randomize
all the shared libraries used by it. Instead, we examine the key being used at the
time of the crash, and re-randomize only the part of the process that was using
that key, since the crash could not have revealed information about other keys to an
attacker. Otherwise, we need to dynamically re-randomize the relevant libraries, and
propagate the key to other processes that are concurrently using that library.
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3.4.1 ISR Using PIN

We implemented the de-randomizing execution environment for x86 software run-
ning on Linux', using Intel’s dynamic binary instrumentation tool PIN [27]. PIN is
an extremely versatile tool that operates entirely in user space, and supports multiple
architectures (x86, 64-bit x86, ARM) and operating systems (Linux, Windows, Ma-
cOS). It operates by just-in-time (JIT) compiling the target’s instructions combined
with any instrumentation into new code, which is placed into a code cache, and ex-
ecuted from there. It also offers a rich API to inspect and modify an application’s
original instructions.

We make use of the supplied API to implement our ISR-enabled runtime. First,
we install a callback that intercepts the loading of all file images. This provides us
with the names of all the shared libraries being used, and the memory ranges where
they have been loaded in the address space. We use the path and name of a library
to query the DB for the key or keys used by the library. We save the returned keys,
along with the memory address ranges that they correspond to, in a hash table-like
data structure that allows us to quickly look up a key using a memory address.

The actual de-randomization is performed by installing a callback that replaces
PIN’s default function for fetching code from the target process. This second call-
back reads instructions from memory, and uses the memory address to look up
the key to use for decoding. To avoid performing a look up for every instruction
fetched, we cache the last used key. During our evaluation this simple single entry
cache achieved high hit ratios, so we did not explore other caching mechanisms.
All instructions fetched from memory that have not been associated with a key are
considered to be part of the executable, and are decoded using its key.

3.4.1.1 Memory Protection (MP)

When executing an application within PIN, they both operate on the same address
space. This means that in theory an application can access and modify the data used
by PIN and consequently ISR. Such illegal accesses may occur due to a program
error, and could potentially be exploited by an attacker. For instance, an attacker
could attempt to overwrite a function pointer or return address in PIN, so that control
is diverted directly into the attacker’s code in the application. Such a control transfer
would circumvent ISR enabling the attacker to successfully execute his code. To
defend against such attacks we need to protect PIN’s memory from being written by
the application.

When PIN loads and before the target application and its libraries gets loaded,
we mark the entire address space as being “owned” by PIN, by asserting a flag in an
array (page-map) that holds one byte for every addressable page. For instance, in a
32-bit Linux system, processes can typically access 3 out of the 4 GBytes that are

! While the current implementation only works on Linux, it can be easily ported to other platforms
also supported by the runtime
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directly addressable. For a page size of 4 KBytes, this corresponds to 786432 pages,
so we allocate 768 KBytes to store the flags for the entire address space. As the
target application gets loaded, and starts allocating additional memory, we update
the flags for the application-owned pages. Memory protection is actually enforced
by instrumenting all memory write operations performed by the application, and
checking that the page being accessed is valid according to the page-map. If the
application attempts to write to a page owned by PIN, the instrumentation causes a
page-fault that will terminate it.

Memory protection further hardens the system against code-injection attacks, but
incurs a substantial overhead. However, forcing an attacker to exploit a vulnerabil-
ity in this fashion is already hardening the system considerably, as he would have
to somehow discover one of the few memory locations that can be used to divert
PIN’s control flow. Alternatively, we can use address space layout randomization to
decrease the probability of an attacker successfully guessing the location of PIN’s
control data.

3.4.1.2 Exceptions

As we previously mentioned in Section 3.3, there are cases where certain external
non-randomized instructions need to be executed in the context of the process, like
in the case of signal trampolines. When a signal is delivered to a process, we scan
the code being executed to identify trampolines, and execute them without applying
the decoding function. In the case of a shared object like the VDSO, we assign its
memory range a null key, which does not require it to be randomized. Since it is a
read-only object, we can safely do so.

3.4.1.3 Multiple Instruction Sets

Most executables in modern OSs are dynamically linked to one or more shared
libraries. Shared libraries are preferred because they accommodate code reuse and
minimize memory consumption, as their code can be concurrently mapped and used
by multiple applications. As a result, mixing shared libraries with ISR has proved
to be problematic in past work. Our implementation of ISR in software supports
multiple instruction sets (i.e., multiple randomization keys) for the same process,
enabling us to support truly shared and randomized libraries.

We create a randomized copy of all libraries that are needed, and store them in a
shadow folder (e.g., “/usr/rand_lib”). Each library is encoded using a different key,
and for extended randomization we can use a different key for each function within
the library. To use these libraries, we modify the runtime environment, so that when
an application is loaded, it first looks for shared libraries in the shadow folder. This
way we can keep the original libraries in the usual system locations (e.g., “/usr/lib”
and “/lib” on Linux, and “c:\windows\system32” for Windows).
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Fig. 3.1 Execution time of basic Linux utilities. The figure draws the mean execution time and
standard deviation when running four commonly used Linux utilities.

3.4.1.4 Protection from Unauthorized Binaries

Implementing our extension to ISR in software-only is less attractive, mainly be-
cause of the performance overhead (discussed in Section 3.4.2). Because of this
overhead, it will be probably applied only on selected applications, like network
services. Nonetheless, if we desire to run all the processes in the system under ISR
using PIN, we can modify the init process to launch all processes using PIN. This
would cause all processes started later on (e.g., via exec()) to also run under PIN and
ISR.

3.4.2 Performance

Dynamic instrumentation tools usually incur significant slowdowns on target appli-
cations. While this is also true for PIN, we show that the overhead is not prohibitive.
We conducted the measurements presented here on a DELL Precision T5500 work-
station with a dual 4-core Xeon CPU and 24GB of RAM running Linux.

Figure 3.1 shows the mean execution time and standard deviation when running
several commonly used Linux utilities. We draw the execution time for running
Is on a directory with approximately 3400 files, and running cp, cat, and bunzip2
with a 64MB file. We tested four execution scenarios: native execution, execution
with PIN and no instrumentation (PIN’s minimal overhead), our implementation of
ISR without memory protection (MP), and lastly with MP enabled (ISR-MP). The
figure shows that short-lived tasks suffer more, because the time needed to initialize
PIN is relatively large when compared with the task’s lifetime. In opposition, when
executing a longer-lived task, such as bunzip2, execution under ISR only takes about
10% more time to complete.



62 Georgios Portokalidis and Angelos D. Keromytis

6000 3000

2500

2000

5500 — 1500

Requests/sec

1000

Total Time (sec)

500

5000 — 0 ‘ ‘ ‘ ‘
Native PIN ISR ISR-MP Native Null ISR ISR-MP

Fig. 3.2 Apache web server throughput. The Fig. 3.3 The MySQL test-insert benchmark
figure draws the mean reqs/sec and standard measures various SQL operations. The figure
deviation as measured by Apache’s bench- draws total execution time as reported by the
mark utility ab. benchmark utility.

For all four utilities, when employing memory protection to protect PIN’s mem-
ory from interference, execution takes significantly longer, with bunzip2 being the
worst case requiring almost 4 times more time to complete. That is because memory
protection introduces additional instructions at runtime to check the validity of all
memory write operations. Another interesting observation is that running bunzip2
under ISR is slightly faster from just using PIN. We attribute this to the various
optimizations that PIN introduces when actual instrumentation is introduced.

We also evaluate our implementation using two of the most popular open-source
servers: the Apache web server, and the MySQL database server. For Apache, we
measure the effect that PIN and ISR have on the maximum throughput of a static
web page, using Apache’s own benchmarking tool ab over a dedicated 1Gb/s net-
work link. To avoid high fluctuations in performance due to Apache forking ex-
tra processes to handle the incoming requests in the beginning of the experiment,
we configured it to pre-fork all worker processes (pre-forking is a standard multi-
processing Apache module), and left all other options to their default setting.

Figure 3.2 shows the mean throughput and standard deviation of Apache for the
same four scenarios used in our first experiment. The graph shows that Apache’s
throughput is more limited by available network bandwidth than CPU power. Run-
ning the server over PIN has no effect on the attainable throughput, while applying
ISR, even with memory protection enabled, does not affect server throughput either.

Finally, we benchmarked a MySQL database server using its own test-insert
benchmark, which creates a table, fills it with data, and selects the data. Figure 3.3
shows the time needed to complete this benchmark for the same four scenarios.
PIN introduces a 75% overhead compared with native execution, while our ISR
implementation incurs no observable slowdown. Unlike Apache, enabling memory
protection for MySQL is 57.5% slower that just using ISR (175% from native). As
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with Apache, the benchmark was run at a remote client over an 1Gb/s network link
to avoid interference with the server.

3.5 Perl Randomization

We showed that using ISR with binaries can protect us from code-injection attacks,
and malicious binaries being executed without authorization. Most probably, attack-
ers would adopt new attack vectors that would allow them to bypass ISR-enabled
systems. For example, they may attempt to exploit input sanitization errors in inter-
preted scripts to inject and execute script code. Fortunately, the concept of ISR is
particularly versatile, and can be applied to also protect such languages from com-
mand injection. We demonstrate its applicability by implementing ISR for the Perl
language.

We randomize all of Perl’s keywords, operators, and function calls, by appending
a random 9-digit number (“tag”) suffix to each of them. For example,

foreach $k (sort keys %S$tre) {
Sv = Stre->{Sk};
die ‘‘duplicate key $k\n’’
if defined $1ist{S$k};
push @list, @{ $list{S$k} };

by using “123456789” as the tag, becomes
foreachl123456789 Sk (sortl23456789 keys %$Stre)

Sv =1234567889 Stre->{Sk};

diel23456789 ‘‘duplicate key S$k\n’’
1123456789 definedl123456789 $1ist{S$k};

pushl123456789 @list, @{ $1list{S$k} };

Consequently, Perl code injected by an attacker will fail to execute, since the parser
will not recognize a plain-text (not randomized) keyword, function, etc.

We implemented the randomization by modifying the Perl interpreter’s lexical
analyzer to recognize keywords followed by the correct tag. The key is provided to
the interpreter via a command-line argument, thus allowing us to embed it inside
the randomized script itself (e.g., by using “#!/usr/bin/perl -r123456789” as the first
line of the script). Upon reading the tag, the interpreter zeroes it out so that it is not
available to the script itself via the ARGV array. These modifications were fairly
straightforward, and took less than a day to implement. We automated the process
of generating randomized code using Perltidy [28], which was originally used to
indent and reformat Perl scripts to make them easier to read. This allowed us to
easily parse valid Perl scripts and emit the randomized tags as needed.

This randomization scheme presents us with two problems. First, Perl’s external
modules that play the role of code libraries, and are frequently shared by many
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scripts and users. Second, the randomization key is provided in the command line,
meaning that an attacker could drop his malicious randomized Perl script in the file
system, and execute it.

To address these two issues, we define a system-wide key known only to the
Perl interpreter. Using this scheme, the administrator can periodically randomize
the system modules, without requiring any action from the user, while an attacker
will have to successfully guess the “tag” used by the system to successfully run his
malicious Perl script. For a 9- digit “tag” that would require at most 10°attempts,
but unlike before we can use an (almost) arbitrarily long “tag”. Finally, although the
size of the scripts increases considerably due to the randomization process, some
preliminary measurements indicate that performance is unaffected.

Shell scripts can be randomized in a similar way to defend against shell injection
attacks [29]. For instance,

#!/bin/sh

if987654 [ x$1 ==987654 x"" ]; then987654
echo987654 "Must provide directory name."

exit987654 1
£1987654

In all cases, we must hide low-level (e.g., parsing) errors from the remote user,
as these could reveal the tag and thus compromise the security of the scheme. Other
interpreted languages that could benefit from ISR include VBS, Python, and others.

3.6 SQL Randomization

SQL-injection attacks have serious security and privacy implications [30], specially
because they require little effort on the behalf of the attacker. Most frequently, they
are used against web applications that accept user input, and use it to compose SQL
queries. When these applications do not properly sanitize user inputs, an attacker
can carefully craft inputs to inject SQL statements that can potentially allow him to
access or corrupt database (DB) data, modify DB structures, etc.

For example, consider a log-in page of a CGI application that expects a user-
name and the corresponding password. When the credentials are submitted, they are
inserted within a query template such as the following:

"select x from mysqgl.user

where username=’ " . $Suid . " '’ and
password=password(’ ". Spwd . " 7);"

Instead of a valid user-name, the malicious user sets the $uid variable to the string:
’ or 1=1; --’

causing the CGI script to issue the following SQL query to the database:
"select * from mysqgl.user

where username=’’ or 1=1; —--’'’ and
password=password (' _any_text_");"
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Fig. 3.4 SQLrand System Architecture

The first single quotes balance the opening quote after username, and the remain-
der of the attacker’s input is evaluated as an SQL script by the DB. In this case, or
1=1 will result in the query returning all the records in mysql.user, since the where
clause evaluates to true. The double hyphen comments out the rest of the SQL query
to ensure that no error occurs. If an application uses the above query to determine
whether a user’s credentials are valid, an attacker supplying the above input would
bypass the security check, resulting in a successful log in.

SQL-injection attacks are frequently used to gain unauthorized access to web
sites, and then extract sensitive information. For instance, an attacker could read a
randomized binary from the file system to launch a brute-force attack against its
key, and (after discovering it) launch a successful code-injection attack. We extend
ISR to the SQL language to protect against such information leaking attacks. We
randomize SQL’s standard operators (including keywords, mathematical operators,
and other invariant language tokens) by appending a random integer (like the 9-digit
“tag” used for Perl randomization). All SQL injection attacks are then prevented,
because the user input inserted into the “randomized” query is classified as a set of
non-operators, resulting in an invalid expression.

Essentially, we introduce a new set of keywords to SQL that will not be rec-
ognized by the DB’s SQL interpreter. Unlike Perl randomization in Section 3.5,
modifying the DB’s interpreter to accept the new set of keywords is complicated.
Furthermore, a modified DB engine would require that all applications using it con-
form to its new language. Although running a dedicated DB server for the web
applications that we want to protect may be feasible, they would still be forced to
all use the same random key.

Our design allows for a single DB server that can be used with multiple web
applications employing multiple randomization keys, while at the same time it can
be used by non-randomized applications. It consists of a proxy that sits between the
client and database server as shown in Figure 3.4. By moving the de-randomization
process outside the database management system (DBMS), we gain flexibility, sim-
plicity, and security. Multiple proxies using different random keys can be listening
for connections on behalf of the same database. Each proxy deciphers the random-
ized SQL query received, and then forwards it to the DB. It is also responsible for
concealing DB errors which may reveal the key used by the application to the at-
tacker. For example, the attacker could perform a simple SQL-injection to cause a
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parse error that would return an error message. This message could disclose a sub-
set of the query or table information, which may be used to deduce hidden database
properties. By stripping the randomization tags in the proxy, we need not worry
about the DBMS inadvertently exposing such information through error messages;
the DBMS itself never sees the randomization tags. Thus, to ensure the security of
the scheme, we only need to ensure that no messages generated by the proxy itself
are ever sent to the DBMS or the front-end server. Given that the proxy itself is fairly
simple, it seems possible to secure it against attacks. If the proxy is compromised,
the database remains safe, assuming that other security measures are in place.

We assist the developer to randomize his SQL statements, by providing a tool that
reads a SQL statements and rewrites all keywords with the random key appended.
For example, an SQL query, which takes user input, may look like the following:

select gender, avg(age)
from csl101l.students
where dept = %d
group by gender

The utility will identify the six keywords in the example query and append the key
to each one (e.g., when the key is “123”):

selectl1l23 gender, avgl23 (age)
froml23 csl01.students

)

wherel23 dept = %d
groupl23 byl23 gender

The generated SQL query can be inserted into the developer’s web application. The
proxy receives the randomized SQL, translates and validates it, before forwarding
it to the database. Note that the proxy performs simple syntactic validation, but is
otherwise unaware of the semantics of the query itself.

3.6.1 SQLrand Implementation

We built a proof-of-concept proxy server that implements ISR for the SQL language.
The proxy detects SQL-injection attacks, and rejects the malicious queries, so they
never reach the DB server. It consists of two components, the de-randomization (or
decoding) element, and the communication component that implements the commu-
nication protocol between the DB client and server. Our implementation focuses on
CGI scripts being the query generators and DB clients, but our approach can be also
applied to other environments like Java, and the Java database access framework
(JDBCO).

The decoding component is essentially an SQL parser that can “understand” the
randomized SQL language. To create the parser, we utilized two popular tools fre-
quently used in the development of compilers: flex and yacc. First, we used flex and
regular expressions to match SQL keywords followed by zero or more digits, so we
can capture the encoded SQL queries. (Technically, it did not require a key; practi-
cally, it needs one.) The lexical analyzer uses these expressions to strip the random
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extension, and return the keyword for grammar processing and query reassembly by
yacc. Tokens that did not match are labeled as identifiers. During parsing, any syn-
tax error indicates that either the query was not properly randomized with the pre-
selected key, or that an SQL-injection attack is taking place. In both cases, when an
error occurs the parser returns NULL, while successfully parsing the query returns
the de-randomized SQL string.

For the database server, we used MySQL, one of the most popular open-source
DB systems. Our communication component implements MySQL’s protocol be-
tween the proxy and the client, as well as between the proxy and the server. To
communicate with the server, we used MySQL’s C client library, which was suffi-
cient. On the other hand, a server-side library implementing MySQL’s protocol was
not available. Therefore, we resorted to manually analyzing the MySQL protocol to
obtain a rough sketch of the basics of the protocol: querying, error reporting, and
disconnecting. The query message, as the name implies, carries the actual requests
to the server. The disconnect message is necessary in cases where the client abruptly
disconnects from the proxy, or sends the proxy an invalid query. In both cases, the
proxy is responsible for disconnecting from the database by issuing the disconnect
command on behalf of the client. Finally, the error message is sent to the client when
an query generates a syntax error, indicating a possible injection attack.

Configuring a client application to use the proxy is straightforward. Assuming
that the proxy is running on the same host as the server, it is adequate to modify
the client to use the port of the proxy instead of the server’s. After receiving a con-
nection, the proxy establishes a connection with the database, where it forwards the
messages it receives from the client. Messages that contain queries, and are suc-
cessfully parsed by the proxy, are forwarded to the server. If parsing of a query
fails, the proxy returns a generic syntax error to the client (so as not to reveal the
randomization key), and disconnects from the server.

3.6.2 Limitations

Stored procedures

Stored procedures are SQL statements that are stored in the DB itself, and are in-
voked by the client as a function (e.g., select new_employee(id, name, department)).
They are also susceptible to SQL-injection attacks, but cannot be protected using the
current SQLrand design. In particular, it is impossible to de-randomize them without
changing the SQL parsing logic in the database. Additionally, using a variable ran-
domization key may also be problematic, depending on the DB’s implementation.
A potential solution could involve storing the queries in an external data source
(e.g., an XML file) that the application reads during execution. These queries can be
randomized during runtime under a different key.
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Problematic library calls

The client library may define some API methods, which use fixed queries. For in-
stance, MySQL’s mysql_list_dbs() call issues the query string “SHOW databases
LIKE <wild-card-input>", which is hard coded. We could workaround this issue
without modifying the client library, by manually constructing the query string with
the proper randomized key, and executing it using the mysql_qguery() method. More-
over, pre-compiled binary SQL statements cannot be currently processed by the
proxy, therefore mysql_real_query() must be avoided.

3.6.3 Evaluation

We created a small database with tables containing various numbers of records,
ranging from twenty to a little more than a thousand, to evaluate the effectiveness
and performance of SQLrand.

First, we wrote a sample CGI application that suffers from an SQL-injection
vulnerability, which allows an attacker to inject SQL into the where clause of the
query. An attacker could easily exploit this fault to retrieve all the records in the
table, even though he should not be allowed to. When using the SQLrand proxy, the
SQL-injection was identified and an error message was returned instead of the table
data.

Then, we tested SQLrand with existing software like the phpBB v2.0.5 web bul-
letin board system (BBS). The script viewtopic.php of the BBS is vulnerable to an
SQL-injection attack that can reveal critical information like user passwords. We
first performed the SQL-injection attack without using randomization, and after en-
suring it succeeded, we randomized the SQL queries in the script, and configured the
BBS to use the SQLrand proxy. As expected, when we relaunched the attacked, the
proxy recognized it, and dropped the query without forwarding it to the DB. While
the phpBB application did not succumb to the SQL-injection attack, we observed
that it displayed the SQL query when zero records are returned, revealing the encod-
ing being used. So, while ISR stops SQL-injection attacks, it can be of little benefit,
when bad coding practices result in critical information about the application being
divulged to potential attackers.

We also tested another content management system (CMS) that is prone to SQL
injection attacks. The PHP-Nuke CMS, depends on PHP’s magic_quotes_gpc option
being enabled, or otherwise several modules are open to attack. Interestingly, even
with this option set, injections using unchecked numeric fields are still possible.
For example, PHP-Nuke uses the numeric variable /id, which is passed through
the URL when downloading content. An attacker can perform SQL-injection using
this variable, to retrieve all user passwords (e.g., by appending select pass from
users_table to an invalid lid value). However, when using SQLrand this attack was
averted.
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Users|Min|Max|Mean| Std
10 74 11300( 183.5(126.9
25 73 |2782(223.8 {268.1
50 73 16533[316.6|548.8

Table 3.2 Proxy Overhead (in microseconds)

Next, we measured the overhead imposed by SQLrand. We designed an experi-
ment to measure the additional processing time required, when multiple users (i.e.,
10, 25, and 50 respectively) perform queries concurrently. The users executed, in a
round-robin fashion, a set of five queries over 100 trials. The average length of the
queries was 639 bytes, and the random key length was 32 bytes. For this experi-
ment, the DB, proxy, and client were all running on different hosts running RedHat
Linux, within the same network. Table 3.2 lists the results of our experiments. We
see that the overhead ranges from 183 to 316 microseconds, and in the worst-case
scenario the proxy adds approximately 6.5 milliseconds to the processing time of
each query. Since acceptable response times for most web applications usually fall
between a few seconds to tens of seconds, depending on the purpose of the applica-
tion, we believe that the additional delay introduced by the proxy is acceptable for
the majority of applications.

3.7 Security Considerations

Performing code injection in a few vulnerable applications running under ISR,
caused the targets to terminate with a segmentation violation or illegal opcode ex-
ception. Barrantes et al. [19] performed a study on the faults exhibited by a com-
promised process running under ISR, and show that such a process executes 5 or
less x86 instructions before causing a fatal exception. The instructions that get actu-
ally executed are essentially random bytes produced by the de-randomization of the
attacker’s injected code.

The rest of this section discusses the methods that might be employed by an
attacker to bypass instruction-set randomization.

3.7.1 Key Guessing Attacks

The most obvious way to attack ISR is by attempting to guess the key, or one of
the keys used by a process. As we re-randomize a process with a new key every
time it crashes, such brute-force attacks become purely a game of chance. For in-
stance, when using a 16-bit key the attacker has an 1/2!® probability to guess the
key correctly in the first attempt. An incorrect attempt to guess the key, will cause
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the process to fail and re-randomize. Even if the attacker manages to attack part of
the key (the 8 bits corresponding to a single-byte instruction), as shown in [20], he
would still have only an 1/2% probability to guess the key correctly. Furthermore,
Cox et al. [31] showed that a quorum architecture, where each replica is randomized
differently (with a different key), would defeat all key guessing attacks.

Some server processes use fork() to create a copy of the parent process every
time a new request is received to handle that request. An attacker can then attempt
multiple guesses against the same key. In such cases, the fork() system call can be
itself modified, so that if the process is employing instruction-set randomization,
the text segment is actually copied (rather than just copying the page table entries
of the parent) and re-randomized. It is worth noting that such failures can be used to
perform near-real-time forensic analysis to identify the vulnerability the attacker is
exploiting and to generate a signature [32, 33, 34, 35]. Alternatively, the parent pro-
cess can be restarted every time a child process crashes. This would ensure that the
parent process itself and new children processes will use a new key, while processes
already serving clients will keep operating normally.

3.7.2 Known Ciphertext Attacks

Since binary code is highly structured, an attacker with access to the randomized
code of a process can easily determine the randomization key, and create valid attack
payloads. An attacker may easily gain access to randomized code, if he already
has local access to the system (e.g., through the /proc interface on Linux). Since
local access is already available to him, he would then target processes running with
higher privileges than his own (a privilege escalation attack). We could mitigate this
problem by using a stronger encryption algorithm such as AES or bit transposition
for the randomization, possibly taking a performance hit. As we mentioned earlier,
our technique is primarily focused on deterring remote attackers from gaining local
access through code injection. For this task XOR encryption remains sufficient.

However, even for remote attackers, it is imperative that the system does not
expose information that could be used by the attacker to increase his chances to
brute-force attack ISR. For instance, SQL-injection could be used by an attacker
to gain partial access on the system, and obtain a randomized binary. He can then
launch a brute-force attack against its key, and later perform a successful code-
injection attack. In Section 3.6, we discussed how we can apply ISR on SQL to
defeat such attacks.

3.7.3 Attacks Using Interpreters

With the application of our approach, attackers will no longer be able to execute
binary code on the system. As a result, they may resort to attacking applications
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written in an interpreted or scripting language, or to simply drop and execute such a
script on the targeted system. In Section 3.5, we described how ISR can be applied
on an interpreted language like Perl, and argued that it can be applied with little
effort on other languages as well. As many such interpreters are frequently present
on a system concurrently, the process of identifying and securing all of them using
ISR becomes problematic. For instance, in Linux we find multiple shell binaries that
implement various scripting languages (e.g., bash, tcsh, ksh, efc.), and interpreted
programming environments like Perl, Python, Tcl, efc. An attacker would need only
one of them to be running without ISR to subvert our defenses.

We can prevent such attacks by identifying the interpreters present on a system,
and requiring that they are ISR-enabled, or disallowing their execution. Frequently,
scripts written in such languages begin by specifying a “magic number” (i.e., ‘#!”)
followed by the location and name of the interpreter required for execution (e.g.,
#!/usr/bin/perl). When such scripts execute, we can modify the kernel to look for
this string, and check if the executed interpreter uses randomization, or whether it
is allowed to execute. Unfortunately, scripts can be also run by directly invoking
the interpreter binary, even if they do not contain such a magic number (e.g., /us-
r/bin/perl myscript.pl).

Alternatively, we can scan the file system for files beginning with ‘#!” to stati-
cally identify existing interpreters. While not all script files contain this magic num-
ber, it is more likely that at least one script for each installed interpreter will exist
that contains it. For example, even if all Perl scripts observed running do not begin
with the magic number, there will be other Perl scripts in the file system (e.g., Perl
modules) that begin with it. More elaborate solutions, could even employ static and
dynamic analysis to detect interpreter binaries based on their features and behavior
(e.g., detect their lexical analyzer).

3.8 Related Work

Instruction-set randomization was initially proposed as a general approach against
code-injection attacks by Gaurav et al. [17]. They propose a low-overhead imple-
mentation of ISR in hardware, and evaluate it using the Bochs x86 emulator. They
also demonstrate the applicability of the approach on interpreted languages such
as Perl, and later SQL [36]. Concurrently, Barrantes et al. [18] proposed a simi-
lar randomization technique for binaries (RISE), which builds on the Valgrind x86
emulator. RISE provides limited support for shared libraries by creating random-
ized copies of the libraries for each process. As such, the libraries are not actually
shared, and consume additional memory each time they are loaded. Furthermore,
Valgrind incurs a minimum performance overhead of 400% [37], which makes its
use impractical.

Hu et al. [26] implemented ISR using a virtual execution environment based on a
dynamic binary translation framework named STRATA. Their implementation uses
AES encryption with a 128-bit key, which requires that code segments are aligned
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at 128-bit blocks. Unlike our implementation over PIN, they do not support self-
modifying code, and they produce randomized binaries that are significantly larger
from the originals (e.g., the randomized version of Apache was 77% larger than
the original). Also, to the best of our knowledge previous work on ISR does not
address the implications introduced by signal trampolines and VDSO, nor does it
investigate the costs involved with protecting the execution environment from the
hosted process (STRATA protects only a part of its data).

Address obfuscation is another approach based on randomizing the execution
environment (i.e., the locations of code and data) to harden software against at-
tacks [38, 39]. It can be performed at runtime by randomizing the layout of a pro-
cess (ASLR) including the stack, heap, dynamically linked libraries, static data, and
the process’s base address. Additionally, it can be performed at compile time to also
randomize the location of program routines and variables. Shacham et al. [40] show
that ASLR may not be very effective on 32-bit systems, as they do not allow for suf-
ficient entropy. In contrast, Bhatkar et al. [41] argue that it is possible to introduce
enough entropy for ASLR to be effective. Meanwhile, attackers have successfully
exploited ASLR enabled systems by predicting process layout, exploiting applica-
tions to expose layout information [42], or using techniques like heap spraying [43].

Hardware extensions such as the NoExecute (NX) bit in modern processors [44,
39] can stop code-injection attacks all together without impacting performance. This
is accomplished by disallowing the execution of code from memory pages that are
marked with the NX bit. Unfortunately, its effectiveness is dependent on its proper
use by software. For instance, many applications like browsers do not set it on all
data segments. This can be due to backward compatibility constraints (e.g., systems
using signal trampolines), or even just bad developing practice. More importantly,
NX does not protect from unauthorized code execution.

PointGuard [45] uses encryption to protect pointers from buffer overflows. It
encrypts pointers in memory, and decrypts them only when they are loaded to a reg-
ister. It is implemented as a compiler extension, so it requires that source code is
available for recompilation. Also, while it is able to deter buffer overflow attacks, it
can be defeated by format string attacks that frequently employ code-injection later
on. Other solutions implemented as compiler extensions include Stackguard [46]
and ProPolice [47]. They operate by introducing special secret values in the stack
to identify and prevent stack overflow attacks, but can be subverted [48]. Write
integrity testing [49] uses static analysis and “guard” values between variables to
prevent memory corruption errors, but static analysis alone cannot correctly classify
all program writes. CCured [50] is a source code transformation system that adds
type safety to C programs, but it incurs a significant performance overhead and is
unable to statically handle some data types. Generally, solutions that require recom-
pilation of software are less practical, as source code or parts of it (e.g., third-party
libraries) are not always available.

Dynamic binary instrumentation is used by many other solutions to retrofit un-
modified binaries with defenses against remote attacks. For instance, dynamic taint
analysis (DTA) is used by many projects [51, 52, 32, 53], and is a able to detect
control hijacking and code-injection attacks, but incurs large slowdowns (e.g., fre-
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quently 20x or more). Due to their large overhead, dynamic solutions are mostly
used for the analysis of attacks and malware [54], and in honeypots [55].

3.9 Conclusions

Instruction-set randomization (ISR) is a powerful scheme that can protect binaries
from code-injection attacks regardless of how code is injected within a process, by
presenting a moving target to an attacker that is attempting to inject malicious code
to the system. The original ISR scheme, despite its versatility, could not protect
against the most rudimentary type of attack, such as the execution of a malicious
and unauthorized binaries. We propose the whole-sale adoption of ISR across all
layers of the software stack to protect against such attacks. By pre-randomizing all
of a system’s binaries with different and most importantly secret keys, the execu-
tion of binaries placed on the target by an attacker or worm like Stuxnet will fail
to execute in the ISR-enabled environment. At the same time, new binaries can be
installed using an installation script that requires user authorization, and that auto-
matically randomizes the installed binary. We also describe in detail how ISR can be
implemented in hardware, as well as entirely in software. Finally, we show how ISR
can be applied on interpreted languages like Perl and SQL, which may be targeted
next by attackers that wish to circumvent ISR. In both cases, we demonstrate that
ISR is extremely versatile and can be applied on both Perl and SQL with success
and low overhead.

ISR does not address the core issue of software vulnerabilities, which derive from
programming errors, and bad coding practices. Nevertheless, given the apparent re-
sistance to the wide adoption of safe languages, and the recent rise of extremely
elaborate worms like Conficker and Stuxnet, we believe that ISR can play an impor-
tant role in hardening systems.
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Chapter 4
Compiler-Generated Software Diversity

Todd Jackson, Babak Salamat, Andrei Homescu, Karthikeyan Manivannan,
Gregor Wagner, Andreas Gal, Stefan Brunthaler, Christian Wimmer, Michael Franz

Abstract Present approaches to software security are to a large extent reactive:
when vulnerabilities are discovered, developers scramble to fix the underlying error.
The advantage is on the side of the attackers because they only have to find a single
vulnerability to exploit all vulnerable systems, while defenders have to prevent the
exploitation of all vulnerabilities. We argue that the compiler is at the heart of the
solution for this problem: when the compiler is translating high-level source code
to low-level machine code, it is able to automatically diversify the machine code,
thus creating multiple functionally equivalent, but internally different variants of a
program. We present two orthogonal compiler-based techniques. With multi-variant
execution, a monitoring layer executes several diversified variants in lockstep while
examining their behavior for differences that indicate attacks. With massive-scale
software diversity, every user gets its own diversified variant, so that the attacker
has no knowledge about the internal structure of that variant and therefore cannot
construct an attack. Both techniques make it harder for an attacker to run a success-
ful attack. We discuss variation techniques that the compiler can utilize to diversify
software, and evaluate their effectiveness for our two execution models.

4.1 Introduction and Motivation

Networked computers are under constant attack from a variety of adversaries. Soft-
ware vulnerabilities, such as errors in operating systems, device drivers, shared li-
braries, and application programs enable most of these attacks. Attackers exploit
these errors to perform unauthorized operations on the vulnerable computers. While
substantial and impressive results have been and continue to be reported on finding
and eliminating various vulnerabilities, the complexity of modern software makes
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it nearly impossible to eliminate all errors leading to security vulnerabilities. The
incidence of such errors tends to be proportional to the overall code size and de-
creases over time. The existence of such residual software errors becomes a signif-
icant threat when large numbers of computers are simultaneously affected by iden-
tical vulnerabilities. Unfortunately, this is the situation today. We currently live in a
software monoculture—for some widely used software, identical binary code runs
on millions, sometimes hundreds of millions, of computers. This makes widespread
exploitation easy and attractive for an attacker, because the same attack vector is
likely to succeed on a large number of targets.

Compilers are central to software development processes, particularly those that
translate high-level source code of the programmer to machine-level executable
code. The prevalent design paradigm of compilers is deterministic: the same source
code always translates to the same executable. However, during the compilation
process, compilers make many optimization decisions that are based on heuris-
tics and best guesses of the compilers’ developers. In addition, the compilers may
make assumptions or decisions based on legacy behavior of previous compilers
or assumed conventions. We claim that the compiler is the ideal place to bring
diversity—the key to solving the previously described inherent problems of our
present software monoculture—to software, because the compiler can easily pro-
duce large amounts of functionally equivalent, but internally different variants of
any input program. These variants have the same in-specification behavior, but dif-
ferent out-of-specification behavior, i.e., they behave differently when attackers try
to exploit out-of-specification behavior (which is then usually called a “vulnerabil-
ity”).

Our work focuses on basic scientific research with the aim of harnessing compiler-
generated software diversity for defense purposes. We present two approaches that
support all users. Common home/office users who use standalone computers and do
not need high security guarantees download software from an App Store such as Ap-
ple’s App Store or the Android Marketplace. This App Store contains a diversifica-
tion engine (a “multicompiler”) that automatically generates a unique, but function-
ally identical, variant of the desired application per download request (Figure 4.1).
Alternatively, for users who have higher security requirements, a multi-variant exe-
cution environment (MVEE) provides significantly higher security guarantees. Be-
cause this MVEE system runs multiple variants at the same time in lockstep and
verifies input and output, it is well suited for network-facing applications. In both
cases, however, all variants of the same application behave in exactly the same way
from the perspective of the end user. The differences are due to subtle changes in
their implementation. As a result, any specific attack affects only a small fraction of
variants.

By combining a set of variation methods in different ways, we can create many
different variants. When the number of variants is sufficiently large, targeted attacks
become uneconomical, since an attacker would have to develop a large number of
different attacks in order to exploit the variants that the attacker believes are in use.
However, the attacker has no way of knowing a priori which specific attack succeeds
on a specific target, and therefore needs to resort to guessing. Consequently, this
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Fig. 4.1 Architecture of massive-scale software diversity. Our system does not need changes on
the side of the developer or the user of an application, but only in the software distribution system.

increases the costs for attackers and the chances of detection. The distribution of
diversified binaries also has the effect that adversaries can no longer simply analyze
their own copies of any given piece of software to develop exploits. Hence, even
directed attacks against specific targets running a particular variant of some software
become much more difficult, as long as the attacker has no way of determining
which specific binary is present on a particular target.

Equally important, these approaches make it significantly more difficult for an at-
tacker to generate attack vectors by way of reverse engineering of security patches.
An attacker requires two pieces of information to extract the vital information about
a vulnerability from a bug fix: the version of the software that is vulnerable and
the specific patch that fixes the vulnerability. In a diversified software environment,
where every instance of every piece of software is unique, we can set things up so
that it is highly unlikely that an attacker obtains a matching pair of vulnerable soft-
ware and its corresponding bug fix that could be used to identify the vulnerability.

In summary, we can make computing safer for all users by replacing the prevalent
software monoculture by a more sophisticated polyculture. This article describes
two orthogonal implementation approaches:

e Multiple variants are run simultaneously, thus making it much more difficult to
exploit a known vulnerability (Section 4.2), and

e Distributing individualized variants for all users, thus making it much more
difficult to reuse a vulnerability against multiple targets (Section 4.3).
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Fig. 4.2 Architecture of a multi-variant execution environment. Our architecture does not increase
the amount of trusted code in the operating system and allows execution of conventional applica-
tions without utilizing the MVEE.

Since both approaches are orthogonal, we can combine them to increase the level
of security even further. Furthermore, we also present a variety of diversification
techniques (Section 4.4), which can be applied in one or both of the two approaches.

4.2 Multi-Variant Execution

Multi-variant code execution (Figure 4.2) is a technique that prevents malicious
code execution at run time [8, 19]. We execute multiple semantically equivalent in-
stances, or variants, of one program and compare their behavior at synchronization
points. Whenever we detect diverging behavior, we notify users and system admin-
istrators so they can take appropriate action.

A Multi-Variant Execution Environment (MVEE) duplicates the proper behavior
of an unmodified program, while leveraging protections that the variants provide
against specific classes of vulnerabilities. This characteristic allows effective mon-
itoring systems that can detect exploitation of vulnerabilities at run time before the
attacker has the opportunity to compromise the system. In an MVEE, input to the
system is simultaneously fed to all variants. This design makes it nearly impossible
for an attacker to send individual malicious input to different variants and compro-
mise them one at a time. If the variants are chosen properly, a malicious input to
one variant leads to collateral damage in at least one of the other variants, causing a
divergence. A monitoring agent detects such situations.

Multi-variant execution imposes extra computational overhead, since at least two
variants of the same program must be executed in lockstep to provide the bene-
fits mentioned above. Although performance is always important, some private and
government organizations require higher levels of security for their sensitive appli-
cations, and these organizations are likely to trade off performance for additional
security. The method we propose here primarily targets these kinds of applications,
however, the existence of multi-core processors enables the technique for a wider
range of applications while minimizing overhead.
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One example of a multi-variant execution environment is the N-variant Systems
Framework by Cox et al. [8]. Their environment requires kernel modification as
the monitoring agent runs in kernel space. Our framework [19] takes a user-space
approach using the monitoring agent described in Section 4.2.1.

4.2.1 The Monitor

Multi-variant execution is a monitoring mechanism that controls the states of the
executed variants and verifies that they comply to pre-defined rules. A monitoring
agent, or monitor, is responsible for performing these checks and ensuring that no
program instance has been corrupted. Monitoring happens at varying granularities,
ranging from a coarse-grained approach that only checks that the final output of each
variant is identical, all the way down to a checkpointing mechanism that compares
each executed instruction. While the granularity of monitoring does not impact what
can be detected, it determines how soon an attack can be caught.

We use a monitoring technique that allows synchronization of program instances
at varying granularities as coarse as system calls [19] and as fine as instructions.
Our rationale for starting at system call granularity and subsequently choosing finer
granularities is that the semantics of modern operating systems prevent processes
from having any outside effect unless they invoke a system call. Thus, injected ma-
licious code cannot damage the system without invoking a system call. Our chosen
granularities detects malicious attempts at invoking system calls either at the time
of invocation or some time earlier. Moreover, coarse-grained monitoring has lower
overhead compared to fine-grained monitoring, since it reduces the number of com-
parisons and synchronization operations.

Our monitor runs completely in user space. First, the user launches the monitor
process and specifies the paths of the executables that it should execute as variants.
Next, the monitor allows the variants to run without interruption as long as they do
not require data or resources outside of their process spaces. Whenever a variant is-
sues a system call, the monitor intercepts the request and suspends variant execution.
The monitor then attempts to synchronize the system call with the other variants. All
variants need to make the exact same system call with equivalent arguments within
a small time window. The invocation of a system call is a synchronization point in
our technique. Finer grained synchronization levels may require additional synchro-
nization points.

Note that argument equivalence does not necessarily imply that argument values
are identical. For example, when an argument is a pointer to a buffer, the monitor
compares the buffers’ contents and expects them to be identical, whereas the point-
ers themselves can be different. Non-pointer arguments are considered equivalent
only when they are identical.

Formally, the monitor determines whether the variants are in complying states
based on the following rules. If p; to p, are the variants of the same program p,
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they are in conforming states if, and only if, at every system call synchronization
point, the following conditions hold:

1. VS,',S/ €S:s; =5j
where S = {s1,52,...,s,} is the set of all invoked system calls at the synchro-
nization point and s; is the system call invoked by variant p;.

2. Vaij,aik €A: ajj = aik
where A = {ay1,a12,...,am, } is the set of all the system call arguments en-
countered at the synchronization point, a;; is the i"" argument of the system call
invoked by p; and m is the number of arguments used by the encountered sys-
tem call. A is empty for system calls that do not take arguments. Formally, the
argument equivalence operator is defined as:

- if type # buffer: a = b
a=be { else : content(a) = content(d)

with rype being the argument type expected for this argument of the system call.
The content of a buffer is the set of all bytes contained within:

content(a) := {a[0]...a[size(a) — 1]}

with the size function returning the first occurrence of a zero byte in the buffer in
case of a zero-terminated buffer, or the value of a system call argument used to
indicate the size of the buffer in case of buffers with explicit size specification.
3.VeT: ti—t;,<®

where T = {t1,2,...,t,} is the set of times when the monitor intercepts sys-
tem calls, #; is the time that system call s; is intercepted by the monitor, and #,
is the time that the synchronization point is triggered. This is the time of the
first system call encountered at this synchronization point. @ is the maximum
amount of wall-clock time that the monitor waits for a variant. m is specified in
the policy given to the monitor and depends on the application and hardware.

Failure to comply to these conditions triggers an alarm, and the monitor takes
an appropriate action based on a configurable policy. By default, our monitor ter-
minates and restarts all variants, but other policies such as terminating only the
non-conforming ones based on majority voting are possible.

4.2.2 Granularity

System Call Granularity. Our most coarse-grained approach to synchronize vari-
ants is at the granularity of system calls. As mentioned earlier, this granularity was
chosen because modern operating systems do not permit damage to the system with-
out first invoking a system call. Consequently, we allow all variants to run without
interruption until they attempt to examine the environment outside of their process
space. At that point, the monitor intercepts the system call (Figure 4.3) and compares



4 Compiler-Generated Software Diversity 83

Variant 1 Variant 2
open open
<) C—)
read read
write write

Fig. 4.3 Synchronizing an MVEE with system call granularity.

the variants’ states as described in Section 4.2.1. Because the monitor suspends vari-
ants that have made a system call and waits for the remaining variants, specifying
a limit for the amount of time that the monitor may wait for a variant is important.
Otherwise, a compromised variant might try to run long traces of instructions with-
out invoking any system call to halt the system. In our monitoring mechanism, once
the time limit has elapsed, the monitor considers variants that have not invoked any
system call as non-complying and treats them in a manner specified by a config-
urable policy.

After making sure that the system call is legitimate, the monitor decides whether
to execute the system call on behalf of the variants or permit the variants to execute
the system call themselves. We have examined the system calls of the host operating
system (Linux) and considered the range of possible arguments that can be passed
to them. Depending on the effects of these system calls and their results, we specify
which ones are executed by the variants or the monitor.

The monitor executes system calls that change the state of the system (e.g.,
socket). This is because the multi-variant execution environment must imper-
sonate one single program that would be executed normally on the system. In ad-
dition, system calls that return non-immutable results must also be executed by
the monitor. In this case, the variants receive identical results of the system call
(e.g., gettimeofday) in order to ensure that code depending on the results pro-
duces identical output. Otherwise, all variants execute the system call directly (e.g.,
chdir). This is necessary since subsequent system calls may depend on the result
of the current system call.

Function Call Granularity. System call granularity is effective at stopping in-
jected code from causing damage to the target system. When we require more fine-
grained control, we lower the monitor granularity. Multi-variant execution that also
synchronizes on function calls is possible with minor modifications to a system call-
based MVEE. Function call synchronization requires introspection into the variants
so that the monitor is aware of the inner workings of each variant process. To imple-
ment this, the MVEE needs to include a dynamic binary instrumentor that detects
when a variant enters a new function. The instrumentor needs to be sophisticated
enough to support C set jmp/longjmp jumps as well as execution of dynami-
cally generated code.
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Variant 1 Variant 2
FN: main FN: main
FN: get_and_check_pw FN: get_and_check_pw
( FN: printf FN: system )
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Variant 1 Variant 2
SYS: brk SYS: brk
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((SYs: exit_group SYS: execve )
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Fig. 4.4 Divergence in a system and function call monitoring MVEE is detected if the functions
called differ (a), the system calls are not equivalent (b), or a mixture of function and system calls are
invoked at the same time (c). Function calls are prefixed with “FN” and system calls are prefixed
with “SYS”.

This level of granularity is effective at preventing attacks because it enforces
stricter constraints on the behavior of the variants. By synchronizing on function
entries, the monitor detects changes in program flow before execution of injected
code. We use this information to create execution traces that demonstrate divergence
in execution. When combined with system call granularity, the execution trace can
be combined with a system call trace that indicates the kind of input that caused
the divergence and the path the variants took before diverging [12]. It also allows
for detecting other classes of divergences, such as mismatches between system calls
and function calls (Figure 4.4).

Function call synchronization has limits in the types of code optimizations and
diversifications it allows. Function inlining, for example, is not permissible in vari-
ants intended for monitoring at this level unless all variants have identical function
inlining decisions. Similarly, transformations that insert wrapper functions are not
allowed without corresponding wrappers in other variants.

Instruction Granularity. An even more fine-grained approach that is appropri-
ate for high-security applications is monitoring at instruction level (Figure 4.5). We
are generating variants in such a way that the instruction stream is equivalent among
all variants. This does not come without overhead: we have to insert some instruc-
tions that are only necessary in one variant, but have to be present in the instruction
stream of all variants, since we check that all variants execute the same instructions.

As mentioned before, the system call granularity is usually enough to protect a
system. At this granularity level, however, we are able to detect programming errors
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Fig. 4.5 Several variants that have the same instruction sequence, but behave differently internally,
are executed within a monitor. Small hardware changes allow us to execute all variants at full speed.

that lead to control flow divergence that may not be harmful to a system. Moreover,
we detect cases where an attacker was able to inject code that failed. This reduces
the risk of compromising a system by trial and error.

4.2.3 Discussion

Multi-variant execution has the benefit of having highly localized changes done to
the binary. Consequently, all of the variants can be tested extensively and indepen-
dently for compatibility with the variation method used. This makes it easier for
administrators to identify sources of alarms raised by the multi-variant execution
environment.

Multi-variant execution environments are inherently scalable. The most basic
multi-variant execution environment configuration involves three processes: a mon-
itor and two variants. If the user requires extra security and processing power is
available, then additional variants can be added to the MVEE seamlessly. Moreover,
we have found that while a two-variant MVEE is enough to stop attacks, a three-
variant MVEE is sufficient to begin localizing vulnerabilities within a program. Use
of four or more variants significantly increases the resilience of the MVEE [11]. This
property makes multi-variant execution environments quite suitable for production
use.
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Multi-variant execution environments are susceptible to false positives that de-
pend on the granularity level. For example, system call monitors are able to abstract
certain sources of randomness from the variants, which is not possible with instruc-
tion monitors. Consequently, there must be awareness of the types of possible false
positives given the level of synchronization used.

False negatives are caused when the multi-variant execution environment is un-
able to detect an attack. This can happen if an attacker uses an exploit that is not
mitigated by one of the variation methods. Similarly, targeted attacks against an
MVEE need to be sophisticated and require inside information on the types of vari-
ations. Such an attack would have to combine sensitive system call mimicry while
maintaining control flow to the point where the monitor is unable to determine that
the variants diverged.

An attacker that does not wish to gain control over the target system can deliber-
ately attack an MVEE and trigger an alarm. Such denial of service attacks are nearly
impossible to prevent. In addition, multi-variant execution does not protect against
small injected code chunks that contain endless loops or slow down the MVEE by
making the monitor wait for the variants.

Maintaining an MVEE requires managing each variant individually. For exam-
ple, in order to apply a source code patch or upgrade the software used in an MVEE,
the variants need to be rebuilt. This is especially true if the change modifies the
variants’ behavior that the monitor would detect. Our MVEE does not support dy-
namically reloading a variant, so the user needs to restart the MVEE when this is
required.

4.3 Massive-Scale Software Diversity

Our second approach to combat attackers recognizes the current software monocul-
ture as enabling attackers [9]. When all users of a particular product use identical
copies of the same software package, attackers can first “practice” on their local
copy. Once the attacker finishes creating an exploit, the attacker can release it and
be confident of a high success rate. This is widely believed to have led to several
worm outbreaks on the Internet.

Creation of a diverse software ecosystem—a polyculture—for the same software
package has the benefit of making it more expensive for an attacker to develop ex-
ploits. When users are running two variations of the same package, the attacker
must either create one attack for each variation, or create an attack that is sophisti-
cated enough to exploit both variations simultaneously. Therefore, the attacker must
spend more time and effort to get the same return on investment for an attack. The
aim of massive-scale software diversity (MSSD) is to make it feasible for developers
to seamlessly create such a diverse software ecosystem by providing tools to make
the process easier (Figure 4.6), but also provide enough variation within a package
to make exploitation economically unreasonable. In an era where unpatched and
undisclosed Windows vulnerabilities are bought and sold in underground market-
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Fig. 4.6 Illustration of massive-scale software diversity

places [16], massive-scale software diversity renders the markets for exploits useless
because the ability to get large amounts of targets is diminished.

By creating many variants of the same application, we intend to create a kind
of herd immunity for applications. The notion of herd immunity comes from im-
munology, where if a sizable amount of the population is immune to a particular
pathogen, there are no outbreaks, but isolated cases of infection still occur. Massive-
scale diversity aims to create a similar situation for computer systems. Our approach
diversifies programs statically at compile time—this implies limited diversification
potential at run time. However, if the diversification engine is able to create an envi-
ronment where the vast majority of systems are immune to a particular attack, then
serious worm outbreaks become unlikely. Similarly, attackers find that creating such
attacks is too expensive and aim for easier targets.

Massive-scale software diversity removes another major problem of current soft-
ware monoculture: the fact that releasing a patch for a discovered vulnerability alerts
adversaries about its existence. It is current best practice to fix software vulnerabili-
ties as soon as possible after their discovery. With massive-scale software diversity,
this can be achieved by sending a patch to the vulnerable host, or by simply replac-
ing the whole application with a new, diversified, already patched variant.

A bug fix (in the form of either a patch or a replacement program) gives a po-
tential adversary information that can be used to precisely identify the vulnerability
being fixed in the new version. A significant proportion of software exploits today
come from reverse engineering of error fixes. Consequently, it is imperative that up-
dates are applied as soon as they are available. The elapsed time between availability
of an update and its installation on a vulnerable target is often a good predictor for
overall vulnerability. Massive-scale software diversity makes it much more difficult
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for an attacker to generate attack vectors by way of reverse engineering of security
patches.

Massive-scale software diversity is also a technique that is practical for everyday
users in average desktop and mobile systems. We argue that this is due to several
paradigm shifts that occurred in the last few years [9]. While each of these is remark-
able in its own right, it is their fortuitous coincidence that enables the new defensive
technique.

1. Online Software Delivery: Until quite recently, software was predominantly
shipped in a shrinkwrapped box that contained some kind of disk media. This
made it impractical to give every user a different variant. Today, many software
packages are downloaded by the user from the developer. In a download-based
delivery model, the physical packaging requirements are removed. The lack of
packaging and physical media makes it possible to send each user a subtly dif-
ferent variant with the exact same functionality.

2. Ultra-Reliable Compilers: Compilation is now a predictable process. While al-
most all other types of software have grown in size and complexity, sometimes
by orders of magnitude, compilers today are not orders of magnitude more com-
plex than they were 20 years ago. Instead of testing and certifying a software
binary, it should be sufficient to certify and test a representative binary or a set
of representative binaries coming out of a diversifying compiler. It is our posi-
tion that statistical methods can then be used to ensure that the compiler is not
introducing bugs into the binary.

3. Cloud Computing: In the past, it would have been prohibitively expensive to
set up an infrastructure that generates a unique variant of each program for each
user. Today’s cloud computing offerings solve that problem. The cost per variant
of a program is essentially constant, regardless of whether we are generating
1000 or 10 million variants per day. Developers can react to changing demand
almost instantaneously by scaling up and down their cloud computing needs as
necessary.

4. “Good Enough” Performance: Because software performance is now mostly
“good enough,” users are likely to accept a small performance penalty if it gives
them added security. Therefore, even if a diversifying compiler were to create
program variants that are less efficient by a few percent, this no longer auto-
matically dooms the prospect of massive-scale software diversity becoming a
success.

4.3.1 Discussion

The primary difference between multi-variant code execution and massive-scale
software diversity is that the latter is a static technique. This prevents any notion
of run-time checks or intrusion detection that can detect attacks at run time except
that diversified software may behave in an unusual manner when attacked. Thus,
the security guarantees of diversified software are lower than that of multi-variant
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execution. Also, there is no concept of a false positive or a false negative to use in
order to compare diversification methods.

Use of diversified software also requires planning in order to properly utilize a
cloud infrastructure. Large software developers projecting a major release may have
to utilize a cloud service before the release in order to build many copies of the
software ahead of time. Hence, the planning needs to include projections on how
many copies are required at release time and how much time is required to build a
diversified variant. This prevents users from having to wait for long periods of time
in a download queue. Open source software users can compile their software locally,
lessening the burden on developers.

Similarly, there are issues related to support and troubleshooting with respect
to diversified software. Developers need methods to reproduce bugs that occur in
diversified software. Since some diversification techniques take parameters such as
a maximum size, the parameters may need to be recorded. Privacy issues represent
another problem for users if each copy of a software package is unique and can be
identified per instance on the Internet.

Software validation is another issue when each copy of software is different. In-
stead of depending on cryptographic hashes and checksums, concerned users need
other methods of verifying that a binary is genuine. However, since the source code
is identical in all diversified software, users who compile from source can use exist-
ing methods to verify a source code package.

One of the major advantages of diversified software it that it helps create a form
of herd immunity. Today’s worms and botnets depend on the fact that identical code
is ubiquitous. With massive-scale software diversity, there is a large enough installed
base of diversified software, so major worm outbreaks become unlikely and actual
worm infections become scattered. Systems and network administrators can then
have a much easier time identifying and isolating infected hosts.

4.4 Diversification Techniques

In this section we discuss several behavioral variations that are applicable to mod-
ify an executable. All variants can be generated at compile time, and some of them
(like system call randomization or register randomization) by manipulating binary
executables. In addition to some well understood variation techniques, the list intro-
duces new variations that are simple and seem to be ineffective when used alone, but
are powerful in the context of a multi-variant execution environment. We describe
only approaches that do not change the internal behavior of an executable in such a
way that run-time comparison with other variants becomes impossible.

Reverse Stack. Most processor architectures are asymmetrically designed for
one stack growth direction. In the Intel x86 instruction set, for example, all the pre-
defined stack manipulation operations like push and pop are only suitable for a
downward growing stack [10]. By augmenting the stack manipulation instructions
with additions and subtractions of the stack pointer, it is possible to generate a vari-
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Fig. 4.7 The return address and frame pointer of the current function cannot be overwritten by
exploiting buffer overflow vulnerabilities when the stack grows upward.

ant with an upward growing stack [18]. This defends against the historic buffer
overflows and classic stack smashing attacks [1] that rely on a downward grow-
ing stack because the stack layout, including buffers and variables allocated on the
stack, is completely different. By changing the stack growth direction, the affected
stack area that is overwritten by buffer overflows contains completely different data
and control values. Figure 4.7 shows a buffer overflow that changes the return value
in a downward growing stack cannot be harmful at the same time to a variant where
the stack grows upwards. The overwritten area is stack space that is not used.

Instruction Set Randomization. Machine instructions usually consist of an op-
code followed by zero or more arguments. Randomizing the encoding of the opcode
leads to a completely new instruction set, and programs modified in such a way
behave differently when executed on a normal CPU. A simple randomization tech-
nique is to apply the xor function, with a random key, on the instruction stream
(Figure 4.8). Immediately before execution on the CPU, opcodes have to be de-
coded using the randomization key. This can be done in software, or in hardware
by an extended CPU to eliminate the overhead. If an attacker injects code that is
not properly encoded, it still goes through the decoding process just before execu-
tion. This leads to illegal code and most probably raises a CPU exception after a
few instructions, or at least does not perform as intended. Kc et al. [14] discuss this
variant and show that this technique on its own does not protect against attacks that
only modify stack or heap variables and change the control flow of the program.
Sovarel et al. [22] show that under certain circumstances where the program under
attack is observable, Instruction Set Randomization can be defeated by guessing the
randomization key.

Heap Layout Randomization. Heap overflow attacks can be rendered ineffec-
tive by heap layout randomization. Dynamically allocated memory on the heap is
placed randomly, making it difficult to to predict where the next allocated memory
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[éx8048®FE 89 5C 24 14  mov %EBX, 0x14(%ESP)J

Applying XOR function
to opcode

[?x80480FE 76 5C jbe 804815C J

0x8048100 24 14 and 0x17, AL

Fig. 4.8 Example of instruction set randomization, where a xor was applied.

block is located. Tools like DieHard [2] show how to prevent heap overflows with
heap layout randomization.

Stack Base Randomization. A protection mechanism already added to several
operating systems is stack base randomization. At every startup of an application,
the stack starts at a different base address. It is harder for attackers to hijack a system
since stack-based addresses are not fixed any more. However, widespread use of
NOP sleds limits the effectiveness of randomizing the stack base. The PaX [17]
patch for the Linux kernel implements this diversification technique.

Canaries. One of the first stack smashing protection mechanism was inserting
a “canary” value between a buffer and the activation records (return address and
frame pointer) of a stack frame. Whenever the activation record of a stack frame
is modified by exploiting a buffer overflow, the canary value is also overwritten.
Before returning from a function, the canary value is checked and program exe-
cution is aborted if the canary is changed. StackGuard [7] uses canaries to detect
return address overwrites. This technique protects against the standard stack smash-
ing attacks, but does not protect against buffer overflows in the heap and function
pointer overwrites. Moreover, existence of certain conditions in a program enables
an attacker to overwrite the activation records without modifying the canary [4].

Variable Reordering. This technique increases the effectiveness of the previ-
ously explained canaries protection. Even with canaries, an attacker can overwrite
local variables that are placed between a buffer and the canary value on the stack. To
prevent this, buffers are placed immediately after the canary value and other vari-
ables, and copies of the arguments of a function are placed after all buffers. This
technique in combination with the canaries is more powerful against attacks that
take over the control of the execution before the canary value is checked. Sotirov et
al. [21] even claim that this is not possible at all.

System Call Number Randomization. This variation technique is related to in-
struction set randomization. All exploits that use directly encoded system calls have
to know the correct system call numbers. By changing the numbers of the system
call, the injected code executes a random system call that leads to a completely dif-
ferent behavior or even an error. However, brute force attacks to get the new system
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call numbers are possible since their number is limited. Another disadvantage is that
either the kernel has to understand the new system call number, or a rewriting tool
has to restore the system call numbers before execution. This method was first en-
visioned by Chew and Song [6] and the RandSys [13] system uses this technique to
protect Linux and Windows based systems.

Register Randomization. Register randomization exchanges the meaning of
two registers. For example, the stack pointer register of the Intel x86 architecture,
esp, can be exchanged with a random other register like eax. Most attacks rely
on fixed contents in registers. For example, attacks that put a system call number in
eax and execute the system call fail because the system takes the value that is stored
in esp. Since there is no hardware architecture that supports randomized registers,
it is necessary to exchange the registers before execution of instructions that implic-
itly rely on the values in esp or eax, like stack manipulation instructions or system
calls. Extensions to existing architectures, or an instruction set where all registers are
completely interchangeable, would simplify this variation technique considerably. A
more portable and light-weight approach would only change the registers allocated
to variables and temporaries where their values are not used by instructions that need
the value in a specific register. For example, an addl %eax, %ebx instruction
can be replaced easily with addl %esi , %ecx . However, shl %cl , %eax
requires that the first value (the number of bits to shift by) be stored in the c1 regis-
ter.

Library Entry Point Randomization. Another possibility to gain control over a
system is to call directly into a library instead of using hard coded system calls. For
this approach, an attacker has to know the exact addresses of the library functions.
Guessing the addresses of the library functions is fairly easy since similar operating
systems tend to map shared libraries to the same virtual address. Randomized library
entry points is an effective way to defend such attacks. This can be done either
by rewriting the function names in the binary or during load time. Rewriting has
the advantage that it only has to be done once. This technique does not protect
against buffer overflows in the traditional sense, but defends the system by making
the injected code ineffective. The PaX [17] Linux patch performs Library Entry
Point Randomization by changing the base address of the mmap () function call,
which is used to load dynamic libraries.

Stack Frame Padding. A method that is used to prevent stack based buffer over-
flows is to extend the length of the stack frame. By extending the stack frame,
stack based buffer overflows are unable to successfully exploit the target because
the payload is not large enough to overwrite the return address in the vulnerable
stack frame. Adding dummy stack objects, or pads, is a straightforward method of
implementing this kind of randomization. This can be done in two ways: with a
large space at the top of the stack frame and with spacing placed in between stack
objects. While there are no theoretical limits to the size of the pads that can be ap-
plied to stack frames, code in highly recursive programs or programs that naturally
make extremely large stack allocations is not able to use large pads. Figure 4.9 il-
lustrates the effectiveness of combining both stack frame padding and stack layout
randomization.



4 Compiler-Generated Software Diversity 93

Current Practice With Software Diversity
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Fig. 4.9 Applying stack frame padding and stack layout randomization to a stack frame.

Code Sequence Randomization. Use of instruction scheduling, call inlining,
code hoisting, loop distribution, partial redundancy elimination, and many other
compiler transformations change the generated machine code. These transforma-
tions can be changed further to create randomized output. Diversified applications
are no longer vulnerable to return oriented programming [20, 5] attacks and similar
attacks that rely on the knowledge that a certain instruction is present at a certain
location.

NOP Insertion. Another approach that is useful in preventing return oriented
programming [20, 5] that makes it much harder for attackers to use knowledge they
possess on the layout of the targeted executable is similar to stack frame padding and
stack layout randomization, except that the operations are done at the binary code
level instead of the data level. There are short code sequences that have no practical
effect when executed; these sequences can be used as padding in the code in order
to “push” the following instructions forward by a small number of bytes. The offsets
introduced by these no-operations, or NOPs, accumulate over the length of the bi-
nary and can significantly displace some of the later code sequences. This prevents
attacks that rely on the existence of some known bytes at fixed locations. Some
examples of such NOPs are: movl %eax, %eax, xchgl %esi, %esi, and

leal (%edi), %edi.The PittSFleld [15] Software Fault Isolation system uses
NOP Insertion to enforce alignment of jump targets, so the attacker cannot exploit
an existing jump instruction to jump into the middle of a proper instruction, turning
it into a gadget. Figure 4.10 provides examples of the effects of NOP insertion and
code sequence randomization.

Equivalent Instructions. Many instruction set architectures offer different in-
structions that in some particular cases have identical effects and can be substituted
for each other. We can often replace any such instruction with an equivalent one
without any loss in performance, but changing the binary sequence significantly.
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Un-diversified binary With Software Diversity
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instruction reordering NOP insertion

Fig. 4.10 Example of effects of NOP insertion and code sequence randomization on binary code.

For example, the instructions (with byte encodings):

movl %edx, %eax 89 DO
xchgl %edx, %eax 92

can be replaced with:

leal (%edx), %eax 8D 02
xchgl %eax, %edx 87 DO

The 1leal in the transformed stream combines the “load address of” instruction
that loads the address of a memory operand into a register with the register-based
addressing mode, transforming into a simple register-to-register move; the other
examples uses the commutativity of the “exchange” operation or of the x86 operands
in the encoding. Although the transformed instructions are equivalent to the ones
before, their binary encoding can be significantly different, as seen in the second
column of the table.

Switching between the different forms of instructions such as these should have
no impact on performance, while changing the statistical properties and contents of
the code in different ways. Similar changes can also be done on arithmetic instruc-
tions, e.g., changing mul into shl and back, but such changes are already done by
the compiler as the well-known technique of strength reduction, which sometimes
has a significant impact on performance. One well-known optimization done either
manually by the programmers or automatically by the compilers is changing all
multiplications by power of 2 into bit-shifts; multiplication is much slower on most
processors than shifting. However, doing this in reverse can improve the security of
the application.

Program Base Address Randomization. Address space layout randomization
(ASLR) is a recent security technique that has been implemented in most major
operating systems that relies on run-time randomization to improve security. Its ef-
fectiveness has been empirically demonstrated many times, and it has turned out
as an efficient technique to prevent attacks. However, since current binary formats
were designed before this technique was implemented, many existing programs are
built with the assumption that they are loaded at a specific, fixed address in memory.
For these programs, ASLR can only be enabled for the dynamic libraries used by
the program, not by the program itself. However, one way to simulate this random-
ization is to randomize the loading address of the program at link time, so that each
individual program is loaded at a different address that the attacker cannot predict.
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Fig. 4.11 Example of program base address randomization with 2 different random base addresses

For example, programs built for the Linux operating system have a default base ad-
dress of 0x08048000, which is 128 megabytes in the address space. The space
before that is never used by the program, so it is effectively wasted. By shrinking or
enlarging this gap we can add randomness into the layout of the program in memory,
sacrificing only the amount of available memory that can be used by the program.
Figure 4.11 shows examples of this technique. One implementation of base address
randomization uses a binary rewriter that diversifies binaries by changing the pro-
gram code after compilation [3].

Program Section and Function Reordering. Modern programs are built by
putting together many modules, each module often corresponding to an individ-
ual source file. Each module is grouped into sections of different types, such as
data sections and code sections. The modules themselves are usually organized into
functions, which call each other. Some attacks rely on knowledge of the particular
location of certain global functions, so one way to make the programs more vulnera-
ble is to reorder the functions themselves at the local level and then reorder the code
sections at the linking stage. Another approach is to apply a link-time optimizer to
the program and simply reorder all functions in the program globally. This tech-
nique can be applied to the data sections and variables, an idea presented previously
as Heap Layout Randomization, and to any other sections from the binary.

4.4.1 Suitability and Applicability

Table 4.1 summarizes the applicability and suitability of the various diversification
techniques for use in a multi-variant execution environment or a software ecosystem
created with massive-scale software diversity. The table can be used as a guide for
those wishing to utilize either diversity approach to implement increased security.
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Table 4.1 Table summarizing the diversification techniques and their applicability to multi-variant
execution environments (MVEEs) and massive-scale software diversity (MSSD) diversity ap-

proaches.

Applicability — Target Technique

Implementation

Library Entry Point Random-
ization

The load address of libraries are randomized

Code Register Randomization The role of registers are changed
MVEE and - -
. . Instructions that have a NOP-like effect are
MSSD NOP insertion . . . .
inserted into the instruction stream
Variable Reordering i\;(;:—buffer locals are placed before buffer lo-
Data —
Stack Frame Padding Random padding is added between locals and
the return address
Heap Layout Randomization Dynamlcally allocated memory is placed ran-
domly in the heap
Instruction Set Randomiza- The instruction stream is randomized with a
Code tion randomly selected key
MVEE System Call Number Ran- The numbers assigned to system calls are ran-
domization domly changed
A random value is placed on the stack, before
Canaries the return address of the function frame, and
Data . . .
is checked in the epilogue
Reverse Stack Stack is grown in reverse of native architec-
ture order
Code Sequence Randomiza- Compiler transformations are selectively
Code tion used to randomize the instruction stream
MSSD Equivalent Instructions Instmctlons are rjcplaced with functionally
equivalent alternatives
Program Base Address Ran- The load address of the program is randomly
Code / A
Data domization changed

Program Section and Func-
tion Reordering

Functions and sections are placed in random
locations in the address space

Data  Stack Base Randomization

The stack is placed at a random location in
the address space

4.5 Conclusions

Adopting compiler-generated software diversity will have a dramatic impact on the
way software is distributed and is likely to change many of the assumptions and
models underlying current threats to deployed software. It becomes much less likely
that a single attack will affect large numbers of targets simultaneously. Hence, the
impact of phenomena such as viruses and worms will be greatly reduced. It also
has the effect that adversaries can no longer simply analyze their own copies of any
given piece of software to find exploitable vulnerabilities, because any vulnerabili-
ties they may find will no longer automatically translate to all other instances of the
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same software. Hence, even directed attacks against specific targets running some
variant of some software will become much more difficult, as long as the attacker
has no way of determining which and how many specific binaries are present on
what target. Without doubt, the new paradigm of compiler-generated software di-
versity will change many of the existing approaches to software security and make
the digital domain safer.
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Chapter 5

Symbiotes and defensive Mutualism: Moving
Target Defense

Ang Cui and Salvatore J. Stolfo

Abstract If we wish to break the continual cycle of patching and replacing our
core monoculture systems to defend against attacker evasion tactics, we must re-
design the way systems are deployed so that the attacker can no longer glean the
information about one system that allows attacking any other like system. Hence,
a new poly-culture architecture that provides complete uniqueness for each distinct
device would thwart many remote attacks (except perhaps for insider attacks). We
believe a new security paradigm based on perpetual mutation and diversity, driven
by symbiotic defensive mutualism can fundamentally change the ‘cat and mouse’
dynamic which has impeded the development of truly effective security mechanism
to date. We propose this new ‘clean slate design’ principle and conjecture that this
defensive strategy can also be applied to legacy systems widely deployed today.
Fundamentally, the technique diversifies the defensive system of the protected host
system thwarting attacks against defenses commonly executed by modern malware.

5.1 Introduction

We propose a host-based defense mechanism that we call Symbiotic Embedded
Machines (SEM). SEM, or simply the Symbiote, is a code structure inspired by a
natural phenomenon known as Symbiotic Defensive Mutualism. This phenomenon
generally refers to any short- or long-term association between populations of dif-
ferent species where the survival or ‘evolutionary fitness’ of one or more population
partners is enhanced by the association. Mutual benefits are often the result of some
emergent behavior between two or more vastly different biological systems. This
synergistic dynamic is observed across the spectrum of living things, from microbes
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like viruses and bacteria to fungi and to flora and fauna. When considered within
the digital realm, Symbiotic Embedded Machines can be thought of as digital ‘life
forms’ which tightly co-exist with arbitrary executables in a mutually defensive ar-
rangement, extracting computational resources (CPU cycles) from it’s host while
simultaneously protecting the host from attack and exploitation. Furthermore, the
diverse nature of symbiotes provide inherent protection against direct attack by ad-
versaries that directly target host defenses. Hence, defenses are defended by the
principle of defensive mutualism.

We envision a general-purpose computing architecture consisting of two mutual
defensive systems whereby a self-contained, distinct and unique Symbiote machine
is embedded in each instance of a host program. The Symbiote can reside within
any arbitrary body of software, regardless of its place within the system stack. The
Symbiote can be injected into an arbitrary host in many different ways, while the
code of the Symbiote can be ‘randomized’ by advanced polymorphic code engines.
Thus, a distinct defensive Symbiote can be used to protect device drivers, the kernel,
as well as userland applications. The combination of Symbiote with host program
creates a unique executable different from any other instance, and thus breaks the
mono-culture by creating a plethora of ‘moved targets’.

Once the Symbiote injection process is complete, it will execute along-side it’s
host program. Since the Symbiote is a self-contained entity, it is not installed onto
the host program in the traditional sense. Current anti-virus and host-based defenses
must be installed onto or into an operating system, which places a heavy dependence
on the features and integrity of the operating system. In general, this arrangement re-
quires a strong trust relationship with the very software (often of unknown integrity)
it tries to protect.

In contrast, the Symbiote treats it’s entire host program as an external and un-
trusted entity, and therefore eliminates this unsound trust relationship. Much like
how certain ants reside within the Bullhorn Acacia tree and acts as a natural defense
mechanism against harmful insects, Symbiotic Embedded Machines reside within
its host executable, protecting it against exploitation and unauthorized modification.
Just as the ants are unfamiliar with the inner workings of the Acacia tree, and as the
Acacia tree is unaware of the existence of the ants, SEM’s reside within the target
binary in a similar arrangement. At runtime, the host program requires the Symbiote
to successfully execute in order to operate. The Symbiote monitors the behavior of
its host to ensure it operates correctly, and if not, stops the host from doing harm.
Removal, or attempted removal, of the Symbiote renders the host inoperable.

5.2 Related Work

Symbiotic Embedded Machines can be thought of as a generic way of injecting
host-based defenses into arbitrary host programs. Traditional host-based defenses
are typically installed into well-known operating systems to fortify the entire OS
from various types of exploitation. For example, numerous rootkit and malware de-



5 Symbiotes and Defensive Mutualism 101

tection and mitigation mechanisms have been proposed in the past but largely target
general purpose computers. Commercial products from vendors like Symantec, Nor-
ton, Kapersky and Microsoft [1] all advertise some form of protection against kernel
level rootkits. Kernel integrity validation and security posture assessment capability
has been integrated into several Network Admission Control (NAC) systems. These
commercial products largely depend on signature-based detection methods and can
be subverted by well known methods [11, 12, 13]. Sophisticated detection and pre-
vention strategies have been proposed by the research community. Virtualization-
based strategies using hypervisors, VMM'’s and memory shadowing [10] have been
applied to kernel-level rootkit detection. Others have proposed detection strategies
using binary analysis [5], function hook monitoring [15] and hardware-assisted so-
lutions to kernel integrity validation [14].

The above strategies may perform well within general purpose computers and
well known operating systems but have not been adapted to operate within the
unique characteristics and constraints of embedded device firmware. Effective pre-
vention of binary exploitation of embedded devices requires a rethinking of detec-
tion strategies and deployment vehicles.

The Symbiotic Embedded Machine provide a means of enforcing the integrity
of system code and control flow within embedded devices. SEM’s platform agnos-
tic code injection methodology can be used to extend the use of run-time program
monitors [4] for embedded devices. The vast majority of these devices are built on
standard CPU architectures (MIPS, PPC, ARM etc). Therefore, compilation of ex-
ecutable code for these devices using languages like C is trivial. The SEM structure
exploits this homogeneity and represents a general method of installing compiled
code into firmware of existing network embedded devices, regardless of the under-
lying operating system, by finding “unused” portions of the firmware that allows
stealthy embedded code.

SEM can also be thought of as a novel type of embedded device rootkit. Un-
like prior works [9, 6, 8], which are adaptations of existing methods onto embedded
operating systems, SEM contains a payload delivery mechanism designed specifi-
cally to operate within unfamiliar and heterogeneous proprietary operating systems.
SEM can automatically inject the same types of rootkit payloads to execute across
many different firmware versions and physical device types without requiring deep
knowledge of each firmware instance.

5.2.1 Related Work: Software Guards

Guards, originally proposed by Chang and Atallah [2], is a promising technology
which uses mechanisms of action similar to Symbiotes. Originally proposed as an
anti-tampering mechanism for x86 software, the guard mechanism have been used
in both security research [3] as well as commercial products!. A Guard is a simple

! www.arxan.com
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piece of security code which is injected into the protected software using binary
rewriting techniques similar to our Symbiote system. Once injected, a guard will
perform tamper-resistance functionality like self-checksumming and software re-
pair. To further improve the resilience of the protection scheme, a large number
of Guards can be deployed in intricate networks as a graph of mutually defensive
security units.

While promising, the Guard approach does have several draw backs and limita-
tions which Symbiotes overcome. For example, since the Guard has no mechanism
to pause and resume its computation, the entire guard routine must complete execu-
tion each time it is invoked. This limits the amount of computation each Guard can
realistically perform without affecting functionality, specially when Guards are used
in time sensitive software and real-time embedded devices. In contrast, the Symbiote
Manager allows its payload to be arbitrarily complex. Instead of executing the entire
payload each time a randomly intercepted function invokes the Symbiote, the Sym-
biote Manager executes a small portion of the payload before pausing it, saving its
execution context and returning control back to the intercepted function. This way,
Symbiote payloads can implement arbitrarily complex defensive mechanisms, even
in time sensitive software.

Removing the limitation on the complexity of Symbiote payloads allows us to
further address several draw backs of the Guard framework. Because each guard
can only compute for a very short amount of time, they generally performed simple
checksums on small patches of software. In order for guards to checksum over the
entire protected binary, an intricate network of guards must be injected. Further-
more, guards must be individually instantiated and hooked into the control flow of
its protected binary in a specific way in order for the entire guard network to be mu-
tually defensive. This heavy dependence on the execution flow information of the
protected program makes the guard injection process complex and error prone. For
example, static analysis of the target binary can not always reveal its runtime control
flow behavior, specially when computed control-flow transfers are used. In contrast,
a single Symbiote payload can compute the checksum of the entire protected host
program, and does not require detailed knowledge of control-flow transfers within
the host program. Therefore, the Symbiote injection process is greatly simplified
and less error prone.

5.3 The Symbiote / Host Relationship

The Defensive Mutualistic relationship between the Symbiote and host program can
be broadly described as follows:

1. Each entity in the symbiotic relationship must have their own innate defenses.
In the case of our proposed system, adaptation, randomization and polymorphic
mutation will be applied to both the protected software system as well as the
injected SEM’s.
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2. Both the Symbiote and the protected software host will be genetically diverse
and functionally autonomous. Specifically, the Symbiote will not be a standard
piece of software that depends on and operates within the software system it
is protecting. Instead, the Symbiote can be thought of as a fortified and self-
contained execution environment that is infused into the host software.

3. The Symbiote will reside within the host software, extracting computational re-
sources (CPU cycles) to execute it’s own SEM payloads. In return, the SEM
payloads will constantly monitor the execution and integrity of the host soft-
ware, fortifying the entire system against exploitation.

4. SEM’s are injected into the host software rather then ‘installed’ in the tradi-
tional sense. Once injected, the code of the SEM is pseudorandomly dispersed
across the body of the host. Special mechanisms provided by the SEM injection
process will assure that the SEM is executed along-side the host software.

5. The Symbiote and host program must operate correctly in tandem. The Sym-
biote monitors the behavior of the protected host program, and can alert on and
react to exploitation and incorrect behavior. The Symbiote is also self-fortified
with anti-tampering mechanisms. If an unauthorized party attempts to disable,
interfere with or modify the Symbiote, the protected host program will become
inoperable if the attempt is successful.

6. Symbiotes are moving targets. No two instantiations of the same Symbiote is
ever the same. Each time a Symbiote is created and prepared for injection into
a host program, its code is randomized and mutated, resulting in a vastly genet-
ically dissimilar variant of itself. When observed at the macro level, the collec-
tive Symbiote population is highly diverse.

5.3.1 Software Symbiotes and Possible Hardware Extensions

Figure 5.1 illustrates the process of fortifying an arbitrary executable with a Sym-
biote. In our prior work we have demonstrated the feasibility of the software-only
Symbiote, a Symbiote which is completely implemented in software and can ex-
ecute on existing commodity systems without any need for specialized hardware.
While the software-only Symbiote is capable of delivering the three fundamental
security properties described in this section, additional hardware can greatly im-
prove the efficiency and monitoring/mitigative capabilities of the Symbiote, as well
as provide even tighter security guarantees in certain situations. Section 2.1 dis-
cusses several of such hardware extensions.

Symbiote Creation: The Symbiote is prepared for injection into the host program.
A set of policies and defensive payloads are combined with a generic stub Symbiote
binary. This process produces a completely self-contained executable loaded with
a Symbiote execution manager, Symbiote monitoring engine, as well as the chosen
set of defensive payloads and policies.

Mutation and Randomization: Both the host program and Symbiote binaries are
analyzed, randomized and mutated into an unique instantiation of their original pro-
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gram. These new binaries are functionally equivalent to the original code. However,
techniques like ISR, ASR and polymorphic mutation are used to greatly increase the
randomness and diversity of both the host program as well as its defense Symbiote.

Symbiote Injection: The Symbiote Injection Engine analyzes both executables
and injects the Symbiote into the randomized host program, producing a single
fortified program. One or more Symbiotic Monitoring Engines (SEM) can be in-
jected into a piece of arbitrary executable code to augment the target code with
sophisticated defensive capabilities. Unlike existing host-based defense and anti-

virus mechanisms, SEM’

s do not operate on top of or as a part of the protected

application or operating system. Instead, Symbiotes are essentially infused into the
protected executable, providing the following four fundamental properties:

1. The Symbiote executes alongside the host software. In order for the host to

function as before, it’

s injected SEM’s must execute, and vice versa.

2. The Symbiote’s code cannot be modified or disabled by unauthorized parties

through either online

or offline attacks.

3. The Symbiote has full visibility into the code and execution state of its host pro-

gram, and can either

passively monitor or actively react to the observed events
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at runtime. Hence, malware that attempts to hijack the host’s execution environ-
ment cannot see the Symbiote, but the Symbiote can see the malware.

4. No two instantiations of the same Symbiote is the same. Each time a Sym-
biote is created, its code is randomized and mutated, rendering signature based
detection methods and attacks requiring predictable memory and code struc-
tures within the Symbiote ineffective. Each instantiation of a Symbiote is poly-
morphically mutated and randomized during the injection process. Therefore,
studying and reverse engineering one instance of a particular Symbiote provides
the attacker with little to no useful information about the specifics of any other
instantiation of the same Symbiote.

The Symbiote code structure, displayed in Figure 5.2, is modular and config-
urable through a standard interface. At instantiation time, a Symbiote is created by
simply mixing and matching code that delivers the desired functionality from each
of the following five principal components:

Symbiote Stub: The stub is the base platform of the Symbiote. It dictates how the
Symbiote’s code will be embedded into the host program, and how tandem execu-
tion with the host is accomplished.

Symbiote Payload: The payload is the actual defensive mechanism that is ex-
ecuted in tandem with the host program. Payloads are arbitrarily complex stand-
alone executables. For example, code integrity checkers, proof carrying codes and
anomaly detectors can all be implemented as a Symbiote Payload.

Symbiote Monitoring Engine: The Monitoring Engine acquires and organizes
static and runtime information about the host program. It enables the Symbiote pay-
load to fully inspect the host program, and provides an event-driven interface, al-
lowing the payload to alert and react to runtime events within the host program.

Symbiote Execution Manager: The Execution Manager is the resource manager
for the Symbiote. It controls the tandem execution behavior of the host program
/ Symbiote pairing. Specifically, the execution manager controls how and when
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the Symbiote and the host program is executed on the CPU. Execution managers
can implement different static or dynamic CPU allocation algorithms, leverage
single/multi-core hardware architectures, as well as utilize specialized hardware.

Policy: The Policy is a collection of rules which the Symbiote will enforce.

The manner in which Symbiotes are injected into (legacy) host programs in a
novel fashion using inline hooking. Inline hooking is a well known technique for
function interception. However, the Symbiote injection process uses function in-
terception in a very different way. Instead of targeting specific functions for inter-
ception which requires precise a priori knowledge of the code layout of the target
device, the Symbiote injection randomly intercepts a large number of automatically
detected function entry points. The inline hooks inserted provide as a means to re-
divert periodically and consistently a small portion of the device’s CPU cycles to
execute the SEM payload. This approach allows SEMs to remain agnostic to op-
erating system specifics while executing its payload alongside the original OS. The
SEM payload has full access to the internals of the original OS but is not constrained
by it. This allows the SEM payload to carry out powerful functionality which are
not possible under the original OS.

Figure 5.3.1 provides an overview of this injection process whereby Symbiote
control code (the SEM Manager) and its executed SEM payload are dispersed
throughout a binary using gaps of unused memory created by block allocation as-
signment.
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5.3.2 Applications of Symbiotes and Further Research

The Symbiote is a self-contained code entity that does not depend on features within
its host program to function. Instead, the Symbiote treats the host program as an ex-
ternal untrusted entity, and uses its own internal monitoring and analysis facilities
to protect the host program. Since no assumptions are made about the functionality
of the host program, a Symbiote can reside within any level of the software stack.
Further, multiple Symbiotes can reside within the same software system as well as
within the same piece of individual executable. This software defense strategy fun-
damentally rearranges the trust relationship and dependencies between the defense
mechanism and the protected program.

The Symbiote treats all external code as untrusted software, thereby drastically
reducing the amount of trust and dependence it places on the system in which it re-
sides. The Symbiote and the Defensive mutualistic protection strategy can subsume
the functionality of current security mechanisms under a new paradigm where the
security software co-exist with, but completely distrusts the host program which it
is protecting.

Proof Carrying Code: Proof-Carrying Code is a technique which can validate the
integrity of untrusted code. Since the Symbiote is directly injected into the host pro-
gram, a Symbiote payload implementing PCC can be trivially injected into arbitrary
untrusted code.

Host-based IDS: The Symbiote Monitoring Engine collects and organizes the
runtime information about the system in which it resides. By injecting an IDS pay-
load into the host operating system or individual host programs, complex IDS and
Anomaly Detection mechanisms can be directly injected into the host system with
extremely fine granularity. Note that deploying a host-based IDS in this manner is
extremely attractive because the monitoring system does not depend on the func-
tionality provided by the operating system. Should the OS be compromised, the
Symbiote’s visibility into host system will remain unaffected.

Rootkit Detection: Rootkit detection using software-only Symbiotes have already
been demonstrated to be feasible and effective on proprietary embedded systems like
Cisco IOS and Android devices.
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Chapter 6

Manipulating Program Functionality to
Eliminate Security Vulnerabilities

Martin Rinard

Abstract Security vulnerabilities can be seen as excess undesirable functionality
present in a software system. We present several mechanisms that can either excise
or change system functionality in ways that may 1) eliminate security vulnerabilities
while 2) enabling the system to continue to deliver acceptable service.

6.1 Introduction

We discuss several automatic techniques for changing program behavior in ways
that may eliminate security vulnerabilities. We take the perspective that vulnerabil-
ities are undesirable functionality and therefore focus on techniques that change or
even eliminate some of the functionality that the system offers to users.

One of the observations motivating our approach is that many software systems
provide substantially more functionality than users require, desire, or are even aware
of. There are several reasons for this phenomenon:

e General-Purpose Software: Because of the high cost of developing software
systems and the consequent need to amortize this cost over many users, many
software systems are designed to contain functionality for a wide range of users.
Because users have such varying needs, each user winds up using only a small
fraction of the total functionality.

o Feature Accretion: As software systems go through their life cycle, developers
almost always preserve existing features (to ensure backwards compatibility)
while adding new features. Over time the software accumulates more and more
functionality, much of it obsolete and designed for operating contexts that have
changed since the introduction of much of the functionality.
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e Subsystem Reuse: It is often quicker to build systems by incorporating ex-
isting subsystems than by building the desired functionality from scratch. But
good building blocks are often more general and contain more functionality
than necessary for the specific usage scenario at hand.

e Development Errors: Developers have been known to produce software sys-
tems that contain errors. These errors can be the result of simple coding errors,
specification misunderstandings, incorrect specifications, or misunderstandings
of language features, library interfaces, or other aspects of the software devel-
opment environment, to name a few possibilities.

e Vulnerability Insertion: Malicious attackers may insert vulnerabilities into
widely used subsystems so that they can successfully attack systems that in-
corporate the subsystems. One can view the vulnerability as simply additional
undesirable functionality.

A disadvantage of this kind of functionality oversupply is that (from the perspec-
tive of any given user) it produces systems with large attack surfaces (each addi-
tional piece of functionality typically increases the attack surface) in which most of
the attack surface comes from functionality that the user does not need and may not
even be aware of. So automatic techniques that remove superfluous functionality
can significantly reduce the size of the attack surface and eliminate the correspond-
ing vulnerabilities all without substantially impairing the utility of the system for
the current user.

We also consider techniques that may affect desired functionality. The observa-
tion here is that users may be willing to accept different variants of a given piece
of desired functionality. If this functionality contains a vulnerability, it may be pos-
sible change the functionality to eliminate the vulnerability while still providing
acceptable service to users.

We next discuss several techniques that we have used successfully to change
desired functionality or eliminate undesirable functionality.

6.2 Input Rectification

Most errors are exposed only by a few inputs — errors that occur on most inputs
are usually detected and eliminated during testing. The goal of input rectification
is to automatically convert inputs that expose errors into inputs that the system can
process without error [14, 19, 16].

One approach is to identify a set of constraints that characterize the comfort zone
of the software system — a set of inputs that are similar to those the system has
seen before and for which it is almost certain to deliver expected and acceptable
behavior [16]. The rectifier then automatically converts each input into an input that
is within the comfort zone, typically by discarding pieces of the input that violate
the constraints. The goal is to enable the system to process a safe input that is close
as possible to the original input (and therefore should deliver most of the benefit to
the user) while ensuring that the input is within the comfort zone of the program.
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We have demonstrated that this approach can successfully eliminate vulnerabil-
ities in the Pine email client [16]. The presented results use handcrafted rectifiers.
We anticipate that it should be possible to build rectifiers automatically using the
following approach:

e Fault Attribution: Given an input that exposes an error, use taint tracing [8] to
identify the input regions involved in the computation that contains the error.

e Constraint Synthesis: Synthesize a constraint that the error-exposing input re-
gions fail to satisfy.

e Constraint Enforcement: Perhaps using techniques similar to data structure
repair [2, 6, 5, 4, 3, 3], deploy a constraint enforcement technique to automati-
cally convert the input to an input that does not contain the error.

If successful, this approach would make it possible for a system to automatically
analyze an attack to produce a rectifier that eliminates the attack from all future
inputs.

6.3 Functionality Excision

It is often possible to view a computation as a collection of tasks [20]. It is pos-
sible to empirically partition the tasks in a program into critical and forgiving
tasks [17, 1, 15]. Eliminating a critical task usually causes the computation to fail.
Eliminating a forgiving task may introduce some noise into the result that the com-
putation produces, but typically does not cause the program to fail [17, 15]. It is
possible to generate behavioral variation by eliminating forgiving tasks, ideally un-
der the direction of a blame assignment mechanism that analyzes a successful attack
to find the task that it exploited. It is possible to view this mechanism as eliminat-
ing the functionality of the eliminated task. Once again, this mechanism may make
it possible to vary the behavior of the system (in a directed way) to automatically
avoid vulnerabilities.

It is also possible to apply this mechanism (at a potentially finer granularity)
to less structured programs by excising code at the granularity of statements, ba-
sic blocks, procedures, modules, or other program units [14]. The basic idea is to
find and eliminate parts of the system that contain counterproductive or undesirable
functionality. Examples of potentially dangerous functionality that may be suitable
targets for this mechanism include interpreters for embedded scripting languages
and vestigial pieces of functionality left over from early versions of the system.

6.4 Functionality Replacement

It is often possible to find multiple implementations of the same functionality.
Switching in different implementations can deliver combinatorially generated sys-
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tem variation that may change the system enough to neutralize an attack. We also en-
vision the use of machine learning techniques to automatically synthesize alternate
implementations of different pieces of functionality. Even in situations in which it is
difficult to automatically synthesize a complete version of the desired functionality,
these automatically synthesized alternate implementations may enable the system
to deliver acceptable service to its users while eliminating the vulnerability present
in the original implementation.

6.5 Loop Perforation

Many programs contain loops. For many of these loops, reducing the number of
executed loop iterations reduces the amount of time required to execute the com-
putation. This transformation typically changes the result that the system produces.
But it is often possible to find time-consuming loops which still produce acceptable
results after this transformation [11, 9]. This mechanism can produce, automatically,
a range of computations with different implementations that all provide acceptable
results. If the current implementation of the loop has a vulnerability, it may be pos-
sible to eliminate the vulnerability by changing the number of iterations the loop
performs. Consider, for example, a loop that copies data from one buffer to another.
If the second buffer is too small to hold the data, eliminating a block of the last loop
iterations may eliminate a buffer overflow vulnerability.

6.6 Dynamic Reconfiguration via Dynamic Knobs

Many systems come with static configuration parameters. Changing the parameter
settings can often either expose or eliminate vulnerabilities — for example, miscon-
figured systems often exhibit vulnerabilities.

We have recently developed a technique that can automatically convert static
configuration parameters into dynamic configuration patterns that can be changed
without requiring the system to restart [ 10]. This mechanism should make it possible
to automatically eliminate misconfiguration vulnerabilities without disrupting the
execution of the system. It can also make it possible to dynamically change the
configuration so that the system continually presents a different configuration to
potential attackers.

6.7 Observed Invariant Enforcement

It is possible to observe normal executions of the system to build a model (in the
form of a set of invariants) that characterizes that normal execution [13]. Because
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normal executions do not usually exhibit vulnerability exploitations, such exploita-
tions may fall outside the model. It is often possible to force the system back within
its normal operating mode by changing the state to satisfy any violated invari-
ants [13]. This invariant enforcement can eliminate otherwise exploitable security
vulnerabilities [13].

6.8 Cyclic Memory Allocation

Memory leaks can cause a system to fail by exhausting its address space. It is pos-
sible to eliminate memory leaks via the simple expedient of statically allocating
a buffer, then cyclically allocating items out of that buffer (instead of allocating a
new element each time) [12]. While this allocation strategy may wind up allocat-
ing multiple live elements in the same buffer slot, the experimental results indicate
that it can enable systems to survive otherwise fatal memory leaks while degrading
gracefully in the presence of overlaid live elements.

6.9 Failure-Oblivious Computing

Memory addressing errors such as null pointer dereferences or out of bounds mem-
ory accesses can cause programs to fail and open up vulnerabilities for attackers
to exploit. Failure-oblivious computing dynamically checks for memory errors, dis-
carding out of bounds or otherwise illegal writes and manufacturing values for ille-
gal reads. For the tested set of benchmark programs, this technique closes memory
vulnerabilities and enables programs to provide service to legitimate users [18].

6.10 Conclusion

Security vulnerabilities can be seen as undesirable functionality present in a system.
One way to eliminate such vulnerabilities is to change the functionality in a way
that eliminates the vulnerability. We have identified and experimentally evaluated
several mechanisms that can change the functionality of the program in ways that
may eliminate security vulnerabilities while still leaving the program able to provide
acceptable functionality.
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Chapter 7

End-to-End Software Diversification of Internet
Services

Mihai Christodorescu, Matthew Fredrikson, Somesh Jha, and Jonathon Giffin

Abstract Software diversification has been approached as a tool to provide security
guarantees for programs that lack type safety (e.g., programs written in C). In this
setting, diversification operates by changing the memory layout of program code or
data and by changing the syntax of program code. These techniques succeed as a de-
fense against an attacker’s use of type-safety vulnerabilities (e.g., buffer overflows)
because they randomize the key elements necessary to a successful low-level in-
trusion (memory addresses and memory contents). This chapter proposes to extend
software diversification from a point technique, applied to hand-picked aspects of a
single program, to an comprehensive technique applied by default to all components
of an application. Internet services is used as a focused example here.
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7.1 Introduction

Attackers that employ SQL injection, command injection, and cross-site scripting
(XSS) rely on a priori knowledge of the back-end systems used by the vulnerable
program. For almost all the forms of SQL injection, an attacker has to know (or be
able to learn) the names of tables and the names and types of table columns. For
command injection, an attacker has to know the names of executables available on
the system. For XSS, the attacker has to know the structure of the HTML DOM and
the DOM node identifiers of interest. But there is no reason for this type of infor-
mation to be easily and predictably known to an attacker. Users of the program have
no need to know the names of database tables as used by their program. Software
diversification exploits this information asymmetry to render the impact of any at-
tacks that abuse embedded subprograms (i.e., SQL query strings, shell commands,
HTML text with JavaScript code). The key idea is to apply transformations to the
subprogram (e.g., the SQL query), coupled with similar transformations to the exe-
cution environment (e.g., the database), such that each instance of the program uses
syntactically and semantically distinct subprograms. Thus the attacker’s success rate
is diminished significantly when software is diversified.

We make the observation that an Internet-facing service is characterized by an
externally visible interface, whose syntax and semantics are fixed, and an internal
implementation that can change arbitrarily within the constraints of the interface.
Thus diversification can be applied to any part of the implementation, to any extent
necessary to achieve the desired security guarantees. In other words, as long as
the interface presented to the users is preserved, the implementation can take any
form and can change often during execution. In a typical multi-tier web application,
many aspects are amenable to diversification: the HTML document presented to the
client browser, its communication with the web server, the application running on
the web server, its communication with the middleware, the middleware itself, and
its communication with the database server. This ensures that the service is protected
from different classes of attacks, not any just one particular class.

We make the following contributions:

e We propose the use of end-to-end diversification for all applications, in partic-
ular for Internet-facing application. Instead of targeting known attacks against
known vulnerability classes in known runtime components, we believe end-to-
end diversification can harden an application against all attacks that violate its
functional specification.

e We outline the challenges involved in realizing end-to-end diversification and
propose appropriate approaches. Since our proposal impacts both the applica-
tion development phases and the deployment and operation phases, the techni-
cal challenges are numerous. Furthermore, users in each of these phases (e.g.,
developers, system administrators) have distinct needs and expectations that
must be addressed.
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User <t——> Web Browser <> Web Server [<———-7> Database Server

Fig. 7.1 The architecture of our example web application. Note that the functionality of the web
application is fully defined, from the user’s point of view, by the communication between the user
and the web browser. The other communication protocols, from the browser to the web server and
from the web server to the database server, are of no relevance to the user.

String userName = request.getQueryString();
String query = "SELECT % FROM profiles WHERE D
name = " + userName + "'";

Statement stmt = conn.createStatement () ;
stmt .executeQuery (query) ;

Fig. 7.2 SQL-injection vulnerability in Java program.

e We present a web-application use case to highlight the practicality of our frame-
work. We describe a (hypothetical) implementation of a Facebook-like web ap-
plication and show how two of its many aspects benefit from diversification.

7.2 Running Example

Consider a complex web service such as Facebook (sketched in Figure 7.1). The
core functionality of this service involves persistent user input in many forms, third-
party script interaction, and user-directed data retrieval. Needless to say, the imple-
mentation of this service is bound to be complex and error-prone [2], and matters
are only made worse by the fact that nearly every one of its features gives attackers
another way to push vulnerability-inducing data into the back-end. This applica-
tion presents many fruitful opportunities for diversification, two of which we will
illustrate in greater detail.

Consider a user who searches for profiles matching a given name. Assume that
the back-end stores all of the data for a given user in a relational database, and an-
swers search queries by constructing a suitable SQL statement. In this case, a por-
tion of the back-end code may look something like the code in Figure 7.2. However,
this code is vulnerable to SQL injection, due to a fairly common developer mistake
wherein inputs provided by the user are not properly sanitized [1]. For example, by
issuing a query for a user named “123’; DELETE » FROM profiles;”, the
attacker forces this program to issue the following SQL query to the database:

SELECT » FROM profiles WHERE name = ’123’; D
DELETE * FROM profiles;
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This is clearly not the developer’s intended effect, as the publicly-exposed search
routine should not delete the profile database. Existing automated solutions to this
problem, such as “magic quotes” [3], attempt to automatically place sanitizers on
strings that might be used in an attack. However, they have not met with success,
and SQL injection remains a problem [3].

This class of attack can be mitigated by randomizing the identifiers of various
aspects of the database interface in such a way as not to affect the semantics of the
program. In our example, the strategy reduces to creating a new database schema
for the query:

Old name New name
table profiles — table fc11
column name — column bbd6

We must also change the way that the program interfaces with the database to re-
flect this transformation. In the program above, this change could be reflected by
changing the second line of Figure 7.2 to:

String query = "SELECT % FROM fcll WHERE bbd6 =

rm

A\

+ userName + "’ ";

The attack above will request in the following query, which will be rejected by the
database server as invalid because it refers to non-existent tables and columns:

SELECT %« FROM fcll WHERE bbd6 = ’"123’; DELETE =«
FROM profiles;

A\

Effectively, the DELETE portion of the SQL query is rendered ineffective, thwarting
the attack.

Of course changing the database schema just once might not provide enough
security because an attacker could eventually learn the new names of the database
objects. Thus, a different user accessing the same web application would use this
database schema:

Old name New name
table profiles — table ae76e015705
column name — column beb38f0f750

and the corresponding SQL query would be:

String query = "SELECT % FROM ae76e015705 WHERE D
beb38f0£750 = " + userName +

nwrsw,
14

Because the specific aspects of the database are now randomized, it becomes very
difficult for the attacker to construct valid code to inject.

Another type of attack to which a user-driven website is vulnerable is cross-site
scripting (XSS). There are dozens of ways that users submit content to our web
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<input name="status">
<input type="submit" value="Share">

<!—-— User-provided data starts here —-—>
<script>
// Find the status input box
statusBox = document.getElementById("input");
statusBox.innerHTML = "skipping work";
btns = document.getElementsByTagName ("input");
// Submit the form
foreach(var btn in btns) {

if (btn.getAttribute ("value") == "Share")

btn.onclick () ;

}

</script>

Fig. 7.3 HTML page containing injected code (lines 5-15).

application that is subsequently rendered in the context of an HTML document.
Currently, the best known methods for preventing users from submitting JavaScript
content that is subsequently run in the context of web application boils down to cor-
rectly placing string santiziers at all code points that generate HTML from untrusted
inputs. This is commonly understood to be an error-prone process, and automatic
procedures for placing sanitizers must cope with understanding program-level in-
formation flows, as well as the subtle interactions between various HTML contexts
and the semantics of string sanitizers [4]. These factors make string sanitization an
insufficient solution to the problem.

In order for a cross-site scripting attack to do any damage, the injected code must
be able to reference aspects of the browser execution environment that allow it to
affect the state of the enclosing site. It follows that diversification of the browser’s
runtime environment, namely the Document Object Model (DOM) APIs, can sub-
vert this assumption and stop most malicious cross-site scripting activities. Consider
the JavaScript code in Figure 7.3, which is a relatively benign cross-site scripting
payload for web application. Its functionality is straightforward: it finds the input
box for the user’s status, writes a fake status update, searches for the form submis-
sion button, and activates its c1ick event handler. In order to interact and even-
tually interfere with the enclosing page, the script makes use of three DOM API’s:
getElementById, getElementsByTagName, and getAttribute. Diver-
sifying the names of these methods in a manner unknown to the attacker subverts
the attack.

Diversifying the JavaScript runtime environment to protect against this type of
attack proceeds in a similar manner to SQL diversification. First, a plan is derived for
mapping non-essential characteristics of the environment, in this case API method
names, to random elements. Next, all JavaScript source files that are sent to the
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<input name="status">
<input type="submit" value="Share">

<!—— Diversification code ——>

<script>

document .getelbyidl0239 = document.getElementById;
document .getElementById = null;
document.getatt90254 = document.getAttribute;
document .getAttribute = null;

// ...Additional diversification setup

</script>

<!-- User-provided data starts here —-->
<script>
statusBox = document.getElementById("input");
statusBox.innerHTML = "skipping work";
btns = document.getElementsByTagName ("input");
foreach (var btn in btns) {

if (btn.getAttribute ("value") == "Share")

btn.onclick () ;

}

</script>

Fig. 7.4 HTML page protected by diversification (lines 5-11) and containing injected code
(lines 14-22).

client are analyzed for references to diversified API’s, and rewritten to call the actual
methods. Analyzing JavaScript is a non-trivial task; we can utilize our previous work
to aid this task. Because the target JavaScript code is essentially re-generated every
time a new HTTP connection is made to the server, there are many opportunities
for generating new diversification plans, so selecting a frequency is a matter left for
configuration on a case-by-case basis.

Figure 7.4 shows the result of applying environment diversification to the current
example. At the top of the JavaScript code for the page, the new environment is cre-
ated, and the default one erased. The loose nature of JavaScript in the browser allows
us to do this without modifying the interpreter or browser implementation, simply
by swapping references to the necessary DOM methods. Note that each DOM API
that can possibly be used in an attack must be diversified, and every default reference
to each API must be set to null; for space reasons, the code in Figure 7.4 does not
exemplify this. Most importantly, observe that the XSS payload cannot successfully
execute, as each of the DOM calls is to a null reference.
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SQL query builder

User <t+——>| Web Browser —l>\\W:1b Ser\?Q—D

£
3
2

Database Server

SQL query builder x
> Web Server — >
\ User inputs —/

Data

SQL parser

Fig. 7.5 The architecture of our example web application after diversification of the SQL inter-
face. The components highlighted in red are subjected to diversification, while all other data is
untouched. In particular, notice that user inputs are not transformed by diversification.

7.3 End-to-End Diversification of a Software Stack

Our running example, presented above, illustrates two key characteristics of the di-
versification approach. First, diversification cannot be applied to only one or two
hand-picked aspects of the program, but rather to all aspects of the program. In our
example, we showed that both the Javascript component and the SQL DB compo-
nent of the web application benefit from diversification. Second, diversification is
not a one-time transformation of the program, but it consists of the repeated ap-
plication of a set of transformations. The frequency of transformation is program
dependent and would ideally be such that each user input is processed by a differ-
ently diversified instance of the program. Based on the key characteristics, we can
now describe how the end-to-end approach to diversification works.

End-to-end diversification randomly changes the names (and, more generally,
the static identifiers) that are used in a software system to communicate between the
system components, as long as these names and identifiers do not impact the func-
tionality exposed to the user. The changes are performed on a schedule that satisfies
given security goals and performance constraints. We observe that the set of names
that are candidates for diversification is fixed for a given software system, and thus
need to be derived only once, while the diversification procedure itself can be ap-
plied repeatedly to those names. We thus distinguish between the transformation of
a software system into a diversification-ready system and the actual diversification
of such a system.
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DiversificationPlan dobj = new D
DiversificationPlan(...);

Statement stmt = conn.createStatement () ;

String query = dobj.sgl ("SELECT x FROM profiles P
WHERE name = ’'") 4+ userName +

dobj.sgl(""");

Fig. 7.6 One option for creating a diversification-ready program.

Revisiting the code from Figure 7.2, the SQL diversification would not be hard-
coded as shown in Section 7.2. Instead the code would be transformed into an equiv-
alent, diversification-ready version, in which the static portions of the SQL-query
string would be passed to a diversification API that understands the semantics of
SQL. Then during execution the diversification engine would effect the transfor-
mation. In this case, the code would resemble Figure 7.6. The new names for the
diversification plan are generated randomly for each program instance, and possibly
changed during execution, such that two distinct program instances would generate
the two queries shown in Section 7.2.

Our approach consists components that must be applied both statically and at
run-time. Before a potentially vulnerable application is run, the static component
must infer three types of information:

o the entities referenced by all subprograms,

e the code locations at which subprograms are evaluated, and

e a semantics-preserving way to re-write the application to diversify entity refer-
ences in subprograms.

Note that the static component requires specific knowledge of the subprogram se-
mantics for each possible type of subprogram that is evaluated, e.g. SQL, JavaScript,
or shell script. Once the static component completes, the re-written application calls
into a run-time component which generates a unique diversification strategy, applies
it to each subprogram encountered at run-time, and modifies the execution environ-
ment accordingly.

Moving from ad-hoc or piecemeal diversification, in which only selected aspects
of the application are transformed using pre-computed diversification plans, to end-
to-end diversification, in which the functional aspects of the application are pre-
served and everything else is transformed, requires a methodical approach to ensure
completeness of coverage. Every software system has a multitude of aspects that
are open to diversification. Table 7.1 lists some of the diversifiable aspects of the
web-application system of Figure 7.1.

We sketch here the key elements necessary for achieving this methodical, end-
to-end approach to diversification. We denote by diversification strategy a particu-
lar random program transformation to be applied to a particular application aspect.
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Javascript APIs SQL keywords

Javascript variables SQL syntax

HTML DOM structure database table names

HTML DOM identifiers database column names

HTTP protocol keywords SQL response format

HTTP protocol syntax database server IP and port numbers
HTTP protocol headers database server ISA

HTTP protocol content encoding local files used by web server

web server memory layout local files used by database server
web server ISA database server memory layout

Table 7.1 Aspects of our web-application system that are candidates for diversification. Not all
diversifiable aspects are desirable to be diversified, since each incurs different costs at runtime.

Address-space layout randomization and SQL diversification (illustrated in Sec-
tion 7.2) are examples of such strategies, with the first one designed to change the
memory layout of binary programs, and the second to change the database schema
and any corresponding SQL queries. Each diversification strategy is characterized
by three attributes:

o the application aspect it transforms (e.g., SQL database schema),
e the security gains it brings (e.g., prevention of SQL-injection attacks), and
e the performance overhead it imposes.

It is important to note that all possible diversification strategies (or even the existing
ones) are not disjoint along any of the above attribute axes. For example, instruction
set randomization and address space layout randomization overlap in the application
aspect they transform (i.e., representation of binary code in memory) and in the
security gain they bring (i.e., protection against code-injection attacks). Of course,
they differ in the overhead each one introduces.

A diversification strategy is applied according to a diversification plan, which
defines the application points to be transformed (selected from the application as-
pect to which this strategy applies), the frequency of re-applying the transformation,
and any other parameters specific to the diversification strategy at hand. The diver-
sification plan can affect the attributes of a diversification strategy, in particular the
security gains and the performance overhead. Separating the diversification strate-
gies from their diversification plans allows us to cleanly split the effort between the
application development/building phase and the application deployment/operation
phase.

We now illustrate the basic procedure for end-to-end diversification (see Fig-
ure 7.7). At development and build time, the software developer uses all diversifica-
tion strategies available and applicable to transform the application so as to support
later diversification plans. At deployment time, the system administrator instantiates
the application according to a chosen set of diversification plans, one per strategy.
The diversified application instance then operates normally, while the runtime envi-
ronment executes the diversification plan to re-apply each diversification strategy as
specified.
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Diversification
strategies
Operation

Source Diversification- Runnin
—_— aware —— Deployed code —— . g
code instance

source code
Development
Diversification
plans

Fig. 7.7 The modification of the software lifecycle to allow for diversification.

This procedure for end-to-end diversification creates a number of challenges,
which we discuss in turn below.

7.4 First Technical Challenge: Impact on Security

The fundamental challenge in understanding the impact of diversification is in pre-
cisely characterizing the amount of protection offered by end-to-end diversification.
Intuitively, software diversification as described in Section 7.3 protects the software
system from attacks by ensuring that attackers cannot arbitrarily control the sys-
tem even when vulnerabilities are present. Formalizing this intuition and proving
its correctness are necessary to ensure that the end result is resilient to attack. In
other words, since end-to-end diversification does not fix the vulnerabilities in the
system, but makes it harder for the attacker to abuse the vulnerable system, we need
a precise, computationally-meaningful way to measure the increase in difficulty for
the attacker.

We note that diversification changes only the syntax of various interfaces be-
tween components of the software stack — it does not change algorithms, data
structures, or other artifacts crucial to the functionality of the program. Thus, it
cannot address security vulnerabilities or other logic errors that are inherently part
of the design of the software and its algorithms. In spite of this limitation, end-to-
end diversification targets a large class of vulnerabilities, from buffer overflows to
SQL injection to cross-site scripting; essentially, any vulnerability not present in the
logic of the program itself. Protection is achieved not by eliminating the bug, but by
changing the environment on which the attack relies.

The security of diversified software relies fundamentally on making each diversi-
fied instance sufficiently different from the others. Then, under the assumption that
the attacker cannot learn or predict the values from the diversification plan applied
to a software instance, security is achieved. It is crucial that the parameters of a di-
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versification plan are not easy to guess or otherwise learn by an attacker. This means
that these parameters must satisfy several requirements:

e The current values of the diversification parameters must not leak to the attacker,
even when the software system fails or encounters an error.

e Diversification parameters must have a wide range of valid values so as to make
brute-force attacks infeasible.

e The sequence of values over time for any diversification parameter must be
unpredictable so as to make guessing attacks infeasible, even if past values are
leaked to the attacker.

We observe that these requirements are similar to those for cryptographic secrets,
and that many cryptographic schemes for secure random number generation would
be effective here.

Unfortunately, the amount of available randomness available to many targets of
diversification is not as large as it may initially seem. Oftentimes, the semantics
of the underlying system impose restrictions that make values easier to guess. For
example, on a 32-bit system memory locations are necessarily expressed as 32-bit
integers, and are further constrained by architectural and operating system-level re-
quirements. This combination of factors effectively leads to a range much smaller
than 232 for diversifying memory locations, reducing the security benefits of diver-
sification. Additionally, support for diversified parameters can incur performance
costs, so in effect diversification plans provide a control point for system admin-
istrators to balance security with performance. This can lead to unfortunate incen-
tives, for example if the system administrator chooses a diversification plans that is
not aggressive enough to trade for increased performance. These difficulties point
to the need for a threshold parameter on each diversification strategy, such that any
chosen diversification plan must meet this threshold to guarantee an improvement
in security.

Finally, the question of diversification completeness needs further research. End-
to-end diversification relies on transforming all application aspects that do not affect
functionality. Determining all such aspects and the corresponding diversification
strategies is non-trivial. As Table 7.1 shows, even a simple system has many candi-
dates for diversification. Identifying all candidate aspects is key for the end-to-end
security argument, as any aspect left undiversified provides a potential avenue for
attack.

7.5 Second Technical Challenge: Impact on Software
Development

Perhaps the most important concern is the amount of automation available in an
end-to-end diversification toolchain, as this impacts both the cost and security of an
implementation. A large number of vulnerabilities are created by inattentive or un-
knowledgeable programmers, so we cannot rely on programmers to apply transfor-
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mations for each diversification strategy in a reliable and consistent manner. Rather
the diversification has to be applied automatically at the end of the development pro-
cess, possibly as part of the build process. We note that it cannot be fully automated,
as the developer has to provide information about the functional requirements that
must be preserved for the application to be useful. This leads us to another challenge,
namely that of minimizing the size and complexity of the functional specification
needed by the toolchain.

Ideally, the programmer would just describe the interface needed to maintain
functionality (e.g., the HTML structure for a web application), and the toolchain
would automatically verify semantic preservation after diversification. In fact, straight-
forward programs with well-documented interfaces, can likely be dealt with in this
fashion. However, many software components are designed and developed with only
a partial understanding of their future integration into a complete system. Thus, it
is challenging to determine the provenance of each data item that flows through the
program, i.e. whether it is a user input or a predefined value generated by another
component of the larger system. One solution is to construct a symbolic provenance
diagram that ties inputs to outputs without taking into account whether an input is
user-generated or not. This would allow a diversification-ready program to provide
other components with the information needed to determine which data elements are
good candidates for diversification, given an minimal set of user inputs that must not
be diversified. At system-building time, when components are connected and input
sources are well defined, a system architect or developer can identify the few inputs
that come from the user, while the rest of the inputs and outputs are to be diversified
as they are internal to the system.

A final item of concern for developers is the need for debugging and post-crash
analysis support. This can be achieved by sending to the developer, as part of the
feedback process, the diversification plan and its parameters so that the running
instance can be replicated. A system administrator has to collect the fault informa-
tion (such as the core dump and any error traces) together with the diversification
plan in effect at the time of the fault. Debugging and post-mortem analyzers must
be adapted to take into account the diversification parameters, in order to undo the
diversification artifacts present in the fault-related information.

7.6 Third Technical Challenge: Impact on Runtime Performance

Diversification strategies have distinct, non-trivial performance implications. For
example, randomizing the instruction set architecture, while effective against buffer-
overflow attacks, incurs a huge runtime overhead because commercial hardware
platforms lack built-in support for this feature. As a result, ISA diversification relies
on a system emulator that translates diversified instructions at runtime into instruc-
tions for the real hardware. This sort of emulation is extremely expensive, making
ISA diversification a costly technique of limited use. We do not foresee a generic
approach to optimizing diversification strategies, but remain optimistic that the per-
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formance overhead of particular diversification strategies can be reduced and made
insignificant in comparison to other performance bottlenecks in the system. As an
example, diversification of database schemas is quite efficient thanks to existing sup-
port for database views, which can be created and changed on the fly. While there
is a small overhead associated with querying a view instead of a database table, this
overhead disappears when considering the cost of executing the query itself.

Beyond the obvious requirement that performance overhead introduced by di-
versification remain minimal, we also recognize the need to develop methods for
predicting the overhead. This becomes particularly important if we expect system
administrators to create diversification plans that inherently force them to make a
choice between security and performance, lest the dangerous incentives mentioned
above manifest themselves.

7.7 Fourth Technical Challenge: Impact on Deployment

Diversification introduces new failure modes, and end-to-end diversification multi-
plies the number of failure modes. In our web-application example from Section 7.2,
the XSS diversification does not result in new failures in case of attack, as the attack
simply does not succeed, and in fact has no side effects. But in the same example, an
attack against the SQL-diversified application would result in the database return-
ing a “No such table” error, which the application might not be prepared to handle.
The challenge here is to include error handling for the diversified aspects when the
application is transformed. This issue is closely related to the software development
concerns discussed in Section 7.5.

7.8 Conclusion and Open Problems

In this chapter, we have outlined an attractive solution to a large class of software
attacks that work by subverting the intended logic of a vulnerable program. Ex-
amples of this type of attack are buffer overflow, cross-site scripting, and SQL in-
jection attacks. Our solution generalizes a small-but-effective set of defenses based
on diversifying various non-essential features of an application’s runtime state. We
have argued that performing this diversification in a ubiquitous, principled way will
stymie attackers by making it impossible for them to make well-founded assump-
tions about the environment of their victims. Finally, we outlined the key challenges
posed by this solution, and discussed their implications for real systems.

To realize the end-to-end diversification concept proposed in this work, we iden-
tified four key research areas that require further development. Each point depends
on a solution to at least one difficult open problem.
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e We need to develop a complete set of diversification strategies. End-to-end di-
versification depends on matching diversification strategies with each applica-
tion aspect, so a rich set of diversification strategies is a prerequisite.

e Since even the simplest application have many aspects amenable to diversifica-
tion, we have to consider the composition of diversification strategies. Compo-
sition is not necessarily straightforward, as unexpected results (e.g., increased
performance overhead) might result from combining two seemingly orthogonal
strategies.

e Selecting an optimal set of diversification strategies for a given application is
non trivial, as a number of factor come into play, including security, perfor-
mance, and usability. It is not clear at this point how such selection should be
performed or how to allow developers or system administrators to guide the
selection process.

e Tools for applying diversification strategies and instantiating them at runtime
are needed if a sizable impact on current practices is desired. In previous sec-
tions we hinted at how such tools could use static analysis and program trans-
formation, but more work is needed to perfect them.
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Chapter 8

Introducing Diversity and Uncertainty to Create
Moving Attack Surfaces for Web Services

Yih Huang and Anup K. Ghosh

Abstract Web servers are primary targets for cyber attack because of the docu-
ments they may contain, transactions they support, or the opportunity to cause brand
damage or reputational embarrassment to the victim organization. Today most web
services are implemented by employing a fixed software stack that includes a web
server program, web application programs, an operating system, and a virtualiza-
tion layer. This software mix as a whole constitutes the attack surface of the web
service and a vulnerability in one of the components that make up the web service
is a potential threat to the entire service.

This chapter presents an approach that employs a rotational scheme for substitut-
ing different software stacks for any given request in order to create a dynamic and
uncertain attack surface area of the system. In particular, our approach automati-
cally creates a set of diverse virtual servers (VSs), each configured with a unique
software mix, producing diversified attack surfaces. Our approach includes a rota-
tional scheme with a set of diversified offline servers rotating in to replace a set of
diversified online servers on either a fixed rotation schedule or an event-driven ba-
sis. Assuming N different VSs, M < N of them will serve online at a time while
off-line VSs are reverted to predefined pristine state. By constantly changing the set
of M online VSs and introducing randomness in their selections, attackers will face
multiple, constantly changing, and unpredictable attack surfaces.
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8.1 Introduction

Web services have become attractive targets of cyber attacks because they aggregate
valuable information such as customer personally identifiable information, corpo-
rate documents, and sensitive financial transactions [1]. Attractive attacks include
stock exchanges, banks, retail online stores, online dating sites, and major corpora-
tions, all of which have significant value at risk if their web services get compro-
mised.

In current web services, a fairly substantial amount of software forms the attack
surface area for would-be cyber attackers, including the web server software, the
web application logic, the operating systems these programs run on, and even the
underlying hypervisor. In current architectures, it may takes only a single bug, such
as a server buffer overflow, to gain full control of the web service for an unauthorized
user.

Our approach addresses the single flaw vulnerability by incorporating unpre-
dictable diversity with secure architectures for web services. Specifically, we em-
ploy two significant methods to defeat attacks against web services: (1) we diver-
sify a set of software stacks that provide the objective web service and employ them
in an architecture that will yield different instances for requests at different times,
and (2) we rotate in pristine instances of diversified software stacks on a fixed time
interval or event-driven basis, while rotating out and restoring software stacks that
have been in production to their pristine states.

8.1.1 Attack Surface

Web services typically include a mix of operating systems, web server software,
web application programs, and virtualization technologies. Shown in Fig. 8.1, this
software mix is exposed to the public Internet and therefore constitutes the “at-
tack surface” of the web service. A security-conscious I'T administrator will follow
standard best security practices, which entails hardening configuration of the server
system itself (e.g., to prevent access to unnecessary programs, run a server program
with minimal privilege, and apply current patches on a consistent basis). This reac-
tive approach creates three major problems:

The single attack surface is always reachable.

The fixed attack surface can be probed and studied over long periods of time.
Once identified, vulnerabilities in the attack surface remain exploitable for rel-
atively long periods of time, measured in months typically.
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Fig. 8.1 The Software Stack of Fixed Attack Surface

8.1.2 Moving Attack Surfaces

In this chapter, we describe a proactive approach where multiple attack surfaces are
deployed in unpredictable fashion. Moreover these attack surfaces are constantly
changing. This approach will be called Moving Attack Surfaces (MAS). The basic
concept of MAS is shown in Fig. 8.2.

A standard, large-scale commercial web server architecture is assumed where
web servers are virtualized in a pool of server resources behind a load balancing
server with a single advertised IP address. In Fig. 8.2, i versions of the web appli-
cation implementations I, w web server software W, o different operation systems
O, and v different virtualization technologies V, are used to create N different vir-
tual servers (VSs). These VSs have different software stacks and therefore different
attack surfaces. In Fig. 8.2(a), two VSs are used online at time #;, resulting in two
different attack surfaces. Fig. 8.2(b) shows that at a later time f,, the VSs in Fig.
8.2(a) have been replaced by other VSs, causing the attack surfaces to change. In
general, M < N VSs will be deployed online at a time with N — M servers held in
reserve to replace expiring servers [2, 3]. In this way, every VS rotation presents a
new online server stack that attackers will have to probe to find vulnerabilities. With
a short enough time constant on automatic server rotations, the knowledge gained
will not be usable on the next diverse server instance that services a request. We use
randomness in the selection of VS instances to avoid predictability.

Uncertainty has traditionally been considered a liability in engineering, but in this
approach it can be strength. In particular, MAS creates two types of uncertainty to
increase the intrusion resilience of web services. The composition uncertainty refers
to the random selection of M online VSs/attack-surfaces at any given time. In Fig.
8.2, for instance, the attack surface composition at time #; = {VS;, VS;} and the
one at time 7, = {VS3, VS4}. With MAS the composition of online attack surfaces
constantly changes in unpredictable fashion. The reachability uncertainty refers to
the fact that the adversary cannot determine which VS stack will be servicing a
request at any given time. A load balancer, termed dispatcher in Fig. 3, makes that
decision with some random algorithm. Consequently, even if an attacker figures
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Fig. 8.2 Moving Attack Surfaces

out an attack path used against a particular VS, the attack will likely fail because
consecutive steps of the attack from reconnaissance to exploitation will be directed
to different VSs.

To further increase unpredictability, the MAS concept can be generalized to have
M’ < N x K VSs serving online at a time. That is, every VS software mix is repli-
cated K times to produce K VSs of the same types. A larger pool of VSs allows
the use of M’ > M online VSs, further increasing the level of composition unpre-
dictability. In this way, the present composition of attack surfaces may have ones of
the same types. However, the increased reachability uncertainty will make it even
more unlikely that attack packets will be directed to the same VS.
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8.1.3 MAS Web Service Architecture

As shown in Fig. 8.3, a MAS-based web service architecture runs a pool of diversi-
fied VSs on one or more physical hosts. The selection of the server from the VS pool
is made randomly (only online VSs are shown in the figure). Each VS in the system
runs through the cycles of three modes. In the online mode, the VS is part of the
present composition of attack surfaces, serving client requests. When the Trustwor-
thy Controller (TC) in Fig. 8.3 [3], decides to take the VS offline, the VS enters the
graceful shutdown mode, wherein it finishes servicing existing requests but will not
accept new requests. After completing all requests, the VS enters the offline mode
and will be reverted back to its clean state. The cycle repeats itself when the VS is
chosen by TC to serve online again.

Client Requests

Dispatcher

Dispatcher ﬂ
Observable

voo -~ | Trustworthy

~~____—] Controller

Actuator

Online VS Pool TC Station

Fig. 8.3 MAS Web Service Architecture

MAS uses a closed-loop feedback control to monitor and manage the virtual
server pool through the Trustworthy Controller (TC) in Fig. 8.3 [3]. Intrusion and
anomaly sensors in the network, server boxes, and in each VS report observable sta-
tus and events, such as server CPU/memory usage, system call behavior and attack
alarms. Based on preponderance of evidence in these data, the MAS TC will invoke
actuators to address perceived threats and service deterioration. Examples of actua-
tors include restarting services in a VS, killing suspicious processes, and reverting
virtual servers back to a clean state.

8.1.4 Non-Persistent VS State

When a VS is online, there is a chance, however small with MAS, that it could be
corrupted. The next time it is brought online, corruption may persist, allowing for
instance an adversary to reuse a previously established foothold on the VS. For this
reason, MAS imposes the non-persistence requirement: each MAS VS must start in
pristine state in memory and file systems next time when it goes online.
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Note that the common practice of rebooting does not satisfy the non-persistence
requirement because reboots carry over file system corruption. With a corrupted file
system, the memory state after a reboot cannot be guaranteed either. While some
virtualization technologies offer off-the-shelf solutions to meet the non-persistence
requirement, others do not. However, creative solutions could be developed for those
virtualization technologies that do not provide direct supports. In the following dis-
cussion, we will use the term revert or reversion to refer to any mechanisms that en-
force the non-persistence requirement. Actual implementations of the enforcement
with various virtualization technologies will be discussed later in Section 8.3.5.

We show the state transition of MAS VSs in Fig. 8.4. For clarity, the grace mode
is omitted for it is merely a transitional period from online to offline mode. As seen,
when an online VS is to retire, it is simply “powered off” without going through
the normal shutdown procedure. For a virtual machine, powering off is the same as
gracefully eliminating it from memory. We use a dashed circle for the offline mode
to emphasize that the powered-off VS imposes no processing and memory overhead.
When the VS is selected to go online later, it is reverted to its pristine state.

Revert to
pristine state

m
LemT T file systems
. Offline )

Power off

Fig. 8.4 State transition methods for MAS VSs

It must be emphasized that mode switches of a VS is not based on fixed intervals.
There are three types of “triggers” to bring an online VS to the offline mode (through
the transitional grace mode).

Event Driven A VS can be taken offline because of the accumulation of anomalous
events or other failed integrity checks received by the TC in Fig. 8.3 pertaining to
the VS. A large number of M online VSs will ease the performance penalty on the
entire system when individual VSs are brought offline. This mitigates the problem
of excessive false positives, characteristic of many intrusion detection systems.

Random Selection Even when there is no anomaly present, a VS can be randomly
selected anytime to retire to the offline mode while an offline VS is selected as a sub-
stitute. This increases the unpredictability of MAS without affecting the availability
of the service.

Maximum Lifespan Expired All VSs are subject to maximum online lifespan to
limit its exposure to attacks. The maximum online lifespan of a VS helps contain
the damages of undetected intrusion and zero-day attack to a limited time window,
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for the offline mode will restore the pristine state of the VS (the non-persistence
requirement). MAS lifetimes are measured in minutes.
Finally, the advantages of the MAS concept are summarized as follows.

e First and most importantly, MAS presents constantly changing and unpre-
dictable attack surfaces to potential cyber adversaries.

e MAS denies adversaries the certainty to reach a particular target surface, either
because the surface is not presently online or the load balancer (i.e., the dis-
patcher) directs probe/attack packets to other surfaces. This makes it extremely
difficult for adversaries to “lock on” an attack surface for probing and attacks.

e MAS limits the damages in VSs caused by zero-day exploits. When an attack is
successful, its corruption is limited by the maximum lifespan. Since each VS is
periodically reverted to a pristine state on corruption or on a clock, corruption
in a VS will not be persistent. Admittedly, this is a stopgap solution until the
VS software can be patched, but it will prevent exploits from being persistent.

In the rest of the chapter, we will discuss the best web programming practices to
take advantage of MAS. Opportunities of attack surface diversification will be inves-
tigated in length. As discovered in this investigation, there are thousands of different
attack surfaces that can be constructed with well-known web server software, oper-
ating systems and virtualization technologies. We will present our position on the
management complexity issue. We will also weigh the merits of large diversified at-
tack surfaces versus small and hardened ones and discuss the need for new metrics
to assess the efficacy of these approaches.

8.2 Web Programming Practices with MAS

Because every MAS VS returns to its pristine state periodically or on event detec-
tion, one might intuitively deduce that the limit excludes MAS from stateful web
services. A similar issue has been addressed in our previously published paper [2].
In the next paragraph, we reiterate our previous finding.

The web service industry is generally moving away from stateful servers, lest crashes of
individual servers affect user satisfaction. In particular, the Representational State Transfer
(REST) framework for web application development [4] ensures that all web servers are
stateless while still being able to provide stateful services. The REST framework enjoys
wide support, including major server operating systems, such as Windows, Solaris, and
Linux.

Consequently, REST is recommended as the best programming practices for
MAS. In general, any web application that does not leave service state on servers or
only keeps them for short, limited times can be ported to a MAS environment. With
MAS, individual VSs routinely go through online and offline modes (not necessarily
with fixed intervals). This causes problems for applications that require persistent
TCP connections, such as downloading large files and media streaming. For these
applications, a direct porting to a MAS environment will not work. Rather, large
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contents must be divided into blocks which are delivered individually. There al-
ready are file download protocols, such as BitTorrent, that follows this approach.
We believe that similar protocols can be developed for media streaming

8.3 Opportunities for Diversification

This work advocates introducing diversification and uncertainty to increase intru-
sion resilience of web services. In this section, we explore the potential sources
of diversification at every level of the software stack: application layer, web server
layer, operating system layer, and virtualization layer.

As we discovered in this investigation, there are overwhelmingly large numbers
of diversification sources at various layers. A complete enumeration is impossible.
We will therefore set criteria for the candidates of consideration. Using virtualiza-
tion layer as an example, we will consider only those technologies that are well
known to be used in production environments. In other cases, the selection can be
subjective and kept small to avoid exponential explosion of combinations. Exact
criteria for each layer will be explained in respective discussions. The resultant es-
timation, though in thousands, should be considered (very) conservative.

8.3.1 Application Layer

The MAS architecture requires web applications to be REST conformant, or Rest-
ful. There are many Restful programming platforms based on Java, Perl, PHP,
Python, and Ruby programming languages. As part of the .NET framework, Mi-
crosoft also provides a Restful platform called WCF Data Services [5]. (Though it
is not clear from the name, web services are part of the framework.) According to
Wikipedia.org, there are more than 20 Restful programming frameworks. However,
Ruby on Rails, or simply Rails, is by far the most popular framework in the REST
community. Therefore only Rails will be considered in this investigation. We ac-
knowledge that the choice is somewhat subjective. Of course, by considering only
one programming language, the result is very conservative.

While N-version programming has been well known for a long time, it is rarely
employed in web applications, though it is not unusual for web application devel-
opers to switch to different implementations. More practical approaches to the di-
versification at the application level include using different versions of libraries,
interpreters, among others. However, the various versions of the above factors are
typically, but not always, tied to specific operating systems. For instance, Red Hat
Enterprise Linux 5 supports Ruby interpreter version 1.8.5, while Ubuntu 8.04 sup-
ports 1.8.6. To be conservative in our assessment, we consider the version issues to
be part of the operating system diversification, discussed later.
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In the case of Rails, there are two implementations (not just versions) of the Ruby
interpreter: the official implementation by its creator Yukihiro “Matz” Matsumoto
and a Java-based implementation called JRuby. The two different implementations
of Ruby constitute a legitimate diversification factor for the Ruby on Rail platform.
(There are other implementations that are not advanced as the two. They are ig-
nored.)

Note that multiple implementations for a language are not uncommon. For in-
stance, Java code can be executed a number of different Java Virtual Machines
(JVMs), such as Google’s Dalvik VM [6]. Because Dalvik uses a different byte
code from the standard Java byte code, the use of Dalvik also introduces instruc-
tion set randomization [7] at the application layer. The above observation applies to
many other Restful platforms.

It must be emphasized that using different interpreters does not remove applica-
tion vulnerabilities, though it does alter the attack surface of the interpreter. Con-
versely, diversifying an application will not necessarily fix logic design flaws or
protect other server components from exploitation. For instance, if the application
does not sanitize user inputs and allows for SQL injection, creating SQL queries in
a different language or using a different interpreter will not resolve that problem.

8.3.2 Web Server Layer

We show in Table 8.1 five prominent HTTP servers and their platform compatibili-
ties. The list is selected subjectively and by no means complete. In the table, “Open
Source” indicates compatibility with many major operating systems, such as Win-
dows, Linux, BSD, and Solaris. Except for Microsoft IIS, all others are compatible
or can be ported to large numbers of operating systems.

Table 8.1 Web server software and operating system compatibilities

Web Server Software OS Compeabilities

Apache Open Source
s Windows platform
ngix Open Source
lighthttpd Open Source
Tomcat Open Source

In fact, more sources of diversification can be derived from different configura-
tions of a given web server software to run web applications. Such web serving con-
figurations varies with different web programming platforms and languages. Again,
we will use the Ruby on Rails platform as an example. It must be emphasized that
different serving configurations do not require changes in application code. Known
configurations to run Rails applications are listed below. Details will ensue.
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Apache + mod_fastcgi
Apache + mod_rails
Apache + Mongrel cluster
Apache + Thin cluster

IIS + Fast-CGI

Nginx + mod_rails

Nginx + Mongrel cluster
Nginx + Thin cluster
Lighthttpd + mod _fastcgi
Lighthttpd + Mongrel cluster
Lighthppd + Thin cluster
Tomcat + JRuby

We will first explain the various configurations to run Rails applications with
Apache and the differences they make to increase attack surface diversity.

The first configuration, Apache + mod _fastcgi, is the traditional approach. The
ruby codes of an application are treated as CGI codes, and the mod_fastcgi
plug-in is used to call upon particular ruby codes when required. In this case,
Apache will have to process input URLs and its vulnerabilities are likely to be
exploited. Also, mod_fastcgi is a general-purpose CGI interface that supports
many other CGI languages, such PHP, Python, Perl, etc. Its vulnerabilities can
also be exploited.

The second configuration, Apache + mod_rails, uses a customized CGI inter-
face that supports only Rails. This configuration shares the same Apache vul-
nerabilities with the above one. However, the CGI interface, mod_rails (a.k.a.
passenger), is specialized for a single platform and most likely has a smaller set
of vulnerabilities than the general-purpose mod_fastcgi. The two configurations
have different sets of vulnerabilities and can be used as components of different
attack surfaces.

The third configurations, Apache + Mongrel cluster, uses Apache only as a mul-
tiplexer to forward URL requests to a cluster of Mongrel servers. Mongrel is
a single-threaded server that runs only Rails applications. Its single-threaded
approach and dedicated web programming platform significantly simplify the
design and implementation. As a consequence, however, multiple Mongrel pro-
cesses are required to handle simultaneous requests; hence the name “Mongrel
cluster.” With this configuration, Apache does not involve in any aspect of re-
quest processing, except for forwarding them to Mongrel processes. The like-
lihood of triggering Apache bugs is therefore minimized. Also, the simplicity
of Mongrel keeps its vulnerability set small. The point is that this configuration
has a very different vulnerability set, compared to the above two, plug-in based
configurations.

The forth, Apache + Thin cluster, configuration is similar to the Mongrel cluster
but uses another small-size, Rail-only web server, called Thin. Its attack surface
shares general characteristics but different specifics with the Mongrel cluster.
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To conclude, all the above four configurations to run Rails applications produce
different attack surfaces, even though they are all based on Apache.

Web serving configurations 5 to 11 share similar concepts described above. They
will not be discussed further. However, configuration 12 (Tomcat + JRuby) is a very
different approach. It uses the aforementioned alternative Ruby interpreter, JRuby,
implemented in Java. The Tomcat web server is an open source software implemen-
tation of the Java Servlet and JavaServer Pages technologies [8]. The result is a web
serving configuration based on a Java foundation and hence can be used to create
unique attack surfaces, compared to other configurations. We point out that Tom-
cat is developed by the Apache Software Foundation and for this reason also called
Apache Tomcat. However, Apache and Apache Tomcat are different web server so-
lutions.

With only exception of “IIS + Fast-CGI”, the other 11 configurations are based
on open sourced software. They are supported or can be ported to primary operating
systems. Known exceptions will be pointed out in Table 3. Because different web
serving configurations produce different attack surfaces even if they use the same
web server software, we will consider twelve sources of diversification at the web
server layer, rather than just five web server programs.

8.3.3 Operating System Layer

Primary web server platforms include Windows, Solaris, variants of BSDs and dif-
ferent distributions of Linux. In this section, we will give a conservative estimate of
the level of diversity that can be created at the OS level. Due to the huge number
of operating systems available (a partial list at [9] gives more than 250 Linux distri-
butions), we will use the following rules in the investigation. First, an OS must be
actively maintained at the time of this writing. In particularly, there must be a com-
pany or a community in charge of timely fixing bugs and security vulnerabilities for
that OS. Second, various editions or minor version numbers are not distinguished
under the assumption that those variants do not increase diversity significantly. Fol-
lowing this assumption, the home and professional editions of, say, Windows 7, are
listed simply as one OS, Windows 7. By the same token, Ubuntu 8.04 and 8.10 are
listed as Ubuntu 8.

On the other hand, we do distinguish 32 and 64 versions. This is because the suc-
cess of a class of advanced and dangerous attacks, such as return-oriented program-
ming attacks [10], depends on precise address lengths. Furthermore, the differences
between 32-bit and 64-bit instruction formats can be seen as a form of instruction
set randomization [7, 11]. The results of this investigation are shown in Table 2.
Because all the OSs in the table has both 32 and 64 bits supports, they are not listed
separately.

Starting from the Windows platform, we listed both client and server OSs, be-
cause all of them support IIS and are also compatible with open source web server
software. On the Solaris platform, two versions officially supported by Oracle are
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Table 8.2 Primary web server operating systems (the x2 in the numbers stems from 32 and 64
bits supports)

Platform Variants #
Windows Windows XP, Vista, 7; Windows Server 2003, 2008 5x2=10
Solaris Oracle Solaris 10, 11 2x2=4
BSD Family FreeBSD (7, 8), NetBSD (4,5), OpenBSD 4 5x2=10
RedHat Red Hat Enterprise Linux 4, 5, 6 3x2=6
Ubuntu Ubuntu Server Editions 6, 8, 9, 10 4x2=28
SUSE SUSE Linux Enterprise, OpenSUSE 2x2=4

shown. OpenSolaris is omitted for its future is not clear after Oracle obtained Sun
Microsystems. For the Red Hat Enterprise Linux family, all versions before 4 are
not listed for Red Hat has ceased their maintenance. Fedora distributions, though
popular among some Linux enthusiasts, generally have short life cycles and are
not considered stable by the authors. They are omitted in this investigation. Four
Ubuntu versions are listed in the table. It may seem strange that Ubuntu 7 is not
in the list, even when it has a higher version number than 6. This is because even-
numbered Ubuntu server versions enjoys long term (5 years) of maintenance while
odd-numbered ones have only about 1 and half years of supports. It must be em-
phasized that operating systems in Table 8.2 are selected at time of this writing.
Candidate OSs that satisfy our selection requirements will certainly change over
time. In conclusion, we have identified forty two different operating systems that
contribute significantly to diversity, are stable and actively maintained. As a conser-
vative estimation, many other lesser known/used operating systems are ignored.

8.3.4 Combination is the Power

Shown in Table 8.3 are the working combinations of web server configurations in
Section 8.3.2 and the operating systems in Table 8.2. We now have 452 different
ways of running Rails web applications on major operating systems with different
web server configurations. And the effects of using different virtualization solutions
have yet to be accounted for.

8.3.5 Virtualization Layer

Attacks at the virtualization layer have been known in practice [12, 13]. This fre-
quently requires running code on the operating system and an unknown or un-
patched vulnerability in the virtualization layer. The frequency of these vulnera-
bilities is far less than vulnerabilities in other layers. While the likelihood is much
lower, the impact or consequence is much higher: the contamination can potentially
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Table 8.3 Compatible combinations of web serving configurations and operating systems.

Platform Web Serving Configurations (12 in all) #

Windows All but 2 and 6 (mod_rails does not work on Windows) 10 x 10 =100
Solaris All but 5 (IIS) 4x11=44
BSD All but 5 (IIS) 10x 11 =110
RedHat All but 5 (IIS) 6x 11 =66
Ubuntu All but 5 (IIS) 8x 11 =288
SUSE All but 5 (IIS) 4x11=44

spread to all VSs on the host. This calls for diversification in a software stack of the
virtualization layer itself.

As mentioned earlier, only those virtualization technologies that are used in pro-
duction environments will be considered. This excludes, Qemu [14], for instance.
(We understand that some parts of Qemu code are used in other virtualization tech-
nologies discussed below.) Moreover, the non-persistence requirement of MAS fur-
ther restricts the options. In this investigation we search for virtualization technolo-
gies that meet the above two criteria. Before presenting the results, however, we
must distinguish two types of virtualization technologies.

In general, there are two types of virtualization: hypervisor-based and OS level.
The former, such as various VMware products and Xen [15, 16], is generally con-
sidered more secure because of its small code sizes and high-level isolation of VSs.
The latter, such as Linux OpenVZ [17] and Solaris Zones [18], imposes lower over-
head for their close integration with the host kernel. However, the integration with
the host kernel raises the possibilities the attacker of a compromised VS may break
out the VS through kernel vulnerabilities. The problem, however, can be mitigated
by SELinux modules, such as sVirt [19], that are specifically designed for isolating
virtual machines and/or containers through mandatory access control (MAC) poli-
cies. Lastly, the guests OSs of lightweight virtualization are more limited, compared
to hypervisor-based ones. For instance, OpenVZ supports only Linux based VSs as
guests. Solaris Zones can run Solaris or Linux guests but not other platforms.

Here we give the virtualization technologies that meet the aforementioned re-
quirements.

e Virtualization solutions that support snapshot and revert functionalities, such
as VMware Workstation, VMware ESX, and Oracle Virtualbox [15, 20]. With
such supports, a newly created VS is booted up, a snapshot is taken before it
serves online. The snapshot contains both memory and file system state. When
the VS is brought offline, it is reverted to the pristine state snapshot. In this way
the non-persistence requirement is enforced.

e OpenVZ [17]. OpenVZ is a lightweight (OS-level) virtualization technology. It
does not have snapshot and revert mechanisms. However a work-around solu-
tion has been devised. The solution leverages the Logical Volume Management
(LVM) on Linux [21] and works as follows.



144 Yih Huang and Anup K. Ghosh

First, an OpenVZ VS, a.k.a. container, image is created in a LVM logic volume,
which will be called the template volume of the VS. The template is never mounted
for direct use. Rather, a write-able snapshot volume is created and associated with
it. It is the snapshot volume that is mounted. At this initial point, the data in mount
point of the snapshot volume is identical to those in the underlying template volume.
When the VS/container is booted up and serves online, changes to its file system is
recorded in the snapshot volume. When it is brought offline, the snapshot volume
is discarded, preserving the pristine state of the template volume. When the VS is
needed online the next time, a new snapshot volume is created and associated with
the template. The VS is then booted up again.

The above process satisfies the non-persistence requirement because all writes
to the file system of a VS when it is served online are recorded in the write-able
snapshot volume. The underlying template volume will not be contaminated for it is
not even mounted. The use of a new snapshot volume each time guarantees that the
bootstrapping of the VS starts with a clean file system and results in clean memory
state. The success of this solution depends on the speed and low-overhead of LVM
operations as well as the fast bootstrapping of lightweight containers. Booting up an
OpenVZ container/VS takes only 1 to 1.5 seconds. Our experimental results show
that the entire process takes 5 to 10 seconds, depending on the sizes of the VS file
system.

Compatibility Issues We assume that all hypervisor-based virtualization technolo-
gies discussed above are compatible with the operating systems listed in Table
8.2. While this assumption may differ from official manuals, we believe it is well-
founded for the following reasons. With the hardware virtualization supports from
Intel [22] and AMD [23], essentially all 1386 and x86_64 based OSs can be virtu-
alized. When an OS is not officially listed as supported, it is usually due to lack of
smooth integration, for instance, the lack of integration of guest and host desktops.
This is not a problem because MAS uses virtual machines as servers. Another com-
mon issue is seamless sharing of files (called shared folders by VMware). This is
actually undesired for the isolation of MAS VSs and needed to be disabled. A more
relevant issue is the lack of hypervisor support for hardware emulation in the guest
OS. Of particular importance for servers is the efficiency of the network interfaces.
A VS with unsupported OS may not be as efficient as those with official supports
in networking operations. We consider them still usable as long as the less efficient
VSs constitute only a small portion of the online VSs or used in off-peak hours.

8.3.6 The Results

We now have three hypervisor-based virtualization technologies that meet our re-
quirements: VMware Workstation, ESX, and Virtualbox. Combined with the 452
web serving configurations discussed above, we have 1356 different software stacks,
or attack surfaces. In addition, OpenVZ supports 198 configurations in Table 3 that
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are based on Linux (RedHat, Ubuntu and SUSE). In total, we have 1356 + 198 =
1554 unique attack surfaces.

To summarize, there exists the potential of very high levels of diversification, in
the thousands or even more. The question of how far one should go in diversifying
components is a matter of practicality and effectiveness. In practical terms, this is
a function of attack surface area, likelihood and consequence. The most important
issue, we believe, is the management of such a complicated and diversified system,
addressed in the next section.

8.4 Management Complexity

It must be acknowledged that introducing a large array of diversified software in-
creases management complexity. There are really two different issues: 1) the setup
cost of such a complicated system, and 2) the challenges of continuously managing
it. The creation of N different VSs requires more resources and effort than a single
system. This problem can be alleviated by incremental rollout. Rather than setting
up all N VS types before the system becomes operational, one can start with lower
levels of diversity and introduce new VS types when they are ready. This will reduce
time to market, but not overall effort cost. However, since most of the stack compo-
nents are off-the-shelf, the effort involves integration of different off-the-shelf stacks
(e.g., a LAMP stack or a Microsoft stack) with different flavors of each and port-
ing any application code to the new stack. This effort is less than a full N-version
programming (NVP) scheme with different teams building full-custom solutions.

For daily management tasks, the first key to reducing complexity is to use a mas-
ter template VS for the management of each type of VS stack. When a patch/update
is available for some component in a VS type, all VS master templates with that
component are updated. Then the K new VSs are cloned from each newly updated
master VS. The master VS is not deployed online to keep it from being attacked. The
increased work factor of the MAS then is: (a) identifying all VS types that employ
an updated component, (b) applying the update to these identified master templates,
and (c) deploying the newly cloned master templates on the next rotation for each
VS type.

The second key is automation. The above process can be automated in many
places. For instance, current asset lifecycle management tools already identify soft-
ware in an enterprise that needs to be updated—step (a) above. Likewise these same
tools will automatically update this software with the current patch. In our sys-
tem, the update is applied to the master template image for each VS stack instance
rather than to the image serving online. The updated master template then needs to
be cloned and deployed in the rotation—step (c) above. This last step is standard
server management staging and deployment, for which some tools already exist in
the market.

In other words, with standard server management tools, the management com-
plexity isn’t far beyond current effort. From a practical standpoint, however, most
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IT shops tend to be either Microsoft or Unix. Supporting diverse servers will require
staff with backgrounds in multi-platform environments. In conclusion, the primary
cost of complexity is in developing multiple instances of a web service on diverse
platforms. The cost can be amortized over time, however, without increasing time
to market.

8.5 The Need for New Metrics

Previous research on attack surfaces generally assumes that a small attack surface
leads to increased security [24, 25, 26, 27]. The common purpose of these efforts
is to define metrics in order to measure the attack surface “area” of a given system.
The results are used to help administrators to identify unused components or unsafe
configurations in the system to reduce its attack surface. Such an approach can be
used to harden individual MAS VSs.

The proposed MAS concept, however, seems to increase total attack surface area
because of its use of multiple attack surfaces. In this way, it could be argued that the
MAS approach diminishes the security of the whole system. However, we believe
that the existing metrics for attack surface areas are inadequate to evaluate MAS
for two reasons. First, the changing nature of MAS breaks the basic assumption of
existing metrics: the attack surface remains unchanged. The second reason is about
the reachability uncertainty: an attacker has no control on which VSs attack packets
will be directed to. This breaks another previous assumption, that is, the target attack
surface is always reachable by attackers.

It is obvious that any metric to evaluate MAS must take into account its changing
and unpredictable nature. While research in this direction is still in a nascent stage,
we have made two basic observations.

e Because packets from a client/attacker can be directed to any one of different
VSs, the present set of online attack surfaces can be considered a single “mash-
up” surface. However, the sum of these surfaces is probably not accurate since
probing and attack packets will be randomly distributed among M present on-
line surfaces. Likewise the uncertainty element means evaluating the security
or likelihood of attack success on a single attack surface is not accurate either.
Evaluating the intrusion resilience of the whole system in the context of a mov-
ing target is more appropriate but challenging.

e The unpredictable and changing nature of MAS necessities some probability/s-
tochastic model(s) to be involved. The result is unlikely to be in the form of
a single number or tuple, as in the case of previous metrics of attack surfaces.
Probability can be used to determine the likelihood of a single VS instance to
be targeted for a given request/attack, which is perhaps a lower bound on like-
lihood of success.

Although we have not completed the above tasks at the time of this writing, pre-
liminary evaluations and results are presented for the potential of MAS in increasing
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intrusion resilience. Assuming that for an attack to succeed, it requires K vulnera-
bilities in the diversified layers existing simultaneously in any one of the N different
VSs. We show in Table 8.4 the probabilities for such an attack to succeed, that is,
all K exploits arrive at the target VS out of the N VSs. Precisely, we show the value
of 1/C(N,K). We are realist in the values of N, starting with a small N =20 to a
modest N = 100.

Table 8.4 Attack successful probabilities with various K and N values (All N VSs are different
attack surfaces)

K 20 VSs 40 VSs 100 VSs

1 5.0000000% 2.5000000% 1.0000000%
2 0.5263158% 0.1282051% 0.0202020%
3 0.0877193% 0.0101215% 0.0006184%
4 0.0206398% 0.0010942% 0.0000255%

It must be emphasized that the above figures are rudimentary. On one hand, it
ignores the cases where one attack method may compromise more than one type
of VSs. For instance, an attack exploiting bugs in a particular version of Apache
will succeed, at least in the first step, in all VSs using the same version of Apache
regardless the underlying OS and virtualization method. Moreover, an attacker typ-
ically tries more than one attack kits/paths. On the other hand, enforcing diversity
in presented VS images mitigates this concern. Similarly, the presented figures ig-
nore the beneficial impact of anomaly detection, intrusion detection systems, and
our feedback-control system.

8.6 Related Work

Computer virtualization was first introduced by IBM in 1972 [28]. It has recently
experienced a powerful revival. Representative present virtualization technologies
include various VMware products [15], Xen [16], Oracle Virtualbox [20], and Mi-
crosoft Hyper-V [29].

A significant body of work in program instrumentation exists to protect servers,
including web servers, against attacks, to recover after attacks, and also to make
servers fault tolerant [30, 31, 32, 33]. While these techniques can tolerate the effect
of a fault, they can no longer guarantee the session semantics, and the program may
no longer operate correctly. For example, with Failure-Oblivious Computing [30],
an invalid memory reference that could have crashed the program instead produces a
“manufactured” result that at least allows the program to continue execution. How-
ever, there is no guarantee that the program will still be in a correct or consistent
state.
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An issue common to the above techniques is that they require access to source
code and are ideally used by the developer of the code, rather than by the acquirer
of the server software. While there is prominent open-source web software, such
as Apache, many others are not. In contrast, the MAS architecture does not require
access to source code. In addition, we are able to provide continuous service with
guarantees of integrity.

Various types of randomization/diversification techniques have also been investi-
gated to thwart attacks. Representative examples include instruction set randomiza-
tion [11], address space layout permutation [34], redundant data diversity [35], de-
sign and configuration diversity [36], and randomness in operating system interface
[37]. Rather than focusing on a particular aspect of the system for randomization,
MAS seeks to find compatible combinations of off-the-shelf, mature technologies
to create diversity and randomness.

The most similar intrusion tolerance solution to MAS is SCIT [38]; they both use
virtualization, replicated VS images, reversions, and rotations. There are, however,
critical distinctions. First, SCIT uses a simple rotation algorithm to revert VSs at
a fixed time interval. In contrast, MAS installs anomaly detection engines in every
VS to enable event-driven reversion within a fixed reversion cycle. This allows clean
VS to stay online for longer fixed cycle times, resulting in lower overhead—most of
the performance degradation is taken during reversions. In addition, fixed reversion
cycles define windows of exposure. The longer the cycle time the longer the expo-
sure and the lower the overhead of the system. For shorter windows of exposure, the
SCIT system will experience higher overhead and potential user disruption from fre-
quent recycling. MAS does not force reversions when they are not needed, but will
provide an upper bound on persistence through a fixed reversion time that can be set
according to the throughput needs of the environment. Second, SCIT uses an open
source version of Terracotta [39] to share information among servers. Terracotta is a
client-server memory clustering service based on the concept of Network Attached
Memory (NAM). It must run on a server inside the intranet and will retain states, in-
cluding corrupted/poisoned ones. SCIT therefore cannot be described as completely
stateless and can continue to propagate poisoned states. MAS, in contrast, is state-
less because its requirement on web applications to be RESTful. Non-persistent
state of the web service is ensured on each reversion. Moreover, MAS introduces
diversification/randomness to VS images.

Related research on intrusion detection systems (IDSs) are outside the scope of
this chapter, but we emphasize that IDS solutions will either miss attacks (false neg-
atives) or produce too many false alarms (incorrect detections) that tend to “numb”
system administrators to real events. By removing humans from the loop and en-
forcing non-persistence, we address false positives and false negatives with our ap-
proach.
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8.7 Conclusion

This chapter advocates the idea of introducing diversity and uncertainty to web serv-
ing environments so that web services will be significantly more resilient to attacks.
The proposed Moving Attack Surface (MAS) concept uses virtual server stacks that
are configured with different software mixes, producing diversified attack surfaces.
By randomly changing the composition of online VSs and introducing uncertainty in
their reachability, attackers will have to face multiple, changing, and unpredictable
attack surfaces. While one cannot completely rule out their possibilities, successful
attacks will be significant more difficult and damages will be limited.

We have also shown that there is no lack of diversification sources. In fact, even
our conservative estimation results in thousands of different VSs, each with its own
unique attack surfaces. Our next step is to evaluate the most effective way to increase
and automate diversification. Management complexity is also a critical factor. We
will explore automatic diversification and management techniques to aid in creating
multiple diverse images of functionally equivalent web virtual servers.
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Chapter 9

Toward Network Configuration Randomization
for Moving Target Defense

Ehab Al-Shaer

Abstract This chapter presents a moving target defense architecture called Muta-
ble Networks or MUTE. MUTE enables networks to change their configurations
such as IP address and routes randomly and dynamically while preserving the re-
quirements and integrity of network operation. The main goal of MUTE is to hinder
the adversary’s capabilities in scanning or discovering network targets, launching
DoS attacks and creating botnets structure. This chapter presents the challenges and
applications of moving target defense and it also presents a formal approach for
creating valid mutation of network configurations.

9.1 Introduction

The network attack cycle spans number of steps including reconnaissance, finger
printing, network mapping, exploitation, coordination, reporting, and propagation
(see Figure 9.1). In each step, the adversary relies on the static nature of cyber
infrastructures to achieve the attack target effectively. The static nature of net-
work configuration enables adversaries to discover and compromise network re-
sources remotely. For instance, network configuration such as IP addresses, port
numbers, platform type, service and patch version, protocols, service vulnerability
and even firewall rules can be discovered using network scanning and fingerprint-
ing tools [3, 4, 5]. In addition, the accept-by-default Internet access control makes
network reconnaissance and zero-day worms inevitable. This calls for novel ideas
to change the game of cyber security for the advantage of defenders in the face of
ever advancing cyber attacks. MUTE attempts to archive this goal by using moving
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target defense techniques that force attackers to continuously chasing their target,
deterring, and eliminating attacks without interrupting regular network traffic. This
will eliminate the attacker’s time and space advantage and create agility against ad-
vanced persistent threats.

As the network configuration is relatively static in the current game, the adver-
saries mainly rely on network reconnaissance (i.e., scanning and fingerprinting) as
precursory step for lunching or propagating attacks in a network. Likewise, attack
coordination assumes known and static host configuration. For instance, botnet com-
munication and coordination depend on well-defined structure presuming static con-
figuration such as IP address as well.

This chapter presents a new moving target defense architecture called Mutable
Networks (or MUTE). The MUTE architecture allows for creating periodically al-
ternative random configurations (called mutation), while maintaining the integrity
and continuity of network operations and services. The frequently random mutation
of hosts’ location and identity in the network will constantly invalidate and deceive
the adversary discoveries. The basic idea was initially proposed by the author in
the "Moving Target” session during the National Cyber Leap Year Summit, in Au-
gust 2009 organized by DoD and NITRD. In this chapter, we will present a formal
approach to create random configuration mutations that satisfy the network require-
ments, and illustrate applications and challenges related to moving target defense.
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9.2 MUTE Approach

Our goal is to support the dynamic and random changing of network configurations
such as IP addresses, and port numbers, and response behavior to counter scanning
worms, and reconnaissance and finger printing attacks, by continuously outdating
the collected system information within a short time window, and deceiving attack-
ers to fake targets for further analysis. The change has to be fast to outperform
automated scanner and worm propagation, smooth to minimize service disruption
and delays, unpredictable to ensure that discovering hopping IP addresses is com-
putationally infeasible, and operationally safe to preserve system requirements and
service dependencies.

9.2.1 MUTE Architecture

The MUTE architecture implements the moving target through the following tech-
niques:

1. Random Address Hopping: Network hosts will be frequently re-assigned ran-
dom virtual IP address that will be used for routing independently form the ac-
tual IP address. The selection of the random IP addresses is synchronized across
the network using crypto-based function and secret random keys to guarantee
unpredictability and global configuration synchrony. The random IP addresses
are selected from both the private address range and the unused address space
which are sufficiently large. IPv6 offers much more available space for potential
randomization. In this proposed approach, networked systems (i.e., end-hosts)
will be assigned different addresses frequently based on random functions. One
approach to achieve synchrony is to use round robin randomization.

2. Random Finger Printing: Host responses will be intercepted and modified
transparently to maximize the entropy in the system behavior and give a false
OS and application identity. Without identifying the exact specifics of OS type
and/or application servers, remotely exploitation will be infeasible. There are
two mechanisms to randomize external system responses. One is to intercept
and modify session control messages such as TCP 3-way handshake in order
to cause false platform or service identification and deceive adversaries. An-
other technique is to use firewalls to deceive scanners by generating positive
responses for all denies packets.

The combination of these two techniques will enable effective moving target defense
approach against many attacks. During the MUTE target motion, active sessions will
also stay uninterrupted and users will continue reach network services via DNS as
usual. In the next section, we present a formal approach to create valid mutations of
network configurations that maintain network invariants.
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9.2.2 Configuration Mutation

In our previous work [1, 2], we show an end-to-end encoding of access control con-
figuration based on Binary Decision Diagrams (BDDs) to model the global network
behavior. This results into a single Boolean expression (BDD) that represents all
configuration interactions (i.e., flows and transformation) in the network. We will
summarize our modeling discussion in the following sections.

9.2.2.1 Modeling of Network Behavior Using BDDs

An ACL policy is a sequence of filtering rules that determine the appropriate action
to take for any incoming packets: P = R{,R,,R3,...,R,. Thus, each rule can be
written in the form:

Ri = C,‘ ~ dj

where C; is the constraint on the filtering field that must be satisfied in order to
trigger the action g;. The condition C; can be represented as a Boolean expression
of the filtering fields, fvy, fva,..., fvy as follows:

Ci=fviNfvaN--- A fyg

where each fv; expresses a set of matching field values for field f; in rule R;. Thus,
we can formally describe a firewall policy as:

P, = v (=C1 A=Cy...~Ci_1 AG))

i€index(a)

i—1
= V. A-GnrG

icindex(a) j=1

Similarly, we can define the routing policies as follows: let a routing rule be
encoded as:
Ri = Dl‘ ~ N

Where 7 is integer representing the forwarding port /D where D; is the destination
and n; is a unique integer (id) designating the next hope in the network. Thus, the
policy of the routing entries that forward to next hope n; can be defined as follows:

T, = \/ /\ (=Dj A Dj)such that index(n) = {i|R; = D; ~> n;}.
i€index(n) j=1..(i—1)

We can then represent the entire routing table for a node j as follows:

"= \/ T.

Vn=next—hop
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The entire network is modeled as a state machine where each state determined by
the packet header information and packet location on the network as follows:

States = Locations x Packets

Thus, the characterization function to encode the state of the network can be
represented as follows (after abstracting payload):

0 : IP; X Porty x IPy x Porty X Loc — {true, false}

IP; the 32-bit source IP address.

Port;  the 16-bit source port number.

IP; the 32-bit destination IP address.

Port;  the 16-bit destination port number.

Loc  the 32-bit IP address of the device currently processing the packet.

Since network devices are modeled based on the policy semantic and packet
transformation, transition relation is characterization function:

T : Curr pkt x New pkt x Curr loc X New loc — {true, false}

Therefore, the behavior characterization function of the network device d can
be model as follows:

¢4 : Locy X Policyy x Ty — {true, false}

This simply means that the characterization function gives frue if there is a traffic
matching condition in Policy, of the device at Loc; that enables the packet transi-
tion/transformation Ty to take place. Therefore, the Global Transitions relation of
the entire network will be simply union of all network devices:

T= \/ Ddevice;

i€devices

9.2.2.2 Network Configuration Mutation

This BDD representation of network behavior allows for configuring mutation. A
network configuration mutation is the process of creating an alternative valid con-
figuration that satisfies the network invariants or mission requirements. For example,
the reachability from X to Y can be via RI, R2, R3, FWI or via R9, R11, R3, FWI,
which both represent two different mutations as both paths satisfy the reachability
from X to Y, yet they are not identical.

Definition 9.1. ¢; and ¢, are two different mutations of a network configuration
with requirements R iff the following is true:

L (o1 ¢)
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22R—-¢1 NR—> ¢

Note that (1) shows that ¢; and ¢, represent different network configurations and
(2) shows that they both achieve the same requirements. For example, changing an
IP address of a server will result into a new valid configuration mutation iff this IP
address change does not cause any violation of the configuration requirements.

MUTE creates a random or constrained configuration mutations periodically and
then enforce them in the network dynamically. Constrained mutation is constructed
based on other factors such as IDS feedback, budget or QoS constraints. Each mu-
tation will be sufficiently different from all previous ones during a reasonable time
window to invalidate the active attacker discoveries such as network scanning.

9.2.3 What MUTE Can Protect

e Protecting P2P communication of critical infrastructure against scanning
and DoS. This is used for proprietary special-purpose client and server appli-
cations. Example of this includes mission-critical networks and applications.
Moving target defense can be integrated in these applications to require mini-
mal control overhead in the network.

e Protecting from external network reconnaissance and mapping attacks.
Reconnaissance tools usually scan networks using only IP addresses and ports
(host names may not be known or name scanning is not efficient).

e Terminate or disrupt attack coordination and botnet communication. Mas-
ter and slave bots communicate using fixed IP addresses. They usually avoid
connecting using host name and DNS resolution to minimize detection or track-
ing. However, if the infrastructure addresses is changing frequently, this will
cause disconnection between botnet nodes.

e Protecting network infrastructure from DoS attacks. DoS attackers assume
that end-hosts use fixed IP address or routes. However, this will not be the case
under MUTE moving target architecture.

9.3 MUTE Research Challenges

MUTE architecture must address the following challenges in order to be practical
and effective.

e Fast and Unpredictable. MUTE must be fast to outperform automated scanner
and worm propagation. Also the motion speed can be dynamically adjusted and
situationally-aware based on external inputs such as IDS alerts. Moreover, while
the motion is highly unpredictable, its overhead or impact can be measured and
minimized.



9 Network Configuration Randomization 159

e Operationally Safe. MUTE must preserve the system invariants during dis-
tributed motion. In other words, network requirements must globally enforced
all the time even during transition periods. Also, moving target must be trans-
parent such that active sessions and running services will not face any pertur-
bation due to changing configuration.

e Deployable. This means MUTE should require no changes in the network in-
frastructure, protocols or end-host. It can be deployed independently from end-
host platforms and protocols.

e Scalable. The MUTE motion should scale linearly with the number of nodes,
flows, moving targets and attacks. In other words, the architecture must be agile
to accommodate these factors dynamically.
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Chapter 10

Configuration Management Security in Data
Center Environments

Krishna Kant

Abstract Modern data centers need to manage complex, multi-level hardware and
software infrastructures in order to provide a wide array of services flexibly and
reliably. The emerging trends of virtualization and outsourcing further increase the
scale and complexity of this management. In this chapter, we focus on the con-
figuration management issues and expose a variety of attack and misconfiguration
scenarios, and discuss some approaches to making configuration management more
robust. We also discuss a number of challenges in identifying the vulnerabilities in
configurations, handling configuration management in the emerging cloud comput-
ing environments, and in hardening the configurations against hacker attacks.

10.1 Introduction

As the size and complexity of data centers grows, so does the sophistication and
complexity of managing its myriad resources including computational elements,
storage systems, networking fabrics, software and services. The hardware and soft-
ware infrastructure must be managed at multiple levels spanning from individual
devices (and associated device drivers) all the way up to the entire data center in-
frastructure and operations. The management is needed from multiple perspectives
(e.g., performance, availability, security, energy efficiency, etc.) and over the entire
life cycle of the hardware and software. This is the scope of what is loosely referred
to as “configuration management” (CM) and it involves a large variety of data ob-
tained and stored in various ways. It is clear that such data must be protected from
unauthorized access and corruption.

The Operating System, middleware, and applications often maintain configura-
tion information in a rather primitive form, i.e., in “configuration files”, which can
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be easily misconfigured or corrupted. However, the management planes of enter-
prise systems use a much more organized hierarchy of databases for keeping and
manipulating CM data. In the past, CM dealt mostly with configuration of physical
equipment and was done in out-of-band (OOB) manner using specially designed
management software running a separate processors. The resulting CM repositories
were therefore relatively isolated and available only to the physically separate man-
agement infrastructure; however, the sophisticated management requires a close co-
ordination between OOB and normal in-band management, which makes the OOB
management much more vulnerable.

The recent trend of widespread virtualization significantly complicates the CM
since the virtualization effectively turns “hard” assets such as a server with fixed
set of resources into “soft” assets with dynamically varying parameters. For exam-
ple, the set of hardware threads, physical memory, or network interface bandwidth
dedicated to a virtual machine (VM) could be changed dynamically. The file based
VM configuration is highly vulnerable to misconfigurations and attacks, but recent
efforts to standardize VM configuration is helpful in this regard (see open virtual-
ization format [11]). The emerging trends of outsourcing and multi-tenacy further
increase the complexity and vulnerability due to configuration information flow re-
lated restrictions and lack of trust. These attributes provide new avenues for attack
on CM and increase chances of misconfigurations.

In this chapter, we expose CM vulnerabilities and discuss challenges in making
it secure. We also propose some mechanisms that include exploitation of the special
structure of data centers and discuss diversity techniques for hardening the defenses
against attacks. Although a substantial amount of literature exists on protecting spe-
cific aspects of a computer networks and systems (e.g., routing tables, databases,
etc.), the research on protecting configuration management systems per se has been
quite limited. We shall point out related work as appropriate in subsequent sections.

The outline of the chapter is as follows. Section 10.2 provides an overview of
the configuration management infrastructure and standards in enterprise systems.
Section 10.3 discusses in detail the consequences of attacks on configuration man-
agement data and the mechanisms that hackers can exploit for attacking it. Sec-
tion 10.4 discusses some general security mechanisms for protecting CM data, in-
cluding those that exploit the redundancy that naturally exists in data centers. Sec-
tion 10.5 then discusses the challenges in securing configuration management both
in traditional environments and in emerging cloud computing environments. Finally,
section 10.6 concludes the discussion.

10.2 Configuration Management Basics

Configuration management refers to all aspects of ensuring that the data center con-
tinues to provide the desired services. It involves continuous tracking, update, and
troubleshooting of HW, SW and service configurations. In this section, we discuss
the evolution and current status of configuration management in enterprises.
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10.2.1 Scope of Configuration Management

Systematic configuration management has its roots in telecommunications systems,
which follow the FCAPS model specified in ITUs telecommunications network
management (TNM) standards [15]. FCAPS enumerates five categories of man-
agement activities: Fault, Configuration, Availability, Performance, and Security.
Although “Configuration” is only one of these, all types of management must deal
with substantial amounts of data that can be loosely defined as configuration. For
example, security involves a variety of configuration data such as firewall rules, au-
thentication methods, parameters and keys, access control setup and rules, etc. In
fact, configuration management is central to ensuring desirable properties for the
system, be it performance, availability, security, etc. With energy (and correspond-
ingly power and thermal) management becoming crucial in data centers, the corre-
sponding configuration data (e.g., power states at various levels, temperature limits,
airflow requirements, etc.) also needs to be maintained. We can therefore refer to an
expanded FCAPSE model for modern data centers, where the “E” stands for energy.

Although “configuration” conceptually refers to system aspects that are relatively
static, such a notion of configuration is inadequate in modern data centers. First,
with wide-spread use of virtualization, the configuration needs to include virtual
machine settings, which can change dynamically and could migrate from server to
server. Second, a flexible resource management often implies that the relevant poli-
cies and parameters are explicitly specified and manipulated instead of being buried
in the management code. This applies not only to the physical infrastructure and its
abstractions but also to software and services as well. Consequently, configuration
management becomes a truly central aspect of modern data centers.

Another aspect of configuration management is its temporal span, i.e., keeping
track of assets over their entire life-span. In particular, a “hard” asset such as a
server or switch, needs to be managed from the moment it is brought into the data
center until it is removed (due to failure or retirement). The various stages along this
temporal scale include: (a) automated discovery of capabilities and “qualification”
of the asset (i.e., checking authenticity of all already installed hardware, firmware
and software), (b) configuration and provisioning of the asset with desired OS and
utilities to make it available for normal use, (c) provisioning of services (and their
reprovisioning as conditions/needs change), (d) active performance and availability
monitoring and tuning, (e) diagnosis, trouble-shooting, reconfiguration, repair, up-
grade, etc. as needed, and (f) eventual removal and retirement of the asset. Fig. 10.1
pictorially shows the management attributes and life-cycle management of an asset.
The life-cycle management applies to software as well since new software must be
authenticated and properly configured, existing software frequently patched (“re-
paired” or “upgraded”), and ultimately the software must be retired (although the
virtualization technology allows older and newer software versions to continue run-
ning side by side). It is also important to note that increasingly, sophisticated soft-
ware and its management is crucial not only for the servers but also for other assets
including switches, storage bricks, security appliances, etc.
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Fig. 10.1 Illustration of Management Attributes, Life-Cycle and Activities

The organization of data centers naturally defines a hierarchy which can be ex-
ploited for configuration management. Servers are typically placed in a fixed size
rack, either directly or — in case of blade servers — in a chassis that fits the rack.
A chassis often has sophisticated built-in management capabilities for the blades
hosted in it. Increasingly, racks also sport management capabilities for the assets in-
stalled there. The next level may be a cluster of racks and ultimately the data center
level. Such a hierarchical structure simplifies management and allows for scalability
of the physical infrastructure. The network — both mainstream as well as storage —
also follows a similar fat-tree structure and hence can be managed in a hierarchical
fashion [22]. Even in a virtualized environment, the hierarchical structure is useful
in allocating all VMs for an application physically close together.

10.2.2 Configuration Management Infrastructure

Configuration management involves a variety of repositories that generally follow
the hierarchical system structure. In particular, at the lowest HW levels, each device
carries a firmware repository containing both fixed and settable parameters and their
current values. At the next level, a subsystem (e.g., control plane of the router) or
system (e.g., entire server) will have its own firmware or SW repository containing
the appropriate parameters (e.g., amount of memory installed). The higher level pa-
rameters may or may not be related to lower level parameters simply. For example,
the internal BW of the switch is usually less than the sum of individual bandwidths
supported by all the ports.

Configuration repositories generally follow the standard Common Information
Model (CIM) developed by the Distributed Management Task Force (DMTF) [7].
CIM is a hierarchical modeling language based on UML (unified modeling lan-
guage) for defining objects and relationships between them. These relationships
could be structural or more abstract, e.g., binding between virtual machines (VMs)
and the physical server they run on. CIM unifies and extends existing instrumen-
tation and management standards (e.g., SNMP, DMI, CMIP) by providing both
schemas and a specification language. A CIM schema defines an object in the entity-
relationship style and allows for compact representations of complex objects using
concepts such as nested classes, instantiation, inheritance, and aggregation. For ex-
ample, a CIM model of a switch includes its physical structure, various parameters
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required for configuring it (e.g. per port and shared buffer, packet formats supported,
port speeds, etc.), their current settings, and methods to change the values.

DMTF has also developed Web-Based Enterprise Management (WBEM) speci-
fication that provides mechanisms to exchange CIM information in an interoperable
and efficient manner. CIMOM (CIM object manager) is an open-source implemen-
tation of WBEM. The components of WBEM include access to CIM information
in a variety of ways including web services based management (WSMAN), CIM
query language, CIM command language interface (CLI), etc. However, WSMAN
is becoming quite popular and runs atop SOAP (simple object access protocol),
which itself is layered on top of HTTP. WSMAN consists of several components:
(a) WS-Addressing — defines references to web service endpoints, (b) WS-Transfer
— implements basic access functionality such as get, put, create, delete, (c) WS-
Enumeration — allows iteration through members of a collection, (d) WS-Eventing —
supports publish/subscribe interface, and (e) WS-Security — provides authentication
and encryption services for SOAP communications (discussed later). The security
procedures are optional and often bypassed due to performance reasons. This allows
a wide variety of web-services based attacks on CIM repositories, as discussed in
section 10.3.2.

CIM based models can be used for representing the configuration of entities be-
yond individual HW assets, such as configuration data for a rack or chassis hosting
a number of servers, switch, storage boxes, etc. The configuration data in this case
could involve rules for allocating power among the assets, fan control parameter,
establishing share or uplink bandwidth among servers, etc. Similarly, CIM models
can be specified for specifying the configuration of individual VMs or a network of
VM’s forming a “virtual cluster”. In fact, DMTF has defined a standard CIM/XML
representation of VM’s called Open Virtual Format (OVF) [11]. Such a format is
substantial improvement over “configuration file” based representation in that it is
standard, vendor-independent and admits storage and manipulation using above-
mentioned technologies.

DMTF also has some ongoing initiatives for implementing vendor and OS in-
dependent management of assets. This includes SMASH (Systems Management
Architecture for Server Hardware) for managing HW assets in pre-boot state and
CDM (Common Diagnostic Model) for diagnostics [12]. The Virtual Management
Initiative (VMAN) provides a comprehensive OS independent VM management
(creation, allocation, monitoring, etc.) capability to manage VM’s (represented us-
ing OVF) that can be invoked by the OS and middleware [10]. In spite of these
initiatives, the need for rich data management capabilities are often provided by
vendor-specific and domain specific management packages. For example, one pack-
age may be used for provisioning OS on bare machines, while another one is used
for performance monitoring. Invariably, such vendor-specific management packages
(VSMPs) include their own private configuration databases that maintain relevant
information in a way that they deem most suitable. The maintenance of potentially
overlapping information in different databases in different formats can lead to many
difficulties including misconfigurations and exploitations by malicious users.
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Fig. 10.2 Illustration of repository hierarchy for management

The configuration data in a data center naturally follows a hierarchy with one
or more top level configuration management databases (CMDBs) that consolidate
information from all repositories. Figure 10.2 illustrates this with 2 CMDB’s at the
top. CMDB’s typically support the federated model which can allow them to scale to
large installations. CMDBs are important to capture dependencies between various
packages and HW/SW components and provide a global view of the configuration.
They can be exploited for global health monitoring of the data center, and are begin-
ning to be used for top-down control by interfacing with individual packages. For
example, management of the network that includes routers from multiple vendors
would require engaging the management capability built into each router. Interop-
erability between CMDBs between different vendors is a serious issue that some
recent standards efforts such as CMDBf (see dmtf.org/sites/default/
files/standards/documents/DSP0252_1.0.1_0.pdf) are attempting
to address. Nevertheless, working with multiple CMDBs by different vendors pro-
vides ample opportunities for misconfiguration and attacks that can exploit top-
down control functionality to make the entire infrastructure unstable.

In general, management operations involve two distinct types of activities: (a)
operations support and (b) resource control. The former refers to activities such as
installation, configuration, patching, repair, etc. whereas control refers to dynamic
resource allocation and scheduling. In servers, the control is typically handled by
the “in-band” side (i.e., by OS and middleware) that runs on the main processor,
whereas the operations support is handled by the out-of-band (OOB) side, which
runs on a separate management processor, traditionally known as baseboard man-
agement controller (BMC). Although BMC was originally responsible for very basic
functions such as temperature monitoring and fan control, it has lately evolved to
perform quite sophisticated management functions [17]. A similar configuration is
used in routers and switches where the control side handles route updates and the
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management side handles interface configuration, QoS setup, etc. The control and
management sides increasingly require coordination for sophisticated management
thereby making the OOB side vulnerable to attacks coming from the in-band side,
hence making the configuration management security more critical. VM manage-
ment is a perfect example of fusion of operations support and control. While VMs
are dependent on the hypervisor that runs on the main processor, it is desirable to
integrate VM management with the traditional OOB management software so that
functionality like power/temperature driven VM migration can be accomplished.

10.3 Security of Configuration Management Data

In this section we show why the security of CM data is critical and what unique
security issues arise relative to such data. We also discuss several potential attack
scenarios that hackers may attempt. Although attacks on CM data have not been
common in the past, much of this has to do with relative obscurity and inaccessibility
of OOB based management. As the standards continue to evolve towards a truly
integrated and comprehensive management CM data will increasingly become a
rich target of security attacks.

10.3.1 Attacks on Computing Infrastructure

In this section we highlight generic attacks on or misconfigurations of repositories at
various levels of the computing infrastructure. A later subsection discusses attacks
more specifically crafted toward disrupting the network per se. Because of the criti-
cality of the CIM data, low level software using it (e.g., preboot utilities, OS drivers,
etc.) may check for consistency and sanity of CIM data before using it. However,
the action taken in case of problems is usually not very sophisticated and may either
result in panic and restart, or require management console input to correct the value
and continue. A restart can clear up bad data only for static and discoverable infor-
mation. Depending on the operator to fix the problem could be unreliable and even
dangerous. In many cases, proper functioning requires consistency across multiple
entities, and deficiencies in checks could be exploited by attackers to create unde-
tectable corruptions. Furthermore, since different configuration parameters are used
at different times (e.g., service startup time or reboot time), some corruptions may
not be discovered for a long time, and when they are, it may be very difficult to track
down their root cause.

Data centers typically employ large number of assets of identical type, which
means that if an attacker finds a single vulnerability, he/she can use it for a large
scale attack. The increasing size of data centers and the practice of using only a
few unique configurations to ease management burden makes this problem easier to
exploit by hackers.
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Higher level repositories such as those maintained by a management package
may duplicate the information contained in individual server CIM repositories to
varying degrees. Such duplication is desirable from an efficiency perspective since
access to firmware managed information over web-services could be extremely
slow. Furthermore, allocation or migration of an application requires a global view
of the entire data center. Since data copy stored in higher level repositories is un-
likely to be refreshed frequently from individual repositories, a hacker can corrupt
it with the assurance that the corrupted data will not be overridden for some time.
Such an attack can cause the provisioning process to misbehave and result in traffic
congestion, server overload, or other problems.

The most insidious attack on CM data is on the aggregate parameters maintained
in the package repositories. Aggregate parameters often include simple counts (e.g.,
number of servers or VMs available for job scheduling) and averages/sums over
multiple elements (e.g., average CPU utilization over all servers in a rack or to-
tal uplink traffic in and out of the rack). These aggregate parameters are useful for
making quick decisions before examining the more detailed individual data. For
example, if a provisioning request comes to a rack manager, it can be promptly re-
jected if its uplink BW requirements exceed the available uplink BW, or the average
CPU utilization is too high. A corruption of such aggregate data can cause either
underutilization of resources (e.g., no allocations take place from the rack because
the used uplink BW is artificially set too high) or overutilization (e.g., congestion in
the rack switch because the available uplink BW is artificially set too low). The at-
tacker could even set the parameters to values that results in error exit or emergency
shutdown (e.g., thermal limit exceeded) and thereby bring the entire rack down.

The risks posed by corruption of aggregate data become more severe as we go
up the hierarchy. In particular, a corruption of a single configuration item in the
global CMDB (e.g., total available bandwidth at top level switch) could bring down
the entire data center. Unfortunately, the complexity of CMDB’s presents a large
number of such opportunities for severely disrupting the data center operations.

10.3.2 Attack Pathways

The most direct way of corrupting key configuration data is compromise of the
servers running higher level management entities such as a cluster or rack manager.
However, there are also several, presumably easier, ways of causing disruption. For
example, a hacker could make legitimate requests that trigger known weaknesses of
the configuration management procedures or by hiding malicious code into the re-
quests. The latter is facilitated by the expanding use of web-services based manage-
ment, which is known to be vulnerable to a host of attacks [30]. As with other web-
services, WSMAN interfaces for manipulating configuration data are described us-
ing WSDL (Web Services Definition Language) and the descriptions are often auto-
matically generated. Automatic generation often means that descriptions include all
supported procedures including those not really intended for use by non-developers.
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Hackers can exploit these as an easy mechanism to corrupt configuration data. Simi-
larly, publication of the web services via a public directory such as UDDI simplifies
the job of the hacker.

Since SOAP headers in WSMAN commands use XML and require XML parsing,
it is possible to craft bogus headers that nevertheless require significant parsing
effort. Also, a SAX (Simple API for XML) based parser (that extracts all relevant
information in a single pass) can be easily tricked into overwriting earlier values.
This is one mechanism by which a legitimate update to configuration variable can be
hijacked to produce an invalid or otherwise problematic value. Another mechanism
concerns the misuse of XML external entities, which is merely a macro facility by
which one could include contents of external files in the XML stream. If the hacker
can overwrite or replace such a file, it can put arbitrary XML code there. One such
possibility is to open a new TCP connection with the privileges of the XML parser
and perform arbitrary data transfer. A related attack is XML schema poisoning to
alter control flow or otherwise cause incorrect processing of XML data. Finally,
the hacker can inject arbitrary data wrapped in XML (e.g., XPATH expressions,
SQL queries, LDAP requests, etc.) to achieve specific attacks related to how the
configuration data is manipulated. Some of the XML manipulation attacks can even
disable authentication and thereby gain unrestricted access to the configuration data.

10.3.3 Attacks on Network Configuration

As the management interface to switches becomes more directly engaged in support-
ing features such as QoS controlled virtual paths or entire virtual clusters, the cor-
responding configuration data becomes more vulnerable to attacks and misconfigu-
rations. Switch configuration data includes a number of attributes including VLAN
setup, size of address table and number of MAC addresses per port, QoS setup, inter-
face speeds and corresponding parameters, etc. In particular, VLANs are often used
for traffic isolation, and are being exploited to provide layer-2 QoS in the data center
Ethernet context [S]. A number of VLAN related and other attacks on switches are
well known and can be exploited to disrupt data center traffic flows [27]:

1. MAC flooding attacks that fill-up the hardware table that associates destination
MAC addresses with switch ports. Once that happens, traffic directed to addi-
tional MAC addresses will be broadcast to all ports and can be easily sniffed.
This issue is normally addressed via a configuration parameter that limits the
number of unique MAC addresses per port. A corruption of this value can cir-
cumvent the protection.

2. Switch configuration anomalies or corruption can cause certain ports to start
behaving like “trunk ports” that are allowed to forward traffic between VLANS.

3. Ethernet switches use some version of the spanning tree protocol (STP) to im-
plement loop-free layer-2 routing. It is possible to corrupt the configuration data
such that the bridge PDU (BPDU) messages used in the STP cause a switch to
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be elected as the root of the spanning tree and thereby have the traffic directed
as desired.

With increasing use of Ethernet for storage traffic, these attacks (and several
others not mentioned here) can even be used for large scale exposure or stealing of
stored data.

Although data centers mostly employ layer-2 switches in the network intercon-
nection infrastructure, layer-3 routers are also needed at the periphery to connect
to the external world. In addition, the emerging trend of distributed data centers to
support seamless cloud computing environments also results in non-local server-
to-server traffic flowing through the routers. In addition to the layer-2 attacks dis-
cussed above, routers can also be attacked at layer-3. The extensive configuration
and policy setup for the interdomain routing algorithm such as BGP, coupled with
the reluctance on part of ISPs to share their setups leads to plenty of chances of
misconfigurations [21, 2]. Some common ailments include advertisement of route
for an entire prefix which is not entirely served by the router, improperly configured
alternate routes leading to packet loss and convergence issues, and incorrect packet
discrimination rules that may deny desired packets or accept unwanted ones. These
issues are often addressed by checking route configurations against the rules and
policies expressed declaratively. Some recent research in area concerns discovering
the rules and policies by data mining instead of being pre-specified [21].

Routers invariably support flexible IP flow and QoS configuration including
MPLS, differentiated service (DSCP), reservations (e.g., RSVP), etc. The exten-
sive configuration involved in this setup needs to be protected as well. There are
many attacks that can be directed towards MPLS signaling [24], differentiated ser-
vices [32], and reservation based QoS services [33] and mechanisms based on cryp-
tographic authentication and encryption have been proposed. In all cases, however,
the routers involved must store the necessary configuration parameters for the QoS
treatment, and integrity of this data needs to be ensured.

The most common routing attacks concern perturbation of the routing table by
latching on to route update messages. In particular, suppression, duplication, or
change to route update messages can cause misdelivery and congestion. Such at-
tacks have been considered extensively in the literature, and are not strictly speak-
ing configuration attacks. Cryptographically enhanced route update protocols, such
as Secure BGP (SBGP) [6]) are designed to secure updates, but require much more
complex configuration. In fact, SBGP requires two PKI (public key encryption) hi-
erarchies and is thus even more complex than DNS-SEC that requires single such
hierarchy. It is to be noted that although DNS-SEC was introduced to address the
vulnerabilities of DNS, its complexity makes it quite prone to misconfigurations [9].

10.3.3.1 Energy Related Attacks

As more powerful devices and servers are stuffed in smaller form factors, the power
and thermal densities become unsustainable and effective cooling more expensive.
At the same time, the increasing size of data centers makes the energy/cooling and
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power delivery costs dominant in large data centers. This has resulted in aggressive
push towards not only energy efficient design but also active management of ener-
gy/power as a finite resource that can be shifted where needed most. Thus, config-
uration management includes intelligent energy management and involves keeping
track of energy availability, current requirements, cooling requirements, tempera-
ture, energy states of various devices and servers, etc [19]. This provides ample new
opportunities for energy related attacks, but to date very little attention has been paid
towards the security aspects of power management. For example, in windows OS,
although the power management can be restricted by administrators, by default any
authenticated user can alter power management settings.

There are several ways to abuse power management capabilities. If the ACPI
(advanced configuration and power interface) access is not tightly controlled, it may
be possible for a hacker to gain access to a user account and set power states of
the server to undesirable values (e.g., put an active server to sleep, run the CPU
and other devices at lowest speed thereby causing congestion, prevent CPU/devices
from going into lower power modes and thereby force thermal events, etc.) Another
possibility is to exploit web-service security holes to corrupt the recorded values
of energy states of servers in CMDBs and/or energy states of various devices (e.g.,
CPU, memory, IO adapters, etc.) CIM repositories. Finally, it is possible to cause
power circuits to be overloaded or thermal emergencies to be triggered by simply
increasing the load — that is, by a form of denial of service (DoS) attack focussed
on energy consumption. It is important to note that more sustainable and energy
efficient designs make data centers more vulnerable to energy attacks [18]. For ex-
ample, ambient cooling, use of lower capacity power supplies, lower capacity UPS,
etc. all make the energy attacks easier.

10.3.4 Attacks on virtualized Device Configuration

As virtualization becomes pervasive in data centers, it brings new security chal-
lenges as pointed out in [26, 14]. These challenges imply similar issues with respect
to the configuration data that defines the characteristics of the virtual device. While
the number of real devices is limited by monetary, space, power and other considera-
tions, virtual devices can be created at almost no cost. Thus the number of the virtual
devices within a data center can grow explosively, particularly as the virtualization
overhead is driven to be negligible via proper hardware support and software mech-
anisms [4]. Consequently, management servers have to handle many more devices
which increases the amount of configuration data and is corresponding vulnerability.

Unlike physical devices, virtual devices may appear and disappear dynamically.
This makes the tracking of compromised devices quite difficult since the device
may disappear before an attack is discerned. Moreover, since the states and configu-
rations of virtual devices can be easily logged and restored later, old configurations
may result in inconsistencies and conflicts. Since the virtual devices run atop phys-
ical ones, they must bind both with the underlying physical infrastructure and the
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management servers. When a virtual device moves from one physical system to
another, these binding relations change as well, and must be properly updated. A
compromised virtual device could easily “infect” the configuration of its next host
and possibly even the next local management server before the compromise is de-
tected.

As the virtualization support permeates the hardware and firmware, virtual device
configuration data is beginning to migrate to the standard management repositories,
as already stated and protection of these repositories becomes essential. Although,
isolation is one of the most important reasons for the popularity of VM technology,
it is possible for rogue processes running in a VM to escape the VM boundaries and
compromise other VMs or the physical machine. Thus, it is important to protect VM
configuration data against such “insider” attacks as well. The trusted virtual data
center proposal from IBM [3] is designed to enforce isolation between VMs on a
platform by providing a special management VM that checks access to specified re-
sources (e.g., a virtual disk, VLAN, etc.) by a VM. The management VM interfaces
with the configuration manager CIMOM and thus is able to protect the integrity of
configuration data. It also proposes to virtualize the platform TPM (trusted platform
module) in order to provide attestation capabilities to each VM for the software run-
ning on the VM. This work exploits the sHype mandatory access control extensions
to the Xen hypervisor [28]. Reference [8] discusses how to establish trusted virtual
domains for communication among a set of related VMs using existing techniques
such as Ethernet encapsulation, VLAN tagging and VPNSs.

10.4 Securing Configuration Management Data

In this section, we first briefly discuss available security mechanisms in current man-
agement standards and then introduce a novel scheme that exploits the redundancy
that exists in the configuration data in order to detect updates that may result in
misconfigurations or corruptions.

10.4.1 Existing CM Security Mechanisms

WBEM provides several mechanisms for secure access to CIM repositories. Clients
can be authenticated via authentication tokens which are usually user-name/password,
but could also be Kerberos tokens or public key (PKI) certificates. Message integrity
is provided by including a message digest in the communication linked with the au-
thentication token. ACLs are used for providing required access control to the clients
over CIM hierarchies and must be configured manually. By default, all clients have
read access over the entire name space. The auditing functionality records all au-
thentication events (successful or not) and changes to management data made by
the clients.
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WS-security [34] (a part of WBEM) supports authentication, integrity and confi-
dentiality for SOAP messages via a variety of security models including PKI, Ker-
beros, and SSL. Specifically, it supports multiple security token formats, multiple
trust domains, multiple signature formats, and multiple encryption technologies. An
extension to WS-security [35] supports secure message exchange between multiple
parties by establishing a security context for the entire message exchange session.

Authentication of clients and devices via PKI certificates is clearly useful but its
high overhead usually detracts from its routine use. For the most part, configuration
data does not need to be kept confidential; instead, the primary requirement is its
integrity. Therefore, instead of encrypting the stored or exchanged data, it is more
important to address the issue of data corruption — whether intentional or accidental.
Furthermore, when the corruption does happen, it should be possible to detect and
possibly correct it. Suitable schemes depend on the nature of data in terms of how
often it changes and the extent of damage that corruption can cause.

10.4.2 Exploiting Redundancy in Data

The configuration data stored in various repositories has significant amount of re-
dundancy which can be exploited for consistency verification purposes. Let us start
with the relatively static information such as hardware type, setup and raw capaci-
ties (e.g., 3.0GHz, dual-core processor, 16GB DDR3-1333 memory, etc.), installed
software (e.g., Redhat EL6), etc. Data centers often deploy a large number of iden-
tical and identically configured servers, switches, storage bricks and other assets.
This lack of diversity can be exploited both by the hackers for replicating attacks
and by the configuration manager for detecting configuration attacks and to reduce
the overhead of protection. In general, the configuration of all servers (or devices)
of the same type may not be identical, instead, certain aspects of the configuration
may be unique (e.g., switch port to which the server is connected) while others
are either identical or admit some narrow range or set of acceptable values. We
call these parts as unique configuration data (UCD) and shared configuration data
(SCD) respectively. Although both types of configuration data need to be protected,
it is possible to exploit the existing redundancy for protecting SCD at a lower cost.
This could be done by nominating a few assets as reference whose SCD instance is
regarded as a gold standard and used for validating others. The configuration data
of the reference assets is protected aggressively using the following mechanisms:

1. Authentication of all HW and SW installed on the assets via local TPM (trusted
platform module), if available, or via suitable remote authentication.

2. Extensive sanity checking of repository data both against actual configuration
(obtained via discovery and enumeration procedures) and via consistency con-
ditions.

3. Information flow related security controls such those suggested in [20] to mon-
itor attacks on web-services that can catch and even recover from undesirable
flows.
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Certainly the UCD part of the data cannot be left unprotected, but to use the same
mechanism, it would have to be duplicated in the reference asset. This is a reason-
able approach if the amount of unique data is very small. If the unique data can be
verified more directly via a direct discovery or enumeration, than such duplication
is not necessary.

The configuration data from assets can be checked against that of the reference
assets both periodically and at the time of significant events (e.g., just before and
after a reboot, or when a potential attack/compromise is suspected). Hashing can be
used to implement this efficiently in trusted management servers; i.e., the manage-
ment servers only store a hash value (or more generally a hash map) of the data in
each repository, and a comparison of hash maps is used to check for consistency. The
hashing scheme can also admit ranges if the values are trimmed down to the lower
bound of the range before computing the hash. This is an acceptable approach if the
allowed ranges are rather narrow and the precise value within the range is incon-
sequential from a configuration robustness perspective. For wider ranges, it may be
possible to divide the assets into groups and maintain a separate reference for each
group.

A similar scheme can be used for virtual machines as well. Although it is possible
to create VMs with arbitrary parameter values or even modify some parameters for
a running VM, such an approach quickly leads to a management nightmare in large
systems. Thus, using only a rather limited candidate set of VM configurations is not
only a practical approach, it also allows the use of above mentioned group based
protection mechanism.

When multiple groups are involved, an update to a changeable configuration pa-
rameter may require moving the entity to a different group. This can be allowed
safely provided that the group membership is maintained in the secured manage-
ment server that implements the authentication and verification, rather than residing
with the entity itself.

10.4.3 Securing Aggregate Data

As stated earlier, the security of aggregate data is vital. Fortunately, aggregate data
is by definition redundant and can be verified via recomputation either periodically
or when the values fall outside some nominal range. If the underlying algorithms
update the aggregate data lazily (i.e., not every change to individual values is im-
mediately reflected in the aggregate values), one could not insist on exact match on
verification. This could lead to false positives, whose probability can be reduced by
the following measures: (a) Use of multiple verification failures to declare an attack
while each time still replacing the existing value with the newly computed value,
and (b) Use of historical information or “trend” to distinguish normal behavior from
abnormal one. There is obviously a tradeoff between false positive probability and
latency in detecting an attack.
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It is important to note that attack resistance requires a somewhat different treat-
ment of error conditions with respect to aggregate quantities: “impossible” or out
of range values should not result in simply raising an exception; instead, a recovery
attempt needs to be made by recomputing the aggregate value.

10.5 Challenges in Securing Configuration Management

In this section we discuss a number of issues that complicate configuration manage-
ment and describe the security challenges brought about by them.

10.5.1 Configuration Dependencies

The configuration and hence proper operation of an entity could depend on the con-
figuration of another entity either directly or due to the way system is structured. In
some cases, a common configuration instance may apply to multiple entities. The
classical case for this is configuration specified via configuration files (e.g., the cur-
rent situation with VMs). In this case, a misconfiguration can affect many seemingly
independent entities. A similar situation arises whenever a common default config-
uration is used, even when each entity has its own independent configuration record.
The problem here is that many instances will likely to continue to use the default
configuration that may be faulty. In both of these examples, it may be possible for a
hacker to deliberately cause misconfiguration by altering the common information.
The practice of keeping aggregate data also creates a strong dependency in that the
corruption of the aggregate value affects proper usage of the corresponding assets.
Dependencies can also be indirect — for example, misconfigured network BW be-
tween two racks may prevent allocation of certain applications to these racks even if
the individual servers in the racks have adequate computing and network capacity.
More generally, misconfiguration of a single device (e.g., a NIC, accelerator, etc.)
could substantially impact all applications that use that device or use it in a certain
way.

A major challenge in configuration management is characterization and model-
ing of such dependencies. Although there is a substantial amount of literature on
identifying program data and control dependencies [31], the dependencies from the
misconfiguration impact perspective can be different, perhaps more in line with the
notion of abstract dependencies that is often used in the context of program slic-
ing [23]. New metrics and models to characterize such dependencies and to identify
“critical dependencies” are the first steps to find out ways of fortifying the CM sys-
tems and enhancing the robustness of CM data. The notion of “critical dependen-
cies” can be defined in multiple ways including dependencies that lead to most wide-
spread impacts, most serious impact, or even those that are easiest to exploit for
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disrupting system functioning. A formal characterization and algorithms for finding
critical dependencies remain important open problems.

A somewhat unique aspect of dependencies in configuration data is that many
dependencies may not be triggered for long periods of time. For example, updates
to the physical device configuration within a server will, in most cases, not take ef-
fect until the server is rebooted. In a data center environment, servers may not be
rebooted for weeks or months. This means that by the time the misconfiguration or
malicious update takes effect, it may be nearly impossible to track down how, when,
and under what circumstances the update happened and what else might have been
affected. In terms of VM configuration, certain parameters may be fixed for the du-
ration of VM’s existence (e.g., size of allocated hardware threads or main memory)
while others are more dynamic (e.g., allocated disk space) depending on the design.
At the application and middleware level also, different parameters may have differ-
ent lifetimes. Thus, in order to properly model the dependencies, we also need to
consider grouping by events that trigger them, while at the same time characterizing
the relationship between various groups.

10.5.2 Configuration Management for Clouds

Configuration management in a cloud computing environment brings in additional
challenges due to involvement of multiple parties and possibly distributed infras-
tructure. Although current cloud computing infrastructures are owned and operated
by a single vendor (e.g., Amazon), a more general outsourced model is likely to
emerge in the future as discussed in [19]. For example, several different enterprises
may lease “data centers” as physical clusters from the same underlying server farm.
The advantage of such a model is the economy of scale for the server-farm operator,
and the ability of the leasing enterprise to easily alter the size of its data center and
delegate physical infrastructure management (e.g., replacement of failed servers or
patching them) to the server farm operator. These outsourced physical data centers
could then be virtualized and leased to the service providers or end customers. In
this model, it is possible for the same service provider or customer to lease multi-
ple, possibly geographically distributed, resources and thereby create a distributed,
virtualized data center. Fig. 10.3 shows such a 4-layer conceptual model of future
data center. In this depiction, rectangles refer to software layers and ellipses refer to
the resulting abstractions.

Such a model subsumes everything from a non-virtualized, centralized data cen-
ter entirely owned by a single organization all the way up to a geographically
distributed, fully virtualized data center where each layer possibly has a separate
owner. The latter extreme provides a number of advantages in terms of consolida-
tion, agility, and flexibility, but it also poses challenges in a number of areas in-
cluding the integrity and privacy of the configuration management. In particular, an
effective resource and configuration management requires that nonlocal CM data
be available wherever sharing happens. This implies, for example, that the physical



10 Configuration in Data Center Environments 177

| Service provider layer Service provider layer

Distributed Virtual DC Distributed Virtual DC

Virtual Infrastructure Coordination Layer (VICL)

irtual Data Virtual Data Virtual Data
Center Center Center

Virtual Infra. Layer Virtual Infra. Layer Virtual Infra. Layer
Physical Physical Physical
Cluster Cluster Cluster

Physical Infra. layer Physical Infra. layer

T2

Physical Infra. layer

Fig. 10.3 Logical Organization of Future Data Centers

clusters need visibility into the configuration of the networking infrastructure that
happens to be shared (horizontal visibility). Similarly, a virtualized data center run-
ning on top of a physical cluster may need to know both about the configuration
of the underlying physical cluster (vertical visibility) and other virtual data centers
(horizontal visibility). However, such visibility needs conflict with the privacy and
security needs of various layers. The latter may include the following:

1. Visibility restriction to Higher Layers: A physical cluster owner may not want to
fully release configuration information to the virtual data center above, because
part of this information may be considered as a “business secret”.

2. Lack of Trust in Lower Layer Information: A virtual data center may not en-
tirely trust what is being revealed by the lower layer. Generally, there is no
expectation of malicious intent by the lower layer, but the lower layer may un-
derreport or hide certain resources.

3. Lack of Trust in Sharing Information with Lower Layer: The higher layer may
not give out all of its configuration data to the lower layer, because such data
may be passed on to its peer by the lower layer.

4. Complete lack of knowledge or trust horizontally and hence no direct informa-
tion sharing among the peers.

Achieving effective configuration management while respecting the privacy/se-
curity needs of various layers is a challenging problem that has not been examined
in the past. It is important to note here that since arbitrary parties may be sharing
the infrastructure, there is a far greater chance (than in a traditional data center en-
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vironment) of inadvertent or intentional misconfigurations that affect other parties
in terms of performance and even functionality. Of course, such an environment
also provides ample opportunities for customers to actively launch security attacks.
Note that while more information sharing allows better allocation decisions, it also
increases risk of uncooperative behavior.

As a simple example, suppose that two virtual data centers, say, Vi and V;, are
deployed on a physical cluster P consisting of two racks. If there is a strict control
over all resources, and the resource limits for V; and V; are conservatively specified,
then most of the undesirable interactions can be avoided. However, this is very dif-
ficult or infeasible in practice. For example, it is neither possible, nor desirable to
provide BW controlled virtual path between the two racks for V| and V, separately.
The same applies to how much power draw or heat dissipation V; and V; are allowed
or how much memory bandwidth they can use. In the absence of tight resource con-
trols, if the physical resource allocation information is not shared among V| and V5,
each of them could inadvertently allocate their tasks so as to stress the inter-rack
network BW. On the other hand, if the allocations are shared, it is possible that V;
(or V,) intentionally squeeze inter-rack communications of the other either to gain
performance for their applications or to hurt others. Note that the reason why this is
a unique problem for clouds is because the task allocation decisions are no longer
done by a single central authority.

In addition to the problem of multiple virtualized data centers sharing com-
mon resources, the model in Fig. 10.3 also admits truly large, geographically dis-
tributed data centers (virtualized or not). Configuration management in such an en-
vironment becomes challenging because of potential lack of uniformity among the
configuration management structures and practices used by different server farms,
which further increases chances of misconfigurations. Reference [13] describes a
distributed configuration management approach for routers in a large ISP network
using a specifically designed template based configuration management language.
There are proposals to simplify management of large scale systems by partition-
ing the management responsibilities either physically (as in[25]) or logically (as in
[1] where data plane presents a standard management interface to the management
plane). However, in general, scalable and secure configuration management in large
heterogeneous distributed environments remains an open problem.

10.5.3 Hardening Configurations Against Attacks

Configuration management can be made more robust both by reducing the attack
surface and by changing it dynamically. The attack surface can be reduced by mak-
ing the configuration data less accessible via a variety of techniques including au-
thentication, encryption, access controls, and information flow controls, as already
discussed. The change of attack surface can be done by exploiting moving target de-
fense (MTD) or more generally by introducing diversity. In particular, the scheme
discussed in section 10.4.2 can be hardened by rotating the reference nodes accord-
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ing to a randomized scheme, so that brute force attacks on the reference server have
less chance of success.

The most generic diversity technique is to change in-band and OOB IP addresses
and port numbers for each machine in the management hierarchy according to some
schedule. However, there are other configuration management specific ways of using
MTD as well. One potentially weak link in CM is the interaction between OOB and
IB sides which is usually via the IPMI (intelligent peripheral management interface).
Hardening of IPMI messages by techniques similar to instruction set randomization
(ISR) and consistency checking could be useful in foiling attacks that target IB-OOB
interaction.

It was commented in earlier sections that the dynamism brought in by virtualiza-
tion (e.g., on-the-fly resizing of VM resources and migration) complicates config-
uration management and enhances opportunities for attacks and misconfiguration.
However, the same dynamism can also be exploited to fortify the defenses. For ex-
ample, a deliberate VM migration or changes to resources allocated to the VM can
make it harder to target the VM. This also makes attempts to poison VM configura-
tion data harder. However, there is currently no formal model that provides a basis
for choosing one technique over another. Similarly, quantification of the benefits of
dynamism remains an open problem.

Randomization of memory addresses, or more generally address space layout
randomization (ASLR) is a well known defensive technique that has also been im-
plemented in some current operating systems. The same principle can be used for
CIM objects representing configuration. The base offset of CIM objects can be ran-
domized relatively easily, but a finer grain randomization of individual attributes
within a CIM object is harder. Once again, quantitative models for guiding design
of good randomization techniques and techniques for assessing their effectiveness
remain largely unexplored.

It was mentioned earlier that configuration errors/corruption can be particularly
insidious since configuration data is often used on special events (e.g., reboot of
machine or restart of service). A more proactive use of configuration data can detect
problems early, but needs to be applied carefully to avoid inconsistencies and early
failures. For example, a systematic approach to testing out altered configurations in
a continuous but limited way could be a useful way to provide timing diversity that
spreads the risk across time.

MTD can be potentially useful in resolving the conflict between usefulness and
risks of sharing configuration data horizontally or vertically in the context of the
general cloud computing model discussed in section 10.5.2. In particular, the non-
local configuration data can be fuzzified before sharing so that various entities can
make good allocation decisions without having to share their detailed configuration
data. This fuzzification cannot be a simple aggregation; it needs to change dynam-
ically so that the information less useful for abuse. Once again, coming up good
mechanisms for fuzzification and how to achieve balance between usefulness and
privacy remain open problems.
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10.6 Conclusions

In this chapter, we examined the problem of securing configuration management
(CM) within data centers. We discussed CM related vulnerabilities in a data center
in general, including servers and network nodes. It was noted that the web-services
based management — although increasingly popular — can harbor attacks that can
seriously disrupt data center operations. We then presented some simple mecha-
nisms to ensure integrity of CM data. However, the general problem of CM security
remains unsolved, particularly in the emerging cloud computing environment. We
presented the challenges of securing CM and pointed out several approaches that
use the principle of moving target defense.
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