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Preface

The world faces no greater or more urgent danger than a terrorist attack with the
intent of killing, maiming, and traumatizing a large population. International peace
and security is threatened in particular by the proliferation of nuclear materials and
technologies that could lead to a nuclear or radiological attack. More nations are
trying to acquire nuclear weapons, and black markets trade in nuclear secrets and
materials. Terrorists are determined to buy, build, or steal a nuclear weapon or use a
radioactive source in a conventional bomb.

Organizations like al Qaeda and the so-called Islamic State have said that
obtaining these weapons and perpetrating another “Hiroshima” are their “religious
duty.” Organizations such as these have the will, the technical know-how, and the
financial resources to make these threats a reality.

Our strategy to combat these threats is multilayered, and events in recent years
have shown the necessity to continually reevaluate national preparedness programs.
Throughout the world there are people working on the key issues related to this
subject such as:

* Preventing, avoiding, or stopping threats

* Protecting our citizens and assets against the greatest threats and hazards

» Mitigating the loss of life and property by lessening the impact of future disasters

* Responding quickly to save lives, protect property and the environment, and meet
basic human needs in the aftermath of a catastrophic incident

* Recovering through timely restoration and strengthening of infrastructure and the
economy, as well as the social fabric of communities affected by a catastrophic
incident

The NATO Advanced Research Workshop on “Preparedness for Nuclear and
Radiological Threats” was held in Los Angeles, on 18-20 November 2014 with
support from the NATO Science for Peace and Security Programme. The purpose of
the workshop was to contribute to the critical assessment of existing knowledge
on this subject, to identify directions for future research and policies, and to
promote close working relationships between scientists, engineers, and policy
makers from different countries and with different professional experience. More
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than 100 representatives of 18 countries participated. The program was built upon
the accomplishments of The Hague 2014 Nuclear Security Summit and previous
NATO workshops such as “Countering Nuclear/Radiological Terrorism” (2005);
“Prevention, Detection and Response to Nuclear and Radiological Threat” (2007);
and “Threat Detection, Response and Consequence Management Associated with
Nuclear and Radiological Terrorism” (2008).

This book contains approximately half of the papers presented at the workshop.
The other half of the papers are found in the book Nuclear Threats and Security
Challenges. We hope it will be useful not only for the multinational scientific and
technical communities engaged in combating nuclear and radiological terrorism
but also for decision makers and for those working at governmental and policy
levels whose actions affect the directions the science takes and how the technology
is incorporated into country-specific national systems for combating nuclear and
radiological threats.

Los Angeles Samuel Apikyan
Upton David Diamond
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Part I
Response and Recovery



Chapter 1

Preparing for the Aftermath of a Nuclear
Detonation; An Analytic Framework for
Disaster Management

Brooke Buddemeier and Nancy Suski

Abstract Preparedness activities for complex, technical hazards require a sound
scientific basis integrated into appropriate guidelines and preparedness activities.
The Federal Planning Guidance for Response to a Nuclear Detonation provides the
strategy for response to an improvised nuclear device detonation and was built on an
analytical framework of supporting science developed by national laboratories and
other technical organizations. Recent advances in our understanding of the hazards
posed by such an event includes detailed fallout predictions from the advanced suite
of three-dimensional meteorology and plume/fallout models developed at Lawrence
Livermore National Laboratory, including extensive global geographical and real-
time meteorological databases to support model calculations.

This is an updated case study of the analytic framework for disaster management
being applied to response preparedness. The methodology and results, including
visualization aids developed for response organizations, have greatly enhanced the
community planning process through first-person points of view and description of
the dynamic nature of the event.

1.1 Introduction

The Federal Emergency Management Agency (FEMA) provides technical guidance
for regional, state and local responders who have responsibility for developing local
Improvised Nuclear Device (IND) response plans. In support of these preparedness
activities, Lawrence Livermore National Laboratory (LLNL) provides advanced
modeling; technical assessments; briefings; and reports to inform Federal, state,
and local response and recovery planning activities. This technical work provides
the analytic framework for sound Federal, state, local, and private sector nuclear
terrorism response planning.

B. Buddemeier (0<) ¢ N. Suski
Lawrence Livermore National Laboratory, Livermore, CA, USA
e-mail: buddemeier] @lInl.gov

© Springer Science+Business Media Dordrecht 2015 3
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This document provides an overview of the potential impacts of a nuclear
detonation, and the planning considerations that could dramatically reduce the
number of casualties by helping the public and responders avoid exposure and
support rapid response.

Extensive review of nuclear weapon effects studies and discussions with nuclear
weapon effects experts from various federal agencies, national laboratories, and
technical organizations have identified key issues and bounded many of the
unknowns required to support response planning for a low-yield, ground-level
nuclear detonation in a modern U.S. city.

The scale and severity of disasters are growing and will likely pose systemic
threats that require an engaged and resilient community to address [1]. Disaster-
management strategies will be affected by many factors, including global interde-
pendencies, technical innovation and dependency, the evolving terrorist threat, and
the changing role of the individual. Meeting these challenges requires much more
sophisticated methodologies and innovative approaches to predicting, understand-
ing, and mitigating potential hazards through the development of effective response
plans to improve resiliency.

Preparing for a catastrophic event is quantitatively different in terms of mass
casualties and fatalities, infrastructure damage, and disruption of life-sustaining
services. For complex technical threats involving weapons of mass destruction
(WMD), actions taken now to understand and plan for the immediate aftermath
of such an event will be critical to saving lives and rebuilding communities.
The Disaster Management Analytic Framework (DMAF) [2] enables emergency
planners to quantify and visualize the impact of a significant WMD incident. DMAF
provides insights that can lead to more effective preparedness for response and
recovery operations and can be applied to other catastrophic planning activities.

Scenario #1 of the 15 Department of Homeland Security (DHS) national planning
scenarios is a 10 kt improvised nuclear device (IND) detonation. An effective
response involves managing a large-scale incident, including mass casualty, mass
evacuation, and mass decontamination issues. Preparedness planning activities
based on the nuclear terrorism scenario present difficult challenges in time-critical
decision making; the need to coordinate large-scale response operations across
multiple jurisdictions; and the need to effectively respond with limited infrastructure
and resources. A DMAF for scenario #1 was utilized to define key characteristics of
the event and aid response planning.

In 2007, the U. S. Congress expressed concern that cities have little guidance
to help them prepare their populations for the critical moments shortly after a
nuclear terrorism event. They directed the DHS, Office of Health Affairs (OHA) to
work with the National Academies Institute of Medicine, the Homeland Security
Institute, the national laboratories, and state and local response organizations to
address this issue [3]. The OHA initiative is currently managed by FEMA as part of
a coordinated federal effort to improve response planning for a nuclear detonation.
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1.2 Need for Planning Guidance

Federal protective action guidance for radiation exposure has existed for decades;
however, the focus has been concentrated on avoiding relatively low-level exposures
to decrease the risk of cancer from an accidental transportation or nuclear power
plant release. The 2008 Federal Register Notice published by DHS [4], which
clarified how existing protective action guidance can be applied for radiological
and nuclear terrorism, did not specifically address guidance for the acute effects of
a domestic nuclear explosion. This was a recognized deficiency and the analytical
framework approach was used provide supporting science to inform a development
effort by the Office of Science and Technology Policy (OSTP) to provide guidance
for responding to the aftermath of a nuclear detonation in a modern city [5]. A 2013
update of the protective action guides [6] reaffirmed that “PAGs were inadequate
for early response planning needs specific to an IND” and the OSTP guidance is the
appropriate document for this information.

The Cold War civil defense program can help with some insights and advice, but
many of the paradigms no longer apply. For example, the concept of a fallout shelter
worked well with a few minutes warning of incoming missiles, but its applicability
is less clear for an attack that occurs without any notice. There also appeared to
be a lack of scientific consensus on the appropriate actions to take after a nuclear
detonation. For example, the recommendations of DHS’s Ready.gov, which are
consistent with the recommendations of the National Academy of Sciences [7],
were recently criticized by the Federation of American Scientists [8] because of
conflicting recommendations with a RAND study [9].

The work presented here demonstrates how the DMAF principle was used to
update the Cold War guidance to address the asymmetric threat we now face.
Both society and urban environments have changed significantly over the last half-
century, and new preparedness guidance is required.

1.3 Methodology

This DMAF methodology provided key planning considerations and response
strategies associated with response to a nuclear detonation. These strategies are
designed to protect response personnel, provide regional situational assessment,
and support public health and safety. A capabilities-based planning approach
utilized extensive modeling and technical analysis and discussions with almost 500
emergency responders from across the nation to develop key response planning
factors. The DMAF provides a common foundation that facilitates the development
of strategic response priorities and enables a more collaborative, transparent,
and responsive analysis for planning scenarios. Every community has unique
requirements and may reasonably adopt different response strategies based on the
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same analysis. For example, the importance of early, adequate shelter followed by
informed evacuation as a key public protection strategy will be applied differently
in a community that lacks an abundance of adequate shelters or effective evacuation
routes.

To resolve conflicts in the technical community and create a coordination point
for research, DHS formed the IND Modeling and Analysis Coordination Working
Group (MACWG). Membership includes national laboratories, technical organiza-
tions, and federal agencies. The purpose of the MACWG is to establish scientific
consensus (where possible) on nuclear weapons effects; bound uncertainties and
identify unknowns; and resolve conflicts with respect to recommended response
actions. The MACWG brought together the collective capabilities in nuclear-
weapon effects modeling, atmospheric transport and dispersion, radiation health
physics, and blast and shelter analyses to create a scientific basis for IND response
planning. The MACWG has enabled better coordination within the federal, state,
and local community and has provided a venue in which to discuss critical scientific
and technical issues that must be resolved to save lives and ensure resilience to
disasters.

1.4 Nuclear Detonation Effects

The basic anatomy of a nuclear explosion is well known and documented in
literature such as Glasstone’s The Effects of Nuclear Weapons [10] and NATO
documents [11]. Mitigating the impact of a domestic nuclear explosion requires
a basic understanding of key effects. These effects can be broken into two main
components: prompt and delayed. As an example, the effects identified below are
approximate for a ten kiloton (10 kt) nuclear explosion in a generic large city. This
is consistent with the national planning scenario #1 and with early nuclear weapons
such as those used on Hiroshima and Nagasaki.

Primary among prompt effects is blast (Fig. 1.1). A 10 kt explosion is equivalent
to 5,000 truck bombs like the one used to destroy the Murrah building in the 1995
Oklahoma City bombing [12]. Blast will damage or destroy most buildings within
a half-mile of the detonation location, and it is unlikely that the population in this
area would survive. From a half-mile to about a mile out, survival will mostly likely
depend on the type of structure a person was in when the blast occurred. Even at
a mile, the blast wave will have enough energy to overturn some cars and severely
damage some light structures.

A mile from the detonation is also the approximate distance at which a person
outdoors could receive a significant exposure of initial ionizing radiation. The closer
to the detonation point, the higher the exposure. The same is also true for an outdoor
individual’s exposure to the thermal pulse from the detonation, which may also
cause burns to exposed skin out to this range, and possibly further on a day with
good visibility. Both of these effects are reduced for people inside buildings or in
the shadow of buildings in the urban area.
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[ Light Damage (LD) Zone:
Windows broken, mostly minor infuries that
are highly survivable even without immediate
maedical care

[ Moderate Damage (MD) Zone:
Significant building damage and rubble,
downed ulily poles, overfurned automobiles,
fires, many sevious injuries. Early medical
assistance can significantly improve number
of survivors

W Severe Damage (SD) Zone:
Most buildings destroyed, hazards and
radiation initially prevents entry info the area;
low survival ikelihoods.

¥ Notional 10KT Detonation

Structural Damage
4 Buildings Collapsed
« Buildings Severe Damage
o Buildings Moderate D:
& Shattered Glass Injuries

< Possible window damage
without injury

Fig. 1.1 Damage zones resulting from a domestic nuclear detonation (Figure Credit: Lawrence
Livermore National Laboratory)

In addition to ionizing and thermal radiation, the detonation creates a brilliant
flash of light that can cause temporary blindness to those outdoors over 5 miles
away. This effect could go further if there is good visibility or clouds to reflect the
light, or if the event occurs at night. “Flash blindness” can even occur if the victim is
not looking in the direction of the detonation. It can last several seconds to minutes.
Although this effect does not cause permanent damage, the sudden loss of vision to
drivers and pilots could cause a large number of traffic casualties and make many
roads impassable.

Another long-range prompt effect, which is poorly understood, is glass breakage.
Most of the injuries outside of the Murrah building in the 1995 Oklahoma City
bombing were caused by this phenomenon [13]. Extrapolating from more recent
work on conventional explosives [14], a 10 kt explosion could break certain types
of windows (e.g., large monolithic annealed) over 8 miles away. Also noted in this
same study was the tendency for glass to fail catastrophically even at extreme ranges,
causing severe injury to those behind it. NATO medical-response planning docu-
ments [11] for nuclear detonations state that *. .. missile injuries will predominate.
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FIRE srmom%—

Fig. 1.2 Example of fallout pattern from a 10 kt ground-level detonation (Figure Credit: Lawrence
Livermore National Laboratory)

About half of the patients seen will have wounds of their extremities. The thorax,
abdomen, and head will be involved about equally.” A significant number of victims
from Nagasaki arriving at field hospitals exhibited glass-breakage injuries.

The primary delayed effect from a ground-level nuclear detonation is from
‘fallout’ (Fig. 1.2). Fallout is generated when the dust and debris excavated by the
explosion combine with radioactive fission products and are drawn upward by the
heat of the event. This cloud rapidly climbs through the atmosphere, up to 5 miles
high for a 10 kt, and highly radioactive particles coalesce and drop back down to
earth as it cools. It is important to note that Hiroshima and Nagasaki did not have
significant fallout because their detonations occurred at altitude.

The hazard from fallout comes not from breathing the particles, but from being
exposed to the ionizing radiation they give off after they have settled on the ground
and building roofs. Radiation levels from these particles will drop off quickly: most
(55 %) of the potential exposure occurs in the first hour, and 80 % occurs within
the first day. Although they are highly dependent on weather conditions, the most
dangerous concentrations of fallout particles (i.e., potentially fatal to those outside)
occur within 10 miles downwind of the event and are clearly visible as they fall,
often the size of fine sand or table salt [15].

1.5 Recent Research

The results of recent modeling [16] indicate that a modern urban environment can
greatly mitigate some of the effects of a low-yield nuclear detonation. For example,
thermal burns from the heat of the initial explosion, primarily a line-of-sight
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Fig. 1.3 Integrated thermal flux from a 10 kt ground-level nuclear detonation in a small U.S. city
(Figure Credit: Lawrence Livermore National Laboratory)

phenomenon, can be greatly reduced in an urban environment where structures can
block the thermal radiation. Figure 1.3 shows how building shadows can protect
the outdoor population from significant thermal exposure by modeling conducted at
Lawrence Livermore National Laboratory [17].

Detailed MCNP Models developed at Applied Research Associates (ARA) [18]
and Los Alamos National Laboratory have shown similar reductions in injuries
from the initial radiation produced in the first minute of a nuclear explosion.
Figure 1.4 demonstrates the nonsymmetrical reduction in radiation exposure by
the urban environment. The right side of the image represents an unobstructed
exposure from a 10 kt surface detonation as compared to the reduction of outdoor
radiation levels indicated in the left side of the image. Like the thermal analysis,
these studies indicate that the ambient, outdoor radiation levels from a low-yield,
ground-level nuclear detonation in an urban environment could be significantly
reduced.

Unlike prompt effects, which occur too rapidly to avoid, health effects from
fallout can be mitigated by leaving the area before the fallout arrives or by taking
shelter from it. Although some fraction of ionizing radiation can penetrate buildings,
shielding offered by walls and distance from outdoor fallout particles can easily
reduce exposures by a factor of 10 or more, even in common urban buildings.

The quality of shelter is defined by a protection factor (PF), which is equal to
the ratio of outside dose rate divided by inside dose rate. Like sunscreen’s SPF,
the higher the PF value, the lower the exposure compared to the exposure of an
unsheltered person in the same area. Figure 1.5 above shows sample PF estimates
based on evaluations conducted in 1973 [19] for typical structures during that era.

Efforts are under way to update the analysis of the level of protection that modern
buildings could provide from fallout radiation. Figure 1.6 shows an analysis of more
detailed urban structures completed at Lawrence Livermore National Laboratory,
in which most areas (shown in green or blue) had PFs greater than 10; which is
considered adequate by the Federal Planning Guidance.
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Fig. 1.4 Outdoor casualty areas for high rise urban area (/eft) and for an open field (right) from a
10-kt IND; red >800 rads (lethal), yellow 100-800 rads (injurious to lethal), green < 100 rad (non
injurious) (Figure Credit: Applied Research Associated, LLC)

Scientists at Lawrence Livermore National Laboratory are developing the capa-
bility to assess the quality of urban shelter with respect to nuclear fallout on a
regional level [20]. With the results of this assessment (see Fig. 1.7), planners
and responders can estimate: (a) the protection provided by existing buildings to
fallout radiation, (b) the effectiveness of shelter strategies using existing buildings,
and (c) approximate radiation exposures if these shelter strategies were to be
used.

Other effects, such as the electromagnetic pulse (EMP) and fires, also need to be
considered in response planning and are areas of ongoing research. For a ground-
level detonation, most EMP effects will be limited to the blast-damage zones, with
a few, random, longer-range disruptions occurring a few miles beyond. Although
the possibility of a ‘firestorm’ is unlikely given modern construction, there will
be a large number of small, disparate fires started by thermal and blast effects
(generally around the 1-mile perimeter), which could spread and coalesce if not
mitigated [24].
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Where to go: Apartment/Office building

Here's a guide to the relative safety 7
of different shelters, not unlike the
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Fig. 1.5 PF by building and by location within building (Figure Credit: Lawrence Livermore
National Laboratory)
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Fig. 1.6 Protection provided by typical urban buildings (Figure Credit: Lawrence Livermore
National Laboratory)
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Good

Fig. 1.7 Illustrative evaluation of the protection offered by local (nearby) shelter in the Los
Angeles Basin (Figure Credit: Lawrence Livermore National Laboratory)

1.6 Key Response Planning Factors

As stated in the outset of this paper, the end goal of this activity is to build the
scientific foundation for responding to large-scale disasters utilizing a nuclear deto-
nation as a case study. Planning Guidance for Response to a Nuclear Detonation, 2nd
Edition, produced by a Federal interagency committee led by the Executive Office
of the President, Office of Science and Technology Policy [16], is the result of a
collaborative effort across many federal departments and agencies. It utilized some
of the latest research discussed in this paper and identifies key recommendations in
order to respond to and recover from an IND incident. The document identified a
zoned approach to facilitate response planning, with the key zones defined as:

e Light Damage Zone: Windows mostly broken; injuries requiring self- or
outpatient-care.

¢ Moderate Damage Zone: Significant building damage and rubble, downed utility
poles, overturned automobiles, fires, many serious injuries; greatest life-saving
opportunities.

* Severe Damage Zone: Most buildings destroyed; radiation prevents entry into the
area; lifesaving not likely.

* Dangerous Fallout Zone: Area where large doses could be delivered to the
unsheltered public and emergency responders in a short period of time. This is
the dark purple area in Fig. 1.8.



1 Preparing for the Aftermath of a Nuclear Detonation; An Analytic. . .

Fallout Zones
(Approximate for a 10kT)
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automobiles, fires, and many serious
injuries. Early medical assistance can
significantly improve the number of
SUrVIVors.

Light Damage Zone

(1-to 3-mile radius)

Windows broken, mostly minor injuries
that are highly survivable even without
immediate medical care.
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Shrinking

Fig. 1.8 Description of key response planning zones (Figure Credit: Lawrence Livermore

National Laboratory)

e Hot Zone or 0.01 R/h Boundary: Areas where emergency operations can be
safely performed provided that responders take appropriate planning and dose
monitoring and control measures. This is the light purple area in Fig. 1.8.

The Key Response Planning Factors for the Aftermath of Nuclear Terrorism
report [21] provided the scientific basis necessary to identify the following response

objectives:

* Seek adequate shelter—the most critical lifesaving action for the public and
responders is to seek adequate shelter (PF of 10 or more) for at least the first

hour.
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* Protect response personnel—initial responder efforts should be spent on making
high-range dose-rate measurements within their shelter.

* Support regional situation assessment.

* Develop an informed evacuation strategy.

The National Council of Radiation Protection and Measurement Report Number
165; Responding to Radiological and Nuclear Terrorism: A Guide for Decision
Makers [22] provides additional scientific backing for the response strategies
discussed above. This report is a comprehensive analysis of key decision points
and information needed by decision makers at the local, regional, state, and federal
levels to help them respond to radiological or nuclear terrorism incidents.

DHS has continued to develop and use the supporting science for response
planning activities. Several FEMA regions have developed IND regional joint
planning guides and response playbooks to supplement their All Hazards Plans
using community specific impact assessments. With every community assessment,
new discoveries are made to inform and improve the planning process. FEMA
continues to work with responders, emergency managers, and regional planners
to better understand how to apply the supporting science and identify community
needs.

FEMA continues to facilitate federal, state, and local agency working groups
that develop improved guidance and information such as the Improvised Nuclear
Device Response and Recovery; Communicating in the Immediate Aftermath [23].
The updated analysis and resulting guidance has been integrated into the training
curriculum of FEMA’s Incident Management Assistance Teams and mainstream
education programs such as Harvard’s “Radiological Emergency Planning: Terror-
ism, Security, and Communication” [24] and Georgetown University’s Emergency
and Disaster Management Master’s Program [25].

1.7 Conclusion

Recent advances in analyzing the effects of a nuclear detonation in an urban area
have addressed a number of difficult issues and greatly improved our ability to
reduce the consequences of such a horrific event. However, considerable research
challenges remain. It is important to note that although sound science is the
cornerstone of good response planning, it must be tempered with the unique issues,
operational realities, and constraints of emergency-response capabilities in each
community. As such, each community may reasonably adopt different response
strategies based on the same technical analysis.

This is the cornerstone of the Disaster Management Analytic Framework
(DMAF) which provides a flexible process for (1) developing and using sound
science to (2) inform community specific assessments that will (3) support the
development of guidance that (4) drives regional and national preparedness. The
DMATF can be applied to a variety of natural and manmade catastrophic events
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involving large-scale incident response, and is especially useful for technical
hazards that often confound traditional response planning efforts. DMAF facilitates
scientific consensus and the development of comprehensive planning guidance in
support of emergency managers and response operations.
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Chapter 2

Response Tactics for the First 100 Minutes
After the Outdoor Detonation of an Explosive
Radiological Dispersal Device

Stephen V. Musolino, F. Harper, and J. Pfeifer

Abstract The Department of Homeland Security Science and Technology
Directorate sponsored a project to operationalize the science-based guidance for
dealing with the consequences of a radiological dispersal device, as published in the
scientific literature and adopted by the National Council on Radiation Protection
and Measurements. The project will morph this scientific guidance into actionable
tools for the first-responder agencies that are designed to assist them in developing
a simple, concise, and practical radiological- response plan. This effort also will
involve a partnership with four cities to pilot and improve these preparedness
materials. The principal goal of this project is to leverage scientific guidance to
increase the capability of local agencies to respond to a complex radiological event,
and assure an effective, coordinated response in the first 100 minutes after the
incident.

2.1 Introduction

A summary has been published of the scientific findings at Sandia National
Laboratories derived from over 25 years of experiments on the aerosolization of
radioactive materials [1]. Based on these data, guidance intended for first respon-
ders, planners, and senior decision-makers was developed to promote effective,
science-based, response plans [2, 3]. Subsequently, the original guidance was
updated. It now reflects new findings from additional experiments with fewer
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uncertainties on the potential ballistic fate of the radioactive material, so offering
new advice on the tactics of the response [4].

2.2 RDD Planning Guidance Development and Piloting

Recently, the Department of Homeland Security Science and Technology
Directorate initiated a project to promote the use of this scientific information to
guide the planning efforts of the local radiological dispersal device (RDD) response
teams. Hence, this effort will develop simple, concise, and practical tactics and
tools to support their planning processes and improve their capability to initiate an
effective response in the first 100 minutes of a radiological crisis. The goal of this
project is to develop actionable guidance and planning tools for first responders
to pilot the materials in four cities. The feedback and lessons learned will be
incorporated into the final deliverables.

The first 100 minutes is a critical time in an RDD response because the local
response agencies will be challenged to make critical decisions under highly
stressful, chaotic conditions. If these choices and tactics are not optimal in resolving
the crisis in the first 100 minutes, it is likely the emergency phase of the response
will persist for a much longer, meaning that local officials may lose control of the
situation and jeopardize their credibility with the public. This unacceptable outcome
can be avoided. With proper tactical planning based on scientific guidance, a prompt,
effective response can be mounted in the first 100 minutes, so that the responders
effectively carry out the correct actions to save lives and protect the responders
and the general public, and stabilize the aftermath of the incident. The goal of the
project is to increase the capability of local responders to successfully manage the
complexities posed by the consequences of an RDD.

2.3 Tactics for the First 100 Minutes

There is extensive expertise and hardware within the responder community to deal
with an uncontrolled release of hazardous material. HAZMAT teams already are
equipped and trained to work in an all-hazards environment, including one with
ionizing radiation. Thus, the aftermath of an RDD generally can be viewed as similar
to an improvised explosive device, coupled with large spill of radioactive material,
giving rise to some unique complications that planning and preparedness can
mitigate. Similar to the recent emergence of the hazard from the Ebola disease, the
HAZMAT team has the skills and resources needed, but some additional planning
at the tactical level is required to prepare for the response to specific conditions and
challenges. Hence, the response agencies need only to adapt and coordinate their
existing capabilities, tactics, and resources to deal with the complexities posed by
the consequences of the explosion of an RDD.
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Fig. 2.1 Notional representation of dispersal possibilities. One or more of these fates are possible
depending on the form of the radioactive material and the design of the device. Note: These patterns
are representative only of the behavior of the radioactive material in the device. Chunks of non-
radioactive debris could fall beyond the indicated range for ballistic fragments [4] (The figure was
reprinted with permission from the Health Physics Journal and the Health Physics Society)

Because a terrorist incident is expected to occur without warning, early protective
actions and decisions must be made in advance so that the preplanned actions
become instinctive ones. In principle, this is because the design of the device, and the
amount of radioactive material it disperses will be unknown at time of detonation.
Thus, it will not be readily apparent whether the contamination is highly localized
at the point of detonation, widespread from a plume of aerosol that can deposit
contamination over a long distance downwind, or something in-between. Figure 2.1
illustrates the range of possibilities for the fate of the radioactive material.

In planning for the first 100 minutes of an RDD response, first responders need
not reinvent their procedures for incident command, medical triage, or emergency
messaging, but rather coordinate their actions with other response agencies and
incorporate RDD-specific tactics into their concept of operations:

Tactic-1

Initially, the local responders will know only that an explosion has occurred with
an associated radiological signature, possibly from one field measurement near the
point of detonation. They will not know any of its characteristics, such as those illus-
trated in Fig. 2.1. Lacking more information, sheltering is recommended to protect
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Fig. 2.2 Recommended boundaries for initial Shelter-in-Place and Hot Zones [4] (The figure was
reprinted with permission from the Health Physics Journal and the Health Physics Society)

the public until the actual contamination “footprint” is measured and mapped. In
this initial period, two tactical default hazard-boundaries are recommended:

1. Define the initial Hot Zone as a 250 m radius around the point of detonation.
Do not decide anything based on the perceived direction of the wind, especially
in an urban setting where the wind field can be very complex [2, 4]. Later,
after collecting field measurements, redefine the Hot Zone based on actual
contamination levels and the recommendation of the National Council on
Radiation Protection and Measurements of 0.1 mGy h! [3].

2. Define the boundary to the Shelter-in-Place Zone as 500 m around the point of
detonation, and 2,000 m in the direction of the prevailing wind.

Figure 2.2 depicts these recommendations.
Tactic-2

As soon as possible, record the radiation readings near the point of detonation to
identify whether or not there is an obvious coherent hotspot. Observe and record the
extent to which broken windows are apparent, and the approximate diameter of the
crater. A coherent hotspot is an indicator of a large aerosol fraction, and range of
broken windows and crater size indicates the amount of explosive (large or small).

Tactic-3

At approximately 1 km, transect (cut across) the Shelter-in-Place Zone and record
radiation measurements along this path. The results will indicate whether or not
there is contamination over a long distance, and where to conduct the next survey. If
null results were obtained, move the next transect closer to the point of detonation,
and visa versa if contamination is present.
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Tactic-4

Based on the existing inventory of radiation detectors within the city’s responder
community, and a predetermined plan, rapidly collect and map measurements at
long distances (2—10 km) and at 360° around the place of detonation.

Assessment

Consolidate the radiological data from Tactics 2, 3, and 4 on to a map to visualize the
information and identify the largely uncontaminated areas surrounding the affected
area. Share this information with the public to calm the many concerned citizens,
and then identify where others should remain sheltered until directed to evacuate
along uncontaminated routes.

2.4 Conclusions

The tactics described above serve as the starting point for a more fully developed
tactical RDD response guidance and preparedness materials. The good news is that
we know enough from research about RDD detonations to assist first responders in
correctly scripting their decision points, and response tactics in the first 100 minutes,
allowing cities to prepare through written response plans and exercises. Through
the development and piloting of RDD preparedness materials over the next 2 years,
expectedly cities will tailor the concepts outlined here, improve them, and possibly
develop other new and pragmatic tactics to promote success in the first 100 minutes
of an RDD response.

Acknowledgements The Department of Homeland Security Science and Technology Directorate
funded the pilot project.

Notice: This manuscript has been authored by Brookhaven Science Associates, LLC under
Contract No. DE-AC02-98CH1-886 with the U.S. Department of Energy. The United States
Government retains, and the publisher, by accepting the article for publication, acknowledges, a
world-wide license to publish or reproduce the published form of this manuscript, or allow others
to do so, for the United States Government purposes.

References

1. Harper FT, Musolino SV, Wente WB (2007) Realistic radiological dispersal device hazard
boundaries and ramifications for early consequence management decisions. Health Phys
93:1-16

2. Musolino SV, Harper FT (2006) Emergency response guidance for the first 48 hours after the
outdoor detonation of an explosive radiological dispersal device. Health Phys 90:377-385

3. National Council on Radiation Protection and Measurements (2010) Responding to a radio-
logical or nuclear terrorism incident: a guide for decision makers, NCRP report 165. National
Council on Radiation Protection and Measurements, Bethesda

4. Musolino SV, Harper FT, Buddemeier B, Brown M, Schlueck R (2013) Updated emergency
response guidance for the first 48 hours after the outdoor detonation of an explosive radiological
dispersal device. Health Phys 105:65-73



Chapter 3

Operational Framework for Recovery

from an Attack Involving a Radiological
Dispersal Device/Improvised Nuclear Device

Ellen Raber, Robert P. Fischer, and Mark Sutton

Abstract This paper adapts a six-phase U.S. Office of Science and Technology
Policy biological and chemical incident preplanning response and recovery frame-
work for a large-scale radiological terrorist attack. This framework depicts pre-
planned decisions for a radiological emergency event to ensure protection of
public health and the environment. Recommendations for operational-level details
across the remediation space of characterization, decontamination, and clearance
are provided as well as an overview of the current technologies available and the
gaps that are important to consider in the timeline for recovery. Examples of the use
of this framework applied to radiological preplanning are also discussed.

3.1 Introduction

Recovering from a radiological attack is a complex process requiring the successful
resolution of numerous challenges. National policies and regulations address pre-
paredness goals and organizational structure, but they do not tell responders
how to perform remediation. This article highlights features of a national-level
framework that has been developed to guide a risk-based decision process and
inform decision makers of the questions that must be addressed and supported
by best practices to optimize recovery of functions at affected facilities or areas.
Essential considerations include (1) specifying the emergency-response actions
needed at the onset of a radiological incident; (2) determining the extent of
contamination and whether an actual or potential impact to health, property, or
the environment exists; (3) determining the actions needed to restore essential
facilities and/or operations; (4) determining whether remediation is needed and
a process to evaluate options; (5) identifying risk-based clearance goals; and, (6)
selecting appropriate decontamination technologies to meet those goals. In order to
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be successful, it is essential that stakeholders are involved. Unique environmental,
economic, and cultural considerations must always be considered during any site-
and incident-specific radiological recovery. Additionally, preplanning investments
in critical areas will help to shorten the timeline for recovery and allow communities
to be better prepared should such an incident occur.

3.2 A Decision Framework for Recovery from a Radiological
Attack

A successful recovery from a large-scale radiological incident will involve scenario-
and site-specific decisions requiring an integrated systems approach. Numerous
documents and policies have been produced at the national level addressing various
topics related to preparedness training. The National Preparedness Guidelines [1]
states the core preparedness goal for the nation. The National Response Framework
(NRF) is a “guide to how the nation conducts all-hazards incident response” when
managing domestic incidents [2]. The Comprehensive Preparedness Guide 101,
version 2.0, provides Federal Emergency Management Agency (FEMA) guidance
on the fundamentals of planning and developing emergency operations plans [3].
It illustrates the relationships among national policies, regulations, standards, and
other initiatives at state and local levels that must be coordinated during remediation.
Many other policies and plans are also relevant to consequence management
following a radiological attack; however, their high-level content contains little
guidance for conducting the numerous operational-level activities associated with
remediation. None of the documents, plans, or acts bring all the required operations
together in policy-level guidance that tells responders how they should perform
remediation and recovery.

To fill the gap, we have reviewed previously developed frameworks for chem-
ical/biological/radiological (CBR) incidents, which can serve as a starting point
for approaching a more operational-level decision tool [4, 5]. Additionally, the
Department of Homeland Security recently published Planning Guidance for
Protection and Recovery Following Radiological Dispersal Device (RDD) and
Improvised Nuclear Device (IND) Incidents, and Key Planning Factors for Recovery
from a Radiological Terrorism Attack [6, 7]. These documents use the NRF as an
overarching approach to establish preplanning factors that should be considered by
decision makers. More recently, the Environmental Protection Agency (EPA) pub-
lished the Interim Protective Action Guide and Planning Guidance for Radiological
Incidents, which is very relevant to establishing remediation goals and objectives
[8]. The purpose of this paper is to utilize these previous studies and suggest a
decision framework for RDD/IND remediation planning and execution that can
serve as a model for the nation as a whole in addressing the unique challenges
associated with an RDD/IND terrorism attack in an urban area. Our focus is on
radiological contamination resulting from the attack rather than on blast, thermal, or
other effects, because of the potential for long-term health or contamination issues.
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Fig. 3.1 Integration of NRF and OSTP frameworks for key planning factors

In particular, this framework identifies areas necessary for preplanning to guide
stakeholder and interagency coordination at federal, regional, state, and local
levels, as well as addresses social, economic, and operational interdependencies
and limitations that affect remediation and recovery actions. We have utilized
and combined the NRF and the National Disaster Recovery Framework (NDRF),
and incorporated the Office of Science and Technology Policy (OSTP) framework
(initially developed for biological incidents), which follows the scheme of six phases
for response and recovery arrived at through interagency consensus and approval.
Figure 3.1 shows the combined integration of this approach. These six phases
are adapted for a radiological incident in a series of detailed decision flowcharts
(Figs. 3.2, 3.3, 3.4, 3.5, and 3.6), identifying questions that must be answered
from the time that an incident is discovered. Each box within the framework has
an associated number (in blue) that is used to link to expanded operational-level
guidance and can be referred to in supporting documentation.

There are four overarching concepts that are important to this framework. First,
communication to the public must be accurate, timely, and frequent, and the
coordination of local, regional, state, and federal public information is critical.
Therefore, risk communication is emphasized throughout the phases of response
and recovery. Second, although the series of decision flowcharts comprising the
framework seem to treat the six phases and steps within them as sequential, many
activities will overlap or take place concurrently and some will be recurrent. Third,
because the goal is to balance achievable and practical results, an optimization
approach is emphasized at each stage of remediation. Optimization is not only
important to identify successful cleanup options but also to guide the choice of
targets during remediation and restoration and to ensure that limited recovery
resources are used effectively. And fourth, our understanding of many technical
details important to recovering from a wide-area radiological attack is currently
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limited and any actionable-level guidance will need to address both current best
practices as well as identify gaps in technical capability and resources.
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from Clearance 508

Our studies have primarily focused on the Recovery or Remediation Phase
consequence management activities (i.e., Characterization, Decontamination, and
Clearance) rather than initial phases (Notification and First Response); although
the successful transitional phase from Response to Remediation is key for effective
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recovery. The transition from Response to Remediation entails understanding the
remaining health risks and then addressing those risks by prioritizing assets and
functions. In order to optimize the transition, it is very important for individual
jurisdictions to prioritize remediation objectives, determine high-priority outdoor
and indoor areas that represent health-related/environmental issues, economic dis-
ruptions and/or political considerations. Additionally, critical infrastructure (which
includes lifeline infrastructure), areas of high contamination, and other jurisdictional
priorities, must be integrated into the overall remediation strategy. Due to the nature
of radiological contamination, it is recommended that important outdoor areas be
remediated or stabilized first to allow safe access to contaminated structures and to
prevent the further spread of contamination. Facilities in cleared areas would then
follow an additional prioritization for continued remediation until all areas have
been cleared for restoration and re-entry.

We are currently evaluating the operational-level information needed with
emphasis on the Remediation Phase to allow and support a rapid return to service
concept and strategy. This includes a more detailed understanding for Characteri-
zation, Decontamination, and Clearance, and the application of that understanding
for specific scenarios and infrastructure. This is being accomplished by providing
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more detail and linkages to the existing boxes in the framework as has already
been done in detail for chemical and biological incidents [9, 10]. It also involves
an understanding of the current/emerging technologies that can be employed and
optimized for a radiological event to reduce recovery timelines. Application and
choice of technologies will be site- and incident-specific. One important parameter
that needs to be considered is the availability of local and national response and
recovery capabilities (manpower, equipment). An overview of the three phases for
remediation as well as the general state of technology for radiological remediation
within those areas is discussed below.

Characterization Characterization provides estimates of how widespread the con-
tamination is by assessing outdoor surface contamination, outdoor air contamination
from re-suspension of particles, and indoor contamination of facilities. In general,
characterization is fairly robust for radiological analyses. Rapid characterization
will quickly determine the extent of contamination and address important public
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health issues. Current capabilities as demonstrated for the incident at Fukushima,
Japan show that the United States is capable of supporting thousands of assays
to include filters (both particulate and adsorptive) for airborne radioactivity and
re-suspension, surface soils, and swipes to determine ground deposition and soil
core analysis to understand migration rate impact to dose. Critical analyses needed
include gross alpha and beta screening, gamma spectrometry for iodine-131,
cesium-134, cesium-137, strontium-89, strontium-90, and others as well as actinide
analysis (uranium, neptunium, plutonium, americium, and curium). It is important
to note that a multi-faceted modeling and ground-truth approach is necessary to
rapidly understand impacts from a radiological incident. This requires a rapid aerial
monitoring system as well as in situ and laboratory analysis capabilities. This
combined set of tools helps to build public confidence. The remediation timeline
could be shortened with more field-based, higher sensitivity prompt analysis
methods to include remote and automated analysis systems.

Decontamination The purpose of decontamination is to clean up areas affected
by a radiological release that remain a risk to human health, as determined
from the Characterization Phase, with the highest priority placed on restoring
critical infrastructure to minimize economic and social impacts. Decontamination
for the public sector is very demanding and requires rigorous evaluations for
several key parameters, including: availability, effectiveness, safety, compatibility,
operational requirements, time, waste generation, environmental concerns, and
stakeholder needs. Therefore, determining whether decontamination is necessary
is a site-specific, incident-specific decision. It is important to determine whether
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contaminated areas will be treated in situ or whether contaminated materials will
be removed and then treated at a different location. Lawrence Livermore National
Laboratory (LLNL) has a particular understanding of cesium and how to remediate
outdoors in some environments (e.g., carbonate geology). This is based on LLNL’s
experience in the Marshall Islands, which is discussed in more detail below.

After an incident, the use of stabilization/fixative methods will limit the expo-
sure and further spread of radiological contamination. In particular, fixatives
can be applied to indoor and/or outdoor surfaces and can allow agglomera-
tion/stabilization/encapsulation to reduce inhalation health risks. The US EPA
is evaluating several approaches, from commonly available fire-fighter materials
(e.g., water, foams, retardants) and other locally available materials to rad-specific
commercial materials with demonstrated effectiveness, although not as readily
available. Once stabilized, an understanding of the fate and transport mechanisms
for specific radionuclides is important in determining decontamination strategies
and methods. Additionally the decontamination methods will vary and must be
evaluated independently for (1) indoor/semi-enclosed environments; (2) outdoor
areas (both natural and man-made surfaces; and, (3) water systems (both municipal
distribution and natural systems). For example, cesium migration on porous urban
surfaces requires immediate action to avoid migration into surface materials.
However, short-lived isotopes may not require any decontamination if a combination
of stabilization/mitigation methods in conjunction with natural attenuation are
found to be sufficient to reduce health risks to an acceptable level. LLNL has
developed a more detailed flowchart for evaluating and determining the best level
of decontamination for facilities and/or infrastructure. This includes three levels of
decontamination depending on surface type and reactivity of the specific radionu-
clide. Promising wide-scale decontaminants include potential chelation agents,
although these are still under development. Lastly, issues with waste generation and
treatment need to be addressed and waste minimized and/or stabilized for landfill
disposal when possible.

Clearance Clearance is the process of determining whether a specified clearance
goal—developed from risk assessment and risk management practices—has been
met for a particular contaminant in or on a specific area, site or item. Wide-
area clearance will need to be performed in phases, with some parts of an urban
area undergoing clearance before others according to prioritization. Understanding
and conducting effective risk assessments is key to optimizing risk-management
and remediation strategies. Most important is the translation of environmental
sampling into expected exposure/activity levels from potential exposure pathways.
This allows for the evaluation of risk- and dose-based criteria and translates to
probability of disease (e.g., cancer risk) and public health risk. The process of
determining “How Clean Is Clean Enough?” and establishing clearance goals
involves stakeholder input throughout the decision process and needs to be sensitive
to political, social, legal, and cultural factors. Risk-based and dose-based clearance
criteria for radiological exposures have been developed by several U.S. agencies
[EPA, DOE, NRC, Agency for Toxic Substances and Disease Registry (ATSDR)] as



34 E. Raber et al.

well as the International Commission on Radiological Protection (ICRP). Although
these criteria can serve as a starting point, consensus does not exist as to how
to apply them in a wide-area event, and this will be an incident- and site-
specific decision [11]. Improved fundamental risk-assessment and risk-management
approaches, including exposure pathways, are needed.

3.3 Applications and Lessons Learned

The Marshall Islands reclamation project is a real-world example of radiological
(cesium-specific) remediation success, but the timelines need to be significantly
shortened for a radiological terrorist incident [12]. This previous work started
with a detailed wide-area characterization and examined possible decontamination
approaches. After initial field and laboratory studies, the approach focused on the
displacement of cesium from large areas using potassium (K). Although this was
ultimately successful, the method is highly geologic dependent and applications
to other sites would need further evaluation. The area has now been repopulated
and agriculture has been re-established, although long-term monitoring continues.
Details of this project should be reviewed in more depth for application to other
potential incidents, including potential applications to Fukushima.

More recently, LLNL has worked with several U.S. government agencies and
developed detailed recovery plans for urban facilities and transit systems based on
the OSTP adapted framework presented here. For example, we developed detailed
rapid return to service guidance based on this framework for the Manhattan Transit
Authority to use in the event of a radiological attack. This supporting guidance
included (1) monitoring and characterization plans; (2) facility decontamination
plans; (3) rolling stock remediation plans; and, (4) waste management plans.
The overall decision framework worked well in developing the necessary detailed
supporting guidance documents.

3.4 Summary

Restoration and recovery requirements for the civilian sector are very demanding
and conflicting for a wide-scale radiological incident and will be incident- and
site-specific. Significant regional and national economic drivers will require fast,
adequate, and reduced-cost solutions. These will be in conflict with stakeholders
who want high assurances that facilities/areas are safe for reoccupancy. Therefore,
it is important to optimize these parameters based on an effective operational-
level decision framework and to develop supporting preplanning guidance. LLNL
has begun work on an operational-level framework based on the OSTP biological
framework integrated with the NRF as applied to radiological response and recov-
ery. Successful implementation of the proposed framework is limited by capability



3 Operational Framework for Recovery from an Attack Involving. . . 35

gaps (gaps in technical capability and limited resources) underlying the likely
requirements facing incident commanders who will manage remediation activities
following an RDD/IND incident. Important gaps include (1) staging and availability
of local and national response and recovery capabilities (manpower, equipment, and
other potential shortages); (2) the need for improved fundamental risk-assessment
and risk-management approaches, including the transport and potential spread
of radionuclides; (3) the need for improved stabilization and/or decontamination
technologies, especially for wide-scale outdoor areas, including how to deal with
infiltration or penetration of radionuclides into porous construction materials; (4)
lack of supporting information and sampling procedures needed to develop and
confirm realistic outdoor clearance goals; and, (5) potentially overwhelming waste-
management and disposal issues. Lessons learned from the incident in Fukushima,
Japan, and remediation of the Marshall Islands are key to moving forward with
a long-term goal of an operational-level framework and supporting guidance for
wide-area rapid return to service from an RDD/IND incident.
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agency of the United States government. Neither the United States government nor Lawrence
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Chapter 4

Responding to Nuclear Terrorism: Is Training
of First Responders at Sites of Nuclear Disasters
Enhancing Their Preparedness for Incidents
Involving Nuclear and Radioactive Material?

Dieter Rothbacher, Oskar Schmidt, and Duncan Brierley

Abstract Preparedness of the first responders’ community is largely driven by
extensive training programmes, based upon operational procedures and incident
awareness and management. Specialised training facilities allow enhancing pre-
paredness for incidents involving radioactive and nuclear material; due to the
merging threat posed by radiological, nuclear and explosive (RNE) materials, there
has been increased focus on this particular training for first responder and military
communities worldwide. Few countries have live-agent training facilities that would
even allow the use of open, unsealed radioactive sources.

But there is the need for realistic full force field training to confirm the units’
readiness to assume the mission. The accident in the 4th reactor unit of the
Chernobyl nuclear power plant that occurred in the early morning of April 26,
1986 is known to have released an enormous quantity of radionuclides from the
destroyed reactor. The activity that was released into the atmosphere to generate
the fallout that precipitated onto the adjacent territories was approximately 3,330
PBq (90 MCi), not including noble gases. The most affected area, the so-called
exclusion zone of Chernobyl, covers an area of approximately 2,600 km? (1,000
sq mi) in Ukraine, immediately surrounding the Chernobyl nuclear power plant
where radioactive contamination from fallout was highest and public access and
inhabitation are still restricted. This exclusion zone is used for radiation protection
and response training of first responders. Can this training be done safely and are
the benefits outweighing the risks?
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4.1 Introduction

Preparedness of the first responders’ community is largely driven by extensive
training programmes, based upon operational procedures, incident awareness and
management. Specialised training facilities allow enhancing preparedness for inci-
dents involving radioactive and nuclear material. Due to the emerging multifaceted
threats posed by radiological, nuclear and explosive (RNE) materials, increasing
focus has been placed on this particular training for first responder and military
communities worldwide.

Few countries have live-agent training facilities that would even allow the use of
open, unsealed radioactive sources. But there is the need for realistic, full-force field
training to confirm the units’ readiness to assume the mission.

4.1.1 ‘Train as You Fight’

The accident in the 4th reactor unit of the Chernobyl nuclear power plant that
occurred in the early morning of April 26, 1986 is known to have released an
enormous quantity of radionuclides from the destroyed reactor. 3,330 PBq (90
MCi) — not including noble gases — were released into the atmosphere, to generate
the fallout that precipitated onto the adjacent territories.

The most affected area — the so-called exclusion zone of Chernobyl — stretches
over some 2,600 km? (1,000 sq mi) in Ukraine, all around the Chernobyl Nuclear
Power Plant. There, the highest radioactive contamination from fallout was
recorded, and public access and inhabitation are still restricted.

The exclusion zone is used for radiation protection and response training of first
responders.

Can this training be carried out safely and are the benefits outweighing the risks?

This conference paper shall answer those questions.

4.2 The Chernobyl Exclusion Zone

The accident in the 4th reactor unit of the Chernobyl nuclear power plant that
occurred in the early morning of April 26, 1986 is known to have released an
enormous quantity of radionuclides from the destroyed reactor. At the time of
the accident, the 4th reactor unit had been in operation for just over 2 years
(since December 1983), and the reactor’s core was estimated to have accumulated
approximately 2,220 PBq (6.0- 107 Ci)! of the activity, without taking into account

"During the period of the ChNPP accident, units that were not part of the International System of
Units (the SI system) were commonly used in the Soviet Union. This article shows the values in
the SI system with the original values used by the authors of the references given in brackets where
possible.
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Table 4.1 Inventory of

: . Radionuclide | Mass, kg Activity
major long-lived

radionuclides in the core of 5 Bq = MCi

the ChNPP 4th reactor unit Sr 44.24 2.278-10 6.158

m 106Ru 6.935 8.585-107 |23.20
134Cs 3.195 1.531-10'7 | 4.138
1258h 0.502 1.920-10'% | 0.5190
37¢Cs 81.120 2.597-10'7 | 7.020
144Ce 33.22 3.922-10"% | 106.0
236py 5.814-107% | 1.144-10'" | 0.000003093
238py 1.479 9.377-10' | 0.02534
239py 412.7 9.480-10' | 0.02562
240py 176.0 1.482-10 | 4.005
241py 49.11 1.835-10'7 | 4.958
242py 14.16 2.061-102 | 0.0000557

short-lived radionuclides [1]. Including gaseous and short-lived radionuclides, the
total activity in the 4th reactor unit at the time of the accident was estimated to be
300,107 PBq (8,111 10° Ci) [2]. About 3.5 % of this activity was released into
the atmosphere, to generate the fallout that precipitated onto the adjacent territories.
According to different estimates, the total radioactive release (not including noble
gases) was approximately 3,330 PBq (90 MCi) (Borovoy 1990). The release of the
radionuclides from the destroyed reactor unit took a fairly long time, and continued
from April 26, 1986 to May 6, 1986 (Table 4.1).

4.3 “Train as You Fight”’ Systems Approach to Training for
First Responders at Sites of Nuclear Disasters

Here is a description of how Hotzone Solutions (HZS) has applied the globally
recognised but usually generic ‘Systems Approach to Training’ concept, used
by many organisations to develop various levels of training at the sites under
consideration.

Trainers may fail to achieve goals for many reasons, one of those reasons often
being having little or no understanding of the training plan, or how that training
plan has been devised. Hence, given the specificity of the subject matter, it may be
advisable to review some key definitions before further exploring HZS’ approach.

The first question we should ask ourselves is “what is training?”’. There are
many documented answers, and each trainer will have his/her owns. However, the
definition below is widely accepted, according to which training is [3]:
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An activity that aims at imparting the specific knowledge, skills and/or inculcate appropriate
attitudes required by an individual in order to adequately perform a task or job?

The purpose of any training plan is to deliver results. Learning objectives state
those results, and describe what people will be able to do as a result of training.
They are learner-centred, and not trainer-centred. As a matter of fact, at HZS, the
trainer’s primary role is that of a guide in the learning process, and not just an expert
imparting information to passive learners.

Another key aspect to be mentioned is the Training Needs Analysis or TNA, with
its definition being [3]:

A structured survey and analysis of training requirements arising as a result of new

equipment procurement, doctrinal change, or changes to legislation, including a comparison

of different training methods and equipment, with a view to recommending the optimum

training system for maximum cost-effectiveness. It is a highly flexible procedure with the

choice of supporting tools and techniques varying between projects. In all cases, however,
a TNA is a product-based, iterative process, providing an audit trail for all decisions.

For HZS, the importance of needs analysis for training at nuclear disaster sites —
and especially Chernobyl — was born out by client requirements, and by the need
to recognise what may well happen again. Tragically, such importance was also
confirmed by the Fukishima disaster, in April 2011. Another trigger for TNA is
the evolution of ‘threats’, with the use of dirty bombs and radioactive dispersal
devices having been much documented. Training at nuclear disaster sites also entails
significant advantages for radiation mapping, environmental effect assessment, and
spread and contamination control, just to mention a few areas.

Fundamental to the philosophy of need is that these steps constitute a cycle,
with evaluation bringing about continuous reassessment of the needs, and the
consequent refinement of the training given. This is key to Nuclear Emergency
Training (NET) [6].

The NET course — like any course within the HZS training repertoire — follows
a training strategy whereby it can be delivered either individually or collectively,
with HZS training strategy including a pre-requisite, namely that trainees must give
proof of having attended minimum 30-h radiation protection basic training [4]. This
is important for two reasons:

1. The exclusion zone is not a place for “radiation rookies.”
2. In order to make the most of the time spent in the zone, not wasting it on matters
that can be dealt with in a classroom.

The course is designed for trainees to become aware of emergency measures after
a nuclear accident. The training content includes:

1. Radiation Safety
2. Consequences of a nuclear accident
3. Consequence management after a nuclear accident

2JSP 822 — Part 2 — Training & Education Glossary. United Kingdom M.O.D.
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Chernobyl 1986- Causes and effects

Comparison of Chernobyl/Fukishima

Operating in a radiological contaminated area

Protection against radioactive open sources on terrain and infrastructure.
Detection of radioactive sources in a contaminated environment.
Sampling

Decontamination

SN S

These objectives are not indeed set in stone. As a matter of fact, if there is a
particular area which clients may want to explore, it can be investigated within the
boundaries of safety and dose management. The objectives are devised based on
the need to confirm previous knowledge and provide a learning experience using
Bloom’s Taxonomy [5].

The objectives have been divided into three “domains”, namely cognitive,
affective, and psychomotor (sometimes loosely described as “knowing/head”,
“feeling/heart” and “doing/hands” respectively) ones, thus allowing designing a
more holistic and flexible training program.

As access to Chernobyl and to the exclusion zone is restricted, how is it indeed
possible to reach the aforesaid objectives? First of all, anyone — as long as they are
over 18 years of age and in good health — can go to Chernobyl; as a matter of fact, the
BBC’s motor show Top Gear did, and tourists can also book tours. The difference
is that those people carry cameras, while HZS trainers and trainees carry detection
devices and wear protection equipment and gear. However, despite the possibility
to be authorised to access the exclusion zone, the Ukrainian authorities prefer to
keep close control on whoever explores the areas carrying detection equipment. This
is why HZS has entered into an agreement the Chornobyl Centre [7]. This unique
partnership has allowed HZS to conduct its own radiation mapping of the ghost town
of Pripyat, in order to ensure that the dose limits in HZS’ training area fall within
safe ranges. The partnership also allows access to the Chernobyl Power plant and
the Exclusion Zone by the workers train, which leaves from the city of Slavutytch,
crosses the Border with Belarus, and goes directly to the plant. Slavutytch is mostly
home to the disaster survivors and their descendants, who had to be relocated as a
result of the accident. The journey is quite interesting, as our trainees are encouraged
to watch the rise and fall of background readings as the train travels through a small
area that is believed to be in the downwind hazard. The Chernobyl railway station
also provides some innovative training options in the areas of contamination control,
decontamination, whole-body monitoring, and even indoor training at the station.

Generally speaking, first responders and military do not like maths; so dose
monitoring is key. Trainees are made aware of what their instruments are actually
telling them. Pripyat exhibits not only radioactive hazards, but also many other
hazards associated with any concrete monolith that may have been left in the
contaminated area for 20 years. Failing structures, open manholes, and loose
footings are now remnants of a once vibrant city that had to be evacuated in a hurry.
Of course, such hazards differ significantly from the hazards one would expect after
around a 1 to 3-day time scale, but whether it is Pripyat now or Pripyat the day
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after the accident, radiation monitoring itself intensifies those hazards. Why? Give
a man a tool, and he will complete a job. However, unless he already understands
that tool and uses it effectively, he will lose focus on that job. So, HZS training
makes trainees aware of what their instruments are telling them, but it also highlights
the ‘detector compass’. Eyes down, mind focused on the tool and the numbers it
gives, oops, I have just fallen down a hole!!! These are key lessons that can only be
learnt through field training in a contaminated environment, when radiation plays
the multi-directional battle, and this is essential to the “train as you fight”.

4.4 Radiation Level Measurement in Pripyat

Exact Dose Rate measurement in Pripyat was necessary to establish a safe working
environment, based on Dose/ Time calculations.

4.4.1 The Initial Phase

The abandoned town of Pripyat was decontaminated in the months after the
Chernobyl Nuclear Power Plant accident. Due to the time elapsed and to the
natural effect of 25-years passing seasons, there are rather low levels of background
radiation. Radioactive particles travel about 1 cm per year into the earth; therefore,
in the bushes and on the meadows the dose rates are, in most cases, reasonably low,
except in those places where highly radioactive waste was buried. But they are not
included in HZS training areas.

Nevertheless, there are still some places that show high dose rates, which are still
too high to ensure safe working conditions. Those are either original hotspots that
had not been decontaminated, or places where hot particles have been accumulating
over the years, or areas where moss is transporting radioactive particles out of the
ground to the surface.

To ensure safe working conditions based on Dosimetry standards, the maximum
dose was fixed at 10 wSv per day, for 3 working days.

Another challenge to safe working conditions arose during the measurements
carried out around open manholes. During the decontamination process, they were
all opened and they were never closed afterwards (Fig. 4.1).

4.4.2 Generating the Radiation Map

In order to ensure reliable and quantitatively significant radiation data, a FLIR
Identifinder was used, in combination with a LaBr detector. The Identifinder is
able to log the dose rate per second. For the actual position, a GPS was used with
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Fig. 4.1 Manholes in Pripyat
©HZS

external U-Block SirfIIl antenna, which was set to log the position per second. On
both devices, the real time clocks where synchronized. For the measurements, the
Identifinder was carried 1 m above the ground and the GPS antenna was positioned
above shoulder level.

The training area was divided into three parts, which were covered in 2 days. The
main constraints were due to the fact that it was necessary to stick to the timetable
of the power plant workers train — thus having a specific amount of time available
every day — and the fact that the area had to be covered on foot in order to collect
accurate data.

For the measurements, the logging of the GPS and the Identifinder were started
and stopped at the same time. After returning to the Chornobyl Centre, the log-files
of the two devices were downloaded and converted, so to become readable by a
table calculation software. Then, the two files were merged into one, containing the
position, the date, time, and the dose rate (Table 4.2).

Then, this file was converted by a GIS program to produce colour tracks, showing
the dose rate from background reading in blue, and maximum dose rate in read.
The map used was taken from Open Street Map and corrected with the actual GPS
information (Table 4.3).

As a 10 uSv per working day maximum dose had been fixed, a calculation base
was then obtained showing in which part of our training area it was possible to
work, and for how long, without exceeding the maximum daily dose. According to



44 D. Rothbacher et al.

Table 4.2 HZS Logfile

_Dat_ei _B_eg_rheiten Fom‘]at _Ansigl'_lt ?
51.40051446°N 30.06349330°E 18. Apr 12 09:37:35.000 0,56
51.40051413°N 30.06349314°€ 18. Apr 12 09:37:37.000 0,564
51.40051128°N 30.06349733°E  18. Apr 12 09:37:39.000 0,542
51.40052536°N  30.06349598°E  18. Apr 12 09:37:41.000 0,547
51.40052787°N  30.06348894°c  18. Apr 12 09:37:43.000 0,538
51.40052838°N  30.06347671°E  18. Apr 12 09:37:45.000 0,542
51.40054497°N  30.06347151°E  18. Apr 12 09:37:47.000 0,547
51.40054866°N  30.06347469°E  18. Apr 12 09:37:49.000 0,547
51.40055168°N  30.06347201°  18. Apr 12 09:37:51.000 0,551
51.40054062°N  30.06346916°E  18. Apr 12 09:37:53.000 0,562
51.40053609°N  30.06346682°E  18. Apr 12 09:37:55.000 0,567
51.40053274°N 30.06346615%E 18. Apr 12 09:37:57.000 0,552
51.40052083°N 30.06346799°%E 18. Apr 12 09:37:59.000 0,568
51.40052704°N 30.06347050°E 18. Apr 12 09:38:01.000 0,563
51.40054665°N 30.06346648°E 18. Apr 12 09:38:03.000 0,564
51.40055269°N 30.06346011°E  18. Apr 12 09:38:05.000 0,554
51.40057012°N 30.06345978°E 18. Apr 12 09:38:07.000 0,583
51.40057213°N  30.06345055°€  18. Apr 12 09:38:09.000 0,59
51.40061823°N  30.06351560°E  18. Apr 12 09:38:11.000 0,601
Table 4.3 Screenshot of the position record of other hazards
C73 v Je
A B [ — D E

1 Basiccoordinates 51.24.xx N 30.03.xxE

2 Number Type of danger Coord. Road side

3 1 Hole 3

4 49

5 2 Deep hole 4 Left side

6 Other 2 with bad covers 47

7 3 Hole 4 Right side

8 Another suspect cover 43

9 4 Hole 5 Right

the above-mentioned thresholds and calculations, the maximum time to be spent in
the exclusion zone is 4 h (set by the timetable of the train between the Chernobyl
Centre and the Power Plant). As around 1 h is necessary for preparation and post-
training decontamination, the adopted calculation base was 3 h. Hence, the average
dose rate should not exceed 3 wSv/h. The dose rate on the decontaminated roads is
just a little higher than average background levels in non-contaminated areas. The
hot spots show significantly higher levels, but those areas are quite small. A colour
code was developed on the radiation map, showing for how long it is possible to
work and train in each area:

— Blue: No time limit

— Green: 3 h maximum time

— Yellow to Red: immediate return after 1 h (safe direct path return to stay below
10 wSv) (Fig. 4.2).
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Fig. 4.2 Dose rates — HZS colour coded map showing the working time in blue to red ©HZS

When using this map, it is also important to consider the time one needs to return
to the vehicle. Vehicles can travel on most roads safely.

The areas showing higher dose rates — which cannot ensure safe working
conditions — are blanked out and not shown on the map. Remaining inside the
coloured areas is therefore mandatory.

It was also decided to keep the colour track and not to produce a heat map
showing average dose rates, because of the thick growing trees and bushes where it
had not been possible to perform any measurements. In those areas, there can still
be some hotspots it was not possible to measure and record any data. A heat map
would give a rough idea of the areas where no measurement was taken.

4.4.3 Other Hazards

The buildings of Pripyat are dangerous structures, which can collapse any time.
Entering those buildings is forbidden.

There are also several open manholes, whose mapping was started by taking GPS
Positions and pictures. However, as there seem to be countless of such dangerous
spots, this reconnaissance activity was stopped after the first day. When working
and exercising in Pripyat, one should always look where he/she is putting his/her
feet (see Fig. 4.1).
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Fig. 4.3 Operator in the
exclusion zone ©HZS

4.5 Conclusions

This training in the exclusion zone of Chernobyl is a competence based training that
enhances skills and confidence of operators in their procedures and equipment in a
real and live environment.

HZS has proven — by extensive field surveys — that this can be done by NEVER
exceeding a daily dose of 10 Sv.

It is therefore very evident that this training enables first responders to SAFELY

» practice techniques and procedures in emergencies involving radioactive material
* apply joint and combined doctrine and tactics in a real environment.

Conclusion: training of first responders at sites of nuclear disasters enhances their
preparedness for incidents involving nuclear and radioactive material (Fig. 4.3).
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Chapter 5
Urban Response to CBRNe. Multi-service,
Multi-jurisdictional, Response to Terror Events

Gilbert J. Gelineau

Abstract Terrorist attacks occur in the urban environment to maximize fear and
confusion. The “urban first responder” is the critical asset in minimizing the effects
of an attack. Urban first responders are first on scene, and first to extract and treat
casualties. They are the first wave in protection of the public and infrastructure.

Special Operations Task Forces (SOTF) are the second wave of response. These
task forces usually comprise urban police, fire and paramedic personnel with
specialized training in Chemical, Biological, Radiological, Nuclear and explosive
(CBRNe) identification and containment, including treatment of the contaminated
and injured.

Federal policing and military units are the third wave of response. They respond
at the request of the state and/or province, and are highly trained and effective
specialists with advanced equipment and capabilities.

All levels of government are responsible to effectively minimize the effects of
terror events to the public, infrastructure and country. A high level of capability has
been developed, unfortunately within silos, to respond to a CBRNe attack but there
are deficiencies within the three waves that will prevent us from staging an optimum
response.

First responders are a critical key to an effective response. Indeed, the initial
actions of the first responder will often be the defining factor in the outcome.
Linkages and communications between the three waves of the response are also
critical. Federal and military teams are certainly necessary for a full response but
they must develop relationships with the first and second waves in order to be
successful. Therefore, the complete response approach, pulling together the three
waves of response, is critical to our public safety mission, which is to effectively
coordinate and apply the appropriate resources at the appropriate time of an event.
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5.1 Introduction

Chemical, Biological, Radiological, Nuclear and explosive (CBRNe) events are an
ever increasing concern in todays geopolitical environment. The focus on protection
of the top governmental and institutional terror targets has increased their resilience
and reduced their threat potential. However, the result is that softer targets are
now at increased risk due to accessibility. Public gathering places, shopping malls,
etc., anywhere there is free open access with large groups of the public, fall into
this scenario. For example, consider the Westgate shopping mall attack in Nairobi
in 2013. This effect puts “urban first responders” on the front line of (CBRNe)
events. Specialized teams and taskforces provide subsequent waves of response and
these have their own governance, operating systems and policies. This paper will
explore first response actions and capabilities as well as interdependencies within
the additional levels of response necessary to mitigate and minimize a terrorist event
in an urban environment.

5.2 Terrorist Event

Imagine a soft target terrorist attack. It’s a hot summer day; the local mall in
downtown “Publicville” is full of people. People are shopping and just taking a
break from the heat and humidity outside. The time is 12:40 pm and the food court
is packed with shoppers and people grabbing some lunch. There are approximately
150-250 shoppers, students and elderly eating and gathering in a relatively enclosed
area. At 12:45 pm, there is a large explosion in the centre of the food court. People
within 10 m of the explosion are killed instantly; the blast wave blows out windows
but does not damage the main structure of the building. There are 20 immediate
fatalities plus 50 non-ambulatory casualties, with the balance of people fleeing the
area.

5.3 Multiple Response Waves

The first response wave consists of municipal fire, police and paramedic personnel.
Upon arrival, units are overwhelmed by the number of casualties and call for
additional back up and elevated priority status. Police secure the perimeter while
firefighters remove casualties to an initial triage location established by paramedics.
Paramedics triage, treat and transport high-risk casualties to local hospitals. The
next 1-1.5 h comprise the first wave of an urban response to a terrorist event.

The second wave includes municipal or regional Special Operations Task Forces
(SOTF). The SOTF bring additional skills, personnel and equipment to the scene.
The first and second waves overlap and “should” flow seamlessly, with common
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command and control systems. The second wave will identify and contain any
contaminants, and begin decontamination for all victims and responders. The third
wave of response, typically arriving 4-8 h after the event, comprises provin-
cial/federal or military teams that assist, if required, with the response logistics,
as well as begin to investigate and gather evidence.

5.4 Multiple Response Waves — The Problem

The public expects all levels of government to quickly and effectively respond
to save lives and mitigate events where people have been injured, need help and
require protection. Many agencies, from first responders to the scientific community,
operate under misconceptions of response capability and organizational readiness.
These are due to “silo’ed” mentalities. The gaps in optimal effectiveness are not
clearly identifiable until multi-service training and realistic scenario role-playing
exercises are performed, or an actual real terror event occurs, and the inquest report
identifies deficiencies. Multi-service and multi-jurisdictional training and exercises
rarely occur in most urban jurisdictions. When they do take place, competing
cultural and fiscal agendas can and do degrade the effectiveness of the training and
exercise. The three waves of a response will proceed in any event and, unless high
quality preparedness via response objectives, capability verification and common
command/control systems are in place, the potential of a successful or optimal
outcome are diminished. In the case of CBRNe events, we, the responders, do not
get a second chance. The first 30 min of a CBRNe response can and will make the
difference in physical and mental human casualties, and in infrastructure loss or
damage, not to mention the psychological effects on society.

5.5 Ciritical Policy and Linkages

What is required to ensure that, when an event occurs, all waves of response perform
at maximum capability and in concert to minimize human suffering and damage to
infrastructure? Firstly, CBRNe awareness training for municipal first responders is
critical. In current best practice, risk-based evaluations of low-frequency high-risk
category events should be used as the basis for regular training, as recent operational
memory is required in order to maintain a high level of response capability. SOTF
specializing in CBRNe tend to be focused primarily on terror events per se and
do maintain operational capability; however, they lack linkages and coordinated
policies with first responders.

Let’s take the above terrorist attack to the next level. The explosion was a
dissemination method for a radioactive isotope, that is, a so-called “dirty bomb”.
If the first responders lack the capability to identify the presence of radiation,
hopefully the second wave of response will both have and use the capability. Unless
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a clear policy is established apriori that states that the identification and elimination
of possible CBRNe elements is a key objective for this second response wave, the
identification and elimination of these elements may not occur until late in the
event, thus leading to many more casualties. For example, emergency personnel
and ambulances may spread contamination to multiple hospitals and areas within
the city.

Therefore, coordinated policies, response plans, networks and chain of command
must be established (as part of the overall CBRNe strategy) in order minimize
damage and public panic.

Two channels of communication are necessary to ensure that all waves of a
CBRNe response are effective. The first is coordinated policies and procedures. All
waves and levels of response in a given city or municipality, where a high threat
level exists (either through institutional or governmental targets, national assets,
recreational arenas or public transit systems), must establish a common command
and control structure, based on frequent face-to-face relationships. Indeed, personal
networks must be established or policies may fail. When governmental agencies
and response agencies rely on policy alone, there is no back up for the failure of
policy. Therefore, personal networks (or “back channels” as some agencies refer
to them) and relationships are the second critical channel of communication. Policy
and personal networks back each other up: when policy fails, personal networks will
pick up the slack and fill the gap; where personal networks fail, policy will at least
dictate appropriate actions. But both are essential for a truly coordinated effective
response.

5.6 Summary

Terrorist events will continue to occur, as was recently evidenced in my hometown
of Ottawa. Although the outcome was satisfactory, optimal policies and critical
linkages were shown not to be in place. The three waves of response must be
coordinated with carefully considered policies and procedures, and re-enacted with
all response personnel in realistic terror event scenarios. Additionally, personal
networks and relationships between the response teams must be encouraged. These
gaps must be identified, rectified and maintained.

We get one chance during an event to do our jobs properly to effectively minimize
casualties, public panic and damage to infrastructure. Most agencies believe they are
prepared, trained and practiced for a terrorist event. However, I respectfully believe
that, unless all waves of a response act as a coordinated single unit, we are not
prepared and will not perform at our best. The public expects and deserves our full
commitment on this.



Chapter 6

Armed Forces Radiobiology Research Institute:
R&D, Training, Crisis Response.
Accomplishments, Opportunities and Policy
Questions

Mark H. Whitnall

Abstract The Armed Forces Radiobiology Research Institute (AFRRI) mission
is to preserve and protect the health and performance of U.S. military personnel
through research and training that advance understanding of the effects of ionizing
radiation. This mission encompasses (1) basic and applied research to identify and
develop measures to prevent, assess and treat radiation injury; (2) education and
training to maintain a pool of qualified radiation biologists, health care providers,
disaster preparedness personnel and operational planners; and (3) maintenance of
an advisory team ready to be activated in the event of radiological crises and
consequence management missions. Products resulting from the AFRRI program
will prevent, mitigate and treat radiation injury and provide guidance for medical
management. These products will expand the ability of warfighters to accomplish
missions and will improve morale. AFRRI is funded to identify and develop
products to the point where they are poised for advanced development. A number
of countermeasure candidates have been developed with efficacies that would save
tens of thousands of people in a mass casualty scenario. Examples of current
research findings are: (1) Effect of radiation quality on countermeasure efficacy; (2)
Accelerated hematopoietic syndrome in a minipig model; (3) Roles of REDD1 and
miRNA30c in radiation injury and (4) multiparameter biodosimetry in a nonhuman
primate model. Policy questions include the timing of administration relative to
irradiation, the possibility of far-forward fielding, the administration route, and
whether the priority is mass casualty or small-scale scenarios (which affects the
availability of medical care).

The views expressed do not necessarily represent the Armed Forces
Radiobiology Research Institute, the Uniformed Services University of the Health
Sciences, or the Department of Defense.
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6.1 Introduction

The AFRRI mission is to preserve and protect the health and performance of U.S.
military personnel through research and training that advance understanding of
the effects of ionizing radiation. This mission encompasses (1) basic and applied
research to identify and develop measures to prevent, assess and treat radiation
injury; (2) education and training to maintain a pool of qualified radiation biologists,
health care providers, disaster preparedness personnel and operational planners; and
(3) maintenance of an advisory team ready to be activated in the event of radiological
crises and consequence management missions. Products resulting from the AFRRI
program will prevent, mitigate and treat radiation injury and provide guidance
for medical management. These products will expand the ability of warfighters to
accomplish missions and will improve morale.

6.2 AFRRI History

AFRRI was founded in 1961 with the purpose of understanding and counteracting
the acute effects of high-dose external radiation on biological systems and upon
developing casualty criteria. With the end of the Cold War in 1991, AFRRI
refocused its research based on new military requirements and recognized its
responsibility to respond to radiation accidents and other incidents, providing
medical and health physics expertise to military commands. By 1998 new nuclear
threats were emerging in India, Pakistan, Iran, and North Korea. The terrorist attacks
on September 11, 2001 led to a renewed appreciation of nuclear/radiological threats
and to a redefinition of the role of AFRRI in homeland security. In 2001, at the
request of the White House, AFRRI played a major role in determining the radiation
kill curves necessary to inactivate anthrax spores that had been sent to members of
Congress through the U.S. Postal Service.

AFRRI is funded for research and initial development of product candidates to
the point where candidates are poised for advanced development (i.e., around the
time of an Investigational New Drug (IND) application in the case of drugs). AFRRI
is not funded for advanced development, although the Institute does assist with some
studies in large animals, has instituted a Good Laboratory Practice (GLP) program,
and provides data to product sponsors for Food and Drug Administration (FDA)
submissions. Advanced development of AFRRI products has been carried out by
small private companies funded by government agencies or venture capital. AFRRI
has developed a portfolio of products ready for advanced development. Further
development of these products will depend on decisions by the DOD as to the
priority that should be given to radiation countermeasures and radiation diagnostic
platforms.

In addition to appropriated funds directed to AFRRI, more than 80 % of
AFRRI’s research funding comes from competitive extramural grants, agreements
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and contracts. Research areas range from cellular and molecular exploration of
radiation injury and drug mechanisms and biomarkers, to evaluation of platforms
for biodosimetry in the field and testing of countermeasures in large animal models.

6.3 Research and Development Accomplishments

6.3.1 Biodosimetry

Radiation injury diagnostics (biodosimetry) is a vital part of the response to a
radiological disaster. In a mass casualty scenario, over 100,000 people may be
suspected of receiving medically significant doses of ionizing radiation [1]. It would
be prohibitive in terms of resources to administer radiation countermeasures to all of
them, and this would lead to significant unnecessary side effects from the treatments.
Therefore, it is necessary to have a method of assessing the severity of radiation
damage to guide medical treatment. The gold standard is the cytogenetic approach
of quantifying chromosomal dicentrics in metaphase spreads of lymphocytes [2].

However, the dicentric assay suffers from low throughput that limits its use-
fulness in a mass casualty scenario. AFRRI adapted and validated alternative
cytogenetic chromosome aberration assays with higher throughput [i.e., rapid
interphase chromosome aberration assay (RICA), gamma H2AX assays], and
established methods to assess partial-body and high-dose radiation exposures [3-5].

To explore other methods with higher throughput, AFRRI adopted real-time PCR
methodologies for quantitative measurement of radiation-induced DNA mutation
and gene expression biomarkers for use in radiation dose assessment. AFRRI was
the first to apply the use of multiple protein targets for radiation dose assessment to
predict an acute radiation syndrome (ARS) outcome [6].

AFRRI demonstrated the enhanced radiation diagnostic utility of using combined
hematology and blood protein biomarkers (multiparametric biodosimetry), employ-
ing mouse and NHP radiation models [7].

6.3.2 Mechanisms of Radiation Injury

AFRRI has a vigorous program investigating cellular and molecular mechanisms
of radiation injury and interactions of radiation injury with infectious agents in
vivo and in vitro. This work is required for drug licensure: a detailed mechanistic
understanding of radiation injury and drug efficacy is required by the FDA for
approval of radiation countermeasures under the Animal Rule. The Animal Rule was
established by the FDA for consideration of drugs like radiation countermeasures
whose efficacy cannot be tested in humans, but must be demonstrated in animal
models.
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Radiation mechanism studies are also crucial for the assessment of radiation risk
standards. The event at Fukushima in 2011 and the U.S. military’s involvement
afterward suggested that greater knowledge of radiation mechanisms is warranted
as this will better assist with improving risk standard analysis. AFRRI has expanded
its support of low dose radiation studies to specifically aid in providing data that will
improve radiation risk assessment.

In vivo studies have made important advances in establishing new models
of radiation exposure, refining previous models, and discovering new important
physiological responses to radiation exposure. AFRRI designed a behavioral test
battery to assess radiation-induced performance decrement in an animal model.

AFRRI developed the Gottingen minipig as an alternative large animal model
to test radiation countermeasures, complementary to canines and NHP. The model
has proven successful in terms of mimicking the human hematopoietic and GI
subsyndromes of ARS, and demonstrating the efficacy of the standard ARS coun-
termeasure, G-CSF (Neupogen®) [8, 9]. In the process of developing this model,
AFRRI recently demonstrated that the minipig displays an accelerated hematopoi-
etic syndrome at radiation doses between those that cause the hematopoietic and GI
syndromes. This was the first demonstration of the accelerated ARS subsyndrome
in a large animal model. Moreover, AFRRI demonstrated in this model that the
systemic inflammatory response syndrome (SIRS) is an important component of
ARS [10]. This aspect of ARS had been neglected up to now.

AFRRI documented responses of various classes of enteric bacteria to whole
animal irradiation, providing guidance as to the types of antimicrobials that would
be optimal for control of specific classes of microbes [11].

A large proportion of radiation casualties from detonation of a radiologi-
cal/nuclear weapon will suffer combined injuries: radiation combined with wounds,
burns, or other insults. AFRRI demonstrated a remarkable synergy between radia-
tion and other insults in inducing mortality, and has elucidated important mecha-
nisms contributing to the synergy [12, 13]. This led to identification of countermea-
sures effective against combined injury (see countermeasures section below).

It was shown that endogenous REDD1 levels are very low in human hematopoi-
etic progenitor CD34+ cells regardless of radiation, but highly expressed in
differentiated hematopoietic cells in response to radiation, which might be associ-
ated with radiation tolerance of the latter cells. Pre-miR-30c transfection suppressed
REDDI expression in 14 day cultured CD34+4 cells and osteoblast niche cells
and resulted in osteoblast cell death. In contrast, inhibition of miR-30c expression
significantly enhanced clonogenicity in CD34+ cells [14].

6.3.3 Radiation Countermeasures

A major thrust of AFRRI’s research has been the identification and initial devel-
opment of radiation countermeasures. In this area, AFRRI has demonstrated
remarkable productivity with limited budgets. The central thrust of AFRRI’s
program is to develop agents that will promote survival after exposure to external
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penetrating ionizing radiation. (Note: the FDA-approved radionuclide blocking or
decorporation agents potassium iodide (KI), Prussian blue and DTPA do not address
the issue of external penetrating radiation, the major cause of radiation casualties
after a nuclear detonation.)

AFRRI brought a panel of promising radiation countermeasures to the point
where advanced development by other agencies or private companies is appropriate.
Private companies require government funding for advanced development of these
agents. The DOD is assessing the priority of advanced development of radiation
countermeasures relative to countermeasures to chemical and biological agents.

AFRRI performed the earliest work on cytokines and growth factors as radiation
countermeasures, leading to acceptance of G-CSF (Neupogen®) as the standard
radiation countermeasure.

In the 1990s, there was some skepticism about the ability to identify an
effective radiation countermeasure with low toxicity. In 2000, AFRRI introduced 5-
androstenediol (5-AED), a countermeasure with low toxicity that improved survival
after radiation exposure [15, 16]. This became the prototype for a new generation of
practical radiation countermeasures appropriate for advanced development.

The success with 5-AED was followed by another independently identified and
developed AFRRI countermeasure: genistein, a soy isoflavone. Like 5-AED, genis-
tein displayed low toxicity and enhanced survival in irradiated animals [17, 18].

The development of a radiation countermeasure that can prevent radiation injury
if administered before exposure and mitigate radiation injury when delivered after
radiation has been pioneered at AFRRI. Phenylbutyrate is a drug with low toxicity
that can effectively prevent and mitigate ARS. It has also been shown to be effective
when delivered orally and is well tolerated at high doses. Phenylbutyrate is the first
dual protection countermeasure as it can also reduce the risk of radiation leukemia
in an animal model [19].

AFRRI discovered that the radioprotective efficacy of 5-AED, CBLB502, toco-
pherol succinate, delta-tocotrienol, and gamma-tocotrienol is mediated through
G-CSF induction. Administration of G-CSF antibody completely abrogated the
radioprotective efficacy of these radiation countermeasures [15, 20, 21].

AFRRI identified G-CSF and interleukin-6 (IL-6) levels, along with complete
blood counts (CBC), as efficacy biomarkers for CBLB502. This is important in
estimating the effective dose in humans based on animal studies and blood assays
during safety trials in humans [21].

Using the mouse model, it was demonstrated that myeloid progenitors can
mitigate radiation injury when administered several days after radiation exposure.
This timing of drug administration would be extremely valuable during a radiologi-
cal/nuclear disaster scenario [22].

Recent results from AFRRI indicate tocols can be used to mobilize hematopoietic
progenitors based on their ability to induce high levels of G-CSF. These agents may
be able to replace the use of G-CSF in the clinic for mobilizing progenitors for stem
cell transplants. Tocols are inexpensive compared to G-CSF, have fewer side effects,
and can be stored at ambient temperatures, unlike G-CSF [23].
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Almost all radiation countermeasure research has taken place in the context
of photon radiation (gamma-rays and X-rays). However, radiation casualties from
nuclear criticalities are exposed to a type of radiation with different mechanisms
of injury: mixed neutron/gamma fields. Different mechanisms of injury affect
countermeasure efficacy, depending on the mechanism of action of the drug.
AFRRI demonstrated that some countermeasures effective against photons (e.g.,
thrombopoietin mimetics) are ineffective against mixed fields, while others (e.g.,
Neupogen®, CDX-301) are effective against both qualities of radiation [24].

For combined injury (exposure to ionizing radiation combined with wound or
burn injury), AFRRI demonstrated that some countermeasures effective against
radiation alone were not effective against combined injury. However, some coun-
termeasures such as ghrelin [25] and ciprofloxacin (by mechanisms other than
antimicrobial activity) [26] are more effective against combined injury than against
radiation injury alone, which may provide clues as to the mechanisms of synergy
between radiation and other insults.

6.4 Products Completed/Fielded

AFRRI developed and deployed a computer-based software diagnostic tool, the
Biodosimetry Assessment Tool or BAT, for use by health-care providers early after
a radiation incident. This tool assists providers in identifying individuals with sig-
nificant radiation exposures and in making appropriate treatment decisions. AFRRI
transitioned an encrypted version of BAT (eBAT) via Medical Communications for
Combat Casualty Care (MC4) for fielding in the desktop version of the Electronic
Medical Record (EMR) software suite.

AFRRI developed and released a prototype of AFRRI’s First-responders Radi-
ological Assessment Triage (for Windows) software diagnostic tool to enable first
responders to triage suspected radiation casualties based on the initial or prodromal
features listed in AFRRI’s Emergency Radiation Medicine Response — Pocket
Guide. This tool represents the first application that weighs responses for various
diagnostic endpoints to provide an initial multiple parameter consensus “triage”
dose.

AFRRI developed and deployed a Biodosimetry Worksheet, which provides
places for recording facts about a case of radiation exposure, including the source
and type of radiation, the extent of exposure, and the nature of the resulting injuries.
Use of the Worksheet by U.S. forces is compliant with NATO STANAGS.

AFRRTI’s early work on cytokines and growth factors as radiation countermea-
sures [27, 28] led to inclusion of G-CSF (Neupogen®) in the Strategic National
Stockpile. In a radiation emergency, it would be deployed under an Emergency Use
Authorization. A recent FDA panel confirmed the official consensus that G-CSF is
an effective radiation countermeasure and it is now licensed by the FDA for the
indication of ARS.
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6.5 Support Provided to Operational Units

The Medical Radiobiology Advisory Team (MRAT) provides health physics,
medical, and radiobiological advice to military and civilian command and control
operations worldwide in response to nuclear and radiological incidents requiring a
coordinated federal response.

Through “reachback,” the deployed team of radiation medicine physicians and
senior health physicists can call on the knowledge and skills of radiobiologists,
biodosimetrists, and other research professionals at AFRRI as well as those of other
Department of Defense (DOD) response teams.

6.5.1 MRAT Services

* Augment the Defense Threat Reduction Agency (DTRA) Consequence Manage-
ment Advisory Team, which provides deployable teams of 2—20 personnel who
are experts in chemical, biological, radiological, nuclear, and explosives matters.

— Military physicians advise on-scene commanders, senior officials, and local
medical personnel.

— Health physicists advise senior officials with risk assessment through analysis
of plume models as well as guidance for patient, personnel, and equipment
decontamination.

— Team members interface with their counterparts from other organizations.

* Provide direct support to the National Military Command Center, the Office of
the Assistant to the Secretary of Defense (Nuclear Matters), Response Task Force
Commanders, and Combatant Commanders.

 Participate in the planning and execution of DOD and U.S. interagency exercises
involving radiological and nuclear scenarios.

* Support two to three major command post and field training exercises each year.

* Collaborate with other operational experts to conduct graduate-level continuing
education through the Medical Effects of Ionizing Radiation Course and to
develop relevant information products.

— AFRRI Handbook: Medical Management of Radiological Casualties

— Allied Medical Publication [AMedP-6(C) Volume 1 (Nuclear)]: NATO Hand-
book on the Medical Aspects of NBC Defensive Operations

— Army Field Manual (FM 4-02.283): Treatment of Nuclear and Radiological
Casualties

— DOD Manual (DOD 5130.8-M): Nuclear Weapon Accident Response Proce-
dures (NARP, Chapters 10 and 11)

— NATO Standardization Agreement (STANAG): Commander’s Guide on the
Effects from Nuclear Radiation Exposure During War
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— NATO STANAG: Guidance on the Use of Antiemetics for Radiation-Induced
Nausea and Vomiting

6.5.2 Responses to Terrorism and Support to Operational Units

» Supported continuity of government operations during the anthrax attacks on the
U.S. Capitol in 2001

— Set the radiation standard for anthrax mail irradiation

— Played a pivotal role in generation of the weaponized anthrax radiation kill
curve

— Certified Lima, OH, and Bridgeport, NJ, irradiation facilities

— Provided quality assurance for Brentwood CIO; sanitation — supported conti-
nuity of government operations

* Responded to nuclear/radiation crises

— Under the Federal Radiological Emergency Response Plan
— Direct support to the National Military Command Center

* Provided direct support to the NORTHCOM commander

— Military support to the Homeland Security mission
— Involved in NORTHCOM joint exercises

* Provided direct support to the Central Command (CENTCOM) commander in
Operation Enduring Freedom in multiple deployments

* During the DOD response to the Fukushima Daiichi reactor incident, Operation
Tomodachi, the MRAT provided guidance and advice to U.S. Military leaders
in Japan. This support helped ensure the safety of U.S. service members, family
members, and civilians and supported the humanitarian relief in a coordinated
effort with the Government of Japan.

* Provided guidance on treatment of personnel with embedded depleted uranium
fragments or tungsten alloy fragments.

6.6 Policy Questions

* Factors affecting the likelihood of a major radiological/nuclear incident are
uncertainty about North Korea and Iran, the resilience of jihadism, growing cyn-
icism concerning nonproliferation, and the perceived utility of nuclear weapons
by a number of states [29]. Given those concerns, the relative priority of funding
for medical countermeasures and biodosimetry should be considered carefully.
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Any such incident would require deployment of personnel into contaminated
areas, raising the question of whether radiation countermeasures to be deployed
before and shortly after exposure deserve increased attention.

Current response plans are top-down, requiring distribution of countermeasures
by central authorities. Far-forward fielding (stockpiling of countermeasures at
local sites) may allow earlier treatment during a radiological/nuclear disaster.
The animal model for testing and approval of countermeasures against gastroin-
testinal (GI) syndrome needs to be agreed upon. This syndrome occurs after
radiation doses higher than the hematopoietic syndrome, hence GI syndrome
treatment must deal with both syndromes. For example the model may involve
shielding of some bone marrow or administration of a countermeasure against
the hematopoietic syndrome.
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Part 11
Detection and Protection



Chapter 7
Rad/Nuc Detection Standards and Conformity
Assessment Program

Peter J. Chiaro Jr.

Abstract The Radiological and Nuclear Detection Standards and Conformity
Assessment Program facilitates the establishment of radiological and environmental
performance requirements through the development and publication of standards,
and provides a means for controlled and repeatable testing needed to analyze
a detection system’s ability to function as defined by the applicable standard.
Combined, these efforts help identify functional and performance limitations,
provide a reliable method to ensure that limitations are eliminated or mitigated,
and help ensure radiation detection systems meet the needs of the radiological and
nuclear detection community. This paper will cover the basis for The Radiological
and Nuclear Detection Standards and Conformity Assessment Program and the three
components of the program: Rad/Nuc Detection Standards, Graduated Rad/Nuc
Detector Evaluation and Reporting (GRaDER®), and Interagency Characterization
and Assessment Program (ICAP).

7.1 Overview

The Radiological and Nuclear Detection Standards and Conformity Assessment
Program facilitates the establishment of radiological and environmental perfor-
mance requirements through the development and publication of standards, and
provides a means for controlled and repeatable testing needed to analyze a detection
system’s ability to function as defined by the applicable standard. Combined, these
efforts help identify functional and performance limitations, provide a reliable
method to ensure that functional limitations are eliminated or mitigated, and help
ensure radiation detection systems meet the needs of the radiological and nuclear
detection community.
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7.2 Basis

The Radiological and Nuclear Detection Standards and Conformity Assessment
Program is consistent with the Security and Accountability For Every (SAFE) Port
Act of 2006, the Office of Management and Budget’s (OMB) A-119 — Federal
Participation in the Development and Use of Voluntary Consensus Standards and
in Conformity Assessment Activities, and the National Strategy on Chemical,
Biological, Radiological, Nuclear, and Explosives (CBRNE) Standards.

7.3 Rad/Nuc Detection Standards

The Rad/Nuc Detection Standards portion of the program has six components.
These include supporting the development and maintenance of National and
International consensus standards; developing and maintaining Government-unique,
target-based Technical Capability Standards in accordance with the SAFE Port Act
of 2006; and providing for the validation of rad/nuc detection standards. The typical
development process for a standard is shown in Fig. 7.1. The remaining components
ofthe Rad/Nuc Detection Standards portion of the program are modeling and

R

Publication
Phase

Fig. 7.1 Standards Process. This figure shows the steps associated with standards development for
both consensus and government unique standards
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analysis to develop requirements and verify test methods established by standards,
and providing open access to standards for the preventative rad/nuc detection
community.

7.4 Current Rad/Nuc Detection Standards Activities

7.4.1 National Consensus Standards

Current programmatic activities in national consensus standards include facilitating
and participating in the review, revision, and publication of 6 U.S. National
Standards (American National Standards Institute — ANSI):

¢ ANSI 42.32-Personal Radiation Detectors
¢ ANSI 42.33-Handheld Detectors

¢ ANSI 42.34-Radionuclide Identifiers

¢ ANSI 42.35-Radiation Portal Monitors

* ANSI 42.37-Training,

* ANSI 42.43-Mobile Detection Systems

The program is also currently developing an ASTM Guide for Standards-Based
Testing. This guide will provide the Rad/Nuc detection testing community with
valuable information regarding the best practices associated with standards-based
testing making existing standards both more efficient and effective.

Additionally, the program is reviewing international standards, test results,
and procurement requirements for applicable updates to U.S. standards when
appropriate.

7.4.2 International Consensus Standards

The Program supports U.S. involvement with the International Electrotechnical
Commission (IEC). The program PM is the chair of IEC Sub Committee 45B
(SC45B) and a Convener and Project Leader in IEC Technical Committee 104
(TC104). The Program also supports the participation of US personnel in efforts
associated with the development of performance requirements by the IAEA.

IEC SC45B prepares standards that address radiation instrumentation used for:
the measurement of ionizing radiation in the workplace, the public, and in the envi-
ronment for radiation protection purposes; illicit trafficking detection and identifica-
tion of radionuclides; radiation-based security screening. SC45B’s current activities
include revising the international standards for Radionuclide Identifiers and Per-
sonal Radiation Detectors, development of a Technical Guide for the selection of
radiation sources needed to test and evaluate rad/nuc detection equipment, and
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development of a standard for the use of spectral injection techniques for the analy-
sis of radionuclide identification processes without the use of radiation sources.

IEC Technical Committee 104 establishes environmental condition classifica-
tions which represent the conditions to which products are most likely to be
subjected while being transported, stored, installed and used. TC104 also establishes
test methods intended for the preparation of product performance specifications, and
transforms environmental condition classes to environmental tests. Current activities
include revising standards that establish conditions associated with installed weather
protected and non-weather protected electro-technical devices.

The Program also facilitates the review of draft international standards by DNDO
and interagency partners.

7.4.3 Technical Capability Standards (TCS)

Technical capability standards are developed by a DNDO-led interagency group
with members from other components of DHS, Department of Energy (DOE), U.S.
National Laboratories, and other U.S. Federal Agencies, for example, the Nuclear
Regulatory Commission and Federal Bureau of Investigation. The following Tech-
nical Capability Standards (TCSs) have been published:

* Handheld radionuclide identifiers
* Backpack-based systems
* Mobile systems

There are currently two TCSs under development. The first is an Aerial System
Technical Capability Standard which establishes the radiological performance
requirements for helicopter-based radiation detection systems. Validation testing
of the Aerial System TCS is planned to take place in November 2014 with
publication expected during 2015. The second TCS currently under development is
the Advanced Radiography TCS which establishes the identification requirements
for non-intrusive systems with the ability to perform materials discrimination. The
coordination process for this TCS is entering its final stages and there will be a
limited validation performed on this standard.

Future plans include a Maritime Rad/Nuc Detection System TCS for which the
technical basis is currently being developed. Initiation of this standard is slated to
begin in 2015. All Technical Capability Standards can be viewed and downloaded in
PDF form at: http://www.dhs.gov/publication/dndo-technical-capability-standards.

7.4.4 Standards Validation

Validation is a process used to verify that a standard can be followed by the testing
community. Validation helps to identify weaknesses in test method processes which
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can increase the potential for misinterpretation, produce inconsistent results, and add
unnecessary costs. Standard validations involve two independent testing facilities
performing each requirement and associated test method either using an applicable
rad/nuc detection device or through table top exercises. Validation comments by the
testing facilities are provided to the Project Leader for adjudication when needed.
The program is currently validating four consensus standards, and two TCSs.

7.4.5 Modeling and Analysis for Standards

Modeling and analysis helps develop requirements and test methods used in
standards. These activities focus on ensuring that requirements and test methods
are effective at simulating operational performance requirements, and ensure that
testing methods are properly set-up, performed, and recorded. This component of
the Program has analyzed radiation background levels associated with the operation
of mobile detection systems, evaluated techniques used to establish gamma and
neutron test fields, and performed measurements of electromagnetic fields to ensure
that requirements for standards are appropriate for expected use environments.
Modeling and analysis is also developing an alternative electromagnetic interference
test method for installed rad/nuc detection equipment and determining whether there
is a cost-effective alternative neutron source that could replace the short lived >Cf.

7.4.6 Open Access to Standards

The Rad/Nuc Detection Standards and Conformity Assessment Program provides
contracted funds to the Institute of Electrical and Electronics Engineers (IEEE) to
allow open access to DNDO applicable ANSI standards. There are currently eleven
standards on the open access contract:

* N42.32-2006 — American National Standard Performance Criteria for Alarming
Personal Radiation Detectors for Homeland Security

* N42.33-2006 — American National Standard for Portable Radiation Detection
Instrumentation for Homeland Security

e N42.34-2006 — American National Standard Performance Criteria for Hand-held
Instruments for the Detection and Identification of Radionuclides

e N42.35-2006 — American National Standard Evaluation and Performance of
Radiation Detection Portal Monitors for Use in Homeland Security

e N42.37-2006 — American National Standard for Training Requirements for
Homeland Security Purposes Using Radiation Detection Instrumentation for
Interdiction and Prevention

e N42.38-2006 — American National Standard Performance Criteria for
Spectroscopy-Based Portal Monitors Used for Homeland Security
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* N42.41-2007 — American National Standard Minimum Performance Criteria for
Active Interrogation Systems Used for Homeland Security

* N42.42-2006 — American National Standard Data Format Standard for Radiation
Detectors Used for Homeland Security

* N42.43-2006 — American National Standard Performance Criteria for Mobile
and Transportable Radiation Monitors Used for Homeland Security

e N42.48-2008 — American National Standard Performance Requirements for
Spectroscopic Personal Radiation Detectors (SPRDs) for Homeland Security

e N42.53-2013 — American National Standard Performance Criteria for Backpack-
Based Radiation-Detection Systems Used for Homeland Security

This component of the Program helps to ensure greater acceptance and imple-
mentation of standards by the community. For 2014, at the time of this paper, 817
copies have been downloaded from the site.

7.5 Graduated Rad/Nuc Detector Evaluation and Reporting
(GRaDER")

GRaDER” provides a means to evaluate radiological and nuclear detection equip-
ment against applicable national consensus standards and TCSs. The program
identifies radiation detection products that comply with standards and satisfy Home-
land Security mission requirements helping U.S. Federal, state, local, tribal and
territorial agencies make more informed radiological/nuclear detector procurement
decisions. Additionally, GRaDER” provides an infrastructure for the collection of
high integrity test data by supporting and making use of accredited testing facilities.
Go to http://www.dhs.gov/guidance- grader-program for additional information.

Currently, GRaDER" is instituting a series of reforms. We are revising the
website to improve clarity and reduce the complexity of individual instrument com-
pliance levels. GRaDER" is also working with the Homeland Security Information
Network Community of Interest to improve the test result dissemination process to
efficiently get test results out to the user community.

7.6 Radiological/Nuclear (R/N) Interagency
Characterization and Assessment Program (ICAP)

The Domestic Nuclear Detection Office with the Department of Defense Deputy
Under Secretary of the Army — Testing and Evaluation initiated R/N ICAP to
develop a systematic approach for sharing test performance data that will better
enable federal, state, local, and tribal government agencies to select suitable R/N
detection systems. R/N ICAP provides government cost efficiencies through sharing
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of test infrastructure, technologies, methodologies, test events, data collection, data
analysis and reporting to reduce redundant testing across Federal agencies.

R/N ICAP is currently testing Backpack Radiation Detector (BRD) systems
against the BRD TCS and the neutron portion of the ANSI Backpack Standard,
N42.53. Testing is taking place at Savannah River National Laboratory and includes
six models from six different manufacturers. Most models have radionuclide
identification capabilities and all include *He alternative neutron detectors.

R/N ICAP plans to initiate testing of Handheld Radionuclide Identifiers slated
to begin in early December at Oak Ridge National Laboratory. The request for
information closed on 31 October with selection to take place as soon as possible.

7.7 Conclusion

The Rad/Nuc Detection Standards and Conformity Assessment Program is very
active. Each effort has ongoing and planned work. The components of the Rad/Nuc
Standards effort enable DNDO to be actively engaged in standard development
as technology continues to evolve benefitting the entire preventative rad/nuc
community. GRaDER" is active and implementing a series of reforms to improve
communication, efficiency, and effectiveness. R/N ICAP shows the value of the
Interagency for conformity assessment of rad/nuc detection systems.



Chapter 8

New Opportunities of Portal Monitors

with Plastic Scintillation Detectors (Asia-New.
New Advanced Source Identification Algorithm)

Andrei Stavrov and Eugene Yamamoto

Abstract Radiation Portal Monitors (RPM) with plastic detectors represent the
main instruments used for primary border (customs) radiation control. RPM are
widely used because they are simple, reliable, relatively inexpensive and have a high
sensitivity. However, experience using the RPM in various countries has revealed
the systems have some grave shortcomings. There is a dramatic decrease of the
probability of detection of radioactive sources under high suppression of the natural
gamma background (radiation control of heavy cargoes, containers and, especially,
trains). NORM (Naturally Occurring Radioactive Material) existing in objects under
control trigger the so-called “nuisance alarms,” requiring a secondary inspection
for source verification. At a number of sites, the rate of such alarms is so high it
significantly complicates the work of customs and border officers.

This paper presents a brief description of new variant of algorithm ASIA-
New (New Advanced Source Identification Algorithm), which was developed by
the author and based on some experimental test results. It also demonstrates the
capability of a new system to overcome the shortcomings stated above. New
electronics and ASIA-New enables RPM to detect radioactive sources under a high
background suppression (tested at 15-30 %) and to verify the detected NORM
(KCl) and the artificial isotopes (Co-57, Ba-133). New variant of ASIA is based
on physical principles and does not require a lot of special tests to attain statistical
data for its parameters. That is why this system can be easily installed into any RPM
with plastic detectors.

This algorithm was tested for 1,395 passages of different transports (cars, trucks
and trailers) without radioactive sources. Only one false alarm has been detected.
It also was tested for 4,015 passages of these transports with radioactive sources
of different activity (Co-57, Ba-133, Cs-137, Co-60, Ra-226, Th-232) and NORM
(K-40).
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8.1 Introduction

The main instruments for the primary border (customs) radiation control are the
radiation portal monitors (RPM) with plastic detectors. RPMs are widely used
because these have high sensitivity, are simple, reliable and relatively inexpensive.
However, the experience of the RPM usage in various countries revealed some
their limitations. There is a dramatic decrease of the probability of detection
of radioactive sources under high suppression of the natural gamma background
(radiation control of heavy cargos, containers and, especially, trains). NORM
(Naturally Occurring Radioactive Material) existing in objects under control triggers
nuisance alarms, requiring secondary inspection for source verification. In a number
of sites the rate of such alarms is so high that it significantly complicates the work
of customs and border officers.

At the same time it should be noted that such weaknesses can be partially
mitigated by various methods, e.g. auxiliary equipment application (for example,
handheld instruments). The add-on equipment can be used for NORM verification
in case of exceeding the alarm threshold setting. The problem of drive through
detection of radiation sources at high background suppression can be addressed
by use of spectrometric monitors (SRPM). However, being rather expensive, such
monitors would not replace the currently installed RPM. Even for specific cases,
with dozens of RPMs being installed at limited locations (i.e., sea ports), SRPMs
can be used for additional inspection only in the case of alarm triggered at one
or more monitors. The problem of radiation source detection with background
suppression is intractable using traditional RPMs but can be solved with SRPM with
mass application. Due to cost, the SRPM solution is infeasible even for developed
countries. At the same time, the problem is crucially important, and even more
important lately due to disturbances at the Middle East. The significance of radiation
source detection can be clearly demonstrated by the following examples.

If we take ideal vehicle passage with radiation source (i.e., Co-57 of 7 sigma
activity) at no background suppression (Fig. 8.1) and at background suppression
(max. 3 sigma only) (Fig. 8.2), it is clear that such 7-sigma radiation source can not
be detected even at the background suppression of such small value.

Further, let’s analyze the effect of various factors on minimum detectable activity
(MDA) of RPMs. Thus, the following variants were subject to analysis: MDA(1) —
no background suppression, MDA(2) — at source suppression valued 20 sigma (40’
shipping container passage, when the source is placed at the vehicle’s geometrical
center), and MDA(3) — at vehicle passage with the source placement at so-called
“worst case” location. The comparison values are given in Table 8.1.

Reference to the Table 8.1, actual MDA value of RPM with plastic detectors,
when used in field conditions, can substantially differ from the manufacturer-
declared or customer-tested values. Moreover, whereas modern RPMs with plastic
detectors apply the traditional algorithm based on comparison of the pre-set alarm
threshold (generally, 4-6 sigma) and radiation value as may be emitted by passing
vehicles, such devices are not designed to verify NORM values. At some locations
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Fig. 8.1 Simulated dependence of moving source signal on time without background suppression
(net signal = 7 sigma, suppression = 0 sigma, threshold TR = B + 4.4 sigma)
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Fig. 8.2 Simulated dependence of moving source signal on time with background suppression
(net signal =7 sigma, suppression = 3 sigma, threshold TR =B + 4.4 sigma)

(as unofficially reported by monitor manufacturers), this causes numerous so-called
“innocent alarms”. As a result, the monitor operator often sets a higher alarm
threshold (up to 30-50 sigma) to reduce the false alarm rate. In such cases, the
MDA value can exceed the declared values multifold, thus making impracticable
the application of such monitor for gamma source detection.
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Table 8.1 MDA change, depending on source suppression and source location in vehicle

Source MDA(1) rel. units | MDA(2) rel. units | MDA(3) rel. units | MDA(4) rel. units
Co-57 1 7-9 10-12 16-20
Ba-133 |1 5-7 8-10 14-16

8.2 ASIA Algorithm

To address these problems a new algorithm ASIA, “Advanced Source Identification
Algorithm”, was developed. It is necessary to clarify that the term “source identifi-
cation” is principally different from the widely used term “isotope identification”.

Isotope identification means the use of the spectral analysis for the determination
of a specific isotope, and detectors based on inorganic scintillators are used for this
purpose. Source identification means determination of a source type — artificial or
natural, and plastic detectors can be used for this purpose. The ASTA algorithm uses
new electronics (hardware) and a new algorithm (software) to process information
from each detector. The new algorithm also uses information supplied by the
traditional algorithm, with both algorithms working simultaneously and indepen-
dently. With all this information available, dozens of parameters (coefficients) are
calculated and analyzed, and the decision tree with many branches is generated.
The final result is the message (alarm) about the detection of an artificial source.
In the case of NORM detection the main alarm is not triggered, but the appropriate
information is sent to the screen of a responsible operator (person) [1-4].

That previous variant of algorithm was developed using statistical analysis of
numerous measurements with RPMs (in this case, by use of two types of monitors —
VM-250 and TM-850, manufactured by Rapiscan Systems) during passage of
various types of vehicles without radioactive sources on board and with sources —
Co-57, Ba-133, Cs-137, Co-60 and with KCl as NORM. The results confirmed the
efficacy of the algorithm. At the level of background suppression not exceeding 25
sigma, monitors detected various sources with activity to meet the requirements of
different standards (ANSI, GOST-R), and the applicable IAEA recommendations.
The algorithm also verified the NORM (K-40, 5 t of KCI1) and Co-60 values (more
than 0.5 mCi). However, it should be noted that this algorithm ensured excellent
results for a specific monitor installed in a particular location. In case the monitor
design was subjected to changes, for example using a significantly different detector
size and geometry, new thresholds would need to be determined.

8.3 ASIA-New Algorithm

In order to address these issues, a new version of the algorithm has been developed —
ASIA-New. Unlike the previous version, this algorithm uses a phenomenological
approach and analysis of some important parameter changes during the vehicle
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passage through the monitor control area. In this case, the main feature of this
algorithm is to make the decision when the occupancy detector is turned off, rather
than on exceeding the threshold of one of parameters. In other words, prior to
triggering the alarm of the presence or absence of an artificial radiation source, the
entire scope of values at least 1-3 s prior to entering and exit from the monitoring
control area is subject to analysis.

8.3.1 New Algorithm’s Major Features

1. All algorithms are well-known to be based on use of the so-called instantaneous
count rate, which means the total count rate at 200 ms intervals. At the same time,
due to significant fluctuations of this parameter, smoothing is applied, where
the rolling average of count rates is calculated over intervals of 1, 2, 3 or more
seconds, depending on the monitor operating conditions. The smoothing value is
set as a constant at virtually all types of monitors and not subject to change during
operation. At the same time, the optimal value of smoothing depends on the type
of vehicle under the radiation control. More specifically, on the time interval
between switching on and off the occupancy detector. The shorter the interval,
the smaller smoothing value is practicable to use. For example, for a passenger
car, the optimum smoothing value is equal to 1 s and for long vehicle — 3 s plus.

Figure 8.3a—c shows the count rate profiles of one of the passages of a trailer
with 40’ shipping container, as set for instantaneous count rate, static state and with
three options of smoothing applied. As can be seen from the figures, the profile
obtained in the steady state is significantly different from the others not only from
the various smoothing options, but also from the instantaneous count rate profile. In
other words, the dynamic profile and the suppression level differ significantly from
the static state profile. The greater the smoothing value, the more these differences
are. Furthermore, the maximum suppression value at the static state amounts to 25
sigma, 21 sigma at the instantaneous velocity profile, 20 sigma at 1 s smoothing,
17 sigma at 2 s smoothing and 15 sigma at 3 s smoothing, respectively. An even
greater difference is observed when comparing the profiles of the passing transport
with radiation source on board. Thus, the smaller the smoothing, the greater the
chance of detecting a radioactive source, but the false alarm rate also increases.
This leads to the important conclusion: in ideal cases, it is desirable to choose the
optimal smoothing for each vehicle of specific dimensions and average density (i.e.,
background suppression rate). In such case, the false alarms rate can be minimized
with the optimized probability of radiation source detection. For example, for best
performance, it is reasonable to set 1 s smoothing, as this profile stands most close
to the profile of the instantaneous count rates. However, in order to avoid frequent
false alarms, smoothing should be increased to 3 or more seconds. Since the new
algorithm ensures the decision to be made at the time of the presence detector off,
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Fig. 8.3 (a—c) Count rate profiles for TM-850 monitor without radiation sources detected. (a) —
instantaneous count rate profile, (b) — values in a steady state by step movement of transport
through the monitoring control area, (¢) — blue line — 1 s smoothing, red —2 s and green — 3 s
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it can automatically select the smoothing rate, depending on the type and size of the
vehicle:

— passenger cars with low background suppression and short time interval between
the occupancy detector on and off up to 4 s — 1 s smoothing;

— trailers with 40’ shipping containers, trucks, buses, etc. with higher background
suppression and time interval of 5-8 s — 2 s smoothing;

— heavy-duty trucks and trailers with high background suppression and time
interval exceeding 8 s — 3 s smoothing.

Moreover, in case of doubt as to whether a radiation source is present in a passing
vehicle, the algorithm also provides for parameter recalculation at various values of
smoothing and analysis of the results obtained on the coincidence basis.

2. Whereas the algorithm is based on the physical principles of monitored parameter
analysis, it is possible to avoid numerous test measurements using different
types of vehicles without radiation sources and with major isotopes of Cobalt,
Barium, and Cesium. Practically, this means that, just replacing the electronics,
any monitor that uses plastic detectors can integrate the algorithm by carrying
out some simple tests by the manufacturer, and then the monitor can be installed
at any location with the natural background being different substantially from
the factory environment. This fact is extremely important. Currently, various
programs (IAEA, SLD, national programs in several countries, such as Poland)
are launched worldwide and thousands of monitors with plastic detectors of
various types are successfully operated. Almost all of them are equipped with
traditional algorithms based on comparison of the total count rate with its
threshold value, expressed in sigma. Typically, this threshold is set at 5-6
sigma, which provides the false alarm rate not exceeding 1/1000, subject to
meeting the requirements of different standards for the detection of radiation
sources, excluding natural background suppression, and at values typical for
sea level. However, in reality, these requirements can not be met in principle.
Firstly, as noted above, any vehicle causes suppression of the natural background
and, as a consequence, MDA increases as well (Table 8.1). Secondly, in those
locations where the natural background level exceeds the sea level values, MDA
can vary significantly, even without background suppression. So, for example,
the count rate of a VM-250 monitor installed at sea level site is 1,600 cps
(40 sigma), and at 1,600 m altitude above sea level — 4,000 cps (62 sigma).
Thirdly, at many locations, vehicles undergoing radiation control contain a rather
high NORM concentration, which leads to significant increase in the number
of innocent alarms. And, as noted above, users of this equipment have to
substantially increase the threshold settings. ASIA-New provides for upgrade
of these monitors at minimum extra cost. Besides, such monitor functions like
detection of radiation sources with natural background suppression and NORM
verification will be similar to those of spectroscopy-based monitors. Naturally,
the cost of upgrade will be much lower than the replacement of monitors with
plastic detectors by new monitors with spectroscopic functions.
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8.4 Some Results of the Algorithm Tests

The current version of the algorithm implements several branches of decision trees,
depending on the mode of transport:

— passenger cars with low background suppression and short time interval between
the occupancy detector on and off up to 4 s;

— trailers with 40’ shipping containers, trucks, buses, etc. with higher background
suppression and time interval of 5-8 s;

— heavy-duty trucks and trailers with high background suppression and time
interval exceeding 8 s.

Also, when triggering the parameter of high-energy radiation source detection,
the algorithm switches to natural source verification, based on a new operation
principle.

Software necessary to test the algorithm was developed. As references, we used
the results of numerous measurements carried out in cooperation with L. Kagan,
T. Gregoire and R. Rogers at Rapiscan site by using two monitors — VM-250 and
TM-850. Figure 8.4 demonstrates the algorithm test site layout.

Measurements were made for different types of passenger cars — 240 passages
without sources and 1,145 passages with different sources, for 40’ shipping
container trailer — 1,155 passages without a source and 2,431 passages with
different sources on board. In addition, measurements were performed with shipping
containers loaded with different amounts of KCI (2-5 t) without artificial sources,
as well as with various sources on board (masking). It should be noted that the
information collected from both the monitors was further processed and integrated
into a single file. Thus every vehicle passage through the radiation control area of
both monitors meant 1 increment for VM-250 plus 1 increment for TM-850. The

Fig. 8.4 Test site layout
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Table 8.2 Results of the algorithm tests at passenger cars of various types

“Old” ASIA “New” ASIA
Passages | Alarms | Alarm type Passages | Alarms | Alarm type
No 240 0 0 240 0 0
source
Co-57 | 360 158 158 low energy 1 | 360 289 289 low energy 1
202 no source 71 no source
Ba-133 | 424 373 373 low energy 2 | 424 424 Low energy 2
51 no source
Cs-137 | 120 99 99 mid energy 120 120 Mid energy
21 no source
Co-60 120 0 No source 120 120 Small Co-60
(small)
Th-232 | 120 5 5 NORM 120 35 35 low energy-2, mid

energy, 95 no source
115 no source

Table 8.3 Results of the algorithm tests at trailer

“Old” ASIA “New” ASIA
Passages | Alarms | Alarm type Passages | Alarms | Alarm type
No source 1,155 3 Low energy 1,155 1 1 low energy
Co-57 920 655 655 low energy 1 920 788 788 low energy 1
265 no source 132 no source
Ba-133 759 650 650 low energy 2 759 714 714 low energy 2
109 no source 45 no source
Cs-137 160 111 111 mid energy 200 183 183 mid energy
49 no source 17 no source
Co-60 small | 151 0 NORM or no source | 151 0 no source
Th-232 100 5 Low energy 2 100 24 Mid energy
Co-60 + Pb 120 0 NORM or no source | 120 54 54 Co-60

(1-10 cm)
66 no source

following table shows the results of ASIA-New tests. For clarity, it also provides
the test results for the previous version of the algorithm. It should be noted that all
the studies mainly applied such artificial sources, which could not be detected by
the traditional algorithm (Table 8.2).

When monitoring 40 shipping container trailers, a series of measurements with
Co-60 source was also conducted for verification of NORM in addition to detection
of radiation sources. Table 8.3 shows the results for the Co-60 source activity of
approximately 0.5 mCi in a lead container with wall thicknesses of 1, 5 and 10 cm.
Previous “Old ASIA” algorithm detected a source at 1 and 5 cm wall container as
NORM, and a source placed in a 10 cm wall container was not detected by both
algorithms due to significant shielding of radiation. The new algorithm provided
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Table 8.4 Results of monitor tests for NORM-masked source detection

“Old” ASIA “New” ASIA
Passages | Alarms | Alarm type Passages | Alarms | Alarm type
KCl1 1,411 1,411 | NORM 1,411 1,411 |NORM
KCl + Co-57 160 160 NORM 160 160 109 alarms
NORM
51 alarm low
energy 1
KCI + Ba-133 160 160 151 low energy 2 | 160 160 1 NORM
9 NORM 159 low
energy 2
KCI + Cs-137 20 20 NORM 20 20 2 alarm
NORM
18 alarms
mid energy
KCI + U-ore 20 20 Low energy 2 20 20 Low energy 2
KCI + Co-60 + Pb | 40 40 NORM 40 40 24 alarms
Co-60
16 NORM

100 % detection of Cobalt source in 1 cm wall container and 70 % detection in 5 cm
wall container. Cobalt source outside the container was verified by both algorithms
as Co-60.

Table 8.4 demonstrates the results of tests for detection of artificial radiation
sources with natural source masking (e.g., 5 t KCl). These tests are preliminary, and
the investigations in this domain are still in progress.

As seen from the table, the new algorithm enhances the chance of radiation
source detection with high natural background suppression and substantially solves
the problem of NORM verification. Given that all measurements were taken at
1,600 m altitude above sea level, where the natural background is more than three
times higher than normal, the algorithm performance is expected to be even better
at locations with lower natural background.

8.5 Conclusions

1. The new algorithm is based on physical principles and phenomenology. It does
not require multiple test measurements of each type of monitor to generate the
statistically significant thresholds for the parameters used in making decisions on
the passing through vehicles.

2. The algorithm provides for automatic selection of the smoothing value, which
significantly increases the chance of radioactive source detection while meeting
the requirements for acceptable false alarms rate.
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3. The algorithm implements the new principle for NORM verification, where Co-
60 sources with activity exceeding 0.2 mCi without shielding and above 0.5 mCi
in lead shielding of up to 3 cm thickness are verified as radioactive sources.

4. Preliminary studies have also demonstrated that Co-60 NORM (5 t KCl) masking
makes Co-60 source of 0.5 mCi plus activity without shielding to be identified as
an artificial source.

5. The algorithm and integrated electronics can be installed at monitors of any
design (including handheld monitors), provided they use plastic detectors.
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Chapter 9
Mobile Units for Characterization
of Contaminated Sites

Thomas Streil and Veikko Oeser

Abstract As part of an environmental, accidental or terroristic action remediation
plan to be applied to areas affected by past activities, accidents or terroristic
attacks, characterization of the site is a mandatory step. This activity will determine
the extent of the contamination, contaminants’ distribution, etc. Traditionally, this
activity involves the collection of different environmental samples and laboratory
analysis of the relevant radio nuclides (and eventually other contaminants like heavy
metals). When the results are available they are interpreted and then a decision is
made. This process is normally very expensive and time consuming. In recent years
many techniques have been made available for in-situ measurement that can provide
reliable information on the contamination profile in radiological contaminated land.
Such measurements tend to be less expensive, faster and with the aid of GPS/GIS
systems decisions can be made on-site in real time. To overcome this situation
we developed the DACM (Data Acquisition and Control Module) technology.
Instruments based on this technology can be modified anytime by the user without
special knowledge and the claiming of the manufacturer.

The DACM based offers a set of components which can be configured, parame-
terized and controlled with respect to the requirements on site. Typical components
are signal inputs for sensors like Co,, Methane, So;.., control outputs for instance for
pumps, magnetic valves but also complex functional blocks like spectrometers, GPS
receiver, PID regulators etc. A complex sampling schedule can be created within few
minutes by a graphical software interface.

One version of this system is the NucScout as a handy and robust
2" x 2" (optional 3” x 3”) Nal(TI) Nuclide Identifier and quantifier. With less than
2 kg including GPS and ZigBee wireless connection, if the device is operated in
inaccessible or contaminated areas, he can be so calibrated by use in 1 m high from
the soil, that he show direct the nuclide activity in Bq/kg. So you can get with a
time resolution of 10 s and a speed of 1 m/s a local resolution of 10 m and you can
detect a specific activity less than 200 Bq/kg soil activity on the surface.
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The Nal(TI) detector is also used to analyze food and material probes regarding
specific nuclides (e.g. Iodine, Caesium, Americium). By means of the gamma
spectrum, the net activity of six user definable nuclides is automatically calculated.

A version with a aerosol sampling head with its spectroscopy filter and its
silicon detector samples continuously and detects even small quantities of aerosol
carried radioactivity. Both alpha and beta radiation are measured. The spectrometric
analysis allows e.g. detecting Plutonium aerosols which cannot be detected by
measuring gamma radiation.

Optionally, the DACM can be connected to a portable vacuum chamber with Ion-
implanted Silicon detector up to 2,000 mm?, to allow on-site analysis of mop tests
and other samples under circumstances similar to those prevailing in a laboratory.
The employed vacuum pumps can be connected to a 12 V source (car battery).

All detectors can be operated simultaneously. The concept of the system allows
an easy handling and a standardized data basis.

9.1 Introduction

As part of an environmental remediation plan to be applied to areas affected by
past activities and accidents, characterization of the site is a mandatory step. This
activity will determine the extent of the contamination, contaminants’ distribution,
etc (see JAEA Safety Guide No. WS-G-3.1 — Remediation Process for Areas
Affected by Past Activities and Accidents). Traditionally, this activity involves
the collection of different environmental samples and laboratory analysis of the
relevant radionuclides (and eventually other contaminants like heavy metals). When
the results are available they are interpreted and then a decision is made. This
process is normally very expensive and time consuming. In recent years many
techniques have been made available for in-situ measurement that can provide
reliable information on the contamination profile in radiologically contaminated
land. Such measurements tend to be less expensive, faster and with the aid of
GPS/GIS systems decisions can be made on-site in real time. Many States facing
the challenge of implementing environmental remediation projects do not have
adequate analytical infrastructure for site characterization. They will then need to
make this available prior carrying out site characterization efforts. Therefore the
place of remedial works implementation will be reduced or these activities will
not be implemented at all. Mobile units may also be useful to member states
who do have laboratory analysis facilities, but are faced with large, unforeseen
characterization challenge, such as following and accident or radiation emergency.

9.2 DACM System Technology

SARAD’s DACM (Data Acquisition and Control Module) technology offers a
universal platform for instrumentation which can be fitted to any application without
changes in the hardware or special knowledge in computer programming. Compared
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Fig. 9.2 DACM instrument synthese

with conventional data acquisition systems, the DACM is able to control complex
sampling procedures in addition to the data logging and management. Scalability
and portability make the DACM architecture to a universal and future-oriented
system. The system performance can be expanded or specialised in any order while
the basic structure of system control and data flow is not touched. The user gets the
possibility to modify afterwards all instrument functions with respect to the own
requirements. Each DACM based instrument contains a system core and a set of
so-called components (see Figs. 9.1, 9.2, and 9.3). The system core includes the
basic instrument properties like device control, data storage, interfacing, component
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management and the sampling control. The components implemented in the DACM
can be considered as a library of functional units which can be manipulated to fit
them to own requirements:

* Each component can be configured specifically (e.g. transfer function, operation
mode)

* The state of a component can be changed during the sampling cycle

e components can generate, display and store measurement data

e components can generate alerts or react to alert states.

9.2.1 Sampling Control

To set and change the component status during the data acquisition process, at first
a so-called sampling cycle has to be defined. The cycle can be also interpreted as
the basic storage interval because each measurement series consists of a number of
repetitions of this cycle. All acquired data are stored at the end of the cycle even if
the physical sampling has been taken at any time within this cycle.

A cycle can be split into a maximum of 32 sequential subdivisions. The status of
each component can be defined for each subdivision by the user. This is realised by
a control bit or a control word. The time period of a subdivision can be set from one
second up to the cycle interval period in one second steps.

The configuration software running on a PC allows editing the cycle definitions
easily. All components are listed in a table and their status information is shown as
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a time chart. Only a simple mouse click into the time chart is necessary to change
the status of any component within a subdivision. Several cycles may be stored on
the DACM’s non-volatile memory and called for execution.

9.2.2 Component Configuration

Each implemented component can be separately configured by the user. Number
and type of the configuration parameters are defined by the type of the component.
A module can contain a maximum of 64 components. These components could be
of the same or different types.

9.2.3 Data Flow

All generated data is stored in binary format as it has been generated by the
component of origin. This ensures a 100 % re-traceability of the acquired data
resulting in a high level quality assurance. A component can generate one or more
measurement values from the basic data. To display and transmit recent readings,
all results are calculated by the module using these basic data. If the complete
data is transferred to the PC, the packed basic data are transmitted together with
all necessary module and configuration information.

That means, the calculation procedures are implemented in the DACM as well as
in the PC software.

If the data will be stored on the replaceable card memory (SD card), a copy of
the whole module and component configuration will be saved in parallel on the card.
Thus, the results can be calculated correctly independent on the origin of the data.

9.2.4 Alert Management

Several components are able to generate alerts (alert source). The type of alert is
defined by component type and required alert conditions (alert level etc.). Both are
elements of the component configuration. The alert check is carried out once per
Second for all components which are enabled and activated during the recent cycle
subdivision.

Other components are able to process alerts, meaning to act as an alert destina-
tion. If a component acts as alert source, a complete list of all available alert destina-
tions is provided to select the component which shall react in case of an arising alert.

How the component responds to the alert situation is also defined by the
component type and configuration of the alert destination.
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9.2.5 PC Interfacing

Operation and configuration software are delivered as two separate programs. Thus,
once configured, the instrument looks like an instrument designed only for that
purpose. This simplifies the handling and operation of the unit if it is used by
unskilled staff.

The configuration software allows to:

* transfer the configuration information and the cycle definitions from and to the
module

* edit the common module information

* edit the configuration of the implemented components

 edit the cycle definitions

* save the configuration and cycle information on the hard disc.

After loading the actual module and component configuration from the DACM
or hard disk, a list of all components available in DACM will appear. Several
tables show clearly arranged the settings of the configuration parameters for all
components of the same type.

A simple mouse click into the table opens a dialog window to edit the
parameter settings of the selected component. The changed parameters can be
transferred to the DACM ore saved on the hard disk after finishing the configuration
process.

The cycle definition is also very easily editable by a time chart (cycle subdivi-
sions in X axis) which lists all components vertically. Subdivisions can be created or
deleted and component states can be changed by a few mouse clicks clicking onto
the desired chart position.

9.2.5.1 Operation Software (dVISION)

The operation software allows to:

* set the DACM real time clock

* set the clock switch

 start and stop the cycles uploaded to the module

 display and transmit the recent measurement results
 transmit the complete measurement data

* save measurement data as set or as single tracks

* show the measurement data in configurable diagrams

* export the measurement data to Excel/GIS compatible test files.

The data loaded from the module will be saved as binary data file with pre-
defined filename and folder structure. This file contains all measurement data of the
components, the configuration of the components and the module information.
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For further data processing this file is split into several data tracks, one for
each measurement value. These tracks can be saved and exported separately. Any
combination of tracks can be loaded into the chart view later on. This allows the
simultaneous displaying of data generated by several instruments or acquired during
several time periods.

Graphic options:

* Selection of any time period for the chart view

* Combination of various data tracks, each with manually or automatically scaled
Y-axis

* Selecting line width, line colour and line style of any data track

* Grid, cross line cursor and sliding result box for a selected track

* Scale definition for each track.

9.3 Experimental Results

The objective of the mission was to assess the efficacy of the remediation actions
undertaken in a site that were contaminated in the past with NORM (high Radium
content in charcoal used as absorber for Iodine production) in regard to surface radi-
ological hazards. A remediated area was analyzed by mobile devices. Mobile Unit
demonstration activities were performed in the vicinity of Baku, Azerbaijan [1].

9.3.1 Nuclide Specific Gamma Spectrometry

The NucScout (see Fig. 9.4) is a handy and robust 2" x 2" (optional 3” x 3”) Nal(TI)
Nuclide Identifier and quantifier. With less than 2 kg including GPS and ZigBee
wireless connection he can be so calibrated by use in 1 m high from the soil, that he
shows direct the nuclide activity in Bq/kg from up to 6 nuclides, which can be cho-
sen from a big nuclide library with more than 50 nuclides. So you can get with a time
resolution of 10 s and a speed of 1 m/s a local resolution of 10 m and you can detect
a specific activity less than 200 Bg/kg soil activity on the surface (see Fig. 9.5).

The measured value showed that in this case the 200 Bg/kg was only a little bit
higher in areas which were till now not remediated (Fig. 9.6).

In Figs. 9.7 and 9.8 is shown like with a A2M 4000 area monitor in a short time
can be measured several data. The comparison of the Bi214 count rate and Radon
soil gas concentration s in a good agreement. The data show also that in covering
material (after remediation process) the Thoron concentration is a little bit higher
because of natural small increased Thorium concentration in this soil material. But
the dose rate of 200 nSv/h was in the examined area not extended.
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Fig. 9.4 NucScout with
wireless 2.4 GHz ZigBee data
transfer

Google

Fig. 9.5 NucScout screening measurement of Bi214 (Bg/kg) soil activity from a location in
Azerbaijan
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Fig. 9.6 Show a slightly increased surface soil activity in a deposit for the contaminated material,
which was not fully covered by protective soil layers

Fig. 9.7 A*M4000 monitor for measuring the Radon/Thoron soil gas activity and the local
Gamma activity
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Fig. 9.8 Radon/Thoron soil gas activity and the Bi214 count rate of the screened area in
Azerbaijan

9.4 Further Applications of the Mobile System

Definition of a Local Dose, Detection of Radioactive Sources The handy and
robust 2”7 x 2" Nal(TI) detector is connected to the unit via a 10 m long cable,
so that it can be positioned flexibly in relation to the source. Thanks to the big
detector volume, even small sources can be detected. Further direct measurements
in boreholes are possible.

9.4.1 Bio/Geo Scout

Net Activity of Free Definable Nuclides in Food and Material Probes The
Nal(TI) detector is also used to analyze food and material probes regarding specific
nuclides (e.g. Iodine, Caesium, Americium). By means of the gamma spectrum, the
net activity of six user definable nuclides is automatically calculated. The Bio/Geo-
Scout (see Fig. 9.9) allows the fast and reliable detection of radioactivity in food and
soil samples. A large volume (2”x 2”) Nal detector (used in Marinelli-geometry) in
combination with a Gamma spectroscope gives the possibility to detect six pre-
defined nuclides like Americium, Cesium or Iodine. The results are presented in
Bg/kg by measurement of the sample weight using the internal scale.

In order to minimize the required sample time, the instrument should be placed
at locations with low background radiation. Increased background (>100 nSv/h)
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| Button Start/Toggle |

Power connector |

Scale plate

Fig. 9.9 Show the new mobile device Bio/Geo Scout

can appear in buildings with walls/floors made from natural stones (Granite, Marble
etc.) or inside rooms with high Radon concentrations. If the unit shall be used in
radiological laboratories, other radioactive sources must not be stored close to the
Bio-Scout.

9.4.1.1 Setting the Bio-Scout in Operation

Before connecting the power adapter, an empty sample container (Marinelli beaker)
must be placed at the sampling desk. This is required for the zero-calibration of
the internal scale. As soon as the power is present, all three lamps will light for a
short time and the buzzer gives an acoustic signal. A 10 min measurement starts
automatically to determine the local radiation background. If the instrument has
been relocated, this procedure must be repeated (disconnect/connect power adapter).
The display shows the remaining time for background measurement. After that
appears ‘“Press START for first sample”.

9.4.1.2 Filling the Sample into the Beaker

It is strictly required to fill the food sample correctly into the Marinelli beaker.
The beaker must be always filled completely with 1 1 sample volume. This volume
gives the reference fort the density calculation at the one hand and ensures a correct
sampling geometry at the other hand. If sampling beakers with geometries different
from the original shall be used, a re-calibration of the unit is required.
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9.4.1.3 Carrying Out a Measurement

The analysis can be started by pressing the button below the display. The display
shows after weighting the sample net weight as well as the required sample
time to achieve the detection limits. For a 1 kg sample and a background less
than 100 nSv/h, a sample interval of approximately 60 s is expectable. Higher
background or less weight results in longer intervals. If after this period some
significant activity has been detected, the analysis will be continued automatically
for the same period to decrease the statistical fluctuations. The end of each
measurement is indicated by an acoustic signal and lighting up of one of the lamps.

Samel i

WAIT
We=iakt :

9.4.1.4 Green Lamp and Short Signal

No activity in the range of the adjusted limits has been detected. The display shows
“BELOW LIMIT Press START for next sample”.

AEBa-133

9.4.1.5 Red Lamp and Interrupted Signal

An activity above the limit has been detected at least for one of the nuclides. A list
of detected nuclides appears on the display. Push the button to toggle the display to
show the results for each nuclide. The button must be pressed for a longer period
(until second beep) to go back to the measurement mode. To show the results again,
press.



9 Mobile Units for Characterization of Contaminated Sites 99

Cs-137

254B«4-k3+18%
188E+."k3

9.4.1.6 Yellow Lamp and Interrupted Signal

An activity above 50 % of the alert limit has been detected at least for one of the
nuclides.

The display function is the same like for red indicator. It is recommended to
repeat the measurement.

Samrle—-ID

Ba423
Weight: 1.12 k9

9.4.1.7 Predefined Nuclides, Detection Limits and Alert Limits

In case of nuclear accidence, a number of nuclides is used as tracers such as I-
131, Sr-90, Pu-239 und Cs-134/137. Additionally, large amounts of Te-132 and
Ru-103/106 were emitted after reactor crash. Because of their half life times and
mobility, especially Cesium, Strontium and Plutonium are of interest for food
samples. Strontium and Plutonium are not or very difficult to detect by gamma
spectroscopy while Cesium is good detectable even with Nal detectors. Table 9.1
shows the list of the six selected nuclides detected by the Bio-Scout.

The analysis procedure presumes that the sample does not contain any activity
from natural occurring nuclides except K-40 (Potassium). This is the case for any
food sample. The Bio-Scout is not suitable to measure soil or material samples
containing elements of the Uranium or Thorium decay chain. In this case, the
activities are interpreted as an increase of the natural background leading to a new
background measurement. Many foods contain Potassium so that the unit tolerates
K-40 up to a level of 200 Bq/kg.
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T?ble 91 'Selected nucl?dgs Nuclide | Detection limit [Bq/kg] | Alert limit Bq[kg]
with detection and alert limits

1-131 100 200

Cs-137 | 100 100

Cs-134 | 100 100

Ru-103 | 100 -

Te-132 | 100 -

K-40 100 200

9.4.1.8 USB Interface

The acquired gamma spectrum of a sample will be stored in case of alert (up
to 70 spectra). The USB interface allows the download of the spectra for further
assessment. Furthermore, all settings with regarding the nuclide definition and
analysis parameters are done via this interface. The receptacle is placed on the
bottom of the control panel (left side).

9.4.2 Experimental Results

The following documentation include brief characteristic of the SARAD new
Bio/Geo-Scout measurement device as also test results of comparison to the High-
purity germanium detector performed in Chiba, Japan (Fig. 9.10) [2] (Table 9.2).
With samples from the Fukushima accident with the origin between Chiba and
Fukushima like Fig. 9.11 show (Fig. 9.12).

Table 9.3 show that, if a quick and a precise radiological inspection of biological
or geological samples is required Bio Scout is a very appropriate, cheap and last but
not least easy to use alternative for more advanced scientific solutions.

9.4.3 Measurement of Radioactive Aerosols in Inhaled Air

The aerosol sampling head with its spectroscopy filter and its silicon detector sam-
ples continuously and detects even small quantities of aerosol carried radioactivity.
Both alpha and beta radiation are measured. The spectrometric analysis allows
e.g. detecting Plutonium aerosols which cannot be detected by measuring gamma
radiation. The Data transmission and device control can be done by GPRS or
GSM modems, as well as via ZigBee adapter (Wi-Fi), if the device is operated in
inaccessible or contaminated areas.
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Fig. 9.10 High-purity
germanium detector, NIRS,
Chiba

Table 9.2 Comparison of detectors selected features

Standard
PARAM/DEVICE HPGe Bio/Geo Scout
Weight >500 kg (With shield) 6 kg (No shield required)
Dimension >1.5%x0.5x%x0.5 =0.5x%x0.25x0.25
Portability No (Stationary only) Yes (Mobile)
Price | >100 k€ ~5k€

9.4.4 Mop Tests, Surface Contamination (Clothes),
Electrochemical Probes

Optionally, the DACM can be connected to a portable vacuum chamber with Ion-
implanted Silicon detector up to 2,000 mm?, to allow on-site analysis of mop tests
and other samples under circumstances similar to those prevailing in a laboratory.
The employed vacuum pumps can be connected to a 12 V source (car battery). All
detectors can be operated simultaneously. The concept of the system allows an easy
handling and a standardized data basis. The device offers predefined measurement
procedures that can be easily modified by the user. Additional measurement
programs can be created without any problem.
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Fig. 9.11 Chiba-Fukushima linear distance: 242 km location of the test measurements in respect
to Fukushima

——
[-131
Ru-103

137
Cs-134
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Fig. 9.12 Sample spectrum — Fukushima, 0,60 [kg], 488 [sec]
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Table 9.3 Comparison of measurement results between bio (Geoscout and HPGe Det)

SARAD Bio Scout

Sample name: Weight [kg] 0.94 Interval [sec] |206
NIRS-soil-wet, Location:

Chiba

Measurement parameters Weight [kg] 0.94 Interval [sec] |206
Nuclide [Bg/kg] Cs-134 +A[%] Cs-137 +A[%]
1. 150 25 230 25

HPGe (High-purity germanium detector)
Sample name: NIRS-soil-wet, Location: Chiba

Measurement para parameters | Weight [kg] 0,078 Interval [sec] | 600
Nuclide [Bg/kg] Cs-134 +A[%] Cs-137 +A[%]
3. 145 9 279 6

9.5 Conclusion

The used mobile devices for site Characterization in environmental remediation
projects from NORM material (high Radium content in charcoal used as absorber
for Iodine production) show the possibility in less than 2 days to examine an
area of more than 30 ha. Such mobile systems are also possible to use for the
characterization of the contamination after terroristic attacks (dirty Bombs) or
nuclear accidents like Fukushima. The new DACM technology allows creating
device with special customer specifications. This is a big step to reduce the time
a cost consuming lab procedures and show in time the results.
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Chapter 10

Real-Time Radionuclide Identification

and Mapping Capabilities of the U.S.
Environmental Protection Agency’s Airborne
Spectral Photometric Environmental Collection
Technology

John Cardarelli II, Mark Thomas, Timothy Curry, Robert Kroutil,
Jeff Stapleton, David Miller, Gary Small, and Brian Dess

Abstract The U.S. Environmental Protection Agency, CBRN Consequence Man-
agement Advisory Team fields a fixed-wing aircraft known as the Airborne Spec-
tral Photometric Environmental Collection Technology (ASPECT). ASPECT is a
24/7/365 response-ready asset that can be airborne within an hour and collecting
chemical, radiological and photographic data anywhere in the continental United
States within 9 hours of notification from its home base near Dallas, TX. A primary
goal of the program is to provide actionable intelligence to decision makers within
minutes of data collection via the aircraft satellite communication system while
the aircraft is still flying. To achieve this goal, a new method to process airborne
gamma spectroscopy data was investigated that effectively eliminates the need
for traditional airborne calibration methods currently used in airborne systems
(e.g., stripping coefficients, test lines, radon correction, altitude, and background
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corrections). The new algorithm provides nuclide identification near real-time and
creates an radionuclide-specific map without user-interface input.

This algorithm uses a novel combination of signal processing and multivariate
pattern recognition to implement an automated classifier for the detection of
radionuclides from gamma-ray spectra. The algorithm was applied to detect Cs-137
over fallout from nuclear weapon tests conducted in the 1960s. The aerial survey
data were collected in 2010, over 50 years post-detonation. The combination of
infinite-impulse response (IIR) filtering with piecewise linear discriminant analysis
(PLDA) classification was found to yield the most sensitive detection method.

Overall, this method has demonstrated very promising results and appears to be
generalizable to other aircraft configurations provided they fly within an acceptable
altitude range and are equipped with sodium iodide crystals.

10.1 Introduction

The US Environmental Protection Agency Airborne Spectral Photometric Environ-
mental Collection Technology (ASPECT) Program provides assistance to the first
responder by providing an aerial tool to remotely detect chemicals and radiation,
take photos (infrared and visible), and relay this information directly to decision
makers in the field [1]. Since 2001, ASPECT has assisted the response community
in over 140 deployments ranging from lost neutron sources to pre-deployments to
support Preventive Radiological Nuclear Detection (PRND) missions in Homeland
Security applications. The aircraft is located near Dallas, Texas and is airborne
within 1 h of activation. It is equipped with (1) a high speed Fourier transform
infrared spectrometer (FTIR) coupled with a wide-area infrared (IR) line scanner
for chemical detection, (2) IR video and digital camera for imaging and situational
awareness, (3) 25 | of sodium iodide (Nal) and 1 1 of lanthanum bromide detectors
for gamma-ray detections, (4) 2 Boron Trifluoride (BF3) neutron detectors, and (5)
an onboard processing system coupled with a high speed satellite communication
system to process and transmit preliminary results to a reachback team for quality
assurance before being delivered to the decision makers.

Aerial gamma spectroscopy has a distinct set of protocols and challenges [3, 4]. A
typical survey follows a fairly complex protocol requiring a system of properly func-
tioning instrumentation (e.g., aircraft, “gain stabilized” radiation detectors, radar
altimeter, GPS) and defined flight parameters (e.g., cosmic and background flight
lines/areas, target survey areas, line spacing, speed, and height). It often involves
days or weeks of preparation and analysis. Commonly the aircraft is calibrated
prior to the survey to obtain sensitivity coefficients for various radionuclides and
to account for crosstalk among radionuclides (stripping coefficients) and radiation
contributions from the aircraft, radon, and cosmic radiation. Generally an aerial
survey involves flying background surveys while accounting for height differences,
changes in cosmic radiation with altitude, and air attenuation based on humidity,
temperature, and pressure.



10 Real-Time Radionuclide Identification and Mapping Capabilities. . . 107

Background suppressed pattern recognition (PR) is a method used by the
ASPECT Program to process infrared spectroscopy to detect selected chemical
compounds [7]. Traditional methods of IR spectroscopy require that each spectrum
potentially containing an unknown chemical be referenced against a standard
background spectrum. The ratio of the two spectra effectively removes instrumental
and background-related features, thereby permitting the ratioed spectrum to be
compared against a reference library of known chemical signatures. For this
method to be effective, the background environment must be consistent between
the two samples; otherwise, spectral artifacts will be introduced. This requirement
is complicated and not often satisfied in an airborne setting since the spectral
background is constantly changing. Work by Small et al. [6] has shown that infrared-
active chemical species exhibit a unique pattern within the FTIR interferogram,
permitting data analysis to be directly performed within the interferogram space
of the data. Background information is suppressed by using unique time-dependent
digital bandpass filters to “window” a portion of the interferogram, thus providing
a pattern to be submitted to multivariate classification techniques such as piecewise
linear discriminant analysis (PLDA) [5]. Given a set of representative training data,
the output of the PLDA algorithm is a classification model that can be applied to
future data to obtain a yes/no decision regarding the presence or absence of the
target chemical that serves as the basis for the model.

This technique has been found to provide robust detection of weak chemical
signatures within the complex IR radiometric environment. Specifically, once
adequately trained for a given compound, the method can detect signatures which
often cannot be observed in single spectra using traditional background subtraction
methods. This detection sensitivity has been demonstrated in both laboratory and
operational settings, and has been achieved with a negligible rate of false detections.
Finally, the background suppressed pattern recognition method is well suited for
automation, a crucial attribute during emergency response missions.

10.2 Background Suppression Pattern Recognition Applied
to Gamma Spectroscopy

In the work described here, the background suppressed PR methodology described
above has been applied to gamma spectroscopy. The method is based on the use
of a set of 25,000 background spectra collected throughout the United States
that characterize gamma radiation spectral variations due to different altitudes
(up to 350 m), and variations in natural background and radon concentrations.
This dataset essentially eliminates the need to conduct (1) calibration flights over
land and water, (2) background flights, (3) aircraft-specific stripping coefficient
corrections, (4) radon corrections, and (5) altitude adjustments. This background
spectral database is used in preprocessing collected gamma spectra to suppress
background features and in the assembly of the training set needed to derive the
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radionuclide-specific coefficients that comprise the PLDA classification model.
Suppressing the background signature from the airborne spectral data results in an
radionuclide-specific identification that can be detected and mapped in an automated
manner in near real-time. This method has the potential to: reduce operational and
maintenance costs of having to routinely calibrate an aircraft over calibration fields,
produce near real-time radionuclide-specific products with confidence intervals,
eliminate potential bias by automating the analyses in an objective process, and
be applied to different aircraft platforms (e.g., helicopter and fixed wings) without
the need to collect aircraft-specific calibration data.

10.3 Pattern Recognition Methods

Given an input gamma spectrum containing n spectral channels, the PR method
employed in this work was based on the following steps: (1) use of the database of
background spectra described above to fit and subsequently remove a first approx-
imation of the background components in the acquired spectrum, (2) application
of an infinite impulse response (IIR) digital filter to the obtained residual spectrum
to provide further suppression of noise and background features, (3) isolation of a
contiguous segment of p spectral channels within the filtered residual spectrum,
(4) submission of the resulting p-dimensional spectral “pattern” to a previously
computed PLDA classification model, and (5) mapping of the discriminant score
obtained from the PLDA model onto a classification probability scale that can be
used to assess whether the radionuclide targeted by the model is present or absent.

To facilitate the background subtraction, the background database was sorted by
altitude into 15 m bins, and the average background spectrum was computed within
each bin. For the input spectrum whose classification was sought, its associated
radar altimeter reading was used to retrieve the average background spectrum from
the corresponding altitude bin. Linear regression was then used to fit the input
spectrum to the retrieved background, and the resulting residual spectrum was
obtained.

For a given target radionuclide, implementation of the algorithm steps described
above required optimization of the following: (1) the frequency response of the IIR
digital filter to be applied to the residual spectrum obtained from the background
subtraction step, (2) the starting and stopping spectral channels used to define
the pattern that served as the input to PLDA, (3) the coefficients that comprised
the PLDA classification model, and (4) the function used to convert the PLDA
discriminant score to an associated classification probability. The filter parameters
(stopband and passband edges, degree of stopband attenuation) were initially
optimized by a manual procedure in which field-collected spectra with (i.e., active
spectra) and without (i.e., inactive spectra) the signature of the target radionuclide
were filtered and then processed by principal component analysis to obtain a visual
display of the degree of discrimination between the active and inactive spectra.
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Candidate filters were then incorporated into the optimization of the remaining
parameters.

A grid search procedure was used to identify the best combination of filter
bandpass and spectral segment. For the Cs-137 classifier, filtered spectral segments
were searched over the range of 414713 keV in steps of 3 keV (i.e., one spectral
channel) for segment widths of 354, 384, 414, and 444 keV. These segment widths
corresponded to 120, 130, 140, and 150 contiguous spectral channels and focused on
the characteristic gamma-ray emission at 662 keV. The classifier for Co-60 searched
segments of the same widths, but the starting point was varied over 771-1,428 keV
in steps of 6 keV (two spectral channels). This search focused on the characteristic
emissions at 1,173 and 1,332 keV.

For each combination of filter and spectral segment, a training set of 15,000
patterns (3,000 active, 12,000 inactive) was used to optimize a PLDA classification
model that provided the best discrimination between the active and inactive patterns.
The inactive spectra in the training set were drawn from the background spectral
database, while the active spectra were obtained by mathematically superimposing
the known spectral signatures of Cs-137 or Co-60 onto randomly selected inactive
spectra drawn from the database of spectral backgrounds. The active signatures
were randomly scaled such that a distribution of signal intensities was obtained
that achieved approximately 85 % separation of the active data class with the top-
performing classification models. This ensured that the data space formed from the
active and inactive patterns had enough overlap of the data classes such that the
classification model was able to achieve the most sensitive detection possible.

The top performing classification models obtained from the PLDA training
procedure and grid search optimization were subsequently applied to a monitoring
set of similarly constructed independent test data (i.e., 5,000 synthesized active
patterns and 5,000 inactive background patterns) in order to identify the top
classifiers for use in testing with field-collected spectra containing known signatures
of Cs-137 and Co-60. Results are presented below for two selected classifiers. The
Cs-137 model employed a bandpass digital filter with passband edges at 0.01 and
0.03 (normalized frequency) and 20-30 dB of stopband attenuation. The spectral
segment was 444 keV in width, starting at 590 keV. This classifier achieved 90.8 %
correct classification of the active class in training with no false detections. With
the monitoring set, the rates of missed and false detections were 6.4 % and 3.7 %,
respectively. For the Co-60 classifier, a lowpass IIR filter was used with the upper
limit of the passband at 0.05 and a stopband attenuation of 60 dB. The spectral
segment was 444 keV in width, starting at 1,156 ke V. This classifier achieved 96.7 %
correct classification of the active class in training with no false detections. With the
monitoring set, the rates of missed and false detections were 10.7 % and 1.2 %
respectively.

Classification models based on PLDA produce values termed discriminant scores
as their output. Discriminant scores greater than 0.0 signal classification into the
active class while negative discriminant scores correspond to inactive patterns.
For the Cs-137 classifier, sufficient active signatures were present in the Sedan
survey data (see below) to allow assignment of classification probabilities to the
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discriminant scores. This assignment took the form of a bi-Gaussian function fit to
a reference distribution of estimated correct classification percentages as a function
of discriminant score. The correct classification percentages were determined by
visual inspection of spectra to discern the presence of the characteristic 662 keV
emission. The fitted bi-Gaussian function was evaluated at 70, 95, and 99 %
probabilities to determine critical values of the discriminant scores corresponding
to these confidence levels.

10.4 Results and Discussion

In October 2010, the ASPECT aircraft completed a series of environmental charac-
terization surveys at the Nevada Nuclear Security Site (NNSS), formerly known as
the Nevada Test Site. The objectives of these surveys were to (1) create a cooperative
program between EPA and the National Nuclear Security Agency, (2) leverage the
nation’s limited inventory of calibrated aerial systems, and (3) strengthen response
capabilities to ensure efficient airborne measurement, identification, and assessment
of radiological deposition following a nuclear/radiological incident.

Following these surveys, the ASPECT Program initiated a research project to
investigate if the PR methods developed previously for chemical detection could
be applied to the detection of ionizing radiation. The initial focus was to apply PR
methods to the gamma-spectral data to develop radionuclide-specific (Cs-137 and
Co-60) coefficients. Classification models were developed as described above and
subsequently applied to the spectra acquired during three aerial surveys. None of
these survey data were used in the development of the classification models. As
noted previously, visual inspections of spectra collected during the Sedan survey
were used in the assignment of classification probabilities to the discriminant scores
output by the Cs-137 classifier.

The Sedan test was a shallow underground nuclear test (104 kT) conducted
in July 1962 as part of Operation Plowshare, a program to investigate the use of
nuclear weapons for civilian purposes. Results from the aerial survey show a high
correlation between the traditional spectroscopy methods (e.g., region of interest;
ROI) and the new PR classification model for Cs-137 (Fig. 10.1).

The PR method was further evaluated by collecting aerial gamma spectrometry
data over two sources (925 MBq Cs-137 and 185 MBq Co-60) at various altitudes
and offsets at the Desert Rock Airport on the NNSS. Figure 10.2 shows traditional
contoured images based on total counts (30 keV to 2,811 keV), Cs-137 (600 keV
to 720 keV), and Co-60 (1,092 keV to 1,416 keV) ROIs from aerial surveys
conducted at 30.5 m above ground level (AGL) with 30.5 m line spacing. The PR
method applied to these data eliminated the false-positive detection due to excess
Compton scatter from Co-60 emissions into the Cs-137 ROI when compared to
the traditional method. The PR method also shows positive detections at greater
than 99 % confidence at the outermost flight lines. These results demonstrate the
specificity and potential increase of sensitivity of the PR method compared to
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Cs-137 Pattern Recognition

Cs-137 ROI Total Counts
Results

Fig. 10.1 Correlation between Cs-137 traditional gamma-spectrometry methods (contour on left)
and pattern recognition results overlaid on the contour (colored dots on right). Color codes are
(1) red — >99 % confidence Cs-137 is present; (2) yellow — >95 %; (3) green — > 70 %; (4)
light-blue — positive classification for Cs-137 at <70 % confidence; (5) dark blue — negative
classification at <70 %; (6) purple -70-95 % confidence Cs-137 is not present, and (7) black —
> 95 % confidence Cs-137 is not present

traditional methods and the lack-of-need for determining stripping coefficients for
PRND or environmental survey missions.

The Cs-137 PR coefficients were further tested by use of data collected over
the fallout from the Small Boy nuclear test. An area of about 6 mile> downwind
from the detonation location was surveyed by the ASPECT aircraft (20 flight lines,
152 m line spacing, 91 m above ground level (AGL), 120 knots). Small Boy was
approximately a 1 kt device detonated in July, 1962 as part of Operation Sunbeam
that focused on testing small “tactical” nuclear warheads. It should be noted that the
Small Boy yield was much less than Sedan’s (104 kt) which suggests the Small Boy
detection probabilities for Cs-137 should be lower than Sedan’s and that these data
can ultimately be used to quantify the contamination levels. Figure 10.3 shows two
methods commonly used to process gamma-spectroscopy data. The first method is
based on the Cs-137 ROI and the second is based on a more sophisticated analysis
known as Noise Adjusted Singular Value Decomposition (NASVD), [2]. The actual
Cs-137 deposition pattern was confirmed by ground-based measurements conducted
by the Department of Energy (DOE) and is shown by the isopleth.

The image based on the Cs-137 ROI clearly shows an area in the northeast corner
that suggests Cs-137 contamination and it is not present in the NASVD image.
The NASVD method was able to eliminate the false-positive observed in the ROI



112 J. Cardarelli II et al.

Pattern
Traditional Recognition

UXUNG-

Ny ] 925 MBq Cs-137 §
L
£ e =
g 8 305mAGL g
- g 30.5 m line spacing @
=1 [l & 5 flightlines & g
& 2
v il 185 MBq Co-60 \g
Cs

o aeEe

ol s Co Region of Interest

Fig. 10.2 Specificity of the PR method between Cs-137 and Co-60 traditional gamma-
spectrometry methods (contour; left side) and pattern recognition results (colored dots; right side).
Color codes for Cs-137 are the same as in Fig. 10.1. The color codes used for the Co-60 results are
(1) red — strong active classification; (2) yellow — medium active; (3) green — weak active; (4) light
blue — very weak active; (5) dark blue — weak inactive classification; (6) purple — medium inactive;
and (7) black — strong inactive. Insufficient data are currently available to establish confidence
levels for the Co-60 results
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Fig. 10.3 ASPECT data contoured for Cs-137 showing fallout pattern from the Small Boy nuclear
test conducted in 1962. The isopleth was verified by the DOE using ground-based data. Aerial data
(20 flight lines, 91 m AGL; 152 m line spacing; 6 miles?; 120 knots) were collected in 2010. The
traditional ROI method (left image) is more prone to false-positives than the NASVD technique
(right image)



10 Real-Time Radionuclide Identification and Mapping Capabilities. . . 113

method, because it analyzes the data for all independent spectral shapes and a Cs-
137 shape was not present in this area. This is one key advantage of the NASVD
method over the traditional ROI method. Two key differences between the NASVD
and PR methods is the amount of computational time needed to implement each
technique and the degree of user interaction required. The PR method produces
near real-time results during the survey through an automated and objective process
whereas the NASVD approach takes longer to produce a product and it is not easily
automated due to the subjective nature of the analysis.

The Small Boy area was also surveyed by the DOE helicopter using a different set
of flight parameters and volume of Nal crystals (11 flight lines, 305 m line spacing,
152 m AGL, 75 knots, and 25 L Nal). Figures 10.4 and 10.5 display results from
the application of the Cs-137 PR model to the ASPECT and DOE data, respectively.
Several key findings are apparent. First, there is a high degree of correlation between
the PR results and the location of Cs-137 deposition as seen within the isopleth. The
false-positives associated with the traditional ROI approach are also not apparent.
Second, there are remarkable similarities between the data collected by the EPA
ASPECT fixed-wing aircraft and the DOE helicopter. This is noteworthy because
the Cs-137 PR model was derived solely from background and Cs-137 reference
data collected by the ASPECT aircraft which was only equipped with 16.7 L of
Nal at that time. The classification model successfully characterized the Small Boy
fallout pattern using two different aircraft configurations (fixed-wing and helicopter)
under different detector setups (16.7 L Nal vs 25 L Nal) at two altitudes (91 m AGL
vs 152 m AGL) and different speeds (120 knots vs. 75 knots). This suggests that

EPA ASPECT Fixed-Wing Data
Cs-137 Pattern Recognition Results

-

+ 152 m line spacing

20 flight lines 2
B square miles _
120 knots ;

Fig. 10.4 Cs-137 pattern recognition results applied to the survey data collected by the EPA
ASPECT fixed-wing aircraft in 2010. The color codes used are the same as those displayed in
Fig. 10.1
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Fig. 10.5 Cs-137 pattern recognition results applied to the survey data collected by the DOE
helicopter in 2010. The color codes used are the same as those displayed in Fig. 10.1

the PR method is globally applicable and not dataset dependent. It can be applied to
any dataset collected by virtually any type of aircraft without the need for aircraft-
specific calibration parameters, provided the detector types are consistent and the
signal-to-noise criteria are met.

These results demonstrate that the PR method can be used to process gamma-
spectral data to produce radionuclide-specific maps with comparable or better
sensitivity at near real-time speeds in an objective process. These are critical
components to the EPA ASPECT Program whose primary mission is emergency
response and environmental characterization. It does not negate the value of the
traditional methods since they provide adequate information depending on the
purpose of the survey where time is not a critical factor.

This method is also useful for large-scale incidents like Fukushima, where a
clean background dataset was difficult to obtain near the targeted survey areas.
Traditional methods rely on a background that is typically collected near the survey
site and usually consists of hundreds of data points. If these data have to be collected
farther away from the contaminated sites, the acquired backgrounds may not be a
good representation and can introduce additional uncertainty in the results. The PR
coefficients were derived from tens of thousands of background data points from
multiple locations and at various altitudes. Therefore, the automated processing
does not require the need to collect background data during a response to properly
characterize the spread of contamination.
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10.5 Future Research

Research to refine and improve the radionuclide-specific PR coefficients continues
with special emphasis on:

1. creating additional radionuclide-specific PR coefficients and mixes of radionu-
clides that pose risks to national security,

2. improving synthetic data generation to better account for Compton scattering
while reducing the need to collect actual data over sources,

3. increasing the background spectral database to include more altitudes at more
locations throughout the United States. This reduces the potential for false-
positive detections and may improve overall detection sensitivities,

4. studying the application of using these PR coefficients on data collected from any
aircraft platform that has the same detector configuration (e.g., crystal types), and

5. quantifying the ground concentrations based on discriminant scores.

10.6 Conclusions

The primary goal of the EPA ASPECT Program is to provide actionable intelligence
about potential chemical and radiological threats to decision makers within minutes
of data collection via the aircraft satellite communication system. The program has
successfully used the PR method to characterize immediate threats from hazardous
chemicals in the environment for many years and is beginning to implement this
capability for gamma-emitting radionuclides. Classification models for Cs-137
and Co-60 have been developed and successfully tested using point-source and
distributed-source configurations.

The PR method is an important addition to the suite of algorithms used by
the ASPECT Program because of its ability to (1) eliminate traditional aircraft
calibration protocols (i.e., stripping coefficients, radon corrections, etc.) while still
being able to provide radionuclide-specific detection and mapping capabilities, (2)
eliminate false-positive detections, (3) produce results in near real-time, and (4)
allow independent flight operations that do not require specific flight line spacing
or altitudes. This resistance to the effect of altitude arises from the background
suppression methodology incorporated into the PR method. Because of loss of
emission signal intensity through Compton scattering, however, signal-to-noise
requirements limit the range of altitudes to approximately 350 m.

With proper training, any aircraft (e.g., helicopter or fixed-wing) outfitted with
similar detection technology from which the PR models were developed (e.g.,
Nal detectors) can obtain this radionuclide-specific detection capability without
the calibration requirements or technical expertise normally reserved to special
programs. Thus, this method has the potential to significantly improve the nation’s
capacity to detect and characterize gamma-emitting radionuclides by enabling direct
implementation by state and local authorities.
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Chapter 11
RadNet National Air Monitoring Program

Ronald Fraass

Abstract The United States Environmental Protection Agency has operated a
variety of national radiological air monitoring systems for more than four decades.
The current system, RadNet, operates approximately 140 fixed monitoring systems
across the United States including Alaska and Hawaii. The system provides near-
real-time gamma spectroscopy data and limited gross beta radiation data as detected
on a 4 in. air filter on a high volume air sampler. Filters are analyzed hourly and
results are sent electronically to an EPA laboratory for review. Any anomalous
results outside of normal background variation are reviewed by an EPA scientist. In
addition to the fixed monitoring systems, there are 40 deployable units that include
low and high volume air samplers and electronically transmit ambient gamma
exposure readings. The system provided continuous data to the public and interested
scientists during the Fukushima release. RadNet is able to remotely detect typical
gamma emitting isotopes at levels several orders of magnitude below protective
action guidelines. In order to provide even more sensitive analytical results, RadNet
air filters are sent to an EPA laboratory for analyses approximately twice weekly.
Potential updates to the system include improved radiation detectors and improved
communication devices for deployable RadNet systems.

11.1 Introduction

In the last decade, the United States Environmental Protection Agency saw a need
to develop and institute a significant upgrade to the national radiation monitoring
systems that it has had in place since the 1970s. The original monitoring network
was primarily designed to detect fallout from early nuclear weapon testing by nation
states. The new plan was defined in the 2005: Expansion and Upgrade of the RadNet
Air Monitoring Network, Volume 1 and 2, Concept and Plan [1]. Prior to that plan,
the EPA had 59 high-volume air monitoring systems located across the United
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Fig. 11.1 Installed RadNet fixed location air monitors [4]

States. Those air monitoring systems were part of the Environmental Radiation
Ambient Monitoring System (ERAMS) [2]. This system was different from the
Comprehensive Test Ban Treaty monitoring network. Air filters from those sites
were sent approximately twice weekly to the National Air and Radiation Laboratory
(now the National Analytical Radiation Environmental Laboratory) for analysis.
Data from the analyses were made available to scientists and the public via ERAMS
data bases. That data is still being updated from the new RadNet system and includes
data from the Chernobyl release. In addition to the air monitoring systems, RadNet
also maintained a few sampling locations for rain water, drinking water, and milk.
The updated air monitoring systems include hourly electronic data from gamma and
beta detectors, a significant increase in the number of monitors (134 now installed),
and 40 deployable systems with different characteristics from the fixed installation
monitors. See Fig. 11.1 for locations of fixed monitors.

11.2 RadNet Mission and Objectives

RadNet’s primary purpose is to track national or regional ambient levels of
radioactive material in the air. This allows users to identify the degree and extent
of contamination in the event of an emergency. The system operates continuously
so that normal background levels and natural fluctuations are known. The system
supports EPA’s role in incident assessment and focuses on monitoring potential
impacts to public health.
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Radnet provides data quickly in the event of a radiation incident to decision
makers, dispersion modelers, nuclear and radiation health experts, and the general
public. Although the system might be the first to detect an incident, it is nor-
mally expected to provide data following a known incident such as Chernobyl or
Fukushima. RadNet data helps determine large scale national impacts of an incident,
timely data for modelers, and estimates of exposure rates to assist in protective
action recommendations and dose reconstruction.

RadNet is not intended to be regulatory in nature. As such it is not used to monitor
nuclear reactors or provide early warning of nuclear accidents. As a national level
system, it is not intended for use in the immediate locality of an incident. Other
federal, state, local, or tribal assets will be used to monitor at a specific incident site.

11.3 RadNet Basics

While this paper primarily address the air monitoring aspects of RadNet, the
program has been and continues to be multi-media including water and milk.
However; the milk program has recently been discontinued and will be assumed
by other federal agencies. RadNet air monitoring systems are typically operated by
volunteers from EPA, states, and locals. All air filter and iodine cartridge samples are
analyzed at the National Analytical Radiation Environmental Laboratory (NAREL)
in Montgomery, Alabama. The hourly and analytical data are available to the
public.

RadNet air samplers (at fixed locations) operate at 60 cubic meters per hour and
collect air samples on a polyester filter. A 2 in. by 2 in. sodium iodide (Nal) detector
and a 600 square millimeter ion-implanted silicon detector make and transmit hourly
measurements of the filter. Data from the sodium iodide detector is broken down into
ten energy regions of interest for ease of data transmission. Staff at NAREL review
the data if a computer algorithm indicated values are above typical background
variation. There are two levels of alert depending on the size of the variance. If the
count rates exceed the higher alert level, immediate notifications are sent to staff.
While normal data flow only includes counts in the ten regions of interest and the
beta count, staff are able to download the full Nal spectrum for analysis. An example
of the spectrum from a calibration run is shown in Fig. 11.2. All air filters received
by NAREL are screened for gross beta and undergo gamma analysis if above typical
background levels.

The RadNet air monitoring systems at fixed locations provide excellent sensi-
tivity for radionuclides of interest. Typically more than 90 % of the systems are
operational at any given time. Remote sensitivity for several isotopes of interest is
approximately 2 nCi (74 Bq) on the filter as shown in Fig. 11.3. For those filters
analyzed at the laboratory, the sensitivity is approximately two orders of magnitude
better. During the response to Fukushima, a few filters were counted for 5,000 min to
ensure that all necessary isotopes were included in the gamma spectroscopy isotope
analytical library. Yearly, over one million electronic data sets are reviewed and over
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Fig. 11.2 Remote calibration spectrum from Nal Detector
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Fig. 11.3 Remotely measured sensitivity of Nal Detector compared to derived response level

14,000 laboratory analyses are performed. An additional, highly sensitive, analysis
for plutonium in the air is performed on a composite sample of ash from all filters
collected from a specific monitor for that year.

Data from the early and current RadNet systems are available at:

http://www.epa.gov/radnet/radnet-data/
http://iaspub.epa.gov/enviro/erams_query_v2.simple_query
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The fixed location monitors send data via four redundant means to the monitoring
center including phone lines, internet, cellular modem, and satellite. The deployable
monitors transmit their data via analog modem, satellite, or directly to a personal
digital assistant attached via cable to the system.

Deployable RadNet monitors include a low-volume air monitor, a high-volume
air monitor, and a pair of compensated gamma radiation monitors. The gamma
radiation monitors are Genitron Gamma Tracers and can measure exposure rates
from 10 nSv/h to 10 mSv/h. External exposure rates from the gamma detectors
are typically sent every 15 min to the monitoring center at NAREL when the
deployables are dispatched and operational. The low-volume air sampler normally
uses both an air filter and a cartridge (activated charcoal or silver zeolite) for
collecting particulates and iodine vapor. The high-volume air sampler only uses an
air filter.

EPA maintains 40 deployable monitors ready for use in an incident. Currently 20
are stored at NAREL and 20 are stored at the National Center for Radiation Field
Operations (NCRFO) at Las Vegas, NV. In the future, the majority will be stored
and maintained ready for use at NCRFO.

11.4 RadNet Isotope Detections

Figure 11.4 shows the detectors and interior of a fixed RadNet monitor. There is no
special shielding provided for the Nal detector. Because of this, it is able to detect
radionuclides in its environment in addition to monitoring the air filter. Because of
this, RadNet monitors have seen a number of isotopes in their vicinity. The first was
the detection of a radiographer using a cobalt-60 source in a major city. The source
was about a block away, but clearly identifiable. Because the count rate went back
to normal after the source was secured by the radiographer, the situation was clearly
not due to collection of radioactive material on the filter.

Since that first detection, RadNet has seen iodine-131 and technetium-99m from
medical patients, cesium-137, iridium-192, and most recently a positron emitter
(most likely fluorine-18.) Each of these instances caused a low level alert so that
an EPA scientist evaluated the spectrum to identify the source and confirm that it
did not indicate an airborne release.

11.5 Fukushima Response

Within hours of learning about the damage to the Fukushima reactors, RadNet
systems were continuously monitored for any indication of the plume reaching the
United States. Because the airborne concentration was not expected to be high
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Fig. 11.4 RadNet fixed location monitor detectors

enough to be detected by the near-real-time Nal or beta detectors on the fixed
location RadNet systems, NAREL scientists analyzed several of the first filters that
might contain isotopes from the event. Normal gamma analyses are for 3,000 min
but a few of those early filters were analyzed for 5,000 min. Isotopes detected
included Cs-134, Cs-137, I-131, I-132, and Te-132. As the plume moved across
the United States, it was also detected in rain water samples. NAREL analyzed
each rain water sample rather than compositing them monthly while the plume
was present. During the entire time that RadNet systems were monitoring the
event, there was only about 3 h where isotopes presumed to be from Fukushima
were detected remotely on an air sample. The filter was analyzed remotely and
approximately 1 nCi (37 Bq) of radioactive iodine was detected. After filter change,
no further radioactive iodine was detected. The remote analysis was later confirmed
by laboratory analysis at NAREL.

Discussions with other federal, state, and industry representatives indicated that
they were also able to detect the plume using laboratory analysis of air samples.
This raised the question of how to properly inform the public. RadNet fixed location
monitors were not seeing the plume above background yet more sensitive analyses
showed its presence at levels extremely far below any protective action level [3]. The
added radioactive material was completely lost in the normal background variation
seen by the RadNet monitors.
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11.6 Upgrades Being Considered

For the fixed location RadNet systems, EPA is considering potential upgrades to the
Nal detector to improve resolution, to the beta detector to reduce radiofrequency
interference, and increased data transmission rates either for satellite or modem
systems.

For the deployable RadNet systems, EPA is considering a significant change to
the system that collects the gamma exposure, air sampler flow rates, and other data.
This work is being done in conjunction with the US Department of Energy. Another
potential change may be the elimination of the low and high-volume air samplers
from the system as there are numerous such samplers in the EPA radiation response
inventory. These proposed changes would reduce the weight and physical footprint
of the deployable monitors.

11.7 Conclusion

The 134 fixed location and 40 deployable RadNet air monitoring systems have
significantly improved the ability of the Environmental Protection Agency to
monitor actual and potential large area releases of radioactive material in the air.
The original system of 59 air monitors provided significant data to the agency
following the Chernobyl incident. The new system provided hourly data to the
scientific community and public during the Fukushima incident. While the airborne
concentrations in the United States were far below any levels requiring protective
actions, the public wanted to see for themselves. Data hits on the RadNet website
prior to the incident averaged perhaps 30 a day. During the Fukushima event, that
rose to several million hits a day. Clearly the public wants almost immediate access
to information that they consider important to their health. RadNet was able to
provide that.
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Chapter 12

Radiological Emergency Response

and Preparedness at the Remote Sensing
Laboratory

Sanjoy Mukhopadhyay and Richard Maurer

Abstract This article describes the capabilities and types of radiological emer-
gency responses and preparedness provided by the Remote Sensing Laboratory
(RSL). RSL is owned and operated by National Security Technologies, LLC.
RSL provides the National Nuclear Security Administration with a broad range
of scientific, technological, and operational disciplines with core competencies in
emergency response operations and support; remote sensing; and applied science
and technologies in support of radiological emergency preparedness, and radiologi-
cal incident response.

RSL operates out of two bi-coastal locations, one at the Nellis Air Force Base,
Las Vegas, Nevada and the second at the Joint Base Andrews, Andrews Air Force
Base, and Maryland. In 1976, The U.S. Department of Energy established an Aerial
Measurements Operations at Andrews Air Force Base in Maryland to provide
scientific and technical support to counterterrorism efforts during U.S. bicentennial
events in Washington, D.C. With a location on each coast, RSL has served for over
50 years as a valuable national asset for nuclear emergency response and remote
sensing capabilities.

RSL remote sensing capabilities include:

I. Radiation detection, monitoring, surveillance, and analysis
II. High-speed data telemetry
III. Secure mobile communications
IV. Geographic information systems
V. Photography and videography
VI. Multi-spectral and hyper-spectral imagery
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12.1 Background

The Remote Sensing Laboratory (RSL) — Andrews Operations was established
in 1976 before U.S. Bicentennial events in Washington, D.C. with the important
mission to provide aerial radiological measurement services and radiological emer-
gency response and consequence management assistance to the greater Washington
area. With heavy emphasis on Aerial Measuring System (AMS) the institute was
called Washington Aerial Measuring Operations (WAMO). WAMO used to provide
routine detailed aerial surveys of nuclear power plants (NPP) for the Nuclear
Regulatory Commission (NRC). With the creation of National Nuclear security
Administration (NNSA) in 2000 RSL was integrated with the US Department of
Energy’s Office of Emergency Management (OEM) as part of National Center
for Nuclear Security (NCNS)’s management and operations contract owned and
carried out by National Security Technologies, LLC at the Nevada National security
Site (NNSS). Currently The Remote Sensing Laboratory (RSL) creates advanced
technologies for emergency response operations, remote sensing, counterterrorism,
and radiological incident response. RSL emergency response teams are on-call
24 h a day and are specially trained and fully equipped to respond to a variety
of radiological situations. We maintain the capability to deploy domestically and
internationally in response to nuclear threats involving the loss, theft, or release
of radioactive material that might occur in nuclear power plant accidents, nuclear
terrorist incidents, NASA launches, and transportation accidents. The NNSS helps
ensure the security of the United States and its allies by supporting the stewardship
of the nuclear deterrent, providing emergency response capability and training, and
contributing to key nonproliferation and arms control initiatives. We execute unique
national-level experiments, support national security customers through work for
others, manage the legacy of the Cold War nuclear deterrent, and provide long-term
environmental stewardship for site missions.

The RSL has served for over 50 years as a valuable national asset for nuclear
emergency response and remote sensing capabilities.

12.1.1 Emergency Response Capabilities

» National Aerial Measuring System (AMS) Reach back Center
e Search Management Center
* Federal Radiological Monitoring and Assessment Center

RSL emergency response teams are on-call 24 h a day and are specially trained
and fully equipped to respond to a variety of radiological situations. They maintain
the capability to deploy domestically and internationally in response to nuclear
threats involving the loss, theft, or release of radioactive material that might occur
in nuclear power plant accidents, nuclear terrorist incidents, NASA launches, and
transportation accidents.
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As part of its emergency response, the RSL provides:
 Crisis response and consequence management assistance

The crisis response capability includes the National Radiological Advisory Team
(NRAT) and Radiological Assistance Program (RAP) that deploys personnel and
detection equipment to support vehicle-based and handheld operations. The team
utilizes high-resolution gamma and neutron detectors and is able to identify specific
radioisotope. The Search Management Center (SMC) is a new enterprise which
has recently been added to the RSL’s emergency response capabilities. The SMC
provides federal, state, local tribal and other first-responder communities with tools
and direction to assist in wide-scale radiological search operations. It also enhances
situational awareness for complex missions. The SMC core capabilities include:

A search planning tool for calculating time and coverage based on available
resources

An instrument/personnel tracking system which includes smart-phone devices
providing alarm, spectral data, and photographic telemetry as well as verbal and
non-verbal field communications

A secure, web-based display system for viewing by mission commanders and other
decision makers

A status module for monitoring critical search operations information

* Emergency communications networks
* Logistics and operations support
* Training and exercise planning and execution

12.2 Consequence Management (CM) and Federal
Radiological Monitoring and Assessment Center
(FRMAC)

CM’s mission is to assist the state, tribal and other local governments with the
evaluation of a radiological incident/accident. The RSL maintains a trained team
of radiological field experts ready to respond on short notice to provide monitoring
sampling analysis and assessment of field data. The RSL CM response teams also
form the core of FRMAC in the event that a FRMAC is activated in response to a
radiological incident. The recent development of the electronic Federal Radiological
monitoring and assessment Center (eFRMAC) allows emergency response assets
to gather more field data faster with greater reliability to better support decision
makers. The capability handles all aspects of data acquisition, management, analysis
and dissemination via secure protocols and standards of data communication. The
key features and benefits of eFRMAC include:

» Flexible data collection clients
e Multi-path communication devices
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* Robust transactional synchronization between home team and field assets
* Dynamic data management

» Connections to existing data repositories

» Expedited data entry for first responders

12.3 Emergency Communication Network (ECN)

NNSA’s Emergency Communications Network (ECN) provides decision makers at
NNSA with the capability to exchange real-time voice, data, and video information
for managing emergency situations that involve NNSA assets and interests.

The Emergency Communications Network is a multi-faceted communications
network providing classified and unclassified voice, video, and data communica-
tions between NNSA headquarters and approximately 55 remote sites and mobile
units via dedicated leased lines and satellite transmission.

The Mobile Emergency Communications Network provides a portable dynamic
communications capability for NNSA emergency response assets, with full con-
nectivity to the ECN and possibly other networks. The Mobile ECN also provides
satellite backup capability for the ECN and Home Team terrestrial circuits.

The Mobile ECN is capable of classified and unclassified data, voice, and video;
wide-band satellite connectivity between NNSA emergency response assets and
Home Teams; and simultaneous support of multiple deployed systems.

The ECN provides support to the Department of Energy’s Emergency manage-
ment, Emergency Response and International Emergency Management Cooperation
missions with engineering design and implementation of world class communica-
tion networks and Emergency Operations Centers

e National and international

¢ (lassified and Unclassified

¢ Wide area network (WAN) and local area network (LAN)

» Data, voice, video and video conferencing

* Dynamic scalable to meet a variety of emergency response mission requirements

Engineering design and implementation of mobile and satellite gateway emer-
gency communications systems for:

* National and international emergency communications

* Continuity of operations (COOP)

* The strategic petroleum reserve (SPR)

» Expandable to support large scale or dispersed events via microwave and fiber
optics lines

» Data, voice, video and video conferencing systems

» Satellite communications

Geographical information system (GIS) location-based situational awareness and
decision support products and resources are listed below:
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* @IS data acquisition and analysis
* GIS emergency technology

* @IS database management

* Customized map products

12.4 Aerial Measuring System (AMS)

AMS provides a rapid and comprehensive worldwide aerial measurement, analysis,
and interpretation capability in response to nuclear/radiological emergencies result-
ing from threats, accidents, deliberate attacks, or lost/stolen materials. Detection
sensitivities and response times are sufficient to assess health and welfare impacts
on population to the levels outlined in the nationally and internationally adopted
protective action guides. The system is dependable, standardized, authenticated,
and is based on state-of-the-art technologies in aerial detection, data processing,
telemetry, and systems integration.

The Remote Sensing Laboratory located at the Andrews Air Force Base main-
tains a Bell-412 helicopter and a B-200 fixed-wing aircraft, equipped with radi-
ological detection systems and qualified pilots ready to deploy in the NCR with
a short notice. The helicopter flies at a nominal speed of 70 knots at an altitude
of 150 ft. above ground level (AGL) and can perform very detailed “grid-search”
or “combing” operations, searching, locating discrete radiological sources, and/or
providing characterization of large contamination areas. The helicopter can fly about
2.5 h before refueling. The fixed-wing flies at a nominal altitude of 1,000 ft. with a
speed of 240 knots, covering a larger area in a shorter time. It is predominantly used
for plume tracking, locating large discrete sources, and providing a “quick look”
contamination footprint in large-scale nuclear or radiological accidents/incidents.
Figure 12.1 shows how the helicopter flies parallel grid-lines to characterize and
produce a radiological map of a large ground deposition.

12.5 International Emergency Management Cooperation
(IEMC)

Cooperation and Emergency Management Planning with International Partners —
The RSL provides scientific, engineering, technical advice, services, products,
logistics and administrative assistance to the NNSA IEMC program in support of
international outreach and global initiatives.

* Training and collaboration between countries on emergency management support

» Enables early detection of suspect materials before they are shipped to the United
States

* Cooperation and sharing of equipment and information
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Fig. 12.1 A pictorial description of how to fly parallel grid lines for ground deposition mapping

12.5.1 Japan Earthquake/Tsunami Response

¢ Provided AMS and CM Response Team support to the U. S. Military, the U.S.
Department of State and the Government of Japan following the Fukushima Dai-
ichi Nuclear Power Plant accident

 Field operations center was located at Yokota Air Base

¢ Collected assessed and reported daily radiation measurements taken from an air-
and ground-based platforms

¢ CM Home Team provided 24/7 support to the field teams and the Nuclear
Incident Team (at DOE HQ)

¢ Maintained a 10-week-ling deployment with occasional staff rotations and team
augmentation.

The Department of Energy/National Nuclear Security Administration’s
(DOE/NNSA) Aerial Measuring System (AMS) deployed personnel and equipment
to partner with the U.S. Forces in Japan (USFJ) to conduct multiple aerial
radiological surveys. These were the first and most comprehensive sources of
actionable information for U.S. interests in Japan and provided early confirmation
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Aerial MonRoring Results FUKUSHIMA DAICH!
Agiil 0818, 7011 JAPAN

Fig. 12.2 Clockwise the final radiological map showing the extent of ground deposition around
the Power plant. The aerial photo of Unit 2 at the Dai-ichi installation (right). Equipment setup and
personnel in a helicopter in preparation before a flight

to the Government of Japan as to the extent of the release from the Fukushima
Daiichi Nuclear Power Plant. Many challenges were overcome quickly during
the first 48 h, including installation and operation of Aerial Measuring System
equipment on multiple USFJ aircraft, flying over difficult terrain, and flying with
USF] pilots who were unfamiliar with the Aerial Measuring System flight patterns.
These factors combined to make for a programmatically unanticipated situation.
In addition to the challenges of multiple and ongoing releases, integration with the
Japanese government to provide valid aerial radiological survey products that both
military and civilian customers could use to make informed decisions was extremely
complicated. The Aerial Measuring System Fukushima response provided insight
into addressing these challenges and gave way to an opportunity for the expansion of
the Aerial Measuring System’s mission beyond the borders of the U.S. (Fig. 12.2).

12.6 Applied Science and Engineering

The radiological Emergency response mission is supported by a cadre of scientists,
engineers and technicians at the RSL. Each is a member of deployable team and
as such has gained significant experience in the development, application and
execution of mission specific equipment. The equipment developed and produced
at the RSL aids several NSA missions that include nuclear counterterrorism and
radiological disaster consequence management
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* Radiation detector system design

* Data acquisition and analysis software development
» Radiation detector networking

* Electronic board design

* Fabrication

* Telemetry integration

12.7 Homeland Security and Counterterrorism Solutions

The RSL supports nation’s counterterrorism efforts with customized products and
prototyping of equipment. Focused on rapid turn-around and advanced technology
solutions, the RSL specializes in unique technological disciplines in counterterror-
ism including

* Special instrumentations for active and passive electromagnetic detection ele-
ments

* Port of entry radiation detection systems

* Sensor development, testing and application verification

* Real-time mission support

* Instruction and proficiency training on specialized and mission applications

12.8 Innovation — Radiological Mapper

In radiological emergency response operations, it is essential that the observed
radiation data are associated with the geospatial position of the search area and
overlaid on a map. Several of the currently available COTS and GOTS search
equipment have the capability of routinely collecting and displaying data using GPS
coordinates on a geo-referenced map. However, an increasing number of situations
call for radiological data to be collected in areas where GPS receivers have limited
or no signal strength, such as within the confines of a building. Hardened bunkers,
inner decks of a cargo ship, and many other isolated structures are examples of
GPS-denied locations. In such areas it is not easy to associate measurements with
position. The usual procedures for accurately measuring position without the use of
GPS (i.e., surveying) are painstaking and slow. Consequently there is a strong desire
to have:

1. A metrology tool that can continuously record position even in the absence of
GPS. Such a tool could then be coupled with radiological measuring equipment
and provide the capability to conduct indoor surveys with radiological equip-
ment.

2. A software tool that can project radiological data on a picture or map of the
surveyed area by following the spatial correlation of the radiological data.
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This white paper purports to develop the software tools required to perform the
mapping of radiation data in a GPS-denied area, make the system more selective by
introducing gamma-ray spectral features, and incorporate a robust metrology tool
that can continuously record position.

One of the goals of the project will be to determine the technologies and
equipment presently available that provide a pedestrian the ability to accurately
record position in an automated fashion, suitable for integrating with other data
collection systems. This work will be divided into two distinct parts. The first part
will survey the available technologies and evaluate which technologies are suitable
for our needs; the second part will experimentally evaluate a set of such devices to
find the most appropriate one that best suits the search applications.

The latter part of the project will integrate the neutron and gamma-ray data from
the backpack-type search system with spatial location data. The radiation data will
then be projected onto a background map, which then would allow for the detection
of sub-threshold sources, document search path, and present the data for follow-on
assessment. The project execution involves the designing of the integration software
into a platform that is more suitable for field operations. An important specification
is that the package would be scalable to more advanced search applications,
including advanced, integrated analysis. The platform operates by manual input
of search location, which is then synchronized with the streaming backpack data.
This system’s features include the ability to edit the data for errors, enhanced
safety features during operation, and improved usability. The future capability to
be integrated with a data analysis routine is a driving force during the system
development. Thus, MATLAB was chosen over other packages because of its ability
for stand-alone execution, rapid-prototyping, and existing analysis capability.

Finally, by incorporating gamma-ray energy spectroscopy features of radioactive
materials of interest, the search system can be made more selective. This would
also reduce false positive and negative alarms. Several algorithms like Sequential
Probability Ratio Test, maximum likelihood optimization, covariance spectroscopic
analyses, characterizing, and parameterizing urban radiological background will be
used to improve the real-time search data output.

Figure 12.3 displays an example of the real-time performance of the pedestrian
Mapper.

12.9 Multi-path Communication Device (MPCD)

The MPCD is a versatile communications system that can relay data from the field
to command posts via fixed web assets. Features of the system include:

¢ Transmission over several commercial or standalone communications mecha-
nisms. The system pictured in Fig. 12.1 can transmit over two types of cellular
data networks, satellite and RF. Transition between the different communication
modes happens instantaneously if the current mode becomes unavailable.
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Fig. 12.3 Real-time Radiological Mapper. On the left is shown a strip chart consisting of both
gamma-ray and neutron counts. On the right the blue dots are markers made along the search path,
colored contours (blue — benign to orange — radioactively “hot”) show real-time isopleths as the
searcher moves around — they change with time

e Communications link that can be adjusted not only on most-capable status but
also on least-cost considerations.

* Ability to access power from battery, AC or a “cigarette lighter” connection (12
VDC).

* An onboard GPS.

« Ability to autonomously receive, package, buffer, archive, and transmit data to a
mobile base station or via the Internet to fixed web assets.

* Ability to be used with several types of systems from mobile vehicle, static
sensors to aerial platforms.

» Easy integration into existing detection assets through serial, Ethernet, Bluetooth
or 802.11 b/g so that they can transmit through MPCD.

The MPCD is a vehicle-mounted device that provides a communication pathway
for field measurement teams to transmit collected radiological measurements and
sample data for analysis by monitoring and assessment. This capability speeds up
the process of data driven decision making during an incident. The user (operator)
enters these radiological measurements and collected samples into a tablet PC run-
ning the Digital Field Monitoring (DFM) software which communicates wirelessly
(802.11) to the MPCD.

The MPCD transmits these measurements via satellite, cellular, and mesh
networking technologies. It does so automatically with no user intervention. This
data is collected at the Deployed Command Center (DCC) (if deployed) or at the
Remote Sensing Laboratory in real time and can be viewed immediately by any
user with an account and an internet connection at the Radiological Assessment and
Monitoring System (RAMS) website https://frmac.oem.doe.gov.
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a b

Fig. 12.4 (a) Indoor unit (IDU). (b) Outdoor unit (ODU)

12.9.1 Attributes

* Physical Characteristics

— IDU (Indoor Unit) shown in Fig. 12.4a

— Size: 19 x9x5in.

— Weight: 20 pounds

— ODU (Outdoor Unit) shown in Fig. 12.4b
— Size: 18x 18 x 11 in.

— Weight: 13 pounds

e Power

Input 12 VDC smart controller
— Battery Backup

Operating Time: Indefinite
(Vehicle controlled)

¢ Communications Pathways Outbound (Commercial)

— Globalstar Satellite
— AT&T Broadband
— Verizon Broadband
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Chapter 13

Evaluation, Improvement and Guidance for
the Use of Local-Scale Emergency Prediction
and Response Tools for Airborne Hazards

in Built Environments. Cost Action

ES100 — A European Experience
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Abstract Releases of hazardous agents, such as in a RDD event, in complex
built environments pose a tremendous challenge to emergency first responders
and authorities in charge due to casualties potentially involved and the significant
environmental impact. Air motions in built-up areas are very complex and adequate
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modelling tools have to be applied properly in order to predict the dispersion of
hazardous materials with sufficient accuracy within a very short time. Different
types of tools are applied; however, it is not always clear the advantages and
limitations of individual models and approaches. Therefore, it is of an exceptional
interest to compile a detailed inventory of the different models and methodologies
currently in use, to characterize their performance and to establish strategies for
their improvement. The Action is a first cross-community initiative to join, to
coordinate and to harmonize European efforts for a substantial improvement in the
implementation of local-scale emergency response tools.

13.1 Introduction

The atmospheric dispersion models (ADM) represent a crucial part of local-scale
emergency response tools (ERT) for tracking and predicting airborne hazards
from accidental or deliberate releases (see Fig. 13.1). A major challenge is their
application in complex topography and geometry, as in industrial or urban environ-
ments. Various modelling approaches are applied, from simple parametric models
and Gaussian methods to Lagrangian dispersion models and advanced CFD-based
modelling suites. The different methodologies have advantages and disadvantages

Fig. 13.1 The principal
components of an ERT with

the ADM at its core Source Term Meteorology

@

l-

Risk
Assessment

Display and Command
System
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with respect to their computational efficiency, accuracy, reliability of the results
and many more. For any accidental release scenario, authorities can take different
decisions and a variety of instructions can thus be provided to the emergency
responders, depending on the simulation tools applied.

Modern societies face a large spectrum of potential threats connected to the
release of hazardous agents into the atmosphere. These threats include the release of:

* Radioactive or nuclear materials (e.g. Fukushima, Japan, 2011),
» Toxic chemical products as gases or particles (e.g. Seveso, Italy, 1976),
» Pathogenic biological entities (e.g. Sarpsborg, Norway, 2005).

These CBRN threats might be realized as the result of accidents, or as a
consequence of criminal or malevolent activities. Although these events are quite
different in nature, effective emergency response to them requires similar atmo-
spheric dispersion modelling and risk assessment tools.

The COST Action ES1006 was established with the main goals of evaluating
the application of ADM in built environments, that is urban or industrial sites, and
of assessing their integration in ERTs. The focus is on short-term and small-scale
threats, which the emergency services are most often called to cope with. The Action
activity is mainly aimed at:

* Elaborating a complete inventory of local threat scenarios and related modelling
systems presently used, which could be of reference for local-scale airborne
hazards modelling;

» Setting up a dedicated comprehensive and structured inventory of models suitable
to local-scale accidental releases;

* Investigating the main gaps, deficiencies and limitations in presently available
knowledge and models, identifying the directives for their improvement;

* Addressing the integration of airborne hazards modelling tools in ERTs for
urban/industrial applications;

* Evaluating available models with an application-oriented approach, through
validation against observations from qualified field and laboratory experiments
and model inter-comparison.

The Action encompasses three major activities:
Working Group 1: Threats, Models and Data Requirements

» Compilation of test data sets available for systematic validation of local-scale
dispersion models in complex urban environments
* Definition of an evaluation scheme for qualified reference data sets

Working Group 2: Testing, Evaluation and Further Development of Models

¢ Validation test runs (blind/no blind)
» Comprehensive analysis and documentation of the evaluation exercises
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Working Group 3: Applicability, Implementation and Practical Guidance

* Review of stakeholders requirements

* Compilation of a Best Practice Guidelines document for the reliable application
of dispersion simulation tools, translating scientific output of the Action into
stakeholder support

Following, the main results achieved thus far and the on-going activity are
presented.

13.2 The Action Progress Thus Far

The activities performed thus far are documented in scientific reports available
on the Action’s website: http://www.elizas.eu. A short description of the main
outcomes and some illustrative results are presented hereafter.

13.2.1 The Background Document

The first outcome of the Action was a state-of-the-art report [2] that apart from a
general overview its focus is on specific problems related to dispersion modelling
for emergency planning and response. The main topics included in the report are:

Analysis and assessment of the applicability of an ADM into ERTs, of the specific
needs and possible improvements connected to the expected timely response, and
of the reliability of current local-scale modelling techniques;

Definition of the concept of threats, description of threat scenarios, source terms
of concern, critical and challenging situations for the different communities
involved in local-scale emergency response;

Review of the different modelling approaches and tools, the limitations of both
simple and advanced models of emergency response systems from a current
perspective;

Discussion of the particular challenges for contaminant dispersion modelling
applied to the local-scale and of the needs for future model development;

Analysis of the present evaluation process for local-scale dispersion models, in
particular when dealing with the uncertainties related to the application of models
in emergency response;

Discussion of the specific requirements and datasets to pursue the quality assurance
of local-scale models and of the related evaluation methodologies, including
preliminary guidelines;

Discussion of the importance of the interaction between scientists and model
developers with end-users, stakeholders and decision makers;

Outline of practical constraints, regulations and legal issues.
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13.2.2 The Inventory of Available Datasets

A database was design to include datasets suitable for validation of dispersion
models that can be integrated in emergency response systems [8]. Since datasets
suited for emergency response models are rare, mostly atmospheric dispersion
experiments are included in the database. The classification of databases is based
on the Action’s main goals, which refer to (1) Accidental (even when intentional)
releases, and (2) Built-up environments. The limitations of using data to validate
models in emergency response assessment are discussed as part of this document.
In a second version, some datasets that better comply these two requirements were
selected. Among them, three were chosen as case studies for the Action modelling
and evaluation activity: the Michelstadt exercise (wind tunnel), presented in the
following, a combined wind tunnel and field campaign with continuous and puff
releases resembling the Hamburg harbor and a real industrial accident occurred in
a European Country. The model evaluation and inter-comparison will be completed
within the year 2014.

13.2.3 The Inventory of Emergency Modelling Tools

A catalogue of state-of-the-art emergency response tools and a model inventory for
airborne hazards from accidental/deliberate releases in complex urban and industrial
areas was prepared: the Emergency Response Models and Tools Inventory Database
Tool (ERMIDT) [7]. It collects detailed information on existing models and ERT
currently applied in the context of the Action, developed for local-scale incident
scenarios. The structure of the catalogue enables an efficient access to the required
information: type of application, type of computational approaches and models
integrated, aspects of hazards and scenarios addressed, physical background, input
data demands, model outputs, computational demands and information on model
application/use, verification or related performance measures. The inventory is
intended to support model-specific guidance regarding an efficient and reliable use
of different models and tools.

13.2.4 The ‘Michelstadt’ Modelling Exercise

The first modelling exercise, “Michelstadt”, is based on data gathered in a wind-
tunnel flow and dispersion experiment performed in the WOTAN atmospheric
boundary layer wind tunnel at the Environmental Wind Tunnel Laboratory in
Hamburg [3]. The measurements were carried out in an idealized Central-European
urban environment model, named as Michelstadt. Five point sources were used non-
simultaneously in continuous and short-term release mode, and two wind directions
were investigated. Model simulations and an intercomparison for continuous and
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Table 13.1 Types of models used to simulate Michelstadt test case

Number of different

Dispersion modelling method models Computational time
Gaussian (2 with building parameterization) |7 1-5 min
Lagrangian 5 2min-5h

CFD (8 RANS; 3 LES; 1 10 (6 models) 2 h—4 days

RANS-Lagrangian)

puff releases were performed, aiming at identifying the key aspects and possible
problems arising in applications to emergency response cases. The different mod-
elling approaches are summarized in Table 13.1.

Blind and non-blind cases were simulated. Flow and concentration data were
provided for the non-blind test case, while in the blind test only the minimum flow
information was provided to the modellers. Initial results obtained with models of
Type II [9] show relative good agreement between observed and predicted mean
concentration for a continuous release in non-blind simulations. However, a lower
score is obtained (as expected) for simulations of the puff release in the blind case.

A statistical analysis of the results was reported in [1]. The metrics considered
in the analysis was the normalized mean squared error (NMSE) of the mean
concentration in the continuous release and the mean dosage in puff releases
cases, both in the non-blind and blind test cases. The acceptance criterion in built
environment requires that NMSE < 6 [5]. Most models give performances within
the acceptance limit for the non-blind case while there is a setback for the blind
case; a certain variability in the performances of different models was also reported.

13.2.5 The Data Comparison Tool

An ad-hoc tool for comparing physical measurements and results of numerical
simulations was developed in Python and it has been already applied to the
Michelstadt modelling exercise [6]. The main features of the tool are:

» “User friendly” as well as “Advanced user”” modes;

» generic and flexible, applicable to models of any complexity, with different
outputs (object oriented programming);

* built in a modular way in order to facilitate the easy inclusion of additional
metrics, plots, etc;

* developed to be used both under Linux and Windows;

* includes all modules necessary to produce the required outputs (metrics, plots).

On the basis of the first test (Michelstadt exercise), further statistics and graphical
processing that can be useful specifically for model evaluation in continuous or puff
releases were identified and are being implemented in the tool to be used in next
Action’s modelling exercises.
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13.2.6 The End-Users and Stakeholders Questionnaires

A questionnaire surveying the present tools used by end-users and stakeholders
was elaborated and distributed to investigate their needs and requirements related
to the modelling suites. Not surprisingly, according to questionnaires, most of the
responsible agencies use simple approaches with minimal meteorological input and
no consideration of buildings. Only few of them reported using sophisticated models
in combination to mesoscale meteorological models. The opinions of stakeholders
towards uncertainties in the modelling process were also analyzed. The preferences
expressed by stakeholders and end-users with respect to the type of model outputs
from an ADM are: hazardous areas on maps, hazardous distances, concentration
values and confidence intervals. The stakeholders’ expectation from the use of ADM
can be shortly summarized as: emergency models have to be simple, robust and fast,
they should provide user-friendly interface with on-line help and supply potential
damage zones on “google maps”-like as output.

As a follow-up, more in-depth interviews were conducted and analysed [4].
The general opinion expressed about the usefulness of ERTs goes from ‘good’
to ‘essential’. The practical limitations in using more complex tools in ERTs are
a major concern for end-users and decision makers. Documenting the limitations
of different local-scale emergency response methodologies by assessing the actual
uncertainty of model results is recognized as an important issue as well.

13.3 The Ongoing Activity

13.3.1 The Catalogue of Threats and Challenges

The scope of the catalogue is to collect, document and characterize typical and
relevant local-scale threats related to releases of toxics agents in populated areas.
The goal of the catalogue is to guide the model development towards the present
and future needs of emergency response management. The document provides a
description of conditions leading to release of hazardous materials, which might
impact negatively exposed humans’ health and safety. Then, main topics pertinent
to the consequences analysis are addressed.

13.3.2 The Model Evaluation Protocol

The scope of this document is to review model evaluation procedures for the
validation of dispersion models, which can be applied in cases of accidental or
deliberate releases of airborne hazards in urban areas. A task-oriented model evalu-
ation protocol is proposed, starting from the requirement to introduce an evaluation
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procedure applicable during all three distinct phases in emergency response: pre-
accidental analysis and planning; predictions during an actual emergency and
post-accidental analysis. The protocol is tested and further improved in the course
of the modelling exercises planned in the Action.

13.3.3 The Best Practice Guidelines

The objective of the document is to provide guidance on the application of ADMs
in emergency response in order to minimize the uncertainty in simulation results
and increase their reliability. The document provides comprehensive information on
usability, pros and cons as well as challenges and limitations of different modelling
approaches. The document highlights the location of the ADM within the chain
of assessment of an ERT, and identifies the model results that can be used in an
operational approach. The document suggests possible approaches to application
of models under conditions typical to emergency events: scarce or lack of input
data, field measurements ingestion, etc. These Best Practices are provided for the
different phases of emergency: pre-accidental/planning, during emergency and post-
accidental.
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Chapter 14

Focusing on the Threats to the Detriment

of the Vulnerabilities: A Vulnerability Assessor’s
Perspective

Roger G. Johnston

Abstract Security and emergency response usually fail due to a failure to identify
and mitigate vulnerabilities, rather than a failure to envision threats. Unfortunately,
however, threats usually receive more attention than vulnerabilities. Design Basis
Threat and layered security exacerbate the problem. There are a number of aspects
of nuclear security that require considerably more attention to the vulnerabilities.

14.1 Overlooking/Under-Emphasizing Vulnerabilities

Effective preparation and risk management for any kind of security application
requires not just focusing on the threats, but also understanding and mitigating the
vulnerabilities. In my experience, it is very common for threat assessments (TAs) to
receive far more emphasis than vulnerability assessments (VAs), often to the serious
detriment of security.

It is important to be clear about what constitutes TAs and VAs, and about the
difference between threats and vulnerabilities. There often seems to be a great deal
of confusion about these issues.

Definitions vary, but it is useful to define a threat as who might attack, why,
when, and how, and with what resources and probability. A threat assessment is
an attempt to identify the threats. In contrast, a vulnerability is a security weakness
that could be exploited by the threats to cause undesirable consequences. A vulner-
ability assessment involves discovering and demonstrating these weaknesses and
ways to defeat a security device, system, or program. An effective VA also often
includes suggestions for counter-measures and security improvements.
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For example, one possible threat to a nuclear program might be terrorists wanting
to steal nuclear material by using outsiders, insiders, or both. Possible vulnerabilities
might include a nuclear facility that is poorly designed for security, intrusion
detectors that are easy to tamper with, poor insider threat mitigation, absent or
ineffective training about social engineering, and a non-secure chain of custody for
procured hardware and software.

The Vulnerability Assessment Team at Argonne National Laboratory has found
that some things frequently get confused with vulnerabilities. These include the
assets to be protected (e.g., nuclear material), threats, delay paths, facility or build-
ing features (e.g., gates or nearby roads), attack scenarios, or safety issues [1, 2].
Although these things may have important implications for security vulnerabilities,
they are not the actual vulnerabilities themselves. Another common problem is that
so-called “performance testing” is often thought of as a VA in itself when, in fact, it
is only a small part of a comprehensive VA.

I have often observed confusion over the purpose of a VA. The purpose of a VA
in my view is to (1) improve security and (2) serve as one of the inputs to Modern
Risk Management. (See Fig. 14.1.) It is NOT the purpose of a VA to do any of the
following:

Modern Risk Management | listofassetstoprotect

* asset valuahon}prlorlttzatmn
* overall security goals
* consequences of successful attack(s)
* threat assessment
* wvulnerability assessment
+ available resources & possible security measures
general security philosophy/strategy
psychological tolerance for risk
various estimated/guessed probabilities
acceptable tradeoffs in productivity vs. security,
reputation vs. security, morale vs. security, safety
vs. security, and liberty/privacy vs. security

INPUT PARAMETERS =

DECISION MAKING

OUTPUT PARAMETERS: PRUCESS

* What to protect
* How to protect it

* How to deploy security resources optimally Value Judgments
P c Objective Analysis
Subjective Analysis
Experience & Expertise
Intuition & Hunches

Fig. 14.1 Modern Risk Management involves a number of inputs, including information obtained
from threat assessments (TAs) and vulnerability assessments (VAs). All these inputs are used
in the decision-making process, along with value judgments, objective and subjective analysis,
experience, expertise, intuition, and hunches. As a result of this decision making process, we
determine what to protect, how to protect it, and how to field our security resources for optimum
security
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* Pass a test

* “Validate”

* Serve as auditing

* Generate metrics

* Do a safety analysis

 Justify the status quo

* Praise or accuse anybody

* Check against regulations

* Check against some standard

* Engender warm and happy feelings

* Claim that there are no vulnerabilities

* Determine who gets salary increases

o “Test” security or do performance testing

» Rationalize the research and development

* Apply a mindless, bureaucratic stamp of approval

* Claim there has never been a loss of nuclear material
* Endorse a security product or program, or certify it as “good” or “ready for use”

People sometimes talk about a security device, system, or program ‘“‘passing
a vulnerability assessment”. This is a nonsensical statement; it certainly should
not be construed to mean there are zero vulnerabilities. All security devices,
systems, and programs have vulnerabilities—usually in very large numbers—and
not all these vulnerabilities can ever be found. What people probably mean by this
statement is that a VA was conducted and then somebody made a value-judgment
(based on a variety of factors) that the existing vulnerabilities can be tolerated.
Their conclusion, however, is not the responsibility or prerogative of a VA or of
vulnerability assessors.

Another problem is that security is often analyzed in terms of safety. While safety
considerations can reveal important things about what needs to be protected and
how adversaries might attack, safety is not a good basis for planning security. The
presence of a nefarious, purposeful, adaptable adversary who attacks intelligently
at the weakest points is missing in safety applications. Thus, safety and security are
not the same kind of problem and should not be analyzed in the same way.

A number of different security techniques—while still potentially useful—
frequently get confused with VAs. These include security surveys (walking around
with a checklist), security audits (checking if the rules are being followed), feature
analyses, threat assessments, Design Basis Threat (see the discussion below),
fault or event tree analyses (from safety engineering; often very problematic for
security analysis), the Delphi Method (a technique for getting a decision from a
panel of experts), software assessment tools, the CARVER Method (often used
by the U.S. Department of Defense and law enforcement), and Modern Risk
Management.
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14.2 Examples

Here are a few of many possible examples of serious security incidents or natural
disasters for which the threat was fairly well understood but the vulnerabilities were
either not understood or not dealt with. Poor preparation or security resulted. Several
of these are examples of Michener’s Maxim: We are never prepared for what we
expect.

Hurricane Katrina, 2005: The threat and the relatively high probability of a
severe hurricane eventually hitting New Orleans was well known, but the city’s
vulnerabilities were unknown or ignored, as were the weaknesses in the emer-
gency/disaster response systems [3].

Breach of the Y-12 nuclear facility by an 82-year-old nun and two other protest-
ers, 2012: The threat represented by protestors and the risk of trespassing were
presumably well understood given their long history at U.S. nuclear facilities, yet
the alarm and camera systems at Y-12 repeatedly malfunctioned or were broken,
and security guards responded poorly to indications of intrusion [4].

Target stores credit card hack, 2013: While the threat of stealing credit card
information and potential attack methods were apparently well understood, Target
reportedly ignored information from its own $1.6 million security system that data
breaches had occurred [5].

White House fence jumper, 2014: A man jumped the fence at the White House
in Washington D.C. and sprinted across the lawn, entering the White House through
an unlocked front door and penetrating a distance into the building. A number of
security features failed to be deployed or to work properly [6]. Although the threat
was well understood given the long history of White House intruders [7], including
fence jumpers, the vulnerabilities were not adequately recognized or dealt with.

14.3 Why Threats Are More Popular

Given that critical security often fails due to vulnerabilities, why is it that threats
usually receive more attention? There are probably a number of reasons. First
of all, threats are easier to anticipate. Most security programs face a relatively
small number. There will, however, typically be several orders of magnitude
more vulnerabilities for any non-trivial security application. Moreover, while many
threats are obvious based solely on past history, common sense, and global issues,
this is often not true for vulnerabilities. A thorough understanding of vulnerabilities
requires a comprehensive understanding of the exact, local details of the security
program or application. (The devil is always in the local details.) With threats,
on the other hand, security experts with no knowledge of your particular security
application can still do a competent job of identifying many of your threats.
Another factor is that vulnerabilities often take more imagination to recognize
than threats, and require “thinking like the bad guy”. Imagination and creativity
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are characteristics that are often not the strong suite of bureaucracies, military
organizations, security professionals, and large nuclear programs. And security
professionals and engineers—being the good guys—often have a very different
mindset than do the nefarious adversaries. Moreover, vulnerabilities, much more
so than threats, are often best revealed by using techniques that are not formalistic,
quantitative, reproducible, or objective [8]. Governments and large organizations,
however, typically do not like to rely on such subjective methods for something
as important as nuclear security. Given the dearth of research-based practice when
it comes to nuclear security, and given the fact that subjective methodologies are
often the best for seeing into the future [9], insisting on only formalistic, objective
analysis seems imprudent and risky.

Cognitive dissonance is also an issue. Whereas few security programs claim
to face zero threats, many deny (or want to deny) that they have significant
vulnerabilities. Identifying vulnerabilities is often taken to be an implied criticism of
a security program, even though vulnerabilities are always present in large numbers.
Citing threats, however, is not usually taken as criticism. Whereas “shooting the
messenger” is rarely a problem with TAs, it is a major occupational hazard for
vulnerability assessors.

TAs tend to be reactive to past security incidents. VAs are usually more proactive,
and try to predict what has not yet occurred. Being proactive with security is always
more challenging, uncertain, and politically dangerous than being reactive.

Finally, TAs are typically more reproducible than VAs, and this can be quite
reassuring. Whereas different threat analysts often see the same or similar threats,
different vulnerability assessors (or the same vulnerability assessors at different
times) often find quite disparate vulnerabilities or miss critical ones.

14.4 Vulnerabilities Trump Threats

Modern Risk Management requires a thorough understanding of vulnerabilities as
well as threats. A number of other factors need to be well understood, as well, as
shown in Fig. 14.1.

While it is certainly true that effective security must be tailored to meet the
actual threats, and that both threats and vulnerabilities are important, a sophisticated
understanding of vulnerabilities is often better than a sophisticated understanding
of threats. Imagine a situation in which we have a 100 % accurate understanding of
the threats we face, but are totally clueless about our vulnerabilities. There is little
chance our security will be successful because the known threats will be able to find
and exploit our myriad weaknesses.

On the other hand, imagine that we have a sophisticated understanding of our
vulnerabilities and have mitigated or eliminated those that we can, but we don’t
have the slightest idea who might attack when, or why, or with what probability.
This is not an ideal situation, but our security might still work because we have
attenuated or eliminated many of the serious vulnerabilities that the (unknown)
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attackers could exploit. It would certainly be better to understand the threats so
that we could field resources more appropriately. Nevertheless, the understanding
we have of our vulnerabilities still goes a long way toward countering the adversary.

While both effective TAs and effective VAs are needed for good security, there
are other factors that can give more “bang for the buck” for VAs than for TAs.
TAs are speculations about groups and people who may or may not exist, as well
as their goals, motivations, and resources. Vulnerabilities, on the other hand, are
not theoretical. They are right in front of you—if you open your eyes and mind—
and they are often testable. It is also often possible to test countermeasures to the
vulnerabilities.

In my experience, vulnerabilities are frequently easy and inexpensive to mitigate
or eliminate once they are acknowledged, whereas it is usually difficult or impos-
sible to do the same to a threat. The problem with ignoring vulnerabilities that we
think nobody can exploit is that we usually are wrong about that.

Finally, an understanding of vulnerabilities trumps an understanding of threats
because bad guys don’t do TAs. What they do when they are contemplating or
planning an attack is closer to conducting a VA than a TA because they typically
want to attack at the weakest points. So if we want to predict what the bad guys are
likely to do, we would be wise to try to think like them, get inside their heads, and
examine our security in the context of vulnerabilities.

14.5 Design Basis Threat and Layered Security

Design Basis Threat (DBT) is a technique often used for securing nuclear facil-
ities and material. In practice, DBT often ignores or under examines security
vulnerabilities. In my view, it also typically suffers from an obsession with force-on-
force attacks, fails to focus adequately on sabotage issues, and incorrectly ignores
threats judged (often mistakenly) to be of low probability. DBT typically ignores or
minimizes issues associated with the insider threat, and frequently ignores the issues
of mitigating employee disgruntlement. This is particularly unfortunate because in
every case of nuclear theft where the details are known, insiders were involved [4].

The common use of DBT as a way to “test” one’s security is, I believe,
particularly unfortunate in that it represents nonsensical circular logic. The security
is defined with a speculative mental model of the threat, and then the actual security
implementations are “evaluated” based on the assumed accuracy of the very model
that defined the security problem in the first place.

DBT is often associated with layered security (“security in depth”). Although
layered security is often necessary, it frequently fails spectacularly and stupidly, as
in the above 4 examples just discussed. Reliance on layered security seems to reduce
critical and imaginative thinking about security vulnerabilities. Certainly both DBT
and layered security are poor substitutes for the Modern Risk Management shown
in Fig. 14.1.
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14.6 Areas Needing Significant Improvement

As a vulnerability assessor, I see a number of areas in nuclear security that need
significant improvement. We need far more research-based practice. Little of what
is done in the field of nuclear security is based on any significant research. For
example, the two-person rule originally arose from safety considerations. It is now
the basis of a lot of nuclear security, yet there has been very little research to show if
it has merit or how to best implement it. In fact, recent psychological research may
even call the rule into question [10].

We also need improvements, better techniques, and more VAs for insider
threat mitigation, especially disgruntlement mitigation for employees, contractors,
consultants, and vendors. There are many tools available for this purpose, but they
are rarely exploited for nuclear applications. There are also techniques for reducing
security guard turnover that are rarely deployed [11].

The chain of custody for procuring nuclear hardware and software must be made
much more secure, starting right at the factory. In my experience, only 15-s of
access is all that is typically required for a nefarious adversary to compromise a
security device. Testing whether a security device or system behaves normally is of
little value for detecting such tampering. Few security and safeguards devices have
effective tamper detection features.

There are numerous potential, but largely unexploited psychological, managerial,
and organizational countermeasures to insider threat, security theater, cognitive
dissonance, groupthink, perceptual blindness, sleight-of-hand/misdirection, and
poor supervision of front-line security officers. We must also fight the false
but ever present idea of “security by obscurity”. Somewhat counter-intuitively,
security is best when it is largely transparent. Openness allows review, criticism,
accountability, and buy-in. Long-term secrets cannot be kept reliably, and are not
conducive to achieving effective security or to implementing security improve-
ments.

We need to stop confusing safety and security. We need to stop letting safety
experts plan security measures, and we need to stop relying so much on techniques
that are primarily safety-based. We need to better incorporate the concept of
continuous improvement for physical security and nuclear safeguards. We need to
embrace the new security paradigms [12].

Better tags and tamper-indicating seals, and better use protocols are possible and
necessary [13, 14]. We need more secure real-time monitoring and transport of
radiological and nuclear materials, more secure access control devices, improved
hardware protection for secret passwords and secret keys, and better (simple)
security for sealed radiological sources. We need to avoid thinking that we can apply
security to devices, buildings, or facilities at the last minute, in a kind of “Band-Aid”
approach. Effective security requires early and iterative VAs, beginning at the design
stage.

Another common problem involves confusing inventory functions with security
functions. This is much of the reason why global positioning systems (GPS), radio
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frequency identification tags (RFIDs), and many nuclear control and accountability
(MC&A) programs provide poor security. They are not fundamentally designed to
counter deliberate spoofing and surreptitious attacks.

14.7 Conclusion

Effective security and preparation for nuclear incidents requires much more fre-
quent, comprehensive, and effective vulnerability assessments. There are many
possible ways to improve nuclear security if the problem is viewed from the
perspective of vulnerabilities, vulnerability assessors, and nefarious adversaries.
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Chapter 15
Preventing, Controlling and Mitigating
Radiological Consequences

Marcos Antonio Do Amaral, Alfredo Lopes Ferreira Filho,
and Josilto De Aquino

Abstract The Brazilian Radiological Protection Society — SBPR is the entity that
aggregates almost all the radiological protection experts in Brazil. Due this integra-
tion of expertise, many of the strategies regarding preparedness and mitigation of
accidents on nuclear or radiological sources and preventions against tragic events
made by men, are prepared according the directions of the members of SBPR,
working on utilities, governmental and or educational institutes.

In this context, the emergencies are handled following the standards and reg-
ulation defined by the Brazilian National Nuclear Energy Commission — CNEN.
The CNEN also adopts the guidance given by the IAEA GSG-2 — Criteria for
Use in Preparedness and Response for a Nuclear or Radiological Emergency and,
for reactors, the Tec. Doc. 955 — Generic Assessment Procedures for Determining
Protective Actions During a Reactor Accident.

This paper is according the point of view of the SBPR, with a short description of
adesirable organization and relationships in order to enable a city, state or country to
be prepared and to handle a possible nuclear accident or even a radiological accident
happening on any application area.

Within the comparison between the different point of views, presented by
different expert organizations or authorities, the Society considers that giving an
additional perspective may contribute for the overall improvement of the emergency
plans in many places, thus contributing for the safety and protection over the world.
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15.1 Introduction

The increased technology enhancements of the humankind in our days enables the
increase on the destruction power of possible malicious actions made by men. In
parallel, the present climatic changes with indicators pointing for future increases on
the intensity of the changes, contribute to increase the risks for natural catastrophes
over the planet.

In this context, fundamental is to improve defence strategies in order to face
the increased threats, specially radiological or nuclear threats, encompassing both
adequate preparedness and response to achieve the best control in face of the
emergencies [1].

The response to a nuclear or radiological emergency expects to involve sev-
eral organizations, whose functions would be the same for a nuclear or radi-
ological emergency as for a conventional emergency, only the response to a
nuclear or radiological emergency may also involve highly specialized agencies
and technical experts. The effective response to a nuclear or radiological emer-
gency must be well co-ordinated and appropriately integrated with those for a
conventional emergency. The misunderstandings regarding health effects from
radiation are contributors for non-proportional decisions taken in face of the real
detriment, challenging the pre-planned actions to control and mitigation of the
emergency.

15.2 Background

The knowledge regarding previous accidents and or threats is crucial for the
best response by the emergency teams [1]. The decisions taken, difficulties with
supplies and consumables, transportations, communication, number of victims,
escape routes, clothes and issues from respirator protection devices etc, are valuable
information for enabling the responders to apply the better response.

Beyond the information, training for practical situations, based on the above and
other simulated scenarios, may be the key for mitigating or annulling the accident
consequences.

Adequate resources, both material and human, should be available and func-
tional, and strategically located for promptly use or delivery for use. Thus, the
emergency response centres ideally should be closely located to the affected area,
but far enough to avoid the need of direct protection measures for the emergency
responders working inside the centres.

All those items above, between others important items, are to be addressed by
an adequate organization and management, clearly specified on the emergency plan
and procedures.
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15.3 Plans and Procedures

The Emergency Response Plan and related Emergency Response Procedures are the
fundamental documents to establish the organization for management of any nuclear
or radiological emergency. The Plan and Procedures should cover the response on-
site and offsite, for the different disciplines involved, and periodically tested under
simulation scenarios [2—4].

15.4 Monitoring for Prevention

The best way for preventing any emergency is to monitoring the installations
and vicinities, by using radiation detectors, periodical surveys, trend evaluation
by using indicators, self-assessments, external audits, inspection of authorities,
effective supervision, adequate safety culture, reliable engineering controls and full
adherence to the administrative controls. Beyond the prevention, in case of any
emergency happening, the monitoring tools together with the deep defence barriers
will make the difference for the success or disaster in face of the emergency.

15.5 Attributions and Responsibilities

The organizational structure and assignments includes the roles and responsibilities
for all the players in the emergency plan, like licensees, emergency workers and
emergency responders, local and national agencies and other organizations [1].

In some situations, external experts would be important for dealing with the
emergency. For such situations, the emergency procedures should specify the
authority to assign a person as emergency responder, also defining the criteria
for required qualifications for each category or discipline needed on the specific
emergency.

15.6 General Provisions

The anticipation of external support and defined provisions are important to host,
feed and transport the external support organizations to integrate them with the
emergency response team.

A standard emergency classification and action level scale, based on the INIS and
deeply detailed on the procedures, may easier the understanding the consequences
or potential consequences of an evolution of an accident, enabling the adequate and
timely response.
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Communications are essential. They should be promptly available and by
multiple pathways, both for public and internally, comprising telephones, social
media, professional networks, newspaper, radio, TV etc.

Communications experts for each media should be allocated as members of
the emergency organization, and following the directions from the emergency
coordinator. Periodic and timely communications informing the accident evolutions
are a key action to demonstrate control and to inspire trust, also reducing the
population anxiety, both affected and non-directly affected by the emergency.

Assessment of dose for the radiological releases consequences, by using direct
and indirect techniques, should be in place. The type of the radiation (beta, alpha,
neutron, electromagnetic waves), its chemical composition (noble gases, halogens,
metals) and the physical form of the release (aerosol, gaseous, liquid, solid debris)
should be known in order to estimate the consequences. This is done by using
radiation monitors, both fixed and mobile, air samples, or may be previously
modelled and estimated by using computer codes. The person in charge for
performing the estimates of radiological consequences shall be formally qualified
and assigned for this function, reporting directly to the radiological protection
manager or to the general emergency coordinator.

Required protective actions like evacuation, sheltering, thyroid blocking with
potassium iodide, prevention from consuming contaminated food and water, estab-
lished according reference levels, should be taken in a timely manner, according the
degree of severity of the emergency. In the same way, the control over radiological
exposures in emergency shall be in place, with the reference levels for emergency
dose according the threats to be avoided and the authority approval for emergency
exposures formally assigned at the competent level.

Medical care is expected to support the situation where internal contamination or
elevated exposure could cause injuries to the affected individuals.

Emergency coordination centres should be strategically located, and personnel
adequately trained to fulfil the demands for controlling and mitigating the emer-
gency. Such centres may be located, if possible, inside the affected site if there is a
warranty of habitability and protection resources to fight the emergency. However,
is fundamental to have an off-site emergency centre, providing extra personnel to
respond to the accident and, in case of required relocation of the onsite emergency
centre, receiving experts from that centre and providing the necessary resources for
their work. Also, is expected the offsite emergency centre holds the coordination
between the licensee and government officials, civil defence forces, fire fighters and
other organizations playing some role at the emergency.

At the emergency centres, it should be available the information regarding
radiation levels, assessment of doses both for personnel and from radiological
releases, meteorological parameters, operability of the affected facility systems, sur-
vey maps, injured personnel, security issues, decontamination and repairs needed,
and operational records.
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15.7 Protecting the Emergency Workers and Emergency
Responders

Emergency workers and or personnel not employed by the affected installation, like
firefighters, physicians, rescuers etc, must to receive at least passive dosimeters and
should be monitored and protected while accomplishing their missions. For the
best monitoring, the exposed personnel should wear direct reading dosimeters or
electronic dosimeters, according their availability. More than this, it is expected they
are well trained and medically tested before performing duties as emergency worker,
also being aware about the risks associated with their job, especially regarding the
emergency in hands.

15.8 Radiation Protection Officer Actions

A fundamental key is the event classification according the radiological risks, in
order to select the appropriate protective actions for the public and for the workers.

The access control is a fundamental part of the emergency control and mitigation.
Only classified personnel can enter inside the emergency controlled area, and
participating of the mitigation efforts. Non-classified people also represents a matter
of concern, as they demand resources and attention for giving them the necessary
protection inside the affected area, instead directing those efforts to the ones really
requiring such protection. Thus, is very important to exclude the non-necessary
personnel from the affected area, establishing the secured perimeter in order to
permit the focus and attention from the emergency workers and responders to the
emergency control and mitigation.

15.9 Social Communication

During an emergency, a strong enemy is the fear that both people of the public and
conventional workers exhibits from the radiation. This fear sometimes is increased
by misinformation coming from pseudo experts, some them from academy, social
media and other public personalities. The way to attenuate those fears are using
clear and concise communication from the operators, authorities and renowned
experts in the area, timely and periodically. Such communication should use all the
available Medias, including internet applications like Twitter, Facebook, Linkedin,
Whatsapp etc.

On places where nuclear energy is such an evil, mainly caused by misinformation
from groups ideologically aligned, more important yet is the correct use of the
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communication techniques. In this sense, very important is the availability of mass
media communication experts, giving advice, supporting the production of bulletins
and interviews with the emergency coordinators in order to give the better idea about
the emergency, and maintaining the population attempt and cooperative in case other
protection actions are need to be taken preventively.

15.10 Mitigation

Many techniques for mitigating the emergency consequences are possible of use.
When removing the affected population sometimes may not be the best alternative,
because the possible high costs involved related to the avertable dose to obtain,
sheltering is an important approach. After, confining the source term, shielding the
sources, decontaminating the affected areas and habitable spaces are logical steps
to perform, according possible. Clear information regarding to the radiation levels
are critical points to enable the emergency workers and emergency responders for
the adequate self-protection, as they may promptly act to mitigate any radiological
consequences for others on the affected space. Prompt bio analysis should be
available to assess doses for affected individuals or potentially affected, contributing
to reduce the anxiety degree for both public and emergency workers and responders,
also Identifying possible injured persons by the radiation and directing them for
adequate medical cares [1].
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Chapter 16
Nuclear Preparedness Through a National
Pre-event Public Information Campaign

Robert M. Levin

Abstract Ventura County’s pre-nuclear explosion public information campaign
proved that education of the public on this important threat is possible without
causing panic or criticism. Experts hoped that following the launch of this campaign
FEMA would promote a similar message nationally. That has not happened. FEMA
must either take this matter up on its own or the nuclear preparedness community
must find a way to get it to fulfill its responsibility.

The recollections and opinions expressed in this narrative are the author’s alone.
They in no way are meant to express the views of Ventura County Department of
Public Health.

Ventura County became interested in nuclear preparedness some 10 years ago.
Why? Because we live next door to Los Angeles. Because Al Qaeda said they
want to kill Americans, terrorize Americans and devastate our economy. Because
only one kind of terrorist act does all three of those things. No infectious disease
can do that—not even Ebola. We can control and limit contagion. A dirty bomb
won’t do that. It wouldn’t dent our economy. Suicide bombers won’t do all of those
things. Improvised explosive devices planted along our roadways won’t do it. Only
a nuclear bomb, an improvised nuclear device (IND), will do that. And since Al
Qaeda was making the threat, multiple simultaneous INDs could be anticipated to
be the order of the day, their preferred method of operation.

At that time, I approached Commander David Tennessen from the Ventura
County Sheriff’s Department, the head of our county’s Terrorism Working Group
(TWG). I told him my concerns about the need for IND preparedness and my desire
to make it happen in our county. I confess to being surprised by his response. He
immediately turned over the bulk of the machinery of the TWG to IND preparedness
planning. This continued for months. Years later I learned that some big event was
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scheduled to take place in the next months in Los Angeles and there had been
some worrisome internet chatter picked up by law enforcement; terrorists might
be planning on detonating a nuclear device.

We convened a gathering of local first responders which included law enforce-
ment (including the Sheriff’s Department, city chiefs of police, the California
Highway Patrol (CHP) and the local FBI); fire (county and local cities as well as
Federal from the military base at Port Hueneme); Public Health; HazMat (a part of
fire); Emergency Medical Services (a part of Public Health); the local branch of the
National Weather Service (NOAA); representatives from the business community;
our Office of Emergency Services; city emergency planners; and information
technology nerds.

Over 100 first responders met over a couple of years to address such questions
as how many people were likely to flee into and through our county; should we
block the roads and prevent Los Angeles residents from entering our county (some
of these questions are going to appear naive but this was 10 years ago and we were
starting from scratch); should we wash off vehicles with hoses from fire trucks as
they drive beneath highway overpasses; should we reverse some or all of the lanes
of the southbound highway traffic, i.e., contraflow (Ventura County is north and
west of Los Angeles); should we prevent by force if necessary people who want to
go south into Los Angeles; if communications were down and we wanted to know
which way the fallout cloud was heading, how would we find out?

The first responders made several assumptions: If an IND were detonated in Los
Angeles, Ventura County would not only contend with the possibility or reality of
fallout, but it would have the likelihood of 2 million additional people (its normal
population is 840,000) entering the county from Los Angeles in 1 million cars, along
with 200 trauma cases, 150 people with acute radiation syndrome, 600 with multiple
injuries, 600 blinded either permanently or temporarily, and 7,500 people with
potentially significant exposures to fallout. Shelter, food, water, clothing, restrooms,
decontamination, medical services and psychological services would all be needed
and would all be rapidly compromised.

Our group of 100 first responders decided that we should not block the roads
and prevent Los Angeles residents from entering our county (in fact, we should
welcome them); we should not wash off vehicles with fire hoses as they pass beneath
highway overpasses (to do so would slow down evacuating traffic as people sought
to have their cars get as thoroughly cleaned as possible); we should not implement
contraflow on the southbound highway lanes (the CHP said that there are not enough
traffic cones in all of California to block off any one of the highways coming out of
L.A. I am still not convinced that some of the lanes shouldn’t be reversed—Dbesides,
people are going to do it anyway whether the CHP likes it or not); and we should
not prevent by force people who want to go into Los Angeles.

We concluded that Public Health should take the lead in the development of
our county’s plan because so many of the consequences of an IND detonation—
exposure to prompt radiation, exposure to fallout, burns, trauma, blindness, psycho-
logical trauma—are health related. It was also true that the Health Officer was the
one most interested in this and was willing to work on writing the plan on his off
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hours in the absence of any grant funding. This turned out to be a 243 page document
entitled the Ventura County Nuclear Explosion Response Plan. It was designed to be
both an educational document and an Annex to a Multi-Purpose Disaster Response
Plan.

The Sheriff ordered his staff to develop a Law Enforcement Plan.

We developed a Plume Trackers Group. If communications were down from Los
Angeles and we wanted to know which way the fallout cloud was heading, this
group would acquire or create its own plume maps.

But ultimately we realized that we needed an educated public if we were going
to have any significant impact on our nuclear preparedness. A Department of
Homeland Security Study found that with the detonation of a 10-kt ground burst
in Los Angeles, 280,000 lives would be saved if the public knew in advance to take
protective shelter.

So we started planning a Pre-Nuclear Event Public Information Campaign. Its
goal was to educate the public as to what to do if they ever learned that a terrorist’s
IND was detonated in what would probably be Los Angeles. Its primary objectives
were to educate Ventura County residents how to survive, stay safe and help others
in the event of a nuclear explosion. The secondary objectives were to promote an
ongoing dialogue locally and to encourage other jurisdictions across the nation to
engage in this dialogue as well.

Jonah Ansell from JAM Productions, volunteered to work with me pro bono to
develop a strategy for the campaign.

We participated in national calls and conferences; one that was most helpful was
the Nuc/Rad Communications Working Group. A tagline for the campaign was
agreed upon by nuclear and media experts who participated in these conferences;
“Get Inside. Stay Inside. Stay Tuned.” A number of tools were intended to be created
to promulgate this slogan.

Not long into the planning process I learned from Cass Kaufman, the Director
of the Radiation Management Program for the Los Angeles Department of Public
Health, that FEMA was interested in finding a local partner to do just what we
were working on. It seemed that FEMA was trying to develop a national program
for pre-nuclear explosion public information over the last couple of years but when
they brought their ideas to the focus group stage, participants could not get past
asking “What do you know that we don’t know?” The project bogged down and
then stopped altogether. Thereafter, FEMA began looking for a locality that was
interested in doing this, since some backwater would be less likely to know top
secret information like the threat of an impending nuclear attack and thus the public
would be more easily satisfied that any such planning was based on prudence, and
not a known threat. Implicit in the arrangement, I assumed though it was never
explicitly stated, that once a locality broke the ice and launched a public information
campaign, FEMA would do it on a national scale.

I called FEMA, and Ventura County became that backwater. Over the next year or
two FEMA invested what I suspect was between $500,000 and $750,000 in Ventura
County’s efforts. All of this money was spent on Ventura County in the form of
FEMA hired and paid-for consultants, and for three of the four videos we produced.
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The first video was paid for from a separate $25,000 grant from the Centers for
Disease Control.

When the first grant from FEMA was at its end, we were told it was going
to be extended. We began to work with the new consultants. We sent FEMA the
four videos we had made. We were told that the videos we had produced were not
what FEMA was looking for. An e-mail from an important leader in FEMA raised
concerns about the videos and invited me to work with FEMA’s External Affairs
people. He gave me the name of who I should contact. I reached out to that person
but got no response. A contact told me that FEMA put the kibosh on further support
because of the External Affairs people. He went on to say that FEMA operates in
silos and that the External Affairs people had not been aware of the grant support that
FEMA was giving Ventura County; further, that the FEMA External Affairs group
felt that they had been burned by Katrina and never recovered and that they did
not want to be associated with anything controversial that was elective. A must do
was one thing. An optional thing was another. Finally, to diffuse the impact of vivid
video messaging, FEMA External Affairs would prefer to portray the characters in
their videos as stick figures. We were told that FEMA wanted its name and logo
removed from all of our videos.

And so we went on for the next months without any further FEMA funding.

After many delays, we finally set a date for the launch—September 18, 2013. As
I contemplated the preparations that needed to be completed prior to the launch, I
found the number of moving parts intimidating. The only one besides me who knew
the campaign inside and out and had the know-how and energy to put it all together
and pull it off was JAMS Productions. But it would take a lot of concentrated effort
to make it happen. I secured a $10,000 grant from the Health Department to pay
JAMS for its last few months of work.

Since the greatest concern of our local policy makers was that people might panic
on hearing about the campaign—would ask the same question “what do you know
that we don’t know?”—we took several steps to limit this. We built the campaign
around town hall meetings. We scheduled four of these meetings in large halls
spread throughout the county. The health officer gave a 15 min presentation to what
was, in all four cases, about 100 members of the public and the local press. The
plan was that by presenting to the public in a manner which permitted immediate
response to questions and concerns raised by the audience, anxieties would be
minimized. The plan worked. There was virtually no public or press outcry, fear
or evident paranoia. In spite of all the concern about mass panic, all questions
raised at the Town Hall Meetings were reasonable and respectful. In addition to
the public, these meetings were attended by representatives from the County Board
of Supervisors, the Sheriff’s Department, Fire, the Air Force, State Senate, Los
Angeles County Public Health and Emergency Preparedness, and Santa Barbara
County Emergency Preparedness.

The campaign was announced through the press. A conscious decision was made
by Public Health’s administration to release news of the launch of our pre-nuclear
explosion public information campaign as an exclusive to the largest Ventura County
newspaper. It is my belief that our Administration also wanted to limit the awareness
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of this campaign to our county only. If it became a bigger story, the chances were
increased that the altruism of our efforts would get confused with concerns that there
might be a known nuclear threat. By giving an exclusive, Administration hoped that
the campaign would get a sympathetic handling of the story which would minimize
the chances of a negative public reaction. This proved to be correct. The coverage
was positive and there was no significant public backlash. My concern was that
by giving an exclusive to one newspaper only, other media in the county and the
nation would ignore the story, there would not be the widespread saturation of the
campaign information, and no one elsewhere in the nation would be encouraged to
efforts of preparedness. That also proved to be correct.

One of the things that we covered in our educational efforts was the importance of
helping our neighbors in the event of an IND detonation. We went to great lengths to
demonstrate how to decontaminate and welcome contaminated people fleeing from
an IND disaster. We taught that helping our friends and family from Los Angeles
and welcoming them into our homes was a test of our humanity. And we taught how
safe it was to do so.

An 18 page document, created for the general public as an educational tool, was
written in both Spanish and English.

Four 1-2 min videos were created which addressed different areas of concern for
the public. One spoke to parents and asked them to talk about nuclear preparedness
with their children. Another focused on teaching the slogan “Get Inside. Stay Inside.
Stay Tuned.” A third urged parents to stay at home and trust their schools to care for
their children until the concern about fallout had passed. And the fourth taught that
the appropriate thing to do is not to “Duck and Cover” as used to be said in the fifties
and sixties, but to “Get Inside. Stay Inside. Stay Tuned.” So that the videos would
not be seen out of context and frighten people, a 1 min introduction was created and
added to the beginning of each. The introduction stressed that this campaign had
been a part of nuclear preparedness efforts which had been going on in the county
for 9 years, that there was no known threat and that this was just another program
in our county’s emergency preparedness portfolio. Only one video was introduced
at the time of the launch. It had a humorous tone and was well received. That video
PSA is the #2 most-viewed video of all time on Ventura County Public Health’s
YouTube page and spread faster (and shared at a rate more frequently) than any
video to date.

A web site was created with a link to the educational video; separate links to
extensive libraries of articles for the general public, for health professionals and
for first responders; and a tab which allowed the user to request a speaker from
the Public Health Department to talk to their community group. http://vchca.org/
nuclear-educational-campaign

A phone bank was established and staffed by local volunteers and two subject
matter experts. One was Tosh Ushino from the Health Physics Society and the
other was Tom Gorman, the training coordinator from the Radiological Assistance
Program. The phone bank was established on the chance that there might be
questions or a significant amount of concern in the community as a result of the
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campaign launch. Only 20 calls were received. Most of the calls asked about where
the next Town Hall Meeting would be.

A letter was sent to parents of all school children in the county warning them
that a Pre-Nuclear Event Public Information Campaign was going to begin in several
days, that their children would not be targeted at this point for any specific education
but that the children might hear of the campaign and have questions.

A flyer was created to educate the public about the proper steps to take in the
event of a nearby nuclear detonation.

The campaign garnered positive media attention from the Ventura County
Star and local National Public Radio and from several national organizations
and institutes. These latter included the University of Pittsburgh Medical Center,
Center for Health Security (the authors of Rad Resilient City) and the United
States Environmental Protection Agency. Additional local coverage came from
the Moorpark Patch and the Camarillo Acorn. There were a couple of negative
comments. The Huffington Post made a sarcastic comment about the letter to the
parents and another tweet suggested Ventura County was jumping on the bandwagon
of fear. None of these few comments developed any traction. One of the 27
Superintendents of Schools in the county was critical of the letter to the parents
because the schools already had too much on their plates to be taking on nuclear
preparedness. This concern was covered by the Ventura County Star but appeared
to be a lone voice.

What conclusions am I left with? What remains to be done?

There is an element of nuclear planning which has haunted me from the very
beginning. How do we evacuate a large population from an urban area? We ask
people to get inside and stay there until they hear on their emergency station that
it is okay for them to leave. But with hundreds of thousands of cars on the road
there will be standstill traffic for 75—100 miles in all directions. We will be sending
people out to parking lots where they will be less comfortable and more exposed
to radiation than they would be at the place they just evacuated. Let’s take this
quandary apart to see if it is subject to remediation. How many cars does it take
to stop traffic? This will occur with just a few stalled cars. We’ve all experienced
this. We experience stalled traffic most mornings and nights on our way to and from
work and usually that’s just from more cars, not from disabled ones. Now imagine
all the reasons why a car will stall. Running out of gas. A collision as a result of
an unfortunate lane change. An old or poorly maintained car whose time has come.
What are the chances that with hundreds of thousands of additional cars on the roads
that this will happen? It is unthinkable that it will not. So how do we keep all these
cars off the road?

We educate the public to get inside, stay inside and stay tuned to their emergency
broadcast station. And with the finest education campaign ever, what percentage
of the population will we reach? Seventy percent? Eighty? There’s never been an
education program that has penetrated that thoroughly. Not in America. Twenty-
nine percent of Americans don’t know who the vice president of the United States
is and 6 % don’t know what day Independence Day falls on. And of the seventy
percent that we reach, how many will listen, will obey when the time comes? Fifty
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percent? They have children, parents, spouses. They’re smarter than the emergency
planners. They have to rescue their children. They can beat the crowds out of town.
They know everyone else will listen, will obey, will stay inside, and they’ll be able
to get out ahead of them.

I’'m going to stay put not because I’'m smart but because so many other people
are going to behave stupidly. How many days will those traffic jams remain? Ask
yourself, how many of those cars are going to run out of gas? How many people are
going to need food or a rest room and just walk away from their stopped car in the
middle of the 405 freeway? Look further up the road. There will be cars that make
it to Ventura but need to get off the highway for food or a rest room or gas. But the
gas stations will be out of gas. And more cars will be abandoned or run out of gas
on the surface streets, not only in Ventura County but in the neighboring counties,
and then on the exit ramps. The log-jam of stalled cars will extend for 75 miles in
every direction. And whether the California Highway Patrol wants to or not, there
will be contraflow. People will leave the highway and enter the opposite direction
highway on the other side of the barrier by entering on an exit ramp and making it
across the highway, if they’re lucky, to the highway apron. And if they’re unlucky,
they’ll have a head-on collision and bring traffic on the other side of the highway
to a standstill. Those roads will clear when bulldozers are brought out to push the
vehicles off to the side of the road like so much snow.

Emergency planners call all of this congestion. I call it congealment.

Solve that problem and maybe our nuclear planning efforts will move along more
smoothly.

But that doesn’t mean our enemies will wait.

What other conclusion