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Preface

This volume contains the papers presented at ATVA 2015, the 13th International
Symposium on Automated Technology for Verification and Analysis, held during
October 12-15, 2015, in Shanghai. The purpose of ATVA is to promote research on
theoretical and practical aspects of automated analysis, verification, and synthesis by
providing an international forum for interaction among researchers in academia and
industry.

This year, 82 regular and 13 tool papers were submitted to the conference. The
Program Committee (PC) decided to accept 33 papers (six of them are tool papers). The
program also included three invited talks and three invited tutorials given by Prof. Dino
Distefano (Facebook and Queen Mary University of London), Prof. Martin Frénzle
(Carl von Ossietzky University), Prof. Joost-Pieter Katoen (RWTH Aachen Univer-
sity), and Prof. J Strother Moore (University of Texas at Austin).

Many worked hard and offered their valuable time generously to make ATVA 2015
successful. First of all, the conference organizers thank the researchers who worked
hard to complete and submit papers to the conference. We would like to thank the PC
members: more than 300 reviews (four for each submission on average) were written
by PC members and additional reviewers in order to select the papers to be presented at
the conference. Without them, a competitive and peer-reviewed international sympo-
sium simply could not take place. We also thank the Steering Committee members for
providing guidance on various aspects of planning of the symposium.

The Institute of Software, Chinese Academy of Sciences, and East China Normal
University provided support and facilities for organizing the symposium and its tuto-
rials. We are grateful for their support. Also, we give special thanks to Jian Guo and
Jifeng He, local chair and general chair of the symposium, for providing helpful
guidance whenever it was needed.

Finally, we thank EasyChair for providing us with the infrastructure to manage the
submissions, the reviewing process, the PC discussion, and the preparation of the
proceedings.

August 2015 Bernd Finkbeiner
Geguang Pu
Lijun Zhang
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Probabilistic Programming;:
A True Verification Challenge

Joost-Pieter Katoen'2(®)
1 Software Modelling and Verification, RWTH Aachen University, Aachen, Germany
2 Formal Methods and Tools, University of Twente, Enschede, The Netherlands
katoen@cs.rwth-aachen.de

Probabilistic Programming. Probabilistic programs [6] are sequential programs,
written in languages like C, Java, Scala, or ML, with two added constructs:
(1) the ability to draw values at random from probability distributions, and
(2) the ability to condition values of variables in a program through observations.
For a comprehensive treatment, see [3]. They have a wide range of applications.
Probabilistic programming is at the heart of machine learning for describing
distribution functions; Bayesian inference is pivotal in their analysis. Probabilis-
tic programs are central in security for describing cryptographic constructions
(such as randomised encryption) and security experiments. In addition, proba-
bilistic programs are an active research topic in quantitative information flow.
Quantum programs are inherently probabilistic due to the random outcomes of
quantum measurements. Finally, probabilistic programs can be used for approx-
imate computing, e.g., by specifying reliability requirements for programs that
allocate data in unreliable memory and use unreliable operations in hardware (so
as to save energy dissipation) [1]. Other applications include [4] scientific model-
ing, information retrieval, bio—informatics, epidemiology, vision, seismic analysis,
semantic web, business intelligence, human cognition, and more. Microsoft has
started an initiative to improve the usability of probabilistic programming which
has resulted in languages such as R2 [13] and Tabular [5] emerged.

What is special about probabilistic programs? They are typically small (up to a
few hundred lines), but hard to understand and analyse, let alone algorithmically.
For instance, the elementary question of almost-sure termination—for a given
input, does a probabilistic program terminate with probability one?—is as hard
as the universal halting problem—does an ordinary program halt on all possible
inputs? [11]. Loop invariants of probabilistic programs typically involve quanti-
tative statements and synthesizing them requires more involved techniques than
for ordinary programs [12]. As a final indication of their complexity, we mention
that probabilistic programs allow to draw values from parametric probability
distributions. Obtaining quantitative statements such as “what is the expected
value of program variable x on termination?” require non-trivial reasoning about
such parametric distributions.

Analysing Probabilistic Programs. Bugs easily occur. We develop program analy-
sis techniques, based on static program analysis, deductive verification, and
© Springer International Publishing Switzerland 2015

B. Finkbeiner et al. (Eds.): ATVA 2015, LNCS 9364, pp. 1-3, 2015.
DOI: 10.1007/978-3-319-24953-7_1



2 J.-P. Katoen

model checking, to make probabilistic programming more reliable, i.e., less
buggy. Starting from a profound understanding from the intricate semantics of
probabilistic programs (including features such as observations, possibly diverg-
ing loops, continuous variables, non-determinism, as well as unbounded recur-
sion), we study fundamental problems such as checking program equivalence,
loop-invariant synthesis, almost-sure termination, and pre- and postcondition
reasoning. The aim is to study the computational hardness of these problems
as well as to develop (semi-) algorithms and accompanying tool-support. The
ultimate goal is to provide lightweight automated means to the probabilistic
programmer so as check elementary program properties.

Formal Semantics and Verification. In this invited talk, I will survey recent
progress on the formal semantics and verification of (parametric) probabilis-
tic programs. This involves relating weakest pre-conditions and operational
semantics [7,9], loop-invariant synthesis techniques by constraint solving [8,12],
hardness results on almost-sure termination [11], and verifying parametric
probabilistic models and their applications [2,10,14].

Acknowledgement. This work is funded by the EU FP7-projects SENSATION and
MEALS, and the Excellence Initiative of the German federal and state government.
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Machines Reasoning About Machines: 2015

J Strother Moore®)
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Abstract. Computer hardware and software can be modeled precisely
in mathematical logic. If expressed appropriately, these models can be
executable, i.e., run on concrete data. This allows them to be used as
simulation engines or rapid prototypes. But because they are formal they
can be manipulated by symbolic means: theorems can be proved about
them, directly, with mechanical theorem provers. But how practical is
this vision of machines reasoning about machines? In this highly personal
talk, I will describe the 45year history of the “Boyer-Moore theorem
prover,” starting with its use in Edinburgh, Scotland, to prove simple
list processing theorems by mathematical induction (e.g., the reverse of
the reverse of z is z) to its routine commercial use in the microprocessor
industry (e.g., the floating point operations of the Via Nano 64-bit X86
microprocessor are compliant with the IEEE standard). Along the way
we will see applications in program verification, models of instruction
set architectures including the JVM, and security and information flow.
I then list some reasons this project has been successful. The paper also
serves as an annotated bibliography of the key stepping stones in the
applications of the prover.

1 Introduction

If we had some exact language ... or at least a kind of truly philosophic
writing, in which the ideas were reduced to a kind of alphabet of human
thought, then all that follows rationally from what is given could be
found by a kind of calculus, just as arithmetical or geometrical problems

are solved.
— Leibniz (1646-1716)

Instead of debugging a program, one should prove that it meets its spec-
ifications, and this proof should be checked by a computer program.

— John McCarthy, “A Basis for a Mathematical Theory of Computa-
tion,” 1961

This paper is a highly personal recounting of 45years spent in pursuit of
the dream of building machines that can reason about machines. In my case,
the machine doing the reasoning is the “Boyer-Moore theorem prover” and the
machines about which it reasons are various algorithms, hardware designs, and
software.

© Springer International Publishing Switzerland 2015
B. Finkbeiner et al. (Eds.): ATVA 2015, LNCS 9364, pp. 4-13, 2015.
DOI: 10.1007/978-3-319-24953-7_2
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The first theorems proved by the “Boyer-Moore theorem prover,” in
Edinburgh, Scotland, in 1972, were simple list processing theorems such as

(equal (append (append a b) c)
(append a (append b c)))

and

(implies (true-listp x)
(equal (rev (rev x)) x))

where append and rev were defined recursively. The theorem prover automat-
ically chose often-appropriate induction schemes and used axioms as rewrite
rules. It could also generalize the conjecture being proved in order to set up suc-
cessful inductions. By 2015, the “Boyer-Moore theorem prover” was being used
nightly at a microprocessor company to verify functional correctness and other
properties of various modules checked in the day before.

So how practical is the dream of machines reasoning about machines? Today,
it is a reality.! But what were the stepping stones from the associativity of
append to microprocessors?

2 A Quick History and Acknowledgments

There is no such thing as the “Boyer-Moore theorem prover.” There have been
a series of provers starting with the “Edinburgh Pure Lisp Theorem Prover”
developed by Bob Boyer and me starting in 1971 in Edinburgh, Scotland. That
prover was inspired by the ideas of John McCarthy (Lisp as a specification
language and computational logic), Woody Bledsoe (how to build a heuristic
theorem prover), Rod Burstall (induction as a routine proof step), A.P. Morse,
and J.R. Shoenfield (logical foundations). It supported a home-grown untyped,
first order, “pure Lisp” as the logic and was fully automatic; there was no way
the user could change its behavior.

It evolved through QTHM (an unreleased version that supported quantifi-
cation) to Nqthm (“New Quantified Theorem Prover”) and then ACL2 (“A
Computational Logic for Applicative Common Lisp”). All are known as the
“Boyer-Moore theorem prover.” But since about 1992, ACL2 has been devel-
oped and maintained by Matt Kaufmann and me, a fact recognized by the 2005
ACM Software System Award to Boyer, Kaufmann, and Moore for “the Boyer-
Moore theorem prover.”

ACL2 is available in open source form, without cost, under the terms of
a 3-clause BSD license. See the ACL2 home page [31]. Many megabytes of
documentation are available online and I refer to it sometimes in this paper
by writing “see:DOC z,” which means: go to the ACL2 home page, click on
The User’s Manual link, then click on the ACL2+Books Manual link and type
z into the Jump to box.

While only three people, Bob Boyer, Matt Kaufmann, and me, are responsi-
ble for the code of those provers, many people have contributed to their success.

! For a discussion of why I consider this “reasoning” see [41].



6 J.S. Moore

Most often these contributors are users of the tools who pushed them beyond
their intended limits, suggested ideas for overcoming those limits, tested proto-
types, re-worked large proof scripts, etc., and demonstrated the flexibility and
capacity of the provers. A quick scan of the bibliography will reveal some of their
names.

Warren Hunt deserves special mention here. He formalized various hardware
description languages in Nqthm and then ACL2 [23-25,43], demonstrated the
potential of our tools to model and verify commercial microprocessor designs
[25,28], trained many students in those techniques, helped start and build the
verification teams at AMD, Centaur, and Oracle, and procured funding to main-
tain and develop ACL2.

Given this brief history it should be clear that neither “the Boyer-Moore the-
orem prover” nor most of the applications cited in this paper are my work alone.
Indeed, I have had little or nothing to do with most of the recent applications
other than co-authoring ACL2 with Bob Boyer and Matt Kaufmann. But I am
in a unique position to report 45 years of formal methods history.

This paper will sketch the maturation of formal methods as seen from the
perspective of the Boyer-Moore community by citing major verification projects
carried out in our community with the Edinburgh Pure Lisp Theorem Prover,
Ngthm, and ACL2.2

3 1970s — Simple List Processing

The most impressive theorem proved by the Edinburgh Pure Lisp Theorem
prover [3,37] was probably the correctness of an insertion sort algorithm: the
result is ordered and the number of times any object is listed in the output is
equal to the number of times it is listed in the input. This was proved fully
automatically from the recursive definitions of insertion and sort and involved
interesting generalizations. But two things made the Edinburgh Pure Lisp Theo-
rem prover stand out at a time when most other theorem provers were resolution
based: it routinely proved theorems by induction and it proved a wide variety of
theorems automatically. For a complete list of the theorems proved automatically
by 1973 see [3].

By 1979, we had added the use of previously proved theorems as rewrite
(and other kinds of) rules, allowing the user to steer the prover by suggesting
lemmas [4]. For a description of the prover as it stood in 1979 and a summary
of the important theorems proved see [5]. The important theorems included the
existence and uniqueness of prime factorizations [5], the correctness of a ripple
carry adder [38], the termination of the Takeuchi function [39], the correctness
of a McCarthy-Painter-like expression compiler with respect to an assembly lan-
guage formalized with an operational semantics [5], the correctness of the Boyer-
Moore fast string searching algorithm in FORTRAN 77 [5], the correctness of

2 For a wonderful narrative of one person’s journey through formal methods appli-
cations, mainly with Nqthm and ACL2, see Russinoff’s page http://www.russinoff.
com/papers/.
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a linear-time majority vote algorithm in FORTRAN 77 [11], the soundness and
completeness of a propositional tautology checker [5], and the correctness of a
simple 1-dimensional real-time control algorithm (“cruise control”) [13]. It was
truly possible to reason mechanically about a wide variety of simple computing
“machines.”

The most important change to the prover in the 1970s, after the addition
of lemmas, was the adoption of quote notation to represent constants in the
logic. No longer was 3 represented by (ADD1 (ADD1 (ADD1 (ZERD)))); it was
represented by (QUOTE 3). This change of term representation (and underlying
logical changes) was described in [6] (the publication date of which belies when
the work was actually done). The opened the door to much bigger models; for
example, the opcodes for machine code instructions formalized with operational
semantics were no longer huge terms.

4 1980s — Academic Math and Computer Science

In the 1980s Boyer and I moved to the University of Texas at Austin and started
teaching and working with students. The use of QUOTE for constants allowed the
efficient use of verified metafunctions [6]. We also integrated a linear arithmetic
decision procedure (a process that took 4 years and, in our minds, did not
warrant journal publication because it was “just engineering” since we had not
invented a new decision procedure) [10].

Matt Kaufmann started calling this prover “Ngthm” which was originally
just the name of the directory on which it was stored; the name stood for “New
Quantified Theorem Prover.” The name “Nqthm” stuck.

Boyer and I proved the invertibility of the RSA encryption algorithm [9], the
unsolvability of the halting problem [8], and the Turing completeness of Pure
Lisp [7].

By the mid-1980s, using Nqthm, Russinoff had proved Wilson’s theorem
[45], Shankar had proved Godel’s incompleteness theorem [47,48], and Hunt had
proved the correctness of a microprocessor described at the gate level [23,24].

In 1987, Computational Logic, Inc. (CLI or more fondly “Clinc”), was
founded and we left UT to continue our work there.

Hunt’s microprocessor work positioned us to do “system verification,” i.e.,
the verification of a hardware/software stack. The transition from hardware to
software was facilitated by the implementation of a stack based assembly lan-
guage, called Piton, which could be translated into Hunt’s machine code for a
register-based machine with a linear memory, but which was a convenient target
for higher-level language compilers [2,40]. I designed, implemented, and verified
the correctness of the assembly/link/load process. Bevier verified an operating
system [1], Flatau and Young verified compilers [18,53], and Wilding verified
some applications [52]. Furthermore, all the pieces were proved to “fit together:”
the assumptions made at one level were verified at the next level so that one
theorem ensured that if the preconditions of an application were satisfied then
compiling, assembling, linking, and loading it on the gate machine and running
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it produced the results predicted by the high-level language. The entire “verified
stack” was first published in a special issue of the Journal of Automated
Reasoning in 1989 [2].

In the early 1990s the stack was ported to a machine design by Hunt and
Brock that was fabricated by LSI Logic from an NDL netlist verified with Nqthm
[25,40]. Also in that time frame, Yu and Boyer proved the functional correctness
of 21 of the 22 routines in the Berkeley Unix C String Library — performed
by compiling the library with gcc -o to obtain binary machine code for the
Motorola 68020 and then verifying that with respect to a formal operational
semantics capturing 80 % of the user-level 68020 instructions [14], and, by the
same technique, they proved a variety of other C programs, including the C code
for binary search and Hoare’s in situ Quick Sort from [34].

Boyer’s website http: //www.cs.utexas.edu/users/boyer/ftp/nqthm/ contains
the sources for the 1992 version of Nqthm and all the proof scripts mentioned
above and many others. See also [12].

However, the size of the models being formalized with Nqthm, the acceptance
of the Common Lisp standard [50], and the inefficiency of our homegrown pure
Lisp motivated us to adopt an applicative subset of Common Lisp as our logic.
Boyer and I started the development of ACL2 in August, 1989.

5 1990s — Commercial Breakthrough

Two key projects with ACL2 convinced us and others that it was suitable for
proving properties of commercially interesting models. One was the modeling
and proofs about a Motorola digital signal processor and the other was the
verification of the pseudocode for floating point division on the AMD K5 micro-
processor before it was fabricated. Both projects are described in the 1996 paper
[17]. The first project lasted 31 months starting in late 1993, the second project
lasted about 2months starting in June, 1995. For technical details see [16,42].

All of the elementary floating point arithmetic for the AMD Athlon was
verified to be IEEE compliant by Russinoff using ACL2 [44]; this proof was done
before the Athlon was fabricated and was based on a mechanical translation
of the RTL (a variant of Verilog) description of the design. At the same time
at Rockwell Collins, an ACL2 microarchitectural simulator for the first silicon-
implemented JVM (the design became the JEM1 of alJile Systems, Inc.) was
produced [22].

6 2000s — Gradual Acceptance

By this time ACL2 was in fairly routine if ad hoc use at a variety of companies
manufacturing microprocessors and low level software. Scholarly papers were not
always written because the work was not regarded as research so much as “just”
verification that designs were correct. For example, at AMD properties of the
Opteron and other desktop microprocessors were verified, and a verified ACL2
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BDD package was built [51] that achieved about 60 % of the speed of the CUDD
package (however, it did not support dynamic variable reordering).

At IBM, the algorithms used for floating point division and square root on the
IBM Power 4 were verified [46]. At Rockwell Collins, the instruction equivalence
of different implementations of a commercial microprocessor [20] was proved;
in addition they proved that the microcode for the Rockwell Collins AAMP7
implements a given security policy having to do with process separation [21]
allowing the AAMP?7 to be certified for Multiple Independent Levels of Security
(MILS).

At UT Austin, the Sun Java Virtual Machine was formalized and certain
properties of Sun bytecode verifier as described in JSR-139 for J2ME JVMs [35]
and the class loader [36] were verified.

Largely in response to the needs of users, ACL2 continued to evolve with
the addition of such proof techniques as equivalence relations (see :DOC equiv-
alence), congruence-based rewriting (see :DOC congruence), support for non-
linear arithmetic [27], extended metafunctions and clause processors (allowing
the use of external proof tools like SAT solvers) [26,33], proof debugging tools
[30], and many system programming facilities to support faster execution, faster
loading of files, and the use of ACL2 both as a prototyping language and a lan-
guage in which efficient, verified verification tools can be produced [19,29,32]. In
addition, Bob Boyer, Warren Hunt, Jared Davis, Sol Swords and Matt Kaufmann
prototyped the use of hash cons (unique representation of Lisp conses) and mem-
oization which Matt Kaufmann and I eventually added to the standard release
of ACL2 [15].

7 2010 — Integrated with the Design Process

ACL2 continues to be used on an ad hoc basis at many companies (including
now Intel) to help gain confidence in designs. But there is one company where
ACL2 is deeply integrated into the microprocessor design workflow: Centaur
Technology.

Centaur produces x86 microprocessors (and is the third largest such manu-
facturer after Intel and AMD). In 2009, Hunt and Swords used ACL2 to verify
the media unit of the Centaur (VIA) Nano 64-bit x86 CPU [28], which is part
of Centaur’s QuadCore processor. More significantly, the ACL2 team at Cen-
taur has built an infrastructure that re-verifies designs nightly, running on hun-
dreds of machines. In addition, ACL2-verified tools check wire-level engineering
changes and clock trees. Errors introduced one day are addressed the next. This
infrastructure is described in [49].

The cost of their ACL2 staff is less than the license fees previously paid for
regression testing.

8 Lessons

Why has ACL2 succeeded to the extent that it has? Among the reasons are
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— Everything is done in a single logic and that logic is an efficient, executable,
ANSI standard programming language; models have dual use as emulators
and formal semantics, and properties can be composed.

— We put a “human in the loop” doing things humans do well — inventing
concepts and lemmas — allowing new proofs of modified modules to be found
(often) automatically.

— We have spent decades engineering the system to be rugged and to handle
large models.

— We encourage modelers to focus on problems that are appropriate for modeling
with a programming language and to be bit- and cycle-accurate; conventional
mathematical techniques are used to hide or expose the resulting complexity
and to glue results together.

— We have an extremely talented and dedicated user community.

— Industry has no other option: modern machines are too complicated to be
designed accurately without mechanized reasoning.

9 Conclusion

Formal methods saves times and costs less than informal ones — once sufficient
investment is made in formalizing past designs and the terminology of the design
group.

Complexity is not an argument against formal methods; it is an argument
for formal methods.
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Abstract. Fixpoint logics such as parameterised Boolean equation sys-
tems (PBESs) provide a unifying framework in which a number of prac-
tical decision problems can be encoded. Efficient evaluation methods
(solving methods in the terminology of PBESs) are needed to solve the
encoded decision problems. We present a sound pseudo-decision pro-
cedure that uses SMT solvers for solving conjunctive and disjunctive
PBESs. These are important fragments, allowing to encode typical ver-
ification problems and planning problems. Our experiments, conducted
with a prototype implementation, show that the new solving procedure
is complementary to existing techniques for solving PBESs.

1 Introduction

Fixpoint extensions of first-order logic, such as Least Fizpoint Logic (LFP) and
parameterised Boolean equation systems (PBESs) have applications in database
theory, computer aided verification and planning. For instance, PBESs have been
used to solve Datalog queries in [1]; modern toolsets for computer aided verifica-
tion, such as CADP [8] and mCRL2 [5], automatically generate and subsequently
solve PBESs when solving their model checking and behavioural equivalence
checking problems. The range of applications of PBESs calls for techniques for
efficiently (partially or fully) solving PBESs as solving them answers the encoded
decision problems.

A variety of techniques for partially or fully solving PBESs exist, see [10].
A commonly used technique to partially solve a PBES is by first instantiating
it to a Boolean equation system (BES) [15], and subsequently solving the latter.
Instantiation bears close similarities to generating a behavioural state space from
a high-level specification; in particular, it is often hampered by a similar com-
binatorial explosion. While static analysis techniques for PBESs such as those
in [13], as implemented by tools in mCRL2 can help to combat the explosion,
cases remain for which all known techniques fail, and the only practical solution
seems to be to resort to symbolic reasoning.

SMT solvers are one kind of general tool for symbolic reasoning, but so
far, they have not been used for solving PBESs. The satisfiability modulo the-
ories or SMT problem is the problem of computing for a particular first-order
logical theory whether that theory has a model. That is, for a given set of func-
tion symbols and a given set of first-order axioms over those function symbols,
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the problem consists of determining whether an interpretation of those function
symbols exists such that the axioms hold. The SMT problem is, like the PBES
solving problem, undecidable in general. However, algorithms exist that can effi-
ciently solve particular fragments of it, and modern SMT solvers are often quite
effective at solving practical SMT problems.

Our contribution is an efficient decision procedure for partially solving an
important fragment of PBESs. The decision procedure is built on SMT technol-
ogy, borrowing ideas from bounded model checking. This procedure is:

— sound in the sense that upon termination, the answer it provides is correct.

— complete, up to the completeness of the SMT solver that is used, for PBESs
with a dependency space admitting only bounded acyclic paths. This com-
pleteness criterion is determined dynamically, in a way that is similar to the
technique of [14] for finite state systems.

Our SMT-based solver is able to partially solve PBESs that are out of reach
for existing solving methods. Indeed, in Sect. 3, we describe a typical planning
problem that cannot reasonably be solved using existing PBES solving tech-
niques, and in Sect. 6, we further compare our prototype implementation of the
decision procedure with existing solving techniques for a larger set of cases,
illustrating that the technique is complementary to these.

The fragment of PBESs covered by our solver, which we refer to as the dis-
Junctive and conjunctive fragment of PBESs, captures typical decision problems
such as LTL model checking, but also real-time and first-order extensions of such
model checking problems.

Related Work. There have been two previous attempts to solving PBESs sym-
bolically, both using technology inspired by BDDs and variations thereof; see [9]
and, more recently [11]. These approaches have proved to substantially scale and
speed up solving PBESs, but practical cases remain where those tools do not
help or even perform worse than standard instantiation-based tools.

Within the domain of computer aided verification, bounded model checking
(BMC), pioneered by Clarke, Biere, Raimi and Zhu [4] has been steadily gaining
popularity. This technique is strongly related to the approaches used in this
paper. Bounded model checking is commonly based on SAT solvers as the tool
of choice; a consequence of this is that these techniques can only work with
model checking problems for which all domains are finite. Model checkers such
as nuXmv [3], and dedicated software model checkers that sport SMT solvers
can potentially deal with domains that are infinite. For select properties, using
dedicated techniques such as k-induction, BMC sometimes extends from refuting
to proving properties. Such techniques are not guaranteed to lead to success; e.g.,
unlike our procedure, nuXmv currently seems unable to prove the absence of a
planning for our example in Sect. 3.

Structure of the Paper. In Sect.2, we give a brief overview of parameterised
Boolean equation systems, and in Sect.3 we give an example of a small PBES
that is typically hard to solve using existing techniques for solving PBESs.
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Section 4 introduces a fragment of PBESs and develops the theory underlying
our SMT-based decision procedure for solving PBESs, presented in Sect. 5. In
Sect. 6 we provide an experimental evaluation of our contribution and in Sect. 7
we reflect on our results and discuss possibilities for future research.

2 Preliminaries

Throughout this paper, we work in a setting of abstract data types with non-
empty data sorts D, FE, ..., operations on these, and a set D of data variables.

With every sort D, we associate a semantic set D, such that each term of
sort D, and all operations on D are mapped to the elements and operations of
D they represent. Terms not containing data variables are referred to as ground
terms. For terms that contain data variables, we use an environment ¢ that maps
each variable from D to a value of the associated type. We assume an interpre-
tation function [-] that maps every term ¢ of sort D to the data element [t]o
it represents, where the extensions of § to open terms is standard. Environment
updates are denoted §[v/d], where §[v/d](d') = v if ' = d, and §(d’) otherwise.

We specifically assume the existence of a sort B with elements true and false
representing the Booleans B, a sort N = {0,1,2,...} representing the natural
numbers N and a sort Z = {...,—2,-1,0,1,2,...} representing the integers
Z. For these sorts, we assume that the usual operators are available and, for
readability, these are written the same as their semantic counterparts.

Parameterised Boolean equation systems [10] are sequences of fixed-point
equations ranging over predicate formulae. The latter are first-order formulae
extended with sorted predicate variables, in which the non-logical symbols are
taken from the data language. Without loss of generality, we assume that all
predicate variables range over the same sort D; in concrete examples, we some-
times deviate from this convention for the sake of readability.

Definition 1. Predicate formulae are defined through the following grammar:
pu=b|X(e)|pAp |V |Vd: Ep|3d: E.p

in which b is a data term of sort B, possibly containing negation, X is a predicate
variable of sort D — B taken from some sufficiently large set P of predicate
variables, e is a data term of sort D, and d is a data variable of sort E. The
interpretation of a predicate formula ¢ in the context of a predicate environment
n: P — 2P and a data environment § is denoted as [¢]nd, where:

Wl = { o e X ={

[ AInd = [¢lnd and [Y]né hold — [¢ V Ind = [¢]nd or [4]nd hold

[Vd: E. ¢]né = for allv € E, [e]nd[v/d] holds
[3d: E. ¢]né = for some v € E, [p]nd[v/d] holds

true if [e]6 € n(X)
false otherwise

We assume the usual precedence rules for the logical operators.
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Definition 2. PBESs are defined by the following grammar:
£:=0 | (vX(d: D) = p)¢ | (uX(d: D) = p)€

in which O denotes the empty PBES; u and v are the least and greatest fized
point signs, respectively; X is a sorted predicate variable of sort D — B, d is a
formal parameter, and p is a predicate formula.

The set of bound predicate variables of some PBES &, denoted bnd(€), is the
set of predicate variables occurring at the left-hand sides of the equations in £.
Throughout this paper, we deal with PBESs that are both well-formed, i.e. for
every X € bnd(€) there is exactly one equation in &.

Notation. By convention px denotes the right-hand side of the equation for X
in a PBES E£. By subscripting a formal parameter with the predicate variable to
which it belongs, we distinguish between formal parameters for different predicate
variables, i.e., we write dx for the formal parameter of X. The fixpoint sign u
or v, associated with the equation for X is denoted ox. We omit a trailing 0.

We say that PBES €& is closed iff for every X € bnd(E), only predicate variables
taken from bnd(€) occur in px; throughout this paper, we restrict ourselves to
closed PBESs. Moreover, we assume that no free variables other than dx occur
in ¢x, and that dx does not occur as a variable bound by a quantifier in ¢x.

We next define a PBES’s semantics. From hereon, let £ be an arbitrary closed
PBES. For the sake of completeness, we first give the standard, inductively
defined fixpoint semantics. In the remainder of this paper we will use a graph-
based characterisation of this semantics, which we introduce on the next page.
For a given pair of environments 4,7, a predicate formula px gives rise to a
predicate transformer T on the complete lattice (22, C) as follows: Tx(R) =
{v € D| [ex]nR/X]é[v/d]}, where R C D. Since the predicate transformers
defined this way are monotone, their extremal fixed points exist. We denote the
least fixed point of a given predicate transformer Tx by puTx, and the greatest
fixed point of T'x is denoted vT'x. The semantics of a single equation then extends
to sequences of equations.

Definition 3. The solution of a PBES, in the context of a predicate environ-
ment 1 and data environment 0, is a predicate environment defined inductively:

[0]no =n
[(uX(d: D) = ox)Ené = [E]n[uTx /X0
[(vX(d: D) = px)End = [E]nlvTx /X]o

with Tx (R) = Av € D.[ox]([€]n[R/X]6)5[v/d]

We refer to the problem of computing whether v € [€]nd(X) as (partially)
solving a PBES. For a closed PBES, the solution to its bound predicate variables
is independent of the environments used to compute the solution; we therefore
write [E](X) instead of [E]nd(X).
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Ezample 1. Consider (vX(n: N) =Y (n+1))(pY(n: N) = X(n) VY (n+1)).
The solution for X is the set of all natural numbers. This can be seen by unfolding
the semantics and using a transfinite approximation for computing the least and
greatest fixpoints of the transformers associated to the right-hand side formulae.

Within the context of this paper we will use a characterisation of the semantics
of PBESs in terms of proof graphs: particular types of graphs that capture the
dependencies among the predicate variables of the equation systems. This char-
acterisation will be more convenient to use in the context of this paper. While
proof graphs were introduced in [6] for the purpose of certification of PBES
solutions, we will be using SMT solving for finding, instead of checking, these
certificates in the next sections.

We will be needing a few additional notions before we can define the notion
of a proof graph. The signature of £, denoted sig(£), is the set {(X,v) | X €
bnd(£),v € D}. For given set S C sig(&), we write Siue(X) for the predicate
environment induced by S as follows: Siue(X) = {v € D | (X,v) € S}. We
furthermore assume a mapping rankg(_) which assigns to every bound predicate
variable of £ a unique natural number that satisfies:

— rankg (X)) < rankg(Y) iff the equation for X precedes Y’s equation in &;

— rankg(X) is even iff ox = v.

Definition 4. Let G = (V, E) be a directed graph on V C sig(€). For v € V,
v® denotes the set {w € V | (v,w) € E}. Then G is a dependency graph just
whenever for all (X,v) € V: for all 6, [ex]ndlv/dx] holds, where n = (X, v) e

For an infinite path 7 = (Xg,v9) (X1,v1) ... in a dependency graph, let V°°(r)
denote the set of predicate variables X; occurring infinitely often along the
path 7. Note that since the set bnd(&) is finite, V°°(7r) is not empty.

Definition 5. Let G = (V, E) be a dependency graph for £. Then G is a proof
graph for &€ iff for all infinite paths m in G, min{ranks(X) | X € V°°(w)} is
even.

The existence of a proof graph for £ is related to the solution of £ in the following
way.

Theorem 1 ([6]). Let X € bnd(E). Then v € [E](X) iff there is a proof graph
(V,E) such that (X,v) € V.

Ezxample 2. Reconsider the PBES of the previous example. To see that the solu-

tion to X (and that of V') is indeed the set of all natural numbers, a (fragment
of a) proof graph testifying this is as follows:

(Y,O) — (X,O) — (Y,l) — (X,l) — (Y,Q) — (X2) — -~
1 0 1 0 1 0

Here, for the purpose of illustration we used a rank function assigning 0 to
X and 1 to Y. Observe that this is indeed a correct rank function, and it is such
that the least rank of all the predicate variables occurring infinitely often on the
above path is even.



Using SMT for Solving Fragments 19

3 A Motivating Example

A common technique for solving a PBES is through instantiation [15], which, if it
terminates, generates a Boolean equation system (BES). The latter is a fragment
of PBESs with equations ranging over propositions only and for which solving
is decidable. A drawback of instantiation is that it suffers from a combinatorial
explosion that is similar to the state space explosion.

Ca
ac
A C (Xs,10,10) ——— (X 4, 18,10, 38)
as 4
ab (XB,8,8,10) (XB,16,8,10)
be 1 \ 6
S——1B (Xa,14,10,6) ¢«— (Xs,6,8)
bs
Cy

Fig. 1. Left: Configuration of a planning problem. Right: proof graph for the PBES
using a small instance of the planning problem with maximal capacities C, = C}, = 10,
time to travel between villages as = bs = ab = 2, ac = bc = 8 and maximal truckload
capacity M = 20.

We illustrate the combinatorial explosion through a simple planning problem.
Given are four villages S, A, B, C, of which S is self-sufficient, A and B need to be
periodically supplied with food produced by supply center S, and C needs to be
periodically supplied with medicine also produced by S. Supplies are distributed
by a single truck that drives around between the different villages, loading and
unloading goods at each location. The truck has a bounded food cargo capacity
M, but an unbounded cargo capacity for medicine, whose size is assumed to
be negligible. Similarly, the amount of food that A and B can store is bounded
by C, and C}, respectively, whereas the medicine store in C' is unbounded. It
takes time for the truck to travel between two places, during which each village
consumes a unit of food from its stockpile per time unit; see Fig. 1 (left) for an
abstract depiction of the problem.

The PBES in Fig. 2 encodes a decision problem based on this scenario. The
equation for X,, where v is one of the villages S, A, B or C, encodes the problem
of whether there is a driving and unloading schedule for the truck (when cur-
rently in village v) to follow such that A and B never run out of food, without
considering the fate of C. Such a PBES is obtained automatically by encoding
a modal p-calculus formula of the form vX.(A > 0A B > 0A DX).l Using a
small instance of the planning problem for which there is a positive answer, the
proof graph, depicted in Fig.1 (right), shows that there is indeed a planning
that meets the requirements. Intuitively, the proof graph represents the driving
schedule (S A B)%“; the unwinding in the proof graph is due to the fact that we
can never return to the starting state in which both villages have a supply of 10.

Our planning problem becomes more difficult if we consider larger instances
of our planning problem, and, in addition, we also require the truck to visit

! In LTL one would write G(A > 0A B > 0).
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vXs(A,B: Z) =
Im: N(as< ANas< BANA—as+m<CaAm<MAXpg(M—-m,A—as+m,B—as))
V3Im: N(bs <AAbs < BAB—-bs+m<CpAm<MAXgp(M—m,A—bs, B—>bs+m))

vXa(T,A,B: Z) =

Im: N(ab< AANab< BAB—-ab+m<CpAm<TAXp(T—m,A—ab, B—ab+m))
V(ac< AANac< BAXc(T,A - ac, B— ac))
V (as < AANas < BAXg(A—as,B—as))

vXp(T,A, B: Z) =

Im: N (ab< ANab<BAA—ab+m<CaAm<TAXaA(T—-m,A—ab+m,B — ab))
V (be < AANbe < BAXc(T,A —be, B—bc))
V (bs < AANbs < BAXgs(A—bs, B —bs))

vXc(T,A,B: Z) =
Im: N.(bc < AANbc < BAB—-—bc+m<CgAm<TAXp(T—m,A—bec,B—bc+m))
VIm: N(ac< ANac< BANA—ac+m<CaAm<TAXs(T—-m,A—ac+m,B — ac))

Fig. 2. A PBES that encodes whether there is a planning for visiting villages A and B
so that neither village runs out of stock. The PBES is generated automatically using
the mCRL2 toolset [5]; it encodes the (first-order) modal p-calculus model checking
problem expressing that there is an infinite path along which, at any point in time,
food supply is non-negative: vX.(A > 0A B > 0A0X).

village C infinitely often. The existence of a driving schedule that meets these
requirements can be expressed by a PBES with both p and v-equations, encoding
a modal p-calculus model checking problem for an alternating formula such as
vX.uY.(A>0AB>0A(O(X Aloc=C) VvV OY)).2

To illustrate the complexity of the resulting problem: using an instance with
two villages that can store up to 1071 (C,) and 1071 (C}p) units of food and
a truck that can carry up to 2200 (M) units of food at any time, and as =
290, ab = 400, ac = 230, bs = 380 and bc = 190, a naive upper bound on the size
of the reachable state space is about 1071 x 1071 x 2200 ~ 2.5 x 10 states with
a rather dense transition relation.

As a result the PBES encoding the planning problem faces the same com-
plexities. Proving that there is no schedule that meets the constraints of visiting
C infinitely often using conventional tooling turns out to be impossible. State-
of-the-art tools for solving the resulting PBES using instantiation, such as those
described in [15], work by brute-force enumeration and require an exceedingly
long time to solve the food distribution problem; our experiment running a PBES
instantiation tool was aborted after running for several days. The same is true
for BDD-based PBES solving tools such as those described in [11], but also the
SMT-based solver of nuXmv [3] appears to be incapable of showing the non-
existence of a schedule that meets all constraints. In contrast, the solution we
describe in the next sections successfully quickly shows that there is no schedule
that meets the requirements, see also Sect. 6.

4 Disjunctive and Conjunctive PBESs

Disjunctive and conjunctive PBESs are important fragments of PBESs, cap-
turing decision problems such as model checking LTL and various extensions

2 In LTL one would write G(A > 0A B > 0A F(loc = C)).
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thereof. In essence, the right-hand side predicate formulae occurring in a dis-
junctive PBES are restricted so as to only allow predicate variables to occur
within the scope of disjunctions and existential quantifications.

Definition 6. A formula ¢ is disjunctive if it follows the following grammar:

pu=X(e) oAV [eVe|d: Ep
u=blYAY |V |Vd: Eap| 3d: Eap

Formulae defined by the grammar v are called simple. A PBES is disjunctive if
all its right-hand side formulae are disjunctive predicate formulae.

Let £ be an arbitrary disjunctive PBES. We next show that it suffices to look for
the existence (or absence) of minimal proof graphs for £ of a particular shape.
Arbitrary proof graphs may contain redundancy. For instance, a proof graph
witnessing that 0 € [E](X) for £ = (v X (n: N) = X(n+1)) (vZ(n: N) = X(n))
may have vertices (Z, i) and edges from vertex (X,4) to vertices (Z,j). A proof
graph that contains no such irrelevant information is said to be minimal.

Definition 7. Let G = (V, E) be a proof graph for €. Let v € V.. Then G is a
minimal proof graph containing v iff there is no strict subgraph G' = (V' E')
with v € V', that is also a proof graph for .

Proposition 1. We have v € [E](X) iff there is a minimal proof graph G =
(V, E) with (X,v) € V, satisfying |(Y,w)*| <1 for all (Y,w) € V.

Proof. Since v € [E](X), there must be a proof graph containing (X,v). This
proof graph can be minimised by showing that for an arbitrary vertex (Y,w) € V
it suffices to pick at most one of the successors of (Y, w). The latter follows from
the fact that ¢y is disjunctive. The reverse implication follows from Theorem 1.

Following the above proposition, it thus suffices to search for proof graphs
with particular characteristics. We next characterise the search space—we call
this search space the dependency space—that contains all proof graphs of that
characteristic, and we proceed to claim that any minimal proof graph is con-
tained in this search space. This means that any disjunctive PBES can be solved
by searching for a minimal proof graph within the confined space: finding a min-
imal proof graph containing some vertex (X, v) means we can establish that the
PBES £ defining X satisfies v € [E](X); the absence of a minimal proof graph
containing (X, v) within the search space implies the absence of any proof graph
containing (X,v), and as a result, v ¢ [E](X).

Definition 8. The dependency space of € is a graph G = (V, E), where:

-V =sig(€);
- FE CV XV is defined by (X,v) E (Y,w) iff for n = {(Y,w)}tue we have
lexndlv/dx] and for 1 = Biue, [ex]ndlv/dx] does not hold.
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Intuitively, the dependency space contains all vertices and edges a minimal proof
graph for a disjunctive PBES needs to have. Indeed, the proposition below for-
malises this.

Proposition 2. Let G = (V, E) be the dependency space for £ and (X,v) € V.

1. G is a dependency graph;
2. All minimal proof graphs containing vertex (X, v) are subgraphs of G.

Following the above proposition, we can thus restrict our attention to the paths
in a dependency space. Before we proceed, we introduce a normal form for dis-
junctive PBESs which we will use for ease of reasoning, and which allows us
to further restrict the shape of the dependency space. PBESs in general can
be automatically rewritten to a variation of the prefix-normal form of [13]. For
disjunctive PBESs, a simplification of this normal form is adequate.

Definition 9. A disjunctive predicate formula is in disjunctive normal form
(DNF) iff it is a disjunction of existential clauses, i.e. it is of the following form:

\/ 361‘ : E7 fl(d7 61’) A Xl(g7(da el))
i€l

where I is a non-empty index set and f; is a simple formula, possibly containing
variables e; and d, and g; is an expression, possibly containing variables e; and
d. € is in DNF iff all its right-hand side predicate formulae are in DNF.

Ezample 3. The PBES vX(n: N)=(n<1AX(n)V(n>1AX(n—1))isin
DNF; on the other hand, the PBES vX(n: N) =(n <1V X(n — 1)) is not.

Lemma 1. For every disjunctive PBES &, there is an £ in DNF such that
[E]1(X) = [E'](X) for all X € bnd(E).

Proof. Observe that equations of the form puX(d: D) = ¢x can be rewritten to
uX(d: D) = px V X(d), and equations of the form v(Xd: D) = ¢x) can be
rewritten to v X (d: D) = px V Xase(d) where puXese(d: D) = Xgase(d), repre-
senting ‘false’ and with solution ) is a new equation following X’s. Assuming a
PBES is rewritten such as above, the desired result then follows by a straight-
forward induction on the structure of the predicate formulae.

It follows immediately that the dependency space for £ in DNF only consists of
infinite paths. By Proposition 1 this implies that we can determine the solution
of a PBES in DNF by zooming in on infinite paths only.

Assume from hereon that £ is in DNF. In case a proof graph consisting of an
infinite path is finite, it must be of the form of a lasso. Note that minimal proof
graphs need not be finite; in fact no finite proof graphs need exist, as illustrated
by the example below.

Ezample 4. Let £ = (vX(n: N) = X(n+1)). A proof graph must at least contain
the infinite path (X,0) (X,1) (X,2)... to show that 0 € [E](X).
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Even in case we can find a lasso-shaped dependency graph, such a graph need
not be a proof graph: this is only the case if the cycle is v-dominated.

Definition 10. Let G = (V, E) be a dependency space for £ and let w be the
finite sequence of vertices (Xo,v0) (X1,v1)...(Xn,vpn) in G. Then:

— 7 is called a lasso if there is an i < n such that (X,,v,) = (X;,v;);
— A lasso m is v-dominated iff min{ranks (X;) | i < j < n} is even.

The proposition below follows instantly from Propositions 1 and 2.

Proposition 3. If the dependency space of £ contains a v-dominated lasso
starting in a vertex (X,v), then v € [E](X).

As a result of the above proposition, we find that a witness to a v-dominated
lasso in the dependency space suffices to prove that a particular value belongs to
the solution of a predicate variable in £. The converse of the above lemma does
not hold in general as Example 4 illustrates: if v € [E](X) for £, no v-dominated
lassoes containing (X, v) need exist. The proposition below phrases a sufficient
condition guaranteeing that the converse does hold.

Proposition 4. Assume that in the dependency space G = (V, E), all paths of
length exceeding n, and starting in vertex (X, v), are lassoes. If v € [E](X), then
there is a proof graph, containing vertex (X, v), that is a v-dominated lasso.

Proof. Suppose that all paths in G, starting in (X,v) and of length larger than
n, are lassoes. Assume v € [E](X). By Theorem 1, there is a proof graph G’ =
(V', E’") for which (X,v) € V’. But then there is also a proof graph G” C G’
that is minimal. By Proposition 2, G’ must be contained in G. Since all paths in
G of length exceeding n are lasso-shaped, G” is necessarily lasso-shaped. Since
G" is a proof graph, the lasso must be v-dominated.

We remark that conjunctive PBESs can be defined dually to disjunctive
PBESs. All results for disjunctive PBESs in this and the next section have
straightforward dual counterparts for conjunctive PBESs.

5 Solving Disjunctive and Conjunctive PBESs Using
SMT

For disjunctive PBESs, Proposition 3 suggests PBESs can be solved using SMT
solvers: find a r-dominated lasso in the dependency space. Finding an arbitrary
lasso is problematic in general; the best one can achieve is encoding that there
is a v-dominated lasso of a maximal size. Through a stepwise increase in size, a
‘witness’ may then be found. Showing that a witness does not exist is a different
matter which cannot be demonstrated using this technique; after all, a witness
of a length larger than any length tested so far could always exist. Therefore,
an independent method, based on Proposition 4, for finding out when to stop
searching for ever-larger witnesses is necessary to (partially) complete the above
technique. In this section, we develop a pseudo-decision procedure for solving
PBESs in DNF using the approach described above.
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5.1 Finding Lasso-Shaped Proof Graphs

We first express the existence of a transition between two vertices in a depen-
dency space as an SMT proposition. Building on these SMT propositions, we
can then express the existence of a v-dominated lasso within the dependency
space.

Definition 11. Let (01 X:1(dy: D) = ¢1(d1)) ... (6mXm(dm: D) = om(dn)) be
in DNF, ie. for alll <k <m:

or(di) = \/ Je;: By fi(di,er) A Xi(gi(dw, er))
ey

For variables X', X7 ranging over the set { X, | 1 < k < m} and variables d*,d’
ranging over sort D, we define the SMT proposition occurs(X* d', X7, d?) as
follows:

occurs(X*,dt, X7, d7)
V(X = X A (X7 = X0) A 3ers By fildie) A (@ = au(de0) )
1<k<m €I}
The lemma below relates the existence of edges in the dependency space to the
evaluation of the above-defined SMT proposition. Let £ be in DNF.

Lemma 2. For & and its dependency space G = (V, E), we have (X,v) E (Y,w
iff occurs(XY,d°, X1, d) is true for the assignment X = X, X! =Y, d° = v
and d* = w.

SMT proposition occurs extends naturally to one for a symbolic n-step path
(X9, d%) ... (X", d"), where each X* is a variable representing a predicate vari-
able and d’ represents X%’s formal parameter value. We refer to these symbolic
n-step paths as n-unrollings.

Definition 12. For £ and a sequence (X°,d°)... (X", d"), we define the SMT
proposition unrolling, ((X°,d") ... (X,,d")) as:

unrolling,, ((X°,d°) ... (X", d"))

N\ occurs(X?, dt, X+ di+L)

i<n

Intuitively, an n-unrolling is a lasso if the last element of the symbolic

sequence (X0,d%)... (X", d"), viz. (X", d"), is equivalent to an element that
occurred earlier in that sequence. We will use a variable k to indicate the starting
point of the loop on the lasso. If such a lasso is v-dominated, we have, according
to Proposition 3, a proof graph. Encoding that the lasso is v-dominated can be
achieved by requiring that if (X", d") = (X d%) for some i < m, then there
is some (X7,d7), for i < j < n with an even rank and it is the lowest rank
among the ranks on the loop. We will use a variable m to record the rank of the
dominating predicate variable.
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Definition 13. Let G be the dependency space of £. The existence of a
v-dominated lasso of size at most n in G is encoded by the SMT proposition
witness, ((X°,d%) ... (X", d"),k,m), defined as follows:

witness,, ((X°,d%)--- (X", d"), k,m)

unrolling,, ((X°,d°) --- (X", d"))

A

y (B =i) A (X" =X") A (d" =d"))
A

y (k<i<n)A(o(X?) =v) Am = rankg(X?))
A

N\ (k<i<n=m<ranks(X"))

i<n
Theorem 2. Let G = (V, E) be £’s dependency space. The SMT proposition
witness,, ((X°,d%)--- (X", d"),k,m) is satisfiable for some assignment that sat-
isfies (X©,d") = (X,v) iff G contains a v-dominated lasso starting in (X, v) and
of size at most n.

Computing whether the proposition witness,, () is satisfiable forms one out of
two components of an algorithm for solving a given PBES.

5.2 Proving the Absence of Proof Graphs

Proving that v ¢ [€](X) requires that no proof graph containing a vertex (X, v)
exists. While in general this problem cannot be solved using SMT, Proposition 4
provides a sufficient condition that allows us to restrict the search for lasso-
shaped proof graphs of a particular size, thus providing the missing part for an
algorithm for deciding whether v € [£](X). More specifically, the SMT proposi-
tion below encodes the decision problem that in the dependency space of £ there
is an acyclic path of a certain length.

Definition 14. The existence of an acyclic path in the dependency space of £ is
encoded by the SMT proposition acyclic-unrolling, (X°,d°)...(X™,d")), defined
as follows:

acyclic-unrolling,, ((X°,d%) ... (X", d"))

unrolling,, ((X°,d°) ... (X", d"))

/\1<j§n(711a d’L) 7£ (Tj, dj)
We have the following lemma.

Lemma 3. The dependency space of £ contains an acyclic path of length n+1,
starting in some (X,v) € sig(€) iff acyclic-unrolling, ((X°,d") ... (X™,d")) holds
for some assignment that satisfies (X°,d°) = (X, v).
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5.3 A Pseudo-Decision Procedure

The SMT encodings described in the previous sections suggest a pseudo-decision
procedure for deciding whether v € [E](X) for some v, X and £ in DNF: we
either attempt to prove that there is a proof graph of size n by checking for the
satisfiability of witness,,, or we attempt to prove that no witnesses of size larger
than n exist by proving that acyclic-unrolling,, is not satisfiable. In the former
case, an affirmative answer to the decision problem is given and in the latter, a
negative answer is given.

Given that both witnesses and acyclic unrollings can be searched for arbitrar-
ily increasing lengths, an obvious algorithm using this scheme is the following,
where o > 1 is a configurable multiplication factor:

Algorithm smt-unrolling, (€, X, v)
n:=1
while true:
if witness,, ((X,v)(Xt,d')... (X", d"),k,m) is satisfiable:
return true
elif acyclic-unrolling,, (X, v)(X!,d')... (X", d")) is not satisfiable:
return false
else
ni=nxu

W N =

o N O o

For this pseudo-decision procedure, the following properties hold; these essen-
tially follow immediately from the theorems in the preceding sections.

Theorem 3. For £ in DNF, some (X,v) € sig(€) and multiplication factor
a > 1, if smt-unrolling, (€, X, v) returns true, then v € [E](X) and if it returns
false then v ¢ [E](X). In other words, smt-unrolling, is sound.

While the pseudo-decision procedure will not terminate in general, it is guaran-
teed to terminate under specific conditions.

Theorem 4. For £ in DNF, some (X,v) € sig(€) and multiplication factor
a > 1, if the length of acyclic paths starting in (X,v) in the dependency space of
€ is bounded, then smt-unrolling,, (€, X d) terminates, provided that the individual
SMT computations terminate.

Together, these two properties show that smt-unrolling is a correct pseudo-
decision procedure for determining whether v € [E](X); if furthermore (X, v)
in the dependency space of £ admits only bounded acyclic unrollings — which
in particular is the case for any PBESs for which the reachable state space is
finite — the decision procedure is complete, up to incompleteness of the SMT
algorithm used.

We remark that showing that (X, v) admits only bounded acyclic unrollings is
potentially as hard as solving the PBES itself, and undecidable in general. Fortu-
nately, this is not required, as the smt-unrolling algorithm can be applied when
one does not know whether (X, v) admits bounded acyclic unrollings. When
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applying the smt-unrolling procedure to some (X,v) that admits unbounded
acyclic unrollings, the procedure may run indefinitely, without ever terminat-
ing; if it does terminate, the solution produced is correct. This characteristic is
shared with many other model checking algorithms; for instance, any algorithm
that relies on generating the explicit state space represented by an algebraic
system description will fail to terminate for infinite state spaces.

6 Experiments

To give a feeling for the practical effectiveness of the procedure described in
Sect. 5 we have implemented a prototype on top of the CVC4 [2] SMT solver
and a prototype based on the Yices [7] SMT solver. Both prototypes were then
used to solve, or attempt to solve:

— the (concurrent) alternating bit protocol and one bit sliding window protocol:

o verify payload-fairness: each payload that can be sent infinitely often is
sent infinitely often;

e verify infinite-loss: a message can be lost infinitely often;

o verify infinite-sending: a message can be sent infinitely often;

o verify fair-send-receive: any payload is received eventually, as long as some
messages eventually arrive correctly.

— two standard mutual exclusion protocols:

e verify starvation for Lamport’s Bakery protocol; i.e. does each requesting
process eventually enter the critical section;

e verify fairness of the access control for trains, implemented by Peterson’s
algorithm; i.e. do trains that want access to the critical section eventually
get access.

— real-time model checking problems:

o verify infinitely-bright for the timed light switch of Uppaal’s tutorial; i.e. is
it possible to infinitely often switch on the bright light;

e verify enter-cs for Fischer’s mutual exclusion protocol; i.e. is it possible to
enter the critical section;

— the planning problem from Sect. 3, using the instance at the section end:

e verify no-starvation: is there a driving and unloading scheme so that villages
A and B do not deplete their supply;

o verify no-starvation-visit-c: is there a driving and unloading scheme so that
villages A and B do not deplete their supply while at the same time visiting
C infinitely often.

The model checking problems are taken from the mCRL2 example distribu-
tion [5].> A larger set of experiments can be found in [12]. Our implementation
was compared against the instantiation-based PBES solving tool pbes2bool of the
mCRL2 distribution. For each investigated problem, we measured the running
time of both implementations of the smt-unrollings procedure. We also counted

3 These can be found online via http://mcrl2.org.
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the number of vertices in the dependency space in each problem, indicated as
“IV|”, as well as the size of the shortest witness or the longest acyclic unrolling
characterising the solution of each problem (“junrolling|”). For computations
that are known not to terminate we denote a running time of co. A running time
of “timeout” denotes a case where computation was aborted after 30 minutes,
but the computation is expected to terminate eventually.

Table 1. Comparison between SMT-based PBES solving and traditional enumeration-
based solving.

Running time

Problem Proof graph | |V| |unrolling| | pbes2bool | CVC4 | Yices
ABP /payload-fairness yes 594 22 0.04s 8.82s timeout
ABP /infinite-loss yes 119 10 0.03s 1.20s 2.16s
ABP/infinite-sending yes 78 19 0.03s 1.73s 12.1s
ABP /fair-send-receive no 131 unknown | 0.07s timeout | timeout
CABP /payload-fairness yes 3714 7 1:49m 2.37s 6.20,s
CABP /infinite-loss no 753 unknown | 0.08s timeout | timeout
CABP/infinite-sending yes 514 23 5.95s 8:01lm |3:37m
CABP /fair-send-receive yes 753 5 0.08s 1.30s 1.67s
ONEBIT /payload-fairness | yes 655352 | 7 timeout | 3.09s 3.49s
ONEBIT /infinite-loss yes 199937 | 6 timeout | 1.58s 1.12s
ONEBIT/infinite-sending | yes 88834 |21 timeout | 19:44m | 2:46 m
ONEBIT /fair-send-receive | yes 199937 | 4 23.3s 0.43s 0.21s
BAKERY /starvation yes 00 6 oo 0.64s |0.37s
TRAINS/fairness no 258 unknown | 0.03s timeout | timeout
LIGHT /infinitely-bright yes o0 6 oo 0.22s 0.13s
FISCHER /enter-cs yes 9] 5 oo 7.63s |10.2s
food/no-starvation yes ~10° |7 timeout | 0.44s 0.28s
food/no-starvation-visit-c | no ~10° |28 timeout | 2:13m | timeout

The test results for the above problems are summarised in Table1. Our test
results clearly illustrate that SMT solving for solving PBESs is largely com-
plementary to the existing instantiation-based approach, allowing us to solve
PBESs that would be out of reach otherwise. Another conclusion suggested by
these results is that the running time of the smt-unrollings algorithm seems
to depend critically on the length of the shortest unrolling required to prove
the solution to the model checking problem; e.g. problems with shortest prov-
ing unrollings larger than 30 steps are typically not solved in any reasonable
amount of time. This is, in general, in line with other bounded model checking
experiments.
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Closing Remarks

We presented a novel procedure for solving fragments of PBESs, inspired by ideas
from bounded model checking and by employing SMT solvers. Our procedure
uses a completeness criterion that is checked dynamically, allowing the procedure
to decide if it can terminate. This completeness criterion even works for PBESs
with alternating fixpoints, which typically originate from liveness and fairness
properties. Experiments show that our new solver is complementary to existing
solvers and enables solving PBESs that could not reasonably be solved before.

Acknowledgement. We thank Jan Friso Groote (TU/e) for helpful discussions and
feedback on our ideas, and the referees for their constructive feedback.
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Abstract. This paper presents a novel technique for process discov-
ery. In contrast to the current trend, which only considers an event log
for discovering a process model, we assume two additional inputs: an
independence relation on the set of logged activities, and a collection of
negative traces. After deriving an intermediate net unfolding from them,
we perform a controlled folding giving rise to a Petri net which contains
both the input log and all independence-equivalent traces arising from it.
Remarkably, the derived Petri net cannot execute any trace from the neg-
ative collection. The entire chain of transformations is fully automated.
A tool has been developed and experimental results are provided that
witness the significance of the contribution of this paper.

1 Introduction

The derivation of process models from partial observations has received signif-
icant attention in the last years, as it enables eliciting evidence-based formal
representations of the real processes running in a system [1]. This discipline,
known as process discovery, has similar premises as in regression analysis, i.e.,
only when moderate assumptions are made on the input data one can derive
faithful models that represent the underlying system.

Formally, a technique for process discovery receives as input an event log,
containing the footprints of a process’ executions, and produces a model (e.g., a
Petri net) describing the real process. Many process discovery algorithms in the
literature make strong implicit assumptions. A widely used one is log complete-
ness, requiring every possible trace of the underlying system to be contained in
the event log. This is hard to satisfy by systems with cyclic or infinite behavior,
but also for systems that evolve continuously over time. Another implicit assump-
tion is the lack of noise in the log, i.e., traces denoting exceptional behavior that
should not be contained in the derived process model. Finally, every discovery
technique has a representational bias. For instance, the a-algorithm [2] can only
discover Petri nets of a specific class (structured workflow nets).

© Springer International Publishing Switzerland 2015
B. Finkbeiner et al. (Eds.): ATVA 2015, LNCS 9364, pp. 31-47, 2015.
DOI: 10.1007/978-3-319-24953-7_4
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Fig. 1. Unfolding-based process discovery.

Few attempts have been made to remove the aforementioned assumptions.
One promising direction is to relieve the discovery problem by assuming that
more knowledge about the underlying system is available as input. On this line,
the works in [3-5] are among the few that use domain knowledge in terms of
negative information, expressed by traces which do not represent process behav-
ior. In this paper we follow this direction, but additionally incorporate a crucial
information to be used for the task of process discovery: when a pair of activities
are independent of each other. One example could be the different tests that
a patient should undergo in order to have a diagnosis: blood test, allergy test,
and radiology test, which are independent each other. We believe that obtaining
this coarse-grain independence information from a domain expert is an easy and
natural step; however, if they are not available, one can estimate them from
analysing the log with some of the techniques in the literature, e.g., the relations
computed by the a-algorithm [1].

The approach of this paper is summarized in Fig. 1. Starting from an event
log and an independence relation on its set of activities, we conceptually con-
struct a collection of labeled partial orders whose linearizations include both the
sequences in the log as well those in the same Mazurkiewicz trace [6], i.e., those
obtained via successive permutations of independent activities. We then merge
(the common prefixes of) this collection into an event structure which we next
transform into an occurrence net representing the same behavior. Finally, we
perform a controlled generalization by selectively folding the occurrence net into
a Petri net. This step yields a net that (a) can execute all traces contained in
the event log, and (b) generalizes the behavior of the log in a controlled manner,
introducing no execution given in the collection of negative traces. The folding
process is driven by a folding equivalence relation, which we synthesize using
SMT. Different folding equivalences guarantee different properties about the
final net. The paper proposes three different classes of equivalences and stud-
ies their properties. In particular we define a class of independence-preserving
folding equivalences, guaranteeing that the natural independence relation in the
final net will equal the one given by the expert.

In summary, the main contributions of the paper are:

— A general and efficient translation from prime event structures to occurrence
nets (Sect. 3).

— Three classes of folding equivalences of interest not only in process discovery
but also in formal verification of concurrent systems (Sect. 4).

— A method to synthesize folding equivalences using SMT (Sect. 5).
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— An implementation of our approach and experimental results witnessing its
capacity to even rediscover the original model (Sect. 6).

Remarkably, the discovery technique of this paper solves for the first time
one of the foreseen operations in [7], which advocates for the unified use of event
structures to support process mining operations.

Proofs for all formal results stated in the paper can be found in [8].

2 Preliminaries

Events: Given an alphabet of actions A, several occurrences of a given action can
happen on a run or execution. In this paper we consider a set F of events rep-
resenting the occurrence of actions in executions. Each event e € E has the form
e:=(a,H), where a € A and H € F is a subset of events causing e (its history).
The label of an event is given by a function A\: E — A defined as A({a, H)) := a.

Labeled Partial Orders (lpos): We represent a labelled partial order by a pair
(E,<), where < ¢ FE x E is a reflexive, antisymmetric and transitive relation on
the set E of events. Two distinct events e,e’ € E' can be either ordered (e < e’
or e’ <e) or concurrent (e £ ¢’ and e’ £ ¢). Observe that all events are implicitly
labelled by A.

Petri Nets: A net consists of two disjoint sets P and T representing respectively
places and transitions together with a set F' of flow arcs. The notion of state of
the system in a net is captured by its markings. A marking is a multiset M of
places, i.e., a map M: P — N. We focus on the so-called safe nets, where markings
are sets, i.e., M(p) € {0,1} for all p € P. A Petri net (PN) is a net together
with an initial marking and a total function that labels its transitions over an
alphabet A of observable actions. Formally a PN is a tuple N := (P, T, F, \, My)
where (i) P # @ is a set of places; (i) T # @ is a set of transitions such that
PnT=g; (i) Fc(PxT)u(T x P) is a set of flow arcs; (iv) T - Ais a
labeling mapping; and (v) My € P is an initial marking. Elements of P uT are
called the nodes of N. For a transition t € T, we call *t := {p | (p,t) € F'} the
preset of ¢, and t* := {p | (¢,p) € F'} the postset of ¢. In figures, we represent
as usual places by empty circles, transitions by squares, F' by arrows, and the
marking of a place p by black tokens in p. A transition ¢ is enabled in marking
M, written M i>, iff *¢ ¢ M. This enabled transition can fire, resulting in a
new marking M’ := (M\*t) ut®. This firing relation is denoted by M % M’. A
marking M is reachable from M if there exists a firing sequence, i.e. transitions,
t1,...,t, such that M, B, .. I, M. The set of reachable markings from M
is denoted by reach(N'). The set of co-enabled transitions is coe(N') = {(¢,t') |
IM € reach(N):*t € M A *t' ¢ M}. The set of observations of a net is the

image over A of its fireable sequences, i.e., o € 0bs(N') iff My b, I M and

A1) .. A(ty) = 0.
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Occurrence Nets: Occurrence nets can be seen as infinite Petri nets with a
special acyclic structure that highlights conflict between transitions that compete
for resources. Places and transitions of an occurrence net are usually called
conditions and events. Formally, let N := (P,T,F) be a net, < the transitive
closure of F', and < the reflexive closure of <. We say that transitions t; and ¢,
are in structural conflict, written ¢ # to, if and only if ¢ # to and *t; N*ty # @.
Conflict is inherited along <, that is, the conflict relation # is given by a #
b < Jty,ty € Tity #s ty Atg < anty <b. Finally, the concurrency relation co
holds between nodes a,b € P uT that are neither ordered nor in conflict, i.e.
acobe -(a<b)r-(a#b)A-(b<a).

A net 8:= (B, E,F) is an occurrence net iff (i) < is a partial order; (ii) for
all b e B, |°b| € {0,1}; (41) for all z € BUFE, the set [z] :=={y e E |y < z} is
finite; (iv) there is no self-conflict, i.e. there is no x € B U FE such that = # z.
The initial marking My of an occurrence net is the set of conditions with an
empty preset, i.e. Vb e B:be My < °b = @&. Every <-closed and conflict-free set
of events C' is called a configuration and generates a reachable marking defined
as Mark(C) = (Mpu C®) ~ *C. We also assume a labeling function \: £ - A
from events in § to alphabet A. Conditions are of the form (e, X) where e € E
is the event generating the condition and X ¢ E are the events consuming
it. Occurrence nets are the mathematical form of the partial order unfolding
semantics of a Petri net [9]; we use indifferently the terms occurrence net and
unfolding.

Conditions in an occurrence net can be removed by keeping the causal depen-
dencies and introducing a conflict relation; the obtained object is an event
structure [10].

Event Structures: An event structure is a tuple £ := (F, <, #) where F is a set of
events; < € F x FE is a partial order (called causality) satisfying the property of
finite causes, i.e. Ve € E : |[e]| < oo where [e¢] := {' e E | e <e};# € ExE
is an irreflexive symmetric relation (called conflict) satisfying the property of con-
flict heredity, i.e. Ve,e',e” e E:e # e’ ne’ <e” = e # ¢''. Note that in most cases
oneonly needs to consider reduced versions of relations < and #, which we will denote
< and #4, respectively. Formally, < (which we call direct causality) is the transitive
reduction of <, and #,4 (direct conflict) is the smallest relation inducing # through
the property of conflict heredity. A configuration is a computation state represented
by a set of events that have occurred; if an event is present in a configuration, then
so must all the events on which it causally depends. Moreover, a configuration does
not contain conflicting events. Formally, a configuration of (F,<,#)isaset C ¢ E
suchthate €e C = (Ve <e: e’ e C),and (e e Cre # €') = ¢’ ¢ C. The set of
configurations of £ is denoted by 2(&).

Mazurkiewicz Traces: Let A be a finite alphabet of letters and & ¢ Ax A a
symmetric and irreflexive relation called independence. The relation & induces
an equivalence relation =, over A*. Two words o and ¢’ are equivalent (o =¢ o)
if there exists a sequence o7 .. .oy of words such that o = 01,0’ = 0, and for all
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1 <i <k there exists words o, 0. and letters a;, b; satisfying
g; = Ugaibiol{', Oi+1 = ogbiaiag', and (ai, bl) e
Thus, two words are equivalent by =, if one can be obtained from the other by
successive commutation of neighboring independent letters. For a word o € A*
the equivalence class of o under =, is called a Mazurkiewicz trace [6].
We now describe the problem tackled in this paper, one of the main challenges
in the process mining field [1].

Process Discovery: A log L is a finite set of traces over an alphabet A representing
the footprints of the real process executions of a system S that is only (partially)
visible through these runs. Process discovery techniques aim at extracting from
a log £ a process model M (e.g., a Petri net) with the goal to elicit the process
underlying in S. By relating the behaviors of £, obs(M) and S, particular
concepts can be defined [11]. A log is incomplete if S\L + @. A model M fits log
Lif £ c obs(M). A model is precise in describing a log £ if 0obs(M)\L is small.
A model M represents a generalization of log £ with respect to system S if some
behavior in S\L exists in 0bs(M). Finally, a model M is simple when it has
the minimal complexity in representing obs(M), i.e., the well-known Occam’s
razor principle. It is widely acknowledged that the size of a process model is the
most important simplicity indicator. Let UV be the universe of nets, we define a
function ¢: UV - N to measure the simplicity of a net by counting the number
of some of its elements, e.g., its transitions and/or places.

3 Independence-Preserving Discovery

Let S be a system whose set of actions is A. Given two actions a,b € A and one
state s of S, we say that a and b commute at s when

— if a can fire at s and its execution reaches state s’, then b is possible at s iff
it is possible at s’; and
— if both a and b can fire at s, then firing ab and ba reaches the same state.

Commutativity of actions at states identifies an equivalence relation in the set
of executions of the system S; it is a ternary relation, relating two transitions
with one state.

Since asking the expert to provide the commutativity relation of S would
be difficult, we restrict ourselves to unconditional independence, i.e., a conser-
vative overapproximation of the commutativity relation that is a sole property
of transitions, as opposed to transitions and states. An unconditional indepen-
dence relation of § is any binary, symmetric, and irreflexive relation & € A x A
satisfying that if a & b then a and b commute at every reachable state of S. If
a,b are not independent according to <, then they are dependent, denoted by
a®b.

In this section, given a log £ € A*, representing some behaviors of S, and an
arbitrary unconditional independence <& of S, provided by the expert, we con-
struct an occurrence net whose executions contain £ together with all sequences
in A* which are =-equivalent to some sequence in L.
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If commuting actions are not declared independent by the expert (i.e., < is
smaller than it could be), then M will be more sequential than S; if some
actions that did not commute are marked as independent, then M will not
be a truthful representation of S. The use of expert knowledge in terms of an
independence relation is a novel feature not considered before in the context of
process discovery. We believe this is a powerful way to fight with the problem
of log incompleteness in a practical way since it is only needed to observe in the
log one trace representative of a class in = to include the whole set of traces of
the class in the process model’s executions.

Our final goal is to generate a Petri net that represents the behavior of the
underlying system. We start by translating £ into a collection of partial orders
whose shape depends on the specific definition of .

Definition 1. Given a sequence o € A* and an independence relation & € Ax A,
we associate to o a labeled partial order lpos (o) inductively defined by:

1. If o =€, then let L :=(1,@) and set lpos (o) = ({1},2).

2. If 0 = o'a, then let lpos(c') == (E',<") and let e := (a, H) be the single
event such that H is the unique S-minimal, causally-closed set of events in E’
satisfying that for any event ¢’ € E', if A(e') ® a, then ¢’ € H. Then set
lpo(0) == (F,<) with E:= E' u{e} and <:=<"U (H x {e}).

Since a system rarely generates a single observation, we need a compact
way to model all the possible observations of the system. We represent all the
partially ordered executions of a system with an event structure.

Definition 2. Given a set of partial orders S := {(E;,<;) | 1<i<n}, we define
ES(S):=(E,<,#) where:

1. B := U Ei,
1<i<n

2. <=( U <), and
1<i<n

direct conflict) iff ' ¢ H,e ¢ H' and a ® b. The conflict relation # is the
smallest relation that includes #4 and is inherited w.r.t. <, i.e., for e # ¢

ande< f, e < f', one has f # f'.

Given a set of finite partial orders S, we now show that S is included in the
configurations of the event structure obtained by Definition 2. This means that
our event structure is a fitting representation of L.

Proposition 1. If S is finite, then S ¢ 2(ES(S)).

Since we want to produce a Petri net, we now need to “attach conditions” to
the result of Definition 2. Event structures and occurrence nets are conceptually
very similar objects so this might seem very easy for the acquainted reader.
However, this definition is crucial for the success of the subsequent folding step
(Sect. 4), as we will be constrained to merge conditions in the preset and postset
of an event when we merge the event. As a result, the conditions that we produce
now should constraint as little as possible the future folding step.
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Definition 3. Given an event structure &€ := (E,<,#) we construct the occur-
rence net §:= (B, E\{L}, F) in two steps

1. Let G := (V, A) be a graph where V := E and (e1,e2) € A iff e1 #4 ea. For
each clique (mazimal complete subgraph) K = {e1,...,en} of G, let Ck =
[er]n--n[en] and ex € max(Ck). We add a condition b to B and set b € ex®
and be®e; fori=1...n.

2. For each e € E, let G, := (V,, Ae) be a graph where Ve :={e' e E|e <€’} and
(e1,e2) € Ae iff AMer) ® M(ez). For each clique K, = {e1,...,en} of Ge, we
add a condition b to B and set bee® and be®e; fori=1...n.

Definition 3.1. adds a condition for every set of pairwise direct conflicting
events; the condition is generated by some event ey which is in the past of
every conflicting event and consumed by all of them; by the latter the conflict
of the event structure is preserved in the occurrence net. For each event and its
immediate successors, Definition 3.2. adds conditions between them to preserve
causality. To minimize the number of conditions, for the successor events having
dependent labels only one condition is generated. This step does not introduce
new conflicts in the occurrence net since the events have dependent labels and
none is in the past of the other, then by Definition 2 they are also in conflict in
the event structure.

We note that Winskel already explained, in categorical terms, how to relate
an event structure with an occurrence net [12]. However, his definition is of inter-
est only in that context, while ours focus on a practical and efficient translation.

Given a log £ and an independence relation <, the net obtained applying
Definitions 1, 2 and 3, in this order, is denoted by 3. (. Since every trace in L is
a linearization of some of the partial orders in the set .S obtained by Definition 1
and these partial orders are included by Proposition1 in the configurations of
ES(S) (which are the same as the configurations in (¢ ), the obtained net is
fitting.

Proposition 2. Let L be a log and & an independence relation, for every o € L
we have o € 0bs(Br.¢)-

It is worth noticing that the obtained net generalizes the behavior of the
model, but in a controlled manner imposed by the independence relation. For
instance, if £ := {ab} and a < b, then ba € 0bs(B¢.¢ ), even if this behavior was
not present in the log. If the expert rightly declared a and b independent (i.e.,
if they commute at all states of S), then necessarily ba is a possible observation
of §, even if it is not in L. The extra information provided by the expert allows
us to generalize the discovered model in a provably sound manner, thus coping
with the log incompleteness problem.

The independence relation between labels gives rise to an arbitrary relation
between transitions of a net (not necessarily an independence relation):

Definition 4. Let & € Ax A be an independence relation, N := (P, T, F,\, My)
a net, and ::T — A. We define relation Oy €T x T between transitions of N as

toOnt e Mt) O M.
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In the next section we will define an approach to fold 3. ¢ into a Petri net
whose natural independence relation equals <. To formalize our approach we
first need to define such natural independence.

Definition 5. Let N := (P,T,F) be a net. We define the natural independence
relation Xy €T xT on N as

tant < tnt =gat Nt =gr’tnt’’ = 2.

In fact, one can prove that when N is safe, then X is the notion of indepen-
dence underlying the unfolding semantics of N. In other words, the equivalence
classes of =y, are in bijective correspondence with the configurations in the
unfolding of N. The following result shows that the natural independence on the
discovered occurrence net corresponds to the relation provided by the expert,
when both we restrict to the set of co-enabled transitions.

Theorem 1. Let Bz « be the occurrence net from the log L with & as the inde-
pendence relation, then

<>5L,<> n CO@(ﬁLO) =M o N COC(ﬁL,O)

4 Introducing Generalization

The construction described in the previous section guarantees that the unfolding
obtained is fitting (see Proposition 1). However, the difference between S and £
may be significant (e.g., S can contain cyclic behavior that can be instantiated
an arbitrary number of times whereas only finite traces exist in £) and the
unfolding may be poor in generalization. The goal of this section is to generalize
Be.¢ in a way that the right patterns from S, partially observed in £ (e.g., loops),
are incorporated in the generalized model. To generalize, we fold the discovered
occurrence net. This folding is driven by an equivalence relation ~ on £ u B
that dictates which events merge into the same transition, and analogously for
conditions; events cannot be merged with conditions. We write [z]. = {2’ |z ~
x'} for the equivalence class of node z. For a set X, [X].:={[z]. |z € X} is a
set of equivalence classes.

Definition 6 (Folded net [13]). Let 8 := (B, E,F) be an occurrence net and
~ a equivalence relation on the nodes of 8. The folded Petri net (w.r.t. ~) is
defined as 8~ = (P.,T.,F., My.) where

{[b]-|be B}, Fo=A{([z]-, [y]) | (z,y) € F},
{le]l-leecE}, Mo ([b]-) := [{b" € [].. [ *" = &},

P.:
T, :

Notice that the initial marking of the folded net is not necessarily safe. Safe-
ness of the net depends on the chosen equivalence relation (see Proposition 3).
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4.1 Language-Preserving Generalization

Different folding equivalences guarantee different properties on the folded net.
From now on we focus our attention on three interesting classes of folding equiv-
alences. The first preserves sequential executions of 5. .

Definition 7 (Sequence-preserving folding equivalence). Let 3 be an
occurrence net; an equivalence relation ~ is called a sequence preserving (SP)
folding equivalence iff e; ~ ea implies A(e1) = Mez) and [*e1]. = [*ea]. for all
events ey, eq € .

From the definition above it follows that e; ~ ey implies Vb € ®eq : b € ey
with b ~ b’. Since for every folded net obtained from a SP folding equivalence
only equally labeled events are merged; we define then A([e].) := A(e).

Fig. 2. Folding equivalences and folded nets.

Ezxample 1. Consider the log £ = {abc, bd} and the independence relation & = @.
Figure 2 shows the obtained unfolding 5.  (left) and three of its folded nets.
The equivalence relation ~; merges events labeled by b, but it does not merge
their presets, i.e. is not a SP folding equivalence. It can be observed that bd is
not fireable in ﬂzl o+ Whenever two events are merged, their preconditions need
to be merged to preserved sequential executions. The equivalence relation ~9
does not only merge events labeled by b, but it also sets p; ~2 p2 and is a SP
folding equivalence. The folded net 622  can replay every trace in the log £, but
it also adds new traces of the form a*,a*b,a*bc,a*bd, a*bed and a*bdc.

Given an unfolding, every SP folding equivalence generates a net that pre-
serves its sequential executions.

Theorem 2. Let 8 be an occurrence net and ~ a SP folding equivalence, then
every fireable sequence My £ ... s M, from (3 generates a fireable sequence

(Mol Ly Lt 1. from 6.

As a corollary of the result above and Proposition 2, the folded net obtained
from B, ¢ with a SP folding equivalence is fitting.
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Corollary 1. Let £ be a log, & an independence relation and ~ a SP folding
equivalence, then for every o € L we have o € 0bs(5; ,)-

Ezxample 2. We saw in Example 1 that every trace from £ can be replayed in
ﬁzz o> but (as expected) the net accepts more traces. However this net also adds
some independence between actions of the system: after firing b the net puts
tokens at [p3]., and [p4]., and the reached marking enables concurrently actions
¢ and d which contradicts ¢ ® d (the independence relation ¢ = @ implies ¢ ® d).
In order to avoid this extra independence, we now consider the following class
of equivalences.

Definition 8 (Independence-preserving folding equivalence). Let 8 be
an occurrence net and < an independence relation; an equivalence relation ~ is
called an independence preserving (IP) folding equivalence iff

1. ~ s a SP folding equivalence,

2. AMer) O Me2) < [*e1].n[®ea]. =B A[*e1].n[ex®]. =D A[e}].n[*e2]. =@
for all events e1,eq € E.

3. bycoby implies by ¢ by for all conditions by, by € B.

IP folding equivalences not only preserve the sequential behavior of 3, but
also ensure that 3~ and (3 exhibit the same natural independence relation.

The definition above differs from the folding equivalence definition given in
[13]; they consider occurrence nets coming from an unfolding procedure which
takes as an input a net. This procedure generates a mapping between conditions
and events of the generated occurrence net and places and transitions in the
original net. Such mapping is necessary to define their folding equivalence. In
our setting, the occurrence net does not come from a given net and therefore the
mapping is not available.

Example 3. The equivalence ~4 from Fig. 2 is not an IP folding equivalence since
the intersection of the equivalent classes of the preset of ¢ and d is empty ([*¢]., =
{[p4]~2}7[.d]~2 = {[p3]~2} and {[p4]~2} n {[p3]~2} = Q)v but ¢ and d are not
independent. Consider the equivalence relation ~3 which merges events labeled
by b and it sets p; ~3 p2 and p3 ~3 py; this relation is an IP folding equivalence.
It can be observed in the net 5%, of Fig. 2 that all the traces from the log can
be replayed, but new independence relations are not introduced.

The occurrence net (¢ ¢ is clearly safe. We show that 87  is also safe when ~
is an IP folding equivalence. In this work, we constraint IP equivalences to gen-
erate safe nets because their natural independence relation is well understood
(Definition 5), thus allowing us to assign a solid meaning to the class IP. It is
unclear what is the natural unconditional independence of an unsafe net, and
extending our definitions to such nets is subject of future work.

Proposition 3. Let B ¢ be the unfolding obtained from the log L with & as
the independence relation and ~ an IP folding equivalence. Then B7 . is safe.
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Theorem 1 shows that the structural relation between events of the unfolding
and the relation generated by the independence given by the expert coincide
(when we restrict to co-enabled events); the result also holds for the folded net
when an IP folding equivalence is used.

Theorem 3. Let (. ¢ be the unfolding obtained from the log L with & as the
independence relation and ~ an IP folding equivalence, then Op o T HB

4.2 Controlling Generalization via Negative Information

We have shown that IP folding equivalences preserve independence. However,
they could still introduce new unintended behaviour not present in S. In this
section we limit this phenomena by considering negative information, denoted by
traces that should not be allowed by the model. Concretely, we consider negative
information which is also given in the form of sequences o € L~ ¢ A*. Negative
information is often provided by an expert, but it can also be obtained automat-
ically by recent methods [14]. Very few techniques in the literature use negative
information in process discovery [5]. In this work, we assume a minimality cri-
terion on the negative traces used:

Assumption 1. Let £ := LT w L™ be a pair of positive and negative logs and
& the independence relation given by the expert. Any negative trace o € L~
corresponds to the local configuration of some event e, in B ¢ .

This assumption implies that each negative trace is of the form ¢’a where o’
only contains the actions that are necessarily to fire a. If @ can happen without
them, they should not be consider part of o. By removing all events e, from
B, (one for each negative trace o € L£7), we obtain a new occurrence net
denoted by (. ¢,«. The goal of this section is to fold this occurrence net without
re-introducing the negative traces in the generalization step. If the expert is
unable to provide negative traces satisfying this assumption, the discovery tool
can always let him/her choose e, from a visual representation of the unfolding.

Definition 9 (Removal-aware folding equivalence). Let §:= (B, E, F) be
an occurrence net and L~ a megative log; an equivalence relation ~ is called
removal aware (RA) folding equivalence iff
1. ~is a SP folding equivalence, and
2. for every o€ L™ and €' € E we have A(e') = M(e,) implies [*€']. ¢ [*es].

The folded net obtained from . .. with a RA folding equivalence does not
contain any of the negative traces.

Theorem 4. Let Oz o« be the unfolding obtained from the log L := LT w L™ with
& as the independence relation after removing the corresponding event of each
negative trace and ~ a RA folding equivalence,' then

0bs(Br o )NL =@

! Since Definition 9 refers to the events that generates the local configurations of the
negative traces, the folding equivalence must be defined over the nodes of 8. ¢ and
not those of Bz, -
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5 Computing Folding Equivalences

Section 3 presents a discovery algorithm that generates fitting occurrence nets
and Sect. 4 defines three classes of folding criteria, SP, IP, and RA, that ensure
various properties. This section proposes an approach to synthesize SP, 1P
and RA folding equivalences using SMT.

5.1 SMT Encoding

We use an SMT encoding to find folding equivalences generating a net 3~ sat-
isfying specific metric properties. Specifically, given a measure ¢é (cf., Sect.2),
decidable in polynomial time, and a number k € N, we generate an SMT formula
which is satisfiable iff there exists a folding equivalence ~ such that é¢(5~) = k. We
consider the number of transitions in the folded net as the measure ¢, however,
theoretically, any other measure that can be computed in polynomial time could
be used. As explained in Sect.2 simple functions like counting the number of
nodes/arcs provide in practice reasonable results.

Given an occurrence net § := (B, E, F), for every event e € E and condi-
tion b € B we have integer variables v, and v,. The key intuition is that two
events (conditions) whose variables have equal number are equivalent and will
be merged into the same transition (place). The following formulas state, respec-
tively, that every element of a set X is related with at least one element of a set
Y, and that every element of X is not related with any element of Y:

Wom A V=) 68 A f

reX yeY gceX ,yeY

We force any satisfying assignment to represent an SP folding equivalence
(Definition 7) with the following two constraints:

sp lab :
657 = o5 n gl
Formulas qblﬁ“b and ¢?e impose that only equally labeled events should be equiv-
alent and that if two events are equivalent, then their presets should generate
the same equivalence class:

¢,l3ab = /\ (ve #ve’) ¢§T€ = /\ (Ue = Ver = (¢Sube’ A ¢sg’b’e))

ee'eF e,e’eE
A(e)#X(e")
In addition to the properties encoded above, an IP folding equivalence
(Definition 8) should satisfy some other restrictions:

¢[I3P - (bg d)znd ¢f30

where gi);,”d imposes that the presets and postsets of events with independent
labels should generate equivalence classes that do not intersect and ¢’ forbids
concurrent conditions to be merged:

di d j d 4
¢5 1= AA(E) OA(€') < (90 ALl A dL0) o5 = N(vp # o)
e,e’eE b,b'eB
bcob’
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Given a negative log £7, to encode a RA folding equivalence (Definition 9)

we define:
b
¢’,8 L P Al N —deee,)
ocel™,e'eE

A()=A(e0)
where the right part of the conjunction imposes that for every e, generated by
a negative trace and any other event with the same label, their presets cannot
generate the same equivalence class.

We now encode the optimality (w.r.t. the number of transitions) of the mined
net. Given an occurrence net 3 := (B, E, F), each event e € E generates a tran-
sition v, in the folded net 3~. To impose that the number of transitions in 5~
should be at most k € N, we define:

MET /\ (1 < < k)
eclE
To find an IP and RA folding equivalence that generates a net with at most
k transitions we propose the following encoding:

OPT . ,IP MET
gk = 95 QSﬁL* 5.k

Theorem 5. Let L:= L" & L™ be a set of positive and negative logs, &€ Ax A
and independence relation and k € N. The formula ¢g§?k is satisfiable iff there
ezists an IP and RA folding equivalence ~ such that 57 ., , contains at most k
transitions.

5.2 Finding an Optimal Folding Equivalence

Section 5.1 explains how to compute a folding equivalence that generates a folded
net with a bounded number of transitions; this section explain how to obtain the
optimal folded net, i.e. the one with minimal number of transitions satisfying
the properties of Theorems 3 and 4.

Iterative calls to the SMT solver can be done for a binary search with k
between min, and maxy; since only equally labeled events can be merged by
the folding equivalence, the minimal number of transitions in the folded net is
miny := |Al; in the worst case, when events cannot be merged, maxy, := |E|.

As a side remark, we have noted that the optimal folding equivalence can be
encoded as a MaxSMT problem [15] where some clauses which are called hard
must be true in a solution (in our case gbép and qﬁg’ﬁ_) and some soft clauses may
not ((bMET for |A| < k < |E|); a MaxSMT solver maximizes the number of soft
clauses that are satisfiable and thus it obtains the minimal k generating thus the
optimal folded net.

6 Experiments

As a proof of concept, we implemented our approach into a new tool called
Pobp (Partial Order Discovery).? It supports synthesis of SP and IP folding

2 Tool and benchmarks: http://lipn.univ-paris13.fr/~rodriguez/exp/atval5/.
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Table 1. Experimental results.

Original Pob (max. places) Pobp (60 % places)

Benchmark | [T] ||P] | rscm | Tames | %oPrec | |P| | rsem | rmes | %oPrec | |P|
A(22) 221 20/0.99 |1.00 |0.77 19 10.57 | 1.00 |0.22 11
A(32) 32| 32/1.00 |1.00 |0.80 32 1046 |1.00 |0.19 19
A(42) 42| 4710.98 |1.00 |0.54 40 10.79 |1.00 |0.21 28
T(32) 33| 31/1.00 |1.00 |0.88 31 /0.54 |1.00 |0.19 18

ANaI0(1) 64| 39/0.39 (094 0.18 |21 0.10 |0.92 |0.06 13
COMPLEX 19| 13]/0.98 |1.00 |0.62 12 /0.62 |1.00 |0.39 7
CoNnrDIMB| 11| 10{1.00 |1.00 |1.00 10 {0.62 |1.00 |0.39
Cycres(5) | 20| 16|1.00 |1.00 |1.00 16 [0.60 |1.00 |0.40
DBMuT(2) | 32| 38,098 [0.98 094 32 /0.76 |0.98 |0.21 19
Dc 32| 35/0.99 (099 |0.77 |27 /0.84 |0.99 |0.38 |21
PETERS(2) |126|102 045 |1.00 |0.07 |51 [0.30 |1.00 [0.05 |30

equivalences using a restricted form of our SMT encoding. In particular PoD
merges all events with equal label, in contrast to the encoding in Sect.5 which
may in general yield more than one transition per log action. While this ensures
a minimum (optimal as per Sect. 5.2) number of folded transitions, the tool could
sometimes not find a suitable equivalence (unsatisfiable SMT encoding). Since
the number of transitions in the folded net is fixed, it turns out that the quality
of the mined model increases as we increase the number of folded places, as we
show below. Using POD we evaluate the ability of our approach to rediscover
the original process model, given its independence relation and a set of logs. For
this we have used standard benchmarks from the verification and process mining
literature [16,17].

In our experiments, Table 1, we consider a set of original processes faithfully
modelled as safe Petri nets. For every model S we consider a log L, i.e. a sub-
set of its traces. We extract from S the (best) independence relation s that
an expert could provide. We then provide £ and s to PoD and find an SP
folding equivalence with the largest number of places (cols. “max. places”) and
with 60 % of the places of S (last group of cols.), giving rise to two different
mined models. All three models, original plus mined ones, have perfect fitness
but varying levels of precision, i.e. traces of the model not present in the log. For
the mined models, we report (cols. “%Prec.”) on the ratio between their pre-
cision and the precision of the original model S. All precisions were estimated
using the technique from [18]. All POD running times were below 10s.

Additionally, we measure how much independence of the original model is
preserved in the mined ones. For that, we define the ratios rgcaq := HsnHaml/ts|
and raqes = HsnHumlf|t . The closer rscaq is to 1, the larger is the number of
pairs in Xg also contained in X (i.e., the more independence was preserved),
and conversely for rpcs (the less independence was “invented”). Remark that
Hs = "pm iff rsepm =rmes = 1.
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In 7 out of the 11 benchmarks in Table 1 our proof-of-concept tool rediscovers
the original model or finds one with only minor differences. This is even more
encouraging when considering that we only asked POD to find SP equivalences
which, unlike IP, do not guarantee preservation of independence. In 9 out of 11
cases both ratios rscaq and racs are above 98 %, witnessing that independence
is almost entirely preserved. Concerning the precision, we observe that it is
mostly preserved for these 9 models. We observe a clear correlation between
the number of discovered places and the precision of the resulting model. The
running times of POD on all benchmarks in Table 1 were under few seconds.

In PETERS(2) and ANGIO(1) our tool could not increase the number of places
in the folded net, resulting in a significant loss of independence and precision. We
tracked the reason down to (a) the additional restrictions on the SMT encoding
imposed by our implementation and (b) the algorithm for transforming event
structures into unfoldings (i.e., introducing conditions). We plan to address this
in future work. This also prevented us from of employing IP equivalences instead
of SP for these experiments: POD could find IP equivalences for only 5 out of 11
cases. Nonetheless, as we said before, in 9 out of 11 the found SP equivalences
preserved at least 98 % of the independence.

Finally, we instructed POD to synthesize SP equivalences folding into an
arbitrarily chosen low number of places (60 % of the original). Here we observe
a large reduction of precision and significant loss of independence (surprisingly
only rscpq drops, but not racs). This witnesses a strong dependence between
the number of discovered places and the ability of our technique to preserve
independence.

7 Related Work

To the best of our knowledge, there is no technique in the literature that solves
the particular problem we are considering in this paper: given a set of positive and
negative traces and an independence relation on events, derive a Petri net that
both preserves the independence relation and satisfies the quality dimensions
enumerated in Sect.2. However, there is related work that intersects partially
with the techniques of this paper. We now report on it.

Perhaps the closest work is [13], where the simplification of an initial process
model is done by first unfolding the model (to derive an overfitting model)
and then folding it back in a controlled manner, thus generalizing part of the
behavior. The approach can only be applied for fitting models, which hampers its
applicability unless alignment techniques [19] are used. The folding equivalences
presented in this paper do not consider a model and therefore are less restrictive
than the ones presented in [13].

Synthesis is a problem different from discovery: in synthesis, the underlying
system is given and therefore one can assume S = L. Considering a synthesis
scenario, Bergenthum et al. have investigated the synthesis of a p/t net from
partial orders [20]. The class of nets considered in this paper (safe Petri nets)
is less expressive than p/t nets, which in practice poses no problems in the
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context of business processes. The algorithms in [20] are grounded in the theory
of regions and split the problem into two steps (i) the p/t net M is generated
which, by construction, satisfies £ € obs(M), and (i) it is checked whereas
L = obs(M). Actually, by avoiding (i), a discovery scenario is obtained where
the generalization feature is not controlled, in contrast to the technique of this
paper. With the same goal but relying on ad-hoc operators tailored to compose
Ipos (choice, sequentialization, parallel compositions and repetition), a discovery
technique is presented in [21]. Since the operators may in practice introduce
wrong generalizations, a domain expert is consulted for the legality of every
extra run.

8 Conclusions

A fresh look at process discovery is presented in this paper, which establishes the-
oretical basis for coping with some of the challenges in the field. By automating
the folding of the unfolding that covers traces in the log but also combinations
thereof derived from the input independence relation, problems like log incom-
pleteness and noise may be alleviated. The approach has been implemented and
the initial results show the potential of the technique in rediscovering a model,
even for the simplest of the folding equivalences described in this paper.

Next steps will focus on implementing the remaining folding equivalences,
and in general improving the SMT constraints for computing folding equiva-
lences. Also, incorporating the notion of trace frequency in the approach will be
considered, to guide the technique to focus on principal behavior. This will allow
to also test the tool in presence of incomplete or noisy logs.
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Abstract. Craig interpolation for satisfiability modulo theory formulas
have come more into focus for applications of formal verification. In this
paper we, introduce a method to reduce the size of linear constraints
used in the description of already computed interpolant in the theory of
linear arithmetic with respect to the number of linear constraints. We
successfully improve interpolants by combining satisfiability modulo the-
ory and linear programming in a local search heuristic. Our experimental
results suggest a lower running time and a larger reduction compared to
other methods from the literature.

Keywords: Craig-interpolation - Linear arithmetic - Satisfiability
modulo theory * Linear programming

1 Introduction

First efficients methods were introduced for computing such interpolants for
Boolean systems out of the resolution proofs from DPLIL-based SAT solvers
[1,2]. McMillan [2] introduced interpolants to formal verification as over-
approximations of state sets.

Due to the fact that such interpolants are in general not unique, many
researchers try to find good interpolants. The measurement for interpolants
differs depending on the context. In Boolean formulas it is often the size of
the representation of the interpolant, i.e. the size of the And-Inverter-Graph
representing the interpolant. In the theory of linear arithmetic with rational
coefficients LA(Q) the measurement of the number of linear constraints in the
representation is often used, e.g. in [3] the authors showed that this measure-
ment is beneficial for an improved generation of program invariants in software
verification. This measurement is motivated by the verification of hybrid systems
where operations are applied on state sets whose complexity strongly depends
on the number of linear constraints, e.g. quantifier elimination in the worst-case
leads to a quadratic blow-up of linear constraints after the elimination. Damm
et al. showed [4] that such a measurement is the key for avoiding an explosion
in the complexity of the state set representation.
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In this paper we will only consider interpolants for the theory LA(Q®). There-
fore our measurement for good interpolants is the number of linear constraints.
The problem of finding the best interpolant in this sense is NP-hard, which can
be shown by a reduction from k-Polyhedral Separability [5], i.e. given two sets of
points P and ) and an integer k, recognize whether there exist k hyperplanes
that separate the sets P and @ through a Boolean formula. Therefore, we will
here present a heuristic approach that simplifies a given interpolant. Addition-
ally, there is no known algorithm that can compute reasonable lower bounds for
this problem to measure the quality of an interpolant, so benchmarks exist where
the initial interpolant is optimal, without a chance of verifying this situation.

Most approaches in this case were done by constructing an interpolant out
of the resolution proof and then simplifying the proof by removing or combining
theory lemmas [4,6], but maintaining the resolution proof correctly. Our app-
roach differs in the way that we do not try to maintain the resolution proof. In
fact, we only derive the set of linear constraints used in the interpolant by such
proofs and then try to reduce this set in a local search heuristic. The invariant
we preserve is based on an extension of Proposition 3 in [5], i.e. our set of inter-
polant constraints L fulfill that for every pair of points a € A and b € B, there
exists a linear constraint [ € L such that [ separates the points a and b. The
proposition states that then there exists a Boolean formula, i.e. the interpolant,
that separates A and B.

The paper is structured as follows: In Sect. 2 we will briefly describe previous
methods to construct interpolants and the data-structure used in our bench-
marks. Then we present our approach in Sect.3, and some optimizations in
Sect. 4. After that we present the evaluation of our method compared to three
different other approaches in Sect. 5.

2 Preliminaries

2.1 Notations

For a point p € B" x R™, we denote the first n components, i.e. the Boolean
components, by pgp and the last m, i.e. the real components, by pr. We
describe a single linear constraint ! by a formula d”z < dy with rational coef-
ficients do,dy,...,dm € Q™! over rational variables 1,...,%,,. For a point
p € B" x R™ and a linear constraint [, we associate with I(p) the Boolean vari-
able that is true, if d”pr < do and false if d”pr > do. We write Dz < d; for
a conjunction of u linear constraints over rational variables (z1,...,2,)T ==
with D € Q“*™ and dy € Q“.

2.2 Computing Interpolants by Resolution Proofs

A (quantifier-free) formula F' in the theory of linear arithmetic with rational
coefficients (LA(®)) is a Boolean combination of atoms. Each atom is potentially
a linear constraint with rational coefficients d over a fixed set of rational variables
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Z1,...,%m, denoted by d”z < dy, or a Boolean variable of a fixed set 41, ..., Yn.
A literal k is either an atom or the negation of an atom. A clause is a disjunction
of literals k1 V -+ V ks. For a set of literals C' and a formula F', we denote by
C \ F the set containing the literals in C' by removing all atoms occurring in
F, and by C | F the set of literals created from C by removing all atoms not
occurring in F.

Definition 1 (Craig Interpolant [7]). Let A and B be two formulas, such
that AN BE 1. A Craig interpolant I is a formula such that AEI, INBE L
and the uninterpreted symbols in I occur both in A and B, the free variabels in
I can occur freely both in A and B.

Typically an SMT-Solver solves such formulas stepwise, first handling the non
Boolean atoms like Boolean variables and solving this formula with a SAT
approach. After finding a satisfiable assignment for the Boolean variables, e.g.
K1 A --+ A Kg, the solver starts a decision procedure for the rational variables,
i.e. computes if there exists one assignment of x such that all inequalities in the
assignment simultaneously imply their given Boolean assignment. If this is not
possible, we call n = {k1,...,ks} a LA(Q)-conflict, the SMT-solver then adds a
subset of k1, A+ A ks described as a clause called LA(Q)-lemma, to its set of
clauses and starts backtracking, this will provide the procedure from selecting
the invalid assignment again. These subsets are often called minimal infeasible
subsets and are optimized in the way that the number of literals is minimized
but still maintaining the £.A(Q)-unsatisfiability.

Definition 2 (Resolution Proof). Let S = {ci1,...,ct} be a set of clauses.
P = (Vp,Ep) is a directed acyclic graph partitioned in inner nodes and leaves.
P is a resolution proof of the unsatisfiability of c1 A -+ A ¢y in LA(Q), if

1. each leaf in P is either a clause in S or a LA(Q)-lemma (corresponding to
some LA(Q)-conflict n);

2. each inner node v in P has exactly two parents v® and v”, such that v® and
vl share a common variable p (pivot variable) in the way that p € v* and
—p € v®. We derive v by computing the conjunction of vt Av’;

3. the unique root node r in P is the empty clause.

Let S = {c1,...,c:} be a LA(Q)-unsatisfiable set of clauses, (A4, B) a disjoint
partition of S, and P a proof for the unsatisfiability of S in £A(®). Then an
interpolant I for (A, B) can be constructed by the following procedure [8]:

Initiate I as a copy of P, we then change the association of the nodes
accordingly.

1. For every leaf vp € P associated with a clause in S,
set vy =vp | B,ifvp € A, and set v; = T, if vp € B.
2. For every leaf vp € P associated with a LA(Q)-conflict »,
set v; = Interpolant(n\ B,n | B).
3. For every inner node vp € P,
set vy = vk Vol ifvp ¢ B, and set v; = vF Avl if vp € B.
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The unique root node r; then represents the formula of an interpolant of A
and B. Several methods are known to construct L£A(Q)-interpolants, e.g. [9],
all have in common that they construct a single linear constraint based on the
convex regions given to the function. One basic idea is to use Farkas Lemma
to construct a linear constraint separating these convex regions computed by
linear programming. If those calls are handled separately, this will add for each
LA(Q)-conflict in the proof a linear constraint with a fixed normal [6] to the
interpolant, and therefore will lead to a substantial blow up in the complexity. To
find simpler interpolants the authors in [6] try to combine those calls by enlarging
their degrees of freedom, i.e. extending the £A(Q)-lemmas and relaxing specific
constraints in the linear program to find shared interpolants for different theory
lemmas in one proof.

2.3 Computing Interpolants by DC-Removability Checks

In the description of a formula F' we could ask whether it is possible to remove
redundant constraints. This is not as straightforward as in the situation of convex
polyhedra. A linear constraint [ is redundant for a formula F' if there exists
a formula G that depends on the same linear constraints except of [ and F
and G represents the same predicates. To achieve this we introduce a “don’t
care set” DC for F', which consists of all Boolean configurations which are not
LA(Q)-sufficient, and then efficiently construct G, which holds F = G for every
configuration not in DC. This method was introduced by [10] and expanded in
[11] to compute an interpolant of A and B. Assume we have two disjoint formulas
A, B, i.e. AN B is unsatisfiable. We then set F' = A and extend the set DC from
above by the set =A A —=B. By the usage of the same construction now the new
formula G can differ in all regions that are not specified by either A or B. This
turns the method of redundancy removal in a method of interpolation.

For both the basic approach of constructing an interpolant from a resolution
proof and the reduncancy removal, the fundamental problem is that there is no
freedom in the choice of linear constraints. The approach introduced in [6] is
more flexible, but lacks the fact that it does not notice if a linear constraint is
redundant.

2.4 Description of a State Set

A formula A can be interpreted as a specific subset of B" x IR™, e.g. a represen-
tation of a state set. There are several possibilities to describe state sets, e.g. the
LinAIG data structure [11] where such formulas are saved as an extension of
a classical And-Inverter-Graph. An And-Inverter-Graphs is a directed, acyclic
graph partitioned in inner nodes and leaves. Each inner node has exactly two
predecessors, representing a logical conjunction. Each leaf represents a Boolean
variable y € B" or in LinAIGs a lesser-or-equal constraint over the rational vari-
ables z € Q™. Additionally, the edges can contain markers indicating a logical
negation. The formula A is then the association of the unique root.

This representation is also often used as a data structure for resolution proofs.
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Our method does not depend on the way the state sets are described, but
we assume that we can negate and intersect state sets and that we can compute
whether a state set is non-empty and if so, obtain a point within the state set.
All these operations are executable by common SMT solvers. Furthermore, we
can easily create a set of all linear constraints used in the description of the
state set.

Note that the state sets are not in disjunctive normal form, where convex
regions would be easily accessible, and a transformation would not be practicable
due to a potentially exponential blow-up in the description.

3 The General Algorithm

The problem we are solving can be briefly described as follows. Let two state
sets A, B and an interpolant of these be given. Try to minimize the number of
linear constraints used in the interpolant.

Ezample 1. Figure1(a) shows two state sets A, B, with no Boolean complex-
ity, i.e. n = 0. One representation of those sets is A = (I3 Als) Vi3 V Iy and
B = (I5 Nlg) V (I7 Alg). In this case, A itself is an interpolant of A and B.

Our algorithm is based on the following extension of Proposition 3 in [5].

Proposition 1. The set of (linear) constraints L = {Lq,..., Ly} separates the
state sets A and B through some Boolean formula if and only if for every pair
of points p € A and g € B with pg = qp there exists an i (1 <1 < h) such that

Li(p) # Li(q)-

The proof of the extension is basically the same as the one given in [5] despite
two differences. Firstly, we have a finite set of (convex) regions instead of points.
But since we also used L to construct these regions they behave like points, i.e.
the points in such a (convex) region are constant under the associated Boolean
variables. Secondly, in the extension this only holds for pairs of points in the same
Boolean space, since we can distinguish the Boolean spaces by m other Boolean
variables easily in a formula easily. We use this proposition in our algorithm as
follows.

The algorithm iteratively improves the set L by replacing two linear con-
straints by one, while preserving the invariant that L satisfy Proposition 1. The
linear constraints in L are called interpolant constraints. Every new constraint
added to L can be described separately by a linear combination of constraints
in A and B. This lead to the fact that if the initial L only contains constraints
described over local variables of A and B, the output of our algorithm only con-
tains such constraints, for details we refer to the linear constraints of the LP
(4) and (5) in Sect. 3.4. Hence, our algorithm is a local search heuristic. In this
section, we describe the test whether two linear constraints can be replaced by
one and in Sect.4, we describe some techniques to improve the performance.
In particular, we describe our approach to reduce the number of pairs of linear
constraints that are tested. Most approaches are of a heuristic nature.
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The interpolant itself is constructed by using the method described in
Sect. 2.3. We therefore deliver a sufficient set of constraints to construct the
interpolant, so in the constraint minimization the part of finding redundant
constraints can be skipped. This together with the fact that all interpolant con-
straints are defined over local variables of A and B lead to the fact that the
resulting interpolant is in fact an Craig-Interpolant.

x] - xq

*by

«by xby

ho

(a) ol (0) (©)

Fig. 1. Running example for our algorithm

3.1 Test Whether One Additional Linear Constraint Is Sufficient

This is the core part of the heuristic, where we determine if we can reduce the
size of the interpolant. It will test if it is possible to substitute two given inter-
polant constraints by one new linear constraint {*. Notice, that when removing
two interpolant constraints, there will be pairs a € A,b € B of points with
ap = bp that can not be distinguished by the remaining interpolant constraints
L,ie. l(a) =1(b) for all [ € L. We will test whether all those pairs of points can
be distinguished by a single new linear constraint.

Basically, we iteratively collect such pairs of points and construct a linear
constraint [* separating all pairs of points already found, until either all pairs
of points can be distinguished with the additional help of I* or no such linear
constraint can be found. Figure 2 gives a sketch of the algorithm.

In order to guarantee termination, it does not satisfy to collect pairs of points,
as there can be an infinite number. Therefore, we construct convex regions C,
and Cjp around the points a and b described only by constraints known to the
system, i.e. for C, we only use linear constraints used in the description of A and
additionally all remaining interpolant constraints. The convex sets are contained
in the respective sets, i.e. C, C A and C, C B. Since there are only a finite
number of linear constraints in the description of the state sets and interpolant
constraints, there are only a finite number of possible convex sets describable by
these constraints. This lead to a termination of this part of the algorithm in a
finite number of steps.

Hence, we need three sub-algorithms. One for finding pairs of points that can
not be distinguished, one for constructing the convex regions around them, and
one for constructing a linear constraint separating a given set of pairs of convex
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regions. An algorithm for the first problem which is based on SMT is given in
Sect. 3.2. A simple solution for the second problem is given in Sect. 3.3. Finally,
we give a solution for the third problem based on linear programming (LP) in
Sect. 3.4.

remaining interpolant constraints

with additional inequality {

separating No
constraint no success
o h found?
2=
£l
g Lp
- Problem
k]
SMT § o
Problem g
3
enlarge to
convex-
regions
found not Yes
L———| separated success
ints a.b?
points a,b? No

Fig. 2. Sketch of the core part of the heuristic

Example 2. As mentioned in the previous part the set of linear constraints
L = {l,...,l4} of A is a valid set of interpolant constraints, i.e. satisfy
Proposition 1. Figure 1(b) and (c¢) show the solutions of the three sub-algorithms
from the test, whether [y and l» can be substituted by a single new constraint.
In the first iteration, shown in (b) we find a pair of points ay, by that are indistin-
guishable, once L = {l3,14}, after that we compute convex regions around those
points, shown as highlighted areas, and finally compute a linear constraint [g
that separates this pair of convex regions. L U {lg} do not satisfy Proposition 1,
therefore the algorithm starts a second iteration, shown in (c¢), and finally com-
putes a linear constraint l1g, that simultaneously separates both pairs of convex
regions found in the first and the current iteration. Finally L U {l1o} satisfy
Proposition 1 and therefore one constraint less is needed in the interpolant.

3.2 Finding Pairs of Indistinguishable Points with SMT

Notice, that we are in the situation that we have to test whether our tentative
new linear constraints [* together with the remaining linear constraints L of the
interpolant satisfies to construct an interpolant between state sets A and B. The
linear constraints are not sufficient if and only if we can find points a € A,b € B
with ag = bp that are not distinguishable, i.e. for all I € L U {I*}i(a) = I(b)
holds.

To solve this by an SMT solver we use the following formula:

(acA)AbeB)ANas=be)A| /\ 1Ua)=10) (1)
leLu{i*}
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Either we found a valid solution and therefore two points a, b that are not sepa-
rable by any linear constraint in LU{I*} or we found that LU{l*} is a valid set of
interpolant constraints. The problem has only minor changes in every iteration,
because we only substitute the old condition [*(p) = {*(q) with an updated linear
constraint [*. This gives us the opportunity to use the advantage of incremental
SMT.

3.3 Enlarge Pairs of Indistinguishable Points to Convex Regions

If we have found a pair of points a,b as described in the previous section, we
want to find a set of points C, C A around a that is preferably large, such that
no point in C, can be distinguished from b and vice versa.

We achieve this by computing convex regions around a, such that all points
within C, are equal with respect to all linear constraints in L\ {{*} and all linear
constraints used in the description of A.

For computing C, test for every linear constraint [ that is used in the descrip-
tion of A, if a satisfies this linear constraint, i.e. we compute [(a). We therefore
collect linear constraints in a set C. We add [ to C' when I(a) is true, or =1 if
l(a) is false. After evaluating that for every linear constraint in A, we compute
the same for every interpolant constraint. We do not use the current [* in the
description of the convex region, since we change this constraint in the next step,
where we search for a new candidate. C, is then computed as a conjunction of
all constraints in C.

3.4 Finding a Linear Constraint Separating Pairs of Convex
Regions with LP

We try to find a solution to this problem by constructing a linear program whose
solution represents a separating linear constraint. The LP does not solve the
problem in general, as it will fix all convex regions of A on one side and the convex
regions of B on the other side, which is not necessarily required. Furthermore,
it assumes that all inequalities in A and B are non-strict, i.e. convex regions are
enlarged by their boundary. Both deficiencies are handled heuristically later. We
use an LP-solver that handles rational arithmetic as errors in the coefficients
prevent the algorithm from termination since we could be forced to separate the
same pair of convex region multiple times.

The construction of the LP is similar to the one that computes the linear
constraints in resolution proofs, hence based on Farkas’ Lemma. We expanded
the approach to separate multiple pairs of convex regions.

Therefore, we define the variables d € Q™ and dy € Q that describe the
new linear constraint [* in the form d”z < dy. Pairs of convex sets (A?, BY)
for i € {1,...,k}, which are present in the k-th iteration of the LP-problem for
finding a new constraint for one test described in Sect. 3.1, all constructed by
the enlargement of points to convex regions described in Sect. 3.3. The constraint
d"x < dy is implied by A?, if there is a non-negative linear combination of the
inequalities of A’ leading to d'x < dy. Similarly, the constraint a’z > b is
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implied by B?, if there is a positive ¢ such that there is a non-positive linear
combination of the inequalities of B’ leading to d”z > dy + . All constraints
can easily be formulated as linear constraints.

A detailed description of the LP is given in the appendix. If the LP is solvable
and £ > 0 the computed linear constraint [* separates each pair of convex regions.

Extension to Non-Closed Polyhedra. Obviously, the former statement is
also true in the case that some of the inequalities are strict. When the LP is
solvable but ¢ = 0, at least one of the convex regions of each set touches the
inequality if all inequalities are non-strict. Hence, the LP solution does not give
a linear constraint in this case, as the negation of the non-strict inequality is
not implied by one convex set of B and its strict version is not implied by one
convex set of A. If there are strict inequalities in the description of the convex
regions, we test whether the computed linear constraint still separates the convex
regions either in the non-strict or in the strict version. This is done by computing
if the non-strict or the strict version is a valid choice for each pair. Only if a
solution is valid for every pair it is a solution for the problem. Details are given
in Section B in the appendix. Alternatively, a linear program that is forced to
use a strict inequality of the right-hand side of the linear combination evaluates
if dy can be used.

Greedy Approach. The LP is trying to separate all regions by always forcing
A? on one side of I* and all B* on the other side of [*. This is more than we
actually need in order to satisfy Proposition 1. So we expand our LP problem
by a greedy approach as follows. Assume we find a linear constraint separating
the pairs (Ai7 Bi) for the first £k — 1 convex pairs, but the LP does not find a
solution when trying to set A* on the one side and B* on the other. Then we
try to switch the sides of A¥ and B*, i.e. we modify the variable bounds and
the constraints concerning the last added pair of regions, such that the convex
regions will change the sides on [*.

This is a greedy approach, as we only change the positions of the convex
regions of the last iteration.

The LP and Proposition 2 given in Section B in the appendix can be adopted
easily for this greedy approach.

4 Optimizations

Our main goal with the optimizations is to reduce the number of tested pairs
of linear constraints to a reasonable amount. For this goal, we first introduce
the concept of Non-Redundancy-Certificate-points (NRC-points) for interpolant
constraints, which are then used to choose interesting candidates of pairs of lin-
ear constraints. The idea behind this heuristic is, that it is more likely to combine
constraints when they are needed to separate the same regions. There will be
situations where we will not choose the correct pair. To check the potency of the
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heuristic choice of specific pairs and the overall heuristical algorithm we com-
puted all benchmarks in Sect. 5 with the heuristical choice and by testing every
pair of interpolant constraints. Furthermore, we give some other optimizations
to the general approach.

NRC-Points. An NRC-Point (a,b) is a pair of points, where a € A and b € B
are only distinguishable by one interpolant constraint i and are indistinguishable
for every other interpolant constraint, we call (a,b) a NRC-point of h. Formally,
an NRC-point (a,b) of h is a solution of the formula

(@ac AAbeEB)Aap=bp)A | J\ Ua)=1()|. (2)
lEL\h

Since there can be more than one NRC-point of h, we first solve (2), then we
compute convex regions C,, C}, around a and b, with the method described in
Sect. 3.3. After this, we solve (2) with the additional conjunction, that (a ¢
Ca) A (b ¢ Cy). This can be done multiple times, and with the advantage of an
incremental SMT since we only add clauses to the formula.

It is worth mentioning that the search for the NRC-points detects if an
interpolant constraint is redundant, i.e. it is not needed to fulfill Proposition 1.
This is the case, when (2) is not satisfiable in the first iteration. When this
occurs, we delete the inequality from the interpolant constraints. To keep the
computational effort low, we only compute a maximum of three NRC-points for
each interpolant constraint, this is motivated by experimental results.

Ezample 3. Consider Example 2, we want to compute all NRC-points for I3.
Therefore we search for points (as,bs), that are a solution to the problem
(a3 € A) A (b3 € B) A (Njeqr,0,43 lias) = 1i(bs)). The pair (as,bs) is shown in
Fig.3(a). The highlighted areas are again the convex regions built around the
points ag, bs. There is no other solution that is not in the convex regions, there-
fore (a3, bs) is the only NRC-point for /3. Additionally it is easy to see in Fig. 1,
that the pair (a1,b1) is an NRC-point of {1, and (ag,b2) an NRC-point of I5.

The Choice of Interesting Pairs of Inequalities. After we calculated the
NRC-points for every interpolant constraint, we compare the constructed convex
regions around these points. A pair of inequalities (s, t) is chosen by our heuristic,
if there exist two NRC-points (as, bs) and (ay, b) for interpolant constraints s and
t, such that either a; and a; or bs and b; are equal in respect to all I € L\ {s,t}.

In this case, our heuristic chooses the pair (s,t) as a pair that is promising,
and therefore will be tested by the method described in Sect. 3.1.

If it was possible to improve the interpolant by testing the pair (s, t), all other
constraints that where chosen to be tested with either s or t are then tested with
the newly found interpolant constraint.

Ezample 4. Consider Example 3, we already computed NRC-points for [y,l5
and [3. The heuristic for interesting pairs now compares these points, i.e. the
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(a) (0) (©)
Fig. 3. Example of NRC-points and the heuristic choice of pairs.

convex regions around these points only build by interpolant constraints. In
Fig. 3(b), we see that the convex regions around a; and as are the same, the
heuristic therefore chooses the pair [y, [y as a promising candidate. The heuristic
does not choose the pair [1,l3 since none of the convex regions are equal as we
can see in Fig. 3(c).

Using NRC-Points to Save SMT-Calls. Assume we want to replace the
interpolant constraints [; and [ by a new linear constraint [*. The algorithm in
Sect. 3.1 would first compute a pair of points, that is now not separable. With
the precomputation of NRC-points, we can skip this since we already have at
least two pairs of convex regions at hand that need to be distinguished by [*.

5 Experimental Results

We implemented our algorithm in the C++ language, using Yices [12] to solve
the SMT problems and QSopt-Exact [13] to solve the rational LP problems. All
computations were done on a single core of an Intel 17 with 3.20 GHz, and a
memory limit of 2GB. The maximal time used for a computation of a single
interpolant for a method was I5minutes, the average overall was around 2 s.
The benchmarks are intermediate state sets of over 150 different model checker
runs, mainly two different categories of models. We tested 62 models of the
category Flap/Slat System (FS), during take-off (and landing) flaps and slats
of the aircraft are extended to generate more lift at low velocity and have to
be retracted in time as they are not robust enough for high velocities. The
models have different numbers of flaps/slats, explained in more detail in [15].
Another 90 models of the category of ACC, where a controllers objective is to
set the acceleration of the controlled car to make it reach the goal velocity in a
distance equal to or greater than the goal distance. Additionally, we tested 15
other models of other categories. Damm et al. [4] provided the model checker
and models, which created the intermediate state sets. Independent of the model
which is tested the intermediate state sets are divided in two different classes.
In the first class, formula A describes a state set and formula B describes the
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negation of a bloated version of A. This is used in the model checker, if the
descriptions of the state sets become too difficult. Hence, we look for a state set
with a simpler description that is slightly larger than the given state set. Due
to the bloating factor this will lead to different degrees of freedom. In all our
benchmarks the bloating factor for each linear constraint was set to 10 %, so
every linear constraint of the bloated state set is pushed by 10% of the total
variable range of all variables used in the constraint, which is applicable, since
all benchmarks are bounded in every variable. The second class comes from the
so-called abstraction refinement, where specific points are excluded in a previous
computed interpolant computation. In this set of benchmarks the two state sets
A and B “touch” each other, i.e. they use the same linear constraint in different
orientations.

All benchmarks are compared with Constraint Minimization [4], which basi-
cally removes redundant constraints out of the description, a version of Simple
Interpolants [6], which creates shared constraints in the proof, and the standard
interpolation method of MathSat [14]. To compare the quality of the solutions
of Simple interpolants and MathSat we additionally executed a Constraint Min-
imization at the end of their computation. We were not able to compare our
approach with the method described in [3], as their description of the state sets
differs from ours.

We implemented four types of our approach. Approaches g_all and n_all test
all pairs of linear constraints, while g_h and n_h only test pairs of interpolant
constraints selected by our heuristic described in Sect. 3.4. Further g_all and g_h
use the greedy approach described in Sect. 3.4, while n_all and n_h do not use
it. A computed interpolant obtained by Constraint Minimization was used to
compute the initial set of interpolant constraints L.

Table1 shows a comparison of gai1, Nair, gr, nns, Simple Interpolants (SI),
MathSat (MS), and Constraint Minimization (CM).

The benchmarks are all sorted by categories (FS, ACC, other models) and
classes (bloated, refinement). The key specifics of each benchmarks are given
with the number instances, the number of Boolean variables n, and the num-
ber of real variables m in the table. To compare the approaches, we state the
average number of linear constraints (# LC) and its variance (var. # LC). Then
the relative size of the interpolant (rel. # LC) is compared to the approach of
Constraint Minimization, since this method only removes redundant constraints.
Additionally, we state the number of instances where the method improved the
interpolant (# better), again compared to the Constraint Minimization. In the
cell of the Constraint Minimization “# better” states the number of instances
where no method constructed an interpolant better than the one computed by
the Constraint Minimization. At last, the average runtime (time) of each method
is stated.

From the table we can see that most of the benchmarks in the refinement
context independent of the model could usually not be improved by any method.
The distinct test where this can be seen is ACC - refinement. In this set of bench-
marks for every of the 180 instances all methods computed an equal interpolant.
We assume that this is the result of the fact that the state sets “touch” each
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Table 1. Experimental results

Jall Nall gn

nh ST MS CM

FS - bloated (2255 instances, n € {0,...,34}, m € {1,...,3})

#LC

6.18 6.30 6.76

6.79 7.33 739 743

var. #LC 7.72 851 10.434 10.66 9.78 9.70 9.97
rel. #LC 0.83 0.85 0.90

# better

time

1533 1453 969
3.14s 2.35s 0.92s

0.90 0.99 1.00 1
938 336 196 717
0.82s 1.78s 0.83s 0.37s

FS - refinement (915instances, n € {0,...,36}, m € {2,...,3})

#1.C

8.00 8.01 8.12

var. # LC 11.28 11.32 11.19
rel. #LC 0.97 0.97 0.98

# better

time

138 134 81
2.59s 2.10s 0.69s

8.12 8.22 8.23 8.22
11.21 11.22 11.23 11.13
0.99 1.00 1.00 1

79 15 10 776
0.64s 0.95s 0.62s 0.30s

ACC - bloated (1575 instances, n € {0,...,7}, m € {3,...,5})

#LC

2.28 228 251

var. #LC 0.38 0.38 0.25
rel. #LC 0.51 0.51 0.55

# better

time

1305 1305 1305
2.60s 2.09s 1.33s

2.51 441 5.71 5.54
0.25 2.19 11.84 6.06
0.55 0.87 1.01 1
1305 724 258 270
1.12s 0.35s 0.24s 0.24s

ACC - refinement (180instances, n € {4,...,7}, m € {7})
#LC 3 3 3 3 3 3 3
var. # LC 0 0 0 0 0 0 0
rel. #LC 1 1 1 1 1 1 1
# better 0 0 0 0 0 0 180
time 0.36s 0.29s 0.34s 0.26s 0.06s 0.04s 0.06s
other models - bloated (740 instances, n € {0,...,31}, m € {1,...,5})
#LC 732 743 813 8.16 8.28 8.47 8.50
var. #LC 13.84 14.83 18.32 18.72 19.78 20.54 20.16
rel. #LC 0.87 0.88 0.95 095 1.00 1.00 1
#better 464 435 209 196 64 64 276
time 7.77s 6.30s 3.48s 3.40s 11.33s 8.36s 1.83s
other models - refinement (96 instances, n € {4,...,24}, m € {2,...,3})

#LC

12.09 12.11 12.11

var. # LC 21.62 21.79 21.87
rel. #LC 0.99 0.99 0.99

# better

time

9 7 7
8.30s 6.65s5 2.37s

12.13 1231 12.34 12.19
21.84 22.32 22.61 21.73
0.99 1.01 1.01 1

[ 2 2 86
2.30s 11.78s 8.73s 1.23s
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other and therefore reduce the degree of freedom. On the other hand, all of our
algorithms were able to improve most of the bloated benchmarks. Again the
obvious test where this can be seen is in the ACC models. There, all of our
methods could improve 1305 of 1575 instances, with an overall relative improve-
ment of 49 % for the algorithms that tested every pair of interpolant constraints,
and 45 % for the two algorithms that tested only interesting pairs computed by
our heuristic.

The experiments also indicate that our greedy approach for the LP problem
is not often helpful in improving interpolants, i.e. there were only 162 of total
5761 instances where the greedy algorithm (g, gips) was better than the appro-
priate normal algorithm (ng, nyps). Overall, our algorithm ny,, achieves the best
ratio in improving interpolants compared to the time effort, with a overall factor
of ~4.71 in exceeded running time and an improvement of around 20 %.

6 Conclusion and Further Research

In this paper, we showed how the number of linear constraints in interpolants for
linear arithmetic can be reduced by a fair amount. The experiments showed that
in the context of intermediate state sets in hybrid model checking the success of
our algorithm closely related to the model in which this problem occurs. Further,
we plan to improve our running times by replacing the rational LP solver by a
state of the art LP solver and use rational arithmetic only to verify the feasibility
of the solutions. Additionally, we want to improve our heuristic for the choice
of “interesting” pairs of interpolant constraints. Furthermore, we will try to
compute lower bounds for the amount of interpolant constraints needed in this
context.
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Waldmann from the Max Planck Institute for Informatics at Saarbriicken and S. Disch
from the University of Freiburg for numerous ideas and discussions

A Detailed Description of the Linear Program

Recall the variables given in Sect.3.4. Let A%, B? be the convex sets of the i-th
iteration, constructed by s4:, respectively sg:, conjunctions of linear constraints.
Then A’ is formally defined by A* = {z € R™| A’z < o'}, with A* € Q"
and B' = {w € R™| Biz < Bi}, with B! € Q™**#*. We additionally introduce
sqi variables ' and sg: variables ! for every iteration i € {1,...,k}.

We look for an inequality that maximizes a simple measure of the distance
of the constructed inequality to the convex regions. We do this by subtracting
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the € to the positive convex combination of the inequalities from A? for [, i.e. the
convex combination leads to d”x < dy — e. As we can scale any LP-solution by
an arbitrary positive scalar so far, we have to normalize the solution. Therefore,
we restrict the linear combination of one region to be a convex combination.

Hence, we obtain the following LP, where all linear constraints except (6)
and (11) are introduced for all ¢ € {1,...,k}:

max & (
st (AYTN =d (
(B) ' =d (
da=1 (6
(@)'N <dy—e (
(B)'w' > do+e (
A >0 (
pt <0 (10
£>0 (11

Constraints (4) and (5) force that the direction of the new constraint, described
by d, is representable by the linear constraint of the convex regions. Conditions
(7-11) verify that convex regions are on the right side of I*. Condition (6) nor-
malizes the solutions.

B Detailed Distinction for Non-Closed Polyhedra

The following proposition states when we have found a separating constraint in
case of € = 0.

Proposition 2. Assume the LP (4-11) has optimal value 0 and let (d,dp) be
the solution of the LP for the variables d and dy.

1. Ifforalli € {1,...,k} either ()T u*—do > 0 or there exists a strict inequality
s # 0 in B® with variable (u')s such that (u')s < 0, then a’z < dy separates
the regions.

2. If for alli € {1,...,k} either (a*)T X' —dy < 0 or there exists a strict inequal-
ity s # 0 in A’ with variable (\*)s such that (\')s > 0, then a’z < do
separates the regions.

The proof for this proposition is straight forward and will not be given in the
paper.
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Abstract. We present a new algorithm for the construction of a cor-
relating program from the syntactic difference between the original and
modified versions of a program. This correlating program exhibits the
semantics of the two input programs and can then be used to com-
pute their semantic differences, following an approach of Partush and
Yahav [12]. We show that Partush and Yahav’s correlating program is
unsound on loops that include an early exit. Our algorithm is defined on
an imperative language with while-loops, break, and continue. To guar-
antee its correctness, it is formalized and mechanically checked within
the Coq proof assistant. On a series of examples, we experimentally find
that the static analyzer dizy is at least as precise on our correlating
program as on Partush and Yahav’s.

1 Introduction

Most of current software engineering practices are using textual differences —
as provided by the Unix diff tool — to examine changes made on a program.
However, many development tasks [9] would take benefit from semantic differ-
ences, i.e. a representation of the meaning of each change made on a program.
Such a piece of information would be very helpful to check that refactoring does
not change current program behavior [15], to minimize replay of tests after a
change [1], to check that a change indeed modified the expected parts of the pro-
gram [7,8], to generate synthetic patches for code reviews, to determine security
impact of a change [2], etc.

Moreover, the tool computing and presenting such semantic differences to a
final user should be sound, i.e. no change should be missed, so that the user can
safely elaborate further software engineering tasks on top of the reported dif-
ferences. Building such a sound tool implies that the underlying theory is itself
sound and that it is correctly used to specify and implement the tool. This is an
error-prone task which can be nonetheless guided by modern proof assistants.
This approach leads to Correct-by-Construction tools like the CompCert C com-
piler [10].
© Springer International Publishing Switzerland 2015
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We follow Partush’s and Yahav [12]’s approach to compute semantic differ-
ences between two variants P and P’ of the same program: (i) we generate a
correlating program C' that tightly interleaves the instructions to simulate the
parallel executions of P and P’; (ii) we apply a dedicated Abstract Interpreta-
tion [3] technique on C to approximate the correlation between the variables of
P and P’

Even though we reuse an existing approach, we propose a new algorithm to
build the correlating program and we formally verified this algorithm within the
Coq proof assistant [11]. Incidentally, this allowed us to find that Partush and
Yahav’s approach produces incorrect results for loop constructions with early exit.
In our opinion, Parush and Yahav’s approach is flawed by design because their
generation algorithm is directed by a textual difference between the two versions
of the program. This textual representation is not structured enough to correctly
perform a static scheduling of the two programs instructions. On the contrary, our
generation algorithm is directed by a structured difference between abstract syn-
tax trees which is a better input for a static scheduling because it gives a structured
relationship between the control flow graphs of the two programs. Besides, our tool
is extracted from our Coq formalization and is thus Correct-by-Construction. To
sum up, the contributions of our paper are as follow: (i) we identify errors in pre-
vious work of Partush and Yahav [12]; (ii) we propose a new sound algorithm for
the production of a correlating program from a syntactic structural difference;
(iii) both the underlying theory and our algorithm are formalized and mechani-
cally checked within the Coq proof assistant; (iv) we experimentally compare the
quality of our approach against Partush and Yahav’s work.

Plan. In Sect. 2, we give an overview of our analysis chain structure along with
an example. In Sect. 3, we present our input language and its guarded form as
well as their semantics. In Sect. 4, we show how we represent syntactic differences
between the original and modified programs. In Sect.5, we present the core of
our approach to generate a sound correlating program. In Sect. 6, we discuss our
implementation and some experiments. In Sect. 7, we present related work and
finally present our conclusion and future work in Sect. 8.

2 Overview

The original analysis described by Nimrod Partush and Eran Yahav [12] can be
decomposed in two main components: a set of program transformations (imple-
mented in a tool called ccc) yielding a correlating program, and a static analy-
sis on this correlating program (implemented in a tool called dizy). Our work
mainly consists in a restricted (but proven correct) replacement for the first
part (ccc) while producing an output that remains compatible with the second
part (dizy). This new algorithm called correlating program uses structured
syntactic differences to correctly interleave the instructions of the two programs
while factoring their control flow as much as possible. In this section, we compare
Partush’s and Yahav’s algorithm and our algorithm on the following examples
where the line “a = a + 10;” is moved.
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Original version

Modified version

void f(int a, int b) {
if (a < b) {
a =a + 10; // moved line
b=>b - 10;
} else {
b=>b+ 1;
};
}

void f(int a, int b) {
if (a < b) {
b=b - 10;
} else {
a =a + 10; // moved line
b=D>b+ 1;
};
}

Textual Diff-directed Tool ccc. First, ccc turns the two programs into a semanti-
cally equivalent guarded form where every assignment is guarded by a condition.
Thus, conditional statements are useless and the only remaining control struc-
tures are loops. On the example, this step produces the following two programs
where the if(a < b) statement has been translated as a guard for each statement:

Guarded original program (ccc)
void f(int a, int b) {

Guard GO = (a < b);
if (GO) a = a + 10;
if (GO) b = b - 10;
if (IGO) b =b + 1;

Guarded modified program (ccc) —
void f(int a, int b) {

int T_a = a; int T_b = b;

Guard T_GO = (T_a < T_b);

if (T_GO) T_b = T_b - 10;

if (IT_GO) T_a =

if (!T_GO) b =
}

T_
T_

Second, ccc interleaves the instructions of these two guarded programs
according to their textual difference into the following correlating program.

void f(int a, int b) {
int T_a = a; int T_b = b;

Correlating program (ccc)

Guard GO = (a < b);
Guard T_GO = (T_a < T_b);

if (GO) a = a + 10;

if (GO) b = b - 10;

if (T_GO) T_b = T_b - 10;
if (IT_GO) T_a = T_a + 10;
if (1G0) b = b + 1;

if (IT_GO) T_b = T_b + 1;

// if condition (original version)
// if condition (modified version)
// then branch (original version)
// then branch (original version)
// then branch (modified version)
// else branch (modified version)
// else branch (original version)
// else branch (modified version)

Syntactic Difference-directed Tool correlating_program. Instead of a textual
difference, our algorithm takes a syntactic difference between the abstract syntax
trees of two programs as defined in Sect. 4. First, it tags variables in this syntax
difference to avoid naming conflicts. Tagging consists in prefixing names of the
original program with 0_ and names of the modified program with T_0_:

Structured difference

Tagged structured difference

void f(int a, int b) { void test(int O_a, int 0_b) {
if (a < b) { if ([0_a < 0_b] — [T_0_a < T_0_bl) {
- a = (a+ 10); - O_a = (O_a + 10);
b= (b - 10); O_b =0_b - 10 — T_0_b = T_0_b - 10;
} else { } else {
+ a = (a+ 10); + T_O_a = (T_O_a + 10);
b=(b+1); O0_b=0_b+1 — T_0_b=T_0_b+ 1;
}; };
} }
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The correlating program is then obtained by recursively translating to
guarded form the original and modified programs represented by the structured
difference, and interlacing them following the difference structure, as defined in
Sect. 5, leading in this case to the same correlating program as produced by ccc.

Motivating Example. The correctness proof of the above program transforma-
tions ensures that the execution of the correlating program correctly simulates
the input programs parallel execution. Such transformations are error-prone, and
it is easy to overlook corner cases, which is what happens in ccc regarding early
exits of loops. Indeed, consider the following example, in which the user simply
adds a break statement so that the loop is iterated at most once in the modified
version of the program:

— Original version Modified version
void fail(int x) { void fail(int x) {
i=0; i=0;
while (i <= 1) { while (i <= 1) {
i=1i+1; i=1i+1;
X =x+ 1; X =x+ 1;
break; // added break statement
} }
} }

In this case, we observe that the following correlating program produced
by ccc will return as soon as the code corresponding to the modified version
reaches the break statement (translated to a goto statement on line 15), thus
incorrectly simulating the original version of the program. Meanwhile, our tool
correlating program produces a sound correlating program by translating the
break statement into a guard affectation (T_GO = 0 on line 15) inhibiting further
execution of the code corresponding to the modified version of the loop without
impacting the execution of the code corresponding to the original version of the
loop:

ccc correlating program
1 |void fail(int x) { void fail(int 0_x) {
2 int T_x = x; int T_O_x = 0_x;
3 int i = 0; int T_i = O; int 0_i = 0; int T_0_i = 03
4
5 Guard G1 = 1; Guard T_G1 = 1;
6 Li: T_L1:; Guard GO = (0_i <= 1);
7 Guard GO = (i <= 1); Guard T_GO = (T_0_i <= 1);
8 Guard T_GO = (T_i <= 1); Li:
9 if (GO) G1 = 1; // unused here (used to
10 if (T_GO) T_G1 = 1; // encode continue)
11 if (GO) i =1 + 1; if (GO) if (G1) 0_i = 0_i + 1;
12 if (T_GO) T_i = T_i + 1; if (T_GO) if (T_G1) T_O0_i = T_0_i + 1;
13 if (GO) x = x + 1; if (GO) if (G1) O_x = 0_x + 1;
14 if (T_GO) T_x = T_x + 1; if (T_GO) if (T_G1) T_O_x = T_O_x + 1;
15 if (T_GO) goto T_L3; if (T_GO) if (T_G1) T_GO = 0;
16 if (GO) GO = (0_i <= 1);
17 if (T_GO) T_GO = (T_0_i <= 1);
18 if (GO) goto L1; if (GO) goto L1;
19 if (T_GO) goto T_L1; if (T_GO) goto L1;
20 L3: T_L3:
21 } }
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3 Source Language and Its Guarded Form

In this section, we define the syntax and semantics of our input language as well
as its guarded form, that will later be used in our translation functions.

3.1 Input Language

Syntaz. We write x for a variable identifier taken in an enumerable set of identi-
fiers Z, n for an integer value taken in Z and b for a Boolean value in {true, false}.
As shown in Fig. 1, the input language is a standard imperative programming
language with while-loops and if-statements which also includes the non-local
control-flow operators break and continue.

Semantics. The input language enjoys a standard big-step semantics: a program
transforms the store by means of commands and commands make use of pure
expressions to perform arithmetic and boolean computations. A store S :Z — Z
is a partial map from variable identifiers to integer values. The empty store is
written (), Vz € dom(S) quantifies over the finite domain of S, and Sz — v]
is the store defined on dom(S) U {z} such that S[z — v](y) = vif z = y and
S(y) otherwise. The judgment “S I e || n” is read “In the store S, the arith-
metic expression e evaluates into the integer n.” and the judgment “S F b |} b” is
read “In the store S, the boolean expression b evaluates into the boolean b.” The
interpretation of a command yields a return mode m which is either normal (writ-
ten O), interrupted (written , used to handle break statements) or continuing
(written o, used to handle continue statements). The judgment “Sp t ¢ |, S1”
is read “The command c¢ transforms Sy into S in mode m” (Fig. 1).

3.2 Guarded Language

We derive a guarded language from the input language of the previous section.
Every condition is now stored into a boolean variable called a guard variable and
every atomic instruction is guarded by a conjunction of guard variables (called
a guard in the sequel). This specific form effectively abstracts execution paths
into guard variables, as the values of the guard variables precisely determine
a single block in the control flow graph of the input program. Thus, assigning
specific values to these guard variables activates specific instructions of the input
program. In Sect. 5, this mechanism will be at the heart of the static interleaving
of programs instructions.

Syntaz. To simplify the proof of some technical lemmas, the identifiers of guard
variables are taken in the set Zg of words over the alphabet {0,1}. We will use
the fact that a word in this alphabet can encode a path in an abstract syntax
tree. We write g for such guard identifiers.

Definition 1 (Guard identifier independance). A guard g is independant
for a path w, written g#x, if it does not end with 7.
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c:=a| ¢ c|while (b) c|if (b) celsec (COMMANDS

a ::= skip | z = e | break | continue (ATOMIC COMMANDS

b ::=true | false | b&& Db b | e <e (BOOLEAN EXPRESSIONS

NN N N

ex=x|nlete (ARITHMETIC EXPRESSIONS
’ Big-step semantics for arithmetic expressions ‘
SuM
Cst VAR Sterlny  Skeln:
Skn{n Stz S(x) Skei+exn +zno
’ Big-step semantics for boolean expressions
AND LESSEQUAL
Ie NoT S}_b1ﬂlb1 Sl—elUnl
ST SkEbUb St by | by St e lny
SFbUb SF!bll—\b SFb1&&b2Ub1/\b2 SF61§62U1’11§2112
’ Big-step semantics for commands
g ASSIGN
KIP Steln
Sk skip g S Stxz=elp Sz n]
SEQ SEQ INTERRUPTED
SFClllDS, S/FCQUmSU SFclumS'
" oL . 11 o m ?é D
StecijeaIm S Skeciyeem S
THEN ELSE
St lm S S+ bl true Skealm S S+ b | false

S+ if (b) 1 else cz U S’

S+ if (b) c1 else ¢z Im S

WHILE TRUE

WHILE FALSE
S Fb | false

SteclmS

St bl true
S" - while (b) ¢ |}g S”
m # x

S+ while (b) ¢ g S

WHILE BREAK

S+ while (b) ¢ Ilg S”

BREAK CONTINUE

S+ bl true Skcl. s
S+ while (b) ¢ o S

S+ break . S S+ continue |, S

Fig. 1. Syntax and semantics of the input language.

The syntax of the guarded language includes an assignment statement acg
guarded by a conjunction of (positive or negative) guard variables and a while-
loop statement guarded by a disjunction of guard conjunctions. Notice that break
and continue are not present in the guarded language.
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Semantics. Besides the store S of integer variables, a program in the guarded
language also transforms a store G of guarded variables, which is a partial map
from guard identifiers to boolean values. The operations over standard memories
are naturally transported to guard memories. The judgment “Sy,Go F cg |
S1,G17 is read “The guarded command cg transforms the store Sy and the
guard store G into a new store S; and a new guard store G;”. The rules for
the evaluation of guards and disjunctions of guards are straightforward and thus
omitted.

ca == ca; cqg | skip | while (gv) ca | if (ga) aca (COMMANDS)
acg i=x=e|lg=> (ATOMIC COMMANDS)
gn =ge | ge A gna (GUARD CONJUNCTIONS)
gv i=gna | ga V gy (GUARD DISJUNCTIONS)
ge =g | g (GUARD LITERALS)

Big-step operational semantics for commands ‘

SEQ
S,GrFals. ¢ IGNORE
S/,G/ Foeo u S//7 G// SKIp G+ gn U’ false
S,GrFee | 87,6 S,GFskip| S,G S,GFif (gr) ace I S,G
ACTIVATE G ASSIGNMENT
G F ga | true S,GFacg 5, G SEbyDb
S,GFif (gr) ace 4 8", G’ S,GFg=0bl5,Glgw b]
ASSIGNMENT WHILE FALSE
Skteln G I gy | false
S,Grxz=e| S[z+—n],G S,G F while (gv)c | S,G

‘WHILE TRUE
G+ gy | true S, GFcl S G S’. G’ + while (gv)cd s’ G

S, G + while (gv) c | 8", G"

Fig. 2. Syntax and semantics of the guarded language.

3.3 Translation to Guarded Form

We transform input programs into guarded form using a recursive translation
function CT defined as follows:
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c o ‘ CI(gl, m, ¢, o) ‘
skip o skip
x=e o if (gl)yz=¢e
c1; 2 o ClI(gl,0-m, c1, 0); CI(gl, 1-m, c1, 0)
if (b) c1 else c2 0 if (gl) T =0b;

Cl(glAm, 1-m, c1,0);

CI(gl A—m, 07, c2, 0)

while (b) ¢ o if (gl) m=b;

while (gl A7) {
if (gl A7) 1 7 = true;

CI(ginTA(1-7),1-1-m, ¢, Some 7);

if (glAT)T=0}
break Some 7’| if (gl) ©' = false

continue |Some 7’| if (gl) 17’ = false

CI(gl, 7, ¢, 0) is a guarded program simulating the input program c ; 7 is
the path of the sub-program c in the whole program and is used as a fresh name
for new guard variables ; gl is the guard conjunction guarding c in the program
; 0 equals “Some 7’ if the innermost loop under which c is executed is at path
7w’ or “None” if there is no such loop. o is used in the translation of break
and continue statements by keeping track of the guard variables 7’ and 1 -7’
controlling the execution of the innermost loop.

Let us consider the case where ¢ is “if (b) c¢; else ¢3”. We first create a
new guard of name 7 to which we conditionally assign the value b under the
guard conjunction gl: “if (gl) m =b”. This guard represents the condition used
to select the branch of the if statement. Then we recursively call CT on ¢; (the
then part), guarded by the conjunction of the previous guards and the newly
created guard (“gl A 7). We create a new unique path “1-#” for the program
translated under this path. We do the same for cs (the else part), negating the
guard w (“gl A —=7”) and creating another unique path “0- 7.

The soundness of C1T is expressed by the following technical Lemma. Roughly
speaking, this lemma states that CI(gl, 7, ¢, 0) simulates ¢ correctly assuming
that the guard gl is active (i). The assumptions (ii) and (iii) are extra invariants
that makes the transformation work: o must provide the guard for the innermost
loop (ii) and the guard identifiers in gl must be independent with respect to the
path . The extra conclusions (a),(b) and (c) ensure that the invariants are
maintained by each evaluation step of the guarded program.

Lemma 1 (CI is sound on active guards). Coq: CP.CI_sound

If St el S holds; (i) G+ gl || true holds; (ii) m # 0 = 3m;, 0 = Some 7;;
(i) V7, o =Some m; — G(m) = G(1-m) = true ; and (iv) Vg € gl, g#n;
then there exists a guard store G' such that S,G + CI(gl, 7, ¢, 0) | S', G’ holds
and (a) Vg € dom(G), g#rm = G'(g) = G(g); (b)) m =+ = G'(m) = false ;
and (¢) m =0 = G'(1-m) = false.
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4 Structured Differences Between Programs

The syntactic differences between the abstract syntax trees of two syntactically
correct programs is denoted by a special representation of a whole program
together with a patch. This representation will be processed in a purely recursive
way by the algorithm that generates the correlating program.

Syntaz. The structured difference language is derived from the input language,
in such a way that each internal node of the abstract syntax tree is associated
with a local mutation A (where £:: = — | +):

A =2[c]; Al +A;[c] | A A a— d
|if (b — 1) Aelse A| while (b — ') A
| £[if (b) c else] A | £[if (b)] A [else ] | &-[while (b)] A

The notation “£[c]; A” means that the command ¢ is removed from the original
program (“—[c]; A”) or inserted into the modified program (“+[c]; A”) while the
right side is kept with a local mutation A. The notation “a — «’” means that the
leaf command a of the original program is replaced by “a’”. “+[if (b) c else] A”
means that an if statement is inserted in the modified program with the com-
mand c as its then branch and using the existing code (with a local mutation)
A as its else branch.

Semantics. A structured difference represents the full original program along
with the differences leading to the modified program. The projection function
Iy (resp. II;) returns the original (resp. modified) embedded program:

A 11, (A) II, (A)
—[¢; /’ c; Ho(c'2 I, ()
—c e 1 Ho(c);,c Hl(c)/
+[¢l; Iy(c") c;H1(02
+eile) (e m(e)ic
¢ e o (c); Ho(c") I (c); 1 ()
if (b — ') celse ¢ |if (b) IIo(c) else ITo(c')|if (V') IT1(c) else IT,(c')
while (b — V') ¢ while (b) IIy(c) while (b') II1(c)
+[if (b) c else] ¢’ I () if (b) celse IT;(c)
+[if (b)] c [else ] Iy(c) if (b) Hl(c) else ¢/
—[if (b) celse] ¢’ | if (b) celse ITo(c') I, ()
—[if (b)] c [else c']| if (b) IIo(c) else ¢’ I (c)
+[while (b)] ¢ Iy (c) while (b) II1(c)
—[while (b)] ¢ while (b) IIy(c) ngc)

A difference between two programs can always be found. Section 6 explains
how we tackled this problem.

Theorem 1 (Completeness of the diff. language). Coq: CP.diff-complete
ness

For all pair of programs (p,p’), there exists a difference A such that IIH(A) =
p and II;(A) =p'.
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5 Generation Algorithm Directed by Structured
Differences

We define in Figs.3 and 4 a correlating program generation algorithm
directed by structured differences as a recursive function C'P. The program
CP(A, mg, 71, glo, gli, 00, 01) is a correlating program of I1o(A) and II;(A),
corresponding to an interleaving of the guarded forms CI(gly, mo, IIo(A), 0g)
and CI(gly, 71, II1(A), 01). mo and 7 are the paths of the subprograms ITo(A)
and IT;(A) in the whole correlating program. They are used as fresh names for
new guard variables, which also eases Coq proofs by encoding path information
in the name of the guards. gly and gl; are the guard conjunctions guarding
IIH(A) and II;(A) in the whole correlating program, while o and o7 represent
the optional innermost loop under which ITo(A) and IT,(A) are executed, and
are used to translate break and continue statements.

For example, consider the definition of “—[if (b) ¢ else] A” in Fig. 3, corre-
sponding to the removal of an if statement and its then part while keeping its
else part. We first create a new guard 7wy to which we conditionally assign the
value b under the conjunction gly of the original program (“if (glp) mp = b”)
because the if statement is only executed in the first program. We then call CT
to output the guarded form of the statement ¢ under the removed then part:
“CI(glo Ao, 1m0, ¢, 00)”. It will be conditionally executed under the conjunc-
tion of glyp and the new guard mp, under a new unique path “1 - my”. We then
continue the translation of the remaining structured difference A by recursively
calling CP on it: “CP(A, 0-m, 71, glo Ao, gl1, 09, 01)”. For the original pro-
gram, we create a new unique path “0-m”. This part is guarded by “glg A —7p”
as it is executed under the else part of the original program. For the modified
program, we keep the guard gl; and the path 7 which is still unique. oy and o4
are reused unmodified as we are not translating a while statement.

Definition 2 (Store splitting). Two stores Sy and S; are said to split a
store S if Vn € {0,1}, VY € dom(S,), S(z) = S,(z) ; and Sy contains only
variables starting with “0_”, and Sy with “T_0_".

Definition 3 (Guarded store splitting). Two guarded stores Gy and Gy are
said to split a guarded store G if Vn € {0,1}, Yz € dom(G,,), G(z) = G,(z) ;
and Go contains only variables ending with 0, and G1 with 1.

Lemma 2 (CP is sound under context). Cog: CP. cp_sound

For all So, 56, Sl, Si, S, S/, Go, Gé, Gl, Glla G, G,, o, 71, glo, gll, 0p, O1, ’Lf
(i) Vn € {0,1}, Spn, Gyt CI(gly, T, I1,(A), 0,) U S, G, holds ; (ii) Sy and
Sy split S ; (i) Gy and Gy split G ; (i) Variables appearing in IIo(A) start
with “0.7, those of IT(A) with “T_0.7 ; (v) glo contains only variables ending
with 0, and gly with 1 ; then there exist a store S’ and a guard store G' such that
(a) S,G+ CP(A, my, 71, glo, gl1, 00, 01) 4 S',G’ holds ; (b) S| and S} split S’
; (¢) Gy and G split G'.
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l A ‘ CP(A, o, 71, glo, gll, 0o, 01)

—lc]; A ClI(glo, 0-mo, ¢, 00);
CP(A, 1- T, T1, glo, gl1, 00, 01)

—A; [C] C’]D(A7 0- T, T1, glo, gll7 0o, 01);
C](glo, 1- o, C, Oo)

+[c; A ClI(gli, 0-71, ¢, 01);
CP(A, 0o, 1- 1, glo, gl1, 0o, 01)

+A', [C] C’]D(A7 0, 0- 1, glo, gl17 0o, 01);
CI(gli, 1-71, ¢, 01)

Ao;Al CP(A(), 0- 0, 0- 1, gl()7 gll, 00, 01)

CP(Al, 1~7‘I‘07 1 s T, glo7 gll, 0o, 01)

if (b() — b1) Ao else A1

if (glo) T = b();

if (gll) T, = bl;

CP(Ao, 1-70, 1-m1, glo A 7o, gli A1, 00, 01);
CP(Al, 0’7‘(‘07 0'71'1, gl() N =g, gll N =1, 0o, 01)

while (})0 — 1)1) A

if (glo) o = bo;
if (gll) m = b1;
while((glo A 7T0) Vv (gl1 A 7l’1)){
if (glo A o) 1-mo = true;
if (gll /\7T1) 1'71'1 = true;
CP(A,1-1 -7, 1-1 71, glo Ao A (1 -m0),
gl1 A1 A (1 . 71'1), Some 0, Some 7'('1);
if (glo /\7T0) 7o = bo;
if (gla A1) T = bi;

}

ap — a1

CI(glo, o, ao, 00);
C’I(gll, 1, A1, 01)

—[if (b) c else] A

if (glo) o = b;
ClI(glo A o, 1m0, ¢, 00);
CYP(A7 0 - 7o, 71, glo A =m0, gli, 0o, 01)

+[if (b) c else] A

if (gll) ™ = b;
Cl(glh Am1, 171, ¢, 01);
CP(A, o, 071, glo, gl1 N —m1, 0o, 01)

—I[if (b)] A [else (]

if (glo) mo = b;
CP(A, 1m0, 71, glo Ao, gli, 00, 01);
CI(glo N\ —mo, 0 - 7o, ¢, 00)

+[if (b)] A [else ¢]

if (gll) T = b;
CP(A, 7o, 171, glo, gli A1, 00, 01);
Cj(gll N =T, 0-71'17 c, 01)

Fig. 3. Difference directed correlating program generation function C'P.

While the above key lemma mentions the invariants ((ii), (iii), (iv), (v), (b) and
(¢)) used in the induction, C'P is typically used with fixed initial values for most

of its arguments, hence the following theorem.

Theorem 2 (correlating program is sound). Cogq: correlating_program._

sound
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l A ‘ CYP(A7 7T(),7l'1,gl0,gl1,0(), 01) ‘
—[while (b)] Alif (glo) mo = b;
if (glo A 7T0) 17wy = true;
C‘I‘)(A7 1-1-m, 71, glo AT A (1 . 7l'())7 gli, Some 0, 01);
if (glo /\7T0) o = b;
while (glo /\71'0){
if (glo A\ 71'()) 179 = true;
C[(glo A 1o N\ (1 . 7'('0)7 1-1-mo, Ho(A), Some 71'0);
if (gl() /\TI'()) o = b; }
+[while (b)] A|if (gl1) 71 = b;
if (gll /\7T1) 1'71'1 = true;
C‘I‘)(A7 mo, 1-1-m1, glo, gli A1 A (1 . 71'1), 00, Some 7'('1);
if (gl1 /\7T1) T = b;
while (gll /\71'1){
if (gli Am1) 1-71 = true;
C’[(gll AT A (1 . 7'('1), 1-1-m, Hl(A), Some 71’1);
if (gll /\71'1) m =b; }

Fig. 4. Difference directed correlating program generation function C'P (cont.).

For all S, Sy, S}, S1, S1, a diff A and a guard store G such that the judgments
So F IIp(A) Vg S and S1 b IL(A) Jg Si hold ; Sy and Sy split S ; Gy
and Gy split G, then there exists a store S’ and a guard store G' such that
S,G + CP(ATT' 0, 1, true, true, None, None) || S', G’ hold ; S} and S/ split
S ; and Gg and G split G'.

Roughly speaking, this theorem states that the correlating program simu-
lates the original and the modified programs correctly. As we are using big-step
semantics, this theorem only characterizes terminating evaluations. In our opin-
ion, a similar result can be proved in a small-step semantics to encompass non
terminating evaluations. This is left as future work.

6 Implementation and Experiments

Implementation. As said previously, we proved our algorithm within the Coq
proof assistant. Our development is about 3,800 lines of Coq, 10% of which
are definitions of the input and guarded languages, as well as the definition
of what a correct correlating program is. The remaining lines are used for the
algorithm and its soundness proof. The Coq development is available online at
www.pps.univ-paris-diderot.fr/~thib/atval5/coq/.

This code is then extracted from Coq to OCaml. In addition to the extracted
code, we wrote 1,000 lines of OCaml to parse the input language, to construct
the syntactic difference and to print the correlating program in C syntax. One
should notice that the generated C program semantics does not exactly match
the semantics of our formalized development. For example, our input language
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manipulates mathematical integers while the generated C program uses fixed-
length machine integers. Albeit it was not done because outside the core of
our work, we do not consider it would be conceptually difficult to integrate
into our input language the semantics of the generated C code (e.g. 32 bits
integers) because the generation algorithm manipulates the syntax of expres-
sions abstractly. Moreover, the semantics of our language is compatible with the
semantics of input C language expected by dizy. It should also be noted that
the language presented in this paper has been slightly simplified for readability,
while the actual tool and its formalization in Coq handle additional operators as
well as a limited form of arrays.

To compute the structural syntactic differences, we aim at finding a minimal
difference by an exploration of the space of mappings between abstract syntax
trees. We start from the root nodes of the abstract syntax trees of the two
programs. We then recursively descend along those trees, comparing at each
level all possible differences and keeping the minimal one (using an heuristics
that tries to minimize insertion or deletion of loops). We use some memoization to
implement a weak form of dynamic programming. While this computation of the
syntactic difference is not proven correct neither optimal in Coq, a mechanically
verified checker dynamically ensures that the projections of the chosen structural
difference are indeed the two input programs.

Regarding correlating points, which are an important aspect of Partush and
Yavah’s work and are essential for scalability, we have implemented a basic
heuristics similar to theirs: we insert a correlating point in the generated pro-
gram after two equivalent instructions of the input programs. However finding
the best place to put them is orthogonal to the soundness of the correlating pro-
gram generation itself which is our primary concern. Furthermore, we observed
that in some instances, placing correlating points actually increases computa-
tion time due to increased complexity in the analyzer’s sub-states. Therefore, we
disabled them in our experiments.

Gap with Real Language Like C. Our language roughly corresponds to a small
subset of the C language equipped with idealized integers and arrays. It would
not be very difficult to handle C’s “struct” and other kinds of type definition
as our algorithm is only concerned about the control-flow of programs. “switch”
and “for” constructs could also be easily integrated. Regarding pointers and
“union” structure, we would have to ensure proper correspondence between
pointed variables at abstract interpretation initialization as well as proper mem-
ory partitioning. dizy currently does not handle such issues. Regarding “goto”
and “setjmp” /”longjmp”, we are currently unable to handle them because that
would require to encode any arbitrary displacement in the control-flow graph
using guard variables. Even if such an encoding is possible in theory, there is
little hope that an abstract interpretation could effectively infer interesting cor-
relations out of the resulting correlating program.

Ezperiments. To compare the quality of our correlating programs with the ones
produced by ccc, a series of 23 examples (most between 10 and 20 lines long,
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with the exception of one around 140 lines long) were analyzed by dizy. While
doing so, we found no instance where the correlating program produced by ccc
enabled a more precise analysis than that permitted by the correlating program
generated by correlating program. On the contrary, we found several examples
where correlating program outperformed ccc (examples 6, 7 and 23). We also
implemented a binary search algorithm in a sorted array, with the modified
version introducing early loop exits. We can generate the correlating program
and analyze it with dizy (by slightly modifying it to correctly handle read access
to arrays). We also attempted to test more complex examples but were limited by
dizy’s capabilities (e.g., no handling of C’s bit-wise logical operations). All those
tests are available online at www.pps.univ-paris-diderot.fr/~thib/atval5/examples/.
and can be reproduced. In practice, the computation of structural differences
and the generation of the correlating program was almost instantaneous on our
examples. Most of the computation time is spent in dizy.

7 Related Work

Formal treatment of equivalence between algorithms dates back to the 60s’ (ref-
erences [1-3] in [5]). However, the specific topic of semantic differences between
program variants was only considered in 1990 by Susan Horwitz [6]. Like us, she
focuses on intra-procedural differences and she compares a structured intermedi-
ate representation of the programs, a so-called Program Representation Graph,
which is a graph mixing control and data flow information.

Strichman and Godlin pioneered the use of uninterpreted functions for doing
inter-procedural analysis [15]. They use the CBMC bounded model checker to
establish the equivalence between two variants of a C program, thus limiting
analysis to bounded loops. In case the two programs semantically differs, a
counter-example is proposed. The user needs to provide a list of program points
when the two variants should be equivalent. Like us, they do not handle neither
complex data structure nor pointers.

Lahiri et al. proposed the SymDiff tool to check equivalence between program
and display semantic differences [8]. As they rely on the intermediate logical
language Boogie, their approach can handle multiple imperative languages like C,
C# or even x86 assembly through appropriate front-end. Their approach is inter-
procedural, using uninterpreted functions or inlining to handle function calls.
For C language, they handle pointers and arrays but assume there is no aliasing.
The underlying technology is based on generation of verification conditions and
use the Z3 SMT solver to solve them. In case differences are found, a counter-
example is generated. The approach does not scale when the number of different
intra-procedural paths is too important (beyond 1,000 paths).

Symbolic execution has also been used to characterize semantic differences.
Person et al. [14] propose an inter-procedural analysis with two notions of equiva-
lences: functional equivalence with same black-box behavior and partition-effect
equivalence where the program variants have the same sets of paths in their
implementations. They are using uninterpreted functions to handle function
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calls. They need to store the analysis of the variants of analyzed programs. Yang
et al. [16] also use symbolic execution but simultaneously analyze two variants of
a program. Their approach considers unaffected program parts to increase the
scalability and precision of the analysis. In both papers, the Java language is
handled however proposed approaches are limited to bounded loops.

Gao et al. addressed the finding of semantic differences over binary files [4].
There are using a combination of Control Flow Graph, Symbolic Execution and
Theorem proving to find similarities between basic blocks. However their app-
roach is unsound due to approximations when they abstract x86 instructions.

An obvious reference for our work is the one of Partush and Yahav [12]
as we built directly on top of it. They proposed an intra-procedural approach
capable of handling unbounded loops over simple C programs without complex
data structures or pointers. They propose both a way to interleave two variants
of a program and an abstract interpretation technique focusing on establishing
program equivalence or characterizing precise differences. In this paper, we show
their approach is unsound and described a sound, mechanically checked, variant
of their work. Partush and Yahav initial work has recently been improved with
a technique to dynamically establish the best interleaving of the two programs
during their analysis [13]. They use uninterpreted functions to analyze arrays or
function calls. They are no longer using guards assertion to build interleaving
programs, process that we have shown to be erroneous.

8 Conclusion

In this paper, we tackle the issue of characterizing the semantic differences
between two versions of a program. We follow an approach similar to Partush
and Yahav [12], building a correlating program representing the semantics of
the two programs and then analyzing it using an Abstract Interpretation tech-
nique. This approach can handle unbounded loops. However, we show through
counter-examples that the Partush and Yahav construction of correlating pro-
gram is unsound for certain forms of loop and goto constructions.

We thus present an original and sound algorithm to build a correlating pro-
gram from the structured syntactic difference of two programs. While we do not
handle free form goto, we handle break and continue statements. We formalize
and prove our algorithm within the Coq proof assistant, from which we extract
our tool to ensure it is Correct by Construction. We compare our tool with the
one of Partush and Yahav, observing that it is at least as precise as theirs.

This work only consider intra-procedural analysis of a simple language, with-
out complex data structures, arrays or pointers. In the future, we would like to
define intra-procedure semantic differences on other kinds of programs like func-
tional, object-oriented or modular ones. We also want to have a wider and more
structural view on a program, characterizing inter-procedural semantic differ-
ences through programmer level constructions like “adding a method to a class”
or “adding a parameter to a function”. Our long-term objective is to propose a
tool capable of describing semantic differences of a real-world development like
the Linux kernel or the Firefox web browser.
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Abstract. Separation Logic with inductive definitions is a well-known
approach for deductive verification of programs that manipulate dynamic
data structures. Deciding verification conditions in this context is usu-
ally based on user-provided lemmas relating the inductive definitions.
We propose a novel approach for generating these lemmas automatically
which is based on simple syntactic criteria and deterministic strategies
for applying them. Our approach focuses on iterative programs, although
it can be applied to recursive programs as well, and specifications that
describe not only the shape of the data structures, but also their con-
tent or their size. Empirically, we find that our approach is powerful
enough to deal with sophisticated benchmarks, e.g., iterative procedures
for searching, inserting, or deleting elements in sorted lists, binary search
tress, red-black trees, and AVL trees, in a very efficient way.

1 Introduction

Program verification requires reasoning about complex, unbounded size data
structures that may carry data ranging over infinite domains. Examples of such
structures are multi-linked lists, nested lists, trees, etc. Programs manipulating
such structures perform operations that may modify their shape (due to dynamic
creation and destructive updates) as well as the data attached to their elements.
An important issue is the design of logic-based frameworks that express asser-
tions about program configurations (at given control points), and then to check
automatically the validity of these assertions, for all computations. This leads to
the challenging problem of finding relevant compromises between expressiveness,
automation, and scalability.

An established approach for scalability is the use of Separation logic
(SL) [18,24]. Indeed, its support for local reasoning based on the “frame rule”
leads to compact proofs, that can be dealt with in an efficient way. However,
finding expressive fragments of SL for writing program assertions, that enable
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efficient automated validation of the verification conditions, remains a major
issue. Typically, SL is used in combination with inductive definitions, which pro-
vide a natural description of the data structures manipulated by a program.
Moreover, since program proofs themselves are based on induction, using induc-
tive definitions instead of universal quantifiers (like in approaches based on first-
order logic) enables scalable automation, especially for recursive programs which
traverse the data structure according to their inductive definition, e.g., [22].
Nevertheless, automating the validation of the verification conditions generated
for iterative programs, that traverse the data structures using while loops,
remains a challenge. The loop invariants use inductive definitions for fragments
of data structures, traversed during a partial execution of the loop, and proving
the inductiveness of these invariants requires non-trivial lemmas relating (com-
positions of) such inductive definitions. Most of the existing works require that
these lemmas be provided by the user of the verification system, e.g., [8,17,22]
or they use translations of SL to first-order logic to avoid this problem. However,
the latter approaches work only for rather limited fragments [20,21]. In general,
it is difficult to have lemmas relating complex user-defined inductive predicates
that describe not only the shape of the data structures but also their content.

To illustrate this difficulty, consider the simple example of a sorted singly
linked list. The following inductive definition describes a sorted list segment
from the location E to F', storing a multiset of values M:

lseg(BE,M,F):=E=FAM=0Aemp (1)
lseg(E, M, F)::=3X,v, M. E — {(next, X), (data,v)} x lseg(X, M1, F)
/\USMl/\M:MlU{’U} (2)

where emp denotes the empty heap, F — {(next, X), (data,v)} states that the
pointer field next of E points to X while its field data stores the value v, and *
is the separating conjunction. Proving inductive invariants of typical sorting
procedures requires such an inductive definition and the following lemma:

3Es. lseg(E1, M1, E2) x lseg(E2, Mo, E3) A M1 < Ma = 3IM. lseg(E1, M, E3).

The data constraints in these lemmas, e.g., M7 < M; (stating that every element
of M is less or equal than all the elements of Ms), which become more complex
when reasoning for instance about binary search trees, are an important obstacle
for trying to synthesize them automatically.

Our work is based on a new class of inductive definitions for describing frag-
ments of data structures that (i) supports lemmas without additional data
constraints like My < My and (ii) allows to automatically synthesize these
lemmas using efficiently checkable, almost syntactic, criteria. For instance, we
use a different inductive definition for lseg, which introduces an additional para-
meter M’ that provides a “data port” for appending another sorted list segment,
just like F' does for the shape of the list segment:

Iseg(E,M,F,M'):=E=FAM = M' A emp (3)
lseg(E, M, F,M") :=3X,v, M1. E — {(next, X), (data,v)} * Iseg(X, M1, F, M")
AN v< My AM =M U{v} (4)
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The new definition satisfies the following simpler lemma, which avoids the intro-
duction of data constraints:

EIEQ,MQ. lseg(El, Ml,EQ, MQ) * lseg(Eg,Mg,Eg,,Mg) = lseg(El, M1,E3,M3), (5)

Besides such “composition” lemmas (formally defined in Sect. 4), we define (in
Sect. 5) other classes of lemmas needed in program proofs and we provide efficient
criteria for generating them automatically. Moreover, we propose (in Sect. 6) a
proof strategy using such lemmas, based on simple syntactic matchings of spa-
tial atoms (points-to atoms or predicate atoms like lseg) and reductions to SMT
solvers for dealing with the data constraints. We show experimentally (in Sect. 7)
that this proof strategy is powerful enough to deal with sophisticated bench-
marks, e.g., the verification conditions generated from the iterative procedures
for searching, inserting, or deleting elements in binary search trees, red-black
trees, and AVL trees, in a very efficient way. The proofs of theorems and addi-
tional classes of lemmas are provided in [12].

2 DMotivating Example

Figure 1 lists an iterative implementation of a search procedure for binary search
trees (BSTs). The property that E points to the root of a BST storing a multiset
of values M is expressed by the following inductively-defined predicate:
bst(E,M):=E =nilAM =0 A emp (6)
bst(E, M) :=3X,Y, M1, Ma,v. E — {(1left, X), (right,Y), (data,v)} (7)
x bst(X, My) = bst(Y, Ma)
A M:{’U}UM1UM2/\M1 < v < M

int search(struct Tree* root,  Lhe predicate bst(E, M) is defined by two

int key) { rules describing empty (Eq.(6)) and non-

struct Tree *t = root; empty trees (Eq.(7)). The body (right-hand
while (t != NULL) { side) of each rule is a conjunction of a pure
if (t->data == key) formula, formed of (dis)equalities between
return 1; location variables (e.g. E = nil) and data

else if (t->data > key)
t = t->left;

else
t = t->right;

constraints (e.g. M = (}), and a spatial for-
mula describing the structure of the heap.
The data constraints in Eq. (7) define M to

} be the multiset of values stored in the tree,
return 0: and state the sortedness property of BSTs.
} The precondition of search is bst(root,

My), where My is a ghost variable denoting
Fig. 1. Searching a key in BST ~ the multiset of values stored in the tree, while
its postcondition is bst(root, My) A (key €

My — ret = 1) A (key € My — ret = 0), where ret denotes the return value.
The while loop traverses the BST in a top-down manner using the pointer
variable t. This variable decomposes the heap into two domain-disjoint sub-
heaps: the tree rooted at t, and the truncated tree rooted at root which contains
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a “hole” at t. To specify the invariant of this loop, we define another predicate
bsthole(E, M, F, Ms) describing “truncated” BSTs with one hole F as follows:

bsthole(E, M1, F, M2) ::=E = F A M1 = M2 A emp (8)
bsthole(E, M1, F, M) ::=3X,Y, M3, My,v. E — {(left, X), (right,Y), (data,v)}
x bst(X, M3) * bsthole(Y, My, F, M>) (9)
AN M ={v}UMsUMsAMs<v< My
bsthole(E, M1, F, M) ::=3X,Y, M3, My,v. E — {(left, X), (right,Y), (data,v)}
x bsthole(X, Ms, F, M2) * bst(Y, My4) (10)
AN M ={v}UMzsUM4sAMs<v< M,

Intuitively, the parameter My, interpreted as a multiset of values, is used to
specify that the structure described by bsthole(E, My, F, M) could be extended
with a BST rooted at F' and storing the values in Ms, to obtain a BST rooted at
FE and storing the values in M;. Thus, the parameter M; of bsthole is the union
of My with the multiset of values stored in the truncated BST represented by
bsthole(E, My, F, Ms).

Using bsthole, we obtain a succinct specification of the loop invariant:

Inv::=3M;. bsthole(root, Mo, t, M1) * bst(t, M1) A (key € Mo < key € Miy). (11)

We illustrate that such inductive definitions are appropriate for automated
reasoning, by taking the following branch of the loop: assume(t != NULL);
assume (t->data > key); t’ = t->left (as usual, if statements are trans-
formed into assume statements and primed variables are introduced in assign-
ments). The postcondition of Inv w.r.t. this branch, denoted post(Inv), is
computed as usual by unfolding the bst predicate:

3IM,,Y, v, M2, Ms. bsthole(root, Mo, t, My) * t — {(left,t’), (right,Y), (data, v)}
% bst(t', Ma) * bst(Y, M3) AMy = {v} UM U M3z A Mz < v < M3
A (key € Mo < key € M1) Av > key. (12)

The preservation of Inv by this branch is expressed by the entailment
post(Inv) = Inv’, where Inv’ is obtained from Inv by replacing t with t’.
Based on the lemmas, this paper also proposes a deterministic proof strategy
for proving the validity of entailments of the form ¢; = 3x .2, where @1, @2 are
quantifier-free and X contains only data variables'. The strategy comprises two
steps: (i) enumerating spatial atoms A from ¢, and for each of them, carving out
a sub-formula ¢ 4 of 7 that entails A, where it is required that these subformulas
do not share spatial atoms (due to the semantics of separation conjunction), and
(ii) proving that the data constraints from ¢4 imply those from @y (using SMT
solvers). The step (i) may generate constraints on the variables in ¢4 and ¢
that are used in step (ii). If the step (ii) succeeds, then the entailment holds.
For instance, by applying this strategy to the entailment post(Inv) = Inv’
above, we obtain two goals for step (i) which consist in computing two sub-
formulas of post(Inv) that entail IM]. bsthole(root, My,t’, M;) and respectively,

! The existential quantifiers in ¢; are removed using skolemization.
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AMY. bst(t’, M{’). This renaming of existential variables requires adding the
equality M; = Mj = M/ to Inv'. The second goal, for IM]". bst(t’, M), is
solved easily since this atom almost matches the sub-formula bst(t’, Ms). This
matching generates the constraint M = My, which provides an instantiation of
the existential variable Mj useful in proving the entailment between the data
constraints in step (ii).

Computing a sub-formula that entails IM;. bsthole(root, My,t’, M)
requires a non-trivial lemma. Thus, according to the syntactic criteria defined
in Sect. 4, the predicate bsthole enjoys the following composition lemma:

(3F, M. bsthole(root, Mo, F, M) * bsthole(F, M, t’, My)) (13)
= bsthole(root, My, t’, M7).

Intuitively, this lemma states that composing two heap structures described by
bsthole results in a structure that satisfies the same predicate. The particular
relation between the arguments of the predicate atoms in the left-hand side is
motivated by the fact that the parameters F' and M are supposed to represent
“ports” for composing bsthole(root, My, F, M) with some other similar heap
structures. This property of F' and M is characterized syntactically by the fact
that, roughly, F' (resp. M) occurs only once in the body of each inductive rule of
bsthole, and F' (resp. M) occurs only in an equality with root (resp. M) in the
base rule (we are referring to the rules (8)—(10) with the parameters of bsthole
substituted by (root, My, F, M)).

Therefore, the first goal reduces to finding a sub-formula of post(Inv) that
implies the premise of (13) where M| remains existentially-quantified. Recur-
sively, we apply the same strategy of enumerating spatial atoms and finding
sub-formulas that entail them. However, we are relying on the fact that all the
existential variables denoting the root locations of spatial atoms in the premise
of the lemma, e.g., F' in lemma (13), occur as arguments in the only spatial
atom of the conclusion whose root location is the same as that of the conse-
quent, i.e., bsthole(root, My, F, M) in lemma (13). Therefore, the first sub-goal,
IF, M. bsthole(root, My, F, M) matches the atom bsthole(root, My,t, M),
under the constraint F' = t A M = M;. This constraint is used in solving the
second sub-goal, which now becomes IM]. bsthole(t, My,t’, M]).

The second sub-goal is proved by unfolding bsthole twice, using first the rule
(10) and then the rule (8), and by matching the resulting spatial atoms with
those in post(Inv) one by one. Assuming that the existential variable M; from
Inv' is instantiated with My from post(Inv) (fact automatically deduced in the
first step), the data constraints in post(Inv) entail those in Inv’. This completes
the proof of post(Inv) = Inv'.

3 Separation Logic with Inductive Definitions

Let LVar be a set of location variables, interpreted as heap locations, and DVar
a set of data variables, interpreted as data values stored in the heap, (multi)sets
of values, etc. In addition, let Var = LVar U DVar. The domain of heap locations
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is denoted by L while the domain of data values stored in the heap is generically
denoted by D. Let F be a set of pointer fields, interpreted as functions L. — L,
and D a set of data fields, interpreted as functions I. — ID. The syntax of the
Separation Logic fragment considered in this paper is defined in Table 1.
Formulas are interpreted over pairs (s, h) formed of a stack s and a heap
h. The stack s is a function giving values to a finite set of variables (location
or data variables) while the heap h is a function mapping a finite set of pairs
(¢, pf), where £ is a location and pf is a pointer field, to locations, and a finite set
of pairs (¢, df), where df is a data field, to values in D. In addition, h satisfies
the condition that for each ¢ € L, if (¢, df) € dom(h) for some df € D, then
(¢, pf) € dom(h) for some pf € F. Let dom(h) denote the domain of h, and
ldom(h) denote the set of £ € L such that (¢, pf) € dom(h) for some pf € F.

Table 1. The syntax of the Separation Logic fragment

X,Y, E € LVar location variables p C (F x LVar) U (D x DVar)
F € Var* vector of variables P € P predicates

x € Var variable A formula over data variables
II:=X=Y|X#£Y |A|IINII pure formulas
Y u=emp|Erp| P(E,F)| X% spatial formulas
o u=IIANY|eVe|Iz ¢ formulas

Formulas are conjunctions between a pure formula IT and a spatial formula
Y. Pure formulas characterize the stack s using (dis)equalities between location
variables, e.g., a stack models z = y iff s(z) = s(y), and constraints A over
data variables. We let A unspecified, though we assume that they belong to
decidable theories, e.g., linear arithmetic or quantifier-free first order theories
over multisets of values. The atom emp of spatial formulas holds iff the domain
of the heap is empty. The points-to atom E — {(f;,x;)}icz specifies that the
heap contains exactly one location F, and for all ¢ € Z, the field f; of E equals x;,
ie., h(s(E), fi) = s(ax;). The predicate atom P(E,F) specifies a heap segment
rooted at F and shaped by the predicate P; the fragment is parameterized by a
set P of inductively defined predicates, formally defined hereafter.

Let P € P. An inductive definition of P is a finite set of rules of the form
P(E, F) 2=3Z.I1 A X, where Z € Var* is a tuple of variables. A rule R is called
a base rule if X contains no predicate atoms. Otherwise, it is called an inductive
rule. A base rule R is called spatial-empty if X = emp. Otherwise, it is called a
spatial-nonempty base rule. For instance, the predicate bst in Sect. 2 is defined
by one spatial-empty base rule and one inductive rule.

We consider a class of restricted inductive definitions that are expressive
enough to deal with intricate data structures (see Sect.7) while also enabling
efficient proof strategies for establishing the validity of the verification conditions
(see Sect.6). For each rule R : P(E,F):=3Z.II A X in the definition of a
predicate P(FE, ﬁ) € P, we assume that:
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— If R is inductive, then X' = 3} x X5 and the following conditions hold:

e the root atoms: Xy contains only points-to atoms and a unique points-to
atom starting from FE, denoted as E +— p. Also, all the location variables
from Z occur in ;. X, is called the root of R and denoted by root(R).

o connectedness: the Gaifman graph of Xy, denoted by Gx,, is a connected
DAG (directed acyclic graph) with the root E, that is, every vertex is
reachable from F,

e predicate atoms: X5 contains only atoms of the form Q(Z, Z_"), and for each
such atom, Z is a vertex in G5, without outgoing arcs.

— If R is a spatial-nonempty base rule, then X' contains exactly one points-to

atom E +— p, for some p.

The classic acyclic list segment definition [24] satisfies these constraints as well as
the first rule below; the second rule below falsifies the “root atoms” constraint:

Isegeven(E, F):=3X,Y. E — (next, X) * X — (next,Y) * lsegeven(Y, F)
lsegb(E, F) :=3X. lsegb(E, X) * X — (next, F).

Since we disallow the use of negations on top of the spatial atoms, the semantics
of the predicates in P is defined as usual as a least fixed-point. The class of
inductive definitions defined above is in general undecidable, since with data
fields, inductive definitions can be used to simulate two-counter machines.

A wvariable substitution 7 is a mapping from a finite subset of Var to the set
of terms over the respective domains. For instance, if X € LVar and v,v; € DVar
be integer variables then the mapping n = {X — nil,v — v; + 5} is a variable
substitution. We denote by free(t) the set of free variables of a formula .

4 Composition Lemmas

As we have seen in the motivating example, the predicate bsthole(E, My, F, Ms)
satisfies the property that composing two heap structures described by this pred-
icate results in a heap structure satisfying the same predicate. We call this prop-
erty a composition lemma. We define simple and uniform syntactic criteria which,
if they are satisfied by a predicate, then the composition lemma holds.

The main idea is to divide the parameters of inductively defined predicates
into three categories: The source parameters & = (E,C), the hole parameters
ﬁ = (F,H), and the static parameters E € Var*, where E, F € LVar are called
the source and resp., the hole location parameter, and C, H € DVar are called
the cumulative and resp., the hole data parameter?.

Let P be a set of inductively defined predicates and P € P with the parame-
ters (&, 5, E) Then P is said to be syntactically compositional if the inductive
definition of P contains ezactly one base rule, and at least one inductive rule,
and the rules of P are of one of the following forms:

2 For simplicity, we assume that & and B consist of exactly one location parameter
and one data parameter.
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— Base rule: P(a, 3, E) im=a1 = 1 Aag = B> Aemp. Note that here the points-to
atoms are disallowed.

— Inductive rule: P(&, 8, E) ¢ =3Z. II A X, with (a) X & Xy % 5y x P(7, E,E),
(b) X contains only and at least one points-to atoms, (¢) X9 contains only
and possibly none predicate atoms, (d) ¥ C Z, and (d) the variables in 3 do
not occur elsewhere in IT A X, i.e., not in IT, or Xy, or Xy, or 4. Note that the
inductive rule also satisfies the constraints “root atom” and “connectedness”
introduced in Sect. 3. In addition, X may contain P atoms.

One may easily check that both the predicate Iseg(E,M,F,M’) in
Egs. (3)—(4) and the predicate bsthole(E, My, F, M5) in Egs. (8)—(10) are syntac-
tically compositional, while the predicate Iseg(E, M, F') in Egs. (1)—(2) is not.

A predicate P € P with the parameters (&, G, E) is said to be semantically
compositional if the entailment 35. P(a, ﬁ, 5) * P(ﬁ, 5, 5’) = P(a,7, 5) holds.

Theorem 1. Let P be a set of inductively defined predicates. If P € P is syn-
tactically compositional, then P is semantically compositional.

The Proof of Theorem 1 is done by induction on the size of the domain of the
heap structures. Suppose (s,h) E P(4, 8, 5) * P(B_’7 5, 5), then either s(&@) =
s(f) or s(@) # s(B). If the former situation occurs, then (s,h) = P(&,7,€)
follows immediately. Otherwise, the predicate P(d&, E, E ) is unfolded by using
some inductive rule of P, and the induction hypothesis can be applied to a sub-
heap of smaller size. Then (s,h) = P(a,7,€) can be deduced by utilizing the

property that the hole parameters occur only once in each inductive rule of P.

Remark 1. The syntactically compositional predicates are rather general in the
sense that they allow nestings of predicates, branchings (e.g. trees), as well as
data and size constraints. Therefore, composition lemmas can be obtained for
complex data structures like nested lists, AVL trees, red-black trees, and so on.
In addition, although lemmas have been widely used in the literature, we are
not aware of any work that uses the composition lemmas as simple and elegant
as those introduced above, when data and size constraints are included.

5 Derived Lemmas

Theorem 1 provides a mean to obtain lemmas for one single syntactically compo-
sitional predicate. In the following, based on the syntactic compositionality, we
demonstrate how to derive additional lemmas describing relationships between
different predicates. We present here two categories of derived lemmas: “com-
pletion” lemmas and “stronger” lemmas; more categories are provided in [12].
Based on our experiences in the experiments (cf. Sect. 7) and the examples from
the literature, we believe that the composition lemmas as well as the derived
ones are natural, essential, and general enough for the verification of programs
manipulating dynamic data structures. For instance, the “composition” lemmas
and “completion” lemmas are widely used in our experiments, the “stronger”
lemmas are used to check the verification conditions for rebalancing AVL trees
and red-black trees.
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5.1 The “Completion” Lemmas

We first consider the “completion” lemmas which describe relationships between
incomplete data structures (e.g., binary search trees with one hole) and complete
data structures (e.g., binary search trees). For example, the following lemma is
valid for the predicates bsthole and bst:

3F, M. bsthole(E, M, F, M2) * bst(F, M2) = bst(E, M).

Notice that the rules defining bst(F, M) can be obtained from those of
bsthole(Ey, My, F, M) by applying the variable substitution n = {F —
nil, Mo — 0} (modulo the variable renaming M; by M). This observation is
essential to establish the “completion lemma” and it is generalized to arbitrary
syntactically compositional predicates as follows.

Let P € P be a syntactically compositional predicate with the parameters
(@, G, 5), and P’ € P a predicate with the parameters (&, 5) Then P’ is a
completion of P with respect to a pair of constants ¢ = cjco, if the rules of
P’ are obtained from the rules of P by applying the variable substitution n =
{B1 — c1, B2 — c2}. More precisely,

— let a1 = B1 A ag = (B2 A emp be the base rule of P, then P’ contains only one
base rule, that is, a3 = ¢; A ag = co A emp,

— the set of inductive rules of P’ is obtained from those of P as follows: Let
P(a, 3, 5) 2=3Z. IT A Xy % Xy = P, 8, E) be an inductive rule of P, then
P& €)==3Z. I A Xy * Xy P'(7,€) is an inductive rule of P’ (Recall that
5 does not occur in I, X1, X9, 7).

Theorem 2. Let P(a, ﬁ, E) € P be a syntactically compositional predicate, and
P'(d,&) € P. If P’ is a completion of P with respect to ¢, then P'(a,§) <
P(a,c.¢) and 36. P(a,3,€) = P'(8,§) = P'(d,£) hold.

5.2 The “Stronger” Lemmas

We illustrate this class of lemmas on the example of binary search trees.
Let natbsth(E, My, F, Ms) be the predicate defined by the same rules as
bsthole(E, My, F, Ms) (i.e., Egs. (8)—(10)), except that M3z > 0 (M3 is an exis-
tential variable) is added to the body of each inductive rule (i.e., Egs. (9) and
(10)). Then we say that natbsth is stronger than bsthole, since for each rule R’
of natbsth, there is a rule R of bsthole, such that the body of R’ entails the body
of R. This “stronger” relation guarantees that the following lemmas hold:

natbsth(E, M1, F, M2) = bsthole(E, M1, F, M>)
JE2, Ms. natbsth(E1, M1, Ea, M3) * bsthole(E2, Mo, E3, M3) = bsthole(E1, M1, E3, M3).

In general, for two syntactically compositional predicates P, P’ € P with the
same set of parameters (&, 3,¢), P’ is said to be stronger than P if for each
inductive rule P’(&, 5, 5) 2=3Z. IT' A X1 % Yo % P'(7, G, 5), there is an inductive
rule P(&,3,€)=:=3Z. IT A Xy « Xy % P(,3,€) such that IT' = IT holds. The
following result is a consequence of Theorem 1.
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Theorem 3. Let P(&,03,€),P'(a, 3,€) € P be two syntactically composi-
tional predicates. If P’ is stronger than P, then the entailments P'(d, 3, E) =
P(@,5,€) and 33. P'(&,5,€) * P(3,7,€) = P(&,7,€) hold.

The “stronger” relation defined above requires that the spatial formulas in the
inductive rules of P and P’ are the same. This constraint can be relaxed by only
requiring that the body of each inductive rule of P’ is stronger than a formula
obtained by unfolding an inductive rule of P for a bounded number of times.
This relaxed constraint allows generating additional lemmas, e.g., the lemmas
relating the predicates for list segments of even length and list segments.

6 A Proof Strategy Based on Lemmas

We introduce a proof strategy based on lemmas for proving entailments ¢ =
3xX .2, where @1, o are quantifier-free, and X € DVar*. The proof strategy
treats uniformly the inductive rules defining predicates and the lemmas defined
in Sects.4 and 5. Therefore, we call lemma also an inductive rule. W.l.o.g. we
assume that ¢ is quantifier-free (the existential variables can be skolemized).
In addition, we assume that only data variables are quantified in the right-hand
side®.

W.l.o.g., we assume that every variable in X occurs in at most one spatial
atom of o (multiple occurrences of the same variable can be removed by intro-
ducing fresh variables and new equalities in the pure part). Also, we assume that
1 and o are of the form IT A Y. In the general case, our proof strategy checks
that for every disjunct ¢/ of ¢y, there is a disjunct @} of @s s.t. ¢} = 3X.).

We present the proof strategy as a set of rules in Fig. 2. For a variable sub-
stitution n and a set X C Var, we denote by 7|y the restriction of  to X. In
addition, EQ(n) is the conjunction of the equalities X = ¢ for every X and ¢ such
that n(X) = t. Given two formulas ¢ and @2, a substitution n with dom(n) = X,
the judgement ¢ =, 3X .oy denotes that the entailment @1 = 1(ps) is valid.
Therefore, n provides an instantiation for the quantified variables X which wit-
nesses the validity.

The rules MAaTCH1 and MATCH2 consider a particular case of |=,, denoted
using the superscript SUB, where the spatial atoms of ¢y are syntactically
matched? to the spatial atoms of ¢; modulo a variable substitution §. The
substitution of the existential variables is recorded in 7, while the substitu-
tion of the free variables generates a set of equalities that must be implied by
I, NEQ(n). For example, let II)} A Xyi=w =w' AE — {(f,Y), (d1,v), (d2,w)},
and 3X. Xy == 3X,v". E — {(f, X), (d1,v'), (da,w')}, where dy and ds are data
fields. If § = {X — Y,v' — v,w’ — w}, then X1 = 6(X3). The substitution of
the free variable w’ from the right-hand side is sound since the equality w = w’
occurs in the left-hand side. Therefore, II; A Xy |:gll{]fvl} 3X,v". X5 holds.

3 We believe that this restriction is reasonable for the verification conditions appearing
in practice and all the benchmarks in our experiments are of this form.
4 In this case, the right-hand side contains no pure constraints.



90 C. Enea et al.

D1=0(22) n=0lg I AEQ(N) FEQOleaz.s,))
I A3y ESVB3X. 5,

(MATCH1)

I A2y E=5V8 3X. 5,
I A X, 3X. 5

(MATCH2)

I A3y ESVE 370 root(L) I A 54 b=y 327, (I A )

(LEMMA) =
I A % 5y b=y, XA

— L==3Z. II Aroot(L) « ¥ = A is a lemma,
Z' = (X UZ)Nfree(root(L)), Z" = (X U Z)Nfree(m (Il N X)),
— n = extg(n Unz) is the extension of n Unz with IT s.t. dom(n) = X U Z.

I Ay =y 32! A I A 5o =, 3275 I NEQ(n) |= s

(SLICE) 2
IMAS) %5 =y 3X. Iy A Ax X

- 7= X'ﬂfree(A)7 7" = X N free(X),
— n = extm, (N Unz) is the extension of n Uny with IT> s.t. dom(n) = X.

Fig. 2. The proof rules for checking the entailment p; = 3X. P2

The rule LEMMA applies a lemma L ::= 3Z. IT Aroot(L)+ X = A. It consists
in proving that ¢; implies the LHS of the lemma where the variables in X
are existentially quantified, i.e., 3X3Z. I A root(L) = X. Notice that Z may
contain existential location variables. Finding suitable instantiations for these
variables relies on the assumption that root(L) in the LHS of L is either a unique
predicate atom or a separating conjunction of points-to atoms rooted at E (the
first parameter of A) and root(L) includes all the location variables in Z. This
assumption holds for all the inductive rules defining predicates in our fragment
(a consequence of the root and connectedness constraints) and for all the lemmas
defined in Sects. 4 and 5. The proof that ¢ implies 3X3Z. IT Aroot(L)* X is split
into two sub-goals (i) proving that a sub-formula of ¢ implies 3X3Z. root(L)
and (i) proving that a sub-formula of ¢; implies 3IX3Z. IT A X. The sub-goal (i)
relies on syntactic matching using the rule MATCH1, which results in a quantifier
instantiation 7;. The substitution n; is used to instantiate existential variables
in 3X3Z. II A X. Notice that according to the aforementioned assumption,
the location variables in Z are not free in n (I A X). Let n2 be the quantifier
instantiation obtained from the second sub-goal. The quantifier instantiation 7
is defined as the extension of 7; U ns to the domain XuZ by utilizing the
pure constraints IT from the lemma®. This extension is necessary since some
existentially quantified variables may only occur in I, but not in root(L) nor

5 The extension depends on the pure constraints IT and could be quite complex in gen-
eral. In the experiments of Sect. 7, we use the extension obtained by the propagation
of equalities in IT.
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in X', so they are not covered by 77; U 7s. For instance, if II contains a conjunct
M = My U M such that My € dom(n;), Ma € dom(nz), and M & dom(n; Unse),
then 71 U n is extended to n where n(M) = n1(M;) U n2(Ma).

The rule SLICE chooses a spatial atom A in the RHS and generates two
sub-goals: (i) one that matches A (using the rules MATCH2 and LEMMA) with
a spatial sub-formula of the LHS (X;) and (ii) another that checks that the
remaining spatial part of the RHS is implied by the remaining part of the LHS.
The quantifier instantiations 7; and 72 obtained from the two sub-goals are used
to check that the pure constraints in the RHS are implied by the ones in LHS.
Note that in the rule SLICE, it is possible that Xy = X' = emp.

The rules in Fig. 2 are applied in the order given in the figure. Note that they
focus on disjoint cases w.r.t. the syntax of the RHS. The choice of the atom A in
SLICE is done arbitrary, since it does not affect the efficiency of proving validity.

We apply the above proof strategy to the entailment @1 = IM. o where:

w1 u=x1 # nil Aza £ nil Avi < va Az1 — {(next, z2), (data,v1)}
* 2 — {(next,nil), (data,v2)}

w2 = lseg(z1, M, nil, 0) Avs € M,

and lseg has been defined in Sect.1 (Egs. (3) and (4)). The entailment is valid
because it states that two cells linked by next and storing ordered data values
form a sorted list segment. The RHS @5 contains a single spatial atom and a
pure part so the rule SLICE is applied and it generates the sub-goal ¢ =,
AM. Iseg(x1, M, nil,}) for which the syntactic matching (rule MATCH1) can not
be applied. Instead, we apply the rule LEMMA using as lemma the inductive
rule of Iseg, i.e., Eq.(4) (page II). We obtain the RHS IM, X, M;y,v. 1 —
{(next, X), (data,v)} * lseg(X, My,nil,0) A M = {v} UM; Av < M, where
x1 — {(next, X), (data,v)} is the root. The rule MATCH1 is applied with IT; A
Y1 u=1x1 £ il Azg # nil Avp < vg Ay — {(next,z2),(data,v1)} and it
returns the substitution n; = {X — xz3,v — v;}. The second sub-goal is IT; A
P ):772 EIM, Ml.ﬂil where II1 N\ Xoii=xq 7é nil A zo 7é nil A vy < v9 A xg +—
{(next, nil), (data,ve)} and ¢’ ::= M = {v1 }UM; Av1 < Mj Alseg(zo, My, nil, 0).
For this sub-goal, we apply the rule SLICE, which generates a sub-goal where the
rule LEMMA is applied first, using the same lemma, then the rule SLICE is applied
again, and finally the rule LEMMA is applied with a lemma corresponding to the
base rule of Iseg, i.e., Eq. (3) (page II). This generates a quantifier instantiation
ne = {M — {v1,v2}, M1 — {v2}}. Then, n; Uns is extended with the constraints
from the pure part of the lemma, i.e., M = {v} U M; Av; < M. Since M €
dom(n; U n3), this extension has no effect. Finally, the rule SLICE checks that
ITy NEQ(|¢ary) = 112 holds, where EQ(n|(asy) ::= M = {v1,v2} and Il ::= vy €
M. The last entailment holds, so the proof of validity is done.

The following theorem states the correctness of the proof rules. Moreover,
since we assume a finite set of lemmas, and every application of a lemma L
removes at least one spatial atom from ¢; (the atoms matched to root(L)), the
termination of the applications of the rule LEMMA is guaranteed.
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Table 2. Experimental results on benchmark RDBI

Data structure | Procedure | #VC | Lemma (#b, #r, #p, #c, #d) | =p | Time (s)
SPEN | SMT
sorted lists search 4 (1, 3,3, 1, 3) 5 [1.108 | 0.10
insert 8 1(4,6,3,1,2) 7 12.902 0.15
delete 4 (2,2,4,1,1) 6 1.108/0.10
BST search | 4 | (2,3,6,2,2) 6 1.191/0.15
insert |14 | (15, 18,27, 4, 6) 19 13.911 0.55
delete |25 (13,19, 82,8, 5) 23 |8.412]0.58
AVL search 4 (2, 3,6, 2, 2) 6 |1.573/0.15
insert |22 | (18,28, 74, 6, 8) 66 |6.393]1.33
RBT search | 4 | (2,3,6,2,2) 6 |1.171/0.15
insert |21 | (27, 45, 101, 7, 10) 80 |6.9622.53

Theorem 4. Let ¢1 and HX.QDQ be two formulas such that X contains only data
variables. If @1 f=, 3X .2 for some n, then p1 = 3X ..

7 Experimental Results

We have extended the tool SPEN [25] with the proof strategy proposed in this
paper. The entailments are written in an extension of the SMTLIB format used in
the competition SL-COMP’14 for separation logic solvers. It provides as output
SAT, UNSAT or UNKNOWN, and a diagnosis for all these cases.

The solver starts with a normalization step, based on the boolean abstrac-
tions described in [11], which saturates the input formulas with (dis)equalities
between location variables implied by the semantics of separating conjunction.
The entailments of data constraints are translated into satisfiability problems in
the theory of integers with uninterpreted functions, discharged using an SMT
solver dealing with this theory.

We have experimented the proposed approach on two sets of benchmarks:

RDBI: verification conditions for proving the correctness of iterative procedures
(delete, insert, search) over recursive data structures storing integer data:
sorted lists, binary search trees (BST), AVL trees, and red black trees (RBT).

SL-COMP’14: problems in the SL-COMP’14 benchmark, without data con-
straints, where the inductive definitions are syntactically compositional.

Table 2 provides the experiment results” for RDBI. The column #VC gives the
number of verification conditions considered for each procedure. The column
Lemma provides statistics about the lemma applications as follows: #b and #r
are the number of the applications of the lemmas corresponding to base resp.

5 http://www.liafa.univ-paris-diderot.fr/spen/benchmarks.html.
" The evaluations used a 2.53 GHz Intel processor with 2 GB, running Linux on VBox.
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Table 3. Experimental results on benchmark SL-COMP’14

Data structure #VC | Lemma(#b, #r, #p, #c, #d)| Time-SPEN(s)

SPEN | SPEN-TA
Nested linked lists | 16 (17,47,14,8,0) 4.428 | 4.382
Skip lists 2 levels | 4 | (11,16,1,1,0) 1.629 | 1.636
Skip lists 3 levels |10 (16,32,29,17,0) 3.858 | 3.485

inductive rules, #c and #d are the number of the applications of the composition
resp. derived lemmas, and #p is the number of predicates matched syntactically,
without applying lemmas. Column = gives the number of entailments between
data constraints generated by SPEN. Column Time-SPEN gives the “system” time
spent by SPEN on all verification conditions of a function® excepting the time
taken to solve the data constraints by the SMT solver, which is given in the
column Time-SMT.

Table 3 provides a comparison of our approach (column SPEN) with the deci-
sion procedure in [11] (column SPEN-TA) on the same set of benchmarks from
SL-COMP’14. The times of the two decision procedures are almost the same,
which demonstrates that our approach, as an extension of that in [11], is robust.

8 Related Work

There have been many works on the verification of programs manipulating muta-
ble data structures in general and the use of separation logic, e.g., [1-5,7-11,13~
17,21,23,26]. In the following, we discuss those which are closer to our approach.

The prover SLEEK [7,17] provides proof strategies for proving entailments
of SL formulas. These strategies are also based on lemmas, relating inductive
definitions, but differently from our approach, these lemmas are supposed to
be given by the user (SLEEK can prove the correctness of the lemmas once
they are provided). Our approach is able to discover and synthesize the lemmas
systematically, efficiently, and automatically.

The natural proof approach DRYAD [19,22] can prove automatically the
correctness of programs against the specifications given by separation logic for-
mulas with inductive definitions. Nevertheless, the lemmas are still supposed to
be provided by the users in DRYAD, while our approach can generate the lem-
mas automatically. Moreover, DRYAD does not provide an independent solver
to decide the entailment of separation logic formulas, which makes difficult to
compare the performance of our tool with that of DRYAD. In addition, the
inductive definitions used in our paper enable succinct lemmas, far less complex
than those used in DRYAD, which include complex constraints on data variables
and the magic wand.

8 sPEN does not implement a batch mode, each entailment is dealt separately, including
the generation of lemma. The SMT solver is called on the files generated by SPEN.
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The method of cyclic proofs introduced by [5] and extended recently in [9]
proves the entailment of two SL formulas by using induction on the paths of proof
trees. They are not generating the lemma, but the method is able to (soundly)
check intricate lemma given by the user, even ones which are out of the scope
of our method, e.g., lemmas concerning the predicate RList which is defined by
unfolding the list segments from the end, instead of the beginning. The cyclic
proofs method can be seen like a dynamic lemma generation using complex
reasoning on proof trees, while our method generates lemma statically by simple
checks on the inductive definitions. We think that our lemma generator could
be used in the cyclic proof method to cut proof trees.

The tool SLIDE [14,15] provides decision procedures for fragments of SL
based on reductions to the language inclusion problem of tree automata. Their
fragments contain no data or size constraints. In addition, the EXPTIME lower
bound complexity is an important obstacle for scalability. Our previous work [11]
introduces a decision procedure based on reductions to the membership problem
of tree automata which however is not capable of dealing with data constraints.

The tool GRASShopper [21] is based on translations of SL fragments to
first-order logic with reachability predicates, and the use of SMT solvers to deal
with the latter. The advantage is the integration with other SMT theories to
reason about data. However, this approach considers a limited class of inductive
definitions (for linked lists and trees) and is incapable of dealing with the size
or multiset constraints, thus unable to reason about AVL or red-black trees.

The truncation point approach [13] provides a method to specify and verify
programs based on separation logic with inductive definitions that may specify
truncated data structures with multiple holes, but it cannot deal with data con-
straints. Our approach can also be extended to cover such inductive definitions.

9 Conclusion

We proposed a novel approach for automating program proofs based on Sepa-
ration Logic with inductive definitions. This approach consists of (1) efficiently
checkable syntactic criteria for recognizing inductive definitions that satisfy cru-
cial lemmas in such proofs and (2) a novel proof strategy for applying these
lemmas. The proof strategy relies on syntactic matching of spatial atoms and on
SMT solvers for checking data constraints. We have implemented this approach
in our solver SPEN and applied it successfully to a representative set of examples,
coming from iterative procedures for binary search trees or lists.

In the future, we plan to investigate extensions to more general inductive
definitions by investigating ideas from [9,22] to extend our proof strategy. From
a practical point of view, apart from improving the implementation of our proof
strategy, we plan to integrate it into the program analysis framework Celia [6].
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Abstract. Inconsistent code detection is a variant of static analysis
that detects statements that never occur on feasible executions. This
includes code whose execution ultimately must lead to an error, faulty
error handling code, and unreachable code. Inconsistent code can be
detected locally, fully automatically, and with a very low false positive
rate. However, not all instances of inconsistent code are worth reporting.
For example, debug code might be rendered unreachable on purpose and
reporting it will be perceived as false positive.

To distinguish relevant from potentially irrelevant inconsistencies, we
present an algorithm to categorize inconsistent code into (a) code that
must lead to an error and may be reachable, (b) code that is unreachable
because it must be preceded by an error, and (c) code that is unreachable
for other reasons. We apply our algorithm to several open-source project
to demonstrate that inconsistencies of the first category are highly rele-
vant and often lead to bug fixes, while inconsistencies in the last category
can largely be ignored.

1 Introduction

In this paper, we present a severity ranking for inconsistent code. Inconsistent
code refers to a statement that is never executed on a normal terminating execu-
tion. That is, this statement is either unreachable, or any execution containing
this statement leads to an error'. The concept of inconsistent code is appealing
because it lends itself to be detected using static analysis — one simply has to
prove that none of the paths containing the statement of interest is feasible.
Hence, by using a sound over-approximation of the feasible paths of a program,
one can build a tool to detect inconsistent code that never raises false alarms
(at least in theory). Over the past years, several static analysis tools have been
developed that detect, among other things, inconsistent code (e.g., [2,12,18,20]).
We have seen interesting bugs rooted in inconsistent code being detected, e.g., in
the Linux kernel [7], in Eclipse [11], or in Tomcat [16]. However, not all inconsis-
tent code is worth reporting. For example, unreachable code, which is a special
case of inconsistent code, is often used deliberately or is unavoidable. Reporting
harmless instances of unreachable code would be perceived as false positives.

1 E.g., the violation of an assertion or a (user-provided) safety property. The concrete
definition of error depends on the tool.
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Hence, it is vital to distinguish different reasons why code is inconsistent and
prioritize warnings based on this.

In this paper, we introduce three tiers of inconsistent code — doomed, demood
(doomed spelt backward), and unr code. Inconsistent code is categorized as
doomed if it is possibly reachable (i.e., we cannot prove that it is unreachable),
but any execution passing through it must lead to an error (violation of a safety
property). Inconsistent code is categorized as demood if it is unreachable because
any execution that would reach it must necessarily trigger an error earlier. Incon-
sistent code is categorized as unr if it is unreachable and not demood. We present
an inconsistent code detection algorithm that can categorize inconsistent code
as doomed, demood, or unr.

We show on a set of open-source benchmarks that this categorization can be
made with very small computational overhead, and that the proposed severity
levels help to identify critical inconsistencies easily. In most cases, code cate-
gorized as doomed indicates a patchable bug in the program while code cate-
gorized as unr tends to be less interesting and in the vast majority of cases
not worth patching. Our experiments further indicate that inconsistent code
of category doomed and demood is rare compared to unreachable code of cat-
egory unr. Another observation is that false alarms, caused by imprecise han-
dling of advanced language features, such as multi-threading and reflection, are
always categorized as unr. Hence, by only reporting warnings of type doomed
and demood, we obtain a highly usable inconsistent code detection tool.

2 Overview

We motivate our severity levels for inconsistent code using the illustrative exam-
ples in Fig. 1. Each of the four procedures, £1 to £4, has inconsistent code in the
then-block of the conditional choice. The reason why this code is inconsistent,
however, is different for each procedure.

In procedure f£1, line 3 is inconsistent because on any execution passing
through line 3, o is guaranteed to be null which violates the (implicit) run-
time assertion in line 5 that o must be properly allocated before it can be de-
referenced. We categorize this type of inconsistent code doomed because it may
be (forward) reachable and inevitably leads to an error. This category comprises
what we want to report with the highest severity. For this category of inconsistent
code, the developer has to be notified because the only way to prevent an error is
to make this code unreachable. Later in this section we will show some real-world
examples of this case.

Procedure £2 contains inconsistent code in line 4. To reach this line, o has
to be null. This, however, would violate the implicit run-time assertion that
o must not be null in line 2. We categorize this case, where code is rendered
unreachable by an (implicit) safety property, as demood. Code in this category
often indicates that error handling is in the wrong place (e.g., a null-check of a
pointer that has already been de-referenced). While this is not necessarily a bug,
it certainly indicates confusion about the necessary error handling, which often
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1 |void f1(0bject o) { 1 |void £f2(0bject o) {
2 if (o == null) { 2 o.toString () ;

3 // inconsistent 3 if (o == null) {
4 } 4 // inconsistent
5 o.toString () ; 5 }

6 | ¥ 6 |}

1 |void £3() { 1 |void f4(0bject o) {
2 Object o = 2 int i=0;

3 new Integer (123); 3 if (o == null) {
4 if (o == null) { 4 i++ // incomnsistent
5 // inconsistent 5 ¥

6 ¥ 6 assert (i==0);

7 |} 7 |}

Fig. 1. Four examples of inconsistent code. In each procedure, the then-block is incon-
sistent. The procedures £f1, £2, and £3 represent the shortest possible examples for
inconsistent code of category doomed, demood, and unr respectively. We added the
procedure £4 to clarify that inconsistent code is more than just forward or backward
reachability.

is an indicator for bit rot or unclear specifications. Code categorized as demood
will be reported with the second highest severity. While technically being plain
unreachable code, it still indicates there may be a potential risk of an assertion
violation.

In procedure £3, we have an example of unreachable code. Line 5 is unreach-
able because, in Java, new cannot return null. In this case, no run-time asser-
tion is involved in making line 5 unreachable and we categorize it as unr. We
report unreachable code of this category with the lowest severity (or even hide
it completely). There are many reasons why code in this category should not be
reported: in languages without pre-processor, such as Java, code is often rendered
unreachable on purpose (e.g., debug code). Furthermore, translating high-level
languages into simpler three-address code formats often introduces unreachable
code, e.g., through translation of conjunctions into nested conditional choices,
or inlining of finally-blocks in exception handling (see [1]). Also, unsound
abstractions, such as ignoring possible interleaving in multi-threaded code, may
introduce false positives which manifest as unreachable code.

Procedure £4 has inconsistent code in line 4. This procedure illustrates the
difference between unreachability and inconsistency. Unlike the previous exam-
ples, where the inconsistent code was either forward- or backward-unreachable,
the inconsistent code in this example is both forward- and backward-reachable.
Since line 4 is inconsistent and forward reachable, our algorithm will categorize
it as doomed and report it with a high priority.

Motivating Examples. Figure 2 shows two occurrences of inconsistent code cat-
egorized as doomed by our approach. Both cases have been reported to the
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//@org.apache. jasper.el.JasperELResolver
public synchronized void add(ELResolver elResolver) {
super .add (elResolver) ;
if (resolvers.length < size) {
resolvers[size] = elResolver;

/...

[ N R

//Q@org.apache.maven.repository.MetadataResolutionResult
public MetadataResolutionResult addError (Exception e) {
if (exceptions==null)
initList ( exceptions );
exceptions.add( e );
return this;

}

S N N

Fig. 2. Two examples of inconsistent code in the wild. The first example was found
and fixed in Tomcat. Line 4 guarantees that line 5 access the array out of bounds and
line 4 is forward reachable. The second example was found and fixed in Maven. Line 4
uses the list initializing incorrectly, thus, line 5 must throw an exception. In both cases,
our algorithm categorizes the inconsistent code as doomed because it is reachable and
must lead to an exception.

developers and our fixes have been accepted. In the first example taken from
the application server Tomcat, the operator in line 4 is flipped resulting in an
inevitable out-of-bounds exception being thrown in line 5. By inspecting the
code, it was easy to see that this was just a typo and the operands merely
had to be flipped. The second example is taken from Maven. Here, the proce-
dure initList is used in the wrong way. The author of this code assumed that
initList has a side effect on the field exceptions which is not the case. Even
though our analysis is not really inter-procedural, it detects that exceptions
cannot be modified by this call and hence detects that executing line 4 must
lead to a NullPointerException in line 5.

These are just two examples of the type of problems that are categorized and
reported as doomed by our algorithm. These are bugs that seem trivial but do
occur in practice. In fact, they even occur on the main branches of well tested
long standing open-source projects. In our evaluation, we will discuss in more
detail which projects we analyzed, and how the severity levels helped us to stay
focused on genuine bugs and ignore false positives.

3 Inconsistent Code

In this section, we formally define the notion of inconsistent code and present our
static analysis approach for detecting inconsistent code. In subsequent sections,
we will define the three categories of inconsistent code and then we will present
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an inconsistent code detection procedure that also outputs the category with
each instance of inconsistent code.

We present our approach using the simple unstructured language shown in
Fig.3. The language is a simplified version of Boogie [4] and is sufficient for
demonstration purposes. Even though it is simple, it is expressive enough to
encode a large class of programs in high-level languages such as Java [1].

Program ::= Block"
Block label : Stmt;" goto label;

Stmt ::= Varld:= Expr; | assert Ezpr; | assume Ezpr;

Fig. 3. The syntax of our simple (unstructured) Language

A program in this language is a set of Blocks, with one unique entry block,
be, where execution of the program starts, and a unique sink block, b,, where
execution terminates. Each block is connected to possibly multiple other blocks
using (non-deterministic) gotos. A block is a piece of sequential code contain-
ing assignments, assertions, and assumptions. Assertions have no effect if the
asserted condition evaluates to true and abort the execution with an error, oth-
erwise. Assume statements behave similar to assertions except that execution
blocks if the assumed condition evaluates to false. Assume statements are used
to reduce non-determinism introduced by gotos and model common control-flow
constructs such as conditional choices or loops. Assignments update the value
of program variables. We do not explicitly present the syntax for expressions.
We do allow the assignment of non-deterministic values to variables (e.g., for
abstraction).

A (complete) path in a program is a sequence of blocks b.b; ... b, such that
each block in the sequence is connected (via goto) to the next block in the
sequence. Throughout this paper, the term path always refers to a complete
path, starting in b, and ending in b,. For our purposes here, the semantics of
a path in a program is just a Boolean value indicating if the path is feasible;
that is, if the sequence of assignment statements on this path can be executed
without violating any assumption or assertion. Formally, we define the semantics
of a path, feasibility of a path, and inconsistent code as follows.

Definition 1. The function [-] mapping a sequence of statements s1;- -+ ; Spm to
a first-order formula is defined recursively as follows:

[s1; 2] = [s1] A [$2] [vi=el=v=e [assumee] =e [asserte] =e

The semantics [beby ...b;| of a path beby ...b, is the formula [sy,;Sp,;. -5 Sb,],
where Sp_; Spy;..-; S, 8 a static single assignment form for the straight-line
program Stmty_; Stmity, ;. . .; Stmity, obtained using the statements Stmty, in the
definition of block b;.
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A path w is feasible if the formula [7] is satisfiable.
A block (and each statement in that block) is inconsistent in a program, if
there is no feasible path inside the program containing this block.

Feasibility of a path 7 can be checked using SMT solvers to check satisfiability
of [x]; see also [13].

Finding Inconsistent Code

Since the number of paths in the program can be unbounded (due to loops), most
existing algorithms for detecting inconsistent code perform program abstraction
to remove loops from the program, and then use a satisfiability checker on the
abstract program; see for example [10,12,18]. We discuss these steps next.

Program Abstraction. The goal of the program abstraction step is to eliminate
loops and procedure calls from the program. This is usually done by replacing the
corresponding code by non-deterministic assignments to (an over-approximation
of) all variables modified in the original code surrounded by a (possibly trivial)
pair of pre- and postcondition. The property guaranteed by the abstraction step
is that it only adds executions to the program but never removes one (see [10,
18]). We use abs(P) to denote an abstraction of program P.

Static Single Assignment. In the second step, we apply static single assign-
ment transformation [5] to abs(P) to get a program ssa(abs(P)). The program
ssa(abs(P)) is a loop-free program in which each variable is only written once.
We refer to such a program as passive program.

Inconsistent Code Detection. Finally, the passive program ssa(abs(P)) is
encoded into a first-order logic formula [ssa(abs(P))] such that each model
of this formula maps to some feasible paths in the passive program. Formally,
given a passive program in our language from Fig. 3, its encoding into first-order
logic is done as follows:

Statement First-order representation
[Program:: = BlockoBlock: . .. Block,)] No<icn([Block:])

[Block:: = label: Stmt;" goto label; ... label,;] | label = ([Stmt;" | A<, <, label;)
[Stmlo; . .. Stmty;] Nocicn([Stmt])
[assume €], [assert €], [v = €] As in Definition 1

The most important step is the translation of Block. Fach block comes with a
label which becomes a Boolean variable in the first-order representation. This
variable is true (in any model) if and only if there exists a feasible suffix from
that block to a terminal block of the program. Since the program is already
in single assignment form, each program variable can be translated into a vari-
able in the first-order formula of appropriate (SMT) type. Going from program
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types to SMT types may require inserting additional assertions (or be a source
of unsoundness); for example, when fixed size integers are encoded as natural
numbers. We do not discuss this last point in this paper.

Given program P, the procedure for detecting inconsistent code in P first
computes the formula ¢ := [ssa(abs(P))], and then it checks satisfiability of
¢ A label,, where label, is the label for the initial block block.. If the formula is
satisfiable and M is a model, then we can extract at least one complete path with
labels, say label., labely, . . ., label,, label,, where each label in the path is mapped
to True in the model M. Each block in this path is marked “consistent”. We
iterate this process after adding an additional constraint to ¢ that eliminates
M from the set of models of the new formula. The new constraint could either
be a blocking clause that excludes this path (i.e., = A label;), or it could just set
the label of one of the unmarked blocks to True. Iterating this process excludes
at least one feasible path in each iteration. Since the number of feasible paths
in a passive program is finite (because we removed loops and procedure calls),
eventually the new formula becomes unsatisfiable and the process terminates.
At termination, all unmarked blocks are output as “inconsistent code”. Since
the abstraction of loops and procedure calls only adds executions, we have the
guarantee that all inconsistent code found by the above procedure on abs(P) is
also inconsistent in the original program P.

The above procedure describes the basic steps necessary to build a tool that
detects inconsistent code as described in [2,16,18]. In the following, we show how
this basic inconsistent code detection can be extended to distinguish different
categories of inconsistency.

Note that, for inconsistent code detection, assumptions and assertions are
treated in the same way because, for the proof of inconsistency, it is not relevant
why paths through a block are not feasible.

4 Severity Levels of Inconsistency

The key contribution of this paper is the introduction of the concept of severity
levels for inconsistent code. This categorization is intended to reflect the confi-
dence of the static analysis tool in its claim about the presence of a bug in the
software and its severity.

We categorize inconsistent code in two dimensions. First, we distinguish
between inconsistent code that is possibly reachable versus inconsistent code that
is provably unreachable. Second, we also distinguish inconsistent code based on
whether executions along paths containing that code results in assertion viola-
tion. Figure 4 shows the categories resulting from the distinction along these two
dimensions: doomed, for inconsistent code that is possibly reachable and leads
to an assertion violation error; demood, for inconsistent code that is provably
unreachable because it must be preceded by an exception; and unr, for code
that is provably unreachable, but executions along paths containing it do not
cause assertion violations (that is, they all block due to assume violations).
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Statement s is possibly reachable.

Yes No

Yes s is doomed s is demood

No - s is unr

Executions containing
s lead to an error

Fig. 4. Categories of inconsistent code.

Definition 2 (Severity Levels). Given a program P, let P’ denote the pro-
gram obtained from P by removing all assert statements.

An inconsistent block in a program is unr if for every complete path w in P’
containing this block, the formula [r1] is unsatisfiable.

An inconsistent block in a program is doomed if for some complete path 7 in
P’ containing this block, the formula [r1] is satisfiable and for some path 7 in P
from an initial block to this block, the formula [r] is satisfiable.

An inconsistent block in a program is demood if for some complete path 7 in
P’ containing this block, the formula [r] is satisfiable and for every path m in P
from an initial block to this block, the formula [r] is unsatisfiable.

Intuitively, if all paths through some block cause an assertion violation, then
that block is either doomed or demood. It is doomed if that block is reachable, and
it is demood if it that block is not reachable. All other instances of inconsistent
code are categorized as unr.

We remark here that assert statements in our program can arise either from
explicit assert statements in the source, or from implicit assert statements that
arise, for example, when dereferencing a pointer or dividing by a number.

Since our inconsistent code detection and categorization procedure will neces-
sarily run on an abstraction of some concrete program, we relate a categorization
on an abstraction to a categorization on the concrete in Lemma 3. For our pur-
poses, abstractions can just add behaviors: formally, program @ is an abstraction
of P, if Q and P share the same blocks, and for every path 7 in P, there is a
corresponding path ¢ in @ (containing the same blocks) such that [7] = [o] is
valid in both cases — when we retain the assert blocks in P and @ and also in
the case when we remove the assert blocks from P and Q.

Lemma 3. Let QQ be an abstraction of P. Then, if a block is unr in @, then it
is unr in P. If a block is demood in @, then it is either demood or unr in P. If
a block is doomed in @, then it is either doomed or demood or unr in P.

Proof. Suppose a block b is unr in ). Consider any complete path 7 through
that block in P. We know there is a corresponding path ¢ in @ such that [x] =
[c]. Since block b is unr in @, the formula [o] (with all asserts removed) is
unsatisfiable; and hence [7] (with all asserts removed) is also unsatisfiable.
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Next, suppose block b is demood in ). Consider any partial path 7 in P
from an initial block to block b. Since b is demood in @), for the corresponding
partial path o in @, [o] is unsatisfiable. Since [r] = [o], this implies that [7] is
unsatisfiable. This shows that b can not be doomed. Hence, b is either demood or
unr. O

Since abstractions add behaviors and inconsistent code is about the absence
of feasible behaviors, it is clear (also from Lemma 3) that if we use sound abstrac-
tions to compute inconsistent code, we will never get a “false positive” instance
of inconsistent code. In reality, however, a static analyzer in general and our tool
in particular, has to use all kinds of abstractions — both over (sound) and under
(unsound) — to enable scalable analysis [15]. Under-approximations can cause
false positives. An even more interesting feature of inconsistent code is that false
positives for inconsistent code can also arise from perfect semantic-preserving
transformations (i.e. no abstractions) because introducing inconsistent code does
not change semantics of programs. Preprocessors and transformers used in com-
pilers and analysis tools can often introduce inconsistent code, which is irrelevant
for the developer. Our categorization is significant also because all such false-
positive inconsistencies get categorized as unr in our approach. Pragmatically,
irrespective of whether an inconsistency is a true one or a false positive, it will
be counted as a false positive in practise if it is not fixed by a developer, and
this aspect will guide our evaluation in Sect. 6.

In the following, we discuss how the inconsistent code detection algorithm
outlined in Sect.3 can be extended to distinguish the three severity levels.

5 Algorithm for Categorizing Inconsistent Code

We refine the inconsistent code detection algorithm from Sect. 3 to also report
the categories doomed, demood, and unr, of inconsistent code.

Recall that to appropriately categorize inconsistent code, we need to be able
to (1) detect if a statement is inconsistent because the executions containing it
lead to an error, and (2) check if a statement is forward reachable.

Statement |First-order representation

[assume €] e
assert e eVignore
[ ] g
[v:=¢] v=e

Fig. 5. To detect which code is inconsistent because

The first check can be easily integrated in the existing algorithm. After the
algorithm has covered all feasible paths, we simply remove all assertions from the
program and check if there are statements that can be covered now but couldn’t
be covered before. These are the statements that are inconsistent because of
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assertion errors (i.e., doomed or demood). Everything that still cannot be covered
after removing the assertions falls into the category unr. To implement this step
efficiently, we modify the way we encode programs into first-order logic as shown
in Fig.5. The only change is that we translate assertions of the form assert(e)
into eV ignore instead of just e. Here, ignore is an uninitialized Boolean variable
that we introduce. That is, if ignore is true, the whole expression becomes true
and thus the assertion e is ignored.

Our refined algorithm works as follows: first, we compute the first-order for-
mula ¢y, using the new encoding with the alternative treatment of assertions.
Then, in Phase 1, we run the algorithm from Sect.3, but in place of the old
¢, we use @ne and, before we start searching for models, we push the axiom
ignore = false on the theorem prover stack (for our implementation we use
Princess [17], but other SMT solvers can be used equally well). That is, in
Phase 1, we do inconsistent code detection exactly as before. Once we have
marked all feasible blocks, we pop ignore = false from the prover stack (thus
allowing the solver to pick ignore = true which removes all asserts), and con-
tinue our search for (more) feasible paths in Phase 2. Every block that is marked
in this second phase (and was left unmarked in the first phase) is inconsistent
solely due to assert violations; that is, it either falls into doomed, or demood.
Everything that is unmarked even after the second phase is categorized as unr.

With this small extension, we are already able to distinguish unr from the
other two categories. What is left is to distinguish doomed from demood. To
that end, we need to check if the inconsistent code is reachable. This step can
be implemented by a single theorem prover query (e.g., [12]) by encoding the
subprogram containing all traces from the program’s source to this statement
using the simple encoding from Sect.3, and checking the satisfiability of the
resulting formula. If the formula is SAT, then the statement is reachable, and
the inconsistent code is categorized as doomed. If it is unsatisfiable, the statement
is unreachable and it is categorized as demood.

Theorem 4. The procedure outlined above correctly categorizes code as doomed,
demood, or unr.

We recall that, in practice, the categorization is performed on some abstraction,
and even though Lemma 3 informs us that our categorization as doomed and
demood (computed on the abstract) may not hold for the concrete, we still report
the severity level computed on the abstract as the severity level for the concrete.
Now, we have to show experimentally that these categories are useful and that
our intuition is correct that doomed is the most important, followed by demood,
and that unr can mostly be ignored.

6 Evaluation

We show experimentally that the three severity levels introduced above can
be effectively used to differentiate inconsistencies that are deemed relevant by
developers from the ones that are considered irrelevant. Specifically, we answer
the following research questions:
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1. Does our categorization improve usability of inconsistent code detection? Are
reports in the doomed category rare and highly relevant to developers? Are
reports in demood rare and interesting (but less relevant than the previous
category)? Does the bulk of reports fall into the unr category, and are the
reports non-critical so that we can hide them from the user unless she delib-
erately asks to see them?

2. Can we categorize inconsistent code at a reasonable cost?

Experimental Setup. We implemented the proposed extensions from Sect. 5 on
top of our Bixie tool [16]. Bixie is based on Soot [19] and performs intra-
procedural inconsistent code detection on Java bytecode. The tool and all scripts
necessary to repeat the presented results are available on the tool website.

Table 1. Results of applying our approach on several open-source programs. The
table shows per benchmark the number of detected inconsistencies, the categories they
fall into, the time for analyzing the benchmark, and the overhead introduced by our
approach. For Flume and Tomcat, which use custom run-time assertions libraries, we
needed to specify their assertion procedure to avoid false alarms.

Benchmark Inconsistencies | doomed | demood | unr | Total time | Overhead
Apache Cassandra | 127 0 0 127| 415.142s| 5.636s
Apache Flume 12 5(1) 0 7| 1475.955s | 31.412s
Apache Hive 534 11 7 516 | 12623.264s | 179.478s
Apache jMeter 9 0 0 9| 1389.117s| 29.394s
Apache Maven 15 0 14 777.079s | 10.78s
Apache Tomcat 62 7(2) 0 56 | 5141.671s|170.065
Bouncy Castle 23 0 21| 2067.994s| 22.358s
WildFly (JBoss) 31 7 0 24| 3130.415s| 41.268s

We evaluate our extensions to Bixie on a set of popular open-source Java
projects with a total of over a million lines of code. We picked the projects with-
out having a particular pattern in mind. Mostly, we picked projects because we
could build them easily. The projects include popular projects from the Apache
foundation, such as Cassandra, Flume, Hive, jMeter, Maven, and Tomcat. We
also applied our analysis to the crypto library Bouncy Castle and the application-
server WildFly (formally known as jBoss).

The upside of picking real open-source projects is that we will find real bugs
that we can report and we avoid the confirmation bias that would arise from
handcrafted examples. The downside is that popular open-source projects tend
to be of good quality and rather well-tested meaning that inconsistent code will
be rare. However, as we will see, it still exists.

For each project, Bixie scans one procedure at a time for inconsistent code
with a timeout of 40s. If Bixie is not conclusive within the given time limit, it
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reports nothing for that procedure. We analyze all projects on a standard desktop
PC. Table1 summarizes our results, showing the number of inconsistent code
snippets detected in total, and by category, as well as the total computation time
per benchmark and the extra time spent by our extensions to put inconsistent
code into the different categories.

Table 2. Number of inconsistencies from Table 1 for which we proposed a patch per
category and in total, and number of inconsistencies that have been fixed by the time
of writing this paper.

Benchmark doomed | demood | unr | Total | fixed
Apache Cassandra | 0 0 1 1 1
Apache Flume 1 0 0 1 1
Apache Hive 3 1 0 |4 11
Apache jMeter 0 0 2 |2 2
Apache Maven 1 0 0 1 1
Apache Tomcat 1 0 0 1 1
Bouncy Castle 1 0 4 5 5
WildFly (JBoss) |6 0 0 |6 6

Discussion. With our experimental results, we try to answer our first research
question, whether the proposed categories make sense and help to identify rele-
vant inconsistent code quickly. Looking at the distribution of inconsistent code
over the different categories in Table1, we can see that, as expected, a large
part of the detected code falls into the unr category. A welcomed side effect is
that all false positive that arise from our unsound abstraction of multi-threading
or reflection fall into this category. That is, none of the doomed inconsistencies
qualify as false positive. To our surprise, demood inconsistencies are very rare.
We assume that this can be largely attributed to the fact that the most common
Java IDEs, Eclipse and IntelliJ, use constant propagation to warn the user about
a subset of demood inconsistent code (but Eclipse, for example, often does not
warn about doomed inconsistent code).

Table 2 shows for how many inconsistencies of each category we have proposed
a patch, and how many of those got accepted by developers. Further down, we
will discuss these findings for each benchmark individually. Out of the total 24
doomed inconsistencies (after removing the inconsistencies related to Guava calls
as described in the caption of the table), we provided patches for 13, and by the
time of writing this paper, 22 have been fixed (in the 9 cases where we did not
provide patches, the developers fixed the bugs by themselves). That is, 91 % of
doomed inconsistent code has been fixed. We only reported 1 out of 7 demood
inconsistencies (all of which have been found in Hive). We did not report the
remaining 6 because the developers did not respond to our earlier pull requests
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for this project and we did not want to spam their Git. Three of the remaining six
demood inconsistencies were unnecessary null-checks. The other three occurred
in three instances of the same cloned code and resulted from a bug in Bixie which
we were not able to fix by the time of submission. In total, we found 774 unr
inconsistencies out of which we reported 7 that we found worth patching. The
remaining inconsistencies were either deliberately unreachable code, unreachable
code that occurred in bytecode but not in source code (see [1]), or false positives
from unsound translation of multi-threading, reflection, or other programming
bugs. Out of the 7 reported unr inconsistency, only one had an effect on the
program behavior which we discuss below (in the findings for Cassandra), the
others were mostly cosmetic.

In the following we discuss, benchmark by benchmark, what we found, what
we patched and the developer feedback that we got.

For Cassandra, we reported one inconsistent statement from unr. The code
computed a random Boolean by computing rndj1==0. Since modulo 1 is con-
stant, the Boolean expression is constant, which caused unreachable code. None
of the other 127 statements in unr was worth reporting.

For Flume, we reported one of five inconsistent statements from doomed
where a variable of reference type was checked for nullness and later, one of
it’s fields was accessed. The four remaining inconsistent statements from doomed
were found because Flume uses the Guava library for run-time assertions. With-
out inter-procedural analysis, our analysis does not see that Guava throws an
exception if an assertion fails. Thus the analysis assumes that, if the assertion
fails, the code behind it is still reachable (and, in these cases, inconsistent). For
code that uses custom assertion libraries, our analysis will produce these ‘false
alarms’, unless we provide contracts (which can be done manually), or perform
inter-procedural analysis.

For Hive, we reported several bugs but since there was no feedback from the
developers so we decided not to submit patches for the remaining bugs. However,
by the time of writing this paper, all doomed inconsistent code had been removed
by the developers (without acknowledging our pull requests). We assume that
the developers only mirror their git to GitHub and hence could not integrated
our pull requests. The large number of unr inconsistent code in Hive is rooted
in generated code that contains a lot of deliberately unreachable code.

For jMeter, we reported two occurrences of unr. Both were duplicated cases
in case splits. While these cases were not changing the behavior of the code they
were obvious mistakes that had a straight forward patch, so we decided to report
them anyway.

For Maven, we reported the one bug found by our tool which is shown in the
second listing of Fig.2. Our patch got accepted.

For Bouncy Castle, we report 5 occurrences of inconsistent code and all fixes
got accepted. We only report one of the two doomed inconsistencies. We did
not report second inconsistency which was a pointer de-reference that inevitably
failed if the loop, which iterated over a list, was not entered. However, we (and
our algorithm) could not immediately decide if this list may be empty. While
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adding an additional check may help to harden the code we decided not to write
a patch. For the other doomed inconsistency, which was a possible array out-of-
bounds read after loop, we submitted a patch. We further submitted patches for
four unr inconsistencies which were obviously unreachable because of duplica-
tion. None of these were actual bugs but since they were easy to fix, we decided
to patch them anyway.

For Tomcat, we reported one out of seven instances of doomed inconsistent
code. Similar to Flume, five of the seven entries in doomed are inconsistent
because Tomcat uses its own run-time assertion library. Once we provide a spec-
ification for these procedures, these five reports disappear. One reported doomed
inconsistent code was rooted in an implicit else-case that would lead to an
inevitable run-time exception. However, since we believe this case cannot occur,
we decided not to propose a patch.

For WildFly, we submitted patches for 6 out of 7 occurrences of doomed. All
got accepted (but have not been merged at the time of writing the paper). We
did not report one occurrence, which was an implicit else-block in a switch
whose execution must cause an exception. However, it looked like the developers
decided to use an else if-block instead of the else to make the code more
readable so we decided not to propose a patch.

To summarize, we can answer our first research question with yes. Our cate-
gories significantly improve the usability of our inconsistent code detection tool:
distinguishing doomed inconsistencies from which over 90% are relevant and
worth fixing, from unr inconsistencies where less than 1% was fixed and which
may contain false positives, dramatically improves the user experience of the
tool. To our surprise, demood inconsistencies did not play a role at all. As dis-
cussed above, we believe that modern IDE support is sufficient to detect and
eliminate demood inconsistencies before they find their way into the repository.
To answer our second research question, we look at the computational overhead
in last column of Table1 to see if our extensions are prohibitively expensive.
This is not the case. For our benchmarks the time overhead for putting incon-
sistent code into categories is in the single digit percentage. Even for projects
like Cassandra and Hive where many inconsistencies are found the overhead is
small. This is because a large percentage of the detected inconsistent code falls
into the unr category for the (potentially expensive) reachability check in our
algorithm does not need to be performed. Hence, we can give a positive answer
to our second research question: categorizing inconsistent code can be done at
a reasonable computational overhead. In particular, given the number of non-
interesting reports it can suppress, the overhead time clearly pays off for the
user.

Threats to Validity. We identify the following three threats to validity in our
experimental setup. First, we only picked the master-branches of each project.
Most of these projects use some form of continuous integration (CI), so the
master-branch is usually well tested. This may distort how inconsistencies are
distributed across the categories during development. The CI system may have
commit hooks that reject contributions according to various rules. WildFly, for
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example, enforces coding conventions for each commit, which potentially affects
the number of demood inconsistencies. However, in general, we assume that,
without CI, we would just find more relevant inconsistencies and our finding
that the proposed categorization improves usability still holds.

Second, the selection of benchmark projects may be biased because we
selected only projects which we could compile (and hence analyze) easily. How-
ever, since all projects are major open-source projects, we believe that it is still
possible to generalize from the results.

Finally, the selection of tools, theorem prover, etc. can be seen as a threat to
validity. However, since there is no competing tool to detect inconsistent code
we can only assume that our implementation is not biased towards or against
the finding in this paper. For transparency, we make the code and experimental
setup available online [16].

7 Related Work

Algorithm that detect, among other things, inconsistent code have been pub-
lished in several previous papers (e.g., [2,6,18]). The term inconsistent code is
used by [2,10,18], in other papers, the same phenomenon is called doomed pro-
gram points [10], or deviant behavior [7].

A similar technique to detect unreachable code in the programs with annota-
tions has been presented in [12]. Like our approach, their technique is based on
deductive verification, but only detects a subset of demood and unr, but would
not detect doomed inconsistent code.

Our approach of using Boolean flags to disable assertions is inspired by the
work of [14] which uses a similar encoding to obtain error traces and the asser-
tions that cause them to fail from SMT solver counterexamples.

Other papers have discussed the value of post-processing reports from sta-
tic analysis tools. In [8], warnings produced by Coverity Static Analysis and
FindBugs are clustered by similarity. The authors show that the grouping signif-
icantly reduces the reports that have to be considered. In [9], a set of benchmarks
is proposed to evaluate categorization of static analysis reports. Unfortunately,
these benchmarks target light-weight analysis and are not comparable to our
approach. FindBugs uses a set of detectors that detect a particular category of
potential bugs. In a case study in [3] the authors discuss the value of categorizing
warnings and its impact in an industrial cases study. While all these papers share
our motivation that categorizing static analysis warnings increases usability of
tools, their work is based on light-weight analysis tools that notoriously produce
many false alarms. We operate on inconsistent code (which is not detected as
such by their tools).

8 Conclusion

We have presented an efficient way to categorize inconsistencies in source code.
With a small extension to existing inconsistent code detection algorithms, we
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are able to distinguish three categories doomed, demood, and unr of inconsistent
code. Our experiments show that the doomed category contains only few, but
highly relevant warnings, while the unr category contains hardly any critical
warning but collects all false alarms. Hence, the proposed approach dramatically
increases the usability of inconsistent code detection.

Our experiments indicate that demood inconsistent code is rare which would
suggest that making a distinction between demood and doomed inconsistent code
is not necessary as this step is relatively costly. However, this observation may
be biased by using only master-branches and further experiments on code in
active development will be necessary.

For our future work, we have identified that custom assertion libraries like
Guava can still introduce false alarms which can easily be avoided by adding
very simple contracts. These contracts could be generated automatically, or we
could extend our tool to inline procedures up to a certain size.

If nothing else, we have fixed several bugs in open-source projects that run
on many web servers that we talk to every day, and thus, we can claim that we
have made the world a bit safer.

Acknowledgement. This work was supported in part by the National Science Foun-
dation under grant contracts CCF 1423296 and CNS 1423298, and DARPA under
agreement number FA8750-12-C-0225.
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Abstract. We propose to harness Angluin’s L* algorithm for learning
a deterministic finite automaton that describes the possible scenarios
under which a given program error occurs. The alphabet of this automa-
ton is given by the user (for instance, a subset of the function call sites or
branches), and hence the automaton describes a user-defined abstraction
of those scenarios. More generally, the same technique can be used for
visualising the behavior of a program or parts thereof. This can be used,
for example, for visually comparing different versions of a program, by
presenting an automaton for the behavior in the symmetric difference
between them, or for assisting in merging several development branches.
We present initial experiments that demonstrate the power of an abstract
visual representation of errors and of program segments.

1 Introduction

Many automated verification tools produce a counterexample trace when an
error is found. These traces are often unintelligible because they are too long
(an error triggered after a single second can correspond to a path with millions
of states), too low-level, or both. Moreover, a trace focuses on just one specific
scenario. Thus, error traces are frequently not general enough to help focus the
attention of the programmer on the root cause of the problem.

A variety of methods have been proposed for the explanation of counterez-
amples, such as finding similar paths that satisfy the property [16] and analysing
causality [8], but these focus on a single counterexample. The analysis of mul-
tiple counterexamples has been suggested in the hardware domain by Copty
et al. [13], who propose to compute all counterexamples and present those states
that occur in all of them to the user. Multiple counterexample analysis has
also been suggested in the context of a push-down automaton (PDA) (repre-
senting software) and a deterministic finite automaton (DFA) (representing a
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negated property) by Basu et al. [7], who describe the generation of all loop-free
counterexamples of a certain class, and the presentation of them to the user in
a tree-like structure. In software, another notable example is the model checker
MS-SLAM, which reports multiple counterexamples if they are believed to relate
to different causes [6], and each example is ‘localized’ by comparing it to a trace
that does not violate the property.

We believe that developers can benefit from seeing the multiple ways in which
a given assertion can fail, and that raw counterexamples quickly become unhelp-
ful. In this article we suggest that a user should be presented with a DFA that
summarizes all the ways (up to a given bound, as will be explained) in which an
assertion can fail. Furthermore, the alphabet of this automaton is user-defined,
e.g., the user can give some subset of the function calls in a program. We argue
that this combination of user-defined abstraction with a compact representa-
tion of multiple counterexamples addresses all three problems mentioned above.
Moreover, the same idea can be applied to describing a program or, more realis-
tically, parts of a program by adding an ‘assert(false)’ at the end of the sub-
program to be explained. Fig. 1, for instance, gives an automaton that describes
the operation of a merge-sort program in terms of its possible function calls.!
We obtained it by inserting such a statement at the end of the main function.

Lot _after ¢ after ok ater
Oinspect,before inspect '\“S\’ed '\\'\S‘thJ
- N

~ Learn_Assert
O @)

seq_sort_core merge_pair merge_single_node inspect_after
Fig.1. An abstract description of a merge-sort program, where the letters are the

function calls.

Our method is based on Angluin’s L*-learning algorithm [3]. L* is a frame-
work for learning a minimal DFA that captures the (regular) language of a model
U over a given alphabet X' the behavior of which is communicated to L* via an
interface called the ‘teacher’. L* asks the teacher membership queries over X,
namely whether w € U, where w is a word and U is the language (the model),
and conjecture queries, namely whether for a given DFA A, L(A) = U. The
number of queries that the algorithm performs is polynomial in the size of the
alphabet, in the number of states of the resulting minimal DFA, and in the
length of the longest counterexample (feedback) to a conjecture query returned
by the oracle (see Sect. 2 for a more in-detail description).

The use of L* in the verification community, to the best of our knowledge, has
been restricted so far to the verification process itself: to model components in an
assume-guarantee framework, e.g., [15], or to model the input-output relation in
specific types of programs, in which that relation is sufficient for verifying certain
properties [11].

! Source code for all the programs mentioned in this article is available online from [1].
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Trivially, the language that describes a part of a program, or the behaviors
that fail an assertion, is neither finite nor regular in the general case. We therefore
bound the length of the traces we consider by a constant, and thereby obtain a
finite set of finite words. The automaton that we learn may accept unbounded
words, but our guarantee to the user is limited: any word in L(A), up to the
given bound, corresponds to a real trace in the program. We will formalize
this concept in Sect. 3. The fact that A may have loops has both advantages
and disadvantages. Consider, for example, the program in Fig. 2 (left). Suppose
that X' is the set of functions that are called. With a small bound on the word
length we may get the automaton in Fig. 2 (right), which among others, accepts
the word ¢'2° - f. The bound is not long enough to exclude this word. On the
other hand, if g had no effect on the reachability of f, then the automaton
would capture the language of error precisely, despite the fact that we are only
examining bounded traces.

void g(int x) { if (x > 100) exit (0); }

void f() { assert(0); }

g
int main(int arge, charx argv(]) { —»& f O assert @

for (int i=0; i < argc; i++) g(arge);
£0;
}

Fig. 2. A program and an automaton that we learn from it when using a low bound
(< 100) on the word length.

We note that the automaton we generate is conceptually different from a
control-flow graph (CFQG) of a program mapped on a set of interesting events.
This is because a CFG is based on the structure of a program, whereas the
automaton generated by L* is based on the actual executions, and in general,
cannot be deduced from the CFG.

In the next sections, we briefly describe the L* algorithm and define the
language we learn precisely. We follow with a detailed description of our method,
which is based on the L* algorithm, using it mostly as a black box. We describe
various aspects of our system and our empirical evaluation of it in Sect. 6, and
conclude with some ideas for future research in Sect. 7. More examples can be
found on the project’s website [1].

2 Preliminaries — the L* Algorithm

We start by revisiting the well-known definition of deterministic finite automata

(cf. [18]).
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Definition 1 (Determinisic Finite Automaton). A deterministic finite
automaton (DFA) A is a 5 tuple (S,init, X, 0, F), where S is a finite set of
states, init € S is the initial state, X is the alphabet, 6 : S x X — S is the
transition function, and F' C S is the set of accepting states. We denote by L(A)
the language accepted by the automaton A.

The complement operation on DFA A is naturally defined as A =
(S,init, X, 6,5 \ F), that is, an automaton in which the accepting and non-
accepting states are switched. A complement automaton accepts a complement
language: L(A) = X*\ L(A).

The intersection operation A; N Ay, where A; = (S1,inity, X, 61, F1) and
Ao = (Sa,inite, X, §o, Fy), assuming the same alphabet, results in the automaton
A = (S init, X, 4, F), with the set of states S being a cross-product S x Sy of the
sets of states of A; and As, and the transition relation following the same letter
on both parts of the state-pair. The initial state init is defined as init, X inito,
and the set of accepting states F is Fy x Fy (that is, both A4; and Ay need
to accept in order for A to accept). The language L(A) is the intersection of
languages L(A1) N L(As).

The difference operation between two languages of DFA, L(A;) \ L(As), is
computed as the language of A; N Ay, that is, an intersection of A; with the
complement of As. The symmetric difference between A; and A, is computed as
the union of L(A;) \ L(A2) and L(A3) \ L(A;). In understanding the behavior
of programs, we find that it is easier to analyze both sides of the difference
separately, hence we do not produce the automaton for the union of differences
(though it can easily be done).

The L* algorithm, developed by Angluin [3], introduces a framework for
iterative learning of DFA. Essentially, L* learns an unknown regular language
U by iteratively constructing a minimal DFA A such that L(A) = U. The algo-
rithm includes two types of queries: membership queries and conjecture queries.
Angluin’s original description of the entities that answer the two queries uses the
terms ‘teacher’ and ‘oracle’; for simplicity we unify them here under the name
‘teacher’. Figure 3 describes the interaction of L* with the teacher. L* learns U,
by querying the teacher with two types of questions:

— membership queries (top arrow), namely whether for a given word w € X*,
w € U, and

— conjecture queries (third arrow from top), namely whether a given conjectured
automaton A has the property L(A) = U. If the answer is yes, L* terminates
with A as the answer. Otherwise it expects the teacher to provide a coun-
terexample string o such that o € U\ L(A) or o € L(A) \U. In the first case,
we call o positive feedback, because it should be added to L(A). In the second
case, we call o negative feedback since it should be removed from L(.A). Based

on the counterexample, L* initiates a new series of queries, until it converges
on a DFA A such that L(A) =U.

L* maintains a table (called an ‘observation table’) that records transitions and
states, and is used to construct the resulting automaton A = (S, init, X, §, F').
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A such that
LA =U

Fig. 3. The input and output of L*, and its interaction with the teacher.

The states are defined by the prefixes they accept, and for each state s and each
letter o, the table defines whether §(s, o) € F. Let S’ be a set of states currently
in this table. A table is said to be closed if Vs € S'. Vo € X. §(s,0) € 5.
In other words, the table is closed when it represents a complete transition
function. To close its table, L* asks the teacher multiple membership queries.
By construction, once the table is closed it represents a DFA. L* presents this
DFA as a conjecture query to the teacher. If the answer to the query is ‘no’, it
analyzes the counterexample o and adds states and transitions to accommodate
it, which makes the table ‘open’ again. This leads to additional membership
queries, and the process continues.

The underlying principle ensuring the convergence of the L* algorithm is
the Myhill-Nerode theorem [18], which provides a sufficient and necessary con-
dition for a language to be regular. Since we assume that U is regular, L* uses
the Myhill-Nerode theorem to compute the equivalence classes of U, which are
mapped to the states of the final DFA. The number of queries is bounded by
O(km?n3), where k is the size of the alphabet, n is the number of states of the
resulting (minimal) DFA, and m is the length of the longest feedback (coun-
terexample).?

3 The Language We Learn

Our learning scheme is based on user-defined events, which are whatever a user
chooses as their atoms for describing the behaviors that lead to an assertion
violation. At source level, events are identified by instrumenting the code with
a Learn(id) instruction at the desired position, where id is an identifier of the
event. Typical locations for such instrumentation are at the entry to functions
and branches, both of which can be done automatically by our tool. Each location
obtains its own unique id.

The set of event identifiers constitutes the alphabet X' of the automaton A
that we construct. A sequence of events is a X-word that may or may not be
in L(A), the language of A. For an instrumented program P, a trace m of P

2 This is a simplified upper bound of the complexity of the L* algorithm.
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(further denoted as m € P) induces a X-word, which we denote by «(w). The
language of such a program, denoted L(P), is defined naturally by

L(P) = {a(r) | 7 € P}. (1)

Recall that our goal is to obtain a representation over X' of P’s traces that
violate a given assertion. Let ¢ be that assertion, and denote by 7 = ¢ the fact
that a given trace violates ¢. We now define

Fail(P) = {a(m) | m € P AT [~ ). (2)

In general, this set is irregular and incomputable and, even in cases in which it is
computable, it is likely to contain too much information to be useful. However,
if we bound the loops and recursion in P, this set becomes finite, and hence
regular and computable. Let b be such a bound, and let

Fail(P,b) = {a(r) | m € PA|n| <bAT I} ¢}, (3)

where || denotes the maximal number of loop iterations or recursive calls made
along 7. Restricting the set of paths this way implicitly restricts the length of
the abstract traces that we consider, i.e., |a(m)| < ', where & can be computed
from P and b. We also allow users to bound the word length |a(7)| directly
with another value b*!. In Sect. 6 we will describe strategies for obtaining such
bounds automatically. Based on these bounds we define

Fail(P,b,b"") = {a(r) |7 € PA|n| < bAJa(n)] <V AT} (4)

The DFA, A, that we learn and present to the user has the following property
for all 7 € P:

17| <bAJa(m)| <V Aa(r) € L(A) <= o) € Fail(P,b,b"").  (5)

4 L* and the Queries

Consider the automaton in Fig.2, which is learned by our system
from the program on the left of the same figure, when b = b*! = 4.
This automaton is the second conjecture of L*. Let us briefly review H&
the steps L* follows that lead to this conjecture. Initially it has
a single state with no transitions. Then it asks the teacher three single-letter
membership queries: whether £, g and assert are in /. The answer is ‘no’ to all
three since, e.g., we cannot reach an assertion failure on a path hitting £ alone
(in fact the first two are trivially false because they do not end with assert).
After answering these queries, L* has a closed table corresponding to the
automaton on the right: an automaton with one non-accepting state. It poses
this automaton as a conjecture to the teacher, which answers ‘no’ and returns
o = f - assert as positive feedback, i.e., this word should be added to L(.A).
Now L* poses 12 more membership queries and conjectures the automaton in
Fig. 2. The teacher answers ‘yes’, which terminates the algorithm. O

g, f, assert



120 M. Chapman et al.

We continue by describing the teacher in our case, namely how we answer
those queries. The source code of P is instrumented with two functions:
LEARN(ID) at a location of each X-event (recall that ID is the identifier of
the event), and LEARN_ASSERT at the location of the assertion that is being
investigated. The implementation of these functions depends on whether we are
checking a membership or a conjecture query, as we will now show.

4.1 Membership Queries

A membership query is as follows: “given a word w, is there a @ € P such
that a(m) = w and 7 £ ¢?” Fig. 4 gives sample code that we generate for a
membership query — in this case for the word (3-3-6-2-0). The letter ‘0’
always symbolizes an assertion failure event, and indeed queries that do not
end with ‘0 are trivially rejected. This code, which is an implementation of
the instrumented functions mentioned above, is added to P, and the combined
code is then checked with the Bounded Model Checker for software CBMC [12].
CBMC supports ‘assume(pred)’ statements, which block any path that does not
satisfy the predicate pred. In lines 4-5 we use this feature to block paths that
are not compatible with w.

LEARN_ASSERT is called when the path arrives at the checked assertion, and
declares the membership to be true (i.e., w € L(A)) if the assertion fails exactly
at the end of the word.

1: int word[|w|] = {3,3,6,2,0}; > The checked word w
2: int idx = 0;
3: function voID LEARN(int x) > Event
4:  if idx > |w| V word[idz] # « then
5: assume(FALSE); > Block paths incompatible with query
6: idr =idx + 1;
7: function LEARN_ASSERT(bool assertCondition)
8: if —assertCondition then > Assertion fail
9: if idx = |w| — 1 then assert(FALSE); > w € L(A). Answer ‘true’ to query
10: assume(FALSE); > Arrived here at the wrong time: block path.

Fig. 4. Sample (pseudo) code generated for a particular membership query.

Optimisations. We bypass a CBMC call and answer ‘no’ to a membership
query if one of the following holds:

— The query does not end with a call to assert,
— The query contains more than one call to assert,
— w is incompatible with the control-flow graph.
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4.2 Conjecture Queries
A conjecture query is: “given a DFA A, is there a m € P such that

- a(m) e L(A) AT = ¢, or
—a(m) g LA ATEE T

The two cases correspond to negative and positive feedback to L*, respectively.

Figure 5 presents the code that we add to P when checking a conjecture query.
The candidate A is given in a two-dimensional array, A, and the accepting states
of A are given in an array accepting (both are not shown here). path is an array
that captures the abstract path, as can be seen in the implementation of LEARN.
LEARN_ASSERT simulates the path accumulated so far (lines 6-7) on A in order
to find the current state. It then aborts if one of the two conditions above holds.
In both cases the path path serves as the feedback to L*.

: function LEARN(int x) > Event
path[++idz] = x;

: function LEARN_ASSERT(bool assertCondition)

. if —assertCondition then LEARN(0); > 0 = the ‘assert’ letter

1

2

3

4

5:  char state = 0;
6: for (int i = 0; i < idz; ++1i) do

7 state = Alstate][pathl[i]]; > Finding current state.
8: if assertCondition A accepting[state] then assert(FALSE); > neg. feedback
9

if —assertCondition A —accepting|state] then assert(FALSE); > pos. feedback

Fig. 5. Code added to P for checking conjecture queries.

Eliminating Spurious Words. The conjecture-query mechanism described
above only applies to paths ending with LEARN_ASSERT. Other paths should
be rejected, and for this we add a ‘trap’ at the exit points of the program. The
implementation of this function appears in Fig. 6. It ends with negative feedback
if the current path is a prefix of a path that a) reaches an accepting state in A
(line 6), and b) was not marked earlier as belonging to L(.A) (line 7). The reason
for this filtering is that the same abstract path (word) can belong to both a real
abstract path p € P and to a path p’ ¢ P that we chose nondeterministically in
this function (see line 9). For example, a path p =1-1-2-0 can exist in P (recall
that the ‘0’ at the end of this path means that it violates the assertion), but
there is another path p’ that does not go via any of these locations and reaches
LEARN_TRAP, which nondeterministically chooses this path.

We now show that the above implementation indeed guarantees the proper-
ties described in Eq. (5):

Theorem 1. The implementations of Figs. 5 and 6 ensure that for all m € P:
7| <bAJa(m)] < b Aa(r) € L(A) < o) € Fail(P,b,b"") .
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1: function LEARN_TRAP

2 char state = 0;

3. for (jide < b*'; +4idz) do

4 for (int i = 0;¢ < idz; ++i) do > Compute current state in A
5: state = Alstate][path[i]];

6 if accepting[state| then > state is an accepting state
7 if path € L(A) is known then assume(FALSE); > Block path
8 assert(FALSE); > Negative feedback
9

pathlidz] = non-deterministic element from X;

Fig. 6. LEARN_TRAP is called at P’s exit points. It gives negative feedback to conjecture
queries in which Jw € L(A) such that w does not correspond to any path in P.

Proof. = We need to show that for all 7 € P
7| <bAJa(m)| < b Aa(r) € LIA) = |7 <bA|a(m)] < B AT B @

The first two conjuncts are trivially true. We prove the third by contradiction.
Thus assume that 7 |= ¢. We separate the discussion to two cases:

e a(m) ends with a LEARN_ASSERT statement. In the (last) conjecture query =
calls that function, which appears in Fig. 5. Since 7 |= ¢ the guard in line 4 is
false. In line 7 state, in the last iteration of the for loop, is accepting, because
we know from the premise that a(m) € L(A). This fails the assertion in line 8,
and the conjecture is rejected. Contradiction.

e Otherwise, in the (last) conjecture query, 7 calls the trap function of Fig.6.
In line 5 state, in the end of the for loop, is accepting, again because we
know from the premise that a(m) € L(A). The condition in line 7 is false,
and the assert(0) in the following line is reached. The conjecture is rejected.
Contradiction.

< We need to show that for all 7 € P
17| <bAJa(m)] <V Aa(r) € LIA) < |7 <bA|a(r)] <O AT @

Again, the first two conjuncts are trivially true, and we prove the third by
contradiction: assume that a(mw) & L(A). Since 7 & ¢, m must end with a call
to LEARN_ASSERT. Hence in the (last) conjecture query 7 calls that function,
which appears in Fig. 5. By our premise, the state is not accepting. Hence the
condition in line 9 is met, and «(7) is returned as a positive feedback to L*,
which adds it to .A. Contradiction. O

The trap function has an additional benefit: it brings us close to the following
desired property for every word w € X*:

we LA A |w < = IreP alr)=w. (6)

That is, ideally we should exclude from L(A) any word w, |w| < b*! that does
not correspond to a path in P. The reason that this trap function does not
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guarantee (6) is that it only catches a word w € L(A) if there is a path 7 € P to
an exit point, such that a(r) is a prefix of w. In other cases, the user can check
the legality of w € L(A) either manually or with a membership query.

Optimisation. We can bypass a CBMC call in the following case: consider an
automaton A.f, in which the states and transitions are identical to those of the
control-flow graph (CFG) of P, and every state is accepting. Since the elements
of X correspond to locations in the program we can associate them with nodes in
the CFG. Hence, we can define Lx(A.sy), the language of A.p, projected to X.
Then if L(A) € Lx(Acgpy), return ‘no’, with an element of L(A) \ Lx(Agpy) as
the negative feedback.

5 Usage Scenarios for the Learning Framework

The framework presented in the paper is constructed in order to understand the
language of software errors. That is, given a program with errors reported from
the verification process, applying the learning algorithm results in a DFA that
presents an abstraction of the bounded language of error traces of the program
to important events, as defined in Theorem 1. The automaton represents the
set of error traces in a concise and compact way and is amenable to standard
analyses on DFAs, such as the computation of dominators and doomed states
and transitions. These analyses aid in understanding the root cause of errors.

Beyond the language of software errors, our framework can be applied, with-
out changes, to the task of program explanation. As illustrated by the Docking
software example in Sect. 6.2, modern-day programs are often very difficult to
understand. This is either because of the sheer complexity of the implementa-
tion, because of a change in ownership of the code, or because the program was,
at least in part, generated automatically. By adding a failing assertion to the exit
point of the program, our framework produces a DFA that represents a bounded
regular abstraction of the program behavior with respect to important events
(as defined by the user or defined automatically).

Finally, we extend our framework to assist in merging several software devel-
opment branches. In this common scenario, several developers make changes to
different branches of the same (version controlled) source code. Often, when the
developers attempt to merge their changes back into the parent branch, auto-
matic merging is performed by the version control system. This can introduce
unexpected behavior. For example, consider the source code in Fig.7, repre-
senting an original program, its two branches developed independently, and the
result of a widely used automatic merge (this example is taken from [20]). Note
that the merge operation creates an unexpected behavior, where functionZ()
calls functionC(), despite this not being either developer’s intent.

Using our framework, both versions and the merged program are represented
as DFAs, and the difference between the merged program and each branch is
computed as a difference between automata (see Sect. 2). Figures8 and 9 draw
attention to the new behavior introduced by the automatic merge.
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main { main { main { main {
functionA(); functionA(); functionA(); functionA();
functionB(); L. functionB(); ..
L} functionZ();} functionC(); functionZ();
.} }
functionZ() {
functionB() ;} functionZ() {
functionB();
functionC();
..}
(a) Source (b) Branch A (c) Branch B (d) Merged

Fig. 7. The effects of automatic merge in a version control system.
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The changes are easy to see in small examples; in arbitrarily large programs,
however, the issues introduced by an automatic merge could be hard to identify.
Moreover, this behavior in larger programs might be difficult to understand
due to a lack of single ownership over the code. This mechanism can also be
applied to merge conflicts (i.e., when different versions of code cannot be merged
automatically), in order to visually display differences between branches, rather
than annotating the repository code directly with conflict markers.

6 System Description and Empirical Evaluation

In this section, we discuss the possible optimisations of the algorithm and present
experimental results of executing our framework on standard benchmarks.

6.1 Optimisations

Determining the Bounds. The automatic estimation of suitable values for
both the loop bound b and the word length b%! contributes significantly to the
usability of our framework. Our strategy for this is illustrated in Fig.10. We
let b range between 1 and byax, Where by,ax is relatively small (4 in our default
configuration). This reflects the fact that higher values of b may have a negative
impact on performance, and that in practice, with CBMC low values of b are
sufficient for triggering the error. As an initial value for %! (b%! ), we take a

min
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: function LEARNUPTOBOUND(Program P)
for b € [1...bmax] do
for b e [p¥L, ... b%.] do
A = learn P with b and ™
if A= A,rer and A does not have back edges then return A;

.Aprev - A,

Fig. 10. The autonomous discovery of the appropriate bounds.

conservative estimation of the shortest word possible, according to a light-weight
analysis of the control-flow graph of P. We increase the value of %! up to a
maximum of %!, which is user-defined. The value of b, reflects an estimation
of how long these words can be before the explanation becomes unintelligible.

Recall that the value of b implies a bound on the word length (we denoted it
b’ in Sect. 3), and hence for a given b, increasing the explicit bound on the word
length 5! beyond a certain value is meaningless. In other words, for a given b,
the process of increasing ™! converges. Until convergence, the number of states
of A can both increase and decrease as a result of increasing b* (it can decrease
because paths not belonging to the language are caught in the conjecture query,
which may lead to a smaller automaton).

Figure 11 demonstrates this fact for one 120
of the benchmarks (bubble sort with b = 2). o
We are not aware of a way to detect conver-
gence in PTIME, so in practice we terminate
when two conditions hold (see line 5): a) A
has not changed from the previous iteration,
and b) A does not contain edges leaving an 20
accepting state (‘back edges’). Recall that a
failing assertion aborts execution, and hence
no path can continue beyond it. Therefore,
the e?cistenc.e of such edges in A indicates Fig.11. Size of A (bubble sort
that increasing b, b*! or both should even- example).
tually remove them.

= Edges

+ States

Edges/states in A

01234567 891011121314151617

puwl

Incrementality. The incremental nature of LEARNUPTOBOUND is exploited
by our system for improving performance. We maintain a cache of words that
have already been proven to be in U, and consult it as the first step of answer-
ing membership queries. Negative results from membership queries can only be
cached and reused if this result does not depend on the bound. For example, the
optimisation mentioned in Sect. 4, by which we reject words that are not com-
patible with the control-flow graph, does not depend on the bound and hence
can be cached and reused. In our experiments caching reduces the number of
membership queries sent to CBMC by an average of 32 %.
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Post-processing. Our system performs the following post-processing on A in
order to assist the user:

— Marking dominating edges: edges that represent events that must occur in
order to reach the accepting state. In order to detect these edges, we remove
each event in turn (recall that the same event can label more than one edge),
and check whether the accepting state is still reachable from the root.

— Marking doomed states: states such that the accepting state is inevitable [17].

— Removing the (non-accepting) sink state and its incoming edges: Such a state
always exists, because the outgoing edges of the accepting state must tran-
sition to it (because, recall, an assertion failure corresponds to aborting the
execution). Missing transitions, then, are interpreted as rejection.

6.2 Implementation and Evaluation

Our implementation of the learning framework is based on the automata library
libalf [10] as the L* component and the bounded software model-checker for C
CBMC [12] as the ‘teacher’ component and includes the optimisations described
in Sect. 6.1. The modular implementation allows to replace both the L* and the
teacher component with other alternatives, which we discuss in Sect. 7.

We applied our framework to learn the language of error associated with
a set of software verification benchmarks (that are relatively easy as verifica-
tion targets for CBMC) drawn from three sources: the Competition on Software
Verification [9], the Software-artifact Infrastructure Repository®, and a ‘dock-
ing’ program: a program describing the behavior of a space shuttle as it docks
with the International Space Station (an open-source version of the NASA sys-
tem Docking_-Approach). Each of these programs contain a single instrumented
assertion. Whilst learning, we record our estimated b%! | and when LEARNUP-
TOBOUND terminates we record the values of 8!, the number of iterations, b,
the total CPU time in seconds, the number of states and edges in A, the number
of calls to CBMC as a percentage of the total membership queries, and the total
number of conjecture queries. All experiments were conducted on a computer
with a 3.2 GHz quad-core processor and 6 GB of DDR3 RAM. The results are
summarized in Table 1. We also tested a strategy by which we do not return at
line 5 of Fig. 10 (recall that the condition there does not guarantee convergence),
and rather only print A. The multiple entries of b*! and b for the same example
in Table 1 reflect this.

Next, we present several examples of A from this benchmark set. Bold edges
in our figures indicate dominating events, e.g., the function inspect in Fig. 12 is
marked as dominating because a path to the error must call it. Doomed states
are labelled with ‘D’. (In this and later examples all states have paths to the
non-accepting sink-state which we remove in post-processing, as explained above.
Hence only the accepting state is marked doomed).

Figures 12 and 13 give A in the bubble sort example with bounds (b, b"!) =
(2,12) and (b,b™!) = (3,15) respectively. The example constructs a linked list

3 http://sir.unl.edu/.
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Table 1. Experimental results. b}, is our initial bound estimation. b*!, It., b and
Time pertain to the process in LEARNUPTOBOUND, which produces A. We give the
number of states and edges of A. We also list the percentage of membership queries
made to CBMC, and the total number of conjecture queries.

Time C BMC Queries
Target bl bW | It. | b | [sec] |States | Edges | memb. | conj.
tcas 3 |17 |14 |1| 7.76 25 28 0.51% |34
bubblesort | 8 |16 | 82| 1.61 10 10 0.17% | 66
bubblesort | 8 |19 |19 3| 4.24|19 21 0.13% | 96
merge_sort 4 8 | 4/1] 0.13| 4 3 0.92% |12
merge_sort 4 |12 |12]2) 0.74| 7 9 2.90 % | 40
sll.todll.rev, 8 |28 [20|1| 2.83 14 13 0.18% | 39
sll_todll.rev| 8 |28 [40|2| 7.28 |17 19 0.15% | 78
defroster 25 |29 113292 14 18 0.01% | 26
docking 5 1| 049, 7 6 0.86% | 9
docking 5 21 072 7 6 0.86 % | 18
docking 5 |11 [12]/2] 1.65|11 11 1.04% |27

of non-deterministic size and contains a bug where the root node linkage is not
initialized correctly. The bug can thus occur after an arbitrary amount of node
insertions by the gl_insert operation. Using Fig. 12 we can conjecture that the
bug either occurs after one or two insertions. In Fig. 13 L* then correctly conjec-
tures a loop and represents the whole nature of the bug with b = 15. Whether
L* is able to conjecture a loop is dependent on multiple factors, but ultimately
linked to the word length bound »®!. Our membership query oracle will reject
any word which is longer than b*!. However, this limitation does not apply in the
conjecture oracle. Since L* at b*! = 15 does not pose any membership queries
exceeding this limit, the result in Fig.13 ensues. The membership query list
posed by L* is dependent on the counter-examples provided by CBMC, which
vary for different values of b and b™!.

inspect

-0 glread | glinsert | list add m,list,addr\/\}f’am*ASS(‘@
J A\ J

~ gl insert — list_add — _list_add ™~ inspect

Fig. 12. Automaton produced for the ‘bubble_sort’ example. b*! = 12. b = 2.

Figure 14 shows the ‘docking’ benchmark, with b = 4, b®! = 15. This automa-
ton is an example of a program explanation usage scenario. The C source code of
the program was automatically generated from an existing MatLab module and is
thus not optimized for readability. Furthermore, the original MatLab model may
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rt_OneStep

O Learn_Assert (@ g :f;)
3 =
3} ] =1
0 = <
=4 %
2 m@ MissionPhaseStat §r£ear11Assnrb
- D
_list_add \J:’
—lstadd_¢ %
g
t-OneS 5
Ext rt_Onedtep
glread  glinsert -0 O O O
RO, O Ext_initialize
Fig. 13. Automaton produced for Fig. 14. Automaton produced for the ‘dock-
the‘bubble_sort’ example. b*! = ing’ benchmark. b*! = 15. b = 4.
15. b = 3.

not accurately describe how the respective program semantics was mapped to C.
The automaton in Fig. 14 can explain the core behavior of the mapped program.
It consists of a stepwise main simulation loop in which the logic of all mission-
related phases is handled in the operation MissionPhaseStat. The source code
and the learned automata of all our benchmarks are available online [1], where
the reader may observe the effect of an interactive change of bounds.

7 Conclusions and Future Work

Our definition of Fail(P) in (2) captures the ‘language of error’, but this lan-
guage is, in the general case, not computable. We have presented a method for
automatically learning a DFA, A, that captures a well-defined subset of this
language (see Theorem 1), for the purpose of assisting the user in understand-
ing the cause of the error. More generally, the same technique can be used for
visualising the behavior of a program or parts thereof, hence aiding in program
understanding — a direction that becomes especially relevant when the software
in question is prohibitively large to be examined manually, or when the code
owner is not available (or, as in our docking software example, the software was
generated automatically). We demonstrated that the same technique can also
be used for visually comparing different versions of a program (by presenting
an automaton that captures the behavior in the symmetric difference between
them), or for assisting in merging several development branches.

A possible extension is to adapt the framework to learn w-regular languages,
represented by Biichi automata (see [4,14] for the extension of L* to w-regular
languages). This extension would enable the learning of behaviors that violate
the liveness properties of non-terminating programs.

Another future direction is learning non-regular languages, as it will enable
the learning of richer abstract representations of the language of error for a
given program. Context-free grammars are of particular interest because of the
natural connection between context-free grammars and the syntax of program-
ming languages; some subclasses of context-free grammars have been shown to
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be learnable, such as k-bounded context free grammars [2], (though in general,
the class of context-free grammars is not believed to be learnable [5]), providing
us with the possibility of harnessing these algorithms in our framework.

As mentioned in Sect. 6.2, the modularity of our implementation allows us to
replace CBMC with another component, acting as a ‘teacher’ in our framework.
In particular, we can use a software testing tool as a ‘teacher’, thus potentially
improving the scalability of the framework. The learned language, however, will
likely differ from the one in Theorem 1 if the answers to queries are based on
the results of software testing.

One of the main goals of our framework is to present the language of error
(or interesting behavior) in a compact, easy to analyze and understandable way.
Hence, small automata are preferable, at least for manual analysis. Even for
a given alphabet X', we believe it should be possible to reduce the size of the
learned DFA A, based on the observation that we do not care whether a word
w such that V7 € P|r| < b A |a(r)| < %' = a(r) # w is accepted or rejected
by the automaton. Adding a ‘don’t care’ value to the learning scheme requires
a learning mechanism that can recognize three-valued answers (see [19] for a
learning algorithm with inconclusive answers).
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Abstract. The applicability of model checking is hindered by the state
space explosion problem in combination with limited amounts of main
memory. To extend its reach, the large available capacities of secondary
storage such as hard disks can be exploited. Due to the specific per-
formance characteristics of secondary storage technologies, specialised
algorithms are required. In this paper, we present a technique to use
secondary storage for probabilistic model checking of Markov decision
processes. It combines state space exploration based on partitioning with
a block-iterative variant of value iteration over the same partitions for
the analysis of probabilistic reachability and expected-reward properties.
A sparse matrix-like representation is used to store partitions on sec-
ondary storage in a compact format. All file accesses are sequential, and
compression can be used without affecting runtime. The technique has
been implemented within the MODEST TOOLSET. We evaluate its per-
formance on several benchmark models of up to 3.5 billion states. In the
analysis of time-bounded properties on real-time models, our method
neutralises the state space explosion induced by the time bound in its
entirety.

1 Introduction

Model checking [9] is a formal verification technique to ensure that a given model
of the states and behaviours of a safety- or performance-critical system satisfies
a set of requirements. We are interested in models that consider nondeterminism
as well as quantitative aspects of systems in terms of time and probabilities. Such
models can be represented as Markov decision processes (MDP [32]) and verified
with probabilistic model checking. However, the applicability of model checking
is limited by the state space explosion problem: The number of states of a model
grows exponentially in the number of variables and parallel components, yet they
have to be represented in limited computer memory in some form. Probabilistic
model checking is particularly affected due to its additional numerical complex-
ity. Several techniques are available to stretch its limits: For example, symbolic
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probabilistic model checking [2], implemented in the PRISM tool [25], uses vari-
ants of binary decision diagrams (BDD) to compactly represent the state spaces
of well-structured models in memory at the cost of verification runtime. Par-
tial order [4] and confluence reduction [35] deliver smaller-but-equivalent state
spaces and work particularly well for highly symmetric models. When trading
accuracy for tractability or efficiency is acceptable, abstraction and refinement
techniques like CEGAR [23] can be applied. The common theme is that these
approaches aim at reducing the state space or its representation such that it fits,
in its entirety, into the main memory of the machine used for model checking.
An alternative is to store this data on secondary storage such as hard disks or
solid state drives and only load small parts of it into main memory when and
as needed. This is attractive due to the vast difference in size between main
memory and secondary storage: Typical workstations today possess in the order
of 4-8 GB of main memory, but easily 1 TB or more of hard disk space. More-
over, with the advent of dynamically scalable cloud storage, virtually unlimited
off-site secondary storage has become easily accessible. For conciseness, we from
now on refer to main memory as memory and to any kind of secondary storage
as disk.

In this paper, we present a method and tool implementation for disk-based
probabilistic model checking of MDP. Any such approach must solve two tasks:
State space exploration, the generation and storage on disk of a representation
of the reachable part of the state space, and the disk-based analysis to verify the
given properties of interest based on this representation. The core challenge is
that the most common type of secondary storage, magnetic hard disks, exhibits
extremely low random-access performance, yet standard memory-based methods
for exploration and analysis access the state space in a practically random way.

Previous Work. Exploration is an implicit graph search problem, and a num-
ber of solutions that reduce the amount of random accesses during search have
been proposed in the literature. These fall into three broad categories: (i) exploit-
ing the layered structure of breadth-first search (BFS) by keeping only the cur-
rent BFS layer in memory while delaying duplicate detection w.r.t. previous
layers until the current one has been fully explored [12,33]; (i7) partitioning
the state space according to some given or automatically computed partitioning
function over the states and then loading only one partition into memory at a
time in an iterative process [5,16]; (#i7) treating memory purely as a cache for a
disk-based search, but using clever hashing and hash partitioning techniques to
reduce and sequentialise disk accesses [19]. Exploration can naturally be com-
bined on-the-fly with checking for the reachability of error states, and methods
to perform on-the-fly verification of liveness and LTL properties exist [6,13,15].

The analysis of other logics, such as CTL model checking with satisfaction
sets, and of other models, such as probabilistic model checking of MDP with
value iteration, inherently require the entire state space for a dedicated analy-
sis step following exploration. Previous work on disk-based probabilistic model
checking considers purely stochastic models and focusses on the analysis phase:
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In absence of nondeterminism, classical block-iterative methods [34] can be used
with disk-based (sparse) matrix representations of Markov models. They proceed
by loading into memory and analysing one matrix block at a time (plus those
that it depends on) iteratively until the method has converged for all blocks.
Implementations can be divided into matriz-out-of-core and complete out-of-core
approaches [30]. In the former, the vector of state values being iteratively com-
puted is still kept in memory in its entirety [11]. It is similar to how PRISM [25]
uses BDD in its “HYBRID” engine for the model only, while both model and
values are represented symbolically in its “MTBDD” engine. The symbolic and
disk-based approaches for Markov chains can be combined [24]. Further work on
the disk-based analysis of purely stochastic models includes different implemen-
tations that are both disk-based and parallelised or distributed [7,20].

For the nondeterministic-probabilistic model of MDP that we are concerned
with, the default scalable analysis algorithm used in model checking is value
iteration, an iterative fixpoint method that updates the values of each state based
on a function over the values of its immediate successors until all changes remain
below a given error. We are aware of only one explicitly disk-based approach to
value iteration, which associates the values to the transitions instead of the states
and is based on sequentially traversing two files containing the transitions that
have been externally sorted by source and target states in each iteration [14].
However, external sorting is a costly operation, leading to high runtime.

The correctness of value iteration depends neither on the order in which the
updates are performed nor on how many updates a state receives in one iteration.
This can be exploited to improve its performance by taking the graph structure of
the underlying model into account to perform more updates for “relevant” states
in a “good” order. One such technique is topological value iteration [10], based on
a division of the MDP into strongly connected components. More generally, this
means that value iteration can also be performed in a block-iterative manner.

Our Contribution. The technique for disk-based probabilistic model checking
of MDP that we present in this paper is a complete out-of-core method. It
combines the state space partitioning approach from disk-based search with a
block-iterative variant of value iteration based on a very compact sparse matrix-
like representation of the partitions on disk. In light of the disk space available,
compactness seems at first sight to be a non-issue, but in fact is a crucial aspect
due to the low throughput of hard disks compared to main memory. Based
on a given partitioning function, our approach proceeds by first exploring the
partitions of the state space using an explicit state representation while directly
streaming the sparse matrix-like representation to disk. When exploration is
completed, the stored partitions are analysed using a block-based variant of
value iteration: It iterates in an outer loop over the partitions on disk, for each
of which value iterations are performed in an inner loop until convergence. All
read and write operations on the files we generate on disk are sequential. We
can thus easily add compression, which in our experiments reduces the amount
of disk space needed by a factor of up to 10 without affecting overall runtime.
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Our method has been implemented by extending the mcsta tool [18] of the
MODEST TOOLSET [22]. The implementation currently supports the computa-
tion of reachability probabilities and expected accumulated rewards. To the best
of our knowledge, mcsta is at this point the only publicly available tool that pro-
vides disk-based verification of MDP. We have evaluated the approach and its
implementation on five case studies. The largest model we consider has 3.5 bil-
lion states. It can be explored and analysed in less than 8 hours using no more
than 2 @B of memory and 30 GB disk space. Our technique is particularly efficient
for the analysis of time-bounded properties on real-time extensions of MDP. In
these cases, the overhead of using the disk is small and the enormous state space
explosion caused by the time bounds can be neutralised in its entirety.

2 Preliminaries

The central formal model that we use are Markov decision processes:

Definition 1. A probability distribution over a countable set {2 is a function
p € 2 —[0,1] such that ) ., u(w) = 1. Its support is support(p) = {s € S |
wu(s) > 0}. We denote by Dist(£2) the set of all probability distributions over §2.

Definition 2. A Markov decision process (MDP) is a triple (S, T, so) consisting
of a countable set of states S, a transition function T € S — 2PsHSXE) for ¢
countable subset R C R with T(s) countable for all s € S, and an initial state
so € S. A partitioning function for an MDP is a function f € S — {1,... k}
for some k € N with f(sg) =1.

For s € S, we call yu € T(s) a transition of s, and a pair b = (s’,r) € support(u) a
branch of u, with s’ being the target state of b and r being the associated reward
value. MDP support both nondeterministic and probabilistic choices: A state
can have multiple outgoing transitions, each of which leads into a probability
distribution over pairs (s, r). A partitioning function f € S — {1,...,n},n € N,
divides the states of an MDP into partitions P; = {s € S | f(s) = i}. The
partition graph is the directed graph (P, U) withnodes P ={ P; | 1 <i <k} and
edges U = { (P, P;) | i # jAN3ds € P, € T(s),(s',r) € support(p): s’ € P; }.
It is forward-acyclic if there is no (P;, P;) € U with j < 1.

We are interested in the probability of reaching certain states in an MDP and
in the expected reward accumulated when doing so. Since an MDP may contain
nondeterministic choices, these values are only well-defined under a scheduler,
which provides a recipe to resolve the nondeterminism. The verification ques-
tions are thus: Given a set of states F' C .S, (i) what is the maximum/minimum
probability of eventually reaching a state in F over all possible schedulers (reach-
ability probability), and (i4) what is the maximum/minimum expected accumu-
lated reward once a state in F' is reached for the first time over all possible
schedulers (ezpected reward)? These quantities can be formally defined using
the usual cylinder set construction for the paths of the MDP [17].

The computation of these quantities is typically done using value iteration, as
shown in Algorithm 1 for maximum reachability probabilities. For the minimum
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values :={s—1|s€eF}U{s—0|seS\F} // the value vector
repeat

error := 0

foreach s € S\ F' do

Unew = Max {Z<S,,T>€Support(#) p(s') - values(s') | p € T(S)}
if vpew > 0 then error := max{ error, |Vnew — values(s)|/values(s) }
values(s) := Vnew

b = R B

until error < e
return values(so)

© ®

Algorithm 1. Value iteration to compute max. reachability probabilities

case, we replace maximisation by minimisation in line 5. To compute expected
rewards, a precomputation step is needed to determine those states from which
F is reachable with probability one and zero, respectively. This can be done with
straightforward fixpoint algorithms over the graph structure of the MDP [17].
Using MDP directly to build models of complex systems is cumbersome.
Instead, higher-level formalisms such as PRISM’s guarded command language
are used. They add to MDP variables that take values from finite domains. In
an MDP with variables (VMDP), each transition is associated with a guard, a
Boolean expression that disables the transition when it is false. The probabilities
and reward values of the branches are given as real-valued arithmetic expressions.
Every branch has an update that assigns new values (given as expressions) to
the variables of the process. The semantics of a VMDP M is the MDP [M]
whose states are pairs (s, v) of a state s of M and a valuation v for the variables.
Transitions out of s that are disabled according to v do not appear in [M], and
the valuations of a branch’s targets are computed by applying the update of the
branch to the valuation of the transition’s source state. A partitioning function f
for a VMDP can be determined by an upper-bounded arithmetic expression e
with values in N: f((s,v)) = e(v) where e(v) is the evaluation of e in v. The
reachability set F' can likewise be characterised by a Boolean expression.

Real-Time Extensions of MDP. To model and analyse real-time systems,
MDP can be extended with real-valued clock variables and state invariant expres-
sions as in timed automata (TA [3]), leading to the model of probabilistic timed
automata (PTA [27]). A number of techniques are available to model-check
PTA [31], but only the digital clocks approach [26] allows the computation of
both reachability probabilities and expected rewards: Clocks are replaced by
bounded integer variables, and self-loop transitions are added to increment them
synchronously as long as the state invariant is satisfied. This turns the (finite)
PTA into a (finite) VMDP. The conversion preserves reachability probabilities
and expected reward values whenever all clock constraints in the PTA are closed
and diagonal-free. However, the size of the final MDP is exponential in the num-
ber of clock variables and the maximum constants that they are compared to.
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States: | trans. count ‘ first trans. ‘ is target? | (12 bytes)
/

Transitions: - --|branch count‘ first branch | .- (8 bytes)
/

Branches: ---| probability ‘ reward value ‘ part. ‘ index | -+ (24 bytes)

target state
Fig. 1. In-memory representation of MDP for fast random access

For timed models, we are also interested in time-bounded reachability: Rang-
ing over all possible schedulers, what is the maximum/minimum probability of
eventually reaching a state in F' within at most ¢ time units? These probabilities
can be computed by adding a new clock variable x to the PTA that is never
reset and computing the reachability probability for the set F' = {(s,v) | s €
F Av(z) <t} in the resulting digital clocks MDP [31].

A further extension of PTA are stochastic timed automata (STA [8]). They
allow assignments of the form z := SAMPLE(D) to sample from (continu-
ous) probability distributions D, e.g. exponential or normal distributions, in
updates. This allows for stochastic delays, such as the exponentially-distributed
sojourn times of continuous-time Markov chains, in addition to the nondeter-
ministic delays of (P)TA. A first model checking technique for STA has recently
been described [18] and implemented within the mcsta tool of the MODEST
ToOOLSET [22]. It works by abstracting assignments that use continuous distrib-
utions into finite-support probabilistic choices plus continuous nondeterminism,
turning the STA into a PTA that can be analysed with e.g. the digital clocks
technique.

3 Disk-Based State Space Exploration with Partitioning

In this section, we describe the partitioned state space exploration approach that
we use in our disk-based analysis technique for MDP. We assume that the MDP
to be explored is given in some compact description that can be interpreted as
a VMDP, and a partitioning function f is given as an expression over its vari-
ables. Disk-based exploration using partitioning has been the subject of previous
work [5,16], so we focus on the novel aspect of generating a sparse matrix-like
representation of the MDP on-the-fly during explicit-state exploration with low
memory usage and in a compact format in a single file on disk.

3.1 Representation of MDP in Memory and on Disk

There are conceptually two ways to represent in memory an MDP that is the
semantics of a VMDP: In an explicit-state manner, or in a sparse matriz-style
representation. In the former, only the set of states of the MDP is kept, with
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branch (<25 bytes) state (2 bytes)
/—/%
. Il‘ probability ‘ reward value ‘ part. ‘ index | . |2| x -|3‘is target?l e
~—

transition (1 byte)
Fig. 2. Inverse-sequential format to compactly represent MDP on disk

each state stored as a vector (s,v = (v1,...,v,)) where s identifies the state in
the original VMDP and v; the value of its i-th variable. Given a state and the
compact description of the VMDP, we can recompute transitions and branches
at any time on-demand. The other alternative is to identify each of the n states
of the MDP with a value in {1,...,n}, its indexr, and explicitly store the set
of transitions belonging to a state index and the transitions’ branches. For each
branch, its probability, its reward value, and the index of the target state need
to be stored. This sparse matrix-style representation takes its name from the
similar idea of storing a Markov chain as a sparse encoding of its probability
matrix. All information about the inner structure of the states is discarded.

Figure 1 outlines the sparse matrix-style representation used by mcsta, which
keeps three arrays to store the states, transitions and branches of a partition of
the state space. For a state, “is target?” is true iff it is in the reachability set F’
that we consider. The target state of a branch is identified by its partition and
its relative index within that partition. This format is more memory-efficient
than an explicit-state representation when the model has many variables, and
access to transitions and branches can be significantly faster because guards and
other expressions in the model do not need to be evaluated on every access.

The format of Fig. 1 allows fast random access to all parts of the state space.
However, when only sequential access is required, an MDP can be stored more
compactly. Figure 2 shows the “inverse-sequential” format used by our technique
to store state spaces on disk. States, transitions and branches are stored as a
sequence of records, with the type of each record given by its first byte. Branches
can be stored even more compactly by adding record types for common cases
such as branches with probability 1. The key idea of the format is to first store
all the branches of a transition before the transition record itself, and similarly
store all the transitions (each preceded by its branches) of a state before the state
record itself. In this way, we do not need to store the number of transitions and
the index of the first transition for a state since its transitions are precisely those
that appeared since the previous state record (and analogously for the branches
of a transition). The random-access format of Fig. 1 can be reconstructed from
a single sequential read of a file in the inverse-sequential format, and the file
can be created sequentially with one simultaneous sequential pass through the
arrays of the random-access format in memory.

3.2 Disk-Based Exploration Using Partitioning

Our disk-based exploration technique is given as Algorithm 2. It is based on the
approach of [5,16]. Files on disk are indicated by subscript p; when loaded into



138 A. Hartmanns and H. Hermanns

W N

© 0w N o wm

10

11

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

35

36
37

38

39

int count := 1, queues,.append(sg)
repeat
changed := false

// iterate over all partitions discovered so far
for i := 1 to count do

// Phase 1: update preliminary target indices for cross transitions
foreach j, S successorsi do array updates{;/[ = updates%.load()
oldmatrizy := matrizh, matrizy.clear() // rename file
foreach r € oldmatrizt, do // read records sequentially
if r=(1,p,r,5,k) Nk <0 then
matrizh.append ({1, p,r, j, updatesi, [~k — 1]))  // update index
else matriz}.append(r)

unload updates?, for all j € successors’

// Phase 2: explore more states in breadth-first manner
updatess,.clear()

queue queuel; := queuel.load(), queuel.clear(), glen’ := 0

indexed-set statesk; := statesh.load()

set done® := statesl;

while queuel;.length > 0 do

explicit-state s := queue};.dequeue()

if s ¢ statesy; then statesi;.add(s), statesh.append(s)

updatest .append (statess;.indexof(s))

if s € done’ then continue else changed := true

foreach t € s.transitions() do

if —t.guard(s.v) then continue

foreach b € t.branches() do

double p := b.probability(s.v), r := b.reward(s.v)

if p = 0 then continue

explicit-state s’ := b.target(s.v)

if f(s') =i then // local transition
if s’ ¢ statesi; then statesi;.add(s’), statesh.append(s’)
queue’;.enqueue(s’)

matrizt.append((1,p, r, i, statesh;.indexof(s’)))

else ‘ // cross transition
j = f(s'), successors®.add(j), count := max { count, j }

queuel .append(s’), glen’ = glen? +1
matm’xf).append((lm, r, 4, —qlen?)) // prelim. index < 0

matrizt.append((2))

matrizh.append((3,s € F))
| done®.add(s)

unload queuey;, statesy;, done"

while changed

Algorithm 2. Partitioned disk-based exploration with sparse matrix creation
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memory, the corresponding variable has subscript ;. For each partition, we use
BFS to discover new states (lines 12 to 38) with the following data in memory:

— states’: The set of states (explicit-state representation) of partition i is loaded
into memory in its entirety when search begins for the partition (line 14).
States are added in memory and appended on disk (lines 18 and 28).

— queue’: The queue of states to explore in partition . When a cross-transition
is found during search in partition i, i.e. a branch leads to another partition
J # i, then the target state is appended to queuef, on disk (line 33). For local
transitions, the target state is appended to queuel; in memory (line 29).

— done’: The in-memory set of fully explored states for the current iteration.

When an iteration of search in partition i ends, states’ is backed on disk, queue’ is
empty, and done" is no longer needed, so we remove them from memory (line 38).

During search, we simultaneously create the sparse matrix-like representation
of the partitions on disk in files matriz’, using the inverse-sequential format. The
files are not loaded into memory. The records for new branches, transitions and
states are appended to the file in lines 30, 34, 35 and 36. The main complication is
the correct treatment of cross transitions: A branch record stores the partition j
of its target state s" and the index of s" within that partition. However, we cannot
determine this index without loading all of states?, into memory, and even then,
s’ may not have been explored yet. To solve this problem, we instead use the
index of s’ in queued,, which is easily determined (line 33). To distinguish such
a preliminary index, which needs to be corrected later, from a local or already
corrected one, we store it as a negative value (line 34).

The correction of these preliminary indices inside matrizk happens at the
beginning of an iteration for partition ¢ (lines 5 to 11). The files updates], for all
successor partitions j are loaded into memory. These files have been created by
the previous iteration for partition j in lines 12 and 19 and contain the correct
indices for all states that were previously in queuef,, at the same position. The
preliminary queue-based indices in partition ¢ can thus be corrected by a sequen-
tial pass through its sparse matrix-like representation in file matriz), replacing
all negative indices —k for partition j by the corrected value at updatesy,[k].
This is a random-access operation on the files updatesf), which is why they were
loaded into memory beforehand, but a sequential operation on the file matm’mﬁ,
of which we thus only need to load into memory one record at a time. Observe
that this correction process relies on the availability of updates{, for all successor
partitions j. To assure this, we iterate over all partitions in a fixed order in line 4
instead of always moving to the partition with the longest queue as in [5,16].

To describe the memory usage and I/O complexity of this algorithm, let nyax
denote the max. number of states, syax the max. number of successor partitions
(i.e. the max. outdegree of the partition graph), and cyax the max. number of
incoming cross edges, over all partitions. Then the correction of preliminary
indices in phase 1 needs memory in O(Smax * Cmax) for the updates{v[ arrays
and the exploration in phase 2 needs memory in O(Nmax + Cmax) for statesfw
and done’ plus queuel;. Additionally, we need memory for the sets of integers
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1 for i :=1 to count do // prepare value arrays on disk
2 matrizi; := matrizh.load()

3 for k := 0 to matrizi;.states.length — 1 do

4 L valuesh.append(matrizk .states[k].istarget ? 1 : 0)

5 unload matrizs,

6 while changed do // block-iterative value iteration
7 changed := false // changed is initially true
8 for i := count down to I do

9 matrizh; := matrizh.Joad(), valuesl; := valuesh.load()
10 foreach j € successors' do values}; := values].load()

11 repeat

12 error := 0

13 for k := 0 to matrizi;.states.length — 1 do

14 if matriz};.states[k].istarget then continue

15 Upew :=max... // asin Algoritm 1, but with values}'v{/valuesi/I
16 if Upew > 0 then error :=...// compute error as in Algorithm 1
17 valuesi, [k] := Vnew

18 if error > € then changed := true

19 until error < e
20 unload matriz;, valuesi; and the values{VI for all j € successors®

21 return valuesp [0]

Algorithm 3. Partitioned value iteration for max. reachability probabilities

successors®, which we assume to be negligible compared to the other data items.
A theoretical analysis of the I/O complexity [1] of a partitioning-based technique
is problematic (and in fact absent from [5] and [16]) due to the way multiple
files are used e.g. when cross transitions are encountered: For the (unusual) case
of very small ny.x and very high spax and cpax, the disk accesses to append
target states to different queues would be mostly random, but in practice (with
low Smax and I/O buffering) they are almost purely sequential. A theoretical
worst-case analysis would thus be too pessimistic to be useful. We consequently
abstain from such an analysis, too, and rely on the experimental evaluation of
Sect. 5.

However, it is clear that the structure of the model w.r.t. the partitioning
function will have a high impact on performance in general; in particular, a low
number of cross edges is most desirable for the exploration algorithm presented
here. Ideally, the partition graph is also forward-acyclic. In that case, two itera-
tions of the outermost loop suffice: All states are explored in the first iteration,
and the second only corrects the preliminary indices.

4 Disk-Based Partitioned Value Iteration

The result of the partitioned exploration presented in the previous section is
a set of files in inverse-sequential format for the partitions of the state space.
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As mentioned in Sect. 1, value iteration can update the states in any order, as
long as the maximum error for termination is computed in a way that takes
all states into account. We can thus apply value iteration in a block-iterative
manner to the partitions of the state space as shown in Algorithm 3. The vector
of values for each partition is stored in a separate file on disk. In lines 1 to 5,
these files are created with the initial values based on whether a state is in the
target set F'. The actual value iterations are then performed in lines 6 to 20.
For each partition, we need to load the sparse matrix-style representation of this
part of the MDP into memory in the random-access format of Fig. 1, plus the
values for the current partition (line 9), and those of its successors (lines 10).
The values of the successor partitions are needed to calculate the current state’s
new value in line 15 in presence of cross transitions. Memory usage is thus in
O(Mmax + Smax * Mmax ), Where My is the maximum over all partitions of the
sum of the number of states, transitions and branches. The I/O complexity is in
O(i-p- (scan(Mmax) + (Smax + 1) -scan(nmax))) where ¢ is the number of iterations
of the outermost loop starting in line 6 and p is the total number of partitions.

In contrast to the exploration phase, the performance of this disk-based value
iteration is not directly affected by the number of cross transitions. However, the
number of successor partitions, i.e. Syax, is crucial. An additional consideration
is the way that values propagate through the partitions. The ideal case is again
a forward-acyclic partition graph, for which a single iteration of the outermost
loop (line 6) suffices since we iterate over the partitions in reverse order (line 8).

For expected rewards, we additionally need to precompute the sets of states
that reach the target set with probability one and zero as mentioned in Sect. 2.
The standard graph-based fixpoint algorithms used for this purpose [17] can be
changed to work in a block-iterative manner in the same way as value iteration.

5 Evaluation

In this section, we investigate the behaviour of our disk-based probabilistic model
checking approach and its implementation in mcsta on five models from the
literature. Experiments were performed on an Intel Core i7-4650U system with
8 aB of memory and a 2TB USB 3.0 magnetic hard disk, running 64-bit Windows
8.1 for mecsta and Ubuntu Linux 14.10 for PRISM version 4.2.1. We used a timeout
of 12 hours. Memory measurements refer to peak working/resident sets. Since
mcsta (implemented in C#) and parts of PRISM are garbage-collected, however,
the reported memory usages may fluctuate and be higher than what is actually
necessary to solve the task at hand. Our experiments show what the disk-based
approach makes possible on standard workstation configurations today; by using
compute servers with more memory, we can naturally scale to even larger models.

Detailed performance results are shown in Table 1. State space sizes are listed
in millions of states, so the largest model has about 3.5 billion states. Columns
“exp” and “chk” show the runtime of the exploration and analysis phases, respec-
tively, in minutes. Columns “GB” list the peak memory usage over both phases in
gigabytes. We show the performance of mcsta without using the disk to judge the
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overhead of partitioning and disk usage. Where possible, we also compare with
PRrisMm, which does not use the disk, but provides a semi-symbolic HYBRID engine
that uses BDD to compactly represent the states, transitions and branches while
keeping the entire value vector(s) in memory during value iteration (limiting its
scalability), and a fully symbolic MTBDD engine that also uses BDD for the value
vector. The HYBRID engine does not support expected rewards.

Compression. As all file accesses are sequential, we can use generic lossless com-
pression to reduce disk accesses. Using the LZ4 algorithm [29], we achieved a
7% to 10x reduction in disk usage on our examples. We observed almost no change
in runtime with compression enabled, so the extra CPU time is outweighed by
reduced disk I/O. Compression thus lowers disk usage at no runtime costs.

Partitioning Functions. The actual performance of our approach depends on the
structure of the model and its interplay with the partitioning function. Scalabil-
ity hinges on the function’s ability to distribute the states such that the largest
partition and the values of its successors fit into memory. The problem of auto-
matically constructing a good partitioning function has largely been solved in
prior work, and many techniques, like the ones described and referenced in [16],
are available, but they are not yet implemented in mcsta. For our evaluation, we
thus use relatively simple manually specified partitioning functions.

CSMA /CD: The MDP model of the IEEE 802.3 CSMA /CD protocol from the
PrisM benchmark suite. It was manually constructed from a PTA model using
the digital clocks approach. It has parameters N, the number of communicating
nodes, and K, the maximum value of the backoff counter. The nodes count the
number of collisions they encounter when trying to send a message. We parti-
tion according to the sum of the collision counters of the nodes. The resulting
partition graph is forward-acyclic since these counters are only incremented, and
Smax = IN. However, due to using the sum of several values for partitioning, the
states are not evenly distributed over the partitions.

We first report on the performance of computing the minimum probability of
any node eventually delivering its message with fewer than K collisions (model
CSMA/ CD{Vj; in Table 1, with 1 x P indicating that one reachability probability
is computed), and then on computing the max. and min. expected times until all
nodes have delivered their message (model CSMA/ CDéV;I]g, where 2 x E indicates
that we compute two expected-reward values). All MDP are only medium-sized.
Our disk-based technique achieves performance comparable to the semi-symbolic
approach here, which however does not support expected rewards. The fully
symbolic approach has significantly higher runtimes for those properties.

Randomised Consensus: The PRisM benchmark of the randomised consensus
protocol of N actors doing random walks bounded by K to reach a common
decision. We partition according to the value of the shared counter variable. The
resulting partition graph is strongly connected with spa.x = 2. We use € = 0.02
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Table 1. Evaluation results (millions of states, minutes, and gigabytes of memory)

model in-memory disk-based semi-symbolic | fully symbolic
(mcsta) (mcsta -L) (PRISM HYBRID) (PRISM MTBDD)

params states|exp chk GB P Nmax €xp chk GB| exp «chk GB| exp chk GB
e 3,4 1.5/ 0.1 0.0 03| 12 04: 0.2 0.0 02| 00 0.2 02 00 0503
Zéé 3,5 12.1(1.1 0.1 26 15 26: 13 0.1 0.7 01 16 05| 0.1 4.0 0.4
@) 3,6 84.9 > 8GB 18 15.3: 9.3 1.3 50| 0.3 13.1 23| 0.3 229 3.0
< A6 07 i 2 LA T 04 08| 0.1 08704 04 T 2204
E 4,4 133.3 > 8GB 16 33.0: 19.1 22 6.6/ 04 176 3.6| 0.6 21.7 5.1
O 4,5 2596.0 > 8GB > 8GB > 12h
wmd 3,4 1.5/ 01 0.1 03| 12 04: 02 0202 0.0 18.1 0.4
Zéé 3,5 12.11 1.1 1.5 26 15 26: 1.3 1.7 0.7 n/a 0.1 96.9 4.7
@) 3,6 84.9 > 8GB 18 15.3: 9.3 194 5.0 0.3 707.0 5.1
< A0 00 7] I T LA T 0 0RO 924705
= 4,4 133.3 16 33.0: 19.1 16.5 6.6 n/a 0.5 637.3 5.5
n . > 8GB
@) 4,5 2596.0 > 8GB > 12h
e 8,2 61.0 5 16.8: 10.5 1049 6.4 0.0 283 1.6| 0.0 54 0.3
Zfé 8,3 87.9 7 16.8: 16.0 200.6 4.3| 0.0 65.1 2.3| 0.0 10.1 0.4
Z 8,4 114.8 > 8GB 8 16.8: 21.8 347.5 7.3| 0.0 121.4 29| 0.0 17.5 0.4
gi 8,5 141.6 10 16.8: 27.2 4849 6.8| 0.0 1934 3.6| 0.0 25.1 0.4
g 8,6 168.5 12 16.8° 33.9 660.3 6.9| 0.0 260.6 4.2] 0.0 38.9 0.4
© 8,7 195.4 > 12h 0.0 361.6 4.9/ 0.0 49.9 04
x% 1 718.0 203 11.5:177.3 8.5 3.0 715.3 4.3 5.8
z, 2 1197.9 > 8GB 337 12.0 283.5 15.7 3.0 > 8GB
i 3 1685.0 471 13.1:392.2 234 3.0 > 12h
= 4 2186.7 605 15.1:502.6 30.7 3.5
B 1 718.0 203 11.5:177.3 52.4 3.0
b 2 1197.9 > 8GB 337 12.0:283.5 72.0 3.0 n/a > 12n
E 3 1685.0 471 13.1:392.2 94.2 3.0
= 4 2186.7 605 15.1:502.6 114.0 3.5
S 64,16 18.7( 1.5 0.2 3.8 65 03: 18 0.5 0.2(23.0 56.8 1.0 orror
=% 128,16 3741 3.1 0.5 73| 129 03: 3.7 09 0.2]34.7 1504 14
B6432 707 >8GB | 65 127 74 1.8 05(89.4 345.2 24| error o
m 128,32 141.5 129 1.2: 153 34 05 > 12h
Qg 64,256 355.7 > 8GB 577 1.5 407 3.3 0.6 > 8GB 122.6 38.2 2.6
=X 128,256 715.6 1153 1.5 93.0 60.6 0.6 > 12h
= 64,512 1773.7| >8GB 1089 4.8:203.1 '18.8 1.6| > 8GB N >8GB o
m 128,512 3573.3 2177 4.8:418.5 38.1 1.8

5,100 18.01 1.4 0.5 54| 102 0.2: 2.0 04 0.2
Q& 5,200 41.2 202 0.2: 47 1.0 0.2 n/a n/a
gX 5,400 87.8 > 8GB 402 0.2° 105 2.1 0.2
S 580 1809 | 802 02 24 43020 |
9‘2 10, 100 34.0 102 04 40 09 0.2
o 10,200 77.1 > 8GB 202 04 96 1902 n/a n/a
= 10,400 163.4 402 04 204 4.1 0.3

10,800 335.9 802 0.4 439 86 0.3

params states |exp chk GB P NMmax €xp chk GB| exp «chk GB| exp chk GB

during value iteration (instead of the default € = 10~° as in the other examples).
The MDP appear medium-sized in terms of states, but have about 5x as many
transitions and 7x as many branches as states, so should be considered large.
We check the two probabilistic reachability properties originally named “C;”
and “Cy”. The fully symbolic technique completes exploration and analysis much
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faster than our disk-based approach. This is because this model is a benchmark
for value iteration, with values propagating in very small increments back-and-
forth through all the states and thus partitions. Still, we observe that ny.x is
invariant under K, so our technique will be able to check this model for N = 8
and any value of K without running out of memory—if given enough time.

Wireless LAN: The MoODEST PTA model [21] of IEEE 802.11 WLAN, based
on [28]. So far, this protocol has only been analysed with reduced timing parame-
ters to contain state space explosion. We use the original values of the standard
for a 2Mbps transmission rate instead, including the max. transmission time
of 15717 s, with 1us as one model time unit. Parameter K is the maximum
value of the backoff counter. We partition according to the first station’s backoff
counter, its control location, and its clock. The resulting partition graph has
some cycles with sp.x = 3. Exploration needs 5 iterations of the outermost loop
of Algorithm 2 in all cases. We compute the maximum probability that either
station’s backoff counter reaches K (model WLANE  in Table 1) as well as the

maximum expected time until one station delivers its packet (WLANX ).

BRP: The MoODEST PTA model of the Bounded Retransmission Protocol
(BRP) from [21]. Parameters are N, the number of data frames to be trans-
mitted, MAX, the bound on the retries per frame, and 7D, the maximum
transmission delay. We fix MAX = 12. We partition by the number of the cur-
rent data frame to analyse the model’s six probabilistic reachability properties
(BRPéV;(TPD). This leads to the ideal case of a forward-acyclic partition graph with
Smax = 1. We also analyse two time-bounded reachability properties (BRPéV’X]?FP)
with deadline D and fixed TD = 32, partitioning additionally according to the
values of the added global clock. This leads to spmax = 2. For the reachability
probabilities, PRISM’s MTBDD engine incorrectly reported probability zero in all
cases. Our approach benefits hugely from having to perform far fewer total value
iterations per state due to the favourable partitioning. In the reachability prob-
abilities case, nyax is invariant under N, so we can scale N arbitrarily without
running out of memory.

File Server: The STA file server model from [18]. C' is the capacity of the
request buffer. We compute the maximum and the minimum probability of a
buffer overflow within time bound D. We cannot compare with PRISM because
some features necessary to support STA cannot currently be translated into its
input language from MODEST. Using our disk-based technique permits a finer
abstraction for continuous probability distributions than before (p = 0.01 instead
of 0.05). We partition according to the values of the global clock introduced to
check the time bounds. This leads to the ideal case of an acyclic partition graph
with spmax = 1. The state space and number of partitions grow linearly in the time
bound while n,.x remains invariant. We can thus check time-bounded properties
for any large bound without exceeding the available memory, at a linear increase
in runtime. This solves a major problem in STA model checking.



Explicit Model Checking of Very Large MDP 145

6 Conclusion

We have shown that the state space partitioning approach to using secondary
storage for model checking combines well with analysis techniques built on graph
fixpoint algorithms. We have used the example of MDP models and value itera-
tion, but the same scheme is applicable to other techniques, too. In particular,
the precomputation step for expected-reward properties is very close to what is
needed for CTL model checking. Our technique is implemented in the mcsta tool
of the MODEST TOOLSET, available at www.modestchecker.net. In our evalua-
tion, we observed that it significantly extends the reach of probabilistic model
checking. It appears complementary to the symbolic approach: On the model
where our technique struggles, PRISM performs well, and where PRISM runs into
memory or time limitations, our technique appears to work well. In particu-
lar, our approach appears to work better for expected-reward properties, and
we have been able to defuse the crippling state space explosion caused by the
deadlines of time-bounded reachability properties in PTA and STA models.
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Abstract. We consider finite-state Hierarchical Probabilistic Automata
(HPA) to model failure-prone open systems. In an HPA, its states are
stratified into a fixed number of levels. A k-HPA is an HPA with k + 1
levels and it can be used to model open systems where up to k failures
can occur. In this paper, we present a new forward algorithm that checks
universality of a 1-HPA. This algorithm runs much faster than an earlier
backward algorithm. We present the implementation and experimental
results for verifying abstracted failure-prone web applications. We also
prove a theoretical result showing that the problem of checking emptiness
and universality for 2-HPA is undecidable answering an open question.

Keywords: Model checking - Verification tool - Failure-prone open sys-
tems - Emptiness and decision problems - Hierarchical Probabilistic
Automata (HPA)

1 Introduction

Open concurrent systems, such as web applications, are usually deployed on
multiple processors/servers. These systems take user inputs (thus called open
systems), and service their requests. Failures may occur in such systems in the
form of server/processor crashes. Once a processor fails, the other functioning
processors take over the remaining tasks from the failed processor and continue
their execution. In this paper, we model the failures probabilistically and assume
that the probability of failure of a processor may depend on its current state as
well as the input (inputs are usually submitted as a form) being processed.
In such systems, it is critically important to verify that the system satisfies a
correctness property with a minimum probability on all input sequences.

We employ Open Probabilistic Transition Systems (OPTSes) to model such
failure-prone open concurrent systems. In general, an OPTS takes inputs from
the environment and makes transitions to different states according to a proba-
bility distribution which may depend on the input as well as the current state.
We consider systems abstracted as finite-state OPTSes. We consider the cor-
rectness property specified by a deterministic automaton on the computations
of the system. The problem of checking that a system, specified by an OPTS
T, satisfies a specification given by an automaton A with a probability greater
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than a given value z, reduces to the problem of checking if the Probabilistic
Automaton (PA) T x A, accepts all input sequences with probability greater
than x. Therefore, checking correctness reduces to checking universality of the
language accepted by a PA [1,8,9,11].

When we use the probabilistic behavior of the OPTS only for modeling
processor failures, as described above, we get hierarchical OPTSes. A hierarchi-
cal OPTS is one in which its states are stratified into k41 levels, say 0,1, ..., k,
(for some k > 0) such that, from any state, on an input, at most one tran-
sition goes to a state at the same level and all other transitions go to higher
levels, and the initial state is at level 0. Such an OPTS is called a k-OPTS.
Intuitively, it captures the situation when up to k processors can fail probabilis-
tically in some arbitrary sequence. The level of a state denotes the number of
failures that occurred before reaching the state. Now checking correctness of a
k-OPTS reduces to checking universality of the language accepted by an HPA
(Hierarchical Probabilistic Automata). HPA introduced in [4] are a subclass of
Probabilistic automata (PA). In that work it has been shown that the problem of
checking the emptiness of L, (A) (L>,(A)) of an HPA A for a rational z€(0, 1)
is undecidable. (Here L, (A) is the set of all strings accepted by A from the
initial state with probability > x).

It has been shown in [6], that checking emptiness and universality problems
for 1-HPA is decidable in exponential time by presenting an algorithm, called
backward algorithm. In this paper, we give an alternative algorithm, called for-
ward algorithm, for checking emptiness and universality of 1-HPA. This algo-
rithm employs the given threshold value x critically in its logic. It is shown to
have a better complexity (although it is also exponential time in the worst case),
and runs much faster in practice as shown by our experimental results.

We also show that the emptiness problem for 2-HPA is undecidable. The
undecidability result for HPA given in [4], proves the result for 6-HPA. Our
result closes the gap between the levels of HPA for which decidability and unde-
cidability results are proved. Our result employs a new elegant construction of
a 2-HPA, to check equality of two counter values of a counter machine (more
specifically, to recognize the context free language {a™b™ |n > 0}), replacing the
Freivalds’ construction employed in [4].

We have implemented a tool that takes a PA, checks if it is an HPA. If it is
an HPA it computes the minimum k such that it is a k-HPA and classifies its
states into k+1 levels; this algorithm runs in time O(k-m) where m is the size of
the PA. If k =1, it also takes a threshold value x and checks for non-emptiness
of L5, (A) using the forward and backward algorithm. We employed it to check
the correctness of two abstracted web applications under a single failure. The
experimental results confirm that the forward algorithm is orders of magnitude
faster than the backward algorithm for these examples.

In summary, the main contributions of the paper are as follows.

— A new faster algorithm for checking non-emptiness of the language accepted
by a 1-HPA with respect to a given rational threshold x€(0, 1).
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— Undecidability result for checking non-emptiness for 2-HPA | thus closing the
gap in the known decidability results.

— A tool that takes a PA and checks if it is a 1-HPA and then checks for the
non-emptiness of its language with respect to a given threshold value.

— A tool that takes the following as input: the specification of a single session
of a web server as deterministic automaton, and a failure specification, and a
correctness specification and checks for its correctness, under the assumption
of at most one failure, of a system running two servers.

There has been much work done on verifying finite-state concurrent proba-
bilistic programs [3,10]. All of them assume closed systems and model the system
as a Markov Decision Process (MDP) and verify its correctness in an appropriate
logic. To the best of our knowledge, ours is the first work that checks for correct-
ness of a class of open probabilistic systems using probabilistic automata. The
decidability problem for different classes of PA under different threshold con-
ditions has been extensively studied [2,5,7]. Our algorithm for non-emptiness
of 1-HPA is faster in practice than the one proposed in [6]. Our undecidability
result for 2-HPA improves the result of [4] and closes the gap between known
decidability /undecidability results for HPA.

The rest of the paper is organized as follows. Section 2 has basic definitions
and notation used in the paper. In Sect.3 we present our enhanced backward
algorithm and the forward algorithm for deciding the non-emptiness of 1-HPA.
In Sect.4 we present the undecidability result for 2-HPA. Section5 presents
the model for OPTS. Section 6 presents implementation and application of the
algorithms. Finally, Sect. 7 contains concluding remarks.

2 Preliminaries

We assume reader is familiar with finite-state automata, regular languages, and
w-regular languages. The closed unit interval is denoted by [0, 1] and the open
unit interval by (0, 1). The power-set of a set X will be denoted by 2X.

Sequences. Given a finite set S, |\S| denotes the cardinality of S. Given a finite
sequence K = $o$1 ... over S, || will denote the length of the sequence, x[i] will
denote the element s; of the sequence and Pref (k) denotes the set of prefixes
of k. As usual S* will denote the set of all finite sequences/strings/words over
S, ST will denote the set of all finite non-empty sequences/strings/words over
S, and S“ will denote the set of all infinite sequences/strings/words over S. A
language over S is a subset of S*.

Probabilistic Automata (PA). Informally, a PA is like a finite-state deter-
ministic automaton except that the transition function from a state on a given
input is described as a probability distribution which determines the probability
of the next state.

Definition 1. A finite-state probabilistic automaton (PFA) over a finite alpha-
bet X is a tuple A = (Q, qo, 0, Acc) where @ is a finite set of states, goE€Q is the
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ingtial state, 6 : @ x X x @ — [0,1] is the transition relation such that for all
q,q'€Q and a€X, §(q,a,q’) is a rational number and Zq’EQ 5(q,a,q¢") =1, and
Acc C @ is an acceptance condition, also called set of final/accepting states.

Notation: By default we mean PFA when we talk about PA in this paper.
The transition function § of PA A on input a€X can be seen as a square
matrix J, of order |Q| with the rows labeled by “current” state, columns
labeled by “next state” and the entry d,(q,q’) equal to d(q,a,q’). Given a word
u = apai...a, €Y7, §, is the matrix product 84,04, -..0q,. For the empty
word e€X* we take d. to be the identity matrix. Finally for any Q¢ C @, we
say that 0,(q, Qo) = > ,cq, 9u(q,¢'). Given a state ¢€Q and a word ue X+,
post(q,u) = {¢' | du(q,q¢’) > 0} and pre(q,u) = {¢' | 0.(¢’,q) > 0}. For a set
C C Q, post(C,u) = Usecpost(g,u) and pre(C, u) = Ugecpre(q, u).

Intuitively, a PA A starts in the initial state g, and if after reading ag, a1, . . . , a;
it results in state ¢, then it moves to state ¢’ with probability d,, ., , (¢, ¢") on symbol
ai+1.- A runof Astarting in a state g€ on an input kK€ X™ is a sequence p€Q* such
that |p| = 1+ |k|, p[0] = qo and for each i > 0, 6,.5)(p[i], pli +1]) > 0. We say that
pis an accepting run if p[|p| — 1]€Acc, i.e., the last state on p is an accepting state.

Given a word k€X*, the PA A can be thought of as a Markov chain. The
set of states of this Markov chain is the set {(q,v) | ¢€Q,vEPref(x)}, and the
probability of transitioning from (q,v) to (¢’,u) is da(q,q") if u = va for some
a€X and 0 otherwise.

PA Languages. Consider a PA A = (Q, qo, 0, Acc) over an alphabet X. Given
a rational threshold = € [0,1] and >€{>, >}, the language Ly, (A) = {uecX™* |
0u(qo, Acc) >} is the set of finite words accepted by A from gy with probability
>x.

2.1 Hierarchical Probabilistic Automata

Intuitively, a hierarchical probabilistic automaton is a PA such that the set of
its states can be stratified into (totally) ordered levels. From a state ¢, on each
letter a, the machine can transit with non-zero probability to at most one state
in the same level as ¢, and all other probabilistic successors belong to higher
levels.

Definition 2. For an integer £ > 0, a k-hierarchical probabilistic automaton
(HPA) is a probabilistic automaton A = (Q, qo, d, Acc) over alphabet X such
that @ can be partitioned into k + 1 sets Qg, @1, - - . , Qk satisfying the following
properties:

— q0€Qo;
— for every i, 0 < i < k and every ¢€Q; and a€X, |post(q,a) N Q;| < 1; and,
— for every i, 0 < i <k, ¢eQ; and a€X, post(q,a) N Q; = 0 for every j < i.

For any k-HPA A, as given above, for 0 < i < k, we call elements of Q; as
level i states of A. For the rest of the paper, by HPA we mean 1-HPA, unless
otherwise stated.
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a, 1/2 1
. a,
a2 ) .
N N aln2

a, 172 ;j a1

Fig. 1. 1-HPA example with initial state 0 and final state 3, and Qo = {0,1}, Q1 =
(2,3},

Notation: Let A = (Q, qo, d, Acc) be a 1-HPA over an input alphabet X, A
has n states (i.e., |@Q| = n) and m transitions where m is the cardinality of the
set {(¢,a,q")|0(q,a,q") > 0}. Let s = |X|. Qo and @, are the level 0 and level
1 states respectively. It’s easy to see that given any state €@y and any word
keX*, A has at most one run p on k where all states in p belong to Q.

Witness Sets. A set W C @ is said to be a witness set if W has at most one
Qo state. Note that every subset of ()1 is a witness set. For a witness set W such
that W N Qg # 0, we let gy denote the unique state in W N Qq. A word ke X*
is definitely accepted from a witness set W iff for every ¢€W with ¢e@Q; (for
i€{0,1}) there is an accepting run p on & starting from ¢ such that for every j,
pljleQi and d,.(;1(plj], p[j +1]) = 1. In other words, & is definitely accepted from
a witness set W iff k is accepted from every state g in W by a run where the
HPA stays in the same level as ¢, and all transitions in the run are taken with
probability 1. We say that a witness set W is good if there is at least one word
that is definitely accepted from W.

Notation: Let X’ be the collection of all witness sets U such that U N Q) is a
good witness set. Let ) be the collection of all good witness sets U such that
UNnQo=1.

3 Decision Algorithms and Robustness

For a 1-HPA A, the problem of determining if L+, (A) is non-empty (i.e., non-
emptiness problem) has been shown to be in EXPTIME in [6]. The above paper
gave an algorithm, called backward algorithm, for the non-emptiness problem.
In this section, we present a new algorithm called forward algorithm and an
improved version of the backward algorithm. We show that the forward algorithm
has better complexity than the backward algorithm. Both algorithms are based
on the calculation of good witness sets for the HPA, which is covered in Sect. 6.1.

Let z€[0,1] be a rational threshold of size at most r'. It has been shown
in [6], that for an HPA A, Ly, (A) # 0 iff there is a finite word u and a good
non-empty witness set W, such that |u| < 4rn8™ and d,(qo, W) > x. Now, let
L = 4rn8"™.

LA rational number s has size r iff s = = where m,n are integers, and the binary

representation of m and n has at most 7 bits.
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3.1 Forward Algorithm

The forward algorithm is based on a quantity val(C, x, u) defined for aset C C @1
of states in HPA A, a threshold x€(0,1), and a finite word w. The intuition
of val is, starting from ¢g, after the input string u, the probability that the
automaton is in some state in C'is 0,,(qg, C); this means an additional probability
of (z — d4(qo, C)) is needed to cross the threshold x; this additional probability
can only come from the probability remaining at level 0, which is d,(qo, Qo).
Thus, val(C,z,u), defined as the ratio of the above additional probability to
that of d,(qo, Qo), is the fraction of d,(qo, Qo) that still needs to move to C
so that the probability of reaching the accepting states at the end exceeds the
threshold x. Formally, we have the following definition.

% if 8,,(g0, Qo) # 0
val(C,z,u) = +00 if 8,(qo,C) < x,64(q0, Qo) = 0 O
y Ly 0 if 5u((]070> = xa(su(meo) =0
-0 if 04(q0, C) > x,6u(q0, Qo) =0

From the definition of the function val, and using algebraic simplifications,
the following properties are easily proved.

Lemma 1. For u,veX™, if C,D C Q1, ¢,q'€Qq be such that C = pre(D,v) N

Qla{q} = pOSt(QO7u)a{q/} = pOSt<an); Z‘/ = 5U(Q7D)7Z/ = 6U(Q7ql)7yl =1- Zl
and y',z' >0, then the following hold:

1. val(D, x,uv) = M, and

2. If C = D (i.e., post(C,v) = C) and ¢ = q, then for any integer p > 0,
val(C, z, uvP) = Z—: + (5)P(val(C,z,u) — z—:)
The val values play an important role in deciding whether a word « is accepted

by an HPA. It has been shown in [6] that  is accepted with probability > x iff

k can be divided into strings u, ’, i.e., Kk = ux’, and there is a witness W such

that &’ is definitely accepted from W and one of the following conditions:

- W C @y, val(W,z,u) <0
-WnNQy#Dand 0 <val(WNQy,z,u) <1

Now, to check the existence of a string x satisfying the above property, we
define another quantity minval(W, ) for each WeX and ¢ > 0 as follows. Intu-
itively, this is the minimum of the values given by val over all strings of length
at most ¢. Formally, we have the following definition where min{{} = +oc.

minval(W, i) = min{val(W N Q1, z,u)||u| < i}.

The following lemma is easily proved using the observations above.

Lemma 2. Lo, (A) # 0 iff for some i > 0, either (WX : minval(W,4) < 0)
or (AWeY : 0 < minval(W, i) < 1).
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For any CCQ,ueX ™, recall that pre(C,u) = Uzecpre(q, u) (see Sect. 2). Now,
for any WeX, acX, and q€Qo, let W, , = (pre(W,a) N Q1) U {¢}. It should be
easy to see that W, , € X. To calculate the values minval(W,4) for WeX’ and
i > 0, we present the following incremental algorithm.

minval(WW,0) = {m if (a0 €W);
400 else.
For ¢ > 0, and W NQq # 0,
minval(WW,7) = min{minval(W,i — 1), (2)
minval(W, 4,1 — 1) — d,(q, W N Q1) |
da(q, qw)
a€X, ¢€Qo, 6a(q, qw) > 0}}.

min{

Further more, for i > 0 and WNQo = 0, minval(W, 1) is updated as follows: if
Jda € X, ¢ € Qo such that minval(W, 4,i—1) < §,(¢, WNQ1) then minval(W, i) =
—o0; otherwise, minval(W,i) = minval(W,7 — 1). By induction on i, it can be
shown the above algorithm computes minval(-,-) correctly, i.e., the computed
values agree with the definition of minval(-, ) given earlier. Clearly, minval(WV, 1)
is monotonically non-increasing with increasing values of 4.

Let w = |X|. It should be easy to see that w < 2™ < L. The algorithm
computes the values of minval(W,14), for each witness set WeX, in increasing
values of ¢ = 0, ... until one of the following conditions is satisfied: (a) (IWeX :
minval(W,i) < 0) or (3WeY : 0 < minval(W,i) < 1); (b) ¢ > 0 and VIWeX,
minval(W,i) = minval(W,i — 1); (¢) ¢ = w. Observe that once condition (b)
holds, the values of minval(WW,7) do not change from that point onwards, i.e.,
they reach a fixed point. The algorithm terminates for the smallest integer 4
such that either of the conditions (a) or (b) hold. If at termination, condition
(a) holds then it answers “yes”; if (a) does not hold but (b) holds then it answers
“no”; if both (a) and (b) do not hold, but (c¢) holds then it will answer “yes”.
Now we have the following theorem.

Theorem 1 (Correctness of Forward Algorithm). Forward algorithm will
definitely terminate after at most w iterations providing the correct answer, i.e.,

it outputs “yes” iff Lsz(A) # 0.

Proof. Clearly, the algorithm terminates within at most w iterations and out-
puts an “yes” or “no” answer. It is enough if we prove that it outputs the
correct answer. Assume that the algorithm outputs an “yes” answer. Here
there are two cases. The first one is condition (a) is satisfied. Clearly, from
Lemma 2, we see that Ls,(A) # (. The second case, is that condition (c) is
satisfied, i.e., i = w at termination and neither of conditions (a), (b) is satisfied.
Let Fy = {WeX | ggeW}. For j > 0, let F; = {WeX | minval(W,j) <
minval(W, j — 1)}. It is easily seen that for each j > 0, F; # 0, otherwise
the fixed point condition (b) would have been satisfied before the wt" itera-
tion. Also for each WeF;, W N Qo # 0 and there exists VEF;_; and a€X such
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that minval(W, j) = minval(‘igi@g;ﬁ%%‘;)’wr@l). Since F,, # ), the above property

would imply that there exists WyeFy and for each 0 < j < w, there exists

. . inval(W;_1,j—1) 64, (¢,W;
W;€eF; and a;€X such that minval(W;, j) = minval(Wi—1,7= 1) =0, (4, W30Q1

da; (q,W;NQo)
q=qw,_,. Let k; = (a1,...,a;) for j > 0. Then, by simple induction on j, it is
seen that minval(W;, j) = val(W; N Q1, z, k).

Now, using Pigeon Hole principle, we see there exist integers 0 < j <
k < w, such that W; = Wy. Let V. = W; and g be the state gw,. Clearly
minval(V, k) < minval(V,j). Now, let v = k; as given above, and veX*
be the string (aj41,aj42,...,a;). Let 2’ = §,(¢,V N Q1),2" = d,(q,q) and
y' =1 — 2. From the earlier observation, minval(V,j) = val(V N Q1,x,u) and
minval(V, k) = val(V N @Q1,x,uv). Using property (1) of Lemmal, it is seen

’

that minval(V, j) — minval(V, k) = y—(i—i —minval(V, j)). Hence z—: > minval(V j).

) where

por
Observe that |u| = j,|v| = k—j. Now, for an integer p > 0, let ny, = j+plk—j).
By considering the string wv?, and using part (2) of Lemmal, we see that
minval(V,n,,) = p+(2%)P(minval(V, j)—p) where p = Z—: Since (minval(V, j)—p) <
0 and 2z’ < 1, we see that minval(V,n,) < 0 for sufficiently large p > 0. Applying
Lemma2, we see that L, (A) # 0.

Now, assume the algorithm outputs a “no” answer on termination, which
means condition (b) is satisfied but condition (a) is not. Assume the algorithm
terminated after j iterations. Clearly, condition (a) is not satisfied for all i < j.
Condition (b) implies for all ¢ > j and for all WeX, minval(W, i) = minval(W, 7).
Hence for all ¢ > j, condition (a) is not satisfied. By Lemma 2, we see that

L>w(-’4) =0.

3.2 Backward Algorithm

The basic backward algorithm has been introduced in [6]. Here we present an
enhanced algorithm supporting convergence and early termination before com-
pleting L iterations, not only for cases when L. (A) # 0, but also for some cases
when Ls . (A) = 0.

Let X’ be the set of all W € X such that W N Qg # 0. Let )’ be the set of
all good witness sets. A function Prob(-,-) which maps each pair (W, ), where
WeX’ and i > 0, to a probability value, is defined as follows: Here we take
max{(} = 0;

Prob(W, i) = max{d,(qw,V)|[ueX*, Ve’ post(W N Q1,u) C V, |u| <i}.

Prob(W, i) denotes the maximum probability of reaching any set V€)'’ using
an input of length at most 4, from the state gy . If Prob(W,4) > x, there is an
input accepted from gy with probability > x (because from gy using an input
of length at most i, we can reach a good witness set V', with probability > z,
and then we can use any sequence that is accepted from all states in V' with
probability 1; there exists at least one such sequence because V € X’). Clearly,
Prob(W, i) is monotonically non-decreasing with increasing values of i.
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It has been shown in [6] that L, (A) # 0 iff Prob({qo}, L) > x. The following
inductive algorithm is proposed to compute Prob(-,-).

Prob(W, 1) = max{d,(qw,V)|aeX, Ve)', post(W N Q1,a) C V};
Prob(W,i+ 1) = max({Prob(W,i)} U (3)
{5a(qW7 QV)PTOb(V7 Z) + 5(1(an VN Ql)
laeX, VeX' post(W NQy,a) CV}).

The backward algorithm works as follows. For increasing valuesofi = 1,..., L,
it computes Prob(W, ) for each WeX”. The algorithm terminates at the smallest
¢ > 1 such that one of the following conditions is satisfied: (a) Prob({qo},%) > =,
(b) for each WeX’, Prob(W,i) = Prob(W,i—1), (c¢)i = Land Prob({q},?) < z.
It is not difficult to see that if the convergence condition (b) is satisfied for a par-
ticular value 4, then for all j > 4, Prob(W, j) = Prob(W,1), i.e., the values given
by Prob(.,.) do not change. On termination, if condition (a) is satisfied then the
algorithm gives “yes” answer, otherwise it gives a “no” answer. We refer to con-
dition (a) as positive termination, condition (b) and (c) as negative termination
conditions.

The backward algorithm is in EXPTIME in the worst case. However, in
case it converges and terminates early, it may take much less time than the
theoretically worst time. The following theorem states the correctness of the
algorithm and is proved by induction on 4 and using the result of [6].

Theorem 2 (Backward Termination). The backward algorithm is correct,
that is, it answers “yes”, iff Ls,(A) # 0.

Consider the HPA A in Figure 1, for z = 1. It is easy to see that L.1(A)is
empty. The backward algorithm will run all the L iterations and output a “no”
answer.

3.3 Forward vs. Backward

Both forward and backward algorithms can be utilized to solve the decidability
problem. Suppose the HPA A has n states, m transitions, w = |X| and the
number of input symbols is s. After careful calculation, we see that in the worst
case the forward algorithm runs in time O((mn + Lgm?)w), while backward
algorithm runs in O((Lym + m + n)sw?), where Ly and L, denote the number
of iterations before the respective algorithms terminate. Clearly L; < w, while
Ly < L. Since w = O(2") and L > w is also exponential in n, both these
algorithms run in time exponential in n in the worst case. However, the above
complexities show that the forward algorithm is quadratic in w, while that of the
backward algorithm is cubic in w, considering the dependence of L, Ly on w.
Thus, forward algorithm has better worst case complexity. Our experimental
results, given in Sect.6.3, show that the forward algorithm runs much faster
than the backward algorithm. Also, the forward algorithm critically depends on
x, i.e., the definition of minval(-, -) function depends on x, while the Prob(-, -) used
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in the backward algorithm is independent of x. Also, forward algorithms often
terminates much faster than the backward algorithm, especially when L< . (A) =
() and the latter terminates on condition (c), as is for the example in Fig. 1.

3.4 Robustness

So far we have given algorithms for the verification problem. When failure-prone
systems are modeled as HPA, an equally important notion is robustness. As we
will show later, we model the incorrectness of an open system under failures as a
1-HPA. In this case, we define the robustness of an HPA A as (1—y) where y is the
least upper bound of the set of values {x|Ls,(A) # 0}. This value is the greatest
lower bound of {z| z is the probability of rejection of some input string by .A}.
The value of y, and hence the robustness, can be found within some accuracy
by using binary search repeatedly employing the forward algorithm for various
values of . Although the backward algorithm is less efficient for the verification
problem, it can be used to compute the exact value of the robustness in some
cases. Suppose the backward algorithm reaches a fixed point after k iterations,
then y = Prob({qo}, k) where qq is the initial state of .A. In this case, robustness
has the exact value (1 — y).

4 Undecidability for 2-HPA

In this section, we consider 2-HPA and show that the problem of checking
L>.(A) # 0 is undecidable for the case when A is a 2-HPA. This result closes
the gap between the decidability and undecidability results for HPA.

Theorem 3. Given a 2-HPA A, a rational threshold x€[0,1] the problem of
determining if Ls.(A) # (0 is undecidable.

Proof. We use the approach given in the [4], with major critical modifications.
There the result was proved by reducing the halting problem of deterministic
2-counter machines to the non-emptiness problem of HPA with strict acceptance
thresholds. The broad ideas behind that construction are as follows. Let T" be
deterministic 2-counter machine with control states ) and a special halting state
qn- It is assumed, without loss of generality, that each transition of T' changes at
most one counter and the initial counter values are 0. Recall that a configuration
of such a machine is of the form (g, a’*!,5’*1), where ¢€Q@ is the current control
state, and a’ (b’) is the unary representation of the value stored in the first
counter (second counter, respectively). The input alphabet 3 of the constructed
HPA Az will consist of the set @ as well as the 5 symbols- “”, “(”, )", a
and b. The HPA Ar will have the following property: if p = o102+ 0y, is a
halting computation of 7" then B will accept the word p with probability > %; if
p = 0109 -+ is a non-halting computation of T' then Ap will accept every prefix
of p with probability < %; and if p is an encoding of an invalid computation
(i.e., if p is not of the right format or has incorrect transitions) and no prefix
of p is a valid halting computation of T' then At will accept p with probability
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< 3. Given this property we will be able to conclude that 7" halts iff L. 1(Ar)
is non-empty, thus proving the theorem.

In order to construct an HPA Ap with the above properties, Ar must be
able to check if there is a finite prefix « of input p that encodes a valid halting
computation of T. This requires checking the following properties. (1) « is of
the right format, i.e., it is a sequence of tuples of the form (gq,a‘,b’). (2) The
first configuration is the initial configuration. (3) Successive configurations in the
sequence follow because of a valid transition of 7. (4) In the last configuration,
T is in the halting state gy,.

Checking properties (1), (2) and (4) can be easily accomplished using only
finite memory. On the other hand checking (3) requires checking that the coun-
ters are updated correctly which cannot be done deterministically using finite
memory. Our major changes to the proof are for step (3). Our construction for
step (3) is as follows. The main part of the 2-HPA Ar, corresponding to step
(3), is shown in Fig. 2. In this automaton, The level 0 states keep track of which
part of each configuration the input sequence is in. The set of states of Ar is a
super set of . After the input ¢ of an input configuration (g, a’, '), Ar will be
in state ¢. On the following input symbol comma, Az from state ¢, probabilis-
tically decides to do: (a) check that the first set of counters (i.e., those denoted
by a symbols) in the current and next configurations match; (b) check that the
second set of counters (i.e., those denoted by b symbols) in the current and next
configurations match; (c) continue and go to state ¢’ at level 0. From state ¢/,
Ar has transitions as shown on inputs a, b, and at the end of the current config-
uration, on the input string of the form “)(u” (where u € @), it will go to state u
with probability 1. From any state, if no transition on an input symbol is shown,
it is assumed that the automaton stays in the same state on that input. In every
state, whenever the input symbol is a state component of a configuration of T’
which is a halting state, Ar goes to the accepting state with probability 1. To
check the second counter values in the current and next configurations, a similar
mechanism with additional level 1 states sq, s, s3, etc., is employed.

,:63/256

a|bi1/128

:63/256 a|b:127/256

Fig. 2. Partial HPA used in the Undecidability Proof. Inputs and associated probabil-

@

ities are shown on each transition separated by “:” symbol.
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Now, we analyze probability of acceptance and rejection as follows. Suppose
that the first counter values in the current and next configurations have values
1,7 respectively. Then, let paccept, Preject De the probabilities of A7 going to
accept and reject states, respectively, after going to 71,72 or r3 at the beginning
of the current configuration. Their values are shown below in Table 1.

Table 1. Probability analysis for Undecidability Proof.

P(Lccept Preject Sum
Through 71 | (1 + 2~ () == 2~ (+)) :
Through rz | 35(1—27%) | H(1+27%) | &
Through rs | &5(1—27%) | L(1+27%) | &
From this, we see that
- _ L2929 g gty = Lg-i _giy2 s
Preject — Paccept = 16( + : ) - 16( ) = 0.

If i = j, then paccept — Preject = 0. Now consider the case when ¢ # j. Assume
with out loss of generality that ¢ > j. In this case,

1 . . 1 . 1 .
reicet — Paccent > — (279 — 279712 > 9720+ — — . 9-2j
p gect P pt — 16( ) - 16 64

Now the probability that Ar is at a level 0 state (i.e., such as q) is % .
1

(1—28)(i+i/) where ¢, are the values of the first and second counters in the current
configuration, which is < (&;)2-2~ (7). This value is less than g5 -272/ when
i > j, and is less than g; - 272" when j > i. (The same reasoning is used to
establish this property when we consider the second counter values using the
values 7', j'). This shows that preject — Daccept 1S greater the probability that Ap
is at a level 0 state plus the probabilities that Ar is in any of the intermediate
level 1 states which go to the accepting state if the following configuration has
a halt state in an illegal computation. From this, we see that even if we get
an illegal computation that ends with a halting state, that computation will be
accepted with probability < % On the other hand a legal halting computation
will be accepted with probability > %

Here we are assuming the counter values in successive configurations are
required to be equal. However, if a counter values in the next configurations
need to be one less (or one more) than that in the current configuration, then
the above mechanism is easily modified to achieve this.

5 Modeling Failure-Prone Open Systems

Many concurrent systems, such as web servers, run on multiple processors. They
take inputs from the environment (e.g. users), and consume inputs by going
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through a sequence of states. However, they are subjected to processor failures.
When such failures occur, exception handling is executed and usually the load
on the failed processor, i.e., the processes running on it, are transferred to the
remaining processors. Thus after occurrence of a failure, the computation of the
system changes. We model the failures with probability distributions, and model
the behavior as Open Probabilistic Transition Systems (OPTS).

An Open Probabilistic Transition System T is 6-tuple (S, X, 7, so, P, ¢) where
S is a set of states, X is an input alphabet, n : S x X' x S — [0,1] is the
transition relation so that for all s,s’€S and a€ X, (s, a, s’) is a rational number
and ZS,GQ n(s,a,s’) = 1, and sp€S is the initial state, P is a set of atomic
propositions and ¢ : S — 2% is a function assigning a set of atomic propositions
to each state. We assume that S, P are finite sets. Observe that S, 7, sg and X
are similar to the corresponding components of a PA. However, T has additional
information given by P and ¢ that label the states with atomic propositions.
For a given OPTS T as given above, we can define a probability space (S“,E, )
where S“ is the set of infinite sequences of states, E is the set of measurable
subsets of S“ which is the o-algebra generated by cylinders of the form wS¥
where u€S5*, and v is a probability function defined on it. As pointed out earlier,
we use OPTSes to model failure-prone open concurrent systems. An input to T
is an infinite sequence S€X*. A computation o of T on input  is an infinite
sequence of states (sg,...,$;,...) starting from the initial state sg such that
n(ss, Bi], si+1) > 0 for all ¢ > 0. We let C(T, 8) denote the set of computations
of T on S. For a computation o as given above, we let ¢(o) to be the sequence
(6(50), &(s1); - ).

We consider the problem of verifying OPTSes against correctness property
specified by deterministic safety automata. The inputs to the safety automaton
are elements of 27 . Formally a safety specification B for a OPTS T as given above
is a deterministic finite-state automaton B = (R, d1,ro, F1) where R is a finite
set of automaton states, d; : R x 27 — R is the next state function such that
81 (Terrors €) = Terror for all c€2F ro€R is the initial state and Fy = R— {7error
where 7.0 i unique state in R called the error state. As usual, we define a
run p of B on an input ¢t = (tg,...)€(27)* to be an infinite sequence of states
(ro,71,...) starting from the initial state rg such that r;41€01(r;,t;). We say
that the above run is an accepting run if r;€Fy for all i > 0, i.e., Terror does not
appear on the run.

Now, we define the probability of satisfaction of the property B by the OPTS
T on an input sequence S€X*, denoted by Pr(T, 3, B), to be the probability
given by ¥(D) where D is the set of all computations ¢ of T on the input £ such
that ¢(c) is accepted by B. Note that 1 — Pr(T, 3, B) denotes the probability
that T does not satisfy the property B on the input 8. The verification problem
for OPTSes is — given T,B as above and a rational z€[0,1] — determine if
Pr(T,3,B) > « for all feX.

Now, we transform the above verification problem to checking emptiness
problem for PAs. Given T, B,z as specified above, we construct a PA, A(T, B),
over the set of input symbols X', which is a product of T, B, and is defined as
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follows: A(T, B) = (Q, qo, 6, F') where Q = S X R, g0 = (S0,70), F = S X {rerror}
and 0 is defined as follows: for any s, s'€S and r, 7' €R, a€ X, 6((s,7), a, (s',1")) =
n(s,a,s’) if v’ = 01(r, #(s)), and is 0 otherwise. The following theorem can be
easily shown.

Theorem 4. For any OPTS T = (S, X, n, s0, P, ¢) and safety automaton B =
(R, 61,70, F) over 27 and rational x€[0,1], for all BEX*, T satisfies the speci-
fication B with probability > x (i.e., Pr(T,3,B) > x) iff for all ueX* the PA
A(T, B) accepts u with probability <1 — x iff Ly (1_4)(A(T, B)) = 0.

We say that an OPTS T is a k-OPTS (k > 0) if its set of states S can
be partitioned into k + 1 sets Sy, S1, ..., Sk satisfying the following conditions:
(a) s0€Sp; (b) for every integer i € [0,k], every s€S;, and every a€X, there
is at most one state s'€S; such that 7n(s,a,s’) > 0; (c) for every ¢, such that
0 <j < i<k, for every s€S;,s'€S;, n(s,a,s") = 0. k-OPTSes can be used to
model web applications with at most k processor failures. Obviously, if T is a
k-OPTS then A(T, B) is a k-HPA. If T is a 1-OPTS, using the above theorem, we
can verify that Pr(T,3,B) > z for all B€X* by checking L+, (A(T,B)) = 0.
The latter property can be checked using the algorithms given in Sect.3. We
can define the robustness of T with respect to the correctness specification B to
be the greatest lower bound of the set {Pr(T, 3, B) | 3 X*}. This value can be
computed as the robustness of A(T, B) which can be computed as presented in
the previous section. Finally, the result of Sect.4 also shows that the problem
of checking if a given k-OPTS with k£ > 2 satisfies a safety specification with
probability > x on all inputs, for some rational threshold x, is undecidable.

6 Implementation and Experiment

In this section, we will present the implementation of various HPA related algo-
rithms in our HPA tool?. We will also describe how we abstract 1-HPA models
from web applications assuming at most one failure. We will present experi-
mental results showing the effectiveness of our verification algorithms on the
abstracted web applications.

6.1 Implementation of the Verification Algorithms

In our verification process, we first validate whether a given PA A is an HPA.
If so, we compute the smallest integer k such that A is a k-HPA, and also
classify the states of A into different levels. Then we obtain good witness sets for
1-HPA. Finally, we run the forward and backward verification algorithms on good
witness sets for 1-HPA.

2 HPA tool website: https://github.com/benyue/HPA.
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Detect HPA and Assign Levels. In this section, we describe the algorithm
for checking if a given PA is an HPA, and for classifying its states into different
levels.

Given a PA A = (Q, qo,0,Acc) over input alphabet X', we first construct
a directed graph G4 = (Q,E) with Q as its set of nodes and F = {(q,¢) |
da€X, 6(q,a,q’) > 0}. Without loss of generality, we assume that all nodes in Q
are reachable from the initial node qo. A strongly connected component (SCC)
of G4 is a maximal subset of ) such that there is a path in G4 between every
pair of nodes in it; the component graph of G 4 is the directed graph F4 = (C,E)
where C is the set of SCCs of G4, and (C, D)€R iff C # D and 3¢€C, ¢’€D such
that (g, ¢')€E. Tt is known that F4 is acyclic. Let n = |Q| and m be the number
of triples (¢, a, q') such that d(q, a,q’) > 0. Using standard graph algorithms, G 4
and F4 can be constructed in time O(n +m). We refer to CoeC where go€Cy as
the initial SCC. Under reachability assumption, every node in F 4 is reachable
from Cj.

A SCC node CeC is said to be conflicting iff Ja€X and 3q, q1, g2€C such
that ¢1 # g2 and 6(q,a,q1) > 0 and 6(q,a,q2) > 0. All nodes in each CeC are
on the same level. It is not difficult to see that A is an HPA iff there are no
conflicting nodes in C, i.e., there are no conflicting SCCs in G 4. This algorithm
has time complexity O(n +m).

For an HPA A, let Min_level(A) be the minimum & such that A is k-HPA.
Now, we present an algorithm to compute Min_level(A). For any Q'CQ and any
q€Q, we say that q is deterministic with respect to Q)', if for each a€X, there is
at most one state ¢'€Q’ such that §(q,a,q’) > 0. We say that an SCC CeC is
deterministic with respect to Q’, if every state in C' is deterministic with respect
to Q. For any sub-graph H of F4, let States(H) be the union of all SCCs C
such that C' is a node in H and TD(H) be the set of all nodes C in H such
that all nodes in H, that are reachable from C' (including C'), are deterministic
with respect to States(H). Note that all terminal nodes of H are in TD(H).
Let Level_seq(A) be the unique maximum length sequence (Hy, Hy, ..., H;) of
non-empty subgraphs of F4 such that Hy = F4, for each 7,0 < i < ¢, H; 1 is the
subgraph of H; obtained by deleting all nodes in TD(H;). Since Level_seq(.A)
is the maximum length sequence, it is easy to see that every node in Hj is
a deterministic SCC with respect to States(H;). Now, we have the following
theorem.

Theorem 5. A is an {—HPA iff G4 has no conflicting SCCs. Further more,
if G4 has no conflicting SCCs and Level_seq(A) = (Hy, ..., Hy) then Min_level
(A) = £ and A is a (-HPA with Q; = States(Hy—;) being the set of states at
level i, for 0 <1i < /.

It is easy to see that using standard graph algorithms, we can check whether
A is an HPA in time O(n + m); if it is an HPA, we compute Level_seq(A),
Min_level(A) and partition the states of A into different levels in time
O(Min_level(A) - (n+ m)).
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Obtain Good Witness Sets. Now assume A = (Q, qo,0,Acc) is a 1-HPA.
In Sect. 2.1, we defined the set )V as the set of good witness sets U such that
UNQy # 0, and set X as the set of all witness sets U such that U N Q;
is a good witness set. To compute these sets, we start from the set Acc of final
states of A, and traverse backward using each input symbol and its predecessors,
and compute X and ) incrementally. Equivalently, we construct a standard non-
deterministic automaton .A~! which is a reversal of A, i.e., A~! has the same set
of states as A; there is a transition from g to ¢’ on input a iff 6(¢’, a, ¢) > 0; the set
of its initial states is Acc. Our algorithm for computing X and ), is similar (with
some critical modifications) to that of determinizing A~! using standard subset-
construction. The complexity of this algorithm is O(wsmn) where n = |Q|, m is
the number of transitions, w = |X| and s = | X|.

Run the Verification Algorithms on the Witness Sets. Now we can run
the forward and backward algorithms (Sect.3) on A and its witness sets. The
algorithms use the threshold value = obtained from environment. In implement-
ing the two algorithms, we precompute and store some of the values that are
repeatedly used in the algorithm, such as the sets W, 4 in the forward algorithm,
for each WeX', ¢e@ and acX.

6.2 Abstracting Models of Web Applications

We consider web applications implemented on multiple servers. Only the server-
side code of such web applications is abstracted. We assume a server accepts
and processes a single session at a time. Concurrent sessions are executed by
different servers. Each server is abstracted as a labeled deterministic finite-state
automaton whose inputs are user-submitted forms; these include initiating a
new session and ending the current session. These automata each have a special
input symbol T that denotes elapse of one unit time (of course, we use discrete
time and assume synchronized clocks). The states of these automata are labeled
with atomic propositions denoting their properties.

We assume all servers are modeled by identical finite-state machines, since
they run identical server code. We consider a system with only two servers. Our
tool takes the automaton A describing the server logic as an input. It takes two
such automata (distinguishing all input symbols of the two automata excepting
T), and composes them by synchronizing on the T' symbol and capturing their
parallel execution until a failure occurs. This composition results in a 1-OPTS
as described in Sect. 5. We assume that these two automata do not interfere with
each other. The tool then takes a failure model as input. Only one server can
fail, and its failure probabilities for each (state, input) pair are specified in the
failure model. After a failure, the current session of the failed server is taken
over by the good server until completed. During this period, the good server is
executing its own session as well as that of the failed processor. The order in
which these should be processed is also specified as part of the failure model.
Once a good server completes the session of the failed server and its own current
session, it will continue to accept one new session at a time and process it.
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The correctness property to be verified is specified as a safety automaton
whose input symbols are 27 where P are the atomic propositions labeling the
nodes of the server automaton; actually P includes two sets of propositions
corresponding to the two sessions and it also includes input symbols of the
server automata. In the composed OPTS we abstract away the T' transitions
as these are not the actual user inputs. Using the approach given in Sect. 5, we
obtain a 1-HPA and check its emptiness using both the forward and backward
algorithms.

6.3 Experiment

In the experiment section, we abstracted several 1-HPA from server-end web
applications using the methodology stated in Sect.6.2, and our incorrectness
property states that session one takes strictly more time when run normally
without failures. We then ran verification algorithms on them. Experimental
results are presented in Table 2. Each row represents a different 1-HPA obtained
using a different combination of process, failure definition and threshold prob-
ability. For the rows where the answer is empty, the threshold probability = is
0.9, and for those with non-empty answer, it was 0.01 for the example “Larger
HPA” and 0.1 for the others. Empty answer indicates there is no input sequence
on which the probability of violating the correctness is greater xz. The column
“BKD/FWD” explicitly shows the ratio of the time taken by the backward
algorithm to that of the improved forward algorithm. The table shows that the
forward algorithm is any where from 8 to 4500 times faster than the backward
algorithm. This supports our analysis in Sect. 3.3.

Table 2. Backward vs Forward on Time Efficiency. Recall notations in Sect. 3.3.

Web n |m s |w Result (CPU Time in ms) Ly | Ly

Application
Forward | Backward | BKD/FWD

eBay Auction 19| 248 |13 60 | empty 16 140 8.75 4 2

non-empty | 0 125 N/A 2| 2

On-line 86 | 1472 | 17 | 342 | empty 78 4009 51.40 16 | 15
Shopping 1

non-empty | 47 4165 88.62 13 | 14

On-line 87| 1489 | 17 | 2051 | empty 328 338273 1031.32 14 |10
Shopping 2

non-empty | 140 321362 2295.44 5 8

Medium HPA 191 | 4209 | 22 | 3402 | empty 391 491719 1257.59 8 |10

non-empty | 172 502984 2924.33 5 8

Larger HPA 399 | 797 |12 | 3874 | empty 47 210734 4483.70 1 5

non-empty | 156 221641 1420.78 2 7
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7 Conclusions

In this paper, we have given a new faster algorithm (with better complexity) for
checking non-emptiness of the language accepted by a 1-HPA on finite strings
with probability greater than a given value. We can trivially extend this algo-
rithm to the case of automata over infinite strings under Biichi as well as Muller
acceptance conditions. We simply have to use a different algorithm for computing
good witness sets. These extended algorithms can be used to verify correctness
of 1-OPTSes when the correctness is specified by a Biichi or Muller automata.
This allows us to verify general properties including liveness properties. Also, the
faster algorithm can be extended to the case when the threshold is a non-strict
threshold. We have also proved the undecidability result for 2-HPA and closed
the gap between the known decidability /undecidability results. Possible future
work include extending our tool to support the case when different web sessions
can interfere, and also support verification of LTL formulas.
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CNS-1314485 and CNS-1035914.
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Abstract. In the context of Markov decision processes running in
continuous time, one of the most intriguing challenges is the efficient
approximation of finite horizon reachability objectives. A multitude of
sophisticated model checking algorithms have been proposed for this.
However, no proper benchmarking has been performed thus far.

This paper presents a novel and yet simple solution: an algorithm,
originally developed for a restricted subclass of models and a subclass of
schedulers, can be twisted so as to become competitive with the more
sophisticated algorithms in full generality. As the second main contribu-
tion, we perform a comparative evaluation of the core algorithmic con-
cepts on an extensive set of benchmarks varying over all key parameters:
model size, amount of non-determinism, time horizon, and precision.

1 Introduction

Over the last two decades, a formal approach to quantitative performance and
dependability evaluation of concurrent systems has gained maturity. At its root
are continuous-time Markov chains (CTMC) for which efficient and quantifiably
precise solution methods exist [2]. A CTMC can be viewed as a labelled transition
system (LTS) whose transitions are delayed according to exponential distribu-
tions. CTMCs are stochastic processes and thus do not support non-determinism.
Non-determinism, often present in classical concurrency and automata theory
models, is useful for modelling uncertainty or for performing optimisation over
multiple choices. The genuine extension of CTMCs with non-determinism are
continuous time Markov decision processes (CTMDPs). The non-determinism is
controlled by an object called scheduler (also policy or strategy).

Prominent applications of CTMDPs include power management and schedul-
ing [28], networked, distributed systems [11,17], epidemic and population
processes [21], economy [5] and others. Moreover, CTMDPs are the core seman-
tic model [9] underlying formalisms such as generalised stochastic Petri nets [22],
Markovian stochastic activity networks [23] and interactive Markov chains [18].

When model checking a CTMDP [6], one asks whether the behaviour of the
model for some schedulers (if we control the non-determinism) or for all sched-
ulers (if it is out of control) satisfies given performance or dependability criteria.
A large variety of them can be expressed using logics such as CSL [1]. At the
centre of model-checking problems for such criteria is time bounded reachability:
What is the maximal/minimal probability to reach a given set of states within a

© Springer International Publishing Switzerland 2015
B. Finkbeiner et al. (Eds.): ATVA 2015, LNCS 9364, pp. 166-182, 2015.
DOI: 10.1007/978-3-319-24953-7_12
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given time bound. Having an efficient approach for this optimisation (maximisa-
tion or minimisation) is crucial for successful large-scale applications.

In order to not discriminate against real situations, one usually assumes
that the scheduler can base its decisions on any available information about the
past. Restricting the information however tends to imply cheaper approximative
algorithms [3,26]. For CTMDPs, we can distinguish (general) timed optimal
scheduling and (restricted) untimed optimal scheduling [3,4]. In the latter case,
the scheduler has no possibility, intuitively speaking, to look at a clock measuring
time. Another distinction within timed optimality discussed in the literature
is early optimal scheduling (where every decision is frozen in between state
changes [16,27]) and late optimal scheduling (where every decision can change
as time passes while residing in a state [7,10]).

A handful of sophisticated algorithms have been suggested for timed opti-
mality (partly for early optimality, partly for late optimality) signifying both
the importance and the difficulty of this problem [7,10,27]. This paper presents
a substantially different algorithm addressing this very problem. The approach
is readily applicable to both early and late optimality. It harvest a very efficient
algorithm for untimed optimality [3] originally restricted to a subclass of models.
By a simple twist, we make it applicable for the general timed optimality for
arbitrary models. As a second contribution, we present an exhaustive empirical
comparison of this novel algorithm with all other published algorithms for the
(early or late) timed optimality problem. We do so on an extensive collection
of scalable industrial and academic CTMDP benchmarks (that we also make
available). Notably, all earlier evaluations did compare at most two algorithms
on at most one or two principal cases. We instead cross-compare 5 algorithms
on 7 application cases, yielding a total of about 2350 distinct configurations.
The results demonstrate that our simple algorithm is highly efficient across the
entire spectrum of models, except for some of the experiments where extreme
precision is required. On the other hand, no algorithm is consistently dominating
any other algorithm across the experiments performed.

Related Work. Timed optimal scheduling has been considered for many decades
both theoretically [24,30] and practically by introducing approximative algo-
rithms. Formal error bounds needed for verification have been studied only
recently [7,10,16,27]. Fragmentary empirical evaluations of some of the published
algorithms have been performed [6,10,16]. In a nutshell, the published knowl-
edge boils down to [27] < [16] and [27] <, [7] <, [10], where a < b denotes
“b is shown empirically faster than a in [-]”. A substantial cross-comparison of
the newest three algorithms [7,10,16] is however lacking,.

Contribution of the Paper. The paper (i) develops a novel and simple approxima-
tion method for time bounded CTMDP reachability, (ii) presents the first ever
set of benchmarks for CTMDP model checking, and (#i¢) performs an empirical
evaluation across benchmarks and algorithms. The evaluation suggests that the
optimal timing of decisions for time bounded reachability can be solved effec-
tively by a rather straightforward algorithm, unless extreme precision is needed.
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2 Preliminaries

Definition 1. A continuous-time Markov decision process (CTMDP) is a tuple
C = (S, Act,R) where S is a finite set of states, Act is a finite set of actions,
and R : 8 x Act x § — R>q is a rate function.

We call an action a enabled in s, also denoted by a € Act(s), if R(s,a,s’) >0
for some s’ € S. We require that all sets Act(s) are non-empty. A continuous-
time Markov chain (CTMC) is a CTMDP where all Act(s) are singleton sets.

For a given state s and action a € Act(s), we denote by E(s,a) = > R
(s,a,s’) the exit rate of a in s. Finally, we let P(s,a,s’) := R(s,a,s")/E(s,a).

The operational behaviour of a CTMDP is like in a CTMC. Namely, when
performing a given action ag in a state sg, the CTMDP waits for a transition, i.e.
waits for a delay tg chosen randomly according to an exponential distribution
with rate E(sg,ag). The transition leads to a state s; again chosen randomly
according to the probability distribution P(sg, ag, -). When performing an action
a1 there, it similarly waits for time ¢; and makes a transition into a state so and
so on, forming an infinite run sotgsity - - - .

The difference to a CTMC lies in the need to choose actions to perform,
done by a scheduler. There are two classes of schedulers, early and late. Whenever
entering a state, an early scheduler needs to choose and commit to a next action,
whereas late schedulers may change such choices at any time later while residing
in the state. In this paper we restrict w.l.o.g. [25] to deterministic schedulers but
we allow the decision to depend on the whole history sotg - - - t,—15, so far.

Definition 2. A (timed late) randomised scheduler is a measurable* function o
that to any history h = sgtg -+ - tn_18, and time t > 0 spent in s, so far assigns
a distribution over enabled actions Act(s,). We call o early if o(h,t) = o(h,t)
for all h,t,t'; and deterministic if o(h,t) assign 1 to some action a for all h,t.

We denote the set of all (timed) late or early schedulers by Tim, and Tim.,
respectively. We use these subscripts V € {{, e} throughout the paper to dis-
tinguish between the late and the early setting. Furthermore, a scheduler o
is called wuntimed if o(h,t) = o(h/,t') whenever h and h’ contain the same
sequence of states. By Unt we denote the set of all untimed schedulers. Note
that Unt C Tim, C Timy.

Fixing a scheduler ¢ and an initial state s in a CTMDP C, we obtain the
unique probability measure Pr%* over the space of all runs by standard defini-

o
tions [25], denoted also by Pri when C is clear from context.

Problem 1 (Maximum Time-Bounded Reachability). Let C = (5, Act,
R), G C S be a set of goal states, T € R>g a time bound, and V € {{, e}.
Approzimate the values valy € [0,1]%, where each valy (s) mazimises the prob-
ability
valy (s) == sup Pri[0=T¢]
ocTimvy

of runs O=Tq = {sotg---| i :s, € GA Z;;é t; < T} reaching G before T.

! Measurable with respect to the standard o-algebra on the set of finite histories [25].
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Whenever C is clear from context, we write valY . We call o € Timy e-optimal
if Pri[0=T] > valV(s) — ¢ for all s € S, and optimal if it is 0-optimal.

By minor changes, all results of the paper also address the dual problem of
minimum time bounded reachability that we omit to simplify the presentation.

Remark 1. There exists a value preserving encoding of early scheduling into late
scheduling in CTMDPs [29]. It has exponential space complexity (due to the
number of induced transitions). This exponentiality does arise in practice, e.g.
for the stochastic job scheduling problem considered later. Therefore we treat
the two algorithmic settings separately. Early scheduling is natural for models
derived from generalised stochastic Petri nets or interactive Markov chains.

3 Unif": Optimal Time-Bounded Reachability Revisited

In this section, we develop a novel and simple algorithm for Problem 1. We fix
C=(S,Act,R), GC S, T €Rxg, V€ {{,e} and an approximation error ¢ > 0.
Furthermore, let E,,q, := max;, o E(s,a) denote the maximal exit rate in C.

In contrast to existing methods, our approach does not involve discretisa-
tion. The algorithm instead builds upon uniformisation [19] and untimed analy-
sis [3,4,30]. It is outlined in Algorithm 1. Technically, it is based on an iterative
computation of tighter and tighter lower and upper bounds on the values until
the required precision is met. In the first iteration, a uniformisation rate X is
set to Fuqq, in every further iteration its value is doubled. In every iteration,
we compute a lower bound val and an upper bound val by two types of untimed
analyses on the CTMDP CY obtained by uniformising C to the rate A. In the
remainder of this section, we explain the individual steps of Algorithm 1, and
prove correctness and termination.

Informally, the lower bound is based on maximum time bounded reachability
with respect to the untimed scheduler subclass [3]. The upper bound, similarly
to the one in [7], is based on prophetic untimed schedulers that yield higher

Algorithm 1. Unir"

input : CTMDP C = (S, Act, R), goal states G C S, horizon T' € R,
scheduler class V € {{, e}, and approximation error ¢ > 0
params: truncation error ratio x € (0, 1)
output : vector v such that ||v — val||cc < e and A
A +— maximal exit rate E,,q2 in C
repeat
CY « V-uniformisation of C to the rate A
v « approximation of the lower bound val for CY up to error € - &

¥ « approximation of the upper bound ¥al for CY up to error € - &
A—2- )

until |V - v|le <e-(1—k)

return v, A

N 6o s W N
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value than timed schedulers by knowing in advance how many steps will be
taken within time 7. The intuition is that an untimed scheduler can approxi-
mately observe the elapse of time by knowing the count of steps taken and the
expected delay per every step. In uniformised models, these delay expectations
are identical across all states (forming a Poisson process) and therefore allow easy
access to the expected total elapsed time. By uniformising the model with higher
and higher uniformisation rates, this implicit knowledge of untimed schedulers
increases. On the other hand, the knowledge of prophetic untimed schedulers
decreases; both approaching the power of timed schedulers.

3.1 Uniformisation to CY

CTMDP C may have transitions with very different rates across different states
and actions. Here, we discuss how to perform uniformisation for such a model.
This is a conceptually well-known idea [19]. Applying it to C intuitively makes
transitions occur with a higher rate A > E,, 4., uniformly across all states and
actions.

To ensure that uniformisation does not change the schedulable behaviour, we
need distinct uniformisation procedures for the early and the late setting. Late
uniformisation is straightforward, it adds self-loops to states and actions where
needed.

Definition 3 (Late uniformisation). For A > E,,,, we define the late uni-
formisation of C to rate A\ as a CTMDP C% = (S, Act, RY) where
R(s,a,s") if s £ ¢,

J4 .
R)\(S,(Z,S ) TAYN— Z R(s,a7s”) ZfS =g
S//¢S

Ezxample 1. For the fragmentary CTMDP C depicted below on the left, its late
uniformisation to rate 4.5 is depicted in the middle.

O, )

Using the same transformation for the early setting would give the scheduler the
spurious possibility to “reconsider” the choice of the action in a state whenever a
newly added self-loop is taken. To exclude that possibility, early uniformisation
introduces a copy state (s,a) for each state s and action a so as to “freeze”
the commitment of choosing action @ until the next state change occurs. The
construction is shown on the right. States of the form (s, L) correspond to the
original states, i.e. those where no action has been committed to yet.



Optimal Continuous Time Markov Decisions 171

Definition 4 (Early uniformisation). For A > E,,,., the early uniformisa-
tion of C to rate A is a CTMDP C§ = (S x ({L}UAct), Act, RS) where for every
state (s,-), action a € Act, and every successor state (s',0) we have
R(s,a,s") ifo=1,
Ri((sa')alb (S/,O)) = )‘_E(87a) ifo=a,s= 3/7

0 elsewhere.

Uniformisation preserves the value of time-bounded reachability for both
early [25] and late schedulers [24].

Lemma 1. VA > E,,,... ValcV = Valcvy, i.e. uniformisation preserves the value.

As a result, we can proceed by bounding the values of CY for large enough A
instead of bounding the values of the original CTMDP C.

3.2 Lower and Upper Bounds on the Value of C)Y

We now fix a A and consider a uniform CTMDP Cy. We denote by OEiTG the
subset of runs ¢=7'G reaching the target where exactly i steps are taken up to
time 7. With this, we define the bounds by ranging over Unt schedulers in CY:

val(s) := su Pr[s <TG, val(s) := su Prsa(}E-TG.
)= p SPAOZTE], )= sup (Pelol0 )

Since all ();i G are disjoint and ¢O=TG = UieN0 OEiTG, the value val is the opti-
mal reachability probability of standard untimed schedulers on the uniformised
model. It will serve as a lower bound on the values valY. The value val, on
the other hand, which has the supremum and summation swapped, does not
correspond to the value of any realistic scheduler. Intuitively, it is the value of
a prophetic untimed scheduler, which for each particular run knows how many
steps will be taken (as for every i, a different standard scheduler o may be used).
This knowledge makes the scheduler more powerful than any other timed one:

Lemma 2. It holds that val® < val®, and for any CTMDP CY, val < valV < val.

Approximating the Bounds. Since val and val are defined via infinite sum-
mations, we need to approximate these bounds. We do so by iterative algorithms
truncating the sums. This is what is computed in line 4 and 5 of Algorithm 1.
Each truncation induces an error of up to € - k.

Let 9y (k) denote the Poisson distribution with parameter AT at point k,
i.e. the probability that exactly k transitions are taken in the CTMDP CY before
time 7. Furthermore, let N = [ATe? —In(e - )], where e is the Euler’s number.
We recursively define for every 0 < k < N and every state s, functions

0 if k= N,
vi(s) = 25\51 (i) if k< Nands € G,
max, Y. PY(s,a,8) v, () ifk<Nands £ G,
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0 if k=N,
Wi(s) =1 it k< Nands € G,
maxg ) PY(s,a,s") - Wri1(s') if k< Nands £ G,

N-—1

Fic(s) = > ali) - W(n—1)—(i—k) (5),

where PY denotes the transition probability matrix of Cy .
Lemma 3. In any CTMDP CY, ||v0 — val|o < ¢k and ||[V0 — al||oo < € - K.

We compute v[0] as in the untimed analysis of uniform models [3], which in
turn agrees with the standard “uniformisation” algorithm for CTMCs when the
maximisation is dropped. The computation of Wy is analogous to step-bounded
reachability for discrete-time Markov decision processes, where the reachability
probabilities for different step-bounds are weighted by the Poisson distribution
in the end in ¥[0]. Both vectors can be computed in time O(N - |S|? - |Act]).

Numerical Aspects. In practice also v[0] and ¥[0] can only be approximated
due to presence of ¥y (k). For details how the overall error bound is met in an
analogous setting, see [4]. For high values of A and thus also N, the Poisson
values 1, (k) are low for most 0 < k < N and also the values in PY get close
to 1 when on the diagonal and to 0 when off-diagonal. Where high precision is
required and thus high A may be needed, attention has to be paid to numerical
stability.

3.3 Convergence of the Bounds for Increasing A
An essential part for the correctness of Algorithm 1 is its convergence:

Lemma 4. We have )\lim gx — 0 where gy denotes the gap |[val —¥Val||oo in Cy .
—00

Proof Idea. We here provide an intuition of the 1
core of the proof, namely why uni-formisation with
higher A increases the power of untimed sched-
ulers and decreases the power of prophetic ones: 0.6
The count of transitions taken so far gives untimed .4
schedulers approximate knowledge of how much 0.2 -,
time has elapsed. In situations with the same expec- .
tation of elapsed time, a higher uniformisation rate
induces a lower variance of elapsed time. On the
right, we illustrate comparable situations for different uniformisation rates, after
5 transitions with rate 0.5 and after 100 transitions with rate 10. Both depicted
cumulative distribution functions of elapsed time have expectation 10 but the
latter is way steeper, providing a more precise knowledge of time.

0.8

time

10 15

ot
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At the same time prophetic schedulers on the high-rate uniformised model
are less powerful than on the original one. When taking decisions, the future evo-
lution is influenced by two types of randomness: (a) continuous timing, i.e. how
many further transitions will be taken before the time horizon and (b) discrete
branching, i.e. which transitions will be taken. Even though the value stays the
same for arbitrary A, the “source of” randomness for high A shifts from (a) to
(b). Namely, the distribution of the number of future transitions also becomes
steeper for higher A, thus being “less random” by having smaller coefficient of
variation. At the same time, the discrete branching for higher A influences more
the number of actual transitions taken (i.e. transitions that are not the added
self-loops). As a result, the advantage of the prophetic scheduler is only little as
(i) it boils down to observing the outcome of a less and less random choice and
(ii) the observed quantity has little impact on how many actual transitions are
taken.

As a result of Lemma 4, we obtain that Algorithm 1 terminates. Its correct-
ness follows from Lemmas 1, 2 and 3, all summarized by the following theorem.

Theorem 1. Algorithm 1 computes an approzimation of valV up to error €.

Remark 2. Algorithm 1 determines a sufficiently large A in an exponential search
fashion. In practice, this approach is efficient w.r.t. the total number I of iter-
ations needed, i.e. the total number of times v, and Wj are computed from
Vir1 and W1 Namely, in practice the error monotonously decreases when the
rate increases (not in theory but we never encountered the opposite case on our
extensive experiments.) As a result, A found by Algorithm 1 satisfies A < 2 - \*
where A* is the minimal sufficiently large rate. As the number of iterations
needed for one approximation is linear in the uniformisation rate used, we have
I = 2I, < 4- I+, where each I, denotes the number of iterations needed for
the computation for the fixed rate \'.

3.4 Extracting the Scheduler

By computing the lower bound, Algorithm 1 also produces [3] an untimed sched-
uler o) that is e-optimal on the uniformised model Cy . In the original CTMDP
C, we cannot use oy directly as its choices are tailored to the high rate A\. We can
however use a stochastic update scheduler attaining the same value. Informally,
a (timed) stochastic update scheduler o = (M, oy, mp) operates over a countable
set M of memory elements where the initial memory value is chosen randomly
according to the distribution my over M. The stochastic update function oy,
given the current memory element, state, and the time spent there, defines a
distribution specifying the action to take and how to update the memory. Intu-
itively, the stochastic update is used for simulating the high-rate transitions that
would be taken in CY; their total count so far is stored in the memory. For a
formal definition of stochastic update and the construction, see [8].

Theorem 2. The values (v;)o<k<n computed by Algorithm 1 for given C, V,
and ¢ > 0 yield a stochastic update scheduler Gy, that is e-optimal in C.



174 Y. Butkova et al.

4 Existing Algorithms

This section briefly reviews the various published algorithms solving Problem 1.
In contrast to Algorithm 1 (called UNIFT or Ut for short), they all discretise time
into a finite number of time points ¢y, %1,...,t, where to = 0 and t,, = T. They
iteratively approximate the values valY (s;t;) := SUD ¢ Pimy Pro[0="¢] when
t; time units remain at state s. Three different iteration concepts have been
proposed, each approximating Valv(s; t;+1) from approximations of valv(s’ 1)

Ezponential Approximation — Early [16,27]. Assuming equidistant points ¢; one
can approximate the (early) value function by piece-wise exponential functions.
A k-order approximation considers only runs where at most k steps are taken
between any two time points. This can yield an a priori error bound. The higher
k, the less time points are required for a given precision, but the more compu-
tation is needed per time point. We refer to these algorithms by EXPSTEP-k or
ES-k for short. Only Es-1 [27] and Es-2 [16] have been implemented so far.

Polynomial Approzimation — Late [10]. Another way to approximate the (late)
value function on equidistant time points uses polynomials. As before, the higher
the degree of the polynomials, the higher is the computational effort, but the
number of discretised time points required to assure an a priori error bound
decreases. We call these algorithms POLYSTEP-k or PS-k in the sequel, only Ps-1,
Ps-2, and Ps-3 have been implemented. Among these, PS-2 has better worst-case
behaviour, but Ps-3 has been reported to often perform better in practice.

Adaptive Discretisation — Late [7]. This approach is not based on an a pri-
ori error bound but instead computes both under- and over-approximations
of the values Valv(s;ti). This allows one to lay out the time points adap-
tively. Depending on the shape of the value function, the time step can be pro-
longed until the error allowed for this step is reached. This greatly reduces the
number of time points, relative to the worst case. We refer to this algorithm
as ADAPTSTEP or AS.

5 Empirical Evaluation and Comparison

In this section we present an exhaustive empirical comparison of the different
algorithmic approaches discussed.

Benchmarks. The experiments are performed on a diverse collection of pub-
lished benchmark models. This collection is the first of its kind for CTMDP, as
far as we know and contains the following parametrised models:

PS-K-J The Polling System case [13,31] consists of two stations and one server.
Incoming requests of J types are buffered in two queues of size K each, until
they are processed by the server and delivered to their station. We consider
the undesirable states with both queues being full to form the goal state set.
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QS-K-J The Queuing System [15] stores requests of J different types into two
queues of size K. Each queue is attached to a server. Two servers fetch
requests from their corresponding queues and process them. One of them
can non-deterministically decide to insert a request after processing into the
other server’s queue. Goal states are again those with both queues full.

DPMS-K-J The Dynamic Power Management System [28] is a CTMDP model
of the internals of a Fujitsu disk drive. The model consists of four components:
service requester (SR), service queue (SQ), service provider (SP), and power
manager (PM). SR generates tasks of J types differing in energy demand
that are buffered by the queue SQ of size K. Afterwards they are delivered
to SP to be processed. SP can work in different modes ranging from sleep
and stand-by to full processing mode, selected by PM. We define a state as
goal if the queue of at least one task type is full.

GFS-N The Google File System [11,12] splits files into chunks of equal size,
each chunk is maintained by one of N chunk servers. We fix the number of
chunks a server may store to 5000 and the total number of chunks to 100000.
While other benchmarks start in optimal conditions, the GFS starts in the
broken state where no chunk is stored. A state is defined as goal if the system
is back up and for each chunk at least one copy is available.

FTWC-N The Fault Tolerant Workstation Cluster [17], originally described
by a GSPN, models two networks of N workstations each, interconnected
by a switch. The two switches communicate via a backbone. Workstations,
switches, and the backbone fail after exponentially distributed delays, and
can be repaired only one at a time. We define a state as goal if in total less
than IV workstations are operational and connected to each other.

SJS-M-J The stochastic job scheduling [5] models a multiprocessor architecture
running a sequence of independent jobs. It consists of M identical processors
and J jobs, where each job’s service time is governed by an exponential
distribution. As goal we define the desirable states with all jobs completed.

ES-K-R The Erlang Stages is a synthetic model with known characteristics [32].
It has two different paths to reach the goal state: a fast but risky path or a
slow but sure path. The slow path is an Erlang chain of length K and rate R.

Implementation Aspects. Unbiased performance evaluation of algorithms
originally developed by different researchers is not easy even with all origi-
nal implementations at hand. Namely, they may use different programming
languages or rely on different platforms with incomparable performance and
memory management. However, reimplementing a published algorithm may
induce unfairness as the original implementation may use specific data struc-
tures or other optimisations that go beyond what is explained in the respective
publication.

We adapted/implemented all algorithms in C/C++, trying to avoid the
shortcomings. We used a common infrastructure from the IMCA/MAMA
toolset [13]. Thus, we could directly use the original IMCA implementations of
ExPSTEP-1 and of EXPSTEP-2 [16]. The original implementation [6] of ADAPT-
STEP in MRMC [20] needed only minor adaptations, as MRMC uses a data
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Fig. 1. Selected experiments: Increasing state space size.

structure identical to ours. Finally, for POLYSTEP, we closely followed the orig-
inal Java code [10]. Our C version clearly outperforms the original Java version.
We implemented all algorithms with standard double precision arithmetic,
observing no issues with numerical stability in our experiments. All values com-
puted by different algorithms lie within the expected precision from each other.
We used parameter values £™** = 10 and w = 0.1 for AS, as recommended.
We always ran both adaptive and non-adaptive variant of AS and display the
better results (mostly adaptive). Based on our tests, we fixed x := 0.1 for Ut.

Empirical Results. In this section we present our empirical observations. We
consider early and late scheduling problems separately (because the encoding
mentioned in Remark 1 of Sect.2, is exponential); only UNIFT can be directly
run on both problems. All experiments were run on a single core of Intel Core
i7-4790 with 16 GB of RAM, computing a total of about 2350 data points.

The memory requirements of all the considered algorithms do not deviate
considerably and thus are not reported. This echoes that all space complexities
are linear in the model size. We encountered no significant impact of additional
dependencies of POLYSTEP on a hidden model parameter (number of “switching
points”, coarsely bounded in [10]).

In the following, we focus on the time requirements. We first show plots of
a few selected experiments that represent well our general observations. Later,
we give a short summary of all experiments. All plots presented below use log-
arithmic scale for the runtime (in seconds). Some data points are missing as
we applied a time limit of 15 min for every computation and also because the
original implementation of EXPSTEP-2 cannot handle models with more than
two actions per state. We use symbol A to denote the maximal number of action
choices and A for the maximal exit rate. We use the symbol “x” whenever the
varying parameter is a part of the model name, e.g. PS-2-x.

State Space. In Fig. 1 we illustrate the effect of enlarging the state space. On
the left there is a plot for early algorithms representing the general trend:
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UNIF' outperforms EXPSTEP-1 (as well as EXPSTEP-2 where applicable).
For late algorithms in the plots on the right, the situation is more diverse,
with UNIFT and ADAPTSTEP outperforming the POLYSTEP algorithms. All
algorithms exhibit similar dependency on the growth of the state space.

Action Choices. Figure2 displays the effect of increasing the number of
actions to choose from. For early schedulers (left) UNIFT generally dominates
ExpPSTEP-1. For late schedulers, again UNIFT and ADAPTSTEP dominate
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PoLYSTEP. Increasing the choice options in our models generally induces
larger state spaces, so the observed growth is not to be attributed to the
computational difficulty resulting from an increase in choice options alone.

Precision. Figure3 details precision dependency. Across all models, UNIF™"
works very well, excepts for some high precision cases, such as the DPMS
models, where EXPSTEP-2 might be preferable over UNIFT in the early set-
ting (bottom left), and similarly for ADAPTSTEP in the late setting (bottom
middle). The same is true for the GFS case (bottom right). On the other
hand, for some models (examples in the first row) UNIF" delivers very high
precision without any runtime increase. It is also interesting that generally
the sensitivity of all algorithm to required precision is more than linear in
the number of precision digits.

Time Bound. Figure4 illustrates the effect of increasing the time bound.
Again, the UNIFT-algorithm is the least sensitive in the early setting. For
late scheduling, there are some notable QS instances where POLYSTEP-3
outperforms both ADAPTSTEP and UNIFT (bottom middle). Very large time
bounds make sense only for a few models (bottom right, log-log-scale). Else-
where, the values converge making it trivial for AS and U™T.
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. ," _,..c-".' - . Lo
10 o ai 10' 4;5_3 100 | e ‘
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Fig. 4. Selected experiments: Increasing time bound.
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Among the many instances we considered we found a few
instances where the late UNIF"-algorithm shows surprising
sensitivity to changes in time bound, particularly for high 400
precision scenarios. This is exemplified on the right (GFS,
late, A= 2, |S| = 9808, A = 492, ¢ = 1078, increasing *"
time bound, no log scale). In line with the apparent gen-
eral tendency of the algorithms for increasing parameter
values, the work and thus time needed tends to increase monotonously. Instead,
small variations in time bound may lead to great savings in runtime for UNIF™.
This is rooted in the error calculated while running the algorithm coincidentally
falling into the allowed margin. Less extreme examples of this behaviour are
included in Fig.3 top row and Fig.4 bottom middle. We observed such time
savings only for UNIF', not for any other algorithm, though conceptually the
runtime of ADAPTSTEP might profit from similar effects as well. The exact con-
ditions of this behaviour are still to be found.

A complete list of model files, additional statistics, result tables as well as all
prototype implementations are available at the following URL: http://depend.
cs.uni-saarland.de/~hahate/atval5/.

600

0

Evaluation and Discussion. The results presented show that a general answer
about the relative performance of the proposed algorithms is not easy to give,
but appears very much dependent on model parameters outside the awareness
of the modeller. Thus there is no clear winner across all models. Still, our bench-
marking, summarised in Table 1, provides some general insights:

— All algorithms are naturally sensitive to increases in model parameters. Their
runtime mostly behaves linear in the time bounds and the state space size,
exponential in precision and superlinear (though still polynomial) in fanout.

— For early schedulers EXPSTEP-1 is not competitive. UNIFT mostly outper-
forms EXPSTEP-2.

— For late schedulers POLYSTEP-1 is not competitive and POLYSTEP-3 is effec-
tively faster than POLYSTEP-2. ADAPTSTEP and UNIFT mostly outper-
form PorySTEP-3. Still each of the late algorithms {ADAPTSTEP, UNIFT,
PoOLYSTEP-3} is dominating the other two on at least one model instance.
The particular algorithmic strengths have no obvious relation to model para-
meters available to the modeller.

— For low precision, UNIF" appears to be the preferred choice. For high preci-
sion, ADAPTSTEP is a more stable choice than UNIFT. Yet its performance
depends on non-obvious model particularities and algorithm parameters.

All in all, UNIFT is easy to implement for both early and late, and competitive
across a wide range of models. In settings where an a posteriori error bound is
enough, a good approximation can be usually obtained by a variant of UNIF™
that computes only the first iteration and does not increase the uniformisation
rate (see the accompanying web for the error bounds obtained in experiments).
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Table 1. Overview of experiments summarising which algorithm performed best how
many times; N/A indicates that no algorithm completed within 15 min.

max. |S| | max. A\ | max. exit rate range | Best in early (# of cases) | Best in late (# of cases)
PS 743 969 | 7 5.6-129.6 vt (32) vt (a7)
Qs 16 924 | 36 6.5-44.9 ut (32) ps-3 (18), uT (17), as (15)
DPMS | 366 148 | 7 2.1-9.1 ut (31), Bs-2(3), N/A(1) | as (24), vt (14), ps-3 (6)
GFS 15 258 | 2 252-612 vt (40) as (23), vt (11)
FTWC | 2373 650 | 5 2-3.02 vt (25) vt (32)
SJS 18 451 | 72 3-32 vt (57), Bs-2(2) ut (70), as (29)
ES 30 004 | 2 10 uT (28), B5-2(4), N/a(1) | Ut (28), Ps-3(2)

6 Conclusion

This paper has introduced UNIFT, a new and simple algorithm for time-bounded
reachability objectives in CTMDPs. We studied this and all other published algo-
rithms in an extensive comparative evaluation for both early and late schedul-
ing. In general, UNIFT performs very well across the benchmarks, apart from late
scheduling and high precision, where it appears hard to predict which of the algo-
rithms UNIFT, ADAPTSTEP, POLYSTEP-3 performs best. One might consider to
follow an approach inspired by the distributed concurrent solver in GUROBI [14].
The idea is to launch all three implementations to run concurrently on distinct
cores and report the result as soon as the first one terminates.

For researchers who want to extend an existing CTMC model checker to
a CTMDP model checker, the obvious choice is the UNIFT-algorithm: It works
right away for early and for late optimisation, and it requires only a small change
to the uniformisation subroutine used at the core of CTMC model checking.
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Abstract. Of special interest in formal verification are safety specifi-
cations, which assert that the system stays within some allowed region,
in which nothing “bad” happens. Equivalently, a computation violates
a safety specification if it has a “bad prefix” — a prefix all whose exten-
sions violate the specification. The theoretical properties of safety spec-
ifications as well as their practical advantages with respect to general
specifications have been widely studied. Safety is binary: a specification
is either safety or not safety. We introduce a quantitative measure for
safety. Intuitively, the safety level of a language L measures the fraction
of words not in L that have a bad prefix. In particular, a safety lan-
guage has safety level 1 and a liveness language has safety level 0. Thus,
our study spans the spectrum between traditional safety and liveness.
The formal definition of safety level is based on probability and mea-
sures the probability of a random word not in L to have a bad prefix. We
study the problem of finding the safety level of languages given by means
of deterministic and nondeterministic automata as well as LTL formu-
las, and the problem of deciding their membership in specific classes
along the spectrum (safety, almost-safety, fraction-safety, etc.). We also
study properties of the different classes and the structure of deterministic
automata for them.

1 Introduction

Today’s rapid development of complex and safety-critical systems requires reli-
able verification methods. In formal verification, we verify that a system meets
a desired property by checking that a mathematical model of the system meets
a formal specification that describes the property. Of special interest are speci-
fications asserting that the observed behavior of the system always stays within
some allowed region, in which nothing “bad” happens. For example, we may want
to assert that every message sent is acknowledged in the next cycle. Such spec-
ifications of systems are called safety specifications. Intuitively, a specification
1) is a safety specification if every violation of ¢ occurs after a finite execution
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of the system. In our example, if in a computation of the system a message is
sent without being acknowledged in the next cycle, this occurs after some finite
execution of the system. Also, once this violation occurs, there is no way to “fix”
the computation.

In order to define safety formally, we refer to computations of a non-
terminating system as infinite words over an alphabet 3. Consider a language L
of infinite words over Y. That is, L C X*. A finite word x € X* is a bad prefiz
for L iff for all infinite words y € X*, the concatenation x - y is not in L. Thus,
a bad prefix for L is a finite word that cannot be extended to an infinite word
in L. A language L is a safety language if every word not in L has a finite bad
prefix!.

The interest in safety started with the quest for natural classes of spec-
ifications. The theoretical aspects of safety have been extensively studied
[2,18,19,25]. With the growing use of formal verification, safety has turned out
to be interesting also from a practical point of view [8,10,14]. Indeed, the abil-
ity to reason about finite prefixes significantly simplifies both enumerative and
symbolic algorithms. In the first, safety circumvents the need to reason about
complex w-regular acceptance conditions. For example, methods for synthesis,
program repair, or parametric reasoning are much simpler for safety properties
[9,23]. In the second, it circumvents the need to reason about cycles, which is
significant in both BDD-based and SAT-based methods [3,4].

In addition to a rich literature on safety, researchers have studied additional
classes, such as co-safety and liveness [2,18]. A language L is a co-safety lan-
guage if the complement of L, namely the language of words not in L, is safety.
Equivalently, every word in L has a good prefixz — one all whose extensions result
in a word in L. A language L is a liveness language if it does not have bad
prefixes. Thus, every word in X* can be extended to a word in L. For example,
it ¥ = {a,b}, then L = {a¥,b*} is a safety language, its complement is both
co-safety and liveness, and L = (a+b)* - b is a liveness language that is neither
safety nor co-safety.

From a theoretical point of view, the importance of safety and liveness lan-
guages stems from their topological characteristics. Consider the natural topol-
ogy on X“. where similarity between words corresponds to the length of the
prefix they share. Formally, the distance between w and w’ is 2%, where i > 0 is
the position of the first letter in which w and w’ differ. In this topology, safety
languages are exactly the closed sets, co-safety languages are the open sets, and
liveness languages are the dense sets (that is, they intersect every nonempty
open set) [1]. This, for example, implies that every linear specification can be
expressed as a conjunction of a safety and a liveness specification [1,2].

Safety is binary: a specification is either safety or not safety. In this work,
we introduce a quantitative measure for safety. We define the safety level of
a language L as the probability of a word not in L to have a bad prefix.

! The definition of safety we consider here is given in [1,2], it coincides with the
definition of limit closure defined in [7], and is different from the definition in [16],
which also refers to the property being closed under stuttering.
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From a theoretical point of view, our study spans the spectrum between tra-
ditional safety and liveness. From a practical point of view, the higher the safety
level of L is, the bigger is the chance that algorithms designed for safety lan-
guages would work appropriately for L.

Let us describe our framework and results in more detail. A random word
over an alphabet Y is a word in which for all indices i, the i-th letter is drawn
uniformly at random. Thus, we assume a uniform probability distribution on
2%, and the probability of a language L C X is the probability of the event
L. For example, the probability of Pr(a - (a 4+ b)) is % Now, for a language
L C X¥, the safety level of L is the conditional probability of the event “words
with a bad prefix for L” given the event “words not in L”. That is, intuitively,
the safety level measures the fraction of words not in L that have a bad prefix.
When L is a safety language, all the words not in L have a bad prefix, thus the
safety level of L is 1. When L is liveness, no word has a bad prefix, thus the
safety level is 0. A language may have safety level 1 without being safety. For
example, when AP = {a, b}, then the safety level of the non-safety specification
¢ = aUDb (that is, a until b) is 1. Indeed, almost all computations (that is, all but
{a}*) that violate 1) have a bad prefix.? Also, languages may have a fractional
safety level. For example, ¢ = a A FGb (that is, a and eventually always b) has
safety level %, as only words that start with a letter satisfying —a have a bad
prefix for ¢ and almost all words that start with a letter satisfying a do not
satisfy ¢ either.

We partition safety levels to four classes: safety, almost-safety (the safety
level is 1 but the language is not safety), frac-safety (the safety level is in (0, 1)),
and liveness. We define a dual classification for co-safety and examine possible
combinations. For example, it is shown in [15] that the intersection of safety
and co-safety languages is exactly the set of bounded languages — these that are
recognizable by cycle-free automata, which correspond to clopen sets in topology.
We study all intersections, some of which we prove to be empty. For example,
there is no language that is both co-safety and frac-safety. We study the problem
of calculating the safety level of a given language and prove that it can be
solved in linear, exponential, and doubly-exponential time for languages given
by deterministic parity automata, nondeterministic Biichi automata, and LTL
formulas, respectively.

We then turn to study the classification problem, where the goal is to decide
whether a given language belongs to a given class. The problem was studied
for the classes of safety and liveness properties [13,25], and we study it for
almost-safety and frac-safety. We show that the complexities for almost-safety
coincide with these known for safety; that is, the problem is NLOGSPACE-
complete for deterministic automata, and is PSPACE-complete for nondetermin-
istic automata and LTL formulas. The complexities for frac-safety coincide with
these known for livensess, where the treatment of LTL formulas is exponentially

2 Note that X = 24F and our probability distribution is such that for each atomic
proposition a and for each position in a computation, the probability that a holds

in the position is %
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harder than that of nondeterministic automata and is EXPSPACE-complete.
Our results are based on an analysis of the strongly connected components of
deterministic automata for the language, and involve other results of interest
on the expressive power of deterministic automata. In particular, we prove that
frac-safety languages cannot be recognized by deterministic Biichi automata.
This is in contrast with safety and almost-safety languages, which can always
be recognized by deterministic Biichi automata, and liveness languages, some
of which can be recognized by such automata. In Sect.5 we discuss possible
extensions of our approach as well as its practical applications.

Due to the lack of space, some of the proofs are missing and can be found in
the full version, in the authors’” URLs.

2 Preliminaries

Linear Temporal Logic. For a finite alphabet X', an infinite word w = o1 - 09 - - -
is an infinite sequence of letters from Y. We use X“ to denote the set of all
infinite words over the alphabet Y. A language L C X“ is a set of words. When
X = 24P for a set AP of atomic propositions, each infinite word corresponds to
a computation over AP. The logic LTL is a linear temporal logic [22]. Given a
set AP of atomic propositions, LTL formulas are constructed from AP using the
Boolean operators = (“negation”) and A (“and”), and the temporal operators
X (“next time”) and U (“until”). Writing LTL formulas, we also use the abbre-
viations V (“or”), F' (“eventually”), and G (“always”). The semantics of LTL is
defined with respect to infinite computations 7 = o1, 09,03,... € (247). We
use 7 = 1 to indicate that the computation 7 satisfies the LTL formula . For
the full syntax and semantics of LTL, see [22]. Each LTL formula ¢ over AP
defines a language [¢] C (247)“ of the computations that satisfy 1. Formally,

[¥] = {m € 2*7)* : m =9},

Probability. Given a set S of elements, a probability distribution on S is a function
Pr : S — [0,1] such that XYscg Pr(s) = 1. An event is a set A C S. The
probability of A is then Xsc 4 Pr(s). Given two events A and B with Pr(B) > 0,
the conditional probability of A given B, denoted Pr(A | B), is defined as the
ratio between the probability of the joint of events A and B, and the probability
of B. That is, Pr(A | B) = Pr(AN B)/Pr(B).

Consider an alphabet Y. A random word over X is a word in which for
all indices i, the i-th letter is drawn uniformly at random. In particular, when
Y = 24P then a random computation 7 is such that for each atomic proposition
q and for each position in 7, the probability that ¢ holds in the position is %
The probabilistic model above induces a probability distribution on X, where
the probability of a word is the product of the probabilities of its letters. The
probability of a language L C X%, denoted Pr(L), is then the probability of
the event L. It is known that regular languages have measurable probabilities
[5]. For an LTL formula v, we use Pr(y) to denote Pr([¢)]). For example, the

probabilities of Xp, Gp, and Fp are %, 0, and 1, respectively.
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Automata. A nondeterministic finite automaton is a tuple A = (¥, Q, Qo, 9, a),
where X' is a finite non-empty alphabet, @) is a finite non-empty set of states,
Qo C Q is a set of initial states, § : Q x X — 29 is a transition function, and
o is an acceptance condition. The automaton A is deterministic if |Qo| = 1 and
|0(g,0)| <1 for all states ¢ € Q and letters o € X.

A run of A on an infinite input word w = o1 - 02+ € X%, is an infinite
sequence of states r = ¢g,q1,... such that ¢o € Qp, and for all ¢« > 0, we
have ¢;+1 € 6(¢i,0:+1). The acceptance condition « determines which runs are
accepting. For a run r, let inf(r) ={q : ¢; = ¢ for infinitely many 4’s}. That is,
inf(r) is the set of states that r visits infinitely often. Then, r is accepting iff
inf (r) satisfies a. We consider two acceptance conditions.

A set S of states satisfies a Biichi acceptance condition o C Q if SN a # 0.
That is, a run r is accepting iff inf(r) N« # 0. A richer acceptance condition is
parity, where a = {aq,aa,..., o}, with ag Cas C-+- Cap = @, and a set S
satisfies « if the minimal index ¢ for which S N «; # 0 is even. That is, a run r
is accepting iff the minimal index 4 for which inf(r) N a; # 0 is even.

A word w is accepted by an automaton A if there is an accepting run of A
on w. The language of A, denoted L(.A), is the set of words that A accepts. We
use NBW, DBW, and DPW to abbreviate nondeterministic Biichi, deterministic
Biichi, and deterministic parity word automata, respectively.

Theorem 1. [21,24,28]

— Given an LTL formula v of lenght n, we can construct an NBW Ay, such that
Ay has 200 states and L(Ay) = [¥].

— Given an NBW with n states, we can construct an equivalent DPW with
20(nlogn) siqtes.

Consider a directed graph G = (V, E). A strongly connected set of G (SCS)
is a set C C V of vertices such that for every two vertices v,v’ € C, there is a
path from v to v’. An SCS C is mazimal if it cannot be extended to a larger
SCS. Formally, for every nonempty set C’ C V'\ C, we have that CUC" is not an
SCS. The maximal strongly connected sets are also termed strongly connected
components (SCC). An automaton A = (X, Q, Qo, §, &) induces a directed graph
G4 = (Q, E) in which {(q,¢') € E iff there is a letter o such that ¢’ € §(q,0).
When we talk about the SCSs and SCCs of A, we refer to these of G 4.

An SCC C of a graph G is ergodic iff for all {(u,v) € E, if u € C then
v € C. That is, an SCC is ergodic if no edge leaves it. We say that a path
T = Ty, W1, T2, -.. in G reaches an ergodic SCC C), if there exists ¢ > 0 such that
for all j > 7, we have that 7; € C. Note that if m; € C for some 7, then 7 reaches
the ergodic SCC C.

The following lemma states two fundamental properties of runs of automata
(see, for example, [12]).

Lemma 1. Consider an automaton A.

1. A run of A on a random word reaches some ergodic SCC with probability 1.
2. An infinite run that reaches an ergodic SCC C of A visits all the states in C
infinitely often with probability 1.
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We distinguish between several types of ergodic SCCs. Let A be an automa-
ton. An ergodic SCC C of A is accepting if a random path that reaches C' is
accepting with probability 1. Similarly, C' is rejecting if a random path that
reaches C' is rejecting with probability 1. Recall that for an acceptance condi-
tion a, a run r is accepting iff inf(r) satisfies a. It follows from Lemma 1 that
an ergodic SCC C is accepting iff it satisfies a. We say that an ergodic SCC
C of A is pure accepting if every random path 7 that reaches C is accepting.
Similarly, an ergodic SCC C of A is pure rejecting if every random path 7 that
reaches C' is rejecting. Note that pure accepting and pure rejecting ergodic SCCs
are equivalent to accepting and rejecting sinks, respectively.

3 Classes of Safety

Consider a language L C X“ of infinite words over an alphabet X. A finite
word z € X* is a bad prefix for L if for all infinite words y € X“, we have
that = -y ¢ L. In other words, a bad prefix for L is a finite word that cannot be
extended into an infinite word in L. Let safe(L) = {w : w has a bad prefix for L}
and comp(L) = X*\ L. Note that safe(L) C comp(L). We define the safety level
of a language L, denoted slevel(L), as the probability of a word not in L to have
a bad prefix. Formally, slevel(L) = Pr(safe(L) | comp(L)). When slevel(L) = p,
we say that L is a p-safety language. By the definition of conditional probability,
we have that
Pr(safe(L) N comp(L)) Pr(safe(L))

slevel(L) = Pr(safe(L) | comp(L)) = Pr(comp(L)) ~ Pr(comp(L))’

Note that if Pr(L) = 1, then Pr(comp(L)) = 0 so slevel(L) is undefined. In
this case, we define the safety level of L to be 0, as justified in Proposition 1
below.?

Proposition 1. For every language L, if Pr(L) =1, then safe(L) = (.

Proof. Consider a language L with Pr(L) = 1. Assume, by way of contradiction,
that there is a bad prefix « of L. For every y € XY, we have that -y ¢ L. It
follows that Pr(comp(L)) > 0, contradicting the assumption that Pr(L) = 1. O

Remark 1. Note that the other direction of Proposition 1 does not hold. That
is, there exists a language L such that L has no bad prefixes and still Pr(L) # 1.
As an example, consider the language L = [FGa] with AP = {a}. Every finite
prefix can be extended to a word in L by the suffix {a}*, thus L has no bad
prefixes. Nevertheless, it is easy to see that Pr(L) = 0.

We define four classes of languages, describing their safety level:

3 An anomaly of this definition is the language L = X*. While Pr(L) = 1, making its
safety level 0, we also have that L is a safety language. Thus, L is the only language
that is both safety and has safety level 0.
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— Safety [2,25]. A language L C X“ is a safety language if safe(L) = comp(L).
That is, every word not in L has a bad prefix. For example, L = [Ga] is a
safety language, as every word not in L has a prefix in which a does not hold,
and this prefix cannot be extended to a word in L.

— Almost-safety. A language L C X is an almost-safety language if it is p-safety
for p =1 but is not safety. As an example, consider the language L = [aUb].
The language L is not a safety language, as the word a* ¢ L has no bad prefix.
Indeed, we can concatenate b to every prefix of a* and get a word in L. In
addition, every word not in L except for a* has a bad prefix for L, and there

Pr(safe(L)) 1

Pr(comp(L))

— Frac-safety. A language L C X% is a frac-safety language if it is p-safety for
0 < p < 1. As an example, consider the language L = [a A FGa]. We show
that L is %—safety. The words not in L are these that satisfy —aV GF—a. Since
Pr(GF-a) = 1, we have that Pr(comp(L)) = Pr(—-aV GF-a) = 1. Note
that every prefix can be extended to a word that satisfies F'Ga, simply by
concatenating the suffix a*. That is, words that do not satisfy F'Ga have no
bad prefixes. On the other hand, every word that does not satisfy a has the bad
prefix —a. It follows that a word has a bad prefix for L iff it does not satisfy

a. Accordingly, Pr(safe(L)) = Pr(-a) = ;. Hence, Jm =

are infinitely many such words. Accordingly,

)

— [ror=
N =

and L is %—safety.

— Liveness. A language L C X% is a liveness language if safe(L) = 0. For
example, the language L = [Fa] is liveness, as no word in comp(L) has a bad
prefix. Indeed, the only word in comp(L) is (—a)¥, and it has no bad prefixes.
Note that the definition is equivalent to the one in [1], according to which L
is liveness if every word in X* can be extended to a word in L.

We extend the classification to LTL formulas. We say that a formula ¢ is
p-safety if [¢] is p-safety, and that ¢ is in one of the classes above if [¢] is in
the class.

Recall that an almost-safety language is a language that is 1-safety but not
safety. Dually, we can relate to 0-safety languages that are not liveness. While,
however, 1-safety is distinct from safety, we have that O-safety and liveness coin-
cide:

Proposition 2. A language is liveness iff it is 0-safety.

Proof. Consider a language L C X*. By the definition of liveness, if L is live-
ness, then safe(L) = (0, so it is 0-safety. For the other direction, we prove that
if L is not liveness then it is not 0-safety. Assume that L is not liveness, thus
safe(L) # (). Let w € safe(L) and let u be a bad prefix for w. Every word that
starts with u is both in comp(L) and in safe(L). Therefore, the measure of words
in safe(L) is at least the measure of words with prefix w, which is strictly greater
than 0. Hence, if L is not liveness then it is not 0-safety. O
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3.1 Co-safety

We turn to study the dual notion, of co-safety languages. A finite word = € X*
is a good prefir for a language L C X¢ if for all infinite words y € X%, we
have that = -y € L. In other words, a good prefix is a finite word all whose
extentions are in L. A language L is a co-safety language if every word in L
has a good prefix. Equivalently, L is co-safety iff comp(L) is safety. We define
co-safe(L) = {w : w has a good prefix for L}. The classes defined above for
safety can be dualized to classes on co-safety. Thus, the co-safety level of a
language L, denoted co — slevel(L), is Pr(co-safe(L) | L). Also, a language L is
co-liveness if co-safe(L) = ). Propositions 1 and 2 can be dualized too. Formally,
we have the following.

Lemma 2. For every language L, we have slevel(L) = co — slevel(comp(L)).

Proof. Consider a language L. By the definition of good and bad prefixes,
every bad prefix for L is a good prefix for comp(L), thus Pr(safe(L)) = Pr

(g)—safe(czmp(L))g). Hence, sleveléL) = Pr(safe(L) | comp(L)) =
e
co — slevel(comp(L)), and we are done. O

Table 1 describes LTL formulas of different safety and co-safety levels. The
number within brackets next to a formula ¢ is Pr(y). For example, the LTL
formula aUb V Gc is almost-safety, almost-co-safety, and has probability %

Note that, by Lemma 2, a language L is a member of the (i, 7)-th cell in
the table iff comp(L) is a member of the (j,4)-th cell. In addition, it follows
from the definition of a safety level that if Pr(p) = 1, then ¢ is O-safety, so,
by Proposition 2, the formula ¢ is in the right column. Dually, if Pr(¢) = 0,
then ¢ is 0-co-safety, so, by the dual of Proposition 2, it is in the bottom row.
Propositions 3 and 6 below state some additional properties of the table, and
they are based on some observations on automata.

Table 1. Examples to formulas of different safety and co-safety levels, with ¢1 =
aNGFb, o2 = c N\ FGd, and 93 = —a A FGb

safety almost-safety | frac-safety liveness

co-safety a(3) alUb (2) — Fa (1)
aAFb(3) | (see Lemma 6)

almost-co-safety | =(aUb) () alUbV Ge (2) =¢1 Ae (5) -1 (3)

aVGb(3) aVes (3) GaV Fb (1)
frac-co-safety — 1 Ve () ©1 Ve Ve (3) npa (1)

(see Lemma 6) a A =2 (3) =1 A2 (%)
co-liveness Ga (0) ¢1 (3) 2 (0) FGa (0)

GaAFb (0) o1V (3) GFa (1)
o1V s (3)
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3.2 Finding the Safety Level

We now study the problem of calculating the the safety level of a language given
by a DPW, an NBW, or an LTL formula.

Theorem 2. Calculating the safety level of a language L can be done in linear,
exponential, and doubly-exponential time for L given by a DPW, an NBW, and
an LTL formula, respectively.

Proof. We describe a linear-time algorithm for DPWs. The complexity for the
other classes then follows from Theorem 1. Consider a DPW A. We calculate
slevel(L(A)) by calculating Pr(safe(L(A))), Pr(comp(L(.A))), and the ratio
between them. Let C = {C1,...,Cy} be the ergodic SCCs of A. We can find C
in linear time, and can also mark the ergodic SCCs that are rejecting and these
that are pure rejecting [27]. Now, Pr(safe(L(A))) is the probability that a ran-
dom run reaches a pure rejecting SCC, and Pr(comp(L)) is the probability that
a random run reaches a rejecting SCC. Both can be calculated by assigning to
each SCC the probability that a random run reaches it. Finally, by Proposition 1,
if Pr(comp(L(A))) = 0, then the algorithm returns 0. O

Remark 2. In this work, we assume a uniform probability distribution on X“.
However, this assumption is not necessary. In general, we can assume that the
probability of a computation 7 is defined by a Markov chain, such that for each
atomic proposition ¢ and for each position in 7, the probability that ¢ holds in
the position is greater than 0 and less than 1. This assumption may affect the
exact safety level of a language. However, it is easy to see that the class of safety
level will be the same as for uniform distribution.

4 Finding the Safety Class

In this section we study the problem of classifying languages to the four classes
of safety level, hoping to end up with algorithms that are simpler than the one
described for finding the exact safety level. Deciding membership in the classes
of safety and liveness have already been studied, and we focus on almost-safety
and frac-safety. We first recall the known results for safety and liveness:*

Theorem 3. [13,25] Consider a language L C X*.

— Deciding whether L is safety is NLOGSPACE-complete for L given by a DPW
and PSPACE-complete for L given by an NBW or an LTL formula.

— Deciding whether L is liveness is NLOGSPACE-complete for L given by a
DPW, PSPACE-complete for L given by an NBW, and EXPSPACE-complete
for L given by an LTL formula.

* We did not find in the literature an NLOGSPACE-complete result for deciding live-
ness of a DPW. The proof, however, follows standard considerations, and we give it
in the full version.
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Theorem 3 hints that at least for one of the classes almost-safety and frac-
safety, the classification for LTL formulas is going to be EXPSPACE-complete.
We turn to study the problems in detail. We do this by analyzing the structure
of deterministic automata for the language. As detailed in Sect. 4.2, the analysis
leads to interesting results on the expressive power of deterministic automata
beyond the classification to safety level. We first need some definitions and obser-
vations on automata.

4.1 Observations on Automata

Consider a deterministic automaton 4. Recall the partition of A to SCC as
defined in Sect. 2. An ergodic SCC C' of A is mized if there exist both accepting
and rejecting paths that reach C. Note that a mixed ergodic SCC of a DPW
may be either accepting or rejecting, whereas a mixed ergodic SCC of a DBW is
accepting. In terms of safety and co-safety, a run that reaches a pure accepting
(rejecting) ergodic SCC is an accepting (rejecting) run and it is labeled by a
word that has a good (bad, respectively) prefix. On the other hand, a run that
reaches a mixed ergodic SCC is labeled by a word that has neither a good
prefix nor a bad prefix. For an automaton A and an ergodic SCC C' of A, we
define reach(A,C) = {w : the run of A on w reaches C}. For a language L, we
define mized-in(L) = L\ co-safe(L). That is, mized-in(L) contains all words w
such that w € L and w has no good prefix. Dually, we define mized-out(L) =
comp(L) \ safe(L). That is, mized-out(L) contains all words w such that w ¢ L
and w has no bad prefix.

Our goal is to characterize classes of safety level by the structure of deter-
ministic automata that recognize them. Lemmas 3 and 4 below state relevant
observations on the ergodic SCC of automata of languages in the different classes.

Lemma 3. Consider a deterministic automaton A, and let L = L(A).

1. safe(L) # 0 iff A has a pure rejecting ergodic SCC. Dually, co-safe(L) # ()
iff A has a pure accepting ergodic SCC.

2. Consider a mized ergodic SCC C of A. Let Ry, = reach(A, C) N mized-in(L)
and Ry = reach(A,C) N mized-out(L). Then, R;, and Ry form a par-
tition of reach(A,C) with Ry, # 0 and Royr # 0. If C is rejecting, then
Pr(R;n) =0 and Pr(Rou:) > 0. Dually, if C is accepting, then Pr(R;,) > 0
and Pr(Ryyt) = 0.

Lemma 4. Consider a deterministic automaton A. If Pr(mized-out(L(A))) =
0 and mized-out(L(A)) # 0, then at least one of the following conditions holds:

1. A has a mized accepting ergodic SCC.
2. There is a rejecting run of A that does not reach an ergodic SCC.

We can now reduce questions about the class of a given language to questions
about the structure of a deterministic automaton for it.

Theorem 4. Consider a deterministic automaton A, and let L = L(A).
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1. The language L is liveness iff A does not have a pure rejecting ergodic SCC.

2. The language L is frac-safety iff A has a pure rejecting ergodic SCC and a
mized rejecting ergodic SCC.

3. The language L is almost-safety iff A has a pure rejecting ergodic SCC, does
not have a mized rejecting ergodic SCC, and has either a mized accepting
ergodic SCC or a rejecting path that does not reach a pure rejecting ergodic
SCC.

4. The language L is safety iff A has a pure rejecting ergodic SCC and all its
rejecting paths reach a pure rejecting ergodic SCC.

Proof. Consider a deterministic automaton A and let L = L(A).

1. By Lemma 3(1), the automaton A has a pure rejecting ergodic SCC iff
safe(L) # 0. Recall that L is liveness iff it has no bad prefixes. It follows
that L is liveness iff A does not have pure rejecting ergodic SCCs.

2. For the first direction, assume that L is frac-safety. By the definition of frac-
safety languages, we have that safe(L) # (. According to Lemma 3(1), it
follows that A has a pure rejecting ergodic SCC. In addition, for a frac-
safety language L it holds that Pr(mized-out(L)) > 0. Since an ergodic SCC
may be either pure or mixed and either accepting or rejecting, it follows
from Lemma 3(2) that a positive measure of words in mized-out(L) can be
induced only by a mixed rejecting ergodic SCC. Therefore, A has a mixed
rejecting ergodic SCC, so we are done. For the other direction, assume that
A has both pure rejecting and mixed rejecting ergodic SCCs. By Lemma 3,
it holds that safe(L) # ) and Pr(mized-out(L)) > 0. Thus, we have that
0 < Pr(safe(L) | comp(L)) < 1. In addition, since safe(L) # @), we have that
Pr(L) < 1. Recall that for a language L with Pr(L) # 1, the level of safety is
defined as Pr(safe(L) | comp(L)). Therefore, we have that the level of safety
of L is greater than 0 and less than 1, so L is frac-safety, and we are done.

3. For the first direction, assume that L is almost-safety. Since L is almost-safety,
we have that Pr(mized-out(L)) = 0 and mized-out(L) # 0. By Lemma 4, the
automaton A has either a mixed accepting ergodic SCC or a rejecting path
that does not reach a pure rejecting ergodic SCC. By Lemma 3(2), A does not
have mixed rejecting ergodic SCC. In addition, an almost-safety language has
a bad prefix. Therefore, by Lemma 3(1), the automaton A has a pure rejecting
ergodic SCC, and we are done. For the other direction, assume that .4 has
a pure rejecting ergodic SCC, does not have a mixed rejecting ergodic SCC,
and has either a mixed accepting ergodic SCC or a rejecting path that does
not reach a pure rejecting ergodic SCC. From the first two conditions and
Lemma 3 it follows that Pr(safe(L) | comp(L)) = 1. From the last condition,
it follows that mized-out(L) # (), and therefore L is not safety. Then, by the
definition of almost-safety languages, the language L is almost-safety.

4. For the first direction, assume that L is safety. Since every word in comp(L)
has a bad prefix, the automaton A does not have mixed ergodic SCCs. Since
safe(L) # 0, by Lemma 3(1) A has a pure rejecting ergodic SCC. In other
words, if L is safety then A has a pure rejecting ergodic SCC and all its
rejecting paths reach a pure rejecting ergodic SCC. For the other direction,
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assume that A has a pure rejecting ergodic SCC and all its rejecting paths
reach a pure rejecting ergodic SCC. It follows that every word in comp(L)
has a bad prefix, thus L is safety. a

4.2 Expressive Power

Before we study the decision procedure that follow from Theorem 4, let us point
to some interesting conclusions regarding expressive power that follow from the
theorem.

Consider a language L. By the dual of Remark 1, co-liveness of a language
L is not a sufficient condition for Pr(L) = 0. It is easy to see that also safety is
not a sufficient condition for Pr(L) = 0. For example, the language [a] is safety
and Pr(a) = 3. Proposition 3 below shows that the combination of co-liveness
and safety is sufficient.

Proposition 3. If a language L is safety and co-liveness, then Pr(L) = 0.

Proof. Consider a deterministic automaton A for a safety and co-liveness lan-
guage L. According to Theorem 4(4), since L is safety, the automaton A does
not have mixed ergodic SCCs and has a pure rejecting ergodic SCC. According
to the dual (for co-liveness) of Theorem 4(1), since L is co-liveness, the automa-
ton A does not have pure accepting ergodic SCCs. Hence, A has only rejecting
ergodic SCCs, so Pr(L) = 0. O

It is known that safety languages can be recognized by looping automata
(that is, Biichi automata in which all states are accepting). Propositions 4
and 5 below relate the other classes with recognizability by deterministic Biichi
automata, which are known to be less expressive than deterministic parity
automata [17].

Proposition 4. The language of a DBW is safety, almost-safety, or liveness.

Proof. Consider a DBW A. By Lemma 1, if a path in A reaches an ergodic SCC
C, it visits all states in C' infinitely often with probability 1. Therefore, a mixed
ergodic SCC of a DBW is accepting. On the other hand, by Theorem 4(2), a
DBW of a frac-safety language has a mixed rejecting ergodic SCC. O

Note that the other direction of Proposition 4 does not hold for liveness
languages. That is, a liveness language may not have a DBW. For example, the
language [F'Ga] is liveness, but it does not have a DBW [17]. Proposition 5 states
that the other direction of Proposition 4 does hold for safety and almost-safety
languages.

Proposition 5. If a language is safety or almost-safety, then it can be recognized
by a DBW.

Proof. Consider a DPW A for a safety or almost-safety language. Let o =
{ai1,...,ax}. By Theorems 4(3) and (4), the DPW A does not have a mixed
rejecting ergodic SCC. Recall that an ergodic SCC of a DBW is either pure
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accepting, pure rejecting, or mixed accepting. Let o/ = |Ja; : i is even. Since
A does not have a mixed rejecting ergodic SCC, the DBW obtained from A by
defining the acceptance condition to be o’ is equivalent to A. Hence, L can be
recognized by a DBW and we are done. O

Recall that in Table1, we left some intersections empty. We can now prove
that the corresponding combinations are indeed impossible.

Proposition 6. A language cannot be both safety and frac-co-safety or both
frac-safety and co-safety.

Proof. We prove that a language L cannot be both safety and frac-co-safety.
The proof of the second claim is dual. Let L be a frac-co-safety language, and let
A be a DPW for L. As follows from the dual of Theorem 4(2), the DPW A has
a mixed accepting ergodic SCC. Since a mixed accepting ergodic SCC induces
at least one word in mized-out(L), it follows that L is not safety, and we are
done. O

4.3 Decision Procedures

We now use Theorem 4 in order to find safety classes. Essentially, the charac-
terization there reduces the problem to a search for “witness SCCs” or
paths”. We elaborate on the algorithms for the specific cases.

witness

Theorem 5. Deciding whether a language L C X% is almost-safety is
NLOGSPACE-complete for L given by a DPW and PSPACE-complete for L
given by an NBW or an LTL formula.

Proof. We start with the upper bounds and show that the problem is in
NLOGSPACE for DPWs. The upper bound for NBWs then follow from
Theorem 1. Consider a DPW A. By Theorem 4(3), we have that L(.A) is almost-
safety iff A has a pure rejecting ergodic SCC, does not have a mixed rejecting
ergodic SCC, and has either a mixed accepting ergodic SCC or a rejecting path
that does not reach a pure rejecting ergodic SCC. Since NLOGSPACE is closed
under complementation, and since we can verify the classification of a given SCC
in NLOGSPACE, checking whether A satisfies the condition above can be done
in NLOGSPACE.

We turn to an upper bound for LTL. Note that a naive application of
Theorems 4(3) and 1 only gives an EXPSPACE upper bound. Consider an LTL
formula ¢. First, we construct an NBW A, for ¢ and remove from it empty
states (that is, states from which no word is accepted). We then construct an
NBW Af:ol’ by making all of the states of A, accepting. As argued in [25],
the language [¢] is safety iff L(AP) = L(A,). For almost-safety languages,
this equality holds with probability 1. That is, [¢] is almost-safety iff it is not
safety and Pr(L(A%°P) N L(A-,)) = 0. Indeed, every word without a bad prefix
is accepted both by Aﬁf"p and A-,. Therefore, [¢] is almost-safety iff the set

L(A°P) N L(A-,) is of measure 0. Accordingly, our algorithm constructs the
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NBWs AL and A-,, and then check whether Pr(L(AY°?)NL(A-,)) = 0. The
latter can be done in NLOGSPACE(|A,|), which is PSPACE(|¢|), as required.
Indeed, we only have to check that the product automaton does not have an
accepting SCC.

We turn to the lower bounds, and start with DPWs. In fact, we show that
the problem is NLOGSPACE-hard already for DBWs. We describe a reduction
from the reachability problem, proven to be NLOGSPACE-hard in [11]. Given
a graph G and two vertices u and v in V| we construct a DBW A such that
L(A) is almost-safety iff v is reachable from u. Intuitively (see details in the full
version), the DBW 4 adds to G self loops in v and transitions to an accepting
and a rejecting sink in such a way so that if v is not reachable from wu, the
language of A is safety. If, however, v is reachable from u, an infinite path that
loops forever in v makes its language almost-safe.

For NBWs, we again show a reduction from the non-universality problem for
safety NBWs, namely the problem of deciding, given an NBW A for a safety
language, whether L(A) # X“. The latter is proven to be PSPACE-hard in
[20]. Given an NBW A for a safety language, we define an NBW B such that
A is not universal iff L(B) is almost-safety. Let A = (X, Q,Qo,d, ), and let
A" = ({a,b},Q', Q4,8 ,a’) be an NBW for the language [aUb]. We define B =
(Zx{a,b}, QxQ', Qo x Q. 8", 0"}, where 8" ((q,¢'), {o,0")) = (3(a, ), (d', ")),
and o/ = {{Q,Q") : Q € a} U{(Q, Q) : Q' € &'}. For a word w € (¥ x {a,b})¥,
let wy € X be the word obtained from w by projecting its letters on X', and
similarly for wo and {a,b}. It is easy to see that L(B) = {w : w; € L(A) or wy €
[aUb]}. In the full version, we prove that A is not universal iff L(B) is almost-
safety.

It is left to prove PSPACE-hardness the LTL setting. We do this by a
reduction from the non-validity problem for safety LTL formulas, proven to be
PSPACE-hard in [26]. Given a safety LTL formula ¢ over AP, let a and b be
atomic propositions not in AP. In the full version, we prove that ¢ is not valid
iff oV (aUD) is almost-safety. O

Theorem 6. Deciding whether a language L C X is frac-safety is
NLOGSPACE-complete for L given by a DPW, PSPACE-complete for L given
by an NBW, and EXPSPACE-complete for L given by an LTL formula.

Proof. We start with the upper bounds and show that the problem is in
NLOGSPACE for DPWs. The upper bounds for NBWs and LTL formulas then
follow from Theorem 1. Consider a DPW A. By Theorem 4(2), we have that L(.A)
is frac-safety iff A has a pure rejecting ergodic SCC and a mixed rejecting ergodic
SCC. Since we can verify the classification of a given SCC in NLOGSPACE,
checking whether A satisfies the condition above can be done in NLOGSPACE.

We proceed to the lower bounds. For DPWs, we describe a reduction from
the reachability problem. Given a graph G and two vertices u and v in V, we
construct a DPW A such that L(A) is frac-safety iff v is reachable from u.
Intuitively, the DPW is constructed in the following way. A new rejecting sink is
added, with a transition from wu. In addition, v is replaced by a mixed rejecting
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component. We get a DPW with a reachable pure rejecting ergodic SCC. In
addition, it has mixed rejecting ergodic SCC which is reachable iff v is reachable
from w. Recall that by Theorem 4(2), a language is frac-safety iff its automaton
has a pure rejecting ergodic SCC and a mixed rejecting ergodic SCC. For details,
see the full version.

We turn to prove that the problem is PSPACE-hard for NBWs, again by a
reduction from the non-universality problem for safety NBWs. The reduction is
similar to the one for NBWs in the proof of Theorem 5, except that now we
take A’ to be an NBW for the language [a A GFb], which is a 1-safety language.
Consequently, L(B) = {w : w1 € L(A) or wy € Ja A GFb]}. In the full version
we prove that A is not universal iff L(B) is frac-safety.

It is left to prove that the problem is EXPSPACE-hard for LTL formulas.
We show a reduction from the problem of deciding non-liveness of LTL formu-
las, which is EXPSPACE-hard [13]. Given an LTL formula 3 over AP of, we
construct an LTL formula ¢ such that 1 is not liveness iff ¢ is frac-safety.

The construction of ¢ is as follows. Let a, b, and ¢ be propositions not in AP.
We define ¢ = ((aAb) — ¥)A((maV—b) — FGc). We prove that 1) is not liveness
iff ¢ is frac-safety. First, if ¢ is liveness then ¢ is liveness, since nor ¢ neither
FGc have a bad prefix. Therefore, ¢ is not frac-safety. That is, if ¢ is liveness
then ¢ is not frac-safety. For the other direction, assume that 1 is not liveness.
Then, 0 < Pr(safe([¢])) < 1. Note that if a computation for ¢ starts with
{a,b}, then the computation has a bad prefix with probability Pr(safe([¢])).
Otherwise, the computation has a bad prefix with probability Pr(safe([FGp])),
which is 0. That is, Pr(safe([¢])) = %‘W7 so 0 < Pr(safe([¢])) < 3.
In order to find the safety level of ¢, it is left to find Pr(comp([¢])), which is
equal to Pr(—¢). If a computation for ¢ starts with {a, b}, then the computation
satisfies ¢ with probability Pr(¢). Otherwise, the computation satisfies ¢ with

probability Pr(FGc), which is 0. That is, Pr(p) = Priw), so 0 < Pr(p) < 1.

Therefore, 2 < Pr(—¢) < 1. Since 0 < Pr(safe([¢])) < §, we have that 0 <
Pr(safe([¢])) Pr(safe([¢])
Pr(=p) Pr(=y)
thus ¢ is frac-safety, and we are done. O

< 1. Note that the safety level of L(¢) is equal to

We note that the problem of deciding frac-safety for DBWs is in O(1), as,
by Proposition 4, the language of all DBWs is not frac-safety.

To conclude, the complexity of deciding almost-safety and safety coincide,
and so does the complexity of deciding frac-safety and liveness. In the case of
LTL formulas, the difference in the complexity of deciding safety and liveness
is carried over to a difference in deciding almost-safety and frac-safety, and the
latter is exponentially more expensive. Intuitively, it follows from the structural
similarity between safety and almost-safety — both search a word with no bad
prefix, which can be done in the nondeterministic automaton, and between frac-
safety and liveness — both search for a word that cannot be extended to a word
in the language, which should be done in the deterministic automaton for the
language.
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5 Discussion and Directions for Future Research

We defined and studied safety levels of w-regular languages. One can define the
relative safety level of a specification in a system. Then, rather than taking the
probability distribution with respect to X“, we take it with respect to the set of
computations generated by a system S. For example, if S does not generate the
computation a*, then the specification aUb is safety with respect to S. Relative
safety and liveness have been studied in [13]. It is interesting to extend the study
and add relativity to the full spectrum between safety and liveness. In particular,
relativity may both increase and decrease the safety level.

A different approach to span the spectrum between safety and liveness was
taken in [6]. Recall that the probability of a specification is measured with respect
to random computations in X*. Alternatively, one can also study the probability
of formulas to hold in computations of random finite-state systems. Formally,
for an integer [ > 1, let Pr;(¢) denote the probability that ¢ holds in a random
cycle of length [. Here too, the probability that each atomic proposition holds in
a state is %, yet we have only [ states to fix an assignment to. So, for example,
while Pr(Gp) = 0, we have that Pri(Gp) = 1, Pro(Gp) = 1, and in general
Pr;(Gp) = 2% Indeed, an [-cycle satisfies Gp iff all its states satisfy p. It is
suggested in [6] to characterize safety properties by means of the asymptotic
behavior of Pr;(¢). The idea is to define different levels of safety according to
the rate the probability decreases or increases. For example, clearly Pr;(Gp)
tends to 0 as [ increases, whereas Pri(Fp) tends to 1. As it turns out, however,
the characterization is not clean. For example, F'Gp is a liveness formula, but
Pri(FGp) decreases as [ increases. It is interesting to see whether a combination
of the safety level studied here and the finite-state system approach of [6] can
lead to a refined spectrum.

Given the importance of safety and liveness in the topological view to
w-regular languages, it is interesting to examine the meaning of safety level in
this view. In particular, the notion of safety level suggests a continuous transi-
tion from closed sets to dense ones. Also, the same way the intersection of safety
and co-safety languages correspond to clopen languages [15], it would be inter-
esting to examine the different levels of “clopeness” of the different intersections
in Table 1.

In practice, the safety level of a language L indicates how well algorithms
that are designated for safety specifications can work for L. We propose two
approximated model-checking algorithms for languages with a high safety level.
In one, model checking proceeds using an automaton for the bad prefixes (c.f.
[14]). Here, we may get a one-sided error in which model checking succeeds
even though the system has a bad computation (evidently, one with no bad
prefix). In the second, model checking ignores the acceptance condition of an
automaton for the specification and views it as a looping automaton (that is, all
infinite runs that do not reach an empty state are accepting). Here, we may get
a one-sided error in which model checking fails even though the system has no
computation that violates the specification (evidently, it has a computation all
whose prefixes can be extended to computations that violates the specification).
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When the specification is safety, no errors occur. Also, the higher its safety level
is, the less probable the two types of errors are. Combining this with the relative
approach described above can tighten our expectation of error further.
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Abstract. The formal verification of properties of Hidden Markov Mod-
els (HMMs) is highly desirable for gaining confidence in the correctness
of the model and the corresponding system. A significant step towards
HMM verification was the development by Zhang et al. of a family of
logics for verifying HMMs, called POCTL*, and its model checking algo-
rithm. As far as we know, the verification tool we present here is the
first one based on Zhang et al.’s approach. As an example of its effec-
tive application, we verify properties of a handover task in the context
of human-robot interaction. Our tool was implemented in HASKELL,
and the experimental evaluation was performed using the humanoid
robot BERT2.

1 Introduction

A Hidden Markov Model (HMM) is an extension of a Discrete Time Markov
Chain (DTMC) where the states of the model are hidden but the observations
are visible. Typically, an HMM is studied with respect to the three basic problems
examined by Rabiner in [1]. However, to the best of our knowledge, no actual
model checker exists for HMMs despite their broad range of applications, e.g.,
speech recognition, DNA sequence analysis, text recognition and robot control.
We describe in this paper a tool for verifying HMM properties written in the
Probabilistic Observation Computational Tree Logic* (POCTL* [2]), and use
this tool for verifying properties of a robot-to-human handover interaction.

POCTL* is a specification language for HMM properties. It is a probabilis-
tic version of CTL* where a set of observations is attached to the next opera-
tor. Zhang et al. [2] sketched two model checking algorithms for POCTL*, an
“automaton based” approach, and a “direct” approach. We opted for the direct
© Springer International Publishing Switzerland 2015
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approach both for its lower time complexity and for its clarity, facilitating its cor-
rectness proof and its implementation [3]. This approach produces a DTMC D
and a Linear Temporal Logic (LTL) formula ¢. So the PRISM [4] model checker
could be used to verify ¢ on D. Such a model checker follows an approach whose
complexity is doubly exponential in |¢| and polynomial in |D|, whereas the direct
approach verifies ¢ on D with the method by Courcoubetis et al. [5] whose com-
plexity is singly exponential in |¢| and polynomial in |D|, which is also the final
complexity of our tool. This latter method repeatedly constructs a DTMC and
rewrites an LTL formula, such that one temporal operator is removed each time
while preserving the probability of satisfaction.

We have named our model checker Marimba. A marimba is a xylophone-like
musical instrument that is popular in south-east Mexico and Central America.
Marimba was implemented in HASKELL and compiled with GHCi. Our tool is
available for download from https://github.com/nohernan/Marimba.

2 Tool Architecture and Implementation

HASKELL was chosen to code this first version of Marimba since it allows us
to work in a high-level abstract layer, by providing useful mechanisms like lazy
evaluation and a pure functional paradigm. Furthermore, HASKELL excels at
managing recursion; this is a valuable aspect because recursive calls are made
continuously throughout the execution.

Marimba features a command-line interface. Moreover, instead of working
with a command window, a more user friendly and preferable execution is accom-
plished through the Emacs text editor extended with the Haskell-mode.

2.1 Marimba’s Input and Modules

The first input is a .hmm file with the six elements of an HMM H, namely a finite
set of states .S, a state transition probability matrix A, a finite set of observations
©, an observation probability matrix B, a function L that maps states to sets
of atomic propositions from a set APy, and an initial probability distribution 7
over S. The second input is a POCTL* state formula @ typed in the command
window according to the syntactic rules:

G = true | false | a | (=®) | (BVD) | (BAD) | (Poap(d)),
pu=0 | (=p) | (9V ) | (0AD) | Koo) | (9UZ") | (pUP),

where a € APy, 0€ 0, neN, pel0,1], and xe {<,<,>,>}. In addition, we
define X ¢ as a shorthand for \/ ., Xo¢ provided 2 C ©. We examine below
the six HASKELL modules that constitute Marimba.

ModelChecker.hs performs the initial computations of the model checker for
POCTL*. It recursively finds a most nested state subformula of @, not being
a propositional variable, and the states of H that satisfy it. Finding the states
that satisfy a state subformula is straightforward when such a subformula is
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propositional. If, however, the state subformula is probabilistic, the module
DirectApproach.hs obtains the states satisfying this subformula. Next, we extend
the labels of such states with a new atomic proposition a. In @, the state sub-
formula being addressed is replaced by a. The base case occurs when we reach
a propositional variable, so we return the states that have it in their label.

DirectApproach.hs transforms the HMM H into a DTMC D, and removes
from the specification the observation set attached to the mezt operator X by
generating a conjunction of the observation-free X with a new propositional
variable. Thus, we obtain an LTL formula that is passed, together with D, to
the module Courcoubetis.hs. The new propositional variables are drawn from
the power set of observations. Remarkably, it is not necessary to compute such
a power set since the label of a state in D is easily calculated.

Courcoubetis.hs implements a modified version of the method by Courcou-
betis et al. to find the probability that an LTL formula is satisfied in a DTMC.
In this module, when dealing with the &/ and /=" operators, we apply ideas from
[6] for computing a partition of states of D. Moreover, to handle the U operator
we have to solve a linear equation system. To that end, we use the linearEqSolver
library [7], which in turn executes the Z3 theorem prover [8].

Lezxer.hs and Parser.hs are in charge of the syntactic analysis of the input.
Finally, Main.hs is loaded to start Marimba. This module manages the interaction
with the user, and starts the computation by passing control to ModelChecker.hs.

In a typical execution, Marimba prompts the user to enter a .hmm file path.
Next, our tool asks whether or not the user wants to take into account the initial
distribution in the computation of the probability of satisfaction. This choice
corresponds to opposite ideas presented in [2,5], i.e., the method by Courcoubetis
et al. uses the initial distribution to define their probability measure, contrary to
that defined by Zhang et al. Afterwards, a POCTL* formula has to be entered.
Marimba returns the list of states satisfying this formula, and asks the user
whether there are more formulas to be verified on the same model.

The .hmm file is simply a text file where the elements of an HMM are defined,
e.g., the set of states is defined by the reserved word States, and if the model
consists of five states, we write States=5. Likewise, POCTL* formulas have a
natural writing, for example, P.¢.1(X{,,1a) is typed as P[< 0.1](X_{1}a).

Our implementation of Marimba in HASKELL makes extensive use of ordinary
arrays, which are known for a lack of efficiency in this programming language [9].
Thus, Marimba presents limitations in practice when considering large models. To
better deal with this situation, a future work would consist in coding Marimba
in a language like JAVA and make it a symbolic model checker. Nevertheless,
with a high degree of confidence, we can say that this current implementation
correctly performs the steps dictated by our version of Zhang et al.’s algorithm,
mostly because HASKELL provides an abstract and formal coding framework.

3 Verification of a Human-Robot Interaction

We applied Marimba to a real-world example, namely the verification of the
robot-to-human handover task [10] using the robot BERT2 [11] at the Bristol
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Robotics Laboratory (BRL). The robot’s decision to release the object during
the handover task is determined by an HMM [10]. Figure 1 presents the state
diagram of the HMM corresponding to the basic handover interaction, where the
label L(s) is defined for each state s.

We initialise A, B and 7 of the HMM for

L(1)={rn L(2)={rpu
later training as follows. Since the first state (V=femh} - L(2)={rp}

State 1 State 2

of the handover process is Robot not hold,

the initial distribution 7 favours this state Robot Robot
above the others. The initialisation of matrix % pick up
A must encourage the transitions shown in

Fig. 1. To initialise B, we consider as observa-

tions the ordered pairs whose first and second User Robot
components are the index and middle finger grab h°'d

metacarpophalangeal joint motor current val- State 4 State 3
ues, respectively. By the Cartesian product of L(4)={ug} L(3)={rh}
these values, we obtain 56,404 observations.
Since these observations are merged with the
states to generate the DTMC passed to Cour-
coubetis.hs, and the size of a formula could
grow considerably by associating the next operator with up to 56,404 observa-
tions, Marimba’s execution is not practical under these circumstances. Vector
quantisation [12] was used to reduce the number of observations to just 13.
This method eliminates redundancy by grouping similar pairs in regions. So, we
obtained 13 regions of the plane, which were regarded as the observations of the
HMM and taken to initialise matrix B. Applying vector quantisation causes a
loss in accuracy, as indicated by the computation of the root mean square error.
However, we can effectively find observations that are likely to characterise each
of the four states of this HMM (see first liveness property below, for example).

To make reliable estimates, we collected observations from 50 handover exper-
iments on BERT2. These observations were used to train the initial HMM with
the reestimation method found in the solution of Rabiner’s Problem 3 [1].

Fig. 1. The labelled states involved
in the basic handover process.

Liveness Properties. A liveness property requires that a good thing hap-
pens during the execution of a system. For example, we would like to know
whether the model generates the sequence of observations O = o1, 02, 03, 04 where
01,09 € {3,4,6} and 03,04 € {3,4, 11}, with probability greater than 0.88, that is,
P=o.88(X 3,461 (Xy3,4,6) (Xy3,4,113 (X(3,4,111true)))). Interestingly, this property
is a generalisation of Rabiner’s Problem 1 [1]. Marimba’s execution for this prop-
erty is found in Fig. 2. The inputs are the trained HMM, defined in ModelBert2.
hmm, and the previous formula. The output returned by Marimba is State 4.
Hence, the model starting at state User grab is likely to generate O.

A second liveness property states that with probability at least 0.9, BERT2
releases the object when the user grabs it. The POCTL* formula for this property
is P>0.9(rh A (rh U (ug A ug U rnh))). Marimba outputs State 3, i.e., the speci-
fication is satisfied when the starting state is Robot hold. So, we expect BERT2
to hold the object, and let it go when the user grabs it.
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Main> main

Enter the file name where the HMM is located.

examples/ModelBert2. hmm

Would you like to consider each state as if it were the initial

state, i.e., as if it had initial distribution value equal to 17 y/n: y

Enter the POCTL* formula we are interested in.

P[>0.88] (X_{3,4,6}(X_{3,4,6}(X_{3,4,11}(X_{3,4,11}T))))

The states that satisfy it are:

(Probability of satisfaction of each state:[4.998198505964186e-10,
4.08659792160621e-6,7.508994137303159e-3,0.8915357419467848] )

[4]

Do you want to continue checking more specifications? y/n: n

Fig. 2. Verifying a property with Marimba.

Safety Properties. A safety property establishes that a bad thing does not
occur during the execution of a system. For instance, with probability less than
0.05, BERT2 abandons its serving position with the user not grabbing the object,
that is, P<o.05(th A Xo(rnh V rpu)), where © is the set of observations. Our
model checker returns {1,2,3,4} as the set of states satisfying this property. We
conclude that it is unlikely that the model, being at state Robot hold, reaches a
state other than User grab, that is, Robot not hold or Robot pick up.

The satisfaction of the previous three specifications provides us with confi-
dence that BERT2 reliably performs the handover interaction specified above.

On an Intel® Core™ i3 1.70 GHz computer with 4 GB in memory, Marimba
takes 28.55 s to compute the states satisfying the first liveness formula. The time
required for checking the other two properties studied here is around 0.06 s.

Further examples are given in the examples folder and user’s manual that
come with Marimba’s source code.

4 Conclusions

Since the automatic verification of properties of HMMs seems to be an unat-
tended problem, we present here Marimba, a HASKELL implementation of the
model checking algorithm for POCTL* [2]. This model checking algorithm was
slightly modified to carry out its computations in a real program. Marimba’s
calculation is basically broken out in three stages that are coded in the modules
ModelChecker.hs, DirectApproach.hs and Courcoubetis.hs, such that the involved
components, steps and transformations are well arranged throughout the imple-
mentation. Finally, we have successfully applied Marimba to verify relevant prop-
erties of a handover interaction from the robot BERT2 to a human.

Acknowledgements. We gratefully acknowledge support from grants PAPIIT
IN113013 and Conacyt 221341, and especially thank the BRL staff for their assis-
tance operating the robot BERT2. E. Magid and K. Eder have been supported, in
full and in part, respectively, by the UK EPSRC grant EP/K006320/1 ROBOSAFE:
“Trustworthy Robotic Assistants”.
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Abstract. Parameterized verification of cache coherence protocols is an
important but challenging research problem. We present in this paper our
automatic framework paraVerifier to handle this problem: (1) it first dis-
covers auxiliary invariants and thecorresponding causal relations between
invariants and protocol rules from a small reference instance of the veri-
fied protocol; (2) the discovered invariants and causal relations can then
be generalized into their parameterized form to automatically construct
a formal proof to establish the correctness of the protocol. paraVerifier
has been successfully applied to a number of benchmarks.

1 Introduction

Verification of parameterized systems (e.g., see [1-11]) is interesting in the area
of formal methods, mainly due to the practical importance of such systems. Para-
meterized systems exist in many application domains, including cache coherence
protocols, security systems, and network communication protocols. In this work,
we focus on cache coherence protocols, which play a key role in modern com-
puter architecture. They require complex algorithms that deal with asynchrony,
unpredictable message delays, and multiple communication paths between many
nodes. Therefore, the highest possible assurance for the correctness of these sys-
tems should be guaranteed by formal reasoning techniques.

The challenge posed by parameterized verification of cache coherence proto-
cols is that the desired safety properties, in terms of invariants, should hold for
any instance of the studied protocol, not just for a single protocol instance. Model
checking is automatic but is only able to verify an instance of the protocol. The
correctness of the reference instance does not formally suffice to conclude the
© Springer International Publishing Switzerland 2015
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correctness for all instances. Due to the extreme importance of cache coherence
protocols, it is preferable to have a proof for any instance of such protocols.

Advanced verification techniques such as compositional [12] and abstraction
model checking [6] have been proposed to handle this challenge. However, aux-
iliary invariants of a cache coherence protocol, which is usually provided by a
human, based on his insights of the protocol, are needed to make these techniques
work. How to find sufficient and necessary invariants is the main difficulty in the
field of parameterized verification. Many works have focused on the construc-
tion of a set of auxiliary invariants, for example, see [4,6,8,10,11]. However, the
theoretical foundation of these techniques and their soundness proofs are often
only discussed in the respective papers. These theories themselves are not easy
to understand, and are subjects to be mechanically checked, mainly due to the
fact that their soundness needs to be guaranteed without any conditions.

The aim of our framework paraVerifier is to solve the parameterized verifi-
cation of cache coherence protocols in a wunified, rigorous and automated way.
paraVerifier consists of two parts: an invariant finder invFinder and a proof gen-
erator proofGen. In order to verify that an invariant inv holds for any instance
of a parameterized protocol, a reference model of the protocol with a fixed para-
meter is constructed first and successfully model checked, and invFinder tries to
search for interesting auxiliary invariants and causal relations which are capable
of proving inv. Next, proofGen explores the outputs of invFinder to construct a
complete and parameterized formal proof in a theorem prover (e.g., Isabelle).
Such a proof can eventually be checked automatically.

The originality of our work lies in the following aspects. First, paraVerifier
is built on a simple but elegant theory. Three types of causal relations between
protocol rules and invariants are identified, which are essentially the special
cases of the general induction rule. The correctness of the three causal relations is
captured by the so-called consistency lemma. It is heuristics-inspired by trying to
construct the consistency relation that guides the tool invFinder to find auxiliary
invariants. On the other hand, the consistency lemma provides a general guiding
principle to prove invariants in the parameterized model of a cache coherence
protocol. The lemma itself is verified as a formal theory in Isabelle [13].! Second,
paraVerifier produces a list of invariants and a readable proof script for a given
parameterized cache coherence protocol. The invariants are visible, in the sense
that they can characterize the semantical features of the protocol and help users
to precisely understand the design of the protocol. The formal proof script models
the protocol rigorously and specifies its properties without any ambiguity, and
more importantly it is mechanically checked. Third, paraVerifier is automatic, i.e.,
requiring little human intervention, and scalable. After the protocol is modeled
in paraVerifier, auxiliary invariants are searched automatically via invFinder. The
formal proof script in Isabelle is also automatically generated by proofGen, and

! We directly use parts of our Isabelles theories to introduce definitions and lemmas
in the paper.
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checked by Isabelle. paraVerifier is successfully applied to industrial case studies
such as the Flash protocol [12,14].?

2 Consistency Lemma

In this section, we introduce the theoretical foundation underlining paraVerifier.
Consider a set of state variables V', we use e, f and S to denote an expression, a
formula, and a statement over the set of state variables V. Variables are divided
into two classes: array variables or non-array (global) variables. A state s of a
protocol is an instantaneous snapshot of its behavior given by a mapping from
all variables in V' to natural numbers. We write expEval e s (and formEval f s)
to denote the evaluation of the expression e (and formula f) at the state s. With
a parallel assignment S = {z; := e;|i > 0}, we define preCond S f = flz; := ¢;],
which substitutes each occurrence of x; by e;.

Protocols. A cache coherence protocol is formalized as a pair (ini, rules), where
(1) 4ni is an initialization formula; and (2) rules is a set of transition rules. Each
rule r € rules is defined as g > S, where g is a predicate, and S is a parallel
assignment to distinct variables v; with expressions e;. We write pre r = g, and
actr=Sifr=¢gp>S.

We identify three kinds of causal relations that are essentially the special
cases of the general induction rule. Consider a transition rule r, a formula f,
and a formula set F, the three causal relations are defined as follows:

Definition 1. We define the following relations

invHoldForRule; f r = pre r — preCond f (act r);

invHoldForRule, f r = f = preCond f (act 7);

invHoldForRules f r F = 3f € F s.t. (f' A (pre r)) — preCond f (act r);
invHoldForRule f r F represents a disjunction of invHoldForRule;,
invHoldForRule, and invHoldForRules.

™o o~

The first relation (invHoldForRule; f r) means that after rule r is executed, f
should hold. The second relation (invHoldForRule; f r) intuitively means that
none of the state variables in f is changed and the execution of rule r does not
affect the evaluation of f. The third relation (invHoldForRules f r F') states that
there exists another formula (invariant) f’ € F such that the conjunction of the
guard of r and f’ implies that f holds after the election of rule r. Essentially,
the causal relations capture whether and how the execution of a particular pro-
tocol rule changes the protocol state variables appearing in an invariant. More
importantly, the relations can be considered as induction proof tactics designed
for automatic proof generation (for example, used by proofGen).

2 Flash is considered as a standard and difficult benchmark for any proposed method
for parameterized verification, as Chou et al. [6] state “if the method works on Flash,
then there is a good chance that it will also work on many real-world cache coherence
protocols”.
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Intuitively, the disjunction of the above relations (invHoldForRule f r F)
defines a causal relation, which can guarantee that if each formula f in F' holds
before the execution of the rule r, then f also holds after the execution of the
rule. Secondly, it can be considered as a special inductive proof rule, which can
be applied to prove that each formula in F' holds for each protocol rule.

Definition 2. A consistency relation, i.e., consistent invs ini rules, that holds
between a protocol (ini, rules) and a set of invariants invs = {invy,...,inv,},
is defined as:

— For any invariant inv € invs and state s, if ini is evaluated as true at state s
(i.e., formEval ini s = true), then inv is also evaluated as true at the state s.
— For any inv € invs and r € rules, invHoldForRule inv r invs.

Now we proceed with formally stating the consistency lemma below. Namely,
if the consistency relation consistent invs ini rules holds, then for any inv € invs
inv holds for any reachable state s of a protocol (ini, rules).

Lemma 1. For a protocol (ini, rules), we use reachableSet ini rules to denote
the set of reachable states of the protocol. Given a set of invariants invs, we have

[consistent invs ini rules; s € reachableSet ini rules]=—=Vinv € invs.formEval inv s

We have built a general theory cache.thy in Isabelle to model cache coherence
protocols [15], and the consistency lemma is also formally proved.

3 Overview of Our Approach

The steps of our framework paraVerifier to parameterized verification of cache
coherence protocol is illustrated in Fig.1. A small cache coherence protocol
instance protoocl.fl, is fed into the tool invFinder, which will search for all nec-
essary ground auxiliary invariants from the reference protocol instance. A table
protoocl.tbl is used to store the set of ground invariants and causal relations,
which will then be used by proofGen to create an Isabelle proof script which
models and verifies the protocol in a parameterized form. In this step, ground
invariants will be generalized into a parameterized form, and accordingly ground
causal relations will be adopted to create parameterized proof commands which
essentially prove the existence of the parameterized causal relations. At last,
the Isabelle proof script protoocl.thy is given to Isabelle to check the protocol
correctness automatically.

The consistency lemma plays a crucial role in paraVerifier. It behaves as a
heuristics to construct a consistency relation that guides the tool invFinder to
find auxiliary invariants. On the other hand, it gives a general guiding principle to
prove invariants of a cache coherence protocol. The consistency lemma eliminates
the need of directly using the induction proof method. It allows us to focus on
the causal relationship between transition rules of the protocol and its invariants.
It also enables us to divide the proof of the invariants to a series of subproofs to
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> invFinder > proofGen > Isabelle

protocol.fl protocol.tbl protocol.thy

Y
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A/

Fig. 1. The workflow of paraVerifier.

Table 1. An example fragment of protocol.tbl generated by invFinder.

protocol rule | ruleParas | invariant | causal relation | formula (f’)
crit 1] invl 1 2 |invHoldForRule3 | inv2 2
crit 2] invl 1 2 |invHoldForRule3 | inv2 1
crit (3] invl 1 2 |invHoldForRule2

verify whether one of the relations invHoldForRule;___3 hold for a rule and an
invariant. The strategy of ‘divide and conquer’ is the key step to make the series
of sub-proofs to be automated because the proof patterns for the subproofs are
similar and modular. The tool proofGen will then automatically generate a proof
that applies the consistency lemma to prove correctness.

Starting from a given set of initial invariants, invFinder repeatedly tries to
find new invariants, in the form of ground formulas, by constructing the causal
relation between the invariants and the protocol rules. It uses an oracle® that
checks whether a ground formula is an invariant in the small reference model of
the protocol. invFinder stops until no new invariants can be found. The output
of invFinder is stored in file protocol.tbl. Each line of the table records the
index of an invariant, the name of a parameterized rule, the rule parameters to
instantiate the rule, a causal relation between the invariant and a causal relation
The table also records the proper formulas f’ which is used to construct the third
causal relation invHoldForRules. An example of such table is shown in Table 1.

The formal Isabelle proof script protoocl.thy generated by proofGen
includes the definitions of control signals, rules, invariants, initializing formula,
lemmas and their proofs. Here, we briefly explain the generalization princi-
ple involved in proofGen. For a ground invariant invwith parameters, proofGen
analyzes the number of ground parameters in it and defines a parameterized
invariant pInv by replacing the ground parameters with their corresponding
symbolic parameters accordingly. Then proofGen explores symmetry relations
and uses the following three relations ex1P or ex2p or ex3P to define all the
actually parameterized invariants, where exIP N P = Ji.(: < N A P 1),
ex2P N P = 3i j i < NANj < NAi# jAPij),and ex3P N P =
W jhk(G<NANJSNAESNAi£jANi#kNj#KkANPijk). For instance,
for the formula —(n[l] = C An[2] = C), two ground parameters 1 and 2 are
extracted, and a formal invariant formula invy il i2 = =(n[il] = C An[i2] = C)
is defined by replacing 1 and 2 with symbolic parameters ¢1 and ¢2, and
{f.ex2P N Xili2.f = inv; il 12} defines the set of all the formulas, each of

3 Implemented with SMV and the SMT solver Z3.
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Table 2. Verification results on benchmarks.

Protocols #rules | #invariants | time (seconds) | Memory (MB)
MESI 4 3 0.68 11.5
MOESI 5 3 0.65 23.2
Germanish [11] 6 3 0.68 23.0
German [6] 13 24 4.09 26.7
German with data [6] | 15 50 12.05 29.4
Flash [12,14] 73 112 1457.42 169.4

which is symmetric to inv; 1 2. The generalization of statements, rules, and
causal relations can be defined accordingly. Each line in the ground causal rela-
tion table (Table1), is generalized into a parameterized relation, which is the
key to generate a proof command to select a proper causal relation to prove.

4 Validation and Conclusion

We implemented paraVerifier in Forte [16] and tested it on a number of cache
coherence protocols. The detailed source codes and data can be found in [15].
Each experimental data includes the protocol model, the invariant sets, and the
Isabelle proof script. Table 2 summarizes our verification results, recording the
resources needed to compute the invariants and generate the proof scripts. Note
that our proof of Flash is different from the one of Park et al. [14], where they
need to manually construct an abstract transaction model of Flash. Our proof
does not require this step and has less human interaction.

Within paraVerifier, our automatic framework for parameterized verification
of cache coherence protocol, (1) instead of directly proving the invariants of a
protocol by induction, we propose a general proof method based on the con-
sistency lemma to decompose the proof goal into a number of small ones; (2)
instead of proving the decomposed subgoals by hand, we automatically generate
proofs for them based on the information computed in a small protocol instance.*

As we demonstrate in this work, combining theorem proving with automatic
proof generation is promising in the field of formal verification of industrial proto-
cols. Theorem proving can guarantee the rigorousness of the verification results,
while automatic proof generation can release the burden of human interaction.

Acknowledgment. This work is partially supported by the National Natural Science
Foundation of China under Grants No.61170073, No.61170304, No.2011DFG13000,
No0.61272135, No.61173007, and No.61332009.

4 Technical details of paraVerifier will be made available in a technical report.
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Abstract. We present ASSA-PBN, a tool for approximate steady-state
analysis of large probabilistic Boolean networks (PBNs). ASSA-PBN con-
tains a constructor, a simulator, and an analyser which can approxi-
mately compute the steady-state probabilities of PBNs. For large PBNs,
such approximate analysis is the only viable way to study their long-run
behaviours. Experiments show that ASSA-PBN can handle large PBNs
with a few thousands of nodes.

1 Introduction

Probabilistic Boolean networks (PBNs) [1,2], introduced by Shmulevich et al.
in 2002 as an extension of Boolean networks, is a modelling framework widely
used to model gene regulatory networks (GRNs). Inheriting appealing features
of Boolean networks of being simple but effective, PBN additionally is capable
to cope with uncertainties both on the data and model selection levels. The
dynamics of a PBN with N nodes is governed by a discrete-time Markov chain
(DTMC) with exponential in N number of states, i.e., 2%V states. Although qual-
itative in nature, PBNs provide means for quantifying the influences of genes on
other genes and for characterising the long-run behaviour of the system, both
based on the steady-state distribution of the associated DTMC. Therefore, the
efficient computation of steady-state probabilities is of utter importance. It is
well studied how to compute the steady-state distribution of small PBNs with
numerical methods [2]. However, due to their computational cost, these methods
are not scalable. In the literature, a few statistical methods such as Monte Carlo
methods [3], are proposed to deal with large PBNs. A recent study analysed
a 96-node PBN of apoptosis using the optPBN tool [4]. However, the exist-
ing methods/tools for PBNs are prohibited by the network size. For instance,
optPBN can only analyse parts of the 96-node PBN due to its efficiency lim-
its, leaving some properties of the network unconfirmed [4]. Therefore, there is
demand for a tool which can handle large PBNs efficiently.

In this work we present ASSA-PBN, a tool which provides the means for effi-
cient analysis of large PBNs. Firstly, it applies the state-of-the-art techniques to
the computation of the steady-state probabilities of large PBNs. The current ver-
sion supports three different statistical methods, i.e., the perfect simulation algo-
rithm [5], the two-state Markov chain approach [6,7], and the Skart method [8].

© Springer International Publishing Switzerland 2015
B. Finkbeiner et al. (Eds.): ATVA 2015, LNCS 9364, pp. 214-220, 2015.
DOI: 10.1007/978-3-319-24953-7_16
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Fig. 1. Structure of ASSA-PBN.

constructor

To the best of our knowledge, ASSA-PBN is the first tool to introduce the perfect
simulation algorithm and the Skart method to the context of PBNs. Secondly,
it contains a fast simulator, which is designed using the alias technique [9]. This
makes it capable of handling the steady-state computations that require gener-
ation of trajectories consisting of billions of states. Experimental results show
that ASSA-PBN can analyse PBNs with thousands of nodes.

2 Architecture and Usage

A PBN models a system such as a GRN with binary-valued nodes. For each node
there is a certain number of Boolean functions, known as predictor functions,
which determine the value of the node at the next time step. The selection of
the predictor function is governed by a probability distribution: a probability
parameter is associated with each predictor function of the node. Two variants
of PBNs are considered: instantaneous PBNs and context-sensitive PBNs. In
the former variant, the selection of a predictor function is performed for each
node at each time step. In the latter variant, the PBN evolves in accordance
with selected predictor functions and new selection is performed only if indi-
cated by an additional random variable which is updated at each time step.
Moreover, the so-called PBNs with perturbations, allow the system to transit to
the next state due to random perturbations that are governed by a perturbation
rate parameter. On top of that dependent and independent PBNs are consid-
ered as well as synchronous and asynchronous update schemes. The dynamics
of a PBN can be viewed as a DTMC. In the case of PBNs with perturba-
tions, the underlying DTMC is ergodic, thus having a unique stationary dis-
tribution, the so-called steady-state (or limiting) distribution, which governs the
long-run behaviour of the system. Due to the space limitation, we refer to [10] and
[2, page 4] for a formal definition and detailed description of PBNs.

For systems like GRNs, we are often interested in answering the following
biological question: what is the probability that a gene or a number of genes will
be expressed in the long run? This question can be addressed in the framework
of PBNs by determining the steady-state probability for a PBN to be in a certain
state or, equivalently, the steady-state probability of a state in the underlying
ergodic DTMC. ASSA-PBN is designed to compute the steady-state probabilities
for PBNs, especially for large PBNs.

ASSA-PBN contains three major parts (see Fig. 1): a PBN constructor, a PBN
simulator, and a PBN analyser. Based on the specified parameters or model file,



216 A. Mizera et al.

the constructor can build a PBN. The simulator takes a PBN generated by the
constructor as input and performs simulation of the PBN efficiently to produce
trajectories (also called samples). The key function of ASSA-PBN is to compute
the steady-state probability for a set of states of the PBN which is defined in
a property file. This is achieved by the analyser in either a numerical manner (for
small PBNs) or a statistical manner (for large PBNs). The implemented numer-
ical methods require the transition matrix of a PBN as input, which is supplied
by the constructor; while the implemented statistical methods require simulated
trajectories of the PBN as input, which are supplied by the simulator. Simula-
tion is not based on the transition matrix, as a consequence it does not suffer
from the state-space explosion problem even for large PBNs. The ASSA-PBN
program package can be found at http://satoss.uni.lu/software/ASSA-PBN/.

PBN Constructor. The PBN constructor can either load a PBN from a speci-
fication file or generate a random PBN complying with a given parametrisation.

To load a PBN into ASSA-PBN, the user needs to provide a description of
the PBN in a specification file. The description consists of four elements: the
number of nodes (also known as genes), the definitions of predictor functions of
each node, the selection probabilities for the predictor functions of each node,
finally the perturbation rate parameter value. The details on the format can
be found in the user guide of the program package. ASSA-PBN constructs the
PBN based on its loaded specification and stores it in memory in a structure
which contains the information from the specification. The stored information is
sufficient for performing simulations of the PBN.

For the convenience of experiment and testing, the constructor provides
a function for generating a random PBN complying with specified parameters,
i.e., the number of nodes in the PBN, the perturbation rate, the maximal num-
ber of predictor functions for nodes in the network, and the maximal number of
variables of the predictor functions. Given these parameters, the constructor will
randomly generate for each node of the PBN the specified number of predictor
functions and their selection probabilities. The generated PBN can be saved in
a specification file or exported to the optPBN [4] format.

In certain biological experiments, the environmental conditions of cells are
kept constant, e.g., sustained activation of cell receptors. Therefore, in ASSA-
PBN it is possible to disable the perturbations of certain nodes. This is provided
by a filter storing the indices of these nodes that should not undergo perturba-
tions. Note that this does not change the ergodicity of the PBN: since the values
of those nodes are kept constant, the state-space of the underlying Markov chain
is simply reduced, but it remains ergodic.

Simulator. Statistical approaches are the only viable option for the analysis of
PBNs characterised by large state space, e.g., PBNs that arise in the context of
realistic biological study of GRNs. However, applications of such methods neces-
sitate generation of trajectories of significant length. Therefore, the efficiency
requirement is crucial for enabling analysis of large networks in a reasonable
computational time. To achieve this goal, sampling of the consecutive state of
the trajectory is performed with the use of an instance of the alias method,
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a class of efficient algorithms for sampling from a discrete probability distribu-
tion originally introduced by Walker in [9].

The ASSA-PBN simulator can operate in two modes: (1) the global alias mode
and (2) the local alias mode. In the global mode, a joint probability distribution
is considered on all possible combinations of predictor function selections for
all the nodes and a single alias table for this distribution is constructed. In the
local mode, the independence of the PBN is exploited: individual alias tables
are constructed for each node of the PBN. In both cases the consecutive state is
generated by updating the value of each node with the predictor function selected
for this node. However, in the global mode predictor functions for all nodes are
selected simultaneously with the use of only two random numbers, while in the
local mode the number of random numbers used is twice the number of nodes.
In consequence, the generation of the next state is faster in the global mode, but
more expensive in terms of memory usage.

When simulating the next state, the simulator first decides whether pertur-
bations are applied. If yes, the simulator updates the current state accordingly.
If no, the simulator chooses the predictor functions for each node and update
the current state according to the chosen predictor functions. Notice that the
state transition matrix is not needed in the simulation process, which makes
ASSA-PBN capable of managing large PBNs.

The simulator is called by the analyser to perform simulation when statistical
methods are selected for the analysis of a PBN. We explain the interaction
between the simulator and the analyser in the next section.

Analyser. The analyser provides three different classes of methods for the com-
putation of exact/approximate steady-state probabilities. The first class consists
of two iterative methods for exact computation of the steady-state distributions:
the Jacobi method and the Gauss-Seidel method. However, both of them require
the state transition matrix to be constructed by the constructor, which is expen-
sive in terms of memory and time. Therefore, these methods are only suitable
for analysing small-size PBNs (the focus of ASSA-PBN is on large PBNs). The
two methods are available in probabilistic model checkers, e.g., PRISM [11]. We
reimplement them for the comprehensiveness of the tool and the convenience of
the user as there is no direct way to handle PBNs in PRISM.

The second class consists of the perfect simulation algorithm for sampling
the steady-state of DTMCs. It is based on the ingenious idea of the backward
coupling scheme originally proposed by Propp and Wilson in [12]. The perfect
simulation algorithm allows to draw independent samples which are distributed
exactly in accordance with the steady-state distribution of a DTMC. Thus, it
avoids problems related to the speed of convergence to the steady-state distrib-
ution or non-zero correlation between consecutive samples. Given a confidence
level, the number of required samples used for the approximation of the steady-
state probability can be iteratively computed. Due to the uncorrelated, exact
samples the use of this sampling method for statistical approximation of steady-
state probabilities results in a smaller sample size than the statistical methods
from the third class discussed below. The current implementation is in-line with
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the ‘Functional backward-coupling simulation with aliasing’ algorithm provided
in [5], which highly improves the efficiency. The functional coupling shortens
significantly the average coupling time in cases where the aim is to approximate
the steady-state probability for a subset of states. In general, larger subsets of
interest result in smaller coupling time. Due to the nature of this method, each
state of the state space needs to be considered at each step of the coupling
scheme. Therefore, this approach is suitable only for medium-size PBNs and is
implemented for the comprehensiveness of the tool. Unfortunately, since PBNs
with perturbations are non-monotone systems, the very efficient monotone ver-
sion of perfect simulation [13] in which only a small subset of the state space
needs to be considered is of no use in this context.

The third class of available methods consists of two incremental sampling
methods for approximate computation of the steady-state probabilities, i.e.,
(1) the Skart method [8] and (2) the two-state Markov chain approach [6].
Both statistical methods operate in accordance with the following scheme. The
analyser calls the simulator to generate a trajectory of initial length. The algo-
rithms check whether the trajectory is long enough to compute estimates of
average internal statistics, which satisfy a predefined confidence level and pre-
cision requirements. If the confidence level and precision are not reached, the
simulator will be called again to generate more samples. This process is repeated
until the confidence level and precision requirements are met. For a comprehen-
sive description of these methods we refer to [6-8]. They are best suited for
large networks which cannot be analysed with the approaches from the previous
two classes. Our experiments show that both the Skart method and the two-
state Markov chain approach in the current implementations can be used for the
approximation of steady-state probabilities for networks consisting of thousands
of nodes (see Sect. 3).

3 Comparison, Evaluation and Future Developments

Comparison. Both ASSA-PBN and optPBN are designed for steady-state analy-
sis of PBNs. ASSA-PBN supports three statistical methods for computing the
steady-state probabilities of a PBN, while optPBN only prototypically imple-
mented the two-state Markov chain approach in Matlab. We compared our tool
with optPBN for the analysis of the 96-node PBN model of apoptosis in [4] using
the two-state Markov chain approach. As mentioned in [4], their analysis of the
influence of RIP_deubi on complex2 was not handled completely due to the long
computational time required by optPBN. With the use of ASSA-PBN, we per-
formed the complete analysis of the influence and presented it in [7]. ASSA-PBN
outperforms optPBN in terms of simulation speed. For example, the time cost
for simulating 100,000 steps of the 96-node PBN model in optPBN is around
120s, which is almost 100 times more than that in ASSA-PBN.

Our tool is highly related to tools for statistical model checking [14,15].
Existing statistical model checkers are either restricted for bounded properties
or cannot directly deal with PBNs. The Skart method and the perfect simulation
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Table 1. Approximate steady-state analysis of two large PBNs (confidence level 95 %).

node number | method the two-state Markov chain | Skart
precision 0.01 0.005 |0.001 0.01 0.005 |0.001
1,000 trajectory size|35,066 133,803 3,402,637 37,999 139,672 3,272,940
time cost (s) |6.19 [23.53 |616.26 7.02 |24.39 |590.26
2,000 trajectory size|64,057 240,662 5,978,309 63,674 273,942 5,936,060
time cost (s) 120.42 [67.60 |1722.86 20.65 |78.53 |1761.05

algorithm have been recently used for statistical model checking of steady state
and unbounded until properties [13,16]. To the best of our knowledge, ASSA-
PBN is the first tool to introduce those two methods into the context of PBNs.

Evaluation. We have evaluated ASSA-PBN exhaustively on a large number of
randomly generated PBNs of different sizes ranging from a few nodes to a few
thousands nodes and with different characteristics (network structures being
either sparse or dense). We show in Table 1 the trajectory sizes and the time costs
for computing steady-state probabilities of two large PBNs using the two-state
Markov chain approach and the Skart method for different precision require-
ments. We have compared the performance of these two methods in computing
steady-state probabilities of PBNs on 882 randomly generated PBNs with nodes
numbers ranging from 15 to 2, 000. We collected 5,263 pairs of results. Based on
this complete set of results, i.e., with nodes numbers ranging from 15 to 2,000,
the two-state Markov chain approach was faster than the Skart method in most
of the compared cases (see [7, Sect. 4] for more details).

Future Developments. One technique to improve the performance of ASSA-
PBN is parallel computation. This can be applied to the Jacobi method, the
perfect simulation algorithm and the simulation of a PBN. In the future, we plan
to implement in ASSA-PBN other algorithms (e.g., see [17]) for approximating
steady-state probabilities.

Acknowledgement. Qixia Yuan is supported by the National Research Fund, Lux-
embourg (grant 7814267).
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Abstract. We present EviCheck, a tool for the verification, certification
and generation of lightweight fine-grained security policies for Android. It
applies static analysis to check the conformance between an application
and a given policy. A distinguishing feature of EviCheck is its ability to
generate digital evidence: a certificate for the analysis algorithm asserting
the conformance between the application and the policy. This certificate
can be independently checked by another component (tool) to validate
or refute the result of the analysis. The checking process is generally very
efficient compared to certificate generation as experiments on 20,000 real-
world applications show.

1 Introduction and Related Work

Android security has been recently an active area of investigation and many
tools for this purpose have emerged. Some of them rely on dynamic analysis like
Aurasium [15], TaintDroid [8] and AppGuard [4]. Other ones are based on static
analysis, like FlowDroid [2], ComDroid [6] and Apposcopy [9]. The last family of
tools performs an exhaustive exploration of the application behaviour thanks to
abstraction (over-approximation), which also leads to some imprecision. We are
interested in this category (static analysis) as our aim is to certify the absence
of bad behaviour. EviCheck complements these tools as it not only analyses
applications but, returns a verifiable certificate attesting the validity of its result.
The idea of associating proofs with code was initially proposed by Necula as
Proof-Carrying Code (PCC) [11]. It has since been generalised to many forms
of “certificate”, not necessarily representations of proof in a logic. For example,
abstract interpretations [1], validating intermediate steps in a compiler [10], ete.
It was further used to provide bound guarantees on resource consumption [3,5].
We call the generalised notion “digital evidence”. The certificate returned by
EviCheck broadens the PCC idea by encompassing lightweight forms of evidence
specific to particular properties, e.g., program annotations tracking permissions
or resource usage. Digital evidence can be independently checked to validate or
refute the result of the analysis. A key point in PCC and related approaches is
that the checking process is efficient compared to the generation one, in certain
cases it could be 1000 times faster according to our experiments. Thus it may
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ultimately be carried out on the device itself at the point of installation, with the
generation process carried out once by the app supplier or app store. To release
the user from the burden of writing anti-malware policies, EviCheck offers the
option of inferring them automatically using constraint solving.

2 EviCheck’s Main Ingredients

EviCheck has several components: policy language, verifier, checker and policy
generator. The verification and certification processes are illustrated in Fig. 1.

Verifier

‘-

EviCheck

J Owtal | Checker
iscance {certificate checking)

Validity
decision

+
Diagnosis

Fig. 1. The architecture of EviCheck and its main components

To illustrate the functionality of the various components of EviCheck, con-
sider the code snippets and the associated graphical interface in Fig. 2, which
represent the audio recording app Recorder. The access to the recording device
is carried out via object recorder (line 2).

© 00O U W

public class Recorder extends Activity {

private MediaRecorder recorder = null;

public void onCreate (....) {
((Button) findViewById (Start))
.setOnClickListener (startClick );

// startRecording ();

private void startRecording ()
recorder = new MediaRecorder ();
recorder .setAudioSource
(MediaRecorder . AudioSource . MIC) ;
recorder.setOutputFile(/ file name %/);

recorder.start ();

i

private View.OnClickListener startClick
= new View.OnClickListener () {
public void onClick (View v)

startRecording ();

1}

Fig. 2. Code snippets and graphical interface of the Recorder app




EviCheck: Digital Evidence for Android 223

At the creation phase (onCreate), a callback for a click event is associated with
the button Start (line 5). Within the callback onClick, the method startRecording
is invoked (line 24) which in turns calls recorder.setAudioSource and recorder.start
to set the (on-device) microphone as a source and trigger the recording process.
This app requires the permission RECORD_AUDIO which is associated with the
API method setAudioSource.

2.1 Policy Language

The policy represents the specification that a user wants to check or a claim that
a developer is stating about his app. In EviCheck, a policy consists of a set of
rules obeying the grammar:

rule:=H (:|%) T
H := method | (CV|-CV)*T
CV := ENTRY_POINT | ACTIVITY | SERVICE | RECEIVER
| ONCLICK_HANDLER | ONTOUCH_HANDLER | LC
LC := ONCREATE | ONSTART | ONRESUME | ...
T := (id|—id)*

The head H of the rule represents a context in which the tail 7' should (not)
be used. In the grammar, C'V represents a context variable specifying the scope
for methods to which the rule applies. For example, ENTRY_POINT: all entry
points of the app, ACTIVITY: activity methods, ONCLICK_HANDLER: click event
handlers, in addition to activity life-cycle callbacks such as ONCREATE, etc. The
tail of the rule is a list of (negated) identifiers id’s or tags. We use permissions as
tags, however tags can be supplied by the user as well. Referring to our running
example, we can prohibit recording without user consent via the rule:

ENTRY_POINT, ~CLICK_HANDLER : ~RECORD_AUDIO (1)

It simply says: “in all entry points, apart from click event handlers, the permis-
ston. RECORD_AUDIO must not be used”. It is also possible to rule out another
scenario of malicious behaviour, where a service reads the recorded file and sends
it to a remote server, via the following rule:
SERVICE %" —INTERNET
—READ_EXTERNAL_STORAGE

The superscript or indicates that this is an or-rule. Its semantics is that either
permission INTERNET or READ_EXTERNAL_STORAGE can be used in a service
component but not both. By default rules have an and-semantics. Due to space
limitations, we do not provide a formal definition of the language semantics.

2.2 The Verifier

As Fig. 1 shows, the verifier (certificate generator) takes an app and a policy as
input and answers whether the policy is satisfied by the app and eventually out-
puts a certificate (digital evidence). If the policy is violated a diagnosis pointing
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to the violated rules is returned. The verification algorithm consists of a reach-
ability analysis which computes the transitive closure of the call graph with
respect to permission usage. Referring to our running example, we start with
the map below on the left side as we initially only know that the API method
recorder.setAudioSource requires the RECORD_AUDIO permission as implemented
by the Android framework. The analysis, which consists of a backward propaga-
tion, returns the map on the right side. In this case rule (1) is valid as the only
entry points (underlined) we have are onClick and onCreate. If we uncomment
line 8 in Fig. 2, RECORD_AUDIO will be reachable from onCreate, hence violating
the rule. The final map represents the certificate for the analysis.

setAudioSource : RECORD_AUDIO

onClick : RECORD_AUDIO
onCreate :

startRecording : RECORD_-AUDIO

setAudioSource : RECORD_AUDIO

2.3 The Checker

The checker takes as input a certificate (computed map), a policy and an app,
and checks whether the certificate is valid (see Fig. 1). It also checks whether the
certificate entails the policy. If the certificate is invalid, a message referring to its
first inconsistent entry is returned. Certificate checking is lighter than certificate
generation as we do not need to compute a fix point (backward propagation).
It suffices to go through each method and locally check if the associated set of
tags includes all the tags associated with the functions it calls. This procedure
has a linear complexity in the number of map entries (functions). It also has a
constant space complexity as we are just performing checks without generating
any information which needs to be stored.

2.4 Policy Generator

EviCheck is able to automatically infer anti-malware policies using constraint
solving. To this end, we need a training set of malware and benign applications
where each application is described by a set of properties (p’s). For example p;
could be SERVICE :SEND_SMS, meaning that the permission SEND_SMS is used
within a service component. A policy P excludes an application A if P contains
a rule —p; and p; belongs to the description of A. We want to find the properties
P1,--.,Pr such that the policy composed of —pq,...,p; allows a maximum
of benign applications and excludes a maximum of malware. We use a pseudo-
Boolean solver, such as Sat4j', to solve this kind of optimisation problems where
variable values are either 0 or 1 (true or false).

2.5 Technical Discussion

The call graph is the key representation on which our analysis relies. It is there-
fore essential that the generated call graph is as complete as possible. Java and

! http://www.satdj.org/.
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object oriented languages in general have many features, such as method overrid-
ing, which makes the construction of an exact call graph (statically) at compile
time undecidable. Therefore we over-approximate it using the class hierarchy
approach [13] which permits to conservatively estimate the run-time types of
the receiver objects.

Other Issues. Reflection is also a known issue for static analysis. A simple and
conservative solution for this problem is to associate a tag t,.; with methods of
the class java/lang/reflect/Method. We then use the tag ¢, to make the pol-
icy reflection-aware, e.g., ¢ : —t,ef to express that reflection should not be used
in the context c¢. A similar solution is applicable for dynamic code loading by
associating a tag gy, with methods of the class dalvik/system/DexClassLoader.
Another framework-related challenge consists of modelling event handler call-
backs. While the order of callback invocations can be over-approximated via a
non-deterministic model, a more precise solution has been proposed in the lit-
erature [16]. However, adopting such an approach for EviCheck could incur an
additional cost exceeding the one of the core analysis itself.

3 Implementation and Experiments

EviCheck is written in Python (~ 6000 lines) [12]. It uses Androguard [7] as
back-end for parsing Android apps and has also an interface to Soot [14].

As mentioned previously, EviCheck has an option for the automatic gener-
ation of policies. In our experiments, we have first automatically generated a
policy composed of 22 rules. An example of a rule is RECEIVER : “CAMERA,
expressing that the camera should not be used in a broadcast receiver compo-
nent. We then verified the generated policy against a representative set of more
than 20,000 apps, from the Google Play store and Android observatory?, rang-
ing over different domains: games, social, etc. A snapshot of the results obtained
with a typical desktop computer is illustrated in Fig. 3.

In the table, symbol X indicates that the policy is violated. Policy violation
does not necessarily mean malicious behaviour; it can be used as an alarm trigger
in a triage phase to filter out safe apps and to advise more careful scrutiny of the
remaining ones. EviCheck can provide a detailed view pointing to the violated
rule itself. The diagram on the right shows for each rule the number of apps
violating it. The selected rules are numbered according to their appearance in
the generated policy.

The checking time is less than 1s for most of the apps and the ratio between
the certificate generation and checking time is on average 70 but can in some
cases reach 1000. This is encouraging as our aim is to carry out the checking
process on the phone device, which is quite limited in terms of performance.

2 https://androidobservatory.org,/.
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App | GT C.T #M | Policy "“‘

amazon 14.15 0.07 30498 s

facebook | 32.09 0.08 37106 %9

whatsapp | 25.3  0.08 34143 X B e
skype 11.9 0.06 25247 i

twitter 17.4 0.07 32807 1w I - I

Fig. 3. In the table, G.T is the certificate generation time in seconds, C.T is the
checking time and #M is the number of methods in an app. The symbol X means that
the policy is violated. The diagram on the right gives for each rule from the policy,
identified by its number, the number of apps violating it from a set of 20,000 apps.
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Abstract. Sequentialization has been shown to be an effective sym-
bolic verification technique for concurrent C programs using POSIX
threads. Lazy-CSeq, a tool that applies a lazy sequentialization scheme,
has won the Concurrency division of the last two editions of the Com-
petition on Software Verification. The tool encodes all thread schedules
up to a given bound into a single non-deterministic sequential C program
and then invokes a C model checker. This paper presents a novel opti-
mized implementation of lazy sequentialization, which integrates sym-
bolic pruning of redundant schedules into the encoding. Experimental
evaluation shows that our tool outperforms Lazy-CSeq significantly on
many benchmarks.

Keywords: Formal verification - Concurrency + Sequentialization

1 Introduction

Verifying concurrent programs is a difficult problem, due to the large state space
caused by all possible thread schedules. Context-bounded analysis (CBA) [12,13]
in combination with sequentialization [10,11,14], especially the lazy sequential-
ization scheme employed by Lazy-CSeq [8,9], has been shown to be a partic-
ular effective symbolic verification technique for concurrent C programs using
POSIX threads. Lazy-CSeq has won the Concurrency division of the last two edi-
tions of the Competition of Software Verification (SV-COMP) [4,5]. Essentially,
Lazy-CSeq works as follows: It transforms the multi-threaded program into an
unrolled form, by inlining functions, unwinding loops and cloning instantiated
threads into thread functions. The existing main() function becomes a thread
and is replaced by a new main() function, which contains a round-robin sched-
uler. In each round, each enabled thread is executed for a non-deterministic

This work was supported in part the German Federal Ministry of Education and
Research (BMBF) within the project EffektiV under contract no. 011S13022E and
by the German Research Foundation (DFG) within the Reinhart Koselleck project
DR 287/23-1.
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number of steps. For this execution, context switch logic is placed inside the
thread functions. It allows to preempt a thread execution at statements that
can interfere with other threads and therefore ensures that all relevant behav-
iors will be explored. The local state of the threads is preserved across function
calls by making local variables static and initializing them to non-deterministic
values to preserve the original semantics. Finally, the scheduler is bounded to
execute a fixed number of rounds to create a single non-deterministic bounded
sequential C program, which is then verified using a sequential C model checker.
More details can be found in [8].

This paper presents a novel optimized round-robin scheduler encoding that
incorporates symbolic pruning of redundant schedules and is used as replacement
for the Lazy-CSeq scheduler. Furthermore, an extensive static analysis is employed
to reduce the number of context switches placed within the threads, by detecting
interfering statements more accurately. Experimental evaluation shows that both
techniques can boost the performance of lazy sequentialization significantly.

2 Optimized Scheduler Encoding

Basic Round-Robin Scheduler Encoding. A round-robin scheduler, as
employed by Lazy-CSeq, encodes a fixed number of thread execution rounds, thus
effectively implements a variant of CBA. In every round all enabled threads are
executed in a representative total order, each one for a non-deterministic num-
ber of steps. This non-determinism models the preemptive semantics of POSIX
threads where a thread execution can be arbitrarily preempted by another
thread. Thus, in each round, there are three possibilities for a thread: 1. It
is skipped (zero execution step); 2. It is executed to completion (in this case, the
thread becomes disabled and will not be executed in the next rounds); 3. It is
executed up to a point where its execution can be resumed in the next round; In
the following the number of threads is denoted as m. Every thread is assigned
a unique index i € {1,..,m} according to the representative execution order,
and we define ¢; < ¢; iff ¢ < j. A schedule is denoted as a sequence of thread
executions with the symbol | as round delimiter. Skipped threads in each round
will be omitted for convenience.

Encoding Symbolic Pruning of Redundant Schedules. The main idea
of the encoding is based on round merging. Consider m = 3 and the schedule
ts | | ta (all threads are skipped in the second round). The three rounds can
be merged to t3 | ta, but t3 | t2 cannot be merged further, because it is not
possible to execute t3 before to in the same round. Another schedule t1t5 | tats
can be merged into a single round t¢1%2t3, because in the second round, ¢5 resumes
at the point where it stopped before. For every mergeable schedule, there exists
an equivalent unmergeable schedule. Thus mergeable schedules are redundant
and our encoding aims to prune them. The key observation is the scheduler is
only required to maintain a very simple invariant to do so: before ¢; is considered,
the last executed thread (with non-zero steps) must not be ¢;. This invariant
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ensures that no more than m — 1 subsequent thread executions are skipped.
Thus, it eliminates all empty rounds and ensures that a new round starts with
a thread ¢; < t; which ended the last round, as they could otherwise be merged.
This enables a very lightweight encoding of round merging, which only introduces
a single new variable to keep track of the last executed thread, and a set of
assumptions. Fig.1 shows a comparison of a single execution of a thread ¢; for
a non-deterministic number of steps in Lazy-CSeq (left side) and Lazy-CSeq-
SP (right side). The functions guess_pc and NC(j) return a non-deterministic
non-negative value and the number of context switches in ¢;, respectively. The
variables pcfj/ and pc_cs store the current location in ¢; and the location of the
next context switch, respectively.

thread_index = j; thread_index = j;
if (active_thread[j] == 1) { assume (j != last_thread_index);
pc_cs = pc[j]l + guess_pcO; if (active_thread[j] == 1) {
assume (pc_cs >= 0 && pc_cs = guess_pc();
pc_cs <= NC(j)); assume (pc_cs <= NC(j));
thread_j (threadargs[jl); if (pc_cs > pcljl) {
pcljl = pc_cs; thread_j (threadargs[jl);
} pcljl = pc_cs;

last_thread_index = j;

Fig. 1. Execution of a single thread in Lazy-CSeq (left) and Lazy-CSeq-SP (right)

3 Implementation Details

We have implemented our tool Lazy-CSeq-SP in Python (version 3.4). A web-
interface is available at www.systemc-verification.org/LazyCSeqSP for evalu-
ation. An architecture overview is shown in Fig.2. It expects a C program
sequentialized by Lazy-CSeq, which is then further processed in two steps as
shown in the lower part of Fig.2, to produce an optimized C program. In the
first step the context switch logic inside the threads, the main function with
the scheduler encoding and some other auxiliary definitions generated by Lazy-
CSeq are removed by using some simple scripts with regular expression matching.
Essentially this results in a program, where all functions (except those marked
atomic) have been inlined, loops unwound, and all threads cloned the number
of times they are instantiated (the number of pthread_create statements is stati-
cally known due to the inlining and unwinding performed by Lazy-CSeq). In the
second step a static analysis is applied to collect informations, which are then
used to compute locations for the context switches. Our analysis is more accu-
rate than Lazy-CSeq and often generates a smaller number of context switches,
which also reduces the state space.
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Fig. 2. Tool implementation overview

Reducing Context Switches by Static Analysis. Essentially, the static
analysis works as follows: First, the pycparser library is used to parse the pre-
processed sequentialized file into an AST, which is then transformed and anno-
tated in subsequent phases. This includes a declaration analysis (binding names
to declarations), a simple type analysis, a pointer analysis [3,7] and an escape
analysis. The collected informations are then used to compute the following
sets of data (called effects) for every statement: reads, writes, assumptions and
pthread_join calls. Based on these statement effects a context switch is placed
before a statement s if one of the following conditions holds:

1. s has a read-write dependency with any statement from another thread, i.e.
both access the same variable with at least one of them writing;

2. s contains a pthread_join call or an assumption;

3. s is the initial statement of a thread.

The first condition can be efficiently checked by first combining all statement
effects for every thread separately. The third condition ensures that initial non-
interfering statements of a thread are not re-executed, when the thread resumes
its execution. As an optimization, no context switches are placed due to con-
dition (1) or (2) in the main function thread until a pthread_create statement
is reached, since initially only the main function thread is enabled. Please note
that no context switches are placed before any pthread_create statement at all,
since creating a new thread does not interfere with the execution of the already
available threads. The reason is that enabling another thread can only add addi-
tional behaviors, not limit existing ones. Furthermore, only a single context
switch is placed before a group of multiple consecutive pthread_join calls. Once
every created thread has been joined, no more context switches will be placed.
Other (pthread) library calls are naturally handled with the first condition, e.g. a
pthread_mutex_lock call is modeled to have a write access to the mutex argument.
Finally no context switches are placed before (loop unwinding) assumptions, can
be proven to be satisfiable (and have no other dependencies), since they cannot
terminate the program execution.
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4 Experimental Evaluation and Conclusion

We have evaluated Lazy-CSeq-SP on benchmarks from the Concurrency division
of the SV-COMP 2015 [2]. All experiments are performed on a 3.4 GHz AMD
machine running Linux. The time and memory limits are set to 600 seconds and
4GB, respectively. The abbreviation T.O. denotes that the time limit has been
exceeded. The runtime results in seconds for a set of representative benchmarks
are shown in Table 1. A table including results for a larger set of benchmarks is
also available at www.systemc-verification.org/LazyCSeqSP.

Table 1. Benchmark results

Benchmark Lazy-CSeq +SA | Lazy-CSeq-SP
fib_bench_longest _false.c.rl1l.ull 278.157 | 166.388 12.061
fkp2013_false.c.r2.u50 4.265| 3.934 4.298
qw2004_false.c.rl.ul 0.250 | 0.238 0.240
sigma _false.c.rl.ul6 7.523 | 4.087 4.244
fib_bench_longest_true.c.r11.ull 243.630 | 221.486 15.621
tk2012_true.c.r3.u8 T.0 | 54.875 56.358
fkp2013_true.c.r3.u48 529.447| 1.895 2.206
fkp2014_true.c.r5.ub 31913 | 12.884 12.599
queue_ok_true.c.r4.u20 337.787 | 278.580 65.224
queue_ok_true.c.r5.u20 T.0 T.0 97.408
read_write_lock_true.c.r30.ul 311.012 | 159.506 5.415
ssscl2_true.c.r3.u7 123.239 | 76.220 71.479
stack_true.c.rb.ud 67.071 | 21.541 10.529

The table shows three different configurations: the original Lazy-CSeq (ver-
sion 2.0beta), our implementation with optimized context switch placement by
static analysis (+SA), and additionally with symbolic pruning of redundant
schedules (Lazy-CSeq-SP). To ensure a fair comparison, we patched Lazy-CSeq
to place context switches before (potentially unsatisfiable) while-loop unwinding
assumptions. Otherwise the Lazy-CSeq unwinding would effectively be reduced
by one, since the last execution of the loop body would not be considered. The
table is divided into two halves. The upper (lower) half shows the results on
the unsafe (safe) benchmarks. The number of rounds and the unwinding are
encoded into the benchmark name. CBMC version 5.0 is used as backend [1,6].
Only the CBMC runtimes are reported, since the time required to generate the
sequentialized file is comparatively negligible.

On the presented benchmarks, clear improvements can be observed for the
configuration +SA compared to Lazy-CSeq. Lazy-CSeq-SP improves the results
further with some exceptions, where +SA shows better results. These are due to
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the simpler encoding of +SA, but the runtime differences are not significant. The
results clearly show the advantages of symbolic pruning of redundant schedules
and encourage further research in this direction. For future work we plan to
investigate more aggressive pruning, e.g. symbolic Partial Order Reduction [15].
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Abstract. We present CONEQCT: a contextual equivalence checking tool
for terms of IMJ*, a fragment of Interface Middleweight Java for which
the problem is decidable. Given two, possibly open (containing free iden-
tifiers), terms of the language, the contextual equivalence problem asks
if the terms can be distinguished by any possible IMJ context. Although
there has been a lot of prior work describing methods for constructing
proofs of equivalence by hand, ours is the first tool to decide equivalences
for a non-trivial, object-oriented language, completely automatically. This
is achieved by reducing the equivalence problem to the emptiness problem
for fresh-register pushdown automata. An evaluation demonstrates that
our tool works well on examples taken from the literature.

A dedicated webpage for the tool is: http://bitbucket.org/sjr/coneqct.

1 Introduction

Two phrases of a programming language are contertually equivalent if occur-
rences of the first phrase in any program can be replaced by the second phrase
without affecting the result of the program. The notion plays a fundamental role
in a variety of verification tasks: it can be used to support proofs of correctness
for program transformations, code optimisations, refactoring and updates. How-
ever, due to quantification over all possible contexts in which a phrase can be
inserted (“in any program”), contextual equivalences are notoriously difficult to
establish directly. Over the years, both semantic (e.g. domain theory) and oper-
ational (e.g. traces, bisimulations, logical relations) methods have been used to
provide techniques to overcome the problem, yet decidability results have been
scarce. Our tool, which targets a fragment of Middleweight Java augmented with
interfaces, capitalises on recent progress in game semantics as well as automata
theory over infinite alphabets.

In recent years game semantics has led to the construction of fully abstract
models for a whole range of programming languages. Although originating from
the tradition of denotational semantics, they have a concrete flavour, which
makes them suitable for representations as formal languages. The particular
model for Java [10], that we take advantage of in this paper, is built over an
infinite set of names (used to model object references), suggesting the use of
automata over infinite alphabets as a framework for representing the denota-
tions. Indeed, in the companion research paper [8], we have identified a fragment
© Springer International Publishing Switzerland 2015
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of Java, called IMJ*  whose game semantics can be captured using (visibly) push-
down register automata over infinite alphabets with fresh-symbol generation [9].
The automata are equipped with a finite set of registers for storing elements of
the infinite alphabet as well as a pushdown store. In the present tool paper we
present the implementation of the associated decision procedure.

Our input language IMJ* is a fragment of Interface Middleweight Java (IMJ)
[10]. It is a stripped down version of Middleweight Java (MJ) [4], designed to
expose the interactions of MJ-style objects with the environment through the
addition of interfaces.

Ezample 1 ([12]). Consider the interfaces IntRef = {val : int}, I = {m : IntRef —
IntRef} and terms {IntRef, I'} | = My, My : I given below. Note that a and b are
declared locally, i.e. they play the role of private fields. As both are unknown
to the environment, the first call to m in any computational scenario will make
the if-condition fail and a will be exposed to the environment as a result. Con-
sequently, it can be recorded by the context and used in subsequent interactions
with the terms. For M7, this makes it possible to satisfy the branching condition,
which will reveal the second private name b. In contrast, Ms will never reveal b,
however many times the object is used. Hence, the terms are not contextually
equivalent. This example appears as inpl1.imj in Table 1.

M, = My =
let @ = new {_:IntRef;} in let a = new {_:IntRef;} in
let b = new {_:IntRef;} in let b = new {_:IntRef;} in
new {_:I; m: Ac.if ¢ = athenbelsea} new {_:I; m: Ac.if ¢ = bthenbelsea}

2 Tool Architecture

The tool decides contextual equivalence by compiling the pair of input terms to
their game semantics and checking that they are assigned the same meaning.
This is a complete method for deciding equivalence due to the full abstraction
result in [10], which states that two terms are observationally equivalent iff they
are assigned the same sets of (complete) plays by the game model.

The plays are sequences of moves that trace out the possible interactions
of a term with its environment. For example, the program may play a move
call a.m(v)*, which represents a call with argument v to method m of an object
named a in the environment, at a point in the execution where the externally
observable part of the heap is described by X'. A play can be viewed as a word
over an alphabet, but the alphabet is infinite since there is no bound on the
number of objects that can be created (and hence the set of objects names a). In
IMJ; objects names can only be tested for equality, and in [8], it is shown that a
special kind of visibly pushdown register automaton, called an IMJ Automaton
(IMJA) suffices to exactly characterise the set of plays assigned to an IMJ* term
by its game semantics. In this representation, the move above will have shape
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Fig. 1. Overview of tool architecture.
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call 7.m(w)?®, where r is the index of a register of the automaton which contains
the name of the object a, w is a symbolic representation of v and S of X. Even
though X' may be unbounded, IMJ* terms modify only bounded fragments of the
heap, represented by .S. Checking that two sets of plays are equal is then reduced
to checking IMJA language equivalence (strictly speaking, up to saturation of
stores S to their full size corresponding to X).

Checking language equivalence of IMJA proceeds through a series of inter-
mediate constructions, ultimately concluding with a fresh-register pushdown
automaton (FPDRA). Due to the properties of the translation, the two IMJA are
language equivalent iff the FPDRA is (language) empty. An overview is shown
in Fig. 1. The tool reports the main characteristics of each of the intermediate
constructions (e.g. number of states, number of registers) and the time taken to
construct them.

From IMJ* Terms to IMJA. The first transformation is from the pair input
terms to a pair of IMJA. This translation is extensively documented in [8] and
our implementation is faithful to that description, so we shall not discuss it
further here. As soon as the IMJA are produced, we remove states that are not
graph-reachable from the initial state or backwards-graph-unreachable from an
accepting state (by graph-reachable we mean reachable in the finite transition
graph of the IMJA).

From IMJA to IMJ2A. The strategy for checking language equivalence of IMJA
is to construct a kind of symmetric difference automaton, which accepts exactly
those words that are in one of the two IMJA but not in the other, which is called
an IMJ2 Automaton (IMJ2A) in [8]. This is possible, because IMJA operate over
a visibly pushdown alphabet [2] and, hence, their stacks can be synchronised.
Overall, the translation in ibid. ensures that the pair of IMJA represent the same
interactions (plays) iff their IMJ2A translate is empty.

From IMJ2A to FPDRA. IMJ2A are defined in terms of the underlying transi-
tions of the two constituent IMJA. Because they refer to two sets of registers,
emptiness checking is not straightforward: in order for the automata to synchro-
nise, matching names have to be used as labels. The following is an example of
an IMJA2 transition:

call 71.m()°1, call ro.m()52

(Q1,QQ) (QLQIQ)
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This transition describes how if the two underlying IMJA have reached states
q1 and ¢o respectively and, moreover, the same object name is contained in
register 11 of the first IMJA and register ro of the second IMJA and there is a
correspondence between the names contained in the registers of the two IMJA
which makes S; and Sy correspond, then they will both consume this call move
and step into states ¢} and ¢ respectively.

The tool compiles away such special transitions by tracking register corre-
spondences. These are pairs of maps which describe how registers from the two
constituent IMJA are represented by registers from the FPDRA under construc-
tion. This is achieved by a least fixed point computation: the two initial states are
extended with the identity correspondence (representing the fact that initially
both IMJA have the same register assignment) and transitions are simulated
to obtain a register correspondence at the end of the transition given one at
the start. A transition such as the one above can then be compiled into a set
of simpler transitions that do not have a semantics that is specialized to repre-
senting plays of IMJ* terms. For example, if a correspondence has r; from the
first IMJA and r5 from the second being represented by the same register of the
new FPDRA and, lifted to stores, makes S; and S, correspond, then the above
transition degenerates to (q1,0,q2) = (q},0,¢,). Since we are only interested
in emptiness of the IMJ2A, i.e. the impossibility of reaching a final state, the
particular letter that is read is irrelevant, which explains why the degenerate
transition is an epsilon transition. The result of this fixed point computation is
a fresh pushdown-register automaton (FPDRA) [9], that is, a register automa-
ton [11] (RA) with global-fresh transitions and a pushdown stack.

FPDRA Reachability Check via Saturation. Finally we decide the emptiness of
the FPDRA by using an extension (to handle global freshness and empty regis-
ters) of the saturation algorithm described in [7]. This procedure constructs an
RA that represents all the possible configurations of the FPRDA that can reach
accepting states. In relation to [7], the main addition is the use of a tagging tech-
nique for specifying elements of the registers and the stack that are required to
be globally fresh, which allows us to simulate global freshness via local freshness
for reachability purposes (cf. [9]). Consequently, equivalence of the two terms is
reduced to checking whether an initial configuration of the FPDRA is accepted
by the RA, which is solved by graph reachability.

3 Evaluation

We evaluated CONEQCT on examples drawn from the literature around contex-
tual equivalence for high-level languages [1,3,5,6,8,12,13], adapted to IMJ* syn-
tax. (The website of the tool contains a more detailed listing.) For equivalences,
the papers contain manually constructed proofs based on logical relations or envi-
ronmental bisimulations. Their full automation would be challenging, because
they require witness relations that have to be guessed. In contrast, CONEQCT is
automated and also detects inequivalences.

The tool is written in F# and we evaluated it on Microsoft’s .NET Framework
4.5.2, running on a machine with an Intel Core i7 1.8GHz processor and 8 GB
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Table 1. Results of the evaluation

Input Eq? | IMJA 1|IMJA 2 FPDRS|RA | Regs| Time (ms)
inplimj |Y | 26 82 1688 7 1833+11
inp2.imj |Y 1 1 0 0 253410
inp3imj |Y | 32 32 428 6 |355+11
inpdimj |Y | 21 22 61 2 292+10
inpdb.imj N | 21 12 76 41 |2 301+10
inp5imj |Y | 18 3 5 0 4 |293+9
inp6imj |Y | 26 26 292 0 4 322412
inp7imj |Y | 76 16 1078 972 |4 445413
inp7b.imj N | 76 11 418 404 |4 |373+11
inp8.imj |Y | 17 11 124 0 4 |289+1
inp9.imj |Y | 33 11 287 141 4 32641
inp9b.imj N | 17 11 138 134 |4 320+2
inpl0.imj |Y | 96 96 1528 |0 4 134449
inplOb.imj N | 42 96 2476 2468 |4 | 1256+ 30
inpllimj N | 92 32 796 796 |7 584+4
inpl2.imj |Y | 11 9 26 0 2 266+1
inpl3.imj |Y | 13 13 111 0 4 |299+1
inpld.imj |Y | 13 13 37 0 2 21908 + 291
inpl5.imj |Y | 34 242 8714 |0 7 3647 +49
inpl5bimj N | 34 242 10725 10725 7 | 4095 + 44
inpl6.imj |Y 272 137 17888 | 0 8 16499 + 155
inpl6b.imj N | 56 137 11833 11833 '8 | 4731+ 123

of RAM. The results of the evaluation are shown in Table 1. The first column
gives the file name of the input and the second states whether the input is an
equivalence (Y) or an inequivalence (N). The next four columns give the number
of states in the intermediate constructions. The number of states in the IMJ2A
is omitted since it is always a simple function of the number of states in the two
constituent IMJA automata. Column seven gives the number of registers in the
FPDRA and hence RA, and column eight gives the total time for processing the
input in milliseconds (mean =+ s.e.; n = 10).

A couple of interesting observations can be made regarding the results. First,
in many instances of equivalence, the number of states in the RA is 0. This indi-
cates that the corresponding FPDRA has no accepting states. This happens
if, as a result of the fixed point computation, the exploration of register corre-
spondences reveals that it is not possible for the IMJ2A to accept a word. For
example, this will be the case when the compilation of the two terms happens
to yield identical IMJA.



A Contextual Equivalence Checker for IMJ* 239

A second observation regards the time taken. One of the most time expensive
examples is input 14, yet the various intermediate constructions are all relatively
small. Further investigation reveals that the vast majority of the time is spent
constructing the two IMJA. Although the two IMJA that are constructed are
ultimately small, as part of their construction far larger automata are built but
then later restricted and have many unreachable states pruned away. It will be
interesting future work to understand how to ensure that time is not wasted
producing such expensive yet transient constructions.

Further Directions. Whilst we have shown that the tool performs well on
the kinds of examples seen in the literature, we see further directions which
would make this line of work more generally applicable. We aim to optimise the
handling of time-intensive automata constructions, and to empower CONEQCT
with predicate abstraction, allowing it to reason symbolically not only about
object names but also basic data values.

Acknowledgements. Research supported by the Engineering and Physical Sciences
Research Council (EP/J019577/1) and the Royal Academy of Engineering
(RF: Tzevelekos).
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Abstract. Runtime verification and model checking are two impor-
tant methods for assessing correctness of systems. In both techniques,
detecting an error is witnessed by an execution that violates the system
specification. However, a faulty execution on its own may not provide
sufficiently precise insight to the causes of the reported violation. Addi-
tional, often manual effort is required to properly diagnose the system.
In this paper we present a method for analyzing such causes. The speci-
fications we consider are expressed in LTL (Linear Temporal Logic) and
MTL (Metric Temporal Logic), and the execution models are taken as
ultimately-periodic words, and finite variability continuous signals respec-
tively. The diagnostics problem is defined for the propositional case as
the search for a small implicant of a formula which is satisfied by a given
valuation, or equivalently a subset of that valuation sufficient to render
the formula true. We propose a suitable notion of implicants in the tem-
poral case, that are semantically based on signal subsets, and guarantee
the existence of prime implicants for arbitrary temporal properties. An
inductive procedure for finding temporal implicants is obtained by the
introduction of selection functions that appear in a process equivalent
to S