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Introducing a Holistic Approach )
to Personal Data S

Mor Bakhoum, Beatriz Conde Gallego, Mark-Oliver Mackenrodt,
and Gintaré Surblyté-Namaviciené

Personal data and their use constitute a fundamental building block of the digital
economy. An increasing number of business models rely on personal data as a key
input. In exchange for sharing their data, users benefit from personalized and inno-
vative services. At the same time, firms’ collection, processing and use of personal
data pose questions about privacy and fundamental rights. Moreover, given the great
commercial and strategic value of personal data, their accumulation, control and use
may raise competition concerns and negatively affect consumers. It is, thus, a chal-
lenging task to develop a legal framework that ensures an adequate level of protec-
tion of personal data while at the same time providing an open and level playing
field for businesses to develop innovative data-based services.

Beyond being subject to the application of the data protection rules, the handling of
personal data can be affected and, thereby, be directly and indirectly regulated by dif-
ferent fields of law like competition law, unfair competition law, consumer protection
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law and IP law. To what degree and why are different fields of law particularly blind
or sensitive to personal data? Are there conflicts between the objectives of the dif-
ferent legal areas and data protection? How can the specific approach of one area of
law to personal data inspire or complement other fields of law? How can a holistic
legal approach to personal data be developed? Under the guidance of these over-
arching questions, the contributions of this book examine the significance and legal
treatment of personal data in different areas of law, seeking to identify shortcomings
and common principles and exploring ways to develop an integrated legal approach
to personal data.

Starting with the fundamentals of personal data, Manon Oostveen and Kristina
Irion (University of Amsterdam) highlight the constitutional dimension of the pro-
tection of personal data and the character of the data protection right as an enabling
right for other fundamental rights such as the right to privacy. Approached as an
enabling right, EU data protection law protects against short- and long-term effects
of the kinds of processing of personal data that are prevalent today. The constitu-
tional underpinnings of the protection of personal data should be perceived as going
beyond what is expressly codified in the European General Data Protection
Regulation (EU GDPR). In this regard, the authors argue that alternative legal
approaches for the protection of individual rights and freedoms should be explored.
Helena Ursic (Leiden University) shows how the EU GDPR already reflects con-
cepts from other legal fields such as the data subjects’ rights to data portability, the
right to be forgotten and the right to information. This approach of the EU GDPR
shows the potential to build at the EU level a holistic approach in relation to the
protection of personal data which takes into account the required balance between
data subjects’ rights and the need to build a data-driven economy. In complement to
the idea of a more integrated regulatory approach, Andreas Sattler (Ludwig
Maximilians University, Munich) argues for an empowerment of data subjects by
introducing “a right to one’s data”. This would result in a right of dual character as
it would be property-like while integrating strong aspects of a personality right.
Philipp Hacker (European University Institute, Florence) discusses the legitimacy
and pitfalls of a regulatory approach where the legislature analyses the individual
citizen’s behaviour by using algorithms in order to create a personalized law. While
personalized law may mitigate “digital market failures” resulting from the use of
behavioural algorithms, it also raises legitimacy issues.

Focusing on competition law and personal data, Inge Graef (KU Leuven) stresses
the complementarity of competition, consumer protection and data protection in as
far as these fields of law promote different aspects of consumer welfare. In line with
the investigation of the German Bundeskartellamt in its Facebook case she favours
the use of data protection and consumer law principles as benchmarks for analysing
whether an abuse of dominance under competition rules exists. Anca Chirita
(Durham University) provides a detailed examination of the privacy policies of
some of the most relevant online platforms and argues in favour of a competition
law intervention to tackle price discrimination based on data misuse as a particular
form of abuse of dominance. Moreover, while still immersed in the effort to create
a coherent legal framework for the digital economy, policy makers and enforcers are



Introducing a Holistic Approach to Personal Data 3

facing new challenges arising from rapid and novel technological developments.
With the advance of the Internet of Things (IoT), sensor-enabled devices increas-
ingly collect data—many of them personal—about their environment. Privacy con-
cerns that are already present today will be amplified in the IoT scenario of the
future, which will test the adequacy of the traditional “notice and consent” data
protection model. Likewise, new data-related IoT business models are deeply
changing the dynamics of competition. Jacopo Ciani (University of Milan) and
Bjorn Lundqvist (Copenhagen Business School) in their contributions elaborate on
the manifold and complex legal issues raised by the emerging IoT.

Lennart Chrobak (University of Zurich) opens his study by classifying data and
information and by discussing data as an economic input factor and as a legal input
factor. He then analyses how personal data are approached by the existing civil law
rules and finds substantial differences between the different fields of civil law. For
example, the applicability of property law to personal data is determined to be very
limited due to the quite strict interpretation of the fundamental property law prin-
ciples of numerus clausus, specificity and publicity. By contrast, he finds the law of
obligations widely applicable to personal data cases, as many imbalances between
the rights and the duties of the contracting parties can be found. In conclusion,
Chrobak points to recent legal and technological approaches which seek to diminish
deficiencies in the treatment of data as a new kind of legal object. Mark-Oliver
Mackenrodt (Max Planck Institute for Innovation and Competition, Munich) exam-
ines the legal treatment of personal data after the death of the data subject by differ-
ent fields of law, including inheritance law, contract law, intellectual property law,
privacy law, the right to personality and telecommunications law, in order to explore
and identify possible features of a holistic approach to personal data. Emmanuela
Truli (Athens University for Economics and Business) examines the conditions
under which a plaintiff who has suffered harm from a breach of the data protection
rules can sue for private law damages according to the new EU GDPR. In compari-
son with the old Data Protection Directive, she finds that the GDPR entails an
expansion of the rights of the plaintiff and seeks to address divergences between the
pre-existing rules in the Member States, in particular with regard to moral damage,
data processor liability, joint liability and representation rights of associations.
Milda Macénaité (Tilburg University) focusses on the child-specific rules of the EU
GDPR and compares these newly created norms with the existing legal rules for the
protection of minors in EU consumer law. She identifies the well-established con-
cepts, justifications and instruments for the protection of minors in EU consumer
law and points to possible lessons for the interpretation of the rules in the
GDPR. Matilde Ratti (University of Bologna) identifies common features of the
regulatory techniques used in data protection and in consumer protection law. Both
fields of law seek to protect the weaker subject: they attribute specific rights like the
right to withdrawal to the weaker subject and create litigation rules in their favour.
However, it should be taken into account that the consumer protection rules aim to
balance the contractual interests of the parties while the data protection rules seek
to protect a fundamental right.
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Widening the view to other legal fields, Davide Mula (European University of
Rome) examines the interactions between cloud service contract law and the data
protection rules. In this context, he highlights the benefits that the introduction of
the right to data portability in Art. 20 of the EU GDPR brings for users of cloud
services. Francesco Banterle (University of Milan) explores the extent to which sets
of personal data collected for commercial use can be the subject of IPRs, particu-
larly of trade secrets and database sui generis rights. He elaborates on the ownership
regime set out by the intersection between data protection and IP laws. Addressing
the specific issue of targeted advertising, Guido Noto La Diega (Northumbria
University) critically reviews current regulatory approaches while developing a spe-
cific proposal to effectively empower users with the control of their data. Bianka
Maksé (University of Miskolc) analyses the concept of Binding Corporate Rules
(BCR) which is one of the novelties in the GDPR. She identifies the commercial and
strategic value of personal data and the need for multinational companies to comply
with national and European privacy rules in their everyday business, in particular
when international data transfers are involved. Maksé then analyses the concept of
BCRs, which constitutes an instrument of self-regulation for companies and which
seeks to reduce the administrative and financial burdens for companies while assur-
ing their compliance with data protection standards. Heiko Richter (Max Planch
Institute for Innovation and Competition, Munich) applies the concept of “private
power” to the treatment of personal data by different fields of law in order to achieve
an effective and coherent regulation of personal data.

In sum, the identification of shortcomings, common features and possible syner-
gies between different legal fields underlines the need and possible steps for devel-
oping a holistic regulatory approach with regard to personal data. Such an integrated
approach would result from a trade-off between different legal objectives and val-
ues. While developing new data-based innovative products and services is impor-
tant, it is equally essential to consider the fundamental-rights dimensions of personal
data and the protection of privacy. From an institutional perspective, the objectives
and rationale of each field of law contemplated should duly be taken into account.



Part I
Fundamentals of Personal Data: Between
Personal Property Rights and Regulation
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Abstract New technologies, purposes and applications to process individuals’ per-
sonal data are being developed on a massive scale. But we have not only entered the
‘golden age of personal data’ in terms of its exploitation: ours is also the ‘golden age
of personal data’ in terms of regulation of its use. In this contribution, we investigate
what the objective of fundamental rights protection is as regards privacy and data
protection. Understood as an enabling right, the architecture of EU data protection
law is capable of protecting against many of the negative short- and long-term
effects of contemporary data processing. Against the backdrop of big data applica-
tions, we evaluate how the implementation of privacy and data protection rules pro-
tect against the short- and long-term effects of contemporary data processing. We

Manon Oostveen completed her PhD research at the Institute for Information Law, University of
Amsterdam, and works as an attorney at Netherlands-based law firm Brinkhof.
Kristina Irion is Assistant Professor at the Institute for Information Law, University of Amsterdam.
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conclude that from the perspective of protecting individual fundamental rights and
freedoms, it would be worthwhile to explore alternative (legal) approaches instead
of relying on EU data protection law alone to cope with contemporary data
processing.

1 Introduction

The protection of personal data is justified against the background of protecting
individuals’ fundamental rights and freedoms, in particular the right to privacy and
the new right to the protection of personal data. This chapter articulates the objec-
tives of European Union (EU) data protection law as an enabling human right that
renders a discrete contribution to the realisation of a number of other rights and
freedoms of the individual. It is argued that EU data protection law’s intervention at
the stage of processing personal data can produce a number of short- and long-term
effects which contribute to preserving individuals’ personal autonomy and human
dignity.

This research is set against the background of big data applications and algorith-
mic decision-making, in order to illustrate how both can produce a cascade of
effects on individuals’ rights and freedoms that goes beyond the core concern of the
rights to the protection of private life and personal data. After all, we have entered
the ‘golden age of personal data’ in terms of its exploitation, but also in terms of the
regulation of its use. EU data protection law’s arsenal of regulatory responses to
contemporary challenges of personal data processing has just been upgraded with
the adoption of the General Data Protection Regulation (GDPR).! It is thus timely
to assess the capability of the new Regulation to mitigate the risks of big data appli-
cations and algorithmic decision-making for individual fundamental rights and
freedoms.

The argument is developed in three steps. First, the rationale of privacy and data
protection as a) stand-alone fundamental rights, and b) enabling rights, which but-
tress other fundamental rights and freedoms, is mapped out. In the second step, we
turn to the EU legal framework on the protection of personal data, and inquire into
its discrete contribution to immediate and long-term interference with individuals’
fundamental rights and freedoms. Next, after an introduction to big data applica-
tions and algorithmic decision-making we provide an overview of the risks for indi-
vidual fundamental rights and freedoms. Against this background, the discrete
contribution of the GDPR’s provisions on automated decision-making and profiling
are explained and discussed, followed by the conclusions.

'Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free move-
ment of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), [2016]
OJ L 119/1-88.
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2 The Rationale of Fundamental Rights Protection
for Privacy and Personal Data

2.1 Privacy and Data Protection as Stand-Alone Fundamental
Rights

In Europe, individuals’ privacy and personal data are protected as fundamental
rights in the jurisdiction of the Council of Europe and the European Union, respec-
tively. The right to privacy is protected in Article 8 of the European Convention on
Human Rights? (ECHR) and Article 7 of the Charter of Fundamental Rights of the
European Union?® (Charter).* The right to privacy broadly protects private and fam-
ily life as well as individuals’ home and correspondence in that it attributes a high
level of control to individuals. The right to privacy has been interpreted to cover,
inter alia, the protection of personal data against unlawful processing.’

The Charter’s right to the protection of personal data is a ‘third generation’ fun-
damental right, elevating data protection to a self-standing right. The protection of
personal data’s stand-alone value lies in attributing essential tenets of control to
individuals when their personal data is processed by third parties. Under the Charter,
an interference with the right to privacy is not a precondition for the applicability of
the right to the protection of personal data.® Nonetheless, as the private life of indi-
viduals is increasingly mediated through the internet and online services, situations
that trigger privacy concerns now often coincide with the processing of personal
data.’

The fundamental rights protecting individuals’ privacy and personal data are not
ends in themselves. Their protection inherently contributes to furthering other indi-
vidual fundamental rights and freedoms. We call this the enabling function of the
rights of privacy and data protection.

2Convention for the Protection of Human Rights and Fundamental Freedoms 1950 (2007/C
303/02).

3Charter of Fundamental Rights of the European Union 2009 (OJ C83/02).

*Private life and privacy can be and are used interchangeably. See for more details on the usage and
interchangeability of the terms Gonzdlez Fuster (2014), particularly p. 81-84 regarding the
Convention.

SECHR 26 March 1978, Leander v. Sweden, No. 9248/81, ECLI:CE:ECHR:1994:0310
DEC002325394, para. 48.

®For more on the stand-alone value of privacy and data protection, see for example Gonzilez
Fuster (2014); Lynskey (2014); Tzanou (2013).

"Recentexamples are for instance ECJ, Google Spain and Google, C-131/12, ECLI:EU:C:2014:317;
ECJ, Digital Rights Ireland, C-293/12 and C-594/12, ECLI:EU:C:2014:238.
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2.2 Privacy and Data Protection as Enabling Rights

European legal literature, while making regular references to personal autonomy
and human dignity, has not produced many genuine conceptual contributions on the
enabling function of the rights to privacy and to data protection.® This may be due
to the strong constitutional protections in place and the shift of scholarly attention
to judicial interpretations of the fundamental rights and the application of data pro-
tection law to a variety of diverse activities involving the processing of personal
data. In the social sciences, academics are more inclined to inquire into privacy
rights as an enabling right, for example in relation to personal autonomy.’

Conversely, US legal scholarship continues to argue privacy’s important contri-
bution to other individual rights and societal values, resulting in a more profound
exploration of the relationship between privacy and other rights and values. Solove
rejects the idea that privacy has a unitary value, and instead regards it as a concept
that protects a plurality of activities, and is therefore of pluralistic value.!” In his
taxonomy of privacy, Solove touches upon many rights and values that privacy
affects, ranging from personal autonomy and freedom of speech to non-
discrimination.!! Richards and Krotoszynski deem privacy indispensable to free-
dom of speech. Krotoszynski argues that privacy is a precondition for freedom of
speech, which makes it also a precondition for democratic self-government.!?
Richards argues the case for intellectual privacy,” i.e. the protection of a “zone to
make up our minds freely”, which precedes the actual public expression of ideas and
opinions.'* Roberts takes another angle, by focusing on how privacy facilitates non-
discrimination, primarily through obscuring the information necessary to
discriminate."

In Europe data protection legislation has often been conceived with the enabling
function for individuals’ fundamental rights and freedoms in mind. Statutory data
protection laws explicitly aim at protecting a number of individuals’ fundamental
rights and freedoms. In Germany, the Federal Data Protection Law, adopted in 1976,
the first national statute of its kind in Europe, broadly aims to protect against the
impairment of individual interests through protecting personal data in the course of
its processing against being abused.!® The protected individual interests (“schutz-
wiirdige Belange des Betroffenen”) certainly include personal integrity and the

8There are notable exceptions; see for example Bernal (2014).
“E.g. Rossler (2005).

9Solove (2008), 98—100.

'I'Solove (2006), 513-514 and 529-530.

12Krotoszynski (2016), 175.

3Richards (2015).

“Ibid., 95.

'SRoberts (2015), 2173.

1 Article 1 Gesetz zum Schutz vor Missbrauch personenbezogener Daten bei der Datenverarbeitung
(Bundesdatenschutzgesetz — BDSG), 27 January 1977.
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private sphere, but also other constitutionally protected individual rights and free-
doms, namely, freedom of expression, freedom of assembly and association, and
freedom of religion.!” Thus, the formulation of the protected subject-matter has
been kept deliberately open for interpretation depending on the circumstances of the
processing of personal data.

Similarly, the first French law on the protection of personal data, from 1978,
refers to human rights, private life, individual or public liberties (“droits de I’homme,
[...] vie privée, [...] libertés individuelles ou publiques™) as its objective of protec-
tion.!® The French law took much inspiration from the 1975 Rapport de la
Commission Informatique et Libertés (“Le Rapport Tricot”), which emphasised the
close connection between private life and other individual freedoms."

When adopting the 1995 Data Protection Directive, the EU legislature acknowl-
edged that the Directive aims to protect “‘fundamental rights and freedoms of natu-
ral persons, and in particular their right to privacy, with respect to the processing
of personal data”.*® As Dammann and Simitis observe, this creates a functional link
between the protection of personal data and fundamental rights and freedoms in
general, instead of narrowing its object of protection down to the private sphere.!
They mention the right to freedom of expression, the right to property and the free-
dom of profession as individual rights and freedoms that data protection law pro-
motes. Following their commentary, Recital 2 of the Data Protection Directive
underscores this general objective when providing that:

Whereas data-processing systems are designed to serve man; whereas they must, whatever
the nationality or residence of natural persons, respect their fundamental rights and free-
doms, notably the right to privacy, and contribute to economic and social progress, trade
expansion and the well-being of individuals.

The GDPR, which succeeds the Data Protection Directive, entered into force in
May 2018. Despite its repeating certain elements of the paragraph above, there is,
however, a shift of connotation in Recital (4):

The processing of personal data should be designed to serve mankind. The right to the
protection of personal data is not an absolute right; it must be considered in relation to its
function in society and be balanced against other fundamental rights, in accordance with the
principle of proportionality. This Regulation respects all fundamental rights and observes
the freedoms and principles recognised in the Charter as enshrined in the Treaties.

Whereas in the Data Protection Directive it was the data-processing systems
which had to respect individuals’ fundamental rights and freedoms, it is now the

"Reh (1978), para. 1-6.

8 Article 1 Loi n® 78-17 du 6 janvier 1978 relative a I’informatique, aux fichiers et aux libertés. See
Dammann / Simitis (1997), 102.

Rapport de la Commission Informatique et Libertés I, 19 et seq.

2 Article 1 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the free
movement of such data 1995 (OJ L281/31). See also the recurring references to ‘(fundamental)
rights and freedoms’ and ‘the right to privacy’ as separate concepts in the recitals of the Directive.

2'Dammann / Simitis (1997), 101.
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Regulation which has to respect all fundamental rights and observes freedoms and
principles of the Charter. This would be alarming if the preamble of EU legislation
had binding legal force, which it does not.?> The GDPR maintains as a broad objec-
tive that “[t]his regulation protects fundamental rights and freedoms of natural per-
sons” but replaces the particular reference to the fundamental right to privacy with
a reference to the right to the protection of personal data (Article 1(2) GDPR).
Hence, the European legal culture on the protection of individuals’ privacy and
personal data has always served to facilitate other fundamental rights and freedoms.
The following section sets out to explain how this enabling function is recognised
in EU law.

2.3 The Enabling Function of Privacy and Data Protection
in the EU

This section will explain how in the ‘golden age of personal data’ regulating the
processing of an individual’s personal data can be a proxy of intervention, which
directly or indirectly could benefit other individual rights and freedoms. In this sec-
tion we focus on the enabling function for individual rights and freedoms, leaving
collective rights and democratic values, however important, aside. Below we will
explain the enabling function in relation to individuals’ right to personal autonomy,
integrity, and freedom of expression, and in terms of how regulating the processing
of personal data vests protection against discrimination, all of which are essential
ingredients for the enjoyment of human dignity.

The rights that protect people’s private life, thoughts, choice, and expression all
operate within the sphere of human dignity. Together with human freedom, respect
for human dignity is, in the words of the ECtHR, the “very essence of the
Convention”.? Also, the EU “is founded on the indivisible, universal values of
human dignity, freedom, [and] equality”,* and human dignity is protected as an
“inviolable right” by the Charter. Personal autonomy can be described as individu-
als’ capability to choose how to live their own lives.?S As a principle it is considered

22EC]J, Criminal proceedings against Gunnar Nilsson, Per Olov Hagelgren and Solweig Arrborn,
C-162/97, ECLI:EU:C:1998:554, para. 54; ECJ, Inuit Tapiriit and Others v. European Commission,
European Parliament, Council of the European Union, C-398/13 P, ECLI:EU:C:2013:625, para.
64.

ZECHR 22 November 1995, CR v. UK, No.20190/92, ECLI:CE:ECHR:1995:1122JUD002019092,
para. 42.

*See the preamble of the Charter of Fundamental Rights of the European Union.

2 Article 1 EU Charter of Fundamental Rights (n 3).

*Koffeman (2010), 56; (Personal) Autonomy can be defined in many ways, see for example
Dworkin (1988), 3-6, 20 (This chapter follows the conceptualisation based on the case law of the
ECHR).
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to be a meta-value behind a number of individual fundamental rights and
freedoms.

It has been argued that the continental (European) privacy protections are in
essence protections of human dignity and personal autonomy.?” Both offer norma-
tive underpinnings of the fundamental rights to privacy and the protection of per-
sonal data and are foundations for other fundamental rights and values, which
safeguards a sphere of individual choice and freedom. The close relationship
between the rights to privacy and personal autonomy comes to the fore in the juris-
prudence of the ECtHR.?® The objective to preserve personal autonomy influences
the interpretation of the guarantees of the Convention’s right to privacy.”” The
ECtHR has even stated that there is a right to personal autonomy included in Article
8 ECHR.* In German constitutional law, the fundamental right to informational
self-determination is derived from the protection of human dignity.*!

Personal autonomy is also a key rationale for instruments in EU data protection
legislation, evidenced for example by the principles of consent and the individual’s
right to access, which aim to confer essential tenets of control over someone’s per-
sonal data and means to influence the consequences of the processing of those data.
The following account offers examples of the enabling effect of personal data pro-
tection legislation for the fundamental rights of freedom of expression, freedom of
thought and the prohibition of discrimination as protected by the ECHR and the EU
Charter.

To begin with, freedom of expression is guaranteed in Article 10 of the ECHR
and Article 11 of the Charter. Freedom of expression not only encompasses the right
to disseminate information; it also covers the right to hold opinions and freely
receive information and ideas. However, today’s prevalent monitoring of individu-
al’s viewing habits, tracking of online behaviour and extensive profiling could clash
with the admittedly negative right to freely receive information. Because users are
no longer free to inform themselves without being tracked, this can create a chilling
effect for “freely” seeking information. The Court of Justice of the European Union
has acknowledged that surveillance, whether by governments or companies, consti-
tutes a serious interference with the fundamental rights to privacy and data protec-
tion that has a potentially chilling effect on the freedom of expression.*

’Whitman (2004), 1161; Réssler (2005); Bernal (2014).

28Rainey / Wicks / Ovey (2014), 383.

2ECHR 29 April 2002, Pretty v. UK, No. 2346/02, ECLLI:CE:ECHR:2002:0429JUD000234602,
para. 61.

SYECHR 10 April 2007, Evans v. UK, No. 6339/05, ECLI:CE:ECHR:2007:0410JUD000633905,
para.71; ECHR 24 September 2007, Tysiac v. Poland, No. 5410/03, ECLI:CE:ECHR:2007:0320
JUDO000541003, para. 107; ECHR 7 May 2009, Kalacheva v. Russia, No. 3451/05, ECLI:CE:EC
HR:2009:0507JUD000345105, para. 27.

3'BGH, 15 December 1983, I BVR 209, 269, 362, 420, 440, 484/83.

2ECJ, Digital Rights Ireland, C-293/12 and C-594/12, ECLL:EU:C:2014:238, para. 28, 37;
Judgment (Grand Chamber) of 21 December 2016, joined cases C-203/15 (Tele2 Sverige AB) and
C-698/15 (Watson), ECLI:EU:C:2016:970, para. 92 et seq.
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With a view to protecting personal autonomy and the right to hold opinions,
certain contemporary challenges are not about producing a chilling effect but about
personal data-driven techniques of persuasion. Individuals increasingly face person-
alised messages by private actors but also political organisations, which are designed
to persuade and may aim to manipulate individuals’ actions from buying new goods
and services to casting a vote in democratic elections. Such purposes for the pro-
cessing of personal data may not be legitimate or may require the individual’s
explicit consent. However, it is also clear that there is an important threshold for the
protection of personal autonomy and the right to hold opinions that would be crossed
by practices that are effectively manipulation.

An alternative angle from which to approach these challenges could be the free-
dom of thought, conscience and religion, which is guaranteed in Article 9 ECHR
and Article 10 of the Charter. To date, the relevance of this fundamental right is
manifest in protecting religious freedom and—narrowly interpreted—personal con-
victions.** However, as the amount of personal data that is collected about people
and their online behaviour increases, so do the possibilities to analyse these data and
discover (new) meanings in them.* Ways to learn people’s thoughts and convictions
and to influence them are becoming more advanced. In the future this may become
a new frontier for the facilitative function of privacy and data protection, perhaps
triggering a renaissance of the fundamental right to freedom of thought.*

Personal data processing may lead to various forms of discrimination, intentional
or not.* Discrimination on grounds such as race, religion, ethnic origin or gender is
prohibited by Article 14 of the ECHR and Article 21 of the Charter. Data protection
laws can help to mitigate discriminatory practices. This is achieved through giving
individuals control over their personal data and providing higher protection for spe-
cial categories of personal data, i.e. “personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade-union membership, and
the processing of data concerning health or sex life” (Article 9 GDPR). The right to
privacy also covers certain practices that are closely related to discrimination, such
as the negative stereotyping of certain groups.*’

Recognising the enabling function of the fundamental rights to privacy and per-
sonal data protection was close to visionary in the early 1980s. In the light of today’s
data-intensive technologies the aforementioned risks are likely to grow and situa-
tions will arise that will require courts to more clearly argue the enabling functions.
In the next step, we become even more concrete when using the contexts of big data
and algorithmic decision-making to illustrate the intrinsic connection with

¥ Harris / O’Boyle / Bates / Buckley (2014), 592-594.

3On data production and possibilities for analysis in general, see OECD (2015), 133-161; for
profiling, see Hildebrandt (2008).

3 Bublitz (2014), 1-25.
36 Custers / Calders / Schermer / Zarsky (2013).

STECHR 15 May 2012, Aksu v. Turkey, No. 4149/04 and 41029/04, ECLLI:CE:ECHR:2012:0315
JUDO000414904, para. 58.
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individuals’ fundamental rights and freedoms other than the rights to privacy and
personal data protection.

3 Big Data, Algorithmic Decision-Making, and Interference
with Individual Rights and Freedoms

3.1 Big Data and Algorithmic Decision-Making

This section uses big data and algorithmic decision-making as a case study to a)
illustrate how data processing can affect different individual fundamental rights and
freedoms, and b) show the potential and limitations of the enabling function of the
right to data protection, in the guise of contemporary EU data protection law. We
commence by explaining the concept of big data and algorithmic decision-making,
after which we elucidate its potential effects on individual rights and freedoms. We
conclude the section by mapping out how EU data protection law addresses these
issues, which is then evaluated in the discussion in the following section.

‘Big data’ has become a catch-all phrase for applications that involve very large
quantities of (personal) data,*® which are analysed to derive knowledge from it and
then used to either target individuals or groups or make general information-based
decisions. Big data can thus be regarded as a process consisting of three phases:
acquisition, analysis, and application (Fig. 1).%°

Fig. 1 Big data process

Acquisition
of data

Application
pplicat Analysis of

data

of
knowledge

¥Occasionally big data is based on types of data that do not relate to individuals, such as meteoro-
logical data, logistical data, or data about production processes, but often personal data processing
is involved.

¥ Qostveen (2016).
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In the first phase an organisation collects or acquires (personal) data. Personal
data can be collected from individuals directly, for example when a social network-
ing platform asks users to provide them with information. Personal data can also be
acquired from data brokers, companies that collect data with the core purpose of
selling them to third parties. A third possibility of acquiring data is to combine exist-
ing datasets, such as personal data on physical fitness with shopping behaviour, to
create new data.

In the second phase of big data, the data is analysed to be able to derive know-
ledge from it and create for example models or predictions on probabilities of
defaulting on payments. The techniques that are used are constantly changing.*
They include machine learning, which facilitates open-ended explorations for pat-
terns, without clear prior questions or hypotheses being necessary.*!

In the final phase, the knowledge is applied and algorithmic decisions are made.
Based on the models, predictions, or knowledge, individuals can be categorised or
clustered, for example to show them different advertisements or decide what inter-
est they should pay on loans. What is important here is to realise that the algorithmic
decision is not made solely on the basis of the data from that targeted individual.
The decision rests on a limited amount of personal data from this individual, but
behind that decision is a wealth of data from other people or sources. The millions
of pieces of data that are collected and analysed to create the knowledge, models or
predictions, are in principle unrelated to the data that are used to apply the knowl-
edge, models or predictions in the application phase of big data.

It is also possible that people are not targeted as individuals or groups, but that
general decisions are taken that affect their lives nonetheless, such as when govern-
ments base policy decisions on big data analytics. The next subsection explicates
the immediate effects of big data and algorithmic decision-making and the resultant
long-term interferences with individual rights and freedoms.

3.2 Interference with Individual Rights and Freedoms

Undoubtedly, big data as described above can interfere with the rights to privacy
and data protection, because of the large-scale collection of personal data and the
effect that the processing can have on the private life of individuals. As the collec-
tion and processing of personal data intensify and the means to extract knowledge
become more sophisticated, the possible spectrum and intensity of interferences
increases. However, as this chapter is about the enabling function of privacy and
data protection, we focus on big data’s detrimental effects on individual rights and
freedoms other than privacy and data protection.

First of all, the means used to gather and process individuals’ personal data and
the lack of transparency surrounding it can exert pressure on the personal autonomy

40 Custers (2013), 7.
41 Calders / Custers (2013), 31-38.
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and informational self-determination of the individual.** Targeting individuals with
personalised communications feeds the fear that they will end up in filter bubbles or
information cocoons, which would isolate them in a world that consists of limited
information that always confirms their beliefs and opinions, without being exposed
to diverging information and viewpoints.** Whereas people may think they make
independent choices and form their opinions autonomously, in such circumstances
they are in fact influenced by the limited and customised information that is offered
to them. Additionally, people could also be actively persuaded or manipulated
through personalisation strategies. Both limiting choices and information as well as
actively persuading or manipulating people into a specific choice or decision reduces
individuals’ personal autonomy. Currently, the effects of personalisation and the
steering of opinions and behaviour may be small. But in spite of these instances
being small or trivial in terms of their context, because of the opacity surrounding
them and their cumulative effects, they could prove harmful for personal
autonomy.

Second, big data and algorithmic decision-making can lead to—intentional or
unintentional—discrimination.* Big data allows for ever more detailed categorisa-
tion of people and the customisation of the treatment of individuals. When individu-
als are treated differently than others on the basis of race, sex, religious beliefs, or
other characteristics listed in the Convention and the Charter,® this is direct dis-
crimination. But in addition to direct discrimination, big data can cause a more
covert kind of discrimination: a seemingly innocent correlation can be a proxy for
discrimination. This is easily explained through the example of redlining. Redlining
refers to the practice in which particular areas or neighbourhoods are denied ser-
vices, which in practice comes down to denial of services to people of a certain
ethnic background as they are the group living in that (generally poor) residential
area, leading to discrimination on ethnic grounds.*® The neighbourhood serves as a
proxy for ethnicity. Similarly, correlations in big data can be proxies for prohibited
discrimination characteristics. Basing decisions on variables such as pet breed or
type of car or dietary requirements may seem innocuous, but they are not if they
correlate to ethnic group or religious beliefs. This kind of ‘hidden’ discrimination is
more difficult to uncover than direct discrimination, particularly as numerous vari-
ables are used for complex data analysis, as is the case in big data.

The rights to freedom of expression and, potentially, thought are affected by big
data in a variety of ways and in different phases of the big data process. As explained
above, when people have the feeling that they are under surveillance, be it

“Richards / King (2013), 42-43.

“Pariser (2012); However, so far no clear evidence about the existence of filter bubbles has been
found; see Zuiderveen Borgesius / Trilling / Moller / Bodé / de Vreese / Helberger (2016).

“For an extensive (US) analysis, see Barocas / Selbst (2016).

“ Article 21 European Convention on Human Rights (n 2); Article 14 EU Charter of Fundamental
Rights (n 3).

4Barocas / Selbst (2016), 689-690.
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governmental or corporate, they may alter their behaviour.*’ Surveillance’s chilling
effect is easily recognised; the mere collection of large amounts of data can be suf-
ficient to affect individuals’ right to freely seek and impart information. But free-
dom of expression also encompasses the rights to hold opinions and to the free
reception of information and ideas, and these rights could be compromised by
extensive personalisation. Specific characteristics place individuals in groups,
which in- or excludes them, in terms of receiving certain information, in the third
phase. This potentially limits opportunities to find (new) information and develop-
ing ideas and beliefs, which is closely linked to reduced autonomy as described
above. The possible harmful effects of big data on freedom of expression and
thought thus work two ways: people may self-censor their expression, and their
free, unhindered reception of information and forming of thoughts and ideas may be
hindered.

In sum, big data and algorithmic decision-making poses risks to several indi-
vidual rights and freedoms, not just to the rights to privacy and data protection. It
has many effects on different rights and freedoms that occur throughout the whole
process, as summarised in Fig. 2 below.

But data processing can also affect the lives of individuals after the initial pro-
cessing has occurred. The potential effects of big data, and data processing in
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general, should be seen as a cascade: it starts with data protection law and privacy,
but further on in the process the consequences become more far-reaching for other
individual rights and freedoms. This is also what we mean when referring to the
‘long-term interferences’ of personal data processing. Long-term interference con-
notes that every instance of personal data processing as applied in automated
decision-making alters the course of events, even if at first sight insignificantly, and
may yield not only short-term effects, but also long-term interferences. An example
of long-term effects: not admitting an applicant to study medicine will inevitably
preclude her from becoming a medical doctor in her later life. Thus, the decision
changes the course of her career irrevocably and in doing so produces additional
effects, such as for example lower income prospects, which will influence the mort-
gage available to her, etc.*

The effects of personal data collection and processing permeate individuals’
lives in ways that affect personal autonomy, with significant risks of interfering with
individual rights and freedoms across the spectrum, risks that were probably unfore-
seen at the time of collection. In regulating the beginning of the cascade of effects,
the point where personal data are collected and further processed, data protection
law has protective potential. The discussion of data protection law’s protective
potential starts in the following subsection, which summarises what data protection
has to offer in the context of (big) data processing and algorithmic
decision-making.

3.3 EU Data Protection Law

The data protection law of the EU is composed of key concepts, e.g. the definitions
of personal data and individual consent, principles relating to data quality and the
requirements of a legal basis for legitimate processing of personal data. The GDPR
by and large continues the regulatory approach that has been in place since the Data
Protection Directive, such as instituting mechanisms of individuals’ control over
their personal data and remedies. However, as an EU Regulation, the GDPR will be
binding and directly applicable in the Member States (Art. 288 TFEU).

European data protection law protects the fundamental rights and freedoms of
individuals by providing them with means to control their personal data, mainly
through mandating transparent information and data subject rights. Transparency is
achieved by requiring organisations that process personal data to provide the indi-
vidual with various kinds of information, on for example the identity of the orga-
nisation, the type of data processed and the purposes of such processing.* The
rationale is that this information should enable individuals to assess the intended
processing of personal data up front when entering into a commercial transaction or
being asked to consent to the processing of their personal data. The right to object

“Herpel (2016).
4 Articles 13-15 GDPR.
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to processing and the emphasis on consent as a basis for legitimate personal data
processing should enable the individual to set her personal boundaries and differen-
tiate according to data type, organisation or processing context.*

In the big data process such means to control the use of one’s personal data pro-
vide a certain sphere of personal autonomy in that the individual can choose not to
be part of a given data processing operation. Moreover, the targeting or personalisa-
tion of the application phase can be avoided, although a denial of services may be
the result. As such, the control over personal data offered by data protection law
addresses the chilling effect that processing can have on freedom of expression and
personal autonomy. Further interferences with individual fundamental rights and
freedoms are addressed through opportunities to learn about and refuse automated
decision-making and, to some extent, personalisation in the application phase.

The provision on automated individual decision-making, including profiling, in
Article 22 GDPR has the crucial function to mitigate the risks of big data and auto-
mated decision-making for individual rights and freedoms. The GDPR’s rules on
automated individual decision-making are a prime example of enabling individuals
to control their personal data and have agency in the context of automated decision-
making. The core of these rules is the right to refuse to be subjected to automated
decisions, and this right already existed in the Data Protection Directive. In the
GDPR the rules are expanded, most prominently by adding ‘profiling’ to the provi-
sion.’! To summarise, the GDPR contains five main rules on profiling and auto-
mated decision-making: (1) the controller’s obligation to provide information, (2)
the data subject’s right of access to information, (3) the data subject’s right to object
to personal data processing, (4) the data subject’s right to oppose automated indi-
vidual decisions, including profiling, and (5) the prohibition on automated decision-
making based on special categories of personal data.

There clearly is much potential in the combination of information duties with the
rights to object and the right not to be subjected to automated decision-making,
including profiling, for individual rights and freedoms in big data. Providing indi-
viduals with information and giving them the right to object to the processing of
personal data as well as automated decisions or evaluative measures strengthens
personal autonomy. Individuals have the possibility to decide whether they want to
be evaluated or treated differently on the basis of personal aspects, which protects
against manipulation. Furthermore, they can demand human intervention in the
decision-making process, express their views and challenge the decisions.? This
right to be heard and judged by humans instead of machines moreover reflects a
respect for human dignity. The general possibilities to object and contest decisions,
but in particular the prohibition of profiling and decision-making on the basis of
special categories of data, can counter instances of direct discrimination in the
application phase.

% Articles 21 and 6-7 GDPR.
St Article 22 GDPR.
32 Article 22(3) GDPR.
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But data protection law is not solely about control and rights of individuals. It is
also about obligations of the people or organisations who process the data, and
general prohibitions. For example, as explained earlier, discrimination risks are also
mitigated by data protection’s limitations on the processing of special categories of
personal data, such as data on health, ethnicity or religious views.>® Furthermore, on
the basis of the new rules of the GDPR, big data organisations are in principle
required to carry out data protection impact assessments, containing among other
things descriptions of data flows, risks, safeguards and security measures.>*
Organisations are also under the obligation to take appropriate technical and orga-
nisational measures to protect the rights of data subjects. Non-compliance with
these provisions is subject to administrative fines.™ These obligations make organ-
isations aware and responsible for actively safeguarding individuals’ rights in prac-
tice. How far these duties stretch, and how the general potential of the facilitative
role of data protection law plays out in practice with regard to other individual rights
and freedoms, is discussed in the ensuing section.

4 Contribution of Data Protection Law to Protecting
Individual Rights and Freedoms

It is apparent from the previous section that EU data protection law not only protects
the rights to privacy and data protection, but that it has the capacity to also facilitate
the protection of other individual rights and freedoms, notably personal autonomy,
non-discrimination, freedom of expression and thought, and therefore, ultimately,
human dignity. Because of the obligation to inform individuals when their personal
data are processed and how this processing takes place, the process should be trans-
parent. Individuals are given an elementary basis for control over their personal
data, especially where their consent to the processing activity is required, but impor-
tantly also the right not to be subjected to automated decision-making, including
profiling. At the same time, organisations must assess their processing to determine
risks and precautions, and they are therefore forced to take individuals’ rights and
interests into account before processing their data. Administrative fines and indi-
vidual remedies back up these obligations.

Yet, aside from these strong tools, there are a number of weaknesses in the legal
data protection framework. To begin with, the scope of data protection law is limited
to personal data, meaning data that relate to natural persons who are identifiable
through the data.’ Personal data can be anonymised or non-personal, which also
makes their processing unregulated, but their combination with other (personal)

3 Article 9 GDPR.

> Article 35(3)(a) and (7) GDPR.
53 Article 83(5)(a), (4)(c) GDPR.
* Article 4(1) GDPR.
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data can affect the lives of individuals.”” If in general decisions are made in the
application phase, algorithmic decisions that do not target individuals but affect
their lives nonetheless, would also fall outside the scope of data protection law. In
such cases the acquisition and analysis phases could be covered because identifiable
data can be processed, whereas the application phase is not. But as the phases are
disconnected and the personal data are acquired from other people in the first and
second phase, instead of from the individual in the third phase, this affected indi-
vidual cannot rely on data protection law.

Second, there is scepticism about individual control over data processing as a
protection mechanism. Often in a digital environment,’® but particularly in the con-
text of big data, it is doubtful whether transparency obligations work. Because per-
sonal data processing today is ubiquitous and complex, it is questionable whether
organisations are always able to adequately inform data subjects about personal data
processing, and whether data subjects are capable of assessing the consequences
thereof.” Moreover, on the internet individuals often interact with near-monopolistic
firms, and a denial of services if they do not agree with the conditions regarding
personal data sharing. This constrains free choice, or even makes it impossible.*
Faced with, for example, the automatic refusal of a loan or the impossibility of con-
necting with others on networks, individuals may easily agree to personal data pro-
cessing that could lead to discrimination or reduce personal autonomy.

And even if people are offered and have absorbed all information, they still make
choices in practice that they claim not to agree with.®! Reasons are amongst others
being tempted by benefits (like being allowed to visit a website, using a service,
receiving discounts, or using free apps), not being able to oversee the long-term
consequences, or resignation in the idea that privacy and data protection on the
internet are a lost cause.®” People may have the tools to prevent discrimination or
chilling effects, and increase personal autonomy, but they may simply not command
them. One of the limitations is that privacy management has become a Herculean
task for individuals almost impossible to fit into the routines of personal life: read-
ing privacy notices, entering privacy preferences, managing updates in organisa-
tions’ privacy notices and keeping a general overview over which organisation is
processing their personal data for which specific purposes, in addition to being
inclined to exercise their rights as data subjects or to turn to the competent data
protection authority.5

The potential of the automated decision-making rules is limited, as they only
apply when a decision has legal effect or when individuals are similarly significantly
affected by the decision. Second, the decision must be fully automated, i.e. no

37Qostveen (2016).

3 Acquisti (2010); Irion / Luchetta (2013), 35 et seq.
¥ See for example Barocas / Nissenbaum (2014), 2.
®0Bygrave / Schartum (2009), 160.

oI Acquisti (2010); Irion / Luchetta (2013), 36 et seq.
©2Tene / Polonetsky (2013), 67; Rouvroy (2016), 23.
9 Solove (2013).
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human may have played a part in the decision-making process for Article 22 to
apply. This means that in practice people’s lives may be governed by small and
seemingly insignificant algorithmic decision-making, which would, as explained in
Sect. 2.2, interfere with personal autonomy, without possible recourse on the basis
of Article 22 GDPR. Also, when substantial decisions are based on big data analysis
but not applied through automated means, as would be the case when someone is
fired on the basis of big data,* Article 22 provides no recourse. In the bleakest sce-
nario, the definition of ‘profiling” of Article 4(4) GDPR creates another obstacle for
the application of Article 22 in the context of big data. Part of the profiling definition
is “the use of personal data to evaluate certain personal aspects relating to a natu-
ral person”. And as explained above, the data in the analysis phase often does not
qualify as personal data. Thus, if the definition of profiling given in Article 4(4)
were interpreted narrowly, most big data applications would be beyond the scope of
Article 22 per se.

It appears to us that the key principles and procedural rights of individuals, which
have undergirded EU data protection law since its inception, are more potent to
mitigate the long-term risks of big data and algorithmic decision-making than are
the specialised provisions on automated decision-making and profiling in the
GDPR. The reason is that key principles and procedural rights of individuals are
generic, whereas the special rules may not meet big data practice.

5 Conclusion

Where personal data processing is concerned, the discussion of fundamental rights
protection often centres on privacy and data protection. After all, these fundamental
rights have the most direct connection to the data processing in practice, and the
ways in which data processing interferes with these rights are generally quite visi-
ble. However, new technologies and data processing applications can affect a range
of individual fundamental rights and freedoms, which can subsequently have long-
term effects on people’s lives.

The protection of privacy and personal data processing with a view to its enabling
function for other individual fundamental rights and freedoms has been ingrained in
constitutional law in Europe for years, yet this link has not received much attention
in the European legal discourse. We deem that this enabling function of privacy and
data protection should gain more attention, because of how new data processing
developments such as big data and algorithmic decision-making can interfere with
individual fundamental rights and freedoms other than privacy and data protection,
and the lasting effect this can have on individuals’ chances and future. Understood
as an enabling right, the architecture of EU data protection law is capable of serving
as a proxy for the protection of other individual fundamental rights and freedoms,
especially where it provides for appropriate default situations for the handling of

#0’Neil (2016), 3-11.
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personal data, such as requiring a legal basis and a specific purpose or granting
rights to data subjects. The new GDPR certainly strengthens aspects of this core
architecture by requiring more accountability as regards compliance with personal
data protection standards.

Ironically, certain regulatory innovations introduced by the GDPR to cope with
technological advancement and the data-driven economy appear less capable than
traditional data protection principles of yielding broad protection for individuals’
fundamental rights and freedoms. This chapter has discussed the provisions on
automated individual decision-making and profiling, the requirements of which are
too narrowly circumscribed to meet the state-of-the-art big data applications.
Requiring personal data as an input limits the application of these specific provi-
sions even though automated-decisions are made and individual profiles are created.
It seems that the GDPR’s specific innovations may not yield as much of an enabling
function as the general data protection principles achieve anyhow.

In general, an enabling effect emanates from the GDPR, for example through the
control that is bestowed upon individuals with respect to their personal data, and
through special protection for sensitive data. However, in practice these effects may
be undermined by context-specific barriers. In addition to the examples given above,
such as the Herculean task of personal online privacy management,® it remains to
be seen how the GDPR’s standards will work in practice. There is always the risk
that the envisaged active protection of individual’s rights and freedoms under the
law will turn into ‘box-checking’ and hiding behind formalities in practice.®
Moreover, data protection authorities’ capacities and power to monitor the whole
digital personal data processing ecosystem should not be overestimated. Too much
optimism in this area equals a lack of attention for the lacunae in the framework of
protection of individual rights and freedoms.

In sum, even with privacy and data protection having their stand-alone value and
their function as enabling rights, it is time to review possible alternative approaches
to the effects of processing personal data. From the perspective of individual rights
and freedoms, it is worthwhile to explore how other (legal) approaches can comple-
ment privacy and data protection in their protection of individual rights and free-
doms in the context of personal data processing. Regulating data processing
neutralises part of the negative effects that data processing can have on individual
fundamental rights and freedoms, but with respect to the long-term effects on indi-
viduals’ lives, it is simply not enough.

% Solove (2013).

%As an example, see how privacy policies are currently often used: they are long, complicated,
vague, and almost incomprehensible texts, that seem to be written with compliance and liability in
mind, instead of with the aim to provide clear information to data subjects; see Cate / Mayer-
Schonberger (2013), 68.
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1 Introduction

The protection of data that relates to an identifiable natural person (hereafter: per-
sonal data) has become a battlefield! between data protection authorities, attempting
to safeguard the constitutionally guaranteed right to informational self-determination,
and private companies such as Alphabet and Facebook, which provide their services
in exchange for access to personal data and subsequently exploit such data. Besides
being used to tailor advertising, access to personal data is increasingly granted as
counter-performance (consideration) under contracts for the provision of digital
content? and in exchange for personalised services. Consequently, the collecting and
processing of personal data has become a focal point of the digital economy and the
EU’s regulatory agenda.’

Although the focus of the conference at the Max Planck Institute for Innovation
and Competition was rightly on current legal issues that arise in the context of com-
petition, consumer protection and IP law, it is worthwhile to reconsider the funda-
mentals on which legal protection of personal data is based.

The idea of protecting privacy through law is a concept that originated in the
development of individualism in the nineteenth century (Sect. 2); analysis shows
that the evolution of the legal protection of personal data under German law was
primarily based on a hierarchical concept aimed at protection of individuals from
government (Sect. 3). However, when the fundamentals of the law on the protection
of personal data were established, the traditional distinction between public and
private law was challenged, leading to a unitary regulatory approach, irrespective of
whether a data controller is a public agency or a private enterprise (Sect. 4). The
underlying principle, to prohibit the processing of personal data unless consent or a
statutory permission allows otherwise, is legitimate as far as vertical relationships
between citizens and administrative institutions are concerned. However, such a
restrictive legal concept of data protection appears increasingly ill-equipped to reg-
ulate horizontal data transactions. This article will not suggest an elaborate alterna-
tive concept of data protection for the private sector. However, it will conclude with
a short reassessment of the most radical reformist idea, the introduction of a “right
to one’s data” (Sect. 5).

'On Hamburg’s data protection officer’s prohibition of a synchronisation of data between Facebook
and WhatsApp: Hamburg Data Protection Officer, Press Release, 27 September 2016. However,
just before 25 May 2018 (start of applicability of the European GDPR) Facebook merged the per-
sonal data of its Facebook users with the personal data of its Whatsapp users.

2Art. 3 (1) of the Proposal of the Commission for a Directive on certain aspects concerning con-
tracts for the supply of digital content, COM/2015/0634 final — 2015/0287 (COD); Langhanke /
Schmidt-Kessel (2015), 221.

*Digital Single Market Strategy adopted by the Commission on 6 May 2015, COM (2015), 192
final.
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2 Individualism and Privacy: Protection Against the Press

The general idea of privacy is not an innovation of the eighteenth or nineteenth
century. However, the concept of a legal protection of privacy is a child of industri-
alisation, having developed in response to its fundamental impact on the develop-
ment of large cities and the development of an urban bourgeoisie from which
modern individualism originates.* Monarchs and nobility had the lése-majesté to
defend their honour. The urban bourgeoisie, in contrast, had much weaker instru-
ments available to counter the growing reach and influence of the press arising from
the rights to free speech and the rapid technical advance that enabled reproduction
of text and pictures.’ Reactions varied according to different legal traditions.® While
in the US these developments were countered with the concept of a “right to pri-
vacy” (Sect. 2.1), German law protected individuality through Personlichkeitsrechte
(personality rights) (Sect. 2.2).

2.1 The Right to Privacy

Daily gossip became a business model when newspapers delivered to the urban
households superseded the chatter previously voiced in the market-place of agrarian
villages. Cities, with their offer of anonymity and consequent decrease in social
control,” enabled the concealment of personal vices. However, as concealment is no
cure for curiosity, it merely increased the prices paid for gossip, thus providing busi-
ness incentives to peek into other peoples’ lives and sell the obtained information.

The lawyer Samuel Warren, himself a Boston celebrity, had learned from first-
hand experience that mere ownership of tangibles such as land, bricks and fences—
or short: bricks and mortar—could no longer sustain a self-determined private life.®
To counter the emerging “rainbow press”, Warren and his colleague Louis Brandeis
argued in favour of a right to be let alone,’ thus hoping to avoid that “what is whis-
pered in the closet shall be proclaimed from the rooftops”!°:

The intensity and complexity of life, attendant upon advancing civilization, have rendered
necessary some retreat from the world, and man, under the refining influence of culture, has
become more sensitive to publicity, so that solitude and privacy have become more essen-
tial to the individual; but modern enterprise and invention have, through invasions upon his

#Mallmann (1977), 16 et seq., 32; Posner (1978), 20; Shils (1966), 292; Westin (1968), 22 et seq.
SGotting (2008), sec. 2, marginal No. 1 et seq., 16.

°For a comparison, see Gotting (2008), Part 10.

"Mallmann (1977), 19.

$See Glancy (1979), 6; Mason (1946), 70; Bloustein (1964), 966.

°The term was coined by Cooley (1879), 29.

1Warren / Brandeis (1890), 195.
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privacy, subjected him to mental pain and distress, far greater that could be inflicted by mere
bodily injury.!!

Following “The Right to Privacy”—arguably one of the most influential articles
written in an American law journal'>—American courts gradually accepted intru-
sion, public disclosure, false light and appropriation as sub-categories of privacy
protection.'* While US privacy law predominantly aims to increase individual free-
dom including the commercialisation of personal facts (right to publicity), German
privacy law, by contrast, is strongly focused on the protection of human dignity.*

2.2 Personality Rights

Not only for the living, even for the (famous) deceased, “retreat from the world”
was compromised by modern enterprise and invention. In 1898 the German
Reichsgericht (Imperial Supreme Court) granted protection against two photogra-
phers who had broken into the room in which the corpse of the former Imperial
Chancellor Otto von Bismarck was laid out, taken pictures and sold them to the
press. In contrast to French courts, which—in a similar case—could grant protec-
tion against the infringement of a person’s honour based on Art. 1382 Code Civil,"
Prussian law provided no such general clause.'® Instead, the Reichsgericht argued
that it impeded the natiirliches Rechtsgefiihl (‘“natural sense of justice”), if the pho-
tographers were entitled to keep the pictures which they had gained through an
illegal act.!” The claim was not granted on rights on protection of a person’s honour
nor on a concept of privacy but on the infringement of the domestic authority
(unlawful trespass), thus drawing it near to property law.!'3

The decision shows that German judges educated in the tradition of Roman law
and strict legal positivism were—in contrast to their US counterparts—reluctant to
accept any right that could not be derived from a formal Act. Despite strong aca-
demic support for personality rights,'® such protection was only granted indirectly

"Warren / Brandeis (1890), 196 (emphasis added).

12Prosser (1960), 383; McCarthy (2008), § 1:14.

B3 Prosser (1960), 389 et seq.; McCarthy (2008), § 1:19-24.

“Whitman (2004), 1151 et seq.; Wittmann (2014), 50 et seq. and 329 et seq.

5Tribunal de la Seine 16 June 1858, Dalloz Jurisprudence Général 1854.3.62 cited by Coing
(1988), 77.

1°Tn contrast to the law of other continental European countries, the German legislature classified
the protection of a person’s honour as an objective of criminal law: Gotting (2008), sec. 2, marginal
No. 2 et seq.

7RG, 28 December 1899 — VI 259/99, RGZ 45, 170 (173).

18 For criticism of such reasoning: Kohler (1900), 208 et seq.

1 Gierke (1895), 703 et seq.; Gareis (1902), 412 et seq.; Kohler (1880), 129 et seq.; for a summary:
Dolemeyer / Klippel (1991), 220.
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in cases of criminal offences or infringement of property rights.?> However, when
sec. 22 of the German Act on the Protection of the Copyright in Works of Art and
Photographs (KUG) introduced ““a right to one’s image” in 1907, it did not resort to
such reasoning. Instead, sec. 22 KUG was predominantly justified as an instrument
to protect the personality of the pictured person and therefore stipulated a direct
legal reaction to the challenges faced by individualism due to means of reproduction
such as cameras becoming cheaper and smaller.?!

Even though the Reichsgericht refrained from explicitly accepting other catego-
ries of personality rights, it began to grant protection based on general tort law, a
very broad interpretation of sec. 22 KUG and copyright law.?> Starting with the
Leserbrief judgment of the German Federal Supreme Court (Bundesgerichtshof—
BGH) in 1954% the protection of personality rights was slowly but steadily
expanded.”

3 Dictatorship, Census and Eavesdropping: Protection
Against Government

As shown, the first legal concepts of personality rights date back to the nineteenth
century and concerned protection against a disclosure of personal facts through the
press.? It was only in the second half of the twentieth century that the processing of
information about humans by administrative institutions raised the interest of legal
scholars.?

Both the first German State Act on the Protection of Personal Data in 1970
(HessDPA) and the first Federal Act on the Protection of Personal Data in 1977 pri-
marily regulated the protection of personal data in relation to governmental authori-
ties (Sect. 3.1). It was not until the 1980s that the law on the protection of personal
data became a topic of general public debate. As a result of the protests against the Act
of Census, the German Federal Constitutional Court (Bundesverfassungsgericht—
BVerfG) interpreted the Grundgesetz (German Basic Law) to contain a right to infor-
mational self-determination, thus providing for a constitutional warranty that limits
governmental curiosity (Sect. 3.2). Since then, the fundamental right to informational

20Kohler (1903), 32; also cited by Gétting (1995), 18.

210On the history of the right to one’s image: Gotting (1995), 12 et seq.

2RGZ 69, 401 — Nietzsche-Briefe.

ZBGHZ 13, 334 = BGH NJW 1904, 1404 — Leserbrief.

2BGH GRUR 1956, 427 — Paul Dahlke; BGHZ 26, 349 = BGH NJW 1958, 827 — Herrenreiter,
BGH GRUR 1965, 254 — Soraya; for an overview see: Gotting (2008), sec. 2, marginal No. 15
et seq.

% For earlier notions of privacy see: Solove (2006), I-4 et seq.

2*However, Robert von Mohl und Lorenz von Stein discussed options to restrict government from
collecting data in the 19" century; see Geiger (1994), 662.
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self-determination has proven to be a dynamic concept able to tackle new technologi-
cal and political challenges (Sect. 3.3).

3.1 Oppressive Government and Technological Advance

As with other German success stories, the pride that emanates from the fact that in
1970 the German State of Hesse enacted the world’s first Act*’ on the protection of
personal data® risks eclipsing® the fact that the Act stems from the experience of a
burnt child dreading the fire. German laws on the protection of personal data feed
from the same bitter source as the allgemeine Personlichkeitsrecht (general person-
ality right) protected under Art. 2(1) and Art. 1(1) German Basic Law. The city of
Frankfurt at the centre of the State of Hesse had been at the heart of what retrospec-
tively became known as the “Generation of 1968, the post-World War II generation
that—irrespective of its ambivalent political consequences—can claim to have initi-
ated a process of coming to terms with Germany’s oppressive National-Socialist
past.*®

This process and the general public debate had a strong impact on the prepara-
tory works that eventually led to the first Federal Act on Protection of Personal Data
(FDPA) in 1977. A preparatory report on the “Fundamentals of Data Protection”
mandated by the Federal Ministry for the Interior is written in plain scientific lan-
guage. However, it uses an example that leaves no ambiguity as regards potential
dangers of extensive data collection by government (“Mr. Hans Miiller, a Jew”).?!

Although Germany between 1933 and 1945 can on no account be compared to
McCarthyism in the 1950s, American academics have identified the oppressive
practices conducted by Senator Joseph McCarthy, assisted by the FBI’s John Edgar
Hoover, as an important experience that facilitated the legal protection of privacy
and personal data in the US.*> The examples of Germany and the US demonstrate
that early regulation on data protection was not merely a reaction to technological
advance, but was initiated as a response to negative experiences of governmental
abuse of personal data, too.

7Simitis (2014), Introduction, marginal No. 82. For early regulation of aspects of privacy in the
USA: Fair Credit Reporting Act (1970), 15 U.S.C. § 1681; Federal Privacy Act (1974), 5 U.S.C. §
552; Buchner (2006), 6 et seq.

2 Hess. Datenschutzgesetz, 7 October 1970, GVBI. II 1970, 300-10, 621.

2 According to Hesse’s Prime Minister, the Act was additionally triggered by the implementation
of new IT systems: Osswald, cited by “Der Spiegel” 20/1971, 10 May 1971, 88.

3 Creating the new word Vergangenheitsbewciltigung, which — like zeitgeist — has no equivalent in
other languages.

3! Steinmiiller / Lutterbeck / Malmann / Harbort / Kolb / Schneider (1971), 55 et seq.

32See Solove (2006), I-20. Pointing out the role of former soldiers and CIA agents who found
employment as FBI agents or private detectives: Shils (1966), 297.
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3.2 Curious Government and Technological Advance

It remains open to debate whether Joseph and Mary travelled form Nazareth to
Bethlehem in O—or more likely 4 B.C.—because they were honest and law-abiding
people, feared strict legal enforcement or were hoping for a tax relief.** As Luke*
informs us, the reason for their burdensome journey was a general census ordered
by Caesar Augustus.® When in 1982 the German Parliament passed the
Volkszihlungsgesetz (Act on Census)* unanimously, it was—on the face of it—Iless
burdensome, as it forced no German citizen to travel to his place of birth for regis-
tration. However, the Act provided government with an extensive legal basis to col-
lect and process personal data for statistical reasons. It led to widespread civil
opposition.’’

On 15 December 1983—shortly before the year in which Orwell’s prescient
“1984” was set—the BVerfG held the Volkszihlungsgesetz to be void insofar as it
allowed the government to collect and process data beyond the means required for
a census.*® In its seminal judgment,® the Court interpreted the general personality
right guaranteed under Art. 2(1), Art. 1(1) of the German Basic Law to contain a
right to informational self-determination. According to the judges, modern tech-
niques of automatic data processing had fundamentally altered the importance of
personal data, leading to the insight that “insofar, no trivial data exists™*° and there-
fore the right to determine who collects and uses personal data has to rest with each
natural person. To safeguard the right to informational self-determination the
BVerfG required the legislature to implement procedural and organisational mea-
sures to prevent abuse of personal data.*?

31In ancient times census was often used to increase tax revenues or allow a head count as prepara-
tion for war.

#Luke 2:1-5.

3The historic relationship between data and census becomes obvious when one considers the
name of the Old Testament Book of Numbers (lat. liber numeri), which refers to two censuses that
are described in the fourth book of Moses.

3 Gesetz iiber eine Volks-, Berufs-, Wohnungs- und Arbeitsstittenzéhlung (Volkszdhlungsgesetz)
of 25 March 1982 (BGBI1 I, 369).

37 Simitis (1984), 398; Gola (1984), 1155.

¥BVerfGE 65, 1 = NJW 1984, 419 — Volksziihlung; for an earlier decision on the limits on govern-
mental data collection: BVerfGE 27, 1 (7) — Microzensus.

¥ Describing it as the “Magna Charta” of German data protection law: Hoffmann-Riem (1998),
515.

“OBVerfGE 65, 1 (45) — Volkszihlung: (“insoweit [...] gibt es kein ‘belangloses’ Datum mehr”).
“BVerfGE 65, 1 (43) — Volksziihlung.

“The required measures included a duty to inform the data subject, explain the mode of data pro-
cessing and eventually delete the personal data: BVerfGE 65, 1 (48 et seq.) — Volkszdhlung.
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3.3 Disproportionate Balancing of Freedom and Security

Starting with its judgment on the Act on Census the BVerfG carefully developed
further means of protecting individuals against intrusions of government. The court
was able to reinforce the right to informational self-determination to the benefit of a
person who was a guest of an alleged criminal and therefore became a target of
eavesdropping.** Furthermore, the BVerfG prohibited governmental agencies from
secretly implementing spying software unless they could prove that a superior pub-
lic interest was seriously endangered and a court order permitted such surveillance.
Interpreting the general personality right to guarantee a right to confidentiality and
integrity of information-technological systems (‘“Recht auf Gewéhrleistung der
Vertraulichkeit und Integritit informationstechnischer Systeme™),* the judges
showed their willingness to counter tendencies of the government to concede civil
liberties in a fight against terrorism and crime.*

4 Scoring and Ubiquitous Computing: Protection
Against Enterprises

The German legislative decision to regulate the collection and processing of per-
sonal data in a single Act, irrespective of whether the controller is an administrative
institution or a private enterprise, was based on the assumption that the traditional
distinction between public and private spheres should be abandoned (Sect. 4.1).
However, such a unitary approach can—if at all—only be justified as a method of
redistribution or to protect an allegedly weaker party (Sect. 4.2).

4.1 Blurring the Line Between Public and Private Spheres

The BVerfG’s judgment on the Act of Census concerned the relationship between
citizens and government and provided no indication that its reasoning should impact
the private sector.*® However, the Court’s conclusion that “no trivial data exists”

“BVerfGE 109, 279 = NJW 2004, 999 — Lauschangriff.

“BVerfGE 120, 274 = NJW 2008, 822 — Online Durchsuchung.

“BVerfGE 130, 151 = NJW 2012, 1419 — Telekommunikationsdaten; BVerfGE 133, 277 = NJW
2013, 1499 — Antiterrordatei; see: di Fabio (2008), 424 et seq.

46 Arguably, the introduction leading to the definition of the right to informational self-determina-
tion mentions a general “social environment” and contains no direct restriction to public data
controllers, BVerfGE 65, 1 (26) — Volkszdhlung. Parts 3 and 4 of the FDPA (1977) included regula-
tion for “Non-Public Data Controllers”.
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invited data protection authorities and their representatives to suggest an application
of the right to informational self-determination in the area of private law, too.*

Admittedly, such a unitary approach had already been adopted in the FDPA
(1977), and it reflected the regulatory zeitgeist. The decade preceding the Court’s
judgment can be characterised as a transformational period. Social benefits and gov-
ernmental schemes were extended and the idea of promoting social participation
and personal development gained strong political support.*® The reasoning of the
BVerfGin 1983 seems to have strongly relied on the 1971 report on the “Fundamentals
of Data Protection” commissioned by the Ministry of the Interior.* This report was
heavily inspired by social concepts of Niklas Luhmann and of the Frankfurt School
of Sociology, in particularly those of Jiirgen Habermas.*

While sociology might be descriptive as regards social realities, and is therefore
a valuable auxiliary tool in the process of decision-making, it cannot substitute nor-
mative decisions.’! Retrospectively, the aforementioned report seems to lack a clear
distinction between descriptive social analysis and normative demands for regula-
tion. The report’s authors claim, as one of their key findings, that the traditional
separation of public and private spheres should no longer serve as a starting point
for regulation.>® Although the report continued to distinguish between public and
non-public data controllers for reasons of readability, it did not analyse in detail
whether or not the same regulation was justified in the private sector.>® Instead, the
authors were convinced that the “right to self-determination as regards individual
information”* was protected under German Basic Law and should be applicable in
relation to private data controllers, t00.%

47 Against the application in the private sector: Zollner (1985), 3; Meister (1986), 173; Baumann
(1986), 1; Ehmann (1988), 301; Wente (1984), 1447.

“From 1969 to 1982 so-called social-liberal coalitions led by the social democrats Willy Brandt
and Helmut Schmidt governed the Federal Republic of Germany.

“Notably, the term right to informational self-determination is very similar to the report’s word-
ing: “right to self-determination as regards individual information” (“Recht auf Selbstbestimmung
iber Individualinformationen”), Steinmiiller / Lutterbeck / Malmann / Harbort / Kolb /Schneider
(1971), 93.

0Habermas (1962); Luhmann (1965) and (1966).

S Therefore reluctant to derive any direct legal implications from her “Privacy as Contextual
Integrity”: Nissenbaum (2004), 119 and 136. Probably with the aim to directly derive regulatory
interventions from such social analysis: Pohle (2016) 620 et seq.

2“Der Dualismus Staat — Gesellschaft wird den Problemen unserer Zeit nicht mehr gerecht.
Vielmehr sind beide Bereiche untrennbar zu einem Gemeinwesen verschmolzen [...]”, (“The dual-
ism of state — society cannot cope with the challenges of our time. In contrast, both sectors have
inseparably been melted into one commonwealth’), Steinmiiller / Lutterbeck / Malmann / Harbort
/ Kolb / Schneider (1971), 35.

3 Research on the US concept of a right to privacy was mentioned, but rejected as “only of limited
use” to the German discussion due to its focus on civil law (“fiir die deutsche Diskussion nur bed-
ingt verwendbar wegen des starken zivilistischen Ansatzes”), Steinmiiller / Lutterbeck / Malmann
/ Harbort / Kolb / Schneider (1971), 37.

*#1bid., 93.

>1bid., 41 and 137 et seq., citing Nipperdey (1962), 17 and Leisner (1960).
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This dissolving of the public and private spheres led to the implementation of a
principle of constitutional law in the field of private law.® The general prohibition
of processing personal data unless consent or statutory permission allows otherwise
(Verbot mit Erlaubnisvorbehalt) corresponds to the constitutional requirement of a
specific enactment of government for each restriction of fundamental rights
(Gesetzesvorbehalt). Such a concept that is based on fundamental rights and which
prohibits the processing of personal data might be justified in relation to govern-
mental data controllers.’’” However, this applicability of fundamental rights was
extended to private law, became accepted as a general rule of German data protec-
tion law’® and was subsequently introduced as European law for the protection of
personal data. It has thus become the gold standard of European data protection
law.%

When it was introduced for the first time, this concept contained a major disad-
vantage: the use of personal data either required the consent of the data subject or a
statutory permission. As consent had to be given as a separate declaration in
writing,% it was so burdensome that the relevance of statutory permissions increased.
Consequently, the FDPA had to be amended every time a new technology was
developed. Therefore each reform of the FDPA provided for additional justifications
as regards transactions with private data controllers.®’ Due to failure to keep pace
with technological advance, Parliament eventually decided to introduce general
clauses that could justify the use of personal data, while requiring the data controller
to take the data subject’s interests into consideration. Although such general clauses
might facilitate flexibility, they turned the Act into a complex and almost indeci-
pherable body of law, thus increasing legal uncertainty.®* As a consequence private
data controllers—just like administrative institutions—have to balance their own
interests against those of the data subject,®> a Herculean and almost schizophrenic
task, especially for start-ups and their legal counsel.®

% As expressed by Walter Schmidt (1974), 247: “Insofern ist das zwingende Privatrecht heute
nichts anders als konkretisiertes Verfassungsrecht” (“Insofar the compulsory parts of private law
are nothing other than substantiated constitutional law”).

S"The 1971 report justifies its unitary approach towards administrative institutions and private busi-
ness with the potential “social super power” of private companies Steinmiiller / Lutterbeck /
Malmann / Harbort / Kolb / Schneider (1971), 138; citing Miiller (1964), 161. See also: Schmidt
(1974), 247: “Das alles lauft darauf hinaus, den Vorbehalt des Gesetzes aus Griinden des verfas-
sungsrechtlichen Personlichkeitsschutzes ins Privatrecht auszudehnen”.

% Sec. 4(1) FDPA (1990), BGBI. Teil I, 2924.

*Formerly Art. 7 of the EU Data Protection Directive (95/46/EG) and currently Art. 6(1) European
General Data Protection Regulation, (EU) 2016/679.

®Sec. 3 No. 2 FDPA (1977).

oI Simitis (2014), marginal No. 92 (“Regelungskonzept fehlte™).

©20On the advantages and disadvantages of general clauses: Ohly (1997); disappointed as regards
the general clauses: Simitis (2014), Introduction, marginal No. 141.

% See Art. 6(1) lit.f GDPR.

% For similar criticism as regards the right to one’s image: Canaris (1989), 169; Helle (1991), 27.
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In a nutshell: the German legislature® had failed to overcome the uniform regula-
tory approach taken in the 1970s even though its underlying principle of direct appli-
cability of fundamental rights to the private sector was abandoned decades ago.®®
Attempts to clearly divide public and private social spheres have become very diffi-
cult.” However, for the time being the separation of private and public law remains
an essential approach to leave private companies sufficient space for innovation.®

4.2 Efficient Markets and Redistributive Effects of Data
Protection

In his economic analysis of privacy, Richard Posner explained how a strong legal
protection towards privacy might cause (negative) economic effects on the markets
for labour and credits.®® According to Posner it was likely that the beneficiaries of
privacy legislation were primarily people with more arrests or criminal convictions,
or poorer credit records, than the average person. Finding a relation between bad
scores and ethnicity, Posner came to the conclusion that “[if] employers and credi-
tors are unable to use these criteria to sift out poor employment risks or poor credit
risks, respectively, a redistribution of wealth from whites to members of these racial
and ethnic groups may result.””

Irrespective of whether Posner’s example and wording is a good choice or not,
the actual potential redistributive effects of data protection law can hardly be
denied.”! When the BGH"® in 1978 accepted a legitimate interest of creditors to
include so-called “Schufa clauses” in credit agreements, these potential redistributive

%The first EU Directive on the protection of individuals with regard to the processing of personal
data and on the free movement of such data (95/46/EC) was based on a unitary regulatory approach
to constitute a European internal market for information; Simitis (2014), Introduction, marginal
No. 203 et seq.

®Rejecting the direct application of fundamental rights in private sector transactions: Canaris
(1984), 203; di Fabio (2001), Art. 2, marginal No. 189 et seq.; Wente (1984), 1446; for a direct
application: Hager (1994), 382.

9 Geuss (2003); Heller (2011); Pohle (2015). Defending the uniform approach as a revolutionary
step: Pohle (2016), 618.

®Favouring a strict separation between data protection against government and against enter-
prises: Zollner (1985), 3; Meister (1986), 173. Criticism of legal methodology should not be mis-
interpreted as a demand for substantial deregulation as regards private data controllers.

“Posner (1981), 405 on the labour market: “To the extent that the employee is deficient in one or
more of these characteristics, he has an incentive — strictly analogous to the incentive of a seller of
goods to conceal product defects — to conceal these deficiencies. That is, he has an incentive to
invoke a ‘right of privacy’ if the employer tries to ‘pry’ into his private life”.

Posner (1981), 407.

"Jentzsch (2003); Kim / Wagman (2015), 22.

BGH, 20 June 1978, NJW 1978, 2151 (2152).
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effects of data protection were not considered.” The judges accepted the advantages
of an institutionalised exchange of personal data on the likely ability and willing-
ness of potential debtors to repay.”™ “Schufa” is the acronym for “Schutzgemeinschaft
fiir allgemeine Kreditsicherung”, a central credit protection agency founded in 1927
with the aim of improving the evaluation of potential credit defaults.

However, a few years later the court restrained banks and financial institutions
from using general terms and conditions in their contracts that allowed for an exten-
sive collection of data and its subsequent transmission to Schufa.” According to the
BGH' such clauses infringed the statutory duty to balance the interests of creditors,
the general public and data subjects prior to each transmission of personal data.”” In
1997 Schufa introduced an extensive scoring system to calculate the probability that
a debtor would pay all instalments. Based on facts such as debtor’s general payment
history, income or area of residence, Schufa arrived at an individual score of credit-
worthiness for almost all German citizens. Although lawyers argued that Schufa
scores merely constituted forecasts based on experience with similar debtors and
therefore constituted no personal data,”® Schufa was and still is criticised for operat-
ing an opaque system that has a fundamental impact on a person’s ability to access
credit.”

Responding to demand by data protection authorities, the German Parliament
subsequently established some legal conditions for scorings. According to sec. 28b
FDPA (2009)*—currently sec. 31 FDPA (2018)—a decision on whether or not to
conclude, perform or terminate a contract can be based on such a score as long as
the latter is the result of scientific statistical methods.®' However, it prohibits any
score that is solely based on the postal addresses of data subjects. If residential
addresses are—among other data—used for such scoring, data subjects have to be
informed in advance and that notice has to be kept on record. Further, their interests

Nor did the ECJ consider consumer welfare in: ECJ, Asnef-Equifax, C-238/05,
ECLILEU:C:2006:734.

" According to the reasoning of the BGH, Schufa led to improved efficiency and increased secu-
rity, thus enabling the German credit market to function without major risks. Consequently, the
Schufa system was held to facilitate less bureaucratic and unobstructed transaction of credit agree-
ments at lower interest rates.

3On these practices: Kloepfer / Kutzschbach (1998), 650.

*BGH, 7 July 1983, NJW 1984, 436 (437); see also: BGH, 19 September 1985, NJW 1986, 46;
BGH, 17 December 1985, NJW 1986, 2505.

77Sec. 24 (1) FDPA (1977).

78Kamlah (legal counsel of Schufa) (1999), 400; Wuermeling (2002), 35009.

Petri (2003), 235; Kamp / Weichert (2005), 131; Korczak / Wilken (2008), 7.

9BGBI. I, 2254.

81 Art. 22 (2) lit.b GDPR and sec. 31 (1) No.2 FDPA (2018); formerly sec. 28b No.1 FDPA (2009).
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are taken account of through a right to obtain information about one’s individual
credit score®? and a right to correction® and deletion.®

While these safeguards help to formally provide data subjects with a minimum
degree of control,® the practical exercise of such rights shows a different picture.
Requiring information or insisting on the deletion of an (incorrect) score may lead
to financial disadvantages, as any behaviour that deviates from the average potential
borrower will create opportunity costs, reducing the likelihood of a bank to con-
clude a credit contract with such a troublemaker, and so refraining from the exercise
of one’s rights might be the rational choice of credit seekers (rational apathy).%
Consequently, even fierce critics of the current laws on data protection accept that
the processing of personal data by banks, credit reporting agencies and insurance
companies requires strict regulation.®’

5 From Consent to Property: Taboo or Solution?

The evolution of the protection of personal data shows that the current legal frame-
work is generally based on a hierarchical perspective between data subjects and data
controllers. As the social and economic impact of information technologies
increases, so too does the criticism of the current paradigms of German and
European data protection law.® It might be justified to strictly limit governmental
authorities from processing personal data according to the right to informational
self-determination. Private law, by contrast, is—at the outset—based on the princi-
ple of autonomy, thus stressing the liberty to act freely according to one’s will. If
viewed from a private law perspective, a regulatory approach that is based on a
prohibition of processing personal data raises scepticism. Admittedly, empirical
behavioural research on the privacy paradoxon provokes serious doubts as regards
the ability of average consumers to rationally consent to the processing of their
personal data (Sect. 5.1). While demand for stricter regulation of private data
controllers is an intuitive reaction to such behavioural biases, emancipating a right
to one’s data from the data subject may provide an alternative (Sect. 5.2).

82Art. 15 (1) lit.h GDPR; formerly sec. 34(2) FDPA (2009).

8 Art. 16 GDPR; formerly sec. 35(1) FDPA (2009).

8 Art. 17 (1), (2) GDPR and sec. 31 FDPA (2018); formerly sec. 35(2) FDPA (2009).

$Requiring provision of unambiguous information to data subjects as regards the conditions
required before a negative report is transmitted to Schufa: BGH, 19 March 2015, NJW 2015,
3508 — Schufa-Hinweis.

% On the de facto compulsion to accept Schufa clauses: Buchner (2006), 117 et seq.

87Bull (2015), 41 et seq.

8 Bull (2015), 55/71; (2006) 1817; Hirting (2015), 3284; Hérting / Schneider (2011), 63; Schneider
(2014), 225.
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5.1 Autonomous Consent in a World of Information
Asymmetries

Information on the functioning of cookies, digital fingerprints and other methods of
tracking is easily accessible. Nevertheless, even basic understanding of the process-
ing of personal data and the scope of given consent remains a black box for digital
natives and non-natives alike.® As knowledge of the business models of interna-
tional data intermediaries® grows, data subjects are realising to an increasing extent
that digitisation does not run counter to the old adage that there is “no such thing as
a free lunch”. However, many consumers find it difficult to resist the temptations of
immediate (digital) gratification.

Various information asymmetries and biases have already been analysed by
means of behavioural economics.”’ Empirical research has raised doubts whether
the ticking of a box under a lengthy “declaration on data protection” comes close to
anything worth being interpreted as an informed and conscious consent.”? Thus,
consent given prior to accessing a website or downloading an app seems to resemble
transactions between explorer and native in the sixteenth century rather than an
enlightened declaration of long-term intent. Taken to the extreme: access to per-
sonal data, the “gold of the 21st century”, is occasionally traded for sparkling glass
beads such as the “unsiglich kleinen Miinze der gegenwirtigen Techno-Musik”
(“outrageously small change of current techno-music”).%

It remains difficult to derive any immediate policy recommendation from behav-
ioural research.®* Acting on the assumption that behavioural biases cannot be over-
come by average data subjects, current regulatory approaches rely on concepts of
(liberal) paternalism® such as information disclosure, restrictive rules on the trans-
fer of sensitive data and collective means of enforcement, including a right for con-
sumer protection associations to sue.”® Future options range from raising the
requirements for valid consent to excluding consent to certain business models. It
does not take any power of clairvoyance to predict that the more complex the regu-
lation concerning the collection and processing of personal data becomes,” the

% McDonald / Cranor (2010); Acquisti / Taylor / Wagman (2016).

“Evans / Schmalensee (2007), 151; Rochet / Tirole (2006), 645; Cennano / Santal6 (2013); Korber
(2016), 303 and 348.

' Preibusch / Kiibler / Beresford (2012), 33. For an overview: Kokolakis (2016); Hermstriiwer
(2016), 316 et seq.

“Hoeren (2011), 145.

%1n reference to Rehbinder / Peukert (2015), marginal No. 271, who use this phrase with regard to
the level of creativity required in copyright law (translation by author).

% Acquisti / Taylor / Wagman (2016); Kerber (2016a), 646.
%3 Sunstein / Thaler (2009), 4 et seq.
%Sec. 2(2) No.11 UKlaG; Art. 76(1) GDPR.

“"The GDPR includes dozens of opening clauses thus enabling EU Member States to maintain or
introduce national laws on data protection, see: Kiihling / Martini (2016), 448 et seq.
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more likely an industry-driven reduction of the level of protection becomes, and the
louder the demand to establish a right to one’s data will be expressed.”

5.2 Towards a Property Right in Personal Data?

Economists teach us that according to the efficient-market hypothesis, markets will
allocate most resources to that position in which they can be used most efficiently.”
Therefore, under perfect market conditions without information asymmetries,
assigning resources through law will merely have an impact on the transaction
costs, the time required for such allocation and—most important—the decision of
who receives a chance to benefit from that allocation. Thus, from a theoretical eco-
nomic perspective, property rights are primarily a method of originally assigning
resources to individuals before the market mechanism starts to reallocate.

Despite reluctance among legal scholars to treat personal data as any other
resource and leave its allocation entirely to market mechanisms, and although per-
sonal data has not been given property right status, markets have, nevertheless, been
quick at allocating it. Whether the result of that allocation is flawed, due to illegal
abuses of dominant market position'® or based on information asymmetries and
behavioural biases, is the subject of a multi-disciplinary discussion including many
legal fields, from contract, tort and consumer protection law to the laws on monopo-
lies and unfair competition. Against this backdrop the most radical reformist idea,
the introduction of a right to one’s data, might develop into a realistic option.

This article can neither deliver a comprehensive theory of a property right in
personal data nor define the term property.'® However, a cursory consideration of
some underlying principles of property rights shows that the law has already evolved
personal data into a semi-economic right (Sect. 5.2.1). Two current inconsistencies
of European law illustrate that a licensable right to personal data could tackle some
challenges of digitisation (Sect. 5.2.2) and that reference to copyright law might
open up a promising field of future research (Sect. 5.2.3).

% For the exact opposite reaction, a tendency to abandon privacy altogether Heller (2011).

% Fama (1970), 383 et seq.

10See Bundeskartellamt (engl.: German Federal Cartel Office), Press Release on the Preliminary
assessment in Facebook proceeding: Facebook’s collection and use of data fraom third-party
sources is abusive, 19 December 2017.

191 On the differences between the concept of property rights and absolute rights such as “Eigentum’:
Hiberle (1984), 39 et seq.; Fikentscher (1996), 363.
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5.2.1 Economic Rights to Personal Data

Even before the BVerfG interpreted Art. 2(1) and Art. 1(1) of the German Basic
Law to contain a right to informational self-determination, proponents of a right to
one’s data had started to question the fine-meshed net of administrative regula-
tion.!”2 Recently, the idea of property rights in personal data has been suggested.'®

It is a long-established principle of IP law that the degree of transferability or
assignability of a right decides on its classification as personality right
(Persdnlichkeitsrecht) or 1P right (Immaterialgiiterrecht).'® Thus the decision to
introduce an assignable right to one’s data would partly emancipate such data from
the data subject.!%

A right to one’s data could have advantages for the consumers of digital services
in particular. It could increase the awareness that some digital offers are not “free of
charge” and that access to personal data is granted as a contractual counter-
performance (consideration)!% that is used to generate profits at the “back side” of
the two-sided platform market.'”” Furthermore, an introduction of a right to one’s
data might facilitate the transparency of contractual clauses due to the necessity to
explicitly agree on a data licence. Admittedly, such a data licence would not auto-
matically resolve all behavioural biases that impede the process of consent. Clearly,
introducing a right to one’s data would reinforce the principle of autonomy and
partly lift the regulatory burden.!%

Analysis of the current law shows that personal data is no longer a mere person-
ality right.!” Instead, economic rights to personal data have already been accepted.

122 Auernhammer (1977), 210; Gusy (1983), 91; Meister (1983), 163; for the debate in the USA,
see: Westin (1968), 324 et seq.; against such a property right: Miller (1971), 211.

183 Ullmann (1999), 209; Beuthien / Schmélz (1999); Kilian (2002), 925; Mell (1996), 81; suggest-
ing a right similar to property (“eigentumsihnlich”): Polenz (2011), marginal No. 61; Kilian
(2012), 169 et seq.; Kilian (2014), 205 et seq. For an economic analysis of the advantages and
drawbacks of a property right in personal data: Samuelson (2000), 1125; Schwartz (2003), 2056;
Lessig (2006), 200 et seq.; sceptical about a property-like approach: Epstein (1978), 461 and
Lemley (2000), 1547.

104K ohler (1880), 74.

15The general possibility of transferability does not predetermine the mode — or better limita-
tions — such transferability is subject to: Forkel (1988), 498 — with reference to an “objectification
of aspects of personal rights”.

1% anghanke / Schmidt-Kessel (2015), 221 et seq.

07Evans / Schmalensee (2007), 151; Rochet / Tirole (2006), 645; Cennano / Santal6 (2013);
Korber (2016), 303, 348.

1% For a balanced overview: Kilian (2014), 195 et seq.

1 Though the part of data protection law that aims at the protection of the data subject’s personal-
ity right has recently been strengthened by the EU Court of Justice (ECJ, Google Spain and
Google, C-131/12, ECLI:EU:C:2014:317) through the introduction of a so-called: “right to be
forgotten” in Art. 17 GDPR.
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The EU General Data Protection Regulation (GDPR)!''° stipulates a right to sue for
damages (Art. 82(1) GDPR),!!! a remedy that—retrospectively—has often been a
precursor to new property rights.!'? Furthermore, Art. 20 GDPR constitutes a right
to portability, i.e., a right to have one’s personal data transferred to a new data con-
troller. Adding the free revocability of consent and the monetarisation stemming
from the statutory permission to collect and trade addresses for personalised adver-
tising'!® shows that a further evolution towards a right to one’s data can hardly be a
taboo. However, the rights of data subjects under the GDPR still come up substan-
tially short of the granting of a fully assignable right to one’s data.!!*

Prior to an introduction of a right to one’s data further research is required.
Substantial objections have been expressed to the commercialisation of personality
rights,'> critics fear that an emancipation of personal data could have a negative
impact on freedom of speech and social communication.''® Even if such a right to
one’s data is constituted, it will remain a challenge to assign rights to access, use and
exchange personal data at reasonable transaction costs, as most personal data—not
only on social networks—relates to more than one data subject.!” Surely, an entire
bundle of statutory limitations in favour of the public domain including exceptions
for research (eg. data mining) and free speech, or even a general “fair use doctrine”
would supplement such a right.!8

5.2.2 Right to One’s Data as a Solution to Legal Inconsistencies

Two inconsistencies in the current legal concept lead to major conflicts. Art. 17(1)
lit.b GDPR generally obliges data controllers to cease using personal data and delete
it if data subjects revoke their given consent, Art. 7(3) GDPR. Being justified due to
the constitutional right to informational self-determination,'® such free revocability

0Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC.

" Prior to 25 May 2018: Art. 21(1) Directive 95/46/EG as ratified in sec. 7 FDPA (2009).

1127Zech (2012), 71; Peukert (2008), 56.

3 Art. 6(2) GDPR.

4Describing this evolution as “eine Rechtsstellung, die sich bereits zu einer vermdgenswerten
Position verfestigt hat” (*“a legal position that has substantiated to a property-like position”) [trans-
lation by author]: Kilian (2014), 207. On the assignability of personality rights: Beverley-
Smith / Ohly / Lucas-Schloetter (2005), 129 et seq.

15 Peifer (2002), 326; Zech (2016), 65 et seq.

6 Klippel (1983), 408; Simitis (1984), 400; Ehmann (1988), 266; Peukert (2000), 710; Gotting
(2008), 203; Weichert (2001), 1466; Unseld (2011), 987; also sceptical: Ohly (2002), 158 et seq.,
414, 431; Ohly (2011), 438; Acquisti / Wagman / Taylor (2016), 41.

17 Suggesting a data trustee for personal data: Buchner (2006), 277 et seq.

!180n the relation between IP law and privacy: Liebenau (2016), 285.

19The reference to the right to informational self-determination (Art. 2(1), Art. 1(1) German Basic
Law) is hereafter also used in the context of the application of the GDPR. However, it has to be
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of given consent is not at the disposal of the parties and can thus not be waived by
data subjects.'” However, if the right to informational self-determination and revo-
cability are taken seriously, two inconsistencies arise: First, current law might not
sufficiently protect the right to informational self-determination. Second, an exten-
sive protection of personal data leads to conflicts between contract law and data
protection law.

First consider the scenario in which data subjects need to insist on their right to
informational self-determination not only in relation to their contractual partner, but
to each additional (secondary) data controller. As revoking a given consent affects
merely the contractual relation between data subject and the first data controller, it
remains ineffective as regards all subsequent data controllers down the data wire.
The first data controllers might well be obliged to inform the secondary data con-
troller according to Art. 19, Art. 17(1) lit.b GDPR.!?! Nevertheless, it will be for the
data subject to chase after the personal data and invoke the statutory rights to infor-
mation and erasure against each successive data controller'?—an unreasonable
onus that would have been less burdensome for data subjects if more detailed duties
to inform data subjects had been introduced.'”® Admittedly, even sub-licences
granted under copyright law often survive an invalidity of the original licence.'*
However, when compared to personal data such a copyright licence primarily facili-
tates economic exploitation and copyright holders may therefore require less pro-
tection than data subjects.

A second example of the existing inconsistency, this one a failed attempt to align
contract law and data protection law, can be found in the EU Commission’s Proposal
for a Directive on certain aspects concerning contracts for the supply of digital con-
tent (DigiCD-P).!'* According to Art. 13(2b) DigiCD-P the supplier of digital con-
tent shall, in the event of contract termination,

clarified that this German concept cannot be applied when interpreting the GDPR. Such interpreta-
tion will be based on Art. 16 TFEU and Art. 8 and Art. 7 ECHR.

120For the German law prior to 25 May 2018: Schaffland / Wiltfang (2016), sec. 4a, marginal No.
27; Simitis (2014), sec. 4a, marginal No. 95; Scheja / Haag (2013), Part 5, E 5, marginal No. 80;
see also sec. 6(1) FDPA. Kilian argues that consent is only revocable as long as contractual perfor-
mance has not already started: Kilian (2014), 212; similar: Gola / Klug / Korffer (2014), sec. 4a,
marginal No. 39.

121 See also recital 37 GDPR.

122See Art. 15 GDPR (right to information) and Art. 17 GDPR (right to erasure).

1Z3Art. 13a (1) of the EU Parliament’s Proposal suggested extended duties to inform data subjects.
However, these duties were reduced in the final version of the GDPR: For a (non-official) synopsis of
the relevant regulations in the proposals of the EU Parliament and Council see: Comparison GDPR
(2015), 124 et seq. For an overall synopsis including the first European Commission proposal and the
final “Trilogue” results: Regulation (EU) No XXX/2016 (2015), 253 et seq.; Albrecht (2016), 37.
124Spindler (2016), 808.

125 Commission’s Proposal for a Directive on certain aspects concerning contracts for the supply of
digital content, COM/2015/0634 final, 9 December 2015; for a more detailed approach: Art. 13a
(2) and (3) lit.c, lit.d of the Draft European Parliament Legislative Resolution on the DigiCD-P
(27.11.2017).
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refrain from the use of the counter-performance other than money which the consumer has
provided in exchange for the digital content and any other data collected by the supplier in
relation to the supply of the digital content including any content provided by the consumer
with the exception of the content which has been generated jointly by the consumer and
others who continue to make use of the content.

The chosen wording suggests that the EU Commission is aware of the possibility
that digital content commonly generated by a multitude of users might include
material protected under copyright law.!? However, in the context of social net-
works such jointly generated “content” will very likely comprise entanglements of
personal data, too. The Commission’s proposal in Art. 13(2b) DigiCD-P neglects
this dilemma.'?” While a consumer might contractually grant a sub-licensable copy-
right licence to the supplier of digital content, it remains disputable whether or not
Art. 13(2b) DigiCD-P contradicts European law on data protection. According to
Art. 7(3) GDPR data subjects seem to be prevented from irrevocably consenting to
any use of their personal data. Moreover, it is unlikely that a continued use of per-
sonal data after termination of the contract for digital content can be justified
according to Art. 6(1) lit.f GDPR!?® or any other statutory permission contained in
the GDPR.!?

In summary: while Art. 13(2b) DigiCD-P might contractually require the data
subject not to revoke a given consent even after termination of the contract on digital
content, contrastingly, Art. 7(3) GDPR seems to guarantee free revocability at any
time. According to Art. 3(8) digiCD-P the GDPR prevails. Consequently, it remains
open whether revoking one’s consent according to the GDPR constitutes—at the
same time—a breach of contract, thus entitling the data controller to claims for
damages.'* If “content” in Art. 13(2b) DigiCD-P is interpreted to include personal
data required by other users'3!; it would contain a statutory post-contractual duty to
allow for a continued use of personal data, irrespective of whether or not a given
consent has been revoked. This dilemma can only be resolved if Art. 7(3) GDPR is
interpreted to be at the parties’ disposal, thus allowing parties to contract out.!*
However, such interpretation would steer personal data away from personality rights
and further approximate it towards an economic right to one’s data. Whether or not
such a diversion from Art. 7(3) GDPR should be possible under general terms and
conditions is another question.

126 For criticism that Art. 13(2b) is not even in accordance with sec. 8 of the German Copyright Act:
Spindler, (2016), 808.

127The European Commission hopes to avoid this inconsistency by simply asserting that in case of
conflict European and national laws on data protection take precedence over the DigiCD: Art. 3(8)
and recitals 13, 22 and 37 DigiCD-P.

2For discussion on Art. 6(1) lit.f GDPR between Parliament and the Council of Ministers:
Albrecht (2016), 37.

12 However, a potential justification could be the opaque Art. 7(4) GDPR.
130 Strictly against such interpretation: von Westphalen / Wendehorst (2016), 2187.

131 For such understanding see also the Interinstitutional Document of the Council of the European
Union, ST 14827 2016 INIT, 1 December 2016, 11 (No. 29) and recital 37 DigiCD-P.

132Gattler (2017), 1041; Sattler (2018).
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The Commission’s failure to clearly align its proposal for the DigiCD-P with the
GDPR—although both are part of one digital agenda—offers a first glimpse at the
many difficulties stemming from overlaps of contract law, copyright law and data
protection law.

5.2.3 Towards a Dualistic Data Protection Law?

Future research on a right to one’s data should review the evolution of copyright
or—more precisely—droit d’auteur and Urheberrecht.'* Trrespective of whether
the dualistic view that distinguishes between economic and moral rights (French
droit d’auteur) is taken or a monistic concept is preferred (German Urheberrecht),
surely any future right to one’s data would have to emphasise safeguarding person-
ality rights while data subjects increasingly “de-privatise” data.!** As the evolution
of copyright law and trade mark law show, an emancipation of rights that—at least
in Germany—were once counted solely among personality rights is hardly a legal
innovation.!*> However, such a partial disentanglement from the personality of the
entitled individual was based on a steady line of case law rather than a bold Act of
Parliament.!*® The greater the variety of entitlements assigned to data subjects, the
more likely a dualistic right to one’s data incorporating both moral and economic
rights will eventually evolve.

For the avoidance of doubt, reference to copyright is not to be misunderstood as
a demand for an exclusive right in personal data. Prior to any introduction of such
right, further research on its economic impacts are required. So far, there is no evi-
dence that legal incentives are necessary in order to facilitate the generating and
trading of personal data.””” While some scholars associate ownership in personal
data with greater legal certainty,'*® others have criticised such an approach as a
“mythical view of private property” that could lead to a tragedy of the anticommons.
They fear that a property right might stifle the development of infrastructure and
services required to access personal data and thus block research and innovation.'®
Indeed, there is strong evidence that a right to one’s data could not solely rely on
consensual contracts but would require statutory limitations granting non-consensual

3 For an analysis of similarities and differences between copyright and data protection law:
Schwartmann / Hentsch (2015), 226.

134Kilian (2014), 197.
135For example: Kessen (2011), 175 et seq.; Sattler (2013), 429; Berger (2016), 178 et seq.

136 egal history shows that a calculation of damages granted for the infringement of rights of per-
sonality based on an analogy of a “licence fee” or the transferability in case of insolvency tend to
be early indications of such emancipation: Gotting (1995), 50, 128.

137Sceptical as regards non-personal data generated by machines and sensors (industrial data):
Kerber (2016b), 998.

138 For an analysis of the different interests involved and supporting ownership in personal medical
data: Hall (2010), 631; suggesting a “Data Property of the People” as regards behavior-gener-
ated data: Fezer (2017) 356.

1%Evans (2011), 77 and 106 et seq.
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access, too. Future research into a right to one’s data should therefore bear in mind
that

[w]here new and wider rights are sought in order to promote technical or commercial inno-
vation (in the various senses of that word), we always have to look carefully at the evidence
and we need time to do so, for rights once conceded are very difficult to retract.'*

The BVerfG’s assumption that “no trivial data exists” does not predetermine that
all personal data should be subject to the same regulation. Thus future research on a
right to one’s data needs to consider the variety of personal data and the respective
bundle of rights granted. While some sensitive data sits particularly close to the
personal sphere and may therefore never be assignable, other personal data may run
at such a distance from the data subject’s personality'#! that it might be justifiable to
partly emancipate it from its subject. Contracts allowing access to and use of one’s
personal data for particular purposes might generally be an option. However, as any
violation of a data subject’s personality rights are very context-sensitive,'** there
remains a Damoclean threat to the validity of such contracts on data (“data
licences”), thus turning them into an imperilled high-risk transaction.

6 Conclusion

The Industrial Revolution had a fundamental impact on the means and costs of
reproducing texts and pictures. Consequently, questions on the methods and degree
of protection of privacy arose. Property, or—more precisely—possession of land or
houses could no longer safeguard the freedom to “retreat from the world” formerly
enjoyed by the rich, powerful and well-known elites. Contrastingly, possession
itself has begun to pose major challenges to privacy. The so-called internet of things
and its characteristic of ubiquitous computing technically allows for a de facto ubiq-
uitous surveillance of the individual.

The right to privacy (US) and personality rights (Germany) were both legal reac-
tions to early technical advances in reproduction. The introduction of information
technology to administration led to the first state Act on Data Protection in 1970.
The legal research prior to the FDPA (1977) was influenced by theories of sociology
that proclaimed a melding of public and private spheres and was pre-determined
due to the very negative experience of Germany’s National-Socialist past. Later the
BVerfG established and defended a right to informational self-determination against
governmental tendencies to compromise civil liberties in attempts to cope with
crime and terrorism.

Although originally based on a vertical perspective that focused on a relationship
between citizens and administrative institutions, both German and European data

140 Cornish (2001), 29.
4 Tmage used by: Hubmann (1967), 133.

142 As a result, Becker suggests a right to end-user devices that do not collect personal data. Becker
(2016), 826 and (2017), 382 et seq.
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protection law applies the same legal principles to data transactions between data
subjects and private data controllers (horizontal perspective). While justified as
regards administrative data controllers, the horizontal relationship between natural
persons and enterprises is—despite many exemptions due to informational, social
and economic asymmetries—traditionally based on the principle of autonomy.

Empirical behavioural research has shown a whole range of biases that influence
the cognitive process of consent. Such biases, at the one hand, may justify instru-
ments of liberal paternalism that are applied to strengthen data subjects’ ability to
protect their personal data. A true empowerment of data subjects, on the other hand,
could be facilitated by introducing a dualistic right. Such a right—insofar similar to
early copyright law—could be property-like and accept that personal data has
already been commercialised to some degree. A legal framework for licences on
personal data could help enable data subjects to economically profit from the use of
their data. At the same time, the kinds of major inconsistencies and the lack of align-
ment between contract law, copyright law and data protection law that plague the
GDPR and the European Commission’s DigitCD-P could be avoided. As personal
data emanates in great variety and is highly context-sensitive, a right to one’s data
should—again similar to moral rights of early copyright law—not exclude strong
personality rights and vigorous enforcement hereof.
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Abstract In the big-data era the increasing, ubiquitous processing of personal data
dilutes data protection rights and limits individual control over data. The EU General
Data Protection Regulation (GDPR) was intended to mitigate the tensions, but the
amended law fell short of being revolutionary. However, the GDPR does incorpo-
rate a few novel solutions. Their common point is that they bear strong resemblance
to legal instruments in domains other than data protection law. The most striking
examples of the interplay can be found in Chapter 2 on data subjects’ control rights:
data portability, the right to be forgotten and the right to information. This novel
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policy approach implies the potential for a more holistic legal scheme in the EU law
in relation to personal data that could eventually lead to a better balance between
data subjects’ rights and economic needs in the big-data economy.

1 Introduction

Fine words—control, empowerment and autonomy—have been used to describe
how individuals should manage their personal data in the data economy. “The point
[...] is that users should be able to know, and control, when and to whom they give
their information and how it will be used,” declared former EU Commissioner
Neelie Kroes in 2011.! However, in the face of recent technological developments
and the emergence of new social practices the capacity of individuals to “self-
manage” their informational privacy has become very ambiguous.’

A Cisco white paper shows how dramatically the Internet traffic grew in the past
decade. In 2002, global Internet traffic amounted to 100 Gigabytes per second. In
2016, global Internet traffic climbed up to 20,000 Gigabytes per second.? The infor-
mation overload has reached the point at which consumers’ control over data inevi-
tably starts evaporating. According to Moore’s law, which predicts an exponential
increase of the needed data storage capacity,* the “volume problem” for information
control efforts will only grow more acute in coming years.’

The information outburst and the growing data economy have led to new busi-
ness models, which have spurred innovation but have also trapped consumers (and
their data) within myriad networks, applications and databases.® Obscure practices
of data processing, sometimes described as a “black box”,” have often been detri-
mental to individuals and their fundamental rights, including but not limited to data
protection rights. For example, Acxiom, the online data marketplace, has had an
essential role in profiling passengers for security risks, but a citizen would never be
able to understand how exactly the security score was determined and what proxy
was used.® As this architecture of choice is neither transparent nor easy to monitor,

'Kroes (2011).
2Lazaro / La Métayer, (2015), 4.

3< https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-
vni/vni-hyperconnectivity-wp.pdf >.

“European Data Protection Supervisor (2015), 16.
>Thierer (2013), 428.

¢See for example Rubinstein (2012), 1. Due to limited scope, I will not discuss big data and related
business practices in further detail. The interested reader may refer to Mayer-Schonberger / Cukier
(2013).

"Pasquale (2015).
8Tbid.


https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/vni-hyperconnectivity-wp.pdf
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consumers’ autonomy and control of an affected individual are inevitably
challenged.’

The increasing, ubiquitous personal data processing could dilute data protection
rights, which is why some authors have argued that it is critical to breathe new life
into data protection law.! As will be shown in the next sections, many traditional
data protection mechanisms are unable to function properly in the big-data era. The
consent approach has often been put in the spotlight!! and control rights also seem
to suffer from shortcomings. It seems that simply offering rights and tools to users
may not suffice. What is needed is an approach that moves beyond established solu-
tions and seeks for alternative measures.'> One such alternative is the holistic
approach. Holism refers to the theory that certain wholes are to be regarded as
greater than the sum of their parts.!* The paper at hand lends support to this idea by
arguing that the interplay of instruments from different fields can make data protec-
tion law better equipped for the challenges in the big-data era.

The deficiencies of the current system and the lack of individual control over
personal data have been noted by the EU regulators. Big hopes were placed in the
recently adopted General Data Protection Regulation (GDPR),'* but the amended
law fell short of the intended revolutionary result.”” The improvements to the con-
sent approach, which is at the core of conceptualising “privacy as control,” were
aesthetic at most.'® The catalogue of data subjects’ rights was extended, but it did
not make any radical changes to the legal position of a data subject.!”

However, an interesting observation should be made at this point. In spite of the
fact that the catalogue of data subject rights largely builds on the legacy of the 1995
Data Protection Directive (DPD),!® the GDPR did incorporate some novel solutions
in order to refresh the control rights regime. An analysis of the GDPR’s Chapter 2
shows that quite a few of them were borrowed from legal areas such as consumer

°Other rights that might also be infringed are the right to non-discrimination and due process. See
more in Custers (2013), 15 and Crawford / Schulz (2014).

10See for example van der Sloot / Broeders / Schrijvers, (2016), 177; Koops (2014), 14.
' Custers / van der Hof / Schermer (2014).

12Koops (2014), 12-13; See also Thierer (2013), 411; Lynskey (2015), 258.

3The concise Oxford Dictionary, Clarendon Press, Oxford, 1990.

14Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation),
[2016] OJ L 119/1. The regulation was adopted in May 2016 and will enter in force in May 2018.
15See for example van der Sloot / Broeders / Schrijvers, (2016), 177; Koops (2014), 2; Mantelero
(2014), 645.

16 See for example Burton et al. (2016), 3.
17See for instance Sartor (2015), 71, in relation to the right to be forgotten. Hildebrandt, on the

other hand, places great stress on Articles 22 and 13 of the GDPR, but also notes substantial pitfalls
to their successful implementation, Hildebrandt (2012), 51-52.

8Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
of such data, [1995] OJ L 281.
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protection law, property law and competition law. Along these lines, the GDPR
appears to suggest that understanding data protection law holistically could be the
light at the end of the tunnel for the EU data protection law. The most striking
examples of introducing solutions from other legal disciplines are provisions on
data portability, the right to be forgotten and the right to information.

This paper builds on those pioneer holistic ideas by exploring more ways in
which data protection overlaps with other legal domains. The focus remains on
provisions that relate to data subject control rights. The key research question that
the paper strives to answer is Could the holistic approach offer a solution to the
deficiencies of control rights in the big data?

The paper shall proceed as follows. Section 2 discusses the notion of control in
data protection law, exploring its normative and instrumental dimensions. As for the
latter, it contains an overview of data subject rights in the upcoming EU Regulation
on Data Protection. It explains the nature of individual micro rights and the new
setup. Section 3 shows why and how traditional views on personal data protection,
in particular data subject rights, can be diluted in the big data economy. It describes
legal challenges related to big data and highlights the weaknesses of the traditional
system of control rights carried over from the DPD. Finally, Sect. 4 examines the
observation that the GDPR indicates a move towards a more holistic approach to the
regulation of personal data in the EU digital economy. Three rights, which all
exhibit characteristics of several legal disciplines, are examined in more detail: data
portability, the right to be forgotten and the right to information. The aim of this
section is to answer the key question: could a combination of instruments from dif-
ferent legal fields strengthen the individual’s position in the data economy? Section
5 offers conclusions and highlights questions that remain open for further
discussion.

2 The Notion of Control in EU Data Protection Law

2.1 Control as the Normative Anchor of Privacy and Data
Protection

Without doubt, control over data has always been an argument inherent in dis-
courses on privacy.!” One of the most well-known conceptualisations is Solove’s
taxonomy, which highlights six principles, all deeply entrenched in the idea of pri-
vacy: the right to be let alone, limited access to the self, secrecy, personhood, inti-
macy and, last but not least, control over personal information.?

Koops et al. (2016), 62-66.
20 Solove (2002), 1094.
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Privacy is a complex notion that consists of several aspects such as physical pri-
vacy, privacy of association, privacy of communication and informational privacy.*!
Alan Westin’s definition calls attention to its informational aspect: “Privacy is the
claim of individuals, groups, or institutions to determine for themselves when, how,
and to what extent information about them is communicated to.”?> Modern views
are slowly moving away from this traditional understanding of privacy as a multi-
faceted phenomenon. Instead, they stress informational privacy as an overarching
concept entrenched in all privacy aspects.” In the wake of the data economy this
integral nature of informational privacy is becoming more apparent. A vast number
of activities in the private or public sector are connected, in one way or another, with
the collection and processing of personal information.

As Westin’s definition of informational privacy and Solove’s last privacy princi-
ple suggest, privacy is a right that helps an individual control her or his life.** The
idea of privacy as a strong individual claim stretches the meaning of the right so far
that it also entails the idea of personal autonomy and dignity.

In the EU legal system control over personal data is seen not only as a facet of
the right to privacy but also as an important identifier of the right to data protection.
Until the entry into force of the Lisbon Treaty in December 2009, the disconnection
between privacy and data protection had been only exceptional and data protection
had been used as a synonym for the informational aspect of privacy. On December
1, 2009, the Charter of Fundamental Rights of the EU became legally binding on the
EU institutions and on national governments, just like the EU Treaties themselves.?
The Charter was intended to restate and “strengthen the protection of fundamental
rights in the light of changes in society, social progress and scientific and techno-
logical developments by making those rights more visible”.?® As a pioneering
achievement, Article 8 introduced the right to data protection as a fundamental right
in the EU, positioning it on the same level as the guarantee of private and family life
and the right to marry and to found a family.?’

The introduction of data protection as a new right has raised some doubts regard-
ing its relation with privacy and the underlining values, as the GDPR remained
silent on normative anchors of the right to data protection.? Furthermore, the Court
of Justice of the EU (CJEU) has consistently conflated the two rights, which has led
to their misinterpretation.”” However, this does not hinder us from claiming that data

21 <http://www.rogerclarke.com/DV/Privacy.html>.
2Westin (1970), 7.

ZKoops et al. (2016), 70.

*Hijmans (2016), 181.

The Charter was adopted in 2000, but only entered in force in 2009. Charter of Fundamental
Rights of the European Union, [2012] OJ C 326.

26]bid., Preamble.
271bid., Title II, Articles 7-9.

2 Purtova (2014), 6. However, Purtova missed that recital 7 maintains the connection with the
Directive, stating that “The objectives and principles of Directive 95/46/EC remain sound...”.

2 Gonzilez Fuster (2014), 271; Kokott / Sobotta, (2013), 222.
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protection is underpinned by similar or even equal values as the right to privacy,
including the objectives of control and self-determination. On the contrary, Lynskey
notes that the idea of control is actually strongly entrenched in the right to data pro-
tection. Enhanced control should be seen as the new right’s defining characteristic.*
Political documents drafted by EU policy makers during the GDPR negotiations
indicate the same conclusion. It would not be an overstatement to claim that the idea
of having control over personal data has become a mantra of the European
legislature.’! Moreover, although the GDPR binding text is silent on values behind
data protection rules, the recitals are more revealing. On the normative level the
concept of control is addressed in Recital 7: “Natural persons should have control
of their own personal data.” The instrumental view of control is explained in Recital
68, which refers to a set of micro rights through which an individual can achieve
normative objectives.*?

2.2 The Instrumental Dimension of Control in the EU Data
Protection Law

Lynskey describes EU data protection law as a rights-based regime. This is so
because, as was established above, the GDPR reflects the fundamental-rights char-
acter of the EU regulatory framework.** Furthermore, it is rights-based because it
grants individuals tangible rights such us the right to object and the right to be for-
gotten. The GDPR’s twofold character is also reflected in Lazaro’s observation that
data protection encompasses two dimensions—instrumental and conceptual.>* For
both dimensions, individual control over data is an important underlying objective.

In the recently adopted GDPR, the instrumental dimension of control is enshrined
in the provisions on individual rights, also referred to as micro rights,* data sub-
ject’s rights,* subjective rights*” or control rights.?® In their mission to empower

3Lynskey (2014), 582.

3 Lazaro / Le Métayer, (2015), 16. Lazaro lists several documents in which control is mentioned,
e.g., the 2013 Proposal for a general data protection regulation, the 2012 Communication from the
Commission - Safeguarding Privacy in a Connected World and the 2011 Article 29 Data Protection
Working Party’s Opinion 15/2011 on the definition of consent.

32“To further strengthen the control over his or her own data, where the processing of personal
data is carried out by automated means, the data subject should also be allowed to receive per-
sonal data concerning him or her which he or she has provided to a controller in a structured,
commonly used, machine-readable and interoperable format, and to transmit it to another
controller”

$Lynskey (2015), 35.

#Lazaro / Le Métayer, (2015), 15.

3Tbid., 19.

Levin (2012), 125.

Lynskey (2015), 11.

¥1bid., 230.
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data subjects these rights are of course not self-sufficient but work alongside the
data controllers’® obligations.** For example, an intrinsic connection can be
observed between the duty of a data controller to provide information and micro
rights that can be (subsequently) exercised by a data subject. Obviously, the idea of
control behind data subject rights is not absolute and can be limited when circum-
stances so require.*!

Micro rights are not a novel concept. They were part of several legal documents
that preceded the GDPR, constituting the “corpus” of the evolving data protection
law. Convention 108,* which was one of the first acts that took a general approach
towards data protection, listed data subject rights under the title “additional safe-
guards”. The DPD, the predecessor of the GDPR, took a more structured approach,
dividing the safeguards from Convention 108 into two groups: the duty to provide
information and the remaining rights. The latter group was further split into two
sub-groups, the first one labelled “the right of access”, including not only the access
entitlements but also the right to delete and rectify data, and the second sub-group
consisting of the right to object, which can be invoked on compelling legitimate
grounds relating to the subject’s particular situation, the processing of data relating
to the subject or in a situation of behavioural advertising. This structure is in line
with the US FTC fair information practice principles,* among which the principles
of openness and individual participation are of special importance. The openness
principle refers to the idea that there should be a general policy of openness about
developments, practices and policies with respect to personal data. The individual
participation principle on the other hand focuses on traditional data subject rights—
access to information and the right to challenge data processing.

The EU data protection reform significantly extended the section on data subject
rights. Chapter 2 of the GDPR’s rights can be split into three clusters: the first one
contains the right to information and the right of access while the remaining two
refer to the right to be forgotten and the right to object, respectively. Interestingly,
the right to information became part of the data subject rights bundle, which had not
been the case under the DPD. Also, very significantly, the GDPR introduced a new
right—the right to data portability.

Reasons for the change are straightforward: the GDPR recognised the ineffec-
tiveness of the existing data protection regime and tried to mitigate shortcomings by
affording data subjects more control. Some authors stressed that the enhancement of
the package of control rights (strengthening and detailing the existing ones, and

9<“Controller’ shall mean the natural or legal person, public authority, agency or any other body

which alone or jointly with others determines the purposes and means of the processing of per-
sonal data” (Article 2 of the DPD).

“evin (2012), 125.
4 See Article 23 of the GDPR (Restrictions).

“2Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data, available at: https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMConte
nt?documentId=0900001680078b37.

4 Federal Trade Commission (1998), 7.
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introducing new ones) could be among the major amendments that the GDPR has
brought to the existing data privacy laws.** However, their analyses mainly referred
to the GDPR’s original proposal and not to its final version. Chapter 3 will explore
in more detail whether these claims hold water. Before that, the catalogue of control
rights will be shortly described.*

2.2.1 The Right to Information

The right to be informed is perceived as a static right, but this observation does not
render it less important. Just the opposite, receiving the right information is a pre-
condition, a conditio sine qua non, for every data subject who wants to exercise his
control rights effectively. When there is lack of information, a data subject can be
deprived of any meaningful action. This inherent connection between the right to
information and other micro rights seems to be the rationale behind the legislature’s
decision to merge all the entitlements in one, joint chapter.

The right to be informed is the reverse side of the controller’s duty to provide
adequate information. Like the DPD, the GDPR does not specify how the required
information should be conveyed to a data subject. For example, the distinction
between actively communicating information about privacy practices and simply
making it readily available to data subjects is not addressed and it could be assumed
that it is up to a data controller to determine how they will eventually communicate
with data subjects.* In practice publishing a privacy notice fulfils the information
requirement, and this seems to remain the case under the GDPR regime as well.

Whilst the information provision arises primarily from Articles 12-14, the
requirements set out in these articles do not cover the full range of information that
a data subject actually receives in the course of data processing. As part of his access
right, an individual whose information is being collected or stored has a legal right
to request the data controller to additionally provide, e.g., information on lifted
restriction of processing (Article 18(3)) and information about categories of data
(Article 15(1)b).

2.2.2 The Right of Access
If the right to information is the passive side of the coin, the right of access repre-

sents the active one. In its most simplistic sense, it gives the data subject the right to
demand information about the processing of his personal data. The right originates

#“Zanfir (2012), 149; Solove (2015).

#In Chapter 8, the GDPR grants data subjects additional rights to seek a remedy or to lodge a
complaint. However, these rights are not included in the scope of “control rights”, as they consti-
tute measures to secure intervention of an authority but do not intend to establish control in its
genuine sense.

46 Jackson (2012), 116.
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in the idea of freedom to access, also referred to as freedom of information, which
was introduced in the US after World War II in reaction to governmental opacity.*’
While in the past the right of access mainly aimed at controlling the government and
autocratic bodies, in the recent years its focus has shifted to the private sector. This
is not surprising—if previously the state databases were by far the largest, new data-
driven models in the private sector tilt the balance of data ownership in favour of a
number of global corporations.*

The European legislature considers access an important aspect of individual con-
trol, which is also enshrined in the array of information that the GDPR guarantees
to an individual.* In addition to the catalogue that existed under the DPD, a data
subject has a right to receive information about the source of the information, the
logic behind automatic processing of information (Article 14) and the authority that
can be contacted in relation to data processing. The Regulation contains stricter
requirements regarding the time frame within which data controllers must provide
the information, and details about the pricing: the first copy is always received for
free, while a data subject may be charged a reasonable price for additional copies
(Article 15(3)). Nothing prevents a data subject from requesting more (specific)
pieces of information. However, those explicitly mentioned in the provision are
indispensable for a legitimate and legal data processing, and should be provided by
data controllers by default.

2.2.3 The Right to be Forgotten or the Right to Erasure

The right to be forgotten has been one of the most discussed parts of the GDPR
proposal. According to Werro, it is a manifestation of the right to oblivion in the
digital age and ensures that someone can preclude others from identifying him or
her in relation to his or her past.’® Since this definition focuses less on deletion of
data and more on regulating (blocking) secondary data uses,’! the reference to the
idea of control is obvious.

The right to be forgotten, also known as the right to erasure, was a constituent
part of the DPD. In this sense, it is not particularly novel.* The right gained

47Yu / Robinson, (2012), 184.

“An interesting agreement has been signed between the Russian Government and Uber. In
exchange for enabling Uber to offer services in Moscow, the Russian government secured access
to Uber databases. Meyer (2016).

#European Commission (2010), 18.

SYWerro (2009), 291.

SKoops (2011), 28.

32This might be the reason why the parliament version of the GDPR did not refer to a right to be
forgotten: “The ‘right to be forgotten’is a right that is not provided for by this Regulation. By using
this term, data subjects are promised a right they in practice do not have. The right to erasure must
be as strong as possible and take into account the possible difficulties to remove personal data on
the Internet. This should be done by strengthening the right to erasure instead of promising
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importance after the CJEU’s landmark ruling in the case Google Spain, in which the
court opted for a broad interpretation and held that the right to be forgotten applies
to search engines.”® As a basis of the far-reaching decision the Court applied the
DPD’s provisions on the right to erasure. Although a later GDPR version detailed
the scope of the right, it did not introduce any major amendments.

The current diction of the right to be forgotten emphasises the importance of
consent and the purpose limitation principle. Article 17(1) explicitly allows data
subjects to seek the deletion of data and block further reuse when consent is with-
drawn>* or when the data is no longer necessary in relation to the purposes for which
it was collected or otherwise processed. In the Commission’s original proposal from
2012, Article 17(2) further stated that the right to be forgotten should follow the data
when the data controller has made it public (e.g., by publishing it on a website) or
when publication is delegated to a third party. In the latter scenario, the original
controller would be held fully responsible for erasure.” This is no longer the case
under the final GDPR text. In its present form the Regulation only requires control-
lers to inform third parties if this does not require disproportionate efforts. Van
Hoboken is right when he points out that the added value of the updated provision
for data subjects who want to see their data deleted is relatively minor.%

2.2.4 The Right to Data Portability

Along with the right to be forgotten and the right to modify incorrect or out-dated
personal information stored in databases, data portability tends to be a pillar of a
stronger, more effective right to control over the processing of the data subject’s
personal data.’

The current wording of the right to portability suggests that the right is split into
two elements: first, the right to obtain a copy of the respective data for further use
and second, the right for individuals to transmit their personal data from one

non-existing rights through misleading titles.” AMENDMENTS (4) 1189 — 1492 (COM(2012)0011 -
C7-0025/2012 — 2012/0011(COD)), Draft report Jan Philipp Albrecht (PE501.927v04-00), avail-
able at: http://www.europarl.europa.eu/document/activities/cont/201305/20130508 ATT65813/20
130508 ATT65813EN.pdf. De lege lata the right to be forgotten has been reflected in the right to
objection and erasure. European Commission (N.D.).

SEU Court of Justice, Google Spain SL and Google Inc. v. Agencia Espaifiola de Proteccién de
Datos (AEPD), Mario Costeja Gonzdlez, C-131/1, ECLL:EU:C:2014:317.

3 Article 7(3) of the GDPR.

> Proposal for a Regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation), COM(2012) 11 final, 25 January 2012, available at: http://
ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf.

%Van Hoboken (2013), 14.

37 Zanfir (2012), 13.
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provider to another (Article 20 of the GDPR).*® The basic idea of the right is that an
individual would be able to transfer his or her personal data and other material from
one information service to another without hindrance.® These industries appear
prone to monopolisation, whether as a result of innovation, network effects or even
acquisitions, which jeopardises individual control over personal data—individuals
simply have no choice.® It is believed that portability could enable businesses and
individuals to maximise the benefits of big data and to benefit from the value created
by the use of their personal data. it would allow them to use the data for their own
purposes, or to license the data for further use to third parties, in exchange for addi-
tional services, or for cash value.® However, portability is only guaranteed under
Article 20’s strict conditions, requiring that the data in question is processed by
automated means and that processing is done on a legal basis of either a contract or
an individual’s consent. As the rule in Article 20 is new to the fabric of personal data
protection,®* its wording (e.g., the exact meaning of “automated means”) is open to
interpretation and actual outcomes are difficult to predict.

2.2.5 The Right Not to be Subject to a Decision Based Solely
on Automated Processing

This right, explicated in Article 22(1), makes sure that an individual has the right not
to be subject to a decision based solely on automated processing, including profil-
ing, as long as it produces legal effects concerning him or her or similarly signifi-
cantly affects him or her. This right does not apply to processing which has a legal
basis in a contract, an individual’s consent or a legal obligation. However, in these
cases a data controller must implement suitable measures to safeguard the data sub-
ject’s rights and freedoms and legitimate interests, at least the right to obtain human
intervention on the part of the controller, to express his or her point of view and to
contest the decision (Article 22(3)).

A fully automated decision is a decision that in no stage of processing includes
any human intervention.®* As a consequence, it is not very likely that someone will
be subjected to an automated decision, since it will almost always involve at least a
tiny amount of human intervention. For example, in behavioural marketing cam-
paigns, data concerning personality traits and browsing habits of individuals is col-
lected and automatically segmented into predetermined market segments. The

*1n the amended text of the European Parliament both aspects are joined in the same section of the
article on the right of access, namely Article 15(2)(a).

% Swire / Lagos, (2013), 339.

Lynskey (2015), 263.

! European Data Protection Supervisor (2015), 13.
Trion / Luchetta, (2013), 68.

®Profiling that the article explicitly mentions can be therefore seen as an redundant. However, the
legislature’s point was probably to make sure that even when profiling is not fully automated the
article applies.
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question remains whether the act of determining the qualities of each market seg-
ment is sufficient to mean that this is not a fully automated system.** Such strict
interpretation could dangerously narrow down the scope of the right, which could
otherwise be a remedy for the challenges in the era of artificial intelligence,* where
the automated decision-making has become the modus operandi.

Fully automated decisions are prohibited if they significantly affect an individ-
ual. Here as well, the meaning of “significantly affect” is open. Decisions in relation
to employment certainly fall within this group, but the scope could be much wider.
For instance, Borgesius suggests that even price discrimination that occurs as a
consequence of Internet marketing could be subsumed under Article 22.%

3 Controlling Personal Data in the Big Data Era

Data has been at the heart of the shift from industry-based to information-based
economies.” Its transformation into a highly valuable asset has created numerous
business opportunities in the public and the private sector.®*% Some believe that
data-enabled technological developments—social media, digital devices, artificial
intelligence, robots and the Internet of Things—have been so significant that they
have opened the way to the next technological revolution and laid the basis for
Industry 4.0.7° As Klaus Schwab, the founder and Executive Chairman of the World
Economic Forum, puts it: “a fusion of technologies that is blurring the lines between
the physical, digital and biological spheres has characterized a fourth industrial
revolution™.”!

In the literature, these changes have often been associated with the emergence of
the big data revolution.” In spite of its buzzword status and wide usage in a variety
of contexts, big data still has no well-established definition. Most often, it is charac-
terised by the variety of sources of data, the velocity at which they are collected and
stored and their sheer volume, in what is commonly known as the “3-V definition”.”
However, nailing down the right definition is not the key point. What reveals the true

%Levin (2012), 139.

9 See for example Edwards / Vaele (2017), 4.
% Borgesius (2015), 2.

%"Davison (2003), 1.

®This also explains why, back in the eighties, data ownership set off a heated debate on the addi-
tional legislative protection of investment in the creation and marketing of database. Davison
(2003), 52.

% See for example Organisation for Economic Cooperation and Development (2015), 23.
""Helbing (2014), 1.

7I'Schwab (2016).

2Mayer-Schonberger / Cukier (2013).

Moerel (2014), 8.
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power of big data and should be the focus of the discussion is its predictive power.”
Big data analytics has the potential to foresee future trends and reveal patterns of
individual behaviour that were previously impossible to spot. In line with this,
ENISA’s definition shifts the focus to the analytics phase and defines big data as
“the technologies, the set of tools, the data and the analytics used in processing large
amount[s] of data.””

Not only did the emergence of data-driven business models and ubiquitous algo-
rithmic decision-making alter the rules of the game for businesses, it also signifi-
cantly affected consumers. This is not surprising given that personal data proved to
be a highly valuable source of business across different sectors.”® Nowadays, more
data are created about individuals than by individuals, and the multiplying character
of Internet data means that even if data are removed at the source, copies can still be
retained in caches (technical measures to foster efficiency on the net) or on mirror
websites.”” In the future, more and more personal data will be generated and will
continue to exist under the control of others.”® In Purtova’s words, the notions of
economic value and ownership of personal data have become routine in the realities
of data processing practices and data protection and information systems
scholarship.”

This highly complex data processing and the transformative use of personal
information drastically limit the awareness of consumers, their capability to evalu-
ate the various consequences of their choices, to give free and informed consent®
and to exercise their control rights. For an ordinary citizen, coming into contact with
the “big” data controllers is nearly impossible. Information symmetry and digital
illiteracy exacerbate the problem. Therefore, it is not surprising that many authors
have expressed concerns that data subject rights are being diluted and have pro-
posed changes to the law.%!

Calling for more data subject control seems to have become a mantra for the
European policy,®? but the approach that the regulators took to tackle the problems
is not very promising. While EU policy makers seem to be devoted to the idea of
empowered individuals and strengthened individual rights, they keep on using
instruments that have proved useless in the past. This is obvious in relation to data
subject rights. The paradox is nicely elaborated by Koops, who points out the dis-
crepancy between the analysis of the problem (basically, the fact that users have no
control over personal data in the world of big data) and the envisioned solution

74 <https://www.privacyinternational.org/node/8>.

SENISA (2015), 6.

76 See for example Rubinstein (2012), 3.
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78Executive office of the President (2014), 9.
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80Mantelero (2014), 643.

81 See for example van der Sloot et al. (2016), 177; Koops (2014), 3.
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(basically, to give users the rights and means to control their personal data in the
world of big data).®

The following sections explore two sets of problems in relation to exercising
control through data subjects’ rights. The first set refers to the architecture of control
rights, which makes them highly theoretical and often useless. The second relates to
the question of controlling the data that is not personal but may nevertheless influ-
ence an individual.

3.1 Too Theoretical and Unworkable?

Due to technological developments the exercising of data subject rights has become
highly theoretical. Koops writes: “Yes, you can be informed, if you know where to
look and how to read (but who knows, looks, and reads?). Yes, you can request con-
trollers to let you know what data they process, if you know that you have such a
right in the first place (but which controller really understands and seriously com-
plies with all such requests, particularly if exercised on an above-incidental scale?).
Yes, you can request correction or erasure, if you know whom to ask (but how are
you ever going to reach everyone in the chain, or mosaic, or swamp, of intercon-
nected data processing?). There are simply too many ifs and buts to make data
subject rights meaningful in practice.”s

How challenging it can be to exercise the right to information and the right of
access is well illustrated by the story of the former Austrian student Max Schrems.
After studying in the US and learning about Facebook’s data processing practices,
Max Schrems decided to request his personal information kept by Facebook. Based
on the EU Directive on Personal Data Protection, he invoked the right of access to
personal data. In response Facebook sent him a file of 1200 pages, detailing all ways
in which his personal data is deployed, shared and stored.®

The reason for the overwhelming amount of personal data processed by
Facebook’s was the company’s highly complex business model. Facebook silently
collects and stores an unimaginable amount of information including some very
highly detailed data, e.g., recent donation to charity, brand of car someone drives as
well as its age, and information about someone’s household composition and own-
ership.% In addition to data coming from the tracks of a user’s on-site activity, such
as the pages he likes and the ads he clicks, Facebook’s web-tracking efforts and its
collaborations with major data brokers represent another significant source of data.
By combining and mining these aggregated data, Facebook is able to derive rich
personal profiles that reveal more than a user has intended to.

$Koops (2011), 22.

$Koops (2014), 4.

8 <https://en.wikipedia.org/wiki/Max_Schrems>.
%Dewey (2016).
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Today Facebook enables a more user-friendly experience. Within the Settings
function a user can easily and speedily download her data. Contrary to Schrems’
experience, this electronic copy of users’ data is rather scant. For example, the his-
tory of a user’s messages is presented in an incomplete and slightly chaotic way.

Moerel and Prins contend that the right of access is: “a paper tiger, and is cer-
tainly archaic when compared to the sophisticated ways in which the controllers are
able to collect and process the data.”®” Indeed, navigating a 1200-page file can be
very challenging even for a law student, let alone a layperson. In the wake of the
Internet of Things, which encompasses the idea of ubiquitous data collection via
sensors, exercising the right of access seems to become even harder if not
impossible.®®

Besides facilitating the inspection of the file, the right of access also guarantees
access to information about the logic behind the automatic processing of informa-
tion.® In other words, the law mandates that controllers provide information about
the algorithms that are used to mine the data and discern patterns.”® These algo-
rithms are hard to audit, challenge or amend, and often characterised as black-box
processes.”’ Take the example of Airbnb, an online peer-to-peer network that
enables people to list, find, then rent vacation homes for a processing fee. How can
a user know on what basis his property is rated and in what way he is connected to
hosts? The information that the platform provides by default is very meagre. Tene
and Polonetsky stress that in such cases businesses should at least be required to
reveal the criteria used in their decisions, i.e. the outcome of the algorithmic calcu-
lation, if not the algorithms themselves.”” Hildebrandt notes that Article 13(1)(f)
actually provides more protection than the minimum sketched by Tene and
Polonetsky. Next to an obligation to provide information about the existence of
profiling and the criteria used, Article 13(1)(f) also requires that data subjects be
informed about the envisaged consequences.”> However, this is easier said than
done. Goodman and Flaxman point out that algorithms are by nature hard to explain.
It is questionable in which ways these information can be conveyed to users.
“Putting aside any barriers arising from technical fluency, and also ignoring the
importance of training the model, it stands to reason that an algorithm can only be
explained if the trained model can be articulated and understood by a human.”*
Without doubt, fulfilling the Article 13 requirement in the big data era will be very

8 Moerel / Prins, (2016), 65.

8 Edwards (2016), 3.

% See page 8.

“Van der Slot et al. (2016), 146.

I See for example Pasquale (2015).

2Save for the algorithms that may be subject to protection of trade secrets and other intellectual
property rights; Tene / Polonetsky, (2013), 9.

% Hildebrandt (2012), 51.
% Goodman / Flaxman, (2016), 6.
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challenging, not least because, with less than 2 years until the GDPR takes effect,
the clock is ticking.”

The right to be forgotten is another control right that may be challenged by big
data developments. The socio-technical context of big data implies that data pro-
cessing is based on vague purpose definitions to allow unforeseen future uses and
that data are increasingly used for secondary purposes.” For example, in an increas-
ingly personalised Internet almost every bit of personal data can be argued to be
relevant” and it will be hard to establish that the data should be forgotten on the
ground of “no longer being necessary for the purpose for which it was initially col-
lected” (Article 17(1)(a)).

As of August 2017 the number of URLSs that Google had evaluated for a removal
under the right to be forgotten had climbed to 1.854.119.% However, the effective-
ness of the right is disputable: researchers have found that deleted URLs in 30-40%
of cases can still be identified.” Furthermore, Google and the French DPA are still
fighting over the removal of links from Google’s global domain.'® For the time
being, Google only deletes data from the European domains, which means that the
data may still be accessible via the US one.'”!

The Twitter example offers another illustration of why the right to be deleted is
flawed. Twitter’s standard terms and conditions urge the users of Twitter’s APIs!%? to
cease processing and delete the tweets that have been removed by original posters.
In reality, a tweet that has been removed from the user’s timeline often continues to
be processed on third parties’ servers.!® As mentioned above, under the GDPR
Twitter as a controller only has an obligation to inform third parties about the era-
sure request but bears no further accountability. Due to inactive national data pro-
tection authorities and Twitter’s scarce supervision as well as trivial penalties,
deleting tweets from third parties’ databases is unlikely to happen.!%*

Finally, the right to data portability remains a highly controversial issue, mainly
because it is not clear from the legislative proposal whether this is a ‘lex social net-
work’ or concerns every other context, such as electricity providers and banks.
According to the GDPR’s recitals, the idea of data portability was introduced due to
alleged lock-ins involving social networks.!®> However, it could be argued that its

% Goodman / Flaxman, (2016), 7.

%Koops, (2011), 16.

7Graux / Ausloos / Valcke, (2012), 13.

%8 < https://transparencyreport.google.com/eu-privacy/overview >.

9 Xue / Magno / Cunha / Almeida / Ross, (2016), 13.

1% The case is currently pending at the highest court of France; Robinson (2016).
101 Gibbs / agencies (2016).

122 An API (application programming interface) is a set of subroutine definitions, protocols, and
tools for building software and applications.

103 Ursic et al. (2016), 25.
104 Ursic (2016), 7.

1%5While social networking sites like Facebook and Google+ offer users the possibility to obtain a
copy of their data, there are still considerable limits on the direct transfer of personal information
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definition should not be limited to one specific market, given the open definition in
Article 18. Thus, open terms could make the provision applicable generally to all
types of electronic processing including cloud computing, web services, smart-
phone apps and other automated data processing systems. Furthermore, lack of suit-
able standards and formats could mean that the right may be very difficult to
implement. Unless transfer of data is smooth and requires no special technical
knowledge, data portability could hardly contribute to strengthening data subjects’
control. What is needed is more than mere portability. In particular, interoperability
of the services between which the data is transferred is critical to the effectiveness
of the right.'%

3.2 Controlling Anonymous Data

The big data phenomenon also raises the issue of control over data that cannot be
included in the category of “personal data”.

Big data analytics typically tends to revolve around large quantities of aggre-
gated data.'” Typically, this data is anonymised, which means that it no longer
allows identification of the individual to whom data used to relate, either directly or
indirectly. Anonymised data is deemed non-personal data. Consequently, in these
cases data protection law and corresponding control rights do not apply. However,
even without identifying single individuals, aggregated data makes it possible to
identify patterns in the behaviours of groups and these results can be used by data
gatherers in order to construct profiles on which they base future decisions.!% In this
way the anonymised data that falls outside the scope of the data protection law can
nevertheless influence an individual. Not only does such processing affect privacy—
anonymised data can also put at risk other fundamental rights such as liberty and
autonomy.'” Hildebrandt contends that anonymised data may have the biggest
impact on a person: “If three or four data points of a specific person match inferred
data (a profile), which need not be personal data and thus fall outside the scope of
data protection legislation, she may not get the job she wants, her insurance pre-
mium may go up, law enforcement may decide to start checking her email or she
may not gain access to the education of her choosing.”!

to other platforms. Moreover, social network providers do not allow third-party sites to directly
acquire the user’s information. For instance, Facebook blocks Google Chrome’s extension for
exporting friends. Graef et al. (2013), 6.

1%This is not to say that interoperability comes with no disadvantages. For possible negative
impacts, see Swire / Lagos, (2013), 356.

17Van der Sloot et al. (2016), 189.
108 Mantelero (2014), 654.

109 Custers (2004), 140.
10Hjldebrandt (2013), 12.
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Using anonymised data is typical of the behavioural advertising industry. Those
companies are not interested in a user’s actual identity, they simply wish to find
consumers who are more likely than the average consumer to view their advertise-
ment. The lack of human input, argues Lynskey, as well as the anonymous nature of
the profiling and targeting exercise, makes it difficult to classify the behavioural
advertising process as a type of individual surveillance.!!! Yet the perceived surveil-
lance, occurring behind the scenes, can be equally damaging for an individual’s
privacy and can, among other things, cause a chilling effect.

In this anonymised environment control rights have lost their mission and new
solutions will have to be found. One possibility is enhanced engagement of public
authorities. Discussing the traps of data commodification, Corien Prins calls for “a
debate on the role of the public domain in providing the necessary instruments that
will allow us to know and to control how our behavior, interests and social and cul-
tural identities are ‘created’.”!'> In a similar sense Mantelero claims that in the era
of big data “the focus cannot be maintained mainly on the user and his or her self-
determination: the role played by users should be restricted and conversely the role
of independent authorities should be increased.”!!?

4 Discussing Solutions

As shown above, traditional control rights have failed to function properly in the big
data era. Data subject rights have been limited and trapped in a highly complex
online labyrinth. Having realised the big data problem, many authors argue that it is
critical to breathe some new life into data protection.'™*

One such alternative is the holistic approach, suggesting that an interplay of
instruments from different fields could make data protection law better equipped for
the challenges of the big data era. It is interesting to note that the GDPR incorpo-
rates a few solutions which all strongly resemble the ideas of the holistic approach.
The most striking examples of the interplay between legal disciplines are provisions
on data portability, the right to be forgotten and the right to information found in
Chapter 2. The following section builds upon those pioneer steps and explains how
the holistic approach could act as a measure to keep up with technological
developments.

" Lynskey (2015), 216.

2Quoted in Lazaro / Le Métayer, (2015), 31.

3 Mantelero (2014), 653.

114See for example van der Sloot et al. (2016), 177; Koops (2014), Thierer (2013), 411.
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4.1 Strengthening the Right to Information
Through the Features of Consumer Protection Law

The section on data subject rights begins with an article on transparency of informa-
tion, communication and modalities for the exercise of the right of the data subject
(Article 12 of the GDPR). At the outset, the article requires a controller to provide
this information “in a concise, transparent, intelligible and easily accessible form,
using clear and plain language”. The transparency requirement was not part of the
DPD:; it was only briefly mentioned in the recitals, which did not constitute the bind-
ing text.

The wording of the new Regulation echoes typical consumer protection clauses
by stressing the importance of transparency and intelligibility. For example, Article
7 of the Directive on consumer rights''> uses almost identical wording as Article 12:
“information shall be legible and in plain, intelligible language.” The nudging
approach is further reflected in the extensive list of information that a controller
needs to communicate to an interested data subject, in the shifted burden of proof
and in the possibility to provide the information in the form of standardised icons.
The visualisation of privacy policies (Recital 58), which are often too complex for
an average reader to comprehend, is a helpful, yet another paternalistic measure.
While it is common to stumble across such provisions in consumer protection laws,
they are less typical for data protection statutes.

One of the main concerns for the European consumer law has been to provide
consumers with all the information they need to make informed choices. According
to Articles 5(1)(c) and 6(1)(e) of the Directive on consumer rights, the trader shall
provide the consumer with the information on “the total price of the goods or ser-
vices inclusive of taxes.” Similarly, Articles 6 and 7 of the Directive on Unfair
Commercial Practices!'® stress the prominent position of information as a pre-
requirement for fair business-to-consumer contracting.!'” Because consumer pro-
tection law in principle applies to contracts that are based on money exchange, it has
been rarely brought up in the debate on terms imposed by online social service
providers. Namely, these services typically use the freemium pricing strategy, which
is not based on money but on personal data exchange and thus in principle falls
outside the scope of consumer protection law.

Arguably, this is bound to change. The European Commission’s proposal for a
Directive on certain aspects concerning contracts for the supply of digital content
has acknowledged the urge for modifications. The Directive represents the first legal
act in which “paying with personal data” is recognised as a counter-performance in

5Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2011 on
consumer rights, [2011] OJ L 304.

16 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concern-
ing unfair business-to-consumer commercial practices in the internal market, [2005] OJ L 149.

""Helberger (2016), 9.
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business-to-consumer contracting.!'® As the Commission explains in the recitals:
“In the digital economy, information about individuals is often and increasingly
seen by market participants as having a value comparable to money. Digital content
is often supplied not in exchange for a price but against counter-performance other
than money i.e. by giving access to personal data or other data. [ ... D]efects of the
performance features of the digital content supplied against counter-performance
other than money may have an impact on the economic interests of consumers.”!"
In other words, consumer protection safeguards should also apply to contracts
where consumers actively provide counter-performance other than money in the
form of personal data or any other data.

Profiling and targeting strategies driven by the Internet of Things can amount to
significantly impairing a consumer’s freedom of choice or conduct. The actual
impact depends on the persuasive potential of the personalised message and the
extent to which the practice reduces the autonomous decision making process.'?
The Unfair Commercial Practices Directive could be used to mitigate negative
impacts and help consumers. Helberger suggests that where the data is being used
not only to provide the service but also to extract extra commercial value from that
data, and doing so without telling the consumer, it could constitute an unfair com-
mercial practice under 5(2) of the Directive concerning unfair business-to-consumer
commercial practices in the internal market.!””! The EU Directive on unfair terms
could work to achieve the same aim. The Directive defines as unfair a term that,
contrary to the requirement of good faith, causes a significant imbalance in the par-
ties’ rights and obligations arising under the contract, to the detriment of the con-
sumer.'”? How this provision could protect individuals sharing their data on the
Internet can be explained through the example of an agreement between a mobile
phone user and an app developer. In this contract the app developer grants the con-
sumer a licence to use an app in return for which the consumer allows the developer,
acting as a data controller, to collect location and usage data to provide advertising
for as long as the app is installed.'"” While this exchange of consumer data for a

18 Article 3(1) of the proposed Directive gives exchange with data the same status as money: “This
Directive shall apply to any contract where the supplier supplies digital content to the consumer
or undertakes to do so and, in exchange, a price is to be paid or the consumer actively provides
counter-performance other than money in the form of personal data or any other data.”

9Recital 13 of the proposal for a Directive on certain aspects concerning contracts for the supply
of digital content, COM(2015) 634 final, 9.12.2015.

120Helberger gives an example of a consumer who is being targeted with diet products after she has
learned from her scale that she has gained a couple of kilos. To assert unfair practice under the
Directive it would be necessary to better understand how deep the fear of gaining extra weight is
(is she obese or bulimic, over- or normal weight, what is her age, does she have a history of (unsuc-
cessful) dieting, etc.), how receptive the user is to personalisation strategies, how much the timing
of the message plays a role etc. Helberger (2016), 20.

12 Helberger (2016), 10.

122 Article 3 of Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts,
[1993] OC L 095.

123Rhoen (2016), 7.
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licence can be legal under data protection law (the data subject has given his or her
consent), it is not necessarily so under consumer protection law. Rhoen argues that
such a case “would almost certainly violate [ ... the Unfair Terms Directive].
Allowing surveillance in exchange for the ability to switch an LED on or off seems
like such a bad deal, that the “requirement of good faith” has probably not been
met.”124

4.2 From Portability to Prosumer Law

Data portability is not a standard component of data protection statutes. It is striking
that it actually represents an anti-trust measure. Personal data portability can be
compared to the number portability in the EU telecommunications law, which was
introduced in 2002 as part of the Universal Service Directive'® to help mobile
phone users change telecommunication providers.'*® However, in contrast to num-
ber portability, which was imposed in order to facilitate consumer choice and effec-
tive competition in the telecommunication market, data portability has an extra
objective, namely, protection of personal data and privacy, which explains why the
GDPR drafters insisted on its insertion in the data protection code.

Admittedly, data portability could have numerous positive implications for data
subjects. First, in some markets, such as social networks, data portability may sig-
nificantly lower switching costs for users. Second, promoting markets for privacy
through data portability could be a promising strategy to help privacy attributes
become more salient in competition.!?” Finally, allowing data portability could let
individuals benefit from the value created by the use of their personal data: they
could license the data for further use to third parties, in exchange for additional
services, or for cash value.'”® With the recent technology advances, personal data
has also become a means of self-expression (see the “quantified self” movement),

12 Tbid.

125Directive 2002/22/EC of the European Parliament and of the Council of 7 March 2002 on uni-
versal service and users’ rights relating to electronic communications networks and services,
[2002] OC L 108.

1261bid., Article 30: “Number portability.

1. Member States shall ensure that all subscribers of publicly available telephone services,
including mobile services, who so request can retain their number(s) independently of the under-
taking providing the service:

(a) in the case of geographic numbers, at a specific location; and

(b) in the case of non-geographic numbers, at any location.

This paragraph does not apply to the porting of numbers between networks providing services
at a fixed location and mobile networks.”.

2Trion / Luchetta, (2013), 42.
128 Buropean Data Protection Supervisor (2015), 13.



76 H. Ursic

which suggests that portability could play an important role in safeguarding one’s
own (representation of) identity in personal data.'?

However, some authors stress that antitrust is ill equipped to solve consumer law
and privacy problems. Harm to privacy does not per se equal harm to competition
(and vice versa). Applying data portability to all data controllers, be it the world’s
largest corporation or a start-up, without examining the relevant market and com-
petitors’ positions in more detail, could lead to distortion of competition.!* For the
same reasons several EU Member States in the Council opposed the proposal for
data portability and expressed the view that portability is rather a tool to enhance
competition and therefore falls outside the ambit of data protection legislation.!!

While these concerns are indeed worth further consideration, the academic main-
stream seems to be in favour of data portability as a measure at the crossroads
between antitrust and data protection.'*? For example, Brown and Marsden see data
portability as an inherent part of what they call prosumer law, which they describe
as a legal instrument that is urgently needed to enable European citizens to make
most effective use of the opportunities offered in the data-driven economy. Through
the lens of prosumer law a modern Internet user is both consumer and producer of
content (data in all forms). This suggests a more targeted intervention to prevent
social networks from erecting a fence around their piece of the information com-
mons. However, this can be only ensured if portability is supported by interoperabil-
ity with open standards.'** Combining these two measures would enable prosumers
to effect a meaningful exit, control their own prosumption, or continue their per-
sonal data capture.'**

It is expected that the interplay of data protection and competition law for the
purpose of strengthening protection of individuals will intensify in the future.
Lynskey predicts an increased debate in the EU regarding the potential connections
between data protection and competition law that would go beyond data portabili-
ty.!3 The European Data Protection Supervisor has made clear that privacy harms
reduce consumer welfare; as the latter is a principal goal of the modern competition
law, data protection objectives should necessarily be addressed in an antitrust analy-
sis.!*® In the past, the practice of the EU Directorate General for Competition showed
no special affection for this idea'¥’ but, as Lynskey contends, in the big data era this
might change.

129Rhoen (2016), 9.

130Swire / Lagos, (2013), 339.

Bl Graef et al. (2015), 9.

132 Graef (2013), 512.
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4.3 Control Rights in Personal Data as a Replication
of the Author’s Moral Right

Rights that not only affect the contracting party (omnes partes) but also extend to
third parties (erga omnes) are a typical characteristic of the property law regime.!3
The right to be forgotten as an entitlement to block all further, secondary uses some-
what resembles such erga omnes provisions.

In the 2012 version of the GDPR proposal, Article 17(1) explicitly allowed data
subjects to seek the deletion of data and block further reuse when consent is with-
drawn or when the data is no longer necessary in relation to the purposes for which
it was collected or otherwise processed. Furthermore, Article 17(2) proposed that
the right to be forgotten should follow the data when the data controller has made it
public (e.g., by publishing it on a website) or when publication is delegated to a
third party. In the first scenario, the original controller only has to take ‘all reason-
able steps’ to inform third parties about the data subject’s request for erasure. In the
second situation, the original controller will be considered responsible in any case.

The wording of Article 17(2) has the capacity to radically shift the burden of
proof—it is for the data controller and not for the individual to prove that the data
cannot be deleted because it is still needed or relevant.'*® Exercising the right to be
forgotten would then mean influencing third parties, i.e. generating erga omnes
effects.

Article 17(2) was probably what made Kuner state that the GDPR proposal was
a Copernican shift in the EU data protection law.'* Unfortunately, the provision
was later left out of the GDPR due to intense opposition from lobbying groups rep-
resenting controllers.'*! Without doubt, the level of individual protection was con-
siderably decreased as a result of the amendment.

Although personal data protection is interpreted as part of privacy, which is a
human right, it is impossible to deny that the big data economy treats personal data
as an asset.'* While some may be critical of the idea of perceiving personal data as
a commodity, others believe that merging data protection law with certain features
of the property rights regime could in fact strengthen privacy protection.'** Purtova
contends that as long as personal data bears high economic value “the real question
is not ‘if there should be property rights in personal data’, but ‘whose they should
be’ ”'144

Two conclusions stem from the debate on property and data protection control
rights. First, the Regulation’s scheme can be compared to the distinct area of

3 Victor (2013), 519.

13 European Commission (N.D.).

140Kuner (2012), 1.

4 Fleming (2013).

"2Victor (2013), 522.

143 See for example Schwartz (2004), 2058.
4 Purtova (2013), 28.
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intellectual property: the moral rights of artists.'* This is the part of intellectual
property which grants an artist a proprietary interest in his own work, even after it
has been sold, that prevents others from altering or destroying the work. While per-
mitting the trading of intellectual assets, the law does not allow artists to give up
certain rights such as recognition of authorship. Moral rights could be a good model
of how to balance the fact that personal data is both—a commodity and an object
protected as a fundamental value.

Second, instead of striving for individual ownership over personal data, an alter-
native to protect citizens’ privacy could be a shift towards common data property.
This form of data ownership can be achieved, for instance, through dedicated plat-
forms, which would enable citizens to safely store, manage and share their data.
Such platforms would be organised as co-operatives that are solely owned and con-
trolled by their members and not by shareholders, thus eventually giving the mem-
bers more control over data use and management.'*® The idea behind common data
property is that the control exercised by a social group is more resilient than when
it is exercised by an individual.

5 Implications for the Future Policy and for Those Who Will
Interpret the New Law: Conclusions

The changing technological landscape in which personal data is processed presents
a challenge for personal data protection. As shown above, in the big data era data
protection law is often diluted and this holds true particularly for data subject rights.
In addressing the issue the EU regulator mainly sticks to the traditional approach to
control rights. However, the upcoming GDPR contains some novel solutions. Their
common trait is that they resemble instruments from various legal domains such as
consumer protection law, (intellectual) property law and competition law.

This policy approach implies the potential for a more holistic legal scheme in EU
law in relation to personal data as well as the need for additional interfaces between
data protection and other legal fields. As the GDPR will only enter into force in
2018, it may be too early to discuss the actual outcomes. Nevertheless, my thesis is
that this new strategy could amount to a better balance between data subject rights
and economic needs in the big data economy. If the instruments are combined
smartly, and implemented with prudence and sufficient understanding of the specif-
ics of each legal area, the holistic approach has the potential to heal some of the

5Victor (2013), 524.

146Hafen et al. (2014), 3; Also see Vayena / Gasser, (2016), 2: “An individual’s right to privacy is
widely assumed to be antagonistic to the health-related public goods resulting from openness. In
this view, an individual’s right to privacy may have to be infringed upon to promote the public
good. There is a legitimate public interest in genomic data, it is believed, justifying such infringe-
ments for the greater good. But this view of the relationship between the right to privacy and the
public good of health is too crude.”.
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long-lasting discrepancies in data protection law and strengthen data subject control
rights.

However, not all the drawbacks of the big data economy can be healed by
strengthening control rights. In cases when data is anonymised and decisions are
taken at group level, neither more control rights nor a holistic approach can help.
Rather, other solutions, e.g. intervention of data protection or consumer authorities,
have to be found.

Obiter dictum, I want to briefly comment on control as a normative anchor of
privacy law. In the light of big data it might be advisable to reconsider the underly-
ing objectives of privacy and data protection, in particular the significance of some-
one’s control over data as a normative objective. As Vayena and Gasser point
out—privacy is not about maximal levels of controls, but rather about reasonable
measures of control.'*” Indeed, both data protection and privacy laws are a balancing
regulation striving for equilibrium between protection of data subjects and other
legitimate goals.'*8 However, at some points (e.g. Recital 7 of the GDPR) the regula-
tor seems to exaggerate its mission to reinforce data subjects’ control. There are two
reasons why this is not the right way to go. First, striving for absolute control is
unpractical and unrealistic, and second, in certain cases, e.g. in genomics research,
excessive data subject control can be an obstacle to innovation and science prosper-
ity. Viewed through the lens of the holistic approach to data protection, this is an
essential finding. The acknowledgment that individual control in the genuine data
protection sense is not and should not be a means to the end may enhance the inter-
play between legal disciplines in their mission to better protect individuals, while
allowing innovation and economy to flourish.
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Abstract This chapter maps out the irreducible ambivalence inherent in algorithms,
and particularly Big Data techniques, that become evident when confronted by the law.
This ambivalence, and its legal consequences, are explained in four steps. The first part
of the chapter deals with the darker sides of the digital economy: the use of behavioral
algorithms by private companies in market settings not only drives one of the most
innovative parts of the economy, but has also given rise to what may be called “digital
market failures”. Remedial strategies are complicated by widespread actor heterogene-
ity. Hence, traditional regulation not only risks lagging behind technological progress,
but also being overly restrictive for some and overly permissive for others.

Against this backdrop, the chapter in a second step explores how personalized law
can be used to mitigate digital market failure while simultaneously accommodating
actor heterogeneity. Using Big Data techniques, personalized law promises to tailor
legal norms, from disclosures to mandates, to the individual characteristics of
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addressees. Unlike one-size-fits-all regulation, personalization respects actor hetero-
geneity by actively harnessing the potential of digital technology for social good.
However, the use of individualized, potentially privacy-sensitive information (such
as personality traits or degrees of rationality) by the regulator raises a host of con-
cerns of its own.

Therefore, the third part of the chapter develops an account of challenges to the
legitimacy of personalized law stemming from both positive law and legal theory.
While most of these objections can be accommodated by specific design features of
personalized law, the chapter nonetheless argues that it must be used with care and
after rigorous scrutiny on a case-by-case basis. For example, its use might be most
valuable precisely in the very instances of digital market failures discussed in the
first part of the chapter.

Accordingly, the fourth part suggests a normative approach to personalized law,
under which due weight is given to the interests of all concerned parties. A key
result of the analysis is that, if used prudently, personalized law will, counterintui-
tively, strengthen legal equality by making the differential impact of legal norms on
different actors legally relevant, thus avoiding the pitfall of treating fundamentally
different situations in the same way. However, such a démarche must be accompa-
nied by enhanced public scrutiny of algorithmic lawmaking. As more and more
economic and regulatory processes become subject to the power of algorithms, the
crucial challenge is to develop a robust democratic discourse so that algorithmic
decision making is not treated as a hermetic black box, but is infused with and
guided by those societal values on which a legally constituted market economy
undoubtedly rests.

1 Introduction

In contemporary legal scholarship, Big Data is often perceived as a threat—to indi-
vidual privacy,' to unmanipulated markets,” or to meaningful agency in a “scored
society”.? This chapter claims that such threat-driven appraisals of Big Data only
capture half of the truth. While it is true that data-mining technologies harbor novel
and unique challenges for a range of fields and concepts in law, they may also be
actively harnessed by the regulator to advance public-good-oriented goals such as
fairness, non-discrimination, or legal equality. Personalized law, which tailors legal
norms to individual subjects using Big Data technology, is one key example for the
potential beneficial impact of digital technology in regulation. In developing a legal
framework for the digital economy, we should therefore bear in mind that algo-
rithms, like any new technology, are inherently ambivalent—used by private actors,

!See, e.g., Tene / Polonetsky (2012).
2Calo (2014).
3See Pasquale (2015); Citron / Pasquale (2014).



The Ambivalence of Algorithms 87

they bring about regulatory challenges, but used by the regulator, they also hold the
promise of new and more effective forms of regulating the marketplace.

This chapter aims to illustrate this ambivalence in four parts. First, it will shed
some light on the key challenges posed by the use of data-mining technologies by
private actors and companies in market interactions. As I argue, three distinctive yet
interrelated problems have been created or exacerbated by the advent of digital tech-
nology in the marketplace: (1) an attitude-action gap of users vis-a-vis the collection
and protection of their personal data, with user surveys highlighting a sense of loss
of control which is not matched by an increase in the use of encryption or protection
devices easily available in the digital market; (2) the potential for exploitative con-
tracts resulting from what may be called “computation power asymmetry” between
technologically-empowered sellers and technologically-disempowered buyers,
explored in an increasing body of literature in experimental and theoretical econom-
ics; (3) and finally a growing threat of discrimination by the use of behavioral algo-
rithms, highlighted in a nascent branch of the literature in computer science.

Different solutions, ranging from transparency* via a specific regulatory author-
ity for algorithms® to mandated active choice,® have been proposed in the literature
to tackle these three problems. This chapter, however, takes a different tack. It
begins with a discussion of the novel regulatory technique of personalized law’ with
a view toward meeting the challenges described in the first part. The construction of
personalized law proceeds in five steps. First, individuals have to be sorted along
some metric, for example a category of cognitive psychology, with the help of Big
Data. Second, specific norms can be tailored, in the abstract, to scores in these cat-
egories; for example, disclosures to consumers might be different depending on
whether they are assumed to be present-biased or not. Third, an entity has to allocate
the concrete personalized law to each individual, based on their individual scores.
Fourth, the relevant scores must be stored and updated. Fifth, the concrete personal-
ized regime applying to an individual must be communicated to the counterparty
before a transaction takes place.

Generally, personalized law, if applied properly, can solve the problem of hetero-
geneity within the pool of regulated subjects. However, as this chapter goes on to
argue, it is subject to three types of challenge that question its legitimacy. First, in
positive law, severe constraints regarding the use of personal data by the regulator
are imposed by data protection law. Second, it must meet basic requirements of
legal equality and justice. Third, the concept of personalized law also fundamentally
transforms the way laws traditionally have been thought to express social and even
moral norms, and in doing so it necessitates novel forms of democratic discourse

“Pasquale (2015), Chapters 5 and 6; Citron / Pasquale (2014).

STutt (2016).

%Hacker / Petkova (2016).

7See Porat / Strahilevitz (2014); Ben-Shahar / Porat (2016); Hacker (2016a), 321-322.
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about lawmaking. Against this backdrop, this chapter develops a critical assessment
of the legitimacy of personalized law.

The final part brings together the different threads running through the previous
sections. I argue that the thus far under-reflected negative implications of personal-
ized law should caution against its wholesale use. Rather, it should be deployed in
very specific instances in which its expected benefits clearly exceed its expected
costs, including privacy concerns, equality and justice considerations, and potential
losses of democratic oversight. Hence, we need a balanced and normative approach.
If these drawbacks are adequately addressed, personalized law in specific instances
can be used to beat companies, and other actors, using unacceptable forms of data
mining at their own game, i.e., with the help of digital technology. Thus, the ambiv-
alence of algorithms can be productively used for social good.

The remainder of the chapter proceeds as follows: Sect. 2 describes various digi-
tal market failures. Section 3 explains how personalized law works and what its
potential benefits are. Section 4 explores challenges to the legitimacy of personal-
ized law. Section 5 argues for a specific scope of personalized law under a norma-
tive approach. Section 6 concludes.

2 Digital Market Failures

Digitization is not only rapidly transforming the way we interact with the everyday
world around us, but also the way in which companies, and their clients, behave in
markets. In this chapter, I focus on the most pervasive digital technology driving
innovation at the moment: Big Data. Analytics drawing on Big Data generated esti-
mated worldwide revenues of $122 billion in 2015, and this amount is projected to
increase by more than 50% in the next 5 years.® While a definition of Big Data with
universal currency has not yet emerged in the literature,’ it involves the computer-
based collection and processing of data sets that are particularly large,'° varied,'' or
unstructured.'? Broadly speaking, Big Data analytics are thus used to discover struc-
tures, correlations, and regularities in specific data sets that could not be fruitfully
analyzed before the advent of computational algorithms. Algorithms, in turn, are
well-defined instructions, often in machine-readable format, which tell a computer
how to generate an output from a given input.'?

8IDC, Press Release, Worldwide Big Data and Business Analytics Revenues Forecast to Reach
$187 Billion in 2019, According to IDC, 23 May 2016.

®Gandomi / Haider (2015), 138.

19Colonna (2013), 329.

""Gandomi / Haider (2015), 138.

12 Gandomi / Haider (2015), 137.

13Cormen / Leiserson / Rivest / Stein (2009), 5.
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The rise of the algorithm,' and more broadly of the digital economy,' is driving
innovation at a pace that reminds some scholars of the Industrial Revolution.!¢ Indeed,
most of the gadgets many of us cherish would be unimaginable without algorithmic
processing of information. However, the unilateral use of Big Data analytics by com-
panies in market settings, and particularly the employment of predictive analytics
aimed at forecasting the future behavior of data subjects,!” also creates what I here call
“digital market failures”. In the next paragraphs, I briefly review what I believe are
three of the most challenging instances of digital market failure!8: the privacy “attitude
action gap”’; exploitative contracts; and discrimination by algorithms.

First, as information economics has shown, market mechanisms only function
effectively if participants can make an—at least moderately—informed choice.”
When it comes to the collection and processing of personal data by companies,
many clients do have a vague notion of having lost control over their data,”® and
would strongly prefer that less data be processed by companies.?! However, empiri-
cal studies show that almost nobody reads online privacy notices. A recent study
demonstrated complete disregard of privacy notices, even in the case of an online
application requesting highly sensitive information (risky sexual behavior), and
even though the notices had been designed according to best practices to ensure
maximum attention and ease of reading.?? In theory, an informed minority might be
sufficient to prevent grossly unfair terms and conditions by sanctioning companies
using them.?® However, for privacy notices, empirical studies show that this informed
minority does not exist.> Therefore, the market for terms and conditions concerning
privacy is not adequately policed, and fails to deliver results that adequately respect
users’ preferences for privacy.” Some users are aware of this: as another field study

4Cormen et al. concisely note in their standard text book on algorithms: “Before there were com-
puters, there were algorithms. But now that there are computers, there are even more algorithms,
and algorithms lie at the heart of computing.” (Cormen / Leiserson / Rivest / Stein (2009), at xiii).

1S Goldfarb / Greenstein / Tucker (2015).

1*Brynjolfsson / McAffee (2014); but see for a historical perspective: Gordon (2016) (claiming that
the digital revolution does not match the industrial revolution and its potential for economic
growth).

170n predictive analytics, see Gandomi / Haider (2015), 143.

18 A fourth, highly relevant, digitally mediated market failure is the question of restraint of competi-
tion generated by the behavior of online platforms; see, e.g. Evans / Schmalensee (2015).

For an overview, see Stiglitz (2000).

2Pew Research Center (2014), 3: more than 90% of US adults think consumers have lost control
over the online collection and use of data by companies.

2'Madden / Rainie (2015), 9.

22Ben-Shahar / Chilton (2016).

2 Schwartz / Wilde (1979), 637-638.

24 Bakos / Marotta-Wurgler / Trossen (2014), 32.

ZEven the ex post control of terms and conditions by the courts — as in the EU, instituted by the
Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts, OJ 1993, L
95/29, — does not prevent widespread collection, analysis and sharing of personal data by compa-
nies such as Facebook or Google in the EU.
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found, about half of the users have a fairly accurate understanding of Facebook’s
terms and conditions concerning privacy (despite not having read them)®®; but even
those rarely act on their knowledge. Despite the availability of cost-free encryption
or IP hiding software, people are giving away personal data in unprecedented
ways,”” against their stated preferences. This leads to a gaping attitude-action gap
concerning privacy protection.”® The combination of the failure of sanctioning
mechanisms for privacy-harming terms and conditions with the failure of users to
act on their stated preferences gives rise to the often-deplored widespread process-
ing of personal data by companies such as Google or Facebook.

One explanation for this attitude-action gap is the lack of alternatives, for exam-
ple when network effects create a highly attractive dominant player such as
Facebook.” However, behavioral science research suggests another potential source
for users’ passivity. In a recent empirical study, Alessandro Acquisti and colleagues
inquired into the need for privacy in terms of the human instinct to avoid danger.*
They argue that the need to protect one’s privacy is triggered by visceral cues of the
presence of strangers. Such presence makes us feel uncomfortable and wary of our
privacy, but only if the presence is physical. The authors were able to show that the
physical presence of a confederate, in the same or an adjacent room, made online
disclosure of sensitive information by the participants less likely. Thus, offline sen-
sorial cues can affect online privacy behavior. However, we are mostly alone when
browsing the Internet, lacking sensorial cues that help us manage privacy in the
offline world. Since people feel less threatened in solitary online environments, they
exhibit less caution, and feel less of an urge to act on their stated privacy prefer-
ences, than in offline scenarios. The findings of Acquisti and colleagues therefore
point to an important difference between the behavior of market participants in
online and offline markets. If it is true that our evolutionary response mode to threats
has adapted to the physical presence of threatening cues, such as strangers, the
online environments of the digital economy will potentially catch users “off guard”
more often than their brick-and-mortar counterparts. The widespread sharing of
personal information vis-a-vis digitally operating companies, against the professed
preferences of users, strikingly illustrates this property of online markets.

A second instance of digital market failure is derived from asymmetrical infor-
mation: exploitative contracting.®' In the world of Big Data, firms often know better

% Ayres / Schwartz (2014), 600: 54% of users correctly answered “yes” to the question of whether
Facebook, in the US, may do the following according to its terms and conditions: “An advertiser
tells Facebook that it wants to post an advertisement targeted at 24-year-old women who live in
Detroit and like Michael Phelps. You fit all of these criteria. Facebook may share this information
with the advertiser so that you will receive its advertisement”.

*Cf. Madden / Rainie (2015), 8-9.

28 Hacker / Petkova (2016), 5.

2 Cf. Frank / Cook (1995); Dou / Niculescu / Wu (2013).

39 Acquisti / Brandimarte / Hancoc (2015).

31 Bar-Gill (2012), Chapters 3 and 4, particularly at 217-223; Grubb (2009, 2015); Heidhues /
Készegi (2010); Heidhues / Kdszegi / Murooka (2012); Készegi (2014), 1104-10.
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how clients will behave in the future than clients do themselves.*? For example, the
American Banker tells us that

[n]o other industry in the world knows consumers and their transaction behavior better than
the bank card industry. It has turned the analysis of consumers into a science rivaling the
studies of DNA. The mathematics of virtually everything consumers do is stored, updated,
categorized, churned, scored, tested, valued, and compared from every possible angle in
hundreds of the most powerful computers.*?

And the manager of a leading mobile phone company in the US adds that “[p]
eople absolutely think they know how much they will use [their cell phones] and it’s
pretty surprising how wrong they are.””** As Kamenica, Mullainathan, and Thaler
have argued, the superior knowledge of firms regarding the future behavior of their
clients may lead to “adverse targeting”, whereby offers are tailored to individuals in
an attempt to exploit their specific weaknesses that become apparent in the data.
Ryan Calo notes that firms have an incentive to engage in individualized ‘market
manipulation’ in which consumers are targeted based on their specific sets of biases
or approached when they are at their most vulnerable.*® Empirical studies tend to
confirm these hypotheses, and show that such practices lead to significant welfare
losses.?” Such exploitative contracting therefore combines behavioral market failure
with an asymmetry of computing power (access to Big Data analytics) to form a
second sub-category of digital market failure.

Its third instantiation arises from the generation or perpetuation of discrimination
by algorithms.* Again, standards of both efficiency and fairness are breached when
algorithmic decision making systematically disfavors certain protected groups.** An
emerging literature in computer science points to the difficulties of rooting out dis-
crimination by algorithms.*® Bias can enter the algorithmic processing of data in a
number of ways. To bias selection processes, the coder may of course simply define
and screen for discriminating target variables, for example those that are openly
racially tainted. However, discrimination may arise in subtler, and often uninten-
tional, ways, too. For example, the data set that an algorithm has to be trained on
may be incomplete or skewed. Hence, the correlations found between certain inde-
pendent variables and the target variable (the trait one is really looking for) are
biased.*! If, for instance, an algorithm is employed to screen candidates’ suitability

32Kamenica / Mullainathan / Thaler (2011), 417.
33 MacDonald (2007).

#Bar-Gill (2012), 35.

3 Kamenica / Mullainathan / Thaler (2011), 418.
% Calo (2014), 1033.

370p. cit. note 31.

3 Barocas / Selbst (2016); Hacker / Petkova (2016); on discrimination as a market failure see
Sunstein (1991).

¥ On discrimination and fairness, see, e.g., Caracciolo di Torella / Masselot (2004); on the more
complex case of efficiency, see, e.g., McCaffery (1993), 648-651; Donohue (1989).

“See, e.g., Calders / Zliobaité (2013); Calders / Verwer (2010).
41 See, e.g., Barocas / Selbst (2016), 680-687.
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for jobs, it will likely be trained on a data set containing previously successful can-
didates. However, if for historical reasons most of these successful candidates were
white males, the screening of new candidates will result in a disproportionately high
number of white males being classified as good candidates.** Furthermore, the tar-
get variable may not only positively correlate with the desired trait of a person (suit-
ability for a job; fitness; eligibility for a contract), but also negatively with
membership in a certain protected group.* This allows for bias to be intentionally
(if the coder knows of and uses these dual correlations) or unintentionally (if the
coder does not previously know of these dual correlations) introduced into the algo-
rithm. Evidence is mounting that such concerns are not purely theoretical, but do
affect real-world decisions to the detriment of certain, marginalized groups.* Such
discrimination is made possible, in part, by users’ willingness to share sensitive,
personal information online, as noted before.

The three instances of digital market failure just reviewed all specifically connect
to data-driven or online markets. In some cases, they are mediated by the special
characteristics of online environments to which users react differently than to offline
environments (privacy “attitude action gap”; discrimination by algorithms). In other
cases, they (also) replicate some of the market failures known from offline markets,
but are potentially exacerbated by the qualitatively new imbalances of power cre-
ated by vastly differing access to computing power and algorithms (exploitative
contracting) and the current lack of effective public scrutiny and regulation (dis-
crimination by algorithms).* As more and more decisions are left to algorithms, we
must ensure that the law affords adequate protection against their negative main or
side effects, while not, at the same time, unduly stifling innovative technologies and
market applications.

3 The Promise of Personalized Law

What is also becoming apparent in these data sets, and in related empirical studies,
is that people differ vastly in their preferences, capacities, and behavior.* This het-
erogeneity entails different degrees of vulnerability vis-a-vis digital market failure.
Some people simply do not care about privacy, others do know about potential perils
and protect themselves; some people are not easily fooled by individualized offers
and are able to navigate, and even benefit from, potentially exploitative contracts;
and some people are less likely to be discriminated against. This type of actor het-
erogeneity poses a serious problem for current approaches to regulation, both in

“2For an early example of this see Lowry / Macpherson (1988).
4 Hacker / Petkova (2016), 7-9.

#See, e.g., Sweeney (2013); Barocas / Selbst (2016); cf. also Rosenblat / Levy / Barocas / Hwang
(2016).

#Cf. op. cit. note 38; cf. also Edelman / Luca / Svirsky (2016), 4, 23-24.
46 Stanovich / West (2000); Schwartz (2015), 1393-1395; Hacker (2017), Part 1.
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offline and online markets. If people differ in their behavior and capacities, a one-
size-fits-all solution (e.g., mandating the same disclosures for all consumers) will be
overprotective for some and underprotective for others.*’” Therefore, some scholars
are suggesting personalized laws.*® The general idea is to use available data about
citizens in order to tailor laws to their specific needs and capacities. In the context
of the regulation of data-driven markets, the hope would be to address digital market
failure precisely where it is most likely to arise.

Such personalization may take different forms, but will mostly consist of five
consecutive steps. First, subjects have to be categorized along a desired, meaningful
metric. For example, Ariel Porat and Lior Strahilevitz have suggested using infor-
mation on psychological personality traits (specifically, the dimensions psycholo-
gists call the Big Five: openness, conscientiousness, extraversion, agreeableness,
and neuroticism) to sort people into different categories.* The Big Five are abstract,
scaled constructs which, in spite of all the criticism they have drawn,* offer the cur-
rent leading theory of classifying personality types in personality psychology.”!
Using Big Data, such information can be obtained from seemingly innocuous data
patterns. For example, Chittaranjan, Blom, and Gatica-Perez were able to establish
correlations between these personality traits and specific patterns of smartphone
usage>®—data that every cell phone company already collects.>® It was possible to
make strong inferences from the number of incoming and outgoing calls, their
length, the frequency of the use of the YouTube app, and of communication via
email and text message, as well as other types of metadata. For instance, the study
showed that extraversion correlates with a higher number of incoming calls and
their longer duration. In fact, such inferences from metadata have proven to be more
accurate predictors of personality traits than classical psychological personality trait
tests.> Similar studies exist for behavior on social networks such as Facebook.?
However, different metrics, such as the degree of bounded willpower, the degree of
certain biases, wealth and income, or credit scores, may also be used for the purpose
of personalization.*

Second, a “general personalization law” must establish, in the abstract, the legal
consequences of the different scores for those situations in which law is to be

47Cf. Hacker (2016b).

4 Porat / Strahilevitz (2014); Ben-Shahar / Porat (2016); Sunstein (2013); Busch (2016); see also
Hacker (2016b).

4Porat / Strahilevitz (2014).
SBlock (1995).

3ISee McCrae / John (1992), 181; Gosling / Rentfrow / Swann Jr. (2003), 506; John / Srivastava
(1999), 103.

32 Chittaranjan / Blom / Gatica-Perez (2013).
3Bar-Gill (2012), 33 and Chapter 5.
34 Staiano / Lepri / Aharony / Pianesi / Sebe / Pentland (2012).

3Back / Stopfer / Vazire / Gaddis / Schmukle / Egloff / Gosling (2010); Porat / Strahilevitz (2014),
1439.

SHacker (2016¢).
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personalized. For example, it could require, in disclosure obligations, tailored
salience of potentially exploitative contractual features, depending on how relevant
this information is likely to be for the recipient. Before the formation of a credit card
contract, people scoring high on a number of relevant biases (the “uncalibrated”
type) would receive prominent warnings about, for example, high interest rates
kicking in after teaser rates expire, while more rational actors (the “well-calibrated”
type) would not receive such warnings. Or, to pick another example, think of cell
phone tariffs: an uncalibrated actor could be informed in a salient way about high
back-end fees, which are due once the monthly budget of minutes is used up. By
contrast, the well-calibrated actor, who practically always remains within the
bounds of her estimated future phone communication behavior, would be informed
in a salient manner about the costs of the regular tariff excluding overconsumption
fees.

Third, some entity must subsume the concrete, individual scores under the
requirements of the general personalization law. This procedure would determine
that for actor A, with score x, legal consequence L, is triggered; for actor B, with
score y, legal consequence L,; for actor C, with score z, legal consequence L, etc.
This concrete application of the general personalization law (which only defines the
legal consequences for all different actor types in general) can be conducted by a
company or a government regulatory agency. Company-based personalization
might make sense if companies already lawfully collect the relevant data in any
case. The downside is that it is difficult to monitor whether companies correctly
execute the law. Government-based personalization, by contrast, requires some
agency to get access to the data (either by conducting empirical studies or by requir-
ing companies to disclose data). This, in turn, invites concerns of privacy protection
and potential abuse of the data. I take up these challenges in detail in the next
section.

Fourth, the relevant scores must be stored and updated as new data becomes
available. In a companion paper,”’ I suggest that, at least for government-based per-
sonalization, the blockchain technology can be used to create a decentralized,
pseudonymous “legal blockchain” containing all relevant parameters for
government-based personalization. Finally, fifth, the scores must be communicated
to citizens in ways that enable them to know what “their” personalized law is. A
smart phone app or a website could display the relevant personalized law to the
individual citizen. Moreover, this personalized version of the law of a specific citi-
zen must also be communicated to prospective counterparties, for example before
contract formation, so that disclosures can be adapted, and individualized default or
mandatory rules taken into account.

All in all, personalized law promises to use digital technology, and particularly
Big Data analytics, in an attempt to mitigate online and offline market failures while
at the same time maximizing freedom of contract for those not in need of specific
forms of regulatory protection. In the context of this chapter, it therefore presents a
possible way forward to square the maintenance of an environment for innovation

STHacker (2016c¢).
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in the digital economy with the need for protection of some, but not all, participants
in data-driven markets.

4 The Legitimacy of Personalized Law

The preceding section has shown how personalized law can be operationalized in
theory. If implemented, it would amount to a massive reconfiguration of the design
of lawmaking. A number of proposals for personalized law, ranging from disclo-
sures and nudges, such as default rules and debiasing, to mandatory law, have been
put forward in the literature.”® However, what is lacking is a comprehensive assess-
ment of the legitimacy of personalization. This is what the remainder of the chapter
undertakes.

Perhaps the best-known contemporary theory of legitimacy in law was elabo-
rated by Jiirgen Habermas, who argued that valid, i.e., legitimate, norms must be
supported by reasons that all of the affected persons can assent to.” If personalized
law is implemented as an opt-in or opt-out tool that citizens are free to use or not to
use, this very assent (or non-objection in the case of opt-out) is written into the code
of personalizing strategies. Nevertheless, and independently of the registered opin-
ion of data subjects on personalizing their law, such a regime must be supported by
normatively defensible arguments. It is insufficient, particularly in view of cognitive
default effects,% to point to the mere possibility of citizens’ choice as a strategy for
legitimation. Therefore, understanding legitimacy in a contextualized sense, I ask
whether personalization can be squared with key doctrines of positive law, equality
and justice, and legal and democratic theory as they stand. Only if these questions
can be answered in the affirmative can personalized law truly claim to be a legiti-
mate instrument of lawmaking. In this endeavor, the following sub-sections first
deal with challenges stemming from positive law, then with matters of equality and
justice, and finally with legal and democratic theory.

4.1 Challenges Posed by Positive Law

As regards positive law, personalization first and foremost raises serious concerns of
data protection. Conversely, those in possession of the data must be trusted to adhere
to restrictions laid down in positive law, and in particular not to use the data for
illegitimate purposes. This is of particular concern when the government is process-
ing data.

#0p. cit. note 48.
*Habermas (1996), 110.
% Samuelson / Zeckhauser (1988).
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4.1.1 Data Collection and Data Protection

Personalization necessitates the availability of personalized data. Personalizing law
would further cement the collection of data instead of reining in these practices for
reasons of privacy, as provided for by Art. 8 of the European Charter of Fundamental
Rights. At the most general level, however, it is submitted that the attempt to use Big
Data for the benefit of the data subject follows the exhortation of Recital 4 of the
General Data Protection Regulation (GDPR) that data collection should serve man-
kind. However, we have to distinguish between government-based and company-
based personalized law. The latter would attach legal consequences only to data
which is already being lawfully processed by companies, in an attempt to prevent
them from unilaterally benefiting from data mining. Therefore, it raises no addi-
tional concerns about data protection independent of those created by the current
practice of data collection.®! Government-based personalization, by contrast, does
generate novel concerns about privacy. Data has to be collected, directly or indi-
rectly, by a government agency, processed, and linked to the legal consequences
personalized law specifies. All of these actions therefore need to be provided for in
a general piece of legislation, as stipulated by Art. 6(3) GDPR. If an opt-in or opt-
out regime is chosen, the right to object to profiling, Art. 22(1) GDPR, is respected.
If, however, personalization is mandatory, Art. 22(2)(b) GDPR requires that “suit-
able measures [be taken] to safeguard the data subject’s rights and freedoms and
legitimate interests”. This brings us to the second key issue, the question of data
security and the possibility of abuse.

4.1.2 Data Use and Data Abuse

The disclosures by WikiLeaks, hacker attacks on Sony,* Yahoo,% and Uber® and
the proliferation of credit card data being published in the dark web show® that full
data security cannot be guaranteed even with the most advanced techniques of
encryption. The more data are distributed, the more they can be decoded and put to
malevolent use. The external threat by hackers is paralleled by an internal one. Even
those legitimately in possession of data—be it companies or a government agency—
may abuse it. In company-based personalization, companies who would legiti-
mately harvest data will often have a pronounced interest in exploiting these sources
of knowledge to their own benefit. Moreover, associated with government-based
personalization is the dystopia of an all-controlling, psychologically manipulative
state. Again, it is the latter variety of personalization which raises most novel
concerns with respect to the abuse of data, as the potential for abuse in a

°For an account of these concerns, see, e.g., the contribution by Oostveen / Irion in this volume.
%2 Franceschi-Bicchierai (2016).

9 Perlroth (2016).

“PYMNTS (2016).

% Schwindt (2016).
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company-based framework of personalization is not greater than under current con-
ditions—companies would not be allowed to collect more data, but rather be
required to use the data they collect differently. However, if governments via per-
sonalized law have increased access to profiling data about their citizens, they must
be trusted to adhere to Art. 5(1)(b) GDPR, which holds that personal data shall be
“collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes”. In other words, if data is col-
lected for the purpose of, for example, personalizing usury laws, the used scores
may never be harnessed for other legal actions, such as procedures of criminal pros-
ecution, or for tailored political campaigning.

Pseudonymization can help in this endeavor,® since hackers or insiders obtaining
pseudonymous information cannot link the data to specific data subjects unless they
are also in possession of the separate information allocating pseudonyms to real
names. However, since such a list must exist, it is not inconceivable that it could be
stolen by external intruders, or abused by government insiders; de-pseudonymization
is not impossible. The strict adherence to the letter of the data protection principles
of the GDPR, such as Art. 5(1)(b), therefore presupposes the functioning of the
Rechtsstaat, and the monitoring of potential abuses by independent civil organiza-
tions and the media. The key problem with these presumptions is that we cannot
guarantee that they will be fulfilled at every moment of the existence of personal
information in the hands of the government. Even though many Western countries
at the moment might, with the right safeguards, checks and balances in place, be
trusted to use personalization data only for their lawful purposes, political majori-
ties may change over time. In fact, the rise of authoritarian forms of government in
several European countries over the last few years, including the attempt to dis-
mantle the Rechtsstaat and to disable the monitoring functions of civil society,’
shows that this is not a purely theoretical concern. The potential use of personality
trait information for political agendas, and arguably propaganda, is further evi-
denced by the extensive use of personalized voter mobilization and voter suppres-
sion techniques, tailored via personality trait information, by the Brexit and Trump
campaigns, which may have had a significant impact in both political contests.%
Hence, government-based personalized law must be designed so that even in the
hands of an authoritarian government, negative consequences for citizens are lim-
ited. This implies that highly sensitive information, which is rich in, or can be cor-
related with, highly predictive and encompassing psychological traits, should be

% “‘[P]seudonymisation’ means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and organ-
isational measures to ensure that the personal data are not attributed to an identified or identifiable
natural person”, Art. 4(5) GDPR.

’See, e.g., Fomina / Kucharczyk (2016); Agh (2015); see also the interview with the Presidents of
the German and French Constitutional Courts, Janisch, W. / Ulrich, S. (2016), “Die EU muss klar
Position beziehen”, Siiddeutsche Zeitung of 21 October 2016 (hyperlink only in Reference List).

% See, e.g., Grasegger / Krogerus (2016); for a skeptical view of the effectiveness of psychometric
political targeting, see Karpf (2017).
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avoided in government-based personalized law. In concreto, information about per-
sonality traits should not be explicitly used or stored.

In sum, the potential for abuse necessitates a trade-off between predictive accu-
racy and data security. Data sets which enable highly accurate predictive analytics
over a wide variety of actions are attractive for personalized law as they allow for
precise tailoring along a range of metrics. However, simultaneously, they generate
the most concerns with respect to abuse. These tensions between accuracy and
potential abuse will have to be resolved in every concrete instance of personaliza-
tion. However, personality trait information is so comprehensive and linked with so
many other features of behavior® that we should, as a general preventive measure,
not use it for government-based personalization.

4.2 Equality and Justice

The legitimacy of personalized law not only concerns possible frictions with data
protection law, but also conjures up questions of equality and justice. In essence,
personalized law is about treating different people differently. Paradoxically, I
argue, consciously designed personalization may further equality before the law and
distributive justice.

4.2.1 Two Dimensions of Equality Before the Law

Legal equality, which after all is a normative pillar of modern Western law,” at first
glance might seem to be at odds with personalization. If this were true, personalization
would be difficult to justify. Moral and political philosophy hold equality in high
regard,’! and for centuries, citizens have fought for everyone to be treated equally before
the law.”> As Michael Stolleis remarks, the invocation of legal equality has increased

“See, e.g., Carney / Jost / Gosling / Potter (2008) (relating personality traits to political orienta-
tion); Barrick / Mount, (1991) (relating personality traits to job performance); Wiggins / Pincus
(1989) (linking personality traits to personality disorders); for an overview see John / Srivastava
(1999), 121, 125; see also the preceding footnote.

0See only Meenan (2007), 17; Kirchhof (2015), para. 1: “Elementarregel” [most basic rule];
Stolleis (2003), 8-10; see also Smith (2011), Chapter 1.

"ISee already Aristotle, Politics, Book III, § 12, 1282b14: “it is therefore thought by all men that
justice is some sort of equality”; also in the Nicomachean Ethics, Book V, § 3, 1131a10; Pojman /
Westmoreland (1997), 1; Kymlicka (2002), 3-4; Sen (2009), 291-292; as Amartya Sen, following
Aristotle (id.), has rightly noted, however, the question is always: “Equality of What?”, Sen (1980);
see also Rawls (1999a), 447, noting the distinction between “equality as it is invoked in connection
with the distribution of certain goods, some of which will almost certainly give higher status or
prestige to those who are more favored, and equality as it applies to the respect which is owed to
persons irrespective of their social position”.

”2For an illuminating historical perspective, see Stolleis (2003); Poschl (2008), Part B; and, regard-
ing equality as a principle of private law, Griinberger (2013), Part 1.
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dramatically from the Enlightenment on, particularly since the French Revolution, when
the erosion began of the old estate-based system, which rested on categorical, theologi-
cally and politically entrenched inequality between social classes.” Personalization
seems to reverse this emancipatory move by treating people radically differently again.
Can personalization hence be squared with legal equality? I claim that it can and that,
even more, equality sometimes even demands personalization.

4.2.1.1 Equality of Sanctions

Following Aristotle’s canonical distinction between distributive and corrective
justice,” two concepts of equality can be distinguished that are relevant for private
law. One strives for formal equality, the same legal consequences for everyone; the
other aims to justify necessary distinctions between persons. Both can be traced
back to classical treatments by Aristotle; we can uncover the first root of legal equal-
ity in Book V of the Nicomachean Ethics, in a passage in which the Stagirite dis-
cusses corrective justice:

For it makes no difference whether a good man has defrauded a bad man or a bad one a
good one, nor whether it is a good or a bad man that has committed adultery; the law looks
only at the nature of the damage, treating the parties as equal, and merely asking whether
one has done and the other suffered injustice, whether one inflicted and the other has sus-
tained damage.”

This idea of disregard of the person inspired legal theorists to call for the aboli-
tion of legal privilege,’® and for the uniform application of laws to all subjects.”” The
same law should govern irrespective of the personality and, more importantly, moral
worthiness, wealth or social status of the persons in question.

Personalization may be considered to stand in stark contrast to this variety of
equality. However, it is not without reason that Aristotle restricts his observation to
sanctions (and measures of exchange). Throughout history, and particularly in con-
temporary law, different laws have governed people in their different roles in soci-
ety. After the revolutions of the eighteenth and nineteenth century, strict, formal
equality before the law perhaps saw its heyday in late-nineteenth century laissez
faire contract law, which granted formally the same freedom of contract for all but
led to highly different economic outcomes, as is well known.”® But today, it has

73 Stolleis (2003), 8-10, 15.

74 Aristotle, Nicomachean Ethics, Book V.

> Aristotle, Nicomachean Ethics, Book V, § 4, 1132a2.
"6Kirchhof (2015), para. 4.

7 Stolleis (2003), 14-15; Cancik (1998).

8While the law formally guaranteed legal equality and freedom of contract for all, the tools of the
law have served different groups in different ways. As legal historian Franz Wieacker notes, the
formality of the concept of freedom of contract, and its abstraction from real differences in eco-
nomic endowments, cognitive capacity, or social vulnerability, opened opportunities for the trade-
savvy, commercial upper and middle class while tending to leave those unfit for the smart game of
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receded to the treatment of compensation, where a majority of scholars sees just
compensation as restoring the previously existing or contractually agreed balance of
goods, independent of any individual characteristics of the parties involved.” If a
poor man breaks a jar, he has to pay as much as a rich man.%

4.2.1.2 Equality as Reasoned Difference

In most other domains, however, strict legal equality, in the sense of “one law for
everyone”, as championed by the French Revolution,’! has long been abandoned, or
rather, never existed in the first place. Specific rules govern different subgroups of
citizens, particularly in private law. Consumers are subject to special mandatory
provisions; disclosures are different for retail and professional investors®?; diligentia
quam in suis holds actors accountable for different levels of care®; and in German
law, only some entrepreneurs, typically those with larger undertakings (Kaufmdnner),
are subject to the Commercial Code.®* In most cases, these special provisions are
justified by an assumption of different degrees of sophistication, vulnerability, or
experience between different market participants. Again, Aristotle, this time dis-
cussing distributive justice, provides an early formulation of the idea of special
treatment when there are reasons for distinguishing some citizens from others.® His
famous example is that when it comes to playing the flute, those best at flute-playing
should be given the best flutes, irrespective of their birth, beauty, or wealth.3¢ Such
an understanding of equality—giving “like to likes”, and “unlike to unlikes”—has
been criticized in contemporary political philosophy®’; nevertheless, it is reflected in

the market behind (Wieacker (1967), 441 et seq., and 462; see also id., 543 et seqq.). Thus, the
steady adherence to the concept of legal equality, particularly in its variety of formal equality to
contract, correlated with the increasing inequality of economic outcomes.

7 Qetker (2016), para. 8; Jansen (2005), 162-163 (explaining the compensation principle of civil
liability as a direct consequence of late scholastic adaptations of Aristotle’s theory of corrective
justice).

% 0nly extreme cases limit this principle such as outright psychological disorders exempting a
person from responsibility.

81 See Stolleis (2003), 16.

82Cf. Art. 30(2) of the Directive 2014/65/EU of the European Parliament and of the Council of 15
May 2014 on markets in financial instruments (MiFID II), OJ 2014, L 173/349, which governs
“counterparties”, a subgroup of professional investors.

¥ See, e.g., §§ 708, 1359, 1664(1) of the German Civil Code (BGB).

8§ 1 Handelsgesetzbuch (HGB).

% Aristotle, Nicomachean Ethics, Book V, § 3, 1131a10; Politics, Book IIL, § 12, 1282b14.

% Aristotle, Politics, Book III, § 12, 1282b14.

8"Westen (1982), 547-548 (critique of tautology); Smith (2011), 24 (critique of incompatibility
with modern egalitarianism). Particularly, of course, Aristotle and the society he lived in did not
subscribe to the modern view of equal liberty and rights for, or worthy of, all persons (Deslauriers,
2013). Distributive justice governing the distribution of goods and obligations, for Aristotle,
requires proportionality, and proportionality in turn is measured in terms of axia (¢Eix), or (differ-
ing) moral worthiness (Aristotle, Nicomachean Ethics, Book V, § 3, 1131b10-15).
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the current understanding of legal equality governing the distribution of legal obli-
gations, as formulated by the Court of Justice of the European Union: “as the Court
has consistently held, discrimination consists solely in the application of different
rules to comparable situations or in the application of the same rule to differing
situations.”® Importantly, thus, legal equality of this second variety not only
demands the treatment of comparable situations in the same way, but also the treat-
ment of different situations differently. This view is shared by most of the contem-
porary legal literature,® the European Court of Human Rights,” and by the German®"
and Austrian Constitutional Courts,”® for example. This second formulation of
equality seems defensible precisely because it asks us to inquire into, to discuss, and
to evaluate the reasons for treating people differently—which is partly what legal
order is about.”® In order to uphold legal equality, it is thus necessary to determine
whether two situations are comparable or different, which in turn necessitates argu-
ments in favor of or against the differentiation. However, legal scholarship has so far
mostly focused on the first part of this variety of equality, the differential treatment
of comparable situations. Personalization brings the second part into focus. Under
such a lens, personalized law must be judged on whether the metrics it uses to dif-
ferentiate between actors can legitimize differential treatment.

4.2.1.3 Personalization and Equality

As explained, the metrics of personalization would measure the real behavior, and
thus approximate the real needs, of citizens, and tailor laws accordingly. Insofar as
these metrics—such as the degree of rationality, vulnerability, or economic back-
ground—are relevant to the purpose of the norm, it seems that legal equality in the
second sense would even require personalization. While current law only operates
with assumptions about these important parameters, and thus cannot adequately
cope with actor heterogeneity, personalized law promises to inject empirical rigor
into the design of lawmaking. If this helps to more effectively deploy the purpose of
the law by matching its effects with those for whom the effect is most beneficial, the

$8ECJ, Racke v. Hauptzollamt Mainz, C-283/83, ECLI:EU:C:1984:344, para. 7; repeated in ECJ,
Finanzamt Koln-Altstadt v. Schumacker, C-279/93, ECLI:EU:C:1995:31, para. 30; see also ECJ,
Kingdom of Spain v. Council of the European Communities, C-203/86, ECLI:EU:C:1988:420,
para. 25.

% Meenan (2007), 21; Allen (2007), 46; Kirchhof (2015), para. 3, 7 and 8; Poschl (2008), 159;
Tridimas (2006), 62; for a critique, see Westen (1982).

0 Allen (2007), 46.

"BVerfGE 55, 72 (88) — Priklusion (Vereinfachungsnovelle); BVerfGE 92, 365 (407) —
Kurzarbeitergeld.

“2Poschl (2008), 158-159.

% Kirchhof (2015), para. 5; Poschl (2008), 140-141; cf. also Smith (2011), 114 and 24: “equal
treatment and different treatment both require justification”; Waldron (1991), 1358-1361 (offering
a good example of such justificatory argumentation).
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differentiation uncovers legally relevant differences so that equality before the law,
in its second meaning, is ultimately strengthened.

Thus, it is really equality in the first sense mentioned, as an equality of sanctions
and remedies independent of the individual traits of the parties, which would be
challenged by a personalized regime (of compensation). As Bilyana Petkova and I
have argued,” however, taking personal traits into account may help to equalize the
effect of laws by adapting deterrence to individual tolerance of sanctions. This is
most obvious with income and wealth, whose differential distribution clearly dis-
torts the deterrent effect of monetary fines and damages; in many European coun-
tries, for example, but not in the US,” this is partially recognized by adapting
criminal fines to the level of income (but not wealth) of defendants through so-
called day fines.”® By extension, even in the domain of sanctions the principle of just
compensation derived from Aristotelian corrective justice ought to be balanced with
a modern understanding of sanctions serving not only corrective justice ex post but
also deterrence ex ante.”” Personalization is a promising way forward along this
path, stressing equality of the effect over equality of the absolute amount of com-
pensation and sanctions.

4.2.1.4 Stigmatization

Nonetheless, just as a one-size-fits-all approach, while maintaining formal equality,
has invited material inequality,” personalization, while safeguarding material equal-
ity, may invite a perceived sense of formal inequality. Citizens may resent being
classified and subjected to special treatment, even if they might benefit from such
personalization along a range of parameters. Ultimately, for example, citizens sub-
ject to special forms of protection because of their low cognitive capabilities or low
economic endowments might feel stigmatized, even if personalized law is passed
with the best intention to help them.” Thus, they might feel treated unfairly and
unequally. There are four answers to this problem. First, it must be pointed out that
the category a citizen is sorted into is not fixed, but rather fluid. As soon as the rel-
evant parameters change, the classification will change alongside them. Therefore,
as a matter of theory, no one would be “locked in” to a certain category. Second,
wherever possible, laws should be designed so as to facilitate in practice the move
from one category to the other, for example by providing learning opportunities
(e.g., for changing degrees of rationality)'® or by opening ways out of poverty.

%Hacker / Petkova (2016).
% Kantorowicz-Reznichenko (2015), 485.

%See, e.g., § 40 Abs. 2 of the German Penal Code (StGB), which links the amount of a criminal
fine to the daily income of the perpetrator.

7Cf. Posner (2014), 223.

% Op. cit. note 78.

9 Porat / Strahilevitz (2014), 1433, 1462-1464.
1% Hacker / Dimitropoulos (2017).
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Third, potentially stigmatizing categories, such as degrees of rationality, or person-
ality types, should be used with care and only employed if they can be expected to
make those who might feel stigmatized substantially better off, providing them with
reasons to assent to this type of personalization.'” Finally, if concerns about stigma-
tization are particularly virulent, an opt-in or opt-out regime should be employed to
ensure that those who feel highly uncomfortable with being allocated to one of the
proposed categories can withdraw from the personalization regime. Personalization
should only be mandatory if legitimized by significant negative externalities, such
as in the case of personalized negligence law.!> By contrast, when the main purpose
of the law is paternalistic, rather than the prevention of negative externalities, a
voluntary regime of personalization (opt-in or opt-out) seems preferable.

All in all, legal equality does not prevent us from legally differentiating between
persons, but it does require us to justify this with good reasons. Personalization
along relevant parameters therefore may further legal equality, particularly under-
stood in material terms, i.e., with reference to the real effects of laws for citizens.
However, to mitigate a possible sense of stigmatization, opting in or out of person-
alization regimes should in principle be possible unless this generates significant
negative externalities.

4.2.2 Distributive Justice

The questions of legal equality and distributive justice are interconnected, as we
have already seen in the brief discussion of Aristotle. Nevertheless, an important
difference of focus remains at the outset. While legal equality asks us to consider the
reasons brought forward to justify differential (or equal) treatment in each and every
case, distributive justice explicitly addresses the overall allocation of socio-
economic goods in society.'”® With levels of economic inequality rising,'* policies
are coming under increasing pressure to be justifiable in terms of distributive justice
as well. In fact, with populism en vogue both on the left and the right end of the
political spectrum,!® distributive justice may prove to be one of the most important
political, and legal, categories of the decades to come. Therefore, distributional con-
cerns should not be absent from an assessment of legitimacy of personalized law.
Theories of distributive justice abound.'” Depending on the normative yardstick
chosen, personalized law is judged in different ways. Ben-Shahar and Porat, for

101'See op. cit. note 59 and accompanying text.
102Ben-Shahar / Porat (2016).
13 Cf. Rawls (1999b), 130.

104Piketty (2014); Bourguignon (2015); despite all controversies revolving around Piketty’s thesis
on the cause of rising inequality (r > g), the fact of rising income and wealth inequality itself seems
to be well established; see, e.g., Jaumotte / Lall / Papageorgiou (2013), 276-277 (on income
inequality); Saez / Zucman (2016) (on wealth inequality).

105 Judis (2016).

106 Fleischacker (2004).



104 P. Hacker

example, examine their concept of personalized negligence law from a distributive
perspective geared towards socio-economic equality.'”” By contrast, I would like to
briefly discuss the implications of one particularly noteworthy, perhaps the most
important contemporary theory of distributive justice!%®: that formulated by John
Rawls. Famously, he asks how free and equal citizens in what he terms the “original
position”, i.e., behind a veil of ignorance concerning their future position in society,
would set up the basic structure of a just society.!® He claims that they would coin-
cide in the elaboration of a list of principles of justice.''? In his own words:

(a) Each person has the same indefeasible claim to a fully adequate scheme of
equal basic liberties, which scheme is compatible with the same scheme of
liberties for all; and

(b) Social and economic inequalities are to satisfy two conditions: first, they are to
be attached to offices and positions open to all under conditions of fair equality
of opportunity; and second, they are to be to the greatest benefit of the least-
advantaged members of society (the difference principle).'!!

The important distributive criterion is found in the difference principle. In every
piece of lawmaking, it asks us to maximize the benefits for those worst off. Rawls
offers a number of strong arguments for this principle. First, he claims that other
principles (such as expected utility maximization/utilitarianism) cannot prevent
catastrophic outcomes, as they may always be offset by the greater gains of some
other group; the difference principle, by contrast, ensures a maximal “security
level”.!2 Second, the difference principle is informationally parsimonious, as only
an ordinal ranking of (worst) outcomes is required, and not a cardinal ranking.''?
Third, by not aggregating costs and benefits over different citizens, it takes differ-
ences between persons seriously.!™ This highly normative claim is anchored in a
Kantian understanding of the person and, following from this, the refusal to treat an
individual as a mere end (for welfare maximization).!'> Fourth, and perhaps most
importantly, the difference principle minimizes social inequality and fosters social
coherence by offering arguments to already marginalized groups.!'® This seems to
be of particular importance in an age in which inequality is rising,'"” and the political

1"7Ben-Sahar / Ariel Porat (2016), 39-41; they remain silent, however, about the exact theory of
distributive justice they employ but their examples show that they would be reluctant to exacerbate
existing levels of socio-economic inequality.

108 Cf. Miller (2003), 87 and 89.

1 Rawls (1999a), Chapter 3.

0Rawls (1999a), Chapter 2.

Rawls (2001), 42-43; cf. also Fleischacker (2004), 110.
2Rawls (1999a), 134.

13 Rawls (1999a), 79.

1“Rawls (1999a), 87-88.

15Kant (1785), AA TV, 428.

6Rawls (1999a), 88; see also Rawls (1974), 144-145.
170p. cit. note 104.
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repercussions of (perceived) marginalization and exclusion are being felt ever more
clearly, be it in the Brexit vote!'!® or in the rise of right-wing populism.!!® Strategies
adhering to the difference principle can always claim that, given the policy options,
they did maximize the position of the worst off; such arguments can be expected to
be more acceptable to the least-advantaged members of society than other dis-
courses of legitimization.

Adhering to the difference principle in each and every political decision is virtu-
ally impossible. However, personalized law offers a perspective to reinstate some of
its contents in market regulation. Specifically, particular forms of protection and/or
of opportunities can be tailored to those with the worst credit scores or the lowest
degrees of rationality. For example, overdraft regulation in the US, currently a hot
issue in the EU as well,'?® was shown to be largely ineffective for those most in need
of it, namely poor account holders potentially entering into debt spirals through
overdraft charges.'?! Strengthening protection for these groups, by making overdraft
charges contingent on qualified forms of consent, or by capping charges, may make
a meaningful contribution to market regulation while simultaneously furthering dis-
tributive justice under the difference principle.

As with every regulatory tool, personalization can be harnessed for different nor-
mative goals. Its unique potential to single out specific actors in need of special
protection, however, makes this tool particularly appealing for theories of distribu-
tive justice that favor the improvement of the lot of those worst off in society.

4.3 Challenges Posed by Legal and Democratic Theory

Beyond the burdens of equality and justice, personalized law also gives rise to major
questions relating to legal theory and democratic discourse. On the one hand, the
expressive function of the law might be threatened by the dominance of an atomistic
concept of the law that does not seem to express universal values anymore. On the
other hand, an elaboration of laws conceived in technological, complex, and even
algorithmic terms will pose new challenges to democratic discourse.

4.3.1 Loss of the Expressive Function
Personalization changes the deep structure of the law. It fragments the block of legal

norms, which was a hallmark of the idea of codification in the nineteenth century
and before, and which has until now remained rather monolithic.'?? Rules that were

18Becker / Fetzer / Novy (2016).

19See Judis (2016).

120CMA (2016).

2IWillis (2013).

122See, e.g., Wieacker (1967), 475 et seqq., 459 et seq., particularly 462.
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supposed to have universal value are, when subjected to personalization, converted
into a decentralized network of norms created by humans but fed and ultimately
refined by algorithms. The norms are attached to different metrics, which in turn
depend on data networks. It might seem as if the only connecting element between
the different parts of the network, the different data-reactive norm structures, is the
algorithm that conducts the necessary allocations and updates them in a purportedly
disinterested manner. Such de-collectivization of the normative apparatus might
lead to the loss of something that has been described as the expressive function of
the law!?: the idea that uniform, publicly accessible legal norms go beyond the
provision of the maximally precise or efficient solution of specific problems by
expressing simultaneously a legally binding minimal ethical theory, a consensus,
however imperfect, about good action. In spite of all the complex interactions
between ethical theory and the law, which cannot be traced in this chapter, this pos-
tulate of a universal, ethical component of the law has an impressive pedigree that,
again, harks back to Aristotle.!** Thus, for example, antidiscrimination law can be
seen not only as a regulation of business conduct but also as an expressive sign that
discrimination is generally not tolerated in our society. Does this expressive func-
tion stand to be lost as laws are increasingly particularized, personalized,
de-universalized?

It is true that, if personalization is applied, the one “single law” which applies to
all circumstances will no longer exist. However, as noted above, such laws are even
now rather the exception than the rule. Already, laws are being created for ever more
refined subgroups (e.g., consumers; founders of new businesses!?*; minors!?®; those
unable to take care of their own affairs'?’; retail investors, professional investors,
and counterparties under MiFID II'?®). These rules, far from expressing universal
values, only define standards for certain communities within society. The mono-
lithic approach to the law, promising one law of the land for everyone, is therefore
already in full decline.

Nonetheless, personalized law does not reduce the declining expressive function
of the law to zero. Rather, even with personalization, ethically grounded principles
can be distilled from the most general allocations of legal consequences to certain
metrics. For example, when special protection is afforded to bank account holders
with low credit scores or highly bounded willpower, this decision is an expression
of the refusal to let companies unduly profit from particularly vulnerable clients; the

123See, e.g., Sunstein (1996); Adler (2000); Anderson / Pildes (2000); Feldman / Orbel (2015).

124 Aristotle, Nicomachean Ethics, Book V, § 1, 1129b14-25; today, prominent theories include
Dworkin (1977), particularly 14-130; Habermas (1996); Rawls (1999a); for a critical perspective,
see Hart (1958).

12See §§ 513, 655¢ of the German Civil Code (BGB).
126See §§ 107 et seq. BGB.

127See §§ 1896 et seq. BGB: legal custodianship.

128 See Hacker (2016¢).
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same conclusion holds if the dangers from exploitative contracts are mitigated for
those most vulnerable to exploitation. If stronger privacy protection is implemented
by default for those particularly valuing privacy, this expresses a commitment to
protecting privacy where it is valued most. Or, conversely, if the usury ceiling (the
maximum rate of interest chargeable before a loan becomes usurious) is raised for
highly rational parties, this conveys the idea that freedom of contract should be
strengthened where people are thought to be in a position to make smart decisions.
Therefore, with personalized law, law’s expressivity merely changes location; it
migrates from the concrete instantiations of laws governing specific citizens to the
general rules of personalization that establish, in the abstract, what legal conse-
quences are triggered by certain scores in a number of metrics.

4.3.2 Democratic Discourse

It is possible to point to a second transformation: the mechanization and techniciza-
tion of the law, possibly to the detriment of its open discursivity. The fear is that if,
in the end, algorithms, empirical studies, and statistical correlations drive large parts
of the content of the law, this invites technocratic rulemaking, a tendency that can
already be witnessed in highly specialized, data-driven legal fields such as securities
regulation or parts of (behavioral) law and economics.!? This is not to say that the
empirical turn in the law cannot have large benefits in particular instances.'*
However, one should note that data-driven personalization will necessarily change
the discursive structure of the law and might lead away from a publicly channeled
and generated discursivity toward a more exclusive and hermetic culture of com-
munication in which only those are given a voice who dispose of the necessary
technical know-how.

However, technological, expert-driven rule-making is not likely to decrease in
the near future. As ever more technology becomes available for lawmaking, and is
perceived as a better fit to the highly complex regulatory challenges of contempo-
rary private law, the “more technological approach”3! seems, in substantial parts of
private law, necessary and inevitable.'* As a result, democratic discourse must open
itself to technological issues and, conversely, seemingly hermetic practices of cod-
ing and technological governance must open themselves to democratic oversight.
The challenge is to establish a robust discourse on the normative values underlying,

12 See, e.g., Committee of Wise Men (2001), 20 et seq., particularly Levels 2 and 3; JRC (2016);
cf. further, for a critique, Bucchi (2009); Habermas (2015).

130See, e.g., Hamann (2014); Hacker (2017).
131 See, e.g., Podszun (2015).

1322But see for an argument for a return to broad rules and standards, and against expert-driven
lawmaking, as a consequence of the application of complexity theory to the regulation of digital
finance, and in particular cryptocurrencies, Hacker (2016d).
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and expressed in, code.'** As scholars have often noted,'** ultimately, the ways data
is collected, assembled, and screened, the ways algorithms are constructed, trained,
and applied, and finally the ways results are generated, interpreted, and used, are all
human decisions subject to normative evaluations and in need of public scrutiny.
This holds all the more true when digital technologies are used for the purposes of
lawmaking. It is not impossible to achieve. Core values of our legal system can be
brought to bear on algorithmic lawmaking, by expanding, for example, the list of
principles of data processing contained in Article 5 GDPR. It should include an
adherence to principles of non-discrimination, non-exploitation, and adequate pro-
tection of weak and vulnerable parties, as well as respect for the real capacities of
data subjects. Such principles of algorithmic lawmaking, which can guide the per-
sonalization of law from its most abstract to more concrete levels of implementa-
tion, can be fruitfully discussed in non-technical terms with lay discourse
participants.

Therefore, the technical nature of personalized law should not be understood as
an invitation to purely expert-driven lawmaking outside wider public scrutiny.
Rather, as more and more decisions are taken by algorithms, it is time for demo-
cratic discourse to tackle the core problems inherent in this approach, and to debate
a list of principles that algorithmic lawmaking must adhere to.

5 The Scope of Personalized Law: A Normative Approach

Perhaps the most important upshot of the preceding discussion of the various chal-
lenges to the legitimacy of personalized law is the insight that it is not a cure that can
be universally deployed. Rather, in every instance of personalization, the benefits
must be balanced against the cost. However, for all of its potential, personalization
entails a number of particular disadvantages that do not lend themselves to easy
quantification: the potential for abuse over time; privacy implications; and a techni-
cization of democratic discourse which should be, but is not yet fully, answered by
expanding public debate and scrutiny to the collection of data and the construction
of algorithms. Therefore, a normative approach is necessary to determine where,
and whether, to personalize law. I submit that benefits will often be greater than
costs in cases in which the three challenges described in the first part are most viru-
lent: lack of awareness concerning fundamental threats to privacy by the use of
“free” online services (Facebook, Google); exploitative contracting in, e.g., cell
phone and credit card markets'?; or discrimination by algorithm on platforms

133 Cf. also Graber (2016), 21-23 (discussing meta-rules for code, expressing societal values, in the
realm of personalized internet content engendered by data-processing companies such as Google,
Facebook or Amazon).

134Silver (2012), 9: “The numbers have no way of speaking for themselves. We speak for them. We
imbue them with meaning”; Citron / Pasquale (2014), 4.

135 Shui / Ausubel (2005); Grubb (2009, 2015); Calo (2014).
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providing access to essential goods such as housing or labor.'* In all of these cases,
actors vary by their degree of awareness, or proneness to exploitation and discrimi-
nation. Personalized law can offer specific remedies here. However, its application
should follow a number of guidelines in order to meet the challenges outlined in the
previous sections.

First and foremost, a necessary condition for personalization is that legal equal-
ity be strengthened, not undermined. Therefore, only metrics that uncover signifi-
cant differences between persons and that are directly relevant to the purpose of the
provision may be used. Furthermore, a normative approach involves decisions about
the mandatory or default nature of personalization, about the metrics used, and
about a government-based or a company-based storage and processing of data.
Mandatory personalization should be reserved for cases of significant negative
externalities imposed by specific actors, which can be matched with greater duties
to internalize these costs (see, for example, the suggestion by Omri Ben-Shahar and
Ariel Porat to personalize negligence law'?). Otherwise, a default regime should be
employed so that, depending on the circumstances, people can opt into or opt out of
personalized law. An opt-in system should be favored when particularly sensitive
data is used by the government.'*® An opt-out system is more appropriate where data
is already lawfully processed by companies and would be matched with specific
duties of the companies vis-a-vis their clients. Generally, wherever possible, less
sensitive metrics should be favored over more intrusive ones, so as to minimize
privacy concerns.

For a company-based system of personalization only legally acquired data may
be used. It must be matched with a monitoring system to ensure that the data used
is not selectively collected and processed.!* If such an enforcement mechanism is
successfully deployed, company-based personalization offers the advantage of
keeping data away from governments, mitigating the potential for abuse by state
authorities. Furthermore, it promises to end the unilateral use of Big Data for the
benefit of those in possession of data and algorithms by using Big Data for the very
benefit of data subjects.

In a government-based system of personalization, metrics that are less privacy-
sensitive should be used. This, for example, should rule out information on person-
ality traits."® Furthermore, in cases in which it can be assumed that counterparties
already have the data, it is best to resort to government-based personalization, as
here individual scores have to be communicated to counterparties.

The exact implementation of personalized law must be decided on a case-by-
case basis. However, the preceding discussion should offer some guidelines for the
design and scope of personalization. Most importantly, despite its technological
hue, the data-driven tailoring of laws is not exempt from normative considerations.

136 See, e.g., Barocas / Selbst (2016); Kim (2017).

137Ben-Shahar / Porat (2016).

138 Cf. also Busch (2016), 10.

13For concrete proposals of such a monitoring system, see Citron / Pasquale (2014), 18-28.
140See op. cit. note 68 et seq.
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Very much to the contrary, it will be a crucial challenge for the future of private law
to formulate, and publicly debate, core principles which safeguard key values of
fairness, non-discrimination, and freedom in algorithmic lawmaking.

6 Conclusion

Despite all the challenges it poses, the démarche toward a more personalized law
seems rather likely, and thus a key challenge for lawmaking in market contexts. The
first elements of a merger of digital technology with regulation can be found in
Google’s takeover of entire town administrations in the US via its ‘Government
Innovation Lab’.'*! The increasing interest in personalized law among scholars and
policymakers testifies to its potential for envisioning, and enacting, new methods of
market regulation; simultaneously, however, its development needs to be accompa-
nied by a rigorous examination of its strengths and weaknesses.

The move toward a greater personalization of private law harbors a currently
untapped potential for the effective design of legally instituted forms of exchange.
Legal typifications that currently follow status-based approaches (consumer; retail
investor) can be transformed into high-resolution categories that are tailored to spe-
cific groups or individuals and their necessities. At best, this can create liberties that
have so far remained foreclosed by overinclusive mandatory law; it may serve
equality where thus far the same practices have been applied to fundamentally dif-
ferent actors; and it can foster fairness were companies so far have unilaterally used
Big Data for their own good. Ultimately, personalized law can be used to remedy
the very digital market failures the use of Big Data engendered in the first place. By
singling out those individuals most likely to suffer from market failures in data-
driven markets, regulation may remedy these failures where necessary while at the
same time maintaining freedom of contract, and innovation, to a greater extent for
those able to fend for themselves.

Simultaneously, however, personalization triggers a host of new problems. The
technical difficulties of obtaining and analyzing data robust enough to have legal
consequences attached to it will likely become smaller as technology proceeds. This
chapter, however, has assessed the legitimacy of personalized law by considering
three sets of challenges, posed by the positive law of data protection, by consider-
ations of equality and justice, and finally by legal and democratic theory. To square
data-driven laws with a robust understanding of data protection and privacy remains
a matter of fine-tuning. In this, it is helpful to distinguish two types of personaliza-
tion: government-based and company-based. In the former case a government
agency collects and analyzes the data, and personalizes law accordingly. In the latter
case, companies are required by law to use the data they lawfully collect not only
for their own benefit but also for the benefit of the individual client. While this form
of personalization does not add any significant novel concerns about privacy beyond

“Lobe (2015).
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the problems posed by company profiling at the moment, government-based per-
sonalization is prone to exacerbate privacy concerns and to open the door to abuse
of data by authoritarian or malevolent regimes. Therefore, personalization primarily
undertaken by government agencies should refrain from using highly sensitive met-
rics (such as personality trait information) and should generally be based on an
optional regime, unless significant negative externalities justify mandatory
personalization.

A second challenge to the legitimacy of personalized law stems from consider-
ations of equality and justice. In private law, two concepts of equality are employed
by scholars and courts. The first, more limited concept refers to an equality of sanc-
tions and compensation: it postulates that remedies (such as damages) generally
should apply irrespective of a person’s standing, wealth or other personal character-
istics. However, outside of private law, this rule already has some exceptions, for
example in income-based criminal day fines, which apply in many European coun-
tries, and personalized law promises to further adapt the severity of sanctions to
individual levels of tolerance. Thus, not the amount of the sanction itself, but its
effect on the person is rendered more equal between citizens. More importantly,
however, the CJEU, national constitutional courts, and most legal scholars operate
with a second concept of equality in all other domains, which is based on the idea
that similar situations should be treated similarly and different ones differently. This
principle asks us to put forward adequate reasons for distinguishing one class of
situations, or persons, from another in the context of specific norms. Here, person-
alization may even be required to serve equality if it helps to uncover legally rele-
vant differences between persons: to treat persons in the same way when a law has
vastly different effects on them does not further, but rather undermines, such a con-
cept of legal equality.

A third challenge arises from considerations of legal and democratic theory
where the expressive function of the law and its open discursivity come under
increasing pressure. However, law’s expressivity can be recovered in personalized
law in the deeply normative decisions behind the general allocations of legal conse-
quences to abstract personal characteristics. Such allocations may serve a variety of
normative goals, and their concrete instantiation will be an expression of values that
go beyond the immediate effect of the law. For example, if particularly vulnerable
groups are specifically protected against discrimination by algorithm, this is simul-
taneously a sign that our society will not tolerate discrimination. Conversely, this
points to a crucial challenge for democratic discourse, which has yet to tackle the
normative decisions underlying the construction of algorithms and the interpreta-
tion of their results. A normative approach to personalization should make these
fault lines visible and point to the necessary trade-offs, for example between privacy
and the purpose of certain laws, which market regulation will have to deal with in
the future. Therefore, what has to be developed is a normative account of the use of
algorithms in regulation, and of the ways in which fundamental societal values can
be implemented in and furthered by code. Only such critical reflection will render
algorithm-driven laws legitimate, discursively open-ended, and controllable by pub-
lic institutions.
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Abstract The boundaries between the fields of competition, consumer and data
protection law have become blurred in the digital economy. This is particularly the
case for the rules governing practices of market players relating to the collection and
use of personal data of individuals. In addition to possible competition issues, con-
cerns are increasingly raised about the level of data and consumer protection offered
by current market players. Ongoing policy and academic debates have begun to
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consider the question of how these three legal fields interact. The chapter aims to
shed light on this issue by comparing the relevant legal concepts as well as the
available remedies in each of these areas of law and by outlining how synergies can
be achieved with the objective of providing consumers in digital markets with a
more integrated form of protection.

1 Introduction

The rise of the digital economy has increased the need for different legal fields to
work together to provide individuals with an adequate level of protection. Reference
can in particular be made to the increasing collection and use of personal data from
individuals by market players. Although online services such as search and social
networking are commonly offered free of charge, providers instead gather informa-
tion about the profile and behaviour of individuals in exchange for being able to use
the search or social networking functionalities. This information is monetised by
letting advertisers target specific groups of individuals defined on the basis of the
collected data. The data is also a vital input for providing services of good quality
to consumers in the form of, for example, relevant and personalised search results
or social network interactions. As a result, user data is becoming an asset to which
undertakings need access in order to viably compete in digital markets. From this
perspective, data may form a source of market power and trigger the application of
the competition rules.! In addition, concerns have been raised about the level of
consumer and data protection by current market players. The European Data
Protection Supervisor? has been particularly active in this area after the publication
of its Preliminary Opinion on ‘Privacy and competitiveness in the age of big data’
in March 2014, which outlines how the fields of data protection, competition law
and consumer protection intersect in the digital economy. In September 2016, the
European Data Protection Supervisor made several concrete recommendations in its
Opinion on ‘coherent enforcement of fundamental rights in the age of big data’,
including the setting up of a so-called digital clearing house, to consist of a volun-
tary network of regulatory bodies to share information about possible abuses in the
digital environment.*

Against this background, the chapter expands on this ongoing debate by consid-
ering the relationship between competition, consumer and data protection law in
digital markets, which are built on the collection and processing of personal data
(Sect. 2). Afterwards, three areas are identified which would benefit from synergies

!'See also Graef (2015a).

>The European Data Protection Supervisor is the independent supervisory authority that oversees
the data-processing activities of the EU institutions and provides the EU institutions with advice
on data protection issues.

3European Data Protection Supervisor (2014).
*European Data Protection Supervisor (2016).
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between these three legal fields: the enforcement of data portability (Sect. 3); the
assessment of exploitative abuse under Article 102 TFEU (Sect. 4); and the potential
role of data protection and consumer considerations in merger review (Sect. 5).

2 Interaction of Competition, Consumer and Data
Protection Law

EU competition, consumer and data protection law share common goals. These
three legal fields aim to protect the general public (either consumers more generally
under competition law or individual consumers and data subjects under consumer
and data protection law, respectively) and to contribute to the functioning of the
internal market. However, the means by which these objectives are pursued differ.

2.1 Competition Law

Protocol No. 27 on the internal market and competition, as annexed to the Lisbon
Treaty, makes clear that the internal market that the European Union is to establish
in accordance with Article 3(3) of the Treaty on European Union includes ‘a system
ensuring that competition is not distorted’.® As regards the objectives of the field,
the Court of Justice stated in TeliaSonera that the EU competition rules are neces-
sary for the functioning of the internal market and seek ‘to prevent competition from
being distorted to the detriment of the public interest, individual undertakings and
consumers, thereby ensuring the well-being of the European Union’.” To this end,
competition law tries to enhance consumer welfare by intervening against restric-
tive practices, abusive behaviour and concentrations that significantly impede effec-
tive competition.

Article 101(1) of the Treaty on the Functioning of the European Union (TFEU)
prohibits agreements between undertakings, decisions by associations of undertak-
ings and concerted practices which may affect trade between Member States and
which have as their object or effect the prevention, restriction or distortion of com-
petition within the internal market. This prohibition does not apply when the cumu-
lative conditions of Article 101(3) TFEU are met. These conditions require that the
restrictive practice at issue: (1) contributes to improving the production or distribu-
tion of goods or to promoting technical or economic progress; (2) allows consumers
a fair share of the resulting benefit; (3) does not impose on the undertakings con-
cerned restrictions which are not indispensable to the attainment of these objectives;

3The analysis in this chapter builds upon earlier work in Graef (2016), where a more elaborate and
detailed discussion of these and related issues can be found, in particular on p. 325-363.

*Protocol (No 27) on the internal market and competition [2012] OJ C 326/3009.
7ECJ, Konkurrensverket v. TeliaSonera Sverige AB, C-52/09, ECLI:EU:C:2011:83, para. 22.
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and (4) does not afford such undertakings the possibility of eliminating competition
in respect of a substantial part of the products in question.

Article 102 TFEU contains the prohibition on abuse of dominance, banning as
incompatible with the internal market any abuse by one or more undertakings with
a dominant position in so far as it may affect trade between Member States. A dis-
tinction is commonly made between exclusionary abuse by which a dominant
undertaking excludes competitors from the market and exploitative abuse by which
a dominant undertaking exploits suppliers or customers. Although Article 102
TFEU does not have a provision like paragraph 3 of Article 101 TFEU, which ren-
ders the prohibition on abuse of dominance inapplicable when certain conditions
are fulfilled, it is clear that abusive conduct can also be justified. In the Guidance
Paper on exclusionary conduct under Article 102 TFEU, the European Commission
specified that a dominant undertaking may do so either by demonstrating that its
conduct is objectively necessary or by demonstrating that its conduct produces sub-
stantial efficiencies which outweigh any anticompetitive effects on consumers.®
This approach of the European Commission was endorsed by the Court of Justice in
Post Danmark I when arguing that a dominant undertaking may justify its abusive
behaviour by demonstrating ‘either that its conduct is objectively necessary ..., or
that the exclusionary effect produced may be counterbalanced, outweighed even, by
advantages in terms of efficiency that also benefit consumers’.°

Merger review, in turn, takes place on the basis of the EU Merger Regulation,'®
which applies to proposed concentrations meeting the turnover thresholds to qualify
as a concentration with a Community dimension.!" Concentrations with a
Community dimension have to be notified to the European Commission prior to
their implementation.'> The Commission will then decide to approve the concentra-
tion or not depending on whether it raises serious doubts as to its compatibility with
the common market."?

Although the exact scope of protection offered by EU competition law is the sub-
ject of recurrent debate,' it is clear that the competition rules as currently enforced by
the European Commission and the EU Courts predominantly seek to protect eco-
nomic efficiency to the benefit of consumers. This implies that non-efficiency con-
cerns relating to, for instance, media pluralism, environmental protection, public

8 Communication from the Commission — Guidance on the Commission’s enforcement priorities
in applying Article 82 of the EC Treaty to abusive exclusionary conduct by dominant undertakings
(Guidance Paper), [2009] OJ C 45/7, para. 28.

9ECJ, Post Danmark A/S v. Konkurrencerddet (Post Danmark I), C-209/10, ECLI:EU:C:2012:172,
para. 41.

"Council Regulation (EC) No 139/2004 of 20 January 2004 on the control of concentrations
between undertakings (EU Merger Regulation) [2004] OJ L 24/1.

"Article 1 of the EU Merger Regulation.
12 Article 4 of the EU Merger Regulation.
3 Article 6 of the EU Merger Regulation.

“For recent work, see for instance the contributions in Zimmer (2012). In the context of Article
101 TFEU, see Van Rompuy (2012). In the context of Article 102 TFEU, see Nazzini (2011).
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health and also data protection are in principle protected through other laws and
means to the extent that they cannot be translated into economic efficiency benefits.
In this regard and as indicated by the Commission in its Facebook/WhatsApp merger
decision, one should note that data protection may constitute a parameter on the basis
of which companies compete in a particular market.' In the context of the Microsoft/
LinkedIn merger, the Commission made explicit that consumer choice in relation to
privacy protection was an important parameter of competition between professional
social networks which could be endangered by the merger if the market were to reach
a tipping point in favour of LinkedIn.'¢ In such circumstances, the notion of economic
efficiency will comprise data protection. However, the issue at stake here goes beyond
the possible role of data protection as a non-price parameter of competition in the
standard competition analysis. The point to be discussed is whether competition law
should be used as an instrument to stimulate a higher level of data protection.

In this context, data protection advocates point to the focus on the protection of
consumers as the main objective of EU competition law for supporting their argu-
ment that data protection considerations should be integrated into a broader
consumer-welfare standard to be pursued under competition law.!” The emphasis on
the protection of consumers under the competition rules has become particularly
apparent in recent judgments in the area of Article 102 TFEU. In Post Danmark I,
the Court of Justice argued that ‘Article [ 102 TFEU] covers not only those practices
that directly cause harm to consumers but also practices that cause consumers
harm through their impact on competition’.'® Similarly, the General Court noted in
Intel that ‘Article [102 TFEU] is aimed not only at practices which may cause dam-
age to consumers directly, but also at those which are detrimental to them through
their impact on an effective competition structure’." In Post Danmark I, the Court
of Justice expressly stated that Article 102 TFEU does not ‘seek to ensure that com-
petitors less efficient than the undertaking with the dominant position should remain
on the market’ and that ‘not every exclusionary effect is necessarily detrimental to
competition’ .* In this regard, the Court noted that ‘/cJompetition on the merits may,
by definition, lead to departure from the market or the marginalisation of competi-
tors that are less efficient and so less attractive to consumers from the point of view
of, among other things, price, choice, quality or innovation’ > Finally, in the Court’s

SEuropean Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3 October 2014, para.
87.

*European Commission, Case No. M.8124 — Microsoft/LinkedIn, 6 December 2016, para. 350 and
footnote 330.

17See for instance Kuner / Cate / Millard / Svantesson / Lynskey (2014), 247-248.

8ECJ, Post Danmark A/S v. Konkurrenceradet (Post Danmark I), C-209/10, ECLI:EU:C:2012:172,
para. 20.

GC, Intel Corp. v. European Commission, T-286/09, ECLI:EU:T:2014:547, para. 105.

20EC]J, Post Danmark A/S v. Konkurrencerddet (Post Danmark I), C-209/10, ECLI:EU:C:2012:172,
para. 21-22.

2VEC]J, Post Danmark A/S v. Konkurrencerddet (Post Danmark I), C-209/10, ECLI:EU:C:2012:172,
para. 22.
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view Article 102 TFEU ‘applies, in particular, to the conduct of a dominant under-
taking that, through recourse to methods different from those governing normal
competition on the basis of the performance of commercial operators, has the effect,
to the detriment of consumers, of hindering the maintenance of the degree of com-
petition existing in the market or the growth of that competition’.*

All these statements make clear that the main underlying goal of Article 102
TFEU as currently enforced by the EU Courts is to protect competition in order to
enhance consumer welfare. As a result, a certain type of conduct which reduces
competition is not necessarily abusive. What is decisive for the assessment under
Article 102 TFEU is whether the reduction of competition caused by the behaviour
of a dominant undertaking leads to consumer harm.? The key issue raised by data
protection advocates such as the European Data Protection Supervisor is whether
the concept of consumer harm as applied in competition enforcement may include
data protection-related violations.?*

2.2 Consumer Protection Law

EU consumer protection law aims to bring down barriers to the internal market by
improving the confidence of consumers in products and services. To this end, con-
sumer protection rules assist consumers as the weaker party in market transactions
through preventing or remedying market failures. Such market failures include
information inefficiencies like imperfect information, information asymmetries or
bounded rationality.” In addition, consumer protection law is concerned with regu-
lating social aspects of the market such as the safety and health of consumers.?
Several provisions in EU primary law can be distinguished that refer to consumer
protection. Article 12 TFEU calls for consumer protection requirements to be taken
into account in defining and implementing other Union policies and activities. In
order to promote the interests of consumers and to ensure a high level of consumer
protection, Article 169 TFEU requires the EU to contribute to protecting the health,
safety and economic interests of consumers, as well as to promoting their right to
information and education and their right to organise themselves in order to
safeguard their interests. In addition, with the entry into force of the Lisbon Treaty

2ECJ, Post Danmark A/S v. Konkurrenceradet (Post Danmark I), C-209/10, ECLI:EU:C:2012:172,
para. 24.

ZRousseva / Marquis (2013), 41-42.

**European Data Protection Supervisor (2014), para. 71: ‘Given the reach and dynamic growth in
online services, it may therefore be necessary to develop a concept of consumer harm, particularly
through violation of rights to data protection, for competition enforcement in digital sectors of the
economy’.

2 See for instance Cseres (2007), 129.

% Reference can be made here to Directive 2001/95/EC of the European Parliament and of the
Council of 3 December 2001 on general product safety [2002] OJ L 11/4, which aims to ensure
that products placed on the market are safe.
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in December 2009, the Charter of Fundamental Rights of the European Union,”
including the requirement for EU policies to ensure a high level of consumer protec-
tion as contained in Article 38, gained binding legal status.

In terms of secondary EU legislation, the consumer acquis provides for general
consumer rules as well as specific rules applicable to certain sectors such as electronic
communications, passenger transport, energy and financial services. With regard to
EU consumer law of general application, five Directives can be distinguished.

The Consumer Rights Directive lays down, amongst other things, which infor-
mation has to be provided by traders prior to the conclusion of consumer contracts.?
This includes information about the functionality and interoperability of digital
content.”’

The Unfair Contract Terms Directive introduces the notion of ‘good faith’ in
order to protect consumers against the use by traders of standard contract terms that
are not individually negotiated and create a significant imbalance in the parties’
rights and obligations to the detriment of the consumer.*® Next to this general
requirement, there is an Annex containing an indicative and non-exhaustive list of
terms that may be regarded as unfair.®! In addition, the Unfair Contract Terms
Directive requires contract terms to be drafted in plain and intelligible language and
states that where doubt arises about the meaning of a term, the interpretation most
favourable to the consumer has to prevail.*

The Unfair Commercial Practices Directive protects consumers against unfair
commercial practices, defined as commercial practices that are contrary to the
requirements of professional diligence and materially distort or are likely to materi-
ally distort the economic behaviour of the average consumer,* as well as against
misleading® and aggressive®® commercial practices. Annex I contains a list of com-
mercial practices which are in all circumstances considered unfair.

In turn, the Sales and Guarantees Directive® lays down rules on the conformity
of a product with the contract and on the respective remedies.

" Charter of Fundamental Rights of the European Union [2012] OJ C 326/391.

2 Articles 5-8 of Directive 2011/83/EU of the European Parliament and of the Council of 25
October 2011 on consumer rights (Consumer Rights Directive) [2011] OJ L 304/64.

2 Article 5(1)(g) and (h) and Article 6(1)(r) and (s) of the Consumer Rights Directive.

3 Article 3(1) of the Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer
contracts (Unfair Contract Terms Directive) [1993] OJ L 95/29.

31 Article 3(3) of the Unfair Contract Terms Directive.

32 Article 5 of the Unfair Contract Terms Directive.

3 Article 5 of Directive 2005/29/EC of the European Parliament and of the Council of 11 May

2005 concerning unfair business-to-consumer commercial practices in the internal market (Unfair
Commercial Practices Directive) [2005] OJ L 149/22.

3+ Articles 6 and 7 of the Unfair Commercial Practices Directive.
3 Article 8 of the Unfair Commercial Practices Directive.

¥ Directive 1999/44/EC of the European Parliament and of the Council of 25 May 1999 on certain
aspects of the sale of consumer goods and associated guarantees (Sales and Guarantees Directive)
[1999] OJ L 171/12.
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Finally, the Price Indication Directive® requires traders to indicate in an unam-
biguous, easily identifiable and clearly legible way to consumers the selling price
and the unit price of a product in order to improve consumer information and to
facilitate comparison of prices.

In addition to these legislative instruments that provide for substantive consumer
rules, two other Directives are worth mentioning. The Misleading and Comparative
Advertising Directive,*® which applies among businesses, requires Member States
to take steps to combat misleading advertising® and permits comparative advertis-
ing when certain conditions are met,* including that the advertising is objective,
does not denigrate or discredit competitors’ trademarks and does not create confu-
sion among traders.

The Injunctions Directive*' forms an important enforcement tool of EU con-
sumer law. It requires Member States to have a court or administrative procedure in
place in their national legal order for stopping infringements where collective inter-
ests of consumers protected by the Directives listed in the Annex are at stake.

Currently, all of these Directives are being evaluated by the European Commission
in the context of the Regulatory Fitness and Performance Programme (REFIT), which
aims to assess whether EU regulatory frameworks are still fit for purpose. In April
2018, the Commission adopted the ‘New Deal for Consumers package’ introducing
two proposals for Directives, namely a proposal on representative actions for the
protection of the collective interests of consumers repealing the Injunctions Directive
and a proposal amending the Unfair Contract Terms Directive, the Unfair Commercial
Practices Directive, the Price Indication Directive as well as the Consumer Rights
Directive in order to improve the enforcement of consumer legislation in light of
market developments brought about by the digital economy in particular.*?

2.3 Data Protection Law

EU data protection law aims to protect the fundamental right to data protection by
giving data subjects control over their personal data and by setting limits on the col-
lection and use of personal data. In the EU legal order, the right to data protection is
recognised as a fundamental right in the Charter of Fundamental Rights of the
European Union. Article 8(2) of the Charter stipulates that personal data must be

3 Directive 98/6/EC of the European Parliament and of the Council of 16 February 1998 on con-
sumer protection in the indication of the prices of products offered to consumers (Price Indication
Directive) [1998] OJ L 80/27.

¥ Directive 2006/114/EC of the European Parliament and of the Council of 12 December 2006
concerning misleading and comparative advertising (Misleading and Comparative Advertising
Directive) [2006] OJ L 376/21.

¥ Article 5 of the the Misleading and Comparative Advertising Directive.

“0Article 4 of the the Misleading and Comparative Advertising Directive.

“I Directive 98/27/EC of the European Parliament and of the Council of 19 May 1998 on injunc-
tions for the protection of consumers’ interests (Injunctions Directive) [1998] OJ L 166/51.

“See https://ec.europa.eu/info/law/law-topic/consumers/review-eu-consumer-law-new-deal-
consumers_en.


https://ec.europa.eu/info/law/law-topic/consumers/review-eu-consumer-law-new-deal-consumers_en
https://ec.europa.eu/info/law/law-topic/consumers/review-eu-consumer-law-new-deal-consumers_en
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processed fairly, for specified purposes and on the basis of the consent of the person
concerned or some other legitimate basis laid down by law. In addition, the right to
data protection is enshrined in Article 16 TFEU, which was introduced in the Lisbon
Treaty as the new legal basis for the adoption of secondary data protection legisla-
tion. The General Data Protection Regulation (GDPR),* which was adopted in
April 2016 and which replaced the Data Protection Directive,* is based on Article
16 TFEU. Lastly, it is worth noting that in the context of the Council of Europe the
right to privacy as contained in Article 8 of the European Convention on Human
Rights has been interpreted by the European Court of Human Rights in Strasbourg
to include a right to data protection as well.*’

EU data protection legislation has thus recently transitioned from the Data
Protection Directive, which was adopted in 1995, to the GDPR, which started to
apply as of 25 May 2018.% These legislative instruments impose a number of obli-
gations on controllers*’ and provide data subjects* with certain rights.

Article 5(1) of the GDPR contains the so-called data quality requirements, with
which controllers have to comply and which form the main concepts of EU data
protection law. These requirements consist of the notion of lawful, fair and transpar-
ent processing of personal data; purpose limitation; data minimisation; accuracy;
storage limitation; and, as added in the GDPR, integrity and confidentiality.
Lawfulness of processing requires the controller to have a legitimate ground to pro-
cess personal data, such as consent of the data subject, performance of a contract,
legal obligation or legitimate interests of the controller (see the legitimate grounds
listed in Article 6(1) of the GDPR). The principle of purpose limitation entails that
personal data has to be collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those purposes. Data
minimisation calls for personal data to be adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed. In line with the
requirement of accuracy, personal data has to be accurate and, where necessary, kept

#Regulation (EU) No 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
[2016] OJ L 119/1.

“Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
of such data (Data Protection Directive) [1995] OJ L 281/31.

43 See for example ECHR 16 February 2000, Amann v. Switzerland, No. 27798/95, ECLI:CE:EC
HR:2000:0216JUD002779895, para. 65 and ECHR 4 May 2000, Rotaru v. Romania, No. 28341/95,
ECLI:CE:ECHR:2000:0504JUD002834195, para. 43.

4 Article 99(2) of the GDPR.

“"The term ‘controller’ is defined under Article 4(7) of the GDPR as ‘the natural or legal person,
public authority, agency or any other body which, alone or jointly with others, determines the
purposes and means of the processing of personal data’.

8 Article 4(1) of the GDPR defines a ‘data subject’ as ‘an identified or identifiable natural person’
and specifies that ‘an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data,
online identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person’.
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up to date. The notion of storage limitation entails that personal data has to be kept
in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed. Finally, in accordance
with the requirement of integrity and confidentiality, personal data has to be pro-
cessed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.

EU data protection law also provides data subjects with a number of rights. An
illustrative example is the right of access contained in Article 15 of the GDPR,
which entitles data subjects to obtain from the controller confirmation as to whether
or not personal data are being processed, and, where that is the case, access to this
data. It is important to note that the GDPR has introduced two new rights for data
subjects: a right to erasure and a right to data portability.

As Article 17 of the GDPR makes clear, the right to erasure entitles data subjects to
obtain from the controller the deletion of personal data in a number of situations, such
as where the personal data are no longer necessary in relation to the purposes for
which they were processed, where the data subject withdraws consent and no other
legal ground for the processing remains, or where the data subject objects to the pro-
cessing.* In Google Spain, the Court of Justice has already established a ‘right to be
delisted’ with regard to the processing of personal data in the context of search engines.
In its 2014 judgment, the Court held that a search-engine provider is responsible for
the processing that it carries out of personal information which appears on web pages
published by third parties. If, following a search made on the basis of a person’s name,
the list of results displays a link to a web page which contains information on the per-
son in question, that person may approach the search-engine provider directly and
request, under certain conditions, the removal of that link from the list of results.>

The right to data portability is provided by Article 20 of the GDPR and gives a
data subject the right to receive his or her personal data that he or she has provided
to a controller in a structured, commonly used and machine-readable format and to
transmit this data to another controller.> Where technically feasible, the data subject
also has the right to have the data transmitted directly from one controller to anoth-
er. In the latter situation, the data subject does not have to export and import the
data him- or herself but can rely on the controllers, who must arrange the transfer of
the data among themselves. The most commonly referred-to example of a service to
which the right to data portability would apply is the social-network environment.
In its Staff Working Paper accompanying the initial proposal for a General Data
Protection Regulation, the Commission describes the personal data that may be
transferred under the right to data portability as ‘photos or a list of friends’ and

4 Article 17(1) of the GDPR.

SYECJ, Google Spain SL, Google Inc. v. Agencia Espafiola de Proteccién de Datos, Mario Costeja
Gonziélez, C-131/12, ECLI:EU:C:2014:317.

S Article 20(1) of the GDPR.
32 Article 20(2) of the GDPR.
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‘contact information, calendar history, interpersonal communications exchanges
and other kinds of personally or socially relevant data’ > The right to data portabil-
ity thus enables users of social networks to transfer their profile, contacts, photos
and videos to another social-networking platform. A Facebook user is, for instance,
entitled to receive her personal data which she has provided to Facebook in a reus-
able format and to transmit this data to Google+. If technically feasible, she also has
the right to have this data transmitted directly to Google+, instead of receiving the
data from Facebook and transmitting it herself to Google+.>*

2.4 Findings

Competition, consumer protection and data protection law advance various aspects
of consumer welfare. EU competition enforcement aims to protect consumer wel-
fare against the background of an economic and effects-based analysis, while EU
data protection and consumer protection law follow a more human rights-based
approach. Even though EU consumer protection law was initially established as a
market-oriented policy, consumer protection is increasingly being conceptualised as
a human right.*® Its inclusion in the Charter of Fundamental Rights of the European
Union may be the most apparent illustration of this development.

The means by which each of the three legal fields contributes to consumer wel-
fare differ. Whereas the fields of consumer protection and data protection law seek
to contribute to the functioning of the internal market through positive integration
by adopting legislative instruments to harmonise national legislation in the Member
States, competition policy is based on negative integration by ensuring that under-
takings do not inhibit effective competition to the detriment of consumer welfare.*

As such, the three areas of law complement each other. While competition law
advances consumer welfare by protecting undistorted competition, a precondition
for the existence of a well-functioning market is that individuals are able to exercise
a genuine and well-informed choice. To that end, the effective application and
enforcement of information requirements in consumer protection law and condi-
tions for valid consent in data protection law is instrumental. A minimum level of
consumer and data protection is desirable to address possible externalities and
persistent behavioural biases. Externalities are a form of market failure whereby an
individual does not take into account the positive or negative impact of his or her

3 Commission Staff Working Paper — Impact Assessment accompanying the General Data
Protection Regulation and the Directive on the protection of individuals with regard to the process-
ing of personal data by competent authorities for the purposes of prevention, investigation, detec-
tion or prosecution of criminal offences or the execution of criminal penalties, and the free
movement of such data (Impact Assessment Report), SEC(2012) 72 final, p. 28.

*Such a form of data portability would resemble number portability in the telecommunications
sector. For a comparison, see Graef (2015b), 505-508.

3 For a description of this evolution, see Benohr (2013), 45-68.

S For a comparison of competition and data protection law in this respect, see Costa-Cabral /
Lynskey (2017), 21-22.
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behaviour on other individuals. In the data protection context, a disclosure of per-
sonal data by one individual may also affect others in case of shared preferences
within a group of family or friends and even society at large when data is used to
improve existing services or to develop new ones.”” In addition, due to behavioural
biases consumers do not always act rationally and may make decisions that are not
in their own long-term interest.®® While competition law aims to ensure the avail-
ability of choice, data protection and consumer protection law should empower
individuals to effectively exercise such a choice. In conclusion, competition, data
protection and consumer law have to go hand in hand in order to adequately protect
the interests of individuals and consumer welfare in general.

In the following sections, the complementary nature of the three fields is illus-
trated by reference to three issues: the enforcement of data portability, the assess-
ment of exploitative abuse under Article 102 TFEU and the potential role of data
protection and consumer considerations in merger review.

3 Enforcement of Data Portability

As discussed above, the GDPR has introduced a right to data portability in EU data
protection law. At the same time, competition and consumer protection law may be
used to enforce data portability.

3.1 Competition Law Angle of Data Portability

Article 20 of the GDPR gives a data subject the right to receive personal data con-
cerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and to transmit this data to another
controller without hindrance from the controller to which the personal data has been
provided. This right applies where the processing is carried out by automated means
and is based on consent or on a contract.”® Where technically feasible, the data sub-
ject also has the right to have the personal data transmitted directly from one con-
troller to another.®® While its main policy objective is to ensure that individuals are
in control of their personal data and trust the online environment, the right to data
portability may also reduce lock-in by enabling users to switch easily between

S7Larouche / Peitz / Purtova (2016), 30-31.

% See among others Acquisti / Brandimarte / Loewenstein (2015) and Acquisti / Taylor / Wagman
(2016).

% Article 20(1) of the GDPR.
% Article 20(2) of the GDPR.
*'Tmpact Assessment Report, p. 43.
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services.®> With the increasing use of a particular online service, the amount of per-
sonal data collected in this service may become an obstacle for moving to another
provider, even if better or more privacy-friendly alternatives are available. As the
Commission made clear in its Staff Working Document accompanying the proposal
for a General Data Protection Regulation, the loss of data ‘effectively creates a lock-
in with the specific service for the user and makes it effectively very costly or even
impossible to change provider and benefit from better services available on the
market’ . In this regard, data portability also has a competition law angle.

In fact, the previous Competition Commissioner argued in a speech that the pro-
posed right to data portability ‘goes fo the heart of competition policy’ and that
‘portability of data is important for those markets where effective competition
requires that customers can switch by taking their own data with them’. From a
more general perspective, he stated that retention of data should not serve as a bar-
rier to switching in markets that build on users uploading their personal data. In
addition, the previous Competition Commissioner argued that ‘/cJustomers should
not be locked in to a particular company just because they once trusted them with
their content’. By stating ‘[w]hether this is a matter for regulation or competition
policy, only time will tell’, he acknowledged the right to data portability as a new
tool under data protection law but at the same time did not eliminate competition
law intervention for facilitating data portability. In particular, the previous
Competition Commissioner explicitly noted that *[i/n time, personal data may well
become a competition issue; for instance, if customers were prevented from switch-
ing from a company to another because they cannot carry their data along’.**

It therefore cannot be ruled out that the European Commission will also inter-
vene on the basis of competition law if a dominant firm does not allow users to take
their data with them when switching services.®> The Facebook/WhatsApp merger
decision in which the Commission assessed whether data-portability issues consti-
tuted a barrier to consumers’ switching in the context of consumer communica-
tions apps is instructive in this respect. The Commission made clear that it had not
found any evidence suggesting that this was indeed the case. According to the
Commission, ‘communication via apps tends to consist to a significant extent of
short, spontaneous chats, which do not necessarily carry long-term value for con-
sumers’. The Commission also considered that the messaging history remains
accessible on a user’s smartphone even if the user starts using a different commu-
nications app. Finally, the Commission took into account that the contact list can
be easily ported since a competing app, after obtaining consent of the user, would
get access to his or her phone book, on the basis of which existing contacts can be

©2For further guidance on how to apply the new right, see Article 29 Working Party (2017), which
gives an interpretation of the conditions under which the right to data portability is applicable as
well as its possible implementation.

% TImpact Assessment Report, p. 28.
% Almunia (2012).
% Meyer (2012). See also Geradin / Kuschewsky (2013), 11.
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identified.% Even though the Commission did not consider restrictions on data por-
tability to constitute barriers to switching in the specific circumstances of the case,
the fact that these issues were investigated under merger review indicates the
potential of competition law to address data portability.

In particular, a refusal of a dominant firm to facilitate data portability may consti-
tute a form of abuse by exploiting consumers or excluding competitors. In the latter
case, a lack of data portability may lead to entry barriers for competitors and violate
Article 102(b) TFEU by limiting markets and technical development to the prejudice
of consumers.? In such a situation, the Commission can impose a duty on the domi-
nant provider to give users the possibility to transfer their data to a competitor.

This can be further illustrated by the Google case, in which the Commission
negotiated with Google about commitments which would force the search-engine
provider to stop imposing obligations on advertisers that prevented them from mov-
ing their advertising campaigns to competing platforms.® In the US, the Federal
Trade Commission closed its investigation when Google offered voluntary conces-
sions to remove restrictions on AdWords that make it difficult for advertisers to
manage advertising campaigns across multiple platforms.® By restricting the pos-
sibility of advertisers to move their campaigns to another advertising platform,
providers create switching costs that may make advertisers decide to stay with their
current provider for the sole reason that they find it too cumbersome to manually
re-insert their advertising campaign in a new platform.

3.2 Comparing Data Protection and Competition Law

A number of differences can be identified between the enforcement of data portability
under data protection law and competition law. First of all, it is important to note that
the GDPR gives data subjects a right to data portability, while competition authorities
can impose a duty on dominant providers to enable data portability if their behaviour
amounts to abuse under Article 102 TFEU. Secondly, the scope of application of the
two regimes is different. As it forms part of a data protection instrument, the right to
data portability naturally only applies to transfers of personal data. Information that
does not qualify as personal data falls outside the scope of the new right. In addition,
one should note that not all personal data of a data subject is subject to the right to data
portability. As Article 20(1) of the GDPR makes clear, a data subject is only entitled to

% European Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3 October 2014, para.
113-115 and 134.

Yoo (2012), 1154-1155 and Geradin / Kuschewsky (2013), 11.

% Commitments of Google in Case COMP/C-3/39.740 Foundem and others, 3 April 2013, para.
27-31.

In October 2013, Google offered improved commitments to the Commission that included a
new proposal providing stronger guarantees against circumvention of the earlier commitments
regarding portability of advertising campaigns; see Almunia (2013).
9US Federal Trade Commission, Press release: Google Agrees to Change Its Business Practices to

Resolve FTC Competition Concerns In the Markets for Devices Like Smart Phones, Games and
Tablets, and in Online Search, 3 January 2013.
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port personal data which he or she has provided to a controller. But providers do not
only possess personal data that has been provided by users themselves. They also
obtain information about the behaviour of users on their platform (observed data) and
create data for analytical purposes (inferred data). In accordance with the Article 29
Working Party Guidelines on data portability, inferred data falls outside the scope of
the right to data portability. However, the Article 29 Working Party put forward the
view that the term “provided data” has to be interpreted broadly not only covering
‘data actively and knowingly provided by the data subject’ but also ‘observed data
provided by the data subject by virtue of the use of the service or the device’. Despite
the guidance offered by the Article 29 Working Party, uncertainties remain about
the scope of the right to data portability. As an illustration, reference can be made to the
profile of sellers on e-commerce platforms.” Whereas the contact information and the
advertisements are provided by the seller him- or herself, the provider adds feedback
scores to the seller’s profile on the basis of the number of positive or negative ratings
the seller has received. It is not clear whether the part of the seller’s profile that involves
the reputation that a seller has built on a particular e-commerce platform will also be
portable under the right to data portability, since strictly interpreted it is not provided
by the data subject nor observed by virtue of his or her use of a service.”!

These limitations do not play a role in competition enforcement, where action can
potentially be taken against a lack of portability of all data irrespective of whether it
relates to an identified or identifiable natural person and whether it is provided by
this person. The scope of application of competition law in this regard is thus much
wider. At the same time, it has to be kept in mind that action on the basis of Article
102 TFEU can only be taken if the restrictions on data portability qualify as abuse of
dominance. In contrast, the right to data portability would apply generally to all
forms of processing carried out by automated means and based on consent or on a
contract.”” No dominance or abuse will have to be established in order for users to be
able to transfer their data under the GDPR.” As such, data protection and competi-
tion law complement each other in enabling data portability. Each of the two fields
has its own strengths and limitations, as a result of which it will remain important to
apply competition law in parallel to possible restrictions on the portability of data
once the right to data portability under the GDPR comes into force.

3.3 Possible Role of Consumer Protection Law

In addition, consumer protection law has a role to play in the enforcement of data
portability. In this regard, it is instructive to note that the proposal for a Digital Content
Directive includes a provision enabling a form of data portability. Article 13(2)(c) of

"OReference is made here to natural persons who are acting as sellers on e-commerce platforms, as
the GDPR would otherwise not be applicable.

"ISee also Swire / Lagos (2013), 347-349.

2These are the preconditions for the right to data portability to apply under Article 20(1)(a) and
(b) of the GDPR.

73 Graef / Verschakelen / Valcke (2013), 7-8.



136 I. Graef

the proposal requires a supplier to provide a consumer who terminates a contract for
the supply of digital content ‘with technical means to retrieve all content provided by
the consumer and any other data produced or generated through the consumer’s use
of the digital content to the extent that data has been retained by the supplier’. The
provision goes on to state that the consumer is ‘entitled to retrieve the content free of
charge, without significant inconvenience, in reasonable time and in a commonly
used data formar’." Article 3(1) of the proposal makes clear that the Digital Content
Directive would apply to any contract where digital content, such as music or digital
games, is supplied to a consumer and, in exchange, ‘a price is to be paid or the con-
sumer actively provides counter-performance other than money in the form of per-
sonal data or any other data’.” For the purposes of the proposal for a Digital Content
Directive, ‘a service allowing sharing of and any other interaction with data in digi-
tal form provided by other users of the service’ is also regarded as ‘digital content’.”
Considering that a social network or a communications app thus falls within its scope
of application, the Digital Content Directive would provide additional protection to
consumers going beyond the right to data portability as contained in the GDPR.

Unlike the latter right, which only covers personal data provided by the data sub-
ject, Article 13(2)(c) of the proposal for a Digital Content Directive also enables a
consumer to retrieve any other data, to the extent that it has been retained by the
supplier, generated by using the digital content and not as such provided by the con-
sumer. However, in the General Approach adopted by the Council in June 2017, the
scope of the data to which the retrieval obligations would apply is limited to ‘any
digital content (...) to the extent that it does not constitute personal data, which was
uploaded or created by the consumer when using the digital content or digital ser-
vice supplied by the supplier’. This new formulation put forward by the Council
seems to imply that inferred data would not be included. It therefore remains to be
seen how the legislative discussions evolve and what the final scope of the data
retrieval obligations will be.

On the other hand, it should be kept in mind that the proposal for a Digital Content
Directive does not entitle consumers to have their digital content directly transmitted
to a new provider. Article 20 of the GDPR, in contrast, provides data subjects with a
right to ask for a direct transfer of provided personal data where this is technically
feasible. These differences in scope can be explained by the distinct underlying
objectives of the two instruments. While the right to data portability aims to give
data subjects more control over their personal data, the relevant provision in the
proposal for a Digital Content Directive aims to ensure that consumers benefit from
effective protection in relation to the right to terminate the contract.”’

Nevertheless, consumer protection law may fill the gaps that data protection and
competition law currently leave with regard to the enforcement of data portability.

7 Article 16(4)(b) of the proposal for a Directive of the European Parliament and of the Council on
certain aspects concerning contracts for the supply of digital content (proposal for a Digital
Content Directive), 9 December 2015, COM(2015) 634 final, provides for a similar obligation for
suppliers with regard to long term contracts for the supply of digital content.

75 Article 3(1) of the proposal for a Digital Content Directive.
6 Article 2(1)(c) of the proposal for a Digital Content Directive.
""Recital 39 of the proposal for a Digital Content Directive.
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Consumer protection does not suffer from the inherent limitation of data protection
law, which can only cover personal data and, unlike competition enforcement, it can
enable data portability on a general basis for all providers irrespective of the exis-
tence of dominance and abusive behaviour. As such, consumer protection law may
arguably form the most promising way to effectively enforce data portability. While
the proposal for a Digital Content Directive already provides for the ability of users
to retrieve the content provided and the data generated when leaving a service, a
stronger and true form of data portability may be devised under consumer protec-
tion law which would enable users to directly transfer their data among services
with the aim of empowering consumers to switch services.

4 Assessing Exploitative Abuse Under Article 102 TFEU

Even though competition law can be considered to have the strongest enforcement
mechanism of the three fields in terms of the resources of the competent authorities
and the available sanctions for infringements, it also has some weaknesses. One of
them relates to assessing particular forms of abuse under Article 102 TFEU.

4.1 Excessive Pricing

A firm can abuse its dominant position in a particular market either by excluding
competitors or by exploiting suppliers or customers. Although exclusionary and
exploitative abusive behaviour can have an equally anticompetitive character, compe-
tition authorities rarely challenge behaviour that directly harms consumers and instead
focus on addressing conduct of dominant firms leading to the foreclosure of competi-
tors. It is also instructive to note in this respect that the European Commission has not
provided any guidance relating to abusive exploitative conduct, while its Guidance
Paper on exclusionary conduct under Article 102 TFEU was published in 2009.78

This may be explained by the fact that it remains complicated to establish at what
point a certain type of exploitative behaviour becomes anticompetitive. These issues
also play a role with regard to the assessment of possible abuses of dominance
relating to the collection and use of data. A potential form of exploitative abuse that
has been identified in this regard is the excessive extraction of personal information
from users.”

Since personal data replaces price as a type of currency in the online environ-
ment, exploitative abuse may relate to the excessive collection of information about
consumers instead of to the monetary price charged for a product or service. As
Competition Commissioner Vestager made clear in a speech, the fact that consumers

"8 Guidance Paper, para. 28.

7See Autorité de la concurrence and Bundeskartellamt (2016), 25; UK House of Lords Select
Committee on European Union (2016), para. 180; Monopolkommission (2015), para. 326 and 329
and Burnside (2015), 6.
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pay with their data does not have to be a problem ‘as long as people are happy that
the data they share is a fair price to pay for the services they get in return’.*® The
question thus arises what constitutes a “fair price’ in the context of data collection
by dominant firms that provide services free of charge to consumers.

As regards excessive pricing, the Court of Justice argued in United Brands that ‘a
price which is excessive because it has no reasonable relation to the economic value
of the product supplied’ is abusive under Article 102 TFEU.®! In its Preliminary
Opinion on ‘Privacy and competitiveness in the age of big data’, the European Data
Protection Supervisor seems to rely on this statement of the Court of Justice in United
Brands when noting that exploitative abuse may occur if ‘the “price” paid through
the surrender of personal information [is] to be considered excessive in relation to the
value of the service consumed’ 3> However, it will be complex to determine at what
point the extent of data extraction is no longer in line with the value of the service.

Even though surveys and experiments may be held to determine the willingness of
consumers to reveal certain information in exchange for being provided with a par-
ticular service,* it will be hard to prove a form of exploitative abuse relating to the
extraction of personal data. As explained by the Monopolkommission, an indepen-
dent expert committee that advises the German government and legislature in the
area of competition policy, the services provided in the online environment may be
so complex or user-specific that they require a situation- or user-dependent evalua-
tion of the value of the service in question.** In addition, the heterogeneous prefer-
ences of consumers towards data protection may call for a user-specific analysis.
While some consumers will not regard a particular form of data collection as exces-
sive because they value the higher level of relevance and personalisation that it brings
about, this may be different for consumers who are more sensitive to data protection
issues. The excessive nature of prices is already difficult to determine under current
competition law standards, let alone the excessive nature of the collection of personal
data by a particular firm. To address this problem, relevant standards established in
data protection and consumer law may help competition authorities to determine
whether a certain form of data collection is anticompetitive under Article 102 TFEU.

4.2 Benchmarks from Data and Consumer Protection Law

Against this background, it has been proposed to rely on data protection principles
as a benchmark against which the existence of abusive behaviour can be tested.®
The head of the European Data Protection Supervisor Buttarelli stated in a 2015
speech that ‘[/wJe should be prepared for potential abuse of dominance cases which

80Vestager (2016).

8IECJ, United Brands v. Commission, C-27/76, ECLI:EU:C:1978:22, para. 250.
82European Data Protection Supervisor (2014), 29.

8 See OECD (2013), p. 29-32.

% Monopolkommission (2015), para. 329.

8 See also Costa-Cabral / Lynskey (2017), 33-37.
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alsomay involve a breach of data protection rules’ 3 In 2012, the then-Commissioner
for Competition Almunia already referred to the possibility that ‘[/a] single domi-
nant company could of course think to infringe privacy laws to gain an advantage
over its competitors’.¥’ By collecting personal data beyond the consent of data sub-
jects, a company can gain more insight into the preferences of individuals.

The investigation opened by the Bundeskartellamt in March 2016 on suspicion of
Facebook’s abuse of its possible dominant position in the market for social networks
seems to be based on similar considerations. In particular, the Bundeskartellamt sus-
pects that Facebook’s terms of service are in violation of data protection law and
thereby also represent an abusive imposition of unfair conditions on users. If a connec-
tion can be identified between the alleged data protection infringement and Facebook’s
possible dominance, the use of unlawful terms and conditions by Facebook could, in
the view of the Bundeskartellamt, also be regarded as an abuse of dominance under
competition law. In December 2017, the Bundeskartellamt reached the preliminary
assessment that Facebook’s collection and use of data from third-party sources is
abusive. According to the Bundeskartellamt, Facebook is abusing its dominant posi-
tion by making the use of its social network conditional on it being allowed to collect
every kind of data generated by using third-party websites and merge it with the
user’s Facebook account. Considering that users are only given the choice of either
accepting the “whole package” or notbeing able to use Facebook, the Bundeskartellamt
takes the view that it cannot be assumed that users effectively consent to this form of
data collection and processing.®® The Bundeskartellamt thus appears to rely on data
protection law as a benchmark for assessing whether certain exploitative behaviour of
a dominant firm should be considered anticompetitive under Article 102 TFEU.

The investigation seems to relate to the question of whether consumers are suf-
ficiently informed about the type and extent of personal data collected. The specific
benchmark relied upon by the Bundeskartellamt to establish anticompetitive exploi-
tation of consumers under abuse of dominance would then be the validity of consent
under data protection law. In particular, the main focus of the investigation seems to
be whether the consent given by Facebook users is sufficiently informed as required
by Article 4(11) of the GDPR.

Alternatively, competition authorities may apply the purpose-limitation principle
contained in Article 5(1)(b) of the GDPR or the principle of data minimisation
derived from Article 5(1)(c) of the GDPR as benchmarks to establish abuse under
Article 102 TFEU. Under these principles, controllers have to limit the collection of
personal data to what is necessary to accomplish a specified and legitimate purpose
and cannot retain data any longer than necessary to fulfil that purpose. In other words,
if a firm extracts personal data beyond what is necessary to achieve a particular pur-
pose or keeps it for a period longer than necessary to fulfil this purpose, it is violating

8 Buttarelli (2015a), 3.

8 Almunia (2012).

% Bundeskartellamt, Press release: Bundeskartellamt initiates proceeding against Facebook on sus-
picion of having abused its market power by infringing data protection rules, 2 March 2016 and
Bundeskartellamt, Press release: Preliminary assessment in Facebook proceeding: Facebook’s col-
lection and use of data from third-party sources is abusive, 19 December 2017.
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the data-minimisation and purpose-limitation principles. Such an infringement of
data protection law may in turn also form an indication of whether the extraction of
data is excessive and could qualify as exploitative abuse under competition law.

A similar analogy can be made with regard to principles used in consumer protec-
tion law. In speeches, the head of the European Data Protection Supervisor Buttarelli
also referred to non-negotiable and misleading privacy policies as constituting a
potential form of abuse of dominance.® It seems hard to determine at what point a
(change in) privacy policy should give rise to competition law liability under Article
102 TFEU. Atrticle 6(1) of the Unfair Commercial Practices Directive may be of
assistance in this regard. According to this provision, a commercial practice has to
‘be regarded as misleading if it contains false information and is therefore untruthful
or in any way, including overall presentation, deceives or is likely to deceive the
average consumer, even if the information is factually correct’ in relation to one or
more of the elements specified in subsections (a) to (g) such as the nature of the prod-
uct or its main characteristics. This is particularly relevant in Member States where
the competition and consumer protection rules are enforced by the same authority. As
an illustration, reference can be made to the two decisions that the Italian competition
and consumer protection authority took in May 2017, imposing a fine of three million
euros on WhatsApp for alleged unfair commercial practices. The first decision con-
cluded that WhatsApp had forced users to subscribe to new terms and conditions by
making them believe that otherwise they would not have been able to continue using
the service. The second decision was directed at alleged unfair contract terms such as
those relating to the right of WhatsApp to unilaterally change contractual provisions,
the exclusive right of WhatsApp to terminate the service, exclusions and limitations
of liability in favour of WhatsApp, the possibility of WhatsApp to interrupt the ser-
vice without justifications and the choice of jurisdiction in case of disputes, which is
currently exclusively assigned to US courts.”” These decisions did not relate to poten-
tial breaches of competition law but of consumer protection law, for which the
authority is also competent. However, the fact that the two regimes are enforced by
one authority implies that the relevant expertise is present to rely on consumer pro-
tection principles in order to establish a violation of competition law in cases where
this is desirable to enhance the effectiveness of the competition regime.’!

By using principles from data protection or consumer protection law as bench-
marks for analysing whether abuse of dominance under competition law exists, the
difficulties that competition authorities currently face with regard to the assessment
of exploitative abuse may be overcome. Such an approach could enable competi-
tion enforcement to address new forms of anticompetitive behaviour in digital mar-
kets. At the same time, caution is required to avoid outcomes whereby any law

8 Buttarelli (2015b), 5 with respect to non-negotiable privacy policies; and Buttarelli (2015a), 3 as
regards misleading privacy policies.

% Autorita garante della concorrenza e del mercato, Press release: WhatsApp fined for 3 million
euro for having forced its users to share their personal data with Facebook, 12 May 2017.

1On the flip side, see Zingales (2017), 557-558, for a discussion of how the decisions of the Italian
competition and consumer protection authority indicate the relevance of competition and data
protection considerations in consumer law.
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infringement by a dominant firm automatically becomes of relevance to competi-
tion enforcement. For that reason, commercial manipulation of personal data and
privacy policies should remain an issue first and foremost tackled by data protec-
tion and consumer protection authorities. Nevertheless, if a strong link can be iden-
tified between a violation of data protection or consumer protection law and the
dominant position of the infringer in the relevant market, there is no reason why a
breach of one of these legal regimes cannot be a relevant factor for considering an
independent violation of Article 102 TFEU.”

5 Potential Role of Data Protection and Consumer Law
Considerations in Merger Review

The main weakness of data protection as well as consumer law as compared to
competition enforcement is the limited scope for prospective analysis. In particular,
the Directives of the EU consumer acquis as well as the GDPR do not give the
respective supervisory authorities the competence to adopt structural measures to
prevent possible future consumer or data protection issues from emerging. Consumer
and data protection authorities can only impose behavioural remedies and sanction
companies after the latter have infringed the rules by requiring changes in the way
they deal with consumers or process personal data. Merger analysis under the com-
petition rules, on the other hand, is forward-looking by nature and the EU Merger
Regulation explicitly provides for the possibility to block mergers which are incom-
patible with the common market. On the basis of Articles 8(3) and 2(3) of the EU
Merger Regulation, the Commission has to declare a proposed concentration as
incompatible with the common market where it finds that the concentration would
significantly impede effective competition as a result of the creation or strengthen-
ing of a dominant position. Because of the relative strength of merger review in this
respect, the question arises whether consumer and data protection issues may be
considered in the merger analysis to be conducted by competition authorities.

5.1 Current Reluctance of the Commission and the Court
of Justice

Both the European Commission and the Court of Justice have already expressed
views on the possible role of data protection concerns in EU competition law. The
Commission did not take into account data protection interests when assessing the
Google/DoubleClick, Facebook/WhatsApp and Microsoft/LinkedIn mergers. In the

“2In the context of the abuse-of-dominance investigation against Facebook as announced by the
Bundeskartellamt in March 2016, see Graef / Van Alsenoy (2016).
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context of Google/DoubleClick, the Commission noted that its decision referred
exclusively to the appraisal of the transaction with EU competition rules and was
without prejudice to the obligations imposed on Google and DoubleClick by EU
and national legislation in the field of data protection and privacy. In this regard, the
Commission made clear that: ‘Irrespective of the approval of the merger, the new
entity is obliged in its day to day business to respect the fundamental rights recog-
nised by all relevant instruments to its users, namely but not limited to privacy and
data protection’.® In its Facebook/WhatsApp merger decision, the Commission
similarly stated: ‘Any privacy-related concerns flowing from the increased concen-
tration of data within the control of Facebook as a result of the Transaction do not
fall within the scope of the EU competition law rules but within the scope of the EU
data protection rules’®* In the context of the Microsoft/LinkedIn merger, the
Commission again argued in its press release that ‘[p][rivacy-related concerns as
such do not fall within the scope of EU competition law’ but continued by noting
that such concerns ‘can be taken into account in the competition assessment to the
extent that consumers see it as a significant factor of quality, and the merging par-
ties compete with each other on this factor’ .>> Nevertheless, the issue at stake here
goes beyond the possible inclusion of data protection as a factor of competition in
the usual competition analysis and instead involves the question of whether compe-
tition enforcement can be used as a way to promote a stronger form of data
protection.

While the Commission did not address data protection interests in these cases,
it did analyse data-related competition concerns. In Google/DoubleClick, the
Commission analysed the impact on the market of the potential combination of
the previously separate datasets of the merging parties. The Commission argued
that the combination of the information on search behaviour from Google and web-
browsing behaviour from DoubleClick would not give the merged entity a competi-
tive advantage that could not be matched by competitors, considering that such a
combination of data was already available to a number of Google’s competitors at
the time of the proposed concentration. In the Commission’s view, the possible
combination of data after the merger would be very unlikely to bring more traffic to
Google’s AdSense network so as to squeeze out competitors and ultimately enable
the merged entity to charge higher prices for its intermediation services.”

In Facebook/WhatsApp, the Commission analysed potential data-concentration
issues in line with two theories of harm ‘according to which Facebook could
strengthen its position in online advertising’, namely by introducing advertising on

% European Commission, Case No. COMP/M.4731 — Google/ DoubleClick, 11 March 2008, para.
368.

%European Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3 October 2014, para.
164.

% European Commission (2016), Press release (IP/16/4284) Mergers: Commission approves
acquisition of LinkedIn by Microsoft, subject to conditions, 6 December 2016.

% European Commission, Case No. COMP/M.4731 — Google/ DoubleClick, 11 March 2008, para.
364-366.
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WhatsApp and/or using WhatsApp as a potential source of user data for the purpose
of improving the targeting of Facebook’s advertising activities outside WhatsApp.
The Commission concluded in this regard that the merger would not raise competi-
tion concerns, as there would continue to be a sufficient number of alternative pro-
viders to Facebook for the supply of targeted advertising after the merger, and a
large amount of internet user data that is valuable for advertising purposes was not
within Facebook’s exclusive control.”’

In Microsoft/LinkedIn, the Commission investigated several concerns relating to
access to LinkedIn’s database. In the area of professional social networks, the
Commission expressed the concern that Microsoft would integrate LinkedIn into
Microsoft Office and combine the two user databases. In particular, the Commission
was worried that the increase in LinkedIn’s user base would make it harder for new
players to start providing professional social-network services and would tip the
market towards LinkedIn in Member States where a competitor of LinkedIn oper-
ated, such as Austria, Germany and Poland. This could have been reinforced by
shutting out LinkedIn’s competitors from access to Microsoft’s application pro-
gramming interfaces which they need to access user data stored in the Microsoft
cloud. The Commission found that these measures could have enabled LinkedIn to
expand its user base and activity in a way that it would not have been able to do
absent the merger.”® To address this particular concern, Microsoft committed to
grant competing professional social network service providers access to ‘Microsoft
Graph’ for a period of 5 years. The latter is a gateway for software developers to
build applications and services that can access data stored in the Microsoft cloud
such as contact information, calendar information, emails etc. subject to user con-
sent. The Commission expects that software developers may use this data to drive
subscribers and usage to their professional social networks.” As to customer rela-
tionship management software solutions, the Commission looked at whether after
the merger Microsoft would be able to shut out competitors by denying them access
to the full LinkedIn database, thus preventing them from developing advanced cus-
tomer relationship management functionalities. However, the Commission found
that access to the full LinkedIn database was not essential to compete on the mar-
ket.!® With regard to online advertising, the Commission argued that no competi-
tion concerns arose from the concentration of the parties’ user data that can be used
for advertising purposes on the ground that a large amount of such user data would

97European Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3 October 2014, para.
167-189.

%European Commission, Case No. M.8124 — Microsoft/LinkedIn, 6 December 2016, para.
337-351.

9 European Commission, Case No. M.8124 — Microsoft/LinkedIn, 6 December 2016, para. 414 and
437. Additional commitments were adopted to address other identified competition concerns,
namely concerns relating to the possible integration of LinkedIn features into Office and concerns
relating to the possible pre-installation of a LinkedIn application on Windows PCs (see para. 409-
421 and 434-438 of the decision).

10 European Commission, Case No. M.8124 — Microsoft/LinkedIn, 6 December 2016, para.
274-276.
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continue to be available on the market after the transaction. In addition, in the
Commission’s view, the transaction would not reduce the amount of data available
to third parties, as neither Microsoft nor LinkedIn made its data available to third
parties for advertising purposes at the time of the merger.'”!

Prior to these merger decisions, the Court of Justice had already made a state-
ment in 2006 about the scope for data protection interests in EU competition policy
in the context of a preliminary ruling involving agreements between financial insti-
tutions for the exchange of customer-solvency information. In its judgment in
Asnef-Equifax, the Court noted that since ‘any possible issues relating to the sensi-
tivity of personal data are not, as such, a matter for competition law, they may be
resolved on the basis of the relevant provisions governing data protection’.'” As a
result, the Court seems to be of the view that data protection issues should, in prin-
ciple, be addressed under data protection legislation rather than under the competi-
tion rules. In this respect, the Court’s statement does not imply that data protection
has no relevance to competition enforcement at all, but only seems to indicate that
competition law should be applied in pursuit of the objectives underlying the disci-
pline.'”® In essence, this is what the Commission did by leaving purely data
protection-related interests aside and instead assessing possible competition con-
cerns resulting from the combination of datasets or data concentration in Google/
DoubleClick, Facebook/WhatsApp and Microsoft/Linkedln.

5.2 Consumer and Data Protection as Legitimate Interests
Under Merger Review

Since merger review is without prejudice to the obligations of the parties under data
protection law, the approval of a transaction under the EU Merger Regulation does not
prevent consumer or data protection authorities from initiating their own parallel
investigation to examine whether the concentration raises any consumer or data pro-
tection issues. In order to achieve a better coordination between the European
Commission as a competition authority and the national consumer and data protection
authorities in this regard, Article 21(4) of the EU Merger Regulation may be relied
upon by Member States. On the basis of this provision, Member States are entitled to
take appropriate measures to protect legitimate interests other than those taken into
account by the EU Merger Regulation. The NewsCorp/BSkyB merger can serve as an
illustration in this regard. The Commission made clear in its merger decision that its
analysis of the acquisition of BSkyB by NewsCorp was solely based on competition-
related grounds under the EU Merger Regulation and was without prejudice to the

""" Buropean Commission, Case No. M.8124 — Microsoft/LinkedIn, 6 December 2016, para.
176-180.

12EC), Asnef-Equifax v. Asociacién de Usuarios de Servicios Bancarios, C-238/05,
ECLI:EU:C:2006:734, para. 63.

103 Burnside (2015), 3-4.
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media-plurality review of the relevant UK authorities.!® While the Commission
approved the merger on the basis of a competition assessment, Ofcom, the regulatory
and competition authority for the broadcasting, communications and postal industries
in the UK, required remedies from NewsCorp to address media-plurality issues.'%

The legitimate interests that are specified in Article 21(4) of the EU Merger
Regulation include public security, plurality of the media and prudential rules. Any
other public interest must be communicated to the Commission by the Member
State concerned, after which its compatibility with the general principles and other
provisions of Community law will be assessed by the Commission. Consumer and
data protection are not explicitly mentioned as legitimate interests, which means
that a Member State has to notify the Commission of such potential public interests
before it is entitled to take appropriate measures to this end on the national level.

It is important to note that the analysis conducted by a Member State under
Article 21(4) takes place on the basis of national law and outside the framework of
EU merger review. If a new public interest such as consumer or data protection
should indeed be accepted by the Commission as a legitimate basis for adopting
measures to protect non-efficiency considerations at the national level, the Member
State may, on the basis of national law, subject a merger to additional conditions and
may even block it if prohibiting the transaction altogether is proportionate in order
to protect the public interest concerned. However, since EU consumer as well as
data protection law do not provide the competent national authorities with the pos-
sibility to adopt any prospective or structural measures, it does not seem possible for
a consumer or data protection authority to subject a merger to any conditions, let
alone block it, if it does not give rise to consumer or data protection issues at the
time the merger is approved by the Commission under the EU Merger Regulation.

A consumer or data protection authority would thus only be entitled to impose
conditions to a merger under Article 21(4) of the EU Merger Regulation if the trans-
action in and of itself infringes consumer or data protection rules. If the supervisory
authority merely anticipates that certain consumer or data protection issues might
occur at some point in the future after the merger has been finalised, its only option
is to monitor whether the merged entity continues to comply with its consumer or
data protection obligations. Once there are indications that the merged entity is
breaching the relevant rules, the authority may start an investigation on its own ini-
tiative on the basis of either consumer or data protection law and thus outside the
framework of Article 21(4) of the EU Merger Regulation. The procedure under the
latter provision therefore only seems to have relevance for mergers that at the time

1%4European Commission, Case No. COMP/M.5932 — News Corp/ BSkyB, 21 December 2010,
para. 309.

195Tn June 2011, it was reported that NewsCorp had reached an agreement with Ofcom to clear the
takeover on the condition that it would spin off BSkyB’s dedicated news service Sky News into a
separate company (see Sabbagh / Deans (2011)). However, in July 2011 NewsCorp withdrew its
bid to take ownership of BSkyB following a scandal over phone hacking at NewsCorp’s UK news-
paper group (see ‘News Corp withdraws bid for BSkyB’, BBC News, 13 July 2011, available at:
http://www.bbc.com/news/business-14142307).
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of their notification to the Commission under EU merger review already raise either
consumer or data protection issues.

Irrespective of the fact that the European Commission and the Court of Justice
are currently hesitant towards the inclusion of data protection interests in competi-
tion law, the more normative question can be raised of whether the protection of this
and other non-efficiency concerns like consumer protection should be considered in
the competition analysis. The scope for such a more proactive approach is particu-
larly apparent when conditions are imposed on a merger that raises economic-
efficiency concerns. In this situation, the Commission as a competition authority
could adopt conditions which not only address the economic-efficiency concerns
but at the same time also guarantee the effectiveness of consumer and data protec-
tion law. In particular, the Commission could involve the competent national con-
sumer or data protection authority in the implementation or even the monitoring of
merger remedies that also affect consumer or data protection interests. In such a
way, the current limitation of consumer and data protection law relating to the
unavailability of prospective and structural measures may be addressed.

5.3 Illustrations of Data Protection-Related Merger Remedies

As an illustration of how merger remedies may be used to further data protection
interests, reference can be made to the considerations involving the combination of
datasets in Google/DoubleClick. Former US Federal Trade Commissioner Pamela
Jones Harbour suggested in her dissenting statement that it may have been desirable
to mandate a firewall between the data of Google and DoubleClick for some period
of time to prevent any anticompetitive effects.!” In such cases where the combina-
tion of datasets is considered to strengthen the position of the merged entity in a
particular relevant market so as to significantly impede effective competition, the
Commission could require the merging parties to keep their databases separate
because of economic-efficiency concerns. It is instructive to note that the establish-
ment of a firewall between the datasets of the merging parties would also prevent
personal data from being used for incompatible purposes under EU data protection
law. The Commission could then involve the competent data protection authority in
the implementation of the merger remedies. This way, a remedy designed to address
economic-efficiency concerns can be extended to include commitments with regard
to how the merged entity will handle personal data after the merger. To ensure that
the merged entity indeed keeps the datasets separate as committed to the Commission,
the competent national data protection authority could be put in charge of monitor-
ing to ensure that personal data is not exchanged between previously distinct ser-
vices. This would also enable the data protection authority to require the merged

1% Dissenting Statement of Commissioner Pamela Jones Harbour, Google/DoubleClick, FTC File
No. 071-0170, 20 December 2007, footnote 23 on p. 9.
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entity to take pre-emptive measures to prevent personal data from being combined
and, as a consequence, used for incompatible purposes.

In hindsight, such a remedy might have been appropriate in Facebook/WhatsApp
in light of the developments that have taken place since the Commission approved
the merger in October 2014. Changes in WhatsApp’s privacy policy were
announced in August 2016 that enable Facebook to start using data from WhatsApp
to better target ads on Facebook and Instagram.!” This although Facebook’s CEO
Mark Zuckerberg at the time of the notification of the acquisition assured that no
changes would take place in the way WhatsApp uses personal data from users.!%
The announcement of WhatsApp’s new privacy policy has drawn concerns not
only from national data protection and consumer authorities'® but also from
Competition Commissioner Vestager herself. Despite the fact that the Commission
in its merger decision argued that the transaction did not raise competition con-
cerns even if Facebook were to start collecting WhatsApp data to improve its own
services,'!? the Commissioner followed up with Facebook to find out what was
behind its decision to update WhatsApp’s privacy policy.!!! This culminated in the
imposition of a 110-million-euro fine by the Commission on Facebook in May
2017 for providing incorrect or misleading information during the 2014 merger
investigation. While Facebook had informed the Commission that it would be
unable to establish reliable automated matching between Facebook users’ accounts
and WhatsApp users’ accounts, WhatsApp’s updates to its terms of service in
August 2016 included the possibility of linking WhatsApp users’ phone numbers
with Facebook users’ identities. On that basis, the Commission found that the
technical possibility of automatically matching Facebook and WhatsApp users’
identities already existed in 2014 and that Facebook staff were aware of such a
possibility. However, the fact that misleading information was given did not impact
the 2014 authorisation of the transaction, as the decision was based on a number
of elements going beyond automated user matching and the Commission at the
time carried out the ‘even if’ assessment assuming user matching as a
possibility.''?

1WhatsApp blog, Looking ahead for WhatsApp, 25 August 2016, available at: https://blog.what-
sapp.com/10000627/Looking-ahead-for-WhatsApp?l=en.

1% Guynn (2014).

199 Apart from the enforcement action of the Italian Autorita garante della concorrenza e del mer-
cato mentioned in section 4.2 above, a number of authorities in other Member States have started
investigations against Facebook. For an overview of these various national cases, see Zingales
(2017), 554-555. In particular, the Article 29 Working Party is coordinating enforcement actions of
national data protection authorities: see the Letter of the Chair of the Article 29 Working Party to
WhatsApp, 27 October 2016.

"0European Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3 October 2014, para.
187-189.

"11'White / Levring (2016).

"2European Commission, Press release (IP/17/1369), Mergers: Commission fines Facebook €110
million for providing misleading information about WhatsApp takeover, 18 May 2017.
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Nevertheless, one can raise the question of whether the Commission has not been
too optimistic by approving the merger without even opening an in-depth
investigation and exploring possible merger remedies.''* Had the Commission taken
a more proactive stance towards the data-concentration concerns in Facebook/
WhatsApp, it could have prevented or at least restricted Facebook from unilaterally
deciding to alter WhatsApp’s privacy policy. The scope for merger remedies involv-
ing how personal data may be used after the merger was present, considering that
the use by Facebook of data from WhatsApp also raised potential competition con-
cerns. Now, in the absence of any merger remedies, the only option for the
Commission and for the national data protection and consumer authorities is to
monitor ex post whether Facebook is complying with the relevant rules. Considering
that data protection and consumer rules are still enforced on a national basis, this
leads to additional complexities in the sense that consumers may be subject to dif-
ferent levels of protection depending on the ability and success of the authorities in
their respective territories to take action against Facebook.

6 Conclusion

Even though competition law, consumer and data protection law are different
regimes having their own legal concepts and remedies, they share common goals.
The three legal fields complement each other in protecting the general public and
contributing to the achievement of the internal market. As such, three types of syn-
ergies have been identified where the different fields can help each other to reach the
desired objective of protecting the welfare of individuals in digital markets.

With regard to the enforcement of data portability, data protection and competi-
tion law leave certain gaps due to the inherent limitations in their scope of applica-
tion that may be filled by including a form of data portability in consumer protection
law.

The assessment of exploitative abuse under Article 102 TFEU, in turn, may ben-
efit from incorporating certain principles from data protection and consumer law as
benchmarks on the basis of which competition authorities can determine at what
point a form of data extraction or behaviour relating to the privacy policy of a domi-
nant undertaking is to be considered as anticompetitive.

Finally, in the context of merger review, Article 21(4) of the EU Merger
Regulation could be interpreted in such a way as to give consumer or data protection
authorities a legal ground to review proposed concentrations on the basis of their
impact on either consumer or data protection. Since EU consumer and data protec-
tion law do not provide for the possibility to adopt structural or prospective reme-
dies, this provision does not make the agencies competent to block mergers on the

13 The Facebook/WhatsApp merger was approved on the basis of Article 6(1)(b) of the EU Merger
Regulation. See European Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3
October 2014, para. 191.
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basis of consumer or data protection considerations or to impose remedies to address
possible future consumer or data protection issues. A more promising form of
collaboration would be for the Commission to involve the competent consumer or
data protection authority in the implementation or monitoring of merger remedies
that also affect consumer or data protection interests. Apart from providing consum-
ers with a more unified form of protection, this would also enable consumer and
data protection authorities to engage in more proactive monitoring even if no viola-
tions of the relevant rules have yet been identified.
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and Whisper. It argues that online price discrimination contributes to higher corpo-
rate profits and economic inequality. Competition policy intervention is therefore
needed to curb this inequality that generates a false impression that a few digital
giants are competing on the merit of their ‘highly innovative’ data-driven products
and performance. The chapter argues that knowing a consumer’s usage, frequency,
preferences, and choices disempowers online consumers.

1 Introduction

This chapter explains why ‘big” data matters and why privacy is now lost as a social
norm. In its Opinion, the European Data Protection Supervisor suggested a con-
sumer protection approach to data owned by monopolists.! It relied on the essential
facility doctrine of intervention where a smaller entrant is foreclosed because it
cannot access the data owned by the monopolist. The German competition authority
subsequently indicated that access to data is a factor indicative of market power.>

Both the Opinion and the doctrine of essential facilities® are now of little help to
competition authorities. Instead, this chapter will evaluate the legal framework to
clarify the scope of application of the data protection rules and elucidate whether
competition intervention in this context has any merit in its own right. Articles 7 and
8 of the EU Charter of Fundamental Rights and the former Directive 95/46/EC will
be mentioned before the chapter fully engages with the recent developments in the
area of data protection. In particular, drawing on the risks associated with data pro-
cessing in both Directive EU/2016/680 and Regulation EU/2016/679, the chapter
seeks to determine how price discrimination can actually happen in the form of
abuse of personal data. The latter carries an economic significance, as through the
misuse of such data, consumers can be left worse off when bargaining or shopping
online. Further risks associated with the processing of personal data concern health,
which could, in turn, raise life insurance premium rates. In other cases, personal
data can reveal a particular economic situation, personal preferences or interests,
reliability, or behaviour, which could make price discrimination much easier.

The new regulation mentions the risks associated with online activity and the
need to overcome different rules on the protection of personal data, which could
distort competition. The major provision is one which explains that the Regulation
does not apply to a ‘purely personal or household activity’, including social net-
working and online activity. This is to be interpreted in the sense that data protection

!'See European Data Protection Supervisor (2014).

2Bundeskartellamt, Press Release: Bundeskartellamt initiates proceeding against Facebook on sus-
picion of having abused its market power by infringing data protection rules, 2 March 2016, 16; for
the view that data can be a source of market power, see Drexl / Hilty / Desaunettes / Greiner / Kim
/ Richter / Surblyté / Wiedemann (2016).

3For the view that the doctrine is potentially misleading, as rivals are not prevented from collecting
data themselves, see Schepp / Wambach (2016), 123.
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and supervision do not have as a purpose safeguarding the online privacy of indi-
viduals. This is significant since many influential commentators have long held that
competition law should not become a regulatory tool for intervention in the area of
personal data protection.* Nonetheless, the regulatory approach to data processing aims
primarily to protect employees from businesses that process personal data and that
could lawfully disclose such data to the competent authorities in the wake of various
investigations. However, the present framework can easily be abused or misused. It is
broad on potential data subjects, as it includes ‘persons possessing relevant information
or contacts’. So anyone’s personal data could be saved for unknown purposes.

The chapter moves on to critically review the position of mere silence or inaction
in the case of default settings of social networks or web browsers to review the posi-
tion of informed consent under the new Regulation. The chapter argues that recent
theories of informed consent place particular emphasis upon the degree of sophisti-
cation and the length of privacy policies, rather than affirmative box ticking. There
is hidden ‘small print’ or pitfalls, such as ‘improving customer experience’, which
make it possible to process personal data without a just cause.

The chapter examines Windows 10, Google, Facebook, Linked-In, Instagram,
Snapchat, and Whisper’s privacy policies to establish compliance with data protec-
tion and reveal which distinctive categories of personal data are being processed.
Existing evidence of price discrimination will be used to extract the pitfalls associ-
ated with social platforms based on trust and the potential abuse of consumer confi-
dence that such data is safe from being shared with third parties. Although there are
warnings regarding the selling of data, this chapter will remain focused on the big
data owned by the three main companies, namely, Google, Facebook, and Microsoft.
The selling of personal data could potentially lead competition authorities to
uncover the bid-rigging of markets for personal data, which could extend competi-
tion intervention to include more ‘secretive’ social media, such as Whisper,
Snapchat, or Instagram. Installed software and browsers can also be used as a means
to improve users’ experience, but the processing of sensitive and confidential data
has little to do with this purpose.

This author agrees with the merits of the dissenting opinions by the late
Commissioner Rosch and Commissioner Jones Harbour, though this author argues
that the EU Commission’s intervention is warranted by the enactment of the new
rules on data protection, in particular, by what these rules have now left outside their
material scope. Relying on Stiglitz’s theory of economic inequality, this chapter
argues in favour of considering data as the new currency in two-sided markets.
While Google’s sale of its users’ privacy to third parties has famously been described
as ‘Googlestroika’, namely, a ‘privacy derivative’, this zero-priced product® remains
problematic through the sharing of personal data with third parties.

4Recently, it has rightfully been argued that less intervention is inappropriate; see Kadar (2015).
STt is interesting to note that, according to a leading economist, ‘Free is a numbers; it is the price of zero’,
see the Witness Evidence provided by Evans / Ezrachi (2015), 10; see e.g. Schepp / Wambach (2016),
123, who argued in favour of competition intervention based on data protection and privacy as ‘elements
of non-price competition’; see e.g. Martens (2016), 38, who argued that the widespread market failure
of privacy-informed decisions by consumers could pave the way for regulatory intervention.
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In conclusion, the chapter adds the abuse of personal data to the non-exhaustive
list of abuse of dominance.® This abuse happens on online platforms, which are
outside the scope of data-protection laws. Such platforms misuse the trust and con-
fidence of individual users by making them reveal personal data and by encouraging
users to voluntarily consent to the transfer of personal data to third parties. Personal
preferences or choices are later shared with advertisers and sellers and used to
engage in price discrimination. Indeed, online price discrimination and booking
manipulation based on users’ personal data is now a social norm. Ultimately, data-
protection laws are useless in practice,” as they solely highlight the need to educate
consumers and raise awareness. There is, therefore, one active remedy left: the
intervention of competition policy.

2 Why Big Data Matters

All businesses, including public institutions, may possess and/or process some form
of personal data. This chapter is not concerned about the mere possession of per-
sonal data by a dominant market player. Rather, it seeks to highlight how personal
data, which is economically relevant, could be misused, for instance, through it
being shared with third parties, in order to maintain or strengthen a dominant mar-
ket position. Furthermore, this chapter also wishes to signal a potential bid-rigging
of personal data by colluding undertakings, including popular social media, under
Article 101 TFEU.

This chapter acknowledges that a potential misuse of personal data by dominant
undertakings has no precedent line of case law. While its novelty could trigger this
particular form of abuse to be affixed with an exotic label, as it sits outside the con-
fines of traditional competition practice under Article 102 TFEU, it is never to be
underestimated by dominant undertakings that actively engage in the sharing, trans-
ferring, or selling of such data.

The author is grateful to the Commissioner for Competition, Margrethe Vestager,
for bringing data concerns to the competition policy’s discourse. In her recent
speech,® Commissioner Vestager said, ‘a lot of people tell me they’re worried about
how companies are using their data. I take those worries very seriously. Privacy is a
fundamental part of our autonomy as individuals. We must have the right to decide
who we share our information with, and for what purpose.’

This is the first time that privacy considerations have formed part of meaningful
competition policy rhetoric. And this rhetoric can also succeed when these consid-
erations are properly identified and given an economic dimension, which this

®Again proving Hayek’s assertion right, namely, that competition is a process of discovery, this
time in the area of new information economics; see Hayek (2002), 9-23.

"For the view that data-protection law is unable to address the concerns of individuals regarding
personal data processing by platforms, see London School of Economics (2015).

$Vestager (2016); Committee of Economic and Monetary Affairs (2014), 4-056.
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chapter will seek to achieve in the next sections. It is not a new topic, however: in
the 1980s, US scholars were preoccupied by privacy. While Posner’s concept of
privacy® appears limited for current purposes, it nonetheless represents a historical
moment for privacy. Initially, Posner looked at potential labour market asymmetries
if employers were not able to have personal data about their future employees.
Disclosure was, therefore, seen as mandatory for employees with criminal records.
This context of employment relations led Posner to consider privacy as being ‘harm-
ful to efficiency’” where a lack of disclosure could prevent an efficient exchange of
labour. Similarly, Hermalin and Katz argued that, due to these information asym-
metries caused by non-disclosure, an individual with poor health could opportunis-
tically take advantage of life insurance.'® However, such cases are very limited.

For Stigler, privacy is a subject of public policy,!! whose purpose is ‘the posses-
sion and acquisition of knowledge about people’. In practice, privacy acts as a shield
that restricts the collection or use of personal data about an individual or
corporation.'?

A notable academic commentator had previously remarked that ‘the loss of indi-
vidual privacy ... is often framed more around an individual sense of unease at the
surveillance of peoples’ lives than how a shift in knowledge about individuals to
corporate hands should force us to re-evaluate our economic models and regulatory
tools’."?

This chapter raises no expectation that competition authorities will tackle the
complex issues surrounding individuals’ surveillance at large.'* Instead, the chapter
aims to elevate the normative value of privacy as an economic right that is not deval-
ued by public competition enforcement as being solely a human right of the public,
which has to be addressed elsewhere and through other means, e.g. consumer or
data-protection law. Beyond any doubt, competition authorities will have to adapt
their traditional law-and-economics analysis in order to be able to deal with a
monopolistic abuse of personal data in digital markets for two main reasons.

First, it is uncontroversial to suggest that personal data owned by companies has,
indeed, an economic value attached to it. In the words of the EU Commissioner,
such data has become the ‘new currency.’!® Previously, the European Data Protection
Supervisor recognised that while ‘[cJonsumers provide richly detailed information
about their preferences through their online activities ... personal information

°See Posner (1980), 405-409.
10See Hermalin / Katz (2006), 211.
1 See Stigler (1980), 624.

2Ibid., 625.

3 Newman (2014a), 852.

14See Joyce (2015), 3. This chapter leaves outside its scope the implications of the recently enacted
UK Investigatory Powers Act, which received Royal Assent on 28 November 2016, available at:
http://www.legislation.gov.uk/ukpga/2016/25/contents/enacted/data.htm.

SVestager (2016). Similarly, when providing his expert witness on online platforms, Professor
Ezrachi suggested that ‘the engine, the fire at the heart of this market, is definitely data’; see Evans
/ Ezrachi (2015), 15.
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operates as a currency, and sometimes the sole currency, in the exchange for online
services’.!'6

Therefore, it is uncontroversial to consider the owners of personal data as con-
sumers of online products or services, from search engines or shopping to social or
professional media. While trading and entertainment follow different purposes, both
can intersect each other; this blurs the distinction between private and public spheres.
An axiomatic reduction of competition policy’s objectives to enhance consumer wel-
fare!” means that once a company sells a product for free, but the sum of its individual
consumers pays nothing more in return than the naive confidence that any personal
preferences, economic interests or behaviour will be kept private, this is an exploit-
ative abuse. Through invasive techniques of data sharing, such companies are guilty
of misusing personal data for extracting an economic profit. Personal, private data
becomes then public data owned by third parties so that dominant undertakings can
further consolidate their dominant position. This has absolutely nothing to do with
competition on the merit. If a product or service is promised for free, but the seller
charges a bill for it later, then that product or service is called ‘personal data’: ‘if just
a few companies control the data you need to satisfy customers and cut costs, that
could give them power to drive their rivals out of the market.'®

Second, it would be controversial to identify an anti-competitive practice where
a few undertakings controlled big data but used it to eliminate their smaller competi-
tors.!” Moving in this direction, a recent joint report by the French and German
competition authorities has rightfully identified that data itself is ‘non rivalrous’,*
while examining the existence of a sufficiently large customer base, network effects,
and barriers to market entry.?!

While the orthodoxy of exclusionary abuse dominates past competition practice,
itis by no means a universal remedy for abuse in the present setting. As revealed by
various commentators, exploitative abuse?” often remains unchallenged and under-
enforced, as it asks competition authorities to put forward evidence of any anti-
competitive harm. For competition and data enforcers, this can easily turn into a
daunting task of hunting for hidden evidence of data misuse.

The European Data Protection Supervisor had a similar exclusionary vision in
hindsight. It duly acknowledged that ‘powerful or dominant undertakings are able

!European Data Protection Supervisor (2014), para. 2.2.10.

17For the argument that consumer law is now closer to the goals of EU competition law, see Albors-
Llorens (2014), 173; on the potential to incorporate consumer-law requirements into competition
policy, see Chirita (2010), 418.

8See n 16 above.

19 See Pasquale (2013), 1009; for the contrary opinion, see Lerner (2014), 19.

2Lerner (2014), 21, for the same finding see e.g. Martens (2016), 38.

2l Autorité de la concurrence and Bundeskartellamt (2016), thus the report relies on the old
Directive.

22For the view that some anti-competitive practices may be both exclusionary and exploitative, see
Bellamy / Child (2013), 10064; O’Donoghue / Padilla (2006), 194; for an explanation of the two
concepts, see Whish / Bailey (2015), 212.
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to exploit “economies of aggregation” and create barriers to entry through the con-
trol of huge personal datasets’.>* However, as every dominant, or even non-dominant,
company should take full responsibility for its datasets, barriers to entry are never
the culprit of the real problem. Raising barriers to entry is costly for competitors,
but, as digital products or services are offered for free in exchange for personal data,
such dominant companies cannot produce them any more cheaply. Therefore, dig-
ging into a hole, i.e. the essential facility doctrine, and seeing dominant companies
as gatekeepers of big data who exclude smaller rivals, is nothing but a false premise.
The actual problem can be solved only by proving that the data in question is the
price to be paid and that privacy can be translated into monetary terms. To put it
another way, this chapter argues that competition intervention against ‘big data’
monopolists should be based on identifiable economic harm to consumers of digital
products or services as a result of exploitation of their naive trust and confidence. It
should not be based solely on crude and rivalrous exclusionary abuse through harm
inflicted on other competitors who are attempting to possess the same relevant data.

3 Privacy as a Fundamental Economic Right

Many articles have already been written on the provisions of the EU Charter of
Fundamental Rights offering individual protection against interference by the state
in the private sphere (Article 7) and beyond to protect personal data (Article 8).%*
This fundamental protection creates an expectation that privacy disclosures are an
exception rather than the norm. In sharp contrast, Facebook’s owner, Zuckerberg,
has claimed that ‘privacy is disappearing as a social norm’.? However, as the recent
investigation of the German competition authority demonstrates, not even Facebook
is immune to competition intervention.”® Article 8’s exceptional requirements,
namely, the fairness and lawfulness of the data processing for a specified purpose,
and transparency, including the right of access to data, are to be considered as
setting the constitutional dimension of privacy.”” The former Directive 95/46/EC*

»European Data Protection Supervisor (2014), para. 3.1.4.

2 See Lynskey (2014a), 569-597; in the UK, data protection has been seen as a facet of privacy; see
Lynskey (2015), 529; Roberts (2015), 544; Lynskey (2014b), 1800.

2 See the Guardian, Privacy No Longer a Social Norm, Says Facebook Founder, 10 January 2010.

*Bundeskartellamt, Press Release: Bundeskartellamt initiates proceeding against Facebook on
suspicion of having abused its market power by infringing data protection rules, 2 March 2016.
?7See, for instance, the constitutional controversy raised by the German bill on data retention,
which was criticised by the Federal Data Protection Commissioner as a disproportionate violation
of Germans’ basic civil rights: Die Bundesbeauftragte fiir den Datenschutz und die
Informationsfreiheit (2015), Stellungnahme der Bundesbeauftragten fiir den Datenschutz und die
Informationsfreiheit zum Entwurf eines Gesetzes zur Einfiihrung einer Speicherpflicht und einer
Hochstspeicherfrist fiir Verkehrsdaten, BT-Drucksache 18/5088.

2 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protec-
tion of individuals with regard to personal data and on the movement of such data, [1995] OJ L 281.
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conferred individual protection of personal data. Article 2 referred to ‘any informa-
tion relating to an identified or identifiable natural person’. Following this line, pri-
vacy entails certain subjective attributes, such as the identity, characteristics, or
behaviour of an individual. In particular, Article 6(1) of the Directive laid down
some fundamental principles of data protection. These principles aim to ensure
trust, predictability, legal certainty, and transparent use of personal data by data
controllers. The collection of personal data is rather exceptional, namely, for ‘spe-
cific, explicit and legitimate purposes’. Any data processing should be compatible
with these purposes. The new EU Directive 2016/680 is more helpful in delimiting
the above purposes, namely the prevention, investigation, detection, or prosecution
of criminal offences or the execution of criminal penalties.” Recital 26 in conjunc-
tion with Article 46(1) aims to raise awareness of the risks, rules, safeguards, and
rights in relation to the processing of personal data. While ‘awareness raising’ reso-
nates with the right of consumers to information and education, as embedded in
Article 169 of the TFEU, the economic interests of consumers are simply put in
jeopardy by this lax approach. Again, the European Data Protection Supervisor had
previously warned: “While many consumers may be becoming more and more ‘tech
savvy’, most appear unaware of or unconcerned by the degree of intrusiveness into
their searches and emails as information on their online activities is logged, anal-
ysed and converted into revenue by service providers.’*

The material scope of personal data processing remains guided by the principles
of lawfulness, i.e. that it be necessary for the performance of a task carried out in the
public interest by a competent authority?!; adequacy and relevance, i.e. for the pur-
pose for which data is processed®?; transparency,® i.e. the right to know about the
various purposes of data processing; and proportionality, i.e. data should not be kept
longer than necessary unless data processing could be reasonably fulfilled by other
means. In the forthcoming section detailing particular case studies, it will be dem-
onstrated how, in practice, big companies collect an excess of personal data.

Under ‘data subjects’,* the Directive includes as addressees of data protection
suspects, persons convicted of a criminal offence, victims, and other parties, such as
witnesses, persons possessing relevant information or contacts, and associates of
suspects and convicted criminals. Given that anyone could be within a circle or
network of contacts, which could eventually reveal sensitive information, there is a
great potential for the misuse or abuse of data processing.

2 Directive EU/2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authori-
ties for the purposes of the prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and on the free movement of such data, [2016] OJ L 119/89.

30European Data Protection Supervisor (2014), para. 2.4.14.
31See Recital 35 of the new Directive.

21bid., Article 4 (1).

31bid., Recital 43.

*#1bid., Recital 31 in conjunction with Article 6.
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Turning back to the previously alluded to risks associated with the rights and
freedoms resulting from data processing, both the EU Directive 2016/680% and
Regulation 2016/679% include a long list of potential personal damage due to, for
example, discrimination, identity theft or fraud, financial loss, loss of confidential-
ity, unauthorised reversal of pseudonymisation, or other ‘significant economic or
social disadvantage’. Some of them have a strong link to competition practice, in
particular where the data could be processed for engaging in price discrimination.
The latter anti-competitive practice®” could cause financial losses during shopping
or bargaining due to the misuse of personal data about an economic or social condi-
tion. Again, this demonstrates that, by ignoring privacy considerations that carry an
economic significance, competition authorities could miss out on many opportuni-
ties to uncover anti-competitive misuse and abuse of data. Of course, discrimination
can be based on many other subjective factors, such as racial or ethnic origin, politi-
cal opinions, religion, sexual orientation®® and so on, and so these are not necessar-
ily used for economic or price discrimination. In Digital Rights Ireland,* the ECJ
considered that: “To establish the existence of an interference with the fundamental
right to privacy, it does not matter whether the information on the private lives con-
cerned is sensitive or whether the persons concerned have been inconvenienced in
any way’ .40

Other sensitive data, such as genetic, biometric, or health data, could lead to
price discrimination against individuals in their daily life, for example, when
applying for life insurance.*! For those competition authorities that have, in recent
years, adjusted their enforcement efforts to consider aspects of behavioural
economics,* Regulation 2016/679 places ‘personal preferences or interests,
reliability or behaviour’ in the spotlight of evaluating personal aspects of data
subjects’ lives. The processing of such behavioural data could also lead to price

31bid., Recital 51.

% See Recital 75 of Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation), [2016] OJ L 119/1.

¥ Generally on price discrimination, see Bergemann / Brooks / Morris (2015), 921; Baker (2003),
646; Armstrong / Vickers (2001), 579; against regulating price discrimination, see Cooper (1977),
982.

*For example, Facebook’s users could be targeted with specific advertising based on certain char-
acteristics, such as ‘interested in women or men’, which have been entered in their profile, see
Heffetz / Ligett (2014), 81.

¥ECJ, Digital Rights Ireland and Seitlinger and others, C-293/12 and C-594/12,
ECLI:EU:C:2014:238, para. 33.

“0Tbid., para. 33.

#ISee Evans (2009), 50, who considers the possibility that advertisers could infer from an indi-
vidual’s online behaviour whether the user falls under a low or high insurance risk.

“For an excellent book on behavioural economics of consumer contracts, see Barr-Gill (2012), 7;
on the limits of competition and the necessity of adding behavioural economics to include misper-
ception and bias caused by asymmetric information available to consumers, 16.
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discrimination. The same applies to aspects concerning economic situation, loca-
tion, or movements. Ultimately, if personal details are known, those who possess
them could engage in price wars based on someone’s economic, social, physiologi-
cal, or health, i.e. genetic or mental condition.*

So, how are these categories of personal data linked to competition? One of the
most significant provisions of Regulation 2016/679 is Recital 2’s reference to the
accomplishment of an ‘economic union’, to ‘economic and social progress’, and to
the ‘well-being of natural persons’. While economic goals match competition poli-
cy’s goals, consumer well-being is, indeed, wider than welfare. However, having
regard to earlier considerations, online-privacy law* affects the well-being of indi-
viduals but could be translated into economics of privacy. In other words, personal
data forms an integral part of the economic calculus. Contributing to closing the gap
between privacy and competition is Roberts’ recognition of a right to privacy, whose
function is ‘to prevent others from acquiring dominating power’.* In essence, this
conceptual threshold advanced by public law matches perfectly that used by the
same preventive function of abuse of dominant market power under competition
laws.

Another significant provision is Recital 9 of the above Regulation, which
acknowledges a ‘widespread public perception that there are significant risks to the
protection of natural persons, in particular with regard to online activity’. This
becomes problematic because of existing differences in the level of data protection.
It is yet another ‘obstacle to the pursuit of economic activities’ which could ‘distort
competition’.

The material scope of the application of Regulation 2016/679 is reinforced by
Recital 18, which makes it clear that the Regulation does not apply to the ‘process-
ing of personal data in the course of a purely personal or household activity’. This
may include ‘correspondence, the holding of addresses, or social networking and
online activity undertaken within the context of such activities’.*> As long as online
searching, browsing, or social media interactions have ‘no connection to a profes-
sional or commercial activity’, Regulation 2016/679 does not apply. This is of great
significance for competition authorities. Many commentators have been dismissive
of a potential competition law intervention in this area without offering any compel-
ling reasons for non-intervention. Therefore, by making a clear distinction between
the public and the professional profile of an employee and the private regime appli-
cable to personal data, the Regulation leaves untouched a grey area of big data

“See Article 3(1) of the Regulation on personal data that could be used to identify someone after
name, location, or online identifier and other subjective factors.

#See Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 con-
cerning the processing of personal data and the protection of privacy in the electronic communica-
tions sector, known as the Directive on privacy and electronic communications, as amended by
Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009,
[2009] OJ L 337/11.

“Roberts (2015), 546 (emphasis added).

4 See Recital 18 of the new Regulation.



The Rise of Big Data and the Loss of Privacy 163

owned by digital monopolists. The dangers of monitoring individual behaviour or
internet tracking or of profiling for analysing or predicting an individual’s own per-
sonal preferences, behaviour, and attitudes, could never have been made clearer
than in Recital 24, albeit in a professional context.

To date, there is no economic regulation applicable to digital monopolies that
process personal data unrelated to employment or professional activities. Therefore,
the above Regulation becomes inspirational for competition authorities to discern
the subjective factors related to the private sphere that could later interfere with
consumers’ economic decisions, e.g., online shopping or bargaining.

Finally, Regulation 2016/679 clarifies the meaning of ‘enterprise’ and ‘group of
undertakings’,*’ offering the right to an effective judicial remedy against a data
supervision authority*® and the right to compensation from the data controller or
processor for damages.* Article 83 provides for fines for undertakings of up to 2%
or 4% of their worldwide annual turnover of the preceding financial year in cases of
infringement related to personal data processing, including lack of consent.

4 Informed Consent

An earlier report by the European Data Protection Supervisor found that mere
silence or inaction in the case of default settings of online social networks or web
browsers is not valid consent.*® It is obvious that prior consent is required before any
processing of personal data can occur, and that notice should be given ‘in clear and
understandable language’. Furthermore, whenever personal information is to be
processed, individuals should be entitled to know about it.”! These recommenda-
tions have been included in Regulation 2016/679. In the same vein, ‘silence, pre-
ticked boxes or inactivity’ cannot constitute valid consent. In particular, Recital 32
requires that ‘clear affirmative’ consent be given with a ‘freely given, specific,
informed and unambiguous indication’ that the individual concerned agrees to data
processing. Following this line, ticking a box when visiting a website, choosing
technical settings, or another statement or conduct that clearly indicates acceptance
of the terms and conditions of privacy, is deemed to pass the test of valid consent.
Therefore, informed internet and social media users should avoid ticking any boxes
in order to avoid agreeing to unwanted privacy terms. This is because the latter are
notoriously very lengthy. As has been suggested, on average, each internet user
would need around 244 h a year to read about privacy policies.’* Similar to hidden

47See Article 4(18) and (19) respectively.

“See Article 78.

4 See Article 82.

SEuropean Data Protection Supervisor (2014), para. 3.1.4.
S bid.

2McDonald / Cranor (2008), 17; for a similar concern expressed about onerous obligations imposed
on consumers when reading often incomprehensible privacy policies, see Kerber (2016), 7.
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terms and conditions of sale, statements about personal data processing are con-
cealed in the ‘small print’.>* As the forthcoming case studies will show, most digital
giants have construed privacy using rather mysterious terms, such as ‘improving
customer experience’.

Regulation 2016/679 draws inspiration from Council Directive 93/13/EEC on
unfair terms when it requires the controller of personal data to demonstrate ‘pre-
formulated’ consent in ‘an intelligible and easily accessible form, using clear and
plain language’. Previous experiences with the interpretation of what constitutes
‘intelligible’ under this Directive have shown the importance of having less sophis-
tication, whenever possible, in privacy terms. However, under Recital 42 of the
Regulation, ‘informed’ consent expects individuals only to be aware of the identity
of the controller and of the purposes of personal data processing. This legal innova-
tion is no major overhaul. Knowing the identity of the data processor, or the kind of
personal data being processed, does not make an individual immediately aware of
all the possible legal consequences of placing trust in a social platform, of browsing,
or of downloading software.> Similar to the ‘take it or leave it’ conceptual frame-
work under the law of contract,” the Regulation disregards consent whenever an
individual has ‘no genuine or free choice or is unable to refuse or withdraw consent
without detriment’.”® Popular digital monopolies, such as Google, Facebook, or
Microsoft, offer no free choice compared to alternative services, which could be of
inferior quality, be it because they are as yet under-developed or less innovative or
be it that they are so because such services do not process significant data from their
users. Irrespective of what exactly causes a dominant position to come about, there
will always be a significant imbalance between a digital monopolist and its users.
As Recital 43 of the Regulation rightfully points out, there will be no valid consent
‘where there is a clear imbalance’, in particular, where personal data has been pro-
cessed by a public authority. It is then unlikely that consent was freely given. A
presumption of lack of ‘free’ consent will also operate if ‘separate’ consent cannot
be given to different operations of processing. Alternatively, it is possible that con-
sent is required for the performance of a particular service for which data should not
be processed at all. Finally, this chapter argues that a modern interpretation of
the traditional doctrine of unconscionability of contracts®” would be welcome in
the context of online platforms and could bridge the conceptual divide between the

3 See the European Data Protection Supervisor (2014), para. 4.3.2.

>*In the same vein, see Nehf (2016).

3 See Smith (2005), 12; for the view that the frequency of harsh terms in standard forms of contract
is the result of ‘the concentration of particular kinds of business in relatively few hands’, see Beale
(2002), 232; Kessler (1943), 629.

“Recital 42 of Regulation 2016/679.

37See Bigwood (2003), 247; on the superior bargaining power of monopolists, see Smith (2005),
319; on unconscionability as exploitation, see Smith (2005), 300; Morgan (2015), 211; on the
consumers’ lack of understanding of privacy policies, see Strahilevitz / Kugler (2016), 20; for the
view that informed consent is unrealistic, see Martens (2016), 38.
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inequality of bargaining power and the exploitation of weaker and vulnerable
consumers.

5 The Case for Competition Intervention Against Targeted
Advertising

As mentioned earlier, competition law can address two main categories of anti-
competitive practices. For example, it could potentially tackle the sale of personal
data by colluding companies and trigger repercussions under Article 101 TFEU and
Chapter I of the UK Competition Act 1998. There is some speculative evidence
which suggests that data can be worth up to $5000 per person per year to advertis-
ers® or up to $8 trillion when including other non-tangible assets.®® The European
Data Protection Supervisor advanced that personal data shared when using online
platforms exceeds, by far, €300 billion. It is true that users place trust in internet
platforms, thereby contributing to the sharing of their own personal data for free.5
There is, therefore, a great potential to tackle the sharing of personal data by digital
monopolists given the earlier discussion of the forms of acceptable, valid, and
informed consent. Both Article 102 (1) (a) TFEU and Chapter II (§18) of the UK
Competition Act 1998 refer to the imposition of ‘unfair prices’ or ‘other trading
conditions’ from which price discrimination could be extracted and unfair terms be
inferred.

Earlier attempts to deal with a misuse of data by monopolists failed due to dis-
senting opinions. The late US Commissioner Rosch had pointed out that Google’s
power of monopoly or near-monopoly in the search advertising market could be
attributed to its ‘power over searches’, i.e. user data, through deceptive means.%
However, Commissioner Rosch was sceptical about imposing on monopolists ‘a
duty to share data’ with their rivals.®? Indeed, such a duty could even run counter to
the new data protection framework in the EU. In the US Google/DoubleClick
merger, the Federal Trade Commission excluded privacy considerations from its
analysis.®* The FTC lacks competence over privacy, and there is no robust but
instead only fragmented data protection subject to various pieces of legislation.* In

¥ Market Watch, Who Would Pay $5,000 to Use Google? (You), 25 January 2012.

*The Wall Street Journal, The Big Mystery: What’s Big Data Really Worth? A Lack of Standards
for Valuing Information Confounds Accountants, Economists, 12 October 2014.

%0 See also Newman (2014a), 850.

®'Concurring and Dissenting Statement of Commissioner J Thomas Rosch Regarding Google’s
Search Practices, In the Matter of Google Inc., FTC File No 111-0163, [2012].

1bid., 6.
SFTC, Google/DoubleClick, File No 071-0170, [2007].

%See Stigler (1980), 624, who mentioned the Privacy Act of 1974 on the control and access to
information about individuals by the federal government; the Fair Credit Reporting Act (1970) or
employment laws prohibiting ‘the collection or use of sensitive information about sex, race, or
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her dissenting opinion, Commissioner Jones Harbour® considered the merits of pri-
vacy considerations. She rightfully argued that Google/DoubleClick would gain
unparalleled access to consumers’ data as a result of the merger.® The merger has
allowed Google to track both users’ internet searches and their web site visits.
Similarly, Facebook sought to incorporate the information shared by WhatsApp
users into its consumer-profiling business model.*’

The above cases represent missed opportunities to challenge twenty-first century
anti-competitive and strategic practices concerning personal data in digital markets.
The Sherman Act became law in 1890, the Federal Trade Commission Act in
1914—Dboth antitrust laws are now lagging behind the digital revolution. Objectively,
Section 5 of the FTC’s Act on unfair and deceptive advertising alone could not have
sufficed before the US courts given that a data protection framework is missing
from the architecture.®

Comparatively, the EU Commission dealt with issues related to data in the
Microsoft/Yahoo!Search merger case® involving the acquisition by Microsoft of
Yahoo’s internet search and advertising. The Commission considered that a new
entrant would have to overcome barriers to entry and, as a result, could incur ‘sig-
nificant costs’ associated with developing and updating the search algorithm. The
latter would need to have ‘a large database’.” Although the decision did not con-
sider privacy, it did raise a relevant issue with regard to the transfer of data by adver-
tisers from one system to another.”! In the Google/Double Click merger case,” the
Commission emphasised the pro-competitive benefits in the form of network effects.
These stemmed from serving commercial ads due to the ‘large amounts of customer-
provided-data’ compared to the more limited amounts of data collected by competi-
tors.”® However, the Commission was not concerned about privacy at this stage;
quite the contrary, it went on to mention that the collection of data allowed for
‘better targeting of ads’ by advertisers.” Later, the Commission clarified that
DoubleClick does not use behavioural data for the purpose of ‘improving ad serving’

physical handicaps’; the Bank Secrecy Act of 1970; the Equal Credit Opportunity Act; Title VII of
the Civil Rights Act of 1964; the Genetic Information Nondiscrimination Act etc.

%Dissenting Statement of Commissioner Pamela Jones Harbour, In the Matter of Google/
DoubleClick, FTC File No 071-0170, [2007].

®Tbid., 8.
" European Commission, Case No. COMP/M.7217 — Facebook/WhatsApp, 3 October 2014.

% See the efforts of the FTC for ensuring ‘Do Not Track’ rules for web browsers, data portability,
greater transparency, and express consent when collecting sensitive, e.g. health, data, in FTC
(2012).

®European Commission, Case No. COMP/M. 5727 — Microsoft/Yahoo!Search Business, 18
February 2010.

Tbid., para. 111.
"bid., para. 140.
2European Commission, Case No. M. 4731, Google/DoubleClick, 11 March 2008.
31bid., para. 179.
7#1bid., para. 182.
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to third-party publishers or advertisers.” Ultimately, the Commission eventually
acknowledged that ‘particularly large internet service providers could thus try to
team up with advertisement companies to make use of this data under the restric-
tions imposed by privacy rules, but they could also try to use this data with their
customers’ consent, for instance in exchange for lower prices’.”

While the Commission mentioned the legal framework of privacy rules, it did not
thoroughly investigate the economics of privacy, in particular, targeted advertising.
It simply assumed that customers could have sufficient bargaining power to extract
lower prices.

Another missed opportunity—this time in the UK—of dealing with an alleged
online discrimination in the search market for online maps is Streetmap.” It demon-
strates that Google’s competitors are having a very hard time proving an ‘objective’
abuse of dominance’ on the basis of this monopolist’s exclusionary conduct alone,
and that it would have been helpful to prove anti-competitive harm to consumers to
strengthen the exploitative side of abuse. Apart from this, the High Court of England
and Wales stumbled when it refused to admit that, under Article 102 TFEU, there is
no de minimis doctrine applicable so as to expect an ‘appreciable effect in the mar-
ket for online maps’.”

So is it right to believe that privacy is solely a consumer protection issue and not,
as yet, a competition law issue? Consumers are often unaware who has access to their
personal data; what kind of data is processed; and how, when, and where it is shared
or s0ld.* No individual consumer can stand alone in the fight against big data owners.
Competition law is, ultimately, the proper solution to online data misuse or abuse.

Critics have argued convincingly that competition law offers a ‘convoluted and
indirect approach’ to online privacy.?! They have suggested that a unified enforce-
ment of traditional competition and consumer issues could ‘destabilise the modern
consensus on antitrust analysis’, dismissing ‘rigorous, scientific methods’ to favour
‘subjective noncompetition factors’.3? In sharp contrast, Edelman concluded one of
his seminal works on Google with an emphasis upon ‘decades-old competition
frameworks’, which remain ‘ill-suited” for fast-moving digital markets.?

It is difficult to grasp how an assessment of market dominance will succeed with-
out rigorous economic assessment and why personal data, preferences, and choices

>1bid., para. 182.
*Tbid., para. 271.
71 Streetmap EU Limited v Google Inc. [2016] EWHC 253 (Ch) (12 February 2016).

81bid., para. 56, where the High Court reiterates well-known verses from ECJ, Hoffmann-LaRoche
v Commission, C-85/76, ECLI:EU:C:1979:36, para. 91.

1Ibid., para. 98; also, see Whish (2016), who clarifies the misunderstanding and subsequently
comments on Streetmap.

80 See Grunes / Stucke (2015), 12, who support the view that ignoring privacy as a sole consumer-
protection issue is wrong.

81 Ohlhausen / Okuliar (2015), 156.
8271bid.
$3Edelman (2015), 397.
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should continue to be misused, thereby putting online consumers at an economic
disadvantage vis-a-vis sellers or retailers through third-line price discrimination.3*
If consumers are staring at products on display in shops, nobody records their physi-
cal presence to later raise the price.® Nor do sellers on the high street know how rich
their customers are, where they live, and so on. If online privacy continues to be
ignored by competition/antitrust authorities in the digital age, then calls will follow
shortly to dissmpower them and empower instead other competent authorities that
will, indeed, stand up for online consumers and deal with the culprits of personal
data collection, transfer, sharing, or selling. In this author’s view, unlike their US
counterparts, the EU competition authorities are sufficiently robust and equally flex-
ible to effectively adjust to the needs of the online economy® and to successfully
protect European citizens as online consumers.

At first glance, the concern over privacy could rightfully be seen as the private
affair of a naive and trusting individual. If there were only one such individual, or
just a few, out there, then consumer law would suffice. However, the reality shows
that this is not the case. Competition law stands out as a branch of public law®” and,
therefore, it cannot turn a blind eye to the sum of privacy losses by online users at
large. The data protection loopholes cannot be taken to provide such a speculative,
and thus enriching, ground for large businesses.

A contrary, but commonly held, view dismissing competition policy’s interven-
tion in data-driven industries relies on the mutual benefits generally brought by
dual-sided platforms for both users and owners. In sharp contrast, the European
Data Protection Supervisor has suggested that ‘often companies rely on and exploit
big data by operating a two-sided or multisided platform or business model, cross-
financing distinct services’, and that ‘these companies compete for the attention and
loyalty of individuals whose use of those services will generate personal data with
a high commercial value.®®

Empirical research by economists has suggested that it is uncommon for indus-
tries based on two-sided platforms to be monopolies or near monopolies.® Yet, the

8 Under the US antitrust law, this type of price discrimination requires proof of harm to the com-
petitive process, rather than an exploitation of consumers, see Hermalin / Katz (2006), 230.

8 Also, see Acquisti / Varian (2005), 367, suggesting that, while consumers might be aware of
online tracking, firms will be using it to ‘tailor prices’; Einav / Levin (2014), 12430894, highlight-
ing inter alia that by knowing behavioural data, i.e. individual preferences, sellers could make
pricing changes in response to consumer demand.

81In the same spirit, the UK CMA looks confidently to the existing UK and EU competition-law
frameworks as being capable of dealing with the abuse of dominance by online platforms; see
Competition and Markets Authority (2015), para. 33.

87See Chirita (2014), 283.

% See European Data Protection Supervisor (2014), para. 2.3.12.

% See Evans / Schmalensee (2011), 17, offering several examples, from residential property, secu-
rities, TV, media, operating systems, and games to payment cards; on two-sided online advertising,
see Rochet / Tirole (2003), 1; on critical features of two-sided markets, such as idiosyncratic
matching and inefficient rationing, see Hermalin / Katz (2016).
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contrary is held to be the case when it comes to Google’s search engine,”® whose
share of the general internet search exceeds 90% of the market. Empirical research
on internet search advertising found that this market allows for ‘very precise’ tar-
geted advertising.”! Targeted advertising is often associated with privacy intrusion
by advertisers,”” but could also go beyond that to interrupt the online experience of
consumers.”

Without disregarding the incontestable direct benefits derived by users from
Google’s online search engine platform,” it must be noted that the giant extracts
nearly $74.5 billion in revenues, with a 17% increase from advertising.”> In Vidal-
Hall v Google Inc.,’® there is evidence that in 2011, Google extracted $36.5 billion
from advertising. Google’s mysterious way of gaining profits moves away from a
‘magic circle’® to a commercial platform where users’ searches are returned with
featured ads. Advertising is supported by a bulk of data collected from Google’s
users. This has led Newman to describe Google’s advertising as ‘a monument to
converting privacy into a modern currency (...) based on particular user demograph-
ics and backgrounds that the advertiser may be looking for’.® Another commentator
expressed Google’s potential sale of users’ data as a privacy derivative, nicknaming
it Googlestroika to add a public sense of state surveillance.” In sharp contrast, two
notable commentators regard ‘the monetization of data in the form of targeted
advertising’ as being pro-competitive and not harmful, but rather, ‘economically-
rational, profit-maximizing behaviour’.!° However, Evans, who has done pioneer-
ing work on ‘matching advertising’'®! to consumers, took a more nuanced stance.
While the efficacy of online targeted advertising in reducing marketing costs is
incontestable, Evans recognised that the collection and analysis of data ‘raises

% See European Commission (2015), Statement/15/4785, Statement by Commissioner Vestager on
antitrust decisions concerning Google, 15 April 2015; Chirita (2015), 115; for the contrary opinion
that Google is only dominant in a ‘populist’, rather than rigorous, antitrust sense, see Wagner-von
Papp (2015), 641.

I'See Rutz / Bucklin (2011); on auction sales of sponsored links in keyword searches, see Edelman
/ Ostrovsky / Schwartz (2007), 242.

92 See Tucker (2012), 326.
% bid., 327.

%On search engines as a multi-sided platform, see Hoppner (2015), 356; Lianos / Motchenkova
(2013), 419.

% Alphabet Investor Relations, Press Release: Alphabet Announces Fourth Quarter and Fiscal Year
2015 Results, 1 February 2016.

“Para. 6.1. of the Appendix to the judgement in Vidal-Hall v Google Inc. [2015] EWCA Civ 311
(27 March 2015).

7 Chirita (2010), 111.

% Newman (2014a), 3.

% Muth (2009), 337.

100See Sokol / Comerford (2017), 4; Lerner (2014).

101 That general advertising to a wider audience has to sort out a ‘matching’ problem by delivering
multiple advertisements to a large number of consumers, see Evans (2009), 43.
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difficult issues concerning the expectation of privacy’.!”? The analysis of targeted
advertising, which has been made the subject of another economic analysis,'* has
also highlighted the pro-competitive benefits of targeted advertising. However, it
has raised the alarm over targeting large amounts of data about consumers. It is
believed that targeted advertising will often lead to highly concentrated market
structures, such as Google and Facebook.!® Ultimately, privacy could trigger the
enactment of regulations that might be capable, or not, of limiting targeted
advertising.'®

The next section will prove that Google is not alone in engaging in anti-
competitive misuse of personal data. First, however, it is argued that the new infor-
mation economics proves incredibly costly for consumers since online service users
possess only imperfect information'% about the real price to be paid in exchange for
the freely available digital platform. This chapter agrees with Stiglitz’s theory of
economic inequality in the sense that ‘increasing information asymmetry feeds
increasing economic inequality’.'”” In particular, this author argues that the above-
mentioned consumers, through their lack of information about their personal,
behavioural, experience, and authentication data with which they pay their dues for
the use of online services, perpetuate such economic inequality inflicted through
price discrimination. Advertisers increasingly use techniques that target online cus-
tomers based on data collected from their service partners, namely, individual pref-
erences, physical location, and other characteristics.'® Ultimately, while targeted
advertising increases corporate profits for all platforms, another study points out
that consumers could, but need not, become better off.!*”

The challenging side of the data misuse remains that, as the price for data is
unknown to online service users, the demand, i.e. service, and supply, i.e. data,
curves cannot intersect each other in equilibrium. According to Salop and Stiglitz,
in such a scenario, any economic analysis of efficiency becomes pointless.!® As
rightly foreseen by Ohlhausen and Okuliar,'" it represents a clear departure from
the conventional analysis of market price equilibrium. It is advanced that, despite its

121bid., 38.
103 Bergemann / Bonatti (2011), 438.
104Tbid.

1%5Evans (2009), 52; for the contrary opinion, see Campbell / Goldfarb / Tucker (2015), 47, who
demonstrate that privacy regulation could help entrench digital monopolies.

106 Also, see Tucker (2014), 546, who identifies the need to conduct empirical work on the extent
of information asymmetries between consumers and firms in this industry.

107 Stiglitz (2002), 460, 479.

1%8Newman (2014a), 853 highlighting Google’s ascension through similar advertising techniques
that rely on Google’s available user data.

10 See Johnson (2013), 140.

10Salop / Stiglitz (1982), 1121. Recently, Edelman has developed an economic model suitable for
online platforms, suggesting that competition between intermediaries intensifies distortions, see
Edelman / Wright (2015), 1283.

"' Ohlhausen / Okuliar (2015).
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legal connotation, privacy denotes all kinds of personal data surrounding a potential
buyer, who is misled into accepting a much higher price than the actual, real price
that could have been paid if the seller had not known about that data.

Speculations about financial status, preferences, or personal choice offer the
seller the chance to raise or lower the price for select categories of buyers. Known
as ‘data mining’,'? targeted advertising allows sellers to make differential advertis-
ing offers to a particular group of customers based on useful correlations derived
from their past online behaviour or user location. As has been suggested, it would
be useful to study empirically the role of social connections and geographic proxim-
ity in shaping preferences and consumer purchasing.'

The Wall Street Journal has found evidence to suggest that ‘areas that tended to
see the discounted prices had a higher average income than areas that tended to see
higher prices’.!"* The emerging price discrimination relied on the assumption that
poor areas have fewer retail options available locally so that higher prices can easily
exploit online retail consumers. This kind of online discrimination experienced by
consumers from poorer neighbourhoods has recently been acknowledged by the US
Federal Trade Commission.'” The FTC’s report was endorsed by Commissioner
Ohlhausen given the impact of big data on ‘low-income, disadvantaged, and vulner-
able consumers’.!!

Unfortunately, there remains a persistent research gap in the empirical literature
on online price discrimination. In 2015, the UK Competition and Markets Authority
usefully commissioned its first research report on the commercial use of consumer
data, albeit in selected sectors of the economy, such as motor insurance, clothing
retail, and games apps.''” Although limited in scope, the report attempted to provide
insights into consumer data, in particular, personal and non-personal data, such as
pseudonymous and aggregate data. It also looked into the ways in which consumer
data is being collected, namely, inferred, explicitly declared, or observed through
users’ interaction. Furthermore, this report sheds light on the current use of behav-
ioural data. A previous study had identified that even ‘unstructured’ data extracted
from individuals’ browsing history could reveal relevant economic interests,''® from
which wealth status could also be inferred.

Overall, there are too many data-driven platforms available which are capable of
sharing economically relevant data for the purpose of price discrimination. This has
recently led one commentator'!” to suggest the emergence of serious accountability
issues due to the fact that it will often be impossible to identify any leak of personal

2Newman (2014a), 868. See also Newman (2014b), 402.
"3 Einav / Levin (2014), 12430891.

4Wall Street Journal, Website Vary Prices, Deals Based on Users’ Information, 24 December
2012.

15US Federal Trade Commission (2016), 11.

116See Separate Statement of Commissioner Ohlhausen (2015).
""DotEcon & Analysys Mason (2015).

8Einav / Levin (2014), 12430891.

119 See Nehf (2016).
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data. Big corporations like Google, Facebook, Yahoo!, and Microsoft have applied
a combination of predictive economics models with sophisticated mechanisms to
big data to study individual decisions with reference to key variables.'?® Einav and
Levin agree that studying an enormous amount of data increases the likelihood of
identifying which ads to show.'”!

Professor Klock critically captures the perils of price discrimination, i.e. ‘where
one set of consumers is unknowingly paying more for the same product than oth-
ers’, identifying it as ‘a clear sign of failure in the marketplace that calls for govern-
mental intervention’.'??

On the basis of the arguments laid out earlier, this chapter first argues that online
price discrimination contributes to higher corporate profits and economic inequal-
ity. Second, it argues that competition-policy intervention is therefore needed to
reduce this economic inequality that generates a false impression that a few digital
giants are competing on the merit of their ‘highly innovative’ data-driven products
and performance. Third, this chapter argues that dominant digital monopolies com-
pete on the basis of a bulk of data collected from their online users that is personal,
economically relevant, and sensitive. This innovative IT engineering, which has
already won solid corporate profits, should no longer pass unobserved by competi-
tion authorities’ investigations.

Finally, the negative effects of price discrimination on consumers have recently
been acknowledged by the OECD, namely that ‘consumers may be increasingly
facing a loss of control over their data, and their privacy; they are confronted with
intrusive advertising and behavioural discrimination, and are ever more locked-in to
the services upon which they rely’.!?

6 A Comparative Assessment of Case Studies of Privacy

The following section is dedicated to exploring how privacy policies work in prac-
tice for consumers of online products or services. In the economic literature, it has
already been advanced that there is no empirical basis which could demonstrate that
‘large online platforms are likely to collect more data’, including more sensitive
data,'* than their smaller counterparts. This section seeks to investigate the privacy
policies of four major online platforms, namely, Microsoft, Google, Facebook, and
Linked-In. It will primarily focus on the categories of data being collected, the shar-
ing of such data, consent, and disclosure. As during the writing of this chapter it
became clear that smaller competing online platforms were also important,
Instagram, Snapchat and Whisper are also included. Based on no criterion other

120Einav / Levin (2014), 12430896.
121Tbid., 12430895.

122See Klock (2002), 317.

12 0ECD (2016), 29.

124See Lerner (2014), para. 85.
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than this author’s personal preference, Google tops the table below, which presents
an overall picture of the findings.

Privacy
policies Collected data Data sharing with | Disclosures Consent
Google (i) Personal data | Third parties: (a) Meeting legal | Required.
until June 2015 & | (i) Companies, requirements or a | Opt-in for
personal search | organisations or governmental (1) Sensitive personal
queries; individuals; request; data;
(ii) Behavioural | (ii) Aggregated (b) Investigating | (ii) Combining
data; data with violations; DoubleClick cookies
(iii) Experience publishers, (c) Detecting or with personal
data, i.e. cookies, | advertisers, or preventing fraud, | authentication.
Google Analytics | connect sites. security or
tracking via technical issues;
DoubleClick; (d) Protecting
(iv) Economically own interests or
relevant data, i.e. that of its users.
interactive
advertising;®
(v) Unique device
identifiers
* Authentication
Microsoft | (i) Personal data | (i) Third parties (a) Legal Required.
Windows | until Jan. 2016; until Jan 2016; disclosure; Opt-out for
10 (ii) Behavioural (ii) Controlled (b) Users’ ‘interest-based
data; affiliates, protection against | advertising’.
(iii) Experience, subsidiaries, spam, fraud;
i.e. cookies, incl. vendors. (c) Its own
targeted security interests.
advertising;
(iv) Device-
specific (IT)
* Authentication
Facebook | (i) Personal data; | (i) Companies that | (a) Legal request, | Permission required
(ii) Experience are part of i.e. search for sharing personally
and usage data, Facebook; and warrant, court identifiable data with
i.e. visualised (ii) Integrated third | order, or third party advertisers
content, personal | party apps, websites | subpoena; or analytics partners;
engagement, user | or other services, (b) Where the law | No consent for:
frequency, and including third so requires, incl. | (i) Targeted
duration; party advertisers. from jurisdictions | advertising and
(iii) Specific outside of the US; | aggregated data

location data;
(iv) Behavioural
data from third
party advertisers
through ‘relevant
ads on and off’
service.

(c) Detecting,
preventing, and
addressing fraud
or other illegal
activity;

(d) Its own
protection or that
of others;

(e) Preventing
death or imminent
bodily harm.

transfer, i.e. age, sex,
location, and personal
preference, to
vendors, service
providers, and
business partners;

(ii) Transferring
personal data to
countries outside the
EEA.

(continued)
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Privacy
policies Collected data Data sharing with | Disclosures Consent
Instagram | (i) Personal data; | (i) Personal, (a) In response to | Consent for
(ii) Analytics of experience, local, a legal request, (1) Renting or selling
personally and behavioural i.e. search data to third parties;
non-identifiable data with warrant, court (ii) Transferring
data, i.e. traffic, businesses that are | order, or personal data to
usage, interactions; | legally part of the | subpoena; another jurisdiction.
(iii) Experience same group and its | (b) When the law
data, i.e. cookies, | affiliates; SO requires;
local storage; (ii) Experience and | (c) Detecting,
(iv) Behavioural | location data with | preventing, and
data, i.e. serving | third parties; addressing fraud
ads; (iii) Anonymised | and other illegal
(v) Location data, | data for targeted activity;
incl. unique device | advertisements and | (d) Protecting
identifiers; aggregated data itself and its
(vi) Aggregated with others. users; and
data, i.e. total (e) Preventing
number of visitors, death or imminent
traffic, and bodily harm.
demographic
patterns.
Linked-In | (i) Personal data; | (i) Affiliates; (a) Where (i) Presumed
(ii) Experience (ii) Third parties, | permitted by law; | consent for service
data, i.e. cookies; |1i.e. publishers and | (b) Reasonably functionality;
(iii) Behaviour advertisers; necessary to (ii) Separate

data, i.e. targeted
advertising;

(iv) Inferred and
aggregated data.
(v) Location data.

No renting or
selling of personal
data.

comply with a
legal requirement;
(c) Compulsory
disclosures;

(d) Responding to
claims of
violations;

(e) Its own
interest or that of
its users.

permission, i.c.
opt-in consent for
personal use of
cookies by third
party advertisers and
ad networks;

(iii) Opt-out from
target advertising
only, but not from
general advertising;
(iv) Presumed
consent, i.e. express
and voluntary
acceptance of its user
agreement.

(continued)
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Privacy
policies Collected data Data sharing with | Disclosures Consent
Whisper | (i) Usage data; (i) Other users and | (a) In good faith, | (i) With consent, i.e.
(ii) Location data; | the public; where it is location;

(iii) Behavioural
data to personalise
user’s experience;
(iv) Device-
specific data, i.e.
unique device

(ii) Other nearby
users location data;
(iii) Vendors,
consultants, and
other service
providers;

necessary to
comply with a
law, regulation,
legal process, or
governmental
request.

(i1) No consent for
behavioural or
aggregated data,
incl. for analytics
and advertising.
(iii) Opting out of

identifier; (iv) As a result of having web browsing
(v) Experience M&A; used for behavioural
data, incl. (v) Current and advertising.

previous URLs. future affiliates, (iv) On Android,

subsidiaries, and
other companies;
(vi) Third parties:
aggregated data.

mobile, ‘Limit Ad
Tracking’ feature to
opt out of interest-
based ads.

aCookies are small text files placed on users’ devices to help Microsoft collect data and store its
users’ preferences and settings, to facilitate signing in, provide targeted advertising, combat fraud
and analyse service performance

6.1 A Classification of the ‘Big Data’ Collection

This chapter proposes the following classification of big data on the basis of a com-
parative analysis of the data collected by multi-sided online platforms. First, this
chapter argues that behavioural, usage and content, experience, technical, and loca-
tion data are all sub-categories of personal data, albeit indirectly, compared to more
direct, or highly sensitive, personal data. Aggregated data belong to the category of
data inferred from any of the above. Second, the chapter wishes to advance that
there is a real danger stemming from the abuse of objectively established commer-
cial justifications of improving security, functionality, or service experience through
recent attempts to authenticate users for targeted advertising. The latter fully exploits
users’ economic behaviour and trust, and their lack of specific knowledge and
awareness. Third, this chapter recognises exploitative abuse based on behavioural
economics as a competition issue while viewing other types of abuse as belonging
to consumer law. The author also recognises that economists could still be irritated
by the third proposition, as they need to look at all the complexities of a case, and in
doing so, they rarely consider the artificial division of competition, consumer, or
data protection laws. In the same spirit, a recent EU soft-law communication
acknowledges that online platforms are incredibly complex, being subject to
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competition and consumer law, personal data and marketing law, and to the Digital
Single Market’s freedom for ‘data-driven innovation’.'

6.1.1 Direct Personal Data

Up until January 2015'?¢ and June 2015,'*” Microsoft and Google collected personal
data from their users of Windows 10 and the search engine, respectively, such as
name and email. However, Google encrypts many of its services, restricting access
to personal data to its own employees, contractors, and agents only. Linked-In col-
lects personal data, such as email address book, mobile device contacts, or calendar,
in order to offer its users a ‘personalised and relevant experience’. Facebook col-
lects personal data used by its users for registration purposes. Owned by Facebook
since September 2012, Instagram also collects personal data, i.e. email address.
Surprisingly, Snapchat collects personal data comprising email address, phone
number, and even date of birth. Only Whisper does not collect personal data, as a
username is different from the user’s real name.

6.1.2 Highly Sensitive Personal Data

Google claims that it did not use cookies or similar technologies for sensitive data,
i.e. race, religion, sexual orientation, or health. However, its users cannot disable
cookies if Google’s services are to function properly.

6.1.3 Behavioural Data

Microsoft collects behavioural data, such as users’ preferences and interests, while
Google collects similar data, which could reveal ‘more complex things’ and have an
economic significance, i.e. most useful ads, people who matter most, or ‘likes’ for
YouTube videos. Similarly, Linked-In collects behavioural data ‘to learn about’ its
users’ interests, while Whisper collects the same data'”® so as ‘to personalize user
experience’.

125Buropean Commission, Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions: Online
Platforms and the Digital Single Market COM (2016) 288/2, paras 5 and 11.

126 See Microsoft’s Privacy Statement of January 2015; recent updates are available at: https://pri-
vacy.microsoft.com/en-GB/updates.

127See Google’s Privacy Policy of 30 June 2015 available at: https://www.google.com/policies/
privacy/archive/20150630/; recent updates are available at: https://www.google.com/policies/
privacy/.

128 The data includes time, pages, whispers viewed, and interactions.
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6.1.4 Content and Usage Data

Microsoft collects usage data, such as browsing and search history, while Google
collects logging data about how often users made use of its search engine and their
own personal search queries. In addition, Google now stores personal data from its
users’ browser, including HTML, and application data caches. Even more invasive
of its users’ privacy is the fact that Google combines personal data from one of its
multiple innovative services with that from another. Likewise, Facebook collects the
content provided when individuals use its service, including any messages and com-
munications, the location and data of a photo, and usage data, such as the types of
visualised content, personal engagement, frequency, or duration.

According to its privacy policy as of January 2013, Instagram collects content
data, i.e. photos, comments, and communications, and usage data, including brows-
ing. The latter are passed on to third parties to ‘personalize’ content and ads.
Instagram uses third-party analytics to measure service traffic and usage trends, like
URLSs, number of clicks, interactions, and viewed pages. However, Instagram claims
that its analytics data are not used to identify a particular user. Snapchat also collects
usage data, namely, social interactions, communications, messages, and content.
According to its latest privacy policy of March 2016, Whisper collects usage data,
i.e. content, publicly available replies and chat messages, and interactions.

6.1.5 Technical versus Authentication Data

Microsoft, Google, and Snapchat collect device-specific data, while Facebook col-
lects device identifiers. However, while Microsoft collects IT data about device con-
figuration, Google collects more comprehensive data, including the operating
system, unique device identifiers, mobile network, and phone number. Since March
2016, Google associates the unique device identifier or phone number with a user’s
account. Likewise, Linked-In, Instagram, Snapchat, and Whisper collect mobile
device identifiers for data authentication, which for Snapchat includes advertising
and unique device identifiers.

6.1.6 Location Versus Authentication Data

Microsoft and Google collect location data. However, Google collects data that can
uniquely identify a user’s actual location, such as IP address, GPS, Wi-Fi access
points, and mobile towers.'* In contrast, Linked-In collects location data for target-
ing its users with local jobs or for the purpose of fraud prevention and security.
Facebook, Instagram, and Snapchat collect location data, including specific

12Users’ identification through cookies applies to many of Google’s innovations, such as Places,
Travel, Product Search, Chrome, Maps, Scholar, YouTube, Talk, Gmail, Google+, Android, etc.
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(Facebook) or precise (Snapchat) location data. Finally, Whisper collects past and
present location data or at least an approximate geographic location.

But why would anyone track users’ locations? In the US re Aaron’s, Inc. case,'®
the franchisees of a rent-to-own dealer of leased computers used computer software
to track customers’ locations, capture webcam images, and activate keylogging
software to steal login credentials for email accounts and financial and media sites.
Evans suggests that, compared to larger companies, individuals browsing from
home are most exposed to targeted advertising, as they maintain a unique IP address
over time."!' Bergemann and Bonatti have advanced an insightful economic model
of profitability based on IP address tracking by online advertisers.'*

6.1.7 Objectively Justifiable Personalised Service Experience
Versus Authentication Data

The majority of the corporations under review, namely, Microsoft, Google,
Linked-In, Snapchat, and Whisper, collect experience data, store users’ preferences
and settings and, purportedly, authenticate them for fraud detection. Microsoft last
updated its privacy policy in January 2016. It now claims to collect data to operate
effectively and provide its users with the best service experience. While the latter
purpose is entirely and objectively justifiable, Microsoft aims not only to improve
but also to personalise its users’ experience. The latter seems problematic, as any
attempt to personalise data will, in turn, compromise privacy.

Google collects cookies, which uniquely identify its users’ browser, local web
storage, and data caches. At first glance, this is objectively justifiable for improving
services for users, by showing them more relevant search results or making the shar-
ing with other users quicker and easier. For this purpose alone, Google collects a
vast array of information that figures out ‘basic stuff’, e.g. language spoken.
However, there are blurred boundaries between improving users’ experience and
authenticating them. Apart from this, Google pursues its own objective commercial
interests: to provide, maintain, protect, and improve its services and develop new
ones, and to protect its own users. Similarly, Linked-In collects objectively justifi-
able data from users to improve their experience and increase their security.
Instagram collects experience data, including local storage. Snapchat collects
unique advertising identifiers about its users’ online activities. However, it claims
that such data is used to monitor and analyse trends and usage and to personalise the
service. Finally, Whisper uses similar tracking technologies, including the URL a
user visited before navigating to its service.

The recent Report of the German Monopolies Commission arrives at a similar
conclusion, namely, that social platforms of this kind display an incentive to acquire

OFTC, Re Aaron’s, Inc., No. C-4442 [2014], available at: https://www.ftc.gov/enforcement/cases-
proceedings/122-3256/aarons-inc-matter.

31See Evans (2009), 42.
122Bergemann / Bonatti (2011), 438.
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larger amounts of personal data.'*® This goes beyond what is objectively necessary
for ensuring the proper functioning of the platforms.

6.1.8 Targeted Versus General Advertising

Microsoft uses personalised data to help make commercial ads more relevant to its
users. Google’s privacy policy of March 2016'3* acknowledges that the corporation
collects usage data about its own advertising services, such as views or interactions
with commercial ads. Most importantly, through cookies, Google also stores eco-
nomically relevant data about its users’ interaction with the advertising services
offered by Google’s partners or features that may appear on other sites. Analytics
data is corroborated with advertising services using DoubleClick to generate further
data about visits to multiple sites. Google Analytics is yet another powerful tool for
businesses and site owners to analyse the traffic to their websites and apps.

Similarly, Linked-In collects behavioural data to ‘serve’ general advertising,
through various advertising technologies, including web beacons, pixel tags, or
cookies. Furthermore, Linked-In makes use of targeted advertising based on its
users’ public profile or inferred data; usage, including search history, content read,
activity followed, participation in groups, pages visited, and so on; and, most impor-
tantly, third parties, such as advertising partners, publishers, and data aggregators.
More specifically, advertisers receive the URL of a user’s current page when the
user clicks on an ad.

Facebook collects behavioural data from third-party advertisers when its users
visit or use third-party websites or apps or when they interact with third-party part-
ners. Facebook aims to improve its advertising to existing users to show them ‘rel-
evant ads on and off” its service and to measure the effectiveness and reach of such
ads. Instagram uses similar technologies ‘to serve ads’ by advertisers and other
partners.

6.1.9 Written Email and Voice Data

The following ‘reassuring’ disclaimer, which is used by Microsoft, is actually wor-
rying: ‘we do not use what you say in email, chat, video calls or voice mail, or your
documents, photos or other personal files to target you’. However, Google collects
data about the time, date, and duration of calls. Paragraph 1.8 of Linked-In’s privacy
policy on the use of cookies assumes that, by visiting its service, users consent to the
placement of cookies and beacons not only in their browser, but also in HTML-
based emails. A recent empirical study has proved how invasive of privacy is the
automated email content analysis by Facebook, Yahoo, and Google.'*

133 German Monopolies Commission (2015).
134 Available at: https://www.google.com/policies/privacy/archive/20160325/.
135 See Strahilevitz / Kugler (2016), 20.
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6.1.10 Aggregated Data

For commercial purposes, Instagram monitors metrics, such as total number of visi-
tors, traffic, and demographic patterns, i.e. aggregated data. This is in contrast to
diagnosing or fixing technology problems. Also, Google shares aggregated, non-
identifiable, data publicly and with third parties, such as publishers, advertisers, or
connected sites. Facebook shares with third parties data about the reach and effec-
tiveness of their advertising as well as aggregated data. For example, Facebook
passes on to third parties data about the number of ad views or demographic data
based on its users’ age, sex, location, and personal preference. However, Facebook
transfers such data to vendors, service providers, and business partners in order to
measure the effectiveness of their ads. Instagram also shares aggregated data which
can no longer be associated with a particular user. Similarly, Snapchat shares aggre-
gated or ‘de-identified’ data with third-party advertisers. Finally, Whisper shares
aggregated data with vendors, consultants, and other service providers.

6.2 Data Sharing

Data sharing is possible both inside and outside of an online platform. The former
could be as harmful as the latter in the case of a merger or acquisition.

6.2.1 Inside Sharing of Data

Most corporations share personal data with their controlled affiliates (Linked-In,
Whisper) and subsidiaries (Microsoft, Whisper), other companies that are part of
the same group (Facebook, Instagram, and Snapchat), or under common control and
ownership (Snapchat). Logically, Instagram shares personal content and usage,
experience, and local and behavioural data with Facebook. Snapchat shares similar
data with the Snapchat family of companies.

6.2.2 Outside Sharing of Data

Until January 2016, Microsoft shared its users’ personal data with third parties,
including vendors. Google did the same with third-party companies, organisations,
or individuals. Linked-In shares personal data with third parties, while Facebook
shares service content, like posts or shares, with integrated third-party apps, web-
sites, or other services, including advertisers. Instagram shares experience and loca-
tion data with third parties. It shares anonymised data with third parties in order for
them to deliver targeted advertisements. Similarly, Snapchat shares personal data
with third parties, which may include service providers, i.e. for quality of service;
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sellers, i.e. providing goods; and partners, i.e. functionality of service, or as a result
of a merger or acquisition. Snapchat users themselves provide personal data to third
parties simply by clicking on their links or search results. Third parties may use
personal data collected by Snapchat to deliver targeted advertisements, including
third-party websites and apps. Whisper also shares similar data with the public.
Furthermore, the recipient of a chat message could share its content with others.
Location data is shared with other nearby users.

On the basis of the above, this chapter identifies that data sharing with third par-
ties, mostly advertisers, is common practice. Linked-In is the only platform to have
published a rather obvious disclaimer according to which it does not ‘rent or sell’
personal data that its users have not posted on Linked-In.

6.3 Consent
6.3.1 Subject to Consent

Microsoft and Google claim to share personal data subject to their users’ consent.
Linked-In shares similar data subject to consent in order to carry out instructions by
users, provide functionality, protect consumer rights, or comply with laws.
Surprisingly, Instagram claims to not ‘rent or sell” data to third parties without its
users’ consent, while Snapchat collects with-consent phonebook data and photos.
Whisper also shares with-consent location data.

6.3.2 Opt-In (Explicit) Consent

Microsoft users are already signed up to receive targeted advertising without any
prior consent. Google requires opt-in consent for sharing sensitive personal data. As
of March 2016, Google requires opt-in consent for combining DoubleClick with
personally identifiable data. Likewise, Linked-In requires ‘explicit’ opt-in consent
for personal data collected directly by third-party advertisers through cookies.

6.3.3 Presumed Consent

Linked-In presumes that valid consent has been given to the use of beacons and
other advertising technologies. It assumes that, by providing personal data,
Linked-In users have ‘expressly and voluntarily’ accepted the terms and conditions
of its Privacy Policy, thereby ‘freely accepting and agreeing’ to such data process-
ing. One disclaimer mentions that supplying any information deemed to be sensitive
by applicable law is entirely voluntary. Another disclaimer warns Linked-In users
not to become members if they have any concerns about providing data.
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6.3.4 Explicit Consent or Special Permission

Google promises its users not to reduce their rights under its current privacy policy
without their explicit consent. But isn’t it too late to get such consent, since Google
has already collected plenty of information about its users, namely, usage data, pref-
erences, messages, photos, videos, browsing history, map searches, documents, and
other Google-hosted content? Under these circumstances, could it still be argued
that raising awareness about Google’s search engine and educating its users as con-
sumers about their online behaviour would suffice to address the abuse of data with
given, but less informed, consent? Most users can barely understand the legal impli-
cations of such explicit consent.

Linked-In requires ‘separate permission’ for sharing personal data with third-
party advertisers or ad networks for advertising. Facebook requires similar permis-
sion for sharing personally identifiable data, i.e. name or email address, with
third-party advertisers or measurement or analytics partners.

6.3.5 Opt-Out Choice

Microsoft offers an ‘opt-out’ choice, directing its users to visit Microsoft’s opt-out
page. According to Linked-In’s privacy policy of October 2014,"3¢ in particular, its
second commitment, ‘If you wish to not receive targeted ads from most third-party
companies, you may opt-out by clicking on the AdChoice icon in or next to ad’.
However, according to its third commitment, ‘This does not opt any user out of
being served advertising.” Linked-In’s users are empowered to opt out of targeted
ads only. They can opt out if they no longer wish their online behaviour to be tracked
on third-party sites. Whisper users, in contrast, can opt out of having their web-
browsing information used by participating companies for behavioural advertising
purposes. On Android mobile, users have to choose the ‘Limit Ad Tracking’ feature
to opt out of interest-based ads.

6.3.6 No Consent

Obviously, no consent is required from Linked-In for its users’ public posts. In con-
trast, Whisper does not require consent for sharing behavioural or aggregated data
with third parties, including for analytics and advertising.

Apart from this, there is further scope for trouble because Linked-In processes
personal data outside the country where its users live. Facebook may also transfer
personal data to countries outside the European Economic Area. Likewise, Instagram
and its affiliates or service providers may transfer personal data across borders to
another jurisdiction with different data protection laws. Snapchat may also transfer
personal data to jurisdictions other than the United States.

136 An updated version is available at: https://www.linkedin.com/legal/privacy-policy.
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Finally, this chapter identifies as common practice users agreeing to give consent
on a ‘take it or leave it’ basis, without having any viable alternative to the use of
cookies. Otherwise, the service in question could not work properly.

6.4 Disclosure of Data

The most commonly known ground for outside disclosure is when personal data is
necessary to comply with any applicable law (Microsoft, Google, Whisper), rule or
regulation (Google, Snapchat, Whisper); requirement or valid legal request
(Instagram, Snapchat), such as a search warrant (Facebook, Instagram), civil or
criminal subpoenas (Linked-In, Facebook, Instagram), court orders (Facebook,
Instagram) or other compulsory disclosures (Linked-In) or to respond to a valid
legal process (Facebook, Whisper) from competent authorities, including from law
enforcement or other government agencies (Microsoft, Google, Whisper) and from
jurisdictions outside of the United States (Facebook, Instagram); in good faith,
where it is permitted by law (Linked-In); for the investigation of potential violations
(Google, Linked-In, Snapchat); to enforce a privacy policy or user agreement
(Linked-In); to protect customers by preventing spam (Microsoft, Google) or to
detect or address fraud (Microsoft, Google, Facebook, Instagram, Snapchat); to pre-
vent loss of life or serious injury (Microsoft); to prevent death or imminent bodily
harm (Facebook, Instagram); to operate and maintain product security (Microsoft,
Google), for technical issues (Google), or safety (Snapchat); and to protect its own
rights and property (Microsoft, Snapchat), interests, and users (Google, Linked-In,
Facebook, Instagram, Snapchat) or the public (Google).

Finally, Instagram uses an alarming disclaimer that states that it cannot ensure
the security of any transmitted information or guarantee that such information is not
accessed, disclosed, altered, or destroyed.

7 A Response from Practice: Vidal-Hall v Google Inc [2015]
EWCA

In Vidal-Hall v Google Inc,"* the claimants did not consent to the use of cookies on
their Apple Safari browser. Advertisers used aggregated data about the claimants’
browsing experience to target them via the DoubleClick advertising service. As a
result of this targeted advertising, personal data was shared with third parties. On
appeal, the Royal Court of Justice established a tortious liability for ‘misuse of pri-
vate information’. Similar to this chapter’s proposal of abuse of personal data by
digital monopolists, Vidal-Hall v Google Inc. has significant implications for the

YVidal-Hall v Google Inc. [2015] EWCA Civ 311 (27 March 2015); on appeal from the High
Court (QB) The Hon Mr Justice Tugendhat [2014] EWHC 13 (QB).
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misuse of personal data through the online browsing activities of individuals. While
the Court welcomed the possibility of awarding damages for distress in the absence
of proof of a pecuniary loss, civil litigation of this kind demonstrates the risks to the
consumer and to data protection laws if they are left unaddressed by competition
policy intervention. The tortious measure could do justice solely in individual
lawsuits.

This case represents a landmark ruling. It recognised the ‘misuse of private infor-
mation’ as an ‘invasion of privacy’.!* Unfortunately, when it interpreted Directive
95/46/EC, the Court suggested that the Directive aims to protect ‘privacy rather than
economic rights’.!¥ The same could be said about the reference to the misuse of
‘private information’, rather than of personal data. The High Court’s Justice
Tugendhat had previously recognised that browsing information is, indeed, personal
data, and that it could have the potential to identify the claimants ‘as having the
characteristics to be inferred from the targeted advertisements by third parties view-
ing the claimants’ screens’.!4?

The Royal Court of Justice recognised that ‘web traffic surveillance tools make
it easy to identify the behaviour of a machine, and behind the machine, that of its
user’.'"*! The Court went on to distinguish between two categories of personal data:
on the one hand, direct personal data, including detailed browsing histories, and on
the other, the data derived from the use of the DoubleClick cookie.'** As the latter
includes a unique identifier, indirectly inferred data could have enabled the former,
i.e. direct personal data, to be linked to an individual device user. In the Appendix
to this ruling, there is evidence of the wealth of personal data collected by Google
via DoubleClick, including economically relevant data, such as shopping habits,
social class, and financial situation, but also many others, like racial or ethnic origin,
health, or sexual interests.'** Unfortunately, Safari browsers have no ‘Opt Out’
cookies available that would enable their users to sign off from tracking and targeted
advertising.

The Court considered that ‘targeted advertising is inevitably revelatory as to the
browsing history of a particular individual’."** Given the limited appetite for award-
ing an ‘extremely high’ figure of damages for distress, i.e. £1.2 million, LJ
McFarlane dismissed the appeal to the Supreme Court. The ruling also followed the
US developments in private litigation. The FTC had settled with Google a civil
penalty of $22.5 million because of the misrepresentation to users of the Safari
browser that it would not use cookies or serve targeted advertisements to them. !4

1381bid., paras 19 and 23 for the recognition that courts of equity have afforded protection from the
misuse of private information via breach of confidence.

191bid., para. 77.
140Tbid., para. 111.
141Tbid., para. 114.
121bid., para. 115.
1431bid., para. 8.1. to 8.4.
1441bid., para. 128.
1431bid., para. 140.
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8 Conclusions

The above study of the privacy policies operated by some digital companies has
revealed the many inter-related purposes of the collection and processing of the
various categories of personal data. It identified that digital giants have, indeed,
pursued nearly identical business models based on corporate gains from targeted
advertising and exploitation of consumers as online users of a particular service
platform. Indeed, the processing of certain categories of data is objectively justifi-
able for making the service in question work better for its users. However, other
categories of usage, content, and behavioural data tend to be rather excessively pro-
cessed for the benefit of commercial advertising by third parties. Knowing a con-
sumer’s usage, frequency, preferences, and choices builds up a picture of their
prospective economic behaviour. It disempowers such online consumers from any
natural status of rational buyers while making them more vulnerable vis-a-vis online
sellers or retailers. Giving consent and opting in or out remain useful compliance
tools for corporations that seek to stay safe from data protection rules. But can they
also remain so before competition authorities?
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Abstract The interface between the legal systems triggered by the creation, distri-
bution and consumption of data is difficult to grasp, and this paper therefore tries to
dissect this interface by following information, i.e. ‘data’, from its sources, to users
and re-users and ultimately to its consumers in an ‘Internet of Things’, or ‘Industrial
Internet’, setting. The paper starts with the attempt to identify what legal systems
are applicable in this process, with special focus on when competition law may be
useful for accessing data. The paper concludes that general competition law may not
be readily available for accessing generic (personal or non-personal) data, except
for situations in which the data set is indispensable to access an industry or a rele-
vant market, while sector-specific regulations seem to emerge as a tool for accessing
data held by competitors and third parties. However, the main issue under general
competition law in the data industry, at its current stage of development, is to facili-
tate the implementation of the Internet of Things.
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1 Introduction

The interface between digitalized information (data), intellectual property, privacy
regulations and competition law in the ‘Internet of Things’ (IoT) scenario is cur-
rently triggering the interest of politicians, businessmen, the academic community
and even the general public. The groups are interested for different reasons; for
example, businessmen see an opportunity for the creation of wealth, researchers see
the possibility of gaining, analysing and distributing knowledge efficiently and
everyone acknowledges that the collection and distribution of personal data may
raise both privacy and data-protection concerns.

The interface between the legal systems triggered by the creation, distribution
and consumption of data is difficult to grasp, and this paper therefore tries to dissect
this interface by following information, i.e. ‘the data’, from its sources, to users and
re-users and ultimately to its consumers in an [oT setting. The sources of data can
be very different, but they can be divided into three main groups: firstly, government
data (‘open data’), i.e. personal or non-personal data collected by public-sector bod-
ies (PSBs); secondly, data can be voluntarily provided by users, consumers or busi-
nesses on e-platforms or when using other forms of IT-based services; and thirdly,
data can be simply generated, e.g. by cookies, ISP data, eCall data, even patient
data.! Of course, any data collected can be either personal or non-personal; however,
personal and non-personal data is often mixed and combined in data sets, and some-
times when different types of non-personal data are mixed in the same data set, the
data can become personal data, since the combination of data might identify and
reveal information regarding a person when sophisticated algorithms are used.

The paper starts with the attempt to identify what legal systems are applicable in
this process. What intellectual property law system may be applicable when data is
obtained from devices and distributed to ‘The Cloud’, and, ultimately, when it is
re-used? Who ‘owns’ personal data, and do data-protection rules create nascent
property rules regarding personal data? Secondly, the paper will discuss when cre-
ators, holders and consumers of raw or processed data, either private or public bod-
ies, should benefit from the application of competition law, and whether competition
law facilitates the needs that are identified.> The paper specifically focuses on the
application of competition law vis-a-vis the bodies that collect or hold data. Also,
may competition law be used to gain access to open or big data, or the infrastructure
around that data?® May competition law be used to create a level playing field
between holders and non-holders of essential data?

Thirdly, the paper will raise the issue of sector-specific regulation in the arena of
data. Access to data is a disputed issue not only under ‘general’ competition law, but
also in reference to sector-specific regulations such as the Public Sector Information

"OECD (2015); OECD (2016); Autorité de la Concurrence and Bundeskartellamt (2016). See also
regarding open data Lundqvist / Vries / Linklater / Rajala Malmgren (2011).

2See Ezrachi / Stucke (2016) and Stucke / Grunes (2016).
3In reference to open data see Drexl (2015), 64-100. See also Lundqvist (2013), 79-95.
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Directive,* the eCall Regulation® and in the field of financial services® and in refer-
ence to e-platforms.” Indeed, it seems that rules regarding access to data (ex ante
regulations) are currently seeping into sector-specific regulations, implying an obli-
gation to either share data or grant open access to the device that collects the data.®

The paper concludes that general competition law may not be readily applicable
to access to generic data, except for situations in which the data set is indispensable
to access an industry or a relevant market’; while sector-specific regulations seem to
emerge as a tool for accessing data held by competitors or firms in general. However,
the main issue under competition law in the data industry, at its current stage of
development, is to create a level playing field by trying to facilitate the implementa-
tion of the IoT. For example, we might see brick-and-mortar firms develop towards
collecting, storing and trading data in competition with the incumbent e-platform
firms. Such a development could increase competition in the data industry to the
benefit of consumers and society. However, if we can predict that this might happen,
what consequences might that have for the use of competition law vis-a-vis the
incumbent firms in the data industry, hence those firms, e.g. Google, that have been
found or are under investigation for abusing their dominant position.

Finally, there is a great need for IoT standards in general and functional IP rules
or guidelines under these standards in particular. When IoT becomes a reality,
devices will communicate with other devices, with the telecom technology, and
with the cloud. Devices and device producers need rules and guidelines regarding
interoperability, otherwise the system may not materialize. If the device industry is
to become connected it will also need to deal with standard-essential patents (SEPs)
and the issue of FRAND. Indeed, we are at the beginning of the development of
everything’s interoperability. Perhaps competition authorities should be more cau-
tious vis-a-vis standards consortia and other forms of pre-market collaborations
now being set up for the upcoming IoT paradigm—in this context also called the

“The Directive on the re-use of public sector information (Directive 2003/98/EC, known as the
‘PSI Directive’) entered into force on 31 December 2003, [2003] OJ L 345/90. It was revised by
Directive 2013/37/EU, which entered into force on 17 July 2013, [2013] OJ L 175/1.

SRegulation (EU) 2015/758 of the European Parliament and of the Council of 29 April 2015 con-
cerning type-approval requirements for the deployment of the eCall in-vehicle system based on the
112 service and amending Directive 2007/46/EC, [2015] OJ L 123/77.

¢In order to accelerate retail banking innovation and simplify payments, the European Commission
is mandating standardized API access across the EU. The initiative is part of the European
Commission’s update of the Payment Services Directive (PSD). The revision of the PSD (PSD2)
requires banks to provide access to third parties. See Directive (EU) 2015/2366 of the European
Parliament and of the Council of 25 November 2015 on payment services in the internal market,
amending Directive 2002/65/EC, Directive 2009/110/EC and Directive 2013/36/EU and Regulation
(EU) No 1093/2010 and repealing Directive 2007/64/EC, [2015] OJ L 337/35. Cf. Commission
(2015).

"There are French national initiatives to open e-platforms for third-party competitors. See e.g.
French Senate (2013).

8 Chisholm / Jung (2015), 7-21.
°ECJ, Huawei Technologies, C-170/13, ECLIEU:C:2015:477.
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Industrial Internet—than the establishment of dominance in the data industry. Are
we seeing signs of firms trying to agree on technical solutions, not so as to facilitate
the IoT, but rather to promote their own technical solution while excluding those of
others? Some aspects of such conduct might be procompetitive, while other aspects
might be anticompetitive. The competition authorities are thus forced to weigh the
benefits of such collaborations with their negative impact on competition. Indeed,
the legislators’ as well as the Commission’s effort should be to create a vibrant
competitive data industry environment in an [oT setting, but the Commission, and
other competition agencies, need to work ‘smart’ and focus on collaborative and
unilateral conduct that is likely to become anticompetitive when it becomes possible
to identify the IoT markets.

2 The [Intellectual] Property-Law Regulation of Big Data
and Its Ecosystem

The creation, collection, storing, commercially using, and dissemination of data, be
it government (open) data and/or private (big) data,' require a number of compo-
nents to materialize. Most importantly, the data industry needs someone who wants
to invest in the collection and storing of data. Until lately, a government authority or
a similar body has usually been the data collector. Hence, a PSB, based on an obli-
gation in law, collecting necessary data for society concerning, for example, land
ownership, trademarks, weather information, maps or company data, and storing
the data on servers, has up until recently been the ‘normal’ data collector. While
these public collectors have gradually, voluntarily or under the PSI Directive, begun
to market the data to consumers on the Internet and to firms reusing the same (e.g.
data brokers, or data re-users), private parties, with few exceptions, have not had the
interest or the means to collect and store vast amounts of data in a similar way.!!
However, with Google, Amazon and Facebook, possibly, being the pioneers, pri-
vate entities are clearly starting to collect and store a large volume of data, which is
mostly personal (consumer) data.'? Private parties selling ads online, or, more accu-
rately, access to avenues for the marketing of goods or services to potential consum-
ers, have realized that it may be profitable to collect personal data. Mainly consumer
data, but also other forms of information and knowledge, are collected. These firms
want to be able to sell focused ads or avenues that, with the use of the collected user

1The definition of big data is vague and lacks precision; see de Mauro / Greco / Grimaldi (2016),
122-135.

""For general information see OECD (2015). For the costs of the necessary investments to access
the data industry see OECD (2016).

12Google is involved in several investigations in several jurisdictions regarding the company’s
business conduct; see for example European Commission, Press release (IP/16/1492), Antitrust:
Commission sends Statement of Objections to Google on Android operating system and applica-
tions, 20 April 2016.
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data and algorithms, pin-point the most likely purchasers and also warrant that the
commercial message will penetrate, reach and nudge the intended focus groups.'?

In addition, some firms are today actively seeking out unique data sets, espe-
cially in the cultural arena, to gain more traffic in their own ecosystems, thus to
collect even more personal data and thereby boost their marketing service vis-a-vis
firms wanting to market on-line.'* Google has, for example, been accused of lever-
aging its potential market power based on holding vast amounts of data by expand-
ing its business from general search into new services and products, provided to
users at zero price, while the goal of these new services or products is to obtain more
data from users.!® Indeed, Google is active on two levels or markets: downstream,
providing diversified on-line services to consumers, but also upstream, on the ads
market, where the data collected from the zero-price services is used to obtain a
competitive edge.

It is clear that, especially Google, but also other e-platforms and ecosystems (for
example, Apple, Amazon, Microsoft, Facebook and to some extent Spotify) are in
the business of collecting personal data that is either voluntarily provided by users
or collected from users based on their conduct, e.g. general and special searches,
cookies etc. They collect this data so to profile the users and they can then provide
a marketing service to firms which better identifies potential customers and better
adapt the message to these customers. Soon, possibly, the data can also be used for
predictive modelling, i.e. to enable the message sent to penetrate to and convince the
customer what to select even before the customer understand what he or she needs.
Moreover, several economists and lawyers have suggested that the collection of
personal data causes these firms to gain and hold market power.!® Indeed, they fore-
see that the market power obtained by holding vast amounts of data will create
insurable barriers to entry for second movers and even that the market for providing
services based on data may tip due to indirect network effects based on the holding
of vast amounts of data.'” The amount of data collected increases the quality of the
service, which in turn attracts more users to the service.

While these first movers in the data industry may hold market power and are inten-
sively competing to position themselves for the upcoming IoT paradigm, it is clear
that the brick-and-mortar industries will start to monitor users and collect data when

B1bid.

14See the updated PSI Directive, now including museums, libraries and other cultural institutions,
and, moreover, the awkward exemption for exclusive licenses for cultural databases. Cf. The
Directive on the re-use of public sector information (Directive 2003/98/EC, known as the ‘PSI
Directive’), which entered into force on 31 December 2003: [2003] OJ L 345/90. It was revised by
Directive 2013/37/EU, which entered into force on 17 July 2013: [2013] OJ L 175/1.

SNewman (2013), 3 et seq. with references.

1°Tbid. See also e.g. Kerber (2016), 3 et seq.

'7Ibid. See also OECD (2016); Autorité de la Concurrence and Bundeskartellamt (2016), 7, 10
et seq.
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everything becomes connected. The brick-and-mortar firms may then try to enter the
data industry based on their market position for the specific devices they produce.'®

What will happen when car manufacturers, refrigerator producers etc. start col-
lecting data based on their products is difficult to predict, but it may cause some-
thing similar to ‘multi-homing’. Most likely, general or generic consumer data
regarding use, data traffic, consumption, GPS position etc., will be collected by
several firms. This in turn could lead to increased sale or licensing of data or data-
base connections for the re-use of data, similar to what has happened in the PSI
sector. Thus, markets for collection, storing and selling or licensing big-database
access will evolve and large brick-and-mortar firms may enter this market in com-
petition with the incumbent Google, Microsoft; Amazon etc."

For brick-and-mortar firms to start collecting data, the infrastructure needs to be
in place, at least if we want parties to work themselves up vertically from production
of devices and also become the creators and collectors of data sets. Here we see the
revolutionary aspect of what we today call the IoT. The IoT essentially comprises
client-side devices with different sensors (speed, acceleration, motion, proximity,
location, distance, weight, humidity, altitude, depth, compass, temperature, pressure,
still image, video image, infrared, audio, noise level, blood sugar, heart rate, number
of steps etc.) that are connected to a server side through the Internet. Of course,
technically, this is not something entirely new. Previously, the IoT technology was
marketed under the concept of M2M (machine to machine). Both devices with sen-
sors and the telecom networks could handle M2M, but M2M did not succeed because
of ‘back-office’ technology problems.? The ‘cloud’, i.e. the servers and the client-
server interface, were not up for the challenge. The capacity to, very quickly and
inexpensively, store massive volumes of data was not available. This has changed in
the emerging IoT era, since computer firms have in the last 10-15 years invested in
R&D in the server-client technology and the client-server technology is now mature
enough to be implemented.?! So, what firms will control the client-server interface?
According to some studies, the patent distribution in the IoT domain is very frag-
mented, with the top patent filer in the field holding around 5% of the total patents.?
Accordingly, LG holds the largest patent portfolio and is closely followed by
Ericsson and Qualcomm. Others claim that Microsoft holds the largest portfolio in
terms of the client-server interface.” Possibly there is, thus, some confusion about
whose technology will be used for the IoT standards. Nonetheless, the client-server-
interface technology will be protected by patents and, moreover, the upcoming 5G

8 OECD (2016). Autorité de la Concurrence and Bundeskartellamt (2016), 10 et seq.
Regarding the potential benefits of trading data see Lundqvist (2013), 79-81.

20 (3stman (2016), 1 et seq.

2 bid.

2] exinnova (2014), 3 et seq.

2 (Ostman (2016), 1 et seq.



Big Data, Open Data, Privacy Regulations, Intellectual Property and Competition Law... 197

and the current 4G, i.e. the network-infrastructure technology, could even be consid-
ered as suffering from early signs of a patent-thicket fatigue.?*

Thus, the cloud and the interface between devices, 5G telecom and the cloud are
the new ‘things’ in the Internet of Things. A new ‘thing’ is also the need for techni-
cal standards in reference to these interfaces. It is telling to see that CEN and
CENELEC are now quickly adopting to the new paradigm and are implementing IP
guidelines and SEP policy briefs.”> Moreover, given the large amount of patents in
IoT, we presumably will see several SEP litigations in the future.

For the brick-and-mortar firms to evolve into data-processing firms, they need to
develop machine-learning algorithms and also possibly their own clouds. Otherwise,
the incumbent firm, such as Amazon, Google and Microsoft, will provide these
services and the brick-and-mortar firms will only provide the hardware, i.e. the
devices.?® The industry would then evolve in the direction of more collaborations
between the incumbent data firms and the brick-and-mortar firms, and the early
signs we see now of high concentration in the data industry could presumably be
ascertained depending on whether we would like competition to thrive in the data
industry.?” Indeed, oligopolies, (eco)systems with system leaders, with great interop-
erability inside the ecosystems, and less or dysfunctional interoperability between
the ecosystems will evolve.

Interoperability technologies, like the IoT, promise that devices of everyday life
will be able to communicate with each other and that such communication can be
stored in the cloud, i.e. in the global data-storing system with increasing capacity.
The large capacity can be attributed to client-server technology, and examples of
increasing M2M or device-to-device (D2D) communication abound. In the auto-
motive industry, the eCall machines already today open up the possibility of
obtaining all sorts of information regarding the car and the driver, while car manu-
facturers conduct R&D on apps or driverless systems that require multiple con-
nected devices to work together (e.g., sensors, radars, high-powered cameras
etc.).”® Smart cities, smart buildings, smart grids and electromobility converge
with mechanical engineering, logistics and seamless wireless communications to

21bid.

2 Cf. CEN and CENELEC (2016), 1 et seq.

OQECD (2016). Autorité de la Concurrence and Bundeskartellamt (2016), 14.

27 “With companies such as Amazon, Google and Microsoft providing machine learning algorithms
as part of their cloud computing services, small companies find it increasingly more convenient to
have their data processed and mined using external IT infrastructures. Indeed, Cisco forecasts that,
by 2019, 86% of all business workload processing will be processed by cloud computing. But, as
a greater number of companies become dependent on the infrastructures of a few providers, the
latter get access to significant volumes and variety of data that allows them to improve further their
own data analysis algorithms. If the trend continues, a competition problem may arise in the future,
as new entrants may not be able to build sufficiently powerful IT infrastructures whose analytical
software can compete with those of incumbents.”, OECD (2016). Autorité de la Concurrence and
Bundeskartellamt (2016), 14.

2 Cf. CEN and CENELEC (2016), 1 et seq.
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provide new functionalities for businesses and consumers, including lighting,
air quality control, security and surveillance, traffic management etc. Thus, data
may be collected and stored as a by-product from all forms of devices and com-
munication, and while the data had a different first use, e.g. to guide the car driver
or to communicate between cars, it may be re-used for other purposes.?

In reference to the IoT line of thinking, the ‘device’ industry will be mature
industries inhabited by often large firms that have their own IP portfolios.*® For
example, the car is a ‘device’ in the data industry, and while the intellectual property
rights are stacking up in the IoT, the car manufactory industry has a likewise densely
populated intellectual property rights landscape.’!

Indeed, in light of the above, data, originating from users or from devices, sent
through the 4G or 5G networks to the client servers and the cloud are heavily boxed
in by intellectual property rights. The intellectual property rights cater to the tech-
nologies and the infrastructure, while the data as such is probably not covered by the
infrastructure intellectual property rights. However, firms holding large IP portfo-
lios in the specific device industry might try to exclude or obtain licensing fees from
a new user trying to access data flowing in the system or stored in the cloud con-
nected to the specific device they produce.*? However, the network providers and the
algorithm providers, and possibly also the providers of the specific cloud (if they are
separate entities), may also try to either access the data collected by the specific
device or even, by technical means, try to exclude others from gaining access to the
data. Indeed, even though the data is owned by no one, the firms providing the col-
lection mechanisms, or other vessels, i.e. the devices or platforms for data, have
obtained intellectual property rights to these. Presumably, in the end, this will prob-
ably require these firms to collaborate.*

3 The Definition of Data

According to Article 4 of the General Data Protection Regulation (GDPR), ‘per-
sonal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an

Tbid.
3For an explanation of patent thickets, see Shapiro (2001), 119.
3ICf. CEN and CENELEC (2016), 1 et seq.

¥There are several news articles regarding for example the collaboration/license agreements
between Microsoft and Facebook regarding the Microsoft Cloud. Also, users of the Microsoft
Cloud need to obtain a license from Microsoft, available at: https://www.microsoft.com/en-us/
Licensing/product-licensing/innovations-for-the-cloud.aspx.

3 See for example Telecommunications and automotive players form global cross-industry 5G
Automotive Association, 27 September 2016, available at: https://www.ericsson.com/en/
news/2016/9/telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-association-


https://www.microsoft.com/en-us/Licensing/product-licensing/innovations-for-the-cloud.aspx
https://www.microsoft.com/en-us/Licensing/product-licensing/innovations-for-the-cloud.aspx
https://www.ericsson.com/en/news/2016/9/telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-association-
https://www.ericsson.com/en/news/2016/9/telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-association-
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identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

The definition of personal data is wide since information that is non-personal
might also indirectly, in combination with other information, identify a natural per-
son and become personal data. Thus, non-personal, even metadata, can in combina-
tion with other data become personal data under this definition. It is therefore
recommended that firms collecting data, even only metadata or aggregated data,
even in an industrial-internet setting, do take the rules contained in the GDPR into
consideration.

An interesting issue is whether the connection or conclusion based on personal
data points should be considered personal data, or not. For the upcoming predictive
modelling marketing tool and the discussion regarding property right for non-per-
sonal data this is important. Indeed, it can be wise to calibrate the collection mecha-
nism, in for example an industrial-internet setting, to only transfer and collect
non-personal data, which can be conclusion based on personal data, and to keep
such data sets intact and separate. And, of course, non-personal data are discon-
nected from any right on the behalf of the data subject.

Data, information (as such), irrespective of how private and how valuable it is, is
not currently covered by property right.>* No one owns personal data, although the
‘data subject’ in the EU holds some rights to it according to the GDPR.*

Notwithstanding this, if individual data fulfils the requirement for an intellectual
property right, e.g. copyright, it can be covered by copyright (3rd party copyright,
or copyright held by a firm that is also a gatekeeper to accessing the data in the
server). Moreover, as discussed above, the firms providing the ecosystem or infra-
structure of the IoT will have the infrastructure covered by patents and will also
technically prevent access to the data. Traditionally, copyright owners regularly
resort to technical protection measures (TPMs) (cf. Article 6 InfoSoc Directive), to
prevent access to the copyright-protected content.* Interestingly, under the InfoSoc
Directive not only is breaching these technical protection measures a copyright
infringement, but also the manufacturing and sale of devices which have the pri-
mary purpose or effect of enabling such circumvention may be a copyright infringe-
ment in itself.?’

¥Zech is suggesting property right for non-personal data, Zech (2016), 51-79; there are authors
who propose the recognition of ownership rights for consumers in the data they produce: Hoofnagle
/ Whittington (2014), 606-670.

3 There are some rights connected to personal data in Articles 18-20 of the General Data Protection
Regulation, such as the right to have data corrected, the ‘right to be forgotten’ and data portability.
The latter right is limited, however, making it less attractive for consumers to change their social
network. Cf. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation), [2016] OJ L 119/1.

3 See the interesting conference paper by Ciani (2018).

371bid.
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Whether the data may be covered by rules regarding trade secrets has up until
recently been regulated very differently in the different Member States.*® However,
the regulatory landscape for trade secrets is dramatically changing with the intro-
duction of harmonized rules based on Directive 2016/943/EU of 8 June 2016 on the
protection of trade secrets. It is probable that data may be protected under the rules
in the directive. Individual data might not constitute a trade secret, but the combina-
tion of data or information (that as such is not publicly available), data sets, might
well be covered.* The same argument also applies with regard to the requirement of
commercial value under the directive.”’ Even if the publicly available data as such
might not possess commercial value, their combination can acquire a certain value,
conferring on the data holder a competitive advantage.*!

Moreover, the interface between the rules of trade secrets and the right to data
portability according to the GDPR is not fully sorted out.*> While according to the
old Data Protection Directive, data subjects could have an overriding right to trans-
fer personal data, the data-portability right under the new Regulation is less clear on
this point.* The reason for this shift could be that the GDPR aims to establish a high
threshold for data protection and for the free movement of data, i.e. the fifth free-
dom of the internal market.** Possibly, in reference to this issue, the commercial
reasons have been the overriding goal of data protection.

Database sui generis protection®® may be applicable for holders of data.
Government authorities (at least in the Nordic Member States) maintaining specific
forms of data sets in databases, which they commercially provide access to (via the
Internet), e.g. the national trade mark database or the databases for official addresses,
land ownership, weather and maps etc., normally claim database protection as the
basis for requiring re-users wishing to access the databases to enter into license
agreements.*® Private entities that collect customer or personal data in databases
might, thus, also fulfil the requirements for obtaining data-base sui generis
protection.

¥ Sweden is one of few Member States that have a specific act for the protection trade secrets,
while, for example, trade secrets in the UK and in Denmark have been protected under case law
and the marketing law (unfair competition law), respectively. In Sweden, collections of customer
data, e.g. addresses, have been protected under the Trade Secret Act.

¥ See Drexl / Hilty / Desaunettes / Greiner / Kim / Richter / Surblyté / Wiedemann (2016), 6 et seq.
“Tbid.

“bid.

“2Surblyté (2016), 14 et seq. Cf. Article 20(4) and Recital 63 GDPR.

“1bid.

“The Swedish Trade Council (2016), 1 et seq.

“Directive No. 96/9/EC of the European Parliament and of the Council, of 11 March 1996 on the
legal protection of databases, [1996] OJ L 77/20.

4 See ECJ, Verlag Esterbauer, C-490/14, ECLI:EU:C:2015:735, in reference to maps, where the
ECIJ states that geographical data presented in maps can be deemed to be ‘independent material’
within the meaning of Article 1(2) of the Database Directive, and it enjoys protection under the
Database Directive.
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From the general, brief, analysis above, even though possibly being a great
source or wealth for the future, it is rather clear that data, be it big or open, personal
or not, is not directly covered by any intellectual property legal system, while still
heavily embedded in intellectual property rights protection and/or by neighboring
legal protection. Indeed, the technical aspects of IoT are generally protected by
patents, the investment in the collection of data may be protected by the sui generis
data-base right and the data in aggregate may be a trade secret, though the data sub-
ject still holds some rights to it according to the GDPR (e.g. right to be forgotten
and, possibly, data portability).*’

Given the potential risk for ‘thickets’ it might also be concluded that neither data
nor other technical, commercial or intellectual aspects of the developing data indus-
try needs more intellectual-rights protection to flourish.*® The protection is already
on a high level. However, as hinted at above, if no one owns data there is no clear
rule on whether the device producer, the network providers or algorithm providers
or the cloud-service providers may exclude each other from the data. Who should
trade with whom? This might cause competition policy problems. Competition
could possibly be enhanced if the device producers could enter the data industry as
independent stand-alone competitors. Perhaps, this requires that they should control
(‘own’) the data created by their devices. Of course, this problem may be accentu-
ated if there are network effects already present in the data industry giving the
incumbent firms a head start.

4 Standards for the Internet of Things, Industrial Internet
and IoT Patent Platforms or Pools

There is currently a global race for the [oT among standard-setting organizations
(SSO0s). Several different SSOs are fighting to become the SSO part of the collabo-
rations that enact the standards for the new IoT era. Moreover, several pre-standard

4TCf. Art 18-20 GDPR. The rights to personal data should however be weighed against the other
rights acknowledged by the Charter.

“In reference to the algorithms normally used to process data in databases. Drexl / Hilty /
Desaunettes / Greiner / Kim / Richter / Surblyté / Wiedemann (2016), state: ‘[t]he Max Planck
Institute for Innovation and Competition does not see any need to create special legal protection of
algorithms used in data processing (e.g. in the context of big-data analysis)’ and continue: ‘con-
crete computer programs for processing data are already protected by copyright law of the Member
States implementing Directive 2009/24/EC of 23 April 2009 on the legal protection of computer
programs. Nevertheless, this protection covers neither the functionality of a computer program
(judgment SAS Institute Inc., C-406/10, ECLI:EU:C:2012:259, paras 39-41) nor the underlying
general algorithm (which is understood here as a set of rules to solve a problem step by step, inde-
pendent of its expression and representation, e.g. the description of the steps to be made for analyz-
ing or filtering data and the criteria to be applied). This is already implied by Recital 11 of the
Directive, which clarifies that copyright protection for computer programs should not extend to the
“ideas and principles which underlie any element of a program”.” Some economists have suggested
a property solution; cf. Hoofnagle / Whittington (2014), 606-670.
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collaborations (consortia) are being formed including several different combina-
tions of important players for the technologies that might be included in the IoT
standards. These consortia are like pacts conducting lobbying and outright frontal
attacks on other formations or pacts, all in the effort to get the ‘right’ technologies
inside the relevant standards.

Of course, the incumbent SSOs are adapting to the new paradigm, e.g. ETSI, and
even CEN and CENELEC, claim relevance in the IoT paradigm.* But there are
special IoT SSOs. For example, in 2015 the Commission and various IoT players
launched a large-scale alliance called AIOTI (Alliance for Internet Of Things
Innovation) with the aim to assist the European Commission in the creation, estab-
lishment, designing of innovation and standardization policies.*

Whether these SSOs will be relevant in a world where Google (Brillo and
Weave), Apple (HomeKit), Samsung (SmartThings), Amazon (Alexa) and Microsoft
(Windows 10 IoT editions) are all bringing out their own IoT solutions is still to be
seen. Perhaps there will be no market for the SSOs and one of these firms will
instead become the de facto 10T standard just as Google’s Android became the de
facto open mobile OS?°!

5 The Application of Competition Law

At least in reference to public data (so-called open data), competition law has been
a great source of inspiration as a way to regulate the interaction between authorities
and re-users. Cases like Magill,>*> IMS Health®® and Microsoft™* resemble and, pre-
sumably, influenced the way the Public Sector Information (PSI) Directive™ has
been drafted. Indeed, the interface between the PSI legislation and general competi-
tion law, especially the abuse-of-dominance doctrine in reference to (i) refusal to
supply, (ii) exclusionary abuses and even (iii) discriminatory exclusion have been
scrutinized by some national courts and competition authorities in conjunction with
claims of breach of the PSI rules (the PSI Directive is discussed infra).”®

However, the use of general competition-law doctrines such as refusal to sup-
ply (or the exceptional-circumstance doctrine) to gain access to datasets may be

#“Cf. CEN and CENELEC (2016), 3 et seq.

30See Ciani (2018).

S'Hughes (2016), 1 et seq.

2ECJ, RTE and ITP / Commission, C-241/91 and C-242/91, ECLLI:EU:C:1995:98.
SECJ, IMS Health, C-418/01, ECLI:EU:C:2004:257.

34 GC, Microsoft / Commission, T-201/04, ECLI:EU:T:2007:289.

3The Directive on the re-use of public sector information (Directive 2003/98/EC, known as the
‘PSI Directive’) entered into force on 31 December 2003, [2003] OJ L 345/90. It was revised by
Directive 2013/37/EU which entered into force on 17 July 2013, [2013] OJ L 175/1.

*Lundgqvist (2013), 80 et seq.; Lundqvist / Vries / Linklater / Rajala Malmgren (2011), 11.
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somewhat problematic.’” Is the data holder dominant on a relevant market? With
regard to e-platforms, Google and Facebook have been accused of holding market
power due the popularity of their respective sites/ecosystems, but is that important
in an upcoming IoT setting, where it will be the amount of and quality of data that
creates market power? How should the relevant market be identified? Are there
double or multisided markets,’® and is such definition of the relevant market help-
ing the competition-law analysis?* What about market power based only on the
amount and importance of data, while the service to obtain the data is for zero
price; could such a set up imply market power?®® Moreover, in reference to the
exceptional-circumstance doctrine: is accessing data an exceptional situation
which requires the application of competition law? Perhaps the data can be dupli-
cated with a reasonable effort. Indeed, data may be difficult to monopolize.5!
Furthermore, is there a second (downstream) market that the undertaking is reserv-
ing for itself? Is there an elimination of competition and the prevention of the
appearance of a new product under the case law of Magill, IMS Health and
Microsoft? Finally, is the data an indispensable input or even an essential facility
under the same and similar lines of case law?

Indeed, in the scenario of a potential competitor wanting access to specific,
unique datasets that are indispensable for conducting business, competition law has
applicability, but that scenario is perhaps not so common. Moreover, can indispens-
ability be considered identified when dealing with a dataset that by its specific size
causes network effects to appear, to the point that the downstream or neighboring
market is (or will be) monopolized?

This is a controversial issue depending on the definition of data. Social-interaction
websites may tip the market to their favor due to network effects in the form of the

In reference to PSBs, the issue has been whether they can be regarded as undertakings. Firstly,
the data holder’s activities with the data need needs to be analyzed in order to establish whether the
holder in an undertaking in reference to Article 102 TFEU. Is the activity under scrutiny an eco-
nomic activity, i.e. a commercial activity, conducted on a market? This may only be established if
the end market, where the undertaking is facing its ‘customers’, is scrutinized. Of course, when
dealing with private entities such as Google and Facebook etc., establishing whether they are
undertakings or not may not cause a concern. However, when dealing with PSBs, it may cause
problems. See the Compass case, where, according to the CJEU, an activity consisting in the main-
tenance and making available to the public of the data collected, whether by a simple search or by
means of the supply of print-outs, in accordance with the applicable national legislation, did not
constitute an economic activity, since the maintenance of a database containing such data and mak-
ing that data available to the public are activities which cannot be separated from the public sector
activity of collecting data. ECJ, Compass-Datenbank, C-138/11, ECLI:EU:C:2012:449, discussed
in Lundqvist (2013), 80 et seq.

S Evans / Noel (2008), 663-695 and Filistrucchi / Geradin / v. Damme / Affeldt (2014), 293- 339.

*Tbid. Evans / Noel (2008) and Filistrucchi / Geradin / v. Damme / Affeldt (2014) agree that not
all digital markets are multisided. For an interesting analysis that e-platforms are not multisided
markets see Newman (2013), 3 et seq.

%0See Bundeskartellamt (2016). OECD (2016). Autorité de la Concurrence and Bundeskartellamt
(2016), 7, 14 et seq.

%' Sokol / Comerford (2017).
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number of social connections (i.e. connected friends). But are the ‘friends’ or ‘con-
nections’ interconnected on a social website data, and is it data that can be trans-
ferred? Possibly, Article 20 of the GDPR does grant users that right to portability of
such data and even personal data generated by the data subject’s activity.®* Thus, it
seems that data subjects may transfer data, making the data subject a market player.

But what about competition law? Can access to data be granted under the
exceptional-circumstance doctrine? Notwithstanding the above, the Magill®® ‘logic’
works well in a data scenario: entities (in the Magill case the publicly owned BBC
and RTE et al.), engaging in their primary market or (public) task (producing and
distributing TV programs), create or collect information, (in the form of TV list-
ings) that might be copyright-protected. They are, under the rules of abuse of domi-
nance, required to give access to this information (the TV listings), due to its
indispensability and because a refusal would be unjust, to an undertaking that will
create a new product (TV guides). Thus, in the Magill case the appellants were not
allowed to reserve for themselves a secondary market. In an IoT setting the device
producers would collect (create) information from the devices included in the prod-
uct sold to the consumers. Likewise, the e-platform providers collect data as a by-
product for the service provided.

The Magill case dealt with unique data in the sense that the TV listings could not
be obtained from any other source. Also, IMS Health dealt with a unique brick
structure (a de facto standard for the industry) developed by IMS and the users in
conjunction. Magill may be used to argue access to certain specific kinds of datasets
under the exceptional-circumstance doctrine, while general data, user-generated
data and data voluntarily provided by users will, however, especially after the intro-
duction of IoT, perhaps not be indispensable, thus not causing the doctrine to be
triggered.%* Indeed, in the future certain devices, e.g. cars, refrigerators, mobile
phones etc., might be able to collect the same or similar personal data from us as we
today provide Facebook and Google. Moreover, the data that can potentially be
collected by these devices may have a high quality, and may be more efficient and
effective in trying to map the general consumer, than the information that consum-
ers of social sites on the Internet are currently voluntarily providing.

The issue of whether general competition law (more specifically the exceptional-
circumstance doctrine) will be applicable to access general personal data, i.e. the
personal information that people are generating by utilizing the internet, has not yet

2 Article 29 Working Party (2016), p. 9: ‘[fJor example, a webmail service may allow the creation
of a directory of a data subject’s contacts, friends, relatives, family and broader environment. Since
these data are relating to, and are created by the identifiable individual that wishes to exercise his
right to data portability, data controllers should transmit the entire directory of incoming and out-
going e-mails to the data subject’.

S ECJ, RTE and ITP/Commission, C-241/91 and C-242/91, ECLI:EU:C:1995:98.

% An argument frequently posed by the opponents of applying the essential-facilities doctrine is
that data cannot be easily monopolized: it is non-rival and, they argue, non-exclusive, since there
are no contracts preventing users from sharing their personal information with multiple companies.
Furthermore, they argue that there are few entry barriers to new platforms, as data is relatively
inexpensive to collect, short-lived and abundant. Balto / Lane (2016), 4 et seq.
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been conclusively scrutinized by any competition law court. Nonetheless, it can be
questioned whether a court would find the exceptional-circumstance doctrine appli-
cable. The doctrine may in a few cases be applicable, it depends on the data set col-
lected. It will also depend on the actual size and magnitude of the data collected. As
discussed above, there might be network effects involved in the data industry, which
may be a reason to make the exceptional-circumstance doctrine applicable. If the
data collected is so vast that it creates a tipping effect making it impossible to rebuilt
a similar data set, the exceptional-circumstance doctrine may, possibly, become
applicable. Moreover, the antitrust harm of discriminatory exclusion should be taken
into consideration. Could Google and Facebook be accused of discriminatory refusal
to sell data to a competitor when using their data to sell adds to third parties?

There are a few competition-law cases dealing with big data originating from
activities and decisions by EU Member States’ competition authorities. There are a
few French cases, e.g. GDF® and EDF,% concerning discriminatory re-use of data-
sets, where the data sets seem not to have been considered essential or indispensable
for entering the relevant market, but where the data holder used the data sets in an
exclusionary fashion. Access was not granted on fair terms vis-a-vis potential com-
petitors in a downstream market or in neighboring businesses.®’

A third French case, Cegedim, dealt with medical data used by pharmaceutical
companies to manage their visits to doctors and pharmacies in France. Cegedim was
accused of refusal to sell, on a discriminatory basis, datasets regarding medical
information.®® Cegedim was a leader in the medical database market, in which it has
a dominant position, offering both databases and customer-management software to
laboratories. It notably produces the OneKey database, the most widely used data-
base in the industry. Euris, a company that only produces customer-management
software but no databases, accused Cegedim of abusing its dominant position, as
Cegedim refused to sell its OneKey database to laboratories that were using the

%The Autorité de la Concurrence, France’s competition authority, imposed an interim measure on
GDF, ordering that gas supplier to grant its competitors access to some of the data it collected as a
provider of regulated offers, in particular consumption data. The aim of this interim measure was
to allow all suppliers to have the same level of relevant information to make offers to consumers
(no public information or private database exists on households subscribing to gas contracts).
French Competition Authority, Decision 14-MC-02 of 09.09.2014. Due to privacy laws, the trans-
mission of GDF data to competitors was conditional to an approval by consumers. A significant
share of the consumers did refuse that their data be transferred from GDF to competing operators.
The case is discussed in the joint report by the Autorité de la Concurrence and Bundeskartellamt
(2016), 20.

%French Competition Authority, Decision n°13-D-20 of 17.12.2013, confirmed on that points by
the court of appeal on 21.05.2015.

7A similar reasoning has also been used in some merger cases. For instance, in its EDF/Dalkia
merger decision: European Commission, Case No. COMP/M. 7137 - EDF/Dalkia en France, 25
June 2014.

% French Competition Authority, Decision n° 14-D-06, dated 08.07.2014, relative a des pratiques
mises en ceuvre par la société Cegedim dans le secteur des bases de données d’informations médi-
cales. This decision has been confirmed on appeal but is still pending in front of the Cour de
Cassation (the French Supreme Court).
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software marketed by Euris, whereas it agreed to sell OneKey to laboratories using
software developed by other competitors. In accordance with the Autorité’s prece-
dents, as well as European Court of Justice case law, the Autorité de la Concurrence
found that access to the OneKey database was not indispensable to Cegedim’s com-
petitors on the downstream market for customer-management softwares, and thus
the OneKey database was not an essential facility.*

However, the Autorité de la Concurrence established that Cegedim maintained a
continuous and unilateral refusal to grant access to OneKey specifically targeting
actual or potential clients of Euris. This difference in treatment of companies in
otherwise similar situations constituted, in the Autorité’s view, a form of discrimina-
tion for which Cegedim was unable to provide any objective justification. As a
result, this practice had a seriously harmful effect on Euris (which lost 70% of its
customers between 2008 and 2012) and restricted the laboratories in their choice of
customer-management software. Hence the Autorité de la Concurrence concluded
that Cegedim had abused its dominant position through exclusionary
discrimination.”

Similarly, the Belgian competition authority adopted in 2015 a settlement deci-
sion finding that the national lottery body was abusing its dominant position. The
lottery was found to have been using its client database, created under its legal
monopoly for public lotteries, when selling its new sports-betting products, in a
market where they faced competition, while refusing access to competitors. Indeed,
the Belgian lottery body was re-using unique data sets on competitive markets.”!
Possibly these cases show a new form of antitrust harm (or ‘new non-discrimination
theory’) whereby a dominant firm cannot ‘self-preference’ its ‘own operations over
those of competitors’ in a discriminatory way. Indeed, they give some room for the
EU Commission to find a similar antitrust harm in the ongoing Google
investigation.”

There are also a few Nordic competition authority cases. In Swedish Patent and
Registration Office (PRV)™ from March 2012, PRV began to offer free access to the
trademark register database to the downstream end-user market, whereas customers
on the upstream wholesale market were offered more detailed data in different for-
mats (so-called register-lifted data) for a one-time fee and then a yearly fee. PRV
was accused of marginal squeeze by selling access to the data in wholesale market
while giving access for free to consumers on its own website. PRV, acknowledged
as being an ‘undertaking’, was considered dominant in the market of providing
access to the specific trademark database according to the SCA, while PRV disputed
the charges of marginal squeeze and price discrimination. In the end, PRV lowered
its fees to marginal cost, and the case was settled.

“ECN Brief (2014).

Tbid.

"I'Platteau (2015), 1 et seq.

2Petit (2015), 1 et seq. and Vesterdorf (2015), 4.

3SCA, The Swedish Patent and Registration Office, Dnr 470/2011, from September 2012.
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In The Land Registry, from November 2012, the SCA assessed the way the
cadaster sold refined information in the land register to commercial private actors.
The complaining re-user purported that the cadaster was abusing its dominant posi-
tion by not giving access to raw data. Instead, the re-user only got access to more
refined data. The SCA did not, based on the facts of the case, find any abuse.™

The above scarce cases show that there is room for competition law in the con-
text of big data, though access to raw datasets might be difficult under competition
law. When the data set is indispensable access might be granted, and there are cases
concerning discriminatory exclusion which might create a duty to deal. Competition
law will still have an important role to play with respect to big data, with possible
abuses, such as marginal squeeze (see PSI-related cases), discriminatory access to
personal data, though this is not essential data (see French cases and also PSI-related
cases), exclusivity arrangements (The EU Commission Google investigation and
collaborations in reference to the cultural sector under the PSI Directive), violation
of data-protection rules when obtaining personal data, exploitative abuse (German
Facebook case™), and perfect monopoly pricing (eCall), and, moreover, excessive
collection of personal data might be considered an excessive abuse if the notion of
users as ‘paying’ with personal data when using ‘free’ services on the Internet is
correct.”

Moreover, competition law will still be a useful tool to regulate SEPs when the
standards of the IoT materialize. It is easy to predict that in the future, when the
brick-and-mortar industries start producing interconnected ‘things’, the notion of
patent war may take a whole new meaning. Indeed, the Huawei case and the issues
it has raised may very well be addressed again by the EU Courts.

6 Sector-Specific Regulations and Data-Protection Rules

Sector-specific regulations seem to be the tool to use to access competitors’ data in
the twenty-first century.

There seems to be a need for rules regarding fair access to data. The PSI Directive
mentioned above stipulates routes for accessing government data. The main focus

"#SCA, The Swedish Land Registry, Dnr. 601/2011, from November 2012.

>Bundeskartellamt, Press release: Bundeskartellamt initiates proceeding against Facebook on sus-
picion of having abused its market power by infringing data protection rules, 2 March 2016. See
also for instance, in Allianz Hungdria, the ECJ held that the impairment of objectives pursued by
another set of national rules could be taken into account to assess whether there was a restriction
of competition (in this instance, by object). Referring to German Competition law, the German
Federal Court of Justice has stated that contract terms which are incompatible with the laws regu-
lating general conditions and terms of trade might be an abuse of a dominant position if the use of
the terms is based on the company’s market dominance”. ECJ, Allianz Hungdria Biztosit6 and
others, C-32/11, ECLIL:EU:C:2013:160. See also German Federal Court of Justice
(Bundesgerichtshof), VBL-Gegenwert, KZR 61/11 16 November 2013, para. 68.

76 Kerber (2016).
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of the PSI Directive is very specific. It is to create a level playing field when making
available PSI as input to a commercial activity, i.e. when the PSI is used as compo-
nents to new products and services. This should then release the full economic
potential of a new emerging area of the ICT sector.”’ If PSBs offer information
products or services exclusively, chances are that they will not be able to provide
these services as innovatively and efficiently as a structure governed by competition
would be able to.”® This could have a negative effect on competition in the European
market. Therefore, the PSI Directive aims to overcome these barriers, which limit
the re-use of PSI in EU Member States. The PSI Directive thereby stipulates that
public-sector data collectors should grant access to data. The public-sector data col-
lector is even obliged to grant access if it re-uses data collected commercially by
selling access to the database to data brokers or re-users. The PSI Directive tries to
negate barriers which could include attempts by PSBs to charge supra-competitive
prices, unfair competition between the public and the private sector, practical issues
hindering re-use (like the lack of information on available PSI), and the attitude of
PSBs failing to realize the economic potential of PSI.” The PSI Directive is trig-
gered by three sets of questions:

1. Is the data created (supplied) outside or inside the public task of the PSB? If so,
what is the initial purpose for producing the data? Is it to fulfill a public task? If
yes, the second question is:

2. Are the documents being re-used by the PSB or some other body on its behalf?
In other words, will the data be used for another purpose than the initial purpose?
Moreover, will this re-use constitute a commercial activity, e.g. giving access to
the dataset to paying subscribers?

3. If so, then a number of requirements will apply, including that third parties have
the right to access the dataset on something similar to FRAND terms, so as to
enable the third parties to commercially utilize the open data in competition with
the PSB and other firms that have access to the dataset.

Interestingly, the PSI Directive seems to include a non-discriminatory exclusion
rule similar to the ideas put forward in the French cases GDF* and EDF®' discussed
above.

The very interesting eCall Regulation® should also be mentioned. According to
Recital 16,

TEU Commission (1998), 5.

8 Lundgqvist (2011), 17.

7 Janssen / Dumortier (2011), 195-195.

% French Competition Authority, Decision 14-MC-02 of 09.09.2014. The case is discussed in the
joint report by the Autorité de la Concurrence and Bundeskartellamt (2016), 20.

81 French Competition Authority, Decision n°13-D-20 of 17.12.2013, confirmed on that points by
the Court of appeal on 21.05.2015.

82Regulation (EU) 2015/758 of the European Parliament and of the Council of 29 April 2015 con-
cerning type-approval requirements for the deployment of the eCall in-vehicle system based on the
112 service and amending Directive 2007/46/EC, [2015] L 123/77.
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[i]n order to ensure open choice for customers and fair competition, as well as encourage
innovation and boost the competitiveness of the Union’s information technology industry
on the global market, the eCall in-vehicle systems should be based on an interoperable,
standardised, secure and open-access platform for possible future in-vehicle applica-
tions or services. As this requires technical and legal back-up, the Commission should
assess without delay, on the basis of consultations with all stakeholders involved, including
vehicle manufacturers and independent operators, all options for promoting and ensuring
such an open-access platform and, if appropriate, put forward a legislative initiative to that
effect. Furthermore, the 112-based eCall in-vehicle system should be accessible for a rea-
sonable fee not exceeding a nominal amount and without discrimination to all indepen-
dent operators for repair and maintenance purposes in accordance with ... [emphasis
added].®

The eCall regulation seems to lay the groundwork for a future in which competi-
tors will be able to access data originating from cars used by individuals. Specifically,
this groundwork is that the device should be, or be connected to, a standardized,
secure and open-access platform. Interestingly, the idea seems to be that by creating
a standard, competitors will be enabled not (only) to produce eCall machines under
FRAND licenses, but to actually access eCall machines in the cars with their own
applications in order to pick up data. It is thus envisioned that the automobile manu-
facturers should not have an exclusive right to the personal data created in the car
(or the device), but should perhaps open up the platform in the car to, for example,
leasing firms, insurance companies and independent service providers, who will be
able to access the device in order to collect data.®

Finally, the recently updated Payment Services Directive (PSD) stipulates a right
for third parties under certain circumstances to access the banking data of consumers.
Consumers should be able to agree to third parties providing services by accessing
consumer bank accounts and Internet bank sites. PSD II may, to promote competi-
tion, require banks to provide standardized API access to third parties under the
auspices of the European Banking Authority (EBA).* This may enable third parties
to use data collected by a competitor to tailor their banking service to customers.

These three Directives are examples of rules that are, or are close to, requiring
competitors to give access to data, or to devices and platforms, so as to enable data
harvesting. It may be an indication of an interesting underlying current that the

83 Ibid.

% An example of this development could be the ‘5G Automotive Association’, announced on 27
September 2016 by AUDI AG, BMW Group, Daimler AG, Ericsson, Huawei, Intel, Nokia and
Qualcomm Incorporated. The association will develop, test and promote communications solu-
tions, support standardization and accelerate commercial availability and global market penetra-
tion. The goal is to address society’s connected mobility and road-safety needs with applications
such as connected automated driving, ubiquitous access to services and integration in smart cities
and intelligent transportation; available at: https://www.ericsson.com/en/news/2016/9/
telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-associa-
tion-.

8 See Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November
2015 on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC
and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC, [2015]
0J 337/35. Cf. Commission (2015).


https://www.ericsson.com/en/news/2016/9/telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-association-
https://www.ericsson.com/en/news/2016/9/telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-association-
https://www.ericsson.com/en/news/2016/9/telecommunications-and-automotive-players-form-global-cross-industry-5g-automotive-association-
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legislature is trying to boost competition by granting access to competitors’ data while
circumventing general competition law. The idea is to boost competition, without
making use of any test of antitrust harm, by opening up the device to everyone for
collecting data. Whether such a policy is pro-competitive may be disputed. Not only
new entrants will be able to obtain data; also incumbent e-platform firms will try to
access these devices or, with respect to government data, the PSI. This may act as a
deterrent for brick-and-mortar firms to become full-fledged competitors in the data
industry. Indeed, the incentive to become members of the data industry may be low
if a brick-and-mortar firm knows that it is obliged to share the input data, i.e. its raw
material. Moreover, it also begs the question, to be put to the legislature, why similar
access rules do not exist in other industries. Why should they not apply to e-platform
providers when large industries such as the car industry and the bank sector are
required to give access?

Data-protection rules, whether they should be used as a benchmark for finding
competition law violations,*® or whether they should be considered, and altered to,
something of an (intellectual) property right (that competition law can ‘trump’), is an
issue up for grabs to be solved by researchers and practitioners in the twenty-first
century. Possibly, data-protection rules and the interface between data protection rules
and competition law may become topics for sector-specific regulations in the future.

When re-users or data brokers are interviewed, they express the sentiment that
data-protection rules are the grand ‘show stopper’, and the issue for these firms is
whether competition law can be used to override data-protection rules. Can compe-
tition law trump data-protection rules? From the case law of the European
Commission, it seems difficult. In Asnef-Equifax the CJEU stated that ‘any possible
issues relating to the sensitivity of personal data are not, as such, a matter for com-
petition law [and] may be resolved on the basis of the relevant provisions governing
data protection.’¥ Moreover, in the Facebook/WhatsApp®® merger case, the
Commission states that ‘[a]ny privacy-related concerns flowing from the increased
concentration of data within the control of Facebook as a result of the Transaction
do not fall within the scope of the EU competition law rules but within the scope of
the EU data protection rules’. Finally, the argument put forward against using com-
petition law to trump data-protection rules is that reduction in privacy equals reduc-
tion in quality, and that is not the same thing as using competition law to trump an
intellectual property right. ‘Quality’ may be an objective of competition law itself,
while upholding property rights is less so.

The European Data Protection Supervisor has, in 2014, indicated a shift in pol-
icy, with a ‘more holistic approach to enforcement’, in which a more systematic
dialogue is to be maintained between competition, consumer and data protection
authorities. However, the collaboration between DG Connect and DG Competition
seems rather unlikely.

8 Bundeskartellamt (2016).
8TECJ, Asnef-Equifax, C-238/05, ECLI:EU:C:2006:734, para. 63.

8 European Commission, Case No. COMP/M.7217,Facebook/WhatsApp, 3 October 2014, para.
164.
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7 Conclusion

Competition law clearly still has a place and use in the big data industry.% However,
when defining the role for competition law certain aspects should be taken into
consideration: (i) the sources of data are increasing in number and possibly also in
quality; (ii) access seems to be granted by sector-specific regulation, rather than
through general competition law. Nonetheless, competition law still has an impor-
tant role to play with regard to big data, with possible abuses, such as, for example,
marginal squeeze (PSI-related cases), discriminatory access to personal data, though
not being essential data (French cases, PSI-related cases and possible European
Commission investigation into Google’s search-bias conduct), exclusivity arrange-
ments (Google investigation), violation of data protection rules when obtaining per-
sonal data, exploitative abuse (German Facebook case) and perfect monopoly
pricing (eCall), and even excessive collection of data might be an antitrust harm in
itself. In fact, perfect monopoly discrimination can possibly be achieved by utilizing
data on certain markets. Moreover, (tacit) collusion may be facilitated through uti-
lizing data and algorithms.”

Notwithstanding the above, the IoT also raises competition-policy issues. To cre-
ate a competitive market for data in the upcoming IoT society, the brick-and-mortar
firms need to enter the data industry and become stand-alone collectors and sellers
and licensors of datasets. Brick-and-mortar firms entering the data industry would
benefit competition and create wealth for the consumers to harvest. However, the
current trend from the legislature seems not to benefit this development, and, in fact,
current legislative efforts rather facilitate a scenario in which other firms, including
incumbent data-industry firms, gain access to data collected by their potential com-
petitors in the brick-and-mortar industry. As discussed in this paper, sector-specific
regulation of large industries such as the car industry and the bank sector with refer-
ence to public data requires or may soon require firms to give access to data or the
devices collecting data to any comer without requiring an analysis of antitrust harm.

The data collected by the devices of the brick-and-mortar industry should instead
possibly belong to the respective device producers; and they should be encouraged
to develop their own cloud services and algorithms, and should not be forced (or
encouraged) to enter into collaborations with third parties, e.g. network providers or
incumbent e-platform firms, to de facto transfer the valuable data.
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Abstract Business models in the digital economy increasingly rely on wireless
communications capabilities, which make it possible to receive, collect and send a
myriad of user data. As the intensity and magnitude of this technological revolution,
widely known as the ‘Internet of Things’ (IoT), are mostly unknown to date, the law
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may struggle to evolve quickly enough to address the challenges it poses. Many of
the legal issues arising from smart devices relate to user privacy and device security.
Moreover, it is worth considering how the ownership of data that flow through the
IoT and their impact on market power may potentially lead to anti-competitive con-
cerns by creating or reinforcing a dominant market position. After noting the state
of the law with regard to these areas, this chapter will focus on the impact of IP
rights covering IoT technologies on lock-in strategies aimed at foreclosing interop-
erability with competitors’ technologies. It will discuss when IP rights could lead to
anticompetitive concerns by creating or strengthening a dominant market position
and whether the actual set of laws has the antibodies needed to discourage these
unfair competition practices. It will be suggested that these issues should be explored
at the intersection of data protection, intellectual property, competition law and
standard-setting public policy. In this regard, the European Data Protection
Supervisor’s ‘holistic approach’, initiated to bring privacy concerns into merger
investigations, might have a significantly wider horizon in the IoT context and open
up a closer dialogue between regulators.

1 What Is the Internet of Things?

The first use of the term ‘Internet of Things’ has been attributed to Kevin Ashton,
who used it in the title of a 1998 presentation with the meaning of ‘things using data
they gathered without any help from us’.! The IoT refers to a collection of everyday
physical ‘smart devices’ equipped with microchips, sensors and wireless communi-
cations capabilities and connected to the Internet and to each other, which can
receive, collect and send a myriad of user data, track activities and interact with
other devices in order to provide more efficient services tailored to users’ needs and
desires.”

Therefore, IoT technology basically consists of three core elements: (1) devices
(physical components), (2) protocols for facilitating communication between smart
devices (connectivity components) and (3) systems and methods for storing and
analysing data acquired by the smart devices (‘smart’ components).> By embedding

'Ashton (2009). During the presentation he stated that adding radio-frequency identification
devices (RFID chips) to everyday objects will create an Internet of Things. For a brief history of
the IoT see Ferguson (2016), 813.

2The FTC (2015), 1, defines IoT as ‘an interconnected environment where all manner of objects
have a digital presence and the ability to communicate with other objects and people’.

3To be more precise, the [oT system architecture needs: appropriate sensors imbedded in all
objects that can allow them to give their location and status; wireless connection to the Internet;
appropriate mediating software between the object, the Internet and other objects; operator inter-
faces; encryption algorithms for security; operating platforms and protocols to manage the vast
amount of competing data being exchanged. See Porter / Heppelmann (2014).
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sensors and actuators* these objects, that are networked through an open Internet
protocol, will no longer be simply physical objects but rather intuitive, sensing,
automated and communicating information technologies.’ In simple terms, the IoT
is the idea of everyday objects informing and being informed about other objects,
via connection over the Internet.

1.1 Uses and Application in Contexts

Predictions say that a truly ‘programmable world” will exist.® There is no shortage
of examples of things the IoT could do. Intelligent vehicles able to monitor their
speed according to the limits, the pollution index or the fuel price could be just a
first example of a computing device everybody owns.” Similarly, smartphones may
gather worlds of information: heartbeats per minute, driving logistics, sleep habits
and much more. Smart fridges will be able to understand what has run out and even
take care of the shopping by ‘calling’ the local supermarket to order food. Wellness
trackers with diagnostic capabilities can identify medical problems, engage patients
in healthier behaviour and reduce medical intervention, with significant cost sav-
ings.® Other examples include smart thermostats, home-security web-cams, smart

*Most of the automation in IoT is carried out through the combined use of sensors and actuators,
which form the backbone of IoT. Sensors are used for collecting data, which may be processed,
analysed, reported or used to trigger another event or other devices into operation.

Consider a situation in which you would like your heating to be switched on when the house
temperature goes below a certain level. This system would work with a sensor to measure the
temperature. Once the sensor determines that the temperature has gone below the set level, it sends
an alert to the controller. The controller uses inputs and outputs in the same way an ordinary com-
puter does. Inputs capture information from the user or the environment, while outputs do some-
thing with the information that has been captured. In the above example, the controller would
trigger an actuator, which is a device that converts energy into a mechanical action; in this case,
switching on the heating.

SRose (2014) defines them as ‘enchanted objects’; Kominers (2012), 3, speaks of ‘intelligent
objects’.

¢ Alex Hawkinson, CEO and founder of SmartThings, referred to a ‘programmable world’” where
‘things will become intuitive [and] connectivity will extend even further, to the items we hold most
dear, to those things that service the everyday needs of the members of the household, and beyond’.
Cf. What Happens When the World Wakes up, Medium (23 September 2014), available at: https://
medium.com/@ahawkinson/whathappens-when-the-world-wakes-up-c73a5¢931c17.

7A pay-as-you-drive (PAYD) insurance monitoring device can provide a detailed look into the use
of the vehicle (location, time, distance, speed and other parameters) and influence an insurance
premium. For an overview of possible uses connected to cars see Cunningham (2014), 138.

$Remote patient monitoring (RPM), also called homecare telehealth, is a type of ambulatory
healthcare that allows a patient to use a mobile medical device to perform a routine test and send
the test data to a healthcare professional in real time. See Terry (2016), 347, exploring these emerg-
ing Internet of Health Things (IoHT) technologies, which are going to disrupt conventional models
of healthcare.
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coffee machines, fitness trackers, watches, cars, light bulbs, washers and dryers,
toasters, toothbrushes, smart meters® and many other things.!°

Given that the Internet might potentially become part of any object around us, it
is not surprising that some scholars prefer to speak of the ‘Internet of Everything’."!
Indeed, as the cost of microchips, sensors, cameras, circuits and software continues
to fall,'? these technologies are increasingly embedded in almost all devices that
consumers own and encounter.

Commentators have suggested that what makes IoT fundamentally different is
not the Internet, but the changing nature of ‘things’. It is the new set of product func-
tions and capabilities that is reshaping industry structure and altering the nature of
competition."

For consumers, who may control and interact with these devices through apps on
their smartphones, IoT technologies will provide new services that will make their
lives and jobs easier. That is especially the case of the subset of IoT technologies
known as ‘wearables’.

On a larger scale, the IoT can include industrial controls (even on employees’
behaviour and performance'#) and factory machinery. For firms, the IoT has great
potential to create entirely new industries or allow businesses to improve effi-
ciency (increase profits and cut costs) and offer superior performance and
customisation.

As we have already seen with Google’s acquisition of Nest (cf. infra sub para.
2.2.) and Qualcomm’s acquisition of CSR,!*> market players are already trying to
realise the huge economic potential offered by the IoT, through big
transactions.

?Smart meters identify, analyse and communicate electricity use from an individual residence to a
utility company. They can reveal when a person is at home, cooking, showering, watching televi-
sion or on vacation, and this information can be used to infer whether the resident is wealthy, clean,
healthy or sleep-deprived. Cf. Balough (2011), 165; Stern (2011), 158; Murphy (2015), 191;
Brown (2014), 172.

"For even more fascinating examples see Kominers (2012), 4; Barbry (2012), 84; Robinson
(2015), 664; Kester (2016), 207.

""The phrase seems to have originated with Cisco’s CEO John Chambers. See http://www.inter-
netofeverything.cisco.com.

2Rose (2014), 11; Thierer (2015), 7.

3The IoT’s impact on industry structure and the competitive transformation taking place are dis-
cussed in an enlightened and very informed manner by Porter / Heppelmann (2014).

“New data devices in the workplace capture and communicate employees’ location, duration of
breaks, productivity in completing their tasks and more. Cf. Cunningham (2014), 138.

5For further examples see Computer Technical Support in USA (2014), Top 10 Mergers and
Acquisitions in The Internet of Things Space 2014, 3 September 2014, available at: https://com-
putertechsupportinus.wordpress.com/2014/09/03/top- 10-mergers-and-acquisitions-in-the-inter-
net-of-things-space-2014-2/ and Yoshida (2014), Top 2014 Acquisitions that Advanced the Internet
of Things, EE Times (12 November 2014), available at: http://www.eetimes.com/document.
asp?doc_id=1324 935.
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1.2 Industry Impact and Future Trends

This seamless web of connectivity and pervasive computing promises to usher in ‘a
third computing revolution’!® or a ‘fourth industrial revolution’, or what has been
called ‘Industry 4.0’,'7 and it will bring about profound changes that will rival the
first wave of Internet innovation.'

While in 2015 the number of connected ‘things’ was a few billion, the most con-
servative predictions are that, by the end of 2020, over 20-25 billion devices will be
connected as part of the IoT."” An economic impact of 3.9 trillion to 11.1 trillion
dollars per year by 2025, which will represent up to 11% of the world’s economy,
has been estimated.?

2 The Role of Law in the IoT

Solutions developed by engineers, however, also need to be in compliance with
existing regulations. Although legal interest is growing, most academic responses
still come up from the technological, urban, environmental and sociological sectors
rather than from the legal sector and have primarily laid emphasis on the benefits of
IoT, rather than its challenges. This can primarily be explained by the fact that the
intensity and magnitude of this technological revolution are mostly unknown to
date.

1The first wave of IT, during the 1960s and 1970s, automated individual activities in the value
chain. The second wave of IT-driven transformation, in the 1980s and 1990s, coincided with the
advent of the Internet. This enabled coordination and integration across individual activities; with
outside suppliers, channels and customers; and across geography. The first two waves, however,
left products largely unaffected. Now, in the third wave, IT is becoming an integral part of the
product itself. See Porter / Heppelmann (2014).

7The term originates from a project in the high-tech strategy of the German government and has
been used by Chancellor Angela Merkel to identify ‘the comprehensive transformation of the
whole sphere of industrial production through the merging of digital technology and the Internet
with conventional industry’. The term has been fully adopted by the EU Institutions. Cf. the EU
Parliament’s 2016 Study on Industry 4.0, prepared by Policy Department A and available at: http://
www.europarl.europa.eu/RegData/etudes/STUD/2016/570007/TPOL_STU(2016)570007_EN.
pdf.

8Lee (2014), Everything’s Connected: How Tiny Computers Could Change the Way
We Live, Vox (13 August 2014), available at: http://www.vox.com/2014/5/8/5590228/
how-tiny-computers-could-change-the-way-we-live.

Huawei Technologies Co., Ltd. (2015), Global Connectivity Index 2015, available at: http:/
www.huawei.com/minisite/gci/en/index.html.

These trends are investigated in depth by the final report of the European Commission (2014b),
24-26, 61-62. Other estimations are reported by McKinsey Global Institute (2015), 2, 36. For a

more comprehensive bibliography on the economic impact of the Internet of Things see Thierer
(2015), 11.
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As, in the past, the Internet has led us to adopt or rethink several bodies of law in
order to address very different issues (from consumer protection in e-commerce
sales, to ISP liabilities for tort of defamation or infringement of IP rights committed
online), the IoT is going to be the next legal challenge. As it matures and becomes
more complex day by day, the law may struggle to evolve quickly enough to address
the challenges it poses.

2.1 Threat to Privacy: Passive Data Transmission

Many of the legal issues arising from smart devices relate to user privacy and device
security.

In the coming years, we will handle apps able to obtain every kind of measure-
ment on an ongoing basis. By now e-readers know what page you stopped reading
on. Navigators display speed, direction and travel patterns of your car and will soon
be able to drive it taking into consideration traffic jams, road-work, the best petrol
prices or which service station has a tyre-replacement service or a McDonald’s
where you can have lunch.

The EU data protection law, also after the entry into force of the General Data
Protection Regulation (GDPR), hinges on providing individuals with notice and
obtaining their consent before collecting data. However, IoTs tend to collect data
without users’ awareness (of how much of their data is captured, who controls it and
for what purpose).”!

While technology rapidly advances and becomes ever more pervasive, the right
to privacy is becoming ever more difficult to enforce. This has led some to argue that
privacy will soon be a thing of the past, if we do nothing about it.??

The EU Commission addressed the issue with a 2009 Communication entitled
Internet of Things. An action plan for Europe. Among the 14 lines of action laid
down, it included the necessity for a ‘continuous monitoring of the privacy and the
protection of personal data questions’.*® The Commission warned that failing to
adopt a proactive ‘privacy by design’?* approach to IoT ‘could place Europe in a

2 Levin (2007), 229 and Willborn (2006), 976, 980, point out the difficulties of requiring employ-
ers to provide notice and obtain consent before monitoring their location, productivity and behav-
iour and highlight how that consent is often illusory: no consent, no job.

22 Garfinkel (2000); Holtzman (2006); O’Hara / Shadbolt (2008); Whitaker (2000); Schermer
(2007), 2010, more specifically argues that privacy will cease to exist in 20 years More optimisti-
cally, Froomkin (2000), 1543, concludes that all is not lost.

#European Commission (2009).

21t is the principle according to which privacy should be built into systems from the design stage,
in such a way that privacy rules are automatically enforced as much as possible and that default
settings should be adopted that restrict data collection, storage and sharing to the absolute mini-
mum that is necessary for achieving the specified purposes of the system. This concept was devel-
oped by the Information and Privacy Commissioner of Ontario, Canada, Dr. Ann Cavoukian, who
set forth the 7 Foundational Principles of Privacy by Design; see Cavoukian (2013), 175. Regulation
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position where it is forced to adopt technologies that have not been designed with
its core values in mind, such as the protection of privacy and personal data’.

As a follow-up, the EU Commission launched a 2012 consultation to solicit the
views of stakeholders and the public at large on ‘what framework is needed to
unleash the potential economic and societal benefits of the IoT, whilst ensuring an
adequate level of control of the devices gathering, processing and storing
information’.?® The results of the consultation were released as a Report in 2013.2

Based on the inputs provided by the European Commission, policymakers and
commentators focused on how to adequately inform users on the processing of per-
sonal data and how to collect individuals’ privacy consent.?”

Given the difficulties in collecting traditional forms of consent, many commenta-
tors are moving away from notice and consent as a main mechanism for validating
data collection. Users do not have the resources, opportunity, inclination or motiva-
tion to give meaningful consents in the current online environment. This seems to
be true a fortiori within the IoT context.?®

Other scholars argued that—instead of a broad privacy law that declares all per-
sonal data worthy of protection and that requires notice and consent before data
collection—privacy law should narrowly target specific harms arising from specific
privacy violations and regulate the use of sensitive data only in relation to these
particular risks.”

(EU) No 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protec-
tion of natural persons with regard to the processing of personal data and on the movement of such
data (General Data Protection Regulation) [2016] OJ L 119/1, embraces ‘privacy by design’ in
Article 25. For an overview of the various challenges designers may need to engage with in the
context of IoT see Urquhart / Rodden (2016), 5; Klitou (2014), 50.

2 The public consultation was held between April and July 2012, see European Commission, Press
Release (IP/12/360): Digital Agenda: Commission consults on rules for wirelessly connected
devices — the ‘Internet of Things’, 12 April 2012. Also, the Italian Privacy Authority recently
launched a consultation on the IoT, seeking inputs from the industry on how to regulate it: http://
garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/3898743.

*The European Commission published the public consultation’s results at: https://ec.europa.eu/
digital-single-market/en/news/conclusions-internet-things-public-consultation.

*"This issue seems to be much debated where data is collected in public, as in the context of the
‘smart cities’. In this case, difficulties arise from the traditional standpoint that privacy law applies
to private zones, focused on the body, the home and private communications. A growing body of
literature deals with the potential threat the IoT poses to privacy in the smart-city context. See
Koops (2014), para. 3, redefining the ‘boundaries of private spaces’, arguing that ‘place is no lon-
ger a useful proxy to delineate the boundaries of the private sphere’; Weber / Weber (2010), 39.
28See McDonald / Cranor (2008), 540; Arnold / Hillebrand / Waldburger (2015), 64, considers that
reading a privacy policy might take longer than the actual length of interaction with the IoT device,
reducing further the incentive to read.

This ‘regulatory approach’ to the field of risk management has been proposed by Spina (2014),
248 and Cunningham (2014), 144, according to whom ‘Privacy laws that turn on personal informa-
tion and that require notice and consent before data collection poorly reflect the technological
landscape and remain impractical at best. Privacy laws should focus on data use, not collection’.


http://garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/3898743
http://garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/3898743
https://ec.europa.eu/digital-single-market/en/news/conclusions-internet-things-public-consultation
https://ec.europa.eu/digital-single-market/en/news/conclusions-internet-things-public-consultation

222 J. Ciani

The U.S. Federal Trade Commission (FTC), on the other hand, has come up with
a range of possible approaches to getting consent*® by ways and methods more tai-
lored to the new digital environment: for instance, (1) directing customers to privacy
settings pages or ‘management portals’; (2) putting quick response (QR) codes*! on
10T devices; (3) providing different icons to convey privacy-related information.*

The general feeling is that the industry sector needs more certainty on applicable
obligations. An investigation run by the Global Privacy Enforcement Network, the
international network established to strengthen cooperation among 26 privacy
authorities, reached the conclusion that over 60% of the reviewed IoT technologies
are not fully privacy compliant with data protection laws.*

The Italian data protection authority commented on the results that the lack of
compliance is expected to impact consumers’ trust.** The same uncertainty, how-
ever, might potentially impact on the supply side and delay the development of IoT
technologies due to the potential legal risks or the excessive burden imposed by
current privacy regulations.®

A first step in this direction has been the adoption in September 2014 of the
Article 29 Working Party Opinion on the Internet of Things, which proposes a set
of recommendations for stakeholders to comply with the current EU data protec-
tion legal framework.*® The Opinion identifies various stakeholders potentially
involved in processing data from IoT devices: device manufacturers; device lend-
ers or renters; application developers; social media platforms; and data brokers.
Each of these stakeholders may be qualified as a data controller for the purposes
of the application of the EU data protection rules.*” In this Opinion, the Working

0See FTC (2015), 48, which also makes recommendations on data minimisation in terms of the
amount of consumer data collected, as well as the length of retention. The report also recommends
that companies notify consumers and give them choices about how their information will be used,
particularly when the data collection is beyond consumers’ reasonable expectations.

3TA QR code is a two-dimensional matrix that can be converted to information via smartphones
with built-in cameras, thanks to over 1,500 smartphone applications to give them easy access to
privacy policies.

32Such as that the [oT device is connected to the Internet or different levels of risk and/or different
types of data collection. See Edwards / Abel (2014), who raise issues of recognisability, confusion,
global standardisation and interoperability.

3This action is part of the ‘Privacy Sweep 2016’. Out of 300 reviewed devices, 59% do not provide
adequate information on how personal data is collected, used and communicated to third parties;
68% do not provide appropriate information on the modalities of storage of data; 72% do not
explain to users how their data can be deleted from the device; and 38% do not guarantee easy-to-
use modalities of contact for clients that are willing to obtain clarifications on privacy
compliance.

3 See http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/5443681.
3 For a more comprehensive overview on the privacy problems of these new technologies see
Thierer (2015); Peppet (2014); Edwards (2016); Maras (2015); Weber (2015). For a comparison
between the U.S. FTC and the Article 29 Working Party approach see Leta Jones (2015), 648.

3 Article 29 Working Party (2014).

3"More precisely, the implementing provisions of one or more Member States apply whenever
personal data is processed ‘in the context of the activities of an establishment’ of the data controller
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Party recalls the obligations to inform users of the characteristics and purposes of
the data processing before commencing it, not only the device user but all those
who are in the ‘geographical or digital’ vicinity when data relating to a certain
device is collected. The Opinion has been criticised for presuming that individuals
are in control of their personal data, even if such control may not always be
feasible.?®

Attention to the privacy’s concerns around ot technologies has been paid also by
the Working Party 29 Guidelines on the requirement of a Data Protection Impact
Assessment (DPIA), which expressely mention ‘“certain IoT applications” as an
example of “innovative technological or organisational solution” which could have
a significant impact on individual’s daily lives and privacy and therefore trigger the
need to carry out a DPIA.

2.2 Property Interest in ‘Big Data’ and Market Power Based
on Data Ownership: The Intersection of Big Data
and Antitrust Law

Another interesting legal issue is connected to the ownership of data that flow
through the ToT.*

As mentioned, connected products are collectors of information. Control over
them is now increasingly possible thanks to the development known as ‘big data’,
which refers to gigantic digital datasets extensively analysed using computer
algorithms.*

When they are able to exploit the information collected from users, IoT compa-
nies can create economic value and generate new business opportunities by optimis-
ing their products, individualising marketing and pricing and best meeting
customers’ demands.*' Many of the world’s most valuable companies owe much of
their success to the amount and quality of personal data under their control and the
innovative ways in which they can use them. Not surprisingly, personal information

in the territory of that State, or in all cases where the data controller is established outside the EU,
but makes use of ‘equipment’ situated in that territory. This amounts to saying that their applica-
tion is provided in very broad situations.

¥ Eskens (2016), 3; Manning (2016), 3, warning that, despite the confidence of the Working Party,
big data poses challenges that may prove insurmountable for the existing legal framework.

% See Ciani (2017) and (2018).

40See Article 29 Working Party (2013), 35. The European Commission (2014a), 4, defines the term
‘big data’ as ‘a large amount of different types of data produced with high velocity from a high
number of various types of sources’. According to McKinsey Global Institute (2011), 1, big data
means ‘datasets whose size is beyond the ability of typical database software tools to capture,
store, manage, and analyse’.

“I'This has largely proved to be true for online service providers, such as search engines, given their
ability to use personal data they may have acquired, in terms of more relevant search results and
more targeted advertising. On the critical importance of the acquisition of personal data for most
key Internet players see Geradin / Kuschewsky (2013), 2.
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has been compared to currency*? and dubbed the ‘new oil’ of the information econ-
omy; there is broad consensus recognising in them a clear economic value.

This data can have an enormous impact on market power and even lead to anti-
competitive concerns by creating or strengthening a dominant market position.*

How to measure the control of personal information for this purpose promises to
be a challenging issue. Normally the Commission evaluates market power through
an assessment of market share, depending on company turnover. By reference to
data on traditional sales or volume, however, a relevant market share held by a pro-
vider of a free online service cannot easily be calculated.

Such a ‘purely economic approach’* was applied to the Google-DoubleClick
merger.* DoubleClick was an online advertising company specialising in the serv-
ing and tracking of online ads by using cookies. The Commission concluded that the
combination of the two undertakings’ databases on customer search and web-
browsing behaviour would not create ‘a competitive advantage in the advertisement
business that could not be replicated by other players that have access to similar
web-usage data’.*

This decision had the full merit of drawing attention to the relationship between
competition and privacy. Many thereupon expressed the concern that the Commission
failed to properly consider how the merger could give the combined entity greater
potential to track online consumer behaviour and use information for targeting pur-
poses by merging the two companies’ datasets.*’

#2See recital 13 of the Proposal for a Directive of the European Parliament and of the Council on
certain aspects concerning contracts for the supply of digital content, COM(2015) 6434 final,
which states: ‘In the digital economy, information about individuals is often and increasingly seen
by market participants as having a value comparable to money. Digital content is often supplied not
in exchange for a price but against counter-performance other than money i.e. by giving access to
personal data or other data’. For a survey of methodologies for measuring the value of personal
data from a purely monetary perspective (i.e. without taking into account the indirect impacts of
the use of personal data on the economy or society), see OECD (2013), 18. Contra Lambrecht /
Tucker (2015), 158, who suggest that big data is unlikely to be valuable if it is not inimitable or
rare and substitutes exist.

“One of the first attempts to address the limits placed by EU competition law on the acquisition
and processing of personal data may be attributed to Geradin / Kuschewsky (2013).

“The European Data Protection Supervisor (2014) critics this approach for failing to consider
whether the combined entity should process search and browsing data for purposes incompatible
with data protection law.

4 European Commission, Case No. COMP/M.4731, Google/DoubleClick, 11 March 2008.

“Also, the FTC on 20 December 2007 voted to approve the merger, finding no concerns with
regard to competition (cf. https://www.ftc.gov/enforcement/cases-proceedings/071-0170/pro-
posed-acquisition-hellman-friedman-capital-partners-v-lp). See also Edwards (2008), 31 pointing
at the need for inclusion of issues of data privacy/protection as a part of future merger reviews.

“TThis was the point of Commissioner Pamela Jones Harbour, in her Dissenting Statement in the
matter. See also Hahn / Singer (2008), 3: “The first concern is that Google may accumulate so
much consumer data—which can be used to more effectively target advertising—that it may reach
a tipping point that limits new entrants into the online advertising market. This concern suggests
that new entrants would not have comparable consumer information, and thus would begin at a
significant competitive disadvantage to Google’; Nathan (2014) 854, details how understanding
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On the other side of the Atlantic, the issue of data monopolies was discussed in
relation to Google’s acquisition of Nest Lab, a smart device mostly known for its
learning thermostats. While the FTC cleared the merger with an early termination
notice, some observers outlined the risk that Google would strengthen its dominant
position in the search advertising market by accessing the data gathered.*

Commentators generally split into two camps: one in favour of more proactive
antitrust enforcement in the big data realm, and one opposing such intervention,
considering antitrust inappropriate for the regulation of big data.*

The opinion that closer dialogue between regulators will lead to more effective
regulation is shared by the European Data Protection Supervisor (EDPS) in its prelimi-
nary opinion of March 2014 on privacy and competitiveness in the age of big data.*

The EDPS warned that if regulators fail to acknowledge the increasing impor-
tance of personal information as an intangible asset, more and more services reliant
on big data could in effect be left uncovered by competition rules. As a result, the
Opinion lays the ground for allowing data protection and competition law to be
merged so far that privacy policies could become a parameter of competition.

In this direction, the German Bundeskartellamt and the French Autorité de la
concurrence® on 10 May 2016 published a joint Report on Competition Law and
Data’? that calls for a case-by-case assessment of competition law risks resulting
from companies with a significant ‘data advantage’. In particular, the Report identi-
fies as relevant when assessing the data's contribution to market power: (1) whether
the data under consideration can easily be obtained by rivals and (2) whether the
scale and scope of data matter.

The first case for applying this approach arose from the Bundeskartellamt itself.
On 2 March 2016, it started an investigation against Facebook, alleging the com-
pany to have abused its dominant position by imposing unfair trading terms on
consumers as to the amount of data it captures about them by using third-party

the dynamics of data mining and behavioural targeting reveal the clear harm to consumers from
Google’s monopoly of the online search advertising market. Abramson (2008) 655, examines
whether there is a distinct ‘Internet market” and how an antitrust analysis of such a market should
differ from parallel analyses applied to more conventional markets.

4 See https://www.ftc.gov/enforcement/premerger-notification-program/early-termination-notices/
20140457.

“For a review of scholarly works on the implications of Big Data on competition see Sokol /
Comerford (2016), 271, who critique the suggested potential harms to competition from Big Data
and suggest that antitrust law is ill-suited to police Big Data and its use by online firms. The same
opinion is shared by Lerner (2014), 46, suggesting that real-world evidence indicates that such
concerns are unwarranted for many online businesses. See also articles posted on https://www.
competitionpolicyinternational.com/may-152/.

SEuropean Data Protection Supervisor (2014), 33, 37.

3'One month before the publication of the results of the joint study, the President of the French
Competition Authority announced that a sector inquiry would be started soon regarding the overlap
between big data and competition law, which may potentially result in the opening of proceedings
against actors in the data sector.

32 Autorité de la concurrence and Bundeskartellamt (2016).
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websites, including services owned by Facebook itself as WhatsApp or Instagram.>
On December 2017, a preliminary assessment has been issued, assuming that
Facebook is dominant on the German market for social networks. The move of the
German Authority against Facebook is the first attempt to apply a ‘data-based
approach’ (i.e. the amount of user data collected or the number of users) in order to
assess the market power of data-driven business.”® The German legislator has
acknowledged this approach and in § 18(3a) of the German Competition Act made
access to personal data a criterion for assessing market power.

Building upon its 2014 Opinion the EDPS published on 23 September 2016 a sec-
ond opinion on the coherent enforcement of fundamental rights in the age of big data.>
In order to support the current trend for synergies between fields of law, it suggested the
creation of a digital clearing house: a voluntary network of regulatory authorities at
national and EU level aimed at mutually enhancing their respective enforcement activi-
ties. The clearing house would be responsible for issuing advice on the most appropri-
ate regulatory solution, which could be adopted for each case submitted to its scrutiny.

At last, during the Brussels EDPS-BEUC Conference on Big Data, on 29
September 2016, Commisioner Vestager echoed some of the points raised by the
EDPS. She confirmed that the Commission ‘is exploring whether we need to start
looking at mergers with valuable data involved, even though the company that owns
it doesn’t have a large turnover’.

She also noted that ‘the competition rules weren’t written with big data in mind’
and hinted that a proposal for a new Directive might be on the table of the EU insti-
tutions next year.>

3 Protecting and Enforcing IoT Technologies
Through Intellectual Property Rights

The IoT’s great potential to improve efficiencies and allow businesses to both increase
profits and cut costs brings as a logical consequence the desire of manufacturers to
protect smart object from misappropriation by competitors. Intellectual property
rights can, of course, serve this purpose. Smart objects can be protected through pat-
ents, copyright or trade secrets. Furthermore, copyright and database protection can
be used to control the use in an IoT application of data or data structures.>’

3 Bundeskartellamt, Press release: Bundeskartellamt initiates proceeding against Facebook on sus-
picion of having abused its market power by infringing data protection rules, 2 March 2016.

3 Further information on the Facebook proceeding are available at this link https://www.bundes-
kartellamt.de/SharedDocs/Publikation/EN/Diskussions_Hintergrundpapiere/2017/
Hintergrundpapier_Facebook.html;jsessionid=B070B6AEBD14686C7183C5A2C15F7570.1_
nn=3600108.

3 European Data Protection Supervisor (2016).

¢ https://ec.europa.eu/commission/commissioners/2014-2019/vestager/announcements/
big-data-and-competition_en.

57See Ciani (2017).
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3.1 Patents

A significant amount of patenting activity concerns the core technologies of
IoT. Categories of potential inventions includes smart objects, communication pro-
tocols between smart objects®® and software that will process data collected by them
and translate it into useful and actionable intelligence.

Samsung has filed a patent for a wearable device controlled by wrist gestures.>
Google has received a patent on making ‘heart gestures’ in conjunction with a head-
mounted display that can recognise this gesture and post its content to social media
along with ‘an indication that the image is liked”.*

Google has also filed a patent for technology that would allow drivers to control
many functions of a vehicle with hand gestures. The system utilises a depth camera
mounted on the roof of the vehicle and a laser scanner. If a driver wanted to roll
down the window, adjust volume of the radio or change stations, he or she would
make respectively a swiping or a turning motion near the window or the radio.*!

Computer programs are on the list of subject matters that are explicitly excluded
from patent protection (Art. 52(1) of the European Patent Convention), but this
exclusion applies only if the protection is demanded for software ‘as such’, with no
technical teaching. On the contrary, a patent can be granted if the software consti-
tutes an invention that is susceptible of industrial application.®?

The first studies on the patent landscape of the IoT showed that up to the year
2009 the number of patent filings in this domain saw a slow but constant rise (with
427 patents being filed by 228 patent filers in 2009). A steep rise occurred from the
year 2010, when the number of patents filed rose to 1036.

3 For example, 6LOWPAN is an Internet protocol that optimises the Internet for low power, low
bandwidth devices. Another protocol, known as Bluetooth Low Energy (BLE), is designed to allow
devices to consume small amounts of energy and save the battery life of mobile devices.

¥See http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&
u=%2Fnetahtml%2FPTO%?2Fsrchnum.html&r=1&f=G&I1=50&s1=%2220140143785%22.PGN
R.&0S=DN/20140143785&RS=DN/20140143785.

See Mead (2013), Google Patented the ‘Heart” Gesture and other Fun Hand Moves,
Motherboard (16  October 2013), available at:  http://motherboard.vice.com/blog/
google-patented-the-heart-gesture-and-other-fun-hand-moves.

®'See Strong (2013), Google wants you to gesture when you drive (but not THAT gesture),
NBC News (9 October 2013), available at: http://www.nbcnews.com/tech/innovation/
google-wants-you-gesture-when-you-drive-not-gesture-f8C11363368.

2See EPO Board of Appeal, T 258/03, Auction Method/Hitachi, ECLI:EP:BA:200
4:T025803.20040421 and Guidelines for Examination in the European Patent Office, Part G,
Chapter II-3, section 3.6 ‘Programs for computers’, 20 June 2012. In the U.S., courts have been
very wary to say that software is patent-eligible. For example, the Supreme Court has held that a
process claim embodying an algorithm for converting binary-coded decimal numbers into pure
binary numbers was patent-ineligible [Gottschalk v. Benson, 409 U.S. 63, 71-72 (1972)]. The test
applied by the Supreme Court was established in Alice Corp. Pty. v. CLS Bank Int’l, 134 S. Ct.
2347, 2355 (2014). In this case, the Supreme Court denied patent protection to a process claim
directed to the concept of intermediated settlement, specifying that simply requiring generic com-
puter implementation of that abstract idea did not make the idea patent-eligible.


http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220140143785%22.PGNR.&OS=DN/20140143785&RS=DN/20140143785
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220140143785%22.PGNR.&OS=DN/20140143785&RS=DN/20140143785
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220140143785%22.PGNR.&OS=DN/20140143785&RS=DN/20140143785
http://motherboard.vice.com/blog/google-patented-the-heart-gesture-and-other-fun-hand-moves
http://motherboard.vice.com/blog/google-patented-the-heart-gesture-and-other-fun-hand-moves
http://www.nbcnews.com/tech/innovation/google-wants-you-gesture-when-you-drive-not-gesture-f8C11363368
http://www.nbcnews.com/tech/innovation/google-wants-you-gesture-when-you-drive-not-gesture-f8C11363368
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The geographical distribution of the patent set in the field of IoT allows the
observation that most patents are filed in the United States, but countries like China,
South Korea, Canada, Taiwan and Japan also show extensive patent filing. LG, with
482 patent filings, is the top filer, with Ericsson taking the second spot with 404 pat-
ent filings.

The distribution of patents is very fragmented, with the top filer having around
5% of the total filings. Amongst big players, some non-practicing entities (NPEs)®
like Interdigital and ETRI also have high patent filings in IoT.**

This is clear evidence of high chances of patent litigation in this domain in the
near future.®® Indeed, the recent spate of litigation that has occurred in the smart-
phone industry was caused by Microsoft, Apple and Google mainly because of the
fact that many of the owners of 3G and LTE patents are not manufacturers but rather
the so-called trolls.%

3.2 Software

A second type of protection for software applications is offered by copyright law.
Scholars have debated for decades how much legal protection software develop-
ers should get from copyright law to induce optimal levels of investment in the
development of computer programs and, at the same time, not impede beneficial
standardisation.’’” This delicate balance continues to be hard to find.

®NPEs are firms that do not produce goods, but rather acquire patents in order to license them to
others.

%Lexinnova (2014).

% Actually a round of patent lawsuits seeking to assert intellectual property rights has already
started in the U.S., between Jawbone and Fitbit, the leading players in the growing market for fit-
ness trackers. Before the Delaware District Court, Case No. 1:15-CV-00990, Fitbit alleged
infringement of three of its patents, U.S. Patents No. 8,920,332 (titled Wearable Heart Rate
Monitor); No. 8,868,377 (titled Portable Monitoring Devices and Methods of Operating Same);
and No. 9,089,760 (titled System and Method for Activating a Device Based on a Record of
Physical Activity). According to the complaint, Jawbone’s products associated with components of
its UP series of trackers indirectly infringe the patents at issue. Two earlier patent infringement
complaints were filed in the Delaware District Court and in the District Court for the Northern
District of California in September 2015. Jawbone earlier filed three lawsuits in an attempt to
prevent Fitbit from importing or selling its fitness trackers. The whole saga is described by Spence
(2016).

%A patent troll, instead of creating new products or coming up with new ideas, buys up patents
cheaply from companies down on their luck, and then uses them as legal weapons, starting litiga-
tion or even just threatening to, with the aim to monetise. For an explanation of why FRAND dis-
putes are particularly consistent in the smartphone realm see Lim (2014), 14.

"Extensive literature has been produced about copyright protection for computer programs. See,
e.g., Nimmer / Bernacchi / Frischling (1988), 625; Ginsburg (1994), 2559; Menell (1989), 1045;
Miller (1993), 977; Reichman (1989), 639; Samuelson / Davis / Kapor / Reichman (1994), 2308.


http://www.freepatentsonline.com/8920332.html
http://www.freepatentsonline.com/8868377.html
http://www.freepatentsonline.com/9089760.html
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According to Directive 2009/24/CE of 23 April 2009 (Software Directive), com-
puter programs can be protected in any form of expression as literary works, subject
to the requirement of originality. The originality threshold is hard to satisfy where
functional constraints and industry standardisation limit the possible author’s
imprint. Both the SAS Institute, Inc. v. World Programming Ltd decision®® and the
prior ruling in Softwarovd® seem to confirm this view, rejecting the idea that pro-
gramming language, data formats and graphic user interfaces could be protected
under the Software Directive,” as they do not constitute a form of expression of the
program.”

For more than 20 years, U.S. case law has shown a strong consensus that pro-
gram interfaces necessary for interoperability are unprotectable by copyright law.”
This finding, however, was recently called into question by the Court of Appeals for
the Federal Circuit (CAFC) in Oracle Am., Inc. v. Google Inc.™

SECJ, SAS Institute, C-406/10, ECLLI:EU:C:2012:259. For comments see Nickless (2012);
Onslow / Jamal (2013); Barker / Harding (2012); Marly (2012).

“ECJ, Bezpenostni softwarové asociace, C-393/09, ECLI:EU:C:2010:816. For comments see
Lindhorst (2011); Marly (2011); Smith, L. J. (2011).

"°On this outcome See Samuelson / Vinje / Cornish (2012), 166 explaining why the text and legis-
lative history of the EU Software Directive, in line with international treaty provisions, should be
understood as providing protection only for the literary aspects of programs, but not to their func-
tional behaviour, programming languages and data formats and interfaces, which are essential for
achieving interoperability.

"Nonetheless, the Court did not exclude the applicability of traditional copyright protection to
these programmers’ choices. According to Zingales (2015), 11 ‘while data and user interfaces are
substantially different from APIs, these cases would appear to offer ground for reaching the con-
clusion that choices for interfaces concerning the implementation of abstract ideas contained in the
source code can be sufficiently original, as were deemed to be those concerning languages or
formats’.

2In Computer Associates Int’l, Inc. v. Altai, Inc., 982 F.2d 693 (2d Cir. 1992), the Second Circuit
Court of Appeals invited courts to ‘filter’ out unprotectable elements of programs, such as those
necessary for achieving interoperability with other programs, before assessing infringement claims
(so-called abstraction-filtration-comparison, or AFC test). The Altai approach has been endorsed
in numerous other circuit court decisions. For more references, see Lemley (1995), 12 treating
Altai as the leading case on copyright protection for computer programs. Other landmark decisions
were Lotus Dev. Corp. v. Borland Int’l, Inc., 49 F.3d 807, 814-15 (1Ist Cir. 1995), ruling that the
command hierarchy of a spreadsheet program was an integral part of a method of operation,
expressly excluded by law from the scope of copyright protection in programs and Lexmark Int’l,
Inc. v. Static Control Components, 387 F.3d at 541-42, in which the Sixth Circuit established that
a computer program embedded in Lexmark’s printer cartridges that competitors had to install in
order to make their cartridges interoperable with Lexmark printers was uncopyrightable.

3 Oracle America, Inc. v. Google Inc., 872 E.Supp.2d 974 (N.D. Cal. 2012), rev’d, 750 F.3d 1339
(Fed. Cir. 2014), cert. denied, S.Ct. (2015). For a summary of the Oracle v. Google saga and its
legislative and jurisprudential background and for critiques of the Federal Circuit’s decision see
Menell (2017), 31, 42 and Samuelson (2015), 702.
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At issue was whether Google infringed Oracle’s copyright when replicating the
Java APIs™ in the implementation of the Android OS. Interests at stake were
significant.

A final determination that Oracle could claim a copyright on Java APIs could
have had an adverse impact on the development of interoperable systems. Indeed,
this would have allowed copyright holders to control companies’ ability to develop
their own programs to be compatible with other platforms.

The CAFC reversed the ruling by Judge William Alsup of the Northern District of
California’ that APIs are not subject to copyright. The CAFC treated patents and copy-
rights as providing overlapping protection for computer program innovations. The
U.S. Supreme Court decision not to review the CAFC ruling™ left this finding intact.

However, the case returned to Judge Alsup’s district court for a jury trial focused
on Google’s fair-use defence. In May 2016, the jury unanimously agreed that
Google’s use of the Java APIs ‘constitutes a fair use under the Copyright Act’.”
Oracle appealed the retrial.

On March 27, 2018, the U.S. Court of Appeals for the Federal Circuit” reversed
the retrial’s decision, concluding that Google’s use of the Java API packages was not
fair and violated Oracle’s copyrights. Google’s commercial use of the API packages
weighed against a finding of fair use. Google merely copied the material and moved
it from one platform to another without alteration, not a transformative use. The court
remanded for a trial on damages, but Google may still appeal to the Supreme Court.

3.3 Trade Secrets

Subject to the fulfilment of the criteria of confidentiality, commercial value and
reasonable efforts of confidentiality’s maintenance, [oTs can be subject to trade
secrets protection, provided by the European Union’s new Directive approved by
the European Council on 27 May 20167 (Trade Secrets Directive).

7#To understand Java’s development and success see Menell (2017), 16.

3 Oracle America, Inc. v. Google Inc., 810 E.Supp.2d 1002 (N.D. Cal. 2011). While acknowledg-
ing that the overall structure of the Java API packages is creative and original, Judge Alsup none-
theless concluded that it functions as ‘a command structure, a system or method of operation—a
long hierarchy of over six thousand commands to carry out pre-assigned functions’.

7 Google, Inc. v. Oracle America, Inc., 135 S.Ct. 2887 (2015).

77See Special Verdict Form (Document 1928-1, Oracle America, Inc. v. Google Inc.
3:10-cv-03561-WHA).
8 See Oracle America, Inc. v. Google, Inc., no. 17-1118 (Fed. Cir. 2018).

1t remedied the lack of specific EU-level regulation on the protection of trade secrets. Before,
common standards were imposed only at the international level for all WTO Members by Article
39(2) of the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPs). The
Directive brought the adoption of a shared definition of trade secrets across the EU. It is based on
the common constitutive elements of protection across various member States, specifically: (i) the
information must be confidential; (ii) it should have commercial value because of its confidential-
ity; and (iii) the trade secret holder should have made reasonable efforts to keep it confidential.
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Due to the difficulty of qualifying for patent protection and the thin scope cov-
ered by copyright protection, trade secrets represent a valuable and concrete oppor-
tunity for software developers.

3.4 Database Protection

Sets of data collected by ToT devices could be protected as a database®® according to
Directive 96/9/EC (Database Directive).

Such rights are of two types: Article 4(1) of the Directive grants copyright pro-
tection to those databases which, by reason of the selection or arrangement of their
contents, meet the low threshold of originality set by the European Court of Justice.!

A second kind of protection (called sui generis) grants the database makers the
right to prevent extraction and/or re-utilisation®? of the whole or of a substantial®
part of its contents, upon showing the existence of a substantial investment in their
obtainment, verification or presentation (Article 7 of the Directive).3

3.5 Technical Protection Measures

Due to the easy duplicability of information transmitted in digital form, copyright
owners regularly resort to technical protection measures (TPMs), such as encryp-
tion, to prevent acts which are not authorised by the right holder of copyright or
other related rights.%

% Article 1.2 of the Database Directive defines ‘database’ as: ‘a collection of independent works,
data or other materials arranged in a systematic or methodical way and individually accessible by
electronic or other means’. Recital 17 of the Database Directive further states that ‘the term “data-
base” should be understood to include literary, artistic, musical or other collections of works or
collections of other material such as texts, sound, images, numbers, facts, and data’.

$ECJ, Infopaq International, C-5/08, ECLI:EU:C:2009:465. For more comments see Derclaye
(2010).

82 “Extraction’ is defined by Article 7(2)(a) of the Database Directive as ‘the permanent or tempo-
rary transfer of all or a substantial part of the contents of a database to another medium by any
means or in any form’; in turn, ‘re-utilisation’ refers to any ‘form of making available to the public
all or a substantial part of the contents of a database by the distribution of copies, by renting, by
on-line or other forms of transmission’.

8 Article 7(5) extends protection against extraction and re-utilisation beyond the substantiality
threshold, reaching the ‘repeated and systematic extraction and/or re-utilization of insubstantial
parts of the contents of the database implying acts which conflict with a normal exploitation of that
database or which unreasonably prejudice the legitimate interests of the maker of the database’.
%1n this regard, the ECJ has clarified that, when determining if there is a ‘significant investment’
in a database, any investment in the creation of the material making up the content of the database
must be disregarded. See ECJ, British Horseracing Board Ltd., C-203/02, ECLI:EU:C:2004:695.
For interesting remarks on this decision see Aplin (2005); Masson (2006).

8The definition of TPM is established in Article 6(3) Directive 2001/29/EC on the harmonisation
of certain aspects of copyright and related rights in the information society (InfoSoc Directive),
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The legal system reinforces this type of protection by outlawing not only any acts
of circumvention of TPMs,3¢ but also the manufacturing and sale of devices whose
primary purpose or effect is to enable such circumvention.%’

Consoles and video games are a classic example of complementary goods gener-
ating lock-out strategies: by embedding copyrighted software into its consoles, the
producer ensures that only original cartridges (containing the code for that particu-
lar console) can be played.®® This strategy has led to widespread deployment of
electronic devices (‘modchips’) that disable the encryption mechanisms embedded
in the console, thereby enabling the interoperability of video games made or distrib-
uted by unauthorised developers.® The European Court of Justice addressed the
issue of whether modchips should be considered circumvention devices forbidden
by Article 6(2) of the Copyright Directive in Nintendo and Others v. PC Box.*® The
decision established that the legal protection offered by Member States must comply
with the principle of proportionality, not prohibiting devices or activities which
have a commercially significant purpose or use other than circumventing a TPM for
unlawful purposes. This test allows defendants to show that a particular TPM is
misused, as long as its goal is primarily to prevent third-party applications from
gaining access to the platform, rather than merely preventing the use of ‘pirated’
copies of video games and provided that less intrusive alternatives are available for
a comparatively effective copyright protection.

referring to ‘any technology, device or component that, in the normal course of its operation, is
designed to prevent or restricts acts ... which are not authorised by the right holder of any copy-
right or any right related to copyright’.

% Article 6(1) of the InfoSoc Directive states that ‘Member States shall provide adequate legal
protection against the circumvention of any effective technological measures, which the person
concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pur-
suing that objective.”

87 Article 6(2) of the InfoSoc Directive states that ‘Member States shall provide adequate legal
protection against the manufacture, import, distribution, sale, rental, advertisement for sale or
rental, or possession for commercial purposes of devices, products or components or the provision
of services which: (a) are promoted, advertised or marketed for the purpose of circumvention of,
or (b) have only a limited commercially significant purpose or use other than to circumvent, or (c)
are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating
the circumvention of, any effective technological measures’. Furthermore, Article 7.1(c) of the
Software Directive states that ‘Member States shall provide ... appropriate remedies against a
person committing ... ¢) any act of putting into circulation or the possession for commercial pur-
pose of, any means the sole intended purpose of which is to facilitate the unauthorised removal or
circumvention of any technical device which may have been applied to protect a computer
program’.

88 Zingales (2015), exploring in depth the adoption of lock-in strategies in the video-games sector.

8% Several jurisdictions recognise possession and sale of modchips as a crime. See for instance
Article 171 ter, para. 1, lit. F bis Italian Copyright Law (Law of 22 April 1941 n. 633).

9ECJ, Nintendo and others, C-355/12, ECLI:EU:C:2014:25. For further remarks see Newton /
Moir / Montagnon (2014), 456. In Italy, the same principle was established by a decision of the
Court of Rome, 10 October 2010, Nintendo CO. Ltd., Nintendo of America Inc., Nintendo of
Europe GmbH v. Inter Media Trade Srl.



A Competition-Law-Oriented Look at the Application of Data Protection and IP Law... 233
4 The Value of and the Obstacles to Interoperability

As in other areas of law, tools devised for protecting intellectual property rights may
be abused, in particular by extending protection beyond its intended scope.’! This
concern may also affect the IoT context.

If an IoT object achieves interconnection with another through the use of a com-
puter program that is protected by copyright or patent, the manufacturer of that object
needs to rely on this program to render its object able to communicate with other
technologies so that each can understand the other’s data (so-called interoperability).”

As aresult, in order to produce an object that is interoperable with technologies
already on the market, a competitor is required to either obtain a licence for the
protected content he intends to reproduce, or else meet the conditions for the appli-
cation of one of the exceptions to the exclusive right. Otherwise he may be found
liable of their infringement.

However, a company producing multiple IoT devices may have a strong interest
in preventing third parties from relying on its exclusive rights in order to impede
potential manufacturers of competing products from entering the market.

This could take place by the licensor refusing to grant a licence or by requiring
unreasonable terms for licensing.”

By limiting the interoperability of their own technologies with devices manufac-
tured by competitors, a company may succeed in building its own proprietary net-
work and locking users into a closed branded ‘ecosystem’.”* Lock-out strategies

I'The evolution of this transversal overprotectionist trend in IP law, to the point of reaching a
‘misappropriation explosion’ [Gordon (1992), cited], has been comprehensively described by
Ghidini (1995), (2010), 19, and (2015), 32, who shows how the reaction has been mainly entrusted
to the link between intellectual property and competition. See also Reichman (1993), 119, who
warns that the intellectual property system ‘risks collapsing of its own overprotection weight’.

“The Software Copyright Directive, at Recital 10, defines interoperability as ‘the ability to
exchange information and mutually to use the information which has been exchanged’. Zingales
(2015) 6, distinguishes two levels of interoperability. While infrastructural interoperability enables
IoT devices to exchange data under common network protocols, data interoperability concerns
more directly users and developers of [oT applications, allowing them to meaningfully connect the
interfaces of those applications. At the infrastructure layer, interoperability is achieved through the
use of common protocols for the conversion, identification and logical addressing of data to be
transmitted over a network. The most common standards in this layer are Ethernet and TCP/IP. At
the application (upper) layer, interoperability is attained by reading and reproducing specific parts
of computer programs, called Application Programming Interfaces (API), which contain the infor-
mation necessary for third-party applications to run programs in a compatible format and without
a loss of functionality. Differently from APIs, where specific interoperability information is
required for the connection and execution of interoperable programs, data interoperability may
also be obtained ex post, by exporting the output of the program and converting it into a readable
format.

% The ability of a holder of an SEP to demand more than the value of its patented technology and
to attempt to capture the value of the standard itself is referred to as patent ‘hold-up’.
%4 Customers are said to be locked into a firm’s product or service when the costs or disadvantages
of switching a product or service are high, thereby discouraging customers to change.
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may also serve as a mechanism of quality control of the products in the secondary
market. Otherwise, the low value of substitutable products sold by third parties
would risk disrupting the ‘virtuous circle’ of indirect network effects®® and drive
customers away from the base product.

However, since the nature of IoT technology is interactive, collaborative and
entirely based on communication between two or more smart objects, lock-in strate-
gies generate consumer dissatisfaction with those products that cannot be used to
communicate with other brands’ connected devices.”® Meanwhile, incentives for
potential competitors to enter the market are diminished because they are unable to
attract a critical mass of users in order to compete.”” On this basis, there is broad
consensus on the fundamental value of connectivity and interoperability for inclu-
sion in economic progress in this evolving technological environment.”®

4.1 Legal Tools to Safeguard Interoperability

As mentioned above, legal provisions can be used to prevent technical interopera-
bility by securing legal protection against acts of misappropriation. This range of
tools to prevent interoperability should be balanced with ‘pro-competitive antibod-
ies”® that reduce the negative impact of exclusive rights and promote consumer
welfare and innovation effects of interoperability. Without them, two things would
happen: market players would implement strategies aimed at foreclosing interoper-
ability with competitors’ technologies (horizontal interoperability) and preventing
third parties from building on their technology (vertical interoperability), and the
legal system would only encourage situations of monopoly and underinvestment in
the affected market.

On these grounds, IP law creates a specific framework under which the welfare
elements of interoperability may be considered.

% Direct network effects arise if each user’s payoff from the adoption of a good, and his incentive
to adopt it, increase as more other users adopt it. For example, telecommunications users gain
directly from more widespread adoption, and telecommunications networks with more users are
also more attractive to non-users contemplating adoption. Indirect network effects arise if adoption
is complementary because of its effect on a related market. For example, users of hardware may
gain when other users join them, not because of any direct benefit, but because it encourages the
provision of more and better software.

%Menell (2017), 4, points out that ‘Building on and interoperating with widely adopted software
platforms is the lifeblood of Internet age computing and commerce’.

7Gasser / Palfrey (2007), 12, conclude that interoperability generally supports innovation in the
ICT context, but that the relationship between the two is highly complex and fact-specific.

*This perception of economic, socio-political and technical benefits flowing from open standards
has garnered support within industry, academic and policymaker circles. See, for instance,
Berkman Center for Internet & Society (2005).

% This expression has been very effectively used by Ghidini (2006), 7.
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4.1.1 Software

The EU Software Directive contains a specific limitation to the ability to rely on
software protection in order to prevent interoperability with other computer pro-
grams. Article 6(1) establishes the so-called decompilation exception for those acts
of reproduction of the code and translation of its form that are

indispensable to obtain the information necessary to achieve the interoperability of an inde-
pendently created computer program with other programs, provided that the following con-
ditions are met: (a) those acts are performed by the licensee or by another person having a
right to use a copy of a program, or on their behalf by a person authorised to do so; (b) the
information necessary to achieve interoperability has not previously been readily available
to the persons referred to in point (a); and (c) those acts are confined to the parts of the origi-
nal program which are necessary in order to achieve interoperability.

Furthermore, Article 5(3) of the EU Software Directive entitles the rightful
owner of a copy of a computer program to observe, study or test the functioning of
the program in order to determine the ideas and principles which underlie any ele-
ment of the program (‘black box testing’), provided he does so while performing
any of the acts of loading, displaying, running, transmitting or storing the program
which he is entitled to do.

4.1.2 Patents

It is possible that interoperability information resulting from reverse engineering or
decompilation turn out to be protected by patents. In such a case, patent owners
could still prevent the use of their patents for impeding interoperability.

For this reason, it has been proposed to introduce an interoperability exception
for patents, mirroring that already existing in the Software Copyright Directive.'®

The Agreement on a Unified Patent Court already provides for such an exception
under Article 27(k), according to which the rights conferred by European patents
with unitary effect under Regulation (EU) No 1257/2012 (Unitary Patent Regulation)
do not extend to ‘the acts and the use of the obtained information as allowed under
Articles 5 and 6 of Directive 2009/24/EC, in particular, by its provisions on decom-
pilation and interoperability’.

The Unitary Patent has shed new light on the interoperability issue. Article 8 of
the Regulation further establishes that a ‘proprietor of a European patent with uni-
tary effect may file a statement with the EPO to the effect that the proprietor is
prepared to allow any person to use the invention as a licensee in return for appro-
priate consideration’.

The filing of this statement is encouraged by Article 11.3 of the same Regulation,
which provides for a reduction of the renewal fees, subject to the receipt of the
statement.

10 European Commission (2013).
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4.1.3 Trade Secrets

Similar to the EU Software Directive, specific carve-outs are provided for ‘reverse
engineering’ pursuant to Article 8 of the Trade Secrets Directive. This provision
states that in no case can national legislation consider as unlawful the acquisition of
information through (a) independent discovery or creation; (b) observation, study,
disassembly or test of a product or object that has been made available to the public
or that is lawfully in the possession of the acquirer of the information; (c) exercise
of the right of workers’ representatives to information and consultation in accor-
dance with Union and national law and/or practices; and (d) any other practice
which, under the circumstances, is in conformity with honest commercial
practices.

Recital 39 clarifies that this provision does not affect the application of Article 6
of the Software Directive. This means that reverse engineering of a software pro-
tected under copyright law is allowed only for the limited purposes permitted by the
aforementioned provision. ‘!

4.2 Obstacles to Effective Interoperability

Despite the conferral of a right to reverse engineer, either through decompilation or
black-box testing, the exceptions from legal protection offered by the current EU
legal system seem far from being considered an effective method to achieve
interoperability.'?

The amount of effort and time required for the decompilation and the strictness
of the conditions has led many authors to say that this does not constitute a sufficient
mechanism to balance the reward for the author of the computer program with
investment in follow-on innovation.'®

Moreover, TPMs constitute a powerful tool for enforcement of copyright which
can be used to prevent extraction of data, and therefore hinder interoperability even
where users have in principle a legal right to such interoperability.!%*

0'Knaak, R. / Kur, A. / Hilty, R. (2014), point 36, remarked that in this way the possibility to
reverse-engineer software remains largely ineffective.

12The European Commission (2013), 13, makes reference to the Microsoft Windows Server
Protocols case. Almost a decade of reverse engineering by open-source Samba projects did not
manage to yield a fully compatible implementation of the protocols, due to their complexity. The
forced licensing of the WSPP by Microsoft was necessary for achieving full interoperability.
1%3Van Rooijen (2010), 86-87; Zingales (2015), 11, which outlines the ambiguity of the language
of the decompilation exception, which seems to authorise ‘access’ and not ‘use’ of the relevant part
of the copyrighted code in the interoperable program.

14 For a critique of the InfoSoc Directive and the misuse of anti-access software, which can put at
risk the freedom to access to and use of works, data and information that could not be covered by
copyright, see Ghidini (2010), 114. According to this author ‘the problem is not simply that all
such provisions are too broad and leave excessive scope for arbitrary conduct. The fact is they lack
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4.3 Interoperability in the IoT: Competition-Law Issues
in the Standardisation Context

In the light of the above, if intellectual property law were the only set of law to
shape the behaviour of firms, these might be encouraged to abstain from standard-
setting efforts, with the above-mentioned prejudicial effects for market
competition.

This concern drives the intervention of antitrust law, which does not in itself
hinder the granting and enjoyment of IPRs, but limits their monopolistic effects to
the minimum extent needed to fulfil their essential function of fostering innovation,
creativity and trade identity.'%

European competition law incorporates the idea that where an input is necessary
to provide access to an essential infrastructure, its sharing will likely be imposed ex
post, to the extent that withdrawal of the input prevents actual and potential com-
petitors from bringing about a new product or a technical development. Suffice it to
mention the cases in the US and Europe against Microsoft, where the EU Commission
held Microsoft liable of abuse of dominant position in the PC operating system
market in two ways: by deliberately restricting interoperability between Windows
PCs and non-Microsoft work group servers, and by tying its Windows Media Player
(WMP) with its Windows operating system.!* This decision of the Commission
was then confirmed by the Court of First Instance of the EU.!”

As a consequence, limitations to interoperability could result in the Commission
finding an abuse by a dominant undertaking, given that this practice could be used
as a means to stifle competition.

In other circumstances, the Commission can limit itself to accepting commit-
ments offered by the undertakings concerned, as happened as far back as 1984,
when the Commission accepted the proposal from IBM to provide timely interoper-
ability information to its competitor.'%

teeth. The Directive does not provide any effective means to prevent and chastise, with appropriate
sanctions and procedures, the application of TPM to non-copyrightable data and information’.

195 Ghidini (2010), 15.

1% European Commission, Case No. COMP/C-3/37.792 — Microsoft, 24 March 2004. As remedies
the European Commission ordered Microsoft ‘within 120 days, to disclose complete and accurate
interface documentation which would allow non-Microsoft work group servers to achieve full
interoperability with Windows PCs and servers’” and ‘within 90 days, to offer to PC manufacturers
a version of its Windows client PC operating system without WMP’.

7GC, Microsoft / Commission, T-201/04, ECLLEU:T:2007:289. For remarks see Surblyté
(2011), 5; Howarth / McMahon (2008); Larouche (2008); Ahlborn / Evans (2009); Kiihn / Van
Reenen (2009).

108 See European Commission (1984), para. 94-95.
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More recently, the Commission has approved the acquisition of McAfee by Intel
subject to a twofold obligation by the latter: (a) to ensure that interoperability and
optimisation information will be available to vendors of Endpoint Security Software
pursuant to suitable contractual agreements and (b) not to actively engineer or
design its microprocessors to degrade the performance of the mentioned device.!?”

Relying on the EU Treaty rule on abuse of dominant position (Article 102
TFEU), the European Court of Justice indicated in Magill''® and IMS"! that IPR
holders may be forced to grant other firms a licence for standard-essential patents
(SEPs) (cf. infra sub para. 6).

This means that manufacturers of standard-compliant products have a right to
obtain a licence from holders of patents that are essential to the standard in question,
to promote interoperability between devices or networks. The licence is to be
granted in exchange for compensation, the level of which should be fair, reasonable
and non-discriminatory (FRAND) but actually is a complex question that has often
led to disagreements and litigation.'"

1% European Commission, Case No. COMP/M.5984 — Intel/McAfee, 26 January 2011. The Italian
Competition Authority recently dealt with the existence of an alleged exclusionary strategy put in
place by Net Service, the company which designed and exclusively operates the technology infra-
structure for the management of the Italian civil proceedings (called PCT), against some compa-
nies active in the production, distribution and sale of software applications for the PCT. The
Authority claimed that Net Service was involved in the late, incomplete or missing communication
of the technical specifications needed for the interoperability of the systems, with the aim to hinder
competition in the downstream market. The Authority found that the dominant position held by
Net service in the upstream market allows it to know, ahead of competitors in the downstream
market, the information needed to improve software applications and stressed that, based on this
position, Net Service had ‘a competitive duty to promptly make available to competitors the same
information which it holds’. In order to overcome the existing information gap, Net Service pro-
posed different commitments, which have been accepted by the Authority with its decision of
18 January 2017, available at http://www.agcm.it/concorrenza/concorrenza-delibere/
open/41256297003874BD/E22642DES894AFBFCC12580B800544D4F. html.

HOECJ, RTE and ITP v Commission, C-241/91 P and C-242/91 P, ECLLEU:C:1995:98, para. 50.
See Vinje (1995), The final world on Magill, Rivista di diritto industriale, I, 239.

EC], IMS Health, C-418/01, ECLL:EU:C:2004:257, para. 35 and 52. See Drexl (2004) and
Conde Gallego (2006).

2Pursuant to the Guidelines, the assessment of whether the licensing terms respect these require-
ments ‘should be based on whether the fees bear a reasonable relationship to the economic value
of the IPR’, making reference to the test developed by the ECJ, United Brands, C-27/76,
ECLI:EU:C:1978:22, despite some commentator deemed this test poorly suited to determine the
excessiveness of non-physical constructs, such as intellectual property rights, see Geradin (2009),
329. For different methods which can be adopted to make this assessment see Guidelines, at § 289.
In general, the issue of the meaning of the terms ‘fair’ and ‘reasonable’ contained in the FRAND
promise has absorbed the attention of legal and economic commentators in the last few years. See,
e.g., Swanson / Baumol (2005); Geradin / Rato (2007); Mariniello (2011); Carlton / Shampine
(2013).
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S Personal Data, Competition and IP Law:
Towards a ‘Holistic Approach’?

In the light of the above, the research question which this book seeks to explore
seem to warrant a positive answer. The new [oT business model, which relies as its
fundamental attributes on connectivity, interoperability and information exchange,
lends itself easily to a holistic or integrated legal approach.

Indeed, the issue of interoperability between competing devices that has been
addressed in this chapter shows well how the needs for protection of consumers
and business interests can be best accounted for at the IP/competition law
intersection.'

European institutions have long been convinced of the case for taking this kind
of action." The first important contribution on the complex interface between stan-
dardisation, intellectual property and competition law is normally identified with
the European Commission’s 1992 Communication on Intellectual Property Rights
and Standardization,'” which emphasised the need for European standard-setting
organisations (SSO) and members of such organisations to comply with EU compe-
tition rules.

Nevertheless, the Commission already recognised the value of interoperability in
the current technological landscape within the preamble of Directive 95/47/EC on
the use of standards for the transmission of television signals. Therein it stated that
‘in the broadcasting of television signals, it is necessary to take steps to adopt a
common format for wide-screen transmissions’.!'® This goal was considered instru-
mental ‘to contribute to the proper functioning of the internal market’.

Almost 10 years later, the European Commission launched its first major inves-
tigations regarding the compatibility with EU competition law of the licensing con-
duct of SEP holders, i.e. the US-based technology companies Rambus and
Qualcomm, accused to have charged excessive royalties for their patents. No one
case concluded with a substantial decision able to set clear principles,'!” so the

3 The concept of an ‘IP/competition law intersection” has been developed by Ghidini (2010), 210,
who explains how the systemic distinction between IP law and antitrust law ‘should not over-
shadow a more complex intertwining of relationships and functions between the two’ and defines
this relationship as ‘a tale of two regulations whose goal and basic regulatory principles can’t be
held to coincide’. For a comprehensive discussion of the complex relationship between IPR and
competition law see also Anderman (2001).

14Joaquin Almunia, former Competition Commissioner stated ‘The lesson we have learned so far
from our enforcement in these ICT industries ... is that they are highly complex sectors, character-
ised by the need for interoperability and by potentially strong network effects or risk of lock-in.
Often, these are markets where single companies dominate and it is therefore essential to ensure
competition on the merits, notably through innovation’, see Almunia (2010a), 4.

5European Commission (1992).
16 Ghidini (2015), 437.

"7European Commission, Case No. COMP/38.636 — Rambus, 9 December 2009. Rambus was
preliminarily found to have engaged in a ‘patent ambush’ by intentionally concealing that it had
SEPs, and by subsequently charging royalties for those SEPs that it would not have been able to
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Commission decided to provide some guidance, issuing the Guidelines on the appli-
cability of Article 101 TFEU to horizontal cooperation agreements.''

The next steps were marked by the Commission’s case law, with the decisions
that cleared the merger between Google and Motorola Mobility Inc. (MMI), as well
as between Microsoft and Nokia,'"” and by the so-called smartphone patent war, in
which several major technology companies sought to ban competitors’ products
from the market on the basis of their SEPs.!?® The Commission’s decisions against
Samsung'?! and Motorola'?* and the Court of Justice judgment of July 2015'> in the
context of a patent infringement action initiated by Huawei against its Chinese rival
ZTE developed a framework outlining the circumstances under which an SEP
holder could seek an injunction against a standard implementer to enforce its pat-
ents without breaching Article 102 TFEU.'**

What we have seen during these 10 or 20 years is therefore that any time there is
a big step forward in the technology (from before 3G to 4G mobile telecommunica-

charge absent its conduct. The Commission adopted an ‘Article 9 commitments’ decision, whereby
it rendered legally binding the worldwide capped on its royalty rates for products compliant with
the relevant standards for a period of five years committed by Rambus. Instead in Qualcomm the
investigation was closed in advance, see http://ec.europa.eu/competition/elojade/isef/case_details.
cfm?proc_code=1_39711.

"8Buropean Commission (2011). The Guidelines sets the conditions under which such agreements
would normally fall outside the scope of Article 101(1): they indicate that when (i) participation in
standard-setting is unrestricted and (ii) the procedure for adopting the standard in question is trans-
parent, standardisation agreements which contain no obligation to comply with the standard and
provide access to the standard on FRAND terms will normally not restrict competition within the
meaning of Article 101(1). Antitrust Guidelines for the Licensing of Intellectual Property were
adopted in 1995 also by the U.S. Department of Justice Antitrust Division and the Federal Trade
Commission (FTC). On 12 August 2016 a proposal for updating the Guideline was issued but it
does not address conducts involving standard essential patents.

"9European Commission, Case No. COMP/M.6381 — Google / Motorola Mobility, 13 February
2012; European Commission, Case No. COMP/M.7047 — Microsoft/ Nokia, 4 December 2013.
120For an overview see Frank (2015), 81.

121 Buropean Commission, Case No. AT.39939 — Samsung - Enforcement of UMTS standard essen-
tial patents, 29 April 2014. The alleged infringement consisted of the seeking of injunctions against
a willing licensee, Apple, before the German, Italian, Dutch, UK and French courts, aiming at
banning certain Apple products from the market on the basis of several Samsung 3G SEPs which
it had committed to license on FRAND terms. Samsung committed not to seek injunctions in
Europe on the basis of SEPs for mobile devices for a period of five years against any potential
licensee of these SEPs who agrees to accept a specific licensing framework, consisting of a manda-
tory negotiation period of up to 12 months and if the negotiation fails, third party determination of
FRAND terms by either a court, if one party chooses, or arbitration if both parties agree.

2 European Commission, Case No. AT.39985 — Motorola - Enforcement of GPRS standard essen-
tial patents, 29 April 2014. The Commission found an infringement of the EU competition rules in
Motorola’s seeking and enforcement of injunctions against a willing licensee, Apple, on the basis
of one of Motorola’s SEPs.

12 ECJ, Huawei Technologies, C-170/13, ECLLI:EU:C:2015:477. For further remarks see Alison
(2014).

124For a complete chronological analysis of this steps, see Geradin (2017).
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tions and the smartphone) there has been a corresponding surge of patent litigation
in order to resolve competing patent litigation.

It may be too easy to predict that IoT technologies are going to be next. In this
case, the feeling is that the principles established in these cases should be applied
even beyond the smartphone industry.!?

6 The Policy Framework for Regulating Standard-Setting
in the EU

Competition law’s ability to effectively prevent the emergence of anti-competitive
behaviour, such as limitations to interoperability, should not be overestimated.
Indeed, if an undertaking is not dominant, there is not much that the Commission
could do against refusal to license IPRs, as the right holder just exercises its right to
decide whether and under which conditions to license.!?® Furthermore, by the time
a competition authority has the grounds to intervene, competition may already be
distorted and network effects may make it difficult to restore effective competition.
Indeed, competition law continues to be perceived as an ex-post, reactive regime.

Therefore its action, in order to be effective, must be supported and comple-
mented by rapid standard-setting procedures.!?’ The European Commission’s 2009
Communication already considered the ‘necessary standardisation of IoT technolo-
gies’ as one of the main lines of action to develop. Some steps in this direction were
taken in 2013, when the Commission issued its Staff Working Document entitled
Analysis of measures that could lead significant market players in the ICT sector to
license interoperability information.

The Commission dealt with some of the issues outlined in this paper, such as
patent, copyright and trade secret protection of the interoperability information.
Having noted the state of the law with regard to those three areas, the Commission
concluded that non-legislative measures for enhancing interoperability (adopting
guidelines to assess the value of interoperability information, developing best prac-
tices on the availability of interoperability information or drafting model licences

125See Competition Directorate - General of the European Commission (2014), 1.

126Tn the absence of dominance, the Commission may consider the terms and conditions of licence
under Article 101(1) TFEU. Therefore, the definition of one or several product and geographic
market and the determination of the presence of dominance on such market is a key issue.

127This was recognised by Almunia (2010b), 2 which stated that ‘a case by case ex-post interven-
tion is not always efficient to deal with structural problems, competition and sector regulation will
need to work hand in hand, pursuing the same objectives through complementary means’. In the
same sense, Da Coreggio Luciano / Walden (2011), 16 and Posner (2001), 925, according to which
“The real problem lies on the institutional side: the enforcement agencies and the courts do not
have adequate technical resources, and do not move fast enough, to cope effectively with a very
complex business sector that changes very rapidly’. See also Kester (2016), 217, who considers
IoT standards as ‘critical to the success and expansion of IoT devices and networks’.



242 J. Ciani

for interoperability!'?®) should be preferred to legislative options.!? It reasoned that
these measures would have a more immediate impact and would contribute to fos-
tering ‘a culture of licensing and exchange in the spirit of open innovation’.

In 2014, a foresight study by the European Commission Joint Research Centre
emphasised the need for anticipating standards requirements and accelerating their
development in Europe.'*® In 2015, The Commission and various key IoT players
launched a large-scale alliance called AIOTI (Alliance for Internet Of Things
Innovation), aimed at assisting the European Commission with the innovation and
standardisation policies."® The AIOTI structure consists of the Board (Steering
Committee) and eleven Working Groups (WGs) corresponding to current prominent
areas of development in the field of IoT. One of them is entirely devoted to dealing
with ‘IoT Standardisation’, which implies the mapping of existing IoT standards
and gap analysis, as well as strategies and use cases to develop interoperability.'** In
this regard, significant progress has been made with the creation of private organisa-
tions with the specific scope of reconciling standards with respect to IoT.!*

128The Commission effectively included into the model agreement for Horizon 2020 optional
clauses for interoperability.

12The Commission examined two options that could be implemented in relevant legislations to
facilitate interoperability. A first measure could be to make licences of patents which cover interop-
erability information under FRAND terms mandatory. Such a measure would be add to the similar
obligation to grant licences of SEPs under FRAND terms already existing in the IPR policies of
standardisation bodies.

As an alternative, the Commission also evaluated an interoperability directive based on Article
114 TFEU addressing cases where market players are unwilling to license rights on reasonable
terms. This proposal should mirror Directive 2002/19/EC on access to, and interconnection of,
electronic communications networks and associated facilities (Access Directive). Its Article 8(2)
provides for connection obligations on undertakings with significant market power in the telecom
domain.

Another approach could be to introduce an interoperability exception for patents, mirroring
that already existing in the Software Copyright Directive (cf. para. 4.1.2).
130Buropean Commission Joint Research Center (2014). Member States are also sponsoring initia-
tives in this field. For instance, the Italian Industrial National Plan 4.0 for 2017-2020 presents
among the measures aimed to support Industry 4.0 developments ‘collaboration for the definition
of IoT standard communication protocols’.

131 See https://ec.europa.eu/digital-single-market/alliance-internet-things-innovation-aioti.

132See https://ec.europa.eu/digital-single-market/aioti-structure.

3 For example the AllSeen Alliance, created in December 2013 and chartered by Qualcomm,
Cisco, Panasonic and other; the Open Interconnect Consortium (OIC), established in July 2014 by
Intel, Samsung, Dell and then joined by Hewlett Packard and Lenovo. Recently a new licensing
platform called Avanci has been introduced. Built on the traditional idea of the patent pool, it aims
to offer flat-rate licences on FRAND terms for a collection of standard essential wireless patents,
with the aim of removing the need to negotiate multiple bilateral licences. For other groups see
Kester (2016), 218.
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7 Conclusion

In conclusion, the [oT business model is a significant example of how the full range
of public rules designed to ensure that markets are competitive must work together.
Antitrust, IP law, standard-setting public policies and data protection law (if not also
consumer law, which is beyond the scope of this work) only constitute individual
tools in the competition policy toolkit.!** Thus the ‘holistic approach’ that the 2014
EDPS’ Opinion devised in order to attract privacy concerns in merger investiga-
tions, could have a significantly larger horizon and could lead to a closer dialogue
between regulators to promote growth and innovation as well as consumers’
welfare.

Acknowledgements Iam very grateful to Prof. Gustavo Ghidini and Prof. Marco Ricolfi for their
comments on an earlier draft of this article.

References

Abramson, B. (2008), Are “Online Markets” Real and Relevant? From the Monster-Hotjobs
Merger to the Google-Doubleclick Merger, 4 Journal of Competition Law and Economics,
655-662

Ahlborn, C. / Evans, D.S. (2009), The Microsoft Judgment and its implications for Competition
Policy Towards Dominant Firms in Europe, 75 Antitrust Law Journal, 887-932

Alison, J. (2014), Standard-essential Patents: FRAND Commitments, Injunctions and the
Smarthphone Wars, 10 European Competition Journal, 1-36

Anderman, S.D. (2001), EC Competition Law and Intellectual Property Rights: The Regulation of
Innovation, Oxford University Press, 1-392

Aplin, T. (2005), The ECJ elucidates the database right, 2 Intellectual Property Quarterly, 204-221

Balough, C.D. (2011), Privacy Implications of Smart Meters, 86 Chicago Kent Law Review,161-191

Barbry, E. (2012), The Internet of Things, Legal Aspects What Will Change (Everything)..., 87
Communications and Strategies, 83-100

Barker, E. / Harding, 1. (2012), Copyright, the ideas/expression dichotomy and harmonization: dig-
ging deeper into SAS, 7 Journal of Intellectual Property Law and Practice, 673-679

Brown, I. (2014), Britain’s Smart Meter Programme: A Case Study in Privacy by Design,
International Review of Law, 28 Computers & Technology, 172-184

Carlton, D. W. / Shampine, A. (2013), An Economic Interpretation of FRAND, 9 Journal of
Competition Law and Economics, 531-552

Cavoukian, A. (2013), Privacy by Design: Leadership, Methods, and Results, in: S. Gutwirth /
R. Leenes / P. de Hert /Y. Poullet (Eds.), European Data Protection: Coming of Age, Springer,
175-202

Ciani (2017), Property rights model v. contractual approach: How protecting non-personal data in
cyberspace?, Diritto del Commercio Internazionale, 4, 831-854

Ciani (2018), Governing Data Trade in Intelligent Environments: A Taxonomy of Possible
Regulatory Regimes Between Property and Access Rights, in Chatzigiannakis, I. / Tobe, Y. /
Novais, P. / Amft, O. (Eds.), Intelligent Environments, I0S Press, 285-297

3*Hovenkamp (2008), 104.



244 J. Ciani

Conde Gallego, B. (2006), Die Anwendung des kartellrechtlichen Missbrauchsverbots auf “uner-
lassliche” Immaterialgiiterrechte im Lichte der IMS Health- und Standard-Spundfass-Urteile,
55 Gewerblicher Rechtsschutz und Urheberrecht, Internationaler Teil, 16-28

Cunningham, M. (2014), Next Generation Privacy: The Internet of Things, Data Exhaust, and
Reforming Regulation by Risk of Harm, 2 Groningen Journal of International Law, 115-144

Derclaye, E. (2010), Wonderful or Worrisome? The impact of the ECJ ruling in Infopaq on UK
Copyright Law, 32 European Intellectual Property Review, 247-251

Drexl, J. (2004), IMS Health and Trinko — Antitrust placebo for consumers instead of sound eco-
nomics in refusal-to-deal case, International Review of Intellectual Property and Copyright
Law, 788-808

Edwards, L. (2016), Privacy, security and data protection in smart cities: a critical EU law perspec-
tive, 2 European Data Protection Law Review, 28-58

Ferguson, A.G. (2016), The Internet of Things and the Fourth Amendment of Effects, 104
California Law Review, 805-880

Frank, J.S. (2015), Competition concerns in Multi-Sided Markets in Mobile Communication, in:
G. Surblyté (Ed.), Competition on the Internet, 23 MPI Studies on Intellectual Property and
Competition Law, Springer, 81-99

Froomkin, M. (2000), The death of privacy, 52 Stanford Law Review, 1461-1543

Garfinkel, S. (2000), Database nation: the death of privacy in the 21st century, O’Reilly Media,
1-388

Geradin, D. (2009), Pricing Abuses by Essential Patent Holders in a Standard-Setting Context: A
View from Europe, 76 Antitrust Law Journal, 329-357

Geradin, D. (2017), European Union Competition Law, Intellectual Property law and
Standardization, in: J.L. Contreras (Ed.), The Cambridge Handbook of Technical
Standardization Law, Cambridge University Press, forthcoming

Geradin, D./Rato, M. (2007), Can Standard-Setting Lead to Exploitative Abuse? A Dissonant View
on Patent Hold-up, Royalty-Stacking and the Meaning of FRAND, 3 European Competition
Law Journal, 101-161

Ghidini, G. (1995), Prospettive “protezioniste” nel diritto industriale, Rivista di diritto industriale,
73-98

Ghidini, G. (2006), Intellectual Property and Competition Law: The Innovation Nexus, Edward
Elgar, 1-176

Ghidini, G. (2010), Innovation, Competition and Consumer Welfare in Intellectual Property Law,
Edward Elgar, 1-304

Ghidini, G. (2015), Profili evolutivi del diritto industriale, Giuffre, 1-487

Ginsburg, J.C. (1994), Four Reasons and a Paradox: The Manifest Superiority of Copyright over
Sui Generis Protection of Computer Software, 94 Columbia Law Review, 2559-2572

Gordon, W.J. (1992), On Owning Information: Intellectual Property and the Restitutionary
Impulse, 78 Virginia Law Review, 149-281

Holtzman, D. (2006), Privacy lost: how technology is endangering your privacy, Jossey-Bass,
1-352

Hovenkamp, H. (2008), Innovation and the Domain of Competition Policy, 60 Alabama Law
Review, 103-131

Howarth, D. / McMahon, K. (2008), Windows has performed an illegal operation: The Court
of First Instance’s Judgement in Microsoft v Commission, 29 European Competition Law
Review, 117-134

Kester, R. (2016), Demystifying the Internet of Things: industry impact, standardization problems,
and legal considerations, 8 Elon Law Review, 205-227

Klitou, D. (2014), Privacy-Invading Technologies and Privacy by Design, Springer, 1-330

Knaak, R. / Kur, A. / Hilty, R. (2014), Comments of the Max Planck Institute for Innovation and
Competition of 3 June 2014 on the Proposal of the European Commission for a Directive
on the protection of undisclosed know-how and business information (trade secrets) against
their unlawful acquisition, use and disclosure of 28 November 2013, Com(2013)813 Final, 45
International Review of Intellectual Property and Competition Law (IIC), 953-967



A Competition-Law-Oriented Look at the Application of Data Protection and IP Law... 245

Koops, B.-J. (2014), On Legal Boundaries, Technologies, and Collapsing Dimensions of Privacy,
2 Politica e Societa, 247-264

Kiihn, K.-U. / Van Reenen, J. (2009), Interoperability and Market Foreclosure in the European
Microsoft Case, in: B. Lyons (Ed.), Cases in European Competition Policy: The Economic
Analysis, Cambridge University Press, 50-72

Lee, T.B. (2014), Everything’s Connected: How Tiny Computers Could Change the Way
We Live, Vox (13 August 2014), available at: http://www.vox.com/2014/5/8/5590228/
how-tiny-computers-could-change-the-way-we-live.

Lemley, M.A. (1995), Convergence in the Law of Software Copyright, 10 Berkeley Technology
Law Journal, 1-34

Leta Jones, M. (2015), Privacy without Screens & the Internet of other People’s Things, 51 Idaho
Law Review, 639-660

Levin, A. (2007), Big and Little Brother: The Potential Erosion of Workplace Privacy in Canada,
22 Canadian Journal of Law and Society, 197-230

Lim, D. (2014), Standard Essential Patents, Trolls, and the Smartphone Wars: Triangulating the
End Game, 119 Penn State Law Review, 1-91

Lindhorst (2011), EuGH: Grafische Benutzeroberfliche geniefit keinen Urheberrechtsschutz als
Computerprogramm, Gewerblicher Rechtsschutz und Urheberrecht, 61

Maras, M.-H. (2015), Internet of Things: Security and Privacy Implications, 5 International Data
Privacy Law, 99-104

Mariniello, M. (2011), Fair, Reasonable and Non-Discriminatory (FRAND) Terms: A Challenge
for Competition Authorities, 7 Journal of Competition Law and Economics, 523-541

Marly, J. (2011), Der Urheberrechtsschutz grafischer = Benutzeroberflichen von
Computerprogrammen, 3 Gewerblicher Rechtsschutz und Urheberrecht, 204-208

Marly, J. (2012), Der Schutzgegenstand des urheberrechtlichen Softwareschutzes, Gewerblicher
Rechtsschutz und Urheberrecht, 773-779

Masson, A. (2006), Creation of database or creation of data: crucial choices in the matter of data-
base protection, 17 European Business Law Review, 1063-1073

McDonald, A.M. / Cranor, L.F. (2008), The Cost of Reading Privacy Policies, 4 Journal of Law and
Policy for the Information Society, 543-568

Menell, P.S. (1989), An Analysis of the Scope of copyright Protection for Application Programs,
41 Stanford Law Review, 1045-1104

Menell, P.S. (2017), API Copyrightability Bleak House: Unraveling the Oracle v. Google
Jurisdiction Mess, Berkeley Technology Law Journal, forthcoming, available at: http://www.law.
nyu.edu/sites/default/files/upload_documents/Menell %20-%20API%20Copyrightability %20
Bleak%20House.pdf

Miller, A.R. (1993), Copyright Protection for Computer Programs, Databases, and Computer-
Generated Works: Is Anything New Since CONTU?, 106 Harvard Law Review, 977-1073

Murphy, M.H. (2015), The Introduction of Smart Meters in Ireland: Privacy Implications and the
Role of Privacy by design, 38 Dublin University Law Journal, 191

Nathan, N. (2014), The Costs of Lost Privacy: Consumer Harm and Rising Economic Inequality in
the Age of Google, 40 William Mitchel Review, 854-889

Newton, H. / Moir, A. / Montagnon, R. (2014), CJEU increases burden on manufacturers of
games consoles to prove the unlawfulness of devices circumventing technological protection
measures and that their TPMs are proportionate, 9 Journal of Intellectual Property Law and
Practice, 456-458

Nickless, D. (2012), Functionality of a computer program and programming language cannot be
protected by copyright under the Software Directive, 7 Journal of Intellectual Property Law
and Practice, 709-711

Nimmer, D. / Bernacchi, R. L. / Frischling, G. N. (1988), A Structured Approach to Analyzing
Substantial Similarity of Computer Software in Copyright Infringement Cases, 20 Arizona
State Law Journal, 625-656


http://www.vox.com/2014/5/8/5590228/how-tiny-computers-could-change-the-way-we-live
http://www.vox.com/2014/5/8/5590228/how-tiny-computers-could-change-the-way-we-live
http://www.law.nyu.edu/sites/default/files/upload_documents/Menell - API Copyrightability Bleak House.pdf
http://www.law.nyu.edu/sites/default/files/upload_documents/Menell - API Copyrightability Bleak House.pdf
http://www.law.nyu.edu/sites/default/files/upload_documents/Menell - API Copyrightability Bleak House.pdf

246 J. Ciani

O’Hara, K. / Shadbolt, N. (2008), The spy in the coffee machine: the end of privacy as we know
it, Oneworld publications, 1-257

Onslow, R. / Jamal, I. (2013), Copyright Infringement and Software Emulation: SAS Inc v World
Programming Ltd, 35 European Intellectual Property Review, 352-356

Peppet, S.R. (2014), Regulating the Internet of Things: First Steps Towards Managing
Discrimination, Privacy, Security & Consent, 93 Texas Law Review, 85-176

Posner, R.A. (2001), Antitrust in the New Economy, 68 Antitrust L.J., 925-943

Reichman, J.H. (1989), Computer Programs as Applied Scientific Know-How: Implications of
Copyright Protection for Commercialized University Research, 42 Vanderbilt Law Review,
639-723

Reichman, J.H. (1993), Beyond the Historical Lines of Demarcation: Competition Law, Intellectual
Property Rights, and International Trade After the GATT’s Uruguay Round, 20 Brooklyn
Journal of International Law, 75-120

Robinson, K.W. (2015), Patent Law Challenges for the Internet of Things, 15 Wake Forest J. of
Bus. and Intellectual Property Law, 654-670

Rose, D. (2014), Enchanted Objects: Design, Human Desire and the Internet of Things, Scribner,
New York, 1-277

Samuelson, P. (2015), Three Fundamental Flaws in CAFC’s Oracle v. Google Decision, 37
European Intellectual Property Review, 702-708

Samuelson, P. / Davis, R. / Kapor, M.D. / Reichman, J.H. (1994), A Manifesto Concerning the
Legal Protection of Computer Programs, 94 Columbia Law Review, 2308-2431

Samuelson, P. / Vinje, T. / Cornish, W. (2012), Does Copyright Protection Under the EU Software
Directive Extend to Computer Program Behaviour, Languages and Interfaces, 34 European
Intellectual Property Review, 158-166

Schermer, B. (2010), Privacy and singularity: little ground for optimism?, in: Laurens M., Franken
H., van den Herik J., van der Klaauw F., Zwenne G.-J. (eds.), Het binnenste buiten; Liber
amicorum ter gelegenheid van het emeritaat van Prof. Dr. Schmidt AHJ, Hoogleraar Recht en
Informatica te Leiden, eLaw @Leiden, 305-319

Smith, L. J. (2011), Whether Copyright Protects the Graphic User Interface of a Computer
Program, 17 Computer and Telecommunications Law Review, 70-72

Sokol, D.D. / Comerford, R. (2016), Does Antitrust Have A Role to Play in Regulating Big Data?,
in: R.D. Blair/ D.D. Sokol (Eds.), Cambridge Handbook of Antitrust, Intellectual Property and
High Tech, Cambridge University Press, 271-292

Spina, A. (2014), Risk Regulation of Big Data: Has the Time Arrived for a Paradigm Shift in EU
Data Protection Law?, 5 European Journal of Risk Regulation, 248-252

Stern, S.M. (2011), Smart-Grid and the Psychology of Environmental Behaviour Change, 86
Chicago Kent Law Review, 139-160

Surblyte, G. (2011), The Refusal to disclose Trade secrets as an Abuse of Market Dominance —
Microsoft and Beyond, Stampfli, Berne, 1-264

Swanson, D.G. / Baumol, W.J. (2005), Reasonable and Nondiscriminatory (RAND) Royalties,
Standards Selection, and Control of Market Power, 73 Antitrust Law Journal, 1-58

Terry, N.P. (2016), Will the Internet of Things Disrupt Healthcare?, 19 Vand. J. Ent. & Tech. L.,
327-353

Thierer, A. (2015), The Internet of Things and Wearable Technology Addressing Privacy and
Security Concerns without Derailing Innovation, 21 Richmond Journal of Law & Technology,
1-118

Van Rooijen, A. (2010), The Software Interface between Copyright and Competition Law: A Legal
Analysis of Interoperability in Computer Programs, Kluwer Law, 1-312

Vinje (1995), The final world on Magill, Rivista di diritto industriale, I, 239

Weber, R.H. / Weber, R. (2010), Internet of Things: Legal Perspectives, Springer, 1-135

Weber, R.H. (2015), Internet of Things: Privacy issues revisited, 31 Computer Law & Security
Review, 618-627



A Competition-Law-Oriented Look at the Application of Data Protection and IP Law... 247

Whitaker, R. (2000), The end of privacy: how total surveillance is becoming a reality, New Press,
New York, 1-195

Willborn, S.L. (2006), Consenting Employees: Workplace Privacy and the Role of Consent, 66
Louisiana Law Review, 975-1008

Additional Sources

Almunia, J. (2010a), New Transatlantic Trends in Competition Policy, 10 June 2010, available at:
http://europa.eu/rapid/press-release_ SPEECH-10-305_en.htm?locale=en

Almunia, J. (2010b), Competition policy for an open and fair digital economy, 29 October 2010,
available at: http://europa.eu/rapid/press-release_SPEECH-10-610_en.htm

Arnold, R. / Hillebrand, A. / Waldburger, M. (2015), Personal Data and Privacy - Final Report -
Study for Ofcom, WIK-Consult

Article 29 Working Party (2013), Opinion 03/2013 on purpose limitation, (WP 203),
available at: http://ec.europa.eu/justice/data-protection/article-29/documentation/
opinion-recommendation/files/2013/wp203_en.pdf

Article 29 Working Party (2014), Opinion 8/2014 on Recent Developments on the Internet
of Things, (WP 223), available at: http://ec.europa.eu/justice/data-protection/article-29/
documentation/opinion-recommendation/files/2014/wp223_en.pdf

Ashton, K. (2009), That ‘Internet of Things’ Thing, RFID J., available at: http://www.rfidjournal.
com/articles/view 74986

Autorité de la concurrence and Bundeskartellamt (2016), Competition Law and Data, available at:
http://www.autoritedelaconcurrence.fr/doc/reportcompetitionlawanddatafinal. pdf

Berkman Center for Internet & Society (2005), Roadmap for open ICT Ecosystems, available
at: http://cyber.law.harvard.edu/publications/2005/The_Roadmap_for_Open_ICT_Ecosystems

Bundeskartellamt (2016), Press Release: Bundeskartellamt initiates proceeding against Facebook
on suspicion of having abused its market power by infringing data protection rules, 2
March 2016, available at: https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/
Pressemitteilungen/2016/02_03_2016_Facebook.html;jsessionid=78963ADOF7CEC84BOE7
EA553D2C6C201.1_cid387Mmn=3591568

Competition Directorate - General of the European Commission (2014), Standard-essential pat-
ents, Competition policy brief, 8, available at: http://ec.europa.eu/competition/publications/
cpb/2014/008_en.pdf

Da Coreggio Luciano, L./ Walden, 1. (2011), Ensuring competition in the clouds: the role of com-
petition law, available at: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1840547

Edwards, E. (2008), Stepping Up to the Plate: The Google-Doubleclick Merger and the Role of
the Federal Trade Commission in Protecting Online Data Privacy, available at: http://ssrn.com/
abstract=1370734

Edwards, L. / Abel, W. (2014), The Use of Privacy Icons and Standard Contract Terms for
Generating Consumer Trust and Confidence in Digital Services, CREATe Working Paper
2014/15, available at:  http://www.create.ac.uk/blog/2014/10/31/create-working-paper-
201415-the-use-of-privacy-icons-and-standardcontract-terms-for-generating-consumer-trust-
and-confidence-in-digital-services/

Eskens, S.J. (2016), Profiling the European Citizen in the Internet of Things: How Will the General
Data Protection Regulation Apply to this Form of Personal Data Processing, and How Should
1t?, available at: http://ssrn.com/abstract=2752010

European Commission (1984), XIV Report on Competition Policy, available at: https://publica-
tions.europa.eu/en/publication-detail/-/publication/3c93e6fa-934b-4fb9-b927-dc9fed71ccte

European Commission (1992), Communication on Intellectual Property Rights and Standardization,
COM/1992/445 final


http://europa.eu/rapid/press-release_SPEECH-10-305_en.htm?locale=en
http://europa.eu/rapid/press-release_SPEECH-10-610_en.htm
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp203_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp203_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
http://www.rfidjournal.com/articles/view?4986
http://www.rfidjournal.com/articles/view?4986
http://www.autoritedelaconcurrence.fr/doc/reportcompetitionlawanddatafinal.pdf
http://cyber.law.harvard.edu/publications/2005/The_Roadmap_for_Open_ICT_Ecosystems
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2016/02_03_2016_Facebook.html;jsessionid=78963AD0F7CEC84B0E7EA553D2C6C201.1_cid387?nn=3591568
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2016/02_03_2016_Facebook.html;jsessionid=78963AD0F7CEC84B0E7EA553D2C6C201.1_cid387?nn=3591568
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2016/02_03_2016_Facebook.html;jsessionid=78963AD0F7CEC84B0E7EA553D2C6C201.1_cid387?nn=3591568
http://ec.europa.eu/competition/publications/cpb/2014/008_en.pdf
http://ec.europa.eu/competition/publications/cpb/2014/008_en.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1840547
http://ssrn.com/abstract=1370734
http://ssrn.com/abstract=1370734
http://www.create.ac.uk/blog/2014/10/31/create-working-paper-201415-the-use-of-privacy-icons-and-standardcontract-terms-for-generating-consumer-trust-and-confidence-in-digital-services/
http://www.create.ac.uk/blog/2014/10/31/create-working-paper-201415-the-use-of-privacy-icons-and-standardcontract-terms-for-generating-consumer-trust-and-confidence-in-digital-services/
http://www.create.ac.uk/blog/2014/10/31/create-working-paper-201415-the-use-of-privacy-icons-and-standardcontract-terms-for-generating-consumer-trust-and-confidence-in-digital-services/
http://ssrn.com/abstract=2752010
https://publications.europa.eu/en/publication-detail/-/publication/3c93e6fa-934b-4fb9-b927-dc9fed71ccfe
https://publications.europa.eu/en/publication-detail/-/publication/3c93e6fa-934b-4fb9-b927-dc9fed71ccfe

248 J. Ciani

European Commission (2009), Communication on Internet of Things: an action plan for Europe,
COM/2009/0278 final, available at: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=C
OM:2009:0278:FIN:EN:PDF

European Commission (2011), Guidelines on the applicability of Article 101 of the Treaty on the
Functioning of the European Union to horizontal co-operation agreements, C:2011:011:TOC,
available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=0J:C:2011:011:FULL
&from=EN

European Commission (2012), Press Release: Digital Agenda: Commission consults on rules for
wirelessly connected devices — the ‘Internet of Things’, 12 April 2012, available at: http://
europa.eu/rapid/press-release_IP-12-360_en.htm

European Commission (2013), Analysis of measures that could lead significant mar-
ket players in the ICT sector to license interoperability information, SWD(2013)
209 final, available at: https://ec.europa.eu/digital-single-market/en/news/
analysis-measures-could-lead-significant-market-players-ict-sector-license-interoperability

European Commission (2014a), Communication Towards a thriving data-driven economy,
COM(2014) 442 final, available at: https://ec.europa.eu/digital-single-market/en/news/
communication-data-driven-economy

European Commission (2014b), Study on Definition of a Research and Innovation
Policy leveraging Cloud Computing and IoT combination (SMART 2013/
0037), available at: https://ec.europa.eu/digital-single-market/en/news/
definition-research-and-innovation-policy-leveraging-cloud-computing-and-iot-combination

European Commission Joint Research Center (2014), How will standards facilitate new production
systems in the context of EU innovation and competitiveness in 20257, available at: https://
ec.europa.eu/jrc/sites/jresh/files/jre-foresight-study-web_en.pdf

European Data Protection Supervisor (2014), Privacy and competitiveness in the age of big data:
The interplay between data protection, competition law and consumer protection in the Digital
Economy, available at: https://secure.edps.europa.eu/EDPSWEB/webdav/shared/Documents/
Consultation/Opinions/2014/14-03-26_competitition_law_big_data_EN.pdf

European Data Protection Supervisor (2016), The coherent enforcement of fundamen-
tal rights in the age of big data, EDPS/2016/15, available at: https://secure.edps.europa.
eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/PressNews/Press/2016/
EDPS-2016-15-Press_Statement_Coherent_Enforcement_EN.pdf

FTC (2015), Report on Internet of Things: Privacy and Security in a Connected World, available
at: https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-
november-2013workshop-entitled-internet-things-privacy/150127iotrpt.pdf

Gasser, U. (2015), Interoperability in the Digital Ecosystem, Berkman Center Research Publication
No. 2015-13, available at: https://dash.harvard.edu/handle/1/28552584

Gasser, U. / Palfrey, J. (2007), Breaking down digital barriers. When and How ICT Interoperability
Drives Innovation, Berkman Publication Series, available at: http://ssrn.com/abstract=1033226

Geradin, D. / Kuschewsky, M. (2013), Competition Law and Personal Data: Preliminary Thoughts
on a Complex Issue, available at: https://ssrn.com/abstract=2216088

Kominers, P. (2012), Interoperability Case Study, Internet of Things (IoT), The Berkman
Center for Internet & Society Research, available at: https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=2046984

Lambrecht, A. / Tucker, C.E. (2015), Can Big Data Protect a Firm from Competition, in: A. Ortiz
(Ed.), Internet Competition and regulation of Online Platforms, 155-166, available at:
https://www.competitionpolicyinternational.com/wp-content/uploads/2016/05/INTERNET-
COMPETITION-LIBRO.pdf

Larouche, P. (2008), The European Microsoft Case at the crossroads of competition policy and
innovation, TILEC discussion Paper, available at: http://socrates.berkeley.edu/~scotch/
Digital Antitrust/Larouche.pdf

Lerner, A.V. (2014), The Role of “Big Data” in Online Platform Competition, available at: https://
ssrn.com/abstract=2482780


http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0278:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0278:FIN:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C:2011:011:FULL&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C:2011:011:FULL&from=EN
http://europa.eu/rapid/press-release_IP-12-360_en.htm
http://europa.eu/rapid/press-release_IP-12-360_en.htm
https://ec.europa.eu/digital-single-market/en/news/analysis-measures-could-lead-significant-market-players-ict-sector-license-interoperability
https://ec.europa.eu/digital-single-market/en/news/analysis-measures-could-lead-significant-market-players-ict-sector-license-interoperability
https://ec.europa.eu/digital-single-market/en/news/communication-data-driven-economy
https://ec.europa.eu/digital-single-market/en/news/communication-data-driven-economy
https://ec.europa.eu/digital-single-market/en/news/definition-research-and-innovation-policy-leveraging-cloud-computing-and-iot-combination
https://ec.europa.eu/digital-single-market/en/news/definition-research-and-innovation-policy-leveraging-cloud-computing-and-iot-combination
https://ec.europa.eu/jrc/sites/jrcsh/files/jrc-foresight-study-web_en.pdf
https://ec.europa.eu/jrc/sites/jrcsh/files/jrc-foresight-study-web_en.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/shared/Documents/Consultation/Opinions/2014/14-03-26_competitition_law_big_data_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/shared/Documents/Consultation/Opinions/2014/14-03-26_competitition_law_big_data_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/PressNews/Press/2016/EDPS-2016-15-Press_Statement_Coherent_Enforcement_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/PressNews/Press/2016/EDPS-2016-15-Press_Statement_Coherent_Enforcement_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/PressNews/Press/2016/EDPS-2016-15-Press_Statement_Coherent_Enforcement_EN.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://dash.harvard.edu/handle/1/28552584
http://ssrn.com/abstract=1033226
https://ssrn.com/abstract=2216088
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2046984
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2046984
https://www.competitionpolicyinternational.com/wp-content/uploads/2016/05/INTERNET-COMPETITION-LIBRO.pdf
https://www.competitionpolicyinternational.com/wp-content/uploads/2016/05/INTERNET-COMPETITION-LIBRO.pdf
http://socrates.berkeley.edu/~scotch/DigitalAntitrust/Larouche.pdf
http://socrates.berkeley.edu/~scotch/DigitalAntitrust/Larouche.pdf
https://ssrn.com/abstract=2482780
https://ssrn.com/abstract=2482780

A Competition-Law-Oriented Look at the Application of Data Protection and IP Law... 249

Lexinnova (2014), Internet of Things, Patent Landscape Analysis, available at: http://www.wipo.
int/export/sites/www/patentscope/en/programs/patent_landscapes/documents/internet_of_
things.pdf

Manning, C. (2016), Challenges Posed by Big Data to European Data Protection Law, available at:
http://ssrn.com/abstract=2728624

McKinsey Global Institute (2011), Big data: The next frontier for innovation, competition, and
productivity, available at: http://www.mckinsey.com/business-functions/business-technology/
our-insights/big-data-the-next-frontier-for-innovation

McKinsey Global Institute (2015), The Internet of Things: Mapping the Value Beyond
the  Hype, available at:  http://www.mckinsey.com/insights/business_technology/
the_internet_of_things_the_value_of_digitizing_the_physical_world

Noto La Diega, G. / Walden, 1. (2016), Contracting for the ‘Internet of Things’: Looking into the
Nest, 7 European Journal of Law and Technology, available at: http://ejlt.org/article/view/450

OECD (2013), Exploring the Economics of Personal Data: a survey of methodologies for measur-
ing monetary value, OECD Digital Economy Papers, No. 220, OECD Publishing, Paris, avail-
able at: https://doi.org/10.1787/5k486qtxldmg-en

Porter, M.E. / Heppelmann, J.E. (2014), How Smart, Connected Products Are Transforming
Competition, Harvard Business Review, available at:  https://hbr.org/2014/11/
how-smart-connected-products-are-transforming-competition

Samuelson, P. (2015), Functionality and Expression in Computer Programs: Refining the Tests
for Software Copyright Infringement, UC Berkeley Public Law Research Paper No. 2667740,
available at: https://ssrn.com/abstract=2667740

See Hahn, R.W. / Singer, H.J. (2008), An Antitrust Analysis of Google’s Proposed Acquisition of
DoubleClick, AEI-Brookings Joint Center Related Publication No. 07-24, available at: https://
ssrn.com/abstract=1016189

Spence, W.C. (2016), Fitbit alleges patent infringement in growing market for fitness track-
ing devices, IP Watchdog, available at: http://www.ipwatchdog.com/2016/01/06/
fitbit-alleges-patent-infringement-fitness-tracking-devices/id=64310/

Urquhart, L. / Rodden, T. (2016), A Legal Turn in Human Computer Interaction? Towards
‘Regulation by Design’ for the Internet of Things, available at: http://ssrn.com/abstract=2746467

Zingales, N. (2015), Of Coffee Pods, Videogames, and Missed Interoperability: Reflections for
EU Governance of the Internet of Things, TILEC Discussion Paper No. 2015-026, available at:
https://ssrn.com/abstract=2707570


http://www.wipo.int/export/sites/www/patentscope/en/programs/patent_landscapes/documents/internet_of_things.pdf
http://www.wipo.int/export/sites/www/patentscope/en/programs/patent_landscapes/documents/internet_of_things.pdf
http://www.wipo.int/export/sites/www/patentscope/en/programs/patent_landscapes/documents/internet_of_things.pdf
http://ssrn.com/abstract=2728624
http://www.mckinsey.com/business-functions/business-technology/our-insights/big-data-the-next-frontier-for-innovation
http://www.mckinsey.com/business-functions/business-technology/our-insights/big-data-the-next-frontier-for-innovation
http://www.mckinsey.com/insights/business_technology/the_internet_of_things_the_value_of_digitizing_the_physical_world
http://www.mckinsey.com/insights/business_technology/the_internet_of_things_the_value_of_digitizing_the_physical_world
http://ejlt.org/article/view/450
https://doi.org/10.1787/5k486qtxldmq-en
https://hbr.org/2014/11/how-smart-connected-products-are-transforming-competition
https://hbr.org/2014/11/how-smart-connected-products-are-transforming-competition
https://ssrn.com/abstract=2667740
https://ssrn.com/abstract=1016189
https://ssrn.com/abstract=1016189
http://www.ipwatchdog.com/2016/01/06/fitbit-alleges-patent-infringement-fitness-tracking-devices/id=64310/
http://www.ipwatchdog.com/2016/01/06/fitbit-alleges-patent-infringement-fitness-tracking-devices/id=64310/
http://ssrn.com/abstract=2746467
https://ssrn.com/abstract=2707570

Part 111
Personal Data, Civil Law and Consumer
Protection



Proprietary Rights in Digital Data? )
Normative Perspectives and Principles gk
of Civil Law

Lennart Chrobak

Contents

I INTOAUCTON. ¢ttt ettt ettt et et e st et et et et e st e s e sesaesaeseesessessasansansessensssessensansanees 254

2 Information: Theoretical Foundations........... .. 254
2.1 Classification of Information and Data.............cceeueveirieenieenieieninieirieeseeeeereesseees 254
2.2 Data as Economic Input Factor........ 256

3.1 INEET VIVOS.iutitiiiiieirienienieteeeesterteste st eees e ssesaesteeesessessessenseneens

3.2 Post Mortem: Inheritance Law
4 Interim Conclusions and Outlook
References......coveeveveeneeriecerenennennenes

Abstract Owing to its significant value for digital and analog business models,
information in the form of (personal) data is considered as the new oil of the twenty-
first century. However, digital data not only constitute an important economic input
factor, but also affect legal sciences and jurisprudence. The present contribution
therefore takes the ongoing developments in the digital society as an opportunity to
examine (personal) data from the viewpoint of different fields of civil law and dis-
cusses possible legal as well as technological solutions for the future.
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1 Introduction

Owing to its significant value, information has been touted, alternatively, as the new
currency or the new oil of the digital era. It is therefore undoubted that, within the
past three decades, information, often in the form of digital data, has become one of
the most significant economic input factors for online businesses. Not only search
engines, social networks or online sellers, but also insurance companies and other
‘analog’ service providers seek to collect, store and analyze data of natural or legal
persons in order improve their services and to develop innovative and personalized
products. Disruptive information and communication technologies (ICT), such as
big-data analytics, have proved to be one of the driving forces of this process.

In order to scientifically assess information and (personal) data in a comprehensive
manner, it is necessary to clearly define and delimit the research subject in question.
For this reason, first of all, the quality and influence of information and (personal) data
will be looked at from the viewpoint of different scientific disciplines. The relevance
of information and (personal) data, namely, is not limited to the economic sphere, but
is also increasingly becoming an important legal input factor. However, from the per-
spective of jurisprudence and legal studies, the legal categorization of information and
(personal) data appears to be relatively uncertain so far. Moreover, it is a question of
principle as to whether the legal order in its current form is still able to keep pace with
the rapid technological change and challenges in relation to digital data.

The present contribution takes the ongoing developments in the digital society as an
opportunity to conduct a detailed analysis with regard to the qualification and legal
categorization of information and digital data from the perspective of different areas of
civil law. Conceptually, it differentiates between legal relationships inter vivos and post
mortem. Thus, in the first step, following the delimitation between absolute and relative
rights in civil law jurisdictions, particular reference is made to the areas of property law,
intellectual property law and the law of obligations. In a second step, the legal implica-
tions of the ‘digital estate’ are described. On the basis of these findings and looking to
the future, an attempt is made to formulate possible responses to the existing problems,
considering not only new legal approaches, such as ‘virtual property’ or ‘data portabil-
ity’, but also innovative technological solutions, such as block chain technology.

2 Information: Theoretical Foundations

2.1 Classification of Information and Data

‘Information’ is a very broad and fuzzy term that cannot be easily grasped or pre-
cisely described.! Constituting both a prerequisite for and result of interpersonal
communication, information, in the sense of an at least temporarily existent

"Weber (2003), 20; with regard to the different notions of information cf. Zech (2012), 14 et seq.;
Lessig (2001), 23, describes information as the ‘content layer’ in the communications system.
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intellectual product, might fulfill various functions in (digital) society.? In order to
overcome its abstract character and to assure its transaction capacity, information is
regularly represented by means of characters or symbols forming codes that can be
‘decrypted’ by other individuals.® Against this background, data can be described as
a particular kind of vessel for or representation of information that can be accessed
by means of ICT.*

In analogy to information, data does not constitute a singular object, but should
be rather conceived as a collective term comprising different categories of data that
have to be analyzed in more detail.’ First of all, a conceptual distinction between
digital data and analog data needs to be made. While the term digital data relates to
electronic or magnetic signals that are represented by the numeric characters 0 and
1 ultimately constituting continual series of bits and bytes.® analog data does not
solely differentiate in a black and white manner between O and 1, but is able to
gradually adjust, i.e. it could also refer to any intermediate value.” Furthermore,
depending on the storage locations of the digital data in question, a differentiation
between locally stored data, which are held on a physical storage medium such as a
USB stick, a hard drive or a compact disc, and online data, which as a rule are placed
in a virtual cloud structure,® is necessary. In this regard, incorporeal data always have
to be separated conceptually from the corporeal data carrier.” For the sake of com-
pleteness, ‘metadata’, i.e. data about user data, and ‘derived data’, i.e. new data
generated through the analysis of user data or metadata, need to be considered.'

Personal data, which are subject to the legal framework of data protection,
include all kinds of (digital) data that are characterized by the fact that they directly
or indirectly refer to an identified or at least identifiable natural or legal person.!! By
contrast, we speak of factual data if this personal reference is missing. The present
publication primarily focuses on the implications of digital data that are either
locally stored or saved in the cloud, without being solely confined to personal data.
Information and communication technologies also process data that do not fall
within the scope of data-protection legislation.

2Cf. Zech (2012), 14, who suitably defines information as the ‘contrary of uncertainty’. See also v.
Weizicker (1971), 51, who considers information as a third autonomous category to be distin-
guished from matter and consciousness.

3Zech (2012), 24 et seq.

4Cf. Eckert (2016a), 246; Hess-Odoni (2004), 1; described as the ‘code layer’ by Lessig (2001),
23, 111.

3Cf. also Hiirlimann / Zech (2016), 90; Hess-Odoni (2004), 1.
®Weber / Chrobak (2015), 6; Eckert (2016a), 246 et seq.
7Weber / Chrobak (2015), 6.

81n the context of such online data it has to be noted that though data are uploaded to a cloud struc-
ture they are ultimately stored on one or more physical data servers of the respective OSP.

“Described as the ‘physical layer’ by Lessig (2001), 23.
"Reed (2015), 148.

ICf. e.g. Article 3 (a) Federal Act on Data Protection (FADP); Eckert (2016a), 247; Hiirlimann /
Zech (2016), 90 et seq.
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2.2 Data as Economic Input Factor

The economic relevance of information and data in the online world is undisputed.
Some have even gone so far as to call information ‘the oil of the 21* century’.!?
When viewed dispassionately, information and data constitute an important eco-
nomic resource and input factor for electronic as well as analog businesses. Their
services are based in whole or in part on the utilization and commercialization of
data.'® Besides online service providers (OSPs), such as online networks (Facebook,
Twitter etc.), search engines (Google) or e-commerce platforms, analog service pro-
viders, e.g. in the insurance, health-care' or financial-services sector, as well as the
field of scientific research, might serve as examples in this respect.!3

Innovative technology and new data-processing techniques thereby prove to be
one of the driving forces for new business models.!® In this context the phenomenon
of big-data analytics arouses particular interest. Big-data analytics allows for the
automated collection, storage and analysis of large and unstructured volumes of
data originating from a variety of sources, at a high velocity. On the one hand, big-
data analytics puts OSPs in a position to optimize their business processes and to
provide individualized products and services.!” On the other hand, it allows a con-
clusion to be drawn on possible consumer preferences and economic developments
in the future.

2.3 Data as Legal Input Factor

The respective legal qualification of information and data, as well as their subse-
quent legal assignment either to the sphere of a particular legal subject or to the
public, not only raises fundamental philosophical questions. It also poses challenges
to pre-existing patterns of legal thinking and the doctrinal approaches in civil-law
jurisdictions.!® However, neither the various national legal orders nor the sources of
international law directly give an explicit answer to the question of who should be
entitled to digital data, in the sense of materialized electro-magnetic signals that are
represented by numeric characters, and in which form.*

12Wiebe (2016), 877; critical Hiirlimann / Zech (2016), 90.
3 Monopolkommission (2015), 48.

14In the context of e-health data reference can be made to the innovative undertaking Healthbank,
which seeks to provide a ‘citizen-owned health data exchange platform’; see https://www.health-
bank.coop.

SMonopolkommission (2015), 49 et seq.

1Weber / Chrobak (2016a), 3 et seq.; Monopolkommission (2015), 50 et seq.
”Monopolkommission (2015), 48; Eckert (2016a), 245.

$Weber / Chrobak (2016b), 5.

“Weber / Chrobak (2016b), 5.
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In a first step, the general relationship between information and the law should
be examined. Conceptually, the law can at the same time be located on a superior
and an inferior level in relation to information. On the one hand, information can be
the subject matter of legal norms formulating general rules of conduct.? On the
other hand, the law itself can be considered as information in the aforementioned
sense. Owing to this complex functional dependency between the autonomous cat-
egories of law and information, it appears questionable whether information can be
the subject matter of legal norms constituting information itself. However, due to
the fact that information has to be conceived as self-referential, i.e. information
might be the subject of other information, there is no reason why ‘general’ informa-
tion cannot be the subject matter of legal norms as a ‘special’ kind of
information.?!

So far, the legal analysis in connection with data has primarily focused on the
field of fundamental rights, particularly the right to informational self-determination
and the right to be forgotten,?? as well as the problems caused with regard to data-
protection legislation. In terms of legal protection, these fields of law first and fore-
most confer rights of defense against the state and to a limited extent against private
individuals.?

However, from a scientific viewpoint, the legal implications of data are not con-
strained solely to defense rights and especially the different areas of civil law allow
for ‘positive’ legal protection. The legal assignment of tangible as well as intangible
legal objects to natural or legal persons by means of exclusive or relative rights*
deserves closer attention in the general discourse about information and data.

3 Legal Treatment of (Personal) Data in Different Fields
of Civil Law

The legal assignment of data within the meaning referred to above can be conducted
from the perspective of different areas of civil law. From a structural viewpoint, it
seems appropriate to make a general distinction between the legal situation inter
vivos and post mortem. In a first step, following the differentiation between absolute
and relative rights in civil-law jurisdictions, the legal assignment of data is exam-
ined in accordance with property law, intellectual property law and the law of obli-
gations. In a second step, the legal implications of the ‘digital estate’ in accordance
with inheritance law will be examined.

“Druey (1995), 29, 32.

2 Druey (1995), 32.

2Cf. ECJ, Google v Spain, C-131/12, ECLI:EU:C:2014:317.

2 Cf. Briner (2015), 7.

24 Cf. Zech (2012), 63, who speaks of reification (‘Verdinglichung’) in this context.
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3.1 Inter Vivos
3.1.1 Property Law

The findings of behavioral economics support the conclusion that individuals tend
to ascribe an increased value to objects that they perceive as belonging to them than
to things owned by other persons.”® This phenomenon, generally known as the
‘endowment effect’, does not only apply to tangible objects, such as movable and
immovable assets, but can be transferred to intangible objects, such as ideas, intel-
lectual property or digital data.?® This effect can even be strengthened if the indi-
vidual has incurred expenses, such as time or capital, to acquire the object in
question.?” As a logical consequence, every individual will seek to attain an exclu-
sive legal position with regard to his or her data.?

In civil-law jurisdictions, the assignment of legal objects to particular legal sub-
jects in general takes place in accordance with the national rules of property law.?
Owing to the exclusionary nature and erga omnes effect of proprietary rights, par-
ties are only allowed to refer to the types and content of property rights laid down
by law (numerus clausus).*® Moreover, in accordance with the principle of transpar-
ency, rights in rem have to refer to a precise object (specificity) and must be recog-
nizable to third parties (publicity).*!

Whether a right in rem, such as ownership, which is the most extensive property
right in civil-law jurisdictions,*? such as Switzerland,** Germany** or Austria,* can
be validly established with regard to a specific legal object depends on the respec-
tive conditions of the national property law in question. In this respect, Swiss private
law, in accordance with the wording of Article 641(1) Swiss Civil Code, presup-
poses the existence of a res. In the absence of a legal definition or exemplification,*
the term has been substantiated by legal doctrine, according to which only

ZReed (2015), 139; Lastowka / Hunter (2004), 36.

2Reed (2015), 140; Lastowka / Hunter (2004), 36.

“"Druey (1995), 99; Reed (2015), 139 et seq.

28 Cf. Weber / Chrobak (2016b), 6; cf. also Hiirlimann / Zech (2016), 92.

2 Cf. Wiegand (2015), Vor Article 641 et seq. N 5. Since Article 345 TFEU prohibits the European
Union from prejudicing the rules in the Member States governing the system of property owner-
ship, no harmonization of the national property laws by means of secondary legislation has taken
place so far. Cf. Akkermans / Ramaekers (2010), 292.

39Van Erp / Akkermans (2012), 65, 67 et seq. In German legal doctrine a subsequent differentiation
between the principles of Typenzwang and Typenfixierung is made.

31'Van Erp / Akkermans (2012), 75 et seq.
2Van Erp / Akkermans (2012), 213.
BCf. Article 641 ZGB.

#Cf. § 903 BGB.

B Cf. § 354 ABGB.

3 Eckert (2016a), 247.
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‘impersonal, corporeal and autonomous objects available to human control’ can be
the object of proprietary rights.’” Following a functional approach, it also depends
on the public perception whether an object is subsumed under the notion of res.*
Due to the fact that digital data consist solely of materialized electro-magnetic sig-
nals, it however appears questionable whether they comply with the requirement of
‘corporeality’, which is the key element for the definition of a res.*

When comparing the legal situation in Switzerland with the neighboring civil-
law systems, at first sight, there seems to be an uneven picture. While the rules of
German property law in a comparable manner state that, pursuant to § 90 BGB,
‘only corporeal objects are things as defined by law’, the Austrian legal framework,
in contrast, adheres to an extensive notion of res as indicated in § 353 ABGB, stat-
ing that ‘corporeal and incorporeal objects’ can be subject to ownership rights.*
Notwithstanding this broadly formulated definition, only tangible objects are com-
pletely covered by the Austrian rules on ownership.*!

On the basis of these findings, the aforementioned criteria imposed by Swiss
property law doctrine will now be applied to the different kind of digital data.*> With
regard to locally stored data saved on private physical data carriers such as a USB
stick or a hard drive, it becomes obvious that only the storage device satisfies the
requirement of corporeality and is thus subject to the property law regime of Articles
641(1) and 713 Swiss Civil Code, respectively*; the digital data themselves are, if
at all, only indirectly covered by the exclusive rights of ownership.** However, it
appears rather questionable that the proprietary rights relating to the data carrier can
simply be extended to the locally stored data. Since the exclusionary powers of such
a ‘derived’ proprietary right are constrained to the storage medium and have no erga
omnes effect against third parties, the individual would attain possession of the data
on the medium, in the sense of temporary control, rather than effective ownership.*
Conversely, control over the data carrier does not necessarily indicate that the pos-
sessor is entitled to the locally stored data, too.

If, in contrast, the digital data have been uploaded as online data to a cloud struc-
ture, with the effect that they are stored on the data servers of the respective OSP, the
incorporeal data become neither directly nor indirectly subject to individual prop-
erty rights of the user. However, as a result of the increasing synchronization
between private end-user devices and cloud servers of OSPs, most digital data (or

3" Meier-Hayoz (1981), Vor Article 641 N 115; Hiirlimann / Zech (2016), 91; Hess-Odoni (2004), 2.
#¥Wiegand (2015), Vor Article 641 et seq. N 6.

¥Wiegand (2015), Vor Article 641 N 5; Briner (2015), 6; Hiirlimann / Zech (2016), 92.

“0Briner (2015), 8; Kletec¢ka / Koziol / Weber (2014), 103.

#IKietaibl (2011) in: Fenyves / Kerschner / Vonkilch / Klang, § 354 N 1, 4; Kletecka / Koziol /
Weber (2014), 103.

“Cf. para. 2.1.

4 Hess-Odoni (2004), 2.

#“Cf. Briner (2015), 6; Hess-Odoni (2004), 2; Reed (2010), 1.
“Weber / Chrobak (2015), 5.
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their copies) are located on various storage media at the same time and thus a clear
assignment to the legal sphere of the individual or a third party is not always easy to
make. Furthermore, if so-called big-data analytics is employed, it will become even
more complicated to separate the different legal spheres, because the metadata con-
stituting the basis for the analysis are generated by the end user, whereas the derived
data are created by the OSP or another third party.*®

Even though the above elaborations regarding the possible classification of digi-
tal data as res in the sense of Swiss property law are in compliance with the prevail-
ing opinion in legal doctrine and literature, deviating opinions can be found. Some
authors, such as Eckert,* take the view that incorporeal data should be considered
as so-called res digitalis,* because they fulfill the requirements of controllability as
well as corporeality imposed by Swiss property law.* By reference to Article 713
Swiss Civil Code, which makes natural forces that are available to human control
subject to ownership rights, he furthermore doubts whether the condition of corpo-
reality has to be interpreted strictu sensu and pleads for an extended teleological
interpretation of the notion of res including digital data.>

Although, at first glance, the interpretive approach proposed by Eckert might be
convincing due to its reference to the well-established system of property law and
its allegedly simple implementation through the legislative amendment of Article
713 Swiss Civil Code,! it has to be rejected for different reasons to be elaborated
subsequently.’ Due to the non-rivalrous character, intangible nature and ubiquity of
digital data, the attempt to establish proprietary rights with regard to them causes
problems with respect to two fundamental principles of property law mentioned
above.”

On the one hand, considering the principle of specificity, it is not clear in the case
of digital data which ‘object’ the proprietary right exactly covers.’* A major prob-
lem is caused by the fact that it is almost impossible to differentiate between the
‘original” and the ‘reproduction’ of digital data or digital content.>® For instance, in
the case of transfer of ownership, it is not impossible for the transferee to obtain a
digital data copy, while the transferor still exercises control over the original ver-
sion. Accordingly, complex legal disputes about the ‘quality’ of the digital data in

4 Cf. Wiebe (2016), 878 et seq.

“TEckert (2016a), 247 et seq.

“SEckert (2016a), 246 et seq; Eckert (2016b), 265.
# Critical Hiirlimann / Zech (2016), 91 et seq.

SOEckert (2016a), 248; dissenting opinion Nznni (2009), 133 et seq.; see also Kilin (2002), 48,
122, according to whom natural forces in the sense of Article 713 Swiss Civil Code are not consid-
ered as res, but the rules of property law are applied by analogy to them; Hess-Odoni (2004), 6; cf.
also Weber / Chrobak (2015), 23.

SIEckert (2016a), 249; Eckert (2016b), 273; dissenting opinion Hess-Odoni (2004), 6.
32Same opinion Hiirlimann / Zech (2016), 92.

3 Cf. para. 3.1.1 at the beginning.

S Cf. also Wiebe (2016), 883.

3 Merges (2008), 1247 et seq.
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question will inevitably occur in the course of the enforcement of such proprietary
rights.

On the other hand, it is doubtful whether there is compliance with the principle
of publicity, because rights in rem in digital data cannot, at least for the time being,
be made effectively recognizable to third parties through either possession or regis-
tration.®® In sum, the system of property law in its current state is not suitable to
guarantee the control of digital data by individuals.

An alternative approach, to be discussed in more detail below,”’ could be the
creation of a new category of so-called ‘virtual property rights’>® in digital data.
Aside from the fact that, at least in civil-law systems, the creation of new rights in
rem is primarily reserved for the democratic legislature, the implementation of
virtual property rights could potentially contravene the strict interpretation of the
principle of numerus clausus, especially in Germany.

3.1.2 Intellectual Property Law

In a structurally comparable manner to the concept of rights in rem, which has been
discussed before, intellectual property law might confer absolute and exclusive
rights in intangible goods to a specific legal person if the necessary protection
requirements are met.®® For the legal assignment of digital data, the main focus lies
not on industrial property rights, but primarily on copyright law and database
rights.®! Additionally, the field of knowledge protection (know-how) has to be taken
into account.

First of all, digital data can be considered as work within the meaning of Article
2(1) Swiss Copyright Act (CopA) and are subject to copyright law under the condi-
tion that they have a certain level of originality (Gestaltungshohe) and individual
character.%? Here a general distinction between computer-aided works and computer-
generated works has to be made, because only the former, but not the latter, are
protected in terms of copyright law.®* Accordingly, digital data, such as pictures,
music or videos, but also whole blogs or websites, can qualify for protection by
copyright law if a ‘creative step’ in the sense of Article 2(1) CopA is involved.*

*Druey (1995), 104 et seq.; cf. Van Erp / Akkermans (2012), 87; Wiebe (2016), 881; dissenting
opinion Eckert (2016b), 265 et seq.

S7Cf. para. 4.

3 For a general overview cf. Fairfield (2005), 1047 et seq.
%Van Erp / Akkermans (2012), 67.

0 Troller (2005), 16.

SICf. Reed (2015), 141; Hiirlimann / Zech (2016), 91.

©2Troller (2005), 129, 131; Cherpillod (2012), Article 2 CopA N 10; Hiirlimann / Zech (2016), 91;
with regard to common-law jurisdictions cf. Reed (2010), 10.

%3Weber / Chrobak (2015), 6 et seq.
% Cf. Eckert (2016b), 273; Hiirlimann / Zech (2016), 91; Wiebe (2016), 879.
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Whether the data in question are locally stored or situated on the servers of third
parties is irrelevant in this case.

Moreover, in the context of digital data, computer programs, as a particular kind
of software, have to be considered.®® According to Article 2(3) CopA, computer
programs, including inter alia online role-playing games or virtual environments,
likewise qualify as works in the copyright sense.% In this regard, a differentiation is
necessary. Article 2(3) CopA only covers digital data bearing program instructions
and forming the basis of such environments; except when otherwise stipulated, all
other kinds of digital assets, such as valuable avatars or virtual land and chattels,
that have been created by the users, are, if at all, protected as audiovisual works in
the sense of Article 2(2)(g) CopA. In summary, copyright law only selectively con-
fers intellectual property rights with regard to digital data to end users generating
the latter.’

Secondly, the legal framework for databases, in the sense of systematic collec-
tions of independent works, data or other materials,®® could be of interest for the
legal allocation of digital data. However, in contrast to the European Union, which
introduced a sui generis right for the protection of databases by means of Article
7(1) Directive 96/6/EC,* there is no specific protection of databases under Swiss
copyright law.” If the conditions of Article 4(2) CopA are fulfilled, structured data
collections can be recognized as collected works.”!

Lastly, in the present context, know-how as a particular manifestation of manu-
facturing and trade secrets,”” which in Switzerland are primarily protected under
Article 4(c) and Article 6 Unfair Competition Act (UCA),” draws interest.”* The
term ‘know-how’ here refers to both secret and public information which are not
(yet) protected by intellectual property law and can be used for commercial pur-
poses, such as the production of goods or the performance of services.”> On the one
hand, know-how might have corporeal manifestations, such as technical reports, for-
mulas and engineering plans, as well as balance sheets, customer and supplier data-
bases or other business information.’® Since the corporeal manifestations of
know-how can, on the other hand, be equally expressed by means of incorporeal

% Troller (2005), 22 et seq., 153; Weber / Chrobak (2015), 7.

 Cherpillod (2012), Article 2 CopA N 65.

“”Weber / Chrobak (2015), 8; cf. Reed (2015), 142.

S Cf. Article 1 (2) Directive 96/6/EC.

“Wiebe (2016), 879.

"Reed (2015), 142; Weber / Chrobak (2016b), 11; Hiirlimann / Zech (2016), 92.
7"Weber / Chrobak (2016b), 11.

2Cf. Wiebe (2016), 879 et seq.

3Cf. also Article 162 Swiss Criminal Code; Mathys (2008), 92 et seq.; Druey (1995), 374; cf.
Eckert (2016a), 245 Fn. 5.

"4 Cf. also Article 39(2) TRIPS; cf. Reed (2015), 143 et seq.

>Schlosser (1998), 269 et seq.; Ann (2010), in: Ann / Loschelder / Grosch, 5; Dorner (2013), 11
et seq., 24; Druey (1995), 366 et seq.

"*Dorner (2013), 44; slightly deviating Schlosser (1998), 270.
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data,”” know-how can be considered as a particular subtype of digital data for present
purposes.’® However, due to the limited scope of the current Swiss legal framework,
which only applies to secret information with commercial value, in many cases there
will be no effective legal protection of digital data as know-how in this sense.”

3.1.3 Law of Obligations

If digital data are not subject to the exclusive legal positions provided by property
law or intellectual property law, the legal allocation will take place in accordance
with the law of obligations, which serves as a kind of legal default mechanism.
Contract law only confers relative rights, i.e. the legal effects derived from contracts
are limited to the contractual parties and do not take effect erga omnes.®® Hence,
contract law is well suited to fulfill these allocation tasks, since it applies to both
corporeal and incorporeal objects, including intangible data.®!

In theory, the parties are able to freely negotiate the individual entitlement to
digital data in accordance with the general principle of freedom of contract.
However, in practice, the distribution of rights and obligations is mostly governed
by preformulated contractual terms,® which are imposed on the users by the OSP,
who regularly has a stronger negotiation position.®* Accordingly, the extent to which
the user becomes entitled to his or her data depends on the approach followed by the
respective OSP.%

While some OSPs either, at least purportedly, grant comprehensive rights to the
platform users or disregard the issue of ‘information ownership’,*> other OSPs
reserve the right to make more or less extensive use of all or particular digital data
that are generated by the users.*® Such ‘licenses’ can thereby refer to digital user
data that may or may not be subject to intellectual property rights.®” A more moderate

77Cf. Dorner (2013), 45, who considers electronic data processing as one of the incorporeal mani-
festations (unkorperliche Erscheinungsformen) of know-how.

8Cf. Wiebe (2016), 880.

7 Mathys (2008), 95; cf. Dorner (2013), 146 et seq., 163 et seq. and Wiebe (2016), 880, with regard
to the legal situation in Germany and the EU.

8Cf. Dorner (2013), 117.

81 Cf. Hess-Odoni (2004), 3.

821In practice often denoted as ‘“Terms and Conditions’ or ‘End User License Agreements’.
83 Reed (2015), 151; Szulewski (2015), 3 et seq.

8 Reed (2015), 151; cf. also Szulewski (2015), 7 et seq.

8 Reed (2015), 143 with further examples; Brucker-Kley / Keller / Kurtz / Pérli / Schweizer /
Studer (2013), 14 et seq.; Weber / Chrobak (2015), 10.

% Fairfield (2005), 1082; Lastowka / Hunter (2004), 50; Weber / Chrobak (2015), 10.

8 Reed (2015), 143, 151 et seq. If intellectual property or know-how is the subject matter of the
contract with the OSP, the distinction can be made between echte Lizenzvertrdge and unechte
Lizenzvertrdge; cf. Dorner (2013), 83 et seq. with further evidence; cf. Schlosser (1998), 270
et seq.
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example to be mentioned in this respect is Dropbox,®® which only uses a restricted
license that allows the use of the data necessary for the provision of its services. In
contrast, Google® requires a broader license allowing it to utilize digital content of
its users not only for the operation and improvement of its existing services, but also
to develop new ones.” Even more comprehensively formulated is the so-called IP
license employed by Facebook,’! because it permits almost any kind of use of user
data.”

In the light of the analysis of the different practical examples made above, the
current legal situation cannot be considered as satisfactory.”® The entitlement of the
user to his or her digital data differs considerably and primarily depends on the
content of the contractual terms of the respective OSP, which often turn out to be
imbalanced and vaguely formulated.

3.2 Post Mortem: Inheritance Law

The legal allocation of digital data is not a mere inter vivos issue. Increasingly,
attention is drawn to the legal treatment of the ‘digital estate’®* of natural persons in
terms of inheritance law.”> What will happen to my valuable World of Warcraft ava-
tar or my properties in Second Life if I pass away? Who will be allowed to read my
Facebook messages? And will my Instagram pictures, YouTube videos or Bitcoins
be immediately transferred to my heirs, or do I need to take my own precautions?”®
These are a few of the question that will be examined below in further detail.

In accordance with the general rule in Article 560(1) Swiss Civil Code, on the
death of the deceased, the estate in its entirety vests by operation of law in the heirs
(universal succession).”” By way of example, Article 560(2) Swiss Civil Code fur-
thermore states that not only claims, rights of ownership, limited rights in rem and
rights of possession, but also personal debts of the deceased are automatically
transferred to the heirs. Whether digital data qualify as an ‘estate’ in the sense of

88 Cf. Dropbox ‘Terms of Service’, available at: https://www.dropbox.com/privacy#terms.

% Cf. Google ‘Terms of Service’, available at: https://www.google.com/policies/terms/.

PReed (2015), 151 et seq.

9ICf. Facebook ‘Terms of service’, available at: https://www.facebook.com/terms.

Reed (2015), 152.

With the same result Reed (2015), 152.

%For a possible definition of the term cf. Deutscher Anwaltverein (2013), 93.

% For an overview cf. Weber / Chrobak (2015), 1 et seq. and Kiinzle (2015), 39 et seq.; with regard
to the legal situation in Germany cf. Herzog (2013), 3745 et seq.

%For more detailed consideration regarding digital estate planning cf. Kiinzle (2015), 48 et seq.,
Szulewski (2015), 14 et seq. and Weber / Chrobak (2015), 17 et seq.

9”While in German inheritance law the principle of universal succession likewise applies pursuant
to § 1922 BGB, Austrian heirs assume the legal position of the deceased by means of devolution
(Einantwortung) in accordance with § 797 ABGB.
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Article 560(1) Swiss Civil Code is not yet comprehensively established.”® In this
respect, particular attention has to be paid to the fact that not the estate objects, but
the legal rights of the deceased in relation to them are bequeathed.”” On the basis of
these findings, the close connection between the legal situation inter vivos and post
mortem becomes apparent: as long as the legal entitlement of the deceased is not
sufficiently clear, precise statements about the acquisition of the digital estate by the
heirs are very difficult to make.'®

In analogy to the observations made above,!?! three different kinds of digital data
constituting the digital estate have to be distinguished. Since in the case of locally
stored data the data carrier is directly subject to the proprietary rights referred to in
Article 560(2) Swiss Civil Code, the heirs acquire indirect ‘ownership’ in the digital
data derived from and limited to the storage medium. Accordingly, competing enti-
tlements to digital data are not ruled out from the outset.'” However, assuming that
digital data should be separately inheritable from the data carrier would not prove to
be feasible in practice. As an example, one could think of a wearable device, such
as a smart watch, being bequeathed to a close relative of the deceased, whereas the
digital (health) data stored on the smart watch would be bequeathed to a scientific
institution for research purposes.

In the case of online data, the legal situation differs depending on whether intel-
lectual property law applies. Under the prerequisite that the digital assets in question,
such as virtual avatars or creative digital photographs and videos, show a certain
level of originality and individuality in accordance with Article 2(1) CopA, the copy-
right of the deceased in the digital data may be bequeathed to his or her heirs pursu-
ant to Article 16(1) CopA unless otherwise agreed.'® If the online data in question
are neither indirectly nor directly subjected to the regimes of property law or intel-
lectual property law, respectively, the law of obligations determines the inheritability
of data. According to Article 560(2) Swiss Civil Code, the deceased’s claims pass to
the heirs unless otherwise agreed. Thus, the inheritance of online data, e.g. relating
to an online account, indirectly results from the fact that the heirs as legal successors
are able to continue the deceased’s contractual relationship with the OPS.!%¢

Notwithstanding the restrictive approach followed by many terms of service,
excluding a succession to the contract between the OSP and the deceased,'® positive

%1n the affirmative Kiinzle (2015), 39 et seq.; with regard to Germany cf. Scherrer (2014), § 1 N
30 and Deutscher Anwaltverein (2013), 5.

“Herzog (2013), 3747, cf. also Breitschmid / Eitel / Fankhauser / Geiser / Rumo-Jungo (2012),
185.

100Cf, Weber / Chrobak (2015), 13.
0ICf. para. 3.1.1.

12 Cf. Weber / Chrobak (2015), 13. For instance, it is possible for identical copies of the data in
question to have been generated on foreign cloud servers in the course of synchronization.

13 Weber / Chrobak (2015), 14 et seq.
1%%Weber / Chrobak (2015), 15; cf. Szulewski (2015), 5.

105Cf. Szulewski (2015), 12 et seq. with regard to Yahoo; cf. also Bruckner-Kley / Keller / Kurtz /
Pirli / Schweizer / Studer (2013), 14 et seq.; cf. also Kutscher (2015), 101.
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self-regulatory initiatives of major OSPs regarding the digital estate can be identi-
fied.!® Aiming to provide for a comprehensive tool for the post mortem manage-
ment of digital data, Google implemented a so-called inactive account manager,
which allows the possibility to decide, in a first step, who should receive access to
the Google account(s) of the user and, in a second step, which information and data
should be made available.!”” In a comparable manner, Facebook allows for the
determination of a so-called ‘legacy contact’, i.e. a trusted person, such as a family
member or a close friend, who is asked to take care of the Facebook account if
something happens to the account owner in the future.'”® However, the rights of the
legacy contact are limited and he or she cannot, inter alia, access the account, read
messages or change posts.'%”

In the meantime, at least as regards Germany, a certain degree of legal certainty
has been created by jurisprudence. The District Court of Berlin issued the first judg-
ment regarding a digital estate and found that all rights under an online contract,
such as in the present case with Facebook, are completely inheritable in accordance
with § 1922 BGB and that granting access to these data to the heirs is also in com-
pliance with data-protection legislation.!'® However, looking at the pan-European
context, legislative actions comparable to the Fiduciary Access to Digital Assets Act
issued in the United States of America should also be considered.!!!

4 Interim Conclusions and Outlook

The legal assignment of data to a particular legal subject is a recurring principal
theme, and is of vital importance for different fields of civil law that have been
elaborated above. Answering this primary question forms the basis for dealing with
subsequent data-related issues, such as the trade or transfer of data infer vivos and
post mortem.

The analyzed fields of civil law treat digital data differently. Owing to the strict
interpretation of the fundamental principles of property law by legal doctrine, such
as the principle of numerus clausus, specificity or publicity, and the requirements
for protection in terms of intellectual property law, digital data are in most cases
subject to the law of obligations. However, the existing imbalance of negotiating
power allows OSPs to unilaterally adapt the general terms and conditions to their
advantage. The abovementioned practical examples illustrate the inequitable
allocation of rights and duties between the contracting parties. Moreover, the legal

106 Cf. Weber / Chrobak (2016b), 8.
107 Cf. https://support.google.com/accounts/answer/3036546?hl=en; Szulewski (2015), 10 et seq.

108 Alternatively, the user can stipulate that the account be permanently deleted; cf. also Szulewski
(2015), 7 et seq.

19 Cf. https://www.facebook.com/help/15680139900809438.
LG Berlin, judgment of 17 December 2015 — 20 O 172/15.
I Cf. Szulewski (2015), 15 et seq.
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implications of digital data are not limited to the infer vivos sphere. Equally, the
question can be raised how the law should treat the digital assets of a particular
person post mortem. The points considered here regarding the digital estate thereby
illustrate the existing legal uncertainty, which is compensated to a certain extent by
means of voluntary self-regulation of the OSPs.

In the light of the considerations set out above, the legal qualification and assign-
ment of data is not always sufficiently clear. To a certain extent, digital data elude
the traditional thought patterns and classification of legal science. As a consequence,
loopholes in the protection of the right of individuals are likely. Nevertheless, due to
the various cross-references between these structurally separate fields of law, in a
long-term perspective a more holistic approach towards the legal treatment and allo-
cation of data will be needed. The aim should be the interdisciplinary development
of a new kind of legal framework or network structure comprising relevant legal
disciplines, such as civil law, data protection law, intellectual property law or com-
petition law.!'?

Strategic thoughts for the attainment of this goal should not be constrained to the
legal perspective, but also need to be seen i