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INTRODUCTION: A STRATEGIC CHALLENGE

Abstract In the opening chapter the editor introduces the volume and
explains what differentiates the book from other work on the subject.
Specifically, she explains how the ensuing pages are less concerned with #he
problem of organized crime as they are with understanding the implica-
tions of the phenomenon. Most people would agree that criminal activities
are bad but the following chapters will answer the questions of how?’, ‘for
whom?’ and, controversially, ‘are they always bad?’.

Keywords Organized crime ® Development ® Responses

As I watch popular TV show Narcos I cannot help but feel some disbelief
as I am reminded of Pablo Escobar’s shenanigans, how the infamous
Medellin Cartel came to be and, above all, the grip that this man—the
then richest in the world according to Forbes—and his associates held over
Colombian civilians, police, military, media and political elite in the 1970s
and 1980s. Setting aside TV dramatisation, Escobar’s multi-million dollar
business, brutal violence and political ambitions are well documented and
the fear that the country would become a fully-fledged narco-state was
very real.

Fast forward to the 2010s, Escobar’s Cartel has long been dismantled
and Medellin is cited around the world as a positive albeit imperfect exam-
ple of urban transformation. But yet drug trafficking organisations are
hardly a feature of the past. This is not only true for places such as Mexico
where 23,000 homicides where registered in 2016—a large proportion

XV



Xvi  INTRODUCTION: A STRATEGIC CHALLENGE

of which was deemed to be organized crime-related.! The peacetul
Netherlands were the set of one of the most innovative developments in
the business in recent years. In 2013 it emerged that computer hackers
had been hired by drug traffickers to breach the information technology
(IT) system of Antwerp port control system to ensure that tons of narcot-
ics would go undetected among regular cargos. The novelty of this case
was represented by the fact that unlike regular cyber-crime—to which we
are becoming increasingly accustomed—in this instance cyber capabilities
had been used to facilitate real-life physical criminal activities.

Indeed, over time criminals have been known for using all available
tools to carry out their activities making the most of technological advances
as well as pre-existing circumstances and new opportunities. These could
be anything from a weak judiciary, a favourable topography, or the unprec-
edented spike in the number of refugees prepared to do almost anything
to escape the horrors of conflict and find safety in Europe. Here lies the
challenge of designing effective counter-strategies that are equally broad-
ranging and imaginative.

Much has been written about organized crime, a problem whose exact
definition is still somehow elusive and up for debate to the point that it can
vary quite significantly from country to country—as Interpol itself
acknowledges. For one, I find useful the definition adopted by the British
Home Office which regards organized crime as criminal activities involv-
ing two of more individuals over a period of time (rather than on a one-oft
basis), often across national borders, usually (but not always) for financial
gain.? Increasingly, technological tools are used in the planning and execu-
tion of such activities which are characterised by a certain degree of diver-
sification, as exemplified by so-called poly-crime groups. One could also
add that, in contrast to the actions of small-time criminals, the often high-
level penetration of which organized crime is capable within societies—
intended as political, business and social circles—is a key differential and
one that will be explored in detail in the coming chapters.

Nevertheless, and unlike much of the existing literature on the subject,
this book is not as much about #he problem of organized crime as it is focused
on understanding the implications of the phenomenon. Most people would
agree that criminal activities are bad but the following chapters will answer
the questions of ‘how?’, ‘for whom?’ and, controversially, ‘are they always
bad?’. The true and multi-faceted impact of transnational organized crime
calls for higher policy prioritisation and mainstreaming of what Karl
Lallerstedt later labels a ‘mega-problem’ (Chap. 4). The ensuing pages will
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stress that despite a plethora of competing national and international
priorities and crises that impact security, the economic system and diplo-
matic relations, transnational organized crime has repercussions that are so
deep and wide that virtually no sector—and certainly no region in the
world—can consider itself untouched. Indeed, many of the international
challenges facing the world today—being them the conflict in Syria and the
rise of the Islamic State of Iraq and al-Sham (ISIS) or the Ukrainian crisis—
have substantial criminal components. It follows that gone are the days
when governments could afford to regard organized crime exclusively as
the realm of law enforcement and, as such, as less of a strategic threat.

Starting with the military, which is increasingly involved in law enforce-
ment roles, development agencies, technology companies, financial insti-
tutions, the health sector, and many other ‘non-traditional crime-fighters’
have a role to play in devising responses to what is a truly strategic chal-
lenge of our time. One that erodes governance systems, builds parallel
economies rivalling licit markets, undermines public health, destroys the
environment, and fuels violence acting as an accelerant of conflict and
sponsor of violent extremism. Furthermore, as criminals intersect with
other malign actors such as insurgents, terrorists, and some authoritarian
states, they become part of that range of hybrid challenges that, as Vanda
Felbab-Brown will later elucidate (Chap. 1), more and more frequently
governments are compelled to address in the twenty-first century. In a
similar vein, as early as in 2004 the UN High Level Panel on Threats and
Challenges identified organized crime as one of six clusters of threats the
world had to prioritize for decades to come, alongside civil wars, terror-
ism, and nuclear proliferation.?

Praying Catcu-Up

The constant struggle of matching opponent’s capabilities is a real one
and varies considerably from state to state. Albeit not in itself an existen-
tial threat, the Antwerp incident described earlier is indicative of the
appeal enjoyed by cyber tools as they can provide strategic advantages to
those non-state actors employing them. But perhaps more significantly,
it appears that their existence and use have prompted a power shift in the
relationship between criminals and law enforcement agencies. Whereas
organized criminal groups worldwide had repeatedly shown the ability
to use the internet and other technologies, dozens of countries lack spe-
cialised centres to counter cyber crime; not to mention the speed with
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which criminals appear to find loopholes in law-enforcement systems
and regulations, adapting their operations accordingly. For these rea-
sons, Camino Kavanagh devotes an extended discussion (Chap. 3) to
tracing the origins of cyber crime and, more importantly, how IT and
cyber tools have been used as enablers of global illicit trade—a trend that
had become increasingly visible starting in the early 2000s.

If Western nations struggle to keep-up with highly adaptable criminal
networks, emerging and developing countries risk being overwhelmed by
criminal infiltration and collusion as exemplified by the often-cited case of
Guinea-Bissau.* Here, the president and the army chief of staff were killed
in 2009 in what was believed to be a settling of scores related to the con-
trol of the narcotics trade. If this was not enough, the navy chief of staff
was designated by Washington as an international drug kingpin and even-
tually arrested in 2013. He has since pleaded guilty (secretly).® Although
the Bissau-Guinean case might have been the one in the limelight, a closer
examination suggests that, albeit to a lesser extent, elsewhere in the conti-
nent the problems of criminal infiltration are very tangible, including in
countries that are commonly perceived as success stories. In Ghana, for
instance, drug proceeds have been used to support the election of mem-
bers of parliament, weakening their accountability and obviously under-
mining democratic institutions.® As Tuesday Reitano will explain, this is
only one of the ways in which the presence of organized criminal networks
undermines development (Chap. 2). Indeed, the role crime plays hinder-
ing socio-economic progress and fuelling instability in regions experienc-
ing or recovering from conflict has been recognised in the post-2015
Sustainable Development Agenda agreed in September 2015. Cognisant
of the missed opportunity resulting from not including the issue of orga-
nized crime in the discussions around the Millennium Development Goals
set in 2000, the new agenda stresses that organized crime in its many
forms is a clear challenge to development. As a result, it is more important
than ever that a combination of security and development initiatives are
developed in conjunction, and as part of, a comprehensive approach that
encompasses local interventions but also the involvement of foreign
donors and partners. Moreover, in light of the greater appreciation of the
impact of transnational organized crime on communities, bottom-up
approaches should complement more traditional strategies implemented
through and by the state.
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Wanart To Do

Recommendations on how to develop such approaches will be presented
by both Reitano and Felbab-Brown (Chaps. 5 and 6). These will include
looking at organized crime in a different light and designing responses that
take into account the state-building function performed by criminal non-
state actors in places where weak states are unable to provide for their citi-
zenry, hence creating governance and economic vacuums eagerly filled by
criminals. The latter, as a result, come to enjoy a degree of legitimacy in
the eye of the population that often surpasses the one of formal institu-
tions. Ignoring these dynamics would be missing the strategic extent of
criminal implications.

International Institute for Strategic Studies Virginia Comolli
London, UK
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CHAPTER 1

The Threat of Illicit Economies
and the Complex Relations with State
and Society

Vanda Felbab-Brown

Abstract The chapter introduces the multifaceted threat posed by illicit
economies and repercussions in the political, economic, environmental
and security spheres. It also discusses the relationship between the state
and criminal entities, highlighting the ways in which this relationship can
be far from antagonistic in nature. A number of case studies show the way
in which criminal organisations and governing elites often develop a mutu-
ally beneficial accommodation.

The chapter explores the relationship between society and crime, sug-
gesting that large populations around the world in areas with inadequate
or problematic state presence, great poverty, and social and political mar-
ginalisation are dependent on illicit economies for economic survival and
the satistaction of other socio-economic needs. In this context criminal
and belligerent actors become providers of public goods.

Keywords Crime ® Drug ® Hybrid e State e Society

V. Felbab-Brown (<)
The Brookings Institution, Washington, DC, USA
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2 V.FELBAB-BROWN

Large-scale illicit economies and intense organized crime have received
intense attention from governments and international organisations since
the end of the Cold War. The end of Cold War brought a permissive stra-
tegic environment that allowed many states to focus on a broader menu of
interests in their foreign policy agendas, such as the fight against drug
trafficking and production. The reduction of Cold War aid to countries in
the midst of the competition between the United States and the Soviet
Union exposed the great fragility and institutional underdevelopment of
many of these states, a deficiency perhaps exacerbated by globalisation. At
the same time, criminal and belligerent actors of significant power but
previously hidden in the shadows of Cold War politics were spotlighted by
the international community—especially when their activities were associ-
ated with the emergence of new situations of intensely violent organized
crime or trafficking-related corruption.

The focus on organized crime, illicit economies, and the multiple
threats they pose to states and societies further intensified after 9-11 when
it became obvious that belligerent groups, such as the Taliban in
Afghanistan and Pakistan and the so-called Islamic State of Iraq and al-
Sham (ISIS) in Iraq and Syria, derive multiple benefits, including extensive
financial profits, from participating in illicit economies, such as the drug
trade. In addition to expanding the resources of terrorist and belligerent
groups, the persistence and growth of illegal economies also have come to
complicate post-conflict stabilisation and reconstruction efforts in coun-
tries that have emerged from civil wars—be they Cambodia or Haiti.!

Increasingly, the United Nations Security Council has highlighted
organized crime as an issue requiring the coordinated focus of various UN
bodies and of the Secretary General.? The escalation of violence in Central
America where weak states have been overwhelmed by the intensity of
organized crime, the emergence of drug smuggling in West Africa, which
contributes to its cauldron of other illegal economies and poor gover-
nance, and the deep penetration of illegal economies into the political and
economic life of Afghanistan and Pakistan; massive poaching of animals in
Africa and East Asia; ISIS illegally trading in antiquities and oil; and cyber-
crime around the world have captured policy attention. After leather-clad
biker gang Night Wolves helped Russian special operations forces annex
Crimea in 2014 and other criminal gang ‘volunteers’ directed by Russian
intelligence agents played a crucial role in Eastern Ukraine, the North
Atlantic Treaty Organisation (NATO) too has come to focus strongly
on so-called hybrid threats.* There is no one accepted definition



THE THREAT OF ILLICIT ECONOMIES AND THE COMPLEX RELATIONS... 3

of hybrid threats, but they all feature the “merger of different modes and
means of war,”* such as an overlap of non-state militant actors working for
or with state military forces or mixtures of insurgency and criminality. The
use of organized crime actors by states during conflict or for political con-
trol is, of course, nothing new: United States forces invading Sicily in the
Second World War relied on the mafia for combat intelligence provision as
well as post-invasion stability; Chiang-Kai Shek depended on Du Yuesheng’s
Green Gang for fighting the Japanese and even made Du, the world’s most
accomplished drug trafficker, his minister of counternarcotics.®

Yet despite the fact that the intersections of crime, conflict, and political
rule are not new and that states often have intimate knowledge of using
organized crime for their purposes and exploiting illicit economies, many
policy interventions to combat organized crime and illicit economies—
whether linked to violent conflict or its absence—often have not been
highly effective. Paradoxically, at times the policies have turned out to be
counterproductive with respect to other objectives, such as mitigating
violent conflict, fostering good governance, and promoting human rights,
and at times even counterproductive with respect to the objective of weak-
ening criminal groups and their linkages to terrorist organisations.

This is because although illicit economies pose multiple threats to states,
even as they are used by them, their effects on societies are often highly
complex. Indeed, large populations around the world in areas with inade-
quate or problematic state presence, great poverty, and social and political
marginalisation continue to be dependent on illicit economies, including
the drug trade, for economic survival and the satisfaction of other socio-
economic needs. For many, participation in informal economies, if not out-
right illegal ones, is the only way to satisfy their human security and to
provide any chance of their social advancement, even as they continue to
exist in a trap of insecurity, criminality, and marginalisation.

A MULTIFACETED CHALLENGE

Large-scale illicit economies generate multiple threats to states. They can
threaten the state politically by providing an avenue for criminal organisa-
tions and corrupt politicians to enter the political space, undermining the
democratic process. These actors, who enjoy the financial resources and
political capital generated by sponsoring the illicit economy, frequently
experience great success in the political process. They are able to secure
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official positions of power as well as wield influence from behind the
scenes. Consequently, the legitimacy of the political process is subverted.
The problem perpetuates itself as successful politicians bankrolled with
illicit money make it more difficult for other actors to resist participating
in the illicit economy, leading to endemic corruption at both the local and
national levels.

Large illicit economies with powerful traffickers also have a pernicious
effect on the judicial system of the country. First, as the extent of the illicit
economy rises, the investigative capacity of the law enforcement and judi-
cial systems diminishes. Impunity for criminal activity also increases,
undermining the credibility of the judicial system, its crime-deterring role,
and the authority of the government generally. Second, powerful traffick-
ers frequently turn to violent means to deter and avoid prosecution, killing
off or bribing prosecutors, judges, and witnesses.® Of course, cfforts to
suppress the production of illicit drugs sometimes also lead to an increase
in government human rights abuses.”

While the detrimental effects of intense crime and large-scale illicit
economies on the political processes are apparent, it is a significant and
often inappropriate leap of analysis to assume that the emergence of orga-
nized crime and extensive illicit economies will always necessarily chal-
lenge political stability and threaten the existing governments and power
of ruling elites. To the extent that external drug traffickers make alliances
with former or existing rebels not linked to the official system or young
challengers who seek social mobility in an exclusive system, the traffickers
will develop a conflictual relationship with the state, and political instabil-
ity may well follow. To the extent that the governing elite captures the
new drug rents, a symbiosis between external (and internal) drug traffick-
ers and the ruling elites may develop. Drug traffickers will enjoy a spon-
sored safe-haven; and while democratic processes and institutional
development of the county will be threatened, (ironically!) political stabil-
ity and the existing political dispensation may well be strengthened.

Illicit economies also have large economic effects—not all of them nega-
tive. Drug cultivation and processing, for example, on the one hand gen-
erate employment for the poor rural population, numbering frequently in
the hundreds of thousands. Moreover, not only does the drug economy
allow the impoverished poor to make ends meet, it also facilitates upward
mobility for many participants.

But a burgeoning drug economy also contributes to inflation and
hence can harm legitimate, export-oriented, import-substituting industries.
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In Gambia, for example, the influx of external dollars from the illicit drug
trade set off significant inflation. It encourages real estate speculation and
a rapid rise in real estate prices, and undermines currency stability. It also
displaces legitimate production. Since the drug economy is economically
superior to legitimate production not only in price profitability, but also
requiring less developed infrastructure and not imposing large sunk and
transaction costs, the local population is frequently uninterested in, or
unable to, participate in other forms of economic activity. The existence of
a large illicit economy thus complicates efforts at local development and
crowds out legitimate economic activity. The illicit economy can thus lead
to the so-called Dutch disease where a boom in an isolated sector of the
economy causes or is accompanied by stagnation in other core sectors
since it gives rise to appreciation of land and labour costs. Finally, it appears
that the small share of the final profits that is captured by the country
producing the illicit commodity is used mainly for unproductive consump-
tion by the traffickers, rather than productive economic investment.’

Certain illicit economies also create environmental threats. Poaching
and smuggling of wildlife throughout Africa as well as South East Asia, for
example, depletes biodiversity and contributes to the demise of endan-
gered species. Illegal logging in East and West Africa leads to further soil
erosion and desertification, making land inhospitable for agriculture. In
the Congo and Amazon, illegal logging and mining decimates some of the
world’s last rain forests, contributes to carbon release and global warming,
and species loss. Coca cultivation in Latin America too results in deforesta-
tion, and the processing of coca leaves into cocaine leaks highly toxic
materials, such as kerosene, into the waterways of some of the richest
ecosystems in the world. Illicit smuggling of toxic waste into Africa gener-
ates critical health problems and ecological catastrophes, such as happened
in the Cote d’Ivoire port of Abidjan in August 2006.°

Finally, the presence of a large-scale illicit economy in the context of
violent conflict greatly exacerbates security threats to the state.!® And
under some circumstances, organized crime can become so violent and so
overwhelm a state’s weak law enforcement capacity that its actions can
amount to a national security, not merely a public safety, threat to the
state. Belligerent groups that embrace illicit economies, such as the Taliban
in Afghanistan, the Sendero Luminoso in Peru, the Fuerzas Armadas
Revolucionarias de Colombia (FARC) and the paramilitaries in Colombia,
derive a multitude of benefits from such illicit economies. With the large
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profits they derive, belligerents improve the physical resources they have
to fight the state: they can hire more combatants, pay them better salaries,
and equip them with better weapons. In fact, the increase in the belliger-
ents’ physical resources is frequently immense; in the case of the FARC
and the officially-demobilised paramilitaries in Colombia, for example, the
financial profits from drugs are on average estimated at about USD100
million a year, or between 50% and 70% of the groups’ incomes.!!

Better procurement and logistics also enhance what can be called ‘the
freedom of action’ of belligerents, that is, the scope of tactical options
available to them and their ability to optimize both tactics and their grand
strategy. Prior to penetrating illicit economies, belligerents frequently have
to deplete much time and energy on activities that do little to advance
their cause, such as robbing banks and armouries to obtain money and
weapons, or extorting the local population for food supplies. Once their
participation in an illicit economy, such as the drug trade, solves the bel-
ligerents’ logistics and procurement needs, they become free to concen-
trate on high-value, high-impact targets.

Critically, participation in illicit economies greatly increases the bellig-
erents’ political capital, that is the extent to which the population wel-
comes and tolerates the presence of the belligerents. Large-scale illicit
economies frequently provide basic livelihood for the population in a con-
flict zone, and by sponsoring the illicit economy, belligerents are able to
distribute real-time economic benefits to the population. Moreover, as
indicated above, beyond the basic provision of livelihoods, belligerents
also provide protection and regulation services to the illicit economy and
its producers against, for instance, brutal and unreliable traffickers. With
large financial profits from the illicit economy, belligerents also often pro-
vide a variety of otherwise-absent social services, as did Peru’s Shining
Path during the 1980s, such as clinics, roads, and schools.!?

Four factors have a decisive influence on the extent to which belligerent
groups derive political capital from their sponsorship of illicit economies:
the state of the overall economy in the country/region; the character of
the illicit economy; the presence or absence of independent traffickers;
and the government’s response to the illicit economy.

The state of the overall economy determines the extent to which the local
population is dependent on the illicit economy for basic livelihood and any
chance of social advancement. The poorer the country and the smaller the
size and accessibility of the licit economy, on the one hand, the greater is
the dependence of the population on the illicit one, and the greater is the
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political capital that accrues to belligerents for sponsoring the illicit economy.
On the other hand, in a rich developed country with a plenitude of legal
economic opportunities, the larger population may well object to the illicit
economy and the belligerents’ participation in it can discredit them.
Hence, in Afghanistan today, the Taliban derives substantial political capi-
tal from its protection of the poppy fields. This political capital is all the
more vital for the Taliban since its brutality has antagonized the popula-
tion. By contrast, the Catholics in Northern Ireland, where legal economic
opportunities were far greater than in Afghanistan, objected to the partici-
pation of the Provisional Irish Republican Army (PIRA) in drug distribu-
tion. The resulting loss of legitimacy ultimately led PIRA to abandon its
participation in the drug trade.!?

The character of the illicit economy determines the extent to which it
provides employment for the population. Labour-intensive illicit activities,
such as the cultivation of banned crops, easily employ hundreds of thou-
sands to millions of people in a particular locale. The smuggling of drugs
or other contraband, by contrast, are labour-non-intensive illicit activities
that frequently employ only hundreds of people. Belligerents’ sponsorship
of labour-intensive illicit economies thus brings them much greater and
more widespread political capital than their sponsorship of labour-non-
intensive ones. The Taliban’s regulation of the labour-non-intensive illicit
smuggling of licit goods bought it the favour of Afghanistan’s trafficking
groups in the early 1990s, but it was only in late 1995 when the Taliban
came to tolerate and regulate the labour-intensive opium economy that it
obtained political capital from the larger population.

The presence or absence of independent traffickers determines the extent
to which belligerents can provide protection and regulation for the popu-
lation against the traffickers. To the extent that independent traffickers are
present and abuse the population, the belligerents can insert themselves
into the relationship and act as protection and regulation agents, thus
increasing the well-being of the population and their own political capital.
If traffickers are not present, perhaps because the belligerents eliminated
them, belligerents cannot provide the same scope of protection and regu-
lation services to the producers, and hence their political capital decreases.
During the 1980s and early 1990s, for example, the FARC bargained on
behalf of farmers for better prices from the traffickers, and limited the
abuses by the traffickers against the population. Its actions were met with
widespread approval from the cocaleros.'* During the late 1990s, how-
ever, the FARC displaced independent traffickers from the territories it
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controlled, demanded a monopoly on the sale of coca leaf, and set a ceiling
on the price paid to the cocaleros. Consequently, the FARC’s political capi-
tal plummeted substantially, further contributing to the deterioration of
its legitimacy, which already was in decline as a result of its brutality and its
failure to protect the population from the paramilitaries’ massacres. In
fact, some cocaleros, such as those in the Narifio region, have complained
that they would prefer that the FARC were absent, since it interferes with
their drug cultivation and profits by demanding a monopoly on sales of
coca leaf and paste.'®

Finally, the government response to the illicit economy critically influences
the extent of the political capital belligerents can derive from it. The gov-
ernment’s response can range from suppression—eradication and interdic-
tion—to laissez faire, to some form of official sanctioning of the illegal
economy, including its full-blown legalisation. Although suppression poli-
cies often dominate government responses, increasingly various less puni-
tive policies are being explored as well. Legalisation or licensing has been
adopted in the case of gems, such as in the case of diamonds in Africa
under the so-called Kimberly certification process. Similarly, although eas-
ily evaded and falsified, certification systems are to distinguish illegally-
sourced, processed, and transhipped timber from legally-certified wood.!®
The Organisation of American States (OAS) has called for the consider-
ation of legalising marijuana,!” in August 2013 Uruguay became the first
country ever to fully legalise the cultivation and sale of marijuana, and
Guatemala’s President Otto Pérez Molina even suggested that drug traf-
ficking in cocaine and heroin might be legalised as well.

The more the government attempts to suppress the illicit economy, the
more it boosts demand for the belligerents’ protection and regulation ser-
vices, and the more dependent both the criminal business elites and the
wider population are on the belligerents for the preservation of the illicit
economy. Government suppression policies, such as the effort to eradicate
illicit crops, thus frequently have the inadvertent effect of strengthening
the belligerents politically by undermining the willingness of the popula-
tion to provide intelligence on them to the government. Accurate and
actionable human intelligence is of course essential for successful counter-
terrorism and counterinsurgency operations.

Although they frequently alienate the population, government efforts
to crack down against illicit economies rarely result in a substantial curtail-
ing of the belligerents’ financial income. Drug eradication policies so far,
for example, have not bankrupted or seriously weakened any belligerent
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group.!® They tend to fail because belligerents and producers of the illicit
products and services have a variety of adaptive methods at their disposal:
relocating production to new areas, altering production methods to avoid
detection or survive suppression, or even switching to other illegal activi-
ties. Going after the belligerents’ finances, including those derived from
illicit economies, is inherently difficult and rarely limits their physical
resources. But in the case of labour-intensive illicit economies in poor
countries, such suppression efforts, especially those that affect the larger
population, can greatly increase the belligerents’ political capital and ham-
per the government’s intelligence acquisition, and hence the overall coun-
terinsurgency and counterterrorism efforts.

Although illicit economies threaten states in a multitude of ways, and
although they frequently thrive in ungoverned spaces, criminal actors with
vested interests in the illicit economy frequently do not desire a complete
collapse of the state. This is especially the case if there are no belligerents
ready to provide the governing function and the crime entrepreneurs
themselves are unable or unwilling to provide it. Nor do the criminal busi-
ness elites necessarily desire a weak state, as long as the state is not antago-
nistic to the illicit economy. In fact, if the state is at minimum not
attempting to suppress the illicit economy or is in fact favourably disposed
to its existence, traffickers and producers may even support the state and
oppose the belligerents. When eradication policies were suspended in Peru
in 1989, for example, both the traffickers and the larger population were
willing to provide critical information on the Shining Path to the military,
so that the military was able to deliver fatal blows to the insurgents in the
Upper Huallaga Valley.”

CRIME AND STATE: THE MYTHS OF INNOCENCE
AND ANTAGONISM

But states do not merely acquiesce to illicit economies. They also out-
right often collaborate with organized crime, exploit illicit economies,
and appropriate criminal groups and networks for the prosecution of
military conflict or for outsourcing rule of territories they do not want to
or do not have the capacity to govern. Instead of criminal elites always
existing in a fully antagonistic relationship with the state, criminal organ-
isations and the governing elites often develop a mutually beneficial
accommodation. Crime can be both a convenient excuse for elites to
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maintain exclusionary control over political and economic access as well
as a means of accomplishing both. Thus under some circumstances—and
hardly only rare ones—crime can be a method of governance, sanctioned
or tolerated by official political elites.

Examples abound. They include Myanmar where the junta and Burmese
state were for years funded by former insurgents and drug traffickers the
military had previously fought; Jamaica, or Rio de Janeiro in Brazil, where
for decades governments outsourced the management of poor slums to
criminal gangs, or Mexico where the ruling party for years maintained a
similar corporatist relationship with drug trafficking groups as with the
rest of society.?® For decades in places such as Indonesia, Nepal, and India,
ruling local or national elites have used criminal gangs for ruling and
administering localities, intimidating and eliminating political opponents,
and extracting votes and rents.*!

Such an accommodation between the state and elites and criminal
groups is not optimal from the perspective of the society and certainly
undermines rule of law and democracy. But it may well result in a sustain-
able internal modus operandi, at least to the extent that external actors do
not threaten such an accommodation by insisting on the destruction of
the illicit economy or anti-corruption measures. Yet such outside policy
measures, while disruptive, often have only cosmetic effects, for such
hybrid governance may well involve deeply entrenched groups highly
organic to local institutional and cultural settings and impossible to root
out unless the outside intervener sets out to fundamentally redesign basic
political arrangements and has the time, resources, and wherewithal to see
such a state-remaking project through.

Nor is there always a strong social opprobrium toward the penetration
of crime into politics or the appropriation of crime for state purposes.
Sometimes, society mobilises against such linkages, such as in Colombia
when the parapolitics scandal broke out in the middle of the 2000 decade,
revealing that at least a third of the Colombian congress was connected to
the vicious paramilitaries and that many municipal governments were
extorted or under their thumb.?? Yet other times, having a criminal record
can give one a political advantage. Not only are politicians with known
serious criminal records regularly elected in substantial numbers into
India’s parliament. In 2014, 34% of elected MPs of the lower chamber,
the Lok Sabha, disclosed indictments for murder, attempted murder, kid-
napping, provoking communal disharmony, or crimes against women, up
from 30% in 2009.* But the criminally blemished also tend to perform



THE THREAT OF ILLICIT ECONOMIES AND THE COMPLEX RELATIONS... 11

much better than politicians with a clean record, perhaps because they are
seen as better capable of getting things done and having better access to
patronage resources by voters than politicians without criminal indict-
ments. A candidate with a criminal record had a 13% chance of winning in
the 2014 elections whereas a MP aspirant without a criminal record had
only a 5% chance of winning.*

Indeed, despite the profound effects intense organized crime and large-
scale illicit economies can have on the state and society, it is a common
misconception to assume that when the drug trade or other organized-
crime rackets arrive in a new place they encounter innocent virgin land
with no experience in illegality or rent extraction. Sometimes that may be
the case, such as when illegal loggers for the first time encounter indige-
nous groups in the Brazilian Amazon that have had no previous exposure
to civilisation. But in all other cases, both the state and the society have
pre-existing susceptibility, proclivity, and resilience to particular criminal
rackets, crime-state political arrangements, and their local perturbations.
The local institutional and cultural context matters a great deal in how
organized crime will be able to penetrate and threaten state and society
and what shape it will take.

West Africa provides an example. It has become very much the focus of
international attention because of its recent drug trade epidemic in the
2000s*® and the connections between various illicit economies and mili-
tancy and terrorism. Thus it became a favourite factoid to emphasize that
al-Qaeda in the Islamic Maghreb (AQIM) leader Mokhtar Belmokhtar
long smuggled cigarettes and other addictive substances in West Africa
and the Maghreb, making him the poster boy of ‘narco-jihadism’; or simi-
larly, to ascribe the collapse of the Mali military in the face of jihadi mili-
tancy and Tuareg separatism to its having been hollowed out by the drug
trade.? And of course, the region is rife with many illicit economies:
whether cars and bicycles stolen in Europe and smuggled into the region,
cannabis from and cocaine via Morocco heading into Europe, Viagra pills
smuggled into Egypt,?” weapons pouring out of Libya into Mali, Niger,
Syria, and Nigeria, or something as seemingly harmless as eggs being
smuggled in large quantities out of Tunisia. Many of these illicit enter-
prises, even potentially the smuggled eggs, do pose the very serious and
multiple threats outlined above, even as few talk of egg-terrorism.

Yet to simply equate West Africa’s chronic instability and the Maghreb’s
current turmoil with the recent drug trade epidemic in the area and its newly
visible illicit economies fundamentally misses the deep structural roots of
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the problem and often leads to inadequate and even counterproductive
policy recommendations. Europe’s new taste for cocaine, the decline of
the cocaine market in the United States, and US interdiction pressure in
the Americas all helped reroute drug smuggling into West Africa. However,
it was the pre-existing institutional and governance deficiencies in the
region that resulted in the newly-arrived drug trade being such a potent
amplifier of political instability and militancy.

Political contestation in West Africa has long focused on taking over the
state to capture rents, decades before Latin American drug traffickers
started using West Africa to smuggle cocaine to Europe. Indeed, almost
immediately after its independence (and often predating it), the region has
been characterised by a variety of illicit economies and their deep integra-
tion into the political arrangements and frameworks of the countries in the
region. Such rent-generating legal, semi-illegal, or outright illegal econo-
mies have included diamonds (Sierra Leone, Liberia), gold and other pre-
cious metals, stones, and timber (Liberia, and Sierra Leone), the extraction,
monopolisation, and smuggling of agricultural goods, such as cacao (Cote
d’Ivoire), trafficking in humans for sexual exploitation and domestic slav-
ery (Mali, Togo, Ghana), oil (Nigeria), and fishing (often conducted ille-
gally and destructively by international fleets from outside West Africa).?®
Illicit diamond mining—frequently linked to politicians and tribal chiefs in
Liberia—vexed the departing British colonial officers as early as the
1950s.% Contestation over rents from these economies fuelled much of
the fighting in Sierra Leone in the 1990s and early 2000s, for example—
giving rise to the concept of ‘greed’ wars, supposedly not motivated by
political grievances, but mainly by economic interests. In this conceptuali-
sation of violent conflict, the distinction between insurgents and criminal
actors becomes highly blurred.®

Politics in West Africa has for decades been about taking over the state
in order to control the main sources of revenue—Ilicit or illicit. In essence,
the government has been seen as a means to personal wealth, not service
to the people. The state would then define (or redefine) what constitutes
illegal economic behaviour and selectively issue exemptions from law
enforcement and prosecution to families, friends, and its network of cli-
ents. Such political arrangements have been so pervasive in West Africa
that some scholars have described the environment there as a “mafia-like
bazaar, where anyone with an official designation can pillage at will ( ... ).”3!
Moreover, fearing internal coups and yet facing little external aggression
even in the context of very porous borders, many ruling elites in West
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Africa after independence systematically allowed their militaries and law
enforcement institutions to deteriorate. Thus, they have found themselves
with institutional arrangements highly susceptible to penetration by the
drug trade.??

In sum, the state sometimes uses and manipulates crime to its advan-
tage. A crucial question, however, is whether the state is capable of
maintaining power and control over organized crime groups or whether
that power relationship reverses, with power increasingly accumulating to
criminal groups, perhaps even to the point that they can dominate the
relationship.®® Originating as a pirate republic and undergoing radical
institutional changes from various forms of authoritarianism to democ-
racy, Indonesia is an example of a country where the state and political
elites managed to appropriate, retain control over, and use to the state’s
and elite advantage criminal groups throughout the country’s indepen-
dent history. Even during the past two decades of democracy, political
elites have not severed their linkages to organized crime but have managed
to remain dominant in the power relationship.®* In Mexico, the power of
the imperial presidency and the Institutional Revolutionary Party (PRI)
eventually withered as a result of economic crises, societal changes, and
democratization, while the power of Mexican criminal groups increased
when cocaine flows shifted to Mexico in the 1980s, resulting in the col-
lapse of state control over organized crime. Starting in the late 1980s, the
state lost the capacity to shape the behaviour of criminal groups, which
began acting with increasing violence and impunity, often dictating terms
to politicians and governing authorities, at least at the local level.* In the
early 1990s Russia, the state became almost completely hollowed out,
with criminal businessmen dominating and tearing apart government
institutions and state functionality and organized crime groups running
amok. The state that remobilises, recaptures organized crime, and recre-
ates authoritarian rule where political power and law enforcement and
intelligence authorities use organized crime, sets its terms, but also fully
co-mingle with it.* In some ways, Vladimir Putin’s Russia amounts to a
supramafin state. There, law itself is a mechanism of expropriating private
and public money for the state and elite,” not merely the evasion of law
and the issuing of exceptions from law enforcement to one’s clique as is
common in places where the state functions as a mafia bazaar, such as in
West Africa.
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SocieTy AND CRIME: As MUCH PREDATION
AS DEPENDENCE

At the same time, large populations around the world in areas with inade-
quate or problematic state presence, great poverty, and social and political
marginalisation are dependent on illicit economies, including the drug
trade, for economic survival and the satisfaction of other socio-economic
needs. For many, participation in informal economies, if not outright ille-
gal ones, is the only way to satisfy their human security and provide any
chance of their social advancement, even as they continue to exist in a trap
of insecurity, criminality, and marginalisation. The more the state is absent
or deficient in the provision of legal jobs and public goods—starting with
public safety and suppression of street crime and including the provision
of dispute resolution mechanisms and access to justice, enforcement of
contracts, and also socio-economic public goods, such as infrastructure,
access to health care, and education—the more communities become sus-
ceptible to becoming dependent on and supporters of criminal entities
and belligerent actors who sponsor the drug trade and other illegal
economies.

By sponsoring especially labour-intensive illicit economies criminal and
belligerent actors provide public goods, suboptimal as they may be.

First, they provide employment in the illegal economy. In the case of
illicit crop cultivation, these job opportunities are often extensive, gener-
ating employment for hundreds of thousands, if not millions of people in
particular locales. Other aspects of the drug trade, such as processing,
smuggling, or the production of synthetic drugs are considerably less
labour-intensive, but nonetheless generate spill-overs that often foster
economic activity, such as retail. This ability to provide employment is all
the more significant in places where political-economic arrangements,
such as taxation systems, weak fiscal capacity, limited access to even defi-
cient education, and monopolistic economic and political setups often fail
to create jobs even at times of economic growth.

Second, both criminal entities and belligerent groups also often provide
security. Of course, they are the sources of insecurity and crime in the first
place, but they often regulate the level of violence, suppress street crime,
such as robberies, thefts, kidnapping, and even homicides. Functioning as
an order and rule provider brings criminal entities important support from
the community, in addition to facilitating their illegal business since that
too benefits from reduced transaction costs and increased predictability.
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Organized crime groups and belligerent actors also provide dispute
resolution mechanisms and even set up unofficial courts and enforce con-
tracts—be they the Primeiro Comando da Capital (PCC) in Sao Paolo’s
shantytowns, the mafia in Sicily, or the Taliban in Afghanistan. They also
provide socio-economic public goods, such as roads and health clinics.
The extent to which they provide these public goods varies, of course, but
their provision often takes place regardless of whether the non-state enti-
ties are politically-motivated actors or criminal enterprises. The more they
do so, the more they become de facto proto-state governing entities.

In turn, such groups obtain not only large financial benefits from their
participation in illegal economies, but also large political capital—support
from the population and even identification of the population with these
criminal and other non-state entities. Their political capital and ability to
act as proto-states increase the more they transform themselves into poly-
crime franchise enterprises and also acquire control of informal econo-
mies, in addition to illegal ones.

Thus, much of the debate about whether an actor is a political actor or
a criminal actor is often misguided. Of course, it is critical to have a good
intelligence picture and strategic understanding of a group, including its
motivations, objectives, and structures, to inform the design of policy
responses. For example, the effectiveness and appropriateness of suppres-
sion and negotiation strategies will vary with the strategic objectives of a
group. However, even criminal organisations obtain political capital if they
sponsor illicit economies and distribute patronage and public goods as a
result of their sponsorship of the illicit economies in a way that outper-
forms the state. Moreover, most organized crime actors have at least mini-
mal political goals, such as to influence local economic, political, law
enforcement, and judicial structures in a way that it conducive to the pres-
ervation of their business. And their control of violence, corruption, and
extortion on the street has profound social effects on the life of society and
its ability to independently organise. High persistent levels of violence—
whether they are from street crime or organized crime—eviscerate such
social capital and the organisational capacity of civil society and its ability
to resist organized crime.

In short, many societies and states have a deep and long history of par-
ticipation in illegal enterprises and extensive criminal know-how. Over
time, such illegal enterprises give rise to what I call the technology of illegal-
ity—networks and knowledge to evade and subvert law enforcement and
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transform one form of illegal economic activity into another to take
advantage of new opportunities or mitigate law enforcement pressure.

In the context of poverty, limited social mobility, and political margin-
alisation, many may thus understand that participating in a criminal econ-
omy is illegal, but may still see such behaviour as legitimate. Thus, in
addition to giving rise to a technology of illegality, long-term dependence
on illicit economies for economic livelihoods and social advancement also
undermines or prevents the emergence of a culture of lnwfulness. A culture
of lawfulness means that the population broadly, not every single individ-
ual, follows established rules and laws and seeks to address its grievances
and disputes and obtain justice by accessing the formal legal system.38
Where illegal actors provide public goods and illicit economies are the
source of livelihoods, public goods, and social advancement, the opposite
culture—a culture of illegality—develops. Society extolls breaking laws,
evading law enforcement, and taking advantage of the state.* Following
rules and laws is seen undesirable, foolish, and carried out only by those
who lack smarts. In Medellin, Colombia, for example, I was told of a les-
son mothers supposedly share with their sons: “If you make money, I’ll be
proud of you,” a mother is reputed to say. “If you make money by tricking
the law, I’ll be doubly proud of you.”*® In Michodcan, Mexico, when
inquiring about local population’s attitudes toward the police, I was told
a more drastic version of that general attitude to legality: “If a boy is
smart, he’ll cross the border to the United States. If he’s fairly smart, he’ll
join the narcos. If he’s stupid and can’t do either, he’ll become a police-
man.” Fostered by structural deficiencies, such a culture of illegality thus
both prevents the internalisation of laws and formal rule as well as a prior:
sets up hostile relations between law enforcement officials and the
population.
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CHAPTER 2

Organized Crime as a Threat to Sustainable
Development: Understanding the Evidence

Tuesday Reitano

Abstract The chapter highlights the main arguments for a development
response to organized crime, to mitigating its impact on vulnerable com-
munities and the integrity of the state, and to building long-term resil-
ience to countering organized crime in the future. Specifically, it discusses
the evidence base of organized crime’s impact vis-a-vis four core develop-
ment areas: health and wellbeing, violence and conflict, governance and
the rule of law, livelihoods and the environment. It concludes that experi-
ences collected from around the globe definitely show the manifold and
interconnected negative impacts of organized crime on development.

Keywords Organized crime ® Development  Sustainable
Development Goals

The 2030 Agenda for Sustainable Development (SDGs), the successor
development framework to the Millennium Development Goals (MDGs),
promulgated by the 193 member states of the United Nations in
September 2015, lays out a series of transformative goals and targets
that are perceived as central to achieving the United Nations’ (UN) core
goals of achieving peace, eradicating poverty and ensuring sustainable
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development for all peoples.! Countering organized crime is explicitly ref-
erenced as a critical target in Goal 16, but the repeated mentions across
the document of organized crime’s many manifestations—from forced
labour to wildlife trafficking—evidence the fact that organized crime has
become a far reaching, pernicious threat that is now central to the man-
date of development actors. In a recent study, the Global Initiative against
Transnational Organized Crime found that of the 169 targets included in
that framework, 23 of them—12.5% of the total—will require directly
addressing a criminal flow or network in order to be achieved.” The pri-
mary onus for the achievement of the SDGs is at national level, and it is
therefore imperative that national policymakers have the capacity to
identify, understand and respond to the impact of organized crime as a
development challenge.

Addressing organized crime is a challenge for all states, regardless of
size, capacity or income level. The negative impacts of organized crime on
development are manifold and diverse, and while development practitio-
ners prefer evidence-based programming, the evidence basis on the rela-
tionship between organized crime and development has still not been fully
expounded. The organized crime narrative is not easily translated to the
mainstream development community, and the goal of this chapter is to
provide the evidence based foundation of why and how organized crime
impacts on the main sectors of development: on violence and conflict;
stability and security; governance and the rule of law; livelihoods and the
environment, and on health and well-being.

ORGANIZED CRIME AS A DEVELOPMENT ISSUE: EVIDENCE
Basis AND EvoLuTION

Health and Well-Being

Public health is the area where the discourse around organized crime and
development is perhaps the most advanced. This was driven by the causal
relationship identified between injecting drug use and HIV/AIDS
transmission: the World Health Organisation (WHO) estimates that one
in every ten new HIV infections globally is as a result of injecting drug
use, and in some regions of Eastern Europe and Central Asia this rises to
as high as 80% of all new infections.? The negative spill-over effects of



ORGANIZED CRIME AS A THREAT TO SUSTAINABLE DEVELOPMENT... 25

drug trafficking in high transit zones has been well documented. The
common practice by trafficking groups of using the drugs themselves as a
means of paying for services has resulted in higher local consumption
along major routes in the Americas, the Caribbean and in Africa. The
subsequent costs of responding to illicit drug use and high-levels of drug
addiction is considerable, for governments, communities and individuals,
both financially and socially, and has arguably weighed heaviest on soci-
ety’s most vulnerable. High levels of illicit drug use are associated with
reduced confidence in public health institutions, restricted access to health
services and medicinal drugs in those populations, and with rising levels of
crime and violence.

For the past two decades, responses to the paradigm have been largely
driven by criminal justice approaches—the infamous ‘War on Drugs’—
that criminalised both drug trafficking and use.* The evidence that this has
arguably done more harm than good, whilst having little appreciable
impact on global drug markets, has led to a shift in prevailing international
policy that is development led.® This being said, however, there remains
considerable uncertainty as to what a development or public health
approach to drugs might look like, particularly in some countries where it
is most urgently required given their lack of infrastructure and funds.®
Much energy is focused on questions of decriminalisation and legalisation,
though early experiments in this area have shown that it is no silver bullet,
and that the impacts on the consumption of other drugs, and on illicit
markets in neighbouring jurisdictions also need to be considered.”

The drug debate has dominated the discussions around organized crime
as an issue for the health sector, arguably to the neglect of other public
health issues that would warrant similar levels of concern. The growing
prevalence of counterfeit medicines in the developing world, for example,
is a burgeoning illicit industry for which neither a reliable evidence basis
nor effective responses have been developed. From as far back as 1988, the
World Health Assembly has had resolutions targeted at the prevention and
detection of the export, import and smuggling of counterfeit pharmaceuti-
cal products,® yet the problem has proliferated almost unfettered. Some
estimates have suggested that as much as 60% or more of medicine in cer-
tain vulnerable countries might be falsified, and estimates of the value of the
illicit trade run into billions annually. The long-term impact is that counter-
feit medicines erode public confidence in health institutions, with critical
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implications during large-scale crises such as the Ebola outbreak in 2013,
undermine human health and security, and risk the growth of resistant
strains of key viral discases such as malaria.® Yet, despite this, within the
SDG goals for health, ensuring safe access to appropriate and integral medi-
cation was framed as an issue to be addressed within the framework of intel-
lectual property, rather than criminality and integrity. The challenge of
fraudulent or substandard fertilisers or compromised seed banks was han-
dled similarly within the agriculture sector.

An additional issue, the illicit trade in tobacco products, has a major
impact on public health. It is said to increase the number of smokers, daily
consumption rates and pose health risks due to sub-standard or dangerous
materials being used.!® It provides an additional threat to development,
however, as notorious armed groups the world over, including Hezbollah,
al-Qaeda in the Islamic Maghreb (AQIM) and the Kurdistan Workers’
Party (PKK), have funded or continue to fund their activities through the
sale of illicit tobacco.!* The impact of conflict and violence on develop-
ment are considerable and protracted, as the subsequent section will
demonstrate.

Violence and Conflict

The use of violence is one of the defining features of an organized crime
group, used for intimidation, extortion and as a criminal service in its
own right, and as such, organized crime has become on the of leading
drivers of violence, insecurity and conflict. In 2005, the report of the
UN Secretary-General, In Larger Freedom, highlighted organized crime
as one of the principle threats to peace and security in the twenty-first
century.'> The 2011 World Development Report calculated that areas
exposed to prolonged violence and conflict experienced a 20% loss in
development performance in comparison to more stable and peaceful
peers.!® The 2015 States of Fragility report released by the Organisation
for Economic Co-operation and Development (OECD), which uses a
multi-dimensional framework to measure state fragility, demonstrated
clearly that transnational threats such as organized crime and terrorism
have served as a leveller across states, negatively affecting high income,
middle income and lower income states equally, and demanding shared
responses and shared responsibility to control the flows and mitigate
the impact.!
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Discussions around the relationship of organized crime to violence and
conflict sit at the nexus of two debates: between gang violence and drug
trafficking in the Americas, regions posting the highest levels of homicide
globally; and in the context of weak, failing or failed states where the inter-
woven connections between conflict actors, resources, illicit flows and
insurgencies have been prominently explored.

The United Nations Office on Drugs and Crime (UNODC) Homicide
Report published in 2014 found that of the half a million people who are
killed each year as result of intentional homicidal violence, organized
crime is a significant cause. In Central America and Mexico, which suffer
from the world’s highest homicide rates, 30% of murders are related to
organized crime or gang violence. The operation of illicit drug markets
drives violence and homicide levels, often due to violent competition
between rival groups or involved parties, and the psycho-pharmacological
effects of using certain drugs, such as cocaine and amphetamines, are also
proven to have been causally linked to violence,'® such that in Latin
America, rates of violent crime are six times higher than in the rest of the
world.'® Rapid urbanisation and sharp income inequalities across the
globe, but particularly in the southern hemisphere, have resulted in slums
characterised by high crime, violence and insecurity. Neglect of organized
crime’s ability to penetrate vulnerable urban environments carries high
risks, for which Cape Town is a case in point: the city has the highest rates
of murder and drug related crime on the continent, with murders at a rate
of nearly seven per day.!”

An excessive focus on drug trafficking, however, neglects that rarely
are criminal groups exclusively involved in just drug markets. A contem-
porary feature of organized crime is that groups are frequently poly-crime
groups, engaging in a gamut of activities in addition to drug trafficking,
including piracy, smuggling of migrants, smuggling of body parts, trade
in artefacts, arms trade, extortion, kidnapping, prostitution, illegal min-
ing and illegal logging. Therefore in the increasingly complicated debates
around the utility of drug legalisation, opponents argue that it would not
by itself lead to the reduction of violence. Using security and justice-
based interventions to interrupt, interdict and seize drug revenues away
from organized crime groups may significantly weaken them, and in some
cases could potentially lead to their vanishing altogether, but in the major-
ity of cases it would still require addressing of the other forms of criminal
revenue that might continue to fuel the groups. It further neglects that
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violence is perpetuated by groups involved in other forms of illicit activity,
and more importantly, by the market for criminal protection itself.
Competition between criminal groups over routes and markets is a sig-
nificant source of violence across industries, and the use of violence or the
threat thereof'is also a means of generating income. Protection and extor-
tion are in themselves defining features of territorially-based mafia groups
across the globe.1®

Vice-versa, efforts that have focused on the manifestations of violence
and conflict without assessing the role of illicit flows and criminal net-
works as causal factors have similarly been unsuccessful. For example,
analysis of experimentation with gang truces, including those most
recently in the Americas between 2012-14, showed that the most suc-
cessful of these achieved their primary objective to reduce the rate of
violent homicides in the short term, but in the medium to long term they
were challenged to achieve sustainability whilst trafficking activities con-
tinued.? Furthermore, the focus on one metric—homicides—as the pri-
mary indicator of success or failure, overlooked the fact that during the
period of truces organized criminal activity, extortions and other violent
crime rose exponentially.?°

In the context of failed and failing states, the analysis around the role
of illicit resources flows has been quite widely examined, particularly in
the context of Africa and the post-colonial Congo wars in Central and
West Africa. In these discussions, violent protection of access to natural
resources such as minerals, oil and wildlife, have been shown to be linked
to the cause, exacerbation and protraction of conflict.?! In more recent
conflicts in the Sahel and Libya starting in 2012, similar analysis has been
applied to illicit trafficking in drugs, the smuggling of migrants and other
criminal transit flows as serving as a means of resourcing insurgencies.??
However, in both cases, the failure of internationally sponsored peace and
transition processes to adequately address illicit flows and provide effec-
tive means to separate criminal activity from legitimate grievance, and to
protect the institutions of the state from penetration of illicit flows, has
become widely cited as reasons for the resurgence of conflict and subse-
quent state failure.®

The ability of the international community to respond to the threat of
organized crime has been significantly hampered by the strong emphasis
placed on the issue as a security threat, which results in overly militarised,
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security-driven responses that have the tendency to lead to the escalation
rather than suppression of violence,* the entrenchment of insurgencies
and has been attributed by some as a driver of growing trends in violent
extremism in a diverse range of theatres. Therefore, the need to work
towards genuinely integrated strategies, or even development lead
approaches, has become a priority. Some cite the work done to reduce
crime and violence in the favelas in Brazil, and to reinstitute the state as a
meaningful entity, as a good practice in this regard,?® but achieving this
level of intervention would arguably be a challenge in those states with
lower capacity and less resources.

Governance and the Rule of Law

The inclusion of goals and targets around governance and the rule of into
the SDGs is a seismic shift from their predecessors, the MDGs. For the
first time, this compelling development agenda recognises a set of drivers
relating to governance, social justice and the rule of law are fundamental
to ensuring development and human security. Organized crime, and the
corruption and impunity that result from its practice and perpetuation,
threatens the legitimacy of the social contract, undermines the rule of law
and slows, if not reverses, development progress.

Political and public sector corruption has allowed organized crime to
develop or flourish, undermining the legitimacy of state institutions, and
providing limited incentives for citizens not to engage in, or benefit from,
organized crime.?® International concern around clectoral integrity has
shifted from the threat of elections captured by violence, towards concern
for the infiltration of illicit funds generated by organized crime buying
scats, candidates and clections themselves.?” It is increasingly recognised
that for criminal groups, corruption can be both a means to an end, but
also an end in itself, which leads to state actors profiting from, engaging in
and protecting criminal behaviour, and working in complicity with crimi-
nal networks rather than in the interests of the population.?®

However, while it is often said that organized crime has ‘infiltrated’
politics, often the complicity is a two-way street, and that politicians have
strategically chosen to ally with criminal groups to advance their own
ends. In a number of countries, the use of organized crime to perpetuate
politically motivated violence—assassinations, disappearances, strategically
targeted violence—have done considerable damage to the credibility of
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the state and political partics, as well as of local government.?® There are
furthermore numerous examples in which states choose to reach an
accommodation with criminal groups over control of territory or illicit
markets, either because they cannot or are unwilling to attempt to exert
state control and service delivery in those areas. These ‘pax Mafioso’ style
agreements give the opportunity for criminal groups to build their legiti-
macy with local populations, and strengthen their positions.°

The long-term impact of the intertwining of crime and politics is seri-
ous. Democratic governance and integrity are arguably the cornerstones
of effective and sustainable conflict prevention and resolution, respect for
basic human rights and fundamental freedoms, and the preservation and
advancement of equal social and political rights, all of which arguably
serve as the foundations for sustainable development. Addressing this,
however, is a significant challenge and requires a sharpening of the range
of instruments tailored to counter corruption with a specific focus on the
role of criminal groups. While criminal justice and law enforcement
approaches will continue to be imperative for responding to organized
crime, they become hamstrung in the face of institutionalised or wide-
spread corruption. As a consequence, development actors have an impor-
tant role in addressing weaknesses identified in the broader governance
framework, identifying and prioritising organized crime actors and activi-
ties that do most harm in a given context, and ensuring that citizen needs
and respect for fundamental human rights are central to proposed reme-
dies.?! Furthermore, as the subsequent section will show, the legitimacy
and currency upon which criminal groups often trade, is their ability to
offer advantageous livelihoods. The role of development actors in provid-
ing viable, legitimate and sustainable livelihood alternatives is a critical
component of any strategy seeking to counter organized crime’s impact
on governance and the rule of law.

Livelihoods and the Environment

The natural environment is the primary global source of livelihoods, and
is thus a critical resource for human survival and development. While of
course the environment has intrinsic value in its own right, these con-
cepts are interwoven in this analysis, because of their linkages and
interdependence.

There is plentiful evidence of the harm that organized crime wreaks on
the environment. Key species such as tigers, elephants and rhinos have
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been driven to the point of extinction by criminal networks poaching ani-
mals for sale on global black markets. In illegal mining, logging, fishing and
oil theft, finite natural resources are pillaged at unsustainable rates and by
means that are not safe for the eco systems from which they come, nor for
those that are often coerced into facilitating the trade. At the same time,
through its criminal practices, organized crime can do serious environmen-
tal damage, such as unsafe disposal of toxic waste dumping, or trafficking in
ozone depleting substances.®? Even those crimes without direct linkages to
the environment have proven detrimental: a 2014 study showed that drug
trafficking is contributing significantly to deforestation in the Amazon.*

The primary motivating factor for those involved in organized crime is
to garner profit, and of the reasons that organized crime groups can flour-
ish and develop legitimacy is in those areas where illicit trafficking or other
forms of criminal behaviour provide the best possible livelihoods for the
local populations. It is largely the case that, whilst plying their illicit trade,
organized crime groups not only degrade the sustainable livelihood alter-
natives of the population, but also undermine legitimate markets and eco-
nomic opportunity with unfair competition, protectionism and corruption.
This thereby creates a vicious cycle where engaging in criminal behaviour
increasingly becomes the only viable option.

The development sector can emphasise large-scale reforms to health
and education systems in developing countries, but oftentimes what mat-
ters most to people on a day-to-day level are more basic issues like having
an income and feeling secure in their neighbourhood. Therefore, whoever
can deliver these fundamental daily societal needs, will gain legitimacy
with local populations. Again, if states are unable to provide the specific
services that communities prioritise, then the window of opportunity for
criminal exploitation is opened even more widely. This is not only relevant
in contexts of labour intensive illicit economies, but also those where the
delivery of key services has become hybridised or privatised, offering addi-
tional prospects for rent-seeking and unjust distribution.?*

The example is well illustrated by looking at the criminal practice of
illegal, unregulated and unreported (IUU) fishing in West Africa. The
Gulf of Guinea is home to one of the world’s most resource rich marine
environments, and is also estimated to have the highest level of IUU fish-
ing on earth. West African coastal states are losing 37% of their annual
catch to IUU fishing, estimated at US$ 1.3 billion annually, mainly to
foreign fishing trawlers operating under flags of convenience, with most of
the illegally-caught fish is taken to the European Union (EU) and China,
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the world’s biggest fish markets. Industrial overfishing is destroying the
livelihoods and food security of some of the world’s poorest people, forc-
ing them to seek new alternatives. The loss of fishing livelihoods has been
attributed to the rise of maritime piracy in the Gulf of Guinea, to the
attraction of local fisherman to engage in drug trafficking and to facilitate
other forms of organized crime.®® The collapse of local fish stocks in
Senegal in 2005 has been attributed as a trigger for a migrant crisis in
2006, where more than 40,000 attempted to migrate illegally to Europe,
with more than 6,000 estimated to have lost their lives.?¢

This story of the illicit pillaging of environmental resource replacing
legitimate livelihoods with criminal ones also underpins the rise of piracy
off the coast of Somalia, and the complicity of local communities in the
Southern Africa wildlife poaching crisis has traded short term returns
against the long-term diversity of their ecosystems.?” In Afghanistan,
poppy may be a less lucrative crop than the country’s famous fruit trees,
but it serves as a resilience strategy in times of drought, and the traffickers
offer access to credit that neither the government nor the legitimate finan-
cial sector would do within the fragile agricultural economy.

Lack of legitimate livelihoods increases the vulnerability of people,
making them more susceptible to engaging in criminal enterprises, and of
falling victim to organized crime. This has been shown to be true across
the human trafficking industry, from forced labour to sexual exploita-
tion.*” This paradigm is compounded where a corrupt system operating
with impunity does little to censure criminal acts.

In these contexts the challenge is complex to address, as if'a response is
to be sustainable it requires simultaneously protecting or recovering the
environment from the damage wrought, combatting the illicit trade itself
and breaking down the legitimacy that criminal groups have gained
through the provision of livelihoods, and finding alternative livelihoods
for those involved in the trade. In both the latter two cases, thesc are
quintessentially development challenges, but ones that need to be specifi-
cally re-orientated to help communities escape from this vicious cycle that
has been described as a ‘crime trap’.*0

The evidence discussed above highlights the many ways in which orga-
nized crime undermines development, encompassing governance, health,
environmental and security issues. Crucially, the experiences collected
from around the globe make it impossible to ignore the interconnected-
ness of the impacts of the phenomenon and the domino effect transna-
tional organized crime gives rise to. The link among cigarette smuggling,
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revenue loss, health problems and terrorism funding is particularly telling
in this respect. Furthermore, it lays the ground for ensuing chapters: secu-
rity approaches are not always the most effective or desirable solutions to
problems that have such broad ranging implications.
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of the evolution of criminal use of IT capabilities as a force multiplier,
highlighting a number of emblematic cases. The second section assesses
more recent uses of I'T and cyber capabilities, while the third assesses the
strategic and policy implications of transnational crime’s use of these
capabilities.

Sections one and two are conceived through the lens of a number of
‘strategic inflection points’ in IT development. These points represent
moments when a new development in information technology emerged at
the same time as important changes in strategic and geopolitical affairs,
allowing states, private enterprise (and later citizens) to extend their inter-
ests beyond traditional borders with important implications for traditional
notions of sovereignty, questions of strategic reciprocity and international
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Transnational crime uses information technology (IT) and cyber capabili-
ties as a force multiplier, enhancing efficiency and effectiveness of opera-
tions and reducing overall risk. Criminal use of IT capabilities for these
purposes is by no means a new phenomenon. Ever since the invention of
the optical telegraph, those with illicit intent have been quick to take
advantage of information technology to advance their goals. Over time,
and as crime has become more organized and information technologies
more sophisticated, IT and cyber capabilities have provided criminal
groups with important advantages, particularly as their operations shifted
from the purely local to national and global arenas.

Today, states across the globe are struggling to respond to criminal
activity enabled by information technologies or conducted within con-
nected systems themselves, that is, the environment commonly referred to
in policy circles today as ‘cyberspace’. Transnational crime’s use of I'T and
cyber capabilities has diversified significantly. Functions such as communi-
cations, surveillance, counter-surveillance, money laundering, logistics
and command and control, all enable transnational crime to enhance the
efficiency and effectiveness of operations and reduce risk. The links
between traditional transnational crime and cybercriminal activity are
increasing, and the potential strategic advantages inherent in certain IT
and cyber capabilities and services appear to be encouraging a closer rela-
tionship between transnational crime and terrorist groups on the one
hand, and transnational crime and the state on the other.

Finally, while undoubtedly important, the current focus on cybercrime
over-shadows an equally essential discussion of transnational crime’s use of
IT and cyber capabilities. Certainly, it produces equal, if not more serious,
harms to society, yet transnational crime also has important geopolitical,
international security and developmental impacts and concomitant impli-
cations for human rights, drugs, transnational organized crime and
counter-terrorism policies.

The first section of this chapter provides an historical overview of the
evolution of criminal use of I'T capabilities as a force multiplier, highlight-
ing a number of emblematic cases. The second section assesses more
recent uses of I'T and cyber capabilities, while the third assesses the strate-
gic and policy implications of transnational crime’s use of these
capabilities.

Sections one and two are conceived through the lens of a number of
‘strategic inflection points’ in I'T development. These points represent
moments when a new development in information technology emerged at
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the same time as important changes in strategic and geopolitical affairs,
allowing states, private enterprise (and later citizens) to extend their inter-
ests beyond traditional borders with important implications for traditional
notions of sovereignty, questions of strategic reciprocity and international
politics. They also facilitated a shift in the scope and scale of criminal
activity.

THE PARALLEL EVOLUTION OF INFORMATION TECHNOLOGY
AND ORGANIZED CRIME

Early technologies such as the optical and electric telegraphs, radio and
telephony provided strategic, operational and tactical value during war,
served as geopolitical currency during peace negotiations and led to the
emergence of some of the first international regimes aimed at shaping
state behaviour in the field of Information Communications Technology
(ICT).! Later, new developments such as satellite, spy and precision tech-
nologies during the Cold War, coupled with second and third generation
computers and connected systems emerging from the Defense Advanced
Research Projects Agency (DARPA), increased the strategic value of IT
capabilities. States openly voiced an increased sense of vulnerability
regarding the new technologies, vulnerabilities obviously accentuated by
the grammar of the Cold War. The invention of the microchip in the
early 1970s brought down the cost of computing enormously, paving the
way towards the first personal computers and greater connectivity, as well
as enabling greater precision technologies, particularly smart weapons.
The privatisation of ‘the internet’ in the late 1990s, generating heavy
reliance on computers and connected systems for government, business,
financial and social transactions, brought so many advantages that almost
anything—from an Internet service provider (ISP) to a twitter account—
can now be designated a strategic asset. The latter has had important
societal and geopolitical implications, exacerbated by state’s covert uses
of the technologies and related capabilities in the name of national and
international security. Transnational crime developed alongside these
IT-related developments and, like actors in all other sectors, has taken
advantage of the technologies to improve the effectiveness of operations
and reduce risk.
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Crime and Connectivity: The Early Days

The Chappe (or optical) telegraph represents a first strategic inflection
point in information technology development in modern history. It short-
ened the delivery time of messages in unprecedented ways; served a stra-
tegic function during the French Revolution and the Napoleonic Wars;
and led to the development of the first transnational data network, con-
necting Denmark and Sweden in 1801 with the objective of serving as an
carly warning system in the case of attack by Britain.? Its founders devel-
oped many of the basic principles of today’s Internet, including source
coding, error detection and signal restoration, control and data signals,
inter-operability and routing. The new technology also served as a vector
for fraud and new norms of social behaviour.?

During this period, crime as we know it today—much less organized
crime—was not a principal concern of states. The Chappe telegraph was
under French state control from the outset, which used it to relay infor-
mation from and to the different war fronts, ushering in the first instances
of centralised command and control.* It was not long, however, before
new forms of illicit activity such as financial fraud could be leveraged
through the optical cable, with cases in France and the United States rep-
resenting early examples of high speed trading.® For example, in France, a
fraud relating to the introduction into regular messages of information
about the stock market was discovered in 1836. The case involved two
bankers from Bordeaux who had bribed a telegraph operator to modify
transmission codes by adding signals to official dispatches, thus allowing
them to access information “of the development of the rate of govern-
ment stocks before the arrival of the press,” which was sent by regular
post.® The fraud and the network of ‘pirates and stooges’ it employed
lasted almost two years. When finally discovered in 1837, the two bankers
were tried but acquitted since they had not violated any existing law, that
is, the state telegraphic monopoly had not yet been defined by law. Quickly
thereafter, and fearing also a proliferation of private networks it would not
be able to control, the French government passed a bill banning private
networks, the provisions of which remained in place until the twentieth
century.’

In contrast, in the United States, the optical telegraph was not con-
trolled by the state and speculators soon grasped the advantages of the
signalling system for gaining an informational advantage regarding the
stock market.® While not illegal, the practice became widespread, and set
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the ball rolling for much more sophisticated forms of fraudulent activity
by means of the electric telegraph, the telephone and later the internet,
raising important regulatory and legislative challenges for those states that
became increasingly dependent on the technologies for government, mili-
tary and business purposes.

The Fivst Wide-Scale ‘Illicit’ Use of IT

The emergence of the electric telegraph in 1838 represents a second stra-
tegic inflection point in IT development. For the first time in history, an
information technology allowed for message storage (enabled by Samuel
Morse’ code) within the same infrastructure. Two decades later, heads of
state marvelled as the first trans-Atlantic message was sent via submarine
cable from Valentia island oft the West of Ireland to Heart’s Content in
eastern Newfoundland. In Europe, the revolutionary technology was used
to both expand and defend imperial interests far beyond the European
Pale, igniting reactions of strategic reciprocity among the major powers
who competed to extend their networks across the globe, while maneu-
vering for access to the resources required to sustain the networks.”
States—particularly Britain and Germany—exercised enormous authority
and control over the technologies. This was equally true in times of
peace—through heavy subsidies to the private companies that held the
monopoly over the technology—!? and during war, through legislation
that gave them ultimate powers over the technology, its infrastructure and
resources (human and financial). In both peace and wartime, states also
held ultimate powers over the information flowing through the networks,
propelling an equally strategic shift in the field of intelligence.! At the
same time, unprecedented tensions emerged between the conflicting state
interests of “protecting, conserving and controlling information on the
one hand, and of importing exporting and exchanging goods [and ideas]
on the other—Dboth in pursuit of state goals (in terms of economic expan-
sion) and in support of national policies.”!?

Once again, states were not overly concerned about crime during this
period of intense mercantilism. Indeed, the major concern of the time was
the sabotage of cables, particularly as cable cutting had become an impor-
tant tactic in both regular and irregular warfare as well as the focus of
heated international discussion prior to and after World War 1. Gradually
law enforcement agencies began to acknowledge the advantages afforded
by the new information technologies for countering crime and as early as
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the 1840s, used advanced knowledge to apprehend criminal suspects.!?
Yet, it was others that first noticed how the telegraph could be used for
illicit gain.

Indeed, the first wide-scale ‘illicit’ use of information technology can be
traced back to the late nineteenth century, when innovations relating to
the electric telegraph saw the invention of the ticker—a low-cost and low-
maintenance printing telegraph which allowed brokers to monitor trans-
actions on exchange floors. Improved by Western Union employees such
as Thomas Edison, the ticker and the quadruplex, a system allowing four
messages to be relayed instantly over one telegraph wire, enabled Western
Union “to exploit the growing demand for real-time information,”* lead-
ing to the emergence of organized gambling via so-called ‘bucket shops’
across the United States. The manner in which bucket shops operated was
as risky as it was simple: “quotes from the New York Stock Exchange were
piped in, usually illegally, by way of pirated tickers, and the owners of the
shops, called ‘bucketeers,” acted like the house in a casino, taking bets
from the public on whether a stock would rise or fall at any given time.”!®

While many have argued that the scheme helped to democratise specu-
lation in the United States, providing access to those traditionally excluded
from high-end exchanges and the accompanying benefits, ‘bucketeers’
profited enormously as did the telegraph companies,'® with the companies
themselves deriving a significant part of the profit, i.e. “the ostensibly
respectable accomplices of the thieves ( ... ) [who] lend eager aid, collect-
ing in exchange for their assistance great slices of the loot of thievery.”!”

Gambling was outlawed in most states at the time, yet, for authorities it
was difficult to differentiate between legitimate speculation and illicit
gambling hence despite initial attempts by the main exchanges to have
them outlawed, the bucket shops flourished and spread across the Union.
By the turn of the century the bucket shops had consolidated and were
controlled by a syndicate popularly known as ‘the Big Four’ with their
combined transactions reportedly depressing by half and two-thirds the
value of a seat on the country’s main exchanges, Manhattan and Chicago.
The war that ensued between the United States (U.S.) Board of Trade,
the telegraph companies and the bucket shops lasted some twenty-five
years with the telegraph companies—particularly Western Union—
strongly defending the right of the bucketeers to use the information, i.e.
stock quotations, provided via the ticker technology as they saw fit. The
practice was eventually brought to a close by a Supreme Court ruling that
gave stock and commodity exchanges control over their quotations, i.e.
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the right to provide or deny its data to whomever they wished,!® with
bucket shop transactions subsequently outlawed in most states.’ The
experience with this early form of rapid communication had an important
influence on financial policy and criminal law in the US and embedded in
the [Chicago] Board a “growing realisation of its public responsibilities
and attempts at self-regulation,” helping it establish “a legitimate place in
the economic order as an arena for organised speculation by painting
bucket shops as evil doers.”?° And while the bucket shops had largely been
able to operate due to lack of legislation governing their activities, their
emergence signalled the rapidity with which information technology could
potentially be adopted for illicit gain; the conflicting role telecommunica-
tions providers played in the process; and the challenges legislators and
law enforcement officials would face as they strove to keep up.

The Inter-war Years: Law Enforcement Fights Back

During World War I, all powers possessing the capability fully recognised
the strategic, operational and tactical surveillance and censorship opportu-
nities offered by telegraph communications, while cutting of enemy cables
was accepted by the Allied powers as a legitimate act of warfare.?! By the
end of the war, innovation in the field of wireless radio and telephony had
outpaced the electric telegraph, largely curtailing its strategic value. Yet,
similar censorship and surveillance possibilities offered by the telegraph
and telephony were hardly lost on other non-military services. Nor were
they lost on those criminal groups whose operations were threatened by
the capabilities.

Indeed, drawing on war-time censorship practices, reliance on wiretap-
ping for criminal investigations became widespread during this period.
As soon as the war was over, American criminal investigators turned to
telegraph companies for access to records of messages exchanged over the
wires. Initially, such investigations related mainly to cases of alleged politi-
cal corruption with police officers leaning on weak tools such as a sub-
poena duces tecum with limited (if any) judicial oversight to attain access
to information when telegraph companies refused to comply. Telegraph
companies were later forbidden by law to transmit messages perceived to
constitute or further a crime and staff were obliged to send those same
messages to law enforcement officials, an obligation that must have been
difficult as well as dangerous. Western Union fought hard to maintain its
clients’ privacy, with courts in cases such as the Missouri Supreme Court’s
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Ex Parte Brown of 1878 placing a temporary break on unwarranted access
to private communications. Organized crime would benefit from these
privacy protections as the telephone became the technology of preference
for communications.*

Already before World War I, privacy concerns had emerged in relation
to the spread of telephony, particularly following the public disclosure of
what appears to have been the government’s first wiretapping programme
in which New York Police Department (NYPD) intercepted the calls of
Catholic priests suspected of misuse of city funds.?® Telephone companies’
efforts to protect client’s Forth amendment rights produced limited
results, not least because the period coincided with Prohibition and the
emergence of important organized criminal groups, many tied to orga-
nized labour. Law enforcement’s interest in wiretapping intensified with
the famous (or perhaps infamous) Prohibition-era Olmsted v United States
case in 1928 which considered Fourth Amendment limitations “on the
power of the government to intercept telephone calls.”?* The case involved
a number of petitioners convicted for conspiring to violate the National
Prohibition Act by unlawfully possessing, transporting and selling alco-
hol.?® The evidence to convict the members of the network was obtained
through wiretapping conducted over several months, leading to the
highly contentious court case involving a curious alignment of telecom-
munications companies and members of the organized crime racket who
argued, unsuccessfully, that the evidence collected through wiretapping
constituted a violation of the Fourth Amendment rights. The closely-
divided court ruled in favour of the Government although the U.S.
Supreme Court later reversed the decision, holding that “the Communi-
cations Act of 1934 prohibited wiretapping.”?°

Following on the heels of this case, an important New York City lobby,
combining organized labour and organized crime convinced the 1938
Constitutional Convention that wiretapping should be forbidden unless
judicially authorised.?” The lobby to limit government wirctapping grew
nationally and aligned itself with the main telecommunications companies
bent on protecting client privacy. Wiretapping continued largely unabated
until the decision was ultimately overturned in 1967 in Katz v. United
States, with the opinion that the Fourth Amendment protects people, not
places,” and the introduction of the idea of a ‘reasonable’ expectation of
Fourth Amendment protection.?®



IT AND CYBER CAPABILITIES AS A FORCE MULTIPLIER... 45

Post-war: The Transformative Years

World War II served as the catalyst for significant advances in IT-related
research and development. Encryption technologies, of enormous strate-
gic and tactical value during World War II, were further developed for
surveillance and counter-surveillance purposes as telephone and fax
became ubiquitous. The computational power of the ENIAC, a computer
developed during the war to reduce the [human] computational time
required for preparing firing tables, evolved to support the development
of nuclear capabilities as well as space-based communications and spy tech-
nology, and later radar and precision weapons. The increasing capacity of
these technologies to penetrate traditional geographic obstacles, by-
passing the state and traditional hard-core defenses, strongly influenced
states’ approaches to information technology in warfare and international
politics.

Once again, these developments did not escape the attention of crimi-
nal groups. Crime after the Great War had remained highly localised, with
emerging criminal groups in Italy and the United States still linked closely
to certain regions (such as the Sicilian mafia which Mussolini had tried
unsuccessfully to suppress in the 1920s), neighbourhoods or ports (New
York and Chicago’s crime gangs). While their criminal enterprise remained
largely connected to territory the low barrier access to the new informa-
tion technologies allowed them to communicate freely and slowly estab-
lish footholds nationally and abroad, expand networks and diversify
products.

In America, many of the Prohibition-era organized crime groups shifted
from alcohol (now legal) to illicit gambling, prostitution and the drug
trade, principally cocaine and heroin, and expanded operations across the
country. The infamous Appalachian barbecue of 1957 confirmed the exis-
tence of national-level syndicates, which only grew in strength over the
coming decade.?’ Yet, most efforts and resources remained focused on
countering the communist threat, meaning that organized crime contin-
ued to flourish and avail of existing and new information technologies to
establish and consolidate networks nationally, regionally and globally.

During this period, transnational criminals used IT communications,
surveillance and counter-surveillance capabilities as a force multiplier while
criminal groups became increasingly wary of using telephones and radio to
communicate as law enforcement wiretapping and electronic surveillance
efforts began to produce important results. Several cases in the mid- to
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late-1960s however revealed important unlawful uses of wiretapping and
electronic surveillance by Treasury and Justice Department agents in
investigations of racketeer influence in Las Vegas casinos, leading to
greater scrutiny and restrictions regarding their uses, a development trans-
national crime evidently benefitted from.3°

Transnational Crime, IT Capabilities and the Pre-‘cyber’ Years

The networked computers and enhanced precision technologies emerging
in the 1970s represent a forth strategic inflection point in the field of
information technology, although the implications of these developments
were not fully manifest until the 1990s. Extensive innovation in IT-related
research and development (R&D), mainly in the defense and intelligence
sectors, led to the emergence of second and third generation computers
and the first computer-to-computer networks (ARPANET). Encryption
technologies also became more sophisticated. The invention of the micro-
chip in the early 1970s brought down the cost of computing significantly,
paving the way towards the first personal computers, greater connectivity
and the information revolution. Militaries were quick to harness the new
technologies for force multiplication purposes. At the broader societal
level, linking information technologies to computers posed important new
challenges, for not only could they “remove or transform the locale in
which information was kept, but also made [information] accessible from
huge distances, and transmittable into different arcas or jurisdictions”.?!
Moreover, it meant that data and not just code could be manipulated for
effect.

The latter decades of the Cold War witnessed the consolidation of exist-
ing criminal actors, such as the mafia, and the emergence of new transna-
tional crime groups. For Peter Gastrow, organized crime came of age
across the globe in the 1970s and 1980s. As the newly independent states
were struggling with the challenges posed by democratisation, broad soci-
etal transformation and structural adjustment programmes, a range of
transnational criminal groups and networks were “entrench[ing] them-
sclves and develop[ing] significant illicit markets across regions.”? In the
United States, the threats posed by organized crime had become so sig-
nificant that Congress passed the Racketeer Influenced and Corrupt
Organisations (RICO) Act?®® with the objective of “climinati[ ng] the infil-
tration of organised crime and racketeering into legitimate organisations
operating in interstate commerce.”?* The statute was made sufficiently
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broad to encompass illegal activities relating to any enterprise affecting
interstate or foreign commerce, an element that remains highly contested
today. At the same time, the reference to ‘foreign commerce’ confirmed
the fact that known criminal groups were extending their reach and estab-
lishing contacts and connections, logistical bases and so forth in other
regions. And what affected other states, would eventually have domestic
implications. These concerns intensified alongside globalisation and the
growing inter-dependence of markets.?®> Again, advances in I'T (and trans-
port), coupled with new global markets, facilitated the global expansion of
illicit activities, freeing criminal organisations from national borders and
traditional regional alliances and allowing them to provide or benefit from
new services such as forgery and money laundering.

In the United States, the rising trends in organized crime led to the
establishment of another Presidential Commission on Organized Crime in
19833 which confirmed this diffusion of power away from traditional
criminal entities with centralised structures toward non-traditional or net-
worked structures.?” The report included detailed proposals for amend-
ments regarding existing money-laundering and wiretapping provisions
and to the 1978 Right to Financial Privacy Act.®® It also confirmed the
transnational nature of these networks, particularly those involved in ille-
gal narcotics and the intertwining of criminal activity with legitimate busi-
ness and politics. As U.S. Attorney General of the time warned: “We are
in a new period in the government’s battle against organized crime, one
that requires not just a national but now also an international response.”?’
Internationally, limited focus was placed on the transnational dimension of
criminal operations and the enabling function of modern technology, due
largely to the dual-use nature of the technologies and the fact that ques-
tions relating to technology transfer were framed by the more pressing
strategic concerns of the Cold War. It would take another 20 years before
that international response was realised in the United Nations Convention
against Transnational Organized Crime (UNTOC—also known as the
Palermo Convention).

The 1970s and 1980s coincided with the first incidences of computer
crime, mostly petty phone access theft in the 1970s and increasing hacker
incidents in the 1980s, and nothing compared to the huge heists of the
2010s.* Undoubtedly, in these first decades of computer crime, illicit
activity was highly localised, with the type and frequency of computer
crime representing the demographics of the time, notably the number of
computers online, the type and amount of online commerce and questions
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of access and affordability. Provisions on computer and credit card fraud
were, however, included in the Comprehensive Crime Control Act of
1984, followed two years later by the Computer Fraud and Abuse Act,
and slowly replicated by other, mostly Western states. By the early 1990s,
computer-based crime had become significantly more sophisticated,
although as with earlier technologies, the principal uses by transnational
crime remained financial fraud and money laundering.

The Post-Cold War Years

A fifth strategic inflection point emerged in the 1990s. The gradual spread
of connected computers, mobile phones, digital pagers and debit tele-
phone cards led to an important growth in numbers of users for both illicit
and legitimate purpose.*! It was however, the privatisation of the ‘internet’
in the mid-1990s that provoked the most important changes, leading to
the advent of e-commerce and growing military and civilian dependency
on information technologies.*> The emergence of the world wide web was
a particular driver of this increasing digital dependency, as were other
developments such as the laying of the first transatlantic and transpacific
fiber optic cables, greater encryption capabilities, wi-fi technology, packet-
switching, mobile telephony, social networking services, voice over inter-
net protocol, cloud computing and a range of other IT-related products
and services. Today, every aspect of modern life (certainly in the developed
world) relies on connected computer systems. The different layers consti-
tuting this technological sub-strata of modern societies is now said to con-
stitute a strategic domain in itself—cyberspace—vulnerable to the effect of
malicious use by state and non-state actors alike. At the societal level,
criminal activities that earlier represented minor disruptions and petty
thievery, now constitute—in all their ‘cybered” manifestations—one of the
major preoccupations of states, businesses and, increasingly, civil society.
In the post-Cold War years, the information revolution and the focus
on globalisation, interdependence and growing inter-connectedness
between states and societies suggested that the predictability that had
“framed calculative relations between the constitutive units of the interna-
tional system” was loosening further, giving rise to important structural
changes in the types of relations in which states would have to engage.*?
For example, states would increasingly have to vie for positions, often in
competition not just with each other, but also with non-state agencies,
whether international corporations, non-governmental organisations,
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terrorist and extremist groups, and transnational groups and networks
trading in illicit goods. Many of these pressures became much more obvi-
ous when the boundaries of the Cold War conflict unravelled.

In the United States, groups dominating the underworld for much of
the past century were joined by “a chaotic, often violent array of criminal
entities, adult gangs and drug-dealing syndicates” operating domestically,
regionally and internationally under entirely new and different rules.
Longstanding traditional mob moneymakers, including narcotics traffick-
ing, gambling, prostitution, loan-sharking, and labor racketeering, were
“augmented by multi-million-dollar financial frauds, money-laundering
schemes, identity-theft rackets, and other sophisticated criminal activities
that employ the latest electronic and computer gadgetry to subvert legiti-
mate commerce.”** In Latin America and the Caribbean, groups that had
emerged in the 1980s were consolidating their power by the 1990s and,
in countries like Colombia, usurping the very authority of the state.

In many instances, organized crime became enmeshed in post-
independence conflicts or statebuilding processes.*® Indeed, the collapse
of the Soviet Union and the fog that followed gave organized crime groups
access to military hardware as well as highly sophisticated IT capabilities,
generally only accessible to states.*® Russian and Eastern European crimi-
nal groups became important service providers to governments and rebel
groups in West Africa, embroiled in lengthy and devastating civil wars. In
South Africa, the initial post-Apartheid years saw organized crime spread
and diversify with greater involvement of transnational crime groups such
as China’s triads or Nigerian scammers.*” Meanwhile, drug cartels in
South America took advantage of the political and economic chaos in
post-conflict transition states to transit their cocaine to Western Europe,
more recently through the fragile settings of West Africa.*® In Colombia,
Guatemala, Jamaica and Mexico, criminal networks infiltrated formal
political systems, sometimes with their own armed forces, often replacing
formal governmental structures by providing security and delivering
essential services to citizens heretofore neglected by formal state institu-
tions. Moreover, politically extreme groups, many violent, started to inter-
act more regularly with criminal networks, shifting from one identity to
another, from the formal and legitimate to the informal and illicit, further
confounding law enforcement. The reach and scope of transnational crime
during these decades gradually led to the signing of the aforementioned
UNTOC and the emergence of a number of national and regional
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strategies and legislative actions aimed at responding to its many
manifestations.*

Transnational crime’s use of I'T and cyber capabilities for force multipli-
cation purposes have been crucial to these new realities.>

LEVERAGING [T AND CyYBER CAPABILITIES

Surveillance and Counter-Surveillance

By the time the Soviet Union collapsed in the late 1980s, many existing
criminal groups had already acquired significant I'T capabilities and had
significant resources at their disposal to meet or outpace those of the most
advanced states. The strategic and political void left in those early post-
Cold War years, coupled with the freer movement of goods and people
enabled by greater interdependence and connectivity, meant that orga-
nized criminal groups could spread risk and operate at an even greater
scale. Narcotics trafficking in Latin America and the Caribbean reached its
zenith, with extremely violent groups morphing from somewhat localised
entities to ones with global reach. Increasingly sophisticated I'T could also
be leveraged to defend the organisation’s assets and interests against
potential threats. The new technologies included cellular phones and digi-
tal pagers,® while surveillance circumvention tactics and tools included
the use of debit telephone cards, phone switching and increasingly sophis-
ticated computing and encryption technologies.

An early manifestation of this new reality was already evident in
1994 in a case involving the Cali drug cartel. By the mid-1990s, the car-
tel was responsible for approximately 80% of the global cocaine supply,
with an annual turnover of US$7 billion. Within the organisation,
Santacruz Londono was responsible for the cartel’s intelligence collec-
tion effort.> In 1994, police accidentally discovered a computer centre
manned in shifts around the clock by four to six technicians in a building
owned by a Cali cartel front man working directly with Londoiio. The
facility boasted a US$1.5 million IBM AS400 mainframe, the kind once
used by banks. The super computer was networked with half a dozen
terminals and monitors and reportedly held a database of residential and
office phone numbers of U.S. diplomats and agents (both known and
suspected American law enforcement, intelligence, and military opera-
tives) based in Colombia. In addition, the phone company (which had
been infiltrated by the organized crime group) was supplying the cartel
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with complete records of all telephone calls in the form of the originating
and destination phone numbers. The cartel had used custom-designed
software to cross-reference the phone company records against their own
list of suspected law enforcement, military, and intelligence officials or
agents to produce a list of potential informants.>® The extensive wealth at
the disposal of the Cali cartel and similar organisations allowed them to
purchase “the latest and most sophisticated state-of-the art” IT equip-
ment, which was used to control every phase of business, and everyone
operating as part of it.>* The latter created significant headaches for law
enforcement agencies who were unable to keep up technologically.®®
Other groups, for example some of the Mexican drug cartels, would later
establish I'T companies to provide services to their own networks, while
IT companies such as Sitel in Calabria, Italy, maintained dubious links
with members of mafia networks.>

The realisation of the power inherent in these and other IT capabilities
led to a flurry of government responses in the United States. For example,
in 1994, the U.S. Congress adopted the Communications Assistance for
Law Enforcement Act (CALEA) requiring “wireline and wireless carriers
to meet written standards of technical compliance to ensure rapid response
to court orders for lawful intercepts.”” Subsequently in 1995, the
U.S. President invoked the International Emergency Economic Powers
Act (IEEPA),® declaring a national emergency (via Executive Order),” to
deal with the threat posed by significant foreign narcotics traffickers in
Colombia and the harm they caused in the United States.®® Soon after, the
government adopted the Specially Designated Narcotics Traffickers
(SDN) list—around which the 1999 Foreign Narcotics Kingpin
Designation Act, would be shaped. The SDN list included some 527 com-
panies and some 815 individuals involved in ownership or management of
the 21 Colombian drug cartel leaders’ business empires, including radio
and communications companies. In 2006, the updated SDN list included
IT companies and services enabling narcotics trafficking.®! Yet, these
mechanisms failed to address cases involving dual-use technologies and
experts providing technical services to transnational crime.

For instance, more than a decade later, the Zetas, a Mexican drug car-
tel, was discovered to have established an extensive shadow communica-
tions network to “conduct encrypted conversations” outside the official
cell phone network.%? The radio network, established with legally available
material, stretched from the Texas border through the Gulf region and
down into Guatemala. The person responsible for establishing the network
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was Jose Luis del Toro Estrada—also known as E/ Técnico—arrested by the
Drug Enforcement Administration (DEA) in 2008 in Houston, Texas,
and later sentenced for conspiracy to distribute cocaine. According to his
plea agreement, del Toro acknowledged that he had been responsible for
establishing the system in most of Mexico’s 31 states and parts of northern
Guatemala “under the orders of the top leaders in the Gulf cartel and the
Zetas.”%® Cartel bosses in cach drug-smuggling territory were “responsi-
ble for buying towers and repeaters as well as equipping underlings with
radios and computers.” Del Toro was also responsible for “employing spe-
cialists to run the network and rescarch new technology.”%* This elaborate
system also allowed the highest-ranking Zeta operatives to engage in
highly encrypted communications over the Internet. Joint U.S.-Mexican
investigations have since led to several arrests and the seizure of some 167
antennas, 155 repeaters, 166 power sources, 71 picces of computer equip-
ment, and 1,446 radios.®®> Other cartels operating in Mexico are reported
to have also developed similar, albeit narrower in territorial scope, I'T and
communications systems. The dual-use nature of the technology used in
these instances evidently limits the possibility of sales restrictions or sanc-
tions while the availability of capabilities required to conduct effective sur-
veillance or counter-surveillance are readily available and easily accessible
from lawful malware providers (such as FinFisher).

Corruption

Corruption is a major enabling factor in organized criminal activity, not
only to move goods but also to access the technologies required to cir-
cumvent law enforcement and surveil potential enemies and witnesses.
Cases from over a decade demonstrate the ease with which organized
crime can access high-grade I'T hardware, normally restricted to states,
and take advantage of official corruption.

Shaheed Roger Khan was probably the most well-known career crimi-
nal in Guyana until his arrest by American officials in 2006. Khan ran a
paramilitary troop known as “The Phantom Squad’ which ruthlessly ter-
rorised and eliminated those who threatened to undermine his activities.
Between 2002 and 2006 some 200 people are said to have been murdered
by the Phantom Squad.®® Before his eventual arrest in Suriname and sub-
sequent extradition from Trinidad to the U.S.; Khan enjoyed relatively
free reign in Guyana, either operating directly with the government or
with its tacit acquiescence. Khan was a major exporter of Colombian
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cocaine to the United States, the United Kingdom and Canada. He traded
cocaine for arms, often acting as a middleman in such exchanges between
Colombia (particularly the Fuerzas Armadas Revolucioarias de Colombia,
FARC), Suriname, and French Guyana.

In 2002, Khan was arrested with two others—one a member of the
Guyana Police Force—for possession of a cache of weapons and IT equip-
ment—including computers, cellular intercept equipment and other elec-
tronic devices with digitised electronic maps and plans of the capital,
Georgetown and certain East Coast villages.” While a magistrate’s court
later dismissed the charges against the three, the electronic intelligence
devices, including high-grade cellular intercept equipment (a CSM 7806
surveillance device), found in Khan’s possession were traced back to a
United Kingdom (UK)-based firm (Smith Myers), which maintained it
had sold it to the government of Guyana. In fact, Guyana’s Minister of
Health gave Khan permission to purchase the equipment on behalf of the
government via the company’s Florida sales office. A representative of
Smith Myers Communications then traveled to Guyana to train Khan in
its use. While further evidence has since emerged connecting both Khan
and the Minister of Health to the case,®® the government has consistently
resisted calls to investigate; the Speaker of Parliament disallowed a motion
to investigate the link between the Minister of Health and Khan.® Cases
like this abound, with links between government, organized crime and
business undermining effective responses to transnational crime or com-
pliance with mechanisms such as sanctions lists or export controls.”®

The latter is all the more relevant as states begin to include information
technologies in sanctions within the framework of broader geopolitical
conflict and tensions.”! The latter runs the risk of creating a black market
for the technologies, pushing their uses further into the so-called ‘dark
web,” or unwittingly providing the state against which the sanction are
provided with a (much-undesired) monopoly over the telecommunica-
tions or I'T market.”

Logistics

Transnational crime uses the latest technologies for global operational
support, with armies of fixers and enablers fulfilling the logistical roles
required to ensure the movement of goods. In the early 2010s, computer
hackers were formally identified as core enablers of the global illicit trade.
Described by the European Police Office (EUROPOL) as a “professional,
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continuously evolving, service-based criminal industry driv[ing] the inno-
vation of tools and methods used by criminals and facilitat[ing] the digital
underground through a multitude of complementary services,” this new
form of fixer or enabler can also “extend attack capacity to those otherwise
lacking the skills or capabilities.””?

Traditional organized crime groups have used the new “service-based
nature of the cybercrime market””* to carry out more sophisticated crimes,
buying access to the technical skills required to move illicit goods. Merging
traditional modes of operation with those available for hire online, an
organized crime group involving Belgian, Dutch, Turkish and Peruvian
nationals was apprehended in June 2013 for attempting to smuggle
cocaine and heroin through the Belgian port of Antwerp.”® Using hacker
services, the criminal group managed to take control of the computers
running two container terminals and a harbor company. The drug traffick-
ing group, operating out of the Netherlands and Belgium, is believed to
have been using this modus operandi for over a two-year period from June
2011, using Belgian hackers to infiltrate computer networks in at least two
companies operating in the port of Antwerp to ensure safe passage of
heroin and cocaine hidden among legitimate cargo. According to the case
file, the hackers were internationally known computer experts (‘white
hackers’) who had often been consulted by Belgian and foreign authorities
on security issues. This was apparently the first time they were caught
engaged in criminal activities.”®

The computer breaches allowed hackers to virtually infiltrate the legal
infrastructure of the companies, from where they could “access secure
data giving them the location and security details of containers,” which in
turn allowed traffickers to collect the illicit cargo before the legitimate
owner arrived.”” They used classic intrusion methods such as emails with
attachments containing Trojans sent to employees. When the initial breach
was discovered, hackers then broke into the companies’ offices to install
logging devices (keyloggers and penetration testing tools) to capture pass-
words. The existence of these devices was eventually discovered after ICT
employees detected network problems.”®

According to the case officers, this was the first time such a modus ope-
randi was discovered by law enforcement. The incident was also linked to
an incident in Limburg province in which a truck driver who had uninten-
tionally driven off with a cargo of cocaine was shot at by assailants using
AK-47 assault rifles. The dismantling of the operation eventually led to a
series of raids by Dutch and Belgian police and the arrest of 15 suspects on
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charges of criminal organisation, hacking and drug trafficking. The
suspects—since been released on parole—face sentences of up to ten years.””

Already, huge ports such as the one in Antwerp faced significant chal-
lenges in dealing with traditional breaches by organized crime. Reports
such as the Brookings Institution study “The Critical Infrastructure Gap:
U.S. Port Facilities and Cyber Vulnerabilities,” while focused on more
strategic vulnerabilities and threats, highlights the degree to which even
the most developed states have not afforded attention to cybersecurity
risks to port facilities.

The hybrid nature of the incident at Antwerp Port suggests significant
challenges ahead, particularly in those settings where law enforcement has
limited capacity to deal with these kind of hybrid challenges. Indeed,
United Nations Office on Drugs and Crime (UNODC) experts suggest
that while port authorities across Europe and other regions are now famil-
iar with this case, developing sustainable mechanisms to respond to these
emerging challenges will be difficult, not least because of the capacity
requirements across sectors. In this specific case:

the Belgian police [was] not well-prepared for handling cases like this. We
don’t have the knowledge, the means and experience to conduct investiga-
tions in cases in which a criminal drug organisation relies on experienced
hackers to serve their goal. We were lucky that the “white” hackers did not
have experience in keeping under the police-radars in the real world. In their
virtual, digital habitat they did not make mistakes, we caught them because
of their actions in real life (use of cellular phones during burglaries).3

Certainly, as noted by the head of EUROPOL, the growing trend in
adopting “the cybercrime features of a more transient, transactional and
less structured organizational model” may reflect how all serious crime
will be organized in the future, presenting advantages to criminal groups
and others operating on land and on the sea and posing serious challenges
to law enforcement.®!

Fomenting Fear

Fomenting fear has long been a tactic of terrorist groups with groups such
as al-Qaeda and the so-called Islamic State (ISIS) using modern informa-
tion technology, particularly social platforms on the internet, to that end.
Transnational criminal groups now appear to be using similar methods to
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monitor negative on-line coverage of their activities and foment terror
among the population.?? This can be dangerous especially in arcas where
the traditional media has already been silenced by criminal groups, gov-
ernment agencies or business elites. In such instances, citizens take up
policing functions themselves, using blogging sites or social platforms
such as Twitter to fill the void left by weak and corrupt police forces or a
silenced or co-opted traditional media. Mexico is a case in point. Here
main media outlets have largely ceased covering ‘drug-war stories’ and
have been largely replaced by bloggers, who now face enormous risks.®?

In late 2011, several bloggers working out of Nuevo Laredo, Mexico,
were killed by members of drug cartels who berated them post-facto for
participating in online discussions about drug trafficking in the country
and tipping off authorities about their activities. Victims were beheaded
or disemboweled, and messages such as “this happened to me because
I didn’t understand I shouldn’t post things on social networks” were
inscribed on what was left of their bodies.®* In October 2014, another
blogger using the handle “Miut3” was kidnapped and killed in Reynosa,
Tamaulipas. Using her blog and Twitter account (with over 41,000 fol-
lowers), Maria del Rosario regularly sent out information on situations
of risk as well as updates on drug trafficking incidents. In this specific
case, the drug cartel took over her social media page, posting warnings
about her imminent death, as well as photos of her body after being
kidnapped and killed.*® Mexican bloggers and journalists fear that the
recent attacks will prevent people from using the internet and social plat-
forms to circulate information on what is happening in different parts of
the country. Indeed, a 2013 survey of some 102 journalists and bloggers
across 20 Mexican states revealed that “nearly 70% [had] been threat-
ened or [have] suffered attacks because of their work.” In addition, 96%
said “they know of colleagues who have been attacked.¢ Survey respon-
dents also noted cyber-espionage and email account cracking by both
criminal organisations and governmental agencies as “the most serious
digital risks they face.”?¥”

Meanwhile, in light of the attacks on bloggers, the hacktivist group
Anonymous established ‘OpCartel,” an operation that threatened to
release details of Zeta operatives and collaborators obtained through hack-
ing into the emails of Mexican government officials.®® Following the
alleged kidnapping of an Anonymous member by the Zetas, and the threat
to kill ten individuals for each collaborator identified, Anonymous publicly
abandoned its OpCartel campaign.®® In 2010, two Mexican students at
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Columbia University in New York City tracking information on organized
crime-related violence in Monterrey were also stopped in their tracks. The
U.S.-based site administrator received threatening phone calls, after which
the project was cancelled.”

This inability to capture citizen information and empirical data seri-
ously undermines attempts to build effective responses to violence, orga-
nized crime and drug trafficking. Important efforts have been made, for
example by the Igarrape Institute in Brazil, to map efforts to reduce vio-
lence using ICTs.”! This approach relies on those at risk safely accessing
the internet, social networks, mobile phones and blogging platforms and
circumventing surveillance. Yet, while bloggers and journalists largely rely
on the Internet, social networks, mobile phones and blogging platforms
for their work, they have little or no command of digital security tools
such as encryption, use of virtual private networks (VPNs), anonymous
Internet navigation and secure file removal. Providing at-risk citizens with
these tools has become a priority for some actors, including tech compa-
nies, software developers, non-governmental organisations (NGOs),
human rights organisations and some government agencies.

Services Providers

At the same time, the widespread availability of these digital security tools
has been an important enabler of transnational criminal activity, including
child pornography, trading in illicit goods, money laundering, and even
forced labour. A six-month probe into the anonymity tool Tor suggested
that some 80 hidden services relate to pacdophilia,® leading U.S. Assistant
Attorney General, Leslie Caldwell to decry the companies developing the
technology.”

The small-scale (in volume) yet significant number of people involved
in peddling illicit goods online has surged in recent years, enabled by the
‘Dark Web’ and made infamous by SilkRoad, an international platform
allegedly managed by Ross Ulbricht (aka Dread Pirate, DPR, Silk Road)
and characterised as “the most sophisticated and extensive criminal mar-
ketplace on the Internet”.®* According to the official indictment, the
SilkRoad website was used by “several thousand drug dealers and other
unlawful vendors to distribute hundreds of kilos of illegal drugs and other
illicit goods and services®® to well over a hundred thousand buyers world-
wide, and to launder hundreds of millions of dollars deriving from these
unlawful transactions”.’® Ulbricht was arrested in October 2013. Some
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expected him to be charged under the RICO statute, which as noted by
WIRED’s Kevin Poulsen, “has given the U.S. a powerful new legal weapon
as it takes on a growing number of underground criminal forums dealing
in everything from weapons to drugs to more cybercrime.”®” For example,
David Ray Camez, a 22-year old American citizen was charged and sen-
tenced for internet fraud and later convicted for racketeering and con-
spiracy to commit racketeering under the RICO statute. This meant that
a low-level criminal was held “legally culpable for every crime committed
by all 7,900 users of Carder.su, the identify theft forum where he bought
stolen credit card information and counterfeiting equipment for use in his
crimes” and could be sentenced to 20 years in prison.®

Ulbricht’s fate looks no better. He was brought to trial on seven charges
including drug trafficking, conspiracy to commit money laundering, con-
spiracy to commit computer hacking, murder-for-hire and a so-called
kingpin charge. Ulbricht was ultimately found guilty on all seven counts
and now faces a minimum of 30 years in prison. As for Silk Road, the site
was taken down; eight others were arrested for selling drugs. According to
court documents, the website had facilitated US$1.2 billion worth of
transactions and collected US$80 million in commission fees in less than
three years.

Nonetheless, it is not clear that the investigation and prosecution were
worth the cost and effort since the Silk Road community is still thriving.
Just five weeks after Silk Road was shut down, another site with the same
name emerged, Silk Road 2.0, with an oddly democratic ethos:

As everyone is now aware, the previous Silk Road has fallen. For law enforce-
ment worldwide this was a small victory for them where they would receive
a pat on the back from their superiors and maybe a good Christmas bonus
(... ). However, what law enforcement has failed to understand is the conse-
quences of their actions. Silk Road is not one man. Silk Road is an idea, and
where Silk Road now lies is in the people who made it what it was and it is
those people who will, with a little help, bring the idea back to life again
under a new name.”

Silk Road 2.0 has since been brought down. Yet, beyond the two Silk
Roads, there is an expanding “horde of existing marketplaces and upstarts,
all looking to become the next online drug empire.”!® These include
BlackMarket Reloaded (BMR), Sheep Marketplace, Project:Black Flag,
Deepbay, Drug Market, Brain Market, Budster and more recently Evolution,
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all vying for customers and some like BMR even posting details about
volume of trade.!®! Some have been taken down through highly effective
law enforcement efforts such as Operation Onymous, yet these ‘dark web’
sites keep popping up, engaging law enforcement in a constant game of
whack-a-mole.'%?

Ensuring the means (legislative, technological, financial and other) to
fight the ‘dark web’ and increasingly sophisticated encryption technolo-
gies has, in consequence, become a priority of government agencies across
the globe, accentuating existing tensions between citizens and the state,
notably around issues of privacy. In the United States, law enforcement
agencies describe these activities as ‘going dark’ in the sense that those
responsible for protecting citizens are not always in a position “to access
the evidence need[ed] to prosecute crime and prevent terrorism even with
lawful authority.”!% In the words of the Director of the Federal Burcau of
Investigation (FBI): “we have the legal authority to intercept and access
communications and information pursuant to court order, but we often
lack the technical ability to do so.” Again, tensions between technology,
law enforcement, citizen rights and public safety move to the fore.

Command and Control

In 2008, ten men with access to the internet and armed with weapons and
across-the-counter IT and cyber capabilities brought Mumbai, a city of
some 20 million inhabitants, to a complete standstill, killing some 172
people and injuring more than 300. As in the case of Colombian and
Mexican drug cartels, the Mumbai terrorists developed a sophisticated,
yet low-cost platform to guide their operations. They carried mobile and
satellite phones, had access to satellite imagery and used night vision gog-
gles. More importantly, backup support was provided by an operations
centre located across the border in Pakistan. The operations centre con-
ducted real-time monitoring of traditional and social media coverage of
the massacre, identified hotel guests, and issued orders to kill.1** The inno-
vative use of the operations centre gave the terrorists unprecedented situ-
ational awareness and tactical advantages over the police and government
officials, and they used these advantages to great effect.

Organized criminal groups have access to many of these same capabili-
ties, even if they might use them for less violent and non-ideological pur-
poses. For example, in December 2014, some 76 Chinese nationals were
accidentally discovered manning a cybercrime command and control cell
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around the clock in an upscale district of Nairobi, Kenya. According to the
Chinese Embassy in Nairobi, the groups’ capabilities were basic (largely
identity theft) while the targets of the groups’ cybercrime activities were
Chinese nationals in China.!%® The Kenyan government, however, alleged
that the capabilities at the disposal of the cell “could have disrupted
Kenya’s communication systems and infiltrated bank accounts and money
transfer networks.”!% The detainees are facing initial charges of cross-
border telecommunication fraud and electronically swindling over 100m
yuan (US$16.5m) from Chinese victims.

A diplomatic spat ensued between the two governments, with China
insisting that the suspects be extradited for further investigation and pros-
ecution in China because the victims are in China, while Kenya is dragging
its feet, insisting on due process, and further investigation, before reaching
a decision on extradition. Indeed, other more strategic concerns have
been raised, leading Kenya’s Director of Criminal Investigations to “rope
in experts to tell us if the [accused ] were committing crimes of espionage
(... ) These people seem to have been brought here specifically for a mis-
sion which we are investigating.”'%” Nonetheless, law enforcement officials
from both countries eventually cooperated in the investigation and the
suspects were eventually deported to China. What was not revealed until
later was that the individuals were actually Taiwanese, not Chinese. This
situation led to further tensions, this time between Taiwanese and Kenyan
officials, the former concerned about the fate of its citizens once back on
Chinese soil. In 2017, a similar situation surfaced in Spain concerning
some 200 Taiwanese nationals involved in a massive telecom fraud staged
from Spain and targeting individuals in mainland China.!®® Both cases
highlighted not just the innovative nature of these kinds of crimes in terms
of scope and geographic location of victim and perpetrator, but also a
number of jurisdictional, diplomatic, geopolitical and potential human
rights issues not usually factored into traditional responses to transnational
crime.

While the outcome is still pending, the case demonstrates how a large
group of foreign nationals in a sophisticated transnational criminal net-
work managed to pass unnoticed in one of Africa’s key urban centers.
Such remote command and control cells could someday be used by other
actors, including states, and for much more malevolent purposes.
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STRATEGIC IMPLICATIONS AND POLICY PERSPECTIVES

Transnational crime is not going away anytime soon; rather, if anything, it
appears to be thriving, enabled in large part by information technologies.
Indeed, the failure to respond to transnational crime and these new chal-
lenges can have a serious impact on national governance structures and
ultimately regional and international security, as captured in a number of
Security Council Presidential Statements over the past years and the
United Nations Secretary General’s December 2014 synthesis report.!?”
The World Economic Forum (WEF) suggests that “criminal networks
have expanded into multi-billion dollar syndicates, harnessing the illicit
trade of people, goods, drugs, money, intellectual property and environ-
mental resources” with “estimates of the shadow economy plac[ing] the
scale of the issue at US$ 650bn, or a staggering US$ 2 trillion including
money laundering.” For the first time, for example, transnational crime
has been placed on the development agenda and its eradication is now
included among the Sustainable Development Goals (Goal 16) as dis-
cussed in Chap. 2.11° Importantly, the 2015 Global Risk Report identified
the failure of national governance—provoked, inter alia, by transnational
crime and illicit trade—as the third most likely geopolitical risk, following
interstate conflict and state collapse or crisis.!! Other related risks included
technological ones such as cyber attacks, data fraud or theft, misuse of
technologies and the risk of critical infrastructure breakdown.!!?

These geopolitical, developmental and technological realities and risks
are important to bear in mind when responding to transnational crime and
its growing use of I'T and cyber capabilities, not least because of their
implications for a range of issue and policy areas.

Human Rights

Throughout history, it has never taken criminal organisations long to
determine how to take advantage of new technologies. I'T has been a par-
ticular enabler of criminal activity and law enforcement and legislators
have consistently tried to keep apace. Yet, this has often meant developing
tools and mechanisms to monitor criminal actors, which if abused—as has
often been the case—create enormous friction between privacy rights and
national security prerogatives. The perception of abuse of these capacities
and capabilities has been exacerbated in recent times by instruments such
as the 2001 U.S. Patriot Act, with important repercussions clsewhere.!1?
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The 2013 Snowden revelations on U.S. and UK monitoring and
surveillance practices only served to exacerbate existing tensions. There is
a growing perception that such practices have undermined the basis upon
which norms of responsible state behavior can be shaped, with other
states—democratic or otherwise—emulating such intrusive behaviour in
the name of national security, posing important risks to citizens around
the globe.

In addition, IT and telecommunications companies (and more recently
ISPs) have found themselves at the centre of this friction between privacy
rights and national security prerogatives (or rather client’s interests and
the state’s). On the one hand, some companies are playing an important
role in shaping norms of state behavior and safe-guarding client’s interests
against government intrusion; on the other, they are involved in developing
the very tools and technologies adopted by criminal actors or acquiesced
to government requests to develop IT/cyber tools and capabilities for
addressing growing ‘going dark’ concerns. Some voices in the United
States are arguing for greater regulatory authority in light of existing and
emerging Tor and strong encryption capabilities, suggesting that current
lawful intercept capabilities have gone “from dark to pitch black.”!*
CALEA was updated by the Federal Communications Commission (FCC)
in 2006, extending its reach to “the internet, broadband or over-the-top
providers whose services transited the public switched telephone net-
work.” While the legislation has still fallen behind new technologies,
intrusive surveillance techniques—such as lawful malware—have been
used since at least 1999!'** and do not necessarily require a court order or
cooperation with a telecoms provider.!'® Hence, rather than new laws,
some suggest that law enforcement actors already “have an abundance of
technologies to draw on that go far beyond what CALEA supports or
allows,” and “can draw on other laws to ensure the legitimacy of their
action.” Yet, such an approach ventures into the dangerous territory of
‘technological solutionism’ and will likely increase mistrust between citi-
zen, state and private enterprise.''” In this regard, the recommendations of
areport by the British Intelligence and Security Parliamentary Committee,
established after the first Snowden revelations in 2013, might bear more
weight: clearer legislation outlining what security agencies can and cannot
do, effective oversight mechanisms, and improving public understanding
of—and retaining confidence in—the work of the intelligence and security
agencies.”® The latter was spelled out in more detail in a report by a
group focused on internet governance:
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The obligation of states to protect and promote rights to privacy and free-
dom of expression are not optional. ( ... ) Even if they are not absolute
rights, limitations to these rights, even those based on national security con-
cerns, must be prescribed by law, guaranteeing that exceptions are both
necessary and proportionate. Governments should guarantee the same
human rights protection to all individuals within their borders.'*®

Global Drug Policy

Most cases discussed in this chapter involve narcotics trafficking. Any drug
law enforcement agency would admit that drug cartels—both new and
old—outmatch (and will continue outmatching) state cyber/IT law
enforcement resources. The cartels have significant funds to spend on
acquiring the latest technologies and recruiting tech experts to run and
maintain their systems (with many unaware they are working for an illicit
enterprise) so as to ensure their products reach their destination.

Law enforcement has undoubtedly made huge progress in responding to
the drug trade, yet, as in the past, it will continue to play catch-up, particu-
larly as information technology becomes more sophisticated and encryption
technologies more difficult to break. Legislating against future crimes has
never been an option, even if one can forecast the type of criminal activity
likely to emerge around IT innovation.'?® And recent practice has demon-
strated that unfettered monitoring and surveillance practices, or bullying
tech companies into providing backdoors to anonymity tools, does not work
well in democracies where privacy concerns still matter. This means that the
cost of interdiction efforts will continue to increase, placing huge burdens
on societies across the globe. It is, therefore, perhaps time to refocus global
drug policy to deal with those elements of the drug trade that create most
harm to society, shifting to a public health-driven policy rather than one
almost entirely centred on interdiction, as is currently the case. Current
preparations for the 2016 UNGASS on global drug policy will be a starting
point, but these crime-IT-related issues are completely absent from current
debates, largely over-shadowed by the current focus on cyber-crime and its
impact on gross domestic product (GDP) and the global economy.

Global Policy on Transnational Organized Crime

As noted in the previous section, after years of deliberation, UNTOC was
adopted in Palermo, Italy in 2000. Some 15 years later, it is clear that the
overall impact of the Palermo Convention has been limited. The growing
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use of information technologies and cyber capabilities by transnational
crime is placing additional pressure on an already outdated law enforce-
ment response. A much more informed public debate on both the Palermo
Convention (impact and implementation challenges) and the obstacles to
reaching agreement on the nature of a cybercrime convention is thus war-
ranted. More effort should also be placed on assessing existing mecha-
nisms such as mutual legal assistance treaties (MLATSs),!?! sanctions and
trade restrictions, and deepening discussion and sharing lessons on how to
respond to transnational crime’s use of dual-use technology and its increas-
ing reliance on hackers as enablers of illicit flows.

More citizen-driven approaches to combatting crime have certainly
emerged over the past years, particularly in developing countries and
driven in large part by the violence associated with transnational crime.
Yet, the growing use of I'T and cyber capabilities by criminal actors and
groups means that concepts such as predictive policing and other
technologically-driven solutions aimed at modelling human virtue are
gaining traction, removing emphasis once again from the very structural
societal issues underlying criminal activity. Hence, as with global drug
policy, an important debate on the nature of policing and combating crime
is well overdue. It should involve a serious rethink of current U.S.-driven
criminological approaches relying on situational crime prevention rather
than earlier strategies centred on the underlying social conditions that
actually drive crime.!??

Counterving Tevvor and Transnational Crime:
Getting the Twain to Meet

The links between terror and transnational crime have always been diffi-
cult to establish, not least because of the dynamic nature of actors and the
ease with which they shift between legitimate and illicit activity. According
to a study by West Point’s ‘Countering Terrorism’ research team, terror-
ists and transnational criminals form part of the same global network
rather than separate networks. Within this global network, these actors
converge around financial, rather than political or ideological interests.!??
In terms of I'T and cyber capabilities, this convergence is most likely in
developed settings (not in failed or weak states), with transnational crime
providing important I'T services and products to terrorist groups, includ-
ing hacking, access to zero-day vulnerabilities, money-laundering, carding
(for financing), forged identities and documentation, access to high-grade
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monitoring and surveillance equipment, and technological advice and
expertise.

In this regard, it will be important to develop a deeper understanding
of the links between transnational crime’s and terrorism’s uses of I'T and
cyber capabilities, how and when these converge and how to more effec-
tively respond.

International Security

As noted in the WEF 2015 Global Risk Report, there are growing con-
cerns that inter-state conflict might again become a common feature of
international relations, rather than a tragic feature of our past. Among the
broad range of issues associated with these concerns is how information
technologies and cyberspace are being used by states for foreign policy
purposes against both foes and allies.

For example, there is increasing evidence that states are using criminal
groups as proxies to advance foreign policy aims. States’ use of proxies is
certainly not a new phenomenon. Indeed, states have historically used
rebel groups, militias, terrorist and criminal groups to advance their inter-
ests. Today the concern is rooted in the high probability that some states
are using criminal groups as proxies to conduct malicious cyber attacks
against other states, thus allowing them plausible deniability. In response,
a number of states are pushing for agreement on a norm “whereby states
agree not to conduct or knowingly support online activity that intention-
ally damages infrastructure or impairs the use of critical infrastructure that
provides services to the public.”?* Perhaps this might work, although
given the pervasive lack of trust of, and between governments surround-
ing cyberspace and ICTs, an agreement on the use of proxies is unlikely,
the ‘proxy for hire’ business is likely to thrive, and transnational crime is
sure to seek a stake in the business, not least because it can easily acquire
the capabilities and resources required to engage in such activity.!?
Building trust between states is thus imperative.

At the national and regional level, information technologies are enabling
a growing number of external actors (state and non-state, legitimate and
illicit) to become enmeshed in intra-state conflicts, all with different aims
and objectives. In many instances (Syria, Iraq, Ukraine), belligerents are
increasingly using IT capabilities for a range of purposes, the stronger
adversary generally controlling domestic resources and capabilities. Some
external actors provide IT-related support to the weaker parties to the
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conflict; others can sell it to the highest bidder. Yet others punish those
(largely state actors or elites with ties to the government) linked to IT
products or services that violate human rights via sanctions. As noted, the
latter runs the risk of creating a black market for the technologies, pushing
their trade and their uses further into the so-called ‘dark web,” or unwit-
tingly providing the state against which the sanctions are targeted with a
monopoly over the telecommunications or I'T market.

In this regard, developing crime-sensitive tools to assess the near-term
impacts and longer-term risks of legitimate I'T support or sanctions is also
imperative.

Geopolitical Considerations

Over the past few years, there have been growing concerns of how urban
centers and sprawling megacities, particularly those sitting along the lit-
torals of Eurasia, Africa, and Latin America, will become the centre of
gravity for future warfare.'?® Already, many of these agglomerations, home
to an inexhaustible source of tech-savvy yet unemployed youth, are highly
dynamic centers of online and offline national and transnational criminal
activity. There is also an important risk that many of these countries which
boast an important technological skill base, a good enough cyberspace
infrastructure but weak national governance structures and norms, will be
used by transnational criminals to further their geographic reach and
broaden their illicit business portfolio.'?” It is likely that much of the IT
and cyber infrastructures in many of the existing and emerging megacities
will fall outside the scope of formal governance structures, posing even
greater advantages to transnational crime, and even greater headaches to
law enforcement. Sheldon surmises that the I'T and cyber infrastructures
in such settings will most likely be “a hybrid mix comprising hardware
from commercial carriers on one hand and improvised, often illegally
acquired, hardware and networks jury-rigged by technically competent
individuals in particular neighborhoods and communities” within megaci-
ties such as Mumbai, Karachi, Accra and Nairobi. A number of cases dem-
onstrate how many of the young, tech-savvy unemployed youth in these
cities are hired by more seasoned transnational crime groups for identity
theft, carding, online gold harvesting, money laundering and forced
micro-labour. The very cyber infrastructure of these cities, coupled with
structural challenges such as endemic corruption and weak law enforce-
ment capacity, will make it ever more difficult for law enforcement to
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detect these forms of illicit activity. And should inter- or intra-state conflict
break out, the possibilities of recruitment are enormous. It is certainly an
issue worth considering in global policy, particularly considering the inter-
linkages of transnational crime, development, international security and
information technology and cyberspace.

Finally, and in closing, suffice to say that transnational crime has been a
very effective user of I'T and cyber capabilities for force multiplication
purposes. From the early days, even before crime became veritably trans-
national, I'T capabilities and resources have allowed those with illicit intent
to achieve their aims. Legislators and law enforcement have consistently
struggled to keep apace, yet solutions have generally been found, often
provoking tensions between security and citizen rights, to which solutions
have also been found, albeit often imperfect ones. Conversely, as we slip
into what many have labelled ‘The Internet of Things’ and a realisation of
how the latter will most likely further enable transnational crime, it will be
important to ensure that the same technologies that are part of the prob-
lem are not the sole driver of solutions. Instead, such solutions should be
informed by public debate, and a much deeper understanding of the soci-
etal factors driving transnational criminal activity instead of simply focus-
ing on the technological factors enabling it.
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paging services often ‘tipped off”.

DEA Drug Intelligence Report, 1994.

DEA Drug Intelligence Report, 1997.

DEA Drug Intelligence Report, 1994.

Ibid.

David Lane, Into the Heart of the Mafin: A Journey Through the Italian
South. (Profile Books LTD 2010) p. 72.

Red Herring: Law Enforcement’s ‘Going Dark Spiel” The Journal of Ele-
ctronic Surveillance Technology, 6 February, 2015 https: //insidersuveillance.
com/red-herring-law-enforcements-going-dark-spiel /

50 U.S.C. 1701-1706.

60 FR 54579, 24 October 1995.

Section 1 of the Order blocks, with certain exceptions, all property and
interests in property that are in the United States, or that hereafter come
within the United States or that are or hereafter come within the posses-
sion or control of United States persons, of: (1) The persons listed in an
Annex to the Order; (2) any foreign person determined by the Secretary
of Treasury, in consultation with the Attorney General and Secretary of
State, to play a significant role in international narcotics trafficking cen-
tered in Colombia; or (3) to materially assist in, or provide financial or
technological support for or goods or services in support of, the narcotics
trafficking activities of persons designated in or pursuant to this order;
and (4) persons determined by the Secretary of the Treasury, in consulta-
tion with the Attorney General and the Secretary of State, to be owned or
controlled by, or to act for or on behalf of, persons designated pursuant
to this Order.

The latter included firms such as CALI @ TELE.COM LTDA. (a.k.a.
HOLA TELECOMUNICACIONES and COMUNICACIONES
ABIERTAS CAMARY LTDA. These companies were fronts for the
Norte del Valle cartel, operating under the name of Piedad Rocio
Sanchez Candelo, a member of the Grajales family, one of the key
members of the cartel. See: El Pais, 28 November 20006, https: //www.
federalregister.gov/articles /2006,/12 /01 /E6-20375 /additional-


http://www.unodc.org/unodc/treaties/CTOC/
https://insidersurveillance.com/red-herring-law-enforcements-going-dark-spiel
https://insidersurveillance.com/red-herring-law-enforcements-going-dark-spiel
https://www.federalregister.gov/articles/2006/12/01/E6-20375/additional-designation-of-persons-pursuant-to-executive-order-12978#h-4
https://www.federalregister.gov/articles/2006/12/01/E6-20375/additional-designation-of-persons-pursuant-to-executive-order-12978#h-4

72

C. KAVANAGH

62.

63.

64.
65.
66.
67.

68.

69.

70.

71.

72.

designation-of-persons-pursuant-to-executive-order-12978#h-4
Dept. of Treasury). According to the Department of Treasury, Sanchez
Candelo was removed from the SDN list in 2012.

Rubén Luis Ayala, ‘Lla Marina arresta a fundador de Los Zetas ‘Lucky’
y desconecta las comunicaciones del cartel’, Agora, December 2011,
http://amigosdetamaulipas2.mforos.com /1832982 /10431860-la-
marina-desconecta-las-comunicaciones-del-cartel /.

Damon Tabor, Radio Tecnico: How the Zetas Cartel Took Over Mexico with
Walkie-Talkies, posted 25 March, 2014 http:/ /www.popsci.com/article /
technology /radio-tecnico-how-zetas-cartel-took-over-mexico-walkie-
talkies; FoxNews (Latino), December 2011, Drug Cartels in Mexico
Have a Clandestine National radio Network.

Fox News, 2011.

Ibid.

See United Nations, ‘Report of the independent expert on minority
issues. Addendum: Mission to Guyana’ (28 July to 1 August, 2008),
Human Rights Council, A/HRC/10,/11/Add.2, 27 February 2009.
Other weapons and equipment included M-16 assault rifles with night
vision devices, an Uzi sub-machine gun with silencer, Glock 9mm pistols,
a 12-gauge shotgun, other small caliber weapons, bullet-proof vests and
helmets.

The company’s co-director, Peter Myers, testified that the cellular inter-
cept equipment found in Khan’s possession was indeed sold directly to
him. The testimony was actually provided in the trial of Khan’s attorney,
Roger Simels who himself was on trial for plotting to kill a witness against
Khan. Two computers belonging to Simels connecting Khan to the sur-
veillance equipment were discovered.

US Diplomatic Cable: Blaze ar Ministry of Health is Out, But New
Allegations Keep Fives Burning, 099GEORGETOWNI18_a. [Accessed 9
March, 2015].

Kavanagh et al., Getting Smart and Scaling Up: Responding to the
Impact of Organized Crime on Governance in Developing Countries,
7 June 2013. See Summer Walker, pp. 198-216, for the specific case
study on Guyana. http://cic.nyu.edu/content/responding-impact-
organised-crime-governance-developing-countries.

See for example, Exec. Order 13606 of April 2012 “Blocking the Property
and Suspending Entry Into the United States of Certain Persons With
Respect to Grave Human Rights Abuses by the Governments of Iran and
Syria via Information Technology’.

According toa 2012 report, in Iran, firms controlled by the Revolutionary
Guard have acquired large stakes in key economic sectors, including tele-
communications, where sanctions have forced global companies to


https://www.federalregister.gov/articles/2006/12/01/E6-20375/additional-designation-of-persons-pursuant-to-executive-order-12978#h-4
http://amigosdetamaulipas2.mforos.com/1832982/10431860-la-marina-desconecta-las-comunicaciones-del-cartel
http://amigosdetamaulipas2.mforos.com/1832982/10431860-la-marina-desconecta-las-comunicaciones-del-cartel
http://www.popsci.com/article/technology/radio-tecnico-how-zetas-cartel-took-over-mexico-walkie-talkies
http://www.popsci.com/article/technology/radio-tecnico-how-zetas-cartel-took-over-mexico-walkie-talkies
http://www.popsci.com/article/technology/radio-tecnico-how-zetas-cartel-took-over-mexico-walkie-talkies
http://cic.nyu.edu/content/responding-impact-organized-crime-governance-developing-countries
http://cic.nyu.edu/content/responding-impact-organized-crime-governance-developing-countries

73.

74.
75.

76.
77.
78.
79.

80.
81.

82.

83.

IT AND CYBER CAPABILITIES AS A FORCE MULTIPLIER... 73
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CHAPTER 4

Measuring Illicit Trade and Its Wider Impact

Karl Lallerstedt

Abstract Illicit trade is a broad and varied collection of phenomena
requiring a broad palette of coordinated policy responses. But unlike the
threat of terrorism, which produces highly visible incidents, most of the
times illicit trade remains below the surface, impeding the mobilisation of
the prerequisite political will to address the threat. These challenges
underline the need for better data to quantify and assess the impact of
illicit trade, in order to empower policymakers to gauge their policy
response more appropriately.

Keywords Illicit trade ® Corruption e Illicit financial flows
Smuggling ® Border (as in border control and border security)

Illicit trade is arguably the lifeblood of organized crime and the need to
better understand this phenomenon and its strategic impact is gaining
increasing traction in policy circles, as indicated by the establishment of the
Task Force on Countering Illicit Trade, launched by the Organisation for
Economic Co-operation and Development (OECD) in 2013.! Yet, this is
far from being an easy endeavour. The multifaceted and covert nature of
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illicit trade complicates the analysis which, in turn, underpins the design of
effective policy.

What is clear, however, is that the overall negative impact of illicit trade
far exceeds the sum of its constituent parts. Despite the synergistic rela-
tionship between different forms of illicit trade it is frequently addressed
as separate categories, such as narcotics, excise goods or counterfeit goods.

In this context, this chapter provides a holistic overview of the scale and
impact of the illicit trade mega-problem, highlighting the challenges of
measuring the problem as exemplified by several studies and surveys that
have been launched internationally to quantify the size of the different
forms of illicit trade and the costs associated with it. The chapter con-
cludes with some considerations on how to achieve more policy relevant
analysis and how to improve the way measurements are conducted.

Before embarking on this discussion it is worth reflecting on defini-
tions. In fact, similarly to ‘organized crime’, of which criminologist Klaus
von Lampe has compiled some 190 definitions,? illicit trade can also be
defined in different ways. Adopting a simple and pragmatic approach, if a
given form of trade is illegal in a particular jurisdiction then it can be clas-
sified as illicit. This would mean that trade in prohibited products, such as
certain narcotics, will always constitute illicit trade. But generic medica-
tion, or marijuana, when sold in jurisdictions where they are legal would
not constitute illicit trade.

Most transnational organized crime activity would constitute illicit
trade, whereas purely domestic organized crime activity such as extortion,
public contracts manipulation and thefts would not. Some narcotics, coun-
terfeit and illicit environmental trade also remains purely domestic, although
the major flows are transnational. The World Customs Organisation (WCO)
offers some help:

Illicit trade involves money, goods or value gained from illegal and other-
wise unethical activity. It encompasses a variety of illegal trading activities,
including human trafficking, environmental crime, illegal trade in natural
resources, intellectual property infringements, trade in certain substances
that cause health or safety risks, smuggling of excisable goods, trade in ille-
gal drugs, and a variety of illicit financial flows.?
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THE SCALE OF THE PROBLEM

One commonality between all forms of illicit trade is that they constitute
criminal activity. Gathering statistics to quantify such phenomena is not a
straight forward exercise. Furthermore key actors with insights into illicit
trade—namely law enforcement agencies, intelligence agencies, and the
private enterprises and individuals affected—are understandably reluctant
to share their insights openly. These intrinsic challenges make an accurate
measurement of many aspects of illicit trade more or less impossible, forc-
ing analysts to rely on rough estimates, proxy measures, and best guessti-
mates. Despite these limitations a number of more or less controversial
estimates of the value of various flows have been made, making it clear that
illicit trade is a significant part of the global economy.

A United Nations Office on Drugs and Crime (UNODC) meta study
estimated the global turnover of transnational organized crime at US$870
billion in 2009, representing 1.5% of global gross domestic product
(GDP), close to 7% of global merchandise trade, and six times official
global development assistance budgets. Three of the largest contributing
subcomponents used by the UNODC were narcotics (US$320bn), coun-
terfeits (US$250bn), and human trafficking (US$32bn).* Although this
UNODC study has not been received without criticism, using its estimate
and accounting for economic growth and inflation the annual total turn-
over of transnational organized crime could now be expected to exceed
USS$1 trillion.

A 2012 OECD study estimated the value of international environmen-
tal crime, which includes illegal trade in wildlife; illegal logging and its
associated timber trade; illegal, unreported, and unregulated (IUU) fish-
ing; illegal trade in controlled chemicals (particularly in ozone-depleting
substances); and illegal disposal of hazardous waste, at US$30-70bn.°
Another big category ofillicit trade is the contraband trade in excise goods
such as tobacco, alcohol and petroleum products. A 2010 paper by illicit
tobacco expert Luk Joossens estimated that 11.6% of global tobacco con-
sumption was illicit, resulting in tax losses exceeding US$40bn.¢ The
World Health Organization (WHO)’s Global Status Report on Alcohol &
Health 2014 estimated that 25% of global alcohol consumption was unre-
corded (homemade alcohol, illegally produced or sold outside normal
government controls).”

Irrespective of the potential shortcomings of the aforementioned
UNODC meta-study it would appear clear that the trade in narcotics and



82 K LALLERSTEDT

counterfeit goods are the two largest categories of illicit trade. The esti-
mate for the latter of the two comes from a 2009 OECD study based on
extrapolations from customs seizure data and trade data. A more recent
OECD study estimated that the value of internationally traded pirated and
counterfeit goods in 2013 represented up to 2.5 percent of world trade,
or US$461.8 This would make counterfeits the single largest category of
illicitly traded goods.

The 2015 survey on losses suffered by Japanese companies due to
counterfeiting conducted by the Japanese Patent Office indicated that
21.9% of responding companies were affected.” Unfortunately most coun-
tries do not conduct similar assessments, hence it is not possible to have a
comparable global picture.

Law enforcement seizures illustrate that counterfeiting is not just about
fake handbags and sunglasses. In 2014 Interpol press releases reported a
number of law enforcement operation seizures illustrating the variety and
scale of the problem. One operation netted 1,200 tonnes of counterfeit or
substandard food products and 430,000 litres of counterfeit drinks.!® An
operation focusing on a single factory resulted in the scizure of US$37m
worth of fake cosmetics containing high levels of mercury, and 589
arrests.!!

Another example is Operation Biyela, a ten day operation coordinated
by the WCO covering 23 African countries in 2013, which netted over a
billion illicit products. They included over 550m pharmaceutical products
ranging from antibiotics to HIV /AIDS treatment. Over 450m fake elec-
tronic appliances, over 31m food items, 16m transportation and spare
parts, and over 14m other items including insecticides were also inter-
cepted in the same operation.!?

ImracT OF ILLiciT TRADE

At first glance, even a figure such as the UNODC estimate that the turn-
over of transnational organized crime is equivalent to 1.5% of global GDP
may not seem that shocking. But the total impact is far more significant if
one takes into account the negative impact and repercussions that these
activities have. Specifically, illicit trade impacts on global security in six
major ways:

— It is a source of income for criminal non-state actors;
— It has corrosive effect on governance;
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It undermines border security;

It endangers public health;

— It contributes to the depletion of environmental resources and per-
manently damages ecosystems;

— It causes significant economic costs.

The following pages will focus on these key impacts while acknowledg-
ing that there are other, second-tier, repercussions of which one should
not lose sight. For example, the illicit arms trade, estimated at
US$170-320m'? per year by the UNODC, may not be so significant in
terms of monetary turn-over, but the weapons remain operational for
decades and have a significant impact by serving as empowerment tools for
criminal non-state actors.

Income for Organized Crime, Tervovists, and Warring Parties

“It’s the Economy, Stupid”

Any enterprise requires money to operate, even when the business is
organized crime, terrorism or insurgency. The fundamental driver behind
illicit trade is the revenue it generates for the entities involved.

In the European Union alone there were more than 5,000 interna-
tional organized crime groups under investigation in 2017, around 45
percent of which are generating revenues from multiple forms of criminal
activities.'*!> Consequently, even less politically prioritised forms of illicit
trade can empower organisations involved in criminal activities of greater
concern. To cite one example, referring to counterfeits, Interpol has stated
the “[a] clear link has been established between the trafficking of illicit
goods and transnational organized crime” and that “[t]hey use the profits
to fund other criminal activities such as drug trafficking, people smuggling
and robbery.”1¢

It is not only organized crime groups who generate revenue from illicit
trade. Global demand for narcotics has financed terrorists and insurgent
groups such as in the case of cocaine financing Colombia’s Fuerzas
Armadas Revolucionarias de Colombia (FARC)' or heroin contributing
to an income stream for the Taliban.'® The often-cited Mokhtar
Belmokhtar—the al-Qaida affiliated mastermind behind the 2013
In-Amenas gas plant hostage taking in Algeria resulting in over 60
deaths—has also been dubbed “Mr Marlboro” due to his profiteering on
tobacco smuggling across the Sahel.’ Somalia’s Al-Shabaab has profited
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from the illegal trade in commodities as mundane as sugar and charcoal.?°
The so-called Islamic State of Iraq and al-Sham (ISIS) has generated rev-
enues through a host of different forms of illicit trade activities ranging
from oil, antiquities, human smuggling and consumer goods.*! Virtually
all well-known terrorist organisations are known to have profited from
some form of illicit trade.

Similarly, any form of military power needs to be sustained by an eco-
nomic base. Research by James Fearon at Stanford University suggests
that the income from illicit trade can play a major role in prolonging civil
wars. Fearon assessed historic civil war data and found that the average
duration of civil wars with major reliance on contraband trade was 48.2
years, versus 8.8 years for conflicts that were not sustained by contraband
trade.?

Corrosive Effect on Governance

Corruption undermines governance, democracy and the rule of law. As
illicit trade generates significant profits for the parties involved, yet exposes
them to risk, efforts to buy ‘insurance’ or ‘protection’ from government
officials, law enforcement and politicians will occur, perverting gover-
nance in the process. Sometimes the corruption goes beyond criminal co-
option of public officials and private sector actors, with leading individuals
within the state apparatus benefiting more directly from illicit trade. The
degree of criminal influence varies, with Moisés Naim coining the term
‘mafia states’ to describe the extreme end of the spectrum of states serving
criminal interests.??

Vidar Helgessen, the former Secretary General of the International
Institute for Democracy and Electoral Assistance (International IDEA),
wrote in 2013 that

the world is witnessing a growing threat from transnational illicit networks
to the legitimacy of democratic institutions and political processes in both
emerging and established democracies.

Transnational organized crime networks exist in countries with a long
tradition of institutional development, such as Colombia, as well as in coun-
tries which are fragile, such as Guatemala or Haiti. They exist in post-
communist countries, now members of the European Union (EU), such as
the Baltic states and Romania. They exist in relatively new democracies in
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West Africa, and in well-established democracies, such as Italy. They may
lead to the effective takeover of states by illicit drug networks, controlling
political institutions, political parties and candidates—and, in the process,
obliterating the voices and demands of ordinary people.?*

As in the theory of ‘trickle-down economics’, the effects of corruption
reach beyond the initial beneficiary. The 2011 World Bank report Crime
and Violence in Central America: A Development Challenge suggests that
the corruption associated with illicit trade undermines the rule of law
more broadly:

Existing evidence indicates that drug trafficking increases corruption levels
in the criminal justice systems of some Central American countries and tar-
nishes the legitimacy of state institutions in the public’s mind. On average,
victims of crime tend to: (i) have less trust in the criminal justice system; (ii)
support taking the law into their own hands in larger numbers; and (iii)
believe less strongly that the rule of law should always be respected.?®

Rather than focus on the details of how this ‘trickling down’ affects
governance let us focus on a few illustrative examples of illicit trade inter-
play with the highest powers of state.

The president of Paraguay, Horacio Cartes, is also owner of Grupo
Cartes, which includes the country’s largest cigarette manufacturer,
Tabacalera del Este (Tabesa). Tabesa’s cigarettes are the most smuggled in
Latin America.?® Looking at illicit tobacco alone there are other examples
where the role of states or political elites can be questioned. Industry
sources and defectors allege that North Korea has been involved in exten-
sive production of counterfeit cigarettes,”” a command economy where
little activity is likely to occur without high-level endorsement. Cigarettes
manufactured by Belarusian state owned enterprises have been heavily
smuggled into European markets.?® Savanna Tobacco in Zimbabwe, where
a relative of former President Mugabe is a major sharcholder, has been
accused of tobacco smuggling into South Africa.?? Amalgamated Tobacco
Manufacturers in South Africa, where President Zuma’s son Edward is a
shareholder, was investigated by the South African Revenue Services due
to suspicions of involvement in the illicit tobacco trade.?

The narcotics trade abounds with illustrative cases of high level involve-
ment and corruption. Guinea Bissau has become well known for its role in
cocaine trafficking. In 2013 the former head of Guinea Bissau’s Navy,
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Rear Admiral Jose Americo Bubo Na Tchuto, was apprehended in inter-
national waters and transferred to the US where he was charged with con-
spiring to distribute cocaine.?! In 2006 two Latin Americans were detained
in Guinea-Bissau while in possession of 670kg of cocaine—but the army
sccured their release and the cocaine vanished.®? In Afghanistan, the
world’s leading supplier of opium, the former president’s brother and
chairman of the Kandahar Provincial Council, Ahmed Wali Karzai (who
was killed in 2011) was fingered by international media for involvement in
the country’s drugs trade.??

The trade in counterfeit goods is not exempt from high level complic-
ity. Representatives of leading corporations have expressed serious concern
over high level political complicity in the trade of counterfeit goods, as
well as the political ‘shiclding’ of perpetrators in developing countries.®*

The problem of corruption and criminal complicity at the very highest
levels of political power is not limited to the developing world. In 2014
the Italian Supreme Court upheld that Marcello Dell’Utri, one of former
Prime Minister Silvio Berlusconi’s closest business partners and political
allies, as well as co-founder of Berlusconi’s Forza Italia party, was guilty of
complicity in conspiracy with the Sicilian Mafia.®® The court found that
“for 18 years, from 1974 to 1992, Marcello Dell’Utri was the guarantor
of the agreement between Berlusconi and Cosa Nostra”. Berlusconi him-
self could not be tried due the 20-year statute of limitations for mafia-
related offences.?

Russia is another example of a country with a seemingly symbiotic
relationship between the most powerful individuals within the state and
organized crime. In 2015, at the inquiry into the death of the former
Russian spy Alexander Litvinenko in London nine years earlier, the
Queen’s Counsel representing the widow of Mr Litvinenko claimed that

the intimate relationship that will be shown to exist between the Kremlin
and Russian organised crime syndicates are so close as to make the two effec-
tively indistinguishable,” and that “the startling truth, which is going to be
revealed in public by the evidence in this inquiry, is that a significant part of
the Russian organised crime around the world is organised directly from the
office of the Kremlin. Vladimir Putin’s Russia is a mafia state.?”

Mr Emmerson represented one side in the hearing, and as such may not
be considered entirely objective, but he is certainly not alone in claiming
there exists an intimate Kremlin-mafia relationship.



MEASURING ILLICIT TRADE AND ITS WIDER IMPACT 87

The ongoing conflict in the eastern Ukraine raises the question of
whether organized crime has served as a Russian foreign policy instru-
ment. Professor Mark Galeotti from New York University has pointed out
that

Many of the burly and well-armed ‘self-defense volunteers” who came out
on the streets alongside the not-officially-Russian troops turned out to be
local gangsters, and the governing elite there have close, long-term relations
with organized crime. Likewise, in eastern Ukraine, criminals have been
sworn in as members of local militias and even risen to senior ranks, while
the police, long known for their corruption, are fighting alongside them.?®

With organized crime’s ability to corrupt, intimidate, and mobilise vio-
lence, the global reach of Russian organized crime networks, particularly
in the former Soviet space, provides the Kremlin with a potential tool to
influence and destabilise.

Undermining Borderv Security

Border security is undermined both by the corruption of state officials and
organized crime’s efforts to physically bypass border controls. In addition
to organized crime groups, states and terrorists also have interests in evad-
ing border security.

Corruption
The arrest of Juan Carlos Ramirez Abadia, one of the leaders of the Norte
del Valle Cartel in Colombia, shed some light on how corruption serves as
a tool enabling narco-traffickers to operate with impunity. His seized com-
puter indicated that between 2003 and 2006 there were three admirals,
seven army and police colonels, and two naval captains on his payroll.
Corrupt officials would move ships to allow the transportation of narcot-
ics and leaked details of naval patrols. At the same time they made sure
that what Ramirez Abadia called ‘intelligent highways’ were in place.
These consisted of favorable routes for convoys carrying cocaine or the
precursors used to process the coca base along which patrols were no lon-
ger carried out by the army or the police specifically to facilitate this illicit
trafficking.®

The extent and cost of the bribing that took place was significant. It was
believed that in 2004, he was paying monthly bribes amounting to



88 K LALLERSTEDT

USD$4m disbursed to officials from the Administrative Department of
Security, the police, the army, the Public Prosecutor’s Office, the justice
system, the National Registry Office, the Agustin Codazzi Geographic
Institute, the National Penitentiary Institute and the media. Purchased
favours ranged from amending witness statements to dismantling a check-
point, from producing forged identity documents to allowing the transit
of'a consignment of coca. At the end of the year Ramirez Abadia even paid
an end-of-year bonus of almost US$3m to the government officials on his
payroll.*0

Colombia’s most important Pacific port, Buenaventura, seemed to be
completely corrupted by the narco-traffickers with studies suggesting that
“the local authorities, dock workers, port officials and ship crews are all
involved, along with young unemployed people who risk their lives to
place the drugs where their contacts tell them.”#!

Narco-corruption in Colombia may be extreme, but corruption is a
global concern. A study carried out by the Centre for the Study of
Democracy, commissioned by the European Border Agency Frontex,
illustrates how vulnerable EU borders are to corruption.*? The numbers of
EU member states confirming border guard involvement in a range of
illicit activities over a three year period are listed in the Table 4.1 below.

In 2010, 136 EU border guards were prosecuted for corrupt activities,
but this figure understates the problem. In Romania, 510 were under
suspicion during that year alone.*® Corruption is not limited to the narrow
sector of border security officials. And the true extent of corruption will
never be known as the exposed cases are only the tip of the iceberg.

Physical Evasion
In addition to undermining border security through corruption, sophisti-
cated technical methods are also employed by organized crime to avoid
state interception efforts. One example is the 700 meter long tunnel
equipped with its own narrow-gauge railway under the Slovak-Ukrainian
border, discovered in 2012. Law enforcement officials seized millions of
cigarettes in the operation, but it could have been used to smuggle other
goods as well as people.** Sophisticated tunnels to facilitate smuggling
across borders have been discovered in several locations, of which the best
known are across the US-Mexico border* and from the Gaza strip.*
The use of drones is another method of avoiding detection. In 2014 an
autonomous aircraft carrying a 10kg cargo of contraband cigarettes was
detained by the Russian Federal Security Service (ESB). In this case, the
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Table 4.1 Number of EU member states identifying border guard involvement
in corrupt activities: Survey of border guards and internal affairs units

Corrupt activities Detected cases, or not detected but
known to exist (2007-2010)

Illegally providing information to criminal groups 13
Illegally providing information to migrants 13
Trafficking in cigarettes 15
Smuggling of other consumer goods (oil, alcohol) 13
Smuggling of stolen vehicles 12
Trafficking in drugs 10
Smuggling of irregular immigrants 12
Appointing individuals connected to organized 8
crime

Facilitating illegal work /stay of immigrants 12
Other contraband (firearms) 9
Trafficking in human beings 10
Petty corruption (small bribes) related to 13
facilitation of smuggling

Allowing the entry/exit of individuals who are on 10

‘wanted’ lists/ have travel ban

Confirmed cases or not detected but known to exist, survey of border guards and internal affairs units for
period 2007-2010. Ibid.

drone’s operators were smuggling cigarettes from Russia to Lithuania, but
the craft could also have been used to carry other goods.*” In 2015, a
drone carrying 3kg of crystal meth crashed near the Mexican border in
California.*

Perhaps the most extreme application of technology to evade border
controls came to light after the Colombian Navy’s 2011 seizure of a
‘homemade’ 31-metre fibreglass submarine capable of reaching Mexico,
with space for a crew of four and an eight-tonne cargo.*” In 2013 frogmen
were apprehended in Rotterdam, Europe’s busiest port, with underwater
propulsion devices and inflatable parachutes, planning to remove a ‘narco-
torpedo’ with over 100kg of cocaine attached to a ship’s hull.*

States

Organized crime groups are not alone in wishing to evade border controls,
states may share this interest. In 2014 Iranian President Hassan Rouhani
stated on national television: “Of course we bypass sanctions. We are
proud that we bypass sanctions because the sanctions are illegal.”®! Iran
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has both supplied weapons®® and obtained dual use technology potentially
useful in developing weapons of mass destruction by leveraging illicit
transportation networks.>

States may not only wish to evade border controls to bypass sanctions,
but to profiteer on illicit trade. On North Korea, Douglas Lovelace,
Director of the Strategic Studies Institute at the US Army War College has
argued that North Korea’s Central Committee Bureau 39 had an active
role in the region’s criminal economy with tentacles extending well beyond
Asia and that included activities such as narcotics trafficking, money laun-
dering, counterfeiting and cigarette smuggling.>* Specifically, it is believed
that Pyongyang has used its naval vessels and merchant fleet, as well as its
diplomatic corps, to deliver drugs and other illicit goods to organized
crime groups abroad. One of the more high profile incidents was when the
Japanese Coast Guard sank a North Korean Naval vessel operated by
Special Forces intending to deliver methamphetamines to the Japanese
Yakuza.®®

Terrorists

Like rogue states and organized crime groups, terrorists also have an inter-
est in bypassing border controls. Of particular concern is that the exten-
sive human smuggling industry can facilitate the movement of terrorists
across borders. In the record year 2015, over 1.2 million persons applied
for asylum in the European Union,*® and many others entered seeking to
live an undeclared existence. A large number of migrants employ the ser-
vices of human smugglers which has created a mass industry for moving
large numbers of people clandestinely into the continent. Already before
the European 2015 ‘refuge crisis’ had started journalist Mike Giglio raised
the alarm that ISIS had smuggled jihadis, masking as refugees, into Europe
using the services of human smugglers.>”

Havming Public Health

Narcotics

Widespread consumption of narcotics has major impact on public health.
The UNODC estimates that there are between 16 and 39m problem drug
users, and approximately 200,000 drug-related deaths annually.>® Rates of
HIV infection, viral hepatitis, sexually transmitted diseases, and tuberculosis
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are also substantially higher among persons who use drugs illicitly.>
Furthermore, research has indicated that multiple drug resistant tubercu-
losis is significantly higher among narcotics users than non-users,*® and
that using heroin may promote HIV drug resistance among HIV /AIDS
patients.®! Consequently, narcotics use not only exposes the population at
large to a higher prevalence of contagious diseases, but also to more drug
resistant strains of these diseases.

Counterfeits

Counterfeit goods can have serious public health implications. Unsafe
foods, non-compliant electrical components, and faulty vehicle compo-
nents are examples of this. But of all counterfeits, fake ineffective or sub-
standard medicines likely pose the biggest threat.

Anti-malarial drugs constitute 25% of the total drug consumption in
malaria-affected countries. Over 3bn people worldwide are at risk of catch-
ing the disease, which is endemic in over a hundred countries, mostly in
the developing world. The most dangerous form of malaria parasite,
Plasmodinm falciparum, kills between 655,000 and 1.2m people every
year, primarily in sub-Saharan Africa and South East Asia.®?

Poor quality medication results in avoidable deaths and contributes to
drug resistance. Falsified drugs are a major problem in this context. In
2012 the Lancet, a leading medical journal, published a review®? of several
studies to determine average rates of false anti-malarials. 36% of tested
anti-malarials in seven South East Asian countries were classified as falsi-
fied, as were 20% in 21 sub-Saharan countries.*

Not only can low concentrations of active pharmaceutical ingredients
in poor quality anti-malarials drugs provide inadequate protection, but
can also contribute to the development of drug-resistant parasites. The
authors of the Lancet article even went as far as arguing that that “produc-
tion and distribution of counterfeit antimalarial drugs should be prose-
cuted as crimes against humanity.”¢

This problem is not limited to anti-malarials, with other studies and
customs seizures indicating the enormous range of medicines that are
affected by counterfeiting. Counterfeits frequently contain low quantities
or no active ingredients, likely contributing to treatment failure. Falsified
medication is a significant contributor to unnecessary and avoidable mor-
bidity, mortality, drug resistance and loss of faith in the health care systems
in low-income countries.®® Despite the major challenge posed by fake and
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substandard drugs there is no global system for the mandatory reporting,
assessment, and dissemination of information on suspicious medicines.%”

Tobacco and Alcohol

Two categories of excise goods that are frequently associated with public
health problems are tobacco and alcohol. Taxation of these products,
other than raising government revenues, also serves to reduce consump-
tion by making the products more expensive for consumers. The World
Health Organisation (WHO)’s view on the illicit trade in tobacco is that it
“increases the accessibility and affordability of tobacco products thus
undermining tobacco control policies and severely burdening health sys-
tems” This in turn has a negative impact on public health and well-being,
particularly of vulnerable groups such as the youth and the poor.®®
Furthermore, negative socio-economic implications can disproportion-
ately be observed in developing regions and countries with economies in
transition. The WHO identifies tobacco use as one of the most significant
public health threats the world faces, killing nearly six million people per
year. Considering that more than one in ten cigarettes smoked globally is
estimated to be illegal, this is not an insignificant public health issue.

A 2008 paper in the British Medical Journal calculated that eliminating
illicit tobacco could significantly reduce tobacco related deaths. The UK
tobacco market was estimated to consist of 21% smuggled product, priced
at half the legitimate price. An elasticity of demand at -0.72 (the rather
high UK government estimate at the time) would resultin a 0.72% decline
in smoking per percentage increase in the tobacco price. The elimination
of illicit tobacco would effectively double the price of 21% of the con-
sumed products, resulting in a total decline in consumption of 7.2%. This
would reduce the number of tobacco related deaths by at least 6,500 peo-
ple per year, significantly higher than the 1,000 estimated annual UK
deaths from smuggled illicit drugs.®®

Alongside tobacco, the WHO considers alcohol to be “one of the
world’s leading health risks” and “a causal factor in more than 60 major
types of diseases and injuries”. It estimated the total number of deaths
attributable to alcohol consumption to be 2.25 million in 2004—4% of all
deaths worldwide and more than those caused by HIV /AIDS or tubercu-
losis.”® Illicit alcohol sometimes grabs the headlines, such as in 2012 when
26 people were killed by methanol-contaminated counterfeit vodka and
rum in the Czech Republic,” but like illicit tobacco the key public health
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problem is likely to be the prevalence of lower priced illicit products that
drive up total consumption.

A 2012 Euromonitor study focusing on six Latin American countries
estimated that 23% of the alcohol market was composed of illegal products
and on average priced 30% below legitimate products.”? In Europe, the
WHO estimates that illicit alcohol is sold at roughly half the price of legiti-
mate products.”® A meta-study by James Fogarty calculated average price
elasticities of demand for beer, wine and spirits at -0.44, -0.64 and -0.76
respectively,’* suggesting that a significant prevalence of lower-priced illicit
alcohol would increase total consumption.

Environmental Costs

The illegal trade in wildlife, illicit logging and illicit fishing contributes to
the depletion of the stocks of these natural resources. The illegal trade in
controlled chemicals (such as ozone-depleting substances) and the illegal
disposal of hazardous waste have a negative impact on the environment.
Critically, the damage caused to the ecosystem and the environmental
stock damage eliminates future legitimate earnings on natural resources.
In other words, if one takes into account the net present value of total
economic losses in the future the total costs incurred far exceed the value
of the illicit goods traded.”®

In his paper Global Scale and Impact of Illicit Trade Justin Picard, co-
founder of the non-governmental organisation (NGO) Black Market
Watch, suggested the following approach to measuring the net present
value of ecosystem losses due to illicit trade:

Step 1: Measure the value of ecosystem services

Step 2: Estimate rate of depletion of ecosystem resources

Step 3: Estimate proportion of ecosystem depletion due to illicit trade

Step 4: Use a discount factor per year for future losses on depleted ecosys-
tems to calculate the net present value of total economic losses in the
future’”s

Picard estimated an annual value of ecosystem services at US$115tr, a
depletion rate of 0.13%, and that 10% of this depletion was due to illicit
trade, resulting in US$14.95bn of ecosystem services that are permanently
destroyed by illicit trade in the aforementioned categories. Using a dis-
count factor of 3% per year for future losses, the net present value of the
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total economic losses in the future was estimated at US$489bn per year.
This specific figure should not in any way be considered to be accurate.
The critical point being that the true economic losses caused by environ-
mental crime are manifold higher than the economic turnover due to the
ecosystem destruction.

The illicit trade in many seemingly normal goods contribute to this
irreversible damage. The primary goods themselves may have been
improperly exploited, parts of manufactured products may have illicit
sourcing, or toxic by-products of production processes may be illegally
disposed of.

Additionally, other crimes not primarily seen as environmental crimes,
such as the extensive problem of ‘oil bunkering’ in Nigeria, where oil is
diverted from pipelines also have serious environmental impact. The oil
theft results in significant oils spills and leaks that pollute water and soil,
impacting human health, livelihoods, and food stocks.””

The Economic Costs of 1llicit Trade

The aforementioned impacts of illicit trade, in terms of generating income
for criminal non-state actors, government corruption, undermining bor-
der security, harming public health and environmental degradation are all
associated with economic costs. But from an economic perspective the
millions of drug users are not only a public health concern, but will also
result in a cost to society through their reduced productivity and need for
societal assistance, and a proportion will also engage in crime to finance
their addiction further generating societal costs. Loss of human life can
also be seen as an economic cost, with the elimination of future economic
earnings of the victims.

The British Home Office report Understanding organized crime: esti-
mating the scale and the socinl and economic costs’™® computed the total
social and economic costs of organized crime (which also includes crimes
other than illicit trade) to be £24bn, representing approximately 1% of
British GDP. The report states that certain costs, such as costs of organized
violence and homicide, violence associated with illicit drugs, and environ-
mental crime related costs were not included due to the data challenges.
Furthermore the report did not take into consideration costs incurred out-
side of British territory, such as global costs of intellectual property
infringement to British rights holders. Nevertheless, in spite of these data
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gaps, the estimate provided in the report is a helpful indicator of the mag-
nitude of the problem.

Some years earlier the U.S. Office of National Drug Control Policy
(ONDCP) did estimate some of the narcotics related costs not captured in
the UK study. It estimated that in 2002 the illicit drugs market generated
societal costs totaling US$181bn due to healthcare costs (9%), productiv-
ity losses (71%) and other costs (20%). The single biggest cost—US$128bn
in productivity losses—was the result of premature deaths, drug use—
related illnesses, institutionalisation and hospitalisation, productivity losses
of victims of crime, incarceration, and crime careers.”” From ONDCP fig-
ures Justin Picard has extrapolated that every dollar spent on illicit narcot-
ics generated indirect crime-related costs to society of US$1.54.%°

The drugs sold in the United Stated have an economic impact beyond
the nation’s borders. The World Bank identifies the cocaine flow through
Central America (estimated to represent 90% of U.S. supply) as the single
most important factor behind the rising levels of violence in the region.’!
The Bank also argued that the direct economic costs of this violence as
significant, possibly close to 8% of regional GDP if citizen security, law
enforcement and health care are taken into account.®? This is further exac-
erbated by the reductions in future growth potential “not just from the
victims’ lost wages and labour, but by polluting the investment climate
and diverting scarce government resources to strengthen law enforcement
rather than promote economic activity.”8?

The case of the economic consequences of illicit drug flows in Central
America is an extreme example. But to some extent illicit flows of all types,
all over the world, have negative impacts on the societies where they feed
local crime groups. The diversion of state resources to combat the criminal
entities controlling illicit trade can be particularly extreme in conflict situ-
ations. The rise of criminal networks controlling illicit trade forces govern-
ments to divert focus and resources to law enforcement cfforts, at the
expense of development.

Self-evidently, by displacing legitimate trade illicit trade reduces gov-
ernment tax revenue, an example of such costs is illustrated by a 2014
Global Financial Integrity study which found that over the previous
decade, 25% of the value of all imports into the Philippines went unre-
ported to customs officials.®* Such extensive import under-invoicing is
generally driven by a desire to reduce or eliminate the costs of customs
duties and tariffs. Considering that taxes on international trade consti-
tuted 22% of total tax income in the Philippines, the fiscal impact is not
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negligible. Other studies suggest that trade mis-invoicing is a significant
problem in the developing world as a whole.

Illicit exploitation, or theft, of natural mineral and hydrocarbon
resources also constitutes a ‘leakage’ depriving states of export revenues.
It is estimated that US$3-8 billion of Nigerian oil are stolen annually, and
largely sold on the international market. Beyond the oil diversion itself,
further costs were imposed on the nation: between 2007 and 2009, one
government study found, attacks on oil infrastructure by Niger Delta mili-
tant groups shut down nearly half of Nigeria’s onshore oilfields. These
attacks slashed the country’s oil exports, costing the state at least US$24bn
in the first eight months of 2008 alone. Some ‘warlords’ are now receiving
lucrative government contracts to guard the same infrastructure they pre-
viously attacked. From 2010 to 2012, the Nigerian National Petroleum
Corporation spent US$2.3bn on pipeline security and repairs. Significant
oil spills and leaks resulting from oil theft pollute water and soil also impact
livelihoods and food stocks.®®

Although the scale of the Nigerian oil theft is unparalleled, oil theft has
been a source of revenue for militant groups in other parts of the world.
In 2014 the Pentagon estimated that ISIS earned US$2 million per day on
the sale of petroleum products (although airstrikes have likely reduced this
source of revenue since).®¢ The fact that non state actors (terrorists, insur-
gents or organized crime groups) accumulate revenues further diverts
resources, as the government needs to combat economically empowered
criminal entities.

Considering the multi-billion dollar scale of the illicit trade in coun-
terfeit and excise goods it is no surprise that state’s losses in tax revenues
are substantial. But the total economic losses are much larger if the
impact of intellectual property theft is taken fully into account. In
2013 the Commission on the theft of American Intellectual Property
(IP Commission) estimated that that the annual losses for the American
economy resulting from international intellectual property theft were
comparable to the annual level of U.S. exports to Asia, i.e. over
US$300bn. It also acknowledged that while the exact figure was hard to
calculate, inadequacies in data or scope of government and private sector
studies has led to o an underestimation of the problem. The Commission
also seconded an assessment by the Commander of the United States
Cyber Command and Director of the National Security Agency, General
Keith Alexander, that the ongoing theft of IP was “the greatest transfer
of wealth in history”.%” The IP Commission report further stated that
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enhanced intellectual property protection globally would add millions of
jobs, boost research and development, investment and increase the
growth of the American economy.%®

The economic importance of enforcing intellectual property rights
globally is also highlighted by the president of the European Patent Office
who in 2014 stated:

One in three jobs in the EU today is created in industrial sectors with an
above average use of IP rights. These sectors account for almost 40% of the
GDP and 90% of exports of the EU. They are a pillar of the competitiveness
of the European economy at global level. Similarly, continued violation of
these rights puts a serious threat to Europe’s capacity to innovate and com-
pete, and to lastingly secure economic growth and employment for its citi-
zens. It is necessary, therefore, to improve and strengthen the use of IP
rights not only in Europe, but also internationally.®’

Synergistic Impact

Illicit trade does not operate in a vacuum, and there are synergies between
different forms of illicit trade. Profits from one type of smuggling can
empower a group involved in other contraband actives; the smuggling
routes developed to bring in one good can be used for others; corrupted
border officials that facilitate the passage of one type of good can be uti-
lised to facilitate the passage of other items; and the demand for fraudulent
documentation ensures the continued existence of such supply.

Even the mass-scale trade in relatively harmless products such as con-
traband consumer goods contributes to the necessary criminal infra-
structure, which facilitates the smuggling of other lower volume but
dangerous items such as firearms and explosives that can serve to
empower criminals and terrorists. The Federal Bureau of Investigations
(FBI) operation Smoking Dragon illustrated how an international smug-
gling ring that had started by bringing in contraband tobacco progressed
to smuggling narcotics, counterfeit medicines and currency into the
United States, and finally offered to smuggle in a variety of weapons
including Chinese QW-2 surface-to-air missiles before being taken down
by law enforcement.®®
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Poricy CONSIDERATIONS FOR ASSESSING ILLICIT TRADE

Illicit trade is a broad and varied collection of phenomena requiring a
broad palette of coordinated policy responses, both at national and inter-
national levels. But unlike the threat of terrorism, which produces highly
visible incidents, most of the times illicit trade remains below the surface,
impeding the mobilisation of the prerequisite political will to address the
threat. These challenges underline the need for better data to quantify and
assess the impact of illicit trade, in order to empower policymakers to
gauge their policy response more appropriately.

An intrinsic challenge is that it is virtually impossible to measure and
put a value to certain negative effects of illicit trade, such as the corrosive
effect on governance and the undermining of border security. Other
impacts such as environmental and public health costs can in some cases
be measured, as illustrated by the rough estimates of tobacco related
deaths caused by contraband tobacco in the UK and Justin Picard’s efforts
to quantify net present value losses due ecosystem destruction caused by
environmental crimes. The challenge here is twofold. The first—and fun-
damental—problem is that the underlying data upon which to base such
estimates is frequently weak, or in many cases totally lacking (particularly
in developing countries). Secondly, methodologies need to be developed,
or fine-tuned, to produce such estimates. Looking at medicines as an
example, it should be possible to develop a methodology to estimate (very
roughly) the total number of deaths caused by falsified and substandard
drugs provided that reliable data on the incidence of such drugs were the
country is available.”! Yet reliable data on the incidence does not exist as
systematic and regular testing of major categories of drugs is not con-
ducted in the countries where counterfeiting is most acute.

Calculating some of the direct economic impacts of illicit trade is theo-
retically more straightforward, but as the total cost estimate needs to fac-
tor in other indirect economic costs (such as the costs of crime generated,
public health effects, environmental consequences, and other costs), which
are dependent on other impact estimates gaining a comprehensive cost
picture is very difficult. Additionally, in many areas the underlying data
upon which to base even more straightforward economic cost impact esti-
mates may be deeply flawed, or simply not exist. Consequently the fore-
most priority must be to obtain better data.

To name all the ways to obtain improved and more policy relevant data
on illicit trade is not practical. The following three sub-sections will focus
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on three key areas of opportunity; two where data can significantly be
improved, and one consideration that can ensure policy relevance of gath-
ered data.

Developing Countries

If the rich world has reacted against narcotics, human trafficking and
weapons because the impact at home is apparent—drug use, human
exploitation and violence—then part of the solution to increase focus on
other areas of illicit trade must lie in awakening ‘enlightened self-interest’.
In an increasingly interdependent world, where several of the developed
world’s trade partners are permeated by corruption and suffer from lack of
effective enforcement capacity, a key part of the solution must lie not only
in wealthier nations exporting enforcement capacity to developing coun-
tries, but also in supporting systematic efforts to map and quantify illicit
trade. Otherwise assessing its impact will remain hampered, making an
appropriate gauging of policy responses impossible.

Private Sector

Counterfeiting, which constitutes one of the largest categories of illicit
trade, is an example of a key area where understanding is limited. The
actors with the best insights are the affected companies, yet according to
sources who have worked for the OECD and the World Economic Forum,
corporations are very reluctant to share information about their counter-
feiting challenges. Professor Tom Berglund at the Hanken School of
Economics in Helsinki has stated that

(... ) to demand that companies should account more transparently about
this is problematic. It goes against the companies’ commercial interests to
openly account for issues such as the prevalence of cheaper counterfeits
which are difficult to differentiate from the original ( ... )” and “That makes
it unreasonable to expect that companies shall become better at accounting
for how they are affected by illicit trade. And this creates a larger societal
responsibility, which ultimately means that the state must assume responsi-
bility for deriving the foundation upon which it can evaluate how the
national interests are affected by IP crimes.??
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One possible solution—not advocated by Berglund—is that govern-
ments legislate to require corporations to account for the counterfeiting
challenges they are facing. A further step could be to incentivise the cor-
porations not only to report confirmed cases of counterfeiting (such as
customs seizures where the trademark owner is alerted) but that they
should estimate prevalence of counterfeiting in the markets where they
operate and that they conduct business impact assessments taking esti-
mated sales volume losses, trade mark damage, and other costs into
consideration.

An alternative, or complementary, approach to direct government
information requests, would be to encourage institutional investors to
request more information concerning the business impact of counterfeit-
ing and other forms of illicit trade from corporations.

There are a number of positive examples of private sector contributions
enhancing understanding of illicit trade. For example, KPMG’s Project
Sun, which uses a systematic methodology based on collecting discarded
cigarette packets, likely provides the most accurate estimates of the inci-
dence of untaxed tobacco consumption in the European Union.”® In India
the Federation of Indian Chambers of Industry and Commerce commis-
sioned a study attempting to quantify illicit markets in seven sectors, based
on the difference arising between consumption expenditure and value of
supply captured from sum of production from factories for domestic con-
sumption, registered micro-enterprises and imports.®* Encouraging
commercial actors to conduct more studies shedding light on illicit trade
could help fill important knowledge gaps.

National Interest

In an interdependent world the ‘global big picture’ serves an important
role in contextualising the understanding of illicit trade, but individual
states remain primarily driven by self-interest. States constitute the indi-
vidual members of the international organisations, exercise authority over
law enforcement agencies, and provide foreign assistance. Consequently
little action will be taken against illicit trade, unless it is patently in the
national interest of individual states to do so. Counterfeiting provides a
clear example of the importance of generating data of relevance to the
national interest.

The OECD?’s study, which sought to quantify the scale of counterfeit-
ing as well as identifying some of the major flows, is an example of a
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study contributing to our understanding of the global nature of a prob-
lem. Irrespective of'its strengths and shortcomings, the OECD study does
not fully identify which states are the losers from the illicit trade it sought
to quantify, as IP owners may be based in one jurisdiction, production in
a second, and the customer in a third. Here the simple approach adopted
by the Japan Patent Office, conducting an annual survey on losses suf-
fered by Japanese companies due to counterfeiting, provides an example
of data more relevant to the national interest in addressing illicit trade.®
Furthermore, the Japanese coordinated policy structure, with intellectual
property strategy set and coordinated by the Prime Minister’s Office, also
facilitates comprehensive approach to intellectual property enforcement.
As it so happens Japan is a major supporter of the World Intellectual
Property Organization (WIPO), WCO, as well as bilateral efforts to
enhance customs capacity building in other countries, and it was a major
proponent of the Anti-Counterfeiting Trade Agreement (ACTA).

By contrast the EU is a political union of 28 member states that lacks
Japan’s high level policy coordination regarding IP strategy, and has so far
not published studies that capture what proportion of IP intense European
businesses is affected by global counterfeiting. Perhaps unsurprisingly,
despite the centrality of intellectual property to European exports, the EU
has not been as robust as Japan in its approach to promoting and export-
ing global intellectual property rights enforcement.”® Relevant data, cou-
pled with a more coordinated policy approach, could change that.

THE BiGg PicTURE

If the primary interest in acquiring better data on illicit trade is to inform
policy makers, then one also needs to consider how the contextualisation
of that information can enhance its impact. In fact, data on individual
forms of illicit trade may have additional value in a broader illicit trade
perspective. First, inherent synergies among different forms of illicit trade
make a given set of data of relevance to a broader array of stakeholders.
Second, some of the solutions to address illicit trade, such as enhancing
border security, impact multiple categories of illicit trade. Third, it is easier
to mobilise political will around one mega-problem rather than several
smaller separate issues. In this context, it is vital to highlight that the
response to the illicit trade mega-problem requires engagement from a
broader range of actors than law enforcement agencies alone, and there-
fore illicit trade ought to be mainstreamed and integrated into the policy
agendas of development, security, and trade actors.
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Abstract The author points to some of the practical implications for the
way development initiatives should be considered in response to transna-
tional organized crime, including the means by which they should be mea-
sured, as part of a shift towards a more integrated approach.

The chapter shows, while it has been conclusively proven that security
or justice led strategies will not be successful on their own; the more recent
evidence is that development led strategies are similarly unlikely to be uni-
laterally successful. They are, however, fundamental to a long-term and
sustainable solution to some of the most compelling global manifestations
of organized crime challenges, to mitigating their impact on the world’s
most vulnerable and building resilience of individuals and communities to
resist their influence in the future.
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point to some of the practical implications for the way development ini-
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crime, including the means by which they should be measured, as part of
a shift towards a more integrated approach.

If the previous chapters have demonstrated anything, it is that the chal-
lenge presented by organized crime is diverse, and its impact on develop-
ment across all of its sectors is considerable, damaging and difficult to
reverse. A consistent theme of the sectoral narrative has been that while we
are perhaps becoming more able to identify the harms of organized crime
on development, and in some notable cases there is a significant body of
concerned rhetoric within the international community, responses have
been more of a challenge.

The classic conceptualisation of organized crime as a law enforcement
and criminal justice issue has led to security-first strategies focused around
border control and policing, and these have largely failed to deliver results.
Reconceptualising this within a development framework as part of an inte-
grated approach has garnered policy attention, but there is little genuine
understanding of what that means in practice.!

The emphasis on the need for integrated approaches, as opposed to
security-led, or development-led, or fragmented initiatives that do not
form a cohesive and mutually reinforcing package of interventions, is
important. As the discussion in the subsequent session will show, while it
has been conclusively proven that security or justice led strategies will not
be successful on their own; the more recent evidence is that development
led strategies are similarly unlikely to be unilaterally successful. They are,
however, fundamental to a long-term and sustainable solution to some of
the most compelling global manifestations of organized crime challenges,
to mitigating their impact on the world’s most vulnerable and building
resilience of individuals and communities to resist their influence in the
future.

In part this is because organized crime itself, and the concepts that are
used around it, mean different things to different people. There is no
single and accepted definition of organized crime, and thus when seeking
multi-lateral or multi-sectoral action a common understanding can prove
even more elusive. The issue of transnational organized crime, because it
touches upon the portfolios of so many different stakeholders, is actually
precisely the sort of topic to bring multiple strands of government
together, but key tensions reinforce the traditional divide between security
and development narratives: conceptual, causal, institutional, and motiva-
tional. These tensions affect the lens through which the challenge is looked
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at, who is charged with leading interventions, where funding is found and
the means of delivery.?

It is clear that development community lacks a framework around
which to understand, analyse and respond to organized crime.? However,
this is a situation that needs urgent resolution as the inclusion of organized
crime within the Sustainable Development Goals (SDGs) provides devel-
opment actors with a clear mandate to act whereas previously this mandate
had been less explicit. Furthermore, at the international level, the develop-
ment finance structures have not previously facilitated integrated
approaches, as the categorisation of what could be considered official
development assistance (ODA) did not necessarily match the reality of
many contexts where varied support to fight organized crime was needed.
This complication has been rectified as part of Financing for Development
effort to modernise ODA processes currently underway, with a new mea-
sure of “total official support for development” (TOSD) to capture more
aspects of security and justice spending.*

With both mandate and financing issues moving the requirement to
respond to organized crime more clearly into the development space, the
subsequent section of this chapter seeks to explore how such a response
might be catalysed, what such a response might look like, and how its suc-
cess might be measured.

RETHINKING THE MEASUREMENT OF ORGANIZED CRIME

One challenge, which is particularly pertinent as questions around mea-
suring progress against the SDGs are considered, is what the marker of a
successful response to organized crime is. This is important, as the way that
success is measured tends to drive the toolbox of approaches that are
brought to the table in response.

Typically, studies of the scope and scale of organized crime measure the
size of the flow, which in turn is extrapolated on the basis of seizures of the
contraband. With seizures as the primary metric of success, this had led to
an over-emphasis on interdiction and disruption strategies, rather than
genuine investigations into the networks perpetrating those flows.
Furthermore, the utility of the indicator itself is reducing as corruption
and state complicity in criminal markets orients around protecting the
trade rather than prosecuting it. The impact corruption has on seizure
data can clearly be seen in the case of Guinea-Bissau: in 2012 the World
Drug Report speculated the West African route had decreased in
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importance because there were no major drug seizures since 2008.
However, those working in the region could see visible evidence of an
increase in drug flows.> Seizure rates have proven to be a better measure
of the effectiveness of government and law enforcement rather than an
indication of the scale of organized crime itself, and speak nothing about
the impact that it is having on the security and development of the com-
munitics along a route.®

With the discussions around the establishment of the SDG framework
and subsequent indicators to measure progress, an alternative marker of
using ‘illicit financial flows” (IFFs) as a proxy measure of organized crime
has come forward. Goal 16 of the SDGs contains the governance and rule
of law principles that were absent in the Millenium Development Goals
(MDG) framework, and with such largely nebulous and qualitative con-
cepts at play such as quality of governance and justice, the ability to find
suitable quantifiable indicators of success has proven a subject of signifi-
cant debate. Within this agenda, the direct reference to organized crime
is found in Goal 16.4, “By 2030, significantly reduce illicit financial and
arms flows, strengthen the recovery and return of stolen assets and com-
bat all forms of organized crime”.” For Goal 16.4, which aggregates a
number of diverse concepts under one unwieldy chapeau, on the list for-
mally approved by the UN; the indicators for 16.4 relate only to reducing
IFFs and the proportion of scized small arms.?

Ground-breaking work by Global Financial Integrity (GFI) has cre-
ated widespread acceptance of the use of the International Monetary
Fund (IMF) balance of payments and residual trade statistics as an accept-
able measure for IFFs, and thus for organized crime as a whole.® Yet
GFTI’s work that focuses on the reporting of licit trade, therefore by defi-
nition excludes the actual volume of criminal activity that occurs outside
of the legitimate economy—activities like drug trafficking, the wildlife
trade or human trafficking—which are precisely what we would seek in a
response to organized crime. Furthermore, whilst GFI’s metric focuses
on volume, it does not speak to the impact of such flows and therefore
provides little assistance to policymakers and practitioners who are seek-
ing to understand the implications for development response and priori-
tise their assistance.

The impact of illicit outflows is compounded when the opportunity
cost to development is considered. Money transferred out of domestic
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economies does not benefit from the multiplier effects of domestic use on
economic growth and job creation. The argument often made is that trade
diverted, and the legitimate tax revenue lost, undermine the capacity for
governments to invest in social service delivery and development. For
example, it has been estimated that the African economy would have
expanded by more than 60% if even the most conservative estimate of IFFs
had been invested in the domestic economy, and gross domestic product
(GDP) per capita could have been 15% higher.'® The World Development
Report 2011 observed that firms in sub-Saharan Africa lost a higher per-
centage of sales to illicit trade and crime, and spend a higher percentage of
sales on security than any other region.!!

But this is not only an issue about money, and this is the risk of allowing
IFFs to become the next dominant metric around which organized crime
responses are measured. While Africa may not be the region with the
greatest absolute levels of IFFs, it is arguably the region where the nega-
tive impacts of illicit flows are most acutely felt. The ability to divert
resources and commit illegal acts thrives in contexts where the capacity of
state institutions is weak and regulatory capacity is low. Illicit activity also
undermines the integrity of institutions through corruption, which, in
certain states over time has undermined the rule of law, damaged the rela-
tionship between citizens and the state and created situations of impunity.
Perception surveys across the continent undertaken by the civil society
initiative Afrobarometer, indicate widespread levels of citizen disenfran-
chisement, a ‘democracy deficit” where leaders are seen to be failing to
deliver results on the democratic process, and extensive corruption, most
namely in the police and security sector.!? Corruption has been widely
shown to be the greatest burden for the poorest in society, with the most
significant impact on their ability to achieve sustainable livelihood, social
justice and other basic development goals.

A focus on trade and mispricing might identify some aspects of the
weakness of state institutions to regulate trade, but it will not capture the
broader framework of state erosion or impunity and the broader develop-
ment. Furthermore, as the responses to this agenda have already shown,
the 2015 report of the High Level Panel on 1llicit Financial Flows from
Africa being one example, the types of initiatives to counter an IFF-centric
view of organized crime have been embedded in discussions around tax
policy and regulation, and have placed the onus on foreign corporations to
achieve higher standards of business ethics.!® While important, these are
measures that will have little impact on the 60% or more of the underserved



116 T REITANO

and vulnerable populations operating in the global shadow economy; nor
do they address the grand corruption that systematically perpetuate and
protect such flows.

In seeking a more responsive and multi-dimensional set of metrics,
therefore, it is clear that one single indicator is unlikely to fit the bill.
Arguably there is a need for a basket of indicators that will provide data
across two categories, the scale of organized crime and its impact.
Measurements of scale would analyse the depth and forms that organized
crime has assumed, and measurements of impact would look at the ways
that organized crime is engaging with communities, states and the natural
environment. It is worth noting that the juxtaposition between scale and
impact as the two outputs do not necessarily rise and fall with each other.
In fact, a decrease in the scale of organized crime can result in a greater
impact on communities. For example, in Honduras, a decrease in cocaine
trafficking resulted in greater competition between criminal actors and
higher levels of violence and homicide.'

Criminal justice data remains important, but it needs to widen beyond
seizures towards a nuanced combination of crime data, seizure data, law
enforcement indictments on typical organized crimes, as well as homicides
and other forms of crime. Not only serious crimes have value: kidnap-
pings, disappearances, unexplained arsons, and sharp changes in crime
trends may be important indicators in changing crime types when local
contexts are taken into account. Unsolved homicides often also have value,
as homicides can typically be divided in to emotional attacks on intimates
and cold-blooded killings executed by organized criminal groups. The
perpetrators of the first type of homicide are usually arrested, while the
perpetrators of the second category are not and the homicides go
unsolved.'®

A critical element of moving towards people-centric and human secu-
rity focused responses will be the greater use of public perceptions data. In
the first place, public perceptions of the presence of organized is essential
to supplement and interpret criminal data, as there is a tendency for orga-
nized crime actions to go unreported, particularly in environments where
corruption is a concern. Surveys, such as the International Crime Victims
Survey, which measures crimes that affect ordinary citizens on a large
scale, found that the less confidence individuals had in the police the less
likely they were to report conventional or not as serious crimes. Thus, in
regions such as Latin America and Africa—where observers are witnessing
high levels of organized crime—there are very low crime reporting rates.!®
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Perhaps more important, however, is the value of public perceptions
data in measuring and understanding the impact of organized crime. This
is arguably the most challenging and complex category to measure, as it
focuses more on the intangible effects of organized crime in areas such as
on increased levels of insecurity and diminishing public service delivery.
Surveys on public perceptions of safety can reflect increased levels of vio-
lence and fear in communities as a result of organized crime, while surveys
of local businesses can uncover extortion rates and reflect the impact
organized is having on local economies. At the same time they may also
reveal the level of dependency and concern that illicit markets and actors
present for the community, which can in turn nuance the direction of
international investment. For example, despite great concern by the inter-
national community regarding the growth of illicit trafficking in the Sahel,
a 2014 public perceptions survey undertaken by the Danish Demining
Group found that community members ranked insecurity almost bottom
in their list of priorities, far below other more pressing developmental and
livelihood concerns such as food availability, poverty and access to water.!”
There are number of sources already available and systematically collected
that could contribute to such a composite public perceptions indicator,
including the Ease of and Cost of doing business surveys compiled annu-
ally by the World Bank. Gallup Analytics collects global data on issues
such as confidence in leadership, confidence in the military and the police,
corruption, entrepreneurial energy and emotions.

SHAPING DEVELOPMENT RESPONSES

While organized crime is a global transnational threat and illicit flows
might be global, more often than not, the roots of organized crime and
illicit trafficking are quintessentially local, and are invested in the commu-
nities from which they originate and transit. The value in a shift towards
more perceptions-driven data is that it reflects a greater orientation
towards human security, and working in partnership with local communi-
ties to address what is most important to them. Within an integrated
response, therefore, there must necessarily be interventions that address
organized crime itself. But, in contrast to security approaches that seek to
rapidly neutralise threats, the development responses should also address
the impact that organized crime has on individuals and communities, and
the conditions that allow it to flourish. Development approaches are
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long-term goals determined on the basis of the country context to reflect
local conditions.

Whereby international development is typically state centric, in respond-
ing to organized crime, space has to be made for community driven, bot-
tom-up approaches to that are fundamentally people-centric, and that
ameliorate the socio-economic impacts of organized crime on the vulner-
able. In practice, these principles have resulted in an emphasis on good
governance, capacity building and engagement with civil society.
Development actors play a role in increasing knowledge of organized
crime and its risks, and ensuring civil society has the skills to respond.
However, the actual response is left to local actors, which promotes own-
ership and sustainability. For example, a United States Agency for
International Development (USAID) strategic framework has proposed
raising awareness and building civil society to put pressure on the govern-
ment to address organized crime.!® Similarly, in many regions there has
been great investment made in building the capacity of independent media
and journalism to investigate and report on organized crime.

At the same time, however, interventions targeted at the state still
remain relevant. If the long-term goal is to undermine the currency that
criminal groups have gained with local populations, then rebuilding the
state as a relevant and effective entity will be critical. Emphasis here tends
to focus on protecting the political process; modernising and strengthen-
ing law enforcement and the judiciary and supporting economic and social
development.’ None of these are casy or small tasks, and in cach case
effort has to be made to ensure that these interventions are ‘crime-
sensitive’, which means that they are cognisant of the political-economy
interests behind the flows and work to break down those linkages to crimi-
nal behaviour rather than reinforcing it.2° The reality is likely to be highly
specific to the local context, and will require a combination of interna-
tional, regional and national leadership, commitment and investment over
time.

CONCLUSION

This is arguably a pivotal moment in the evolutions of policies in this area.
The approval of the SDGs and the parallel shifts in development financing
regulations firstly firmly place organized crime within the mandate of
development actors and begin to remove some of the obstacles that had
previously held back development actors from engaging. The evidence
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basis is strengthening around a number of topics critical to understanding
organized crime and its impact on development, and conversations are
shifting away from long-standing stalemates around drug trafficking, vio-
lence and fragile states, towards a broader and much more nuanced
agenda. A number of states have already advanced in experimenting and
innovating with new responses to organized crime focused on mitigating
harm, though in the majority of cases it is too early to judge their results.

Despite these positive advancements, at the same time key instruments and
agreements remain lacking, including the means by which to define, design
and measure successful development efforts to counter organized crime.
These will be critical to ensuring that the next generation of people-centric
responses to organized crime have the capacity to build resilience of commu-
nities and promote human security, the rule of law and sustainable develop-
ment as part of a strategic and integrated approach.
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to design effective policy responses to organized crime and appropriately
structure external assistance, it is important to stop thinking about crime
solely as aberrant social activity to be suppressed, but instead think of
crime as competition in state-making. A recognition that states often
directly, not just indirectly foster and use crime, is equally important for
devising successful strategies. In strong states that effectively address the
needs of their societies, non-state entities cannot outcompete the state on
a large scale. But in areas of socio-political marginalisation and poverty,
non-state actors do—and they thus gain legitimacy within society.
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In order to design effective policy responses to organized crime and
appropriately structure external assistance for dealing with it, it is impor-
tant to stop thinking about crime solely as an aberrant social activity to be
suppressed, but instead think of crime as competition in state-making.
A recognition that states often directly, not just indirectly foster and use
crime, is equally important for developing successful policies. In strong
states that effectively address the needs of their societies, non-state entities
cannot outcompete the state on a large scale. But in areas of socio-politi-
cal marginalisation and poverty, non-state actors do—and they thus gain
legitimacy with society.

In areas of state weakness and under-provision of public goods, the
effective state strategy toward organized crime is thus not merely one of
law enforcement agencies to suppress crime. Approaches such as mano
dura (iron fist), that is, zero-tolerance policies, saturation of areas with law
enforcement officers, especially if they are corrupt and inadequately
trained, or highly repressive measures rarely tend to be effective in sup-
pressing organized crime and often only attack the symptoms of the social
crisis, rather than its underlying conditions. This is all the more the case in
areas where the state and elites choose to outsource governance to orga-
nized crime groups and gangs or relegate such areas to militant groups,
rather than mobilise their own and state resources for governance.

An appropriate response is a multifaceted statebuilding effort that seeks
to strengthen the bonds between the state and marginalised communities
dependent on or vulnerable to participation in the drug trade and other
illicit economies for reasons of economic survival and physical insecurity.
The goal of anti-organized crime efforts should not only be to narrowly
suppress the symptoms of illegality and state weakness, such as illicit crops
or smuggling, but rather to reduce the threat that the drug trade poses
from a national security concern to one of a public safety problem that
does not threaten the state or the society at large.

Moreover, the design of external policy assistance must be cognisant of the
fact that it is unrealistic to expect that outside policy interventions can eradi-
cate all organized crime and illicit economies in a particular place or, for that
matter, all drug trade in that place. Prioritising policies to mitigate the most
dangerous forms of criminality is important, as is designing policies closely in
line with the absorptive capacity of the target state. Policy interventions to
reduce organized crime and to suppress any emergent crime-terror nexus can
only be effective if there is a genuine commitment and participation by recipi-
ent governments and sufficient buy-in from local communities—that is, if
they both find it in their interest to wean themselves off crime.
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ADOPTING MULTIFACETED APPROACHES

Such a multifaceted approach requires that the state addresses all the
complex reasons why populations turn to illegality, including law enforce-
ment deficiencies and physical insecurity, economic poverty, and social
marginalisation. Efforts need to focus on ensuring that peoples and com-
munities will obey laws—Dby increasing the likelihood that illegal behav-
iour and corruption will be punished, but also by creating the social,
economic, and political environment in which the laws are consistent with
the needs of the people so that the laws can be seen as legitimate and
hence be internalised. That in turn requires that elites and the state them-
selves undertake a fundamental reckoning of their attitudes, behavior,
and policies and redesign the social contract toward greater inclusion.

In the case of the suppression of illicit economies, one key aspect of
such a multifaceted approach that seeks to strengthen the bonds between
the state and society and, at the same time, weaken the bonds between
marginalised populations and criminal and armed actors is the proper
sequencing of suppression and the development of economic alternatives.
For many years, the United States has emphasised suppression of the illicit
economies, such as forced eradication of illicit crops, above and prior to
the development of legal alternatives, such as rural development or alter-
native livelihoods efforts. Such a counter-narcotics approach has been at
odds with—in fact, the reverse of—the policy enacted by the European
Union and many individual Western European countries. Such sequencing
and emphasis has also been at odds with the lessons learned from the most
successful rural development effort in the context of illicit crop cultivation,
Thailand. Indeed, that Southeast Asian country is the only example where
rural development succeeded in eliminating illicit crop cultivation.!

Effective economic development—be it for urban or rural spaces—does
require not only proper sequencing with suppression policies and security,
but also a well-funded, long-lasting, and comprehensive development
approach that centres on the creation of legal jobs—always the single hard-
est developmental challenge whether in Nigeria’s Niger Delta or Rio de
Janeiro’s slums. In the context of a massive youth bulge, such as in West
Africa, creating legal jobs will be very hard in light of pervasive unemploy-
ment or underemployment, taxation systems that favour capital-intensive
industries, and elite capture of political and economic rule-making.

Moreover, development efforts need to address all the structural drivers
of why communities participate in illegal economies—such as access to
markets and their development, deficiencies in infrastructure and irrigation
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systems, access to microcredit, and the establishment of value-added
chains, and not merely search the replacement crop.

It is critical that such social interventions are designed as comprehen-
sive rural development or comprehensive urban planning efforts, not sim-
ply limited handouts or buyoffs. The latter approaches fail—whether
conducted in Medellin as a part of the demobilisation process of the for-
mer paramilitaries some of whom returned as bandas criminales, in Rio de
Janeiro’s favelas, or in Ciudad Juarez under its flagship Todos Somos Junrez
development programme to build societal resilience against organized
crime. The handout and buyoff shortcuts often also paradoxically
strengthen criminal and belligerent entities and set up difficult-to-break
perverse social equilibria where criminal entities continue to control mar-
ginalised segments of society while striking a let-live bargain with the state,
under which criminal actors even control territories and limit state access.?

An effective multifaceted response by the state also entails other
components:

e addressing street crime to restore communities’ associational capacity.
This dimension is often neglected in external assistance policies, which
overwhelmingly tend to privilege broad-stroke economic assistance
or the development of specialised interdiction units;

e providing access to dispute resolution and justice mechanisms, includ-
ing informal or less formal ones, such as Colombia’s casas de justicin,

e building resilience against penetration and capture by organized
crime within the local political system by engaging with political par-
ties and reinforcing less corrupt politicians;?

e encouraging protection of human rights, reconciliation, and nonvio-
lent approaches;

e improving access to effective education as well as health care—a form
of investment in human capital;

e insulating informal economies from takeover by the state and limiting
the capacity of criminal groups to become poly-crime franchises; and

e creating public spaces free of violence and repression in which civil
society can recreate its associational capacity and social capital; and
otherwise fostering civil society resistance to criminal groups and 2
culture of tllegality.

An effort to boost the capacity of communities to resist coercion and
co-optation by criminal enterprises, however, does not mean that the state
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can rely on communities to tackle crime, especially violent organized
crime, on their own. In fact, there is a great deal of danger in the state
attempting to mobilise civil society to take on crime prematurely while the
state is not yet capable of assuring the protection of the people. Without
the state’s ability to back up communities and protect them from retalia-
tory violence by organized crime or militant groups, civil society’s resis-
tance will quickly collapse. The population will not provide intelligence to
the state under such circumstance. And actionable and accurate human
intelligence is often critical for success of not only counterinsurgency, but
also anti-organized crime efforts. Equally significant, the community can
all the more sour on the state. If a state’s effort to mobilise civil society to
resist organized crime ends with the civil society massacred by organized
crime, with its leaders assassinated, it will then be very hard for the state to
mobilise civil society the second time around and restore trust in state
capacity and commitment. Such mistakes in anti-organized crime policies
are very costly and difficult to correct. Society will always place the burden
of responsibility for violence on the state for its inability to reduce it, rather
than on the criminals. During periods of intense and persistent violence,
civil society may even start calling for an accommodation between the
state and criminal actors.

A concentration of resources, both non-corrupt law enforcement and
socio-economic efforts to strengthen communities, often improves the
chance that the state will succeed in such a complex undertaking. Yet, it is
very hard politically to concentrate resources and tackle organized crime
neighbourhood by neighbourhood and illegal economies municipality by
municipality. Under conditions of acute budgetary and law enforcement
asset scarcity, justifying why a community is deserving of a comprehensive
state assistance while others go resource-hungry (sometimes literally) is
extremely difficult for government authorities. In a democracy where
votes matter, the pressure to give everyone a little bit instead of concen-
trating resources to particular intervention areas will be all the more
tempting politically.

But spreading resources over extensive areas—as much as they may be
acutely in need of intervention—without achieving the necessary law
enforcement and socio-economic development momentum in any place
greatly augments chances of policy failure. Limited political handouts may
improve the life of a community to some extent—a marginalised commu-
nity is likely to be better off with 25 hospital beds instead of 20 and with
an electric generator than without—but such limited state interventions
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will not be sufficient to alter the basic economic patterns and their political
effects in a community.

Critically, the associational and organisational capacity and social action
potential of communities becomes extremely quickly eviscerated during
intense violence. It may well be that the narcos are killing each other, but
when they do so on streets of cities or rural areas where the population
lives, they also hollow out the communities. The bullets may only be flying
overhead, but they are still deeply injuring the community underneath.
Often, success hinges on the state’s ability to bring violence down to start
with: without a reduction in violence, socio-economic interventions do
not have a chance to take off and even institutional reforms become diffi-
cult to sustain as political support weakens.

Inadequate implementation can kill the best strategy. Effective imple-
mentation crucially, though not exclusively depends on how operationali-
sation corresponds to local cultural and institutional settings.

All such social interventions require careful and consistent monitoring
and the ability to correct and restructure policy that is not effective. Both
the monitoring and policy adaptation are often very difficult to institu-
tionalize effectively. They require a certain density of government over-
sight assets, such as embassy officials tasked with development aid or law
enforcement policies, who have sufficient capacity to monitor contractors
and non-governmental organisation (NGO) implementors and who have
sufficient distance from policy design to not to be threatened by highlight-
ing ineffective and counterproductive policy elements.

RETHINKING EXTERNAL ASSISTANCE

Many of the above policies suggest a considerable expansion and reconcep-
tualisation of external assistance policies the United States (U.S.) and the
European Union (EU) have taken toward combatting organized crime and
drug trafficking in other parts of the world, such as West Africa and Latin
America. Both have recognised the need to expand assistance to West Africa
to combat organized crime. There, for example, such external assistance
policies have specified several objectives: (1) to suppress the nexus of mili-
tancy-terrorism-and-organized-crime in the region and its spill-overs and
leakages into Europe and reduce the chances of terrorist targeting of U.S.
and European citizens in the region; (2) to suppress any potentially desta-
bilising effects of organized crime on often already unstable and problem-
atic governments in the region; (3) to suppress drug flows, and (4) to foster
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economic development in the region which criminality and organized crime
can undermine.* The EU has launched several initiatives, the largest of
which is the €22 million Cocaine Route Programme that focuses mainly on
airport and sea-based interdiction in the region.® Since 2008, the European
Union has sought to integrate anti-drug-trafficking programming into its
economic assistance for the Economic Community of West African States
(ECOWAS) under its European Development Fund to support implementa-
tion of the drug action plan adopted by ECOWAS States in Praia in
December 2008. Nonetheless, many of its direct anti-organized crime and
counternarcotic efforts have prioritised mainly interdiction efforts.

Between 2009 and 2012, U.S. counternarcotic assistance to West Africa
amounted to US$142.5m, with an additional US$50m allocated for 2013
under the West Africa Cooperative Security Initiative.® The United States
Agency for International Development (USAID) produced an excellent
nuanced document for context-specific anti-organized-crime program-
ming in Africa, The Development Response to Druyg Trafficking in Africa:
A Programming Guide.” Overall, however, the dominant U.S. response to
drug trafficking in West Africa to has been to build special interdiction
units (SIUs) in the region.

Indeed, SIUs are a favoured tool of U.S. and United Kingdom (UK)
law enforcement assistance. In the context of highly-corrupt and inade-
quate law enforcement capacities, such as in West Africa, SIUs are often
the only policy instrument easily available; and it is a form of assistance
that the U.S. Drug Enforcement Administration has experience in deliver-
ing abroad. Sometimes, SIUs can score a spectacular success® and can have
deep impact on rooting out corruption and weakening organized crime.
One of the most effective special law enforcement and prosecution units
was The Directorate of Special Operations (or Scorpions) in South Africa
between 2001 and 2009. Rather than merely a special interdiction unit,
the Scorpions were a multidisciplinary agency within the National
Prosecuting Authority in South Africa, comprising 536 of the country’s
best prosecutors, police, and financial, forensic and intelligence experts
who investigated and prosecuted organized crime and corruption. An
international version of such a special investigative unit (and tribunal) is
The International Commission Against Impunity in Guatemala (La
Comision Internacional Contra La Impunidad en Guatemaln or CICIG)
that has managed to effectively prosecute entrenched corruption and
organized crime in a political system deeply pervaded by crime and thick
connections between politicians, law enforcement forces, and criminals.’
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Yet despite these and other important successes, narrowly-focused special
interdiction units focused on seizure and disruption are often of limited
overall effectiveness. Moreover, and dangerously, they can end up going
rogue.'® Within intensely corrupt political systems with powerful criminal
organisations, the political and coercion pressures on SIUs, just like on ordi-
nary law enforcement units and police departments, can be irresistible, par-
ticularly if foreign assistance and monitoring ceases. After all, the best way
to become a country’s top drug traffickers is to be the top counter-narcotics
unit, just as the best way to be the top capo is to be the minister of counter-
narcotics, intelligence, or justice—as China’s minister of counternarcotics
Du Yuesheng in the 1930s, Peru’s intelligence czar Vladimiro Montesinos
in the 1990s, and Mexico’s drug czar José de Jests Gutiérrez Rebollo and
the elite counter-narcotics unit, the Zetas, that same decade all learned.
With superior training, they can prevail against their criminal rivals and cap-
ture the criminal markets, while hiding their rogue activities under the cloak
of law enforcement. Conversely, if such elite SIUs are effective in taking on
organized crime and its political backers and do promote rule of law, the
political will within the host country to maintain and support the SIU can
dissipate quickly. Thus after the Scorpions in South Africa came to investi-
gate corrupt deals of top-level politicians, such as then Deputy President
Jacob Zuma, they were rapidly disbanded, absorbed into other law enforce-
ment departments, gutted of power, and eventually withered.!! When
external actors do engage in building SIUs abroad, they need from the
beginning to build into their operational plans strategies to dismantle and
roll back SIUs they created if they go rogue or if the host country political
will to support them evaporates. At a minimum, such units require constant
diligent monitoring and possibly disciplinary action by their foreign spon-
sors for many years.

Overall, external assistance partners need to approach anti-crime assis-
tance with considerable caution. Rather than rushing to assist wherever
organized crime reaches visibility, the U.S., the EU, and other potential
partners need to adopt a do-no-harm rule, with a systematic evaluation of
the side-effects of their policy actions prominently built into consideration
of policy options. Apart from smart design based on a state-building con-
ceptualisation of fighting organized crime and careful implementation,
policy design thus must be keenly cognisant of the fact that it is unrealistic
to expect that external interventions can eradicate all organized crime and
illicit economies in a particular place or, for that matter, all drug trafficking
in that place.
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The priority for the United States and the international community
needs to be to combat the most disruptive and dangerous networks of
organized crime and belligerency. Such networks are those with the great-
est links or potential links to international terrorist groups with global
reach. Indeed, there is a considerable variation in the capacity of organized
crime groups to penctrate new territories, as Federico Varese has shown, 2
or new domains. Hardly all criminal groups are poly-crime enterprises:
smuggling cocaine is not the same as smuggling fissile material. Although
it is frequently suggested that organized crime groups will easily make alli-
ances or without restraint cooperate with terrorist and militant groups, the
relationship between the two kinds of actors is often fraught and violent.!?
Most organized crime groups are not simply blind profit maximisers, they
also weigh risks, including the risk of falling into cahoots with militant
groups and thus drawing a far different level of scrutiny and repression
from law enforcement.

Similarly, terrorist groups are not uniform in their capacities to pene-
trate new territories and sustain their operating bases there without trig-
gering a backlash from local populations. In Mali and Syria, Salafi groups
succeeded in rapidly appropriating local causes for their global jihad pur-
pose. In Iraq al-Qaeda initially succeeded in anchoring itself among the
Sunni population until U.S. efforts fostered a Sunni rebellion against it.
In Pakistan, al-Qaeda and other Salafi groups’ ability to take over or
appropriate local actors has varied considerably and also stirred tribal
rebellions and tribal anti-al-Qaeda militias. In Somalia, al-Qaeda strug-
gled to establish itself there in the 1990s, eventually gave up, and ulti-
mately its presence came rather through a reverse process: a native Somali
jihadi group, al-Shabaab, embracing the global Salafi cause and embrac-
ing al-Qaeda' and later flirting with embracing on the Islamic State.'®
Rather than assuming uniformity in motivations and capabilities of terror-
ists and criminals, their convergence toward a strategic alliance or nexus,
or treating the two as a monolith,'® external assistance policy efforts need
to be guided by strict prioritisation, understanding the nuances between
those actors, and seeking to divide them and push them apart.

The criminal networks that the United States and the international com-
munity should prioritise in targeting, however, also include those that are
most rapacious and predatory to the society and state and most concentrate
rents from illicit economies to a narrow clique of people, whether linked to
the state or anti-state militant group. Not only are those most reprehensi-
ble, they also most undermine internal stability and create the conditions
for militant groups to establish themselves among local populations.
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The above two criteria—criminal groups linked to terrorist organisations
and the most predatory criminal groups perpetuating marginalisation and
exclusion and further reducing the legitimacy of the state—may at times be
in conflict and thus pose a difficult policy dilemma.!” In addition to consid-
ering the severity of the threat posed to the international community and
to the host state and society, the estimated effectiveness of policy interven-
tion with respect to each type of group needs to be factored into the analy-
sis of such policy choices.

UNDESIRABLE OUTCOMES OF INDISCRIMINATE LAW
ENFORCEMENT

It is important to realise that indiscriminate and uniform application of law
enforcement—whether external or internal—can generate several undesir-
able outcomes that need to be guarded against. First, the weakest criminal
groups can be eliminated through such an approach, with law enforcement
inadvertently increasing the efficiency, lethality, and coercive and corrup-
tion power of the remaining criminal groups operating in the region.

Second, such an application of law enforcement without prioritisation
can indeed push criminal groups into an alliance with terrorist groups—
the opposite of what should be the purpose of law enforcement and espe-
cially outside policy intervention. Both outcomes have repeatedly emerged
in various regions of the world as a result of opportunistic, non-strategic
drug interdiction and law enforcement policies.

Third, there is a substantial risk that some recipient governments will
come to see international counter-narcotics or anti-organized crime aid as
yet another form of rent to be acquired for their power and profit
maximisation, in the same way that anti-Communist or counterterrorism
aid had often been seen. Such funds can be diverted for personal profits; or
worse yet against domestic political opposition and undermine institutional
development and effective and accountable governance in the country.

Fourth, building up law enforcement capacity and intervening against
illicit economies may often been perceived by local populations as antago-
nistic to their interests. Such a misalignment between state and societal
interests may at a minimum limit the effectiveness of policy intervention;
and at worst compromise other, more important U.S. and international
interests, such as to reduce violent conflict and suppress terrorism.

The international community can limit these dangers by following
some overarching guiding principles regarding extending outside assis-
tance to suppress organized crime.
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International assistance should be carefully calibrated to the absorptive
capacity of the partner country. In places where state capacity is minimal
and law enforcement often deeply corrupt, an initial focus on strengthen-
ing police capacity to fight street crime, reducing corruption, and increas-
ing the effectiveness and reach of the justice system may be the optimal
initial interventions.

Blanket policies to fight corruption abroad and pre-canned rule-of-law
programmes are often likely to be ineffective, particularly within political
systems deeply pervaded by corruption and built around patronage net-
works.!® Moreover, anti-corruption efforts, like anti-crime and counter-
narcotics efforts, can easily be exploited by recipient governments to
undermine or eliminate their political opponents. Beyond altruistically
promoting good governance, international anti-corruption assistance
should seek out political actors who will benefit from bucking existing
corruption-prone political processes and genuinely embracing authentic
anti-corruption efforts. The next crucial step, however, is to make sure
that beyond individual political expedience and being adopted as political
tools, such practices become an ingrained habit of the political system—in
other words, are institutionalised beyond particular politicians and par-
ticular government administrations. Identifying other stakeholders who
also will benefit from virtuous behaviour, such as businesses or NGOs that
profit economically or can gain in status and reputation by not being cor-
rupt, is crucial.

Only once careful monitoring by outside actors has determined that
anti-crime or anti-corruption assistance has been positively incorporated,
can it be fruitful to increase assistance for anti-organized crime efforts,
including advanced-technology transfers and training. Careful monitoring
of all anti-organized crime programmes—including their effects on the
internal political arrangements and power distribution within the society
and their intended effects on the power of criminal groups and their links
to terrorist groups—needs to be consistently conducted by outside actors.

International anti-crime assistance strategy needs to be built around a
broad state-building and focus and emphasise fostering good governance.
Ultimately, policy interventions to reduce organized crime and to suppress
any emergent crime-terror nexus can only be effective if there is a genuine
commitment and participation by recipient governments and sufficient
buy-in from local communities.
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CONCLUSION

Abstract In the concluding chapter the editor brings together common
treads that had emerged throughout the book. A message that transpires
strongly is that organized crime is nothing less than a strategic challenge.

The chapter also reflects on local responses. The local-level dimension
is one that in the era of globalisation is often forgotten or, at a minimum,
is not given enough attention. Recognising the strategic nature of the
organized crime challenge should not preclude local initiatives and favour
only country or region-wide strategies.

Keywords Crime e Resilience ® Capacity building

If there is one strong—common—message that should emerge from the
preceding discussion is that organized crime is nothing less than a strate-
gic challenge. No matter from which angle one looks at the problem. It
could be illicit trade and its impact on licit business, or the relationship
between the state and criminals or between criminal actors and society, or
it could be from the point of view of cyber and technological exploitation
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or, finally, it could be through assessing socio-economic development in
conflict or fragile states. The evidence is abundant, although measuring
the true impact of organized crime remains challenging. Counting arrests
and seizures might still be the preferred approach in some circles but, in
truth, those statistics tell us very little and certainly do no provide a stra-
tegic picture.

It is also no surprise that all contributors to this volume make reference
to governance, the environment, public health and security—building a
common tread—among the areas that are threatened by various forms of
criminal activities and their knock-on effects. All societies of the world
have come to face these challenges and some, more than others—and in
spite of the transnational nature of organized crime—appear to be bearing
the largest brunt. In fact, most Western individuals would hardly ever
come into contact with organized crime in the course of their lives, and
although London, Paris or New York are far from immune from this phe-
nomenon very few would get in contact with it directly (or knowingly).
Moreover, unlike the media attention received by terrorist attacks, the
actions of organized criminal networks rarely make headlines which, in
turn, contributes to little public understanding of the nature and extent of
the problem. As a result, it becomes harder to summon the required polit-
ical willingness to take action in the face of many other pressing crises and
priorities.

If this was not enough, the absence of a commonly agreed definition of
organized crime hampers cooperation. Given the multiple impact of the
phenomenon a broad set of actors need to engage in devising and imple-
menting anti-organized crime initiatives: but who should be involved and
indeed lead such efforts? This book makes the case against an exclusively
law-enforcement or criminal justice driven strategy. Equally, it argues
against any single-sector approach, being one centered on development
initiatives or technological innovation. Any one of those, on its own,
would be inadequate. Instead, it is only through a smartly sequenced inte-
grated approach that the causes and implications of organized crime can
be addressed. Notably, it is not only the actors devising and implementing
strategies that are required to be diverse. The receiving end should be
equally varied. In other words, the international community should not
limit itself to interacting with (carefully selected-) state actors when engag-
ing developing countries on anti organized crime initiatives. Civil societ-
ies, the private sector, the media and common citizens all have a role to
play. Indeed, paying greater attention to people’s perception of organized
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crime—which in some cases might enjoy a substantial level of legitimacy
among disenfranchised citizens—would help tackle its root causes and
encourage those who had turned to criminality to reconsider their options.
None of this is a straightforward or immediate endeavor. In some Latin
American or African countries, for example, this process would entail
rebuilding a badly damaged social contract between the state and society,
particularly where state actors themselves engage in criminal activities, are
heavily corrupted and are incapable of providing services, including secu-
rity, to those they are supposed to administer. Not only this creates a dis-
connect between people and institutions. The resulting vacuum is usually
quickly filled by criminal networks, gangs, militias or violent extremists
who find among local un-employed, but usually I'T-savvy, youth ideal foot
soldiers. More and more urban centres around the world—and primarily
African, Asian and Latin American slums—are experiencing this trend rais-
ing serious concerns for the growth of licit economies as well as formal
governance structures and human security.

The local-level dimension is one that in the era of globalisation is often
forgotten or, at a minimum, is not given enough attention. Recognising
the strategic nature of the organized crime challenge should not preclude
local initiatives and favour only country or region-wide strategies. To
mention one case, much has been said about illicit trafficking across the
Sahel and its links to violent extremism and conflict. Given long-established
smuggling routes across the region, the involvement of nomadic tribes
and porous borders, regional approaches appear to be the ones more likely
to bear results. I too agree that initiatives that focus on one country alone
might be ineffective and indeed could result in the so-called balloon effect
displacing the problem to neighboring countries. A series of interviews
conducted with law-enforcement practitioners and researchers during a
trip to Mali however highlighted the extent to which criminal activities
were closely linked to specific localities and families or clans, and how local
dynamics prevailed over regional ones. This suggested that a region-wide
approach was unlikely to be able to capture and address dynamics perti-
nent to specific towns or local groups. The other problem that this high-
lighted concerned data collection. This book makes abundantly clear the
difficulties of measuring organized crime in general. Language and cul-
tural barriers add an additional layer of complication and emphasise, once
more, the importance of engaging local non-state actors such as civil soci-
eties that are trusted among local communities and, as a result, are better
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placed than any well-meaning Western partner to collect information and
form an understating of criminal dynamics in a given region.!

Some progress has been made and some lessons have been learnt which
have prompted more nuanced and comprehensive discussions around the
problem of organized crime, including through placing the issue on the
development agenda. This has been an important step forward but given
the complexity of the threat and the multiplicity of areas affected by orga-
nized crime much more is needed. Comprehensively measuring organized
crime and its impacts will remain a challenge going forward but one could
argue that the existing evidence is more than enough to prompt action.
What is at times still missing is political will. If nothing else, including
altruistic sentiments, succeeds in convincing Western political class to get
involved, perhaps, as argued by Karl Lallerstedt, ‘enlightened self-interest’
could be the key to unlock serious action. After all, in an interdepended
world, having to deal with corrupt or criminal partners is bad for business.
From this point of view, supporting capacity building and helping devel-
oping nations tackle organized crime and build resilience to it are forms of
insurance that could lead to a win-win situation.

NOTE

1. Interviews conducted by the author, Bamako, Mali, October 2014.
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