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Foreword

This Handbook of Asian Criminology could not come at a better time. As
India’s population rapidly approaches the size of China’s, as Myanmar seeks
engagement with peer nations that respect a Rule of Law, as research on
crime and justice flourishes from Seoul to Sydney, no criminologist on earth
can ignore what our colleagues are doing in Asia.

A decade ago, I told the senior editor of this collection that the “future of
criminology lies in Asia.” I am honored that he has often reminded me of this
statement. Yet I do not claim any profound meaning for my observation.
Rather, I merely matched my prediction to the demographic trends. The
future of criminology must be in Asia simply because the future of most
people on earth is in Asia.

What will this mean for the quality of human existence? While the strug-
gle for food and survival remains problematic, especially in South Asia, the
struggle for freedom from fear—of criminal force—seems more daunting.
Across China and India, small farmers may have their land sold by corrupt
local politicians, losing centuries of family investment in the land. From
Afghanistan to Bangladesh, women suffer very high risks of rape or punish-
ment if they dare venture onto the streets without a man to chaperone them.
From the south of Thailand to many other locations, schools may be bombed
or teachers may be murdered for teaching young girls to read.

The booming economies and gleaming modern cities of Twentieth Century
Asia belie the strong traditions that hold back progress. The Indian idea of
“encounter killings” as a form of summary justice by police, for example,
collides with a rule of law. Yet a senior police officer who refused a politi-
cian’s request to kill someone this way (making it appear to be self-defense
by police against the criminal) did so on the grounds that the prospective
victim had not killed anyone himself, as accused, and so the police would not
kill him. Furious, the politician had the police officer transferred, and his
further career advancement blocked for at least 14 years.

The good news is that this police officer held fast to the substance, if not
always the procedures, of a rule of law. He did what police in the USA have
long been forced to do: to survive a confrontation between democracy and
due process. The apparently increasing occurrence of such confrontations
describes progress, the modern communications and Internet links of a growing
Indian middle class may help to raise standards of justice. Many criminals
punished in the USA are later found innocent based on new DNA evidence,
in cases publicized around the planet. Each of these may be a shock to



Vi

innocents about the state of justice. Yet it could also be a splendid indicator
of rising integrity. It is only when cultural demands for fairness become
intense enough to review the accuracy of punishment that such injustice can
be revealed. More global news of such efforts, in a wide range of countries,
spreads across the Internet daily and into Asia. That, in turn, makes interest
in criminology grow as an extension of middle-class empathy for victims of
crime and injustice.

There is another reason why the future of criminology lies in Asia. That
reason is the huge desire for learning found in Asia. In the past 4 years, [
have spent 20 weeks in Asia teaching police and criminologists in Turkey,
Israel, India, Vietnam, Taiwan, Korea, and Australia. In each of these visits
I have been impressed with the curiosity and zeal for learning I have seen.
The passion for reading research articles word for word is impressive. So
are the PowerPoint presentations prepared by the students I have taught,
mastering complex ideas into coherent and logical connections. Their con-
sumption of criminological research may already surpass the rest of the
world’s combined.

The same, of course, cannot yet be said of the production of research, at
least not in the English language journals. The Asian Journal of Criminology
is a bright beacon of such research. But the test of Asian research on crime
will be the growth rate of publications in journals without regions:
CRIMINOLOGY, JOURNAL OF EXPERIMENTAL CRIMINOLOGY,
POLICE QUARTERLY, and POLICING, for example, all of which gladly
accept good research done anywhere on earth. Data from Asian countries
have already appeared in numerous articles, and should grow in future years
as more well-trained PhDs return home from graduate schools in the North
Atlantic.

The pace of research will increase even faster when Asian graduate schools
rise to the volume of US and European schools in annual PhD production.
Such an outcome is not far off. The key to this will be a steady commitment
to empiricism, and a steadfast resistance of the siren call of moral philosophy.
The discursive insights of the latter framework in criminology may merci-
fully jar Asian sensibilities, which may give quantitative empiricism a cul-
tural advantage in any case.

Therein lies a paradox. To the extent that Asia comes to dominate crimi-
nology, it is unlikely to do so in a regional way. Whatever cultural dimensions
criminology has—and they are many—they do not pose a barrier to building
a unified, global science of crime. The effects of family bonds in preventing
crime, for example, appear to be universal, and not culturally dependent. The
deterrent effects of police patrols in crime hot spots may also be universal.
Domestic violence is certainly found in every nation, and education for
women may reduce it wherever it occurs. Asians who study these phenomena
will have as much desire as criminologists from elsewhere to make and test
general propositions, applying to all humans on all continents.

It is therefore possible that someday there will be no Handbook of Asian
Criminology. There may be many handbooks, global in scope. There may be
handbooks that tell readers of distinctive features of law and justice in different
nations or regions. But what there may not be is any claim that criminology

Foreword



Foreword

vii

is different in Asia, just as we would reject the idea of “German science”
propagated in World War II.

If and when that day comes, it will be a long time from now. The impact
of nation-states on the nature of crime and justice problems makes criminol-
ogy without borders a difficult challenge. We will be many years in revealing
the commonalities of science across regions and even within Asia. Until then,
readers will find this Handbook indispensible.

Hyderabad, India Lawrence W. Sherman
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Progress of Asian Criminology:
Editors’ Introduction

Jianhong Liu, Bill Hebenton, and Susyan Jou

1.1 Asia and Criminology in Asia

Moving Forward

It is traditional for editors to “talk up” the subject
matter of their book; but in our case, arguably, the
regional significance of the subject matter is self-
evident. Within the Asian region, the People’s
Republic of China has already overtaken Japan as
the second largest economy in the world and is
likely to take over the top spot by the end of this
current decade (New York Times, 15 August 2010,
“China passes Japan as second largest economy”).
India is moving rapidly up the ladder and will
soon become the third largest economy globally.
The International Monetary Fund estimates that
emerging Asia will be the main propellant of
world economic growth in the coming decades.
Europe, the USA, and Japan face serious reces-
sion. By contrast, the public financial system of
Asian countries appears in relatively good shape,
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with debt ratios low, banking systems healthier,
and corporate balance sheets less stressed.
Furthermore, large foreign exchange reserves act
as an insurance against unexpected “global”
shocks (Tay 2010). Wages and incomes are rising
and unemployment rates are not alarming.
Regional trade is at an all-time high and the
dependence on the USA and Europe for exports
has declined. China now ships only 35% of its
exports to the USA and European Union coun-
tries (Kawai and Petri 2010).

In the coming decades, some trends in Asia
will likely develop in the context of further glo-
balization, developing regionalism and the ongo-
ing electronic and information revolution. First,
Asia is likely to develop a greater sense of
regional awareness and cohesion. The continent
is still comprised of subregions (Northeast,
Southeast, South, Central and West Asia). But
the region’s existing and developing institution
building (such as the Association of South
East Asian Nations, Shanghai Cooperation
Organisation and other, international, multi-lat-
eral or bi-lateral groupings) will gradually lead
toward a greater level of cross-Asian cooperation
(Ozawa 2009). Second, the world configuration
of power is becoming more evenly distributed
between traditional and emerging powers. In this
sense, Asia’s increasing role globally is evidenced
by the rise of G20 and enhancing reforms of the
World Bank and International Monetary Fund
(Tay 2010). And third, Asia is likely to contribute
more to the mainstream of global intellectual
development. Asia will substantially change its
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status as merely a recipient—or refractor and
assimilator—of Western cultural tradition. With
its traditional and intellectual cultures both expe-
riencing a renaissance, Asia will provide the
world with more public goods in the form of
ideas, principles, and values. The result will
doubtless be a fusion of cultures to the world.
Cultural and religious diversity and its accommo-
dation of these many differences is and has been
a hallmark of the Asian region. Tackling future
challenges across the world will require new val-
ues; Asian values attach much importance to
aspects of life, such as diligence, work ethics,
family cohesion, and consensus. Such values will
undoubtedly contribute to the eventual pooling of
shared values, which in turn will help tackle the
global challenges of the twenty-first century,
including crime control efforts.

As criminologists, we know that crime follows
opportunity and is embedded by processes of glo-
balization, economic growth, conflict, and social
change; this is no less so in the Asian region. In
Asia and elsewhere the interdependence of nation
states has never been greater, and the necessary
quest for security, both domestically and exter-
nally, remains as pressing as ever (Broadhurst
2006). The will to understand the operation of dif-
ferent criminal justice systems is also now more
crucial than ever, as nations rely increasingly on
mutual assistance in criminal matters. What are
the crime problems of Asia? In what ways do
Asian countries respond? These questions pose
practical challenges for law makers and policy
officials, but also of course for criminologists in
Asia; and more generally draw our gaze to the
development of the discipline of criminology
itself in Asia. In spite of the clear evidence of
institutional growth and significance of criminol-
ogy in Asia, as Liu (2009), the current President
of the Asian Criminological Society reminds us:

... the pace of growth is quite slow compared with

the rapid development of criminology in North

America and Europe. Understanding the develop-

ing criminology in Asia requires an equally good

understanding of the status of criminology in Asia,

of the features of Asian cultures and societies, of

the special features of crime and crime control in

Asia, and of the challenges and opportunities for
criminology in Asia. (Liu 2009, p. 2)

J.Liuetal.

In the long view, these matters have their
origins in the history of the discipline of crimi-
nology as a scholarly discipline within modern
and specialized institutions (see Garland 2011;
Rafter 2009). The international relations within
criminology, that is, the distribution of scholarly
communities, their output and communication
between them, can, in our view, be heuristically
characterized as center—periphery relations (see
Medina 2011; Keim 2008; Hebenton and Jou
2012). From a global perspective, criminology as
practiced in the United States (and maybe a con-
geries of other Anglo-phone countries including
United Kingdom) appears to constitute the center
of our discipline, whereas Asia, despite claims
for the internationalization and globalization
of the discipline, occupies part of a periphery.
One potentially useful conceptual framework
for thinking about this matter is illustrated in
Fig. 1.1.

The three dimensions of scientific develop-
ment/underdevelopment; autonomy/dependency;
and centrality/marginality are all empirically
inter-related. For analytic purposes, however, we
can tease them apart. If we consider the problem
of scientific development, this requires an appro-
priate material, institutional, and individual basis.
Lack of the necessary material infrastructure,
including governmental sponsorship of research
and an appropriate political climate, hinders
development. Authorities attitude to access to
official data and publishing of findings also
applies (we can witness this in the context of the
practice of criminological research in, for
instance, England and Wales, Wilkins (1984)
referring to the 1980s and Radzinowicz (1994)
referring to the 1990s). Institutional development
requires sufficient general funding and adequate
income possibilities for researchers. This first
dimension, scientific development, is mainly
determined by external factors such as availabil-
ity of funding, scientific and higher education
infrastructures, and local academic cultures.
A second problem refers to the conditions of
existence of criminology, namely the dimension
of autonomy or dependency. At an ideal-type
level, an autonomous criminology contains the
capacity for self-reproduction and autonomous
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Center-periphery relations and the internationalization of criminology

Centre 1. Infrastructure and internal organisation Periphery
Development Underdevelopment
2. Conditions of existence and reproduction
Autonomy Dependency
3.Internal position and recognition
Centrality Marginality

(adapted from Keim, 2008)

Fig. 1.1 Center—periphery relations and the internationalization of criminology

development. The structural material factors
underlying the first dimension described earlier
make the strength of a center (such as USA and
Europe) dominant in the largely unidirectional
and uncritical flow of criminological knowledge.
Dependency requires researchers from the Asian
region to rely upon their equivalents in the center
for key concepts and theoretical capital, reducing
the contribution of the periphery to a kind of
“testing ground for external validity” of such
ideas. Other indicators of this dimension include
the origin of higher degrees obtained by univer-
sity academic staff and researchers and the con-
struction of the university academic criminology
syllabus. Of course, this second dimension of
autonomy or dependency can largely be seen as a
product of the scientific process itself (rather than
external factors). Networks and collaboration are
also often illustrative of this dimension. Scholarly
productivity at least in terms of English language
outputs at the individual level is “highly depen-
dent on accessing professional international net-
works” (Teodorescu 2000, and as noted by
Medina 2011). Finally, a third problem hinges on
the problem of centrality and marginality, which
describes the relationship between existing crim-
inological communities and “international schol-
arship.” Manifestations of marginalization
include: lack of visibility in internationally acces-
sible research databases of published literature,
the impact of unequal division of research labor,
and the fact that center studies the periphery, and
the corollary that the center is rarely the object of
study by the marginal. All these outcomes are

determined by processes key to the international-
ization of the discipline; particularly, scientific
journal publication policies combined with
English as the lingua franca of international sci-
ence. In this sense, of course, our own Handbook
of Asian Criminology and its associated findings
are part of this “internationalization” context. By
these lights, publishing in the English language
means being accountable to “international” stan-
dards, yet those in the periphery face genuine
hurdles of budgets and often access to sufficient
criminal justice system data to produce work of
sufficient quality to meet “international” stan-
dards of recognition. More broadly, these exter-
nal demands may diminish the periphery’s
willingness to engage with local problems, con-
stantly being required to justify their research
and findings in a primarily center-focused
context.

When one considers Asian criminological
research, the general impression these days is
that it has gradually been on an upward trajectory
in terms of quantity and quality; as evidence, one
can take country-level reviews of research in
English language outputs, for example, Liu
(2007) and Zhang et al. (2008) in relation to
People’s Republic of China; or Hebenton and Jou
(2005, 2012) in the case of Taiwan; or Chui and
Lo (2008) in respect of Hong Kong. Capacity
building is also evident—developments such as
the founding of the Asian Journal of Criminology
in 2006 by Springer Publishers, and the for-
mal establishment of the Asian Criminological
Society in Macao in December 2009, and with a



subregional focus, the Association of Chinese
Criminology and Criminal Justice in the US
(ACCCIJUS), established at the San Francisco
meeting of the American Society of Criminology
in November 2010. An increasing number of
Asian scholars are now doing research that
focuses on both Asian and non-Asian topics. An
increasing number of scholars of non-Asian ori-
gin are also conducting research relating to Asian
phenomena. Details of the work carried out by
various scholars can be found in different publi-
cations, which are becoming increasingly visible
through the prism windows of the new profes-
sional associations mentioned above and through
focused publications (for example, the forthcom-
ing Handbook of Chinese Criminology, edited by
Cao et al. 2013, forthcoming).

Despite this, however, there is countervailing
news on the broader matter of Asia and interna-
tionalization. For example, Barberet (2001, 2007)
used a content analysis to show that comparative
research involving two or more countries occurred
in only 58% of all American Society of
Criminology presentations in the 1990s (this work
has not been repeated for the new decade, as far as
the authors know). Few undergraduate university
programs in the United States have an international
criminal justice course. The teaching of compara-
tive methodology is also notably absent from the
criminology curriculum in many universities
(Barberet 2001/7). The International Division of
the American Society of Criminology, is still rela-
tively small, as is the International Section of the
Academy of Criminal Justice Sciences. Coverage
of international scholars in US textbooks is still
rare. The proportion of international articles pub-
lished in one of our field’s leading journals,
Criminology, ranged from 0 to 18% in the 1990s,
averaging 7.4% (Barberet 2001). In relation to
Asian countries as an object of study, the analysis
of ASC presentations in the 1990s (N=8,287),
revealed a rank order of Japan (0.42%), China
(0.41), Taiwan (0.17), Hong Kong (0.12), Korea
(S) (0.08), and Philippines (0.06). A more recent
study (Hebenton and Jou 2012) of Asia’s interna-
tional criminological research “footprint” evi-
dences the strength and diversity of publications
over the last decade, 2000-2010. They chose six

J.Liuetal.

comparators, Hong Kong (China SAR), Japan,
Korea (S), PR China, Philippines, and Taiwan.
The authors, using the four premier e-databases
covering criminology and the social sciences
(Criminal Justice Abstracts, The US National
Criminal Justice Reference Service, Thomson-
Reuters Web of Knowledge, and PsychINFO),
identified almost 700 separate English language
publications. Within the discipline of criminology
(as arguably in all fields of the social sciences),
publications vary in terms of status and impor-
tance. One measure commonly used is the ISI/
Thomson-Reuters bibliometric, producing among
other things a “journal impact factor.” According
to this, the journal impact factor is the average
number of times articles from the journal which
have been published in the past 2 years have been
cited in the Journal Citation Reports (JCR) year. If
a journal has a higher impact factor, it means that
the journal is often cited and is thus “more impor-
tant.” The 5-year journal impact factor is the aver-
age number of times articles from the journal
published in the past 5 years have been cited in the
JCR year. This measure is understood to be more
stable than the 1-year figure. There are 31 ISI/
Thomson-Reuters Web of Knowledge “criminol-
ogy & penology” journals, and Hebenton and Jou
looked at the performance of selected Asian com-
parators across the “top 20” journals. A number of
interesting features were apparent from the analy-
sis which presents cumulative proportions for the
Asian comparators. Hong Kong had by far the
largest proportion of papers in the 1-20 rankings;
some way behind come Japan and PR China. The
Philippines had the lowest proportion. Only Hong
Kong had a number of publications in the 1-5
rankings over the period under study. Turning to
Taiwan, of the 54 SSCI papers identified, only one
of those had been placed in the “top 5”; Taiwan
had a comparatively small proportion in the “top
10” over the period under review, but rising to
around one-third cumulatively in the “top 207
journals. Apart from divergent performance across
the Asian region, the authors conclude that the
empirical consequences of center—periphery rela-
tions are also visible in these findings and that
these too need greater acknowledgment and require
fuller examination and understanding.
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1.2 Format of the Handbook

We are of the strong opinion that the challenge
for an enlightened criminology is to create a com-
munity of transnational scholars and practitioners
who seek to share their research and insights
about crime and its many manifestations.
Jianhong Liu reminds us that crime is a general
and human problem that troubles every country
and thus
...criminology is an academic response of man-
kind to the crime and justice problems. It is a gen-
eral social science, an international science, which
addresses the common human behavior of crime
and its control. Despite the wide diversity of
nations and cultures, there are enough common
features in human criminal behavior and crime
control to call for the study of shared experiences
and the exchange of knowledge in dealing with
crime problems in different nations and cultures.
Research and practices in Asian countries should

be part of the literature of international and com-
parative criminology. (Liu 2009, p. 7)

This Handbook of Asian Criminology seeks to
represent the scholarly energy of a geographical
area rather than a particular perspective, arena or
“subfield” and in that sense is primarily an
endeavor in comparative research. It is this orien-
tation that serves to enhance the relevance of
research about Asia. The Handbook has three
sections, with this editors’ introduction, setting
out the development of criminological research
on and of the region, together with a broad assess-
ment of the varying state of crime and criminal
justice research. Section one “Types of crime in
Asia” examines the empirical research base of
common and new forms of criminal activity. In
addition to internationally recognized and legally
categorized forms of crime (e.g., drug-related
crime), this section also draws attention to the
distinctiveness of socially contextualized crimi-
nal activity (cyber-crime, corruption). It provides
accounts of specific forms of criminality: when,
how, by whom and in what contexts they are car-
ried out, whether and why they are increasing or
declining, what particular issues they raise for
criminal justice agencies, and so on. Section two
considers the current state of crime and the crimi-

nal justice system in a number of selected Asian
countries, with each chapter detailing the basic
detail of crime and punishment, including a brief
synopsis of the development and nature of the
criminal justice system. The final section, Section
three “Victims and Offenders” provides the
reader with up-to-date accounts of both recent
victim-related developments in Asia, and how
such developments are evidenced in new ways of
seeking “justice” for victims and working with
offenders; the section includes country-specific
chapters on victims of crime in the criminal jus-
tice system and specific forms of victimization,
and includes research and policy development on
alternatives to formal criminal justice. Expanding
knowledge of “victims” has been gained from
both academic research and the political impact
of legislation, policy-making, and lobbying by
interest groups. Much victimization is against the
most vulnerable, women and children, and this
section also focuses on these groups.

1.3 Limitations

Due to the practical constraints of length and the
volume of potential topics that could be addressed
under the banner of Asian criminology, many
topics were either discussed briefly or not
included in the final product. However, beyond
such practical logistics, some omitted topics are
indicative of an inadequate knowledge base at
present. It is well known that, in many Asian
countries, official data available for research use
are very limited. Frequently, governments con-
sider crime-related data to be politically sensi-
tive and are reluctant to disclose them to
researchers. Data collected by scholars are also
limited, with studies scattered and intertwined in
other areas of broader legal study. For instance,
detailed and systematic comparisons of mea-
sures of incidence and prevalence of crime based
on crime and victim surveys would be largely
impossible across Asian countries. Similarly, a
major feature of the Asian context is diversity
across Asian societies and cultures, with differ-
ent languages, different legal systems, and diver-
sity in crime and crime control systems and



practices, and our Handbook can only do limited
justice to the complexities.

On a further note of importance, in conversa-
tions as editors, we found ourselves frequently
speaking as though criminology possessed a
nationality—“American” criminology, “British”
criminology, “European” criminology, and
“Asian” criminology. Usually, we assumed this to
be but a short-hand expression of general refer-
ence to criminology in that country or region, but
sometimes we actually were talking as though
criminology was endowed with a kind of national
character. At stake here was our recognition that
comparative analysis constitutes a particularly
fruitful way to demonstrate the profound inscrip-
tion of knowledge in local culture and institu-
tions; and that in our editorial role we were
engaged in a complex reflexive analysis of the
functioning of the field of criminology within the
Asian region as a whole and of its embeddedness.
The pursuit of such an enquiry necessarily rests
upon fashioning a more compelling sociological
account of the development of criminology, in
particular national contexts across Asia. No indi-
vidual chapter in the Handbook is devoted to this
end, nor indeed to a broader consideration of
applicability of Western theories of crime and
transferability to other societies. We share the
view expressed by some commentators that
answers to such questions will, ultimately, be
empirical in nature (Zhang 2011).

Despite its necessarily limited range of topics,
the Handbook is a landmark publication, marking
a gear-change in the visibility of the research
field on Asia for students and scholars alike. The
Handbook identifies tropes, topics, and trends in
criminological research on Asia, and we wish to
heartily thank all our contributors for persevering
and helping in the completion of this ambitious
project. With its focus solely on English-language
publications, our Handbook holds a mirror up to
the criminological communities in both Asia
itself and other parts of the English-speaking
world. Viewed this way, it provides a sense of
Asia’s criminological “footprint” in the largely
English language-based scientific literature. By
corollary, our Handbook is also necessarily a
crude measure of the “internationalization” of
criminological work on and in Asia.

J.Liuetal.
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Homicide in Asia

Mengyan Dai

2.1 Introduction

Virtually all penal laws in the world include a
prohibition against homicide. Homicide as a gen-
eral term refers to all cases in which a human
being kills another human being by his or her own
act, omission, or procurement. However, not all
homicides carry criminal culpability. Sometimes,
a killing may be committed in self-defense or by
accident or any other circumstances that the law
permits. These are excusable homicides or
justifiable homicides. In this chapter, only crimi-
nal homicide is discussed and analyzed.

Countries differ considerably in how they
define homicide and its categories. Some juris-
dictions further divide criminal homicide into
categories such as murder and manslaughter.
There are also categories of homicide based on
the level of intent, such as intentional homicide
and negligent homicide. Acts such as infanticide,
abortion, assisted suicide, and euthanasia may be
either included or excluded from the national
legal definition. Therefore, caution is usually
needed in comparing and explaining homicide
data across countries.

This chapter first introduces the data sources
of international homicide data and then describes
the recent homicide trends in Asian countries.

M. Dai, Ph.D. (X))
Old Dominion University, Norfolk, VA, USA
e-mail: mdai@odu.edu

Based on empirical research, this chapter also
explores some correlates of homicide trends. In
addition, homicide clearance is also discussed
within a comparative approach.

2.2 International Homicide Data
Homicide data are usually considered the most
valid and reliable data for cross-national com-
parison among all internationally available vio-
lence data (Marshall and Block 2004).
Comparative research on homicide has often used
homicide data from three international sources,
including the International Criminal Police
Organization (Interpol), the United Nations
Surveys of Crime Trends and Operations of
Criminal Justice Systems (UN-CTS), and the
World Health Organization (WHO). The first two
sources are cross-national criminal justice data
sources, and the last one is a cross-national pub-
lic health data source.

These three data sources often do not provide
similar homicide estimates. This is partly due to
definitional differences (Marshall and Block
2004). According to Marshall and Block (2004),
Interpol uses the term murder rather than homi-
cide. Murder refers to any act performed with the
purpose of taking human life. This definition
excludes manslaughter and abortion but not infan-
ticide. However, after 1978 manslaughter is not
explicitly excluded from the definition. In addi-
tion, Interpol does not provide data on unintentional
homicide. In contrast, the UN-CTS survey includes
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Fig. 2.1 Intentional homicide, rate per 100,000 population, by subregion, 2004 (retrieved online from http:/www.
unodc.org/images/data-and-analysis/homicide_rate_map.pdf)

a few categories such as total homicides, total
intended homicides, attempted intended homi-
cides, and unintentional homicides. Different
countries may include or exclude euthanasia,
infanticide, assisted suicide, or assault resulting in
death. Unlike Interpol and UN data which collect
homicide data from criminal justice agencies in
member nations, WHO data are based on body
counts (i.e., on cause-of-death reports submitted
by participating nations) instead of incidents.
Further, WHO homicide data do not include
attempted or unintentional homicides (Marshall
and Block 2004). Among these three sources of
cross-national comparative homicide data, the
WHO data are widely believed to be the most valid
(Gartner 1990; Kalish 1988; Messner and
Rosenfeld 1997).

The United Nations Office on Drugs and
Crime (UNODC) has developed the International
Homicide Statistics (IHS) which provides homi-
cide statistics in 198 countries and territories
from 2003 to 2008 (Harrendorf et al. 2010). The
most recent UNODC homicide statistics can be
found in its new publication, The 2011 Global
Study on Homicide. The objective of this interna-
tional statistics is to improve the availability of
crime and criminal justice information and to
expand the knowledge of crime trends. UNODC

collects homicide data from a variety of data
sources, including data collected by UN-CTS,
data collected by other cross-national crime sta-
tistics sources such as Interpol and Statistical
Office of the European Communities, interna-
tional public health data such as data collected by
WHO and Pan American Health Organization,
and 33 national law enforcement and criminal
justice data sources. One of the strengths of this
dataset is that all sources used are fully refer-
enced in the dataset and a methodological descrip-
tion is also provided (Harrendorf et al. 2010).
According to the THS dataset, in 2004 the
world average homicide rate was 7.6 per 100,000
population. Homicide rates (per 100,000 popula-
tion) in 2004 for the 16 subregions of East Africa,
North Africa, South America, Central Asia and
Transcaucasian Countries, East Asia, Near and
Middle East/South West Asia, South Asia, East
Europe, South East Europe, West and Central
Europe, and Oceania are presented in the map in
Fig. 2.1. The map also suggests that the highest
homicide levels are found in the Americas and
Africa region, with the lowest homicide levels
generally in countries of Europe. Homicide rates
in Asia are also relatively low. The homicide data
by country shows that in 2004 Kazakhstan,
Cambodia, Democratic People’s Republic of
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Korea, Myanmar, and Philippines had the highest
estimated homicide rates in Asia, while Hong
Kong, Japan, Qatar, and United Arab Emirates
had the lowest.

It should be noted that the IHS dataset does not
include killings in armed conflict committed by
groups of up to several hundred members.
Therefore, the homicide data presented here
should be interpreted with caution in countries
affected by armed conflict. It is also important to
note that the IHS dataset is about intentional
homicide, that is, unlawful death purposefully
inflicted on a person by another person. In other
words, negligent homicides are not included.
Thus, the method used by IHS captures the most
basic commonality between the various data
sources. Further, because of differences in the
definition of homicide, countries may or may not
count offenses such as assault leading to death,
euthanasia, infanticide, or assistance with suicide
in the homicide data. As a result, the differences in

40

20

intentional homicide data here between countries
and regions reflect not only the different numbers
of killings across areas but also the extent to which
countries and regions classify different types of
killing as homicide (UNODC 2004).

2.3 Recent Homicide Trends in Asia

The UNODC’s (2010) international homicide
data can be used to depict the changes in homi-
cide rates over time in many countries.
However, as explained above, comparisons
between countries should be made with cau-
tion. In addition, data recording method in one
country may also change over time. The aver-
age intentional homicide rates for countries in
Asia and Oceania from 2003 to 2008 are pre-
sented in Fig. 2.2. Due to the incomplete infor-
mation of some countries, not all the countries
are included. The homicide trends in recent

2003 2004

2005 2006 2007 2008

—&— Central Asia (5/5 countries)

—#— East and South-Eastern Asia (6/16 countries)
Southern Asia (5/9 countries)

—— Western Asia (7/18 countries)

—@— Oceania(2/25 countries)

------ Asia and Oceania (25 countries)

Fig. 2.2 Average international homicide rates for countries in Asia and Oceania (2003-2008) (Harrendorf et al. 2010)
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Table 2.1 Homicide trends in Central Asia and Transcaucasian countries, 20032008 (UNODC 2010)

2003 2004 2005 2006 2007 2008
Public Public Public Public Public Public
Country Police health Police health Police health Police health Police health Police health
Armenia 248 196 245 1.79 2.44 1.89 231 2.53
Azerbaijan 220 256 240 1.87 227 223 2.04
Georgia 6.60 622 3.67 9.03 7.32 7.57

Kazakhstan 13.28 1474 13.85 1599 11.87 1433 1130 1328 10.75 12.70 10.56
Kyrgyzstan 8.19  6.04 8.07 631 940 724 844 6.38 7.78

Tajikistan 2.57 290 220 234 2.40 1.88 3.44 2.29
Turkmenistan ~ 8.78 7.81 8.82 3.34 2.89
Uzbekistan 2.74 3.70 3.54 3.46 3.24

Table 2.2 Homicide trends in East Asia, 2003-2008 (UNODC 2010)

2003 2004 2005 2006 2007 2008
Public Public Public Public Public Public

Country Police health Police health Police health Police health Police health Police health
Brunei 0.56 1.38 1.10 0 0.53
Darussalam
Cambodia 3.79 374 18.57 3.23
China 1.88 1.90 2.12 1.58 1.36 1.21
Guam 4.90 5.42 4.15 6.43 0.58
Hong Kong 0.73 0.64
Indonesia 0.77 0.66 9.295
Japan 0.50 0.50 0.54 0.46 0.44 0.40 0.54
Democratic 19.25
Republic
Korea
Lao 5.17
Malaysia 2.29 9.37 1.94 2.31
Mongolia 13.97 13.15 330  12.12 12.05 11.41 791
Myanmar 15.58
Philippines 7.82 7.56  20.84 7.53 7.11 6.72 6.44
Republic of 2.12 2.29 221 2.23 2.25 2.32 2.30
Korea
Singapore 0.58 0.50 1.31 0.49 0.39
Thailand 9.97 6.55 6.75 7.80 7.55 6.62 5.90
Timor-Leste 12.52
Vietnam 3.81 1.72 1.85

years suggest that on average, homicide rates the police data and public health data, both
are going down slowly, and there have not been data are presented when available. Information
abrupt increases or decreases from year to year. of the data sources for each country can be
The country level data collected by UNODC obtained at the website of UNODC. Homicide
are also grouped by subregion and presented in  rate is the number of homicide per 100,000
Tables 2.1-2.4. Because of the discrepancies in  population.
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Table 2.3 Homicide trends in near Middle East/South West Asia, 2003-2008 (UNODC 2010)
2003 2004 2005 2006 2007 2008
Public Public Public Public Public Public
Country Police health Police health Police health Police health Police health Police health
Afghanistan 3.44
Bahrain 0.43 0.98 .12 0.55 0.94 0.53 0.77
Bangladesh 2.59 7.79 224 2.65 2.45 2.56
Bhutan 0.81 2.37 4.26 1.69 1.36
India 2.99 3.02 5.50  2.89 2.83 2.77
Iran 2.60 2.88 2.49
Iraq 7.31
Israel 3.02 2.63 4.75 243
Jordan 1.91 1.83 6.83 1.20 1.74
Kuwait 1.15 1.38
Lebanon 246 230 0.56
Occupied 2.68 3.99 3.85
Palestinian
Terr.
Oman 0.87 1.98 0.66 0.65
Pakistan 5.89 5.99 340 5.8l 5.93 6.10 6.81
Qatar 0.55 0.75 1.00  0.68 0.20 2.64 1.01
Saudi Arabia 1.03 322 092 0.85
Syrian Arab  1.05 1.14 2.57 1.08 1.21 3.03
Republic
United Arab  1.20 0.69 0.48 1.37 0.92
Emirates
Yemen 3.55 3.16 250  4.49 441 4.03
Table 2.4 Homicide trends in South Asia, 20032008 (UNODC 2010)
2003 2004 2005 2006 2007 2008
Public Public Public Public Public Public
Country Police Health Police Health Police Health Police Health Police Health Police Health
Bangladesh 2.59 779 224 2.65 2.45 2.56
Bhutan 0.81 2.37 426 1.69 1.36
India 2.99 3.02 5.503 2.89 2.83 2.77
Maldives 1.73 2.99 2.62
Nepal 3.28 2.84 13.56  2.07 1.83 2.249
Sri Lanka  6.82 7.11 6.78  6.25 10.38 8.36 7.42

2.4 Social Factors and Homicide

The macro-level empirical research on homicide
has described and analyzed a number of factors
that are correlated with homicide rates, and
majority of this body of research has studied the

homicide rates over time with a comparative
approach. Some Asian countries and regions such
as Japan, Singapore, Hong Kong, and Taiwan are
often selected in the comparative research, and
the social factors that have been studied in the
literature include availability of firearms, use of
capital punishment, youth population, population
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diversity, democracy, modernization, social stress
and support, and many others. This section
reviews the empirical literature that has studied
homicide rates in Asian countries.

2.5 Use of Firearm in Homicide

The availability of firearms often plays an impor-
tant role in homicide rates. In the UNODC 2010
report of International Statistics of Crime and
Justice, it is found that areas with high homicide
rates are usually the areas with the highest per-
centage homicide with firearms (Harrendorf et al.
2010). Data from Fig. 2.3 suggest that Asian
countries are similar to European countries in
terms of the percentage of homicides with firearm.
In contrast, Americas have the highest percent-
age of homicides with firearm in the world.

In a cross-national study on homicide among
children, Krug et al. (1998) specifically examined
the homicide rates among children in the USA
with those in other countries. In this study, the
selected countries were high-income countries
defined by World Bank in 1994, among which
Asian countries and regions included Singapore,
Japan, Israel, Taiwan, and Hong Kong. The data
about childhood homicide were between 1990
and 1995. Krug et al. found that among the Asian
countries selected, Israel had the highest firearm-

Central America and Caribbean (7 countries)
South America (7 countries)

North America (2 countries)

West and Central Europe (20 countries)
Asia (15 countries)

Oceania (2 countres)

East and Southeast Europe (8 countries)

related homicide rates for children, while other
Asian countries in the study had the lowest
firearm-related homicide rates. However, incon-
sistent with the findings reported by Harrendorf
et al. (2010), Israel did not have the highest total
homicide rate. In fact, among the Asian countries
studied, Singapore had the highest nonfirearm-
related homicide rate for children and also the
highest total homicide rate for children.

2.6 Capital Punishment and
Homicide

Research using homicide data has explored the
deterrent effect of capital punishment on homi-
cide. The major concern of this body research is
whether the threat of execution deters homicide
better than other criminal sanctions. As the
most serious violent crime, homicide usually
receives the harshest punishment in the crimi-
nal justice system, and when available, death
penalty is often used. Often, the public are
strongly supportive of a death penalty for mur-
der (Johnson 2006).

According to Zimring and Johnson (2008),
Asian countries provide a better context to explore
the deterrent effect of capital punishment. First,
there is a great variety of political systems and
policies toward capital punishment in Asia.

0

20 40 60 80

Fig. 2.3 Percent of homicide committed with a firearm, 2003-2008 (Harrendorf et al. 2010)
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Second, many Asian countries are undergoing
rapid changes in death penalty laws and practices.
Third, Asian countries are less influenced by the
European culture, which provides more social
contexts for comparative analyses and theory
generalization. Fourth, most of the executions in
the world are carried out in Asia, ranging from 85
to 95% in recent years. In addition, about 95% of
Asian populations live in the jurisdictions which
use capital punishment (Zimring and Johnson
2008).

Zimring et al. (2010) studied the deterrent
effects of capital punishment on homicide trends
in Asia. Specifically, this study used Hong Kong
as a comparison city to examine the impacts of
executions on homicide rates in Singapore over
time. According to Zimring et al., there are simi-
larities between Singapore and Hong Kong with
regard to many aspects including population den-
sity, annual population growth, economic growth,
adult literacy, birth rate, migrants-population
ratio, and life expectancy. In addition, homicide
levels and trends are remarkably similar in these
two cities over 35 years after 1973.

In Singapore, offenders convicted of murder
will be sentenced to death. Zimring et al. (2010)
combined different sources of data and described
that murder executions in Singapore rose in
1992 and dropped back quickly after the 1994—
1995 peak. Further, homicide trials in Singapore
often take a few months with a speedy appeal
process after conviction. In contrast, Hong Kong
had no executions from 1967 to 1998, and since
1993, mandatory life sentences are imposed for
murder.

To explore the relationship between execution
rates and homicide rates in Singapore, Zimring
et al. (2010) used the murder rate in Hong Kong
as a control variable in the statistical analyses.
They estimated 14 models of homicide trend in
Singapore during 1973-2007 and its shorter trend
during 1981-2007. They concluded that the
changes in execution levels had no significant
impacts on the homicide trend in Singapore.
Specifically, the decline in homicide rate hap-
pened before the sudden increase in executions in
1992, and the changes of homicide rate over time
were largely unrelated to the extent of execution.

2.7 Youth Population and Homicide

Youth violence is a widespread problem around
the world, and the highest homicide rate has been
usually found among males between the ages of
15 and 29. Research showed that homicide rates
among youth aged 10-24 increased in many parts
of the world between 1985 and 1994 (Legge
2008). The research literature provides a wealth
of approaches, focusing on different levels of
explanations: individual, situational, and social
cultural and economic factors. Among these fac-
tors, prior research often emphasizes the impor-
tance of the socioeconomic status of the family
and of youth. According to Legge (2008), the
international labor data showed that working
poverty among youth was especially prevalent in
sub-Saharan Africa and South Asia.

Some criminologists contend that the effect of
age on crime is invariant across crime categories
and cultural conditions (Gottfredson and Hirschi
1990). In other words, the age effect on crime is
everywhere and at all times the same because
crime declines as age increases. Empirical stud-
ies on homicide rates in some Asian countries
suggest that this thesis needs to be modified.

Johnson (2008), for example, described
Japan’s postwar homicide decline and the vanish-
ing young killers in particular. Japan’s homicide
rate has dropped 70% and become one of the
lowest homicide rates in the world. According to
Johnson, the World Health Organization data
showed that the Japan’s homicide rate was 0.6
per 100,000 population in 2002, a rate that was
about half the mean and the median for other
developed nations. Comparing with other Asian
countries, Japan also had few homicides.
According to Hasegawa and Hasegawa (2000),
Japan’s postwar decline in homicide rate has
made it an extraordinary country.

According to Johnson (2008), the most plau-
sible explanation for Japan’s homicide drop was
best described demographically. Johnson found
that Japan was a striking exception to the pattern
found in other nations where young males were
most likely to kill. Data showed that, in contrast,
the most murderous demographic in Japan was
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men in their 40s and 50s. In fact, Japan’s homi-
cide rate in 2000 was higher among men in their
50s than among males aged 20-24. Further,
young Japanese males, those born after 1960,
committed fewer murders than previous cohorts
of young males did. Data showed that young
Japanese males now committed one-tenth as
many homicides as their counterparts did in 1955.
Thus, young Japanese males not only commit
fewer murders than youth in other countries, they
kill far less frequently than their predecessors did
in previous decades.

It is not common to find countries where the
propensity to kill peaks so late. However,
Johnson (2008) found that South Korea resem-
bled Japan. Johnson collected data from the
reports by the Supreme Prosecutors Office of
South Korea. According to the official data, in
2004, only 13.1% of suspects indicted for homi-
cide in South Korea were aged 30 or under.
Compared with the homicide rate in Japan,
South Korea’s total homicide rate (excluding
attempts) was a little higher at the rate of 1.67
per 100,000 in 2004. Taken together, the findings
on homicide from Japan and South Korea
suggest that how homicide rates are patterned
can vary across countries, and the different
patterns in Japan and South Korea are indeed
noteworthy.

The Japanese decline is a notable trend,
because homicide tends to increase during the
industrialization process (LaFree and Drass
2002). However, very limited research has stud-
ied the homicide drop in Japan and especially the
homicide drop among young Japanese. This body
of research attempted to offer some explanations.
For example, Roberts and LaFree (2004) studied
the declining levels of economic stress in postwar
Japan on homicide rates. Extant explanations also
include social structure (Park 2006) and culture
(Komiya 1999).

Hiraiwa-Hasegawa (2005) developed a risk-
assessment explanation. They argue that young
males became more risk averse in the postwar
period. During this period time, income and edu-
cational level rose, while inequality and the aver-
age number of children per household declined
due to the nation’s postwar economic achieve-
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ments. Further, In Japan, homicide was a very
risky way of resolving conflict. First, there is a
high probability that would be assailants will
themselves be injured by acts of self-defense. In
Japan, weapon is used in most homicides, and
about 60% of all instruments of death are knives.
In contrast, guns are used in only about 5% of
homicides. Second, the homicide clearance rate
in Japan is extremely high, and it is very likely
that a successful killer will be caught by the
police. Data show that the Japanese police clear
about 96% of all homicides reported to the police,
while the chance of getting away with murder is
about 1 in 3 for America, in 4 for France, and just
1 in 25 for Japan (Finch 2001). For the above rea-
sons, it is argued that murder is relatively rare in
Japan.

2.8 Population Diversity and
Homicide

Population diversity can be described along two
dimensions: heterogeneity and inequality
(Avison and Loring 1986). Heterogeneity is
based upon the distribution of a population
among groups in terms of nominal parameters
such as ethnicity, race, language, or religion.
Inequality refers to status distribution in terms
of a graduated parameter such wealth, income,
or education (Blau 1977).

Cross-national studies have often reported a
positive correlation between income inequality
and homicide rates. This correlation suggests that
in a country where income inequality is high,
homicide rate is also high, and this correlation
has been observed by studies employing different
samples of nations, different measures of vari-
ables, and different control variables (Braithwaite
and Braithwaite 1980; Kick and LaFree 1985;
Messner 1980). However, the evidence concern-
ing the effects of heterogeneity on homicide is
less clear.

Using homicide data from the World Health
Organization from 1967 to 1971, Avison and
Loring (1986) examined the impact of income
inequality and ethnic heterogeneity on homicide
rates for a sample of 32 nations and regions. This
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sample included Japan, Hong Kong, Philippines,
Thailand, and Taiwan. They found that the two
dimensions of population diversity had significant
main effects on cross-national homicide.
Specifically, as heterogeneity and inequality
increase, the homicide rate increases. In addition,
increased ethnic heterogeneity exacerbated the
impact of income inequality on homicide rates.

2.9 Democracy and Homicide

There were simultaneous increases in democrati-
zation and violent crime rates in many countries
during the second half of the twentieth century.
According to Potter et al. (1997), this rapid politi-
cal transformation began in Southern Europe in
the 1970s, spread to Latin America and parts of
Asia in the 1980s, and then moved on to areas of
sub-Saharan Africa, Eastern Europe, and the
Soviet Union in the late 1980s and early 1990s.

LaFree and Tseloni (2006) studied whether
the wave of democratization in the last half of
the twentieth century could explain the global
rise in violent crime rates. They collected annual
time-series data from WHO on homicide victim-
ization rates per 100,000 population in 44 coun-
tries for varying years between 1950 and 2000.
Asian countries such as Japan, Israel, Philippines,
Singapore, and Thailand were included in the
analysis.

In this study, the democracy measure was
derived from evaluations of four characteristics
of national governments. These four characteris-
tics included the competitiveness of political partici-
pation, the openness of executive recruitment, the
competitiveness of executive recruitment, and the
constraints on the chief executive.

According to LaFree and Tseloni (2006), vio-
lent crime rates are curvilinear with the highest
rates in countries that are transitioning between
autocracy and democracy. In other words, homi-
cide rates of full democracies on average may
not be significantly different from countries with
autocratic governments. Further, countries mov-
ing from autocratic to transitional democracies
will experience a significant increase in homi-
cide rates.
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2.10 Modernization and Homicide

The modernization perspective asserts that crime
booms are inevitable results of the rapid social
changes experienced by nations that are in transi-
tion from traditional to modern forms of organi-
zation (Lafree and Drass 2002). According to this
perspective, crime results when modern values
and norms come into contact with and disrupt
older, established systems of role allocation.
During the transitional period, the emerging new
roles are not fully institutionalized and integrated
into society, making normative guidelines ambig-
uous, which in turn disrupt the traditional forms
of social organization. Involved in this transi-
tional process are a wide range of concepts in
criminological theories, including social disorga-
nization, anomie, breakdown, tension, and strain.
These concepts help explain why modernization
is linked to rising crime rates and other forms of
deviance. It suggests that crime booms are most
likely to occur in industrializing societies as they
are shifting from agricultural to industrial and
service economies (LaFree and Drass 2002).

According to LaFree and Drass (2002), the
modernization perspective emphasizes crime
booms which are defined as positive, rapid, and
lasting changes in crime rates. To explain crime
booms and test the effects of industrialization and
modernization, LaFree and Drass used annual
homicide victimization data of 34 nations from
1956 to 1998 and assembled an annual time-
series dataset of WHO homicide victimization
rates. The sample included three industrialized
countries and regions from Asia, and they are
Singapore, Hong Kong, and Japan. However, all
the industrializing nations in the sample were
from east European and Latin American coun-
tries. In support of modernizaitonalists, this com-
prehensive study found that 70% of industrializing
nations had homicide booms.

In contrast, fewer than 21% of industrialized
nations did. Thus, Lafree and Drass concluded
that homicide trends were a more urgent contem-
porary problem in the industrializing countries
than in the industrialized countries. However, the
implications of this finding for Asian countries



20

are limited because none of the industrializing
countries in Asia were included in this analysis.

2.11 Social Stress, Support, and

Homicide

Agnew (1992) points out that failure to achieve
expectations may lead to such emotions as anger,
resentment, rage, dissatisfaction, disappointment,
and unhappiness, which are emotions customar-
ily associated with strain in criminology. In his
general strain theory, Agnew emphasized strain
as the key concept for understanding and explain-
ing crime and delinquency in general. Macro-
level empirical research has considered violent
crime to be major possible response to social
stress. For example, in two comparative analyses
of social stress in the 50 states of the USA, it is
reported that stressful life events were positively
correlated with all seven index crimes.
Specifically, the higher the state stress level, the
higher the crime rates for these states (Linsky and
Straus 1986; Linsky et al. 1995).

Israel has been studied to explore the influences
of social stress and social support on homicide
and other violent behavior. Landau (1988) inves-
tigated at the aggregate level the relationship
between the subjective perception of social stress
and support and violence (i.e., homicide and rob-
bery) in Israeli society. The analysis was based
on monthly data for the years 1967-1979. Violent
crime was positively related to most of the sub-
jective stress indicators and negatively related to
the subjective perception of national solidarity.

Landau (1997) reexamined the effects of
social stress and social support on homicide for
the years 1979-1993. According to Landau, rep-
lication over time was particularly important in
the case of Israel, due to the dynamic and highly
stressful characteristics of this society. The period
of 1979-1993 was characterized by major crises
and dramatic events in Israel’s security and econ-
omy. The most salient were the war in Lebanon,
the Palestinian uprising, and the Gulf War. In
addition, these years witnessed times of eco-
nomic prosperity as well as economic hardship,
recession, dramatic increases in the rate of
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inflation, labor disputes, prolonged strikes,
terrorist attacks, and other acts of violence.

In the follow-up study by Landau (1997), the
independent variables related to stress included
the state of the country and government handling
(regarding general situation, economic situation,
security situation, and political situation) and
personal situation (personal economic situation),
coping, and mood. The independent variables
related to national solidarity included solidarity
between ethnic groups, solidarity between reli-
gious and secular groups, and readiness for eco-
nomic sacrifices. This study found that economic
stress had the most permanent and consistent
effects over time on homicide, and the effects of
social solidarity on homicide were stable over
time. The consistent and permanent effect of
economic stress on homicide in both studies is
especially noteworthy. The findings are also in
line with a wide range of studies connecting
objective economic stress factors such as inflation
and unemployment with homicide.

2.12 Suicide and Homicide

There are patterns about suicide and homicide in
a society, and some social factors may be corre-
lated with both suicide and homicide. In a study
of 64 countries and regions, including China,
Hong Kong, Israel, Japan, Korea Republic,
Singapore, Macau, and other countries in the
world, He et al. (2003) examined lethal violence
(i.e., suicide and homicide) during 1989-1993.
The predictors of this study included factors such
as income inequality, economic development,
unemployment rate, and divorce rate.

He et al. (2003) found that income inequality
and economic development were not related to
lethal violence but were related to the tendency
of suicide over homicide. In particular, high
inequality reduced the tendency to express frus-
tration inwardly against oneself and increased the
tendency to express frustration outwardly against
other people. Further, the economic development
increased the tendency to express one’s frustra-
tion inwardly against oneself and reduced the
tendency of expressing one’s frustration against



2 Homicide in Asia

others. Finally, they found that divorce increased
both suicide and homicide in the contemporary
societies of the world.

Consistent with the findings of He et al.
(2003), Japan’s homicide and suicide rates are
noteworthy. As a country of one of the lowest
homicide rates in the world, Japan has a high sui-
cide rate. According to Johnson (2008), postwar
developments have made Japan affluent without
creating extreme social inequalities or the con-
centrations of poverty. Empirical research shows
that homicide problems are usually correlated
with social inequality, and thus homicide is not a
serious problem in Japan. During the postwar
period, thehomiciderate had reduced significantly.
In contrast, suicide rate is high in Japan. The
combined rate of lethal violence (i.e., homicide
and suicide) in Japan exceeds that for every other
industrialized nation, and it is about twice the aver-
age for all industrialized countries (Johnson 2008).
Particularly, males commit about three quarters
of suicides in Japan, and since 1998 the nation’s
suicide rate has risen substantially among several
subpopulations, including young men (Miyazaki
and Otani 2004). According to Johnson (2008),
about 40 times more Japanese kill themselves
than kill other people.

2.13 Homicide Clearance

Clearance rate is a measure of crimes solved by
the police, and homicide clearance is usually rel-
atively high among all the categories of violence.
However, homicide clearance varies across coun-
try, and the Japan’s high homicide clearance rate
is remarkable. In a comparative study, Roberts
(2008) shows that homicide clearance rates in
Japan and USA are stable between 1994 and
2004. However, Japanese homicide clearance
rates were around 95% compared with roughly
60% in the United States.

There are anumber of reasons for the extremely
high homicide clearance rate in Japan. Studies
have focused on the high level of citizen coopera-
tion and the good police—citizen relationship in
Japan which are essential parts of homicide inves-
tigation (Bayley 1991; Fujimoto 1994; Rake
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1987; Litwin 2004; Riedel and Jarvis 1998). In
addition to these studies, Roberts (2008) has
focused on the characteristics of homicides
in Japan and the categorization of homicide in
official statistics as an explanation for the much
higher homicide clearance rate in Japan than in
other countries such as the United States.

Using official summary statistics from 2000 to
2004, Roberts (2008) found that homicides in
Japan contained a higher proportion of easy-
to-clear cases, including those with nonfirearm
weapons, family member offenders, and child
victims. First, homicide clearance studies have
found that cases involving a firearm weapon are
less likely to clear than those involving a knife or
strangulation, because of the lack of close contact
with the victim and less physical evidence (e.g.,
offender’s hair, blood, and fingerprints) (Regoeczi
et al. 2000; Litwin 2004; Puckett and Lundman
2003; Addington 2006). In Japan, the general
public is banned from owning firearms. Between
2000 and 2004, only 3.4% of homicides in Japan
were committed with firearms, and most homi-
cides were committed with knives, blunt objects,
or by strangulation. In contrast, 65.7% of the
homicides in the United States were committed
with firearms. Second, homicides committed by
known offenders, especially family members,
have much greater chance of clearance than
homicides by strangers (Riedel and Rinehart
1996; Roberts 2007). Offenders in family-related
homicides are more likely to confess than offend-
ers unknown to the victims. Also, family-related
homicides tend to have more potential eyewit-
nesses. Third, homicide incidents with child vic-
tims have usually been found to have greater
chance of clearance due to the restricted routine
activities of children (Regoeczi et al. 2000;
Puckett and Lundman 2003; Addington 2006;
Riedel and Rinehart 1996).

Roberts (2008) also found that categorization
of homicides in Japanese official statistics
included attempted homicides and excluded rob-
bery-related homicides, which could also explain
the differences between the clearance rate for
homicide in Japan and that in other countries. In
Japan, robbery-related homicide cases were less
likely than other homicides to be cleared. Between
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2000 and 2004, non-robbery-related homicide
clearance rates averaged 94.7%, whereas rob-
bery-related homicide clearance rates averaged
84.9%. In recent years, about half of the Japanese
cases categorized as “homicide” were actually
attempted homicides. However, the clearance
rates for the two types of offenses in Japan are
not very different: 95.8% for attempted homi-
cides and 93.4% for completed homicides. In
sum, though categorization of homicides in Japan
may be different when comparing with other
countries, the overall clearance in Japan is con-
sistently high.

2.14 Conclusion

There are a number of international homicide
data sources, and three data sources including
Interpol, UN-CTS, and WHO are often used by
scholars to describe international homicide
trends. These data sources sometime provide dif-
ferent estimates, because there are definitional
differences among these data sources. In addi-
tion, countries vary in their legal definitions and
reporting practices to the international data
sources. Using these data sources, empirical
research has explored homicide trends in Asia
and offered a number of explanations for the
homicide trends. These studies are usually at the
macro-level, and the factors that have been stud-
ied include firearms, capital punishment, popula-
tion characteristics (such as youth population and
population diversity), and social characteristics
(such as democracy, modernization, and social
stress). Homicide clearance is also analysis with
a comparative approach.

Though empirical research has offered a broad
range of explanations for homicide trends, not all
the Asian countries have been extensively ana-
lyzed. Some countries and regions (such as Japan,
South Korea, Singapore, Taiwan, Israel, Hong
Kong) are more studied than other countries in the
comparative research. Future research should
address this limitation by improving current cross-
national data sources on homicide and including
more Asian countries in the comparative analyses.
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Curbing Corruption and Enhancing
Trust in Government: Some Lessons
from Singapore and Hong Kong

Jon S.T. Quah

3.1 Introduction

According to Transparency International’s
Corruption Perceptions Index (CPI) in 2010, cor-
ruption remains a serious problem in many Asian
countries. Similarly, the Global Competitiveness
Report 2009-2010 also confirms that the public
trust of politicians is low in these countries.
However, unlike the other Asian countries,
Singapore and Hong Kong are not seriously
affected by corruption as reflected in their top
two ranking and scores among Asian countries
on the 2010 CPI and the 2009-2010 Public
Trust of Politicians indicator in the Global
Competitiveness Report.

The purpose of this chapter is twofold. The
first aim is to identify the causes of the high level
of corruption and low level of public trust of poli-
ticians in Asian countries. Second, this chapter
discusses how these two problems can be tackled
by referring to the successful experiences of
Singapore and Hong Kong. This chapter is
divided into seven sections. The first two sections
focus respectively on the nature of corruption and
low level of public trust of politicians in many
Asian countries. The causes of these two prob-
lems are analyzed in the third and four sections.
The fifth section discusses government effective-
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ness in Asian countries according to three indicators.
The sixth section identifies the lessons to be
learnt from Singapore’s and Hong Kong’s
success in curbing corruption and enhancing trust
in government. This chapter concludes that it is
not possible for other Asian countries to adopt
Singapore’s and Hong Kong’s experiences
because of their contextual differences. Never-
theless, these Asian countries should realize that
political will is needed to curb corruption and an
effective civil service is an important prerequi-
site for enhancing the citizens’ trust in their
government.

3.2 Corruption in Asian Countries

The United Nations Development Programme
(UNDP 1999, p. 7) has defined corruption as “the
misuse of public power, office or authority for
private benefit—through bribery, extortion,
influence peddling, nepotism, fraud, speed money
or embezzlement.” However, for this chapter,
corruption is defined as “the misuse of public or
private power, office or authority for private
benefit”” This modified version of the UNDP’s
definition of corruption is adopted here for two
reasons: it identifies the seven major forms of
corruption; and it applies to both the public and
private sectors.

Table 3.1 confirms that corruption is a serious
problem in many Asian countries as it shows that
among the 25 Asian countries included in the
2010 CPI, only three countries have attained
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Table 3.1 Corruption Perceptions Index 2010 of 25
Asian countries

Country Rank Score?
Singapore Ist 9.3
Hong Kong SAR® 13th 8.4
Japan 17th 7.8
Taiwan 33rd 5.8
Bhutan 36th 5.7
Brunei 38th 55
South Korea 39th 54
Macao SAR® 46th 5.0
Malaysia 56th 4.4
China 78th 3.5
Thailand 78th 3.5
India 87th 33
Sri Lanka 91st 32
Indonesia 110th 2.8
Mongolia 116th 2.7
Vietnam 116th 2.7
Timor-Leste 127th 2.5
Bangladesh 134th 24
Philippines 134th 2.4
Pakistan 143rd 2.3
Nepal 146th 2.2
Cambodia 154th 2.1
Laos 154th 2.1
Myanmar 176th 1.4
Afghanistan 176th 1.4

Source: Compiled from http://www.transparency.org/pol-
icy_research/surveys_indices/cpi/2010/results

“The score ranges from O (highly corrupt) to 10 (very
clean)

"Hong Kong and Macao are Special Administrative
Regions of China

a score above 7.0, namely, Singapore (9.3), Hong
Kong (8.4), and Japan (7.8). Among the other 22
countries, Taiwan (5.8), Bhutan (5.7), Brunei
Darussalam (5.5), South Korea (5.4), and Macao
SAR (5.0) are the only five countries with a CPI
score of 5.0 and above. At the other extreme,
there are 12 countries with CPI scores below 3.0,
with Myanmar (1.4) and Afghanistan (1.4) being
perceived as the most corrupt Asian countries.
Similarly, Table 3.2 provides the 2009 data on
the World Bank’s Control of Corruption gover-
nance indicator for 26 Asian countries and
confirms that Singapore, Hong Kong, and Japan
are the three least corrupt countries in Asia.
Brunei, Bhutan, Taiwan, and South Korea are the
other four Asian countries with a percentile rank
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above 70. At the other extreme, Table 3.2 also
shows that Laos, Cambodia, North Korea,
Afghanistan, and Myanmar are perceived to be
the five most corrupt Asian countries. The remain-
ing 14 countries had percentile ranks ranging
from 13.3 for Pakistan, to 68.1 for Macao SAR.

3.3 Public Trust of Politicians
in Asian Countries

As corruption is a serious problem in many Asian
countries, it is not surprising that their citizens do
not have a favorable view of their politicians as
reflected in their distrust of politicians’ honesty.
Tables 3.3 and 3.4 show that among the 20 Asian
countries only Singapore and Hong Kong are the

Table 3.2 Control of corruption in 26 Asian countries,
2009

Percentile rank  Governance score

Country (0-100) (-2.5to +2.5)
Singapore 99.0 +2.26
Hong Kong SAR  94.3 +1.84
Japan 87.1 +1.35
Brunei 79.0 +0.96
Bhutan 75.2 +0.84
Taiwan 72.4 +0.57
South Korea 71.4 +0.52
Macao SAR 68.1 +0.40
Malaysia 58.1 +0.02
Thailand 51.0 -0.23
India 46.7 -0.33
Sri Lanka 44.8 -0.36
Vietnam 36.7 -0.52
China 36.2 -0.53
Indonesia 28.1 -0.71
Philippines 27.1 -0.71
Nepal 25.2 -0.75
Mongolia 23.8 -0.77
Bangladesh 16.7 —-0.96
Timor-Leste 15.7 -0.99
Pakistan 13.3 -1.10
Laos 9.5 -1.14
Cambodia 8.6 -1.18
North Korea 33 -1.39
Afghanistan 1.4 -1.57
Myanmar 0.0 -1.75

Source: Compiled from http://info.worldbank.org/gover-
nance/wgi/mc_chart.asp
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Table 3.4 Ranking of 20 Asian countries by average
scores for public trust of politicians

Average
Country Total score score Ranking
Singapore 44.96 6.42 1
Hong Kong 34.22 4.88 2
Brunei 4.40 4.40 3
China 25.6 3.65 4
Vietnam 24.87 3.55 5
Malaysia 24.65 3.52 6
Taiwan 22.56 3.22 7
Cambodia 5.60 2.80 8
Japan 19.19 2.74 9
South Korea 18.50 2.64 10
Timor-Leste 5.20 2.60 11
Thailand 18.02 2.57 12
Indonesia 17.36 248 13
Sri Lanka 11.00 2.20 14
Pakistan 6.40 2.13 15
India 14.05 2.00 16
Philippines 12.32 1.76 17
Nepal 3.50 1.75 18
Mongolia 3.40 1.70 19
Bangladesh 7.90 1.58 20

Source: Compiled from Table 3.3

two countries which have consistently been
ranked as first and second respectively for the
public trust of politicians.

Table 3.4 shows that Singapore is first with an
average score of 6.42, and Hong Kong is second
with an average score of 4.88. Brunei is third
based on its score of 4.40 for 2009-2010 only as
it was not included in the previous surveys.
Philippines, Nepal, Mongolia, and Bangladesh
are the four countries with the lowest average

Table 3.6 Level of Institutional Trust in Hong Kong, 2001

Institution Very untrustworthy (%)

Military 1 16
Courts 1 17
Civil service 3 27
Television 4 27
National government 3 34
Parliament 3 36
Local government 6 38

Political parties 7 64
Source: Lam and Kuan (2008, p. 200, Figure 8.2)

Untrustworthy (%)

J.ST.Quah

Table 3.5 Level of Institutional Trust in Singapore, 2006

Institution Mean score*  Rank
Police 1.89 1
Military 1.91 2
Prime minister 1.94 3
National government 1.94 3
Law courts 1.96 5
Civil service 1.99 6
Parliament 2.07 7
Town councils 2.13 8
National television 2.14 9
National newspapers 2.17 10
International television 2.20 11
Political parties 2.45 12
Nongovernmental organizations  2.73 13

Source: Tan and Wang (2007, p. 2)
“The mean score ranges from 1 (high level of trust) to 4
(low level of trust)

scores of below 2.0. The largest category consists
of these nine countries with average scores between
2.0 and 3.0 namely: Cambodia, Japan, South
Korea, Timor-Leste, Thailand, Indonesia, Sri
Lanka, Pakistan, and India.

The 2006 Asian Barometer Survey on democracy
and governance in Singapore has confirmed the
Global Competitiveness Report’s finding that
Singaporeans have a high level of trust in their poli-
ticians. Table 3.5 shows that the 1,002 Singaporeans
in the survey had the highest degree of trust in the
police, followed by the military, prime minister and
national government (joint third rank), law courts,
civil service, parliament, town councils, national
television, and the national newspapers, to name the
top ten trusted institutions in Singapore.

Trustworthy (%)
75
76
68
68
61
61
54
29

Very trustworthy (%)
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In Hong Kong, the 2001 East Asian Barometer
(EAB) survey asked respondents how much trust
they had in eight public institutions. Table 3.6
shows that the military and courts were the most
trusted institutions (82%), followed by the civil
service (70%), television (69%), national govern-
ment (64%), parliament (62%), local government
(55%), and political parties (29%). According to
Lam and Kuan (2008, p. 201), the high level of
distrust of political parties among the Hong Kong
respondents can be attributed to “their perceived
ineffectuality and hypocrisy.”

3.4 Causes of Corruption in Asian
Countries

Why is corruption such a serious problem in Asian
countries? Leslie Palmier (1985, p. 272) has
identified three important causes of corruption
from his comparative analysis of anti-corruption
measures in Hong Kong, India and Indonesia.
According to him:

Bureaucratic corruption seems to depend not on

any one of the [three] factors identified, but rather

on the balance between them. At one extreme, with

few opportunities, good salaries, and effective

policing, corruption will be minimal; at the other,

with many opportunities, poor salaries, and weak
policing, it will be considerable.

In other words, corruption results from the
combined effect of ample opportunities, low salaries,
and the low probability of detection and punish-
ment for corrupt behavior. Thus, to combat
corruption effectively, the governments in the
Asian countries should introduce reforms to
minimize if not eliminate these three causes.

Surveys conducted in many Asian-Pacific
countries confirm the significance of low salaries
as this has been identified as a key cause for cor-
ruption by the respondents. For example, a 2001
national survey of 2,300 respondents in Indonesia
found that low salaries were identified as the most
important cause of corruption by 51.4% of the
civil servants, 36.5% of the businesspersons, and
35.5% of the public (Partnership for Governance
Reform in Indonesia 2001, p. 39). Similarly, the
low salaries of political leaders and civil servants

constitute an important cause of corruption in
Mongolia as manifested in the difficult living
conditions of judges in the countryside where “one
out of three judges does not have an apartment.
Consequently, some judges live in their office,
which is clearly not desirable and does not enhance
the status of the judiciary” (McPhail 1995, p. 45).
In his survey of civil service pay in South Asia,
David Chew (1992, p. 78) found that “despite salary
revisions and dearness allowances, starting basic
salaries of the five kinds of civil servants in South
Asia remained very low in December 1987 by
international standards.” According to surveys
conducted by Transparency International from
November 2001 to May 2002 in five South Asian
countries, the respondents in Pakistan, Nepal, and
Sri Lanka were more likely than their counterparts
in Bangladesh and India to identify the low wages
of employees in the seven sectors as contributing
to corruption (Thampi 2002, p. 9, 20, 23, 26, 28,
31, 34, 37). Hence, it is not surprising that the
Third Pay Commission (1970-1973) in India
asserted that “the payment of a salary which does
not satisfy the minimum reasonable needs of a
government servant is a direct invitation to corrup-
tion” (Das 2001, p. 105).

In 2002, Thailand’s police chief, General Sant
Sarutanond, bluntly admitted that Thai policemen
“are undereducated and underpaid and that is the
reason why they are corrupt.” He explained that
the starting monthly salary of commissioned police
officers was 6,000 baht (US$153) instead of the
20,000 baht (US$500) needed monthly for meeting
their expenses in a large city (Straits Times 2002,
p. AS). In the Philippines, many of the employees
of the Bureau of Immigration were under-qualified
(they were hired because of nepotism or political
patronage) and paid “starvation wages.”
Consequently, they succumbed to bribery because
it was “difficult to survive without accepting
bribes” as almost everyone was also doing it (Chua
and Rimban 1998, p. 154). Many civil servants in
the Philippines supplement their low wages by
vending within the office, holding a second job,
teaching part-time, practicing their profession
after office hours, engaging in research and
consultancy projects, and resorting to petty cor-
rupt practices (Padilla 1995, pp. 195-202, 206).
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Table 3.7 Ease of doing business in six Asian countries, 2011

Indicator Singapore Hong Kong SAR Japan India Philippines Cambodia

Ease of doing business (rank) 1 2 18 134 148 147

Starting a business (rank) 4 6 98 165 156 170
No. of procedures 3 3 8 12 15 9
Time (days) 3 6 23 29 38 85
Cost (% of income per 0.7 2.0 15 56.5 29.7 128.3
capita)

Dealing with construction 2 1 44 177 156 146

permits (rank)

No of procedures 11 7 15 37 26 23
Time (days) 25 67 187 195 169 709
Cost (% of income per 19.7 19.4 20.8 2143.7 778.5 542
capita)

Registering property (rank) 15 56 59 94 102 117
No. of procedures 3 5 6 5 8 7
Time (days) 5 36 14 44 33 56
Cost (% of property value) 2.8 4.2 5.5 7.4 4.3 4.3

CPI 2010 rank and score Ist 13th 17th 87th 134th 154th

9.3) 8.4) (7.8) (3.3) 2.4 2.1

Sources: World Bank (2010, p. 153, 168, 169, 172, 187) and http://www.transparency.org/policy_research/surveys_

indices/cpi/2010/results

Red tape and cumbersome administrative
procedures provide ample opportunities for
corruption. Red tape was an important cause of
corruption in South Korea in the past as regulation
was usually accompanied by red tape. A com-
pany had to submit 44 documents to apply for
permission to build a factory. Consequently, it
required 3 years to build a factory in South Korea
instead of the two and half months required in
Austin, Texas. Red tape in South Korea resulted
in delay and increased the costs in time and
money for business firms, which resorted to brib-
ing civil servants to reduce delay by expediting
their applications for permits or licences (Kim
1997, p. 261-262).

South Korea’s experience has shown that it is
possible to reduce the opportunities for corrup-
tion by cutting red tape. In 1998, President Kim
Dae-Jung established the Regulatory Reform
Committee (RRC) to make South Korea more
business friendly by eliminating unnecessary or
irrational regulations which hindered business
activities or interfered in people’s lives. After its
first year of operations, the RRC succeeded in

eliminating 5,226 or 48% of the 11,115
administrative regulations (Cho 1999, p. 3). In
addition to the RRC’s efforts, the Seoul
Metropolitan Government launched an Online
Procedure Enhancement for Civil Applications
(OPEN) system in April 1999 to improve civil
applications covering 54 common procedures by
filing through the Internet. The OPEN system has
enhanced the transparency of civil procedures
and reduced the opportunities for corruption
(Moon 2001, p. 41).

The best way to illustrate the linkage between
red tape and corruption is to show that those
Asian countries which are not afflicted by red
tape as reflected in the ease in doing business are
seen to be less corrupt than those countries which
suffer from cumbersome administrative regula-
tions and procedures. Table 3.7 shows that the
level of perceived corruption in Singapore, Hong
Kong, and Japan, where it is easier to do busi-
ness, is much lower than in India, Philippines,
and Cambodia, where it is much more difficult to
conduct business because of the greater amount
of red tape. For example, in Cambodia, which is


http://www.transparency.org/policy_research/surveys_indices/cpi/2010/results
http://www.transparency.org/policy_research/surveys_indices/cpi/2010/results
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ranked 154th on the 2010 CPI with a score of 2.1,
it takes 85 days to start a business, 709 days to
deal with construction permits, and 56 days to
register a property (World Bank 2010, p. 153).

Thirdly, corruption thrives in those Asia-Pacific
countries where the public perceives it to be a
“low risk, high reward” activity as corrupt offend-
ers are unlikely to be detected and punished (Quah
2003a, p. 13). According to Palmier, corruption in
Indonesia was rampant because it was tolerated as
corrupt officials were seldom punished. He con-
cluded that while there was strong policing against
corruption in Hong Kong, “policing is very poor
in Indonesia, and insufficient in India” (Palmier
1985, p. 280). Mohammad Mohabbat Khan (1998,
p- 36) has attributed the high level of corruption in
Bangladesh to the low probability of punishment
for corrupt officials who are seldom dismissed
from the civil service. Similarly, a comparative
study of Bangladesh, India, and Sri Lanka found
that “official punitive action has seldom been
taken against corrupt officials” in spite of the large
number of corruption reports (Ahmad and
Brookins 2004, p. 29). More specifically, Ahmad
and Brookins (2004, p. 24) found that only 15%
of the 119 corruption cases in India resulted in
official punitive action, followed by 10% of the 77
corruption cases in Bangladesh, and 4% of the 91
corruption cases in Sri Lanka.

In contrast, corruption is not a serious prob-
lem in those Asian countries where corruption is
viewed as a “high risk, low reward” activity as
corrupt offenders are likely to be caught and
severely punished. In Singapore, the penalty for
corruption is imprisonment for 5 years and/or
a fine of S$100,000 (US$81,673 on May 1,2011).
This penalty is impartially enforced on those
found guilty of corruption in Singapore regard-
less of their position or status in society (Quah
2007a, p. 20, 37). The anti-corruption laws are
applied “strictly and consistently” in Singapore,
and high-ranking corrupt officials are “dealt with
in Singapore with a severity rarely seen else-
where” (Straits Times 1996, p. 3). A comparative
study by Robert P. Beschel Jr. (1999, p. 8) of the
successful prosecution of corrupt offenders in
Hong Kong and the Philippines in 1997 confirms
the critical role played by punishment in curbing

corruption as he found that a person committing
a corrupt offence in Hong Kong was 35 times
more likely to be detected and punished than his
Filipino counterpart.

In short, corruption is a serious problem in
many Asian countries today because of the com-
bined impact of the low salaries of civil servants
and political leaders, the ample opportunities cre-
ated for corruption by red tape, and the low prob-
ability of detecting and punishing corrupt
offenders. Indeed, the inability of most of these
countries to curb corruption effectively reflects
the lack of political will of their governments to
enforce impartially the anti-corruption measures
as the “big fish” (rich and powerful) are usually
protected from prosecution for their corrupt mis-
deeds. This lack of political will is the most
important reason for the rampant corruption in
Asian countries.

In addition to the impartial enforcement of the
anti-corruption laws by the anti-corruption
agency, there are two other indicators of a gov-
ernment’s political will in curbing corruption.
First, there must be comprehensive anti-corrup-
tion legislation to prevent loopholes and periodic
review of such legislation to introduce amend-
ments whenever necessary. A glaring example of
lack of political will in fighting corruption is the
15-year delay in passing the draft Anti-Corruption
Law in Cambodia. This bill, which was originally
introduced in 1994, was not enacted by the gov-
ernment’s official deadline of June 2006
(MacLean 2006, p. 17; Ford and Seng 2007, p.
186). On May 16, 2006, a petition with more than
one million signatures and thumbprints was pre-
sented to the Cambodian National Assembly
requesting its members to urgently enact an anti-
corruption law. However, this plea fell on deaf
ears as Lao Mong Hay (2008) lamented that
“deadlines set for the enactment of that law have
repeatedly passed and the final draft has not yet
seen the light of day.” In October 2006, Prime
Minister Hun Sen justified the delay in terms of
his government’s intention that the law should
“be as close to perfect as possible, with workable
implementation guidelines” drafted on the basis
of new penal codes (Brunei Times 2006). This
delay in enacting the Anti-Corruption Law
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Table 3.8 Personnel and budgets of nine Asian anti-corruption agencies in 2008

Anti-corruption

agency Personnel Budget

Hong Kong 1,263 US$97.7 million
ICAC

Singapore CPIB 86 US$11.2 million
South Korea 466 US$61 million
ACRC

Mongolia 90 US$3.1 million
TIAAC

Thailand 740 US$21.3 million
NACC

Philippines 1,007 US$19.6 million
OMB

Taiwan 840 US$4.02 million
MIJIB

Indonesia 540 US$31.8 million
KPK

India 4,874 US$52.1 million
CBI

Staff—population Per capita
Population ratio expenditure
7.3 million 1:5,780 US$13.40
4.83 million 1:56,163 US$2.32
48.4 million 1:103,863 US$1.26
2.7 million 1:30,000 US$1.15
64.3 million 1:86,892 US$0.33
89.7 million 1:89,076 US$0.22
22.9 million 1:27,262 US$0.18
234.3 million 1:433,888 US$0.14
1,186.2 million ~ 1:243,373 US$0.04

Source: Compiled from Quah (2011, pp. 455-456, Tables 12.9 and 12.10)

after 15 years clearly reflects the Cambodian
government’s lack of political will in curbing
corruption (Quah 2007b, p. 7). Hence, it is not
surprising that, as indicated earlier, corruption is
rampant in Cambodia.

The second indicator of a government’s political
will is its provision of adequate legal powers,
personnel and budget to enable the anti-corruption
agency to perform its functions effectively.
Table 3.8 provides comparative data on the
budgets and personnel of nine anti-corruption
agencies in Asia as well as their staff—population
ratios and per capita expenditures. Among the
nine anti-corruption agencies, Hong Kong’s
Independent Commission Against Corruption
(ICAC) fares best with a staff—population ratio of
1:5,780 and a per capita expenditure of US$13.40.
Singapore’s Corrupt Practices Investigation
Bureau (CPIB) is ranked second, with a per
capita expenditure of US$2.32 and fourth with a
staff—population ratio of 1:56,163.

On the other hand, the other seven anti-corrup-
tion agencies are poorly funded and staffed, with
Indonesia’s Komisi Pemberantasaan Korupsi
(KPK) having the highest staff—-population ratio
of 1:433,888 and the second lowest per capita
expenditure of US$0.14. The Central Bureau of

Investigation (CBI) in India has the lowest per
capita expenditure of US$0.04 and the second
highest staff-population ratio of 1:243,373.
South Korea’s Anti-Corruption and Civil Rights
Commission (ACRC) is third with a per capita
expenditure of US$1.26 but ranks seventh with a
staff—population ratio of 1:103,863. Mongolia’s
Independent Authority Against Corruption (IAAC)
is ranked fourth with a per capita expenditure of
US$1.15 and third with a staff—population ratio
of 1:30,000. The National Anti-Corruption
Commission (NACC) in Thailand ranks fifth with
a per capita expenditure of US$0.33 and a staff-
population ratio of 1: 86,892. The Office of the
Ombudsman (OMB) in the Philippines is also
poorly funded with a per capita expenditure of
US$0.22, and under-staffed with an unfavorable
staff-population ratio of 1:89,076. Finally, Taiwan’s
Ministry of Justice Investigation Bureau (MJIB)
ranks seventh with a per capita expenditure of
US$0.18, but it has the second most favorable
staff—population ratio of 1:27,262.

The comparative analysis in Table 3.8 shows
that the political leaders in South Korea,
Mongolia, Thailand, the Philippines, Taiwan,
Indonesia, and India must demonstrate their
political will in curbing corruption by increasing
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substantially the legal powers, personnel, and
budgets of their anti-corruption agencies. For
example, the Korea Independent Commission
Against Corruption (KICAC) was not a full-fledged
anti-corruption agency when it was established in
January 2002 as it did not perform the major
function required of an anti-corruption agency
namely, investigating corruption offences, and its
scope was restricted to dealing with public sector
corruption only (Quah 2010, pp. 37-38). On
February 29, 2008, the KICAC was merged with
the Ombudsman and the Administrative Appeals
Commission to form the ACRC. However, like
the KICAC, the ACRC does not have the power
to investigate corruption cases. The South Korean
political leaders must remove these two serious
obstacles to the ACRC'’s effective performance if
they are committed to curbing corruption in their
country.

Similarly, instead of strengthening the KPK,
Indonesian President Susilo Bambang Yudhoyono
had unwittingly undermined its effectiveness in
May 2005 when he formed an anti-corruption
taskforce of prosecutors, police, and auditors to
compete with the KPK (Quah 2006, pp. 178-179).
The conflict and competition between the KPK
and the police and the Attorney-General’s Office
(AGO) erupted recently in the arrest of two senior
KPK officials by the police allegedly for bribery.
The arrest of these officials in the wake of the
arrest of the KPK Chairman for murder is widely
viewed as “an apparent high-level conspiracy” by
the police and AGO to weaken the KPK (Osman
2009, p. A9).

3.5 Public Trust and Distrust
of Politicians

In their analysis of distrust in South Korea, Jun
and Kim (2002, p. 2) define trust in terms of a
person’s reliance on another person, namely “a
person is considered reliable when the truster is
completely assured that the trustee will not fail to
meet the expectation of the truster in need.” If
trust is defined as “an attitude of optimism about
the goodwill and confidence of another person,”
citizens are likely to trust civil servants who per-
form their duties effectively and to judge the gov-

ernment as trustworthy. Furthermore, Jun and
Kim distinguish between trust in interpersonal
relations and trust in institutions. Trust in
interpersonal relations is assessed “through the
amount of interpersonal competence that people
assign others in their current roles” (Jun and Kim
2002, pp. 3-4).

On the other hand, it is difficult to apply trust in
interpersonal relations at the institutional level
because “as long as people engage in instrumental
interactions involving technical-functional work
relationships and rational exchanges to gain orga-
nizational and personal interest, trust will be
difficult to develop.” It is difficult to build and sus-
tain trust in the structural relationships in institu-
tions because of the role ambiguity of the actors
and institutions involved and the nature of their
interactions “which tend to be political, instru-
mental-rational, and restricted exchange, if not
superficial, in many situations.” A third difficulty
is that there are many factors influencing the level
of trust and solidarity at the institutional level
including the individuals’ “sense of organizational
obligation and loyalty, commitment, shared inter-
est, pride, roles, and the necessity for survival,
growth, or change” (Jun and Kim 2002, p. 4-5).
Fourth, it is also difficult to sustain the expecta-
tions of organizational members for a long time.

Finally, it is implausible to expect citizens to
trust government institutions because they are
“highly unlikely to know the many people work-
ing in those institutions.” Indeed, trust in institu-
tions depends on whether civil servants perform
their roles responsibly and on behalf of the pub-
lic. However, few citizens are aware of the com-
plex structures and functions of government to
assess the performance of civil servants (Jun and
Kim 2002, p. 5). Accordingly, citizens evaluate
institutions on the basis of their past role perfor-
mance and the trustworthiness of their staff.
Consequently, their level of trust in civil servants
and government is enhanced if they perform
effectively as expected. On the other hand, the
level of distrust by citizens in their government
and civil servants increases if they fail to meet
their expectations. Opposition political leaders
can feed the citizens’ distrust of the incumbent
government by reminding them of “past broken
promises” (Levi 1998, p. 86).
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According to Margaret Levi (1998, pp. 85-86),
the state creates interpersonal trust among citi-
zens by having the “capacity to monitor laws,
bring sanctions against lawbreakers, and provide
information and guarantees about those seeking
to be trusted.” However, if they are doubtful about
“the state’s commitment to enforce the laws and
if its information and guarantees are not credible,
then the state’s capacity to generate interpersonal
trust will diminish.” Government institutions can
build trust by creating “bureaucratic arrange-
ments that reward competence and relative hon-
esty by bureaucratic agents” because:

A competent and relatively honest bureaucracy not

only reduces the incentives for corruption and

inefficient rent-seeking but also increases the prob-
ability of cooperation and compliance ... and of
economic growth. ... To the extent that citizens
and groups recognize that bureaucrats gain reputa-
tional benefits from competence and honesty, those

regulated will expect bureaucrats to be trustworthy
and will act accordingly (Levi 1998, p. 87).

The trust of the state influences the “level of
citizens’ tolerance of the regime and their degree
of compliance with governmental demands and
regulations.” Thus, citizens distrust their govern-
ment if it breaks its promises, is incompetent, and
antagonistic toward them. On the other hand,
they will trust government if they believe that “it
will act in their interests, that its procedures are
fair, and that their trust of the state and of others
is reciprocated” (Levi 1998, pp. 87-88). In short,
a government is considered to be trustworthy if it
has procedures for policy formulation and imple-
mentation that are fair and if it makes credible
commitments. In other words, the citizens in a
country will trust their government if it is effec-
tive and delivers the goods. Conversely, they will
distrust an ineffective government that fails to
deliver the goods.

3.6 Government Effectiveness
in Asian Countries

Table 3.9 shows that of the 26 Asian countries,
15 countries had registered a decline in govern-
ment effectiveness between 1996 and 2009,

J.ST.Quah

Table 3.9 Government effectiveness of 26 Asian
Countries, 1996-2009

1996 2009 Change in

Percentile Percentile  percentile
Country rank rank rank
Singapore 96.6 100.0 +3.4
Hong Kong 85.0 95.7 +10.7
SAR
Japan 854 86.7 +1.3
Macao SAR  65.5 (1998) 86.2 +20.7
South Korea ~ 77.7 83.3 +5.6
Taiwan 86.9 81.4 =55
Malaysia 78.6 79.5 +0.9
Brunei 83.5 75.2 -8.3
Bhutan 72.8 (1998) 64.8 -8.0
Thailand 68.9 59.5 -9.4
China 57.3 58.1 +0.8
India 51.9 543 +2.4
Philippines 56.3 50.0 -6.3
Sri Lanka 35.0 49.0 +14.0
Indonesia 61.2 46.7 -14.5
Vietnam 48.5 46.2 -2.3
Cambodia 7.3 25.7 +18.4
Mongolia. 45.6 22.9 -22.7
Pakistan 31.1 19.0 -12.1
Nepal 33.0 (1998) 18.1 —-14.9
Bangladesh 26.2 16.7 -9.5
Laos 24.8 (1998) 14.8 -10.0
Timor-Leste  24.8 (2002) 11.0 -13.8
Afghanistan 0.0 (1998) 33 +3.3
Myanmar 8.7 1.0 =7.7
North Korea  19.4 0.5 -18.9

Source: Compiled from http://info.worldbank.org/gover-
nance/wgi/mc_chart.asp

with Mongolia showing the highest decrease of
22.7 percentile rank, followed by North Korea
(18.9 percentile rank), Nepal (14.9 percentile
rank), Indonesia (14.5 percentile rank), and
Timor-Leste (13.8 percentile rank). Among the
11 countries which have increased their govern-
ment effectiveness, the top five countries are
Macao SAR, Cambodia, Sri Lanka, Hong Kong
SAR, and South Korea. However, in 2009, there
are only eight countries with government effec-
tiveness exceeding the 70 percentile rank,
namely, Singapore, Hong Kong SAR, Japan,
Macao SAR, South Korea, Taiwan, Malaysia,
and Brunei.


http://info.worldbank.org/governance/wgi/mc_chart.asp
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Table 3.10 Competence of Public Officials in Asian countries, 1999 to 2002-2003

1999 2000
1. Singapore (4.52) 1. Singapore (4.4)
2. Vietnam (4.19) 2. Hong Kong (3.8)
6. Japan (3.60) 3. Japan (3.6)
9. Hong Kong (3.39) 4. Vietnam (3.6)
10. China (3.39) 10. China (3.4)
16. Taiwan (3.28) 17. Taiwan (3.2)
21. India (3.07) 24. South Korea (3.0)
34. South Korea (2.54) 26. India (2.9)
37. Thailand (2.45) 35. Thailand (2.6)
43, Indonesia (2.36) 37. Malaysia (2.5)
46. Malaysia (2.24) 43. Indonesia (2.4)
49. Philippines (2.05) 45. Philippines (2.3)
N=59 N=59

2001-2002
1. Singapore (4.7) 1.

2002-2003
Singapore (5.1)

2. Japan (3.8) 2. Sri Lanka (4.5)

4. Hong Kong (3.6) 3. China (4.1)

6. China (3.5) 5. Japan (4.0)
11. Taiwan (3.4) 9. Hong Kong (3.7)
25. Vietnam (3.1) 14. Vietnam (3.5)
27. South Korea (3.0) 18. Taiwan (3.4)
34. India (2.9) 23. Malaysia (3.1)
44. Thailand (2.6) 24. South Korea (3.1)
48. Indonesia (2.6) 36. India (2.8)
55. Sri Lanka (2.3) 37. Thailand (2.8)
58. Philippines (2.2) 46. Bangladesh (2.4)
65. Malaysia (2.1) 67. Indonesia (2.1)
68. Bangladesh (2.0) 68. Philippines (2.0)
N=175 N=80

N.B.: The score ranges from 1 to 7. The competence of personnel in the civil service is (1 =lower than the private sector,

7=higher than the private sector)

Sources: Schwab et al. (1999, p. 242, Table 2.05); Porter et al. (2000, p. 238, Table 3.07); Schwab et al. (2002, p. 399,

Table 6.06); and Cornelius (2003, p. 604, Table 6.06)

A secondindicator of government effectiveness
is provided by the Global Competitiveness
Reports’ data on the competence of public
officials from 1999 to 2002-2003. Tables 3.10
and 3.11 show that the public officials in
Singapore are the most competent, followed by
those in Japan, Hong Kong SAR, China, Vietnam,
Sri Lanka, Taiwan, India, South Korea, Thailand,
Malaysia, Indonesia, Bangladesh, and the
Philippines.

Thirdly, a 2009 survey of 12 Asian countries
conducted by the Hong Kong-based Political
Economic Risk Consultancy (PERC) found that
the bureaucracy in Singapore was the most effec-
tive, followed by the bureaucracy in Hong Kong
SAR. At the other extreme, the least effective
bureaucracies were those in the Philippines,
Indonesia, and India in descending order (see
Table 3.12). Thus, it is not surprising that the lev-
els of government effectiveness in Singapore and
Hong Kong are higher than those of India,
Indonesia, and Philippines because their civil ser-
vices are more effective than their Indian,
Indonesian, and Filipino counterparts.

In sum, the three indicators of government
effectiveness by the World Bank, the Global

Table 3.11 Ranking of the 14 Asian countries, 1999 to
2002-2003 by their average scores of the competence of
public officials

Average

Country Total score score Ranking
Singapore 18.72 4.68 1
Japan 15.00 3.75 2
Hong Kong 14.49 3.62 3
SAR

China 14.39 3.59 4
Vietnam 14.39 3.59 4
Sri Lanka 6.80 3.40 6
Taiwan 13.28 3.32 7
India 11.67 2.92 8
South Korea 11.64 291 9
Thailand 10.45 2.61 10
Malaysia 9.94 2.48 11
Indonesia 9.46 2.36 12
Bangladesh 4.40 2.20 13
Philippines 8.55 2.13 14

Source: Compiled from Table 3.10

Competitiveness Report, and PERC confirm that
Singapore and Hong Kong have the most effective
governments and civil services. As such, it is not
surprising that the citizens in both countries
have demonstrated a higher level of trust in their
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Table 3.12 PERC'’s evaluation of effectiveness of Asian bureaucracies, 1998—-2009

Country 1998 2001 2002
Singapore 2.73 2.80 1.70
Hong Kong SAR 2.89 4.00 3.26
Thailand 6.88 7.90 7.56
South Korea 8.27 5.00 5.50
Japan 7.13 4.00 4.33
Malaysia 6.14 6.00 6.86
Taiwan 6.25 5.71 6.17
Vietnam 9.25 9.75 7.88
China 7.63 6.50 7.67
Philippines 7.00 6.50 8.25
Indonesia 791 9.50 8.33
India 9.00 6.80 7.83

2003 2004 2007 2009
0.57 1.63 242 2.45
3.39 3.50 2.60 3.87
7.60 7.83 6.15 4.66
5.00 6.33 5.61 5.83
4.25 2.05 5.51 5.92
5.67 7.00 6.50 6.21
5.50 5.50 5.43 6.77
8.25 8.14 7.41 7.60
7.67 6.03 6.83 8.17
7.33 7.42 7.60 8.33
8.50 7.25 8.65 8.50
8.00 8.15 8.47 9.34

N.B.: The score ranges from 0=most effective to 10=1east effective

Sources: Hussain (2009, p. C5) and Wong (2004)

governments than their counterparts in other Asian
countries, as shown in Tables 3.3, 3.4, 3.5, and 3.6.

3.7 Learning from Singapore’s and
Hong Kong’s Experiences

What can the other Asian countries learn from
the experiences of Singapore and Hong Kong
SAR in curbing corruption and enhancing the
citizens’ trust in their governments? As the major
factor responsible for the high level of public
trust of politicians in Singapore and Hong Kong
is the effectiveness of their governments, it is
necessary to identify the reasons for their effec-
tiveness. In other words, the government must be
effective in order for it to gain the public’s trust.
How did Singapore and Hong Kong ensure the
effectiveness of their governments?

3.7.1 Favorable Policy Context

The first reason for the high level of government
effectiveness in Singapore and Hong Kong is
their favorable policy contexts. Table 3.13 shows
that both countries are city-states with small
populations, high GDP per capita, no housing
shortage, high government expenditure on

education, low level of corruption, and high
degree of political stability. Their favorable pol-
icy contexts have enabled the governments and
their civil services to implement various public
policies effectively. Thus, compared to other
larger Asian countries with bigger populations
and rural hinterlands, the “absence of a rural hin-
terland” in Hong Kong and Singapore has con-
tributed to their rapid growth which has not been
hindered by their insignificant agricultural sec-
tors (Streeten 1993, p. 199).

3.7.2 Importance of Meritocracy

The second reason for the high level of govern-
ment effectiveness in Singapore and Hong Kong
is the high quality of their civil services as
reflected in their superior ranking on the World
Bank’s governance indicator on government
effectiveness, the Global Competitiveness
Reports’ indicator on competence of public
officials, and PERC’s evaluation of Asian bureau-
cracies. As former British colonies, both
Singapore and Hong Kong have continued the
tradition of meritocracy introduced by the British
by retaining and relying on the Public Service
Commission (PSC) to ensure that recruitment
and promotion to their civil services are based on
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Table 3.13 Favorable policy contexts of Singapore and Hong Kong in 2009

Indicator Singapore
Land area 710.3 sq km
Population 4,987,600
GDP per capita US$35,924
Population in public housing 82%

Government expenditure on education

million)
2010 CPI Rank and Score 1st (9.3)
Political Status

since June 1959

$$8,698.885 million (US$5,980.67

PAP government has been in power

Hong Kong

1,104.38 sq km

7,003,700

US$30,072

48%

HK$58,766 million (US$7,576.84
million)

13th (8.4)

Special Administrative Region of
China since July 1997

Sources: Department of Statistics (2010, p. 2, 9, 13, 264); Information Services Department (2010, p. 1, 207, 449, 475);
and http://www.transparency.org/policy_research/surveys_indices/cpi/2010/results

merit and not patronage. According to A.P. Sinker
(1953, p. 211), a PSC has two functions: “to
eliminate patronage in all its forms” and “to find
the best men available and put them in.” The PSC
was established in Hong Kong in 1950 to advise
the Governor and the Chief Executive after July
1997 on civil service appointments, promotion,
and discipline “to ensure that selection processes
are ‘fair, meticulous, and thorough’” (Burns
2004, p. 85). Similarly, the PSC was created in
Singapore in January 1951 to keep politics out of
the Singapore Civil Service (SCS) and to acceler-
ate its pace of localization (Quah 1982, p. 50).
Unlike Singapore and Hong Kong, the tradi-
tion of meritocracy has not been maintained by
other former British colonies. For example, the
PSC in Bangladesh has abandoned meritocracy
because it is “riddled with massive corruption.”
Former PSC members in Bangladesh revealed
that “bribes worth Tk 50 lakhs change hands
daily at the commission, to determine recruit-
ment, promotions, and other decisions.
Question papers for the civil service examina-
tions are sold to candidates for Tk 5 lakhs.
Promotions are sold for Tk 5-10 lakhs, and
corruption cases against civil servants, which
are vetted by the PSC, are dropped for sums of
Tk 2 crore during the 5 years (Shahan 2007,
p- 27). Instead of maintaining meritocracy, the
PSC in Bangladesh has been “considerably
used as a body for the partisan appointment of
Chairman and Members, and for [the] recruitment
[of] pro-ruling party activists and supporters

for the civil service since 1972” (Karim 2007,
p. 43).

The importance of meritocracy in ensuring the
effectiveness of a civil service is clearly illus-
trated in Indonesia, where there is no tradition of
meritocracy because it was colonized by the
Dutch from 1602 to 1942. Unlike the British, the
Dutch did not rely on merit to recruit the local
civil servants, who were appointed by hereditary
succession. The lack of meritocracy was further
reinforced during the Japanese Occupation as
“many of the new heads of the bureaucracies had
achieved their high position in the colonial days
because they were loyal to the colonial govern-
ment” (Hadisumarto 1974, p. 161). After inde-
pendence, the appointment of senior civil servants
was not based on merit but on their personal
background, especially whether they had partici-
pated in the 1945 revolution against the Dutch
(Hadisumarto 1974, p. 164).

During Sukarno’s regime, “the principles of
merit system in hiring, promoting, and firing of
personnel were completely disregarded, while
political and ascriptive considerations became
criteria for appointment to key positions in the
bureaucracy” (Siagian 1970, p. 100). Similarly,
President Suharto by-passed the established
mechanisms for evaluating senior military officers
and promoted those politically ambitious officers
who had built a good relationship with him and
his family. Indeed, the selection process was
designed to produce officers who were loyal to
President Suharto (Kristiadi 2001, p. 102).


http://www.transparency.org/policy_research/surveys_indices/cpi/2010/results
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In short, the lack of a meritocratic tradition in
Indonesia’s civil service is reflected in the impor-
tance of patronage on the one hand, and the
neglect of merit on the other hand in the recruit-
ment and promotion of its civil servants. More
importantly, the absence or lack of importance
attached to meritocracy in the Indonesian civil
service has not only undermined its effectiveness
but also increased its vulnerability to corruption.

3.7.3 Attracting and Retaining the
“Best and Brightest”

To attract and retain the “best and brightest” citi-
zens into their civil services, the governments in
Singapore and Hong Kong have relied on com-
petitive salaries to minimize the brain drain of tal-
ented civil servants to the private sector. The high
salaries of Hong Kong’s civil servants is a legacy
of its 156 years of British colonial rule which pro-
vided “generous perks and benefits” for the top
civil servants but not the legislators to attract
expatriate officers to work in Hong Kong. Their
generous pay package includes “housing, chauf-
feur-driven limousines for personal use, passages,
local and overseas education allowances.” The
high salaries that were institutionalized during
colonial rule were continued after Hong Kong
became a Special Administrative Region of China
on July 1, 1997. An Independent Commission on
Remuneration for Members of the Executive
Council and the Legislature of the HKSAR was
established to review and give advice on the pay
of civil servants and legislative councilors. The
official guiding principle for civil service pay is
that it is “‘set at a level which is sufficient to attract,
retain, and motivate staff of a suitable calibre to
provide the public with an effective and efficient
service, and such remuneration should be regarded
as fair by both civil servants and the public which
they serve.” As Hong Kong’s per capita GDP
increased by more than two times during 1980
and 2000, the adoption of “the market principle of
broad comparability with the private sector”
resulted in a tenfold increase in the pay of Hong
Kong’s top political executive from 1976 to 2001
(Lee 2003, pp. 130, 138, 141).
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In Singapore, the expatriate civil servants also
received much higher salaries and more allow-
ances than their local counterparts. This discrimi-
nation against local civil servants in the British
colonies was justified by the Public Services
Salaries Commission of 1919 (Seah 1971, p. 15).
When the People’s Action Party (PAP) govern-
ment assumed office in June 1959 after winning
the May 30, 1959 general election, it “found the
national coffers seriously depleted” (Bogaars
1973, p. 80). Accordingly, a Cabinet Budget
Committee on Expenditure was formed and it
recommended the abolition of the 35% of the
variable allowance (VA) for Division I officers, a
10% reduction of the VA for Division II officers,
and a 5% cut in the VA for Division III officers.
The government implemented this recommenda-
tion which resulted in saving S$10 million. The
VAs of the senior civil servants were restored by
the government in 1961 when the budgetary situ-
ation improved. In 1968, a report on public sector
salaries recommended pay rises of more than
25% for most civil servants. However, the gov-
ernment did not accept this recommendation
because it could not afford to so (Quah 2003b,
pp- 147-148). Former Prime Minister Lee Kuan
Yew (2000, pp. 194-195) wrote in his memoirs
that after independence, he “had frozen ministe-
rial salaries and kept public wage increases at a
low level to be sure that we would cope with the
expected unemployment and slowdown in the
economy and to set an example of restraint.”

Singapore’s rapid economic growth during the
1970s resulted in higher salaries in the private sec-
tor. To curb the brain drain from the SCS to the
private sector, the National Wages Council recom-
mended the payment of an Annual Wage
Supplement (AWS) or the “13th month pay” in
March 1972 to reduce the wage gap in the public
and private sectors. Public sector salaries were fur-
ther increased in 1973 and in 1979. In 1981, the
Research and Statistics Unit of the Inland Revenue
Department conducted a survey on the employ-
ment and earnings of 30,197 graduates, or 81.5%
of the working graduate population enumerated in
the 1980 population census (Quah 1984, p. 296).
The survey found that graduates in the private sec-
tor earned, on the average, 42% more than those in
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the public sector (Sunday Times 1982a, p. 1). The
PSC revealed that from 1978 to 1981, eight super-
scale and 67 timescale administrative officers had
resigned from the SCS for more lucrative jobs in
the private sector (Sunday Times 1982b, p. 1). To
deal with these problems of wide disparity in pay
between graduates in the public and private sec-
tors, and the serious brain drain of talented senior
civil servants from the SCS to the private sector,
the government further revised the salaries of the
administrative officers in April 1982 (Quah 1984,
p- 297).

In March 1989, the Minister for Trade and
Industry, Lee Hsien Loong, recommended a hefty
salary increase for the SCS because the compara-
tively low salaries and slow advancement in the
Administrative Service had contributed to its low
recruitment and high resignation rates (Quah
2003b, p. 150). Similarly, in December 1993, he
announced that the salaries of ministers and
senior civil servants would be increased from
January 1994 to keep pace with the private sector
and to compensate for the reduction in their med-
ical benefits (Straits Times 1993, p. 1). In October
1994, a White Paper on Competitive Salaries for
Competent and Honest Government was pre-
sented to Parliament to justify the pegging of the
salaries of ministers and senior civil servants to
the average salaries of the top four earners in six
private sector professions: accounting, banking,
engineering, law, local manufacturing compa-
nies, and multinational corporations. The White
Paper recommended the introduction of formal
salary benchmarks for ministers and senior civil
servants, additional salary grades for political
appointments, and annual salary reviews for the
SCS. The adoption of the long-term formula sug-
gested in the White Paper removed the need to
justify the salaries of ministers and senior civil
servants “from scratch with each salary revision”
(Republic of Singapore 1994, pp. 12-13, 18).

3.7.4 Effective Control of Corruption
Tables 3.1 and 3.2 show that Singapore and

Hong Kong are perceived to be the least cor-
rupt Asian countries according to Transparency

International’s 2010 CPI and the World Bank’s
2009 Control of Corruption governance indicator.
How did Singapore and Hong Kong succeed in
curbing corruption effectively?

3.7.4.1 Creation of an Independent
Anti-Corruption Agency

The British colonial government enacted the
Prevention of Corruption Ordinance (POCO) in
Singapore in December 1937 and created the
Anti-Corruption Branch (ACB) within the Criminal
Investigation Department (CID) of the Singapore
Police Force (SPF) to curb corruption (Quah
2007a, p. 14). This decision to make the ACB
responsible for corruption control is difficult to
understand especially when the existence of ram-
pant police corruption in Singapore was docu-
mented by the 1879 and 1886 Commissions of
Inquiry (Quah 1979, pp. 24-27). Not surpris-
ingly, the ACB was ineffective in curbing corrup-
tion for three reasons. First, the ACB was
under-staffed as it had only 17 personnel to per-
form 16 duties including corruption control.
Second, it had to compete with other branches of
the CID for limited manpower and resources as
corruption control was accorded lower priority
than the investigation of serious crimes like mur-
der and kidnapping. The third and most impor-
tant reason for the ACB’s ineffectiveness was the
prevalence of police corruption which made it
difficult for the ACB staff to enforce the POCO
impartially toward their colleagues (Quah 2007a,
pp. 14-15).

The folly of the British colonial government’s
decision to make the ACB responsible for corruption
control was revealed when three police detectives
were implicated in the robbery of 1,800 pounds of
opium worth about S$400,000 (US$133,330). The
involvement of these detectives and some senior
police officers in the Opium Hijacking Scandal in
October 1951 made the British colonial government
realize the importance of setting up an anti-
corruption agency that is outside the SPF’s jurisdic-
tion (Tan 1999, p. 59). Consequently, the Corrupt
Practices Investigation Bureau (CPIB) was formed
a year later in October 1952.

Similarly, in Hong Kong, the ACB of the CID
of the Royal Hong Kong Police Force (RHKPF)



40

was also responsible for combating corruption
from 1948 until 1971, when the ACB was
upgraded to the Anti-Corruption Office (ACO),
which was also ineffective in curbing the ram-
pant police corruption. The escape of a corrup-
tion suspect, Chief Superintendent Peter F.
Godber, on June 8, 1973, to the United Kingdom
angered the public and undermined the ACO’s
credibility. Consequently, the Governor, Sir
Murray MacLehose, was compelled by public
criticism to accept the Commission of Inquiry’s
recommendation to establish an independent
agency, separate from the RHKPF, to fight
corruption. Accordingly, the Independent
Commission Against Corruption (ICAC) was
formed on February 15, 1974 (Quah 2003a,
pp. 137-139).

Thus, Singapore’s and Hong Kong’s success
in minimizing corruption can be attributed to
their rejection of the British colonial method of
relying on the police to curb corruption and
their reliance instead on independent anti-cor-
ruption agencies like the CPIB and ICAC.
It should be noted that Singapore has taken 15
years (1937-1952) and Hong Kong has taken
26 years (1948-1974) to learn this important
lesson (Quah 2004, pp. 1-2). However, India
still relies on the Central Bureau of Investigation
(CBI) to curb corruption even though there is
extensive police corruption and the CBI is part
of the police (Quah 2008, p. 253).

A regional survey of anti-corruption agencies
in Asian countries shows that those countries
which have adopted a single anti-corruption
agency are more effective than their counterparts
which have relied on multiple anti-corruption
agencies if their governments are committed to
combating corruption (Quah 2007b, pp. 4-6).
Table 3.8 shows that Hong Kong’s ICAC and
Singapore’s CPIB were among the best funded
and staffed anti-corruption agencies.

3.7.4.2 Comprehensive Anti-corruption
Legislation

A second prerequisite of an effective anti-corruption

strategy is comprehensive anti-corruption legis-

lation, which defines explicitly the meaning and

forms of corruption, and specifies clearly the
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powers of the anti-corruption agency responsible
for its implementation.

The Misdemeanours Punishment Ordinance
(MPO) was the first local law enacted against
corruption in Hong Kong in 1898. The MPO
increased the maximum penalty for corruption to
2 years’ imprisonment and/or a fine not exceed-
ing HK$500. The Prevention of Corruption
Ordinance (POCO), which was enacted in 1948,
provided a more comprehensive definition of cor-
ruption, and increased the maximum penalty for
corruption to 5 years imprisonment and a fine of
HK$10,000. The inadequate powers conferred by
the POCO and its other limitations led to its
review in 1968 and its replacement by the
Prevention of Bribery Ordinance (POBO), which
was enacted on May 15, 1971 (Kuan 1981, pp.
16-18, 23, 29).

The POBO had three significant features. First,
it enabled the government to prosecute a civil ser-
vant for corruption if he could not provide a sat-
isfactory explanation for maintaining a standard
of living or controlling excessive pecuniary
resources that were not commensurate with his
present or past official salaries (Kuan 1981, p.
32). Second, the POBO provided extensive pow-
ers of investigation as the Attorney-General could
authorize the inspection of bank accounts, safe-
deposit boxes, books, documents, or articles. He
could also require the suspect or any other per-
sons to submit information, and authorize the
entry into and search of any premises. Third, the
POBO introduced severe maximum penalties:
the general maximum penalty was a fine of
HK$50,000 and 3 years’ imprisonment, or on
indictment, a fine of HK$100,000 and 7 years’
imprisonment. The duration of imprisonment
was increased to 10 years for offences involving
contracts and tenders. The immediate conse-
quence of Peter Godber’s escape in June 1973 to
Britain was the amendment of the POBO to
remove the safeguards in the interests of the sus-
pect, and to require a suspect to surrender all his
travel documents (Kuan 1981, pp. 38-39).

The ICAC was established on February 15,
1974 with the enactment of the ICAC Ordinance,
which entrusted it with the tasks of rooting out
corruption and restoring public confidence in the
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government. Apart from specifying the Comm-
issioner’s duties in section 12, the ICAC
Ordinance also indicates the ICAC’s powers. For
example, the ICAC Ordinance empowers the
Director of the Operations Department to autho-
rize his officers to restrict the movement of a sus-
pect, to examine bank accounts and safe-deposit
boxes, to restrict disposal of a suspect’s property,
and to require a suspect to provide full details of
his financial situation. These officers can also
arrest without warrant for the offences indicated
in ICAC Ordinance and the POBO, and they can
search premises and seize and detain any evi-
dence for such offences (Kuan 1981, p. 40).

In Singapore, corruption was made illegal in
1871 with the enactment of the Penal Code of the
Straits Settlements. As indicated earlier, the POCO
was enacted in December 1937 as Singapore’s
first anti-corruption law. However, the ACB’s inef-
fectiveness and the involvement of police officers
in the Opium Hijacking Scandal of October 1951
led to the formation of the CPIB in October 1952.
The PAP government assumed office in June 1959
and demonstrated its commitment to curbing cor-
ruption by enacting the Prevention of Corruption
Act (POCA) on June 17, 1960. The POCA had
five important features which removed the POCO’s
weaknesses and gave the CPIB additional powers
for performing its duties. First, the POCA’s scope
was broader, as it had 32 sections in contrast to the
12 sections of the POCO. Second, corruption was
explicitly defined in terms of the various forms of
“gratification” in section 2, which also identified
for the first time, the CPIB and its Director. Third,
to increase the deterrent effect of the POCA, the
penalty for corruption was raised to imprisonment
for 5 years and/or a fine of S$10,000 (section 5).
Fourth, a person found guilty of accepting an ille-
gal gratification had to pay the amount he had
taken as a bribe in addition to any other pun-
ishment imposed by a court (section 3) (Quah
1995a, p. 395).

The fifth and most important feature of the
POCA was that it gave the CPIB more powers
and a new lease of life. For example, section 15
gave CPIB officers powers of arrest and search of
arrested persons. Section 17 empowered the
Public Prosecutor to authorize the CPIB Director

and his senior officers to investigate “any bank
account, share account, or purchase account” of
any person suspected of having committed an
offence against the POCA. Section 18 enabled
the CPIB officers to inspect a civil servant’s
banker’s book and those of his wife, child, or
agent, if necessary (Quah 1995a, p. 395).

No matter how comprehensive the anti-corr-
uption legislation in a country is, it must be
reviewed periodically to remove loopholes or
deal with unanticipated problems by introducing
amendments or, if necessary, new legislation
(Quah 2004, p. 2). For example, in 1966, the
POCA was amended to ensure that Singaporeans
working for their government in embassies and
other government agencies abroad would be
prosecuted for corrupt offences committed out-
side Singapore and would be dealt with as if such
offences had occurred in Singapore (section 35)
(Quah 1978, p. 13). In March 1989, the Corruption
(Confiscation of Benefits) Act was enacted after
the Teh Cheang Wan corruption scandal of
December 1986 to provide for the confiscation of
benefits from the estate of a defendant if he or she
is deceased (Quah 1995a, p. 396).

3.7.4.3 Reduction of Red Tape

As unnecessary regulations provide opportuni-
ties for corruption, the PAP government has ini-
tiated various measures to reduce these
opportunities in Singapore by cutting red tape.
The Service Improvement Unit (SIU) was
formed in April 1991 to improve the quality of
service in the SCS and statutory boards by
obtaining public feedback on the removal of
unnecessary regulations. From April 1991 to
March 1992, the review of over 200 rules by the
SCS and statutory boards resulted in the
modification or abolition of 96 rules (Quah
1995b, pp. 339-340). In May 1995, Public
Service for the twenty-first Century (PS21) was
introduced to improve the quality of service and
prepare the SCS to welcome and accept change.
As part of PS21, the Cut Waste Panel was formed
in September 2003 “to receive suggestions from
the public on where the government can cut
waste, remove frills, and make savings in the
delivery of public services” (Quah 2007c, p. 178).
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The PAP government also relies on e-Government
to enhance transparency and reduce opportuni-
ties for corruption by simplifying the procedures
for obtaining business licences. In 2004, the
On-Line Applications System for Integrated
Services (OASIS) was launched to enable the
public to “apply, renew, or terminate 85 differ-
ent types of licences” online. Similarly, to
reduce the opportunities for corruption and
improve efficiency and transparency in procure-
ment, the online procurement portal known as
GeBiz was introduced to enable government
procurement to be done through the internet
(Soh 2008, p. 7).

In Hong Kong, Lam Bing Chuen (2004: 135)
found that the Housing Authority’s project orga-
nization had more red tape than private project
organizations because of its emphasis on the con-
trol and operating systems. In 1999, the Enhanced
Productivity Programme (EPP) was introduced
to improve productivity through savings in such
baseline expenditure as personal emoluments and
departmental expenses (Scott 2005, pp. 95-96).
In January 2003, Christopher Cheng, the
Chairman of the Hong Kong General Chamber of
Commerce, called for the civil service to change
by adopting practices from the private sector,
including the review of all government services
to eliminate those regulations that hindered busi-
ness (Cheng 2003). The EPP’s first phase was
completed in 2003 and resulted in savings of
HK$5.4 billion or 5.2% of baseline expenditure
(Scott 2005, p. 96).

In 1998, the Chief Executive launched the
“Digital 21 IT Strategy” to enhance Hong Kong’s
information infrastructure and services. In May
2001, the “2001 Digital 21 Strategy” was intro-
duced to further strengthen Hong Kong’s position
as a leader in the digitally connected world. The
e-Government Programme promoted the adop-
tion of e-Commerce in the private sector by pro-
viding e-options for more services, including
e-procurement and outsourcing (Yong and Leong
2003, pp. 101-103). To reduce red tape, the gov-
ernment streamlined its own information tech-
nology operations by establishing the Office of
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the Government Chief Information Officer in
July 2004 (Lam 2006).

Singapore’s and Hong Kong’s efforts to reduce
red tape through the introduction of e-Government
have reaped dividends as both countries have
been ranked among the top five economies by the
World Bank for the ease of doing business from
2007 to 2011. Table 3.14 shows that Singapore is
consistently ranked first and Hong Kong SAR is
ranked between second and fifth positions among
the 175-183 economies and the 23 Asian econo-
mies included in the World Bank’s Doing
Business Surveys from 2007 to 2011. The ease of
doing business in Singapore and Hong Kong
SAR is a reflection of the effectiveness of their
governments, the absence of red tape, and their
lower levels of perceived corruption.

3.7.4.4 Punishing the Corrupt Offenders
As discussed earlier, corruption is rampant in
those Asian countries where those committing
corrupt acts are unlikely to be detected or pun-
ished. Consequently, the most effective way to
curb corruption is to punish those found guilty of
corrupt offences. The experiences of Singapore
and Hong Kong demonstrate the importance of
punishing corrupt offenders, regardless of their
status or position, in order to deter others from
being involved in corruption.

In Singapore, the prosecution rate for corruption
cases has increased from 47% in 2000 to 60% in
2002. Similarly, the conviction rate for corruption
cases also rose from 9 to 99% from 2000 to 2002.
Furthermore, during the same period, 680 persons
were charged and 293 public officers were disci-
plined for corrupt offences (CPIB 2003, p. 3.25). In
Hong Kong, the ICAC’s Operations Department
completed 3,364 investigations, and 357 persons
were prosecuted and 54 persons formally cautioned
in 2008. In 2007, the Operations Department
arrested 781 persons, of whom 23 were civil ser-
vants. The number of persons arrested for corrup-
tion and related offences increased to 936 persons,
including 27 public officials ICAC 2009, p. 39).

Thus, to minimize corruption and to deter
those who are not involved in corrupt practices
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Table 3.14 Ranking of 23 Asian economies on Doing Business Surveys, 2007-2011

2007 rank 2008 rank
Economy (1-175) (1-178)
Singapore 1 1
Hong Kong, SAR 5 4
Japan 11 12
Thailand 18 15
South Korea 23 30
Malaysia 25 24
Mongolia 45 52
Taiwan 47 50
Pakistan 74 76
Brunei NA 78
Bangladesh 88 107
Sri Lanka 89 101
China 93 83
Nepal 100 111
Vietnam 104 91
Philippines 126 133
India 134 120
Indonesia 135 123
Bhutan 138 119
Cambodia 143 145
Lao PDR 159 164
Afghanistan 162 159
Timor-Leste 174 168

2009 rank 2010 rank 2011 rank
(1-181) (1-183) (1-183)
1 1 1
4 3 2
12 15 18
13 12 19
23 19 16
20 23 21
58 60 73
61 46 33
77 85 83
88 96 112
110 119 107
102 105 102
83 89 79
121 123 116
92 93 78
140 144 148
122 133 134
129 122 121
124 126 142
135 145 147
165 167 171
162 160 167
170 164 174

Sources: Compiled from World Bank (2006, p. 6; 2007, p. 6; 2008, p. 6; 2009, p. 4; 2010, p. 4)

from doing so, honesty and incorruptibility
among civil servants and political leaders must
be recognized and rewarded instead of being
punished. The lack of punishment of corrupt
civil servants and political leaders in many
Asian countries sends the wrong signal to their
honest counterparts and the population at large
as it makes a mockery of the anti-corruption
laws and encourages others to become corrupt
as the probability of being caught and punished
is low. In other words, the political systems in
those Asian countries plagued with corruption
reward those who are corrupt, and punish those
who are honest. Accordingly, these countries
must reverse their system of reward and punish-
ment by punishing the corrupt offenders and
rewarding those who have abstained from being
corrupt.

3.8 Conclusion

Table 3.15 shows that, unlike Singapore and
Hong Kong, the other Asian countries, with
few exceptions, are much larger in land area,
have bigger populations, and lower GDP per
capita. Politically, Singapore has been governed
by the PAP government for more than five
decades. The PAP’s substantial majority in
Parliament has enabled it to introduce many
public policies including the White Paper on
pegging the salaries of ministers and senior
civil servants to those of six professions in the
private sector. After 150 years of British colo-
nial rule, Hong Kong became a Special
Administrative Region of China on July 1,
1997. More importantly, the civil service in
Hong Kong has continued to be effective during
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Table 3.15 Policy contexts of Asian countries
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GDP per capita
Country Land area (sq km) Population (2008) (2008) (US$) Political system
Afghanistan 652,230 28,396,000 271 Presidential democracy
(Islamic)
Bangladesh 143,998 161,300,000 506 Parliamentary democracy
Bhutan 47,000 691,141 1,410 Constitutional monarchy
Brunei 5,765 388,190 37,053 Constitutional monarchy
Cambodia 181,035 14,700,000 818 Constitutional monarchy
China 9,560,900 1,336,300,000 3,315 Communist state
Hong Kong SAR 1,104 6,977,700 31,035 Special administrative
region of China
India 3,287,263 1,186,200,000 1,016 Federal parliamentary
democracy
Indonesia 1,904,443 234,300,000 2,246 Parliamentary democracy
Japan 377,727 127,900,000 38,559 Constitutional monarchy
Laos 237,000 6,800,000 500 Communist state
Macao SAR 29.2 549,200 39,036 Special administrative
region of China
Malaysia 332,665 27,000,000 8,141 Constitutional monarchy
Maldives 298 396,334 2,680 Presidential democracy
Mongolia 1,565,000 2,700,000 1,981 Parliamentary democracy
Myanmar 676,578 48,137,741 NA Military junta
Nepal 147,181 28,800,000 459 Federal democratic republic
North Korea 120,538 22,665,345 NA Communist state
Pakistan 803,940 167,000,000 1,045 Federal parliamentary
democracy
Philippines 300,000 89,700,000 1,866 Presidential democracy
Singapore 710 4,839,400 39,663 Parliamentary democracy
South Korea 99,274 48,400,000 19,505 Parliamentary democracy
Sri Lanka 65,610 19,400,000 1,972 Presidential democracy
Taiwan 36,179 22,700,000 17,040 Presidential democracy
Thailand 513,115 64,300,000 4,115 Constitutional monarchy
Timor-Leste 14,874 1,200,000 469 Parliamentary democracy
Vietnam 331,114 88,500,000 1,040 Communist state

Sources: Compiled from Department of Statistics (2010, p. 2, 9); Economist (2010); Government Information Bureau
(2010, p. 8, 639); Information Services Department (2009, p. 441, 470); and Schwab (2009, pp. 341-342)

the past 13 years. For example, contrary to the
fears of some observers, the ICAC’s effective-
ness has not been adversely affected after July
1997. In 2001, 4 years after the handover, the
ICAC Commissioner, Alan N. Lai (2001, p.
51), declared that Hong Kong’s “credentials as
a champion in fighting graft have remained as
strong as ever.”

As the policy contexts in the other Asian coun-
tries differ from the favorable policy contexts in
Singapore and Hong Kong, what can the former

learn from the latter? For example, is it possible
for China, which is a Communist state, to learn
from Hong Kong’s and Singapore’s experiences
in curbing corruption? In his answer to this ques-
tion, Anthony Cheung (2007, p. 66) suggests that
“China may not follow exactly the path of Hong
Kong and Singapore, in terms of shifting towards
a single-ACA  [Anti-Corruption ~ Agency]
approach” because “its anti-corruption drive will
remain shaped by political factors and institu-
tional constraints.”
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In the final analysis, whether Singapore’s and
Hong Kong’s effective anti-corruption strategy
can be transferred to other Asian countries
depends on two important factors: the nature of
their policy contexts; and whether their govern-
ments have the political will to implement the
required anti-corruption reforms. Needless to
say, it will be difficult for those Asian countries
with less favorable policy contexts to adopt
Singapore-style or Hong Kong-style anti-corrup-
tion reforms if their governments lack the politi-
cal will to do so.

Tables 3.3 and 3.4 show that the level of public
trust of politicians is much higher in Singapore
and Hong Kong than in the other Asian countries,
according to the Global Competitiveness Reports
from 1999 to 2009-2010. This high level of pub-
lic trust of politicians in Singapore and Hong
Kong can be attributed not only to their effective
anti-corruption strategies but also to their high
level of government effectiveness. According to
Table 3.9, Singapore and Hong Kong have the
highest levels of government effectiveness among
the 26 Asian countries included in the World
Bank’s 2009 governance indicator on government
effectiveness. As only 8 Asian countries have a
level of government effectiveness exceeding the
70 percentile rank, the other 18 Asian countries
have lower levels of government effectiveness,
ranging from 0.5 percentile rank for North Korea
to 64.8 percentile rank for Bhutan.

Drawing from Singapore’s and Hong Kong’s
experiences, those Asian countries can enhance
their citizens’ trust in their governments by
improving their levels of government effective-
ness by adopting meritocracy, paying competitive
salaries to attract and retain the “best and bright-
est” citizens in the civil service, and curbing cor-
ruption effectively. Furthermore, while contextual
differences might prevent other Asian countries
from transplanting Singapore’s or Hong Kong’s
effective strategies to curb corruption and increase
government effectiveness in toto, they can, never-
theless, emulate and adapt some features of these
strategies to suit their own needs, provided that
their political leaders, civil servants, and citizens
are prepared to pay the high economic and politi-
cal costs for introducing these reforms.
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Cybercrime in Asia: Trends

and Challenges

Roderic Broadhurst and Lennon Y.C. Chang

4.1 Introduction

Information and communications technologies
(ICT) are now part of everyday life and this is
illustrated by the rapid growth of the Internet and
social networks in cyberspace. Whether you are
searching for travel information or buying con-
cert tickets, you can easily perform these func-
tions at any time and in the convenience of your
own home or office. ICT has thus become an
indispensable function of commerce and govern-
ment. With the help of computers and the Internet,
businesses are now able to provide immediate
services to their customers at an unprecedented
level of efficiency.

However, the Internet has also become the
proverbial “double-edged sword.” Along with
convenience comes the inconvenience of com-
puter crime. The Internet was originally built for
research and its founding protocols were designed
for in-built redundancy and openness. The rapid
evolution of the computer networks that comprise
the Internet from a government and research
focus to the e-commerce and domestic arena has
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provided a gateway for offenders and deviant
entrepreneurs:
The Internet was built for research, not commerce.
Its protocols were open and unsecured; it was not
designed to hide. Data transmitted over this net
could easily be intercepted and stolen; confidential

data could not easily be protected (Lessig 1999,
p- 39).

The costs of cybercrime are increasing in scale
and gravity as the “industrialisation” of malicious
software (or crime-ware) proliferates (Ollman
2008). For example, in 2009, the United States
Internet Crime Complaint Centre received
336,655 complaints reporting a total in direct
losses of USD$559.7 million (AFP 2010). Given
this is an estimate based on complaints to just one
Internet crime reporting service in one country,
the real costs of cybercrime world-wide are con-
siderable. In short the rapid expansion of e-com-
merce and the Internet has brought many benefits
but also the emergence of various forms of crime
that exploit the strengths and weaknesses of mass
interconnectivity.

The speed, functionality, and accessibility that cre-

ate the enormous benefits of the computer age can,

if not properly controlled, allow individuals and

organizations to easily eavesdrop on or interfere

with computer operations from remote locations
for mischievous or malicious purposes, including

fraud or sabotage (United States General
Accounting Office 2010, p. 3).

As most cybercrimes are transnational in char-
acter, inconsistency of laws and regulations
across country borders makes it especially
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Table 4.1 Number of Internet users in the Asia Pacific region 2011

Rank Country Number of Internet users 2011 % Population 2011 % Population 2002*
1 China 485,000,000 36.3 35
2 India 100,000,000 8.4 0.7
3 Japan 99,182,000 78.4 48.0
4 Indonesia 39,600,000 16.1 1.8
5 Korea, South 39,440,000 80.9 52.7
[§ Philippines 29,700,000 29.2 25
7 Vietnam 29,268,606 32.3 0.5
8 Pakistan 20,431,000 10.9 0.3
9 Thailand 18,310,000 27.4 5.7

10 Australia 17,033,826 78.3 46.0

11 Malaysia 16,902,600 58.8 24.4

12 Taiwan 16,147,000 70.0 49.8

13 Hong Kong 4,878,713 68.5 64.1

14 Singapore 3,658,400 77.2 55.6

15 New Zealand 3,600,000 83.9 N/A

16 Sri Lanka 1,776,900 8.3 0.8

17 Bangladesh 1,735,020 1.1 0.1

18 Nepal 1,072,900 3.7 0.2

19 Laos 527,400 8.1 0.2

20 Mongolia 350,000 11.2 1.6

Source: Internet World Stats, http://www.internetworldstats.com/stats.htm (accessed 6 September 2011)

aRetrieved from Broadhurst (2006a)

difficult for countries to cooperate when investi-
gating cross-border cyber crimes. As Katyal
(2003, p. 180) observed, many countries will find
it increasingly difficult to enforce their national
laws against activities which are considered
offensive or harmful to local taste or culture. The
harmonisation of cyber-laws and regulations and
the building of cooperation and comity among
nations are vitally important countermeasures
against cybercrime. The first step in that direction
was the Convention on Cybercrime proposed by
the Council of Europe of 2001, which provided a
common legal framework on cybercrime.

4.1.1 Internet Access and the Digital

Divide in Asia

In March 2011, there were an estimated 2.95 bil-
lion Internet users in the world (Miniwatts
Marketing Group 2011). Among all Internet
users, 45% (about 943 million Internet users) are

located in the Asia and Pacific (i.e. Asia and
Oceania) region. As can be seen in Table 4.1, the
“digital divide” is aptly shown by the immense
diversity between countries in levels of Internet
participation. China has the most Internet users in
the Asia and Pacific region and indeed the world
and now exceeds the numbers on-line in North
America. Indeed, almost half of the Internet users
in the Asia and Pacific region are located in
China. India, now 100 million Internet users, is
second largest and, is followed by Japan, the
Republic of Korea (South Korea) and the
Philippines. Countries like Japan, South Korea,
Taiwan, Singapore, Australia and New Zealand
have over 70% of their total population on-line as
internet users whereas in developing countries
like India, Pakistan, Sri Lanka, Bangladesh and
Nepal engage less than 10% of the population.
The Philippines, Thailand, Vietnam and to a
lesser extent Indonesia have also achieved
significant Internet penetration and are also grow-
ing rapidly. Although China has by far the largest
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population of Internet “netizens,” this still com-
prises only 31.8% of the total population and
these are mostly urban users.

Compared with the proportion of Internet
users in 2002, shown in Table 4.1 there has
been a significant increase in all countries in
the Asia and Pacific region in the past 10 years.
For example, only 3.5% of the Chinese popula-
tion were Internet users in 2002, but this
increased to 36.3% by 2011. There was also a
significant increase in other developing coun-
tries like Vietnam, the Philippines, Pakistan
and India.

Along with the rapid rise of Internet use,
cybercrime has also become prevalent in this
region. However, of all the countries in the
Asia and Pacific region only Japan has signed
and ratified the Council of Europe Convention
on Cybercrime. The Convention is the only
multi-lateral instrument for the control of
cybercrime and we discuss it further below.
First we begin with a short introduction to the
problem of cybercrime in Asia and compare
the laws and regulations in Asian states with
the provisions of the Convention. We also con-
sider the challenges faced in developing effec-
tive cross-national policing of cybercrime
in Asia.

4.2 Cybercrime and Its Impact

in Asia

Given the expansion in Internet participation a
drastic rise in cybercrime and information
security problems has occurred in Japan, South
Korea and greater China since 2005, accord-
ing to private information security companies.
For example, Symantec, a provider of com-
puter security software, such as anti-virus
tools, monitors and quantifies malicious com-
puter activity that occurs on about 133 million
computers that use their services (Symantec
2011). This describes malicious computer
activities such as programs that are used to
disrupt, damage or steal information from
computer systems. These so-called “malware”
or “crime-ware” computer codes usually
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include viruses, trojans, worms' and botnets?
(IBM 2009; Trend Micro 2009; Wall 2007).
Such crime-ware can also be purchased on-
line from websites and underground forums or
“dark” networks that include instructions on
how to use such software. This enables the
wider use of “attack toolkits” by non-technical
actors, including criminal groups and may
account for the increased prevalence of cyber-
crime. Along with this growth, the malware
itself has evolved to adapt to countermeasures
such as software programs designed to prevent
and detect intrusions. Malware has also been
developed to attack new devices such as smart
phones and other digital devices (Symantec
2011).

Symantec also provides general Asian-
Pacific-Japan region (APJ) Internet security
reports that have ranked the impact on APJ coun-
tries from all kinds of malicious activities,
including denial of service attacks (DDoS),
botnet infections, phishing, spam and viruses.
Their reports also indicate the origin of the
attacks, such as the source of spam and the top
countries hosting phishing sites.?> According to
their 2010 APJ report, Symantec found that

'A worm is a sub-class of a virus. Worms spread from
computer to computer, but unlike a virus, can travel with-
out any help from a person. The danger with a worm is its
ability to replicate itself.

2 A botnet is a network of individual computers infected
with malware. These compromised computers are also
known as zombie computers. The zombies, part of a bot-
net under the control of the botnet controller, can then be
used as remote attack tools to facilitate the sending of
spam, hosting of phishing websites, distribution of mal-
ware and mounting denial of service attacks. The most
commonly used are centralised and P2P modes—hence
the focus on command and control servers for a botnet
that may comprise of thousands of zombies.

3The Symantec “APJ Internet Security Threat Report”
measured malicious activity that mainly involved botnet-
infected computers, bot command-and-control servers,
phishing Web sites hosts, malicious code reports, spam
zombies and Internet attack origins that took place or
originated in each country. Rankings were based on a cal-
culation of the mean average of the proportion of these
malicious activities originating in each country (Symantec
2007a, b, 2008, 2009, 2011).
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China ranked top in terms of malicious activi-
ties in the region, followed by the South Korea,
India, Taiwan and Japan (see also Symantec
2011). As to the origin of attacks targeting the
APJ region, Symantec detected that most
attacks came from the USA, followed by China,
South Korea and Japan (Symantec 2009). The
overall impact of malicious activity placed the
USA first, and China as the next most affected,
but growing rapidly from 9% of such activity to
16% in 2010. Countries such as Brazil, India and
South Korea account each for about 4% of such
activity (Symantec 2011).

China also had the most botnet-infected com-
puters detected in the APJ region for the period
2006-2010 while Taiwan was ranked second, fol-
lowed by South Korea and India. Taipei was the
city with the most botnet-infected computers in
the region (Symantec. 2007a, b, 2008, 2009). A
2010 survey* conducted by Norton, an anti-virus
provider, found that 83% of respondents from
China experienced some form of cybercrime,
including a computer virus or some form of
crime-ware. This was much higher than the global
average of 65%. Except for Japan which has a
lower victimisation rate (36%), other countries in
the Asia and Pacific region like Australia (65%),
India (75%) and New Zealand (70%) are all
higher than the global average (Norton 2010).

Malware like trojans and botnet programs are
spread through social engineering techniques
(Guenther 2001), i.e. methods of deception that
create a false sense of trust, to gain “access infor-
mation,” for example a professional looking web-
site mimicking a brand or service or via spam and
phishing emails. Criminal groups are engaged in
computer or network intrusions to obtain sensi-
tive information such as identity and password
information. This in turn can be used to under-
take large-scale financial crime, and social engi-
neering may be the preferred method of obtaining
access to such data contained in digital devices/

4The survey includes the United States, Australia, Brazil,
Canada, China, France, German, India, Italy, Japan, New
Zealand, Spain, Sweden and the United Kingdom.
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computers. The kinds of activities vary but
encompass online scams and malware such as
spyware, phishing, rootkits® and botnets. Malware
infiltrates a computer system and may include
viruses, worms, backdoors, keyloggers and
trojans.

In online scams, the internet is used to reach
potential victims by sending unsolicited mes-
sages pretending to originate from legitimate
organisations in order to deceive individuals or
organisations into disclosing their financial and/
or personal identity information. Information
obtained from “phishing” facilitates crimes such
as financial fraud and identity theft. For exam-
ple, a common form of phishing in China are
lottery scams delivered by email or instant mes-
senger that links the recipient to a fake website
(cited in KIC 2011). The spread of malware is
easier when a hacker is attuned to what is hap-
pening in a particular culture, and is aware of
the current issues that help make the deception
more effective. For example, some malware has
been designed to target operating systems or
websites using only Chinese language and often
masked with appeals to patriotic sentiments
(Symantec 2008).

Botnets are now widespread and targeted on
financial opportunities. Botnets are the main
mechanism for the commercialisation and indus-
trialisation of cybercrime. Targets will include all
kinds of digital devices (i.e. mobile phones, rout-
ers, switches and backup devices) as well as
desk-top computers. The increase connectivity of
digitized appliances linked to the Internet
(e.g. vending machines, gas pumps, ATM’s) and
mobile phones to pay for such products will
ensure that they are attractive targets. Mobile or
smart phones also tend to be less well protected
against intrusion than other digital devices. Real-
time programs such as Instant Messaging are
likely to a major risk as are social network sites
where it seems many users assume safety and

SRootkits are cloaking technologies usually employed by
other malware programs to misuse compromised systems
by hiding files, registry keys and other operating system
objects from diagnostic, antivirus and security programs.
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privacy is inherent. A trend towards the develop-
ment of semantic’/human intelligence methods
rather than syntactic measures is noted because
human-based social engineering can obtain infor-
mation in many cases where technological meth-
ods fail (Chantler and Broadhurst 2008).

Cybercrime in Asia as elsewhere may be
caused by offenders or loose groups who are
hacking “for fun” or ego-driven, but can include
political or ideological motivation, hatred, or
simply to earn a profit. However, the involvement
of traditional criminal groups or new criminal
networks is likely to be associated with financial
deception and theft (Broadhurst and Choo 2011).
However, when an attack occurs, it is often
unclear who is behind the attack, where it origi-
nates or their motive (Barboza 2010). For exam-
ple, Sony, the Japanese electronics group, was
hacked into in April 2011 and the names,
addresses, emails, birth dates, phone numbers
and other information in respect of 24.6 million
PC game customers were stolen from its servers
(Telegraph 2011). Hackers could have earned a
lot by on-selling this personal information to
“carding” groups (websites and users with a focus
on credit card fraud) or others who may use the
stolen identity to de-fraud e-commerce enter-
prises. While Sony was pursuing legal action
against the hacker groups “GeoHot” and “Graf _
Chokolo,” who allegedly hacked into their sys-
tem, Sony suffered additional cyber attacks which
included a distributed denial of service attack
(DDoS): an attack which makes Web sites or
other network services unavailable to Internet
users by flooding it with traffic—from another
hacking group “Anonymous”—an on-line activ-
ist and civil disobedience network. Although
“Anonymous” are allegedly involved in the
revenge, DDoS attacks on Sony over Sony’s pur-
suit of “GeoHot” and “Graf_Chokolo,” also
alleged “Anonymous” hackers (Takahashi 2011),
others argue that given denials by Anonymous
that the motives were more likely profit-driven
cyber criminals (Poulsen 2011). Such cases rep-
resent cybercrime where both profit and ideologi-
cal reasons may be involved: the hackers saw
Sony as profiteering from the Internet gaming
industry.
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4.2.1 ContentCrime

Because of the political situations and the
tensions between some countries in the Asia,
cases of cybercrime with a political purpose are
common. These can be seen between Taiwan and
China, as well as between South and North Korea
and Japan and China, as well as Pakistan and
India (Broadhurst 2006a). For example, Taiwan’s
Ministry of National Defence was hacked and the
computers in the Minister’s Office and the
Secretary’s Office were infected with trojans and
spyware in 2005 and in 2006. The National
Security Bureau in Taiwan claimed that a Chinese
cyber-army launched more than 3,100 attacks
against Taiwanese Government systems in 2008,
and this did not include attacks against the private
sector (Chang 2011; Huang 2006; Xu 2009).

Similar occurrences can be seen between
North and South Korea. For example, govern-
ment agencies, banks and businesses in South
Korea have suffered serious cyber attacks. The
South Korean intelligence agency believes that
these attacks were not conducted by individuals,
but were prepared and staged by “certain organi-
sations or states” and that North Korea was the
main suspect (Parry 2009).

Since the risk of cybercrimes, regardless of
motive or the role of organised crime, has
expanded via botnets. How best to prevent cyber-
crime and to deter cyber criminals has become a
major policy question for states and international
agencies. The transnational nature of cybercrime
basically requires that states enact laws to har-
monise definitions of criminality and enhance
mutual cooperation across states.

4.3 The Council of Europe
Convention on Cybercrime:

Budapest Convention

A key problem in the prosecution of cybercrime
is that all the elements of the offence are rarely
found in the same jurisdiction. Often the offender
and the victim and even the evidence are located
in different jurisdiction thus requiring a high
degree of cooperation between the law enforcement
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agencies to investigate and prosecute (Brenner
2006). The extent that Asia has been able to
address the need for such cooperation is addressed
by describing the first international instrument
and the role it has played in developing cyber-
crime law in Asia.

The Council of Europe’s (CoE) 2001
Convention on Cybercrime, often referred to as
the Budapest Convention® is currently the only
multi-national agreement that provides for the
means to prosecute cybercriminals and represents
an important attempt to regulate cyberspace. In
order to harmonise criminal law and procedures
across the states of Europe for the prosecution of
cyber-criminals, the CoE’ drafted a convention
on cybercrime. The initiative can be traced back
to 1989 when the CoE published a set of recom-
mendations on the need for substantive criminal
law to criminalise harmful conduct committed
through computer networks. In 1997 the CoE
formed a Committee of Experts on Crime in
Cyberspace to draft a convention to facilitate
States’ cooperation in investigating and prosecut-
ing computer crimes and to provide a solution to
cybercrime problems through the adoption of an
international legal instrument (Council of Europe
2001a, b; ITU 2009; Keyser 2003; Weber 2003).
In November 2001, the Convention on Cybercrime
was opened for signature and it entered into force
on July 1, 2004 after ratification by the required
minimum five member countries.?

The Budapest Convention is supported by the
United Nations (UN) and because it also included
non-Council states it can be also regarded as an

SBudapest was the city in which the Convention was
opened for signature November 8, 2001.

"The Council of Europe (CoE), founded in 1949, com-
prises 45 countries, including the members of the European
Union (a separate entity), as well as countries from Central
and Eastern Europe. Headquartered in Strasbourg, France,
the CoE was formed as a vehicle for integration in Europe,
and its aims include agreements and common actions in
economic, social, cultural, legal and administrative
matters.

8Only after ratification by five states (including at least
three from members of the CoE) will the Convention enter
into force. Albania, Croatia, Estonia, Hungry and Lithuania
were the first five states to ratify the Convention.
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international, rather than regional, treaty (Archick
2006; Csonka 2000; Keyser 2003; Weber 2003).
Resolution 56/121, of the UN General Assembly
noted the work of international and regional
organisations in combating hi-technology crime,
and stressed the importance of the Convention on
Cybercrime. The UN also invited Member States,
when developing national laws, policy and prac-
tices aimed at combating the criminal misuse of
information technologies, to take into account the
work and “achievements” of other international
and regional agreements such as the Convention
(United Nations 2002).

The CoE Convention on Cybercrime (hereaf-
ter the Convention) has four parts: Chapter I
defines the terms used; Chapter II the measures to
be taken at the national level, including substan-
tive criminal law and procedural law; Chapter II1
establishes the general principles of international
cooperation and mutual assistance and Chapter
IV includes miscellaneous matters such as acces-
sion to the Convention.’

In terms of substantive laws, the Convention
lists four: (1) offences against the confidentiality,
integrity and availability of computer data and
systems, such as illegal access of a computer sys-
tem; interception of non-public transmissions of
computer data to, from, or within a computer sys-
tem; interference with computer data; interfer-
ence with computer systems, such as computer
sabotage and the misuse of computer-related
devices (e.g. ‘“hacker tools”), (2) computer-
related offences, including the traditional offences
of fraud and forgery when carried out through a
computer system, (3) content-related offences, in
order to control the use of computer systems as
vehicles for the sexual exploitation of children
and acts of a racist or xenophobic nature and
(4) offences relating to infringement of copyright
and related rights.

The procedural part of the Convention aims to
enable the prosecution of computer crime by
establishing common procedural rules and adapting

°For more detail description and discussion of the
Convention, please see Weber (2003) and Broadhurst
(2006b).
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traditional crime fighting measures such as search
and seizure, and it also creates new measures,
such as expedited preservation of data. As data in
cyberspace is dynamic, other evidence collection
methods relevant to telecommunications (such as
real-time collection of traffic data and intercep-
tion of content data) have also been adapted to
permit the collection of electronic data during the
process of communication by police or service
providers. The real-time collection of traffic data
and interception of content data are the most
intrusive powers in the Convention (Csonka
2000). The definition of “computer system” in
the Convention does not restrict the manner in
which the devices or group of devices may be
interconnected. These interception powers there-
fore also apply to communications transmitted by
means of any computer system, which could
include transmission of the communication
through telecommunication networks before it is
received by another computer system.

The Convention also makes it clear that inter-
national cooperation is to be provided among
contracting states “to the widest extent possible.”
This principle requires them to provide extensive
cooperation and to minimise impediments to the
rapid flow of information and evidence. The
Convention also creates the legal basis for an
international computer crime assistance network,
i.e. a network of national contact points perma-
nently available (the “24/7 network™). The net-
work established by the Convention is based on
experience gained from the network created by
the G8 and co-ordinated by the US Department
of Justice. Under the Convention, States are obli-
gated to designate a point of contact available
24 h a day, 7 days a week, in order to ensure
immediate assistance to investigations within the
scope of the Convention. The establishment of
this network is one of the most important provi-
sions provided by the Convention to ensure that
States can respond effectively to the law enforce-
ment challenges posed by computer crime.

The Convention [Article 6(1)(a)] also prohibits
“...the production, sale, procurement for use,
import, distribution” of software programs with
the purpose of committing crime. The intention of
this provision was to prevent the crimes poten-
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tially associated with these tools by banning their
creation and distribution. Use and possession are
also criminalised. However, if the purpose of the
program was for a legitimate purpose such as
“authorised testing or protection of a computer
system” then possession of such “malware” was
not criminalised [Article 6(2)]. An exemption
similar to the possession of certain pharmaceuti-
cals by medical practitioners for “legitimate” use,
and exceptions for forensic and preventative use
was also envisaged. So legitimate industry profes-
sionals are not adversely affected but has proven a
difficult law to implement, and each jurisdiction
can determine what sorts of malware might trig-
ger unlawful use. Attempts have been made to
control the use of these tools in Germany (German
Criminal Code Law 202c 2007), the UK, (Section
37, UK Computer Misuse Act amendment effec-
tive 2008), Taiwan (Article 362, Criminal Code)
and to some extent in China (Criminal Code 7th
amendment in 2009—Article 285) and Japan
(June 2011 Article 168-2 Japanese Criminal
Code). In July 2011 a European Union (EU) min-
isterial meeting proposed to make “hacking tools”
illegal but the definition of a “tool” has been ques-
tioned as well as the effectiveness of such a prohi-
bition. To date, there have been few prosecutions
in jurisdictions with relevant legislation, and
crime-ware is still readily available.

The continued proliferation of malware arises
in part because some states continue to be the
“weakest links” in the supposedly seamless cross-
national security web necessary to prevent cyber-
crime. Indeed the involvement of the state or at
least quasi-state actors in the dissemination and
use of crime-ware is a considerable impediment
to effective law enforcement. In some countries
in Asia, the absence of appropriate laws and/or
effective law enforcement enables their jurisdic-
tion to provide safe havens for cybercriminals.

4.4  Application of the Budapest

Convention in Asia

As in September 2012, the Convention has
received 47 signatories and of those, 37 countries
have ratified it after signing. The rapid ascension
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of the Convention reflects the importance of the
problem and the recognition that a multi-national
approach will be needed. Most of the signatory
countries are Member States of the CoE with only
four non-member States (Canada, Japan, South
Africa and the USA) signing the Convention. The
USA was the first non-member State to ratify the
Convention, however, the additional protocol to
the convention which specifically address hate
crime was excluded on the constitutional grounds
of the right to free speech. The accession by the
USA elevated the status of the Convention to an
international rather than a regional treaty.

As noted, most countries in Asia are not signa-
tories of the Convention. Although the conven-
tion is open to any non-member state wishing to
join only Japan has signed the treat while
Australia is likely to accede in late 2012 as the
relevant Bill has passed in Senate in August 2012
(Lee 2012). Nevertheless many Asian countries
have looked to the Convention for guidance on
new laws.

Using the Convention as a benchmark,
Microsoft (2007) investigated 14 countries' in
Asia to see whether their computer security laws
aligned with the requirements of the Convention.
It shows that, in 2007, most countries in Asia
could be classified as having either favourable
alignment or moderate alignment. Only India and
Indonesia were at that time classified as having a
weak alignment. Since the Microsoft report, new
laws against cybercrime have been introduced by
PR China, India, Indonesia and Japan. These
changes make the laws in those countries more
closely aligned to the essential requirements of
the Convention.

For example, amendments to the “Information
Technology Act (IT Act), 2000” (India IT Act
2000) were adopted by the Parliament of India
andratified on February 5,2009. The “Information
Technology (Amendment) Act, 2008” (IT Act
2008) reflected largely the requirements of the
Convention (Council of Europe 2009). Apart

"The countries investigated include Australia, China,
Hong Kong, India, Indonesia, Japan, Malaysia, New
Zealand, Philippines, Singapore, South Korea, Taiwan,
Thailand and Vietnam.
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from unauthorised access, introduction of viruses,
damage, disruption and denial of access in sec-
tion 43 of the India IT Act 2000, the amendments
also criminalised offences, such as using com-
puter codes or communication devices to dissem-
inate false information, dishonestly receiving or
retaining any stolen computer resources or com-
munication devices, fraudulently or dishonestly
making use of electronic signature, password or
other unique identification features of any other
person (see amendments to section 66—66A to
66F). Also amendments to section 67, enhanced
the punishment for publishing or transmitting
obscene material in electronic form from 3 to
5 years and also impose fines from 100,000 to
500,000 Indian Rupees (approximately
USD2,000-10,000). In addition, ancillary
offences in the draft Right to Privacy Bill now
before the Indian Parliament includes provisions
against illegal interception (Venkatesan 2011).
These amendments and new laws make India
more aligned to the requirements of the
Convention.

The Indonesian government enacted Law No.
11 of 2008 regarding Information and Electronic
Transactions. It passed substantive laws similar
to the Convention, including illegal access, ille-
gal interception, data interference, misuse of
devices, computer-related fraud and forgery
(Noor 2010). China and Japan also amended their
cybercrime laws, which aligned them more to the
Convention. In China, the offence of illegal
access only applied to the access to computer
systems used for state affairs, at national defence
facilities and in the aid of sophisticated scientific
work. This was widely criticised as inadequate.
Consequently, Amendment VII of the PRC
Criminal Law was promulgated in February
20009, corrected this deficiency and illegal access
to a computer system in areas other than those
previously proscribed could be sanctioned
(Article 285). The amendment also added sanc-
tions for those who provide a tool or process,
which is solely used for illegal access and unlaw-
ful control of a computer system in section 3 of
Article 285—in effect potentially criminalising
crime-ware.
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In 2009 Japan revised its Penal Code to further
address problems of cybercrime paving the way
for ascension to the Convention. The revision
made punishable the creation or distribution of a
computer virus, acquisition or storage of a virus,
and sending emails containing pornography
images to random groups of people. The amend-
ments also strengthened investigative powers by
permitting data to be seized or copied from com-
puter servers that are connected via online net-
works to a computer seized for investigation.
Authorities are also given the power to request
Internet service providers to retain communica-
tions logs, such as the names of email senders
and recipients, for up to 60 days (Kyodo 2011).

From the discussion above, we can see that
countries in Asia are not only amending their laws
to regulate offences against the confidentiality,
integrity and availability of computer data and
systems, content offences are also a focus.
Publishing or transmitting obscene material (espe-
cially obscene material involving a child) is now
punishable in most Asian countries.

However, there is still little consensus on what
constitutes content crime within the very diverse
Asian region. It has been observed that, in Asia,
notions of obscenity and pornography/erotica
vary widely from country to country. For exam-
ple, compared to people in China, Taiwan and
Hong Kong, the Japanese might have a higher
tolerance to erotic materials. Islamic countries
have a much less tolerant approach to obscene
materials. Many have a “zero tolerance” approach
where any form of nudity is recognised as being
obscene (Broadhurst 2006a).

Many countries (e.g. Australia, Italy, Norway,
Sweden, Switzerland, United Kingdom, China,
Iran, Saudi Arabia, Burma, Vietnam, Singapore and
Thailand) attempt to exercise control over undesir-
able or illegal content by blacklisting websites.
Although there is near universal criminalisation of
child pornography, most Internet content crime,
including those designed to incite racial or religious
vilification crime are not criminalised. Some coun-
tries (e.g. China, Singapore, Pakistan) also filter
social networking sites; however, it is also evident
that many attempts at blocking or filtering web
access can be readily overcome (OpenNet 2010).
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In summary, laws against cybercrime in most
countries in Asia are either favourably or moder-
ately aligned with the Convention. However,
dilemmas still exists when it comes to the inter-
pretation of certain types of content crime, and it
is likely that Asian countries (like the USA) may
only join the convention with exceptions to the
protocols on content crime.

4.4.1 The Development of the

Budapest Convention

Although the Convention is widely considered to
be the first international convention on cyber-
crime, and is accepted as such by the UN, some
countries regard it as a regional rather than inter-
national treaty. Harley (2010) argued that,
although the Convention is not strictly a regional
agreement, it is also not a global convention as
there is only one non-Member state of the CoE
(the USA) which has ratified the Convention."

The degree of participation of countries in Asia
region in the Convention is limited, and many
countries have yet to fully develop their cyber-
crime laws to the requisite standard. For example,
differences between Chinese laws and the
Convention may be the reason why China has not
signed the Convention. Although recent amend-
ments to its criminal laws have made China’s legal
responses to cybercrime more aligned to those of
the Convention, there still remains inconsistency
between Chinese criminal procedural law and the
requirements of the Convention, especially in
regard to search and seizure for the collection and
production of computer data.

Countries such as China, Russia and India
were not involved in the development of the
Convention and have at times argued that a UN
treaty or code would be more appropriate. This
seems to be reflected by a senior police officer
from China who stated (cited in Chang 2012):

...the Council of Europe has been in contact with
China, trying to persuade China to amend its law to
fit the requirements of the Convention. However,

! Japan has ratified the Convention on July 3, 2012.
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China did not care much about this issue then.
And, anyway, when they were drafting the conven-
tion, they did not invite China to join in the draft-
ing. Now they want us to join, we are not
interested.

In contrast the Taiwanese Government has
expressed an interest in signing the Convention
on Cybercrime, but is hindered by its ambiguous
political situation, where it is not recognised by
the Council of Europe as a country (Chang
2012).

Given the limited degree of participation of
countries in Asia in the Convention, China along
with India, South Korea, and a number of other
developing countries recently initiated a proposal
to create a new global cybercrime treaty. More
than 50% of the world’s population, or an esti-
mated 40% of all Internet users, do not come
under the auspices of the CoE Convention.

The CoE’s cybercrime convention needs to be
expanded or re-invented to capture the phenom-
enal growth of the Internet especially in Asia.
Previous attempts to develop a UN convention on
cybercrime may also need to be re-activated as
circumstances have changed considerably since
the late 1990s when the CoE began the lengthy
process of creating the convention through diplo-
matic and expert dialogue. The absence of effec-
tive regional mutual legal assistance and
cooperation in criminal matters in ASEAN and
wider Asia (Gordon 2009), especially cybercrime
(Thomas 2009) may be addressed via another
iteration of the convention engaging those parties
not originally at the table.

For some developing countries, the 2002
Commonwealth Nations model law on computer-
related crime and international cooperation pro-
vides guidance especially useful for those
jurisdictions sharing a common legal history.
Indeed it had been estimated that over a thousand
bilateral treaties between Commonwealth States
are required to ensure adequate mutual legal
assistance (United Nations 2010).

Developing countries may be reluctant to sign
on to the CoE convention because of the high
standards of procedural law and cooperation
required. The depth of the digital divide and the
difficulties of creating consensus should not be
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over-estimated in the context of a UN sponsored
process. Fears among the advanced technological
states that a UN instrument might result in a
“dumb” down version of the CoE convention will
have to be addressed in order to re-activate a
more widely accepted treaty format (Masters
2010). The reluctance of Brazil to sign on to the
CoE convention due to concerns about the crimi-
nalization of intellectual property (Harley 2010),
however, shows that agreement will not be pos-
sible on all issues. Traditions of dual criminality
in mutual legal assistance matters will remain a
significant hurdle and a hybrid or two-tiered uni-
versal or UN treaty in tandem with the CoE may
emerge. A global convention on cybercrime was
given further impetus by the recent recommenda-
tion of the 12th United Nations Congress on
Crime Prevention and Criminal Justice (United
Nations 2010, para 32). Given harmonisation of
responses to non-traditional security threats is
relatively novel, the CoE and Commonwealth
examples will be useful guides to a truly univer-
sal treaty.

4.5 Future Developments

in Cybercrime Law

As the Convention is based on the types of cyber-
crime that originated in the late 1990s, a number
of new problems and attack methods are not
explicitly covered by the Convention, and these
will require attention in future iterations. These
include the following.

4.5.1 Botnets

The use of botnets is arguably the most significant
development in cybercrime to arise since the
original signing of the Convention. Using large
numbers of networked infected-computers, bot-
net operators can launch highly damaging attacks,
including such serious crimes as DDoS attacks. It
can also be used to send out massive numbers of
spam and phishing messages. It is estimated that
80% of phishing incidents are related to botnets
(Schjolberg and Ghernaouti-Helie 2011). Large



4 Cybercrime in Asia: Trends and Challenges

botnets with hundreds of thousands of computers
have been discovered, and these have been
employed for purposes of cyber-terrorism and
cyber-warfare. Botnets may mimic in some ways
a form of cyber-organised crime (Chang 2012).

Using bot-infected computers as springboards
to launch cyber attacks, criminals can avoid inves-
tigation or disturb investigation as the compro-
mised computers are usually located in different
countries and there are still no guidelines for
international cooperation on investigation. Botnets
are now available for lease or purchase and can be
obtained on-line for a reasonable price. Criminals
without a technology background are able to
launch cyber-attacks by using readily available
malicious toolkits or they hire hackers to do so.
As bot-infected computers’ sellers and buyers can
potentially be located in different countries, real-
time cross-border cooperation in criminal investi-
gation becomes essential.

4.5.2 Cloud Computing

This relatively new configuration of data storage
and access is a form of shared data warehousing
long used by generic service providers such as
“gmail” and “yahoo” but brings new concerns in
relation to cyber-security. One problem may be
access to or retention of evidentiary data such as
log or ISP address data, for law enforcement.
“Cloud” computing provides computation, soft-
ware, data access and storage services often at
cheaper costs allowing users to store their data at
remote storage facilities provided by service
companies or to use software provided by those
companies. Users no longer need to physically
store their data on their own computer or buy
software for themselves. While it may be conve-
nient for users, cloud computing has the potential
to become a barrier to successful crime investiga-
tion (Schjolberg 2010).

4.5.3 Anonymity and Encryption

The relative anonymity with which people con-
duct themselves online can lend itself to illicit
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activity. The use of freely available tools to mask
IP addresses, locations and identities makes the
task of law enforcement more difficult, as does
the use of encryption programs to protect data
from third party access (see Chu, Holt and Ahn
2010). While these tools also have legitimate
uses, their easy availability to cyber criminals
may need to be addressed in future iterations of
cybercrime law. Indeed, some countries already
have specific law enforcement powers to compel
the release of encryption keys.

4.5.4 Social Networking

A considerable amount of cybercrime—includ-
ing online harassment, stalking and child groom-
ing—is made easier through the use of social
networking sites such as Myspace and Facebook.
These services are ideal for facilitating social
contact and business relationships, but they also
afford insufficient protection to unsophisticated
and vulnerable users such as children. Greater
attention to the possibilities for law enforcement
monitoring of such sites, assisted by the private
sector entities involved, may be required in the
interests of public safety. In turn, this may neces-
sitate a regulatory response that connects sex
offenders and law enforcement databases in a
more systematic way. Counter-arguments based
on privacy concerns usually ignore the privacy
and safety rights of victims of cybercrime.

4.5.5 A Universal Harmonised
Cybercrime Law

In order to fight transnational cybercrime, it is
widely agreed that there is a need for an interna-
tional convention that has universal application.
The EU and the USA support the CoE’s
Convention on Cybercrime and are encouraging
more states to sign and ratify it. They see a pro-
cess of socialising the Convention as the best way
forward and are opposed to the distraction of a
UN treaty and the watering down of its scope by
excluding intellectual property offences, among
others (USA 2011, p. 9):
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The development of norms for state conduct in
cyberspace does not require a reinvention of cus-
tomary international law, nor does it render exist-
ing international norms obsolete. Long-standing
international norms guiding state behavior—in
times of peace and conflict—also apply in
cyberspace

Despite the efforts of the USA and Europe, the
Convention has not reached a similar level of
acceptance in other regions and countries outside
the European region.

A new global cybercrime treaty was discussed
at the 12th United Nation Congress on Crime
Prevention and Criminal Justice in Salvador,
Brazil (United Nations 2010) and a draft treaty
presented by Norwegian Judge Stein Schjolberg
and Professor Solange Ghernauti-Hélie from the
University of Lausanne. This outlined measures
similar to the Convention but took into account
the criminal innovations noted above, such as
phishing, bot-nets, spam, identity theft and ter-
rorism (Schjolberg 2010). Compared with the
CoE’s Convention, the Draft replicated the proce-
dural law of the convention but deleted references
to intellectual property offences in cyberspace.
One of the key norms and standards identified in
the USA’s promotion of the rule of law in the
“International Strategy for Cybercrime” was the
protection of intellectual property and its elimi-
nation from a proposed UN cybercrime treaty
illustrated the significant differences that con-
tinue to undermine efforts to harmonise cyber-
crime laws. The Draft also proposed additional
criminal offences such as identity theft, mass
coordinated cyber-threats against critical infra-
structure, terrorism and the most serious cyber-
attacks including the criminalisation of
crime-ware and attack toolkits. Schjolberg (2011)
also proposed an international criminal court or
tribunal for cyberspace because not all countries
are willing to cooperate or are able to cooperate
and an international criminal court or tribunal
will be able to take action to investigate and pros-
ecute transnational cyber criminals.

Russia has also sought a UN convention
against cybercrime and along with China has
urged the UN to adopt a voluntary code. The
Russian Government has argued that the current
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CoE’s Convention on Cybercrime is outdated,
and did not address the problem of how to control
the use of the Internet in the spread of ideas or
skills relating to terrorism and cyber terrorism.
Neither does the current Convention, according
to this critiques put any emphasis on problems
such as identity theft and the emergence of social
networks and microblogs (Isakova 2011). If USA
policy is any guide to the likelihood of significant
changes in international approaches to cyber-
crime developments that restrict legitimate access
to the Internet rather than combat illegal activi-
ties will be unwelcome (USA 2011, pp. 19-20).

4.6 Conclusion
This chapter briefly reviewed developments in
cybercrime and the law-enforcement response in
Asia. We noted the rapid rise of cybercrime as a
problem and the relatively underdeveloped multi-
lateral response to it. Although the Budapest
Convention established a good base to harmonise
the differences in laws and regulations against
cybercrime between different countries, the
Convention has not been widely adopted by many
Asian countries or indeed as yet other parts of the
world. While this may be attributable to inconsis-
tencies with laws and regulations in some coun-
tries, for others there is reluctance to sign on to
what is seen as essentially a European instru-
ment. Even if laws are moderately or fully aligned
with the Convention, they may still not wish to
sign the Convention. This problem is unlikely to
be solved in the near future, and may frustrate
cross-national cooperation on cybercrime investi-
gation and prosecution. With the development of
new technologies such as cloud computing,
“smart” phones and social media, as well as the
emergence of botnets and the expansion of
encryption, the Convention requires updating.
Creating a network for illegal purposes and
selling or renting established botnets to commit
or facilitate criminal activities along with so-
called “attack toolkits” (e.g. ZeuS and Spyware)
should be more widely criminalised and may
help reduce organised crime in cyberspace.
The widespread incidence of identity theft as a
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common precursor offence requires a broad-based
prevention effort (Morris 2008; White and Fisher
2008). The problem of “hate” and “content”
crime will remain complex and more widespread
via social networks and the under-net, but with
no prospect of a universal approach although
prone to over-lap with criminal activity and enter-
prise. The potential for mitigation of transna-
tional cybercrime ultimately lies in effective
public—private partnerships and effective interna-
tional cooperation, albeit not completely depen-
dent on an international treaty (Wall 2007).
Greater understanding by government and com-
merce of the industrial scale of commercial
cybercrime, and the recognition of a sense of
“shared fate” in cyberspace, will quicken the
development of multilateral responses and the
capability for transnational crime control. Comity
can be promoted if wealthy states and affected
industries are prepared to fully aid those states or
agencies less capable of enacting and enforcing
appropriate laws. It can be argued, however, that
a strict enforcement agenda is usually not feasible
because of the limited capacity of the state, espe-
cially public policy agencies whose resources are
usually rationed (Broadhurst 2006b). A risk is
that over-regulation could stifle commercial and
technological development in developing coun-
tries and those sceptical of an interventionist
approach also argue that the marketplace may be
able to provide more effective crime prevention
measures (Newman and Clarke 2003) and
efficient solutions to the problems of computer-
related crime than the state.

References

AFP. (2010, March 12). Cybercrime surge pushes 2009
losses to 559 million dollars. Retrieved August 25,
2011, from http://www.france24.com/en/20100312-
cybercrime-surge-pushes-2009-losses-559-million-
dollars.

Archick, K. (2006). Cybercrime: The Council of Europe
Convention. Washington, DC: The Library of
Congress.

Barboza, D. (2010, February 1). Hacking for fun and profit
in China’s underworld. The New York Times. Retrieved
2011, from http://www.nytimes.com/2010/02/02/busi-
ness/global/02hacker.html?pagewanted=all.

Brenner, S. (2006). Cybercrime jurisdiction. Crime, Law
and Social Change, 46, 189-206.

Broadhurst, R. (2006a). Content cybercrimes: Criminality
and censorship in Asia. Indian Journal of Criminology,
34(1&2), 11-30.

Broadhurst, R. (2006b). Developments in the global law
enforcement of cyber-crime. Policing: An International
Journal of Police Strategies and Management, 29(3),
408-433.

Broadhurst, R., & Kim-Kwang Raymond Choo. (2011).
Cybercrime and on-line safety in cyberspace. In
C. Smith, S. Zhang, & R. Barbaret (Eds.), International
handbook of criminology (pp. 153-165). New York:
Routledge.

Chang, L. Y. C. (2012). Cybercrime in the Greater China
Region: Regulatory Responses and Crime Prevention
across the Taiwan Strait. Cheltenham: Edward Elgar.

Chang, Y. C. (2011). Cyber conflict between Taiwan and
China. Strategic Insights, 10(1), 26-35.

Chantler A.N., & Broadhurst, R. (2008, October 30).
Social engineering and crime prevention in cyber-
space’. Paper presented to the Korean Institute of
Criminology, Seoul.

Chu, B., Holt, T. J., & Ahn, G. J. (2010). Examining the
creation, distribution, and function of malware on-
line. Washington, DC: National Institute of Justice,
US Department of Justice.

Council of Europe. (2001a). Convention on cybercrime.
Retrieved November 17, 2009, from http://conven-
tions.coe.int/Treaty/en/Treaties/Html/185.htm.

Council of Europe. (2001b). Convention on cybercrime:
Explanatory report. Retrieved November 10, 2009, from
http://conventions.coe.int/Treaty/en/Reports/Html/185.
htm.

Council of Europe. (2009). Project on cyebercrime—final
report. Strasbourg: Council of Europe.

Csonka, P. (2000). The draft Council of Europe Convention
on Cybercrime: A response to the challenge of crime
in the age of the Internet? Computer Law & Security
Report, 16, 329-330.

Gordon, S. (2009). Regionalism and Cross-Border
Cooperation against crime and terrorism in the Asia-
Pacific. Security Challenges, 5(4), 75-102.

Guenther M. (2001). Social engineering—security aware-
ness series’; Information Warfare Site U.K. Accessed
December 20, 2006, from http://www.iwar.org.uk/
comsec/resources/sa-tools/Social-Engineering.pdf.

Harley, B. (2010, March 23). A global convention on
cybercrime? Columbia Science and Technology Law
Review, XI. Retrieved July 20, 2010, from http://www.
stlr.org/2010/03/a-global-convention-on-cybercrime/.

Huang, J. P. (2006, May 15). Chinese Net-army again
stormed the Ministry of National Defence. AppleDaily.
Retrieved January 10, 2011, from http://tw.nextmedia.
com/applenews/article/art_id/2609544/
IssuelD/20060515.

IBM. (2009). IBM Internet Security Systems X-Force 2009
mid-year trend and risk report. Somers, NY: IBM
Corporate.


http://www.france24.com/en/20100312-cybercrime-surge-pushes-2009-losses-559-million-dollars
http://www.france24.com/en/20100312-cybercrime-surge-pushes-2009-losses-559-million-dollars
http://www.france24.com/en/20100312-cybercrime-surge-pushes-2009-losses-559-million-dollars
http://www.nytimes.com/2010/02/02/business/global/02hacker.html?pagewanted=all
http://www.nytimes.com/2010/02/02/business/global/02hacker.html?pagewanted=all
http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm
http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm
http://conventions.coe.int/Treaty/en/Reports/Html/185.htm
http://conventions.coe.int/Treaty/en/Reports/Html/185.htm
http://www.iwar.org.uk/comsec/resources/sa-tools/Social-Engineering.pdf
http://www.iwar.org.uk/comsec/resources/sa-tools/Social-Engineering.pdf
http://www.stlr.org/2010/03/a-global-convention-on-cybercrime/
http://www.stlr.org/2010/03/a-global-convention-on-cybercrime/
http://tw.nextmedia.com/applenews/article/art_id/2609544/IssueID/20060515
http://tw.nextmedia.com/applenews/article/art_id/2609544/IssueID/20060515
http://tw.nextmedia.com/applenews/article/art_id/2609544/IssueID/20060515

62

R. Broadhurst and L.Y.C. Chang

Isakova, Y. (2011, July20). Russia opts for university anti-
cybercrime convention. Voice of Russia. Retrieved
September 7, 2011, from http://english.ruvr.
ru/2011/07/20/53481702.html.

ITU. (2009). ITU toolkit for cybercrime legislation.
Geneva: International Telecommunication Union.

Katyal, N. K. (2003). Digital architecture as crime con-
trol. Yale Law Journal, 112(8), 2261-2289.

Keyser, M. (2003). The Council of Europe Convention on
Cybercrime. Journal of Transnational Law and Policy,
12(2), 287-326.

Korean Institute of Criminology. (2011, August).
Newsletter: Virtual forum against cybercrme, 2011.
www.vfac.org.

Kyodo. (2011, June 17). Domestic cybercrime bill passed.
Japan Times. Retrieved September 6, 2011, from
http://search.japantimes.co.jp/cgi-bin/nn20110617x3.
html.

Lee, M. (2012). Cybercrime Bill passes Senate, set to
become law. ZDNet. Retrieved September 17, 2012,
from http://www.zdnet.com/au/cybercrime-bill-pass-
es-senate-set-to-become-law-7000002971/.

Lessig, L. (1999). Code and other laws of cyberspace.
New York: Basic Books.

Masters, G. (2010, April 23). Global cybercrime treaty
rejected. SC Magazine. Retrieved September 21, 2010,
from  http://www.scmagazineus.com/global-cyber-
crime-treaty-rejected-at-un/article/16863/.

Microsoft. (2007). Asia Pacific legislative analysis:
Current and pending online safety and cybercrime
laws. Retrieved July 11, 2011, from http://www.itu.
int/ITU-D/cyb/cybersecurity/docs/microsoft_asia_
pacific_legislative_analysis.pdf.

Miniwatts Marketing Group. (2011). Internet World Stats.
Retrieved August 25, 2011, from http://www.internet-
worldstats.com/stats.htm.

Newman, G., & Clarke, R. (2003). Superhighway rob-
bery: Preventing e-commerce crime. Devon: Willan
Publishing.

Noor, M. (2010). Cyber legislation of Indonesia. Paper
presented at the Octopus Interface Conference—
Cooperation against Cybercrime. Retrieved July 11,
2011, from http://unpan].un.org/intradoc/groups/pub-
lic/documents/UNGC/UNPAN040467.pdf.

Norton. (2010). Norton cybercrime report: The human
impact. Retrieved July 25, 2011, from http://us.norton.
com/theme.jsp?themeid=cybercrime_report.

Ollman, G. (2008). The evolution of commercial malware
development kits and colour-by-numbers custom mal-
ware. Computer Fraud & Security, 9, 4-1.

OpenNet. (2010). OpenNet Institute 2009 survey.
Accessed July 5, 2010, from http://opennet.net/
research/regions/asia.

Parry, R. L. (2009). North Korea launches massive cyber
attack on Seoul. The Times. Retrieved July 26, 2011,
from  http://www.timesonline.co.uk/tol/news/world/
asia/article6667440.ece.

Poulsen, K. (2011, April 27). PlayStation network hack:
Who did it? Wired New. Accessed September 28,

2011, fromhttp://www.wired.com/threatlevel/2011/04/
playstation_hack/.

Schjolberg, S. (2010). A cyberspace treaty—a United
Nations convention or protocol on cybersecurity and
cybercrime (A/CONF.213/IE/7). Retrieved March 11,
2011, from http://www.cybercrimelaw.net/documents/
UN_12th_Crime_Congress.pdf.

Schjolberg, S. (2011). An international criminal court or
tribunal for cyberspace (ICTC). New York: EastWest
Institute.

Schjolberg, S., & Ghernaouti-Helie, S. (2011). A global
treaty on cybersecurity and cybercrime (2nd ed.).
http://www.cybercrimelaw.net/documents/A_Global_
Treaty_on_Cybersecurity_and_Cybercrime,_Second_
edition_2011.pdf.

Symantec. (2011, April 2011). Symantec internet security
threat report (Vol. 16). Cupertino, CA: Symantec
Corporation.

Symantec. (2007a). Symantec APJ Internet Security
Threat Report XI: Trend for July—December 06.
Cupertino, CA: Symantec Corporation.

Symantec. (2007b). Symantec APJ Internet Security
Threat Report XII: Trend for January—June 07.
Cupertino, CA: Symantec Corporation.

Symantec. (2008). Symantec APJ Internet Security Threat
Report XIII: Trend for July—December 2007.
Cupertino, CA: Symantec Corporation.

Symantec. (2009). Symantec APJ Internet Security Threat
Report XIII: Trend for 2008. Cupertino, CA: Symantec
Corporation.

Takahashi, D. (2011). Hacktivist group Anonymous
launches “payback” cyber attack on Sony. Retrieved
July25,2011, fromhttp://venturebeat.com/2011/04/03/
hacktivist-group-anonymous-launches-payback-
cyber-attack-on-sony/.

Telegraph. (2011). Sony says 25 m more users hit in sec-
ond cyber attack. The Telegraph. Retrieved July 25,
2011, from http://www.telegraph.co.uk/technology/
sony/8489147/Sony-says-25m-more-users-hit-in-
second-cyber-attack.html.

The Parliament of the Commonwealth of Australia.
(2011). Report 116 treaties tabled on 24 and 25
November 2010, 9 February and 1 March 2011.
Canberra: The Parliament of the Commonwealth of
Australia.

Thomas, N. (2009). Cyber security in East Asia: Governing
anarchy. Asian Security, 5, 1-23.

Trend Micro. (2009). Trend micro 2008 annual threat
roundup and 2009 forecast. Cupertino, CA: Trend
Micro Inc.

United Nations. (2002). Resolution adopted by the gen-
eral assembly on combating the criminal misuse of
information technologies (A/RES/56/121). Retrieved
September 25, 2009, from http://daccessdds.un.org/
doc/UNDOC/GEN/N01/482/04/PDF/N0148204.
pdf?OpenElement.

United Nations. (2010). Recent developments in the use
of science and technology by offenders and by com-
petent authorities in fighting crime, including the


http://english.ruvr.ru/2011/07/20/53481702.html
http://english.ruvr.ru/2011/07/20/53481702.html
http://www.vfac.org
http://search.japantimes.co.jp/cgi-bin/nn20110617x3.html
http://search.japantimes.co.jp/cgi-bin/nn20110617x3.html
http://search.japantimes.co.jp/cgi-bin/nn20110617x3.html
http://search.japantimes.co.jp/cgi-bin/nn20110617x3.html
http://www.scmagazineus.com/global-cybercrime-treaty-rejected-at-un/article/16863/
http://www.scmagazineus.com/global-cybercrime-treaty-rejected-at-un/article/16863/
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/microsoft_asia_pacific_legislative_analysis.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/microsoft_asia_pacific_legislative_analysis.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/microsoft_asia_pacific_legislative_analysis.pdf
http://www.internetworldstats.com/stats.htm
http://www.internetworldstats.com/stats.htm
http://unpan1.un.org/intradoc/groups/public/documents/UNGC/UNPAN040467.pdf
http://unpan1.un.org/intradoc/groups/public/documents/UNGC/UNPAN040467.pdf
http://us.norton.com/theme.jsp?themeid=cybercrime_report
http://us.norton.com/theme.jsp?themeid=cybercrime_report
http://opennet.net/research/regions/asia
http://opennet.net/research/regions/asia
http://www.timesonline.co.uk/tol/news/world/asia/article6667440.ece
http://www.timesonline.co.uk/tol/news/world/asia/article6667440.ece
http://www.wired.com/threatlevel/2011/04/playstation_hack/
http://www.wired.com/threatlevel/2011/04/playstation_hack/
http://www.cybercrimelaw.net/documents/UN_12th_Crime_Congress.pdf
http://www.cybercrimelaw.net/documents/UN_12th_Crime_Congress.pdf
http://www.cybercrimelaw.net/documents/A_Global_Treaty_on_Cybersecurity_and_Cybercrime,_Second_edition_2011.pdf
http://www.cybercrimelaw.net/documents/A_Global_Treaty_on_Cybersecurity_and_Cybercrime,_Second_edition_2011.pdf
http://www.cybercrimelaw.net/documents/A_Global_Treaty_on_Cybersecurity_and_Cybercrime,_Second_edition_2011.pdf
http://venturebeat.com/2011/04/03/hacktivist-group-anonymous-launches-payback-cyber-attack-on-sony/
http://venturebeat.com/2011/04/03/hacktivist-group-anonymous-launches-payback-cyber-attack-on-sony/
http://venturebeat.com/2011/04/03/hacktivist-group-anonymous-launches-payback-cyber-attack-on-sony/
http://www.telegraph.co.uk/technology/sony/8489147/Sony-says-25m-more-users-hit-in-second-cyber-attack.html
http://www.telegraph.co.uk/technology/sony/8489147/Sony-says-25m-more-users-hit-in-second-cyber-attack.html
http://www.telegraph.co.uk/technology/sony/8489147/Sony-says-25m-more-users-hit-in-second-cyber-attack.html
http://daccessdds.un.org/doc/UNDOC/GEN/N01/482/04/PDF/N0148204.pdf?OpenElement
http://daccessdds.un.org/doc/UNDOC/GEN/N01/482/04/PDF/N0148204.pdf?OpenElement
http://daccessdds.un.org/doc/UNDOC/GEN/N01/482/04/PDF/N0148204.pdf?OpenElement

4 Cybercrime in Asia: Trends and Challenges

63

case of cybercrime’. Working paper A/CONF.213/9,
UN 12th Congress on Crime Prevention and Criminal
Justice, Salvador, Brazil, 12-19 April 2010 22
January 2010. Accessed July 6, 2010, from http://
www.unodc.org/documents/crime-congress/12th-
Crime-Congress/Documents/A_CONF.213_9/
V1050382e.pdf.

United States General Accounting Office. (2010, June).
Cybersecurity: Key challenges need to be addressed to
improve research and development. Accessed July 5,
2010, from http://www.gao.gov/new.items/d10466.
pdf.

United States of America. (2011, May). International
strategy for cyberspace: Prosperity, Security, and
Openness in a Networked World. White House.
Accessed September 26, from www.whitehouse.org.

Venkatesan, J. (2011). Bill on ‘right to privacy’ in mon-
soon session: Moily. The Hindu. Retrieved July 11,

2011, from http://www.thehindu.com/news/national/
article2082643.ece.

Wall, D. (2007). Policing cybercrimes: Situating the pub-
lic police in networks of security within cyberspace’.
Police Practice and Research: An International
Journal, 8(2), 183-205.

Weber, A. M. (2003). The Council of Europe’s convention
on cybercrime. Berkeley Technology Law Journal, 18,
425-446.

White, M., & Fisher, C. (2008). Assessing our knowledge
of identity theft: The challenges to effective preven-
tion and control efforts. Criminal Justice Policy
Review, 19(1), 3-24.

Xu, S. C. (2009). Over 3,100 cyber attacks towards
Taiwanese Government System were originated by
Chinese cyber army. Liberty Times. Retrieved
September 21, 2010, from http://www.libertytimes.
com.tw/2009/new/mar/24/today-fo2.htm.


http://www.unodc.org/documents/crime-congress/12th-Crime-Congress/Documents/A_CONF.213_9/V1050382e.pdf
http://www.unodc.org/documents/crime-congress/12th-Crime-Congress/Documents/A_CONF.213_9/V1050382e.pdf
http://www.unodc.org/documents/crime-congress/12th-Crime-Congress/Documents/A_CONF.213_9/V1050382e.pdf
http://www.unodc.org/documents/crime-congress/12th-Crime-Congress/Documents/A_CONF.213_9/V1050382e.pdf
http://www.gao.gov/new.items/d10466.pdf
http://www.gao.gov/new.items/d10466.pdf
http://www.whitehouse.org
http://www.thehindu.com/news/national/article2082643.ece
http://www.thehindu.com/news/national/article2082643.ece
http://www.libertytimes.com.tw/2009/new/mar/24/today-fo2.htm
http://www.libertytimes.com.tw/2009/new/mar/24/today-fo2.htm

Triad, Yakuza, and Jok-Pok: Asian
Gangsters in Cinema

Paul T. Lankin and Phillip C. Shon

5.1 Introduction
Q. Lu (aka H. Ming) fetched meals and ran petty
errands for his bosses—a gopher. He was like
other youths in a North American city Chinatown
where he worked menial jobs in the hopes of
being noticed by a Dai Lo (big brother) or a gang
leader. He was eventually noticed by his first
boss, A. Tran. From there, Lu’s career as a gang-
ster steadily rose, from running errands to assum-
ing protection and security duties for Tran’s
gambling dens and brothels. Tran, however, was
assassinated in 1991 in Toronto’s Chinatown over
a gambling debt. Lu’s second boss, L. Cham, was
also assassinated in 2000 by a hitman from
Quebec. Thus, almost by default, the former
gopher assumed the role of a gangster boss and
took over the loan sharking and other illegal
operations in the city (e.g., marijuana grow oper-
ations, gaming dens). Lu incurred a large sum of
gambling debt in 2007 after a trip to Macau; his
daughter reported him missing shortly after his
return. In May of 2010, Lu’s body, stuffed inside
a barrel, was pulled out of Lake Ontario (see
Lamberti 2010).

While the yakuza was inaugurated in the mod-
ern era in the ashes of post World War I (WWII)
Japan by returning soldiers who provided security,
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order maintenance, and a preexisting distribution
network for American goods and relief funds
(Yamagata 2001), in addition to the usual vices
such as gambling and prostitution (Saga 1991),
contemporary Japanese gangsters appear to have
moved well beyond the traditional forms of ille-
galities. In fact, the Japanese National Police
Agency recently reported that the yakuza had
penetrated the stock exchanges in various Japanese
cities by manipulating and trading shares of pub-
licly listed companies, thus shaking the confidence
of the trading public and investors (Lewis 2008a).
In fact, Japanese gangsters had gone so far as to
set up ghost companies as a way of manipulating
stock prices, and creating financial auditing firms
to sign-off on falsified accounting and fabricated
company books (Lewis 2008b).

In January of 2010, the United States Drug
Enforcement Administration (DEA) officials
found close to 50 g of methamphetamine hidden
inside a photo album. The drugs were shipped to
South Korea via Mexico and the United States
using the global shipping company FedEx. South
Korean law enforcement officials and DEA inves-
tigators set up a sting operation to arrest the cul-
prits. The investigation ultimately led to the arrest
of Mr. Seo and Mr. Moon, both Korean gangsters
living in Korea (“South Korea, USA cooperate in
crackdown on drug trafficking” 2010). Such
changes in organized crime business arose,
according to police, after the Korean National
Police Agency began a massive crackdown
against organized crime groups—gangsters—in
South Korea in August of 2008, for extorting
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money from street vendors, small businesses, and
entertainment agencies; it was also reported that
the police crackdown on the sex trade compelled
Korean gangsters (jok-pok) to seek alternative
sources of income (“South Korean police plan
intensive crackdown on organized crime” 2008).

Whether the illegal activity is loan sharking in
Macau resulting in a contract murder in Toronto
(Canada), stock manipulation and fraudulent
accounting in Osaka (Japan), or smuggling nar-
cotics to South Korea via the United States and
Mexico, the examples used above illustrate the
transnational and international character of orga-
nized criminal enterprises (Chin et al. 1998; c.f.
Zhang and Chin 2003). For the purposes of this
paper, an “organized crime group” is defined as “a
structured group of three or more persons existing
for a period of time acting in concert with the aim
of committing one or more serious crimes or
offenses ... in order to obtain, directly or indi-
rectly, a financial or other material benefit”
(Finckenauer and Chin 2006, p. 22). In this paper,
the term “triad” is used primarily to refer to orga-
nized crime groups that originate and operate out
of Hong Kong and surrounding areas (e.g.,
Kowloon, Macau) (Chin 1995; Song and Dombrink
1994); the term “‘yakuza” is used primarily to refer
to organized crime groups that originate and oper-
ate out of Japan (Yamagata 2001); the term “jok-
pok” is used primarily to refer to organized crime
groups that originate and operate out of South
Korea. Although Lee (2006) uses the term “keon-
dal” to describe Korean mafia-like figures, it is
used in a singular nominative sense; the term “jok-
pok” (people of violence), however, describes
Korean organized crime groups as a collective
whole, similar to the way “triad” and “‘yakuza” are
used. In this paper, we use the broad term “Asian
gangsters” to refer to organized crime groups that
engage in offenses for financial and material gain
from the respective countries of China (Hong
Kong), Japan, and South Korea. This paper exam-
ines the portrayals of Asian gangsters in Asian
(Chinese, Japanese, Korean) cinema.

There are several reasons why an examination
of Asian gangsters in cinema is warranted. First,
findings from previous research on Asian orga-
nized crime groups are inconsistent and peppered
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with incomplete findings on the types of illicit
activities of the Asian crime groups. This condi-
tion may be attributed to the fact that Asian
organized crime groups are exceedingly secretive
and difficult to infiltrate: there has been an over-
reliance on secondary sources, such as law
enforcement and journalistic accounts (Zhang and
Chin 2008). Consequently, this reliance on news
media outlets has resulted in inconsistencies when
discussing the types of legitimate and illegitimate
activities of Asian organized crime groups.

For example, previous research has found that
Asian organized crime syndicates have engaged in
transnational narcotics trafficking and human
smuggling throughout the Americas (Hudson 2003;
Miro 2003; Richard 1999), while other findings
have disputed those claims (Chin 2009; Finckenauer
and Chin 2006; Lo 2010; Zhang and Chin 2003,
2008). With such contradictory results that emerge
out of state-sponsored research and academia, pop-
ular forms of entertainment such as movies may be
one of the most accessible ways that the public
gains information about triads, yakuza, and jok-
pok in their respective countries. It behooves us to
critically examine the contents of those films to dis-
cern how they might shape the public’s perception
of crime groups in their countries.

Second, if movies about triads, yakuza, and
jok-pok glamorize gangster life, by giving the
impression that gangsters dominate cityscape and
city life and live the “good life,” surrounded by
gorgeous women while their relations with other
gangsters are marked by a code of honor and
chivalry (Yin 2009), then such popularly held
preconceptions about gangster life in Asian gang-
sters movies warrant a serious examination of
their accuracy and such enduring stereotypes.
Assessing the accuracy of Asian gangster stereo-
type in cinema is a topic that has not been
addressed by previous research. This paper rem-
edies that deficiency in the existing literature.

Third, some have asserted that the growing
number of films about triads—and perhaps Asian
gangster films in general—in Hong Kong may
promulgate fear amongst the viewing public by
sensationalizing their dangerousness and threat
to society (Finckenauer and Chin 2006, p. 101).
Such fear mongering in fact may empower
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organized crime groups by allowing them to
expand and conduct their operations without
disruption and without the fear of citizen inter-
vention (Chu 2005). Therefore, it behooves us to
examine the accuracy of previous claims. Are
Asian gangster films likely to perpetuate fear?
We provide a provisional answer in this paper.

Fourth, we did not use representations of Asian
gangsters in Western (i.e., Hollywood) films.
While such a study would have been valid—and
interesting—in its own right, we had serious
reservations about using portrayals of Asian
gangsters in Western cinema. That is because
Hollywood has not been kind to Asians, Chinese
men in particular. Asian women have usually
been cast as the exotic, enigmatic, and sexualized
“dragon lady” of the Orient (Said 1978). And
rather than telling the story of Asian women
and their unique and culturally nuanced histories
and contingencies, they have been constructed as
the object of European males’ desire, as well the
desiring beings of European men (Chan 2001,
2007; Kang 1993; Kim 2006). Asian men, on the
other hand, have been tacitly constructed as asex-
ual creatures (Okazaki 2002), undesirable as
objects of female sexual desire, unworthy and
incapable of sexual and emotional intimacy by
virtue of their race and their race alone (Chen
1996). Or when Asian men have appeared in
“masculine” roles, they have still been relegated
as nonsexual martial artists (Chan 2000) who
speak with a comedic Asian accent (Park et al.
2006), or perverts and criminals (Shek 2006).

Thus, we did not want to begin this paper with
such a heavy historical baggage from the start.
Instead, we wanted to examine the cinematic
lives of Asian gangsters in their own turf, told by
Chinese, Japanese, and Korean—Asian—
screenwriters and directors, through films that
were intended for those respective audiences
(Park 1992). Through a critical examination of
portrayals of Asian gangsters in cinema, we
attempt to remedy the gaps noted in the preced-
ing paragraphs. By doing so, we hope to be able
to contribute to the literature in the following
areas: (1) Asian criminology, (2) Asian gang
studies, (3) Asian cinema studies, and (4) Asian
masculinity.
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5.2 Background

There are an abundant number of active Asian
organized crime groups that are often depicted in
films, in Asia, as well as internationally (Berry
et al. 2003). The most prominent organized crime
groups in Asia are the triads, the Green Gang,
Chinese refugee gangs, the Jiaotou brothers, and
common Chinese/Taiwanese street gangs who, as
a whole, operate in a variety of illicit and lucra-
tive activities (Huang 2006). These groups can be
classified as traditional hierarchies, hybrid orga-
nizations, and/or criminal networks (Xia 2008).
The triads are the largest international Asian
organized crime groups with over 300 factions
known as “umbrella groups,” such as the Sun Yee
On, 14K, and Wo Shing Wo (Chu 2005; Bolz
1995; Finckenauer and Chin 2006). Although
Asian organized crime groups vary in size,
flexibility, and structure, monopolistic organiza-
tions such as the triads have a multigenerational
hierarchy that is universal, regional, and territo-
rial in their illicit activities to ensure stable clien-
tele and long-term profits (Zhang and Chin 2003;
Berry et al. 2003).

Internationally, triads have begun to form
affiliations with other criminal syndicates and
entrepreneurs, such as the tongs in the United
States, in order to expand their operations and
influence globally (Bolz 1995). While common
parlance conflates triads and tongs as synonymous
entities, there is a distinction that needs to be
made. Triads are a criminal group whose sole pur-
pose is to make money through illicit activities
such as extortion, drug trafficking, gambling, and
racketeering (Finckenauer and Chin 2006). Tongs,
on the other hand, are community and civic orga-
nizations within Chinatowns; and while tongs
originally began as operators of opium dens and
gambling halls, they are more accurately described
as intermediaries between ethnic Chinese com-
munity and the English-speaking world—a com-
munity self-help organization (Chin 1995). That
fact, however, does not mean that tongs do not
exert influence—positive and negative—in their
communities (Kelly et al. 1993a, b). As Asian
organized crime groups form relationships and
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cooperate with other triad factions, criminal syn-
dicates, and tongs, such connections have the
potential to enhance international economic
opportunities, concurrently planting the seeds of
institutionalization (Hagedorn 2009; Joe 1994).
Triads have presently cooperated with organiza-
tions who were once rivals and other Asian crime
syndicates to create a cohesive structure that
allows them to take advantage of weaknesses in
international law enforcement, borders, and gov-
ernments (Zhang and Chin 2003).

The literature on Asian organized groups is
marked by inconsistencies regarding the extent
and characteristics of illicit criminal activities of
Asian organized crime groups in the area of
human smuggling and drug trafficking. Often,
law enforcement and the media report and accept
the validity of Asian organized crime groups as
the responsible culprits of the two preceding ille-
galities (Chin 1996). Bolz (1995) reported that
Asian organized crime groups have dominated
these industries through false front triad-owned
travel agencies, where they have planned routes,
false identification papers, and worldwide associ-
ates that assist them. As an example, it was
alleged by the United States State Department
that Hana Tours, a travel agency located in Seoul,
South Korea, falsified employment information
on visa applications for their female clients. The
diplomatic cable from the American embassy in
Seoul alleged that Hana Tours would flood the
consular office with 20-30 visa applications in
the hopes of getting six to nine women through
(Richard 1999).

Miro (2003) also alleges that Asian criminal
organizations—triads, yakuza, “Korean-Mafia”—
are extremely active in Latin America, engaging
in the trafficking of women, human smuggling,
narcotics distribution, and counterfeit production
and sales. Similarly, Husdon (2003) posits that
triads, yakuza, and “Korean-Mafia” operate out
of the Tri-Border area of Argentina, Brazil, and
Paraguay, extorting ethnically owned businesses
and engaging in the manufacture and sale of
counterfeit goods. As it relates to trafficking of
women, Richard (1999) states that such offenses
necessitate intercontinental cooperation and col-
laboration, for women who are trafficked must
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travel from the country of origin through transit
countries, and ultimately, to destination countries,
which require the complicity of entrepreneurs in
the private sector, immigration agencies, and law
enforcement. Academic researchers, however,
claim that narcotics trafficking and human smug-
gling out of Asia are carried out by independent
entrepreneurs who form temporary criminal
enterprises that are opportunistic and nonhierar-
chal, ranging from three to five individuals
(Zhang and Chin 2003), or in exceptional cases,
one talented person (Sein 2008).

Again, although most research acknowledges
that Asian organized crime syndicates are
involved in the production and international dis-
tribution of narcotics, some have disputed claims
of transnational drug trafficking and human
smuggling on the part of Asian crime groups
(e.g., Chin 2009; Dupont 1999; Zhang and Chin
2003, 2008). That challenge to findings from
operational based studies materialized from the
painstaking and diligent work from those who
have carried out in-depth qualitative fieldwork
with the major players in the illicit enterprises of
Asian organized crime groups (Chin 1996, 1999,
2009; Zhang and Chin 2001, 2002, 2003, 2008).
As an example, the Golden Triangle, located in
the border areas of Thailand, Burma, and Laos, is
one of the largest producers of heroin in the
world, but the individuals operating in it are not
part of any organized crime syndicate (Dupont
1999; Chin 2009). Asian organized crime groups
often decline to participate in these trades as it is
inherently risky, highly competitive, and expen-
sive and has the potential to destroy their gangs
(Joe 1994; Zhang and Chin 2003). Asian orga-
nized crime group members and leaders have,
however, become opportunistically involved in
the drug trade and smuggling activities as entre-
preneurs (Soudijn and Kleemans 2009).

Despite such noted inconsistencies, there is
consensus as to the types of illicit activities Asian
crime groups undertake. Triads, yakuza, and
jok-pok operate sophisticated multimillion-dollar
industries in cross-national narcotics trafficking,
counterfeiting, prostitution, arms trafficking,
gambling dens, extortion, armed robbery, credit
card theft and fraud, loan sharking, money
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laundering, fraud, contract killings, and the kid-
napping and trading of women and minors for
entertainment industries (Bolz 1995; Berry et al.
2003; Chin 1996; Finckenauer and Chin 2006;
Hughes et al. 2007; Huang 2006; Kelly et al.
1993a, b; Lindberg et al. 1998). These organized
crime groups not only have the reputation to
allow them to engage in such activities, but they
also have the skills (e.g., specialized workers)
and connections to maximize profits while
expanding across international borders (Edwards
and Levi 2008; Chu 2005; Xia 2008).

Asian organized crime groups are able to
effectively operate illicit activities precisely
because they have motivated customers who
demand their services (Edwards and Levi 2008).
For example, Dupont (1999) stated that there are
over fifteen million opium addicts in China,
making the heroin industry a high-demand, mul-
tibillion-dollar industry. To meet that demand
and to evade detection, Asian crime groups
employ tactics (e.g., compartmentalization) to
avoid detection (e.g., use of runners and enforc-
ers). For example, enforcers are responsible for
ensuring the safety of the organized crime group
and its markets while runners perform the risky
task of transporting large quantities of contra-
bands (Levitt and Venkatest 2000). Those
employed in such roles accept the risks of the job,
including death, injury, and arrest. However,
Asian gangs have often employed the vulnerable,
impoverished, and unemployed by delegating
risky tasks to them (e.g., drug mules) due to their
expendability (Dupont 1999; Huisman 2008).

In addition to their illegitimate activities, Asian
organized crime groups also have legitimate and
semi-legitimate businesses as they become insti-
tutionalized (Hagedorn 2009). Asian crime groups
cloak their criminal identities in the guise of legit-
imacy and benign sociality by penetrating into
politics and to uphold some sense of “Mianzi” or
“face” (Chin and Godson 2006; Huisman 2008).
The triads, yakuza, and jok-pok have been known
to invest in legitimate businesses such as bars,
restaurants, hotels, casinos, and the entertainment
industry (e.g., film production companies; talent
scout agencies) (Chu 2005; Edwards and Levi
2008). They also have been known to be involved
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in semi-legitimate businesses such as debt collection
companies, security firms, consulting companies,
nightclubs, and loan companies (Huang 2006;
Litner 2004). These businesses are used to
increase their economic capital, expand their
empire, and financially support their illegitimate
activities. Edwards and Levi (2008) and Chin
(1996) state in their research that Asian organized
crime groups use these businesses as fronts for
illicit businesses such as protection rackets and
extorting local independent Asian businesses.

To operate in both transnational and locally
based legitimate and illegitimate markets, Asian
organized crime groups have effectively used
intimidation, threats, and violence against other
criminal syndicates, criminal entrepreneurs, law
enforcement, and government officials or the
general public (Chu 2005; Lindberg et al. 1998).
The use of violence creates absolute power that
protects and establishes control of monopolistic
enterprises (Huang 2006; Xia 2008). This control
is commonly done through shootings, kidnap-
pings, assassinations, car bombings, assaults, and
intimidation (Litner 2004; Lo 2010). For exam-
ple, in the 1990s, Asian gangsters intimidated
individuals and actors to gain control of the film
and entertainment industry (Chu 2005). One of
the most prominent forms of violent crimes com-
mitted by Asian organized crime groups is that of
extortion, as gang members intimidate and
threaten violence for “money” (e.g., protection
fees) and political considerations (Chin 1996).

Asian organized crime groups also engage in
intra-gang and intergang violence. Intra-gang
violence is based on the strict codes of conduct
and oath allegiances, as members are obligated to
remain faithful to their groups based on fear of
severe gang discipline (Zhang and Chin 2003;
Bolz 1995). Intergang violence is more frequent
as violence can erupt due to disrespect, settling
conflicts, and eliminating competitors from
specific markets (Chin 1996). However, Asian
organized crime groups try to avoid violence all
together as it provides unwanted attention that
could disrupt gang activities (Joe 1994).

The methods employed by Asian crime groups
have also affected government as well. Graft and
bribery of public officials for “favors’ has resulted
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in what has been termed “protective umbrellas”
(Van Duyne 1996). A “protective umbrella” is
made up of corrupt members of political parties,
army officials, and the police, who often cooper-
ate and provide favors and privileged information
to Asian organized crime syndicates; known as
“black gold politics” (Huang 2006; Zhang and
Chin 2008; Lo 2010), public officials in turn
receive cash, drugs, lavish dinners, and sexual
favors from crime groups in exchange for
confidential information. The effect of “protec-
tive umbrellas” is to weaken the state’s legitimacy
as the government has protected criminal enter-
prises by providing financial support and politi-
cal information to these organized crime groups
(Chin and Godson 2006; Huang 2006; Xia 2008).
It has been shown that Asian organized crime
groups have cooperated with members of politi-
cal parties by providing services such as kidnap-
ping and assassinations and in return for some
legal leeway which allows them to operate with
immunity (Litner 2004). For example, if orga-
nized crime syndicates in Hong Kong are deemed
patriotic and concerned with Hong Kong’s pros-
perity, they are given patriotic immunity in the
crimes they commit despite the fact they pose a
long-term social, political, and economic threat
(Bolz 1995; Lo 2010).

Triads, yakuza, and jok-pok have always been
in the public spotlight because of the menacing
ways they are portrayed in film and in the media.
However, in reality, most gangsters are less color-
ful than the portrayals in Asian gangster cinema
(Litner 2004). For instance, some have contended
that the Asian film industry has offered glamor-
ized depictions of these secret societies of gang-
sters which has created myths and misconceptions
(Zhang and Chin 2003). The media has often
accepted the exaggerated and stereotypical views
of Asian gangsters without reliable empirical evi-
dence which has contributed to the inconsisten-
cies reported in the literature (Zhang and Chin
2008; Chin 1996). Zhang and Chin (2008) found
that Asian crime syndicates may be more of a
cultural icon in the media as they are only
involved in about 5-10% of all crimes. This
finding is consistent with Chu’s (2005) findings
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that most of the public in Asia do not feel like
their everyday lives are affected in any way by
Asian gangsters.

We contend that there needs to be serious
attention placed on Asian gangsters in cinema
to determine the validity of these portrayals for
several reasons. First, much of the existing
scholarly work inconsistently reports on the
types of illicit activities of Asian organized
crime syndicates, specifically those of human
smuggling and drug trafficking. As there is no
universal consensus, Asian gangsters in cinema
play a significant role in how the public per-
ceives organized crime groups and their activi-
ties, which may lead to the creation and
perpetuation of undue fear in the public (Chu
2005). Second, scholars have often blamed the
media for manipulating the fear surrounding
Asian organized crime groups; however, no
scholarly work has examined how these gang-
ster films may perpetuate fear. This deficiency
may be due to the lack of research that exam-
ines Asian organized gangs and their popular
representation. Gangster films may also create
unrealistic expectations of glamour and excite-
ment amongst marginalized adolescents who
may be allured to such thug life based on inac-
curate portrayals. It is therefore necessary to
examine if the portrayal of Asian gangsters
leads to the creation of fear and false expecta-
tions of good life in the viewing public. Third,
victims of Asian crime groups may be reluctant
to report their victimization (e.g., extortion) to
authorities or even family members (Chin
1996); if the potential discourse around victim-
ization is shrouded in secrecy and threats, the
fictional criminal activities of gangsters in films
may be the only source of information about
the crime groups. It therefore behooves us to
examine the portrayals of Asian gangsters and
their illicit activities in cinema to discern the
public stereotypes such films may engender in
viewers. The purpose of this study is to build
upon previous literature by examining the
activities of Asian gangsters in film, their accu-
racy, and the effects such films may cultivate in
viewers.
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5.3 Asian Gangsters in Cinema

Films exert an effect on two levels. At the macro-
level, they critique society, its ills, and evils; at
the micro-level, they proffer identification
fantasies for individual viewers (Black 1991).
That is, films in general, and crime and justice
films in particular, criticize the way the govern-
ments and criminal justice systems mistreat their
citizens and prisoners, or illuminate tyranny and
police abuse of power; films may also invite
viewers to relish the heroic and yet defiant nature
of an outlaw or a rogue hero. Films perform this
double move: they reflect and reify culture and
ideology as culture (Rafter 2006). Films are also
intensely private and secretive sources of emo-
tions, for each viewer must decipher the plot and
viscerally experience the emotions of the protag-
onists, antagonists, heroes, and antiheroes. That’s
why films allow viewers to experience joy, ela-
tion, fear, and repulsion. Some have argued that
such emotions can be replicated on a national
level. For instance, national specific cinemas pro-
duce cultural myths and identification structures
that reinvigorate a sense of nostalgia and com-
munity in the viewers (Park 2002). Yet, despite
such private character of films’ intent and enjoy-
ment, they are also public in another way in that
they are shaped by social, economic, and political
forces external to the films themselves.

For example, scholars have noted that the
tenor of yakuza movies changed from pre-WWII
assembly line production movies with no
definitive national identity to ones that attempted
to affirm a positive and strong sense of Japanese
identity in the wake of defeat in WWII (Schilling
2003). Yakuza movies portrayed gangsters as
mythopoeic figures, solitary rule breakers lead-
ing a lonely existence, with the aim of being rein-
tegrated back into society. Honk Kong films, too,
experienced such a shift (Lu 1997). Films that
were produced out of one major production com-
pany repeatedly portrayed male figures who were
mired in an unexplainable supernatural force and
attempting to extricate themselves from it (Pang
2002). Rather than the confidence and bravado
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exhibited by earlier characters in previous cine-
matic periods (Lu 1997), Pang (2002) notes that
Milky Way films of the 1990s showed anxiety;
such a trend in the storylines of films reflects the
cultural and economic uncertainty following the
Asian financial crisis of the 1990s.

The recent successes of Korean directors and
films, such as Park Chan-wook and Oldboy, on
the international circuit also highlight the role of
extraneous factors that affect the quality and con-
tent of films (Shim 2006). The history of films in
Korea illustrates the external factors and their
impact on the contents and quality of film rather
well. Korean films were heavily censored by the
Korean Government officials until the late 1990s
(Park 2002). Only after the directors were released
from the tyranny of censorship did international
blockbusters such as JSA and Shiri emerge from
the Korean cinema landscape (Doherty 1984;
Park 2002).

That is to say that government censorship of
films and other works of art is, in turn, tied to
political stability. Dictatorships and authoritarian
regimes—governments that are not democrati-
cally formed—worry that artistic content that
criticizes and challenges the regime’s legitimacy
will lead to political unrest, which then they must
repress using coercion. Again, South Korea is a
good example. Under the totalitarian regime of
Park and Chun, films that criticized the govern-
ment in any way were censored (Lee 1980; Suh
1982). Only when this government control of arts
was lifted did creative works emerge. Thus, the
nexus between film, society, culture, and govern-
ment is intertwined in complex ways that mutu-
ally reinforce one another. Films can be sources
of enjoyment, but they can also be the impetus for
political protest and insurrection. Other scholars
have already attested to the perception altering
effects of crime programs (Dowler et al. 2006;
Paulsen 2002; Websdale and Alvarez 1998). This
leads us to ask what viewers of Asian gangster
films might see. How are such films likely to
affect viewers? To answer that question, this
study analyzed films in the gangster genre in the
respective countries of China (Hong Kong),
Japan, and Korea.
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All of the films viewed were foreign language
films that had English subtitles. One of the authors
happened to be an Asian gangster film aficionado
who selected films that would portray the most
plausible, realistic, and authentic representations
of triads, yakuza, and jok-pok. Asian gangster
films in particular are a genre that is quite limited
in popularity and viewership. Consequently, little
is understood by outsiders concerning the catego-
ries of Asian gangster films outside of their
respective countries, much less to the wider,
international, English-speaking viewers. With the
predominance of Western culture in cinematog-
raphy, authentic Asian gangster films are suscep-
tible to be ignored or disregarded by non-Asian
viewers as they may encounter difficulties in
understanding and relating to the characters in
the film due to cultural differences and biases.
Despite this limitation, a handful of the films in
this study have received some international rec-
ognition, and are highly acclaimed by zealous
movie aficionados. For this study, we selected,
viewed, and coded this genre of often neglected
films, with particular attention being paid to the
legitimate and illegitimate pursuits of the crime
groups, as well as the characteristics and features
of violent acts. In the following sections we dis-
cuss two themes that emerged from the unmoti-
vated viewings, and which require further scrutiny
based on limitations reported in previous works:
the varieties of illicit activities of triads, yakuza,
and jok-pok, and the characteristics of violence
used in the film.

Illicit Activities of Asian
Gangsters in Film

5.3.1

The illicit activities depicted in triad, yakuza, and
jok-pok movies demonstrate the full range of
illicit activities of Asian gangsters in the films, in
ways that are consistent with those reported in
the literature on Asian organized crime groups
(Bolz 1995; Berry et al. 2003; Chin 1996;
Finckenauer and Chin 2006; Hughes et al. 2007,
Huang 2006; Kelly et al. 1993a, b; Lindberg et al.
1998). International drug trafficking in particular
was a recurring and popular theme throughout
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the gangster films in all three of the countries
examined.

The Hong Kong-based film Protégé (Chan
2007) explicitly examines the international her-
oin trade as it relates to the Golden Triangle, as
well as the moral conflict that the hero (Nick)
faces and attempts to resolve. The film opens
with voice-over narrative asking the question
why people use drugs. That question, as well as
the scene, brims with tension, almost echoing the
inner conflict of the principal character. The scene
begins with a close-up of Nick and then pans out
to an apartment which looks unkempt and dirty;
viewers then are treated to a panoramic shot of
Nick, only to discover that the person who has
posed that question is a uniformed police officer.

True to the form and character of cops/robbers
genre of Hong Kong style action films (i.e., Hard-
Boiled), Nick is an undercover cop who has man-
aged to infiltrate a crime group that specializes in
the production and distribution of heroin. Nick
manages to secure the trust of Quin, the leader,
and after a show of loyalty, he is named the next
successor. Viewers are led to experience Nick’s
struggle to be good (by fulfilling his police man-
date) or evil (by assuming his role as the next drug
king). But in addition to such individual moral
choices and conflicts that define the hero’s role,
viewers are also treated to the elaborate and trans-
national character of the heroin trade in Asia.

Quin takes Nick to Bangkok and then Burma
to meet various warlords (e.g., Wa State, Shan
State) as part of his “apprenticeship.” Viewers see
that the Golden Triangle is controlled by a private
military that is financed by proceeds from the
international drug trade; Nick learns the supply
and demand side of the drug trade as the warlords
show Nick “World Drug Reports” prepared by
the United Nations that is used to forecast world-
wide demand and sales projections. Such depic-
tions of the Golden Triangle are consistent with
the literature as the individual warlords seen in
the film operating the transnational heroin trade
are not part of an organized crime syndicate
(Dupont 1999). The drug warlords are merely
independent criminal entrepreneurs (Chin 2009).
During this trip, Quin proffers advice to Nick that
is relevant to this study when he warns to “never
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take risks” as there is “no room for error in this
trade.” This statement is similar to the literature,
as Asian organized crime syndicates forego trans-
national drug trafficking due to the inherent risk,
which is why organized crime groups can be seen
trafficking and distributing various narcotics
cross-nationally rather than internationally
(Zhang and Chin 2003).

In addition to the international character of the
drug trade, Protégé (Chan 2007) also provides an
intricate and operational view of the situational
contingencies that drug distributors and produc-
ers must negotiate. Viewers are treated to the fact
that Nick’s outfit has established an elaborate
“runner system,” in addition to a highly disci-
plined and sophisticated communication protocol
(i.e., use of prepaid cell phones which are promptly
disposed after an operation) that is involved in the
distribution of narcotics as a way of eluding police
detection and seizure. This tactical “runner sys-
tem” shows members of Quin’s organized crime
group engaging in sophisticated countersurveil-
lance and anti-surveillance measures such as
changing carriers and cars repeatedly to ensure
that the heroin reaches its destination.

The use of such a “runner system” is a reality,
as Levitt and Venkatest (2000) state that the run-
ners have the risky task of avoiding police seizure
transporting large quantities of narcotics by what-
ever means necessary. This enterprise is fairly
elaborate as it has specialized workers known as
“head chefs” who manufacture the drug in gang-
operated warehouses to make distribution easier.
By employing skilled workers such as the “head
chefs” seen in the film, Edwards and Levi (2008)
and Chu (2005) corroborate the accuracy of the
movie’s portrayal as it allows them to success-
fully engage in drug trafficking activities.

The film Sympathy for the Underdog (Shundo
et al. 1971) depicts a yakuza gang leader (Gunji)
and his loyal followers who are forced out of
Tokyo and into the smaller town of Okinawa
after a failed assassination attempt on a boss
(Oba) of a more powerful sovereign yakuza gang
by one of Gunji’s men. In Okinawa, Gunji’s
yakuza gang attempts to affirm his gang’s legiti-
macy by using threats, violence, coercion, and
the yakuza’s feared reputation to gain control of
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various legal and illegal operations. Throughout
the film, various professional and nonprofes-
sional organized crime syndicates are seen dis-
cussing or participating in assorted ventures such
as protection rackets, illegal smuggling of
American alcohol, contract killings, operating of
brothels (e.g., exotic dancers and prostitution),
illegal gambling halls, entertainment businesses
(e.g., clubs), and local harbor. Greed and the
need for control over these competitive multimil-
lion-dollar industries are observed inducing vio-
lence or turf wars with other criminal enterprises
as each gang seeks dominance in specific mar-
kets that are usually restricted to specific gangs
or territories. As local Okinawan gangs feel
threatened and “squeezed out” of their once
dominant position in their business operations by
Gunji’s yakuzas, they call on Oba and the main-
land (Tokyo) yakuza to assist them to eliminate
this threat in order to regain control over their
markets and provide Oba with the opportunity
for revenge for the attempt on his life.

These illicit activities are also prevalent in
such Japanese yakuza films such as Street Mobster
and Pale Flower. The film Pale Flower (Iwatsuki
et al. 1964) illustrates the daily operations of an
illegal gambling hall. A yakuza gangster (Muraki)
mentors and collaborates with his love interest
(Saeko) in cheating other yakuza gangsters in
high stakes games for large financial gains. This
relationship leads to a destructive and deadly out-
come as Saeko’s need for excitement results in
her inevitable demise. Gambling dens and more
sophisticated, elaborate activities are also por-
trayed in the film Street Mobster. In Street
Mobster (Fukasaku 1972), a yakuza gangster
(Isamu Okita) tries to reestablish his standing
with his boss (Yato) and an aspiring gangster
(Kizaki). Isamu is recently released from prison,
only to find a significantly advanced criminal
world than that when he received his prison sen-
tence. Throughout the film, Isamu can be seen
trying to restore his yakuza gang’s dominance in
markets as they actively involve themselves in
competitive markets such as gambling dens,
extortion rackets, kidnapping, procuring women
for brothels, and operating semi-legitimate enter-
tainment businesses (e.g., bars and clubs). Similar
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to the film Sympathy for the Underdog, Isamu
failed to adapt to the changing ways of the yakuza.
He resorts to physical and violent encounters
with opposing gangs who also strive for control
and power which ultimately results in the death
of Isamu.

The depictions in all three of the noted Japanese
yakuza films provided accurate and consistent
portrayals of yakuza’s illicit activities in relation
to the literature. The effective visual representa-
tions of the yakuza’s use of violence, threats, and
intimidation against other criminal syndicates
allow for these gangs to operate in their varied and
extensive sophisticated multimillion-dollar indus-
tries as stated by Chu (2005) and Lindberg et al.
(1998). These criminal tactics allow the gang to
protect and establish power and dominance over
their monopolistic enterprises by effectively miti-
gating future threats or competition (Huang 2006;
Xia 2008). Such practices allow the various
yakuza families to successfully manage and
control their gambling dens, extortion rackets,
kidnapping, and trading of women for entertain-
ment industries, as shown in films, specifically
Sympathy for the Underdog (Bolz 1995; Kelly
et al. 1993a, b; Lindberg et al. 1998).

A South Korean film that focused on orga-
nized crime drug enterprises is the classic gang-
ster film Friend (Seok and Kwak 2001). In the
film, Joon-Suk and Dong-Su are best friends who
grew up in the same neighborhood, both admir-
ing the lifestyle of Joon-Suk’s father who is a
powerful boss in a local organized crime group.
As the years pass, they lose contact and join sepa-
rate organized crime groups. Joon-Suk assumes
the role of a leader of a criminal organization
after the passing of his father, while Dong-Su
becomes a powerful leader of Joon-Suk’s rival
organization. The potential conflict between the
two principal characters is set.

In the film, Joon-Suk’s crime group engages
in illegal deep-sea fishing (e.g., shark fins) while
Dong-Su’s group participates in illegal bidding
through extortion in the construction trade; Dong-
Su’s group also specializes in trafficking and dis-
tribution of Philopon. Despite having shared
commonalities when growing up, both Joon-Suk
and Dong-Su are now involved in a competitive

PT. Lankin and P.C. Shon

and rival crime groups, putting business before
past friendship. Such a capitalistic view of rela-
tionships is consistent with the literature as
Dupont (1999) stated that high demand makes
Asian crime groups actively participate and com-
pete in the market. Both gangs in the film
acknowledge that this business is very gang-
oriented and monopolistic.

The sophisticated drug enterprise is reflected
in the Hong Kong blockbuster Infernal Affairs
(Lau et al. 2002) as well. Philosophically, the film
deals with the battle between good and evil, duty
versus desire; such a moral debate is contextual-
ized in the lives of an undercover cop who is
planted as a mole in the triads and a triad member
who is planted as a mole in the police force. The
film unfurls the war, violence, and conflict
between the police and the triads over the organi-
zation’s illicit activities, between forces of good
and evil. The main premise of this movie is that
both the police and the triads have infiltrated each
other’s organizations. Lau King Ming is an
inspector in the police working undercover for
triad leader Hon Sam. Lau is paid to tip Sam off
to any raids or other police activity. However,
Superintendent Wong Chi Shing also has pene-
trated Hon Sam’s crime group with an undercover
officer (Chen Wing-Yan). Triad boss Sam can be
seen in the film operating a strict enterprise where
Chen is forced to sniff and taste the powder to
ensure that it is the best quality to traffic and dis-
tribute. In the film, once the quality of the narcot-
ics has been verified by members, the triads begin
importing shipments of “AA+Cocaine” from
Thailand. Despite being tipped off by Chen, Sam
monitors police channels to ensure the protection
of his enterprise from the police.

A Bittersweet Life (Park et al. 2005) depicts
the violence that surrounds a gang’s illicit busi-
nesses. The main character, Kim Sun-Woo, is an
enforcer and manager of Mr. Kang’s (boss) hotel.
As an enforcer, he ensures the protection and
security of the organized crime group’s legiti-
mate and illegitimate enterprises against com-
peting rival gangs. This criminal organization
owns and operates the hotel where it employs
Russian and Filipino women as “dancers” for
their clubs, entertainment businesses, and prosti-
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tution. Through legitimate “front” businesses
such as the hotel, they are able to increase their
revenue while being able to discretely transfer
money without suspicion. According to Chu
(2005) and Edwards and Levi (2008), Asian
organized crime groups have been known to
be involved in legitimate and semi-legitimate
businesses such as bars and restaurants which is
consistent with the film’s portrayal. However, as
Sun-Woo’s boss says, “You can do a hundred
things right, but do one thing wrong and it can
destroy you.” This may be why the gang is not
seen involved in the narcotics market, as the
risks are too great.

The film Failan (Ahn and Song 2001) is a love
story told through the life of a petty Korean gang-
ster (Lee Kang-Jae). Lee Kang-Jae is a loser in all
sense of the word. He is old, but garners none of
the respect of a person his age; although he is the
longest serving member of his gang, even his
juniors will not show him the proper deference.
In fact, the opening scene shows Kang-Jae com-
ing home to a filthy apartment (after he is released
from jail for having sold pornography to a minor)
that he shares with his fellow gang member; as
part of his homecoming, his roommate tells him
that he has been demoted to a bouncer in the bar/
nightclub that his crime group operates. The
illicit activities of Kang-Jae’s crime group are
revealed when a female character, Failan, is
introduced.

One of the illicit money-making schemes that
Kang-Jae’s group engages in is providing women
to bars and nightclubs as hostesses. Kang-Jae’s
group operates an employment agency as a front,
which then provides falsified documents to the
women; to extend the women’s stay in the host
country, the crime group uses its members to
fraudulently marry the women to provide them
with permanent residency status. The nominative
husband is paid a kickback for his services while
the crime group “sells” the women to bars, night-
clubs, and any employer who is willing to pay
upfront the large sum of money spent to carry out
the operation, plus the profits. Although the pri-
mary storyline unfolds between Kang-Jae and
Failan, the film provides a fairly sophisticated
account of illegal and exploitive labor practices
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as well as trafficking of women. The film thus at
least partially corroborates the findings of previ-
ous works which claim that crime groups’
involvement is an integral component of the
human smuggling and trafficking business at
some level (Chin 1999; Kwong 1997).

5.3.2 Violence

Throughout nearly all of the movies examined,
there were countless—too many to count—
depictions of assaults, stabbings, and murder. In
the gangster film Friend (Seok and Kwak 2001),
the reputation of jok-pok’s penchant for violence
and the fear they instill is clearly visible when a
teacher who disciplines Joon-Suk by lashing him
with a stick realizes his faux pas. When the
teacher realizes that Joon-Suk’s father is a jok-
pok (Korean organized crime group) doo-mok
(leader), he quickly regrets his actions as he fears
violent retaliation. The effect of a reputation for
violence and the fear it generates ensure that their
members are not harassed; such an instrumental
view of a “badass” reputation is consistent with
the literature (Chu 2005; Katz 1991). Later in
life, as a mob war looms between Joon-Suk and
Dong-Su’s gangs, Joon-Suk can be seen in one
scene training gang recruits how to kill with a
knife, preparing them for “war.” However, even
though protection from one’s own gang is an inte-
gral part of being a gangster, it is not absolute, as
violence can be committed within the gang,
amongst themselves. Intra-gang violence is seen
depicted in Friend when Dong-Su is betrayed
and murdered violently by his own men, as well
as his rivals, for not following protocol when
dealing with a vulnerable rival leader. Such depic-
tions are consistent with Zhang and Chin’s (2003)
findings that if leaders or members feel that the
gang’s code of conduct is broken at any time it
could result in immediate and severe discipline.
Respect and violence loom rather large in the
ethos of Asian gangsters. For example, when
Joon-Suk is asked why he did not deny ordering
the hit of his friend Dong-Su, despite the fact that
bribery had already been paid to court officials,
and all he had to do was deny that he knew the
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co-accused, he says: “That would have been
humiliating. Me and Dong-Su are gangsters.
Gangsters shouldn’t be humiliated.” Such a proc-
lamation is consistent with what Huisman (2008)
stated when describing “Mianzi,” as gangsters try
and keep “face.” Losing face (“Mianzi”) is a prin-
cipal reason for violence in the film Election
(Law et al. 2005). As the respected elders of the
triad gang, known as “uncles,” vote and elect Lok
as the new leader, Big D loses the election and
seeks revenge on the elders who did not vote for
him. In one scene, Big D’s underlings kidnap two
of the elders who did not vote for him, put them
in a nailed crate, and roll them down a hill,
because when one loses an election it means loss
of “Mianzi.” This loss of face is why Big D seeks
retaliation for this perceived dishonor as he feels
the need to restore his honor within the gang.
However, Big D overcomes his bitterness when
Lok offers him a high position within the gang
which results in Big D showing his loyalty by
murdering betrayers within the gang to promote
Lok’s supremacy. Despite this loyalty, and oaths
of allegiance to the triad code, Lok murders both
Big D and his wife after Lok finds out of a previ-
ous assassination plot by Big D. Such a turn of
events is consistent with previous works which
state that strict discipline is associated with break-
ing the loyalty oaths, and as Lok states in the
film, “loyalty aside, you should put yourself first”
(Zhang and Chin 2003).

Intra-gang and intergang violence is a com-
mon theme in Asian gangster cinema as seen in
the film A Bittersweet Life (Park et al. 2005)
which depicts the violence that surrounds a gang’s
illicit businesses. The use of enforcers like Kim
Sun-Woo is consistent with Levitt and Venkatest’s
(2000) findings that enforcers are used to ensure
that the gang’s criminal businesses are protected
through violence, threat, and intimidation. The
film depicts multiple portrayals of intergang vio-
lence as Sun-Woo is constantly fighting with his
gang’s rival, specifically Baek Jr. Previous litera-
ture has stated that violence erupts in settling
conflicts and eliminating competitors, and the
storyline behind Bittersweet Life attests to the
potential for intergang violence (Chin 1996). In
one scene, Sun-Woo and another gang member
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engage in a violent altercation with Baek Jr.’s
men for overstaying their welcome in their hotel.
For doing this Baek Jr. orders that Sun-woo
apologize.

When Sun-Woo refuses to apologize, he is fol-
lowed back to his residence, severely beaten, tor-
tured, and buried alive, but manages to survive
this ordeal. When Sun-woo discovers that his
own Boss Kang was involved in his beating for
not following orders, he feels betrayed. This
betrayal causes Sun-Woo to seek out another
organized crime group who dealt specifically in
arms trafficking to exact revenge. When Sun-
Woo’s motives are discovered by the gun dealer,
a shoot-out erupts, with Sun-Woo killing every-
one. In the end there is a violent altercation,
resulting in the deaths of Baek Jr., Kang, multiple
underlings, and eventually the death of Sun-Woo,
but not before completing his revenge. Although
Chin (1996) states that intergang violence is more
frequent, several of the films provide rather visual
representations of intra-gang violence, while only
a few depict intergang violence.

Violence in Asian gangster cinema is not lim-
ited to intra- and intergang violence. The film
Infernal Affairs (Lau et al. 2002) bases itself on
the war and violence between the police and the
triads. The triads in the film also are involved in
frequent shoot-outs with police, police chases,
and murder. The triads in this film murder
Superintendent Wong Chi Shing by severely
beating him and throwing him off a roof when he
fails to reveal the identity of his undercover
officer. Based on the film, it can be perceived that
violence, murder, and death are very prominent
in organized crime. This pattern can further be
seen in the movie as Mr. Lau ends up killing his
boss Sam, Chen, and other gang informants to
protect his identity and self-interests. As Berry
et al. (2002) put it, sometimes money, power, and
self-interest are where the gangsters’ loyalty lies.
This film is consistent with Litner (2004) and
Lo’s (2010) findings that shoot-outs with law
enforcement, murders, and assaults are the most
commonly used approach to ensure protection of
their illicit activities from police intervention.
Japanese yakuza gangster films often sensation-
alize and glamorize the violent lifestyle of the
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yakuza through graphic visual representations
that include shootings, stabbings, assaults, assas-
sinations, and bombings, resulting in multiple
deaths. In the film entitled Yakuza Demon (Naitd
and Miike 2003), a small time (three members)
yakuza family called the Muto family of the Date
clan attacked the top echelon of the dominant
Tendo yakuza family. The outcome resulted in
the Tendo family seeking revenge on the much
smaller Muto family. Seiji the “Ripper” is a mem-
ber of the Muto family who planned and orches-
trated the murder plots of the Tendo bosses which
resulted in devastating carnage through the use of
automatic weapons, shotguns, and bombs. Seiji’s
boss, Muto, who had no knowledge or involve-
ment in the plot is attacked, beaten, and killed
while he was incarcerated. Yoshi, the other mem-
ber of the Muto family, is shot and killed while at
the beach. Seiji’s friend, who supplied him with
weapons, is discovered hanging from a crane and
eventually Seiji is murdered in an onslaught of
gunfire while attempting to flee on a boat in order
to save his life. However, Muto’s wife is allowed
to live because, as one gangster stated, “we
shouldn’t kill women, we should fuck them.”
Despite this, violence against women is still seen
in Japanese gangster films, as shown in Street
Mobster when Isamu’s “girlfriend” is shot and
killed alongside him by the rival yakuza gang
(Fukasaku 1972). In Japanese yakuza films, mur-
der is not restricted by sex or gender.

Violence is predominant in other Japanese
yakuza films such as Sonatine and Sympathy for
the Underdog. In Sonatine (Mori et al. 2003) a
yakuza leader (Murakawa), along with some sub-
ordinates, is ordered to go to Okinawa to assist
allies who are currently in a war with a rival
yakuza gang. The importance of the war is down-
played at the beginning of the film, yet, through-
out the film, Murakawa and his Yakuza soldiers
repeatedly come under fire from the opposing
group in their residences, bars, and on the beaches
of Okinawa. Eventually all of Murakawa’s friends
and allies are killed. The movie culminates in a
gun battle at the opposing gang’s compound, with
Murakawa emerging the victor. Ultimately
Murakawa commits suicide. This outcome is sim-
ilar to Sympathy for the Underdog (Shundo et al.
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1971) as after Gunji and his associates were run
out of Tokyo, they reacted with violence, shoot-
ings, and stabbings in order to create fear and
intimidation in order to regain control over their
illicit operations, which is consistent with the lit-
erature (Huang 2006; Xia 2008). The constant
conflict in this film is similar to Chin’s (1996)
findings that intergang violence is often necessary
to settle conflicts or eliminate competitors from
specific markets. When the head of the mainland
yakuza family discovers where Gunji is located,
he seeks out the help of local Okinawa gangs,
resulting in a final shoot-out. This battle resulted
in the deaths of Gunji and his soldiers as well as
Oba and the leadership of the mainland yakuza.

Rather than basing these films strictly on their
illicit enterprises, Asian gangster films have often
glamorized violence, as exaggerated violence in
films perpetuates fear and chaos in communities
where Asian criminal organizations operate.
Literature has shown authentic Asian organized
crime groups use violence, threats, and intimida-
tion to protect their illicit enterprises, while Asian
gangster films seem to emphasize violence to
provide entertainment and excitement (Chu
2005). Such an assertion is inconsistent with Joe’s
(1994) findings which indicate that violence is
only used when necessary to protect the business
ventures because it can significantly hinder profit
by bringing unwanted attention on the gang.

5.4 Cultivating Inaccurate
Stereotypes About Asian
Gangsters

Our examination of Asian gangsters in cinema, as
it pertains to their legitimate and illegitimate
activities and violence, found that the violence
depicted in the films dominates over the portrayal
of their business ventures. Although the films did
portray legitimate and illegitimate business activ-
ities, the majority of the films significantly down-
played their importance to the point where they
almost become auxiliary. From a filmmaker’s
point of view, representations of the details of a
crime group’s business activities may not allure
viewers to the universalizable aspects of storytell-



78

ing. There is, after all, nothing sexy or glamorous
about counting money or bragging about tenfold
increase in profits for various crime groups.
However, that omission may serve to cultivate the
viewer’s perceptions in a particular way.

As previously noted, almost all of the films
dealt with drug trafficking and distribution as the
prominent source of income for organized crime
groups in Hong Kong and South Korea. Other
crimes that were depicted in these films showed
brief representations of prostitution, gambling,
arms trafficking, loan sharking, and protection
rackets. All of the depictions of their businesses
in film are consistent with the literature (Bolz
1995; Berry et al. 2003; Chin 1996; Finckenauer
and Chin 2006; Hughes et al. 2007; Huang 2006;
Kelly et al. 1993a, b; Lindberg et al. 1998; Song
and Dombrink 1994). However, when comparing
the films’ depictions with the literature, there is a
lack of substantial coverage of other illicit activi-
ties of actual organized crime groups, such as
contract killings, kidnapping for ransom, armed
robbery, fraud, and trading of women and minors
(Bolz 1995; Berry et al. 2003; Huang 2006).

By sensationalizing and focusing only a few
types of violent and illicit activities, the films
ignore that these organized crime groups operate
a highly secretive, sophisticated, and structured
syndicate in various legitimate and illegitimate
markets. If the public were to take the films as
accurate portrayals of the gang’s activities, then
such representations may create misconceptions
about the actual activities of the gangs in a larger
context. Viewers may conclude that the harms
produced by the gangs may be minimal. The
directors of each film seem more interested in
providing sensational entertainment at the cost of
realism. But then again, filmmakers are not docu-
mentary makers.

The findings reported here are consistent with
Litner’s (2004) and Zhang and Chin’s (2003)
comment that Asian gangsters were less colorful
in their portrayals in cinema. Our study indicates
that violence in Asian gangster cinema permeates
across national boundaries and cultures, which
could result in potentially misleading perceptions
that these groups pose a threat to the safety and
well-being of the citizens in the gang areas of
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influence. Through repeated depictions of brutal-
ity, murder, torture, assault, and fighting in the
films, people may automatically accept all of
these crime groups to be problematic for society
as these films help validate public fear. Due to the
extreme nature of the visually graphic violence in
Asian gangster cinema, the films manipulate and
perpetuate fear, thereby making viewers suscep-
tible to perceived stereotypes of traditional orga-
nized crime syndicates (Finckenauer and Chin
2006; Kelly et al. 1993a, b; Lindberg et al. 1998).
Another perspective may be that the hyperbolic
forms of violence may shape the attitudes and
perceptions of viewers in the opposite direction.

Our work indicates that despite the manifold
array of illegal enterprises of triads, yakuza, and
jok-pok in the films, the visual representation of
violence is what leaves a lasting impression in
the cinematic experience of the viewers. The type
of violence that we found is something that is
qualitatively different from Western films in the
same genre. Using again the classic Korean gang-
ster movie Friend as an example, Joon-Suk sets
up Dong-Su to be killed by his men as well as one
of his own lieutenants. In that scene, as Dong-Su
is about to enter his car, his trusted lieutenant
grabs him from the rear while another stabs him
in the back with a “fish knife” (the most com-
monly used weapon in Korean gangster movies);
as Dong-Su fights off his attacker and attempts to
run away, he is attacked again by another gang-
ster assigned to complete the killing.

Dong-Su is stabbed no less than twenty-nine
times, three from an overhand hacking motion
and the rest in a direct frontal thrust to the stom-
ach; at one point, viewers are treated to the sound
of the blade making dull noises against the con-
crete post, as the blade enters and exits the flesh
and makes contact with the concrete post that
Dong-Su is leaning on as he is being stabbed; the
attacker is carrying out the killing in a scared
frenzy. Dong-Su senses that fear and the nervous
energy of a first-time killer, and tells him, as he
lay dying, “You've done enough; I've eaten
enough.” That is, you have stabbed me enough
times for me to die; you have done your job well.
As the camera pans out to a shot of Dong-Su
quivering like a fish out of water as his life passes
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from his body, there is no glamour in the life of a
gangster. There is only the brutality, the coldness
of the blade, and the relentless pouring of rain—
death. That is the moral message that is etched
into the minds of viewers.

The same message is conveyed to the audi-
ence in Breathless (Jang and Yang 2009).
Although the title given is “breathless,” the actual
meaning in Korean translates, literally, to
“shitfly”; that title most felicitously reflects the
life of Korean jok-poks who earn their money by
serving as muscle for politicians and wealthy
business owners who need to clear out destitute
residents out of slums to make way for new con-
dominiums. Breathless tells the story of Sang-
Woon, a petty Korean gangster who works for
his friend, a loan shark; and throughout the
movie, viewers get a glimpse of the underside of
Korean gangsters and the people from whom
such gangsters eke out a living: poor, miserable
men addicted to gambling who have squandered
away their fortunes and incurred the debts of
loan sharks. In this raw, in-your-face look at
gangster life in Korea, we again see the terminus
of that life: Sang-Woon is first struck on the head
with a hammer by an unruly client who cannot
pay; and when he exercises compassion and
decides to come back another day, his underling
uses the same hammer and strikes him on the
head repeatedly until he dies; but before Sang-
Woon dies, viewers are treated to the gurgling
sounds of blood caught in his throat, as he is
struggling to utter his last words: “I have to be
somewhere.” The pathetic life and death of a
gangster who feeds on the bottom of society are
visually articulated in that scene of death. There
is no glamour; there is no glory; there is only the
gurgling sound of blood caught in Sang-Woon’s
throat, and the flies that will feast on his death.
There is no hero to be found anywhere. This
absence of a hero is one way that Asian gangster
films differ from their Western counterparts
(Rafter 2006).

To claim that gangster movies may unduly
influence youths to be drawn toward gangster life
as a result of glamorization of gangsters seems a
bit premature and difficult to understand, for
there is little that is glamorous about gangster life
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as indicated from our work. Asian gangster mov-
ies may make the top bosses look enviable with
their flashy suits and nice cars, but the life of
gangster underlings, and even gang dai-los,
oyabuns, doo-moks, and hyoung-nims meet the
same fate as their subordinates, an ignominious
and impersonal death from a fish knife or a gun.
Again, there is little that is admirable or glamor-
ous about being betrayed and stabbed to death by
a trusted subordinate if one is a boss. There is
little honor in betrayal.

5.5 Future Trends

If Asian gangster movies glorify and glamorize
gangsters and their life, as some researchers have
claimed (Yin 2009; Chin and Godson 2006), such
findings may be explained by the presence of a
distinct style. The triads, yakuza, and jok-pok in
all of the films had a unique language of their own,
a speech pattern and vocabulary of motive, and
style that marked them as such; furthermore, they
all had a stylish manner of dress and comportment
in ways that signified their identity as a “badass.”
Their body markings—scars and tattoos—bore
the corporeal evidence of a life of agonistic strug-
gle and triumph. Finally, the gangster films dra-
matized and foregrounded the relationships among
men, qua men, and as brothers, and constructed
the men as masculine subjects, without the stereo-
type and prejudice embedded in white-dominated
Western films. That is, the Chinese, Korean, and
Japanese men played the part of men, as men. In
that sense, it is that image of a masculine figure
that may be the primary source of attraction for
disenchanted and marginalized youths across
Asia, and not necessarily the gratuitous violence
in the films. The pursuit of masculinity and the
ethos and rituals of being an Asian gangster may
be worth pursuing in the future.

The films that we chose for this project were
selectively sampled; there are literally hundreds
of films in the particular genre that present the
activities of triads, yakuza, and jok-pok. For
future works, a more comprehensive review of
films would add an additional empirical bite to
this exploratory project. Such a project, if carried
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out properly, may be used to verify the authentic-
ity of such films as well. But much more impor-
tantly, these types of films may be one way to
reach out to disaffected youths who may be con-
templating joining a gang; coupled with a former
gang-member-turned interventionist, the films
may be used as topics of focus groups to tell and
share the reality of gangster life to those who are
most likely to be wooed and targeted for
recruitment. Such a noble objective would not be
hyperbole or fiction.

5.6 Conclusion

We began this paper with the story of Q. Lu. He
met a fate similar to other fictional gangsters cov-
ered in this paper: he met a cold and ignominious
death, stuffed inside a barrel and dumped into a
lake. The business activities of Asian gangsters in
the films appeared to be consistent with the
findings from previous literature; the films
reflected illicit businesses such as human smug-
gling, narcotics smuggling and distribution, and
loan sharking. Contrary to previous findings,
however, our work indicates that Asian gangster
films do not seduce viewers to interpret gangster
life as one of glamour and excitement. In fact, we
have argued that the opposite may be true, for the
extent and gratuity of violence found throughout
the Asian gangster films militate against any
appeal to gang membership and gang life.
Fictional gangsters—and perhaps actual gang-
sters as well—end up in prison or die a cold and
brutal death. That may be the very moral message
originally intended by the filmmakers, for art
appears to imitate life.
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Intellectual Property Crime Online

in Asia

David S. Wall and Majid Yar

6.1 Introduction’

The marriage of digital and networked technolo-
gies has resulted in the World Wide Web and the
cyberspace it creates being constructed of infor-
mational flows that express ideas. It is the control
over the means by which these ideas are expressed
which lies at the heart of the various contempo-
rary debates over intellectual property, regardless
of jurisdiction. The products of the marriage of
digital and networked technologies are global
and they affect the Asian continent as much as
any other, with the possible exception of
Antarctica—for obvious reasons. Yet, under-
standings, especially in the West, of Asian juris-
dictions are pre-problematised and pre-sensitised
to the impacts of what are perceived as IP crimes
because of prior and broader concerns over their
relatively low enforcement of patents, trademarks
and copyright IP law by international trade part-
ners (mainly major western nations). Such con-
cerns are expressed through mechanisms such as
the US Special 301, which is an annual review of

'This chapter develops and builds upon Wall and Yar
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intellectual property protection and market access
practices in foreign countries.” These concerns
are alsoembodied in the World Trade Organisation
(WTO) Trade-related aspects of Intellectual
Property Rights (TRIPS), which is a multilateral
international agreement on intellectual property.
In response to direct international pressure to
reform their IP regimes, Japan (Tessensohn and
Yamamoto 2005) and Taiwan (Chiang 2012) have
introduced specialist IP courts in 2005 and 2008,
respectively, to increase enforcement of IP law and
reduce litigation waiting times. The main concerns
of the IP courts are typically patents and copyright
(Chiang 2012), but online IP issues, which are the
focus of this chapter, are quite different in nature.
They tend to include the appropriation of trade-
marked symbols of trust, using the Internet to steal
intellectual property, artefacts and industrial
secrets. Furthermore, online IP issues in Asia tend
to have different (informational) characteristics to
the main IP debates and fall outside the remit of
the IP courts. The paradox is that not only is the
degree to which low IP law enforcement in Asia
contestable because “IP theft” is often cultural
issue, but also the IP issue in Asia has become
politicised as outlined above, with Asia becoming
the “criminal other” (see Yu 2003, and also
Schwabach 2008). In the online world the basic
technical IP issues remain similar to elsewhere.
The informational flows that span the Internet’s
various networks are the product of creative

2See further, International Intellectual Property Alliance
(IIPA) www page <http://www.iipa.com/special301.html>
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intellectual labour over which some form of moral
or financial claim can be made to ownership. They
range from the software codes that construct the
architecture of the World Wide Web to a range of
ingenious intangible artefacts that have become
the new real estate of virtual worlds. Not only has
there been a fiercely contested struggle over
whether or not these, sometimes valuable, artefacts
can be owned, but there have also been many
instances where individuals have sought to appro-
priate them from their authors. The fight that is
taking place to control this “intellectual real estate”
has now become a prominent feature of debates
over the Internet because they tend to focus upon
issues relating to the ownership and control of an
environment that was initially designed to facili-
tate the free flow of information.

The ability of networked technologies to dis-
seminate, share or trade informational or intellec-
tual properties in the form of text, images, music,
film and TV through information services is what
has made the Internet and World Wide Web what it
is today, and same ability is arguably driving the
further development of the information age.
Networked information technologies are, however,
not simply characterised by informational flows. It
is significant that these flows are also networked
and globalised (see Wall 2007, p. 50). These three
qualities, on the one hand, give the authors, cre-
ators or their licensees—who have a right of own-
ership or control over the creations—a highly
efficient means by which to disseminate their
“properties”. On the other hand, however, the very
fact that they are informational, networked and glo-
balised means that traditional physical and/or “cen-
tralised” means of controlling intellectual properties
can be circumvented. The increased market values
of informational property in an information age
combined with relatively low levels of control that
can be exerted over them simultaneously creates
new opportunities and motivations for unauthor-
ised appropriation or use—what has become known
as cyber-piracy. Yet, these debates are also taking
place within the context of changing cultural, social
and legal meanings of intellectual property. It is a
process of change that is beginning to challenge
conventional orthodoxies and legal attitudes
towards intellectual properties.

D.S. Wall and M. Yar

This chapter critically explores what is being
understood as online intellectual property crime.
The first part looks at how intellectual property is
being transformed by new technologies and why it
has become significant to the emerging informa-
tion economies. The second part looks at “virtual
theft” and specifically at how different forms of
informational intangibles (virtual intellectual prop-
erty online) are being appropriated and causing
concern for creators and owners: intellectual prop-
erty piracy of music, video and software and the
theft of virtual artefacts. Part three discusses criti-
cally some of the broader issues that are emerging
in the debate over intellectual property online.

6.2 How Is Intellectual Property
Being Transformed by the
Internet?

We begin here by briefly mapping out just what is
meant by the term “intellectual property” and
intellectual property law. Intellectual property is
the creative product of intellectual labour and is
manifested in the form of the so-called intangi-
bles, such as ideas, inventions, signs, information
and expression. Whereas laws covering “real”
property establish rights over “tangibles”, intel-
lectual property laws establish proprietary rights
over “original” forms of intellectual production
(Bently and Sherman 2001, pp. 1-2; WIPO 2001,
p. 3). Intellectual property can take a number of
recognised forms—patents, trademarks, trade
secrets, industrial designs and copyright.?
Copyright establishes the holder’s (e.g. an
author’s) rights over a particular form of original
expression (WIPO 2001, pp. 40-41). Typical
objects of copyright include literary, journalistic
and other writing, music, paintings, drawings,
audio-visual recordings and (most recently) com-
puter software. As the term suggests, copyright
law grants the holder rights over the copying,

3This chapter deals with the concepts of, and different
types of, intellectual property and issues relating to the
Internet, rather than specifically focusing upon intellec-
tual property law. Each jurisdiction has its own intellec-
tual property laws.
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reproduction, distribution, broadcast and perfor-
mance of the designated “work™ or content. In
essence, the holder retains ownership of the
expression and the right to exploit personally or
by licensing its copying, distribution or perfor-
mance in return for the payment of a royalty or a
fee. Thus, for example, if you purchase a CD
recording of songs, you have ownership over the
tangible object (the CD), but not of the musical
content of the CD, whose ownership remains
with the copyright holder. Therefore, you are
legally prohibited from multiply copying, distrib-
uting, broadcasting or performing the content
without authorisation from the holder and the
payment of some agreed compensation. A trade-
mark, in contrast, is “any sign that individualises
the goods of a given enterprise and distinguishes
them from the goods of its competitors.” (WIPO
2001, p. 68; BBC 2008). Trademarks indicate the
source of the product, such that the consumer can
distinguish it from the products of other manu-
facturers. Words, such as slogans and company
names, drawings and symbols like logos and
audible signs such as music can all function as
trademarks (WIPO 2001, p. 70; BBC 2008). The
recognised holder of a trademark enjoys proprie-
tary rights over its use, and other parties are pro-
hibited from using the holder’s mark to (mis)
identify their own products (Bently and Sherman
2001, pp. 900-901). Patents have as their object
inventions (products or process) over which the
state grants the inventor rights in relation to the
exploitation (e.g. manufacture and sale) of the
invention. Once an invention is patented, it can-
not be exploited by any party without the prior
permission of the patent holder (WIPO 2001, p.
17). Historically, patents have been associated
with tangible properties such as the chemical for-
mulae for pharmaceutical drugs, or the design
specifications of engineered objects such as elec-
tronic circuitry or mechanical components.
However, in recent years patent protection has
come to also cover intangible properties, espe-
cially computer software (which is also addition-
ally afforded protection via copyright) (Stobbs
2000). Therefore, taken together, intangible or
intellectual properties are created and defended
through copyright, trademark and patent laws.
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The “digital revolution” brought about by
networked information technologies has had pro-
found consequences for the various different
forms of intellectual expression. The ability to
digitally copy, transfer or transmit the expression
of ideas in the form of code has enabled the per-
fect reproduction of such content, without deteri-
oration or degradation. Thus a digital copy of say
a film, image or sound recording is indistinguish-
able from the “original” and can subsequently be
copied endlessly without any loss of visual or
auditory detail (Yar 2006a, p. 97). Since the
Internet is essentially a network designed to
enable the effective, fast and worldwide transmis-
sion of digitised code, it has become the perfect
medium through which such content can be freely
circulated, copied and exchanged. Moreover, the
rapidly falling costs of the equipment and services
necessary to make and share such copies, such as
personal computers, CD- and DVD-burners, hard
disk storage and broadband Internet access, have
enabled users to share digital content at very little
marginal cost (Yar 2005; 2006b).

A distinctly visible expression of the new
informational order that is emerging in the infor-
mation age has been the dramatic rise in the over-
all number of registrations for trademarks and
patents, combined with a new aggression in the
application of intellectual property laws to pro-
tect both properties and the expression of the
ideas they implement. Information is now rou-
tinely becoming commoditised as intellectual
property, including some previously in the public
domain. Not only is this practice encouraging the
growth of a new political economy of informa-
tion capital and new power relationships (see
Boyle 1996), but the value inherent in it is also
encouraging new forms of deviant behaviour to
appropriate the value of informational content.

In this way, cyberspace today not only chal-
lenges our conventional understanding of owner-
ship and control, but it also blurs the traditional
boundaries between criminal and civil activities
along with some of the principles upon which our
conventional understandings of criminal harm
and justice are based. A good example here is a
reduction in the ability of prosecutors to prove the
offender’s intention to permanently deprive
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another person of his or her digital informational
property as would be required under s. 1 of the
Theft Act 1968 in the UK. Consequently, impor-
tant questions remain unanswered as to what
online intellectual property crimes actually are
and to what extent they differ from other activities
that we currently recognise as intellectual prop-
erty crime. Wall (2007) argues that Cybercrimes
are behaviours that are mediated by networked
technologies with the premise that were those
technologies to be removed then the cybercrime
activity would cease. Using this criteria Intellectual
property crime online is no different and satisfies
the criteria as a cybercrime. It is, however, impor-
tant to distinguish between Intellectual property
crimes that use the Internet and intellectual prop-
erty crimes that take place in cyberspace.

6.3 Intellectual Property Theft*
We can break down the types of losses that are
incurred by victimisation through virtual theft.
Indeed, here we encounter a basic conceptual
inconsistency because as stated earlier, digital
media can be reproduced exactly. In fact digital
media are simulacra (Baudrillard 1994), copies
without originals, rather than copies. Because the
point in question here is the “owner”s’ lack of
exclusive control over the property, the metaphor
of piracy is probably more generally appropriate
than that of theft—although the latter is commonly
featured in many of the online crime narratives.
At the heart of the cyber-piracy debate is the
ability of those with legitimate rights to digital
intellectual properties to maintain their control
over them. The problem of regulating cyber-
piracy is largely one of policing its usage, because
digital property, whether in written, musical or
video form, has the unique characteristic of being
stored as code and, as stated earlier, being pro-
duced in its original form each time the file is run.
Digital copies are identical, which creates new
problems for controlling their dissemination in
ways that preserve income streams. They are

*This section is drawn from Wall (2007), pp. 94-101.
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very different in nature to intellectual properties
reproduced by analogue technology, such as
vinyl records or film, which degrades in quality
with each generation of copy. This characteristic
emphasises the value of the original artefact, but
also instils an informal policing mechanism into
the process. Without adequate controls in place
the value of digital property can (arguably) be
lost very quickly. Consequently, running in paral-
lel to the growth of the Internet has been an
increase in the number and complexity of intel-
lectual property laws and regulations relating to
trademarks, copyright and patents; see for exam-
ple the debates over the changes in privacy and
publicity laws in the USA (Boyle 1996; Madow
1993). These laws have intensified the debates
over piracy. Thus, the intersection of the medium
of cyberspace and more restrictive intellectual
property laws became quite a potent combina-
tion, especially at a time when, as Baudrillard
observes, economic activity has become the out-
come rather than the cause of cultural values and
norms (Baudrillard 1994, 1998). Importantly, the
fact that productive ideas can now be put into
place without the need for expensive mechanical
manufacturing processes means that the mone-
tary value of those ideas is further enhanced.
These forms of intellectual property, trademarks,
domain names and character merchandising are
becoming the real estate of cyberspace—espe-
cially where the IP is linked to the architecture of
the Internet (e.g. domain names). Thus the virtual
terrain of cyberspace is marked by the struggle
for control over this “intellectual” real estate and
its value increases in proportion to the strength of
the legal and technological control that exists
over its dissemination. The downside is that this
control makes it all the more desirable as some-
thing to be acquired for use or to be sold on.
Intellectual property piracy follows the centu-
ries-old practice of hijacking value by counterfeit-
ing products (through design piracy) and making
copies of the original and then passing them off as
originals. The trademark originally emerged as a
trusted sign to counter piracy by indicating to the
purchaser that the product is genuine and pro-
duced by quality manufacturers (see Sherman
and Bently 1999). However, in the age of mass



6 Intellectual Property Crime Online in Asia

consumption the trademark has acquired its own
status and value, independent of the quality of
work—especially when linked to brands. For
goods carrying trademarks, the Internet has
become a natural marketplace,’ especially follow-
ing the popularity of e-commerce and Internet
auctions such as eBay. These sites became a natu-
ral forum for selling counterfeit branded hard
goods, such as watches and designer clothes and
accessories, and also counterfeit branded soft
goods that have been copied and packaged, or
made available to download, and they still are,
despite judicious policing efforts. Thus it is unsur-
prising that one of the most commonly reported
forms of misrepresentation on Internet auction
sites is selling counterfeit goods that are adver-
tised as authentic items. There is a growing body
of evidence that auction sites are extensively used
for trading counterfeit DVDs, CDs and computer
software packages, as well as counterfeit clothing,
perfumes and other items (Enos 2000; MPAA
2003, p. 3).

In many ways, these examples follow the mens
rea (guilty mind—intent) and actus reus (guilty
act) of traditional piracy and the primary concern
of victims, the intellectual property right holders,
is to restore any income lost by piracy that would
otherwise have been enjoyed had the goods or
services been purchased legitimately. However,
other new forms of counterfeiting are emerging
solely within the confines of cyberspace that
require a further examination. Take, for example,
a situation where pictures of a famous pop star
are appropriated from (usually official) Internet
sites, scanned from physical sources or digitally
created by “morphing” different images together.
The pictures are then packaged in a glossy, pro-
fessional format with some additional explana-
tory text, and then sold through some form of
cyber-shopping mall or topic-specific social net-
working sites typically to young customers who
purchase them in good faith. To frustrate detec-
tion, the site may be on a server in the USA and

>Quick Reference Sheet of Felony Charges to Consider
and Relevant Issues to Consider in Typical Intellectual
Property Cases <http://www.usdoj.gov/criminal/cyber-
crime/ipmanual/chart.htm>
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the proceeds paid into a bank account halfway
round the planet. The whole operation might take
as little as a few days, and by the time the decep-
tion has been detected, the proceeds of the scam
have been removed from the bank account and
the perpetrators gone. Alternatively the images
may be traded online for other similar pirated
informational products. Such piracy does not stop
with images, it could just as easily be software,
music or video as the later discussion outlines.

The appropriation of informational property may
be motivated by libertarian (see Akdeniz 1997)°
artistic, moral, even educational reasons and not
simply by the prospect of financial gain. See, for
example, the three culturally different, yet
significant, examples of the protection of popular
iconography through the WWW with regard to
Elvis Presley (imagery), the Tellytubbies (trade-
mark) and the pop-group Oasis (copyright) in Wall
(2004, 2007, p. 98) and more latterly the ferocity of
the anti-piracy campaigns. Although not explored
in detail here, these and many more examples nev-
ertheless demonstrate the gravity that owners of
intellectual property rights attach to threats to their
interests. They also illustrate the new dilemmas that
intellectual property right holders face with regard
to the paradox of circulation and restriction in an
environment of participatory consumption, which
requires them to carefully balance their need to
restrict the unauthorised circulation of their infor-
mational property to maintain income streams
whilst also allowing enough circulation of the
properties to allow the market to consume it as cul-
ture in the broadest sense and enabling it to reach
new markets (Wall 2004, p. 35).

Informational piracy differs from traditional
intellectual infringement because it blurs the
boundaries between criminal and civil actions. It
is where owners’ intellectual property rights in
images, trademarks, copyrighted texts or general
character merchandising are threatened by theft
or release into the public domain of the Internet.
The threat is not just the loss of income streams,
but also of the “dilution” of a “property”’s value.

¢ Akdeniz describes the case of the Jet Report which was
released into the public domain on ethical grounds.


http://www.usdoj.gov/criminal/cybercrime/ipmanual/chart.htm
http://www.usdoj.gov/criminal/cybercrime/ipmanual/chart.htm
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Dilution is a term used in intellectual property
law to describe the reduction in value through
unrestricted use, but is also a key part of the argu-
ment used to justify legal sanctions against
infringers. The additional problem for intellec-
tual property right holders and for law is that the
Internet also facilitates new types of participatory
consumption and development of informational
properties. Indeed the “wikinomics” of the digital
economy, as it has been named (Tapscott and
Williams 2007), actively requires the release of
some aspects of intellectual property into the
public domain so that participants can contribute
to it. We return to this discussion later, but the
remainder of this section focuses upon specific
areas of intellectual property piracy: music, video
and software and the theft of virtual artefacts.

6.4 Music and Video Piracy

Music: If P2P software transformed information
sharing, then the invention of MP3 (music) and
MP4 (video) file formats has, respectively, trans-
formed the distribution of music and video. In the
case of the former, as long as the appropriate P2P
software is available, the music files can be down-
loaded to a computer’s sound system, a portable
MP3 player or directly onto a CD Rom or Mini-
disc. The recording of music in a computer-read-
able format was previously possible; however
MP3 compression techniques reduced the files to
manageable or transferable sizes. Consequently,
devices from the early Rio Diamond MP3 player
through to the more recent generation of I-Pods
have been specifically designed to play MP3 files.
Opinions on the morality and legality of MP3 are
divided. On the one hand the record companies
and a few rock bands argue that the distribution
of unauthorised MP3s is causing the death of
popular music by giving away hard-earned and
expensive properties and denying the authors the
rewards that they deserve. For example, the
International Intellectual Property Alliance claims
that in 2009, across 15 selected countries
alone, music “piracy” accounted for US $1.5 bil-
lion in losses. Notably, a number of Asian coun-
tries featured in these statistics, including China
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($466.3 million in losses), Philippines ($112.1
million), Indonesia ($24.7 million) and Malaysia
($23.5 million) (Havoscope 2010). On the other
hand, a strong counter-argument is emerging that
questions the claims of the music industry. A
report by the Australian Institute of Criminology
argued that the music industry cannot “explain
how it arrives at its statistics for staggering losses
through piracy” (Greene 2006). Evidence is also
beginning to suggest that illicit MP3 downloads
are in fact helping to promote music culture and
also expand the capacity of the market. Not only
can individual musicians now obtain immediate
exposure to a much broader section of the public
without having to become contracted to record
companies, but also MP3 has arguably broadly
stimulated the market for old as well as new pop-
ular music. Even CD sales, it is alleged, are going
up and not down. Oberholzer-Gee and Strumpf
questioned industry claims in their 2004 research
into the impact of downloads on physical CD
sales with the observation that “downloads have
an effect on sales which is statistically indistin-
guishable from zero” (Gibson 2005; Schwartz
2004; Potier 2004). Furthermore, this claim is
strengthened by the commercial success of
recently introduced, and authorised, pay-to-use
MP3 sites, such as I-Tunes, e-music and others,
and, of course, the popularity of new MP3 play-
ing hardware devices, such as the I-pod.
Additional evidence of this trend is found in
empirical research conducted in 2005 by Leading
Question, which found that online file sharers
actually buy more music, up to four and a half
times more in legal downloads (Leading Question
2005; Gibson 2005).

The counterclaims described earlier illustrate
the dynamics of a power play in which the record-
ing industry’s highly publicised private legal
actions have been framed within a crime discourse
to tame the MP3 download market. As soon as the
technology of MP3 began to gain popularity, legal
actions were launched by the Recording Industry
Association of America (RIAA) and British
Phonographic Industry (BPI) on behalf of the
music industry. They invoked copyright laws and
brought lawsuits against MP3 bulk uploaders.
Perhaps uniquely, few of the 15-30,000 or more
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cases brought against individuals have actually
gone to court, with the most being settled privately
(Vance 2005). Subsequent rogue (lawyer) actions,
from 2009 onwards, in the form of speculative
invoicing by ACS:Law and others, created so
much negative publicity that the industry repre-
sentatives distanced themselves from the actions.
Favouring instead the prosecution of commercial
uploaders (Wall 2011), though not before launch-
ing a publicity campaign that warned the public of
the damage caused to the music industry and soci-
ety in general by suggesting that the proceeds of
piracy supported organised crime. The impact of
both actions and publicity has, however, been to
create an illusion of certainty of prosecution and
to exercise a broad chilling effect upon illegal
downloading behaviour.

Video (Film and Television): MP4, or MPEG-4, is
a computer file compression format that, like
MP3 with music, allows video, audio and other
information to be stored efficiently in one file.
Within a P2P network MP4 files have transformed
the dissemination of video, film and televisual
materials. Newly released films can, for example,
be illicitly videoed in cinemas and then converted
into MP4 files, as can television programmes.
Similarly, DVDs can be ripped and all can be
sold, or traded through illegal “film portals” or
across P2P networks. DVD manufacturers ini-
tially protected their products with a security
device; however this was broken by a descram-
bling program, DeCSS, written by Jon Lech
Johansen (also known as “DVD Jon”) so that he
could watch his own DVDs on his Linux-powered
PC. He also posted details of his descrambler on
the Internet that led to him being prosecuted
“largely on the behest of the Motion Picture
Association of America (MPAA)” (Leyden
2003). The case for the prosecution argued that
by sharing his DeCSS descrambler with others
over the Internet, Johansen made it easier to pirate
DVDs and therefore acted illegally. The case was
thrown out by the Norwegian court on the grounds
that the DVD scrambling codes had prevented
Johansen from using his Linux PC to play back
the DVDs he’d bought (Cullen 2004: Public
prosecutor v Jon Lech Johansen 2003).
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The failure to convict Johansen did not
prevent the MPAA from continuing to protect its
interests. From 2004 onwards, legal actions have
been brought against file sharers, particularly the
film indexing sites and television download sites
(BBC 2005c¢). The latter action was significant
because of the increased use of the Internet as the
broadcasting medium for television and the blur-
ring of the boundaries between the two: “as
TV-quality video online becomes a norm” (BBC
2005a). Like the music downloading cases, the
MPAA’s actions were framed within an even
stronger crime discourse that was driven by anti-
piracy advertisements showing at the cinema and
also on DVDs and containing very vivid crime
imagery alleging that piracy supported organised
crime and terrorism. This discourse is supported
by studies claiming that illicit P2P movie sharing
is on the rise, especially in regions such as the
Asia-Pacific, as access to high-speed broadband
services becomes more common (Mookerji
2009). However, as with the cases against indi-
vidual music file sharers, most of the video
download cases appear to have been settled pri-
vately and the practice of speculative invoicing
by entrepreneurial law firms has shifted from
music to adult films (Wall 2011). The actions
and crime discourse have, as with MP3, also cre-
ated a chilling effect on downloading behaviour
and evidence of a decreasing volume of down-
loads is an indication of this trend, although it is
an area that requires further research. Initially,
these P2P-related actions against individual
infringers took place alongside legal actions
brought against film Web sites that pose as legiti-
mate film and music download services (BBC
2005g). The current practice is to focus prosecu-
tions upon the latter.

6.5 Software Piracy

The final aspect of IP piracy that currently excites
major concerns within cybercrime debates is the
illegal distribution of software over the Internet.
Ilicit software was initially distributed through
BBS bulletin boards and later across P2P file
sharing networks such as “Drink or Die” (USDOJ
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2002; BBC 2005b). The distribution operations
were either for profit or for trading (though not
necessarily for profit), or to fulfil a broader ethic
of helping the Internet community. The latter
function is often referred to as Warez, which is a
leetspeak (e.g. uses non-alphabetical numbers
that resemble syllables or sounds in words) deriv-
ative of (soft)wares, but also tends to signify
copyrighted software that has been illegally
offered for trade, but usually not for profit.” The
computer software industry claims large financial
losses to such violations. Global losses were
pinned at $51.4 billion for 2009 (BSA 2010,
p- 1). Eastern-Central Europe is deemed to have
the highest “piracy” rate, where 64% of all soft-
ware is claimed to be an illegal copy; however,
rates are also high for North America (21%) and
Western Europe (34%) (BSA 2010, p. 5). About
60% of software in use in the Asia-Pacific region
is allegedly pirated, with “emerging” markets
such as China identified as especially problem-
atic (BSA 2010, p. 3). Whilst the figures are high,
the methodologies used to calculate the losses
typically tend to rely upon estimations based
upon the generalisation of limited statistics pro-
duced by a business victimisation survey.

6.6 Stealing Virtual Artefacts

An emerging problem is the unauthorised appro-
priation of virtual artefacts that are the product of
intellectual labours and which have been created
in virtual environments. For many years, for
example, the trade in “game cheats” has been a
long-standing practice. Cheats are virtual arte-
facts that enable players to map their way through
computer games more quickly or gain access to
hidden spaces within them. Some cheats exploit
flaws in gaming programmes, while others are
strategically placed there by the games-makers in
order to sustain players’ interest in the game. The
problem with “cheats” is to be able to identify

"“Among warez users, there is often a distinction made
between “gamez” (games), “appz” (applications), “crackz”
(cracked applications) and “vidz” (movies).” Wikipedia
<http://en.wikipedia.org/wiki/Warez>
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those that are illicit and those that are the
legitimate product of game designers. Perhaps
the most infamous “cheat” in recent years has
been the software called “Hot Coffee” which
unlocked secret sex scenes in Grand Theft Auto:
San Andreas (BBC 2005c; 2005d). Because of
these additional scenes, the rating of the game
was subsequently changed to “Adult”, which
along with the additional publicity attracted by
litigation helped to ensure that the game became
one of the most popular of all-time. Interestingly,
there is also a growing online market in the sale or
trade of other “cheat’-type activities outside the
gaming world, such as assignments by students
(plagiarism) on auction sites and P2P networks.
An interesting development in computer gam-
ing has been the increased criminal exploitation
of gaming artefacts that have strategic importance
in online role play gaming, for example in Project
Entropia.® Players need to obtain artefacts that
sustain their place in their games and help them
progress through it. The artefacts are therefore
highly desired because they represent not only
high levels of ability and power but also the hours
of labour put into their construction. Because of
this, players are willing to pay large amounts of
real money for them. In 2004, a virtual island was
sold on eBay for $26,500 (£13,700) and in 2005
a virtual space station went for $100,000
(£56,200) (BBC 2005f). The space station was to
be used as virtual nightclub to which users paid
entry for access and whilst inside were exposed
to real-time advertising as in a real nightclub.
Consequently, the high values of these arte-
facts have generated a string of new criminal
opportunities. Already there have been examples
of buyers being defrauded through e-auction
sales, artefacts being stolen, by hacking, from
players’ accounts and even an “online mugging”
where a Japanese student was subsequently
arrested for using automated bots in a “first per-
son shooter” game players to make his avatar
move faster than other players and shoot with
pinpoint accuracy, thus attacking fellow players
and stealing items (BBC 2005e¢). Police in Korea,

8Project-entropia.com
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Taiwan and also Japan, countries where computer
gaming is massively popular, have in recent years
had to respond to requests from gamers to inves-
tigate the theft of their “magic swords”—items
obtained in computer gaming environments
through intense labour.’

The challenges that these forms of offending
pose for criminal justice systems are considerable,
not least because the victims can point to real eco-
nomic harms done to them through the illegal
usage, or sale, of their “virtual currency”. At the
forefront is the question of how best to legally
represent the loss in the victims’ interests. In their
discussion of virtual property crimes, Lastowka
and Hunter (2005, p. 300) argue that the analogy
of theft is inappropriate because it implies the
destruction of existing value. They favour instead
the language of offences such as “counterfeiting”,
which takes into consideration the fact that the
“criminals” are actually creating illegitimate value
(Lastowka and Hunter 2005, p. 315).

6.7 Outlining the Debate over
Intellectual Property Online

The emergence of intellectual property violations
as forms of criminal behaviour must be placed in
the context of wider legal, political, economic
and social processes, since it is in these spheres
of action that the definition of what counts as or
constitutes crime ultimately emerges. Below we
shall discuss relevant developments in the areas
of (1) intellectual property law; (2) policing and
(3) cultural rhetoric of anti-piracy discourse.
One of the most significant legal developments
in recent years has been the incremental criminali-
sation of intellectual property offences. In the past,
violations (such as those related to copyright) have
been largely tackled through a range of civil reme-
dies available to copyright holders—such as injunc-
tions, “delivery up” or destruction of infringing
articles and payment of damages (Bently and
Sherman 2001, pp. 1008-23). Even where the law
made provision for criminal prosecution of IP

°Interview with Korean Police Chiefs by David Wall,
October 2008.

91

violations, there tended to be few such actions—for
example, between 1970 and 1980 there were less
than 20 prosecutions for copyright offences in the
UK (Sodipo 1997, p. 228). This may be attributed
to a number of factors, including the relatively low
priority accorded to intellectual property crimes by
overstretched and under-resourced criminal justice
agencies; the public concern and political emphasis
on more visibly “harmful” offences, such as “street
crimes” and violent crime; difficulties in policing
and intelligence gathering and the reluctance of
public prosecutors to involve themselves in a noto-
riously complex and specialised domain of law.
However, recent years have seen moves to redress
such copyright violations, bringing them increas-
ingly under the sway of criminal sanctions. This
has taken three main forms.

6.7.1 Increased Willingness to Use
Existing Criminal Sanctions

Against “Pirates”

There has been increased willingness to use exist-
ing criminal sanctions against “pirates”, encour-
aged both by greater political sensitivity to IP
rights and their economic importance and by
concerted application of pressure through lobby-
ing by the copyright industry. One key means in
achieving this has been the formation of industry
organisations (such as the Alliance Against
Counterfeiting and Piracy (AACP) and the
Federation Against Copyright Theft (FACT) in
the UK) that conduct investigations and gather
information on “piracy” activities, and lay com-
plaints before public prosecuting authorities
(Sodipo 1997, p. 229; Bently and Sherman 2001,
pp- 1030-31). Recent years have seen a number
of high-profile piracy cases in which such proce-
dures have led to criminal convictions carrying
substantial custodial sentences—for example, in
2002 a FACT investigation led to a 4-year prison
sentence for the convicted “pirate” (Carugati
2003). The overall number of criminal prosecu-
tions for copyright violations has also increased
massively—in 2000 alone, there were over 500
such cases in the area of music (CD) counterfeit-
ing alone (Home Office 2002, p. 2).
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6.7.2 Incorporating Additional
Provisions for Criminal
Sanctions into National Laws
and International Treaties

In recent years the incorporation of additional
provisions for criminal sanctions into both inter-
national treaties and national laws has taken
place. At the national level, we can note for
example Section 107 of the Copyright, Designs
and Patents Act (1988) in the UK, which places
local administrative authorities (such as Trading
Standards departments) under a duty to enforce
criminal copyright provisions, and significantly
strengthens the penalties available in comparison
to the previously existing Copyright Act of 1956
(Dworkin and Taylor 1989, pp. 121-122; Bently
and Sherman 2001, p. 1031). In the USA, the No
Electronic Theft Act (1988) makes provision for
up to 3 years imprisonment for convicted
“pirates”; it also extends the applicability of sanc-
tions beyond those engaging in piracy for com-
mercial gain, to include for example the
not-for-profit digital trading engaged in by file-
sharers (Drahos and Braithwaite 2002, p. 185).
Concerted political pressure has been brought to
bear on governments in Asia to enact additional
legal prohibitions against piracy in its various
forms. Recent years have seen initiatives to intro-
duce new copyright laws in countries such as
Thailand, the Philippines and Korea (Bangkok
Post 2009; Baldemor 2010; Pfanner 2011). At an
international level, Article 61 of the 1994 TRIPS
agreement establishes a mandatory requirement
for signatories to make criminal provisions
against commercial copyright violations. Hence
the extensions of available criminal sanctions and
the greater willingness to pursue them have, taken
together, significantly reconfigured piracy, ren-
dering it graver in an attempt to stem its growth.
Already noted has been the recent increase in
policing and enforcement activity, in which
industry organisations are playing a leading role.
It is also worth noting here the proliferation of
industry-financed “anti-piracy” organisations
whose raison d’etre combines research, intelli-
gence gathering, policing, education and lobby-
ing activities. The past two decades have seen the
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creation of the Counterfeiting Intelligence
Bureau, the International Intellectual Property
Alliance, the International Anti-Counterfeiting
Coalition, the Alliance Against Counterfeiting
and Piracy, the Coalition for Intellectual Property
Rights, the Artists Coalition Against Piracy, the
aforementioned AACP and FACT as well as
numerous existing trade organisations that have
established specialist groups and initiatives to
combat film piracy (such as the MPAA and the
RIAA). Such organisations purport to “lift the
burden of investigation from law enforcement
agencies” (AACP 2002, p. 2) by engaging in a
range of increasingly intensive policing activi-
ties. Where public agencies have been reluctant
to invest time and resources in tackling IP viola-
tions, industrial and commercial interests have
“filled the void”. In addition to intelligence gath-
ering and undercover operations, they have
attempted to bring intellectual property crime
into the criminal justice mainstream through, for
example, the appointment of specialist liaison
personnel to “assist” and “advise” responsible
agencies in the detection and prosecution of
“copyright theft”. Recent years have seen such
organisations step up their activities in “emerging
markets” such as the Asia-Pacific region, discern-
ing the low priority that is currently given to
intellectual property rights enforcement; for
example, in China IP enforcement is an adminis-
trative rather than criminal justice matter, result-
ing in very limited levels of police attention (ITPA
2011, p. 1). Governments have themselves
responded to concerted pressure from these
groups by establishing intellectual property strat-
egies and specialist units within criminal justice
agencies to address intellectual property viola-
tions. The UK, for example, has the local trading
standards organisations which operate at a local
level; the e-crime unit of the Serious and
Organised Crimes Agency, SOCA (from 2012
part of the UK National Crime Agency), investi-
gates serious national infringements. In the USA
there is the FBI’s Internet Fraud Complaint
Centre (IFCC), which also takes on the responsi-
bility for policing some intellectual property
crimes. At an international level, Interpol has
established an Intellectual Property Crimes Unit
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(2002) and there are concerted efforts at the EU
level to strengthen EUROPOL’s powers of
enforcement in the area of intellectual property.

6.7.3 The Development and
Implementation of “Anti-piracy
Education” Campaigns

Recent “anti-piracy education” campaigns involv-
ing both copyright industries and public agencies
have given particular focus to young people because
of their apparently disproportionate involvement in
illegal Internet downloading, copying and distribu-
tion of copyrighted materials. Recent years have
seen numerous ‘“‘educational” programmes pro-
duced by umbrella organisations that represent
various sectors of the copyright industries—soft-
ware, music and/or motion pictures. Such pro-
grammes typically provide a range of materials,
exercises and gaming activities that are intended
for use in the classroom, thereby incorporating
anti-piracy into the school curriculum. Programmes
typically target younger children between the ages
of 8 and 13. For example, there is the Friends of
Active Copyright Education (FA©E) initiative of
the Copyright Society of America—their child-
oriented program is called “Copyright Kids”. Also
notable is the Software and Information Industry
Association  (SIAA)’s  “Cybersmart!  School
Program”. A third is the Business Software Alliance
(BSA)’s “Play It Cybersafe” program featuring the
cartoon character Garret the Ferret aka ‘“The
Copyright Crusader”. A fourth campaign is pro-
duced by the Government of Western Australia’s
Department of Education and Training, and is
called “Ippy’s Big Idea”. A fifth campaign is the
MPAA’s “Starving Artist” schools’ road show. This
is a role-playing game designed for school chil-
dren, which was taken “on tour” in 2003 in 36,000
classrooms across the USA. The game invites stu-
dents “to come up with an idea for a record album,
cover art, and lyrics” (Menta 2003). Having com-
pleted the exercise, the students are told that their
album is already available for download from the
Internet, and are asked “how they felt when they real-
ized that their work was stolen and that they would
not get anything for their efforts” (Menta 2003).
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Similar IP education campaigns have been launched
in Asia-Pacific countries including China, Singa-
pore, Malaysia and Hong Kong (ABAC 2007). All
such campaigns attempt to create a moral consen-
sus that unauthorised copying is a form of theft,
and as such as immoral as stealing someone else’s
material possessions; moreover, they also target the
children’s parents in an attempt to warn them of the
possible legal repercussions if their children are
caught engaging in piracy.

All of the foregoing developments have served
to progressively shift intellectual property
offences into the space of criminal conduct.
However, as Becker (1963) notes, it is by no
means given that those targeted with stigmatising
labels of criminality and deviance will automati-
cally accept such labels. Rather, they may resist
such efforts, seeking to deflect the label by
defending their activities against those who seek
to position them as “outsiders”. Such reactions
may be considered as instances of what Sykes
and Matza (1957) call “techniques of neutralisa-
tion”. These techniques serve as vocabularies of
justification by which the potential “deviants”
deflect negative labels, turning accusations of
moral delinquency back upon their accusers.
Prime among these techniques are those of the
“denial of harm” (the assertion that no real social
damage is caused by the behaviour in question)
and “denial of the deniers” (the assertion that
those who mount accusations are themselves cor-
rupt, immoral or otherwise hypocritical).
Moments of reaction-resistance have clearly
emerged in response to moral entrepreneurs’
constructions of Internet piracy as a form of
criminality. Music fans, committed to the free
circulation and appreciation of popular culture,
have established Web sites where such rhetorical
defences are mounted. For example, the activists
of BOYCOTTRIAA.com stated in 2005 that:

Boycott-RIAA was founded because we love
music. We cannot stand by silently while the
recording industry continues its decades-long effort
to lock up our culture and heritage by misrepre-
senting the facts to the public, to artists, the fans
and to our government. (BOYCOTTRIAA.com)

Through such responses, acts of copying and
culture sharing are defended as principled stands
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against corporate interests who are charged with
being the true “villains” in the unfolding con-
frontation between producers and fans. However,
the lines of division within this battle to define
criminality are further complicated by the inde-
terminate role played by recording artists them-
selves. On the one hand, artists have played a
pivotal role in the entrepreneurship that has
sought to define Internet copying as harmful and
socially unacceptable. For example, the famous
controversy over Napster’s online music file-
sharing service first hit the headlines as a result of
legal action taken by the band Metallica (Marshall
2002, p. 9). Other prominent anti-Napster per-
formers included Madonna and Mick Jagger. In
contrast, other artists have made common cause
with file-sharers, choosing instead to direct their
criticisms against the recording companies rather
that the fans. In 2000, rock musician Courtney
Love (singer with Hole and widow of rock icon
Kurt Cobain) launched what has been dubbed the
“Love Manifesto”, a critical reflection on intel-
lectual property theft, artists and the recording
industry. Love began her “Manifesto” thus:

Today I want to talk about piracy and music. What

is piracy? Piracy is the act of stealing an artist’s

work without any intention of paying for it. I'm not

talking about Napster-type software . . . I'm talking
about major label recording contracts. (Love 2000)

She went on to claim that standard practice
within the recording industry deprives musicians
of copyrights, and the monies advanced to artists
are largely recouped from them by the industry
under “expenses” for recording and promotion.
As a consequence, the musicians see little return
from their efforts and, she opined, “the band may
as well be working at a 7-11” (Love 2000). In
fact, it has been argued that piracy is in the
financial interests of most recording artists; most
performers make their living from concert perfor-
mance, and this is best supported and promoted
by having their music circulated as widely as
possible, including via copying. As musician
Ignacio Escolar has put it: “Like all musicians, I
know that 100,000 pirate fans coming to my
shows are more profitable than 10,000 original
ones” (Escolar 2003, p. 15).

D.S. Wall and M. Yar

6.7.4 The Need to Rethink Intellectual
Property Rights Management
and Reverse the
Decriminalisation of IP Piracy

What the previous discussion indicates is a pro-
cess by which intellectual property piracy is
increasingly becoming framed by crime debates
without any clear evidence that this process will
solve the problem. This suggests that the per-
ceived problem—the nature of the piracy—may
actually require some critical revision. An emerg-
ing and very real problem for intellectual prop-
erty right holders and also for law and its related
regulations is the very real shift that is now taking
place in the ways that intellectual properties are
being consumed in the information age. At the
level of computer programming, we have already
seen the “open source” movement make major
contributions to the development of powerful
operating systems such as Linux. The main prin-
ciple behind the open source movement is that
core computer code is freely circulated so that
individuals can perfect or develop it themselves
and then recirculate for the benefit of others. In
this way, the group effort makes the object of
everyone’s labours stronger and also much more
powerful than one individual could possibly man-
age. At the broader level of the general consumer
we are also witnessing significant new types of
participatory ~ consumption  (prosumption).
Sophisticated new software ranging from blog-
ging technology, through to image manipulators,
through to recording and publishing software
have enabled consumers of information, music,
text and images (moving and still) to create their
own “mash ups”. In other words, software is
enabling consumers to combine together the dif-
ferent parts of different intellectual properties
that they particularly enjoy to create something
entirely new that they consume themselves and
also share with others.

In both of the examples illustrated above, the
consumers also become producers or “prosum-
ers”. Not only does this cause them to fall foul
of conventional IP laws, especially in the sec-
ond example, but they are also increasingly
demanding recognition of, and rights to, their
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contributions to the intellectual properties that
they have enhanced. This “wikinomics” of the
digital economy (Tapscott and Williams 2007)
actively requires entirely new ways of thinking
with regard to intellectual properties. Not least,
the release of some aspects of intellectual prop-
erty into the public domain so that participants
can contribute to it. This process is counter-intu-
itive to conventional practices; however,
Tapscott and Williams argue that allowing par-
ticipatory consumption has considerable value
to IP rights owners and, furthermore, it does not
necessarily require core intellectual property to
be released, only that which enables participa-
tory consumption. Plus mechanisms could be
created—depending upon the characteristics of
the intellectual property in question—that would
allow prosumers to gain recognition and even
income from their contributions. Importantly,
such a revision of conventional approaches to IP
would also halt the increasing criminalisation
process to the benefit of all.

6.8 Conclusions

This chapter has illustrated how inventive,
reflexive and responsive computer-assisted or
-mediated intellectual property crime can be and
also how close it sits to legitimate business
opportunities. It also shows how the virtual bank
robbery, the virtual sting and virtual theft are
areas of harmful/criminal activity that are rap-
idly evolving along with technological develop-
ments. As they evolve, they create new challenges
for law enforcement. For example, in the UK,
machines cannot be deceived, only the people
who use them; data cannot be stolen; fraud and
deception are still to be fully established as
specific crimes (despite new Fraud Laws) and
trade secret theft is still not an offence—only the
way that the information was obtained. In other
jurisdictions, including some Asian countries,
such laws do exist, yet the practice of enforce-
ment is low. But this disparity not only creates
problems for law enforcement but also raises a
question as to whether law is the most effective
local solution to what has become a global prob-
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lem. The example of music and movie file shar-
ing is a graphic illustration of where private
corporate interests compete with the public inter-
est and capture the crime agenda.

The bulk of this chapter has focussed upon
fraudulent behaviour with regard to intellectual
property that has been driven by the desire for
economic or informational gain. This profile will
gradually broaden as new opportunities for
offending are created by the convergence of net-
worked technologies of the home, work and lei-
sure with those managing identity and location.
Importantly, this new world of convergence will
be characterised more and more by information
brokering; thus “information capital” will become
increasingly more valuable. As a consequence,
we shall probably see a further rise in the extent
and breadth of information theft. Future intellec-
tual property crime debates will therefore more
intensely focus increasingly upon the rights relat-
ing to the protection of information and also the
restoration of information and reputation once
compromised.
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“Opportunist” Insurance Fraud
Under Different Political Economies:
Taiwan (Asia) and Europe Compared

Susyan Jou

7.1 Introduction

Although the exact detail will vary across legal
systems, in most advanced democratic countries,
the legal definition for fraud activities in relation
to any of the parties generally requires the pres-
ence of at least three elements: material misrep-
resentation, in the form of concealment,
falsification, or untruth; intent to deceive; and
aim of gaining unauthorized benefit. At the prac-
tical level, insurance fraud has many dimen-
sions—especially given the phenomenon’s
evolving and dynamic nature. Many commenta-
tors classify fraudulent activities under three
main categories: exaggeration of an otherwise
legitimate claim; premeditated fabrication of a
claim; and fraudulent known disclosure or mis-
representation of material facts.

Both legal and practical definitions ‘“‘share
the distinctive common characteristic that,
unlike bad debts, for example, or conventional
property crime such as burglary, they are not
self-disclosing. Their essence is to appear as
normal and to be processed and paid in a routine
manner” (Clarke 1990, p. 1). It follows that
insurers will normally only have an idea of the
nature and extent of a fraud if they take specific
detection measures.
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However, neither the legal nor the practical
definition distinguishes the individual oppor-
tunist from “organized” insurance fraudsters.
Nevertheless, this kind of distinction is cer-
tainly recognized within the private insurance
industry itself, which has concentrated its inves-
tigative resources on forms of “organized”
activity—while recognizing that there is much
“padding” and claims-inflation activity by
“ordinary” opportunists.

In this study, it is contended that the analytical
distinction is important because the social reac-
tions to the two types of fraudster are constructed
in a very different way under conditions of politi-
cal economy and culture. Arguably, the motiva-
tion and epidemiology of “organized” insurance
fraud are in general similar to other types of
“organized” criminal activity—broadly under-
stood as the same across the world. This “hard-
core” fraud, in Ericson and Doyle’s (2004) words,
occurs when someone deliberately plans or
invents a loss covered by their insurance policy in
order to receive payment for damages that may or
may not be real. The “social reaction” to orga-
nized insurance fraud in all political economies
and cultures is arguably the same—that is, they
are, like violent and sex criminals, seen as “crim-
inal actions” and morally culpable (Coalition
Against Insurance Fraud, CAIF 2007).

Prevention measures and more regulatory
activity against organized insurance fraudsters
are seen as legitimate by the private insurance
industry, the State, and the general public.
However, in relation to “opportunist” fraud, in
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Fig. 7.1 Donald Cressey’s “the Fraud Triangle”

many countries people often deny “opportunist”
fraud as fraud or a crime. Again in Ericson and
Doyle’s (2004) expression, “softcore” insurance
fraud refers to policyholders exaggerating other-
wise legitimate claims or when an individual
misreports previous or existing conditions to
obtain a lower premium on his or her insurance
policy. In a survey by the Insurance Council of
Australia in 1993, 14% of those interviewed
regarded padding a claim as acceptable. In the
2002 survey, the percentage had risen to 18%.
Other similar surveys done by the Association of
British Insurers in 2002 showed that 7% of
respondents in the UK admitted to having made a
fraudulent insurance claim, and 48% in the UK
did not rule out making a false claim in the future.
More interestingly, 40% of respondents believed
that exaggerating a claim was acceptable or mar-
ginal behavior. 29% in the UK thought that mak-
ing up a claim was acceptable or borderline
(CAIF 2007). In the USA, nearly one of four
Americans say it is acceptable to defraud insurers
and some 24% say it is quite or somewhat accept-
able to bilk insurers (CAIF 2007).

Why is “opportunist” fraud so perceived?
Why do people “neutralize” their behavior in this
way ? Why do some countries take a more proac-
tive approach to such “crime” than others? Some

criminologists have previously considered these
matters. Take Cressey (1953, 1986) for example;
he pointed out (see Fig. 7.1) that there are three
elements that can and will be found in all fraud
cases, organized or opportunist: namely, opportu-
nity, perceived pressure, and rationalization. The
triangle has also indeed been used as a model of
fraud prevention. Of the three elements, financial
pressures are considered to be the most impor-
tant. Among others, greed, luxurious lifestyle,
debts, unexpected financial crisis (i.e., unemploy-
ment, natural disaster), poor investment, and a
lack of family/relative supporting system are the
most common. The relationship between financial
pressure and opportunist fraud is well explained
by this model.

For many ordinary people, “softcore” fraud is
“acceptable.” Many ordinary people who have
the experience of buying an insurance policy or
making a claim share some of these views.
Rationalizations do help fraudsters conceal their
true unlawful motivation and explain their actions
and feelings in a way that is less threatening to
their sense of self. In terms of opportunities, a
fraud arises when there is a lack of control to pre-
vent it, a lack of access to relevant information,
and a lack of adequate audit trails or attitudes such
as ignorance, apathy, incapability, and incapacity.
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In a 2001 US survey nearly 10% of respondents
said they would commit insurance fraud if they
knew they could get away with it (Coalition
Against Insurance Fraud 2008a, b). And about
30% would not report insurance scams commit-
ted by someone they know. In other words, if
antifraud measures are not taken or enforced seri-
ously, opportunity knocks.

Cressey’s fraud model, illustrated in Fig. 7.1,
has been well received by criminologists and
practitioners; however, it arguably fails to capture
how or why the political economy and the nature
and dynamics of the modern insurance industry
affect the form of the three elements and increase
moral hazard of the insured and the moral risk of
the insurance industry. Here we define moral haz-
ard as the insured not entering the contract in
good faith or where he/she has an incentive to
take unusual risks in a desperate attempt to make
profit, and moral risk as market misconduct in the
structure and culture of the insurance industry. In
reviewing the terminology “moral risk,” Ericson
and colleagues consider and critique the tradi-
tional definition of moral hazard (Ericson et al.
2000; Ericson and Doyle 2006). Arguably, neo-
liberal societies (e.g., the USA or the UK) empha-
size self-governance and individual responsibility
to create greater risk, individual responsibility,
and insecurity, and therefore, produce more
financial pressures, rationalization, and opportu-
nity for padding a claim. In social democratic
society (e.g., Finland or Sweden), the social wel-
fare tradition and the perception of social insur-
ance can reduce these financial pressures and
rationalization to commit a fraud. The financial
pressures motivate people to commit fraud and at
the same time trigger a more proactive reaction
from insurance companies or the State. And the
changing nature of the insurance industry from a
mutual trust system within a homogeneous group
to a more investment-oriented and anonymous
system allows both policy holders and insurers to
rationalize their frauds and creates more opportu-
nity to commit it. For the insured and the insur-
ers, the insurance business has changed into a
more investment-oriented and anonymous
arrangement, in contrast to the previously envis-
aged charitable and altruistic one. Inevitably, the

insured and the insurers together construct greater
moral risk of opportunist fraud in the modern
insurance industry.

Furthermore, the triangle model has nothing
to say about how differential reactions to oppor-
tunist fraud are constructed under different politi-
cal economies.

Prima facie, the common rationales to “crack
down” on opportunist insurance fraud are the
following:

* The perceived seriousness of opportunist fraud
by the industry

e Costs to the industry

e Threat the “honest” insured

e Shame and fear

If all the rationales hold true, there should be
little difference in industry and government
reaction to the problem across countries.
However, this is not the case. Ericson and Doyle
(2004) noticed that antifraud publicity cam-
paigns started in the last two decades in Canada,
the USA, and the UK. Taiwan and China, on the
other hand, only launched their campaigns in
the past 5-10 years (Jou and Hebenton 2007).
Until the mid-1990s, Finland and Sweden had
not yet taken much formal action to tackle
opportunist insurance fraud (Niemi 1995).
Obviously, perception and reaction to insurance
fraud under differing political economies merit
further investigation.

This paper thus will investigate how political
economy and the changing nature of the modern
insurance industry reshape Cressey’s original tri-
angle model. We also analyze the “what and
why” of antifraud prevention measures and how
they are differently understood in three selected
countries (selected as an ideal-type analysis rep-
resenting neo-liberalist, social democratic, and
Confucian political economic regimes).

7.2 Political Economy and
Opportunist Insurance Fraud

Neo-liberalism refers to the late twentieth cen-
tury revival of the nineteenth century approach to
free-market capital known as economic liberal-
ism. The general ethos is individualism rather
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than collectivism (Cavadino and Dignan 2006, p.
440). Scholars usually agree that the neoliberal
model has some basic common characteristics:
there is to be a minimal state; market fundamen-
talism is stressed; emphasis is placed not only on
risk management but also on risk taking; indi-
vidual responsibility is underscored. Each indi-
vidual is to be his or her own personal security
market and other consuming interests (Ericson
et al. 2000). Concepts such as risk, risk-taking,
individualism, insecurity, and uncertainty com-
monly dominate the neo-liberalism literatures
(Lash and Urry 1987; Esping-Andersen 1990;
Beck 1992). On the other hand, what are the
assumptions underlying the social democratic
model of society? Le Grand (1997) argues that
this type of society assumes that the state and its
agents are both competent and benevolent. That
is, whoever operated the state can be trusted to
work primarily in the public interest. Politicians,
civil servants and bureaucrats, and managers are
supposed accurately to define social and individ-
ual needs. In short, the society based on high
taxation and social security involves a belief in
people’s sense of altruism or at least of an adher-
ence to collective solidarity.

In a society under the influence of
Confucianism, mainly in East Asia, great empha-
sis is placed on collectivism, family responsibil-
ity, and a cooperative social security net. The
State and the family are seen as primary sources
for dealing with risks and losses. For example, in
Chinese culture, people still believe that the best
insurance one can buy is to have as many sons as
one can. Note that it’s “sons” not “daughters,”
because married daughters would not be consid-
ered as part of the family and therefore are not
responsible for their parents’ welfare or illness.
Gradually, and in the twenty-first century, the
cultural values of “filial piety and Guanxi (friend-
ship or connections)” in countries like Taiwan,
Singapore, or China have adapted to the marketi-
zation of society, interlocking with modern
financial systems (Tang 2005). The State both
finances and provides the supply of basic social
services such as education, health care, social
care, and full pension plan (for some selected
groups). However, the services are limited and
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exclusive. They do not fully cover all risks
throughout a person’s life span. They also exclude
the individuals who have property, reasonable
income, or a family and especially a well-to-do
family. Because of collective responsibility, the
State and the family do not encourage risks and
risk-taking. Risk management strategies to them
tend to be “having some personal savings in the
bank,” “having more filial and loyal children,”
and “extending more ties of friendship as safety
nets.” If a person has none of the above, the State
will provide them as basic social services. Thus if
a Chinese or Taiwanese citizen turns to buy pri-
vate insurance its meaning culturally would be
better understood as akin to “an investment to
make more money” or “to benefit their family
members” than a self risk management tactic.

In sum, we can characterize individual respon-
sibility, self-governance, risk management, as
well as risk taking as central values for neoliberal
society whereas collectivism, altruism, trust, and
equality characterize social democratic society.
Collectivism, family responsibility, and coopera-
tive social security net, on the other hand, play
important roles in Confucian society and culture
(for a powerful analysis of cultural collectivism/
individualism and its consequences see Hofstede
2001; Hofstede and Bond 1988) (see Table 7.1).
How do these different political economies (and
cultures) help determine reactions to opportunist
insurance fraud? One way of understanding these
relationships is to consider how the political
economy and culture interact to produce moral
hazard and moral risk.

7.3 More Risk Leads to Greater
Moral Hazard

Both Giddens (1995) and Beck (1992) argue that
the notion of risk is accompanied by the rise of
insurance. In modern society, not only are there
risks like natural disasters as in ancient times but
also risks from human forces, or what Giddens
might call “manufactured uncertainty or manu-
factured risks” (Giddens 1995) which operate
significantly under human agency (i.e., environ-
mental pollution, traffic accidents). The insurance
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Table 7.1 Characteristics of three political economic regimes

Neoliberal

Free market, free choice

Socio-economy
Economic model

Role of the State e Minimum governance

¢ Limited state welfare
Role of individual
Risk

Individual responsibility

* More risks

* Encouraging risk taking
* Self risk management

Social democratic
Universalistic
Great state welfare

Collectivism

* Less risks

* Encouraging risk taking
e Less risk management

Confucian
Quasi-market
Relatively limited state welfare

Collectivism

e Less risks

* Discouraging risk taking
 Informal risk management

Social relationship Distrust, contractual Trust Trust within inner relationship
circle
Assumptions on human  Self-interest Altruism Mutual help within inner

nature

Country exemplars USA, UK, Canada, Australia

business is all about making people plan and dis-
cuss their risks in monetary terms as well as to
help them reduce financial pressures resulting
from possible risks and losses.

Moreover, as risk increasingly becomes an
integral part of the free market economic system,
certain risk taking and calculations assume new
respectability. Risk taking in neoliberal society
especially has a positive meaning now: the chance
of hitting a big win, of getting more on the back
side than one invests on the front side. Wall Street
(New York) and the City of London are full of
winners in this system. To deal with highly
encouraged risk-taking attitudes and behaviors,
rational calculation of possible loss and getting
insurance cover is viewed as a purely economic
decision. Paying premiums act as an appropriate
incentive and are calculated to diminish financial
losses. However, moral hazard increases drasti-
cally with the insured risk takers. The insurance
policy will arguably encourage them to take more
risks resulting in actual dangers that the insurer
has to pay for. And padding a claim is also an
economic calculation of the insured to get a “fair
share back.” A field experiment in Boston (USA)
undertaken by Tracy and Fox (1989) found that
auto body repair estimates were significantly
higher with insurance coverage than without,
regardless of the type of car, extent of damage,
sex of driver, and location of shop. For car own-
ers with insurance, they did not want to spend
more time to acquire a second opinion. For auto-
mobile garages, they knew their clients with

Norway, Finland, Sweden

relationship circle
China, Taiwan, Singapore

insurance would not bother to question their esti-
mates either. For both parties, padding an auto-
mobile bodily injury claim is what they “deserve”
from the insurance company.

Therefore, arguably in a neoliberal society,
more risks lead to more pressures which expand
the size of the insurance market. The booming
insurance market however brings an additional
quantum of moral hazard in terms of encouraging
people to take more risks and helping them ratio-
nalize the claim padding behavior.

7.4 More Individualism Leads
to Greater Moral Hazard

After World War II, neo-liberalism promoted the
idea of strictly individualistic conceptions of self-
help, replacing more efficient cooperative risk-
bearing techniques. Insurance emerges as the
most efficient secular risk-bearing system to han-
dle the economic hazards. Government tries to
shed responsibilities and transfer them to the pri-
vate sector, i.e., the insurance. Such an approach
to insurance is seen as positive and quickly
accepted. In an individualist society, social net-
work security is perceived less desirable than
market insurance. Thus, individualism not only
off-loads government responsibility but also dis-
courages the cooperative social security net. That
is to say, family, relatives, or friends are no longer
part of the risk management system. This would
take away the individual’s understanding of
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collective morality, the value of others apart from
money and losses, inevitably resulting in greater
moral hazards in insurance relationships (Ericson
et al. 2000). Rationalization of opportunist fraud
occurs when society loses its collective morality
and other values, apart from money values. This
is also evident when the government and the
industry start their antifraud campaigns and seek
to introduce more regulations to prevent oppor-
tunist fraud.

7.5 Insecurity Leads to Greater

Moral Hazard

As we know, the social democratic model prom-
ises security whereas neoliberal society promises
insecurity. Which one of the political economies
would result in greater moral hazard? One argu-
ment is that social democratic society creates a
culture of dependency (Giddens 1998). Instead of
the desirable emphasis on risk-taking and enter-
prise, there is risk minimization, avoidance, and
aversion that create human and institutional iner-
tia (Ericson et al. 2000). Because the State offers
generous benefits, citizens are expected to pay
high taxes as their “premium,” and it makes it
easy for ordinary people to morally rationalize a
fraudulent claim to social insurance benefits.
What about moral hazard for private insurance?
Arguably, the moral hazard for private insurance
would eventually be minimized where the culture
of social democratic society discourages the con-
sumption of private insurance and when bureau-
cratic inefficiencies make it easy to commit
benefit fraud.

In distinction to the welfare state, the sense of
insecurity in neoliberal countries appears for
opportunist fraudsters to override any notion of the
prospect of getting caught. Economic insecurity
brings more perceived risk and financial pressure
which encourage ordinary people to participate in
dishonest forms of economic behavior (Gooby
etal. 1999). The low cost and the preserved rewards
associated with means-tested schemes make pad-
ding a claim highly incentive. On the other hand,
the image of insecurity and uncertainty is so well
exercised and successfully constructed that the
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insurance industry is able to sell more unnecessary
policies to the insured. Over-insurance provides
people with opportunities to exploit. Opportunity
arises in the case of over-insurance, when the
amount insured is greater than the actual value of
the property insured. This allows the insured to
make profits by acting less prudently—either in
relation to themselves or in relation to their prop-
erty, or to destroying their property or purposely
staying in hospital longer because the payment
they receive from their insurers is of greater value
than the property or time they lost and the pain
they have been through.

7.6 The Changing Nature of Modern
Insurance and Opportunist
Insurance Fraud

Aside from external influences, the internal work-
ing environment of the insurance industry has
also independently evolved in modern society.

Today’s insurance is far more complex than in
earlier times. Even though the fundamental idea of
risk management, the equitable transfer of the risk
of a loss, from one entity to another, in exchange
for a premium remains the same, the changing
nature of insurance business leads to a rise of what
Ericson and Doyle (2006) called “moral risk”
which is institutionalized in the structure and cul-
ture of the insurance industry. Arguably, that moral
risk is situated within specific aspects of the “new”
insurance, namely, “scientific” underwriting pro-
cess, responsibilization of the individual consumer,
and the vision of insurance as a high-profit/invest-
ment-oriented enterprise.

7.7 The “Scientific” Development
of Underwriting and
Responsibilization of the
Individual Leads to Greater
Moral Risk

In traditional insurance, the character of a large
number of homogeneous exposure units allows
insurers to benefit from the so-called law of large
numbers. However, today’s insurance practices
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are, on the contrary, an attempt to pool all popu-
lations based on a “scientific” selection of risk
factors calculated by experts.

Glenn describes underwriting as a “ticking
boxes” process (Glenn2003, p. 133). Underwriters
tick off boxes on an application and match them
to a set of clearly defined criteria. Glenn argues
that it is a more subjective than objective judg-
ment when underwriting for insurance. But the
fact of the matter is that with the competition in
the market as well as the legal responsibilization
of the individual consumer, more and more
underwriters don’t even bother to pay a home
visit or check whether the object being insured
actually exists before they write up a policy (Jou
and Hebenton 2007; Niemi 1995).

Since insurance shifts risk from one party to
another, it is essential that there must be utmost
good faith and mutual confidence between the
insured and the insurer. In a contract of insurance
the insured knows more about the subject matter of
the contract than the insurer. Consequently, he/she
is duty bound to disclose accurately all material
facts and nothing should be withheld or concealed.
Any fact is material, which goes to the root of the
contract of insurance and has a bearing on the risk
involved. If the underwriter knows little about the
insured or purposely leaves the consumer an oppor-
tunity to mislead or conceal relevant information to
sell more insurance, moral risk arises.

Objectively “ticking off” the boxes creates a
more heterogeneous pool, a pool with lots of
anonymous “outsiders.” Responsibilizing the
individual consumer produces further moral risk.
The “scientific” underwriting process, including
pooling heterogeneously, along with the respon-
sibilization of the individual consumer destroys
the trust system, consequently making it easier
for insureds to rationalize their fraud.

7.8 An Enterprise Focused on Profit
and Investment Enhances Moral
Risk

How does an insurance company make large
profits out of “insuring people’s life or property
loss?” It is clear that the nature of the gift rela-

tionship in insurance has long since changed in
modern society. The transformation from mutual
assistance to the marketplace signals a drastic
departure from a system of a gift relationship to
an economic type of exchange. While status pre-
scribed reciprocal types of exchange, market
relationships are regulated by contract and not
obligation.

Today’s insurance goes beyond safeguard
and mutual help—instead presenting as a
finance and investment industry. The invention
of the “whole” life insurance product is a good
example.

7.9 Three Cases: The UK, Finland,
and Taiwan

Our analysis has demonstrated the role of politi-
cal economy in relation to moral hazard and how
moral risk is embedded within the changing
nature of the modern industry itself. We now turn
to consider three countries, the UK, Finland, and
Taiwan, to further illustrate the relationship
between political economic regimes and oppor-
tunist insurance fraud. In our ideal-type compari-
son, the UK is selected as representative of an
advanced free market society with limited and
fewer welfare services, Taiwan is a market soci-
ety interlinked with some degree of state-pro-
vided provision and informal risk management
culture, and Finland conversely provides a gener-
ous welfare regime with strong protective state
provision (the heuristic value of typologies is
now widely recognized for comparative research
in the social sciences—see Esping-Andersen
1990; and more recently the work of Hall and
Soskice 2001). The ideal-type comparison is
often linked to the approach and work of Max
Weber; it is common in economic literature. An
ideal type is neither an average type nor a simple
description of the most commonly found features
of real-world phenomena. Thus one does not
construct an ideal type of “bureaucracy” by
finding the features that are shared by real
“bureaucracies.” Nor is ideal used normatively in
the sense of a desirable objective. In essence, it is
a heuristic device, or a method of investigation.
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7.10 Opportunist Insurance Fraud
in Three Countries

The Association of British Insurers reports that
between 1996 and 2006, claims paid have
increased by 42%, from £13.4 billion in 1996 to
£19.1 billion in 2006 (ABI 2007). Among the dif-
ferent types of insurance, motor claims was the
most frequent, about £8 billion (about 43%) in
2006, followed by £4.6 billion property claims
and £2.8 billion health and accident claims (ABI
2007). An ABI booklet published in 2006
declared that bogus and inflated insurance claims
in the UK cost over £1.5 billion every year. ABI
also surveyed 1,100 companies and found that
the majority of fraudulent claims arise from the
exaggeration of genuine incidents. Up to 15% of
commercial insurance claims in their survey were
exaggerated in this way (ABI 2005). Another
independent survey undertaken in 2002 by
Karstedt and Farrall (2006) found that 7% of
interviewees aged 25—65 admitted to have pad-
ded an insurance claim in their lifetime and 22%
had the intentions to do so. Karstedt and Farrall
refer to people who commit such crime, along
with other types of “everyday crime,” as “those
who think of themselves as respectable citizens,
and who would definitely reject the labels of
“criminals” and “crime” for themselves and their
actions” (Karstedt and Farrall 2006, p. 1011).
This is simply another way of describing “oppor-
tunist” insurance fraud.

In Finland, it is estimated that every year,
insurance companies uncover 45-55 million euros
in fraudulent insurance scams. In a survey carried
out by the Federation of Finnish Financial Services
2007, 5% policyholders scam money from insur-
ance companies; 30% of them approved of exag-
gerating damages when filling out insurance (a
close definition of “opportunist fraud”). About
half of the claims concern damages to automo-
biles, and one-third of the claims for household or
company damages (YLE News 2008).

In Taiwan, as of 2008, no survey has yet been
undertaken to estimate the extent of insurance
fraud. It is usually estimated that 10% of the total
claims is fraudulent by one accepted rule of
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thumb (based on the surveys done in the USA or
Australia). In one open speech delivered by the
Taiwanese Chief Commissioner of the Financial
Supervisory Committee, she mentioned a likely
loss in the range of NTD 130 billion (approxi-
mately three billion euros—at May 2008
exchange rate) insurance fraud in 2006 based on
estimates in the USA (Taiwan Insurance Bureau
2008). There is no evidence to check the validity
of this estimation. However, in one telephone
poll, 38% of respondents were said to have made
a claim, and almost 80% of them successfully
obtained their compensation from insurance
companies (Taiwan Institute of Insurance Industry
2005). If we calculate the probability of a claim
denied by insurance company as possible fraudu-
lent cases, it would come up with 8% (possibly
overestimated). If this number is close to the real-
ity, and given a total of NT$1,300 billion insur-
ance claims every year, the possible cost of
fraudulent claims amounts to about NT$104 bil-
lion annually. The most popular claims came
from life and damages/theft to the automobiles
(about 60% of total nonlife insurance claims) and
then came marine, fire, and personal injuries each
accounting for 10% of the total nonlife claims
(Taiwan Insurance Bureau 2008).

Table 7.2 summarizes key facts of insurance
fraud in the three countries. As expected, the UK
and Taiwan have higher estimated opportunist
insurance frauds and much higher costs to the
industry than Finland. One common characteris-
tic across the three countries is that automobile
insurance claim happens to be the most popular
insurance type (and yet perhaps the easiest type
to pad a claim?).

The Rise of Antifraud
“Campaigns”: The Public
Discourse

7.11

Traditionally, and certainly prior to the late 1980s,
most insurance companies, regardless of country
location, sought not to draw attention to their
level of individual fraud victimization.
Presumably, this was due to the fact that the
insurance companies have a strong motivation
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Table 7.2 Insurance fraud in three countries

Dimensions UK (2006)
The total annual claims £ 19.1 billion
Estimated insurance fraud T-15%

Type of policy most claimed * Automobile

* Property/accident/health

Cost of insurance fraud £1.5 billion

and resources to cope with the offences and to
deal with their “loss.” After all, insurance compa-
nies have the ultimate power to decide if a policy
is granted or a claim can be compensated. In
addition, it is believed that the insurance compa-
nies can pass the cost of fraudulent claims to
other policyholders by simply increasing premi-
ums. Clarke (1989) suggests that fraud appears as
an embarrassment to the insurance industry,
because it is a symbol of violation of the values
of service, fair dealing, and utmost good faith on
which it is historically proud to act.

However, due to the discovery of the large hid-
den costs of insurance fraud by the insurance
industry, some countries even by the mid-1960s
were advocating early recognition of the problem
and the need for collective reaction to it. Of those
countries, the USA is the global pioneer in terms
of seeking to raise public awareness and seeking
prevention of insurance fraud (Clarke 1990).

However, arguably public perception is quite
different when compared with the industry itself.
In a recent ABI publication, it emphasizes that
“opportunist insurance fraud is dishonest, ulti-
mately costs everyone all money. And there is a
high chance of being caught” (ABI 2006, p. 3).
Such aggressive publicity appears to sit uneasily
alongside the views of the public-consumer. In
qualitative research done by ABI in 2005, a panel
of employees of 1,100 companies were inter-
viewed by the researcher about a series of sce-
narios and asked in which circumstances people
were most likely to commit fraud. The research
found that 36% of the panel stated that they would
be tempted to commit fraud to avoid disciplinary
action, 33% would do it for personal financial
gain, and 27% for work-dissatisfaction or revenge
on their employers (Association of British
Insurers 2005). Avoidance and dissatisfaction

Finland (2007) Taiwan (2006)
US$2.2 billion NT$1,300 billion
5% 8%

¢ Automobile » Life

* Property damaged/theft * Automobile
45-55 million euros NT$104 billion

US$100-200 million (2 billion euros)

obviously fit the definition of “rationalization” in
the fraud triangle model. The motivation of per-
sonal financial gain certainly indicates the
financial pressure on these employees. These are
all “predicted” by the triangle model.

Another notable study argues that British con-
sumers develop a sense of anomie from the unfair
and unethical business practices in the neoliberal
marketplace and this allows them to justify their
“everyday crime” such as padding a claim
(Karstedt and Farrall 2006). According to
Karstedt and Farrall, the major reasons given for
committing these everyday crimes are (1) the fear
of becoming a victim of crime and shady prac-
tices in the marketplace; (2) distrust of market
agents and their practices; and (3) legal cyni-
cism—the extent to which people feel disengaged
from legal norms. These three elements of ano-
mie in the market economy affect people’s moti-
vation to cheat on insurance claims.

Yet, arguably, the three elements proposed by
Karstedt and Farrall do not really take our under-
standing beyond the level of discussion of ratio-
nalization in the fraud triangle model.
Nevertheless, their study is valuable in emphasiz-
ing “the crimes of everyday life reflect the
changes of the economy at the late twentieth cen-
tury. The result of which has been a ‘cornucopia
of new criminal opportunities’ (Karstedt and
Farrall 2006, p. 1012). A free market is always
seen to produce an abundance of new legal/illegal
opportunities. The rise of unfair and unethical
practices by business and dishonest and unlawful
behavior by consumers destroys any preexisting
bases of traditional morality, especially in regard
to fairness and justice. On the basis of the results
of these kinds of studies, one can see that public
perception of “opportunist” insurance fraud in
the UK may sit uneasily alongside that of the
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industry. The public justifies/rationalizes their
misbehavior as “hitting back.” The industry
attempts to label such “opportunist” fraud as
being “shameful.” Nonetheless, the perceptions
of the public and the industry all are shaped by a
hidden but common denominator—the new neo-
liberal market economy embraced by the UK
since the early 1980s.

Only in the mid-1990s did the Finnish insur-
ance industry begin to pay more attention to
analyzing the characteristics of potential policy-
holders and the possibilities of preventing fraud
by reducing opportunities for fraudulent activity
(Niemi 1995). Violation of social norms is not a
major concern for opportunist fraud among the
Finnish public, especially the younger generation.
A survey done by the University of Turku in 2003
showed that the public’s views on insurance fraud
have not changed much from 1996. The older the
person, the more serious they considered the fraud
to be (Morse and Skajaa 2004, p. 148). The policy
of insurance companies is guided by economic
reality. Niemi admits that prevention and control
of insurance fraud in Finland are not motivated by
any considerations of the public interest. For the
State, one goal in making insurance fraud a crimi-
nal offence is the maintenance of general respect
for the law. The insurance industry has to solve
insurance fraud independently of the State because
such frauds are widely regarded as “private busi-
ness.” This perspective can be seen in terms of the
published “good practice guidelines for insurance
investigation” regulated by the Federation of
Finnish Financial Services (FFFS 2006). The reg-
ulations specify that “fraud prevention is part of
insurers’ social responsibility” (FFFS 2006). That
is to say that for the State and the people in
Finland, insurers hold primary responsibility for
dealing with insurance fraud.

Finland, as a welfare state, has had low
confidence in “privatization” since 1990s. For the
public in Finland, there exists the question of
why the insurance industry had not taken a more
proactive approach to the prevention of insurance
fraud. Contrary to Taiwan’s or the UK’s case, the
Finnish preferred that the insurance industry took
private investigatory action, instead of calling for
greater cooperation or help from police, prosecu-
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tion, court, or other State agencies. Where such
cooperation was sought, the view was that the
insurance industry ought to “buy in” the services
of police and other state agencies. Turning to the
situation in Asia, Kim and Kwon in their recent
work on Korea point out that “neither the govern-
ment nor the insurance industry paid close atten-
tion to the issue of insurance fraud until the Asian
economic crisis” (Kim and Kwon 2006). The
Asian economic crisis in 1997 caused a near-per-
pendicular depreciation of the currency, eco-
nomic uncertainty, and social insecurity. During
this crisis, some people throughout Asia were
under severe financial pressures and inflicted
self-injury or caused damage or staged fires to
their factories, companies, or property in an
attempt to gain compensation from insurance
(Kim and Kwon 2006, pp. 136—137). If this is the
case in Korea as Kim and Kwon described, it is
important to note that Taiwan shared a similar
experience in the late 1990s. News media indi-
cated a rise of public awareness, and alerted the
government as well as the insurance industry.
Furthermore, in the late 1990s, the Taiwanese
Government embraced a fully open and transpar-
ent international financial market, and increasing
incidents of insurance fraud then come along
with the expansion in market business in insur-
ance. The insurance division which had been
established in 1991 then merged with the banking
and investment industry regulators into the
Financial Supervision Commission in 2004. In
the same year, the life and nonlife insurance
industry associations funded the Insurance Anti-
Fraud Institute (IAFI) to respond to a perceived
increase in insurance fraud.

7.12 Reactions to Opportunist
Insurance Fraud in Three
Countries

7.12.1 The UK

Of all the areas of insurance fraud, arson (fire)
seems to have offered the most legitimate oppor-
tunity to attract attention from the UK
Government. The Fire Loss Bureau was
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established as early as 1975 funded by a number
of insurance companies to control the losses from
fraudulent arson (Clarke 1989). The involvement
of the public sector, namely, police, Home Office,
and forensic services, has greatly assisted the
prevention of opportunist fraud.

On the other hand, insurance companies rec-
ognized that the industry suffered from nonpro-
fessional fraudsters and from changes in attitude
on the part of the insured population, who increas-
ingly regard insurance as fair game (Clarke 1990,
p. 18). Learning from American experience
(because Americans identified the problem at a
relatively early stage and was quick to act) (Morse
and Skajaa 2004), the British started to take pub-
lic initiatives on insurance fraud in the mid-1980s.
In 1987, a Motor Insurance Anti-Fraud and Theft
Register was established by all motor insurers to
collate losses (Cullis 1987). The data collection
and analysis have proved that the information
sharing was useful to discourage attempts to
make false claims. Since then, the innovation and
implementation of data mining techniques have
become a powerful measure for insurance com-
panies to screen high-risk underwriting and to
identify suspicious claims. The creation in 2006
of an Insurance Fraud Bureau to improve the
capability of member insurers to prevent, detect,
and investigate organized insurance fraud was a
major development financed by the insurance
sector itself (Jou and Hebenton 2007).

Other reactions against fraud more generally
in the UK include the emergence of a new profes-
sion: the fraud investigator or counter-fraud spe-
cialist (Button et al. 2007). The background to
this profession dates from 1979 and now totals
more than 8,000 people across the public sector
and a large number by private enterprises (for
example, Button et al. estimate that six largest
banks alone have 2,500 in-house investigators).

The legal response to fraud prevention is evi-
denced as part of the Financial Service Act of
1986. A year later, the Serious Fraud Office was
set up to improve the investigation and prosecu-
tion of serious and complex fraud. After a long
process of consultation and review, a specific
Fraud Act (2006) was brought before Parliament,
establishing a high-level government Fraud

Review Team overseen by the Financial Services
Authority reporting on strategic action. The Fraud
Act specifically defines fraud as being committed
when a person “makes a false representation,”
“fails to disclose information to another person
which he/she is under a legal duty to disclose,” or
abuses a position in which he/she is “expected to
safeguard, or not to act against, the financial
interests of another person.” The penalties for
fraud under the Act are imprisonment up to 10
years, a fine, or both (Ormerod 2007).

7.12.2 Finland

In Finland, insurance supervision is regulated by
the 1999 Act on the Insurance Supervision
Authority, and special enactments regarding the
insurance industry. The task of the Finnish
Insurance Supervisory Authority is “to promote
the financial stability of insurance and pension
companies as well as other operators in the insur-
ance industry, while maintaining confidence in
the insurance business” (FIN-ISA 2007). Insurers
are expected to reduce opportunities for the poli-
cyholders to commit fraud against them and to
detect and investigate any detected fraud and,
where needed, report to the authorities. The gov-
ernment plays a supervision role to the industry
rather than becoming involved in preventing and
controlling insurance fraud.

Before 2007, the main organization responsi-
ble for antifraud campaign work was the
Federation of Finnish Insurance Companies
(FFIC). The FFIC was a joint body for insurance
companies operating in Finland, representing
their interests to government authorities, other
trade organizations, and the public. It worked to
promote insurance business, adequate risk man-
agement, and effective loss prevention, setting
out from the idea of insurance. At the beginning
of 2007, as a result of a merger between the
Finnish Bankers’ Association, the FFIC, and the
Employers’ Association of Finnish Financial
Institutions, the Federation of Finnish Financial
Services was set to start operations. The new
FFFS aims “to secure the industry a benign oper-
ating environment, well-functioning financial
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markets and effective payments transmission sys-
tems and to support new opportunities offered to
members by Public-Private Partnership arrange-
ments”. It indeed acts as a liaison point for
information between insurers and with external
bodies.

Most insurance companies establish their
own fraud units or insurance investigators who
specialize in crime investigation. In addition to
setting up special investigation units and gov-
erning under the ISA and FFFS regulations,
Finnish insurers have access to two antifraud
databases, a claims database and another set up
for fraudulent claims (Morse and Skajaa 2004,
p. 148). The joint claims register is set up with
an aim to prevent customers from getting com-
pensation from several insurers for the same
loss. Over time, the claims register also reveals
persons that sustain losses of a certain kind
exceptionally often. As customers are told about
the existence of a claims register when they file
a claim, or even earlier, the role of the claims
register as a fraud deterrent is significant. The
second one, the fraudulent claims database, con-
tains details of customers who have committed
insurance fraud. Recently, extensive work in
insurance fraud investigation has resulted in
new prevention tools devised in cooperation
with other European insurers. Prevention of life
and pension insurance fraud operates through a
network built between insurers and security
authorities.

7.12.3 Taiwan

Turning to Taiwan, in 2003 the Financial
Supervisory Committee reformed and enhanced
the capacity of the main government agency, the
Taiwan Insurance Bureau, to supervise the insur-
ance industry [Act Governing the Establishment
of the Financial Supervisory Commission,
Executive Yuan (Promulgated on July 23, 2003)].
As part of the reform, the Bureau was tasked with
developing policy on the control of insurance
fraud. In pursuit of its aims, the Bureau estab-
lished the IAFI in 2004 to coordinate relations
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between the insurer, insurance development
association, prosecutor’s office, police, fire depart-
ment, and other sector professionals (see Jou and
Hebenton 2007). The Bureau’s main tasks include
acting as a liaison in multi-governmental agen-
cies meetings with the industry; establishing the
nonlife insurance compulsory reporting and
information enquiry systems across insurers in
2004; promoting share insurers’ online informa-
tion with prosecutors for cases involving suspi-
cious claimants and failure to disclose relevant
information; regulating the insurance companies
to set up an investigation unit or hotline for
claims; raising public awareness about insurance
and the nature of insurance fraud; and promoting
new measures that allow for insurance fraud cases
to be heard in specialized courts (such as the exis-
tence of economic crime specialized court).
Compared to many other western countries, it is
clear that most preventive actions to control
insurance fraud are initiated and promoted by the
State rather than the private sector.

7.13 Comparative Analysis

For the UK and Taiwan, broadly similar responses
can be seen, though over different time periods,
namely, (1) the establishment of an anti-insur-
ance fraud organization to coordinate across
insurers; (2) creation of an appropriate database
across insurers and implementation of new data
mining or intelligent analysis technique/soft-
ware; (3) publicity on insurance fraud both orga-
nized and opportunist types as a serious crime;
(4) prosecutions and convictions with tougher
penalties; (5) closer work with police and insur-
ance industry; and (6) establishment of in-house
fraud investigation units. At present, Finland is
seemingly reluctant to take a more proactive role
in fighting opportunist insurance fraud on a com-
prehensive scale.

The UK began preventive actions in the 1980s
and got even more proactive in the last decade,
while Taiwan began its efforts in 2003. In Finland,
selected measures like sharing database information
and forming in-house fraud investigation units
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began only at the turn of the twenty-first century.
Another difference that can be identified is that
most of the UK responses involved cooperation
and greater effort by the industry itself, whereas
in Taiwan, the government set out the first moves
to push insurers, working within multi-govern-
mental agencies, and Finland seems to grant
more responsibility to individual insurers and
later the FFFS.

By comparing the three countries, it is evi-
dent that the criminalization of opportunist
insurance fraud, the response to it, the selec-
tion of private/public involvement, and the
making of individual/cooperative efforts are
indeed derived from the characteristics of the
wider political economy. In the UK and Taiwan,
an estimated 7-8% of insurance claims are
fraudulent. Both countries have embraced the
abundant opportunities provided by the market
economy and yet suffer from the inevitably
higher moral hazard and moral risk conse-
quence upon it. An important distinction, how-
ever, is that opportunist insurance fraud in the
UK appears to be portrayed as a “moral war”
between ‘“rotten” business and ‘“dishonest”
customers whereas in Taiwan it is perceived
both as threat to national and social security
and as an individual financial problem. The
reason for this lies in Taiwan’s singular politi-
cal relationship to the People’s Republic of
China. As a close neighbor, China has a less
regulated market and combined with possibili-
ties of frequent travel, it is seen as the source
of an increasing number of overseas staged
accidents/deaths and as a market for stolen
automobiles and parts. A further reason is the
recent breakdown of traditional family ties in
Taiwan, which is seen to weaken the informal
security net and place more pressure on indi-
viduals. These explanations are commonly
accepted by government, criminal justice agen-
cies, and the public in Taiwan. Finland, on the
other hand, in general has been less willing to
work with the insurance industry; hence
“opportunist” insurance fraud remains a pri-
vate matter to be solved by individual insur-
ance companies or seen simply as a threat to
private corporate security.

7.14 Conclusion

This paper began by considering the difference
between organized and opportunist insurance
fraud. Organized crime is well described in the
existing published literature, and indeed the
opportunist fraudster can be seen as someone who
recognizes the advantages provided by the situa-
tion. Using the fraud triangle model proposed by
the American criminologist Donald Cressey, it is
easy to understand opportunist insurance fraud
via increasing pressure, rationalization, and crim-
inal opportunity. In the insurance and risk man-
agement literature, moral hazard by the insured is
believed to be the cause of all insurance fraud.
Prevention hence can be easily undertaken via
direct reduction in opportunities and criminaliza-
tion via severe penalties. Data sharing and min-
ing, network analysis, specialized investigation
units, claim management strategies (i.e., more
obstacles in the way of making a claim), prosecu-
tion, conviction, and public shaming are taken to
be useful measures to prevent it.

Such a fraud triangle model however under-
states the reasons why the making of and reaction
to opportunist insurance fraud take different path-
ways in different countries. Moral hazard theory
also un/consciously underestimates the moral
risk caused by the competition of the insurer and
the professional (i.e., medical profession, car
technicians, or police who are sometimes linked
tothe occurrence of insurance fraud). Furthermore,
two issues remain puzzling from the existing
criminological theory and moral hazard theory:
one is how insurance companies, given the esti-
mated grand scale of insurance fraud, seemingly
have been largely unaffected and manage to
remain highly lucrative. The second puzzle is that
current prevention measures seem to be rather
silent on reducing individual pressures and appear
ineffective in engaging with the average person’s
moral rationalizations about their everyday
crime—for instance—the padding of a claim.

What is missing in this picture? Put simply,
it is the even larger picture (context). The fraud
triangle model and moral hazard/risk theory
successfully capture aspects of insurance fraud.
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Unfortunately, neither tell us much about the
making of opportunist insurance fraud in a
comparative sense and neither explain why
advanced preventive measures taken by for
example the USA, the UK, or Australia are
unable to stop opportunist fraud from being
perceived as “acceptable” by large segments of
the general public. As we have demonstrated in
this paper, antifraud activities are best regarded
as the classic example of “social reaction”—the
more activity one devotes to investigating, the
more one “uncovers” the extent of the problem.
Analyzing perception and action on opportunist
insurance fraud in the USA in the 1970s, the
UK in the 1980s, and Taiwan and Finland in the
turn of twenty-first century demonstrates a good
comparative case-study of the process of “social
reaction.” The earlier the reaction, the more
serious opportunist fraud is discovered.
Moreover, the earlier the country opens up to a
neoliberal free market economy, the harsher the
moral hazard and moral risk it encounters. It is
no coincidence that the rise of opportunist
insurance fraud has been concurrent with
macro-level change at the level of the political
economy in each country. This study’s analysis
suggests that the political economy helps shape
popular sentiment to insurance fraud.

In our comparison, the neoliberal UK has one
of the largest insurance markets in the world, and
faces “serious problems” of opportunist insur-
ance fraud. Taiwan, a society with arguably a
mixture of market and Confucianism ideology,
also holds one of the largest insurance sectors,
and suffers to a broadly similar extent on fraud.
The classical social democratic country, Finland,
possesses a smaller insurance market and suffers
less from opportunist fraud. The public discourse
of and social reaction to opportunist insurance
fraud further demonstrate how the politics of
economy interplays with the fundamental ques-
tion of “who to blame” in three countries. In the
UK, there is a perception gap between the insurer
and the insured on “who to blame.” As addressed
earlier, the insurer blames the dishonest and
greedy policyholder and the public blame it on
unethical and rotten business practice. The gov-
ernment obviously takes the insurer’s side and
initiates a more proactive reaction to prevention.
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In the case of Taiwan, opportunist fraud is per-
ceived as a threat to national security, social secu-
rity, and personal financial desperation. The
blame is directed both to its political opponent,
China, and to decline in family ties and low self-
control among individuals. By doing so, the
government is able to engage itself in prevention
and control policy and of course downgrades its
responsibility and accountability to deal with the
macro-level problems of economic crisis in the
past 10 years. The Finnish public blames recent
changes in terms related to wider welfare privati-
zation. Thus, in Finland, it is undoubtedly the
insurance company’s responsibility to use their
own resources and initiate preventive and control
actions. The government plays a rather neutral
role between the insurer and the insured.

Our findings sit alongside the work of Baker
and Simon (2002), Ericson et al. (2000), and
Ericson (2007). Manufactured risk, risk-taking,
individualism, and insecurity in the neoliberal
market society help create the atmosphere of
“anxiety” in everyday life. More signs of fear and
more security products are made available—
especially when government and family are no
longer seen as “capable”—it is now the responsi-
bility of individuals. Market society is saturated
with fears—fear of risk, fear of not taking risk,
fear of the withdrawal of the State, fear of the
breakdown of family support, and fear of insecu-
rity. The huge growth in the market for insurance
is undeniably facilitated by the summation of
knowledge of “fears.” Arguably, people with
greater anxieties “‘consume” more un/necessary
insurance policies or are over-insured. Scientific
underwriting and the investment vision of mod-
ern insurance, on the other hand, also act to trig-
ger moral risks, that is, to endorse the imaginary
risks and to promote/sell more unnecessary insur-
ance policies to insecure people. The chance to
profit from losses incites the unscrupulous to
fraudulent behavior. When deceptive insurance
sales become institutionalized, it certainly makes
the insurance business a troublesome practice in
terms of generating more opportunist fraud
(Ericson and Doyle 2006).

Julian Le Grand, the British social policy
theorist, has an interesting metaphor, where in
the context of the interplay of contemporary
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government policy and behavior, one can, he
says, distinguish a “knave” strategy on “knightly”
behavior and a “knight” strategy on “knavely”
behavior (Le Grand 1997). Le Grand defines
“knaves” as people motivated primarily by their
own self-interest, “knights” are predominantly
public spirited or altruistic, and “pawns” are
people who are essentially passive or unrespon-
sive (Le Grand 1997, p. 154). Arguably, the poli-
tics of the neoliberal economy is a ‘“knave”
strategy which introduces manufactured fears
and anomie in modern life that, in turn, incentiv-
izes the average person to act as an opportunist
fraudster or a criminal of everyday life—to be
“knaves” regardless of their human nature as
knights, knaves, or pawns. And it is this bigger
picture in relation to opportunist insurance fraud
that is missing in both the basic fraud triangle
model and moral hazard theory. In an investiga-
tion using an ideal-type typology, and examining
macro-level political economy and culture, it is
easy to be accused of naive reductionism—but
our view is that such interrelationships need to
be fully recognized at the explanatory level while
also noting that the nature of such relationships
is likely to be highly mediated rather than simple
and direct, and indeed will require the use of dif-
ferent methods and sources of data to explore
their complexities.
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Drug Abuse and Drug Trafficking

in Asia

Huan Gao

8.1 Introduction

With rapid globalization, illicit drug trafficking
and misuse have become worldwide phenomena
from which almost no nation has immunity. Due
to the availability of drugs and cultural traditions
of using illicit drugs, different types of drugs may
be trafficked and abused in different regions and
countries. Based on the types of drugs trafficked
and abused, three dominant transnational drug
markets are recognized globally, namely, markets
for heroin, cocaine, and cannabis. While the
markets for these traditional drugs have tended to
remain steady at the global level over the past
decades, amphetamine-type stimulants (ATS)
have quickly gained popularity worldwide, in
particular among a young user population.!

Asia is renowned for its long history of opium
cultivation and use. For this reason, the world’s
three largest opium producers are all located in
Asia. Before Afghanistan’s opium production
surpassed that of the Golden Triangle in the late
1980s, Myanmar, as the major opium producer in
the Golden Triangle, was the world’s top opium-

'According to the reports from the United Nations, ATS
refer to a group of synthetic substances comprising
amphetamine, methamphetamine, methcathinone, and
ecstasy-group substances (MDMA and its analogues). In
different countries, ATS street names may differ (UNODC
2009b).
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producing country. It is now the second largest
(UNODC 2010d).? Lao PDR is the world’s third-
largest opium producer. In addition to producing
the most opium, Afghanistan also produces the
most cannabis resin (UNODC 2010a).} Asia,
more precisely Southeast Asia, also claims the
biggest share of the world’s ATS market.
Myanmar is also a major methamphetamine
producer (UNODC 2010d), and India has become
a source of ketamine (UNODC 2010c). Illicit
drugs produced/manufactured in Asia are not
only trafficked and consumed inside Asia, but
they are also distributed to the underground
market in other continents, such as North America
and Europe.

Ilicit drug trafficking has brought about
significant societal, political, and legal conse-
quences for Asian countries, in particular the
major producer countries (Cornell and Swanstrom
2006; Dupont 1999). Studies have found that
illicit drug trade in Asia has been closely linked
to social instability, widespread official corrup-
tion, and transnational crime in the region (Chalk
2000; Cornell 2006). The drug trade not only
challenges the national sovereignty of states
(Dupont 1999) but also poses increased threats to

There are four countries in the Golden Triangle: Myanmar,
also known as Burma, Lao PDR, Vietnam, and Thailand.

3This estimation was based on the high resin yields mea-
sured in Afghanistan (145 kg/ha), which are four times
higher than those in Morocco (36 kg/ha measured in
2005)—another major cannabis production country
(UNODC 2010a).
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both regional and international security.* As the
second-largest illegal transnational business in
the world (next to the arms trade), the illicit drug
trade’s link to terrorism has been also observed
by scholars (Jackson 2006; Mccoy 2000).

In Asia, a major source region for opium,
cannabis, and ATS, the number of people who
abuse illicit drugs is significant. The social harms
brought about by illicit drug abuse are enormous.
Asia, home to two-thirds of the world’s popula-
tion, has the second-highest HIV infection rate in
the world. As of 2009, 4.7 million people in Asia
were HIV infected. The high HIV infection rate
is primarily drug related. The HIV infection rate
among injecting drug users (IDUs) is as high as
16%, and in some countries, such as Thailand
and Vietnam, the infection rate has reached
30-50% and 32-58%, respectively (UNAIDS
2010). The HIV/AIDS epidemic in Asia affects
not only the drug users themselves but also their
families, communities, and many aspects of the
larger society as well. According to the United
Nations Human Development Programme
(UNDP) (2010), most of the world’s multidimen-
sional poor live in Asia (51% in South Asia and
15% in East Asia and the Pacific). The impact of
HIV/AIDS on Asian countries, in particular those
countries in poor economic shape, has been
particularly devastating.

Due to the substantial consequences of illicit
drug trafficking and drug abuse for Asian coun-
tries, this chapter focuses its discussions on two
central issues: illicit drug trafficking and drug
misuse in Asia. The first part of the chapter intro-
duces illicit drug production in major producer
countries in Asia as well as current markets and
major drug trafficking routes; the second part of
the chapter shows drug consumption patterns in
Asia, the social consequences of drug use, and
treatment modalities provided for drug users.
Responses of the criminal justice system and an
assessment of the effectiveness of the policies
will also be addressed for both sections.

“For instance, countries in central Asia, on the major drug
trafficking routes from Afghanistan to the Russian
Federation and Europe, have seen national security at all
levels impaired (Cornell 2005).
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8.2 Drug Trafficking in Asia

The legal framework for addressing illicit
international drug trafficking is based on three
major international drug control treaties: the
Single Convention on Narcotic Drugs of 1961
(as amended in 1972), the Convention on
Psychotropic Substances of 1971, and the United
Nations Convention against Illicit Traffic in
Narcotic Drugs and Psychotropic Substances of
1988. Following these treaties, the Commission
on Narcotic Drugs and the International Narcotics
Control Board were established. According to the
United Nations, drug trafficking is defined as a
global illicit trade involving the cultivation,
manufacture, distribution, and sale of substances
subject to drug prohibition laws. To advance the
understanding of illicit drug trafficking and
consumption in the world, the General Assembly
of the United Nations in 1998 mandated UNODC
to publish comprehensive data about the world’s
drug production, trafficking, and consumption.
Starting in 1999, UNODC began to publish its
annual report Global Illicit Drug Trends. In 2004,
UNODC merged Global Illicit Drug Trends and
the World Drug Report. In its report published in
2010, the United Nations identified three major
illicit drug markets worldwide: the heroin
market, the cocaine market, and the ATS market.’
In general, different drug markets have shown
different trafficking patterns: heroin and cocaine
trafficking is mainly involved in long-distance
trafficking between continents while ATS and
cannabis resin trafficking is primarily limited to
the producers’ regions (UNODC 2010a).

8.2.1 Opiate and Heroin Market in Asia

According to the World Drug Report (2010),
global opium poppy cultivation declined to
181,400 hectares (ha) in 2009, a 23% reduction

3While cannabis production is found throughout most of
Asia, it is not covered by World Drug Report 2010 because
cannabis is mainly consumed locally in producer coun-
tries and is not subject to transnational market analysis
(UNODC 2010a).
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compared to 2007. While both global opium and
heroin production fell since 2007, a significant
increase in opium production (from 4,346 to
7,754 mt) in 2009 was evident (UNODC 2010a).
In Afghanistan, the world’s leading opium pro-
ducer, the total opium poppy cultivation in 2010
largely remained the same as the previous year’s
at 123,000 ha, representing two-thirds of the
opium cultivation in the world. However, yield
fell from 56.1 to 29.2 kg/ha due to a plant disease
(UNODC 2010b).* In Myanmar, the second-
largest opium production country, the opium
poppy cultivation began to surge in 2006 (from
21,600 ha in 2006 to 38,100 in 2010) (UNODC
2010d). Lao PDR is still ranked as the world’s
third-largest producer of opium; however, its
cultivation has significantly decreased in recent
years (Reid et al. 2006).

Although Afghanistan has cultivated opium
for centuries, opiate production began to surge
in the 1990s. The Soviet Union’s withdrawal in
1989 and the country’s breakup in early 1991
are viewed as two major events that boosted
Afghanistan’s opium production (Mccoy 2000).
Before the Taliban took power in 1996 and estab-
lished the Islamic Emirate of Afghanistan in
Kabul, the country was largely controlled by
regional powers (Cornell 2006). Until today, the
central government’s inability to exercise its
administrative power over different regions in the
country is still the primary reason that opium
cultivation thrives. Ninety-eight percent of opium
production in Afghanistan is concentrated in nine
southern and western provinces—areas under the
strong influence of antigovernment elements or
organized criminal networks. The United Nations
Department of Safety and Security (UNDSS)
classified the security level of these provinces as
high or extreme risk (UNODC 2010b).

Lack of security is also the main reason the
Golden Triangle was at one time able to become
the world’s largest opium cultivation area. In

°The average farm-gate price of dry opium at harvest
time (weighted by production) in 2010 reached $169/kg
(a 164% increase) compared to 2009. As a market
response, the gross income for farmers also increased
36% (to $4,900) (UNODC 2010b).
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Myanmar, the major producer country in the
Golden Triangle, opium production regions are
occupied by ethnic opposition groups that have a
self-administrated autonomy outside government
control (Kramer et al. 2009). Another similarity
shared by Afghanistan and Myanmar is poorly
developed local economies. According to the
UNDP 2010 report, the Human Development
Index (HDI) for both Afghanistan and Myanmar
was in the low development category with a gross
national income (GNI) per capita at $1,419 and
$1,591, respectively. Opium production areas in
these countries are found in extremely poor areas.
A survey conducted in Afghanistan indicated that
farmers were motivated to cultivate opium poppies
mostly for economic reasons (47%) (UNODC
2010b).

Regardless of increasing heroin use in Asia in
recent years, western Europe and the Russian
Federation are still the two largest heroin con-
sumer markets worldwide (UNDOC 2010a). For
this reason, drug trafficking routes have been
developed with a purpose of connecting the
producer countries with these two consumer
countries. Due to Afghanistan’s proximity to
western Europe and the Russian Federation, illicit
drugs from there are trafficked mainly to these
two destinations via three major drug trafficking
routes: the Balkan route, the Northern route, or
what might be called the Pakistani route, where
neighboring Pakistan is simply used as a distribu-
tion center. Iran and Turkey are the major transit
countries of Balkan route, and Central Asia is
responsible for drugs trafficked from Afghanistan
to the Russian Federation.” Among Central Asian
countries, Tajikistan is the most vulnerable nation
affected by drug trafficking due to its long shared
border with Afghanistan. Weak border control
and ethnic connections on the two sides are
also contributing factors (Engvall 2006).® Drug
trafficking in Tajikistan is primarily small scale;
for example, about 80% of seizures made from

"Central Asian countries include Tajikistan, Uzbekistan,
Turkmenistan, Kyrgyzstan, and Kazakhstan.

8The Tajio population, situated mostly in the northern
border area, constitutes 20-25% of Afghanistan’s
population.
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2005 to 2007 totaled 10 kg or less, with the
average size of 2.6 kg (UNODC 2010a). In the
third drug trafficking route via Pakistan, drugs
are trafficked to many destinations, including
Iran (with Europe as the final destination), Africa,
the Middle East, and other Asian countries
(UNODC 2010a).

Myanmar, the second-largest opium-producing
country, is also central to the global heroin trade.
Its drug trafficking pattern has been greatly
shaped by changes in the consumer market. While
in the past heroin produced in the Golden Triangle
area primarily supplied North America and non-
Asian markets, beginning in the 1990s heroin
trafficking became more focused on the Asian
market, in particular East Asia (Dupont 1999).
With China’s economic reform and resulting
open-door policy in the late 1970s, more border
crossings were created along the border of China
and Myanmar. China, initially a gateway for
drugs trafficked to other Southeast Asian coun-
tries and North America, has gradually become a
major consumer market with more than one
million heroin users currently. As observed at
cross-border drug trafficking points between
Myanmar and China (Chin and Zhang 2007, p. 5),
drug trafficking patterns similar to those in
Central Asia have become apparent: drugs
trafficked in large quantities have largely disap-
peared; instead, small quantities carried by large
number of individuals are typical.

8.2.2 Amphetamine-Type Stimulants
Market in Asia

ATS have gained popularity worldwide in the
past decades. At present, the manufacture of ATS
has spread throughout more than one-third of the
countries in the world (UNODC 2010a). Asia, in
particular East and Southeast Asia, has become
the home of the world’s largest ATS manufacturers.
Unlike plant-based drugs, ATS can be made in
small clandestine laboratories as long as the
precursors are available. Unfortunately, China
and India are the world’s two largest producers of
ephedrine and pseudoephedrine—the precursor
chemicals for ATS.”!® Due to the concealed
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nature of ATS manufacture, only very limited
number of ATS laboratories are uncovered by
law enforcement. For example, in Myanmar, a
major ATS producer in Asia, only 39 manufac-
turing facilities (mostly small scale) have been
detected over the past decade (UNODC 2010c).
Because of the clandestine nature of ATS produc-
tion, it is impossible to estimate its scope. Clearly,
gathering global ATS data is an urgent need.

In response to the increase in ATS manufac-
turing, UNODC launched the Global Synthetics
Monitoring: Analyses, Reporting and Trends
(SMART) Program in 2008. The region of East
and Southeast Asia was chosen as the first focus
region due to the area’s extreme ATS problems.
The first SMART annual report was published in
2009, and the second report became available in
2010. The data for these reports were gathered
from the Drug Abuse Information Network for
Asia and the Pacific (DAINAP), which was initi-
ated by the United Nations Office on Drugs and
Crime in 2005." In general, those countries (or
regions) with a longer history of ATS abuse, such
as Japan, the Philippines, Singapore, and Taiwan,
have well-maintained national data collection
systems in place (Humeniuk and Ali 2004).
Although South Asia was also included in
SMART, only very limited information is avail-
able because unified national reporting systems
largely do not exist in those countries.

While ATS manufacturing originated in
Europe, it is evident that the abuse of ATS has
quickly increased in Asia in the past decades.
Responding to changes in drug-use culture and,
most importantly, pursuing huge profits from the

“Ephedrine seizures, reported by India since 2002
(126 kg), reached their peak in 2008 (1,284 kg) (UNODC
2009b); in China, it was reported that a total of 1,113 tons
of precursors were seized in 2008 (NNCC 2009).

10 Alternative precursors are also detected in MDMA
manufacture and substitute drugs (such as safrole-rich oils
from Southeast Asia), which are not under international
control or regulated by Asian countries (UNODC 2010a).

""DAINAP is an Internet-based drug use information
system which has 11 participating countries, including 10
countries from the Association of Southeast Asia Nations
(ASEAN) and China. Information from DAINAP was
supplemented with data from government sources and
secondary research.
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underground drug market, heroin manufacturers
have diversified their production by -either
including synthetic drug manufacture or com-
pletely replacing heroin production (Humeniuk
and Ali 2004). Now Myanmar has become the
main producer of opium, heroin, and ATS in
Asia. China is also considered a major producer
of methamphetamines in Asia—1 of 31 countries
where the largest number of ATS laboratories
have been detected (UNODC 2010a). In South
Asia, India is the main source of manufacture and
trafficking of ATS. India has become a source of
ketamine largely because the drug is manufac-
tured legally in the country. In spite of increased
controls on the substance by the Indian
Government, the drug continues to be trafficked
to countries in East Asia (UNODC 2008).!2 The
quantity of ketamine seized by Indian law
enforcement agencies has continuously increased
over the past 5 years (UNODC 2010c)."* ATS
manufacture and trafficking have also been active
in other regions of Asia. The Middle East has
emerged as a major new market with demand for
pills called Captagon, the brand name for
Fenethylline (or Phenethylinne), a member of
ATS. Tt was reported that close to 30% of global
ATS seizures in 2007 were made in the Near and
Middle East (UNODC 2009c). For the first time,
ATS laboratories have been located in Iran and
Sri Lanka (UNODC 2010a).

As reviewed in this section, Afghanistan and
Myanmar are the two major players in the world’s
illicit drug market in Asia. Drug markets centered
in those countries have also been firmly estab-
lished. Though it is relatively easy to identify
drug-producing countries, it is more difficult to
locate major drug trafficking routes due to their
dynamic nature. As observed in Afghanistan and
Myanmar, the emergence of drug trafficking
routes is determined by two major factors: the

12Ketamine has also emerged as an adulterant in the man-
ufacture of ecstasy in East and Southeast Asia (UNODC
2008).

3The quantity of ketamine seized by Indian law enforce-

ment has increased from 60 kg in 2005 to more than 1 mt
in 2009 (UNODC 2010c).
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location of the producer market and the location
of the consumer market. How drug trafficking
routes develop is primarily determined by the
distance between these two markets. In the
case of heroin trafficking, there is a subtle differ-
ence between the Afghanistan and Myanmar
markets. While heroin produced in Myanmar
tends to be trafficked within the region, heroin
produced in Afghanistan is trafficked to regions
beyond Asia. Unlike the heroin market, however,
ATS produced in Asia is consumed locally, and
intraregional drug trafficking is more typical with
its relatively less expensive network and quick
money return (Dupont 1999).

8.2.3 Criminal Justice Responses
to Drug Trafficking

With increased globalization and economic
activity between countries, it becomes more
challenging to control drug trafficking. While
geography plays an important role in drug
trafficking, as reviewed previously, a country’s
political, social, and economic factors are also
linked to the effectiveness of its criminal justice
system’s responses to drug trafficking. Above all,
the weakness of state institutional capacity is one
of the major concerns in responding to drug
trafficking (Jackson 2006). Weak states are more
vulnerable to the drug trade, and the drug trade in
turn further weakens the state’s administrative
power (Cornell and Swanstrom 2006), as is
evident in Afghanistan’s and Myanmar’s experi-
ence with the drug trade. In Myanmar, due to the
cease-fire agreement between the government
and armed ethnic opposition groups, the latter
gained a self-administered autonomy that rendered
them largely out of the government’s control.
Meanwhile, drug production and trafficking are
also driven by local economic factors. For example,
in Tajikistan, about 30% of its population is
financially depending on the illicit drug business.
Largely due to this reason, it is not unusual that
Central Asian countries’ budgets rely heavily on
drug trafficking, as demonstrated in Kyrgyzstan
and Tajikistan (Jackson 2006). In Myanmar, the
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Burmese Government also acquires a substantial
amount of money from drug lords. For this reason,
drug control in Myanmar is often politicized and
pursued without much vigor (Chin 2009).

Meanwhile, the failure to control drug
trafficking effectively in Asia is also attributed
to widespread corruption among government
officials, even top officials in major producer
areas such as Afghanistan and Central Asian
countries. Government officials frequently get
involved in criminal networks and drug traffic-
king. It certainly weakens border control when
corruption became so prevalent. For example, on
the northern border of Afghanistan, a major drug
trafficking route to Central Asia, border security
is largely out of the control of the central Kabul
administration. On the side of Central Asia, a
similar level of corruption exists (Walker 2005).
In East Asia, corruption has also spread among
government officials and members of the security
forces (Dupont 1999). Controlling drug traffic-
king certainly imposes challenges to these unde-
veloped states.

In terms of a legal framework to stop drug
trafficking, Asian countries have adopted harsh
drug policies against drug-related offenses,
including the death penalty. All six countries
listed by the International Harm Reduction
Association as high commitment states, where
the death penalty is exercised with regularity, are
located in Asia: China, Iran, Saudi Arabia,
Vietnam, Singapore, and Malaysia. The majority
of executions for drug offenses are carried out by
these countries (Gallahue and Lines 2010).
According to the Criminal Law of P. R. China,
drug dealing is strictly prohibited; criminal
responsibility for heroin dealing or trafficking is
determined by the quantity of drugs involved;
the death penalty might be imposed on whoever
sells or traffics more than 50 g of heroin, or
1,000 g of opium. Regardless of harsh punish-
ment on drug offenses, not only did the total
amount of illicit drugs trafficked in China tremen-
dously increase in the past two decades, but a
wide variety of illicit drugs, such as ATS, also
began to emerge in the underground drug market
one after another.
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8.3 Drug Misuse in Asia

According to the Word Drug Report (2010),
between 155 and 250 million people (3.5 t0 5.7%
of the world’s population aged 15-64) abused
illicit drugs at least once in 2008. The largest
drug use population (129-190 million) used
cannabis.'* In 2009, opiate users were largely
from East/Southeast Asia (2.83-5.06 million),
with users in the Near and Middle East as the
second (1.89 and 3.82 million) (UNODC 2010a).
The ATS user population ranked second (between
14 and 53 million), and they were primarily
methamphetamine users.'> !¢ It is predicted that
the ATS user population will exceed that of
opiate and cocaine users soon.

Regardless of types of drugs abused, between
16 and 38 million drug users (10-15%) in 2008
were “problem drug users” (UNODC 2010a)."”

8.3.1 Patterns of lllicit Drug Abuse

in Asia

Opium has been used in Asia for several centu-
ries both for medical and recreational purposes,
but its popularity has diminished with the emer-
gence of ATS."™ While heroin still ranked as the

“Between 12.8 and 21.8 million people (0.3-0.5% of the
world population aged 15-64) used opiates in 2008
(UNDOC 2010a). In Asia, opiate users were largely
from East/Southeast Asia (2.83-5.06 million) (UNDOC
2010a).

SEcstasy users were also included in this category
(between 10.5 and 25.8 million), but ketamine users were
not counted (UNDOC 2010a).

1While amphetamine is preferred in Europe, about half of
the stimulant users in North America use methamphet-
amine (UNDOC 2009c¢).

"UNODC defines “problem drug users”—those who
inject drugs and/or are considered dependent, facing
serious social and health consequences (UNODC 2010a,
p. 16).

8Between 12.8 and 21.8 million people (0.3-0.5% of the
world population aged 15-64) used opiates in 2008
(UNDOC 2010a). In Asia, opiate users were largely
from East/Southeast Asia (2.83—-5.06 million) (UNDOC
2010a).
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primary drug of use in China, Malaysia,
Myanmar, Singapore, and Vietnam, most coun-
tries in Asia witnessed stable or decreasing trends
in heroin use (including Myanmar, an opium
producer country). Lao PDR is the only country
in Southeast Asia that reported increased opium
use in 2009 (UNODC 2009c). As a general
phenomenon, both opium and heroin use tended
to decline in Asia while the use of metham-
phetamine pills has increased tremendously
(UNODC 2009c; UNODC 2010d). However, in
Afghanistan, illicit drug use has shown a com-
pletely different pattern. Cannabis, opium, and
heroin are the top three drugs abused there, with
a significant increase in opium and heroin use
since 2005 (53% and 140%, respectively) (UNDOC
2009a)."

In East and Southeast Asia, ATS, in particular
methamphetamine, make up one of the top three
drug categories consumed in all countries in the
region. While methamphetamine is a primary
drug abused in East and Southeast Asia, the so-
called captagon (often containing amphetamine)
has gained popularity in the Near and Middle
East (UNDOC 2010c). It is evident that drug use
culture in these countries is beginning to favor
ATS substances. At the present time, more than
two-thirds of the world’s ATS users live in the
region, and the number is still growing (UNODC
2010c). Regardless of differences in social,
cultural, and economic factors, young people in
the area are more likely to use ATS in club
settings for social, recreational reasons or simply
to improve productivity and concentration
(Humeniuk and Ali 2004; UNDOC 2009c).
Unlike in Afghanistan, young people in the
Golden Triangle (Wa area), with its increased
involvement in the methamphetamine trade,
have begun to switch their drug use preference
from opium or heroin to methamphetamine, and
a large consumer market for ATS use also has
formed in Thailand (Chin 2009). The abuse of
methamphetamine began in East Asian countries
at different times. In Japan, methamphetamine

“In Afghanistan, there are approximately one million
adult drug users, who represent about 8% of the popula-
tion aged 15-64 (UNDOC 2009a).
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use began as early as the 1940s after the Second
World War (Sato 2008); in South Korea it emerged
in the mid-1980s (Chung et al. 2004). However,
in China, ATS use did not start until the early
1990s.

To understand the scope of illicit drug abuse,
some Asian countries or regions, such as China,
Hong Kong, Macao, Malaysia, Myanmar, and
Vietnam, maintain a system of registration for
apprehended drug users. According to these
databases, China, Indonesia, the Philippines, and
Thailand all have drug use populations of more
than one million. However, the real number of
drug users is estimated to be much larger because
many drug users may never have been caught by
police, in particular ATS users. Only a few Asian
countries use a national household survey (as
does Thailand and the Philippines) or national
surveillance of drug use (as does China and
Cambodia) to compile information about drug
users (Devaney et al. 2007). However, in South
Asia, the data system often fails to differentiate
between various synthetic drugs (UNODC 2010c).

As indicated in the United Nations report, the
lack of data in some parts of Asia and the Pacifica
Islands is still an obstacle to estimating the scope
of the drug use problem (UNDOC 2010a).
According to the UNODC, while cannabis users
and opiate users are reported systematically by
Asian countries, ATS and cocaine users are only
reported by East/Southeast Asian countries; for
all other regions, including South Asia, Central
Asia, and the Near and Middle East, not even
estimates can be provided (UNODC 2009c). To
improve the understanding of ATS abuse in Asia,
UNODC Regional Centre for East Asia and the
Pacific launched the project Improving ATS Data
and Information Systems (TDRASF97) in 2002 in
an attempt to aid the countries in the region in
developing and analyzing their national data.*
As previously addressed, the SMART Program

Y Countries participating in the project are Cambodia,
China, Indonesia, Lao PDR, Myanmar, the Philippines,
Thailand, and Vietnam while government agencies in
Australia, Brunei, Darussalam, Japan, Malaysia, and
Singapore participate in the network. The project is
supported through funding provided by the governments
of Australia and Japan (UNODC 2007).
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was created in 2008. According to its report, it is
estimated that between 3.4 million and 20.7 million
persons in the region used amphetamines in 2009
(UNODC 2010c).

8.3.2 Consequences of lllicit
Drug Abuse

Ilicit drug abuse has significant consequences
for both the individuals who abuse drugs and
society at large. While drug users quite often are
involved in income-generating activities to
finance their drug use, substance abuse also
brings about other social harms, HIV/AIDS in
particular. Drug injection and needle and syringe
sharing have been linked to increased HIV/AIDS.
While injection is commonly used to administer
heroin, it is also used to administer ATS in some
Asian countries with growing numbers (Devaney
et al.2007; Humeniuk and Ali 2004; Kramer et al.
2009).2! Since the first case of HIV due to drug
injection in Asia was identified in Bangkok in
1987, the drug-related HIV infection rate has
substantially increased in the region (UNDOC
2009a).

One of the most problematic issues related to
injection is needle and syringe sharing. In a recent
large-scale survey (N=2,614) conducted in
Afghanistan, the majority of IDUs (87%) had
shared a needle and syringe with other drug users
(UNDOC 2009a). A cross-sectional study con-
ducted in Vietnam among young and female drug
users under age 25 recruited from drug treatment
centers (N=560) and the community (N=240)
also indicated that over half of them began inject-
ing heroin or opium (57%) after a year’s smoking.
Among injectors, 23% shared needles and 71%
were sexually active (among them, 77% had
unprotected sex) (Thao et al. 2006).

Among the world’s drug use population, a
large number of users inject drugs—between 11
and 21 million people worldwide are injection
drug users. Although the heroin epidemic
emerged in China only in the late 1980s, China
has been listed as one of the four countries

2I'The most common means of administration for ATS
substances are smoking, snorting, and fume inhaling.
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worldwide with the largest population of IDUs.?
According to the United Nations, East and
Southeast Asia is reported as one of the regions
in the world (and the only region in Asia) with
both the largest number and highest concentra-
tion of HIV infection rates (UNODC 2009c).%
In 2008, 4.7 million (3.8 million-5.5 million)
people in Asia were living with HIV, the second-
highest concentration in the world next to sub-
Saharan Africa. India alone accounts for roughly
half of Asia’s HIV prevalence. In the same year
the total number of AIDS-related deaths in Asia
reached 330,000 (260,000-400,000). For East
Asia, the rate of HIV-related mortality in 2008
was more than three times higher than that in
2000 (UNAIDS 2009).

Infection rates among IDUs in northern
Myanmar are among the highest in the world.
Myanmar, Cambodia, and Thailand are the
countries affected most by HIV/AIDS in Asia
(Kramer et al. 2009). In Central Asia, countries
that are located on the main drug trafficking
route with high concentrations of poverty and
poor health care systems, such as Uzbekistan,
Tajikistan, and Turkmenistan, have been struck
much harder by HIV (Walker 2005). A survey
conducted with female regular sex partners of
drug users and injection drug users (N=4,612) in
Bangladesh, Bhutan, India, Nepal, and Sri Lanka
also indicated a low condom use rate (21%)
between male drug users and their female sex
partners. Due to the high HIV infection rates in
these countries, a big concern is whether HIV
infection will easily spread to the general popula-
tion (Kumar et al. 2008).

8.3.3 Criminal Justice Responses
to Substance Abuse

Ilicit drug use is highly criminalized in many
Asian countries. With a rapidly increasing prison

22China, the United States, the Russian Federation, and
Brazil together account for 45% of total IDUs (UNODC
2009c¢).

ZThis report also included Eastern Europe and Latin
America (Eastern Europe and Central Asia also had very
high HIV infection rates).
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population and annual arrest rates, Southeast
Asia would appear to have the toughest laws in
the world against drug users (Gallahue and Lines
2010). Myanmar is one of those countries that
has criminalized drug addiction. According to its
antidrug law published in 1993, if drug addicts
fail to register with government medical facilities
or are unsuccessful in treatment, they are subject
to 3-5 years’ imprisonment (Kramer et al. 2009).
In Thailand, according to its “war on drugs”
policy initiated in 2003, drug users who failed
to participate in the drug treatment programs
provide by the government were subject to the
compulsory drug treatment for 4 months
(Vongchak et al. 2005). In Afghanistan, con-
sumption of opium products may also result in a
prison term for 3 months (Todd et al. 2005).
Harsh punishment for substance abuse raises
concern about compulsory drug treatment centers
in some Asian countries, which often have exer-
cised arbitrary detention and failed to follow due
process of law (Harm Reduction International
2010).* As a result, a large number of drug users
have been incarcerated merely because of drug
consumption. For example, in Thailand, the
number of drug-related incarcerations increased
five times (from 12,860 to 67,440) between 1992
and 1999 (Beyrer et al. 2003). In China, while
the central government began to emphasize
community-based treatment programs in the
recent years, the total number of drug users who
served time in compulsory treatment programs
still reached 173,000 in 2009 (NNCC 2010).
As far as incarceration is concerned, inadequate
health care inside these facilities is another issue.
Forced or involuntary testing for HIV in compul-
sory drug rehabilitation centers has also been
reported in several countries, such as China,
Malaysia, and Vietnam (Harm Reduction
International 2010).

Despite such deterrents to drug use, post-
release relapse rates are extremely high in Asian
countries. A study conducted in China with
female heroin users indicated that the success

*Forced detoxification and labor are also commonplace
inside these facilities (Harm Reduction International
2010).
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rate among those who were released from
compulsory treatment programs was extremely
low (Gao 2011). Another study that examined
recidivism rates of male drug users in Taiwan
suggested that the recidivism of illicit drug users
in Taiwan after detoxification in the detention
center was substantially high (Chiang et al. 2009).
Meanwhile, regardless of growing drug-related
prison populations, no Asian prisons have needle
and syringe exchange programs inside the facili-
ties, and India, Indonesia, and Malaysia are the
only countries that provide limited opioid substi-
tution programs to inmates (Harm Reduction
International 2010). In recent years, a change in
antidrug laws from compulsory rehabilitation to
community-oriented programs has been witnessed
in Asian countries. For example, in China, 47,000
drug users were directly admitted to community-
based treatment programs together with 35,000
drug users who were released from compulsory
rehabilitation programs (NNCC 2010).

While incarceration of drug users alone has
seldom led to successful abstention, drug treat-
ment programs have been viewed as a more effec-
tive approach to changing drug users’ behaviors.
However, drug treatment programs are only
provided to limited number of drug users glob-
ally. In 2008, there were only between 12 and
30% of problem drug users worldwide who had
received treatment though the majority of them
felt they needed it (UNODC 2010a). Hong Kong
opened the first methadone maintenance treat-
ment (MMT) in Asia and was credited for its
overall quality and wide coverage (Reid et al.
2008). Thailand, Indonesia, China, and Malaysia,
all developed the program one after another. After
China initiated its methadone program in 2003,
more than 500 methadone treatment clinics were
developed in 23 provinces (including autono-
mous regions and municipalities) by the end of
2007; in all, 95,000 drug users were treated (Yao
2008). Several other Southeast Asian countries
are also making efforts to develop meaningful
drug treatment programs. In 2008, Vietnam initi-
ated its pilot methadone treatment program with
1,800 heroin users and plans to develop the pro-
gram across the country (Hung 2010). Cambodia,
which has been criticized for its boot-camp style
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compulsory drug rehabilitation centers, opened
its first methadone clinic for heroin users in 2010
(De Launey 2010). However, there are still no
drug treatment programs available for addicts in
the Wa area of Myanmar—an area with severe
drug trafficking and abuse problems. Drug addicts
there have to deal with their addiction all on their
own (Chin 2009). While there are other drug-
related programs available for traditional drug
users, such as needle and syringe (NSP) and opi-
oid substitution therapy (OST) programs, only
just over half the countries in Asia have these
programs. In several Asian countries, the current
drug laws of Asia are a major obstacle for the
implementation of these programs. For example,
Malaysia, Thailand, Brunei, Hong Kong, and
Macao do not allow needle—syringe exchange
programs (Reid et al. 2008).

While traditional drug treatment programs in
Asia focus on opiate dependency due to the large
number of opium and heroin users in Asia, the
dramatically increased ATS use population in the
region certainly demands new treatment pro-
grams for ATS users. However, only very limited
treatment services are currently available to them,
including specialized drug treatment services
provided in general hospitals, and psychiatric
facilities (UNODC 2010c).

8.4 Future Trends and Conclusions

The previous sections briefly reviewed and
discussed illicit drug trafficking and abuse in
Asia. Although the illicit drug trade is involved in
a complicated chain network, only drug produc-
tion, drug trafficking, and drug consumption are
essentials. Drug trafficking connects the drug
supply with drug demand so that the illicit drugs
can reach the end customers—drug users. The
large profits obtained from illicit drug trafficking
suggest that this illegal business will not vanish
in the near future. What we have learned from
past experience is that it is impossible to com-
pletely remove drug trafficking businesses from
the underground drug market even by using the
toughest sanction on drug offenses—the death
penalty. As reviewed previously, while most
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Asian countries have adopted harsh sentencing
policies against illicit drug trafficking, it is still a
thriving business in the region. Soon after one
drug trafficking network is destroyed, a new one
will emerge and replace the previous one because
of the internal drive for profits.

Regarding illicit drug production in Asia, as
previously addressed, the two largest opium
and heroin producer countries, Afghanistan and
Myanmar, are located in Southwest Asia and
Southeast Asia, respectively. While these two
nations have different social, economic, and
cultural traditions, they share one thing in common:
opiate poppy production areas located in poor
areas of these undeveloped countries. According
to the Afghanistan Opium Survey by the United
Nations and field research conducted in the
Golden Triangle (Chin 2009; Kramer et al. 2009),
the main reason farmers cultivate the opiate
poppy is survival. In the case of the Golden
Triangle, farmers in both Myanmar and Laos
have not been provided alternative livelihoods
despite opium bans, which not only cut off the
farmers’ financial sources from opium cultivation
(UNODC 2010b). Realistically, there is no reason
to believe that opium cultivation will be elimi-
nated from the area if farmers cannot find a legiti-
mate way to make a living. Rather, they may
choose to cultivate opiate poppies secretly in
remote sites that may be hard to detect by outsiders
(Chin 2009).

While the primary reason for farmers to culti-
vate opium is to secure family income, the
government’s determination to ban opium may
have a strong impact on its cultivation. In a survey
conducted in 2010 with farmers in Afghanistan,
the farmers (25%) listed the government ban on
opium cultivation as a primary reason for stop-
ping opium cultivation (UNODC 2010b). This
finding suggests that if the central government of
these drug producer countries and the countries
making up the drug trafficking gateways had a
strong determination to control illicit drug pro-
duction, this determination would produce some
significant impacts on drug production. However,
there are three major obstacles to reach this
goal. As suggested in the fieldwork conducted in
Myanmar, the illicit drug trade—drug money
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coming from drug lords—has contributed greatly
to the Burmese Government’s financial sources.
Therefore, drug control in Myanmar is very much
politicized rather than put into action (Chin
2009). Compared to Afghanistan, the Myanmar
Government is under pressure both from interna-
tional society and its neighboring countries, in
particular the Chinese Government, to control its
drug cultivation. Still, the fact that the central
governments in both Afghanistan and Myanmar
can hardly control their opiate cultivation areas is
another obstacle for implementing any meaning-
ful solutions. Lastly, impoverished economies in
these major producer countries and countries on
the major trafficking routes make it impossible to
make any radical changes without financial
support from the international society. It should
be understood that drug trafficking is not inde-
pendent from all the other problems that these
drug-producing countries face.

Based on the available information, while
global seizures of ATS have remained at very
high levels in recent years, due to the clandestine
nature of ATS manufacture, it is even more
difficult to estimate the scope of the problem and
make corresponding strategies. Based on increasing
demands from the consumer market, more and
more young people favor these synthetic drugs,
providing sufficient reasons to believe that the
manufacture of ATS will not shrink in the near
future. Meanwhile, the sharp increase in the
heroin price in 2009 due to reduced yield related
to poppy disease also forced some heroin users to
switch to synthetic drugs. With demands from the
consumers’ market and the convenient access to
the two largest ATS precursor countries, Indian
and China, there is no clear indication that the
ATS production and abuse will go down, at least
in the near future.

For certain geographic areas where opium or
heroin use has been a tradition, the influences of
traditional drugs will remain. For example,
according to a recent survey conducted in
Afghanistan, more than half of the drug users had
placated their children with opium, and drug
users quite commonly had at least one other
family member who was also a drug user
(UNODC 2009a). With family traditions like
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these, the influence of traditional drugs on the
next generation is apparent. The most troublesome
issue for drug users, however, is access to drug
treatment programs. The lack of treatment facili-
ties, in particular in poorly developed areas such
as the border of Myanmar, Thailand, and China,
intensifies demand (Chin 2009). While Central
Asia is one of the few regions in the world where
the HIV epidemic remains clearly on the rise,
strong resistance to OST still widely exists. For
example, such a program was discontinued by
the Uzbek Government in 2009 (Latypov 2010).
In addition, while the demand for special health
care is high among drug users, such facilities are
rare among Asian countries (Reid et al. 2008).
Mlicit drug trafficking and abuse have been
global issues for centuries. Based on a historical
analysis of several countries’ successful experi-
ence (the United States, China, Turkey, and
Thailand), Mccoy (2000) suggests that supply
reduction is the key to success while the role of
the state is critical, in particular, in increasing
state control over illicit drug production regions
and restraining official corruption. Based on the
observation of the Golden Triangle, other schol-
ars agree that while supply reduction is essential,
a successful strategy also needs to include
demand reduction (Chalk 2000; Chin 2009).
Specifically, the implementation of crop-substi-
tution programs in producer countries, a far-
reaching mass movement against illicit drug
abuse, and increased international and intra-
regional counter-narcotics cooperation and
enhanced border control and anticorruption mea-
sures seem more promising (Chalk 2000; Mccoy
2000; Walker 2005). Due to increased globaliza-
tion, importantly, any interventions should be
coordinated regionally or internationally, as pro-
posed by the United Nations (UNODC 2009c).
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Human Trafficking in Asia

R. Thilagaraj and S. Latha

9.1 Introduction

Human trafficking is a form of modern-day slavery.
Traffickers often prey on individuals who are
poor, frequently unemployed or under-employed,
and who may lack access to social safety nets,
predominantly women and children in certain
countries. Victims are often lured with false
promises of good jobs and better lives, and then
forced to work under brutal and inhuman condi-
tions. The full dimensions of the problem of
human trafficking are difficult to measure as there
is no database in that particular country. We do
not know, however, that human trafficking is a
major source of profit for organized crime syndi-
cates, along with trafficking in drugs and guns.
The scope of the problem in the Asian Countries
is serious. Victims are often lured into trafficking
networks through false promises of good work-
ing conditions and high pay as domestic workers,
factory and farm workers, nannies, waitresses,
sales clerks, or models. Trafficked victims suffer
extreme physical and mental abuse, including
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rape, sexual exploitation, torture, beatings,
starvation, death threats, and threats to family
members. It is believed that most victims who are
trafficked are isolated and remain undetected by
the public because (1) the strategies used by the
perpetrators isolate victims and prevent them
from coming forward, and (2) the public and the
victim service providers have only recently
become aware of this issue and may not be familiar
with how to recognize or respond to trafficking
victims. This chapter covers the forms and trends
in trafficking in Asian Countries, sources and
destination of trafficking, and preventive and
protective measures adopted in each country.
In Asia, there is a general lack of hard data on
this topic. However, it is possible to glean some
valuable insights from studies on related activi-
ties. These studies can frequently provide an
indication of the scale of trafficking in the region.
Although not comprehensive in scope or cover-
age, the following estimates do present convincing
evidence of the existence of a growing trafficking
problem in this part of the world as well. Global
surveys conducted by UNDOC, US Department
of States, and UNDP provide a bird’s eye view of
trafficking scenario throughout the world. The
UNALIP has compiled the Mekong Region Human
Country Datasheets on human trafficking for the
Greater Mekong region which includes countries
like China, Cambodia, Vietnam, Laos, Thailand,
and Myanmar. This chapter also mostly relies
upon the data provided by these agencies.

There are a number of definitions given by
many international agencies. In this chapter, the
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following definition of the UN is adopted to

define trafficking:
“The recruitment, transportation, transfer, harboring
or receipt of persons, by means of the threat or use
of force or other forms of coercion, of abduction,
of fraud, of deception, of the abuse of power or of
a position of vulnerability or of the giving or
receiving of payments or benefits to achieve the
consent of a person having control over another or
debt bondage, for the purpose of exploitation which
includes prostitution or for placing of holding such
person, whether for pay or not, in forced labour or
slavery-like practices, in a community other than
the one in which such person lived at the time of
the original act described.”

9.2 Typesand Major Forms

of Trafficking

Human trafficking is occurring in various forms
for various purposes. Among them trafficking for
commercial is widespread and most of the
victims are women and children in vulnerable
situations. This apart, trafficking for forced labor
is more in many of the Asian Countries. Various
forms of trafficking in Asian countries are given
in Table 9.1.

9.3  Trafficking Trends

9.3.1 Cambodia

Cambodian men, women, and children migrate
to Thailand, Malaysia, and other countries for
work, and many are subsequently subjected to
sex trafficking or forced to labor in the Thai
fishing and seafood processing industry, agricul-
tural plantations, factories, domestic servitude,
begging, and street selling. The number of workers
who migrated to Malaysia for employment
through Cambodian recruiting companies has
increased significantly since 2008. In 2010,
licensed Cambodian labor recruitment agen-
cies—members of the Association of Cambodian
Recruiting Agencies—trained and sent 16,395
workers to Malaysia, of which 11,918 were
females trained as domestic workers. The
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Table 9.1 Types and major forms of trafficking in Asian
countries

Country Forms

Cambodia Commercial sexual exploitation, domestic
servitude, begging, labor, marriage,
construction, agriculture, and fishing
(China, Ministry of Public Security 2009a)
Forced marriages, illegal adoption, sexual
exploitation and labor exploitation
(UNIAP 2007)

Forced labor, domestic servitude and
commercial sexual exploitation, forced
street hawking and begging, or to work in
shops, agriculture, or small-scale industries
(Archavanitkul 1998)

Forced labor in fishing-related industries,
factories, agriculture, construction,
domestic work, and begging, commercial
sexual exploitation(UNIAP 2007)

Forced labor, domestic servants, and
prostitution (China, Ministry of Public
Security 2009b)

Forced labor, sex trafficking, domestic
servants, beggars, and agricultural workers
Forced labor and sex trafficking (Nepal
Office of the National Rapporteur on
Trafficking in Women and Children 2008)
Sex trafficking, domestic child sex tourism
(Squire and Wijeratne 2008)

Forced labor, forced marriages

China

Myanmar

Thailand

Bangladesh

India

Nepal

Sri Lanka

Pakistan

Cambodian Department of Anti-Trafficking and
Juvenile Protection data for 2003-2006 suggests
a growing trend in persons arrested; 36 persons
arrested in 2003, rising to 73 in 2005 and 65 in
2006. In terms of victims trafficked, the same
agency’s data provides a breakdown by gender in
the period 2003-2006. In 2003, the figure was
674 (all women); in 2004 the figure was 633
(of these some 54 were male); in 2005, 615
(19 men); and in 2006 the figure had dropped to
292 (of which 9 were men).

9.3.2 China

International Labor Organization found that
forced prostitution, the entertainment industry,
hairdressing, massage parlors, brick kilns, and
manufacturing and forced begging are the key
sectors of employment for trafficked victims in
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Table 9.2 Trafficking prosecutions and convictions in
China—2010

2008 2009  Category

1,353 1,636 Women/children trafficking cases
prosecuted in Chinese courts

2,161 2,413 Individuals convicted of a trafficking
crime

1,319 1,475 Individuals convicted and sentenced
to more than 5 years imprisonment,
life imprisonment or death

61% 61% Convictions given sentences of more

than 5 years imprisonment

Source: The Mekong Region Human Country datasheets
on human trafficking 2010

China (China: International Labour Organization
2009). China has the world’s largest number of
Internet users and young girls are sexually
exploited through this medium. Table 9.2 reveals
that there has been an increasing trend of women
and children trafficked and persons convicted
for trafficking for more than 5 years.

9.3.3 Japan

Many of the trafficking victims were coerced into
commercial sexual exploitation in strip clubs, sex
shops, hostess bars, private video rooms, escort ser-
vices, and mail-order video services. NGOs reported
that in some cases brokers used drugs to subjugate
victims. Women also voluntarily migrate to work in
Japan but are later coerced into exploitative condi-
tions. They are usually held in debt bondage for
$26,000-$43,000 for their living expenses, medical
care, and other necessities. There are 60,000-70,000
Filipina dancers in Japan (Calvez 1998). Trafficking
laws exist but are not effectively enforced
(Ganjanakhundee 1998). There are more than
150,000 foreign women in prostitution in Japan;
more than half are Filipinos; and 40% are Thai.
(CATW 1998). There were 19 human trafficking
cases investigated in Japan in 2010, and 28 in 2009.

9.3.4 LaoPDR

Current trafficking trends in Lao PDR include
domestic trafficking of women and girls for sex-
ual exploitation in the entertainment sector and
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Table 9.3 Human trafficking cases, offenders, and victims
in Laos—2008 and 2009

Category 2008 2009
Total trafficking cases 38 50
Alleged offenders 23 74
Victims 49 103
Cases forwarded to the prosecutor’s 8 8
office

Cases that lacked sufficient substantive 30 -
evidence with which to pursue criminal

prosecution

Cases still under investigation - 26

Source: The Mekong Region Human Country datasheets
on human trafficking 2010

labor exploitation of men and boys on plantations
(see Table 9.3). The total official number of Lao
victims of trafficking in 2009 is 128. This includes
both cross-border and domestic trafficking. In
2009 the Ministry of Labor and Social Welfare
received 155 returnees from Thailand (148 girls
and 7 boys), 144 were children (Lao Department
of Social Welfare, 2009). Also see Fig. 9.1. Main
Employment Sectors of Trafficked Persons in
Lao PDR for the domestic trafficking victims
are mainly found in the entertainment sectors.
Internationally, Lao PDR victims of trafficking
work in domestic services, the entertainment sec-
tor, agriculture, fisheries, and garment factories.

9.3.5 Myanmar

Reports indicate a trend of trafficking of women
from Myanmar to China, for forced marriage
with Chinese citizens. Girls and young women
with low incomes are vulnerable to labor or sex-
ual exploitation. Most of the Myanmar victims of
trafficking typically find themselves working in
the sex industry, in labor exploitation such as in
factories or working on plantations, fishing boats,
or in marriages with Chinese men. Some girls are
taken by means of deception, but increasingly
they are informed that they will marry Chinese
men. They are prepared to accept the marriage
arrangement, as they have few options. According
to Myanmar’s Anti-Trafficking Unit, the total
number of trafficking cases in 2009 was 155.
Of these, 85 cases involved forced marriage,
19 cases involved forced prostitution, 13 cases
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Fig.9.1 Victims Victims of trafficking in persons identified by State authorities in
repatriated from Lao to Lao PDR who have been repatriated from Thailand (2003-2006)
Thailand (2003-2006)
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Trend victims of trafficking in persons reported by State authorities
(internal, repatriated and foreigners) in Myanmar (2003-2007)
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Fig.9.2 Victims Myanmar, 2003-2007

Destinations of victims repatriated to Myanmar (2004- 2005)
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Fig. 9.3 Victim repatriation to Myanmar, 2004—-2005

involved forced labor, and 8 cases involved child 9.3.6 Thailand

trafficking (Myanmar Anti-Trafficking Unit

2010). See Figs. 9.2 and 9.3 on numbers and des- There has been an increase in the number of
tinations of repatriation. younger people migrating from neighboring
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Persons investigated for trafficking in persons in
Thailand (2005-2006)
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Fig. 9.4 Thailand, investigations, 2005-2006

Table 9.4 Number of victims of trafficking in Thailand
from other countries

Nationality of women and Cambodia 57
children trafficked China 2
Lao PDR 195
Myanmar 260
Vietnam 11
Unidentified 5
Total 530

Source: The Mekong Region Human Country datasheets
on human trafficking 2010

Mekong countries as well as women from distant
countries such as Russia and Uzbekistan that are
vulnerable to being trafficked into the Thailand
commercial sex industry. Main Employment
Sectors of Trafficked Persons are migrants who
have been forced, coerced, or defrauded into
forced labor or commercial sexual exploitation.
Trafficking victims within Thailand typically
work in fishing, seafood processing, low-end
garment production, and domestic work. See
Fig. 9.4 on investigations and Table 9.4 for
nationality of victims trafficked, 2010.

9.3.7 Vietnam

Vietnam is predominantly a source country for
victims of trafficking. See Fig. 9.5 for investiga-
tion data 2003-2007. Vietnamese girls are
trafficked into China, Taiwan, South Korea,
and Singapore via the brokerage of fraudulent
marriages by licensed and unlicensed migrant
labor recruitment agencies. Vietnamese children

are trafficked for adoption by foreign families
(often Chinese). Vietnam is increasingly a desti-
nation for child sex tourism, with perpetrators
from Japan, the Republic of Korea, China,
Taiwan, the UK, Australia, Europe, and the USA.
Men of Vietnamese minority ethnic groups are
trafficked into labor exploitation in mines and
brick factories in China. Main Employment
Sectors of Trafficked Persons are sexual exploi-
tation, domestic labor, mining, construction,
fishing, forced begging, selling of flowers and
lottery tickets, and manufacturing (China,
Ministry of Public Security 2009a).

9.3.8 India

In India, the National Crime Records Bureau, a

federal organization at the capital, Delhi collects,

compiles and disseminates statistics on crime
nationwide. This statistics is published as “Crime
in India” every year. Crime in India exclusively
publishes a chapter on human trafficking which
includes the offences registered under Indian

Penal Code (IPC). The publication “Crime in

India, 2009” reports crime-wise statistics and

accordingly Table 9.5 shows the trends of human

trafficking under various laws from 2005 to

20009.

The number of cases registered under human
trafficking during the year 2009 is given in
Table 9.5. While such a situation persists an
applaudable action research was conducted by
National Human Rights Commission (2005).
This is the first study on the victims of trafficking
or survivors conducted in India and a detailed
review on the same is given below.

Some of the important facts given in the
CATW fact book are given below:
¢ India, along with Thailand and the Philippines,

has 1.3 million children in its sex-trade

centers. The children come from relatively
poorer areas and are trafficked to relatively

richer ones (Wadhwa 1998).

e In cross-border trafficking, India is a sending,
receiving, and transit nation. Receiving chil-
dren from Bangladesh and Nepal and sending
women and children to Middle Eastern nations
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Fig. 9.5 Vietnam,
investigations, 2003-2007
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Persons investigated for trafficking in women and children in

Vietnam (2003-2007)

2005 2006 2007

Source: NCB Interpol and Criminal Investigation Division

Table 9.5 Numbers of various crimes under human trafficking during 2005-2009 and percentage variation in 2009

over 2008

Year
Crime head 2005
Procuration of minor girls (Sec. 366-A, IPC) 145
Importation of girls (Sec. 366-B, IPC) 149
Selling of girls for prostitution (Sec. 372, IPC) 50
Buying of girls for prostitution (Sec. 373, IPC) 28

Source: Crime in India—2009

is a daily occurrence. India and Pakistan are
the main destinations for children under 16
who are trafficked in south Asia (Ilijima 1998).

e More than 40% of 484 prostituted girls rescued
during major raids of brothels in Mumbai in
1996 were from Nepal (Iijima 1998).

* The brothels of India hold between 100,000
and 160,000 Nepalese women and girls, 35%
were taken on the false pretext of marriage
or a good job (Coomaraswamy 1997).

9.3.9 Bangladesh

Bangladesh is predominantly a source country
for victims of cross-border trafficking due to
migration in search of employment. Many border
areas are frequently used as land routes for
trafficking. There are 111 Indian enclaves in
Bangladesh and 51 enclaves of Bangladesh in
India. Research carried out by the Bangladesh
National Women Lawyers Association (BNWLA)

2006 2007 2008 2009  Percentage variation
231 253 224 237 5.8

67 61 67 48 -28.3
123 69 49 57 16.3

35 40 30 32 6.7

has shown that these enclaves have been used as
recruitment and collection sites by traffickers
(Gazi et al. 2001). See Table 9.6.

9.3.10 Nepal

Nepal is primarily considered a country of
origin—a source for the trafficking of men,
women, and children. The girls end up in brothels
in India or Pakistan or in Middle Eastern or
South Asian countries (Times of India 2003).
Within Nepal, there has been some attention on
the foreign child sex tourism trade within the
country. Nepal also has a system of bonded
labor where entire families may be bonded and
forced to work in a range of occupations. This is
especially so among lower castes and socially
marginalized groups, who are particularly vulner-
able to dominance and exploitation. Overall
Government efforts for 2006 are summarized in
Table 9.7.
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Table 9.6 Trafficking arrests, prosecutions, and convictions for Bangladesh (2002-2008)

2002 2003 2004 2005 2006 2007 2008

Arrests 60 72 - 150 - 106 178

Prosecutions  — - 70 87 70 101 90

Convictions 3 17 42 36 43 20 37

Sentences Ranged from - - 27 life 4 death sentences; 18 life sentences; 2 26 life sentences;
20 years to sentences 32 life sentences  lesser prison terms 11 lesser prison
life terms

Source: Trafficking in persons report, 20032009

Table 9.7 Efforts taken by the Government of Nepal to prevent and protect victims of trafficking in 2006

Interception prevented from Application received for missing Found children and Counseling on

being trafficked women and children women safe-migration ~ Reintegrated
2,398 638 100 26,729 2,372
Source: Maiti Nepal. Office of the National Rapporteur on trafficking in women and children, 2006

Table 9.8 Trafficking crime trends in Sri Lanka

Year Offence Cases recorded Cases pending Convictions
2004 Trafficking 16 16 0

2003 Trafficking 9 8 0

2002 Trafficking 37 35 0

2001 Trafficking 29 28 0

Year Offence Cases recorded Cases pending Convictions
2004 Abduction/kidnapping 868 675 21

2003 Abduction/kidnapping 829 599 26

2002 Abduction/kidnapping 739 594 13

2001 Abduction/kidnapping 767 616 40

Source: Terre des hommes Foundation Lausanne (Tdh) and South Asian Partnership Sri Lanka (SAPSRI), 2008

9.3.11 SrilLanka

Sri Lanka is primarily a source country with men,
women, and children being trafficked primarily
for labor and also for commercial sexual exploi-
tation, including domestic child sex tourism.
There may also be a small but significant
trafficking of women into Sri Lanka from coun-
tries such as Thailand, China, and the members
of the former USSR for commercial sexual
exploitation. There are also recent concerns about
trafficking for employment to the Middle East as
well as Singapore among other countries. Men
and women are offered jobs as domestic workers,

construction labor or in other factories like
garments. Trends are given in Table 9.8.

9.3.12 Pakistan

Pakistan is a source, transit, and destination coun-
try for men, women, and children subjected to
trafficking in persons, specifically forced labor
and prostitution. The largest human trafficking
problem is bonded labor, concentrated in the
Sindh and Punjab provinces in agriculture and
brick making, and to a lesser extent in mining and
carpet-making. The number of convictions under
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Prevention and Control of Human Trafficking
Ordinance (PACHTO) was 357 in 2008, and 385
in 2009.

924 Source and Destination

Countries

We now turn from country trends to source and
destination more generally across Asia. Table 9.9
specifies the source countries for persons
trafficked into each Asian country and key desti-
nation countries for the victims of each Asian
country to other countries.

Table 9.9 Source and destination across Asia

Country
China

Source for the country

Outside China—Vietnam, Russia, Korea,
and Myanmar

Inside the country—Yunnan, Guizhou, and
Henan provinces (The National Working
Committee 2004)

China, Indonesia, the Philippines, and
Vietnam

Japan
Laos Inside—Champasak, Saravan,
Savannakhet provinces, and the capital,
Vientiane (Lao Department of Social
Welfare 2009)

Yangon Division, Mandalay Division,
Northern Shan State, Kachin State, Bago
Division, Mon, Magway Division, Kayin
State, Bago (West), and Ayeyarwady
(Myanmar Central Body for Suppression
of Trafficking in Persons 2010)

Cambodia, Lao PDR, Myanmar, Russia,
Southern China, Uzbekistan, and Vietnam
Inside—Ranong Province, Tak Province,
Kanchanaburi Province, Ubon Ratchathani
Province, Mukdahan and Nong Khai
Province. Srakaew Province, Surin and
Trat Province

Cambodia

Myanmar

Thailand

Vietnam
Bangladesh India and Pakistan

India
Nepal

Nepal and Bangladesh
Bangladesh

Sri Lanka

Pakistan Afghanistan, Azerbaijan, and Iran

Source: Authors compilation (2012)
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9.5  Status of Asian Countries
According to “Trafficking

in Persons” Report, 2011

The State Department of the United States
publishes its official “Trafficking in Persons”
Report every year. This publication represents
an updated, year-on-year, global look at the
nature and the scope of trafficking in persons and
the broad range of actions taken by each country.

TIP Report, 2011, evaluates the performance
of 150 countries in terms of their compliance
with the minimum standards of the Trafficking

Destination from the countries

Thailand, Malaysia, and some countries in Africa,
Europe, and America

For domestic victims: Fujian, Guangdong, Shandong,
and Henan

East Asia, Southeast Asia, Eastern Europe, Russia,
South America, and Latin America

Thailand, Malaysia, and China

(US State Department 2006)

Thailand, Malaysia, and China (World Vision)

Australia, Bahrain, Brunei, Canada, Germany,
Indonesia, Israel, Japan, Korea, Kuwait, Libya,
Malaysia, Maldives, Qatar, Saudi Arabia, Singapore,
South Africa, South Korea, Taiwan, Timor Leste,
the UAE, the USA, and Vietnam (Ministry of Social
Development and Human Security 2010)

China, Cambodia, Lao PDR, Malaysia, Taiwan, South
Korea, Japan, Thailand, Indonesia, and the Middle East
Saudi Arabia, Bahrain, Kuwait, the United Arab
Emirates (UAE), Qatar, Iraq, Lebanon, and Malaysia
Middle East and the United States

Gulf countries, Malaysia, Israel, South Korea,
Afghanistan, and Libya

Kuwait, Jordan, Saudi Arabia, Qatar, Lebanon, the
United Arab Emirates (UAE), Oman, Bahrain, and
Singapore

Gulf States, Iran, Turkey, South Africa, Uganda, and
Greece



9 Human Trafficking in Asia

Victims Protection Report (TVPA) of 2000
(reauthorized in 2003 and then in 2005). Tier I
countries are deemed to be in full compliance.
Tier II countries are not in compliance but are
making significant efforts to become so. Tier III
countries are not compliant and are not making
significant efforts toward that end. Most of the
Asian countries are assigned Tier 2 status as they
do not fully comply with the minimum standards
for the elimination of trafficking, however, are
making significant efforts to do so, despite limited
resources. Four countries—China, Thailand,
Vietnam, and Bangladesh—were put on the Tier I
Watch List due to its failure to provide evidence
of increasing efforts to combat trafficking,
particularly its failure to convict traffickers and
public officials involved in trafficking. In terms
of organizational infrastructure and efforts at
prosecution and prevention, the following is a
concise summary by Asian country.

9.6 Prosecution

9.6.1 Cambodia

Cambodia has a specialized Anti-Human
Trafficking Department and Juvenile Protection
Police Department. Officers from these depart-
ments, in cooperation with prosecutors, carry out
investigations, apprehensions, arrests, prosecu-
tions, and convictions. Cambodia has a focused
campaign dedicated to combating human
trafficking. Also there is a cadre of specialist
judges and prosecutors with strong understanding
of the issues and sensitivities concerning human
trafficking cases in Cambodia (CMS 2009).

9.6.2 China

Both local and central governments provide fund-
ing for anti-trafficking activities in China. In
2009, a large, nation-wide campaign was
launched by Ministry of Public Security to com-
bat different forms of trafficking. The campaign
has initiated a number of good practices in
suppressing trafficking crimes and rescuing
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victims, including setting up DNA database, joint
action of multifunction police, and immediate
response mechanism. Campaigns of combating
forced prostitution, illegal employment, and rescue
of street children and child beggars are launched
effectively.

9.6.3 Japan

Japan does not have comprehensive anti-
trafficking laws, and does not keep statistics on
the number of trafficking cases. The government
reported prosecuting and convicting five individ-
uals in 2009 under Penal Code (Article 226).
Cooperation between the different bureaucracies
that handle trafficking cases is not always condu-
cive to establishing a clear statistical record that
includes prosecutions, convictions, and sentenc-
ing. Japan’s 2005 amendment to its criminal
code, which prohibits the buying and selling of
persons, and a variety of other criminal code arti-
cles and laws, including the Labor Standards
Law, and the Law for Punishing Acts Related to
Child Prostitution and Child Pornography crimi-
nalizes trafficking and a wide range of related
activities. However, it is unclear if the existing
legal framework is sufficiently comprehensive to
criminalize all severe forms of trafficking in
persons. The 2005 Criminal Code amendment,
prohibiting the buying and selling of persons,
prescribes penalties of up to 7 years’ imprison-
ment, which is sufficiently stringent.

9.6.4 Laos

The specialist unit for law enforcement/prosecu-
tion in Lao PDR is the Anti-Trafficking Division
(ATD). The ATD and the Department of
Investigation are responsible for collecting
evidence for trafficking cases and submitting it to
the Prosecutor’s Office for trial in the Supreme
Court. In cooperation with international agen-
cies, the Government of Lao PDR has been
working to strengthen the legal sector in order
to bring more trafficking offenders to justice
(DSW 2009).
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9.6.5 Myanmar

The specialist units for prosecution in Myanmar
are the Anti-Trafficking Unit (at the central level)
and the Anti-Trafficking Taskforce (at the
provincial level, located in 22 townships). The
human resources for prosecution include members
of the Myanmar Police Force, prosecutors, and
judges. Special courts dedicated to hearing
trafficking cases are established in 2010 (MHA
2010).

9.6.6 Thailand

The Anti-Human Trafficking Division (AHTD)
focus solely on human trafficking, including male
victims of trafficking. The Office of the Attorney
General also has a Centre against International
Human Trafficking (CAHT), which is responsible
for prosecuting trafficking cases. The Department
of Special Investigations (DSI) under the Ministry
of Justice (MOJ) is involved in investigating
human trafficking cases that are deemed to be
“special cases.” Thailand has an Anti-Trafficking
in Persons Fund which may be used for the pros-
ecution of cases related to cross-border human
trafficking.

9.6.7 Vietnam

The departments/ministries that work coopera-
tively to prosecute trafficking cases include the
following: The Investigation units at all levels of
the Ministry of Public Security; The Border
Guard Command; The Ministry of Justice, and
The Supreme People are Court and the Supreme
People’s Prosecutorial Office. An Assessment of
the Legal System in Vietnam in comparison with
the UN Protocol to Prevent, Suppress and Punish
Trafficking in Persons, especially Women and
Children; and the UN Protocol against the
Smuggling of Migrants by Land, Sea and Air, is
completed by the Ministry of Justice in coopera-
tion with the UNICEF and the UNODC. (China,
Ministry of Public Security 2009b)
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9.6.8 Bangladesh

The Government of Bangladesh showed progress
in convicting sex traffickers of females, but not
traffickers of men, during the reporting period;
however, the government drafted an anti-
trafficking law that includes criminal prohibitions
for all forms of trafficking, with stringent sent-
ences, and submitted the proposed law into the
parliamentary process in December 2010. During
the reporting period, the government obtained the
convictions of 42 sex trafficking offenders and
sentenced 24 of them to life imprisonment under
Sections 5 and 30 of the Repression of Women
and Children Act; 18 were sentenced to lesser
prison terms. This is an increase from the 32
convictions obtained in 2009, with 24 offenders
sentenced to life imprisonment. The government
prosecuted 80 cases involving suspected
trafficking offenders and conducted 101 investi-
gations, compared with 68 prosecutions and 26
investigations during the previous year. Fifty-
three prosecutions resulted in acquittals; how-
ever, under Bangladeshi law the term “acquittal”
also can refer to cases in which the parties settled
out of court or witnesses did not appear in court.
Most sex trafficking cases are prosecuted by 42
special courts for the prosecution of crimes of
violence against women and children spread
throughout 32 districts of the country; those
courts are generally more efficient than regular
trial courts. The Ministry of Home Affairs’ Anti-
Trafficking Monitoring Cell continued to collect
data on trafficking arrests, prosecutions, and
rescues. The Government of Bangladesh did not
provide data on investigations, prosecutions,
convictions, and sentencing of public employees
complicit in human trafficking. The country’s
National Police Academy continued to provide
anti-trafficking training to police officers who
went through entrance training.

9.6.9 India

The government made progress in law enforce-
ment efforts to combat human trafficking. India



9 Human Trafficking in Asia

prohibits and punishes most, but not all, forms of
human trafficking under a number of laws. The
government prohibits bonded and forced labor
through the BLSA, the Child Labor (Prohibition
and Regulation) Act (CLA), and the Juvenile
Justice Act. Moreover, these prison sentences
were rarely imposed on offenders. India also
prohibits forms of sex trafficking through the
Immoral Trafficking Prevention Act (ITPA).
Prescribed penalties under the ITPA, ranging
from 7 years’ to life imprisonment, are sufficiently
stringent and commensurate with those pre-
scribed for other serious crimes, such as rape.
The ITPA also criminalizes other offenses. ITPA
crimes, however, are frequently tried under
magistrate courts, which limit sentences to
3 years, whereas rape cases are generally tried
under Sessions courts which permit the maximum
sentences according to the law. Indian authorities
also used Sections 366(A) and 372 of the IPC,
which prohibit kidnapping and selling children
into prostitution, respectively, to arrest and pros-
ecute suspected sex traffickers. Penalties pre-
scribed under these provisions are a maximum of
10 years’ imprisonment and a fine. A court in the
State of Tamil Nadu in July 2010 issued a land-
mark conviction of 5 years’ imprisonment and a
fine to three bonded labor perpetrators. The
Government of India’s “Comprehensive Scheme
for Strengthening Law Enforcement Response in
India” earmarked $12 million over 3 years to
implement the nationwide anti-trafficking effort.

9.6.10 Nepal

Nepal prohibits most forms of trafficking in
persons, including the selling of human beings
and forced prostitution, through its HTTCA,
2008. Prescribed penalties range from 10 to
20 years’ imprisonment, which are sufficiently
stringent and commensurate with those pre-
scribed for other serious crimes, such as rape.
According to the Office of Attorney General, 174
offenders were convicted in 119 cases tried in
court under the HTTCA; 71 cases resulted in
convictions and 47 cases resulted in acquittals
in Nepal’s 2009-2010 fiscal year. This compares
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with 172 offenders convicted in 138 cases tried
in court, with 82 cases resulting in convictions
and 56 case acquittals, in the previous fiscal year.
The much lower number of convictions reported
in the 2010 Report represented only convictions
obtained from the Supreme Court, while the
numbers offered above represent convictions
obtained from district courts. Some Foreign
Employment Tribunal case convictions under the
Foreign Employment Act may have involved
human trafficking. In 2010; the government
established a special unit to investigate human
trafficking within the Central Crime Investigative
Bureau. There were no trafficking related investi-
gations, prosecutions, or convictions of govern-
ment officials for complicity in trafficking
during the reporting period. Between January
and March 2010, according to official statistics,
the Maoists discharged the 2,973 child soldiers
they recruited during the 10-year conflict, some
of whom may have been trafficking victims.

9.6.11 SrilLanka

The Sri Lankan government increased law
enforcement efforts in addressing human
trafficking cases. Sri Lanka prohibits all forms of
trafficking through an April 2006 amendment
to its penal code, which prescribes punishments
of up to 20 years’ imprisonment. Amendments
passed in 2009 to the Foreign Employment Act
expanded the powers of the Sri Lanka Bureau of
Foreign Employment (SLBFE) to prosecute
recruitment agents who engage in fraudulent
recruitment, prescribing a maximum penalty of
4 years’ imprisonment and fines of $1,000, and
restricting the amount that employment agent can
charge. In March 2011, three traffickers were
convicted and sentenced to 9 years each for
forcing women into prostitution, in one case.
This is the first recorded convicted case under Sri
Lanka’s counter-trafficking amendment. The
Attorney General’s Department claimed two
additional convictions in 2010 for violations of
the penal code’s statute on child sexual exploitation;
both convictions may have involved human
trafficking crimes. Both convictions resulted in
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suspended jail sentences. Each trafficker had to
pay a fine of approximately $900, and one
had to pay compensation of $450 to the victim.
In January 2011, the National Child Protection
Authority (NCPA) completed an investigation
and could not determine the whereabouts of the
remaining boys allegedly in armed service with
the Tamil Makkal Viduthalai Pulikal (TMVP)/
Karuna Faction; some of these boys may be
trafficking victims. The Sri Lankan Police con-
tinued to teach a counter-trafficking module to
all police recruits during their basic trainings

9.6.12 Pakistan

The Government of Pakistan made progress in
law enforcement efforts to combat human
trafficking in 2009. While the lack of comprehen-
sive internal anti-trafficking laws hindered law
enforcement efforts, a number of other laws were
used to address some of these crimes. Several
sections in the Pakistan Penal Code, as well as
provincial laws, criminalize forms of human
trafficking such as slavery, selling a child for
prostitution, and unlawful compulsory labor, with
prescribed offenses ranging from fines to life
imprisonment. Pakistan prohibits all forms of
transnational trafficking in persons with the
Prevention and Control of Human Trafficking
Ordinance (PACHTO); the penalties range from
7 to 14 years’ imprisonment

9.7 Protection and Prevention

9.7.1 Cambodia

Screening and identification of victims of
trafficking in Cambodia is undertaken with refer-
ence to the Law on Suppression of Human
Trafficking and Sexual Exploitation (2010).
Some organizations, such as the IOM and Legal
Support for Children and Women (LSCW), use
their own tools to identify victims. State-run
shelters for victims of trafficking in Cambodia
operate based on the Agreement on Guidelines
for Practices and Cooperation between the
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Relevant Government Institutions and Victim
Support Agencies in Cases of Human Trafficking,
2007 and minimum standards for protection of
the rights of victims of human trafficking.
Privately run shelters use their own operational
procedures, for example, those shelters run by
World Vision Cambodia. Post-harm assistance is
provided to victims of trafficking in Cambodia,
including rescue, repatriation, reception in home
country, family tracing, family assessment, rein-
tegration,  short/medium/long-term  shelter
accommodation, medical, legal, psychosocial,
education and vocational education assistance,
and case follow-up. There are many government
and non-government victim assistance agencies
in Cambodia which provide shelter and other
forms of post-harm assistance.

Cambodia has bilateral agreements on recruit-
ment in place with Thailand, Malaysia, South
Korea, and Japan. Several national training pro-
grams are conducted for frontline anti-trafficking
officers in various provinces. Awareness-raising
and educational campaigns on human trafficking
and safe migration are conducted by a host of
government and non-government agencies A child-
safe tourism campaign to prevent trafficking in
the tourism industry focused on the urban areas
of Cambodia, including Phnom Penh, Siem Reap,
and Sihanoukville.

9.7.2 China

In China, only women and children can be legally
recognized as trafficking victims. Victims are
generally found through police raids or via infor-
mation provided by members of the public or
shelter staff, though there are some victims who
self-report to police. Victim identification is
carried out by police officers according to the
Articles 240 and 241 of the Criminal Law of the
People’s Republic of China. With the support of
other ministries and NGOs, the Ministry of Public
Security (MPS) and Ministry of Civil Affairs
(MCA) provide temporary relief and return and
reintegration assistance to victims of trafficking.
China has a total of 1,372 administration and
relief shelters and over 200 Child Protection
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Centers located in cities across the country,
which provide temporary support to trafficking
victims. In 2009, shelters across the country have
provided relief services to over 12,000 trafficked
women and children, some referred by police
while others were self-reported. Responsibility
for repatriation is shared between the Chinese
Police and shelter staff, sometimes with the assis-
tance of non-government partners such as Save
the Children. Statistics on the number of victims
repatriated from China are not widely available.
One media report suggests that in 2009, 272 victims
were repatriated from China to Myanmar.

Throughout 2008 and 2009, bilateral meetings
between Lao PDR and China, and Lao PDR and
Vietnam were held with the aim of estabishing
similar agreements. These include the Memo-
randum of Understanding between Lao PDR and
Thailand on Cooperation to Combat Trafficking
in Persons, Especially Women and Children
(2005), and the Thai-Lao Cross Border
Collaboration on Tracing Missing Trafficked
Victims in Thailand (2008-2011). The Lao
Government is also developing a National
Training Manual on human trafficking to
strengthen the capacity of front-line officers to
undertake counter-trafficking activities and
promoting counter trafficking initiatives, led by
the Ministry of Public Security.

9.7.3 Japan

The number of trafficking victims identified
overall by the Japanese government declined for
the fourth consecutive year. Police authorities
identified only 17 victims in 2009, down from 36
victims in 2008, 43 in 2007, 58 in 2006, and 116
in 2005. Government efforts to protect Japanese
child sex trafficking victims reportedly improved,
but the government did not report the number of
such victims identified. Although the government
claims the availability of a long-term residency
visa for trafficking victims, no foreign victims
have ever been granted such a visa. In 2009,
Japan decreased its funding to the IOM from
$300,000 to less than $190,000 for repatriation
and reintegration assistance, which has had a
detrimental effect on victim assistance efforts in
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the country, resulting in foreign victims unable to
return home and victims unable to obtain reinte-
gration assistance.

The Japanese government made limited efforts
to prevent trafficking in persons with assistance
from international organizations and NGOs. The
government continued distribution of posters
and handouts to raise awareness about trafficking.
Authorities also continued law enforcement
training at the National Police University and
with IOM assistance. In July 2009, the govern-
ment established a temporary working group,
which included NGOs, to develop a new National
Action Plan to combat trafficking, which was
released in December 2009, though the new
action plan does not include NGO partnerships.
Japan is not a party to the 2000 UN TIP Protocol.

9.7.4 LaoPDR

Lao PDR has a working group led by the Anti-
Trafficking Division, the counseling center of the
Lao Women’s Union, the Department of Social
Welfare, and the Prosecutor’s Office dedicated to
victim identification. In 2009, the Ministry of
Labor and Social Welfare has started two new
support shelters for vulnerable populations
including victims of trafficking. One shelter
located in Savannakhet is supported by Acting
for Women in Distressing Situations (AFESIP),
and the other shelter in Champasak province is
under the supervision of the Ministry of Education
and is supported by Village Focus International.
There are now five shelters in Lao PDR which
provides support to vulnerable populations
including victims of trafficking. This support
includes medical assistance, legal assistance and
consultation, and vocational training. The organi-
zations which assist in repatriation are Laos
Women’s Union, IOM, AFESIP, Friends
International, Village Focus International, and
World Vision. Child safe tourism campaign, run
by the Lao National Tourism Administration dur-
ing the 2009 Southeast Asian Games (SEA) and
National radio campaign, run by Lao National
Radio, were organized to raise awareness about
human trafficking, safe migration, and child
rights.
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9.7.5 Myanmar

There are temporary shelters for victims of
trafficking gives certain vulnerable areas in
Myanmar where the rescued victims are kept for
3 days and then transferred to shelters for 2 weeks.
These shelters provide counseling and guidance.
They are also given vocational training, and they
are reintegrated into their families.

In 2009, awareness-raising efforts were con-
ducted both within Myanmar and abroad by the
Central Body for Suppression of Trafficking
in Persons and other governmental and non-
governmental agencies. These include the
introduction of trafficking awareness into the
curriculum of some schools and two trafficking
workshops involving 115 employment agencies.

9.7.6 Thailand

Standard operating procedures have been devel-
oped for the return and reintegration of victims.
They are offered medical, legal, psychosocial,
recreational and educational services, as well as
livelihood training. The Ministry of Social
Development and Human Security also plays an
active role in victim identification. In 2009, 513
persons were discharged from shelters housing
trafficking and other vulnerable victims. The
Royal Thai Government through various organi-
zations has launched several campaigns through
radio, television, print, and electronic media to
raise public awareness and their cooperation in
the fight against human trafficking.

9.7.7 Vietnam

In Vietnam, Ministry of Labour and Women’s
Union established centers for victims of
trafficking, and these shelter programs provide
psychological support for returned victims from
the time of their arrival at the shelter up until rein-
tegration into their communities. They will
engage in vocational training of their choosing or
attend school and receive psychological support.
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Vietnam’s Immigration Department is the lead
agency, and works in cooperation with relevant
agencies including the IOM, Oxfam, AAT-
AFESIP Vietnam and immigration units from
provincial police departments, to identify and
receive victims from abroad. The Border Guard
Command is the primary agency for identifying
and receiving self-returned victims or rescued
victims via land borders.

The Vietnam Government is creating aware-
ness programs about human trafficking to the
public at a large scale through various media.
They have also identified the vulnerable areas
and imparted vocational programs and pro-
vided employment opportunities. Working with
various Ministries and Departments within the
Government of Vietnam, the Vietnam Women’s
Union published brochures and books on anti-
trafficking, for distribution across the country
and coordinated public broadcasts.

9.7.8 Bangladesh

The Government of Bangladesh made some
efforts to protect victims of trafficking over the
past few years. Bangladesh’s courts and police
refer some victims of trafficking to NGO shel-
ters; other times, those victims were either
self-identified or identified by an NGO. One
hundred thirty-seven victims (83 adult women,
0 adult men, and 54 children) were self-
identified or identified and rescued by law
enforcement officials or NGOs. There are nine
homes for victims of trafficking attached with
these centers, in cooperation with NGOs, pro-
viding legal, medical, and psychiatric services.
Law enforcement personnel encourage victims
of trafficking, when identified, to participate
in investigations and prosecutions of their
traffickers by providing transportation to
courts. At least 36 Bangladeshi sex trafficking
victims were repatriated to Bangladesh from
India from 2010 to 2011, although repatriation
remained a challenge for other victims.
Bangladesh established a trafficking task force
with India.
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9.7.9 India

The Government of India has taken initiatives to
prevent human trafficking particularly among
women and children through number of measures.
Significant among them are Watch Dog
Committees at village level, homes for rescued
women for rehabilitation, toll-free help lines for
women and children and many other homes. The
Village Level Watch Dog Committees are formed
in each village. The Committee monitor group
movement of children in and out of villages, Watch
out for brokers, keep a watch on the extremely
poor families and mainstream children—see at
least such children come to the school.

A number of homes are run by the States with
the financial assistance given by the Ministry of
Women and Children, Department of Social
Defence, and Ministry of Social Justice and
Empowerment. The homes are viz., short stay
homes, swadhar homes, ujjwala homes, and rescue
homes. The States also have counseling centers
for women and girls who are in moral danger or
abandoned by their families. Ministry of Women
and Child Development (MWCD) funded 331
Swadhar projects—which helps female victims
of violence, including sex trafficking—and 134
projects and 73 rehabilitation centers in 16 states
under the Ujjawala program—which seeks to
protect and rehabilitate female trafficking
victims—and 238 women’s help lines. This is an
increase from the previous year. Foreign victims
can access these shelters. Some trafficking
victims were penalized for acts committed as a
result of being trafficked. NGOs asserted that
some parts of Andhra Pradesh, Maharashtra,
Goa, Bihar, Delhi, Tamil Nadu, and West Bengal
continued to make progress in not criminalizing
sex trafficking victims. Reports indicated that
some foreign victims continued to be charged
and detained under the Foreigners’ Act for
undocumented status. The Government of India
successfully repatriated seven Bangladeshi
trafficking victims from Chennai in 2010 with
the assistance of NGOs, and repatriated 29
Bangladeshi victims from Maharashtra in 2010—
2011, although repatriation remained a challenge
for other victims. India established a trafficking
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task force with Bangladesh which held three
meetings.

Rescue Homes are also run by many States.
Women who are rescued by the Police and those
facing trial in the Court of law are given shelter
during the trial period. They are provided with
free shelter, food, clothing, medical care, and also
vocational training.

India made uneven progress in its efforts to
protect victims of human trafficking. Indian law
enforcement and immigration officials continued
to lack formal procedures for proactively identi-
fying victims of trafficking among vulnerable
populations, such as children at work sites,
females in prostitution, or members from the
disadvantaged social economic strata in rural
industries. NGOs reported hundreds of more
rescues and release certificates and issued particu-
larly in Tamil Nadu, Andhra Pradesh, Karnataka,
Uttar Pradesh, and Bihar.

9.7.10 Nepal

The Government of Nepal does not have a formal
system of proactively identifying victims of
trafficking among high-risk persons with whom
they come in contact. During the last year, the
Ministry of Women, Children and Social Welfare
(MWCSW) fulfilled a commitment reported in
the 2010 TIP Report to open and partially fund
five NGO-run shelter homes for female victims
of trafficking, domestic violence, and sexual
assault; a total of eight NGO shelters are now
given some funding by the government. As of
February 2011, 77 victims were in those shelters.
During the year, the government of Nepal fulfilled
a second commitment to open 15 emergency
shelters across the country for victims of
trafficking and other forms of abuse. All facilities
that assist trafficking victims were run by NGOs
and most provided a range of services, including
legal aid, medical services, psychosocial coun-
seling, and economic rehabilitation. The Nepal
Police Women’s Cells reportedly sustained
partnerships with NGOs to ensure that victims
were provided with available shelter; however,
it is unknown how many survivors received
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assistance. The government did not encourage
trafficking victims to participate in investigations
against their traffickers. Judges reportedly often
took an adversarial, rather than impartial, stance
when dealing with trafficking victims.

9.7.11 SrilLanka

The government made limited progress in pro-
tecting victims of trafficking during the year. The
government forces foreign trafficking victims to
remain in Sri Lanka if they are witnesses in a case
until evidence has been given. The Sri Lanka
Bureau of Foreign Employment (SLBFE) operat-
ing nine short-term shelters in 2010 in Jordan,
Kuwait, Libya, Oman, Saudi Arabia, and the
United Arab Emirates as well as an overnight
shelter in Sri Lanka’s international airport for
returning female migrant workers who encoun-
tered abuse abroad. The Ministry of Child
Development and Women’s Affairs (MOCDWA)
has a memorandum of understanding with IOM
to establish a shelter which can house 10-15
women and child victims of trafficking and abuse.
Government personnel did not employ formal
procedures for proactively identifying victims.
The Commissioner General for Rehabilitation,
with the assistance of the NCPA, continued to
operate two rehabilitation centers specifically for
children involved in armed conflict, some of
whom may be trafficking victims, in partnership
with UNICEF. The government did not encour-
age victims to assist in the investigation and pros-
ecution of trafficking cases; instead, they
sometimes forced victims to testify if they chose
to file charges. In addition, prosecutors were
prevented under Sri Lankan law from meeting
with witnesses outside of formal court proceed-
ings. Thus, they had to rely on police to convince
a witness to testify.

9.7.12 Pakistan

The Government of Pakistan made some prog-
ress in its efforts to protect victims of human
trafficking. The government continued to lack
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adequate procedures and resources for proactively
identifying victims of trafficking among vulner-
able persons with whom they come in contact,
especially child laborers, women, and children in
prostitution, and agricultural and brick kiln
workers. The expanded protection services over-
seas and provided medical and psychological
services to Pakistani trafficking victims in Oman.
Some NGOs and government shelters, like the
Punjab Child Protection and Welfare Bureau,
rehabilitated and reunited children with their
families. Female trafficking victims could access
26 government-run Shaheed Benazir Bhutto
Centers and the numerous provincial government
“Darul Aman” centers offering medical treat-
ment, vocational training, and legal assistance.
In September 2009, the government opened a
rehabilitation center in Swat, which included a
team of doctors and psychiatrists, to assist child
soldiers rescued from militants.

The government encouraged foreign victims
to participate in investigations against their
traffickers by giving them the option of early
statement recording and repatriation or, if their
presence was required for the trial, by permitting
them to seek employment. Foreign victims report-
edly were not prosecuted or deported for unlaw-
ful acts committed as a direct result of being
trafficked. The Punjab Child Protection and
Welfare Bureau continued to fund 20 community
organizations aimed at preventing child labor
trafficking. The federal and provincial govern-
ments developed and began implementation of
the Child Protection Management Information
System, a national monitoring system that collects
district-level data in five thematic areas, including
child trafficking.

9.8 Conclusion

Trafficking is one of the worst and most brazen
abuse of human rights violations. The continuum
of violence against poor women and children for
commercial sex and forced labor in inhuman
conditions are the manifestations of embedded
discriminations based on gender, class, caste,
ethnicity and socioeconomic position. A review
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of this chapter on human trafficking situation in
various Asian countries reveals that only a tip of
the iceberg of the problem has been addressed
and a lot more has to be researched. Asian coun-
tries with a culture of strong values based on
human rights and fundamental freedom should
come together to fight against trafficking and
take it as a serious social issue to be addressed.
There should be a collective fight against this
modern day slavery by all the stake holders in
these countries of Asian Region through an
effective partnership of governmental and non-
governmental organizations.
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Terrorism in Asia: A Persistent
Challenge Sustained by Ideological,

10

Physical, and Criminal Enablers

Paul J. Smith

10.1 Introduction

On November 26, 2008, ten Pakistani militants
traveled in a fishing boat from Karachi, Pakistan
southward toward Mumbai, India. Once near
Mumbai, they transferred to an inflatable dingy
with an outboard motor. Upon reaching shore, they
divided up into small teams, each with a specific
objective in mind. The first team headed toward
the Chhatrapati train station, which was nominally
guarded by the Railway Protection Force (RPF)
that soon found itself outgunned. The terrorists
roamed throughout the station, shooting innocent
civilians indiscriminately. Eventually, armed
police units would arrive, putting pressure on the
team, which then dispersed toward the Cama and
Albless Hospital, where they were able to kill
more people (BBC News Timeline 2008).
Meanwhile the second team dashed off to
Nariman House, a commercial-residential com-
plex administered by the Jewish Chabad Lubavitch
movement. The team moved into the building,
took 13 people as hostage (five of whom would
later be killed). At one point, Indian security
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services intercepted a call between one of the
terrorists and one of his handlers: “Brother, you
have to fight. This is a matter of prestige of Islam,”
the voice urged, “You have to fight for the victory
of Islam” (India Ministry of Foreign Affairs 2008).
The terrorists then prepared for a police assault,
which eventually came, resulting in their deaths.

The third team traveled to the landing site of
the Oberoi-Trident Hotel, where they shot people
indiscriminately. At one point in their assault,
they called local media outlets and demanded
that the Indian government release all Mujahiddin
fighters being held in Indian prisons. As with the
second team, members of this team were in tele-
phonic contact with their handlers; one handler
instructed a militant to concentrate on shooting
the foreign hostages (including a Singaporean
national) and to avoid hitting Muslims who might
have been staying at the hotel.

Finally, the fourth team headed directly to the
Leopold Café. Upon entering the restaurant, two
attackers (Abu Shoaib and Abu Umer) began
shooting patrons indiscriminately; eventually
eight would be killed (Agence France Presse
2009). They then headed to the Taj Mahal Palace
and Tower Hotel. They meandered through the
hotel, shooting people and throwing grenades as
the opportunities presented themselves. At one
stage, an attacker was ordered by his Pakistani-
based handler to set fire to the hotel. After 60 h of
terrorist violence, Indian security forces were
finally able to subdue the attackers (Richman
2010). However, the terrorists managed to kill at
least 195 people during a 3-day period.
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In subsequent months and years, India and
other governments conducted numerous investi-
gations into the background of the Mumbai
attack. One major break occurred when a
Pakistani-American named David Headley was
captured at the Chicago airport. Officials would
later determine that Headley had conducted sur-
veillance missions for the LeT (and by some
press accounts, its patron, the Pakistan Inter-
Services Intelligence (ISI) directorate). Headley
would later tell the US and Indian investigators
that the LeT had trained him in various camps in
the early 2000s and that, as of 2006, he began
working directly for Sajid Majid, a high-ranking
operations commander within LeT. He was
trained in both surveillance and counter-surveil-
lance techniques, which allowed him to stay
undetected in India while gathering information
on future targets (Burke 2011).

Overall, the Mumbai attack indicated LeT’s
desire to expand its jihadi agenda beyond Kashmir
and into India and beyond, particularly with its
decision to include Jewish and Western targets
(Tankel 2011). Second, the attack reinforced the
importance of the firearms assault as a supplement
to the classic explosives methodology commonly
associated with contemporary terrorism. As a
recent RAND study noted: “[The] firearms assault,
while not as deadly as mass-casualty bombings,
can be an effective tactic in creating prolonged
chaos in an urban setting” (Rebasa and Blackwill
2009). Third and perhaps most significant, the
Mumbai attack was an indicator that the global
center of gravity for terrorism had shifted to Asia,
particularly South Asia and to a lesser extent,
Southeast Asia. This is a significant change from
the era of the 1960s through the 1980s, when
global terrorism was almost invariably linked to
the Middle East or Europe and was sustained and
nurtured by Cold War hostility and competition.

10.2 Terrorism in Asia: A Brief
Survey

Terrorism is typically defined as violence threat-
ened or actually committed by nonstate actors
against a state or its agencies for the purpose of
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achieving some sort of political goal. The US
Department of State offers a similar definition:
terrorism is “premeditated, politically motivated
violence perpetrated against noncombatant tar-
gets by subnational groups or clandestine agents,
usually intended to influence an audience”
(Hudson 1999). Terrorists understand the power
of symbols, which is why they generally select
their targets carefully. By focusing on a symbolic
target—for example, a Western luxury hotel
located in an Asian city—terrorists hope to gen-
erate a “high-profile impact on the public of their
targeted enemy or enemies with their act of vio-
lence” despite the fact that they typically have
limited resources (Hudson 1999).

In Asia, there is no single type of terrorism.
Some terrorism, such as the Maoist/Naxalite terror-
ism, is ideological and pursues a redistributive
Marxist agenda. Other types of terrorism are clearly
religious in nature (often reflecting an extreme or
militant interpretation of a religion). Some terrorist
groups have largely local agendas, while others
subscribe to larger transnational goals. The follow-
ing section provides a survey of some major terror-
ist organizations or movements in Asia by
subdividing the region into four subregions (by
descending level of severity): South Asia, Southeast
Asia, Central Asia, and Northeast Asia.

10.2.1 South Asia
South Asia is emerging as the center of gravity
for global terrorism. The three countries of this
subregion that have the greatest threats are, in
descending order, Afghanistan, Pakistan, and
India. In 2010, Afghanistan experienced the
greatest number of terrorist attacks in the world
(3,3006), generating 3,202 fatalities (only Iraq had
a higher number of fatalities that year). Pakistan
follows closely behind Afghanistan, with 1,331
attacks and 2,150 fatalities. India comes in third,
with 860 attacks and 809 fatalities. The numbers
wounded in Afghanistan, Pakistan, and India in
2010 were 4,847, 4,522, and 906, respectively
(National Counterterrorism Center 2011).

In the aftermath of 9/11 and subsequent global
concerns about terrorism, Afghanistan assumed
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great prominence and is the focus of one of
NATO’s (in the form of the International Security
Assistance Force, or ISAF) most significant mili-
tary mission. As of December 2010, more than
2,270 foreign troops (including 1,440 US and
346 British soldiers) had been killed since the
beginning of the Afghan war (IHS Jane’s 201 1a).
Terrorist attacks are rife, and are generally asso-
ciated with the activities of the Afghan Taliban,
the Haqqani network and, to a lesser extent,
Lashkar-e-Taiba, all of which are supported by
Pakistan (Tankel 2011). In April 2011, Admiral
Mike Mullen, Chairman of the Joint Chiefs of
Staff, broke diplomatic protocol by accusing
Pakistan’s Inter-Services Intelligence (IST) direc-
torate of having powerful links to militants (par-
ticularly those associated with the Haqqgani
network), which are fighting American and other
NATO forces (Khan 2011).

In contrast with Afghanistan, Pakistan hosts a
veritable pantheon of insurgent or terrorist organi-
zations—with active ones numbering more than
40—ranging from sectarian groups to transnational
jihadi organizations. Among the more prominent
are the Paikistani Taliban (Tehrik-i-Taliban),
Lashkar-e-Toiba (LeT), Jaish-e-Mohammed,
Lashkar-e-Jhangvi (LJ), Sipah-e-Sahaba Pakistan
(SSP), Jammu and Kashmir Liberation Front,
among many others. Tehrik-i-Taliban (TTP) was
established in 2007 by a shura of 40 senior Taliban
leaders, who envisioned that the TTP would act as
an umbrella organization. Based in the FATA and
key districts of the North-West Frontier Province
(NWFP), the TTP seeks to, among other things,
fight against NATO forces in Afghanistan and per-
form “defensive jihad against the Pakistan
army”’(Abbas 2008). Meanwhile, Lashkar-e-
Jhangvi acts as the “lynchpin of the alignment
between al-Qaeda, the Pakistani Taliban and sec-
tarian groups”(International Crisis Group 2009b).

The United Nations Consolidated List estab-
lished and maintained by the 1267 Committee
with respect to Al-Qaeda, Osama bin Laden, and
the Taliban (hereafter the “1267 Committee List™)
lists four South Asian organizations, all of which
are based in or have a substantial presence in
Pakistan: Jaish-I-Mohammed , Lashkar-e-Tayyiba,
Lashkar I Jhangvi, and Harakat-Ul Jihad (United
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Nations 2011). These disparate groups have been
linked to shocking levels of violence, particularly
during the past 10 years. From 2000 to 2010,
Pakistan witnessed more than 9,387 deaths attrib-
uted to terrorist or insurgent attacks, while more
than 19,819 individuals were wounded in such
attacks (National Counterterrorism Center 2011).

Of the various groups, Lashkar-e-Toiba is
viewed as a group that is adopting an increasingly
global agenda, not only because of its role in the
2008 Mumbai attacks, but also because of its
increasing presence around the world. Former
head of US Pacific Command, Robert Willard,
testified in 2011 about LeT’s efforts to expand its
presence and influence throughout South Asia,
particularly Sri Lanka and the Maldives (Roul
2010). Moreover, Willard noted that “LeT delib-
erately targets westerners and specifically engages
coalition forces in Afghanistan.” (Willard 2011b).
As a result, US Pacific Command is actively
building up state capacity in Nepal, Bangladesh,
Sri Lanka, Maldives, and other locations due to
evidence of growing LeT presence or influence
(Willard 2011a). LeT also has linkages to Europe
and North America. When asked about allega-
tions of Pakistan’s linkages to LeT, Willard
responded that the question of Pakistan’s support
of LeT (particularly via its Inter-Services
Intelligence directorate) was a “very sensitive
one” and the subject “continues to be a discus-
sion item between the United States government
andthePakistangovernmentinIslamabad”(Willard
2011a).

Like Pakistan, India is home to a range of ter-
rorist groups and movements. Traditionally, much
of the violence has been associated, one way or
another, with Jammu and Kashmir, but an increas-
ing portion is also related to insurgencies in
India’s northeastern states. For example, in 2008,
over 404 civilians were killed in militant violence
in India’s northeastern region (Srivastava 2009).
Much of the violence is linked to smaller insur-
gent groups in Assam, particularly as the more
established United Liberation Front of Assam
(ULFA) has become weaker (Srivastava 2009).

In addition, India is plagued by the Maoist
(Naxalite) insurgency, which has now spread to
22 out of 28 states in India (Srivastava 2009).
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Between 2008 and 2010, more than 2,600 civil-
ian and security force personnel were killed by
Naxal-related violence in India (Press Trust of
India 2011). The Naxal movement gets its name
from an armed uprising that occurred in Naxalbari,
West Bengal in 1967. Adopting the teachings of
Mao Zedong (as they interpret them), the Maoists
regularly target “class enemies, petty bourgeois,
police informers” either by murder or by sentenc-
ing them to various penalties through their
“People’s Court”(Asian Centre for Human Rights
2006). However, the Maoists are increasingly
facing a dilemma: the more they rely on terrorism
to force their will on the government, the more
they risk alienating the local population on whose
support the insurgency is dependent (Srivastava
2009). Overall, terrorism has been less of a chal-
lenge in India compared to Pakistan; neverthe-
less, more than 6,896 individuals have died in
India as a result of terrorist or insurgent attacks;
another 13,951 have been wounded since 2000
(National Counterterrorism Center 2011).

Bangladesh was once considered a country
where terrorism was in a state of ascendancy, par-
ticularly with the activities of Jamaat ul-Muja-
hideen Bangladesh (JMB) and an array of smaller
groups. JMB was notable for its attack on August
17, 2005, in which the group executed 459 near-
simultaneous bombings that killed 2 and injured
100 (IHS Jane’s 2010a). However, the govern-
ment has taken decisive measures—including
specific measures against the JMB—to mitigate
terrorism in the country. Between 2005 and 2010,
for example, only three civilians were killed in
attacks linked to Islamist militants. This contrasts
starkly with the number killed by Left Wing
Extremists (from 2005 to 2010, there were 50
casualties—including 46 terrorists—associated
with left wing extremism). Bangladesh hosts a
plethora of leftist militant groups, including the
Purba Banglar Communist Party, the PBCP
(Janajuddha), PBCP (M-L Red Flag), PBCP
(M-L Communist War), Biplabi Communist
Party, among others (South Asian Terrorism
Portal 2011).

Other countries in South Asia have either com-
paratively or substantially reduced risk in terms of
terrorism. Sri Lanka, for instance, was once known
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as the center for some of the most violent terrorism
perpetrated by the Liberation Tigers of Tiger
Eelam (LTTE). However, with that group having
been defeated in 2009, the threat has largely dissi-
pated, although there are concerns about an LTTE
revival within the very large and globally dispersed
ethnic Tamil diaspora.

10.2.2 Southeast Asia

Southeast Asia is the subregion with the second
most severe level of terrorism. The three most
significantly affected countries are Thailand with
418 attacks and 265 fatalities, the Philippines
with 260 attacks and 176 fatalities, and Indonesia
with 18 attacks and 12 fatalities. The number of
wounded in Thailand, Philippines, and Indonesia
during 2010 was 736, 290, and 25, respectively
(National Counterterrorism Center 2011).

Officially, the 1267 Committee lists three
groups in Southeast Asia: Jemaah Islamiyah, the
Abu Sayyaf Group, and the Rajah Solaiman
Movement. Among these various groups, Jemaah
Islamiyah (JI) stands out as having had the most
influence (and destructive impact, particularly in
Indonesia). On October 2002, JI conducted its
most lethal attack in its history: an attack on the
tourist destination of Bali. Simultaneous bomb-
ings killed more than 200 people (mostly tour-
ists). Later, Indonesian police arrested Abu Bakar
Bashir, who was subsequently convicted but later
released (Indonesian officials subsequently con-
victed Bashir in 2011, following a third prosecu-
tion). In August 2003, a JI suicide bomber
attacked the JW Marriott Hotel in Jakarta, which
killed 11 individuals. In October 2003, Indonesian
prosecutors convicted Imam Samudra for his role
in masterminding the Bali bombings. In October
2005, JI conducted its second attack in Bali, by
deploying 3 suicide bombers; over 20 people,
mostly tourists, were killed. In September 2004,
JI bombed the Australian embassy, an attack that
killed 11 and injured another 200.

JI’s bombing successes have, paradoxically,
led to its diminution as a powerful organization.
Aggressive policing by Indonesia, particularly its
Detachment 88, has resulted in more than 450
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arrests (and 250 convictions) of JI members. This
has spurred divisions and disputes within the
organization, resulting in at least two main wings:
the Hambali wing and the Mainstream wing
(Abuza 2010). The Hambali wing—once led by
Noordin Top prior to his demise—having re-cast
itself as “al-Qaeda in the Malay Archipelago”
sought to engage in robust attacks against Western
targets, while the Mainstream wing sought to
maintain a lower profile (to fend off police actions
and arrests) and focus on sectarian conflicts
within Indonesia’s outer islands (Abuza 2010).

On September 17, 2009, Indonesian police
held a news conference in Jakarta in which they
announced the death of Noordin Muhammad
Top, who had been killed in a police assault on
the safe house where he and others had been hid-
ing. Top led a Jemaah Islamiyah splinter group
and was known for his bomb-making skills.
Having evaded police for years, Top was linked
to a series of violent attacks, including suicide
bombings against the Australian Embassy in
Jakarta (2004), three Bali cafes (2005) and the
more recent attacks against the J.W. Marriott and
Ritz-Carlton hotels (July 2009) (Mydans 2009).

Many observers noted that, notwithstanding
the elimination of Top, militancy in Southeast
Asia was not necessarily in decline. The Jakarta-
based newspaper Republika, in an editorial,
warned that the ideology of radicalism devel-
oped by Top and others like him “continues to
grow among certain groups in our society”
(Jakarta Republika 2009). Indonesia, as the larg-
est Muslim-majority country in the world, is
often celebrated for its secular and relatively
liberal democracy; simultaneously, however, the
country harbors a significant level of support for
radical Islamist ideologies and moreover, during
the past three legislative elections, “around 10%
of voters have chosen to support radical Islamist
parties—a higher percentage than in Pakistan”
(Barton 2009).

As JI has been weakened by effective
Indonesian law enforcement, it has retreated
into a somewhat latent mode. In some cases,
leaders from JI have moved to other groups.
Abu Bakar Bashir founded a new group, Jama’ah
Ansharut Tauhid (JAT), in 2008. The JAT was

created as a result of disagreements between
Bashir and other members of the Majelis
Mujahidin Indonesia (MMI). JAT was designed
to cast off some of the political baggage that JI
had accrued (International Crisis Group 2010).
Bashir envisioned that the new organization
would focus on public outreach and education.
Its official goal was to “revitalize the Islamic
movement in support of full victory for the
struggle of the Indonesian faithful”(International
Crisis Group 2010). Similar to JI, JAT followed
strict Salafist teachings, including those of
Abdullah Azzam and Sayid Qutb.

Despite the fact that it is only 4 years old, JAT
has become influential in Indonesia. However,
the organization ran afoul with Indonesian
authorities when a training camp in Aceh, alleg-
edly run by JAT, was discovered (International
Crisis Group 2010). The discovery of the camp
appeared to undermine previous assertions by
JAT leaders that the group was eschewing vio-
lence. In March 2011, during the trial of Abu
Bakar Bashir, Abdul Haris, the leader of JAT’s
Jakarta chapter, revealed that during a meeting at a
restaurant, Bashir requested that Haris and others
help raise money for a military training camp in
Aceh Besar (BBC Monitoring Asia Pacific-
Political 2011).

Overall, effective law enforcement actions by
the Indonesian Government have greatly dimin-
ished JI's power and most recently its successor
JAT organization. However, the threat of violence
continues unabated in Indonesia; for instance, on
April 22, 2011, Indonesian police disrupted a
bombing plot intended to be timed with the Easter
holiday. Five bombs, containing in aggregate
over 150 kg of explosives, had been buried next
to a gas pipeline located beside Christ Cathedral
at Serpong, West Jakarta. Police were uncertain if
the plot was designed by the country’s two main
jihadist groups (JI and JAT), or one of the newer,
smaller groups (Alford 2011).

Police concern about the smaller organiza-
tions is well-founded, particularly as a number of
them have adopted violent tactics as their primary
raison d’etre. Such groups include the Fahrul
Tanjung Group in Bandung, which was respon-
sible for the March 15, 2010 attack on a police
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station and the assassination of a police constable.
Another is the Tim Ightiyalat (from Klaten,
Central Java), responsible for a “crude bombing
campaign against police posts, churches, and a
few mosques” (International Crisis Group 2011a).
A third is the Medan Group, responsible for the
robbery of a Medan branch of the CIMB bank in
August 2010 (International Crisis Group 2011a).

The Philippines contains the other two 1267
Committee listed groups: Abu Sayyaf Group and
Rajah Solaiman Movement (Philippines). Abu
Sayyaf Group split off from the Moro National
Liberation Front (one of two major separatist
organizations in the southern Philippines) in
1991. The group’s founder, Abdurajak Janjalani
served as a fighter in the anti-Soviet resistance
fight in Afghanistan during the 1980s. The
group’s first attack occurred in 1991, when an
ASG operative threw a grenade at two American
evangelists, killing both (Council on Foreign
Relations 2011). In subsequent years, the group
conducted a series of kidnappings involving
Filipino nationals and international tourists
(Council on Foreign Relations 2011).

The Rajah Solaiman Movement was founded
by Ahmad Santos in the late 1990s, following his
conversion to Islam. The Rajah Solaiman shares
similar goals with other Islamist organizations
and is believed to have formed an alliance
between two Al-Qaeda linked organizations:
ASG and JI (BBC News 2005). In addition, mem-
bers of Rajah Solaiman allegedly conducted one
of Southeast Asia’s most lethal attacks: the 2004
sinking of a ferry near Manila that killed more
than 100 people (BBC News 2005).

In addition to Islamist groups, the Philippines
also hosts a major Marxist group, the New
People’s Army (NPA). As the armed wing of the
Communist Party of the Philippines, the New
People’s Army is a classic communist insurgency
that would seem—Iike the Maoists in India—to
be somewhat of an anachronism during the post
Cold War era. Nevertheless, the group is quite
active and boasts more than 8,500 troops (IHS
Jane’s 2011b). Recently, following a 7-year
impasse, the CPP-NPA and the Philippine
Government agreed to resume negotiations in
Oslo, Norway. At their February meeting, both
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sides agreed to establish an 18-month timeframe
for the talks.

In the southern Philippines, the Moro Islamic
Liberation Front (MILF) is behind one of the
country’s most significant insurgencies (al-
though Manila is keen to avoid labeling the
MILF as a terrorist organization, notwithstand-
ing the fact that the MILF has been known to
host foreign jihadis within territory that it con-
trols) (International Crisis Group 2011b). The
Philippine Government has been engaged in pro-
tracted negotiations with MILF, in an attempt to
secure a sustainable peace agreement. One key
obstacle has been certain MILF hardliners, in-
cluding Ameril Ombra Kato who recently broke
off with MILF to form (along with thousands of
his followers) the Bangsamoro Islamic Freedom
Fighters (BIFF) (Malinao 2011). Another obsta-
cle is corruption in the existing Autonomous
Region of Muslim Mindanao, which is used as
“ammunition by critics to argue against any plan
that would result in an expansion of its powers or
territorial reach” (International Crisis Group
2011b).

In addition to listed terrorist groups, Southeast
Asia also hosts a number of second-tier or next
generation terrorist groups or independent individ-
uals. For example, in Southern Thailand, anti-gov-
ernment insurgent violence (resulting in more than
3,300 deaths) has been conducted by a nebulous
collection of individuals and groups, the most
prominent of which appear to be the BRN-
Coordinate (Barison Revolusi National-Coordinate)
and the Patani United Liberation Organization
(PULO) (IHS Jane’s 2008). Currently, the most
violent region of Southeast Asia, from a terrorism
casualty perspective, is southern Thailand. Since
2004, nearly 4,000 people have lost their lives in
violence perpetrated in just three Muslim-majority
provinces, Yala, Pattani, and Narathiwat (roughly
two-thirds of the casualties have been Muslims)
(THS Jane’s 2011e).

Similarly, Indonesia hosts a number of groups
that do not receive the same spotlight as that
devoted to Jemaah Islamiyah. Some of these sec-
ond-tier groups include (or have included) Ring
Banten (an offshoot of the historically rooted Darul
Islam movement), Mujahidin KOMPAK, Jama’ah
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Tauhid wal Jihad, Hizb-ul-Tahrir Indonesia (HTT),
among others (Chalk 2009; International Crisis
Group 2009a). Some of these groups have strong
(current or former) affiliation with JI, while other
groups act independently or pursue different goals.
In the Philippines, a previously unknown group,
the Bansamoro National Liberation Army, recently
claimed responsibility for a bomb attack in late
September 2009, which killed two American sol-
diers and a Filipino marine (Jacinto 2009).

10.2.3 Central Asia

Central Asia is the third most serious subregion in
terms of terrorism, although comparatively, its sit-
uation is much more benign when compared to
South or Southeast Asia. Tajikistan reported the
most serious attack in 2010 (1 attack causing 2
fatalities, wounding 28), while Kyrgyzstan re-
ported 1 attack (no fatalities, 7 wounded) (National
Counterterrorism Center 2011). According to the
NCTC database, Kazakhstan, Uzbekistan, and
Turkmenistan did not report any terrorism inci-
dents in 2010. Nevertheless, there remains at least
a latent threat of terrorism.

The UN 1267 Committee lists only one terror-
ist group based in—or with substantial presence
in or linkage to—Central Asia: Islamic Movement
of Uzbekistan, a group that was much more pow-
erful in the 1990s compared to today. In 1999 and
2000, the IMU was accused of launching attacks
into Uzbekistan and Kyrgyzstan from the Ferghana
Valley. However, US operations in Afghanistan,
following the 9/11 attacks, led to the destruction
of several key IMU bases. From that time, the
IMU, or its remnants, regrouped in Pakistan, espe-
cially within the tribal lands of the country’s
northwest region. Later, the group spawned an
offshoot organization, the Islamic Jihad Union
(IJU), which has maintained a presence in North
Waziristan in Pakistan’s Federally Administered
Tribal Areas (FATA) (IHS Jane’s 2010b).

Both the IMU and IJU threaten not only
Uzbekistan, but also neighboring Kyrgyzstan and
Tajikistan, particularly as these countries have
less governance capacity and less ability to con-
trol unauthorized border crossings. Another group

in Central Asia is Hizb ut-Tahrir (HuT). The HuT
is considered a major threat within Uzbekistan,
although the group generally does not conduct
violent attacks. Instead, it fights its own “war of
ideas” by disseminating propaganda that urges
people to return to “an Islamic way of life” (IHS
Jane’s 2011d). The HuT advocates the creation of
a central Asian caliphate. In Uzbekistan, mere
possession of HuT literature is a criminal offense,
with potential jail terms as long as 10 years. In
Tajikistan, thousands of HuT followers have been
arrested and imprisoned (IHS Jane’s 2011d).

In Kazakhstan, terrorism appears to be much
less of a challenge compared to its neighbors,
particularly after the Kazakhstan Government
declared 13 organizations, including Al Qaeda
and the Islamic Movement of Uzbekistan, to be
terrorist or extremist organizations, thus prohibit-
ing all of their activities within the country. To
demonstrate its determination to enforce the ban,
the Kazakhstan Government sentenced an activ-
ist to 2 years in jail for his “involvement in the
operations of the Hizb-ut-Tahrir-al-Islami reli-
gious association”(Interfax 2011). A month ear-
lier, the same court sentenced another two men
for varying jail terms for their membership in the
Hizb-ut-Tahrir organization (Interfax 2011).

10.2.4 Northeast Asia

Of the four subregions of Asia, Northeast Asia
appears to have the least amount of threat.
According to the NCTC database, China expe-
rienced the greatest number of terrorist attacks
during 2010 (1 attack with 6 deaths and 15
wounded) (National Counterterrorism Center
2011). The other major countries in the region—
including Japan, South Korea, Taiwan, North
Korea, and Mongolia—have no recorded inci-
dents. This was not always the case, however.
North Korea has played the role of state sponsor
of terrorism, For example, on November 28,
1987, two North Korean agents blew up Korean
Air Flight 858, and then swallowed cyanide cap-
sules (although only one actually died). In Japan,
the Japanese Red Army (Sekigun) was prominent
during the 1960s and 1970s. In the 1990s, the
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religious group Aum Shinrikyo emerged as
a significant threat and conducted a major chemi-
cal attack on Tokyo’s subway system in 1995,
which killed approximately 12 people and injured
more than 5,000.

Nevertheless, today, most terrorism seems to
be concentrated in, of all places, the People’s
Republic of China. The U.N. 1267 Committee
officially lists the East Turkistan Islamic
Movement (ETIM), which has been described as
a terrorist organization by the Chinese
Government (although many reports suggest that
ETIM’s level of threat and operational capacity
have significantly declined). China’s terrorism
concerns center around the Xinjiang Uighur
Autonomous Region (XUAR), which is home to
roughly eight million non-Han Uighurs and other
minorities.

Beijing characterizes unrest in Xinjiang as
being a manifestation of the “three evils,” namely
terrorism (i E ), separatism (43F4F X)
and extremism (F%¥f 3 ) (Dreyer 2005). In
January 2002, the Chinese Government issued a
report titled “East Turkistan Terrorist Forces
Cannot Get Away with Impunity” (Xinhua 2002).
The report asserted that since the 1990s, “the
‘East Turkistan’ forces inside and outside Chinese
territory have planned and organized a series of
violent incidents in the Xinjiang Uygur [Uighur]
Autonomous Region of China and some other
countries” (Xinhua 2002). The report further
alleged that from 1990 to 2001, East Turkistan
terrorists (both within China and abroad) were
linked to over 200 terrorist incidents in Xinjiang
“resulting in the deaths of 162 people of all eth-
nic groups, including grass-roots officials and
religious personnel, and injuries to more than 440
people” (Xinhua 2002).

Subsequently, China officially listed four
groups that it deemed instigators of terror. They
included the East Turkestan Islamic Movement,
or ETIM (R RIrIHGH ~2125)), the East
Turkestan Liberation Organization, or ETLO (%<
SE WK R I 4127), the World Uighur Youth
Congress, or WUYC (-7 4t 5 /R AR R 2),
and the East Turkestan Information Center, or
ETIC (Z= 58 45 L0y, Of the four
groups, ETIM seems to have had the most
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credible relationship to terrorism, particularly
given past ties to Osama bin Laden and the Al
Qaeda organization (Mackerras 2007).

China attributes a number of domestic plots to
these organizations or to the general movement
underpinning them. One of these plots occurred
on March 7, 2008 when a China Southern Airlines
jet took off from Urumgqi (capital of the north-
west Xinjiang Uighur Autonomous Region) and
flew toward Beijing. After 2 h into the flight, the
plane made an emergency landing in Lanzhou,
capital of neighboring Gansu Province.
Authorities later reported that they had captured a
19-year-old female ethnic Uighur (and an appar-
ent accomplice), whom they accused of attempt-
ing to set fire to the airplane while in flight. The
Chinese government later characterized the act as
“organized and premeditated” (Xinhua 2008).
Other plots were uncovered, particularly around
the time of the 2008 Olympic Games (Straits
Times 2008). In April 2008, Chinese officials
announced that they had broken up a terrorism
conspiracy involving 35 members of the East
Turkestan Islamic Movement (ETIM). A Chinese
official reported that the group “had plotted to
kidnap foreign journalists, tourists and athletes
during the Beijing Olympics” (Johnson 2008).

In July 2009, China witnessed a major out-
burst of ethnic unrest in Xinjiang. The riots, first
led by ethnic Uighurs, were then followed by
revenge attacks by ethnic Han Chinese. Overall,
more than 190 people were killed and more than
1,600 were arrested. The chaos prompted China’s
President, Hu Jintao, to abruptly return home
from the G8 Summit, being held in Italy. Since
that time, Beijing has significantly increased law
enforcement presence in the Xinjiang region and
has, periodically, uncovered plots and conspira-
cies which Chinese officials allege are indicative
of a persistent challenge of terrorism.

10.3 Asia’s Ideological Enabling
Environment

The global shift of terrorism to Asia is driven by
a number of ideological, functional, and criminal
enabling factors. Perhaps the most powerful of
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these is the role of ideology. Terrorism is, after
all, violence committed as part of a larger cam-
paign to achieve political ends. As would be
expected, there is no single ideological driver that
pervades such a vast region. In some countries
(such as the Philippines or Thailand), local insur-
gencies have an Islamic character—and some-
times even deploy jihadi ideas—but their struggle
is largely local in nature: “The minority groups
involved in these struggles fight for separation or
autonomy from the existing political regimes that
they perceive to be guilty of imposing discrimi-
natory policies” (Helfstein 2008).

Yet even these movements can be heavily
influenced by international trends. In Southern
Thailand, although insurgent violence is perhaps
more genuinely “local” than most of the region’s
other insurgencies, it is also apparent that militant
groups are increasingly invoking global jihadi
narratives and images—including referring to
southern Thailand as Dar al-Harb (House of
War)—as part of their recruitment -efforts
(International Crisis Group 2009c). As Thitinan
Pongsudhirak has argued: “The heightened aware-
ness of Muslim identity worldwide in the after-
math of September 11 provides a context for local
Muslim grievances in Thailand’s deep south”
(Pongsudhirak 2007). However, at the same time,
it is important to draw a distinction between
“Muslim grievances” and ultimate objectives,
which may diverge substantially with organiza-
tions with more global agendas. An editorial in a
prominent English-language Thai newspaper
stated that Malay separatists are not interested in
taking over the Thai state (in contrast with the for-
mer Communist Party of Thailand); instead, the
Malays “just want their homeland back” (The
Nation [Thailand] 2011).

In other cases, the agenda of a particular group
may expand along a spectrum of motives, encom-
passing both the local and the global. In these
cases, the persistent grievance narrative may
relate to the abuse of Muslims around the world.
As Kumar Ramakrishna has noted: “The suffer-
ing of Muslims anywhere, especially where the
United States is directly involved—as in the
instance of collateral civilian casualties in Iraq
and Afghanistan—can, as liberal Muslim scholar
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Akbar Ahmed points out, be ‘used by extremists’
to ‘reinforce this feeling that all Muslims are
under attack’” (Ramakrishna 2005). Imam
Samudra justified the 2002 Bali bombing partly
on the rationale that the USA and its allies had
bombed innocent Muslims in Afghanistan in
2001 (Bin Hassan 2007). In addition, the bomb-
ing targets (Paddy’s Bar and Sari Club) were
“places of vice” that had “no value in Islam”(Bin
Hassan 2007).

In some cases, the local-global nexus is facili-
tated by geographical cross-pollination of ideas
or informal mutual cooperation agreements. For
example, the arrest of Umar Patek in Pakistan
(Patek was one of the top militants responsible
for the 2002 Bali bombing in Indonesia) sug-
gested some degree of convergence between
Pakistan militants and their Indonesian counter-
parts, although the exact nature and extent are
uncertain. One theory posits that JI possibly
wanted to establish a new training facility in the
Federal Administered Tribal Areas (FATA) in
much the same way that it had previously estab-
lished an overseas training facility in the southern
Philippines, under the aegis of the Moro Islamic
Liberation Front (MILF) (Abuza2011). Pakistan’s
potential role in this regard would not be surpris-
ing; the North Waziristan region is viewed by
Western intelligence and police officials as a key
enabler for plots in Europe, North America, and
other parts of the world (Keaten 2011).

In addition, many contemporary movements
may have extensive histories: in Indonesia,
Jemaah Islamiyah reinvigorated some of the same
aims and themes of an earlier (1950s era) move-
ment known as Darul Islam, except that JI’s links
to global organizations have helped the organiza-
tion cultivate both a local and international
agenda (in contrast with Darul Islam’s more local
orientation) (Barton 2009). In South Asia, the
unresolved status of Jammu and Kashmir fosters
a pretext for substate militancy, some of which is
supported clandestinely by official agencies.
Pakistan’s security agencies, including the Inter
Services Intelligence (ISI) directorate have pro-
vided funding for substate insurgent groups,
including those with an active global agenda,
since the late 1940s (Ganguly and Kapur 2010).
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Non-Islamist insurgency organizations thrive
on very different ideological narratives. In India,
Maoists thrive on rural desperation and frustra-
tion with perceived government incompetence.
In the Philippines, the New People’s Army (NPA)
has thrived on themes of unfair distribution of
wealth, government failures to protect the rights
of the poor and similar grievances linked to ineq-
uities (both real and perceived) (Ferrer 2007).

10.4 Asia’s Functional Enabling
Environment

Complementing the ideological enabling environ-
ment in Asia is the functional enabling environ-
ment. This refers to physical, institutional, or
geographical enablers that allow terrorism to
flourish (Ramakrishna 2005). For Asia, six func-
tional enablers in particular deserve special focus.

First, Asia’s vast, unique, and sometimes
impenetrable geography provides an enabling
factor for terrorism. Porous borders facilitate
clandestine border-crossings for militants or their
supporters. In addition, Asia’s archipelagic geog-
raphy creates almost inevitable maritime border
porosity, which in turn aids violent nonstate
actors. This same border environment also facili-
tates transnational crime, which can in turn sup-
port transnational terrorism.

In South Asia, porous borders between
Bangladesh and India’s northeastern region have
been linked to a convergence of agendas and
operations among Islamist groups based in Assam
and Bangladesh. Ease of entry into the region has
reportedly provided functional space for
Pakistan’s Inter-Services Intelligence (ISI) direc-
torate, which has been accused of attempting to
destabilize the region (Kumar 2011).

The second functional enabler for terrorism is
the wide availability of arms and explosives. Just
as the region’s porous borders allow infiltration
or exfiltration of militants, they also facilitate the
smuggling of small arms and light weapons. India
and Pakistan are estimated to have roughly 40
million and 20 million illegal firearms circulating
within their populations, respectively (IHS Jane’s
2010a). In Pakistan alone, an estimated 400,000
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illegal firearms are linked to various types of
criminal activities (IHS Jane’s 2010a). In
Cambodia, a surfeit of small arms—a portion of
which is held by demobilized soldiers—is viewed
as a major contributor to rampant gun crimes in
the country (IHS Jane’s 201 1¢). In the Philippines,
authorities recently discovered a “bomb factory”
in a cave in Davao, which was being used and
maintained by Communist rebels. In addition,
police discovered military-style arms, including
two anti-armor mines, four anti-personnel mines,
700 containers of liquid explosives, among other
items (Romero 2011).

In some cases, arms will seep from the state-
realm to the non-state realm as a result of corrup-
tion, criminality, or negligence. In 2003, for
example, a senior Armed Forces of the Philippines
(AFP) officer admitted that over 8,000 army
weapons had “gone missing” in Sulu Province
over a l4-year period; many of these weapons
ended up in the hands of MILF or ASG operatives
(Capie 2005). In August 2010, Defense Secretary
Voltaire Gazmin admitted that the AFP had pro-
vided weapons to the Ampatuan clan of
Maguindanao Province, which was reportedly
assisting the government in fighting the Moro
Islamic Liberation Front (MILF), in addition to
various other groups that were supported as part
of the government’s fight against the New People’s
Army. Many of the weapons—typically small
arms—are unaccounted for, while at least one of
the groups supplied with arms by the government
(the Kuratong Baleleng group) has recently
“evolved” into a criminal syndicate group engaged
in bank robbery, kidnapping, drug smuggling, and
other similar activities (Depasupil 2010).

A third functional enabler is weak, corrupt, or
ineffective governance. Effective governance
can include a government’s ability or willing-
ness to address legitimate grievances or injus-
tices that are uniquely “local” and often
historically rooted. Effective governance also
implies minimal corruption, a factor that can
influence terrorism trends in unexpected ways.
First, widespread corruption typically accompa-
nies a dismissive attitude toward rule of law,
which reduces the institutional capacity of par-
ticular governments. Second, corruption under-
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mines or delegitimizes confidence in government
policies because of perceptions that impartiality
or justice can be “bought” by opposing interest
groups (Transparency International 2008).

A corollary to good governance is healthy and
robust state capacity. Weak states are often pre-
sumed to be more vulnerable to terrorist activities
and groups, particularly as the latter may seek to
take advantage of state weakness (including a
particular government’s inability to enforce laws,
to institute border controls, to have effective con-
trol over parts of its territory, to monitor financial
transactions, and so on). A US Congressional
Research Service study assessed that “terrorists
can benefit from lax or non-existent law enforce-
ment in these [weak and failing] states to partici-
pate in illicit economic activities to finance their
operations and ease their access to weapons and
other equipment” (Wyler 2008). Moreover, the
issue can be even more complicated. For exam-
ple, a 2003 study conducted for the US Central
Intelligence Agency differentiated between
“caves” (failed states where governance is inef-
fective or nonexistent) and “condos” (states that
enjoy modern infrastructure, which allows for
easy transit, communication and access to fund-
ing) (Wyler 2008). Another conception posits
that the “quasi” state—the state which is reason-
ably functional, but weaker than a developed
country—is more dangerous because it provides
such enabling infrastructures (Menkhaus 2003).
Pakistan and Indonesia might qualify as “con-
dos” or quasi states, because of their reasonably
modern infrastructure and connectivity to the
global economic system.

A fourth functional enabler is the pervasive
role of the Internet. The Internet has emerged as a
major functional enabler for terrorism during the
past decade. A recent British Government report
found that the Internet is one of the few “unregu-
lated spaces where radicalization is able to take
place,” which also serves as a platform where
individuals can find “like-minded individuals and
groups” (House of Commons 2012). In Southeast
Asia, jihadist websites are an increasingly com-
mon phenomenon. The number of extremist web-
sites (including individual blogs) in the region is
estimated to range between 150 and 200 (China
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Daily Online 2009). According to one assessment,
Southeast Asian jihadist websites are “equally, if
not more, focused on global jihadist issues than
they are on local or regional issues” (Brachman
2009). These websites act as an electronic foun-
dation that allows the “promulgation and transla-
tion of global jihadist media and writings”
throughout the region (Brachman 2009).
Moreover, the American newspaper columnist
Thomas Friedman has characterized the ability of
small groups to gather and train via the Internet as
a “virtual Afghanistan”—a loose network of
Internet websites, prayer associations and mosques
(both electronic and real) that “recruit, inspire and
train young Muslims to kill without any formal
orders from Al Qaeda” (Friedman 2009).

A fifth functional enabler is the growth and
spread of suicide techniques throughout Asia.
Inspired by the success of Hezbollah in deploying
suicide bombing tactics in Beirut in the early
1980s, the leader of the Liberation Tigers of Tamil
Eelam (LTTE) decided to deploy such tactics in
Sri Lanka. “If we conduct Black Tiger [suicide]
operations,” Velupillai Prabhakaran reportedly
stated, “We can shorten the suffering of the people
and achieve Tamil Eelam [Tamil Homeland] in a
shorter period of time.” (Smith 2008). From the
mid-1980s until the group’s demise in Sri Lanka
in 2009, the LTTE conducted more than 160 sui-
cide bombings, including the May 1991 assassi-
nation of former Indian Prime Minister Rajiv
Gandhi and the 1993 assassination of Sri Lankan
President Ranasinghe Premadasa.

Today, however, Pakistan is ground zero for
suicide terrorism in South Asia; in 2010 alone,
over 135 suicide bombing attacks were recorded
(resulting in 2219 deaths and 6034 wounded)
(National Counterterrorism  Center 2011).
Terhrik-e-Taliban (TTP) is particularly notorious
for its use of suicide bombing tactics in Pakistan.
In January 2011, the US State Department desig-
nated TTP leader Qari Hussain under Executive
Order 13224 (US designation and financial block-
ing of terrorists and terrorist organizations).
Hussain was described as one of the TTP’s “top
lieutenants” who organized the group’s camps
that trained the TTP’s cadre of suicide bombers
(US State Department 2011).
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In Southeast Asia, Indonesia has emerged as
the center for suicide terrorism; the country has
witnessed at least four major suicide attacks since
2003, causing at least 48 deaths in total. Although
such methods are not totally new to the region,
their most recent appearance clearly derives from
operational (or ideational) linkages between
Southeast Asian groups and their South Asian or
Middle Eastern counterparts (Dale 1988). In
2009, the youngest child of a prominent JI leader
posted a justification of suicide bombings on a
jihadist website. The statement reasoned that as
long as these “acts of martyrdom” are conducted
in a sincere manner and in accordance with the
demands of Shariah, then these bombers will “be
martyrs on the path of Allah” (Muslim Daily
2009). Some scholars predict that suicide bomb-
ing methods may spread and become more fre-
quent in such countries as Thailand and the
Philippines (Dolnik 2007).

A sixth functional enabler might be described as
the collective effects and influences of poverty,
unemployment, and disruptive globalization. In
2004, the US National Intelligence Council issued
a future assessment of the global security environ-
ment in which it described globalization (defined
as increasing flows of trade, people and ideas) as an
“overarching ‘mega-trend,” a force so ubiquitous
that it will substantially shape all the other major
trends in the world of 2020 (National Intelligence
Council 2004). Such force can promote extreme
insecurity, particularly as it is accompanied by
“large-scale social, economic, and aesthetic disrup-
tion” (Newman 2006). Moreover, socially conser-
vative societies are forced to contend with an
“invasion of images that evoke outrage and disgust
as much as envy in the hearts of those who are
exposed to them”(Newman 2006).

The same National Intelligence Council report
warned that globalization is likely to produce
“winners” and ‘“those left behind” (National
Intelligence Council 2004). One indicator of
being left behind is rampant unemployment in
many parts of the developing world. For example,
in Afghanistan and Pakistan, unemployment is
rife. In Afghanistan, unemployment has been
estimated to range between 30 and 50% (Rezaie
2011). In Pakistan, the official unemployment
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rate during 2009-2010 was 5.6% (Business
Recorder 2011). Unofficial estimates place the
rate as high as 25% (Right Vision News 2011).
Many who have jobs are just marginally better
off; 84.6% of the working population in Pakistan
earns less than $2 a day (The Nation [Pakistan]
2011a, b). In Indonesia, an estimated 7.14% of
the workforce (8.32 million Indonesians) is
unemployed, according to government statistics
(Antara 2011).

In India, poverty and unemployment are seen
as enabling factors that sustain the Naxalite
(Maoist) movement. A study commissioned by
the Indian government recently found that “cre-
ation of employment opportunities, immediate
land reforms, and good governance” could be an
effective antidote to the continued appeal and
spread of Naxalism (Sharma 2011). However,
others have voiced skepticism about the pre-
sumed nexus between economic development
and terrorism. Ajai Sahni, an Indian-based terror-
ism analyst, argues that historically “no country
has ever ‘out-developed’ an ongoing insurgency
or terrorist movement” (Sahni 2010).

10.5 The Terrorism-Crime Nexus

Another major functional enabler for terrorism is
crime. Although terrorism itself is typically
classified by most countries as a crime, it is often
dependent on an array of “supportive crimes”
that allows it to achieve certain logistical objec-
tives, particularly funding. In some cases, terror-
ist groups will develop their own “in house”
specialists—passport forgers, for instance—who
provide key logistical services; in other cases,
terrorists may forge alliances with criminal
groups that specialize in certain operational spe-
cialties: “criminal and terrorist groups regularly
engage in strategic alliances to provide goods or
services”’(Makarenko 2005).

In his recent testimony to the US Congress,
James Clapper, Director of National Intelligence,
stated: “terrorists and insurgents will turn to
crime to generate funding and acquire logistical
support from criminals in part because of US and
Western success in attacking other sources of
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their funding” (Clapper 2011). In 2010, a
Congressional Research Service report warned
that potential links between crime and terrorism
could “increase US vulnerability to attack by ter-
rorist groups with enhanced criminal capabilities
and financial resources” (Rollins and Wyler 2010).

Perhaps the most important crime associated
with terrorism is money laundering, which is
involved not only with sourcing of funds, but also
their distribution. In the months following the 9/11
attacks in the United States, US officials began to
focus on the financial dimensions of Al Qaeda.
A number of investigations concluded that, not-
withstanding Osama Bin Laden’s personal wealth,
Al Qaeda and similar groups had access to a steady
stream of funding, which emanated from the
Middle East flowing under the imprimatur of char-
itable contributions. Indeed, numerous charities in
the United States were prosecuted under federal
money laundering statutes due to their diversion of
funds to terrorist organizations.

One country in particular, Saudi Arabia, was
highlighted as a key provider of charitable funds
that were being accessed by terrorist groups.
Internal US Government assessments revealed,
as late as 2010, that “donors in Saudi Arabia con-
stitute the most significant source of funding to
Sunni terrorists groups worldwide” (Lichtblau
and Schmitt 2010). In an addition to supporting
LeT in South Asia, Saudi Arabian donors have
also been known to provide financial support to
other groups, particularly those in Southeast
Asia. Having received funds, the organization
must transfer or hold such assets, through formal
banking instruments (such as using a fictitious
name associated with a bank account) or infor-
mal means, such as relying on the hawala system,
to transfer money.

If an Asian terrorist organization cannot
access funds from gifts and charitable organiza-
tions, it may have to take matters into its own
hands by, among other things, robbing banks.
This is neither surprising nor historically unique.
Groups as diverse as the Irish Republican Army,
the Italian Red Brigades and the German Red
Army Faction regularly, or at certain times,
engaged in bank robbery as a means of acquiring
badly needed cash (Smith 2008). In Southeast
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Asia, JI members robbed a gold and jewelry
store in West Java in August 2002, in order to
raise money for its imminent attack in Bali that
year (Jablonski and Dutton 2004). JT has justified
such activities by invoking the concept of fa’i,
which permits robbing non-believers as a means
of raising cash for jihad (Croissant and Barlow
2007). Imam Samudra encouraged his followers
to learn new and sophisticated forms of robbery,
such as computer hacking and carding (carding,
a form of hacking, involves breaking a credit
card code which allows the user access to the
credit facility) (Bin Hassan 2007). Moreover, he
urged that his followers, armed with their newly
acquired hacking and carding skills, direct their
efforts solely against Americans “as part of
Muslims’ fight against America’s imperialism,
arrogance, and oppression” (Bin Hassan 2007).

In addition to JI, other groups in Asia have
turned to classic robbery to raise funds. In late
2009 and 2010, Jamaah Ansharut Tauhid (JAT)
conducted four robberies that netted the organi-
zation more than $80,000 (Abuza 2010). In
Malaysia, the group Kumpulun Mujahideen
Malaysia (later renamed Kumpulan Militan
Malaysia or KMM) robbed