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PREFACE

These proceedings contain the presentations of a NATO-Russian Ad-
vanced Research Workshop (ARW) held at the Fraunhofer Institute for
Chemical Technology (ICT) near Karlsruhe, Germany, attended also by
most of the members of the “Explosive Detection Working Group”
(EDWG) of the “Advisory Panel on Security-Related Civil Science and
Technology”.

The ARW, approved by the NATO Science Committee, is the fifth NATO-
Workshop during the last 3 years dealing with the detection of explosives in
connection with counter-terrorism.

The special goal of this workshop was the exchange of knowledge and
experiences in the special field of “Stand-Off Detection” and to fix the “State
of the Art” in this field of research.

At the end of the workshop proposals of Research & Development
were presented (but not included in the proceedings), which were evalu-
ated by the present members of the EDWG during the following day of the
workshop.

One of the first measures to counter the threat will be to stop the transport
of illicit materials, that means in our case to detect explosive charges before
they are initiated by terrorists.

These detection methods have to be in a secret and also harmless way
and in an appropriate distance. Under consideration of scientific applied
possibilities a range of a minimum of 1–10 m should be aimed in a first
step. Larger distances in a mid or long range are welcome and “Out-door
situations” are taken into account. Different technologies in fused systems
should also be considered in later steps of applied research as a necessary
approach.

The presentations contain methods of Bulk Detection and of
Vapour/Particle Detection concerning electromagnetic approaches on the one
side and remote trace techniques on the other side.

In the field of electromagnetic methods, technologies in the frequency
range of 10–100 GHz and 300–3000 GHz were of special interest, but also
millimetre and terahertz frequencies and dielectric material measurements
were of significance.

Belonging to laser and vapour/particle detection, a number of presenta-
tions contain remote sampling laser techniques and vapour/particle sensing.
Methods based on stand-off laser techniques were recommended.

vii



viii PREFACE

New MIP-based low-cost sensors, semiconductor sensors and spectro-
scopical sensors (Raman, FTIR, NQR, etc ) were presented.

Cochairmen
Hiltmar Schubert

Alexander Rimski-Korskov
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1. PROBLEM OF EXPLOSIVE DETECTION
ON HUMAN SUBJECTS

A. Rimski-Korsakov1

V.G. Khlopin Radium Institute, Saint-Petersburg, Russia

Abstract. Requirements of the NATO-Russian Explosive Detection Work-
ing Group (EDWG) of the NATO Advisory Panel on Security-Related Civil
Science and Technology concerning systems for standoff detection of explo-
sives carried by mobile subjects are outlined. Prospective technologies are
listed. Potential challenges facing the future detection systems in real-life
environments are briefly discussed.

In 2004–2005 the NATO-Russian Explosive Detection Working Group
(EDWG) of the NATO Advisory Panel on Security-Related Civil Science
and Technology prepared a proposal for a special research program to de-
velop methods and equipment suitable for standoff detection of explosives
carried by mobile subjects (primarily—suicide bombers). This problem has
been ascribed high priority because of absence of any applicable technology
to deal with the multiple incidents involving suicide bombers and car bombs,
used recently by terrorists both in NATO countries and Russia. This Advanced
Research Workshop aims to evaluate possible methods and technologies to
solve this problem as soon as possible by developing first a laboratory demon-
stration prototype of such equipment and then introducing the technology as
commercial product for field use.

The EDWG has formulated mission scenarios and requirements for tech-
nology, which could be acceptable to solve the problem:

� Detection should be harmless and unnoticeable to person under inspection;
� Detection device may be portable or stationary;
� The sensor (or sensors) may be separate from the registration unit;
� The detection distance should be between 1 and 10 m;
� The HEX carrier person will be moving, so detection must be done in “real

time” — preferably in times less than one second.

1E-mail: ark@atom.nw.ru
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2 A. RIMSKI-KORSAKOV

Regarding these requirements various existing detection principles have
been discussed and broken into two groups—bulk detection methods and trace
detection methods:
Bulk detection:

� Terahertz-Wave “Vision”;
� MM-Wave and Microwave imaging;
� NQR investigation;
� Advanced (low-dose) X-ray Imaging.

Trace detection (distributed detector network):

� Chemical Detectors based on molecular fluorescence;
� Ion Mobility Spectroscopy;
� Gas chromatography with surface acoustic wave detector;
� Standoff laser techniques.

Important issue of possible detector positioning has to take into account
a compromise between detection range (not less than 1 m) and the range
at which the moving subject will not notice the inspection. This requirement
excludes usual “portal” technology, if the subject has to stop or to pass through
a narrow gate, but permits to consider real-time inspection of people moving
in some wide passageway. Various trace detectors could be used also in a
“sealed” closed room (e.g. passenger cabin of an airliner) — in this case air
can be sampled by air condition unit and some warning signal of presence of
explosive generated for security action (e.g. to prevent take-off of a flight).
Similar warning signal could be generated if traces of explosive are detected
by a network of chemical sensors in a larger area, such as shopping mall,
stadium or transport terminal.



DETECTION OF EXPLOSIVES ON HUMANS 3

Whatever method or technology will be proposed, the application of the
method will meet with many difficulties and restrictions, both obvious and
not so obvious.

Obvious difficulties, for instance would require negligible dosage (if any),
if ionizing radiation (such as X-rays) is used. Another obvious requirement
is very short detection time (in range of seconds), since the person under
inspection will be free to move. It is also obvious, that false alarm rate must
be very low, because the method will be applied to many people, where even
1% of false alarms will make operation practically impossible.

There are more difficulties, which are not so obvious—but may prove very
hard to overcome in real application of any standoff technology. For instance,
any covert imaging of people may be unacceptable to public opinion, so
that images generated will have to be made distorted or symbolic (but can
be interpreted nevertheless). Another difficulty can arise from the fact that
person carrying the explosive must be “tagged” somehow, and this must be
done without his/her knowledge, so that appropriate security action can be
done on a right person. For such “tagging” the method has very little time,
since subject is moving and will go out of inspection area in seconds. One
of the most serious difficulties for standoff inspection is the fact that human
operators cannot work efficiently for long periods of time. Their attention to
the job will be impaired in several hours, and the efficiency of detection may
be lost unless they have some prompt from automatic detection system. This
can be avoided only if some autonomous computer analysis of detector signals
(without human intervention) is added to any technology that will be used in
the real field circumstances. In such case the computer will send alarm in
all “suspicious” cases, and human operator will make decision (maybe using
some additional data) whether security enforcement personnel should handle
this case.

All these considerations must be taken into account when various tech-
nology proposals will be discussed in our workshop. Of course, some of the
problems outlined above can be solved if we use several methods in com-
bination, which usually increases selectivity and reliability of detection and
strongly reduces false alarm rate.



2. MS-SRIP—MICROWAVE SYSTEM FOR SECRET STANDOFF
INSPECTION OF PEOPLE

Andrey Kuznetsov1 and Alexey Evsenin
Applied Physics Laboratory, Khlopin Radium Institute,
Saint-Petersburg, Russia

Abstract. A device for standoff detection of metallic and non-metallic objects
concealed under clothing on human body is described. The device, which is
based on active interrogation with gigahertz-range electromagnetic waves,
can perform secret inspection of moving subjects. It provides both the image
of concealed objects and their dielectric characteristics, which can be used to
facilitate detection of explosives.

Key words: explosives, standoff, microwaves, gigahertz, dielectric properties

2.1. Introduction

Electromagnetic (EM) waves with frequencies about tens of gigahertz may
be primary candidates for standoff detection of explosives concealed under
clothing on human body for the following reasons:

� They have high-enough penetrating ability in wet environments (unlike
terahertz-range EM waves), enough to penetrate tens of meters of humid
air and layers of wet clothing.

� They do not require bulky portals, delicate aiming devices etc, so the po-
tential “suicide bomber” is not aware of the fact that he is inspected.

� All the required components (sources, receivers, electronic components)
are cheap and readily available.

Very low power of the EM waves emitted as a discrete set of narrow
frequency lines makes the technique completely safe for human health and
for electrical appliances. Image resolution of ∼1 cm can be achieved, which,
though less than that of terahertz or X-ray systems, is enough to recognize the
concealed threat, while not presenting privacy problems.

1E-mail: APL@ATOM.NW.RU

H. Schubert and A. Rimski-Korsakov (eds.), Stand-off Detection of Suicide Bombers and Mobile Subjects, 5–9.
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6 A. KUZNETSOV AND A. EVSENIN

Figure 1. Example of the MS-SRIP installation in a corridor

The proposed Microwave System for Secret Remote Inspection of People
(MS-SRIP) is based on active probing with microwaves. The system is in-
tended for real-time detection of metallic and dielectric objects hidden under
clothes on body of a moving person (see Figure 1).

2.2. Experimental Results with Prototype

Human body is a perfect reflector of gigahertz-range microwaves, so any
object attached to it will be seen as having one or several additional reflecting
surfaces. Owing to the fact, that metals (conductors) and dielectrics reflect EM
waves differently, the detection system can provide the following information
about the inspected target:

� 3D image of objects hidden on human body.
� Classification of detected objects into metals/dielectrics.
� The value of dielectric constant of the object (if it is a dielectric).
� The mass of the concealed object in TNT equivalent.

Dielectric characteristics of several types of real explosives have been de-
termined in dedicated experiments. Though not a unique characteristic of ex-
plosives, dielectric constant is an important additional indicator, which allows
one to distinguish between concealed explosives and, say, a wallet containing
plastic, paper etc.
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Figure 2. Experimental setup with two antennae. “Suicide bomb” was simulated by wax

attached to the body and covered by a raincoat

The laboratory prototype of the inspection system was working in the
frequency range 2–8 GHz and emitted coherent microwaves with frequency
step dF = 125 MHz. The radiating aperture was synthesized by moving the
elementary antenna with uniform step of 2 cm along vertical and horizontal
axes within the rectangle with dimensions 60 cm × 40 cm.

The laboratory prototype for detection of explosives concealed on human
body is shown in Figure 2. The rectangle on the left photo indicates the
boundaries of the inspected region.

A block of wax attached to the body simulated the explosive charge.
Dielectric properties of wax are close enough to those of standard explosives.

A 3D image of the wax attached to human body is shown in Figure 3. Since
the wax simulator is a dielectric, its image has two surfaces: the first surface is
the front border clothing-simulator, the second is the border simulator-body,
which is located from the front border at distance, determined by the electrical
length of the simulator. Analysis of Figure 3 yields the following conclusions
about the found object:

� The object attached to human body is a dielectric.
� Dielectric constant of the object is 2.6 (correct for wax).
� Mass (in TNT equivalent) of the detected object is 1.8 kg.

2.3. Expected Characteristics of MS-SRIP

Expected characteristics of the full-scale system:

� Frequency range: several tens of gigahertz.
� Dimensions of the antenna: 1 m × 1 m.
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Figure 3. Image of the area of the body containing wax (dashed rectangle in Figure 2)

� Resolution: 2 × 2 × 1 cm3 at 2m; 4 ×4 × 1 cm3 at 4 m; 10 × 10 × 1 cm3

at 10 m.
� Secrecy: imaging of moving targets; people do not have to stop in front of

the device.
� Real-time operation.
� Safety: no “real” focusing of microwaves; emitted power less than that of a

conventional mobile phone.
� No privacy issue: resolution is enough for detection of explosives, but not

enough for revealing body details.

2.4. Further Plans and Conclusions

Gigahertz-range electromagnetic waves have been shown to be an adequate
tool for standoff detection of “suicide bombs” on human body.

Any useful system for standoff detection of “suicide bombs” must be able
to examine moving people in real-time. To achieve that goal, an antenna array
has been developed (see Figure 4), which does not contain moving parts and
can provide images at a rate of up to a 100 frames per second.

Further work will include:

� further development of methodology of remote inspection of human body by
microwave technique; experimental investigation of the maximal detection
distance; conceptual design of MS-SRIP system;
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Figure 4. Drawing of the antennae array, which will be a part of the real-time inspection system

� production and testing of a fully functional laboratory prototype;
� production of a full-scale prototype of MS-SRIP; tests and demonstration

at test-grounds.
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3. SECRET MICROWAVE “DOOR” FOR INSPECTION
OF PEOPLE AND LUGGAGE

Igor Gorshkov1, and Valery Averianov
Applied Physics Science and Technology Center (APSTEC) Ltd,
Saint-Petersburg, Russia

Abstract. Devices for secret detection of explosives hidden on human body
and in luggage based on gigahertz-range electromagnetic waves are described.

3.1. Introduction

A concept of using active probing with microwave electromagnetic radiation
in security-related applications has been developed.

The technology has been implemented in a device for luggage screening.

� Laboratory prototype system for luggage screening has been built.
� Data analysis algorithm has been developed, which allows one to obtain

image of the internal structure of the luggage and its dielectric profile, and
to detect dielectric as well as metallic objects, thus solving the “thin metallic
foil” problem of X-ray and NQR-based systems.

� Experiments with real suitcases and explosive imitators have been con-
ducted.

We propose to use the method tested on luggage for screening human body in
order to detect concealed “suicide bombs” and metallic and non-metallic
weapons. Use of active probing stepped-frequency continuous gigahertz-
range electromagnetic waves and analysis of the reflected and transmitted
field would allow one to obtain images of objects concealed on human body
and to determine their dielectric characteristics.

The system will be capable of detecting and localizing concealed “sui-
cide bombs”, metallic and non-metallic weapons hidden under clothes on
human body, in a suitcase, rucksack, or luggage. It can be secretly installed
in doorways, as additional sensors in existing portals (e.g. metal detectors),
in turnstiles of shops, offices etc.

1E-mail: info@apstec.ru
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12 I. GORSHKOV AND V. AVERIANOV

The design of the system for inspection of human body has been developed
in accordance with the following guidelines:

� Secret inspection.
� Real-time inspection of moving people.
� Safety for human health and for electric appliances.

3.2. Examination of Luggage

First experiments were carried out with luggage moving on a conveyor belt.
The system can be used as an independent inspection tool, inexpensive and
real time, or as an additional sensor in conjunction with an X-ray and/or
QR systems. Unlike both X-rays and QR, microwave system can visual-
ize very thin metallic foils, which may be used to cover the explosives to
make it undetectable by QR method. It can also provide dielectric proper-
ties and dimensions of objects inside suitcases, which can be used to facil-
itate detection with X-rays (e.g. to move from surface densities to volume
densities).

Work of the system is based on irradiation of the examined luggage by
microwave radiation, detection of transmitted and reflected electromagnetic
field, and reconstruction of the 3D image.

The device consists of several (from 2 up to 4) linear antenna arrays located
in the form of a portal, through which the conveyor belt passes. The EM field
scatter from the luggage moving with constant speed is measured in a wide
frequency band during the time sufficient for synthesizing the aperture in
horizontal direction. The measured data are digitized and processed to obtain
a three-dimensional image.

The above conceptual scheme was implemented in an experimental device
working in frequency range 2–8 GHz (Figure 1). In the horizontal direction
the aperture was synthesized due to the movement of the examined luggage,
and in vertical – by moving the emitting and receiving antennae.

Prior to the experiments, dielectric properties of several types of real
explosives were measured in the controlled environment.

The inspected suitcase contained many common objects (Figure 2)
like clothing, magazines, photo camera, a pack of wax (imitating explo-
sives), etc. Examples of the obtained images of the suitcase are shown in
Figure 3–5.

Figure 3 shows transmission coefficient for the whole suitcase. Figure
4 shows distribution of dielectric thickness across the suitcase (in millime-
ters), assuming that dielectric constant is ε = 3, which is close the dielectric
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Figure 1. Conceptual design and laboratory prototype of a conveyor-mounted inspection

device. 1, 2, 3: antenna arrays; 4: conveyor belt; 5, 6: electronics and data analysis unit;

7: monitor

constant of some explosives. This allows one to estimate the amount of the
potentially hazardous material. Figure 5 shows one of the cross-sections of the
suitcase, on which metallic construction frame, photo camera and a battery are
visible.

According to the experiments, the full-scale system will be able to:

� Construct 3D image of the inside of the suitcase.

Figure 2. The inspected suitcase contained clothing, paper, wax, photo camera, soap, explo-

sives’ imitator etc
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(x z, MI,)

Figure 3. Imaging of metals: transmission coefficient (red: full transmission; blue: no trans-

mission)

� Detect unshielded dielectric inside suitcase and determine its dimensions
and dielectric constant, which would facilitate X-ray systems in moving
from surface density to real density of the detected object.

� If the explosive is shielded by metallic foil, the system will detect such foil
and determine its shape and dimensions.

(x+0, z,Tol,)

Figure 4. Imaging of dielectrics inside the suitcase (thickness of dielectrics in mm assuming

ε = 3, which is close the dielectric constant of some explosives)
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V7mai

Figure 5. One of the slices of the 3D image of the suitcase

3.3. Detection of Explosives on Human Body

Gigahertz-range microwaves allow one to visualize explosives attached to
human body and to determine their dielectric properties and equivalent mass.

The system consists of several antenna arrays secretly mounted in door-
ways, turnstiles, or in existing portals (see Figure 6). It performs continuous
screening in real time of all people passing through the doorway, and the image
with added information about dielectric characteristics of concealed objects

Figure 6. Left: example of mounting options for the Secret Microwave Door. Right: one of the

experiments with explosives in carry-on luggage
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is passed to the operator. Dielectric properties are used by the automated data
analysis procedure to draw operator’s attention to the suspicious concealed
objects. These properties can be used, for example, to distinguish between
explosives and, say, a wallet containing paper money credit cards.

First experiments showed, that the system can detect concealed explosives
both on human body, and when they are hidden inside a handbag or a rucksack.
Even in these experiments, in which a very simple prototype device was used,
detection was done in real time: the person did not have to stop or to slow
down (see right part of Figure 6).

Measurements with a laboratory prototype have confirmed the feasibility
of using the system for detection of “suicide bombs” on human body and for
luggage screening.

Expected characteristics of the full-scale system:

� Two 1–2 m-long transmitter and receiver antennae array at distance 0.5–1 m
from the inspected person.

� Secrecy: system will be secretly installed in existing construction elements:
doorways, turnstiles of shops and metro-stations, offices, etc.

� Real-time operation: people do not have to stop in front of the device
� Safety for human health (very low emitted power).

3.4. Conclusions

The system based on gigahertz-range microwaves can perform secret inspec-
tion of people with carry-on luggage passing through doorways from distances
of about 1 m. It can be secretly installed in doorways, turnstiles, into existing
portal devices that use other technologies (e.g. metal detectors).

The principles behind the proposed system have been implemented in a
laboratory prototype, which was used to carry out measurements for luggage
and body screening. Product engineering of components of system for Secret
Microwave “Door” for Inspection of People is under way.

A full-scale prototype working in real time will be then built and tested in
different mounting configurations and scenarios.



4. MIP-BASED LOW-COST SENSOR FOR SHORT-RANGE
DETECTION OF EXPLOSIVES

G. Bunte1,3, J. Hürttlen1, H. Krause1, H. Pontius1, M. Schreiter2,
and Jan Weber2

1Fraunhofer-ICT, Joseph-von-Fraunhofer-Str. 7, 76327 Pfinztal, Germany
2SIEMENS AG—CT MM 2, Otto-Hahn-Ring 6, 81730 München, Germany

Abstract. Fast, selective, sensitive and inexpensive detection techniques are
highly required concerning the identification of planned terrorist attacks in-
volving explosive, chemical or biological materials.

State of the art are cost intensive equipments used e.g. in airport portal
systems or swapping techniques (Imaging by X-ray, TeraHz-, MMwave, NQR,
neutron activation techniques, electronic noses, IMS).

We propose the development of substance specific low cost sensors, which
can be installed as self reporting sensors in containers, compartments, wagons
etc., used as hand held systems or sniffing devices which analyse the content
of explosives in the gas phase.

The basic sensor concept uses mass-sensitive devices coated with mole-
cularly imprinted polymers (MIP). The components are cheap promising low-
cost detection devices which could be applied for the passive as well as active
sensing of explosives like TNT, DNT or TATP at short-range distances of about
one meter. In the case of active sampling the MIP sensor will be combined
with a suitable air-sucking system.

Molecular imprinted polymers (MIPs) are highly cross-linked polymers.
Like enzymes they possess a high affinity and selectivity for the adsorption of
a special target substance (template molecule) which is present only during the
MIP-synthesis and is afterwards extracted. This yields to a finished polymer
with special and very selective binding sites for the former template. MIPs are
very inexpensive, rapid to synthesise and they are already applied as substance
specific solid phase extraction materials in the liquid phase.

Preliminary results /1/ of synthesized particulate TNT-specific MIPs
showed the effective adsorption capability of the material for TNT vapours.
Moreover first experiments using direct UV-initiated polymerisation of TNT-
MIPs produced thin films which can be used in combination with different
sensor materials.

3E-mail: bu@ict.fhg.de
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The response time reached with so-called quartz crystal microbalances,
QCMs, is in the pg per minute range. Improvement of the MIP capacity will
lead to shorter detection times (ca. 1 s).

Overall objective of the proposed study will be to achieve a MIP sensor
performance making them usable for short range stand-off detection (1–2 m).
The TNT adsorption characteristics of layered MIP-material (pg to ng in
seconds-range) has to be improved by varying the synthesis conditions and
using QCMs as fast screening tool. The second step of the proposed work will
be to coat so-called FBARs, mass-sensitive piezoelectric sensors/arrays (Film
Bulk Acoustic Resonators, Cooperation with Siemens) with the improved
TNT-specific MIP. Realistic measurements will demonstrate the performance
of the cheap sensor prototype.

4.1. Introduction

Recent terrorist attacks like the bombing in New York at 11.9.2001, suicide
bombings in the middle east or e.g. in London Underground transportation
systems in July 2005 show that the today used detection techniques for ex-
plosives are inadequate and have to be improved as well as new counter-
action/detection concepts have to be developed.

State of the art are cost intensive equipments used e.g. in airport portal sys-
tems or swapping technologies (Imaging by X-ray, TeraHz-, MMwave, NQR,
neutron activation techniques, electronic noses, IMS). Under test status are
also so-called handheld electronic noses. Disadvantage of the IMS-technique
is the necessity of high investment costs for the instruments and the use of
vapour detection or thermal desorption of sampled particulates by special
swaps. X-ray techniques only detect metal-containments instead of the ex-
plosive substance itself and furthermore X-rays cannot detect biological and
chemical agents. Concerning the neutron activation techniques as well as for
NQR very high investment costs for the instrumentation are compulsory while
today only one or two portable systems are commercially available. Moreover
neutron activation and NQR techniques have typically very high detection
limits of several grams (e.g. 50–100 g for TNT). Explosive detectors based
on so-called electronic noses are expensive, big-sized, heavy and need a high
air-volume for trapping and enrichment of the analyte in order to realize their
limits of detections (ppb-range). Current electronic noses are unable to truly
identify an explosive substance but use suitable pattern recognition algorithms
for the detection and need a person to be driven.

Direct counter-action of suicide bombers will require the development
of the fast, sensitive and long-range specific detection techniques (>10–100
m) in order to have a realistic chance to stop the suspect person before a
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bombing could occur. Another way to proceed to counteract possible terrorist
attacks would be to develop suitable self-reporting sensor networks able to
detect explosives plumes of suspect persons or transported goods in a very
sensitive and rapid way. Like nowadays everywhere installed fire/smoke sen-
sors these sensors should be able to give an information about the position
and/or movement of suspected subjects or objects. Most challenging prereq-
uisite for such self-reporting sensors/networks will be the necessity of suit-
able micro sensors that can detect targeted explosives components very rapid,
sensitive and reliable preferably without the need for costly pattern recog-
nition procedures/software modules as well as trapping devices for sample
enrichment.

Instead of today used technologies mass-sensitive devices coated with
molecularly imprinted polymers (MIP) seem to provide promising low-cost
detection devices for use in selfreporting sensor networks for the surveillance
of public areas or as on-line/in-line sensors in different vehicle transportation
systems (cars, trucks, containers etc.) in order to directly detect and warn for
possible terrorist threats by hazardous components. Overall objective of the
proposed study will be to achieve a MIP sensor performance making them
usable for short-range stand-off detection (1–2 m). Synthesis and coating
conditions will be modified to improve selectivity and sensitivity to achieve
the sensor concept. The TNT-adsorption and desorption characteristics of the
MIP must be analysed to evaluate the detection limits and selectivity. So-called
FBARs, mass-sensitive piezoelectric sensors/arrays (Film Bulk Acoustic Res-
onators) will be coated with the improved TNT specific MIP and their TNT
adsorption performance will be tested. Suitable coating techniques should be
identified to transfer the basic sensor concept to a potential manufacturing
process. The following chapters will describe the current results of our MIP
research as well as the proposed project working steps.

4.2. The Technique of Molecular Imprinting

The technique of molecular imprinting allows the formation of specific recog-
nition sites in macromolecules. In this process functional and cross-linking
monomers are copolymerised in the presence of a target analyte (template).
The functional monomers form a complex with the imprint molecule and
in the following polymerisation the functional groups are held in position
by the highly crosslinked structure. Subsequent removal of the template re-
veals binding sites that are complementary in size and shape to the analyte.
The complex between monomers and template can be formed via reversible
covalent bonds or via non-covalent interactions like hydrogen bonds (see
Figure 1).
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Figure 1. Principle of molecular imprinting

4.3. Synthesis of Porous Beads

For TNT as template it is not possible to use the covalent approach. Fur-
thermore with the non-covalent approach we are able to use a large pool of
functional monomers that are commonly used in the field of molecular im-
printing. Because of the known problem that nitroaromatics are weak hydro-
gen bond acceptors [1], we tested several acrylates with different functional
groups as monomers to find the one with the best interaction. Ethylenegly-
coldimethacrylate (EGDMA) was used as crosslinker (see Figure 2).

It has been reported that the crushing and sieving steps used after tra-
ditional bulk polymerisation can break the imprinted sites in the obtained
polymer [2]. This process is also labor intensive and wasteful. In order to
avoid these problems, the polymers used in the present work were prepared
by suspension polymerisation [3]. In a typical experiment 2 mmol of the tem-
plate TNT, 8 mmol of the functional monomer and 50 mmol EGDMA were
dissolved in 25 ml of chloroform. Then the initiator AIBN (200 mg) was added
to this mixture and sonicated to dissolve. A low molecular weight polyvinyl
alcohol was used as emulator and dissolved in 120 ml of water by stirring at
60◦C under nitrogen atmosphere with a mechanical stirrer. After cooling to
room temperature, the organic mixture was admitted to the flask at 600 rpm
under a gentle stream of nitrogen. Then the temperature was raised to 60 ◦C
and the polymerisation was allowed to proceed for 24 h. The microspheres
were washed with water, chloroform, toluene and acetone and dried in va-
cuum. Non-imprinted polymers were prepared in the same way without the
addition of TNT.

O

OHOH
NH2

NH2

O

O

O

O

O
OO

O

Methacrylamide Methacrylic Acid EGDMAAcrylamide Hydroxypropylmethacrylate

Figure 2. Used functional monomers and crosslinker
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Figure 3. SEM and light microscopy of polymer beads

The synthesized porous beads were characterized by scanning electron
microscopy and BET adsorption tests using nitrogen physisorption for the
determination of the specific surface area of the MIPs. Like shown in Figure 3
the synthesized MIPs have a diameter of about 10–20 μm. The specific surface
area is typically about 200–400 m2/g.

4.4. Removal of TNT and Performance of Porous Beads

In order to test the performance of the TNT imprinted polymers the template
molecules have to be removed. Because of the application of the MIPs as
coating for a TNT vapour sensor the template should be removed as much as
possible. Furthermore nonreacted synthesis agents should be removed from
the MIPs. After washing the imprinted polymers with different solvents (water,
methanol, toluene, acetone or chloroform) to purify the MIPs from non poly-
merised monomer and cross-linking agent different methods were tested to
remove the template from the polymer:

� Soxhlet extraction or treatment in an ultrasonic bath using chloroform and
subsequent drying under vacuum in an exsiccator.

� Following soxhlet or ultrasonic extraction with supercritical carbon dioxide
was used at varying pressures and temperatures or alternatively the MIPs
were given into a drying oven at different temperatures (80 ◦C, 100 ◦C,
120 ◦C, 150 ◦C or 200 ◦C).

Gas chromatography with mass selective detection (GC-MSD) in com-
bination with indirect solid phase micro extraction (SPME) was used for
quantifying the remained template amount, purification and the performance
of the MIPs. Following analysis equipment was used: HP 5890 GC and HP
5971A MSD, HP-5MS column (length 30 m, ID 0.25 mm, film thickness
1.0 μm. As carrier gas helium 6.0 was used. In order to determine potential
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Figure 4. Schematic build-up of the TNT-vapor generation plant

changes in the morphology of the polymers due to the different applied re-
moval procedures the specific surface area and the pore volume were again
measured by N2-adsorption.

Results showed that the best method for purification of the porous beads
was soxhlet extraction followed by treatment with supercritical CO2 at mild
conditions (150 bar, 50 ◦C). At least a removal of >99.7% of the template was
achieved. Heat treatment at 200 ◦C lead to the assumingly best/highest TNT-
removal but BET measurements showed that the surface area of the beads
decreased from 200 m2/g to 5 m2/g due to the starting decomposition of the
polymer.

After purification, the MIPs have been loaded with TNT vapour to prove
the function of the MIPs. For this reason a TNT-vapour generator (Figure 4)
was developed. Typical TNT vapour concentration produced was about 4 μg/l
(350 ppb). For the performance tests usually several grams of MIP were used.
Uploading tests were always made for TNT-imprinted MIPs in comparison to
the non-imprinted polymer.

Figure 5 shows the results of the GC-MSD measurements after treat-
ment of imprinted and non-imprinted polymers with TNT vapour for poly-
methacrylic acid (PMAA) and polyacrylamide (PAA). Independent of the
used monomer the unimprinted MIPs only absorb very low TNT amounts. As
desired the TNT-imprinted MIPs possess a better ability to bind TNT from
the gas phase whereas PMAA shows a more pronounced sensitivity for TNT
as PAA.

Preliminary measurements concerning the potential cross-sensitivity of
TNT-imprinted MIPs using e.g. 2,4-DNT as test gas provided no measurable
absorption amounts as well as DNT-imprinted MIPs did not show measurable
affinity for TNT.
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Figure 5. Comparison of the GC-MSD peak areas per mg MIP of particulate TNT-imprinted

and unimprinted MIPs (1 and 2 PMAA, 3 and 4 PAA) after TNT vapour treatment

4.5. Preliminary Results for MIP Coatings from Thin Film
Polymerisation

For an application of MIPs as specific sensor coatings they should prefer-
ably be polymerised as thin films on the sensor surface. In this regard spay
coating experiments were performed in combination with fast UV-activated
polymerisation of thin films directly on so-called QCMs, quartz crystal mi-
crobalances. First experiments using direct UV-initiated polymerisation of
TNT-MIPs produced thin films which can be used in combination with differ-
ent sensor materials. Performance tests of the produced TNT-imprinted and
unimprinted MIP coatings were realised using a commercial gaslab (ifak) in
which up to eight QCMs can be measured simultaneously under constant tem-
perature (45 ◦C). Used quartzes have a diameter of nearly 8 mm and a ground
frequency of 10 MHz. Mass increases on the QCM will yield to a decrease of
the frequency and vice versa.

Exemplarily Figure 6 shows some first test results for TNT imprinted and
unimprinted PMAAM coatings. Like detected for the particulate MIPs only
the TNT-imprinted MIP coatings show the desired TNT-specific absorption
tendency. The measured TNT uptake was about 1.2–2.5 pg per hour.

Due to modification of the synthesis conditions for other coatings the TNT
absorption was increased by a factor of 40 (Figure 7). Preliminary results
show that TNT specific MIPs could as well be synthesised as thin films. The
response time reached with the quartz crystal microbalances, QCMs, is in the
pg per minute range. Further improvement of the MIP capacity will lead to
shorter detection times (ca. 1 s).
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Figure 7. Frequency decrease of a QCM with improved MIP during TNT vapour treatment

4.6. Properties and Potential Use of Film Bulk Acoustic
Resonators (FBAR)

Piezoelectric devices convert acoustic into electric energy and vice versa.
They show an excellent frequency stability and have therefore been applied
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as tools for high precision determination of frequency and time in clocks or
electrical transmitters for a long time already. During the fifties Sauerbrey
[5] demonstrated the direct correlation of frequency change and a thin film
mass attachment and so their use extended into mass sensing applications.
Since then their importance in this area has steadily been increasing mak-
ing them today standard devices which are widely used in Bioanalytics and
gas sensing. Nevertheless the principle composition of such piezoelectric mi-
crobalances has remained unchanged and consists of a quartz disk that is
obtained by cutting from the whole crystal and that is clamped thus forming
a membrane.

During the nineties thanks to a rapid development of semiconductor
technology, fabrication of very thin piezoelectric films of high quality was
achieved. With such films piezoelectric filters working at frequencies of sev-
eral GHz were obtained and are now employed in mobile communication
devices. Within the EU-Project “PISARRO” [6] with the participation of
Siemens and others, FBARs (Film Bulk Acoustic Resonators) were developed
for application in the area of gas- and biosensing and an excellent performance
was obtained [7, 8].

FBARs have significant advantages over quartz crystal microbalances.
Due to fabrication with standard semiconductor technologies they can be
made very small (down to a few micrometers) and thus manufacturing costs are
very low. Fabrication is compatible with standard frontend CMOS processes,
so sensor and readout circuitry can in principle be processed on the same
wafer. Finally FBARs have an excellent suitability for array integration. By
providing the individual pixels with different functional coatings the device
can be made sensitive to a number of gases or substances. High selectivity
can be achieved even if the specificity of the individual functionalisations is
rather week by pattern recognition of the output signals of a large number of
pixels.

The functional principle of the FBAR as it is developed at Siemens is
shown in Figure 8. It comprises three elements. The first is the piezoelectric
transducer which consists of the piezoelectric layer and bottom and top elec-
trode. The second is an acoustic cavity which ensures the acoustic energy to
stay in the top layers thus increasing the sensitivity. This is achieved by an
acoustic Bragg mirror. Finally the functional coating provides the selectivity
of the device. When a molecule is attached to the functional coating the mass
of the piezoelectric device increases and the resonance frequency decreases.
This frequency change can be read out.

The performance of the sensor is not only ruled by selectivity as mentioned
above, also the sensitivity plays an important role. Sensitivity is given by the
change of the measurand (the frequency) per mass attachment per unit area.
Together with the frequency fluctuation a value for the minimum detectable
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Figure 8. Schematic view of the FBAR device comprising a piezoelectric layer plus electrodes,

an acoustic mirror for confinement of the acoustic energy and a functional coating for device

selectivity. Due to mass attachment a negative shift of resonance frequency is obtained

mass attachment can be obtained. The frequency fluctuation was obtained
from stability measurements and is 500 Hz for a 2GHz-FBAR. The sensitivity
for this device is 2 kHz · cm2/ng. With these values, taking the threefold noise
as minimum detectable frequency shift, the minimum mass attachment is
0.75 ng/cm2.

4.7. Proposed Project

We propose the development of substance specific low cost sensors, which
can be installed as self reporting sensors in containers, compartments, wagons
etc., used as hand held systems or sniffing devices which analyse the content
of explosives in the gas phase.

The basic sensor concept uses mass-sensitive devices coated with mole-
cularly imprinted polymers (MIP). The components are cheap promising low-
cost detection devices which could be applied for the passive as well as active
sensing of explosives like TNT, DNT or TATP at short-range distances of about
one meter. In the case of active sampling the MIPsensor will be combined
with a suitable air-sucking system.

Overall objective of the proposed study will be to achieve a MIP sensor
performance making them usable for short range stand off detection (1–2 m).
The TNT adsorption characteristics of layered MIP-material (pg to ng in
seconds-range) has to be improved by varying the synthesis conditions and
using QCMs as fast screening tool. The second step of the proposed work
will be to coat so-called FBARs, mass-sensitive piezoelectric sensors/arrays
(Cooperation with Siemens) with the improved TNT-specific MIP. Realistic
measurements will demonstrate the performance of the cheap sensor proto-
type.
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5.1. Scenario

A new threat by terrorism has reached World. Initiated explosives have already
killed thousands of people and injured several tens of thousands. Infrastruc-
tural facilities like airport, railway stations, city halls, water supply, etc. could
be preferred targets involving up to thousands of people. Assuming, methods
will be found to early detect explosives with help the sensors placed at key
positions, an immediate response will prevent far ranging consequences.

Terroristic threat requires standoff detection:

� We have to protect our inhabitants;
� We have to protect our infrastructures;
� We have to develop new technologies.

Problems to be solved:

� Be present everywhere;
� Early detection and identification;
� Sensitivity, reliability and cost effectiveness.

A threat by terrorists operating as single persons or groups in cities can be
only countered if surveillance by cheap anonymous sensors works at place
they must pass on their way to their operation. Carrying the explosive charge in
substantial masses will leave trace of extremely small vapour of the material.
Cheap sensors of extremely high sensitivity will detect this trace if they are
located at key places they have to pass.

To summarize the approach:

5.1.1. Detect the Situation—Identify the Threat

� Install multiple detector at critical infrastructure they might pass;
� Continuously scan and evaluate the sensor status;
� Sensitivity, reliability and cost effectiveness.

H. Schubert and A. Rimski-Korsakov (eds.), Stand-off Detection of Suicide Bombers and Mobile Subjects, 29–34.
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Methods

Figure 1. Scheme of the multi-sensor approach

5.2. Objectives

It is the objective to develop a concept for a scanned multiple (Electro-)
chemical sensor systems for an early detection, warning and recording system
for propagating single persons or groups carrying explosive for terroristic
operations (see Figure 1). It maintains surveillance also in case of a disaster
and initiates emergency actions. It combines

� multi-sensor techniques o various techniques;
� Sensor networking including on-line control, tracing the paths of terrorists

when passing infrastructures of bus, underground, railway stations, airports,
sports arenas, central places etc;

� advanced statistical data pretreatment and evaluation taking advantage from
multi-sensors;

� increasing the reliability by redundant multi-sensor evaluation and imme-
diate alarm/response.

To achieve sensitivities in total to 1–10 ppt at 1–3 m distance of the vapour
source.

5.3. Approach for Realization of the Specifications

The status of single sensors is actually:

� Sensitivity: 10–100 ppb,
� Selectivity: depends on problem and type

Reliability of operation depends on both aspects.



SCANNED MULTIPLE (ELECTRO-)CHEMICAL SENSORS 31

Problem to be solved by new developments => <1–10 ppt:
Therefore it should be strongly enhanced sensitivity, selectivity and reli-

ability!
An approach to use the multiple sensor combination and advance methods

of and statistical data evaluation and data fusion might solve the problem.
Two types of sensors—electrochemical and metal oxide semiconductor

based ones—will be substantially improved in their sensitivity and selectiv-
ity by

� Nano-structured materials of their electrodes—improvement about a factor
100—1000;

� applying arrays or clusters of sensors to enable an effective statistical data
evaluation—ca 100;

� sampling by sucking recoverable microstructured capillary adsorbers —
ca 100–1000.

A network will link these sensor clusters and perform special scan cycles to
increase the reliability of the sensor information and to decide on stages of
alarm and recording the situation.

The development will initiate a sensor head development of 2 types of
sensor are to be developed to increase sensitivity in arrays and cluster config-
uration:

� a MOS-based sensors—porous nanosystems, containing nanoparticles;
� Electrochemical sensor;
� Sampling system based on adsorption/desorption techniques.

Substances to be detected are TATP for start and TNT, DNT, HMX, RDX
The MOS-based sensor operate on the following principles (see also

Figure 2):

5.4. Chemical Sensors: Metal Oxide Sensors

5.4.1. PRINCIPLE

Adsorption/desorption processes at the surface, conductivity changes of the
following substances
SnO2, ZnO, WO3, TiO2 etc.

Impact on the Sensitivity and selectivity is given by material, particle size,
layer thickness, additives and temperature.

Selective sensor properties determines by

� Material, width and morphology of film (see Figure 3);
� Range of temperatures and exposure time of thermocycling regime;
� Activity and selectivity of catalytic membrane.
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Figure 2. Physical sensor principle

The following results are expected:

� to optimize an initial location and number of sensors for specific objects
with the purpose of reliable identification adequately any possible position
of source of explosive vapors on known distance: (1.5–3 m) sensitivity of
gauges;

Figure 3. Morphology of sol–gel films—cells of gas sensors
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Figure 4. Example of a sampling filter which meet most of the requirements

� with a high degree of probability to identify a position of concrete source
in conditions of limited time (the order 3–7 s) taking into account non-
stationary disturbances of air streams (passing trains of the underground
stations, system of ventilation of premise).

5.4.2. SAMPLING

Demands on sampling methods for stand off detection will increase the con-
centration to be detected by the sensor: fast, small and repeatable.

The methods of resolution are:

� microstructured set-up;
� capillary tubes (large surfaces areas, high porousness);
� materials: polymers, metals and glasses;
� fast heating/cooling cycles;
� investigations on enhancement of selectivity by sampling (see Figure 4).

5.5. Sensor Combination and Data Evaluation

5.5.1. SENSOR COMBINATION

Simulation of smell sense by combination of MOS and electrochemical sen-
sors will achieve approx. 30 ppt for TNT (actual). Better discrimination
will be possible by than by an electrochemical sensor There were already
results available which were by sensor combination to 30 ppt obtained
for TNT.

Measurement technology development has to include (see scheme in
Figure 5):
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Figure 5. Sensor combination and data evaluation

� Electronic configuration: amplification, smoothing, data pretreatment;
� Control unit and statistical data evaluation and calibration with sample

sets scan strategies, data fusion: signal integration, accumulation, signal
evaluation/correlation;

Application of Multi-component analysis will be applied as it is standard
for NIRS. Methods are: PCA; PLS, MLR etc.

Calibration by sample sets have to be produced as main input o the data
evaluation. It is important also to include sample sets of substance not to
trigger but might have a similar signature like the explosive to be detected.

Prototype development and testing will be steps to realize the technology:

� Establishing of specifications related to a scenario;
� Improvement of the single sensors and arrays;
� Development of the measurement electronics;
� Realisation of the sensor combination;
� Apply the statistical data evaluation codes;
� Define and prepare the calibration sample sets;
� Implement a control unit with data fusion software and scan strategies;
� a prototype with basic components for verification;
� verification by tests.

The result will be a prototype of hardware and on-line software package.
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Abstract. The ESSEX system (Extremely Sensitive and Selective Explo-
sives detector) is a system that can be used for standoff or remote detection
of suicide bombers at a distance of up to a few meters via the trace amounts
of explosives present in vapor phase around explosives with a high vapor
pressure. The ESSEX detection method is based on laser ionization mass
spectrometry (LI–MS). Direct sampling of air with explosives in vapor phase
will allow detection of explosives with relatively high vapor pressure, such as
TATP (suspected to have been used in the recent suicide bombings in Lon-
don as well as numerous suicide bombings in Israel) and EGDN (normally
found in dynamite explosives such as the ones used in the Madrid bomb-
ings). The LI–MS method has a potential to detect all or nearly all explosives.
For explosives with low vapor pressure (e.g. RDX, HMX, PETN, AN) it is
probably necessary to sample particles as well. Other aspects of the future
potential for this method are that the number of explosives that the method
targets can be increased as needed. The method is very suited for data fusion
and processing, making it possible to incorporate artificial intelligence (AI)
into the system. The uniqueness of LI–MS methods lies in its low detection
limit, possibility of real-time detection, its versatility regarding the number
of possible substances to detect and its unique selectivity, leading to very
few false alarms. The ESSEX concept is appropriate for indoor and outdoor
applications, it is benign to humans and property and can be applied in an
unnoticeable way. Laser ionization mass spectrometry and specifically reso-
nance enhanced multi photon ionization (REMPI) is an ultra-sensitive, highly
selective analytical technique that can identify and quantify vapor-phase con-
stituents at parts-per-trillion (ppt) levels. The REMPI technique combines the
principles of optical spectroscopy and mass spectrometry to provide a two-
dimensional detection scheme that yields a high degree of chemical sensitivity
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and selectivity. This method has proven effective for the detection of one trace
compound at ppt levels in the midst of others. The sensitivity and specificity
for REMPI can be dramatically improved by using cooling with a supersonic
jet based inlet. This cooling greatly simplifies the spectra, producing nar-
rower and stronger electronic transitions and allows sampling directly from
air. This paper describes the principles of LI–MS for standoff detection the
trace amounts of explosives present in vapor phase around explosives with a
high vapor pressure as well as the future potential of the method.

Key words: resonance enhanced multi photon ionization, jet-REMPI, explo-
sives detection, energetic materials, improvised explosive devices, IED, laser
ionization mass spectrometry, LI–MS

6.1. Introduction

The terrorist threat to society in the form of attacks on airports, trains, and
other public arenas is an increasing problem. Not only have terrorist attacks
been occurring more frequently, they also introduce new threats in the form
of new explosives, explosives-related materials, and improvised explosive
devices (IEDs). This escalation calls for an explosives detection method that
is fast, precise, and easily expandable to incorporate new threat substances as
they emerge. The problem with suicide bombers is also an increasing threat,
not only in countries like Israel where this has been a problem for a long time
but also in other parts of the world, e.g. London. The risk of suicide bombings
also poses an additional requirement for the detection to be unnoticeable to
persons under inspection.

ESSEX will employ the laser ionization mass spectrometry (LI–MS) tech-
nique, which was developed on the basis of resonance enhanced multi photon
ionization (REMPI); a fast, ultra-sensitive and highly selective ionization
technique that is able to identify and quantify vapor-phase constituents at
parts-per-trillion (ppt) levels [1]. ESSEX can be used in both indoor and out-
door applications and is benign to humans and property in the interrogated
area. Like other trace detection methods, it is appropriate for screening of
people and inspection of items carried onto airplanes or trains or into build-
ings or public arenas. When used for high vapor pressure explosives it can
easily be made unnoticeable to persons under inspection. There are no privacy
issues associated with this method since it is non-intrusive.

Current means of trace detection such as ion mobility spectrometry (IMS)
(as discussed in a report by the National Research Council [2]), gas chro-
matography/electron capture detector (GC/ECD) and gas chromatography–
mass spectrometry (GC–MS), are limited in several ways. With IMS, the
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number of interrogation targets is very limited and the false positive rate is
relatively high. The GC–MS method is specific but much too slow for screen-
ing purposes, and the GC/ECD method needs even longer interrogation times
to be selective.

The handling of explosives leaves trace residues on hands and clothes,
even when meticulous care is exercised to avoid contamination. Trace residues
will also be present on secondary objects such as suitcases, boarding passes,
and so on. Therefore, detection will in most cases be possible even when
the explosive is concealed. Trace amounts of explosives are present in gas
phase, adsorbed on particles, or in particle form. Trace detection systems
such as the one described in this paper are therefore capable not only of de-
tecting the presence of bulk quantities of explosives but also alerting screening
personnel to security concerns about a passenger who has had contact with
explosives.

Sampling of air with a direct inlet to detect explosives present in vapor
phase will allow detection of explosives with relatively high vapor pressure,
such as TATP (suspected to have been used in the recent suicide bombings in
London as well as numerous suicide bombings in Israel) and NG or EGDN
(normally found in dynamite explosives such as the ones used in the Madrid
bombings). In the case of explosives with very high vapor pressure it is possible
that the particles will evaporate off before the detection event. However, in
this case it is likely that large amounts of explosives vapor will be present
around the explosive charge since it is very difficult to make air-tight seals
on a container. For detection of explosives with low vapor pressure a particle
sampling system needs to be developed.

ESSEX will directly sample the air, making the sampling process very
fast. Soaked-up vapor from the person or item under inspection will be an-
alyzed by means of highly selective, molecule-specific laser ionization fol-
lowed by mass measurement. The resulting two-dimensional data will be
compared to a database and the result will be processed automatically into
a “yes/no” decision on whether an explosive is present so that no human
interpretation is required. The high specificity of the data admits advanced
data processing, making it possible to perform situation and threat analysis
even under circumstances of uncertain, incomplete, and contradicting infor-
mation.

ESSEX will combine high sensitivity (limit of detection, or LOD, in the
low-ppt range) with fast sample processing that allows detection within a
few seconds. Furthermore, the system can be upgraded to detect more sub-
stances when new threats emerge. The finalized ESSEX system could also be
expanded to include particle collection for detection of low vapor pressure ex-
plosives and even chemical and biological warfare agents. Its uniqueness lies
in the highly selective ionization scheme and the simultaneous detection of



38 HENRIC ÖSTMARK ET AL.

two independent molecular properties—ionization energy and mass—which
results in an extremely low false alarm rate and the unmatched adaptivity to
new threat substances.

At present, systems comparable to ESSEX, developed for other purposes
than explosives detection are comparable in size to present security check-
point systems, including the input/output control stand. However, using mod-
ern components such as smaller lasers and mass spectrometers the system
can be made much more compact. Thus it can easily be implemented in the
current screening portals at airports and checkpoints or in other places where
inspection is needed. It will be mobile and very easy to operate. It will also be
possible to implement it at new places such as subway entrances, entrances
to important buildings or stores. Since only vapor will be sampled it is possi-
ble to place a concealed sampling nozzle and transport the air at least a few
meters to the detector which can then be placed in a separate room if this
is preferred. However, the system can be made small enough to fit into such
diverse places as a ticket machine or a ventilation system. A detection system
that has the combination of all these features—rapid throughput and ultra high
sensitivity, extremely low false alarm rate, user friendliness, advanced data
processing, and the ability to target a very large number of explosives—will
provide a uniquely powerful tool for security personnel at airports and other
checkpoints, concealed or open.

In developing ESSEX, we will address the recommendation from the
Committee on Assessment on Security Technologies for Transportation to
“Explore new technologies with higher chemical specificity that are capable of
detecting a wider range of explosive, chemical and biological threat materials.”
The necessity for such detection methods has been accentuated by the London
bombings of July 7, 2005. Incorporation of just two “new” threat substances,
TATP and HMTD, requires extensive research and modification of the existing
hardware. With ESSEX, incorporation of new threat substances is a matter of
updating the database.

6.2. Overall Methodology

The LI–MS detection method combines the two different physical principles
of optical spectroscopy and mass spectrometry, giving information about two
different molecule-specific properties: their mass and the energy of a molec-
ular specific level. The REMPI technique performs the laser ionization in two
steps. Figure 1 shows the simplest form of REMPI, which uses two photons
of the same energy. Absorption of a first photon excites the molecule from the
ground state to a molecule-specific energy level, and absorption of a second
photon ionizes the molecule.
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Figure 1. The REMPI process

The mass of the ion is then measured by means of a time-of-flight mass
spectrometer (TOF-MS) or ion trap mass spectrometer (IT-MS), in which the
ions are accelerated by an electric field and the flight time is measured. From
the flight time of the ion the mass can be deduced.

For a molecule to be ionized, the energy of the laser photons must match
the first excitation step. Therefore, the laser ionizes only molecules with a
matching molecule-specific energy level. Since mass measurement is exclu-
sively possible with ions, no molecules other than the targeted molecules will
be detected; thus there is no interference from the surrounding environment.
LI is a “soft ionization” method, which produces exclusively or predominantly
the parent molecular ion; i.e., fragmentation of the ion into smaller pieces is
negligible in most cases.

The REMPI technique results in a higher degree of chemical selectivity
than ordinary LI due to the resonance of the first step. By proper choice of the
laser wavelength for REMPI, only molecules having a level resonant at the
energy of the laser photons will be ionized. This method has proven effective
for the detection of one trace compound at ppt levels in the midst of others,
including molecular isomers in the gas phase [3–6]. REMPI is also a very
effective ionization method, which makes it highly sensitive.

A large number of explosives pose a threat now or may do so in the future.
Since measurements for each substance today typically need 1 s (can be im-
proved), it is necessary to use intelligent data processing with a combination
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of inputs from different sources to determine which substances to look for
at each time. Such information can come from various sources. The operator
can provide input (online if desired) based on the current threat situation. It
is also possible to use less specific ionization methods such as single photon
ionization or electron ionization to provide information about what may be
present and what can definitely be excluded. This provides a threat assessment
based on each detection situation and can be a basis for deciding which sub-
stances to investigate more thoroughly. The presence of other substances that
are not in themselves dangerous but have higher vapor pressure and thus are
easier to detect (e.g., plasticizers used to formulate military and commercial
explosives) can also serve as a warning that warrants more thorough search.

6.3. TOF-MS Detection

The main advantages of the TOF-MS technique are simple and rugged design,
high transmission of ions, and ability to acquire a complete mass spectrum
for each laser pulse.

Since the ion yield is dependent on the laser wavelength and the mass-
to-charge ratio of the ionized molecules are determined by the TOF mass
spectrometer we have established a two-dimensional detection scheme based
on the combination of laser absorption spectroscopy and mass spectrometry.
This combination produces a high degree of selectivity at very low concen-
tration levels on a real-time basis, which is a critical feature for the reduction
of false alarm rates.

The described approach is similar to the well-established GC/MS tech-
nology. However, instead of measuring the retention time dependent Mass
Spectra we exchange the retention time with the more quicker and efficient
wavelength dependent laser ionization.

We envision a completely computer controlled instrument which is able
to rapidly and simultaneously detect through this two-dimensional scheme as
many compounds as required for any given application. A schematic drawing
of the experimental setup is shown in Figure 2.

6.4. IT-MS Detection

To further improve the capabilities of LI–MS, we plan to build a prototype with
an ion trap mass spectrometer instead of a TOF. IT-MS has further advantages
compared to TOF-MS. First of all it is very compact enabling a very small and
compact final product. Like the TOF-MS it is pulsed and can acquire a full
mass spectrum for each pulse. It stores all ions from a pulse in an ion trap and
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Figure 2. Setup for LI–MS detection. A laser beam from the frequency-doubled dye-laser,

pumped by an Excimer laser ionizes the molecules from the sample inside a vacuum chamber.

The sample gas is introduced into the chamber through a pulsed valve. The ions are extracted

into the TOF-MS. At the end of the MS an ion mirror reflects the ions towards the detector

selectively ejects all ions of a certain mass. This way, like the TOF, no ions
are wasted. The pulsed nature of the IT-MS makes it ideal for combination
with laser ionization. Furthermore, the IT-MS has better sensitivity than a
TOF-MS and it is possible to use a higher working pressure of the system.
The latter means that it is possible to sample larger volumes of air with each
pulse which also gives a better sensitivity. IT-MS also has capability to do
MS–MS, i.e. to select a certain mass fragment for further fragmentation.
This is an excellent tool for identification of a substance in cases where the
selective laser ionization step fails and so provides a backup solution for
difficult cases.

6.5. Physical Principles Behind Jet-REMPI–MS

With REMPI the ionization happens in two steps. The absorption of the first
photon leads to the population of an excited molecule-specific level. Only the
second absorbed photon results in the release of the electron. The ionization
efficiency for REMPI can be extremely high, and ionization efficiencies from
1% to 10% have been reported [6].
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High signals are thus produced with no physical or chemical preprocess-
ing required. Many rovibrational levels in the excited state can be used for
REMPI. The choice of level is influenced by ground state population, ex-
cited state lifetime, energy gap to the ionization potential, and disposition for
fragmentation.

The sensitivity and specificity for REMPI can be dramatically improved
when performed using gas cooling via a supersonic jet (jet-REMPI). In a
supersonic jet, the adiabatic expansion leads to dramatic cooling, providing
temperatures down to approximately 18 K [1]. This cooling greatly simplifies
the spectra, producing narrower and stronger electronic transitions. The lower
gas temperatures lead to population of fewer rovibrational levels, which in
turn produce larger peak signals in the REMPI spectra, thus sensitivity is
improved. Also, selectivity is improved because there are fewer absorption
lines of other molecules that might interfere with the absorption lines of the
target molecules.

Figure 3 provides an example of the improvement in ionization selectivity
due to cooling. The figure shows optical spectra for toluene with cooling,
where air is the carrier gas, and without cooling. With cooling, a tremendous
reduction in the spectral line widths is observed.

Ions produced by laser photon ionization are ideally detected using a
time-of-flight mass spectrometer (TOF-MS) or an ion trap mass spectrometer
(IT-MS), which takes advantage of the pulsed nature and well-defined tem-
poral character of laser ionization. The simultaneous detection by mass and
wavelength yields a two-dimensional detection scheme (see Figure 4) based
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Figure 3. REMPI spectra of toluene at 300 K and supersonically jet cooled. Cooling of internal

molecular degrees of freedom (rotation, vibration) in a supersonic beam results in a very narrow

line allowing high-resolution gas-phase UV spectroscopy to be performed
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on wavelength and mass. As shown in the figure, an extremely high chemical
selectivity is obtained. This is crucial when identifying one trace compound
in the midst of many other similar ones.

6.6. Inlet System

The sensitivity and specificity for REMPI can be dramatically improved by
using cooling with a supersonic jet based inlet [8]. This cooling greatly sim-
plifies the spectra, producing narrower and stronger electronic transitions and
allows sampling directly from air. Sampling the air directly has the enormous
advantage of being very fast since no extra sample preparation is necessary.

6.7. Energetic Materials as Target Molecules

Energetic materials are molecules of different classes of substances that have
different physical and chemical properties with respect to each other. It is
therefore likely that the optimal ionization scheme will vary with the type
of explosive studied. Therefore a number of ionization schemes should be
investigated. The generality of the experimental equipment allows the imple-
mentation of different schemes.

6.8. Possibilities for Data Processing and Presentation

An important feature for this type of system is incorporation and refinement
of data from one or more sources. A source could be a threat assigned by the
operator, a threat assigned through networked information, or the result from
a sensor. The system needs to be able to handle uncertain, incomplete, and
contradicting information and still perform a situation and threat analysis and
present it in an easily understandable format for the operator. To have flexi-
bility and retain the possibility of using the instrument in different situations,
it will be important to make this a networked information communication
and processing system, interconnecting the human operator, an intelligent
computing system, and a distributed sensor system. The computing system
should be able to control where the sensors scan, based on input from the
human operator and the results from previous scans.

Data processing and presentation of the results are two very important
factors for this type of instrument. The LI–MS detection method is very well
suited for advanced data processing in several ways.

The method is adaptive and can therefore be trained for new threats. This
means that the instrument can easily be updated via a CD or USB memory
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to detect a substance that has not been included in the database at the time
of manufacture as soon as the threat has been identified and laboratory mea-
surements have determined what parameters should be used.

The number of explosives that pose a threat now or may do so in the future
is very high. Since measurements for each substance would typically need
one to a few seconds it is necessary to use intelligent data processing with a
combination of inputs from different sources to determine which substances
to look for at each time. Such information can come from various sources.
The operator can provide input based on the current threat situation. It is
also possible to use less specific ionization methods such as single photon
ionization or electron ionization to provide information about what may be
present and what can definitely be excluded. This can be a basis for which
substances to look for.

The difficulty to find a certain substance varies with (among other things)
its vapor pressure. Substances with high vapor pressure are easier to find
because more molecules will be present in gas phase. Some explosives have
high vapor pressures and are easier to find than others with very low vapor
pressures. With an intelligent data processing system, the presence of other
substances that are not in them selves dangerous but have higher vapor pressure
can serve as a warning that warrants a more thorough search. Such substances
can for example be plasticizers used to formulate military and commercial
explosives.

Depending on the input from these sources, when in doubt, a decision
to make a longer measurement to look for a certain explosive can be made.
Since the method is integrating, a longer measurement will give a more reliable
result.

All these decisions can be made by the instrument itself without help from
the operator (apart from input about the current threat). The result that the
operator will see is a response of the type “yes”, “no” or “maybe”. In case
the response is “maybe” the amount of risk should be stated and a course of
action should be suggested. An example: “There is a medium risk that there is
RDX present. A longer measurement time of one minute is suggested.” The
longer measurement time required in uncertain cases should be tolerable even
at situations where a lot of people need to be screened since the time needed
for some people will be much shorter.

6.9. Performance Characteristics

A fully developed ESSEX system would consist of a LI–MS detection unit
and a data collection, processing and presentation unit. The system would be
designed for ease of use and would require little or no user interaction. Due to
the time limitations of this project, the prototype system proposed here will
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not have fully developed data processing and presentation but will require
more skill from the operator. However, the possibilities for the system with
this part developed are also described below.

It is difficult to estimate how far away from an object explosives vapor
from high vapor pressure explosives are available for detection in high enough
concentrations. This depends very much on the local conditions such as drafts
and turbulence in the air from people walking or ventilation systems but also
on the detection limit of the detection method in question. However it has
been reported that TATP has been detected 2 m downwind from the source.
This would be quite enough to make clever sampling in many cases, e.g.
by sampling at narrow passages and providing an artificial draft in the right
direction from where people pass. It is not known to us which detection method
was used and what sensitivity the instrument had, but it should be noted that
if a more sensitive method is used, this distance may be increased.

Unique aspects of the finalized ESSEX-system are:

� High detection selectivity. This leads to very few false positives as well as
the possibility to extend the number of interrogation substances and adapt
the system to emerging threats. The high selectivity makes ESSEX highly
resistant to interferences from other substances and not prone to saturation.
The high selectivity is due to the two different selection criteria: excitation
wavelength and mass of target molecule.

� High detection sensitivity. High sensitivity makes it possible to detect a very
small amount of trace residues. This may reveal a concealed explosive device
or detect traces from handling of explosives on a person’s hands, clothing
or luggage. Estimated LOD is in the low-ppt regime. High sensitivity is a
result of the resonant ionization process, giving an ionization yield as high
as 10% and discriminating all contaminants of the sample.

� High throughput. An estimated average screening time of 10 s makes it
possible to conduct a thorough search for threat substances on 360 persons or
objects per hour. Depending on the threat situation, the operator can choose
between maximizing throughput and minimizing the false alarm rate. The
relatively short interrogation time results from the combination of two very
fast techniques: laser ionization and time of flight mass spectrometry.

� Vapor sampling. Volatile explosives with high vapor pressures (e.g., TATP)
will be sampled directly from the vapor phase, whereas for explosives with
low vapor pressures (e.g., RDX), particle sampling is probably needed.
ESSEX could be developed for concurrent vapor and particle sampling but
for this particular project only vapor sampling will be developed.

� Advanced data processing. ESSEX can perform situation and threat analy-
sis in circumstances of uncertain, incomplete or contradicting information.
This could include decisions on where to scan and the integration time
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needed to resolve the uncertainty. Input from the operator on the current
threat situation is not required, but could be given. The result will be pre-
sented as a yes/no decision on whether an explosive is present. Following
a yes decision, the identity of the threat substance will be given. Advanced
data processing is possible due to the precise, two-dimensional data obtained
upon analysis.

� Expandable, threat adaptive detection possibilities. As new threats emerge,
the database can be expanded to incorporate them. Thus the ESSEX system
can be upgraded and fully operative in screening for new threats in a very
short period of time simply by inserting a CD or USB memory. It will also
be possible to upgrade the system to detect additional substances such as
chemical warfare agents, drugs, or other illicit substances. The total number
of target molecules that can be included is not limited, but if a full interroga-
tion scheme is to be performed, the interrogation time will increase with the
number of target molecules. The intelligent data processing system could
be used to speed interrogation by selecting the most likely target molecules
based on the current threat assessment. The database is expandable due
to the high specificity in both excitation wavelength and mass spectra in
combination with the discrimination of background substances.

� Networked information, communication and processing. This will enable
the system to take input from the operator (if desired) as well as perform
near-real-time evaluation of the situation. It can thereby adjust the accuracy
relative to the speed needed in the current scenario. Parameters that could
be varied are interrogation time, choice of interrogation substances, and the
choice between maximizing throughput and minimizing false alarm rate.
The analysis can be targeted toward substances that, from other evidence,
are suspected to be present. If a certain yes/no response cannot be given for
a specified threat substance, the interrogation can automatically be repeated
for that specific substance with an increased interrogation time.

6.10. Comparison with Existing Systems for Trace Detection

In a way, the best available method to find illicit substances by trace residues
today is canine detection. Compared with technology-based trace detection
systems, dogs have excellent mobility and the ability to follow a scent to its
source. They can in principle be trained to detect all explosives, but there is
a limit to the number of targets for which a dog can be trained (e.g., dogs
used in the US military are typically trained for 9 explosives). Disadvantages
with canine detection include limited duty cycle (∼1 h), their need for reg-
ular training (also when not used), high costs related to the care of the dog
(food, veterinary care, constant contact with the handler) and the inability to
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communicate the type of threat to the handler. The performance of the dog
varies very much for each dog/handler team.

The most common commercially available detection method used today
as a screening tool at airports is IMS, which is quite sensitive, easy to use,
field deployable and available at reasonable cost. However, it has several limi-
tations, discussed for example in “Opportunities to improve airport passenger
screening with mass spectrometry” by the Committee on Assessment of Se-
curity Technologies for Transportation [2]. Two of the limitations are the
relatively low chemical specificity, resulting in a higher level of false alarms,
and the limited number of explosives concurrently detectable. A recommen-
dation from the committee was to “Explore new technologies with higher
chemical specificity that are capable of detecting a wider range of explosive,
chemical and biological threat materials.” The committee also expected MS-
based systems to be capable of alarm thresholds 1000 times lower than IMS
systems due to the higher chemical specificity. The context of this statement
was airport security but it holds equally true for other applications such as
detection of suicide bombers.

Some detection methods are able to give fast response for one single sub-
stance. One such method is surface acoustic waves (SAW), in which a specific
selective coating is used to achieve chemical specificity. The selectivity is very
good, but the range of compounds detectable is very limited and only useful
for very specific tasks.

A common way to address the low specificity of detection methods is to
add a GC step to achieve temporal discrimination of signals from different
molecules. This can be used in conjunction with IMS, SAW, MS, and other
methods. The longer the GC column, the more separation is achieved but
also the longer it takes. Therefore, there is a trade-off between increasing the
specificity and maintaining a high throughput.

Table 1 compares current explosives detection technologies. It should be
noted that the methods selected here are only examples. Among commer-
cially available systems are many combination methods as well as completely
different methods that are not mentioned here.

The ESSEX detector has the advantage of being very selective due to the
combination of resonant laser ionization and mass spectrometry. The reso-
nant laser ionization serves as a preselection step for the mass spectrometric
measurement, much as GC is a preselection step for many methods. The dif-
ference is the speed with which ESSEX can make this step compared with,
for example, GC. The detection limit is expected to be very low (ppt range)
for most substances, and the high selectivity should allow for a low alarm
threshold compared with IMS, which helps maintain a low effective detection
limit. The low chemical specificity of IMS systems makes them susceptible to
interferences from many substances present in the surrounding environment
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TABLE 1. A comparison of some currently existing explosives detection technologies.

Among commercially available systems are many combination methods

Attribute ESSEX Dogs IMS GC–MS SAW/GC–SAW

Measurement time Fast Fast Fast Slow Slow

Throughput rate High Low High Low Low

Detection limits ppt/ppb <ppb ppt ppt ppb

Molecular

selectivity

Best Poor Best Good/fair

Range of

compounds

Good

expandable

Good trainable

response

Poor Good Poor/good

Number of

compounds

Excellent 9 6–10 Excellent 1/good

Typical operational

conditions

No

consumables

High

consumables

Radioactive

ionization

source

High con-

sumables

Apparatus

dependent

Application

remarks

REMPI in

pilot/field

use

Capabilities

decline with

time; fatigue

Available as

hand-held

system for

civilian and

military

(CAMS)

Field

systems

available

Very small, robust.

Basis for JCAD

(joint chemical

agent detector)

such as perfumes and hand creams. This can sometimes be exploited to sup-
press a positive result, thus avoiding detection of concealed explosives. Due
to the higher specificity and discriminating ionization process of the ESSEX
detector, the problem with interferences and false negatives from suppression
will be avoided.

6.11. Future Potential

The potential for further development of this technique is excellent. The detec-
tion method itself is very general and applicable to a wide range of substances.
This means that the database could be expanded to include drugs and chemical
agents.

Many explosives have vapor pressures that are too low to be present in
air in sufficient quantities even for extremely sensitive detection methods.
Nevertheless, dogs can often detect explosives at these conditions. Although
their method of collection is not fully understood, the current hypothesis is
that dogs inhale either dust particles with explosives adsorbed on the surface
or small explosives particles along with the explosives vapor. Therefore, for a
trace detection system to work for low vapor pressure explosives, appropriate
sampling of particles is necessary. Even though particle sampling systems are
available for combination with other detection methods, they can probably
not be used unaltered with ESSEX.



50 HENRIC ÖSTMARK ET AL.

Technical development allowing fast changes of wavelength (i.e., change
of target molecule) with good accuracy and higher laser frequency will result
in a faster system. The limiting factor will then be the time necessary for
particle collection. Increasing the scan speed and repetition rate of the laser
will decrease the detection time and thereby the throughput rate. Alternatively,
more substances can be targeted in each interrogation or the integration time
can be increased to further lower the signal-to-noise ratio (S/N). If the repeti-
tion rate of the laser can be increased by a factor of 100, the S/N will improve
by a factor of 10.

Better ion optics and detectors can improve the sensitivity of Jet-REMPI
systems with up to 100 times compared to systems with parallel plate ion
extraction and MCP detectors [9]. Such improvement would enable detection
further from an object or detection of explosives with lower vapor pressures
at shorter distances.
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7. HIGH SPEED MID INFRARED DETECTION OF EXPLOSIVES
USING LASER SPECTROSCOPY

A. Hofmann and A. Lambrecht
Fraunhofer Institute for Physical Measurement Technology IPM,
Heidenhofstrasse 8, D-79110 Freiburg, Germany

Abstract. A prototype of a laser spectroscopic gas detection system will be
developed which allows high speed detection of explosives around a person or
a mobile object up to distances of 1 m. High speed detection is a prerequisite
for moving targets (e.g. on a conveyor belt) or for fast screening of persons
and/or objects. A vision of such an instrument could be similar to a vacuum
cleaner.

Key words: middle infrared, explosives detection, laser spectroscopy, high
speed sensing

7.1. Introduction

First activities of the Fraunhofer Institute of Physical Measurement Tech-
niques (IPM) within the context of the proposed project are described. A
project plan including a description of the detection device and several appli-
cation scenarios is also presented.

7.1.1. BACKGROUND IN OPTICAL SYSTEMS

Fraunhofer IPM has been working for several years in developing and as-
sembling complex optical measuring devices as well as constructing laser gas
spectroscopy systems.

Several systems developed by Fraunhofer IPM prove the institut’s compe-
tence in establishing complex, reliable, robust and accurate optical systems,
for example:

The cine film recorder “Arrilaser”, a laser imaging system which records
digital or digitised pictures on cinema projection film, has been awarded the
“Scientific and Engineering Award” by the Academy of Motion Pictures Arts
and Science in 2002. The system triggers three lasers simultaneously at a high
speed of 30 ns achieving an accuracy within per mille. High speed, high pre-
cision and high resolution are the basis parameter of its commercial success.
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The Microscopic Particle Monitor, automatically reconstructs a 3D-
picture of trapped bio aerosols. These aerosols are counted, analysed and
classified according to their species independent of their actual spatial posi-
tion in the trapping membrane. The membrane is automatically exchanged
several times per day and analyzed inside the monitor system. The system
distinguishes itself by its robust design and its autonomous operation even
under extreme weather conditions.

Reliable operation regardless of weather conditions is a major feature
of Fraunhofer IPM’s railroad measurement systems, too. Attached in front
or on top of a measurement train driving at velocities of about 200 km/h,
IPM’s clearance profile scanner or contact wires wear positioning and degree
measuring systems are running in over 20 countries worldwide. Laser scanning
technology is used and achieves data acquisition rates of 1 MHz with a 2D-
positioning accuracy of 0.1%. Reliable operation is guaranteed at ambient
temperatures from −20 ◦C to +50 ◦C.

7.1.2. EXPERIENCE IN LASER GAS SPECTROSCOPY

In the area of laser spectroscopy Fraunhofer IPM has shown its expertise in
several measurement devices for a wide range of applications. The highest
accuracy and selectivity for molecules in the gas phase is achieved by MIR
laser systems, as the fundamental vibrational band of most molecules is in
the MIR range. Fraunhofer IPM has developed MIR-laser based gas detection
systems which are able to detect various industrial or traffic trace gases over
distances of several meters. These measurement devices are equipped with
Quantum Cascade Lasers (QCL). QCL are as small as visible semiconductor
lasers and can be run at ambient temperature in pulse mode. If a QCL emitting
in the spectral absorption band of the gas of interest is available, a suitable
source for an accurate and selective gas measurement system can be build.
Fraunhofer IPM has already assembled and tested a compact laser MIR spec-
trometer, which can detect small gas concentrations over distances of about
20 m. The measured detection limits, normalized to distance of 1 m and an
integration time of 1 s, were 54 ppb for NH3 (at 10.33 μm), 189 ppb for CO2

(at 4.3 μm) and 1.9 ppm for NO (at 5.45 μm). The system has shown a good
long term stability [1]. In Figure 1 measurement results using NO gas with
concentrations up to 150 ppm are shown. As the clip shows in more detail the
gas concentration was changed in defined steps.

Similar measurements were done with CO. The over all drift was mea-
sured to be 1.3 ppm over 8 h at a concentration level of about 40 ppm. The
measurements are also described in detail in [1].

In addition to long-term stability tests fast gas measurements at extremely
dynamic gas exchange rates are performed. Fraunhofer IPM developed and
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Figure 1. Stability of MIR laser spectroscopy system measuring NO gas concentration. A

statistical data analysis was performed in the indicated sections (a), (b), (c) and (d)

constructed a Dynamic Exhaust Gas Analyzing System (DEGAS) for measur-
ing the dynamic gas change rates of an automobile engine running at several
thousand rotations per minute. The DEGAS system is developed for engine
test beds equipped with twelve measuring channels measuring three gas com-
ponents each at four different locations. The time resolution of the DEGAS
system is 5 ms which allows distinguishing the gas exchange in the exhaust
area. This fast measurement rate is due to a very effective probe sampling and
commutation device. In [2] the system and measurements are described.

Fraunhofer IPM has also realized a small and fast gas measuring unit
measuring the CO2 for breath testing. Using a VCSEL laser at 2 μm a time
resolutions of less than 1 ms was achieved. The dimension of the device could
be reduced to a convenient handheld, battery driven system. In Figure 2 results
of VCSEL stability and accuracy measurements of CO2 are displayed. From
the CO2 data a noise equivalent concentration (NEC) of 0.1% CO2 can be
determined [3].

7.2. Proposal for a Fast Explosive Detection System Using
MIR Laser Spectroscopy

For the real-time detection of explosives a fast analysis of the signals is crucial.
We envisage a measurement system which evaluates real-time data in a time
scale of about 10 ms. The basis of the method is laser spectroscopy in the mid
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Figure 2. CO2 measurement using a VCSEL source at 2.0 μm

infrared (MIR) where highly selective and sensitive detection of gases can be
performed. The ultimate time resolution of such a system is limited by the
time to scan a single rovibrational absorption line of a molecular gas. Using
pulsed QCL this can be done in less than a microsecond. The system will be
used as non-contact sampling unit. Depending on the scenario a stationary
unit sampling up to 1 m or a transportable unit working at distances of about 10
cm can be realized. The sales price of the system should not exceed 40,000˚
in order to guarantee its prevalence. This will be achieved using a modular
design.

The complete system consists of sampling unit, detection unit and analyz-
ing software, shown in Figure 3.

7.2.1. SAMPLING UNIT

We propose a sampling system similar to a vacuum cleaner complemented by
a pulsed air blowing. The functional details are shown in Figure 4. Naturally,
the sampling distance is limited by the power of the airflow, especially for a
mobile solution. However, sampling generally is faster, more sensitive, has a
lower false alarm rate than non-sampling methods. Furthermore, it could be
realized at lower cost. By laboratory tests using powerful equipment we shall
investigate whether sampling distances up to 1 m are feasible. For the mobile
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Gas out

MIR channel

NIR channel

Figure 3. Schematic drawing of system design composed of sampling unit, detection unit and

analyzing tools

prototype “Speedmex-vacuum cleaner” a compromise between sampling dis-
tance and system size/power will be established.

Practically the time resolution is limited by the gas sampling system. The
sampled dusty air will be prefiltered with a cyclone to remove heavy objects.
An additional filter will guarantee that no objects bigger than several 100 μm
will pass the filter. Particles smaller than some 100 μm will be able to pass
and subsequently pyrolyzed. The pyrolysis of the small particles will be done
in a catalyst coated ceramic membrane which is heated up to 1000◦C. A
soot trap next to it will catch most of the remaining solid leaving only gas
to pass on to the optical detection unit. In the optical detection unit quite
constant environmental conditions with a slight low pressure of 500 mbar and
temperatures of about 40–90 ◦C will prevail.

Filter

Cyclone

Blow channel

Suction channel

Pyrolysis

Soot trap

Figure 4. Functional details of the sampling unit
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The resulting gases will be guided into an optimized low volume long
optical path gas (White) cell. An overall measuring rate in the 10 ms range
is feasible. This has already been proved by IPM for automobile exhaust
analysis. All parts of the sampling unit can be demounted easily for a fast
cleaning service on site.

7.2.2. OPTICAL DETECTION UNIT

We shall concentrate our measurements on NO as a special chemical
substance/marker typical for explosives. Fast NO measurement using QCL
was already demonstrated at Fraunhofer IPM. NO will be generated by py-
rolysis with a suitable catalyst material (e.g. CuO/Pt) at temperatures in the
800–1000◦C range. Additionally we shall employ a fast CO2 measurement.
Simultaneously normalizing the NO to the CO2 signal of the same sample
volume in the cell is a significant advantage of the proposed method. Most
dust particles give CO2 signals. The intensity of the CO2 signal depends on
the particle size. Thus, the false alarm rate is expected to be greatly reduced
by normalization (see Figure 5).

NO is determined using a pulsed QCL at approx. 5.3 μm, CO2 is de-
termined with a surface emitting laser (VCSEL) emitting at 2.0 μm in cw
mode. Both detection techniques can be combined with the same sample cell
and measurement rates below 10 ms are feasible. NO can be detected to a

M
I
R

M
C
T

Gas Out Gas In

NIRIn Gas

Figure 5. Functional details of the optical detection unit
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resolution of 1 ppm, CO2 can be detected down to 10 ppm. The detection
units — MCT detector for the MIR and InGaAs detector for the NIR — can
be driven at room temperature. The optical setup will be modular; therefore
an easy exchange of the QCL can be accomplished on demand in cases where
alternative wavelengths have to be measured. This setup is based on a compact
White cell which is described in [4].

7.2.3. SYSTEM CONCEPT AND PROPOSED SPECIFICATIONS

The system is designed as modular system usable as a stationary system for
probe distances up to 1 m, as a transportable system in a vacuum cleaner
design or even as portable system for an unobserved use in crowds as a
backpack design. The system will achieve a high sensitivity in the 1 ppm
range for NO detection. The detection speed will be 100 ms per measurement
resulting in real-time observation in fast changing surroundings. It will achieve
high selectivity, as there are no cross sensitivities between different pollutants
due to the dual wavelength measurement of NO and CO2. The sales price
should be around 40,000˚ allowing a common use of the detection device. A
development time of two years for a prototype device is feasible.

Compared to other solutions available on the market this system will fea-
ture high sensitivity and selectivity, high detection speed, contactless detection
and no need for disposals.

7.2.4. OUTLOOK

Several application scenarios for the envisaged explosive detection system are
conceivable due to its modular construction. Two possible applications are:

� A stationary detection system for permanent monitoring of packages at air-
ports, harbors or at customs could be installed next to a conveyor belt. Non-
contact detection allows for an automated observation of several packages
of different size within a time span of one second is feasible. The detection
unit can be adapted to the existing cycle.

� A transportable detection unit could be used for the observation of persons,
e.g. at the entrance of big public events. The operator will carry the de-
tection unit on his back, the air intake can be realized as a short flexible
tube or may be hidden in the operator’s cloths. As we are dealing with a
non-contact detection system, the operator who moves through the crowd
remains unsuspicious. The operator moseys between the people and can re-
late explosives to passing individuals due to the fast detection. Identifying
dangerous individuals before they enter a public event is therefore possible.
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8. REMOTE DETECTION OF EXPLOSIVES BY ENHANCED
PULSED LASER PHOTODISSOCIATION/LASER-INDUCED
FLUORESCENCE METHOD

Talya Arusi-Parpar1 and Izhak Levy
Atmospheric Optics Group, Electro-Optics Division,
Soreq NRC, Yavne 81800, Israel

Abstract. A unique scheme for remote detection of explosives has been
demonstrated. High detection sensitivity was achieved by an exclusive com-
bination of two processes: Explosive vapor detection by PLP/LIF (pulsed
laser photodissociation/laser-induced fluorescence) with vapor concentration
enhancement by remote evaporation. The basic PLP/LIF method was demon-
strated on TNT in the vapor phase with a detection sensitivity higher than
1 ppb m. Remote vapor enhancement improves detection capability by about
three orders of magnitude enabling remote detection of explosives with ex-
tremely low vapor pressures. Remote detection of RDX, PETN and C4 from
several meters is presented. Updated experimental results and calculations
show that the enhanced PLP/LIF method is a promising tool for detection
distances of up to ten’s of meters.

Key words: explosives, photodissociation, remote detection, laser-induced
fluorescence

8.1. Background

Most of the existing high sensitive methods for detection of explosives in-
volve sampling of air or traces around the suspected area, and analyzing it by
different means [1–5].

However, these methods are time consuming and require physical ap-
proach to the suspected area. Other conventional methods based on X-ray,
gamma ray detection and nuclear resonance absorption [3,4,6] cannot be ap-
plied as remote sensing tools. Furthermore, there is a need for sensitive remote
detection of explosives. The demands from such methods require detection
of trace levels of explosives in ambient conditions, in situ and in real-time.

1E-mail: parpar@soreq.gov.il
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Over the last few years optical techniques, particularly those based on
laser spectroscopy, were intensively investigated in order to develop a highly
sensitive optical explosives detector. The use of laser technologies for the
detection and identification of organic molecules and explosives has been
utilized by a variety of approaches. Methods such as resonance enhanced
multiphoton ionization (REMPI) spectroscopy [2], laser surface photofrag-
mentation [7] or vapor detection by mid-infrared absorption in special ab-
sorption cells [8, 9], are ultra sensitive detection methods, widely utilized
for the close range detection of dangerous molecules or pollutants. For re-
mote detection, Raman spectroscopy [10, 11], and infrared vapor absorption
have been extensively considered [12]. However, those methods are generally
not sensitive enough for detection of explosives at low concentration levels
because of the relative low cross-sections of these processes. Few are the
approaches, such as laser-induced breakdown spectroscopy (LIBS) [13] and
pulsed laser photodissociation/laser-induced fluorescence (PLP/LIF) [14–16]
which combine high sensitivity with the option to be extended to a remote
detection tool [17–21]. Our latest experimental results, updated as to March,
2006, show the ability of highly sensitive remote detection of nitro-based
explosives at ambient conditions by the use of enhanced PLP/LIF method.

8.2. PLP/LIF Detection Method

Most of the high explosives are nitro-based with similar molecular structure
with vapor pressures in the range of ppb to sub-ppt at room temperature. Re-
mote detection of such extreme low vapor concentrations is a very challenging
task. The basic detection concept demonstrated at NRC Soreq consists of two
progressive steps produced by the same laser beam pulse. The first step is
the photodissociation of the explosive molecule, whose photofragments in-
clude vibrationally excited NO radicals. The second step is the detection of
vibrationally excited NO photofragments utilizing laser-induced fluorescence
(LIF) method. Figure 1 describes the relevant electronic and vibrational levels
for NO showing the excitation from the second excited vibrational level in
the electronic ground state to the lowest vibrational level in the first excited
electronic level and the relevant fluorescence transitions back to the elec-
tronic ground state vibrational levels. This method relies on the production of
energetic NO radicals during the photodissociation process, therefore when
detecting different nitro-based explosives, the same fluorescence wavelength
will be collected, detecting but not identifying the specific explosive.

There are two important advantages in detecting the vibrationally ex-
cited NO radicals over detecting the ground state NO produced by the
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Figure 1. Ground and first excited electronic levels of NO describing the relevent detection

scheme by laser-induced fluorescence

photodissociation. The first lies in the fact that the collected fluorescence
is at shorter wavelengths than the exciting laser in contrast to the fluorescence
occurring from either the explosive molecules or other molecules existing
in air. Second, there is no background fluorescence from ground state NO
present naturally in air. On the other hand the main difficulty arises due to
working at ambient conditions by the dramatic shortening of the NO fluores-
cence lifetime. At atmospheric air pressure the fluorescence lifetime of the
NO is just ∼1.5 ns due to strong quenching caused mainly by oxygen.

We chose to detect NO produced from the photo-fragmentation of the
explosives in the second vibrational level over that produced to the first, in
order to reduce the possibility of detecting thermally vibrationally excited
background NO radicals, which are present in air, thus reducing the probability
of false alarm.

The basic PLP/LIF method was demonstrated on TNT vapor from 2.5 m at
ambient conditions [15,16]. The equilibrium vapor pressure of TNT at room
temperature is about 10 ppb. Therefore, with the basic PLP/LIF method, a
sensitivity higher than 1 ppb m was demonstrated. Even though, this method
is applicable for all explosives containing functional nitro groups, much
higher detection sensitivities are required to detect explosives such as RDX
(cyclotrimethylene trinitramine), PETN (pentaerythritol tetranitrate), SEM-
TEX (an RDX and PETN mixture with additional plasticizer), etc. due to their
much lower vapor pressures.
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8.3. PLP/LIF Experimental Setup

The experimental setup included a Spectra-Physics Lasers system. The system
worked at 10 Hz repetition rate with output energy of 5–10 mJ at the required
UV wavelengths (∼248 nm), with a spectral linewidth of 0.1 cm−1 (FWHM)
and a pulse length of 10 ns (FWHM). The unfocused, 4 mm diameter laser
beam, was introduced to the explosive interaction region after passing through
some mirrors and folding prisms. A small amount of solid explosive material
(several mg) was positioned on a microscope slide about 1 cm below the beam
path in the open laboratory environment.

The optical detection system was positioned 20◦ relative to the beam
path at a distance of 250 cm from the interaction region. It included a 20
cm diameter, 50 cm focal length quartz lens for fluorescence collection fol-
lowed by collimation optics to enable parallel beam path through the inter-
ference filters which reject the scattering of laser light while transmitting the
fluorescence. By the use of another lens the fluorescence is focused on a
solar blind photomultiplier tube (PMT, Hamamatsu R7154). The signal, col-
lected by the photomultiplier, is transferred via a preamplifier (Hamamatsu
C5594 with a frequency bandwidth of up to 1.5 GHz) to an analog integrator
(BOXCAR—Stanford Research Systems, SR 250), where it was integrated
during a ∼15 ns sampling gate. The BOXCAR’s sampling gate was positioned
temporally on the laser pulse since the fluorescence of the NO overlaps tem-
porally with the laser pulse. The signal and the sampling gate were monitored
on a fast digital oscilloscope (1 GHz Tektronics, TDS 684A), while the data
was collected and analyzed by a computer equipped with an analog to digital
converter card (A/D—National Instruments, PCI MIO-16E-4). A National
Instruments LabView program controlled the MOPO wavelength scanning
range and scanning rate. This program was also used for data acquisition and
analysis.

8.4. PLP/LIF Experimental Results

The TNT experiments included several scans of the v′′ = 2 bandhead in
the range of 247.92–247.98 nm. The spectra presented here include a mi-
nor wavelength calibration correction compared to the ones presented in
our previous papers [15,16]. The scans included the overlapping rotational
lines of the edge of the P12 bandhead (online) and part of the wavelength
region at longer wavelengths (offline). This part of the spectrum is cho-
sen because it is easy to identify within a small wavelength tuning range
the presence of explosives by comparing the signal intensity online and
offline.
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Figure 2. Part of the A2�+(v′ = 0) ← X2�(v′′ = 2) transition of NO resulting from the

photodissociation of nitrobenzene in vacuum

Figure 2 shows part of the A2�+(v′ = 0) ← X2�(v′′ = 2) transition of
NO, taken from our preliminary results of the photodissociation of Nitroben-
zene in vacuum conditions.

A magnified view of the bandhead is presented in Figure 3, including the
online and offline regions, which were repetitively scanned during the TNT
detection experiments.
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Figure 3. The NO A2�+(v′ = 0) ← X2�(v′′ = 2) transition bandhead (magnified view of the

bandhead in Figure 2)
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Figure 4. NO spectra resulting from TNT vapor for different temperatures (vapor pressures)

detected from 2.5 m

Figure 4 shows the measured NO spectra obtained from TNT dissociation
in atmospheric background pressure for different sample temperatures (differ-
ent TNT vapor pressures). Each point in the spectrum is a result of an average
of 1000 points, meaning 100 s. In order to increase the sample concentration
we used a heating tape to control the temperature of the sample plate. It can
be seen (Figure 4) that the fluorescence signal is increasing dramatically with
temperature. We had no means of measuring the exact vapor concentration at
the interaction zone, so the calculated vapor pressure as a function of temper-
ature [22] was taken as an upper limit to the actual TNT partial pressure. It is
known [23] that the probed TNT concentration was actually much lower than
the calculated equilibrium vapor pressure. Thus, the detection sensitivity we
claim to have measured is in fact higher than named. No NO fluorescence is
measured when there is no TNT on the sample plate. Therefore, the natural
NO or NO2 in the air is not contributing to the NO signal measured from TNT.

Keeping in mind that the calculated vapor pressure at this temperature
is an upper limit to the detection sensitivity of our apparatus, the results in
Figure 4 demonstrate that we were able to detect less than 8 ppb of TNT in
atmospheric pressure background at of 24 ◦C with a signal to noise ratio of
about 10.

8.5. Enhanced Results

The basic PLP/LIF method showed encouraging results; still a much higher
sensitivity is necessary to address other explosives with room temperature
vapor pressures in the ppt region (RDX, PETN, C4, . . . ). Lately we intro-
duced a method to remotely evaporate the explosive sample thus creating
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Figure 5. Spectra resulting from TNT vapor by using the enhanced PLP/LIF method compared

to the previous results at the same temperature. A magnified view is given for the spectra

obtained without remote evaporation

much higher concentrations of the explosive material. Experiments on TNT
showed an enhancement of two to three orders of magnitude in signal with a
high signal to noise ratio and a much shorter averaging time (10 s per point)
opening the possibility of the detection of additional high explosives. In all
the enhanced PLP/LIF experiments, explosive samples of several milligrams
down to several hundreds of micrograms were positioned on a microscope
slide in the open environment of the laboratory and at room temperature with
no further heating as done before.

Figure 5 shows the comparison of the fluorescence spectra taken from
TNT vapor with and without remote evaporation at a distance of 2.5 m at room
temperature. It can be seen that an enhancement of more than two orders of
magnitude can be achieved using a much shorter averaging time. A magnified
graph of the previous results is shown within Figure 5. Furthermore, various
nitro-based explosives were tested DNT, TNT, RDX and PETN in crystalline
form and also with plasticizers, C4, Composition B and SEMTEX. For all
mentioned explosives successful remote detection was demonstrated. Pre-
liminary experiments, with other explosives such as AN (ammonium nitrate),
ANFO (ammonium nitrate fuel oil) and UN (urea nitrate) showed also promis-
ing results.

Figure 6 shows some representative spectra for the remote detection of
DNT, crystalline RDX, C4 and crystalline PETN from 2.5 m. For all spectra
we used an average of 100 pulses per wavelength (10 s). With an operational
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Figure 6. Spectra resulting from (a) DNT—Di-nitrotoluene, (b) crystalline RDX, (c) C4 and

(d) crystalline PETN

system there is no need to scan the whole bandhead, since by probing discrete
wavelengths belonging to the online and offline regions one can indicate the
presence of explosive molecules (within detection sensitivity), reducing sig-
nificantly the time needed for the detection. With our current system response
times of two up to ten seconds were measured. The major reason for this
response time is due to strong variations in vapor concentration above the ex-
plosive sample indicating that the evaporation process is of turbulent nature. In
order to reduce system response time, an optimal evaporation scheme has to be
obtained. Therefore further investigation is needed especially in understand-
ing the explosive traces evaporation mechanism and the vapor concentration
buildup above the explosive traces.

Preliminary experiments and calculations predict the capability of in-
creased detection ranges with the same signal to noise ratio up to tens of
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meters. Future plans include experimental verification of these predictions,
shortening of system response time and remote detection demonstrations in
the field.

8.6. Summary

Enhanced pulsed laser photodissociation/laser-induced fluorescence method
for remote detection of explosives vapor and trace quantities was utilized to
detect high explosives. We demonstrated the ability of remote detection from
2.5 m of explosives with extremely low vapor pressures such as RDX, PETN
and C4. The current system has a response time of up to 10 s and can be
successfully applied for distances of several tens of meters. The enhanced
PLP/LIF method is applicable to all nitrogen-based explosives and can be
extended to additional hazardous materials.
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9. GAS ANALYTICAL SYSTEM OF EXPLOSIVE DETECTION
FOR THE MANUAL CHECK OF OBJECTS AND USE IN
WALK-THROUGH PORTALS

V.M. Gruznov1 and G.V. Sakovich2

1The Design & Technological Institute of Instrument Engineering
for Geophysics and Ecology, The Siberian Branch of RAS, Siberia
2Institute for Problems of Chemical & Energetic Technologies,
SB RAS, Siberia

With a design to decrease detection limit, enhance sensitivity and expand a
field of application it is suggested to develop a gas analytical detector with air
as a carrier-gas, remote vortex sampling and sample injection with two-stage
concentration. The two-stage concentration makes it possible.

� to preset parameters of the concentrator of the first stage (preconcentra-
tor) regardless of the requirements on sample injection into an analyzer,
what gives a possibility to increase the flow rate of air pumped through the
concentrator, and thus to increase the amount of a compound in a sample
without additional expenditures of energy;

� to increase selectivity of analysis owing to the characteristics of the con-
centrator of the second stage;

� to solve the problem of sample injection from a large size concentrator into
a device.

As a base model at the first stage it is suggested to develop a gas chromo-
graphic detector with two-stage concentration, an independent remote vortex
sampler for manual check of the objects. Detection limit is 10−15 g/cm3.

The next stage is to develop a detector with automated sampling and
sample injection through the use of the stationary concentrator of the first
stage. Detection time is 10–15 s, detection limit is 10−15 g/cm3. This detector
can be used in walk-through portals and systems for monitoring air in restricted
areas (metro, railway stations etc).

The advantage of this project is the use of a two-stage automatic con-
centration in the analytical system itself based on a gas chromatograph. This
enhances the sensitivity of the analytical system by an order of magnitude, on
the one hand, and simplifies sample injection from the concentrator into the
device, on the other hand.
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10. THREAT DETECTION DC TO DAYLIGHT

Lyle Malotky, Ph. D.
Transportation Security Administration
Department of Homeland Security, USA

The treat posed to civilized societies by suicide bombers is severe and growing.
The need exists to be able to detect these devices at a distance in order to
prevent the terrorist from reaching his target. Automated detection is the
goal as the number of people at potential target locations to be screened is
in the millions per day. The suicide bomb is attractive from the terrorist’s
perspective because it is lethal, mobile and adaptable to a changing target
environment. We have seen instances of human carried suicide bombs being
successfully used to kill hundreds of innocent civilians in Israel, Russia, India,
England, . . . .

The development of tools that will allow the standoff detection of these
devices that are designed to be both deadly and invisible is a challenge. The
probe used must not only be able to penetrate the clothing of the terrorist
but detect the unique properties of the explosive. The detection challenge is

Figure 1. Background on threat
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Figure 2. Understanding the threat

Figure 3. What can we use to see the bomb

Figure 4. Quadrupole resonance portal
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Figure 5. Passive MMW imager

complicated by the number of explosives that could be used and their diverse
chemical compositions and physical properties. Differentiation of the explo-
sive and other bomb components from innocent objects or medical devices
that people may have concealed on their person depends on the ability to sense
at a distance unique physical or chemical properties of the explosives.

If we examine the electromagnetic spectra we can identify areas that offer
the potential of sensing and/or identifying concealed anomalies at a distance.
In the AM radio band, selected explosives can be detected by their quadrupole
resonance. This is not a standoff technique. The subject must stand in some-
thing like a phone booth for a few seconds, for the automated detection of

Figure 6. Active millimeter wave
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Figure 7. Active millimeter wave with video tracking

small explosive threats concealed on a person to take place. As we move to
longer wavelengths in the millimeter region (94 GHz) we can have an imaging
system that can penetrate clothing and operate in either the active or passive
modes. Sources and detectors in this area are available but the long wavelength
leads to large optics. Some vendors claim automated detection of anomalies.

As we move to higher frequencies, in the THz region (300–3000 GHz), the
resolution of objects improves (using either active or passive interrogation) as
the wavelength gets shorter. The potential for THz spectrometry exists which
would allow the extraction of specific spectral features characteristic to the
explosives, allowing their detection and differentiation from other common
objects. Challenges exist in the THz area with a lack of low cost sources and
detectors as well as radiation absorption by water vapour, in some parts of the
spectra, limiting range or perhaps even use at some frequencies.

Figure 8. Terahertz imaging/spectroscopy
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Figure 9. Thermal imager

Moving to still shorter wavelength in the infrared where the body is a strong
emitter, imaging is possible with low cost cameras. Penetration of clothing
becomes a problem at these shorter wavelengths. In the visible part of the
spectra, clothing is nominally opaque however the potential use of active
interrogation, employing either remote Raman scattering or laser-induced
breakdown spectroscopy, is possible but may require sources more intense
than may be eye safe. Visible light may also be used to look for anomalous
gate, behaviour, or drape or movement of the clothing, as well as for automatic
tracking of a suspect identified by one of the other standoff technologies.

Potential exploitable areas of the electromagnetic spectra have been iden-
tified for the detection of bombs concealed on persons. What is needed are
better sources and detectors covering the entire range as well as automated
pattern recognition and tracking to identify and follow a suspect. Finally for
electromagnetic systems to be operationally viable, not only do they need to
be effective and reliable but because of the thousands of potential soft targets
of a suicide bomber in any city, the entire system must be low cost.



11. STAND-OFF DETECTION OF CONCEALED IMPROVISED
EXPLOSIVE DEVICES (IEDS)

Rory Doyle1 and John McNaboe
Smiths Detection—Ireland, U4, Westpoint Business Park Ballincollig,
Co. Cork, Ireland

Abstract. In the millimetre-wave region of the spectrum, many lightweight
materials such as clothing fabrics appear as transparent. This property opens
up applications in the security area for scanning of personnel for concealed
threat objects or contraband. The system described here is a mechanically
scanned millimetre-wave imaging camera that can be interchangeably used
in an active or passive mode and provides rapidly refreshed, raster imagery
with high efficiency across all millimetre-wave frequencies. The proposed
use of the imager is in an active configuration to observe a checkpoint or
crowd scene at stand-off distances of up to 50 m. Target objects to be detected
are the hidden metallic components associated with improvised explosive
device (IED) constructions. A typical IED consists of several explosive filled
pipes strapped to the body or clusters of small metallic objects embedded in
explosives. Trials have yielded positive results by showing the presence of
concealed metallic objects on people at distances of 25 m. Objects detected
have included simulated IED constructions such as metal pipes and clusters of
nuts and bolts. These tests have been conducted using both continuous wave
(CW) and frequency modulated CW (FMCW) front-end configurations. The
use of FMCW radar introduces the possibility of gathering range as well
as intensity information from the scene. This additional range information
opens up significant possibilities in pinpointing people carrying threat objects
particularly in crowd situations where two-dimensional intensity patterns may
not provide sufficient information to identify a threat location.

Key words: millimetre-wave, surveillance, stand-off, radar, active, scanning

11.1. Introduction

In an ideal scenario, imaging a scene using millimetre-wave frequencies would
be done using a fully populated focal plane array. However, using currently

1E-mail: rory.doyle@smithsdetection.com
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available technology the cost and complexity of implementing a full array
means only a limited number of applications can be addressed with this ap-
proach. An alternative option is to use a single or sub-array of receivers and
to scan the scene using an electronic or mechanically driven method. Using a
mechanically driven optical scanning method allows for a rapid capture of a
given field of view in an efficient and easily interpreted user format.

To exploit the potential of millimetre-wave imaging, a suitable receiving
system must be employed to detect and process the appropriate signals in the
100 GHz region of the spectrum. To date, use of sensors for detecting signals at
these frequencies has been hindered by cost and performance drawbacks that
have limited the effective use of millimetre-wave imaging. Recently available
monolithic microwave integrated circuits (MMICs) operating up to 100 GHz
combined with scanning systems that focus scene information onto a sub-
array of receivers has opened up the possibility of commercially affordable
and practically deployable millimetre-wave imagers.

The system described here is focus adjustable to image close-in for portal
screening application or at long distances for use in surveillance situations.
The emphasis in this paper is on long distance imagery for detection of threat
materials on personnel in stand-off surveillance use.

11.2. Scanning System

There are several key performance targets that a millimetre-wave imaging
system must achieve to be suitable for a security surveillance application. In
order to achieve a suitable spatial resolution, an appropriate optical aperture
must be used. The image refresh rate must be made as rapid as possible
through the use of a sufficiently fast line or frame scan while maintaining a
suitable integration time per pixel. The quality of the optical elements must
be maintained to minimise loss and scatter in the optical path. With these
constraints in mind, the overall system needs to be compact so that it can be
practically deployed in a security or surveillance style application. The system
that is described here was developed for use in both portal screening and long
distance surveillance applications. The basic parameters are described below.

� Principle of operation: Rotating reflectors with an off-axis tilt that focus a
line scan of the scene onto the millimetre-wave receiver(s).

� Optical elements: mm-wave mirrors ∼100% energy reflectance.
� Optical aperture: Concave focusing reflector—aperture typical = 600 mm.
� Field of view: Vertical: ±12◦ (mechanically variable). Horizontal: 0–20◦

(dependant on receiver array configuration).
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� Angular resolution: 0.3◦ at 94 GHz.
� Refresh rate: Up to 20 frames/second.

Rotating mirrors are used to implement the scene scan with an optical path
that is purely reflective. By combining tilted plane and concave mirrors whose
rotations are equal and opposite a line scan of the scene is produced—one
upward and one downward scan for each complete rotation of the mirrors. A
third mirror can used to fold the optical path in order to achieve a compact
form factor for the imager design.

A 600 mm aperture was chosen based on the desired spatial resolution
and the practical limit of rotating the offset mirror at high speeds. This op-
tical aperture fixes the achievable resolution and also determines the overall
physical size of the system.

The scanning method (described in Lettington et al., 2004) has a number
of key benefits that are listed below. These result in a high quality millimetre-
wave image being captured.

� Reflective optics: The imager uses only reflective optics in directing and
focusing the incident radiation. This ensures that almost the entire signal
energy reaches the millimetre-wave sensor—thus maximising the system
efficiency and signal to noise ratio for the processing electronics. The fact
that there are no frequency dependent optical elements in the signal path
means that the camera is independent of the frequency being detected and
can be used over the entire millimetre-wave spectrum.

� High rotation/refresh rates: The line scan is generated by rotating two cir-
cular reflectors at constant speed—each rotating in one direction only. This
configuration allows for a high rate of revolution of the mirrors and conse-
quently a fast refresh rate in the image. Based on an array of 16 receivers a
10 Hz refresh rate is achieved.

� Raster scan: The rotation of the mirrors generates line scans of the scene.
By focusing the line scans onto a parallel array of receivers, a raster image
frame is directly generated by the system. The uniformity of the raster output
enables image processing to be performed directly on the output.

� Active and passive operation: Because there is no manipulation of signal
in the optical path the camera can be configured as either a passive receive
only unit or as an active transceiver system.

� Low Cost: A low sensor count and simple mechanics combine to provide
a physically compact millimetre-wave camera with high performance and
low cost of manufacture.

The scanning system is illustrated in Figure 1 where the reflector config-
uration and motion are shown.
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Figure 1. Scanning mechanism showing the configuration and relative motion of the reflectors

11.3. Realisation of the Imaging System

The imaging system has been implemented for both close proximity portal
imaging and long range surveillance applications. In the case of the portal
imaging the system was configured as a passive imager for indoor use. To
achieve a suitable performance in this setting, a thermally generated illumi-
nation scheme was included in the design to provide contrast. This system
was also used in the development of an active stand-off application where the
passive receivers were combined with millimetre-wave sources or replaced
with an active FMCW transceiver. In this mode the illumination components
associated with the passive system were removed from the design.

A reduced scale system based on an FMCW transceiver was also con-
structed and is more representative of the type of system that could be used
as an easily transported and field deployable unit. The compact design does
however have a poorer resolution due to its smaller optical aperture. These sys-
tems have been trialed under demonstration conditions to determine the fea-
sibility and performance of a stand-off concealed weapons detection system.
Figure 2 shows both the portal and reduced scale imager constructions.

11.4. Stand-Off IED Detection

To image at stand-off distances, the scene needs a greater level of illumination
than can be provided through the contrast of cold sky or blackbody/thermal
generation. Active sources of millimetre-wave energy are needed to identify
targets of interest at distances of up to 50 m. The application areas for this type
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Figure 2. Imager realisations for indoor portal imaging (above) and stand-off surveillance

(below)

of imaging are the identification of individuals in a crowd or at a checkpoint
who are carrying potential threat objects that are concealed inside clothing,
baggage etc. A typical threat in this category is a large metallic weapon or a
bomb consisting of metallic pipes and shrapnel. In this situation the monitoring
camera and personnel should remain at a safe distance during observation so
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Figure 3. Active imager formats using separate (broadcast) and integrated (focussed) sources

of scene illumination

that they are sufficiently out of range of any detected weapon or explosive
device.

The options that were used for millimetre-wave imaging were a discrete
source that provided general scene illumination or an integrated FMCW
transceiver that used the scanner optics to focus the illumination onto the
observed scene location. The two alternatives are illustrated in Figure 3.

Two sources were used for the general illumination case based on a coher-
ent Gunn oscillator tuned to 94 GHz centre frequency and a wideband noise
source. The noise source succeeded in illuminating close proximity scene ob-
jects. However, for the longer distances of interest it did not have sufficient
power density to produce the required return signal.

In the second trial, a general broadcast illumination of the scene was set
up using a 94 GHz tuned Gunn oscillator. The working distance was set to
be 20 m from the imager. Targets used were simulated bomb components—
aerosol canisters to simulate pipe bomb constructions and clusters of nuts and
bolts to simulate shrapnel. Control of the source power level was a critical
factor as the scene was easily saturated by relatively low emission levels. The
final setting to achieve discrimination of the target was a very low power—
close to 0 dB m. Images were taken of control conditions where a person
carrying no metal objects stood in the scene and then of the same scenario
except with the person concealing various metallic items. Figures 4 and 5
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Figure 4. Example of active imaging for stand-off surveillance applications. The visual scene

is shown above with an inset of the aerosol cans used to simulate pipe bomb materials. The

scene imaged with passive radiometry (lower left) shows no evidence of the person or the

concealed metallic objects. Once the Gunn oscillator is energised (lower right), the concealed

metallic objects are detected on the person as the bright return in the image

show the results of these trials where the ability to detect personnel carrying
suspect items is demonstrated.

A 77 GHz FMCW radar front-end was also installed in the imager where
the system optics was used in the transmission and focusing of the out-
going illumination. Using the FMCW radar it is possible to read range
as well as intensity information from the scene. This availability of range
information opens up significant possibilities in pinpointing people carry-
ing threat objects particularly in crowd situations where two-dimensional in-
tensity patterns may not provide sufficient information to identify a threat
location.
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Figure 5. An example showing the capability of the camera to identify the individual on

the right who is carrying an assortment of metallic objects (nuts, bolts etc) concealed under

clothing. The bright echo corresponds to the person carrying the metal whereas the person on

the left does not show up in the image. The dark areas in the millimetre-wave image are the

reflection of sky off of the metal strips that are used as location references

The ranging capability of FMCW meant that it was possible to get a good
accuracy on locations of concealed threat objects in the scene. Limitations
on the VCO quality placed an outer boundary of approximately 20 m on the
working distance of the radar. However, once this is corrected it is expected
that distances of over twice this range will be possible. The field of view of
the imager was restricted to give a view of approximately 4 m square at the 20
m distance. Actual scanning time for such a window would be in the order of
2–4 s in an optimised system—redundancy in the current configuration meant
a large part of the sweep was not used for actual imaging.

The results confirmed the expected capability of the system to distinguish
between people carrying metallic objects and those without such material.
An example of the radar output is shown in Figure 6 where two individuals
are screened and the one carrying a number of concealed aerosol canisters is
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Figure 6. FMCW imaging to identify people carrying threat objects in this example. The top

photograph shows the visual scene. The person on the right hand side is concealing several

aerosol canisters (similar to those in the Figure 4 inset). The centre image is of the normalised

output from the radar where the dark background indicates areas of low level response and the

lighter shadings show areas of return where metallic objects may be present. Removing the

low level returns and overlaying the peak responses onto the visual picture gives an indication

of a potential user interface (lower picture)
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clearly identified. The corresponding range information was also correlated
to the location of the subjects.

11.5. Applications

Stand-off detection of IEDs using millimetre wave imaging has a direct ap-
plication in areas such as checkpoint and public area surveillance where sus-
pected threat objects may be carried by people. Early identification of IEDs
affords the user a level of safety once the detection has been made. The typical
situation would be the surveillance of a checkpoint or gateway where people
are passing through a controlled area. In this case a continuous monitoring of
the checkpoint can be set up by making the field of view equivalent to that
through which the people are passing. An alternative situation is where a more
dispersed group of people need to be monitored such as in an open public area
or on a street. In order to monitor such a scene with a real time refresh rate
it may be more practical to sweep a narrow window field of view across the
scene. Combining a swept monitoring window with a visual video view of the
scene would give a very effective user interface. This is illustrated in Figure 7.

While both the broadcast illumination using the Gunn oscillator and
the focussed method using the FMCW have been shown to work for these

Figure 7. A representation of the use of a surveillance imager is shown here. The scanned

window is swept across a crowded public area. The millimetre-wave output is fused with its

corresponding video image of the scene. By showing only the high level returns from the scene

as an overlay on the video display a very easily interpreted user interface can be implemented
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applications, the addition of range information provided by the radar gives it
a key advantage. In particular the public area application where identification
of an individual in a randomly moving crowd situation would need range data
to accurately locate a person carrying a suspect item.

11.6. Conclusion

Having demonstrated the ability to detect suspect materials carried on people
at a distance, the evolution of the system to a field deployable imager is an
immediate objective. Depending on the intended usage, the imaging camera
can be configured to suit the applications described in the previous section.
The fusing of millimetre-wave imager with a visual picture of the scene has
already been successfully demonstrated for still images. The extension of the
camera to real time imaging and the fusion of this output with a standard video
feed will lead to a readily usable product.

Trials to date have worked on surveillance distances of up the 30 m. The
extension of this distance to 50 m will be demonstrated once upgrades to both
the front-end and camera performance have been implemented. To date the
camera has been used for surveillance applications at both 77 and 94 GHz.
Further work with different frequency ranges is expected to yield a better
characterisation on the detection and discrimination of different target types.

The capability to identify concealed threat objects in stand-off surveillance
situations has been demonstrated. Different options for illumination of distant
targets have been evaluated and both broadcast CW and focussed FMCW
approaches have been shown to be valid. The successful identification of
concealed metallic targets at ranges of greater than 20 m has been carried out
and the extension to distances up to 50 m is planned. User interfaces that will
allow the easy interpretation of millimetre-wave imagery have been proposed
and implemented in a still image format.

The application of millimetre-wave imaging to stand-off security screen-
ing offers an effective means of monitoring personnel at distances that can
maintain safety for the observer and give adequate warning of potentially
dangerous situations.
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12. STAND-OFF DETECTION OF SURFACE CONTAMINATIONS
WITH EXPLOSIVES RESIDUES USING
LASER-SPECTROSCOPIC METHODS
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Fraunhofer Institute for Laser Technology, Steinbachstr. 15, 52074 Aachen,
Germany

Abstract. Laser-spectroscopic methods have a high potential for the remote
detection of surface contaminations with residues of explosives, since they
can operate contactless, fast and sensitive. Laser-induced breakdown spec-
troscopy and Raman spectroscopy are two versatile methods which can be
employed to identify a wide variety of materials and for which stand-off op-
eration has been demonstrated. Since both methods provide complementary
spectroscopic information while using a similar instrumentation they can be
combined to further increase the selectivity and sensitivity as necessary for
security applications.

Key words: laser spectroscopy, remote LIBS, laser-induced breakdown spec-
troscopy, Raman spectroscopy, LIBS-Raman combination, explosives detec-
tion, stand-off detection

12.1. Introduction

The handling and manufacturing of explosive materials often results in the
contamination of surfaces with residues of the explosive which cannot be re-
moved easily. Contaminated hands of a person who has handled explosives can
leave traces, for example, at the door handles of a car which has been loaded
with such material, on certain parts of the luggage, cloths and documents the
person has touched, or on the wrapping of improvised bombs that may have
been placed in public areas. Such residues can be used as an approach for the
detection of explosive devices and the prevention of planned terroristic attacks.

Optical analytical methods are predestined for stand-off detection appli-
cations since they operate without contact, fast, without sample preparation,
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and with little or no sample destruction. Furthermore, they have matured in a
variety of applications over the past decades and instrumental key components
are commercially available.

Many common optical detection methods are based on the specific ab-
sorption by explosives in the ultraviolet or mid-infrared spectral range and
can be employed for the detection of these substances in the vapor phase.
However, many explosives have a very low vapor pressure and the stand-off
detection in outdoor ambient air conditions is problematic. On the contrary,
for the detection of surface contaminations the promising two methods are
discussed below, which use a near-infrared laser for excitation and analyze
spectrally the light emitted from the substance under investigation.

12.2. Laser-Induced Breakdown Spectroscopy (LIBS)

Laser-induced breakdown spectroscopy (LIBS) is a method which employs a
short laser pulse to vaporize a small amount of material from the surface to be
inspected, excite the vapor, and detect the emitted light within microseconds.
From the analysis of the optical emission it is possible to derive the chemical
composition of the ablated material. While the emission wavelengths reveal
the emitting species, the relative intensities provide information on their con-
centrations.

The possibility of a simultaneous multi-species detection, which can in-
clude up to 92 elements, yields the high versatility of this spectroscopic
method. At the same time, a single measurement takes less than 50 μs and can
be repeated at frequencies up to 1 kHz, thus allowing measurements of moving
objects. LIBS analysis can reach detection limits of a few ppm. Considering
a total mass ablation in the order of 1 μg, this corresponds to a detected mass
of the substance to be determined in the sub-nanogram range.

We have demonstrated and implemented systems using LIBS analysis for
a broad range of industrial applications (Noll et al., 2001), as e.g.:

(a) The thickness of surface coatings on metal sheets ranging from 3 to
11 μm has been measured with sub-micron accuracy (Balzer et al., 2005).
The developed method can be applied to sheet steel moving with speeds
of up to 2 m/s.

(b) The composition of small particles was analyzed in the top gas of a
blast furnance (Brysch et al., 2002). Onsite tests at three European blast
furnaces demonstrated the capability of LIBS to be deployed under harsh
industrial environments.

(c) LIBS identification is used to prevent mix-ups of 30 different materials.
More than 1.5 million pipe-fittings have been inspected by a continuously
operating facility (Mönch et al., 2000; Noll et al., 2005; Sturm et al., 2006).
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Figure 1. Polymer identification for material recycling

(d) For the material recycling of technical polymers, material identification
was demonstrated on basis of the organic compounds (Sattmann et al.,
1998) or the concentration of flame retardants (Stepputat and Noll, 2003).
In both cases moving parts on a belt conveyor were measured applying
a fast autofocussing unit to adjust the focus of the analyzing laser beam
onto the surface of the specimen.

In the case of polymer identification, plastic waste bottles were analyzed on
a moving conveyer belt, see Figure 1. Using LIBS, the relative concentration
of carbon and hydrogen line emissions was measured and compared to the
stoichiometric ratio of technical polymers (PE, PP, PVC, PET), see Figure 2.
Identifications accuracies of 90–100% were achieved (Sattmann et al., 1998).
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theoretical values)
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Figure 3. Element maps obtained with a scanning LIBS instrument show localized high con-

centrations of sulfur, copper, and phosphorus over a 4 × 4 cm2 area of a steel sample

The small diameter of the focused laser beam together with the high mea-
surement repetition rate allow for a fast scan of the surface under investigation
to provide maps of the composition (Bette and Noll, 2004). The necessary
high repetition rates have become possible with the laser technology and signal
processing electronics developed at the Fraunhofer Institute for Laser Tech-
nology. Surface scans with 1000 individual measurements per second and a
spatial resolution of 20 μm were described by Bette et al. (2005) and an exam-
ple of elemental mapping is shown in Figure 3. For security applications this
technology yields the possibility to detect localized surface contaminations
like fingerprints.

12.2.1. EXPLOSIVES DETECTION

Explosive materials mainly consist of C, H, O, and N, and the quantitative rela-
tionship between these elements is the key to determine the type of explosive.
For example, stoichiometric nitrogen contents of 13–37% and oxygen con-
tents above 40% are typical characteristics and may even be used to indicate
the presence of previously unknown explosives.

Research in the last years has demonstrated that explosives can be iden-
tified and discriminated from other materials using LIBS (e.g., DeLucia
et al., 2003). Test measurements of substances relevant for explosives de-
tection with a non-calibrated LIBS set-up are presented in Figure 4. The
measuring distances were 6 and 25 cm for the emitting and receiving optics,
respectively. The laser pulse energy was 5 mJ. Ammonium nitrate (AN), TNT
and DNMB are clearly discriminated using the element signals of oxygen,
carbon, and hydrogen. While AN contains no carbon, TNT shows the lowest
hydrogen emission. The nitrogen content provides another criterion for dis-
crimination but is not considered in this figure. The theoretical stoichiometric
relation for the materials used is given in Table 1 for comparison.
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Figure 4. Measured relation of the line intensities of oxygen, carbon and hydrogen in ammo-

nium nitrate (AN), TNT, and DNMB, normalized to the sum of the three components. Two

measurements were made for each material

TABLE 1. Relative stoichiometric composition of AN, TNT, and DNMB

Material Totals formula C H N O

AN H4N2O3 — 0.44 0.22 0.33

TNT C7H5N3O6 0.33 0.24 0.14 0.29

DNMB C6H12N2O3 0.26 0.52 0.09 0.13

12.2.2. INFLUENCE OF THE AMBIENT AIR

Together with the material from the surface under investigation, a small vol-
ume of the ambient air directly above the surface is excited by the laser pulse
and leads to an additional emission. Since the species of interest for the detec-
tion of explosives (C, H, O, and N) are also contained in ambient air, measures
have to be taken to suppress a possible background. This can be achieved by
using multiple laser pulses to generate a region of low gas pressure above the
surface. In principle, a first pulse produces a so-called laser generated vacuum
while the second pulse generates the emission for the spectroscopic analysis
some microseconds later (Sattmann et al., 1995; Noll et al., 2004). This effect
is depicted in Figure 5 showing the results of LIBS measurements in an argon
atmosphere. Single and double laser pulses were irradiated on a steel target
having the same total energy (160 mJ in the case of single pulses and 2 × 80 mJ
for the double pulses). The argon line intensity originating from the ambient
gas is clearly reduced when double pulses are used. The intensity at standard
pressure for double pulses equals that for single pulses at a pressure of about
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Figure 5. Measured effect of gas pressure on signal intensity from ambient gas (open sym-

bols—single pulses; filled symbols—double pulses)

200 mbar. In addition to this approach, evaluating time-resolved spectra can
also help to suppress ambient gas influences and also increase the selectivity
of the method since the knowledge of emission decay times may improve the
discrimination of different materials (Romano et al., 2004).

12.2.3. STAND-OFF DETECTION

Since LIBS is an analytical technique that operates without contact and uses
the same optical path for excitation and observation of the emission, it can
easily be used in a stand-off setup. While the typical object distance used so
far in most cases for LIBS is in the 10 cm range the good focussability of the
laser beam allows for much larger distances. A limitation arises mainly from
the received light intensity and the diameter of the optics that can be used
in practice. LIBS applications have been demonstrated at distances of tens
of meters and several hundred meters have been discussed in the literature
(Palanco and Laserna, 2004).

Even the detection of explosives residues over a distance of 30 m has
recently been demonstrated (Miziolek and DeLucia, 2005; Lopez-Moreno
et al., 2005).

A transportable LIBS instrument for remote material analysis over dis-
tances up to 20 m has been developed in cooperation between the Fraunhofer
Institute for Laser Technology and the Laser Analytical Systems and Automa-
tion GmbH (Aachen, Germany) and is commercially available since end of
2005, see Figure 6.

With this system the effect of double pulses has been investigated over
a distance of 12 m using a steel sample, see Figure 7. Line emissions of 13
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Figure 6. Photo of the transportable LSA TeleLis system. The total height is about 1.8 m

elements were measured simultaneously. Compared to single pulses with the
same total energy, the intensities are largely enhanced (up to a factor of 10)
and the standard deviation is reduced significantly (note the logarithmic scale
of the vertical axis of Figure 7).

To test the system for security applications we have performed measure-
ments over 10 m distance with ammonium nitrate and DNT. Figure 8 shows
the single shot spectra in the range of a carbon emission line. While a clear
carbon signal was obtained for DNT, there is no signal for ammonium nitrate,
i.e., no carbon signal from the ambient air was measured.

12.3. Combination of LIBS with Raman Spectroscopy

Raman spectroscopy is a well-known analytical technique, which has been
described in various textbooks. The Raman spectra of explosives and other
substances are available as commercial databases and in the open literature.
Raman spectroscopy identifies molecules by their inelastic scattering of in-
cident light. The wavelength shift of the laser wavelength is specific for a
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Figure 7. Single and double pulse LIBS signal intensities for different element lines over

12 m distance with the LSA TeleLis system

certain molecule. Nitroaromatics, for example, are characterized by the ni-
trate vibration modes with shifts of about 1350 and 820 cm−1. Recently,
the detection of bulk material containing explosives over a distance of 50
m has been demonstrated (Carter et al., 2005). A drawback of Raman spec-
troscopy is the low backscatter coefficient which reduces the applicability
to relatively short distances when used as a stand-alone technique for trace
detection.
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Raman spectroscopy provides complementary information to LIBS and
both techniques can easily be combined in a single instrument since they
use similar instrumentation. The combination of LIBS and Raman has been
demonstrated for stand-off applications (e.g., Hubble, 2001; Wiens, 2005) and
proposed for extraterrestrial explorations (Wiens, 2000). The combination of
two complementary analysis techniques can provide a significantly enhanced
selectivity for the detection of trace substances.

12.4. Concluding Remarks

Modern security concerns have led to a high demand for stand-off detec-
tion methods to prevent assaults with explosive material. Highly developed
optical techniques are available to probe surfaces for contaminations with
explosives residues. Both laser-induced breakdown and Raman spectroscopy
have been used to identify explosives and discriminate them from other ma-
terials, and both have been shown to be operable reliably and over distances
of tens of meters. Since the two methods provide complementary informa-
tion, their combination can yield increased selectivity and sensitivity for the
detection of explosives. This is necessary for security applications due to
the large variety of explosives and background materials, combined with the
demand for extremely low false alarm rates and high detection probabili-
ties.

Reliable remote detection of explosives is a challenge for modern analyt-
ical technology. Although some optical detection techniques have a high po-
tential this challenge will not be met in the near future by one single detection
method alone. However, as stated at the EMSLIBS 2005 security workshop
(Schade and Harmon, 2005), for security applications, only the combination
of different laser-spectroscopic and optical detection techniques will give the
most efficient impact for engineering the next generation of laser sensors for
explosives, IEDs and other hazardous substances.

References

Balzer, H., M. Hoehne, V. Sturm, and R. Noll, 2005. Online coating thickness measurement

and depth profiling of zinc coated sheet steel by laser-induced breakdown spectroscopy,

Spectrochim. Acta B, 60, 1172–1178.

Bette, H., and R. Noll, 2004. High-speed laser-induced breakdown spectrometry for scanning

microanalysis, J. Phys. D: Appl. Phys. 37, 1281–1288.

Bette, H., R. Noll, G. Müller, H.-W. Jansen, Ç. Nazikkol, and H. Mittelstädt, 2005. High-speed
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13. DISTRIBUTED TRACE LEVEL EXPLOSIVES
SENSOR NETWORK

Pierre Strömbeck1
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13.1. Pervasive Explosives Detection

Preventing terrorist attacks is the number one priority for most homeland
security offices today. Explosives are the weapon of choice for most terrorists
and the target is any populated area. Explosives detection is an active research
field with several commercial offspring’s. However, very little is done on the
system application side. To be practical and useful in the field, sensors need
to be a part of a complete system solution that is adaptable to different user’s
needs and skills.

A distributed trace level explosives sensor network combines advanced
trace level explosives sensor technology with a distributed network approach.
A wide-spread network of low-cost autonomous sensors have the ability to
provide a pervasive explosives detection system with early-warning capability.
This paper describes the requirements for a pervasive explosives detection
system, both on the sensor technology and the system technology. These
requirements, stemming from military expertise of the actual problem, were
addressed in the design of the Portendo TDS (Threat Detection System).

The pervasive explosives detection solution can be illustrated by the secu-
rity of a sports event in a sports arena, see Figure 1. Explosives detectors are
placed throughout the arena, at the entrances, among the seats and in other
important places. All detectors report continuously and in real-time their sta-
tus to an operations center. The information gathered provides intelligence
for optimized apprehension of the criminals.

The example above illustrates one possible application but a similar system
could be just as effective in a number of other situations, such as baggage and
passenger screening at airports, train stations, subway systems and important
buildings as well as screening of cargo and mail.

However, a pervasive explosives detection system requires a combination
of leading-edge explosives detection methods and a novel approach to the
system application side.

1E-mail: pierre.strombeck@portendo.com
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Figure 1. Example of pervasive explosives detection in sports arena

13.2. Sensor Technology

Today, dogs are still superior to commercially available trace level gas de-
tectors. The reason for this is the lack of sensitivity combined with a lack of
selectivity in available sensors. It is important to be able to single out different
trace gases and unambiguously identify them. Several commercial detectors
are based on molecular adsorption onto surfaces. This gives a small change to
the resistance which can subsequently be measured. The issue is to develop a
surface that only adsorbs the trace gas of interest, but so far this has been im-
possible. Even if the surface could be 100% selective towards a gas molecule
the sensor based on this concept can only detect one type of molecule per
sensor.

The concept of applying some type of spectrometry would allow for a
selective detection of several molecules at the same time. Selective identifi-
cation of molecules can be done with infrared spectrometry in the so called
“fingerprint region” of light with a 5–16 micron wavelength. In this region the
molecular vibration absorption levels are detected and clearly define which
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molecules are studied. However, the light sources, optics and detectors in
this region become large and expensive for other than science or expensive
single-device installations.

Raman spectrometry is the solution to smaller devices which can be op-
erated in the visible to near infrared (NIR) regions. In Raman spectroscopy
light from a fixed laser wavelength interact in-elastically with gas molecules
which scatter light with less energy. The in-elastically scattered light can be
detected and shows similar patterns as in the IR fingerprint region. In this way
gas molecules can be readily identified.

The main problem using a Raman spectrometer for detection of ultra
low concentrations in the gas phase is the low sensitivity of the technique.
In normal Raman spectroscopy only 1 out of 107 photons are Raman (in-
elastically) scattered. However, the Raman signal can be amplified by the use
of certain surfaces where surface-enhanced Raman scattering (SERS) occurs.
The Raman scattering from a substance (or ion) adsorbed on or even within
a few Angstroms of a structured metal surface can be 106 times greater than
in normal Raman spectroscopy. This surface-enhanced Raman scattering is
strongest on silver, but is observable on gold and copper as well. At practical
excitation wavelengths, enhancement on other metals is unimportant. Surface-
enhanced Raman scattering arises from two mechanisms:

An enhanced electromagnetic field produced at the surface of the metal
which occurs when the wavelength of the incident light is close to the plasma
wavelength of the metal, conduction electrons in the metal surface are excited
into an extended surface electronic excited state called a surface plasmon
resonance. Molecules adsorbed or in close proximity to the surface experience
an exceptionally large electromagnetic field. Vibrational modes normal to the
surface are most strongly enhanced.

The second mode of enhancement is by the formation of a charge-transfer
complex between the surface and gas molecule. The electronic transitions of
many charge transfer complexes are in the visible region, so that resonance
enhancement occurs.

Molecules with lone-pair electrons or pi clouds show the strongest SERS
response. The effect was first discovered with pyridine. Other aromatic nitro-
gen or oxygen containing compounds, such as aromatic amines or phenols,
are strongly SERS active.

The intensity of the surface plasmon resonance is dependent on many
factors including the wavelength of the incident light and the morphology of
the metal surface. The wavelength should match the plasma wavelength of the
metal. This is about 382 nm for a 5 μm silver particle, but can be as high as
600 nm for larger ellipsoidal silver particles. The plasma wavelength is to the
red of 650 nm for copper and gold, the other two metals which show SERS
at wavelengths in the 350–1000 nm region. The best morphology for surface
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plasmon resonance excitation is a small (<100 nm) particle or an atomically
rough surface.

13.3. Measurements and Results

For the detection of explosives in air, a sensor surface with optimized, nanosize
structures to optimize the Raman scattering will result in maximum amplifi-
cation of the desired fingerprint signal. The best solution is to structure the
Raman sensor in three dimensions, and take advantage of the depth of field
information, or the information depth, of the technique.

Instead of receiving information from a surface layer, information from
a three dimensional volume will be detected. This means that the sensitivity
will increase drastically, i.e., instead of receiving information from a nanos-
tructured surface layer, information from thousands of equivalent layers will
be achieved, increasing the sensitivity considerably.

In a series of experiments we used membranes with nanometer sized metal-
lic particles deposited on the membrane. As a reference sample a relatively
high concentration TNT in methanol did not yield a visible spectrum when
using an untreated membrane (no particles). Figure 2 shows experimental data
from a membrane with 36 femtograms of TNT.

Similar measurements (Figure 3) were also made with RDX. The amount
of RDX was 35 femtograms.
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Figure 2. Raman spectrum of TNT using a Portendo sensor membrane. Analysed amount of

TNT = 36 femtograms
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Figure 3. Raman spectrum of RDX using a Portendo sensor membrane. Analysed amount of

RDX = 35 femtograms

13.4. System Technology

Portendo’s TDS (Threat Detection System) is specified together with military
expertise to address the highly qualified requirements set by anti-terrorist or-
ganisations. The requirements derive from solving the actual problem, rather
than improving existing techniques. The result is a vision of a pervasive threat
detection system that is easily deployable in a large number of different situ-
ations at a low cost. The TDS system compiles a large amount of information
into a comprehensible picture of a threat situation. The major requirements
are listed as follows:

(a) The system shall be able to simultaneously supervise large areas.
(b) The system shall aggregate information from several sensors into an

overview picture.
(c) The system shall be operational 24/7 with real-time presentation.
(d) False alarm rate shall be low.
(e) System security shall be high.
(f) The system shall be harmless to both humans and the environment.
(g) Cost of deployment and ownership must be low.
(h) It should be possible to separate information recipients.

The TDS system implements these requirements using an operations cen-
tral that collects information from sensors connected wirelessly or by wire.
This configuration enables the TDS system to operate over large distances in
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real time. The sensor units, PSD’s, operate autonomously, i.e. no human in-
tervention is needed for their operation. Instead, application and intelligence
expertise are working at the operations centre with a complete picture of the
situation. This allows for low cost and rapid deployment of the TDS.

TDS communicates through commercially available radio networks; the
PSD’s are configurable with modules for different radio systems. For most land
based applications, communications links provided by public mobile phone
systems are sufficient. For sea based operations, PSD’s can be equipped with
additional communication modules such as VHF radio.

Due to the possible use of multiple communication subsystems, TDS im-
plements security at a separate protocol layer above the transport layer in the
protocol stack. This allows the system to operate the same security function-
ality regardless of communication method and removes any dependence of
the communication subsystem to implement encryption, authentication and
prevent eavesdropping.

With its modular security subsystem, the TDS implements information
layering, a method of filtering different information types to separate end
users. For example, a cargo transport company may use the TDS system
for securing their containers used in overseas traffic. In reality, the transport
company uses the security services provided by a security company since
monitoring terrorist threats are of limited commercial interest. Instead, the
cargo transport company use the logistic information provided by the TDS
to monitor container locations and supervise cargo flows. By using the TDS
information layering, commercially interesting information may be separated
from security information for use at different destinations.

Finally, the TDS system allows users to start with relatively small sensor
networks, allowing them to grow organically as demands change and new
technologies arrive without large reinvestments. The TDS system can also
integrate other functions such as logistics.

13.5. Conclusion

A distributed trace level explosives sensor network as described here repre-
sents a paradigm shift in approaching the threat from terrorism. The system
allows early-warning capabilities and a wide-spread network of sensors, both
which are lacking in other methods. This system combined with leading-edge
explosives detection methods, as described earlier, allows this solution to
severely diminish the terrorist threat.
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S. Bobrovnikov
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Abstract. The presentation is devoted to general analysis of the feasibility to
use various effects of laser radiation interaction with the matter to detect traces
of the explosives vapours in the atmosphere. Some problems in developing
practical laser-based detectors are also discussed. Analysis presented gives in-
formation on the expected levels of vapours concentration in the atmosphere
for the most common explosives and suggests possible scenario of their de-
tection. Comparison is made in the presentation of the main optical effects
regarding the efficiency of interaction between the matter and radiation and
potentialities of the laser-based detection methods are being assessed. A pos-
sibility is analyzed of using for this purpose the fluorescence and resonance
Raman scattering at excitation in deep UV region. To improve the selectivity
of the detection it is proposed to make use of the spectroscopic approach based
on the method of time-resolved excitation–emission matrices. This approach
is capable of improving the detection selectivity by use of four-dimensional
spectroscopic images of the objects surveyed. The way of realizing a detec-
tion system based on this approach is proposed that assumes development
of a multichannel spectrum analyzer possessing high time resolution. As an
example some preliminary results are presented on detecting minor molecular
species in the atmosphere with a 32-spectral channel lidar. Some key research
tasks are formulated in the presentation that are to be addressed in developing
laser systems for detection of the explosives traces in the atmosphere.

Nowadays, great attention is being paid to development of the methods and
instrumentation to detect traces of explosives in the atmosphere. This is a
cruel necessity caused by numerous inhuman acts of terrorism, which are
more and more often assassinated throughout the world. As a rule, the terrorist
attacks are being made by suicide-bombers who are usually indistinguishable
from other people in a crowd. In this connection, the methods of remote and
detection of traces of explosives in air are of particular interest as those could
provide a possibility of noncontact (secret) detection of the explosive or a
bomber.

H. Schubert and A. Rimski-Korsakov (eds.), Stand-off Detection of Suicide Bombers and Mobile Subjects, 107–125.
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Among many known methods of detection and identification of the chem-
ical compounds, only the optical methods of making chemical analysis can
provide the possibility of conducting remote measurements because they use,
as the information carrier, light waves, either absorbed or emitted by the object
to be detected. In the past decades, all optical methods, practically without ex-
ception, have undergone their second birth due to great progress in the laser
and optoelectronics technologies. Thus, recent advances in semiconductor
lasers, optical fibers, and high-sensitivity matrix detectors based on CMOS
technology have made it possible to make Raman analyzers standard devices
for routine measurements in chemical analysis of substances [1]. Lidar meth-
ods also gain a wide use in monitoring of the environment and in ecological
control [2].

However, optical methods have so far found only limited application in
detection of the explosives and many problems in the development of these
methods are still to be addressed [3]. The difficulties in detecting the ex-
plosives are, first of all, caused by the extremely low concentration of the
explosives’ vapors in the atmosphere since these substances are low volatile.
In this presentation we would like to attract attention to the following key as-
pects concerning the application of remote laser sensing methods to detection
of the explosives:

1. What are the potentialities of the optical detection methods?
2. What are the conditions for their application to detection of the explosives?
3. Physical principles that makes the basis for optical detection methods com-

parison of the efficiency of the basic optical effects of interaction between
light and matter.

4. Time-resolved exciting–emitting matrices approach for explosives detec-
tion.

14.1. Potentialities of the Optical Detection Methods

What are the potentialities of the optical methods in application to detection
of chemical compounds in the atmosphere? In order to estimate the detectabil-
ity of optical methods and to encourage instrumentation designers let us first
assess the minimum detectable concentration under favorable conditions of
no external noise and other interference factors. In order to estimate the de-
tectability of optical methods and to encourage instrumentation designers we
shall first estimate the minimum detectable concentration under favorable
conditions of no external noise and other interference factors. To achieve this
task consider how optical signals appear in the remote detection methods.
Figure 1 depicts the optical arrangement, which illustrates the lidar detection
and measurement principle.
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Figure 1. Block-diagram illustrating the operation principle of a lidar detector

The pulse of laser radiation interacts with the vapor of an explosive exist-
ing around the blasting assembly. The interaction yields an optical response,
which is collected with an optical receiver. After spectral isolation and photo
detection the detection signal is formed.

The main factors determining the signal power are as follows:

� mean power of the laser radiation;
� efficiency of the radiation interaction with the matter;
� solid angle within which the scattered radiation is being collected;
� efficiency of the receiving optics and electronics.

Taking into account the main factor listed above the mean number of
photocounts per second recorded with such a generalized lidar detector can
be estimated, accurate to an order of magnitude, by the following expression.

nx = Pl

hν
· σx · cx · �r · Q · So

r2
· τ · η, (1)

where Pl is the mean power of laser radiation, hv is the photon energy, σx is the
absorption cross-section, cx is the concentration of the vapor molecules, �r
is the spatial resolution, Q is the quantum yield of the reemission process, So

r2

is the solid angle within which the scattered radiation is being collected, So is
the area of the receiving aperture, r is the sounding range, τ is the transmis-
sion of the receiving optics, η is the quantum efficiency of the photodetector.
The process of laser radiation transformation into a response signal from
the medium is schematically shown in Diagram 1. According to this dia-
gram the mechanism of transformation can approximately be quantified as
follows.
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Diagram 1. Scheme of the laser radiation transformation into a response signal

It is convenient to estimate the signal in the number of photocounts
recorded. Thus a laser delivering radiation of 1-W mean power emits about
1018 photons per second (nl in Diagram 1). Note in advance, that typical
value of the absorption cross-section of the most of vapors in the near UV
and visible range is σx = 10−20 cm2.

Let us take the concentration of the vapor to be at the level of cx =
107 cm−3, or 1 ppt in relative units under standard atmospheric conditions.
We took the spatial resolution to be 10 cm. The values of the other parameters
are shown in Diagram 1.

As follows from the diagram, 107 molecules of a substance per cubic
centimeter will generate an optical response to the incident radiation of 1-W
mean power sufficient to produce signal pulses at the output of the detection
system at the count rate of 10 Hz, provided that the quantum efficiencies of the
interaction and photodetection processes, as well as the transmission of the
optical system are about 10%. One can show [4] that in the absence of noise it
is quite sufficient to have 6 photocounts at the output of the detection system to
reliably detect a signal with Poisson statistics. This means that in this, though
slightly idealized case, we have a 1.5 times reserve in system sensitivity. To
say generally, the above consideration shows that, theoretically, the inherently
contactless and remote optical methods have quite high sensitivity and thus
can successfully be applied to detection of the extremely low amounts of
chemical substances.

One can find many experimental studies, which have become classical, in
the literature devoted to detection and measurements of gases and vapors by
use of optical methods [5]. Thus, Reference [6] reports on measurements of
the OH radical concentration of 5 × 106 cm−3 as low. In Reference [7] a laser-
induced fluorescence technique has been developed, which enabled measure-
ments of the CN radical content at the level of 108 cm−3. In the case of metal
vapors characterized by much higher cross-sections of the interaction with
light, the achieved threshold sensitivities of the detection using resonance flu-
orescence are even lower. Thus, for lead vapor the threshold concentration sen-
sitivity was demonstrated at the level of 250 cm−3, while for sodium vapor in
the mesosphere it was at the level of several atoms per cubic centimeter [8, 9].

Thus, the sensitivity of optical methods estimated theoretically and demon-
strated in practice is sufficiently high.

So, what are the specific conditions of applying the optical methods to
detection of vapors of explosives in the atmosphere?
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14.2. Conditions of Applying the Optical Methods to Detection
of Vapors of Explosives in the Atmosphere

The task of detecting the presence of explosives in a volume under control by
use of instrumental means is, as a rule, a part of security measures and therefore
its achievement should meet the requirements to the security systems. Among
these requirements there are: efficiency, reliability, remotability, secrecy, and
harmlessness. However, in addition to these conditions it is very important
to identify the object to be detected and to address the questions on what is
the mean concentration of the explosives in vapor phase within the volume
under control and what is the configuration of the vapor cloud and how the
concentration of the vapor is distributed over the cloud. It is also useful to
understand the range of concentration the instrument has to be sensitive to.

In Table 1 we summarize the requirements to the system intended for
detecting the explosives.

Table 2 gives the list of most widely used explosives [10]. Of course this
is not a complete list of substances, with which remote detection will deal in
practice. From the standpoint of optical methods it is most important to have
information on the molecular structure and on the type s of chemical bonds
as those determine the spectroscopic properties of the chemical compounds.

Data collected in Table 3 give the information on the vapor density of some
explosives in the atmosphere under conditions of nonrestricted vaporization
[11]. These data can be used as a basis in developing he systems for detection
of the explosives.

Thus we have formulated the conditions of application of the laser-based
detectors of the explosives, the types of these chemical compounds and the
level of vapor concentrations to be expected near blast assembly. It is quite
pertinent to note that the concentration of explosives depends on the temper-
ature and packing [12]. For this reason the above-listed estimates are quite
tentative.

Consider now the physical principles, which make up the basis of the
optical detection methods.

TABLE 1. Gerneral requirements to the system

intended for detecting the explosives

Type of substance Explosives

Phase state Vapor

Concentration, ppt 0.1–10,000

Detection rate (s) 1–10

Range (m} 1–10

Special requirement Secrecy
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TABLE 2. The list of most widely used explosives

No. Compound No. Compound

1 2,4,6-Trinitrotoluene (TNT) 11 Nitrozelluloze (NC)

2 Pentaerytritoltetranitrate (PETN) 12 1,3,3-Trinitroazetidine (TNAZ)

3 Hexahydro-1,3,5-triazine (RDX) 13 Nitroglycerin (NG)

4 Octahydro-1,3,5,7-tetranitro-1,3,5,7-tetrazine 14 Picric acid (PA)

(HMX) 15 Ammonium nitrate (AN)

5 Triacetone triperoxide (TATR) 16 Ammonium perchlorate (AP)

6 Hexamethylenetriperoxidediamine (HMTD) 17 Ammonium dinitramide

7 Methyl-2,4,6-trinitrophenylnitramine (Tetryl) (ADN)

8 Ethylene glycol dinitrate (EGDN) 18 Potassium nitrate

9 Triaminetrinitrobenzene (TATB) 19 Potassium perchlorate

10 3-Nitro-1,2,4-triazol-5-one (NTO) 20 CI-20

TABLE 3. Data on the evaporability of some explosives

Vapor density (order of magnitude)

The number of

molecules of the

explosive per 1012

molecules of air (ppt)

The number of

molecules of the

explosive per

1 cm3 of air

The mass of the

explosive per

1 cm3 of air (g)Compound

NG 106 1013 10−9

TNT 104 1011 10−11

PETN 100–101 108–109 10−14–10−13

RDX 100 108 10−14

C-4 (91% RDX + 9%

of a sticker)

10−1 107 10−15

EGDN 108 1015 10−7

14.3. Physical Principles, which Make Up the Basis of the
Optical Detection Methods

All the optical methods for determining chemical composition of the ambient
air employ the basic phenomena of interaction between light and the matter.
It is only important that energy exchange occurs between the incident elec-
tromagnetic field and molecules of a substance during an interaction. In this
case the reemitted wave will bear information on the structure of energy levels
in a molecule. It is just the uniqueness of the energy levels structure of each
molecular species that forms the fundamental principle of the recognition of
chemical compounds.
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Figure 2. Diagram of the effects of interaction between the matter and radiation

To better understand the phenomenological basis of the optical detection
methods it seems to be useful considering the whole set of effects of interaction
between the matter and radiation from the stand point of their use in practice.
Figure 2 shows a diagram of such effects, which allows one to analyze the
practicality of their use in achieving the task of detecting the explosives.

In composing this diagram, we divided the effects into two groups, the
linear and nonlinear ones. As to the linear effects those have been known long
ago, while the study of nonlinear effects have only become possible due to
advent of lasers, the light sources capable of emitting coherent radiation of
high-power density.

The linear interaction effects have found wide-ranging application in
chemical analysis as a basis for various analytical technologies.

From the linear effects the diagram in Figure 2 presents three main in-
teraction effects, namely light absorption, spontaneous Raman scattering of
light, and fluorescence. Those are just the effects that made the basis for the
majority of analytical techniques developed so far.
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The absorption is the effect of interaction between radiation and the mater
that results in that a portion of radiation energy is absorbed by an atom or
a molecule, which then can be transformed into other forms of energy, for
example, into heat. Each molecular species has a unique absorption spec-
trum. The absorption spectrum can be obtained in the form of a transmission
spectrum, the reflectance spectrum, the spectrum of attenuation of a return
signal (in lidar technique), as well as in the form of spectrum of optical
losses of a resonator, and so on. Analysis of the absorption spectra enables
one to identify the species absorbing the light. Absorption spectra of vari-
ous substances recorded in the infrared wavelength region are normally most
informative since these are formed due to unique combinations of the molec-
ular vibrational a rotational motions of the majority of substances. Although
the technology of IR-spectroscopy is being permanently improved there still
are many problems to be addressed in order to make use in full measure the
information potential of the IR region. Table 4 presents information on the
typical threshold sensitivities of different methods, which employ the effect
of light absorption. As seen from Table 4 all these methods provide for a
high sensitivity, but only one of them, namely the DAS technique, is a remote
one.

However this technique gives good results only for the case of long-path
absorption, for which reason it has found practical application only in eco-
logical monitoring of the environment.

The effect of spontaneous Raman scattering of light can briefly be char-
acterized as the interaction process of inelastic scattering of photons by
molecules of a substance. This process results in a change of the energy
state of interacting molecules and creation of photons having energy differ-
ent than that of incident ones [13]. Raman spectra consist of bands shifted
with respect to line of exciting radiation on the frequency scale. The spec-
tral shifts of the bands are determined by the energy of vibrational-rotational
motions of a molecule. As in the case of absorption spectra, Raman spectra
also have high information content. However, in contrast to the absorption
spectra, the positions of Raman spectra on the wavelength scale are deter-
mined by the wavelength of exciting radiation, which can be optimized when
necessary.

TABLE 4. Detectability thresholds of the absorption methods

Method Detectability threshold Sampling needed, yes/no

DAS ppb No (long paths)

Intracavity spectroscopy ppb Yes

Ringdown Sp. ppb Yes

Photoacoustic spectroscopy ppb Yes
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TABLE 5. Detectability limits for Raman scattering methods

Method Threshold sensitivity Sampling need, yes/no

Spontaneous Raman ppm No

Resonance Raman ppb No

Surface enhanced Raman ppt Yes

scattering (SERS)

In Table 5 we present detectability thresholds for Raman methods [14]. It
is seen from this Table that the sensitivity of Raman methods is in sufficient
for detecting traces of the explosives in the atmosphere.

At the same time, if the frequency of exciting radiation approaches an
allowed transition of a molecule the efficiency of Raman scattering undergoes
resonant increase that can achieve about four orders of magnitude and even
higher [15]. Therefore, resonance Raman technology can be a good candidate
for use in detection of the explosives, being inherently contactless and remote
technique.

The fluorescence is a classical phenomenon of optical interaction that has
found wide-ranging application in practice. The fluorescence effect consists
in that the molecule or an atom excited due to absorption of incident radi-
ation can emit photons while relaxing from an excited to the ground state
[16]. Actually, it does not mater how the molecules or atoms are excited, but
in the case of excitation by laser radiation the possibility appears of con-
ducting remote spectral analysis of media. Typically, fluorescence has high
quantum yield. This is explained by the interaction between incident radia-
tion and the matter occurs resonantly. It is for this reason that the fluorescence
methods have high sensitivity, while being remote techniques at the same
time.

Table 6 gives the data on the threshold detectability of the fluorescence
methods [5]. It is obvious that such sensitivity well fits the requirements to the
methods of detecting the explosives. For this reason the fluorescence deserves
special attention as a candidate in developing highly sensitive detectors of the
explosives and their traces in the atmosphere.

TABLE 6. Threshold values of the detectability of fluorescence methods

Method Detectability limit Sampling need, yes/no

Molecular fluorescence ppt No

Resonance fluorescence 102 cm−3 No

Fluorescence quenching ppt Yes
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Thus we have briefly overviewed the possibilities of using linear effects
of interaction between the matter and light in constructing methods for re-
mote detection of explosives in the atmosphere. It seems so that, in principle,
fluorescence and resonance Raman scattering possess the highest sensitivity
among the optical methods that can be developed for remote detection of
explosives.

A detailed analysis of nonlinear effects of optical interactions is out of the
scope of this presentation. However, it is worthy to note that significant ad-
vances in the equipment available, particularly femtosecond lasers, promises
some new options for using nonlinear effects in remote explosives detection.

14.4. Time-Resolved Excitation–Emission Matrices Approach
for Explosives Detection

Thus, analysis of the approaches to remote detection of the explosives’ va-
pors in the atmosphere has shown that resonance Raman scattering and flu-
orescence of the explosives themselves and/or their fragments are the most
promising ones. However, for all that the methods based on the fluorescence
effects provide higher sensitivity of the detection. At the same time one should
be careful as the spectra of fluorescence of polyatomic molecules comprise,
as a rule, much complicated bands of spectral lines, the structure of which
reflects huge number of degrees of freedom in such molecules. Assignment
of such spectra makes a host of problems and calls for application of highly
specialized techniques in order to achieve selectivity in detecting the species
targeted.

Among the assignment, or recognition, methods the method of excitation–
emission matrix diagrams (EEM) is quite an effective means. This
fluorescence-based approach has found wide range of application in ecol-
ogy and medicine. The basic principle of the method is in combining the
excitation and emission spectra of an object under study in a single matrix.
In this case the spectral response of the object is a function of two variables
set on the plane (λEX, λEM), where λEX and λEM are the wavelengths of the
exciting radiation and the emission, respectively. Thus, this response makes
up a three-dimensional spectroscopic image of a species. An example of the
EEM diagram of a biological object in the atmosphere is presented in Figure 3.
One can also see, in this diagram the responses due to Rayleigh and Raman
scattering of exciting radiation by the atmospheric components. The EEM di-
agram presented in Figure 3 just illustrates the possibilities of distinguishing
among the spectral images of different species using such matrices.

The approach based on matrix representation enables one to present most
comprehensively the spectroscopic properties of the objects studied as it shows
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Figure 3. Example of excitation–emission matrix diagram [17]

evolution of the relevant spectral responses depending on the wavelength of
exciting radiation.

If exciting a spatially localized object with pulsed radiation its spectral
image undergoes time variation and this can favor increasing the detection
selectivity.

Time-resolved spectral response produced at excitation by radiation
with the wavelength λi

EX can be described by a function of two variables
�i (λEM, t) = F(λi

EX, λEM, t) that represents it as a 3-D image bearing infor-
mation on the specific properties of the object to be detected. If, at the same
time, the time-resolved responses are obtained using exciting radiation at a
set of wavelengths λEM, then the object under study will already be presented
a four-dimensional characteristic image R = F(λEX, λEM, t). It is obvious that
a four-dimensional image bears more information on the characteristic prop-
erties of the objects detected in this way.

From the standpoint of methodology, four-dimensional spectral images
more comprehensively describe the spectroscopic properties of a system and,
therefore, the technique based on recognition of such images would provide
achieving the best possible detection selectivity.

The characteristic four-dimensional image R = F(λEX, λEM, t) is nothing
but a time-resolved EEM diagram. Figure 4 shows a hypothetical view of such
a matrix simulated numerically for several moments in time.

Obtaining four-dimensional spectroscopic responses of the objects to be
detected assumes the excitation of the object to be made successively or si-
multaneously using radiation of different wavelengths from some informative
range of wavelengths. In so doing one has to record a time-resolved spectral
response to exciting radiation at each of the wavelengths used. The set of all
these spectral responses will make up the sought four-dimensional image of
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Figure 4. Simulated view of the time-resolved EEM diagram

the object sounded. Thus, it is clear that a four-dimensional spectral image may
have high information content on the object under study. However, acquisition
of such information requires much energy and time. It is for these reasons
that success in realization of this approach in practice can only be achieved
by use of up-to-date multichannel spectroscopic technologies in combination
with high-power tunable lasers.

In recent years, intense development has been carried out at the Institute
of Atmospheric Optics of high-speed multichannel recorders of light signals
based on the use of multianode photomultipliers. Thus, a 32-channel photon
counting system developed for use with a 32-anode H7260 Hamamatsu PMT
has been used in several lidar systems for studying the atmospheric water
vapor and liquid water in clouds by use of the rovibrational ν1 Raman band
of this molecule [18]. Use of the multianode PMTs enables one to achieve
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Figure 5. Block-diagram of a 32-channel Raman lidar

time resolution of measurement about 1ns and sensitivity at the mean level
of thousandths of a photon per second. High-speed spectrum analyzer, if
built up around such a multichannel photon counting system enable one to
simultaneously acquire 32 lidar returns with the spatial resolution of 1.5 m
each. Block-diagram of a 32-channel Raman lidar for remote measurements
of liquid water content in clouds is depicted in Figure 5.

Appearance of the 32-channel Raman lidar built up in cooperation with
the lidar group at Max Planck Institute for Meteorology, Hamburg, Germany
is shown in Figure 6. A 32-channel lidar response acquired with this lidar
is a 3D spectral image, which can easily be presented using means of 3D
graphics on a computer. Figure 7 presents an example of a 3D spectral image
a laser pulse (pulse of laser sounding radiation). Horizontal axes show channel
numbers and time, while the vertical axis shows the response intensity.

Figure 8 presents a time-resolved spectral response from an orange-
colored glass irradiated by laser radiation at 532 nm wavelength. One can
easily see from this figure a 3D image of the exciting laser pulse (green peak
in the center) and a 3D image of a fluorescence emission from the color glass.
It is obvious that 3D presentation enables one to improve the reliability of
distinguishing lidar returns.

Figure 9 shows a spectral image of the rovibrational Raman band of water
vapor and liquid water acquired at vertical sounding of a cloud base with a
32-spectral-channel lidar. Like in the previous case, analysis of the 3D image



Figure 6. Appearance of the 32-channel Raman lidar built up in cooperation with the lidar

group at Max Planck Institute for Meteorology, Hamburg, Germany

Figure 7. Time-resolved image of a pulse of second harmonic radiation of a Nd:YAG laser

recorded with a 32-channel spectrum analyzer
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Figure 8. Time-resolved spectral response from an orange-colored glass irradiated by laser

radiation at 532 nm wavelength. One can easily see from this figure a 3D image of the exciting

laser pulse (green peak in the center) and a 3D image of a fluorescence emission from the color

glass

enables one to detect the presence of liquid water in the atmosphere by its
spectral and time image in the cloud base.

Until now, we considered a spectral-temporal 3D image of an object
sounded using sounding radiation at a single wavelength. As is seen from
quite general considerations and having in mind the examples given, even sin-
gle frequency excitation of the fluorescence the multichannel time-resolved
spectroscopic approach proposed is quite an effective means of distinguishing
among the objects sounded. If this approach is incorporated into the technol-
ogy of multifrequency excitation that, for example, is being used in generat-
ing EEM diagrams then one obviously obtains a new powerful instrument for
detecting and identification of various fluorescing objects, which uses com-
prehensive information on spectroscopic properties of the objects sounded.
Block-diagram of such an instrument is depicted in Figure 10.

The beam of a frequency tunable pulsed radiation is directed toward an
object to be sounded. The optical response occurring due to interaction be-
tween laser radiation and matter is collected with an optical receiving system
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Figure 9. Spectral image of the rovibrational Raman band of water vapor and liquid water

acquired at vertical sounding of a cloud base with a 32-spectral-channel lidar
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Pixel Size: 2.8×2.8 mm2

Figure 11. A 256-anode H9500 PMT assembly; Hamamatsu Photonics

and then radiation enters into a multichannel spectrum analyzer. Time be-
havior of the response intensity is recorded in each of the spectral channels
isolated. Such measurements are being repeatedly carried out for each of the
wavelengths of the exciting radiation chosen within the tuning range. Mea-
surement data are entered into a computer for the subsequent analysis and
interpretation. Each of the measurement cycles yields a spectroscopic image
of the object.

We suggest to increase the number of spectral channels of the analyzer
from 32 to 256 by use of a newly developed at Hamamatsu Photonics 256-
anode matrix PMT assembly H9500 (see Figure 11). Thus enhanced spectral
resolution will provide necessary level of the system selectivity in analyzing
multispecies objects.

14.5. Conclusion

In conclusion, we should like to note that despite extremely tough conditions
for application optical methods are quite promising for achieving the task
of operatively detecting explosives’ traces in the atmosphere. Among those
the methods based on resonance emission effects like Raman scattering and
fluorescence are most sensitive. Development of these detection techniques
is yet at early stages and thus needs many additional investigations to be
carried out of the spectroscopic properties of the explosives’ vapors as well
as of the ways to efficiently excite the explosives’ molecules and their frag-
ments by optical radiation. Along with the laser fragmentation methods, which
are most promising now, it is also worth developing the detection methods
that are based in the effects of direct interaction between laser radiation and
complex chemical compounds. The success of such studies strongly depends
on the advances in modern spectroscopic methods. In this connection, the
method of time-resolved EEM diagrams attracts much attention as an absolute
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spectroscopic approach enabling one to acquire most complete information on
the capability of an object under study to respond to optical action within some
interval of wavelengths (the four-dimensional image). Successful realization
of this method is mostly determined by the advantages in two branches of
technology, namely tunable lasers and fast operating multichannel spectrum
analyzers. Both of these technologies have been rapidly developed in recent
times. We have also contributed, so modestly, to this research field and hope
that this will help development of remote systems for detecting explosives in
the atmosphere.
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Abstract. Laser ablation spectroscopy combining with high-resolution mid-
infrared absorption measurements offers interesting possibilities for sensitive
and selective stand-off analysis of surface contaminations under real-time op-
eration conditions. The detection of NOx production rates emitted from sur-
faces after interaction with a pulsed infrared laser beam allows distinguishing
between different surface contaminations, e.g. energetic and non-energetic
materials but also between molecules with similar atomic composition. This
is shown for the explosives TNT, Octol and HMX. For efficient laser frag-
mentation of surface contaminations the excitation wavelengths 1.06 μm and
1.47 μm are compared indicating that a pulse power as low as 0.25 mJ/pulse
at 1.47 μm is sufficient for laser-induced surface evaporation of explosive
contaminations. Then no plasma is ignited by the infrared laser pulses and
therefore the obtained NOx emission is only due to the explosive surface
contamination.

15.1. Introduction

The atomic composition of various organic materials is given by the elements
carbon (C), nitrogen (N), oxygen (O) and hydrogen (H). When focusing an
intense pulsed laser beam on the surface to be investigated, a plasma will be
generated instantaneously by the light matter interaction.

1http://www.lac.tu-clausthal.de
2http://www.pe.tu-clausthal.de/AGSchade
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Surface molecules are fragmented into their atomic compounds and ex-
cited atoms, molecules and molecular compounds as well as electrons are
generated in the plasma. When the laser pulse is off no energy is transferred
to the sample anymore and the ions and electrons recombine as well as the
excited states which results in the emission of light. Spectrally-resolved de-
tection of the plasma emission gives information on the atomic composition
of the sample (“first order fingerprint”). This can be used for characterization
of different samples if the atomic composition is different from sample to
sample. As an example, plastics and explosives are composed by the same
elements and therefore cannot be classified by only measuring laser-induced
plasma intensities. However, when additionally using the temporal evolution
of the plasma emission for specific wavelengths a data analysis can be de-
veloped that allows a more specific sample analysis. An example is shown
in Figure 1. Here laser-induced plasma spectroscopy (LIBS) is applied to
distinguish between an explosive and an organic (wood) sample. Analyz-
ing the LIBS intensity spectra emissions from N, O, H, Na and K but also

Figure 1. LIBS intensity spectra (a, c) and time resolved data analysis of LIBS spectra for

specific emission lines (b, d) for the samples TNT (a, b) and wood (c, d)
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from molecular fragments such as cyanide (CN) are obtained (Figure 1(a)
and (c)) and the LIBS intensity spectra of both samples are very similar.
The strong carbon emission is because of the relatively high amount of car-
bon in these materials but the CN emission is explained by a reaction of the
carbon emitted from the material and the nitrogen also from the sample but
additionally from the ambient air which is also ionized by the plasma. How-
ever, closer inspection of the time-evolution of the C-, CN- and N-emission
at 248, 388 and 500 nm, respectively, allows clear classification of the two
samples.

Depending on the absorption cross section for the materials under investi-
gation laser-induced plasma temperatures are different for different materials.
Plasma temperatures of up to 12,000 K are obtained when using laser pulses
of several millijoules.

This effect results in characteristic LIBS intensity decay times for dif-
ferent materials if the laser excitation is performed under same experimen-
tal conditions. The corresponding decay times are typically in the order of
several tens to a few hundreds of nanoseconds (“second order fingerprint”)
depending on the applied laser power, the excitation wavelength and the
material to be analyzed. Since LIBS is known as a contact-free diagnos-
tic method it found several practical applications in industrial process con-
trol, environmental analysis and very recently also for security applications
[1–6]. However, to improve the LIBS technique as an analytical stand-off
tool with respect to more selectivity especially for analyzing surface contam-
inations the combination of LIBS with other laser diagnostics such as mid-
infrared (MIR) absorption spectroscopy has to be investigated. In this context
selective and sensitive NOx detection after the laser ablation or evaporation
process indicates a very high potential for analyzing explosive residuals on sur-
faces [7]. To achieve only a surface and not a bulk material interaction with the
ablating laser pulse it is important to adjust the laser wavelength to the absorp-
tion coefficient of the material to be analyzed. In case of detecting contamina-
tions of explosive on metals it turned out that use of 1.5 μm laser wavelength
instead of the conventional Nd:YAG laser wavelength 1.06 μm is superior for
the laser ablation/fragmentation (PLF) process. Only 0.25 mJ pulse energy at
1.5 μJ are sufficient for plasma generation or efficient PLF on explosives or
plastics while more than 1 mJ are necessary using the 1.06 μm. Then only
laser interaction takes place with the surface contamination (explosive) but
not with the bulk material (metal). These results offer new and interesting
possibilities for developing stand-off diagnostic tools applying miniaturized
passively Q-switched microchip Er:Glass lasers as seed laser for fiber ampli-
fiers that are frequently used in telecommunications for LIBS or PLF. The NO
emission of the material to be investigated is simultaneously measured by high
resolution absorption spectroscopy applying difference-frequency generation
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(DFG) or quantum cascade (QC) lasers operating around 5 μm [8, 9]. First
results are discussed in the present paper.

15.2. Experimental Setup

Remote stand-off detection of explosives is proposed by combination of pulsed
laser fragmentation (PLF) and pulsed mid-infrared differential absorption
spectroscopy (MIR-DIAS). The proposed experimental set-up is shown in
Figure 2.

A pulsed laser excitation with a wavelength above 1.5 μm induces a heat-
ing and subsequently fragmentation (PLF) of surface contaminations to be
investigated. A second with respect to the PLF laser delayed MIR laser pulse
measures the NO concentration that is generated by laser-material interaction
on the surface to be investigated. The sample itself is used as retro-reflector
or scattering shield and since fragmentation or heating is only obtained by
the 1.5 μm laser pulse on the surface of the sample to be analyzed a remote
detection scheme is achieved by this method when measuring the reflected or
backscattered MIR light by a telescope and MIR detector. A 1.5 μm laser ex-
citation compared to the conventional 1.06 μm Nd:YAG laser line is preferred
because of much stronger absorption of infrared shifted wavelengths due to
the enhanced infrared absorption coefficient of explosives. Then the laser-
material interaction is concentrated on the explosive surface contamination
and not by the laser bulk material interaction which also induces NOx under
ambient air conditions and which are much stronger than the very weak NOx

signals generated by the explosive-laser light interaction if concentrations of

Pulsed laser =1,5 μm

Quarzlens
Sample TNT coated

CaF Lens

MIR Detection Unit

Gold coated mirrorQuantum Cascade Laser
=5,3 μm

Pulsed laser =1,5 μm

MIR Detection Unit

Quantum Cascade Laser
=5,3 μm

Figure 2. Stand-off detection of explosive contaminated surfaces by infrared PLF followed by

MIR-DIAL spectroscopy.
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several μg have to be analyzed. Applying a fiber amplified microchiplaser
for PLF and a quantum cascade laser (QCL) operating at 5.28 μm for NO
detection a stand-off operation distance of 10 m is possible.

15.3. Results and Discussion

Laboratory measurements indicate the possibility to distinguish between en-
ergetic and non-energetic materials by measuring the amount of emitted NOx

after PLF on the surface of a sample to be investigated, especially when calcu-
lating the ratio NO/NO2. Because of the very low laser power at 1.5 μm there
is no plasma ignition on a metal sample and therefore no NOx signal can be
detected. However, because of a much higher absorption of plastic materials
at 1.5 μm compared to 1.06 μm, even pulse powers as low a 0.25 mJ/pulse at
1.5 μm induce a PLF that can be detected by measuring NOx emitted from such
surface. The same is true for an explosive contaminated metal surface. There is
no significant PLF signal from the metal but because of the enhanced absorp-
tion at 1.5 μm for TNT there is a significant interaction with the TNT on top of
the metal that results in NOx emission that can be monitored. It is interesting
to note that the ratio NO/NO2 is completely different for nonenergetic (plas-
tic) and energetic (TNT) materials. Therefore, this ratio allows to distinguish
between explosive and non-explosive surface contamination (see Figure 3).

On the other hand, the nitrogen monoxide (NO) molecule shows funda-
mental vibrational absorption lines in the spectral range above 5 μm with
oscillator strengths that allow sensitive spectroscopic diagnostics of NO. A
pulsed laser excitation with a wavelength above 1.5 μm induces a heating
and subsequently vaporization of surface contaminations that have to be in-
vestigated. A second with respect to the PLF laser delayed MIR laser pulse
measures the NO concentration that is generated by laser-material interaction
in a small volume. The sample itself is used as retro-reflector or scattering
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Figure 3. NO/NO2 ratio as indicator for explosive contaminated surfaces after pulsed laser

fragmentation and spectroscopic NOx detection for a pure metal sample, an uncontaminated

plastic (mine casing) surface and a 1 mg TNT contaminated metal surface
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Figure 4. NO absorption spectrum detected by a QCL at 5.28 μm after surface fragmentation

of a HMX sample by interaction with infrared laser radiation at 1.5 μm. (a) NO reference cell.

(b) PLF and MIR-DIAS under ambient air conditions

shield and since fragmentation or heating is only obtained by the 1.5 μm laser
pulse on the surface of the sample to be analyzed a remote detection scheme
is achieved by this method when measuring the reflected or back-scattered
MIR light by a telescope and MIR detector. In this concept 1.5 μm laser exci-
tation compared to the conventional 1.06 μm Nd:YAG laser line is preferred
because of much stronger absorption of infrared shifted wavelengths due to
the enhanced infrared absorption coefficient of explosives. Then the laser-
material interaction is concentrated on the explosive surface contamination
and not by the laser bulk material interaction which also induces NOx under
ambient air conditions and which are much stronger than the very weak NOx

signals generated by the explosive-laser light interaction if concentrations of
several μg have to be analyzed.

In first experiments a fiber amplified microchiplaser for PLF and a quantum
cascade laser (QCL) operating at 5.28 for NO detection are applied. The NO
emission was detected via QCL absorption spectroscopy when a HMX sample
was heated by a sequence of infrared laser pulses at 1.5 μm. A typical NO
spectrum from such measurements is shown in Figure 4.
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The combination of these two techniques provides a very sensitive, minia-
turized and efficient eye-safe stand-off technique for the analysis of trace
explosive contaminated surfaces.
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Abstract. In view of potential terroristic attacks on public areas like air-
ports, metro stations, stadiums etc. it is important to detect suspect persons
like suicide bombers before they can bring the explosive to detonation. This
detection of the explosives must not be recognized by the suspect persons.
It should deliver online results and should be performed in a stand-off way
without direct contact to the suspect person (remote sensing). The open-path
FTIR spectroscopy is a promising tool for that specific task. In this paper
several applications are described and first measurement results for the online
detection of TATP are presented. Moreover a short glance on further planned
research items is given.

Key words: suicide bombers, open-path FTIR spectroscopy, explosives, re-
mote sensing, stand-off detection, acetoneperoxide (TATP), DNMB, DNT,
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16.1. Introduction

Explosives like acetoneperoxide (TATP) can be synthesized with relative low
effort, although the handling of the substance is risky. There are informations
that TATP was used for several terroristic attacks, e.g. for the terror attack on
July 7th, 2005 in London and for the attack preparation for suicide bombers
for the Christmas market of Strasbourg in the year 2000.

The basis for the stand-off detection of explosives by open-path FTIR
spectroscopy is, that several explosives like TATP, DMNB-marked commer-
cial explosives, DNT, TNT have the tendency of outgasing or sublimation and
that the resultant vapour in the atmosphere can be measured by open-path
FTIR spectroscopy, in principle, as there are strong absorption features in the
infrared. The primary vapour pressure of these substances is varying between
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Figure 1. Characteristic vapour pressure for important explosives, from [1]

1000 ppm (TATP), around 1 ppm (DMNB, DNT) down to 10 ppb (TNT), see
Figure 1. The concentrations to be measured in the open atmosphere of real
world measurement sites are even lower. Moreover, the dispersion kinetics
of the vapours of the explosives around the suicide bombers has to be taken
into account, considering the sensitivity of the method. This has following
background:

Suicide bombers tend to wear the improvised explosive devices around
their body or e.g. in a back pack. Due to the thermal temperature of the
body and the natural convection streams of the body heat around it as well
as the air flow around the body or object during movement the suspected
person will possess an explosive plume around its body. The produced plume
concentration might be dependent on the type of clothes (e.g. thin or thick
silk, wool, cotton, or leather) the suicide bomber is wearing. There might be
an unhindered migration of the evaporated explosive through the clothes and
consecutive passing to the surrounding air as well as a tendency of the targeted
components to be “sticky” to the concealing material. Surely in practice the
maximum concentration given by the equilibrium vapour pressures would not
be reached (perhaps decreased concentrations by a factor of ten or hundred
might be realistic).

16.2. The Open-Path FTIR Measurement Method

The open-path measurement systems work in a way, that they are transmitting
infrared radiation into the open atmosphere on a measurement path of about ten
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Figure 2. Schematic view of a monostatic open-path FTIR measurement system

to hundreds of meters towards a mirror or retroreflector, which reflects a part
of the radiation back to the receiving unit and spectrometer. The concentration
of the gases of interest is determined by the measurement of the absorption of
the compounds within the measurement path using the FTIR spectrometer. In
the so-called monostatic systems the IR source is implemented together with
the spectrometer in one unit (see Figure 1). The so-called bistatic units use a
separate IR source. More details of the measurement methods are described
e.g. in [2–4].

16.3. Applications of Stand-Off Detection with Open-Path FTIR
Spectroscopy

Applications for the stand off detection of explosives by their outgasing
vapours with the open-path FTIR spectroscopy could be e.g.:

� airports (see e.g. schematic example in Figure 3);
� metro stations;
� public buildings;
� stadiums;
� large places (eventually, music festivals, sports events).

The measurements can be performed in a way, that measurement beams in
the open atmosphere are established above the people along pathways, which
most passengers have to pass, e.g. catwalks, escalators or waiting cues in front
of counters. If a suspect person with outgasing explosives is hiding within the
crowd of waiting people, it can be detected by the op-FTIR measurement
beams.
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Figure 3. Example of application:Schematic views of possible examples of measurement

beams of open-path FTIRsystems above waiting people within an airport area for the de-

tection of vapours from explosives

a: Top view oft two beams of two open-path FTIR systems above waiting persons in front of

counters and passport/ticket control

b: Folded measurement beam above waiting persons in front of ticket counter

c: crossed measurement beams (lefthandside) for pinpointing a single person

The advantages of the use of the open-path FTIR spectroscopy for this
purpose are:

� The measurement beams are invisible;
� Large areas can be surveyed;
� The repetition rate of the measurement could be below a second, depending

on the type of instrument and the resolution of the spectra;
� The technology is available, in principle, however, it has to be adapted to

the measurement application;
� The measurement itself is not dangerous or harmful to the people;
� Interferences to other substances can be reduced by recording complete

spectra.
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Figure 3 demonstrates the possible application of this method in an airport: In
Figure 3(a) the air above the waiting people in different areas is analyzed by
the means of two measurement beams continuously. Figure 3(b) demonstrates,
how the area, which is controlled, can be enlarged by folding the beam. By
this way, the sensitivity of the measurement is enlarged as well. However, in
this way it is only possible to detect, if any explosive like TATP is within
this area of supervision. It is unlike to pinpoint a single person with this
method. This can be done in a configuration shown in Figure 3(c). Here an
additional instrument with a measurement beam rectangular to the primary
beam is used. By crossing the measurement beams the pinpointing of single
persons carrying the explosives (suicide bombers) should be possible.

Similar applications are possible in metro stations, stadiums and public
areas.

16.4. First Measurement Results

Figure 4 shows the measurement setup for first TATP test measurements per-
formed jointly by the FHD and ICT. The measurements were performed with
a FTIR spectrometer, which is normally used by the FHD for open-path mea-
surements. For the test measurement this FTIR system was coupled with a
multireflection cell, realizing a measurement path of 40 m. In this way re-
alistic conditions for the measurement path length could be achieved, while

Figure 4. Schematic view of measurement setup
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Figure 5. Screenshot of measured increasing TATP concentrations

simultaneously controlled atmospheric conditions could be guarantied for the
test measurement.

The measurements of acetoneperoxide (TATP) were performed in fol-
lowing way: The TATP was transferred to a temperature controlled sample
chamber, which was slowly heated with a constant heating rate. In parallel to
the constant heating zero gas was flushed through the sample chamber with
a constant flow rate, which was adjusted by a mass flow controller. By this
means air is fed through the multireflection cell, which is enriched with a
steadily increasing concentration of TATP vapour.

During the measurements it was investigated, if the FTIR system would
be able to detect continuously the TATP vapour in the air. For that analysis
purpose a TATP reference spectrum was prerecorded.

Figure 5 shows a screenshot of the FTIR computer during the measure-
ment. The screenshot displays the increasing TATP concentrations on the
40 m measurement path in the air of the multireflection cell. This is due to
the outgasing effect of the TATP during heating in the temperature controlled
heating chamber. In Figure 5 it can be seen clearly that the FTIR system was
able to monitor the increasing TATP concentrations instantaneously and con-
tinuously. Figure 6 shows spectra, recorded by the FTIR spectrometer at the
FHD, of the air with (lower line) and without the TATP vapour (upper line). As
it is demonstrated clearly in Figure 6, the TATP vapour causes lower measured
intensity in several regions of the spectrum due to absorption (for instance in
the region around 1000 wavenumbers). This becomes evident also by com-
paring the measured spectrum with the prerecorded reference spectrum of
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Figure 6. Measured spectra of air with TATP (lower line) and without TATP (upper line)

TATP (Figure 7, taken by ICT). Therefore, by these measurements it could
be proven, that explosives like TATP can be measured continuously by the
open-path FTIR spectroscopy.

Moreover, reference spectra were recorded for DMNB, DNT and TNT as
well, so measurements should be also possible for those compounds.

Figure 7. TATP reference spectrum
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16.5. Further Research Items

In the described measurements the University of Applied Sciences Düsseldorf
(FHD) and the Fraunhofer Institute for Chemical Technology (ICT) clearly
demonstrated the ability of the open-path FTIR spectroscopy to detect explo-
sives like TATP by their outgasing vapours in the atmosphere. Based on these
measurement results, a joint research project is planned by the FHD and the
ICT.

The University of Applied Sciences Düsseldorf (FHD) has already utilized
and developed the open-path spectroscopy for several applications [5–9]. The
Fraunhofer Institute for Chemical Technology (ICT) in Pfinztal, Germany,
has the expertise for the handling of explosives and analysis of the explosives
with point analysers [10, 11]. The expertise of both institutions will be used
in the joint project. Research items will addressed such as

� Investigation and optimisation of the detection limit of the open-path FTIR
method depending on the response time and resolution of the analyzer.

� Investigations of interferences.
� Optimization of software for this specific measurement task.
� Investigation of the dispersion kinetics of the vapours of the explosives

around suicide bombers, by sampling of the vapour plume around dummies
with appropriate point monitoring techniques.

16.6. Conclusion

It could be demonstrated successfully by the University of Applied Sci-
ences Düsseldorf (FHD) and the Fraunhofer Institute for Chemical Tech-
nology, that the open-path FTIR spectroscopy is a promising tool for the
detection of explosives like TATP, which are used by suicide bombers for
terroristic attacks. This detection technique could be used for the surveil-
lance of public areas like airports, metro stations or stadiums etc. Further
research on this topic is planned. This would be an important step for public
security.
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17. 14N NQR DETECTION OF EXPLOSIVES
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Abstract. Nuclear Quadrupolar resonance allows selective detection of solid
explosives containing Nitrogen. This note presents results on TNT, HMX and
RDX by a surface coil measurement.

Key words: NQR, explosive detection

17.1. Introduction

NQR is a solid state spectroscopic technique that applies to nuclei of spin I ≥ 1
in a non-cubic environment. The interaction between the nuclei, characterised
by their electric quadrupole moment, and the environment characterised by
the components of the electric field gradient at the nucleus gives rise to dis-
crete energy levels between which resonant transitions can be induced by
a radiofrequency magnetic field. The resonance frequencies are compound
specific and allow detection of various kinds of objects (bombs, drugs, . . . )
on the basis of their chemical composition, which is an important advantage
over other methods that detect extrinsic properties such as metallic mine de-
tectors. The technique requires that the substance is in a solid state and that
the environment of the nuclei of interest is non-cubic, otherwise the electric
field gradient is zero because of symmetry consideration in the cubic case, or
because of motion averaging in the case of a liquid substance.

Most solid explosives contain an important proportion of nitrogen which
allows their detection by NQR. The resonance frequencies lie in the 500 kHz–
5 MHz range.

In its simplest variant the NQR detection experiment consists of an ex-
citation period which disturbs the nuclei from their equilibrium state, fol-
lowed by a detection period during which the oscillations of the nuclei at the
resonance frequency are monitored. The excitation is a radiofrequency pulse

1To whom correspondence should be addressed.
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of appropriate amplitude and length. In the classical scheme of detection, the
oscillations of the nuclear magnetisation at the resonant frequency after the
pulse are detected through the voltage they induce in a coil by the Faraday
effect. Usually the same coil is used for excitation and detection.

The important parameters that govern the efficiency of detection for a
given nucleus are its concentration, the resonance frequency and the values of
several characteristic times, listed non exhaustively below, that characterise
the return of nuclei toward equilibrium after the initial disturbance:

T1 is the time of thermal equilibration between the various energy levels,
T2* is the time of decrease of the magnetisation created by initial pulse,
including extrinsic factors such as inhomogeneities (temperature, resonance
frequency . . . ) inside the sample.

T2 > T2* is the intrinsic time of loss of magnetisation. It does not neces-
sarily involve transfer of population between the energy levels and one has
T2 < T1.

For an optimum detection of a substance, the knowledge of the relaxation
times is crucial. It allows optimising the simple detection sequence described
above, but it also allows improving upon this simple sequence. Depending on
the NQR characteristics, various elaborate sequences have been proposed: the
point common to these sequences is that they use multipulse excitation which
permit to refocus the magnetisation and to increase the effective observation
time above the value T2* which pertains to the simple one pulse excitation
sequence.

From the historical point of view the detection of explosives by NQR
has been considered very early in several countries. In USA extensive work
has been conducted by the team of Garroway with a first patent in 1993
[1]; in Great Britain one can mention the works of Smith and al. with several
patents starting from 1989 [2], and a demonstration of the possibility to detect
ammonium nitrate inside a vehicle [3]; in Russia NQR studies are associated
with the name of Grechishkin [4]. In Australia, a company (QRScience) [5]
is developing a commercial explosives detector for airport.

However, NQR systems have until now not really been implemented in real
conditions due to the fact that the sensitivity is still rather low, especially for
TNT which presents a low density of Nitrogen and long relaxation times. The
limitation in sensitivity is given by the thermal noise of the detecting coil. For
that reason, we are exploring alternative solutions based on cooled sensors.

17.2. Experimental Setup

Practically, a NQR experiment consists in emitting RF pulses into the sample
and then collecting its nuclear magnetization response. We have developed
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Power
Amplifier

Spectrometer

Low-noise
Pre-amplifier

Explosive
under test

Tuned probe

Figure 1. Experimental setup. A surface coil is connected to a home-made spectrometer con-

trolled by a PC. The probe and the preamplifier are separated from the remaining part by several

meters

a high performance spectrometer which covers a frequency range between
400 kHz to 10 MHz, 0.1◦ phase accuracy, 100 db amplitude control and 10
ns pulse resolution. A double frequency change associated to very low noise
preamplifiers in the reception part insures an optimized signal-to-noise ratio
of the electronics. Then the effective noise is given mainly by the thermal
noise of the resonant coil (see Figure 1).

Our system can work simultaneously with an optimized resonant surface
coil and a cooled sensor. The coils used in the experiments have a solenoid
shape (radius = 4.5 cm, length = 1 cm), and are designed to optimize the
homogeneity of the RF field in the explosive. The working distance is com-
prised between 5 and 10 cm. The cooled sensor has about the same size with
an additional 3 cm distance from the explosives.

The pulse power was at maximum 200 W with pulse lengths between 5 μs
and 100 μs depending on the system.

17.3. Experimental Results

We have performed experiments on various explosives and we present here
results obtained on HMX, RDX and TNT. The measured quantities were 100
g and the temperature was 5 ◦C.

RDX has a rather short T1 of ∼18 ms at room temperature and then can
be easily and rapidly detected in a single pulse experiment. Figure 2 shows
the spectrum around the 3.4 MHz line. Acquisition time was 10 s. This time
can be easily shortened by using a SORC sequence [6].

HMX presented a very short T2 relaxation time. For that reason, we used a
spin echo sequence for its detection. Figure 3 shows the time signal for HMX.

TNT is harder to detect because the relaxation time is longer (6 s),
the resonance frequency is lower (0.8 MHz) and the N density is smaller.
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Figure 2. RDX signal detected at 3.4 MHz with a single pulse sequence. The signal is given

in arbitrary units as function of frequency offset in kHz
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Figure 4. TNT spectrum observed with a single pulse sequence at 0.840 MHz. The signal is

given in arbitrary units as function of frequency offset in kHz. No post data treatment has been

performed

However we detected it rather easily, Figure 4 shows the signal observed at
0.840 MHz.

17.4. Perspectives

In the experiment performed, the filling factor was rather high with an ex-
plosive placed at 5 cm of a surface coil. The sensitivity of our spectrome-
ter is enough good to detect easily less than 100 g of TNT or other solid
explosives.

In a real experiment like detection in luggage, the filling factor will
be less favorable (ou lower ou smaller) and sensitivity problems will ap-
pear. For that reason, we are investigating alternative solution for RF de-
tection based on cryogenic sensors coupled to flux-flux transformers which
should give one to two orders of magnitude more sensitivity than present
technology.
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Abstract. Terahertz imaging and spectroscopy has been shown to have the
potential to use very low levels of this non-ionising radiation to detect and
identify objects hidden under clothing at stand-off distances. In this paper we
discuss some of the important factors involved in developing systems for the
security industry, and describe our recent work on the development of a proto-
type terahertz stand-off detection system. Using this system we demonstrate
the spectroscopic detection of concealed explosives at a stand-off distance of
1 m, both real time, in reflection, and under normal atmospheric conditions.
We believe the technique has the potential for further development towards
a practical system for the detection of suicide bombers and mobile subjects.

18.1. Introduction

The terahertz (THz) region of the electromagnetic spectrum is typically con-
sidered to occupy 300 GHz to 10 THz, bridging the gap between millimeter
waves and the infrared. Recent developments have started to address the previ-
ous lack of sources and sensitive detectors in this range [1, 2]. These advances
have been accompanied by much interest in possible applications of the tech-
nology, just as has happened in the past as other parts of the spectrum have
become accessible. Interest in terahertz technology has focussed on the secu-
rity [3, 4], pharmaceutical [5], non-destructive testing (NDT) [6], and medical
industries [7, 8].

There are unique properties of THz radiation that make it a potentially
powerful technique in security screening. Firstly, THz radiation penetrates
many everyday physical barriers such as typical clothing and packing materi-
als with modest attenuation [3]. Secondly, many chemical substances and ex-
plosive materials exhibit characteristic spectral responses at THz frequencies
that can be used to identify these threat objects [4]. Additionally, being at low
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photon energy, sub-millimeter wavelengths, THz radiation is non-ionising, in
contrast to penetrating radiation using higher energies. Terahertz techniques,
therefore, combine safe-to-use high-resolution imaging, and the identification
through spectroscopy of threat materials—even when hidden in packages or
under clothes.

Although they are eventually absorbed by water vapour in the atmosphere,
terahertz waves will propagate modest distances through normal atmospheric
air, so that terahertz can be considered for stand-off detection over distances
of several tens of metres.

THz imaging systems can be passive, simply detecting the THz part of
the thermal black-body radiation given off by objects. Alternatively, active
schemes can be implemented whereby the object being imaged is illumi-
nated by a THz source. Whilst passive systems may be effective for 2D low
frequency (e.g. 100 GHz) millimeter wave imaging, chemical/structural anal-
ysis of suspect objects is restricted to higher frequency techniques, since
there are virtually no spectroscopic features in solids below 500 GHz. Active
techniques, such as terahertz pulsed imaging (TPI), and terahertz continuous-
wave (TCW) imaging can be several times more sensitive. Pulsed and multi-
frequency techniques enable 3D imaging, much like radar by using time of
flight analysis providing increased contrast and discrimination.

Note that, as conceived here, the detection concept is to shine terahertz
radiation, through clothing or bags carried by a suspect and spectroscopically
to detect hidden explosives using reflections from the solid surfaces of the
explosive material. Some explosives do have non-negligible vapour pressure
(although many have very low vapour pressure) and whilst terahertz radiation
will excite rotational modes in any emitted gas or vapour, these signals will be
far too small to detect in any practical stand-off system. Terahertz stand-off de-
tection is thus a bulk rather than trace detection technique although, as we shall
demonstrate, it is capable of detecting small (and thin) macroscopic samples.

In this paper, we introduce terahertz technology, discuss some of the im-
portant factors involved in addressing practical systems for stand-off de-
tection, and describe a laboratory proof-of-principle demonstrator we have
constructed—a stand-off detection system, aimed at detecting threats such as
explosives using spectroscopy at a distance.

18.2. Terahertz Systems

Established experimental THz systems are largely based on photoconduc-
tive switches, which rely on the production of few-cycle THz pulses using
an ultrafast (femtosecond) laser to excite a biased photoconductive antenna.
This causes the production of charge carriers (electrons and holes) which are
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accelerated by the bias voltage and these accelerated charges radiate. The
technique is inherently broadband, with the emitted power distributed over
several THz (typically 0.1–4 THz). Pulsed THz emission in photoconductive
antennas is produced when the current density, j , of a biased semiconductor
is modulated on subpicosecond timescales ETHz ∝ d j/dt [9]. The change in
current density, and hence photocurrent, arises from two processes: the rapid
change of the carrier density via femtosecond laser illumination, and the ac-
celeration of photogenerated carriers under an external electric field [10].

Coherent detection of the incident THz radiation can be performed in a
similar photoconductive antenna circuit [11–14]. By gating the photoconduc-
tive gap with a femtosecond pulse synchronised to the THz emission, a DC
signal that is proportional to the THz electric field may be measured. Further,
by varying the optical path length to the receiver, the entire THz time domain
can be sampled. In this way, both the amplitude and phase of the incident THz
wave can be obtained, and a dynamic range of over 60 dB demonstrated using
time-gated detection [15].

In a typical pulsed THz system (see Figure 1), the beam from the ultrafast
femtosecond laser is split by a beamsplitter into two components, a pump beam

Femtosecond
Pulsed Laser

Long Delay
Stage

Beamsplitter

Detector

Emitter

Target

15Hz Fast
Scan Delay

Stage

Lock-in
Amplifier

PC

Signal

Reference

Parabolic
Mirror

Parabolic
Mirror

THz Beam

Figure 1. Schematic of a THz photoconductive system. In this example, specifically designed

for stand-off explosives detection, the THz beam is manipulated for reflection spectroscopy of

a target material
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and probe beam, used to illuminate the emitter and receiver respectively. A
motorised delay stage is then incorporated into the probe beam to vary the
difference in optical delay around zero between the incoming THz pulse and
the probe laser pulse at the detector.

A rapid scanning delay line is often utilised since it allows both the delay
position and the lock-in output to be digitized and re-interpolated to obtain the
THz field as a function of optical delay in real time. The frequency Fourier
transform can then also be displayed in real time on a computer display.
Typically, the output from the THz emitter is coupled from the rear surface
of the device using a high-resistivity silicon lens, which, in combination with
off-axis parabolic mirrors/lenses, allows the THz beam to be manipulated as
required. Additionally, to couple the THz radiation from free-space into the
receiver, a second silicon lens in contact with the rear of the receiver chip is
used.

The THz emitter and detector are manufactured from SI and LT GaAs
materials respectively, using, for the detectors, recently developed materials
processing techniques [16]. A bias of 50 V was applied across the emitter
electrodes, and the gated output signal from the receiver was fed to a lock-in
amplifier.

18.3. Technical Issues

If terahertz techniques are to be suitable for stand-off explosives detection
of hidden explosives, as in the detection of suicide bombers, a number of
conditions need to be established:

� the target explosives must have characteristic spectroscopic features which
allow them to be identified;

� these features must be distinct from harmless, potential confusion materials;
� it must be possible to carry out measurements in a reflection geometry;
� barrier materials such as clothing and baggage materials must be sufficiently

transparent to THz and must not introduce spectroscopic features of their
own;

� propagation through the atmosphere must be sufficient;
� system performance must be good enough to permit real time (or very near

real time) operation.

There are also detection quality and concept-of-operations issues which are
not discussed here.

All these issues have been investigated in a programme of work carried
out by TeraView over the last three years and some of the results are described
below.
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18.4. Terahertz Spectroscopy of Explosives and Other Materials

To validate that THz technology is capable of detecting explosives, we first
measured the spectrum of various common explosives in transmission. This
was performed using our commercially available transmission spectrometer,
TPIspectra1000. In transmission the THz field is modified by dispersion and
the absorption of the media under examination. The ratio of the electric field
strength before Er(ω) and after transmission Es(ω) is given by

Es(ω)

Er(ω)
= tn(ω) exp

(
−α(ω)d

2
+ (n(ω) − 1)ωd

c

)

tn(ω) = 4n(ω)

(n(ω) + 1)2

where d is the thickness of the sample, ω the frequency of the radiation, c the
speed of light, and tn(ω) is the reflection loss at the sample surface as defined
above. Hence, in transmission spectroscopy both the refractive index n(ω)
and the absorption coefficient α(ω) can be determined from the measured
amplitude and phase information by

α(ω) = 2

d

[
−�

{
log

Es(ω)

Er(ω)

}
+ log

4n(ω)

(n(ω) + 1)2

]
(1)

n(ω) = 1 + c

ωd
�

{
log

Es(ω)

Er(ω)

}
. (2)

We first published a number of spectra of common energetic compounds
(RDX, PETN, HMX, TNT) and commercial explosives based on these com-
pounds (PE4, Semtex-H) in 2003 [3]. These initial results are shown in Figure 2
and have subsequently been validated and extended both by ongoing work in
our group and by other independent groups.

In Figure 3 we show some recent measured absorption spectra and refrac-
tive index of RDX, and PETN. We note from these measurements that there
are clear and unique spectral features corresponding to each of the explosives.
These results agree well with previous reports [3], but with extended spectral
coverage (5–120 cm−1), and superior spectral resolution (1 cm−1).

In Figure 4 we show the absorption spectrum (solid line) and refractive
index (dashed line) of Semtex-H. The features appearing in the absorption
spectrum of Semtex-H can be understood from the constituent explosives.
Semtex-H consists of approximately equal amounts of RDX and PETN, with
the remainder comprising of poly(butadiene-styrene) and oil. It can be seen
that the absorption spectrum of Semtex-H is the sum of the spectra of its active
constituents, shown as the dotted line.



156 M. C. KEMP ET AL.

0 1 2 3 4

HMX

PETN

RDX

PE4

TNT

Semtex

A
b

so
rp

ti
o

n
 (

o
ff

se
t 

fo
r 

cl
ar

it
y

)

Frequency (THz)

Figure 2. Terahertz transmission spectra of the raw explosive materials TNT, HMX, PETN

and RDX together with the spectra of the compound explosives PE4 and Semtex-H
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Figure 3. The THz absorption spectra (solid line) and refractive index (dashed line) of (a)

RDX and (b) PETN
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Figure 4. The THz absorption spectrum (solid line) and refractive index (dashed line) of

Semtex-H. The dotted line shows the combined absorption spectrum of RDX and PETN
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Figure 5. (a) Clothing absorption measurements. Absorption spectra from (b) household drugs,

and (c) food items and supplements

We have carried out several studies and measurement programmes to char-
acterise common barrier materials and potential confusion materials [4]. In-
dicative results are shown in Figure 5. Most barrier materials such as different
types of cloth, paper, cardboard, plastics are semi-transparent to terahertz with
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an absorption which rises smoothly with frequency. Confusion materials, such
as foodstuffs, confectionery, cosmetics, pharmaceuticals either have feature-
less spectra or may have spectroscopic features in the THz range. However,
having examined a large number of substances, we find spectra are distinct
and we have not observed significant confusion between explosives and other
materials.

Despite the high sensitivity and dynamic range of THz pulsed spectro-
scopy (TPS) techniques any practical implementation of a people screening
system will need to work in reflection rather than transmission geometry.
From the refractive index, as determined from transmission spectroscopy,
the reflectance can be determined. The reflectance, defined as the frequency
dependent ratio of the reflected intensity to the incident intensity, is related
approximately to the refractive index by

R(ω) ≈
(

n(ω) − 1

n(ω) + 1

)2

.

Transmission spectroscopy measurements can therefore be used to calcu-
late reflection spectra. Figure 6 shows the expected reflectance of Semtex-H
as determined from the above equation.

The contrast in THz reflection spectra are significantly less than in trans-
mission/absorption measurements which makes detection more challenging,
but distinct spectral features are nonetheless present. We have carried out
theoretical studies into stand-off detection using reflection measurements in-
cluding the effects of propagation geometry, clothing barriers and atmospheric
absorption. These indicate that it is possible to build a stand-off detection sys-
tem using THz. In the next section, we describe the construction of a laboratory
proof-of-principle demonstration to validate this conclusion.
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Figure 6. The calculated reflection spectrum of Semtex-H, as determined from transmission

spectroscopy measurements
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18.5. Proof-of-Principle Demonstration

In order to explore stand-off detection using THz, we constructed a laboratory
proof-of-principle demonstrator with an initial target distance of 1 m. Using
this system we were able to demonstrate for the first time the spectroscopic
detection of concealed explosives at a stand-off distance of 1 m, real time, in
reflection, and under normal atmospheric conditions.

A schematic of the pulsed THz photoconductive system used is shown in
Figure 1. In our setup, a Coherent Vitesse laser was used to generate pulses
of average power 800 mW, at 800 nm centre wavelength, 80 MHz repetition
rate, and with a bandwidth limited pulse duration of 80 fs. As described in
Section 2, the output of the ultrafast laser was split into two components,
a pump beam and probe beam, used to illuminate the emitter and receiver
respectively. This was achieved by using a high-energy beamsplitter, with
80% of the beam being reflected into the probe beam, and 20% transmitted
as the pump beam. A rapid scanning delay line oscillating at 15 Hz, and a
1000 mm delay stage were incorporated into the probe beam. The optical laser
powers at the emitter and receiver were controlled by using neutral density
filter wheels in both the pump and probe beams. In this arrangement, the
pump and probe laser powers incident on the photoconductive devices were
measured to be 5 mW, and 20 mW respectively.

The optical scheme for the THz radiation was as follows: the generated
THz radiation from the photoconductive emitter was coupled from the rear
surface of the device using a high-resistivity silicon hyperhemispherical lens,
which, in combination with an f/1 off-axis gold parabolic mirror, collimated
the THz beam. This was then focused and directed onto a target object at a
stand-off distance of 1 m by a second off-axis parabolic reflector. The reflected
THz beam from the target object then followed an identical reverse scheme,
using two parabolic mirrors and a hyperhemispherical silicon lens, allowing
the THz beam to be focused onto the photoconductive gap of the receiver.
This allows us to perform single point reflection spectroscopy of targets at a
stand-off distance of 1 m.

As a demonstration of the performance (measured in rapid scan and col-
lected in a time of 1/15 s), Figure 7 shows the measured power spectrum with
a mirror placed at the focal plane. From Figure 7, we show that, at a stand-off
distance of 1 m, a system dynamic range of >60 dB, and a spectral bandwidth
extending from 0.1 THz to about 3.0 THz is demonstrated. Sharp absorption
features can be seen in the THz spectrum shown in Figure 7, which correspond
to atmospheric water vapor lines—these can be removed algorithmically from
the spectrum. These absorption bands in the THz spectrum are occurring after
traversing a total path length of 2.4 m through the atmosphere. It can be seen
that there are numerous water attenuation windows through which the signal
is relatively unattenuated.
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Figure 7. The power spectrum from the stand-off system with a mirror as the target material.

The sharp absorption lines in the spectrum are due to atmospheric water vapour, with a THz

path length of 2.4 m

In Figure 8, we show a reflection measurement from two explosive sam-
ples, (a) Semtex-H, and (b) SX2, taken using the stand-off instrument at a
distance of 1 m, measured in rapid scan and collected in a time of 1/15 s. The
absolute reflectance was determined by division of the measured power spec-
trum, by a power spectrum from a mirror reference, measured in an otherwise
identical fashion (see Figure 7). Also shown in Figures 8(a) and (b) are the
predicted reflection spectra of Semtex-H and SX2. The agreement between
calculation and experiment is excellent, with features being observed in both
spectra at 0.8 THz, 1.05 THz and 1.4 THz. For the measured spectra, data
processing techniques were applied real time to the dataset to remove the wa-
ter vapor absorption lines, i.e. both the data acquisition and data processing
was performed in 1/15 s.

Also, there is agreement between the frequencies of the spectral features
of Semtex-H and SX2. This is to be expected because both explosives contain
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Figure 8. The measured (solid line) and calculated (dashed line) reflectance spectra of (a)

Semtex-H, and (b) SX2 at a stand-off distance of 1 m, under normal atmospheric conditions,

taken real time. The calculated spectra were derived from transmission spectroscopy data
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Figure 9. (a) The reflectance of SX2 behind cotton clothing, and (b) the first derivative of the

reflectance of SX2 behind cotton clothing. The RDX spectral feature is clearly visible in (b)

through 4 layers of cotton

substantial components of RDX, which dominate the spectral features over
the frequency range of the figure. Since SX2 is predominately RDX (over
80% by volume), whereas Semtex-H contains only around 40%, the spectral
features in SX2 are stronger than those from Semtex-H.

Clearly detection of explosives concealed behind clothing is crucial to the
prospect of practical suicide bomber detection. We have performed a series
of measurements of explosives hidden behind increasing numbers of clothing
layers. Shown in Figure 7(a) is the effect of increasing numbers of clothing
layers on the 1 m spectrum of SX2 sheet explosive. The clothing layers were
from a typical cotton/polyester shirt loosely placed in front of the explosives,
in a manner consistent with normal wear. As before these measurements were
taken at a distance of 1 m, in a time of 1/15 s, and with automated water
vapor removal. The rapidly diminishing reflectance, as the frequency rises,
is a straightforward consequence of the exponentially increasing attenuation
of clothing layers with frequency—the clothing layers acting as a low-pass
filter to the spectrum. The effects of this can be visually removed by tak-
ing the derivative the reflectance spectrum, as shown in Figure 9(b). The
reflectance feature of SX2 centered at 0.8 THz manifests itself as an os-
cillation in the derivative spectrum. Although difficult to recognize from the
linear scaling of Figure 9(a), the derivative spectra (Figure 9(b)) clearly shows
that we can convincingly identify spectral features through several layers of
clothing.

As we have discussed in this paper, there are characteristic spectral features
in many common types of explosives materials at THz frequencies. Relatively
few other materials have strong spectral features in the range of 0.5–1.0 THz.
A substance that does exhibit interesting features in this range is D-tartaric
acid, as shown in Figure 10. This measurement was performed in reflection
at a stand-off distance of 1 m, and was acquired under normal atmospheric
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Figure 10. The measured (solid line) and calculated (dashed line) reflection spectrum of tartaric

acid at a stand-off distance of 1 m. This demonstrates the ability of the technique to distinguish

between materials

conditions, hence data processing algorithms to remove water vapor noise
features. Both acquisition and data processing were performed in a time of
1/15 s. For comparison the calculated reflectance spectra of D-tartaric acid
is shown as the dashed line in Figure 10, as determined from transmission
spectroscopy. Again we can see an excellent agreement between calculation
and experiment. Although the form of the reflection spectrum of D-tartaric
acid is similar to that of RDX, the center frequency and magnitude is different,
demonstrating that we can spectrally distinguish between explosives and other
materials in reflection.

18.6. Future Directions

Whilst the results shown in the previous section are encouraging, they are
not yet at a level where they can be used simply to construct an operational
system. Further work is required in a number of areas:

� Increasing the operating distance and detectability through thick barriers.
� Extending the search area at the target from a single spot, to a scan over a

whole person or a number of people.
� Meeting size, robustness and power-consumption requirements of an oper-

ational system.

Increasing the operating distance and barrier thickness principally requires
continued improvements in system dynamic range. Algorithm and software
improvements will also help meet this goal through, for example, better tech-
niques for removing the effects of the (known) water vapour absorption lines
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from the atmosphere and improved pattern-matching algorithms for spectro-
scopic identification.

Extending the search area from the single-spot remote spectrometer model
discussed here towards a system which can scan a crowd could be approached
in two ways. First is to extend the terahertz capability through scanning or the
use of detector arrays to produce a so-called “spectroscopic camera”. Second
is to combine THz spectroscopy with a more established imaging modality
such as millimetre wave imaging. Here millimetre wave imaging could be
used to identify suspect persons/regions and then THz spectroscopy is used
as a tool to determine the nature of the threat.

Operational requirements may cause changes to the system architecture
and particular terahertz technology employed in a fielded system. Pulsed tera-
hertz systems as described here are currently the most mature THz technology.
However, they are dependent on femtosecond pulsed lasers, which with their
associated closed-cycle water chillers and power supplies are relatively bulky,
fragile and expensive, and thus not ideal for portable THz systems for field
deployment.

An alternative approach to THz systems is optical heterodyne conver-
sion, or photomixing, which can be achieved using two continuous-wave
(cw) lasers. The mixing of two above-bandgap (visible or near-infrared) wave-
lengths produces beating, which can modulate the conductance of a photo-
conductive switch (semiconductor) at the THz difference frequency. Upon
application of a bias, monochromatic continuous-wave THz (cw-THz) radia-
tion is produced. Furthermore, coherent homodyne detection is possible in the
reverse scheme, in analogy with the optical gating mechanism for photocon-
ductive detection of pulsed THz radiation. Since these all-photoconductive
systems can be driven by inexpensive, compact and tunable diode lasers they
have significant potential for low-cost, compact and robust THz systems.

Whilst this technology is less mature than pulsed terahertz systems, good
progress is being made in its development and we have demonstrated imag-
ing as well as rudimentary spectroscopy based both on swept frequency and
simultaneous multi-frequency operation. Much of the work which is being
carried out on optimizing semiconductor materials for pulsed terahertz sys-
tems can also be used to improve photomixer-based systems. The technology
is also suited to the development of arrays—either as a means of increasing
power and sensitivity, or as a means of rapid image capture.

18.7. Conclusions

In this paper, we have discussed some of the important factors involved
in addressing practical THz systems for use in suicide bomber detection,
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and have demonstrated a prototype proof-of-principle terahertz stand-off
detection system. Using this apparatus we have verified spectroscopic de-
tection of explosives at a stand-off distance of 1 m, both real time, in re-
flection, under normal atmospheric conditions, and behind several layers of
clothing.

These systems will become more sophisticated and sensitive if the soft-
ware and technology is further developed and we have indicated a number of
directions for further development towards operational systems.
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