fLlE
STRATEGIC APPLICATION
OF INFORMATION
TECHNOLOGY

IN HEALTH CARE ORGANIZATIONS

THIRD EDITION

JOHN P. GLASER
ALIDDTA SAT ZBER


http://www.ebook777.com

Www.Ebook777.conl



http://www.ebook777.com

The Strategic Application
of
Information Technology
in
Health Care
Organizations

Third Edition

JOHN P. GLASER
CLAUDIA SALZBERG

. JOSSEY-BASS
A Wiley Imprint
www.josseybass.com

Www.Ebook777.conl



http://www.ebook777.com

Copyright © 2011 by John Wiley & Sons, Inc. All rights reserved.
Published by Jossey-Bass

A Wiley Imprint

989 Market Street, San Francisco, CA 94103-1741—www.josseybass.com

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form
or by any means, electronic, mechanical, photocopying, recording, scanning, or otherwise, except as
permitted under Section 107 or 108 of the 1976 United States Copyright Act, without either the prior
written permission of the publisher, or authorization through payment of the appropriate per-copy fee
to the Copyright Clearance Center, Inc., 222 Rosewood Drive, Danvers, MA 01923, 978-750-8400,
fax 978-646-8600, or on the Web at www.copyright.com. Requests to the publisher for permission
should be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 River Street,
Hoboken, NJ 07030, 201-748-6011, fax 201-748-6008, or online at www.wiley.com/go/permissions.

Readers should be aware that Internet Web sites offered as citations and/or sources for further
information may have changed or disappeared between the time this was written and when it is read.

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best efforts
in preparing this book, they make no representations or warranties with respect to the accuracy

or completeness of the contents of this book and specifically disclaim any implied warranties of
merchantability or fitness for a particular purpose. No warranty may be created or extended by sales
representatives or written sales materials. The advice and strategies contained herein may not be suitable
for your situation. You should consult with a professional where appropriate. Neither the publisher nor
author shall be liable for any loss of profit or any other commercial damages, including but not limited
to special, incidental, consequential, or other damages.

Jossey-Bass books and products are available through most bookstores. To contact Jossey-Bass directly
call our Customer Care Department within the U.S. at 800-956-7739, outside the U.S. at 317-572-
3986, or fax 317-572-4002.

Jossey-Bass also publishes its books in a variety of electronic formats. Some content that appears in print
may not be available in electronic books.

Library of Congress Cataloging-in-Publication Data
Glaser, John (John P)

The strategic application of information technology in health care organizations / John P. Glaser,

Claudia Salzberg.—3rd ed.
p.;cm.

Includes bibliographical references and index.

ISBN 978-0-470-63941-2 (cloth); 978-0-470-93344-2 (ebook); 978-0-470-93345-9 (ebook);

978-0-470-93346-6 (ebook)

1. Health services administration—Information technology—Planning. 2. Strategic planning.
I. Salzberg, Claudia, 1975— 1I. Title.

[DNLM: 1. Health Services Administration. 2. Medical Informatics Applications.
3. Computer Communication Networks—utilization. W 26.5]

RA971.6.G56 2011

362.1068'4—dc22

2010041793

Printed in the United States of America

THIRD EDITION

HB Printing 10987654321

Www.Ebook777.conl



http://www.josseybass.com
http://www.copyright.com
http://www.wiley.com/go/permissions
http://www.ebook777.com

CONTENTS

Tables, Figures, and Exhibits
Preface

The Authors

1 An Overview of Strategy

Definition of Strategy

The Need for I'T Strategy

Areas of I'T Strategy

Strategy Considerations and Conclusions

Characteristics of Strategic Thinking

vii
Xi

XV

12
15



iv Contents

2 Linkage of IT Strategy to Organizational

Strategy 21
IT Planning Objectives 22
Vectors for Arriving at I'T Strategy 23
A Normative Approach to Developing
Alignment and IT Strategy 30
Observations on IT Strategy Development 40
3 The Information Technology Asset 47
Asset Composition and Overview 48
Application Systems 50
Technical Architecture 55
Data 63
IT Staff 70
The Chief Information Officer 78
Observations on the I'T Asset 80

4  Information Technology-Centric Organizational

Capabilities and Characteristics 83
Managing Change 84
Governance 89
Studies of Factors Contributing to Effective IT Use 97
5 Strategy Considerations and Conclusions 109
Complementary Strategies 110
The Realization of I'T-Enabled Value 114
Strategy Evolution 120
Governing Concepts 124

The Competitive Value of Information Technology 128



Contents v

6 High Performance Medicine 137
HPM Team 1: Investment in Quality and
Utilization Infrastructure 139
HPM Team 2: The Patient Safety Initiative 142
HPM Team 3: The Uniform High-Quality Initiative 144
HPM Team 4: Disease Management Initiative 145
HPM Team 5: The Trend Management Initiative 148
HPM Governance and Change Management 150

7 Personalized Medicine 155
Partners HealthCare Personalized Medicine and IT 156
Framing the Strategic Response 158
The Workflow Process 160
The End Users 163
Implementing the I'T Strategy 166
Enterprise IT 167
Clinical Environment I'T 170
Research I'T 171

8 Service-Oriented Architecture for Electronic

Health Records 177
Framing the Strategic Response 180
The Potential Value of SOA 181
The Challenges of SOA 183
Approaching the SOA Strategy 184
The SOA Strategy 185
9 Health Care Reform 193

New Models of Care 194



vi

Contents

Payment Reform

National and State Health Information
Technology Initiatives

The Effect of Health Care Reform on IT Strategy
The Effect of Health Care Reform on the I'T Asset
The Effect of Health Care Reform on Governance

10 Population Health

Goals of Population Health

Population Health and Health Care Providers

The Effect of Population Health Interests on IT Strategy
Disease Monitoring and Surveillance

Chronic Disease

Immunization Registries

1T Synthesis of Information Technology Strategy

IT Asset

I'T-Centric Organizational Characteristics
and Capabilities

Governing Concepts
Complementary Strategies

Strategy Evolution
The Realization of I'T-Enabled Value

IT as a Way to Enhance Competitive Position

Notes
Glossary
References

Index

197

198
201
203
210

213

215
216
217
221
223
223

227

228

231
233
235
237
238
240

245
247
251
259



TABLES, FIGURES, AND EXHIBITS

Tables
Table 2.1
Table 2.2
Table 2.3
Table 2.4
Table 3.1
Table 4.1
Table 5.1

Table 9.1
Table 10.1

Figures

Figure 1.1

IT Initiatives Linked to Organizational Goals 23
Summary of the Scope of Outpatient Care Problems 27
Potential Value Proposition of Wireless Technology 36
Summary of IT Strategic Planning 37
Partners IS Staff Scores of Work Environment 73
Distribution of IT Decision Rights 95
Linkage Between the Characteristics of IT-Successful

Organizations and the IT Strategy Scope 134
IT Strategy to Respond to Payment Reform and New Care Models 202
IT Strategy to Respond to Population Health Interests 218
IT Strategy Scope 18

vii



viii Tables, Figures, and Exhibits

Figure 2.1
Figure 2.2
Figure 2.3
Figure 3.1
Figure 4.1
Figure 5.1
Figure 5.2

Figure 5.3
Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4
Figure 7.1
Figure 7.2
Figure 7.3
Figure 7.4
Figure 8.1
Figure 8.2
Figure 8.3
Figure 8.4
Figure 8.5
Figure 10.1
Figure 10.2
Exhibits
Exhibit 2.1

Exhibit 2.2

Exhibit 2.3

Overview of IT Strategy Development

IT Initiative Priorities

IT Plan Timetable and Budget

Knowledge Management and Maintenance Process
IT Strategy Scope

Partners EHR Advertorials

Relationship Between IT Investment and Organizational

Performance

Profit Performance Differences in High IT Use Industries
Partners Longitudinal Medical Record

Partners Medication Prescribing Process and Information Systems
HPM Governance Structure

HPM Patient Safety Report Card

The Demise of Expert-Based Practice Is Inevitable

Lab Process Workflow

Partners [ISSHPCGG Model Genomics IT Infrastructure
Partners RPDR

Heterogeneity of Partners HealthCare Clinical Information Systems
A Service-Oriented Architecture View of the EHR

Services Enable Targeted Standardization

SOA Knowledge Layer

SOA Services Layer

Health Information Exchanges Between EHR and Public Health IS

Immunization Guidelines Example

IT Initiatives Necessary to Support a Strategic Goal

for a Provider

IT Initiatives Necessary to Support a Strategic Goal
for a Health Plan

System Support of Nursing Documentation

25
38
40
70
84
113

116
132
141
143
151
152
157
161
167
172
179
180
182
186
187
220
224

32

33
34



To Karen Duncan, PhD, Lael Gatewood, PhD,
and Erica Drazen, DSc,

who introduced me to this field.
JOHN GLASER






PREFACE

fforts to materially improve the quality, safety, and efficiency of health
care will require a foundation of health information technology (IT).
This book attempts to advance our ability to establish this foundation.

The book focuses on strategy and is directed to the provider organi-
zation. Strategies are needed in several areas. Defining and establishing
sound application portfolios, infrastructure investments, data management
practices, and information technology staff organization and competencies
require strategies. Strategies are also needed to ensure the organization
has the necessary overall information technology competencies in areas such
as change management and I'T governance.

Developing sound strategies in these areas can be very important for one
simple reason: if you define what you have to do incorrectly or partially cor-
rectly, you run the risk of misdirecting significant organizational resources.

This risk has nothing to do with how well you execute the direction you
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choose. Being on time, on budget, and on spec is of diminished utility if you
are doing the wrong thing.

The book is organized as follows. Chapters One through Five cover a
wide range of IT strategy issues and observations. Chapters Six through Ten
examine specific examples of IT strategy, largely drawn from the experiences
of Partners HealthCare; these examples illustrate the material covered in the
first five chapters. Chapter Eleven synthesizes IT strategies from Chapters
One through Five as applied to examples introduced in Chapters Six
through Ten.

Chapter One provides an overview of information technology

strategy.

Chapter Two discusses the linkage between the organization’s overall

strategy and its information technology strategy.

Chapter Three reviews the focus of I'T strategy, the IT asset. This asset is

composed of applications, infrastructure, data, and the IT staff.

Chapter Four discusses organizational capabilities, such as change man-
agement prowess, and characteristics, such as strong leadership, that

have a substantial impact on its overall IT effectiveness.

Chapter Five discusses lessons learned about IT strategy from a wide
variety of industries and organizations. These lessons should guide

development of IT strategy.

Chapter Six discusses the Partners high performance medicine initiative.
This initiative led to the broad implementation of clinical informa-
tion systems, such as computerized provider order entry and the out-

patient electronic health record.

Chaprer Seven reviews the IT strategy implications of personalized medi-
cine and research in the genomic bases of disease and patient care

based on a person’s genetic makeup.
g

Chapter Eight examines service-oriented architecture as an application

platform strategy.
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Chapter Nine discusses the IT strategy ramifications of changes in care
delivery models (such as accountable care organizations and payment

reform).

Chapter Ten examines the IT strategies necessary to support public

health.

Chapter Eleven uses material presented in Chapters One through Five to

discuss examples from Chapters Six through Ten.

We hope that you find the book useful.
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An Overview of Strategy

S trategy, as an art, science, and practice, has been a centerpiece of man-
agement and information technology (IT) literature and discussion for
many years and will remain a major management concern for the foresee-
able future. Effective strategies are key determinants of organizational per-
formance, but developing effective strategies is difficult. A plethora of issues
and approaches to assist in strategy formation have been developed over the
years (Collis and Rukstad, 2008).

In this chapter we discuss the nature of strategy and the different ways in
which we should apply strategy to IT in health care. The chapter will specifi-

cally present the following topics:
* Definition of strategy
* Need for IT strategy
* Areas of IT strategy
* Review of strategy considerations and conclusions

* Characteristics of strategic thinking
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The Strategic Application of IT

DEFINITION OF STRATEGY

Strategy is the determination of the basic long-term goals and objectives of
an organization, the adoption of the course of action, and the allocation
of resources necessary to carry out those actions (Chandler, 1962). Strategy
seeks to answer questions such as, “Where does this organization need to go
and how will it get there?” and “Where should it focus management atten-
tion and expenditures?”

The development of an organization’s strategy has two major components:

formulation and implementation (Henderson and Venkatraman, 1993).

Formulation

Formulation involves making decisions about the mission and goals of the
organization and the activities and initiatives it will undertake to achieve

them. Formulation could involve determining the following:
* Our mission is to provide high-quality medical care.

* We have a goal of reducing the cost of care while at least preserving

the quality of that care.

* One of our greatest leverage points lies in reducing inappropriate and

unnecessary care.

* To achieve this goal, we will emphasize, for example, reducing the

number of inappropriate radiology procedures.

* We will carry out initiatives that enable us to intervene at the time of

procedure ordering if we need to suggest a more cost-effective modality.

We can imagine other goals directed toward achieving this mission. For each
goal, we can envision multiple leverage points, and for each leverage point, we
may see multiple initiatives. This is much like an inverted tree whose root, or
starting point, represents our mission branching into multiple goals, each of
which eventually cascades into a set of leaves representing a series of initiatives.

Formulation involves understanding competing ideas and choosing
between them. In our example, we could have arrived at a different set of

goals and initiatives.
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We could have decided to improve quality with less emphasis on care
costs. We could have decided to focus on reducing the cost per procedure.
We could have decided to produce retrospective reports of radiology use by
provider and used this feedback to lead to clinician ordering behavior change
rather than intervening at the time of ordering.

In IT, we also have a need for formulation. In keeping with an IT mis-
sion to use the technology to support improvement of the quality of care, we
may have a goal to integrate our clinical application systems. To achieve this

goal, we may decide to follow any of the following initiatives:
* Provide a common way to access all systems (single sign on).
* Interface existing heterogeneous systems.
* Require that all applications use a common database.

* Implement a common suite of clinical applications from one

vendor.

Implementation

Implementation involves making decisions about how we structure
ourselves, acquire skills, establish organizational capabilities, and alter
organizational processes to achieve the goals and carry out the activities we
have defined during formulation of our strategy. For example, if we have
decided to reduce care costs by reducing inappropriate procedure use,
we may need to implement one or more of the following changes to our

organization:

* An organizational unit of providers with health services research

training to analyze care practices and identify deficiencies

* A steering committee of clinical leadership to guide these efforts and

provide political support

* A provider order entry system to provide real-time feedback on order

appropriateness

e Data warehouse technologies to support analyses of health care

utilization
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Using our clinical applications integration example, we may come to one

of the following determinations:

* We need to acquire interface engine technology, adopt HL7 stan-
dards for interoperability, and form an information systems depart-

ment that manages the technology and interfaces applications.

* We need to engage external consulting assistance for selection of a

clinical application suite and hire a group to implement the suite.

The implementation component of strategy development is not the
development of project plans and budgets. Rather, it is the identification of
the capabilities, capacities, and competencies the organization will need if it

is to carry out the results of the formulation component of strategy.

Observations on Strategy Definition

In IT, we conduct strategy, whether we realize it or not, when we frame our
definition of a goal and how we will approach that goal and when we define
the staff, technologies, and decision-making structures needed to implement
that goal.

If we do not realize we are engaged in a set of strategic decisions, we may
carry out one component (for example, formulation) but not the other (for
example, implementation).

At times it may not be clear whether a particular IT strategy discussion
is focused on the formulation or implementation component of strategy. At
a practical level, it may be irrelevant whether a specific insightful observa-
tion is one strategic component or the other. What does matter is that both
components are included and are well integrated.

One’s perspective may influence whether one views a conversation as
strategic or tactical. The board, having given its blessing to an overall orga-
nizational strategy, may regard an I'T conversation on the related clinical
information systems as a tactical conversation. From the perspective of
the CIO, that same conversation may be quite strategic. The CIO may
regard the conversation the clinical information systems project team has
about the approach to implementation as tactical, whereas the project team,

rightfully so from its own perspective, views that conversation as strategic.
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Pragmatically, it may not be particularly worth the exercise to develop an
irrefutable, perspective-invariant litmus test of whether a particular conversa-
tion is strategic or not. For this book, we adopt the perspective of the CIO
and the other members of the senior I'T leadership of the organization and
treat conversations about IT as strategic.

We can have IT strategy failures in both formulation and implementa-
tion. Formulation failures are the most serious, since they can mean that the
implementation strategies, no matter how well conceived and executed, are
heading down the wrong path.

Let us look at some examples of potential formulation strategy failures.

* We may decide to integrate the applications across our health system.
But our health system isn’t all that integrated. Rather, it is a loose
confederation of relatively independent entities. If our strategy is to
put the same system in all entities and thereby achieve integration,
we may fail to match the I'T view of tight integration with the health
system practice of loose integration. We may spend a lot of money

and not have advanced the cause of integration.

* We may decide to implement a computer-based referral system that
steers the referring physician to one of our specialists and guides the
collection of patient history. This system would invoke medical man-
agement rules to determine if the referral was necessary and ensure
that all of the tests that need to be done prior to the consultation
have been performed. We may not realize that from the referring
physician’s perspective, the primary problem with the referral pro-
cess is the failure of the specialist to follow up rapidly on evaluation
results. Therefore, from the referring physician’s perspective, we have

solved the wrong problem.

* We may decide to use Web 2.0 tools to implement an online com-
munity for patients with a chronic disease. We would hope this would
motivate patients to come to our providers when they need care. How-
ever, we may fail to appreciate that online sites are not often used by
patients whose daily activities are not significantly hindered by their

disease, such as hypertension. Such patients may not harbor the feelings
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of frustration or isolation associated with daily management of
chronic diseases and hence not feel the need for community. And
we may fail to understand that online communities are often suspi-
cious of offerings from oussiders or entities who are not like them, since

group members often distrust the motives of the offering entity.

In these examples, the goals may have been sound (integrate applications,
improve referrals, and engage patients who have a chronic disease), but mis-
takes were made in selecting the approach to achieving those goals. Now let

us look at some examples of potential implementation strategy failures:

* We may decide to improve the return from information systems

investments but fail to supply analysts who can work with users
to develop more rigorous analyses of possible return and who also fail to

follow up after implementation to see if the desired return occurred.

* We may decide to implement mission-critical clinical applications

but hinder the usefulness of those applications because we fail to
take the steps (for example, high degrees of network redundancy and
superior network management tools) necessary to ensure a very high

availability infrastructure.

* We may decide to create a system-wide steering committee but not

realize that the vast majority of strategy development and capital
decision-making power lies in the member hospitals; therefore, our

committee is impotent.

In each of these cases, the activities were sound (improve the analyses of
the possible return from IT investments, implement mission-critical clinical
applications, and provide enterprise-wide guidance on IT direction), but
mistakes were made in identifying and establishing the necessary organiza-

tional skills, processes, structures, or IT capabilities.

THE NEED FOR IT STRATEGY

IT investments serve to advance organizational performance. These invest-
ments should enable the organization to reduce costs, improve service, enhance
the quality of care, and, in general, achieve its strategic objectives. The goal of

IT alignment and strategic planning is to ensure a strong and clear relationship
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between IT investment decisions and the health care organization’s overall strat-
egies, goals, and objectives. For example, an organization’s decision to invest in
a new claims adjudication system should be the clear result of a goal of improv-
ing the effectiveness of its claims processing operations. An organization’s deci-
sion to implement a computerized provider order entry system should reflect
the organization’s strategy of improving patient care.

Developing sound strategy in these areas can be very important for one
simple reason: if you define what you have to do incorrectly or partially
correctly, you run the risk that significant organizational resources will be
misdirected. This risk has nothing to do with how well you execute the direc-
tion you choose. Being on time, on budget, and on spec is of diminished
usefulness if you are doing the wrong thing.

In addition the organization can find it has failed to anticipate the future
and its response to that future. When the future arrives (as it always does),
the organization finds it is playing catch up with others who are capitalizing
on the future. Catching up is a dangerous game; the organization may not
catch up and /ose, or the organization, in a fog of panic, may rush to catch
up, waste money, and damage the organization in its haste.

There are many times in IT activities in which the goal (or our approach
to achieving the goal), is not particularly strategic; strategy formulation and
implementation are not needed. Replacing an inpatient pharmacy system,
enhancing help desk support, and upgrading an operating system, although
requiring well-executed projects, do not always require that we engage in
conversations of organizational goals or that we take a strategic look at orga-
nizational capabilities and skills.

Often there is little likelihood that the way we achieve the goal will create
a distinct competitive advantage. For example, an organization may decide
it needs a common data network for its hospitals, clinics, and physicians’
offices, but it does not expect that the delivered network, or its implementa-
tion, would be so superior to a competitor’s network that it would confer an
advantage on the organization.

Much of what IT does is not strategic, nor does it require strategic think-
ing. However, the fact that not all activities are strategic should not reduce the
need for the IT organization to find the best technology and continuously

improve its own performance. Nonstrategic activities remain very important.
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AREAS OF IT STRATEGY

IT strategy centers on two broad areas that are discussed in Chapters One

through Four:

1. Activities that establish an IT agenda that is well linked to organizational
goals and initiatives. This agenda will define needs for applications,

technical infrastructure, data and IT staff, processes, and organization.

2. [Initiatives designed to improve internal organizational capabilities
and characteristics that enhance the overall ability to be effective
in the application of IT (for example, improving the relationships

between IT and the rest of the organization).

Linkage to Organizational Goals and Initiatives

Organizations develop missions, goals, and plans. At times these may not be
written and may have elements that are vague or volatile. IT initiatives and
capabilities, as should be the case with any organizational resource, should
be directed to supporting and advancing the organization’s goals and plans.
IT achieves strategic alignment with the organization by ensuring it develops
its goals, activities, and plans in a way that leverages the organization’s ability
to carry out its overall strategies. This alignment occurs through four basic
vectors (Glaser, 2004) that are: derived from organizational strategies, based
on continuous improvement of core operational processes and information
management needs, determined by examining the role of new informa-
tion technologies, and derived by assessment of strategic trajectories.

By a vector we mean that an organization pursues determination of its I'T
investment decisions through different perspectives and approaches. (Vectors
for arriving at I'T strategy are discussed in detail in Chapter Two.) For example,
the first vector (derived from organizational strategies) involves the organization
answering a question such as, “Given our strategy of improving patient safety,
what IT applications will we need?” However, the #ird vector (determined by
examining the role of new information technologies) involves the organization
answering a question such as, “There is a great deal of discussion about wireless
technologies. What types of applications would wireless enable us to perform,

and would these applications be important to us?”
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The first vector involves deriving the IT agenda directly from the organi-
zation’s goals and plans. For example, an organization may decide it intends to
become a low-cost provider of care. It may decide to achieve this goal through
implementation of application systems that support disease management pro-
grams, the reengineering of inpatient care, and the reduction of the unit costs
of certain tests and procedures it believes are inordinately expensive.

Regarding the second vector, for all organizations there are a small number of
core operational processes and information management tasks that are essential
for the effective and efficient functioning of the organization. For a hospital, these
processes might include patient access to care, ordering tests and procedures, and
managing the revenue cycle. Core information management needs could include
measures of care quality and analyses of the costs of treating chronic disease.

This vector involves the organization defining its core operational pro-
cesses and information management needs. The organization assesses the
performance of these processes and develops plans to improve their perfor-
mance. The organization defines core information needs, identifies the gap
between the current status and its needs and develops plans to close those
gaps. These plans will often point to an IT agenda.

The third approach involves new information technologies that might
enable the organization to consider new (or to significantly alter) current
approaches to its strategies. For example, wireless technologies may enable the
organization to consider applications that previously were not effective since
there was no good way to address the needs of the mobile worker. For example,
medication administration systems can now be used at the bedside and do not
require the nurse to return to a central work area to document administration.

The fourth vector is IT strategies derived by assessment of strategic trajec-
tories. Organizational and IT strategies invariably have a fixed time horizon
and fixed scope. These strategies might cover a span of two to three years into
the future. They would outline a bounded set of initiatives to be undertaken
in that time period.

Assessment of strategic trajectories asks the questions, “What do we
think we will be doing after that time horizon and scope?” and “Do we think
we will be doing very different kinds of things, or will we be carrying out

initiatives similar to the ones we are implementing now?”
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We might be planning to introduce decision support into our computer-
ized provider order entry application. This decision support would point out
drug-drug interactions and drug-lab test interactions. Answering the ques-
tion about trajectories for our decision support might indicate to us that
patient genetic information will eventually need to be part of our decision
support approach since genetic makeup can have a very significant impact on
patient tolerance of a drug,.

These vectors provide paths to arrive at the IT strategy. Most organiza-
tions focus on an inventory of application systems such as the electronic health
record (EHR) as the ouzpur of the linkage discussion. However, the output is

more diverse than applications. It also includes the following features:

* Technical architecture, consisting of the base technology (for example,
networks, operating systems, and workstations that form the foun-
dation for applications) and the approaches adopted to ensure that

these technologies fit rogether

* Data, which refers to all the organization’s data, analysis, and access

technologies

* IT staff (the analysts, programmers, and computer operators who,
day in and day out, manage and advance information systems in an
organization), along with the IT organization structure, core compe-

tencies, and I'T organization characteristics, such as agility

Applications, technical architecture, data, and IT staff are collectively
referred to as the 17 asset.

Each element of the organization’s overall strategy may call for new appli-
cations, extensions of the infrastructure, or the creation of new IT depart-
ments, such as quality analysis. Often, however, there is a need to develop
strategies for the I'T asset that cuts across several organizational plans and
activities. For example, strategies may be developed that alter the asset as a

response to questions such as these:
* “What is our approach to ensuring that our infrastructure is more agile?”
* “What is our approach to attracting and retaining superb IT talent?”

* “Is there a way we can significantly improve the impact of our clinical

information systems on our care processes?”
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Internal Organizational Capabilities and Characteristics

A variety of studies have identified IT-centric organizational attributes that
appear to have a significant influence on the effectiveness of an organization

in applying IT. These factors include the following:
* The relationship between the IT group and the rest of the organization

* The presence of top management support for I'T and the quality of
the leadership

* Organizational comfort with visionary I'T applications and ability to

experiment with new technologies
* Organizational experience with IT

If the IT department has a poor working relationship with the clinical
staff, it is hard to imagine that the organization would be effective in imple-
menting an EHR. If leadership believes IT is a necessary but barely tolerated
expense, it will be difficult for the organization to invest in IT initiatives that
push a strategic envelope. If the organization has a troubled history with IT
implementations, it will hesitate to take on another szrategic IT initiative that
suggests another expensive disappointment.

In addition to these factors, two other characteristics of the organization
impact effectiveness, I'T governance and change management.

IT governance consists of the organizational mechanisms by which IT
priorities are set, I'T policies and procedures are developed, and I'T manage-
ment responsibility is distributed. The effectiveness, transparency, and inclu-
siveness of governance can make a material contribution to the ability of IT
to support organizational goals.

Change management skills enable the organization to evolve its direction,
identity, processes, and structures as required by its strategy. An IT initiative is often
used as a catalyst for change, just as it is used to enable and support change. Even
if material change is not envisioned, the implementation of an application system
will require some change in workflow and information provision. Organizations
that are poor at managing change will be less effective in the application of IT.

These factors, which are different from the IT asset, can be created or
changed. The IT strategy development must encompass both the IT asset

and these characteristics and capabilities.
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STRATEGY CONSIDERATIONS
AND CONCLUSIONS

IT strategy involves formulation, the organizational decisions made regard-
ing mission, goals and initiatives, and implementation, the organizational
decisions regarding the capabilities, processes, and technologies needed
to achieve the goals we have defined during formulation of our strategy.
The results of strategy development can include activities centered on
the IT asset and IT-centric capabilities and characteristics we have just
discussed.

Although these results are the core output, experiences by several indus-
tries over many years have led to considerations or conclusions that should

guide IT strategy development.

Complementary Strategies

Complementary strategies may be needed. Complementary strategies are
organizational initiatives that do not necessarily involve IT but that
are needed for the IT strategy to succeed. For example, the IT strategy may
call for effective use of EHRs, but for that use to occur the organization
may need to arrange financial incentives from payers. The IT strategy may
point to the need to extend its reach into a large rural area, but that strategy
may require the broad deployment of broadband in that area. Therefore,
the organization engages government and private industry in fostering this

extension.

The Realization of IT-Enabled Value

As the organization develops its IT strategy, it must understand that the
acquisition and implementation of an application does not lead to intrin-
sic value, streamlined processes, improved decision-making capabilities, or
reduced medical errors. This is evident in the wide variety of health care
experiences with I'T; at times implementation of an EHR clearly improves
care and at other times it has resulted in no significant improvements. For
value to result, IT must be well managed, process change must be thought-

fully considered, and ongoing efforts to leverage the IT investment must be
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put in place. If value is desired, approaches will have to be developed that
manage value into existence.

The pace of change can affect the likelihood and quality of IT-enabled
value. At times organizations go through rapid and dramatic change.
These changes are very risky, and often the organization does not survive
the change; it does not understand the zew organization well enough to be
competent at running it, and it collapses under its confusion.

Most of the time organizations change themselves incrementally. This
progressive incrementalism enables the organization to take a step, learn
from that step, and take the next step informed by the successes and fail-
ures of prior steps. Each success improves the next steps (as do the failures),
and the failures are modest enough that they are only (metaphorically) flesh

wounds.

IT Strategies Evolve

IT strategies must evolve. An application system that provides a competi-
tive advantage today becomes an industry commodity tomorrow. The use
of ATMs by banks is an example. At one time ATMs provided a bank an
advantage. Today ATMs are a stay-in-business expense borne by all banks and
distinguishing none of them. In health care, an organization that is in the
process of implementing an EHR must understand there will be a day when
that implementation is done and when most organizations have an EHR.
What then?

An organization could argue it will worry about evolution when the day
comes that it needs to do so. However, it is useful to anticipate evolution so
that steps can be taken today that will enhance the organization’s ability to

capitalize on that future.

IT as a Way to Enhance a Competitive Position
The organization may need to determine if an I'T investment provides a stra-
tegic or competitive advantage. An important aspect of competitive strategy
is identifying goals and ways to achieve those goals that are materially supe-
rior to the way a competitor has defined them (formulation) and to develop

organizational capabilities that are materially superior to the capabilities of a
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competitor (implementation). For example, an organization and its competi-
tors may both decide to create a network of primary care providers. However,
the organization might believe it can move faster and use less capital than
the competition by contracting with existing providers rather than buying
their practices.

Competitive strategy should attempt to define superiority that can be
sustained. For example, an organization may believe that if it moves quickly,
it can capture a large network of primary care providers and limit the ability
of the competition to create its own network. First to market can provide a
sustainable advantage, although no advantage is sustainable for long periods
of time.

As an IT example of competitive formulation intended to improve care
quality, while a competitor is focusing on implementing provider order
entry in an effort to reduce medication errors, an organization is focusing on
creating disease management programs it may believe have a greater impact
on quality. As an I'T example of competitive implementation, an organiza-
tion may assess whether it can develop a means that will enable it to imple-

ment systems faster or for less cost than the competition.

Governing Concepts

Governing concepts refer to how the organization views a particular IT chal-
lenge or opportunity. The importance of these concepts can be found in all
aspects of our lives, and the ramifications of different concepts are significant.

Look at some examples:

* One can view the role of the federal government as the protector of
security and individual freedoms or as a force to compensate and

overcome injustice and deficiencies in the free market.

* One can view one’s destiny as being heavily influenced by one’s
environment and one’s genes, largely determined by the choices one

makes in life, or preordained by larger forces in the universe.

* One can view the goal of a college education as preparation for a job,
the garnering of knowledge of one’s society and civilization, or an

opportunity to learn how to party.
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These concepts can have a significant bearing on IT strategy because they
can frame the organization’s core understanding (whether right or wrong)
about IT and its potential. For example, there are several ways to think about

the Internet and its technologies, all of which can be correct:

* As a universal presentation layer allowing access to a diverse array of

legacy systems by a diverse array of devices
* Asa means to publish organizational knowledge
* Asa means to find services and information offered by others

* Asa means to extend an organization’s services into the home

CHARACTERISTICS OF STRATEGIC THINKING

Strategic thinking and discussion have several characteristics. Strategic think-
ing centers on discussions of ideas and issues that lead to the determination
of goals and initiatives (formulation) and the definition of organizational
capabilities and competencies needed (implementation) if we are to imple-
ment those goals and initiatives.

The consequences of being wrong are generally serious. An applica-
tion software company that had a strategy that did not include the Internet
revolution is generally paying dearly for that strategy (if it is still in business).
Several health care provider organizations have been badly damaged by pay-
for-performance strategies based on capitated payment.

A strategic decision has clear and illuminating ramifications for many
other decisions. For example, an organization can decide that a critical com-
ponent of an EHR is the introduction of decision support that guides a
provider’s decisions on ordering and referring. Such a strategy tells the orga-
nization that a provider order entry application and medical logic processors
are critical aspects of its clinical systems portfolio. The organization would
know it needs a group of physicians and organizational processes to develop
and monitor decision rules. The organization would know it needs to code
data for medications, lab tests, procedures, and problems, since these data
form the basis for many rules. These decisions fall naturally from a strategy

of centering on decision support.
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Strategic decisions often involve changes in the core understandings that
guide organizational activity. Any time the understandings that underlie an
organization undergo fundamental change, the organization’s activities, mar-
ket position, processes, and structure can undergo significant change. For
example, a move to protocol-driven care, adoption of risk arrangements, and
the creation of a continuum of care all involve the adoption of new organiza-
tional concepts and will necessitate some level of fundamental change.

The implementation of strategic decisions will require significant
resources and intense political activity. Extensive resource commitments and
political activity are the natural consequence of and antecedent to the intro-
duction of major organizational change.

Strategies take time, multiple iterations, and lots of analysis to develop,
and they must be monitored. Organizations rarely fully understand either the
consequences of their strategies or the complete set of organizational activi-
ties and investments required to implement them. Strategies can be wrong
or off by 15 degrees. The organization learns as it adjusts itself and assesses the
effectiveness of its strategies.

A strategic discussion often involves frequent, sudden shifts in altitude. At
one moment the leadership team is operating at 30,000 feet while discussing
principles and concepts. Seconds later it is examining ground-level issues asso-
ciated with those principles. And then it returns to the stratosphere to refine
those principles. Great strategic thinkers are very comfortable with high and
low altitudes and frequently shift between them. Great strategies have sound
high-level ideas that have been tested against the reality of the ground.

In IT, we often bypass several critical strategic decisions and prematurely
move to execution questions. For example, “Should we use applications
that are based on cloud computing?” is a premature question. The question
needs a formulation or implementation-strategic context before it can be
answered.

One might be able to arrive at the cloud question through a line of rea-

soning as follows:

1. Major goals in development of our technical architecture are the cre-
ation of the attribute of architectural agility and the reduction in the

costs of our infrastructure (formulation).
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2. We would define agility as the ability to scale our systems rapidly

(formulation).

3. If we could run our applications on a cloud arrangement that might
enable quick processor and storage expansion and put in place
a cost structure that is directly related to resource consumption

(formulation).

4. 1If we pursue this technology, we will need, among other things, to
partner with a vendor, move our applications to this environment,

and put together a contract (implementation).

Unless one has started from some level of strategic thinking, it is hard to

give a good answer to the cloud computing question.

SUMMARY

It is crucial that health care organizations apply strategic thinking, question-
ing, and analysis to their investments in information technology. Strategic
thinking requires us to pursue fundamental questions regarding the formula-
tion of goals and the activities needed to achieve those goals. Strategic think-
ing requires that we pursue fundamental implementation questions such as
the need to add or change core organizational capabilities.

Figure 1.1 illustrates the core focus of IT strategy and shows the funda-
mental components that must be considered by organizations when applying
strategic thinking. The core focus of the IT strategy is the IT asset (applica-
tions, infrastructure, data, and IT staff) represented by the inner circle in
Figure 1.1. However, organizations, when applying strategic thinking, must
also examine (and perhaps change) capabilities and characteristics, such as
change management, that enable organizations to be effective in their IT pur-
suits. This is represented by the middle circle in Figure 1.1. As organizations
address the IT asset, and capabilities and characteristics, they should bear in
mind several conclusions and considerations, such as the need for comple-
mentary strategies, the need to manage IT-enabled value into existence, and
the nature of I'T as a source of competitive advantage. We will be referring

back to this figure as we explain each of the fundamental components.
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Figure 1.1 IT Strategy Scope
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DISCUSSION QUESTIONS

1. Assume a hospital intends to become a low-cost provider of care.
Develop a comprehensive set of strategy formulation options that it

might pursue.

2. Using your answers to question one, pick two strategies and develop
a comprehensive set of implementation actions that could be under-

taken in the hospital.

3. Assume a physician practice desires to improve the safety of its care.
What might be some of the investments or initiatives needed for

applications, technical architecture, data, and IT staff?
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Linkage of IT Strategy to
Organizational Strategy

I nformation technology can support and at times be a critical contributor
to effecting organizational strategies. Efforts to improve care quality can
require electronic health records (EHRs) and databases to analyze patterns
of care. The management of a population of patients with multiple chronic
diseases may point to the need for disease registries, health maintenance
reminder logic, and Web sites that enable patients to record data and obtain
support for the management of their health.

Information technology can enable the organization to consider new ele-
ments and aspects of its strategy. Approaching Web 2.0-based communities
of patients with a chronic disease might be a means to reduce the costs of
recruitment for clinical trials. Radio-frequency ID tags might enable better
tracking of capital assets, reducing asset loss and decreasing productivity loss
due to clinicians searching for misplaced equipment.

In this chapter, we explore this linkage between organizational strategies

and IT strategies.

21
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IT PLANNING OBJECTIVES

The IT strategic planning process has several objectives:

To ensure that information technology plans and activities align with
the plans and activities of the organization; in other words, the IT
needs of each aspect of organizational strategy are clear, and the port-
folio of IT plans and activities can be mapped to organizational strat-

egies and operational needs.

To ensure that the alignment is comprehensive; in other words, each
aspect of strategy has been addressed from an IT perspective that
recognizes not all aspects of organizational strategy have an IT com-

ponent, and not all components will be funded.

To identify non-IT organizational initiatives needed to ensure
maximum leverage of the IT initiative (for example, process reengi-

neering) are understood.

To ensure that the organization has not missed a strategic IT oppor-

tunity, such as those that might result from new technologies.

To develop a tactical plan that details approved project descriptions,

timetables, budgets, staffing plans, and plan risk factors.

To create a communication tool that can inform the organization of

the IT initiatives that will and will not be undertaken.

To establish a political process that helps ensure the plan results have

sufficient organizational support.

Despite the simplicity implied by these statements, the development of

well-aligned IT strategies has been notoriously difficult for many years, and

there appears to be no reason such an alignment will become significantly

easier over time.

At the end of the alignment and strategic-planning process, an organiza-

tion should have an outline that at a high level resembles Table 2.1. With this

outline, leadership can see the I'T investments needed to advance each of the

organization’s strategies. For example, the goal of improving the quality of

patient care may lead the organization to invest in databases to measure and

report quality, computerized provider order entry (CPOE), and the EHR.
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Table 2.1 IT Initiatives Linked to Organizational Goals

Goal

IS Initiatives

Research and education

Patient care: quality improvement

Patient care: sharing data across the system

Patient care: non-acute services

Financial stability

Research patient data registry
Genetics and genomics platform
Grants management

Quality measurement databases
Order entry

Electronic health record
Enterprise master person index
Clinical data repository

Common infrastructure

Nursing documentation
Transition of care

Revenue system enhancements
PeopleSoft
Cost accounting

In many ways the content of Table 2.1 is deceiving. The table presents a

tidy, orderly linkage between the I'T agenda and the strategies of the organiza-

tion. One might assume this linkage is established through a linear, rational,

and straightforward series of steps. But the process of arriving at a series of
g P p g

connections like those in Table 2.1 is complex, iterative, and at times driven

by politics and instincts. There can be disagreement about the IT response, its

relative importance, organizational readiness, and the likelihood of results.

VECTORS FOR ARRIVING AT IT STRATEGY

In Chapter One, we introduced the four major vectors an organization may

follow to arrive at an IT strategy. I'T strategy may be based on the following:

* Organizational strategies

* Continuous improvement of core processes and information man-

agement

* Examination of the role of new information technologies

* Assessment of strategic trajectories
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By a vector we mean the choice of perspectives and approaches through
which an organization determines its IT investment decisions. For example,
the first vector (derived from organization strategies) involves answering
a question such as, “Given our strategy of improving patient safety, what
IT applications will we need?” However, the third vector (determined by
examining the role of new information technologies) involves answering
a question such as, “There is a great deal of discussion about software as a
service. Does this approach to delivering applications provide us with ways
to be more effective at addressing some of our organization challenges?”
Figure 2.1 illustrates the convergence of these four vectors into a series of
iterative leadership discussions and debates. These debates lead to an IT
agenda composed of IT asset initiatives and I'T-centric organizational char-

acteristics and capabilities.

IT Strategies Derived from Organizational Strategies

The first vector involves deriving the IT agenda directly from the
organization’s goals and plans. For example, an organization may decide it
intends to become the low-cost provider of care. It may decide to achieve this
goal through implementation of disease management programs, the reengi-
neering of inpatient care, and the reduction of unit costs for certain tests and
procedures it believes are inordinately expensive.

The IT strategy development then centers on answering questions such
as, “How do we apply IT to support disease management?” The answers
might involve Web-based publication of disease management protocols for
use by providers, business intelligence technology to assess the conformance
of care practice to the protocols, provider documentation systems based on
disease guidelines, and CPOE systems that employ the disease guidelines to
influence ordering decisions. An organization may choose all or some of these
responses and develop various sequences of implementation. Nonetheless, it
has developed an answer to the question of how to apply IT in support of
disease management.

Most of the time the linkage between organizational strategy and IT
strategy involves developing the I'T ramifications of organizational initiatives,

such as adding or changing services and products, growing market share,
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or improving service, streamlining processes, or reducing costs. At times,
however, an organization may decide it needs to change or add to its core
characteristics or culture. The organization may decide it needs its staff to
be more care quality or service-delivery or bottom-line oriented. It may
decide it needs to decentralize or recentralize decision making. It may decide
to improve its ability to manage knowledge, or it may not. These character-
istics (and there are many others) can point to initiatives for I'T.

In cases where characteristics are to be changed, IT strategies must be
developed to answer such questions as, “What is our basic I'T approach to
supporting a decentralized decision-making structure?” The organization
might answer this question by permitting decentralized choices of applica-
tions as long as those applications meet certain standards. (For example, they
may run on a common infrastructure or support common data standards.)
It might answer the question of how IT supports an emphasis on knowledge
management by developing an intranet service that provides access to pre-

ferred treatment guidelines.

IT Strategies for Core Processes
and Information Management

All organizations have a small number of core processes and information
management tasks that are essential for the effective and efficient func-
tioning of the organization. For a hospital these processes might include
ensuring patient access to care, ordering tests and procedures, and manag-
ing the revenue cycle. For a restaurant these processes might include menu
design, food preparation, and dining room service. For a managed care
organization, information management needs might point to a require-
ment to understand the costs of care or the degree to which care practices
vary by physician.

Using the vector of continuous improvement of core processes and
information management to determine IT strategies involves defining the
organization’s core processes and information management needs. The orga-
nization measures the performance of core processes and uses the resulting
data to develop plans to improve its performance. The organization defines

core information needs, identifies the gap between the current status and its
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needs, and develops plans to close those gaps. These plans will often point
to an IT agenda.

This vector may be a result of a strategy discussion, although this is not
always the case. An organization may make ongoing efforts to improve pro-
cesses regardless of the specifics of its strategic plan. For example, every year it
may set initiatives designed to reduce costs or improve services. The organiza-
tion has decided that, regardless of a specific strategy, it will not thrive if core
processes and information management are something other than excellent.

Table 2.2 illustrates a process orientation. It provides an organization with
data on the magnitude of some problems that plague the delivery of outpa-
tient care. These problems afflict the processes of referral, results management,
and test ordering. The organization may decide to make IT investments in an
effort to reduce or eliminate these problems. For example, ePrescribing could
reduce the prevalence of adverse drug events. Abnormal test results could be
highlighted in the EHR to help ensure patient follow-up.

When this vector is used, the IT agenda is driven at least in part by a
relentless, year-in and year-out focus on improving core processes and infor-

mation management needs.

Table 2.2

Summary of the Scope of Outpatient Care Problems

For every:

There appear to be:

1,000 patients coming in for outpatient 14 patients with life-threatening or serious

care Adverse Drug Events (ADEs)

1,000 outpatients who are taking a 90 who seek medical attention because of

prescription drug drug complications

1,000 prescriptions written 40 with medical errors; for example,
prescriptions indicating incorrect dose

1,000 women with a marginally 360 who will not receive appropriate follow-

abnormal mammogram up care

1,000 referrals 250 referring physicians who have not
received follow-up information 4 weeks later

1,000 patients who qualified for 380 will not have an LDL-C on record

secondary prevention of high cholesterol within 3 years
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IT Strategies Based on Assessment of New Information
Technologies

The third vector involves considering how new IT capabilities may enable a
new IT agenda or significantly alter the current agenda. For example, tele-
medicine capabilities may enable the organization to consider a strategy it
had not previously considered, such as extending the reach of its specialists
across the globe. An organization may also alter its approach to achieving
an existing strategy so that, for example, it relies less on specialists visiting
regional health centers and more on tele-consultation. Data mining algo-
rithm advances might enable an organization to conduct post-market medi-
cation surveillance and to construct a patient phenotype from EHR data to
support research into the genomic basis of disease.

In this vector, the organization examines new applications and new base
technologies and tries to answer the question, “Does this application or tech-
nology enable us to advance our strategies or improve our core processes
in new ways?” For example, applications that support personally controlled
health records might lead the organization to think of new approaches to
providing feedback to the chronically ill patient. Holding new technologies
up to the spotlight of organizational interest can lead to decisions to invest
in a new technology.

An extreme form of this mechanism occurs when a new technology or
application suggests that fundamental strategies (or even the organization’s
existence) may be called into question or may need to undergo significant
transformation. Although IT-induced transformation is rare in health care,
it is being seen in other industries. The Internet, for example, has trans-
formed and in some cases challenged the existence of a range of companies
that distribute content. Examples are companies such as bookstores, music

CD stores, publishers, travel agents, and stockbrokers.

IT Strategies Based on Assessment of Strategic Trajectories

Organization and IT strategies invariably have a fixed time horizon and
fixed scope. These strategies might cover a period of time two to three years
into the future. They outline a bounded set of initiatives to be undertaken

in that time period. Assessment of strategic trajectories asks, What do we
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think we will be doing after that time horizon and scope? Do we think we
will be doing very different kinds of things, or will we be carrying out initia-
tives similar to the ones we are doing now?

For example, we might be planning to implement an EHR. The orga-
nization believes the future will bring the broad adoption of medical homes
and accountable care organizations (ACOs). (ACOs are discussed in Chapter
Seven.) These models are not widespread, but the organization believes it
should strive to be well positioned to serve as an ACO. The strategic trajectory
discussion asks, “What EHR capabilities are we likely to need in an ACO?”

Or we might be in the process of using IT to support joint clinical
programs with other hospitals in the area. Given the federal government’s
emphasis on EHR interoperability, the country may see broad implementa-
tion of state-based health information exchanges. The trajectory discussion
asks how these exchanges will impact our current approaches to clinical inte-
gration with affiliated providers.

The strategic trajectory discussion can be highly speculative. It might be
so forward looking and speculative that the organization decides not to act
today on its discussion. Yet it can also point to initiatives to be undertaken
within the next year to better understand this possible future and to pre-
pare the organization’s information systems for it. For example, if we believe
our information systems will eventually need to store genetic information, it
would be worth understanding whether the new clinical data repository we

will be selecting soon will be capable of storing these data.

Vector Summary

Developing IT alignment and strategy requires the convergence of four vec-
tors of thinking and discussion. These vectors bring multiple orientations
to strategy formulation and implementation, and each often results in a
different type of management discussion.

Chapters Six through Ten provide examples of IT strategies. These
examples use different vectors. For example, Chapter Six discusses the
Partners high performance medicine initiatives that led to the implemen-
tation of several clinical systems to improve care safety, quality, and effi-

ciency (with IT strategies derived from organizational strategies) and the
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broad implementation of the EHR to provide a foundation for ongoing care
improvement (with IT strategy based on continuous improvement of core
processes and information management). Chapter Seven reviews an IT strat-
egy that is based on assessment of strategic trajectories to support personal-
ized medicine. Chapter Eight discusses service-oriented architecture, an IT
strategy based on new information technologies. As will be seen in these
chapters, a specific IT strategy may reflect more than one vector.

Methodologies have been developed to help guide organizations through
the necessary discussions. Organizations commonly use consultants for this
purpose; consultants can provide not only methodologies but also perspec-
tives on new technologies and on the IT agenda and experiences of other
health care organizations.

Whether methodologies or consultants are used or not, development of
the IT strategy is not a cookbook exercise. At its core the alignment with
organizational strategy is achieved because smart, thoughtful organizational
leadership takes the time to discuss the IT strategy. On the one hand, align-
ment sounds very simple; smart people talk about it. On the other hand, such
simplicity means there is a significant amount of art to this process. In general,
accountability for developing an aligned I'T agenda should rest with the chief
information officer (CIO). The CIO will be discussed in Chapter Three.

A NORMATIVE APPROACH TO DEVELOPING
ALIGNMENT AND IT STRATEGY

You may now be asking yourself, how do I bring all of this together? In other
words, is there a suggested approach an organization can take to develop its
IT strategy that takes into account these various vectors? And by the way,
what does an IT strategic plan look like?

Across health care organizations the approaches taken to developing,
documenting, and managing an IT strategy are quite varied. Some organiza-
tions have well-developed, formal approaches that rely on the deliberations
of multiple committees and leadership retreats. Other organizations have
remarkably informal processes. A small number of medical staff and adminis-
trative leaders meet in informal conversations to define the organization’s IT

strategy. In some cases the strategy is developed during a specific time in the
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year, often preceding development of the annual budget. In other organiza-
tions IT strategic planning goes on all the time and permeates a wide range
of formal and informal discussions.

There is no right way to develop an IT strategy and to ensure alignment.
However, the process of developing IT strategy should be similar in approach
and nature to the process used for overall strategic planning. If the organiza-
tion’s core approach to strategy development is informal, its approach to IT
strategy development should also be informal.

Recognizing this variability, a normative approach to the development of

IT strategy can be offered.

Strategy Discussion Linkage

Organizational strategy is generally discussed in senior leadership meetings.
These meetings may focus specifically on strategy, or strategy may be a regu-
lar agenda item. These meetings may be supplemented with retreats cen-
tered on strategy development and with task forces and committees that are
asked to develop recommendations for specific aspects of the strategy. (For
example, a committee of clinical leadership might be asked to develop rec-
ommendations for improving patient safety.)

Regardless of their form, the organization’s CIO should be present at
such meetings or kept informed of the discussion and its conclusions. If task
forces and committees supplement strategy development, an I'T manager
should be asked to be a member. The CIO (or the IT member of a task
force) should be expected to develop an assessment of the I'T ramifications of
strategic options and to identify areas where I'T can enable new approaches
to carrying out the strategy.

The CIO will not be the only member of the leadership team who
will perform this role. Chief financial officers (CFOs), for example, will
frequently identify the IT ramifications of plans to improve the revenue
cycle. However, the CIO should be held accountable for ensuring the link-
age does occur.

As strategy discussions proceed, the CIO must be able to summarize
and critique the I'T agenda that should be put in place to carry out the
various aspects of the strategy. Exhibit 2.1 displays an IT agenda that might

emerge from a strategy designed to improve the patient service experience in
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outpatient clinics. Exhibit 2.2 displays a health plan IT agenda that could
result from a strategy designed to improve service to subscribers by improv-
ing patient access to health information and reducing costs by developing a
plan portal that has a self-service option for users to perform routine admin-

istrative tasks for a health plan.

EXHIBIT 2.1. IT INITIATIVES NECESSARY TO SUPPORT A
STRATEGIC GOAL FOR A PROVIDER

Strategic Goal

* Improve service to outpatients.

Problem

* Patients have to call many locations to schedule a series of appointments

and services.
* The quality of the response at these locations is highly variable.

* Locations inconsistently capture necessary registration and insurance infor-

mation.

* Some locations are overcapacity, whereas others are underused.

IT Solution
*  Common scheduling system for all locations
* A call center for “one stop” access to all outpatient services

* Development of master schedules for common service groups (for exam-

ple, preoperative testing)

* Integration of scheduling system with electronic data interchange connec-
tion to payers for eligibility determination, referral authorization, and co-

pay information

* Patient support material (for example, maps and instructions to be mailed

to patient)
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EXHIBIT 2.2. IT INITIATIVES NECESSARY TO SUPPORT A

STRATEGIC GOAL FOR A HEALTH PLAN

Strategic Goal

* Improve service to subscribers and reduce costs.

Problem

* Subscribers have difficulty finding high-quality health information.

* The costs of performing routine administrative transactions (for example,

change of address and responding to benefits questions) is increasing.

* Subscriber perceptions of the quality of service in performing these trans-

actions is low.

IT Solution

* A plan portal that provides the following:

Health content from high-quality sources
Access to chronic disease services and discussion groups

Subscriber ability to use self-service to perform routine administrative

transactions
Subscriber access to benefit information
Functions that enable subscriber to ask questions

Plan ratings of provider quality

* A plan-sponsored provider portal that enables the following:

Subscribers to conduct routine transactions with their provider (for

example, request appointment or renew prescription)
Electronic visits for certain conditions (for example, back pain)

Subscribers to ask care questions of their provider
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EXHIBIT 2.3. SYSTEM SUPPORT OF NURSING DOCUMENTATION
Problem Statement

* Both the admitting physician(s) and nurse document medication history in their admission note.
* The following points of failure have been noted:

* Incompleteness due to time or recall constraints, lack of knowledge, or lack of clear

documentation requirements

* Incorrectness due to errors in memory, transcription between documents, and illegibility

of handwriting

*  Multiple inconsistent records due to failure to resolve conflicting accounts by different

caregivers

*  Most of the clinical information required to support appropriate clinician decision making is

obtained during the history-taking process

Technology Interventions and Goals
* The following core set of clinical data should be made available to the clinician at the point
of decision making:
e Demographics

* Principle diagnoses and other medical conditions

IT Liaisons

All major departments and functions (for example, finance, nursing, and
medical staff administration) should have a senior IT staff person who serves
as the function’s point of contact. As these functions examine ways to address
their needs (for example, lower their costs and improve their services), the I'T
staff person can work with them to identify I'T activities necessary to carry
out their endeavors. This identification often emerges with recommendations
to implement new applications that advance the performance of a function,
such as a medication administration record application to improve the nurs-
ing workflow. Exhibit 2.3 provides an example of output from a nursing
leadership discussion on improving patient safety through the use of a nurs-

ing documentation system.
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The following required information should be gathered only once:

The following needed applications could be implemented in phases:

Drug allergies
Current and previous relevant medications

Laboratory and radiology reports

Multidisciplinary system of structured, templated documentation
Clinical decision support rules, associated to specific disciplines, should guide gathering

Workflow should support the mobile caregiver with integrated wireless access to clinical

information

Nursing admission assessment
Multidisciplinary admission assessment
Planning and progress

Nursing discharge plan

Multidisciplinary discharge plan

New Technology Review
The CIO should be asked to discuss, as part of the strategy discussion or

in a periodic presentation in senior leadership forums, new technologies
and their possible contributions to the goals and plans of the organization.
These presentations may lead to suggestions that the organization form
a task force to closely examine a technology. For example, a multidisciplinary
task force could be formed to examine the role of wireless technology in
nursing care, materials management, and service provision to referring phy-
sicians. Table 2.3 provides an example of a review of the potential contribu-
tion of wireless technology; various potential uses of wireless technology are
assessed according to their expected ability to increase revenue, reduce costs,

improve care quality, and improve patient service.
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Table 2.3 Potential Value Proposition of Wireless Technology

Value
Function Revenue  Cost Savings Care Quality  Patient Service
Medical information L L M L
or textbooks
Lab test orders M L L L
Medication orders H M H M
Results retrieval L M M L
Patient charting M L M L
Charge capture H M L M
Supply management L H L L

Legend: H = High, M = Medium, L = Low

Synthesis of Discussions

The CIO should be asked to synthesize or summarize the conclusions of
these discussions. This synthesis will invariably be needed during develop-
ment of the annual budget. And the synthesis will be a necessary component
of the documentation and presentation of the organization’s strategic plan.
Table 2.4 presents an example of such a synthesis.

The organization should expect the process of synthesis will require
debate and discussion; for example, trade-offs will need to be reviewed,
priorities set, and the organization’s willingness to implement embryonic
technologies determined. This synthesis and prioritization process can
occur in the course of leadership meetings, through the work of a com-
mittee charged to develop an initial set of recommendations, and during
discussions internal to the IT management team.

An example of an approach to prioritizing recommendations is to give each
member of the committee $100 to be distributed across the recommendations.
The amount a member gives to each recommendation reflects his or her sense
of its importance. For example, a member could give one recommendation
$90 and another $10, or give five reccommendations $20 each. In the former
case the committee member believes that only two recommendations are
important and that the first recommendation is nine times more important than

the second. In the latter case the member believes that five recommendations
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Table 2.4 Summary of IT Strategic Planning

Strategic Challenge IT Agenda

Capacity and growth management Emergency department tracking

Inpatient electronic bed board
Ambulatory clinic patient tracking

Quadlity and safety Inpatient order entry

Anticoagulation therapy unit
Online discharge summaries
Medication administration record

Performance improvement Registration system overhaul

Anatomic pathology

Pharmacy known to be application as is
Order communication

Transfusion and donor services

Budget management and external Disaster recovery

reviews

Joint Commission on Accreditation of
Healthcare Organizations (JCAHO)
preparation

Privacy policy review

are of equal importance. The distributed dollars are summed across the members,
with a ranking of recommendations emerging.

The leadership should not feel compelled to accept the ranking as a
definitive output. Rather, the process of scoring will reveal that members
of the leadership team will rate recommendations differently. For example,
some members will rate a project as having a high contribution to patient
quality while others will view that contribution as low. The discussion that
investigates these discrepancies can help the team understand the recommen-
dation more fully and lead to a consensus that strengthens political support
for the recommendation. Moreover, if the leadership team decides to approve
a recommendation with a low score it should ask itself why it views the rec-
ommendation as more important than the score would suggest.

For an example of the scoring of proposed IT initiatives, see Figure 2.2.

It lists categories of organizational goals (for example, enhance patient care
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Figure 2.2

IT Initiative Priorities
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[10. Materials Management v Plan It
[11. Scheduling Application v v Plan It
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Emerging Technologies
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[15. Server Consolidations or Upgrades Plan It
[16. Network Upgrades Ongoing
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Governance
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and strengthen employee support), along with goals within the categories. The
leadership of the organization, through a series of meetings and presenta-
tions, has scored the contribution of the IT initiative to the strategic goals
of the organization. The contribution to each goal may be critical (must do),

high, moderate, or none. These scores are based on data but nonetheless are
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fundamentally judgment calls. The scoring and prioritization will result
in a set of initiatives deemed to be the most important. The IT staff will
then construct preliminary budgets, staff needs, and timelines for these
projects.

Figure 2.3 provides an overview of the timeline for these initiatives and
the cost of each. Management will discuss various timeline scenarios. In eval-
uating each scenario, management considers project interdependence and
ensures that the I'T department and the organization are not overwhelmed
by too many initiatives to complete all at once. The organization will use the
budget estimates to determine how much IT it can afford. Often there is not
enough money to pay for all the desired IT initiatives, and some initiatives
with high and moderate scores will be deferred or eliminated as projects. The
final plan, including timelines and budgets, will become the basis for assess-
ing progress throughout the year.

Opverall, a core role of the organization’s chief information officer is to
work with the rest of the leadership team to develop the process that leads
to alignment and strategic linkage.

Once all is said and done, the alignment process should produce these

results:

* An inventory of the IT initiatives that will be undertaken. (These
initiatives may include new applications and projects designed to

improve the IT asset.)

* A diagram or chart that illustrates the linkage between the initiatives

and the organization’s strategy and goals.

* An overview of the timeline and the major interdependencies between
initiatives.

* A high-level analysis of the budget needed to carry out these
initiatives.

* An assessment of any material risks to carrying out the IT agenda,

and a review of the strategies needed to reduce those risks.

* Changes desired in IT-centric organizational characteristics and

capabilities (for example, improvements in I'T governance processes).
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Figure 2.3 IT Plan Timetable and Budget
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Annual recurring is the ongoing operating cost of the system
On the right of the figure, the approximate project timeline can be seen. The numbers
below the timeline (0.5 and 1) indicate the number of IT staff needed to implement the project.

It is important to recognize the amount and level of discussion,
compromise, and negotiation that goes into the strategic alignment process.
Producing these results without going through the preceding thoughtful
process will be of little real benefit.

OBSERVATIONS ON IT STRATEGY DEVELOPMENT

There are limitations to the effectiveness of IT strategy development. IT

strategy development can benefit from processes and methodologies.
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However, although these can be helpful they certainly do not guarantee a

successful plan. The achievement of IT alignment can be elusive, yet when

achieved it does not insure success against other pitfalls.

Planning Methodologies Processes and methodologies that help organizations

develop IT plans, whether based on derived linkage or the examination of

more fundamental characteristics of organizations, can be very helpful. If

well executed, they can do all of the following:

Lead to the identification of a portfolio of I'T applications and initia-

tives that are well linked to the organization’s strategy.

Identify alternatives and approaches that might not have been under-

stood without the process.

Contribute to a more thorough analysis of the major aspects of

the plan.
Enhance and ensure necessary leadership participation and support.
Help the organization be more decisive.

Ensure the allocation of resources among competing alternatives is

rational and politically defensible.

Enhance communication of the developed plan.

Persistence of the Alignment Problem Despite the apparent simplicity of the nor-

mative process we have described, and the many examinations of the topic

by academics and consultants, achieving IT alignment has been a top con-

cern of senior organizational leadership for several decades. A survey of CIOs

from across multiple industries found improving I'T alignment with business

objectives to be the number one I'T top management priority in 2007 (Alter,

2007). There are several reasons for the persistent difficulty of achieving align-
ment (Bensaou and Earl, 1998):

Business strategies are often not clear or are volatile.
IT opportunities are poorly understood.

The organization is unable to resolve the different priorities of differ-

ent parts of the organization.
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Weill and Broadbent (1998) note that effective IT alignment requires
organizational leadership to clearly understand and strategically and tactically
integrate: (1) the organization’s strategic context (its strategies and market
position), (2) the organization’s environment, (3) the IT strategy, and (4) the
IT portfolio (for example, the current applications, technologies, and staff
skills). Understanding and integrating these four continuously evolving and
complex areas is exceptionally difficult.

At least two more reasons can be added to this listing of factors that
make alignment difficult. First, the organization finds it has not achieved
the gains apparently achieved by others it has heard or read about, nor
have the vendors’ promises of the technologies materialized. Second, the
value of IT, particularly infrastructure, is often difficult to quantify, and
the value proposition is fuzzy and uncertain; for example, what is the
value of improved security of applications?

In both these cases the organization is unsure whether the IT investment
will lead to the desired strategic gain or value. This is not strictly an align-
ment problem. However, alignment does assume the organization believes it

has a reasonable ability to achieve desired I'T gains.

The Limitations of Alignment Although alignment is important, it will not guar-

antee effective application of IT. Planning methodologies and effective use
of vectors cannot, by themselves, overcome weaknesses in other factors that
can significantly diminish the likelihood that IT investments will lead to
improved organization performance. These weaknesses include poor rela-
tionships between IT staff and the rest of the organization, incompetent
leadership, weak financial conditions, and ill-conceived IT governance mech-
anisms. IT strategy also cannot overcome unclear overall strategies and can-
not necessarily compensate for material competitive weaknesses.

If one has mediocre painting skills, a class on painting technique will
make one a better painter but will not turn one into Picasso. Similarly, superb
alignment techniques will not turn an organization limited in its ability to
implement IT effectively into one brilliant at I'T use. Perhaps this reason,
more than any other, is why the alignment issue persists as a top-ranked IT
issue. Organizations are searching for IT excellence in the wrong place; it

cannot be delivered purely by alignment prowess.
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Alignment at Maturity
Organizations that have a history of IT excellence appear to evolve to a state
where their alignment process is methodology-less. A study by Earl (1993) of
organizations in the United Kingdom with a history of I'T excellence found

that their IT planning processes had several characteristics.

IT Planning Was not a Separate Process IT planning and the strategic discussion
of IT occurred as an integral part of the organization’s strategic planning
processes and management discussions. In these organizations, management
did not think of separating out an IT discussion during the course of strategy
development any more than it would run separate finance or human resource
planning processes. I'T planning was an unseverable, intertwined component
of the normal management conversation. This observation would suggest
that having a separate IT steering committee is unnecessary and possibly

counterproductive.

IT Planning Had Neither a Beginning nor an End In many organizations, IT
planning processes start in a particular month every year and are completed
within a more or less set period. In the studied organizations, the IT plan-
ning and strategy conversation went on all the time. This does not mean that
an organization doesn’t have to have a temporally demarked, annual bud-
get process. Rather it means that I'T planning is a continuous process that
reflects the continuous change in the environment, such as a recession, and

organizational strategic plans, such as a desire to explain market share.

IT Planning Involved Shared Decision Making and Shared Learning 1T lead-
ership informed organizational leadership of the potential contribution of
new technologies and the constraints of current technologies. Organizational
leadership ensured that IT leadership understood the business plans, strate-
gies, and their constraints. The I'T budget and annual tactical plan resulted

from shared analyses of I'T opportunities and a set of I'T priorities.

The IT Plan Emphasized Themes A provider organization may have themes of
improving care quality, reducing costs, and improving patient service. Dur-
ing the course of any given year, I'T will have initiatives that are intended to

advance the organization along these themes. The mixture of initiatives will



44

The Strategic Application of IT

change from year to year, but the themes endure for many years. Because
themes endure year after year, organizations develop competence around
these themes. They become, for example, progressively better at managing
costs and improving patient service. This growing prowess extends into IT.
Organizations become more skilled at understanding which I'T opportunities
hold the most promise and at managing implementation of these applica-
tions. And the IT staff becomes more skilled at knowing how to apply IT
to support such themes as improving care quality and at helping leadership

assess the value of new technologies and applications.

IT Strategy Is Not Always Necessary There are many times in IT activities when

the goal, or the core approach to achieving the goal, is not particularly strate-
gic, and strategy formulation and implementation are not needed. Replacing
an inpatient pharmacy system, enhancing help desk support, and upgrading
the network, although requiring well-executed projects, do not always require
leadership to engage in conversations about organizational goals or to take a
strategic look at organizational capabilities and skills.

There are many times when it is unlikely that the way an organization
achieves a goal will create a distinct competitive advantage. For example,
an organization may decide it needs to provide personal health records to
patients, but it does not expect that that application, or its implementation,
will be so superior to a competitor’s personal health record that an advantage
accrues to the organization.

Much of what IT does is not strategic, nor does it require strategic think-
ing. For instance, the IT supporting payroll plays more of a core support
role than a strategic position. Many IT projects do not require thoughtful
discussions of fundamental approaches to achieving organizational goals or

significant changes in the IT asset.

SUMMARY

The development of IT alignment and strategic linkage is a complex under-
taking. Four vectors, each complex, must converge. Organizational strategy

is often volatile and uncertain, and will invariably be developed in multiple
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forums, making it difficult to have a static, comprehensive picture of the
strategy. The ability of I'T to support a strategy can be unclear, and the trade-
offs between IT options can be difficult to assess. The complexity of this
undertaking is manifest in the frequent citing of I'T alignment in surveys of
major organizational issues and problems.

There are no simple answers to this problem. At the end of the day, good
alignment requires talented leadership (including the CIO) who participate
in effective debates and discussions regarding strategies and who have very
good instincts and understandings about the organization’s strategy and the
potential contribution of IT.

It appears that mature I'T organizations have evolved these I'T alignment
processes to the point where the processes are no longer distinguishable
as separate processes. This observation should not be construed as advice
to cease using planning approaches or to disband effective IT steering
committees. Such an evolution, to the degree that it is normative, may occur

naturally, just as kids will eventually grow up (at least most of them will).

KEY CONCEPTS

IT strategies based on assessment of strategic trajectories

IT strategies based on continuous improvement of core processes and

information management
IT strategies based on examination of the role of new technologies

IT strategies derived from organizational strategies

DISCUSSION QUESTIONS

1. Identify some potential IT initiatives that would result from an
organizational strategy to improve the coordination of care across

inpatient, outpatient, and non-acute care settings.

2. What are the core processes for a health plan? What IT initiatives

might be undertaken to improve those processes?
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3. Pick a new information technology, and discuss how that technology
might introduce new IT strategy opportunities for a large physician

practice.

4. Assume that a multi-hospital system wants to become among the best
in the country at delivering a superior patient experience. What I'T

strategies might result?
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The Information
Technology Asset

I n Chapter Two we discussed issues, observations, and techniques associ-
ated with aligning IT initiatives with health care organization strategies.
The focus of that chapter was on the relationship between the overall strategy
and the IT plan. This chapter will focus on the /7 assez, which includes tech-
nology, IT staff, data, and applications and is represented by the innermost
circle of Figure 1.1 (IT Strategy Scope) presented in Chapter One. This focus
is critical for the three reasons that follow, the second two of which will be
the focus of this chapter.

First, as discussed in Chapter Two, changes to the I'T asset are the central
outcome of IT strategy development. An objective to improve care may call
for changes in the integration of applications, the reliability of the infrastruc-
ture, the breadth of clinical data, and the skills of the IT staff.

Second, one needs asset strategies (often in addition to the strategic

thinking that links the organization’s strategy to the IT agenda) to ensure the

47
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execution of those asset changes is guided by well-crafted and well-thought-

out concepts and plans. For example, we might ask the following questions:

e What IT asset strategies will guide our efforts to establish a

continuum of care?
* Does a continuum require a common electronic health record (EHR)?
* Will we need to capture clinical data from affiliated care providers?

Third, strategies for improving the IT asset may be desirable to leverage
a wide range of current and future I'T plans. For example, improving infra-
structure reliability may enhance the effectiveness of a series of IT initiatives.
Improving the quality of clinical data may be essential to respond to a series
of performance reimbursement initiatives. These changes may not be driven
by a specific organizational strategy but may be driven by an understanding

of a portfolio of current and future organizational needs.

ASSET COMPOSITION AND OVERVIEW

The IT asset consists of the following elements:

* Application systems, which are composed of the software that is used to
support the work performed by organizational staff and, potentially,
organizational affiliates and business partners. Examples include pro-
vider order entry, outpatient scheduling, managed care applications,

and collaboration tools.

 Technical architecture, which makes up the base technologies (net-
works, programming languages, operating systems, workstations, and
so on) that form the foundation for applications and the manner in

which these base technologies are put together.

* Data, which include all the organization’s data, data analyses, and

access technologies.

[T staff, which includes the analysts, programmers, and computer
operators who manage and advance IT in an organization, the orga-
nization of the staff, and staff attributes (for example, agility or abil-

ity to innovate).
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These various asset components, designed, developed, and managed
under the leadership of the CIO, are the organizational I'T resources that
can and should be directed toward furthering organizational strategies and
advancing the organization’s abilities to achieve its goals. The differences
between a strong asset and a weak asset can be significant. Applications that
provide superior support of organizational processes are more of an asset than
those that do not. IT staff who are skilled, motivated, and well organized are
more of an organizational asset than staff who are not.

Each component contributes to the overall effectiveness of I'T and the
ability of an organization to achieve its goals; each component contributes in
different ways. Strategies and plans are required to ensure the component is
thoughtfully conceived, well developed, robust, sustained, and making sig-

nificant contributions. IT asset strategies may look like this:

* “Given the continued pressure to improve care quality and efficiency,
we need to streamline our care processes and ensure that our care is
evidence-based. We need to implement an EHR that supports our
core processes and provides a rules engine to enable the delivery of

the best evidence at the point of care.”

* “Due to significant environmental uncertainty, we may need to have
more agile applications and infrastructure. Our agility strategy will
involve creating a loosely coupled technical architecture with well-

defined interfaces between layers and components.”

* “We need to create a more responsive and more service-oriented IT
organization. Our strategy will involve decentralizing our develop-
ment and implementation teams and locating them at our affiliated

hospitals.”

* “We need to measure the quality and cost of our care across our
delivery system. We will develop standard definitions of a small set of
quality measures and create an I'T department to provide analytical

support for those data.”

In the following sections, each IT asset component will be defined, its
characteristics will be described, and a series of considerations will be pre-

sented that can be used to guide the organization as it defines asset strategies.
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APPLICATION SYSTEMS

Application systems are software used by the organization in the course of
performing organizational activities. There are two major types of application
software. Specialized application software is intended for use by a well-defined
set of workers performing a reasonably narrow set of tasks. Examples of spe-
cialized application software include scheduling systems, clinical laboratory
systems, managed care contract analysis systems, and EHRs. General-purpose
application software is intended for use by a broad set of workers or users,
although the specific use can be narrow. Examples of general purpose applica-

tion software include word processing, spreadsheets, and collaboration tools.

Application System Characteristics

Application systems should exhibit the following characteristics:

* Improvement. They should improve existing operations and activi-
ties. Processes and activities should be more efficient and effective
as a result of the implementation of application systems. Accounts
receivables” days should be lower. Medication errors should be fewer.

Laboratory test turnaround should be faster.

* Support. They should provide superior support to critical processes
and activities. Not all processes are created equal, nor are they equally
important strategically. For processes and activities that contribute
more to organizational prowess than others, the application systems

support should be more than good; it should be superior.

* Integrity. These systems should behave with integrity. They should per-
form as expected, consistently and quickly. Errors in the application
software should be few or nonexistent. System performance (for exam-

ple, response time) should enhance and not interfere with work.

* Agility. The application systems should have some agility. In other
words, it should be reasonably efficient, effective, and timely to alter
the application to respond to the needs for evolution. This response
can be in the form of frequent vendor upgrades or tools that enable

the organization to change the application easily and safely.
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* Efficient implementation and support. Implementing and supporting
the application should be efficient. The cost of managing the appli-
cation on an ongoing basis should be modest relative to the value of
the application. Application efficiency strategies can involve chang-
ing platforms to reduce support costs or standardizing an application
across a delivery system in an effort to reduce application mainte-

nance costs.

Organizations will ask themselves, “Do we have a good pharmacy sys-
tem? Scheduling system? Patient care system?” To a large degree, the answer
depends on how well the system fares when assessed against the application

system characteristics.

Observations on Application Support of Processes

The characteristics of most importance are the degree to which the applica-
tion enables and supports the improvement of organizational processes. In
most cases, we should be able to measure the impact of the application on
the organization, and that impact should serve as a rough assessment of how
well this asset is performing. At times this measurement is difficult or mis-
leading. (For example, what is the measurable value of electronic mail?) We
also recognize that the system, by itself, does not cause improvement. The
system must be properly implemented, and organizational changes (such as
reengineering the processes to be supported by the system) may need to be
made. Nonetheless, it is the impact on the organization that serves as the best
measure of this asset component. A comparison of an application’s features
with those of another application or with an idealized application is not
an appropriate measure of an application’s worth unless that comparison is
clearly linked to value to the organization.

Organizations should exercise appropriate caution when confronted with
the giddiness that often occurs when new applications appear in the market
or when confronted by the suffocating euphoria that can surround applica-
tions when the industry or organization lacks experience in implementing,
operating, or demonstrating the value of these applications. The landscape
is littered with examples with very large hype-to-value ratios. That is not to

say that these applications have no value or that one cannot find settings that
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have happy users. However, real experiences have a way of changing euphoria

to sobriety.

Organizations should look carefully, thoughtfully, and warily at the pre-

cursors or assumptions that will determine the value of major applications.

Here are three examples:

1.

The value of business intelligence (BI) systems is directly related to
having clear information needs on the part of senior management,
senior management interest in conducting impromptu analyses and
queries with reasonable frequency, and a base of high-quality, well-
integrated data. None of these precursors is inherently present in a

large number of organizations.

Enterprise-wide scheduling across a geographically dispersed delivery
system presumes that a patient (or a provider’s staff) in one local-
ity is as likely to schedule an appointment with a local specialist as
to schedule an appointment with a specialist in a locality twenty
miles away. This presumes a series of factors are present, including:
some degrees of freedom of patient movement; some knowledge on
the part of the referring provider of the skills and existence of a wide
range of specialists (and assessment that these specialists possess
equivalent skill and deliver equivalent care and service); and some

exceptional rationalization of care by the health system.

The value of insurance electronic data interchange (EDI) is highly
correlated with the ability of a provider organization’s payers to
receive a transaction, the degree of EDI integration with provider
applications, and the ability of provider staff to act on responses

received from the payer.

An existing, working application should be replaced only as a last

resort. The industry appears to replace applications too frequently, often

citing new technologies and application features. Of course technologies

advance, as applications do, and become better over time. However, appli-

cation replacement is expensive, time-consuming, and subject to opportu-

nity costs that are often not well assessed or value gains that are insufficient.

Replacement will occur, but the rationale for replacement must be very
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compelling. A replacement cycle that is too frequent actually retards orga-
nizational advancement because it diverts resources to areas where the gain
is marginal.

Having the same application system across the enterprise has the same
inherent value as having one’s children dress identically. Sameness has no
intrinsic value. However, a common system can be a catalyst for developing
common organizational processes and common data across the enterprise
and may be necessary to consolidate a function across multiple organizations.
It should be clear, however, before one pursues commonality, that the value
of commonality is compelling from the perspective of return on investment.
Developing common processes and data across several organizations is very
hard work. Several health systems have also found that the organization-wide
consolidation of functions has resulted in fewer cost savings than planned, a
degradation in service performance, and a reduction in function responsive-
ness. This does not mean that consolidation or commonality of processes is
bad. Rather it means that the rationale should be compelling and stripped of
naiveté. We should remember that a common application does not actually

lead to common processes and data.

Application System Strategy Examples
Application system strategies are varied; examples of this variety are presented
in the sections that follow and include forming departments, vendor relation-

ships, and technologies for delivering applications to the desktop.

Clinical Informatics Research and Development Partners HealthCare has estab-
lished a department within I'T known as Clinical Informatics Research and
Development (CIRD). This department is managed, and largely staffed, by
physicians, nurses, and others who have formal clinical training, educational
backgrounds, and work experience in computer science and medical infor-
matics. The group has several roles, three of which are related to application

system strategies:

1. To provide design leadership for complex clinical information systems
designs, such as the entry of a structured outpatient progress note or

the entry of a complex medication order
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2. To conduct research (funded through federal grants and industry
partnerships) on advanced clinical information system topics such as
clinical decision support, natural language processing to create struc-

ture from unstructured text, and assessment of the complex value

that results from EHRs

3. To manage the development and maintenance of computer-
based medical knowledge such as decision support rules and data

vocabularies

This department and these roles are intended to materially improve the
ability of Partners’ clinical information systems to improve the processes of
care. The department accomplishes this goal by supporting the definition
of application capabilities, identifying application features that have a sig-
nificant ability to improve care, and assisting in prioritizing applications.
The creation of this department was the result of a strategic conclusion
that the organization’s ability to have A-p/us application support of care
delivery would be materially enhanced by the existence of an applied research

and development group.

Vendor Relationships Health care organizations have several general strategies for
vendor relationships. The organization may commit itself to a vendor’s prod-
uct line or engage in a best of breed strategy or adopt some mixture of the
two. For example, an organization may rely upon financial systems from
Oracle and purchase ancillary systems from niche vendors.

A single vendor commitment enhances the likelihood of system inte-
gration and reduces the complexity of vendor management. However, the
vendor’s offerings may be uneven across applications, and once the commit-
ment has been made to the vendor, organizational leverage over the vendor
may decline.

Some organizations and vendors have entered into agreements in which
they share business risk and reward. If the system is intended to reduce costs
in the outpatient clinic, both the organization and the vendor can share in
the savings. Although such an arrangement may enhance vendor commit-
ment to a successful implementation (with a broad definition of implemen-

tation) and assist in ensuring that critical system capabilities are present, such
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arrangements can be complex and require the organization to give the vendor
some of the management responsibility formerly possessed exclusively by the
organization.

These approaches to vendor relationships can be the result of applica-
tion system discussions that attempt to optimize a complex set of trade-offs.
A single-vendor approach can be more efficient and may emphasize
application integration as a major contributor to support of organizational
processes. A best-of-breed approach, in contrast, may accept less efficiency
to optimize support for departmental processes. Sharing of business risk and
reward with a vendor is a strategy designed to enhance the application’s sup-

port of organizational processes.

Software as a Service Software as a Service (Saa$), a relatively new phenomenon,
enables organizations to Jease the use of a software application and turn over
the management of the application’s technology infrastructure to the Saa$S
provider. Using the SaaS model, a health care organization can deliver an
application, such as a practice management system, without having to estab-
lish and manage the data center component of the application and hire the
associated technical staff.

The subscription approach enables the organization to remove the need
to expend the often large amount of capital necessary to install and imple-
ment an application. However, sharing the application with other organiza-
tions can mean that specific customizations to the application either cannot
be made or are expensive to effect.

A decision to use SaaS can be the result of an application system discus-
sion that emphasizes efficiency (for example, lower up-front cost to obtain
an application) and accepts some level of reasonable limitations in process

support.

TECHNICAL ARCHITECTURE

Technical architecture is often discussed by IT vendors and their customers.
Yy

One hears statements such as, “We use a cloud-based architecture,” “Our

products are based on a relational database architecture,” and “Our organiza-

tion uses a best-of-breed architectural strategy.” Statements like these confuse
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architecture with design. All information systems have been designed,
and their design can be presented, discussed, and classified. One can
talk about the location of the database in the system or the distribution of the
application processing across computers or the extensibility of applications
over the Internet. One can label different classes of designs with the term
architecture. For example, applications that separate processing power
between a master and a slave processor have a client-server architecture.

Although these classes of designs can be very important and often
demonstrate insight and progress, they have no context. An organization
doesn’t know if cloud-based or service-based architectures, for example, are
good, bad, or neutral. IT professionals at times equate the column inch in
the trade press or trade show decibel levels devoted to a class of designs with
goodness.

A more helpful definition of architecture is as follows: technical architec-
ture is the set of organizational, management, and technical strategies and
tactics used to ensure that platforms have critical, organizationally defined
characteristics and capabilities. There are two major types of platforms: infra-
structure and clusters of applications.

Infrastructure is composed of the base technologies used by an organiza-
tion, such as servers and networks, and the manner in which they are put
together. Clusters of applications are suites of applications that are generally
viewed as being part of an integrated package such as Microsoft Office,
Lawson financial applications, and Siemens clinical information systems.

The suites have components and are put together in specific ways.

Architecture Characteristics and Capabilities
For both types of platforms (although the remainder of this section focuses
on infrastructure), an organization may decide that the critical architecture

characteristics are as follows:

»  Supportability. The organization can efficiently and effectively provide
day-to-day support of the infrastructure; for example, it can answer
user questions, troubleshoot problems, perform backups, make minor

enhancements, and run batch jobs.
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* Reliabiliry. The infrastructure has excellent uptime, works fast, and

behaves predictably.

* Potency. The infrastructure uses technologies that allow the organiza-
tion to buy lots of units of bandwidth, storage, and processor power
for as little capital per unit as possible. Potency also means the orga-
nization has to develop applications and manage the infrastructure

with powerful tools.

* Agility. The organization can replace major components of the infra-
structure easily and with minimal disruption to other components.
For example, the organization could change its server vendor and not
have to change its server operating system or applications. Also, an
application that runs in a browser may be able to ignore the worksta-
tion, or a standardized transaction interface can ignore the specific
technology of the receiving application. Agility also means I'T can
respond to the needs of the organization relatively rapidly and efhi-
ciently, as when adding a new remote site or adding new fields to the

database.

* [Integrability. The infrastructure eases, as much as possible, the inte-
gration of applications, data, and components of the infrastructure.
Techniques such as having a common organization-wide worksta-
tion, reusable services (in the sense of service-oriented architecture
to be discussed in Chapter Eight) in the development of applications,
incorporation of industry messaging standards, and implementation

of a common network protocol support integrability.

* Security. The infrastructure has technologies that enable the organi-
zation to protect its infrastructure and applications from misuse and
threats such as viruses, phishing, and loss of data on a stolen mobile
device. In addition, security refers to the ability of the organization to
recover from a disaster such as a fire in the computer room or major

loss of power.

Architecture capabilities are attributes of the infrastructure that can be
leveraged by a wide range of applications or that can represent a narrow but

significant addition to what one can do.
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Capabilities can generally be stated with sentences beginning with “we

can” or “we will be able to.” Examples are as follows:

* We will be able to provide access to radiology and pathology images

from any workstation in the organization.

* We can offer access to our clinical information systems using mobile

devices.

* We will be able to exchange clinical data with other providers in our

region.
* We can provide context-sensitive access to knowledge resources.

In light of the architecture’s characteristics and capabilities, is the fact that
an application is cloud-based good or bad? It depends on whether that design
in general, and the application’s specific implementation of it, enhances or
detracts from the organization’s ability to achieve its goals. If the cloud-
based infrastructure can improve reliability and agility, then it is good. If the
cloud infrastructure is insecure and hinders the ability of the organization to

deploy clinical decision support, then it is not so good.

Technical Architecture Strategies

Architectural strategies are composed of four major elements. The first ele-
ment is statements of desired characteristics that are clear and, where pos-
sible, measurable. What does agility or supportability mean to us? How
would we know if reliability or supportability has been improved? Could
we measure it? The statements should be robust; in other words, the state-
ment will endure as the specific products change and evolve. For example, an
organization’s definition of supportability should survive the industry’s move-
ment from one operating system to another. The changes in products should
enhance the ability of the organization to realize the desired characteristics,
but the definition of the characteristics doesn’t change.

The second element is statements of desired capabilities that are clear.
To how much of the globe do we want to provide access, and is this access to
all of our applications or some of them? Does image access need to provide
diagnostic quality images or not? Capability statements should also have an

associated statement of value. Why would one want to invest the time and
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energy to provide these capabilities? How will patient care or administrative
effectiveness be improved?

The third element is the statement of specific components, such as Cisco
network equipment, that will form the building blocks of the architecture.
These components have features that enable them to be more reliable, sup-
portable, and so on. As the organization upgrades its components or shifts to
new components, it should understand how each change enhances its ability
to improve characteristics or capabilities. This is particularly true when the
change is expensive and possibly disruptive. For example, how does a move
to open source software enhance supportability or reliability? What impor-
tant capabilities will mobile devices provide?

The fourth element is the approaches to putting together or fitting the
components such that the whole achieves the desired characteristics and
delivers the desired capabilities. One can engineer a very unreliable network
or a very reliable one. One can engineer a network such that the movement
of images cripples the performance of other applications or is not notice-
able by the users of the other applications. The same components may also
be engineered to arrive at different designs such that the resulting system is
service-based or not.

The approaches to fitting can be very diverse. Examples are as follows:

* The organization can standardize on a workstation (or database or

development language) to enhance supportability.

* Fault tolerance, disk mirroring, and rigorous application testing

methodologies can all improve reliability.

* Internal development of applications, standardized interfaces, and
the selection of market-standard operating systems can all enhance
agility.

* The choice of commodity technologies or an aggressive technology
replacement cycle (for example, 40 percent of the workstations are

replaced every year) can improve potency.
* Network segmentation can enable image movement.

* A virtual private network service or the Internet can provide some

forms of global access.
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The approaches for fitting run the gamut from choices of technology
to adoption of standards to engineering of component relationships to staff
support mechanisms to technology obsolescence tactics to organizational

policies regarding technology heterogeneity.

Changes in Characteristic and Capability Importance The importance of archi-

tectural characteristics and capabilities can change or vary. Importance can
be influenced by roday’ issues. If an organization has significant reliability
problems, that attribute will be appropriately viewed as deserving the full
attention of I'T management, even if that attention detracts from efforts to
improve agility. If the technology is to be applied in an area of great uncer-
tainty, such as engaging patients using Web 2.0 technologies, then agility is
very important. Once the use of Web 2.0 technologies becomes mature, then
agility becomes less important.

Importance can be influenced by the nature of organizational work. If
the technology is to support core transaction activities that are used directly
by customers, as in the case of airline reservations, then reliability and sup-
portability become of paramount importance.

In general, when the nature of an organization’s business seems to be on
the edge of significant change, the technical architecture should be examined
to see if the relative importance of characteristics and capabilities needs to
change. For example, organizational efforts to expand its patient service area
or focus heavily on improving care quality can increase the emphasis on
extensibility of applications and reliability, respectively.

Technology change is generally continuous and accelerating. However,
the technology change that matters to an organization is the change that sur-
rounds the technologies it is using or intends to use. An organization may see
little relevant technology change in some segments, despite sweeping changes
in the technology industry.

Component choices and fit approaches will also change as new technolo-
gies and techniques enable the organization to consider new architectural
strategies. Service-based architectures and high performance, high availability

servers are examples of such technologies. New technologies often present
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characteristic trade-offs (for example, agility may be improved, but reliability
is a problem) and capability trade-offs (for example, providing global access
may hinder the development of a highly secure environment).

Although the choices, fit approaches, and relative importance of charac-
teristics and capabilities will change, the definitions of technology architec-
ture characteristics and capabilities adopted by an organization tend to be

static for long periods of time.

Technical Architecture Strategy Examples
Two examples of technical architecture strategy, the Partners technical strat-
egy function and Partners selection of an application platform, are discussed

in the paragraphs that follow.

Technology Strategy Function A senior technology strategy function was estab-
lished at Partners. The technology strategy function is an outgrowth of a
strategy discussion on technical architecture, specifically on the need to cre-
ate an ongoing mechanism for architecture strategy development. The func-

tion has several objectives, including the following:

* To develop strategy for major technology platform moves (for exam-
ple, a move to platforms that enable a lighter application footprint

on desktop devices)

* To evaluate and report on emerging technologies, their industry dif-

fusion, and potential value to Partners

* To provide ongoing assessment of business drivers and technology

trends
* To establish an annual agenda of technology areas to be explored
This function is overseen by the three groups:

* The executive committee reviews and approves major technology
strategy recommendations from the operations group, reviews assess-
ment of emerging technologies by the evaluation group, and defines

the agenda for major technology moves. This committee is composed
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of Partners CIOs, senior I'T managers, and principal technologists.

The Partners chief technology officer chairs the committee.

The operations group develops the technology strategy and man-
ages the handoff of that strategy to various infrastructure groups, for
example, to the group that manages the data network. This group
works with CIOs and senior I'T managers to set and define the explo-

ration agenda.

The evaluation group conducts in-depth assessments of emerg-
ing technologies. These assessments can involve discussions within
industry research organizations and with technology vendors and
experimentation with new technologies. This group is composed of

technology analysts.

Current technology priority areas are as follows:

Agile application delivery models, such as interorganizational delivery
of applications and services, device independence, single sign on, and

session management

Management of consumer IT, such as the iPhone, that are in use in

the enterprise

Mobile strategy, such as use of these technologies for clinical and
administrative applications, event notification, and development

strategies

Federated or delegated identity management, for example to sup-
port interorganizational applications, services, data exchange, and

security

Unified communications and collaboration to support distrib-
uted work, tele-meeting, and the integration of messaging and

collaboration

Application Platform  Partners bases its clinical information systems on Intersystems

Cache, an application platform. Cache includes a development language, a

database management system, and operating system capabilities needed to

manage large-scale process interoperability. This choice (not meant to imply
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an endorsement of the product) illustrates several infrastructure characteris-
tics and serves as an example of mapping characteristics to specific features
of a technology.

The platform, when engineered in conjunction with network and server
technologies, is able to provide very high availability (reliability). If a pro-
cess loses a connection to a server, it will automatically attempt to establish
another connection through another path.

Cache has been integrated with Web services, desktop and server oper-
ating systems, Oracle and SQL Server, mobile devices, and electronic data
interchange. In addition, Cache programs have been wrapped to appear as
Java, Com, and XML objects for the purpose of code integration.

The platform has been scaled to respond to very large transaction
processing demands; for example, it performs an average of 50 billion cross-
platform reads and writes of programs and data every day. Applications,
based on the platform, can be delivered to small sites (such as the office of a
solo practitioner) and large sites (such as a nine hundred-bed academic medi-
cal center), which is an example of agility.

The Cache platform was chosen for its ability to meet a set of infrastruc-

ture characteristics: reliability, integrability, and agility.

The data component of the IT asset is composed of the following:
* Data recorded on some medium

* Organizationally defined data-coding conventions, standards,
and definitions, such as systematized nomenclature of medicine
(SNOMED) codes, ZIP codes, and standards for identifying whether

a physician is a primary care provider or not

* Policies, procedures, and management mechanisms that guide the

capture, cleaning, and use of data

* Technologies that capture, store, and support the access and anal-
ysis of data (for example, database management systems and BI

software)
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Data Characteristics

Organizational data have five critical characteristics:

1.

They must be accurate. Data that are accurate capture, with tolerable
error, the rrue state of some phenomenon, activity, or thing. If the
data say that 24 percent of a provider organization’s patients are sub-
scribers of one health plan, that data should be a fair reflection of the
truth.

They must be timely. The interval between the time when someone
wants to make a decision or check the status of an activity and the
time of the availability of the data should be short relative to factors
such as the pace of change, the organization’s ability to move with a

certain speed, and the urgency of dependent decisions.

They must be easily understood. Data should have a definition that
is consistent and comprehensively understood by all users of those
data. An encounter, for example, should have a common definition

throughout the enterprise.

They must be accessible. Decision makers should be able to access, with
minimal difficulty, the data they need to make decisions and moni-

tor activities.

They must be efficient. The capture, transformation, and reporting of

data should be efficient.

These desired characteristics are not particularly controversial. One can

develop other characteristics, but no one would dispute the usefulness of

accurate, timely, well-understood, accessible, and efficiently gathered data.

Despite this consensus, the quality of data in most organizations is often

relatively poor. The major contribution of BI systems was for most organi-

zations to point out the exceptionally poor quality of organizational data.

Executives found they were able to bring forth, with the touch of a button,

multicolored graphs of garbage.

Data may be the most unforgiving component of the IT asset. If the orga-

nization implements lousy application systems or unreliable technologies, it

can replace them. If the organization hires someone who is incompetent,
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it can remove the person. But if the organization allows poor-quality data to
enter into its systems or develops an ill-conceived coding scheme, it may not

be able to correct the problem.

Data Strategies

There are four major areas where strategies regarding data are necessary. The
first is the definition of what data to collect for the purpose of analysis. This is a
complicated matter; the answer depends to a very large extent on organizational
definitions of strategy, critical success factors, key environmental variables, and
essential performance areas. Data can be gathered to assess market share, finan-
cial performance, care outcomes, cost of care, conformance of care to protocols,
appointment availability, and patient satisfaction. All of these areas (and others)
involve discussions of specific data elements, data definitions, sources of data,
acceptable data error rates, users of data, and confidentiality of data.

The second area involves the definition of which data should be stan-
dardized throughout the enterprise and which standards should be used. In
some areas, the standardization choices are constrained; for example, general
accounting practices have a significant influence on the definition of data on
financial performance, and Medicare requires that specific coding schemes
be used for the diagnosis placed on the claim. In some areas, the organiza-
tion may have great latitude of choice in defining the data, for example what
constitutes the organization’s market share, although the choices, again, have
very different ramifications.

The third area is the identification of data management and access tech-
nologies. Technologies and techniques are varied, and the industry is often
awash in discussions on data management technologies. The air is full of
new buzzwords and trendy terms such as data mining, data warehouses, data
marts, and business analytics. While there is hype, these techniques and tech-
nologies do have important distinctions and contributions.

The fourth area is the development of organizational mechanisms and
functions to manage data and perform activities designed to improve the char-
acteristics of the data component of the IT asset. These mechanisms are often
decentralized; for example, finance manages data on financial performance,

marketing may manage data on market share and patient satisfaction, health
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information management is responsible for coding of procedure and disease
data, and quality assurance may manage data on outcomes.

Regardless of the responsibility distribution, organizational leaders should
recognize that developing and maintaining high-quality data requires all of

the following:

o Staff who are responsible for managing data qualiry. These staff doc-

ument data meaning and ensure data integrity by developing and
enforcing data management techniques (such as data dictionaries,
initial and retrospective data entry checks, and edits) and by support-
ing official databases. Responsibility means their job descriptions are
explicit about these tasks. These staff can be asked to oversee data

that is generated externally and used by the organization.

Senior management support. Data quality involves changes in applica-
tions, work processes, and budgets to support the data quality and
management functions. Data quality often requires that those who
enter data undertake additional work for the benefit of someone else
who is downstream. Ensuring high-quality registration data may offer
little immediate advantage to the registration clerk but is terribly

important to the accounts receivable clerk.

o A recognition that, whereas technology can be sexy, managing data quality

is generally not. Trying to determine how an organization managed to
perform a hysterectomy on a twenty-year-old male, as the data indicate,
requires the skills of a good detective and often involves the drudgery
of a stakeout. This work is not always exciting. Nonetheless, a work’s

appeal to workers has never been a good predictor of its importance.

Data management should also include developing, maintaining, and
making widely available the inventory of data resources and specifying the
terms and conditions under which one organizational unit may have access

to another’s data (Levitin and Redman, 1998).

Data Strategy Examples

Two examples of data strategies are presented in the sections that follow. The
first discusses the creation of a BI center of excellence, and the second briefly

examines knowledge management.
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Business Intelligence Partners HealthCare is establishing a BI center of excellence

(Glaser and Stone, 2008).! This center has two core components, the BI

platform and Bl-related roles and responsibilities.

BI formally refers to the information technology platform and associated

tools used to gather, provide access to, and analyze data about organization

operations and activities. The platform is composed of a set of information

technologies that are often represented as a stack, with one set of technology

on top of the previous sets. Using technologies from several vendors, a stack

with the following features was implemented:

Infrastructure. The organization’s servers, operating systems, worksta-

tions, and networks.

Data acquisition. The core transaction systems (for example, payroll,
accounts receivable, outpatient registration, and EHRs that are the

sources of the data used by BI analyses software).

Data integration. The software used to extract data from source sys-
tems and to normalize or clean the data and link data from disparate

source SYStCHlS.

Data aggregation and storage. The repository of data that results from
the data integration process. This repository can store both detailed

data and summaries of data.

Data analyses. The analyses software used to query the repository and
to run reports and conduct data modeling and what if scenarios. This

software is often called BI by software vendors.

Portal. The interface used by management and analyses staff to inter-

act with the BI stack.

Although the technology is a critical component of BI, it is not a suffi-

cient component. Partners had to establish specific roles, which were defined

as follows:

Data stewards are responsible for developing the policies and procedures
that govern data. They must understand operational and business pro-
cess and data requirements. They must develop policies and procedures
that acknowledge these requirements but also protect the quality of the

data; this can be tricky. For example, physicians may decide to not use
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coded problem lists because it takes too much time, but coded problem

lists are essential for high-caliber BI analyses of care quality.

Data owners are the individuals and functional groups in the organiza-
tion that generate the data. Example data owners are medical records
ownership of procedure code assignment and outpatient registration
ownership of patient demographics. Data owners are responsible for
implementing the policies, procedures, training, and systems that are
defined by data stewards and that are needed to enforce organiza-

tional definitions of data and standards for data quality.

Business users are those who use the results of the analyses and often
perform the analyses themselves. The business users are responsible
for learning how to use BI tools and for understanding the strengths
and limitations of the data. They should also ensure that a proposed

analysis will address the questions the analysis is intended to address.

Data managers are the IT staff who manage the BI stack. They ensure
that the tools are of high quality, the ongoing operations of the BI
stack (for example, backup) are performed, training is provided to
users, and counsel is given for business users who have questions
about the data or an analytical strategy. The data managers develop
data schemas, identify preferred source transaction systems for data,

and understand the limitations of the organization’s data.

Knowledge Management Under the IT asset taxonomy, knowledge assets such as

clinical decision support logic, data coding schemes, and computer-based care
guidelines would be considered forms of data. From the Partners perspective,
knowledge management is concerned with ensuring that key clinical data
(such as medications) are coded using appropriate vocabularies and terms and
that clinical decision support logic and guidelines are well developed, kept
current, and are accessible to clinicians and IT EHR developers.

Although knowledge management is different in character and complex-
ity than managing data as an asset, the two areas have considerable overlap.
The areas covered by development of a knowledge management strategy and
the steps taken are similar to those covered by a data asset strategy discussion

(Davenport and Prusak, 1998).
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At Partners HealthCare, a series of strategic initiatives were targeting
physician order entry adoption, quality improvement, disease management,
patient safety, and medical cost management (see Chapter Six for a more
thorough discussion of these initiatives). As part of these initiatives, a medi-
cation safety steering committee was formed. This committee formed two
subcommittees, a medication knowledge committee and a medication
systems committee. These two subcommittees initially focused on improving
the ability of computerized provider order entry (CPOE) to improve medica-
tion safety (Glaser and Hongsermeier, 2000).

A careful inventory by the two subcommittees of the current state
revealed there were nonuniform medication decision support practices
across the hospitals and that a bottom-up approach to decision making was
impeding progress toward the sharing of best practices enterprise-wide. For
example, specialized pediatric, geriatric, and renal dosing decision support
logic was maintained by a Partners-level pharmacy team but was in produc-
tion at only one hospital site. In other cases, the decision support logic was
inconsistent across sites and had not been kept current.

To address this problem, the medication knowledge committee assumed
responsibility for developing the set of best practice medication safety clinical
decision support. This logic was stored in a decision support reference reposi-
tory. This repository contained a library of all decision support rules, the
bases (literature and clinical consensus) for these rules, and the individuals
or teams responsible for keeping the rules current. The medication systems
committee assumed responsibility for ensuring that logic was implemented
uniformly across the hospital CPOE systems. In addition, the medication
systems committee analyzed resulting order patterns (using data from the
quality data repository) to determine physician compliance with the logic.
These compliance analyses were fed back to the medication knowledge com-
mittee to guide any necessary logic refinements. Figure 3.1 provides a high-

level diagram of theses subcommittees and the repositories.

Observations on the Data Asset

For most providers data has been a secondary consideration. Data is often

seen as less worthy of investment than areas such as equipment, buildings,
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Figure 3.1
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and IT support of clinical, operations, and finance processes. Most I'T discus-
sions about applications focus on improvements in important processes such
as ordering tests, generating a claim, or scheduling a patient.

Process improvements and investments in buildings and equipment will
always be important. However, the management of data deserves the same
level of importance. Increased pressure on providers to measure and report
the quality, safety, and efficiency of their care and the growing adoption of

interoperable EHRs will lead to much more sophisticated uses of data.

IT STAFF

The staff component of the IT asset has three major aspects:
1. Autributes of the staff
2. Core staff capabilities and competencies

3. Organization of the staff
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Staff Attributes

High performing IT staff have several general characteristics in common,

including the following:

» They execute well. They deliver applications, infrastructure, and ser-
vices that display a sound understanding of organization needs. These
deliverables occur on time and on budget and earn high marks for

professional comportment from others involved in the project.

o They are good consultants. They advise organizational members on
the best approach to the application of IT given the organizational
problem or opportunity. They advise when IT may be inappropri-
ate or the least important component of the solution. This advice
ranges from help desk support to systems analyses to new technology
recommendations to advice on the suitability of IT in furthering an

aspect of the organizational strategy.

o They provide world-class support. Information systems require daily
care and feeding and problem identification and correction. This

support needs to be exceptionally efficient and effective.

o They stay current with their expertise, keeping up-to-date on new tech-
niques and technologies that improve the ability of the organization

to apply IT effectively.

A wide variety of techniques can assist IT management in their efforts to
improve staff attributes. These techniques include staft’s ability to manage
projects and an organization’s ability to ensure staff are current in their exper-
tise. For example, education programs on new technologies and enrolling

staff in project management certification classes improve staff attributes.

Staff Attribute Strategy Examples

We shall look at two major strategic issues regarding staff attributes, attrac-

tion and retention of staff and outsourcing.

Attraction and Retention of Staff If the organization has high performing staff it
would be well served to hold on to those staff. The market for talented and

experienced IT staff will be competitive for some time (National Research
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Council, 2001), and the infusion of Medicare and Medicaid meaningful use
incentives will increase demand for staff.

Recruitment and retention strategies involve making choices about the
work factors and management practices that will be changed and how they
will be changed to improve the ability to recruit and retain staff. For exam-
ple, should the focus be on salaries or on career development or on physical
surroundings or on some combination of these factors?

For example, Partners IT managers were asked to identify the factors
that make an organization a great place to work, and then rated Partners I'T

against those factors. The following factors were identified by the managers:
* Salary and benefits
* The physical quality of the work setting (for example, well-

maintained surroundings)
* The caliber of IT management
* The amount of interesting work
* The importance of the mission of the organization
* Opportunities for career growth

* The adequacy of communication about topics ranging from strategy

to project status
* The reputation of the overall organization and IT

The results of the managers’ ratings of Partners I'T against these factors
are presented in Table 3.1. On the basis of these scores, Partners I'T leaders

decided to focus on the following improvements:

* Establishing more thorough and better-defined career paths and

development programs for all staff

* Improving training opportunities, ranging from brown bag lunches
with invited speakers to technical training to supervisory training to

leadership training

* Reviewing work environment factors such as parking, free amenities

such as soda, and office furniture
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Table 3.1 Partners IS Staff Scores of Work Environment

A B C D F
Compensation and benefits 1 14 12 3 0
Work environment 4 17 4 3 2
Good management 6 13 8 3 0
Interesting work 12 2 0 0 0
Mission 17 12 1 0 0
Career growth 4 19 5 2 0
Communication 0 8 15 2 5
Status of organization 17 10 3 0 0
TOTAL 61 95 48 13 7

* Improving communication through mechanisms such as a monthly
e-mail from the CIO, videotaping staff meetings for access through
streaming media, and regular breakfasts hosted by the CIO and
deputy CIO

These steps are important. Fundamentally, people like to work where the
job is challenging and meaningful. They prefer places where they like their
coworkers and respect their leaders. They stay in jobs longer when they are

proud of the organization, its mission, and its successes.

Outsourcing A second strategic issue surrounds the ability of outsourcing or task
sourcing to obtain staff with needed expertise and experience. Outsourc-
ing can also be a strategy to address issues of core staff capabilities and
competencies.

Experiences with full outsourcing have been mixed (Strassmann, 1997),
with a significant number failing to deliver expected cost reductions and
service improvements. Partial outsourcing or task sourcing of such things
as deployment of workstations or security intrusion detection appears to be
more effective. These partial outsourcing arrangements enable organizations
to obtain expertise and competencies that may not be viewed as core organi-

zational competencies (although necessary competencies), address temporary
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staff needs, or obtain staff that the organization cannot afford or is unable
to hire. Examples of such outsourcing practices include selective rather than
total outsourcing, sourcing decisions jointly made by I'T managers and senior

leaders, and inviting internal I'T bids for the “sourcing business.”

Core Capabilities and Competencies

IT staff who execute well and provide excellent consulting and other support
are very important. However, organizations should identify a small number
of areas that constitute core I'T capabilities and competencies. These are areas
where getting an A-plus matters. The strategic question involves the defi-
nition of these core capabilities and the development of plans to establish
A-plus competencies.

For example, Partners HealthCare System defined three areas of core
capabilities: base support and services, care improvement, and technical

infrastructure.

Base Support and Services This category of core capabilities included three

subcategories:

* Operational management and support of a high performance techni-

cal infrastructure
* Frontline support (for example, device problem resolution)
* Project management skills

These capabilities are probably important in all IT organizations.
Activities to strengthen staff proficiency include training, definition, and
monitoring of key metrics of service performance, creation of a project man-
agement office, and continuous investment in technologies that provide the

necessary management tools (for example, network diagnostic software).

Care Improvement Central to the Partners agenda was the application of IT to

improve the process of care. One consequence was to establish, as a core IT
capability, the set of skills and people necessary to apply IT innovatively to
medical care improvement. An applied medical informatics function was
established to oversee a research and development agenda. (This function

was discussed earlier in this chapter as an application system strategy.) Staff
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skilled in clinical information systems application development were hired.
A group of experienced clinical information system implementers was estab-
lished. An IT unit of health services researchers was formed to analyze defi-
ciencies in care processes, identify I'T solutions that would reduce or eliminate
these deficiencies, and assess the impact of clinical information systems on care
improvement. Organizational units that possessed unique technical and clinical

knowledge in radiology imaging systems and telemedicine were also created.

Technical Infrastructure Partners recognized the critical role played by having a
properly conceived, executed, and supported technical architecture. Hence,
infrastructure architecture and design continued to serve as a core compe-
tency. The technology strategy function discussed earlier in this chapter was
created. Significant attention was paid to ensuring that extremely talented
architectural and engineering talent was hired along with staff with terrific

support and management skills.

IT Organization

There are three aspects of the I'T organization for which strategies must be

developed:
1. The definition and formation of departments or major functions
2. The form of the IT structure (for example, matrixed or flat)

3. Auttributes of the IT organization as a whole (for example, agility)

Departments and Functions There are multiple considerations in defining the
departments or major functions within an I'T organization. Example depart-
ments include financial application implementation and support, tele-
communications, telemedicine, and decision support. One of the primary
strategic considerations is the organizing unit or concept. One can organize

around any of the following:

¢ Sites or members of the health system (for example, dedicated IT

staff to support each member of the health system with a site CIO)

* Infrastructure and platform support (for example, a unit of staff
responsible for implementing and supporting the health system net-

work or a specific platform, such as Unix machines)



76 The Strategic Application of IT

* Applications or application suites (for example, financial systems or

patient care systems)

* Processes (for example, a unit of I'T staff responsible for systems sup-
port for all outpatient scheduling and registration activities across the

health system)
* Classes of care (for example, inpatient, subacute, and primary care)

* IT research and development (for example, the investigation of new

technologies)

IT Organization Structure The strategic discussion surrounds the selection of orga-
nizational form (centered on organizational structure), the reasons for select-
ing it, and methods of ensuring the form mirrors the organization’s overall
form. The conclusions about form often fa/l out of the discussions about the

organization of the I'T units.

Attributes of the IT Organization IT organizations, like people, have characters
or attributes. They can be agile or ossified. They can be risk-tolerant or
risk-averse. These characteristics can be identified, and strategies to achieve
desired characteristics can be defined and implemented. Although organiza-
tions can have any number of characteristics, we will briefly discuss two,
agility and innovativeness, which are illustrative of any organizational char-
acteristic and are generally viewed as desirable.

An agile organization would probably possess many of the following

attributes:

* The ability to form teams quickly. This implies some level of slack
in resources and the ability to Aalt initiatives currently in progress as

members of that initiative are included in the new team.

* Appropriate chunking of initiatives such that there are multiple points
along the initiative when the project could be stopped and still deliver
value in its stopped state. For example, the rollout of an EHR, which
may call for ten clinics per year, could be stopped temporarily at four

and still deliver value to those four clinics.

* Decision-making forums, such as IT steering committees, that are

able to make decisions and obtain resources quickly.
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An organization that emphasizes agility will also attempt to create
agile platforms; for example, it will select and implement applications that
have potent tools to enhance the applications rapidly. It would also try to
create loosely coupled architectures that provide efficient and standard inter-
faces between applications and enable applications to be replaced without
causing significant changes in other applications.

An innovative organization could have characteristics such as these:

* Reward systems that encourage new ideas and successful implemen-

tation of innovative technologies and applications

* Punishment systems that are loath to punish those involved in experi-

ments that failed

* Small grants that can be obtained outside of the normal budget pro-

cess to fund the pursuit of interesting ideas
* Dedicated research and development groups within IT

Our discussion of organizational characteristics has not been all-inclusive;
for example, we have not discussed a service-oriented IT organization.
Moreover, ample literature exists on the topic of molding and creating orga-
nizational cultures that have desired characteristics.

Health care organizations and IT leaders should recognize that IT orga-
nizational attributes and cultures are created, intentionally or not, through
the combined acts, speech, and behavior of its members. IT leaders mold
culture every time they speak or don’t speak, act or don’t act, reward or pun-
ish, and hire or fail to hire.

IT organizations will struggle if they attempt to create a culture or char-
acter that is significantly different from that of the rest of the organization,
particularly if members of IT have to interact with other members of the
organization on any routine basis. The two different cultures are at risk of
rejecting each other, often for reasons no more solid than “they [staff] are
different.”

Strategies should identify and define important organizational attributes
and carry out management initiatives deemed necessary to establish those
attributes. Strategizers should recognize that attributes change takes time and

can be very difficult.
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Observations on the Staff Component of the IT Asset

All elements of the IT asset are important. The failure or suboptimal condition
of any element impairs the ability of IT to advance the organization. Each ele-
ment needs strategic discussions and strategies directed toward improving it.
Nonetheless, of all components of the assets, staff is the most important. Staff
can create or alter all the other components, and the quality of the resulting cre-
ation depends heavily on the quality of the staff. The quality of the staff is not
simply the quality of the IT talent (as good as it might be). The staff must be

organized well, have A-plus competencies, and have all the desired attributes.

THE CHIEF INFORMATION OFFICER

The role of the Chief Information Officer (CIO), and the need for one, has
been much discussed in the IT and management literature and at confer-
ences over the past three decades. The CIO is regarded as the executive who
would successfully lead the organization in its efforts to apply information
technology to advance its strategies. The CIO can be viewed as a critical
component of the IT asset.

In health care, surveys, such as those conducted by the College of
Healthcare Information Management Executives (Glaser and Kirby, 2009),
have chronicled the evolution of the health care CIO. This evolution has
included debates on CIO reporting relationship, salaries, titles, pedigrees
(from outside health care or not), and the role of the CIO in organizational
strategic planning.

A good CIO can be a significant asset to an organization. The CIO can:

* Be a major contributor to organizational strategy development and

apply business thinking and strategy formation skills that extend

beyond his or her IT responsibilities.

* Help the organization understand the potential of IT to make real
and significant contributions to organizational plans, activities, and

operations.

* Be aleader, motivator, recruiter, and retainer of superior IT talent.
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e FEnsure that the IT asset is robust, effective, efficient, and sustained.
* Ensure that the IT organization runs effectively and efficiently.

Earl and Feeny (1995) conducted a study of CIOs who “added value”
to their respective organizations. They found that the value-adding CIOs

exhibited the following behaviors:

* Obsessively and continuously focus on business imperatives so that

they focus the I'T direction correctly.

* Have delivery track records that cause IT performance problems to

drop off of the management agenda.

* Interpret, for the rest of the leadership, the meaning and nature of

the IT success stories of other organizations.

* Establish and maintain good working relationships with members of

the organization’s leadership.
* Establish and communicate the IT performance record.

* Concentrate the IT development efforts on the areas of the organiza-

tion where the most leverage is to be gained.

* Work with the organization’s leadership to develop a shared vision of

the role and contribution of IT.

* Make important general contributions to business thinking and

operations.

Earl and Feeny (1995) also found that the value-adding CIO, as a per-
son, has integrity, is goal-directed, is experienced with IT, and is a good
consultant and communicator. Organizations that have such a CIO tend to
describe IT as critical to the organization, find that IT thinking is embed-
ded in business thinking, note that IT initiatives are well focused, and speak
highly of IT performance.

Organizational excellence in IT doesn’t just happen. It is managed and
led. If the organization decides that the effective application of I'T is a major
element of its strategies and plans, it will need a very good CIO. Failure to

have such talent will severely hinder the organization’s aspirations.
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OBSERVATIONS ON THE IT ASSET

IT strategic plans invariably center on the applications that need to be imple-
mented to further organizational goals. Although that focus is not inappro-
priate, these plans often give insufficient attention to describing the activities
and resources needed to advance the non-application portion of the asset.
(Moreover, the application portion of the plan is often an inventory of sys-
tems to be implemented with little analyses of fundamental characteristics of
the application asset.)

On the one hand, one should not conclude that a solid infrastructure,
terrific staff, well-crafted infrastructure, and high-quality data are a substi-
tute for the need to deliver applications. On the other hand, it is difficult to
deliver applications properly and consistently if the asset is in poor shape. In
an analogous fashion, one may be able to force one’s dreadfully out-of-shape
body to hike twenty miles, but one might not be able to hike twenty miles
day after day until the body’s fitness is improved. Money invested in enhanc-
ing the overall asset (which is analogous to becoming more physically fit in
this example) can deliver more of a return than money invested in an applica-
tion (which is analogous to a twenty-mile hike with an out-of-shape body).

IT plans need to devote serious attention to the steps that will be taken
to improve infrastructure agility, improve staff skills, and enhance data qual-
ity. These plans require serious strategic thinking. Ill-conceived analyses or
half-baked strategies surrounding plans for data or technical architecture can
severely impede an organization’s progress.

In addition, as was seen in the BI, knowledge management, and in other
examples, strategies for one type of asset invariably require companion strat-
egies in another asset. For example, strategies for the data asset (BI) also
required changes in the staff asset and in the technical infrastructure asset.

Several studies have observed the strong, individual components of an IT
asset and also the strong, collective components of an IT asset. For example,
Feld and Stoddard (2004) identified three principles for effective I'T invest-

ments and management:

1. A long term IT renewal plan linked to corporate strategy. Organization’s
need IT plans that are focused on achieving the overall organi-

zation’s strategy and goals. The organization must develop this
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plan and remain focused on its execution, often over the course of

many years.

2. A simplified, unifying corporate technology platform. This IT platform
must be well architected and must be defined and developed from the
perspective of the overall organization rather than from the accumula-

tion of perspectives from multiple departments and functions.

3. A highly functional, performance-oriented IT organization. The IT
organization must be skilled, experienced, organized, goal-directed,
and responsive; it must also continuously work on establishing great

working relationships with the rest of the organization.

Feld and Stoddard also noted that the responsibility for developing and

implementing these principles lies with the organization’s senior leadership.

SUMMARY

In Chapter Two we discussed the process of aligning organizational strategies
with IT initiatives. In this chapter, we were concerned with the IT asset. The
asset is composed of applications, technical architecture, data, and IT staff.
The IT asset is put in use to deliver the needed support for the organization’s
strategy.

The IT strategy discussion must include a review of the asset and deter-
mine if the asset’s health, characteristics, and directions are sufficient. An
overall strategy can point to changes needed in each asset component and
the need to integrate different asset components. Each element of the asset is
unique, and the discussions surrounding the element will center on different

considerations.

KEY CONCEPTS

Application system characteristics
Chief information officer

Data characteristics
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Electronic Data Interchange
Infrastructure

IT staff strategic components
Technical architecture capabilities

Technical architecture characteristics

DISCUSSION QUESTIONS

1. Assume a large hospital has a strategic goal of improving the perfor-
mance of its revenue cycle. What are some of the IT asset strategies

that might result?

2. Assume an integrated health system wanted to improve the efficiency

of its I'T asset. What strategies might it undertake?

3. How might the CIO role in an organization that viewed IT as a nec-
essary but undesirable expense be different from the CIO role in an

organization that wanted to use IT to transform care?
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Information Technology-
Centric Organizational
Capabilities and
Characteristics

The scope of IT Strategy, introduced in Chapter One, has three funda-
mental components that must be considered by organizations when
applying strategic thinking (see Figure 4.1). In Chapter Three we discussed
the first component or inner circle; the Information Technology asset
(IT asset). For the organization to achieve effective leverage of IT it must
develop IT asset strategies. In addition to the I'T asset, organizations should
examine organizational factors that have been shown to have a significant
bearing on IT effectiveness. These factors, making up the second component
or middle circle of IT-centric organizational capabilities and characteristics,
include IT governance, IT relationships, innovation ability, and change man-
agement. In this chapter we discuss two of these factors, managing process
change and IT governance. We then review the results of a series of studies of
organizations that applied and used IT effectively. This chapter notes that a
strong I'T asset is insufficient. An organization must also excel in areas such

as change management if it is to achieve desired gains from I'T investments.

83
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Figure 4.1 IT Strategy Scope

Complementary Governance Competitive
Strategies Strategy

Infrastructure| Applications

Innovation Process
Ability Change

Strategy

: Governing
Evolution IT Relationships

Concepts

Inner circle: The IT asset
Middle circle: |T-centric characteristics and capabilities

Outer circle: IT strategy considerations and conclusions

MANAGING CHANGE

A majority of I'T initiatives involve or require change in organizational pro-
cesses and structures or in the roles of individuals or services provided by
the organization. IT-enabled or IT-driven organizational change has several

possible origins:

* The new IT system has capabilities different from those of the previ-
ous system, and so the workflow that surrounds the system has to
change and the tasks staff perform have to change. For example, if a

new electronic health record (EHR) automatically generates letters
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for patients with normal test results, then the individuals who used

to generate these letters will no longer have to do this task.

* The discussion surrounding the desired capabilities of a new applica-
tion can lead to a reassessment of current processes, workflow, and
distribution of tasks across staff and a decision to make changes that
extend well beyond the computer system. For example, the analysis
surrounding a new patient accounting system might highlight prob-
lems that occur during registration and scheduling (such as failure to
check insurance coverage during appointment check-in) that hinder
the optimal performance of patient accounting. In this way a new

system becomes a catalyst for a comprehensive set of changes.

* The health care organization’s strategy may call for significant changes
in the way the organization operates and delivers care. For example,
the organization may decide to move aggressively to protocol-driven
care. This transformation has extensive ramifications for processes,
roles, and workflow and for the design of applications. New IT sys-
tems will be critical contributors to the changes needed, but they are

not the epicenter of the change discussion.

Change management is an essential skill for the leaders of health care
organizations. Although the need for this skill is not confined to situations
that involve implementation of major applications, change management is a
facet of virtually all such implementations.

The management strategies required to manage change depend on the
type of change. As one moves from modest to transformative, the magnitude
and risk of the change increases enormously, as does the uncertainty about
the form and success of the outcome.

Managing significant change has several necessary aspects, including the

following (Keen, 1997):
* Leadership
* Language and vision
* Connection and trust
* Incentives

* Planning, implementing, and iterating
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Leadership

Change must be led. Leadership, often in the form of a committee of leaders,

must take responsibility for the following change-management tasks:
* Define the nature of the change.
* Communicate the rationale and approach to the change.
* Identify, procure, and deploy necessary resources.
* Resolve issues, and alter direction as needed.
* Monitor the progress of the change initiative.

This leadership committee needs to be chaired by an appropriate senior
leader. If the change affects the entire organization, the CEO should chair
the committee. If the change is focused on a specific area, the most senior

leader who oversees that area should chair the committee.

Language and Vision

The staff who are experiencing the change must understand the nature
of the change. They must know what the world will look like (to the degree
that this is clear) when the change has been completed, how their roles and
work life will be different, and why making this change is important. The
absence of this vision or a failure to communicate the importance of
the vision elevates the risk that staff will resist the change and through subtle
and not-so-subtle means cause the change to grind to a halt. Change is hard
for people. They must understand the nature of the change and why they
should go through with what they will experience as a difficult transition.
Leaders might describe the desired outcome of efforts to improve the

outpatient service experience (the vision) in this way:

* Datients should be able to get an appointment at a time that is most

convenient for them.

* Patients should not have to wait longer than ten minutes in the

reception area before a provider can see them.

* Our providers should communicate clearly with patients about their

disease and the treatment that they will provide.
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* Our providers should not have to spend unnecessary time and effort
with administrative and insurance-related tasks that detract from

patient care.

These examples illustrate a thoughtful use of language. They first and
foremost focus on patients. But the organization also wants to improve
the lives of its providers. The examples use the word should rather than the
word must because it is thought staff won’t believe the organization can
pull off 100 percent achievement of these goals, and leaders don’t want to
establish goals that can be seen as unrealistic. The examples also use the
word we rather than words like you. We means this vision will be achieved
through a team effort and that those hearing this message will have help

from leadership.

Connection and Trust

Achieving connection means that leadership takes every opportunity to pre-
sent the vision throughout the organization. Leaders may use department
head meetings, medical staff forums, one-on-one conversations in the hall-
way, internal publications, and e-mail to communicate the vision and to
keep communicating the vision. Even when leaders start to feel ill because
they have communicated the vision one thousand times, they have to com-
municate it another one thousand times. Much of this communication has
to be done in person, where others can see the leadership; it is not effective
for leaders to hide behind an e-mail. The communication must invite feed-
back, criticism, and challenges.

Members of the organization must trust the integrity, intelligence, com-
passion, and skill of the leadership. Trust is earned or lost by everything
leaders do or don't do. Members must also trust that leaders have thought-
fully come to the conclusion that the difficult change has excellent reasons
behind it and represents the best option for the organization. Organizational
members are willing to rise to a challenge, often to heroic levels, if they trust
their leadership. Trust requires that leaders act in the best interests of the
staff and the organization and that leaders listen to staff and respond to

the organization’s concerns.
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Incentives

Organizational members must be motivated to support significant change.
At times, excitement with the vision will be sufficient incentive. Alternatively,
fear of what will happen if the organization fails to move toward the vision
may serve as an incentive. Although important, neither fear nor rapture is
necessarily sufficient.

If organizational members will lose their jobs or have their roles changed
significantly, education that prepares them for new roles and for new jobs
must be offered. Bonuses may be offered to key individuals, awarded accord-
ing to the success of the change and for each person’s contribution to the
change. At times, frankly, support is obtained through old-fashioned horse-
trading; if others will support the change, you will deliver something that
is of interest to them (for example, space, extra staff, or a promotion).
Incentives may also take the form of awards (for example, plaques and din-
ners for two) to staff who go above and beyond the call of duty during the
change effort.

Planning, Implementing, and Iterating

Change must be planned. These plans describe the tasks and task sequences
necessary to effect the change. Tasks can range from redesigning forms to
managing the staged implementation of application systems to retraining
staff. Tasks must be allotted resources, and staff who are accountable for task
performance must be designated.

Implementation of the plan is obviously necessary. Because few organi-
zational changes of any magnitude will be fully understood at the outset,
problems will be encountered during implementation. For example, the new
forms may fail to capture some necessary data. It may appear that the esti-
mate of the time needed to register a patient is wrong, and long lines may be
forming at the registration desk. It may turn out that the plan forgot to iden-
tify how certain information would flow from one department to another.

These problems are in addition to the problems that occur, for example,
when task timetables slip and dependent tasks fall idle or are in trouble. If
implementation of the application were to be delayed and so would not be

ready when staff move to a new building, we would wonder how best to
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proceed. Iteration and adjustment will be necessary as the organization learns

about glitches with new processes and workflows.

Summary of Managing Change
For an organization to be effective in leveraging IT to further its goals, lead-
ers must be effective at managing change (Wager, Lee, and Glaser, 2009).
This is particularly true when the IT agenda is ambitious, such as when
implementing a comprehensive EHR in an effort to materially transform
care processes.

Effective change management requires not only that the formal design of
the organization (business processes, roles, and incentives) be addressed but
also the political (power bases) and cultural (shared values, beliefs, and tradi-
tions) aspects of the organization. These three areas (formal design, political,

and cultural) must change in concert for the IT-enabled change to be effec-
tive (Woerner and Ross, 2007).

GOVERNANCE

Governance refers to the principles, processes, and organization that govern
IT resources (Drazen and Staisor, 1995). Strategies regarding governance

must address several questions, including the following:
* Who sets priorities for I'T, and how are those priorities set?

* Who is responsible for implementing information systems plans, and

what principles will guide the implementation process?

* What organizational structures are needed to support the linkage

between IT and the rest of the organization?

* How are IT responsibilities distributed between IT and the rest of

the organization and between central and /oca/ I'T groups?
* How is the IT budget developed?
* What principles will govern the IT asset?

At its core, governance involves determining the distribution of the

responsibility for making decisions, the scope of the decisions that can be
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made by different organizational functions, and the processes to be used for
making decisions. Developing answers to the questions of governance can be

a complex exercise.

Governance Characteristics

Well-developed governance mechanisms have several distinct characteristics:

*  They are perceived as objective and fair. No governance mechanisms are
free of politics, and some decisions will be made as part of side deals.
Nonetheless, governance should be viewed by organizational partici-
pants as fair, objective, appropriately public in its deliberations, and
possessed of integrity. The ability of governance to govern depends

on the willingness of organizational participants to be governed.

o They are efficient and timely. Governance mechanisms should arrive
at decisions quickly, and the governance process should be efficient;

bureaucracy should be eliminated as much as possible.

»  They evolve appropriately. Governance will change as the organization
and its environment changes. The advent of the World Wide Web
a decade ago had an impact on IT governance leading to Internet
strategy committees; these committees rarely exist today. The grow-
ing development of health information exchanges will require new

governance mechanisms to respond to interorganizational IT issues.

Linkage of Governance to Organizational Strategies
Governance should be heavily influenced by basic strategic objectives; for
example, a desire to have care integrated across a continuum has ramifica-
tions for the design of governance. Some examples of governance derived
from a strategic objective are presented in the sections that follow.
Governance to support the integration of a health system might adopt

the following objectives:

* Priorities should be developed by a central health system IT committee
to help ensure the perspective of overall integration; initiatives that
support integration should be given a higher priority than those

that do not.



IT-Centric Organizational Capabilities and Characteristics 91

* IT budgets that are developed locally are subject to central

approval.

* The IT plan must specify the means by which an integrated infra-
structure and application suites will be achieved and the boundaries
of that plan. For example, local organizations are free to select from
a set of patient care system options, but whatever the selection, the
patient care system must interface with the health system’s clinical

data repository.

* A centralized IT group must exist, and it has authority over local
groups.
* Members of the health system are constrained in their selection of

applications to support ancillary departments to those that are on an

approved list.

* Certain pieces of data, such as payer class or patient problems, and
certain identifiers, such as patient identifier and provider identifier,

have to use a common dictionary or standard.

* All health system organizations must use a common security

infrastructure.

Governance to oversee care transformation across a multi-hospital health

system might do the following:

* Form an executive committee led by the CEO and a senior clinician
to oversee the transformation process. Subcommittees addressing care
guideline development, clinician incentives, and implementation of

the EHR should report to this committee.

* Ask the executive committee to provide updates to a quality commit-

tee made up of board members.

* Establish an EHR committee led by the CIO and a senior clinician
who might have work groups devoted to tasks such as application
design, training, support models, and implementation sequence.
Each hospital might have parallel work groups to address their unique

issues and challenges.
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* Within this framework, provide the executive committee with the
authority to approve changes in project scope and budget and to
resolve problems; provide hospital work groups with the authority
to design local EHR customizations within guidance established by

the electronic health record committee

Developing governance structures and approaches requires strategies
that are driven by the need to achieve certain organizational objectives.
Governance should not be developed purely for the purpose of performing
some normative task; for example, all organizations have IT steering com-
mittees composed of a broad representation of senior leaders, and therefore
so should we. An organizational objective of being locally responsive might
mean that no central steering committee would exist or that its powers would
be limited. Moreover, although one organization can learn from the gover-
nance structures established by other organizations, it must structure itself to

reflect its culture, competencies, and needs.

Examples of Governance Strategies

Several examples of governance strategies are discussed in the following
sections. These include strategies on the split between central and local
responsibilities as it applied to IT, the presence of an IT committee to offer

recommendations to the board, and changes to the I'T budget.

Central and Local Responsibilities Partners HealthCare undertook an examination

of its IT governance structure shortly after its formation. A critical ques-
tion (typically faced by any organization with a corporate function and local
business units, such as hospitals) was, “What responsibilities should be given
to corporate I'T, and what responsibilities should be given to the I'T groups
supporting local business units?”

The answer to this question must account for trade-offs between ensur-
ing business units have the flexibility to respond to local conditions and
meet local operating budget goals and ensuring the overall ability to integrate
the system and achieve system-wide efficiencies. The answer must recognize
that the needs of community hospitals are different from those of academic

medical centers. The answer must also understand that this is not purely a
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question of reporting relationships; in this case the local IT groups report to
the central IT group.
The following operating principles for information systems were devel-

oped. The corporate IT function would have the following roles:

* Ensure functioning of a common core of applications and

infrastructure.
* Determine Partners-wide integration agenda.

* Fund core operations function, Partners-wide IT projects, and IT

research and development.
* Support and execute local integration initiatives.
* Set minimum standards.
* Deliver applications and new solutions.
* Recommend Partners-wide I'T capital budget.

* Undertake research and development with a focused agenda of break-

through high-value approaches and techniques.
The business unit I'T functions would have the following roles:

* Determine local #slands of integration needs, priorities, pace, business

case, and project funding.

* Determine local applications needs, priorities, pace, business case,

project funding, and implementation needs.

In essence, the IT function was very centralized. Business units would
establish local plans and priorities (and fund them). The corporate function
would execute those plans within the context of standards and an overall

integration agenda.

IT Committee of the Board The Partners Board recognized the critical contribu-
tion of I'T to Partners strategies and ongoing operations. Realizing that the
normal board agenda might not always allow sufficient time for discussion of
important IT issues and that not all board members had extensive experience
in IT, the board formed a committee of board members who were seasoned

IT professionals (for example, I'T academics and CEOs from the IT industry).
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This committee would inform the board of its recommendations and assess-
ments. The board improved its ability to govern IT by ensuring that thor-
ough discussions of IT issues and strategies occurred at the trustee level.

The charter for this committee encompassed four responsibilities:

1. Review and critique IT application, technical, and organization

strategies.
2. Review and critique overall I'T tactical plans and budgets.
3. Discuss and provide advice on major IT issues and challenges.
4. Explore opportunities to leverage vendor partnerships.
Committee meeting agenda items have included the following:
* Assessments of the value of clinical information systems
* Long-term plans for the organization’s financial systems

e IT staff recruitment and retention issues

* The annual IT budget

IT Budget Development In 1999 Partners made a change to the IT budget process.

That change led to users (rather than IT staff) defending requests for new
applications. The change also eliminated the separate I'T budget discussion
and merged that discussion into the overall organizational budget discussion.

This change was designed to achieve several objectives. The first objec-
tive was to shift the responsibility for defending and obtaining funds for
new applications from IT to user management. This required members of
the user management team to defend the expense and commit to the value
in a room full of their peers. It also required members of the user manage-
ment team to believe in the need for the system so much that they might be
willing to forsake other budget needs in their areas. Second, merging the IT
budget into the overall budget discussion meant that the IT budget was no
longer protected. 1T requests had to compete with requests for new equip-
ment or additional nursing staff. This meant the organization’s leadership
had to determine the value of an I'T investment relative to other investments,
which gave leadership the latitude to increase or not increase the I'T budget

in any year given the needs of the entire organization.
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Observations on Governance

The examples of governance we have just discussed reflect management

actions that clarify or change IT decision rights. No portfolio of decision

rights is permanent; an arrangement of rights solves some problems but

runs the risk of creating other problems. Governance that emphasizes effi-

ciency may achieve efficiency, but it may hinder innovation. Governance that
y may 3% y

emphasizes speed of decision making may sacrifice political support for the

decision because the governance was less inclusive.

Decision rights can be distributed across multiple groups and functions with
no one group making all I'T-related decisions. Weill and Ross (2004) identify five

major categories of decisions (see Table 4.1). These categories are as follows:

1. IT principles that are high-level statements of how I'T should be used

(for example, to improve patient care or to be a low-cost provider)

2. IT architecture is part of the IT Asset discussion reviewed in Chapter

Three

3. IT infrastructure that is the specific technologies chosen to imple-

ment IT applications and base technologies

Table 4.1 Distribution of IT Decision Rights

Types of Decisions

Decision Responsibility

IT principles—high-level statements about how IT
is used

IT architecture—set of technical choices to guide
the organization

IT infrastructure strategies—technical infrastructure
needed to deliver reliable, secure, and efficient
services

Business applications—process of identifying needed
applications

IT investment and prioritization—mechanism for
making decisions about project approvals and
budgets

Executive committee

IT organization

IT organization

Executive committee

Operations management
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Business applications that refer to how decisions are made about

application priorities

IT investments and priorities that refer to decisions about project

approvals and budgets

Table 4.1 illustrates that members of different groups can be assigned

responsibility for these categories.
p y g

Moreover there is no one way to design IT governance (Brown and
Grant, 2005). Sambamurthy and Zmud (1999) note that three factors influ-

ence IT governance approaches:

1.
2.

Overall governance structure and style

Economies of scope, such as diversity of products and markets and

whether growth has happened organically or through mergers

Absorptive capacities, which are reflected in the level of I'T knowl-
edge and in the sophistication of the organization’s leadership and

management

Ross and Weill (2002) argue that regardless of the form of governance,

six IT decisions should be made by management and should not be left in

the full control of the IT organization:

1.

L

N

How much should we spend on I'T?

Which business processes should receive our IT dollars?
Which IT capabilities need to be company-wide?

How good do our IT services really need to be?

What security and privacy risks will we accept?

Whom do we blame if an IT initiative fails (that is, to what degree do

we hold the users accountable for I'T projects)?

These decisions are management decisions and not strictly decisions

that belong to the IT organization. Management abdication of its decision

responsibilities places the organization at risk. As well-meaning and com-

petent as I'T department staff might be, their decisions might not be fully

aligned with the organization’s direction.
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Finally, good IT governance matters. Weill and Ross (2004) conducted
research (comparing organizations with similar strategies) that showed that
organizations with superior IT governance mechanisms had more than 20

percent higher profitability than those organizations with poor mechanisms.

STUDIES OF FACTORS CONTRIBUTING
TO EFFECTIVE IT USE

Several studies have examined organizations that have been particularly effec-
tive in the use of IT. Determining effectiveness is difficult, and the stud-
ies have defined it differently. Definitions have included organizations that
have developed information systems that defined an industry (for example,
SABRE, the first airline reservation system); organizations that have the
reputation of being effective over decades (such as Bank of America); and
organizations that have had instances of exceptional I'T innovation (such as
the Federal Express packaging tracking system).

These studies have attempted to identify the factors or attributes of these
organizations that have created the environment in which effectiveness occurred.
In effect, the studies have sought to answer the question, “What organizational
factors help certain organizations to develop remarkable I'T prowess?”

If an organization understands these attributes and desires to be very
effective in its use of I'T; it is in a position to develop strategies to create or
modify its attributes. For example, one attribute is the strength of the work-
ing relationships between the IT function and the rest of the organization. If
that relationship is weak or dysfunctional, strategies and plans can be imple-
mented to improve the relationship.

We shall review four of these studies.

Financial Executives Research Foundation

The Financial Executives Research Foundation sponsored a study, conducted
by Sambamurthy and Zmud (1996), on factors that led to the development of
visionary I'T applications. Visionary applications help managers make decisions,
introduce new products and services more quickly and frequently, improve

customer relations, and enhance the manufacturing process. Visionary
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IT applications seek to transform some of a firm’s business processes in frame
breaking ways: the reengineering of core processes dramatically or radically.
These applications create a variety of benefits to businesses that not only
affect their current operations but also provide opportunities for new mar-
kets, strategies, and relationships.

The study had findings in several areas: visionary applications, the justi-
fication process, facilitating investment in visionary I'T applications, and the

rationale for justifying visionary I'T applications.

Visionary Applications Visionary applications focused on leveraging core business
operations, enhancing decision making, improving customer service, and
speeding up the ability to deliver new products and services. These applica-
tions were developed as platforms that enabled the business to handle multiple

work processes. An example of such a platform in health care is the EHR.

The Justification Process Visionary projects required the participation of four
key players. Envisioners conceptualized the initial ideas for a project. Project
champions were instrumental in selling the envisioners’ ideas and value to
senior executives. Executive sponsors provided champions with seed funding
and political support. /7 experzs supplied the necessary technical vision and

expertise to ensure the idea would work.

Facilitating Investment in Visionary IT Applications Several factors facilitate

investment in visionary applications:

* A climate must exist that enables employees to have the power (and
the support) to undertake visionary applications that often carry

significant personal and organizational risk.

* Mechanisms need to exist to invest continuously in IT technical

infrastructures.

* Coordinating mechanisms must be established to bring together

envisioners, project champions, executive sponsors, and I'T experts.

¢ The role of the CIO, in addition to that of an envisioner and IT
expert, was to ensure that the envisioners’ proposal furthered the
interests of the business, to serve as architect and advocate for
the corporate IT technical infrastructure, and to serve as the architect

of IT-related coordinating mechanisms.
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Rationale for Justifying Visionary IT Applications Visionary I'T applications were
generally defended using two distinct strategies: their contribution to critical
work processes or their support of a primary strategic driver. In addition to
the discussion and analysis that would surround one of these two strategies,
prototypes, best-practice visitations, and consultants would often be used to

further organizational understanding of the proposed initiative.

Ross, Beath, and Goodhue

Ross, Beath, and Goodhue (1996) examined the factors that enable organi-
zations to achieve long-term competitiveness in the application of IT. They
identified the development and management of three key IT assets as critical
to achieving a sustained I'T-based competitive advantage: I'T human resources

asset, the technology asset, and the relationship asset.

Highly Competent IT Human Resources A well-developed IT human resource asset
is one that consistently solves business problems and addresses business oppor-

tunities through information technology. This asset has three dimensions:

1. IT staff members had the technical skills needed to craft and support
applications and infrastructures and to understand and appropriately

apply new technologies.

2. IT staff members had superior working relationships with the end
user community and were effective at furthering their own under-
standing of the business and its directions, cultures, work processes,

and politics.

3. IT staff members were responsible (and knew they were responsible)
for solving business problems. This orientation went beyond perform-
ing discreet tasks, and led IT staff to believe they owned (and had the

power to carry out) the challenge of solving business problems.

The Technology Asset The technology asset consists of sharable technical platforms

and databases. The technology asset had two distinguishing characteristics:

* A well-developed technology architecture that defined the rules for

the distribution of hardware, software, and support

* Standards that limit the technologies that will be supported
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Failure to create a robust architecture can result in applications that are
difficult to change, poorly integrated, expensive to manage, and unable to
accommodate organizational growth (Weill and Broadbent, 1998). These
limitations hinder the ability of the organization to advance. IT resources,
efforts, and capital can be consumed by the difficulty of managing the cur-
rent base of infrastructure and applications, and relatively modest advances

can be too draining,.

The Relationship Asset When the relationship asset is strong, I'T and the business
unit management share the risk and responsibility for effective application
of IT in the organization. A solid relationship asset is present when the busi-
ness unit is accountable for all IT projects, top management leads the I'T
priority-setting process, and business unit and IT staff work collaboratively
on projects.

The study noted the interrelationships between the assets. I'T and user
relationships are strengthened by the presence of a strong IT staff. A well-
developed, agile infrastructure enables the IT staff to execute project delivery

at high levels and be more effective at solving business problems.

McKenney, Copeland, and Mason
McKenney, Copeland, and Mason (1995) studied the factors that allowed
managerial teams to create and implement innovative information systems.
They were particularly interested in examples where the resulting informa-
tion systems became the dominant design in a particular industry. They
studied American Airlines, Bank of America, the United States Automobile
Association, Baxter Travenol/American Hospital Association, and Frito-Lay.
Their study came to interesting conclusions in several areas including quality

of the management team, evolution, and capitalization of innovation.

Management Team All IT innovations were led proactively by a management team
driven to change its processes with strategic use of information technology.

The management team had to encompass three essential roles:

1. The CEO or other senior executive who was both a visionary and a
good businessperson. This person had sufficient power and prestige

to drive technological innovation.
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The technology maestro, often the CIO, who had a remarkable combi-
nation of business acumen and technological competency. The CIO
must deliver the system and recruit, energize, and lead a superb tech-

nical team.

The technical team who understood how to apply the technology
in innovative ways and was capable of developing new business pro-

cesses that leveraged the technology.

In addition to exceptional competency in each role, there was a rare

chemistry between the players in the roles. A change in a role’s incumbent

often stalled the innovation. This suggests that a great CIO in one setting

may not be a great CIO in another setting.

Evolution of the Innovation The innovative systems evolved over time and generally

went through several phases:

1.

A business crisis developed, such as Bank of America being over-
whelmed by the volume of paper transactions, and a search began for

an IT solution.

IT competency was built as research was conducted in search of poten-

tial I'T solutions, particularly the application of new technology.
The IT solution was planned and developed.

IT was used to restructure the organization and processes and to lead

changes in organizational strategies.

The strategy evolved, and the systems were refined. Competitors

began to emulate the success.

In these phases, the capabilities of the technology heavily influenced

and constrained the operational changes that were envisioned and imple-

mented. This series of phases occurred over the course of five to seven years

and reflected the magnitude of the organizational change and also the time

required to experiment with, understand, and implement new information

technology. This interval suggests that CIO (or CEO) average tenures of

three years or less risk thwarting the organization’s ability to make truly inno-

vative I'T-based transformations.
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Capitalizing on IT Innovation A particular IT innovation was identified by the
organization, early in the life of the technology, as being the breakthrough
necessary to resolve the business crisis or challenge. In the cases studied, the
breakthrough was the transistor, time-sharing, and cheap mass storage. Today

the technology might be the semantic interoperability or mobile devices.

Weill and Broadbent

Weill and Broadbent (1998) studied firms that consistently achieve more
business value for their information technology investment. Their study
noted that these organizations were excellent or above average in five charac-
teristics: greater top management commitment to information technology,
less political turbulence, more satisfied users, integrated business information

technology planning, and more IT experience.

Greater Top Management Commitment to Information Technology The lead-
ership of the organization was committed to the strategic and effective appli-
cation of IT. This commitment was widely known within the organization.
Management participated actively in IT strategy discussions, thoughtfully
assessed the business contribution of proposed IT investments, and provided

seed funding to innovative and experimental I'T projects.

Less Political Turbulence IT investments often serve to integrate processes and
groups throughout the organization. Political conflict reduces the likelihood
and success of interdisciplinary initiatives. I'T investments can require that
the proposals of one part of the organization be funded at the expense of
other parts or other proposed non-IT initiatives. Political turbulence can

reduce the likelihood that such disproportionate investments will occur.

More Satisfied Users If the organization’s staff have had good experiences with IT
projects, they are more likely to view IT as something that can help their

endeavors (rather than as a burden).

Integrated Business Information Technology Planning Organizations that do a
very good job at aligning the IT plans and strategies with the overall orga-
nizational plans and strategies will be more effective with IT than those that

do not align well.
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More Experience  Organizations that are experienced in their use and application
of the technology and have had success in those experiences will be more
thoughtful and focused in their continued application of IT. They will have a
better understanding of the technology’s capabilities and limitations. Users and
their I'T colleagues will have a better understanding of their respective needs

and roles and the most effective ways of working together on initiatives.

Summary of Studies

The four studies discussed in this chapter—The Financial Executives Research
Foundation study; Ross, Beath, and Goodhue; McKenney, Copeland, and
Mason; and Weill and Broadbent—suggest that organizations aspiring
to effectiveness and innovation in their application of I'T must take steps to
ensure the core capacity of the organization, for IT effectiveness is developed
such that high levels and sustained progress can be achieved. Development of
this capacity is a different challenge than identifying specific opportunities to
use I'T in the course of improving core processes or of ensuring that the IT
agenda is aligned with the organizational agenda. As an analogy, a runner’s
training, injury management, and diet are designed to ensure the core capac-
ity to run a marathon. This capacity development, which is focused on the
runner’s overall fitness, is different from the discussion of the strategy of run-
ning a specific marathon, which must consider race-specific variables such as
the nature of the course, the competing runners, and the weather.

Though reaching somewhat different conclusions (resulting to a degree
from different study questions), the four studies reached consensus in the
following areas: the value of leadership, the value of relationships, and the

effects of political turbulence.

Individuals and Leadership Matter It is critical that the organization possess tal-
ented, skilled, and experienced individuals. These individuals will occupy a
variety of roles, including CEO, CIO, IT staff, IT user, and middle manager.
These individuals must be strong contributors. Although such an observa-
tion may seem trite, too often organizations, dazzled by the technology or
the glorified experiences of others, embark on technology crusades and sub-
stantive investment in technology for which they have insufficient talent or

leadership to successfully implement.
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Leadership in these studies was essential. This leadership is needed on the
part of organizational senior management (or executive sponsors), the CIO,
and the project team. This leadership understood the vision, communicated
the vision, was able to recruit and motivate a team, and had the staying
power to see the innovation through several years of work and disappoint-

ments, setbacks, and political problems.

Relationships Are Crucial In addition to having strong individual players, the team
must be strong. There are critical senior executive, IT executive, and project
team roles that must be filled by highly competent individuals, and great
chemistry must exist between the individuals in the distinct roles. Substi-
tuting team members, even involving a replacement by an equally strong
individual, can diminish the team. This is true in I'T innovation just as it is

true in sports.

Political Turbulence Political turbulence diminishes the organization’s ability to

develop a healthy set of relationships among organizational players.

Technical Infrastructure Enables and Hinders Transformation New technolo-
gies can provide new opportunities for organizations to embark on major
transformations of their activities. This implies that, although CIOs must
have superior business and clinical understandings, they must also have a
superior understanding of the technology. This should not imply that CIOs
must be able to rewrite operating systems as well as the best system pro-
grammers, but it does mean they must have an excellent understanding of
the maturity, capabilities, and possible evolutions of information technology.
Several innovations occurred because the I'T group was able to identify and
adopt an emerging technology that could make a significant contribution to
addressing a current organizational challenge.

The studies stress the importance of well-developed technical architec-
ture. Great architecture matters. Possessing state-of-the-art technology can be

far less important than relying upon a well-architected infrastructure.

The Organization Must Encourage Innovation The organization’s (and the IT
organization’s) culture and leadership must encourage creativity and experi-

mentation. This encouragement needs to be practical and goal-directed; there
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must be a real business problem, crisis, or opportunity, and the project needs
budgets, political protection, and deliverables.

Creating visionary applications or industry-dominant designs or an
exceptional IT asset takes time and a lot of work. The organizations studied
by McKenney, Copeland, and Mason often took five to seven years for the
innovation to fully mature and for the organization to recast itself.

The applications and designs will proceed through phases that are as nor-
mative as the passage from infancy to adulthood. The creation of visionary and
innovative applications or designs, like the maturation of a human being, will see

some variation in the timing, depth, and success of moving through phases.

Evaluation of IT Opportunities Must Be Thoughtful The visionary and domi-
nant-design IT innovations studied were analyzed and studied thoroughly.
Nonetheless, the organizations engaged in these innovations understood that
a large element of vision, management, instinct, and fee/ing guided the deci-
sion to initiate investment and continue investment. An organization that
has had more experience with IT and more successful experiences will be

more effective in the evaluation (and execution) of IT initiatives.

Processes, Data, and Differentiation Formed the Basis of the Innovation
Innovations were directed to focus on those core elements that form the basis
for achieving an IT-based advantage, which include significant leveraging of
processes, expanding and capitalizing on the ability to gather critical data,
and achieving a high level of organizational differentiation. Often an organi-
zation pursued all three core elements simultaneously. At times the organiza-
tion evolved from one basis to another as the competition responded or as

the organization recognized new leverage points.

Alignment Was Mature and Strong The alignment of IT activities and business
challenges or opportunities was strong. It was also mature in the sense that
this alignment depended on close working relationships rather than on meth-

odologies.

The IT Asset Was Critical Strong IT staff, well-crafted architecture, and a superb
CIO were critical attributes. There is substantial overlap between the factors

identified in these studies and the components of the I'T asset.
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Observation on IT-Centric Characteristics and Capabilities

In his seminal book Good to Great, Collins (2001) identified companies that

made and sustained a transition from being a good company to a great com-

pany. His research noted these companies had the following consistent ori-

entations to IT:

They avoided IT fads but were pioneers in the application of care-

fully selected technologies.

They became pioneers when the technology showed great promise
in leveraging that which they were good at doing (their core compe-

tency) and that which they were passionate about doing well.

They used IT to accelerate their progress toward becoming a great
company. That is, IT was implemented after the vision had been
set and the organization had begun to move to that vision. I'T was
not used to create the vision and start the movement.

They responded to technology change with great thoughtfulness and
creativity, driven by a burning desire to turn unrealized potential into
results. Mediocre companies often reacted to technology out of fear,

adopting it because they were worried about being left behind.

They achieved dramatically better results with I'T than rival compa-

nies using the exact same technology.
They rarely mentioned IT as being critical to their success.

They crawled, walked, and then ran with new IT even when they were

undergoing radical change.

These orientations parallel several points made in this and previous chap-

ters. Great organizations understand how to manage change, are focused and

thoughtful in their choice of new technologies, and had superior leadership.

SUMMARY

Chapter Two was concerned with strategy formulation. We discussed the pro-

cess of aligning organizational strategies with I'T initiatives. Chapter Three

reviewed the IT asset and discussed strategies for strengthening that asset and

ensuring that the asset was responsive to the organization’s direction.
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In Chapter Four we noted that if the IT asset is one critical component of
strategy formulation, implementation, and execution, then IT-centric charac-
teristics and capabilities are the other. Change management and governance
are foundational, and several studies of IT effectiveness have identified addi-
tional I'T-centric organizational attributes that have a significant influence on

effectiveness in using I'T to further organizational strategies and goals.

KEY CONCEPTS

Change management
Factors contributing to effective I'T

IT governance

DISCUSSION QUESTIONS

1. Critique a change process you have experienced in your organization.

Comment on strengths and weaknesses of the change process.

2. Describe the IT governance approach in your organization. What

steps would you take to improve governance?

3. Ifan organization had a poor relationship between its IT department
and the rest of the organization, what steps might it take to improve

the relationship?

4. 1If an organization had a superb approach to ensuring the assessment
of IT opportunities was thoughtful, what structures (for example,

committees and processes) would you see?
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Strategy Considerations
and Conclusions

Chapter Two discussed the alignment of the organization’s overall strat-
egy with its I'T strategy. Chapter Three focused on the IT asset and
Chapter Four discussed important IT-centric organizational capabilities
and characteristics.

In these chapters we reviewed lessons learned about the strategic applica-
tion of I'T across a range of industries and organizations, and we continue that
learning in this chapter as we summarize important strategy considerations and
conclusions that should be understood by organization leaders as they shape

their IT strategy. This chapter will discuss the following considerations:
* Complementary strategies
* The realization of IT-enabled value
* Strategy evolution
* IT as a way to enhance competitive position

* Governing concepts

109
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These considerations will reiterate and extend topics we discussed in

Chapters One through Four.

COMPLEMENTARY STRATEGIES

Complementary strategies are organizational initiatives that do not involve
the IT asset per se but are needed for the IT strategy to succeed.! In earlier
chapters we discussed the need for the complementary strategies associated
with managing organizational change. In this section we expand our discus-
sion of complementary strategies.

Complementary strategies come in two basic forms. They can enable the
organization to be broadly more effective in applying IT and in realizing its
value across a wide range of initiatives, and they can be designed to improve

the success of a specific initiative (Glaser, 2009).

Broad Leverage

There is no tidy categorization of broad leverage strategies. All of these strat-
egies are intended to improve overall organizational IT competency. We
discussed several key strategies in Chapter Four, which included improving
governance, strengthening relationships between the IT department and the
rest of the organization, and engaging in thoughtful innovation.

Other broad strategies can be defined. For example, organizations that
expect to engage in significant levels of IT research and development can
develop strategies to improve their ability to manage industry collabora-
tions through establishment of business development capabilities, processes
for managing intellectual property, and means to avoid conflicts of inter-
est. Providers who anticipate the need to compete on the basis of the costs
of care using IT may develop strategies that foster broad competency with
process change techniques such as LEAN, which is a production practice that
considers the expenditure of resources for any goal other than the creation of
value to be wasteful.

Most of the time broad leverage strategies result from an understanding
that a set of strategies points to the need to elevate some aspects of orga-

nizational competency. A strategy that calls for significant, multifaceted
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investments in I'T points to the potential need to improve I'T governance to
help with prioritization. A strategy that illustrates the need to improve the
performance of core organizational processes points to the need for change
management skill.

At times the broad leverage strategies result from an understanding of the
nature of the IT industry and technology. For example, the broad adoption
of personal, mobile devices might point to an organizational need to be bet-
ter at protecting confidential information.

In this chapter we discuss a broad leverage strategy that results from the
leadership observation that for most of the health care industry, the technol-
ogy and applications being implemented today are available to all industry
participants, including competitors. Any provider organization can acquire
and implement systems from Eclipsys, Cerner, GE, Epic, or Siemens. Why
would one provider believe its electronic health record (EHR) could provide
an advantage if its competitor can buy the same system?

This insight might indicate that an advantage could be obtained if one or
both of two things were to happen. First, one organization might do a more
thoughtful and effective job than its competitors at understanding and then
effecting changes in processes or data gathering associated with the system
to be implemented. The application does not provide an advantage, but the
way it is implemented does. We see the difference execution makes every day
in each of our lives. The quality of execution makes the difference between
a great restaurant and a mediocre one or between a terrific movie and a ter-
rible one. In neither case is the idea (for example, “Let’s make meals and sell
them”) or the fact that one responds to the idea (for example, “We've hired a
cook and purchased silverware”) the advantage. It is the manner of execution
that distinguishes. To a degree this advantage is a result of process change
prowess, but it can also result from process innovation.

Second, one organization might be consistently able to outrun the other.
If an organization is able to develop the means to implement programs and
processes faster or for less cost, it may be able to outrun its competition, even
if its implementations, one-for-one, are of no higher quality than those of its
competitors. Perhaps over a certain period of time one organization imple-

ments four applications, whereas the other implements three. Or perhaps for
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a given amount of capital, one organization implements five applications,
whereas the other implements three.

In these examples, the organization concludes it needs to strengthen
its ability to improve and differentiate its processes from competitors and
develop approaches to rapid (and inexpensive) implementation of applica-

tion systems.

Initiative-Specific Strategies

Initiative-specific strategies result from an examination of the factors, condi-
tions, and relationships that should or must exist if a proposed IT initiative is
to succeed. For example, a strategy of improving the quality of care through
disease management will lead to IT asset initiatives and other complemen-
tary strategies, such as potentially increasing the number of primary care
providers. A strategy of growing market share will call for I'T responses and
the development of joint clinical programs with affiliates.

Two examples from Partners HealthCare should help to illustrate initia-
tive specific strategies.

In 2004 Partners decided to implement the EHRs across its network of
community-based and academic medical center physicians. (This strategy
is discussed in more detail in Chapter Six.) This application was seen as an
essential contributor to organizational strategies to reduce care costs, improve
care quality, and increase the safety of care. Motivating physicians to fully
use the EHR (for example, motivating physicians to use ePrescribing rather
than scripts) can be challenging. In addition, the costs of an EHR can cripple
community physician interest.

Partners had pay-for-performance incentive arrangements with its regional
health plans. As part of its contract negotiations it obtained a financial reward
for physicians who used an EHR. (The government has pursued a similar path
with its meaningful use incentives.) This reward would not fully cover the costs
of an EHR, but it did significantly drop the cost hurdle. These arraignments
were accompanied by a media campaign (for example, newspaper advertorials)
to signal Partners EHR intentions to its patients and providers (see Figure 5.1).
Eventually Partners informed its physicians they must use the EHR if they were

to be included in its managed care contracts; the carrot had become a stick.
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Figure 5.1 Partners EHR Advertorials
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This set of strategies (advertorials, incentives, and mandates) was an
essential initiative-specific complementary strategy to the organization’s EHR
efforts. The complementary strategy involved implementation of a diverse
and evolving set of EHR adoption incentives.

In 1996 the Health Insurance Portability and Accountability Act
(HIPAA) required the use of standard electronic exchange of health insur-
ance transactions, such as eligibility determination, between providers and
health plans. Partners determined this capability had no strategic value and,

in fact, should be viewed as a commodity (Glaser, DeBor, and Stuntz, 2003).
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In effect, electronic insurance transactions should be viewed as analogous to
e-mail. Having e-mail does not distinguish one organization from another;
one therefore wants the cheapest e-mail possible assuming some standard set
of defined features and functions exists.

Moreover, Partners realized the value of an exchange increased signifi-
cantly as the number of participants increased and that regional health plans
and other providers faced similar exchange needs and might be interested in
working together to create this exchange capability. The result was a regional
consortium of providers and health plans, the New England HealthCare EDI
Network (NEHEN), which pooled resources and created a shared health
insurance transaction infrastructure. This pooling established a critical mass
of exchange participants, and was able to achieve the exchange scale necessary
to cover a majority of patients seen in Partners hospitals, clinics, and physi-
cian practices, which enabled the amortization of costs across as many par-
ticipants as possible. The resulting infrastructure enabled HIPAA compliance
and kept the insurance transaction costs well below commercial offerings.

The strategy of creating the NEHEN collaborative was an important
complementary strategy to the organizations’ needs to obtain this exchange

capability.

Summary of Complementary Strategies
The development and execution of an effective I'T strategy does require that
the organization identify and prioritize application initiatives and establish
an IT asset direction. However, it also requires that the organization examine
and develop strategies for its I'T broad and initiative-specific complementary
strategies. Broad complementary strategies are developed through discussions
about how to make the organization more effective in its IT efforts. Initiative-
specific strategies arise from an assessment of initiative critical success factors

and the determination of the best course of actions to tackle those factors.

THE REALIZATION OF IT-ENABLED VALUE

The reason organizations invest in IT is to achieve value.
This value is diverse. The outcomes can be tangible and intangible, and

the value can be improved care delivery or positioning the organization
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for the future. IT can support a strategic direction or the more mundane
improvement of operations.

In previous chapters we discussed a wide range of considerations that
must be understood if desired value is to be achieved. These considerations
outlined the need for the organization to address a broad set of areas that
includes the IT asset and organizational characteristics and capabilities.

We extend our discussion about achieving value in the following section.

IT Is a Tool

We must always remember that I'T has no magic properties. In particular, the
technology cannot overcome poor strategies, inadequate management, inept
execution, or major organizational limitations. For example, a system that
reduces the size of the nursing staff may not make the salary savings desired
if the average number of nurses on an inpatient unit is too small; there will
be too few nurses to lay any of them off.

Information systems are tools. If the objectives of the building are not
well understood, its design is flawed, the carpenter is unskilled, or other tools
are missing, the quality of the hammer and saw is irrelevant. I'T is necessary

but not sufficient.

IT Value Requires Multifaceted Management

For IT to be effective, many variables must be addressed. For example, if one
had an objective of going from New York to California, then an automo-
bile might be proposed. However, for the automobile to be effective, roads
are needed, traffic conventions must exist, gas stations must be present, and
automobile repair shops are likely to be required. In the absence of these
other variables, the likelihood that a person can get from New York to Cali-
fornia in the automobile is very low.?

The importance of addressing these considerations should not be under-
estimated. Organizations have learned that the impact of I'T on care does
not appear to have very predictable outcomes. Some studies have shown a
decrease in errors after implementation of Computerized Physician Order
Entry (CPOE) while others have shown an increase in errors. Some studies

illustrate improvements in care quality following EHR adoption, whereas
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other studies show no improvements in quality. Some analyses have indicated
reduced costs of operations follow EHR implementation, whereas other anal-
yses do not find these reductions. There is no technology determinism.

A study by Strassmann (1997) examined the relationship between IT
expenditures and organizational effectiveness. Data from Information Week’s
survey of the top one hundred best users of information technology was
used to correlate I'T expenditures per employee with profits per employee.
Strassman concluded there is no obvious direct relationship between expen-
diture (as measured by the Computerworld Effectiveness Score, a proprietary
method for determining the utilization of I'T) and organizational perfor-
mance (as measured by shareholder return on equity) (see Figure 5.2). This
finding has been corroborated in several other studies (Keen, 1997).

The fact that there is no correlation between investment and outcomes
is attributable to the fact that some organizations did a nice job of managing
all of the variables and did see an improvement in performance. Others did
a poor job and did not see an improvement.

For the EHR to achieve any objectives, the organizations need the tech-

nology and also leadership, an ability to effectively change processes, a means

Figure 5.2
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to provide training and ongoing support, and approaches to measuring objec-
tives and engage in ongoing tuning of the application and care processes.
Moreover, specific capabilities of the technology are needed in addition to an
EHR. For tools to be effective, a number of factors or variables, including the
tool, must be present, and these variables must fi# together.

Any organization that overlooks the need to establish and manage all
these variables faces a high likelihood of disappointment and a waste of
money and effort. Any statement similar to “If we implement CPOE we
will reduce our medication errors” exhibits limited understanding. The
organization may have a great strategy, but this misunderstanding will ensure
execution if the strategy fails to deliver the desired gains.

We have discussed many of these variables, including the IT asset,
IT-centric capabilities and characteristics, and complementary strategies.
To these variables we need to add the variables that have a very significant
impact on implementation of the technology such as sound project manage-
ment, effective clinician engagement, solid vendor partnership, and thought-

tul workflow redesign.

Contributors to Value Loss
The organization may understand the need to manage multiple contributory
variables, and it may have good plans and capable management. However,

despite this, I'T value can dissipate. There are several reasons for dissipation:

* Inadequate homework or unwarranted optimism by project proponents

overstated the value and underestimated the costs of the initiative.

* Organizational change encountered too much turbulence causing
project leaders to scale back their ambitions or make compromises

that kept the peace but diluted the promise.

* The technology that seemed so alluring turned out to have major

limitations and problems.

* The organization forgot to make someone accountable for realizing the

value and relearned that someone has to manage value into existence.

* The project team made several major mistakes that led to cost and

timetable overruns.
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Steps can be taken to help mitigate value dissipation factors. Project pro-
posals can be subjected to very rigorous review. Postimplementation audits of
value results can be conducted. Technology can be soberly assessed.

Organizations should be aware of dissipation factors since they can erode
the contribution of I'T. Moreover, many of these factors can be managed such
that the risk of occurrence is modest or the occurrence is detected early and

leads to tolerable erosion. Some erosion is inevitable.

Progressive Achievement of Value

Those developing the organization’s IT strategy should also understand
that value is achieved over time. There is no computer genie who shows
up the day after go /ive, waves her wand and, shazam, value descends across
the organization. Brown and Hagel (2003) make three very important obser-
vations about value.

First, extracting value from IT requires innovation in business practices.
If an organization merely computerizes existing processes without rectify-
ing (or at times eliminating) process problems, it may have merely made
process problems occur faster. In addition, those processes are now more
expensive because there is a computer system to support. Providing appoint-
ment scheduling systems may not make waiting times any shorter or enhance
patients’ ability to get an appointment when they need one.

AILTT initiatives should be accompanied by efforts to materially improve
the processes the system is designed to support. IT often enables the organi-
zation to think differently about a process or expand its options for improv-
ing a process. If the process thinking is too narrow or too unimaginative and
the organization settles for an expensive solution that achieves minimal gain, the
potential value will not be realized. For example, if Amazon.com had thought
the Internet enabled it to simply replace the catalogue and telephone as a way
of ordering something, it would have missed ideas such as presenting prod-
ucts to the customer based on data about prior orders or enabling customers
to leave their own ratings of books and music.

Second, I'T’s economic impact comes from incremental innovations rather
than from big bang initiatives. Organizations will often introduce very large

computer systems and process change a/l ar once. Two examples of such big
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bangs are the replacement of all systems related to the revenue cycle and the
introduction of a new patient care system over the course of a few weeks.
Big bang implementations are very tricky and highly risky. They may be
haunted by a series of technical problems. Moreover, these systems introduce
an enormous number of process changes that affect many people. It is excep-
tionally difficult to understand the ramifications of such change during the
analysis and design stages that precede implementation. A full understand-
ing is impossible. As a result, small, medium, and (at times) large problems
can occur after implementation, and the organization can be overwhelmed.
The implementing organization risks material damage. This damage destroys
value. It may set the organization back, and even if the organization grinds its
way through the disruption, the resulting trauma may make the organization
unwilling to engage in future ambitious IT initiatives. In contrast, IT imple-
mentations (and related process changes) that are more incremental and itera-
tive reduce the risk of organizational damage and permit the organization to
learn. The organization has time to understand the value impact of phase n
and then can alter its course before it embarks upon phase n + 1. Moreover,
incremental change leads the organization’s members to understand that
change and realizing value are together a never ending aspect of organiza-
tional life (rather than something to be endured every couple of years).
Third, the strategic impact of I'T investments comes from the cumulative
effect of sustained initiatives to innovate business practices in the near term.
If economic value is derived from a series of thoughtful, incremental steps,
then the aggregate effect of those steps should be a competitive advantage.
Most of the time, organizations that wind up dominating an industry do
so through incremental movement over the course of several years (Collins,
2001). Persistent innovation by a talented team, over the course of years,
will result in significant strategic gains. The organization has learned how to
improve itself, year in and year out. Strategic value is a marathon. It is a long

race that is run and won one mile at a time.

Summary of the Redlization of IT-Enabled Value

The pursuit of value requires sound linkage to the organization’s strategy. It

also requires an IT asset that is capable of achieving value and staff who can
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reengineer processes and applications that deliver superior support to criti-
cal processes. In addition the pursuit of value requires that the organization
understand IT is a tool, value requires multifaceted management, value can

dissipate, and value is often best realized incrementally.

STRATEGY EVOLUTION

Strategies evolve. They evolve because the environment changes, the industry
changes, and organizations learn as they go. This education leads to altera-
tions in plans. As the organization’s strategy evolves so does the IT strategy.’

At times the evolution cannot be anticipated. Few people would have
predicted the impact of the World Wide Web or the recent collapse of the
stock and credit markets. It is difficult to factor unknown but major phenom-
enon into strategy formulation and implementation. The organization must
hope it reacts well (and doesn’t overreact or underreact) to unforeseen events
and that it has the patience and judgment to sort through the noise and see
the emerging reality.

At times this evolution can be seen with at least some clarity. Most providers
expect that accountability for care performance will increase and that chronic
diseases will afflict a larger portion of the population. The foreseeable evolution
is generally factored into the development of the strategy and its evolution.

Sometimes strategy evolution can be anticipated because it is clear the
current strategy will run its course. For example, a provider may conclude
its efforts to increase market share have been successful and further increases
are not necessary or prudent. Cost-reduction efforts may have gone as far as
they can go for the time being.

IT strategy must react to unforeseen developments (such as reduced
capital budgets during the financial crisis), and IT is usually factored into
foreseeable evolutions. One aspect of evolution (completion of the course of
an IT strategy) is discussed next.

This evolution will occur once the current intense focus on EHR imple-
mentation is largely behind the organization. At some point, and this is true
of all system implementations, the implementation is done. What does an

organization do then?
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To be fair, the organization will not really be done. There are invariably bolr
on applications that remain to be implemented and new technologies, such as
new mobile devices, that may still be in the rollout phase. However, the long,
expensive, and difficult task of implementing an EHR may be largely complete.

If organization members have completed an implementation, such as
CPOE, what should they do next?

It is hard to believe these providers will have arrived at the peak of health
care information technology existence. They can go no further. They can lay
off all of their IT staff except the data center staff. The organization need
merely apply application upgrades from time to time.

However, if implementation of the EHR can be considered Phase I, then
there must be a new phase, a Phase II. We have observed that Phase II has
three major classes of activity that include the continuous improvement of
processes resulting from implementation, the leveraging of data generated by
the implementation, and the extension of the implementation outside the

jurisdiction of the health care organization.

Continuous Improvement of Processes

The organizational imperative to relentlessly and continuously improve
core processes of care, operations, and the revenue cycle never ends. Process
change is not only an important component of EHR implementation, it is
also an important activity after EHR implementation. With the EHR in
place, the organization can now apply the technology to facilitate change.

Moreover, implementation does not mean problem lists are complete, all
medications are written using order entry, or health maintenance reminders
are being followed. Adoption does not mean that care has been improved.

Phase II will involve ongoing efforts, now EHR-enabled, to improve
core processes. The organization must have mechanisms to identify process
improvement opportunities, teams that can effect needed changes, and a
means to measure the results.

Phase II will require efforts to ensure the implemented EHR is being used
effectively. The organization will need to provide ongoing training, approaches to
integrating EHR use into the workflow, and data to measure the effectiveness of

use (for example, the percent of radiology orders that are written electronically).
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Leveraging of Data
Implementation of the EHR will result in the steady accumulation of poten-
tially large amounts of patient data. This data can be leveraged. Potential

leverage opportunities include the following:

* Support of analyses needed by continuous process improvement

efforts

* Development or extension of pay for performance contracts (for
example, contracts can change from incentives that reward an appro-
priate number of visits by a diabetic to incentives that reward achieve-

ment of hemoglobin Alc targets

* Pharmaco-vigilance, that is, the early detection of medications that

result in severe adverse effects

* Comparison of differences in outcomes between different, competing

medical products and medications

* Support of clinical research, perhaps through integration of genomic
and EHR data

Phase II will require mechanisms to identify and assess data leverage
opportunities, staff skilled in data analyses, staff skilled in care or operations
analyses, information technology to support business intelligence activities
and feedback loops into applications, and workflow improvement efforts to

increase the quality and completeness of data capture.

System Extensions

The EHR can be extended outside the walls of the organization. There are
three major types of extension.

First, the EHR can be extended to patients. Personal health records
(PHR) and remote monitoring of the chronically ill can be implemented.
Second, the organization’s EHR can be integrated to varying degrees with
the EHRs of other organizations to support clinical affiliations. This exten-
sion might involve the electronic exchange of clinical data or the use of one
organization’s EHR by the other. Third, the EHR can be extended to sup-
port very specific workflows such as ePrescribing transaction integration with

pharmacies and pharmacy benefits managers.
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Phase II means the organization has developed interoperability strategies,
understands how to manage information technology infrastructure that is
shared with other organizations, and has identified the best approaches to

using the EHR to involve patients more directly in their care.

Observations About Strategy Evolution

Three observations can be made about Phase II and about strategy evolution
in general.

First, planning for Phase IT must start while the organization is in Phase I;
aspects of Phase II need not wait for Phase I to be completed. If continuous
process improvement is a key activity of Phase II, then the EHR technol-
ogy being implemented in Phase I must be chosen such that it provides the
rules and workflow engines needed in Phase II. The leveraging of the data
and PHR implementation can begin well before every outpatient clinic and
physician office has an EHR.

Second, there are parallels to these phases in other industries. The airline
industry initially focused on online reservation systems. Once that was done,
the industry began to appreciate the ability to leverage data (frequent flier
programs and yield management systems) and the value of system extension
(systems to manage baggage movement between carriers and the ability to
check in to a flight from home).

Third, the mature forms of Phase II are generally not well understood.
For example, organizations often embark upon a program of c/inical transfor-
mation and implement EHRs as a foundational element of that transforma-
tion. Unfortunately the transformation term implies that, once transformed,
you cannot be any better. The orientation of the transformation can be, and
often is, based on an incomplete understanding of what the particular pro-
cess change entails; process change being by nature a changing constant that
has no end in any organization.

Significant aspects of data leverage are not well understood. Although
there may be impressive clinical research and pharmaco-vigilance opportuni-
ties, these opportunities are largely hypothetical. EHR data can have a myr-
iad of problems that make such leverage opportunities problematic. Many of

the leverage opportunities today are visions rather than proven realities.
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Although there is much discussion of PHRYs, there is not a mature under-
standing of their value. Similarly, the country is struggling to find models
that enable the widespread sustainability of health information exchanges
(HIEs). EHRs, PHRs, and HIEs are discussed in Chapter Nine.

Summary of Strategy Evolution

Strategies evolve. For the evolution that cannot be anticipated, the organiza-
tion must work hard to thoughtfully respond. For the evolution that can be
anticipated, strategies can reflect the evolution. A form of this anticipation
is when the strategy reaches a natural closure point; in such a case, develop-
ment of a new strategy after the current strategy must be discussed so the

organization is well positioned for the next phase.

GOVERNING CONCEPTS

Governing concepts refer to how the organization views a particular IT chal-
lenge or opportunity. We first reviewed these concepts in Chapter One. These
concepts have great power since they frame management’s understanding of
the challenges and opportunities they confront. For example, an organization
can view the EHR as a necessary expense that will cost physicians time. Or
it can view the EHR as an essential contributor to efforts to transform care. The
concept chosen will determine whether the EHR is viewed as a critical strategic
response or not. The organization can view employee use of Internet-based
social networking sites as a drain on productivity or as a means for employees
to engage in useful interactions with colleagues and patients. The concept cho-
sen will determine whether use of such sites is supported or prohibited.

Governing concepts also illuminate a wide range of subsequent decisions.
To help illustrate the importance of these concepts and their wide-ranging
impact we will discuss applications using the concept of foundations.*

A foundation provides the broad ability to perform a never ending series
of application-leveraged small, medium, and occasionally large advances and
improvements. There are several examples of application foundations.

Provider order entry systems can be used as a foundation to improve

physician decision making. Once implemented, the organization can, on an
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ongoing basis, introduce a series of decision support rules and guides. These
rules can address medication safety issues, improve the appropriateness of test
and procedure orders, and assure that data relevant to an order are displayed
to the physician. These rules and guides can be implemented over the course
of many years. No single rule may turn the tide in an organization’s efforts
to improve care. But in aggregate they can be leveraged to effect significant
improvements.

The outpatient EHR can be used as a foundation to improve care pro-
cesses. The organization can, on an ongoing basis, introduce modules that
improve health maintenance, referrals, medication order effectiveness, and
the capture of billing documentation. In aggregate, these changes can pro-
vide significant improvements in outpatient care.

Software to support patient-provider communication can be used as a
foundation to more closely engage the patient in their care. The software can
be used to support the management of diabetes, help patients manage their
medications, provide information to address health care questions, and sup-
port development of communities of people with a chronic disease.

This view of applications as foundations has several ramifications and
illuminates several subsequent decisions regarding the foundation’s ongoing
management, future development and extensions, assessment of ROI, and

determination of the need for replacement.

Implementation Never Stops

There may be a flurry of intense effort as the foundation is laid. The initial
introduction of provider order entry and the electronic medical record is dif-
ficult work that requires great skill and significant resources. However, once
the foundation has been laid, implementation continues as the foundation
is leveraged.

If implementation never stops, then management and clinical mecha-
nisms must exist to manage the ongoing implementation. These mechanisms
must continuously identify the next area to be leveraged, ensure that the
requisite analyses are performed, install needed software modifications and
enhancements, and reengineer relevant processes. In effect, these processes

and mechanisms must continue the tasks that one sees prior to going live.
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Architecture Becomes Very Important

The foundation must be able to support an implementation that never
ends. The foundation must be able to evolve gracefully. Tools that enable
rule development, the safe addition of local modifications, the incorpora-
tion of new data types and coding conventions, and the efficient interoper-
ability with other systems become essential. The foundation must be able to
capitalize upon new technologies in a manner that is efficient and minimally
disruptive.

In many ways, the architecture, technologies, and tools that enable ongo-
ing implementation may be more important than the current functionality

of the application.

The Request for Proposal (RFP) Becomes Less Important

The RFP involves the organization stating all of the application features and
functions that it needs or perhaps ever will need. The RFP process implies
that all functionality ever needed must be understood and defined. Although
one should try to understand up front as much as one can about the func-
tionality that is needed, there is little likelihood one can anticipate all that
will be needed.

The view of a foundation leads one to try to implement functionality in
a continuous series of modest-sized chunks. The organization learns during
and after each implementation of a chunk, and this learning makes it smarter
about the nature of the following chunks. In effect, one has an ongoing
incremental learning process rather than one large “cramming for a test.”
Over time, this learning process and iterative implementations will result in
a large amount of functionality. But that functionality, given the iterative and
incremental nature of its implementation, is likely to be rooted in a deeper
understanding of what is needed.

This learning process iteratively defines functionality requirements. The
utility of the RFP that attempts to comprehensively define functionality
needs before there is organizational experience with the application is dimin-
ished. The utility of the RFP that attempts to understand the ability of the

architecture and technology to enable iterative learning becomes elevated.
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Determining ROI Is Difficult

Assessing the return on investment of a foundation is a more difficult exer-
cise than determining the ROI of an application. The organization may
understand the ROI of the proposed next step, but it may not know how
to calculate an ROI of a to-be-determined series of an indefinite number of
steps. Although the ROI analysis should never conclude the ROI cannot be
assessed because “we don’t know how we'll evolve,” it is inherently difficult to
state the outcome of a never ending implementation. Despite the analytical
challenges posed, the organization is much more likely to see a return if it
views its task as the implementation of a foundation than if it views its task
as the serial implementation of individual applications.

Foundation replacement ought to be rare if the application suite is effec-
tively evolving as the organization changes and matures in its understanding
of the ways to apply the system. Foundation replacement would occur under

one of four unusual circumstances:
1. The vendor goes out of business and the support disappears.

2. A new vendor arrives with products that have dramatically superior

capabilities or lower costs.

3. There has been a serious failure of the foundation to incorporate new

technologies.

4. The care or business model upon which the foundation is based
undergoes such radical change that the foundation becomes use-
less. For example, a foundation built for a home for a family of four
would be useless if the decision were made to change the structure

into an apartment building.

Summary of Governing Concepts

Governing concepts have great power (for good or for ill). An incorrect or
limited core view of an information technology or its uses can blind an orga-
nization to the potential for significant gain. A view that is too infatuated
with a technology can lead the organization on a path toward disappoint-

ment. A thoughtful view can provide significant guidance.
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These concepts are important because they determine if an organization
will invest in information technology or not. And they are important because
they can illuminate a wide range of additional understandings and decisions.
For example, the ramifications cited in this section (such as the concept that
implementation never ends) would not necessarily have been understood
if the EHR were viewed conceptually as “an application.” An important
strategic question that should be posed early in the IT discussion is, “Are we

thinking about this the right way?”

THE COMPETITIVE VALUE OF
INFORMATION TECHNOLOGY

The national health care information technology discussion is centered on
furthering the adoption of interoperable EHRs.> At times, this discussion
is viewed with suspicion by those provider organizations that have made
significant investments in clinical information systems. The board and the
leadership of those organizations may believe that widespread adoption of
interoperable EHRs will remove a competitive advantage they have achieved
through their own IT investments. For example, local physicians can access
test results and images electronically from the hospital’s systems, but a rival
hospital cannot offer the same capabilities.

Organizations holding this belief should remind themselves of the lessons
learned by many organizations in many industries over many years as a result
of the pursuit of IT as a source of competitive advantage.

Competitive strategy involves identifying goals in ways that are materially
superior to the ways a competitor has defined them (formulation). Lipton’s
1996 research showed that a competitive strategy also involves developing
ways to achieve those goals and capabilities that are materially superior to the
methods and capabilities of a competitor (implementation). The conclusions
of formulation and implementation discussions should recognize that I'T can
enable a significant improvement in organizational performance and assist in
achieving an advantage, especially when it is used to leverage core organiza-
tional processes, to support the collection of critical data, or to differentiate

between organizational products and services.
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Leverage of Organizational Processes

Information technology can be applied in an effort to improve organizational
processes by making them faster, less error prone, less expensive, and more
convenient. However, improved organizational performance through process
gains is not an automatic result of IT implementation.

The right processes must be chosen. The leverage of processes is most
effective when the processes being addressed are critical, core processes that
customers use to judge the performance of the organization or to define the
core business of the organization.

For example, patients are more likely to judge a provider organization on
the basis of its ambulatory scheduling processes and billing processes than
they are on its accounts payable and human resources processes. Making
diagnostic and therapeutic decisions is a core provider organization process
that is the backbone of its business.

Organizations must also examine and redesign processes. If underlying
problems with processes are not remedied, the I'T investment can be wasted
or diluted. IT applications can result in existing processes continuing to per-
form poorly, only faster. Moreover, it can be harder to fix flawed processes
after the application of IT since the new, IT-supported process now has an
additional source of complexity, cost, and ossification to address: the rew
computer system.

IT can be applied to effect significant process improvements if processes

are chosen wisely and are reengineered skillfully.

Rapid and Accurate Provision of Critical Data

Organizations define critical elements of their plans, operations, and envi-
ronment. These elements must be monitored to ensure the plan is working,
service and care quality are high, the organization’s fiscal situation is sound,
and the environment is behaving as anticipated. Clearly data is required to
perform such monitoring.

In addition to monitoring, data can be used to guide management actions.
Airlines use data on passenger use to effect real-time adjustment of fares.
Internet-based retailers use purchase data to target their advertisements.

However, obtaining and reporting critical data is not easy.
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Data quality may be limited and incomplete. For example, while physi-
cians are using an EHR, they may not be recording all of a patient’s prob-
lems, and many of their entries are free text. There may be confusion about
which patients belong on specific physician panels. There can be significant
disagreements about the definition of a visiz.

Using IT to improve performance through the capture of critical data
requires addressing process problems that hinder data capture, developing
user incentives to record good data, and engaging in difficult conversations

about data meaning.

Product and Service Differentiation

IT can be used to differentiate and customize products and services. For exam-
ple, supermarkets send information to customers about upcoming sales. This
information is often based on knowledge of prior customer purchases. Hence,
a family that has purchased diapers and baby food will be seen as a household
with young children. Information on sales of products directed to young par-
ents will be sent to that household and not to households in which the purchase
patterns indicate a single male. The supermarket is attempting to differentiate
its service by helping the household plan its purchases around specials.
Customization and differentiation often rely upon data. Effective
customization presumes that we know something about the customer.
Differentiation assumes that we know something about the customer’s cri-
teria for evaluating our organization so we can differentiate our processes,
products, and services in ways that are deemed to have value.
Customization and differentiation often center on organizational pro-
cesses. These processes can be made distinctive, but this requires a solid
understanding of the needs of patients, providers, and other customers.
Leveraging IT to differentiate products and services requires that organi-
zations address process and data issues and have insight into customer needs

and desires.

Obtaining and Sustaining an Advantage

It is very difficult to obtain a competitive advantage based solely on the imple-

mentation of a particular application or technology. Competitors, noting the
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advantage, are quick to attempt to copy the application, lure away the original
developers, or obtain a version of the application from a vendor who has seen
a market opportunity in the success of the original developers; a sufficient
number of these competitors will be successful. Often their success may be less
expensive and faster to achieve than the first organization’s success was because
they learn from the mistakes of the leader. Moreover, the advantage rarely
results from the system since most of the time advantage results from skilled
process changes that tackle complex problems with data and processes and
thoughtfully understand how to differentiate a business from its competitors.

The advantage does not come from the application system. In an industry
where most applications can be purchased from a vendor, it is almost impos-
sible for the application to provide an advantage. If you can buy an EHR
from vendor X, so can your competitor, and any advantage is short-lived.

Moreover, the fact that an organization has implemented an EHR does
not mean it has achieved a competitive advantage over a rival that has not
implemented one. In fact, it may have hurt itself relative to its competitor. Its
performance may be no better, yet it may have reduced its operating margin
and shrunk its capital because of the costs of the EHR.

Some organizations can achieve an advantage that persists because they
leverage some other assets that are quite difficult for their competitors to
also garner. Such assets can include market share, access to capital, brand
name recognition, and proprietary know how. For example, a well-known
academic medical center may be able to leverage its brand name and base
of foreign-born physicians, who trained at the medical center, to establish a
telemedicine-based international consultation service. However, few provider
organizations have such differential assets.

Lacking these assets, any sustained IT-enabled advantage occurs because
the organization is continuously more effective at process change and gathering
critical data than its competitors and because an organization is able to effect
performance improvements faster and more efficiently than its competitors.

McAfee and Brynjolfsson (2008) note a significant separation in the spread
in gross profit margin between the companies performing at the top 25th per-
centile in their industry and the companies performing at the 75th percentile—

an indication of the spread between winners and losers. This is illustrated in
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Figure 5.3 Profit Performance Differences in High IT Use Industries

60%
Companies performing in the
top 25 percentile

40%

/—/v\\
20% w

Companies performing in the
bottom 25 percentile

Percentage gap in gross profits
between top and bottom quartiles

0%
1965 1975 1985 1995 2005

Time

Figure 5.3, which shows the percentage gap in gross profits during the period
of 1965 and 2005 for these two groups. The shaded area indicates the last
ten-year period measured (1995-2005) during which the profit margin gap
between winners and losers was widening. This gap was most notable in indus-
tries that invested heavily in I'T. McAfee and Brynjolfsson’s explanation was that
IT has become more potent in its ability to leverage process improvement and
information management. This potency enabled organizations that were more

effective in applying technology to outdistance their less effective competitors.

Competitive Baggage

The pursuit of IT as a source of competitive advantage can result in excess
baggage, which can take several forms.

Significant investment in capital that causes an increase in capital costs
and in IT operating budgets (depreciation and interest) can erode margins.
If several competitors are making similar investments, they may all arrive at
a position where the customer sees better service or lower prices, but none
of the competitors has developed systems that truly differentiate one from

the other. Despite this lack of differentiation, the competitors may very well
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have all reduced their margins through their costly investments. ATMs are an
example (Lake and others, 1998). No bank distinguishes itself because of its
ATM capabilities. Customers, however, are better off. The banks must now
carry the cost of operating the ATMs and funding periodic upgrades in ATM
technology. For the health care provider, investment in Web-based consumer

content may have a similar outcome.

IT Arms Race

Organizations can find themselves in an IT arms race in which prudence has
fled and conversation regarding the competitive value of IT has been replaced
by the innate desire to our feature the competitors. The original thoughtful-
ness surrounding the use of I'T to improve processes of care, expand market
share, or reduce costs has been replaced by ego.

Organizations, overly sensitive to the IT market and grasping for an
advantage, can pursue new technologies and ideas well before the utility of
the idea, if any, is known. These organizations do not want to be left behind
in pursuit of the latest technology, or they may fear ending up in the trashcan
of also-rans. A very large number of ideas, technologies, and management

techniques fail to live up to their initial hype.

Summary of the Competitive Value of IT

Information technology itself cannot provide a competitive advantage that
is sustainable for a long time. In general, competitors can acquire similar
technology in one to two years or less. IT can provide an advantage if it is
used to thoughtfully improve core processes, provide critical data, and sup-
port product or service differentiation. Any pursuit of an IT-based advantage
should understand the risks of the IT hangover and be wary of allowing this

pursuit to devolve into a pointless feature and capability race.

SUMMARY

The strategic application of information technology begins with a linkage
of the organization’s strategy to its I'T strategy. That link will identify IT
asset-related initiatives and needed changes to governance and IT-centric

capabilities and characteristics.
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Table 5.1 Linkage Between the Characteristics of IT-Successful Organizations

and the IT Strategy Scope

Characteristic of Organization

Correlation to IT Strategy Scope

Implemented a consistent platform
across the organization, for example,
a common EHR

Innovated a better way to do the
work by leveraging that platform

Propagated those successful
innovations across the organization

Corresponds to the IT Strategic Scope
(Figure 1.1) component of the IT asset
centering on the application but would also
include infrastructure, data, and IT staff.

Corresponds to the IT Strategic Scope
component of organizational capabilities
and characteristics centering on change
management and the organization’s ability
to innovate.

Corresponds to the IT Strategic Scope com-
ponents of strategy considerations and con-
clusions centering on the understanding of
IT value and complementary strategies.

As they engage in IT strategy, formulation, and implementation, organiza-

tions must be knowledgeable about a series of IT strategy considerations and

conclusions such as complementary strategies, the nature of I'T value, strategy

evolution, governing concepts, and I'T use as a source of competitive advantage.

McAfee and Brynjolfsson (2008) conducted research into I'T investments

that provided a competitive difference. Table 5.1 shows the characteristics

they found to be associated with successful organizations:

KEY CONCEPTS

Complementary strategies

Governing concepts

IT as a way to enhance competitive position

Realization of IT-enabled value

Strategy evolution
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DISCUSSION QUESTIONS

1. What initiative-specific complementary strategies might accompany
an initiative to significantly increase the use of a provider organiza-

tion-sponsored personal health record?

2. Many IT investments result in real but intangible value such as
improved decision making or communication. Discuss steps an orga-
nization might take to assess or measure the value of these kinds of

investments.

3. Discuss how an organization that views itself as an innovator might
develop different IT strategies than an organization that views itself

as a conservative adopter of new technologies and practices.

4. Pick an example of how an organization outside of health care uses
IT to improve a competitive position; discuss how that effort might

inform competitive use in health care.
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High Performance
Medicine

We’ve come a long way since Hippocrates. Rising health care costs are

applying external financial pressure on health care providers; models
of care are shifting to team-based delivery of care; patients are receiving care
from multiple providers across multiple places of service; and the uncovering
of knowledge and development of technological innovations in the field of
medicine continues to grow at unprecedented rates. As the inability to sched-
ule appointments, long waits, short visits, and insufficient patient education
and follow-up outline the landscape of today’s medicine, the delivery of qual-
ity, safety, and efficiency in medicine ceases to depend only on the care deliv-
ered by physicians. Patient care now extends beyond the clinical encounter.
Partners HealthCare, a nonprofit integrated health care system, came
to be founded in 1994 in response to this changing landscape. Founded by
two academic medical centers, Brigham and Women’s Hospital (BWH) and
Massachusetts General Hospital (MGH), it has grown to include multiple

providers such as community-based and hospital-based practices, specialty
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facilities, and community health centers. The organization is able to lever-
age its multiple affiliates to provide patients with integrated delivery of care
across the continuum of care.

Nevertheless, leveraging a health system to improve care is complex. The
foundation of Partners brought with it a consolidation of the IT infrastruc-
ture, including systems, such as EHRs, and I'T departments, across all of its
entities. Yet consolidated IT infrastructure is only one aspect of the multifac-
eted definition of clinical integration. In Partners HealthCare’s initial years,
the various members shared a common overall board and capital allocation
process, and modest steps were taken to improve care. However, in the spring
of 2003 a set of five signature initiatives were unveiled by Partners HealthCare
leadership as their strategy for the next leap in improving quality, safety, and
effectiveness of medical care. Each initiative identified a different dimen-
sion of care, and a team was assigned responsibility for its execution. These
initiatives were to turn an integration of separate members into an organized
health care delivery system. By the fall of 2006, these initiatives had evolved
into a framework for the next generation of patient care excellence, High
Performance Medicine (HPM).

The five core strategic initiatives are as follows:

1. Investment in quality and utilization infrastructure through imple-

mentation of information systems with decision support

2. Enhancement of patient safety by reducing medication errors
system-wide

3. Enhancement of uniform high quality by measuring performance to

benchmark for selected inpatient and outpatient conditions

4. Expansion of disease management programs by supporting activities

for certain patients with chronic illnesses

5. Improvement of cost effectiveness through management of utilization

trends and analysis of variance

Each initiative is undertaken by a team responsible for meeting the objec-
tives of HPM through specific methods and approaches outlined by each

initiative. Although the first initiative focuses on IT, all the initiatives build
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on information systems and demand a broadening of the role of the IT con-
tribution. We will now look at each initiative in detail and highlight the role
IT plays in achieving uniform high-quality patient care, maximum patient

safety, and improved cost efficiency across Partners.

HPM TEAM 1: INVESTMENT IN QUALITY
AND UTILIZATION INFRASTRUCTURE

This first initiative recognizes information systems as fundamental to the
improvement of care delivered by Partners. Partners views electronic health
records (EHRs) and Computerized Physician Order Entry (CPOE) as essen-
tial contributors to the efforts to transform care. The initial focus of this
team was to lay a foundation that could be leveraged across a wide range of
health care delivery entities; this focus consisted of the implementation
of CPOE in all hospitals and EHRs across all outpatient settings. These
applications, enhanced with decision support, improved care processes and
physician decision making,.

In a study led by Bates and others (1994), the incidence and nature of
adverse drug events (ADEs) at BWH and MGH were examined. This study
showed that 23 percent of ADEs were preventable. Analysis conducted
at BWH on the use of CPOE showed it led to a 55 percent reduction in
errors (Bates and others, 1998). Partners’ leadership recognized that quality
improvement can be achieved through the reduction of medical errors in
hospitalized patients and that a provider order entry system was necessary.

Achievement of 100 percent CPOE adoption and use across all Partners’
entities became a priority. Through CPOE, physicians would be exposed
to decision support that would enhance safety and efficiency as they wrote
prescriptions. For instance, decision support can automate a check against
patient drug allergies, preventing the ordering physician from prescribing a
drug the patient is allergic to. CPOE would additionally provide access to
the patient’s complete medication list.

To achieve full CPOE implementation, Partners negotiated for incentives
in its pay-for-performance contracts for the percentage of inpatient medica-

tion orders written electronically. To support implementation, CPOE was
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used to provide physician profiling on the use of electronic prescribing. As a
result, Partners achieved full CPOE implementation in its community hos-
pitals and academic medical centers by the end of 2007.

EHRs have also been shown to improve the quality of health care deliv-
ered. Chaudry and colleagues (2006) found that implementing multifunc-

tional EHRs could achieve three gains:
1. Reduce care costs by decreasing inappropriate utilization of care.

2. Increase the safety of care by reducing medication errors and provid-

ing decision support at point-of-care.

3. Improve care quality by enhancing monitoring capacity for disease

conditions and care delivery.

Implementation of a common outpatient EHR across Partners network
of members was performed in two phases. During the first phase the focus
was on the adoption of EHRs. During the second phase the focus was on
maximization of EHR use.

The first phase (achieving the broad adoption of EHR) faced two chal-
lenges, determining which EHR to support and expanding adoption in the
outpatient setting.

BWH and MGH began using the Longitudinal Medical Record (LMR),
an EHR that was conceived and developed at Partners. Figure 6.1 is a screen-
shot of the LMR default summary screen for a test patient that provides links
to forms containing more detailed patient information such as immunization
history and medication list. This EHR has the benefit of being developed in-
house, thus reducing cost and improving turnaround of upgrades. In addi-
tion, in-house development benefits from leveraging Partners research centers
to evaluate the EHR’s performance and suggest directions for future EHR
component development.

Although using a common platform would reduce the complexity of
achieving integration across sites, there was a modest outpatient EHR legacy to
contend with. Some sites had already invested in outpatient legacy systems prior
to integration into Partners HealthCare, which required the support of multiple
EHREs as part of a successful strategy to expand into community practices.

Not surprisingly, EHRs represent a significant financial burden for physi-

cians. To help overcome the considerable financial hurdle of implementing
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Figure 6.1 Partners Longitudinal Medical Record
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an EHR, Partners negotiated for incentives to be built into its managed care
contract with its regional health plans and leveraged a complementary strat-
egy (discussed in Chapter Five). This offered financial rewards to physicians
who used the EHR, which helped offset some of the financial burden of
undertaking such an implementation.

Adoption of technology in health care organizations is facilitated by
financial incentives. However, two additional components are necessary for
a successful adoption strategy: transmission of an organization-wide message
of intent and facilitation of support during the process of adoption. These
two initiatives came into play during the second phase; their goal was to
maximize the full and effective use of EHRs. Beginning in March 2007, the
second phase consisted of three efforts:

1. Turning the incentives for EHR use into disincentives for nonuse

2. Budgeting of resources to provide additional training in EHR use for
physicians

3. Demanding that all prescriptions be ordered by computer
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The Partners board passed a resolution that required the use of an EHR
by the end of 2008. The use of an EHR was necessary for physicians to
stay in the network and to be included in its managed care contracts. The
75 percent of physicians who were using EHRs by the end of 2006 became
100 percent by the end of 2008. A similar approach is being implemented
in federal initiatives to foster nationwide EHR adoption (see Chapter Nine).

Health care provider education of the EHR is necessary to ensure use.
When federal regulations were relaxed in 2007 around the provision of
financial assistance that hospitals could provide physicians, Partners chose to

invest in additional health care provider education.

HPM TEAM 2: THE PATIENT SAFETY INITIATIVE

The second initiative is focused on improvement of patient safety; in par-
ticular, the safety of medication management. Following are a core set of
medication management approaches that, if properly handled, can lead to a

significant reduction in medication errors:
* Implementing decision support in e-Prescribing

* Improving clinician-to-clinician communication by keeping medica-

tion administration records

* Implementing bar coding to ensure the right patient is receiving the

right drug at the right dose

* Event monitoring to identify indications if a patient is not respond-

ing well to a particular medication

* Providing a series of alerts regarding, for example, patient allergies
and when it is the right time during the day to administer medica-

tion given the physician’s orders.

Complementing implementation of decision support in e-Prescribing (as
described in the first initiative) is the integration of medication administra-
tion systems. In addition to the preventable ADEs that were found to occur
at the time of ordering, 11 percent of serious medication errors were found

to occur during administration of medication (Poon and others, 2010). The
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patient safety initiative attempts to reduce medication administration errors
by linking medication ordering with its administration through introduction
of the electronic medication administration record (eMAR) and bar coding.
The eMAR eliminates the need for the paper medication record by storing
patient medication information; eMAR makes it accessible to multiple system
components. Scanning bar codes on the medications and on the patient ID
bracelet ensures the nurse is delivering the correct medication to the cor-
rect patient. BWH began implementing the eMAR in combination with bar
coding technology in inpatient areas as part of a closed medication process.
Figure 6.2 illustrates the core process behind medication prescribing, the types
of medication errors that can occur (shown in parentheses), and the technolo-

gies implemented at Partners to address these errors (shown in boxes).

Figure 6.2 Partners Medication Prescribing Process and Information Systems
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The barcode or eMAR system was shown to reduce administration errors
with potential for harm by 51 percent (Poon and others, 2010). Maviglia
and others (2007) have shown that eMAR resulted in annual savings of
$2.2 million.

HPM TEAM 3: THE UNIFORM
HIGH-QUALITY INITIATIVE

Diabetes, one of the seven most common chronic diseases, accounts for an
estimated $1.3 trillion annually in health care costs (Winterfield, 2009) and
is expected to at least double in prevalence in the next 25 years (Huang
and others, 2009). The American Heart Association estimates the cost of
heart disease in the United States to account for 64 percent of the estimated
$430 billion cost for cardiovascular disease.

The mission of the HPM Uniform High-Quality Initiative team is to
improve the reliability of care across Partners by ensuring that key patient pop-
ulations, specifically those with pneumonia, heart failure, diabetes, and those
in need of tobacco treatment, reliably receive all recommended interventions.

Following are six key efforts necessary toward improved reliability of care:
1. Identification of patients with the diagnosis of interest

2. Measurement of performance of care delivered to the patients of

interest

3. Provision of decision support that highlights opportunities for

improvement of care delivery
4. Documentation of patient intervention

5. Tracking of patient populations, analysis of the data captured to mea-

sure improvement, and comparison to available benchmarks

6. Management of disease-specific pay-for-performance contractual

obligations

Partners implemented systems and software based on the six key efforts
to improve patient care. Development of software was critical to the support
of many of the key efforts. Once implemented for one disease, similar appli-

cations could then be extended to other diseases of interest.
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Identification of the patient population requires a patient registry.
Registries can pull information from inpatient or outpatient sources to facil-
itate identification of a patient who is a smoker or a diabetic who would
benefit from intervention.

Decision support software is implemented to highlight opportunities for
improvement in the care delivered to the identified patient. The inpatient
EHR can, through decision support, bring to the physician’s attention any
patients who have not received all the recommended interventions for a dia-
betic such as eye exams and HbAlc and LDL screening. Decision support
software can also identify which measures are not at normal ranges and alert
physicians to the need for corrective actions at point-of-care.

As a result of implementation of these systems for improving diabetes care,
Partners saw a rate of improvement that exceeded most hospitals across the
nation and exceeded the national 90™ percentile on all diabetes care process
measures. However, development of these systems will continue through expan-

sion of registry management capabilities and extension of decision support.

HPM TEAM 4: DISEASE MANAGEMENT
INITIATIVE

More than 70 percent of U.S. health care spending is attributed to patients
with chronic conditions. The disease management initiative targets these
patients and focuses on providing personalized care.

Patients with chronic illnesses, in contrast to otherwise healthy patients
presenting with acute conditions, require care that is significantly more com-
plex. For instance, the diagnosis and care of patients with chronic cardiovas-
cular disease involves primary care physicians, cardiologists, cardiac surgeons,
vascular surgeons, diagnostic radiologists, interventional radiologists, and
nurses, which makes these patients particularly vulnerable to errors intro-
duced by transitions of care. In addition, patients bearing more than one
chronic illness are treated by even more specialists throughout the course of
their care.

Partners HealthCare has vast experience in devising strategies to man-

age chronic diseases and uses a number of approaches to manage patients
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with high-cost conditions, such as cardiac disease. The mission of the HPM
Disease Management Initiative team is to improve quality and provide cost-
effective care to its complex chronic illness patients by developing and further
expanding disease management programs for patients with multiple chronic

conditions. The team does so by using IT to assist in the following ways:
* Identify high risk patients.
* Monitor identified patients.

* Connect patients with highly personalized systems of care proven to

improve outcomes.

A set of initiatives has been rolled out by this team to attain these goals
and includes Partners HealthCare Connection, Predictive Modeling, Identify

and Connect, Heart Failure Registry, and Population Manager.

Partners HealthCare Connection

Informed and motivated patients who are active participants in their care
are able to improve disease outcomes and reduce unnecessary hospitaliza-
tions. Partners HealthCare Connection was instituted as a way to promote
the encouragement of patient self-management. This program, started in
August 2004, was designed to provide information and support targeted at
Medicaid patients with multiple chronic conditions by assigning them health
coaches. Health coaches, qualified registered nurses with specialized train-
ing, provide telephone-based intervention, serve as care coordinators, and
provide internal support to targeted patients by facilitating information
and resources to help them to make good health care decisions. This program

leverages existing Partners IT to achieve the following goals:
* Identify eligible patients through its patient index.
¢ Build referrals into the EHR.

* Leverage the EHR to provide coordination of care and longitudinal

patient support.

The first step is enrollment of the patient in the program. Two pathways
lead to patient enrollment: clinician referral and identification via admin-

istrative data. Clinical referral is done directly through the referral butron,
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which is built into Partners EHR. If a patient is identified as eligible for the
program via search capabilities designed to sift through administrative data,
the patient’s physician is contacted electronically. This program has led to
decreases in hospital and emergency room (ER) use by these patients and

also to improvement in patient satisfaction.

Predictive Modeling

Administrative data is useful in identifying high risk patients. However,
predicting if a particular patient will benefit from a particular intervention
is more challenging. The disease management initiative has implemented
the use of predictive modeling to identify patients who would most benefit
from each of its disease management programs. Predictive modeling leverages
third-party predictive modeling software with supported internal analytical
resources to perform analysis on a combination of Partners’ billing informa-
tion and clinical data from the EHR. This analysis proactively determines
the likelihood of a patient being at risk for high use of health care services.
Each disease management program uses a combination of predetermined risk
scores and factors that are used to tie an identified patient to the most effec-

tive disease management program.

Identify and Connect
The Identify and Connect Program, instituted by HPM Team 4 at Partners’
acute care hospitals, is for heart failure patients. Its goal is to ensure that all
patients with heart failure are identified at the time of hospital admission and
offered longitudinal outpatient support to reduce the risk of rehospitaliza-
tion. Once identified, the patients are triaged by registered nurses who assess
patient needs and expectations and choose a disease management program
that is appropriate for them. Identification and care coordination of these

patients is entirely dependent on the EHR and patient indices.

Heart Failure Registry and Population Manager (HF-RPM)
The uniform high-quality and disease management initiatives complement
each other. One notable collaborative effort of the two teams is the heart fail-

ure registry and population manager (HF-RPM). HPM Team 3 was interested



148

The Strategic Application of IT

in identifying patient populations and in making sure all core measures were
gathered. For instance, when patients with heart failure leave the hospital they
must have undergone an echocardiogram, have beta blockers prescribed, and
have received smoking cessation education. The HF-RPM is a heart failure reg-
istry application that runs clinical data through a predictive algorithm to iden-
tify potential heart failure inpatients in near real time and to connect patients
to the appropriate discharge services, such as telemedicine or home care.

The approach for identifying potential heart failure inpatients has been one
of incremental improvement. Originally, patients were identified based on a
handful of key measures, and a nurse would manage the list of patients and
make sure they were referred to the appropriate follow-up care, often post-
discharge. This process was manual, largely site-specific, and did not scale well.

HE-RPM leverages significantly more data than was used for the original
identification method. It pulls data from the Partners clinical data repository
and leverages non-coded data through implementation of natural language
processing. This process, executed three times a day, doubles the number of
patients identified with heart failure, and does so while the patient is still in
the hospital. Educating patients regarding their post-discharge options while
they are still in the hospital is significantly easier and more effective than
connecting with them once they depart.

HF-RPM has resulted in decreased preventable readmissions, improved
workflow and system efficiencies, and has contributed to the enrichment of
the population data available for clinical decision making and research. The
next steps of this initiative are to formalize the process of heart failure patient
identification around the various Partners clinical applications and to cre-
ate a steering committee that will develop decision support rules to further

streamline the process.

HPM TEAM 5: THE TREND MANAGEMENT
INITIATIVE

The rise in costs of pharmacy and radiology tests is as sure as death and taxes
and is, along with death and taxes, a large source of concern for health care

organizations. The mission of the trend management initiative team is to
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mitigate the impact of these rises in costs through improvements in clinical
processes (at Partners sites) through introduction of a decision-support sys-
tem focused on more cost-effective treatment and diagnostic decisions and
reporting of physician resource use.

In the previous initiatives, we have seen decision-support software being
leveraged to aid the physician in clinical decision making that improves the
quality of the care delivered. In this initiative the point-of-care decision support
provides evidence-based guidelines that enable physicians to make cost-effective
choices when ordering prescriptions and high-cost radiology procedures.

Partners IS expanded its outpatient drug formulary program to display,
through color-coding, recommendations for which pharmaceuticals and tests
should be ordered first. The color-coded recommendations are: green, which
identifies the lowest cost and, all else being equal, is the preferred option;
yellow, which identifies a reasonable cost option; and red, which identifies a
high cost option that would generally be a brand-name pharmaceutical).

The following additional functionality was implemented into the out-
patient EHR:

* A similarly color-coded bullet next to each drug in the prescribing grid

* A reminder that appears at time of prescribing that indicates the

patient’s co-pay amount for each drug

* An alert for a few specific types of drugs that makes suggestions for

more cost-effective options

Partners also introduced radiology management software that offers deci-
sion support when ordering high-cost imaging tests such as nuclear cardi-
ology or MRIs through the radiology order entry system. When a test is
ordered, the software will review the patient’s symptoms and make a deter-
mination on the appropriateness of the test. The system would then either
let the order go through, suggest a preferred alternative, or offer a consulting
radiologist’s contact number.

Another practice introduced by HPM Team 5 is the reporting of physi-
cian resource use. This allows physicians to see where they stand on resource
use in comparison to their colleagues. The goal of this effort is to identify and

correct overuse and misuse of radiology testing for patients with particular
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conditions. Organizations that implement initiatives to address issues of
quality and efficiency in health care delivery require a mechanism by which
to assess improvement. This mechanism depends on the implementation of
HIT that stores and displays the data to support the reporting necessary for
these assessments. In Partners HealthCare, the prevalent use of order entry
systems allows for the tracking and storage of the data, which facilitates gen-

eration of these reports.

HPM GOVERNANCE AND CHANGE
MANAGEMENT

As mentioned in Chapter Four, there are factors other than the IT asset
that have a significant bearing on the effectiveness of the IT implementa-
tion. HPM is an initiative that impacted the organization both broadly and
deeply, affecting a large array of beneficiaries (such as clinicians, patients,
patients’ families, and so on) and impacting deeply rooted core processes
and workflows. As Partners CEQ’s number one initiative, the transformative
change it effected on the organization demanded the creation of a supporting
governance structure that would support HPM strategy development and
execution and the change management necessary to ensure its success.

The governance of HPM activities at Partners HealthCare evolved into

the following current form:

* The HPM Executive Committee, composed of quality management
executives, provides overall direction on strategies and priorities,
including IT, and approves final budgets. In addition, this commit-
tee is responsible for board meeting updates and communications

regarding progress of the HPM initiative.

* Each team has team leaders and project managers who review and

approve the IT strategies that are derived from the team’s goals.

* Each initiative within a team has a committee composed of a chair
or physician leader and contacts for each Partners affiliate that is

involved in the initiative.
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For instance, Team 1 is composed of four committees, each focused on a
strategic initiative that was identified as responding to an organizational goal
by the HPM Executive Committee and team leaders. These committees focus
on CPOE, EHR adoption, quality data management, and knowledge manage-
ment. Each committee is responsible for development of the IS infrastructure
applications that address the committee’s focal initiative. This includes deci-
sions on the applications and data themselves, as well as the staff necessary for
implementation. Figure 6.3 illustrates the IT governance structure of HPM.

Each team and the HPM Executive Committee have formal liaison and

coordination roles with other Partners patient care committees and with

Figure 6.3 HPM Governance Structure
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individuals responsible for care delivery and improvement. The members
and their clinical staff deliver the day-to-day care, and this delivery is guided
in part by the strategies and plans of HPM. This liaison or coordination
structure ensures business unit independence without sacrificing the system-
wide view of the initiative.

One of the necessary aspects in successful change management is leader-
ship. Leadership must monitor progress and evaluate results. HPM represents
an unusual organizational effort in that its results are made available to the
public, which impacts multiple beneficiaries. To track the progress of HPM
initiatives in improving patient care, Partners implemented report cards that
are accessible to the public on the Internet. The report cards show the impact
of the efforts in the five areas of HPM. The reference unit for each category

that is subjected to a performance rating varies from nationally recognized

Figure 6.4 HPM Patient Safety Report Card
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benchmarks, when available, to internally derived goals. Using these report
cards, Partners Healthcare evaluates the impact of its initiatives and allows lead-
ership to target areas that might need an alteration in direction or resolution of

issues. Figure 6.4 shows an example of Partners report card on patient safety.

SUMMARY

There is a growing gap between the care that can be delivered and the care
that is delivered as physicians are challenged to keep up with advances in
practice and still keep full workloads of patient care. High performance med-
icine is a framework of initiatives aimed to narrow the gap between advances
in technology and delivery of care. Through the implementation of care
delivery programs and associated IT infrastructure, tools, and governance
models to support them, Partners has shown how the knowledge explosion

can be managed to improve quality, safety, and cost.

KEY CONCEPTS

Disease management initiative

Heart failure registry and population manager
High performance medicine

Identify and connect

Partners Healthcare Connection

Patient safety initiative

Predictive modeling

Trend management initiative

Uniform High-Quality Initiative

DISCUSSION QUESTIONS

1. What are some IT strategies that might be pursued by an organiza-

tion seeking to improve the quality of their medical care?
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2.

It took more than a common board, a capital allocation process, and
a consolidated IT infrastructure to turn an integration of providers
into an organized health care delivery system. Identify three IT chal-
lenges an organization seeking to become an organized health care

delivery system faces. Discuss possible solutions to each challenge.

Discuss an IT governance structure that might be adopted by an
organization seeking to become an integrated health care delivery
system; imagine the organization is mindful of the importance of

business unit independence.



Personalized Medicine

s medical understanding evolves, patient health becomes increasingly

dependent on clinicians leveraging these advances. Current clinical
medicine focuses on the patient’s clinical manifestation of disease through
symptoms and signs, medical and family history, and clinical data from labs
and imaging (often referred to as the patient’s phenotype). However, two
patients with similar symptoms and personal characteristics may respond dif-
ferently to the same treatment due to differences in the genetic makeup that
are not captured by current clinical assessments. If a patient’s genetic makeup
were taken into account, clinicians would be able to further personalize treat-
ments and ensure optimal medical outcomes. The advent of genomic medi-
cine introduces the hereditary aspects of diseases into the physician toolbox
for clinical diagnosis and treatment.

Personalized medicine, the use of a patient’s genetic and molecular char-
acteristics for the diagnosis and treatment of disease, can be considered “an
extension of traditional approaches to understanding and treating disease, but
with greater precision” (Abrahams, 2009). It includes genetics, the comparative

study of single genes in related organisms and the effects of environmental
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interactions; genomics, the study of an organism’s full DNA sequences
(genomes); and proteomics, the study of proteins in a cell and their function.
Personalized medicine allows for the identification of treatments targeted
to the uniqueness of each patient specifically guided by information from
personalized medicine tests.

Patients’ genetic or genomic data, which includes genetic variants, pro-
tein, and metabolic markers, can now help clinicians deliver better health

care in the following ways:

* By guiding the selection of drugs and treatments most likely to ben-

efit the patient

* By helping to determine the proclivity or susceptibility or predisposi-

tion to (and prognosis of once-diagnosed) conditions and diseases

* By guiding the selection of therapy to optimize preventive health care

for the patient

New diagnostics that identify specific genetic variants (mutations) or
molecular assays (used for molecular profiling) that measure levels of cer-
tain proteins may be used to tailor medical treatments including medication
and dosage selections as well as specific therapies or preventive measures.
Individuals considered to be at higher risk for developing a disease (based
on protein, gene, or metabolite profile information) can be offered lifestyle
advice or medication aimed at preventing the predicted illness.

Determining diagnosis and targeting treatment based on these diagnostics

may profoundly improve the effectiveness and efficiency of medical care.

PARTNERS HEALTHCARE PERSONALIZED
MEDICINE AND IT

Recognizing the potential impact of genetic, genomic, and proteomic tests on
medical care, Partners HealthCare, in collaboration with the Harvard Medi-
cal School, formed the Harvard Partners Center for Genetics and Genomics
(HPCGG). HPCGG was established to provide leadership in research into
the genomic and proteomic bases of disease and the introduction of person-

alized medicine into clinical practice.
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In 2003 Partners HealthCare Information Systems (Partners IS) and
HPCGG formed a partnership with Hewlett-Packard (HP) with the convic-
tion that the success of advancing research and the introduction of genetic
or genomic technologies into clinical medicine will depend largely on the
development of strategically sound supporting HIT platforms.

The IT implications of the advent of genetic or genomic medicine are
particularly evident in the exponential rise of our knowledge of proteomics
and gene expression profiles. The numbers of facts introduced that may affect
any clinical evaluation are significantly more than a human being can realisti-
cally comprehend. The increase in disease-specific tests and the correspond-
ing drop in test costs set the stage for a new age of medicine with significant
challenges for the clinician.

HPCGG understood that effective delivery of personalized medicine
would require new IT capabilities that would enable the clinician to man-
age a likely stunning volume of information about their patients. Figure 7.1

illustrates the projected growth of number of facts needed to be considered

Figure 7.1
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per decision as discoveries are made over time. It also highlights where
the human cognitive capacity levels off. As more discoveries are made and
genomic clinical applications become more prevalent, the basic elements of
diagnosis in clinical medicine will change to incorporate this new informa-
tion. In addition, IT advances in storage and processing capacities will be
necessary to cope with the significant analytical demands of personalized
medicine research. The HPCGG IT efforts concentrate around the con-
struction of IT infrastructure that will support both research and clinical

workflows.

FRAMING THE STRATEGIC RESPONSE

The Partners personalized medicine IT strategy was framed by three core
perspectives.

First, Partners had a competitive opportunity to leverage its clinical and
research strengths through integration of those strengths. The data from
clinical practice can be used to further research. And research results could
be moved quickly into clinical practice.

Once the strategic value of integrating personalized medicine research
and clinical practice was recognized, the focus became on framing IT initia-
tives that would effectively achieve integration of these two activities in a
way that would lead to the leveraging of genetic or genomic information in
clinical care. It became clear that “the application of health IT to support the
effective integration of genetic/genomic information in routine clinical care
will require . . . transmission capabilities to connect the patient, laboratory,
clinician, and researcher” (Glaser and others, 2008).

Second, the I'T needs of personalized medicine research and the integra-
tion of genetic knowledge into clinical care is very complex and represents
very new territory. We are just beginning to understand the organization
and structure of genomic and proteomic data, the necessary bioinformat-
ics methods for analyzing research data, the form of personalized medicine
decision support, the kinds of exchanges between research and practice that
are necessary, and the potential impact of this integration on research and

practice. Because of the large amount of uncertainty, Partners decided to
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implement an agility strategy of initial IT support that would be further
iteratively developed as the requirements of research and patient care and the
successful integration between them unfolded.

The necessary IT infrastructure would need to be shared across the clini-
cal and research environments to enable common use of data, operations
support, patient privacy management, and test result interpretation methods.
An enterprise system that could span these two environments would allow
for the exchange of information and serve as the underlying support for
processes specific to research and patient care. Although initial support work
toward the integration of these environments could be pursued, it was dif-
ficult to frame a mature IT response; many dimensions had to be taken into
account, and these dimensions were evolving rapidly.

Third, although the understanding of the needed IT support for person-
alized medicine was immature, Partners had to start its efforts somewhere.
The efforts began with a focus on supporting the workflow of the research
environment, the workflow of the clinical environment, and the workflow
that was common to both.

This workflow-based strategy had to consider the multiple sets of end-user
constituencies and their unique and common requirements. For example, a
bird’s-eye view of both environments affords us the understanding that molec-
ular, genetic, and genomic medicine requires the management of vast amounts
of data. It is the interpretation of the raw data generated by the research labo-
ratories that gives rise to diagnostic tests used in the clinical setting. If the
applications of these findings in diagnostic medicine are to be effective and
efficient, interpretation of these vast amounts of raw data must be automated.
The clinical organization requires organizational linking of genomic medicine
data to other health information. It became clear that a primary workflow
challenge for both research and clinical care rested in managing a vast volume
of data that would only grow in volume and complexity over time.

Workflow assessment requires that one understand the core processes
and data requirements that make up the two environments. For instance,
the question must be asked, “What are the core processes and information
management tasks that are essential for the functioning of each environ-

ment?” A view of the main workflow within each environment illuminates
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the underlying core processes and underscores the specific strategies necessary

to integrate them.

THE WORKFLOW PROCESS

Researchers and clinicians, on a daily basis, experience very different work-
flow challenges. Although the need for accessing genetic or genomic data is
shared, there are vast differences as to how each professional views the data.
This will impact how data is stored and presented. For example, a clinician
needs to have a patient-centric view of any diagnostic tests, whereas techni-
cians and geneticists require case-centric views that focus on a particular lab-
oratory measure and the steps that lead to its generation. Researchers often
deal with study-centric views, and a particular study may leverage data that

is generated by multiple organizations.

Research Environment Workflow Structure

Molecular diagnostic laboratories, where genetic and genomic data are gener-
ated, depend on software systems called laboratory information management
systems (LIMS) for the streamlining of laboratory workflow. This workflow
includes sample management, user tracking, process automation, facilitation
of communication, report generation, query support, ensuring or facilitating
the structuring of genetic or genomic data, and the maintenance of its integ-
rity across process flows. A high-level view of a laboratory workflow is illus-
trated in Figure 7.2. LIMS are highly configurable and can be customized
to the needs of a particular lab. The use of any given LIMS is particular to
each laboratory, its instrumentation, and its testing portfolio. (For example,
the LIMS’ needs for performing a test of gene sequences are different from
those for performing protein expression tests.) A particular laboratory may
have slightly different needs that need to be configured or may decide to
implement a different LIMS. Organizations that operate multiple labora-
tories or HIT efforts that seek to connect various laboratories will need to
be able to interact with different LIMS. They will also need to allow for the

initiation of a new LIMS and for the retirement of an existing LIMS.
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Figure 7.2 Lab Process Workflow
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An organization with the need to link and integrate multiple laboratories
and their technologies would need to provide infrastructure with the follow-
ing features:

* Supports multiple LIMS.

* Is agile and enables the incorporation and retirement of LIMS,
regardless of vendor.
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* Provides the ability for LIMS to exchange data as appropriate with
study databases and EHRs.

* Provides a centralized authentication, authorization, and password

management interface.

Once the investigator has performed the desired genetic or genomic
tests, test data must often be integrated with data derived from the electronic
health record. This genotype-phenotype integration is particularly important
for research that seeks to determine if a specific set of genes is associated with
the occurrence of disease, the progression of disease, or the effectiveness of
disease treatments.

This analysis require the existence of a research data repository that integrates
the two classes of data, enables the creation of data marts to support specific

studies, and provides tools that support the researcher’s analysis of the data.

Clinical Environment Workflow Structure

Support of personalized medicine-based clinical care requires the same LIMS
infrastructure we have just discussed. The infrastructure that supports genetic
tests for research also can support genetic tests for clinical care.

Partners clinical settings rely on the EHR for day-to-day health care
delivery. Clinicians rely on the availability of test results and other patient
clinical data in the EHR for routine patient care. In addition, clinicians lever-
age computerized ordering of tests and clinical decision support to help guide
their diagnoses and prescriptions through the EHR. Genetic or genomic
diagnostic results would need to be made available in the organization’s EHR
for clinicians to apply more personalized care. The EHR, with the proper
data protection mechanisms, would need to be linked to a structured report-
ing mechanism of genomic or genetic tests. Also, clinical decision support
centered on genetic or genomic data would need to be incorporated to sup-
port physician diagnoses and treatment plans.

An organization with the need to link and integrate the clinical setting

would need to exhibit the following behaviors:

* Incorporate clinical data into the EHR and provide a human read-

able view of the results
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* Develop clinical decision support

* Develop computerized ordering of genetic or genomic tests

Workflow Integration

An organization linking the research and clinical arms of genetic medicine
would need to implement a system that encompasses the differences, lever-
ages common needs, and also facilitates dependencies between research and
clinical environments. The data transmission capabilities must specifically
solve the need to share data that is viewed, stored, and analyzed in ways that
are often very different. That is, the processing of data required to make it
useful for a clinician (a human who reads with a focus on clinical impli-
cations) is different from that for a researcher who may need data to be
encoded following certain standards for analysis or workflow management.
Data transmission capabilities need to allow for a smooth transition of data

between research and clinical components in the following ways:

* TTying existing underlying IT infrastructure specific to research and

clinical care where appropriate.

* Facilitating handoffs and ensuring data integrity across these
exchanges, given that there are common data access needs but
different perspectives of data. (For example, both clinicians and
researchers need knowledge bases that record the significance of

genetic and genomic variants.)
* Incorporating the different views and workflows of each environment.

* Retaining adaptability as the type of data is rapidly evolving and

requires the I'T underpinnings to be upgraded continually.

Once workflows are broadly understood, the needs of end users can pro-

vide more specifics for the approach to the IT strategy.

THE END USERS

Development of an IT infrastructure designed to substantiate the promise
of personalized medicine spans research laboratories and clinical settings.

The IT initiative, which connects personnel across many settings, facilitates
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access, provides security and privacy safeguards, provides data storage, and
supports transmission capabilities. The initiative affects multiple constitu-
ents of the organization, each of whom plays a role in the advancement
and application of personalized medicine. Partners IS and HPCGG identi-
fied five main constituent end users and explored the requirements of each
in performing their roles in the advancement of personalized medicine and
its applications. End users included clinicians, clinical geneticists, patients,

researchers, and laboratory personnel.

Clinicians
For clinicians to optimize the clinical utility associated with genetic, genomic,
and proteomic diagnostic tests they must have access to information regard-
ing the tests and the significance of the results. Furthermore, clinicians need
the simultaneous ability to order tests in combination with active notifica-
tion of test results in a format that is readable by humans.

As with other diagnostics, the growth rate of new information is too large
for clinicians to be consistently and fully aware of what is available for their
patients. Clinical decision support will need to be expanded to facilitate cli-
nician diagnostic actions with respect to personalized medicine. This clinical
decision support needs to include drug warnings, assistance in the determi-
nation of genomic-based medication, prescription choices and dosing, and

alerts on new diagnostic tests that might be beneficial to their patients.

Clinical Geneticists
Clinical geneticists take on the role of interpreters between the research and
the clinical arm. Their role is to update genetic or genomic databases that store
variants and their phenotypic correlates, as well as to generate reports on patient
diagnostic tests. To fulfill their role, clinical geneticists need access (read/write)

to the databases as well as I'T support to streamline report generation.

Patients
Patient-centered care and patient empowerment have an important place in
genetic or genomic medicine. As with other clinical information, patients need

access to their medical records, provision of security and privacy safeguards
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on their personal health data, and systems that facilitate the coordination
of care that take into account their genetic or genomic profile across the
continuum of care. In addition, patients will rely on counseling regarding
the implications of their genetic profile. The current disease management
experience that follows the diagnosis of a condition is trivial when compared
to decision making following a risk-stratified prognosis based on genetic pre-
disposition. How do patients go about making decisions when they receive a
prognosis that indicates they have a 60 percent likelihood of having dementia
by age sixty? Clearly, information regarding the implications of their genetic

profile and decision-making guidance will need to be provided to patients.

Clinical Researchers

To facilitate the discovery of new diagnostic tests and variant determination,
researchers need to effectively navigate the plethora of databases and raw
data. Their success requires the following: access to databases that contain
variant-specific interpretations, access to appropriate study-specific compu-
tational capability and storage, search functions to identify existing available
patient samples, and access to genetic, genomic, and phenotypic information
that is IRB regulated and privacy-protected. Additionally, they require the
support of a study management system that allows the creation of new stud-
ies, management of access lists, addition of samples, and the ability to order

analyses from any one of the laboratories that provide them.

Laboratory Personnel

The daily running of molecular labs is no small task. Laboratory person-
nel have a need for IT infrastructure that coordinates workflow and ensures
quality control and data integrity. In addition, within the context of a unified
research and clinical set of applications, laboratory personnel need integra-
tion with enterprise systems to facilitate clinical and research result reporting,
handoffs across laboratories, customer interactions, and processing of finan-
cial data. Finally, to optimize laboratory processing, laboratory personnel
require integration of variant databases with other genetic data.

Once the constituents’ requirements are understood, these are incorpo-

rated into the automation and streamlining of all aspects of the life cycle of
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the advancement of genetic or genomic medicine. Incorporation includes
biomarker discovery, clinical tests, and application of the new knowledge in

the form of clinical decision support.

IMPLEMENTING THE IT STRATEGY

The HPCGG personalized health care vision for incorporating genetic or
genomic knowledge and technologies into clinical medicine to improve
health care delivery led to the development of the Partners ISSHPCGG
Model Genomics Information Technology Architecture. This model, the
brain child of three years’ collaboration between Partners IS, HPCGG,
and HP, attempts to capture all the IT capabilities needed to carry out the
advancement of genetic medicine within a health care organization.

Between research and clinical institutions there is a symbiotic cycle that
includes the application of discoveries made by the research institutions onto
the clinical institutions. It also includes the leveraging of clinical data, such
as the identification of patients who qualify for clinical studies by the research
organization. The application systems portion of the IT asset included
a set of enterprise applications that are shared in order to link the clinical
and research organizations. In addition, I'T functions specific to research and
clinical domains were found necessary to continue to support their unique
efforts. The existing HPCGG and Partners IS enterprise information technol-
ogy architectures were leveraged and linked to create an HPCGG enterprise-
wide IT architecture model that resembles a pyramid. Figure 7.3 illustrates
the high-level view of the application stacks that underlie the model.

As seen in Figure 7.3, the stacks are broken down into three main

categories:

1. Research Environment IT: Components or functions that pertain to

the research environment

2. Clinical Environment IT: Components or functions that pertain to

the clinical environment

3. Enterprise IT: Components or functions that span both research and

clinical environments
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Figure 7.3 Partners IS-HPCGG Model Genomics IT Infrastructure
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Within each category, multiple components contribute functionality nec-
essary to fulfill the end goal of translational medicine. We will now describe

each of the components that make up these stacks in detail.

ENTERPRISE IT

Three functions were identified that needed to span both the research and

the clinical environments:

1. Possessing the ability to assay samples to obtain genetic or genomic

data and support the integration of specific LIMS

2. Being able to access knowledge bases that record and facilitate deter-

mination of the significance of genetic or genomic variants
3. Being able to streamline consent tracking

Enterprise systems were created that address each of these needs respec-
tively: the Gateway for Integrated Genomic-Proteomic Applications and Data
(GIGPAD), the database for genotype-phenotype correlations (Genelnsight),
and the consent tracking system (CTS).
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The Enterprise LIMS Superstructure Strategy

HPCGG created an enterprise LIMS superstructure called Gateway for
GIGPAD that addressed the challenges identified with linkage of the various
labs that support the research and clinical arms of genomic medicine. Intro-
duced in April 2004, it serves as a platform providing access to and facilitating

the creation and organization of genetic, genomic, or proteomic data.

GIGPAD’s key functions include the following:

* Serves as a single interface point for all encapsulated LIMS. Thus, it
integrates individual LIMS in a common platform that also allows
for the construction of custom LIMS for laboratories (when com-

mercial and open source offerings are insufficient).

¢ Provides a common user interface available to external users facilitat-

ing their interaction with laboratories.

¢ Handles authentication and authorization of external users and coor-

dinates workflow that involves multiple laboratories.
* Supports both research and clinical environments.
* Manages processes that do not vary significantly across laboratories.

* Enables the transformation of research findings into clinical tests and

integrates structured genetic or genomic data into the EHR.

* Incorporates tools for technicians and geneticists.

Genelnsight

Clinicians need access to diagnostic test reports (human readable reports)
bringing their attention to the medical significance of genetic variants iden-
tified for their patients. Trained geneticists formulate these reports based on
their interpretation of test results. These structured genetic tests, conducted
by the HPCGG Laboratory of Molecular Medicine, need to seamlessly inte-
grate into the EHR for clinician access. Reports must be standardized (that
is, genetic results must be stored in a standardized, constructed manner)
if workflow is to be streamlined. This standardization reduces variability
and facilitates clinician understanding and storage in the EHR. HPCGG

addressed this need by creating a tool to interpret and structure the data in
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the knowledgebase and to link it with an EHR enhanced to accept and store
this data.

The discovery of correlations between an identified genomic variant
(mutation) and a clinically relevant fact (symptom or clinical test value) led
to development of diagnostic tests where the variant of interest can be identi-
fied for a particular patient. HPCGG recognized the value of maintaining a
phenotype-genomic variant correlation database that linked specific muta-
tions with specific clinical facts. This database presented a few challenges,

including the following:

* Keeping the database up-to-date due to rapidity of discoveries of vari-

ants and their meanings

* Centralizing the current heterogeneous databases where correlations

are recorded

* Maintaining data that lacked a common data model structure for iden-

tified genomic variants and phenotype-genomic variant correlations

HPCGG developed Genelnsight, a database that provides data structures
to associate diseases, genes, variants, and tests relative to clinical diagnosis.
Test developers load the data as tests are developed. Genelnsight is updated

by geneticists whenever they encounter new variants in a patient.

Consent Tracking System (CTS)

A mutual challenge shared by both researchers and clinicians is the need
for unified consent tracking. Patient participation in clinical trials man-
dates their education regarding study risks and potential benefits. Signed
consent by the patient allows their participation. An important aspect
of consent tracking is that patients may withdraw their consent at any time.
To withdraw, the patient must contact the designated study staff member.
The mediation of consent acquisition, due to the nature of the study or
physician workload, is executed in an unstructured manner by physicians
or study staff. Variability in patient participation recruitment represents a sig-
nificant hurdle. To streamline the consent process so as to facilitate consent
tracking, reduce patient participation variability, and decrease duplication

efforts, the HPCGG is developing an enterprise-wide CTS.
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CLINICAL ENVIRONMENT IT

The functions that pertain only to the clinical side include the requirements
identified for clinicians and clinical geneticists. These include access to the
variant database Genelnsight, the Genomic Variant Interpretation Engine
(GVIE), and EHR enhancements such as storage and structuring of genetic

data and clinical decision support.

Genomic Variant Interpretation Engine (GVIE)
HPCGG constructed the Genomic Variant Interpretation Engine (GVIE), a

genetic results reporting tool that assists clinical geneticists in generating patient
reports on identified variants. Furthermore, it guides geneticists in the entry of
unidentified variants into the database (Genelnsight). HPCGG identified the

following requirements of the clinician and clinical geneticist constituencies:

* Access to and editing of genetic or genomic databases to assist in

results reporting

* Streamlined result reporting mechanism that assists clinical geneti-

cists in the generation of patient reports on identified variants

* Integration with Partners EHR

Clinical Decision Support (CDS)

An important goal of leveraging genetic or genomic data is to provide real-time
assistance to clinicians when making clinical decisions. For example, genetic
tests providing pharmaco-genomic information determine how an individual
will respond to a medication. The addition of CDS tools can flag a drug order
if the drug or dosage is contraindicated by the patient’s genomic profile.
Partners identified three components necessary to enable a scalable clini-

cal decision support system for genetic or genomic medicine:
1. A knowledge repository such as Genelnsight
2. A clinical decision support rules engine

3. A knowledge event handler for the propagation of newly discovered
knowledge of a variant so that patients who have been previously

identified to have the variant can benefit from the new discoveries
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Development of these three components needs to address the challenges
posed by the large amounts of semi-structured data and the rapid rate of dis-

covery of new information that must be incorporated into the rules base.

EHR Enhancement

Genetic information integrated into an EHR requires structuring of genetic
data to store, retrieve, index, and associate it with other clinical data. More-
over, additional interfaces are required to support the capture of genetic diag-
nostic test results.

Genetic or genomic data can lend itself to exceptional forms of misuse
when compared to other clinical data. For example, genetic tests may reveal
a patient’s predisposition to a disease prior to development of disease symp-
toms. Genetic tests also create implications for similar predispositions for
the patient’s biological family members. State and federal regulations require
heightened protection for this type of data. For this reason, HPCGG has made
considerations for the protection against misuse of genetic data and created a
separate portion of the clinical data repository (CDR), a database component
of the EHR. Tighter access restrictions prompted a special genetic module
to separate the reports for genomic or genetic tests from the other clinical
data. The services stored in this module allow only the ordering physician to

access the data and require supplemental authentication for interface access.

RESEARCH IT

The overall IT strategy included functions pertaining only to the research
arm. These functions revolve around access to data, facilitation of search
capabilities on this data, and automation of data gathering for research stud-
ies. The functions include the research patient data registry (RPDR), distrib-
uted bioinformatic analysis environment (i2b2, informatics for integrating
biology and the bedside hive), shared pathology information (SPIN), and the

prospective sample collection engine (Crimson).

Research Patient Data Registry (RPDR)

A significant obstacle facing clinical research is obtaining patient data. Patient

privacy concerns demand all research protocols undergo review and approval
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Figure 7.4 Partners RPDR
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from an internal review board (IRB). This often creates a catch-22 because
researchers need to analyze data to determine the likelihood that a sufficient
cohort of patients exists prior to obtaining IRB approval. The RPDR (Figure
7.4) serves as a warchouse of demographic and clinical data from Partners
affiliates for research purposes. Currently, the RPDR contains more than
3.5 million patients. It is a database that interfaces into the clinical systems,
extracts data, and encrypts anything that can identify patients, making data
effectively de-identified. In addition, the RPDR provides a query tool that
allows researchers to submit search criteria to identify the approximate size of
their study cohort. If researchers decide, based on preliminary results, that their
study is worth pursuing, the IRB process is initiated with hopes of approval
for the collection of the actual clinical data. If IRB approval is obtained, the

RPDR data can be downloaded into the researcher’s study-specific data mart.

Distributed Bioinformatic Analysis Environment (12B2 Hive)

Genomics research of the future demands on the order of thousands

of patients to identify variants of significance. With a sizable overhead of
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approximately $2,000 per patient, the cost of running clinical trials pre-
sents a significant challenge. The thousands of patients generate billions of
facts that need to be sifted through. The acceleration of translating genomic
and clinical findings into diagnostic tools or other functional uses is highly
dependent on the availability of access to existing EHR-based patient data
and on automated analytical analysis capabilities.

There are many challenges to linking research and clinical organizations.
Use of EHRs (including the type of EHR and the degree to which it is used)
across the clinical organization can be highly variable. In addition, it is dif-
ficult to predict how EHRs may need to evolve in the future, and so it is
important to retain a certain amount of adaptability around any solution
that seeks to integrate them. Research organizations wishing to access clini-
cal data require it be stored and presented in formats that are often quite
different from formats used to address the data’s original clinical purpose.
In addition, genomic medicine has significant data protection concerns that
require tighter protection than other clinical data.

To address these issues the i2b2 Center is developing a scalable compu-
tational framework that lends structure to clinical data, with appropriate
privacy and data protection safeguards, for the support of research func-
tions. The i2b2 is funded by the National Institutes of Health through the
National Centers for Biomedical Computing grants. Leveraging the orga-
nization’s experience with RPDR and with an eye toward the future, the
strategic initiative focused on designing a scalable framework that provides
bioinformatics tools and translation capabilities (such as natural language
processing) to be used by organizations who wish to link their EHR data to
support personalized medicine research.

Once the organization’s EHR is linked, i2b2 provides an interface to
identify sets of patients of interest to particular research studies and allows
for exploration of phenotypic facts of interest about the patients identified

through query support.

Shared Pathology Information (SPIN)

Another research challenge is the need to access particular tissue or blood

samples. Pathology labs™ excess samples are banked for research purposes and,
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with appropriate IRB approval, researchers can access these samples for their
studies. However, the challenge arises when searching the repository banks,
often across organizations, for the specific sample needed by the researcher.

SPIN is an Internet-based solution that performs the following functions:
* Provides query tool for sample searches.
* Allows multiple institutions to include their sample banks.

* Facilitates sample access in a HIPAA-compliant manner.

Prospective Sample Collection Engine (Crimson)
The prospective sample collection engine (Crimson), which is under devel-
opment, will give researchers the ability to prospectively request samples by
defining the criteria that would benefit their study. Crimson will interface
with pathology labs and the researchers’ request for samples, which will allow

the appropriate excess samples to be retained for the requested study.

SUMMARY

Personalized medicine offers the potential to improve clinical outcomes.
To accelerate development of personalized medicine, an undertaking that
is groundbreaking, complex, and poorly understood, Partners formulated a
strategic response that involved integration of existing technologies and the
development of new ones.

Recognizing the uncertainty regarding the mature form of the IT
response to personalized medicine, three core IT strategies have governed

the Partners approach:

1. The integration of clinical and research personalized medicine
capabilities

2. The pursuit of an iterative approach to developing the needed systems

3. An initial focus on the workflow needs of the researcher and the
clinician

The result was the Partners IS HPCGG Model Genomics Information

Technology Architecture described earlier in this chapter. This architecture
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addressed the application, data, and infrastructure elements of the I'T asset
needed to support personalized medicine.

The partnership between Partners IS, HMS-Partners HealthCare Center
for Genetics and Genomics, and HP brought together the necessary expertise
and systems to undertake this complex integration with large data manage-
ment needs. In addition, federal grants were obtained from the National
Institutes of Health to form i2b2. The i2b2 focused on development of ana-
lytical tools needed by researchers.

The pursuit of an industry partnership and academic collaborations
enabled Partners to introduce additional resources and expertise to the chal-
lenge. These additions helped ensure the decisions regarding iterations were
as thoughtful and well constructed as possible. This strategy of forming part-

nerships became the fourth core IT strategy.

KEY CONCEPTS

Consent Tracking System (CTYS)

Gateway for Integrated Genomic-Proteomic Applications and Data

(GIGPAD)
Distributed Bioinformatic Analysis Environment (I2B2 Hive)
Genomic Variant Interpretation Engine (GVIE)
Genelnsight
Personalized medicine
Research Patient Data Registry (RPDR)
Shared Pathology Information (SPIN)

DISCUSSION QUESTIONS

1. Personalized medicine offers the potential to improve clinical out-
comes. What might be the IT strategy and considerations of a small

community hospital seeking to incorporate personalized medicine?
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2. What measures might an organization use to assess the value of

implementing personalized medicine?

3. The characteristics and capabilities of the various components of
the IT asset change in relative importance based on the nature of the
IT undertaking. What characteristics and capabilities become more
important when undertaking an IT strategy seeking to implement

innovative technology?
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Service-Oriented
Architecture for Electronic
Health Records

As members (hospitals, physician practices, health centers, and non-

acute providers) joined Partners they brought their clinical information
systems with them. The result was a set of systems from a diverse collection of
vendors and a substantial base of internally developed systems. This diversity
did not add up to an integrated whole.

Partners is a federated health system, and each of its members was
allowed to maintain its own brand and identity. Each member was given
financial and care quality goals, but members had great latitude in how they
met the goals. During Partners early years, the result was modest pressure to
integrate care across the entities. Although Partners had implemented a com-
mon network infrastructure across the members, consolidated the IT depart-
ments, and implemented a Partners-wide enterprise master patient index and
clinical data repository, the core member clinical information systems were

largely unchanged and remained largely unintegrated.

177
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As a result of high performance medicine (discussed in Chapter Six) some
of this diversity was narrowed. High performance medicine introduced a com-
mon outpatient EHR, a means to support the transition of care and consis-
tency for some clinical decision support logic and types of data. Nonetheless,
the hospital-based EHRs remained diverse, and integration of Partners mem-
bers across the continuum of care and the consistency of data and logic was
suboptimal. Figure 8.1 provides a visual summary of the heterogeneity of clin-
ical systems at Partners. The table columns correspond to individual members
of the Partners network and the table rows correspond to components of the
clinical systems. The cells contain the suppliers of the applications.

This heterogeneity posed several problems for Partners, including the

following:

* A provider using a system in a hospital would not have data from
other Partners settings integrated into that hospital’s results reposi-
tory. Therefore, a hospital Computerized Physician Order Entry
(CPOE) system that checked drug-allergy combinations would not

be aware of an allergy recorded at another hospital.

* Partners-wide changes to data or logic, such as the implementation of
ICD-10 codes, requires multiple changes in multiple systems. These
changes are expensive and also extend the elapsed time needed to

make the change.

* Data was not consistently defined outside of a narrow core limiting

analysis opportunities.

* Decision support logic was inconsistent, which led to inconsistent

care practices.

These problems led to a strategic decision to reduce the variability of
clinical information systems and increase the degree of system integration.
Moreover, it was determined that the reduction strategy should be conducted
in a way that enabled Partners electronic health records (EHRs) to prepare
for the future that will involve personalized medicine, new payment models,
and advances in the evidence base of medicine. Although this decision was
made, Partners leadership realized there was not a strategic reason to stan-

dardize care processes and data across all entities. Moreover, the transition to
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more integrated systems should minimize capital costs and disruption to near
term demands for EHR progress.

The strategic questions became, “How should Partners pursue integra-
tion of its inpatient, outpatient, and non-acute care electronic health records?”
And, “How does it balance integration progress without causing material dis-

ruption of other clinical system priorities, such as achieving meaningful use?”

FRAMING THE STRATEGIC RESPONSE

At the foundation of the strategic response to these questions were two
insights.

The first was to view applications as composites of components or ser-
vices. A service can perform discrete functions or provide access to data.
Examples include services to identify patients, provide decision support,
manage the problem list, retrieve data and render presentations for flow-
sheets and records, and retrieve and detect allergies. These services could be
obtained from different sources. In effect, an electronic medical record is not
an application; it is a collection of integrated services. Figure 8.2 illustrates
the various components of a clinical application and the source responsible
for its development, be it internal to the organization or licensed from a ven-
dor. This view is known as a service-oriented architecture (SOA).

The second was the realization that one could describe applications as

having three tiers. The first is data. The second is clinical decision support

Figure 8.2 A Service-Oriented Architecture View of the EHR
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and workflow logic. And the third is workflow software with a user interface,
such as documentation systems. An organization could arrange the services
described above according to the tier they supported. Partners had significant
interest in targeted commonality in the first two tiers and modest interest in
standardization of the third tier.

The primary strategic response was to view the EHR as a composite of
services and to target key services for commonality while enabling the rest
of the applications to be diverse. Partners could develop or acquire services
and insert them into the existing base of applications, advancing common-
ality and integration one service at a time. The specific services chosen and
their sequence could be driven by specific strategies; there was no normative

sequence or normative pace.

THE POTENTIAL VALUE OF SOA

A service orientation enables one to use the same application component or
logic across a wide range of applications. For example, many applications use
the same patient identification service or the same component for filing and
retrieving patients’ medications. This provides the ability to achieve targeted
standardization across a suite of applications. Sometimes an organization
would like to standardize pieces of its applications or specific types of data but
does not want to engage in whole-scale replacement of application suites.

An application can be composed of services that are common with
other applications and services that are unique to that particular application
(see Figure 8.3). This ability to compose an application from existing services
and new services should significantly reduce the time required to develop and
maintain applications. A new application need not recreate functions that
can be borrowed from other applications.

An organization may decide that advances have been made in the
approach or technology behind a specific service. For example, advances have
been made in rules engine or workflow engine technologies. The organiza-
tion would like to leverage these advances and, through SOA, is in a position
to remove and replace that technology without having to disrupt the remain-

der of its applications or its application suite.
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Figure 8.3 Services Enable Targeted Standardization
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Services can improve interoperability across heterogeneous systems. Ser-
vices have well-defined interchange protocols, known as contracts, where the
parameters between the service consumer (the workflow application) and
service provider (for example, the allergy service) are clear, and abstracted
from any underlying native technology implementation. For instance,
a patient identification service expects parameters such as name, date of
birth, and medical record number to be supplied. The service may carry out
extremely sophisticated matching operations internally, but this complex-
ity is shielded from the calling application (or consumer). The consumer
expects only a list of candidate patients to be returned, in accordance with
the agreed-upon contract established a priori.

Such an approach to services enables an organization to ease the chal-
lenge of integrating third-party applications with its core application suite
and of integrating with systems from other organizations (for example, to
determine eligibility or retrieve clinical data from a Health Information
Exchange (HIE).

Opverall, SOA offers the potential to achieve three critical organizational

objectives:
1. Targeted standardization

2. Efficiency in application development and integration of third-party

applications
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3. Agility through enabling faster application development or acquisi-
tion, effecting targeted standardization, and enabling new technology
incorporation in a way that minimizes the need to engage in exten-

sive application replacement

THE CHALLENGES OF SOA

Although having exceptional promise, Partners was wary of claims that SOA
will fix all that ails the health care information technology industry.

Many vendor-supplied applications are not well suited to an SOA envi-
ronment. Substantial investments in sizable base of application software that
is installed in hundreds of client sites make it difficult to justify the recasting
of that legacy base using a service-oriented architecture. Moreover, vendor
research and development resources are often directed to immediately press-
ing needs to increase functionality rather than to increase the agility of the
applications. This reality is understandable.

Some vendors have done a reasonable job of wrapping portions of their
applications so certain aspects can be treated as services by other applications.
For example, a wrapper may enable an IT group to retrieve data using SOA
conventions layered on top of a legacy application. However, the effective-
ness and extent of this wrapping is variable across the industry.

Convincing the leadership of an organization to invest in SOA technolo-
gies or to replace existing applications with ones that are very effective adher-
ents to SOA precepts can be difficult. One of the harder jobs of the CIO is
to explain IT concepts, like SOA, to a bright but not IT-conversant board.
Although goals such as agility are very important, they are intangible. It is
therefore harder for a leadership team to justify investing in technology to
improve targeted standardization when it is easier to justify investments that
make physicians happy or at least happier. In addition, the leadership can be
confronted with a difficult choice when one system is SOA-compliant and
another is not but has superior functionality.

Managing an SOA environment requires new skills and orientation for
the organization’s I'T group. Viewing applications as collections of services

takes some getting used to. New standards and design patterns must be
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introduced into the development process. Services must be managed with
respect to security, version control, performance, auditing, and monitoring,
and these issues must be managed at a more fine-grained level than at the
level of applications or network access.

SOA is an emerging technology. As a result, many vendor offerings of
SOA environments are immature. SOA hype can be deafening and can
drown out the whimpers of a feeble offering. Most I'T groups are unsure how
they would evaluate the market and the SOA offerings of one infrastructure
vendor over those of another.

Health care SOA standards are embryonic. SOA standards are emerging
across all industries. And through federal efforts, health care—specific stan-
dards are likely to be seen in the intermediate term. However, these standards

are not in place now.

APPROACHING THE SOA STRATEGY

There were several different approaches for pursuing an SOA-based approach

to the integration of Partners EHRs:

* Partners could create some number of enterprise services (such as
allergy checking) that all legacy applications would leverage, allowing

a centralized maintenance and consistency of these services.

* Applications could be developed internally using a variable mix of
these enterprise services. These enterprise applications could either
complement or replace existing applications and reduce the disparity

of the existing EHR portfolio.
* A common, SOA-enabled, vendor-supplied EHR could replace a sig-

nificant part of the existing systems. SOA would allow Partners to
leverage commercial packages for basic or mature features and func-
tions while keeping or adding differentiating features through inter-
nal development. Moreover, that mix could be managed dynamically,
whereby the information systems department would replace a no-
longer differentiating module with a mature commercial application

and keep focusing its internal capability on truly unique development.
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* Partners could enter into a partnership with a traditional EHR ven-
dor or a system integrator to co-develop an SOA-enabled EHR. By

itself, this option spans a wide range of alternatives.

These alternatives range from creating services to be used by existing
(but unchanged) applications to creating services and consolidating workflow
software through internal development to creating services and consolidating
workflow software with a vendor-supplied EHR core to co-development of
services and/or workflow with a vendor.

These core approaches to SOA were considered individually and collec-

tively. (Partners could do more than one approach.)

THE SOA STRATEGY

Partners chose to begin with the pursuit of the first approach (begin to cre-
ate a core set of services), the second approach (initiate creation of internally
developed applications using services, as exemplified by the longitudinal
medical record discussed in Chapter Six), and the fourth approach (formed
a partnership with Siemens).

To pursue this strategy, Partners had to address its I'T asset, IT-centric
characteristics and capabilities, and several of the strategy considerations dis-

cussed in Chapter Four.

Layers of SOA Architecture
Partners IT staff defined the EHR SOA architecture as including five layers:

1. A presentation layer that enabled applications to be accessed from
a wide range of devices and to use sophisticated presentation and

interaction techniques

2. The applications layer that includes capabilities such as documenta-

tion of care, entering an order, and graphing test results

3. The SOA infrastructure layer that provided communication between
services and processed events, such as a panic lab test result, that

require physician notification
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Figure 8.4 SOA Knowledge Layer
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4. The services layer that provided access to patient data such as prob-

lems, allergies, and medications

5. A knowledge layer that included clinical decision support logic
and the coding structures used to capture clinical terms (such as

SNOMED) to represent patient problems

To illustrate in more detail the composition of each layer, Figure 8.4 pre-
sents the knowledge layer. In that layer are dictionaries of codes and terms,
order sets and documentation templates, clinical decision support rules, and
knowledge resources such as PubMed. Also in that layer are technologies
that support the ongoing development of knowledge, such as collaboration
tools that enable clinicians to work together to develop new guidelines, order
sets, and other knowledge assets. These technologies were briefly discussed
in Chapter Three.

Figure 8.5 shows the services layer. In that layer are various types of
patient data, such as allergies and physician notes, with services that enable
that data to be stored and retrieved. This layer also includes data services that

make available a provider’s list of patients (PEPL), the enterprise master
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Figure 8.5 SOA Services Layer

Staff

eseaues

CDR-Clinical Data Repository
EMPI-Enterprise Master Patient Index
PEAR-Partners Enterprise Allergy Repository
PEPR-Partners Enterprise Problem Repository
AD-Active Directory (manages user privileges)

patient index, and services that determine the identity of EHR users and the
application capabilities they are authorized to use.

Figures 8.4 and 8.5 are chosen to not only illustrate the specifics of
each layer but also to highlight the I'T response to the strategic insight that
Partners-wide standardization was focused on patient data and clinical deci-
sion support. To respond to that insight, these layers were separated from the

rest of the stack, and initial SOA initiatives focused on those layers.

Several teams were formed to develop, manage, and implement these ser-
vices. These teams were made up of members of the Clinical Informat-
ics Research and Development department (discussed in Chapter Three)
who were responsible for service design and ensuring that knowledge was
developed and managed. Other staff formed included developers from the

Application Development department, who would create the services and
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members of the Enterprise Services department, who managed the clinical
data repository and provided expertise and infrastructure needed for the data
services layer.

Using a request for information (RFI) process, Partners entered into a
strategic SOA co-development relationship with Siemens. The partnership
worked jointly to define and develop services of common interest. Siemens
shared Partners vision of a service-oriented architecture approach to EHRs.
The jointly developed services would be used for both Partners systems and
Siemens products.

For Partners, the co-development approach had a primary objective of
leveraging the Siemens medical informatics and development staff. In effect,
the Siemens relationship enabled Partners to apply more staff resources to the
work. In addition, Partners and Siemens worked out a relationship, whereby

Partners might financially benefit from Siemens” market success with its EHR.

Data or Knowledge

The development of data services required identification of the standards that
should be used to code the data. For example, what standards should be used
to represent medications, their ingredients, and families? The choice of lever-
aged standards that had been developed and adopted by the health care indus-
try involved discussions with clinical staff and business intelligence staff.
Partners developed structures and processes for defining clinical decision
support rules (knowledge). An example of these structures and processes was
described in Chapter Three. These processes defined decision support rules
and other knowledge assets, such as documentation templates and order
sets that would be standard across Partners. Where redundant knowl-
edge assets were already present, these processes determined which of the

existing assets would become the standards.

Governance

To manage the SOA initiative, an Enterprise Clinical Services Executive
Committee (ECS) was established. This Committee, composed of IT lead-
ership, developed the SOA roadmap and addressed design, implementation,

and support issues. The Committee worked with a wide range of Partners’
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clinical committees, including the HPM Executive Committee (discussed
in Chapter Six), the Medication Safety Steering Committee (discussed in
Chapter Three), and other I'T organization groups.

Across Partners, several application groups expressed interest in using
the developed data services. For example, a development group in radiology
wanted to create a mini-EHR (for use by radiologists to look at patient data
while they examined diagnostic images). This group wanted to pull
data such as problems and prior procedures from the data services. A process
was established and managed by the Health Information Management depart-
ment to review these requests to ensure the requests served a useful clinical or
operational purpose and that the use would protect patient privacy.

A joint Partners-Siemens Executive Committee was established to man-
age the relationship, identify a common agenda, and address issues and prob-

lems that occurred.

Complementary Strategies
The relationship with Siemens had the core objective of accelerating the SOA
program’s progress through the leverage of Siemens resources. In addition to
the resources, Siemens market urgency of getting products into the market
added an accelerator. In effect, the relationship with Siemens was a response

to a strategic question, “How can we move the SOA program faster?”

SUMMARY

The SOA strategy is an example of several aspects of our discussions in
Chapters One through Five.

The conclusion that Partners needed to achieve greater consistency in its
clinical data and decision support rules involves the formulation of strategy.
In addition, using an SOA to achieve this goal involved strategy formulation.

The various architecture, staff, data, and governance steps outlined above
were the result of the implementation portion of the strategy discussion.

These strategy discussions had adopted the governing concepts of view-
ing applications as collections of services and the applications as having three

tiers that could be targeted almost independently.
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The SOA approach to an application platform represented several archi-
tectural conclusions. The agility of the Partners EHR could be improved for

the following reasons:

* Services could be added or changed in almost any sequence or at
any pace. One could develop the allergy service before the problem
service or vice versa. One could have a week between service imple-
mentation or a year. One could integrate these services into existing
applications quickly or slowly. Implementation of services had the

property of providing high levels of agility.

* The ability to add new services without major changes to the rest of
the platform also added agility. For example, Partners is developing
a service to store patient genetic information and provide risk assess-
ments based on genetic profiles. These services can be plugged into the

existing SOA framework in a relatively straightforward fashion.

The integrability of the platform was also improved by providing a com-
mon set of data and logic across all applications within Partners. In addition,
these services could be used by other organizations that shared many patients
with Partners. Therefore, integration across organizational boundaries could
be improved.

The SOA approach was a result of the desire that, “We want our systems
to have common patient data and decision support logic that is consistent.”
That is, our desire was for an architectural capability.

The staff asset changes involved forming teams and adding staff talent to
manage the knowledge layer. The data asset changes largely centered on
treating data as being provided through a service layer. The SOA effort led
to significant improvement in the processes surrounding management of the
knowledge base and resulted in consolidation of a diverse set of knowledge
assets that were scattered across applications; these assets have now been
brought under one management structure.

The Siemens relationship was developed as a staff asset strategy and as an
initiative-specific complementary strategy to enable the Partners IT organiza-

tion to move faster in its development of services.
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The Partners SOA strategy is fundamentally a technology architecture
strategy. That strategy was derived from an overall strategy, and the SOA

strategy required a wide-ranging set of strategic responses.

KEY CONCEPTS

Application layer
Data layer

Service-oriented architecture

DISCUSSION QUESTIONS

1. If an organization has narrowed its choice of applications to one that
has superior functionality but does not conform to the organization’s
architecture strategy (versus an application that has mediocre func-
tionality but conforms to the architecture), what factors should the

organization consider as it makes a decision?

2. Compare the relative pros and cons of a strategy to ensure high
degrees of integration between systems using a single vendor strategy

versus an SOA-based strategy.

3. Under what conditions might an organization decide to develop a
leading-edge operations strategy by adopting a new information tech-

nology or technical architectural approach?
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Health Care Reform

The U.S. health care system, commonly faulted for failing to provide
high quality and safe care, is also plagued by exorbitantly high costs.
Inadequate quality, performance, efficiency, and access to care are cited as the
most prevalent challenges facing our country’s delivery of health care.
Care reinvention and payment reform are two of the main vehicles by which
the country may address these problems.

Health information technology (HIT) has been recognized for its poten-
tial to decrease costs, improve health outcomes, coordinate care, and improve
public health. In 2004 President Bush issued an executive order calling for
the widespread adoption of electronic health records (EHRs) and initiated
efforts to spur HIT adoption through the development of standards. In 2008
an implementation plan was established to attain near-universal adoption of
EHRs by 2014. These efforts culminated in February 2009 when President
Obama established the American Recovery and Reinvestment Act (ARRA),
which launched broad federal initiatives to foster the development and adop-
tion of HIT via investments in HIT infrastructure, access, capability, and

use. Collectively known as HITECH (Health Information Technology for

193
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Economic and Clinical Health), these provisions under ARRA incentivize
physician and hospital adoption. In addition, the Patient Protection and
Affordable Care Act (PPACA), signed into law on March 30, 2010, is a
package containing major health care law changes, many of which will have
an impact on HIT.

Although our broken system of health care is multifaceted in nature
(and has many proposed improvement solutions), in this chapter we discuss
reform through changes in delivery systems by covering two alternative solu-
tions, new care models and payment reform. We focus on the care model and
payment reform provisions of the health care reform bill passed in 2010.

We will also discuss national and state health information technology
initiatives. And finally we focus on the effects and implications of these ini-

tiatives on the IT strategy of health care provider organizations.

NEW MODELS OF CARE

Efforts to transform the country’s health care system have generated a num-
ber of new care model proposals that address the lack of coordination of care
and poor performance of the U.S. health care delivery system. Of these, two
have gained the strongest support and have also spurred interest in the design

of pilot implementations known as accountable care organizations (ACOs)

and the Patient-Centered Medical Home (PCMH).

Accountable Care Organizations

ACOs represent the alignment of incentives and accountability measures for
providers across the continuum of care (Rittenhouse, Shortell, and Fisher,
2009). The goal of an ACO is to foster the integration of care across pro-
viders (physicians, nurse practitioners, and others) and settings (hospitals,
skilled nursing facilities, and others), covering the continuum of care (inpa-
tient, outpatient, and others) over time. The PPACA provides provisions for
establishment of an ACO based on integrated medical groups or delivery
systems where providers are part of an umbrella governance and legal struc-
ture that extends the boundary of accountability for quality and cost of care

beyond the individual medical practice.
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Multiple ACO models fulfill the specifications for joint responsibility
of care across providers and organizations. For instance, in one model spe-
cialty groups may join efforts and integrate care delivery with a hospital
to become an ACO. In another model an existing organized delivery sys-
tem may decide to leverage its existing integration and become an ACO.
To qualify as an organized ACO, the provider groups must fulfill a set of
requirements as stipulated by the Secretary of Health and Human Services.
For government-funded care (PPACA Sec. 3022) these requirements include
the following:

* Accountability for the overall care (including its quality and cost) of

assigned Medicare beneficiaries

* Implementation of legal, leadership, and management structures
to support necessary treatment, payments, clinical processes, and

administrative systems

* Adequate participation of primary care physicians to cover assigned

beneficiaries
¢ Promotion of evidence-based medicine
* DPerformance reporting on quality and cost measures

* Coordination of care such as through the use of tele-health, remote

patient monitoring, and other such enabling technologies

* Demonstration of commitment to patient-centeredness and promo-

tion of patient engagement

In an ACO, compensation for care is based on provider improvement of
clinical performance and efficiency as seen through quality and cost control
in care delivery. Although there are multiple payment models that promote
value rather than volume, the prevalent payment framework established for
an ACO is a gain-sharing mechanism built on top of the standard Medicare
fee-for-service model. In this system the provider is compensated on a yearly
basis for successful spending management through bonuses. These bonuses
are determined by cost savings as measured against prospectively established
benchmarks of expected per capita expenditure. To qualify, the provider must

comply with predetermined quality standards.
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HIT plays a central role in the successful implementation of an ACO.
As mentioned at the start of this chapter, one requirement for eligibility is
to support processes that relate to quality and coordination of care and that
leverage technologies such as tele-health and remote patient monitoring. An
ACO can include organizations that are not physically or electronically inte-
grated, and their success will depend on widespread implementation of inter-
organizational, interoperable EHRs. In addition, the ACO payment model,
which is based on delivery of quality care, demands that the ACO have the

data that demonstrates compliance with those quality standards.

Patient-Centered Medical Home

The PCMH is a model of care that seeks to provide comprehensive primary
care throughout the lives of patients by facilitating partnerships between
all providers who are involved in patients’ care delivery, the patients, and,
where appropriate, the patients’ families. In this model one provider or
care organization orchestrates the care and can be viewed as the patient’s
medical home.

The PCMH consists of a combination of principles and guidelines. On
March 2007 a group of physician societies released the Joint Principles of
the PCMH believed “to improve the health of patients and the viability
of the health care delivery system” (American Academy of Family Physicians,

2007). The principles’ aims include the following:

* Provide each patient with a personal physician who provides first

contact, continuous, and comprehensive care
* Facilitate collaboration among physician-led teams

* Gear orientation of care toward every stage of a person’s life and

toward all types of care

* Provide coordinated and integrated care across all places where care

is delivered
* Support practice capabilities that ensure quality and safety
* Provide patients with enhanced access to care

* Base payment on PCMH payment framework
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The PPACA provides provisions for creation of a program to provide
grants for training programs related to PCMH (Sec. 5301) and for estab-
lishment of community-based, interdisciplinary, interprofessional (such as
medical specialists, nurses, pharmacists, and others) health teams that sup-
port development of medical homes. These health teams must support “safe
and high-quality care through evidence-informed medicine, appropriate use
of health information technology, and continuous quality improvements”
(Sec. 3502).

Both the PCMH and ACO depend on HIT that can support core prin-
ciples, in particular, care coordination, population management, and the
engagement of patients and families. As we will see later in this chapter,
the success of this new model of care will depend on implementation of
HIT components such as EHRs, health information exchanges (HIE), and
registries to facilitate care delivery according to the guidelines stipulated by
the purchaser of care. In fact, the PPACA eligibility for grants to establish
health teams requires a demonstrated capacity to implement and maintain
HIT that meets the requirements of certified EHR technology (Sec. 3502).
In addition, the ability to perform all of these functions will tie into federal
HITECH incentive payments discussed in the National and State Health

Information Technology Initiatives section in this chapter.

PAYMENT REFORM

Payment influences the quantity and quality of health care services rendered.
Payment systems have a direct effect on clinicians and hospitals; they impact
the hours physicians work, the type of procedures physicians order and per-
form, and the number of patients they see (Roberts and others, 2004). In
general, successful payment reform must be such that providers are rewarded
for behavioral changes to the way they deliver care. Financial incentives must
focus on the delivery of quality care, patient experience, patient safety, and
cost-containment.

The current fee-for-service payment model has financially rewarded an
increase in the volume of procedures rather than an increase in the quality

of care delivered. Many alternatives to the fee-for-service model are being
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considered, with growing support on the use of bundled payments that are
used for episodes of care.

Reforms in payment models demand a redefinition of the conceptual
approaches to delivery of care and raise structural questions regarding the
concept of an episode and the attribution of accountability for all care deliv-
ered during that episode (Hussey and others, 2009). Episode-based payments,
as payment reform, strive to broaden the context around patient health care
needs. The anticipated effect is to provide higher performing, more efficiently
integrated care such as that envisioned by the Joint Principles of the PCMH.

An episode payment assigns a price for all services delivered to a patient
during a defined episode of care, specifically composed of all inpatient and
outpatient care the patient received to address a given condition. This pay-
ment structure incentivizes providers to coordinate patient care and reduces
costs incurred through redundancy in services and tests. PPACA itemizes the
provisions for the establishment of a demonstration project to evaluate
the use of bundled physician and hospital payments to encourage integrated
care (Sec. 2704). In addition, it provides guidelines to develop a national,
voluntary pilot program to improve patient care and achieve savings through
the use of bundled payment models (Sec. 3023).

Payment reform provides the incentives and basic approach to both care
and practice transformation whose aim is to improve outcomes and lower
costs. New care models depend in large part on implementation of payment
reform that would encourage providers to coordinate patient care to provide

more efficient treatment.

NATIONAL AND STATE HEALTH INFORMATION
TECHNOLOGY INITIATIVES

In 2001 the Institute of Medicine (IOM) released Crossing the Quality
Chasm, a momentous report detailing an agenda for redesigning the twenty-
first century health care system. The proposal urged all health care constitu-
encies including policymakers, purchasers, regulators, health professionals,
health care trustees, management, and consumers “to commit to a national

statement of purpose for the health care system as a whole and to a shared
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agenda’ to raise the quality of care (2001). Serving as a lynchpin, this report
stimulated federal and state initiatives to redefine health care and support
new models of care as priorities of health reform. This report also stimulated

initiatives to implement foundational health care information technology.

National Initiatives
The ARRA provides hundreds of billions of dollars to the health care sec-

tor. In particular, an estimated $25 billion has been invested toward the
adoption and expansion of HIT and EHRs. The nationwide use of EHRs is
central to the implementation of payment reform and new models of care.
Recognizing this, HITECH has as its main goal to encourage adoption of
EHRs via Medicare and Medicaid incentive payments to eligible physicians
and hospitals.

Of consequence to EHR implementation is the opportunity for hospitals,
physicians, and other eligible providers to earn incentives for the adoption
and “meaningful use” of “certified electronic health record (EHR) technol-
ogy.” Beginning in 2011, incentives can be received through the demonstra-
tion of meaningful use of certified EHR technology. By 2015 these incentives
are slated to become penalties for those who do not achieve meaningful use.
In response, health care organizations will need to consider assessment of
selected EHRSs against certification criteria, and contractual commitments
with EHR vendors will need to account for interoperability, certification,
and meaningful use (Pechette, 2010).

National health reform will not only draw on the singular capabilities of
an organization’s EHR but on the combined digital information from mul-
tiple organizations’ EHRs through an HIE. Among the benefits of achieving
cohesive interoperability between organizations at local, state, and national
levels are improvements in health care quality, patient safety and accessibility,

and efficiency through the following commitments:

* Offer clinicians timely and complete medical data at the point

of care.

* Reduce delays associated with paper-based requests, referrals, and

reporting of results.
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* Enable reduction of redundant services, thereby improving health

care quality, efficiency, and performance.
¢ Reduce the number of medication-related adverse events.

* Enable aggregation of data at the population level to facilitate sec-
ondary uses of the data and public health-related efforts such as bio-

surveillance, clinical research, and quality reporting.

To fully achieve the timely and optimal exchange of clinical and non-
clinical data across unaffiliated providers, organizations must first be adopters
of robust, standards-driven EHR systems that support the direct provision of
care and enable the communication of patient data. As such, under the
auspices of the ARRA, federal efforts have been set to align and define certifi-
cation criteria and standards to assure the interoperability of adopted systems
and establish means to apply these criteria and standards through regula-
tory and enabling activities. The inter- and intraoperability of EHR data
exchange would facilitate achievement of better care coordination that is not
constrained by organizational boundaries. HITECH seeks to attain the goal
of universal adoption of HIE by 2015.

The Nationwide Health Information Network (NHIN), a collection
of standards, protocols, legal agreements, specifications, and services that
enables the secure exchange of health information over the Internet, will
begin by acting as a network of networks that tie together mid-size to large
regional and state-based health information exchanges that offer a high
degree of technological sophistication and the ability to securely exchange
electronic clinical information across local exchanges.

In addition, regional extension centers (RECs) have been established to
foster adoption, with priority given to hospitals and small primary care prac-

tices that serve the uninsured, underinsured, or medically underserved.

State Initiatives

State governments, as a source of funding, licensing, and regulation in
the health care system, have a stake in containing the precipitous growth
of health care expenditures and improving care quality. Health care costs

represent a significant component in state budgets. Many of the resources
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offered by the ARRA are directed to state governments in an effort to pro-
mote acceptance of HIT.

In 2010, HITECH awarded $564 million to cultivate widespread adop-
tion and sustainable implementation of HIE by the states. These state-level
efforts are necessary to develop and implement strategic plans that will sustain
the creation of policy and governance capacity, as well as technical strategies to
support digital connectivity between and among health care providers. States
will also be responsible for ensuring measurable progress in exchange use.

State-level efforts are also stipulated in PPACA, which provides a state
option for the provision of health homes for Medicare beneficiaries with
chronic conditions. A new Medicaid state plan option allows enrollees
with certain chronic conditions to designate a provider, a team of health
care professionals, or a health team as their health home. A proposal for the
use of HIT for the provision of “health home services . . . and improving
service delivery and coordination across the care continuum (including the
use of wireless patient technology to improve coordination and management
of care and patient adherence to recommendations made by their provider)”

will be included in state plan amendments (Sec. 2703).

THE EFFECT OF HEALTH CARE REFORM
ON IT STRATEGY

The health care provider is confronted with three external factors that will

have a significant impact on its strategic plans for I'T:

1. The advent of new care models that emphasize care coordination and

accountability across care settings

2. Payment reform that rewards quality, safety, and efficiency and pro-

motes the new care models

3. Significant federal government investment in EHRs and the interop-

erability infrastructure in the form of state-based HIEs.

Any health care organization strategy cannot help but conclude invest-
ments in HIT are necessary if the organization is to capitalize in these factors.

In crafting its overall strategy the organization might use the joint principles
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Table 9.1 IT Strategy to Respond to Payment Reform and New Care Models

Goal IS Initiatives

Increase quality of care by providing * Integrate all settings of the health care
continuous, comprehensive, and system and the patient’s community.
integrated delivery of care.

Reduce costs by substituting low-cost Develop data analysis capabilities that

providers who are competent to enable the organization to assess the

perform services. costs of alternative care settings. Model
the implications of moving the treatment

of patients to other settings.

* Implement a clinical decision support
system (CDSS) that identifies options for
alternative, lower cost treatments and
sites of care.

Strengthen management and care * Enable nonphysician team members to
support for populations of patients identify and proactively track and
with chronic and complex diseases. manage patients with chronic and

complex conditions.

* Improve analysis capabilities to include
software that supports the identification
of patients who are at greater risk of
needing care.

Facilitate the determination of * Facilitate accountability for the broad
accountability for patient care spectrum of a patient’s needs by
across multiple providers in redefining the governance structure
multiple settings. around care delivery and implementing

management systems that support this
structure.

* Invest in systems that use data to iden-
tify trends in physician expenditures per
patient per month.

* |mprove the quality of clinical data.
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developed by The Joint Commission to serve as guidelines to improve quality
of care and reduction in costs of care. Institutions seeking to become medical
homes may use the guidelines to outline organizational goals. Using those
principles, the linkage to the IT strategy may look like the strategy outcome
presented in Table 9.1.

THE EFFECT OF HEALTH CARE REFORM
ON THE IT ASSET

Patient-centered care reorientation and changes in payment methods that
shift the focus of health care delivery goals toward the improvement of out-
comes and lowering of costs place new demands on EHRs and other health
information technology components (Bates and Bitton, 2010).

The primary IT asset ramifications of care reorientation center on appli-
cations. Specifically, EHRs, personal health records (PHRs), and HIEs grow
in importance, and the critical application capabilities change in emphasis.
The change in emphasis will significantly concentrate on implementation
of an EHR or, if one is already implemented, in ensuring its EHR has the

needed capabilities.

The Electronic Health Record

The EHR has taken on many definitions and thus is a fluid and shifting
idea. Guided by an IOM-defined framework for the possible functions of
an EHR, DesRoches and others (2008) identified four domains that, when
incorporated into the IT asset, are considered to constitute a fully functional
EHR. These domains include the following:

* Recording of patient clinical and demographic data

* Viewing and managing results of laboratory tests and imaging
* Managing of order entry

* Supporting clinical decision support

Although clinical functionality is critical, the new models of care and

payment may require that the organization hold a parallel foundational view
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of the EHR as a repository of data that can be leveraged for payment pur-
poses or quality assessments.

The World Health Organization (WHO) views the EHR as a reflection
of the entire health history of individuals throughout their lives, regardless of
the providers who delivered care or the health care setting attended. A more
data-centered explanation of an EHR empbhasizes the importance of the data
providers have access to at point of care and during the course of treatment,
as a more defining quality (Glaser, Markell, and Stone, 2010).

Whether it is viewed from the perspective of a collection of functional-
ities or from the perspective of the type of data it serves, the EHR reflects the
models of care organizations support. With alterations in models of care as
seen with the PCMH and ACOs, EHRs will need to expand in functionality
and also strengthen data integrity and management capabilities.

As the focus of the care paradigm matures to encompass the continuum
of care across clinical settings, data received from multiple providers (as well
as from the individual patient) will expand the definitional boundaries of
the EHR. New links will need to be created to connect to other EHRs and
PHRs for purposes such as to transmit clinical data to consulting physicians
and to route the prescriptions.

Bates and Bitton (2010) state that improvements to quality, safety, and
efficiency from the implementation of transformative models of care such
as PCMH depend on the realignment of the current capabilities of EHRs.
They outline the following seven domains of the EHR in need of develop-
ment as critical to the success of new care models surrounding the reinven-

tion of primary care:

1. Clinical decision support. The development of interactive tools that
use patient data, a knowledge base, and inference engines to aid phy-
sicians in clinical decision making. Clinical decision support could
aid providers in identifying lower cost provider substitutes, such as
nurses, to execute tasks they are competent to perform. A further
application of clinical decision support could be the diagnostic iden-
tification of high risk patients who require greater care (Glaser and
others, 2010).
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2. Registries. Population-based tools that facilitate management of
patients with specific conditions such as cancer. Registries associated
with EHRS will also support management of the quality and costs
of care delivered to populations with chronic conditions (Glaser and
others, 2010).

3. Téam care. Communication tools and functions that support multi-
provider, team-oriented care such as incorporating into the EHR
the ability to record a health team’s common goals revolving around

patient care and to track the progress of their health.

4. Care transitions. Communication tools and functions that support

tracking and follow-up of transitions of care.
5. PHRs. Encourage patient self-management.

6. Tele-health technologies. Tools that facilitate real-time conduct of clin-
ical encounters between patients and clinicians, or the forwarding
of clinical data for clinician interpretation in a different geographic

location.

7. Measurement. Capabilities for quality and efficiency measurements to

enable internal care improvement and transparency.

The Personal Health Record

What is the role of IT in enabling patients to become active participants in
the new patient-centered health care delivery systems? One IT strategy might
involve increases in provider investments in PHRs to encourage patient
self-management.

The PHR, which can take many forms, is an electronic record of the
patient’s health information that is made available to the individual patient.
The PHR is described by Tang and colleagues as running the gamut between
stand-alone records created and maintained by individuals, to more teth-
ered systems where an individual has access to a provider-acquired and man-
aged EHR or patient portal (Tang and others, 2006). PHRs are examples
of patient-centered applications that hold the potential to improve health

care costs, quality, and efficiency. Through the PHR patients may engage in
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disease and wellness management programs by tracking their vital signs and
laboratory results, communicating electronically with caregivers, accessing
trustworthy health information on treatment options, and managing follow-
up appointments.

The main value of the PHR lies in its connection to providers and other
stakeholders in the health care delivery process (Kaelber and Pan, 2008).
When the PHR is linked to an organization’s EHR, patients can become
involved in effective management of their health. It is likely the widespread
adoption of EHRs may accelerate the use of PHRs by extending the elec-
tronic health record into patients’ home and work settings.

Kaelber and Pan (2008) define the primary PHR roles as fitting into the

following four categories:

1. Information collection. Functions that allow patients to enter personal
health information and functions that aggregate data from multiple
external sources related to the individual’s health (for example, payer

data, test results, prescriptions, and so on)

2. Information sharing. Functions that allow multiple users or data

sources to view data stored in the PHR

3. Information exchange. Functions that allow multiple users to engage

in exchange transactions with others

4. Information self-management. Functions that allow patients to man-
age their health through monitoring (for example, blood pressure or

glucose levels) or education

Applications that enable the linkage between PHRs and EHRs will need
to focus on data exchange, the support of transactions to request appoint-
ments or to refill prescriptions, and asking questions of providers. In addi-
tion, for patients seeking access to health information or insurance coverage,
the applications will need to focus on content delivery capabilities, such as
consumer health references (Glaser and others, 2008).

As we discuss in the Data Management and Access section, IT strategies
will need to overcome some of the identified barriers to PHR adoption, such

as patient privacy and data ownership concerns.
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Health Information Exchange (HIE)

Central to the achievement of new care models and payment reform is the
exchange of clinical data between providers as needed to support a patient’s
care. This could involve the exchange of a discharge summary between a
hospital and a non-acute facility or the exchange of patient history between
the primary care provider and the consulting physician. These exchanges can
be supported by an HIE.

As mentioned earlier, HIE policies, implementation funds, and gover-
nance structures are supported by federal initiatives and developed and imple-
mented by the state. Recognizing the federal support, IT strategy may decide
to leverage the HIE to achieve the data exchange needed by its care model
strategies. Use of the HIE will involve more than connecting an EHR to the
exchange. It will also require providers to engage with the regional and state-
wide HIE discussions and implementations to ensure sound health informa-
tion exchange agreements regarding the structure of the data and the rules,
regulations, and processes for its exchange and use. EHRs will need to comply
with and support the standards identified by the federal government.

Health information exchange introduces new data privacy demands.
HITECH contains new privacy and security requirements for EHRs and
information exchange. These requirements extend previous federal law
(Health Insurance Portability and Accountability Act, more commonly
known as HIPAA) and state security and privacy laws.

Although the core of the IT asset response is applications (EHRs, HIEs,

and PHRys) there are also strategies for the technical architecture.

Technical Architecture

The primary technical architecture impact centers on the integration of these
applications across multiple providers.

All the efforts mentioned place a strong importance on, and even assume
the existence of, the EHR and the organization’s ability to integrate its inter-
nal clinical systems. It is difficult to manage a patient’s disease across a con-
tinuum or exchange clinical data with other organizations if a provider has
no internal integration of patient data. A wide range of internal integration

efforts have taken place at Partners HealthCare.
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One of the first steps toward linking patient data across care settings is
the establishment of master patient indices. Patient indices enable a consoli-
dated view of patients by providing a crosswalk that links the various medical
record numbers given to a patient by the diverse providers who are mem-
bers of Partners. Partners HealthCare faced a similar need when they looked
to implement I'T support necessary to sustain clinical integration across all
Partners entities. As a common problem, each of Partners entities had their
own distinct medical record and clinical systems. One of the critical IT com-
ponents necessary to support clinical integration was establishment of the
Enterprise Master Person Index (EMPI).

In addition to linking patient data, other technical architecture conse-
quences include implementation of a security infrastructure that enables
secure communication between organizations and the means to ensure

authentication of participants in a health information exchange.

The Importance of Data

EHRs, PHRs, and HIEs are pivotal to the successful implementation of pay-
ment reform alternatives and the new models of care. These fundamental
components are only as good as the data they contain. Furthermore, the data
is only as good as how well it reflects the care provided and the manner in
which it was delivered. The strategic importance of data, commonly under-
appreciated, will only become more significant as we implement payment
changes and shift our definitions of care delivery. For example, if payment is
based on conformance to chronic disease protocol, the organization must have
data that illustrates how well it conforms to that protocol.

The need to implement accountability of care, the expansion of technology
from hospital-centric to cross-jurisdictional integrated systems, and the grow-
ing necessity to capture longitudinal data pertaining to a patient, have all led to
an increase in data complexity. Poor quality data will not only limit the useful-
ness of the applications we have discussed but it will hinder financial analysis,
performance measurements, quality measurements, and claims processing,.

Episodic bundling of data requires association of patient encounters by dis-
ease. The encounters will no longer be limited to single clinical settings and will

span the full range of patient services (such as laboratory services, medications,
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office visits, and hospitalizations) across multiple organizations. This expansion
in scope and time frame further increases the complexity of the data.

In Chapter Three we defined four major areas where strategies regarding
data are necessary: (1) defining data to collect for the purposes of analy-
sis, (2) defining data standardization and its use throughout the enterprise,
(3) identification of data management and access technologies, and (4) devel-
opment of organizational mechanisms and functions to manage and improve
data. In this section we explore how changes in payment structure and deliv-

ery systems impact each of these four areas.

Defining Data (for Analysis) To assess the impact of payment reform or health care
reform, organizations will become increasingly interested in understanding costs,
quality, and efficiency of care. The process of defining the data to be collected
will be driven by diverse needs that include the identification of at-risk patients,
the assessment of market share to gauge the impact of new models of care,

and the production of care improvement measures (Glaser and others, 2010).

Defining Data Standardization (for the Enterprise) For data to be useful, an
EHR must have uniform data terminologies, particularly if the data is to
provide measures for analysis such as quality assessment or if it is to be
exchanged successfully across heterogeneous systems; for example, the trans-
mission of an operative not from an acute care hospital to a rehab hospital.

Standardized formats and interfaces for connecting to the HIE will have
to be implemented according to specifications defined by state and federal
initiatives. Reporting of data from aggregate sources depends on standardized
technologies and data sets and reinforces the need for both state and federal

initiatives working in unison to facilitate these common goals.

Identifying Data Management Technologies As mentioned, EHRs are only
as good as the data they contain. If the EHR does not have high-quality
data that is constructed, validated, and accessible to the clinicians, its value
becomes diminished. These technologies must support several classes of
access and analysis activity; a provider’s retrieval of data about a specific
patient, a provider’s management of a cohort of patients, an organization’s
assessment of its care performance, and a public health agency’s analyses of

the health and health care of a population.
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Connecting to an HIE introduces intricacies with regard to the propaga-
tion of changes in data across institutions. Methods to manage propagation

of data and updates to that data will need to be established.

Developing Mechanisms for Data Management Development of organizational
mechanisms and functions to manage data and perform activities designed to
improve the characteristics of the data component of the IT asset.

Data entry is an important aspect of data management. The usefulness of
data for exchange or analysis depends on how data is structured and entered.
This usefulness will require front-end processes that use common data speci-
fications across multiple institutions or interfaces that ensure consistency in
data quality prior to exchange.

Data exchanges across participants in an HIE, as well as the connec-
tion of PHRs to EHRs, will undoubtedly place additional weight on the
importance of data management. Data ownership and privacy concerns
will require the statement of the specifics of terms and conditions that sur-
round privacy regulations, data ownership, availability, and use. Clinician
and patient concerns regarding violations of privacy are significant. These
concerns constitute one of the barriers to adoption of EHRs. Changes in
privacy and security regulations (such as those encompassed in HIPAA) that
address these concerns require changes to data access controls, encryption,
and audits.

Moreover the organization may need to examine its business intelligence
capabilities to ensure its platform (discussed in Chapter Three) possesses the
analysis capabilities necessary for the organization to manage its care across
episodes and multiple organizations and to assess the financial performance

of the organization relative to the new payment models.

THE EFFECT OF HEALTH CARE REFORM
ON GOVERNANCE

Currently most provider I'T governance has a scope defined by the organi-
zation’s boundaries. In the future, governance will have to expand beyond

these boundaries.
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The new care models will require that a provider organization coordinate
care with other provider organizations. Other organizations may vary by type
of patient, and there may be significant coordination with some organiza-
tions and modest coordination with others.

This coordination will lead to data interdependence between these orga-
nizations (as a result of HIEs) and may lead to shared application software
such as collaborative care applications. This interdependency and sharing will
require governance structures that bring together multiple providers to make
decisions on topics ranging from the annual budget and mutually desired
enhancements to shared data and systems.

Deployment of HIEs is highly challenging and demands very coherent
IT strategies. Participation in HIE will demand a shift of I'T strategy where
providers engage in regional and state-wide HIE discussions and implemen-
tations to ensure successful integration of the organization into the greater
network of care delivery. These new governance requirements will need to
address coordination of the IT plans of organizations participating in the
HIE. For example, an EHR upgrade by one organization can have an impact

on other exchange participants.

SUMMARY

The very nature of health care delivery as we know it is experiencing a revolu-
tion. In the midst of a national effort to reign in the chaos of volume-driven,
fragmented, and uncoordinated care (and the high costs associated with
it), health care providers are contending with external pressures to change
the way they deliver care. This change in orientation will have a significant
impact on the organization’s I'T strategy.

The shift to models of care and payment that emphasize quality of care,
care coordination, and accountability across care settings creates a need to
implement quality assessment and reporting tools, interoperable systems, new
data privacy and security frameworks, and new standards and certification
frameworks. Federal initiatives are supporting investment in EHRs in the near
term; in time this support will evolve into penalties for non-adherence. In turn,

state initiatives are supporting the promotion of health information exchange.
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The success of these endeavors depends on the expanded adoption of
HIT functionalities that lead toward more collaborative-ware type applica-
tions, widespread adoption of EHRs, and implementation of HIEs. The
applications that support payment reform and new models of care will need
to realign in response to changes, as there is still much to be learned, and

implementation efforts are still in early stages.

KEY CONCEPTS

Accountable care organizations

Bundled payments based on episodes of care
Clinical decision support system (CDSS)
Fee-for-service

Nationwide Health Information Network
Patient-Centered Medical Home

Regional extension centers

DISCUSSION QUESTIONS

1. Organized health care delivery systems, such as Partners HealthCare
or the VA, have high rates of HIT adoption when compared to
smaller or independent providers. What have current federal initia-
tives to effect HIT adoption in smaller and independent providers

learned from organized health care delivery system strategies?

2. Identify and discuss an effective I'T strategy for an organization seek-
ing to become an ACO. What kind of process changes might this
introduce into the organization? What are the main potential con-

tributors to value loss of such an undertaking?

3. Discuss how your organization’s I'T applications can be leveraged as

foundations to support or advance PCMH-based models of care.
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Population Health

he birth of the public health movement lies in the cradle of industrial-

ization and urbanization. The nineteenth century witnessed an era of
devastating cholera epidemics throughout Europe that spurred early health
professionals into establishing campaigns to address the growing disease
threats and to mobilize public and government action. It witnessed the shift
from an ineffective passive and persuasive approach at both data gathering
and mobilization of action to an increasingly more effective active and com-
pulsory approach. This active and compulsory approach became a trend that
consistently colors the evolution of public health initiatives.

From its inception, public health evidence has been of a numerical
nature, relying on the quantification of medicine. Today, public health is
fundamentally dependent on the development and implementation of
information strategies and technologies. These are in turn dependent on the
widespread implementation and interoperability of integrated databases that
contain necessary, reliable, and complete data.

As clinicians are challenged to leverage emerging scientific and techno-

logical advances in their practice, public health specialists are challenged to
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leverage data and analyses for public health purposes. Information technol-
ogy can help manage the data overload and enable the recognition of bioter-
rorist threats, the outbreak of a new disease, the limited access to health care
on the part of a particular subpopulation, or the tracking of immunizations
at a population level.

Engagement of the health care sector in priorities stipulated by public
health have often been relegated to a second plane of importance as the
immediacy of the patient overrides the potential and future effects of report-
ing to public health agencies. However, the advancement of regional and
data exchanges among health care organizations and public health offices is
an evident federal priority in the health care reform dialogue. The American
Recovery and Reinvestment Act (ARRA), Health Information Technology
for Economic and Clinical Health (HITECH), and Patient Protection and
Affordable Care Act (PPACA) are authorizing federal spending in support of
electronic health record (EHR) adoption and health information exchange
(HIE) development in ways that support public health interests. In particu-
lar, the PPACA establishes a program at the Centers for Disease Control and
Prevention (CDC) that will award grants to assist public health agencies in
the improvement of infectious disease surveillance and response frameworks,
including information systems (Sec. 4304).

Population health monitoring and response is dependent on the inte-
gration of multiple institutions and professions, including epidemiologists,
statisticians, informaticists, public health practitioners, and health care pro-
viders. Health care providers in particular play a fundamental role in public
health as the main source of data and the most effective recipient of the
ensuing analysis for application and public dissemination. Public health
organizations rely on provider and laboratory reporting to bring attention to
clinical indicators of potential disease outbreaks. Public health organizations
will then follow up with the necessary case investigations.

EHRs and health information exchanges are indisputable components in
the technical infrastructure of health care organizations supporting compre-
hensive health care delivery. Population health as a whole requires effective

leveraging of these components and data.
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GOALS OF POPULATION HEALTH

The purview of population health is the prevention, rather than treatment,
of disease through surveillance of cases and promotion of healthy behav-
iors. In addition, it seeks to limit the disease burden of communities and
effect community-wide prevention initiatives in the face of infectious disease
outbreaks.

Public and population health offices include government and research
entities. At the highest levels countries have government public health agen-
cies or health ministries that are responsible for devising policies and pro-
grams to respond to domestic health issues. United States public health
agencies include the U.S. Public Health Service (PHS) led by the Surgeon
General and the CDC. The public health front line is composed of state and
local health departments that are responsible for deploying public health
initiatives, raising population awareness, and enforcing policy.

Public health offices gather data about various measures that are associ-
ated with the health of the public (for example, vaccination compliance,
obesity, and cancer rates) and in turn generate programs, educational and
otherwise, to monitor and address issues of growing concern. Therefore,
public health activities often center on information collection, analysis, man-
agement, and dissemination.

The Institute of Medicine (IOM) report, Future of Public Health in the
21st Century, identifies three core functions of public health:

1. Assessment. The collection of relevant and up-to-date public health
information (for provision to the public, health care providers, and

policymakers)

2. Policy development. The leveraging of data to inform policymakers at

local, regional, and national levels

3. Assurance. The institution of setting goals and priorities to ensure

quality and timeliness of public health services

All three of these functions are enabled or facilitated through connection

of the EHR to public health information systems. For instance, often the
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assessment of population health status is attained through measures such as
surveys, vital statistics reporting, and paper-based systems, none of which
provide real-time data collection capabilities (Kukafka and others, 2007)
for surveillance and event functions. The integration of clinical data sources
(such as the EHR) to support public health interests (such as epidemiologi-
cal and syndromic surveillance) would greatly enhance current systems and

allow for early event detection and rapid response and reporting.

POPULATION HEALTH AND HEALTH
CARE PROVIDERS

Public health information systems have been limited to providing domain-
specific support and to a dependency on the manual, paper-based, and often
voluntary submission of data by health care providers. For instance, a group
focused on epidemiology will gather public health data and keep it in func-
tion-specific formats that cannot be easily accessed by other groups.

Communication between health care organizations and public health offices
has been broadly relegated to the civic good will of physicians and dependent
on the manual submission of forms by clinicians, whose efforts are not tied to
reimbursement. The lack of interoperability between the public health systems
and clinical systems has only served to exacerbate what is already a frustrat-
ing process for health care providers who are often asked to submit the same
information to different offices, each with its own format (Orlova and others,
2005). These manual, voluntary submission standards are prone to duplication
of efforts and incomplete reporting as clinicians selectively report to local health
departments or state health departments (Fine and others, 20006).

Public health forms constitute just one of many documentation demands
on clinicians, and completing these forms may take time away from taking
care of patients. Unless mandated by either law or hospital regulations, public
health forms will be placed secondary in importance to a patient’s immediate
need for treatment and care, much to the expense of public health interests.

In addition to the clinician’s form-filling burden leading to low compliance
rates, Fine and others (2005) identified a gap between pediatric hospital CIOs’

belief in the importance of health care organization compliance with public
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health interests and their own knowledge of reporting requirements. Most
CIOs believed health care organization compliance was very important, but few
understood what the reporting requirements were. This gap exists alongside the
fact that the health care organization maintains electronic data that can contrib-
ute to programs such as communicable disease surveillance or disease registries.

Bidirectional communication between health care providers and public
health practitioners can enable the use of epidemiological data in decision
making; that is, information regarding disease trends can be incorporated
into clinical decision support systems (CDSS) to provide estimates of the
likelihood of disease. Fine and others provide an example of how a health
care organization can benefit from interconnecting with public health sur-
veillance systems by factoring community-level disease trends into clinical
decision support when estimating disease likelihood (Fine and others, 2007).
Fine and others found that epidemiological context improved the perfor-
mance of a clinical prediction rule in distinguishing aseptic from bacterial
meningitis. Investigation has also demonstrated that incorporation of local,
population-level disease incidence of pertussis into decision models supports
the value of integrating large-scale public health data sets with clinical data
to improve diagnosis in clinical practice (Fine and others, 2000).

The use of computerized clinical decision support can also help increase
the screening rates of identified high risk groups. Steele and others (2005)
have shown that the encoding of CDC-published guidelines recommending
screening high risk groups for latent tuberculosis infection by raising an alert

increased the rate of screening by clinicians.

THE EFFECT OF POPULATION HEALTH
INTERESTS ON IT STRATEGY

The health care provider is confronted with four external factors that will

impact its strategic plans for IT:

1. Certification criteria to support achievement of meaningful use by
eligible providers related to the capability of providing electronic sub-

mission of clinical results to public health agencies
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2. Federal and state government laws and regulations requiring elec-

tronic submission of clinical data for public health interests

3. Federal investment in the development of interoperable public health
information systems that will become part of the interoperable infra-
structure of state-based HIEs

4. Research findings that demonstrate use of epidemiological findings has

a positive impact on the quality and efficiency of health care delivery

IT strategy may look like the strategy outcome presented in Table 10.1.

IT Asset

The main users of EHRs are clinicians, and the main purpose of EHRs is
to help manage patient care. EHRs are most commonly touted for allowing
for the coordination of a complex array of services and for the electronic

checks to reduce medical errors. In turn, HIE is generally focused around the

Table 10.1 IT Strategy to Respond to Population Health Interests

Goal IS Initiatives

Increase quality of care by Implement CDSS that incorporates epidemiologi-
incorporating epidemiological cal data from the bidirectional exchange of
findings in clinical diagnosis. clinical data to biosurveillance systems.

Develop automated reporting methods of cases
from lab to infection control practitioners or
directly to public health departments.

Improve physician satisfaction Develop automated reporting capabilities that

by reducing the reporting enable the organization to export clinical and

burden. lab data to biosurveillance systems and disease
registries.

Automate delivery of laboratory data to infection
control practitioners.
Increase compliance with state Incorporate CDC public health guideline recom-
guidelines for reporting cases to mendations and immunization guidelines into
public health offices. clinical decision support system.
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exchange of clinical data between providers of care. However, public health
goals would be well served through thoughtful leveraging of these technolo-
gies and incorporation of the EHR as a component of the public health IT
infrastructure through HIE. For instance, HIE can allow for the integration
of Laboratory Information Management Systems-based laboratory data with
diagnostic data from clinicians to further investigate trends when cases of
infectious diseases are identified.

Chute and Koo (2002) state that public health information should

exhibit the following properties:

¢ Data related to health are collected once in a standard format and

then used for multiple health-related purposes.

* Required public health reprint is done automatically as a by-product
of health care.

* Data collected for one public health function are available and acces-

sible to all public health functions that are entitled to them.

* All applicable data are geocoded automatically at the point of capture.

EHRs and HIEs EHRs and HIEs offer the infrastructure the necessary capabilities
for activities such as early detection and monitoring of infectious disease
outbreaks. For example, electronic reporting would increase the timeliness
of the reports as compared to physicians taking time to report by phone or
fax. The tying of public health information systems to an HIE would yield
better statistics that would allow faster recognition of disease outbreaks.

Without the interoperability enabled by HIE, there can be no horizontal
integration of state or nationwide disease reporting. In addition, HIE enables
the linking of data that provides additional insights necessary for public
health assessments. For example, if physician disease reports were linked to
lab ordering reports, public health specialists would be able to validate trends
between the reports.

The electronic exchange of health care and public health data is
challenged by business policies as well as state privacy and security laws.
However, meaningful use criteria for public health supports incorporation
of HIE capabilities implicit in the functions and services offered in health

departments under the auspices of population health.
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Federal Initiatives and Meaningful Use It is argued that limiting EHRs and HIEs
to encounter-based information is insufficient in providing a comprehensive
view of the health of the population as a whole (Hinman and Ross, 2010).
Current federal policy is elevating population health issues in importance
and providing financial incentives to develop and adopt technologies that
support population health.

In particular, the HIT Policy Committee of the Office of the National
Coordinator (ONC) identified improvement of population and public health
as one of its health outcomes. Meaningful use criteria support the electronic
exchange of three main data sets that include immunizations, reportable lab
results, and syndromic surveillance. Hospital EHRs will need to have the
capability of providing electronic submission of reportable lab results. These
lab results will need to be in alignment with state and local law requirements.
Both hospitals and other health care providers will need to have EHRs that
support the electronic submission of data to immunization registries as
well as the electronic submission of syndromic surveillance data to public
health agencies in accordance with applicable laws. Figure 10.1 illustrates the
exchange of public health data that can be automated between public health

institutions and health care organizations.

Figure 10.1 Health Information Exchanges Between EHR and Public Health IS
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We will be looking at the role of health care organizations in response to
the meaningful use criteria as it applies to population health and to advance-

ment of the following public health initiatives:
* Disease monitoring and surveillance
* Chronic disease

* Immunization registries

DISEASE MONITORING AND SURVEILLANCE

Public health organizations strive to reduce the impact of infectious diseases
and therefore to reduce the morbidity and mortality associated with these
diseases. The foundation of public health surveillance and disease control
lies primarily on effective communicable disease reporting and secondarily
on analysis of surveillance data and integration with decision support. Pub-
lic health surveillance is important in maintaining a baseline reference of
endemic diseases (whose presence is constant within a certain geographic
area or population) and for rapidly identifying epidemic diseases (that spread
rapidly in a particular geographic area or among a particular population).
There are two types of surveillance: passive surveillance, where clinicians and
laboratories report information to public health organizations, and active
surveillance, where the public health organization takes direct action in col-
lecting the information.

Surveillance systems rely on the clinical data that is collected at hospitals,

emergency departments, and laboratories. Data can include the following:

* Changes in the frequency of outpatient visits (potentially represent-

ing an increase in population-wide, flu-like symptoms).

* Results of and changes in the rate of submissions of clinical lab tests.
(For example, an increase in the submission of stool samples might

indicate a gastrointestinal disease outbreak.)

* The request of certain medications that indicate the presence of a
disease. (For example, Rifampin, Ethambutol, and Streptomycin in
combination will highlight a case of tuberculosis that might require

investigation.)
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State-level initiatives aimed at increasing control over infectious diseases
implement laws, regulations, guidelines, and mechanisms for the reporting
of specified diseases diagnosed in inpatient and ambulatory settings such
as emergency departments. Laboratories must also report identified cases
of communicable diseases. As mentioned previously, these mechanisms are
largely manual and rely on the completion and submission of state-based
communicable disease reporting forms. The timeliness of the reporting
(based on guidelines as to the time between diagnosis and report submission)
is critical to identification and mobilization of response efforts.

The CDC often relies on voluntary reporting by health care providers,
laboratories, vital statistics offices, and state health departments to main-
tain a national picture of certain diseases. Data reporting to the CDC and
state health departments is often achieved through transmission of files via
Internet uploads or fax. For example, the Influenza Division of the CDC
created an Influenza Provider Surveillance Network in which sentinel provid-
ers (such as state departments) report laboratory-confirmed seasonal influ-
enza cases.

In 2009, in response to state mandates on lab reporting, Partners
HealthCare Systems built a high-volume interface to enable high volumes
of data and test results on reportable diseases (such as STDs, tuberculosis,
and gastrointestinal diseases) from five of its affiliates to the Massachusetts
Department of Public Health (MDPH). The MDPH created a Web service
hospitals could call to transmit their data. Partners built an automated solu-
tion leveraging its existing lab data repository and in-house expertise of a
third-party vendor platform. A rule engine sifts through the lab data and
reports only on those results that match the data that is associated with com-
municable diseases. With this solution Partners is able to send updates every
three to eight hours and achieve near real-time automated reporting and
processing on the order of 250,000 messages each day. An average of eighty
messages each day are passed from all Partners sources on to the MDPH.
This allows MDPH to get the earliest possible warning on potential epi-
demics without increasing clinician reporting burden, to streamline the
intake in a central repository, and to improve the reliability of the reporting

received.
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CHRONIC DISEASE

Chronic diseases are the leading cause of disability and death across many
states. Population health interventions may focus on multiple factors that
contribute to chronic diseases, such as tobacco use and socioeconomic and
clinical factors. The first step lies in identification and education of chronic
disease-bearing subpopulations (Kukafka and others, 2007). Current fed-
eral support for chronic disease programs includes establishment of support
through the PPACA to expand and enhance the epidemiology of Congestive
Heart Failure (CHF), including organization of a National Congenital Heart
Disease Surveillance System (Sec. 10411).

Health information systems can have significant impact on population
health initiatives surrounding chronic disease patients. Chapter Six describes
a few Partners initiatives undertaken by the disease management team of
its high performance medicine framework that illustrate how clinical infor-
mation systems provide for the effective identification and management of

chronic disease patients.

IMMUNIZATION REGISTRIES

The CDC maintains immunization practice guidelines that are annually
reviewed by the Advisory Committee on Immunization Practices and that out-
line the recommended vaccine schedules for children and adults. Figure 10.2
illustrates one such schedule for persons aged zero through six years of age
for 2010. Moreover, most state public health offices require the reporting
of immunizations to patients less than nineteen years of age. Health care
providers respond to state-level mandates of health code reporting require-
ments. Billing or clinical information systems may be leveraged to extract
the necessary data, although this is often achieved through the submission of
forms, electronic or otherwise.

Multiple public health initiatives exist whose goal is to maintain pop-
ulation immunization information systems. These registries maintain
immunization status and records of its members. Although many immu-

nization information systems have some degree of ability to interact with
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Figure 10.2 Immunization Guidelines Example

Recommended Immunization Schedule for Persons Aged O Through 6 Years—United States * 2010
For those who fall behind or start late, see the catch-up schedule
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children except certain high-risk groups certain high-risk groups
EHRs through weekly batch uploads, few do so seamlessly in real time
(Hinman and Ross, 2010).

Incorporation of an HIE into the framework of the state health infor-
mation system allows for the centralization of immunization records and
automates the process of updating immunization events for a given patient.
In turn, providers benefit, as they no longer have to handle immunization
record requests. At the state level, the benefit lies in elimination of prevent-
able diseases in the state as well as elimination of overimmunization.

The CDC guidelines have been identified as prime targets for dissemina-
tion into EHR systems as electronic alerts (Rippen and Yasnoff, 2004). As of
May 2010, at the Brigham and Women’s Hospital (BWH) and Massachusetts
General Hospital (MGH) outpatient EHR, the Longitudinal Medical Record
(LMR) had incorporated CDC guideline alerts for immunization schedules.
The LMR provides a link with direct access to all CDC-recommended vacci-
nation schedules based on age group. In addition, CDS implements rules for
flu vaccines and pneumovax status, highlighting suggested actions for clini-
cians. For example, if a patient older than sixty-five years of age is identified
to be at high risk and has not received a pneumovax vaccine, the clinician

will be reminded upon login to the patient’s record in the LMR.
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SUMMARY

Health care reform efforts recognize the importance of population health in
ensuring the overall health care of the country. This is evident in many of the
initiatives that authorize spending and in the inclusion of health information
interoperability with public health organizations.

The integration of provider EHRs with laboratory and population health
information systems will facilitate real-time reporting, giving investigators of
disease outbreaks the necessary lead time to roll out disease control efforts
and education campaigns.

Health care organizations will need to implement EHR functionality that
supports population health interests and to evaluate the beneficial impact of

bidirectional data exchange.

KEY CONCEPTS

Disease monitoring and surveillance
Immunization registry

Laboratory information management systems
Meaningful use

Office of the National Coordinator

Public health

DISCUSSION QUESTIONS

1. Strategy evolution, Phase II of IT implementation efforts, has three
major classes of activity: continuous improvement of processes, lever-
aging of data, and system extension. Discuss ways that Phase II of
recent I'T implementations can be directed to address public health

interests in your organization.

2. The characteristics and capabilities of the various components of the IT
asset change in relative importance based on the nature of the IT under-
taking. What characteristics and capabilities are especially important to

an organization that must increase its emergency preparedness?
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Synthesis of Information
Technology Strategy

The chapters in this book have covered two major areas.

Chapters One through Five (the first area) discussed the broad
range of IT strategy and reviewed the linkage of organizational strategy to
the IT strategy, the IT asset, organization-centric IT characteristics and capa-
bilities, and IT strategy considerations.

Chapters Six through Ten (the second area) examined specific examples
of IT strategy. These examples largely drew upon the experiences of Partners
HealthCare and covered high performance medicine (HPM), personalized
medicine, service-oriented architecture (SOA), health care reform, and popu-
lation health. Each of these chapters touched on aspects of the material cov-
ered in Chapters One through Five.

In this chapter we bring these two areas together, and compare the exam-
ples using the IT Strategy Scope framework illustrated in Figure 1.1, where the
core focus of the IT strategy is the I'T asset (applications, infrastructure, data,

and IT staff) represented by the inner circle, contained within the capabilities
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and characteristics that enable organizations to be effective in their IT
pursuits (IT governance, IT relationships, innovation ability, and change
management) represented by the middle circle. These two areas are in turn
contained within the conclusions and considerations for IT strategy (the
need for complementary strategies, the need to manage IT-enabled value
into existence, and the nature of I'T as a source of competitive advantage)

represented by the outer circle.

IT ASSET

All of the examples discussed in Chapters Six through Ten had to address all
components of the IT asset because changes to the IT asset are the central

outcome of IT strategy development.

Applications
HPM pointed to the need for an electronic health record (EHR) and for

medication administration systems. SOA addressed application characteris-
tics of agility and integrability. Personalized medicine determined that Gate-
way for Integrated Genomic-Proteomic Applications and Data (GIGPAD)
needed to be created. The work on new care models identified the need for
disease registries and collaboration software.

In general, the application asset discussions for each example focused on
supporting core processes, such as medication ordering or care coordination.
The SOA example also had a process orientation, but it viewed processes as
having distinct elements and common elements and as using services to sup-
port the common elements. For example, the processes of procedure order-
ing and population management have distinct application capability needs,
but both need to have access to a patient’s medication list.

In several cases the strategic discussion led to a decision to internally
develop the applications. This decision occurred when it was determined
there was limited understanding of the mature form of the application
and that achieving maturity would involve a series of prototypes and early
efforts that would evolve based on feedback and real use. This limited

understanding applied to personalized medicine but did not apply to several
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systems implemented through HPM, such as Computerized Physician Order
Entry (CPOE) for community hospitals.

In two cases the application strategy focused on partnerships. SOA lever-
aged a codevelopment relationship with Siemens. For personalized medicine,
i2b2 created open source software that is now used by several dozen aca-
demic health centers. In both cases the application asset strategy discussion
concluded that applications would achieve maturity faster if the financial
resources and expertise of others could be brought to bear.

One way to determine the strategic importance of a specific application
is the number of times that application appears as an important contributor
across diverse strategies. All of the examples require implementation of the
EHR, and the EHR is an important contributor to all of the examples.
On the other hand GIGPAD’s contribution is confined to one strategic
example. The centrality of the EHR means it should receive a healthy
amount of organizational I'T resources. The centrality also means governance
of the future direction of the application will be challenging since a lot is

being asked of the application.

Infrastructure

Personalized medicine identified computational clusters and very large stor-
age capacities as essential to achieving the goals of the research component
of the strategy. HPM discussions highlighted the importance of a very high
reliability and high performance infrastructure given the increased depen-
dence of care provision on these systems. The SOA effort determined there
was a need for system software that could manage the security and version
control of services along with technology to support the messaging between
services.

At times a specific IT strategy does not point to an unusual or material
change in infrastructure capabilities and characteristics. However, when these
changes are identified they are often diverse across strategies. For example,
SOA requires integrability, personalized medicine requires potency, and
HPM requires reliability. An overall infrastructure challenge can be deliver-
ing targeted infrastructure capabilities and characteristics without having to

require that all of the infrastructure address that need. For example, although
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IT Staff

personalized medicine may require high performance computing, a depart-
mental application does not, and it would be expensive and pointless to

supercharge the departmental application.

HPM required the addition of I'T staff to provide EHR-centric workflow
analyses, application development, support, and training. Personalized medi-
cine required the recruitment of staff with a reasonable understanding of
genomics and a core of medical informatics and bioinformatics talent.

SOA necessitated staff who understood the concepts and technologies in
the SOA space. In addition, SOA was very dependent on medical informatics
staff who could guide the design of services such as a medication service. (For
example, how should families of medications and medication ingredients be
represented in our applications?)

The staff asset discussion may note that, although all staff are important,
some staff are more important than others. While not explicit in the discus-
sion of the examples, four classes of staff have elevated importance to the

organization:

1. Staff who are applied across several strategies. For example, medical
informatics staff were important contributors to all of the examples

cited in Chapters Six through Ten.

2. Those staff members who would be regarded as the chief smart persons
in a domain that is strategically important. In the examples, a small
number of people provided the intellectual and creative IT leader-

ship for the initiative.

3. Staff who are very skilled at managing complex initiatives. Strategy is
important, but execution can be more difficult. Staff who can man-

age great ideas into existence are essential.

4. Managers who inspire, lead, and manage well are essential if the over-
all IT asset is to be defined correctly, planned for, implemented, and

evolved.
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Data

The data asset was a factor in all the examples. However, the focus of the data
strategy was diverse. SOA was concerned with the vocabularies and opera-
tions on the data (for example, retrieve data, which would be performed in
data-oriented services such as allergy identification, prescriptions, problems
list, and immunization services).

Personalized medicine examined conventions for storing genomic and
proteomic data. This initiative is also beginning to grapple with the chal-
lenge of changes in data meaning over time. For example, the importance
of a mutation, previously captured from a patient, may not be known until
years later when new discoveries emerge from clinical research. How does one
handle new insights into data meaning that occur over long periods of time?

As was discussed in Chapter Nine, episode and bundle payment mecha-
nisms place a significant importance on data with regard to care costs, qual-
ity, and safety. This data must often be integrated across the boundaries of
provider organizations.

The various strategies covered the gamut of the data asset; change in data
models (to address change in reimbursement), development of vocabularies and
data structures (for SOA and personalized medicine), and the expansion of the
boundaries of data to include new types of data (adding clinical decision support
rules as a class of data for HPM). Although the range of impact on the data asset
was wide across the examples, the overall core outcome was the very significant

elevation of the strategic importance of data in the eyes of the organization.

IT-CENTRIC ORGANIZATIONAL
CHARACTERISTICS AND CAPABILITIES

All the specific examples of IT strategy had to establish the basic elements
of governance. A committee provided oversight of the initiative and pri-
oritized projects, addressed issues and problems, refined the direction of the
initiative, and communicated with others. In every example, individuals were

appointed who had accountability for management of the initiative.
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The scope of the governance structure was diverse and was largely deter-
mined by the near- and intermediate-term contribution of the initiative to
the organization’s strategy and its impact on current operations.

HPM touched the daily life of virtually all physicians and nurses at
Partners. Hence the HPM Executive Committee was composed of clinical
quality leaders who engaged in frequent consultation and communication
with a diverse set of clinician leaders and leadership forums. The HPM com-
plementary strategy (discussed in Chapter Five) of managed care contract
incentives and eventual mandated use of the EHR involved discussions with
the Partners Board given the impact of these decisions on payer relationships
and medical staff relationships.

On the other hand, the SOA initiative centered on a rearchitecting of
Partners clinical information systems that included replacing current clinical
databases and interfaces with services. Although the results of the rearchitect-
ing were visible to clinical staff, the effort had limited direct impact on pro-
vider workflow or income. As such, the governance of SOA was composed
of the IT chief technology officer (CTO), chief information officers (CIOs)
from several of the Partners member hospitals, and technology and medical
informatics leadership. And although the SOA program was discussed by the
board and in a wide range of internal forums, governance was limited to
the IT organization.

The governance approach was also influenced by formulation of the
HPM strategy to improve care delivery. As such, the composition of gov-
ernance forums and leadership were largely drawn from the medical and
nursing staffs. SOA was formulated as an application characteristic and infra-
structure retooling. Hence the SOA effort was managed by the Partners chief
technology officer. Personalized medicine had a person responsible for the
research component (depicted in Figure 7.3) and another person responsible
for the clinical component. This represented the formulation of personalized
medicine as a parallel but intertwined strategy of advancing research and
patient care.

The scope and extent of necessary change management varied across the
examples. SOA required changes in the skills of IT developers and analysts

and the staff that supported systems software. Personalized medicine (at the
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time of the writing of this book) had not made its way broadly into the
routine provision of care. Both of these examples (SOA and personalized
medicine) involved modest and zarrow change management.

HPM touched the work life of the vast majority of clinicians. However,
HPM was accompanied by somewhat modest process redesign. Although
the introduction of the EHR did require extensive communication with pro-
viders and the training and support needed to acclimate to the EHR, the
change effort did not require extensive process change, organizational rear-
rangements, and role alteration.

Accountable care organizations (ACOs) and other new care models are
likely to require extensive change management. ACO formation generally
involves the strengthening of physician skills and capabilities for managing
populations of patients. Decisions may be made that shift care responsibili-
ties from physicians to other health professionals. Providers who previously
have had loose referral relationships may form more integrated relationships
involving shared risk. These kinds of changes are deep and difficult, placing

a material emphasis on change management.

GOVERNING CONCEPTS

The governing concepts applied to the formulation and implementation of
the IT strategies in the examples were critical and diverse.

HPM is an example of a traditional but important concept that IT can
be leveraged to improve the quality, safety, and efficiency of inpatient and
outpatient care processes. HPM led to the use of decision support logic to
reduce medication errors. Data that is generated by an EHR can be analyzed
to understand variations in care and identify best practices. This overall con-
cept is widely embraced by the health care sector.

HPM was also founded on the principle of targeted, incremental, and
ongoing improvement of care. Several provider organizations will use IT in
an effort to achieve relatively quick, broad, and deep care transformation.
Implementation of an EHR is accompanied by (and generally led by) an
organizational effort to transform care across all care settings and across a

large set of care processes.
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HPM, in contrast, established a foundation of outpatient EHRs and
inpatient CPOE that did not attempt to simultaneously effect broad change.
Rather, HPM focused on installing an IT foundation (see Chapter Six) upon
which a never-ending series of care improvements could be initiated. HPM
provided an initial set of efforts targeted to specific care improvement goals,
such as to reduce the cost of medications.

HPM involved choosing between the governing concepts of broad trans-
formation versus an ongoing series of targeted improvement efforts that lev-
eraged an electronic health record foundation.

SOA was based on the governing concept of applications as collections of
components or services. Moreover, SOA envisioned the integration of appli-
cations as being based on the shared use of a core set of data-oriented services
(for example, a problem repository) and logic-oriented services (for example,
comparing two medication lists) as distinct from the alternative approaches
to achieving integration by using a common application suite or by relying
extensively on interfaces.

Personalized medicine noted that care will be increasingly based on knowl-
edge of a patient’s genome and proteome. However, the personalized medicine
IT strategy also recognized that use of personalized medicine in care delivery is
very early and there is much that is not known. For example, there is limited
understanding of how to present a series of genetic test results to the physi-
cian, and the coding conventions for proteomic data are not standardized.

As a result, the personalized medicine initiative was framed as experimen-
tal with initial efforts involving tight linkage between researchers, clinicians,
and informatics staff; partnerships were pursued to assist with funding and
the provision of needed expertise. A significant portion of the I'T work was
based in an academic group and involved medical informatics and bioinfor-
matics staff who had significant academic training and rea/ clinical, research,
and operations experiences.

These examples illustrate the exceptional power of governing concepts.
A view of care improvement through IT as a quick, broad, and deep set
of changes would have resulted in a very different HPM formulation and
implementation set of strategies. A view of applications as monolithic suites

would have not led Partners to embrace SOA.



Synthesis of Information Technology Strategy 235

Governing concepts tend to revolve around two major axes. The first is
the interpretation and understanding of factors external to the organization.
Medical practice based on knowledge of a patient’s genome is interpreted to
have a potentially dramatic impact on care delivery. The information tech-
nology industry is seen as moving to SOAs.

This interpretation requires that the organization identify reasons a fac-
tor has importance. Concerns about health costs and quality will lead to
greater societal demand for accountability, and therefore ACOs are likely
to become fixtures of the health care sector. Application agility and
integrability will increasingly be critical characteristics as the organization
tries to do more with IT in a constrained budget environment.

The second axis is the nature of the organization’s approach to the first
axis. The organization can decide that it must experiment and learn since the
external factor is not well understood and the organization has the time to
learn. Or the organization can decide to wait until maturity arrives and then
pursue its plans.

The organization can decide that deep change is best accomplished incre-
mentally, or it can decide that it must move quickly and decisively. Either

choice of change reflects a belief about how best to accomplish change.

COMPLEMENTARY STRATEGIES

Complementary strategies center on creation of an organizational capability
or external environmental context that enables or supports a strategic IT
initiative to succeed.

The complementary strategies in the examples were diverse. HPM initiated
changes in payer incentives to physicians, encouraging them to adopt EHRs.
Personalized medicine and SOA leveraged existing Partners business develop-
ment capabilities to help form external partnerships. A provider desiring to be
a Patient-Centered Medical Home could decide to actively support state HIE
efforts, since data exchange capabilities are essential for these homes.

There are several categories of complementary strategies. One category
focuses on increasing the financial reward or business or clinical value from

the IT initiative. Increasing reimbursement for EHR and leveraging business
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development skills to provide royalty or equity upsides to codevelopment
arrangements are examples. Any organizations or individuals are interested in
a financial return from their investment, and the return can be a significant
motivator for those who must bear the expense and difficulty of I'T imple-
mentation and use.

A second category centers on improving the efficiency or #ime to market
of the strategy. Formation of the New England Healthcare EDI Network
(discussed in Chapter Five) created a collaboration that developed an insur-
ance transaction exchange infrastructure. This collaboration reduced the costs
of all participants through amortization of the infrastructure costs and the
reduction in coordination effort. The collaboration also enabled the develop-
ment of exchange capabilities to move faster since conversations took place
in one forum rather than in many forums.

The third category emphasizes the ability of the initiative to innovate.
Establishing the personalized medicine initiative as a joint academic and
clinical undertaking brought academic collaborations and openness and deep
investigator and industry talent to the initiative. This academic tone and
culture encourages experimentation and innovation. Personalized medicine
is an example of an IT strategy where progress is needed, but the mature
form of the initiative is unclear and the path to that form is uncertain.
Experimentation will be necessary as the organization evolves incrementally.

A fourth category would focus on removing significant barriers to the IT
strategy. These barriers can be diverse. Limitations in information technology
may hinder a strategy. For example, the processing and storage demands for
research into the genomic bases of disease can be startling. The high costs
of medical devices for home use can prevent widespread use of these tech-
nologies for chronic disease management. In cases such as these, partnerships
with industry can strive to create the next generation of technology.

Regulations can serve as barriers. For example, until recently it was illegal
in several states to sign a prescription electronically. In some states patients
have no legal right to see a copy of their medical records. These regulatory
and legal barriers may need to be removed or mitigated, and a complemen-
tary strategy can involve the organization working with other organizations

with similar needs to effect changes in the law.
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The presence or absence of a sufficient installed base of applications can
also serve as a barrier to the fulfillment of IT strategy. Population health
interest in faster access to data from physician practices is currently hindered
by the low adoption of EHRs. Therefore, the population health community
was very active in promoting its needs as items in the initial definitions of

meaningful use.

STRATEGY EVOLUTION

All of the examples demonstrate strategy evolution. HPM moved from
implementation to effective use of EHRs. Personalized medicine is beginning
to move from experimentation to introduction in clinical settings such as
oncology. SOA is moving from service creation to service implementation.
Strategy evolution results from a small number of factors. At times the
evolution is a consequence of a strategy having gone as far as it can go.
The organization asks itself, “Now what?” The strategy evolution situation
discussed in Chapter Five is an example of the accomplishment of one
strategy and the creation of that strategy’s successors. Once EHR imple-
mentation has been completed the organization moves on to strategies that
leverage that accomplishment through care improvement, secondary use of
data, and heightened emphasis on engaging the patient in the care process.
At times the organization’s context influences its evolution. For example,
the SOA strategy reflects a broad information technology industry movement
toward service-oriented architectures. IT suppliers were offering technologies
that supported service creation and management. Diverse industries such as
banking, transportation, and retail were discovering ways to use services to aug-
ment their legacy IT investments. This industry context brought an understand-
ing of the potential gains of using SOA that could be realized by Partners.
Accountable care organizations and new care models are an outcome of
efforts by the health care sector to establish new care provision arrangements
and reimbursement systems that would lead to material gains in care effi-
ciency and quality. With a broad industry movement along these directions,
in some ways Partners had no choice but to develop strategies that enabled it

to move with the health care tide.
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Advances in science were illuminating the relationship between people’s
genetic makeup and their likelihood of disease and treatment response. These
broad and profound advances highlighted an evolutionary opportunity.

Evolution will also occur because the organization learns as it imple-
ments its strategy. Some initiatives will be successful, whereas others will have
limited value. Management, monitoring the progress of its strategy, will alter
its course. Generally course corrections are tactical. At times, however, course
corrections are more substantive and will require new strategies. Such strategy
evolutions can result from initially imperfect strategies or can occur when the
organization learns it does not have the competencies needed to execute its

original plan and needs to find a plan that plays better to its strengths.

THE REALIZATION OF IT-ENABLED VALUE

In all of these examples IT-enabled value was being pursued. The value was
diverse and included reductions in medication errors, increases in efficiency
of reporting to public health agencies, and enhancements in care quality
analyses.

This diversity was largely centered on improving organizational perfor-
mance, including tangible and intangible improvements in core processes
and information management. However, a central focus of the IT strategy
examples was increasing organizational competence in realizing value from a
particular class of IT.

Implementation of the outpatient EHR established a foundation that
would enable Partners to be more effective and efficient in effecting an
ongoing set of improvements to care quality, safety, and efficiency. SOA was
intended to improve the ability of Partners to integrate applications and effi-
ciently develop new applications. Personalized medicine established a port-
folio of clinical and research applications and infrastructure that would allow
Partners to be more effective in obtaining research grants and tailoring its
care based on information about a patient’s genome.

Just as a strong IT asset can enable the organization to be more effec-
tive across a wide range of I'T undertakings, many IT strategies have a dual

intention: to provide near term gains in performance and to increase targeted
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organizational I'T competencies that can be leveraged in future initiatives.
For example, SOA enables Partners to not only achieve near term improve-
ments in application integration but also to be more competent in minimiz-
ing the cost and time of future application integrations.

At times the organization will decide to be an early adopter of technol-
ogy or to pursue an IT initiative for which there is little industry experience.
Why would they do this? Being an early adopter is expensive. The organiza-
tion learns the hard way about the maturity of the technology and about the
ability of the technology to provide value. Those organizations that are fast
followers or late adopters have the benefit of learning from the pioneers and
of avoiding many of the pioneer’s mistakes.

There can be a strategic value to being an early adopter. In the examples,
the pursuit of SOA and personalized medicine are examples of early adoption.

Early adoption can be intelligent when the following criteria are satisfied:
* The technology or its use holds great strategic promise.

* The organization seeks to mold the direction of the technology
(which it can so long as the technology is immature and so long as it

is assisted by industry and grant partnerships).

* The organization desires to attract a nucleus of talent (that finds the
innovation to be exciting and professionally rewarding) and to begin

to develop experience and expertise with the technology.

The organization has decided competence in an IT area is strategically
critical and, by being an early adopter, the organization will have an advan-
tage if it can attract the necessary talent, mold the direction of the technol-
ogy, and acquire competency before others do. The value of this competency
can dwarf the value achieved by near term improvement in processes and
information management.

This type of value must be managed if it is to be sustained. For example,
pursuing the acquisition of in-house innovative competencies will require
implementation of talent retention strategies once the technology reaches a
level of maturity and begins to be adopted by other organizations.

In addition, the organization that decides to be an early adopter of a tech-

nology can improve the strategic value of this initiative through complementary
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strategies. The creation of business development capabilities that engage in
intellectual property and venture activities will allow the organization to fur-
ther leverage the value of innovative technology. For example, an organi-
zation that succeeds in molding the direction of an innovative technology
might decide to engage in licensing strategies or to develop a monitoring
program to identify new, related patents before launch.

Finally, leveraging this type of value may involve strategy evolution. For
example, the organization might decide to leverage its nucleus of talent by
providing consulting services to organizations that are fast followers (or late

adopters) and are seeking to learn from the pioneer’s experience.

IT AS A WAY TO ENHANCE
COMPETITIVE POSITION

An important strategic understanding sat at the foundation of the strategy
of HPM. Although Partners HealthCare will always strive to be efficient and
reduce the costs of the care it delivers, it will never be the lowest cost provider
in its service area. If nothing else, Partners research and teaching missions
will require that it bear costs for which it may never be fully compensated.
On the other hand, Partners has a reputation for very high-quality care, a
reputation that has been earned by its founders, Brigham and Women’s Hos-
pital and Massachusetts General Hospital.

In addition to specific care improvement goals, such as improving
medication safety, the HPM investments were targeted to provide the I'T
foundation necessary to engage in process changes needed to effect ongo-
ing improvements in quality (for example, managing patients with complex
chronic diseases). In addition, HPM emphasized expanding the ability of
Partners to acquire and analyze data on its care quality that would lead to an
understanding of where to focus the next wave of care improvement efforts.

Partners would remain competitive if it were able to strengthen (and
prove) its reputation for quality. HPM was envisioned as advancing that
position.

SOA was envisioned to enable Partners application development to move

faster and be more efficient due to the reuse of specific services for new
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applications. Such speed and efficiency gains should enable it to be more
competitive in applying IT strategically.

In a similar fashion, personalized medicine foresaw the implications of
care based on knowledge of a person’s genome and proteome. Diagnoses,
predictions, and treatments based on this information could enable extraor-
dinary improvements in care quality and efficiency. Therefore, an early
investment in this area was seen as strengthening the competitive position.

Moreover, increasingly large amounts of federal government- and indus-
try-sponsored research were being directed to support understanding of the
relationships between the genome and proteome and between disease and
treatment efficacy. For Partners to remain a competitive research organiza-
tion, it would need to invest in the related research infrastructure.

Personalized medicine also had a unique ability to provide a competitive
opportunity by leveraging the synergy between patient care and research.
For example, Partners faces competition from community hospitals that
often deliver terrific secondary care for lower costs. The majority of Partners
patients need secondary and not tertiary care. Therefore, it faces very real
competition for most of its patient care business. Partners also faces com-
petition from independent clinical research organizations. These organiza-
tions can often conduct this class of research faster and for less money than
Partners can.

In some ways Partners does not have differential competitive assets for
the delivery of most patient care and the performance of an important class
of research. However, if Partners can effect a synergy between its care and
its research it would have a differential asset. Community hospitals do not
perform research. Clinical research organizations do not perform care.

Personalized medicine (as seen in Figure 7.3) is based on an effort to
effect a synergy between care delivery and clinical research where leveraging
EHR data reduces the cost and increases the rapidity with which research
is conducted. The rapid transfer of research knowledge into routine prac-
tice could enable care quality and efficiency to be significantly higher.
Personalized medicine represents an effort to become more competitive
through the creation of process and data synergy between core capabilities

and assets.
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SUMMARY

Across a range of IT strategy examples one sees the linkage of the organi-
zation’s strategy to its I'T strategy, initiatives designed to alter the IT asset,
efforts to improve organization-centric capabilities and characteristics, and
the judicious use of strategy considerations developed from the lessons of
others.

One also sees significant diversity across these strategy examples. All of
the examples required governance, but the governance approaches were dif-
ferent. Governing concepts were very important for most of the examples,
but the concepts were diverse. Some examples involved significant technical
infrastructure change while others did not.

IT strategy development will never be a cookbook exercise. The ability
of IT to be effectively applied across a very wide range of strategies, contexts,
and organizational needs means that the strategic application of information
technology in health care organizations will always require skill, thoughtful-
ness, and art. Nonetheless we hope the discussion of the framework and the
strategy examples introduced at the beginning of this book provide insight
and hope and significantly improve the ability of the health care field to use

IT to improve care.

DISCUSSION QUESTIONS

1. Compare and contrast the I'T asset strategies that might result from
an organizational strategy of becoming an accountable care organiza-

tion with a strategy to become a low-cost provider of care.

2. Compare and contrast the I'T change management and governance
requirements of an organizational strategy to form an integrated
delivery system that has high degrees of process and data standardiza-
tion across all aspects of care, versus a delivery system that emphasizes
local autonomy except for high degrees of standardization for oncol-

ogy and cardiac service lines.
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3. Compare and contrast the possible evolution of a provider’s I'T strat-
egy in a reimbursement climate that tightly regulates provider pay-
ment with a reimbursement climate that makes the patients shoulder

a very large portion of the costs of the care they receive.

4. Compare and contrast how a small community hospital might use
information technology to improve its competitive position, versus
how a large academic medical center might use IT to pursue a stron-

ger competitive position.
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GLOSSARY

Accountable care

organizations
Application system
characteristics
Bundled payments

Change management

Chief information

officer

Complementary

strategies

Models of care that foster integration and coordination of
care across providers and settings while promoting account-

ability for overall care of the patient.

Properties that applications should possess (for example,
supportability and agility).

Payments that assign a price for all services delivered to a

patient during a defined episode of care.

The ability to manage significant change in organizational

culture, processes, and/or business models.

The executive who is responsible for leading the
organization in its efforts to apply information technology

to advance its strategies.

Organizational initiatives that do not inherently involve

the IT asset but are needed for the IT strategy to succeed.
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248 Glossary

Data characteristics

Factors contributing

to effective IT use

Formulation

Governing concepts

High performance

medicine

Implementation

Information technology
asset

Internal organizational
characteristics and
capabilities

IT as a way to enhance

competitive position

IT governance

Attributes that the organization’s data should possess (for
example, accuracy and timeliness).

Organizational factors that facilitate organizations in
developing remarkable I'T prowess; factors include leader-
ship, the relationships between the IT department and the
rest of the organization, and the ability to innovate.
Decisions about the mission and goals of the organiza-
tion and the activities and initiatives it will undertake to
achieve them.

How the organization views a particular I'T challenge or
opportunity.

A Partners HealthCare initiative to improve the quality
and effectiveness of medical care. This framework is made
up of five teams, each of which holds responsibility for
meeting one of five core strategies.

Decisions about how an organization structures itself,
acquires skills, establishes organizational capabilities, and
alters organizational processes to achieve the goals and carry
out the activities defined during the formulation of its
strategy.

The core focus of IT strategy (includes applications,
technical architecture, data, and the IT staff).

IT-centric organizational attributes that have a significant
influence on the effectiveness of an organization in
applying IT.

The identification of goals in ways that are materially
superior to the ways that a competitor has defined them,
and the development of ways to achieve those goals and
capabilities that are materially superior to the methods
and capabilities of a competitor.

The distribution of the responsibility for making I'T deci-
sions, the scope of the decisions that can be made by dif-
ferent organizational functions, and the processes to be

used for making decisions.



IT staff strategic

components

IT strategies based on
assessment of strategic

trajectories

IT strategies based on
continuous improvement
of core processes and

information management

IT strategies based on
examination of the role

of new technologies

IT strategy derived
from organizational

strategies

Linkage

Patient-Centered
Medical Home

Personalized medicine

Public health

Realization of
IT-enabled value

Glossary 249

Areas of the IT staff that require strategy; attributes of the
staff, core staff capabilities and competencies, and organi-

zation of the staff.

Deriving the IT strategy from a review of long-term visions

for the organization.

Deriving the IT strategy from assessments of core process

performance and gaps in information needs.

Deriving the IT strategy based on the potential contri-

bution of new information technologies.

Deriving the IT strategy directly from the organization’s

goals and plans.

Ensuring the organization develops its information tech-
nology (IT) goals, activities, and plans in a way that
leverages the organization’s ability to carry out its overall

strategies.

Model of care that facilitates partnerships between all

providers involved in the patient’s care delivery.

Use of a patient’s genetic and molecular characteristics for
the diagnosis and treatment of disease that allows for the
identification of treatments targeted to the uniqueness of

each patient.

The practice of preventing disease and disease-burden of
communities through surveillance, promotion of healthy
behaviors, and community-wide disease outbreak preven-

tion and health access initiatives.

Steps that organizations should take to ensure the IT
investment delivers the desired gains in organizational

performance.



250 Glossary

Service-oriented

architecture

Strategic vectors

Strategy

Strategy evolution

Technical architecture

capabilities

Technical architecture

characteristics

An approach to putting together applications that views
applications as composites of reusable application pieces.
These pieces perform a well-defined function and have
well-defined specifications for integrating that piece with

other pieces.

Different perspectives and approaches used by the organi-

zation to determine its I'T investment decisions.

The determination of the basic long-term goals and objec-
tives of an organization, and adoption of the course of
action and the allocation of resources necessary to carry

out those actions.

The change in IT strategy that will occur over time because
of changes in the environment, completion of current

strategies, and organizational learning.

Attributes of the infrastructure that can be leveraged by a
wide range of applications or represent a narrow but sig-

nificant addition to what one can do.

Properties that the IT infrastructure should possess (for

example, reliability and supportability).
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