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Foreword

Electronic voting has a young, but attractive history, both in the design of
basic cryptographic methods and protocols, and in the application of commu-
nities who wanted to be in the vanguard of new technologies. Even before 2000,
when ICANN was elected Internet-wide by e-mail, voting machines were used
in many political elections all over the world, almost without public notice or
criticism. Perhaps only the conflicts over the Bush—Gore polls in Florida in
2000 made the public aware of the risks of electronic voting machines. Since
then, diverging opinions on the use of information technology for voting, es-
pecially on the Internet, have been expressed loudly. In 2007 the Internet was
highly accepted by the voting public in Estonia. On the other hand, in 2008
the attacks on the NEDAP voting machines and the High Court procedures in
The Netherlands, Ireland and Germany shed a lot of stage light on electronic
voting.

At the same time, the scientific community has brought forward an exten-
sive understanding of the risks and prospects of electronic voting. In partic-
ular, IT security is subject to research not only by computer scientists, but
also by legal, social and political scientists. One of the most urgent questions
is the suitable expression of security of voting systems; more precisely: how
can security requirements on voting systems be specified, how can such re-
quirements be evaluated, how can products be evaluated to match specified
requirements?

Only a few works in the recent past have investigated these questions as
elaborately as this book by Melanie Volkamer on the “Evaluation of Electronic
Voting,” which specifies “Requirements and Evaluation Procedures to Support
Responsible Election Authorities.” It is not only a scientifically sound piece
of research work, which has received a distinguished mark by my supervising
university. It is also a highly educational text for anybody who wants to
understand what electronic voting is about and how it can be made more
secure. The reader learns that electronic voting has two branches: one branch
comprises electronic voting machines in traditional precincts, which are only
used for more effective counting; the other branch deals with Internet voting
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(also called remote electronic voting) to replace the paper ballots and their
delivery via postal voting or physical ballot boxes. The latter seems to be
more risky, more vanguard, more influential on the political atmosphere. The
reader is introduced to both forms of electronic voting by concrete examples
of their usage. The reader learns how the security of information technology is
measured and evaluated in general. In a didactically well-organized way, the
book introduces the international standardized methodology of the Common
Criteria, and especially the part of the Common Criteria that deals with
protection profiles of user requirements.

In accordance with the German Society of Computer Scientists (Gesell-
schaft fiir Informatik e.V.), Melanie Volkamer has succeeded in specifying a
“Protection Profile for a Basic Set of Security Requirements for Online Vot-
ing Products.” This profile was certified by the German Federal Office for
Security in Information Technology (Bundesamt fiir Sicherheit in der Infor-
mationstechnik - BSI) in May 2008. This book discusses the reasons that this
profile was created. While promoting the protection profile, the Gesellschaft
fiir Informatik and other communities have introduced Internet voting in their
election procedures. This has stimulated the development of real products, as
well as the continuous observation of the products and their usage. Thus, the
book is a result of this live debate in the public. The findings of this book are,
therefore, not only based on theoretical considerations, but also on a related
practical experience.

Tt is worthwhile to emphasize two more highlights (out of many) of this
book. It follows the perspective of the Common Criteria especially in the
important distinction between the system to be evaluated and the trust en-
vironment in which such a system is used. The technical aspects of a secure
system are associated with its application environment, including human and
organizational aspects. One of the findings of Melanie Volkamer is that the
trust model of a voting system needs to be evaluated against the degree of the
separation of duty principle. The separation of duty principle requires that
risky operations are carried out by more than one person, who are unlikely to
collaborate. Therefore, systems need a certain robustness against the danger
of unauthorized collaboration. The method of the Common Criteria has no
means to express this kind of robustness. To overcome this, Melanie Volkamer
suggests a “k-resilience” meassure. This approach is important not only for
electronic voting, but for other Internet applications as well.

Another highlight is the introduction of formal modelling. Of course, the
exact method of formal modelling is not of very wide public interest, but its
effect is important for everybody. Consistency and freedom of contradictions
can only be ensured by formal methods. And which application in the world
is more sensitive for a sound democratic life than voting? If voting does not
require the highest security standard, which one does? This book takes a first
step into security modelling of voting and shows how it might be continued.

I am convinced that this book deals with one of the hottest topics of IT
applications and that it addresses the most urgent aspects of electronic voting.
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The readers will not only learn a lot more about voting, and Internet voting in

particular, but they will be stimulated in their own research and development
work. I wish the book and its readers much success in this direction.

February 2009 Ridiger Grimm
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Introduction

1.1 Elections and Electronic Voting

Election History. The history of elections goes back a long way and election
reforms have taken place several times: People in the ancient world wrote
their decisions on shards, Englishmen in the Middle Ages cast their vote by
public acclamation, Italians in the Renaissance used either polling bowls or
polling stones, and voters in Prussia wrote their decisions in public electoral
registers (compare to [42]). Starting at the end of the 19th century many,
especially industrial, countries established the following election reforms: first,
the principles of a universal franchise as well as a direct and secret election
were introduced. Later, the principles of free and equal suffrage were added
leading to the fact that women and poor people received the right to vote.
In Germany all five principles have been explicitly embedded in the law since
1949 (compare to [122]). We might say that this can be considered as the
beginning of modern democracy.

More recently, several countries all over the world have introduced further
reforms: Postal voting and voting in advanced polling stations have been used
to strengthen the universal franchise, though they weaken the secrecy of the
vote and voter freedom. In Germany postal voting was integrated in the law
in 1956, in Switzerland in 1991 (compare to [16]), and in Austria in 2008. Me-
chanical and later electronic voting machines were introduced to save money
and time. In Germany, mechanical voting machines were integrated in the law
in 1975 and electronic ones in 1999 (compare to [143]). In the U.S. the first
mechanical lever machines were already in use in 1892 in New York and by the
1930’s in all larger urban centres. The U.S. revolution of electronic voting be-
gan in the 1960’s with the introduction of punch-card ballots, continuing with
the introduction of optical mark-sense ballots and direct recording electronic
(DRE) voting machines in the 1970’s (compare to [131] for the American
voting machine history).

In the beginning, electronic voting was limited to the use of electronic vot-
ing machines. Nowadays, we are more and more faced with the next major

M. Volkamer: Evaluation of Electronic Voting, LNBIP 30, pp. 1-[I0l 2009.
(© Springer-Verlag Berlin Heidelberg 2009



2 1 Introduction

challenge: The introduction of remote electronic voting. This would enable
voters to cast their vote over the Internet from any place and any device ca-
pable of connecting to the Internet (popular examples where remote electronic
voting systems have already been used are Estonia and Switzerland).

Elections on Different Political Levels. With respect to governmental elec-
tions you can distinguish between local, provincial or national elections, and
referenda. In addition, there exists many non-governmental elections: Exam-
ples include elections in companies, public authorities, organisations, societies,
clubs, and associations, at universities and schools, as well as award nomina-
tions and general opinion surveys.

All these types of elections differ in their importance, degree of interest
for manipulations, environment, and number of voters. Although the election
principles apply to all of them, they are subject to different electoral laws. For
instance, some elections on lower political levels have less stringent require-
ments with respect to the secrecy of the vote than governmental elections.

The general agreement in many countries is to gain experience with re-
mote electronic voting on lower levels before going step by step towards more
important elections until reaching the highest level (in Germany, the federal
parliamentary elections). Thus, the technology should be tested in low level
elections and can be improved if necessary; meanwhile the voters get used to
the new technology and gain trust in it.

Electronic Voting as a Research Topic. The research community has investi-
gated electronic voting since the early eighties. In 1981, one of the first tech-
nical research papers addressing electronic voting was published by David
Chaum in [27]. Since then, numerous research papers have been published
that propose cryptographic electronic voting approaches. Lists of publications
in this area are available in [93], [90], and [59]. Blind signatures, homomor-
phic encryption, Mix networks, bit commitment, zero knowledge proofs, and
threshold cryptography are only some examples of available cryptographic
techniques. Most of them have been applied to solve the big challenge of pro-
viding unique voter identification (only eligible voters can cast a vote and
those only once) and anonymous vote casting (the voter must be anonymous
when he! casts a vote) at the same time. In later research papers, other aspects
beside the pure voting protocol have been discussed, such as the trustworthi-
ness of the voter’s PC, Denial of Service attacks to the voting server, and
temporary unlimited secrecy of the vote.

Besides this technical based research, electronic voting has also been anal-
ysed by other disciplines, including legal and social science. For instance, the
time frame the secrecy of the vote must hold has been analysed from a legal
point of view in [16], and a lot of research has been investigated on usability
and accessibility issues of electronic voting systems (examples are [9] and [25]).

! Throughout this book the third person singular (him/he) is used as a gender
neutral pronoun.
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This research is as important as the technical literature because electronic vot-
ing is an interdisciplinary topic where people from different disciplines need
to work together and learn from each other in order to successfully introduce
electronic voting (see also [63]). This is reflected in many advisory boards for
electronic voting projects where researchers from different scientific areas are
represented. Also, the conference landscape has changed and conferences like
the ”Electronic Voting in Europe Workshop” in Bregenz were organised to
hold an interdisciplinary and open discussion on all involved electronic voting
issues.

Deployed Electronic Voting Systems. Beside the political, legal, and scientific
developments, a huge variety of different electronic voting systems has been
developed?. The most popular ones are the Diebold and Nedap electronic
voting machines as well as the remote electronic voting systems POLYAS,
VoteHere, Scytl, and T-Vote3. Such systems have been used for various elec-
tions all over the world on different political levels, both for trials and also
for legally binding elections. Electronic voting machines have been used for
parliamentary elections in countries like the U.S., the Netherlands, Belgium,
France, Australia, Mexico, Brazil, Russia, and Germany. Remote electronic
voting has been introduced in Switzerland, Estonia, the U.K., the Nether-
lands, Germany, France, and Austria, but on different political levels. In Es-
tonia remote electronic voting is used for parliamentary elections countrywide,
while in Germany it is implemented for elections in nationwide societies. A
worldwide overview of countries where electronic voting machines as well as
remote electronic voting systems have been applied is presented in [140].

In general, the systems in use are based on lower security techniques than
the theoretical approaches published at various conferences. The deployed sys-
tems are easier to explain and to understand by the voter, while most of the
theoretical available approaches require a rather technical and mathematical
background. For instance, the Estonian electronic voting system can be ex-
plained easily as being the electronic copy of postal voting: The encryption
of the vote corresponds to the inner envelope of postal voting, and the digital
signature of the voter corresponds to the outer envelope (see [94] and Sect.
for more information). Thus, voters are rather convinced that this system
works.

Activists. The introduction of electronic voting has not been embraced by
everyone. Pressure groups* like Wij Vertrouwen Stemcomputers Niet® in the

2 A list of electronic voting systems together with their links can be found in Sect.
B1

3 This paragraph might be a rather European or even German point of view.

4 More information about these groups and their motivation can be found on their
Web pages. Corresponding URLs are provided in Sect.

5 "Wij Vertrouwen Stemcomputers Niet” is Dutch and means "we do not trust
voting computers”.
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Netherlands, the Chaos Computer Club (CCC) in Germany, the Verified Vot-
ing Foundation, and the Black Box Voting organisation in the U.S. as well
as the group Irish Citizens for Trustworthy Evoting highly criticise electronic
voting and are very sceptical with respect to the current electronic voting
systems. They try to stop the usage of electronic voting in general and to
prevent its introduction where politicians try to do so and they were even
partly successful.

Responsible Election Authority. Despite the critical activist voices, ”success-
ful” hacking, and problems that have arisen, more and more responsible elec-
tion authorities think about or have already decided to introduce electronic
voting because of the manifold advantages it provides. Those advantages are,
for instance, being more user-friendly, cost-effective and reliable, getting more
accurate results and speed up the tallying time, as well as increasing the
turnout by providing more mobility to the voter on election day. The respon-
sible election authority naively believes that the insecure electronic voting
systems are only those from other responsible election authorities or those
from other countries. Thus, they argue that though the system might not be
perfectly secure, first, the effort to hack the electronic voting system is too
high compared to the importance of the election (for example, elections in so-
cieties), and, second, the paper-based system is also not one hundred percent
secure. From their point of view electronic voting is acceptably secure with-
out understanding all technical details. This problem has been addressed in
literature (for instance in [102]), where the authors try to help the responsible
election authority to ”better understand the perspectives of electronic voting
sceptics [..] to help them understand what the electronic voting sceptics are
saying and why they are saying it, and to appreciate some of the questions
about electronic voting technologies that worry many technologists”.

1.2 Motivation

History shows that electronic voting cannot be stopped in our technically ori-
ented society, where an increasing number of processes are mapped into the
electronic world and voters become more and more mobile. Whenever people
and in particular the responsible election authorities see the various advan-
tages, they will start to implement electronic voting. It is only a question of
time till electronic voting will be used for more and more elections and voters
will become more aware of it. Maybe our grandchildren will not believe that
we were used to use pen and paper to cast a vote and to go to a polling station
(or even will not know anymore what a polling station is). Thus, it is essential
to investigate how we can provide a trustworthy base for secure electronic vot-
ing in order to protect our democracy in the future and avoid the application
of insecure electronic voting systems. Accidental as well as malicious abuse of
electronic voting in our future election form must be prevented.
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Considering the fact that the introduction of electronic voting has already
started and a lot of problems with existing electronic voting systems have
already been detected, the important questions are which of these existing
electronic voting systems are secure (enough) to use them for a particular
election and, related, how to design an electronic voting system that is secure
(enough) for the application in certain elections. To answer these questions,
the following two tasks are essential:

e First, the definition of the term “secure (enough)” for a particular elec-
tion: as always in security, there is no 100% secure electronic voting sys-
tem. Therefore, it needs to be defined whether a system is secure (enough)
for a specific election in a certain environment; that is, under a certain
trust model. Thus, a standardised, consistent, and exhaustive list of re-
quirements for the electronic voting system which serves as basis for any
evaluation, needs to be defined.

Definition (Trust Model): In this book the definition of a trust model is
divided into the following three aspects:

—  What are the assumptions about the environment?

—  What are the intruder’s technical capabilities?

—  Who can be trusted not to maliciously cooperate with others?

Note, a system that ensures the requirements regarding a minimised trust
model, provides the most security, as the minimised trust model contains
the lowest amount of assumptions and the maximised intruder’s techni-
cal capability. Vise versa, the maximised trust model requires the highest
amount of confidence in the environment and the lowest intruder’s capa-
bility.

e Second, the assurance that a particular electronic voting system ensures
these requirements under the defined trust model. Thus, a standardised
evaluation methodology, which guides the evaluator how to check a given
electronic voting system for a particular trust model. Elections are of indi-
vidual importance, therefore it is essential to use an evaluation methodol-
ogy which supports different evaluation depths and thus different assurance
levels.

Having such a framework, the responsible election authority would need to
define the underlying trust model and the assurance level. Based on this frame-
work, a professional evaluator could examine a certain electronic voting system
and decide whether it can be used in this context because it is secure enough
or not.

1.3 Contribution, Methodology, and Structure

The contribution of this book is the development of such a framework for
the evaluation of electronic voting systems. To reach this goal, four major
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steps are taken, which correspond to the four main parts of this book (start-
ing after this introduction chapter): Fundamentals, Requirements, Evaluation,
and Application. Followed by these four parts, there is a conclusion part and
an appendix. The contribution of each part, the applied methodology, and
its structure are described in this section. Furthermore, the structure of the
whole book is illustrated in Fig. [Tl

e The first part “Fundamentals” provides the reader with a general intro-
duction to the relevant issues of electronic voting and a critical discussion
on available requirements and evaluation documents for electronic voting
systems. Accordingly, this part is divided into the following two chapters:
(A) In Chap.[2 the state of the art in electronic voting is proposed, anal-

ysed, and structurally reworked. A classification of election forms (in-
cluding paper-based and electronic voting) and general differences be-
tween the latter two voting systems are worked out. Moreover, differ-
ent implementations of the most common electronic voting machines
in use, as well as remote electronic voting systems are described and
discussed.
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(B) Chapter Bl discusses and analyses related work in terms of a couple of
available lists of requirements and evaluation methodologies for elec-
tronic voting systems, which are conducted in so called requirement
catalogues, corresponding laws, or regulations. Furthermore, scientific
work concerning requirements for electronic voting is included in this
discussion. The contribution is an overview of existing requirement
documents, including the proposed evaluation methodology, and a
list of vulnerabilities, which need to be overcome in the framework
proposed in this book. In addition, some of the available requirement
documents are identified as basis for the requirement definition in the
second part of this book.

The second part “Requirements” contributes a standardised, consis-
tent, and exhaustive list of requirements for electronic voting systems.
This list is detailed enough for the system developers to understand how
their system can meet these requirements. In addition, the requirement
list is deduced from legal input, so that lawyers accept these requirements.
The provided list of requirements is not considered to be just another
requirement catalogue but it is developed to improve and combine ex-
isting literature (which is referred to for each requirement). Therefore, a
particular syntax and semantic is proposed and a particular methodology
to develop the requirements is applied. This second part addresses two
forms of electronic voting: stand-alone direct recording electronic voting
machines and remote electronic voting systems. Correspondingly, this part
is divided into the following three chapters:

(A) ChapterHfirst describes the applied methodology to develop the stan-
dardised, consistent, and exhaustive list of requirements. The method-
ology includes cross checks against existing catalogues, the election
principles, and possible threats. Furthermore, the necessity of defin-
ing different lists for different categories of electronic voting is ex-
plained. In addition, the language and notation for the requirement
specification is defined in this chapter: a set of definitions for voting
terminology and in particular for electronic voting specific items is
presented. Moreover, the applied syntax and semantics are defined.
This clarification enables a unique application of (electronic) voting
specific items and a standardised language to ensure accuracy and
contingency and, thus, to facilitate comparability.

(B) The fist result of the development process — a standardised, consis-
tent, and exhaustive list of requirements for stand-alone direct record-
ing electronic voting machines — is provided in Chap. This list
contains system requirements (divided into functional, security, and
usability requirements), organisational requirements, and assurance
requirements.

(C) The second standardised, consistent, and exhaustive list of require-
ments for remote electronic voting systems is provided in Chap.[@l As
described for Chap. Bl this list contains system requirements (divided
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into functional, security, and usability requirements), organisational

requirements, and assurance requirements.

The third part “Evaluation” contributes the proposal and discussion of
a standardised evaluation methodology and certification procedure. This
methodology accounts for the above defined security, functional, and as-
surance requirements, while it does not address operational and usability
requirements. A further constraint concerns the type of electronic voting
system: the evaluation methodology is elaborated for remote electronic vot-
ing systems. However, having defined a corresponding evaluation method-
ology, it can easily be adapted and/or extended for electronic voting ma-
chines or other forms of electronic voting.
The developed evaluation and certification methodology provides a sys-
tematic and well defined compliance check for the selected requirements.
In addition, the methodology provides impartial, comparable, and repeat-
able evaluation results, and is flexible with respect to the evaluation depth
and the underlying trust model. Thus, arbitrary types of elections with
their different trust models and different requirements to the evaluation
depth can be handled. As it is not possible to handle all these options in
one framework, a common basis framework for all remote electronic voting
system evaluations is described. Accordingly, this part is divided into the
following tow chapters:

(A) Chapter[7first analyses different existing I'T security evaluation stan-
dards and shows that the Common Criteria [35] in combination with
the Common Evaluation Methodology [36] works best for the evalua-
tion and certification of remote electronic voting systems according to
the defined security, functional, and assurance requirements. Second,
this chapter applies the Common Criteria to remote electronic voting.
This is done in the following four steps:

—  First, the Common Criteria itself is explained in detail and a map-
ping between the syntax used in the first part of the book and the
Common Criteria language is provided.

— In the next step, the role of a trust model for remote electronic vot-
ing in the context of the Common Criteria is discussed. A general
as well as a detailed analysis id done for two essential remote elec-
tronic voting examples: the ‘temporary unlimited secrecy of the
vote’ and the ‘trustworthiness of the vote-casting device’. In this
part, different possibilities to define the trust model are presented
and the consequences for each possibility are presented.

— The third step focuses on the evaluation depth. The previously
identified assurance requirements for remote electronic voting sys-
tems are translated into the Common Criteria language.

— The last step focuses on achieving high assurance levels: In this
context, the Common Criteria requires a formal system specifica-
tion and in particular a formal IT security model against which
the system is evaluated. This is a first step to develop such a
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formal IT security model for remote electronic voting systems. It
covers an initial set of security and functional requirements. Note,
formalising the previously defined security and functional require-
ments in a formal IT security model has more advantages than
enabling corresponding Common Criteria evaluation depths: with
the development of such a model the presented list of security and
functional requirements can be validated or if necessary further
improved by such a fundamental consistency check.
Chapter B focuses on the completion of the evaluation framework. Ac-
cording to the Common Criteria, the security, functional, and assur-
ance requirements are composed to a Protection Profile (a Common
Criteria specific implementation-independent statements of security
needs), however not a universal Protection Profile is provided but a
core Protection Profile®. It is based on the lowest acceptable evalua-
tion depth and the maximised trust model. This core Protection Pro-
file should /has to be satisfied by any remote electronic voting system
but can be extended if the trust model and/or the required evaluation
depth change.

The fourth part “Application” contains the application of two available

remote electronic voting systems to the core Protection Profile and deduces
open points within the application of the provided evaluation framework:
it is shown that the third aspect of the trust model ‘who can be trusted
not to maliciously cooperate with others’ is not sufficiently addressed by
the core Protection Profile. Thi fourth part also proposes the remaining
points for an application in practise. Correspondingly, the fourth part is
divided into the following three chapters:

(A)

(©)

In Chap. [}, a proof of concept is executed to show the validity of the
framework. Here, two remote electronic voting systems are analysed
with respect to the previously developed core Protection Profile: the
POLYAS system from Micromata and the Estonian remote electronic
voting system, which was used for the parliamentary election in March
2007.

Chapter concentrates on the separation of duty principle, which
is neglected by the Protection Profile as it aims to be generic for the
application of any voting protocol. An additional mechanism is devel-
oped to calculate how many entities need to maliciously cooperate in
order to violate a particular security requirement: the calculation of
the k-resilience value is introduced and is recommended as an exten-
sion to the Common Criteria certificate.

Chapter [ITladdresses open issues for an evaluation of electronic voting
systems in terms of future work.

5 This core Protection Profile is based on the GI/BSI/DFKI Protection Profile

[161].
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The conclusion part closes the book with a summary of the contribution and
implications for the trust in electronic voting systems. The appendix contains
links to Web pages from electronic voting system vendors and electronic voting
antagonists, the glossary, those requirements that are not considered, and the
structure of a Protection Profile.



Part 1

Fundamentals
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Implementations of Electronic Voting

In order to define requirements for electronic voting systems it is necessary to
understand electronic voting in general and in particular its possible imple-
mentations. Thus, this chapter provides an overview and classification of ex-
isting (paper-based and electronic) election forms, including multiple channel
voting. The second part of this chapter presents the main differences between
paper-based elections and electronic voting. The next two parts analysis in
detail those forms of electronic voting relevant for further discussions in this
book: Thus, the third part of this chapter proposes and discusses electronic
voting machines (direct recording electronic voting machines and the Digital
Election Pen). The fourth part focuses on remote electronic voting systems
(including possible implementations of voter authentication, the secrecy of the
vote, and the client-side voting software).

2.1 Classification of Election Forms

This section introduces in Sect. [Z11] three dimensions to categories paper
and electronic election forms. Sect. proposes existing forms and cate-
gorises them according to Sect. 2Tl Multiple channel elections (meaning the
combination of different election forms) are discussed in Sect.

2.1.1 Dimensions

Three fundamental dimensions to categories election forms are medium, en-
vironment, and point in time (according to [150] and [151]). In the following,
these dimensions including possible implementations are proposed:

e The medium used to hold the ballot:

— The traditional medium paper, denoted by ‘p’ (in this sections).
— The new electronic medium where votes are electronically stored (in
bits and bytes), denoted by ‘e’.

M. Volkamer: Evaluation of Electronic Voting, LNBIP 30, pp. 13-[35] 2009.
(© Springer-Verlag Berlin Heidelberg 2009
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2 Implementations of Electronic Voting

Definition (electronic voting): Electronic voting covers any election
form where at least at one point in time an electronic copy of the
vote is stored electronically and the election result is computed based
on the stored e-votes.

The mechanical medium where votes are recorded by mechanical com-
ponents.

Representatives are mechanical devices like lever machines which are
based on patents by Thomas Alva Edison. There is no computer inter-
face for electronic tabulation but analogously to odometers the number
of votes for a particular candidate is incremented each time a voter
moves the lever that correspond with the particular candidate. At the
end of the election, the poll workers open up the back of each device
to read the counting wheels and determine how many votes were cast
for each candidate. These mechanical voting devices are the precur-
sor of electronic voting systems and many of them have been replaced
nowadays by electronic voting machines. Therefore, mechanical voting
devices are not further discussed in this book (for more information
see, for example, [40,75] or section 2.1 in [101]).

The environment where people cast their vote:

In a controlled environment where poll workers ensure the accuracy,
privacy, and integrity of the vote casting process. This category is also
called presence voting and is denoted by ‘c’. Controlled environments
are for instance, traditional polling stations, post offices, or embassies
for people living abroad.

In an uncontrolled environment where no officials like poll workers en-
sure the accuracy, privacy, and integrity of the vote casting process
but the voter himself has to do so. This category is also called absen-
tee voting and is denoted by ‘u’. Casting a vote in an uncontrolled
environment (for instance, at home) means that the voter has no di-
rect contact with election officials. Thus, it provides an opportunity
for family voting (family members influencing each other or filling out
the absentee ballot of other family members), voter coercion, and vote
buying (selling the blank absentee ballot).

The point in time when vote casting is enabled:

On election day, denoted by ‘ED’;
Prior to election day (also called early voting or voting in advance),
denoted by ‘A’.

Some voting forms can be mapped to both categories of the dimension
point in time depending on the implementation (for instance, postal voting
in Austria).

2.1.2 Categories of Election Forms

At least the following eight different election forms can be identified:
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Traditional Polling Station Election [p, ¢, ED/A]

In a traditional polling station election voters cast their votes from official
polling stations on election day. Polling stations are in general housed in pub-
lic buildings, such as schools. Each voter is assigned to a particular polling
station. In the polling station, poll workers verify the voter’s right to vote and
hand out a paper ballot. The voter makes his choice in a polling booth and,
thus, in a controlled environment. The voter puts his vote in a ballot box and
leaves the polling station.

Besides the popular implementation on the election day, there exists three
further exceptions where voters can cast their vote in advance: in some coun-
tries, voters living abroad have the possibility to cast their vote in an embassy
(for example, voters from France, Germany, and the Netherlands). There are
other countries which allow voting in advance in particular post offices (for
instance, Sweden) or in particular polling stations (for instance, Estonia).

Home Voting [p, ¢, ED/A]

Home voting enables sick people, who are not able to come to the polling
station, to cast their vote remotely (implemented, for example, in Estonia).
Here, some of the poll workers visit these people on election day or in ad-
vance, give them their paper ballot and ensure the possibility to make their
choice in a free and secret environment, and thereby providing the controlled
environment' at home. The vote is put in a special ballot box and later mixed
with the votes cast in the polling station.

Postal Voting [p, u, ED/A]

Using postal voting, the voter makes his choice on a paper ballot at any lo-
cation he wants. There are no poll workers ensuring that the voter can cast
his vote unobserved, without any influence and without any coercion; this is
up to the voter. Due to the time and the way the election envelope needs
to arrive at the central ballot box, postal voters needs to cast their vote in
advance if the postal votes need to be calculated on election day (for instance,
in Germany). In other countries like Austria, postal votes can also be sent on
the election day because the law demands to wait several days after election
day before tallying postal votes.

Postal voting was introduced to enable more people to take part in the
election, like sick and old people as well as those traveling or living abroad
on election day. Thus, the principle controlling election laws demanding a
universal franchise has more priority here than freedom of voting and secret
elections. To balance these concerns, in many cases voters need to request
postal voting and it is only implemented as exception (like in Germany).

! Some might argue that depending on the trustworthiness of the poll workers the
category ’controlled environment’ should be substituted by the category 'uncon-
trolled environment’. However the reason why a country introduces home voting
is because they trust their poll workers.
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Paper-Based FElectronic Voting Systems [e, ¢/u, ED/A]

In paper-based? electronic voting, voters cast their vote on paper, but pro-
ceeding (meaning scanning, recording and storing as an e-vote) and counting
of votes happens electronically. Scanning can be done directly after vote cast-
ing or at the end of election day. The vote is either cast in a controlled or in
an uncontrolled environment; either on election day or in advance.

The advantage of such systems is that in the case of technical problems
the paper votes can still be counted by hand and a re-election would not be
necessary. The disadvantage is that the responsible election authority must
decide and define in the election regulations whether the paper votes or the
e-votes are the proper votes. In the case where the paper ones are the legal
one, the fast tallying of the e-votes only provides unofficial results and can
be compared to an extrapolation. It needs to be subsequently confirmed by
tallying the paper votes. The case of a difference between the e-result and
the paper result is problematic. Here, the error rates of the reader need to
be taken into account. The most popular classes of paper-based, electronic
voting systems are:

(1) Punch card voting systems. Voters punch holes in the ballot (with a sup-
plied punch device) opposite their choice. Afterwards, the vote is read into
the tabulating device and the voter places the paper-vote in a ballot box.
Here, in addition to the error rate of the reader the sloppiness in complet-
ing the punch needs to be considered, too. For more information see, for
example, [75,130,169], and [25]. Example systems are: Portapunch machines,
Datavote, and Votomatic systems.

(2) Optical scan systems (also called marksense systems). Optical mark-sense
scanners were developed to administer college entrance exams and other stan-
dardised tests and were later applied to elections. In such systems, the voter
casts his vote on paper usually by filling a rectangle, circle or oval, or by
completing an arrow. These paper votes are read by an optical scanner. The
optical mark-sense ballots appear very similar to the classical ones. In addi-
tion to scan errors, optical scan systems are challenged by wrongfully marked
paper forms. Marks not according to the rules might cause wrong vote counts
or other errors. For more general information see, for example, [75]. The Digi-
tal Election Pen system is the newest example for this category and is further
discussed in Sect. Other representatives are the Prét a voter system
(see [31] and [127]), the Three-Ballot system (see [125]) and the Scantegrety
System (see [132]). All these system are based on academic work aiming to
implement voter and universal verifiability (see also Sect. .5]). However, the
systems have also disadvantages: for instance, the candidate order in the Prét
a voter system needs to be randomised for each ballot. Moreover, the voter

2 In other classifications, like in [23], these election forms are designated as a paper
medium. But according to the definition for electronic voting is this book, paper-
based electronic voting systems need to be classified as ’electronic’.
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needs to discard the left-hand column carrying the candidates and to keep
the right-hand column with his cross as receipt. He has to use this piece of
paper to later verify his vote. Such additional procedures are hard to explain
to voters and might confuse them.

Stand-Alone Electronic Voting Machines in Polling Stations [e, ¢, ED/A]

Stand-alone electronic voting machines are installed in polling stations. These
are electronic devices to cast votes, often by using a touch screen®, and to
store votes locally. These devices are terminals similar to bank cash machines,
which are located in polling booths and, thus, in a controlled environment.
Moreover, they are not connected to the Internet or any other network. The
authorisation of a person as an eligible voter is still done on paper like in
traditional polling station elections. Analogously to traditional polling station
elections, the stand-alone electronic voting machines can be used for voting on
election day as well as in advance in embassies, post offices or specific polling
stations.

Networked Electronic Voting Machines in Polling Stations [e, ¢, ED/A]

Networked electronic voting machines in polling stations are electronic voting
machines connected to an network like the internet. This enables voters to cast
their vote in an arbitrary polling station. Thus, this election form provides
more flexibility to the voter than other polling station election forms. The
voter’s right to vote is checked online against a central electoral register. This
can be done either without an electronic authentication token but still by
poll workers based on traditional mechanisms, or by the networked electronic
voting machine?.

Kiosk Electronic Voting Machines [e, u, ED/A]

Kiosk electronic voting machines are similar to networked electronic voting
machines in polling stations. The difference is the location: the kiosk version
is not arranged in a polling station but at central places like schools, uni-
versities, libraries or super markets. Thus, the first step to an uncontrolled
environment is made as poll workers do no longer ensure the accuracy, pri-
vacy, and integrity of the vote casting process. Due to the absence of the poll
workers, the machines need to be protected like bank cash machines.

3 The Nedap machines are a popular example for stand-alone electronic voting
machines working without a touch screen.

4 Systems where only a voter’s right to vote is checked online but the vote is cast
on paper, do not belong to electronic voting systems. In the categorisation of
this book such election forms are classified as a special case of traditional polling
station elections.
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Remote Electronic Voting [e, u, ED/A]

Remote electronic voting is the electronic counterpart to postal voting. In
some literature it is also called Internet-Voting or Online-Voting (especially
in German: “Online-Wahlen”). Here, the voter can choose any place to cast his
vote (uncontrolled environment) as long as he has a device connected to the
network. Such a device could be a PC, PDA or mobile phone®. Remote elec-
tronic voting can only be applied if the authorisation check as well as the vote
casting is done online and, thus, electronically. Thus, it is the most complex
and difficult election form as it poses the problems of uncontrolled environ-
ments combined with all of the problems of direct recording electronic (DRE)
voting machines. In addition, the client-side voting software runs on a ma-
chine and an operating system outside the control of the responsible election
authority. An advantage compared to postal voting is the short transportation
time. It is possible to implement remote electronic voting to either cast a vote
in advance or on election day and still tally the e-votes on election day.

Overview

Figure [Z1] provides an overview of the above described election forms and
their classification according to the dimensions from Sect. B2T.T}

Environment

Controlled Uncontrofled

Election Day | In Advance Election Day | In Advance

Traditional Pelling Station Election

Postal Voti
piper ostal Voting

Home Voting

Paper-Based Electronic Voting Systems

Stand-Alone Electronic Voting
Machines in Polling Stations

Medium

Networked Electronic Voting
Electronic Machines in Polling Stations

Kiosk Electronic Voting Machines

Remote Electronic Voting

Fig. 2.1. Election categories (categorised according to the three dimensions)

® Voting using mobile phones and the short message service (SMS) is also a possible
approach, which has been discussed especially in the U.K. trials. The application
of interactive T'Vs is sometimes added to this category but interactive TV and
SMS voting are not discussed in this book.
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2.1.3 Multiple Channel Elections

In today’s traditional elections, in most cases at least two different forms are
applied. For example, Germany has implemented for federal elections tradi-
tional polling station election on election day and in advance, as well as postal
voting. Such elections, enabling two or more different election forms at the
same time are called multiple channel elections.

Multiple channels were introduced to ensure a universal election. How-
ever, implementing multiple channels produces organisational overhead be-
cause multiple vote casting using different channels needs to be prevented.
Depending on the system this can become arbitrary difficult and time inten-
sive. For instance, in Sweden, voters are allowed to cast a vote in advance
and replace this vote by casting a vote on election day. Here, it takes days to
decide for each advance vote whether it can be counted or it was superseded
by a vote cast on election day.

These procedures become even more complicated with the introduction of
remote electronic voting as this election form may, in accordance with current
electoral laws, not be applied as the only voting channel®, even for elections
where currently only postal-voting is applied (for instance elections of the gov-
erning boards of social security institutions in Germany). The reason is that it
cannot be assumed that each voter has access to the remote electronic voting
system or is able to use it (see [168] and [79] for a legal discussion on this issue).
Taking a look at the Estonian implementation of multiple channels, includ-
ing remote electronic voting (for detailed information see [95] and [106]), the
complexity becomes obvious: the voter could cast an e-vote and update this
vote by using the remote electronic voting (more about vote updating in Sect.
A3 or by going to a traditional polling station. The electronic form of vote
updating can be handled automatically by the system. The e-votes of those
who also cast a paper vote must be manually deleted in the system. For a more
detailed discussion of the security issues of multiple channel elections see [170].

2.2 Paper-Based Elections versus Electronic Voting

As the dimension “medium” is the dimension which is most important for this
book, general differences between paper-based elections and electronic voting
are presented in this section:

Paper-based systems are easier to manipulate than electronic voting sys-
tems. An attacker does not need technical knowhow or any other expertise.
Vise versa, electronic voting systems are very complex and complicated. Thus,

5 There is one exception known: the elections in the ‘Initiative D21’ (the Initiative
D21 is Germany’s largest public private partnership). But here all voters needed
to sign in advance that they have got a PC which is connected to the Internet
and that they are willing to use the remote electronic voting system (for more
information see [81]).
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without an established technical and cryptographic background, an attacker
has no chance to manipulate an electronic voting system. The degree of dam-
age an attacker can inflict, is exactly the reverse case: while within paper-based
systems only small alterations to the election result are possible, an attack
against an electronic voting system and in particular a remote electronic vot-
ing system can manipulate the entire election result. In paper-based systems
one person could, for example, add or delete votes in one polling station (if
the poll workers agree by unfair means) or delete postal votes in one district.
In electronic voting systems, manipulated devices can be deployed or a Trojan
Horse can be distributed to a remote electronic voting system. Such attacks
could cause that the content of a vote is altered before casting it.

Another identified difference is the transparency and voter’s trust in the
system: The average voter understands paper-based systems (for instance, the
necessity of the ballot box and the need for two envelopes in postal voting). To
maximise transparency in paper-based elections, some countries like Germany
(see [22] for the corresponding legal article) allow voters to observe the entire
procedure in the polling stations including the check that the ballot box is
empty in the morning, that no manipulations happen during the day, and that
the tabulation is correct. Even if a voter does not observe the whole process
himself, he trusts the procedure because the present poll workers have either
different interests in the election result or are neutral and, thus, control each
other. With electronic voting systems there is no real observation possible by
the voter. Observing the tallying within an electronic voting system is like
pressing a button of a black box. This weakens the transparency. Moreover,
trust in poll workers does not really help because they play only a supervi-
sory role, since they cannot actually observe the internal functioning of the
electronic voting machine or the voting server.

The next identified difference is the list of people involved, that the voter
needs to trust. While in paper-based systems, there are only poll workers
(including the talliers), electronic voting systems need the following additional
groups: the software developers, people who host and administrate the voting
servers and the server-side voting software.

The literature also identifies re-tallying as a difference between electronic
voting and paper-based elections. Re-tallying is done once in the polling sta-
tions to ensure that miscounts can be detected. The responsible election au-
thority can order a recount, for instance, in the case of a close run or refu-
tations. A recount of paper votes will arrive at a slightly different result, due
to human errors. With electronic voting re-tallying becomes much less pow-
erful: a recount of the same vote storage with the same tallying software ends
up with the same result. Even using a second, redundant vote storage ends
up with the same result, as this storage is not independently recorded, but
created by the same voting software which created the original records. Ex-
ceptions to this are paper-based, electronic voting systems. Here, a manual
recount is a reasonable way to check the correctness of the system.

A last identified category of differences between paper-based and electronic
voting concerns the voter interface: the presentation of the ballot is different
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between traditional paper-based election systems and electronic voting sys-
tems. In paper-based election systems, the ballot looks the same for all voters
while in remote electronic voting systems the electronic ballot interface differs
from vote-casting device to vote-casting device. Obviously, a ballot cannot be
equally displayed on a notebook as on a mobile phone. Large ballots, as used
in some districts of Germany (for instance, in Hamburg) or in Belgium, cannot
be displayed at once on the screen. Another interface difference is given by the
intelligence of electronic systems. The electronic voting system can, for exam-
ple, warn the voter if he inadvertently tries to spoil his vote because he made
too many or not enough choices. Related to this difference is the identification
of invalid votes. While there are cases in the paper-based system where poll
workers have long discussions about the vote‘s validity, in electronic voting
systems, each vote is unambiguously valid or invalid.

The main identified differences are summarised in Table 211 A detailed
comparison is provided in [101]. In [86] and [87] postal voting and remote
electronic voting are compared.

Table 2.1. Differences between paper-based elections and electronic voting

Paper-based elections Electronic voting

Easier to manipulate Technical know-how necessary

Decentralised Centralised

Only small alterations to the result Alterations to the entire result

Very transparent and observable (Evaluated) black box

Trust in poll workers Trust in poll workers, system developers,
adminis

Meaningful re-tallying Electronic re-tallying based in same input

Equal ballot sheets Different ballot layouts (depending on the
device)

Sometimes hard to decide about the Unambiguously valid or invalid votes
voter’s will

2.3 Examples of Electronic Voting Machines

This section proposes and discusses two poiiular representatives of electronic
voting machines: direct recording electronic voting machines and the Digital
Election Pen system.

2.3.1 Direct Recording Electronic Voting Machines

Direct recording electronic (DRE) voting machines can either belong to stand-
alone electronic voting machines in polling stations, to networked electronic
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voting machines in polling stations, or to kiosk electronic voting machines. In
this book, only those DRE machines used as stand-alone electronic voting ma-
chines are considered; that means votes are cast at a dedicated voting device
which is not networked. Any data from these devices can only be transferred
to other devices by physically transporting some storage medium.

According to [131], stand-alone DRE machines were introduced by Shoup
and Microvote. The first representatives emulated classical lever machines to
the extent that unfolding the electronic voting machines created a complete
polling booth. The levers and electromechanical counters were replaced by
push buttons and micro-processor software. Nowadays, flat panel displays with
mechanical or electro-optical components (typically buttons or a touch screen)
are provided to choose a candidate and cast an e-vote.

No receipt or confirmation is given to the voter to later verify the correct
tally of his vote. Thus, the voter needs to trust that the desired vote has
been entered correctly into the memory while an independent proof like a
physical record is not provided to the voter. Hence, the voter needs to trust
the programmers who developed the electronic voting machine and the poll
workers that these machines have not been manipulated after the deployment.

A DRE system processes e-votes by means of a computer program. The
e-votes are stored locally in memory components, as is ballot information. The
tallying software can either be a part of the DRE system or run on another
device. Usually, after finishing the tallying, a copy of the election result is
printed for the poll workers.

For more information see, for example, [40] and section 2 in [101]. The
best known representatives of digital recording electronic voting machines are
developed by Diebold, ES&S, and Nedap.

2.3.2 Digital Election Pen

The Digital Election Pen is the newest approach to implement paper-based
electronic voting machines. The state government of the Free and Hanseatic
City of Hamburg, Germany, was planning to introduce this new type of elec-
tronic voting machine for its Biirgerschaft (state parliament) election in Febru-
ary 2008. Shortly before the election, the state parliament decided not to use
the pen solution due to negative press and security reservations.

The idea is to use a digital pen to mark the paper ballot in the same way
as a common pen. The digital pen is slightly larger, because of an integrated
camera besides the usual lead. Using a digital pen for elections does not in-
troduce essential changes to the voting procedures and its handling does not
make a big difference for the voter: he still marks his choice on a paper bal-
lot in the polling booth and the pen stores the corresponding positions. At
the end of the individual voting process the voter drops the paper ballot into
the ballot box as usual and additionally inserts the digital pen into a dock-
ing station. The voting data from the pen is copied(in a randomised order)
to an electronic ballot box and erased from the pen. Afterwards, the pen is
re-initialised for the next voter.
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The scanning of the voter “s mark is done based on a thin pattern (railing
0.3 mm) on the paper ballot. The contact of the pen on the paper is noticed
by a sensor in the top of the pen. This causes the integrated camera to start
scanning. Using the pattern, the pen deduces its current position and stores
it. This technique was developed by the Swedish company Anoto Group AB.

The election result tallying is based on an interpretation of each ballot.
Rules for separating valid from invalid votes have to be specified. Based on
this, the software distinguishes three cases: valid votes, invalid votes, and those
votes that have to be checked manually by the poll workers because they are
not clearly marked.

In the Hamburg case it was planned to use the digital pen in the follow-
ing way: E-votes are stored on a specially prepared notebook. Three docking
stations are connected to the notebook; one to initiate the pen, one to store
the vote and delete the pen, and one to cancel the vote and to delete the
content on the pen. A memory stick is used to provide redundant storage and
an ordinary printer is in place to print out status reports and the final result.

One of the main matter of dispute was the question which vote is the legal
one: the electronic or the paper vote. The project was canceled before making
a decision on this issue. More information about the Digital Election Pen and
the applied evaluation techniques can be found in [159], [158], and [7].

2.4 Overview of Remote Electronic Voting

On a high level view the architecture for almost all of the existing remote
electronic voting systems and proposed voting protocols is similar and illus-
trated in Fig. the involved parties are voters, administrators, and the poll
workers. The encompassed components are:

e The vote-casting device, running the client-side voting software. The vote-
casting device can be any electronic device connected to the network, a
PC, a notebook, a PDA or a mobile phone.

e The voting server running the server-side voting software. Most of the re-
mote electronic voting systems distinguish between several different voting
servers. For instance, voting servers responsible to check a voter’s right to
vote in the electoral register (the so called registration servers - RegServer)
or the ballot box servers’” (BBServer), which store the e-votes in their e-
ballot boxes (EBB).

e The tallying software that is running on a separate component that is not
connected to any network.

" In some remote electronic voting systems the ballot box server is called bulletin
board because it has special properties. The bulletin board provides a designated
field for each voter, where he can write to (for instance, authorised by signed
messages from the voter). No messages can be deleted from a bulletin board and
everyone has read-access to the whole board.
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The communication between these components runs over a network, for in-
stance, the Internet or a particular intranet.

Most of the existing remote electronic voting systems and proposed voting
protocols are covered with a general architecture presented in Fig. How-
ever, there are two exceptions which work without a central voting server:

e Approaches sending messages in several rounds from voter to voter (see, for
example, [43] and [3]). These approaches can only be used within very small
voter groups because the amount of messages to be sent grows exponential
in the number of voters.

e Approaches based on architectures that use a peer to peer (P2P) Web
cache to enable the voter to cast a vote and to deposit it in the P2P
file sharing network for collection by the responsible election authority
(see [24] for detailed descriptions).

These two approaches are not further taken into account in this book.

Three Dimensions of Remote FElectronic Voting. Remote electronic voting can
be classified along the following dimensions: the authentication technique
used for unambiguous identification and authentication of the voter (see Sect.
2270, the way the secrecy of the vote is ensured (see Sect. [ZZ42]), and the
used vote-casting device (see Sect. [ZZ4.3). These dimensions are presented and
discussed in the corresponding sections.
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Fig. 2.2. General high level architecture of a remote electronic voting system



2.4 Overview of Remote Electronic Voting 25
2.4.1 Authentication Techniques

Every remote electronic voting system needs to implement voter identification
and authentication techniques to ensure that only eligible voters may cast
a vote and those only once. In information security, mainly three ways of
identification and authentication are known (as well as corresponding mixed
ones): something you know, something you have, and something you are.
All three techniques are analysed in the following paragraphs with respect to
their allocatability for remote electronic voting (taking security, usability, and
economic aspects into account).

Something You Know: a Secret

The first category is based on knowledge, while two different implementations
are possible:

e The first possible implementation of voter identification and authentica-
tion is applied in accordance with the set up of an e-mail account: in the
election setup phase, it is possible to set up a voter account, which will
be later used by the voter to cast his vote. Although this approach may
be easy from the voter’s perspective, it has three weak points: first of all,
it cannot be excluded, that other persons, who are not authorised for this
particular election, set up an account. Second, voters might choose weak
passwords which can be easily hacked by an intruder. Third, vote buying
cannot be excluded, because voters could easily send electronically their
login data to a potential buyer.

e A further type of identification and authentication through knowledge of
a secret is called vote-TAN procedure. The vote-TAN, a per voter unique
code of letters and digits, is send by post® to eligible voters in the election
setup phase. This variation is rather similar to the above one with respect
to the usability issues. However, the costs increase since the eligible voters
get their TAN by post. But the security increases because only eligible
voters have a TAN and this can be generated through the responsible
election authority as a strong “TAN”. The risk that the TAN will be
handed on to an intruder in order to sell the vote still exists.

Something You Have: a Token

The second category is based on ownership, while two different implementa-
tion possibilities can be identified:

e In the one implementation, a new election specific identification and au-
thentication card is used, which will be send to the voter prior to the
election (similar to the TAN from the above category). Compared to the
TAN solution this one provides more security since the buying of votes is
more expensive because getting the card is more difficult than getting a

8 Tt is assumed that the post channel is secure.
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copy of the TAN, for example, via email. The costs rise substantially: apart
from production and distribution cost of the cards, substantial costs of an
appropriate card reader arise. From the usability point of view, negative
affects appear caused by the necessary installation of the card reader and
corresponding software on the voters PC.

e In the second implementation, a pre-existing election identification and
authentication card is used, which the voter already owns and uses for
identification purpose in other areas, like his ID card, job card or library
card. Some of the above disadvantages can be eliminated by the employ-
ment of a pre- existing card. Such a card will not be lightly passed on to
a vote buyer, since this automatically means that all other applications of
this card are passed on as well. Additionally, the use of an already owned
card increases the user-friendliness. However, the costs of the card reader
remain, if the voter does not possess such a device, yet.

Something You Are: Biometrics

The third authentication category is based on biometric attributes (their ap-
plicability to electronic voting is discussed in detail in [68]). Examples of
biometric attributes are finger prints, iris scans, face recognition (size and po-
sition of different facial features), voice (mode and tone while speaking), man-
ual signature (form and dynamic aspects), and DNA. The form or structure
of each of these attributes is unique for one person. In order to authenticate
a person the corresponding attribute is scanned. The scanned copy of the at-
tribute is then compared to the one stored of this person. In case it matches,
the person is authorised otherwise he is rejected. The major point of concern
for a biometric system is how to securely store such sensitive data.

The main advantage of biometric authentication is that attributes cannot
be forwarded to another person, for instance, vote buyers. Unfortunately, the
matching of scanned and stored data does not work perfectly: the system can
falsely reject an authorised subject, or it can falsely accept an unauthorised
subject. Therefore, each system has a False Rejection Rate (FRR) and a False
Acceptance Rate (FAR). In the past, the FRR has been disregarded as FAR is
much more important for privacy and integrity issues. In elections, availability
is (because of the universal requirement) as important as other properties.
From a cost and user-friendliness point of view it makes a difference wether
systems are already deployed or need to be introduced for the election. Large-
scale biometric infrastructures do in general not yet exist.

Combination of Different Techniques

Often, a combination of the above listed authentication techniques is used.
The most popular ones are the combination ownership/knowledge and own-
ership/property respectively in the context of smart and signature cards. The
application of these combinations maximises the security because in both
cases it is hard to fake the card. Moreover, forwarding the card means giving
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someone else the opportunity to legally sign any document. In the case of the
biometric properties, a vote buyer cannot use a voter’s card because he cannot
enable the card without the biometric data from the voter.

Result of the Analysis

The advantages and disadvantages are discussed for all three main authenti-
cation techniques as well as for mixes. An overview of the result is displayed
in Fig. As there is no best solution, it needs to be analysed for a particu-
lar election which technique should be applied depending on the parameters
security, usability, and costs.
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Fig. 2.3. Authentication techniques and their applicability for elections

2.4.2 Techniques to Ensure the Secrecy of the Vote

The challenge to prevent any link between the voter and his (unencrypted)
vote can be solved in different ways. In this section, the different approaches
to ensure the secrecy of the vote are presented. These approaches can be
categorised according to the election phase’ in which the mechanisms are
applied (this categorisation is introduced in [121] and also used in [85]). Table
shows an overview of the considered categories.

9 An other way to categorise the approaches is whether the vote or the voter’s ID
are hidden.
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Table 2.2. Categories of anonymisation techniques for electronic voting

Phase Sub-Categories
Election Setup Phase Randomised Authentication Token

Blind Signature (e-vote or authentication token)

Polling Phase Separation of Duty
Benaloh’s Model
Mix Net

Tallying Phase Homomorphic Encryption

Hardware Security Model

Anonymisation in the Election Setup Phase

A very simple and non-cryptographic possibility to ensure the secrecy of the
vote is to distribute anonymous election tokens to voters. The voter can use
this election token to authenticate as an eligible voter without the system
knowing who he is.

Anonymisation during the Polling Phase

There exist three different ways to implement anonymisation during the
polling phase.

Blind Signature. A blind signature scheme is a method to digitally authenti-
cate a message without knowing the content of the message. Electronic blind
signatures work similar as physical blind signatures. Physical blind signatures
can be made with an envelope, white paper and carbon paper: something se-
cret is written on the white paper, next the carbon paper is placed on top
of the white paper in the envelope, and the envelope is sealed. Next, the so
called validator signs the envelope. Obviously the signer does not know what
he has signed but on the secret document is his valid signature. The cryp-
tographic variant of blind signatures has been introduced by Chaum in [28].
Here, a message m is first blinded by multiplication with a random number b
called the blinding factor (instead of putting the message into an envelope).
The result is digitally signed by the validator while the validator has no way
of knowing what the original message looked like (instead of the handwritten
signature on the envelope). The owner of the original message m can remove
the blinding factor b from the signed message Sig(b*m) by dividing out the
blinding factor. He gets a valid digital signature for the original message from
the validator:

Sig(bxm)/b= Sig(m),
where m is the original message and b the blinding factor
The implementation for a voting protocol is possible in two different ways:

either the e-vote itself is blinded (the most popular variety) or an authorisation
token is (like in [82]):



2.4 Overview of Remote Electronic Voting 29

e Blinded e-votes: the voter sends a blinded e-vote to the voting server (of-
ten called validator) together with some identification and authentication
information. This validator inspect the voter’s right to vote. If the voter
has the right to vote, the voting server digitally signs the blinded e-vote
and sends it back to the voter. The voter now un-blinds the received data
and gets a signed e-vote. Then he sends this signed e-vote to a second
voting server (often called tallier). The tallier uses the signed e-vote to
verify that the e-vote was signed by the validator. Then the tallier knows
that the e-vote was sent by an eligible voter, but he cannot decide which
voter sent the vote.

e Blinded authentication tokens: the voter sends a blinded anonymous au-
thentication token (instead of the blinded e-vote) to the validator together
with some identification and authentication data. He receives a digital sig-
nature from the validator on this blinded token. In the next step, the voter
computes the value for the signed authentication token and sends this data
together with his e-vote to the tallier, which accepts the vote because of
the digitally signed authentication token.

The most popular voting protocols implementing blind signatures to ensure
the secrecy of the vote are [29,48,111,112], and [80]. An example for a re-
mote electronic voting system implementing blind signatures is the one pro-
vided by e-voting.at from the Vienna University of Economics and Business
Administration (for more information about this system see [82] and [120]),
SENSUS [41] and EVOX [65] (links to the Web pages of the corresponding
systems are given in Sect. [B)).

Separation of Duty. The separation of duty approach also works with at least
two voting servers, one inspecting the right to vote and another one storing
the eligible e-votes. The voter authenticates himself to the first server. In case
that he has the right to vote, he receives a random number generated by this
first server. This random number is also sent to the second voting server but
without any information about the voter’s ID. Now the voter uses this random
number to authenticate himself as an eligible voter to the second voting server
to which he sends his vote in the next step. Again this second voting server
can only check whether an eligible voter sent the e-vote but not who.

An example of a remote electronic voting system implementing the secrecy
of the vote on a separation of duty basis is the POLYAS system (for more
information about the POLYAS system see [B.]).

Benaloh’s Model. Benaloh’s model proposed in [11] is based on a homomor-
phic secret sharing scheme: each voter shares his vote among n voting servers.
The shares are encrypted with the public key of the receiving voting server.
At the end of the election day each voting server adds all the received shares
to get a share of the election result. Finally the shares of election results are
combined to get the total election result.
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Anonymisation during the Tallying Phase

This paragraph discusses voting systems and voting protocols which keep the
link between a voter and his encrypted vote until the end of the polling phase
and publish this link. For instance, the encrypted vote is digitally signed by
the voter and published on a bulletin board. As soon as the tallying starts the
anonymisation process is triggered. This can be implemented in the following
three different ways:

Miz Net. Mix nets have been introduced by Chaum in [27] as a cryptographic
alternative to an anonymous channel. It secures who is communicating with
whom and it secures the content of the transferred messages. In a Mix net
every network participant (or at least a sufficiently large subset of partici-
pants) sends encrypted messages to a Mix node (server with special proper-
ties) that processes these messages in the following way: a Mix node receives
a batch of encrypted messages, decrypts each message with its own secret key,
randomises the order in the batch and then outputs the batch of permuted
messages to the designated recipient. This is done in a way that the input
and output messages are unlinkable (non-deterministic encryption schemes
are applied).

Using only one Mix node, it is necessary to trust this particular component
not to keep the information about the link between input and output messages.
To reduce trust whole Mix networks with n Mix nodes are implemented and
incoming messages are encrypted with the public key of each Mix node (in
reverse order). Messages are decrypted, shuffled, and forwarded from one Mix
to the next one. Now, all Mix components need to collaborate in order to
reveal the links between input and output messages of the MIX network -
consequently, only one out of n Mix nodes needs to be trustworthy.

As in any other system implementing the anonymisation during the tally-
ing phase, the anonymisation mechanism is applied in the tallying phase. To
do so, the encrypted e-votes (without any voter information) are sent through
a Mix network. Assuming the Mix network works correctly, the decrypted
output votes cannot be linked to the encrypted input votes (and, thus, the
voters).

Voting protocols based on Mix networks are presented in [1, 2,27, 30,49,
54,60,70-72,77,103,116,129], and [31].

Homomorphic Encryption. Homomorphic encryption is a special form of en-
cryption where one can perform a specific algebraic operation on the plain
text values by performing a (possibly different) algebraic operation on the
cypher text values:

Enc(a+b) = Enc(a) * Enc(b), for values a and b, where + and * denote
operations.

In a special type of homomorphic cryptographic primitive it holds that the
sum of encrypted values is equal to the encrypted sum of the values. The RSA
and ElGamal encryption systems themselves are homomorphic. But in normal
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use, additional randomness is introduced to enhance the security of RSA and
ElGamal. However, this is a desirable property if one wishes to implement an
remote electronic voting protocol. Here, it can be used to compute the election
result without revealing the content of each encrypted vote because

> wote; = Dec(d Enc(vote;)) holds.

The secrecy of the vote is ensured because single votes are never decrypted by
the system. Thus, it does not matter that the link between voter and encrypted
vote exists. However, it is important to protect the corresponding decryption
key. It is often proposed to distribute the key to n parties, thus, again n
or k out of n need to cooperate in order to decrypt single votes (detailed
information about secret sharing and threshold cryptography in general can
be found in [136] and [32]). The main disadvantage of corresponding voting
protocols is that they reduce flexibility, as the votes are essentially limited to
yes/no values. Papers have been proposed to overcome this restriction (see,
for instance, [39]).

One of the first voting protocol based on homomorphic encryptions is pro-
posed in [34]. An improved and modified version of this voting protocol is
presented in [11]. Other voting protocols based on homomorphic encryption
can be found in [8,12,38,39,66,67,91,96,128,133], and [92]. Electronic voting
systems ensuring the secrecy of the vote based on homomorphic encryptions
are VoteHere and the CyberVote system (for more information on these sys-

tems see [B.1]).

Hardware Security Modules. A Hardware Security Module (often abbreviated
to HSM) is a tamper-resistant or at least tamper-evident hardware component
that can securely generate and store long term secrets for use in cryptography.
Generally, it is used to generate a digital key pair without revealing the private
key. The revealed public key is sent to the voter who uses it to encrypt his
vote. Most HSM systems can also perform further cryptographic operations.

A HSM implementing decryption can be seen as a function which takes as
input the encrypted e-votes and returns as output the decrypted result, while
the decrypted votes are not revealed.

The Estonian remote electronic voting system uses such an HSM but only
to decrypt votes, that is, the tallying software sends encrypted e-votes to the
HSM and receives the corresponding decrypted e-votes (see [106]). The sum
is computed outside the HSM. Here, the decryption key is protected but the
key to activate the HSM needs to be shared-analogous to the decryption key
for homomorphic schemes in order to ensure that malicious key holders do
not decrypt vote by vote with the HSM (and thereby compromise the secrecy
of the vote).

Result of the Analysis

The different approaches to ensure the secrecy of the vote are presented to-
gether with a list of protocols and systems implementing the corresponding
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approach. The advantages and disadvantages are discussed. As there is no
best solution, it needs to be analysed for a particular election which tech-
nique should be applied.

2.4.3 Client-Side Voting Software

The client-side voting software is essential for the voter to communicate with
the voting server. The client-side voting software runs on the vote-casting de-
vice. It can either be a specific application or a Web browser, while depending
on the system a particular voting applet can be run by Web browsers. Cor-
respondingly, it can be distinguished between a fat-client, a thin-client (the
applet solution), and a Web browser solution. These three are discussed in
this section with respect to security, usability, and maintenance issues (for a
more detailed analysis see [6]).

Web Browser Solution

One possibility to enable the voter to communicate with the voting server is
the application of available Web browsers (without a specific client-side voting
software). This approach does not involve any kind of (java) applet. Due to the
poor security functionalities of a Web browser, the main security mechanisms
run on the voting server. The Web browser is only used to establish the link to
the voting server, to display the voting Web page, and for the voter to interact
with the voting server (authentication of the voter and vote casting). The
only assumed security functionality is the Secure Socket Layer (SSL). This is
necessary to secure the communication because Web browsers do not provide
another possibility to encrypt or sign messages. Using SSL, it is possible to
ensure confidentiality and integrity of the exchanged messages. Moreover, the
authenticity of the voting server can be ensured (with the help of the voter
who needs to check the voting server’s certificate).

From a usability point of view, the Web browser solution is welcomed
because the voter does not need to install additional software but can use
the environment he is used to. Moreover, Web browsers are executable on
other devices than normal PCs or notebooks; the voter can also use his WAP
mobile phone or PDA to cast his vote using the remote electronic voting
system. Concentrating the whole functionality on the server-side has two more
advantages: first of all, in the case of a voting system update there is no effort
for the voter because only the server-side voting software needs to be updated.
Secondly, if a new Web browser or a new version of an existing Web browser
is deployed the server-side voting software can be patched in order to support
this new Web browser as well. Thus, the voter is free to choose the Web
browser he prefers'® to cast his vote.

1% Even more, the voter needs to be free to choose a Web browser he wants to use;
a particular one cannot be mandated by the responsible election authority (this
is caused by the principle of a free election).



2.4 Overview of Remote Electronic Voting 33

However, there are two main disadvantages: first, the remote electronic
voting system has no possibility to check the trustworthiness of the vote-
casting device, for example, whether there is a virus or Trojan Horse on the
vote-casting device which affects the communication between the voter and
the voting server. Moreover, an (un-patched) Web browser could weaken the
trustworthiness by well-known exploits. The second disadvantage is caused
by the poor Web browser functionality. Thus, most of the proposed voting
protocols cannot be implemented because they require security functionality
on the client-side. For the same reason, this approach can only be used in
combination with secrets as authentication techniques. The only disadvantage
from the usability point of view is the necessity for the voter to check the
certificate of the voting server. This might be new for many voters even if
they use SSL on a daily base.

Fat-Client Solution

This approach is called fat-client because the client-side voting software is
rich of security functionality and cryptographic algorithms. Such a client-side
voting software needs to be installed and executed on the vote-casting device
in order to cast a vote.

Any available voting protocol can be implemented using the fat-client ap-
proach, thus, in contrast to the Web browser solution, this solution does nei-
ther exclude any voting protocol nor any authentication technique. In addi-
tion, a fat-client can include a virus scanner or similar security software'! in
order to verify the trustworthiness of the vote-casting device before starting
the vote casting process (as proposed in [74]).

The disadvantages of this approach are the distribution, installation, and
maintenance of the client-side voting software. Distribution and maintenance
is an economic question while the installation is assigned to usability issues.
Moreover, the client-side voting software might only run on a particular system
if corresponding system properties are given (for example, the java virtual
machine is running). Analogously to the validation of the server certificate
in the Web browser approach, the voter needs to verify the integrity and
authenticity of the voting software he installed on his vote-casting device (this
might be for voters more complicated than the verification of a certificate).

Thin-Client Solution

The Web browser solution is from the usability and maintenance aspect prefer-
able while from a flexibility and security point of view the fat-client is advanta-
geous. A mix of both strong points is provided by the thin-client approach. It
implements a java applet running in the Web browser. This java applet is the
client-side voting software which provides the necessary security functionality
on the client-side.

' Note, the voter needs to agree and may also not want voting software searching
his file system for viruses or the like (for fears about privacy or the federal trojan
horse).
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Result of the Analysis

The advantages and disadvantages for all three main client-side voting soft-
ware approaches are discussed. As there is no best solution, it needs to be
analysed for a particular election which technique should be applied depend-
ing on the parameters security, usability, and maintenance issues. An overview
of the analysis is displayed in Fig. [Z41
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Fig. 2.4. Approaches for the client-side and their applicability for elections

2.5 Summary

This chapter provides fundamentals of electronic voting. An essential con-
tribution is the classification among the three dimensions (medium, environ-
ment, and point in time) in Sect. Il In particular, this section shows that
the electronic version of the traditional polling station election is constituted
by the application of electronic voting machines in the polling station (either
stand-alone, networked, or paper-based) and that the electronic version of
postal voting is remote electronic voting. As, mostly, the traditional election
form runs in parallel to the new electronic implementation. Afterwards, the
challenges for multiple channel elections are discussed. The main challenges
concern the prevention of multiple vote casting using different channels and
the computation of intermediate results. All these findings are essential for the
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requirement definition, as the requirements depend on the traditional election
type to be replaced by the electronic voting system and to which the electronic
system should run in parallel.

In Sect. 2221 the general differences between paper-based and electronic
voting are presented. The differences mainly address the possibilities for ma-
nipulations: while in the paper-based system it is easy to manipulate the
system in general, the electronic voting system enables large scale manipula-
tions. Besides this, the trust aspect plays an important role in this section:
while the voters in a paper-based election only need to trust the poll workers,
the e-voters also need to trust the developers and administrators.

It is essential for the requirement definition to identify these differences
because they require additional requirements for electronic voting systems
(meaning requirements that do not exist for paper-based elections).

Section focuses on two forms of electronic voting machines and de-
scribes technical possible implementation for these types of electronic voting
systems.: (stand-alone) direct recording electronic voting machines and the
Digital Election Pen system are discussed. As requirements for the Digital
Election Pen are already defined in [158], this book focuses on stand-alone
direct recording electronic voting machines.

Section 2.4 concentrates on remote electronic voting systems. Different
implementations are discussed for the general architecture, the voter authen-
tication, the protection of the secrecy of the vote, and the client-side voting
software. The advantages and disadvantages of all implementations are dis-
cussed. There is no best solution but it is shown that the implementation
depends on many aspects, including the level of the election.

Thereby, the processed and structured information essentially contributes
to the definition of requirements for stand-alone direct recording electronic
voting machines and for remote electronic voting systems.
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Related Work — A Landscape of Requirement
Catalogues

While the different electronic voting systems are proposed and discussed in
the first part of the foundation, this chapter presents an overview and anal-
ysis of existing approaches for the evaluation of electronic voting systems.
It is discussion is necessary to know these approaches and their vulnerabili-
ties in order to provide an exhaustive list of requirements and an evaluation
approach.

The surveyed approaches include requirement catalogues, ordinance, laws,
and research activities. The discussed list of requirements were developed
by people from different disciplines, like a group of security experts, data
protection officers, security auditing enterprises, lawyers, or security auditing
civil services.

The first part of this chapter concentrates on requirement catalogues for
electronic voting machines (in particular, the German and American election
regulations) while the second part discusses those for remote electronic voting
systems (in particular, the Council of Europe recommendations, the catalogue
for “Online-Voting Systems for Non-parliamentary Elections”, the catalogue
of the Gesellschaft fiir Informatik, the Swiss and Austrian election law, as
well as the Network Voting System Standards). Afterwards, scientific papers
are analysed, in particular Shamos’ commandments, Mercuri’s PhD thesis, a
technical report from the EU CyberVote project, and McGaley’s PhD thesis.
In all 