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Foreword

Today’s private and business life depends critically on modern
information and communication technologies (ICTs). Social networks,
information retrieval, shopping, supply chains, everything is done on
the Internet. Global cyberspace becomes a small virtual village with no
borders. While on the one hand new business models create jobs and
economic growth, these are often associated with new risks: cybercrime,
cyberespionage, cybersabotage and cyberwarfare. Cyber threats need
to be addressed and ICT security awareness and security solutions
are needed. In addition, we need a new governance structure in this
cyberspace. Different ethical and cultural backgrounds in America,
Europe and Asia make it difficult to find a common code of conduct
in this brave new cyber world.

The European Union of 28 member states has been a success story
over the last decades in terms of market harmonisation and economic
growth. However, the 2009 financial crisis, youth unemployment and
similar social issues are challenges that Europe still faces. In this context,
the Digital Single Market Strategy of the European Commission pub-
lished this year is a strong commitment for Europe becoming a global
competitive leader in ICTs. The security and availability of ICTs is of
increasing concern and privacy is becoming an important issue in a
world where nothing is forgotten on the net. We see a growing number
of security and data breaches and cybercrime becomes a ‘business’.

The European Commission has taken several initiatives to improve
the situation, such as the Network and Information Security Agenda in
2001, the first ePrivacy Directive in 2002, the establishment of ENISA
in 2004, the Critical Information Infrastructure Communication in
2009, the Digital Agenda for Europe in 2010 and the EU Cybersecurity
Strategy in 2013. But what impact did it achieve? We have awareness
among political leaders and industry CEOs and Computer Emergency
Response Teams in all 28 member states. Most member states have
national cybersecurity strategies. But we still do not have an overall
EU governance framework for network and information security, over-
all incident reporting (like in the telecommunication sector) and trusted
communication on threats and attacks. The NIS directive, which is cur-
rently under negotiation between the European Parliament and the
European Council, aims to overcome these issues. One hurdle is still

ix



x Foreword

that cybersecurity is often seen as part of national security, thus falling
under national sovereignty. So there is still a long way to go before we
have a secure and open cyberspace in Europe.

This book, Cybersecurity in the European Union: Resilience and Adapt-
ability in Governance Policy, by George Christou comes at just the
right moment. It accepts the challenge of describing and analysing
the European Union’s state of play on cybersecurity and provides a
deeper understanding of how the EU can achieve effective security
resilience. Christou describes the EU’s ecosystem of cybersecurity gov-
ernance and to what extent the EU achieves a comprehensive approach
to cybersecurity within the EU ecosystem. In addition, he outlines what
conditions are needed for effective security and resilience. Christou
shows that cybersecurity is the basis for Europe’s social and cultural
benefits as well as for our economic growth. He demonstrates that ICT
security is critical to achieve this.

Today politicians often still think and act in silos: cyberwar is defence,
cybercrime is law enforcement, privacy is justice, and so on. The tech-
nology and the attackers do not distinguish between these different
areas. Was the Stuxnet attack cybercrime? Cybersabotage? Cyberwar-
fare? Depending on the political interpretation it can be different, but
the attackers do not care. And next time the same Stuxnet technology -
which is now publicly known - can be used for attacking an automotive
plant or a denial of service attack on a critical infrastructure, or for cyber-
blackmailing. Therefore all actors and stakeholders have to work in a
cooperative manner, and for this, processes such as incident reporting
and information sharing are key.

Christou’s achievement is that he presents us with the global cyber-
picture and analyses the EU-US relationship and the national interests
(for example, the UK); he addresses cybercrime as well as cyber-defence,
and at the end discusses the question: is ‘security as resilience’ the
solution?

The message of the book - and I fully share this — is: ‘Fostering trust
and security in cyberspace is not an option for the EU; it is a require-
ment and pre-requisite for realising its own ambitions, promoting its
values, and (re)defining its identity in a dynamic global order that is
increasingly reliant on digital interoperability and connectivity.’

Enjoy reading it!

Prof. Udo Helmbrecht
Executive Director
European Network and Information Security Agency



Preface

Securing cyberspace has become one of the most pressing security chal-
lenges of the twenty-first century through its importance to everyday
life for government, business and citizens alike. The cyber world and its
associated technologies have, on the one hand, created many social,
cultural, economic and political opportunities for all, whilst on the
other, its borderless nature has brought with it threats in the form of
cyber-attacks and cybercrime. The European Union (EU) is not immune
to such threats. The Distributed Denial of Service attacks on Estonia’s
public and private networks and systems in 2007, and attacks on its
own institutions in 2011, among other high-profile cases, provided a
wake-up call for the EU and ensured that cybersecurity moved swiftly
up the EU’s political agenda. The EU subsequently produced its first
Cybersecurity Strategy in 2013 to prioritise and integrate its policies
and actions internally and externally; well aware that the EU could not
address cybersecurity challenges alone given the global and open nature
of the Internet.

Within a broader international, regional and national context, this
book will analyse the EU’s approach to the challenges it faces in
cyberspace, before and following the publication of its Cybersecurity
Strategy. Utilising and fusing the concepts of resilience and security gov-
ernance, it offers a novel framework for understanding and assessing
how far the EU has progressed in embedding the necessary condi-
tions for a resilient and secure cyber ecosystem to emerge in Europe
and beyond. It is argued that embedding such conditions will facili-
tate the emergence of an adaptable and flexible resilience needed for
the EU to foster security, confidence and trust in cyberspace. This is
not an option for the EU and its citizens but rather a pre-requisite for
realising its own ambitions, promoting its values and (re)defining its
identity in a dynamic global order that is increasingly reliant on digital
interoperability and connectivity.
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Introduction

The salience of cybersecurity in the European Union

Information and communications technologies (ICTs), in particular the
Internet, have been an increasingly important aspect of global social,
political and economic life for two decades, and are the backbone of
the global information society today. Their evolution and development
have brought many benefits for individuals, as well as a plethora of
public and private institutions and actors; witness the positive impact
of social networks on the uprisings in the Arab Spring in 2011, or the
increased use of e-commerce across business and individuals. ICTs have
also, however, brought the threat of serious cyber-attacks demonstrated
in recent years through acts of cyber espionage and cybercrime within
the virtual, networked ecosystem that we live in.

These have included, to name but a few high-profile cases, attacks on
Estonia’s public and private institutions in 2007, Russian-sourced attacks
on Georgian systems in 2008, the Stuxnet worm attack on the Iranian
nuclear programme in 2009, the re-routing by a Chinese Internet ser-
vice provider (ISP) of sensitive US government e-mail traffic to China,
the WikiLeaks affair in 2010, not to mention attacks on several EU insti-
tutions in 2011 (the European Commission, the European Parliament).
Beyond such high-profile attacks, reports of attacks on companies have
also proliferated in the last few years (Net Losses Report 2014). Such
events have underlined the vulnerability of ICTs and brought to the fore
important policy issues that permeate the information security agenda.
They have also highlighted the global and multi-dimensional nature of
the information assurance problem — with recognition that security gov-
ernance developed to combat the cyber threat must engage the many
levels, actors, institutions and individuals involved within the cyber
ecosystem.
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In this context, the European Union (EU) over the past ten years has
been developing its policies towards cyber threats, even though this has
often been quite fragmented. The EU’s Internal Security Strategy (ISS,
November 2010) and the Digital Agenda for Europe (2010) have pro-
vided the main broad guidance for its activities in this area in more
recent times. However, the EU also produced more specific proposals
through the European Strategy for Internet Security (ESIS 2011) and the
Cybersecurity Strategy for the European Union (EUCSS 2013).

Institutionally, the European External Action Service (EEAS) plays
the role of central coordinative node in agreeing on and projecting
EU cybersecurity policy externally, whilst the EU Computer Emergency
Response Team (CERT) fulfils the technical aspects of such a role inter-
nally. The Directorate Generals Connect (DG Connect) and Home (DG
HOME) take the lead in developing policy in relation to Network
and Information Security (NIS) and cybercrime, respectively, with the
Furopean Parliament also playing a key role within the policy pro-
cess with regard to relevant Regulations and Directives. Beyond this,
there are key EU agencies, including the European Defence Agency
(EDA) which works on developing EU cyber defence, the European
Network and Information Security Agency (ENISA) which works with
relevant stakeholders to develop advice and recommendations on good
practice in information security (including cybercrime), and with EU
member states in implementing relevant EU legislation to improve the
resilience of Europe’s critical information infrastructure and networks.
Finally, Europol, and specifically the European Cybercrime Centre (EC3),
focuses on the operational and strategic aspects of cybercrime (see
Figure 1.1).

Cybersecurity is certainly one of the most salient problems on the
EU’s political agenda, made even more pressing after cyber-attacks on
the European Parliament, and the EU Commission and the EU’s Emis-
sions Trading Scheme in March 2011, the latter at an approximate cost
of €30 million in stolen emissions allowances (Leyden 2011). The esti-
mated cost of cybercrime to the EU is €85 billion annually (EU prepares
to launch first cybercrime centre, 2012) and certain analysts further esti-
mate that within Europe up to 150,000 jobs could be lost to cybercrime
over the next few years, in addition to the damage done to trade,
competitiveness, innovation and economic growth (Net Losses Report
2014).

Such problems are not easily resolvable given their complex, often
ambiguous and cross-jurisdictional nature, and the EU, although cer-
tainly making progress in the evolution of its policies in these areas,
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Figure 1.1 The central pillars of the EU Cybersecurity Strategy (2013)
Source: Compiled from data within the Cybersecurity Strategy of the EU (2013, p.17).

still has a long way to go before it can claim to have a unified, effective
and resilient ecosystem for governing cyber threats. Indeed, whilst cre-
ating a comprehensive approach to cybersecurity within the EU has
become a political priority with a renewed sense of urgency around the
issue, there is still a lack of clarity on how cyber threats can be regu-
lated and coordinated in governance terms in order to build sustainable
and resilient platforms and systems. In short, whilst the EU certainly
possesses many tools and mechanisms for addressing the cybersecurity
issue, how it uses them needs to be developed, and the consistency
and coherence across the institutions and actors involved improved,
in what can only be described as an evolutionary security governance
ecosystem.

Central questions and objectives of the book

It is the purpose of this book, therefore, to explain the evolution of the
EU governance system for cybersecurity and provide a deeper under-
standing of how the EU can construct an effective security as resilience
(see Chapter 2) with regard to questions of cyber threat. Moreover, it
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will facilitate provision of the answer to the central questions that this
book seeks to ask:

e How can we characterise and understand the EU’s evolving ecosystem
of cybersecurity governance?

e To what extent has the EU been able to construct a comprehensive
approach to cybersecurity within the evolving ecosystem, and embed
the necessary conditions for effective security as resilience?

e What is the nature of the resilient ecosystem emerging in the EU?

What is at stake within the EU space is significant. If the EU cannot
facilitate the construction of the necessary conditions for security as
resilience in cyberspace in the near and long term, then there is a danger
that trust and confidence in the Internet will be eroded, and that the
EU will remain vulnerable to cyber-attack and, importantly, unable to
react and recover in an effective way. Improving the way in which the
EU does cybersecurity is essential for the continued social, economic,
financial and cultural benefits that citizens and businesses derive from
the Internet and, more broadly, evolving ICTs. Moreover, it is critical if
it is to achieve the objectives it has set for itself in the Digital Agenda
for Europe (2010), and equally as significant, the driving force of such
an agenda, the Europe 2020 strategy. Fostering trust and security in
cyberspace then is not an option for the EU; it is a requirement and
prerequisite for realising its own ambitions, promoting its values and
(re)defining its identity in a dynamic global order that is increasingly
reliant on digital interoperability and connectivity.

Theoretically and conceptually, work has been sparse in relation to
analysing the EUCSS and emerging cybersecurity ecosystem. Broader
research on cybersecurity has progressively increased from different
perspectives (see Chapter 1), and certain authors have offered some
insight into the EU approach through deploying the concepts of cyber
power (Klimburg and Tirmaa-Klaar 2011; Sliwinski 2014) and resilience
(Miriam Dunn Cavelty 2013). However, such works have not been com-
prehensive in their coverage or conceptual reflection on the emergent
ecosystem of resilience within the EU and Europe. I am not arguing here
that such approaches do not have anything to offer, in fact quite the
opposite. Such works need further application and development if we
are to reach a deeper understanding of how far the EU has travelled
towards achieving effective security as resilience within its evolving
ecosystem. The argument in this book is that an adaptable and flexible
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type of resilience should drive the EU’s approach to cybersecurity —
that is, the EU should focus on developing the conditions for effec-
tive cybersecurity as resilience, through appropriate governance modes
and mechanisms, for it to become an influential actor in cyberspace
and a leader with regard to good practice in cybersecurity and its many
different dimensions (see Chapters 2 and 6).

Given the above context, the objectives of the book are threefold:

e To provide a conceptually driven and comprehensive analysis of the
EU’s emerging ecosystem for cybersecurity

e To employ a novel conceptual framework to the issue of EU
cybersecurity through a fusion of resilience and security governance
literatures

e To produce a deeper understanding of progress in the development of
the EU’s approach and strategy to cybersecurity and the implications
this has for effective cybersecurity as resilience in Europe and beyond

It is the contention of the author that such an undertaking is both
timely and necessary, in particular given the hitherto lack of attention
to the EU’s evolving practice in cybersecurity in an era of both internal
institutional change and transition following ratification of the Lisbon
Treaty (2009), and increasing security challenges in cyberspace, whereby
citizens, governments, business and other actors are increasingly threat-
ened (perceived or real) — culturally, financially, economically, politically
and strategically. Whilst there are certainly many ideas ‘out there’ evolv-
ing through deliberation and discussion on what works best for effective
cybersecurity, and the European Commission and other EU agencies
such as ENISA are proactive in developing common definitions of prob-
lems (what is cybersecurity) and solutions (what is meant by resilience,
types of public—private partnerships in cybersecurity), this book aims to
assess how the main pillars of the EUCSS - cybercrime, network and
information security (critical information infrastructure protection) and
cyber defence (Chapters 5 and 6) — are working and pulling together
to construct a more resilient and common understanding and prac-
tice related to cybersecurity. In addition, it seeks to place this in the
context of the global more broadly (Chapter 2), and transatlantic coop-
eration more specifically (Chapter 7). Furthermore, it explores national
resilience through offering an in-depth analysis of what is considered
an advanced EU member state — the UK - in the area of cybersecurity
(Chapter 4).
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Certain clarifications need to be added and parameters made clear
before outlining the structure of the book. The first relates to what
sort of role the EU can realistically play in cybersecurity given that
it touches upon many issues of national sensitivity and security. The
EUCSS recognises that ‘it is predominantly the task of member states
to deal with security challenges in cyberspace’ (EUCSS 2013, p.4), but
also that the EU has a key role to play as an actor in itself. To this end,
it is clear that the EU can be a facilitator and platform across the dif-
ferent realms of cybersecurity creating the necessary conditions for an
effective culture of cybersecurity to emerge within member states — and
critically, working with member states — weak and strong — in order to
construct the minimal standards and skills — legal, technical, political,
economic, strategic and operational — required for the EU to develop
as a resilient actor and ecosystem in relation to cybersecurity. Not only
this, the EU can act as an effective regional node for the exchange of
good practice across the member states — and internationally, through
the evolution, promotion and projection of principles and norms for
Internet governance, including critical issues of cybersecurity. Indeed,
given the borderless and transnational nature of cybersecurity and the
external reach and influence of the EU, it has a critical role to play in
creating a culture of resilience and cybersecurity not only in Europe, but
also globally.

The second relates to the ongoing debate about how to define
cybersecurity and its various dimensions — cybersecurity, cybercrime,
cyber espionage, cyber terrorism, cyber hacktivism and so on. Whilst
this has become a topic in and of itself for some scholars (see, for
example, Di Camillo and Miranda 2011), and many regional and inter-
national organisations and agencies provide varied definitions, I do not
intend to engage in the debate explicitly within this book. This is not to
say that definitions are not important, but rather that any such discus-
sion will be embedded within the relevant analysis and discussion in the
themes visited in each chapter. Indeed a central part of the analysis will
focus on the emergence (or not) of common definitions and understand-
ings across the different dimensions of cybersecurity, with the starting
point being definitions adopted by the EU (including relevant EU agen-
cies) and its member states. Cybersecurity, in this instance, is defined
by the EU in broad terms, with the definition of cybercrime much more
focused in nature (see Box 1.1). Cyber defence is not defined within
the EU documents given the sensitivity among member states on this
issue, and the reluctance of certain member states to participate given
their own cyber defence strategies (see Chapter 6). This is also why cyber
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defence, unlike cybercrime and NIS, falls under the intergovernmental
Common Security and Defence Policy (CSDP) mandate and not within
the EU’s exclusive or shared competence.

Box 1.1 European Union definitions of cybersecurity and
cybercrime

Cybersecurity: ‘the safeguards and actions that can be used
to protect the cyber domain, both in the civilian and military
fields, from those threats that are associated with or that may
harm its interdependent networks and information infrastructure.
Cyber-security strives to preserve the availability and integrity of
the networks and infrastructure and the confidentiality of the
information contained therein’

Cybercrime: ‘a broad range of different criminal activities where
computers and information systems are involved either as a pri-
mary tool or as a primary target. Cybercrime comprises traditional
offences (for example, fraud, forgery, and identity theft), content-
related offences (for example, on-line distribution of child pornog-
raphy or incitement to racial hatred) and offences unique to
computers and information systems (for example, attacks against
information systems, denial of service and malware)’

Source: EU Cybersecurity Strategy (2013, p.3).

Third, whilst the author acknowledges and accepts that the analy-
sis of cybersecurity within any domain must be interdisciplinary for a
more comprehensive account to emerge — that is, giving equal weight
to the ‘physical layer’ (hardware), ‘logic layer’ (software and protocol)
and content or ‘social layer’ (culture, human contact, ideas and policy)
(Benkler 1998, 2007) - this book prioritises the latter, with an emphasis
on the social and policy conditions for a security as resilience culture
to emerge. In this sense, it provides a contextual analysis of policy evo-
lution and security logics, and a contemporary analysis of practice and
the implications this has for ensuring an effective security as resilience
approach. Thus, those expecting to find in-depth analysis of technolog-
ical and technical solutions to cybersecurity issues will most likely be
disappointed (!); but it is the hope of the author that it will at least cre-
ate further conversation across the different layers on the relationship
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between the policy, cultural and technical challenges of constructing
a resilient cybersecurity ecosystem in Europe and beyond. Technical
solutions, after all, are only possible if the appropriate legal and policy
environment exists to implement them effectively.

Fourth, whilst the book offers comprehensive coverage on what are
considered the three main pillars of the EUCSS, there are still many
important aspects of EU and European cybersecurity that could not be
covered. Thus the book does not delve into the minutiae of EU poli-
cymaking and internal cooperation, competition and conflict between
EU actors and agencies. In addition, priorities outlined in the EUCSS
(2013) such as developing industrial and technological resources for
cybersecurity and establishing a coherent international cyberspace pol-
icy for the EU are only discussed implicitly throughout the book; with
the latter international aspect analysed in depth to some degree with
regard to the international context (Chapter 3) and the transatlantic
partnership (Chapter 7). Beyond this, issues such as cloud computing
security, smart technologies (cities, environment, devices and so on) and
IT-enabled industrial control systems, to name but a few, are not covered
in order to ensure an element of focus and depth to the central elements
within the EUCSS that are analysed. Finally, a choice was made to pro-
vide one in-depth country case study (the UK, see Chapter 4) rather than
including additional, but less substantive country case studies; although
developments within the EU are alluded to in the analysis of the main
pillars of the EUCSS. These choices obviously limit the scope of analysis,
but with the acknowledgment that not all cyber issues affecting Europe,
the EU and its member states could be explored in a single monograph
of this type.

Finally, there is one note of caution that needs to be added given
the dynamic nature of developments in ICT and cybersecurity policy
and practice more broadly, and the formative nature of many of the
EU’s initiatives stemming from its Cybersecurity Strategy (EUCSS 2013).
The reader should be aware that what is offered here, albeit in historical
context, is a snapshot of the EU’s developments, policies and practices,
two years on from the publication of its Cybersecurity Strategy. It is
highly probable that by the time this book is published many aspects
of the EUCSS and therefore policy and practices will have evolved and
changed. It is the ambition of this book though that the analysis offered
will provide a context for reflection on the future evolution of the EU’s
approach and the nature and direction of travel in relation to embed-
ding the necessary conditions for the emergence of a secure and resilient
cyber ecosystem in Europe.
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The structure and organisation of the book

The aim of this book is to provide a comprehensive and conceptually
driven account of the evolution of EU cybersecurity policy and strat-
egy. To this end, Chapter 2 will provide a framework and conceptual
markers for understanding the EU’s evolving ecosystem of cybersecurity
governance. It will review the theoretical literature on cybersecurity
more generally and in relation to the EU, and develop a framework for
analysis through problematising and fusing the concepts of resilience
and security governance. Indeed, this chapter will construct the concep-
tual argument relating to a security as resilience approach, and the basic
conditions that would allow this to emerge in the EU and Europe.

Chapter 3 will outline the global context in which the EU operates
and interacts in relation to cybersecurity policy. The security of ICTs
and the Internet is, by its very nature, borderless, and thus many of
the challenges require not just specific EU responses, but coordinated
global, public—private responses. Chapter 4 will offer a critical appraisal
of the evolution of cybersecurity policy at the national level, focusing
on the evolution of cybersecurity policy in a single advanced country,
the UK. Whilst the chapter will only provide an in-depth analysis of
one EU member state, it will also illuminate progress elsewhere and
reflect on good practice that can be potentially transferred within an
EU context.

Chapters 5 and 6 then offer in-depth analysis of the EU policies
within the three central pillars under scrutiny: cybercrime, NIS and
cyber defence. These chapters assess how evolving proposals, logics and
practices facilitate the construction of the necessary conditions for secu-
rity as resilience to emerge, including the differentiated governance
mechanisms across the three pillars. Chapter 7 then delves deeper into
one of the EU’s most important international relationships in relation to
cybersecurity and cybercrime: that with the US. This chapter will focus
on and analyse the EU-US relationship and its implications for the EU
in developing the transatlantic dimension of its Cybersecurity Strategy
and ecosystem. More specifically, it will analyse similarities and differ-
ences between EU and US logics of security across different issues related
to security in cyberspace, in order to assess (a) the extent to which the
two partners converge or diverge on critical issues and (b) how this
impacts on the creation of a transatlantic security of resilience approach
for cybersecurity.

Chapter 8 will summarise the findings and overall implications of the
research on the EU in national and global contexts. It will first, assess
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how far the EU has travelled in embedding the conditions for a security
as resilience approach to emerge; and second, it will offer reflections on
the security as resilience approach and emerging governance modes to
achieve this in the EU, and a way forward for research and the practice of
resilient security in the evolution of the EU’s cybersecurity ecosystem.



2

Conceptualising Security as
Resilience in Cyberspace

Introduction

Many cybersecurity strategies within and beyond Europe refer to
developing effective cyber resilience, but without adequately defining
and deconstructing what resilience is, what it looks like at different
stages, and the preconditions and governance forms required to achieve
it. Approaches to cybersecurity thus far have been theoretically and
conceptually eclectic — utilising traditional and critical theories of Inter-
national Relations (IR) and concepts such as cyber power. This chapter
will — in line with the main purpose of this book — draw on existing
theorisations of cybersecurity more broadly, and add to them through
interrogating resilience and security governance in order to create a
holistic approach to assessing the evolution of the European Union’s
(EU) ecosystem for cybersecurity governance. Moreover, it will seek to
provide a frame of reference for not only understanding the ‘Internet
interconnection system’ (ENISA 2011c) but more specifically the condi-
tions that can potentially lead to cybersecurity as resilience across the
European space.

Furthermore, this chapter will explore and define the concepts of
resilience and security governance and delineate how they will be oper-
ationalised in analysing EU cybersecurity. The aim will be to fuse the
literature on resilience and security governance in order to construct and
establish a security as resilience approach. This will allow the character-
isation of emerging governance in the EU Cybersecurity Strategy and
more importantly, how this equates to achieving an effective security as
resilience in Europe. Whilst such a frame no doubt has synergies with
existing conceptual work, it will also add to such literature, not least
by introducing different understandings of resilience through which
cybersecurity governance can be understood and assessed.

11
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In short, it is the aim of this chapter to provide a framework and
conceptual markers for explaining the evolution of the EU governance
system for cybersecurity in order to provide a deeper understanding
of how the EU can construct an ecosystem of resilient security gover-
nance with regard to questions of cyber threat. Such a framework will
facilitate provision of a conceptually informed answer to the central
questions that this book seeks to ask: How can we characterise and
understand the EU’s evolving ecosystem of cybersecurity governance?
To what extent has the EU been able to construct a comprehensive
and resilient approach to cybersecurity within the evolving ecosystem?
What is the nature of the resilient ecosystem emerging in the EU? The
implicit argument running throughout the chapter and the book is that
a more socio-ecological, adaptive and flexible form of resilience should
drive the EU’s approach to cybersecurity in order for it to become an
influential actor in cyberspace and a leader with regards to good practice
in cybersecurity and its many different dimensions.

The chapter will be structured as follows to achieve its aim. The first
section will provide a contextual overview and assessment of the way
in which cybersecurity is theorised and conceptualised in the litera-
ture more broadly. The second section will then draw on the specific
literature that will be used to construct the framework for the book;
namely, resilience and security governance, and sketch out concep-
tual conditions and markers that can be utilised to understand the
development of the EU’s emerging ecosystem of cybersecurity. This
section will also articulate the relationship between the broader liter-
ature and the security as resilience frame constructed for analysis of the
EU cybersecurity ecosystem. The final section will summarise the argu-
ment made in the chapter and the implications this has for the analysis
in the book.

Approaches to analysing cybersecurity

Theoretically informed work on cybersecurity is surprisingly sparse,
although growing rapidly. What does exist is focused on the US and
other geographical areas (for example, see Kshetri 2013 on the Global
South), with no comprehensive, theoretically driven analysis of the
EU in cybersecurity. In terms of the existing literature a variety of
approaches have been used to analyse the topic, ranging from tra-
ditional national strategic and managerial approaches (Libicki 2007,
2009; Janczewski and Colarik 2007; Mehan 2008; Janczewski 2008;
Clarke and Knake 2010), to historical approaches (Carr 2009) and
‘terrorist’ oriented approaches (Verton 2003; Colarik 2006; Wiemann
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2006). Such approaches have had little theoretical input and focus more
on the real and present danger of cyber threats and potential man-
agement of the risks associated with them; in other words, on how
to fight the cyber enemy or achieve the ‘cyber peace’ (Clarke and
Knake 2010). More conceptually, methodologically, and theoretically
informed works have employed governance (regulatory) approaches
(Brown and Marsden 2007; Mueller 2010), pragmatic, eclectic, compar-
ative approaches (Karatzogianni 2006, 2009; Eriksson and Giacomello
2010), innovative mixed-method approaches (Deibert et al. 2012), cyber
power approaches (Kramer et al. 2010; Nye, Jr 2010; Klimburg 2011a;
Betz and Stevens 2011; Sliwinski 2014') and more critical approaches
that attempt to assess the extent to which cyber policy has become secu-
ritised (Eriksson 2001; Bendrath et al. 2007; Dunn Cavelty 2007, 2008).
These latter works are important for contextual purposes, but also for
the fact that much of the work, on governance for example, is intellectu-
ally pertinent to the approach taken here in analysing the EU’s evolving
ecosystem of cybersecurity governance. It is to these works that I will
now turn in this section.

Karatzogianni (2009) usefully focuses on how to conceptualise the
role of new media in cyber conflict, but there is no real theoretical
engagement in the politics of cybersecurity per se, and no direct focus on
the EU. Whilst not focusing on the EU either, Eriksson and Giacomello
(2010, p.3-11) do engage with the literature on the digital age and secu-
rity — and note in particular that it has largely ignored either ‘security’
or ‘theory’. The Information Society (IS) literature (Castells 1996, 1997,
1998; Mowlana 1997), they suggest, has not focused on state and soci-
etal security, but rather, that of the firm and market. At the same time,
what they have called digital-age security literature is policy focused and
therefore neglects theorisation of cybersecurity; indeed, they conclude
that much work within this area is prone to sensationalise the prob-
lems posed by cyber threats (the ‘electronic Pearl Harbour’ scenario),
thus potentially over-exaggerating the tools necessary to address issues
related to the day-to-day process of information assurance.

What they argue, fundamentally, is that there is a gap between IR
theory and security in the digital age, and they subsequently outline
the utility of Realism, Liberalism and Constructivism for understanding
and explaining security in the digital age before concluding that a ‘prag-
matic’ approach aiming for typological not universal propositions offers
a way of utilising insights from different literatures. Interestingly, they
demonstrate that liberalism and constructivism are the most relevant IR
theories: the former with its emphasis on transnational non-state actors,
networked communities, ‘vulnerable interdependence’ and an emphasis
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on the permeability of the boundaries of state; the latter allowing for
deeper analyses of discourse, rhetoric, symbols and identity in digital
age security.

Such a pragmatic approach is utilised by authors to analyse the poli-
tics of threats and the politics of protection, with insightful analyses on
the securitization of cyberspace by the US (Bendrath et al. 2010, p.57),
the challenges of complexity in theorising security in the digital age
(Dunn Cavelty 2010, p.85), as well as liberal institutionalist approaches
to a global information assurance regime (Valeri 2010, p.132) and an
eclectic approach utilising the literature on international cooperation,
regulation and policy diffusion (Hosein and Eriksson 2010, p.158). Such
work is, of course, germane to the task in this book, which is to char-
acterise and understand the EU’s evolving ecosystem of cybersecurity.
Indeed it is relevant in the sense that it reminds us of the complexity
in analysing the politics of cybersecurity. Moreover, it demonstrates the
need for an approach that does not neglect context, change and prac-
tice — both in terms of characterising the emergent ecosystem in the EU,
and in identifying complex patterns of continuity and change in rela-
tion to how a resilient cybersecurity governance system for the EU is
framed, constructed and practiced (see Christou and Croft 2012) by the
plethora of actors involved in the European (and global) space.

Dunn Cavelty (2007, 2008a) approaches the issue of cybersecurity
from a ‘security studies’ perspective, noting, as with Eriksson and
Giacomello (2010), the lack of application of IR theory to the issue.
Dunn Cavelty takes what she labels a semi-constructivist perspective,
utilising the Copenhagen School focus on speech acts, and comple-
menting this with framing and agenda-setting theory. Her approach has
several advantages in analysing cybersecurity — and sits in the ‘thin’ con-
structivist school of thought — where there is recognition of the socially
constructed nature of cyber threats, but where ‘intentions and purposes
are understood to be embodied within the objectified or institution-
alised structures of thought and practice’ (2008, p.7). Her emphasis then
is not simply on speech as a discursive act, but also on how perceptions
of actors can impact on and influence practice and action. The approach
taken by Dunn Cavelty leads to a research agenda that focuses on
how cybersecurity issues are constructed as a threat and placed on the
agenda — and the subsequent post-securitisation phase in terms of the
measures that are put in place to address cyber threats. Cavelty’s main
findings are interesting and obviously have implications for governing
cybersecurity in the EU - in particular with regard to justifying and
maintaining certain types or modes of (exceptional) governance in the



Conceptualising Security as Resilience in Cyberspace 15

absence of what might be deemed real or tangible threats. However,
whilst such an approach is intellectually useful in providing context
with regard to historical framing and change, it does not explicitly relate
construction of policy to governance forms (see Christou et al. 2010;
Christou and Croft 2012). More specifically, it misses the detail of evolv-
ing governance arrangements® in the context of the security as resilience
that is emerging. So whilst context will not be neglected in this book on
the EU’s policy and practice in cybersecurity, the key questions will not
simply focus on how cybersecurity was securitised or not, but also on
how practice is shaping the logic and nature of resilience within the
evolving ecosystem of cybersecurity governance.

Another way in which cybersecurity has been approached conceptu-
ally is through the notion of cyber power. In an attempt to demonstrate
the types of behaviour, instruments and resources that can be used in
the cyber world by state and non-state actors alike, Joseph Nye Jr (2010)
defines cyber power, in its wider sense, as ‘the ability to use cyberspace
to create advantages and influence events in other operational envi-
ronments and across the instruments of power’ (2010, p.4). He further
differentiates between physical and information instruments, and hard
and soft power in cyberspace, and gives examples of how they can
be used inside (intra cyberspace power) and outside (extra cyberspace
power) (Joseph Nye Jr 2010, p.5).

The relevance of the concept of cyber power is its links to modes
of governance available to actors in cyberspace and importantly, the
type of resilience and thus cybersecurity that an actor or state wishes
to achieve. Whist Nye Jr shows how hard and soft power are connected
to the three faces of power (Ibid., p.7), such power is also reflective of
how actors, including the EU, can regulate and govern in relation to
information assurance and threats to critical information infrastructure.
Furthermore, it demonstrates the power resources of the actors involved
in any cybersecurity ecosystem, with Nye Jr arguing that although
within cyberspace there has been a narrowing of the gap between state
and non-state actors across certain dimensions, this has not meant
equalisation across the board; in other words, governments remain the
strongest actors in resource terms, even though networks become more
important as a tool of governance. He thus posits that governments have
at their disposal varied forms of cyber power solutions, hard and soft, for
different cyber threats (economic espionage, crime, cyber war and cyber
terrorism), both inward and outward looking in nature, each affected by
space and time. Whilst he argues within this frame that various offensive
and defensive strategies are available to governments given their power
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capabilities, he also demonstrates the difficulty of international cooper-
ation on regulation or ‘norms of behaviour’ in areas such as cybercrime
or cyber espionage (Ibid., p.18).

Betz and Stevens (2011), much like Nye Jr (2010), focus on state strat-
egy and cyber power, although they by no means exclude the role of
non-state actors in cyberspace. Indeed, they understand cyber power
as ‘the variety of powers that circulate in cyberspace and which shape
the experiences of those who act in and through cyberspace’ (Betz and
Stevens 2011, p.44). Moreover, they recognise that in a socially complex
‘networked society’ driven by technological innovation the power of
non-state actors increases substantively; and they also recognise the flu-
idity of cyberspace, which is made up of multiple actors and constantly
in flux (Ibid., p. 38). They argue that much of the fear emanating from
states is due to the proliferation of the many actors in cyberspace that
seek to exploit the opportunities offered to them in order to achieve
their own objectives. In their words, ‘These range from individual cit-
izens to civil society organisations and commercial enterprises, from
terrorist and insurgents to branches of state power...to multilateral
global institutions and media conglomerates, from individual nodes
to whole networks, and non-humans in the form of hardware and
software...’ (Ibid., p.38-39).

In recognising the complexity of power in cyberspace, they seek to
extend the conception of cyber power, identifying four distinct forms:
1. Coercive/Compulsory, which is the use of direct coercion by one
cyberspace actor in an attempt to modify the behaviour and conditions
of existence of another and can be exerted by state and non-state actors
and found in interactions between the state and non-state actors and
between non-state actors; 2. Institutional, which is the indirect control
of a cyberspace actor by another, principally through the mediation of
formal and informal institutions and can be utilised by governmental
(including sub-state) and non-governmental actors; 3. Structural, which
focuses on how power works to maintain the structures in which all
actors are located and which permit or constrain the actions they may
take with respect to others that they are connected with directly; 4.
Productive, which refers to the constitution of social subjects through
discourse mediated by and enacted in cyberspace, and which defines the
fields of possibility that facilitate and constrain action (that is, the dis-
cursive construction of threat actors in cyberspace to legitimise action
against them) (Betz and Stevens 2011, p.45-53). Of course in identi-
fying such powers, they also recognise that they are interdependent.
That is, cyber power is not a monolithic concept so that in investigating
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instances of power in cyberspace, a holistic approach must be taken that
allows for the possibility that all four forms might be present in any
given scenario (Betz and Stevens 2011, p.52-53).

Klimburg (2011a) also draws on the notion of cyber power. The
dimensions of cyber power that Klimburg outlines as important are:
coordination of operational and policy aspects across governmental
structures; coherency of policy through international alliances and legal
frameworks; and, cooperation of non-state cyber actors. He argues,
contrary to Nye Jr, that of these dimensions the third is the most sig-
nificant given the nature of the Internet and cyberspace; the majority
of control comes from business and civil society and the capability
of the state is limited to indirect rather than direct influence. In this
context, Klimburg, drawing from the Integrated Capability Model (see
Klimburg and Tiirmaa-Klaar 2011, p.11), posits the need for an inte-
grated approach to cybersecurity, whereby, in his view, ‘the non-state
sector must be induced to cooperate with government’, going on to
argue that ‘the most important dimension of cyber power is thus the
ability to motivate and attract one’s own citizens, an inward-focused
soft-power approach that is fundamental for creating a “whole of
nation” cyber capability’ (2011, p.43). He points out that the US has
been slow to realise how important an integrated approach to cyber
power is, and argues that Russia and China both ‘have highly capable
and highly visible non-state cyber capabilities that interact with their
governments’ (Ibid., p.43-44). What he is effectively advocating is a
public-private partnership model, which is guided by common goals
and objectives. Whilst providing some examples of involved state and
non-sate actors in China, Russia and the US (as well as the UK and EU)
he does not elaborate conceptually on the nature of such partnerships
beyond the need to build mutual trust, or indeed what the mechanics
of any such partnerships would look like for cybersecurity in the EU
and Europe more broadly. Suffice to say that the Chinese and Russian
models of co-option, coercion and criminal network collaboration, are
not governance examples that would fit with the EU’s norms and values
for cybersecurity and Internet governance more broadly (EU Principles
and Guidelines 2011), even though the overarching normative notion
of partnership and an ‘integrated’ approach is desirable.

Klimburg and Tiirmaa-Klaar (2011) apply the concept of cyber power
as defined in the above three dimensions in a report written for the
European Parliament. Here the central conclusions are that whilst the
EU’s cybersecurity policies in the areas of cybercrime and Critical Infor-
mation Infrastructure Protection (CIIP) are contributing to an overall
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resilience within the EU (resilience is not defined in any way), its cyber
warfare capabilities remain underdeveloped through its CSDP. More fun-
damentally, and in terms of the dimensions of cyber power, the EU’s
own institutional systems are found wanting in terms of vulnerability
to cyber-attack. Although the establishment of an EU Computer Emer-
gency Response Team (CERT) has helped to remedy this somewhat,
inadequate implementation of Information assurance measures have
left the EU institutions open to attack, with poor information-sharing
among officials involved in cybersecurity policy. Furthermore, in terms
of coordination and indeed coherence, there is no single body respon-
sible for EU cybersecurity policy, and neither does a single policy exist
(which is still the case even though there is a Cybersecurity Strategy).
On the international stage, it is argued that the EU’s activity could be
significantly improved on issues of cybersecurity, in particular in institu-
tions such as the Internet Corporation for Assigned Names and Numbers
(Ibid., p.36).

Internally, it is argued that within the post-Lisbon CSDP there is little
activity in creating an integrated cybersecurity policy for the EU. More
precisely there is ‘no concept of projecting “hard” or “soft” power via
an integrated approach to cyber power, and therefore for helping to
define international cybersecurity around the core values of the Union’
(Ibid., p.37). On the positive side, it is argued that the EU’s research pro-
gramme funding on cybersecurity has contributed greatly to supporting
resilience, and the European Commission has been critical in driving
forward the agenda for developing cybersecurity policy horizontally and
vertically across the member states (in particular weaker members).

Beyond this, the study finds — quite significantly in the context of
the third dimension of cyber power outlined by Klimburg (2011a),
cooperation with non-state cyber actors (civil society and the private
sector) — that the EU’s engagement is underdeveloped. It is argued that
for ‘resilience’ to evolve, the EU must improve its efforts to consult with
civil society (volunteer technical actors that work on open software, for
instance); which historically the Commission has been open to doing.
The EU must also do the same with regard to private actors. Although
initiatives to collaborate and share information do exist through, for
example, the European Public Private Partnership for Resilience (EP3R)
(replaced by the Network and Information Security Public Private Plat-
form - see Chapter 6) the report suggests that a truly European approach
for sharing information on cyber-attacks is far from constituted.

The cyber power literature obviously raises interesting issues for the
EU’s emergent ecosystem of cybersecurity governance and the EU’s
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approach to cybersecurity. The EU is not a traditional state per se, but
rather has its own particular institutional make-up - and mixture of
supranational and intergovernmental mandates with varying member
state security logics when it comes to cyber defence and offence - in
the case of cybersecurity. Thus, it is argued, that whilst an integrated
approach is necessary for the EU to remain true to the values and prin-
ciples that it espouses for the Internet and to achieve a sustainable,
adaptable and flexible resilience, it should focus on developing its soft
power capabilities — influencing the structural and (re)constructing the
institutional — rather than any form of hard coercive power.

Hard power and the development of offensive capabilities, in any
sense, is difficult if not impossible for the EU given the sensitivity
this holds within its member states, but neither is it desirable, it can
be argued, if the national security logic that drives it undermines the
rights of individuals, excludes key stakeholders, erodes trust and poten-
tially creates greater vulnerabilities in the cyberspace ecosystem (Dunn
Cavelty 2013, 2014; Christou 2014). The structural element is clearly
important in relation to the context within which the EU is construct-
ing its strategy and influencing others within a multipolar networked
world, and the constraints and opportunities that exist in terms of
implementing such a strategy, which is inevitably underpinned by the
notion of balance between rights and security. The institutional aspect
is also significant for the EU - both in terms of its interactions with
the relevant global institutions and private organisations concerned
with cybersecurity, and the role of its own institutions and in particu-
lar agencies, such as ENISA and the European Cybercrime Centre (EC3)
in constructing security as resilience in cyberspace. A question that the
cyber power approach does leave open, and which this work intends to
fill, is that of what sort of governance approaches and associated instru-
ments and platforms can best facilitate the creation of the conditions
required for an effective security as resilience to emerge in Europe.

In this sense, Mueller’s (2010) work is informative as he uses gover-
nance as the central guiding theme in his analysis of the global politics
of the Internet. Indeed, although Mueller does not simply focus on
issues of cybersecurity, the conceptual question he poses is an interest-
ing one: Where can we locate issues and policy arenas within Internet
governance, such as cybersecurity, privacy, etc., given the reality of
both peer production (non-hierarchical governance) or transnational
networks, and government or state control (hierarchical governance)
in Internet governance more broadly? In this context he seeks to the-
orise networked governance, and argues that it can only be useful in
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analysing Internet governance if it is used precisely — as a theory of orga-
nizational forms, in which we can distinguish between: ‘the clustering of
political actors in unbounded networks of influence around governance
institutions, and networks as a bounded consciously constructed type of
organization’ (2010, p.51). Following from this he proposes four ways in
which networked relations can produce institutional change: by formal-
izing and institutionalizing the network relations themselves; by states’
attempts to impose hierarchical regulation upon networked forms; by
states’ utilization and adoption of networked forms; by challenging the
polity through realigning and expanding the associative clusters around
governance institutions.

When testing these propositions in relation to cybersecurity using
spamming and phishing as cases, he argues that although much leg-
islation has been passed in the US and EU in the area of cybercrime,
as well as international law such as the Council of Europe’s ‘Conven-
tion on Cybercrime’, such ‘residues of hierarchy are becoming entirely
dependent upon the networked relations of peer production to have
any effect...the agents of hierarchy... must participate in and become
integrated into the looser trans-jurisdictional, multi-stakeholder net-
works of operators’ (Ibid., p.173). His conclusion is that despite a certain
securitisation by the US government of the cybersecurity issue,® and
the call for harder forms of ‘cyber power’ to combat the impending
threats from cyberspace, such modes of power cannot exist indepen-
dently of softer, existing and emerging forms of peer produced and
transnational modes. Indeed, what is also interesting about his argu-
ment more broadly, (which is consistent with the argument made above
on hard power), is that implicit in it is the need to preserve liberty and
openness in order to ensure security (Ibid., p.180). The securitisation of
cyberspace, in other words, whilst ratcheting up resources and extraor-
dinary means to deal with threats, can also legitimise the use of such
tactics for cyber terrorists and criminals. This in turn can result in greater
cyber insecurity rather than security as resilience.

Mueller’s approach then, is salient for an analysis of the EU
cybersecurity regime. The EU ecosystem for cybersecurity is formative
and interesting questions emanate from the nature of the interaction
between EU agents, and those networks and actors involved in the peer
production of cybersecurity globally and in Europe. Moreover, taking
Mueller’s analysis further, important questions about the nature of the
emergent logics of resilience — and of coordination, collaboration and
trust — need to be answered if the EU is going to make progress in con-
structing a common approach to cybersecurity issues, in particular in
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relation to public-private partnerships. Beyond this, we need to ask ques-
tions not just of the institutions and networks of governance, but which
particular modes of governance are prevalent across cybersecurity issues,
and under what conditions, political, legal and technological, they can
sustain adaptable resilient ecosystems.

Understanding the European Union in cybersecurity

Ecosystems and resilience

Having reviewed the dominant literature on cybersecurity, this section
will aim to elaborate on the central conceptual argument and framework
through problematizing resilience and security governance. To reiterate,
the argument here is that such literatures are very much relevant to
understanding the EU’s evolving cybersecurity strategy and approach —
concepts of cyber power, security logics and governance have important
implications for the type of resilience that can be achieved. We need
therefore a more in-depth exploration of resilience and its relationship
to security governance in order to construct a comprehensive frame for
understanding what is evolving at the EU level and the conditions nec-
essary for the EU to develop an effective security as resilience approach,
underpinned by instruments, tools and mechanisms that allow the EU
to achieve a more secure cyberspace.

Fusing the concepts of resilience and security governance in order
to construct and establish a security as resilience approach, will allow
the characterisation of emerging security governance practice in EU
cybersecurity and more importantly, how this equates to achieving cer-
tain types of resilience. Whilst there will be a predominant focus on
output in such an assessment given the formative nature of the EU
cybersecurity ecosystem (activities such as issuing reports, producing
research, producing policy initiatives, creating new mechanisms, plat-
forms and institutions and so on), it will not exclude assessment of
outcome (changing behaviour) and impact (changes of target indicators
such as a reduction in cybercrime) (see Szilecki et al. 2011, p.716) where
practical and feasible.

To elaborate further, a governance solution that has been prominently
projected in many policy reports and indeed activities of global and
regional institutions involved in cybersecurity and cybercrime has been
that of public-private partnership (PPP; see ENISA 2011d). The EU estab-
lished the EP3R and its successor the Network and Information Security
Platform (NISP - see Chapter 6) for this very purpose, and PPPs form one
of the four central pillars for deliberation within the EU-US Working
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Group on cybersecurity and cybercrime. However, whilst cyber power
approaches posit coordination and cooperation as important between
different actors, they do not go on to specify, beyond building mutual
trust or collaboration, the types of partnership possible or desirable
or what might constitute effective partnership. Furthermore, resilience,
whilst appearing as a leading mantra in developing cybersecurity and
information assurance policy, is not problematized in the academic
approaches reviewed in the section above.* There is no conceptuali-
sation of the logics of security governance and resilience that should
evolve within the EU dimension, and what they mean for preparedness,
protection, detection, response and recovery. Indeed such problemati-
zation and conceptualisation has been more prominent in the work of
EU policy agencies such as ENISA, as well as international organisations
such as the Organisation for Economic Cooperation and Development
(OECD) and the United Nations (Economic and Social Council and the
International Telecommunications Union).

The EU agency ENISA has used the language of natural ecosystem
with reference to Internet interconnection, drawing on engineering and
systems biology and defining resilience as ‘the ability to provide and
maintain an acceptable level of service in the face of various faults
and challenges to normal operation’ (ENISA 2011c, p.10). The start-
ing point in this book, drawing from the literature on resilience, is to
utilise the ecological metaphor in order to understand cyberspace as
an evolving ‘ecosystem’ that has the potential to self-regulate (Holling
1973; Walker and Cooper 2011). This conception of ecology, ‘suggests
that inter-connected and inter-related ecosystems have the capacity to
change and adapt in relation to shocks’ (Brassett and Vaughan-Williams
2015). Resilience within ecologies has been explored through a critical-
theoretical literature (Lentzos and Rose 2009; Walker and Cooper 2011;
Brassett and Vaughan-Williams 2015), which seeks to deconstruct and
question how and why resilience is posited as a solution to certain prob-
lems, and a problem-solving, conceptual literature that seeks to deepen
our understanding of types and logics of resilience. The intention here
is not to ignore the critical® - that is, questions on the compatibility of
certain logics of resilience and governance, for example flexibility and
adaptability vs efficiency. At the same time, however, it primarily seeks
to engage with existing typologies of resilience in order to first, elabo-
rate on the security governance logics that might underpin them and
second, to provide an idea of the extent to which they can produce cer-
tain resilience outcomes in EU cybersecurity. This is not to assume that
any such typologies are fixed, complete or not contestable within the
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cyber ecosystem. Rather the aim is to provide a fluid menu of concep-
tual markers, against which an assessment can be made in relation to
change and output.

The focus on cyberspace as a natural ecosystem, of course, is not
incompatible with considerations of the ‘politics of resilience’ in
cybersecurity; indeed, the ecology metaphor has evolved — both in terms
of the natural and social sciences — as a way of understanding resilience
within ecology or ecologies of resilience (Holling 1973). More specif-
ically, the concept of ecological resilience developed as an alternative
to the notion of engineering resilience, an abstract variable associated
with mathematical ecology which denoted ‘the time (t) it takes a sys-
tem to return to a stable maximum (or equilibrium position) after a
disturbance. The return is simply assumed, and the equilibrium state
is taken as equivalent to long-term persistence’ (Walker and Cooper
2011, p.146). For Holling, such a managerial approach to resilience was
problematic, not least because it was premised on the notion of pre-
dictive knowledge, and the assumption that future events are expected.
Rather than providing a definition that was mathematical and quan-
titative (Grimm and Calabrese 2011, p.7), Holling sought to put forth
a more complex notion of resilience that went beyond stability and
returning to equilibrium, and which emphasised the persistence of rela-
tionships within an ecosystem. Importantly, Holling was critical of the
management approach’s assumption that future events are expected, or
can be predicted, arguing instead that ‘the resilience framework... does
not require a precise capacity to predict the future, but only a qual-
itative capacity to devise systems that can absorb and accommodate
future events in whatever unexpected form they may take’ (Holling
1973, p.21).

Such a conception of resilience and Holling’s later contributions to
adaptive ecosystem management not only earned him a wide follow-
ing but led, through consensus and collaboration, to the formation
of the Resilience Alliance and many definitions of ecological resilience
premised on his ideas (see Brassett and Vaughan Williams 2015). Indeed,
the concept of ecological resilience was extended to take into account
not just the robustness and persistence of systems, but also social eco-
logical resilience, which focused on adaptive capacity, transformability,
learning and innovation (Brand and Jax 2007; see also De Bruijne et al.
2010, p.19). What is important and salient about these approaches to
resilience, and indeed what they have in common is their emphasis on
the concept of ecology as a set of relationships, and as system that is con-
tingent and precarious. This is critical in analysing cybersecurity where
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the technical or scientific and social or political layers are inexorably
linked within an ecosystem and where the relationship between the lay-
ers must be mutually reinforcing in order to achieve an adaptive and
effective resilience.

Furthermore there is a clear link between the broad conception
of resilience and the assumptions of complex systems theory, which
emphasises the properties of open and adaptive systems, non-linear
logics, limited (un)predictability and significant limits to knowledge
and progress due to uncertainty (Kavalski 2009, p.532). It also clearly
interconnects with the metaphor of global fluid, defined as ‘partially
structured by . ..the network of machines, technologies, organizations,
texts and actors that constitute interconnected nodes along which
flows [of capital, ideas, social energies, etc] can be relayed’ (Betz and
Stevens 2012, p.38). Importantly, ‘these fluids do not respect estab-
lished morphological and social boundaries and “may escape, rather like
white blood corpuscles, through the wall into surrounding matter and
effect unpredictable consequences upon that matter”. This non-linearity
means that a global fluid like cyberspace cannot simply be disman-
tled...nor its behaviour readily predicted ... Neither a wholly social, nor
a narrowly mechanistic view of cyberspace sufficiently captures its oper-
ations and experiences... At all times, cyberspace is an assemblage of
multiple actors whose relations are never permanently captured’ (Betz
and Stevens 2011, p.38).

What such notions point to then, which is important for the framing
of this work and the argument made in the book, is a more complex con-
ceptualisation of security governance — or security as resilience (Kavalski
2009, p.532) — which not only seeks to delineate governance mecha-
nisms suitable for cybersecurity, but rather, provides an understanding
of the mechanisms, relationships, characteristics and processes that can
lead to effective resilience — in this case within the EU cybersecurity
domain. In this context conceptions of security governance are inti-
mately linked with types of resilience, and there is an attempt to move
away from notions of security governance as security of control which
focus simply on change within and between systems (Webber et al.
2004, Webber 2007; Kirchner and Sperling 2007a, 2007b; Hallenberg
et al. 2009), thus excluding the possibility of the emergence of ‘ecosys-
tem’ resilience (De Bruijne et al. 2010); that is, resilience which allows
for the possibility of a change to systems and the emergence of new
adaptable regime(s). Such resilience is proactive rather than reactive,
accepting rather than resisting the inevitability of change and the cre-
ation of a system ‘that is capable of adapting to new conditions and
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imperatives’. Reactive resilience, on the other hand, focuses on strength-
ening the status quo and resisting change in order to achieve stability
and constancy within an ecosystem (Handmer and Dovers 1996, p.494).

Such typologies then, even though representing extremes on the
resilience spectrum, are a useful starting point for facilitating our
understanding of the emergent ecosystem of resilient cybersecurity gov-
ernance within the EU. They can provide us with a range of potential
responses to different types of security challenges, risks and attacks in
cyberspace (small-scale, medium and major), and importantly, they can
help us to characterise how the ecosystem within the EU is evolving,
and what the implications are in terms of actors, processes and mecha-
nisms, as well as relationships and institutional structures. It also allows
the construction of propositions and a framework that can be tested
in order to provide insight on the direction, strengths and weaknesses
of practice. To this end, Handmer and Dovers (1996) provide a three-
fold classification of resilience that can be extended for achieving the
aims of this book: Resistance and Maintenance (Type 1); Change at
the Margins (Type 2); Openness and Adaptability (Type 3). Indeed by
utilising such a frame and extending the security and governance under-
pinnings, a greater sense of what is required to achieve the flexibility
and adaptability required (Type 3 resilience, see below) — technical and
political — to cope with unexpected threats will emerge. By providing
benchmarks against which the existing and emerging features of the EU
cybersecurity ecosystem can be understood, the approach being taken
can be comprehensively and critically assessed with regard to potential
outputs.

The typologies of resilience provided by Handmer and Dovers (1996)
are intimately connected with the interpretations of resilience already
alluded to above. They also need to be adapted and elaborated upon for
the purposes of analysing cybersecurity in the EU, given that Handmer
and Dovers (1996, p.495) discuss such typologies at the generic level.
Furthermore, any such typology also needs to be extended to add further
nuance to the possible security governance mechanisms and processes
at play within each type, in particular with regard to the relation-
ship between public and private actors in the form of partnerships,
which have been, alongside anticipatory risk management, the domi-
nant approaches to providing resilience within Europe (ENISA 2011d,
p-235; see also Schoon 2010).

Type 1 resilience is characterised by sovereignty, hierarchical gov-
ernance, state control of resource and information, resistance to
change and an emphasis on maintaining the status quo through
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resource investment and appeals to ignorance. That is, in the case of
cybersecurity, those actors (state or non-state) with power might argue
that the threat is exaggerated and appeal for more evidence of real
threat. Furthermore, because of its emphasis on stability and certainty,
such resilience is incapable of responding and adapting to the unpre-
dictable (that is, new circumstances). This lack of flexibility though can
have its positives in terms of maintaining optimum capacity and indeed
existing power structures in the short term, especially for those that
do not wish to concede power. However, the question remains as to
whether this type of resilience is sustainable in the medium to long
term. It might be argued that such resilience may result in sustainable
security governance; it is stable and able to take the strain, and may
result in a completely new order if it does collapse. On the other hand,
this might well cause irreversible damage with many social, economic
and political consequences, and in the worst case scenario, could cause
the complete collapse of an ecosystem, without the ability to rebuild
(Handmer and Dovers 1996, p.495-499).

Type 2 resilience typifies the approach usually taken to manage risk
(which is underpinned by traditional linear risk assessment). There is
recognition that a problem exists and that change is needed for the sys-
tem to become more sustainable. It is a problem-solving approach that
is characterised by discussion and reform that leads not to transforma-
bility, but policy changes that effect outcomes at the margins. Such an
approach addresses the symptoms of the problem rather than its causes.
The consequence of this is that there are no wholesale changes with
regard to new legal and technical protocols and standards or global
codes and rules of conduct on the Internet that might lead to corrective
(instrumental) rather than antidotal (transformative) cultural adaptation
by the key actors in cyberspace (Boyden 1987, p.24). Whilst it can be
argued that such a problem-solving approach results in the identifica-
tion of problems and policy measures to resolve them; they are usually
driven by short-term efficiency logics and linear methods and therefore
any minor change that does occur has minimal impact on the cause.

Moreover, such minor changes can lead to the impression that some-
thing is being done by the institutions and actors involved within the
ecosystem; in particular as the agenda is still state controlled (as are
power structures) even though there is an increase in participative mech-
anisms. At the same time such minor changes might actually act as a
delay to any major, innovative, transformative changes that are needed
to sustain resilience, in particular in more complex ecosystems. Obvi-
ously such an approach is bounded by embedded political structures,
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with domestic constituents interested in the here and now, rather than
the longer term. This also makes it much easier to sell the incremental
approach as the only real and palatable option. Another issue if sub-
stantive change does occur in Type 2 resilience is that of who benefits
from such change. Within cybersecurity this is a very important ques-
tion given that any given cybersecurity attack or cybercrime can affect
not just public and private sector elites, but also civil society and individ-
ual citizens. In this context, the question of inclusiveness is important if
transformative ideas are not simply going to be subsumed and watered
down by political elites, to their benefit. Type 2 resilience is perhaps the
most common response to threat and risk; it is portrayed as pragmatic
and balanced and perceived to be the most palatable, economically and
politically. Whilst this no doubt is beneficial in the short term however,
this efficiency drive approach focused on the market and individual
choice, sits in potential contradiction to a secure, transformative, long-
term resilience solution (Handmer and Dovers 1996, p.499-501). This
tension between efficiency and medium to long term resilience is highly
problematic for creating a more sustainable and consistent resilience
(ENISA 2011c, p.13).

Type 3 resilience is characterised by flexibility and the ability and pre-
paredness to adopt ‘new basic operating assumptions and institutional
structures’ (Handmer and Dovers 1996, p.502) and in governance terms
is more likely to lead to major change in power relationships, participa-
tion and inclusiveness (this being self-organised and non-hierarchical).
Rather than providing resistance to uncertainty as in Type 1, the actors
involved would embrace new ideas and embark on major changes in
order to create an ecosystem that can reduce vulnerability to threat.
An ecosystem would be created, in the case of cybersecurity that is
diverse and has spare capacity, with the underpinning assumption of
efficiency abandoned in favour of complexity in operating assumptions
in order to avoid single points of threat and failure. Such transformative
change is not easily achieved, operationally, structurally or culturally,
given that it involves new ways of doing things, and has implications
on vested interests and on the relationships between different actors in
cyberspace. This is even more complex in cyberspace given that not all
‘state’ (or non-state for that matter) actors have the same approach to
cybersecurity, and that within cyberspace many tensions exists between
advocates of liberty as security and conversely, more security (or secu-
ritisation) for the preservation of liberty (often states). Moreover, in
areas such as Critical Information Infrastructure Protection (CIIP) and
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the security of domain names, where private interests and actors dom-
inate or are influential in implementing new technologies or systems,
and where there is an economic or cost logic to doing so, it is difficult
to incentivise truly transformative ideas.

Whilst there are many inhibitors to real change then, Type 3 resilience
does implicitly assume that, and its success relies on this, coalitions
of actors working together in partnership to construct new flexible
and adaptive institutions and operating procedures, set the agenda and
implement policies. In this way this type of resilience is seen as the
most likely to deal not just with the symptoms, but also the underlying
causes of cybersecurity problems, at individual and institutional levels.
Type 3 resilience might also have negative effects such as increased costs
and inefficiencies resulting from diversity; but such diversity and the
increased complexity that this brings with it, would ensure that any
ecosystem is able to adapt and change through a choice of options and
directions. Similarly, due to its complexity and the inability to anticipate
and predict potential risks and threats, maladaptive changes are possi-
ble that have negative consequences in the short term. Indeed, and as
Wildavsky (1988) has argued, ‘decision-makers will have to increasingly
rely on risk-tolerant, flexible decision-making strategies that allow for
trial-and-error and learning as society’s capacity to anticipate risks and
dangers fails to keep up with the growing complexity and dynamics of
the world in which we live’ (in De Bruijne et al. 2010, p.22). Moreover,
this can be achieved by adapting a variety of strategies, which as well
as the structural elasticity already alluded to, include high-performance
relationships between the relevant stakeholders, and a culture of reli-
ability and improvisation. Institutions and organisations must ‘learn
how to learn’ if they want to enhance their capacity to adapt (Ibid.,
p-23), and unlike specific defences under the (traditional) anticipatory
risk approach, this requires ‘knowledge, communication, wealth and
organizational capacity, and the resources that enable us to craft what
we need, when we need it, even though we previously had no idea we
would need it" (Wildavsky 1995, p.433).

Security and governance

What then, do these typologies provide for the task in hand: an
assessment of the emergent resilient security governance ecosystem for
cyberspace in the EU? As Dunn Cavelty (2013, p.6) notes, ‘If resilience
is a core concept, security does not refer to the absence of danger
but rather the ability of a system...to reorganise to rebound from a
potentially catastrophic event.” In this context, typologies of resilience
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provide certain markers to allow us to understand some of the charac-
teristics and relationships emerging in such an ecosystem - and most
importantly — the type of resilience that is being constructed. Indeed it
also allows us to sketch out the general conditions required for the emer-
gence of highly effective security as resilience systems (see Box 2.1). This
in turn, is important for being able to judge what is actually emerg-
ing in terms of specific ‘governance’ modes, methods, mechanisms
and actors. This is where the resilience literature falls short and where
the broader governance and specific security governance literature can
be fruitful, in the elaboration of the emergent type of security logics
and governance in the EU’s cybersecurity ecosystem, across different
dimensions.

Box 2.1 Conditions for achieving effective security as
resilience in cyberspace

e Ability (including resource and mandate) and preparedness
to adopt new basic operating assumptions and institutional
structures

e Assumption of efficiency abandoned in favour of complexity
in governance logics in order to avoid single points of threat
and failure

e (Coalitions of actors working together in ‘partnerships’ based
on trust to share information, construct new flexible and adap-
tive institutions and operating procedures, set the agenda and
construct/implement policies

e Convergence amongst stakeholders on a ‘common’ under-
standing, logic(s), ‘norms’, laws and standards of security as
resilience

e Evolution of a culture of cybersecurity at all levels and lay-
ers (technical, legal, policy) among all stakeholders (awareness,
education, learning and so on)

e An integrated approach (coherence and consistency across
layers, levels, actors)

However, the problem with the traditional security governance
approach is that it does not develop governance in the context of com-
plexity (Schneider 2012, p.130) and thus offers little insight into the
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meta-governance® (Cavelty 2008b; Shore et al. 2011) of public and pri-
vate actor relationships. Thus we need to elaborate on the specifics
of what partnership or participation actually means in relation to the
actors involved, or indeed the modes of governance through which
transformative resilient security can be achieved (hierarchical, non-
hierarchical or hard/soft); which is important given the multitude of
stakeholders in cyberspace, and more importantly, given that public-
private partnerships have been identified as one of the key governance
mechanisms for addressing issues of cybersecurity given its global nature
(Non-paper, On the Establishment of EP3R, 23 June 2010; ENISA 2011d).
Note the purpose here is not to be prescriptive about which type or
mix of meta-governance is best suited to achieving the conditions for
effective security as resilience (Type 3). Even though Type 3 resilience is
underpinned by certain overarching features it will be an open empirical
question for assessment with regards to the evolving EU cybersecurity
ecosystem. Indeed much debate still exists on what the optimal public-
private (mandatory-voluntary) balance should be for highly resilient
systems to emerge (Dunn Cavelty and Prior 2013) within the EU and
internationally.

It is also important, for this work, to elaborate further on evolv-
ing partnerships between the public and private sector, and what this
means for cybersecurity in terms of resilience in the EU. This entails
moving beyond macro ‘systems’ of governance as alluded to in the tra-
ditional security governance literature — regional, global, Westphalian,
post-Westphalian, etc. (Hallenberg 2009, p.8), to specifying aspects or
characteristics of forms and potentially functions. The point here is not
to provide an exhaustive list of types, but to outline certain approaches
towards, as well as shared characteristics and features of partnerships to
aid us in our understanding and possible elaboration, through assess-
ment of practice, of what is emerging within the EU cybersecurity
ecosystem specifically. To this end, Shore et al. (2011, p.6-7) provide an
outline of three broad public-private collaboration approaches that are
useful for this work. The first is the meta-governance of identities or mar-
ket forces. This approach provides for: a clear rationale for private sector
involvement; is clear on which private actors would be responsible for
delivering outcomes; is characterised by clearly defined goals and tasks
and the cultivation of collaborative partnerships between government
and industry. A potential criticism of this type of self-regulatory, private
industry-led approach is that of potential negative outcomes - in partic-
ular with regards to cybersecurity if the guiding logic is that of the mar-
ket and thus profit (likely to be exacerbated in times of economic crisis).
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The second is that of hands-off meta-governance, which is charac-
terised by indirectly influencing partnerships through changing the
environment. This can be done, for example, through: coordinative
arrangements (platforms, networks, advisory boards, ad hoc mecha-
nisms); facilitation, through supporting partnership and helping them
to work efficiently through, for example, frameworks for interaction
or granting exemptions from law that impedes private collaboration;
and finally, stimulation, which can take the form of economic or social
incentive plans to increase private participation and can be voluntary
or incentivised (for example, giving advantage to suppliers who satisfy
partnership obligations).

The third is that of hands-on meta-governance characterised by more
direct influence from the public sector. Thus influence might take the
form of public sector participation through facilitation and adminis-
tration of collaborative networks; monitoring and influencing private
sector activity through legal and non-legal mechanisms; lowering costs;
and neutralising conflict between private actors. A potential criticism of
such a public-led, ultimately top-down approach is the potential con-
flict of interest that can result between public actors as regulators and
perhaps quite saliently in cybersecurity, the lack of trust by industry if
public intentions, activities and outcomes are perceived to be negative.
These three broad types then can facilitate the location of the EU’s evolv-
ing approach to resilient cybersecurity governance, capturing variations
within, between and potentially beyond them.

Further to this and in line with the concept of security as resilience
rather than security of control, the EU’s evolving ecosystem and the
organisational forms within it, are considered as fluid, dynamic and
changeable. To this end forms of collaboration and partnership within
the EU ecosystem can be captured at different levels and dimensions
of governmentality (national, transnational, multilateral and so on)
which at different points in time can potentially take the form of
long-term community, an organisation/institution with varying func-
tions and responsibilities, well-defined working groups, loose (issue)
or tightly coupled (policy) networks, and response and activity groups
(ENISA 2011d, p.28). In turn, such forms can be public-private, private-
private or multi-stakeholder and formal as well as informal. Any
such forms are interconnected with governance (see Flyverbom 2011,
p.66-67) and meta-governance (Shore et al. 2011, p.6) and in turn, secu-
rity as resilience, and they are neither fixed nor stable. Indeed, we can
only make sense of form, function and scope if we understand the why
and how of interaction among actors. This can then also give us further
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insight into the potential barriers to performing resilient security gov-
ernance within the evolving EU ecosystem, and indeed the extent to
which the EU can actually move to a highly resilient (Type 3) ecosystem.

As has already been alluded to above, the focus in this book is on
security as resilience rather than the security of control. The latter is very
much connected to the traditional literature on security governance —
in other words, it is underpinned by assumptions of predictability
and consistency — key features of Type 1 resilience as well as tradi-
tional linear methods of risk and threat assessment (Type 2 resilience).
It would thus seem that there is a contradiction between adaptive Type 3
resilience and traditional security governance that cannot be reconciled
(see Kavalski 2009, p.531-532). However, whilst this might be the case in
terms of ‘approach’ at the level of epistemology, where it is useful, is in
its emphasis on how the governance of security has become more com-
plex within the context of globalisation and regionalisation in terms of
the actors, processes and mechanisms at play. Indeed it is underpinned
by the assumptions that the state is no longer the single most important
provider of international security, and that the responsibility for security
in a globalised world is dispersed among state and non-state actors. In
addition, security structures or a coalition’s fluidity and flexibility repre-
sent a distinctive characteristic of security governance, so that security
coordination takes on different shapes (Krahmann 2003, p.5). Security
governance thus, is described as ‘the coordinated management and reg-
ulation of issues by multiple and separate authorities, interventions
by both public and private actors, formal and informal arrangements,
in turn structured by discourse and norms, and purposefully directed
towards particular policy outcomes’ (Webber et al. 2004, p.4).

Of particular importance is the working and coordinating mecha-
nisms of security governance within and across issue areas. In this
regard, co-ordination, management and regulation are the three com-
ponents of governance and also the three tools used to empirically
test it. Specifically: Co-ordination concerns the way in which actors
interact and who, among them, leads policymaking, implementation
and controls the process; Management relates to risk assessment duties,
monitoring, negotiations, mediations and resource allocation; Regula-
tion is conceived as the policy result: its intended objective, its fostering
motivation, its effective impact and the institutional setting created
(Kirchner 2007b, p.24).

What is relevant to building and adding to the governance dimension
of the resilience typologies above is security governance not simply as
heuristic device (Kirchner and Sperling 2007b, p.18), but as a theory of
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emerging (collaborative) networks within the cybersecurity ecosystem
(Krahman 2003). In this sense the security governance approach can
facilitate our understanding of the interactions among different actors,
and if extended, the nature of these interactions in terms of the type
of resilient cybersecurity ecosystem that is emerging in the EU. Security
governance classifies cybersecurity under the category of ‘protection’:
with the main governance tool identified for combating it, institution-
building — be it of a formal or informal nature. It also seeks to identify
the ideational underpinnings of the relations between actors — whether
structured by norms or formal, legal regulations (Webber et al. 2004).
What it does not do, however, is elaborate on forms and types of rela-
tionship emerging, why they are emerging, and what the potential ten-
sions are between different actors within the cybersecurity ecosystem,
whether in formal or informal settings.

This is particularly salient when discussing the practice of resilience
in the emerging EU cybersecurity system as it allows the analyst to focus
on and emphasise the politics of resilience in practice, through explor-
ing why particular institutional forms (or norms) are constituted, the
stake that particular actors have in the knowledge of security resilience
(for instance, why they are involved), how actors interact, define policy
objectives, and how both cultural as well as material factors hinder or
enable the practice of security resilience and the constitution of any
particular type of resilient security governance within an ecosystem.
Exploring such aspects will not only provide insights into the issue of
coherence within a particular environment and its settings, but also
provide a platform for a more complex understanding of how actors
within emerging institutional forms (formal and informal) understand
resilience and subsequently how their knowledge defines their approach
to the practice of resilient governance.

Conclusion: Security as resilience

This chapter has aimed to set out certain conceptual and theoretical
markers that will facilitate the analysis of the EU evolving ecosystem
of resilient security governance. Whilst there is an emerging litera-
ture on information assurance and cybersecurity, theoretically it has
fallen short of providing a framework for analysing cybersecurity in
terms of the type of resilient security governance that is emerging, or
indeed the conditions that will enable the emergence of highly effective,
resilient ecosystems. In addition, little in-depth, theoretically informed
work exists on the EU’s evolving cybersecurity ecosystem beyond the
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application of cyber power.” What has been argued in this chapter is that
incorporating and building on the existing literature on cybersecurity,
a fusion of resilience and security governance can provide a valuable
theoretical and practical insight into the EU’s developing ecosystem
of cybersecurity governance. Indeed, utilising the notion of security as
resilience rather than security of control, and setting out general condi-
tions for the construction of highly effective resilient systems (Box 2.1),
facilitates an analysis that not only provides us with a sense of direction
with regard to the EU approach in terms of the relationships it is con-
structing and constituting, but also provides a deeper understanding of
why and how the EU is travelling in such a direction, in terms of the
actors, networks and institutions involved, and the global ecosystem
within which they are operating. Moreover, problematizing resilience
and adding nuance to how it is defined and understood conceptu-
ally, as well as taking a critical approach to (cyber)security governance,
will unveil the extent to which shared logic(s) of resilient security are
emerging, and in turn, what this implies for the EU within the dif-
ferent spaces, levels, layers and dimensions that it must interact with
in practice. Assessing the EU’s evolving practice in cybersecurity in the
proceeding chapters, will provide a basis for testing the construction of
resilience practice in the EU and the governance constellations around
these. In turn, it will provide the basis for theoretical and conceptual
reflection with regards to security as resilience in cyberspace.
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Cybersecurity in the Global
Ecosystem

Introduction: The international context

According to Steve Purser of ENISA, ‘International collaboration is
essential. Security within national boundaries doesn’t make sense.
Everything is globally connected. A European approach doesn’t make
sense unless aligned to the approach of international partners’ (SDA
Report 2012). Thus the EU’s construction of its cybersecurity ecosys-
tem is embedded within, bounded by, and inexorably connected to
the evolving global ecosystem of cybersecurity governance, and more
broadly, Internet governance. The EU has emphasised in its Internal
Security Strategy (November 2010) and the European Guidelines and
Principles for Internet Resilience document (March 2011) the impor-
tance of working in partnership with global partners to address the
civilian and military aspects of cybersecurity challenges. The global
interconnectedness of the Internet ecosystem means that threats can
emanate from any source around the world, which in turn requires
solutions and policies that are borderless. The vulnerability of the Inter-
net, and the interdependence between networks, information systems
and individuals, makes it impossible for any single actor to assess and
respond to cyber threats and risks. Moreover, national responses alone
cannot be effective given the integration between electronic, economic
and political networks across the globe, and in order to achieve this
there must be a step-change in the coordination of approaches not only
downwards, but also upward and outward to institutions, networks and
actors, technical and political, that have a role to play in constructing
security resilience within the many different aspects of cybersecurity.
This chapter will therefore provide an overview of the prominent
global and regional institutions, networks and actors involved in the
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security of resilience in cyberspace, and an assessment of the logics
that are at play within the emerging ecosystem. Moreover it will assess
how ‘best practice’ in cybersecurity, recommended or institutionalised
in one way or another (through code, practice or law) at different
levels, has been adopted by other actors, as a basis for understand-
ing EU cybersecurity policy in the proceeding chapters. Whilst the
EU has clearly been active across several fora, platforms and bilateral
relationships, including the UN Group of Experts tasked to construct
norms for cyberspace and the Organisation for Security and Cooperation
which has designed confidence building measures, this chapter will only
implicitly analyse the EU’s role within different institutions, as this will
be done more explicitly in relation to specific policy areas and the EU-
US relationship in the chapters that follow. The ambition here is simply
to provide a context, through conceptually informed assessment of what
approaches (or debates) are emerging in the complex global Internet
and cybersecurity landscape, in order to provide an understanding of
the possible influences on the EU’s emergent ecosystem of security gov-
ernance in cybersecurity. The focus, for this purpose then, will be on the
key actors and organisations involved in constructing a resilient gover-
nance ecosystem for cybersecurity! and in particular, on what sorts of
logics of resilient governance are emerging. Indeed, a primary aim of
the chapter, is to uncover the extent to which there is convergence or
divergence in the approaches advocated by key global players, and what
this, in turn, implies for the EU in its approach and emerging strategy
on Internet security.

The chapter will be structured as follows. The first section will look at
those institutions and fora that are active in discussing policy ideas and
developing policy on Internet Governance (IG), which also have a stake
in contributing to cybersecurity, such as: the Internet Corporation for
Assigned Names and Numbers (ICANN) which primarily regulates the
Domain Names and Numbering System; and the Internet Governance
Forum (IGF), which was created from the International Telecommu-
nications Union (ITU) led World Summit on the Information Society
(WSIS). The IGF, which secured a second five year mandate from the
UN in 2010, is not a traditional policymaking forum, but provides a
platform where all stakeholders can come together to present proposals
and different aspects of IG, including security. The second section will
discuss multilateral fora, such as the G8, United Nations (ITU), North
Atlantic Treaty Organisation (NATO), Organisation for Economic Coop-
eration and Development (OECD), and Organisation for Security and
Cooperation in Europe (OSCE) that have been active in contributing
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to the evolution of resilient governance for cyber threats, and which
have produced a plethora of reports and recommendations on reduc-
ing cyber risk, developing cyber defence and deterrence, best practice
in cybersecurity, and protecting critical infrastructures nationally and
internationally. The final section will assess the security resilient logics
emerging from the global landscape, and the implications of this for cre-
ating a flexible and adaptive ecosystem of governance for cybersecurity
in Europe and beyond.

Internet governance and cybersecurity

ICANN

ICANN has responsibility for three critical Internet functions: the alloca-
tion of Internet Protocol number resources for individual computers and
machines; their corresponding Domain Name Service names; and, the
allocation of top-level domains (TLDs) to registries that assign identifiers
to individual users and organisations globally. These three functions
and how they evolve have important implications for Internet secu-
rity, and the governance approach that underpins the Internet and
its security. Important here, in the context of resilient security gover-
nance, is the challenge to self-regulation, which has been the dominant
approach for managing Internet names and addresses since ICANN was
established in 1998 as a not-for-profit, public benefit corporation, under-
pinned by California law. ICANN was founded on pre-existing technical
organisations, with the purpose of exposing the Internet to public and
private commerce (Klimburg 2011b, p.6). As the Internet has grown
and evolved, so too has the role of ICANN, often through processes of
internal reflection and review as well as external criticism and pressure.
Moreover, as the issue of domain names has become more important,
in a strategic sense, national governments as well as the EU have called
for and, to a certain degree, secured a more active role in the forma-
tion of ICANN policy through the Government Advisory Council (GAC)
(Christou and Simpson 2007, 2011). They have also exerted pressure
on the US government with regard to the issue of accountability and
influence — ICANN was originally contracted to the US Department of
Commerce, with a very strong US influence on policy and its direc-
tion. Whilst this situation changed in 2009, under a new agreement,
the Affirmation of Commitments (AoC), the issue of representation,
influence and accountability are far from resolved. Furthermore, the
strategic importance of domain names at national level has seen the
strengthening of national registries to manage security and other issues
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related to their country code top-level domain (ccTLD). These trends,
alongside increasing technical developments have resulted in challenges
for ICANN, in particular in the security realm, which it has sought to
respond to. Perhaps not surprisingly, this has also had implications for
the nature of resilient security governance evolving for domain names
and numbers (European Parliament 2011), and more specifically, has
undermined the self-regulatory principle that has underpinned Inter-
net governance since its inception given the perceived ‘public good’
dimension attached to cybersecurity issues.

ICANN's role in the security of domain names and numbers has man-
ifested itself through three main issues at policy and technical level:
Domain Name System Security Extensions (DNSSEC?), Internet Protocol
version (IPv) 6, and related to the privacy of data, the WHOIS infor-
mation database. The issue of security for the Domain Name System
(DNS) arose after security researcher, Dan Kaminsky, found a critical
vulnerability in the DNS system in the summer of 2008. The DNS, basi-
cally, translates domain names that humans can remember for example,
www.europa.eu, into the numbers used by computers (Internet Protocol
(IP) addresses) to look up its destination within different levels of the
directory service (each level managed by different entities for example,
ICANN manages the first level or ‘root zone’). What the Kaminsky inci-
dent exposed is the ability of any attacker to hijack the DNS process
within any given level (in what is often termed as DNS cache poison-
ing or spoofing). Such spoofing allows attackers to ‘take over control of
a session to, for example, direct users to their own deceptive websites’
(ICANN, DNSSEC, Fact Sheet 2011), where the user can enter confiden-
tial passwords and account details, or potentially be subject to attack
through inadvertently downloading malicious software. There are also
more serious variants of such attacks, whereby they are not localised but
rather globalised redirections of Internet traffic. The classic case here is
the case of the rogue Chinese name server that hijacked up to 10% of
the Internet, routing it through China and subverting a proportion of
the world’s information flow to the automated web censorship regime
in China (Klimburg 2011b, p.10).

The DNSSEC solution, which was operationalised in July 2010, is
intended to counter the more serious threats rather than simply the
spoofing, even though both have significant implications for security.
At a basic level, it works through digitally ‘signing’ data (it does not
encrypt data) so that users can be assured of its validity. In order for this
technology to work effectively, however, it must be deployed at each
level of the look up process from root zone (managed by ICANN) to
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domain name (for example, dot eu managed by the EURID registry).
In effect then, such a system rests upon the notion of ‘trust anchors’
to provide valid information at different levels (generic, national, sub-
national and so on), and this is where problems may arise, which have
implications for the resilience of the security governance provided by
DNSSEC.

At a technical level, the threat of denial-of-service attacks would not
be eradicated by DNSSEC, and might potentially make them more effec-
tive given that servers would be working with an increased workload
(Klimburg 2011b, p.11). There is also the potential of contamination
of the system through the spreading of false DNS information if ccTLD
registries misidentify local trust anchors (Scott 2010). Furthermore, at a
policy and governance level it is reliant on a commercial logic, which
treats some of the symptoms, but is corrective rather than antido-
tal in nature. More specifically, although it allows the management
of some risk in the form of spoofing and more severe hijacking of
the DNS, even this is reliant on a cost-benefit calculation, in partic-
ular with regard to the management and administration of DNSSEC.3
This is especially problematic for smaller ccTLD registries and registrars,
but also those in less advanced countries where DNSSEC implemen-
tation is not even on the agenda (Mohan 2011; Klimburg 2011b,
p-12). The problem is not just at the micro level, however. Indeed,
the way in which DNSSEC is managed and governed at a macro-level
by ICANN is not conducive to constituting a shared logic of action
in the short term — in particular as it is reliant on voluntary compli-
ance and ‘crisis’ to incentivise action among the stakeholders involved.
Whilst there is no immediate solution to this, and many more registrars
have signed up to DNSSEC since its introduction* moving to a manda-
tory — more hands-on meta-governance approach — could potentially
incentivise many more stakeholders at different levels to implement
DNSSEC. Indeed ICANN's generic TLD (gTLD) programme did this this
at the registry level, with this purpose in mind and the hope that it
would incentivise high-security authenticated zones to enforce the pro-
tocol at the second level too (Mohan 2011). Whilst there have been
successful joint initiatives (for example ICANN and the Internet Soci-
ety) to recruit more registries and other stakeholders to the DNSSEC
initiative, not all are yet convinced of its efficacy or value in construct-
ing a resilient DNS; additional incentives need to be provided if such
actors are to think beyond the commercial logic to the longer term
logic of sustainable security as resilience through the implementation
of DNSSEC.
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The issue of the transition from Internet Protocol version 4 (IPv4) to
Internet Protocol version 6 (IPv6), and the issue of the WHOIS registry
also have important security implications for ICANN in terms of how it
governs such issues. The ‘Internet Protocol’ basically allows communi-
cation between different network devices on the Internet; you cannot be
connected to the Internet without an IP number (32-bit number, writ-
ten as ‘203.155.16.175’). When conceived IPv4 was thought to provide
enough IP addresses (4.29 billion) for the foreseeable future. However
the growth of Internet use across all dimensions of life — economic,
political, social, military and so on - has led to the perception, that
IPv4 will soon be depleted — with IPv6 (128-bit number) providing the
scope for 340 trillion, trillion, trillion addresses. Such a transition then
obviously brings with it both new security features (see http://www.ietf
.org/rfc/rfc7123.txt), but also new opportunities for hackers and attack-
ers given the potential foreseen and unforeseen problems and errors
that are likely to arise during the transition (Klimburg 2011b, p.8; van
der Steeg 2011). Whilst many commercial entities and leading countries
such as China already have a clear roadmap for transition and oper-
ate secure dual IPv4/IPv6 capability, or IPv6 enabled equipment, others
argue that it needs to be harnessed further, in particular in the mili-
tary domain, if IPv6 is to provide a secure platform for effective future
operations (see, for example, Yannakogeorgos 2015).

The problem for ICANN in terms of ensuring security during the
switchover is that it is reliant on voluntary uptake of IPv6 by ISPs and
TLD and ccTLD administrators, whilst at the same time, being respon-
sible for the allocation of IPv6 addresses to the generic (for example,
.org) and geographical TLDs (for example, .de,.uk) through the Internet
Assigned Numbers Authority (IANA) function, with no way to actually
mandate the switchover (Klimburg 2011b, p.8). In governance terms
then, the voluntary nature of the switchover means that the transition
period cannot be shortened as it is ultimately reliant on demand and
resource, nor can the international uptake of IPv6 be enforced, mak-
ing the Internet ecosystem vulnerable to attack. In terms of security as
resilience, a model that is able to incentivise stakeholders to implement
the changeover as quickly as possible is required, with some evidence
that ICANN is fostering a closer relationship with governments in order
to be able to secure the DNS through a more concerted action or hands-
on meta-governance approach in the form of regulation if private actors
do not comply.

The WHOIS information problem (the directory of website owner-
ship) also raises similar issues of governance incapacity in relation to
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what is a vital tool for addressing issues of cybercrime. It is problem-
atic because although ICANN is responsible for defining user policy for
gTLDs, ccTLD registries often define their own practices with regard to
the sort of information that an owner needs to provide on purchasing a
website, with registries also then responsible for providing WHOIS infor-
mation. The issue is the difference in practices between countries, with
those ccTLD registries that allow virtually anonymous registration most
likely to be targeted for criminal purposes (for example, China). There
is no simple governance answer to this, in particular given the debate,
exacerbated by the Snowden revelations in 2013, on balancing the right
to privacy with that of increasing intervention by states in the name of
constructing a more secure cyberspace.

The WHOIS information issue is contentious, but in order to take it
seriously and maximise flexibility it is clear that certain coherent codes
or norms of conduct must be diffused across the key stakeholders —
through facilitating and stimulating collaboration, or enforced regula-
tion - the latter though unlikely to have resonance with those that offer
an alternative model for Internet security and governance (discussed
below). In summary then, it seems that various security issues have chal-
lenged ICANN'’s governance model at the policy level, and that ICANN
itself, for some commentators (Weinburg 2010; Klimburg 2011b), has
engaged actively with the discourse on public-private partnership and
institutional isomorphism, in order to work more closely with govern-
ments and establish itself as an actor that is able and competent enough
to provide effective resilient governance for the security of the Inter-
net. Such a PPP model thus far has been suggestive more of hands-off
rather than hands-on meta-governance, and thus it remains to be seen
how far reluctant private actors will be incentivised into thinking differ-
ently about implementing new technology, in order to ensure effective
security as resilience for the Internet.

Internet Governance Forum

The Internet Governance Forum (IGF)® was established in 2005 at the
second phase of the WSIS process as a multilateral, multi-stakeholder,
democratic and transparent institutional forum for discussing issues
of Internet governance. The IGF mandate at the WSIS Summit in
Tunis (2005) stipulated that it ‘would have no oversight function and
would not replace existing arrangements, mechanisms, institutions, or
organisations, but would involve them and take advantage of their
expertise. It would be constituted as a neutral, non-duplicative and non-
binding process’ (WSIS, Tunis Agenda for the Information Society 2005).
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Importantly, the IGF was constituted as a body that would arrive at
positions through deliberation rather than make decisions, where dis-
cussions were open, free and frank on any themes seen as important for
the future of Internet governance, including issues relating to child pro-
tection, cybercrime and cybersecurity. Its normative strength has been
in its inclusive and bottom-up nature, and in the fact that in its first five
years, it has become a forum for learning through discussion of ideas
that can be utilised in policy construction and development (Christou
and Simpson 2012, p.104-105).

Given its institutional nature and the broad stakeholder make-up in
the IGF, it is perhaps inevitable that the logics coming from the IGF on
different aspects of cybersecurity will differ in emphasis and importance.
However, having said this, it is clear from analysing workshop outcomes
and IGF thematic reports between 2008 and 2014 (Security, Openness,
Privacy) that particular security governance themes and debates are per-
vasive in the context of discussing potential approaches and models.
Prominent among discussions have been: first, the relationship and bal-
ance to be struck between security, privacy and openness; second, what
sort of governance model is suitable and effective for regulating issues
related to cybersecurity in the context of the global Internet ecosystem.
On the first issue, the debate has been not simply about balance but also
proportionality. In this sense the discussion has been about degrees of
balance not simply between security and privacy, but between individ-
uals as individuals and individuals as part of a larger group. The broader
political and legal context, of course, relates to ensuring the security of
the state without eroding or transgressing individual rights and liber-
ties, thus leading to a lack of trust in the Internet ecosystem in relation
to identity, and specifically, the privacy of personal data.

This is a vexed and contentious governance issue as it is not just
dependent on the different approach taken by states and cultures (for
instance, the US and European approaches to privacy — see Chapter 7),
but also between and within groups and networks that prioritise dif-
ferent principles according to their cause within different platforms.
Security professionals in NATO and the technical community, for exam-
ple, assert that a proportionate approach is possible at the physical and
logic layer or level. Many human rights activists, privacy advocates and
indeed Internet pioneers however, which view access to an open (state-
less) Internet as a human right and principle, argue that anonymity
should be prioritised over security, which they associate with intrusion
and censorship. Within the IGF, given the varied representation from
industry, public sector, civil rights groups and so on (Aspects of identity
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yearbook 2011-12, p.24-29), the extreme views of either openness or
security are only usually propounded by minority groups, whereas there
does seem to be a broad majority that support the ‘proportionality’ prin-
ciple. Having said this, it is not clear from the documentation available
what this means in terms of a governance model at technical or pol-
icy level across all dimensions. What does seem to emerge though is a
view that any framework that is constituted must be ‘flexible enough to
encompass the wide variety of approaches to rights and responsibilities
of individuals, business and states that are found across the globe’ (Ibid.,
p-28). The Edward Snowden revelations (of which more in Chapter 7),
of course, have only served to sharpen up such a debate, and indeed
call for a more accountable, transparent, democratic and rights-based
approach to securing cyberspace.

On the second issue, the dialogue and discussion between
stakeholders provides a tentative governance steer on how issues of
cybersecurity and cybercrime should be regulated in order to provide
flexibility and effectiveness. In this sense, the main threads of the many
discussions (see www.intgovforum.org) point to a form of ‘cooperative
regulation’ between all stakeholders, public and private, when dealing
with issues of cybersecurity. As with the above debates on security, pri-
vacy and openness, however, there is a broad consensus on this, but
also views on the margins on what such cooperation should entail.
For some, at the policy level, it points to hands-off meta-governance
where primary legislation is not needed, but rather coordination, facil-
itation and stimulation to indirectly influence partnership and cooper-
ation through changing the environment. Hard regulation or hands-on
meta-governance approaches are perceived to be too cumbersome and
inflexible to keep up with technological developments and solutions,
which often lead to unintended consequences. From this perspective,
the multi-stakeholder approach represents the best way forward, in par-
ticular given the importance of engaging with and educating society
and consumers in order to raise awareness of the risks and threats on
the Internet. Others, whilst certainly in favour of multi-stakeholderism,
also warn of the dangers of a multi-stakeholderism without a key role
for governments. Neelie Kroes, former EU Commissioner for the Digital
Agenda for example, expressed the view at IGF’s opening ceremony in
Nairobi in 2011 that,

The fact remains that public authorities have a particular role. Indeed,
a particular obligation to deal with public-policy matters off and
online, and this must be reflected in the decision-making process.
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Otherwise, the outcome of multistakeholderism is that lobbyists
hijack decision-making, that private vested interests trump the pub-
lic interest, and that some put themselves above the law. These are
not things I will accept now or in the future.

(Kroes 2011)

This movement to a hands-on meta-governance approach to achieve
resilience has certainly been a key feature of the EU’s evolving
cybersecurity approach. The EU initiative for a comprehensive Internet
Security Strategy for Europe, for example, emphasised the need for ‘one
or more legal instruments therefore making an important step-up from
the current voluntary towards a binding approach’ (European Commis-
sion 2011), which was followed up by a mandatory approach within
the proposed Network and Information Security Directive (2013) that
accompanied the EU’s Cybersecurity Strategy® (2013). The implications
of this for moving towards security as resilience in Europe are discussed
in some detail in Chapters 6 and 7.

Multilateral organisations and cybersecurity

Beyond the Internet governance institutions, multilateral fora have also
been active in contributing to the evolution of resilient governance for
cyber threats.

The G8 group of states

The G8 has addressed cybersecurity since the Okinawa Summit in July
2000 where it committed to strengthening cooperation in order to
improve access to the Internet for the poorest and protect intellectual
property rights. It has supported the draft Anti-Counterfeiting Trade
Agreement (ACTA) and the work of the Organisation for Economic
Co-operation and Development (OECD) on the economic impact of
counterfeiting and piracy (French G8-G20 Presidency 2011). The G8
view on cybersecurity and Internet governance, reflected in the Okinawa
Charter for the Information Society (2000), was of the private sector
playing a lead role but with a responsibility on governments to create a
regulatory and policy environment that is predictable, transparent and
non-discriminatory. Discussions on cybersecurity regulation and gov-
ernance really came to the fore though after 9/11, even though the
Lyon Group (formerly Senior Experts Group on Transnational Organised
Crime) was established in 1995, and expressed the need to review ‘laws
in order to ensure that abuses of modern technology that are deserving
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of criminal sanctions are criminalised and that problems with respect
to jurisdiction, enforcement powers, investigation, training, crime pre-
vention and international cooperation in respect to such abuses are
effectively addressed’ (P8 Senior Experts Group 1996, p.4). It is claimed
by Hart (2001) that in governance terms, the success of the Lyon group
has stemmed from the participation of private interests, even though
the main work was done by the law-enforcement agencies of the G8
governments. Indeed, and ironically, the initial ‘heads primarily’ format
of the G8 gave it the flexibility to invite nongovernmental actors to dis-
cussions on security and other issues that required a multi-stakeholder
approach.

One of the important subgroups created from the Lyon Group was the
G8 Sub-Group on High-Tech Crime in 19977 (subsequently expanded
to include non-G8 countries), which established the Ten Principles
(see G8, http://www.cybercrimelaw.net/G8.html) in the combat against
computer crime as a platform for ensuring that criminals are suitably
dealt with in legal terms (as well as an Action Plan). The focus in gover-
nance terms has been on how to improve the legal environment within
which to address cybercrime through further international sharing of
information, cooperation and coordination between those authorities
and private actors involved in enforcing criminal laws. Thus, this has
not implied a sole role for public actors, but rather, the recognition that
there must be cooperation between government and industry and that
the industrial sector must be responsible for developing technical stan-
dards (governance) within global communications networks. Moreover
there is a clear steer for the industrial sector, facilitated by the necessary
legal frameworks, to develop and distribute secure systems and best prac-
tice in relation to personnel security, preserving electronic evidence, and
ascertaining the location and identity of criminals (Communique, Jus-
tice and Interior Ministers of the Eight, 9-10 December 1997). On issues
of mutual legal assistance and extradition, the emphasis has been on
enhancing cooperation and coordination, and importantly, creating an
international legal environment that is flexible enough to accommodate
multi-jurisdictional cases, minimise constraints, and allow the necessary
collection and sharing of evidence to prosecute cybercriminals.

The more recent discourse to emanate from the G8 on cybercrime and
security supports more explicitly ‘the multi-stakeholder model of Inter-
net Governance... with flexibility and transparency ... in order to adapt
to the fast pace of technological and business developments and uses’
(Deauville Declaration 2011). It also acknowledges the key role that gov-
ernments must play in this multi-stakeholder model alongside regional
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and international organisations, the private sector, and civil society in
order to ‘prevent, deter and punish the use of ICTs for terrorist and
criminal purposes’ (Ibid.).

Indeed there is an emphasis on all stakeholders, with governments,
it seems, playing a key steering and facilitating role, to ‘develop
norms of behaviour and common approaches in cyberspace’ (Ibid.) that
embed within them the proportionate balance between security and
privacy/individual rights. On intellectual property infringements and
personal data specifically, the G8 positions again reflect the logic of
the multi-stakeholder model, with governments creating the regulatory
environment for action and implementation and the private sector at
the forefront of driving initiatives. There is also, again, an emphasis on
international cooperation and a ‘common’ approach based on consid-
eration of national ‘legal’ frameworks and the right balance between
individual rights and sharing personal data. Importantly and within the
multi-stakeholder logic the G8 conclusions call for enhanced coopera-
tion between all stakeholders (including users), and recognise the need
for flexibility and transparency, to ensure adaptability to ‘the fast pace
of technological and business developments’ (Ibid.). This bodes well for
creating sustainable security as resilience, even though in practice, it
seems, there is no clear agreement on which ‘model’ is more effective.

The United Nations (UN)

The United Nations is seen by many as the ideal interlocutor and plat-
form for fostering the necessary dialogue and cooperative climate on
cybersecurity. However, it also sits at the centre of a major debate on
which international organisation should address issues related to cyber -
including that of security. Essentially, and to oversimplify a little, there
are those, such as Russia and China (and certain Arab countries) that
operate with a ‘sovereign logic’ on matters of cyber threat that would
like to see a global treaty agreed through the UN. Others, such as the
EU, UK and US, argue that the UN (and the ITU as a UN agency) is not
suited to Internet governance or leading on global cybersecurity gover-
nance given the slow and cumbersome nature of the decision-making
process, and the rapid pace of technological development.

Beyond this debate, however, the UN, in particular the UN Office on
Drugs and Crime (UNODC), the ITU and UNESCO have contributed
to raising awareness on issues of cybersecurity and cybercrime, and
provided recommendations which it has encouraged its members to
adapt in order to improve their national cybersecurity resilience. Impor-
tantly, the UN Group of Governmental Experts on Developments in the
Field of Information and Cyber Telecommunications in the Context of
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International Security produced a report on cybersecurity in 2010 that
provides recommendations on reducing cyber risk and protecting crit-
ical infrastructures nationally and internationally. Salient among those
in governance terms was improved international cooperation between
states, enhanced cooperation through measures to share ‘best practices,
manage incidents, build confidence, reduce risk and enhance trans-
parency and stability’, improved collaboration between state actors,
private actors and civil society with cooperative actions and measure-
ments to support this, and finally, capacity building in order to facilitate
the improvement of security of other states in order to improve ICT
security globally (UN Report 2010, p.7). The UN report on cybersecurity
(2010) also provided important guidance on how cyber warfare issues
are related to existing principles of international law (how international
law applies to cyberspace). Further than this, in 2013 the UN Group
of Experts on Cybersecurity ‘for the first time at the UN level...was
able to agree to an important set of recommendations on norms, rules,
and principles of responsible behavior by states in cyberspace’ (Volter
2013). Whilst this was no doubt an important step-change in terms of
international consensus on a controversial issue which also included
important recommendations on issues such as extending Confidence
Building Measures (CBMs), building capacity globally and information
sharing, it will rely on states embedding the central norms underpin-
ning the agreement into practices, if a resilient and secure cyberspace is
to truly emerge in the medium to long term. Evidence suggests that this
is unlikely given the disagreements that still exist between states on key
principles, which have only been exacerbated by the Snowden revela-
tions in the debates and continuing work of the Group of Experts at UN
level (Meyer 2013).

More broadly, the UN General Assembly produced five major Reso-
lutions (see ITU 2011, p.17-18) on the issue of cybersecurity, with an
emphasis on building trust in using ICTs in order to maintain and
enhance the socio-economic benefits of ICTs for society. In resilient
governance terms the resolutions steer towards a multi-stakeholder
approach with strong legal frameworks to combat the threats of
cybercrime and attacks on critical information infrastructures, and with
a need for enhanced cooperation between states on these matters, as
well as better coordination with all stakeholders.

International Telecommunications Union (ITU)

A fundamental role of the ITU, following the WSIS and the 2010 ITU
Plenipotentiary Conference, was to build confidence and security in
the use of ICTs. At WSIS, Heads of States and world leaders entrusted
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the ITU to take the lead in coordinating international efforts in the
field of cybersecurity, as the sole Facilitator of Action Line C5, ‘Building
confidence and security in the use of ICTs’. In response, ITU Secretary-
General, Dr Hamadoun I. Tour¢, launched the Global Cybersecurity
Agenda (GCA), which is a framework for multi-stakeholder interna-
tional cooperation aimed at enhancing confidence and security in the
information society.

The central tenets or pillars of the GCA are Legal Measures, Technical
and Procedural Measures, Organisational Structures, Capacity Building
and International Cooperation, with the aim to promote cybersecurity
and maintain resilient and reliable information infrastructure (ITU
Report 2011, p.20-21). In order to operationalise the GCA the ITU
signed an agreement with the International Multilateral Partnership
Against Cyber Threats (IMPACT), which supports, through its various
Centres® the GCA achieve its strategic goals (see Ibid., p.21) includ-
ing legal measures, organisational structures, developing strategies for
the creation of a global framework for watch, warning and incident
response, capacity building and international cooperation. Furthermore,
ITU-IMPACT is underpinned by the ‘partnership approach’, with part-
ners from Industry, Academia, International Organisations and Think
Tanks. The ITU also signed a memorandum of understanding (MoU)
with UNODC in May 2011 order to assist the ITU and UN mem-
bers mitigate the risks posed by cybercrime. Activities have taken the
form of joint assessment missions, conferences and training activities,
with collaboration across the five pillars of the GCA. In line with
the idea of public-private partnership, the ITU also signed an MoU
with the Symantec Corporation, with the latter providing quarterly
Internet Security Threat Reports in order to increase awareness of and
readiness for cybersecurity risks among the ITU membership. Finally,
under the GCA, the ITU launched the Child Online Protection initia-
tive (November 2008), which has been established as an international
collaborative network, providing guidance on safe online behaviour to
relevant stakeholders.

In governance terms, the ITU has proposed a cybersecurity strategy
model as a guide for member states to develop their own strategies (ITU
2008a, 2011), with an emphasis on multi-stakeholderism and coordi-
nated local, national and global multi-sector action (see also ITU 2008).
Within this context, the logics of this model are underpinned by the five
pillars or platforms of activity already outlined above: Legal Measures,
Technical and Procedural Measures, Organisational Structures, Capac-
ity Building and International Cooperation. Indeed the justifications for
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such a model are argued to be strategic, social and economic in nature,
even though in practice, there might be a conflict between each of these
logics as demonstrated in the case of the implementation of DNSSEC.

To elaborate further, it is clear that within the ITU model, there is an
emphasis on governments as facilitators, even though it also argues that
national governments should lead in setting any goals for cybersecurity
strategy. In other words, whilst the ITU argues that all stakeholders
have a role to play in elaborating and implementing strategy (from
the judiciary to civil society, vendors and the intelligence commu-
nity), the model does not suggest a key role for all stakeholders in the
agenda setting stage. Indeed, the ITU recommends ‘that Governments
focus on setting the agenda and the conditions for all stakeholders to
work together’ with the agreed strategy then providing a platform for
cooperation at all levels (ITU 2011, p.32). In terms of monitoring the
effectiveness of the strategy, in governance terms, it is reflective of a clas-
sic regulatory state approach, that of appointing an independent agency.
At a basic level it advocates a multi-pronged governance approach that
includes hands-on legislation and hands-off incentives for collaboration
within an overarching collaborative strategy constructed by national
governments (for more details see [TU 2011).°

Interesting within the approach is the call for minimising bureaucracy
in order to maximise flexibility and adaptability in passing legislation on
cybercrime and cybersecurity (Ibid., p. 49-50), and establishing national
security frameworks procedurally and technically as well as legally, in
order to facilitate the development of common standards and solu-
tions and a culture of cybersecurity. Importantly, it highlights the role
of public-private partnerships in addressing the issue of cybersecurity
given the involvement and role of different actors within the cyber
sector. Indeed, on the latter, it is argued that successful collaboration
between the public and private sector requires three elements: a) A
Clear Value Proposition: that all stakeholders know exactly why collab-
oration is necessary and what the benefits are; b) Clearly Delineated
Roles and Responsibilities: that these are agreed upon according to the
overall strategy and its goals and the objectives of the stakeholders;
c) Trust: that each party trust the others’ motives and ability to fulfil
duties (for example, on information exchange and privacy). The final
elements relating to capacity building and international cooperation
are cross-cutting pillars, but are nevertheless important to a sustainable
and effective cybersecurity strategy, and the creation of a global cul-
ture of cybersecurity premised on a set of norms of behaviour for
cyberspace. Significant here is not only capacity building in terms of the
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professionals involved in cybersecurity activities, but also society, and
indeed in terms of research and development in technologies to support
robust and resilient cybersecurity strategies.

North Atlantic Treaty Organisation (NATO)

Whilst the first distributed denial-of-service attack against NATO's Pub-
lic Affairs website occurred in 1999 (Tick 2010) and the protection of its
information and communications systems was officially placed on its
political agenda at the Prague Summit in 2002, it is not until the attacks
on Estonia’s public and private institutions in April and May 2007 that
more urgency was injected into cyber defence. The war in Georgia in
the summer of 2008, also further underlined the potency of cyber tools,
demonstrating the potential for them to be used as a component of
conventional warfare. The use of cyber tools in this way then, and the
threat that they might also pose to the Euro-Atlantic community, fur-
ther underlined the urgency and need for a NATO cyber defence policy
for the alliance as a whole (www.nato.int/cps/en/natolive/topics_78170
.htm) in terms of both the military and civilian aspects.

Since then NATO has done much to address the issue of cyber-attacks
and highlighted the issue in its new Strategic Concept adopted at the
Lisbon Summit in November 2010. NATO also adopted its new cyber
defence policy in June 2011 (reaffirmed at the Chicago Summit in 2012).
In parallel to the policy, a cyber defence Action Plan was agreed that
will serve as the tool to ensure its timely and effective implementa-
tion. The policy offers a coordinated approach to cyber defence across
the Alliance with a focus on preventing cyber threats and building the
resilience of existing networks. Among other things the policy sets the
principles on NATO's cyber defence cooperation with partner countries,
international organisations, the private sector and academia (http://
www.nato.int/cps/en/natolive/news_75195.htm). It also aims to bring
all NATO structures under centralised protection with cyber defence
being integrated into NATO’s defence planning process, and outlines a
framework through which it can assist, and collaborate with Allies with
regard to intelligence, information sharing, and security interoperability
based on a common set of NATO standards. The policy highlights the
need for improving the security and resilience of Allies within NATO in
order to strengthen in a sustainable way, the collective cyber defence
policy - given that the latter can only be as strong as its weakest link.
The policy further develops new political and operational mechanisms
through which such a policy can be pursued, including the establish-
ment of a NATO Computer Incident Response Capability (NCIRC) and
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a Threat Awareness Cell for enhancing intelligence sharing and sit-
uational awareness. In addition, at NATO’s Chicago Summit in May
2012, as part of a reaffirmation of the commitment to improve NATO's
cyber defence policy, there was an agreement to bring NATO military
and civilian networks under centralised protection — with the NATO
Communications and Information Agency established on 1 July 2012
to facilitate this centralising process and enhance NATO’s operational
capability.

With regard to the institutional governance of its cyber defence pol-
icy, the North Atlantic Council provides the political oversight and
takes decisions in cyber defence related crisis management. Below this,
at the working level, the NATO Cyber Defence Management Board
(CDMB) is responsible for the coordination of cyber defence through-
out NATO’s Civilian and Military bodies, and at expert level, the advice
on the Alliance’s Cyber Defence efforts and capabilities is offered by the
Defence Policy and Planning Committee. MoUs exist between CDMB
and national cyber defence authorities to facilitate sharing of informa-
tion, dialogue and so on, and to inform NATO Rapid Reaction Teams
on how they can support Allies in case of cyber crisis. The CDMB
includes political, military, technical and operational staff that oper-
ate under the auspices of the Emerging Security Challenges division,
with the NATO Consultation, Control and Command Board (NC3) the
main body that is consulted on cyber defence in terms of the techni-
cal and implementation aspects. Finally, the NATO Military Authorities
(NMA) and NATO Communications and Information Agency (NCI)
are responsible for operational requirements, acquisition, implementa-
tion and operation of NATO's cyber capabilities, with the NCI Agency
through its NCIRC Technical Centre providing technical and opera-
tional cybersecurity services throughout NATO!® (www.nato.int/cps/en/
natolive/topics_78170.htm). Beyond this, NATO’s Cooperative Cyber
Defence Centre of Excellence (CCDCOE), established in Estonia in 2008,
was set up to provide and develop training and education, and conduct
research on legal and policy issues in the field of cyber defence. It is
linked to NATO Allied Command Transformation and serves as a useful
interface between NATO military bodies, academia, and the private sec-
tor. Moreover, it has a large outreach capacity, including NATO nations’
cooperation with the EU. Indeed, the EU’s ENISA and CoE CCD have
organised joint events — sharing best practice that has emerged in the
field — with this serving as a learning platform for preparedness in cyber
defence issues. Moreover, the CoE CCD was also responsible for pro-
ducing through the Tallinn Manual Process, the ‘Tallinn Manual on the
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International Law Applicable to Cyber Warfare’ (2013), essentially set-
ting out rules governing cyber warfare within the international legal
context (Tallinn Manual 2013).

What then does this all mean in terms of the security logics that
underpin NATO cyber defence policy? Whilst NATO faces the same gen-
eral challenges on cybersecurity as many other organisations, its focus
on cyber defence (and therefore primarily protection and deterrence)
means that it also faces specific challenges in terms of its evolving
policy, and the governance logics that underpin it. First, it faces the
task of delineating more precisely what constitutes an attack, the use
of force and an act of war in cyberspace. Second, there is the issue of
putting into place a governance structure that allows timely and effec-
tive action against threats through a common set of standards and laws.
Third, the creation of norms of behaviour to govern cyberspace, which
requires the difficult task of harmonising national strategies through
common understandings, and facilitating the sharing of information
and threat mitigation, which member states are not always willing to
do. Finally, there is the trade-off between protecting individual liberties
and collective security which also exists more generally, but has partic-
ular connotations for NATO and its cyber defence policy (Noshiravani
2011, p.4).

Whilst NATO’s approach to cyber defence is certainly comprehensive
at first glance, suggesting a more coordinated, collaborative and inclu-
sive policy than previously, with new supporting structures and learning
through training and education at its centre to address individual and
collective resilience, it also suffers from certain deficiencies. Put another
way, there are certain obstacles that need to be addressed if it is to move
forward successfully towards a security as resilience approach.

The first of these issues is that of the responsibilities of the different
actors involved - in particular at member state level. NATO’s emphasis
is on collaboration with national governments to achieve harmonisa-
tion of standards and information sharing, but given the nature of
the ownership of critical information infrastructure and cyber activ-
ity, this relies on effective public-private partnership at national levels.
Although governments can no doubt develop a regulated standardised
approach, it often has very different objectives to that of private indus-
try that operates through an economic logic, and aims to deliver value
to shareholders. In this sense, the private sector is often reluctant to
move in the direction of the greater regulation of cyberspace - in par-
ticular given the difficulty for multinationals in navigating and indeed
standardising the current complexity of regulatory legal measures that
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exist across different cyber-related sectors. It is not impossible, of course,
to incentivise the private sector to cooperate and coordinate in effec-
tive partnership (the Dutch model here, among others, is instructive),
but this does require a common lexicon and a collective logic, as well
as the issue of cybersecurity being elevated beyond the responsibility
of ICT departments to the boardroom in many larger ICT companies
(Ibid., p.5-6; TAAC Symposium September 2012). NATO’s proposal for
an Industry Cyber Partnership which members agreed on at the Cardiff
Summit in 2014, aims to ensure that expertise and innovation from
the private sector is exploited as much as possible in order to achieve
the objectives of NATO’s Enhanced Cyber Defence Policy and should go
some way to addressing this issue if successful.

The second issue is that of obtaining clarity on the thresholds and
standards that will apply to questions relating to: use of force in the
cyber domain; when a cyber-attack can be labelled an armed attack
(under Article 51 of the UN Charter and Article 5 of the Washington
Treaty); what sort of action is permissible in response to a cyber-attack
and which body of law applies to any such responses. Two issues are
pertinent in this context. First, whilst there is much debate on this topic
there is a general consensus that for a cyber-attack to be considered an
armed attack it must have physical consequences — with the use of force
being of a direct or indirect nature. Second, is the issue of attribution
of blame in cyberspace, as the difficulty in identifying an attacker can
affect the ability of states and organisations to respond in terms of tim-
ing and the relevant international legal framework, as well as the nature
of any response to a cyber-attack (Ibid., p.6-7). Whilst the Tallinn Man-
ual has gone some way to addressing the above issues; that is, it provides
a mutual point of reference for definitions of military attack, the appli-
cation of international law, distinctions between civilian and military
targets, and methods of establishing which parties are or were involved
in specific cyberspace conflicts it still falls short, for some, on resolving
certain other salient issues. The manual, for example, does not provide
clear criteria by which an attack can be defined as an act of war, arguing
instead that this must be assessed case by case according to the grav-
ity and potential effects of any decision. For Bendiek (2014, p.8) ‘using
international law to set up rules for cyber war just makes these kinds
of actions seem more doable and...there is no precedent for norms
that deal with conflict below the threshold of armed assault’. In addi-
tion, the exclusion of non-NATO experts from the discussion group
that constructed the rules for cyber warfare has limited not only the
scope but also the potential effect of such rules. Finally, for some, the
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Tallinn Manual has scant regard for citizens’ rights given that the broad
definition of a military attack does not in principle ban governments
from taking military action against non-state groups or even individ-
ual alleged hackers. From this perspective, the lines between police
and military operations could become even more blurred, with ethical
implications side-lined in the interests of cyber defence (Ibid., p.25)

A third issue is that of international cooperation and collaboration,
especially with the EU given the overlapping membership of the two
organisations. Indeed NATO-EU cooperation, if coordinated effectively,
can certainly facilitate the emergence of security as resilience. Given the
EU’s ability to implement Regulations and Directives and NATO's abil-
ity to conclude international agreements, both agencies can contribute
to the emergence of common standards, laws and practices that influ-
ence the direction and nature of international norms and principles for
cybersecurity. Having said this, there are many impediments to effec-
tive NATO-EU cooperation in issues of cybersecurity which includes
their different mandates and thus competencies, and the Cyprus-Turkey
issue, placing legal limits on their ability to cooperate formally, at least
(although not informally — see Chapter 6). In addition, given that both
the EU and NATO have limited (geographical) memberships, any effec-
tive cooperation struck up between the two organisations would not
address the needs or indeed reflect the preferences of the ‘global’ com-
munity of actors that operate in cyberspace and therefore seek to secure
it. The implication here then, in terms of governance at least, is that
any norms and principles agreed by the two organisations, in order to
have global influence and relevance, would have to engage with other
important stakeholders in the cybersecurity milieu, through other new
or existing fora, and including the private sector and civil society.

Organisation for Economic Cooperation and Development (OECD)

The OECD in producing information on best practice with regard to
critical infrastructure resilience is a useful tool for the EU and its mem-
ber states in terms of developing their cybersecurity ecosystems. The
OECD Working Party on Information Security and Privacy (WPISP)
produces regular reports on resilience building, privacy, and the infor-
mation society. Indeed, it has an established network of experts from
government, business and civil society that serve to facilitate exchanges
of information between stakeholders and to monitor activities in rela-
tion to cybersecurity (European Parliament Report 2011, p.19). In this
sense, its governance structure is reflective of effective partnership and
its steer in terms of best practice emphasises the need for a culture of
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cybersecurity to emerge given the wider number of threats and risks now
associated with information technology developments and increased
interconnectivity.

To this end the OECD has produced a set of generic guidelines (2002)!!
intended to facilitate the movement towards a culture of cybersecurity.
The approach advocated is inclusive, with the underlying rationale that
‘each participant is an important actor for ensuring security. Partici-
pants, as appropriate to their roles, should be aware of the relevant
security risks and preventive measures, assume responsibility and take
steps to enhance the security of information systems and networks’
(OECD 2002, p.8). Moreover, it emphasises, consistent with the condi-
tions set out in Chapter 2 for effective security as resilience, the need for
guidelines to be adopted and implemented at policy and operational lev-
els, and that ‘efforts to enhance the security of information systems and
networks should be consistent with the values of a democratic society,
particularly the need for an open and free flow of information and basic
concerns for personal privacy’ (Ibid., p.9). In addition, it is argued in the
report that factors such as leadership, in particular from governments
(OECD 2003) and extensive participation by all participants is essential
for creating an environment where security planning and management,
and better understanding of the need for security is achieved (OECD
2002, p.8).

The OECD Report argues that the principles that underpin the Guide-
lines are not an attempt to provide a one-size fits all approach to the
security of information systems and networks, but rather, ‘to provide a
framework of principles to promote better understanding of how par-
ticipants may both benefit from, and contribute to, the development
of a culture of security’ (Ibid., p.14). In other words, the principles
represent a set of conditions that if implemented in policies, prac-
tices, measures and procedures, are most likely to create the type of
environment whereby security as resilience, including prevention and
reaction, will become embedded at all levels and amongst all active
participants in cyberspace, individually and collectively. Of course it
can be argued that such principles whilst broadly acceptable for most
Western audiences (for example, the principle on democracy) are fiercely
contested among those countries, organisations and individuals that
operate under different government and security logics, as demon-
strated with the Council of Europe Cyber Crime Convention (discussed
below). It can also be argued that some of the guidelines do not go far
enough; for example, the principle on response states in connection
with cybersecurity incidents that, ‘Where permissible, this may involve
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cross-border information sharing and co-operation’. Such sharing of
information across borders is a pre-requisite for security as resilience —
and a norm that all participants involved in cybersecurity should adopt
and operationalise in order to ensure effective reaction and response to
cyber incidents. Finally then, such guidelines are voluntary in nature,
and whilst providing a generic framework for the creation of a culture
of cybersecurity, do not provide principles that are universally accept-
able, or indeed that have been universally adopted and implemented by
all participants. Indeed, the world in 2015 is even more complex than
in 2002, with the OECD also active in providing more specific recom-
mendations for policy measures by Internet service providers against
botnets, underpinned in governance terms by private sector initiatives
and public-private partnerships (OECD 2012).

Council of Europe

The Council of Europe’s (CoE) central contribution to the governance
of cybersecurity comes in the form of the Convention on Cybercrime
which was agreed in 2001 and entered into force in July 2004. Also com-
monly referred to as the Budapest Convention, it is politically important
and is the only binding agreement on cybersecurity issues, which has
been drawn on for best practice within and outside Europe. At the time
of writing (March 2015) 45 countries (including the US) have signed
and ratified the convention, which includes 24 EU member states!?;
a further eight countries have signed it without ratification.’® Having
said this, it is also subject to contestation given its call for interna-
tional cooperation and information sharing - including cross-national
and trans-boundary cooperation between police forces. Countries such
as Russia and China (as well as certain developing countries) have stated
their clear opposition to ratifying the convention due to the concern
that it would undermine national sovereignty, which is certainly prob-
lematic to achieving global security resilience given the number of
Internet users in these countries and the fact that they are the alleged
source of many cybersecurity breaches and attacks in recent years.

In governance terms, the Budapest Convention is voluntary in the
sense that it is not mandatory for all states, in particular outside Europe,
to sign up to it. Its purpose, however, is to establish ‘a common criminal
policy aimed at the protection of society against cybercrime’ (Conven-
tion on Cybercrime 2001, Preamble). In order to achieve this it requires
those that have signed up to the convention to adopt and implement
legislation on the procedural aspects of cybercrime, such as illegal access
and interception, misuse of devices, fraud, forgery, intellectual property
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(IP) offences, interference with data and systems and child pornogra-
phy. Moreover, it provides a transnational legal and law enforcement
framework that requires signatories to adopt laws concerning the inves-
tigation of cybercrime, and to cooperate, via extradition and mutual-law
enforcement assistance, in the investigation of such crimes with other
countries. In addition to the Budapest Convention the CoE Parliamen-
tary Assembly has also provided recommendations on the Internet and
Law, and expounded the view that whilst the nature of the Internet
makes it impossible to regulate, an Internet code of ethics should be
established through use of a legal instrument and the establishment of a
European Internet ethics authority, in order to induce ‘civic’ behaviour
on the Internet through the establishment of basic rights and duties
of Internet users (CoE Parliamentary Assembly Recommendation 1670,
2004; O'Neill 2012, p.8).

Whilst the EU has clearly bought into and deferred to the CoE's
Budapest Convention with regard to cybercrime, which is also reflected
in the Stockholm Programme for internal security (2010, p.22), there is
much debate on its efficacy, related in particular to its lack of enforce-
ment mechanism when signatories fail to meet their obligations under
the terms of the treaty. Moreover, weaknesses remain in the context of
the EU’s 28 member states, not least because whilst the CoE ‘Convention
remains the only international legal instrument to date’, it nevertheless,
‘shows weaknesses due to the fast-moving developments in cybercrime’
(European Commission 2010, p.157 final). Such weaknesses include the
lack of reference on how to deal with large-scale cyber-attacks as well as
structural and cultural problems related to the functioning of national
contact points in the context of cooperation in cybercrime.

More broadly, a central issue relates to the international nature of
cybercrime, and the problem already alluded to above with regard to
contestation. Cybercrime is a global problem requiring global coopera-
tion if a robust security as resilience is going to emerge, and therefore the
CoE Convention as a tool for combating cybercrime can only become
truly effective if countries outside Europe sign up to the norms that
underpin it."* The Global Project on Cyber Crime has been established
for just this purpose — to promote the Convention beyond Europe -
and has had partial success in terms of certain countries in Asia and
Latin America drawing on the convention and implementing legisla-
tive reforms based on it."> Others still posit and propose an alternative
view, grounded on alternative norms and principles. The Shanghai
Cooperation Organisation nations (China, Kazakhstan, Kyrgyzstan,
Russia, Tajikistan and Uzbekistan) for instance, have an agreement in
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place — the International Information Security Agreement — that empha-
sises a primary role for national security and the primary role of the state
in controlling information technology and managing risks and threats.
Moreover, it sees Western nations and their dominance of the informa-
tion space as a major threat to them, their socio-political systems and
cultural way of life (Goldsmith 2011, p.4). Similar to other norms and
tools invented in Europe and the EU, the convention embodies many
useful principles for ensuring effective security as resilience, but agree-
ment and implementation beyond Europe is critical if it is going to have
any real impact on cybercrime given its global nature.

Organisation for Security and Cooperation in Europe (OSCE)

Discussion of a comprehensive approach to cybersecurity in the OSCE
forum was driven by the Estonian Chairmanship in 2008 following
attacks on its own systems in 2007. Prior to this the OSCE focused on
enhancing different aspects of cybersecurity, for example. cybercrime,
cyber terrorism, and on efforts to ensure ‘freedom’ of assembly, expres-
sion and information on the Internet. Since then, activities have
included high-level meetings and conferences on strategic cybersecurity
issues and a comprehensive approach, but with no exact agreement on
what role the OSCE can play.'® One fruitful discussion to emerge in this
context is that for the development of norms on state behaviour for
cyberspace, a notion which has also been discussed in other multilateral
organisations (as shown above). An OSCE conference in May 2011 also
explored questions of how the OSCE mandate might be strengthened to
enhance its international role in cybersecurity, as well as possibilities for
developing internal OSCE mechanisms in cybersecurity and an elabora-
tion of an OSCE strategic document on a comprehensive approach to
cybersecurity.!”

However, membership of the OSCE, which brings together countries
from North America to Central Asia, including member states of the EU,
NATO and Commonwealth of Independent States, means that there are
a diverse range of normative visions and strategic approaches to secu-
rity resilience in cyberspace. Thus, whilst at the OSCE level there has
been progress on agreeing an initial set of CBMs for cyberspace which
suggests its broad membership is an advantage and not an obstacle to
achieving consensus on certain issues, that very same advantage dissi-
pates precisely because of its diversity, and, of course, because China is
not a member of the OSCE (European Parliament 2011, p.20).

A good example of this is the contrast between UK (see Downing
2011; Hague 2011) and US (and other Western states and International
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Organisations [IOs]) proposed norms for cyberspace on the one hand
and those of Russia and China on the other. As expected, there is
convergence and overlap between the UK, US and ITU positions, in par-
ticular if we focus on the dimensions of universal access, approaches
to cybercrime, international collaboration and the principle of uphold-
ing fundamental freedoms. If we compare the principles advocated by
the US, UK and ITU to those of the Shanghai Cooperation Organisa-
tion (SCO), then we can observe different logics at play with regard to
the norms advocated for state behaviour in cyberspace (Healey 2011a),
whilst also noting some element of convergence. Although the SCO
agreement (2008) did not explicitly discuss norms, it emphasised ‘state
control’; indeed in previous proposals from Russia there was a clear and
predictable steer to the limitation of cross-border flows of information
because of the impact that this might have on the culture of security.
Developments since then have seen a very broad consensus emerge
between Russia, China, the US and the UK on some of the general
principles and norms for governing cybersecurity such as confidence-
building (as noted above), but such discussions have avoided the more
controversial issues of content and information control (UN Group of
Government Experts Report 2010).

In September 2011, members of the SCO (Russia, China, Tajikistan
and Uzbekistan) proposed that the UN Secretary General facilitate a
dialogue around their new draft proposal, the ‘International Code of
Conduct for International Security’. This was drafted as a formal docu-
ment of the 66th session of the UN General Assembly, with the express
purpose of it being used to reach a consensus on international norms
of behaviour for the Internet. This Code of Conduct (see http://news
.dot-nxt.com/2011/09/13/china-russia-security-code-of-conduct) raises
a series of basic principles, which at first glance do not seem divergent
from what is being advocated by the US, the UK and the ITU (Healey
2011b). For example, complying with the UN charter, international
infrastructure and a commitment to ensure supply chain security are all
‘norms’ that chime with many of the principles proposed by the US and
UK. Despite this, however, a deeper look at the security logics behind the
proposal also raises potential points of concern for many that advocate
a multi-stakeholder approach to cybersecurity and the preservation of
freedom of access, expression, and information. Sceptics have argued,
for instance, that the emphasis on promoting the ‘establishment of a
multilateral, transparent and democratic international management of
the Internet’, and the expected commitment to ‘... prevent other states
from using their resources, critical infrastructures, core technologies
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and other advantages, to undermine the right of the countries...to
independent control of ICTs, or to threaten other countries’ political,
economic and social security’, and “To cooperate in combating crim-
inal and terrorist activities which use ICTs including networks, and
curbing dissemination of information which incites terrorism, seces-
sionism, extremism or undermines other countries’ political, economic
and social stability, as well as their spiritual and cultural environment’,
are underpinned by a sovereign logic of control rather than freedom and
resilience.

In terms of the first of these codes, promotion of the ITU to take a lead
role in Internet governance, that is, a move to a traditional intergovern-
mental model, could lead to the Balkanisation of a spate of national
Internet spaces, rather than multi-stakeholder governance; and China
would also acquire greater weight and influence in terms of voting
behaviour through the UN system. This also has implications then for
the notion of security as resilience for all and an emergent culture of
cybersecurity if other actors are side-lined in favour of a state-led, con-
structed and enforced approach. For the second and third of these codes,
given the previous commitments by members of the SCO to limit infor-
mation flows if it impacts on their own security, alongside the perceived
dominance of the US in controlling the Internet, there are concerns
that it would provide justification for repressive regimes to further limit
free speech and access to independent external news sources, as hap-
pened during the Arab uprisings in Egypt and Libya (see also Gjelten
2010). Moreover, it might also provide an excuse to introduce draconian
laws on access and dissemination of information that might threaten
national security (Healey 2011b). Finally, there are also further concerns
about what is not visible in the Codes of Conduct, including, for exam-
ple, no commitment to control patriotic hackers supported by states that
are seen to be at the centre of cyber conflict, and of which Russia and
China are seen as sponsors.

Conclusion: Security as resilience in the international cyber
ecosystem

Many guidelines and debates exist at international level on how gov-
ernments and organisations can create security as resilience through
a variety of governance methods, forms and modes. It is also evident,
however, that among the stakeholders involved, there is still much
debate as to how security as resilience should be achieved, in particu-
lar in relation to the fundamental rights and security balance debate.
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The Snowden revelations have only served to exacerbate argument on
such a balance, and provide justification to states that have used a
national security first approach to enforce a security of control around
their Internet space. Aside from this, there is also somewhat of a ten-
sion between the commercial logic and the security as resilience logic
(Type 3) that at the moment is not adequately addressed in terms of the
meta-governance of regulation, as well as between the sovereign logic
of certain states and the open multi-stakeholder approach advocated by
many leading states and international organisations.

There is a clear recognition in the international community that
global norms to govern the behaviour of states and other actors are
required if a global culture of security is going to emerge in cyberspace,
and there are also very clear guidelines and a broad consensus on some
of the key principles that should underpin any global framework. Indeed
progress has been made by the UN Group of Experts on the applicabil-
ity of international law; the Tallinn Manual was published, and CBMs
were agreed at the OSCE. However, whilst there is certain convergence
at the level of broad principles, consensus is far from apparent when
analysing the logics of resilient security governance that underpin the
construction of the more specific aspects of such principles, and the
policy prescription that results from them across different state borders.
Indeed, it is apparent that how cybersecurity is perceived between and
within levels by the different international actors creates both opportu-
nities and constraints for achieving security as resilience in a truly global
sense — which is critical given the borderless nature of the cybersecurity
problem.

Moreover, this points to the importance of the politics of security
resilience being at the centre of the debate in the development of
an effective global ecosystem. The tensions and contradictions at the
centre of the different logics within the (geo)politics of cyberspace —
represented within various codes of conduct, guidelines, principles and
international laws and charters constructed and agreed, are what the
EU must continue to engage with, draw from and effectively connect
with and shape, if its own efforts to create a comprehensive ecosystem
of resilient security governance are to bear fruit. It is already evident
that the EU, in constructing its current positions, is embedded within
the broader global ecosystem: the chapters that follow will provide an
analysis of how such existing global norms have been shaped by and
helped to shape national and EU strategies within the different facets of
cybersecurity.
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National Cybersecurity Approaches
in the Furopean Union: The Case
of the UK

Introduction

The European Union (EU) has accelerated the development of its
cybersecurity strategy since February 2013, which has inevitably also
brought under greater scrutiny the variation in cybersecurity resilience
and preparedness across the EU member states. Just as with the EU con-
text that will be analysed in the chapters that follow, national levels
of preparedness across Europe are perhaps the most important dimen-
sion of the cybersecurity ecosystem that if not improved to at least
meet minimum standards could impact negatively on the ambition of
achieving an effective EU cybersecurity strategy. Indeed the EUCSS was
constructed to facilitate the security of cyber resilience in EU member
states, in the recognition that it was national governments that could
primarily drive the process of improvement and transformation in the
cybersecurity ecosystem within Europe.

Whilst an overview of 28 EU member states would provide us with
a clear idea of the emerging conditions for cybersecurity of resilience
across the EU, comprehensive research on this issue, across the dif-
ferent levels and layers of cybersecurity preparedness is sparse, with
the last major study undertaken at the time of writing by ENISA in
2008 (ENISA 2008), and updated in 2010 (ENISA 2010). Such studies of
country preparedness related to cybercrime, cyber-attacks and network
resilience have revealed a great deal of variety and divergence across the
European space - that is, EU member states and the European Economic
Area (EEA) countries (Iceland, Lichtenstein and Norway) — in terms of
information exchange and cooperation modes and mechanisms as well
as security incident management and reporting, risk management and
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emerging risks, network resilience, privacy and trust and awareness rais-
ing (ENISA, Key security actors, strategies, & good practices in Europe
mapped 2010).

Indicative of the divergence that exists in Europe, although also how
far many countries have come in a short space of time, is that 18 EU
member states have a cybersecurity strategy,! compared to a handful of
countries just five years hence. Indeed the general trend indicated in the
ENISA country reports,? is that of progressive learning within the variety
that exists — facilitated in particular by diffusion of good practices that
exist in leading member states. This is not to say that member states are
in any way nearing convergence in practice, but rather that a common
understanding of at least the minimum standards required for effective
security as resilience is beginning to emerge.

In this sense, and beyond these reports, it is clear that there are
certain leaders when it comes to cybersecurity good practice (for exam-
ple, UK, the Netherlands) and there are those that are evolving at a
slower pace due to a number of reasons — resource, size, knowledge,
culture and so on (for example, Malta, Portugal, Slovenia) (Interviews,
ENISA 2012; EEAS 2013; European Commission 2013/2014). Whether
leaders or late developers in terms of cybersecurity capability and pre-
paredness, each member state has different historical, social, economic
and security concerns and therefore perceptions and needs when it
comes to cybersecurity resilience. This makes the task of achieving an
effective security as resilience complex, and one that can ultimately
only be achieved in the long term if the necessary conditions are con-
structed across Europe and beyond, given the global nature of the issue
(see Chapter 3).

As the task of a comprehensive review of the EU member states is not
possible in a single chapter (perhaps not even in a single volume!), the
focus here will be on an in-depth analysis of a leading member state?
case study that can potentially offer examples of good practice for the
rest of Europe. Whilst reference to other member states will be included
wherever appropriate throughout the chapter to add a comparative ele-
ment, the main analysis and assessment will be on UK efforts to achieve
cyber resilience — the strengths and weaknesses of the UK approach, and
what lessons can be learnt from its policies and actions within Europe.
This chapter will seek, overall, to provide a clear idea of where the UK is
in its development of effective security as resilience, and how this relates
to the evolution and implementation of EU cybersecurity policy and
strategy. The first section will provide a context within which to under-
stand the evolution of the UK approach to cybersecurity. The second
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section will then focus on and assess the UK cybersecurity strategy, and
in particular how far actions taken to achieve its main objectives can
offer lessons through good (and perhaps not so good) practice. The
chapter will conclude on the implications of the UK approach for its
own cybersecurity resilience, and for good practice potentially being
transferred or diffused across Europe.

The UK'’s evolving narrative on cybersecurity

Cybersecurity in the UK has been driven by several logics over the last
five years: first, by the perceived threat to national security and the
potential of this threat to disrupt networked, digital activities in mili-
tary and security terms; and second, the broader economic, political and
social implications of cybersecurity threats given the increased reliance
of many individuals, businesses, and critical infrastructure providers on
cyber-based (ICT) systems. Such logics have been underpinned by a
narrative that has evolved within the UK'’s Strategies for Information
Assurance, National Security Strategies (NSS) and Strategic Defence and
Security Reviews (SDSR), culminating in its updated Cyber Security Strat-
egy (CSSUK 2011*) which spelt out in some detail the main dimensions
of the UK government’s National Cyber Security Programme (NCSP).

For example, there was recognition early on of the threat by non-
military means, focused in particular on state-led threats to the UK via
cyber-attack or cyber espionage (NSS 2008, p.16). This initial narrative
was focused on cyber defence and developing cyber offence in relation
to state-sponsored cyber-attacks; and very much influenced by the 2007
cyber-attack on Estonia’s public and private systems and infrastructure
as well as the cyber-attacks on Georgian infrastructure in 2008 during
the (conventional) Russian military offensive in the country. However,
it was also clear that the cyber threat was understood in broader terms
and that the effective functioning of cyberspace was essential not only
in terms of the defence dimension, but also with regard to citizens,
business and government being able to exploit the opportunities that
cyberspace presents in the economic, social, cultural and political sphere
(Cyber Security Strategy of the UK 2009; Digital Britain 2009).

To this end there was recognition that certain measures and new
institutional structures had to be established and developed in order
to ensure a more effective security as resilience in the UK. For exam-
ple, the CSSUK (2009, p.3) spoke of the need for ‘a coherent approach
to cyber security, and one in which the Government, organisations
across all sectors, the public, and international partners all have a part
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to play’. Of course there were a number of other existing organisations
that were tasked with dealing with cyber threats, most important includ-
ing: Communications-Electronics Security Group (CESG which was part
of Government Communication Headquarters (GCHQ)) which ran the
Computer Emergency Response Team (GovCertUK) that acted on behalf
of the public sector to provide warnings and assistance in resolving seri-
ous IT incidents and also provided the National Technical Authority for
Information Assurance; The Centre for the Protection of National Infras-
tructure (CPNI) which played a similar role to GovCertUK but for busi-
ness and UK critical infrastructure providers; and in terms of cybercrime
the Home Office, Serious Organised Crime Agency (SOCA) and police
(important here was the Police Central e-crime Unit established in 2008)
worked together through initiatives such as the Association of Chief
Police Officers (ACPO) e-crime strategy (see below). However, it was felt
that in order to achieve more effective resilience, a central cybersecurity
capability was required and this was subsequently created for the first
time in the UK® through the establishment of: The Office of Cyber
Security (set up in the Cabinet Office) for the purpose of providing
greater coherence and leadership strategically across government; the
Cyber Security Operations Centre in GCHQ to monitor and coordinate
incident response, enable a better understanding of attacks against UK
networks and users and provide better advice and information about the
risks to business and the public (Ibid., p.5).

Beyond this, the underlying principles outlined in the CSSUK (2009,
p-9-11) certainly pointed to an understanding of the conditions
required to create a more resilient UK cyber ecosystem. For instance,
there was an emphasis on engaging with all stakeholders through part-
nership and retaining strong, balanced and flexible capabilities, as well
as working with international partners in order to ensure a global, rule-
based environment for addressing issues of cybersecurity. The new cyber
structures and principles were seen as key for achieving the workstreams
that were identified to drive change forward in order to achieve a better
security as resilience. This included not just enhancing preparedness and
protection, and improving the legal, regulatory and policy environment
domestically and internationally, but also, and importantly, awareness
and cultural change. Indeed, instilling the necessary changes in cyber
culture and ‘embedding cyber security in wider aspects of policy formu-
lation” were important objectives within this workstream. In addition
to this there was a recognition that skills and education needed to be
enhanced to meet skills gaps, that an industrial strategy for cybersecurity
had to be developed, that cybersecurity was a global issue that needed
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coherence beyond the UK, and that an understanding of what was
required in terms of capabilities and governance to ensure effective
security as resilience, would have to be improved (Ibid., p.18-20).

The Labour government in the UK then, constructed an initial plat-
form and the principles for building an effective security as resilience,
and had a practical awareness of the conditions they had to foster
to achieve a mature level of resilience in the UK. Having said this,
it was also the case in practice, despite certain achievements (with
regard to e-crime for instance), that there were serious shortcomings
for achieving such conditions within the existing structures — not least
in terms of the skills, expertise, leadership and resource to establish a
resilient ecosystem and indeed the culture of understanding, coopera-
tion and coordination that was required within government, between
government and other stakeholders and between the government and
international partners.

Thus a key challenge for the UK coalition government (Conserva-
tive/Liberal Democrat) that came to power in May 2010 was to build
on this approach, raise the profile of cybersecurity further (Downing
2011, p.9) and provide the resource and narrative that would convince
all stakeholders that cybersecurity had to become a national security
priority. Indeed it seems that despite the ambition and understand-
ing from certain elements in government to create a more integrated
approach to constructing cybersecurity resilience there was much still
to do on a cultural level to persuade certain government departments
beyond the Ministry of Defence (MoD) and GCHQ, as well as the private
sector that the cyber threat had to be understood in broader (eco-
nomic and social) terms, thus requiring the involvement of a range of
stakeholders (Neville-Jones® and Phillips 2012, p.32). In addition to this
lack of skills and expertise, lack of resource was highlighted as a key bar-
rier to developing more effective responses, in particular with regard to
cybercrime (Downing 2011, p.10). There was also a certain perception
of the central response mechanism as fractured and incoherent, with
information-sharing between public and private sector actors in need of
improvement in terms of quality and quantity. The approach in the UK,
certain evidence suggests, was not as comprehensive as it needed to be;
with a cultural shift needed in the public and private sector in order to
ensure a more effective security as resilience (Cornish et al. 2011, p.viii).”

Accelerated prioritisation of cybersecurity was achieved through what
certain scholars might describe as securitisation of cyber (in)security
(for example, see Dunn Cavelty 2008a, for the US case) — with carefully
selected examples demonstrating the increasing degree to which e-crime
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had affected key government departments such as the Department for
Work and Pensions (DWP), and more broadly, the theft of intellectual
property such as information regarding the design and performance of
the F-35 Joint Strike Fighter (Neville-Jones and Phillips 2012, p.32). Such
examples were used during the SDSR to convince government depart-
ments of the urgency in which cybersecurity needed to be treated,
culminating in cybersecurity being elevated to a tier one risk in the
UK National Security Strategy (UKNSS) of October 2010, thus making
it a national security priority. To this end it categorised ‘hostile attacks
upon UK cyberspace by other states and large scale cybercrime’ as one of
the priority risks alongside military crises, major accidents and natural
hazards and terrorism (UKNSS, p.27). These priorities also reflected the
EU'’s Strategic Priorities for its Internal Security (The EU Internal Security
Strategy 2010). Finally, new money was allocated to (only) cybersecurity
in the SDSR - a sum of £650 million over a five year period. Indeed, as
part of a spending review in 2013, an additional £210 million was allo-
cated for new and existing cybersecurity projects — increasing the total
budget for the programme to £860 million (to be spent by March 2016).

The UK cybersecurity strategy: Building effective security as
resilience?

What then were the central objectives of the strategy that was con-
structed by the coalition government in order to enhance cybersecurity
resilience in the UK? Moreover, how has the UK cybersecurity pro-
gramme evolved in practice to create the necessary conditions and
governance mechanisms for cybersecurity resilience? What lessons can
be learnt from the UK experience and evolving practice for the rest of
Europe?

As already alluded to above, the UK Cyber Security Strategy (UKCSS
2011) was revised in 2011 with a single vision and priorities broken
down into four core objectives. The vision reflected dominant driving
logics and was ‘to derive huge economic and social value from a vibrant,
resilient and secure cyberspace, where our actions, guided by our core
values of liberty, fairness, transparency and the rule of law, enhance
prosperity, national security and a strong society’. There was also a clear
public and private sector element to the strategy with priorities broken
down into the following (UKCSS 2011, p.8):

1. The UK to tackle cybercrime and be one of the most secure places in
the world to do business in cyberspace
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2. The UK to be more resilient to cyber-attacks and better able to protect
our interests in cyberspace

3. The UK to have helped shape an open, stable and vibrant cyberspace
which the UK public can use safely and that supports open societies

4. The UK to have the cross-cutting knowledge, skills and capability it
needs to underpin all our cybersecurity objectives

In general, the UKCSS (2011) signified a step-change institutionally
and in terms of resource for addressing cybersecurity issues. In addi-
tion there was recognition that central leadership and coordination
was important — with responsibility for cybersecurity moving from the
Security Minister in the Home Office to the Minister for the Cabi-
net Office and Cyber Security.® Furthermore the issue of partnership
and effective collaboration was recognised and prioritised across sev-
eral dimensions: from leveraging the support of the private sector
and academia to co-designing credible policy; to creating platforms
for more effective sharing of real-time data to enable swifter responses
to cyber-attacks; ensuring that appropriate standards (risk-management
regimes) are implemented across the private and public sector; building
effective international connections given the global, borderless nature
of cybersecurity; and finally, ensuring that the necessary up-skilling
and educational programmes are constructed in order to ensure that
expertise is developed across the many facets of cybersecurity to be
able to meet cybersecurity challenges in the short, medium and long
term (for example, forensics, surveillance, information assurance and
SO on).

There is also an individual element to this educational dimension in
terms of raising awareness and enabling citizens to be safer online and
to more easily identify and use mechanisms for reporting cybercrime.
From a governance perspective it is clear that overall the UK government
places emphasis on hands-off meta-governance — that is, incentivising
the private sector rather than mandatory regulation — which is in line
with its approach to the regulation of the Internet more broadly (Tele-
phone Interview, UK cybersecurity official, October 2014). Indeed, as
one official put it, the UK is ‘trying to stimulate a self-sustaining market
around cyber security’ intervening directly only where there is justi-
fication to do so in the case of market failure (Telephone Interview,
Cabinet Office official, October 2014). This sits in stark contrast to the
underlying idea of the EU’s proposed Network and Information Security
Directive, which suggests mandatory reporting for all sectors which are
deemed to be owners of critical infrastructure (see Chapter 6 for details).
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Cybercrime and making cyberspace safe for UK business:
Institutional innovation and improved partnership?

Historically in the UK the first institutional response to cybercrime was
the National High-Tech Crime Unit (NHTCU) in 2001, alongside which
were established 43 local HTCUs at police force level. However, this cen-
tral response to address cybercrime directly was short-lived when the
NHTCU was absorbed into SOCA in 2006. Effectively, this left a gap and
reduced focus at national level within the police service with regard to
e-crime prevention issues and - critically — eliminated a central coor-
dinative mechanism with regards to resources for e-crime. In addition,
capability to investigate large-scale cybercrime was reduced in areas that
did not fall within the remit of SOCA (ACPO e-crime strategy 2009, p.1).

The importance and prominence of cybercrime led to the creation
of the ACPO e-crime portfolio and Home Office funding of £3.5 mil-
lion for the establishment of the Police Central e-crime Unit (PCeU) in
2008 under the leadership of the Metropolitan Police Service (MPS).°
In addition the National e-crime Programme (2009) was created to coor-
dinate the increasing number of e-crime initiatives emanating from the
ACPO e-crime portfolio, and the ACPO e-crime strategy was developed
to communicate the MPS strategic approach to e-crime. Whilst it was
acknowledged that the PCeU was relatively successful in addressing
e-crime (Interview, former PCeU official, August 2014), and in setting
up models of good practice with regards to information sharing with
business (through the Global Virtual Task Force, for instance: see Cornish
et al. 2011, p.19), it was equally obvious that there was an issue in
terms of limited resource and the lack of standardised training across
the police and expertise to deal with cybercriminals (Interview, former
PCeU official, August 2014; Downing 2011, p.10), as well as a ‘lack of
cohesion’ between the organisations established to tackle cybersecurity
(Hopkinson'® cited in Shah 2012).

The UK Cyber Security Strategy (2011) and the NCSP introduced
with it, sought to overhaul the approach to cybercrime in order to
address the central shortcomings identified, and to provide further
centralisation, coordination and strategic as well as operational effec-
tiveness in tackling cybercrime. Thus, the National Crime Agency (NCA)
was established with four pillars of action: Organised crime, Border
policing, Economic Crime and the Child Exploitation and Online Pro-
tection Centre, with the newly established (operational in October 2013)
National Cybercrime Unit (NCCU) housed within the NCA and overlay-
ing the central pillars. Essentially the NCCU replaced the PCeU, and
in doing so also recognised cybercrime as a crime in itself and a tool
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for the execution of other crimes (The National Crime Agency 2011).
In addition, nine Regional Organised Crime Units (ROCU) were estab-
lished across the country with cyber teams based in each of them in
order to facilitate the fight against cybercrime; and more specifically,
run investigations, and provide advice and support to business and the
public across their regions.

Whilst this new structure has, according to the head of the NCCU
led to more effective strategic leadership with regard to harnessing skills
and partnerships across government, law enforcement and industry in
the UK and internationally, leading to a string of successful operations
(The National Security Strategy, Our Forward Plans 2013, p.5), there
are clearly still many challenges with regard to creating effective con-
ditions for security as resilience with regard to cybercrime. For example,
the National Audit Office Report (Update on the National Cyber Secu-
rity Programme 2014, p.11) points to the lack of qualified personnel
and technical capability within the NCCU and the cyber teams within
the ROCUs to deal with the observed levels of (increasing) cybercrime.
Whilst it could be argued that such issues are being dealt with through
further investment to provide specialised training and increase capac-
ity with regard to frontline support, and coordinated centrally by the
ACPO national policing lead (The National Security Strategy, Our For-
ward Plans 2013, p.5), others still point to problems with regards to
the lack of any standardisation of such training and a lack of main-
streamed cyber training embedded and integral to general police officer
training. Indeed a central lead on this does not resolve the issue of where
each regional lead ‘buys’ training from — and thus ensure that the right
skillsets are actually being acquired across the relevant dimensions of
cybercrime: prevention, detection, investigation and prosecution. More-
over, if a culture of cybersecurity is to be embedded and mainstreamed
at all operational levels, then this must be remedied and a more compre-
hensive approach to training implemented (see, for example, Tightening
the Net 2015).

Beyond this the UK government have sought to engage more effec-
tively with the relevant stakeholders domestically and internationally in
order to eliminate the cybercrime threat. Domestically the Home Office
Cyber Crime Reduction Partnership (CCRP) was established which has
sought to bring together government, industry, academia and law
enforcement agencies — led by the Home Office and the Department
of Business, Innovation and Skills (BIS) — to coordinate efforts on
cybercrime and more specifically, seek opportunities to work in part-
nership in order to provide practical help to small and medium-sized



National Cybersecurity Approaches in the European Union 71

enterprise (SMEs) and citizens and potentially design out cybercrime.
Internationally, the UK has also led on creating innovative collabora-
tive arrangements — of an ad hoc and more institutionalised nature — to
tackle different types of cybercrime (issue driven action).

For example, in the fight against bank theft malware, and more
specifically to combat the Shylock Trojan,!! the NCA brought together
partners which included the FBI, Europol, BAE Systems Applied Intel-
ligence, GCHQ, Dell Secure Networks, Kaspersky Lab and the German
Federal Police. The operational aspects were conducted from the opera-
tional centre at the European Cybercrime Centre (EC3), and importantly
from a security as resilience perspective, allowed effective collaboration
between cyber investigators, coordinated by the NCA and supported
by the necessary organisational country partners involved (UK leads
international partnership to fight cybercrime, 2013).

In an extended more institutionalised pilot of this arrangement the
Joint Cybercrime Action Task Force (J-CAT) was established in September
2014 at EC3 led by Andy Archibald, the deputy director of the UK
NCCU. J-CAT, despite its relative newness, experienced operational suc-
cess, but has also highlighted important issues — for the UK and other EU
member states (as well as non-members) that need to be dealt with if the
conditions for effective partnership and collaboration are to be embed-
ded across the European space. One such issue relates to the legal layer
and how evidence can be accessed in real time. In certain EU countries
(which tend to be police-led such as the UK) access to internet protocol
addresses, for instance, can be gained fairly quickly,'> whereas in oth-
ers, where police officers have to go to a prosecutor to obtain a warrant
from a judge before accessing an IP, valuable time is lost operationally in
disrupting cybercriminals (Interview, EC3 official, September 2014; see
also UK-led cybercrime taskforce proving its worth, 2014). Another issue
relates to information sharing - in particular with non-EU partners and
private companies. Here, J-CAT is also developing an encryption system
that will address issues of privacy, whilst also ensuring that information
shared is specific to a particular task or case investigation (rather than
exchanging bulk data). Whilst this is formative at best, if it is successful,
it might well be diffused as a model of good practice across Europe and
beyond (Ibid.), and go some way to addressing the balance between pri-
vacy and security — a debate exacerbated by the Snowden revelations in
2013, and in which the UK’s GCHQ was implicated in collaborating to
collect the data of citizens on a mass scale. Indeed although such collec-
tion of bulk data for security is controversial in the UK, the government
has ensured the continuation of the practice through passing a new law
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in July 2014 - the Data Retention and Investigatory Powers Act. This is
despite the fact that such practice was rendered illegal by the decision
of the European Court of Justice (ECJ) which declared the Data Reten-
tion Directive (2006) invalid in April 2014, precisely because it allowed
excessive interference and violated citizens’ rights to protect their data
and privacy. There is then a tension in the UK that needs to be resolved
between its national security logic'® that drives such practice and its
initiatives to create resilience through a broader set of cybersecurity
objectives (see chapter 7).

Securing cyberspace for business: Partnerships, information sharing
and standards

A major part of the UK'’s approach to cybersecurity is working with the
private sector in order to raise standards, awareness and incentivise the
sharing of information - all necessary conditions for effective security
as resilience. With regards to the latter the main public-private plat-
form (launched in March 2013) for achieving this is the Cyber Security
Information Sharing Partnership (CISP). Now absorbed into and hosted
by a new governmental institution, CERT-UK (which was established
April 2014 - see below), it has exceeded its target of 500 members and
aims to attract further members from across business, education and
other sectors. The idea behind CISP is to provide a trust-based environ-
ment where government and industry can share data on cyber threats,
incidents and vulnerabilities in real time. Information is provided by
members and a fusion cell composed of industry and government net-
work defence analysts examines the data and provides enriched data and
advice to CISP members. Whilst initially technically focused, the broad-
ening of membership has meant that CISP also provides more general
information in order to raise awareness on cybersecurity issues.

The theory is that the CISP platform allows members to be more
proactive in protecting against cyber threats — and build in the option
of sharing publically or anonymously - the latter particularly important
for those sceptical because of the potential economic impact of sharing
information on incidents. Indeed CISP style nodes have been utilised
for various events such as the NATO Summit in Cardiff (2014) and the
Commonwealth Games in Glasgow (2014), and mirroring the ROCU
model CISP nodes are also being rolled out regionally within the UK
so that members can ‘develop deeper trust relationships with partners
they already know’ (Gibson'* cited in UK cyber threat sharing ahead of
target, 2014). As we shall see in Chapter 5, familiarity and trust are key
components in constructing effective, collaborative information sharing
platforms and mechanisms.
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This said, a potential issue that remains is how intelligence is shared
and indeed in what direction. On the latter, certain commentators have
noted the lack of intelligence flowing from GCHQ to industry" - and
indeed argue that there is a need to integrate and improve mecha-
nisms whereby information received by the intelligence services can
be utilised and shared in real time to prevent and protect against
cyber threats (Interview, Anonymous, August 2014). Indeed a survey
published by InfoSec in 2014 found that 67% of information security
professionals thought intelligence was not shared effectively between
government and industry (cited in Update on the National Cyber Secu-
rity Programme 2014, p.12). Furthermore, and this is acknowledged
by the Director of CERT-UK, whilst the membership of CISP has risen
exponentially, there is a long way to go with regard to the balance of
membership — with SMEs in particular under-represented. Incentivising
SME:s to collaborate will be critical if a more comprehensive approach to
cybersecurity is to evolve in the UK.

Another key aspect of the UK governmental approach to create
the market structures for effective security as resilience is that of
incentivising the development of an industry-led organisational stan-
dard for business, in order to clarify what good practice looks like for
companies and to also make this a differentiator in the market place.
In this context the UK government has developed the ‘Cyber Essentials’
standard'® which the Ministry of Defence requires its suppliers to meet
as part of its standard contracting process. Indeed the aim of the UK gov-
ernment is to mandate this standard across government procurement
where proportionate and relevant in order not to impose additional
costs on businesses — in particular SMEs.

In addition to this, another UK incentive has been to develop, with
the insurance industry, a UK cyber insurance market in order to drive
improvements in cyber risk management. Whilst at the time of writing
this has not been operationalised beyond agreement on broad objec-
tives, it complements the overall hands-off governance approach of
the UK government to incentivising industry and informing consumers
alongside initiatives such as kite-marking and certification (of products,
services and professionals), as well as guidance schemes (see Table 4.1)
which seek to raise awareness and facilitate a movement towards a
more effective security as resilience through changing the behaviour of
cybersecurity stakeholders.

Specific guidance for different audiences has been a key lesson learnt
by the UK government in the evolution of its cybersecurity strategy —
with the initial feedback indicating that SMEs in particular needed more
focused guidance that fit with their particular business models and
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Table 4.1 Cybersecurity guidance for businesses

The 10 Steps to Cyber Guidance for Chief Executives and board

Security members on safeguarding their most valuable
assets, including personal data, online services
and intellectual property

Small businesses: what Guidance based on The 10 Steps, tailored for
you need to know about micro, small and medium-sized enterprises
cyber security

Responsible for E-learning for micro, small and medium sized
Information businesses; FREE to access and role-based for

employees, Information Asset Owners and
Directors or business owners

Cyber Security for Legal E-learning to help lawyers and accountants

and Accountancy protect themselves, their clients and the sensitive
Professionals information they hold on their clients’ behalf
Cyber Security for Guidance to support NEDs who can advise
Non-Executive Directors companies on cyber security and encourage good
(NEDs) management of cyber risks

Cyber Security in Guidance led by industry to help tackle cyber
Corporate Finance threats around mergers & acquisitions, buyouts

and venture capital

Source: UKCSS: Report on Progress and Forward Plans, Cabinet Office (2014, p.4).

resource capability, and that government work to incentivise change in
SME behaviour had the least impact compared to other stakeholders
(Update on the National Cyber Security Programme 2014, p.15-16).
Indeed the guidance for small business was updated (January 2015)
and supplemented with the development, in partnership with indus-
try, of a cyber action plan for small businesses, targeted advertising
campaigns on information and guidance, and perhaps more innova-
tively, a cybersecurity Innovation Voucher Scheme worth £5000 to
SMEs to incentivise them to invest in improving their cybersecurity
and enhance growth potential (UKCSS: Report on Progress and Forward
Plans, Cabinet Office December 2014, p.6).

With regards to standards — developing and incentivising the imple-
mentation of the Cyber Essentials standard does not ensure the adop-
tion of that standard by all relevant stakeholders. This is especially
true given the global nature of business and the availability of spe-
cific industry standards and regulations as well as other, international
standards. This also then raises the issue of standards compatibility
for global corporations that work across and within other jurisdictions
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(Neville-Jones and Phillips 2012, p.39), although there is evidence of dif-
ferent standards organisations’ collaborating together and with industry
to resolve this issue to achieve some level of synergy and mutual recogni-
tion (EU NIS Cyber Security meeting, Brussels June 2014). Furthermore,
and as certain industry representatives have noted, whilst the intro-
duction of an industry-led standard is laudable - this is only a bare
minimum and companies will have to do much more in order to ensure
security of data and resilience (UK cyber security progress welcomed,
2013).

Finally, a key objective of the UK government in improving its cyber
resilience is to maximise the opportunities this brings for exports in
the UK cybersecurity sector and more specifically, to meet the Govern-
ment target of increasing its share of the global market by £2 billion
by 2016. To meet this objective the joint (government and industry)
Cyber Growth Partnership was launched in conjunction with TechUK
(which represents 850 UK technology organisations) which was also
tasked with: promoting the Cyber Security Supplier to Government
Scheme (CSSGS)'; coordinating export campaigns; and working with
government to develop the provision of cybersecurity training and edu-
cation in order to support the growth of the UK cybersecurity sector
(The National Cyber Security Policy 2013, p.4).

Whilst it is too early at the time of writing to comprehensively
assess the effectiveness of this Partnership, evidence suggests that those
involved at the level of regional business clusters established and within
the CSGSS (over 35 UK companies) are benefiting in terms of ideas for
cybersecurity products, guidance and training. In addition, there has
been a more inclusive approach from GCHQ with regard to involving
SMEs in unclassified contracts, where they were previously excluded.
Such an inclusive approach is important in resilience terms - and in
particular given the criticisms from the National Audit Office (Update
on the National Cyber Security Programme 2014, p. 17) that the
UK Trade and Investment (UKTI) Department tasked with supporting
cybersecurity trade and exports through its Defence and Security Organ-
isation (DSO) has primarily focused on large deals with defence and
maritime contractors and established companies. Beyond this, novel
governance arrangements have been piloted in the form of an Inno-
vation Centre in Gloucestershire to facilitate collaboration in research,
experimentation and code development between staff and industry —
and importantly, with plans to include SMEs and start-ups, and expand
this to the national level (UKCSS: Report on Progress and Forward Plans,
Cabinet Office December 2014, p.8-10).
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Cyber-attacks and resilience

One dimension of the UK Government’s objective to make the UK more
resilient to cyber-attack has been to develop a new Public Sector Net-
work (PSN) as a security model for sharing of services across public sector
organisations; that is, to protect and make more resilient its own systems
through establishing common standards, monitoring security and com-
pliance and better network resilience. Whilst progress has been made in
this dimension with all local authorities and Councils that are part of
the PSN - this is not the case with all central government suppliers and
departments — although the aim is for this and a compliance process
validating appropriate technical and security standards to be rolled out
across the PSN by the end of 2015. The UK government has also taken
a number of measures - for instance GOV.UK Verify and other techni-
cal tools and advice — to ensure government online services are secure.
It has also provided an e-learning course which has been completed by
500,000 public servants with additional face-to-face training for 3,600
staff for those in critical roles.

Several issues have been raised with regards to the UK government’s
approach to ensuring resilience of its own systems. The first relates to
the impact of the training that has been completed and what effect this
might have had on the culture of resilience among the staff that has
undertaken it. Assessing the impact of the many government initiatives
on cybersecurity has been a difficult exercise according to the National
Audit Office (Update on the National Cyber Security Programme 2014,
p-22-24) — but one that is essential in terms of the influence of training
on the behaviour of staff and indeed users of government services if an
effective culture of security is to evolve.

The second relates to the complexity of transition and the approach
taken by the UK government with regards to integrating old and new
systems, and in particular securing the government cloud. Specifi-
cally, Neville-Jones and Phillips (2012, p.36-37) have argued that the
approach is underpinned by a perimeter security logic that is not alone,
compatible with effective layered cybersecurity. They argue that there
is a need for an even more comprehensive approach to cybersecurity,
and more work is required to develop coherent security architectures
that ensure tighter integration of software and hardware development
at all stages within different layers. It could be argued that the govern-
ment has gone some way to addressing such concerns through setting
minimal standards for its own contracts where appropriate, providing
incentives for industry to also adopt such standards, and launching Pub-
licly Available Specification 754 (PAS 754) to codify what constitutes
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good software engineering (for instance, to help organisations identify
and employ trustworthy software)'8; however, this does not imply that
the approach could not be more comprehensive and coherent.

Finally, there is also an issue of resource with regards to system
upgrades and transition to PSN as well as maintaining and upgrading
measures and systems after transition. The Cabinet Office is unlikely
to reveal levels of expenditure for cybersecurity beyond allocations for
2015-2016 before the UK general election in May 2015. If current lev-
els of expenditure are not maintained this could mean that part of the
transition burden would be covered after this period by departmen-
tal budgets. The effectiveness of the new system will then depend on
cybersecurity remaining a priority across the public sector after this
and indeed there being a fundamental transformation in the culture of
cybersecurity to ensure that this happens, which is by no means certain.
Additional resource beyond transition will be essential if the credibility
and resilience of governmental systems are to be maintained beyond the
life-cycle of the programme.

The second dimension relates to the protection and resilience of UK
critical private sector infrastructure, in which the CPNI and CERT-UK
formed in March 2014, play a critical role. Previous to this, as alluded
to above, there was no single government CERT but rather two pri-
mary government CERTs that catered to different organisational groups:
CSIRTUK, part of CPNI, that serves companies that make up the Critical
National Infrastructure (CNI), and GovCertUK which provides response
services to government and wider public sector organisations. In addi-
tion the MoD also has its own dedicated CERT (MODCERT) responsible
for MoD networks (see Pritchard 2013). Furthermore, within the UK,
ENISA’s most recent report (2013) on CERT activity indicates that the
UK has 22 public and private CERTs in total,!® excluding CERT-UK.

Before 2007 CSIRTUK and GovCERT roles were combined in what
in practice was a national UK CERT that was part of the predeces-
sor to CPNI, the National Infrastructure Coordination Centre (NISCC),
and which operated a Unified Incident Reporting and Alert Scheme -
a central point for reporting incidents from the public and private
sector (with an emphasis on critical infrastructure) and for produc-
ing alerts and information on cyber incidents and threats. This single
point for reporting was lost when CPNI was formed even though the
complexity of the cybersecurity threat increased exponentially in the
intervening years; thus the UK system for reporting incidents remained
fragmented, with CERT-UK aiming to fill this gap as the primary govern-
ment CERT that is responsible for cyber incident management, handling
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cyber incidents related to CNI, developing and sharing cyber threat sit-
uational awareness and providing an international point of contact on
cybersecurity issues. This does not imply that the other existing CERTs
in the UK will be dissolved, but rather that CERT-UK, as recommended
and encouraged by ENISA, and for which it has defined minimum base-
line requirements that such an organisation should meet, becomes the
primary government CERT that, in theory, coordinates responses to
cyber incidents.

From a security as resilience perspective CERT-UK, in principle at least,
is an essential new institution that will facilitate more effective coordi-
nation to responses and information sharing internally within the UK,
and externally in relation to providing a contact and liaison point for
international partners on trans-border incident response. On the latter,
it also ensures that trust is built through membership and regular con-
tact with other CERTs around Europe through groups such as the Forum
of Incident Response and Security Teams (FIRST) and the European Gov-
ernment CERTs (EGC). Building trust, as we shall also see in the coming
chapters, is a critical element of building effective partnerships and in
turn, security as resilience. This indicates that the UK understands and
is willing to transform the way in which cyber incidents are dealt with
rather than simply change policy at the margins.

However, and despite initial activity that indicates that it is fulfilling
its role successfully — for instance, through providing information and
advice on mitigation on the Heartbleed and Shellshock vulnerabilities,
and working with CISP members to support the Commonwealth Games
and NATO summit (see CERT-UK Quarterly Report 2014a, 2014b) — some
have questioned the extent to which it adds value to what already exists
and what is being done in the UK with regards to, for instance, situa-
tional awareness, incident management and threat analysis through the
National Computing Centre (NCC) and CPNI and other CERTs (Jeffray
2014). Whilst specific Incident Report Guidelines set out and differ-
entiate the roles of CERT-UK and GovCERT (Bada et al. 2014; CESG
https://www.cesg.gov.uk), this is not the case across the board, and is
an issue that will require more effective collaboration with the relevant
sectors and existing CERTs in those sectors to avoid duplication and
ensure coherence. Similarly, whilst many incidents are reported directly
to CERT-UK from across various sectors — those reported through CISP
are not included in the CERT-UK’s statistical analysis of incidents, lead-
ing to an underrepresentation of certain sectors with regard to the types
of incidents and challenges that they are facing, and thus understand-
ing of what is at stake and appropriate incident response (through CISP
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or CERT-UK). Further engagement with those sectors to improve knowl-
edge of the issues they are facing then, will be critical moving forward if
the conditions for effective cross-sectoral resilience are to emerge.

The third and final dimension is cybersecurity and defence, where the
Defence Cyber Protection Partnership (DCPP) focusing on the supply
chain was formed to play a similar role to CISP — to improve cooper-
ation and information sharing between government and industry, and
to focus on best practice, awareness and proportionate standards. The
DCPP has also sought to move to more inclusive membership. Thus,
as well as including major defence contractors (13 at the time of writ-
ing), trade associations such as ADS and TechUK which represent small
businesses are also members. Whilst work is still formative within the
DCPP, it has worked effectively with BIS and GCHQ to identify how
Cyber Essentials can be implemented in the supply chain and addi-
tional controls (beyond Cyber Essentials) — technical (scanning for
vulnerabilities, risk assessment), organisational (information security
policy, roles and responsibilities), legal (compliance) and educational
(people security/training) — that would need to be implemented by com-
panies in the supply chain in a proportionate way. At the time of writing
DCPP controls and standards are being piloted by the MoD - and if
seen to be successful, will be mandated in MoD contracts from April
2015 (Defence Cyber Protection Partnership 2015), incentivising the
adoption of such standards and controls whilst also ensuring that the
conditions for convergence on common standards, controls and under-
standings of the cyber threat, and thus effective security as resilience,
are being constructed.

Shaping the international

The global and borderless nature of cyberspace has meant that the UK
government has had to think about and develop strategies to harness
international partnerships of collaboration, coordination and coopera-
tion in order to ensure security as resilience in the UK. This has taken
the form of engagement bilaterally and multilaterally, shaping interna-
tional debate through the ‘London Process’ and hosting international
events on cyberspace, engaging in the development of norms of respon-
sible state behaviour in cyberspace and capacity building, in order to
ensure the inclusion of a broader range of countries and strengthen their
abilities and knowledge in dealing with issues of cybersecurity.

A number of MoUs (Korea, Israel) and cyber dialogue (Singapore,
Japan, China) agreements have been penned bilaterally, most interesting
perhaps with regard to China — where an official dialogue channel exists
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parallel to a think-tank led dialogue in order to improve understand-
ing and indeed engagement with a key player in cyberspace. Further
than this — and perhaps an example of good practice to be emulated
through the EU if progress is to be made with countries with an alter-
native approach to cybersecurity (see Bersick et al. 2015) - the UK has
also established a direct relationship between the UK NCA and Chinese
law enforcement, establishing 24/7 contact points to fight cybercrime
taking place between the two countries (Brewster 2014). Indeed such
looser and less formal governance arrangements which have involved
seminars in China for UK and Chinese cyber law enforcement agencies
as well as visits to the NCA by the latter, might well be more fruitful in
building trust and facilitating more effective collaboration and sharing
of threat information.

Multilaterally, the UK has been involved in the shaping of the pri-
mary legislation that has emanated from the European Union (EU) on
cybersecurity, and the EU’s cybersecurity strategy that was published
in February 2013 (see Chapters 5 and 6 for detailed analysis). Suf-
fice it to say that the UK has sought to demonstrate its leadership in
cybersecurity within the EU - and indeed to promote its approach to
cybersecurity - that is, hands-off and meta-governance of identities —
which has conflicted with the more hands-on approach in the proposed
NIS Directive (see Chapter 6). Indeed the UK position on the content
of the Directive has reflected its voluntary, market-based approach in
its calls for reducing costs related to the proposed scope (including only
critical infrastructure providers and not providers of information society
services), and adding clarity to exactly how cooperation with regards
to information sharing will work (Informal meeting, UKREP February
2014).

They have in particular been concerned about how trust can be built
through imposition of reporting as opposed to informal arrangements
that seek to establish familiarity and trust over time through developing
effective working relationships. In this sense the UK and other EU mem-
ber states with more mature and resilient levels of cybersecurity, have
called for alternatives to mandatory reporting. Indeed the UK has stated
a preference for ‘two separate groups...one at technical/official level to
get together to talk about implementation of the Directive... the strate-
gic aspects of cyber security...and secondly, a group of member state
CERTs getting together...on a voluntary basis...to start the process
of information sharing...and developing a future roadmap for coop-
eration’ (Telephone Interview, UK cybersecurity official, October 2014).
Given the divisions with regard to the proposed NIS Directive and how
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far it has already been watered down by various parties (see Chapters 6
and 7) it is clear that many more compromises will still need to be found
if final agreement on its scope and content are to be arrived at. This
is particularly salient from a UK perspective given its ‘whole of busi-
ness approach’ to cybersecurity, and indeed for the rest of Europe in
terms of the most effective way to construct the necessary conditions
for achieving cybersecurity resilience.

The UK has also deepened its involvement in NATO through becom-
ing a full member of NATO’s Cooperative Cyber Defence Centre of
Excellence (CCDCOE) and playing a prominent part in agreeing the
Enhanced NATO Policy on Cyber Defence. Indeed the UK also pro-
posed an initiative for a new partnership — the NATO Industry Cyber
Partnership — aiming to ensure that expertise and innovation from the
private sector is exploited as much as possible in order to achieve the
objectives of the Enhanced Cyber Defence Policy. It is also clear here
then - in cyber defence - that the UK has a preference for NATO as
an intergovernmental organisation as opposed to the EU - as it has
opted out of participating in the latter’s efforts through the EDA on the
grounds that ‘cyber defence’ is seen as a matter of national security and
competence. Such logic, however, might well be counter-productive to
achieving cybersecurity resilience in the UK and Europe - in particu-
lar given the shared interest and urgent need across the EU to enhance
cyber defence capabilities and the blurring of the lines between military
and private infrastructure for military operations.

Finally the UK has sought to shape the international norms for gov-
erning the Internet and state behaviour in cyberspace in order to create
a shared understanding and promote a coherent approach to cyber
threat beyond the UK. As discussed in Chapter 3, this is a difficult
task given the conflicting or one might even say diametrically opposed
views of key states and organisations. Whilst the UK has encouraged
debate through conferences in London, Budapest and Seoul (via the
London Process), this process, for some, has not amounted to any
concrete agreement or consensus on the way forward; indeed, some
have argued that these conferences have been no more than ‘talk-
ing shops’. Beyond this, even where consensus seems to have been
reached in terms of certain principles for governing behaviour through
fora such as the UN Group of Governmental Experts (UNGGE) (that
existing international law is applicable in cyberspace?®); a consensus
on broad norms and principles does not necessarily imply a shared
understanding of Internet governance or cybersecurity, as shown in
Chapter 3. The UK then is actively promoting the debate at international
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level, including constructing confidence-building measures and guide-
lines through organisations such the OSCE and OECD, and encouraging
increased participation through funding initiatives such as overseas
scholarships for cybersecurity scholars, ICT4Peace and the Global Cyber
Security Centre. However, much more thought must go into how such
initiatives link with lower level informal interaction, cooperation and
dialogue - as this is where changes in understanding through practice
might well pay most dividend.

Knowledge, skills and capability

The UK is clearly one of the most mature EU member states with regards
to education and skills initiatives to develop capability. The last two
years have witnessed the construction of a comprehensive programme
of initiatives (see Table 4.2) across industry and the academic sector
to ensure that the requisite level of knowledge, skills and expertise is
created to achieve security as resilience at different levels, including
societal. This approach has involved targeted interventions in schools
through to postgraduate education, with the help of expert groups (Tech
Partnership, the British Computer Society, the Institute of Engineering
and Technology, the Institute of Information Security Professionals and
Cyber Security Challenge).

Despite this, however, it is clear that the cyber skills and education
dimension in building resilience is both multifaceted and complex.
Whilst initiatives (to name but two) such as the Cyber Security Chal-
lenge no doubt engage a broader pool of talent and Centres of Doctoral
Training will no doubt produce skilled individuals in the medium to
long term, there is a concern among certain stakeholders that the
demand for technical skills in the short term will not be met, in par-
ticular in the public sector. The National Audit Office Report notes that
‘the public sector is losing critical staff and there is an insufficient supply
of professionals to replace them’ (Update on the National Security Pro-
gramme 2014, p.21). Although acknowledging that the cyber reservist
initiative will help to build capacity in the MoD, the report also high-
lights that there remains a broader problem of recruiting and retaining
experts and advisers across government that understand cybersecurity
issues.

The UK thus is no doubt pursuing a multi-pronged approach to
education and skills development in the UK, but with many of the
benefits only likely to emerge in the medium to long term. There are
certainly elements of good practice, however, that might be emulated
elsewhere — but with the UK also able to improve on measures to train
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Table 4.2 Cybersecurity knowledge, skills and capability

Schools Learning and teaching materials at GCSE and A-level,
new Key Stage 3 (age 11-14) materials to be released
in 2015; now interventions at every level of the
education system

Training and 200 new entry-level cyber security jobs through the

apprenticeships Tech Partnership and employers, to add to 120+
GCHAQ apprentices, plus a Cyber Intrusion Analyst
Trailblazer Apprenticeship in 2015

Higher Education 4 Higher Education Academies to receive NCSP
teaching development grants in universities, a
mentoring scheme and ‘Cyber Camps’ for graduates
and undergraduates

Postgraduates GCHAQ has certified six Master’s degrees in General
Cyber Security, plus 2 Centres of Doctoral Training to
deliver 66 additional PhDs from 2017 on top of
GCHQ’s PhD programme

Wider educational Open University developed Massive Open Online

support Course ‘Introduction to Cyber Security’ — nearly
24,127 sign ups to the first offering, and a new App
from GCHQ on coding, ‘Cryptoy’

GCHAQ has recognised 11 Academic Centres of
Excellence reflecting their high standard of cyber

research
The Cyber Security 18,800 registered for the Masterclass competition; 800
Challenge schools participating in the Schools’ competition;
over 22,000 young people have used the learning
resources

Source: UKCSS: Report on Progress and Forward Plans, Cabinet Office (2014, p.22).

and recruit in the short term on delivering, for example, on interdis-
ciplinarity in cybersecurity education and training; the latter is not a
unique UK issue, but one that exists across Europe and needs to be
addressed if a more holistic understanding of cybersecurity issues and
solutions to these is to evolve. Moreover, it is essential if a shared under-
standing of cyber threats is to evolve across the various layers and
levels of cybersecurity, and therefore to the emergence of a culture of
cybersecurity.

Finally the UK has invested in several initiatives and has provided
several platforms for educating citizens and increasing their aware-
ness of cyber threats. Building on the public-private sector ‘Get Safe
Online’ scheme (launched in 2005) initiatives such as Cyber Streetwise
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(launched in 2013) supported by a broad range of organisations (banks,
BT, Facebook, Sophos, trade organisations), in its first phase, has accord-
ing to the UK Home Office served to have a positive impact with regards
to changing the practice of citizens. According to their figures, 65%
of citizens now undertake at least ten out of the 17 recommended
cybersecurity behaviours — for example, using stronger passwords or
checking for certified signs for secure websites when shopping online
(Update on the National Security Programme 2014, p.16). There is clear
recognition that this is a starting point for raising public awareness
and education in cybersecurity, and that in order to achieve a transfor-
mation in behaviour towards a culture of cybersecurity, more targeted
and differentiated approaches would be needed for varied audiences
and in particular the less ICT competent and those from lower socio-
economic groups (The UK Cyber Security Strategy: Landscape Review
2013, p.28).

Conclusion: UK security as resilience

The UK government’s approach to cybersecurity embeds within it a
hands-off market logic of governance, which it aims to diffuse through-
out and between the targeted pillars of its cybersecurity strategy utilising
a variety of institutions, mechanisms and tools and importantly, involv-
ing a multitude of relevant stakeholders. In this context, much progress
has been made in terms of putting into place the preconditions for
an effective security as resilience to emerge — and the UK, in compar-
ison to and alongside other EU member states, can consider itself to
be advanced, at least in its initiatives and thinking on how to secure
cyberspace.

In practice, the UK has demonstrated its preparedness to invest not
just in terms of monetary resource, but also in the creation of new public
sector networks and institutions, as well as agencies and platforms to
combat cyber-attacks and cybercrime. Partnership has been placed front
and centre of the UK approach - through CISP and CERT-UK or Cyber
Streetwise, for example, domestically, and through formal and informal
arrangements in terms of international engagement in order to create
common understandings of cybersecurity — and establish standards that
will allow a common culture of security resilience to develop in the UK,
but also beyond. Indeed, much of the innovation in the UK approach
provides food for thought for those across Europe that are less advanced
in their cybersecurity preparedness.
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This said it is also clear that the UKCSS is still in many ways forma-
tive in its implementation and its impact — given the diversity, newness
and sheer number of its initiatives — it is difficult to assess accurately
across the layers, levels and stakeholders that it aims to reach. There
is still much work to be done within and across government — as
well as between government and other stakeholders — before a com-
mon understanding of cybersecurity emerges with regards to threat
and preventative and proactive solutions. From industry to individual
level, whilst awareness and interest has demonstrably been raised —
issues still remain with regard to improving cyber education, training
and skills and creating a culture of cybersecurity that allows an inte-
grated and more effective security as resilience to emerge in the short to
medium term.

An essential part of this culture is building trust and information
sharing, which from a UK perspective is best served by a voluntary
approach. Here, there is a clear contradiction in logics with that embed-
ded in the proposed EU NIS Directive — which argues for a mandatory
approach. Going forward, any agreed compromise will no doubt create a
tension between the EU and the UK approaches unless enough flexibil-
ity is created in the Directive to accommodate both logics. How this will
play out in practice (implementation) might also be a cause for concern
with regard to the impact on creating an effective culture of information
sharing. Beyond this, it is essential that the UK continue to engage con-
structively within the EU on its cybersecurity strategy — which includes
the defence dimension, if it wants to contribute effectively to the evo-
lution of good practice beyond its borders in this realm, and ultimately,
cyber defence capability in EU member states.

The UK, overall, is certainly progressing towards an ecosystem that
speaks to integration with regards to its cybersecurity strategy; a chal-
lenge will be in sustaining momentum into the next cybersecurity
programme cycle — which will ultimately depend on ensuring that at
the very least, a minimum common understanding of the cybersecurity
threat is diffused among all stakeholders that ensures effective partner-
ships, platforms, standards and skills continue to evolve. Moreover, the
UK government will have to ensure that its many initiatives — and its
hands-off approach — join up to provide for a coherent approach domes-
tically; and internationally that its engagement allows both export of its
own good practice (for example, J-CAT) (as well as import of good prac-
tice from elsewhere) and the evolution of iterative processes of learning
that allow common understandings and effective practices — at least
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at operational level if not normative level — to emerge with partners
beyond the UK. It will also have to - GCHQ having been implicated in
mass surveillance activities and creating vulnerabilities and backdoors
to collect intelligence data — reconcile its approach to cyber defence and
offence with the objective of achieving effective resilience in the UK (see
Chapter 7).



S

The European Union and
Cybercrime

Introduction

The European Union (EU) approach to cybersecurity has five priority
areas (Cybersecurity Strategy 2013), and essentially three central strands.
The first relates to protecting against and combating cybercrime. The
second focuses on Network and Information Security (NIS), Critical
Infrastructure Protection (CIP) and Critical Information Infrastructure
Protection (CIIP) and the third, less developed strand, on cyber defence.
This chapter will focus on the former of these strands (Chapter 6 will
focus on the latter two), although with the recognition that overlap
does exist between them when analysing the security as resilience that
underpins them within the EU institutional milieu. This is particularly
important to be aware of in the context of the existing European Prin-
ciples and Guidelines for Internet resilience and stability (2011) and the
construction of a Cybersecurity Strategy for the European Union (EUCSS
2013). The EU institutional set up is still reflective of policy separation
with DG Home leading on criminal law elements, DG Connect on net-
work security and resilience, and cyber defence under the remit of the
CSDP: the EU is, however, developing integrated working structures in
order to facilitate a coherent approach to its cybersecurity strategy.
Cybercrime! in the global market has become a serious issue given
the growth of the Internet and its importance to our economic and
social lives. According to Eurostat (2010), 80% of young Europeans
connect with each other through online social networks, and online
e-commerce transactions total approximately $8 trillion. This increase
in the use of the Internet has been accompanied by the proliferation of
cybercrime activity — varying from identity theft, to selling stolen credit
cards, to child sexual abuse. Reports have suggested that there are over
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one million cybercrime victims per day worldwide (Norton Cybercrime
Report 2013) and that the global cost of consumer cybercrime alone
is approximately $113 billion - and the cost to Europe $12bn (Norton
Cybercrime Report 2013) — with a suggestion that cybercrime is more
profitable than the illegal drugs trade. Whilst any such figures and infor-
mation on cybercrime must be treated with caution given the variance
in which cybercrime is defined and therefore cost reported (not to men-
tion the agenda of those doing the reporting), it is clearly an issue
that has a damaging impact on citizens, governments and businesses
in Europe; and an activity that is low-risk and highly profitable for
cybercriminals. In short, it is an issue that if not addressed through an
appropriate and effective security as resilience can severely hinder the
EU’s plans for economic growth embodied in the Europe 2020 strategy
(2010) and the Digital Agenda for Europe (European Commission 2010;
European Commission 2012).

Cybercrime policy within the EU has been driven and underpinned
by its evolving Internal Security Strategy (2010), and externally by the
European Convention on Cybercrime (2001) (hereafter referred to as
the Budapest Convention). The Stockholm Programme (2010) setting
out the European Union’s priorities for developing an area of justice,
freedom and security (2010-2014), has emphasised that EU member
states should, as soon as possible, ‘ratify the 2001 Council of Europe
Convention on Cybercrime’ seeing it as the ‘central legal framework
of reference for fighting cybercrime at global level’ (2010, p.22). It also
highlights a central role for the European law enforcement agency
(EUROPOL), as a resource centre for Europe and the EU that can act
as a platform for providing data and identifying offenders and offences,
as well as assisting in the exchange of best practices between EU mem-
ber states through communication and cooperation with national alert
platforms. To this end, EC3 established on 1 January 2013, is seen as
a central node in fighting cybercrime through pooling expertise and
information, supporting criminal investigations, promoting EU-wide
solutions, and raising awareness of cybercrime issues across the Union.
Cybercrime and cybersecurity also figure high on the priority list of the
next programme - the Rome Programme (2015-2019). Indeed the UK'’s
House of Lords review of the Stockholm Programme has recognised that
cybercrime and cybersecurity would require further attention during the
life time of the new programme - and have in particular recommended a
more strategic approach and emphasised the need for closer cooperation
between the public and private sector (House of Lords, EU Committee
13th Report 2014, p.16-17).
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Beyond this, the EU has developed a series of other initiatives that seek
to address the issue of cybercrime across its different dimensions. This
includes, for example, the Directive on combating the sexual exploita-
tion of children online and child pornography (2011), as well as a
Directive on attacks against information systems with a focus on penal-
ising the exploitation of cybercrime tools, in particular botnets? (2010).
Cybercrime remains a top political priority for the EU and is one of
the eight priorities of the EU policy cycle for organised and serious
international crime. According to the European Commission (2012,
p-3), ‘it forms an integral part of efforts to develop an overarching EU
strategy to strengthen cyber-security’. The EU has, clearly, recognising
the global nature of the cybercrime threat, also sought to engage with
international partners, with the EU-US working group in cybersecurity
and cybercrime of primary importance (see Chapter 7). Among the key
objectives of the partnership are to advance the Budapest Convention
(2001) and to increase public-private partnerships for the purpose of
sharing best practices on issues such as botnets. The latter objective of
creating and enhancing public-private partnerships is also spelt out in
the Stockholm Programme (2010, p.23), as is clarifying legal rules that
promote cooperation in cross-border investigations into cybercrimes.
Finally the EUCSS (2013, p.9-11) details further how the EU plans to
facilitate movement to enhanced capability to combat cybercrime and
improve coordination between key actors in Europe and globally.

Many of the initiatives outlined above, including the creation of
EC3, have been triggered by obstacles that continue to exist for dealing
with cybercrime effectively, including: ‘jurisdictional boundaries, insuf-
ficient intelligence-sharing capabilities, technical difficulties in tracing
the origins of cybercrime perpetrators, disparate investigative and foren-
sic capacities, scarcity of trained staff, and inconsistent cooperation with
other stakeholders responsible for cyber-security’ (European Commis-
sion 2012, p.3). This chapter will aim to assess the extent to which
the EU is meeting its objectives with regard to the ecosystem under
construction for cybercrime, and importantly, how far such objectives
deliver on removing such obstacles and constructing the necessary
conditions for effective security as resilience across the different dimen-
sions - legal, economic, political, cultural, operational and strategic — of
cybercrime. It will be structured as follows in order to achieve its aim.
The first section will provide a context within which to understand the
evolution of cybercrime policy within the EU, and a critical analysis
and assessment of its approach to security governance in cybercrime.
The second section will evaluate how the EU is contributing to and
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promoting approaches to cybercrime, with a particular focus on the pro-
posed measures of the EUCSS (2013).? The final, concluding section will
then evaluate the progress the EU is making in the construction of an
effective security as resilience for Europe, and the challenges that remain
in practice.

Governing cybercrime in the European Union

EU approaches towards cybercrime have developed in parallel to its
information society strategies such as the eEurope (European Commis-
sion 1999) initiative for enhancing the use and enjoying the benefits
of digital technologies in a socially inclusive way. As the EU’s aspira-
tions to become an information society have progressed, so too have its
efforts to protect those emerging benefits from criminal activity. In this
context the eEurope initiative was followed by an eEurope Action Plan
agreed in June 2000 at the Feira European Council, which emphasised
the salience of addressing issues of network security and combating
cybercrime. More specifically, the proposed approaches at this stage
were both of a policy and a technical nature. For enhancing Internet
security, whilst acknowledging that industry was primarily responsible
for this (European Commission 1999, p.11), it also argued for the evo-
lution of a public-private relationship for nascent industry, whereby
the public sector was seen as playing a catalysing, stimulating role for
private initiatives. There was a clear steer towards a hands-off meta-
governance approach to reinforce private sector driven action. There was
also an emphasis in the Action Plan on developing better co-operation
and co-ordination related to the discussion of the Budapest Conven-
tion in different international fora. In terms of a the technical layer,
the increased use of smart cards was proposed, ‘as an enabling tech-
nology which can increase the level of confidentiality and privacy in
information society services’ (Ibid.) (for example, SIM, wire/contactless,
embedded and wearable devices with multiple functionalities — access,
identification, authentication and so on). The smart card initiative was
backed with €100m research funding, and culminated in a smart card
charter that was launched in December 2002.

The final report on eEurope (2003) noted some progress on the issue of
Internet security, but also that use of the Directives launched (Electronic
Signatures,* 2001) remained limited. However, eEurope did provide the
basis for a more comprehensive approach to network and informa-
tion security by the EU. In June 2001, two parallel documents were
published by the European Commission that outlined the contours
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of this comprehensive approach that also aimed to address crime in
cyberspace. The first of these, a communication (European Commission
2001a) entitled ‘Creating a Safer Information Society by Improving the
Security of Infrastructures and Combating Computer-Related Crime’,
proposed a series of substantial and procedural legal provisions, as well
as non-legal measures to address the criminal activities domestically and
transnationally, whilst also stressing the need to preserve the balance
between security and respect for the fundamental rights of individuals
(2001a, p.2).

In terms of substantive law, for instance, there was an emphasis on
agreeing on common definitions of cybercrime, as well as common
incriminations and sanctions and introducing EU enforcement mech-
anisms that build on the Budapest Convention to enable it to take
effective action on issues such as child pornography, racism and xeno-
phobia online (Ibid., p.14-15). Procedurally, the central focus was on
criminal law and the steer was on the improved cooperation of law
and other enforcement agencies (through mutual recognition but also
enhanced mechanisms), in line with EU law, to facilitate more effective
responses and requests from other countries in relation to cybercrime
offences (Ibid., p.16-24). A critical security governance dimension here
was cooperation at the international level, and clear rules on trans-
border search and seizure. Finally, the non-legislative element focused
on practical measures — or conditions — very much in line with the GS8,
ten point action plan (see Chapter 3) which in terms of broad themes,
included: creating specialised cybercrime police units at national level
(with law enforcement and judiciary personnel) where they did not
exist; improved cooperation between stakeholders, that is law enforce-
ment agencies, industry, consumer representatives and data protection
authorities; and encouraging appropriate industry and community-led
initiatives. Within these themes, and connected to the technical and
policy layer, was incorporated attention to the liberalisation of encryp-
tion tools within the remit of community law, and the development
of technical expertise and training, common rules for keeping records
and information (for the purpose of information sharing), coopera-
tion between EU actors and action from industry, in particular through
research and development (Ibid., p.24).

The second, a proposal entitled, ‘Communication on Network
and Information Security: Proposal for a European Policy Approach’,
(European Commission 2001b) focused on issues such as identity theft,
cyber and infrastructure attacks and provided recommendations on how
to enhance security as resilience within the technical, legal and policy
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layer. It was also underpinned by the security governance logic that
‘market forces do not drive sufficient investment into security technol-
ogy or security practice’ and thus that ‘policy measures can reinforce
the market process and at the same time improve the functioning of the
legal framework’ (2001b, p.14). There was a clear indication then of a
move away from the meta-governance of identities to hands-off (facili-
tation, incentives) and hands-on methods of security governance (legal
framework), in order to secure the internal market for information and
communications services and ‘benefit from common solutions’ as well
as being able ‘to act effectively at global level’ (Ibid., p.15).

The central proposed tools or actions included: awareness raising
and educational measures for all stakeholders; sharing best practices
in security between member states; and the enhancement of coopera-
tion between computer emergency response teams (CERTs) in Europe
in order to ensure that information on potential and imminent threats
is being exchanged, effectively. In addition, there was a strong steer
towards ‘strengthening the public/private cooperation on dependabil-
ity of information infrastructures’ (Ibid., p.17) in the context of the
eEurope Action Plan; investment in network and information secu-
rity which was considered to be sub-optimal, and specifically, in order
to facilitate this, the inclusion of security in the Commission frame-
work research programmes; ensuring the interoperability of security —
enhancing solutions through standardisation and certification (that is,
ensuring the use of standards that can be implemented across platforms)
through supporting user-friendly solutions, stimulating internation-
ally agreed standards, and encouraging participation of stakeholders in
Furopean and international standardisation organisations and activities
(European Committee for Electrotechnical Standardization (Cenelec),
European Telecommunications Standards Institute (ETSI), Internet Engi-
neering Task Force (IETF), World Wide Web Consortium (W3C)); legal
measures® that sought to approximate national criminal laws related
to cybercrime and security, as well as efforts to develop a common
understanding of the legal implications of security in electronic com-
munications and support for access to encryption products throughout
Europe; finally, there was also an emphasis, given the borderless nature
of cybercrime and security, on continuing efforts to support and con-
tribute to the development of international efforts to combat cybercrime
and security (Ibid., p.17-22).

Building on the above the EU sought to enhance its comprehen-
sive approach through various framework decisions and communica-
tions. The framework decision on attacks against information systems
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(Council Framework decision 2005/222/JHA, p.1), in essence, provided
for a more robust legal layer or environment for prosecution and aimed
specifically to ‘improve cooperation between judicial and other com-
petent authorities. .. through approximating rules on criminal law in
the member states’. This framework decision provided common defini-
tions for cyber-attacks with agreement on definitions by member states
on what constituted criminal activity, which included: ‘Illegal access
to information systems’, ‘Illegal system interference’ and ‘Illegal data
interference’® (Ibid., p.2-3). With a similar aim of moving to a common
legal environment on the issue of sexual exploitation of children and
child pornography a separate Council framework decision was agreed
(2004/68/JHA), which included provisions to prevent the exchange of
child pornography over the Internet. This framework decision, how-
ever, stipulated only minimal requirements in terms of approximation
of legislation across member states, and subsequently led to problems in
prosecuting offenders, within and between national borders. The secu-
rity as resilience logic behind these framework decisions though was to
make cooperation and coordination of efforts easier among the relevant
public authorities, even if in practice there remained constraints given
that there was no real culture of security that underpinned them.

Such a lack of ‘culture’ was highlighted in a communication from the
European Commission outlining a ‘Strategy for a Secure Information
Society’ (2006), and following the launch of ‘12010 — A European Infor-
mation Society for Growth and Employment’ which underlined the
reliability and security of networks and information systems (European
Commission 2005) for society and economy. More specifically, this com-
munication aimed to ‘develop a dynamic, global strategy in Europe,
based on a culture of security and founded on dialogue, partnership
and empowerment’ (2006, p.3). The Commission recognised that it had
to achieve convergence and coherence on the hitherto multi-pronged
approach to ensuring the security of the Information Society, which
consisted of the fight against cybercrime, but also specific network and
information security measures and a regulatory framework for elec-
tronic communications that addressed the issues of privacy and data
protection.

Indeed, despite previous efforts to address the issue of cybercrime
not only at European, but also at international and national levels,
several key challenges remained that would require further regulatory
and policy attention. The first was the motive for cybercrime, which
had switched from simple disruption to the desire to make profit.
This had seen the proliferation of a number of malware vehicles for
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cybercriminals to achieve their aims, including spam, spyware and
phishing, with an increasing reliability of compromised servers and
computers for their distribution (2006, p.4). Mobile telephony (mobile
based network services) and ‘ambient intelligence’ (intelligent devices
supported by computer and network technology) constituted other
challenges to the integrity and security of the Internet, as platforms that
opened up new opportunities for attack by cybercriminals. Significant
here was that the approach advocated by the Commission indicated
more explicitly a movement towards a ‘holistic approach’ that chimed
with an open, adaptable and inclusive resilience, through hands-off
(supporting partnership, coordination) and hands-on (legislation to
add legal clarity and improve cooperation between law enforcement
agencies)” meta-governance. Moreover, it demonstrated an understand-
ing that a multi-stakeholder approach and improved knowledge of the
problems would be required if a culture of cybersecurity was going to
emerge that was more likely to deal not just with the symptoms, but
also the underlying causes of cybersecurity problems, at individual and
institutional levels (public and private).

The Commission also indicated in this document that such an
approach would complement its activity for protecting CIP, for which
ENISA established in 2004 would play a key role in identifying best prac-
tice, improving awareness, and cultivating trusted partnership among
all stakeholders (Ibid., p.6-9). More specifically, ENISA was also tasked
in its original mandate (2005) with supporting national CERTs, for
which it established a CERT programme and Working Group on CERT
Co-operation and Support. This work included the identification of
broad baseline capabilities, and gap analysis in the area of operational
considerations and legal and regulatory factors, and has involved more
recently (see below) work on good practice in relation to the network
and information security aspects of cybercrime (ENISA 2012).

Clearly then, even at this early stage, the EU, at least in its offi-
cial documentation and discourse, recognised the conditions necessary
for an effective security as resilience to emerge. The hands-on meta-
governance dimension was further developed in the Commission’s com-
munication ‘“Towards a general policy on the fight against cybercrime’
(European Commission 2007) where it sought to improve coopera-
tion and coordination at an operational and strategic level among law
enforcement agencies, and at a political level among member states of
the EU. In addition it promoted cooperation, legal and political, with
third countries, and it put a specific emphasis, in the context of an evolv-
ing security as resilience, on continuous learning — through articulation
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of training needs in relation to cybercrime issues for law enforcement
and judicial authorities, and indeed, increased linkage and common-
ality between the training programmes of the authorities involved in
order to achieve better coordination.

Furthermore, and given the important role of the private sector in any
effective security as resilience solutions, the improvement of the public-
private aspect of the Commission’s cybercrime policy through enhanced
mechanisms of dialogue was emphasised.® Examples of good practice in
this sense included efforts to combat child pornography, where effective
collaboration between credit card companies and law enforcement agen-
cies assisted police in tracking down those that purchased online child
pornography, as well as structures such as the Fraud Prevention Expert
Group. Despite this, the challenge was to improve operational coopera-
tion in Europe given the lack of legal obligation for private companies
to share information on cybercrime with public authorities and the
economic logic within which the former operated that prioritised the
business model, and therefore secrecy rather than open sharing of infor-
mation that might threaten reputation and profit (Interview, ENISA, July
2012).

Integral to improving cross-sectoral exchange of information, a cru-
cial condition for security as resilience, was also the EU’s rules on
data privacy, retention and protection of personal data. The Directive
on Data Retention (2006)° is particularly salient here in achieving an
information-sharing culture and integrated framework and approach, as
there was a requirement within it for all member states to put legislation
in place that ensured ISPs and telecommunications companies main-
tained records on user traffic (connections not content) for between six
months and two years. Whilst this was already established practice for
many telecommunications companies, this was not the case for many
ISPs — and added to this was the many technical and legal differences in
national provision on data retention, which made measures to combat
cybercrime largely ineffective, technically and at policy level.

This Directive sought to remedy this situation, although not without
controversy, as many digital rights groups have been critical of the lack
of transparency with regard to the use of collected data and the potential
for its misuse.!® The European Parliament has also argued that it fosters a
surveillance society and undermines fundamental rights. Moreover, the
Directive whilst transposed in the majority of member states has been
the subject of legal challenge at national and European level (EC]) -
and the Commission’s report on the evaluation of the Directive (2011)
revealed that there were many inconsistencies in the way in which it
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was implemented and which authorities were able to access the data.
In addition, the European Data Protection Supervisor (EDPS) argued that
the European Commission has not proved that the Directive is necessary
and proportionate, which would make it illegal under the EU Charter of
Fundamental Rights constituted by the Lisbon Treaty (European Frontier
Foundation 2011).

There is then a real tension between ensuring access for security, and
preserving the privacy of personal data, which is embedded not just
in the legal, but also the political and cultural dimension of achiev-
ing a politics of resilience. The European Commission in its review of
data protection rules carried out over the last few years, although rein-
forcing that the core principles underpinning its approach (from the
original 1995 Directive) are still valid — to protect people’s fundamen-
tal rights and freedoms, including data protection, whilst ensuring a
free flow of data — acknowledge that modern technology throws up new
challenges with regard to ensuring the highest standards for data pro-
tection within the EU and globally. However, it has not yet diffused
the tension between security and rights; indeed, the exposure of the
PRISM programme by Edward Snowden in 2013 only served to exac-
erbate this tension — with implications across the different levels and
layers of cybercrime (see Chapter 7 for more detail). Even prior to the
Snowden revelations there was a great degree of scepticism with regard
to the balance between security and privacy for individuals,' with civil
society groups asking for further oversight on the impact of the Directive
on citizen privacy and evidence to suggest that it cannot be designed in
a less privacy-intrusive way in the future. A shadow evaluation report by
FEuropean Digital Rights (April 2011, p.20) concluded that

the evaluation report of the Commission and the shadow report of
European Digital Rights show that the Directive has failed on every
level. It has failed to respect the fundamental rights of European cit-
izens, it has failed to harmonise the Single Market and has proven
unnecessary to fight serious crime.

The European Commission has recognised, in the past, the complex-
ity of achieving balance through its actions, and has often taken the
pragmatic view that the right to anonymity (privacy) and accountability
(access) are not mutually exclusive when it comes to online crime (Inter-
view, DG Home, November 2011). For example, such an approach was
embedded in the proposal for ‘A comprehensive approach on personal
data protection in the European Union’ (2010, p.14) which argues that
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there is ‘a need to consider the extent to which the exercise of certain
data protection rights by an individual would jeopardise the prevention,
investigation, detection or prosecution of criminal offences or the exe-
cution of criminal penalties in a specific case’ and that this might very
well ‘directly affect the possibilities for individuals to exercise their data
protection rights in this area’ (Ibid.).

The new proposed comprehensive ‘legal’ framework then, would not
replace sector-specific legal instruments in the area of police and judicial
cooperation in criminal matters that govern the functioning of agen-
cies such as Europol'® and Eurojust. These agencies either operate under
their own specific data protection regimes or, more usually, utilise data
protection instruments at the Council of Europe. The task for the EU
then - in particular given that the Data Retention Directive was declared
invalid by a European Court of Justice decision in April 2014 ruling that
it represented an infringement on the individual’s right to privacy and
protection of data — is to align the specific data protection rules with
the more general legal data protection framework, and more broadly, to
demonstrate that targeted ‘harmonised limitations’ to certain data pro-
tection rules are beneficial to securing the very rights and freedoms that
individuals enjoy online. This is no easy task given the broad debate
on privacy and security, and the many different interpretations of EU
rules on data protection by stakeholders, including National Data Pro-
tection Authorities. In resilient security governance terms, there is no
uniform interpretation, application, or implementation of such rules,
thus making it much more difficult to ensure effective cooperation and
coordination with regard to cybercrime.

The Regulation (General EU Framework for Data Protection)® and
Directive (on protection of personal data related to criminal and judicial
activities)!* that were produced in 2012,' sought to navigate through
these issues for the purpose of achieving a more coherent and compre-
hensive approach to data protection. The new framework (Regulation
and Directive) is a clear step change with regards to further hands-
on meta-governance in this area. The Regulation seeks to introduce
further rights for individuals concerned with disclosing personal data
online and to create legal certainty for business, whilst the Directive
is intended to clarify the relationship between the protection of per-
sonal data and the processing of personal data for police and criminal
justice cooperation. Although the latter was previously covered by a
framework decision (2008/977/JHA), it did not provide the EU with the
power of enforcement, and was limited to cross-border processing activ-
ities, which caused significant practical difficulties in implementation
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due to the confusion over when and how domestic data could be
included, processed and used in any investigation (see Implementa-
tion Report on the Framework Decision (COM (2012)12)). In theory
then, this new framework will facilitate the emergence of certain key
conditions for an effective security as resilience to emerge in this area
through enhancing trust between the transnational actors involved
(police and judiciary), whilst also improving cooperation and smoother
cross-border exchange of data in cybercrime investigations. Specifically,
for example, both the Directive and the Regulation may be beneficial to
certain CERTs and law enforcement agencies (LEAs) with regard to set-
ting common ground rules that would help to legitimise their activities
in relation to cybercrime investigations and incidents (ENISA, 2012b,
p-52). It remains to be seen in practice, however, how far the logics and
specific measures within the overall framework integrate satisfactorily
the notions of privacy and security, in particular as according to certain
commentators this legislation is still underpinned by ‘a classical secu-
rity vision, and an opposition of rights and security’ (Porcedda 2012,
p.71).16

Exploitation of the online world for the purposes of abusing
children

One of the growing problems in relation to cybercrime given devel-
opments in the IT environment and the increased use of the Internet
more generally across different dimensions is the exploitation of the
online world for the purposes of abusing children. Whilst the EU has
had legislation in place since 2004 to address the issue of sexual abuse
and exploitation of children and child pornography,'” this legislation
was reconsidered precisely because of such new developments and the
opportunities that this brought to criminals. The 2004 framework deci-
sion was deemed inadequate in several ways, not least because it only
introduced minimal approximation of legislation in member states,
which made it difficult for national authorities and agencies to coor-
dinate and cooperate in investigations. In addition, given that it had
been operational since 2004, new forms of sexual abuse and exploitation
facilitated by the Internet (for example, grooming and pornography)
were not criminalised. The revised proposal submitted by the Com-
mission in 2010 (and agreed in June 2011) sought to move beyond
minimal legislation to a more hands-on meta-governance in terms of
scope and substance - in criminalisation of child sexual abuse and
exploitation (substantive criminal law), cross-jurisdictional investiga-
tions, proceedings, and cases, and the prevention of offences, such as,
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for example, national mechanisms to block access to websites with child
pornography.

This latter aspect has not been without its controversy as it once
again played into the debate on digital and human rights, and had
implications for the type of governance required for effective security of
resilience in cybercrime. In essence, the original proposal by the Com-
mission suggested ‘a mandatory blocking of child pornography’, that is,
a more direct role for government in such matters (Interview, DG Home,
November 2011). A subsequent draft also placed more of an empha-
sis on empowering police and judicial authorities to enforce blocking
of pornographic content, that is, a move away from judicial takedown
(European Parliament, Draft Report January 2011) and what certain
lobbyists have labelled ‘Internal Self-Regulation’, to a more delegated
hands-on form of governance or what some have labelled ‘External Self-
Regulation’ or devolved enforcement (European Digital Rights 2011,
p-6). The European Parliament rejected the original proposal for manda-
tory blocking, and the compromise text provided a governance choice
in transposition in that ‘Member States may proceed with the means they
consider most appropriate for an immediate intervention to stop further view-
ing and downloading of the image to prevent further damages to the victim’
(European Parliament, Draft Report January 2011, p.14). The implica-
tion here then, is that different actors are driven by fundamentally
different logics when it comes to the issue of effectiveness in tackling
cybercrime. This is just one example of the tension that exists between
the legal, regulatory and policy layers, but which also has implications
for what can be used within the technical layer in order to combat
the exploitation and abuse of children online (for example, the use of
surveillance and tracking technology).

Connected to the general objectives of the Action Plan to imple-
ment a concerted strategy to combat cybercrime (2010) concerning the
improvement of trust, cooperation and coordination between public
and private actors, further initiatives have been launched in order to
deal with child abuse online within and beyond Europe. For example,
as part of the Safer Internet Programme,'® the European Commission
is a central node that supports a network of non-governmental organ-
isation (NGO) run hotlines in EU member states that collects reports
on child abuse websites so that they can be removed and investi-
gated. Child abuse content related to online offences is mainly dealt
with by Europol, but the Commission also supports initiatives such
as the European Financial Coalition (EFC),'"” made up of ISPs, banks
and payment system suppliers, NGOs, telecom companies as well as
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agencies such as Europol, Eurojust and police and judicial authori-
ties in Europe (for examples, see The Digital Economy 2014). At the
global level, and with similar operational aims to the general Action
Plan in terms of improving the legal framework, joint cooperation
across jurisdictions, education, and further encouraging the role of the
private sector, the Global Alliance against Child Sexual Abuse online
was launched in December 2012. In essence this Alliance will oper-
ate through an Open Method of Coordination (OMC) mode, with the
objective of sharing best practices through regular reporting. Whilst
such initiatives certainly speak to improving not just the European
but global ecosystem for combating cybercrime in the medium term,
it is much too early to assess how effective this will be in practice,
although preliminary reports suggest both progress and obstacles with
regard to the agreed four core policy targets (Report of the Global
Alliance 2013; see Chapter 7 for more detail on this EU-US joint
initiative).

Finally, DG Connect (formerly Information Society) has also sought
to enhance a culture of security — at the level of the individual and
collective — through its flagship initiative European Strategy for a Bet-
ter Internet for Children (2012). It is underpinned by the concern for
enhancing security through ‘stimulating the production of creative and
educational online content for children’, awareness raising and teach-
ing of online safety in all EU schools to develop children’s digital
and media literacy and self-responsibility online; creating a safe envi-
ronment for children where parents and children are given the tools
necessary for ensuring their protection online — such as easy-to-use
mechanisms to report harmful content and conduct online, transpar-
ent default age-appropriate privacy settings or user-friendly parental
controls; and combating child sexual abuse material online by promot-
ing research into, and use of innovative technical solutions by police
investigations’.

Preliminary assessments of how far progress has been made on real-
ising the above four pillars of the strategy — and thus several of the
conditions for the emergence of effective security as resilience — are few
and far between given that it was only launched in May 2012, but those
that do exist suggest a mixed picture. In the UK, for example, a study
suggests (Livingstone 2013) that whilst there is a generally positive eval-
uation of available high quality content for children (56% of children in
the UK say it is ‘very true’ compared to a European average of 44% with
regards to what ‘good’ things are available for them online), the story is
less positive with regards to awareness and empowerment, where there
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has been little change across a range of key indicators since the launch
of the strategy. To elaborate on this, ‘one third of 12-15 year olds do not
check the reliability of new websites they use (a figure that has barely
changed over the past six years)’ and a study by EU Kids online (2010)
also found that

only 59% of UK 11-6 year olds can change their social networking
privacy settings and only 58% say they can judge the validity of
websites. Meanwhile, half (51%) say they have spent less time with
family and friends than they should because of time they spend on
the internet (much higher than the 35% European average).

On awareness-raising, whilst there is evidence of good practice coming
from industry and NGOs, assessment of impact is non-existent and the
government resource has been cut in this area.?® Such issues, of course,
are only indicative of some of the broader challenges for creating a more
effective culture of security across Europe and globally, but demonstrate
that considerable barriers do exist to fulfilling any such condition in the
short term, in particular if the resource required is not made available.

The cybersecurity strategy of the European Union:
Cybercrime

Whilst the E-Privacy Directive (2009) prohibited the practice of infecting
computers and turning them into botnets, technological developments
and the increased use of sophisticated attack methods by criminals high-
lighted the need for further action in order to combat this growing
threat. The Directive on attacks against information systems (2010) built
on a review of the implementation®' of its predecessor,?? and identified,
among other things, the lack of harmonisation in the legal frame-
work of the EU as a major obstacle to effective security as resilience in
cybercrime. Indeed it represented a step-change within the governance
of combating cybercrime and in particular the use of botnets. Whilst this
Directive was proposed in 2010 its agreement was delayed significantly
by internal disputes between the Council and the European Parliament
over Schengen, eventually being adopted by the parliament on 4 July
2013, with the following general aims:

1. To move towards more uniform criminal procedures and law in
relation to criminal attacks on information systems across member
states
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2. To foster and improve coordination, cooperation and information
exchange among the relevant actors across the EU member states
and between EU agencies, EU member state agencies and relevant
international bodies

3. To facilitate cooperation between and within public authorities, the
private sector and civil society

The EU approach to cybercrime is fragmented, in the sense that there
is no overarching framework but rather a series of legal and regulatory
instruments that overlap, as demonstrated in the above analysis. Indeed,
whilst a more comprehensive approach to cybercrime was considered
an option by the EU, as was updating the Budapest Convention in the
impact assessment for the Directive on attacks against information sys-
tems (2010), these were not deemed viable. Instead the EU moved to
define a strategy — articulated first in a proposal for Internet security
(2011) and then in a more elaborate form in the EUCSS (2013), with five
clear priorities, one of which is ‘drastically reducing cybercrime’. Within
this priority there is a focus on the legal dimension — national, regional
and global — as well as the operational layer and coordination between
and within all levels relating to cybercrime.

These different elements speak directly to the preconditions neces-
sary — in the legal and operational layers primarily — for an effective
security as resilience to emerge (see Table 5.1), and in particular to the

Table 5.1 European Union cybercrime governance

Dimensions Main Actors/Institutions

Legal DG Home/DG Justice
National governments
Council of Europe (Budapest Convention)
Operational (& Technical) EUROPOL/European Cybercrime Centre
(EC3)
International/National Cybercrime Units
and Agencies

EUROJUST

European Police College (CEPOL)
Coordination and EUROPOL(EC3)/ENISA/EUROJUST/CEPOL
Information Sharing International/National Cybercrime Units

and Agencies
Transnational Networks/Initiatives
Private sector/Industry
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criterion of creating a culture of cybersecurity within and between differ-
ent dimensions of the emerging cybersecurity ecosystem. The remainder
of this section will analyse the progress that has been made in prac-
tice with regard to the objectives highlighted in the Cybersecurity
Strategy®® and highlight the potential obstacles that stand in the way of
progress towards effective security as resilience as well as opportunities
for progressing towards its achievement in relation to the EU’s emerging
system.

Legal

Within the legal dimension there is an emphasis, first and foremost, on
signing, ratifying and implementing the Budapest Convention to ensure
a common legislative platform for fighting cybercrime (see Chapter 3).
The Budapest Convention was drafted precisely because of the difficul-
ties in regulating and governing cybercrime, in particular in relation to
issues of defining cybercrime, defining common standards for address-
ing and preventing cybercrime and a framework for cooperation, evi-
dence collection and prosecution among the relevant law enforcement
agencies.>* However, whilst much progress has been made within the
EU by the Commission, and externally, by the EEAS, to promote the
convention as the main instrument of choice and indeed model for
fighting cybercrime at EU member state (national) level, only 24 out of
the 28 EU states have ratified it.>° The reasons for this have varied, from:
political motivation and disagreement based on freedom of expression
online, principles of data handling and protection; to a lack of institu-
tional and human capacity (skills) at national level; to arguments about
the dynamism of the convention and differences in legal interpretation
and culture, leading to asymmetric implementation, for example, data
sharing and retention legislation (Yannakogeorgos and Lowther 2013,
p-253). Some, for example, such as Ireland, signed the convention in
2002, but have failed to bring in any legislation to allow its ratification.
In this sense then it seems that certain countries within and outside of
Europe have ‘ceremonially signed’ the convention but ‘it has not been
fully accepted’ (Hilley 2005, p.171); indeed even where implemented,
different interpretations of cybercrime have not led to harmonised legal
rules or cultural convergence on how cybercrime should be dealt with.
Whatever the reasons might be, the fact that not all EU member states
have ratified and implemented the convention (it is not mandatory)
hampers efforts to construct an effective security as resilience which
relies on building trust, sharing information and intelligence, and coop-
eration and engagement between public and private actors involved in
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gathering evidence and prosecuting online criminals. Moreover, it hin-
ders convergence towards a common definition and understanding of
cybercrime and the necessary procedures to ensure effective cross-border
law enforcement to deny safe havens to cyber criminals. Furthermore,
if there is no appropriate common or harmonised procedural and legal
framework across the EU and indeed globally, it can hinder in a very
practical way — policy coordination and prosecution. If there is no stan-
dard agreement on what data can be shared on cyber criminals, how
evidence can be collected and used, and at a base level what constitutes
cybercrime in different countries of the EU, then this erects very real
barriers to creating a security as resilience among the relevant actors.
This is not to suggest that if all EU member states ratified and imple-
mented the convention that this would be a panacea — cybercrime is
a global problem, and the convention has been extensively criticised
with regard to the limitations in its provisions and because it repre-
sents an exercise in ‘symbolic legislation’ (Marion 2010, p.699) rather
than a genuine attempt to address the legal issues raised by interna-
tional cybercrime and criminals. For instance, the convention does not
provide rules on the safe storage of seized information whilst investi-
gations are being conducted, implying that information legally stored
by a CERT in one member state, may not satisfy legal requirements
in another member state. This in turn has implications for what sort
of information can be considered as evidence in the investigation of
cybercrime and the prosecution of cyber criminals (ENISA, A Flair for
Sharing 2011, p.39).

Limitations aside, and as one senior DG Home official recognises in
the context of the EU’s strategy for promoting it beyond its borders, ‘it
is difficult to push the Convention outside if all our Member States have
not ratified it....” (Interview, DG Home, March 2013). Thus its ratifica-
tion and implementation within the EU would at the very least, ensure
that there is a platform for a culture of cybersecurity to emerge based
on a common (not necessarily completely harmonised) framework and
an integrated approach; pre-requisites for constructing an ecosystem
that embeds security as resilience across and between layers and levels.
It would also provide the EU with greater credibility in its arguments
to persuade those outside the EU to sign and ratify the convention.
This is not to say that the convention itself is the perfect instrument in
such an ecosystem, as noted above - but it is certainly more adaptable
and flexible than many critics suggest — and represents good practice
across the different dimensions of the fight against cybercrime. Thus
whilst the ratification and implementation of the Budapest Convention
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certainly remains problematic from a security as resilience perspective —
within the EU and globally - it at least provides a basic platform for con-
structing the necessary conditions to be more effective — in particular in
relation to cooperation — whether this is between public-private actors,
political decision-makers, international organisations, or technical and
legal professionals.

The other main legal aspects that actually emanate from within the
EU are the Directive on combating the sexual abuse and sexual exploita-
tion of children (European Parliament and the Council 2011/93/EU) and
the Directive on attacks against information systems (European Parlia-
ment and the Council 2013/40/EU). The former has been dealt with
in detail in the section above, and the issue of transposition and com-
pliance with it by EU member states is, at the time of writing, being
assessed by the European Commission. The latter will not be imple-
mented into national law until 4 September 2015. Both Directives are
being evaluated by the Council General Secretariat after the selection
of cybercrime as the subject for the seventh Mutual Evaluation round,
which will look specifically at the practical implementation of EU poli-
cies on cybercrime in three specific areas: cyber-attacks, child sexual
abuse/pornography online and online card fraud, in order to shed light
on legal and operational aspects as well as issues of cross-border cooper-
ation and coordination between and within relevant national, EU and
international agencies (Council of the EU, REV1, Limite, GENVAL 3,
CYBER3).

Cooperation, collaboration and operational aspects

The EU cybersecurity strategy highlights the issue of coordination and
collaboration, in particular with regard to bringing together the dif-
ferent stakeholders that must work together in fighting cybercrime
including judicial authorities, LEAs, CERTs, and public and private
stakeholders; with EC3 a central focal point for facilitating more effec-
tive operational coherence and a role for the European Police College
(CEPOL) and Eurojust in providing the necessary training and informa-
tion in order to allow stakeholders to effectively address cybercrime. The
issue of collaboration and coordination between relevant actors has also
been driven by the Digital Agenda for Europe, the Communication on
Critical Information Infrastructure Protection (European Commission
2009) and the Progress Report on CIIP (European Commission 2011);
the former in particular outlining that cooperation between CERTs and
LEAs was essential (ENISA, 2012b, p.7), as did the EU’s Internal Security
Strategy (2010, p.2).%¢



106  Cybersecurity in the European Union

This aspect also includes a strong international dimension which has
several parts. The first is working with the Internet Corporation for
Assigned Names and Numbers so that minimum (EU) standards are
implemented in order to ensure that registered owners of websites can
be identified by the registrar administering the name, in line with EU
data protection rules. High standards of data protection are important
‘as full compliance with data protection principles is an asset in effec-
tively combating cybercrime’, and importantly, it forms the basis of
the required ecosystem to create a culture of sharing between member
states — and passing on related intelligence to EC3 (Drewer and Ellerman
2012, p.2-3).The second relates to initiatives undertaken with interna-
tional partners — a good example, as already mentioned above, being the
Global Alliance against Child Sexual Abuse Online, launched in 2012
with 48 country members (54 at the time of writing — see Chapter 7)
(EU-US Joint Statement 7-8 June 2012).

One of the most important aspects of coordination and collabora-
tion in a cross-border context, is that of sharing data in real time
(ENISA, A Flair for Sharing 2011), but for this to happen an ecosys-
tem must be developed that removes legal (regulatory), technical and
operational barriers and that allows trust to grow between different
stakeholders — whether between public and private actors or those that
argue over the right balance between rights and security in information
exchange. Given the complexity and diversity that exists in working
practices (culture), norms and indeed legal regulations on data sharing
and collaboration, it is important that a level of harmonisation can be
achieved that will allow efficient and effective policy on cybercrime to
evolve.

Research that has been conducted thus far points to several problem-
atic issues and challenges, as well as possible solutions to improving
coordination and collaboration between stakeholders — that is, working
in trust partnerships that allow the sharing of information and har-
monised systems and processes at operational level, a key prerequisite
for security as resilience to emerge. ENISA, in this sense, has been at
the forefront of the studies conducted on the state of working practices
between CERTs, and between LEAs and CERTs, and how such practices
have evolved over the last five years (ENISA 2012a, 2012b). The central
findings of the ENISA studies have pointed to several core issues that
need to be addressed in order to ensure more effective collaboration
and coordination. The first, related to the governance and operational
level, is the issue of trust and integral to this, ways of working. This is
important for CERT-CERT?” and CERT-LEA cooperation.
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In terms of CERT-CERT cooperation, it was found that ‘in the main,
cooperation and collaboration takes place in a practical, informal man-
ner between operators who have trusted relationships rather than any
strictly formalised legal agreement’ (ENISA, A Flair for Sharing 2011,
p-28). Thus a central tension that has existed in terms of cross-border
CERT collaboration has been that of meeting legal obligations with-
out undermining the effective informal channels of cooperation that
exists between CERTs across Europe. Such informal trust relationships,
it is suggested, are based on a number of factors, which are also impor-
tant to understanding other public-private partnerships. These include:
a) credibility, in particular in a technical sense (that is, whether the other
party has sufficient knowledge and knows what they are talking about);
b) Frequency of contact, in particular interaction through face-to-face
meetings which fosters ‘trust’ relationships; and c) Identification and
sharing of common intentions, where cybersecurity professionals are
working towards the same objectives (Ibid., p.28).

In the case of CERT-LEA collaboration it was reported that the exis-
tence of informal mechanisms were critical in building effective and
trustworthy partnerships, and that focusing on specific issues or prob-
lems such as botnets helped to galvanise cooperation (ENISA, 2012b,
p-20). To this end, ENISA has played a critical role both in terms of
bringing the CERT and LEA communities together to foster coopera-
tion and indeed provide training and best practice guidance on various
aspects of cybercrime — technical and policy related (see, for exam-
ple, 8th ENISA workshop ‘CERTs in Europe’ 2013; ENISA, A Good
Practice Guide for CERTs Directive on attacks against information sys-
tems 2013; ENISA Baseline Capability Policy Recommendation Report
for national/government CERTs 2011; ENISA Work Programme 2012;
Improving Information Security through Collaboration 2012). Trust has
also been fostered in other ways — with examples of good practice includ-
ing secondment of LEA staff to CERTs (for example, this is the case at
CESICAT in Catalonia and the national CERT in Romania). However,
trust can only be built and used effectively to combat cybercrime if the
right regulatory and legal environment (governance) exists, in particular
with regard to legislation on information and data exchange.

The importance of such informal and often ad hoc coming together
of relevant networked stakeholders to tackle cybercrime — public and
private — in trust relationships cannot be underestimated from a secu-
rity as resilience governance perspective, as examples of actions to
tackle botnets such as Conficker, Bredolab, Mariposa and others have
shown (ENISA 2012b, p.22-25). However, lessons from Conficker also
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demonstrated the need for some sort of sustainable and scalable col-
laborative framework, with a mix of informal and formal channels of
communication for global incident responses, so that in the case of
more complex and longer incidence response clarity, consistency and
accuracy in information exchange could be maintained (Ibid., p.26).
The second issue relates to clarity — of role, function, definitions, pro-
cedures and capabilities of the actors involved; including training on
how to understand and deal effectively with the procedural, legal and
cultural aspects of investigating cybercrime. For CERTs, this is partic-
ularly salient as there are many different types — public and private —
and CERTs in different countries have to contend with a variety of
legal frames and grounds in order to determine what sort of infor-
mation can be shared with other stakeholders in fighting cybercrime.
In terms of CERT-LEA cooperation it was found that ‘cultural’ differ-
ences in terms of their focus and role presented significant challenges
to collaboration between the two communities (see Table 5.2). Elaborat-
ing further, the ENISA study finds that, in line with its previous study
(A Flair for Sharing 2011) the main legal challenges related to a discrep-
ancy between the awareness of relevant national laws in comparison
with international legal frameworks such as the Budapest Convention
or the EU’s Directives and Regulations. More specifically, awareness
of national laws was much higher than relevant international laws —
with a gap in particular in the knowledge on international law on data

Table 5.2 CERTs and LEAs: Culture and practice

CERTs LEAs
Focus on different Unintentional Where there is evidence or
definitions of incidents; attacks suspicion of a crime — which
cybercrime/attacks against confidentiality, includes fraud or crimes
availability and where the confidentiality,
integrity of IT availability and integrity of
IT has not been affected
Character/working Informal, problem Procedural, rule based
culture of each solving based
community
Objectives of each Remediation Prosecution
community
Direction of request Inward (more likely to  Outward (more likely to
respond to requests) transmit requests)

Source: ENISA (2012b, p.2).
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privacy and protection - indeed, this was the second most provided rea-
son for denial of provision of information, behind national security
laws, of which, there was a high level of awareness, in particular among
national/governmental CERTSs.

This gap in knowledge between national and international legal rules
creates a great deal of uncertainty with regards to information sharing
and exchange - although potential solutions do not include further
formalisation in the form of making information sharing mandatory,
but rather developing ‘frameworks for cooperation that were more
error-tolerant, in which minor mistakes would not necessarily result in
significant (legal) consequences thus permitting more opportunities for
learning’ (ENISA 2012b, p.51). Other challenges identified related to the
scope and remit of CERTs and definitions of cybercrime — of computer
and network misuse (ENISA 2012, p.2-3). Indeed an additional problem
for CERTs - beyond the legal and regulatory obstacles to effective collab-
oration with LEAs - is the sheer number of stakeholders®® that they are
expected to interact with — all with differing expectations on the type of
information that CERTs (national/governmental or private) can offer at
any given point in time.

With regard to the operational dimension, a number of factors
were identified that hindered information exchange and cooperation
between LEAs and CERTs, primary among these in terms of process
(denying a request) were: insufficient/inappropriate detail, issues of
security clearance and wrong channel/addressee. The same reasons were
given for receiving a denial of a request, with the addition of uncertainty
(and omission of security clearance). In addition to this, issues relating
to the role and parameters of cooperation were considered primary as a
governance issue, followed by ‘concerns over bureaucracy arising from
different/unknown policies and procedures, lack of common standards,
and lack of clarity on what the other party will do with information
received’ (Ibid.). An important observation from the research is that
the importance of these factors varied according to the lifecycle of the
institution (for example, the CERT) — where resource and understand-
ing of legal frameworks might be less established at the inception stage
than when it is more fully developed and experienced in navigating
cross-border information exchange and the relevant legal frameworks
for cybercrime incidents and investigations (Ibid.).

Particularly challenging within the legal and regulatory layer for infor-
mation and data exchange are laws that relate to data protection and
privacy which can be very stringent on how and when personal data can
be used inside and outside the EU when connected to criminal activity
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online. CERTs, for example, handle and process potential personal data
such as IP addresses or user logs as well as, in certain circumstances if
necessary for a specific type of incident, monitoring packet data (con-
tent of traffic). In doing this, CERTs need to ensure that they comply
with the relevant national and European/international legal rules in
order to ‘avoid the possible suppression of any improperly gathered
evidence that is intended to be presented in a court of law, as well as
to avoid potential criminal or civil liability’* (ENISA, Flair for Sharing
2011, p.31). Clearly this process of sharing becomes even more com-
plex once consideration is given to information exchange with a range
of relevant stakeholders in the investigation and prosecution process —
requiring expert knowledge of legal principles that most technically ori-
ented, problem-solving CERTs do not have in-house. Establishing some
sort of framework for data compliance and exchange would provide a
more certain legal footing for effective information sharing through the
life cycle of any investigation.

Clearly then, there are many regulatory (legal) and operational chal-
lenges in terms of collaboration and cooperation between the relevant
agencies — intra- and inter-European but also global.*® These raise impor-
tant questions about creating an effective ecosystem within which a
security as resilience can emerge for cybercrime — and point to fur-
ther action that should be taken in the short, medium and long
term in order to achieve this in relation to changing legal and pro-
cedural practices, operational tools and capacity, training, cultures of
working, and governance mechanisms. In the long term, creating a
more integrated working environment with the requisite expertise -
legal, technical, operational — would certainly create procedural clar-
ity and foster trust-based relationships through more regular interaction
between key stakeholders in the fight against cybercrime.?! As one senior
Commission official put it, stakeholders ‘need to see the added value of
sharing information...and we need to push it to the operational level
and create the right climate of trust’ (Interview, DG Home, March 2013).

Some of these issues are addressed in the EU’s cybersecurity strategy.
For example, there is a focus on capability — at member state level —
but also with regard to developing forensic tools through the support
of the European Commission’s Joint Research Centres (JRCs). To this
end ten cybercrime centres of excellence have been established, funded
by DG Home through the ‘ISF Police’ fund (formerly ISEC) - in Greece,
France, Estonia, Czech Republic, Bulgaria, Belgium, Romania, UK, Spain,
and Poland - that are engaged in the development of forensic tools,
the creation of cybercrime training schemes and practical research into
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issues affecting EU citizens (online fraud, telecoms fraud, cybersecurity
of national critical infrastructure). In addition the European Academy
of Law (ERA) was provided with EU funding for a project (2012-
2015) to develop training programmes on legal and technical aspects
of cybercrime (training for 500 judges and prosecutors). Other initia-
tives such as the European Cybercrime Training and Education Group
(ECTEG) — have been tasked to build the capacity of European LEAs to
combat cybercrime. Training packs have been completed and used to
train over 1,500 cybercrime investigators in computer forensics and
evidence collection, with a revised agreement (2013) signed between
EC3, CEPOL and ECTEG to ensure updates to training curricula. Fur-
thermore the EC3 (see below) has also delivered dedicated training,
for example forensic expert training of skimming devices, investigat-
ing online child sexual abuse, as well as partnering with the ERA and
ENISA to provide training on different aspects of cybercrime investiga-
tion. An issue that arises from these many initiatives is one of overlap,
function and ultimately policy coherence®? - the extent to which they
join together with other EU agency work programmes, the uptake and
adequacy of the training involved (and how this is compatible with
domestic/local training) and the impact that this actually has in the
medium to long run across the relevant stakeholders in the EU. Accord-
ing to one ENISA official, ‘relationships [between the different bodies]
are still formative’ (Interview, ENISA official, August 2014) and need to
be further developed to maximise synergies and avoid overlap.

Within the above context, the EUCSS highlights the importance of
the operational role of Europol (EC3) in coordinating national member
state investigations in cybercrime, primarily in the areas of child sex-
ual abuse, payment fraud, botnets and intrusion. In addition, EC3 is
tasked with ensuring that operational activities align with relevant EU
policy, and with coordinating and collaborating with other relevant EU
agencies such as Eurojust and CEPOL in order to ensure that the priority
areas identified under the EMPACT policy cycle are addressed effectively.
These include training, capacity-building, outreach, strategic analysis
and technical support (see EC3 First Year Report 2014). This policy
cycle was created by the Council of the EU in 2010 to essentially opti-
mise cooperation between the relevant stakeholders — member states,
EU institutions and agencies as well as third countries and organisa-
tions — in order to combat the primary criminal threats identified by the
Europol Serious and Organised Crime and Threat Assessment (SOCTA).
The SOCTA Report of 2013 (SOCTA Threat Assessment 2013) identified
online payment card fraud, online sexual abuse and cyber-attacks on
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information systems and critical infrastructure as the most important
threats, with strategic goals and operational action plans then identified
by the relevant EU actors and agencies to tackle them over the next four
years.

In its first year of operation, EC3 faced both challenges and was
also successful operationally through its different focal point teams*® in
assisting member states’ law enforcement agencies to disrupt cybercrime
networks. Indeed, overall it seems that in terms of other EU agencies
‘the daily cooperation seems to be working well between them’ (senior
Commission official, DG Home, 2013). With CEPOL

an alignment was made for structured cooperation; with the
European Union’s Judicial Cooperation Unit (Eurojust) working
arrangements were agreed, including for the involvement of their
liaison officer, and with the European Network and Information
Security Agency (ENISA) the annual joint conference was organised,
focussing on improving cooperation between computer emergency
response teams (CERTSs) and law enforcement.

(EC3, First Year Report 2014, p.13)

The relationship between ENISA and EC3 has been one of mutual
learning and collaboration — exchanging expertise on micro and macro
aspects of cybercrime and cybersecurity, whilst also ensuring that there
is a synergy and compatibility between the goals and objectives of
each agency going forward (Telephone Interview, ENISA official, August
2014). To this end the heads of ENISA and Europol in June 2014
signed a strategic cooperation agreement to facilitate closer cooperation
and exchange of expertise in the fight against cybercrime (ENISA Press
Release 2014). Finally, new structures such as the Joint Cybercrime
Action Taskforce (J-CAT) have been established — which includes EU and
non-EU countries — to enhance operational cooperation capability in
fighting cybercrime across Europe and globally. As noted in Chapter 4,
this semi-formalised arrangement has already enjoyed operational suc-
cess, but also highlighted some critical challenges if such arrangements
are to work effectively going forward.

Whilst the EC3 operation to takedown the ZeroAccess botnet is a good
example (see EC3, First Year Report 2014, p.13) of how cooperation can
work in a successful cross-jurisdictional operation, it also raised certain
challenges to the effective initiation and coordination of cybercrime
with regard to the ability of EC3 to attain evidence and intelligence
that was critical from private industry. A central issue has been that
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of under-reporting of cybercrime to law enforcement — the fear from a
business perspective, driven by an economic logic, that reporting major
breaches could lead to brand damage and impact on profits. The result
of this, however, for police forces and indeed prosecutors is lack of a
comprehensive evidence base and picture of developments and trends
in cybercrime activity, with the subsequent consequence that threats
shared by others in private industry cannot be shared in real time to pro-
tect business. A related issue to information reporting by multinational
companies (MNCs), in particular that of personal data is that of the pro-
cess of reporting itself. Information received by Europol must be routed
through the relevant member state unit responsible for cybercrime -
but for many multinationals the information they have might not be
related to the country in which they are based and thus generate a large
number of reports that are not actually relevant to the national com-
petent authority (NCA) of the country they are in. This then passes a
workload and legal burden (responsibility and ownership of data) to the
NCA which in practice is an obstacle to the effective flow of information
from private industry to Europol and indeed LEAs in affected member
states (EC3, First Year Report 2014, p.14).

This raises an interesting issue of governance modes and good prac-
tice — and in particular how to incentivise private industry to provide
the information and which procedures can be utilised for reporting and
getting relevant data to Europol. The proposed NIS Directive has made
reporting mandatory for relevant sectors — but this will not resolve the
problem faced by MNCs - or indeed address adequately the question
of what exactly should be reported — which information and for which
purpose (informal discussion on NIS Directive, Brussels, February 2014;
Telephone Interview, senior official EC3, September 2014). Neither is it
clear that mandatory reporting will incentivise private industry to par-
ticipate in a more constructive way. Europol and ENISA, along with
other industry and governmental voices have called for the involve-
ment of the private sector in more systematic ways in order to meet the
priorities set out for cybercrime and cybersecurity: with an example of
good governance practice from the UK being that of swearing in special-
ists from the private sector on a voluntary basis, when required. Other
examples include (albeit more structured) quarterly meetings between
the Belgian cybercrime unit and Belgian card issuing banks, or Infor-
mation Sharing and Analysis Centres (ISAC) for the financial sector in
the US and Netherlands (House of Lords, EU committee, 13th Report
of Session 2013-2014, p.15-17; Cybercrime @IPA, Special cybercrime
units November 2011, p.38). Indeed, it is argued that such a hand-off
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approach will create obvious incentives for industry to get involved
in combating cybercrime and more effective and flexible partnerships,
along with the processes and trust that are required to underpin them.
Furthermore, such effective partnerships would allow for the ready use
of expertise that exists in industry — in terms of systems, data and knowl-
edge — which law enforcement agencies have a shortage of but see as
essential (Interview, e-crime expert, July 2014).

A key prerequisite for effective security as resilience is the ability
and preparedness to adopt new operating assumptions and institu-
tional mechanisms. Given its mandate, EC3 has clearly done this very
well within its first year, but despite this there are serious concerns
about how far further effective progress can be made given the limited
resources available to EC3 (a similar issue arises with ENISA as its man-
date expands). Indeed the head of Europol, Rob Wainwright, has called
for the next Justice and Home Affairs (JHA) programme of the EU to
provide clear support to EC3 in order to fulfil its task more effectively
going forward (House of Lords, EU committee, 13th Report of Session
2013-2014, p.15-17).

Even before its launch there was a great deal of uncertainty sur-
rounding additional resource for Europol (EC3) to fulfil its mandate
because of the financial crisis — with a decision that no additional staff
or finance would be provided in its first year of operation (2013). It was
only by moving money from existing internal budgets that EC3 was
able to achieve some its major objectives — but this was to the detri-
ment of not being able to develop mechanisms and tools for combating
cybercrime that were originally planned. Whilst there was a budget
increase of €1.7 million for Europol in the year 2014, with further bud-
get increases for IT resource in 2015, the challenge will remain as to
whether this resource will be enough to allow EC3 to fulfil its mandate
effectively — in particular if increasing success brings with it ever more
demands from different stakeholders. This concern is one that is stressed
in the assessment of EC3 performance in its first year of operation
where

due to successes thus far, the current human and financial resources
are already starting to constrain the progress of investigations. At the
rate major investigations are coming in since the summer of 2013,
EC3 will simply not be in a position to keep up. Increased resources,
efficiencies, innovative approaches to cooperation, as well as capacity
building among the broad range of partners, all need to be considered
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to maximise the impact on cybercrime and the criminals that benefit
from it.
(EC3, First Year Report 2014, p.32)

There is, then, a real question of ensuring not only sustainability of
current operations and mechanisms, but also progress in terms of cre-
ating more innovative working methods, tools and processes in order
that EC3 remains relevant and able to fulfil its mandate and address
future challenges in cybercrime effectively (Interview, Senior Official
EC3, September 2014).

The Commission’s new proposal for a Regulation to enhance the
role of Europol and create a European Union Agency for Law Enforce-
ment (European Commission 2013) is an attempt to address challenges
in information exchange and issues of resource and cost (for example
through training, merging CEPOL into Europol and so on), as well as the
legal and procedural issue of updating the law on Europol following the
Lisbon Treaty (2009). This will have important implications for the work
of EC3, even though it is likely to bring with it certain challenges in
practice given that it will have resource implications and fundamentally
change the relationship between Europol and member states.

First, there will be a step-change in terms of governance, with the Reg-
ulation introducing an increased obligation to provide data to Europol -
with no exemptions, even if this conflicts with national security or the
safety of individuals and integrity of ongoing domestic investigations
relating to cybercrime. This is not likely to sit well with those mem-
ber states that are already sceptical of EU involvement in what is still
seen as an area of national sensitivity and interest. Second, there is
also a step change in terms of the legal dimension - that is, hands-on
meta-governance at the EU level. Whilst Europol can already request
that a member state undertake an investigation the new Regulation
includes an obligation for member states to justify and provide a reason
if no operation is undertaken and any such reasons would be subject
to challenge in the European Court of Justice. From one perspective
this might be perceived as positive change towards accountability and
effectiveness, but from a member state perspective it might also be inter-
preted as a risk to domestic operational independence and prioritisation,
in particular in relation to cybercrime offences (UK Home Office July
2013). The proposed merging of CEPOL and Europol could potentially
strengthen the synergies and links between training and operational
requirements, thus helping to bridge a cultural divide between various
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stakeholders, whilst also improving effectiveness of provision (Improve-
ments proposed for Europol 2013), but evidence suggests that agreement
will be difficult to reach on this with many member states opting to
retain the status quo, despite there being a clear logic for merging train-
ing and operational dimensions into EC3 (Interview, Senior Official EC3,
September 2014).

Conclusion: Security as resilience and European Union
cybercrime

What does the above analysis point to in terms of an evolving security
as resilience? What sort of implications does it have for the governance
of cybercrime in the EU? It is quite clear from the above analysis that
similar challenges exist now that did ten years ago with regard to con-
structing and optimising the preconditions for an effective security as
resilience for combating cybercrime in the EU. The many actors, pro-
cesses, levels, layers and dimensions involved in creating an effective
ecosystem make this a complex exercise and one that can only be
achieved through incremental change given the importance and cen-
trality of transforming ‘cultures’ — ways of thinking and doing - in
addressing the dynamic challenge of cybercrime. It is also clear that
cybercrime - in reality — does not sit in isolation from the challenges
of cybersecurity more broadly.

This is not to say that there has not been any progress — clearly there
has in terms of creating mechanisms and spaces for developing a greater
understanding of how different actors — such as, for example, LEAs and
CERTs - think about and deal with cybercrime. Furthermore, many more
member states within the European Union have now signed, ratified
and implemented the Budapest Convention than had ten years ago —
providing at least some basis for harmonisation and cooperation across
borders that has been supplemented by the EU’s Directives and Regu-
lations that relate directly and indirectly to addressing cybercrime. It is
also important to recognise that new institutional structures — prime
examples being ENISA and EC3 - have been created to tackle the issue
of cybercrime in terms of respectively, facilitating coordination among
stakeholders within and between member states — and the operational
aspects of cybercrime cooperation - from investigation to prosecution.
At the EU level, also, the EUCSS (2013) has set out a list of priorities
in relation to cybercrime as well as other aspects of cybersecurity — and
there has clearly been a step-change in the legislation and governance
of cybercrime that has sought to inject legal clarity into issues such as
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the definition of a cybercrime, data and information sharing, privacy,
and investigation and prosecution.

Developments have not just been in the legal, formal dimension. Net-
works, platforms, alliances and strategies have also evolved, such as the
Safer Internet for Children and the European Strategy for a Better Inter-
net for Children. The role of effective public-private partnerships has
proven to be important — the European Financial Coalition, a good
example here. It is also clear that evidence and opinion points to the
salience of informal partnerships for the fight against cybercrime to
work effectively. Such arrangements — in particular when issue driven
(for example, the fight against botnets), clearly provide the flexibil-
ity and incentives for key stakeholders — public and private — to work
together in order to optimise resource and expertise in combating
cybercrime. Whilst the J-CAT initiative in this sense represents an
attempt to (semi-)formalise such arrangement within EC3 structures, in
the medium to long term it is still not clear how such a model can be
scaled up to work systematically across Europe and globally in order to
provide a more overarching and sustainable structure for public-private
cooperation.

This said it is also obvious that the preconditions for effective secu-
rity as resilience are far from being met within Europe and the EU -
with the global and local dimensions adding further complexity to the
evolution of a culture of cyber resilience. At the very basic level, the
asymmetry between member states and the resources (whether that is
financial, legal, skills and so on) they have for combating cybercrime
presents a major hindrance with regard to preparedness, harmonisation,
mutual recognition and convergence. Relationships between different
stakeholders and agencies are formative and evolving — so whilst there
is some convergence around the awareness of what is required - in
practice there are still substantive barriers — cultural, behavioural, legal
and political - to effective collaboration, coordination and cooperation.
Moreover, whilst the EU has many initiatives to tackle cybercrime —
what is still required is a sense of how they join together and indeed
what sort of impact they are having with regard to operational, legal and
regulatory, technical, training and cultural aspects across stakeholders.
What we can safely conclude on the basis of the current evidence —
and this chapter has by no means been able to cover all salient issues —
is that security as resilience for cybercrime in the EU is formative but
progressive — although not yet integrated to the degree that is required
to combat cybercrime effectively across Europe and the EU. For this
to emerge in the medium to long term barriers must continue to be
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broken down between relevant stakeholder communities — and regular,
sustainable working relationships and partnerships based on a com-
mon terminology constructed. Only in this way can the EU ensure that
the ecosystem being developed to address the challenges of cybercrime
and cybersecurity will allow Europe to protect its systems and net-
works against cyber criminals and ensure a secure platform for economic
growth in the digital economy.



6

Network and Information Security
and Cyber Defence in the European
Union

Introduction

This chapter will address the remaining central strands of the
Cybersecurity Strategy of the European Union (EUCSS 2013), namely
those of Network and Information Security (NIS) and cyber defence.
These two areas of cybersecurity policy are driven by two different man-
dates, and therefore very different processes and actors, even though
collaborative structures on cybersecurity have now been established
within the EU institutional milieu. Moreover, they are at different stages
of development, with the issue of NIS part of the EU agenda for over
ten years, and cyber defence only appearing more explicitly as a spe-
cific cybersecurity priority in the EUCSS. There will, thus, be a certain
asymmetry in the balance of the analysis that follows, but it will nev-
ertheless focus on the evolution of the two strands in the context of
building resilience and indeed defence prior to the publication of the
EUCSS and offer an early assessment of how measures outlined in the
strategy might move the EU towards effective security as resilience in
the near future. As with cybercrime, it must be emphasised here that
these two strands whilst being analytically separated in this chapter, are
very much interlinked - cyber defence is a critical element in secur-
ing systems and infrastructures against cyber-attacks. However, these
two dimensions are ‘governed’ by very different mandates and there-
fore dynamics, which have varied implications for the evolving, even
though overlapping ecosystem for both.

Several logics have underpinned the EU’s approach to NIS. The
first is an economic logic — to incentivise and stimulate the develop-
ment of a secure information society for all. The second is a security
logic, derived and very much linked to protecting critical infrastructure
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against terrorist attacks. The EU’s approach has also evolved in terms
of governance logics, moving from a relatively hands-off approach to
a more regulatory hands-on approach through the proposed Direc-
tive on Network and Information Security (2013) that was constructed
alongside and very much as part of the EUCSS. Whilst the Frame-
work Directive for Electronic Communications (2009a) imposed security
and importantly, reporting obligations on electronic communications
providers for telecoms providers and data controllers, the NIS Directive
represented a clear step-change with regard to the governance rationale
for all owners of critical infrastructure. That is, it proposed to extend
the obligation to report significant cyber incidents to all relevant public
and private actors in order to improve overall cyber resilience, including
effective and coordinated collaboration and cooperation, in particular
in relation to trusted information sharing (Proposal for an NIS Directive
2013a, p.3).

Beyond this, the European Network and Information Security Agency
(ENISA) was established in 2004 in order to, in conjunction with the
relevant stakeholders in the public and private sector, provide advice
and recommendations on good practice in information security and
facilitate collaboration and cooperation as well as implementation of
relevant EU legislation on NIS. Indeed, the ENISA mandate was renewed
in 2013, calling on the Agency to contribute directly to achieving cyber
resilience and developing the industrial and technological resources for
cybersecurity (Objectives 1 and 4 of the EUCSS).

In comparison to both cybercrime and NIS, cyber defence is a rela-
tively new phenomenon - certainly in relation to the EU’s institutional
capacity and capability. However, EU action in this area has come from
a growing realisation, certainly within the EEAS and its cybersecurity
team, that ‘cyber defence is an essential pillar of any cyber security
strategy’ (Interview, EEAS, senior official, Cyber Security team, February
2013). This has been underpinned primarily by a security logic that
has emphasised the need to focus on detection, response and recovery'
in order to increase the resilience of communications and information
systems across the EU. Furthermore, given the multifaceted nature of
cyber threats, the EUCSS has flagged ‘the synergies between civilian
and military approaches to protecting critical cyber assets’ arguing that
these need to be enhanced through various means, including research
and development and further effective cooperation between relevant
stakeholders (EUCSS 2013, p.11). In addition, cyber defence has been
prioritised by EU member states through the EU’s Capability Develop-
ment Plan since 2011 and member states agreed on the EU Concept for
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Cyber Defence in EU-led operations in 2012. Since then, the EDA and
the EU military staff alongside the EEAS, European Commission and the
EU member states have been involved as the main actors in developing
cyber defence capabilities, which has also, inevitably, included an exter-
nal dimension, with efforts in particular focused on NATO's existing
policies and how the EU can complement these and avoid duplication.

This chapter will unfold in the following way in order to assess how
far the EU has travelled in relation to NIS and cyber defence — assess-
ing in particular the extent to which developments have moved the
EU closer to — or further away from — achieving an effective security as
resilience. The first section will provide a context for understanding EU
policy developments in NIS and the logics and governance ideas that
have underpinned them. Given that NIS has been intertwined with the
EU’s Critical Infrastructure Protection/Critical Information Infrastruc-
ture Protection policies and the Digital Agenda, it will provide a critical
appraisal of action plans, Directives and proposals connected to these
dimensions. The second section will then focus on the EUCSS and offer
assessment of the proposals for improving cyber resilience. As compre-
hensive coverage of all elements is impossible within this chapter, it
will focus on the role of ENISA and the proposal for an NIS Directive
(2013), which at the time of writing (March 2015) is still under negoti-
ation within the EU’s Council of Ministers. The third section will then
focus on cyber defence and in particular the objectives for cyber defence
set out in the EUSCC and the proposals agreed at the European Council
in December 2013 which set out five areas of work in relation to cyber
defence. The final section will offer preliminary conclusions on how the
EU has moved to effective security as resilience within these important
strands of cybersecurity.

Governing NIS in the European Union

As was the case in the previous chapter on cybercrime, an economic
logic has, in part, underpinned the EU approach to NIS as part of a
broader information society programme. Thus the eEurope initiative
(1999) and the EU’s ‘Communication on Network and Information
Security: Proposal for a European Policy Approach’, (European Commis-
sion 2001), highlighted the importance of information infrastructure
protection, with the latter also providing recommendations on how
to enhance security as resilience within the technical, legal and policy
layer. The importance of the security of the Single European Informa-
tion Space was also emphasised in the EU’s i2010 initiative (2005),
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which underlined the ‘reliability and security of networks and infor-
mation systems’, as well as the European Commission’s communication
a ‘Strategy for a Secure Information Society’? (European Commission
2006) that followed under the broader Digital Agenda for Europe initia-
tive (European Commission 2010); the latter providing a comprehensive
set of actions that were designed to address prevention, detection
and response in relation to the challenges presented by network and
information security.

The communication pointed to the need for the EU to establish
certain important dimensions of resilience, including a culture of
cybersecurity — with NIS and a regulatory framework for electronic com-
munications making up two of the three pillars of any such strategy (the
third being cybercrime, discussed in Chapter S). The main initiatives
within the communication aimed to enhance dialogue by encouraging
benchmarking and the sharing of best practice among public adminis-
trations (open method rather than mandatory) in the expectation that
this would also then raise awareness in the private sector. ENISA, in this
sense, was encouraged to play an active role in this dialogue and in
facilitating the exchange of best practices. A second initiative focused
on information sharing through trusted strategic partnerships, with the
aim of establishing a European information sharing and alert system to
facilitate effective responses to threats to networks and information sys-
tems (European Commission Communication 2006a, p.8). Beyond this
the communication also encouraged, among other things, technologi-
cal diversity as an integral component of security, as well as openness,
interoperability, and the ability for European industry to ensure the sup-
ply of secure network and information security products and services
(Ibid., p.9).

The initiatives within these dimensions were designed to comple-
ment the objectives outlined in the Commission’s Green Paper on
the European Programme for Critical Infrastructure Protection (EPCIP)
(European Commission Green Paper, EPCIP 2005) underpinned by a
security logic and sectoral approach®- which for the ICT sector — meant
enhancing the security and resilience of network and information sys-
tems through a multi-stakeholder dialogue approach. The ideas in the
green paper were then further elaborated in the communication on a
EPCIP (European Commission 2006b). This communication noted the
interdependent and interconnected nature of critical infrastructures and
the importance of ensuring the security of information technology as
well as mitigating against other threats (terrorism, natural disasters,
etc.), to their resilience. In this sense, the objective of the EPCIP was to



Network and Information Security and Cyber Defence 123

minimise vulnerabilities at the European level that might result from
any breakdown in essential services and to improve and make more
effective the protection and resilience of critical infrastructures in the
EU. The central dimensions (the framework) of the programme empha-
sised the need for: a process to identify and designate ‘European’ critical
infrastructures, and thus measures to protect them; procedural measures
to help facilitate the implementation of the programme; the establish-
ment of a Critical Infrastructure Warning Information Network (CIWIN)
to exchange best practice in a secure way; increased support for mem-
ber states concerning national critical infrastructure protection; and
contingency and crisis management. There were also various measures
outlined to ensure the implementation of the programme - including
the establishment of a CIP Contact Group to facilitate coordination
between member states, and also expert groups to build trust and facil-
itate coordination and information sharing between all stakeholders.
In governance terms, the programme was reflective of hands-off meta-
governance through the establishment of various information sharing
and coordinative platforms.

What followed was a Directive that constituted a first step in identify-
ing and designating European Critical Infrastructures (Council Directive
2008/114/EC).* This Directive focused on energy and transport and
sought to set out more concrete procedures, mechanisms and platforms
for identifying and designating European Critical Infrastructures (ECI)’s,
and facilitating reporting, coordination and protection of ECI in these
sectors.’ The underlying rationale, of course, was to learn from this and
how it might be applied to other sectors, highlighting ICT as a prior-
ity sector. No doubt also prompted by the attacks on Estonia in 2007,
and building on the framework decision on attacks against information
systems (and its planned revision), the Commission produced a com-
munication on Critical Information Infrastructure Protection (European
Commission 2009b), which highlighted some of the issues relating to
achieving a security of resilience and proposed an action plan to address
key challenges. These proposals sat in parallel to and under the EPCIP,
and proposals to revise the EU’s Regulatory Framework for Electronic
Communications (discussed below). The issues touched on the failure
to achieve basic essential criteria for security as resilience, including: the
lack of coordination and cooperation across EU member states (dom-
inance of national approaches and cultures) and uneven resource and
knowledge (expertise) distribution; a problem of governance beyond
national borders, with PPPs as the model of reference; differing processes
and practices for monitoring and reporting network security incidents
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and sharing information across member states (with basic requirements
such as the existence of a National/Governmental CERT not in evidence
across the EU); the lack of global cooperation and agreement on the
governance and therefore protection of the Internet.

With regard to ensuring standardisation of reporting in relation to
NIS breaches the revised Framework for Electronic Communications
(European Parliament and Council 2009) aimed at adding a hands
on meta-governance dimension - that is, it included legislation that
made mandatory (Art. 13a) the reporting of any network and infor-
mation systems security breaches to the national regulatory authority
(NRA). This step-change was a significant move away from a voluntary
approach (which characterised the 2006 communication, for example),
with ENISA tasked in supporting member states to implement Article
13a through establishing a standard incident reporting methodology
and mechanism (ENISA, Technical Guidelines on Incident Reporting
2013). The document produced by ENISA ‘gives guidance to NRAs about
the implementation of the two types of incident reporting mentioned
in Article 13a: the annual summary reporting of significant incidents to
ENISA and the EC and ad hoc notification of incidents to other NRAs in
case of cross-border incidents’. It also defines the scope of incident
reporting, the incident parameters and thresholds.

In the above context, the CIIP (European Commission 2009a, p.7-11)
proposed five pillars of action: Preparedness and Prevention (to ensure
preparedness at all levels) consisting of stakeholders establishing three
essential aspects of cooperation and preparedness: 1. Defining, with the
support of ENISA a minimal set of baseline capabilities and services
that a National/Governmental CERT needs to have to function effec-
tively; 2. European Public Private Partnership for Resilience (EP3R) to
foster cooperation between the public and private sector with the aim
of developing objectives for security and resilience, baseline require-
ments and good practice; and 3. European Forum for Member States
(EFMS) to share good practice and share information on security and
resilience of Critical Information Infrastructures (ClIIs); Detection and
Response to provide adequate early warning mechanisms which centred
around the development, with ENISA, of an Early Information Shar-
ing and Alert System; Mitigation and Recovery (to reinforce EU defence
mechanisms for CII) involved a three-pronged but interrelated set of
measures: 1. Developing national contingency plans and organising reg-
ular exercises for large scale network security incident response and
recovery; 2. Developing pan-European exercises on Internet security
incidents as a platform for participating in international exercises, for
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example, US Cyber Storm; and 3. To reinforce cooperation between
National/Governmental CERTs through already established fora such as
the European Government CERTs Group (http://www.egc-group.org/);
International cooperation (to promote EU priorities) mainly consisting of
establishing European priorities on Internet resilience and stability and
defining principles and guidelines for this at European and global levels;
Criteria for the ICT sector (to support the Directive on the identification
and designation of European critical infrastructures) which would aim
to continue developing criteria for identifying ECI for the ICT sector
through the commissioning of research on the topic.

There is a mixed picture with regard to how far these developments,
in practice, contributed to constructing the necessary conditions for
security as resilience to emerge. In the review of the CIIP (2011) con-
ducted by the Commission, several achievements were noted related
to each pillar, which would lead us to conclude, at surface level, that
there was more than marginal success in what was recognised as an
ongoing and dynamic exercise and concern.® This included: the estab-
lishment of National/Governmental CERTs in 20 EU member states,’
with the ambition to establish a CERT for the EU institutions®; the
establishment of EP3R and the EFMS; the development of a high-level
roadmap for the implementation of European Information Sharing and
Alert System (EISAS)’; 12 member states (at the end of 2010) establish-
ing national contingency plans and the development by ENISA of a
good practice guide on national exercises as well as the conduct of the
first pan-European exercise, Cyber Europe 2010; the intensification of
cooperation between National/Government CERTs; the establishment
of European principles and guidelines for the Internet based on work
undertaken in the EFMS; the participation of seven member states'® in
the US cyber exercise Cyber Storm III with ENISA and the Commission as
observers; technical discussions on sector specific criteria for ICT in the
EFMS leading to the development of draft criteria for fixed and mobile
communications and the Internet.

However, evidence suggests that certain initiatives were more success-
ful than others with regard to enhancing the conditions necessary for
security as resilience to emerge, in particular in relation to establishing
sustainable platforms for effective public-private interaction and collab-
oration. The EP3R, for example, was an exercise in learning but which
ultimately did not produce any concrete outcomes in terms of creat-
ing a sustainable platform for public and private actors to discuss and
construct solutions to real problems. Whilst the idea, born during the
Tallinn conference of 2009, was positive, the initial two years of EP3R!!
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brought together public and private actors that did not have a clear
focus on issues that needed to be discussed and resolved — or indeed,
how any of the work being done in the various working groups set
up would feed into broader EU policy on NIS. In the words of one
observer, ‘there was no real bind to the projects, the focus was not
so clear, the terms of reference were quite broad and covering a lot
of different topics’ (Interview, Anonymous, July 2012). Ultimately, pri-
vate actors were not provided with either the right incentives or indeed
concrete issues and processes through which their expertise could be
utilised in order to produce outcomes that would influence EU policy
developments.

These shortcomings were recognised in an internal ENISA review
of the initial processes that underpinned EP3R, which resulted in the
emergence of clearer thematic areas for working groups and which
included mission statements — ultimately, defining an agenda for work
which was much more focused and goal oriented. The working group
themes included: 1. Key assets, resources and functions for the con-
tinuous and secure provisioning of electronic communications across
countries; 2. Baseline requirements for the security and resilience of
electronic communications; and 3. Coordination and cooperation needs
and mechanisms to prepare for and respond to large-scale disruptions
affecting electronic communications (with a focus on fighting botnets).
However, whilst this provided a greater focus to the work of EP3R in
terms of objectives and potential outcomes, it did not ‘get anywhere
in terms of concrete deliverables’. Indeed, the EP3R platform suffered
because it did not engender the conditions for trust to emerge among
stakeholders — with different logics and views not allowing concrete out-
comes to emerge (Interview, DG Connect official, June 2013, Interview
ENISA official, July 2012). The fact that the work of EP3R was still not
linked clearly to EU policy goals and legislation, did not provide the nec-
essary incentives for private and public stakeholders to engage with any
clear purpose.'? The EP3R initiative was, following the publication of the
EUCSS, subsumed under a new initiative, the NIS Public Private Platform
(NISP) in order to address the shortcomings of the EP3R experiment. The
NISP platform is explicitly tied to the EUCSS," the NIS Directive and
the H2020 programme of research' and at the time of writing (March
2015), it is still in the process of finalising its main deliverables, thus
difficult to assess in terms of its utility and its sustainability as a plat-
form. Suffice to say at this stage that some have already questioned
how such an interim platform can be taken forward in the long-term
to build the necessary trust and regular interaction needed for effective
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public-private cooperation, coordination and collaboration (Interview,
Anonymous, September 2014).

Beyond the EP3R, the EFMS, founded to enhance the coordination
and cooperation between national governments on the security and
resilience of critical infrastructure has not been as successful as some
envisaged it might be. From one perspective, the UK government reply
to the fourth report from the House of Lords EU Committee on CIIP
Action Plan has clearly endorsed the platform, stating that EFMS ‘has
been a success and has tapped into a real need for policy makers to
have an opportunity to exchange experience’ (UK government House
of Lords 2010-2011, p.8). Indeed it has played a key role in producing
the EU’s Principles and Guidelines for Internet Security and Resilience
(see below). However, others have not been as complementary and
have questioned the extent to which it has been able to facilitate real
exchange of good practice or indeed information. For example, some
have reported that it is a talking shop for junior officials with mini-
mal concrete outcomes — and that it does not meet frequently enough,
at only three times a year, to make any difference in terms of build-
ing trust and making more effective the sharing of information and
good practice. Others have argued that such a platform is not seen as
important as national-level platforms and coordination of national crit-
ical information infrastructure protection (Interviews, EEAS and ENISA,
February 2013/July 2012; Interview, UK cybersecurity official, October
2014). More importantly, in terms of creating the conditions for collab-
oration, cooperation and coordination, the EFMS is seen as a useful tool,
but not necessarily one that can create a sustainable, trustworthy and
effective platform for discussion and exchange of information and good
practice. In other words, whilst it provides the opportunity for policy-
makers to exchange experience and construct grand principles, beyond
this, the outcome of this opportunity is not as obvious or transparent as
could or indeed should be if issues of CIIP are to be addressed effectively
and in a sustainable way within and throughout Europe.

In terms of European and global cyber exercises — these have been
welcomed by national governments — and are perceived as positive
instruments for enhancing the contingency planning and capability of
EU member states in cybersecurity. The responsibility for cyber exercises
was allocated to ENISA from the outset, which thus far has overseen
two pan-European exercises (2010, 2012)" as well as joint exercises
with the United States (see Chapter 7) and other third countries; it
has also facilitated member states in their preparation and conduct of
national exercises. The cyber exercises, at their inception, demonstrated
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the asymmetry in the preparedness of EU member states in relation to
attacks against information systems and critical infrastructure and the
lack of any common European framework — rules, norms and ways of
working - for responding and recovering from any such attacks. As one
ENISA official involved in preparing the exercises noted in relation to
the first exercise,

there were expectations and capabilities... that was the biggest chal-
lenge...you had countries which were very much experienced and
countries which are not as experienced...thus you have different
expectations in terms of what they want from the exercises...and
that is a major challenge. .. because not everybody is up to speed.
(Interview, ENISA official, July 2012)

Having said this, it is also clear that the cyber exercises themselves
have acted as a learning tool - that is, having to prepare for such exer-
cises has also meant putting the necessary structures, institutions and
environment (for example a CERT, contingency planning and so on)
in place to be able to participate, and subsequently, respond in prac-
tice (Ibid.). ENISA, with the support of the Joint Research Centre of
the European Commission (JRC) has facilitated the organisation and
execution of exercises. To this end ENISA has published guidelines'®
and provided seminars for member states in order to provide clar-
ity in what was involved throughout the lifecycle of the exercise.
Thus cyber exercises were iterative learning platforms — where for each
exercise challenges were encountered — but importantly, lessons were
learnt on how to enhance both national level and European/global
preparedness and response. What became obvious was that this was
not just about technical improvement at different levels but enhance-
ment of strategic, tactical, operational and political dimensions — of
being able to react effectively in a resilient way to cyber-attacks. Thus
in the evaluation of the first pan-European exercise in which only pub-
lic entities participated!” the challenges related to issues such as: the
planning and structure of the cyber exercise; building trust; increasing
understanding among the actors involved; points of contact in case of
attack (single vs multiple points); and efficient communication and data
exchange.

In terms of building trust, for example, the report noted that ‘the fact
that one representative (member state [MS] moderator) from each partic-
ipating MS met and cooperated on a regular basis was probably the most
significant trust building measure within the exercise’ (ENISA, 2011a,
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p-32). The important point here was that both in terms of increasing
understanding and beginning to build trust, such a platform for infor-
mation sharing and exchanging views was an essential starting point;
indeed the frequency of meetings between those involved was critical
not only for building trust but for increasing the understanding among
member states of how to handle cyber incidents (Ibid., p.33). Over-
all then, whilst recommendations related to questions of pre-exercise
preparation, format and structure (for example, on whether and how
to include the private sector in future exercises), and importantly from
a security as resilience perspective highlighted that ‘the procedures on
how to handle cyber incidents do not yet exist at a pan-European level’
(ENISA, 2011a, p.9), as an exercise in building trust, understanding and
information exchange it was recognised as a significant step from which
improvements could be made. In the words of one ENISA official the
exercise ‘showed that it was really helpful for everybody, we really got
to know each other in Europe’ (Interview, ENISA official, July 2012).
The second cybersecurity exercise essentially took on board key
lessons learnt from the first exercise, in particular in relation to includ-
ing the private sector. This meant that including EU member states,
European Free Trade Association (EFTA) countries (29 countries) and EU
institutional participation, 339 organisations took part, with private and
public actor cooperation essentially taking part at national level and
public actor cooperation across borders (ENISA 2012c, p.4). The exer-
cise was seen as a generally positive experience from all actors involved
(88%), but it also revealed several key issues for the enhancement of
security as resilience within and across Europe, as well as internation-
ally. For example, at national level, whilst cooperation between public
and private actors was generally seen as good during the exercise, it also
became clear that cooperation was challenged due to different struc-
tures and procedures within countries. Issues also arose for public actors
around the level of decision making at which crisis situations should
be dealt with (for instance, which issues had to be escalated to strate-
gic level). At the level of international cooperation, whilst again trust
was built between the main participants involved, issues arose relat-
ing to improving knowledge of operational procedures in order to work
with them more effectively, how to involve the private sector in a more
systematic way going forward, the scalability and effectiveness of exist-
ing mechanisms and information flows for cooperation, and inclusion
and input from other European critical sectors relevant to addressing
any crisis situation (for example, transport) (Ibid., p.9-10). Overall, this
exercise was instructive — with again perhaps the most valuable lesson
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learnt that as a platform for enhancing learning on the technical, polit-
ical (institutional), operational and strategic levels, it was effective, and
should continue to be utilised as a key tool for enhancing knowledge,
understanding and trust among key stakeholders.

Finally, in terms of the objective for defining principles and guide-
lines for Internet resilience and stability, the EU published a document
in March 2011, which was a result of discussion and deliberation in
the EFMS. To this end the outcome reflects both the positive and neg-
ative aspects of such as forum; that is, such a forum has a valuable
function with regard to producing general statements of principle on
cybersecurity and resilience, but perhaps less so with regard to micro
elements of effective cooperation and collaboration across the relevant
stakeholders or specific issues such as intelligence and information shar-
ing. On the positive side the document defines a clear set of guidelines
and principles which underscores the normative underpinning of EU
policy on Internet resilience and stability — if not operational, strategic
and tactical ways of achieving it (which is subsequently addressed in the
EUCSS). It offers clear a political statement on what the Internet should
and should not be and the requisite governance to secure it. Thus the
EU conceives of the global Internet as a public or collective good that
should be available to and accessible by all. That is, there is a normative
view that use of the Internet should not be restricted or limited to any
citizen, the exception being with regard to measures and instruments
that are used in order to prevent harm to others. Furthermore, when it
comes to cybersecurity, it is clear that EU core values, laws and norms are
as central to online activity as they are offline and that ‘Cybersecurity
can only be sound and effective if it is based on fundamental rights
and freedoms as enshrined in the Charter of Fundamental Rights of the
European Union..." (EUCSS 2013, p.4).

Beyond this, there is also a very clear EU idea on the governance
model of choice for the Internet and cybersecurity policy more specif-
ically, that of multi-stakeholderism (see European Commission 2009b;
and EUCSS). This model, of course, is not without controversy. Whilst
the multi-stakeholder vision is born from the very complexity of the
Internet in terms of the many actors involved in its management
and use - and is shared by many ‘Western’ states (for example, US,
Japan, Canada, and Australia), it is highly contested by those states
(for example, Iran, Russia, China and India) that consider (a) the
US to hold too much power over the management of the Internet
(b) themselves to be under-represented in the existing global Internet
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governance institutions and that wish to see much more governmental
involvement in cyberspace through the ITU - that is, a traditional
hands-on intergovernmental rather than a multi-stakeholder approach
(see Chapter 3).

The importance of the involvement of all stakeholders is also reflected
in the EU’s principle of shared responsibility for the effective secu-
rity of cyberspace. In this sense, this runs throughout the additional
principles and guidelines that the EU presents as critical for Internet
resilience and stability, including that of improving education and rais-
ing awareness, internal EU cooperation and mutual assistance, creating
a strong ICT industry in Europe (ensuring diversity of products), good
risk-management and the construction and uptake of open standards
with security and privacy built in from the design phase (European
Principles and Guidelines 2011). Also significant is the emphasis that
the EU places on the global context and international cooperation. The
EU is all too aware that any EU principles on cybersecurity do not
exist in a vacuum, and that, without cooperation and collaboration
with international public and private partners to create global princi-
ples compatible with EU values, the EU’s attempts to construct its own
resilient cybersecurity policy will be fundamentally weakened, as will
the stability and interoperability of the Internet.

Global disagreement and contestation, for example, on the role of
technical standards, data protection and privacy, who should control
and regulate the Internet, and the appropriate legal conventions and
protocols for fighting cybercrime and cyber-attacks can undermine any
attempt to create a secure and resilient cyberspace for all. Whilst the EU
primarily supports a multi-stakeholder approach for the governance of
the cyber world, it is also clear that public authorities have an impor-
tant role to play in providing a normative and legal framework for the
activities of all stakeholders. In other words, the EU supports within the
multi-stakeholder umbrella a specific type of public-private partnership,
where public authorities should decide (in consultation with relevant
stakeholders) on the appropriate modes and forms of governance and
regulation (for instance, incentives) and where the private sector has
an important day-to-day role in the management of the Internet and
its security (European principles and guidelines 2011; EUCSS 2013, 3).
In this sense, the EU, in particular in the post-Snowden era, has also
supported a greater role for the Governmental Advisory Committee in
ICANN, to give it a greater decision-making role in policy on Internet
governance.'®
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Network and information security in the cybersecurity
strategy of the European Union: Achieving cyber resilience?

The above view of achieving resilience is very much reflected in the
proposal for an NIS Directive that accompanied the EUCSS. Indeed,
the Directive acknowledges that it is a step-change (European Com-
mission 2013a, 4) from hands-off meta-governance to a more hands-on
mandatory stance towards improving capability and reporting of major
cyber incidents and managing risk. The Directive obliges not only
the telecommunications providers and data controllers sector as was
previously the case under the Framework Directive for Electronic Com-
munications (2009), but all sectors which are deemed to be owners
of critical infrastructure (energy, banking, transport, stock exchanges,
public administrations). As noted in the EUCSS (2013), although some
progress had been made under a more voluntary arrangement with
regard to cultivating a culture of cybersecurity, ‘gaps remained across
the EU’ and private actors lacked ‘effective incentives to provide reli-
able data on the existence or impact of NIS incidents, to embrace a risk
management culture or to invest in security solutions’ (EUCSS 2013,
5). The proposal for the NIS Directive (European Commission 2013a,
3) is even more explicit in acknowledging that, “The current situation in
the EU, reflecting the purely voluntary approach followed so far, does
not provide sufficient protection against NIS incidents and risks across
the EU".

The NIS Directive and the regulatory (governance) approach taken
within it was constructed as the most optimal option!® for incentivising
governments and business to adopt practices that would lead to a
more effective security of resilience, through: obliging member states to
ensure adequate institutional preparedness, such as competent authori-
ties for NIS and a functioning national/governmental CERT; establishing
prevention, detection, mitigation and response mechanisms to enable
information sharing and mutual assistance among national NIS compe-
tent authorities, and for the latter to also ensure EU wide cooperation
on the basis of an EU NIS Action Plan designed to respond to NIS inci-
dents with a cross-border dimension; and improving the engagement
and preparedness of the private sector through obliging them to report
major NIS incidents to national NIS competent authorities (European
Commission 2013a; EUCSS 2013). The overall logic of the Directive
is underpinned by the assumption that ‘obligation’ — to prepare and
develop capabilities on the part of member states and to report inci-
dents on the part of private actors and relevant public administrations —
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will better contribute to establishing a climate of mutual trust and thus
more effective cooperation and collaboration within and between the
public and private sector. That is, it will better facilitate and nurture the
emergence of the conditions necessary for effective security as resilience.
At the same time, the Commission recognises and encourages the con-
tinued use and utility of informal and trusted channels of information
sharing between relevant stakeholders in order to improve security and
exchange information and good practice.

It is perhaps not surprising that the NIS Directive has received general
support with regard to the principle of protecting NIS against threats but
that it has also received a great deal of criticism with regard to the detail
of how this should be done. This criticism has not simply come from
private industry but also governments and other EU institutions, in par-
ticular the European Parliament, and has led to significant revision and
one could argue deliberate watering down of the Directive. For exam-
ple, the purpose of the original Directive was to include all sectors and
actors that were relevant to the protection of critical infrastructure: how-
ever, some member states have argued that the NIS Directive — derived
from an internal market mandate — was not the appropriate legal base
for including public administrations given that it touched upon issues
that were potentially ‘security sensitive’. Germany in particular insisted
on and achieved the removal of public administrations from the list of
actors that would be included within the remit of the NIS Directive. Sim-
ilarly, the Internal Market and Consumer Protection (IMCO) committee
of the European Parliament, in the words of one of its members, ‘pur-
sued a strategy of making it vague’ (Informal meeting, Brussels, February
2013) following concerns about scope, and a lack of detail on how
it could be implemented. More specifically, IMCO reduced the scope
of the Directive further by removing the inclusion of so-called ‘Inter-
net Enablers’?® — arguing that this was unnecessary, not fully justified
(for example, why include Internet enablers and not hardware/software
manufactures?) and challenging — and that in governance terms, vol-
untary trust relationships would be more beneficial than a mandatory
approach.

Aside from these specific aspects there is also still some debate among
and between industry and governments with regard to the governance
model being pursued to achieve cyber resilience. There are several
dimensions to this. First, there is the issue of cost which stems from
an applied economic logic in the relevant sectors affected. This not
only relates to the financial implications of administering a manda-
tory reporting system but also issues such as the threshold for reporting,
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information on the powers of the national competent authority, and
other unintended consequences including, importantly, incentivising
movement to a tick-box compliance and audit culture rather than a
stronger and more effective cybersecurity culture. As noted in the Report
on Responses to the NIS Directive in the UK, ‘Stakeholders flagged that
mandatory reporting would create a compliance culture; this would sti-
fle voluntary information sharing and resources that would be allocated
to developing cybersecurity capability [which] would be reallocated to
employing legal teams to analyse each incident’ (UK Department of
Business Innovation and Skills Report September 2013, p.23). Second,
and interrelated, there is a fear that the NIS Directive could impact neg-
atively on the culture of dialogue between the public and private sector —
the movement away from dialogue and collaboration to top-down obli-
gation to report, it is argued by some, could divert resources away from
effective security measures and undermine the benefits that companies
gain from voluntary bi-directional (informal) exchange which improves
understanding of new threats and improves incident response. There is
also the argument that if this obligation to report is too burdensome
it could weaken trust at a time when real-time information sharing and
collective responses are critical. This is even more important in the post-
Snowden era where confidence and trust are low in terms of information
sharing from the private to the public sphere.

The above argument is important as the NIS Directive rests on the key
assumption that a mandatory hands-on approach will bring about the
most effective security as resilience by incentivising through obligation
and sanctions. This assumption, which the Commission has argued was
supported by a significant proportion of those consulted on the utility
of making capability and reporting mandatory (see European Commis-
sion 2013b) has been questioned, however, not least because only a
small proportion of those that responded (approximately 15%) were
actually from the sectors affected by the Directive (UK Department of
Business Innovation and Skills Report, September 2013, p.14). So, whilst
a majority of respondents did support strengthening NIS capabilities
across Europe, and measures such as establishing CERTs and compe-
tent NIS authorities, that is — general minimal harmonisation — it seems
that among those sectors directly affected there is little consensus on
whether mandatory reporting would make for a more effective secu-
rity as resilience. Thus, evidence is inconclusive on the matter, although
there is a strong argument from certain parts of industry and practice
in certain EU member states that a voluntary, sector specific approach
is much more dynamic, and underpinned by an informal, trust-based
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relationship. In this sense the counterargument or narrative to that
in the Directive is that of essentially making more systematic such an
arrangement through a mixed approach (regulatory and voluntary) in
order to improve capabilities and reporting across Europe (Interview, UK
official, October 2014).

Finally, there are also certain broader issues that could affect how
far the Directive contributes to improved security as resilience within
Europe. The first of these relates to CERTs. There are already over 100
CERTs around Europe — public and private — and the NIS Directive will
mandate the requirement for a well-functioning national or govern-
mental CERT in each member state of the EU - to improve capability,
cooperation and collaboration. There is also a proposal to examine the
feasibility of setting up CERTs for industrial control systems. However,
despite such progress, it is not clear how the NIS Directive will con-
tribute to actually addressing the quality of the CERTs established —
and in particular how it will incentivise CERTs to be more proactive
rather than reactive. As ENISA has noted, “The most common approach
used by CERTs to handle security incidents is to wait for incoming
incident reports, then try to “treat” the effects of the attacks but not
necessarily treat the “cause”. In this case the incident already hap-
pened and potentially had an impact on the production environment’
(ENISA 2011b).

There are also additional problems related to the reactive nature of
CERTSs that need to be addressed in order to allow CERTSs to become more
operationally effective. They range from CERTs not utilising all infor-
mation available to them from external sources, not collecting incident
data from other constituencies, and the poor quality of data collected, to
legal issues such as regulations on privacy and data protection which can
hinder the exchange of relevant information. This is certainly an issue
that has also been raised with regard to the objectives of the NIS Direc-
tive in a post-Snowden era, in particular the potential conflict with the
revised EU Data Protection Regulation. Obviously information exchange
is critical as part of one of the conditions for achieving effective security
as resilience — not just with regard to CERTs — but across the differ-
ent spectrums, layers and actors involved in cyber resilience. It is not
clear how far — through the EUCSS and the NIS Directive — the EU and
ENISA will be able to incentivise CERTs to make the necessary changes
and build capacity in order to become more effective.

Second, the NIS Directive offers little clarity on issues such as report-
ing within the more complex ecosystem of cloud computing. In effect
the Directive will place responsibility on competent national authorities
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and relevant private and public actors for reporting breaches in their
control even if they are outside the EU, which might get complicated
if the service being used by them is located in, for example, a country
which does not adhere to EU standards — in this case the relevant com-
petent national authority or public and/or private actors risk failing to
comply with the Directive because there is no requirement to essentially
sign a contractual framework agreement between the EU body and ser-
vice provider in other countries. This problem is also exacerbated by the
fact that not all countries have signed up to a global framework for deal-
ing with cybercrime (including cyber-attacks on information systems),
such as the Budapest Convention. Third there is also an issue of cre-
ating a common reporting standard — and related to this the need for
a coordinated implementation of the Directive to avoid fragmentation.
ENISA, here, has a key role to play to facilitate effective implementation
and also ensure the establishment and functioning of a common report-
ing system as it has done with Article 13a of the Telecoms Directive and
Article 4 of the e-privacy Directive. Despite this, concerns remain about
the specifics of information sharing required by the Directive — in par-
ticular in relation to what has to be shared, how the information will be
used, and the impact this might have on existing information sharing
and intelligence gathering activity (Informal meeting, Brussels, February
2013).

Finally, there is the issue of how much the governance approach
taken in the NIS Directive diverges from the US approach, which is
voluntary in nature, despite attempts to approve administration-backed
cybersecurity legislation in November 2012, which met with fierce
opposition from business groups complaining of over-regulation. The
main implication here is that despite collaboration through the EU-US
working group on cybercrime and cybersecurity and the EU-US cyber
dialogue (see Chapter 7) there will clearly be different rules at work in
Europe and the US with regard to reporting obligations. This, in turn,
will threaten inconsistency for those companies that span both juris-
dictions — as well as having implications and consequences in terms
of trust and cooperation. This could also pose a major obstacle to the
negotiation of any free trade deal between the US and Europe in the
near future.

European Union cyber defence: Under construction?

In the EU’s review of the EUCSS after its first year the cyber defence
dimension was assessed, in most part, as ‘under construction’. The idea
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of including a cyber defence dimension in the EUCSS was to enable
the EU to develop a ‘comprehensive’ or ‘whole-of-union’ approach to
cybersecurity, in the knowledge that this was the least developed prior-
ity area, but one that was essential to an effective security as resilience
in Europe. It became clear that critical military functions, processes and
actions were dependent on the cyber domain, and more specifically, on
civilian critical infrastructures and processes. This alongside the con-
stant and rapid growth of complex and interconnected networks meant
new vulnerabilities and threats emerged that had to be addressed for
the military to operate securely and effectively in its day-to-day work.
To this end, cyber defence was a top ten priority area in the EDA Capa-
bility Development Plan (CDP) in 2011, which set a number of tasks
for realisation in this area, including the production of a cyber defence
landscaping study, the development of a cyber defence training cur-
riculum, assessing the feasibility of the establishment of a European
Cyber Defence Centre (ECDC) and keeping track of relevant research
and training activities (Cirlig 2014; Roehrig 2014). EU member states
agreed on the EU Concept for Cyber Defence in EU-led operations in
2012 allowing operational commanders to create and maintain situa-
tional cyber awareness. In turn, the European Council of December 2013
(European Council Conclusions December 2013), in its discussions of
cyber defence, reiterated the need for work to continue and evolve in
five key areas:

1. To promote the development of EU cyber defence capabilities,
research and technologies through an EDA cyber defence roadmap

2. To develop a cyber defence policy framework to protect networks
supporting CSDP institutions, missions and operations

3. To improve cyber training, education and exercise opportunities for
member states

4. To strengthen cooperation with NATO and other international
organisations, the private sector and academia

5. To develop early warning and response mechanisms and to seek
synergies between relevant cybersecurity actors in Europe

At the same meeting, Catherine Ashton, the EU’s High Representative
at the time, was tasked, in cooperation with the European Commis-
sion and the EDA, to develop an EU cyber defence policy framework
within which the above actions could be delivered. The role of EDA was
particularly important in this, concentrating on training, improving
cyber situational awareness, improving civil and military cooperation,
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the protection of EU assets during missions, and operations and techno-
logical aspects.

It is important to realise that when talking about cyber defence in the
EU, this does not mean the development of offensive cyber capability
(as is the case with the US, for example) but rather ‘cyber self-protection
and assured access to cyberspace to enable conventional military activ-
ity’ (Roehrig and Smeaton 2013, 24). A key starting point for realising
the actions for cyber defence was to establish, in the first instance, a
deeper understanding of capabilities across Europe. In order to achieve
this, the EDA commissioned a study that included the 20 EU (EDA) par-
ticipating member states,?! and which analysed cyber defence capabili-
ties at national level as well as EU-level organisations involved in cyber
defence activities in the context of CSDP missions?? (Cyber Defence Fact
Sheet 2013). The findings, from a security as resilience perspective, sug-
gest that whilst key conditions are certainly being met, many challenges
remain. For example, at the level of the EU, it is suggested that threat
analysis and intelligence gathering capability is emergent and incident
response needed to be deepened within the complex organisational
set-up at operational level — that is, between the EDA, EEAS, General
Secretariat of the Council (GSC), the Council of Ministers, European
Commission, ENISA, EC3 and the EU-CERT. In addition, it reveals that
knowledge and understanding of military specific standards and tools is
poor and that the culture of good cybersecurity practice needs to be nur-
tured in order to make it more effective (Cyber Defence Fact Sheet 2013).

At the EU member state level, the picture is reflective of cybersecurity
preparedness more generally. That is, although progress has been made
across Furope in the 20 member states assessed, much variability in
capability still exists and thus there is much room for improvement.
Capability in this study was evaluated across six key domains* which
included: leadership, personnel, interoperability, doctrine, organisation,
training and facilities. In general, the results show that member states
with a high level of maturity in their thinking among key decision
makers about cybersecurity are also more advanced in relation to cyber
defence capability. More specifically, the study also revealed that the
strengths across the 20 member states were found in the areas of lead-
ership, personnel, and interoperability, and that with regard to key
military decision makers no country reported a poor level of familiarity
with cyber defence issues. However, with regard to doctrine, organi-
sation and training, lower levels of understanding and maturity were
found; this difference potentially linked to the fact that in the latter
more complex, longer-term, organisational structures and processes are
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required. Within the facilities domain the situation was reported to be
even less developed and virtually non-existent in many instances (Cyber
Defence Fact Sheet 2013; Robinson et al. 2013).

To elaborate further on this, it is clear that the EU participating coun-
tries in this study have struggled with the doctrinal aspects of the role
of the military in defending cyberspace. There has been confusion or at
least little clarity on the function of the military in the cyber defence
domain and the relationship between broader national cybersecurity
strategies and cyber defence doctrines developed by the military. This
aside though, certain EU countries that are considered as advanced in
their cybersecurity thinking — France, the Netherlands and the UK -
have created military based CERTs (milCERTs) and are at different
stages of evaluation and implementation with regard to more organic
cyber defence organisations (Robinson 2014, p.2). On developing cyber
defence doctrine EU countries and indeed the EU are not considered to
be at an advanced stage, and are encouraged to improve this in close
coordination with other EU member states and EU institutions.

In terms of cyber defence training and education, much is also still to
be done with a particular deficit identified in provision at operational
and senior command levels. Issues at the EU level exist with regard
to creating a culture of cybersecurity one solution to which includes,
potentially the establishment of a pan-European Task Force to establish
good practice, raise awareness and provide training in cyber defence
issues. Indeed identifying synergies and developing further a coopera-
tion model with EU actors that are engaged in the provision of training —
such as EC3, ECTEG, ENISA and the European Security and Defence Col-
lege (ESDC) — would enhance both training and intelligence capability.
In order to facilitate the development of training for cyber defence the
EDA undertook a cyber defence Training Needs Analysis (TNA), which
has built on existing training courses in the EU and its member states
and which has been done in close cooperation with the CCDCoE in
Tallinn.

The central objectives of this TNA included providing a more clearly
defined and targeted training regime that delineated different levels
(defined target audiences), types of cyber defence training (appropriate
for each level) and functional requirements (support and training tools).
Indeed, actions have already been developed in this field,?* prominent
among these the EDA ad hoc project on cyber ranges (to test cyber
defensive capabilities) which aims to: increase the availability of cyber
ranges; increase the efficiency of existing cyber ranges; establish a cyber
ranges network; and to improve cyber defence training exercises and
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testing at European level in the medium term (Roehrig 2013). Within
and throughout the EU then there are existing opportunities that need
to be leveraged further, in particular in relation to joint exercises —
bilateral and collective (ENISA, NATO) — and training, as well as new
training and education structures that need to be established. It is also
obvious though that the asymmetry within Europe necessitates further
action if more effective security as resilience is to result within the cyber
defence ecosystem. That EU Defence Ministers in 2012 agreed to put
cyber defence on the Pooling and Sharing agenda will facilitate fur-
ther joint working on training and education, and allow the EDA to
explore further synergies that will contribute to enhancing capacity in
this area, including, importantly, growing and retaining high quality
cyber specialists in the military.

As certain commentators have pointed out, reinforcing the protection
of communications and information networks for CSDP institutions,
missions and operations, raises complex issues, not least because the EU
does not actually possess its own organic military assets (Roehrig and
Smeaton 2013, p.24; Robinson 2014, p.2). Moreover, it raises questions
of how to reconcile individual member state responsibilities for critical
infrastructure in home contexts and of how to engage with the private
owners of relevant critical infrastructure (Robinson 2014, p.3). Thus,
that EU military operations have a high dependence on essentially pri-
vately owned critical infrastructure and civilian actors, raises issues of
cooperation and synergies between the two and how to achieve this
most effectively. More specifically, it raises questions related to cultural
approaches to managing risk and protection, including in relation to
assurance and indeed security standards. The EU is not devoid of organ-
isational capacity for addressing these issues — for example, the EU mili-
tary staff (EUMS) and the Council of Ministers are continually upgrading
communication and information security capabilities, and the CERT-EU
has advanced in terms of its own maturity levels and ability.

However, there are also potential issues with embedding cybersecurity
into crisis management related to complex CSDP planning processes
and more specifically, the different phases of missions, that is, the
strategic appraisal phase and the force generation phase. Here, any
Operational Commander would have to be clear on how to assess and
understand potential cybersecurity exploitation points for any given
mission (strategic appraisal®®) and how to strike a balance between assets
mobilised in the operational context and the cyber defence capabilities
of member states offering assets for any particular mission (force
generation). In developing the proposed cyber defence policy framework
then, clarity would be needed for how cyber risks are decided, assessed
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and operationalised in any mission if cyber defence is to be effectively
mainstreamed into CSDP structures (Ibid.). Finally, these points are very
much interlinked to enhancing civil-military cooperation not just in
operational practice but in training - in order to create a better under-
standing of the shared risks and practices required to address them in
cyber defence (for example, participation of milCERTs in national and
multinational civil crisis management exercises or govCERTs in national
and multinational military exercises).

The final area of action - strengthening cooperation with NATO and
other relevant international, public and private actors - is one in which
the EU is making some progress but where effective partnerships could
certainly be enhanced. EU-NATO cooperation at the informal level has
been ongoing since 2010, and has yielded agreement on common areas
of concern such as raising cybersecurity awareness, and training and
capability development in terms of cyber resilience. Whilst NATO itself
has been undergoing its own identity transformation in the last few
years, it has enhanced its policy and established an action plan through
which to develop cyber defence capability — to address both the civil
and military dimension. The enhanced policy was endorsed at NATO's
Wales Summit in September 2014, with the top priority ‘the protection
of the communications systems owned and operated by the Alliance’
(NATO 2014).

Beyond this though, it also emphasised facilitating the efforts of
NATO allies in cyber defence (22 EU member states are of course
also members of NATO), the enhancement of its own institutional
capability and capacity, and cooperation with partners and industry.
Institutionally, NATO has established Rapid Reaction Teams for Cyber
Defence, a Computer Incident Response Capability to protect its own
networks which works with its Cyber Defence Management Authority,
a Defence Planning Process which ‘defines targets for Allied coun-
tries’ implementation of national cyber defence capabilities’, and cyber
defence has also been integrated into its Smart Defence Initiative which
enables countries to work together to develop cyber defence capabilities
where they otherwise could not do so alone? (Ibid.). Beyond NATO for-
mal structures for cyber defence, the NATO-accredited CCDCOE in
Tallinn is an active authority in the field of cyber defence education
and training, as well as research and development. Indeed, it published
a landmark document — the Tallinn Manual (see also Chapters 3 and 7) -
on the interpretation of the Law of Armed Conflict as it relates to cyber
defence.

The task for the EU then in its quest to construct a policy framework
for cyber defence, and indeed a more effective security as resilience
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in this field, is to examine how cooperation and partnership can be
established which avoids duplication and makes full use of sharing and
pooling resources where possible. Whilst formally there are many obsta-
cles to this, processes and agreements similar to those that have been
constructed for shared ‘defence’ resource and capability, are a possibil-
ity and an avenue that could be pursued for cooperation between the
two. Beyond NATO, the EU’s most advanced international partnership is
with the US through the EU-US Working Group on Cyber Security and
Cybercrime, but this does not have an explicit cyber defence dimen-
sion (see Chapter 7). Similarly the EU has signed agreements and has
a cyber dialogue platform with India, Brazil and China (for example,
an EU China Cyber Security Task Force has been created), and has par-
ticipated in various high-level diplomatic conferences (for example, in
London 2011, Budapest 2012, and Seoul 2013), organised to deliberate
on norms and rules for the governance of global cyberspace. The latter
formal platforms, however, whilst effective for reinforcing key messages
in relation to preferred norms for the Internet, have not resulted in
any effective partnerships in relation to cyber defence, and are rather
too infrequent to yield any practical agreement on shared practice or
common understandings of cyber defence challenges.

Conclusions

This chapter has offered an assessment of two of the EU’s priority strands
in its cybersecurity strategy. As indicated in the Introduction to the
book - the coverage - in particular related to NIS - could not be compre-
hensive given the broad scope of the topic — indeed critical issues such
as security of the cloud, mobile networks, smart grids, IT-enabled indus-
trial control systems, cooperation on the standardisation process and
so on, have been omitted. This aside, there are important general and
more specific implications that arise for the EU’s security as resilience in
relation to NIS and cyber defence.

In terms of NIS there are differentiated patterns across member states
with regard to capability and cooperation — and it seems a lack of
willingness under a voluntary regime to report incidents and enhance
institutional capacities for cyber resilience. The European Commission
argued that there was a lack of incentive for the public or private
sector to enhance capabilities which led to the proposed NIS Direc-
tive; the centrepiece legislation that accompanied the EUCSS - which
signified a clear step-change in the governance of NIS — to a hands-
on meta-governance approach. On the main objectives of the proposed
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NIS Directive — to enhance cyber resilience, there has been a general con-
sensus — but also many perceived issues and challenges that might limit
it establishing the critical conditions for effective security as resilience
in terms of promoting cooperation, collaboration and coordination and
a culture of cybersecurity in terms of trust based partnerships required
for information exchange and information sharing between relevant
stakeholders. On capability, there is a general consensus that establish-
ing minimal institutional capacity would be positive, although ensuring
the quality of the institutions and their practice might be much more
difficult to achieve. NIS is certainly progressive in creating the neces-
sary conditions for cybersecurity as resilience — with examples of good
practice abound - but far from optimal.

This said, for cyber defence the conditions for security as resilience
are formative at best. Such a conclusion is not surprising given the rel-
ative newness of the area on the EU’s cyber agenda, but developments
are accelerating at pace, with the EDA leading on important priority
areas. A clearer idea of the landscape has emerged with regard to cyber
defence capability at EU level and within EDA participating member
states, but so too the challenges ahead in this area for the EU to achieve
its main objectives and develop an effective and comprehensive frame-
work for cyber defence. Clearly, awareness, understanding, institutional
and organisational capacity are in their infancy at EU level — with a
mixed picture at member state level that makes for incoherence and
ineffectiveness in cyber defence.

Platforms are being established — and progress is slow but emerging in
terms of moving towards a more effective and resilient regime. Strands
such as training and education are more highly evolved than others
at European level, with ad hoc projects operationalised by the EDA to
enhance knowledge and capability. At member state level, however,
issues remain for many with regard to constructing the necessary facili-
ties, organisations and doctrines for the development of cyber defence.
Whilst potential exists for the evolution of more effective international
partnerships to address cyber defence issues, here too, progress is con-
strained by complexity in the formal process — in particular in relation to
NATO - even though obvious synergies exist. Moreover, not all member
states of the EU participate in the cyber defence pillar — underpinned by
a CSDP mandate - making it more difficult for shared understandings
and approaches to emerge at EU level in the near future.
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Transatlantic Cooperation in
Cybersecurity: Converging on
Security as Resilience?

Introduction

Cybersecurity is a global challenge (see Chapter 3) that requires
international collaboration and partnership with key actors and organ-
isations if it is to be addressed effectively. In this context, a European
Union (EU) priority within its cybersecurity strategy is to establish a
coherent international cyberspace policy and to promote and project
EU core values for cyberspace. The EU’s cybersecurity strategy (EUCSS)
states that its international cyberspace policy ‘will be aimed at increased
engagement and stronger relations with key international partners and
organisations, as well as with civil society and the private sector’ and
that at ‘bilateral level, cooperation with the United States is particularly
important and will be further developed’, notably in the context of the
EU-US Working Group on Cyber-Security and Cyber-Crime (European
Commission 2011; EU Cybersecurity Strategy 2013, p.15). Indeed the
Working Group was established to ‘tackle new threats to the global net-
works upon which the security and the prosperity of our free society
increasingly depend’ (Joint Statement of the EU-US Summit 2010).

The relationship with the United States (US), it can be argued, is valu-
able to Europe not just in terms of cybersecurity and cybercrime per se
but critically, and more broadly, in terms of transatlantic trade flows
and the negotiations on the Transatlantic Trade and Investment Part-
nership (TTIP). These issues are inexorably linked through mechanisms
for sharing real time digital data and information — whether that is
for trade or for purposes of criminal investigation online and offline.
Transatlantic cooperation on cyber issues and the TTIP were profoundly
affected by the Edward Snowden revelations that exposed wide-ranging
‘mass’ surveillance by US intelligence agencies of European citizens and
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elites and which fundamentally dented the trust between the US and
EU in their collaborative efforts. Moreover, it has brought to the fore
and accentuated the differences between the US and the EU on the issue
of the right balance between data protection and privacy and informa-
tion and intelligence sharing (and gathering) in order to ensure effective
and resilient cybersecurity.

This is not to say that the US and the EU are fundamentally cul-
turally incompatible when it comes to partnership, collaboration and
cooperation in relation to cybersecurity and cybercrime. Clearly this is
not the case as they still hold similar views on global Internet gover-
nance — a free, open, secure, accessible Internet for all - and on the
need to develop effective mechanisms to combat cybercrime and protect
and make resilient critical industry information infrastructure. Further-
more, platforms have been established for closer cooperation between
the EU and US on cybercrime and cybersecurity — such as the Working
Group created in November 2010 that focused on: (a) cyber incident
management; (b) public-private partnership; (c) awareness raising; and
(d) cybercrime, out of which was launched the Global Alliance against
Child Sexual Abuse Online (December 2012). In the post-Snowden era,
and one might argue a subsidence with regard to the initial anger sur-
rounding mass surveillance, the EU-US dialogue on cross-cutting and
foreign policy related issues was established (March 2014) as well as an
Information Society Dialogue to focus on broader cybersecurity related
issues including Internet policy and governance.

However, whilst certain progress has been made in the post-Snowden
era there is no doubt that the disclosures regarding National Security
Agency (NSA) espionage activity had an adverse impact on the evo-
lution and progression of a transatlantic partnership and culture of
cybersecurity and resilience based on trust and a shared understand-
ing of the problem and solution with regards to the logics and laws
for cybersecurity. In this context this chapter will focus on and analyse
the EU-US relationship and its implications for the EU in developing
the transatlantic dimension of its cybersecurity strategy and ecosystem.
More specifically, it will analyse similarities and differences between EU
and US logics of security across different issues related to security in
cyberspace. The first section will focus on the broader issue of Internet
governance and the challenge for the EU-US partnership with regards
to alternative proposed models of Internet regulation and security. The
second section will then analyse in detail the implications of Snowden
and specifically, US and EU approaches to cyber cooperation (cultures
of cybersecurity) and what this means for the emergence of an effective
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transatlantic security as resilience. The third section will assess progress
made through the relevant established formal and informal arrange-
ments between the EU and US with regard to combating cybercrime
and constructing an effective transatlantic cybersecurity of resilience.
The final section will assess the extent to which the EU-US partnership
can foster the necessary conditions for an effective security as resilience
to emerge between two key global players and more broadly, in relation
to the evolution of a global cybersecurity ecosystem of resilience.

Governing cyberspace

The EU and the US have similar normative positions on the Internet
and how it should be governed, even though historically and follow-
ing the Snowden revelations there have been moments of disagreement
and contention, with the EU calling for greater inclusiveness and trans-
parency within the global fora — in particular the Internet Corporation
for Assigned Names and Number (ICANN)! - that regulate the Internet.
They both subscribe to the principle of a global Internet that is funda-
mentally a public, collective good and from this that the Internet should
be available to and accessible by all citizens. Thus they share a normative
view of an Internet with no restrictions or limitations, the exception to
this rule being the use of instruments for preventing harm to others in
the online environment (Christou 2014).

The EU and US also share similar views on the model for regulating the
Internet, ensuring that rights online are protected and that the Internet
is secure and accessible so that economic benefits can be maximised.
Such a multistakeholder model was born from a long, controversial
and contested process — the UN World Summit on the Information
Society (WSIS 2002-2005) — throughout which challenges to US uni-
lateral control of the Internet emerged. Such a challenge came from
the EU that wanted more intergovernmental oversight within ICANN;
that is, a change in the nature of the public-private relationship origi-
nally constructed (Christou and Simpson 2007, p.154-156). It also, more
saliently, came from those states such as Russia, China, Saudi Arabia and
Iran that preferred a multistate model and a complete shift away from
‘all stakeholders’ to governmental control of Internet governance and
regulation through the UN in order to dilute US control (Laprise 2014).

The Working Group on Internet Governance (WGIG) that was estab-
lished by then UN Secretary-General, Kofi Annan, to define Internet
governance and the structures and responsibilities of actors within it,
ultimately supported — in the face of US refusal to give up control and
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ownership of the Internet — the creation of a forum that would pro-
vide ‘a space for dialogue for all stakeholders on an equal footing on
all Internet Governance issues’ (WGIG 2005, p.10). This culminated
in the idea of the Internet Governance Forum (IGF) that although
formed under the auspices of the UN, was a body that would allow
stakeholders to come together to discuss, deliberate and come up with
solutions to, all issues related to Internet governance. Since then the
multistakeholder model, embodied not just within ICANN and the IGE,
but also standard setting and regulatory bodies such as the Internet
Engineering Task Force (IETF), has been upheld as the normatively right
model for Internet governance — including security — given the nature
of the Internet and the potential impact it can have on a variety of
stakeholders. Indeed, evidence of best practice discussed at the IGF
has been diffused into domestic policies (Christou and Simpson 2012),
ICANN structures and programmes have demonstrated how practical
issues can be resolved within its inclusive process, and in general the
multistakeholder approach has ensured the maintenance of an open
and free Internet that has allowed innovation and diversity to prosper
(Bendiek 2014, p.8).

This model, of course (as shown in Chapter 3), is not without con-
troversy and has been challenged at every opportunity by those states
that want to see greater state control and a more intergovernmental
approach to Internet governance; and that have expressed concern over
US control and oversight of the management of the Internet (ICANN).
At the World Conference on International Communications (2012), for
example, convened to revise Internet Telecommunications Regulations
(ITRs), there was a proposal by Russia, China, Saudi Arabia, Algeria
and Sudan that sought to extend ITR jurisdictions. That is, sovereign
state control over all aspects of Internet governance, including security
aspects. Although such a proposal was eventually withdrawn, the ITU
adopted a compromise non-binding resolution (Resolution 3) included
in the final ITR text that effectively embedded the language of intergov-
ernmentalism and greater state control over Internet related technical,
development and public policy issues (Kruger 2013, p.12). The result
was that the US refused to sign the final treaty, particularly because
of the implications that this might have for subsequent ITR articles
on cybersecurity and cybercrime; but as Klimburg suggests, ‘the wider
implications of the [final] document could well be a “semantic beach-
head” with which to further attack the issue of multistakeholderism’
(2012, p.4).
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Whilst sure enough, fora such as the ITU WCIT in 2013, saw similar
challenges to the multistakeholderism model, the EU and the US (and
an alliance of other Western states) have consistently defended it — and
the principles of a free and open Internet. However, Edward Snowden'’s
release of classified US documents in the summer of 2013 that revealed
the scope of US intelligence surveillance activities was a moment in
which the solidarity within the Western alliance - and particularly
between the EU and US - was questioned, with certain implications
for transatlantic cyber collaboration. Even prior to the Snowden rev-
elations the EU had consistently called for greater accountability and
transparency and a more equal role for the Governmental Advisory
Committee (GAC) with regards to the oversight and functioning of
ICANN (European Commission 2009), whilst supporting multistake-
holderism in principle (Christou and Simpson 2011). Though the US,
through the Affirmation of Commitments (2009) signed by ICANN and
the US Department of Commerce indicated a commitment to period-
ically review the four core objectives of ICANN - including that of
accountability, transparency and the interests of global Internet users,
this did not result in the reduction of US unilateral oversight over
ICANN and the Internet Assigned Names Authority (IANA) function.
Thus after Snowden, the EU went a step further in also demanding
greater inclusivity for democratic states such as Brazil and India, and
in challenging more assertively the unilateral power of oversight of the
US in ICANN.

To this end the European Commission - led by DG Connect — estab-
lished the Global Internet Policy Observatory (GIPO), with the objective
of creating a more inclusive and transparent technical platform for
participation in Internet governance. GIPO was established in coop-
eration with not just like-minded countries such as Brazil, India and
Switzerland, but also regional organisations such as the African Union,
as well as certain non-governmental organisations. The purpose then
was to ensure that all stakeholders — even those with limited resources —
could have greater access and participate in, through a technological
solution, Internet governance policy-making processes, information and
discussion.? Thus GIPO’s aim is not to displace existing fora and plat-
forms for Internet governance discussions, but rather, give further voice
and influence to those emerging democratic powers and regional organ-
isations that want to challenge US control over the functions of the
Internet (Interview, DG Connect official, March 2013).

Furthermore, the EU reiterated its commitment to transparency and
inclusiveness at the Multi-Stakeholder Meeting on the Future of Internet
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Governance (NETmundial) held in Sao Paulo, Brazil (April 2014) and
the IGF meeting in September 2014. Indeed a common and con-
sistent projection and message from Neelie Kroes, former Vice Pres-
ident of the European Commission and member of the High-Level
Multistakeholder Committee of NETmundial, was to ensure the glob-
alisation of IANA and ICANN as well as strengthening the IGF and
improving the multistakeholder model for Internet governance. The
very rationale for this position was articulated clearly by Kroes: ‘Recent
revelations of large-scale surveillance have called into question the stew-
ardship of the US when it comes to internet governance...Given the
US-centric model of internet governance currently in place, it is neces-
sary to broker a smooth transition to a more global model while at the
same time protecting the underlying values of open multi-stakeholder
governance... Large-scale surveillance and intelligence activities have
led to a loss of confidence in the internet and its present governance
arrangements.” (Kroes cited in Traynor 2014). NETmundial produced a
document, in the end, that set out common principles and values for an
inclusive, multistakeholder and evolving governance framework for the
Internet — with a roadmap on how to achieve this which both the EU
and the US have committed themselves to achieving (Press release, 1st
EU-US Cyber dialogue 2014).

In this context the US, in March 2014, announced its intention to set
forth a process that would see the National Telecommunications and
Information Administration (NTIA) relinquish its oversight function in
relation to ICANN, but with two major caveats: 1. That the current
system of oversight is replaced with a multistakeholder model not dom-
inated by states 2. That the current system and structures that support it
remain in place until any new governance mechanisms are agreed by the
internet community. This had the dual effect of: placating those, such as
the EU and its member states, with regard to the ‘surveillance’ for ‘secu-
rity’ debate that emerged with the Snowden revelations and subsequent
issues of US control of the Internet for its strategic interest; whilst also
ensuring that it sustained a consensus among like-minded states and
organisations (NGOs, regional organisations and so on) on the values
that should underpin the governance of the Internet — and importantly,
the broad array of actors that should participate in such processes. The
alternative ‘sovereignty’ based vision of Internet governance articulated
by states such as Russia and China was thus, temporarily at least, dis-
credited, with the potentially more inclusive ‘transitional’ mechanisms
the main focus of deliberations in subsequent international fora. It also
meant that the EU and other like-minded emerging democracies had
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a basis on which to pressure the US government into realising the
momentum and creating concrete structures for a more inclusive Inter-
net governance, even if, at the time of writing, the US government
remains in control of the Internet’s main functions.

Security, data privacy and data protection

A key obstacle to cooperation in cybersecurity is the cultural challenge
posed by interaction in such a complex technical and legal domain.
It can be argued that the mass surveillance and monitoring programmes
such as PRISM (as well as others such as Bullrun, Upstream and so on)
carried out by the US and its intelligence agencies, served to exacer-
bate the different approaches to securing cyberspace advocated by the
EU and the US, and therefore simultaneously hinder collaboration but
also catalyse a reflective process through which it could be effectively
restored.

EU and US logics and approaches

The tension between the US and EU on the balance between security
and data privacy stems and is underpinned by the fact that cybersecurity
policy is driven by different logics for each. The EU approach has been
characterised as legalistic focusing on cybercrime, with an emphasis on
cyber defence and soft power capabilities (Bendiek 2014; Christou 2014).
Indeed some have even gone as far as describing the EU as a civilian
cyber power (Dunn Cavelty 2013). The EU, as highlighted in previ-
ous chapters in this book, is predominantly focused on constructing
a resilient ecosystem that enables not only protection through build-
ing capacity, but also the ability to bounce back and recover from cyber
attacks. Moreover, the EU’s approach has embedded within it the notion
of security as resilience (essentially Type 3 resilience — see Chapter 2)
where security does not mean the ability to build offensive capacity and
defend the cyber perimeter, but rather adheres to the notions of cre-
ating adaptable, flexible and robust systems and a complex regulatory
environment that is characterised by shared responsibility and multiple
stakeholders. Building resilience then, is the driver for ensuring more
effective cybersecurity in Europe; and such an approach - at the level
of the EU at least, if not all EU member states — is not driven by a secu-
rity logic that prioritises data collection for ‘security’ no matter what the
implications for abuse of power, civil rights and ultimately the security
of the citizen (Ibid., p.8; Bigo et al. 2013; Bowden et al. 2013; Coaffee
and Fussey 2015).



Transatlantic Cooperation in Cybersecurity 151

In contrast, the US approach to cybersecurity has at its very core the
concepts of military defence (which includes offence in contrast the EU)
and deterrence (Lewis 2014; Sofaer et al. 2010), and encompasses a wide
range of priorities and principles (see Box 7.1).

Box 7.1 US cybersecurity priorities
Priorities

1. Protecting the country’s critical infrastructure - our most
important information systems — from cyber threats.

2. Improving our ability to identify and report cyber incidents so
that we can respond in a timely manner.

3. Engaging with international partners to promote internet free-
dom and build support for an open, interoperable, secure, and
reliable cyberspace.

4. Securing federal networks by setting clear security targets and
holding agencies accountable for meeting those targets.

5. Shaping a cyber-savvy workforce and moving beyond pass-
words in partnership with the private sector.

Principles

Whole-of-government approach

Network defense first

Protection of privacy and civil liberties
Public-private collaboration

International cooperation and engagement

SNl

Source:  http://www.whitehouse.gov/issues/foreign-policy/cyber
security

Despite this, however, such priorities are driven by the dominant per-
ception of cybersecurity as a threat to national security; a threat that can
be most effectively addressed by enhancing, through military means,
US hard power in cyberspace (Bendiek 2014, p.17; Stevens 2012).> For
example, the Centre for Strategic and International Studies’” Commis-
sion on Cyber Security in its report (2008) portrayed cybersecurity as
‘a major national security problem’ for the US. In what subsequently
followed, President Barack Obama’s overhaul of US cybersecurity policy
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led to a reorganisation of cyber defence capability and strategy through
the Department of Defence (DoD), a move which increasingly equated
cybersecurity to military security and which included the notion of
pre-emptive attacks.

This move was also reflected in the institutional location of cyber
defence responsibility, when previous task forces were consolidated into
the US Cyber Command (USCYBERCOM) which in turn reported to
US Strategic Command (Porcedda 2012, p.48). The central tasks of
USCYBERCOM were twofold: 1. Computer Network Defence (to coor-
dinate defence operations against cyber attacks); 2. Cyber Attack Oper-
ations (to build and enhance offensive cyber attack capability). Indeed,
on the latter, and given the increased projection (and perception)
of cyber risks posed by actors outside the US (for example, Chinese
cyber espionage), the US International Strategy for Cyberspace (2011)
states quite unequivocally that ‘When warranted, the United States
will respond to hostile acts in cyberspace as we would to any other
threat’. Importantly then, the US strategy of defence and deterrence was
based on the ability to create a climate of fear among cyber enemies
through increased militarisation (capacity and strength). This is despite
the fact that any logic of deterrence also implies clear lines of ‘attri-
bution’ and based on this, retaliation; which is not always feasible or
possible in cyberspace given that technical protocols guarantee a cer-
tain amount of anonymity for users. Indeed even if attribution was less
complex, the issue of what is proportionate and appropriate in retalia-
tion against cyber attacks is still controversial even though the Tallinn
Manual (2013) has sought to sketch out the rules of cyber warfare.

As well as institutional transformation a considerable amount of
resource — human and financial — has been made available to meet
USCYBERCOM obijectives. For example, the head of USCYBERCOM and
the US National Security Agency (NSA), General Keith Alexander, has
been developing over the last two years 40 new teams of cyber agents,
13 of which will focus on offensive cyber attacks against other coun-
tries and cyber adversaries. In short, such teams have been described
by Alexander as ‘defend-the-nation’ teams that are ‘analogous to bat-
talions in the Army and Marine Corps — or squadrons in the Navy and
Air Force...they will soon be capable of operating on their own, with
a range of operational and intelligence skill sets, as well as a mix of
military and civilian personnel’ (Pentagon creates 13 offensive cyber
teams 2013). The numbers employed with USCYBERCOM have also
increased fourfold since its launch (to just under 5,000), with the finan-
cial resource for cybersecurity also increasing year on year to support
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actions across the US government. For example, in 2013 the budget for
cybersecurity was $52.6 billion - with an addition $14 billion being
requested for the 2016 fiscal year (Obama seeks $14 billion to boost
US cybersecurity defences 2015). Two thirds of the budget since 2013
have been requested and spent by the Central Intelligence Agency (CIA),
the NSA and the National Reconnaissance Office (NRO) (Bendiek 2014,
p-16). Indeed the Pentagon alone in 2016 requested $5.5 billion in
funding for 2016 ($4.7 billion in 2014).

Practices flowing from the above offensive logic and resource to sup-
port it have also spilled over into the intelligence dimension, and have
had serious ramifications with regards to the issue of how data has been
collected and utilised by the US government and its agencies for the
purpose of addressing the national threat that cybersecurity poses. For
example, the US intelligence community regularly engage in offensive
cyber operations - a total of 231 in 2011 according to leaked (Wikileaks)
documents, with other funded projects being specifically employed to
penetrate foreign networks through placing ‘covert implants’; sophis-
ticated malware in computers, routers and firewalls (Gellman and
Nakashima 2013). There are also plans in the next phase of offensive
cyber-operations for US spy agencies to use an automated system called
TURBINE that can manage millions of implants for gathering intelli-
gence and actively attacking machines (Chan 2013). Furthermore, it
has been argued that the NSA has bought and exploited ‘so-called zero-
day vulnerabilities in current operating systems and hardware to inject
NSA malware into numerous strategically opportune points of Internet
infrastructure’ (Dunn Cavelty 2014; Greenwald and MacAskill 2013).
In addition, it has also been revealed that US government resource
deployed to crack existing encryption standards has contributed further
to the very vulnerability of those encryption systems (Dunn Cavelty
2014; Clarke et al. 2013).

Such activities, it can be argued, have serious implications for achiev-
ing security as resilience - and sit in direct contrast to the logics
underpinning EU cybersecurity (but not necessarily certain EU member
states). They do not only create a market (and incentive) for producing
and selling such vulnerabilities; these backdoors or sleeper programs can
be used at any time for different purposes (disruption, surveillance and
so on), and can ultimately lead to further insecurity and vulnerability
whilst also impacting on trust and confidence in cyberspace. As Dunn
Cavelty (2013, p.9) points out, those that insert the backdoors, cannot
guarantee that they remain in control of them and thus could quite
feasibly be exploited by the very cyber criminals, hackers and terrorists
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that such measures seek to protect against. Such practices, driven by a
national security logic, can increase the threat for states and citizens
alike; and adversely affect the resilience of any ecosystem through the
direct and indirect creation of vulnerabilities.

Network and information security: Critical infrastructure
protection

Whilst in relation to cyber defence, EU-US logics are fundamentally dif-
ferent, on the issue of Network and Information Security (NIS) — and in
particular critical infrastructure protection (CIP), there is at least some
sense of convergence on the need for regulation and a more hands-on
meta governance with regard to reporting — even though there has been
resistance to a mandatory approach both in the EU (see Chapter 6 for
details) and in the US.

In the EU, ENISA continues to highlight in its annual threat land-
scape reports (ENISA Threat Landscape 2013, 2014) the risks associated
and potential consequences of cyber attacks on critical infrastructure.*
The NIS Directive (see Chapter 6) is still under discussion at the time
of writing in the EU Council of Ministers after being agreed by the
European Parliament in March 2014. However, whatever the agreement
in the Council the final version is likely to be much narrower in its
focus in relation to the sectors and market operators included with
regards to mandatory reporting of incidents; mainly due to a number
of amendments made by the Internal Market and Consumer Protection
Committee (IMCO) of the European Parliament (Pearse et al. 2015; Long
2014). Moreover, member states are likely to have much more discre-
tion on whether to include public administrations within the remit of
the Directive — thus potentially opening up more avenues for voluntary
arrangements between government and the private sector. Thus whilst
the NIS Directive will no doubt provide for the establishment of NIS
competent authorities in EU member states which will monitor compli-
ance with the Directive, promote NIS strategy and receive, collate and
share information on cybersecurity attacks and threats, the flexibility in
interpretation and reduced scope of the Directive might have an adverse
effect on the quality of the institutions established, and the consistency
and sharing of reliable information.

In the US, the Industrial Control Systems Cyber Emergency Response
Team (ICS-CERT) and organisations such as the National Research Coun-
cil (NRC) have reported on the increasing number of cyber attacks
on critical infrastructure and speculated extensively on the poten-
tial impact they could have. According to some scholars, this has
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heightened the sense of urgency among certain US government organs
to be more proactive in establishing measures for the protection of
national critical infrastructure — including, and in particular with regard
to the relationship with the private sector (Titch 2013, p.3). However,
there has also been significant resistance from business, civil rights and
Internet privacy advocates and different parts of the US government on
proposed legislation (see below). The result has been reliance, in the US,
on a voluntary ‘market’ and ‘hands-off’ meta-governance approach to
information sharing between government and critical national infras-
tructure providers, despite efforts to introduce mandatory reporting.

To elaborate further, on several occasions over the past few years bills
have been introduced to Congress that would facilitate the mandatory
sharing of information on cyber threats and attacks between the US gov-
ernment and relevant private sector infrastructure providers. The Cyber
Intelligence Sharing and Protection Act (CISPA), for instance, was put
forth on 30 November 2011 (with 111 co-sponsors), and although it
was passed by the House of Representatives by a majority vote in April
2012, it failed in the US Senate, amid fears that it would eventually be
vetoed by the White House because it lacked sufficient safeguards with
regards to civil liberties and confidentiality but also because it did not
go far enough in terms of incentivising the adoption of cybersecurity
standards and protocols by the private sector. Many questioned how
far such a bill would be compatible with laws that did provide such
safeguards, such as the Electronic Communications Privacy Act (ECPA)
(Titch 2013, p.4-10). Despite the bill being reintroduced in 2013, 2014
(as the Cybersecurity Information Sharing Act) and 2015, no outcome
was secured and at the time of writing (March 20135) it had been referred
to the Committee on Intelligence in order to assess whether it should be
brought to the House for a vote once again.

Precisely because attempts to pass the above bill failed, an Exec-
utive Order (13636) was issued by the President of the US, Barack
Obama, in February 2013 that sought, as one of its core objectives, to
construct a voluntary Framework and Roadmap for Improving Criti-
cal National Infrastructure Protection.’ That is, rules that would guide
information sharing between the US government and owners and
operators of critical infrastructure and that would facilitate (incen-
tivise) the implementation of minimum cybersecurity standards. The
National Institute for Standards and Technology (NIST) was responsi-
ble for launching the Framework in February 2014, and developing a
cost-effective way ‘to reduce cyber risks to critical infrastructure’ (Pearse
etal. 2015). Moreover, the NIST, alongside the Department of Homeland
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Security (DHS) and the Department of Defence (DoD), were all tasked
with creating a partnership with the owners and operators of critical
national infrastructure through, in addition to creating a cybersecurity
framework:

¢ New information sharing to provide classified and unclassified threat
and attack information to US companies.
e A voluntary program to promote the adoption of the framework
e Review of existing cybersecurity regulation
e Strong privacy and civil liberties protections based on the Fair
Information Practice Principles
(EO 13636: Improving Critical Infrastructure
Cybersecurity 2014)

As with the original European Commission proposed EU NIS Directive
the scope of the US framework is broad, including a wide range of sec-
tors, and indeed incentives to adopt the Framework across these sectors,
such as cybersecurity insurance, grants and cybersecurity research. Such
policy ideas have also appeared in the EU cyber strategy and in the
strategies of leading member states such as the UK, albeit in different
forms. In this sense then, there is a similarity in approach between
the Obama administration and the EU in terms of the desire for the
implementation of minimum cybersecurity standards and incentivising
adoption of such standards as well as information sharing. Indeed there
is also agreement that the approach taken should be underpinned by
legislation and regulation - the key difference, of course, being that in
the US this has been continuously resisted by the Senate and other crit-
ical voices, whereas in the EU, the mandatory obligation to report is
embedded in the NIS Directive (despite certain scepticism from lead-
ing member states), even if the final form might well reduce the scope
and reach of it. Whilst this indicates some convergence in thinking on
the issue of how to enhance cyber resilience between the US and EU in
relation to CIP, it might also be argued that if these approaches result
in different practices — this could also lead to inconsistencies in report-
ing and therefore responses to potential cyber threats given the global
nature of cybercrime. Moreover, the debate in the US on a mandatory
approach to information sharing demonstrates the sensitivity of such
an issue with regards to the rights of US citizens - but also importantly,
the potential differences between the EU and the US on the relationship
between privacy, freedom and security given the logics within which
such issues are addressed.
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Data privacy and protection

The conversation between the EU and the US on data privacy has been
described by some as ‘uneasy’ given the difference in attitudes, culture
and legal systems; with this difference being acutely exacerbated by
the Snowden disclosures (Kerry 2014; see also Bygrave 2013). This said,
equally uneasy are the conversations between EU member states with
regard to the relationship between security and data privacy. Some, such
as the UK (GCHQ) were complicit in NSA surveillance activity high-
lighting the disagreements within the EU over when and how data for
security and counter-terrorism purposes should be collected, stored and
utilised.

Such activities were singled out and condemned by the European Par-
liament'’s civil liberties committee report on mass surveillance. Indeed
there was criticism of mass surveillance not just in the UK and the
US, but also France, Germany and Sweden — and in particular the
clear lack of competence on the part of oversight committees across
EU countries to provide any sort of accountability — at the political
(democratic legitimacy) or technical level (installing back doors and not
fixing vulnerabilities) (European Parliament 2013; see also Bigo et al.
2013). The European Commission, and in particular Vivienne Reding,
Vice-President and Commissioner for Justice, Fundamental Rights and
Citizenship at the time of the Snowden revelations (June 2013), was
also clear in the message that ‘such activities have grave adverse con-
sequences for the fundamental rights of EU citizens’ (Reding 2013),
and that there could be no compromise on standards of protection
enjoyed by European citizens going forward. Whilst there was recog-
nition by Reding that national security was a matter for EU member
states, the Snowden case demonstrated that a clear legal framework
for the protection of personal data was not a luxury but an absolute
necessity and fundamental right for all EU citizens (cited in Watt 2013).
Indeed, Reding went as far as advocating the development of a European
cloud® as an alternative for ensuring the security of European data (see
Venkatraman 2013).

The mass surveillance security practices of the NSA, authorised by the
US administration, were justified by a ‘national security’ logic, and a
body of US law, underpinning the US approach to cybersecurity. The
Report of the ad hoc EU-US Working Group on Data Protection (2013)
highlighted the US legal basis on which surveillance activities were car-
ried out. There were two fundamental elements to this that allowed for
the collection of personal data by US intelligence agencies: the first
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was Section 2 of the Foreign Affairs Surveillance Act (FISA); and the
second, Section 215 of the USA Patriot Act 2001. Under these laws
authorisation and oversight of intelligence collection is provided by the
FISA court. Other provisions also allow for the collection of foreign intel-
ligence information - such as the Executive Order 12333 - for which
there is no judicial oversight but where activities pursued under this
‘Order must not violate the US Constitution or applicable statutory law’
(Ibid.). The US Constitution, in this instance, does provide protection
for US citizens on data collection under the Fourth Amendment - which
prohibits ‘unreasonable searches and seizures’ and requires that a war-
rant must be based upon ‘probable cause’. However, this protection does
not extend to non-US nationals unless they have become or are part of
the US national community; raising the question of how well protected
the data of European citizens is when using US online services.” The
sharing and use of citizens’ personal data in the US is also protected
by a host of laws across different sectors — and enforced by the Fed-
eral Trade Commission if companies are found to violate their privacy
policies (Kerry 2014, p.2).

The NSA revelations raised ethical as well as legal questions on the bal-
ance between privacy and rights — in the US and the EU - and indeed,
the extent to which US authorisation of the surveillance of European
citizens and heads of government — was necessary and proportionate to
meet the interests of national security (European Commission 2013e;
Bendiek 2014, p.20). In other words, it raised the issue of whether EU
and US ‘cultures’ of cybersecurity were compatible when it came to per-
sonal data collection and its use for intelligence purposes, given the
logics that underpinned the approaches taken. This in turn provided
added momentum to ongoing reforms on data privacy and protection
in the EU (the EU’s 1995 Data Protection Directive) and US (the Con-
sumer Privacy Bill of Rights) and catalysed a series of new reviews on
existing rules and transatlantic agreements on data flows that sought to
restore and ensure rights and most importantly, rebuild trust.

One such agreement was that of Safe Harbour (European Commis-
sion 520/2000/EC), which was put in place in order to ensure adequate
protection for the purposes of personal data transfers from the EU
(European Commission 2013d, p.2). The agreement essentially provided
principles (see Box 7.2) for protecting privacy that had to be adhered
to, through self-certification, by US companies transferring data on EU
citizens; and whilst signing up to such arrangements was voluntary,
adherence to the rules if signed up was not. The review of Safe Harbour
conducted by the European Commission in 2013 revealed that many of
the 3246 companies signed up to Safe Harbour were not complying with
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the obligations of the agreement (Ibid., p.4), and increased violation
of such principles over time was also confirmed by other independent
reports (see Bendiek 2014, p.21). The reforms suggested by the Commis-
sion, however, were considered to be moderate given the initial calls
by the European Parliament to suspend Safe Harbour, and Vivienne
Reding’s rhetoric on Safe Harbour as a potential loophole undermining
EU protection laws (Alden 2014).

Box 7.2 Safe harbour: Basic overarching principles

1. Transparency of adhering companies’ privacy policies

2. Incorporation of Safe Harbour principles in companies’ privacy
policies

3. Enforcement, including by public authorities

Source: European Commission (2013d, p.2).

The main recommendations for strengthening the Safe Harbour Pri-
vacy Principles, in this context, centred on: making alternative dispute
resolution more available and accessible (affordable) to individuals;
ensuring onward protection of data when transferred to a third party
processor; greater transparency of Safe Harbour companies’ privacy
rules and in particular whether data can be collected from them under
US laws and regulations; enhancing processes and tools for enforcing
Safe Harbour Principles (European Commission 2013d, p.14-19). Given
the importance of the agreement, and the adequacy of its provisions on
data flow and privacy to the parallel negotiations on TTIP, such recom-
mendations have been criticised as deficient by some, but sufficient ‘to
improve the functionality of Safe Harbour’, by the Commission (Reding
cited in Saran 2014). From a US position data flows is an issue for nego-
tiation in TTIP — but from an EU perspective, it has been omitted from
the agenda precisely because high levels of data protection and rights
of privacy are a non-negotiable part of TTIP; a clear obstacle to future
cooperation if agreement cannot be reached on the interoperability of
privacy and data protection systems.

Whilst Safe Harbour is an agreement that applies specifically to
economic and trade dimensions of data flow and protection, the impli-
cations, as indicated above, are much broader (that is, cooperation
in criminal matters) given the question of how much access the US
government has to data stored by private companies, many of which
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operate transnationally. This is also the case with the EU’s proposed draft
of the General Data Protection Regulation (GDPR), the purpose of which
is to enhance and harmonise data protection standards throughout
the EU, and to provide additional safeguards, rights and enforcement
processes when European data is being used inside or outside the
EU® (GDPR 2014). The GDPR and its negotiation was controversial —
with the European Parliament (EP) introducing (post-Snowden) an anti-
FISA clause (Bendiek 2014, p.21) and so-called Article 42 that would
have put a sunset on Safe Harbour (Kerry 2014, p.4).

Whilst these did not appear in the final version agreed by the
EP in March 2014, intense lobbying meant that no less than 3999
amendments were made to the original Commission proposal (January
2012) by the Civil Liberties, Justice and Home Affairs Committee (LIBE).
The agreed version, at the time of writing (March 2015), is still under dis-
cussion in the Council of Ministers, with critical issues (among others)
such as the right to erasure, informed consent and transfer of data
to third countries still to be resolved. Such issues have proved to be
controversial throughout the process — with, for example, the issue of
transferring data to third parties and countries deleted from the original
Commission proposal after intensive lobbying by the US government,
only to be reinserted by the EP in the final agreed version. Member
states have not incorporated this approach into their version thus far,
and if omitted would fundamentally weaken the rights of European
citizens with regard to data use and transfer. Similarly on the issue of
informed consent — whilst the Commission and final EP version insist
on explicit consent — that is, individuals being able to consciously agree
or disagree on what happens to their data, member states have thus
far leaned towards a ‘more vague “unambiguous” consent’, which for
some ‘would give a cheap excuse to data controllers’, not to ask for con-
sent, thus lowering the level of protection from that originally proposed
(Albrecht 2015).

The EU and US have in addition, specific agreements on the use and
transfer of data in police and judicial matters, with negotiations ongoing
on an ‘umbrella agreement’ in this area with the objective of ‘ensuring a
high level of data protection, in line with the EU data protection acquis,
for citizens whose data is transferred across the Atlantic, thereby further
strengthening EU-U.S. cooperation in the fights against crime and ter-
rorism’ (European Commission 2013e). Debates and disputes emerged
over levels of personal data protection prior to and in particular after
the Snowden revelations on the Passenger Name Record Agreement
(PNRA) (the transfer of flight information) the Terrorist Finance Tracking
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Program (TFTP) (exchange of financial data through the SWIFT sys-
tem) and the Mutual Legal Assistance Agreement (MLA) (facilitating the
exchange of information and evidence in criminal cross-border inves-
tigations). In essence, the negotiations for the umbrella agreement, for
the EU, entailed securing the same level of data protection offered in the
GDPR for data transfer in police and judicial cooperation on criminal
matters (European Commission 2013d).

Central to this has been ensuring that EU citizens not living in
the US have the right to judicial redress and benefit from the same
safeguards as US citizens. In the context of increasing US public scep-
ticism and the economic consequences of mass surveillance for security,
the Obama administration took ‘the unprecedented step of extending
certain protections...for American people to people overseas’ (Kerry
2014, p.10) recommending that the US Privacy Act (1974) be revised
in order to include non-US nationals. However, in practice, this com-
mitment has not yet resulted in a practical solution through legislation
in Congress. Moreover, even if an adequate mechanism is found for
granting judicial redress to EU citizens in the US, for some, ‘this will
not bring to an end - or even bring transparency to — the whole-
sale violations of EU citizens’ rights by US surveillance via its top
secret intelligence programmes’ because the Privacy Act of 1974 is sub-
ject to exceptions and does not cover data collected for the NSA and
other national security programmes (Micek and Masse 2014). In addi-
tion, agreement has not been reached on the critical issue of limit-
ing data transfer to specific law enforcement purposes, which would
then also be processed for these purposes only (European Commission
2014).

This said, certain reforms stemming from President Obama’s
requested review of Intelligence and Communication Technology (for
the Report see Clarke et al 2013) have been instigated, including the
‘declassification of FISA court decisions and other intelligence materi-
als’, which for some, has provided for more transparency around foreign
intelligence collection by the US (Kerry 2014, p.10). Other measures
have included limitations on the collection and use of data, strength-
ening civil liberty and privacy protections under Section 215 of the
US Patriot Act and Section 702 of the FISA, as well as providing fur-
ther mechanisms for the protection of whistle-blowers (Office of the
Director of National Intelligence 2015). In addition, a Big Data Working
Group was set up led by Counsellor to President Obama, John Podesta,
which also made commitments to advance the Consumer Privacy Bill
of Rights in the US; making it legally enforceable by the Federal Trade
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Commission in order to provide a more solid foundation of trust by
‘establishing a broad set of principles for businesses and consumers’
(Ibid., p.17).

Progress then has been made on both sides of the Atlantic on the
reform of privacy and data protection systems — and though it seems the
EU and US don’t disagree on key values for IG, there is still some way to
go when it comes to cultural and legal aspects of cybersecurity. However,
whilst the EU’s underlying logic to cybersecurity allows for a more legal-
istic, regulatory, rights-based approach at the European level, individual
member states (the UK, Germany, France, Sweden) clearly, alongside
the US, also take a ‘national security’ first approach on this issue of
data collection for criminal matters, making the relationship between
citizens’ rights and governmental security objectives as problematic in
Europe as in the US when it comes to constructing an effective transat-
lantic security as resilience. Even EU legislation such as the E-privacy
Directive (2009) allows personal data to be used for ‘crime prevention’
and other purposes, thus providing a weak framework for individual
data protection where the national security logic is primary (Bendiek
2014, p.23). Indeed even though the Data Retention Directive (2006)
was declared invalid by the European Court of Justice in April 2014, pre-
cisely because it constituted a ‘serious interference with...the right to
privacy and the right to protection of personal data’ (Villalon cited in
Hern 2014) — member states such as the UK have continued to enforce
the Directive to ensure access to communications data'® (Ibid.). More-
over, such a judgment also impacts on the nature of data collection
within already existing EU-US mechanisms such as PNR and TFTR - and
in particular the way in which undifferentiated bulk data has been trans-
ferred to US authorities — that is, data of unsuspicious individuals with
no clear link to being a public security threat. This in turn, has impli-
cations for the fundamental rights of such individuals and the way in
which the EU and US collect data for security purposes (see Boehm and
Cole 2014). Finally, the tensions between individual rights and security
logics also stretch to international level — where the Budapest Conven-
tion (cybercrime) and the Tallinn Manual (cyber warfare) do not provide
clear guidelines for the protection of personal data and the rights of
individuals (Bendiek 2014, p.23).

EU-US platforms for cooperation and coordination on
cybersecurity and cybercrime

The US-EU fact sheet (2014) on cyber cooperation between the two
partners highlights the extent to which ‘cooperation is founded on
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our shared values, our interest in an open and interoperable Inter-
net, and our commitment to multistakeholder Internet governance,
Internet freedom, and protecting human rights in cyberspace. Interna-
tional cyberspace developments are central to our broader foreign and
security policy, and are key elements of our strategic partnership’. How-
ever, given the context already alluded to above, it is pertinent to ask
how the similarities and differences between the EU and US on the
various facets of cybersecurity and cybercrime have actually resulted
in effective platforms for cooperation and coordination? More impor-
tantly, it is critical that we understand the extent to which this has
resulted in a more effective security as resilience in any joint endeavours
undertaken.

There has certainly been no shortage of initiatives in the past five
years that have sought to enhance efforts on this front, the first of
these established in the context of the 20 November (2010) EU-US
Lisbon Summit in order to ‘enhance cybersecurity and cybercrime activ-
ities and contribute to countering global cybersecurity threats’. The
Working Group on cybersecurity and cybercrime established a clear set
of objectives and priority areas, as well as specific deliverables, with
the aim of annually reporting on progress made within each. The
four main areas were: Cyber incident management; Public-Private Part-
nerships; Awareness Raising; and Cybercrime (EU-US Working Group,
Concept Paper 2011). Whilst it is clear that the Snowden revelations
had a negative impact on many aspects of work that the Work-
ing Group - and the expert sub groups (to address one each of the
above main areas) were set up to do, some progress and concrete out-
comes did emerge from it (Interviews, European Commission, June
2013).

For instance, public-private workshops on industrial control systems
have been hosted and both partners have jointly promoted National
Cyber Awareness Month in the U.S. and Europe (US-EU fact sheet 2014).
The EU and US also conducted a transatlantic cybersecurity exercise as
well as organising the exchange of information on national and regional
cyber exercises. The bilateral table top exercise, Cyber Atlantic, was con-
ducted in November 2011, with the purpose of determining how the
EU and US could cooperate effectively (see Box 7.3 for objectives of the
exercise). This was the first (and only) joint exercise undertaken by the
EU and US - and was therefore exploratory in nature. Nevertheless over
60 participants from 16 EU member states took part as well as represen-
tatives from the US government, and it was facilitated by the European
Network and Information Security Agency (ENISA) on the EU side and
the Department of Homeland Security (DHS) in the US. Unfortunately,
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no documentation (report) is available publically on the lessons learnt
and outcomes from this exercise due to the sensitivity of the issue, and
it seems that the politics of Snowden, as well as separate bilateral EU
member state engagement and collaboration with the US, has meant
that progress with regard to the Commission directed Cyber Incident
Management programme has been very slow (Interview, ENISA official,
March 2015).

Box 7.3 Cyber Atlantic (2011) objectives

To explore and improve the way in which EU Member
states would engage the US during cyber crisis management
activities

To explore and identify issues in order to improve the way
in which the US would engage EU Member states during
their cyber crisis management activities, using the appropriate
US procedures;

To exchange good practices on the respective approaches to
international cooperation in the event of cyber crises, as a
first step towards effective collaboration.

Source: ENISA, https://www.enisa.europa.eu/activities/Resilience
-and-CIIP/cyber-crisis-cooperation/cce/cyber-atlantic/cyber
-atlantic-2011.

Beyond cyber exercises, the Global Alliance against Child Sexual
Abuse Online, launched in December 2012, was a successful product
of the work of the EU-US Working Group (Interview, European Com-
mission, June 2013). This international collaborative partnership, made
up of 54 countries’ (A Global Alliance against Child Sexual Abuse
Online 2015), set out four shared policy targets (see Box 7.4) with the
aim of fighting the growing threat to children online. To this end,
much positive progress was made in meeting the targets, but signifi-
cant obstacles and challenges still exist to constructing a more effective
security as resilience in relation to the operational, legal and technical
as well as technological dimensions (Report of the Global Alliance 2013,
p-3; Ministerial Declaration 2014). Thus, plans have been outlined by
the countries signed up to the agreement that demonstrate their com-
mitment to achieving the set targets, and which speak to improving
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coordinative, collaborative and technological tools and mechanisms, as
well as enhancing skills, training and institutional platforms that will
further enable the fight against child sexual abuse online.

Box 7.4 Global Alliance against Child Sexual Abuse Online:
Shared policy targets

1. enhancing efforts to identify victims and ensuring that they
receive the necessary assistance, support and protection;

2. enhancing efforts to investigate cases of child sexual abuse
online and to identify and prosecute offenders;

3. increasing awareness among children, parents, educators and
the community at large about the risks;

4. reducing the availability of child pornography online and the
re-victimization of children.

Source: European Commission http://ec.europa.eu/dgs/home
-affairs/what-we-do/policies/organized-crime-and-human
-trafficking/global-alliance-against-child-abuse/index_en.htm.

Some pertinent examples, include, plans to improve the use and con-
tent of INTERPOL's International Child Sexual Exploitation database
(ICSE), through expansion of access for Alliance country members and
their contribution to it. For the US and also Finland, increased contri-
butions will include images channelled through specially vetted NGO'’s
(for example, the National Center for Missing and Exploited Children in
the US). Others still plan to develop software (for example New Zealand,
the Netherlands, Germany, Moldova, Belgium and Slovenia) and foren-
sic capabilities (UK) in order to facilitate the analysis and exchange of
data in the ICSE database in the case of the former, and in order to detect
new child sexual abuse images in the case of the latter. Further to this,
the UK and US have launched a Task Force to Counter Online Child
Exploitation with the aim of finding technological solutions, drawing
on expertise provided by academia and the private sector (Report of the
Global Alliance 2013, p.7-18).

In terms of investigative ability, whilst within the EU baseline legal
requirements are set out in the EU Directive (European Parliament and
Council 2011) on combating the sexual abuse and sexual exploita-
tion of children and child pornography (see Chapter 5), within Europe
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and globally there is a lack of coherence and consistency with regard
to the substantive law that is in place across Alliance countries. Thus
Switzerland, for example, is revising its criminal code to introduce
new provisions on the definition of ‘child’ and the adoption of res-
olutions protecting children at UN level, whilst other countries are
focusing on improving the procedural aspect of their legal frame-
work (Slovenia, Georgia, Germany) through various means including
legislation to facilitate international law enforcement and softer gov-
ernance mechanisms for direct cooperation among law enforcement
authorities.

Indeed the need for better coordination is highlighted as a key issue
in the Report of the Global Alliance (2013, p.13), and the Ministerial
Declaration on the progress of the Alliance issued in September 2014,
identifies problems with ‘processes and frameworks, both wholly domes-
tic and multilateral in nature. .. [that] often fail to provide the expedient
access to information and evidence that is necessary to effectively inves-
tigate and prosecute online child exploitation offenses’ (Ministerial
Declaration 2014). To this end, the US plans to create a new global
platform with INTERPOL to enable and facilitate joint investigations,
whilst, among other planned actions, certain countries seek to join the
Global Virtual Task Force which seeks to build a partnership between
law enforcement agencies, non-government organisations and indus-
try to further enhance operational and strategic cooperation (Report
of the Global Alliance 2013, p.14). There is also recognition that more
needs to be done, beyond legal frameworks, in order to facilitate coop-
eration between public and private stakeholders, to strengthen dialogue
and enhance trust relationships and operational cooperation. Finally,
there is also the issue of improving cooperation with the private sector —
through legislation (hands-on meta-governance) in order to strengthen
the accountability of internet and peer-to-peer (P2P) service providers —
and through Codes of Ethics and Conduct (hands-off meta governance)
that require clear notice and take down procedures (Ibid., p.20).

The Global Alliance then, if a success story of EU-US joint activity
in its first two years still has much work to do to eradicate the online
exploitation of children. What the progress thus far highlights, however,
is the need to achieve in partnership the necessary conditions for an
effective security as resilience to emerge — in particular with regard to
the legal and operational aspects of fighting the online sexual abuse of
children. It is also clear that EU-US leadership will be essential in order
for the Alliance to evolve further — and thus also imperative that the EU
and US find ways to resolve their own legal, operational and strategic



Transatlantic Cooperation in Cybersecurity 167

differences more broadly when it comes to coordination, cooperation
and collaboration on cybersecurity issues, if the Alliance is to prove a
positive platform for best practice globally. Indeed EU-US leadership will
be essential beyond the Alliance for the promotion of a common legal
framework to fight cybercrime (currently the Budapest Convention) and
cybersecurity standards within relevant international fora in order to
ensure that the conditions for an effective security as resilience emerge.

Finally, the EU-US cyber dialogue was announced at the EU-US Sum-
mit in March 2014, with the aim of upgrading and broadening coopera-
tion on cyber issues and to ‘provide a platform to enhance exchanges
between the EU and the US on cross-cutting cyber issues, key inter-
national developments and foreign policy related issues’ (EU-US fact
sheet 2014). The Information Society dialogue was also established so
that the EU could engage in broader discussions on internet policy and
governance, and information and communications technology. Whilst
both these platforms provide further avenues for EU-US engagement
on critical issues — they are likely to be useful only to the extent
that they re-affirm joint commitments, agreed norms, and strategic
goals — and ensure that momentum is not lost on critical issues of
cybersecurity. Indeed, evidence from the inaugural meeting of the Cyber
Dialogue confirms this, where both sides reiterated their commitment
to: multistakeholder governance and an Internet that is ‘inclusive, trans-
parent, accountable and technically sound’ (Press Release, 1st EU-US
Cyber Dialogue); highlighted progress made in the EU-US Working
Group; their commitment to human rights online; and global cyber
capacity building. Given that these meetings will occur annually, they
will certainly serve a strategic purpose — but the work of creating and
building common understandings and responses will most certainly be
done elsewhere — and in particular in the formal and informal arrange-
ments that have been established at Working Group level and through
more regular operational and tactical cooperation (for example, the
FBI and EC3 on fighting botnets — see Chapters 4 and 5; or future
cybersecurity exercises).

Conclusion: Converging on security as resilience?

This chapter has demonstrated that instances and patterns of diver-
gence and difference as well as convergence and commonality exist
between the EU and US across different issues relating to cybersecurity,
including Internet governance, network and information security, and
data privacy and protection. The connection between these dimensions,
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and the complexity this creates, has implications for EU-US coordi-
nation, collaboration and cooperation on cybersecurity and impor-
tantly on convergence to an effective common security as resilience
approach. More specifically, it makes it difficult to construct the neces-
sary conditions for effective security as resilience if there are significant
obstacles with regard to developing and enhancing a trusted partner-
ship (for example, for how information is shared), and if cultures of
cybersecurity differ to such a degree (national security Vs resilience
approach) that common understandings of problems and therefore
solutions cannot be agreed upon. Such problems are also exacerbated
through a lack of coherence within the EU - as well as between the EU
and the US - on specific issues and in particular in relation to the right
balance between privacy and security in the pursuit of cyber criminals
and the prevention of cyberattacks.

These obstacles and differences, of course, are not insurmountable.
The EU and US are broadly convergent and committed to delivering an
open, free and accessible internet through a multistakeholder model.
This convergence has enabled the EU and US to form an effective part-
nership within international fora in order to pursue their vision of the
Internet and IG. Although the Snowden revelations created tensions in
this partnership, it also allowed the space for a more inclusive, account-
able and multilateral narrative for IG to emerge and be projected, which
the US had no choice but to engage with in order to placate the EU and
other democratic states and IG stakeholders and to remain consistent
with the values that the EU-US partnership projected for the Internet,
its governance and its security. Demonstrating a willingness to multilat-
eralise the control of the Internet must now be followed up in practice —
bilaterally and more importantly in multilateral, multistakeholder fora —
despite the tension this causes with regards to the national security first
approach embedded within the US culture of cybersecurity. Indeed it
is precisely because authoritarian states take such an approach to effec-
tively create borders in cyberspace in the name of cybersecurity that the
EU and US need to overcome any differences and pursue both a secure
and open Internet for all.

There is a similarity in approach between the US and the EU in terms
of the parameters and mechanisms for addressing issues of network and
information security — and more precisely, protecting critical national
information infrastructure. Indeed the US Cybersecurity Framework
and the EU NIS Directive point to minimum cybersecurity standards,
incentivising adoption of such standards and improving information
sharing on cyber threats and attacks between the public and private
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sector. In this sense, there is ample convergence and opportunity for
the EU and US through organised cyber exercises, workshops, meet-
ings and platforms (for example, a preliminary workshop was held to
discuss this very issue in November 2014) to discuss creating common
approaches and good practice in relation to critical infrastructure protec-
tion. However, the key difference between the two approaches taken —
one voluntary (US) and the other regulatory (EU) might also undermine
efforts to create ‘commonality’ and thus effective security as resilience in
practice in relation to reporting, information exchange and information
processing and possible real time responses. Importantly, the debate on
mandatory Vs voluntary approaches is not yet resolved on either side
of the Atlantic. Despite the EU regulatory approach and the US Frame-
work - the efficacy of either one or other of the approaches have yet
to garner sufficient support in Europe or the US; indeed there is dis-
agreement among EU member states and between US public and private
stakeholders on this. How the approaches will work in practice going
forward - in conjunction with the reform of privacy and data protec-
tion rights — will provide a deeper understanding of how far a common
approach can be constructed and what constitutes good practice given
the legal and cultural contrast of the US and EU cyber milieus.

Data privacy and data protection have no doubt caused the most ten-
sion - and illuminated the greatest difference between the US and EU
approaches to cybersecurity. Indeed, the Snowden revelations raised the
issue of whether EU and US cultures of cybersecurity were compatible
when it came to personal data collection and its use for intelligence
purposes, given the logics that underpinned the approaches taken. The
EU has taken a robust rights-based approach to reforming legislation on
data protection for European citizens that has implications not just for
cybersecurity but also issues relating to trade and use of social media
across the transatlantic space. Whilst the US has also embarked on
reform of the rights of its own citizens and those of non-Americans,
as well as its legislation on data collection for intelligence, there are still
unresolved issues, such as how mass data is collected, filtered and used,
that impact on existing agreements such as the PNRA and TFTP. These
issues need to be prioritised at the highest level of engagement — but also
at operational and working levels, between the EU and US, if progress
is going to be made in removing legal obstacles and rebuilding trust
between the two partners, but also between citizens and governments in
Europe and the US. This is important not just for constructing the nec-
essary conditions for a security as resilience to emerge with regards to
cyber issues, but also parallel issues such as the TTIP, given the intimate
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link between the private sector, data collection by governments and
intelligence agencies and the borderless nature of cyberspace.

If effective security as resilience is a real objective of transatlantic
cooperation in cybersecurity and cybercrime, then the US and EU - not
to mention certain EU member states — must, in the short term, have
a serious conversation — and find a compromise — on the logics that
underpin their respective approaches. Indeed the most insurmountable
obstacle for EU-US convergence on constructing security as resilience
going forward will be the vulnerabilities and insecurities created by
a deterrence-based national security first logic. Whilst the EU logic
emphasises resilience over offense and deterrence, certain EU member
states prioritise the former (including the UK), creating inconsistencies
in practice. Although this might well provide bilateral opportunities for
individual EU member state collaboration with the US, more broadly, it
undermines efforts to create a common approach between the EU and
US based on agreed IG values and effective resilience. Moreover, it also
makes less credible any joint EU and US efforts to project such values
in relation to cybersecurity among non-democratic states that prioritise
national security in order to protect their cyberspace.!> Without such a
compromise, convergence on a real and effective security as resilience
between the transatlantic partners can only be achieved at the margins
rather than in a comprehensive and transformative way.
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Conclusions: Towards Effective
Security as Resilience in the
European Union?

Introduction

A central aim of this book was to analyse and provide a deeper under-
standing of the EU’s evolving ecosystem for cybersecurity. Moreover,
it sought to demonstrate how far the EU has travelled in construct-
ing and embedding the conditions for an effective security as resilience
to emerge in Europe, and beyond. Not only this, it has explored the
relationship between modes of cybersecurity governance employed and
types of resilience emerging, interrogating in particular the relationship
and often tension between the hands-on approach and the hands-off
and market based approaches to cybersecurity. In this context, the cen-
tral pillars of the EU’s Cyber Security Strategy (EUCSS) were assessed
within a national and global context in order to address the central
questions posed at the outset:

e How can we characterise and understand the EU’s evolving ecosystem
of cybersecurity governance?

e To what extent has the EU been able to construct a comprehen-
sive and resilient approach to cybersecurity within the evolving
ecosystem?

e What is the nature of the resilient ecosystem emerging in the EU?

What has been argued throughout is that utilising the notion of secu-
rity as resilience rather than security of control, not only provides us
with a sense of direction with regard to the EU approach in terms of
the relationships it is constructing and constituting, but also a deeper
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understanding of why and how the EU is travelling in such a direc-
tion, in terms of the actors and institutions involved and the global
ecosystem within which they are operating. Moreover, it was suggested
that problematizing resilience and adding nuance to how it is defined
and understood conceptually, as well as taking a critical approach to
security governance, allowed closer assessment of the shared logic(s) of
resilient security governance emerging, and in turn, what this implies
for the EU within the different spaces and levels that it must interact, in
practice.

In this context, it was also suggested that an adaptable and flexible
type of resilience should drive the EU’s approach to cybersecurity and
that the EU should focus on developing the conditions for effective
cybersecurity resilience through appropriate governance mechanisms
for it to become an influential actor in cyberspace and a leader with
regards to good practice in cybersecurity and its many different dimen-
sions. Note here that the purpose was not to be prescriptive about
governance per se, but to trace the evolution of effective resilience and
the governance mechanisms emerging that were chosen to achieve it
across the different dimensions of cybersecurity assessed. Overall, a secu-
rity as resilience approach built on and added to the existing conceptual
literature focusing on cybersecurity more broadly and the sparse liter-
ature relating specifically to the EU (Klimburg and Tiirma-Klaar 2011;
Dunn Cavelty 2013).

This final chapter will draw together the empirical and conceptual
strands of the book and reflect on what the central findings imply for
the EU’s evolving cybersecurity strategy and policy. It will thus assess
the implications of the EU approach taken with regards to cybercrime,
Network and Information Security (NIS) and cyber defence, as well as
for its role in member states and internationally — and in particular
with regards to the future of the EU-US partnership. This is with the
caveat and limitation that there are no concrete generalisable conclu-
sions that can be made with regards to the resilience in EU member
states overall. However, analysis of the data available (see Chapter 4)
and a focus on the UK as a case study will allow at least some reflection
on a leading member state and what can be learnt from good practices
employed in the UK context. It will also outline lessons learnt more
broadly, offer reflections on resilience and governance and provide rec-
ommendations on the future direction of strategy and policy for the
EU if it is to move to more effective security as resilience in the future
(Box 8.1).
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Box 8.1 General conditions: Effective security as resilience

e Ability (including resource and mandate) and preparedness
to adopt new basic operating assumptions and institutional
structures

e Assumption of efficiency abandoned in favour of complexity
in governance logics in order to avoid single points of threat
and failure

e Coalitions of actors working together in ‘partnership’ to
share information, construct new flexible and adaptive insti-
tutions and operating procedures, set the agenda and con-
struct/implement policies

e Convergence amongst stakeholders on a ‘common’ logic(s),
‘norms’, laws and standards of security of resilience

e Evolution of a culture of cybersecurity at all levels among all
stakeholders (awareness, education and so on)

e An integrated approach (coherence and consistency across
layers, levels, actors)

The emerging ecosystem in the European
Union: Security as resilience?

The EU’s approach towards cybersecurity is, not surprisingly perhaps
given that the strategy was not articulated until February 2013, for-
mative in nature, with each priority area at different stages of devel-
opment. In this context the cybercrime domain is most advanced,
followed by the NIS domain and finally cyber defence, which has,
comparatively speaking, only a very short history as a domain for
development within the overall EU cybersecurity strategy. Whilst the
strategy was constructed to create a coherent approach, it is still evi-
dent that there is much to be done between the responsible national,
regional and international institutions, networks and agencies to realise
this. Indeed, across the different dimensions of policy the EU must
work to omit overlap in responsibilities and ensure effective work-
ing on issues of mutual interest. Moreover, there is much work to
be done in securing both the resource and constructing the ecosys-
tem to embed the necessary conditions for a security as resilience
approach.
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Within the cybercrime domain, although the legal aspect remains
the most important in creating a clear framework for collaboration
in information exchange, investigation and prosecution — whether
through EU Directives and Regulations or ratification and implemen-
tation of the Budapest Convention - cultural and political obstacles
have proven more difficult to transform within the different levels
and layers necessary. Although there has been a step-change in gov-
ernance terms towards a more hands-on meta-governance approach
within the NIS domain, there is no clear consensus within the EU among
stakeholders that this approach is the most effective with regards to
building the necessary trust relationships necessary for effective part-
nerships to emerge. Whilst the European Commission selected such an
approach in its evaluation of options for the NIS Directive, many lead-
ing ‘cybersecurity’ member states and business leaders are sceptical as to
whether this approach will lead to the necessary trust for effective infor-
mation sharing and provide the flexibility and adaptability required for
the evolution of a deeper resilience among key stakeholders. For cyber
defence, given the sensitivity around the issue for EU member states, the
emphasis thus far has been on incentivising collaboration in the devel-
opment of training, education and skills for the necessary audiences
(military and civilian) — and thus on a meta-governance of coordination
through formal but also informal channels of cooperation.

To what extent, then, can we conclude that progress has been made
within the EU in facilitating the emergence of and constructing the
conditions for security as resilience?

Cybercrime

Although cybercrime policy can be considered the most mature pillar
within the EUCSS, substantive challenges exist to embedding the con-
ditions for an effective security as resilience with regard to combating
cybercrime in the EU. The many actors, processes, levels, layers and
dimensions involved in creating an effective ecosystem make this a com-
plex exercise and one that can only be achieved through incremental
change given the importance and centrality of transforming cultures —
ways of thinking and doing - in addressing the dynamic challenge of
cybercrime. It is also clear that cybercrime does not sit in isolation from
the challenges of cybersecurity more broadly. Beyond this, the Snowden
revelations exacerbated the debate on privacy vs security, making even
more complex the legal and cultural environment within which pol-
icy on cybercrime and cybercriminals could be pursued. Indeed, the
PRISM affair has catalysed transformation in the EU legal dimension
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as well as that in the US, with the predominant cultural shift, cer-
tainly in Europe, to ensuring individual rights are protected in EU law
against mass surveillance in the name of security. The key implication in
resilience terms is that of complex and clashing governance logics — and
in particular reconciling the legal dimension with the operational and
strategic dimensions of investigating and prosecuting cybercriminals.
Within the cybercrime dimension, obstacles remain but progress has
certainly been made. Creating a culture of cybersecurity has been at
the very centre of the EU’s efforts of achieving security in the Infor-
mation Society (IS) for many years, with a recognition that in order
to address the causes and not just the symptoms of cybercrime, a
multi-stakeholder, partnership approach would be required as well as a
common understanding of the problem (definition) and the processes
required. Within the ‘drastically reducing cybercrime’ priority in the
EUCSS there is a focus on the legal dimension — national, regional and
global — as well as the operational layer and coordination between and
within all levels relating to cybercrime. These different elements speak
directly to the conditions necessary — in the legal and operational layers
primarily - for an effective security as resilience to emerge, and in par-
ticular to the criterion of creating a culture of cybersecurity within and
between different dimensions of the emerging cybersecurity ecosystem.
In this context, platforms, legal conventions, working spaces, relation-
ships and mechanisms have been developed for the purpose of fostering
a convergent milieu for understanding and ‘doing’ cybercrime within
and beyond Europe. For example, a majority of EU member states have
signed and ratified the Budapest Convention which - although not
immune to criticism — provides a platform for a culture of cybersecurity
to emerge at the legal and operational level based on a common, if not
completely harmonised, set of minimum standards, definitions and pro-
tocols. The limitations of the Budapest Convention within and beyond
the EU of course need to be addressed in the medium term; with
further scope and clarity being added to the rules and provisions in
relation, for example, to the treatment and storage of seized informa-
tion. More immediately though, and to at least ensure certain minimum
legal norms for harmonisation — all EU member states should ratify and
implement the convention - and seek to persuade states beyond the
EU - through direct bilateral engagement and through relevant mul-
tilateral fora — of its efficacy in addressing cybercrime. In this context
the Budapest Convention must be further supplemented by the EU’s
Directives and Regulations that relate directly and indirectly to address-
ing cybercrime in order to move beyond incentivising structures that
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ensure minimum capacity building within and between EU member
states (institutions, resource, skills and so on). Internationally, the EU
must advance and make more prominent in its international cyber pol-
icy its efforts to facilitate capacity building within developing countries.
It must also step up its efforts — not just at diplomatic but also working
operational levels — to engage with those states that are reluctant to sign
up to any conventions due to their ‘national security’ first approach to
cybercrime and cybersecurity. Building understanding and trust within
pockets of operational engagement at lower levels could certainly facil-
itate the removal of obstacles to collaboration and accelerate broader
policy agreements in the medium to long term.

It is also important to recognise that new institutional structures as
well as networks, platforms, alliances and strategies have evolved at
the EU level to promote partnership, build trust and foster an inte-
grated environment for addressing cybercrime. To this end, agencies
such as EC3 and ENISA were created and mandated to tackle the issue
of cybercrime in terms of respectively, addressing the operational and
strategic aspects of cybercrime from investigation to prosecution and
facilitating coordination among stakeholders within and between mem-
ber states. The EUCSS (2013) has outlined a list of priorities in relation
to cybercrime as well as other aspects of cybersecurity — and there has
been a step-change in the legislation and governance of cybercrime
that has sought to inject legal clarity into issues such as the definition
of a cybercrime, data and information sharing, privacy, and investiga-
tion and prosecution. The EU’s cybercrime initiatives have also seen
the emergence of platforms such as the Safer Internet for Children
and the European Strategy for a Better Internet for Children. Interna-
tionally, the Global Alliance against Child Sexual Abuse Online, has
demonstrated what can be achieved when a coalition of actors work
together to achieve specific objectives, even though much needs to
be done to harmonise regulatory frameworks, to strengthen dialogue
and to enhance trust relationships and operational cooperation among
signatories.

In all of these developments the role of effective partnerships
and trusted working relationships has proven to be important — the
European Financial Coalition, a good example here. It is also clear that
evidence and opinion points to the salience, in governance terms, of
informal partnerships across and within countries for the fight against
cybercrime to work effectively. Such arrangements, in particular when
issue driven, provide the flexibility and incentives for key stakeholders —
public and private — to work together in order to optimise resource
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and expertise in combating cybercrime. However, whilst examples of
good practice exist across the EU and globally of both formal (EC3,
J-CAT), semi-formal (information sharing and analysis centres) and
informal arrangements (issue-driven cooperation, for example, fight
against botnets) between key actors (law enforcement, intelligence ser-
vices, public bodies, private industry, CERTs and so on), much more
needs to be done in relation to clarifying legal and procedural practices,
enhancing operational resource, tools, capacity and training, creating
synergies between different cultures of working across stakeholders, and
embedding flexible governance mechanisms to ensure that an inte-
grated system of working can emerge in the medium to long term.
Here, evidence suggests that models of good practice need to be scaled
up to work systematically across Europe and globally in order to pro-
vide a more overarching and sustainable structure for public-private
cooperation. Creating a more integrated working environment with the
requisite expertise — legal, technical, operational, strategic and policy —
would certainly create procedural clarity and foster trust-based relation-
ships through more regular interaction between key stakeholders in the
fight against cybercrime.

Further to this, the asymmetry between member states and the
resources (whether that is financial, legal, skills, expertise and so on)
and institutions they have for combating cybercrime presents a major
hindrance with regard to preparedness, harmonisation, mutual recog-
nition and convergence. Relationships between different stakeholders
and agencies are formative and evolving — within and between coun-
tries — so whilst there is some convergence around the awareness of what
is required - in practice there are still substantive barriers to achieving
effective collaboration, coordination and cooperation. Moreover, whilst
the EU has many initiatives to tackle cybercrime, what is still required
going forward is a sense of how they join together and indeed what
sort of impact they are having with regard to operational, legal and
regulatory, technical, training and cultural aspects. What we can safely
conclude on the basis of the evidence presented in this book, is that
the conditions for security as resilience in cybercrime in the EU are
formative but progressive — although not yet integrated to the degree
that is required to combat cybercrime effectively. For this to emerge in
the medium to long term, barriers must continue to be broken down
between relevant stakeholder communities — and sustainable working
relationships and partnerships based on a common terminology con-
structed. Only in this way can the EU ensure that the ecosystem being
constructed to address the challenges of cybercrime will allow Europe
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to protect its systems and networks against cybercriminals and ensure a
secure platform for economic growth in the digital economy.

Network and information security

The EU’s approach to NIS has gradually evolved, in governance terms,
from a hands-off meta governance, voluntary approach to information
sharing and reporting of major incidents, supported by numerous plat-
forms such as the EP3R and the EFMS, and ENISA as a key facilitator of
collaboration and capacity building, to a hands-on mandatory approach
proposed by the NIS Directive (2013), which as noted in Chapter 6,
has been greeted with a mixed response in deliberations within the EU
institutional milieu to agree a final form.

Throughout this journey, lessons were learnt on how to incentivise
public-private collaborative and platforms to facilitate this — key being
that of ensuring that any such platforms should offer clear goals around
defined issues, and that any work should have a clear outcome with
regards to how it would feed into the EU’s evolving cybersecurity leg-
islative and research agenda. The EP3R, in this sense, evolved into and
was subsumed under the NISP, which whilst proving to be a more effec-
tive platform in terms of producing clear deliverables that will feed in
to the achievement of EUCSS and H2020 research objectives, still raises
questions of sustainability for European-wide public-private collabora-
tion. The EU, thus, needs to think clearly about how such a platform
can be taken forward in the medium to long term to build and main-
tain the necessary inclusivity, trust and regular interaction needed for
effective public-private cooperation, coordination and collaboration.

With regard to the EFMS, it has clearly been able to produce key EU
documents (European Principles and Guidelines for Internet Resilience
and Stability), but unless it is taken more seriously by member states,
it will remain a symbolic rather than an effective platform for informa-
tion sharing and exchange of good practice. More regular and informal
meetings around critical issues at different working levels might prove
more useful in the medium term in order to build the trust necessary
for fruitful interaction. It may also be the case that the NIS Directive,
when finalised and agreed, will provide a concrete issue on which offi-
cials can focus on with regards to the practice of implementation and its
implications. Key lessons were also learnt from conducting cybersecurity
exercises within Europe and between the EU and the US, with the most
valuable being that as a platform for enhancing learning on the tech-
nical, political (institutional), operational and strategic levels, it was
effective, and should continue to be utilised as a key tool for enhancing
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knowledge, understanding and trust among key stakeholders. Indeed,
resource should be enhanced to increase the frequency of such exer-
cises not just on a macro level (Europe wide/international), but also
on a micro level (between specific public and private actors), in order
to increase stakeholder interaction, awareness of different working cul-
tures, and the skills and capacities needed to ensure that effective
institutions, partnerships and common working practices can be estab-
lished. That is, to ensure that a culture of resilience is embedded
throughout the European ecosystem thus creating a virtuous circle of
learning from doing at different levels and across borders.

The proposed NIS Directive — the centrepiece legislation that accom-
panied the EUCSS - on the one hand, has achieved general consensus
on the need for establishing minimum capacities and capabilities across
all EU member states (for example, a national CERT) in order to con-
struct cybersecurity resilience, given the differentiation and asymmetry
that exists. On the other hand, the scepticism that has surrounded its
all-inclusive critical infrastructure sector approach, has led to a water-
ing down of the Directive by the European Parliament and EU member
states in terms of its original scope, which potentially has consequences
for its effective implementation and practice — and importantly for con-
structing the conditions for security as resilience through trustworthy
partnerships and coalitions of actors adopting a common ‘approach’ to
reporting and effective information exchange. A compromise will thus
have to be found in the final phase of deliberation of the NIS Directive
in the Council of Ministers, which ensures a balance between formal
mandatory reporting and informal, trust-based exchange of informa-
tion. Only in this way can an embedded culture of cybersecurity emerge
over time, and a move to an audit, tick-box culture be averted within
Europe that creates further barriers to effective stakeholder integration
and collaboration.

Much like cybercrime then, and very much related to it, the NIS
ecosystem is evolving, although far from optimal in embedding the
necessary conditions for the diffusion and implementation of an effec-
tive security as resilience approach across Europe, or indeed through
its key international partnerships. This can only happen in the short
term if there is sufficient ‘common’ ground between all stakeholders
on the most effective mode(s) of governance for incentivising effec-
tive working relationships with regard to information exchange, sharing
and processing, and in the medium to long term, if both formal and
informal channels and platforms create sustainable, trust-based rela-
tionships that allow good practice to flourish and a genuine culture of
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cybersecurity to emerge. The European Commission, at this moment in
time, believes the proposed NIS Directive will provide the platform for
this to happen, or at least the minimal platform for a European upgrade;
in practice, however, this will very much depend on how far a com-
promise can be found on its final form (and implementation) between
national and indeed professional cultures of cybersecurity within and
between countries of the EU.

Cyber defence

Cyber defence is the newest and therefore least developed strand of the
EUCSS; and it is important to acknowledge that the EU’s conception
of cyber defence is grounded in a security as resilience logic — to self-
protect and ensure access to military and linked civilian assets that are
utilised for military purposes (a soft power approach). This sits in direct
opposition to the US, for instance, that operates within the logic of cyber
offence and enhancing cyber weapons in order to adequately equip itself
for fighting the cyber enemy (a hard power approach). This is mainly
because the EU does not have its own military assets per se; but certain
EU member states, of course, do, and invest in cyber weapons, whilst
others that do not have cyber weapons include a military perspective in
relation to cyber defence within their national cybersecurity strategies.
Others still, have not defined a cybersecurity strategy and do not fully
understand or engage with cyber defence issues, even though they are
familiar with them.

This diversity and asymmetry in knowledge and preparedness, is more
marked in cyber defence than the other strands discussed, with par-
ticular problems identified across member states in developing cyber
defence doctrines, appropriate organisation and training, and the facil-
ities necessary for cyber defence. More positive, was that in the areas
of leadership, personnel, and interoperability, there was a much higher
level of development. It seems that member states with a high level
of maturity in their thinking amongst key decision makers about
cybersecurity are also more advanced in relation to cyber defence
capability.

At EU level, threat analysis and intelligence gathering capability is
emergent and incident response needs to be deepened within the com-
plex organisational set-up at operational level. In addition to this,
knowledge and understanding of military specific standards and tools
needs to be drastically improved and the culture of good cybersecurity
practice needs to be nurtured in order to make it more effective. Hav-
ing said this, under the leadership of the EDA, primarily, initiatives
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have developed at pace, in seeking to meet the objectives of the
Cyber Defence Policy Framework. Strands such as training and educa-
tion are more highly evolved than others at European level, with ad
hoc projects operationalised by the EDA to enhance knowledge and
capability proving to be useful platforms.

However, many challenges still remain in terms of enhancing
resilience within the cyber defence strand, both at EU level and across
EU member states. First and foremost is that not all EU member states
cooperate on cyber defence; this is underpinned by a CSDP mandate
with no obligation for states to engage. However, this makes it more dif-
ficult for collaboration and thus shared understandings and approaches
to emerge at EU level, in what is quite clearly an area of shared interest
and threat for all EU member states. Second, issues also arise within the
EU and between the EU and member states in relation to the synergies
and thus approaches to be taken in protecting military operations that
often rely on private critical infrastructure. Clear definitions, doctrines,
processes and procedures need to be developed in order to ensure clar-
ity in approach and assessment of cybersecurity threats within different
phases of any mission. In addition, training must be further enhanced
through increased interaction between personnel in established military
CERTs and civilian government or national CERTs in order to improve
understanding of shared risks and the practices and processes required
to address cyber threats in cyber defence.

Whilst the EDA is certainly proactive in developing such interaction
through various training platforms, this needs to be scaled up in the
short to medium term in order to enhance the understanding among
national and European actors and agencies on what is required in order
for resilience to evolve in cyber defence. Related to this, is training and
retaining cyber specialists for the military; the EU, in conjunction with
member states, must first, enhance targeted cyber military training in
the short term and second, develop policies and incentives for retention
in the medium to long term, in order to ensure that the requisite skills
and knowledge are available to sustain resilience in cyber defence.

Finally, whilst potential exists for the evolution of more effective
international partnerships to address cyber defence issues, here too,
progress is constrained by complexity in the formal process — in par-
ticular in relation to NATO - even though obvious synergies exist. Here
the EU must continue to explore formal solutions and perhaps as impor-
tant, exploit further informal relationships that have evolved between
cybersecurity officials of the EU and NATO at different working levels.
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Reflections on the domestic and international

As alluded to throughout the chapters of the book, cybersecurity incor-
porates many layers and levels that do not sit in isolation from each
other when discussing the evolution of security as resilience. To this
end, when analysing EU progress it has been important to understand
the domestic and global context in which the EU must act and influ-
ence. Whilst EU member state preparedness overall was not addressed
in detail in this book beyond the UK, certain general implications can
be discerned from the evidence that has been presented across the three
pillars. Moreover, the UK experience has provided a detailed idea of
practices in cybersecurity that might be transferred to other domestic
arenas and European agencies and fora; whilst also at the same time
highlighting that even in advanced member states different logics and
approaches can create potential barriers to developing a European and
global security as resilience approach.

In general, it is clear that there are different levels of maturity among
EU member states across the pillars of cybersecurity — cybercrime,
NIS and cyber defence. Progress has been slow, but forthcoming - one
key indicator is that of the evolution of cybersecurity strategies across
18 EU member states. It is also equally clear, however, that the dom-
inant trend that is likely to remain in the short to medium term is
of asymmetry across the European space — that is, EU member states
and the EEA countries (Iceland, Lichtenstein and Norway). Here there
are different levels of development — evolving cultures of cybersecurity
across different layers — but ultimately we are still quite far from optimal
security as resilience whether in relation to procedures for informa-
tion exchange and cooperation, institutions and processes for security
incident management and reporting, network adaptability, legal frame-
works for ensuring a balance between privacy and security, or awareness
raising. What can be concluded tentatively is that there is awareness
among all EU member states and a common understanding of what
constitutes — in terms of minimum requirements — a resilient ecosys-
tem. However, significant barriers exist within and across member states
for achieving this in practice — cultural, institutional, resource, legal —
and in certain cases, an underdeveloped understanding and awareness
of the potential cyber threat.

The case study of the UK, considered a leader in cybersecurity policy
and thinking within the EU, has advanced its cybersecurity ecosystem
substantively through a holistic approach in the last four years. The
UK government’s approach underpinned by a voluntary market-based
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and hands-off logic, however, sits in direct contradiction to the manda-
tory approach taken within the proposed NIS Directive. In this the UK
is not alone in insisting that a voluntary approach is most likely to
lead to sustainable and trust-based information sharing between key
stakeholders — indeed the split in the Council of Ministers seems to be
between advanced member states that advocate this position and less
advanced member states that support a mandatory approach. The UK
certainly provides good examples of how such an approach can work —
through initiatives such as CISP - but such initiatives are not unprob-
lematic. Importantly for the development of a security as resilience
across the EU space, is the potential inconsistency in practice that may
occur if an effective compromise on the NIS Directive cannot be found
that can accommodate voluntary and mandatory logics. A convergent
position needs to be found that ensures a culture of information shar-
ing can emerge that moves beyond procedural reporting of incidents
to demonstrate compliance to one of effective and timely informa-
tion exchange based on the mutual interest of addressing cyber threats.
The UK must also recognise that in the medium to long term non-
participation in the EU’s cyber defence efforts is detrimental to its
own interests; developing capability across Europe can only enhance
resilience in the UK, in particular given the interconnection between
the civilian and military architecture and assets in the context of EU
missions.

On good practice, there are certainly lessons that can be learnt and
transferred with regard to partnerships — formal and informal - in educa-
tion, awareness and in particular on the operational side of cybercrime.
In this sense the J-CAT initiated by the UK National Crime Agency and
semi-formalised within the EC3 is a demonstration of how partnerships
consisting of multiple stakeholders can work effectively to, for exam-
ple, take down botnets or child pornography networks. Such ad hoc
governance also provides valuable insight into the obstacles for doing
this across borders — including legal and procedural in terms of access
to IP addresses, or indeed access and use of information in real time.
In addition, it facilitates the construction of innovative mechanisms —
such as encryption systems that will address issues of privacy whilst
also ensuring that information shared is specific to a particular task or
case investigation rather than exchanging bulk data. Whilst such mech-
anisms are formative at best, they should be supported and resourced
further by the EU as they clearly offer not only an effective way of pro-
tecting against cybercrime, but unearth problems and find solutions on
how to achieve effective responses to attacks and threats.
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Within the global cyber milieu, there is much contestation as well as
consensus on how to govern the different dimensions of cybersecurity.
As indicated in Chapters 3 and 7 there is a clear recognition in the inter-
national community that global norms to govern the behaviour of states
and other actors are required if a global culture of security is going to
emerge in cyberspace, and there are also guidelines and a broad con-
sensus on some of the key principles that should underpin any global
framework. However, whilst there is a certain convergence at the level
of broad principles and norms, consensus is not evident in the interpre-
tation of what such norms imply for Internet governance and in turn
cybersecurity across different state borders. Indeed several tensions are
prevalent that restrict the construction of optimal conditions for secu-
rity as resilience to emerge. Prominent among these are: the tension
between the commercial logic and the security as resilience logic; the
sovereign national security logic of certain states and the open, multi-
stakeholder approach advocated by many leading ‘Western’ states and
international organisations; and finally, and very much connected to
the latter, the tension between privacy and security, and the debate on
how a balance can be achieved to ensure that the rights of individuals
are protected in the collection of data for securing cyberspace.

However, this is not simply a case of the ‘West’ vs the ‘Rest’ — contes-
tation is apparent in different spaces, and is constantly shifting between
varying coalitions of actors. Thus whilst the EU and US certainly agree
on the need for an open, accessible and resilient Internet and a multi-
stakeholder model for Internet governance in contrast to states such as
China and Russia that promote a state-driven, intergovernmental sys-
tem, there are clearly also disagreements which materialise from the
security logics that underpin their approaches to cybersecurity. The
Snowden revelations, in this sense, served to exacerbate the differences
and reduce the trust between the EU and US, on issues related to privacy
vs security, and cybersecurity more broadly. They also, importantly, pro-
vided a justification to authoritarian states for their national security
approach, underpinned by ‘bordering’ the Internet in order to make it
secure within their cyberspace.

Whilst the Snowden revelations caused a certain degree of tension
between the EU and US - they also triggered a period of reflection, delib-
eration and reform on both sides of the Atlantic. This has served to
rebuild some trust even though it has not necessarily meant a conver-
gence in approaches, or indeed practice across the different dimensions
of cybersecurity. For the EU and US fundamental differences still exist
within the legal and cultural realm - but practical compromises in
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practice are not beyond the realms of possibility and are indeed nec-
essary, if both the EU and US are to forge effective common working
processes and mechanisms for addressing cybersecurity, and if they are
to credibly defend and diffuse the core values of Internet governance
that they project in the international arena. The current contradiction
between values espoused and actions taken, in particular by the intelli-
gence services on either side of the Atlantic (for example, the NSA and
GCHQ) must be addressed if an effective security as resilience is to be
achieved in the EU-US partnership; if not, it has implications not just
for existing agreements on PNR and TFTP, but also broader issues such as
negotiations on the TTIP. It also has implications on the influence that
the EU and the US can wield in the international arena for cybersecurity.
The tensions and contradictions at the centre of the different logics
within the (geo)politics of cyberspace — represented within the (not
necessarily convergent or common) plethora of codes of conduct, guide-
lines, principles and international laws and charters, are what the EU
must continue to engage with, draw from and proactively influence and
shape, if its own efforts to create a comprehensive and resilient ecosys-
tem of resilient security governance are to bear fruit. For this to occur,
however, it is important for the EU to continue with its conference
diplomacy, bilateral activities with strategic states, and activities within
international organisations such as the OECD where it has played a key
role in producing cybersecurity Confidence Building Measures (CBMs).
It is also important, however, to think more innovatively about more
regular multi-level, functional interaction and engagement (research,
operational work) and the resource that is required to do this.

Reflections and final thoughts

This book has provided a broad pointer in terms of the direction in
which the EU is travelling with regards to achieving what was described
in Chapter 2 as socio-ecological or Type 3 resilience in its cybersecurity
policy and strategy. Using the general conditions constructed from the
literature for the achievement of effective security as resilience, and
exploring dominant governance modes utilised by the EU within its
evolving ecosystem has provided a sense of where each EU cybersecurity
pillar analysed sits with regards to progress internally and within the
international context. Of course, as comprehensive as the analysis of
these pillars has been, as iterated from the outset, there are many micro
and macro aspects that could not and have not been covered that would
have to be interrogated in research going forward to give a more holistic
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sense of where the EU is across the different dimensions of its strategy,
the issues and priorities that it seeks to address, and the actors and spaces
that it engages with and in. In this context, fruitful research agendas
moving forward would involve a more substantive, qualitative investi-
gation of the development of the conditions for security as resilience
across the 28 EU member states; and the obstacles to collaboration on
cybersecurity and cybercrime issues between key stakeholders and agen-
cies in and across EU countries and between the EU and international
partners and countries.

The limitations above aside, the analysis raises questions of the util-
ity of resilience as a guiding concept for cybersecurity strategy, and the
security as resilience approach for understanding what is and should
be emerging from the EU’s efforts. There are three interrelated aspects
to this: practical, theoretical and normative. On the practical level, first
and foremost, although it is possible to point to general trends and pat-
terns of resilience, it is difficult to measure and assess conditions for
resilience directly or indeed accurately — in particular in terms of cul-
tural transformation in practice. Where such programmes do exist (for
example, in the US) difficulties still remain with regards to the indica-
tors chosen, the stakeholders consulted and the adequacy of the data
added (Cavelty and Prior 2013, p.3). Such general problems with mea-
suring resilience in security contexts are compounded even further in
the field of cybersecurity given the multitude of layers, levels, spaces
and dimensions that need to be measured. However, if the concept
of resilience in cybersecurity is to avoid the accusation of ambiguity
and vagueness targeted at human security over the years, then param-
eters for how to achieve resilience in a practical sense, in particular
in the EU and European space, would have to be more specifically
designed for purpose beyond general conditions, to concrete objectives
and actions in priority areas (and micro elements within these). Here,
valuable lessons might be learnt from evolving guidelines for achieving
integrated security resilience in parallel areas of concern (for example,
crises and disaster management; see Comfort et al. 2010; Chmutina et al.
2014).

This is not to say that security as resilience should be accepted uncrit-
ically as a panacea for effective cybersecurity. The analysis of the EU’s
cybersecurity ecosystem has demonstrated that varied perceptions and
logics of resilience exist at different working levels — and that the task
of reconciling cultures of cybersecurity towards a common understand-
ing and way of thinking and doing, is challenging. Understanding how
such perceptions and the construction and performance of resilience
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play out and evolve in practice — political, economic, legal, operational
and strategic — will therefore be critical to enhancing our knowledge on
the impact it has, and indeed on the evolution of the concept in the
EU context as a strategic narrative that can guide cybersecurity. Future
research, then, should delve deeper into how resilience is performed
in cybersecurity contexts — where it is contested and challenged - and
the material and non-material (cultural) effects it has on creating more
rather than less security in cyberspace.

Finally, in relation to the normative dimension, the implicit argu-
ment throughout the analysis of the EU’s emerging ecosystem for
cybersecurity has centred on a particular type or notion of security as
resilience, underpinned by concern not for national security of the state
but security of the individual in cyberspace. The analysis has suggested,
in the case of the US as well as countries within the Shanghai Coop-
eration Organisation (China, Kazakhstan, Kyrgyzstan, Russia, Tajikistan
and Uzbekistan) and the EU (such as the UK), that a national security
approach that prioritises protecting cyberspace through perpetuating
cyber warfare and prioritising mass surveillance and espionage, can
only lead to negative effects on both the freedom of the Internet and
its security. Indeed as articulated so well by Dunn Cavelty (2014), a
national or traditional security approach to cyberspace can only lead
to a cybersecurity dilemma and further vulnerability, not resilience.

The EU approach thus far, as defined in its cybersecurity strategy and
in its practice, is underpinned predominantly by a security as resilience
logic; that of self-protection through development and projection of soft
power (protective defence) and not hard power (offence) (see Chapter 2).
However, despite the EU’s general orientation, the management of risks
related to information and data assurance processes is also visible in its
policies and platforms, and that of its member states. Traditional risk
methodologies (found in Type 2 resilience — see Chapter 2), despite
their widespread use in cybersecurity it has been argued by certain
commentators, are incompatible with a security as resilience approach
(socio-ecological). Such methodologies fit with the engineering defi-
nition of resilience that assume linearity and predictability, but are
fundamentally flawed in the context of complex networks and risks
where uncertainty mitigates any accurate prediction of events (Dunn
Cavelty 2013). This said, the EU through initiatives such as the NISP, and
its attempts to incentivise and create sustainable partnerships and work-
ing systems for information sharing and reporting, as well as operational
aspects of cybercrime, have demonstrated that the EU is framing and
constructing its actions within a security as resilience logic. In this sense
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the EU cyber resilience ecosystem is formative but also variable across its
dimensions. The challenge, in order for the EU to secure cyberspace and
protect the Internet governance values that it espouses and projects, is
to ensure that resilience, not traditional approaches to national security
and risk, are sustained and developed front and centre of its policy evo-
lution, and that the concept is firmly embedded, clearly elaborated and
effectively implemented in its cybersecurity practices. Effective security
as resilience in this way will evolve through a process of iterative learn-
ing and reflection in specific arenas, avoiding the generality that could
render the concept redundant.

Finally, certain reflection is required on the meta-governance of
cybersecurity within the EU and its relationship to constructing a secu-
rity as resilience approach in the European space and international
context. What is emerging in the EU is hybrid governance across and
within the main priority areas of its cybersecurity strategy; that is a mix
of hands-on, hand-off and meta-governance of identities approaches.
What has become apparent throughout the analysis of the EU evolving
system of governance for cybersecurity, however, is the move towards
a hands-on approach to establish the necessary conditions for security
as resilience — whether this is in the form of mandatory reporting in
the NIS Directive or increased regulatory and legal clarity in the field of
cybercrime. This is even though such an approach is contested (that is,
mandatory reporting) — within the EU and between public and private
stakeholders in the European and international contest, as alluded to
above.

There is thus no clear picture of what the optimal approach for
achieving resilience with the EU ecosystem is — but rather a dynamic
debate on how trust-based relationships conducive to sustainable, col-
laborative platforms are best conceived. This said, a key lesson that
might be derived from the research and indeed the practice within
Europe is the critical role of multi-stakeholder, informal, ad hoc gov-
ernance arrangements at the operational working levels, that allow
targeted action on specific issues, as well as more semi-formal and
formal arrangements that allow regular interaction between relevant
stakeholders (for example, cybersecurity exercises, staff secondments).
Such emergent arrangements subsequently serve to increase knowledge
and understanding between relevant actors, creating spaces where dif-
ferent cultures of practice can be accommodated to create the necessary
conditions for a security as resilience to develop. To this end — and com-
patible with the adaptability and flexibility required in a resilient EU
cybersecurity system — space and support for experimental, hybrid forms
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of governance should be resourced and encouraged, in conjunction with
more sustainable public-private platforms; in particular where evidence
suggests that this might well be the most innovative way in which
trust-based relationships can be built and solutions to cybersecurity
challenges in the EU and Europe can be found.



Notes

2 Conceptualising Security as Resilience in Cyberspace

1.

Sliwinski focuses his analysis on the EU as a cybersecurity agent, but whilst
invoking the notion of cyber power, it is not defined or problematized in any
detailed way; indeed it is simply suggested that the EU, to be effective, must
develop different forms of cyber power (compulsory, institutional, structural
and productive). This, however, is to ignore the specific nature of the EU as
an actor and an agent in cybersecurity (that is, it is not a conventional state).
See also Christou (2014) and Miriam Dunn Cavelty (2014) who suggest that
the EU should focus on building its ‘soft power’ based on its values and a
resilience approach.

Although see Dunn Cavelty (2008b) where the move from governance to
meta-governance is proposed in the context of the Swiss case (Critical
Information Infrastructure Protection).

See Dunn Cavelty (2009) for a more nuanced analysis of the securitization of
cyberspace in the US.

Although the relationship between security and resilience has been analysed
more extensively in the literature. See Dunn Cavelty and Prior (2013); Coaffee
and Fussey (2015).

Even though it does not claim to go as far as Brassett and Vaughan-Williams
(2015) who put forth the concept of ‘performative ecologies’ in order to
emphasise the fluidity and contestability of resilient discourse, as well as to
highlight its non-material effects.

Defined as an ‘indirect form of top-down governance that is exercised by influ-
encing processes of self-governance through various modes of coordination’
(Shore et al. 2011, p.6).

Dunn Cavelty’s work (2013) is an exception, and intuitively germane to the
argument in this book. She unpacks both resilience and cyber power in order
to analyse the EU’s emergent cybersecurity system. However, this is in the
form of a short working paper and does not provide a comprehensive analysis
of the EU cybersecurity strategy and EU policies and initiatives.

Cybersecurity in the Global Ecosystem

. Note that this chapter cannot cover all organisations and thus excludes

many informal initiatives/networks (for example, the Internet Engineer-
ing Task Force, Institute for Electrical and Electronics Engineers, Electronic
Frontiers Foundation, Forum of Incident Response and Security Teams,
The Meridian Process, London Action Plan, European Government CERTSs
group, and so on) and formal bodies that are active in cybersecurity. For an
overview of the role of these organisations see European Parliament (2011)
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and ITU Report (2011). See also the IMPACT website: www.impact-alliance.
org. For the global south and Asia also see Kshetri (2013) and Deibert et al
(2012).

The technical standards which were developed by the Internet Engineering
Task Force (IETF).

In addition, and important in the context of resilience, DNSSEC does not
directly address the problem of maintaining the availability of domain
names (see Sommer and Brown 2011, p.59-60).

For a list of registrars that support DNSSEC see: https://www.icann.org/
resources/pages/deployment-2012-02-25-en.

See Malcolm (2008) for a comprehensive overview and critical analysis of
the IGE

The Framework Directive for Electronic Communications (2009) already
imposed reporting obligations on electronic communications providers for
telecoms providers and data controllers, but the NIS Directive represented a
clear step-change with regard to the governance rationale for all owners of
critical infrastructure.

This subgroup established the 24/7 network, in order to facilitate the inves-
tigation of terrorist and other criminal cases involving electronic evidence
between countries. It provides high-tech expert contact points in partici-
pating countries (approx. 45) which facilitate information sharing against
cybercriminals (see http://www.oas.org/juridico/english/cyb20_network_en.
pdf).

See www.impact-alliance.org.

The ITU also published a report on understanding cybercrime in Septem-
ber 2012, ‘Understanding Cybercrime: Phenomena, Challenges and Legal
Response’. Available at: http://www.itu.int/ITU-D/cyb/cybersecurity/docs/
Cybercrime%20legislation%20EV6.pdf.

The NCIRC Coordination Centre is the first tier of NCIRC and is responsi-
ble for coordination of cyber defence activities within NATO and between
NATO and international organisations (that is, EU, UN/ITU, OSCE, etc).
The OECD first produced Guidelines for the Security of Information Sys-
tems in 1992. In addition to these and the revised guidelines produced in
2002, the OECD has developed complementary recommendations concern-
ing guidelines related to information society, including privacy (1980) and
cryptography (1997).

Those that had not ratified it at the time of writing (March 2015) include:
Greece, Ireland, Luxembourg and Poland. Sweden ratified it in 2014.

See http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&
CL=ENG.

See Weber (2014) for an analysis of the convention and its application in
the USA.

See Council of Europe: http://www.coe.int/t/DGHL/cooperation/economic
crime/cybercrime/default_en.asp.

Although, see speech by the Head of Anti-Terrorism Issues for the OSCE
for an exploration of policy options for addressing cybersecurity issues (Perl
2010).

OSCE Conference on ‘A Comprehensive Approach to Cyber Security: Explozr-
ing the Future of the OSCE Role’, Vienna, Hofburg, May 2011.
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4 National Cybersecurity Approaches in the European
Union: The Case of the UK

1.

10.
11.

12.

13.

14.
15.

This is according to ENISA. See http://www.enisa.europa.eu/activities/
Resilience-and-ClIP/national-cyber-security-strategies-ncsss/national-cyber-
security-strategies-in-the-world. It must be added though that this does not
mean the countries listed do not necessarily have a strategy — Cyprus, for
instance does, but it is not on the ENISA website as it has yet to be translated
to English.

Other potential sources of information on national country preparedness,
such as the ITU’s cybersecurity index does not, at the time of writing, pro-
vide any results for Europe. See http://www.itu.int/en/ITU-D/Cybersecurity/
Pages/GCl.aspx.

As identified by ENISA and indeed a House of Lords EU Committee Report
(2010, para 24).

The first version of which was published in 2009: ‘Strategy of the UK: Safety,
Security and Resilience in cyberspace’. It should also be noted here that the
UK government had also developed National Information Security Strategies
(2003, 2007) prior to this which outlined the initial steps and measures for
assuring the integrity, availability and confidentiality of Information and
Communications Technology systems and the information they handle.
For more on cybercrime strategy, see Cyber Crime Strategy (2010).

Baroness Pauline Neville-Jones is former Minister of State for Security and
Counter-Terrorism (2010-2011). She has also acted as the government’s
Special Representative to Business on Cyber Security.

Note the Chatham House report produced by Cornish et al. (2011) focused
on CNI and cybersecurity, and not all dimensions of cybersecurity.

The Office of Cyber Security and Information Assurance (OCSIA) manages
and coordinates the programme with the Minister for the Cabinet Office
providing oversight (The UK CSS: Landscape Review 2013, p.11).

With additional resource being freed up by merging the existing Computer
Crime Unit within MPS into the PCeU.

Nick Hopkinson was formerly head of GCHQ and CESG.

This is done by disrupting the infrastructure enabling criminals to use the
malware to raid bank accounts. More specifically, it entails seizing computer
servers which form the command and control system for the Trojan, and
taking control of the domains Shylock uses for communication between
infected computers.

It must be pointed out here that instant access is not always assured even
when investigations are police led. This very much depends on the relevant
law in each country.

Reflected in its budget spend with the largest portion going to developing
national sovereign capability to detect and defeat high-end threats (£253.8m
in the first three years and £93.2m in year four). For detailed breakdown see
‘Update on the National Cyber Security Programme’ (2014, p.7-8).

Chris Gibson is the Director of CERT-UK.

See also Herrington and Aldrich (2012, p.301) on the GCHQ paradox with
regards to secrecy and information sharing. The December 2014 update
report from the Cabinet Office indicates that such mechanisms are being
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expanded with GCHQ aiming to ‘share timely and usable intelligence on
hostile state and cybercrime activity with security-cleared personnel in Com-
munication Service Providers (CSPs)’ (2014, p.13). How far this resolves the
broader issue of sharing in real time with all relevant stakeholders, however,
is not clear.

See Cyber Essentials Scheme (2014). Requirements can be found at: https://
www.gov.uk/government/uploads/system/uploads/attachment_data/file/
317481/Cyber_Essentials_Requirements.pdf.

To enable companies which supply cybersecurity products and services to the
UK Government to reference this publicly and give added credibility when
pursuing business (for example, overseas).

See in relation to this the Trustworthy Software Initiative: http://www.uk-tsi.
org/.

See: http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-
country-interactive-map.

Even though how this is interpreted in practice might very well render it
irrelevant.

The European Union and Cybercrime

. Defined here as the ‘broad range of different criminal activities where com-

puters and information systems are involved either as a primary tool or a
primary target’ (EU cybersecurity strategy 2013, p.3). Cybercrime includes
attacks against information systems, content related offences such as the
incitement of racial hatred and traditional offences such as fraud and
identity theft.

. Botnets are networks of compromised computers infected by malicious soft-

ware that can be remotely activated to perform specific actions, including
cyber-attacks (such as denial of service attacks or spamming).

. The caveat here is that at the time of writing many of these measures are still

under discussion within the EU decision making structure (or indeed under
construction), so a full assessment of all Directives/proposed actions is not
possible.

. To facilitate the implementation of this the European Electronic Signature

Standardisation Initiative was also launched.

. Of course, legal measures already existed across different policy sectors

for the protection of privacy, data protection, telecommunications data
protection and service security (art.4 and art.5), with the EU framework
for telecommunications services outlining several provisions for ‘security
of network provisions’ and ‘network integrity’ (restated in the Regulatory
Framework for Electronic Communications Services in 2002).

. With a commitment to introducing legislation by 2007.
. Which was elaborated on more specifically in its communication “Towards

a general policy on the fight against cyber crime’ (European Commission
2007).

. The European Security Research Innovation Forum was set up and reported

in 2009 on how the public-private relationship could be taken forward
with regard to European security in general (and including cybersecurity
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10.
11.

12.
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14.
15.
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17.

18.

19.

20.

21.

22.

23.

24.

and crime). See: European Security Research Innovation Forum (ESRIF) Final
Report (2009).

This built on the 1995 Data Protection Directive (European Parliament and
Council 95/46/EC) and the 2002 Directive on Privacy and Electronic Com-
munications (European Parliament and Council 2002/58/EC) (amended by
the Directive 2009/136/EC).

See, for example, http://www.edri.org/files/dr_letter_260911.pdf.

See, however, Porcedda (2012) on proposals for reconciling privacy/data
protection and security through a technical rather than national security
approach.

See Drewer and Ellermann (2012).

Replacing Directive 95/46/EC (European Parliament and Council
1995).

Replacing Framework Decision 2008/977/JHA (Council of the European
Union 2008).

Still under negotiation and discussion in the Council of Ministers at the time
of writing (March 2015) - see Chapter 7.

Porcedda (2012, p.63-64) also discusses this in the context of the problems
that arise with regard to cloud computing.

Framework Decision 2004/68/JHA on combating the sexual abuse, sexual
exploitation of children and child pornography (Council of the European
Union 2004) and more generally before this outlining the rights of victims
of crime, Framework Decision 2001/220/JHA on the standing of victims in
criminal proceedings (Council of the European Union 2001). The latter was
also updated and replaced by a Directive: 2012/29/EU establishing mini-
mum standards on the rights, support and protection of victims of crime
(European Parliament and the Council 2012).

The Safer Internet Programme was launched in 1999. See: http://ec.europa.
eu/information_society/activities/sip/policy/index_en.htm.

The EFC aims to combat the production, distribution and sale of child
pornography images on the Internet. See: http://www.europeanfinancialcoali
tion.eu/document.php.

Although some countries are more progressive than others (see Chapter 4).
There are also initiatives that have been launched at European level such as
European Cyber Crime Month - supported by ENISA and DG Connect - that
takes place in October each year an aim of which is to promote cybersecurity
awareness and training among citizens.

Report from the Commission to the Council based on Article 12 of the
Council Framework Decision of 24 February on attacks against information
systems — COM(2008)448 (European Commission 2008).

Council Framework Decision 2005/222/JHA (Council of the European Union
2005).

This with the caveat that the strategy was only published in February 2013,
with its main accompanying Directive on Network and Information Security
still making its way through the EU decision-making process at the time of
writing (March 2015).

Indeed, the EU’s Framework Decision on Attacks against Information Sys-
tems (2005/222/JHA) incorporated some of the convention’s central con-
cepts and definitions in order to bring this into EU law and define minimum
sanctions for defined cybercrime offences (Council of the European Union
2005).
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Those that had not ratified it at the time of writing (March 2015) include:
Greece, Ireland, Luxembourg and Poland. Sweden ratified it in 2014.
Cooperation has also been promoted through schemes such as the
European Government CERT (http://www.egc.org), and initiatives such as
the TERENA TF-CSIRST (http://www.terena.org/tf-csirt) and FIRST (http://
www.first.org).

The ENISA report concentrated on National or Government CERTs, that is,
CERTs acting as a national Point of Contact (PoC) for collaboration and
information sharing with other national CERTs in the EU or CERTS responsi-
ble for the protection of governmental and public administration networks
(ENISA, Flair for Sharing 2011, p.20).

For example, national cybersecurity centres, other CERTs (domestic, EU and
non-EU), intelligence agencies, non-European LEAs, the private sector, and
any relevant international entities (such as, the International Criminal Police
Organization (INTERPOL)).

ENISA reported (ENISA, Give and Take 2012, p.41) that at least two countries
described cases where CERT action led to them becoming liable through data
protection laws. This point is salient in relation to the different types of
CERT that exist not all with a clear mandate based in primary legislation for
sharing and processing data.

Not all of which can be covered in this chapter (for example, important
issues such as evidence acquisition and cyber forensic capability have not
been discussed). For more detailed analysis of all issues see: http://www.enisa.
europa.eu/activities/cert/support/fight-against-cybercrime.

An example of good practice that might be extended and developed more
generally was the integrated approach to cybersecurity taken at the London
Olympics (Interview, former UK cybercrime law enforcement official, July
2014).

An issue highlighted by Rob Wainwright, Director of Europol in his evidence
to the UK House of Lords Committee on the next JHA programme (House
of Lords, EU committee, 13th Report of Session 2013-2014, p.17). Indeed he
called for greater policy coherence across the EU’s cybersecurity policies.
Focal points are teams within Europol’s Operations Department that are
focussed on a specific category of crimes or criminal networks. They operate
three focal point teams at present: Cyborg (high-tech crimes and malware),
Twins (online child sexual exploitation) and Terminal (payment fraud).

6 Network and Information Security and Cyber
Defence in the European Union

1.

The EU has focused on self-protection (defence) given that it does not have,
beyond what is provided by the member states, its own autonomous military
capabilities. This is in contrast to the US which has focused developing cyber
offensive capabilities in recent years.

The purpose of this communication was to revitalise and reinforce the
European Commission original strategy document of 2001, ‘Network and
Information Security: proposal for a European Policy approach’.

The Council Conclusions on ‘Prevention, Preparedness and Response to
Terrorist Attacks’ and the ‘EU Solidarity Programme on the Consequences
of Terrorist Threats and Attacks’ adopted by the Council in December
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2004 endorsed the intention of the Commission to propose a EPCIP and
CIWIN (Communication, EPCIP 2006).

Following a comprehensive review of the EPCIP and the Council Directive
2008/114/EC the European Commission (2013c) set out a new approach to
the practical implementation of EPCIP through its three working streams —
prevention, preparedness and response. Such a new approach sought to
in particular take into account and address the interdependencies between
critical infrastructures industry and state actors.

The Directive also advocated general risk management guidelines (‘operator
security plans’), security liaison officers and mandatory reporting, as well as
the exchange of sensitive information among law enforcement authorities.
See also the European Parliament Resolution (2012) which endorsed the
Commission’s communications but also made additional recommenda-
tions which were taken on board in the EUCSS (2013) and the proposed
NIS Directive (European Commission 2013a).

See ENISA for an up-to-date assessment of CERTs: http://www.enisa.europa.
eu/activities/cert.

This was fully established in September 2012 after a one year pilot phase
and serves all EU institutions, agencies and bodies. See: http://cert.europa.
eu/cert/plainedition/en/cert_about.html.

The feasibility study for this undertaken by ENISA concluded ‘that the most
effective level of involvement for the European Union in the establishment
and operation of an information sharing system for its home-users and SMEs
would be that of a facilitator, moderator of discussion and a “keeper of good
practice”’. Progress on its actual evolution and implementation has been
slow, not least because of different perspectives among stakeholders on what
this should entail. For details see: http://www.enisa.europa.eu/activities/cert/
other-work/eisas_folder.

France, Germany, Hungary, Italy, Netherlands, Sweden and UK.

The EP3R was founded through a non-paper which attempted to set
out the goals of the Pubic Private Partnership (PPP), its purpose and its
structure: See http://ec.europa.eu/information_society/policy/nis/strategy/
activities/ciip/ep3r/index_en.ht.

Note, though, that this does not imply that the work of the EP3R was
redundant. For example, the work on botnets was instructive and ENISA is
undertaking a second review of EP3R to ascertain overall utility and lessons
learnt.

For example, the priority area of developing industrial and technologi-
cal resources for cybersecurity/promoting a single market for cybersecurity
products.

There are three main working groups: working group 1 on risk manage-
ment; working group 2 on information sharing/incident coordination; and
working group 3 on Secure ICT Research and Innovation. The author was a
participant member of working group 3.

A third exercise was planned for 2014. Whilst the technical aspect of
the exercise took place in April 2014 (phase 1) there is no publically
available information on the operational/tactical and strategic/political
phases which were due to take place in the Ilatter part of 2014.
The objectives of Cyber Europe 2014 included: testing of the existing
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standard cooperation procedures and mechanisms for managing cyber-
crises in Europe; enhance national-level capabilities; explore the existing
cooperation between the private and public sector; analyse the esca-
lation and de-escalation processes (technical, operational and strategic
level); understand the public affairs issues linked to large scale cyber-
attacks. See: http://www.enisa.europa.eu/media/press-releases/biggest-eu-
cyber-security-exercise-to-date-cyber-europe-2014-taking-place-today.

For example, the ENISA Good Practice Guide on National Exercises (2010).
According to the ENISA report, ‘Participants from 30 countries (EU and
EFTA) were represented in CYBER EUROPE 2010; 22 countries were actively
playing, whilst eight countries were present as observers, having access
to exercise happenings and findings. There was a central exercise con-
trol organisation in place, Exercise Control (EXCON), situated in Athens,
which provided direction and guidance for the exercise. EXCON included
the MS-moderators, one representative from each participating country, and
the EXCON-moderators, ENISA and JRC, which had overall control of the
exercise (ENISA, 2011a, p.6).

There has also been greater support by the Commission for an inclusion
of democratic states such as India and Brazil in such structures in order to
improve transparency and representation (see Chapter 7).

An impact assessment was carried out which considered, alongside the
regulatory approach taken: 1. maintaining the status quo through a mar-
ket/voluntary approach 2. A mixed approach combining a voluntary
approach for member states in improving their capability and more regu-
latory requirements for private actors and public administrations (European
Commission 2013b).

The UK government also pushed strongly for the removal of ‘Internet
Enablers’ from the Directive.

Not all member states participate — some because they have opted out of
cooperation in this area (Denmark), some because of lack of resource (Malta)
and others through choice — because they believe it to be a national not
European competence (UK) (Interview, EDA official, September 2014).

Note, there is a classified and unclassified version of the report. Findings
reported here are from the publically available unclassified report; with the
classified report including much more detail and in depth analysis of EU and
EU MS cyber defence capability.

Derived from a commonly understood military framework of functional
contributors to defence capability known as Defence Lines of Development
(Robinson et al. 2013).

As well as the Cyber Ranges project, a pilot project was established to train
and certify military students in Digital Forensics’; a pilot exercise in coop-
eration with Portugal and Estonia was set up on Cyber Strategic Decision
Making; and there are also various other ad hoc projects, for instance,
one on developing a situational awareness kit to provide a standardised
cyber defence planning and management system, and another on Advanced
Persistent Threat Detection.

For example, by establishing processes and mechanisms for integrating
Cyber Threat Intelligence into Military Operations (for this, see Roehrig
2014).
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The Smart Defence projects in cyber defence, so far, include the Malware
Information Sharing Platform (MISP), the Smart Defence Multinational
Cyber Defence Capability Development (MN CD2) project, and the Multi-
national Cyber Defence Education and Training (MN CD E&T) project (see
NATO (2014) http://www.nato.int/cps/en/natohq/topics_78170.htm).

Transatlantic Cooperation in Cybersecurity: Converging
Security as Resilience?

. ICANN is a private, US, not-for-profit, corporation that performs the func-

tions of the Internet Assigned Names Authority (IANA) through which it
constructs standards for the use and protection of names in cyberspace.

. See  https://ec.europa.eu/digital-agenda/en/global-internet-policy-observa

tory-gipo.

. For an insightful view on the early impact of the Obama administration’s

cybersecurity proposals, see Hathaway (2011).

. See also the specific work done by ENISA on critical infrastructure: https://

www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-
and-services.

. This voluntary approach was embedded in the Cybersecurity Enhancement

Act (5.1353) that was passed by the US Senate on 11 December 2014 and
which became public law no.: 113-274 on 18 December 2014. See https://
www.govtrack.us/congress/bills/113/s1353.

. The EU, of course, had already conceived of a strategy to enhance the use

of cloud in Europe prior to Snowden, which was mainly driven by a sin-
gle market, economic logic. See: European strategy for Cloud computing —
unleashing the power of cloud computing in Europe (2012). See also http://
www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing.

. Europeans who are not resident in the U.S. do not benefit from the safe-

guards of the 1974 US Privacy Act. See http://europa.eu/rapid/press-release_
MEMO-13-1059_en.htm).

. For how EU data protection reform addresses fears of surveillance see http://

europa.eu/rapid/press-release_MEMO-13-1059_en.htm.

. For the General Data Protection Regulation text adopted by the European

Parliament, see: http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//
EP//TEXT+TA+P7-TA-2014-0212+0+DOC+XML+VO//EN.

More accurately, the UK re-constituted the Draft Data Communications Bill
(more generally labelled the Snoopers Charter by many rights groups in the
UK). It was reinvented as the Data Retention and Investigatory Powers Act
and became law on 17 July 2014. See https://www.liberty-human-rights.org.
uk/campaigning/no-snoopers-charter.

It initially started with 48 countries.

See, for example, Ashford (2015).
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