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(p.v) Foreword

Hong Kong’s Personal Data (Privacy) Ordinance came into force 17 years ago in
December 1996. At that time, Hong Kong was the first jurisdiction in Asia to have a
dedicated piece of legislation on personal data privacy. As at August 2014, eleven other
jurisdictions in the region have similar legislation. Globally, at least 104 jurisdictions have
enacted data protection laws.

This trend reflects the growing recognition by governments of privacy as a fundamental
human right. It also underpins the challenges generated by the pervasive use of new
information and communications technologies in today’s digital society, which has enabled
the collection and use of vast amounts of personal data with phenomenal ease and
efficiency. No doubt, technological innovations and applications such as the internet, social
media, mobile applications and cloud computing have created great economic and societal
values, and enhance the productivity and competitiveness of enterprises in ways beyond
our imagination. At the same time, they also pose immense risks to privacy and raise
serious concerns about the protection of personal data.

Against this privacy landscape, it is incumbent upon governments to put in place a
regulatory framework that balances between the privacy rights of their citizens against
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other rights and public and social interests. In the process of introducing legislative
intervention and administrative measures, they strive to foster mutual trust between
businesses and consumers, promote continued use and development of information and
communications technology, and facilitate cross-border data flows in an increasingly
global digital economy.

Substantial developments since 1996 have taken place regarding the promotion and
enforcement of privacy rights in one form or another among the many jurisdictions in
Asia. Reports of these developments are found in the publications of the relevant
regulatory bodies, privacy law journals, overviews by law firms, local and international
media. However, an omnibus text providing a comprehensive review of the present state
of play in privacy regulation in Asia has never been published.

Asian Data Privacy Laws is the first ground-breaking work to examine data privacy laws
and data protection authorities across Asia. There is no person more suitable than
Professor Greenleaf, an eminent and erudite scholar, to undertake this work. He has
done an outstanding job in illustrating the increasing worldwide significance of data
privacy and providing a thorough comparative assessment of the twelve data privacy
laws in Asia, and broad sectoral laws in two other countries, and their enforcement
against international standards.

Asia is well known for its diversity in culture, ethnicity, languages, political and legal
systems. To write a book on any subject covering the whole region is inherently an uphill
task. This is even more difficult for privacy and data protection as it is a specialised
subject which is constantly evolving and requires a thorough understanding of the
intricacies of the interplay among human rights ideologies, societal values, government
policies as well as business interests.

I applaud Professor Greenleaf for pioneering this work, based on the wealth of
background materials and insightful analysis that he has mastered over a prolonged
period of persistent research. This comprehensive and authoritative book, written with
verve and vigour, should prove to be a rich source of knowledge of privacy laws and
practices in Asia for regulators, lawyers, privacy professionals, and academics within and
outside the region.

Allan Chiang

Privacy Commissioner for Personal Data, Hong Kong
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Oxford Scholarship Online
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Print ISBN-13: 9780199679669
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(p.vi) (p.vii) Preface

This book is dedicated to the Hon. Michael Kirby AC, CMG, former Justice of the
High Court of Australia, in honour of his lifelong work to protect human rights and
particularly the right of privacy. Aspects of his career most relevant to this book
include his work as Chair of the OECD Expert Groups that drafted the OECD
Privacy Guidelines, and the OECD Security Guidelines, Chair of the Australian Law
Reform Commission during its report on privacy, recipient of the Australian
Privacy Medal, Commissioner of WHO'’s inaugural Global Commission on AIDS, co-
recipient of the Gruber Justice Prize, inaugural UN Special Rapporteur on
Cambodia, and Chair of the UN’s commission of enquiry into human rights in North
Korea.

Although data privacy, or ‘data protection’ as it is called elsewhere, has over two decades
of history in Asia, it is only in the last few years that there have been significant
developments in more than a handful of jurisdictions. This book covers 26 jurisdictions,
from Japan to Afghanistan, and more than half of them now have significant—though often
incomplete—data privacy legislation, most of it very recent, much of it untested by
courts, and as yet insufficiently enforced by regulators. This book is intended to provide
an early benchmarking in Asia’s development of data privacy protections. That requires
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consideration of constitutional and treaty protections, and those found in the general civil
and criminal law, not only specialized data privacy legislation, particularly for countries
that do not yet have such legislation. Each country’s law reveals something surprising and
worth stating about privacy.

The aim of this book is to be an explanation, comparison, and critique of the data privacy
laws developing in Asia. The efforts of many people across Asia to enact and then to
enforce effective privacy laws are gradually succeeding, and there are many reasons for
optimism. Strong criticism of some aspects of these laws is consistent with respect for the
achievements to date. It is also consistent with the conviction that stronger and more
effective protection of privacy through law is essential for the future of human rights and
humanity, and for a sustainable market economy.

I have been involved in privacy administration, research, and advocacy almost
continuously since the mid-1970s, although not full-time. I have kept an eye on privacy
developments in Asia since the mid-1990s, and have had the opportunity to live in three
countries in Asia, and to work in many others, since 1999. This book had its origins in
2007 when I was asked to give a seminar in London on data privacy developments in the
Asia-Pacific. I discovered that a lot more was starting to happen than I had previously
realized. Since then I have written regularly on Asian developments for Privacy Laws &
Business International Report.

This book is written in the belief that privacy, in its many forms, is worth protection as an
important part of our human rights, and that while law is not sufficient to protect privacy,
it is indispensable for its protection. It is therefore necessary to keep advocating for
better privacy laws, despite often slow and discouraging progress, and to recognize and
document progress when and where it occurs.

The state oflegal and other developments covered in this book is as at 31 December
201 3. Where important developments after that date are known, they are mentioned
briefly. Information based on web addresses (URLs) stated are last accessed and valid
as at 31 December 2013 or later dates.

Periodic updates to developments in Asian data privacy laws after 1 January 2014 will be
available from my SSRN pages at <http://ssrn.com/author=57970>.

Graham Greenleaf
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1. Privacy protection matters in Asia

It is often said that privacy is impossible to protect, either against governments or
corporations. States develop comprehensive information systems concerning their
citizens. Local businesses want to ‘know their customers’, and international businesses
that run global social networks, search engines and the like, gather unprecedented
amounts of personal information on their users.

What then is the relevance of a book about data privacy laws in Asian countries? If the
data privacy laws in those countries and elsewhere, are futile gestures, destined to sit
unaccessed in legal databases and unused, then this will be a book not worth reading
(nor writing). Fortunately, this is not the case, and across Asia there are instances where
the enforcement of data privacy laws has delivered remedies to individual people, and
acts as a restraining influence on both businesses (local and global) and government
agencies, from misusing personal information. Here are a few examples:

* The Octopus stored-value transport card, once the most respected brand
name in Hong Kong, was found to have sold details of its cardholders to
banks and insurance companies. Public and legislative pressure caused the
resignation of Octopus’ chief executive and chairman, disgorgement of its
profits, and massive reputational damage. (p.4) The Privacy Commissioner’s
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investigations, though hampered by inadequate powers, led to new laws with
stronger powers and very high penalties for unauthorized use of marketing
information.

* Among many cases in which South Korea’s Personal Information Dispute
Mediation Committees have ordered that financial compensation be paid, two
involved plastic surgery clinics posting movies on their websites of plastic
surgery operations without their patients’ consent. Each patient was awarded
compensation of US$4-5,000 for mental suffering.

* In China, Dun & Bradstreet’s subsidiary Shanghai Roadway D&B
Marketing Services Co. Ltd. was prosecuted under the criminal law provision
protecting privacy, for illegally buying personal information on consumers. It
was fined US$160,640 and four former executives were sentenced to up to
two years each in prison. Dun & Bradstreet subsequently sold the company.
* Macau’s data protection authority caused the suspension of use of mobile
traffic surveillance cameras by the Traffic Services Bureau and the Public
Security Police because their use might involve the collection and processing
of sensitive data outside the sphere of public roads, and therefore lacked
legitimacy.

* Indonesia’s Constitutional Court held that interception by government
agencies of personal communications, authorized only by ministry
regulations, is a violation of the constitutional right to privacy. The
Constitution required an Act by the legislature setting out exactly when
interception is legal. Similar constitutional challenges have succeeded in Japan,
India, Hong Kong, and Taiwan.

* The Hong Kong Privacy Commissioner, upheld on appeal, found that
‘paparazzi’- style photo-journalism using systematic surveillance and
telescopic lens photography to take clandestine photographs of TV
personalities within their private residences is unfair collection of personal
information which breaches the Hong Kong law, and is not justified by public
interest considerations in the absence of any illegal conduct being involved.

* The Delhi High Court held that legislation more than a century old which
criminalized homosexual sexual acts was unconstitutional because it
breached the implied right of privacy in India’s Constitution, and that there
was no exception justifying this. The Supreme Court overturned this, but the
government is now considering legislation.

» Taiwan’s Financial Supervisory Commission fined two banks US$1 30,000
each for poor security which allowed hackers to discover bank customers’
personal information. It also fined two insurance brokers US$20,000 each,
because they illegally released personal information about policy holders to a
life insurance company to help it market policies.

* Nepal's Supreme Court upheld its Information Commission’s ruling that
every student has the right to see his or her exam answer sheet. In some
South Asian countries such ‘right to information’ laws are the first step
toward giving back control of personal information to the individuals it most
concerns.
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» Constitutional courts across Asia have frequently found legislation
unconstitutional because of constitutional privacy rights including: ‘real name’
requirements for Internet use in South Korea; an ID card based on an
administrative order in the Philippines; and compulsory fingerprinting for the
purpose of an ID card in Taiwan. The language of ‘informational self-
determination’ is familiar to Asian constitutional courts.

(p.5) ¢ The world’s most powerful information business has been unable to
make privacy laws irrelevant. Macau’s data protection authority fined Google
for breach of its law, because when the Street View mapping service
collected images in Macau’s narrow crisscrossing streets and alleys, it was
collecting sensitive data that could reveal people’s private lives. The first
decision of South Korea’s data protection authority found Google’s unilateral
change to its terms of service (TOS) breached South Korean law in three
ways and required changes. In Japan, a court ordered Google to stop
suggesting search terms which associated a person with a crime, and pay
compensation of US$3,000, on privacy protection and defamation grounds.

These cases and others are discussed in this book. As Rule puts it ‘privacy codes matter
—often quite sweepingly’. “The control available to individuals over their own information,
stands to be vastly strengthened or undermined by crucial legislation or court
decisions.’! This book is written in that spirit. It aims to shine a light on the variety and
vitality of Asia’s data privacy developments.

2. Data privacy laws and other protections of privacy
What are ‘data privacy laws’? How common are they around the world? How do they
differ from other methods by which privacy is protected?

2.1. Privacy and data privacy/data protection

‘Privacy’ is a disputed concept, both in law and philosophy.2 Philosophical arguments
about how ‘privacy’ should best be conceptualized and defined, and the resulting
arguments about the extent to which aspects of such a concept of privacy should be
protected by law, can take many directions. However, such arguments are by and large
outside the scope of this book, because the concept of ‘data protection’ (or ‘data privacy’,
which is the term used in this book) is now relatively well defined as a set of ‘data
protection principles’, which include an internationally accepted set of minimum principles
plus additional principles which are evolving continually through national laws and
international agreements. ‘Privacy’ also encompasses aspects of physical privacy which
are not part of data privacy. In addition, ‘data privacy’ laws only apply to data processing
that occurs outside the sphere o