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 Doing research in so sensitive and politically charged an area as interna-
tional intelligence cooperation is by no means an easy task. Yet it was clear 
from the outset that there would be a signifi cant contrast between the aca-
demic stance adopted by the present author and the political and security 
interests of offi cials and decision makers. A research project on intelligence 
security in the European Union would bring with it many diffi culties and 
challenges. 

 For a civilian representative of academia, access to data is always chal-
lenging. The general content and many details of intelligence organisations 
and processes remain closely guarded by state agencies and subject to strict 
legal regulations. The veil of secrecy is often totally opaque. Grappling 
with uncertainty and the knowledge gaps emerging in the course of the 
research was often a frustrating activity. I was fortunate enough to receive 
help from many people during the preparation of this book. 

 The book is not only the result of the study of literature, documents, 
reports and publications. It owes its existence to the many offi cials and 
experts who were willing to hold conversations with me and share their 
expertise and knowledge. They were representatives of EU institutions 
and agencies, intelligence offi cers (civilian and military) of some Member 
States, and law-enforcement offi cers from selected EU countries. I hope it 
is not a breach of confi dence to thank them for their great help, patience 
and consideration. I recognise and appreciate that they agreed to semi- 
structured interviews in spite of the sensitivity of the issues raised in our 
conversations. I thank them for their confi dence and the time they devoted 
to my project. 
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    CHAPTER 1   

            OUTLINE OF THE PROBLEM 
 Intelligence has become one of the most telling aspects of national and 
global security in the twenty-fi rst century. Its role in public affairs, the 
private sphere, security strategies and policies, even in commercial rela-
tions and social media, has grown and expanded immensely (Scott and 
Jackson  2004 , p.  1; Jackson and Siegel  2005 , p.  1; Scott and Hughes 
 2011 , p.  6). Much of this phenomenon can be attributed to the rapid 
civilisational, cultural, psychological and technological transformations of 
the last quarter of a century. They have brought about enormous progress 
and modernisation in many parts of the world but have also provoked 
grievance, rebellion and a feeling of marginalisation among the masses 
populating underdeveloped regions. The lost sense of community, mul-
tidimensional cleavages between nations, communities and social groups, 
and concern about the future have contributed to uncertainty, anxiety 
and distrust among the host of actors populating the global arena. In 
this gloomy scenario, intelligence emerges as a factor contributing to the 
reduction of uncertainty and to the improvement of situational as well as 
strategic knowledge about the facts, concepts and principles that apply in a 
given realm (De Jong and Fergusson-Hessler  1996 , p. 105; Fingar  2011 , 
pp. 4–6). 

 Introduction                     



 The broad application of the concept of intelligence is a feature of 
today’s world. Intelligence is a means to an end and this end is security 
(Gill and Phythian  2006 , p. 1). Hence, it naturally sparks the growing 
interest of statespersons, decision makers and scholars fascinated by the 
expansion of intelligence disciplines, the increased relevance of informa-
tion and knowledge, and the growing signifi cance of technological drivers, 
as well as public offi cials and social activists who are afraid of information 
overload, declining standards of intelligence activities, the widening mar-
gins of error in intelligence analysis and even the potentially devastating 
impact of these factors on decision making and democratic governance. 
It is hard to imagine a strong, robust, effective government without a 
tailor-made knowledge management apparatus ancillary to the state and 
society. The importance of knowledge management, information analysis, 
data processing and intelligence has been a notable feature of government 
policies and world politics, particularly since 9/11 and subsequent terror-
ist attacks all over the world. National security policies and international 
security cooperation arrangements have begun to highlight growing reli-
ance on early warning, situational awareness, threat assessment and risk 
analysis. To be effective, these methods need reliable, accurate and precise 
data and information. Given the immense amount and huge diversity of 
the information available, selecting, processing and adjusting it to policy 
requirements and decision-making procedures has become absolutely 
indispensable. Intelligence has come to play a pivotal role in contempo-
rary security policies and can determine governments’ resilience to threats 
and hazards. 

 The latter aspect underpins the present study. Despite the immense 
proliferation of intelligence methods, means and tools, states have main-
tained their predominance in the realm of information gathering, process-
ing and analysis, especially with reference to the strategic objectives of 
their governments and the vital security interests of their societies. In the 
face of growing competition from private actors offering valuable intel-
ligence products based on open sources, states have widened the scope 
of their intelligence activities, applying modern technologies to create a 
variety of end products. They are also aware that the growing interconnec-
tivity of information sources may bring about both positive and negative 
outcomes. The collection, processing and sharing of available information 
and data to enhance internal security and preserve public order can stimu-
late various forms of cooperation. Yet it also may cause the consolida-
tion of existing ‘spaces of insecurity’ (Ingram and Dodds  2009 , pp. 1–12; 

2 A. GRUSZCZAK



Grenfell and James  2009 , pp.  3–19), generating crime, violence and 
confl ict. Moreover, it may induce certain dysfunctional actors (individuals, 
groups, organisations) to engage in hostile activities undermining public 
order, attacking state institutions and threatening populations. 

 Contemporary intelligence must cope adequately with the complex-
ity, diversity and wide range of activities undertaken by countless par-
ticipants in public life. Accurate intelligence is essential for effective and 
legitimate security management and is equally important for organisa-
tional performance. This rule is binding on both states and international 
organisations. This book deals with intelligence activities undertaken by 
the latter. Although international organisations act beyond the traditional 
supremacy of the sovereign state, this category of international actor is 
not excluded from intelligence activities. Though largely dependent upon 
the resources and expertise of their member states, several intergovern-
mental organisations have successfully developed intelligence capabilities 
and even managed to hold their own assets. In principle, these are the 
organisations dealing with regional or global security, including its mili-
tary and crisis-management aspects, such as the United Nations (Smith 
 1994 ; Dorn  1999 ,  2010 ; de Jong et al.  2003 ; Steele  2006 ), NATO (Laino 
 2011 , pp. 13–14; Kriendler 2013) and the European Union. 

 Current security challenges for the European Union as an international 
organisation and as a community of Member States require a consistent, 
proactive, intelligence-led response. This politically motivated objective has 
to be shared by EU institutions and agencies and should engage Member 
States in a more intense form of cooperation. Hence data exchange, intel-
ligence sharing and intelligence-led operations make up a specifi c security 
 Zeitgeist  which inspires national and supranational counterparts to make 
stronger efforts and invest their resources in the creation of a strategic 
intelligence community within the EU. Recent developments have only 
served to prove the well-known principle of knowledge dominance in the 
realm of security and made the public aware of the size, scope and depth 
of state policies in this regard. The EU is no exception: the proposals and 
initiatives it has undertaken in recent years were timely and adequate to 
the emerging problems of information analysis, knowledge management 
and intelligence sharing. The proliferation of threats to security demands 
a functional intelligence architecture. The European Union has responded 
to this challenge by gradually developing connections and linkages between 
the relevant authorities of the Member States and  systematically engaging 
available EU agencies and bodies in intelligence- led cooperation.  
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   INTELLIGENCE AS AN ELEMENT OF EU SECURITY 
COOPERATION 

 The very word ‘intelligence’ has not been in vogue in Brussels. ‘Intelligence’ 
seemed to be limited to national use, identifi ed with specifi c activities such 
as secret operations, eavesdropping or just spying. ‘Information’ was a 
politically neutral term and as such was easily accepted by the European 
Community’s institutions and introduced into communication channels at 
EU level. For example, in the La Gomera declaration, adopted at an infor-
mal meeting of the Ministers for Justice and Home Affairs of EU Member 
States convened in 1995 in the face of the growing terrorist menace, there 
was a reference to a ‘need for thorough coordination between Member 
States by way of improved machinery for police and judicial cooperation, 
through an increase in exchange of operational information about terror-
ist groups’ (Council of the EU  1995 ). 

 Before 9/11, ‘intelligence’ seldom appeared in EU documents and 
related policies but was used in describing police cooperation through the 
European Police Offi ce, Europol. The acquisition, collation and analysis 
of information and intelligence as well as the provision of strategic intel-
ligence were among Europol’s tasks. It was also mentioned by the Western 
European Union (WEU) as a defence component of the EU. Following 
the 1992 adoption of the Treaty on European Union (TEU), which con-
tained provisions on foreign, security and defence policies, some initiatives 
were endorsed for the development of the operational role of the WEU 
as defi ned in the Petersberg declaration of 1992. Little attention was paid 
to intelligence at that time; nevertheless at the Extraordinary Council of 
Ministers of the WEU in 1995 a Common Concept of European Security 
was adopted, entailing intelligence capabilities developed in an Intelligence 
Section and a Satellite Centre set up within WEU’s institutional structure 
(WEU  1995a ). The meaning of ‘intelligence’ as an element of EU security 
policy was taken for granted by Member States and as such was excluded 
from deliberations in supranational institutions. 

 In the aftermath of 9/11, ‘intelligence’ became synonymous with 
an effective and comprehensive response to the global terrorist threat. 
However, it still lacked a precise defi nition and was largely identifi ed with 
information exchange between the security and intelligence services of EU 
Member States and overseas partners. The terrorist attack in Madrid on 
11 March 2004 forced EU institutions and Member States to accelerate 
and widen anti-terrorist cooperation, including national intelligence services 
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and relevant EU bodies, especially Europol and the Joint Situation Centre 
(SITCEN). By the same token, there was a growing need for an offi cial 
interpretation of what constituted information and what constituted intel-
ligence for the purpose of developing cooperation within the legal and 
institutional framework of the EU. 

 The fi rst attempt at a single defi nition of intelligence was made by the 
Commission of the European Communities. In the 2004 Commission 
communication on enhancing access to information for law- enforcement 
agencies, there was an odd remark (added, by the way, in a footnote): 
‘For the purpose of this Communication the expression “data” or “infor-
mation” means “data, information and intelligence” unless otherwise 
indicated; the term “intelligence” refers to “criminal intelligence”.’ 
(Commission of the EC  2004 , p.  5). Such imprecise wording did not 
facilitate efforts to work out a cohesive approach to EU cooperation on 
exchanging information and data relevant to cross-border activities of 
law-enforcement agencies. Incentives for the specifi cation of the mean-
ing of intelligence in EU policy were included in the European Council 
multi-annual programme of strengthening the area of freedom, security 
and justice, adopted in November 2004. In 2006 the Council, acting 
on the initiative of Sweden, adopted Framework Decision 2006/960/
JHA on simplifying the exchange of information and intelligence between 
the law-enforcement authorities of Member States. Article 2(d)(i) of the 
Framework Decision includes the following peculiar provision:

  information and/or intelligence:

 –    any type of information or data which is held by law-enforcement authorities; and  
 –   any type of information or data which is held by public authorities or by 

private entities and which is available to law-enforcement authorities with-
out the taking of coercive measures [...]. (Council of the EU  2006c , p. 91)    

   A question remained as to whether this defi nition provided a precise and 
operational meaning of intelligence. As many experts emphasise, infor-
mation is not synonymous with intelligence. Information and data are 
raw materials, while intelligence is processed information and data cross-
checked against other available sources of information and knowledge. 
From the functional standpoint, criminal intelligence executed at the 
national level used to be identifi ed with supporting evidence-led inquiry: 
gathering information for a police investigation, structuring the evidence 
for courts or revealing the nature of criminal phenomena. International 
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collaboration in criminal justice involves strategic intelligence: evaluation 
of threats, assessment of criminality’s impact, and anticipation of future 
threats and risks. EU experience has proved the viability of the strategic 
dimensions of criminal intelligence given the limitations on operational 
activities and barriers maintained by the respective national authorities 
with regard to data sharing and information exchange. 

 Whether or not the defi nition of intelligence contained in the Swedish 
Framework Decision was useful, it introduced a highly important func-
tional division between (i) criminal intelligence for EU internal security 
and criminal justice and (ii) military and socio-political intelligence falling 
under the EU Common Foreign and Security Policy. Further interpreta-
tions followed a debate in late 2013 over the prospects for the establish-
ment of an EU intelligence agency. Top offi cials representing the European 
Commission and the EU Intelligence Analysis Centre (INTCEN) pre-
sented a common position on the grounds of the Treaty of Lisbon. They 
recalled that Article 4.2 of the TEU stipulated that the Union respects the 
‘essential functions of its Member States, including ensuring the territorial 
integrity of the State, maintaining law and order and safeguarding national 
security. In particular, national security remains the sole responsibility of 
each Member State.’ (European Union  2012 , p.  18). Ilkka Salmi, the 
director of INTCEN, emphasised that ‘The Lisbon Treaty clearly states 
that national security is the competence of the member states. And that’s 
of course interpreted in many member states as to include intelligence—in 
my understanding as well. Only from the legal point of view, it would 
mean that we would need a treaty change’ (Clerix  2014 ). 

 Substantial arguments went in hand with the offi cial denial of the pos-
sibility of establishing an EU intelligence institution. This position was 
articulated in the late 2000s and refl ected opinions that had already been 
formulated by former offi cials and experts in the 1990s. William Shapcott, 
former director of the EU Joint Situation Centre, said: ‘the EU itself has no 
intelligence agency of its own, no secret intelligence assets, and that there-
fore many of the features of the traditional intelligence cycle are absent or 
only present in a very distorted form’ (Shapcott  2011 , p. 118). Brigadier 
General Günter Eisl, former Intelligence Director at the European Union 
Military Staff, added: ‘We have a very colourful patchwork of organisa-
tions at member state level. There is no single model: each has developed 
based on historical and cultural experiences’ (SDA  2011 ). The establish-
ment of a single EU intelligence agency was out of the question. The 
High Representative for the Common Foreign and Security Policy (CFSP) 
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declared several times that formal institutionalisation and centralisation of 
intelligence cooperation at EU level was not feasible. 

 Such a fundamental stance on the part of the Commission and the 
High Representative does not, however, exclude the possibility of the 
institutionalisation of various forms of cooperation in the fi eld of data col-
lection, analysis and intelligence sharing. Intelligence roles are performed 
by certain EU agencies (Europol, Frontex, the EU Satellite Centre, the 
European Maritime Safety Agency). It should also be acknowledged 
that numerous units embedded in the European External Action Service 
(EEAS) structure (the EU Intelligence Analysis Centre, the Intelligence 
Directorate of the EU Military Staff) are also tasked with intelligence gath-
ering, processing and sharing. Interestingly, Boin, Ekengren and Rhinard 
identifi ed a wide array of EU institutional settings and working arrange-
ments comprising 84 systems and tools dedicated to gathering, analysing 
and sharing information (Boin et al.  2014 ). Such a plethora of agencies, 
bodies, systems and solutions requires a certain level of coordination. The 
European Commission, in March 2011, highlighted the need to integrate 
the activities of the EU agencies responsible for collecting, processing and 
exchanging information and intelligence. But it did not imply the need for 
a single institutional framework. 

 Rather, intelligence security cooperation in the EU has been focused 
on establishing new and reinforcing existing forms of networked coopera-
tion and coordination in the fi eld of information analysis and intelligence 
production and sharing. Moreover, in some sensitive areas, like counter- 
terrorism, the fi ght against organised crime and cyber-criminality, EU 
agencies and units have taken advantage of intergovernmental arrange-
ments worked out by certain Member States outside the legal-institutional 
framework of the European Union. It was taken for granted that the 
operational effi ciency and political legitimacy of these activities require the 
reinforcement of European intelligence cooperation on a basis of systemic 
interoperability, availability and loyalty. 

 This conviction refl ects the evolution of the concept of an ‘intelligence 
community’ within the European Union seeking to strengthen systematic 
cooperation between Member States based on EU law, in the belief that 
permanent or potential threats interfering in and destabilising the security 
of the Union could be reduced to a minimum given closer cooperation 
between national intelligence services and the active engagement of rel-
evant EU agencies and bodies.  
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   SCHOLARSHIP ON EU INTELLIGENCE COOPERATION 
 The fl urry of writing about intelligence activities, even in the post-9/11 
mood, has not seen any special emphasis on EU intelligence coopera-
tion. Scholars working in intelligence studies have focused on ‘big issues’, 
like intelligence failures (Betts 2007; Turner  2005 ; Zegart  2005 ,  2006 ; 
Hulnick  2006b ; Jervis  2010 ; Jones and Silberzahn  2013 ; Dahl  2013 ), 
reforms of national intelligence communities (Rovner and Long  2005 -6; 
Posner  2005 ; Pillar  2011 ), oversight and accountability of intelligence 
services (Born et  al.  2005 ; Born and Caparini  2007 ) and technological 
aspects of intelligence (Ferris  2004 ). 

 The topic of intelligence cooperation within the European Union 
seemed fairly exotic in mainstream intelligence studies of the last decade of 
the twentieth century (Berkowitz and Goodman  1989 ; Richelson  1990 ; 
Gries  1991 ; Hulnick  1991 ). However, the Maastricht Treaty gave a strong 
impetus to thinking about European security in the new institutional con-
text. Hence, some insightful observers of the dynamics of EU integration 
argued that intelligence cooperation should be one of the fundamentals of 
security policies in the European Union and that appropriate institutions 
and mechanisms should be set up to make intelligence sharing plausible 
(Donath  1993 ; Klerks  1993 ). 

 Noticeable progress in the late 1990s, especially the emergence of the 
fi rst intelligence units within the EU’s security and defence policy, encour-
aged the WEU’s Institute for Security Studies to organise research on the 
intelligence policy of the European Union. Given that the initial forms of 
strategic intelligence cooperation were developed within the WEU struc-
tures, the research by a group headed by Alessandro Politi should be con-
sidered as a sort of politically driven evaluation of the purposes, resources, 
capabilities and prospects for a full-fl edged EU intelligence cooperation 
(Politi  1998a ). What was important in Politi’s research was that it also 
embraced what was then third-pillar cooperation, focused on internal 
security and border management. This fi eld of security cooperation and 
intelligence sharing was already being studied in the early 1990s, although 
the research results were often either fragmentary or superfi cial (Bonnefoi 
 1994 ; Robertson  1994 ; Bigo 1995; Hebenton and Thomas  1995 ). Politi 
indicated that the EU could and should develop two types of intelligence 
analysis: strategic military intelligence, aimed at supporting the emerging 
security and defence policy; and criminal intelligence, which sought to 
enhance the effectiveness of the law enforcement and border protection of 
EU territory and the Schengen area (Politi  1997 ,  1998a ). 
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 At the turn of the century, a paper published by Ole Villadsen, a gradu-
ate fresh from Georgetown University, summed up the developments in 
EU cooperation in the 1990s and highlighted incentives for a genuine 
European intelligence policy (Villadsen  2000 ). Post-9/11 developments 
in the global and EU security environments stimulated the debate around 
EU intelligence prospects and capacity building. Although the theme of 
intelligence sharing in most cases appeared in the context of the preven-
tion of and fi ght against terrorism, several papers published at that time 
offered a macro perspective on EU intelligence processes, assessing criti-
cally its strengths and weaknesses, or better, incentives and barriers to 
the progress of cooperation in information exchange and intelligence 
sharing (den Boer  2002 ; Müller-Wille  2002 ; Messervy-Whiting  2004 ; 
Coosemans  2004 ). Studies and analyses of intelligence cooperation within 
the EU, as well as liaison between the Union and its external partners, 
especially the USA, mushroomed in the wake of the tragic events men-
tioned above (Lefebvre  2003 ; Reveron  2006 ; Sims  2006 ; Walsh  2006 , 
 2007 ; Hertzberger  2007 ; Rüter  2007 ; Müller-Wille  2008 ; Dorn  2008 ; 
Svendsen  2008a ,  2008b ; Jeffreys-Jones  2007 ,  2009 ,  2011 ; Brady  2009 ; 
Baker  2010 ; Fägersten  2008 ,  2010 ; Tuzuner  2010 ; Aldrich  2011 ). The 
slow-motion character of EU initiatives, decisions and procedures damp-
ened the initial ardour for in-depth research on intelligence cooperation 
in the EU. 

 Undoubtedly Björn Müller-Wille’s analytical paper published by the 
EU Institute for Security Studies (Müller-Wille  2004 ) was the most com-
prehensive, insightful and informative contribution to this debate pro-
duced at that time. What is more, Müller-Wille’s analysis set the direction 
for further research in intelligence cooperation and was a point of refer-
ence for many debates or projects related to EU intelligence capabilities 
and prospects. Building on an earlier article (Müller-Wille  2002 ), he made 
a thorough assessment of the various dimensions of intelligence support 
for EU security policy: military, law-enforcement, diplomatic, economic 
and crisis-management. In the fi nal part of the paper, he put forward a 
model for an EU intelligence community taking the form of a specifi c 
institutional architecture involving relevant EU agencies and an intel-
ligence communication network (Müller-Wille  2004 , pp.  37–44; also 
Coosemans  2004 ). Müller-Wille’s remarkable work has stood the test of 
time, even though after the 2004 Madrid terrorist bombing the topic of 
intelligence cooperation in the EU was further explored by scholars, offi -
cials and practitioners (Nomikos  2004 ,  2005 ; Vaz Antunes  2005 ; Duke 
 2006 ; Rüter  2007 ; Wetzling  2008 ). 
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 The evolution of an EU security area marked by legal changes, stra-
tegic guidelines, institutional reforms and policy-making patterns stim-
ulated theoretical and practical refl ection on the impact of intelligence 
cooperation on the security of the Union. The search for new approaches 
and novel theoretical and analytical concepts introduced some interest-
ing proposals. Adam Svendsen ( 2010 ,  2011 ) developed a thesis about 
the increased regionalisation of intelligence in Europe. Peter Gill ( 2006 , 
p. 41) emphasised transnational network structuring in Europe focused 
on surveillance and security governance. 

 Björn Fägersten put forward a rational-choice model to explain why 
EU Member States were more or less likely to co-operate on intelligence 
issues. His conceptual proposal assumed that genuine and effective 
intelligence cooperation is feasible when intelligence and policy gains 
are properly balanced against autonomy and vulnerability costs at the 
level of state interests. If balance is produced, it is determined by criti-
cal drivers and peripheral factors—both enablers and barriers—further 
infl uencing prospects for effective intelligence cooperation (Fägersten 
 2008 ). Fägersten deployed the institutionalist perspective in another 
analytical paper related to Europol’s intelligence capacity (Fägersten 
 2010 ), using organisational/institutional and cultural arguments to 
develop the concept of bureaucratic resistance to wide-ranging interna-
tional intelligence cooperation. In a recent paper (Fägersten  2014 ), he 
highlighted the principle of institutional interconnectedness as a con-
stitutive element of European intelligence cooperation. The problem 
of the bureaucratisation of EU intelligence cooperation was also raised 
by Thomas Jäger and Anna Daun ( 2009 ). They adopted the princi-
pal–agent theory to highlight the potential traps that exist in complex 
organisational frameworks. 

 James Igoe Walsh opposed the institutional perspective proposed by 
Müller-Wille and Fägersten. He argued that cultural and psychological 
determinants, most of all trust, are crucial for effective intelligence sharing 
in the EU. He mentioned several bodies engaged in intelligence coop-
eration, namely Europol, the Club of Berne and the EU Military Staff, 
and highlighted their roles as facilitators of intelligence collaboration. 
He acknowledged their positive contribution to technical mechanisms 
and channels for the diffusion of intelligence among national services. 
However, he also pointed to the constant defi cit of trust among national 
stakeholders as a critical factor undermining effective intelligence sharing 
(Walsh  2006 ). 

10 A. GRUSZCZAK



 Nicholas Dorn’s refl ection on the opportunities and prospects for EU 
intelligence cooperation was based on the assumption that the establish-
ment and development of this intelligence cooperation can occur at a 
strategic level and should mainly address various forms of international 
criminality. Hence, the context of this cooperation should involve cultural, 
psychological, educational, economic and sociological factors. Dorn sug-
gested that the ‘EU should encourage a security model of public-private 
partnership, emphasising excellence in diversity in relation to information 
systems, data collection, model assumptions, analytic models, and report-
ing’ (Dorn 2008, p. 180). 

 Eveline R. Hertzberger offered an overall view of intelligence sharing in 
the EU in the context of counter-terrorism. She used the term ‘EU intel-
ligence community’ with respect to four agencies and entities (Europol, 
SITCEN, EUMS Intelligence Division and EU SATCEN), stipulating 
that ‘they fulfi l the intelligence function for the EU, but are not intel-
ligence services in the traditional sense of the word. Unlike national intel-
ligence agencies, they do not have collection capabilities.’ (Hertzberger 
 2007 , p.  3). Certainly, she was wrong on this point as she missed the 
important open-source intelligence (OSINT) component in the everyday 
intelligence activities of relevant EU agencies and bodies. Focusing on 
EU counter-terrorism policy, Hertzberger put the emphasis on ‘foreign 
intelligence’, that is the external dimension of information gathering and 
intelligence sharing. 

 A monograph by three Spanish scholars greatly enriched the debate 
around the viability of EU security intelligence. Antonio Díaz Fernández, 
Miguel Revenga Sánchez and Oscar Jaime Jiménez ( 2009 ) placed the fi eld 
of intelligence cooperation within the framework of the Europeanisation 
concept. They deemed this particularly useful for overcoming the dichot-
omies prevailing in existing scholarship in EU intelligence cooperation: 
intergovernmental cooperation vs supranational integration; national 
interests vs community objectives; transnational networks vs supranational 
bureaucracy (Díaz Fernández et al.  2009 , pp. 56–7). This neo-functionalist 
approach enriched the debate with topics and threads previously neglected 
or marginalised, such as the overlapping of institutional arrangements, 
cross-referential connections between internal and external security agents 
and structures, and the logic of networked governance of EU intelligence 
actors and policies (Díaz Fernández et al.  2009 , pp. 58–67). 

 With the growing importance of prevention, precaution and the antici-
pation of threats highlighted in the 2010 EU Internal Security Strategy, 

INTRODUCTION 11



more scholars expressed an interest in the study of a proactive intelligence- 
led approach to EU security (Brady  2008 ; Gruszczak  2013 ; den Boer 
 2014 ) and a reinvigorated cooperation between Member States and EU 
agencies and bodies. The relationship between policing and intelligence 
was seen in the context of the blurring of boundaries and overlapping of 
powers as well as the emergence of new ‘hybrid’ police-intelligence insti-
tutions (Cordell  2010 ; Svendsen  2011 , p. 537; Završnik  2013 ). 

 Mai’a K. Davis Cross’s studies on a European trans-governmental intel-
ligence network are among recent conceptual proposals in the fi eld of EU 
intelligence studies. Cross bases her approach to intelligence cooperation 
in the EU on the concept of epistemic communities. With regard to secu-
rity integration in Europe, she highlights the strong tendency towards 
its redefi nition by specifi c knowledge-based networks (Davis Cross  2011 , 
 2013a ). She developed this idea in a paper devoted to INTCEN (Davis 
Cross  2013b ), in which she argued that INTCEN is at the centre of a 
trans-governmental network of intelligence professionals nested in the 
emerging European intelligence space. 

 The European context of intelligence has recently attracted the atten-
tion of scholars identifi ed with mainstream intelligence studies (Duyvesteyn 
et al.  2014 ) or EU internal security policies (Kaunert and Léonard  2013 ). 
In the latter strand, a group of experts on EU counter-terrorism have 
offered insightful views of the role of intelligence in the prevention and 
combating of terrorist threats (Balzacq and Léonard  2013 ; Gruszczak 
 2013 ; Argomaniz et al.  2015 ; den Boer  2015 ). 

 The above review of leading concepts and propositions has pointed to 
the growing diversity and advancement in the study of EU intelligence 
cooperation. Regardless of the relatively low rate of scholarly ‘production’, 
the rising quality and insightfulness of these studies assert the increasing 
importance of intelligence for EU security policy and strategy.  

   RESEARCH PROBLEMS AND HYPOTHESES 
 The European Union is the world’s most complex and advanced interna-
tional organisation, a unique integration of sovereign nation-states and 
supranational institutions within a single legal and institutional frame-
work. In the course of its evolution and transformation, it has become the 
organisational vehicle for numerous sub-regional, regional, national and 
supranational collective actors eager to align their interests and take advan-
tage of synergies emerging on the supranational level (Watts  2008 ; Staab 
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 2011 ; Lelieveldt and Princen  2011 ). As Castells ( 2000 , pp. 362–3) wrote, 
‘the European member states have been forced to innovate, producing, at 
national, regional, and local levels, new forms and institutions of gover-
nance, including the Union itself as a “new form of state”, i.e., “the net-
work state”’. In this context, the European Union may be regarded as a 
networked polity (Castells  1998 , p. 330; Ansell  2000 ). Networks are cre-
ated by sets of actors involved in public governance focused on joint prob-
lem solving (Torfi ng  2005 , pp. 306–7; Hajer and Versteek  2005 , p. 341; 
Provan and Kenis  2007 ; Nutt and Pal  2011 ; Keast  2014 , pp. 22–3). Policy 
networks imply a cooperative mode of governance based on stable pat-
terns of exchange and reciprocity. Multiple actors with overlapping com-
petences engage in cooperation and equivalent exchange. 

 Intelligence as an element of EU security governance is subject to the 
dynamics of networks which emerge in a given institutional and functional 
context in response to integration objectives shared by the Member States 
and pursued by supranational institutions. The emerging global system 
of interconnections entered a new stage in the early 1990s with a rapid 
transformation into a complex multidimensional networked construction 
saturated with information and data. It opened up a vast space crowded 
with a growing number of transnational actors, gradually extending the 
scope of their activities and proliferating functional and dysfunctional pat-
terns of relations. Globalisation and networking posed new challenges to 
intelligence services because of the massive fl ood of data, often overload-
ing contemporary intelligence systems and demanding new technical and 
human capabilities. The growing volume of data increased the level of 
uncertainty and enlarged the intelligence gap between the amount of raw 
material and the ability to process it (Codevilla  1992 , pp.  3–6; Fingar 
 2011 , pp. 107–8; Lorber  2015 , pp. 6–7). The proliferation of threats at 
transnational and global levels increased pressure on national intelligence 
organisations, as well as law-enforcement services, towards the more effi -
cient prevention and combating of criminal activities, particularly terror-
ism. The need for comprehensive knowledge, accurate and fast analyses 
and usable intelligence products was rising with growing demands from 
decision makers. In these circumstances, nation-states’ security strategies 
and policies increasingly began to rely on sources of information located 
overseas, outside the scope of their jurisdiction and formal competence, 
the accessibility of which was subject to international, formal or tacit, 
agreements and deals. 
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 The research objective of the present study is to examine the constitution, 
structure and management of EU intelligence networks as part of the 
security policies of the European Union. In particular, the aim is to inves-
tigate the ability of EU Member States, as well as the institutions and 
agencies responsible for security matters in the Union, to develop effec-
tive, legitimate and accountable institutions and mechanisms for the col-
lection, transmission, processing and exchange of intelligence and other 
information related to its security. In this regard, synergy at the level of 
information exchange and intelligence is a key element that will be used 
as a basic indicator validating the ability to create a European intelligence 
community on the basis of EU law and institutions. 

 I argue that the European Union has provided a framework for intel-
ligence cooperation in order to better secure its interests and build resil-
ience to unauthorised and unrestricted surveillance and interference 
performed by non-EU (state and non-state) actors. I intend to show that 
the EU—regardless of the poor prospects for making a ‘European NSA or 
CIA’—has been creating a specifi c organisational and functional structure 
capable of effectively performing intelligence functions. 

 I advance the hypothesis that the European Union, considered as a 
complex network of institutions and agencies located on the suprana-
tional and national levels, has been evolving towards a multidimensional 
complex of intersecting policy fi elds underpinning the ongoing process 
of European security integration. Security is a specifi c policy fi eld in the 
EU given that it encompasses both loose institutional arrangements and 
hierarchical structures, and adaptive community actions. Security gover-
nance networks in the EU, contrary to Torfi ng’s claims (2005, p. 307), 
are not self-regulating (Scharpf  1994 , p. 36) but constitute a polycentric 
confi guration of interdependent actors guided by formal and informal 
arrangements directed towards certain policy outcomes (Krahmann  2003 ; 
Weber et  al.  2004 ; Kirchner and Sperling  2007 ; Hollis  2010 ; Christou 
et al.  2010 ; Mérand et al.  2011 ; Whelan  2012 , pp. 18–24; Giumelli and 
Lavallée  2013 ; Ehrhart et al.  2014a ). 

 Information sharing is vital for the proper functioning of the EU secu-
rity complex and indispensable for effective handling of threats and risks 
to European security. As Ricci ( 2008 , p. 12) observed, ‘Politicians, diplo-
mats, humanitarian workers, mediators, intelligence operatives are part of 
the same ecosystem, constrained by the same environmental factors. […] 
The whole point is the need to adapt to the environment.’ Therefore, 
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the European Union’s strategic objective in the area of security is to 
determine a functional architecture of interconnected institutional nodes 
of intelligence analysis responding to the most relevant problems, chal-
lenges and risks. To meet this objective Member States, along with appro-
priate EU institutions and agencies, must create an intelligence community 
based on effective rendering of time-sensitive intelligence, sharing of best 
practices and analytical products, and contributing to effective and legiti-
mate security governance in the EU. 

 This book builds on the hypothesis that a European intelligence com-
munity can be established at the EU level. In particular it examines stra-
tegic intelligence, that is to say the knowledge produced for EU offi cials 
in charge of security policies and actions contributing to policy making in 
EU institutions and agencies. Member States participate in the joint intel-
ligence enterprise with a view to the acquisition of intelligence output for 
their national leaderships. The value added to intergovernmental coop-
eration between the intelligence services of Member States derives from 
the synergetic effects at the EU level produced by the special intelligence 
tradecraft practised by institutions and agencies.  

   METHODOLOGY 
 The present study is situated at the intersection of selected disciplines, 
sub-disciplines and inter-disciplinary fi elds that have hitherto proved their 
usefulness in research in the fi eld of European security, strategic studies 
and intelligence cooperation. Such a cross-disciplinary approach is partic-
ularly suitable for an enquiry into strategic intelligence cooperation in the 
European Union. A functional merger of different disciplines and inter- 
disciplinary fi elds is evidence of a holistic approach, which is particularly 
important in the present study. One of its fundamental objectives is to 
argue for the emergence of an EU intelligence community as a networked 
security construction of interconnected hubs focused on information 
analysis, knowledge management and intelligence sharing at the strate-
gic level. The concept of an EU strategic intelligence community needs 
to overcome artifi cial divisions between academic disciplines in order to 
develop unorthodox methods and instruments of empirical research. Such 
an approach to the study of security cooperation in the EU is owes much 
to Monica Gariup’s research on European security culture (Gariup  2009 , 
pp. 5–6). 
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 To avoid excessive ‘compartmentalisation’ of the theoretical foundations 
of the present book, it is anchored in three areas: European integration 
studies, intelligence studies and network science. 

 European integration studies have given a solid background to more 
specifi c research in security-related fi elds. The enormous research agenda 
followed since the early years of integration within the framework of 
the European Communities has brought about a plethora of concepts, 
approaches, theories and frameworks aiming to explain the increasingly 
complex empirical issues generated by integration processes (Mattli  1999 ; 
Rosamond  2000 ; Cini  2006 ; Chryssochoou  2009 ; Egan et  al.  2010 ). 
Addressing the problem of intelligence cooperation within the wider con-
text of European integration is highly demanding and risky. The dominant 
strands of theories and conceptual frameworks may appear only partially 
feasible. 

 Intelligence studies have been an academic discipline for quite a long 
time (Honig  2007 , pp.  700–3; Warner  2007 , pp.  21–5; Fisher and 
Johnston  2008 ; Kahn  2009 , p. 4; Johnson and Shelton  2013 , pp. 112–13; 
Agrell and Treverton  2015 , pp. 14–31). Studies of intelligence have been 
synchronised with major events on the international stage, focusing on 
security, defence and prevention. After the Second World War intelligence 
was described as the ‘missing dimension’ in the study of international rela-
tions (Jackson and Siegel  2005 , p. 2). The expansion and rapid develop-
ment of intelligence studies occurred during the Cold War period (Prados 
 1982 ; Bamford  1982 ; Reynolds  1985 /6; Richelson  1985 ,  1986 ,  1990 ; 
Richelson and Ball  1985 ; Freedman  1986 ). Post-Cold War studies in intel-
ligence had to respond adequately to rapidly evolving international secu-
rity relations and structures (Hoffman  1996 ; Wiebes  2003 ; Wirtz  2007 ; 
Gill et  al.  2009 ). Publications on intelligence topics in the 1990s were 
more varied and nuanced, and began expanding towards diplomacy, inter-
national peacekeeping, public administration, information technologies, 
knowledge management and interception of communications (Treverton 
 1995 ; Steele  1995 ; Richelson  1996 ; Herman  1996 ; Hager  1996 ; 
Berkowitz  1997 ; Castagna  1997 ; Boatner  2000 ). They seldom touched 
upon the organisation, mechanisms and procedures of cooperation among 
national intelligence services, especially in the established framework of 
international organisations or arrangements (Klerks  1993 ; Aldrich  1995 , 
 1998 ; Alexander  1998 ; Aid and Wiebes  2001 ). Moreover, they lacked a 
strong theoretical framework. Mark Phythian ( 2009 , pp. 54–5) explains: 
‘There seems little prospect of a unifying theory of intelligence because of 
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the scope and complexity of the subject area and, moreover, little need in 
that a signifi cant part of the frame that this would provide already exists in 
the form of structural realist analyses.’ 

 Drawing from the existing cognitive paradigms typical of interna-
tional relations (IR) also seems to be problematic. Don Munton ( 2011 , 
p. 116) maintains that ‘realist theories are not suffi cient for understand-
ing international intelligence cooperation or liaison. To understand both 
actor interdependence and actors’ interests we need to complement realist 
theory with the perspectives offered by liberal institutionalism and the 
constructivist approach.’ I believe, however, that mid-range cognitive and 
explanatory formulas provided by mainstream IR theory are insuffi cient to 
address the ontological peculiarities of intelligence organisations, and so I 
examine network theories. 

 Network science has made impressive advances in recent decades, with 
researchers and practitioners constantly underlining ‘netting’, connectivity 
and clustering (Arquilla and Ronfeldt  2001 ; Barabási  2002 ,  2012 ; Watts 
 2003 ). Its intrusion into numerous scientifi c disciplines has generally been 
welcomed as it offers an attractive, cohesive and suggestive explanatory 
framework. Network theories are comprehensive sense-making epistemo-
logical constructs addressing one of the basic features of reality: its struc-
tural interconnectedness. As Albert-László Barabási ( 2002 , p.  7) wrote 
in his seminal book: ‘Networks are present everywhere. All we need is 
an eye for them.’ Ted Lewis ( 2009 , p. 6) claimed that network science is 
made up of two key ingredients: the structure of a collection of nodes and 
links and the dynamic behaviour of the aggregation of nodes and links. 
Network science allows us to correlate form with function and structure 
with behaviour. Network theories enable a better understanding of net-
works as components in various complex systems (Barabási  2012 , p. 15). 
They not only explain the origins and formation of complex systems but 
most of all address their structure and property as well as architecture and 
dynamics. 

 Organisational network structure is composed of nodes which are 
responsible for the internal behaviour and connectivity of actors (Changizi 
and He  2005 , pp. 13–14). Park and Barabási ( 2007 , p. 17916) observed 
that ‘node properties are not distributed at random in the network, but 
are correlated with the underlying network structure’. Perreira and others 
( 2013 , pp.  1–2) add that networks tend to the synchronisation of dif-
fused elements, reaching a high level of coherence in order to control the 
behaviour of the nodes. Some nodes have more connections and links 
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connecting to a node are unevenly distributed although they tend to clus-
ter. Such high-level nodes are called hubs and are critical for interconnect-
edness within multiple dimensions of a network (Berlingerio et al.  2011 , 
pp. 223–5). They shorten the paths between all the nodes in the entire 
network. 

 Barabási and Albert (1999, p.  510) identifi ed hubs as a property of 
free-scale networks. They observed that ‘network continuously expands 
by the addition of new vertices that are connected to the vertices already 
present in the system’. Hubs are critical for network stability and inter-
nal communication between actors. According to Whelan ( 2012 , p. 32), 
referring to Provan and Kenis’s ( 2007 ) seminal ideas on network gover-
nance, hubs emerge in brokered network governance settings in which 
activities are controlled by a lead organisation (Shearing and Wood  2000 ; 
Dupont  2004 ; Crawford  2006 ). 

 In this book I subscribe to network analysis for ontological as well as 
methodological reasons. Network analysis of intelligence cooperation 
highlights complex organisational structure and dense communication 
systems. From the institutionalist perspective, it properly underlines the 
relevance of isomorphism as the essential trait of complex organisations 
acting in heterogeneous environments (Brandes et al.  2013 , p. 4).  1   From 
the functionalist point of view, it demonstrates convincingly the logic of 
reciprocity and the value of synergetic links between the core elements of 
a network: nodes and hubs. This is particularly important for intelligence 
networks built by actors with different levels of competence, tradecraft, 
security clearance and accountability (den Boer et al.  2008 ). As early as 
1998, Castells wrote that ‘A network, by defi nition, has nodes, not a cen-
tre. Nodes may be of different sizes, and may be linked by asymmetrical 
relationships in the network, so that the network state does not preclude 
the existence of political inequalities among its members.’ (Castells  1998 , 
p. 332).  2   

 Nodes and hubs stimulate a host of horizontal and vertical connections 
that are closely interlinked and exposed to intensive feedback. As far as 
information networks are concerned, nodes constitute a critical element 
of a network whereby fl ows of information, decisions and outcomes are 
managed, fi ltered or processed. The nodal model of governance offers a 
valuable theoretical insight into the structure and dynamics of networked 
relationships (Shearing and Wood  2003 ; Burris et  al.  2005 ; Johnston 
 2006 ). According to Burris ( 2004 , p. 341), ‘The theory of nodal gov-
ernance is intended to enrich network theory by focusing attention on 
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and bringing more clarity to the internal characteristics of nodes and thus 
to the analysis of how power is actually created and exercised within a 
social system. While power is transmitted across networks, the actual point 
where knowledge and capacity are mobilized for transmission is the node.’ 

 The nodal model is particularly suitable for complex networks which 
link varied actors and allow for the exchange of different types of resources. 
Drahos ( 2004 , pp.  404–5) argued that network resources are often 
brought together through a ‘superstructural’ node that brings together 
actors who represent networks, concentrating resources and technologies 
for the purpose of achieving an adaptive response to a problem that con-
fronts networked governance. 

 This remark is particularly telling with regard to intelligence networks 
(Sparrow  1991 , pp.  257–8; Treverton and Gabbard  2008 , pp.  47–9). 
They are highly heterogeneous, resistant to integration, prone to closer 
coordination, susceptible to technological solutions and devices and com-
pliant to state actors. They tend towards clustering and organisation in 
hubs. The latter emerge from nodes which collect, stockpile and trans-
mit certain information and intelligence belonging to a selected category. 
Each category is predetermined by source, clearance, safeguards, quality 
and purpose. Hence, hubs enable the management of information and 
data in a premeditated, ordered and goal-oriented way, not excluding at 
the same time intermediary functions and brokering. They demonstrate 
that the dense network of interconnected entities bound by nodal links 
could function not only as a useful tool to maintain top-down informa-
tion workfl ow but also as a functional pattern of intelligence cooperation 
focusing on cross-border, spatial, organisational undertakings and opera-
tions bringing about positive results in terms of security policies. 

 The diffi culty of studying intelligence cooperation in the EU, including 
that on the strategic level, lies in the entangled and ill-defi ned links between 
the two basic types of intelligence, military and civilian, which refl ect the 
classic division between the intergovernmental (union) and supranational 
(community) aspects of European integration. The security policies of the 
EU overlap this division: the Common Security and Defence Policy (CSDP) 
relies on the military assets provided exclusively by Member States while EU 
internal security and border management involve measures and activities 
carried out by agencies and bodies nested in EU supranational structures. 
As a result, intelligence output at the EU level is subject, predominantly, to 
vertical bottom-up flows of information and analytical data selected 
and pre-processed by national intelligence organisations in response to 
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a ‘need to know’ clearly defi ned by EU customers. This mechanism is 
particularly appropriate for defence cooperation, which largely depends on 
the classifi ed information required to plan, command and control military 
operations under the CSDP.  Intelligence support from EU agencies and 
bodies is principally built on open sources or fi nished intelligence supplied 
by Member States for further processing and analysis by EU entities. In 
the case of EU internal security cooperation, the information fl ow is much 
more intensive and diversifi ed. It encompasses various categories of data and 
a wide range of issues referring to the internal security of EU countries as 
well as global risks and transnational threats. Horizontal links play a much 
more important role. They enable an intensive fl ow of data loaded by rel-
evant national providers and then their collation, comparison and checking 
against a huge amount of information materials available from an enormous 
variety of open sources. 

 This brings us to the fi nal methodological statement. The model of 
intelligence hubs embedded in a complex networked organisational struc-
ture is applied to the analysis of strategic intelligence cooperation in the 
European Union on the following assumptions:

    1.    Intelligence hubs emerge on different levels depending on the 
strength of ties established by the principal actors. They correspond 
to the main areas of security policies in both national and transna-
tional domains including military, crisis-management, law-enforce-
ment and diplomatic issues.   

   2.    Patterns of isomorphism observable among state actors (at Member- 
State level) tend to weaken ties, limit network agility and reduce 
information fl ow and intelligence sharing. As a result, ‘soft’ hubs are 
established refl ecting the stance of the leading national agency as 
well as hesitance towards sensitive ‘nationally securitised’ intelli-
gence sharing.   

   3.    The community model is suitable for intelligence cooperation focus-
ing on cross-border phenomena that are seen as the costs of supra-
national integration, such as transnational criminality or the 
proliferation of terrorist networks. ‘Hard’ hubs are formed by 
national law-enforcement authorities willing to share sensitive infor-
mation with a view to the potential value added by EU institutions 
and agencies in the course of the collection, analysis and fusion of 
dispersed data.   

   4.    The EU’s single legal and institutional framework enables synergetic 
connections and working linkages between horizontally and verti-
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cally oriented intelligence hubs. Intelligence security in the European 
Union is subject to the ability of all stakeholders—governments of 
the Member States, local law-enforcement authorities and the mili-
tary, as well as relevant EU institutions, agencies and bodies—to 
share their assets, deliver their inputs and use joint intelligence prod-
ucts to strengthen security and public order.    

Data for the present book was collected using a combination of desk 
research and personal interviews with senior offi cials from the EU, NATO 
and national authorities as well as leading intelligence experts and schol-
ars conducting research in EU security and intelligence. Individual semi- 
structured interviews with 14 senior offi cials were carried out during fi eld 
trips in June, September and November 2012. Occasional contacts were 
maintained as a follow-up. The majority of respondents represented EU 
institutions and agencies: the European Commission (DG Home), the 
European External Action Service (EU Military Staff, EU Intelligence 
Analysis Centre), EU Satellite Centre, Europol, Frontex, and the Offi ce 
of the EU Counter-terrorism Coordinator. NATO’s Emerging Security 
Challenges Division and several national authorities were also represented. 
All offi cials agreed to be interviewed only on the condition of strict con-
fi dentially. Therefore in the present book any reference to their opinions 
and statements is anonymised and their exact institutional affi liation is 
concealed. These discreet encounters were complemented by interviews 
and talks with 30 experts and scholars from the United Kingdom, the 
Netherlands, Germany, Spain, Sweden, Denmark, Poland and the Czech 
Republic.  

   PLAN OF THE BOOK 
 The book is structured around the concept of intelligence hubs. The fi rst 
two chapters address theoretical, defi nitional and conceptual aspects of 
intelligence. The fi rst chapter introduces the concept of intelligence and 
elaborates on its meaning, theoretical foundations, explanatory proper-
ties and cognitive values. The meaning of strategic intelligence is also 
explained. The concept of the ‘intelligence community’ is then presented 
and further discussed with reference to the related terms ‘security commu-
nity’ and ‘epistemic community’. Considerable differences in the under-
standing of ‘intelligence community’ among EU offi cials and government 
representatives are explained by the interpretation of the EU intelligence 
community as a distorted epistemic community. 

INTRODUCTION 21



 The next chapter focuses on ‘intelligence tradecraft’ in the EU, that 
is, the means adopted by stakeholders in the EU intelligence community, 
the products they offer to EU Member States and the feedbacks to be 
expected from EU agencies and bodies involved in intelligence sharing. 
The chapter refl ects on the relevance of secrecy and openness in today’s 
intelligence analysis and contributes to the unfolding debate on the value 
of open-source information and secret information obtained by national 
intelligence and counter-intelligence agencies. It also highlights the selec-
tive presence of the main intelligence disciplines at the strategic level of EU 
intelligence cooperation. By the same token the intelligence cycle inherent 
in strategic analysis of the military aspects of security is juxtaposed with 
the policy cycle applied in the realm of internal security and criminal intel-
ligence. The fi nal part of the chapter assesses EU intelligence tradecraft to 
capture the horizontal and vertical determinants stemming from the range 
of interactions between national and supranational actors. It also offers 
some explanation of the quintessence of EU intelligence cooperation in 
technical and organisational terms. 

 Chapter 4, on military intelligence in the EU, illustrates the predomi-
nance of vertical cooperation among Member States, driven by their 
doctrines and strategies of national security. The problem of defence by 
military means and support for operations ‘out of EU area’ is tackled in 
the context of the defi cit of political will on the part of individual EU 
Member States and the political ambitions of the Commission and the 
High Representative for FASP to gain for the Union the position of a 
global power. The political endorsement for the concept of a Common 
Security and Defence Policy led to the creation and progressive expansion 
of certain institutional arrangements addressing military intelligence coop-
eration at the EU level. The establishment of the Intelligence Division 
within the EU Military Staff and the formation of the Joint Situation 
Centre and the EU Satellite Centre to support military tasks correspond-
ing to missions and operations conducted by EU forces (Petersberg tasks) 
created intelligence capabilities serving both EU and national interests 
and objectives. 

 Chapter 5 is devoted to crisis management in the EU and the role 
of situational awareness and early warning. The growing importance of 
the prevention of various threats to EU security and the constant devel-
opment of crisis-management capabilities is highlighted in the con-
text of  information gathering and processing and intelligence sharing. 
Mechanisms of crisis preparedness and resilience contained in the Crisis 
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Management Procedures are considered in the context of the need to 
process and verify the large fl ow of information and data to appropriate 
EU agencies, such as the Situation Room and Watch-Keeping Capability. 
Next, the EU Crisis Response System is examined in the light of insti-
tutional capabilities to translate intelligence into effective decisions and 
actions. In the fi nal part of the chapter, the EU’s forecast-analysis and 
scenario-planning capabilities are evaluated in terms of effective risk man-
agement and threat assessment. 

 EU foreign policy and external relations constitute another dimension 
of the EU intelligence community. Chapter 6 explains the relevance of 
socio-cultural intelligence in the EU for the external dimension of EU 
activities. The political-diplomatic hub established within EEAS contains 
various mechanisms, instruments and capabilities for gathering and analys-
ing information and data relating to the monitoring of areas outside the 
Union where risks and threats to EU interests and values may emerge and 
proliferate. Knowledge of cultural, religious, normative, organisational 
and political factors seems to be a precondition of the broad scanning of 
the external environment that is required for a wider view of international 
security. The role of EEAS is analysed in the context of the surveillance 
and assessment of the external environment of the Union. The input from 
Member States is also evaluated and the role of the COREU network is 
highlighted, given the increasingly binding obligation of Member States 
to inform and consult each other in matters of foreign affairs and security. 

 The next chapter takes up the issue of criminal intelligence in the 
EU.  Internal security is a vast area of European integration and it has 
an increasingly signifi cant impact on the overall security policies of the 
EU. This chapter examines the organisation, resources, skills, capabilities 
and results of criminal intelligence in the Union. EU agencies, mostly 
Europol, Eurojust and Frontex, are assessed in terms of their involve-
ment and input in criminal information exchange, analysis and intelli-
gence sharing. A European Criminal Intelligence Model, the EU policy 
cycle for organised and serious international crime, and the principles of 
intelligence- led policing and criminal information management are evalu-
ated as novel approaches to internal security that can make use of commu-
nication technologies, large-scale EU-wide IT systems, forensic computer 
programmes and enhanced analytical capabilities. 

 The EU intelligence community has been emerging in a global con-
text constructed of transnational threats, external pressures and global 
risks as well as certain prospects, opportunities and benefi ts derived from 
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emerging or enhanced patterns of international intelligence cooperation. 
Chapter 8 describes the partnerships, collaborative efforts and tactical 
deals made by the EU with actors in the international arena, principally 
states but also international organisations. The emphasis is on NATO and 
the United States as strategic partners in security policy. 

 Chapter 9 identifi es and analyses synergetic mechanisms emerging in 
the institutional, political and strategic realms, and determining the pro-
cess of formal and informal arrangements, strategic planning, decision 
making and enforcement. A multi-variant exercise is performed in the 
central part of this chapter to test the viability of hypotheses formulated 
at the outset, especially the effect of interactions among particular intel-
ligence hubs which function in permeable and intersecting security fi elds. 
The concept of fusion centres is discussed as a practical exemplifi cation 
of synergy building among diverse intelligence stakeholders. In the fi nal 
part, a map of intelligence synergies in the EU is presented and explained. 
It draws on a comprehensive approach to intelligence in the EU and 
functional relationships between institutional entities concentrated in the 
hubs. Complex network architecture is tested with reference to interac-
tions, connections, dependencies and feedbacks among the hubs. 

 Chapter 10 draws attention to the issue of democratic oversight of the 
EU intelligence community. Although this community does not possess 
autonomous operational capabilities, it manages the bulk of information 
discreetly provided by Member States, contributes to the transfer of sensi-
tive data and handles a wide variety of intelligence deliverables. Given the 
specifi c nature of EU intelligence cooperation, this chapter elaborates on 
the concept of tri-dimensional accountability. It underscores the peculiar 
aspects of intelligence cooperation in the EU by analysing oversight and 
control functions performed by EU institutions and bodies in two dimen-
sions: the horizontal and the vertical. It also frames the complexity of 
EU intelligence control mechanisms in the context of tensions between 
national scrutiny and supranational oversight, largely in relation to the 
observation that institutional oversight includes a set of measures, proce-
dures and mechanisms generated at the intersection of separate ambits of 
intelligence management and tradecraft practised in the EU by its agencies 
and Member States. 

 The concluding chapter offers some fi nal remarks and suggestions 
regarding the role of intelligence cooperation in pursuit of a vision of 
an effective EU security strategy. It makes an overall assessment of the 
EU intelligence community as a cooperative network encompassing EU 
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institutions, agencies and bodies as well as the competent authorities and 
services of Member States. The chapter points to the enhanced capacity 
to deliver and share as well as reduced opportunities to restrict access to 
information and intelligence relevant to EU security policy objectives, and 
highlights specifi c features of the EU intelligence community as a com-
plex network of agencies and practices dedicated to securing strategic EU 
interests while respecting sensitive national interests due to the reliance of 
those agencies on Member States’ intelligence contributions. Applying a 
‘hunters and gatherers’ metaphor, it discusses the barriers to the establish-
ment of a single EU intelligence agency, and concludes with the thesis 
that the complex network of institutions, agencies and services involved in 
the gathering, processing, analysis and exchange of intelligence conducted 
by Member States within the framework of EU law and strategic agree-
ments constitutes a solid foundation for the EU intelligence community. 
It fi ts the model of a phronetic community and is still in the making. As 
a result, it has displayed numerous shortcomings, systemic defi ciencies 
and distortions. Nevertheless, it makes a remarkable contribution to 
EU security policies and it strengthens the preventive capabilities of EU 
agencies and national authorities to cope effectively with the most seri-
ous threats and risks.  

     NOTES 
1.        I present the isomorphic approach to the institutional design of the EU 

intelligence community in a monograph,  The European intelligence commu-
nity. Law—institutions—mechanisms  published in Polish by the Jagiellonian 
University Press (see Gruszczak  2014 ).   

2.      However, Barabási ( 2002 , pp.  30–35) seems to take a rather different 
position.          
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    CHAPTER 2   

          Strategic intelligence is not a topic to fascinate a general public regaled 
by stories of superspies, brave special agents or vicious hostile services 
penetrating quiet localities with evidently bad intentions. It is rather a 
bureaucratised, hierarchic, often boring fi eld of everyday labour consisting 
in—generally speaking—knowledge management (Waltz  2003 , pp. 1–3). 
In simplistic terms, strategic intelligence deals with information, data and 
the outcomes of their processing and refi ning in the pursuit of predictabil-
ity, reliability and the effectiveness of activities already underway. Such a 
rational approach to strategic intelligence is typical of thinking about secu-
rity and ‘doing security’ (Button  2008 ) in terms of military, law-enforce-
ment, economic, diplomatic and societal resources. Rationality underpins 
strategy; this entails systematic calculation, feasible planning, the premedi-
tated application of ways and means, and the responsible supervision of 
actions taken.  1   According to Harry Yarger, strategy is ‘the calculation of 
objectives, concepts, and resources within acceptable bounds of risk to 
create more favorable outcomes than might otherwise exist by chance or 
at the hands of others’ (Yarger  2006 , p. 1). Strategic intelligence, then, is 
the purposeful management of knowledge that reveals critical threats and 
opportunities, serving decision-making needs by comprehensively linking 
means with ends and mission. 

 ‘Strategic intelligence’ combines ‘strategy’ and ‘intelligence’, although 
the relationship of the two words is subject to various interpretations 
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(Heuser  2010 , pp.  4–7). Strategy, in essence, determines the meaning, 
forms and practical value of intelligence. Throughout the history of states 
and nations, intelligence has most often served national security purposes 
determined by external factors: hostile tribes or nations, competing pow-
ers, or political opposition in exile. The task of defending sovereignty and 
territory against foreign enemies and external threats has usually been 
mandated to the armed forces and military intelligence. Strategic thought, 
then, was saturated with the rich tradition of the art of war and military 
history (Lykke, Jr.  1989 ; Collins  2002 ; Jablonsky  2004 ; Heuser  2010 ; 
Blanken  2012 ; Freedman  2013 ). 

 Contemporary security strategy and policy are in constant need of 
effectively managed intelligence in a security environment that is becom-
ing more turbulent and complex, breeding sources of risk, rivalry and 
confl ict. Strategic intelligence and knowledge sharing have become more 
sophisticated and more relevant for national and international security due 
to the following factors:

 –    the growing number and intensity of threats, crises and confl icts 
which require a reaction from national and international actors;  

 –   the increasing importance of precautionary approaches to security 
that focus on preventive, pre-emptive and anticipatory measures;  

 –   the propensity of state actors and international organisations to 
more collective action and less individual effort when dealing with 
major crises and vital security dilemmas;  

 –   the need to access advanced technologies and sophisticated tools 
enabling massive information collecting, processing and dissemi-
nating, and knowledge sharing;  

 –   the opportunity for private, non-state or anti-state entities to widely 
apply intelligence tradecraft. (Xu and Kaye  2007 , pp. 36–54).    

 Strategic intelligence, then, is an outcome of organisational frameworks 
established to enable the realisation of a general strategy and thereby per-
form essential functions, promoting interests and effectively managing 
the resources at the disposal of a collective actor (non-state entity, private 
company, government, international organisation). 

 The strategic perspective on intelligence presented in this chapter is a 
conceptual and defi nitional exercise intended to highlight the complex 
nature of intelligence activities in the traditional sense of national security 
and state policies as well as in the contemporary setting permeated by 
networks and complex systems intersecting the various levels of security 

38 A. GRUSZCZAK



policies and strategies. Therefore, it is important to conceptualise intel-
ligence in an active security environment determined not only by national 
interests and identities but also by transnational networks underpinning 
information fl ows and stimulating intelligence sharing beyond national 
‘silos’. In this context, an intelligence community is presented as a sort 
of knowledge-based community network seeking to enhance its analytical 
capabilities through extended access to the information, knowledge and 
expertise held by relevant intelligence actors. 

   WHAT IS INTELLIGENCE? 
 The increasingly broad application of the concept of intelligence has been 
a signifi cant feature of contemporary intelligence studies. Obviously, it 
attracts criticism from mainstream intelligence offi cials and scholars afraid 
of information overload, declining standards of intelligence activities, the 
widening margins of error in intelligence analysis, and even potentially 
devastating effects of these for decision making and democratic gover-
nance (Agrell  2002 ). The fear of the ‘digital tsunami’ and unintended 
consequences of global information fl ows is another ‘curse’ of today’s 
intelligence. The problem of information reliability, already identifi ed half 
a century ago as the ‘signals and noises’ dilemma,  2   nowadays needs a par-
ticularly prudent approach given the ‘information bomb’ detonated by the 
Internet and the social media revolution (Terranova  2004 ; Papacharissi 
 2009 ; Trottier  2012 ; White  2012 ; Gupta and Brooks  2013 ; Altshuler 
et al.  2013 ; Herrera  2014 ). 

 A detailed elaboration of the meaning, concepts and defi nitions of 
intelligence is defi nitely beyond the scope and scale of this book. For the 
sake of clarity, but also with direct reference to the book’s conceptual 
framework, intelligence is here conceived as a politically driven activity 
situated on the strategic level of decision making in support of the policy 
process, especially when national security, defence, international relations 
and global issues are at stake. Setting intelligence in the strategic context 
is justifi ed on the grounds that it is considered to be one of the most 
sensitive areas of state policy and a specifi c type of activity in the fi eld of 
national security (Lowenthal 2009, p. 5). Elevating intelligence coopera-
tion to the international level does not substantially change this approach 
(Lander  2004 ) because the essence of collaboration remains in the domain 
of national security while forms of international or cross-border coop-
eration emerge as isomorphic patterns of domestic intelligence settings. 
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However, transnational forms and mechanisms may have a signifi cant 
impact on national intelligence structures when suffi cient synergy effects 
are produced by contributing national units. These effects should be expe-
rienced in decision-making processes and utilised by policy makers for 
effective management. This is particularly important in the contemporary 
conditions of uncertainty, information overload, network complexity and 
bureaucratisation of the intelligence apparatus. Richard K. Betts ( 2003 , 
p. 59; also Jeffreys-Jones  2011 , pp. 98–9) grasped this idea in the follow-
ing statement: ‘To be useful, intelligence analysis must engage policymak-
ers’ concerns. Policy-makers who utilize analysis need studies that  relate  
to the objectives they are trying to achieve. Thus analysis must be sensitive 
to the policy context, and the range of options available, to be of any use 
in making policy.’ 

 In many defi nitions, especially those dating from the Cold War period, 
intelligence has been identifi ed with information. Vernon Walters, a US 
Army general, diplomat and once Deputy Director of Central Intelligence 
(1972–1976), asserted that ‘Intelligence is information, not always avail-
able in the public domain, relating to the strength, resources, capabilities, 
and intentions of a foreign country that can affect our lives and the safety 
of our people’ (Walters  1978 , p. 621). Walter Laqueur ( 1985 , pp. 11–12), 
while recognising the complex nature of intelligence, asserted that infor-
mation is one of the facets of intelligence. Stansfi eld Turner, a former US 
Director of Central Intelligence, pointed out in the last years of the Cold 
War that ‘having the best information is the key to success in almost any 
line of endeavor’ (Turner  1991 , p. 151). In Warner’s view, intelligence is 
‘a type of privileged information, and the activity of acquiring, producing, 
and possibly acting on that information’ (Warner  2009 , p. 16). So, access 
to intelligence used to be limited to and was often reserved for authorised 
customers representing top state decision-making bodies. 

 The collection of available information is deemed absolutely indispens-
able for running the analytical cycle and obtaining any valuable intel-
ligence product (Betts  2007 , pp.  178–82; Kahn  2009 , p.  4; Hall and 
Citrenbaum  2010 , pp. 17–20). Apart from lending support to decision-
making procedures and processes, intelligence should enhance security 
through warnings and alerts (Lowenthal 2009, p.  7). Information has 
been commonly considered a prerequisite of early warning and prepared-
ness and as such has been seen as another strategic resource for effective 
governance and the maintenance of public order (Hilsman, Jr.  1952 , p. 5; 
Ben-Zvi  1976 ). 
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 Many scholars and practitioners have observed that intelligence is 
inextricably linked not only to the concept of information but also to 
knowledge (Brown  2007 , p. 337; Agrell and Treverton  2015 ). A radical 
inductionist view presented by Hilsman ( 1956 , pp. 62–4) highlighted the 
essential links between information (‘facts’) and knowledge. The lack or 
defi cit of information undermines knowledge production and therefore 
precludes the development of effective intelligence. However, in the face 
of the rising tide of information, data and facts, the need for comprehen-
sive, profound and insightful knowledge is especially acute. 

 Albert Einstein ( 1954 , p.  271) once noted that ‘information is not 
knowledge since knowledge is inextricably linked to experience’. In the 
contemporary world information is not enough. Knowledge matters. 
Intelligence is the production of knowledge on the basis of experience. 
Intelligence activities focus on knowledge as the central resource in the 
achievement of strategic goals. Andrew Rathmell ( 2002 , pp.  88–9), in 
his widely discussed article on postmodern intelligence, stressed that ‘the 
business of the intelligence community is the production of knowledge. 
Not just any knowledge, but targeted, actionable and predictive knowl-
edge for specifi c consumers. Secret sources and methods will contribute 
to this process but only as a part of the whole.’ 

 State authorities, public administration, civil society and international 
organisations expect from intelligence services timely, reliable and useful 
knowledge of threats and risks to national and international security. They 
also need to be informed of imminent dangers and natural hazards that 
could disrupt their routine activities and produce a traumatic breakdown, 
undermining order, stability and welfare. This aspect of intelligence has 
accompanied theoretical and conceptual proposals since the beginning of 
intelligence studies. Sherman Kent, an outstanding US intelligence offi cer 
and scholar, often described as ‘the father of intelligence analysis’, stated 
that ‘Intelligence […] is the knowledge that our highly placed civilians 
and military men must have to safeguard the national welfare’ (Kent  1966 , 
p. vii). He also found that policy makers are not always capable of manag-
ing the challenge of optimal decision making and that is why they need 
intelligence analysts to support them with background knowledge, tra-
decraft expertise, analytical skills and experience (Kent  1966 , pp. 147–8; 
comp. Kendall  1949 , pp. 546–7; Davis  2002 , p. 9). 

 The utility of intelligence was highlighted in the post-9/11 debate 
when the issue of the practicality and effectiveness of intelligence com-
munities was put high on the agenda. A signifi cant shift from tradecraft 
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as art to tradecraft as practical skills was widely recommended. The post- 
9/11 conceptualisation of intelligence underscored its practical aspects 
and utility for policy making and security governance (Dupont  2003 ; Gill 
 2004 ; Phythian  2005 ; Moore  2007 ; Treverton  2009 ; Breakspear  2013 ). 
Intelligence, according to Manosevitz ( 2013 , p. 15), helps policy makers 
to avoid surprise and understand evolving developments, as well as iden-
tify opportunities to advance national objectives or avoid risks to national 
security interests. In a similar vein, Wheaton and Beerbower ( 2006 , 
p. 329; also Bowman 2012; Clark  2013 , pp. 29–30) assert that the aim 
of intelligence is to reduce the decision maker’s level of uncertainty to the 
minimum possible. 

 Mark Lowenthal, the author of a well-known monograph on theoretical 
and practical aspects of intelligence, conceives intelligence as the process 
‘by which specifi c types of information important to national security are 
requested, collected, analyzed, and provided to policy makers’ (Lowenthal 
 2008 , p. 19). Though intelligence serves political objectives, it is often 
politicised and subordinated to decision makers who may lack professional 
knowledge and skills but are prone to interfering with the intelligence 
community and manipulating its analytical art and tradecraft (Handel 
 1987 , pp. 6–7; Rovner  2011 , pp. 8–13;  2013 , pp. 55–6; Woodard  2013 , 
pp. 96–7). In extreme cases, this may produce misinformation and lead 
to serious intelligence errors (Bamford  2004 ; Jervis  2006 ; Dahl  2011 ; 
Shelton  2011 ; Rovner  2011 , pp. 142–55). 

 Gill and Phythian, outstanding scholars in the fi eld of intelligence stud-
ies, connect intelligence with security, but see this relationship in a wider 
perspective. They write: ‘Intelligence refers to the range of activities aim-
ing to maintain or enhance security by delivering specifi c knowledge of 
threats and risks allowing for a proper reaction or prevention in terms 
of strategy, policy and action, including covert activities when necessary’ 
(Gill and Phythian  2006 , p. 7;  2012 , pp. 11–12). 

 Many intelligence practitioners and scholars have underlined the utmost 
importance of secrecy. Their position, particularly expressive when con-
fronted with the rising popularity of open-source intelligence and large- 
scale data processing, is guided by a narrow defi nition of intelligence as 
‘secret information obtained by secret means’ (Barger  2005 , p. 28). They 
also point to the inherent confl ict between secrecy, openness and effi cacy 
(Johnston 2005a, p. xvi; Tucker  2014 , pp. 33–5). 

 The traditional image of a secret agent or a spymaster seems to be 
increasingly outdated and obsolete these days. The confrontation between 
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an individual and an organisation, a single expert versus large national and 
international networks, brilliant human cognitive and deductive abilities 
versus highly sophisticated data-processing machines results more often 
than not in an individual being disadvantaged. The debate surround-
ing ‘traditional’ and ‘modern’ intelligence addresses, amongst other fac-
tors, the issue of secrecy and openness, or the ultimate relevance of open 
sources and secret or restricted information. The exchange of arguments 
between supporters and opponents of both orientations is of the utmost 
importance because it seeks to establish a fi rm ground for intelligence 
analysis and studies for the coming years, or even decades. The question 
is not of the ‘either/or’ kind, but one that addresses the tendencies in 
the current intelligence landscape in the context of the political, cultural, 
societal and technological changes and shifts that we have been witnessing 
in the last quarter of a century. 

 It is therefore very important to refl ect on the relevance and signifi -
cance of secrecy in modern intelligence. For Gill and Phythian, secrecy is 
an indispensable condition of intelligence processes. Their defi nition of 
intelligence is the following: ‘the mainly secret activities—targeting, col-
lection, analysis, dissemination and action—intended to enhance security 
and/or maintain power relative to competitors by forewarning of threats 
and opportunities’ (Gill and Phythian  2012 , p.  19). Mark Lowenthal 
(2008, p. 8) asserted in a similar vein that ‘The pursuit of secret infor-
mation is the mainstay of intelligence activity’ (comp. Westerfi eld  1996 , 
528–45). Certainly, secrecy underpins intelligence and is crucial for a pro-
active approach to the most serious threats to national security and public 
order.  3   Terrorism, organised crime, cyber-attacks and the proliferation of 
weapons of mass destruction (WMD) take their toll only when they are 
the fi nal outcome of premeditated, well planned and deeply secretive hid-
den operations. The clandestine nature of illegal activities is designed to 
protect their perpetrators against unmasking by state security agencies or 
law-enforcement services through surveillance, policing and intelligence 
analysis. 

 The Internet revolution has led to rapid growth in intelligence services’ 
interest in the information and data resources available through global 
communication connections. In recent years, cloud computing, big-data 
warehousing and data-mining applications have given analysts sight of a 
great deal of sensitive information privately originated, stored in electronic 
communication networks and used in Web services (Babcock  2010 ). The 
growing popularity of open-source intelligence (OSINT) is owing to the 
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relative ease and safety of access to varied sources of data and informa-
tion (Nicander  2011 , pp. 548–9). OSINT focuses on the collection of 
legally available documents, the monitoring of the political, economic, 
military and social activities of states, societies and economic actors, and 
the exploitation of information generated in the public domain by public 
and social media, commercial entities, and research outlets (governmental 
and non-governmental research institutes, think tanks and academic insti-
tutions) (Richelson  1999 , p. 274; Gibson 2004, p. 19; Bean  2011 ; Olcott 
 2014 , pp. xii–xiii). A special category consists of classifi ed fi les leaked by 
‘whistleblowers’ such as Manning, Assange or Snowden. The advantages 
of OSINT were already being highlighted in the post-WWII years by top 
offi cials of the nascent US intelligence community. William Donovan, the 
‘father of American intelligence’, tasked by President Roosevelt to estab-
lish a US intelligence service, was at fi rst totally committed to the idea 
that ‘by searching through the Library of Congress and through the fi les 
of the many government agencies [scholars] could uncover much of the 
information for which secret agents risked their lives’ (Hilsman, Jr.  1952 , 
p. 1). Former offi cers of the US intelligence services acknowledged that 
open sources are the ‘basic building blocks’ of secret intelligence (Hulnick 
 1999 , pp. 40–1; Mercado  2004 ). Leaving aside the arguments put for-
ward by followers and opponents of open-source intelligence, one can 
quote Lord Dacre’s apt phrase: ‘Secret intelligence is the continuation of 
open intelligence by other means.’  4    

   THE INTELLIGENCE CYCLE 
 Any intelligence tradecraft is subject to a model of sequential activities 
allowing for the systematic, comprehensive and logical gathering and pro-
cessing of information and data. The so-called intelligence cycle stimulates 
specifi c cognitive attitudes and behaviours in intelligence offi cers that have 
a direct impact on the quality and quantity of intelligence products. It also 
imposes a kind of order on the whole inventory of methods, techniques 
and state-of-the-art technologies used to produce intelligence. 

 A considerable part of intelligence studies has been devoted to the intel-
ligence cycle. As an entry in the  Encyclopedia of Espionage ,  Intelligence , 
 and Security  (Lerner and Lerner  2004 , p. 117) suggests, intelligence is 
‘intimately tied with the intelligence cycle’. A grand fi ve-volume work on 
strategic intelligence contains a whole volume— Volume 4—dedicated to 
the intelligence cycle (Johnson  2007a ,  b , part 4). Likewise, the  Routledge 
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Companion to Intelligence Studies  dedicates an entire chapter to this 
topic (Omand  2013 , pp.  59–70). Numerous scholars and practitioners 
have offered a variety of views, concepts, theoretical models and practi-
cal schemes from both historical and contemporary perspectives (Maurer, 
Turnstall and Keagle  1985 ; Treverton  2001 ; Hulnick  2006b ; George and 
Bruce  2008 ; Evans  2009 ; Marrin  2009 ,  2012 ; Clark 2013; Omand  2013 ; 
Phythian  2013a ). 

 The intelligence cycle is a process of transforming raw information and 
unrefi ned data into fi nished intelligence for the use of authorised custom-
ers (policy makers). The intelligence cycle is traditionally presented as a 
process whereby—based on predetermined requirements—raw informa-
tion is acquired, processed into intelligence and transferred to the autho-
rised users, usually decision makers (Handel  2003 , p. 7; Muller  2008 ). 

 Stephen Cimbala ( 1988 , p.  73) remarked that: ‘What comes out of 
the intelligence process is a product whose acceptance is not determined 
by its truth or falsity but by the policymakers’ perceived predicaments’. 
Writ large, the cycle includes tasking, collecting, processing, analysing 
and disseminating intelligence. It starts with identifying customer needs. 
Planning and direction are defi ned based on these requirements in order 
to manage the entire cycle effectively. The next step is the collection and 
acquisition of information and data from various sources. Then processing 
and exploitation takes place; this consists in converting the vast amount 
of information collected into a form usable by analysts. The next stage 
refers to the analysis, evaluation and integration of available data with the 
aim of preparing fi nished intelligence products. Finally, at the dissemi-
nation stage, intelligence products reach the consumers who started the 
cycle. Quite often, ‘soft’ intelligence products, devoid of confi dential or 
restricted information, are made available to the public as a way of raising 
awareness and stimulating resilience to the threats identifi ed (Steele  2002 ; 
Xu  2007 ; George  2008 ; Lowenthal  2008 ). 

 Despite the enormous popularity and application of this concept, there 
has been no shortage of voices in recent years proclaiming the need for a 
thorough revision of the classical understanding of the intelligence cycle 
in a direction that would meet the challenges of the profound techno-
logical, civilisational, informational and socio-cultural changes that have 
occurred since the beginning of the present century. A volume edited by 
Mark Phythian ( 2013a ), devoted entirely to the search for new concepts, 
meanings and understandings of the intelligence cycle, contains a rich 
panorama of theoretical enquiries and practical observations. It also offers 
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a critical assessment of an earlier proposal to re-examine or reconsider the 
traditional concept of intelligence cycle consisting of fi ve stages: planning 
and direction, collection, processing, production and analysis, and dissem-
ination (Johnson et al.  2009 , p. 34). It was commonly thought that this 
model was an over-theorised, in some cases simply idealistic, approach to 
the complex issue of information management. Such a simplifi ed under-
standing seems fairly limited and fails to adequately capture the dynamics 
and attributes of the core intelligence process. 

 One of the early alarms alerting scholars and practitioners that ‘some-
thing is rotten in the intelligence cycle’ was Arthur Hulnick’s widely dis-
cussed paper (Hulnick  2006a ). He argued that the traditional intelligence 
cycle was a fl awed concept and poor theory. He offered an alternative to 
the traditional view of how intelligence works. In this regard, he referred 
to counter-intelligence activities and based his cycle on fi ve functions: (1) 
identifi cation, (2) penetration, (3) exploitation, (4) interdiction, and (5) 
claiming success (Hulnick  2006a , p. 973). 

 Loch Johnson observed that the intelligence cycle is more a complex 
matrix of back-and-forth interactions between intelligence offi cers and 
policy offi cials than a series of smoothly concatenated actions. This matrix, 
saturated with interpersonal and bureaucratic relationships and patterns, is 
characterised by ‘interruptions, midcourse corrections, and multiple feed-
back loops’(Johnson et al.  2009 , p. 34). For some scholars, the classical 
intelligence cycle is no longer plausible as part of the intelligence process. 
Gill and Phythian ( 2006 , pp. 3–4) proposed a distinct approach to infor-
mation collection and analysis. They described their model as the ‘funnel 
of causality’. They make the point that ‘not all information is necessarily 
translated via analysis into policy, and that much is fi ltered out’ (Gill and 
Phythian  2006 , p. 3). 

 This conceptualisation has stimulated further enquiry into the substance 
of the intelligence cycle in the context of the rapidly changing security 
environment and the emergence of new intelligence disciplines exploring 
the massive production of information and knowledge. CIA analyst Rob 
Johnston recommended that: ‘The traditional Intelligence Cycle model 
should either be redesigned to depict accurately the intended goal or care 
should be taken to discuss explicitly its limitations whenever it is used. 
[…] If the objective is to capture the entire intelligence process, from the 
request for a product to its delivery, including the roles and responsibilities 
of Intelligence Community members, then more is required. This should 
be a model that pays particular attention to representing accurately all the 
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elements of the process and the factors that infl uence them’ (Johnston 
2005, p. 55). He built a complex systems model of the intelligence cycle, 
based on four fundamental intra-systemic actions and relationships: stocks, 
fl ows, converters and connectors. These variables determine every stage of 
the cycle, showing cause-and-effect connections and interdependencies. 
For Johnston, the logic and cohesiveness of the entire system are decisive 
for its effi ciency and productivity. The role of analysts is highlighted, for 
they are considered a crucial element of the cycle in terms of actions, capa-
bilities, outcomes and infl uences (Johnston 2005, pp. 50–4). 

 Another interesting conceptual proposal was put forward by Geraint 
Evans. He formulated a revised model, called the hub-and-spoke intel-
ligence cycle, mostly based on military intelligence solutions and experi-
ences. The cycle is composed of eight stages which constantly interact 
with the operational environment and a command’s plans and intentions. 
Continuous assessment at each one of the stages avoids the blurring or 
duplication of intelligence efforts (Evans  2009 , pp. 41–3).  

   STRATEGIC INTELLIGENCE: A CONCEPTUAL REASSESSMENT 
 The present monograph builds on the thesis that the European Union has 
facilitated the establishment of an intelligence community operating on 
the strategic level and exploring mostly open sources of information and 
intelligence. It is, then, necessary to present the notion of strategic intel-
ligence based on the reassessment of views and concepts existing in the 
literature on intelligence studies. 

 There is a general consensus that intelligence activities may be divided 
into four types:

 –    Strategic—entailing global and sectoral situational analysis, threat 
assessment and risk analysis, anticipation of threats and challenges 
coming from adversaries and competitors.  

 –   Warning—threat and risk warning, crisis management at the early 
warning stage, foreseeing and alerting discontinuities in prepared-
ness and resilience.  

 –   Operational—support for planning and conduct, crisis response, 
criminal analysis, intelligence-led actions, loss and damage 
assessment.  

 –   Tactical—targeting, command and control, surveillance, real-time 
operation picture, investigation. (Waltz  2003 , p.  13; Treverton 
 2005 , p. xi)    
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 Certainly, these types of intelligence are interconnected, often very 
closely, and in certain circumstances, such as an early warning system or 
in anti-terror operational planning, mutually enhance the available capaci-
ties and means of action. Simon Robertson, former head of the Europol 
Analysis Unit, noted that ‘Although operational and strategic intelligence 
analysis have different aims, they are mutually dependent and cannot be 
carried out in isolation. Attempts to separate them, or to foster one at 
the expense of the other, will result in a fundamentally fl awed intelligence 
programme and a failure to generate meaningful assessments of criminal 
activity’ (Robertson  1997 , p. 23). 

 However, a strategic level of intelligence activities implies a macro 
approach to the top issues on the security agenda and ensures direct and 
indirect links to operational and tactical aspects of ongoing processes and 
developments (Kozłowski and Palacios-Coronel  2014 , p. 11). It delivers 
a ‘big picture’ (Gutjahr 2005, p. 8). What this macro approach means in 
theory and practice is a bone of contention among scholars and practitio-
ners. John G. Heidenrich, former analyst of the US Defense Intelligence 
Agency, even dared to pose a provocative question: ‘ Does Anyone Know 
What Strategic Intelligence Is ?’ (Heidenrich 2007, p.  25). Seeking an 
adequate response, one has to see this topical issue in a wider, historical 
perspective. 

 Sherman Kent, often described as ‘the father of intelligence analysis’, 
the author of the landmark book  Strategic Intelligence for American World 
Policy , defi ned strategic intelligence as ‘the knowledge which our highly 
placed civilians and military men must have to safeguard the national wel-
fare’.  5   This classical standpoint formulated by one of the founders of the 
US intelligence community should be seen in the context of America’s 
grand strategy, mapped out on the threshold of the Cold War to contain 
and deter Soviet power. It operated on the strategic level and was preoc-
cupied with long-term objectives and future challenges. With this aim, the 
intelligence apparatus was hierarchically ordered and bureaucratised, and 
relied on clandestine sources of information obtained using technical col-
lection devices and processed according to cyclical predictive reasoning. 
Bruce Berkowitz and Allan Goodman ( 1989 , p. 4) grasped such an under-
standing of strategic intelligence well, asserting that it aimed ‘to provide 
offi cials with the “big picture” and long-range forecasts they need in order 
to plan for the future’. 

 The evolution of the Cold War security system towards a more com-
plex and interrelated set of actors pursuing their individual strategies and 
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security policies through varied and quite sophisticated ways and means, 
had a considerable impact on the meaning and practice of intelligence. In 
the strategic context, it extended its reach on decision-making processes 
as well as prevention and preparedness for non-military risks and threats. 
General knowledge of strategic interests and objectives was not enough; 
it had to be supplemented by operational blueprints, even tactical plans 
enabling an adequate and effective response to security problems and 
challenges emerging from the increasingly complex security environment. 
This became particularly relevant at the turn of the 1980s and 1990s, with 
a paradigm shift in global and regional security systems. Adda Bozeman 
( 1992 , p. 2) encapsulated the essence of strategic intelligence in that spe-
cial period of international relations. She asserted that the basic function 
of strategic intelligence is to ‘facilitate the steady pursuit of long-range 
policy objectives even as it also provides guidance in the choice of tactically 
adroit ad hoc responses to particular occurrences in foreign affairs’. 

 The meaning of strategic intelligence since the end of the Cold War 
has undergone considerable evolution, with the centre of analysis shifting 
towards non-military threats as well as socially, culturally and economically 
embedded sources of risks and perils. Alessandro Politi, a scholar who con-
ducted research on EU intelligence cooperation in the late 1990s, seems 
to be perfectly right when claiming that: ‘Intelligence has acquired consid-
erably more importance than it had during the Cold War. Whereas before 
it was needed to maintain the balance of terror, prevent a war in Europe 
and spot sources of possible politico-military confrontation in the Third 
World, its tasks now are much wider and more varied, since it helps politi-
cians to steer their national course towards a new world order, new power 
constellations and economic developments, while avoiding new and old 
risks’ (Politi  1998a , p. 7). 

 Changing domestic and transnational threats in the post-Cold War era 
have had a considerable impact on the concept, theory and practice of 
strategic intelligence, yet they were not powerful enough to turn the tra-
ditional approach aside. Basic functions and objectives of strategic intel-
ligence have remained fundamentally unchallenged, demanding from 
intelligence services deeper information gathering, better data selection 
and processing and ‘sharper’ intelligence products. It is the international 
environment and security structures, however, that have undergone pro-
found changes and produced new challenges and tasks. Global commu-
nication networks have expanded hugely, enabling the transmission of 
unimaginable amounts of data. Social networks began to take advantage 
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of new communication technologies as a way of strengthening inter-
personal relations and links. Social media fomented a tremendous pro-
liferation of personal data, including sensitive and valuable information 
coveted by intelligence services. The Internet was perceived as an informa-
tion cornucopia allowing for a multi-level strategic assessment that could 
underpin further preventive and repressive activities against enemies of the 
state. Open sources came to be treated as the dominant stock of publicly 
acquired information and data with critical relevance for the intelligence 
cycle. Advanced technologies and state-of-the-art devices, instruments 
and programmes reinforced the primary role assigned to signals intel-
ligence by the executive authorities of major global powers (Rolington 
 2013 , pp. 42–52). 

 Strategic intelligence, then, had to adjust from traditional, enduring 
objectives to abundant sources of information and data collected, pro-
cessed and interpreted with the use of advanced digital technologies 
and computerised tools. After 9/11, the pressure on intelligence ser-
vices reached a climax and brought about wide theoretical and practi-
cal repercussions. In academic terms, the post-9/11 heat gave a boost 
to intelligence studies and resulted in numerous valuable works on vital 
theoretical, methodological and educational issues. Strategic intelligence 
was by no means sidelined by those in the mainstream of the debate. On 
the contrary, it prompted several important and valuable contributions by 
outstanding scholars in the fi eld, with a fi ve-volume collection edited by 
Loch Johnson ( 2007a ) at the forefront. 

 Loch Johnson and James Wirtz edited an important anthology in 
which they defi ned strategic intelligence as that which ‘contributes to the 
processes, products, and organizations used by senior offi cials to create 
and implement national foreign and defense policies. Strategic intelligence 
thus provides warnings of immediate threats to vital national security 
interests and assesses long-term trends of interest to senior government 
offi cials’ (Johnson and Wirtz  2004 , p. 2). Strategic intelligence is under-
pinned by the core national interests and the sources of state power (Van 
Cleave  2007 , p. 1). This assumption is present in many important con-
tributions to the discussion and the framing of the contested concept of 
strategic intelligence. 

 There is a common supposition that intelligence should be focused on 
the fundamental strategic aspects of national security, public order and 
international developments. This aspect was emphasised by Heidenrich 
(2007, p. 15), who maintained that ‘Strategic intelligence is essential […] 
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for it constitutes nothing less than the integral intelligence support of 
a strategy, very often the national strategy’. Richard Russell emphasised 
‘grand strategy’, comprising the realms of power, force and politics. He 
conceived of intelligence as a strategic asset guaranteeing fundamental 
national interests. He wrote: ‘Strategic intelligence is the use of informa-
tion, whether clandestinely or publicly acquired, that is synthesised into 
analysis and read by the senior-most policy makers charged with setting 
the objectives of grand strategy and ensuring that military force is exer-
cised for purposes of achieving national interests’ (Russell  2007a , p. 6). In 
a similar vein Stephen Marrin ( 2011 , p. 9) argued that ‘The strategic ana-
lyst requires an ability to critically evaluate a situation, assess it for signifi -
cance, match the assessment of signifi cance against either decisionmaker 
interest or national interest, reframe or re-conceptualize the situation as 
needed, and construct an argument about that signifi cance using whatever 
information, including raw intelligence, is available’. 

 Another approach highlights the dynamics of strategic intelligence, an 
active interplay of elements of information gathering and analytical skills in 
the framework of policy making and effective governance. Thomas Fingar 
( 2011 , p. 53) argued that the main objective of strategic intelligence is ‘to 
identify the most important streams of developments, how they interact, 
where they seem to be headed, what drives the process, and what signs 
might indicate a change of trajectory. Stated another way, strategic analysis 
seeks to identify the factors that will shape the future so that policy makers 
can devise strategies and formulate policies to maintain positive trajecto-
ries and shift negative ones in a more positive direction. The ultimate goal 
is to shape the future, not to predict what it will be.’ 

 Another strand of strategic intelligence theory shifts the centre of gravity 
from the thorough assessment of the national security environment based 
on comprehensive knowledge towards situational awareness and anticipa-
tion of emerging threats and risks entailing an extensive foreknowledge, 
to use Kirkpatrick’s ( 1997 , p.  365) well-known phrasing. The value of 
strategic intelligence lies in its predictive capacity, anticipatory power and 
early warning capability, which facilitate policy planning, strategic assess-
ment and proper understanding of ongoing developments and future 
trends (Sullivan  2007 , p. 17). Julian Richards ( 2010 , p. 23) points out this 
 feature of strategic intelligence, noting that it ‘aims to be more forward- 
looking and predictive’. He adds that this sort of intelligence is hard and 
demanding because it consists of the ‘use of analysis of fragmented infor-
mation and modelling of past activities and behaviours to predict what 
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might happen in the future’ (Richards  2010 , p.  23). John P.  Sullivan 
( 2007 , p. 17) also recognises the relevance of threat anticipation and fore-
cast in a global networked environment. He writes: ‘Intelligence is more 
about early warning, strategic foresight, and real-time decision support for 
cooperative risk management than about gaining a secret advantage over 
a single state adversary.’ Strategic intelligence focuses on long-term aims, 
entailing the use of ordinary and advanced methods and tools of projec-
tion, foreknowledge and precognition (Strang  2014 , p. 2). Strategic intel-
ligence leads to a general review of available knowledge about current and 
emerging trends, changes in the security environment, threats and risks. 
It also advocates preventing and countering negative consequences of 
insecurity through legal and political programmes and decisions (Sullivan 
 2007 , pp. 22–3; Europol  2000 , p. 29). In other words, strategic intelli-
gence often seeks to reduce long-term vulnerabilities to emerging threats 
and hazards through ‘strategic collection against future threats and the 
analysis of macrotrends’ (Sims  2005 , p. 15). 

 Strategic intelligence is an integral part of national security policies and 
international cooperation. It supports states and their societies in tackling 
crucial challenges to their security, order and well-being. It entails advanced, 
often sophisticated, intelligence methods and analytical tools. As Wheaton 
( 2011 , p. 367) noticed, it is ‘the highest form of the analytic art’. It has to 
cope effectively with the growing need on the part of the major customers, 
especially governments and state authorities responsible for security poli-
cies, as well as international organisations, for a comprehensive, accurate, 
updated ‘macro-depiction’ of the security environment containing specifi c 
highlights and warnings about the future as well as imminent threats, perils 
and pitfalls. Under current conditions, in the global, networked, intercon-
nected world, strategic intelligence responds to the increasingly complex 
and challenging task of effective security governance.  

   THE TRANSNATIONAL INTELLIGENCE COMMUNITY 
 The intelligence community may be simply defi ned as a set of interlocking 
units, agencies and organisations that carry out intelligence activities for 
a decision-making body. When elevated to transnational level, the intel-
ligence community is subject to two basic prerequisites of international 
intelligence cooperation. One is positive and refl ects favourable attitudes 
existing among actors who share values, ideas, interests and objectives. 
In  a symbiotic environment cooperation among intelligence agencies, 
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 services and offi cers is considered logical and natural. It proves to be sin-
cere, effi cient, reliable, accountable and benefi cial on the grounds of com-
mon strategic interests, congenial ideological bases, like-minded attitudes 
to national interests and global determinants. It therefore needs robust 
bilateral or multilateral interconnections built and developed harmoni-
ously with a strong sense of belonging to the same security community. 

 The other prerequisite has a negative fl avour because it addresses con-
cerns, uncertainties, threats and challenges posed by a hostile environment, 
defi ant ‘rogue’ actors, fragile security structures and proliferating risks and 
perils. The unpredictability and contingency of threats and hazards brings 
the affected actors together and fosters mutual cooperative patterns. The 
fear of a breakdown, disruption or crisis which might provoke damaging 
and far-reaching consequences for security and order is a factor stimulat-
ing information exchange, knowledge sharing and intelligence collabora-
tion. Although this cooperation may be relatively weak and sometimes 
provisional and short-lived, it is usually consolidated against the common 
threats and security dilemmas. Hence, it is relatively durable and long- 
standing as long as the vital threats and crucial security challenge per-
sist. However, if they appear frequently and regularly, forcing the affected 
actors to react and take joint action, they can contribute to the emergence 
and consequent consolidation of collaborative frameworks, patterns and 
arrangements enhancing the power of response to problematic security 
issues (Lander  2004 , pp. 490–3; Clough  2004 , pp. 605–7; Wippl  2012 , 
pp. 7–12; Munton and Fredj  2013 , pp. 668–70). 

 The experience of EU integration has shown that these two approaches 
can intermingle and bring about a relatively strong, effi cient and robust 
intelligence cooperation structure. The hybrid nature of the European 
Union facilitates the co-existence of weak, ad hoc and makeshift arrange-
ments with stable, institutionalised, cohesive set-ups. Still, the national 
sovereignty principle is the security benchmark testing the plausibility of 
transnational cooperative structures and mechanisms. The threshold of 
joint response to a disruption or a crisis is set at the intersection of national 
security objectives and measures adopted by every single Member State 
and common institutional capability to react to a crisis at the EU level. 
The coherence and effectiveness of the EU intelligence community is 
therefore greatly determined by Member States’ confi dence in the capa-
bility and strength of the European Union when coping with vital threats 
and huge challenges to national security, public order or the well-being of 
its members. 
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 A theoretical as well as practical view of the framework, substance and 
internal architecture of the intelligence community has been strongly pre-
determined by the US model. A considerable part of the scholarship in 
intelligence studies has been devoted to the US intelligence community 
(Flanagan  1985 ; Boren  1992 ; Hulnick  1999 ; Zegart  1999 ; Kindsvater 
 2003 ; Staar  2003 ; Betts  2007 ; Lowenthal 2008; Richelson  2012 ). This 
community is in any case a national intelligence organisation, despite hav-
ing a mildly hierarchical, federation-like structure which resembles inter-
national intelligence arrangements. In this case, one gets the feeling that 
its internal links and ties are rather loose and stretched between the numer-
ous agencies and bodies making up the whole community. Alessandro 
Politi ( 1998a , p. 8) noticed that an intelligence community ‘cannot be 
the total sum of existing bilateral or multilateral links among agencies’. In 
a similar vein Antonio Díaz Fernández ( 2010 , p. 230) ascertained that an 
intelligence community cannot be reduced to ‘a mere aggregate of intel-
ligence organizations and the political bodies that consume intelligence’. 
These remarks are particularly relevant for the study of the EU intelligence 
community in the context of the adopted network approach and nodal 
governance. Given that the scholarship on transnational intelligence coop-
eration is still underdeveloped, it seems legitimate to put forward a con-
ceptualisation responding to the dynamics of the making of international 
intelligence arrangements. 

 The cognitive framework adopted in this work has to be widened when 
transnational network structures are the subject of the research. It leads 
us to the implementation of concepts that correspond to intelligence 
community yet have a different content and a wider scope of cognitive 
utility. The basic supplementary methodological instrument used in our 
analysis of transnational intelligence community is the concept of epis-
temic communities. This emerged as an analytical tool on the verge of 
the post-Cold War transformation of the global order.  6   In 1992 Peter 
Haas, in his seminal introductory paper in a special issue of  International 
Organization , a leading journal covering the entire fi eld of international 
relations, defi ned epistemic communities as a ‘network of professionals 
with recognized expertise and competence in a particular domain and an 
authoritative claim to policy-relevant knowledge within that domain or 
issue-area’ (Haas  1992a , p. 3). These professionals share causal and prin-
cipled beliefs, policy-relevant expertise, criteria for validating knowledge 
in their area of expertise and practices associated with problems in which 
their competence is addressed (Haas  1989 , pp. 384–5). 
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 In practical terms, epistemic communities can be conceived of as policy- 
driven advisory groups, often of transnational provenance, infl uential or 
supportive of decision makers. Haas ( 1992b , p.  188) argued that ‘the 
epistemic community was largely responsible for identifying and calling 
attention to the existence of a threat […] and for selecting policy choices’. 
In another paper, he claimed that ‘Epistemic communities may introduce 
new policy alternatives to their governments, and depending on the extent 
to which these communities are successful in obtaining and retaining 
bureaucratic power domestically, they can often lead their governments to 
pursue them’ (Haas  1989 , p. 402). 

 An epistemic community is a network of agents with privileged access 
to information and/or knowledge crucial for the optimisation of the 
decision-making process and its outcomes (Galbreath and McEvoy  2013 , 
pp. 173–4). The community rests on a cohort of top experts and special-
ists in a given area. The sources of information and knowledge may take 
the form of data bases, libraries, archives, big-data storage platforms etc. 
Some of these sources are restricted and access to them requires authorisa-
tion. In this respect, the epistemic community is formed by highly skilled 
professionals endowed with special capabilities and experience in manag-
ing information and knowledge. Its role consists in providing decision 
makers with processed information or a kind of expertise which is then 
reprocessed, evaluated and used by them as optimisation solutions. Haas 
argued that epistemic communities cannot rely on guesses or ‘raw’ infor-
mation; they have to seek different information and data acquired from 
various sources in order to draw a broad picture made of judgments, inter-
pretations and refl ections on social and physical phenomena. 

 Epistemic communities in the original Hassian and Adlerian conceptu-
alisation were conceived of as vertically oriented heterogeneous institution-
alised networks formed to infl uence decision-making processes and policy 
outcomes (Sebenius  1992 , p. 325). This conceptualisation  contained an 
important caveat: epistemic communities emerge, exist and act outside the 
scope of decision-making institutions and processes. They can stimulate 
debate, formulate alternatives, share views and opinions and offer policy 
learning. Yet they do not participate in the actual act of making critical 
choices that have far-reaching implications and imply political responsibil-
ity. In this respect, epistemic communities consist of ‘outsiders’, belonging 
in the decision environment yet not part of the decision unit (Mintz and 
DeRouen Jr.  2010 , p.  18). Haas ( 1992a , p.  15) excluded policy mak-
ers and leaders from membership in epistemic communities because their 
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partisanship and advocacy is in sharp contrast to the professional roles of 
civil servants, who are considered ‘technicians, policymakers and brokers’. 

 An intelligence community is a kind of epistemic community but its 
structure, organisation and internal logic are highly specifi c and adjusted 
to political and security needs. So, one can call a transnational intelligence 
community a distorted epistemic community because of its tendency to 
process and analyse information on the basis of an all-source approach 
(due to the limited access to secret assets) in a fl attened networked con-
fi guration (because of the lack of a central authority) relying on techno-
logical solutions to data acquisition, processing and transmission (due to 
the lack or defi cit of human intelligence). The distorted epistemic com-
munity builds on transverse connections between various stakeholders, 
including governments, private entities and supranational actors. It seeks 
to integrate scattered sources of information and knowledge on the basis 
of shared interests, values and objectives which contribute to the establish-
ment of a common identity. 

 The distorted epistemic community model seeks to alleviate the dif-
fi culties and compensate for the weaknesses of transnational intelligence 
cooperation in a complex security environment. It focuses on constructive 
aspects of intelligence collaboration, highlighting incentives and added 
values and diminishing negative consequences and side effects, especially 
for individual participants. Given that intelligence cooperation is sub-
stantially politicised, and often subject to strategic guidelines and vital 
security interests, the distorted epistemic community is engaged in the 
policy-making process in a direct way, often on a daily basis and when 
alerted. On the other hand, the information defi cits, organisational faults 
and decision-making bottlenecks inherent in supranational arrangements 
present a constant challenge for the members of the intelligence commu-
nity and sometimes bring about serious distortions of the structural and 
institutional groundwork. The hybrid structure of the distorted  epistemic 
community, encompassing heterogeneous and homogeneous compo-
nents interacting in organisational hubs, hinders an effi cient and fl exible 
response to emerging complications, problems and challenges.  

   BUILDING AN EU STRATEGIC INTELLIGENCE COMMUNITY 
 The strategic intelligence and international cooperation of the distorted 
epistemic community, discussed above, clearly show the singular nature 
of the EU intelligence community project. The basic questions are: how 
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distorted is the EU intelligence community with regard to the classic epis-
temic communities model, and what are the main causes of distortion and 
dispersion as regards knowledge management and data processing at EU 
level? It is worth referring back to the concept of strategic intelligence in 
our attempt to answer these questions. 

 Babak Akhgar, Simeon Yates and Eleanor Lockley ( 2013 , p. 6) observed 
that strategic intelligence needs to meet certain requirements, such as:

 –    assessment, aimed at addressing global environmental scanning, 
which includes national strengths, weaknesses, opportunities and 
threats;  

 –   knowledge and learning processes, which ensure that intelligence 
is focused on relevant threats and risks and can effectively frame 
strategic policies, priorities and resourcing, thus giving key sup-
port to decision makers;  

 –   a holistic approach to the full range of risks and threats, both 
internal and external;  

 –   goal- and result-oriented action, stimulating a collaborative 
approach to tackle specifi c threats and hazards through the setting 
of measurable targets;  

 –   an adaptive approach, enabling a quick and fl exible response to all 
new and emerging threats.    

 A bird’s-eye view of a transnational intelligence community, such as that 
established by the European Union, confi rms the existence of the majority 
of the above elements, although at a different scale and with varied effects. 
A strategic intelligence community builds on comprehensiveness, regard-
less of limits and obstacles. All-source analysis is the key method enabling 
the production of strategic assessments and the building of situational 
awareness of security issues. The limited access to secret information and 
protected sources of intelligence is compensated for by networking and 
intelligence sharing, as well as sophisticated tools and methods applied 
to open-source analysis. We can then subscribe to Richards’ view that 
‘Secrecy, therefore, is not an inherent aspect of intelligence, but the exclu-
sivity of information can be critical and can make the difference between 
openly available data and “intelligence” which helps policy-makers take 
signifi cant action’ (Richards  2010 , p. 20). While the restricted accessibility 
to secret intelligence is a serious drawback of the transnational intelligence 
community, international cooperation and the value added to security pol-
icies by transnational linkages and connectivities have a positive effect. It is 
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worth remembering that intelligence services develop and perform certain 
liaison functions in the international arena (Lefebvre  2003 , pp. 536–7; 
Omand  2010 , pp. 103–6). Although they are established on a bilateral 
basis over time and are subject to the scale of the cooperation between 
the participating states, stable structural arrangements may emerge at the 
transnational level, tending to institutionalisation and reciprocity. Since 
they focus on the ‘big picture’ of the security environment, they adopt 
the evidently strategic outlook, keeping particular issues embedded in the 
national dimension of intelligence security. 

 Michael Herman ( 1996 , p. 218) noted that ‘Intelligence collaboration 
is the servant of national political objectives, but at a strategic rather than 
tactical level’. Indeed, the strategic dimension of intelligence cooperation 
enables the emergence of stable, accountable and effective forms and mech-
anisms for the gathering, collation, analysis and exchange of information 
and analytical materials. Expectations of reliable information and accurate 
intelligence have risen to the extent that national intelligence services have 
strengthened formal and informal ties and begun to make use of certain 
multilateral fora facilitating closer cooperation. The European Union is the 
most telling example of a far-ranging forum contributing to the realisation 
of the vital security interests of its Member States without neglecting the 
strategic guidelines and supranational policies of the EU as a whole.  

         NOTES 
1.        For a critical view of the rational bases of strategy, see Betts ( 2000 , pp. 5–50).   
2.      These parameters were identifi ed and introduced into the study of interna-

tional relations by Roberta Wohlstetter in a memorandum for the Offi ce of 
the Assistant Secretary of State and published by the Rand Corporation. See 
Wohlstetter ( 1965a ). Excerpts from this memorandum were later published 
as an article for the journal  Foreign Affairs . See Wohlstetter ( 1965b ).   

3.      However, Alan Breakspear proposed a new defi nition of intelligence in 
which the nexus between intelligence and secrecy was dismissed as a defi n-
ing element of intelligence. See Breakspear ( 2013 , p. 685).   

4.      Lord Dacre as quoted by Trevor-Roper (1968, p. 66), quoted in Herman 
( 1996 , p. 88).   

5.      Kent ( 1966 ), p. vii.   
6.      Actually the origins of the concept of epistemic communities can be traced 

back to the late 1960s and early 1970s when the debate on the epistemo-
logical and cognitive properties of IR theory began. See Haas ( 1992a , 
pp. 3–4), Antoniades ( 2003 , p. 23), Davis Cross ( 2013a , pp. 141–2; 2013b, 
pp. 46–8; 2015, pp. 91–3).          
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    CHAPTER 3   

          The previous chapter proposed the concept of the EU intelligence com-
munity as a sort of distorted epistemic community operating at the 
transnational strategic level, arguing moreover that the EU strategic 
intelligence community is made up of networks and institutions operat-
ing within a common legal and procedural framework. The hybrid nature 
of the EU’s security makes this framework far from integral, although it 
moves the focus of analysis away from single components embedded in the 
given legal-institutional settings. An integrated framework is also helpful 
in developing other concepts and analytical tools enabling a comprehen-
sive approach to the fi eld under observation. 

 In the study of intelligence communities, ‘tradecraft’ is associated with 
the ability to integrate individual skills, organisational schemes, diversifi ed 
means and practical solutions—worked out, developed and practised by 
every single community member—into a common platform of informa-
tion management and intelligence production. If we take the European 
Union as a sort of intelligence community, it is tempting to examine 
cooperation between different stakeholders of the EU intelligence com-
munity in terms of ‘tradecraft’. Hence, adhering to the strategic perspec-
tive adopted here, we will focus on ‘intelligence process’ and ‘intelligence 
products’; that is, how the ways and means adopted by the stakeholders 
of the EU intelligence community contribute to the outcomes and ‘prod-
ucts’ offered to EU Member States and what sort of feedback should be 
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expected from EU agencies and bodies involved in intelligence sharing. It 
should be underlined that the strategic character of the EU intelligence 
community is one of analytical tradecraft not related directly to operations 
involving intelligence offi cers in fi eld activities. Put simply, the European 
Union has nothing to do with ‘spycraft’—the inventory of special tech-
niques, methods, tools and devices applied to the gathering of predomi-
nantly secret information held by other states or foreign services (Davies 
 2005 ). Unlike Member States, EU agencies and units must rely on various 
‘deliverables’ coming from Member States’ national intelligence authori-
ties and international organisations, and gathered from freely accessible 
sources. 

 Examining intelligence tradecraft in the EU intelligence community 
is a challenging and onerous task. Diverse, often dispersed, sources of 
information and data, cross-cut competences of intelligence origina-
tors, discontinuities in the intelligence process, complex legal regulations 
and—last but not least—divergent attitudes to intelligence tradecraft on 
the part of EU institutions as well as Member States make for a broad yet 
incoherent background to the management, processing and sharing of 
strategic intelligence in the EU. For a long time intelligence objectives, 
needs and methods have been driven by the national interests of Member 
States, state security strategies and policies, and particular forms of intel-
ligence tradecraft or  modi operandi . A whole spectrum of tasks assigned 
to national intelligence agencies could not be performed at the European 
level, due to their sensitivity, relevance, organisational singularity and 
political peculiarity. 

 Against all these unpleasant determinants, Member States have gradu-
ally achieved considerable progress in the realm of common intelligence 
techniques, skills, organisational arrangements and pragmatic solutions. 
There are, however, some fi elds in which success has been fairly modest. 
Human intelligence, broadly understood (HUMINT), as well as electronic 
(ELINT) and signals intelligence (SIGINT) have simply been excluded 
from the scope of competence of EU agencies and bodies. However, 
certain areas of criminal intelligence, early warning, threat assessment, 
intelligence-led law enforcement and situational assessment of territorial 
security have gradually been incorporated as part of EU cooperation, par-
ticularly in the fi eld of EU justice and home affairs. 

 This chapter elaborates on the basic conceptual elements of intelligence 
tradecraft, refers to EU practices and experiences in this regard, highlights 
the peculiarities of the EU approach and emphasises the protection of 
classifi ed information. 
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   THE NOTION OF INTELLIGENCE TRADECRAFT 
 In the study of intelligence, the notion of ‘tradecraft’ describes the way 
in which intelligence becomes a commodity exchanged between agencies 
in order to gain a competitive advantage. A strict defi nition of ‘tradecraft’ 
is ‘the techniques of the espionage trade, or the methods by which an 
agency involved in espionage conducts its business’ (Lemer and Lemer 
 2004 , p. 167). Tradecraft may also be conceived of as a skill set necessary 
for acquiring information and converting it into intelligence. Its funda-
mentals are relatively easy to learn because they refl ect many years of expe-
rience, codes of conduct common to intelligence services throughout the 
world, organisational schemes and general security procedures. 

 The glossary of terms appended to one of the most valuable books 
on intelligence analysis (George and Bruce  2008 , p. 309) describes intel-
ligence tradecraft in the following way: ‘Analytical tradecraft is the term 
used to describe the principles and tools used by analysts to instill rigor 
in their thinking and prevent cognitive biases from skewing their analytic 
judgments. Through the use of structured analytic techniques, analysts 
make their argumentation and logic more transparent and subject to fur-
ther investigation.’ With regard to intelligence analysis, tradecraft ‘com-
prises the cognitive and methodological tools and techniques used by 
analysts to gather and organize data, interpret their meaning, and produce 
judgments, insights, and forecasts for policymakers and other users of fi n-
ished intelligence products’ (George and Bruce  2008 , p. 319). 

 The traditional notion of tradecraft was associated with ‘the ways in 
which an intelligence offi cer arranged to make contact with an agent, 
the means by which the agent passed on information to the offi cer, the 
method for paying the agent, and the many precautions and tactics of 
deception applied along the way’ (Lemer and Lemer  2004 , p.  167). 
Nowadays the craft of intelligence has to take into account the change in 
the targets of intelligence: from states (mostly global and regional pow-
ers) and international governmental organisations to non-state actors, ter-
rorist organisations and transnational criminal networks (Treverton  2009 , 
pp. 15–16). In the face of present-day problems, challenges and threats, 
tradecraft seeks to combine the classical methods that an intelligence offi -
cer (agent, expert, analyst) uses in the performance of his or her duties 
with  technologically driven knowledge-management tools making use of 
sophisticated machinery. 

 Tradecraft, then, is a combination of individual abilities, talents and 
skills as well as common sense, experience and intuition with norms, 

INTELLIGENCE TRADECRAFT IN THE EUROPEAN UNION 69



procedures, guidelines, methods, organisational structures and—last 
but not least—technical and fi nancial capabilities. The two dimensions 
of tradecraft, subjective and objective, correspond with the division into 
its operational and analytical aspects. The operational aspect emphasises 
practical skills and abilities in the conversion of available information and 
data into tactical intelligence, and the translation of intelligence products 
into operational support material. The analytical refers to the ability to 
process raw information and available data according to strategic guide-
lines and generalisations that will support and stimulate the performance 
of intelligence services. 

 Intelligence analysis is the core of tradecraft. Analytical tradecraft is 
the term used to describe the principles and tools used by analysts to 
instil rigour into their thinking and prevent cognitive biases from skew-
ing their analytical judgments. Put simply, analytical tradecraft means ‘the 
way analysts think, research, evaluate evidence, write, and communicate’ 
(Department of Defense  2007 , p. 312). Through the use of structured 
analytical techniques, analysts make their argumentation and logic more 
transparent and subject to further investigation. In analysis, tradecraft 
comprises the cognitive and methodological tools and techniques used 
by analysts to gather and organise data, interpret their meaning, and pro-
duce judgments, insights and forecasts for policy makers and other users 
of fi nished intelligence products (Heuer  1981 , pp. 297–8; Directorate of 
Intelligence  1997 , pp.  25–7). Analytical performance is an indicator, a 
sort of litmus test, for the whole intelligence community as the provider 
of insights, and anticipatory and preventive guidelines. When effective and 
successful, it consolidates analytical tradecraft, validates the intelligence 
cycle and legitimises the entire analytic community. Johnston observed 
that ‘The adoption of the word “tradecraft” demonstrates the analytic 
community’s need to create a professional identity separate and unique 
from other disciplines but tied directly to the perceived prestige and cachet 
of intelligence operations’ (Johnston 2005a, p. 18). 

 The focus on the analysis and production of intelligence has overtaken 
the traditional feature of intelligence tradecraft as the set of methods, skills 
and instruments implemented in operations, rather than analytical work 
(Johnston 2005a, p. 17). However, recent changes in intelligence theory 
and practice suggest the increasing role of analytical aspects and the cogni-
tive abilities of individuals participating in the intelligence cycle. ‘Software’ 
rather than ‘hardware’ predominates nowadays in the craft of intelligence. 
Recent failures prove that an intelligence community awash with data 
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acquired by intelligence machinery risks overload and pressure from cus-
tomers awaiting tailor-made solutions to identifi ed security dilemmas. 

 Eminent intelligence scholars were asserting as early as 2008 that the 
future orientation of intelligence tradecraft would be an analysis-centric 
rather than collection-centric one (Treverton and Gabbard  2008 , p. 44). 
However, there should be a good balance as well as synergetic connec-
tions between the two approaches. This is a demanding task for govern-
ments, national intelligence communities, and transnational institutions 
and agencies. The case of the European Union is no exception.  

   CATEGORISING INTELLIGENCE 
 At every stage of the intelligence cycle, tradecraft has to take into account 
the functions, sources and means of intelligence. This is important for 
technical and organisational reasons, since every discipline requires specifi c 
elements of the craft of intelligence and delivers specifi c input to the cycle 
of intelligence analysis. 

 Intelligence activities can be grouped into four sectors:

    1.    Security intelligence is related to fundamental, constitutional bases 
of political governance and public order and is focused on domestic 
threats to the state, society and economy. It protects sovereignty, 
national interests, public order and social values against radical and 
extremist activities, subversion, espionage and terrorism.   

   2.    Foreign intelligence is conducted overseas and consists in collecting 
information on the capabilities, intentions, objectives and activities 
of foreign actors: states, social groups and movements, economic 
entities. It serves foreign policy and diplomacy, delivering products 
which help to optimise decision making.   

   3.    Military intelligence is focused on the actual and potential activities 
of the military forces observed within the territory of a given state 
or outside its borders. It is often used to support military missions 
and operations and facilitate the management of post-confl ict stabi-
lisation processes. It is conducted on tactical and operational levels 
where crisis management and combat missions are concerned. It is 
also deployed to strengthen prevention or to deal with the most 
serious threats to national interests, sovereignty and defence.   

   4.    Criminal intelligence is concerned with the prevention and combat-
ing of serious and organised crime, which often has a transnational 
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dimension. It is drawn from information compiled, analysed and 
disseminated with the purpose of anticipating or preventing criminal 
activities, or carrying out surveillance operations. It can also provide 
law- enforcement services with an understanding of crime patterns 
and trends. It is often involved in criminal proceedings, enabling the 
acquisition of information in the pre-trial investigation phase. It is 
thus a means of gathering evidence and delivering it to the relevant 
judicial authorities.     

 These sectors can be grouped into certain categories: soft and hard 
intelligence depending on how the information is acquired; and human- 
driven and technology-driven intelligence depending on the role of the 
human factor.

    1.    Soft intelligence uses information and data provided voluntarily or 
on request, left open or made available from personal sources. 
Information also can be extracted from open sources, social media, 
diplomatic reports or public registers. Coercion, intimidation or any 
other form of pressure exerted on persons or groups to obtain spe-
cifi c information have no part in soft intelligence.   

   2.    Hard intelligence is focused on secret or classifi ed information. 
Interference in or disruption of the source of information, often in 
the wake of covert action, is used to overcome protective measures 
adopted by the source against unauthorised access. Hard intelli-
gence is performed by highly skilled and well trained agents against 
critical personal targets. It can also employ sophisticated large-scale 
technical intelligence machinery, which enables the penetration of 
information systems, the invasion of data banks or the interception 
of encrypted communication.   

   3.    Human-driven intelligence relies on individual abilities, skills and 
personal knowledge, used in close connection with information 
sources. It depends on human-to-human interface, but does not 
require direct interaction. Human intelligence is a classical form, 
although recently the signifi cance of social media intelligence and 
open-source intelligence has increased since both disciplines explore 
sensitive and  personal data provided by individuals and groups, 
physical and legal persons.   

   4.    Technology-driven intelligence exploits the technical capabilities 
offered by technologies and solutions invented and developed in 
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state laboratories and research institutions. Devices, appliances and 
 hardware components using these technologies can acquire a mas-
sive quantity of standardised data. Technology-driven intelligence 
depends greatly on the application of devices and software to the 
collection, fi ltering and processing of large quantities of data, or the 
acquisition, transmission and storage of information extracted from 
classifi ed, protected or hardly accessible sources.     

 A typology most frequently presented in the subject literature catego-
rises sources of intelligence according to the type of information and data 
which is accessed, intercepted and collected by services or entities. The 
collection disciplines range from traditional tradecraft practised by spies 
and secret agents, through technically driven systems focused on infor-
mation collection and processing to wide-ranging collection and analysis 
activity based on openly available sources. It should be added that techno-
logical changes as well as societal and cultural transformations have given 
rise to novel disciplines, exploring information and data amassed in social 
media, big-data storage solutions and—more generally—existing in cyber-
space. Intelligence tradecraft tends to involve as many collection disci-
plines as possible, and each of the disciplines has strengths and weaknesses. 
As Lowenthal (2008, p. 19) points out, ‘this should allow the collectors to 
gain advantages from mutual reinforcement and from individual capabili-
ties that can compensate for shortcomings in the others’. 

 Human intelligence (HUMINT) relies on well-placed interpersonal 
contacts, be they open or covert, conducive to accessing certain informa-
tion in the possession of a person or a group of persons (Richelson  1997 , 
 1999 , pp.  416–9; Shulsky and Schmitt  2002 , pp.  11–22; Hitz  2007 ; 
Crous  2009 ; Johnson  2010 , pp.  308–9; Rubin Peled and Dror  2010 , 
pp. 321–3). 

 Protected information intelligence (PROTINT) explores the big data 
acquired by private and public institutions according to their legal compe-
tencies and tasks and related to the areas of their offi cial activities (Omand 
 2000 , p. 32; Gill and Phythian  2012 , p. 80). 

 Signals intelligence (SIGINT) involves the remote acquisition and 
transmission of information and data through technologically advanced 
high-capacity electronic devices (Richelson  1999 , pp.  406–12; Shulsky 
and Schmitt  2002 , p. 27; Aid  2003 ). 

 Geospatial intelligence (GEOINT) means the exploitation and analy-
sis of imagery and geospatial data to ‘describe, assess, and visually depict 
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 physical features and geographically referenced activities on the Earth’ 
(EUSC  2014a ). It consists of imagery, imagery intelligence and geospa-
tial information (Barrowman  2007 , pp.  14–15). Imagery intelligence 
(IMINT) consists in obtaining information via satellite or aerial recon-
naissance and the processing of pictures and other types of image (Shulsky 
and Schmitt  2002 , pp. 22–7; McAuley  2005 ). 

 Measurement and signature intelligence (MASINT) analyses the physi-
cal attributes of certain objects, or targets, facilitating subsequent iden-
tifi cation of and/or measurement of these objects (Shulsky and Schmitt 
 2002 , pp. 31–2; Clark  2007 , pp. 44–5). 

 Open-source intelligence (OSINT), growing in popularity and util-
ity, refers to a broad array of information and sources that are generally 
available, including information obtained from the media, professional 
and academic records, unclassifi ed government publications and publicly 
available data (Hulnick  2002 ; Politi  2003 ; Mercado  2005 ; Steele  2007 ; 
Antoniou  2013 ; Hobbs et al.  2014 ; Olcott  2014 ). 

 In addition to the above-mentioned traditional intelligence collection 
disciplines, new variants have appeared recently, highlighting the changing 
nature of today’s infosphere, the rapid and massive expansion of infor-
mation sources and emerging challenges to the intelligence community. 
These new collection methods refl ect the variation in cultural environ-
ments as well as the expanding application of technologies to intelligence 
processes. Moreover, the state, with powerful, expensive machinery 
enabling large-scale surveillance and data retention, probably remains 
the predominant actor in intelligence acquisition and collection. The 
Snowden affair disclosed the magnitude of the US administration’s efforts 
to amass intercepted information and data. Nevertheless, private compa-
nies and independent entities, including NGOs, can conduct impressive 
intelligence work without HUMINT or SIGINT collection capabilities. 
Instead, they explore publicly available sources, social media or Internet 
resources. They invent and deploy new tools to harvest data from all over 
the Internet for both business and strategic intelligence purposes. 

 The following are some examples of non-traditional intelligence collec-
tion disciplines which are rapidly becoming popular. 

 Social media intelligence (SOCMINT) is a relatively new discipline 
responding to the rapid virtualisation of social communication and the 
expansion of cyberspace. SOCMINT is intelligence derived from social 
media through scanning, measurement and analysis of information shared 
by the users of these media (Appel  2011 , pp. 24–8; Liaropoulos  2013 ; 
Tzanetti  2013 ; Omand et al.  2012 ,  2014 ). 

74 A. GRUSZCZAK



 Socio-cultural intelligence (SOCINT) was developed as a result of the 
growing importance of information about the social and cultural environ-
ment obtained and analysed in countries in which diplomatic missions 
were present. SOCINT seeks, according to Sorentino ( 2011 ), ‘to under-
stand the why factor as it applies to their behavior and how that behavior 
is being driven by their mindsets, perceptions, beliefs, customs, ideologies 
and religious infl uences’. Patton argues that ‘Incorporating the sociocul-
tural information provides situational understanding and predictability in 
anticipating overpressure or second and third order of effects possibili-
ties’ (Patton  2010 , p. 14. Also Richelson  2012 ; Gill and Phythian  2012 , 
pp. 79–81; Phythian  2013b , pp. 2–3). 

 Research-originating intelligence (RESINT) is another conceptual 
attempt to respond properly to the dynamically changing properties of 
global information fl ows, data overload, the digital tsunami and other fea-
tures of today’s infosphere. RESINT is largely based on open sources. It 
can facilitate all-source analysis due to its ability to cross-reference to other 
information sources and disciplines of intelligence collection, including 
clandestine and covert sources (Svendsen  2013 ). 

 Cyber intelligence (CYBERINT) emerges within cyberspace, a domain 
encompassing physical elements of computing and information infrastruc-
ture as well as computer programmes and applications which give birth 
to virtual ‘parallel’ worlds imitating real-world elements and structures. 
Cyberspace is not only a realm allowing for relatively free, quick and 
extensive communication; it also contains interconnected virtual organ-
isations, networks and systems regulating, controlling and steering ever- 
growing areas of public activity (Inkster  2010 , pp.  55–6; INSA  2011 ; 
Braganca  2013 ). CYBERINT can be defi ned as a set of activities which 
aim at ‘obtaining prior knowledge of threats and vulnerabilities to infor-
mation communications systems through a variety of technical means’ 
(Brantly  2013 , p. 79). 

 Situational intelligence (SITINT) originally applied to business intel-
ligence solutions yet over time it has widened the scope of its application. 
Now SITINT ‘combines traditional situational awareness with the collec-
tive intelligence of those at the center of a situation, resulting in a dynamic 
process in which data is gathered and interpreted and the information 
is shared’ (Dent  2013 ). SITINT solutions combine data gathering, cor-
relation and analysis, visualisation and display (Space-Time Insight  2014 , 
pp. 7–8). They enable the vertical structuring of high  volumes of dispa-
rate data, encompassing geographically distributed information,  real- time 
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operational data, open-source news (RSS feeds, statistics, weather fore-
casts), mobile applications (social media posts, photos and movies, fi eld 
reports, emergency alerts). This intelligence discipline puts greater 
emphasis on situational factors, as they are susceptible to change or fl uc-
tuation and require a good sense of control (Hayward  2007 , p. 235; BPM 
Partners  2010 ). Analytical models and tools used in SITINT tradecraft 
are equipped with alert functions and preventive solutions but they are 
focused on improving the effectiveness of decision making in ongoing 
operations. 

 The above taxonomies have been presented to strengthen the argument 
for selectivity in EU intelligence tradecraft, and to illustrate its relationship 
to a traditional typology of intelligence disciplines. Next, EU intelligence 
cooperation activities will be discussed in relation to the above-listed dis-
ciplines, focusing on source collection. A wider spectrum of intelligence 
systems will be presented in the following chapters. 

 As an international organisation  sui generis , the EU does not include 
every discipline in its intelligence tradecraft. This also refl ects the argu-
ment developed throughout this book that the European Union builds 
its intelligence community on the strategic level. The strategic require-
ments of EU security policies put certain restrictions on EU activities in 
certain intelligence disciplines. The political rationale behind intelligence 
cooperation at the Union level precludes EU institutions or agencies from 
developing a comprehensive all-discipline system. Technical and fi nancial 
factors also effectively hinder progress in technical and scientifi c areas, 
especially signals intelligence and surveillance.  

   SELECTED INTELLIGENCE DISCIPLINES IN EU TRADECRAFT 
 Although the EU intelligence community aims to develop its activities in 
every one of the intelligence disciplines, its efforts are unevenly distributed 
and its competences largely depend on Member States. Unlike national 
intelligence communities, the European Union has to combine and inte-
grate institutions, measures, tools and procedures belonging to different 
legal and institutional orders. Certain constraints originate in national 
determinants: geopolitical location, legal tradition, strategic culture, polit-
ical system, economic position. Others emerge due to specifi c restrictions 
imposed on EU institutions and agencies by Member States, EU law or 
inter-agency regulations. In general, the legal and institutional separation 
of external and internal security policies makes intelligence cooperation 
more complicated and heterogeneous. 
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 The strategic level of EU intelligence cooperation determines which 
disciplines appear only to a limited extent, and which are treated as a pri-
ority. The EU prefers soft intelligence measures and displays rather more 
caution towards advanced invasive technical intelligence (TECHINT) ele-
ments. The production of hard intelligence by EU agencies or services is 
effectively forbidden. It is only permitted to reach EU level from Member 
States, when it is subject to political agreements, operational planning, 
emergency procedures and individual decisions. Moreover, it should be 
properly secured, classifi ed and protected against any distortion or misuse. 
Soft intelligence clearly prevails in EU intelligence tradecraft. EU agencies 
and bodies are fed with plenty of information collected, pre-processed 
and transmitted by various institutions and services representing Member 
States and many non-EU partner states and organisations. Similarly, open-
source information and publicly available data are acquired and processed 
within the intelligence cycle. 

   Human Intelligence 

 The European Union does not use human intelligence as such, with the 
important exception of its military intelligence cooperation (see Chap. 
4). It relies on input from the national intelligence agencies and law- 
enforcement services. Statements by representatives of the European 
Commission asserting that the EU has no plans to establish a secret 
intelligence agency can be interpreted as a fi rm declaration precluding 
the possibility of working out autonomous intelligence capabilities based 
on HUMINT and SIGINT. However, members of EU missions abroad 
under the CSDP may incidentally collect information from local sources.  1   

 There are occasions when tentative actions undertaken by EU intel-
ligence staff have immediately been declared by high-ranking EU offi cials 
to not be genuinely ‘intelligence driven’ but to be part of the ordinary 
activities of the relevant EU institutions. This was the case with the EEAS 
missions to Libya in March and April 2011. When the media reported on 
the presence of SITCEN staff in the fact-fi nding team sent to Tripoli and 
Benghazi, Ilkka Salmi, the head of SITCEN, confi rmed the reports but 
underlined the fact that two persons sent to Libya with the EEAS team were 
‘technical specialists who went to help with satellite phones and that type 
of thing’ (Rettman  2011 ). He underscored the non-operational character 
of their roles, asserting that ‘there was certainly no tasking’, that SITCEN 
‘does not hunt for its own information’ and that it was focused on strategic 
issues rather than operational intelligence (Rettman  2011 ). Interviewed in 
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March 2014, Salmi reiterated his comment that the presence of SITCEN 
staff in Libya was ‘never any type of intelligence operation’, stressing that 
the EU Intelligence Analysis Centre (formerly SITCEN) ‘do[es] not 
have any intelligence offi cers anywhere around the world. No operations’ 
(Clerix  2014 ). Likewise, it was noted during the refugee crisis in 2015 that 
Frontex, an agency responsible for risk management and situation assess-
ment, did not dispatch a single offi cial to gather intelligence in the border 
areas witnessing migrant pressure (Mathiason et al.  2015 ). ‘Soft’ elements 
of HUMINT tradecraft may, however, be found in socio-cultural intelli-
gence, which is described below.  

   Protected Information Intelligence 

 PROTINT explores big data acquired by private and public institutions 
in accordance with their legal competencies and tasks and related to the 
areas of their offi cial activities. In this context, protected information is 
‘personal information about individual that resides in databases, such as 
advance passenger information, airline bookings and other travel data, 
passport and biometric data, immigration, identity and border records, 
criminal records, and other governmental and private sector data, includ-
ing fi nancial and telephone and other communications records’ (Omand 
 2000 , p. 32). This information is protected by law, mostly due to its per-
sonal nature and privacy issues, yet it is available to relevant state authori-
ties and is sometimes subject to international exchange on the basis of 
appropriate agreements. Its value grows with the scale of data mining in 
data sets and data-bank systems, or ‘warehouses’, and the ability of analysts 
to link large quantities of information in order to extract interesting pat-
terns or dependencies. Intelligence services can access these warehouses 
without formal warrants, yet they cannot infl uence the way information 
is collected, stored and made available by the respective institutions (Gill 
and Phythian  2012 , p. 80). 

 EU databases collect and store large amounts of information, mainly 
personal data, related to internal security and external threats (terrorism, 
organised crime, illegal migration). In general terms, the data stored in 
EU information systems can be exchanged among the agencies and bod-
ies holding the databases or transferred to third parties with which the 
relevant EU institution or agency has concluded an exchange agreement. 
In practice, data acquired and stored by EU agencies operating in the 
area of freedom, security and justice (AFSJ), such as Europol, Frontex 
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and Eurojust, as well as OLAF (the European anti-fraud offi ce), are 
associated with large-scale information systems established with the pur-
pose of securing the free movement of persons within the EU and the 
Schengen zone as well as regulating immigration and asylum issues in 
the political and legal framework of the EU. These systems, such as the 
Schengen Information System (SIS), the Visa Information System (VIS), 
the Customs Information System (CIS) or Eurodac (the European fi nger-
print database), gather personal data as well as information about objects 
relevant to internal security or criminal justice (Boehm  2012 ). Much of 
the information stored in these systems is concerned with serious security 
threats or sources of risk to EU security, stability and public order. 

 The rapidly increasing amount of data stored in large-scale IT systems 
opens up additional channels for EU agencies when searching for a piece 
of given information, checking data against stored fi les or linking same- 
category data kept in separate warehouses. Such practices affect the origi-
nal aims behind the large-scale centralised information systems, like the 
SIS, which were established to ensure the proper functioning of the area 
of free movement of persons and not as a tool for the prevention and com-
bating of transnational organised crime or terrorism.  

   Socio-cultural Intelligence 

 Lessons learnt by politicians, the military and scholars when managing, 
resolving or studying confl icts in the Balkans, the Middle East, the Horn 
of Africa, the Persian Gulf, North Africa and—last but not least—the 
AfPak area, evidence the growing relevance of cultural and religious deter-
minants as well as social and psychological factors. The routine collection 
of information from traditional sources has come back into favour, high-
lighting the relevance of socio-cultural factors to situational awareness, 
risk assessment and threat profi ling. 

 The European Union has developed SOCINT capabilities in the 
framework of the CFSP and the external dimension of its activities. The 
European Union maintains diplomatic missions throughout the world. 
Representing the EU in almost 140 countries and international organisa-
tions, the European Commission delegations make up the core part of the 
European External Action Service (EEAS), established in 2010 under the 
Lisbon treaty. Moreover, EU Special Representatives have been assigned 
to specifi c regions and crisis areas, such as the Balkans, the Southern 
Caucasus, the Great Lakes region and the Horn of Africa and for the 
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Middle East peace process. Special envoys, fact-fi nding teams and EU 
civilian and military mission personnel are able to openly collect informa-
tion from a wide range of sources. Local contacts are most valuable; they 
may even occasionally provide confi dential information, share detailed 
knowledge of specifi c issues and give hints as to understanding better cer-
tain structurally embedded social, cultural or political traits (Walsh  2006 , 
p. 636). Although the diplomatic status of EU delegates and offi cials for-
bids them to engage in systematic data collection or analysis of intelli-
gence, information gathered, acquired or ‘dug up’ in situ may quite often 
propel intelligence analysis and thereby contribute to decision-making 
processes at the EU institutional level.  

   Geospatial Intelligence 

 Contemporary military operations or expeditionary missions (civilian, 
humanitarian, rescue, etc.) cannot be properly conducted without the 
building of a situational awareness encompassing surveillance, monitoring 
and forecast in the planning, command and control phase as well as in the 
follow-up to the operations and missions. 

 A capacity to use satellite imagery for security purposes was discussed 
by EC Member States as early as the beginning of the 1990s, before the 
EU was constituted. The lessons learnt in the Persian Gulf and the Balkans 
clearly indicated the weaknesses of crisis-management mechanisms and 
humanitarian missions performed by the EC’s members under the aegis of 
the Western European Union (WEU). The defi cit of intelligence capabili-
ties, especially in the fi eld of geospatial information and knowledge, was 
acknowledged by the major actors in European security. They decided to 
set up within the WEU a small unit called the Satellite Centre (SATCEN). 
SATCEN was inaugurated in April 1993 and tasked with compiling and 
processing accessible imagery data and making them available to WEU 
Member States, particularly for the purposes of arms-control agreements, 
crisis monitoring and environmental monitoring (WEU  1994 ). 

 With the creation of the European Security and Defence Policy (ESDP) 
and the establishment of its institutions, SATCEN was transferred in 2002 
to the European Union, incorporating the relevant features of the exist-
ing WEU structures. Since the Lisbon treaty reform and legal changes, 
SATCEN has been an agency that supports the decision making of the 
European Union in the fi eld of the CFSP, and in particular of the ESDP, 
by providing products of satellite imagery analysis and collateral data, 
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including aerial imagery, and related services (Council of the EU  2001c ). 
It operates under the political supervision of the Political and Security 
Committee (PSC) and operational direction of the High Representative 
for the CFSP. At the request of various users it provides geospatial intel-
ligence, satellite imagery analyses, topographic surveys, cartographic maps 
and briefi ng notes for the purposes of situational awareness, early warn-
ing and crisis monitoring, rapid response requirements, generic and con-
tingency planning by EU missions and operations, and general security 
surveillance. 

 Since SATCEN does not have access to satellite sensors, the primary 
sources of satellite data are commercial providers activated on a case-
by- case basis. (European Parliament  2010c ). EU Member States hav-
ing repeatedly expressed a need for the autonomisation of the CSDP, 
SATCEN has directed its efforts towards a wider use of EU space assets 
contributed by several Member States (Germany, France, Italy, Spain, 
Belgium, Greece) (EUSC  2013 ). 

 Apart from imagery analysis and geospatial intelligence, SATCEN also 
acquires and processes collateral materials derived from open sources and 
government fi les containing, for instance, aerial imagery, analytical reports 
or on-site data.  

   Cyber Intelligence 

 Like any public domain, cyberspace is vulnerable to threats, attacks and 
malicious actions from different actors having various motivations, inten-
tions, goals and tools. Cyberspace security has become a growing challenge 
and a real problem for governments, public authorities, private and public 
companies and—last but not least—individual users. The interconnectivity 
of users, or the ‘systems of systems’ architecture, creates security prob-
lems which must be tackled by knowledgeable professional institutions 
and services in order to prevent damage, protect information sources and 
databases, and safeguard critical elements of public infrastructure. Cyber 
espionage, intrusions and attacks on data banks have become everyday 
features of global communication networks. 

 Since the late 1990s, the European Union has developed a compre-
hensive strategy for electronic network and IT systems security, includ-
ing the practical implementation of actions containing some elements of 
cyber intelligence. In 2004 the European Union Agency for Network 
and Information Security (ENISA) was established ‘to resist, at a given 
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level of confi dence, accidental events or unlawful or malicious actions that 
compromise the availability, authenticity, integrity and confi dentiality of 
stored or transmitted data and the related services offered by or accessible 
via [information] networks and systems’ (European Parliament and the 
Council  2013a , p. 48). It was decided that the agency should assist the 
Union and Member States in enhancing and strengthening their capability 
and preparedness to prevent, detect and respond to network and informa-
tion security problems and incidents. ENISA’s tasks include the collection, 
processing and analysis of data and the dissemination of information and 
reports on IT security incidents in the EU, as well as on emerging risks 
and security threats. ENISA has developed a conceptual framework for the 
analysis and reporting of emerging and future risks in the area of network 
information security (ENISA  2010 , p. 5). 

 Recently CYBERINT has become one of the priority domains in 
Europol’s activities. With the expansion of virtual networks and global 
communication, Europol decided to intensify its involvement in the build-
ing of cyber-security resilience and capacity to handle the growing prob-
lem of cyber-criminality. In 2009 it established, on the initiative of the 
French presidency in 2008, a European CyberCrime Platform to coor-
dinate Member States’ responses to cross-border Internet-related crimi-
nal phenomena (House of Lords  2010 , pp.  124–5; Hillebrand  2010 ). 
These efforts culminated in 2013 with the establishment of the European 
Cybercrime Centre (EC3) (House of Lords  2010 , pp.  124–5; RAND 
 2012 , p.  87). The centre is focused on data fusion: collating informa-
tion on cybercrime delivered by Member States and gathered from open 
sources. It also processes and analyses information and pre-produced 
intelligence for the purpose of delivering threat assessments. According to 
information on the offi cial EC3 website, the Centre ‘acts as an analytical 
hub, processing and analysing critical information from various sources 
on an ongoing basis. The goal is to broaden the information picture on 
cybercrime in Europe over time so as to rapidly identify emerging threats’ 
(European Cybercrime Centre  2014 ).  

   Open-source Intelligence 

 EU agencies and entities involved in intelligence cooperation increas-
ingly use open sources in their everyday activities. Although the differ-
ence between a military intelligence hub, criminal intelligence hub or 
diplomatic hub is obvious in terms of the scope, intensity, usability and 
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 reliability of the open sources they use for their specifi c purposes, the infl u-
ence of OSINT has undoubtedly continued to grow. This is also connected 
to the very nature of EU intelligence tradecraft: the scarcity of classifi ed, 
top-secret or highly sensitive information in the possession of EU bod-
ies needs to be balanced by open-source information acquired beyond 
Member States’ strict and—quite often—highly demanding requirements. 
Hence, OSINT is ‘doomed’ to being the intelligence discipline that allows 
for the avoidance of national restrictions, limitations and blockades on 
secret information. 

 Open-source intelligence was the predominant mode of activi-
ties conducted by SITCEN, now the EU Intelligence Analysis Centre 
(INTCEN). Given that the sharing of very sensitive information was for-
bidden, SITCEN collected preselected information delivered voluntarily 
by Member States. The contents were analysed and draft reports or situ-
ation assessments were prepared, subject to further examination. Open- 
source information was therefore collated and—if possible—related to 
fragmentary material obtained from Member States. In the mid-2000s, 
following terrorist attacks on European soil (Madrid and London) and 
the escalation of violence in local and regional confl icts in Africa and Asia, 
SITCEN began developing an enhanced OSINT capability in support of 
strategic intelligence at EU level (House of Lords  2009 , p. 32). 

 Open sources are also important for EU agencies located in the criminal 
intelligence hub. Although both Europol and Eurojust, as well as Frontex, 
are in a better position than INTCEN or the EU Military Staff (EUMS) 
Intelligence Directorate, with regard to the level and intensity of national 
intelligence inputs, they are happy to access publicly available information. 
Open-source data are systematically monitored, collected and processed. 
They underpin the description and analysis of the situation outside the 
EU. They are also used as a supplementary asset for horizon scanning in 
the crime environment (Europol  2008 , pp. 8–9;  2013 , p. 43). 

 Open-source intelligence has also been practised by Frontex in data- 
collection and risk-analysis undertakings. Frontex’s strategic intelligence, 
situational awareness and risk analysis are reinforced considerably by open- 
source information and data. In its 2012 annual risk analysis, Frontex 
declared that: ‘Open sources of information were also effectively exploited, 
especially in identifying the main push and pull factors for irregular migra-
tion to the EU. Among others, these sources included reports issued by 
government agencies, international or non-governmental organisations, 
as well as offi cial EU reports, such as the Commission’s reports on third 
countries, and mainstream news agencies’ (Frontex  2012 , p. 7).  
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   All-Source Analysis 

 National intelligence organisations tend to develop all-source analysis, 
fusing all available information for the purposes of collating it, process-
ing it and producing intelligence. All-source information consists in the 
evaluation, interpretation and assessment of information extracted from 
a wide variety of sources, both overt and covert (Herman  1996 , p. 100; 
Russell  2007b ). Despite the evident limitations of information exchange 
and intelligence sharing in the EU, the need for the strategic integra-
tion of dispersed information has been articulated on several occasions by 
EU offi cials. Gilles de Kerchove, EU Counter-Terrorism Coordinator, in 
a short introduction to a report on fusion centres in Europe, argued that: 
‘The SITCEN has developed into a unique platform where strategic intel-
ligence produced by the intelligence, security and military services, police 
information collected by EUROPOL and open sources are integrated 
and summarised’ (de Kerchove  2010 , p. xxi). In a similar vein, Johnny 
Engell-Hansen, the former head of the Operations Unit at SITCEN said 
the following in 2009: ‘Essentially, we are now able to fuse open sources 
information, diplomatic reporting, military and civilian intelligence into 
all-sources situation assessments’ (House of Lords  2009 , p. 32). 

 All-source analysis has been practised more or less successfully by sec-
toral units responsible for the established security fi eld: INTCEN for mili-
tary and civilian security, and Europol for internal security. INTCEN’s 
strategic intelligence is built on all-source analysis although this does not 
entail the use of raw intelligence and operational information held by 
Member States. Thus, INTCEN has to collate and analyse pre-processed 
or secondary information made available by public or private sources 
or acquired from large-scale communication networks (Nomikos  2014 , 
pp. 7–8). 

 Europol also tends to apply an all-source analysis to the production of 
strategic intelligence threat assessments and situational reports. It takes 
advantage of information and data delivered by national law-enforcement 
and/or internal security agencies from Member States and, if necessary, 
third countries and organisations and stored in Europol’s fi les and data-
bases. EU agencies and bodies like INTCEN, Eurojust and the offi ce of 
the EU Counter-Terrorism Coordinator can also contribute relevant data. 
Europol collates these data with information mining from public media 
and other open sources, like government documents, academic publica-
tions or so-called grey literature. 
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 All-source analysis within the intelligence community is still the EU’s 
frame of reference. However, too many loopholes in the intelligence 
workfl ow hinder the proper use of sources and materials available to EU 
actors. Some attempts have been made to integrate dispersed sources and 
enhance national inputs to the intelligence process unfolding in certain 
fi elds of EU security policy. The strategic intelligence level especially looks 
set to see an expanding fl ow of information and data originating in varied 
sources of EU intelligence cooperation.   

   THE INTELLIGENCE PROCESS IN THE EU 
 The specifi c character of the EU intelligence community is manifested in 
the variety of intelligence tradecraft elements producing different effects 
at various stages and levels of cooperation. The multitude of actors, 
norms, practices, means and goals does not help the adoption of a uni-
fi ed approach and the working out of a comprehensive approach to the 
intelligence cycle. The dynamic of integration processes in the EU is also 
infl uenced by the attitudes of relevant national and supranational actors 
towards intelligence tradecraft. 

 In the late 1990s/early2000s, the predominant approach to the intel-
ligence cycle in the EU was determined by four factors: fi rst, attachment 
to the classical notion and conceptualisation of the intelligence cycle; sec-
ond, the clear and deep division between the internal (law-enforcement) 
and external (military) dimensions of EU security policy; third, the low 
levels of EU intelligence cooperation; and fourth, the overwhelming infl u-
ence of certain Member States’ experiences of patterns, practices and solu-
tions of information exchange and intelligence sharing. It is signifi cant 
that intelligence cooperation unfolding in the two main dimensions of 
EU security—the internal and the external—was at that time framed in the 
traditional intelligence cycle model. 

 Björn Müller-Wille described the intelligence cycle with regard to secu-
rity and defence policy as a sequential step-by-step process evolving in fi ve 
stages: collection, processing, analysis, dissemination and task/control. He 
emphasised the scarcity of technical, professional and personal resources 
and assets at EU level, as well as the organisational diffusion that weakens 
analysis capacity (Müller-Wille  2002 , pp. 66–77). Despite the unquestion-
able achievements of the CSDP, the intelligence cycle did not abandon 
the specifi c vertical confi guration which made information fl ow depen-
dent on input from Member States. National defence intelligence agen-
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cies have been the main source of relevant data, providing crucial input to 
intelligence analysis at EU level. Therefore, the intelligence requirements 
set by relevant EU bodies, mainly the Intelligence Directorate of the EU 
Military Staff (EUMS INT) and INTCEN, have to correspond to national 
intelligence rules and mechanisms of information sharing. This is particu-
larly important in the collection phase due to the fact that national services 
can employ much more diversifi ed forms, means and methods than EU 
units. As a result, national intelligence organisations can use HUMINT 
and SIGINT to dig up and collect sensitive information and data, yet they 
are not obliged to share them with EU bodies or other Member States. 
Even if military intelligence services provide information and data to the 
EUMS INT, the ‘ownership’ of intelligence is a factor regulating further 
circulation of a given fi le. The delivering state may limit access to the fi le 
on the need-to-know principle, or based on the aim of supplying it. 

 Analysis is largely the domain of INTCEN.  The Centre works on 
open-source material, military and non-military intelligence from several 
Member States and diplomatic reports. Its specialists use open-source data 
or cross-check available national reports or other intelligence deliverables 
to produce their contextual analysis. INTCEN’s main intelligence products 
are situation and risk assessments built on all-source analysis and updated 
every six months, as well as special reports and briefi ngs. INTCEN also 
prepares daily intelligence summaries containing a detailed description of 
important events or facts and in-depth analysis based on available intel-
ligence and data (INTCEN  2015 ). In the fi nal stage, intelligence prod-
ucts are distributed to authorised customers. The High Representative 
for Foreign Affairs and Security Policy/Vice-President of the European 
Commission is the primary recipient along with the senior management 
of the EEAS. Strategic assessments are delivered to several Directorates- 
General of the Commission and to the Council’s General Secretariat. The 
reports are also shared with the governments and intelligence services of 
Member States. 

 While matters of military security and defence corresponded with the 
vertically oriented information delivery and processing chain, internal 
security and law enforcement preferred horizontal arrangements, allowing 
more collation and cross-referencing among EU-based entities involved 
in intelligence activities. Nevertheless, the logic of the classical intelligence 
cycle predominated in early efforts to introduce and complete a full cycle 
of information management and intelligence production. The European 
Police Offi ce is a particularly telling example. Jürgen Storbeck, the fi rst 
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director of Europol, outlined a cycle suitable for this unit in its early 
stages, when open sources prevailed over classifi ed information delivered 
by Member States. This cycle consisted of fi ve steps: planning and direc-
tion; collection; processing; production; and dissemination and evaluation 
(Storbeck  1999 , pp. 6–7). 

 When Europol began its fully fl edged activities, the need to provide 
knowledge about intelligence analysis techniques and capabilities resulted 
in analytical guidelines elaborated by Europol’s Analysis Unit within the 
Intelligence Model Framework. These guidelines contained a detailed 
description of ‘the intelligence process’ which partially departed from 
the previous cyclical approach and put greater emphasis on linkages and 
cross-references between the parts of the process. The intelligence process 
comprised typical elements of the intelligence cycle: collection, evaluation, 
collation, analysis and dissemination of intelligence. However, these activi-
ties required substantial advance planning and a comprehensive assess-
ment on the basis of available information and knowledge. The chain of 
information management had its beginning in requirements, priorities and 
objectives which determine the scope and character of tasking. The analy-
sis stage is crucial because it links to collection and can thus streamline 
information gathering, yet it also has a direct impact on the identifi cation 
of further objectives and the launching of more general projects. The lat-
ter are closely related to the priorities and general requirements of the 
intelligence process. 

 The framing of law-enforcement cooperation within the European 
Criminal Intelligence Model (ECIM) stimulated modifi cations in 
Europol’s intelligence process. The creation and implementation, 
from 2010 on, of an EU-wide policy cycle for organised and serious 
 international crime was a considerable step forward. The new methodol-
ogy of criminal intelligence contained in the Serious and Organised Crime 
Threat Assessment (SOCTA), adopted in 2012, proceeds from the iden-
tifi cation of focal areas which are also a starting point for data collection. 
These areas are monitored with the use of certain methods and tools, 
such as tailored indicators, relevant factors and horizon scanning. The data 
needed for SOCTA are extracted from Europol’s available databases, espe-
cially from appropriate analysis work fi les. Additional information comes 
from Europol’s analytical and intelligence products, such as specifi c threat 
assessments and strategic reports as well as threat notices and profi les of 
new and emerging trends drawn from Europol’s SCAN (scanning, analysis 
and notifi cation) system (Europol  2010 ). OSINT supplements the scan-
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ning of the crime environment. The identifi cation of intelligence gaps as a 
result of the preliminary analysis enables the development of tailored EU 
intelligence requirements which are distributed to various stakeholders in 
questionnaires requesting descriptive data for the threat indicators, and 
information about new or emerging trends (Council of the EU  2012b , 
pp. 17–18). 

 Europol tends to apply an all-source analysis: information delivered by 
Member States and requested from third countries and organisations is 
collated with open-source material, especially reports from public organ-
isations and the private sector, scientifi c reports and publications, EU and 
other offi cial documentation as well as journals, magazines, news agency 
reports and newspapers. In case of contradictions or ambiguities, infor-
mation extracted from OSINT is cross-checked with the Member States 
involved. In the analysis phase, the data are processed and the indicators 
assessed with reference to key threats, both current and future. The results 
of the intelligence process are integrated with the policy cycle for organised 
and serious international crime. They contain a list of recommended priori-
ties, argument maps and inputs for the preparation of multi-annual strategic 
plans in a later phase of the policy cycle (Council of the EU  2012b , p. 25). 

 The intelligence processes occurring within the EU intelligence com-
munity are clearly heterogeneous. This is an intrinsic feature of any trans-
national intelligence cooperation. Nevertheless, it is worth underlining 
the fact that Member States and relevant EU institutions and agencies 
have sought to implement mechanisms and solutions optimising the infor-
mation workfl ow and enhancing analytical capabilities at the EU level. 
Hitherto, the effects have been mixed. The most effective intelligence 
cycle has been adopted in the fi elds of criminal analysis and internal secu-
rity governance. Despite numerous shortcomings and systemic barriers, it 
has brought about a cohesive and fl exible framework for information shar-
ing and intelligence cooperation among the host of stakeholders. As far as 
military intelligence is concerned, the intelligence process within the EU 
is, essentially, contested by Member States wary of security arrangements 
and safety regulations at the EU level.  

   DOING INTELLIGENCE IN THE EU: CONCLUDING REMARKS 
 Intelligence tradecraft in the EU intelligence community refl ects the 
 complex web of interdependencies connecting numerous participants 
who  are willing to cooperate in information exchange and intelligence 
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sharing. It follows that the methods, principles and tools used by intelli-
gence actors vary greatly, especially when applied at the national level. The 
centre of gravity in the area of intelligence cooperation has been direct col-
laboration among national services, quite often outside the framework of 
the EU (Müller-Wille  2008 , pp. 55–8). Member States are not bound to 
provide intelligence to other members or to EU institutions or agencies. 
However, a growing willingness to cooperate and deliver valuable inputs 
to EU data systems and information repositories has been clearly notice-
able for some time. The increasing amount and diversity of information 
and intelligence transferred at the EU level have led to co-ordination of 
elements of intelligence tradecraft and attempts to frame an EU model of 
analytical tradecraft. 

 Intelligence-led solutions, analytical models and policy cycles are evi-
dence of responses by competent EU institutions and agencies to stimuli 
from particular Member States seeking to improve the management of 
sensitive information and reliable data acquired by the components of the 
EU intelligence community. The intelligence process is still decentralised 
and subject to national predilections and habits, or national security cul-
tures, which quite often restrict the scope of intelligence cooperation at 
EU level. However, both Member States and EU agencies and institutions 
seek to enhance their tradecraft capacities and skills through the delivery 
of valuable inputs, and relevant and profi table outcomes. This is crucial to 
the consolidation of a robust, effective and legitimate intelligence com-
munity in the EU. So far, intelligence products offered by EU agencies 
have been fairly useful but lack high credibility due to the restrictions 
imposed by individual Member States on the transmission of the sensi-
tive  information and raw material they possess. This may result from low 
confi dence in EU-led methods, instruments and measures in the realm of 
strategic intelligence. But this scepticism does not necessarily correspond 
with the real capabilities of EU agencies and units. 

 In addition to the leading products, such as Europol’s SOCTA and 
TE-SAT or Frontex’s FRAN reports and ARA, there are numerous tai-
lored analyses addressing specifi c requests by consumers, especially those 
concerning the anticipation, foreknowledge and prevention of the most 
serious threats, risks and hazards. These products seek to satisfy the strate-
gic and operational needs of law-enforcement services in Member States, 
and attempt to develop and widen the cognitive capabilities of the EU 
intelligence community. 
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 Intelligence tradecraft has been characterised by the progressive adapta-
tion and implementation of qualitative and quantitative methods of data 
analysis and information management by competent EU agencies and enti-
ties, most of all Europol, Frontex and INTCEN. Strategic intelligence is 
the area in which the EU can and should convince its Member States and 
external partners of its utility, relevance and appropriateness. A continu-
ously improved intelligence tradecraft is an argument for the further devel-
opment and enhancement of the EU strategic intelligence community.  

    NOTE 
1.        Anonymous EEAS offi cial, interview October 2013.          
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    CHAPTER 4   

          Military intelligence is a specifi c component of any intelligence commu-
nity due to its functions, tasks, rules and procedures, as well as its technol-
ogies and tools. Its special position not only stems from the organisational 
logic of national security systems, but is largely the result of the external 
security environment which determines to a high degree the security and 
defence policies and strategies of a sovereign nation-state. 

 Military intelligence refers to military threats, armed violence and mili-
tary operations engaging state and non-state actors in traditional armed 
confl icts as well as asymmetric warfare. Traditionally, military intelligence 
was part of command and control on the operational and tactical lev-
els, aimed at reducing uncertainty on the battlefi eld and ‘dissipating’ the 
Clausewitzian ‘fog of war’. It was conceived as a process of ‘providing 
information and analysis to help the commander make more effective 
decisions in times of confl ict’ (Rolington  2013 , p. 53). As a contribution 
to the commander’s decisions in battle, it should include ‘an analysis of 
the demands military commanders make on intelligence and investigates 
the various ways in which they can and must compensate for the lack of 
intelligence’ (Handel  1990 , p. 3). 

 Nowadays, military intelligence entails knowledge of a possible or 
actual enemy and awareness of risks and dangers in the area of opera-
tions, enabling rapid reaction and resilience building in case of emerg-
ing and protracted threats. Its primary purpose is to support the chain of 
 command involving political institutions and military staff on the strategic 
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level as well as military commanders and units on the operational and 
 tactical levels. It is focused on the strategic assessment of high-risk areas 
and the balance of armed forces and military capabilities of relevant for-
eign actors. 

 Military intelligence in the EU is directly bound up with the Common 
Security and Defence Policy (CSDP). Therefore, it refl ects specifi c strate-
gic, organisational, functional and political prerequisites which are deeply 
nested in the ideological construction of EU identity (Kølvraa  2010 ) and 
the formation of its ‘actorness’ in international and global dimensions 
(Smith  2004b , pp. 180–90; Zwolski  2009 ; Čmakalová and Rolenc  2012 ; 
Gehring et  al.  2013 ). The rationale for these processes was that at the 
end of the 1990s the leading Member States began to search for alter-
natives to their national security concepts, which were caught in a post- 
Cold War ‘transitory’ setting. The effects of globalisation, ‘new wars’, the 
proliferation of threats and the emergence of risks to national security far 
beyond the scope of states’ territorial jurisdiction buttressed an idea of a 
post-national security paradigm established on the basis of multilateral risk 
sharing and the pooling of military capabilities (Matlary  2009 , p. 7). 

   THE DEVELOPMENT OF MILITARY INTELLIGENCE: 
FROM THE WEU TO AN EU COMPREHENSIVE APPROACH 

 The making of the EU security and defence hub was to a certain extent 
an exercise in ambitions, visions and expectations of the EU as a global 
player, a strong actor capable of contributing to global governance and 
bearing responsibility for concerted actions and operations. In brief, the 
European Union was to convince the world that it ‘has the guts’. The 
heads of state and government of EU Member States decided to rapidly 
develop EU military capabilities inasmuch as they deemed it indispensable 
to tackle emerging security challenges and imminent threats to national 
security policies. These efforts culminated in the traumatic year 2003 
when the EU, despite the ‘transatlantic rift’ over US-led military invasion 
of Iraq, managed to launch its fi rst military missions (in Macedonia and 
the Democratic Republic of Congo), to make arrangements with NATO 
under the Berlin Plus agreement and to articulate its global outlook in a 
single document, the European Security Strategy (ESS). The latter her-
alded the ambitious project of the EU assuming a new global role dealing 
with threats and helping realise the opportunities of multilateral gover-
nance. It was highlighted in the text of the strategy that ‘[a]ctive policies 
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are needed to counter the new dynamic threats. We need to develop a 
strategic culture that fosters early, rapid, and when necessary, robust inter-
vention’ (The European Council  2003 , p. 11). 

 The formulation of the ESS coincided with the launch of the fi rst 
European Security and Defence Policy (ESDP) missions and the need to 
meet  all conceptual, logistical and operational requirements, including 
intelligence, surveillance and reconnaissance capabilities. Military opera-
tions carried out by the EU have been clearly limited in their scope, tasks, 
personnel and equipment. The biggest operation, EUFOR ALTHEA in 
Bosnia and Herzegovina, initially engaged 7,000 troops (including 6,300 
from EU member countries). In 2014, the total number of personnel 
involved in fi ve military and 11 civilian missions and operations under the 
CSDP amounted to approximately 6,700 persons, including 5,000 from 
EU Member States (IMPETUS  2014 , pp. 12–15). This was a tiny expe-
ditionary effort, not only in comparison with the UN (almost 100,000 
troops and police forces), but also with other regional organisations. 
Nevertheless, these military and civilian assets needed to be managed in 
the most effi cient manner and effectively protected and secured against 
material and human losses (Whitman  2006 , pp. 111–3; Kirchner  2006 ). 

 It is fair to say that tentative proposals, initiatives and activities relating 
to the building, development and enhancement of intelligence capabili-
ties for the purposes of EU security and defence objectives were already 
emerging in the early 1990s. The acceleration of EU military and defence 
cooperation since 1998, largely due to Franco-British compromise on 
ESDP, aroused embryonic forms of military intelligence developed within 
the Western European Union as the organisation providing the EU with 
access to operational capabilities and supporting the Union in the framing 
of defence aspects of the Common Foreign and Security Policy. However, 
the declaration adopted at the WEU summit in Petersberg in June 1992 
encouraged Member States to launch ‘missions’ and fulfi ll ‘tasks’ contrib-
uting to common defence and security through crisis management and 
military operations. As a result, the Planning Cell was established in 1992 
to prepare contingency plans for eventual military operations under WEU 
auspices and to recommend the necessary command, control and com-
munication arrangements. Earlier, the WEU had taken a decision to set up 
a Satellite Centre as a cornerstone of a future European space-based sys-
tem covering intelligence, early warning and defence. The Centre began 
its activities in 1993 but remained on the non-operational, technical and 
partly experimental level. 
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 The European Union Military Staff (EUMS), established in 2001, is 
the core element of the security and defence hub. Its main objective was 
to provide support and assistance to civilian missions, ensuring that prepa-
ration, planning and action coincide with the political agenda and opera-
tional requirements. Intelligence support and proper situational awareness 
were deemed necessary to the effective and comprehensive conduct of 
civilian missions and crisis-management operations. Appropriate national 
and multinational intelligence capabilities, intersecting in the EUMS, 
were decisive for monitoring potential crises, identifying present threats, 
evaluating risks and anticipating further concerns and challenges. 

 The wars in the Balkans made the governments of the major WEU 
members realise that the military contribution of this organisation to 
peacekeeping and crisis management would be dramatically reduced unless 
effective operational capabilities were built and effectively set in motion. 
In May 1995, during the fi nal phase of the war in Bosnia, foreign affairs 
and defence ministers gathering in Lisbon agreed to establish a Situation 
Centre and an Intelligence Section in the Planning Cell (WEU  1995b ). 
This was subsequently underlined in an important strategic document, 
‘European Security: a Common Concept of the 27 WEU Countries’, 
adopted by foreign ministers of the WEU nations in November 1995 in 
Madrid, which stated that the WEU needs ‘to establish or to have access 
to an adequate observation capability and to develop an intelligence pro-
cessing capability which are decisive for the conduct of operations in com-
plex, shifting politico-military environments’ (WEU  1995a , pp. 6–10). 

 The Intelligence Section and the Situation Centre constituted the germ 
of the WEU intelligence community, working side by side although using 
different methods and operating with distinct categories of information 
and intelligence. As Oberson noted, intelligence support offered by the 
Intelligence Section was of ‘a politico-strategic type rather than tactical’ 
(Oberson  1998 , p. 21), meaning that in any given mission the responsi-
bility for a proper intelligence assessment lay with the lead nation suppos-
edly having the best knowledge and orientation in the area of operations. 
Unlike the Intelligence Section, which was supplied by Member States 
with mostly classifi ed sources, the Situation Centre operated on the basis 
of open sources. It aimed to prepare situation reports and disseminate 
them at the request of the Council to the states attending the meetings of 
the Permanent Council. The WEU Satellite Centre was also upgraded in 
1995 to a permanent subsidiary body and in the following years launched 

98 A. GRUSZCZAK



a direct image-receiving system enabling the processing and analysis of 
imagery delivered by government and commercial satellite providers. 

 The real contribution of these intelligence units to the operational 
capabilities of the WEU was fairly limited and did not dispel doubts con-
cerning certain requirements of fl edgling European defence cooperation. 
Meanwhile, the late 1990s brought a series of political declarations and 
decisions concerning the establishment of permanent political and military 
bodies in the framework of the common European policy on security and 
defence. This led to the conclusions adopted by heads of state and gov-
ernment in Helsinki in December 1999 on developing the EU’s military 
capabilities. It was agreed there that a new permanent political and mili-
tary structure should be established at EU level, including among others 
a military staff positioned within the Council structures. This shift in the 
centre of gravity from the WEU to the EU Common Security and Defence 
Policy had certain, often far-reaching consequences for political, organisa-
tional and decision-making arrangements and procedures (Trybus  2005 , 
pp. 97–100; Bickerton et al.  2011 , pp. 4–5; Thym  2011 , pp. 453–6). The 
Capabilities Commitments and Capabilities Improvement Conferences 
held at the end of 2000 and 2001 by EU defence ministers revealed per-
manent shortcomings, among other things in early warning and military 
intelligence units, as well as imagery and signal intelligence collection 
(House of Lords  2002 ). 

 The Military Staff, inaugurated in 2001, was tasked with the provision 
of ‘military expertise and support to the CESDP [Common European 
Security and Defence Policy], including the conduct of EU-led military cri-
sis management operations. The Military Staff will perform early warning, 
situation assessment and strategic planning for Petersberg tasks including 
identifi cation of European national and multinational forces’ (European 
Council  1999 , p. 89). The Satellite Centre and the Situation Centre (for-
mer WEU units) were incorporated into the EU legal-institutional frame-
work and began operating in a relatively new strategic environment. 

 The building of a military intelligence hub in the new institutional 
context was a hard and demanding task. The rapid deterioration of the 
European and global security environment in the aftermath of 9/11, fol-
lowed by NATO’s intervention in Afghanistan, the US-led invasion of 
Iraq and subsequent tragic episodes in the ‘war on terror’ occurring in 
EU countries (Spain and the UK), produced a paradoxical reaction from 
EU Member States. While they were eager to adopt EU legal measures 
and organisational arrangements for strengthening the prevention of 
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and fi ght against terrorism, as well as enhancing practical cooperation in 
the area of counter-terrorism, in reality they preferred national solutions 
and activities, relying on pre-established bilateral collaboration patterns 
including, fi rst and foremost, intelligence sharing. The understanding of 
terror networks and insurgent groups and the identifi cation of new threats 
to national security entailed the granting of improved access to secret and 
sensitive data possessed by national intelligence services and shared with 
selected partners on a highly secured basis (Svendsen  2010 , Chap. 3; Chin 
 2012 , pp. 27–43; Utley  2012 , pp. 45–64). The dominant position of the 
United States and the active role of NATO in the post-9/11 security land-
scape marked by the war on terror and the campaign against ‘rogue states’, 
further weakened the prospects for the coordination and reinforcement of 
EU intelligence cooperation within the nascent military hub. 

 The fi rst experiences garnered in the civilian and military missions 
conducted under ESDP led to the conclusion that strategic assessment 
and operational planning would be considerably improved by the deeper 
involvement of EU institutions and bodies (Kurowska  2008 ; Keukeleire 
 2010 , pp.  61–4; Bickerton et  al.  2011 , p.  6). An informal meeting of 
defence ministers in Wiesbaden in March 2007 produced a consensus on 
measures to improve planning and support of operations (Engberg  2014 , 
p. 38). Offi cials and experts from the Intelligence Division were formally 
tasked with providing input to advance planning, crisis response, opera-
tions and exercises. Their roles included involvement in EUMS planning, 
participation in mission monitoring teams and provision of intelligence 
analysis and products (Bagdonas  2010 , p.  16). Moreover, the Council 
agreed measures to improve capabilities in the area of intelligence and 
information support (Brennan  2009 , p. 20).  

   THE ORGANISATIONAL STRUCTURE OF THE EU MILITARY 
INTELLIGENCE HUB 

 The military intelligence hub in the EU is a functional-structural response 
to the demands of modern crisis management, military interoperability 
and the requirement capabilities for Petersberg missions. Despite the fact 
that the European Union itself has not yet developed autonomous combat 
capabilities, the CSDP mandates EU institutions and Member States to 
engage in military operations and authorises them to use military equip-
ment and armaments if needed. This demonstrates that despite critiques of 
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the weaknesses and shortcomings of the EU CSDP (Biscop  2012 ,  2013 ; 
Mattelaer and Coelmont  2013 , pp. 33–7), military intelligence has been 
an indispensable prerequisite for the fundamental objectives of EU secu-
rity policy, namely containing violent confl icts, managing crises and restor-
ing order and stability in post-confl ict environments. During the period in 
which the Treaty of Lisbon was being negotiated, the military intelligence 
cooperation network was consolidating around the EUMS Intelligence 
Division. However, this network was fairly weak, differentiated and in 
some instances dysfunctional, especially in ‘the hot junction’ between 
closed national intelligence services and relatively open EU bodies. 

 The EU defence and security hub defi nitely has a looser structure than 
other intelligence hubs analysed in this book. It is composed of EU agen-
cies and entities largely dependent on Member States’ defence intelligence 
organisations for the availability, quality, usability and delivery of pro-
cessed information and intelligence. Moreover, secrecy is a factor of great 
signifi cance for the intelligence workfl ow. National military intelligence 
agencies are of strategic importance for information gathering and intel-
ligence sharing. Their contribution, however, depends greatly on stan-
dards of information security adopted at EU level protecting the transfer, 
storage and processing of the information and intelligence released. Due 
to differences among Member States, these standards in many cases do 
not meet security thresholds established by national intelligence organisa-
tions and are therefore deemed unsatisfactory and unreliable. The organ-
isational structure of EU military intelligence to some extent refl ects the 
problems and dilemmas resulting from the defi cit of trust among Member 
States and appropriate EU institutions and bodies, as well as differing lev-
els of confi dence in measures and solutions adopted and practised at the 
EU level. 

 The Treaty of Lisbon introduced major reforms of EU foreign and 
security policy. The EU’s principles, strategic objectives and interests in all 
fi elds of international relations required a more coherent, better organised 
and coordinated institutional basis. The multitude of policy fi elds, objec-
tives and tasks included in the CFSP demanded greater versatility and 
more effective leadership in the management and implementation of the 
EU’s external affairs (Merlingen and Ostrauskaitė  2008 ). Functionally, the 
external dimension of the EU was split between the CFSP, with the CSDP 
as its integral part, and external economic and humanitarian matters, such 
as trade, development and humanitarian assistance. Institutionally, the 
CFSP remained within the remit of the High Representative and Member 
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States, with the European Parliament and the Commission assuming 
specifi c roles. Generally, the position of the High Representative was 
strengthened, with signifi cant changes in EU security and defence policy 
corresponding with an expanded role and increased number of tasks for 
the HR (Thym  2011 , pp. 456–8; Denza  2012 ; Zwolski  2012 , pp. 75–6). 

 In November 2009, at an informal meeting shortly before the entry 
into force of the Lisbon treaty, EU heads of state and government agreed 
on the appointment of Catherine Ashton as the High Representative. 
Adorned with three ‘hats’ (High Representative for Foreign Affairs and 
Security Policy / President of the Foreign Affairs Council / Vice-President 
of the European Commission), she was responsible for putting into effect 
the Common Foreign and Security Policy.  1   

 The European External Action Service (EEAS) was established to syn-
chronise and coordinate external activities at global and regional levels 
with due reference to the EU’s structural framework and decision-making 
mechanisms. Commencing its operations in 2011, the EEAS was a hybrid 
combination of institutional segments responsible for diplomacy, external 
relations and neighbourhood policies, regional development and humani-
tarian assistance, with additional organisational components responsible 
for civil and military aspects of security and defence (van Vooren  2011 ; 
Duke  2012 ; Bátora  2013 ; Juncos and Pomorska  2013 ,  2014 ). The HR/
VP acted as a coordination hub, linking foreign policy with security and 
defence. This means that the High Representative, acting in their own 
capacity or via deputies, and assisted by the Political Affairs Department, 
is key to the practical and systematic intelligence support for foreign affairs 
and diplomatic activities within the EEAS’s remit. The HR’s role in liais-
ing between the CSDP and the common foreign policy was further high-
lighted by specifi c arrangements concerning security policy and CSDP 
structures, especially those concerning the preparation, conduct and man-
agement of military missions and tasks (Dijkstra  2012 , pp. 457–8). 

 The Political and Security Committee (PSC) is an auxiliary body 
assisting the Council in the preparation and management of CSDP mis-
sions and operations. Established in 2001, it meets at the ambassado-
rial level to monitor the international situation and help defi ne policies 
within the CFSP/CSDP by delivering opinions and providing guidelines 
on external relations and security matters. The PSC may send guide-
lines to the Military Committee and receive in return its opinions and 
 recommendations (Longo  2010 , p. 75). The PSC prepares a coherent EU 
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response in the event of a crisis, managing the EU’s military reaction and 
exercising  political control and strategic direction. It can also contribute 
signifi cantly to consultations with other security actors, in particular with 
NATO and the third states involved (Council of the EU  2001a , p. 1). The 
Treaty of Lisbon did not introduce essential changes to the competences 
of the PSC (Payne  2010 , p. 10). However, it did authorise the HR/VP 
to appoint his/her representative chairperson of the PSC (Council of the 
EU  2009a , p. 28). This meant stronger and permanent supervision of the 
PSC and a direct infl uence on the organisation and monitoring of PSC 
activities. 

 With the establishment of EEAS, better and more effective intelligence 
support for the decision-making process at the EU level was required. 
Rather than replicate Member States’ existing schemes, methods and 
resources, specifi c solutions dedicated to EU institutions and agencies 
were needed that nonetheless respected sensitive national interests, since 
those institutions and agencies relied on Member States’ intelligence con-
tributions. A new system for managing intelligence workfl ow between 
national and supranational levels increased sharing and delivery, while 
reducing restrictions on access to information and intelligence relating 
to EU security policy objectives. Not only did this make political sense, 
but from the point of view of military security it developed and strength-
ened the intelligence role, making it into a robust institutional mechanism 
of strategic awareness, preparedness, readiness and resilience, rather than 
mere support for the armed forces. 

 The rebuilding of the EU edifi ce proclaimed in Lisbon and implemented 
steadily since late 2009 also had important repercussions for military intel-
ligence tradecraft. New organisational structures, identifi ed mainly with 
the EEAS, new actors and new requirements also meant new challenges 
and the need for a remodelled, fl exible and comprehensive approach to 
intelligence. The prevailing attitude of both EU offi cials and representa-
tives of Member States to the challenges and demands of a rapidly chang-
ing strategic environment highlighted the need for solid, accurate and 
active intelligence support for civilian and military operations in terms of 
threat prevention, early warning, situational assessment and operational 
reconnaissance. 

 In the aftermath of the Lisbon reforms, military intelligence coopera-
tion was substantially re-designed, with a refreshed, comprehensive view 
of EU security producing new strategic and operational requirements. 
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A European Security Model, outlined in the EU Internal Security Strategy 
adopted in early 2010, assumed ‘the interdependence between internal 
and external security in establishing a “global security” approach with 
third countries’ (General Secretariat of the Council  2010 , p. 8) and high-
lighted the challenge of transnational, common global threats, such as 
terrorism, violence and radicalisation, organised crime, cybercrime, and 
natural disasters. Revolutions and rebellions in North and Sub-Saharan 
Africa, post-confl ict stabilisation and reconstruction, the problem of 
nuclear proliferation, maritime piracy, weak and dysfunctional states—all 
these hotspots of global security required close observation and surveil-
lance to produce a situational awareness enabling an appropriate reaction 
to potential risks and emerging crises. 

 The Intelligence Division (INTDIV) of the EUMS was ‘the focal point 
for the exchange of military intelligence at the Union level’ (Müller-Wille 
 2004 , p. 23). It was tasked to ‘provide intelligence input to early warning 
and situation assessment; to contribute to the EUMS planning through 
the provision of intelligence and intelligence planning expertise; to pro-
vide the intelligence input to crisis response planning and assessment for 
operations and exercises’ (EEAS  2014d ). In its early days, the Intelligence 
Division had hardly any analytical capacities of its own or any intelligence 
support other than open sources, so the national military intelligence ser-
vices arranged a voluntary datafl ow system that allowed INTDIV to send 
requests for information via encrypted channels to direct secure access 
points in national defence organisations. The latter, however, were not 
bound to provide a response. Their decision depended largely on the 
category, scale and intensity of quickly emerging threats and the specifi c 
intelligence support requirements. 

 The establishment of the EEAS and the incorporation of the EUMS 
into the new structures did not change the terms of reference of the 
Intelligence Directorate (EUMS INT). However, it did bring about a sig-
nifi cant change in requirements for intelligence products. The demand 
for high-quality expertise and intelligence support increased considerably. 
The volume and variety of intelligence products was also growing. EUMS 
INT was not only responsible for situational assessments, identifying 
threats and risks and supporting strategic planning, but also served civilian 
purposes, providing communication support for risk analysis, estimates of 
the likelihood of a latent confl ict escalating, and lessons learned in com-
prehensive strategic knowledge management. 
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 EUMS INT is organised into three departments (branches) refl ecting 
the traditional intelligence cycle requirements and division of tasks in mili-
tary intelligence:

 –    Intelligence policy;  
 –   Intelligence requirements;  
 –   Intelligence production.   

The Policy Branch is responsible, in close cooperation with the relevant 
civil authorities, for the design and development of intelligence concepts. 
It also contributes to the planning of EU military operations and prepares 
intelligence scenarios and specifi cations for exercises carried out under the 
CSDP. It has also been responsible, since 2001, for organising an annual 
conclave of heads of military intelligence organisations from EU Member 
States, held as a one-day closed session (European Parliament  2011 ). The 
conclave is an informal forum for the exchange of views and opinions as 
well as the improvement of coordination mechanisms between national 
defence intelligence services and the EUMS. It often develops into a con-
structive discussion about ways of supporting intelligence cooperation 
at EU level, mainly through strong and substantial contributions from 
Member States to the analytical and intelligence capabilities of relevant 
EU agencies and bodies (European Parliament  2012a ). The European 
Union is represented by the Intelligence Director at EUMS. 

 The Requirements Branch is responsible for strengthening coopera-
tion with the military intelligence agencies of Member States. It man-
ages the fl ow of information and intelligence between the Intelligence 
Directorate and the national defence intelligence services. It facilitates 
regular meetings of members of intelligence agencies from EU Member 
States. A system of national points of contact ensures constant and direct 
links between EUMS INT and military intelligence agencies (Vaz Antunes 
 2005 , p. 68). The Requirements Branch also makes a valuable contribu-
tion to the development of ISTAR capability, co-ordinating inputs from 
national representatives and integrating them with materials handed over 
by relevant EU institutions and bodies and other appropriate stakeholders. 
This branch cooperates with the EU Satellite Centre in the area of geospa-
tial intelligence support for situation assessment, strategic reconnaissance 
and crisis response planning. 

 The Production Branch is the central element of the Intelligence 
Directorate. Its function is to ensure that intelligence production meets the 
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needs of EU institutions and bodies. Analysts working in this  department 
are grouped into fi ve thematic and regional task forces and one task 
force for transnational issues. The department works closely with the EU 
Intelligence Analysis Centre (INTCEN) using the SIAC mechanism (for 
more on SIAC see Chap. 9), and prepares joint, multi-source intelligence 
products (Haag and Anaya  2011 , p. 8). Apart from contributing to all- 
source situation assessments, the Production Branch also prepares intel-
ligence briefs on a regular basis and delivers ‘on-the-spot’ intelligence 
assessments for the Military Staff, the Military Committee, and the HR/
VP (Vaz Antunes  2005 , p. 68). It also cooperates with the EU Satellite 
Centre through a separate cell for geospatial support. This cell provides 
expert assistance to other bodies of the Military Staff, Board of Planning 
and Crisis Management and the appropriate EEAS authorities on the prac-
tical use of products supplied by the Satellite Centre.  

   THE SOURCES OF MILITARY INTELLIGENCE 
 The analytical capabilities of the EU security and defence sector have been, 
from the beginning, largely dependent on Member States. Although the 
value and importance of open-source information has gradually increased, 
the defence intelligence organisations of EU Member States have been 
central to the actual input and workfl ow of information and intelligence 
within the EU defence and security hub. The EUMS INT is the cen-
tral analytical node in this structure. It is fed by other EU units, namely 
SATCEN and INTCEN, which provide geospatial intelligence and ana-
lytical products from the inputs of national civilian intelligence services. 

 The EUMS Intelligence Directorate, like its predecessor, the Intelligence 
Division, has had to rely principally on classifi ed contributions from the 
military intelligence services of Member States, processed and shared by 
national intelligence services and delivered to EUMS via national points 
of contact. Günter Eisl, former Intelligence Director at EUMS, said: 
‘We don’t get raw material. We get fi nished intelligence already anal-
ysed by member states. Our role is to put all together’ (Guarascio  2011 ). 
In a similar vein, Eisl’s predecessor Gintaras Bagdonas pointed out that 
‘EUMS intelligence is bound to the Member States Defence Intelligence 
Organizations (DIO), which are the main providers of intelligence inputs’ 
(Bagdonas  2008 , p. 8). He added that all procedural and organisational 
issues concerning military intelligence workfl ow needed to be consulted 
with national military intelligence services. 
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 The preparation and planning of military missions require precise imagery 
of geographical and geophysical environments. Visual observation and 
surveillance, as well as geospatial analysis of physical features and geo-
graphically referenced activities in the area of military operations, have 
been widely implemented due to technological advances and multi-level 
and all-source analysis tools, as well as easier and wider access to geospa-
tial data (Darnis and Veclani  2011 , pp. 5–9). It is worth remembering 
that decisions to enhance the capacity to use satellite imagery for secu-
rity purposes were among the initial elements of the European security 
and defence identity and policy which began to be built by the Western 
European Union in the mid-1990s (WEU  1995b , p. 30). Since the estab-
lishment of the EU Satellite Centre, geospatial intelligence capabilities 
have been gradually yet systematically developed as a result of the deep-
ening cooperation between SATCEN and Member States. By 2015, the 
EU Satellite Centre was capable of obtaining satellite imagery and col-
lateral data from state-owned and commercial satellites. Civilian satellite 
images are purchased on a case-by-case basis, the main provider being 
the US company DigitalGlobe (Quickbird, Ikonos, Worldview, GeoEye 
satellites). Other companies from Canada, Israel, India, Taiwan and South 
Korea are also occasional SATCEN suppliers. 

 As to EU Member States, SATCEN’s focus is on government satel-
lite systems. Economic, technological and security reasons lie behind 
the increased interest in the development of state-owned satellite sen-
sors. First, images and geospatial data obtained from governments are 
free of charge, which is particularly important in view of the decrease in 
SATCEN’s budget. The quality and resolution of satellite imagery and the 
accuracy of data from synthetic aperture radars match products offered by 
private companies. However, these companies rarely use the maximum 
technical capabilities of satellite sensors, and they demand high fees for 
pictures of the highest quality. Second, commercial providers use different 
technologies to offer a variety of geospatial services, including imagery of 
a delimited surface, multispectral imagery, geo-visualisation and geospatial 
data collection including geological, geographical, spatial, hydrological, 
meteorological and ecological datasets. Geospatial analysis performed at 
SATCEN often requires access to various types of geodata held by dif-
ferent commercial providers. Those data cannot be delivered quickly and 
sometimes their purchase is subject to negotiation. As a result, SATCEN is 
forced into the fairly lengthy and tedious collection of geospatial products 
from dispersed sources.  2   Third, images and geospatial data from private 
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companies are uploaded to SATCEN using low-level security safeguards 
and open internet connections. Security systems for government sensors 
are much more advanced and allow for the transfer of classifi ed geospatial 
information. 

 These arguments highlight the structural and organisational barriers 
to the acquisition, transfer and processing of geospatial data faced by 
SATCEN in delivering geospatial intelligence products to relevant cus-
tomers in the EU and Member States, whose engagement in the improve-
ment process is determined by their technical, technological and fi nancial 
capabilities. France, the most active stakeholder, heads a consortium with 
Italy and Spain which constructed the Helios military optical reconnais-
sance system, in operation since the mid-1990s. In 2001, the consortium 
was enlarged to include Germany, Belgium and Greece and stepped up to 
the next-generation Helios system (Helios II). France is also a party to two 
other agreements on satellite cooperation. The fi rst, Helios SAR-Lupe, is 
a joint French-German space-based reconnaissance network project that 
integrates the French Helios II system with the German synthetic aper-
ture radar (SAR) system SAR-Lupe. SAR data is the only satellite imagery 
that can be acquired at any time, during adverse weather conditions and 
in remote or hardly accessible areas. Another joint project launched in 
2001 by France and Italy focused on Optical and Radar Federated Earth 
Observation (ORFEO). It provided for the construction of a multi-sensor 
satellite data collection system connecting very high-resolution optical 
sensors installed on two French Pléiades satellites and SAR equipment 
located on four satellites of the Italian COSMO-SkyMed system. The lat-
ter is an Italian dual-use system for both commercial and government 
satellite imagery (Berger et al.  2012 , pp. 84–90). 

 In the early 2000s some defence ministries of Member States com-
plained that satellite output was slow and of poor quality, limiting the 
usefulness of the EU Satellite Centre (Pasco  2004 , p.  24). Since then, 
however, progress in national GEOINT capability development, as well 
as in geospatial data analysis and geospatial intelligence production by 
SATCEN, has been indisputable. First of all, the agency gained contin-
uous access to government satellite imagery and geodata using secured 
communication networks. In 2008 SATCEN concluded an agreement on 
permanent access to optical imagery from Helios II (EUSC  2010 , p. 15). 
The agency established a secure direct electronic communication link with 
the ground segment of SAR-Lupe. The connection was declared fully 
operational in 2013 and has been used to download SAR-Lupe classifi ed 
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imagery (EUSC  2014b , p. 20). In 2008, the EU signed an agreement on 
access to COSMO-SkyMed government imagery (EUSC  2010 , p. 15). 
The EU Satellite Centre has also been a partner in research projects related 
to geospatial intelligence. It was involved in the Copernicus/GMES proj-
ect, implemented by the European Space Agency, which combines satellite 
imagery and data with local data sources to deliver geospatial informa-
tion services and products to a wide range of customers (Aschbacher 
and Milagro-Pérez  2012 , pp. 3–8; BRIDGES  2013 , pp. 2–3). The fi rst 
component of the system, Sentinel-1 satellite, was put into Earth orbit 
in April 2014. Further efforts were made to increase access to high-res-
olution imagery, mostly from government satellites, a timely and precise 
source of information essential for effective preparation and support for 
CSDP missions and operations (EDA  2013 , pp. 17–18). In 2013, very 
high- resolution images constituted 95 per cent of all sensor data down-
loaded by SATCEN (EUSC  2013 , p. 22). Since the late 2000s SATCEN 
has developed intensive cooperation with the European Defence Agency 
(EDA), participating in several projects to enhance military ISR capabili-
ties (intelligence, surveillance, reconnaissance) and OSINT (EUSC  2011 , 
p. 25). 

 SATCEN’s increasing involvement in support of EU operations and 
missions refl ects the changing international environment and the emer-
gence of new poles of tension and confl ict such as North Africa during and 
after the Arab Spring, or maritime piracy in the Western Indian Ocean. 
Enduring threats and risks in traditional crisis areas such as the Middle 
East, the Balkans, Sub-Saharan Africa or the Caucasus affect the foreign 
and security policies of the EU. The EEAS’s decision-making process has 
become more complex and dependent on good situational assessment and 
risk analysis, especially when the use of substantial security policy instru-
ments and methods, including military force, has been under consider-
ation by Member States. SATCEN’s position in the military hub has been 
strengthened, mainly as a result of pressure on EEAS from Member States 
which were vitally interested in improving the operational capabilities of 
EU forces and minimising the probability of human, fi nancial and material 
losses as well as political and strategic failures. 

 The EU Intelligence Analysis Centre is another specifi c source of intel-
ligence that has gradually evolved from ‘a sort of empty shell’,  3   discon-
nected from dynamic changes in the European security landscape, into a 
well organised analytical unit delivering numerous strategic intelligence 
products built on all-source analysis. INTCEN was originally set up under 
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the WEU in 2002 as the EU’s Joint Situation Centre, attached to the 
Offi ce of the High Representative for CFSP. It was created in response 
to several Member States voicing the need to encourage national gov-
ernments to improve information exchange and streamline intelligence 
fl ows. As a unit active in the fi eld of European security and defence pol-
icy, SITCEN focused on threats posed to the Union by the proliferation 
of weapons of mass destruction, the traffi cking of arms and other global 
issues (House of Lords 2003, p. 25; European Parliament  2009 ; Nomikos 
 2014 , pp.  10–11). A separate task concerned terrorist threats and the 
EU strategy for preventing and combating terrorism (Bigo et al.  2007 , 
p. 41). In the aftermath of 9/11, SITCEN was contributing to CFSP anti-
terrorist measures such as terror blacklists, and providing available input 
drawn mostly from open sources and partially from intelligence delivered 
by national civilian intelligence agencies. 

 SITCEN was a kind of facilitator for the intelligence services of major 
EU Member States to exchange processed security-related information 
(Davis Cross  2013c , p.  393). It worked on open-source material, and 
military and non-military intelligence from several Member States, as well 
as diplomatic reporting. It was focused on matters related to the ESDP, 
crisis-management missions, forthcoming military and civilian operations, 
and immediate reactions to new threats which needed to be tackled by a 
mixture of military and civilian instruments. Hence, from the early days 
of SITCEN’s activities a number of military offi cers from the EUMS 
Intelligence Division were incorporated within the Centre (Müller-Wille 
 2008 , p. 62), signalling a growing tendency to strengthen ties between 
military and civilian intelligence and, by adding open-source analysis to it, 
to work out a specifi c multi-source approach to the most critical aspects 
of EU security policies. For operational reasons, the High Representative 
Javier Solana put forward a proposal for ‘bring[ing] together, in a func-
tional way, the analytical capacities from both the EU Situation Centre 
(SITCEN) and EUMS INT, thus benefi ting from a wider knowledge base 
for producing enhanced and more reliable Intelligence’ (Haag and Anaya 
 2011 , p. 8). 

 During the 2006 Lebanon war Javier Solana sought to strengthen the 
EU’s role in the Middle East, offering mediation and assistance to de- 
escalate the confl ict. He quickly realised how important a good situation 
assessment is and asked SITCEN and EUMS INT for a joint endeav-
our that could build situational awareness and enhance risk-assessment 
capacity (Engberg  2014 , pp. 66–7). As a result, the Single Intelligence 
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Analysis Capacity (SIAC) was established in 2007 with the aim of pooling 
civilian intelligence obtained by the then SITCEN with early warning and 
situation- assessment input provided by EUMS INT (see Chap. 9). 

 The defence and security hub increasingly exploits open sources of 
information and intelligence made available by respective national authori-
ties. OSINT is also drawn from EU sources: information, reports and dis-
patches coming from EU diplomatic representatives, offi cials participating 
in EU-led missions and operations, EU agencies and units (SATCEN, 
INTCEN, EDA) in the case of deliverables based exclusively on open 
sources. Moreover, mass media, especially electronic and social media, 
are monitored in the context of CSDP-related strategic goals and opera-
tional tasks. Finally, commercial databases and strategic intelligence ser-
vices purchased from independent analysis and advisory companies like 
The Economist Group (Economist Intelligence Unit), Oxford Analytica, 
LexisNexis and IHS Inc. (Jane’s) are also exploited.  

   MILITARY INTELLIGENCE TRADECRAFT 
 EUMS INT does not simply compile national inputs and OSINT analyses 
in situ. It receives information and data provided by Member States’ mili-
tary intelligence services. According to an arrangement worked out in the 
early stages of the establishment of EUMS, the Intelligence Directorate 
may send a request for information to national defence intelligence services 
through a secure encrypted messaging service. This system links national 
intelligence organisations with EUMS INT, ensuring quick communica-
tion in the face of urgent information needs, suddenly emerging threats or 
intelligence support requirements (Haag and Anaya  2011 , p. 8). Member 
States should provide a rapid response, albeit on a voluntary basis. In the 
case of positive reaction to a threat or a security breach, a national intel-
ligence organisation should deliver a secured set of prepared information 
and intelligence in response to the needs of the originator. The ‘owner-
ship’ of intelligence is a factor regulating further circulation of a given fi le. 
The delivering state may limit access to the fi le according to the need-to- 
know principle or the specifi c reason for supplying it. Any use of the fi le 
for additional analysis needs the formal consent of the delivering state. As 
a result, the receiving states or EU agencies and bodies cannot be certain 
that they will receive all the relevant intelligence in a single package. Nor 
can they rule out the possibility that original ‘raw’ data may be modifi ed 
or distorted. 
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 Even if the national provider authorises the Intelligence Directorate 
to make use of intelligence data it has shared for further analytical activi-
ties, the source of this data is covert. Therefore, the users cannot identify 
the originator of the fi le unless they want to process it further. In that 
case, they must approach the country that provided the original informa-
tion and request the appropriate permission. This rule has a dual purpose. 
First, it provides a safeguard that the information supplied by a national 
source to an EU agency or unit will be used exclusively for the stated pur-
pose. Moreover, it prevents EU bodies from passing on this information 
or using it for purposes unrelated to the original aim. Second, it encour-
ages Member States to share the information and fi nished intelligence 
they hold with other partners and to supply strategic intelligence to the 
Intelligence Directorate (Walsh  2009 , p. 15). 

 The protection of classifi ed information provided by national military 
intelligence agencies and processed by EUMS INT, and sometimes shared 
with other EEAS intelligence agencies and bodies, is a highly sensitive 
and demanding issue. It requires EU institutions to establish and main-
tain a secure communication network to protect sensitive and classifi ed 
data which, if compromised, would jeopardise the national interests of 
intelligence providers as well as the ability of EU bodies to achieve their 
strategic and operational objectives (Robinson and Gaspers  2014 , p. 56). 
Classifi ed information for strategic intelligence analysis relating to CSDP 
is exchanged between Member States and EUMS through the encrypted 
information system ESDP-Net. This network was established in the mid- 
1990s and has been constantly updated. It enables fast and secure classifi ed 
information exchange to improve and strengthen situational awareness 
building, decision making and planning in the area of CSDP (DGA  2011 , 
p.  32). Any transmission of classifi ed information within ESDP-Net is 
subject to the adoption of protection tools, communication channels and 
operating procedures specifi cally approved by the Security Accreditation 
Authority for this purpose (Council of the EU  2006a ). 

 Following the adoption in 1999 of the Helsinki headline goals, defence 
ministers from Member States decided to build a new secure communica-
tion network to support classifi ed information exchange in the CFSP and 
ESDP domain (DGA  2011 , p. 32). The SESAME network has been under 
development by the Council since 2002. The initial target implementa-
tion date has been postponed several times due to technical obstacles and 
disagreement among Member States over ways and means of protect-
ing sensitive information, as well as the rigorous accreditation procedure 
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for obtaining the Council’s security clearance (Court of Auditors  2009 , 
p. 217). By the end of 2014 SESAME was still inactive, contrary to some 
announcements from the Commission on the ‘rolling out’ of the system.  4   

 Certain categories of information and intelligence are exchanged via 
the EU Operations Wide Area Network (EU OPS WAN). It connects 
EU bodies, Member States and military operational headquarters estab-
lished within the EU in the context of the planning and command of 
military operations under CSDP (Council of the EU  2009a ). The EU 
OPS WAN also serves geospatial intelligence and data transmission from 
the EU Satellite Centre to relevant Member States. The network has been 
progressively expanded to connect more national points of contact to 
SATCEN (EUSC  2013 ). 

 The overall production of military intelligence responds to the 
fundamental objectives of the defence and security hub, namely the 
delivery of intelligence input for strategic planning, situational assess-
ment and emergency response. Its products are submitted to relevant 
national authorities of Member States, including their military intelli-
gence organisations. They are also made available to respective security 
and defence bodies in the Council of the EU to the extent permitted 
by those Member States that deliver a given input to the processing 
and analysis of intelligence material. The European Parliament may also 
be the recipient of classifi ed intelligence under the terms of the inter-
institutional agreement between the European Parliament and the EEAS 
(Council of the EU  2009b ).  

   THE IMPACT OF MILITARY INTELLIGENCE ON THE EU 
SECURITY AND DEFENCE POLICY 

 The establishment and development of the EU military intelligence hub 
has been determined by the predominance of vertical cooperation led 
by Member States and driven by their own national security strategies. 
Common defence and security building through military means and sup-
port for operations ‘out of EU area’ has been hindered by the defi cit of 
political will on the part of Member States and the political ambitions of 
a Commission and HR/VP seeking global security player status for the 
EU. However, political endorsement of the concept of military operations 
and its subsequent development in the framework of the European Security 
and Defence Policy has led to the creation and progressive expansion of 
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appropriate institutional arrangements at EU level. The  establishment of 
the EUMS Intelligence Division and the formation of the Joint Situation 
Centre and the Satellite Centre have expanded intelligence capabilities, 
supporting both EU strategic objectives and national interests. 

 The development of intelligence cooperation within the EU’s security 
and defence hub has been a test case for Member States’ credibility and 
willingness to deliver their intelligence assets to a common pool of strate-
gic resources regardless of information security concerns and communica-
tion barriers. The fi rst decade of the twenty-fi rst century witnessed civilian 
missions and military operations which were almost entirely dependent 
on national intelligence support subject to political consent, restrictive 
safeguarding measures and case-by-case decision making. Supplementary 
intelligence, drawn mostly from open sources, could fi ll some strategic and 
operational gaps but it could not address critical problems that emerged 
during the ongoing missions and operations. Against this background, 
the nascent EU intelligence entities operated in clear separation from 
each other and it was only in the mid-2000s that they began establishing 
channels for delivering and sharing available intelligence materials. This 
practice was nonetheless confi ned to open-source intelligence and such 
intelligence products as were released by national intelligence services 
for further circulation. Attempts to merge information and intelligence 
originating in EU bodies, such as the SIAC arrangement, were partially 
successful. Nonetheless, even positive outcomes of the EU civilian-military 
intelligence collaboration scheme could not compensate for the systemic 
obstacles undermining progress in all-source analysis and a comprehensive 
approach to military intelligence. 

 The reconfi guration of the EU security and defence intelligence hub 
following the 2009 treaty reform raised expectations of a reinforcement 
of intelligence tradecraft, analytical capabilities and information sharing 
within the new institutional framework provided by the EEAS. It was at 
this time that two EUMS offi cers proposed a transformation of EU mili-
tary intelligence cooperation from the ‘need-to-know’ principle towards a 
‘responsibility to share’ (Haag and Anaya  2011 , p. 9). However, there is 
always a degree of sensitivity about sharing intelligence material originating 
in national organisations.  5   The major state actors preferred solutions which 
had been in force since the beginning of military intelligence cooperation 
and were not ready to acknowledge that the planning, launching and car-
rying out of EU missions and operations engages national capabilities and 
resources which could be better protected if EU intelligence bodies were 
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regarded as reliable partners and honest brokers in the preparation and 
coordination of CSDP actions. 

 The quality of strategic intelligence partly depends on operational and 
tactical assets that are generally in the hands of Member States. However, 
tasking Member States whose forces are dispatched on a CSDP mission 
with collecting, processing and delivering information to EU intelligence 
units has been problematic.  6   This has to do with the content, scope and 
aim of the mission, which determine the composition of EU contingents. 
Former US Defence Secretary Donald Rumsfeld’s argument that the 
‘mission defi nes the coalition’ seems to be valid also with regard to EU 
Member States. Lieutenant General Ton van Osch, Director General of 
the EU Military Staff in 2010–2013, noted that ‘Member States would 
rather contribute to a mission with a high possibility of success, than 
become part of an operation with high risks’ (van Osch  2013 , p. 4). Many 
military operations in the preparation and planning phase focus on situ-
ational awareness, risk assessment, environment scanning and other meth-
ods of securing and protecting the human and material assets expected 
to be deployed. The fi rst reaction to the rising tide of piracy off the coast 
of Somalia was the setting up of the Mission Monitoring Team (MMT) 
within EUMS which aimed, in the words of the fi rst leader of the team, Lt. 
Col. Tim Cook ( 2010 , p. 6), ‘to provide impartial advice at the strategic 
level to an operation specifi cally on the management and staffi ng of issues 
through Brussels’. With the launch of EUNAVFOR Somalia—Operation 
ATALANTA—at the beginning of December 2008, the MMT was tasked 
by EUMS with specifi c issues concerning the dynamic of the strategic envi-
ronment, ensuring situational awareness and delivering information and 
estimates to the offi ce of the Chairman of the EU Military Committee. 
An increasing involvement of EU agencies and units in strategic assess-
ment and operational planning was evidenced in the case of the geospatial 
support offered by SATCEN for CSDP missions in North Africa and the 
Sub-Saharan region, and INTCEN’s situation and risk assessments and 
special reports. 

 Military intelligence cooperation plays an auxiliary role in the EU’s 
CSDP. The agencies and units involved in intelligence support for EU-led 
military operations have played a small part in the development of secu-
rity and defence policy, highlighting situational awareness, risk assessment 
and strategic intelligence elements. For political reasons, they remain 
dependent on Member States’ intelligence input. Nevertheless, they strive 
to link the sparse secret and classifi ed information delivered by national 
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intelligence services with OSINT and EU-owned information. This is a 
relatively limited contribution but it cannot be neglected by sovereign 
decision makers in Member States.  

         NOTES 
1.        See Article 24.1. of the Treaty on the European Union (European Union 

 2012 , p. 30).   
2.      Anonymous SATCEN offi cial, interview, June 2012.   
3.      The statement of William Shapcott, Director of the Joint Situation Centre 

and Special Adviser to Javier Solana, in: House of Lords 2005, p. 54.   
4.      Anonymous EEAS offi cial, interview June 2015.   
5.      Anonymous EEAS offi cial, interview June 2012; anonymous European 

Commission offi cial, interview June 2012.   
6.      Anonymous national military offi cial from an EU Member State, interview 

January 2014.          
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    CHAPTER 5   

          Intelligence security in the European Union seeks to support the efforts of 
its institutions and Member States to mitigate the impact of crises, natu-
ral catastrophes and man-made disasters, using its situational-awareness 
and early warning capabilities. Both institutions and individual states seek 
to produce an appropriate response to transborder crises and emergen-
cies affecting the EU, though often originating far from the territory of 
its Member States. The scale and speed of crisis proliferation is one of 
the biggest challenges for modern states and international organisations. 
Not only must they address the root causes and catalysts of a crisis or an 
emergency, but they also have to prepare themselves to confront its direct 
consequences and far-reaching repercussions for the stability, security and 
well-being of their nation. Therefore, they need to establish a comprehen-
sive early warning and crisis-response system based on inter-governmental 
cooperation and cross-border coordination. The ability to identify, assess 
and make sense of a crisis is tremendously important in contemporary 
crisis-management methodology (Baumard  1994 , p.  30; Fishbein and 
Treverton  2004 ; Boin et  al.  2005 , Chap. 2; Houben  2005 , pp.  3–11; 
Klein et al.  2006 , pp. 71–2; Aven and Renn  2010 ; Fishbein  2011 ; Moore 
 2011 ; Simonović  2011 ; Boin et al.  2014 , pp. 13–6; Post  2015 ). 

 Developments at the turn of the twenty-fi rst century and since have had 
a tremendous impact on the organisation and functioning of the EU crisis- 
management system. Natural disasters, social revolutions and persistent 
sources of instability have characterised the new security environment. 

 Situational Intelligence and Early Warning                     



Floods in Pakistan, the earthquake in Haiti, volcanic ash over Iceland, 
the Arab Spring and the ‘Fire in the East’ (annexation of the Crimea by 
Russia, separatist armed movements in eastern Ukraine, the emergence of 
the Islamic State, protracted civil war in Syria) have been the most tell-
ing examples of high-risk crisis situations demanding a prompt, effective 
and long-lasting response from the international community and global 
actors involved in crisis management and stabilisation in the areas of nat-
ural disasters, civil unrest and political breakdown. Moreover, events in 
many of these ‘hot spots’ have had almost immediate consequences for the 
borders, territories and societies of the EU. Successive waves of irregular 
migration from North Africa, the Middle East and the Balkans, hosts of 
asylum seekers storming reception centres in EU Member States, and the 
dangerous phenomenon of ‘foreign fi ghters’ linked to the Islamic State 
are the most striking examples of how external crises reach far beyond 
their immediate environs to bring about serious negative consequences for 
the EU. Moreover, the direct negative effects of external crises may pro-
duce long-term structural changes in political, societal and even legal sys-
tems. For instance, the repercussions of the Arab Spring, civil wars in Iraq 
and Syria, state failure in several African countries and the hybrid war in 
eastern Ukraine have put increasing pressure on the Schengen regime and 
contributed to the revision and modifi cation of the principle of the free 
movement of persons (Brady  2012 ; Peers  2013 ; Zaiotti  2013 ; Cornelisse 
 2014 ). 

 As we saw in Chap.   4    , the military intelligence hub that emerged in 
response to political, institutional and legal changes in the EU’s security 
policies authorised Member States to launch military operations in fulfi l-
ment of the Petersberg tasks. Crisis management and early warning were 
considered part of the European Security and Defence Policy, mostly due 
to the ‘expeditionary’ dimension of civilian and military crisis-management 
capabilities. Since the 2003 police mission in Bosnia and Herzegovina, the 
fi rst ever EU-led intervention, the EU and Member States have been seek-
ing the most appropriate ways of ensuring the effectiveness of their efforts. 
Missions and operations under the CSDP have changed over time, due 
to enlargement of the scope of engagement, availability of resources and 
tools, and variety of methods of their realisation. 

 Anticipating the content of Chaps.   6     and   7    , it is fair to say that elements 
of early warning and crisis prevention can be found in both CFSP and 
JHA cooperation. Socio-cultural intelligence, which supports the EU’s 
 diplomacy and external relations, collects and analyses a large amount of 
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data and information about crises, disruptions, emergencies and hazards 
occurring outside the European Union yet having a considerable, often 
serious or negative, impact on EU policy, identity or security. The pro-
tection and safety of EU citizens, as well as representatives or offi cials 
of EU institutions and agencies, is no less important. Equally signifi cant 
are crime prevention and law enforcement. Exogenous threats like ter-
rorism, organised crime, illegal migration or cyber-attacks have to be 
anticipated and if possible prevented. Hence, the internal security hub, 
though focused on criminal intelligence analysis, also involves elements of 
situational intelligence acquired from early warning systems and strategic 
assessment mechanisms. 

 At both functional and institutional levels, however, the EU fails to 
relate fully to this vast area of crisis management. The introduction and 
development of some elements of situational intelligence have generated 
the crisis-management hub as a network structure linking the institu-
tions, units, procedures and mechanisms involved in early warning, early 
response, contingency planning and strategic forecast. National prejudices, 
legal boundaries, bureaucratic barriers and institutional arrangements, 
however, are such that the EU crisis-management hub remains a loose 
nodal confi guration of units and services connected by strong links to 
EU civilian crisis-management mechanisms and more loosely connected 
to transborder crisis procedures and national emergency systems. 

   CRISIS MANAGEMENT AND SITUATIONAL 
INTELLIGENCE IN THE EU 

 Managing crises and emergencies is a challenging and demanding task for 
any local, regional, national or international authority in charge of risk 
prevention, the mitigation of disasters, civil protection, crisis recovery and 
reconstruction, or infrastructure protection. Since the European Union 
embarked on constructing a ‘protection space’ (Boin et al.  2006 ; Rhinard 
et al.  2006 ; Boin et al.  2013 ; Post  2015 ), the notion of crisis management 
has been thoroughly discussed and is regarded by some scholars as a new 
type of policy activity at the EU level (Duke  2002 ; Porfi riev  2005 ; Boin 
et  al.  2006 , p.  406; Ekengren and Groenleer  2006 ; Blockmans  2008 ; 
Gross  2009 , pp. 171–2; Larsson et al.  2009 , pp. 1–2; Major and Bail  2011 , 
pp. 15–17; Gebhard and Norheim-Martinsen  2011 , pp. 231–6; Morsut 
 2014 ). As noted above, an all-encompassing approach to EU  crisis man-
agement is not feasible in either the functional, political or  institutional 
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senses. So, tackling the issue of crisis prevention and early warning in the 
crisis-management hub requires the concept of crisis management in the 
EU to be clarifi ed in view of the presumed implementation of the situ-
ational intelligence approach. 

 Miozzo and Missiroli ( 2014 , p. 5) point out the important distinction 
in EU security policies between the notion and the practical meaning of 
the term ‘crisis management’. First, crisis management can be identifi ed 
with ‘expeditionary’ (out-of-EU) civilian missions and military operations 
under the CSDP. Second, crisis management includes ‘response schemes 
in the fi elds of peace-building, security sector reform, support to gover-
nance, trans-regional threats, emerging or acute crisis situations, CBRN 
risk mitigation, and pre/post-crisis capacity building’. However, these 
authors omit internal aspects of crisis management within EU Member 
States. The present analysis follows the crisis types identifi ed by Boin, 
Rhinard and Ekengren, who distinguished three types of crisis situation 
eliciting a possible (legally and politically feasible) response from the EU 
and its members (Boin et al.  2013 , pp. 7–10). 

 Type I is the national crisis; type II the external crisis; and type III is 
the transborder crisis. In the fi rst case, the EU’s capabilities can be used 
within the framework of the Civil Protection Mechanism, which fosters 
cooperation between national civil protection authorities across Europe 
and provides assistance in the immediate aftermath of a catastrophe or 
disaster, though it is not applied in the fi elds of health, justice and home 
affairs. The mechanism can be activated in response to disasters occurring 
both within and outside the European Union. In practice, requests for 
assistance relatively seldom come from EU Member States. The type II 
situation is commonly identifi ed with EU crisis-management capabilities 
and mechanisms. It invokes both military responses through CSDP opera-
tions conducted under the EU military command and control, and civilian 
aspects of crisis management outside the EU. The involvement of military 
intelligence in CSDP operations has already been elaborated in Chap.   4    . 
Situational intelligence in support of civilian capabilities in CSDP missions 
draws on dedicated functional and institutional arrangements developed 
in the course of military and civilian crisis management. Such solutions 
have resulted in an expanded nodal structure aggregating existing insti-
tutionalised forms of EU crisis management and improving circulation of 
information and analysis. 

 The third type of crisis situation is produced by the transborder effects 
of deterritorialised risks and threats proliferating across the borders of 
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EU Member States. They demand a collective response since their source 
can be neither physically located nor immediately neutralised. The con-
sequences and depth of a crisis affect multiple actors at different levels 
of territorial and administrative authority. Boin, Ekengren and Rhinard 
give several examples of such threats: epidemics, extreme weather events, 
cyber-attacks, the proliferation of chemical and biological weapons, and 
unexpected refugee fl ows (Boin et al.  2013 , pp. 9–10). 

 Another EU instrument for managing transborder crises is the ‘solidar-
ity clause’ enshrined in Article 222 TFEU (Myrdal and Rhinard  2010 ; 
von Ondarza and Parkes  2010 ; Ferreira-Pereira and Groom  2010 ; Fuchs- 
Drapier  2011 ; Hatzigeorgopoulos  2012 ). This provides for a coordinated 
response from the EU to disasters, terrorist attacks and non-military crises 
emerging within the territory of Member States. It has not been applied 
yet and the implementation arrangements have not been fi nalised. 

 Member States are exposed to the whole array of threats, hazards, and 
natural and man-made disasters constituting potential crises and emer-
gencies that demand a resolute, immediate and effective response from 
their own authorities assisted by relevant EU institutions and mecha-
nisms. Any decision making in this regard requires solid, professional and 
effective intelligence support focused on early warning and situational 
assessments. 

 The present book, which observes and analyses crisis-management 
mechanisms from the precautionary perspective, assumes that actors 
engaged in the effective management and mitigation of a crisis need to 
activate crisis-prevention mechanisms coupled to early warning. The latter 
means ‘any initiative that focuses on systematic data collection, analysis 
and/or formulation of recommendations, including risk assessment and 
information sharing, regardless of topic, whether they are quantitative, 
qualitative or a blend of both’ (Austin  2004 , p. 2). The EU’s early warning 
and crisis response has been characterised by a complex multi-level insti-
tutional confi guration addressing a wide range of crisis-prone areas and 
risk sources, and by loose connectivity among the host of actors involved. 
As a result, horizontal cross-fi eld communication channels at the EU level 
enable only to a certain degree the collation, comparison, analysis and 
processing of selected information from scattered sources belonging to 
particular segments of the EU crisis-management hub. Different levels of 
decision making and responsibility in the EU have created a  polycentric 
setting around the institutions, agencies, roles, mechanisms and tools 
involved in early warning and crisis response. 
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 To overcome theoretical fl aws and practical problems, this book takes 
a generic approach to situational intelligence in the fi eld of crisis man-
agement in the EU. According to Claudia Dent, situational intelligence 
is critical during a crisis and equally relevant to crisis prevention (Dent 
 2013 ). It can present a multidimensional set of information that looks 
at risks and opportunities comprehensively, allowing consideration of 
many options for crisis management and mitigation (Di Stasio  2015 ). The 
situational intelligence developed by relevant EU bodies tends to link, 
coordinate and fuse scattered information and analytical materials to pro-
duce a relatively comprehensive picture of ongoing processes and future 
developments. It is, however, strongly predetermined by political prin-
ciples and institutional limitations, which in effect preclude the emergence 
of a functional/institutional core. So, despite the relatively consolidated 
crisis-management capabilities of the CSDP, the European Union has not 
yet taken on Member States’ role of ‘crisis manager’. It continues to rely 
on national foreign policy responses to international and regional crises 
(Gross  2009 , p. xi). While this implies a vertical, bottom-up, Member 
States-led architecture of intelligence support for crisis management, the 
situational intelligence approach enables a vertical confi guration for early 
warning and crisis-prevention arrangements, worked out by various stake-
holders within the EU’s functional and institutional framework. 

 Situational intelligence and early warning entail anticipatory measures. 
Situational intelligence, though based on ‘soft’ capabilities (Mounier 
 2009a , p. 50), requires shared analysis of the causes of a potential con-
fl ict or crisis, the indigenous actors and external participants in the crisis 
area, and the dynamics, potential risks and dangers of the situation. As 
an ingredient of early warning, it not only reduces uncertainty, but also 
provides scenarios and options for decision makers (Ricci  2014 , p. 188). 
For many years the European Union has been developing a coordinated 
approach to crisis situations, confl icts and disasters, seeking to improve 
its organisational and technical resources, and capacity to handle large-
scale global emergencies and crises, as well as local and regional sources of 
confl ict, tension and instability. The embryonic forms of situational intel-
ligence cooperation emerged within the Western European Union and 
addressed external crises, confl icts and emergencies under the Petersberg 
tasks. In June 1997 the European Council called for an early warning 
unit within the CFSP, acknowledging the need for Member States and 
the Commission to  provide the confi dential information necessary to 
assist the policy-planning process (European Council  1997 ; Council of 
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the EU  2001b ). A Policy Planning and Early Warning Unit established in 
the General Secretariat of the Council was tasked with ‘providing timely 
assessments and early warning of events or situations which may have sig-
nifi cant repercussions for the Union’s foreign and security policy, including 
potential political crises’ (European Union  1997a , p. 132). Interestingly, 
the Declaration of the Western European Union on its role and its rela-
tions with the European Union and with the Atlantic Alliance, attached 
to the Treaty of Amsterdam, provided that the EU Policy Planning and 
Early Warning Unit could draw on the resources of the WEU’s Planning 
Cell, Situation Centre and Satellite Centre (European Union  1997b , 
pp. 129–31). 

 The development of the European Security and Defence Policy as a 
result of decisions taken by heads of Member States and governments in 
1998–1999 was focused on military and civilian capabilities (Giegerich 
 2010 , pp. 42–50). The events of 9/11 and the subsequent shift in EU 
security policy and strategy towards counter-terrorism and civil protec-
tion fostered the development of crisis-management cooperation in the 
European Union. Early warning systems and elements of situational intel-
ligence had grown spontaneously but without appropriate cross- sectoral 
coordination and at different levels of organisational and technical 
advancement (Olsson and Larsson  2009 , p. 165). The launch of the fi rst 
ESDP missions coincided with the mounting terrorist threat that culmi-
nated in the Madrid and London bombings of 2004 and 2005. These 
events triggered discussions on how to improve coordination within the 
Commission and between this institution and the General Secretariat of 
the Council, particularly the High Representative for CFSP. Despite the 
creation of new mechanisms for collection, analysis and sharing of infor-
mation on crisis and confl ict parameters, crisis-management schemes were 
not signifi cantly improved. 

 As we saw in Chap. 4, INTCEN had been established in 2002 as the 
Joint Situation Centre responsible for monitoring the security landscape 
and preparing situation assessments, especially in the fi eld of European 
security and defence policy and during crisis-management operations. 
SITCEN was tasked with contributing to the early warning work of the 
Council and the High Representative, giving specialised back-up to cri-
sis task forces requiring intelligence and situational awareness and pro-
viding support for the Council and the High Representative during the 
preparation and conduct of crisis-management operations (European 
Parliament  2009 ; House of Lords  2003 , p.25). The Centre collected and 
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processed information on the background and development of crisis situa-
tions, reporting to the High Representative and relevant EU bodies, espe-
cially the Political and Security Committee (PSC) and the EU Military 
Committee. It could be asked by the PSC to provide specifi c reports 
contributing to a further analysis of a crisis (Council of the EU  2003a , 
pp. 7–8). SITCEN was expected to deliver detailed intelligence products 
rather than policy guidelines or anti-terrorist blueprints for EU institu-
tions or national governments (Duke  2006 , p. 618). It contributed, along 
with EUMS and the Directorate-General for External Relations (RELEX) 
of the European Commission, to a confi dential early warning document 
called ‘the Watchlist’, listing states the EU ought to monitor closely in 
the context of possible crises or proliferated threats. The Watchlist was 
updated half-yearly (once per presidency), making use of available intel-
ligence, cluster analysis and cross-checked quantitative data as well as situ-
ation assessments that mostly explored qualitative indicators but also made 
considerable use of OSINT. Countries on the list were prioritised accord-
ing to the likelihood of a crisis and its possible impact on the EU (Council 
of the EU  2007a , p. 72;  2010a , p. 58; Shapcott  2011 , p. 119; Hemmer 
and Smits  2011 , p. 10). 

 Following the Lisbon treaty reform, the Centre maintained its auxiliary 
role in EU crisis-management policy. One of its main objectives was to 
provide specialised analytical back-up to crisis task forces requiring intel-
ligence and situational awareness for their fi eld activities as well as intel-
ligence support for the Council and the High Representative during the 
preparation and conduct of crisis-management operations. 

 The Web-based rapid alert system ARGUS was created in 2006 to 
ensure swift information exchange between the Commission’s various 
Directorates-General and better coordinate its response capacity dur-
ing major cross-sectoral crises. ARGUS brought together all relevant 
Commission services so as to coordinate response efforts, circulate 
non- classifi ed information and evaluate the best options for an effective 
response to an emergency (Zandén Kjellén  2009 , pp.  77–8). Another 
important application was the EU Emergency Crisis Co-ordination 
Arrangements (CCA) approved by the Council of the EU in June 2006. 
This scheme was established with a view to the provision of rapid and 
 coordinated EU horizontal policy responses in a serious crisis situation. 
The CCA enabled Member States, through their permanent represen-
tatives in Brussels, to exchange information and coordinate actions in 
an emergency or an extremely serious crisis situation affecting several 
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Member States (Larsson  2009 , pp. 127–30). SITCEN was also engaged 
in the CCA. Johnny Engell-Hansen, the former Head of the Operations 
Unit at SITCEN, explained that the Centre’s role was ‘to provide the 
main operational and infrastructural backbone for supporting the EU 
Presidency and Member States in implementing these CCA arrangements 
in a crisis situation’ (House of Lords  2009 , p. 32). 

 Communication between relevant departments within the Commission 
and between the EU and Member States was improved thanks to the cre-
ation of the Community Civil Protection Mechanism. The mechanism 
provided for the development of detection and early warning systems for 
disasters potentially affecting the territory of Member States. This task 
was mandated to the new Monitoring and Information Centre (MIC), 
accessible 24/7 for Member States and the Commission, and designed 
to provide timely and effective information ensuring preparedness for an 
effective response (Morsut  2014 , pp. 143–9). 

 The Lisbon treaty heralded a signifi cant change in the EU’s crisis- 
management system, particularly concerning the tendency to concentrate 
the relevant elements and capabilities within the EEAS. Despite the mush-
rooming of crisis-management arrangements across the Commission and 
within the Council, there had been ‘no common EU-wide understanding 
of early warning and early response for confl ict prevention’ (Beswick  2012 , 
p. 8), Europeans witnessed a series of catastrophes, emergencies, confl icts 
and crises: the Haiti earthquake in 2010; ash cloud problems caused by 
the eruption of the volcano Eyjafjallajökull in Iceland in 2010; the nuclear 
accident at the Fukushima plant in 2011; the H1N1 and H5N1 infl uenza 
virus pandemics of 2009; fl oods in Central Europe; and the outbreak of 
civil war in Syria. 

 The High Representative, Catherine Ashton, decided to build up crisis- 
response capabilities within EEAS and concentrate them in the Crisis 
Response and Operational Co-ordination Department. Political backing 
was granted by the Council which in its conclusions on confl ict preven-
tion adopted on 20 June 2011 stated that ‘early warning needs to be 
further strengthened within the EU, by better integrating existing early 
warning capacities and outputs from all sources, including from Member 
States, and drawing more extensively upon fi eld-based information from 
EU Delegations and civil society actors, in order to provide a more solid 
foundation for confl ict risk analysis. Enhancing early warning will also 
enable the EU to work more effectively with partners regarding respon-
sibility to protect and the protection of human rights’ (Council of the 
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EU  2011d , p. 3). Ministers also acknowledged that there was still a real-
istic option for preventive action, subject to Member States’ capacity to 
agree on and implement coherent, viable and practical mechanisms. They 
noted that ‘More emphasis also needs to be put on taking early action, 
to mitigate the risks of outbreak and recurrence of confl icts, for example 
through the effective utilization of confl ict risk analysis’ (Council of the 
EU  2011d , p. 4). 

 Despite the reform of the crisis-management hub in 2012, this area 
remained fragmented and its institutional components were unevenly devel-
oped and insuffi ciently fl exible. On the initiative of High Representative 
Ashton, a comprehensive approach to complex crisis response was pre-
sented in a joint communication to the European Parliament and the 
Council in December 2013 (High Representative  2013 ). It highlighted 
the requirement for a proper understanding of all stages of the cycle of 
confl ict or other external crises, to ensure early warning and preparedness 
for crisis response and management. As a result, the EU should develop 
a shared analysis approach by better connecting the existing institutional 
services and facilitating early, proactive and regular information and intel-
ligence sharing. The existing institutional and working arrangements, 
involving both Member States and dedicated EU services, units and teams, 
should be gradually improved to focus on tailored analysis and assessment 
built on all available information and knowledge (High Representative 
 2013 , p. 5). 

 Although the shared understanding of security needs and possibilities 
underpinning the rationale for EU cooperation and integration of secu-
rity policies and fi elds seemed to be at the core of the comprehensive 
approach, it has not proved effi cient enough to respond to the whole 
spectrum of crisis-management tasks and objectives (Mölling  2008 ; Drent 
 2011 , pp. 5–6). Cooperation problems between the military intelligence 
hub (except for elements delivering intelligence products within the SIAC 
framework) and the crisis-management hub has been one of the visible 
obstacles to enhanced coordination between civilian and military EEAS 
elements (Adebahr  2011 , pp. 5–7). Institutional and functional divisions 
have also been clearly visible in the fi eld of civil protection. For instance, 
efforts by Ashton to merge the EU Situation Room and the Emergency 
Response Coordination Centre (formerly the Monitoring and Information 
Centre) within the Commission’s Humanitarian Aid and Civil Protection 
Department failed. 
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 The adoption of the EU Integrated Political Crisis Response (IPCR) 
arrangements in 2013, this time including a solidarity clause, marked a fur-
ther effort to consolidate the unstable EU crisis-management architecture 
(Nimark and Pawlak  2014 , p. 108). The value it added to the existing pat-
terns of cooperation consisted in ‘bring[ing] numerous actors around the 
same “table”: member states, the presidency of the Council, the European 
Commission and the European External Action Service (EEAS)’ (Pawlak 
 2014 , p. 86). The IPCR has also improved the information workfl ow with 
the provision of a Web platform as a communication framework. 

 It is still too early to evaluate the real signifi cance of these changes, espe-
cially in terms of the creation of synergies between stakeholders and links 
between existing information resources and analysis capabilities. It seems, 
however, that the IPCR-led crisis-management hub is more focused on 
early warning and proactive information sharing, as well as on support for 
decision making, seeking to use situational intelligence to a considerably 
greater extent than was previously the case.  

   THE ORGANISATION AND COORDINATION OF THE EU 
CRISIS-MANAGEMENT HUB 

 The EU crisis-management hub is populated with numerous EU institu-
tions, units and bodies engaged in crisis detection, including early warn-
ing, monitoring, sounding the alarm and responding to a crisis situation. 
However, the majority of their ‘sense-making’ systems and instruments 
have been established and launched at the operational level. They are 
charged with preparing an immediate response to an existing crisis and 
then monitoring ongoing developments in order to provide updated 
assessment and warning. Only a few of them are strictly devoted to pre-
cautionary information management, focusing on gathering, correlating 
and analysing data and information for preparedness and capacity build-
ing, and creating situational awareness at the strategic level. This task is 
in part accomplished within the military intelligence hub, especially in 
matters concerning CSDP missions and operations and strategic forecasts 
on ‘hard’ security threats. Crisis detection, early warning and situational 
intelligence apply to numerous aspects of ‘soft’ security, such as civil pro-
tection, human security, the rule of law or political stability. 

 The creation of the EU crisis-management hub was motivated by strate-
gic and political factors. The 2010 changes that concentrated early warning 
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and crisis management in EEAS produced important consequences. The 
crisis-management system was focused on external actions under CFSP 
and CSDP, but the political imperative of the comprehensive approach 
required a more agile and adaptable solution that properly addressed the 
need to operate at different levels of crisis response. While response and 
follow-up organisation (prevention, recovery, stabilisation) was relatively 
effective, the early warning and awareness-building mechanisms and tools 
demanded a broader and more fl exible arrangement, capable of com-
bining and integrating various widely dispersed methods and tools. The 
Department for Crisis Response and Operational Coordination (MD VII) 
within the EEAS consolidated organisational and human resources around 
all-source analytical capabilities. As a result, the crisis-management hub 
has acquired a multi-level architecture, with the IPCR as a kind of ‘super-
structure’ and MD VII as a coordinator for external crises, activating, 
managing and monitoring the Crisis Response System but also cooperat-
ing with relevant EEAS units or relatively autonomous dedicated agencies, 
such as INTCEN, EUMS or SATCEN. 

 The Crisis Response and Operational Co-ordination Department was 
intended to mobilise and engage EU institutions and Member States to 
effectively manage civilian crises and emergencies, creating situational 
awareness among EU-wide actors through strategic assessment and ensur-
ing coherence of policies and actions (see EEAS  2014a ). The Department’s 
establishment, however, was characterised by personal motives. According 
to EEAS offi cials,  1   High Representative Catherine Ashton saw a strong 
candidate for its head in Agostino Miozzo, an Italian offi cial with experi-
ence in disaster management and emergency relief. Smith ( 2013a , p. 1309) 
wrote that ‘In fact, the position of EEAS Managing Director for Crisis 
Response and Operational Co-ordination was created by Ashton so that 
Miozzo could hold it’. Another refl ection, shared by an EEAS offi cial,  2   
was that the HR/VP sought to ‘kill three birds with one stone’: improve 
EU civilian crisis management, especially in the aftermath of the Haiti 
earthquake of January 2010, when the EU’s limited response was openly 
and bitterly criticised (Ashton  2014 , p. 12); strengthen the crisis-response 
unit in EEAS, with its militarised institutional structure; and establish an 
experienced, strong and loyal partner at the head of the unit (see also 
Tercovich  2014 , p. 152). Miozzo as Managing Director reported to the 
HR/VP but had no direct links to the military segment in EEAS;  3   he was 
thus in an exceptionally strong position compared with other EEAS bod-
ies in charge of crisis management. 
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 MD VII is responsible for the activation of the Crisis Response System 
(CRS), which encompasses the Crisis Management Board, the EU Situation 
Room and the Crisis Platform, one of its main priorities being information 
sharing. The CRS was formed in 2011, when growing instability in North 
Africa, the Middle East, Western Africa, South Asia, and Central America 
and the Caribbean made it desirable to pool EU resources and support 
political decision making in respect of emerging or enduring crises. Its role 
is to implement standard procedures to tackle crises and tensions outside 
the EU, or those generated inside the Union by external drivers, which 
may affect EU security interests. In particular, it seeks to deal with crises 
affecting EU delegations, or any other EU assets or persons in a third 
country. The CRS’ competences range ‘from prevention and preparedness 
to response and recovery aiming to achieve a comprehensive EU crisis 
response and management capability’ (EEAS  2014b ). 

 The EU Situation Room (SitRoom) is ‘the fi rst point of contact for 
all information on crisis situations’ (EEAS  2014c ). It is the only 24/7 
capability at EU level, acting as a permanent switchboard for EEAS and 
the European Commission, and delivering accurate and up-to-date crisis- 
related information to decision makers. It selects, collates and verifi es 
information from all available sources, including open sources, EU del-
egations, Member States, EU CSDP operations and missions, EU Special 
Representatives’ teams, EEAS exploratory missions, and relevant interna-
tional organisations (Nimark and Pawlak  2014 , pp. 112–3). Its task was 
defi ned as follows: ‘to lead, manage and develop all EEAS permanence 
and situational awareness capabilities’ (High Representative 2011). 

 According to the Council of the EU, the Situation Room complements 
the analytical work of INTCEN and EUMS INT within the SIAC for-
mat (Council of the EU  2012a , p. 92). The SitRoom’s role is to support 
decision making. It does not deliver intelligence products, but it pre-
pares monitoring materials and situational reports, such as daily briefi ngs 
on world affairs, press reviews for EU delegations, situation reports for 
active EU Crisis Platforms and crisis-response factsheets (Manchin  2014 , 
pp. 167–8). In 2014, it handed over more than 650 reporting and moni-
toring products (High Representative  2015 , pp.  10–11).The Situation 
Room also houses the Watch-Keeping Capability (WKC), a 24/7 desk 
operated by a dozen police and military offi cers tasked with ensuring a 
fast, continuous and systematic fl ow of specifi c information related to 
ongoing CSDP missions and operations. Although signifi cant for early 
warning, it is not designed to provide intelligence (Beswick  2012 , p. 8; 
Ceuterick and Weston  2012 , p. 23). 
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 The EU Crisis Platform is the second important element of the 
CRS. It is an ad hoc undertaking activated and chaired by the HR/VP 
within the institutional framework of EEAS and connected with relevant 
Commission services and the General Secretariat of the Council. It aims 
to provide an adequate and timely response, in strategic, political and ana-
lytical terms, to external crises requiring coordinated action at EU level. 
It seeks to facilitate information sharing during all phases of an ongoing 
crisis, collecting, processing and disseminating information and analyses 
on the most relevant aspects of a given crisis situation, including political, 
economic, social, military and humanitarian issues, and the international 
environment. The Crisis Platform enables EU offi cials and invited national 
experts to access well-ordered and streamlined knowledge and to keep 
information circulating among different institutional stakeholders. It can 
also offer fi rst-hand information and accounts obtained by EU explor-
atory or fact-fi nding missions (as in the case of the 2011 Libyan revolt). 
Between March and October 2011 the Platform was convened 14 times 
(Koenig  2014 , p. 168), and by the end of 2014 it had responded to crisis 
situations in Mali, DR Congo, Libya, Syria, the Ivory Coast, the Sahel, the 
Horn of Africa, Kenya, Lebanon, South Sudan and Myanmar (Council of 
the EU  2014d ). The meetings kept information fl owing among the dif-
ferent units involved, especially those dealing with humanitarian issues, 
security problems and political developments in Libya (Council of the EU 
 2012a , p. 105). The Libya Crisis Platform was especially relevant due to 
the dynamic of the internal confl ict, the NATO-led military intervention, 
the grave humanitarian repercussions of the civil war and potentially direct 
negative outcomes for the EU and some of its Member States (Tercovich 
 2014 , p. 154; Council of the EU 2012a, p. 105).  

   SITUATIONAL INTELLIGENCE WORKFLOW IN THE CRISIS- 
MANAGEMENT HUB 

 Since the revision of crisis coordination in 2013, data collection, anal-
ysis and distribution have taken place within the framework of the EU 
Integrated Political Crisis Response (IPCR). This took over from the pre-
ceding Crisis Co-ordination Arrangements the duties of drawing  attention 
to and monitoring unfolding crisis situations, sharing and distributing 
related information and contacting the relevant EEAS services and the 
General Secretariat of the Council. The Presidency of the Council plays 
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a central role in all stages of the IPCR arrangements (Council of the EU 
 2013 , p. 6). To facilitate information workfl ow and strengthen the com-
prehensive approach to crisis management, the Commission and the EEAS 
decided to develop an Integrated Situational Awareness and Analysis com-
ponent (ISAA). ISAA is a key information-sharing capability under the 
IPCR arrangements, aggregating inputs from Member States and inte-
grating them with existing information, and using the existing capabilities 
of the Commission and EEAS (Nimark and Pawlak  2014 , p.  112). Its 
collection and analysis of situational information provides an up-to-date 
common situational picture to the presidency and supports the Council’s 
decision making (Council of the EU  2014a ). When the solidarity clause 
is invoked, ISAA reports provide a strategic overview of a crisis situation.  4   

 Situational intelligence addresses various sources of risks, threats and 
security concerns located on different layers of political, societal, economic 
and cultural structures. Identifying and mapping these sources at the EU 
level is the task of numerous agencies and units with different means and 
tools at their disposal, as well as capabilities to access, acquire and transmit 
relevant information and data. We noted in Chap. 4 that classifi ed infor-
mation owned by national intelligence services of Member States, gener-
ally in connection with EU-led military operations, is relatively seldom 
made available to EU agencies and units. The main reasons are the lack of 
a proper communication infrastructure and controversies over appropri-
ate personal security clearance. Some classifi ed information is delivered 
to INTCEN for strategic analyses tackling the major security issues, such 
as terrorism, WMD proliferation, and illegal arms trading. However, as 
the former head of the Crisis Room at DG RELEX Andrea Ricci ( 2014 , 
pp. 192–3) confi rms, ‘Practice shows that secret intelligence and/or clas-
sifi ed information is not necessarily available in the acute phases of a crisis. 
This may happen because of a “strategic surprise”(failure of early warning 
processes); because collection assets cannot be redeployed in a new theatre 
fast enough to provide “just-in-time” intelligence; or because regulation 
framing the use of secret intelligence slows down transmission enough to 
force crisis responders to seek answers by alternative means.’ 

 The vast area of crisis management in which situational intelligence is 
applied coincides with a wide, diversifi ed and fragmented communication 
and IT architecture. Information workfl ow is concentrated in functional/
institutional nodes linked up to the IPCR Web Platform. This loose 
arrangement refl ects the political and operational constraints which have 
determined the overall functionality of the crisis-management hub. 
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 Regardless of the considerable doubts and reservations raised by some 
EU offi cials and representatives of Member States, the crisis-management 
hub makes extensive use of open sources. In the early 2000s the European 
Commission developed an open-source intelligence platform to integrate 
and effectively explore scattered sources. It was called Tarîqa and was des-
tined for the Crisis Platform and Policy Co-ordination at the Directorate- 
General for External Relations (DG RELEX). Originally, it provided 
real-time support for early warning and situational awareness, enabling 
EU delegations around the world to follow global developments from a 
single integrated source of information stored in a multimedia content 
database (Stauffacher et al.  2005 , p. 21). Over time, it became available to 
more than a thousand offi cials (Landaburu  2008 , p. 70). With the changes 
brought about by the Lisbon treaty, Tarîqa was upgraded in 2011 to its 
3.0 version and transferred to EEAS (Duke  2014 , p. 248). As an inter-
nal Web application, it is deployed in the EU Situation Room through 
an encrypted SSL connection (Tarîqa  2012 , p.  8). It offers advanced 
information retrieval tools, available through a user-friendly interface. 
Supported by a multimedia content database, it facilitates the search, anal-
ysis and retrieval of useful knowledge from a vast number of unclassifi ed 
information sources. These include full-text databases, audio-visual mate-
rial, satellite imagery, declassifi ed military maps, internal news feeds and 
publications. Searches automatically fi lter quantitative and qualitative data 
from media news, RSS feeds, Internet search engines, open websites and 
social media, geospatial information systems and commercial subscription 
databases (such as Lexis Nexis, Oxford Analytica, Factiva, IHS Jane’s), as 
well as information from the Commission and other relevant EU agencies 
and units (Babaud and Mirimanova  2011 , p. 13). Authorised users may 
send pre-defi ned requests, regularly updated by the system manager, or 
their own queries. In return, they get information which is automatically 
fi ltered and ranked in terms of relevance (Tarîqa  2012 , p. 8). Tarîqa uses 
only primary sources and is focused on testimonials, documentaries and 
investigative journalism. It also values knowledge obtained from the EU’s 
diplomatic community as well as exclusive, scarcely available resources 
(Banim  2006 , p. 274). 

 Another, and more advanced, tool of information gathering and analy-
sis based on open sources is the Online Data and Information Network 
system, developed by the EU’s Joint Research Centre. Its fi ltering and 
extraction engines enable the application of more precise keywords, mak-
ing it better tailored to user needs (Beswick  2012 , p. 8). 
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 For the purposes of situational assessment and crisis detection, geo-
spatial imagery and intelligence may be provided on request by the EU 
Satellite Centre. At the crisis-detection stage, the Centre can be tasked by 
the High Representative with monitoring the identifi ed crisis (Council of 
the EU  2003a , p. 8). SATCEN also participates in exercises to verify the 
appropriateness and viability of crisis-management procedures at EU level 
and contribute to their further development and streamlining (EUSC 
 2015 , p. 16). 

 An interesting and relatively recent geospatial solution in civilian emer-
gency management is the Copernicus programme, launched in 2014 and 
designed to ensure autonomous capacity for space-borne observations. It 
will provide emergency response information in relation to different types 
of disasters as well as prevention, preparedness, response and recovery 
activities. It will also support civil security activities in Europe, improving 
crisis prevention, preparedness and response capacities with special refer-
ence to border and maritime surveillance, and the EU’s external activities 
to the extent allowed by the Commission (European Parliament and the 
Council of the EU  2014d , p. 53). Practical support in a disaster response 
situation is illustrated by the Copernicus Emergency Management Service 
mapping (Copernicus  2014 ). This was fi rst used in connection with 
Typhoon Haiyan’s landfall in the Philippines in 2013, producing anno-
tated maps for the rescue operation (Dietrich and Pawlak  2014 , p. 135). 

 The situational intelligence cycle is driven by the presidency upon request 
and with approval from Member States acting through COREPER.  A 
decision taken in the IPCR activates ISAA capabilities, initiating infor-
mation analysis and sharing mechanisms via the IPCR Web Platform, 
which links mechanisms and tools developed by the relevant units within 
the Commission, the EEAS (especially INTCEN), the Council (includ-
ing Counter-Terrorism Coordinator, if necessary) and Member States. 
Core users delegate contact persons to handle the fl ow of information 
and Member States maintain points of contact at a national level (EEAS 
 2013a ). 

 ISAA’s ability to deliver a shared situational picture relies on existing sit-
uational intelligence arrangements and the capabilities of the Commission 
and EEAS.  Since the IPCR Web Platform does not replace any of the 
existing sectoral Web tools, it can retrieve relevant materials subject to 
validation by a managing authority. They can be complemented by other 
existing channels for sharing information classifi ed above ‘EU Restricted’, 
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especially those linking Member States’ information and intelligence 
resources (Council of the EU  2014a ). 

 Most background information and strategic assessments reach the EU 
Situation Room. This unit alerts EEAS, the Commission, the GSC and 
Member States to risks and dangers posed by an emerging crisis situa-
tion, contributing at the same time with tailor-made situational reports 
made up of validated inputs from the available stakeholders on a volun-
tary basis (Council of the EU  2014b ). SitRoom’s own analysis tools sup-
port such functionalities as cluster analysis, with the aim of identifying 
and examining risk patterns and crisis triggers (Babaud and Mirimanova 
 2011 , p.  12). Where civilian and military aspects of crisis management 
under CSDP missions are involved, SitRoom may take advantage of its 
functional liaison with the Watch-Keeping Capability. The WKC acts as 
the switchboard for external security-related issues and it can improve 
information exchange and the quality of situational intelligence going to 
the relevant EEAS actors, and the HR/VP in particular, as well as other 
stakeholders integrated with the crisis-management hub (Ceuterick and 
Weston  2012 , p. 23). 

 Information extracted from various sources is streamlined according 
to its content and destination and uploaded to a dedicated crisis page. 
Classifi ed information and intelligence concerning crisis management and 
policy activities in the CSDP domain can be exchanged via the SESAME 
secure communication system (described in Chap.   4    ) (DGA  2011 , p. 32).  

   ADVANTAGES AND LIMITATIONS OF EARLY WARNING 
AND SITUATIONAL INTELLIGENCE 

 Strategic intelligence is often understood as a prerequisite of operational 
activities in the realm of security. The planning, command, conduct and 
monitoring of crisis-response activities require a proper level of strategic 
situational awareness and good intelligence support. Preparedness and 
prevention capacity is no less important for individual safety, public order 
and the rule of law. The vast security policy area of the European Union 
makes an integrated, centralised and comprehensive problem-solving 
approach particularly diffi cult. 

 The evolution of the crisis-management hub in the EU has proved 
that it is diffi cult to gather up, link and integrate dispersed institutional 
arrangements, intersected, often overlapping competences, entangled 
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communication channels and scattered information sources. The loose 
nodal confi guration of the parts of the crisis-management hub has been 
formed in response to an acute need to ensure the effectiveness and viabil-
ity of the EU early warning and crisis-management systems operating in 
the spatial, temporal and information domains. Good timing and effec-
tive information support are the ‘natural’ determinants of the stages of 
effective crisis management. In Patryk Pawlak’s apt wording, ‘Time and 
information are among the most valuable commodities during a crisis’ 
(Pawlak  2014 , p. 84). Hence, the problem of information management 
and intelligence support cannot be reduced to the timely activation of 
crisis procedures and the continuous monitoring of a crisis as it unfolds. 
Catherine Ashton and her advisers rightly identifi ed this challenge, prepar-
ing and subsequently promoting the comprehensive approach. However, 
a comprehensive and overarching information management and analysis 
system will not be adequate unless it links up all available information and 
intelligence sources and integrates organisational, technical and human 
resources. The mosaic of ‘sense-making’ systems in the realm of EU crisis 
management, mapped in detail by Boin, Ekengren and Rhinard (2014), 
raises an important question about the central role of managing informa-
tion in respect of a particular crisis (Lennart and Zandee  2014 , p. 17). 
The institutional, as well as political, interplay between the Commission, 
the EEAS, and the HR/VP and the Council has not yet produced acute 
turf battles; nonetheless it has too often blurred the boundaries of formal 
competences and functional settings between particular segments of the 
crisis-management hub. 

 The EU as a security community and international actor has taken 
responsibility for civil protection coordination between Member States, 
and for civil and military crisis management outside its borders. It has 
plenty of information sources and has developed a range of mechanisms 
and tools for the effi cient gathering and analysis of data and information 
referring to threats, risks and security concerns. This has huge potential 
for the building of accurate, reliable and timely strategic security aware-
ness to underpin early warning mechanisms and crisis-response schemes. 
The High Representative ( 2015 , pp. 10–11), in the Action Plan on the 
comprehensive approach, recommended ‘enhancing the cooperation via 
existing mechanism (such as IPCR web platform) which is linking up the 
various situational awareness and emergency management centres of the 
Union (Emergency Response Coordination Centre and the EU Situation 
Room (EU SitRoom) and Member States, as well as EU agencies; fur-
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ther developing practices of exchanging situational reports between above 
mentioned interlocutors […]’. 

 The challenge of the integration, cross-referencing and checking of all 
available information material must be met at the political level, which 
requires a more open and fl exible attitude towards information sharing 
and intelligence production from EU top offi cials and representatives of 
Member States. Situational intelligence in the EU crisis-management hub 
is a practical solution to the majority of the constraints and shortcomings 
mentioned, but it cannot be a long-lasting systemic solution to the need 
for effective and accountable crisis preparedness and response.  

       NOTES 
1.        Two anonymous EU offi cials (representing EEAS and the European 

Commission), interview, June 2012.   
2.      An anonymous EEAS offi cial, interview, June 2012.   
3.      High Representative Catherine Ashton confi rmed in an answer to the writ-

ten question from Martin Ehrenhauser, MEP, that ‘MD VII does not 
exchange information with any national intelligence service, neither civilian 
nor military’ (European Parliament  2012b ).   

4.      Article 6, Council Decision of 24 June 2014 on the arrangements for the 
implementation by the Union of the solidarity clause (Council of the EU 
 2014b ).          
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    CHAPTER 6   

          Diplomacy has always been connected to information and knowledge 
about other states, their political systems, economic resources, demo-
graphic features, cultural traits, etc. As foreign relations became global, 
more complex and interrelated, involving more actors belonging to dif-
ferent categories, state diplomacy needed increasingly to learn and under-
stand different components of the world system, as they permeated state 
sovereignty and interfered in national interests and objectives. 

 The contemporary state has become dependent on reliable information 
sources. Decision-making processes require comprehensive information 
management and intelligence support to identify and evaluate the inter-
nal and foreign policy goals of the hosting state. Foreign diplomatic ser-
vices obtain, collect and transmit information acquired in their receiving 
states (Herman  1996 , p. 12). This information relates to various aspects 
of political, social, economic, cultural, religious, military, sporting or tour-
ism activities. 

 Diplomatic posts are fi lled by both diplomats, or foreign-service offi -
cials, and intelligence offi cers, usually called spies. The former monitor 
the local environment, watching political, economic, social and cultural 
processes and developments, chart a course of action when necessary and 
provide reports describing or partially analysing the issues observed. They 
utilise open sources of information and intelligence products which are 
not subject to security clauses and basically remain unclassifi ed. The latter, 
agents operating in embassies under deep cover, are tasked with acquiring 
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information and data restricted or kept secret by local authorities or legal 
and private persons. This information and data—which can be raw mate-
rial, a type of intelligence or a semi-intelligence product—is transferred 
back to the competent authorities of the sending country for further pro-
cessing, collation or analysis. 

 Information provided by diplomats plays an increasingly important role 
in policy- and decision-making processes, especially in regard to security 
issues and ‘hard’ policy measures. The cognitive aspects of intelligence 
analysis cannot be separated from its cultural context (Davies  2004 , 
pp. 496–9; Johnston 2005a, p. 6). In the present study, the cultural vari-
able does not address the actual organisation and performance of an intel-
ligence service or community. Nor does it focus on organisational culture, 
internal patterns of behaviour, sense-making in the organisation or the 
model of leadership. Most studies of national intelligence communities, 
especially US and British ones, have been dedicated to this issue. This 
book, however, seeks to accentuate the cultural context of strategic intel-
ligence, the elements of culture and society in which the security environ-
ment is embedded, which is a plane of reference for situational awareness 
and risk assessment. In the twenty-fi rst century, the principle ‘know thy 
enemy’ has been reoriented towards cultural studies, social research and 
religious analyses (Schneider and Post  2003 ). Good monitoring and 
surveillance of an area in which elevated risk and imminent threats are 
identifi ed has become one of the core elements of modern intelligence 
tradecraft. Cultural awareness, reinforced by in-depth religious, ethnic and 
anthropological studies, has gained increasing relevance for national inter-
ests and international security regimes. Diplomacy has played a promi-
nent role in intelligence security, providing insights into those security 
determinants that are located outside the traditional sphere of state infl u-
ence. Knowledge of grass-roots cultural movements, powerful religious 
networks and indigenous sources of risk and menace has been increasingly 
relevant for intelligence communities at national and transnational levels. 

 Diplomacy has conventionally been involved in intelligence-type activi-
ties, given that policy making in this area needs robust, effective and fi rm 
intelligence support. An experienced US diplomat, John Brady Kiesling 
( 2007 , p.  239), stated that ‘diplomacy and espionage live together in 
tense symbiosis’. That traditional view of diplomacy and intelligence 
has recently been rethought and conceptualised as socio-cultural intel-
ligence (SOCINT). This concept takes into account numerous factors and 
 determinants infl uencing contemporary foreign and security policies in 
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the context of knowledge management, predictability and anticipation, 
situational awareness, and contingency planning. 

 Following the Lisbon treaty and the institutional reform of the Union, 
the orientation of the CFSP shifted towards enhanced diplomatic activi-
ties and more vigorous operational capabilities in the security fi eld. The 
establishment of the EEAS was an important step on the way to genuine 
political actorness on the part of the EU. The incorporation of intelli-
gence units (INTCEN, SitRoom, EUMS INT) into EEAS highlighted the 
growing importance of information management and analysis for the EU’s 
decision-making mechanisms. The Treaty on European Union (European 
Union  2012 , p. 35) stipulates in Article 35 that ‘The diplomatic and con-
sular missions of the Member States and the Union delegations in third 
countries and international conferences, and their representations to inter-
national organisations […] shall step up cooperation by exchanging infor-
mation and carrying out joint assessments.’ 

 Notwithstanding these treaty provisions, there is already suffi cient rea-
son for cooperation and information exchange among diplomatic and 
consular services of Member States. The costs of independent information 
gathering are relatively high, even for large countries. This is a major stim-
ulus for engagement in the collection of information and data (Dijkstra 
and Vanhoonacker  2011 , p. 544). Despite the defi cit of trust, Member 
States have quite often taken the opportunity to share information not 
only via bilateral channels, but increasingly through mechanisms and 
arrangements agreed at the EU level and implemented in the CFSP. More 
importantly, they have deliberately allowed the appropriate EU bodies to 
develop autonomous information-sharing capacities and welcomed ana-
lytical and intelligence deliverables resulting from information processing 
within the EU SOCINT system. 

 This chapter describes socio-cultural intelligence delivered by actors, 
institutions and agencies involved in EU external relations and common 
foreign policy. Knowledge of cultural, religious, normative, organisational 
and political factors seems to be a precondition of the broad scanning of 
the external environment that provides a more encompassing view of inter-
national security. The role of the High Representative (HR) and EEAS is 
central to the strategic assessment of the Union’s external security. The 
effectiveness, credibility and relevance of the CFSP cannot be built with-
out a strong networked mechanism of information gathering, processing 
and intelligence sharing among EU Member States, with EU institutions 
and agencies playing an active part. This requires the establishment of a 
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socio-cultural intelligence hub integrating Member States’ foreign minis-
tries, diplomatic posts, EU institutions and agencies as well as the national 
intelligence services of the Member States. 

   SOCIO-CULTURAL INTELLIGENCE (SOCINT): DIPLOMACY 
IN SUPPORT OF INTELLIGENCE 

 Diplomacy is a state activity aimed at actively managing complex bilat-
eral, regional and international relationships across a range of actors: the 
states, organisations, social and cultural movements, and ethnic communi-
ties that participate in international dialogue (Rana  2011 , p. 4; Berridge 
 2011 , pp. 9–14). As a result, contemporary diplomacy operates in a dense 
networked environment hosting a variety of subjects linked to local allies, 
national partners and overseas counterparts. 

 Diplomacy not only refers to partnership, good neighbourliness, and 
active and mutually benefi cial cooperation, but also encompasses prob-
lems emerging at the supranational level—global challenges and universal 
dilemmas addressing the most existential questions underpinning national 
stability and international order. Diplomats and foreign-service offi cials no 
longer focus their activities exclusively and narrowly on national interests. 
They devote much of their attention to supranational and global issues 
and dilemmas because these constitute imminent and growing pressure 
on modern nation-states in terms of sovereignty, security, communica-
tion and governance. The proliferation of risks, threats and hazards has 
become a ‘normal’ feature of the modern world in the era of globalisation. 
The fact that sources of risk and origins of threats to national interests and 
values can be located far from state borders and outside the scope of the 
sovereign jurisdiction of a given state requires the role of traditional diplo-
macy to be redefi ned. This in turn is driving the shift towards the acquisi-
tion of information and management of knowledge gained through the 
analysis and interpretation of the social, political, cultural and economic 
environment. 

 Socio-cultural perspectives have gone hand in hand with state poli-
cies and decision-making processes since the dawn of human civilisation. 
Cultural knowledge, linguistic skills and organisational awareness were 
crucial for a comprehensive ‘radiography’ of ‘the others’, be they potential 
friends or bitter foes. Such a perspective was essential for strategic  thinking, 
and determined the state’s organisation, social attitudes, economic sys-
tems and defence capabilities. The external activities of state institutions, 
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and the very primal forms of diplomacy, were focused on the ability to 
interact with foreign actors—statesmen, policy makers, local authori-
ties and populations—in order to acquire thorough knowledge of their 
intentions, attitudes, outlooks and capabilities. From Sun Tzu, through 
Chanakya Kautilya, Alexander the Great, the Byzantine Emperor Maurice, 
Machiavelli, George Washington and Clausewitz to T.E. Lawrence, the 
principle ‘know your enemy’ was fundamental to strategic thinking, effec-
tive rule and  raison d’état , or national interest (Keegan  2003 , pp. 25–37). 
Thomas Edward Lawrence ( 2000 , pp.  31–2), the British intelligence 
offi cer in the Middle East in the 1920s famously known as Lawrence of 
Arabia, concisely captured the essence of intelligence challenges in a new 
socio-cultural environment: ‘A fi rst diffi culty of the Arab movement was 
to say who the Arabs were. […] The origin of these peoples was an aca-
demic question; but for the understanding of their revolt their present 
social and political differences were important, and could only be grasped 
by looking at their geography.’ 

 Apart from defi nitional problems beyond the scope of the present 
study, strategic culture can be understood as a set of socially transmitted 
norms, patterns of thought and modes of action derived from historical 
experience, geopolitical position, economic development, political culture 
and military organisation, related to ensuring the survival and growth of a 
particular political community (the nation, the state, international organ-
isation) through deliberately devised ends and means for achieving secu-
rity objectives (Gray  1984 , pp. 26–33;  1999a , pp. 49–69; Booth  1979 , 
 2005 , pp.  25–6; Johnston  1995 , pp.  33–6; Mahnken  2006 , pp.  4–9; 
Johnson et  al.  2009 , pp. 3–14; Lantis  2009 , pp. 33–52). As a domain 
of collective actors following patterns of cooperation and rivalry, security 
can be said to be predetermined by functional and behavioural incentives 
embedded in culture. This seems obvious with regard to national security 
cultures, where security is subject mostly to national sovereign interests 
as well as individual actions and collective policies based on shared beliefs 
and a sense of community. It is more questionable if one examines an 
international organisation built on specifi c sources of identity, a common 
pool of values, norms and attitudes as well as different traditions of ‘doing 
security’. 

 Social, cultural, psychological and anthropological traits have also 
been considered from a more specifi c angle, determined by questions of 
cultural identity, national security, strategic thought and ‘ways of war-
fare’. The concept of strategic culture was introduced in the 1970s and 
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has developed into an infl uential and negotiable analytical framework for 
the analysis of cultural impact on policy choices and outcomes (Johnston 
 1995 ; Gray  1999b , Chap. 5; Sondhaus  2006 ; Jones 2012b, pp. 297–9). 
Ken Booth, one of the most infl uential proponents of the concept of 
strategic culture, argued that ‘understanding strategic culture is a fun-
damental part of “know thine enemy and know thy self”, emphasising 
such factors as beliefs, assumptions and modes of behavior which shape 
the security environment’. He also asserted that strategic culture should 
be underpinned by ‘strategic anthropology’ (Booth  2005 , p. 26; comp. 
Gray  2013 ), given that the notion of the self is at the heart of security and 
politics (Booth  1994 ). 

 Lessons learned by politicians, the military and scholars when manag-
ing, resolving or studying confl icts in the Balkans, the Middle East, the 
Horn of Africa, the Persian Gulf, North Africa and—last but not least—
the AfPak area evidence the growing relevance of cultural and religious 
determinants as well as social and psychological factors. Given that pre-
diction, prevention and early warning, as essential parts of national secu-
rity strategies and policies, were overwhelmingly dominated by advanced 
electronic systems using state-of-the-art surveillance technologies, the 
intensity of the violent cultural backlash, so stark in asymmetric confl icts, 
brought shock and awe to the Western states and societies that were par-
ties to those confl icts. Routine collection of intelligence from traditional 
sources came back into favour, highlighting the relevance of socio-cultural 
factors for appropriate situational awareness, risk assessment and threat 
profi ling. 

 Socio-cultural intelligence seeks, according to Sorentino ( 2011 ), ‘to 
utilize this enhanced capability to understand the  why  factor as it applies 
to their behavior and  how  that behavior is being driven by their mindsets, 
perceptions, beliefs, customs, ideologies and religious infl uences’. Patton 
( 2010 , p.  14) argues that ‘Incorporating the sociocultural information 
provides situational understanding and predictability in anticipating over-
pressure or second and third order of effects possibilities’. 

 The scope of socio-cultural intelligence is very large, encompassing 
such divergent elements of information and knowledge as:

    1.    religious, political, and ethnic affi liations,   
   2.    customs and habits,   
   3.    mechanisms of political activation and recruitment,   
   4.    important dates,   
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   5.    communication and transportation infrastructure,   
   6.    health service and medical assistance,   
   7.    means and methods of communicating to the public (Patton  2010 , 

p. 23).     

 According to social network theory, certain features of society or its 
cultural formation can be identifi ed and understood through context anal-
ysis in a given networked environment layered with topographical maps. 
Socio-cultural intelligence emphasises the cognitive, behavioural and voli-
tional aspects of individual attitudes and actions. It puts individual behav-
iour in the context of social networks and, by applying cross-disciplinary 
studies, seeks to identify specifi c features infl uencing group behaviour or 
structural characteristics of institutions and organisations.  

   THE INSTITUTIONAL DIMENSION OF INTELLIGENCE 
COOPERATION FOR THE CFSP 

 With the entry into force of the Lisbon treaty, existing elements of intel-
ligence support for the CFSP were gradually incorporated into the new 
structures of EU external relations, foreign and security policies. The 
High Representative, now offi cially responsible for EU foreign affairs 
and security policy, was granted a plethora of units and bodies making 
up an expanded and diversifi ed institutional network denominated as 
EEAS. The European External Action Service was formally established as 
a diplomatic corps, taking over from the former DG RELEX (Directorate- 
General for External Relations, belonging in the European Commission) 
yet also incorporating intergovernmental units or working groups dedi-
cated to security issues. New organisational elements emerged aimed at 
enhancing the security dimension of the external activities of the EU as an 
international actor. 

 The Council ( 2007b , p. 4), in accordance with the conclusions adopted 
in November 2007, put stronger emphasis on the coherence and consis-
tency of external actions, which should be achieved by improving strategic 
planning through systematic situational assessments and confl ict analyses. 

 EC delegations were called upon to enhance crisis-response capacities, 
monitor deteriorating situations, alert the Commission and provide all 
available and relevant information via a crisis correspondents’ network. It 
was also agreed that regional crisis-response planners would be deployed, 
with the task of monitoring the situation in a crisis area (Council of the 
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EU  2008a , pp. 5–6). Initially the planners were dispatched to seven EC 
delegations. 

 EEAS consolidated hitherto dispersed components of security and 
defence policy and also facilitated the reinforcement of EU diplomatic 
structures, especially EU delegations in third countries and at interna-
tional organisations. It was a hybrid combination of institutional segments 
in charge of diplomacy, external relations and regional development, with 
organisational components responsible for civil and military aspects of 
security and defence. The HR/VP played the role of coordination hub, 
linking the foreign policy fi eld with the security and defence area and, 
assisted by the Political Affairs Department, providing practical and sys-
temic intelligence support for foreign affairs and diplomatic activities falling 
within the scope of EEAS’s competences. The HR/VP is also supported 
by the Policy Planning and Early Warning Unit (PPEWU) created under 
the Amsterdam treaty. PPEWU offi cials were recruited from the Member 
States and the General Secretariat of the Council and the Commission 
(Soetendorp  1999 , p. 73; Salmon and Shepherd  2003 , pp. 88–9; Stewart 
 2006 , pp. 116–7); their role, in close collaboration with the CFSP unit, is 
to advise the presidency and the High Representative on the implemen-
tation of ‘policies and priorities defi ned by the European Council and 
the Council of Ministers’, and be able to collect and analyse all relevant 
information, including confi dential data gathered by EU embassies and 
chancelleries. 

 The HR/VP’s position as liaison between the CSDP and the common 
foreign policy was further highlighted by certain specifi c arrangements 
concerning security policy and CSDP structures, especially those con-
cerned with preparing, conducting and managing military missions and 
tasks. Although the EU Military Staff along with the Crisis Management 
Planning Directorate and the Civilian Planning and Conduct Capability 
were framed within EEAS, they nonetheless kept their intergovernmen-
tal character and  modus operandi , having belonged before the Lisbon 
reform in the General Secretariat of the Council. By the same token, 
INTCEN was placed under the direct authority and responsibility of the 
High Representative. One of its main tasks was to provide support for the 
Council during the preparation and conduct of crisis-management opera-
tions. In the area of CFSP, the main objectives for INTCEN included:

 –    to contribute to the early warning work of the Council and the 
High Representative;  
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 –   to undertake situation monitoring and assessment;  
 –   to provide specialised back-up to crisis task forces requiring intel-

ligence and situational awareness for their fi eld activities;  
 –   to provide support for the Council and the High Representative 

during the preparation and conduct of crisis management opera-
tions, fact-fi nding missions, and the visits of EU Special Envoys 
under a CFSP mandate (House of Lords 2003, p. 25; European 
Parliament  2009 ).    

 Following the post-Lisbon reform, INTCEN took part in the develop-
ment of the EU’s common foreign policy, focusing on crisis-detection 
and early warning elements. It contributed, along with EUMS and DG 
RELEX, to a confi dential document called the Watchlist, which listed 
states the EU ought to monitor closely in the context of possible crises or 
proliferating threats (see Chap.5). INTCEN has also become involved in 
the consular affairs of EU Member States. It monitors, on a daily basis, the 
number of EU citizens in each country of interest, offering central infor-
mation on specifi c consular issues. This is done through Consular Online 
(CoOL), a Web-based information-exchange system granting access to its 
resources to all authorised stakeholders: Member States, EU institutions 
and agencies or EU delegations (Schrumpf and Stam  2012 , p. 20). 

 INTCEN’s analytical products mostly depend on Member States’ intel-
ligence and security services. These are expected to provide the centre with 
information or other kind of analytical input on request, except for raw 
intelligence and operational information (Jones 2012a, p. 3). The agency 
may also access selected information originating in Member States’ dip-
lomatic cables transmitted via the secure diplomatic network COREU. In 
fact, the real value of national contributions to INTCEN’s performance 
depends greatly on the readiness to cooperate, capacity to share and will-
ingness to deliver on the part of EU members. Given the constant defi cit 
of valuable information and data of national origins, INTCEN is forced to 
rely on dispersed EU sources, such as EU delegations and offi ces around 
the globe, CSDP staff seconded to participate in external missions and 
operations, and fact-fi nding teams and visits. 

 Fact-fi nding missions are forms of socio-cultural intelligence activity that 
enable EU representatives to directly observe security challenges or dilem-
mas on the spot and to build situational awareness and risk  assessment on 
the basis of original information and raw data. They are of relatively short 
duration (not exceeding a week) and aim to reduce the information and 
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knowledge defi cit about the crisis area. The composition of a fact-fi nding 
team is fl exible. An intelligence offi cer seconded by INTCEN usually is 
included in the team (Dijkstra  2013 , p. 82). 

 The European Union’s Special Representatives (EUSRs) and Special 
Envoys are other important contributors to the EU socio-cultural intel-
ligence apparatus (Hynek  2011 , pp. 88–9). In spite of the Lisbon treaty 
reform and the establishment of EEAS, the Special Representatives were 
not incorporated into this service and are not part of the EEAS hierar-
chy (Tolksdorf  2012 , p. 1). The practice of appointing Special Envoys for 
constructive and effective engagement in political-diplomatic processes 
relevant for EU foreign and security policies dates back to the mid-1990s. 
The fi rst ever Special Envoys were deployed in 1996 in the Great Lakes 
region of Africa and for the Middle East peace process. With the establish-
ment of the High Representative for the CFSP, the Treaty of Amsterdam 
also provided for Special Representatives to be appointed by the Council, 
which would provide them with a mandate in relation to particular policy 
issues (European Union 1997a). 

 The appointment of experienced diplomats, politicians or government 
offi cials from Member States as EU emissaries with specifi c tasks overseas 
can be seen as evidence of the growing involvement of the EU globally 
in confl ict prevention, crisis management, post-confl ict stabilisation and 
peace maintenance. The Council’s decisions clearly refl ected the EU’s 
external relations priorities as well as CFSP guidelines. EUSRs were sec-
onded to countries, regions or organisations particularly relevant to CFSP 
security concerns and to the EU’s legitimacy as peacemaker and stabi-
liser in confl ict-prone areas and zones of protracted crises. The deploy-
ment map of the Special Representatives and Special Envoys basically 
overlapped that of EU civilian and military missions. It encompassed such 
regions and countries as the Balkans (Bosnia and Herzegovina, the former 
Yugoslav Republic of Macedonia, Kosovo), Moldova, the South Caucasus, 
Central Asia, Afghanistan, the Southern Mediterranean region, the Sahel, 
the African Great Lakes, the Horn of Africa and Sudan. EUSRs were also 
appointed to carry out the tasks defi ned in the Middle East peace process 
and in the Stability Pact for South-Eastern Europe as well as to strengthen 
human rights and democracy in EU external actions. 

 The EUSRs report to the High Representative and the Political and 
Security Committee. The PSC provides strategic direction and exercises 
political control. The EUSRs are expected to ensure the timely report-
ing and analysis of relevant information and developments for the High 
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Representative and other CFSP units, especially in cases of rapidly unfold-
ing crises. They facilitate the pooling of confl ict-management resources 
and help to coordinate the action of all EU actors involved (Council of the 
EU  2007a , pp. 93–4). This input is signifi cant for policy adjustment and 
decision making at EU institution level. As Grevi ( 2007a , p. 38) points 
out, Special Representatives ‘perform as an interface to streamline the 
two-way fl ow of information between the fi eld and headquarters’, fuel-
ling policy initiatives at EU level. Good, fast and reliable information fl ow 
from the EUSRs to Brussels makes a signifi cant contribution to the effec-
tiveness of EU diplomacy, especially in emergency situations or in the face 
of rapidly unfolding local or regional crises (Grevi  2007b , pp. 1–5). EU 
representatives and envoys acquire information and data on the ground, 
and supply them for processing to fi eld-based team members who prepare 
analytical reports transmitted directly to headquarters in Brussels. 

 It can be seen from this description of the units and bodies providing 
intelligence support for CFSP missions and crisis management that the 
organisational culture of EEAS fails to achieve clarity, functionality and 
effectiveness as a new institutional setting for foreign and security policies 
of the EU. The strategic uncertainties and complexities surrounding the 
EU as a regional and global security actor demands a constantly increasing 
infl ow of information and data for both prevention and policy planning 
purposes, which proves feasible only if it is professionally and completely 
processed and turned into intelligence products. Levels of information 
management and data sharing are still inadequate for compiling a com-
prehensive socio-cultural intelligence complex to contribute decisively to 
the decision-making processes and operational activities of EU institutions 
and forces.  

   COMMUNICATION AND INTELLIGENCE SHARING 
IN THE CFSP 

 Strategic information, sensitive data and confi dential communication 
require secure transmission channels. The extensive circulation of infor-
mation within CFSP structures poses certain challenges of coordination, 
control and responsibility. Although these challenges had been identi-
fi ed as early as the 1970s, it was only after the emergence of the genuine 
CFSP within the EU that technical and organisational solutions emerged. 
Several secure communication networks were built to facilitate informa-
tion exchange between the main stakeholders, national and supranational, 
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as well as to enhance the decision-making capabilities of EU institutions in 
the fi eld of foreign and security policies. 

 The fi rst and most important of these networks is COREU. Together 
with ESDPNet it has been the predominant player in guaranteeing a 
proper communication mechanism for the use of EU institutions, agen-
cies and bodies, and relevant authorities of the Member States. 

 COREU is an acronym for Correspondence Européenne. It is an 
encrypted communication network transmitting messages referring to 
foreign and security affairs and regulating secure information fl ows in the 
CFSP area. The COREU network links European correspondents in the 
foreign ministries of EU Member States with their respective permanent 
representatives in Brussels and the EU institutions involved in the CFSP: 
the European Commission and the General Secretariat of the Council. 
Most importantly, COREU is closely connected with EEAS. This ‘func-
tionally autonomous body of the Union under the authority of the 
High Representative’ was constituted by the Lisbon treaty to ‘assist the 
President of the European Council, the President of the Commission, and 
the Commission in the exercise of their respective functions in the area of 
external relations’ (Council of the EU  2010b , p. 30). According to Bicchi 
and Carta ( 2012 , p. 472), EEAS is ‘a pivotal actor in the circulation of 
information’ via COREU. 

 COREU was established in 1973 under the Danish presidency of the 
then Council of Ministers. Politically it stemmed from the Copenhagen 
Report of July 1973 (Nuttall  1992 , p. 23; Smith  2004b , pp. 94–5), which 
praised the European Political Cooperation (EPC) as a framework for 
closer foreign policy consultations between EC Member States (Smith 
 2004a , pp. 104–6; Sjursen  2006 , pp. 96–7; Jones  2007 , pp. 78–9). The 
foreign ministers agreed to set up a group of ‘European correspondents’ 
in the foreign ministries of every Member State and connect them to a 
communication system based on the secure telex network. This was an 
innovative solution to existing communication practices which were 
based on sporadic bilateral exchanges. The COREU network enabled the 
simultaneous horizontal transmission of information and communication 
related to EPC issues to the foreign offi ces of all EC Member States. It 
also prompted vertical information fl ows within national ministries for for-
eign affairs by granting offi cials at all levels access to COREU outputs via 
in-house channels, helping them to determine their national position on a 
given matter of concern and forward it for further deliberation within the 
EPC. COREU was administered by the Dutch Ministry for Foreign Affairs 
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and was regarded as ‘the only permanent, collectively fi nanced manifesta-
tion of European foreign policy until 1986’ (Smith  2004b , p. 94). The 
system was quickly accepted by offi cials in foreign ministries as a useful 
tool with which to communicate national positions and standpoints to the 
remaining Member States and eventually to consult or debate on particu-
lar issues within a matter of hours. As a result, the number of messages tel-
exed via COREU quickly reached several thousand per year and in 1991, 
on the eve of the Maastricht Treaty, it exceeded 10,000. The COREU 
network underwent technical developments, modifi cations and updates to 
enable the exchange or transmission of more sensitive information touch-
ing on military and security issues (Smith  2004b , p. 102). 

 Member States play the fundamental role in the COREU workfl ow, 
feeding the system with cables, briefs, drafts, estimates and reports. Their 
embassies in Brussels are also connected to the communication system. 
However, Permanent Representatives to the EU are passive recipients 
(Bicchi and Carta  2012 , p. 469). They cannot react directly to the mes-
sages or give feedback to the original source, though they can provide 
insights to their ministries and thereby contribute to multilateral exchange. 

 COREU is meant to be a useful communication tool for the presidency 
in the Council. The Member State presiding over the Council is expected 
to increase the amount of correspondence both before the start of a presi-
dency and over the course of the subsequent work of the Council (Bicchi 
 2011 , pp. 1121–2). Given the responsibility in the fi eld of CFSP incum-
bent upon the Member State holding the presidency, effective representa-
tion of the EU in its external relations, as well as proper management of 
security-related issues, require a well functioning system of information 
fl ow, data exchange and the sharing of pre-processed knowledge or analyt-
ical products. Interestingly, guidelines for the diplomatic representation of 
the presidency by another Member State in third countries in the fi eld of 
CFSP, adopted by the Council in 2006, contain certain non-binding rules 
concerning the communication system, information exchange and the use 
of COREU for decision-making and consultation purposes (Council of 
the EU  2007c , p. 14). 

 It is not only multilateral arrangements made by national actors but 
also principles of regional integration defi ned in EU law and treaty provi-
sions that form a single security community. The supranational dimension 
of this cooperation is refl ected in the institutional context, with the EEAS 
acting through its own European Correspondent,  1   and the Council, but 
not the European Parliament, delivering substantial inputs and technical 
and organisational support. 
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 EEAS’s classifi ed information management system is built on several 
platforms transferred from the General Secretariat of the Council (GSC) 
and from the Commission, although at the end of 2013 the manage-
ment of these systems was still in transition. The most important and best 
developed of these is CORTESY, which stands for COREU Terminal 
Equipment System (Duke  2006 , p. 612), installed in 1996. CORTESY 
plays an auxiliary role to COREU with respect to the offi cial exchange 
of classifi ed diplomatic information; COREU messages are channelled 
through the CORTESY system and dispatched to authorised customers, 
Member States’ foreign ministries and Permanent Representations to the 
EU, EEAS, GSC and INTCEN. 

 EU delegations in third countries receive COREU messages on a need-
to- know basis. The classifi ed information management system guarantees 
secure transmission of fi les from EEAS headquarters to the delegations. 
The encrypted communication with the associated countries is maintained 
via the ACN network. It enables offi cial document exchange (LIMITE 
and RESTREINT UE) between the Council, the ministries of foreign 
affairs their diplomatic missions in Brussels.  2   A similar network, ACD, 
dedicated to the acceding countries, has also been developed (DGA 2011, 
p. 32), but was not in yet in operation by the end of 2015. 

 ESDPNet is a platform used to exchange classifi ed information in the 
CFSP and CSDP domains. It was originally established as a secure com-
munication system of the Western European Union, but on the transfer 
of the organisation’s capabilities and functions to the EU, the network 
was renamed ESDPNet and merged with CORTESY. It provides a high- 
security link between EU Military Staff and operational headquarters. 

 In early 2002, with preparations for the fi rst CSDP missions in the 
Balkans, and in the context of an increased level of risk post-9/11, the 
GSC proposed the SESAME project to replace ESDPNet as a secure com-
munication platform for consultation, decision-making processes and 
crisis-management policy/planning activities in the realms of CFSP and 
CSDP (DGA  2011 , p. 32). SESAME is based on a single integrated sys-
tem comprising two main layers of classifi cation. Information uploaded 
to the system is identifi ed according to the level of its security clearance 
and redirected to an appropriate transmission channel. The fi rst channel 
handles information up to RESTREINT UE; the second deals with infor-
mation classifi ed CONFIDENTIEL UE and SECRET UE. As noted in 
Chap.   4    , the system is not yet operational. 
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 Partly in response to deadlock in the SESAME project, in 2010 EUMS 
initiated a project called Military Intelligence System Support. This was 
aimed at providing a secure connectivity system for the exchange of clas-
sifi ed information among the CSDP stakeholders. With the establishment 
of EEAS, the project was defi ned within the new institutional framework, 
although it was still at an embryonic stage. In 2012 it was renamed ‘EEAS- 
wide Civ/Mil Intelligence System Support’. It kept ‘project status’, with 
no further details made available to the public (European Parliament 
 2012c ). 

 In July 2013, an EEAS review report by the High Representative stated 
that the service was working on the integration, upgrading and modifi ca-
tion of the existing platforms to ensure greater use of joint reports and 
sharing of information between EU delegations and embassies of Member 
States in third countries, including non-resident EU ambassadors (EEAS 
 2013c , p. 17). By the end of 2015, however, no changes had been made in 
the IT secure systems and CORTESY/ESDPNet remained the principal 
secure communication system for the CFSP.  

   SOCIO-CULTURAL INTELLIGENCE IN ACTION: THE CASE 
OF NORTH AFRICA 

 The Arab Spring provides an interesting example of crisis-response mech-
anisms triggered outside the Union but engaging CFSP tools. It was the 
fi rst major crisis after the launch of the fully fl edged post-Lisbon CFSP 
in its new legal and institutional framework. The crisis occurred in close 
proximity to the territory of EU Member States and concerned coun-
tries developing various forms of cooperation and partnership with the 
EU. Moreover, the dynamic of this regional crisis demanded a resolute 
and appropriate response on the part of EU diplomacy in order to pre-
vent escalation of the confl icts and possible negative consequences for 
the EU. 

 The EU’s reaction, though rapid, was mixed, and focused both on 
consular protection of EU citizens and opportunities for gaining a deci-
sive infl uence over developments in North Africa, particularly in Egypt 
and Libya. The need for a good situational assessment of the dynamics 
of popular uprisings and anti-regime forces prompted EC delegations in 
that part of the world to increase their monitoring and assessment of the 
ongoing events. However, certain weaknesses and limitations in the scope 
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and quality of EU diplomatic representation have been identifi ed by deci-
sion makers, experts and scholars. Given the gravity of the situation in 
North Africa, the multitude of risks and dangers identifi ed in that area 
(massive migration, Islamic fundamentalism, political radicalism), and the 
evident weaknesses of EU assets, the question of strategic awareness and 
a comprehensive assessment of the security environment in North Africa 
was highly problematic. 

 Babaud and Mirimanova, who proposed a synthetic view of the EC 
framework and organisational structures related to early warning, observe: 
‘EC Delegations in third countries vary in their activity and capacity with 
regards to gathering and analysing information on potential confl icts and 
emerging or ongoing crises. Some Delegations are staffed with political 
offi cers whose role is to monitor political and security situations. Some 
Delegations in countries suffering from protracted confl icts also have spe-
cial staff that deal with confl ict, including issuing early-warning signals. 
Other Delegations are not equipped with this specifi c expertise and there-
fore do not gather confl ict early-warning information in any systematic 
way’ (Babaud and Mirimanova  2011 , p. 11). 

 The problem with North Africa was the defi cit of reliable, accurate and 
up-to-date information originating from local sources. It was extremely 
diffi cult to build situational awareness and shape a rapid and proper reac-
tion to the dynamics of the confl icts. An immediate and comprehensive 
solution was needed. The second problem lay in unequal EU diplomatic 
representation, starting with the absence of an EC delegation and several 
national embassies in Libya, a country with a large number of residents 
from EU Member States. 

 The defi cit of situational awareness prompted EU crisis-response units 
to launch special missions and activate available sources of information. In 
June 2011 the Managing Director for EU crisis response and operational 
coordination revealed to the press that EEAS had helped the League of 
Arab States build a situation room to reinforce the League’s analytical 
capabilities and situational awareness as well as to enhance its ability to 
tackle future crises effectively (Rettman  2012 ; Abu Ghazaleh  2014 , p. 54). 
The ‘Arab SitRoom’ was located in Cairo, close to the Arab League chief’s 
offi ce. It was equipped with 2 million euros’ worth of high-tech elec-
tronic devices and communication systems driven by dedicated software. 
According to the European Commission, the Situation Room started in 
2008 as a joint project of the EU and the UN Development Programme’s 
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regional offi ce in Cairo, which provided technical assistance. It aimed at 
‘creating a crisis response capability, that is effective early warning by using 
open source information’ and was coordinated by the EU Delegation 
in Egypt (European Parliament  2012d ). During the Arab Spring, work 
on this project was considerably accelerated, and was completed in June 
2011. The ‘Arab SitRoom’ was designed to actively facilitate a more direct, 
frequent and informal sharing of views, including the exchange of non- 
classifi ed political and operational conclusions, among representatives of 
the EU, the UN and the Arab League. In particular, the European Union 
and the United Nations could share their best practices on confl ict preven-
tion, peace building and crisis response with the Arab States. Moreover, 
the Commission evaluated the Arab SitRoom project as ‘a sound invest-
ment for the EU’, which could improve the situational awareness capacity 
of and consolidate EU infl uences in North Africa (European Parliament 
 2012d ). 

 Another example of socio-cultural intelligence activities in North Africa 
is the Libyan turmoil, civil war and military intervention. With the outbreak 
of the anti-Gaddafi  uprising, crisis-management structures in the EU were 
understaffed and lacked expertise (Koenig  2014 , p. 169). Meanwhile, sev-
eral thousand citizens of EU Member States residing in Libya were antici-
pating EU protection and assistance in evacuating this war-torn country. 
EEAS sent a fact-fi nding mission to Libya and demanded all possible intel-
ligence support from the relevant EU bodies. The Joint Situation Centre 
was involved in EEAS fact-fi nding missions in Libya, supposedly to Tripoli 
and Benghazi, in March and April 2011. According to Ilkka Salmi, head of 
INTCEN, the tasks assigned to INTCEN offi cials were more supportive 
than operational (Rettman  2011 ). The agency sent a technical person to 
secure communication with Brussels (Clerix  2014 ). The EU also activated 
the Crisis Platform, which convened frequently during the escalation of 
the Libyan turmoil. Likewise, the Consular Online (CoOL) website was 
used to facilitate consular cooperation during the evacuation of EU citi-
zens. Boin et al. ( 2014 , p. 31) point out that ‘the website was used as 
intended, to share information and support coordination between its users 
during a crisis’. Certainly, neither fact-fi nding missions nor information 
exchange via CoOL were intelligence driven. They were, however, geared 
to gathering and exchanging information with local sources. This infor-
mation was later used for further assessment and analysis and incorporated 
into EEAS intelligence production.  
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   CONCLUSIONS 
 The tremendous expansion of global communication networks engaging 
hundreds of millions of individuals all over the world has led to recent 
progress in intelligence studies. Social media have enhanced the effects 
of the ‘digital tsunami’ and created both challenges and opportunities for 
state authorities responsible for security and public order. Cultural, reli-
gious and societal factors have become increasingly important for situ-
ational awareness, risk assessment and policy planning. For now, there is 
no doubt that socio-cultural perspectives could be used more widely in 
intelligence analysis. 

 The European Union, as a ‘soft’ actor on the international stage, has 
no single intelligence agency and maintains a multi-centric network of 
intelligence units and bodies with limited opportunities for data exchange 
and intelligence sharing. The fi rm stance of some Member States on intel-
ligence cooperation through EU bodies shifts the burden of responsibility 
for the preparation and implementation of emergency measures onto EU 
structures. 

 The integration of EUMS with EEAS redefi ned the objectives and tasks 
of the Military Staff towards a greater involvement in security and defence 
policy areas, but also stronger support for diplomatic and civilian mis-
sions abroad. The external dimension of EU integration policies meant 
strengthening the diplomatic leverage of the EU and ensuring proper 
coordination between EU diplomatic actions and military-led activities 
in the areas of confl ict prevention and crisis management, as well as post- 
confl ict rebuilding and stabilisation. 

 The European Union has developed and constantly improved com-
munication and information management systems. These systems and 
networks, especially COREU, CORTESY and ESDPNet, require con-
stant modernisation and development, as well as better adjustment to the 
practical diplomatic activities within the CFSP. COREU, for example, has 
developed its transmission capacity but still seeks to optimise the man-
agement of information delivered to EEAS. COREU enables large-scale 
information fl ow, yet it is less effi cient when specifi c information is needed 
in Brussels or when targeted knowledge should be rapidly exchanged 
between EEAS and EU delegations. In extraordinary circumstances 
COREU is in fact a useless tool and much strategic communication is 
conducted outside this network.  3   
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 The expanding diplomatic network of EU delegations, representa-
tions, missions and task forces abroad enables a large volume of data and 
information to be acquired, processed and used in EU-led processes of 
early warning, confl ict prevention and crisis management. Socio-cultural 
intelligence seems to be a good solution to the structural and organisa-
tional problems of EU intelligence cooperation in the CFSP area, since it 
enables the expanded diplomatic network established by the Commission 
and EEAS in third countries and organisations to be linked to dedicated 
intelligence units located within EEAS. The Arab Spring provided inter-
esting examples of crisis-response mechanisms triggered outside the EU 
but engaging CFSP tools. 

 The European Union has proved that it has the capacity to use 
socio-cultural intelligence. Diplomatic missions and delegations, Special 
Representatives and Envoys dispatched throughout the world are able to 
gather publicly available information from various sources. Some scholars 
claim that EU representatives ‘through their local contacts may occasion-
ally obtain confi dential information. They also may have detailed knowl-
edge of specifi c issues and can place developments in the proper context 
for decision makers’ (Walsh  2009 , p. 15). This does not mean that EU 
offi cials practise systematic collection or analysis of intelligence. They sim-
ply benefi t from available local diplomatic, social and political sources and 
make the acquired information available to EEAS intelligence units.  

      NOTES 
1.        The Commission before the establishment of EEAS had its European cor-

respondent located in DG RELEX.   
2.      These countries were Macedonia, Serbia, Montenegro, and Turkey, as of 1 

January 2014.   
3.      Anonymous EEAS offi cial, interview, October 2013.          
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    CHAPTER 7   

          The persistence of organised crime in different forms presents a constant 
threat to the security and prosperity of EU citizens. Global networks and 
communication systems facilitate the proliferation of risks which are no 
longer confi ned geographically. In these circumstances the security policies 
formulated, arranged and carried out by governments and supranational 
institutions are increasingly concentrating on the detection, identifi cation 
and deactivation of potential and immediate threats in order to safeguard 
public space through early warning, prevention and anticipation. 

 Criminal intelligence cooperation in the EU internal security fi eld is 
strongly focused on operational activities and their results, and based on 
concentrated resources and capabilities serving their security interests 
where they cross national boundaries of jurisdiction. This means that crim-
inal intelligence cooperation is subservient to the legal, institutional and 
practical regulations designed by Member States to better protect inter-
nal security and public order through more effective law enforcement. 
Hence the strategic intelligence dimension should be conceived as an EU 
‘overlay’ ancillary to Member States’ operational arrangements. Its contri-
bution to internal security consists in enabling national law- enforcement 
authorities to obtain a comprehensive picture of criminal threats and risks 
located both inside and outside the EU, build situational awareness and 
work out a strategic response to the major problems and challenges to 
internal security and public order in the EU. 

 Criminal Intelligence in the EU                     



 The application of intelligence to the area of internal security, home 
affairs and criminal justice raises certain methodological reservations. 
There is a need for a practical and comprehensive conceptualisation of 
intelligence applicable to both internal security and law enforcement 
and thus appropriate for the pre-crime framework for analysis adopted 
in this chapter. Criminal intelligence analysis is a concept which seems to 
match intrinsic features of twenty-fi rst-century global organised criminal 
structures. Moreover, this concept was formulated by the UN Offi ce on 
Drugs and Crime as a tool for intelligence analysts and experts on criminal 
information and intelligence databases (UNODC  2011 ). It permits law- 
enforcement services to respond proactively to threats and risks posed by 
organised criminal groups. The steps taken in recent years by EU insti-
tutions and agencies, especially the European Council and the Council 
of the EU, as well as Europol and Frontex, have been leading towards 
intelligence- led policing, proactive law enforcement and intelligence- 
driven situation assessment. Criminal intelligence analysis has under-
pinned EU internal security governance in terms of acquiring knowledge 
about potential threats, challenges and risks, and working out long-term 
solutions to tackle them in the most effective way. 

 The development of criminal intelligence, as observed since the terrorist 
attacks that hit Europe in the mid-2000s, has contributed to the establish-
ment of an internal security hub encompassing a wide range of institu-
tional, functional, technological and analytical arrangements, applications 
and solutions. Information exchange, operational assistance and strategic 
forecast in the internal security hub have been increasingly intelligence 
driven and involved closer cooperation among national police services and 
other internal security authorities. The need for accurate information and 
criminal intelligence has encouraged national authorities to use available 
EU resources and also contribute with more information and analysis. 
At the national level, law-enforcement agencies in Member States have 
adopted intelligence methods and techniques that have expanded the fi eld 
of intelligence both in the domestic and international domains (Aldrich 
 2011 , p. 20). 

 This chapter seeks to examine how strategic intelligence at the EU level 
has contributed to cross-border cooperation in the fi elds of law enforce-
ment and criminal justice. It highlights the complex network architecture 
of institutional linkages and puts emphasis on specifi c elements of intel-
ligence tradecraft adopted in the internal security hub. 
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   THE INSTITUTIONAL FRAMEWORK FOR CRIMINAL 
INTELLIGENCE COOPERATION 

 Internal security intelligence in the EU combines elements of strate-
gic intelligence with operational intelligence support for national law- 
enforcement authorities in EU Member States. As an integral component 
of the EU strategic intelligence community, the criminal intelligence 
hub has gradually extended its structure, engaging relevant EU agencies 
and units, and also encouraging external partners (states, organisations) 
to co-operate in the area of information exchange and sometimes intel-
ligence sharing. In this way dispersed sources of information and analysis 
have been concentrated around Europol—a single agency recognised by 
Member States and EU institutions as the central node. Europol has been 
allocated specifi c competences as regards information sharing and intel-
ligence production. Simon Robertson ( 1997 , p.  23), former analytical 
offi cer at Europol, noted that ‘operational intelligence is most effective 
when it is undertaken as close to an operation as possible, with intelli-
gence analysts working in conjunction with the law enforcement offi cers 
involved in the investigation’. This is why since its inception Europol has 
been seeking to enhance the strategic dimension of its intelligence activi-
ties as a prerequisite of a robust, effective and fi rm operational support for 
law-enforcement services in Member States. 

 Operating at the centre of the criminal intelligence hub, Europol has 
not only developed internal intelligence capabilities focused on strate-
gic intelligence products, but also extended cooperation, exchange and 
communication mechanisms with other EU bodies, principally Eurojust, 
Frontex and the EU Intelligence Analysis Centre, concerned with effective 
internal security governance in the EU. Europol director Rob Wainwright 
( 2012 , p. 2) described his agency as ‘a multilateral hub for law enforce-
ment cooperation in Europe’. 

 The present study will focus on the above-mentioned agencies and 
units, as its scope precludes detailed elaboration of other partners’ organ-
isations, functions and roles. Europol was created as a police information 
unit assisting national police authorities in their fi ght against transna-
tional organised crime. Its origins can be traced back to 1992, when the 
Maastricht Treaty provided for police and judicial cooperation in criminal 
matters. It was stipulated in the Treaty on European Union, Article K.1.9, 
that a European Police Offi ce (Europol) should be established with the 
aim of exchanging information within an EU-wide system. At that time, 
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information exchange on major threats to internal security, like terrorism, 
organised crime and money laundering, was informal and dispersed. The 
extreme sensitivity of strategic analytical materials and operational infor-
mation, held as it was by EU Member States, precluded any centralised sys-
tem of information exchange and intelligence sharing; national authorities 
responsible for internal security and public order preferred to use secret, 
informal, bilateral channels and secure communication and information-
exchange channels (Defl em  2010 , p. 134; Fägersten  2010 , p. 506). The 
Berne Club, a clandestine forum for the exchange of secret intelligence 
among several Western European countries, emerged in the early 1970s 
on the initiative of heads of intelligence and counter- intelligence ser-
vices. The Berne Club set up a special secure telecommunications net-
work enabling rapid information exchange on major terrorist threats 
(Chevallier-Govers  1999 , p.  133; Nomikos  2007 , pp.  167–9; Scheren 
 2009 , pp. 175–6). Another network, established in 1977, was the Bureau 
de Liaison (BdL), which was tasked with facilitating information exchange 
on terrorist threats and attacks, and with the encrypted transmission of 
information (Statewatch  1996 , pp. 1–2; Balzacq et al.  2006 , p. 120). 

 Europol, as envisaged in the Maastricht Treaty, became fully functional 
on 1 July 1999. The Convention on the establishment of a European 
Police Offi ce, signed in 1995,  1   defi ned Europol’s primary objective as the 
improvement of effectiveness and cooperation by Member States’ com-
petent authorities in the prevention and combating of terrorism, drug 
traffi cking and other serious forms of international crime affecting at least 
two EU countries. Europol was tasked with obtaining, collating, analysing 
and exchanging information and intelligence as well as preparing threat 
assessments, strategic analyses and general situation reports relating to its 
objectives (Defl em  2006 , p. 349; Bruggeman  2006 , pp. 206–7; Mounier 
 2009b ). 

 To date Europol has offered a wide range of intelligence products, 
mostly strategic analyses and assessments, such as SOCTA (Serious and 
Organised Crime Threat Assessment) and TE-SAT (Terrorism Situation 
and Trend Report), as well as criminal intelligence deliverables result-
ing from Analysis Work Files (AWFs). The Analysis Work File ‘is the only 
existing legal tool at European level to simultaneously store, process and 
analyse factual information (“hard” data) and in particular “intelligence” 
(or “soft” data), including personal data of a sensitive nature’ (Europol 
 2012 ). SOCTA encompasses analytical fi ndings based on data avail-
able within Europol, especially from appropriate AWFs, supplied by EU 
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Member States, associated countries and organisations, and supplemented 
by open sources. TE-SAT is an unclassifi ed report built on Europol’s own 
information, including AWFs, Member States’ reports, information pro-
vided by third countries and organisations and information gained from 
open sources. Profi les of new and emerging trends drawn from Europol’s 
SCAN (Scanning, Analysis & Notifi cation) system are also used (Europol 
 2010 ). 

 Europol is also charged with providing strategic intelligence to assist 
with and promote the effi cient and effective use of the resources avail-
able at national and EU levels for operational activities, and support for 
such activities (Europol  1995 ; Council of the EU  2009c ; De Moor and 
Vermeulen  2010 ). In Europol’s early days there was a lack of clarity as to 
what strategic intelligence should mean in practice. Analytical Guidelines 
published in July 2000 (Europol  2000 ) contained defi nitions of basic con-
cepts and terms, an overview of the intelligence model, a description of 
the intelligence cycle, and a presentation of data integration techniques. 

 Europol’s state-of-the-art information and communication system 
is a multimodal advanced network infrastructure linking the Europol 
Information System, the central criminal information and intelligence 
database and the crime reference system for EU law-enforcement and 
cooperation partners with dedicated thematic data warehouses and cross- 
reference applications. All databases and services are available 24 hours a 
day, seven days a week, enabling the fast and secure search, analysis and 
linking of key information. 

 Cross-border criminal justice in the EU is coordinated by Eurojust. This 
agency was set up in 2002 and was preceded by a provisional judicial coop-
eration unit active since early 2001. It is composed of national prosecu-
tors, magistrates or police offi cers of equivalent competence. Its objective 
is to improve coordination of cross-border investigations and prosecutions 
and cooperation between the competent authorities in Member States in 
relation to serious and organised crime (Council of the EU  2002 , 2009d). 
The general competence of Eurojust covers the types of crime and offence 
in respect of which Europol is also competent to act, including organ-
ised crime, terrorism, drug traffi cking, cybercrime and money laundering 
(Brammertz  2000 , p. 211; Xanthaki  2006 , pp. 176–8; Suominen  2008 , 
pp.  220–1). The exchange of criminal justice information is Eurojust’s 
principal activity. Information mostly comes from Member States but 
it can be also delivered by Eurojust’s contact points in third countries, 
especially those which have concluded cooperation agreements with the 
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agency and appointed liaison prosecutors at Eurojust (Coninsx and Lopes 
da Mota  2009 , p.  168). Eurojust’s case management system (CMS), 
established thanks to the 2008 amendment to the Council decision of 
2002 setting up Eurojust, responds to the growing need for a central-
ised information system to manage the increased amount of information 
reaching the agency. New competences granted to Eurojust in the 2008 
amended decision related to the processing of personal data from indi-
viduals suspected of having committed a criminal offence. The system 
was upgraded in 2014 to improve its operational capabilities and usability 
(Eurojust  2015 , p. 19). The CMS provides operational support by collect-
ing information uploaded by Member States and other relevant partners 
and processing it for the purposes of ongoing cross-border criminal inves-
tigations and prosecutions involving Eurojust as a broker. Information 
can also be used for strategic analytical projects about certain areas of 
transnational crime in the EU. A good example is the Strategic Project on 
Environmental Crime carried out by Eurojust in the period 2013–2014 
(Eurojust  2014 ). Although the project was not intelligence driven and its 
methodology was not focused on strategic tools and methods, the fi nal 
outcome resembled the fully fl edged situational assessments and analytical 
reports produced by the major players in the EU intelligence community. 

 External threats and risks are identifi ed, assessed and reported by 
Frontex, the EU agency which manages operational cooperation at the 
external border of Member States. Frontex facilitates and renders more 
effective the application of existing and future Union measures relating to 
the management of external borders (Council of the EU  2004c ; European 
Parliament and the Council of the EU  2011 ). Its tasks are to carry out 
risk analyses, including the assessment of the capacity of Member States 
to face threats and pressure at the external borders, and to participate in 
the development of research relevant for the control and surveillance of 
external borders (Carrera  2007 , pp. 14–17; Leonard  2009 , pp. 382–5; 
Pollak and Slominski  2009 , pp. 917–8; Trauner  2012 , pp. 793–5; Wolff 
and Schout  2013 , pp. 309–10). Frontex is also responsible for developing 
and operating information systems enabling swift and reliable exchanges 
of information regarding emerging risks at the external borders, as well 
as providing the necessary assistance to the development and operation 
of a European border surveillance system and, as appropriate, to the 
development of a common information-sharing environment, includ-
ing the interoperability of systems. More specifi cally, the agency is tasked 
with developing and applying a common integrated risk-analysis model. 
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It prepares both general and tailored risk analyses to be submitted to the 
Council and the Commission (Council of the EU  2004c ). 

 Frontex also provides intelligence support to the European Border 
Surveillance System (EUROSUR), an information-exchange frame-
work developed since 2014 to strengthen cooperation between respec-
tive national authorities of Member States and with Frontex (European 
Parliament and the Council of the EU  2013b ). EUROSUR provides 
participating actors with the infrastructure and tools needed to improve 
their situational awareness and reaction capability at the external borders 
of the EU. The central element of EUROSUR’s information-exchange 
system is a network of National Coordination Centres (NCCs) established 
in each Member State. The NCCs collect and process information about 
a situation at the external border of a given Member State with the aim 
of creating a national situational picture. They also feed Frontex with rel-
evant information contributing to a European situational picture and a 
common pre-frontier intelligence picture. These two strategic intelligence 
products are built on both national inputs transmitted via the NCCs and 
additional information acquired by Frontex from EU bodies (mainly the 
EU Satellite Centre and the European Maritime Safety Agency) and col-
lated with knowledge from open sources (Seiffarth  2011 ). 

 Other agencies and units include the EU Agency for Network and 
Information Security, which is in constant touch with Europol’s European 
Cybercrime Centre (EC3), and the European Monitoring Centre for 
Drugs and Drug Addiction, which analyses emerging trends in addiction 
and the use and illegal trade of drugs in the EU, as well as producing situ-
ational assessments, risk profi les and trend reports. 

 The diversity, scope, structural complexity and dense networks of the 
internal security hub are unique features of intelligence cooperation in 
the EU. While its principal focus is operational intelligence, advances in 
strategic intelligence, especially in terms of strategic awareness, situational 
assessment, risk analysis and trend setting, are defi nitely higher in this seg-
ment than in others within the EU intelligence community.  

   CRIMINAL INTELLIGENCE TRADECRAFT IN THE EU 
 Serious and organised crime often has a transnational dimension. 
Criminal intelligence compiles, analyses and disseminates information 
for the purposes of anticipating, preventing or surveilling criminal activ-
ity (US Department of Justice  2003 , p.  54) and can also can provide 
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 law- enforcement services with an understanding of crime patterns and 
trends (Ratcliffe  2008 , pp. 6–7). By acquiring information and deliver-
ing it to the appropriate judicial authorities in the pre-trial investigation 
phase, it is often involved in criminal proceedings (Kaiafa-Gbandi  2010 , 
pp. 366–7). In the aftermath of terrorist attacks on the USA (2001), Spain 
(2004) and the UK (2005), criminal intelligence became closely linked to, 
and in some areas interconnected with, other intelligence disciplines. EU 
agencies dedicated to internal security and criminal justice were either in 
their infancy or not yet in existence. Input from national law-enforcement 
services was therefore either limited or selective. Moreover, willingness to 
deliver criminal information and national analytical products to Europol 
varied considerably among Member States—the result, to a considerable 
extent, of the tortuous process of building a Europol information sys-
tem and constant problems with securing information transmitted from 
national units to Europol. In a nutshell, efforts aimed at encouraging a 
more intense and effective exchange of criminal information and intel-
ligence had not yielded the expected results, mostly due to the lack of 
unanimity and the defi cit of trust among Member States (Bures  2006 , 
pp. 62–3; Müller-Wille  2006 ; Duke  2006 , pp. 619–20). 

 EU intelligence tradecraft in the fi eld of internal security has treated 
intelligence disciplines selectively, depending on the availability of infor-
mation sources and the ability to extract, collect and collate materials. 
The political rationale behind intelligence cooperation at Union level 
precluded EU institutions or agencies from developing a comprehensive 
cross-discipline system. However, the scourge of terrorism that hit the EU 
in the 2000s gave rise to an important modifi cation of the cooperative 
framework among the law-enforcement authorities of Member States. 

 The sense of resilience to the most serious threats was lost in the 
aftermath of the 11 March 2004 terrorist attack in Madrid (Gruszczak 
 2013 , p. 22). EU institutions called for the improvement of mechanisms 
for cooperation and the promotion of effective systematic collaboration 
between police, security and intelligence services of Member States. The 
European Council, in the Hague programme of November 2004, set the 
goal of ‘setting up and implementing a methodology for intelligence-led 
law enforcement at EU level’ (European Council  2005 , p. 9). Accordingly, 
EU institutions and Member States highlighted the relevance of informa-
tion exchange and intelligence sharing for an effective counter-terrorism 
strategy and operational coordination between national law-enforcement 
authorities. But it was the terrorist attacks in London in July 2005 that 
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motivated Member States to take up the issue of criminal intelligence 
capabilities at the EU level (Fägersten  2010 , pp. 511–2). A British pro-
posal submitted to EU interior ministers gathered at an informal meet-
ing in September 2005 introduced the idea of a European Criminal 
Intelligence Model (ECIM), based on the principles of intelligence-led 
policing and evidently inspired by the UK’s National Intelligence Model 
(UK Presidency  2005 ). 

 The original concept of European criminal intelligence took the form 
of an intelligence cycle which relied on inputs from Europol and Member 
States contributing either directly or through appropriate institutional or 
working schemes as provided in EU law. The elements of that cycle were 
the following:

 –    setting strategic priorities on the basis of threat assessments deliv-
ered by appropriate EU bodies, mainly Europol;  

 –   identifying knowledge gaps;  
 –   producing intelligence requirements, facilitated by Europol;  
 –   launching a proactive collection programme in Member States;  
 –   storing and analysing intelligence in Europol;  
 –   producing specialist threat assessments to improve knowledge in 

priority areas;  
 –   identifying top criminals and networks;  
 –   targeting top criminals and networks by Member States;  
 –   recycling through Europol intelligence generated by investiga-

tions underway (Council of the EU  2006b , p. 3).    

 This cycle required operational excellence and demanded full commit-
ment from national stakeholders (law-enforcement agencies of Member 
States) to the principles of EU criminal intelligence cooperation and a 
strong capacity to deliver the information and data requested. This was a 
highly demanding task and not every Member State was ready, able and 
willing to meet these requirements. As a result, the European Criminal 
Intelligence Model did not achieve full working capacity, nor was it 
grounded in a comprehensive approach to intelligence tradecraft. 

 A new strategic approach, the EU Internal Security Strategy (EU ISS), 
adopted in early 2010, sought to further improve security in the EU, 
protect the safety of the citizens of the Union and tackle organised crime, 
terrorism and other threats. Building on some of the original premises 
of the ECIM, the new strategy focused on an intelligence-led, proactive 
approach to the challenges of terrorism, organised crime and both natural 
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and man-made disasters. It called on Member States to foster information 
exchange on a basis of mutual trust and share intelligence in a timely man-
ner in compliance with the principle of information availability (Council 
of the EU  2010c ). The authors of a study on the EU ISS submitted to 
the LIBE committee of the European Parliament stressed that: ‘The cen-
tral articulation of the guidelines is between the emphasis on a proac-
tive, intelligence-led approach, and the development of a comprehensive 
model for information exchange and operational cooperation’ (Scherrer 
et al.  2011 , p. 32). 

 The Internal Security Strategy, overwhelmingly accepted as a viable 
political option, offered a strategic framework and broad guidelines 
for a comprehensive approach to effective intelligence-led policing and 
enhanced evidence-based criminal intelligence cooperation among EU 
Member States with the direct and active involvement of competent EU 
agencies and bodies (Bossong and Rhinard  2013 , pp. 51–2; Horgby and 
Rhinard  2013 ). As a follow-up to the post-Lisbon reconfi guration, in mid- 
2010 the Belgian presidency launched a proposal to transform ECIM into 
the core element of a multi-annual policy cycle for organised and serious 
international crime on the basis of an intelligence-led policing approach. 
In November 2010 the JHA Council adopted conclusions on the creation 
and implementation of an EU-wide policy cycle to be rolled out in two 
stages: an initial two-year policy cycle 2011–2013 and a fully fl edged four- 
year policy cycle 2013–2017 (Council of the EU  2010d ). 

 Despite its name, the cycle was rather conceived as a temporally deter-
mined sequence of strategic assessments, political decisions and opera-
tional plans intended to bring about a better systemic response to current 
and emerging threats (Council of the EU  2010d ). The policy cycle could 
thus be understood as the linear development of a proactive, vertically ori-
ented, problem-oriented and comprehensive approach to organised and 
serious international crime, tackled at the EU level with the active involve-
ment of competent EU institutions and agencies. Europol’s Organised 
Crime Threat Assessment was the point of departure both for the initial 
cycle and the subsequent, fully fl edged cycle. This meant that ECIM’s 
intelligence-led orientation and threat assessment methodology under-
pinned and permeated the logic of the EU policy cycle for organised and 
serious international crime. 

 ECIM adopted a centralised architecture, with Europol as the ‘cen-
tral EU capability to receive, store and analyse this collected information’ 
(Council of the EU  2010d ) intended to support the operational  activities 
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of Member States based on its previous strategic assessments. The appli-
cation of ECIM was predetermined by Europol’s capabilities, which had 
been reduced by legal provisions and organisational schemes, as well as 
Member States’ inability to exercise joint will or to welcome advanced 
cooperation over information and intelligence exchange in the area of 
transnational criminal justice. Europol, equipped with enhanced informa-
tion management, and intelligence production and sharing capabilities, 
assumed the role of an EU criminal information node and the centre for 
law-enforcement expertise (Busuioc et al.  2011 ; Carrapiço and Trauner 
 2013 , pp.  366–8). Most importantly, Europol was tasked with leading 
the further development of ECIM, to include a common EU approach 
to the targeted collection and sharing of key criminal information, the 
integrated analysis of fi nancial intelligence linked to all crime phenomena, 
and the identifi cation of top criminal targets. It was also to improve and 
strengthen Organised Crime Threat Assessment (OCTA) methodology 
and promote ECIM principles among national authorities in the Member 
States as well as EU institutions and agencies (Europol  2009a ). The EU 
ISS also gave Europol responsibility for analysing future situations and 
scenarios and for preparing regular threat assessments. 

 The original policy cycle for serious international and organised crime 
established by the Council in 2010 consisted of four stages. For the pur-
poses of criminal intelligence, the policy cycle included:

 –    a complete and thorough picture of criminal threats refl ected 
in Europol’s Serious and Organised Crime Threat Assessment 
(SOCTA);  

 –   prioritisation of threats identifi ed and adoption for each of the 
priorities of a Multi-Annual Strategic Plan to work out a compre-
hensive response to the threats involving preventive as well repres-
sive measures;  

 –   implementation of annual Operational Action Plans built upon 
the COSPOL framework as the multilateral cooperation platform 
for the addressing of prioritised threats;  

 –   a thorough evaluation of outputs and outcomes of the cycle con-
tributing to the formulation of intelligence requirements for the 
next policy cycle.    

 The Council decided that the initial two-year cycle should focus on 
crime priority areas designated by the Standing Committee on Internal 
Security (COSI), and be based on the traditional Europol methodology 
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employed in the OCTA assessments and organised within the revised 
COSPOL framework, which concentrated on single law-enforcement 
issues rather than applying an integrated approach (Council of the EU 
 2010d ). 

 The next, fully fl edged four-year cycle started with the new SOCTA 
assessment produced by Europol on the basis of a new methodology. This 
assumed an integrated approach, engaging various categories of stake-
holder: EU institutions (Council, Commission), EU agencies and bod-
ies (Europol, Frontex, INTCEN) and Member States (relevant national 
criminal intelligence or law-enforcement services). It supported Member 
States to implement national intelligence models by delivering training 
packages and streamlining the specialised courses offered by the European 
Police College. It put greater emphasis on reporting and independent 
evaluation mechanisms. 

 In concentrating on serious international and organised crime, the pol-
icy cycle has sought to effectively implement ECIM in its most practical 
meaning, thus gaining leverage in the overall EU strategy in the area of 
freedom, security and justice. However, in order to be productive and 
effi cient, it has to incorporate dispersed elements of the methodological 
process accelerated by post-Lisbon developments in the fi eld of EU inter-
nal security.  

   THREAT ASSESSMENT METHODOLOGY 
 Risk analysis and threat assessment are an integral part of the policy cycle 
since they address the security requirements of the European Union in 
terms of integrity, availability, accountability and confi dentiality. Vidalis 
( 2003 , p. 5) conceives of a threat assessment as a statement of threats in 
relation to the vulnerabilities of a given entity and to agents of threat (hos-
tile states, terrorist groups, criminal organisations, irregular migrants); it 
is also a statement of the capabilities that those agents are believed to pos-
sess. Threat assessment is of a somewhat qualitative nature (Gill  2010 ); it 
takes into account numerous categories of data delivered by authorised 
stakeholders or extracted from open sources. 

 In response to the British proposal of a European Criminal Intelligence 
Model, the Council of the EU decided to develop intelligence-led policing 
and the Organised Crime Threat Assessment (Council of the EU  2005c ). 
Europol was to produce OCTA annual reports in close cooperation with 
Member States, which would transmit information and intelligence as 
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required by Europol and issued through the heads of its national units. 
Europol would also communicate those requirements to EU agencies and 
bodies and to third countries and organisations with which it had coopera-
tion agreements. Through Europol the EU sought to build its own capac-
ity to deliver to EU and national stakeholders independent evaluations 
of threats from terrorism and organised criminality (Argomaniz  2009a , 
p. 160). 

 In 2006, the fi rst Organised Crime Threat Assessment was published 
by Europol, replacing the Organised Crime Report prepared annually 
since 1993. The then director of Europol, Max-Peter Ratzel, described 
the OCTA as ‘a core product of the intelligence-led policing concept’ 
(Europol  2006 , p.  3). The report stated that: ‘The OCTA, being a 
forward- looking document, will help decision makers identify strategic 
priority areas in the fi ght against serious and organised crime and to initi-
ate an intelligence process to defi ne operational targets. By doing so, the 
OCTA will also support the streamlining of law enforcement activities at a 
European and regional level’ (Europol  2006 , p. 4). 

 Intelligence tradecraft employed in the OCTA was described in brief: 
‘The OCTA is based on a multi-source approach, including law enforce-
ment and non-law enforcement sources. These sources include various 
European agencies as well as the private sector. A specifi c emphasis is put 
on elaborating the benefi ts of an intensifi ed public-private partnership’ 
(Europol  2006 , p. 4). Methodology was the Achilles’ heel of those yearly 
reports and this gave rise to criticism on the part of experts and practitio-
ners (van Duyne  2007 ; Zoutendijk  2010 ) during the discussion on the 
reinforcement of preventive aspects of EU internal security policy and par-
ticularly after the adoption of the Internal Security Strategy highlighting 
prevention, anticipation and an intelligence-led approach. 

 In a follow-up to the EU Internal Security Strategy, the Council called 
for the preparation of the European Union Serious and Organised Crime 
Threat Assessment (EU SOCTA) on the basis of a new methodology 
(Council of the EU  2010f ) ensuring that the most relevant threats are 
properly addressed and that analytical products developed and launched 
by appropriate EU agencies directly feed political decision making in the 
EU. The fi rst such assessment was published by Europol in March 2013 
(Europol  2013 ). In general the SOCTA methodology follows the typical 
intelligence cycle, focusing both on the delivery capabilities of major con-
tributors (i.e. Europol and Member States’ law-enforcement services) and 
the previously agreed customer requirements. The fundamental feature of 

CRIMINAL INTELLIGENCE IN THE EU 185



the SOCTA is its anticipation of organised transnational criminality: ‘The 
SOCTA is a present- and future-oriented threat assessment. It goes a step 
further than a situation report (which is retrospective and mainly statisti-
cal) as it takes into account possible future developments’ (Council of the 
EU  2012b , p. 4). SOCTA methodology includes a watchlist of probable 
threats that need to be monitored as well as horizon scanning to detect 
and analyse new and emerging threats from serious and organised crime. 

 The conceptual model worked out by Europol in conjunction with 
the SOCTA expert group (composed of EU Member States, Europol’s 
non-EU partner countries and organisations, the European Commission 
and the Council’s General Secretariat), consists of four steps: focus, tools, 
analysis and assessment, and results. It begins with three focus points: 
organised criminal groups; serious and organised crime areas; and the envi-
ronment upon which they have an effect and by which they are facilitated. 
These elements are assessed using three types of indicators and additional 
crime-relevant factors. The latter are facilitating factors and vulnerabilities 
in the environment that have an infl uence on current and future opportu-
nities or barriers to organised criminal groups and crime areas. These fac-
tors are analysed via horizon scanning, which aims to identify future trends 
in society and future crime threats through a Delphi exercise. 

 The analysis and assessment refl ects the very structure and organ-
isation of Europol and the police cooperation network centred on this 
agency. The analytical work starts by accessing the resources held by 
Europol which are catalogued and stored in Analysis Work Files. These 
may be combined with threat notices on new and emerging trends, spe-
cifi c threat assessments and other strategic reports developed at Europol. 
Additionally, open-source intelligence is used to scan the crime environ-
ment. A preliminary analysis contributes to the development of tailored 
EU intelligence requirements. Similarly to the ‘old’ OCTA, intelligence 
requirements are contained in questionnaires sent to Member States as 
well as non-EU states and organisations that have concluded strategic or 
operational agreements with Europol. 

 The core part of the analysis cycle is the processing of the data received 
from stakeholders and acquired from open sources, and the assessment 
of indicators and crime-relevant factors. Adopting a holistic approach, 
Europol aims to connect the available data sets and detect synergies 
between threat assessment and horizon scanning as well as current and 
future threats. As a result, a list of recommended priorities on organised 
criminal groups and areas are formulated and delivered to customers. 
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These priorities, accompanied by argument maps, should be particularly 
useful in the preparation of multi-annual strategic plans in a later phase of 
the policy cycle (Council of the EU  2012b ). 

 The new criminal intelligence product offered by Europol is much 
more advanced and substantial than its predecessor. First, the tradecraft 
employed in the SOCTA analysis cycle is more developed and clearly high-
lights potential future trends and issues (Europol  2013 ). It mines a consid-
erable amount of information and data acquired from a variety of sources. 
Second, it has introduced methods, tools and techniques typical of criminal 
intelligence models implemented by leading countries, within and beyond 
Europe. Finally, the threat assessment methodology embedded in the 
SOCTA seems to be a good benchmark, or even best practice, for Member 
States that lag behind the leading countries in terms of intelligence capa-
bilities and information management. EU criminal intelligence tradecraft 
may encourage them towards more intense and productive cooperation 
with Europol in the exchange of information and criminal data. 

 The SOCTA is a considerable step forward in the development and 
enrichment of EU criminal intelligence tradecraft. It does not mean, 
however, that this product perfectly fi ts the intelligence-led approach to 
internal security of the European Union. The methodology is still behind 
the state-of-the-art applications employed by global powers. The fi nal 
product still depends much on contributions and uploads from Member 
States. Given the variety of ‘rules of engagement’ applied by national law- 
enforcement services, and thus responses to intelligence requirements for-
mulated by Europol, the intelligence analysis carried out by this agency 
often falls short of the expectations of practitioners, especially national 
intelligence offi cials in Member States. Following SOCTA methodol-
ogy, crime matrices and cognitive maps could be created, although so 
far, and with reference to the fi rst ever SOCTA report published in 2013, 
no hard evidence of such an advanced proactive approach on the part of 
Europol exists. Nevertheless, the SOCTA proves the qualitative potential 
of Europol and its ability to take advantage of diverse elements of criminal 
intelligence tradecraft. 

 The EU Terrorism Situation and Trend Report (TE-SAT) is another 
fl agship strategic intelligence product based on threat assessment method-
ology. The report includes an overview of terrorist activities throughout 
the EU against a global backdrop and a typology of terrorist organisations 
by their source of motivation (religious, ideological, ethno-nationalist) 
and predominant trends. 

CRIMINAL INTELLIGENCE IN THE EU 187



 TE-SAT was established after 9/11 as a reporting mechanism from the 
Council’s Terrorism Working Party (TWP) to the European Parliament. In 
2006 a new methodology was approved by the Council and the TWP was 
replaced by Europol. TE-SAT is built on Member States’ input, informa-
tion and analysis from some EU agencies and entities (Eurojust, Frontex, 
EU Counter-Terrorism Co-ordinator, INTCEN), reports from non-EU 
partners and information acquired from open sources. Member States are 
obliged to collect information resulting from criminal investigations into 
terrorist crimes conducted by national law-enforcement authorities. They 
decide whether a given piece of information should be transmitted to 
Europol. Any information delivered by a relevant national stakeholder to 
Europol is verifi ed, processed by Europol and cross-checked with Member 
States. Any individual Member State may question Europol’s output if an 
error, misinterpretation or gap is identifi ed. In such a case Europol should 
correct, complement or improve the results of its intelligence work and 
then return it to Member States for validation (Europol  2015a , p. 47). 

 A separate procedure was established for contributions from EU agen-
cies and units, which may send their products directly to Europol’s unit in 
charge of TE-SAT or, as is the case for Eurojust, feed information to AWFs 
Eurojust is associated with and which are later explored in the preparatory 
work for a new TE-SAT (Bures  2011 , pp. 122–3; Weyemberg et al.  2014 , 
p.  16). Moreover, the Europol-Eurojust working group established on 
the basis of the 2010 inter-agency agreement can also engage its experts 
in information exchange for the purpose of terrorism situation assessment 
(Boehm  2012 , pp. 326–8). Apparently, a similar agreement was reached 
in 2005 between Europol and SITCEN. This agreement has not been dis-
closed but EU offi cials have acknowledged on many occasions that such 
cooperation exists and creates a certain positive impact on TE-SAT con-
tents (Biegaj  2009 , pp. 50, 56–7; Bures  2011 , p. 53).  

   THE RISK-ANALYSIS MODEL 
 Risk analysis is a tool widely used to understand problems and identify 
challenges and hazards in many areas of contemporary life, especially 
under conditions of uncertainty (Frenkel et al.  2005 ; Jablonowski  2006 ; 
Power  2007 ; Vellani  2007 ; Yoe  2012 ). With respect to security, risk assess-
ment is one of the foundational skills developed by analysts, experts and 
decision makers because it estimates the probabilities of exposure to cer-
tain threats and hazards, helps to anticipate problems before they result 
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in an irreversible breakdown and is a basis for appropriate countermeasure 
options (Löfstedt  2005 ; Jablonowski  2006 ; Norman  2010 ). 

 EU internal security governance has been progressively determined by 
the skills, measures and technologies employed to estimate the sources 
and types of risk identifi ed, assess the probability of their appearance and 
work out appropriate solutions at the EU level. While criminal intelligence 
focuses on serious threats generated by domestic and transnational organ-
ised groups, risk analysis is more oriented to ‘soft’ threats, which do not 
undermine the foundations of public order, the rule of law or state author-
ity but may produce long-term negative consequences for systemic stabil-
ity, public accountability and the reliability of state institutions. Criminal 
intelligence can be said to address the problem of legal order, while risk 
analysis relates to societal trust and the legitimacy of the state’s authority. 
Generally, risk analysis is concerned with the ideological, legal, human and 
systemic prerequisites of freedom, security and justice in the EU. Most 
of all, risk analysis serves to identify ‘precautionary regions’ or ‘danger 
zones’ (Jablonowski  2006 , pp. 42–3), reduce uncertainty and contribute 
to effective solutions adopted by EU institutions or agencies. 

 Obviously, the EU’s external border zones have been one of the most 
sensitive ‘precautionary areas’ for EU Member States and their citizens, 
with signifi cant exposure to illegal migration and asylum seeking which 
have resulted in an immigration and asylum legal agenda as well as the 
development of an integrated border management system aiming to rein-
force the EU’s ‘external shield’ and reduce the probability of risk-prone 
transfers of persons and goods into the territories of Member States. One 
element of an exclusionary approach to immigration and asylum was the 
establishment of Frontex, with one of its principal tasks being to carry out 
risk analyses, including the assessment of the capacity of Member States 
to face threats and pressure at the external borders. Reliable data and 
the capacity to convert it into an intelligence report is highly relevant to 
Frontex’s utility and identity,  2   but statistical data it receives from Member 
States directly about the intensity of migratory movements is often 
sparse, scattered and divergent in terms of methodology. Frontex and EU 
Member States have therefore sought to integrate various forms of intelli-
gence and risk analysis using interconnected information sources and data 
sets dedicated to continuous or emerging security-related issues. Frontex 
has been endowed with certain competences regarding  information man-
agement. Member States are obliged to provide the agency with all neces-
sary information regarding the situation and possible threats at the external 
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borders, and EU bodies, public media and other open sources are also 
used. Most importantly, in the interests of the security of Member States 
the amended Frontex regulation authorises the agency to collect and pro-
cess the personal data of individuals involved in its operational activities, 
such as joint return operations, pilot projects and rapid interventions at 
the external borders. Collated information, including personal data, is fur-
ther processed for strategic and operational purposes and contributes to 
the analytical and operational work of other EU law- enforcement agencies, 
mainly Europol. 

 Risk analysis is key to Frontex’s intelligence tradecraft. As the start-
ing point of all Frontex operational activities, it fi ts the logic of the 
analysis cycle and delivers a picture of the situation at the EU’s external 
borders, contributing to training activities and responding to the needs 
of its principal customers—EU agencies and Member States. The Risk 
Analysis Centre was set up in 2003 as a strategic intelligence tool for the 
Strategic Committee on Immigration, Frontiers and Asylum within the 
JHA Council of the EU. CIRAM—the Common Integrated Risk Analysis 
Model—is based on a six-fi eld matrix, bringing together elements of crim-
inal intelligence and risk assessment (Carrera  2007 , pp. 15–16). It was 
updated in 2011 to better respond to the changing external environment 
of the EU, to deal effectively with new types of risk and threat and to 
refl ect legal changes, especially the new Schengen Borders Code and the 
Frontex regulation, both of which emphasised risk analysis as a key tool in 
ensuring the optimal allocation of resources and effi ciency of equipment 
(Frontex  2013a , p. 11). 

 The current management approach of CIRAM defi nes risk as a func-
tion of its threat, vulnerability and impact (Frontex  2013a , p.  11). 
Operationally, CIRAM supports the coordination of joint operations at 
the external borders conducted or coordinated by Frontex. It provides a 
background picture of conditions, determinants and circumstances in the 
area of a planned joint operation. This type of analysis is focused on iden-
tifying areas and sources of elevated risk or imminent threats, and deci-
phering migratory routes, the main nationalities or countries of origin of 
migrants and the  modi operandi  of criminal groups or smuggling networks 
operating in the area of Frontex’s planned activities. 

 Operational analytical products are based on a proactive assessment of 
a security environment, including anticipation of threats and hazards and 
early warning, with knowledge management and risk analysis underpin-
ning strategic analysis. CIRAM, in responding to the needs of decision 
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makers in Member States, offi cials in EU institutions and agencies, border 
authorities and international organisations, relies for its effectiveness and 
reliability on a four-tier access control model that involves gathering infor-
mation from numerous sources dispersed over the territory of Member 
States. To this end, the Frontex Risk Analysis Network (FRAN) was estab-
lished in 2007. It provides a framework for sharing knowledge and pro-
ducing analytical and strategic reports on the current state of play at the 
external borders, linking the intelligence networks of individual countries 
with Frontex (Frontex  2013b ). The cooperative framework of the FRAN 
and its subsidiary, the European Union Document-Fraud Risk Analysis 
Network, feeds Frontex’s Risk Analysis Unit (RAU) with data which are 
processed, analysed and disseminated in the form of analytical products. 
The most important are quarterly, semi-annual and annual risk analyses. 
The RAU also issues occasional documents and other tailored risk-analysis 
products. 

 The Frontex risk analysis model refl ects the EU’s proactive approach 
to public order and internal security. The pre-crime perspective addresses 
not only ‘crimes of arrival’, such as infl ow of irregular migrants seeking 
refugee status, it also deals with the problem of increasing criminality by 
transnational organised criminal networks involved in people traffi cking. 
This is why Frontex’s methodology combines quantitative risk analysis, 
which uses mathematical models and techniques to identify, quantify and 
manage exposures, with qualitative risk management, which focuses pri-
marily on experience, judgment and common sense. However, the preva-
lence of quantitative data in Frontex’s analytical tradecraft suggests that 
the agency is focused on ‘hard’ border security issues that could underpin 
a cost–benefi t approach to EU immigration and asylum policies.  

   CONCLUSIONS 
 Organised crime refl ects a dynamic transition from individual, locally 
based criminality to transnational organised serious crime with powerful 
resources and global reach. It is from this phenomenon that criminal intel-
ligence has developed, with EU criminal justice and home affairs institu-
tions adopting responsibility for legal instruments and measures in this 
area. The Council of the EU, in integrating the ECIM with the policy cycle 
for organised and serious crime, sought to tackle organised  criminality in 
a more effi cient and proactive way through a comprehensive threat assess-
ment and by translating identifi ed goals into operational activities. 
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 The effective use of intelligence remains the domain of national 
 law- enforcement services and their ability to prevent and combat crimi-
nal groups. However, the effi ciency of criminal proceedings should take 
into account not only the operational aspects of law enforcement in a 
given Member State but also some organisational prerequisites emerging 
at supranational level and embedded in general consensual strategies and 
operational plans. The EU criminal intelligence model helps develop stra-
tegic blueprints for tackling current internal security problems and prepare 
for anticipated threats and hazards. It also offers national authorities the 
practical knowledge required for effective management of their resources. 
Its four dimensions—technological harmonisation, legal approximation, 
cultural exchange and centralisation of information exchange—are envis-
aged in the policy cycle, enabling a more effective and better organised 
framework of criminal intelligence in the EU. 

 The intelligence-led policing and criminal intelligence model, which 
requires genuine inter-governmental cooperation and credible information 
exchange, demonstrates that EU institutions and agencies are responding 
to demands from individual Member States to improve the management 
of the sensitive information and criminal data they supply. 

 The intelligence process, however, remains decentralised and subject to 
national predilections and habits, or national security cultures, which quite 
often restrict the scope for intelligence cooperation at the EU level. The 
implementation of the EU policy cycle for organised and serious interna-
tional crime is important because it is the fi rst time a common framework 
for criminal intelligence tradecraft has enabled both Member States and 
EU agencies and institutions to more effectively deliver valuable inputs 
and obtain valuable and useful outcomes, crucial for the prospects of 
robust, effective and legitimate intelligence cooperation in the realm of 
EU internal security. 

 So far, the intelligence products offered by EU agencies are fairly use-
ful although they suffer from restrictions imposed by individual Member 
States on the transmission of the sensitive information and raw material 
they possess. In addition to Europol’s SOCTA and TE-SAT or Frontex’s 
FRAN reports, there are numerous tailored analyses addressing specifi c 
requests from consumers, especially regarding prevention, anticipation and 
foreknowledge of the most serious threats, risks and perils. These prod-
ucts seek to satisfy the strategic and operational needs of law- enforcement 
 services in Member States, and to develop and widen the cognitive capa-
bilities of the emerging EU intelligence community. 
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 All-source analysis within the EU intelligence community is still the 
frame of reference. There are too many loopholes in intelligence work-
fl ow hindering the proper use of sources and materials available to EU 
actors. Nonetheless, some attempts have been made to integrate dispersed 
sources and enhance national inputs to the intelligence process unfold-
ing in certain fi elds of EU security policy, and strategic intelligence in 
particular is seeing an expanding fl ow of information and data originat-
ing in varied sources of EU intelligence cooperation. Recent years have 
seen increased use of qualitative and quantitative methods of data analy-
sis and information management by competent EU agencies, most of all 
Europol and Frontex. This trend corresponds with the reinforcement of 
the pre- crime approach focused on anticipation, early detection and warn-
ings of potential and substantial threats and dangers. The EU can and 
should convince its Member States and external partners of the utility, 
relevance and appropriateness of strategic intelligence. The continuous 
improvement in criminal analysis at the EU level is an argument for the 
further enhancement of an intelligence-led approach to EU internal secu-
rity governance.  

     NOTES 
1.        The Convention was replaced by the Council decision of 6 April 2009 

(Council of the EU  2009c ).   
2.      An anonymous Frontex offi cial, interview, December 2012.          
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    CHAPTER 8   

          EU intelligence cooperation has been shaped in a global context of 
increasing transnational threats, external pressures and global risks, but 
it has also produced opportunities and benefi ts. Cooperation with non-
 EU partners (states and organisations) in the context of the EU’s overall 
security strategy was considered meaningful in political and organisational 
terms. However, the need for practical cooperation and effective exchange 
of information and intelligence was formulated in vague terms subject to 
legal and formal barriers, with cooperation with third countries varying 
widely in scope (Monar  2011 , pp.  413–5). In the intelligence security 
framework, EU institutions and bodies were more eager to gain access to 
information and intelligence from external partners than to win the practi-
cal support and assistance necessary for operational activities. The preven-
tive and anticipatory function of intelligence in the EU developed after 
the 9/11 terrorist attack and was strengthened in the aftermath of the 
terrorist bombings in Madrid in 2004 and London in 2005. Unlike ter-
rorist or criminal threats, military risks and crisis-prone phenomena were 
handled at an operational level, and were subject to specifi c political and 
institutional arrangements providing an important role for external actors, 
most of all NATO and the United States. Military intelligence has been 
a sensitive and controversial issue and its use for operational and tactical 
purposes confi ned to established tasks and agreed actions. Strategically, 
the European Union has been much more interested in drawing a full 

 External Dimensions of EU Intelligence 
Cooperation                     



picture of its security environment, for which external information and 
analytical input are required. 

 One has to bear in mind that horizontal EU-level intelligence networks 
function in institutionalised hubs engaging relevant agencies and special-
ised units. Vertical, bottom-up government-led intelligence structures are 
much less involved in EU-led undertakings. Only the express consent of 
Member States allows national information and intelligence sources to 
be involved in cooperation at the EU level. The transnational dimension 
of the EU intelligence community entails formal agreements, institution-
alised arrangements and established practices of information exchange 
with non-EU actors. Informal settings, tacit agreements and ad hoc deals, 
however, provide channels, mechanisms and tools of cooperation which 
are rarely revealed to the public. 

 The agreements and arrangements concluded by the EU and its exter-
nal partners were founded on the four main principles underlying mutual 
obligations:

 –    protection and safeguarding of classifi ed information;  
 –   ensuring that classifi ed information subject to exchange or deliv-

ery meets mutual security clearance rules;  
 –   use of classifi ed information exclusively for the purposes estab-

lished by the originator;  
 –   prohibition of disclosure of such information to third parties with-

out the clear prior consent of the originator (Koutrakos  2015 , 
pp. 407–8).    

 The EU’s security strategy and policy is embedded in the North 
Atlantic alliance. Military operations and external crisis management 
under the CSDP depend largely on NATO’s capabilities and equipment, 
especially in the information and intelligence fi elds. From the strategic 
perspective NATO assets, resources and capabilities are useful to EU secu-
rity policy. The United States as the leading NATO ally—and for a long 
time the ‘security provider’ for EU Member States—has had a far-reaching 
impact on EU intelligence cooperation, particularly in the aftermath of 
9/11. The global coalition, with the USA and its European allies at the 
core, strengthened transatlantic cooperation in the fi ght against terror-
ism and related serious criminal activities, such as the fi nancing of terror-
ism, illegal traffi cking in arms and cyber-criminality. Information sharing, 
including the exchange of personal data, has become the critical element 
in  transatlantic intelligence cooperation, provoking a lively debate in the 
EU around privacy and personal data protection. 
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 A number of non-EU countries are actively involved in EU security and 
intelligence cooperation. Norway, Iceland and Switzerland have been long-
term participants in both external military and internal security aspects of 
EU-led security policies and arrangements. The fact that all these countries 
are part of the Schengen area has established patterns and mechanisms of 
internal security cooperation, including information exchange and criminal 
intelligence sharing. The membership of Norway and Iceland in NATO 
provides a connection with a common platform for military intelligence 
cooperation with other EU countries belonging to the alliance. Norway 
has been actively associated with the EU CSDP, participating in missions 
(police mission in Bosnia) and contributing with personnel and equip-
ment to the CSDP Rapid Reaction Force and to the EU Nordic battle 
group. Switzerland has taken part in several EU missions and operations 
for civilian crisis management in Kosovo, Bosnia and Mali. In the area of 
internal security, these three countries actively cooperate with the relevant 
EU agencies, namely Europol and Eurojust. They also provide substantial 
input to terrorism analysis and assessment. Switzerland and Norway have 
for a long time been active members of informal intelligence cooperation 
and information-exchange schemes, such as the Berne Club or the Police 
Working Group on Terrorism, and should therefore be treated as part of 
the EU intelligence community rather than as external associates. 

 This chapter analyses three circles of external intelligence cooperation. 
The fi rst is the NATO alliance, due to its enormous impact on EU CSDP 
capabilities. Although intelligence sharing between the EU and NATO 
is severely limited it is, nonetheless, important in strategic terms for the 
building of situational awareness and military crisis management. Second, 
the United States’ position is peculiar not only because of its leadership of 
NATO, but also due to its impact on EU internal security and its desire to 
build ‘transatlantic homeland security’. The third circle revolves around 
EU agencies in charge of criminal intelligence and internal security coop-
eration that have developed institutional arrangements with numerous 
non-EU states and international organisations, enabling access to infor-
mation on and analyses of international crime and global risks. 

   NATO AS A MILITARY INTELLIGENCE PROVIDER 
 The establishment of the European Union did not affect the organisa-
tion of the military defence of its members. The Maastricht Treaty, which 
declared ‘the eventual framing of a common defence policy’,  1   explicitly 
ceded responsibility for security and defence to NATO.  This alliance, 
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however, was grappling with the new post-Cold War security environ-
ment, and the growing number of issues and challenges affecting not only 
the United States but also, in close proximity, the countries making up 
NATO’s ‘European pillar’. The strategic security problems caused by the 
disintegration of the Soviet Union and Yugoslavia were translated into 
political decisions to engage in the enforcement of peace in the Balkans, 
promote NATO’s eastern enlargement in the face of Russia’s objections 
and work out a cooperative formula with the EU. 

 These ‘grand’ strategic dilemmas overshadowed new security threats 
and challenges, such as terrorism, political and religious radicalism, vio-
lent extremism and transnational organised crime. Even though NATO’s 
capabilities as developed in the 1990s involved anticipation through high- 
quality intelligence information and analysis, they were focused on a new 
military paradigm highlighting intelligence, surveillance and reconnais-
sance as factors critical to successfully accomplishing missions (Freedman 
 1998 , pp. 52–7; Berkowitz  2003 , pp. 19–22; Deptula and Brown  2008 ; 
Flynn and Flynn  2012 , p. 4; Brown  2014 ). 

 Intelligence cooperation in the 1990s was focused on military intel-
ligence sharing during the wars in the Gulf and the Balkans, particularly 
after NATO took responsibility for peace enforcement (see Cimbala and 
Forster  2010 ). The issue of strategic intelligence was subject to needs, 
capabilities and willingness. All three factors caused trouble, and some-
times confusion, mostly because they revealed strong differences and dis-
crepancies between the EU and NATO. EU intelligence capabilities were 
at a very early stage of their development, and unanimity as the principal 
decision-making rule was often subject to national ambitions and preju-
dices. Mutual trust and confi dence in the real intelligence partnership was 
often undermined by free-riding tendencies or technological, organisa-
tional and legal asymmetries (Roberts  2003 , pp. 332–8). In a contribution 
to a research paper on European defence at the end of the 1990s, British 
analyst Charles Grant bluntly stated that ‘Because the EU has a reputa-
tion for being a “leaky” organisation, and because some of its members 
are not-Allied, NATO is reluctant to pass intelligence to the EU’ (quoted 
in Heisbourg  2000 , pp. 68–9). EU Member States were aware of these 
weaknesses and soft regulations concerning access to public documents. 
Following the political decision at the Helsinki summit in December 1999 
to develop military and non-military crisis-management systems within 
the ESDP framework, the Council decided to adjust EU document pro-
tection rules to NATO standards. In 2000 the EU concluded an interim 
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security agreement with NATO, and the Council amended its decision on 
public access to Council documents (Council of the EU  2000 ), introduc-
ing serious restrictions and practically eliminating the right of access to 
almost all classifi ed information (Roberts  2003 , p. 356). 

 Strategic disagreements and serious political rows over the Iraqi WMD 
issue undermined EU–NATO military intelligence cooperation and infor-
mation sharing for crisis management. Regardless of the emerging ‘trans-
atlantic rift’ over Iraq, Iran and the global war on terror, the EU pushed 
hard for the launch of its fi rst ESDP missions. Representatives of the EU 
Military Committee and the Military Staff were well aware that the plan-
ning and preparation of missions and operations require the building of 
situational awareness and improved intelligence capacities. They were 
equally aware that NATO’s support or direct involvement was indispens-
able to the initial stage of military action under ESDP.  The presumed 
availability of NATO assets and capabilities, including information sharing 
and intelligence, was discussed during the fi nal stage of preparation for the 
fi rst ever military operation commanded by the EU (Simón  2010 , p. 15). 
As this implied a takeover from the NATO-led SFOR, the EU had to work 
out a package of relevant agreements with NATO, including over infor-
mation security and intelligence sharing. On 14 March 2003 in Athens, a 
few days before the US-led ‘coalition of the willing’ invaded Iraq, NATO 
and the EU signed an agreement on information security, complemented 
three months later by provisions on common standards for the protection 
of classifi ed information (Esterle  2005 , p. 51). 

 The agreement was part of a comprehensive EU–NATO framework 
for permanent relations. It took the form of a set of cooperation agree-
ments, making up the so-called ‘Berlin Plus arrangements’ (Matlary 
 2009 , pp. 60–61). The agreement on information security set rules for 
the exchange of classifi ed information, introducing common safeguards 
and establishing institutional responsibility for managing the delivery of 
classifi ed information (European Union  2003 ). The agreement was sup-
plemented with another document concerning standards for security clear-
ance, registry systems, encryption of electronic transmissions and control 
over the working of the EU–NATO classifi ed information exchange sys-
tem (Council of the EU  2003b ). 

 Under the Berlin Plus framework for EU-led military operations, 
the ALTHEA Operational Headquarters has access to NATO’s com-
munication and information systems as well as the intelligence data-
bases (IMPETUS  2009 , p. 21). Only two military operations, and as of 
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 mid- 2015 only one—ALTHEA in Bosnia and Herzegovina—have made 
use of the information sharing and intelligence support of NATO.  In 
other ESDP/CSDP military operations (‘non-Berlin Plus’), formal com-
munication between the EU and NATO was not possible (Kammel and 
Zyla  2011 , pp. 655–6; Tardy  2015 , p. 30). The counter-piracy operations 
around the Horn of Africa conducted by both organisations (NATO’s 
‘Ocean Shield’ and EUNAVFOR’s ‘Atalanta’) have evidenced serious 
limitations, red lines and practical barriers to information exchange and 
intelligence sharing, regardless of the unity of goals, mission, effort and 
operational area, according to Gebhard and Smith ( 2015 , pp. 114–17). 
These authors come to a paradoxical conclusion: ‘Two international orga-
nizations with 21 coinciding members operating in a common mission 
area and combating a common threat are kept from sharing intelligence 
and exchanging information even if it serves shared interests’ (Gebhard 
and Smith 2015, p. 115). So in practice, classifi ed information exchanged 
among NATO members has not been available to units (vessels) under EU 
command (Ginsberg and Penksa  2012 , p. 222). 

 One possible solution to this deadlock is an ad hoc agreement between 
the EU and NATO, allowing for limited information sharing. Another way 
is a bilateral irregular exchange of information and intelligence. Although 
the dual membership of the majority of the participating states enables 
some national-level data and intelligence to be handed over, in practice 
this is complicated by the total separation of the EU and NATO computer 
and information infrastructures, the need to declassify shared material and 
the formal consent of the information originator. Presumably some infor-
mal contacts have been maintained, but they are shrouded in great secrecy 
and consistently denied.  2   

 This coinciding yet incompatible membership of the two organisations 
results in unequal access to classifi ed information. EU Member States 
which are not members of NATO may not receive NATO classifi ed infor-
mation. Therefore, ‘NATO classifi ed documents or EU classifi ed docu-
ments which quote from a NATO classifi ed document, or which describe 
or paraphrase the content of such document, are not distributed to [these 
states], unless NATO, as originator of the document, gives its consent 
to release the information to these Member States’ (Council of the EU 
 2006a ). 

 The transfer of information and intelligence between the two organ-
isations can be both diffi cult and annoying.  3   The Political and Security 
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Committee (PSC) is the EU’s top institutional link with NATO. Its coun-
terpart, the North Atlantic Council (NAC), operates at a high political 
level predetermined by the Member States’ elaborated positions. Since the 
NAC is chaired by the Secretary General and the PSC by the HR/VP, the 
NAC and PSC meetings are a good opportunity for the direct exchange of 
formal and informal communications, including those of a sensitive secu-
rity nature.  4   Both top offi cials are also invited to the ministerial meetings 
of the respective partner organisations and thereby kept informed about 
the major topics on the table (Duke  2005 , p. 16; Smith  2013 b, p. 49). 
Within the military structures, NATO set up the Permanent Liaison Team 
to the EUMS in 2005, and an EU cell was established at SHAPE (NATO’s 
Supreme Headquarters Allied Powers Europe) (Norheim-Martinsen 
 2010 , p. 8), both designed for active collaboration in operational settings. 

 The EU’s supply of strategic intelligence from NATO is severely lim-
ited. This is especially relevant to effective cooperation on new security 
threats, such as terrorism, cyber-threats or radicalisation. Both organisa-
tions have reaffi rmed their willingness to develop closer cooperation on 
combating terrorism, including the exchange of information on relevant 
subjects (Santamato and Beumler  2015 , pp. 41–3), but they have yet to 
establish a permanent CIS arrangement allowing for the effective and sys-
tematic mutual delivery of relevant information on new threats and chal-
lenges. Strategic intelligence cooperation between NATO and the EU is 
also limited by the general value of shared products. Defi cits in reliable 
communication infrastructure, political will and national safeguards mean 
that rather than original intelligence being generated from raw informa-
tion provided by national intelligence services, fi nished intelligence is 
generated from pre-processed and analysed information held by Member 
States (Clarke and McCaffrey  2004 , p. 16). 

 Defi ciencies and shortcomings of intelligence support at the strategic 
level, as well as certain problems in operating communication and infor-
mation systems, effectively hamper intelligence sharing. Although direct 
secure links are activated between operational headquarters, they are often 
established on an ad hoc basis and serve mainly operational tasks (Simón 
 2010 , p. 41). The critical factor is the stance and policy of the United 
States as leader of the NATO alliance. US scepticism about sharing sen-
sitive NATO information and intelligence with EU institutions limits 
mutual cooperation. However, the USA has developed effective coopera-
tion arrangements with the EU on non-military aspects of security.  
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   THE UNITED STATES: AN ASSERTIVE ALLY 
 Cooperation between the USA and its European allies has always been a 
sensitive and, consequently, secretive topic. The beginnings of this col-
laboration can be traced back to the late 1960s, when the growing wave of 
Arab terrorism encouraged the United States and its European partners as 
well as Israel to cooperate in exchanging information about the most dan-
gerous Palestinian activists. At the beginning of the 1970s, anti-terrorism 
offi cials from EEC Member States held a series of consultations on inter-
nal security and possible measures against predominantly external threats 
(Bunyan  1993 , p. 16). The United States were invited to those secret con-
sultations under the framework of the Berne Club as late as 1971 (Bigo 
 1992a , p. 145). The Trevi Group, an informal, secret 1976 initiative by 
interior ministers of EC Member States attracted the attention of a US 
administration eager to participate in information exchange on promi-
nent security issues. The USA then set up informal contacts with Trevi 
offi cials as one of the ‘Friends of Trevi’ countries, along with Sweden, 
Austria, Switzerland and Canada, among others (Bunyan  1993 , p. 16; den 
Boer  1998 , p. 109). In 1979 the United States launched another anti- 
terrorist initiative, focusing on Palestinian and Armenian radicals operat-
ing in Western Europe and North America. A working group called the 
Quantico Club was formed as a joint effort by the USA, Canada, West 
Germany, the UK, France, Sweden and Australia (Bigo  1992b , p.  51; 
Monet  1993 , p. 314). These secret anti-terrorist efforts proved important 
in dealing with the manifestations of leftist radicalism, Palestinian extrem-
ism and state-sponsored terrorism, mainly of Libyan provenance, that 
were taking place in Western Europe and affecting US strategic interests. 

 Facing new challenges and threats to their security resulting from grow-
ing instability in the Middle East and Southern Asia, as well as the upheaval 
in Eastern Europe, representatives of the United States, the EEC and its 
Member States adopted the joint declaration ‘Transatlantic Challenges’ 
in November 1990,  5   underlining their ‘responsibility to address trans- 
national challenges’, such as preventing and combating terrorism, putting 
an end to illegal drug production and traffi cking, and cooperating in the 
fi ght against international crime. In practical terms, however, Euro-Atlantic 
cooperation was developing at a slow pace, lacking political momentum 
and an organisational basis (Rees  2011 , pp.  398–9). With the creation 
of the European Union, the US administration showed more interest 
in  reinforcing transatlantic cooperation. On 3 December 1995 at the 
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EU–US summit in Madrid, the New Transatlantic Agenda (NTA) was 
signed (Rees  2006 , pp. 41–2). The declaration contained a modest state-
ment on the shared desire to ‘cooperate on assessing and responding to 
terrorist threats’.  6   More specifi c and detailed provisions on further coop-
eration in preventing and fi ghting principal threats to security were con-
tained in a joint EU–US action plan. On information exchange, it declared 
a commitment to further cooperation on assessing and responding to ter-
rorist threats. It signalled the mutual desire to share information and analy-
ses of emerging trends in international criminal activity, especially sensitive 
information on the production of illegal drugs. It also looked forward to 
concluding an agreement on cooperation between Europol and the US 
administration as soon as Europol commenced its full activities.  7   

 These plans were given a strong boost in the aftermath of the terror-
ist attacks on the United States on 11 September 2001 (Hamilton  2003 , 
pp. 552–4; Daalgard-Nielsen  2004 ; Rees  2011 , pp. 398–400). Heads of 
state and government as well as JHA ministers from EU Member States 
declared their readiness for increased cooperation in combating terrorism 
in every form. While ministers and heads of governments were debat-
ing anti-terrorist activities, an EU delegation, with High Representative 
Javier Solana at its head, held a series of meetings in Washington with 
senior White House offi cials, among them US Secretary of State Colin 
Powell and the National Security Advisor Condoleezza Rice (Rees  2006 , 
pp. 79–80; EU Observer  2001a ). At the end of the talks they declared 
that ‘the US and the EU will vigorously pursue cooperation in a number 
of security fi elds, including police and judicial cooperation, border con-
trols, visa and document security issues as well as law enforcement access 
to information and exchange of electronic data’ (White House  2001 ). 
Cooperation between Europol and the US authorities was discussed and 
ended in a formal agreement signed on 6 December 2001. It provided for 
the exchange of strategic and technical information on serious crime and 
terrorism between Europol and the United States, but it did not autho-
rise the transmission of data related to individuals (EU Observer  2001b ; 
Lindstrom  2003 , p.  249). In the following months a series of other 
measures were discussed, including: the drawing up of lists of terrorist 
 individuals and organisations and the freezing of their assets; developing 
judicial cooperation in criminal matters, including mutual legal assistance 
and extradition; combating terrorist fi nancing; exchanging information 
held by law-enforcement and judicial authorities; and exchanging per-
sonal data and related information on the basis of the 2001 Europol–US 
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 agreement (Mitsilegas  2003 , p.  520; Georgopoulos  2005 , pp. 198–9). 
Close contact was further strengthened in November 2005 when the 
United States Secret Service signed a cooperation agreement with Europol 
providing for improved information sharing and the exchange of personal 
data related to transnational organised crime (NIEUWS Bank  2005 ). 

 The scope of cooperation and intensity of contacts between US offi cials 
and representatives of relevant EU institutions and agencies suggested the 
emergence of a system of ‘transatlantic homeland security’ (Lindstrom 
 2006 , pp.  115–17; Borchert  2006 , pp.  4–5; Pawlak  2009 ,  2010a ). 
Multilateral cooperation coincided with the strengthening of hitherto 
working alliances with long-standing European partners, such as the UK, 
Germany and Italy, or rebuilding close operational contacts with com-
petitors, namely France. After 9/11 the UK and USA strengthened their 
‘special relationship’ with well grounded and structured bi- and multilat-
eral connections (Johnston  2005b , pp. 46–7; Svendsen  2008a ; Dumbrell 
 2009 ). As Adam Svendsen ( 2010 , p. 3) points out, ‘despite some asym-
metry, the UK–US intelligence relationship is arguably one of the “best” 
examples of an effective international intelligence liaison relationship’. 
The bilateral UK–USA agreement and joint participation in multilateral 
arrangements such as ‘Five Eyes’ (SIGINT and electronic surveillance) 
or the SAG Group (international criminal issues) consolidated the ties 
between the two partners (Richelson and Ball  1985 ; Stafford and Jeffreys- 
Jones  2000 ). 

 US relations with Germany, robust during the Cold War (Krieger  2011 ), 
also proved useful in the post-9/11 conditions of uncertainty (Naftali 
 2004 ). Former German Ambassador to the USA Wolfgang Ischinger 
( 2004 , pp.  22–30) underlined the intensifi cation of counter-terrorism 
cooperation with the USA after 9/11. Irrespective of the political dispute 
over military intervention in Iraq, US and German intelligence services 
collaborated closely in numerous fi elds, including joint SIGINT activi-
ties, based on the 2002 NSA-BND memorandum of agreement (Spiegel 
 2014 ), intelligence sharing on Iraq, WMD counter-proliferation or the 
container security initiative (Miko and Froehlich  2004 ). Later, intelligence 
exchange went even further, encompassing access to biometric data and 
the spontaneous sharing of data about known and suspected terrorists 
(BTT  2008 , pp. 3–4). 

 France, despite her different views on the US role in European security 
and political cooperation, followed the example of her big EU counter-
parts. After 9/11 the French intelligence services fully cooperated with 
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their US partners in seeking out al Qaeda’s network and those of other 
radical Islamist organisations in Europe and worldwide (Pauly  2005 , 
pp. 7, 11). In May 2002, the CIA and the French Direction Générale de 
la Sécurité Extérieure (DGSE) launched a secret operation code-named 
‘Camolin’ (LCI  2005 ). In February 2003 they established headquarters 
in a Paris military barrack, hosting regular top-secret meetings of intel-
ligence offi cials from the USA, France, Germany, the UK, Canada and 
Australia, in an informal network called the ‘Alliance Base’ ( Le Monde  
 2006 ). Its main objectives included the analysis and tracking of the trans-
national movements of terrorist suspects (Aldrich  2009 , pp. 130–1). The 
best-known result of the Alliance Base cooperation was the apprehension 
of Christian Ganczarski, al Qaeda’s ‘German general’ (Vermaat  2007 ; 
Trifunovic  2014 , pp. 32–3). John E. McLaughlin, former director of the 
CIA, claimed that the relationship between the French DGSE and the 
CIA ‘is one of the best in the world’ (Aldrich  2009 , p. 131). 

 Political tensions over military intervention in Iraq and contrasting 
threat perceptions (Rees  2006 , pp. 69–78) limited progress in informa-
tion sharing and intelligence cooperation. However, in the aftermath of 
the terrorist attack on Madrid in 2004, the United States and EU Member 
States adopted the Declaration on Combating Terrorism (Council of the 
EU  2004a ). They renewed their commitment to further developing coop-
eration against terrorism within the framework of the New Transatlantic 
Agenda. They declared their intention to improve cooperation on the shar-
ing of law-enforcement and other sensitive information, and to strengthen 
the capacity for cooperation between the USA and Europol. Nevertheless, 
observers noted deadlocks in counter-terrorism strategy areas relevant 
to the USA, such as cooperation with the EU in passenger name record 
(PNR) exchange, mutual legal assistance in criminal matters, and com-
bating terrorist fi nancing. Disappointed, the Bush administration sought 
additional ways to revive mutual collaboration in the framework of the 
transatlantic dialogue on combating international terrorism. It approached 
the G6 group and since May 2007 the US Secretary of Homeland Security 
and Attorney General have attended its ministerial meetings. 

 The USA also sought to strengthen its arguments regarding law- 
enforcement data sharing and judicial cooperation in criminal matters 
(Statewatch  2009 ). In April 2007 an EU–US agreement on the security of 
classifi ed information was concluded, setting out the terms of protection 
of mutually exchanged classifi ed information (European Union  2007 ). 
Landmark decisions taken by the European Parliament and the Council 

EXTERNAL DIMENSIONS OF EU INTELLIGENCE COOPERATION 209



at the beginning of the 2010s with respect to the US–EU agreements on 
extradition and mutual legal assistance, on personal data exchange and 
on terrorist fi nancing put an end to low-profi le intelligence cooperation 
(Fahey  2014 , pp. 147–9). 

 The US-driven ‘need-to-know’ principle which underpinned transat-
lantic intelligence cooperation after 9/11 was consistently applied in ever- 
widening fi elds of counter-terrorism policy. It also covered civil aviation 
and access to information about passengers on foreign fl ights to or from 
the United States (Salter  2010 ). In 2001 the US Congress adopted the 
Aviation and Transportation Security Act (ATSA), requiring all airlines 
arriving in or departing from the USA to provide their passenger data 
to US Customs for the purpose of combating terrorism and other seri-
ous criminal offences. The ATSA provisions were subsequently extended, 
requiring airlines to grant access to PNR data. For EU institutions man-
dated with protection of privacy (the European Parliament, the Council’s 
Article 29 Working Party on Data Protection, the European Data 
Protection Supervisor), this US legislation raised serious legal doubts and 
technical queries. It contravened EU data protection rules, especially the 
1995 EC Data Protection Directive (95/46/EC) which explicitly prohib-
ited any processing of sensitive personal data without specifi c authorisa-
tion (Pawlak  2010b , pp. 117–18). For the Council and the Commission, 
however, cooperation with US authorities in preventing and countering 
global terrorism was the priority and PNR transmission to proper US 
agencies was considered to be indispensable regardless of legal reserva-
tions (den Boer  2011 , pp. 346–8; Zaiotti  2012 , pp. 331–2). 

 As a result, in February 2003 the European Commission agreed a 
deal with the US customs authorities on the granting of online access to 
PNR by European airlines to US authorities, while searching for a mutu-
ally satisfactory solution (Adam  2006 , pp.  663–5; Argomaniz  2009b ). 
Authorised by the Council, in February 2004 the Commission began 
negotiations on the processing and transfer of airlines’ PNR data to the 
US Department of Homeland Security. The agreement was quickly con-
cluded and in May 2004 the Council approved it (Council of the EU 
 2004b ). The European Parliament, however, contested the lack of strict 
data-protection safeguards and launched proceedings before the Court 
of Justice of the EC (ECJ) to annul both the PNR agreement and the 
respective Council decision. In May 2006, the ECJ issued a judgment 
declaring the EU–US PNR agreement unlawful. US and European nego-
tiators concluded another agreement, providing expanded US access to 

210 A. GRUSZCZAK



PNR data collected by airlines: it allowed the Department of Homeland 
Security to share PNR data with other US agencies engaged in the fi ght 
against terrorism, extending the length of time that the USA can store 
such data and allowing it to access sensitive information about a passen-
ger (De Hert and De Schutter  2008 , pp. 325–6; Papakonstantinou and 
De Hert  2009 , pp. 903–7). Once again, the European Parliament raised 
numerous concerns over the text of the new agreement and, following a 
lengthy discussion, demanded the opening of new PNR negotiations with 
the United States. The new bilateral agreement between the EU and the 
US was signed in December 2011 and several months later approved by 
the European Parliament (Murphy  2012 , pp. 159–62). 

 The 2011 EU–US PNR agreement entitles competent US authorities 
to collect, use and process PNR for the purposes of preventing, detecting, 
investigating and prosecuting terrorist offences and related crimes as well 
as other transnational crimes punishable by a minimum prison sentence 
of three years. To the extent that a PNR includes sensitive data, the US 
Department for Homeland Security should employ automated systems to 
fi lter out and mask such data. However, access to, as well as the processing 
and use of, sensitive data is permitted in exceptional circumstances where 
the life of an individual could be imperilled or seriously impaired. In such 
cases sensitive data may be retained for the time specifi ed in US law for 
the purpose of a specifi c investigation, prosecution or enforcement action. 

 Another important EU–US counter-terrorism arrangement involv-
ing information sharing was an agreement on the use of banking data 
to tackle the issue of the fi nancing of terrorism. One of the fi rst instru-
ments launched by the USA in the aftermath of the 9/11 attacks was the 
secret Terrorist Finance Tracking Program (TFTP). This aimed to track 
terrorists and their networks in order to trace sources of the fi nancing of 
their activities worldwide (Murphy  2012 , pp.  151–2). The TFTP used 
certain kinds of fi nancial transaction information, including the personal 
data of bank customers, provided by the Society for Worldwide Interbank 
Financial Telecommunication (SWIFT), a Belgium-based global fi nancial 
messaging service which facilitates international money transfers. After 
9/11, SWIFT complied with US Department of the Treasury demands 
that SWIFT should provide access to information held in the United 
States (Kierkegaard  2011 , pp. 452–3; De Goede  2012 , pp. 216–17). 

 After media disclosure of the TFTP’s existence in mid-2006, the 
European Parliament passed a resolution (European Parliament  2006 ) 
strongly disapproving ‘any secret operations on EU territory’ affecting 
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the privacy of EU citizens and expressed serious concerns as to the pur-
poses of the transfer of data to the US Treasury Department. It urged the 
United States and its intelligence and security services to act in a spirit of 
good cooperation and notify their allies of any security operations they 
intend to carry out on EU territory. Following privacy concerns (Ripoll 
Servent and Mackenzie  2012 ; SWIFT  2012 ), representatives of the US 
administration and the EU began negotiations in 2009 on an agree-
ment allowing the use of banking data in anti-terrorist investigations. An 
interim agreement allowed US authorities continuous access to SWIFT 
information fl ows. This was questioned by several EU Member States and 
rejected by the European Parliament (Monar  2010 , p. 143; Suda  2013 , 
pp. 772–3). A new agreement was signed in June 2010 and was approved 
by the European Parliament the following month (Pop  2010 ). Although 
the US administration had to arrive at a compromise with the EU on 
data-protection safeguards and supervisory mechanisms, the agreement 
concluded set out binding principles for all specifi c transfer agreements 
aimed at tracking terrorist fi nancing. Therefore, the transfer or processing 
of personal data could be permitted for explicit purposes in the framework 
of the fi ght against terrorism. 

 The adoption of these arrangements did not dispel doubts over the 
proper mechanisms for securing personal data exchanged across the 
Atlantic. In November 2010 the Council, on the recommendation of 
the European Commission, adopted negotiating directives for a frame-
work agreement (the so-called ‘Data Protection Umbrella Agreement’) 
on the protection of personal data transferred between the EU and the 
USA for law-enforcement purposes, especially for the prevention, detec-
tion, investigation and prosecution of criminal offences, including terror-
ism (Council of the EU  2010g , p. 7). The negotiations started formally 
in March 2011 but, despite two dozen rounds having already been con-
ducted, they have advanced slowly and achieved little. The reasons can be 
found mostly in the political and normative domains seriously affected by 
the so-called Snowden affair (Greenwald  2014 ; Harding  2014 ; Gurnow 
 2014 ; Goldfarb  2015 ). The disclosure in June 2013 by former NSA 
 contractor Edward Snowden of the scope of the surveillance conducted 
by US intelligence agencies in Europe caused profound unease in govern-
ment circles in key allies of the US in the European Union, most of all in 
Germany. Revelations about the mass interception of secret communi-
cations between European political leaders, and even the wiretapping of 
high-ranking EU offi cials had a negative impact on offi cial EU–US rela-
tions, including the talks on the Umbrella Agreement. 
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 If some initial progress had been made, as declared in the joint EU–US 
statement in June 2012, the Snowden affair sharpened differences con-
cerning the terms of access by government authorities to private data in the 
fi ght against organised crime or terrorism and the issue of data- retention 
periods, where data is ued for purposes other than criminal investiga-
tions (Bendiek  2014 , p. 5). Although the stalemate was overcome, and 
even seemed to gain fresh impetus from the March 2014 EU–US sum-
mit (Council of the EU  2014e ), a critical outstanding issue has yet to be 
fi nally settled. US foreign intelligence gathering, both inside and outside 
the United States, follows a two-track system: one for US persons and 
another for non-US persons (Bignami  2015 , p. 29). This affects the right 
of judicial redress as a remedy for data protection violations. It should 
ensure that EU citizens not resident in the United States are granted the 
same rights as those enjoyed by US nationals in the EU. Although the 
Umbrella Agreement would not be decisive for information sharing in law 
enforcement as a whole, it should nevertheless facilitate further existing 
formally established cooperation.  

   THE EXTERNAL DIMENSION OF THE CRIMINAL 
INTELLIGENCE HUB 

 Cooperation with actors located outside the transatlantic security com-
munity has been rather limited and has focused on terrorism, informa-
tion sharing, criminal intelligence and risk analyses at external borders. It 
involves dedicated EU agencies, namely Europol, Eurojust and Frontex, 
authorised to conclude agreements on information exchange. They use 
established mechanisms, instruments and modes of information exchange 
to produce strategic and analytical reports and assessments. 

 Europol has 14 operational agreements and seven strategic agree-
ments with countries and organisations around the world, including 
the International Criminal Police Organisation, Interpol. The partner 
countries are European neighbours, North American strategic partners 
and a country with a specifi c position on the global map of criminality: 
Colombia. Moreover, the Council recommended to Europol that it nego-
tiate agreements with four states: Brazil, Mexico, Georgia and the United 
Arab Emirates. The partners must ensure an adequate level of data pro-
tection to comply with EU standards (Boehm  2012 , pp. 209–10). The 
content of these agreements is substantially focused on the exchange of 
information and broad analytical materials, including strategic analyses, 

EXTERNAL DIMENSIONS OF EU INTELLIGENCE COOPERATION 213



situational reports and threat assessments. Obviously, operational agree-
ments defi ne the terms of cooperation more precisely with regard to data 
security and classifi cation, usage and dissemination, personal data safe-
guards, and liability. Strategic agreements are more general, and refer 
mainly to categories of information, procedures of information exchange, 
and confi dentiality rules. Moreover, the strategic and operational agree-
ments differ as regards personal data exchange. Strategic agreements do 
not allow for the exchange of personal data although an opportunity to 
conclude a relevant separate agreement is taken into account. 

 The exchange of information and analytical material takes place 
between established national contact points in the partner country and 
Europol. Every partner country may establish a liaison offi ce at Europol 
Headquarters to facilitate information exchange and cooperation with 
Europol. If required, Europol may also establish a liaison offi ce in the 
partner country. Information is transmitted via secure communication 
channels. It is subject to a basic level of security unless any of the partners 
marks the information with an elevated security level. In some cases, how-
ever (e.g. Ukraine, Colombia), restricted and secret information may not 
be either wholly or partially transmitted electronically but is dispatched by 
traditional messenger. Personal data is additionally protected according 
to the binding national legislation of the partner country. Information 
supplied by external partners goes to Europol’s 24/7 operational cen-
tre where it is processed, ensuring that data received from a third coun-
try is assessed for authenticity and accuracy before being forwarded to a 
dedicated database or analytical fi le at Europol, which may also check the 
competence of the originator as well as the reliability of the source. The 
majority of third countries can use the SIENA secure application. Other 
partners contact the operational centre through national points of contact 
or liaison offi cers. The centre is also responsible for timely and accurate 
responses to requests for information or analysis from third countries. 
Although only about 4 per cent of the data in cases initiated in 2014 came 
from external partners (Europol  2015b ), Europol retains the profi table 
option of requesting information for analytical as well as operational pur-
poses. Cooperation with Interpol facilitates access to criminal information 
concerning other third countries and also supplementary information on 
Europol’s partner states. 

 Frontex has concluded working arrangements with 17 countries in 
Europe, Asia, Africa and North America and two regional centres (in 
the Commonwealth of Independent States and in the Western Balkans). 
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Since these arrangements do not have the status of international treaties, 
their implementation remains optional. A single cooperation agreement 
between Frontex and non-EU states and organisations is not possible 
due to differences of location, borders and migratory movements, so 
these working arrangements differ markedly in terms of information 
exchange, intelligence sharing, communication systems and general terms 
of availability. The arrangements—with the exception of the Russian 
Federation—allow for the exchange of information and analytical prod-
ucts which in most cases are unclassifi ed. Some countries, (e.g. Armenia, 
Azerbaijan, Nigeria) can exchange classifi ed information or intelligence 
subject to a separate security agreement or protocol. Partner countries 
with greater data protection and privacy restrictions (Canada, the United 
States) are not authorised or required to transmit personal information 
or data related to an identifi ed individual. Frontex may provide relevant 
analytical products. However, access to tailored risk analysis and respective 
information is decided by the Executive Director on a case-by-case basis. 

 Communication is maintained by the established contact points (usu-
ally the border guards or immigration services of the partner countries). 
Agreements with some countries (e.g. Cape Verde, Montenegro, Albania) 
allow a national risk-analysis expert to participate as an observer in relevant 
meetings of the Frontex Risk Analysis Network. The external information 
network established by Frontex is potentially profi table for the agency’s 
analytical capacities and situational awareness building. Frontex has access 
to substantial information resources and analytical products held by the 
majority of the partners. It may also consult relevant border services on an 
ad hoc or regular basis. However, although these working arrangements 
are politically binding they have soft legal grounds. It is entirely up to the 
counterparts to decide the extent of their cooperation and the categories 
of data, information and analysis they are willing to share. Moreover, with-
out a standard electronic communication connection, there is little scope 
for the exchange of sensitive information. 

 The third EU JHA agency, Eurojust, has maintained cooperation with 
a relatively smaller group of non-EU countries. Agreements were con-
cluded with the EEA members incorporated into the Schengen zone 
and participating actively in the EU area of freedom, security and justice: 
Switzerland, Norway, Iceland and Liechtenstein. Macedonia (FYROM) 
and Moldova signed agreements due to the high level of criminality orig-
inating in these countries and affecting EU Member States. There are 
also agreements with Interpol and the UN Offi ce on Drugs and Crime. 
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Eurojust exchanges mainly operational information on ongoing investiga-
tions in transnational cases. Some information can be used, nevertheless, 
for strategic criminal analysis within the framework of the ECIM or under 
specifi c inter-institutional arrangements with other EU agencies, mainly 
Europol.  

   CONCLUDING REMARKS 
 The extension of cooperative intelligence links outside the EU and its 
Member States has been motivated by the following factors:

 –    the globalisation of threats and challenges to EU security, requir-
ing its intelligence structures to extend their reach;  

 –   shortcomings and limitations of military intelligence capabilities 
in the EU;  

 –   low trust and problematic credibility of some Member States, 
requiring external compensatory measures;  

 –   capability gaps in such areas as human intelligence or satellite 
imagery.    

 Additionally, the major EU members, such as the UK, Germany and 
France, have developed close relationships with their external partners, 
either on a bilateral basis or in multilateral settings. 

 While the external military dimension of EU security relies greatly on 
the NATO alliance, internal security policy has become a wider and more 
diversifi ed fi eld, open to various forms of collaboration with different 
external partners ranging from close neighbours (the Eastern Partnership, 
the Union for the Mediterranean) and strategic partners (the USA) to 
regional blocs (the Africa-Frontex Intelligence Community) and remote 
partners (Australia) (Hobbing  2010 ). Since the sharing of military intel-
ligence has been subject to numerous restrictions, it has usually occurred 
on a case-by-case basis. Criminal intelligence cooperation with external 
partners has addressed global risks and threats generated by organised 
criminality, illicit cross-border activities and cybercrime. Using large-scale 
information management and knowledge assessment, it has sought to 
acquire additional input from selected countries and organisations willing 
to respond positively to the EU’s ‘need-to-know’ principle. 

 External intelligence cooperation has focused on the United States. 
After 9/11 the US administration actively sought to widen the scope 
of its partnership with EU Member States in the area of security and 
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 counter- terrorism, and especially to go beyond the EU’s institutional and 
legal framework, substituting state-to-state activity for formal EU–US ini-
tiatives caught in a procedural stalemate, and pressing its EU allies to pro-
ceed with jointly agreed undertakings at EU institution level. The G6–US 
cooperation has provided good examples of such arrangements (Bossong 
 2007 ). 

 For the European Union and its institutions the concept of information 
exchange within the framework of ‘transatlantic homeland security’ was 
rather controversial (Cox  2005 , p. 223). No common vision of homeland 
security existed across the Union and the approach to threats and chal-
lenges was reactive and gradual (Lindley-French  2002 , pp. 36–7)—hence 
the tortuous process of adopting EU–US agreements on US access to 
airline passenger data. As the European Commission ( 2010a , p. 4) admit-
ted, ‘PNR are mainly used as a criminal intelligence tool’. They can be 
used both preventively and proactively, focusing on the identifi cation of 
individuals, risk assessment and—in exceptional circumstances—crimi-
nal/terrorist profi ling. The PNR agreement actually served both criminal 
intelligence and anti-terrorist objectives, which was also true of the 2005 
EU–Canada PNR agreement (Hobbing  2010 ). 

 The complex decentralised structure of intelligence cooperation in the 
EU has enabled the gradual emergence of a wide and complex network of 
communication and information-sharing services which vary widely. Most 
commonly, EU agencies and units are granted access to certain informa-
tion or acquire intelligence products on request. However, this is too 
often done on a case-by-case basis or relies on ad hoc decisions rather 
than established systems. A notable exception is transatlantic intelligence 
cooperation (Clarke  2004 , pp.  129–30). According to one expert, this 
remains a complex network ‘with few key nodes or hierarchies and not a 
little duplication’ (Aldrich  2009 , p. 128). 

 The European Union, pursuing its security strategy in a globalised 
environment, has sought to extend its intelligence security structures far 
beyond the territory of Member States. An effi cient, mutually benefi cial 
and politically acceptable exchange of sensitive data and intelligence has 
not always been possible. The EU intelligence community has failed to 
take advantage of all possible solutions, available instruments and poten-
tial capabilities. Nonetheless, it has managed to establish fl exible network 
arrangements with external partners that contribute to enhanced intel-
ligence security capabilities.  
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          NOTES 
1.        Article J.4.1. of the Treaty on the European Union signed at Maastricht on 

7 February 1992 (European Union  1992 ).   
2.      Anonymous NATO offi cial, interview, June 2012; anonymous EEAS 

offi cial, interview, June 2012.   
3.      Anonymous NATO offi cial, interview, June 2012; anonymous EEAS 

offi cial, interview, November 2012.   
4.      Anonymous EEAS offi cial, interview, June 2012; anonymous NATO 

offi cial, interview, June 2012).   
5.      The text was published in Barbour ( 1996 , pp.  99–101). See also Cullen 

( 1998 , p. 84).   
6.      The text is available at EEAS (2015a).   
7.      The text is available at EEAS (2015b).          
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    CHAPTER 9   

          The long and arduous process of building an intelligence community in 
the European Union has produced a general institutional framework, well 
developed strategic intelligence tradecraft and a growing amount of infor-
mation acquired by EU agencies and bodies. It has been a demanding and 
contested objective to start from scratch, pulling Member States out of 
their national silos to construct a networked architecture encompassing 
numerous dispersed agencies and bodies connected at the EU level by 
legal provisions and functional arrangements. The hybrid construction of 
the EU did not facilitate that process. The compartmentalisation of secu-
rity policies, the ‘pillarisation’ of legal regulations and political actions, 
and signifi cant differences between internal security and the external mili-
tary activities under ESDP/CSDP maintained the second and third pillars 
instead of softening the divisions and reducing the gap between the two 
sectors of EU security policy. 

 The globalisation of risks and threats, and the trans-nationalisation of 
security governance, have contributed to a gradual change in national 
perceptions of the security environment and a shift from a state-centric 
approach to security towards the multi-dimensional construction of secu-
rity complexes beyond the nation-state (Buzan and Wæver  2003 , Chap. 
3; Ehrhart et al.  2014b , pp. 120–2). However, these changing national 
perceptions have often coincided with divergent strategies for coping 
with security challenges, different assessments of threats and risks, and 
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the growing heterogeneity of the international system (Kirchner  2007 , 
pp. 3–4). In the Europe of the 1990s, the regional response to dynamic 
global geostrategic transformation was triggered by the reform and rein-
forcement of integration processes in the political and security dimen-
sions (Buzan and Wæver  2003 , pp. 356–64; Kirchner and Sperling  2007 , 
pp. 29–32). Security and defence coordination based on the ‘European 
security identity’, together with justice and home affairs cooperation 
securing the Schengen area and protecting the Union against the serious 
internal and external threats of terrorism, organised crime or illegal migra-
tion, required collective bargaining and arbitration between Member 
States and relevant EU institutions. 

 In his study on internal security published in the late1990s by the 
Western European Union, Alessandro Politi highlighted the need to 
link the internal and external dimensions of EU security, especially when 
tackling such problems as terrorism, transnational organised crime or the 
proliferation of WMD. He argued for the harmonisation of intelligence 
requirements between the military and law-enforcement agencies of EU 
Member States (Politi  1997 , p. 47). He pointed out potential horizon-
tal connections that could enable increasing collaboration between law- 
enforcement services, judicial bodies and the military. He stressed that 
‘it is essential that CFSP and JHA achieve true coordination in instances 
where the EU has to act at the global level against transnational risks’ and 
claimed that military capabilities could be profi table for law-enforcement 
agencies in operations and intelligence (Politi  1997 , p. 53). 

 Politi’s recommendation has accompanied political debates and institu-
tional developments since the late 1990s. It was not completely fulfi lled 
but found an adequate response in the strategic decisions and actions of 
the EU intelligence community, which perceived the opportunities and 
benefi ts of pooling information sources, developing an institutional 
framework, improving analytical tradecraft and, fi nally, generating syner-
getic effects of networking and intelligence sharing. Numerous obstacles, 
including national prejudices, security defi cits, technological barriers and 
secrecy rules, have signifi cantly reduced the chance for the EU intelligence 
community to maximise value added, yet synergetic effects can be found 
in the ‘virtual community’ dimension (see Treverton and Gabbard  2008 , 
p. 17), i.e., in communication and interactions between elements of the 
distorted epistemic community that is EU strategic intelligence. 

 This chapter provides an insight into how the EU strategic intelligence 
community has been actively shaped and improved by the establishment, 
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development and consolidation of inter-agency, networked, synergetic 
connections. Although they emerged in sectoral rather than horizontal 
settings, they tend to follow a comprehensive approach to knowledge 
management and intelligence sharing. 

   SYNERGY BUILDING: A NASCENT INSTITUTIONALIST 
APPROACH 

 One of the biggest obstacles to a comprehensive model of EU intelligence 
cooperation has been the institutional architecture, where multiple stake-
holders display various competences, manifest varied interests and act at 
different levels of coordination and integration. Even if, recently, visible 
progress has been achieved in inter-agency cooperation, particularly in the 
area of freedom, security and justice, increased cooperation between the 
former second and third pillars was hardly visible—nor was it, to a consid-
erable extent, even feasible. 

 The gradual development of an institutional framework for intelligence 
sharing in the EU has not overcome national impediments to enhanced 
cooperation in security matters. Prospective intelligence collaboration 
between EU Member States has effectively been blocked by a mentality 
of national silos as well as legal and political restrictions. Early attempts 
to cooperate in the fi eld of information exchange and intelligence sharing 
were channelled into separate policy areas and followed incompatible time 
scales (Argomaniz et al.  2015 ). Military intelligence cooperation since the 
early 1990s which focused on institutional settings and practical solutions 
was not accompanied by progress in criminal intelligence sharing at the 
EU level, which at that time was in its infancy. The pillar structure of the 
EU erected legal and institutional barriers between the two currents of 
intelligence cooperation, but Member States seemed quite content with 
that model (Coosemans  2004 , pp. 8–12; Duke  2006 , pp. 607–8; Dijkstra 
 2013 , pp. 60–4). 

 The fi rst proposal for systemic interconnections between the intelli-
gence services of EU Member States was probably formulated by Björn 
Müller-Wille. He argued for an EU intelligence process built on synthe-
sised military and civil analysis. He ascertained that ‘It is hard to see how 
the current EU intelligence process could do justice to the early warning 
function, or estimate and present the consequences of different crisis pre-
vention actions to the Union’s decision-making bodies, without making an 
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analytical synthesis of civil information and military intelligence’ (Müller- 
Wille  2002 , p. 80). He observed that the gap between military and civil 
intelligence is the Achilles’ heel of the EU’s security policy. Hence, he 
proposed the establishment within the ESDP structure of a large unit 
which would work as an organisational node connecting military and civil 
analysts. Such a node, located ‘in-between the Military Staff, the Political 
and Security Committee and the civil units for analysis organized within 
the General Secretariat’ could produce effective synthesised intelligence 
for a more effi cient and credible warning system and in support of fur-
ther policy options of the ESDP, including civilian and military missions 
(Müller-Wille  2002 , p. 82). 

 This proposal seemed premature even in the post-9/11circumstances, 
when the transatlantic community was mobilised for closer collaboration 
in the prevention of and fi ght against terrorism. First of all, there was the 
call for intelligence networking beyond legal and institutional borders sep-
arating the two areas of EU security policies: second-pillar defence and cri-
sis management and third-pillar internal security and border management 
looked, at that time, fairly naïve. The majority of Member States were not 
prepared for intensive information exchange and intelligence collabora-
tion. There was a defi cit of trust between governments, and fear of misuse, 
loss or hostile interception of sensitive or classifi ed information paralysed 
national intelligence services as well as EU efforts at closer cooperation 
(Bures  2008 , pp. 507–9; Fägersten  2010 ). 

 The conservative attitude and passive response to EU initiatives proved 
negative and counterproductive in the wake of the 2004 terrorist bomb-
ing in Madrid. Weaknesses and shortcomings in the fragmented intel-
ligence collaboration between national intelligence agencies became 
evident. There was a strong desire to go beyond the post-9/11 arrange-
ments and launch concrete intelligence cooperation initiatives involving 
national intelligence and security services as well as EU institutions and 
bodies. Moreover, it was assumed that the latter would be particularly 
suited to horizontal arrangements which would prove effective in the fi ght 
against terrorism. It was widely believed that threats to the security of the 
Union and dangers posed by its enemies should be placed on a common 
denominator. 

 It was signifi cant that the concept of enhanced horizontal cooperation 
was associated with the second pillar, and that some analytical capabili-
ties had been developed under the aegis of the High Representative since 
the early 2000s. In particular, the Joint Situation Centre was frequently 
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mentioned as a would-be intelligence hub in the EU. A partially declassi-
fi ed document drawn up in January 2005 by a ‘trialogue’ of presidencies 
(Luxembourg, the Netherlands and the UK) provided for SITCEN to 
have a central position in the General Secretariat of the Council to enable 
it to provide appropriate customers with intelligence-based assessments 
and reports. SITCEN could then help to bridge the gap between the 
CFSP/EDSP and JHA pillars, providing a well crafted internal and exter-
nal security analysis capability (Council of the EU  2005a , p. 2). It was 
recommended that intelligence-driven analytical efforts made by counter- 
terrorism groups and other EU bodies operating at the level of intergov-
ernmental cooperation, such as the Terrorism Working Group, horizontal 
Working Party on Terrorism or the Article 36 Committee in the third pil-
lar, should be more streamlined and focused. Responsibility for accurate, 
thorough and effective delivery of terrorism-oriented analyses and assess-
ments should rest with SITCEN.  However, Europol’s products would 
keep their own characteristics as intelligence-led criminal analyses on the 
basis of information provided by national law-enforcement authorities. 

 The priority for SITCEN was acknowledged by leading EU offi cials, 
including High Representative Javier Solana and EU Counter-Terrorism 
Coordinator Gilles de Kerchove. Solana proposed granting SITCEN com-
petence in ‘the production of intelligence analyses with a view to support 
EU policy making’ (Solana  2004 ). De Kerchove, in a short introduction 
to a report on fusion centres in Europe, argued that: ‘The SITCEN has 
developed into a unique platform where strategic intelligence produced 
by the intelligence, security and military services, police information col-
lected by EUROPOL and open sources are integrated and summarised’ 
(de Kerchove  2010 , p. xxi). In a similar vein, Johnny Engell-Hansen, the 
then Head of the Operations Unit at SITCEN, giving evidence in January 
2009 to the UK House of Lords, said: ‘We have established our own open 
sources intelligence capability within the Situation Centre. Essentially, we 
are now able to fuse open sources information, diplomatic reporting, mili-
tary and civilian intelligence into all-sources situation assessments’ (House 
of Lords  2009 , p. 32). William Shapcott, the head of SITCEN at that 
time, stated emphatically that this unit was an exclusive body with vision 
and experience of horizontal cross-pillar cooperation in the EU security 
fi eld. He said: ‘I now go to a host of JHA Committee meetings which 
I would never have dreamt of a long time ago. De Vries [EU Counter- 
terrorism Coordinator] as well. We are all trying to make sure that the 
interior ministries see SitCen as something that they own jointly and that 
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works for them’ (House of Lords 2005, p.  61). He also asserted that: 
‘We have been quite careful, even from the beginning, not to formally 
have it in the Second Pillar. We have played with Solana’s double-hatting. 
[…] We are not exclusively a Second Pillar body’(House of Lords 2005, 
pp. 60–1). 

 However, SITCEN’s real output was less effective and more problem-
atic than initially expected (see Council of the EU  2005b ; Shapcott  2008 , 
pp. 26–8,  2011 , pp. 121–3). Attempts to practise all-source analysis at 
SITCEN differed signifi cantly from analogous activities undertaken by 
national intelligence organisations. Limitations and shortcomings of infor-
mation exchange and intelligence sharing in the EU lessened the possibili-
ties for the integration of dispersed and diverse information available at 
the strategic level. Access to classifi ed information was severely restricted 
which generally limited its usefulness for all-source analysis. The collection 
and collation of information and intelligence from segmented sources was 
often onerous and disappointing. Even in strategically important cases an 
accurate, timely and effective all-source analysis and intelligence assess-
ment was barely feasible (Müller-Wille  2002 , pp. 74–8; Fägersten  2008 , 
pp. 63–5). 

 In an effort to alleviate the defi cit of ‘sharp’ intelligence, all-source 
analysis has been practised in hubs established around EU agencies and 
units responsible for cooperation in the established security fi eld. Thus, 
SITCEN was responsible for threat assessment and situational awareness 
in EU external missions; the EUMS Intelligence Division for military 
intelligence; the Crisis Room for crisis management and early warning; 
Europol and Eurojust for criminal intelligence; and Frontex for situation 
assessment and risk analysis at the EU external borders. 

 The expansion of sense-making and intelligence-led bodies in the EU 
posed a new dilemma associated with the proper distribution of compe-
tences and the sound management of information and knowledge at the 
EU level. It should be underlined that effective management is commonly 
intertwined with formal political legitimacy. That was why EU Member 
States decided, on the occasion of the Lisbon reform of EU treaty law, to 
establish a central coordination unit concatenating law-enforcement ser-
vices in joint operational efforts and providing them with accurate, timely 
and useful intelligence support. The Standing Committee on Operational 
Cooperation on Internal Security (COSI) set up in 2010 (Council of 
the EU 2010h) became a core element in the institutional framework 
of EU law-enforcement cooperation, using an intelligence-led approach 
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to  promote the EU policy cycle for organised and serious international 
crime. COSI was also authorised to engage relevant EU agencies and bod-
ies, particularly Europol, in producing threat assessments and providing 
inputs to the policy-making process specifi ed by the policy cycle. It there-
fore sought to endow these agencies with resources and capabilities rein-
forcing EU coordination mechanisms and arrangements focused on early 
warning, situational awareness and threat assessment. 

 COSI’s role is not only relevant to the coordination of inter-agency 
activities in the fi eld of internal security and criminal justice. It is equally 
important to the maintenance of strong, lively and effective working con-
tacts with the Political and Security Committee as a body coordinating 
and supervising the CSDP. Since 2011, the cooperation between COSI 
and the PSC has been developed under the heading of ‘strengthening ties 
between CSDP and FSJ (Freedom, Security and Justice) actors’, including 
exchanges of information and mutual support. Administrative arrange-
ments and cooperation schemes between EU law-enforcement and CSDP 
agencies and units enabled access to and exchange of information and 
intelligence held by these EU entities. 

 The COSI–PSC rapprochement came about through a Hungarian 
initiative seeking a substantial improvement in EU security policy coop-
eration. Responding to a desire expressed by several Member States, 
Hungary, which held the presidency of the EU Council in the fi rst term of 
2011, made the following specifi c proposals:

 –    Enhancing the exchange of personal and strategic information and 
criminal intelligence between EU civilian crisis-management mis-
sions and relevant EU agencies, given that civilian CSDP missions 
have no legal personality, information is often classifi ed, Frontex is 
not allowed to exchange personal data and only some of Europol’s 
formal agreements with third countries extend to the sharing of 
personal data.  

 –   Involving internal security actors, including COSI and the rel-
evant agencies, in the early phase of the planning process during 
the conduct and review of EU civilian crisis-management mis-
sions, including the planning and monitoring of CSDP civilian 
missions in third countries as well as involvement in the drafting of 
Crisis Management Concepts and Concepts of Operations.  

 –   Integrating threat and risk assessments supplied by a variety 
of actors, especially SITCEN’s country and thematic reports, 
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Europol’s OCTA and TE-SAT reports, Frontex’s risk assessments 
and the Mission Analytical Capabilities assessments.  

 –   Advocating for the interests of the CSDP and internal security 
policy actors in the EU’s changing data-protection environment 
through a comprehensive new legal framework on the protection 
of personal data in the EU.  

 –   Bringing about an immediate and tangible improvement in 
operational- level cooperation in non-controversial areas, mainly 
in training (Council of the EU  2011a ).    

 The Hungarian initiative was welcomed by the Council, which recom-
mended work on ways and means of closer cooperation and coordina-
tion in the fi eld of EU security should proceed. The Council proposed 
to convene monthly inter-institutional information meetings of offi cials 
from COSI, the General Secretariat of the Council (DGH), EEAS (PSC) 
and the Commission (DG HOME), to improve planning and informa-
tion fl ow. Other services could also be invited, depending on the agenda. 
Meetings would be hosted either by the presidency or on a rotating basis 
by the presidency, EEAS and the Commission (Council of the EU  2011b ). 

 In May 2011 EEAS and the Commission followed up the Hungarian 
initiative with joint proposals to the PSC for strengthening ties between 
CSDP and internal security actors. These were discussed at the informal 
PSC-COSI meeting on 1 June 2011 and adopted in December 2011 as 
the ‘Strengthening Ties between CSDP and FSJ’ road map. It provided a 
general framework for common proposals and decisions. Several specifi c 
areas for further action were identifi ed, among them comprehensive situ-
ational awareness and intelligence support to the EU as well as exchange 
of information and mutual support. SITCEN was appointed as the leading 
actor in the fi eld of situational awareness and intelligence. The exchange 
of information was centred in Europol, and cooperation frameworks with 
Frontex and Eurojust were to be developed as well as possible collabora-
tion with Interpol (Council of the EU  2011c ). 

 The road map was subject to an annual progress evaluation, and an 
informal CSDP/FSJ Core Team was set up to monitor its implementa-
tion. Progress in this regard was encouraging but not impressive. Although 
numerous horizontal meetings assembled representatives of EEAS, the 
General Secretariat of the Council, INTCEN, SATCEN, Europol and 
Frontex, they focused more on methodological issues, prospects for bet-
ter information exchange and future undertakings. Formal and  practical 
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obstacles to information sharing, especially classifi ed information and 
personal data, were one of the main problems identifi ed in the course 
of implementing the road map. It specifi cally addressed EU agencies in 
the FSJ area, namely Europol and Frontex, which suffered from the lack 
of direct exchange of information with EU forces participating in CSDP 
missions (Council of the EU  2014f , p. 2). Other problems were lack of 
human resources and reservations as to the reliability of classifi ed docu-
ment communication systems between the cooperating agencies and bod-
ies (Council of the EU  2014g ). 

 These horizontal initiatives of institutional synergy building, though 
largely informal and as yet without tangible effects, augur well for future 
cooperation in information exchange and intelligence sharing, and should 
be regarded as the starting point of a further search for synergies in EU 
security policies.  

   THE SINGLE INTELLIGENCE ANALYSIS CAPACITY 
 The Single Intelligence Analysis Capacity (SIAC) is a functional arrange-
ment of INTCEN and EUMS INT, designed to enhance the quality and 
increase the number of intelligence products available to EU offi cials and 
decision makers. 

 SIAC was established in January 2007 as a cooperative scheme between 
the EU Joint Situation Centre and the Intelligence Division of the EU 
Military Staff (Council of the EU  2008b , p. 98). The idea of bringing 
together civilian and military intelligence capabilities for more effective 
and reliable situational assessments and risk analyses came from High 
Representative Javier Solana in 2006. It addressed the urgent need for a 
comprehensive approach to the EU’s security policies. It was also a reaction 
to serious shortcomings and intelligence fl aws during the 2006 Lebanon 
war, particularly the defi cit of raw intelligence to support SITCEN’s 
production (Engberg  2014 , pp. 66–7). Solana’s plan was to establish a 
wider knowledge base for intelligence analysis by pooling civilian intelli-
gence obtained by SITCEN with early warnings and situation assessments 
provided by the EUMS INTDIV (Jones  2012a , p. 3; van Buuren 2009, 
p. 10).The objective of these partner entities was to develop a capability 
for all-source analysis by defi ning rules of access to information and data 
acquired both by SITCEN and INTDIV.  This was thought to be par-
ticularly profi table where there was a pressing necessity to evaluate a crisis 
or a threat, make situational assessment and risk analysis, or support the 

NETWORK SYNERGIES IN THE EU INTELLIGENCE COMMUNITY 235



decision- making institutions responding to a crisis situation with timely 
and reliable products (van Buuren 2009, p. 10; Jones  2012a , p. 3). 

 The SIAC method relied on inputs from civilian and military sources 
which were collated, compared, analysed and checked against available 
open information sources. In particular, SIAC was expected to correlate 
national intelligence deliverables with information and analytical material 
delivered by EU bodies involved in external actions under the CFSP—
civilian and military missions and operations, fact-fi nding teams and EU 
delegations as well as Special Representatives and Special Envoys. In its 
early years, the extended and gradually improving SIAC collaboration 
scheme brought about wider access to a great variety of information and 
intelligence. Lt. Gen. David Leakey, Director General in the EU Military 
Staff in the years 2007–2010, declared with a small dose of exaggeration 
that ‘What is working better and better is the close collaboration between 
the EUMS Intel Directorate and the Civilian Intelligence machine in the 
SITCEN. Even Member States push this. It is a developing success story’ 
(IMPETUS  2010 , p. 3). 

 However, the SIAC formula did not entirely meet the needs and 
demands of Member States. The contribution of national intelligence 
services did not increase signifi cantly. It also took a long time for reli-
able communication channels and procedures to be established between 
SITCEN and INTDIV. Moreover, SIAC did not ensure a fully integrated 
intelligence analysis process because of the problems with extracting spe-
cifi c data and intelligence from Member States. According to Norheim- 
Martinsen ( 2013 , p. 98), ‘The SIAC does not provide for a fully integrated 
structure, but ensures that when there is a need for information on a cer-
tain issue, for example, an emerging confl ict, SITCEN and INTDIR coor-
dinate requests for information, upon which they then base their joint 
assessment of the situation’. Substantial support comes from EU agencies 
operating in the internal security fi eld such as Europol and Frontex, which 
can also exchange analytical material with INTCEN. Also, some parts of 
the EEAS crisis-management hub are involved in the SIAC workfl ow. For 
example, the EU SitRoom has been exchanging its risk assessment lists 
with SIAC (Manchin  2014 , pp. 167–8). 

 Former Director of Intelligence at EUMS, Brig. Gen. Gintaras Bagdonas 
( 2010 , p. 16) assured his readers that ‘The SIAC working arrangement is 
unique for several reasons. Firstly, because it sets the ground for joint intel-
lectual efforts for analysts from the two main EU intelligence entities and 
prevents duplication; secondly, it has created conditions to implement the 
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new intelligence sharing policy, whereby intelligence contributions pro-
vided by MS intelligence organisations are available for both SITCEN and 
Int[elligence] Dir[ectory] analysts; and fi nally, these arrangements have 
been conducted towards achieving the best quality intelligence products 
corresponding to the EU CSDP requirements.’ In similar mood, Ilkka 
Salmi ( 2014 ), the Director of INTCEN, asserted that ‘EU INTCEN and 
EUMS INT together as the Single Intelligence Analysis Capacity (SIAC) 
form a unique setting for comprehensive joint intelligence assessments, 
covering both civilian and military, and external and internal, aspects of 
any given situation’. Józef Kozłowski and José-Miguel Palacios-Coronel 
(2015, p. 42), former high-ranking offi cials in EUMS INT and INTCEN, 
underlined the fact that units they had represented ‘have become one of 
the EU forerunners in the fi eld of producing synergies by a joint civilian- 
military approach’. 

 The civilian and military intelligence bodies in the EU strive not only to 
make the most effective use of the different kinds of information they get 
from national providers. They also seek to avoid duplicating the acquisi-
tion, processing and analysis of information and pre-processed inputs. In 
the case of national intelligence agencies, both EUMS INT and INTCEN 
coordinate requests for information with a view to launching and develop-
ing a joint intelligence end product (Fägersten  2014 , p. 97). Ilkka Salmi 
argues that SIAC is profi table for INTCEN thanks to its close institutional 
and personal contact with EUMS INT: ‘When we produce our products, 
most of them are joint production anyway – probably 90 per cent’ (Clerix 
 2014 ). 

 SIAC’s Military Intelligence System Support (MISS) originally encom-
passed a joint database administered by EUMS and a network connect-
ing EU INTDIV and SITCEN with national military intelligence services 
of Member States and other partners (Bagdonas  2010 , p. 16). With the 
establishment of EEAS, an Intelligence Support Architecture (ISA) was 
formed, its operations set out in the HR/VP’s decision no. HR DEC 
(2012)013 dated 22 June 2012 (classifi ed) (EEAS  2013b , p. 10). This 
was intended to strengthen inter-agency coordination within EEAS and 
the European Commission and also improve connections with national 
intelligence authorities from EU Member States as well as international 
partners (Kozłowski and Palacios-Coronel  2015 , p. 41). Its administra-
tive structure consists of the Intelligence Steering Board (ISB) and the 
Intelligence Working Group (IWG), assisted by a small secretariat. The 
ISB is chaired by the HR/VP or the EEAS Executive Secretary-General. 

NETWORK SYNERGIES IN THE EU INTELLIGENCE COMMUNITY 237



Senior offi cials from the relevant Managing Directorates of EEAS and, if 
required, representatives of the General Secretariat of the Council, the 
Commission and the EU Counter-Terrorism Co-ordinators also sit on 
the Board. The IWG is a preparatory body for the ISB, co-chaired by 
the heads of INTCEN and EUMS INT. Again, representatives of the rel-
evant Managing Directorates of EEAS take part in monthly meetings. The 
secretariat is co-organised and run jointly by EUMS INT and INTCEN 
(Salmi  2014 ; Fägersten  2015 , p. 7). 

 The Prioritised Intelligence Requirements (PIR) are the backbone of 
the ISA. They are adopted every year by the ISB, having been proposed by 
the IWG following consultations with Member States and, where appropri-
ate, other stakeholders. They are presented as a list of priorities, focus areas 
and requirements for joint intelligence production at the strategic level. 
In addition to the PIR, the Steering Board implements organisational and 
policy measures seeking to improve the overall performance of the ISA and 
address defi ciencies in the EU security fi eld. The IWG, for its part, ‘syn-
chronises the tasking of the Single Intelligence Analysis Capacity (SIAC), 
defi nes SIAC product range, and develops and monitors a feedback mecha-
nism’ (Kozłowski and Palacios-Coronel  2015 , p. 42; also Fägersten  2015 , 
p. 7). It is complemented by the SIAC Tasking Mechanism approved by 
the Intelligence Steering Board (EEAS  2013b , p. 10). 

 The ISA provides a good example of the opportunities created by the 
post-Lisbon institutional rearrangement and Member States’ belief that 
closer cooperation between the military and civilian intelligence elements 
is potential value added to EU security. Notwithstanding national reser-
vations and a defi cit of political endorsement, the ISA has framed joint 
intelligence production in the EU at the strategic level and laid the fi rm 
foundations for well structured and increasingly effective cooperation. 
According to the head of INTCEN, ‘this two-level approach to intel-
ligence support ensures a balanced dialogue and constant interaction 
between the decision-makers and the intelligence providers. It also allows 
us to arrange the intelligence cycle more appropriately to be able to feed in 
timely assessments for the policy-making process’ (Salmi  2014 ).  

   FUSION CENTRES IN THE EU 
 The archipelago of intelligence hubs in the EU has emerged as a consid-
ered response to the dispersal of security information around the EU’s 
internal and external dimensions. The main driver behind early efforts to 
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establish intelligence-led analytical units at the EU level was the need to 
concentrate fragmentary and scattered sources of information. The EU’s 
developing security policies and strategies increasingly require processed 
information and specialist knowledge for cogent strategic planning and 
effective decision making. Analytical outputs provided to decision makers 
by EU bodies had traditionally originated in different institutional and 
organisational settings employing specifi c tradecraft and having varied 
access to information resources and data banks. 

 The need to ‘join up the dots’ was a constant headache for EU intel-
ligence units. The fusion method, a holistic approach to intelligence based 
on all-source information collection and analysis, was regarded as a rem-
edy (Connable  2012 , p. 1). Data fusion, according to Buede and Waltz 
( 1998 ), means ‘an adaptive knowledge creation process in which diverse 
elements of similar or dissimilar observations (data) are aligned, corre-
lated, and combined into organized and indexed sets (information), which 
are further assessed to model, understand, and explain (knowledge) the 
makeup and behavior of a domain under observation’. Data fusion usually 
takes place in a fusion centre. This is a large data clearing house in which 
information is collected, collated, securely stored, scrutinised, interpreted, 
analysed and converted into intelligence. Analytical reports (risk analyses, 
threat assessments, situation trends, critical evaluation) and other intel-
ligence products (such as biographical fi les, security screening lists, alerts, 
link and network visualisations, matrices, charts, maps, graphs and other 
deliverables) are subsequently disseminated to authorised users and stored 
for further analytical or operational use. The fusion centre offers relatively 
comfortable working conditions for a variety of agencies and bodies that 
have traditionally operated as separate entities. The slow yet evident prog-
ress in EU security cooperation, especially as regards internal security and 
border control, but also in the CSDP area, has demanded from EU insti-
tutions and Member States more than the responsible, competent and 
effective management of information and intelligence. Dispersing com-
mon assets, hindering intelligence workfl ow and dismantling institutional 
efforts at the EU level was no longer acceptable, especially when con-
fronted with challenges and tasks in the areas of counter-terrorism, crisis 
management and the fi ght against organised crime. Thus, as described 
earlier, the military and civilian intelligence sectors within the CSDP 
approved the format of SIAC.  Criminal analysis and information shar-
ing between national law-enforcement services and EU bodies were for-
mally stimulated by EU institutions through the adoption of several legal 
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 measures. Council Decision 2005/671/JHA on the exchange of informa-
tion and cooperation concerning terrorist offences (Council of the EU 
 2005c , p. 22) and the Council Framework Decision 2006/960/JHA on 
simplifying the exchange of information and intelligence between national 
law-enforcement authorities (Council of the EU  2006c , p. 89) required 
Member States to share all available information and intelligence with 
both Europol and Eurojust (Rozée et al.  2013 , pp. 378–9). These legal 
measures were intended to strengthen the information workfl ow between 
national stakeholders, yet they were also aimed at enhancing the intelli-
gence capabilities of EU agencies, especially Europol’s intelligence tasks as 
provided in the decision establishing this agency. The need to fuse infor-
mation in an all-source analytical entity was also felt in Frontex. In 2008, 
the Frontex Situation Centre was created in order to provide a detailed, 
accurate and up-to-date situational picture of the EU’s external borders 
(Frontex  2015a , b). 

 These undertakings at least partially proved the potential for synergies 
between relevant EU agencies and units built on improved intelligence 
capabilities through standardisation of internal procedures designed to 
overcome operational obstacles (Svendsen  2011 , pp. 531–2). The Lisbon 
treaty reforms introduced signifi cant changes in the legal and institutional 
construction of the European Union. Law-enforcement cooperation was 
strengthened by the EU Internal Security Strategy adopted in early 2010; 
EU agencies and bodies had new opportunities to manage the growing 
information fl ow and achieve signifi cant progress in crime prevention and 
the tackling of organised crime. A real challenge for law enforcement, 
however, is posed by obstacles to the integration and collation of scattered 
sources of information and data. These sources often fall under different 
jurisdictions, are subject to various procedural and organisational frame-
works, and are protected by specifi c measures. 

 The application of a fusion centre model to the current EU criminal 
intelligence hub must take into account existing intelligence sharing and 
law-enforcement collaboration systems which tend to use all-source anal-
ysis to produce strategic intelligence, threat assessments and situational 
reports. Europol is predestined to perform the role of a fusion centre 
given its tasks, competences and resources. As Patrick G. Byrne, Europol 
Senior Representative in Washington, D.C., aptly stated, ‘Europol itself 
could be described as a European fusion center—ready, willing, and able 
to support its international partners and colleagues. It is a major interna-
tional fusion center collecting, collating, and analyzing data and delivering 
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support to EU member states and its operational and strategic partners’ 
(Byrne  2013 , p. 65). 

 In this view, Europol is an EU agency in charge of criminal intelligence 
analysis and intelligence support in transnational law-enforcement opera-
tions. However, its databases are fed mostly by national police services, 
supplemented by open-source information from the media, publicly avail-
able materials and commercial analytical products. Data and intelligence 
acquired and stored by EU agencies and units can compensate for the lack 
of secret government intelligence, but sensitive criminal intelligence held 
by such agencies as Frontex, INTCEN or SATCEN, is subject to specifi c 
regulations regarding security clearance, data encoding, data transmission, 
user authentication and so on. 

 In spite of these drawbacks, Europol appears to possess the organisa-
tional resources, experience, practical knowledge and international reach 
necessary for a fusion centre (Busuioc and Groenleer  2013 , p. 293). Its 
complex, state-of-the-art computerised database and communication sys-
tem receives information and data from national law-enforcement and/
or internal security agencies of Member States and, when necessary, third 
countries and organisations (Mounier  2009b ). Their inputs are veri-
fi ed, selected and stored in Europol’s fi les and databases. EU agencies 
and bodies like INTCEN, Frontex, Eurojust and the offi ce of the EU 
Counter-Terrorism Coordinator also contribute relevant data. Europol 
collates these data with information mined from public media and other 
open sources: government documents; reports from public organisations 
and the private sector; academic publications; so-called grey literature 
(unpublished written material or studies published outside publicly avail-
able sources, often lacking peer review); journals and magazines; and news 
agency reports and newspapers. In cases of contradictions or ambiguities, 
intelligence extracted from open sources is cross-checked against Member 
States’ inputs. The results are integrated with the policy cycle for organ-
ised and serious international crime.  

   SYNERGETIC NETWORK ARRANGEMENTS: TOWARDS 
A COMPREHENSIVE APPROACH 

 The original fusion centre model assumed a solid institutional and organ-
isational groundwork, a secure working environment, a concentrated 
information fl ow, the maximisation of synergies and intensifi ed efforts by 
analysts and intelligence producers. Within the EU criminal intelligence 
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hub, Europol represents this model. However, there is scope for synergetic 
intelligence networks extending beyond formal institutional settings and 
enabling the fusion and analysis of dispersed, multi-source information 
and intelligence. Inter-institutional connectivity must be tackled in the 
context of complex communication networks, the soft competences of 
EU institutional actors and the often rigid stances exhibited by Member 
States. 

 The EU intelligence community could be depicted as a virtual net-
worked arrangement enabling the fusion of data and information acquired 
from scattered sources to produce complete and timely intelligence esti-
mates and assessments of the main threats and risks to EU security. An 
EU virtual intelligence hub (EU VIH) closely connects the EU agencies 
and units that are practically involved in strategic intelligence analysis—
Europol, Frontex and the EU Intelligence Analysis Centre—which employ 
their own specifi c tradecraft and are linked to other sectoral EU intel-
ligence arrangements active in the CFSP/CSDP and AFSJ policy areas. 
Rather than a single physical location, an institutional network established 
at EU level guarantees a relatively secure, stable and professional work-
ing environment for intelligence tradecraft. Rather than a head unit with 
strong political position and wide operational capabilities, this model relies 
on working arrangements, substantial levels of mutual confi dence and effi -
cient communication networks. EU VIH resembles a macro-hub linking 
existing sectoral fusion establishments scattered throughout the wide area 
of EU security. Political, legal and logistical impediments over matters of 
internal security, crisis management and defence preclude the centralisa-
tion of strategic intelligence and the institutional fusion of information 
related to security threats and risks. 

 EU VIH is, then, a working arrangement maximising information and 
intelligence inputs acquired and processed by national authorities from 
EU Member States and third parties or extracted from overt sources. 
This ‘pooling and sharing’ arrangement is the rationale for intense 
 intelligence- led cooperation aiming to identify main threats, detect sources 
of risks and support all-source intelligence analysis. 

 The fi rst hurdle in integrating these agencies and units is their organisa-
tional autonomy, refl ected in the scope of their competences and degree 
of independence within the EU institutional framework. It determines 
the availability of information as well as the quantity of data transferred to 
authorised customers in EU agencies and units. 
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 The essence of EU VIH is that its interconnected hubs enable a constant 
formalised information workfl ow and intelligence sharing, but it lacks a 
central data clearing house. Scattered intelligence originators make only 
partial use of synergetic connections between the institutional nodes. 
The division lines between intelligence hubs remain clear-cut and almost 
impassable; all-source analysis within the EU intelligence community 
is still the frame of reference, Although former High Representative 
Catherine Ashton acknowledged that ‘the EU INTCEN serves as the 
EEAS' intelligence hub’, the Council later resolutely declared that ‘neither 
the SITCEN, nor any other component of the EEAS, is an “intelligence 
service”. The High Representative has no intention to establish an “intel-
ligence service” as part of the EEAS’ (European Parliament  2010a ). Later 
offi cial statements rejecting the creation of an EU intelligence agency 
reaffi rmed the lack of political consensus among Member States. 

 Comprehensiveness is considered by EU offi cials as the key element 
of EU crisis prevention and crisis management, highly relevant in cases 
of complex crises and breakdowns with serious and long-term political, 
military, economic, diplomatic and humanitarian consequences (Vimont 
 2014 , p. 36). In May 2014, the Council pointed out that the comprehen-
sive approach to EU security policy should stem from early, coordinated 
and shared analysis of the security environment. Joint analyses should con-
tribute to decision making, providing shared context analysis, particularly 
when civilian and military expertise is needed and civilian–military syner-
gies can be generated (see Faria  2014 , pp. 11–12). The Council referred to 
inter-agency coordination and connectivity as the essential element in the 
EU's comprehensive approach to knowledge management and informa-
tion sharing, focusing on the ongoing process of approximation between 
the CSDP and FSJ agencies: ‘The Council also underscores the need to 
continue to strengthen the ties between CSDP and the areas of Freedom, 
Security and Justice (FSJ) and more effectively develop synergies between 
CSDP actions with FSJ actions as well as actions carried out in other EU 
domains’ (Council of the EU  2014h , p. 3). 

 The comprehensive approach to intelligence cooperation in the EU 
assumes that traditional boundaries between security fi elds and intelli-
gence disciplines will increasingly have less relevance, enabling EU institu-
tions and agencies and Member States to make the best use of available 
resources and work out a responsive and adaptive approach to emerg-
ing challenges (Haag and Anaya  2011 , p. 9). There is a strong political 

NETWORK SYNERGIES IN THE EU INTELLIGENCE COMMUNITY 243



consensus among Member States on the need to develop and consoli-
date arrangements that can improve awareness of challenges and effective 
responses without prejudice to national security interests and sovereign 
rights. 

 Inter-agency information exchange takes place at different levels and 
the contribution of individual agencies to intelligence output also varies. 
The potential for synergetic connections is still insuffi ciently exploited. In 
addition to the reservations of Member States, the lack of mutual confi -
dence and technological barriers, the sharing of EU classifi ed information 
and intelligence products built on classifi ed national inputs is contested. 
In practice, OSINT deliverables barely fi ll the gaps left by national intelli-
gence services, underscoring the importance of a comprehensive approach 
to intelligence cooperation in the EU. The existing components of the 
EU strategic intelligence community provide a solid basis for developing 
more advanced forms of cooperation. SIAC, inter-agency connections, 
fusion mechanisms and all-source analytical solutions should be regarded 
as structural and functional components of the intelligence community 
network architecture. The ability to generate added value from the infor-
mation resources and analytical skills is clear in the area of EU security but 
it remains a long way from a genuine, fully fl edged and comprehensive 
model of security governance in the EU.      
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    CHAPTER 10   

          The issue of democratic oversight of intelligence services raises many 
 controversies and poses some challenging questions about appropriate 
normative frameworks, procedures and instruments. It goes without say-
ing that intelligence services and their international forms of cooperation 
are to a considerable extent shrouded in secrecy, creating signifi cant obsta-
cles to any form of monitoring, control, supervision or oversight (Gill and 
Phythian  2012 , pp. 170–2). The intelligence sector often has to defend 
itself against close monitoring and careful observation by the media and 
NGOs sensitive to issues of privacy, transparency and accountability. It 
seeks exemption from thorough review for the sake of its robustness, 
effectiveness and reliability. It is motivated by its unique capacities and 
exclusive entitlement to carry out secret activities concerning vital security 
issues and protecting public order and national interests. However, the 
‘exclusiveness’ of the intelligence sector may generate serious risks and, 
sometimes, direct threats to the legitimate authorities, the legal order in 
the state and, last but not least, international relations. Intelligence can 
pose serious moral and ethical dilemmas in view of its contested tradecraft, 
secrecy and exclusiveness, and activities that may be detrimental to privacy 
and individual freedoms (Herman  2004 ; Erskine  2004 ; Sepper 2020; Gill 
and Phythian  2012 ). The danger of the emergence of the ‘state within 
a state’ has urged civil society and citizens’ representative institutions to 
determine criteria, norms and procedures of democratic oversight making 
the intelligence sector accountable to state authorities and to civil society. 

 EU Intelligence Oversight                     



   OVERSIGHT, CONTROL AND ACCOUNTABILITY 
 Oversight is defi ned as the thorough, careful and structured scrutiny of an 
entity (individual, organisation or network) that aims to evaluate its compli-
ance with binding rules, principles or criteria, such as effectiveness, validity 
or transparency (Baker  2008 , pp. 201–2). It includes formal and informal, 
general and detailed measures and procedures covering all aspects of the 
entity’s behaviour or performance or focusing on specifi c areas (Wills et al. 
 2011 , p. 41). It also entails informal and formal scrutiny by the legislature 
of the observance of constitutional principles, legal norms and regulations. 
Oversight is closely tied to the notion of accountability. Following Bovens, 
accountability may be defi ned as a relationship between an actor and the 
organisational environment in which the actor is obliged to explain his or 
her conduct, justify past, present and future decisions and actions, respond 
to questions and charges and accept the full consequences of his or her 
behaviour (Bovens  2007a , b; Bovens et al.  2010 , p. 35). Accountability 
from an institutional perspective is the checking and overseeing of the 
established patterns of agents’ behaviour. In the functionalist perspec-
tive, it is a precondition of the legitimacy, transparency and effi ciency of 
actors in a pre-defi ned setting promoting mutually benefi cial cooperation 
(Grant and Keohane  2005 , pp. 31–2; Keohane  2006 , p. 76; Bovens  2010 , 
pp. 954–5). In the normative perspective, it is associated with mechanisms 
and procedures for enforcing rules and executing sanctions in the event 
of a breach of the normative order. Control and punishment underpin the 
regulatory function of accountability as a relationship, ensuring the rule of 
law and preventing abuse of power in a complex governance system (Benz 
et al.  2007 , p. 443; Trechsel  2010 , pp. 1052–3). Accountability mecha-
nisms are territorially bounded because of the relatively narrow scope of 
international cooperation between national oversight and review bodies 
(Leigh  2011 , p. 4). 

 Oversight, control and accountability quite often address the prob-
lem of ‘abuse of power’, or in more practical terms, the stretching of 
competences beyond their formal limits, legal boundaries or organisa-
tional frameworks. Leigh put forward three persuasive arguments for the 
legal oversight and supervision of international intelligence cooperation 
(Leigh  2011 , p. 7). First, intelligence activities take place within a legal 
framework which makes them subject to general and specifi c provisions. 
Likewise, intelligence agencies are not only politically dependent but are 
also bound by legal norms which are overseen by relevant constitutional 
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bodies. Second, the national intelligence institutions and international 
arrangements they establish and maintain must observe international law, 
especially its humanitarian aspects, and strictly follow the principles of law-
fulness and certainty. Third, intelligence offi cials must assume legal liabil-
ity and responsibility for their decisions and activities. 

 The often contentious issue of oversight and control has also been 
identifi ed with regard to intelligence cooperation in the EU. Although the 
powers conferred on EU institutions and agencies making up the intel-
ligence community are considerably limited (see Bono  2006 , p. 442), the 
density of sense-making and intelligence networks, and the comprehen-
sive approach to the management and political supervision of information 
exchange and intelligence sharing makes it desirable, indeed necessary, to 
determine multiple mechanisms of oversight and control in intelligence 
cooperation at the EU level. Nevertheless, individual Member States have 
national patterns of oversight and scrutiny in place that can act as a spring-
board for enhanced control and supervision of EU agencies and bodies 
involved in intelligence cooperation. 

 In most EU Member States international intelligence cooperation is a 
politically sensitive issue and ‘an under-scrutinised area of services’ work’ 
(Leigh  2015 , p.  1). As Gill and Phythian argue ( 2012 , p.  177), secu-
rity intelligence is ‘low visibility work’ with extensive scope for discretion. 
There are many reasons: the sovereignty principle, the predominance of 
national oversight authorities, the soft competences of international scru-
tiny bodies, restricted access to information and lack of trust. National 
institutions are responsible for control and oversight in accordance with 
binding legal regulations. Information, data or intelligence entrusted to 
supranational agencies and loaded into computer information systems 
connecting numerous national users in a central hub managed by EU 
institutions have already been checked for their availability to external 
actors. Oversight therefore entails: management of data stored in EU 
information systems; supervision of authorities responsible for the proper 
handling of information received and the delivery of intelligence products; 
control of the application of EU norms regulating access to information, 
in particular that covered by a confi dentiality clause; and checking whether 
information and intelligence products are strictly related to categories per-
mitted by the law. 

 The European intelligence community does not possess autonomous 
operational capabilities and as such avoids controversial and risky activi-
ties which could result in public protests or political skirmishes. Hence, 
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no dramatic decisions and disputed operations, such as covert actions, 
eavesdropping or infi ltration, have occurred. However, there have been 
many controversies surrounding the management of information by EU 
agencies and bodies, the transfer of sensitive data to third countries and 
the control of the way information and intelligence is used by EU agen-
cies and units; these have stimulated political discussion and proposals 
for enhancing oversight and scrutiny of the EU intelligence community. 
Generally, oversight and accountability address the following issues:

•    protection of information, especially personal data;  
•   vertical accountability of EU agencies and bodies;  
•   horizontal oversight on EU legal grounds.    

 In a democratic community, which the European Union certainly is, 
democratic oversight executed by institutions endowed with constitutional 
prerogatives is considered a prerequisite for the legitimacy and account-
ability of executive power. Oversight and control over intelligence services 
is seen as a safeguard against potential harm to democratic governance, 
civil liberties and fundamental rights through the abuse of powers and 
competences granted to the intelligence authorities. Given that the man-
agement of intelligence services depends on the executive, intelligence 
leadership and its subordination to the government risks becoming politi-
cised. The worst-case scenario would involve the head of an executive 
branch or government using intelligence apparatus as a tool to weaken the 
opposition and safeguard its own particular, and not the national, inter-
ests. The risk of a government getting out of control and creating a ‘state 
within the state’ is often seen by the public as one of the biggest threats 
to democratic governance (Leigh  2007 , p.  68). Nevertheless, even the 
most radical opponents of the ‘pervasive’ secret services acknowledge the 
need to have state institutions protecting critical information sources and 
shielding the central authorities from dangerous interference. As Caparini 
( 2007 , p. 4) aptly put it: ‘The quest of intelligence control and oversight 
in the democratic state, then, is to enable agencies to produce effective 
security intelligence while ensuring that they operate within the law and in 
a way that is consistent with democratic norms and standards’. 

 An analysis of the oversight and accountability of the EU intelligence 
community is highly demanding in terms of methodology. The generic 
model of intelligence oversight and democratic accountability applied to 
individual states and their political regimes does not necessarily fi t the 
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structure and logic of EU intelligence cooperation, which has evolved 
from dispersed and varied forms of cooperation to a genuine organisa-
tional form of intelligence sharing. Some of the interesting conceptual 
proposals in this area do not meet the EU’s current determinants, tasks 
and challenges. Müller-Wille’s conception of the hierarchical accountabil-
ity of EU intelligence cooperation is a telling example. It focuses on the 
question of who the political ‘master’ is at the EU level (Müller-Wille 
 2006 , pp. 109–10), highlighting the institutional framework of coopera-
tion and assuming a relatively low level of intelligence sharing with the 
participation of EU agencies and units. 

 For the purpose of the present study, the explanatory power and 
descriptive value of the tri-dimensional accountability concept seem more 
suitable. It emphasises the peculiar aspects of the ‘distorted community’ 
of intelligence stakeholders in the EU, which derives from its heteroge-
neous structure, networked system of interconnected hubs, and intersect-
ing identities, competences and loyalties. It also frames the complexity of 
EU intelligence control mechanisms in the context of tensions between 
national scrutiny and supranational oversight.  

   TRI-DIMENSIONAL ACCOUNTABILITY 
 Accountability and oversight in democratic regimes have been extensively 
discussed by outstanding representatives of ‘transitology’ and ‘consolidol-
ogy’, in other words, scholars developing theoretical approaches to social 
and political change. Guillermo O’Donnell introduced the concept of two 
dimensions of accountability: vertical and horizontal (O’Donnell  1994 , 
p. 64). The former concerns the sources of legitimate authority and the 
relationship between actors participating in power distribution (i.e., from 
citizens to elected leaders); the latter refers to autonomous agencies capa-
ble of calling into question and eventually punishing the misuse of prerog-
atives or the abuse of power by a public actor (Waldrauch  1998 , pp. 1–2). 
Robert Pastor ( 1999 , p. 124) added the third dimension of accountability: 
international observation and supervision ‘enhancing vertical accountabil-
ity by making sure elections are successful and  strengthening the horizon-
tal axis by calling encroaching institutions to account for their actions’. 

 Marina Caparini adopted the concept of tri-dimensional accountability 
in her analysis of intelligence services. Starting with the vertical dimension, 
she emphasised the importance of the executive as the branch of the state 
responsible for tasking and directing intelligence services. Representatives 
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of the executive (the president, the head of government or a minister 
responsible for the intelligence sector) can set policy guidelines, determine 
administrative systems or directly instruct the head and senior management 
of intelligence agencies. They can demand access to relevant information 
held by the services for the sake of national security and vital national inter-
ests. Top-down hierarchical control and supervision are also enforced by 
the head of the intelligence sector or directors of individual agencies. An 
internal affairs department ensures the proper discharge of duties by intel-
ligence offi cers and intervenes in any case of misconduct. Exceptionally 
in intelligence services, bottom-up accountability in the form of ‘whistle-
blowing’ is an internal mechanism to draw public attention, or even the 
state authorities’ concern, to mismanagement, malfunctioning or direct 
threats to national security or the public interest. Self-accountability and 
exact compliance with professional norms and administrative directives 
occur more frequently (Caparini  2007 , pp. 10–11). The vertical dimension 
also involves non-state actors: citizens, non-governmental organisations, 
advocacy groups and media. None of them is formally entitled to supervise 
intelligence authorities. They conduct ‘undersight’ ( sousveillance ), moni-
toring offi cial surveillance practices, expressing concerns when appropri-
ate (van Buuren  2013 , p. 250) and alerting the public when fundamental 
interests or civil liberties are in jeopardy. The media as the ‘fi fth power’ 
play a prominent role due to their much wider access to information and 
their capacity to contact the representatives of state authorities, includ-
ing the intelligence sector. They can also articulate public opinion, voice 
citizens’ concerns and provide feedback to state security institutions and 
authorities (Caparini  2007 , pp. 12–13). 

 The horizontal dimension consists of inter-institutional connections 
and is determined by the distribution of competences and duties among 
parallel power branches. Separation of powers and a system of checks 
and balances are the foundations of democratic government, safeguard-
ing constitutional principles and national security. Intelligence services, 
with their specifi c role in national security policy and strategy, interact 
differently with each of the branches of state power. The steering and 
management functions performed by the executive are subject to internal 
control mechanisms that sometimes involve politicisation and  partisanship. 
Consequently, the legislature acts as the ‘guardian’ of democratic control 
and oversight. Parliamentary scrutiny is often regarded as the most effec-
tive means of supervision of intelligence institutions and as a corrective 
mechanism in respect of the intelligence apparatus. Parliament establishes 
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the legal framework for the intelligence sector, sets the competences, rights 
and duties of intelligence services, exercises general oversight and decides 
on fi nancial resources. Parliamentary committees can request informa-
tion from representatives of intelligence services and organise hearings 
(Caparini  2007 , p. 13). Parliamentary oversight does, however, have some 
shortcomings. Intelligence offi cials may decline to provide information 
requested in the interests of national security. Secrecy is frequently used as 
a weapon against inquisitive MPs. Political rivalries may also prevail over 
the real need to scrutinise intelligence institutions (Baker  2008 , p. 200), 
which may lead to an instrumental and biased approach to the intelligence 
sector. 

 The role of the judiciary is peculiar due to its prerogative to monitor 
actions of the other branches and particularly to prevent the executive 
from exercising power arbitrarily (Leigh  2007 , pp. 75–6). Judicial review 
gives the courts the power to interpret laws and veto actions which under-
mine constitutional and legal order (Caparini  2007 , p. 15). Independent 
oversight is an important addition to the vertical confi guration of account-
ability. The offi ces of ombudsman, data-protection supervisor or national 
auditor can investigate procedural irregularities and administrative failings. 

 The third dimension of accountability addresses the impact of interna-
tional actors on the functioning of national intelligence agencies. Caparini 
argues that the role of the international community is increasingly sig-
nifi cant in spite of the sovereignty principle and the protective measures 
adopted by national governments. Intergovernmental organisations, such 
as the Council of Europe or NATO, international courts, like the European 
Court of Human Rights, and even international NGOs can exert a direct 
infl uence on national intelligence services. They can reveal secret informa-
tion and launch international investigations (as in the case of the so-called 
CIA rendition fl ights in collaboration with several European countries). 
They can even set some standards with regard to oversight and account-
ability (Caparini  2007 , pp. 16–17). 

 The tri-dimensional accountability model fi ts the EU intelligence 
community well given the data, information and analytical material that 
underpin it. Respect for ‘national ownership’ of information and intel-
ligence transmitted to the relevant EU agencies and units has a tremen-
dous  practical impact on oversight and control. For the governments of 
Member States, their presence in the Council of the EU and its working 
bodies is not always suffi cient. They seek to tighten their grip on informa-
tion management in the security fi eld through the establishment of joint 
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supervisory authorities. Equally, national supervision may be strengthened 
by national parliamentary oversight insofar as the required EU legislation 
is adopted. 

 In the vertical setting, the activities of social actors, advocacy groups 
and media are important, as they indicate the areas exempted from ‘nor-
mal’ monitoring and control and thereby posing certain risks to funda-
mental rights, civil liberties and democratic politics.  Sousveillance  ‘focuses 
on enhancing the ability of people to access and collect data about their 
surveillance and to neutralize surveillance’ (Mann et  al.  2003 , p. 333). 
Several NGOs, independent advocacy groups and media outlets, such as 
Statewatch, the Transnational Institute, EU   Observer.com     or   Euractiv.
com     have been systematically observing developments in EU intelligence 
cooperation.  

   VERTICAL INTELLIGENCE OVERSIGHT IN THE EU 
 The European intelligence community was established by Member States 
which took advantage of existing legal and organisational capabilities and 
engaged various EU institutions and agencies in information exchange 
and analysis for the purposes of security, crisis management and public 
order. Despite the ever-increasing capabilities of EU bodies, advanced 
intelligence tradecraft and synergetic connections within the EU, intel-
ligence cooperation is heavily dependent on national strategies, poli-
cies and inputs. This is less obvious in the strategic dimension, where 
horizontal networks of knowledge sharing and strategic forecast connect 
various sources of intelligence and enable the fl ow of diversifi ed informa-
tion resources. The vertical setting, especially with regard to oversight 
mechanisms, highlights the national interests of Member States as well as 
political and legal constraints. The principle of ‘sovereign ownership’ of 
information and intelligence products handed over by national authori-
ties for further use by EU institutions and agencies is the cornerstone 
of EU cooperation. Therefore, information sharing and the delivery of 
intelligence products remains under the direct supervision of relevant 
national authorities. This is especially relevant to military intelligence, 
which is subject to stringent safeguards enforced by national authori-
ties. The confi guration of the EU security fi eld, where representatives 
of national governments are involved in the supervision and control of 
agencies belonging to the EU intelligence community, refl ects the inter-
governmental nature of intelligence cooperation, particularly with regard 
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to the criminal intelligence hub and the three agencies operating there: 
Europol, Eurojust and Frontex. 

 The military hub is effectively outside the supervision and control 
of EU institutions and bodies. The Intelligence Directorate of the EU 
Military Staff is subordinated to the EU Military Committee, composed 
of representatives of Member States’ chiefs of defence. The EU Military 
Committee responds to the Political and Security Committee, guarantee-
ing that representatives of governments exert a direct infl uence on military 
co-ordination and keep control of strategic developments in military secu-
rity and crisis management. No joint supervisory body has been created; 
any form of supervision or monitoring is up to national representatives of 
the government or the military staff. The case of INTCEN is distinct: it 
provides intelligence support for CSDP missions and operations on the 
basis of information and analyses delivered by national civilian intelligence 
services. Its dubious legal basis has blurred the limits of accountability and 
in practice it avoids democratic scrutiny. Instead, a well elaborated mecha-
nism of horizontal accountability, executed by the High Representative, 
has been implemented and improved (Clerix  2014 ). The diplomatic and 
crisis-management hubs operate within the institutional framework of 
EEAS. The HR/VP keeps the mechanisms, channels and procedures of 
intelligence sharing under constant supervision without detriment to the 
security and foreign affairs interests of the Member States. 

 Vertical oversight is much more developed in the area of freedom, 
security and justice, where agencies are subject to review and government 
bodies are inspected as provided by the Council of the EU or appointed 
by the Management Board. The Lisbon treaty established the Standing 
Committee on operational cooperation on internal security (COSI), which 
sits at the same level as the Political and Security Committee in the CSFP/
CSDP fi elds and also holds a strategic position with regard to information 
management and intelligence sharing. In particular, COSI is responsible 
for promoting the principles of intelligence-led policing and improving 
information sharing in the internal security fi eld. COSI monitors develop-
ments in the fi eld at the strategic and policy-shaping levels, sets priorities 
for the agencies and contributes to strategic guidelines adopted by the 
Council (Council of the EU  2015 ). 

 The EU criminal intelligence hub is also monitored by representatives 
of independent national supervisory bodies which make up a joint super-
visory authority. This body controls the accountability of agencies and 
supervises the large-scale EU IT systems that process sensitive data for the 
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purposes of EU law: the Schengen Information System (SIS II), Eurodac, 
the Customs Information System (CIS) and the Visa Information System 
(VIS). It oversees the activities of these agencies and information systems, 
ensuring that data is processed properly and dealing with any diffi culty 
in the application and interpretation of the relevant legal provisions. It 
ensures, in particular, that the rights of the individual are not affected by 
the storage, processing and use of the data held by the agencies. It also 
monitors the transmission of data originating from the agencies, particu-
larly when third parties are involved. 

 The supervisory body is also consulted by the Management Board on 
matters related to the processing, storing and sharing of information held 
in the relevant EU agencies. It can issue opinions and formulate recom-
mendations which, although not binding, are generally taken into account 
and implemented by the managing institutions of the agencies concerned. 

 Organisation and tasks differ slightly between agencies. The Joint 
Supervisory Board of Europol meets at least four times a year and issues 
public minutes (Europol  2009b ). Once a year it conducts a full inspection 
and, where necessary, additional inspections dedicated to specifi c issues 
(Wills et al.  2011 , p. 62). Eurojust’s JSB meets twice a year, carries out 
a full inspection every two years with a follow-up visit the next year and 
may also make regular on-the-spot inspections (Eurojust  2009 ; Wills et al. 
 2011 , pp. 62–3). Europol’s Management Board appoints an independent 
Data Protection Offi cer tasked with ensuring the lawful processing of per-
sonal data, reporting annually on compliance with the Europol decision 
and cooperating with the Joint Supervisory Body (Europol  2009b ). 

 Joint supervisory bodies were also established by representatives 
of the national data-protection authorities to oversee the protection of 
data stored in the EU’s large-scale information system. The Schengen 
Joint Supervisory Authority controls the central unit of the Schengen 
Information System (SIS II), ensuring compliance with relevant data pro-
tection provisions, especially with regard to personal data. The majority 
of alerts in SIS II concern individuals—third-country nationals—and are 
issued on the grounds of a threat to public policy or public security or to 
national security (Article 96 CISA). Therefore, the monitoring of SIS II is 
consistent with general protective rules concerning personal data. 

 The Visa Information System (VIS) Supervision Co-ordination Group 
is made up of representatives of the national VIS supervisory authorities 
from each Member State and the European Data Protection Supervisor. It 
aims to enhance cooperation between the national supervisory authorities 
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and ensure the coordinated supervision of VIS and national systems. It 
assists the supervisory authorities in carrying out audits and inspections. 
It also examines problems with the exercise of independent supervision, 
especially regarding the rights of data subjects (VIS  2013 ). 

 In recent years Eurodac, which processes alpha-numerical and bio-
metric data for EU asylum policy purposes, has developed coordinated 
supervision engaging national entities, data protection authorities (DPAs), 
and the European Data Protection Supervisor (EDPS). While each DPA 
monitors the collection and use of data in their own country, the EDPS 
monitors the activities of Eurodac’s central unit to ensure respect for the 
rights of data subjects (Eurodac  2009 ). 

 Another layer of vertical oversight involves national parliaments. The 
national legislatures exercise control and oversight of domestic intelli-
gence services and their foreign linkages. National parliaments remain at 
the heart of democratic control over the intelligence sector in Member 
States (Herranz‐Surrallés  2014 , p.  9). Article 88 TFEU provides that 
Europol’s activities, including the collection, storage, processing, analysis 
and exchange of information, must be scrutinised by national parliaments 
(see Abazi  2014 , pp. 1129–30). Likewise Eurojust, in conformity with 
Article 85 TFEU, is obliged to involve national parliaments in the evalu-
ation of its activities. However, the treaty stipulates that detailed provi-
sions should be adopted by the European Parliament and the Council. 
Given the sensitivity and complexity of this matter, no regulation has been 
adopted for the time being. In practice, national parliaments do not enjoy 
any signifi cant supervisory power over Europol and Eurojust.  

   HORIZONTAL INTELLIGENCE OVERSIGHT IN THE EU 
 The horizontal dimension seems appropriate for an extensive institutional 
network where entities making up the complex organisational structure 
are closely connected. In the case of EU intelligence oversight, the insti-
tutional network is not well developed and the relationships between 
respective entities are not balanced, because the Council of the EU and 
the European Council are principally embedded in vertical governmental 
structures which have quite limited monitoring roles at the EU level. 

 The European Parliament, with its strong democratic legitimacy, 
appears to be the appropriate institution to deal with controversial and 
demanding issues of transparency, control and oversight. The Court of 
Justice of the EU is limited by the provisions of the EU treaties and is 
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 generally excluded from rulings on intelligence cooperation in the Union. 
A number of specialised bodies involved in the monitoring of the handling 
of sensitive information, especially personal data, only have a marginal 
impact on the European intelligence community; their oversight compe-
tences are nevertheless briefl y presented here. 

 The European Data Protection Supervisor (EDPS) was established in 
2004 to uphold privacy rules when personal data is processed by the EU 
institutions and bodies in the course of their duties, including for intel-
ligence purposes. The European Ombudsman conducts inquiries in cases 
of alleged maladministration by EU agencies and bodies, which might 
concern, amongst other things, public access to documents (De Moor and 
Vermeulen  2011 , p. 387). Another horizontal body is the Article 29 Data 
Protection Working Party, set up under Directive 95/46/EC, on the pro-
tection of individuals with regard to the processing of their personal data 
and on the free movement of such data (European Parliament and the 
Council of the EU  1995 ). It brings together representatives of national 
data-protection authorities, the EDPS and the European Commission. 
It is an advisory body promoting the uniform application of the general 
principles of data protection and providing expertise with regard to the 
processing of personal data and privacy in the EU. 

 The European Parliament occupies a prominent place in the EU system 
of horizontal oversight, especially following the Lisbon treaty reform. Its 
oversight competences have been widened formally and strengthened in 
practice, although they still lack sharpness and are constrained by existing 
regulations on access to classifi ed information. In the realms of diplomacy, 
security and defence it is principally confi ned to general supervisory pow-
ers over the CFSP and the CSDP and to budgetary powers. Its access 
to classifi ed information, and hence infl uence on the decision-making 
process, is limited. It is not concerned with military operations and bud-
getary expenditure and is limited to a tiny group of fi ve MEPs—the 
‘Gang of Five’ (Curtin  2013 , p. 445)—who have to meet stringent crite-
ria of access to classifi ed information (Rosén  2014 , pp. 5–6). The 2002 
inter- institutional agreement between the European Parliament and the 
Council established procedures on access by the European Parliament to 
sensitive information in the fi eld of security and defence policy (European 
Parliament and the Council of the EU  2002 ). A new arrangement, drafted 
in 2012 but still not approved by mid-2015, does not change the essential 
provisions although the scope of the arrangement is extended to the CFSP 
and EEAS appears as a party to it. Access to classifi ed information is still 
severely restricted but not limited in number (Council of the EU  2012c ). 
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The European Parliament has the right to be consulted and kept regularly 
informed of developments in CSDP matters. 

 In the comparative historical perspective, parliamentary oversight was 
seen as an underdeveloped area hampered by ‘the logic of intergovern-
mentalism favouring the executives over the legislatives’ (Puntscher 
Riekmann  2008 , p.  32). However, while the European Parliament has 
gained more infl uence over agencies involved in the EU criminal intel-
ligence hub, such as Europol and Eurojust, this new capacity is not yet 
fully effective. Article 88 of the TFEU stipulates that Europol’s activi-
ties, including the collection, storage, processing, analysis and exchange 
of information, in particular that forwarded by the authorities of Member 
States or third countries or bodies, must be scrutinised by the European 
Parliament. Similarly, according to Article 85 TFEU, the evaluation of 
Eurojust activities will involve the European Parliament. In 2010 the 
European Parliament published a communication on Europol scrutiny 
(European Commission  2010b ). In 2013 the European Commission 
presented proposals for new regulations reconstituting both agencies. 
Interestingly, detailed provisions concerning parliamentary scrutiny of 
the two agencies differ substantially, highlighting the essential distinc-
tion between ‘evaluation’ (Eurojust) (European Commission  2013a ) and 
‘scrutiny’ (Europol) (European Commission  2013b ). According to these 
proposals, both agencies are subject to general evaluation requirements 
including the appearance of the heads of the agencies and chairpersons 
of the Management Boards before the European Parliament (taking into 
account the obligation to observe discretion and confi dentiality), delivery 
of reports, studies and evaluations and information about administrative 
arrangements concluded by the agencies with third parties. In the case of 
Europol, scrutiny includes the European Parliament’s right of access to 
‘sensitive non-classifi ed information processed through or by Europol’ as 
well as European Union classifi ed information (Council of the EU  2014c ). 

 Unlike Europol and Eurojust, Frontex is not explicitly mentioned in 
the Treaty on the Functioning of the European Union in the context of 
either scrutiny or evaluation of its activities. The European Parliament, 
then, executes general oversight but this is deemed insuffi cient for the 
effective supervision of the management of sensitive data, particularly 
for the purposes of risk analysis, threat assessment, situational and pre- 
frontier intelligence pictures. This relates particularly to the controversy 
over processing the personal data of certain migrant groups (returnees, 
‘facilitators’, suspected human traffi ckers), where Frontex used to apply 
the secrecy rule (Carrera  2007 , p. 14). 
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 In response to this accountability defi cit, in 2012 Frontex established 
a Consultative Forum to improve mechanisms for monitoring respect 
for fundamental rights in all the agency’s activities. The Forum brought 
together offi cials from EU agencies, such as the European Asylum Support 
Offi ce and the Fundamental Rights Agency, international intergovernmen-
tal humanitarian organisations (the United Nations High Commissioner 
for Refugees, OSCE, Council of Europe) and representatives of civil soci-
ety organisations active in the fi eld of human rights, privacy and migration 
(such as Amnesty International, the European Council for Refugees and 
Exiles, the International Commission of Jurists, the Jesuit Refugee Service 
Europe, Red Cross Europe and others) (Frontex  2015a ). In its fi rst two 
years, the Consultative Forum on many occasions raised issues of per-
sonal data, risk analyses and the methodology employed by Frontex’s Risk 
Analysis Unit (Frontex  2014 ,  2015b ). 

 The European Parliament also has an important competence in the 
sphere of the EU’s external relations. According to Article 218 of the 
TFEU, its consent is required for the conclusion of international agree-
ments that cover fi elds to which ordinary legislative procedure applies. 
Therefore, the European Parliament exercises control over the interna-
tional commitments negotiated by the Commission and made by the 
Council. Any international agreement adopted by the EU with regard to 
information exchange and data sharing must be approved by the European 
Parliament, which has shown particular determination and engagement in 
the cases of PNR, SWIFT and the data protection Umbrella Agreement. 
EU institutions face a serious dilemma when evaluating established work-
ing arrangements from the perspective of fundamental rights and civil 
liberties, namely privacy, personal data protection and remedies. The 
European Parliament has been particularly determined to prevent EU 
citizens from any possible misuse or abuse of their privacy for the sake of 
security measures adopted during the ‘war on terror’. 

 The European Parliament garnered considerable experience during 
a special inquiry into the so-called Echelon affair. Echelon was a secret 
global electronic surveillance system set up in the 1970s and operated 
by the US National Security Agency. It used communication intelligence 
(COMINT) techniques and equipment to intercept satellite connections, 
and sorted phone calls, telex, telegraph and computer signals. It was tar-
geted at governments, organisations, companies and individuals. The 
interception of secret information on European companies, revealed by 
the press in the late 1990s and interpreted as industrial espionage, sparked 
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widespread outrage in European societies and provoked anti-American 
sentiments. In a report published in July 2001 by a committee of enquiry, 
the practice of espionage was confi rmed and the European Parliament 
called on Member States to adopt legislation providing for the appropri-
ate protection of privacy and confi dentiality of business communications 
(European Parliament  2001 ,  2002 ,  2014a ). After 9/11, the strategic 
partnership between the EU and the US in the ‘war on terror’ margin-
alised the controversies over the Echelon system and even strengthened 
mutual cooperation in communication and signals intelligence. Despite 
the European Parliament’s call to establish a European platform for rep-
resentatives of national monitoring bodies to scrutinise the consistency of 
national laws with European law, little progress has been made. 

 The European Parliament’s oversight also includes activities of indi-
vidual members (MEPs), not only during debates, but also in the form 
of questions addressed to EU institutions that have vertical oversight and 
administrative control over EU intelligence bodies. These questions not 
only sought explanations for certain aspects of EU intelligence coopera-
tion but also explored the sensitivity of information possessed by EU insti-
tutions, mainly the Council and the Commission, and the framework of its 
availability under applicable EU law. 

 Judicial control over EU agencies and bodies involved in intelligence- 
led activities has remained a source of concern, mostly due to certain 
exceptions and the exclusion of operational activities from Court of Justice 
control (Gless  2002 ; Wagner  2006 ; De Moor and Vermeulen  2010 ). 
According to the relevant provisions of the Lisbon treaty (Article 275 
TFEU), the Court has no jurisdiction in matters of common security and 
defence policy (Keukeleire and Delreux  2014 , pp. 89–90; Hillion  2014 ). 
In addition, the Court is not authorised to review the validity or propor-
tionality of operations carried out by the police or other law-enforcement 
services of a Member State, nor the exercise of the responsibilities incum-
bent upon Member States with regard to the maintenance of law and 
order and the safeguarding of internal security (Article 276 TFEU).  

   CONCLUSIONS 
 The EU strategic intelligence community generates mixed responses to 
questions of oversight and accountability. Müller-Wille observed, as early 
as the mid-2000s, that ‘The main defi cits in terms of democratic account-
ability of the European intelligence community are located at the national 
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level. This is where the collection of intelligence takes place, the main risk 
of abuse of state powers lies, and the greatest threats are posed to civil 
liberties’ (Müller-Wille  2006 , p. 125). Indeed, the principle of origina-
tor control is the critical determinant of intelligence oversight in the EU, 
hampering efforts to strengthen the independent control and supervision 
of information management and intelligence sharing in the EU security 
fi elds (Walsh  2006 , p. 635; Abazi  2014 , p. 1122). 

 National intelligence services are obliged to observe the rules and prin-
ciples of democratic oversight in their countries and follow guidelines for 
international cooperation (Born et al.  2015 , pp. 84–8; Bigo et al.  2015 ). 
When it comes to practical activities in the international dimension, they 
also become subject to monitoring and evaluation performed by trans-
national institutions coordinating cooperation in the area of information 
exchange and intelligence sharing. However, as Wetzling ( 2009 , p. 108) 
noted, ‘concerted intelligence activities escape the remit of national 
accountability forums, whilst not being absorbed by existing European 
accountability forums either’. Effective EU oversight is undermined by 
the lack of European public authority (BVerfG  2009 ). Moreover, it does 
not cover cooperation with semi-offi cial intelligence groups, especially on 
counter-terrorism and the fi ght against crime, such as the Berne Club, 
the Police Working Group on Terrorism or, to a certain extent, the G6 
Group. 

 On the other hand, robust intelligence cooperation requires an adequate 
level of discretion, which can limit the oversight capacities of transnational 
bodies, without necessarily curbing the accountability of institutions 
involved in intelligence sharing. As Curtin, Mair and Papadopoulos argue 
( 2010 , pp. 936–7), openness has not always been regarded as an obvious ele-
ment of government. The oversight functions performed by the European 
Parliament emphasise the transparency of EU agencies and access to all 
available information concerning intelligence cooperation at the EU level. 
Abazi ( 2014 , p. 1132) rightly observes that ‘The new oversight role of 
the European Parliament is multifaceted and highly dependent on receiv-
ing information, either in the form of reports or through direct questions 
and statements’. However, the European Parliament has been consistently 
separated from the sensitive information and pre- processed intelligence 
delivered by intelligence agencies from Member States. Governments still 
have plenty of room to manoeuvre when it comes to formal oversight and 
accountability procedures. Their strong position vis-à-vis EU oversight 
institutions and bodies means that transnational intelligence cooperation 
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and information exchange can barely escape existing national mechanisms 
of control and evaluation. 

 The European intelligence community is a network structure operating 
at the strategic level of information exchange and knowledge manage-
ment. Evaluation and assessment of the scope and content of intelligence 
production is a joint undertaking by EU agencies and units and respective 
national services. Institutional oversight includes a set of measures, pro-
cedures and mechanisms generated at the intersection of separate ambits 
of intelligence management and tradecraft, practised in the EU by its 
agencies and Member States. As a result, the oversight and accountabil-
ity of the EU intelligence community are subject to disaggregated policy 
arrangements—an inherent feature of the EU intelligence community as a 
distorted epistemic community.      
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    CHAPTER 11   

          The rich scholarship in intelligence studies is based on the assumption 
that national security is the domain of the state authorities responsible for 
the organisation and functioning of the intelligence services. This state- 
centric perspective stems from a direct link between intelligence, and the 
protection of state sovereignty and national interests. It is also the result 
of the particular position of intelligence services within legal and political 
systems. The purpose of intelligence is to obtain information and data 
relating to the fundamental interests of the state, especially in the fi eld 
of national and international security, and process them into analytical 
material used by decision makers. Intelligence activities are conducted by 
relevant state bodies, but increasing bilateral and multilateral international 
cooperation can be seen in the acquisition, processing and sharing of intel-
ligence products. International structures have emerged to enable com-
munication between national intelligence services and to pool common 
resources to improve intelligence production. 

 EU intelligence cooperation has been evolving towards a phronetic 
community based on complex networks connecting security actors who use 
practical knowledge to activate, develop and maintain intelligence security. 
This community uses the networked architecture of information exchange 
and intelligence sharing between EU agencies and its Member States, and 
the functional isomorphic patterns developed by some Member States. 

 Conclusions: The Maturing EU 
Intelligence Community                     



   THE ARCHAEOLOGY OF EU INTELLIGENCE COOPERATION: 
GOING TO THE SOURCES 

 The idea of an intelligence community in democratic Europe began 
to form in the minds of politicians and experts during the accelerated 
political and security integration of the early 1990s. The EU’s economic 
integration, and military and law-enforcement security cooperation (the 
second and third pillars) led to questions about the Union’s real ability 
to guarantee the safety of its citizens and provide continued and adequate 
support for the national security policies of Member States. 

 Early debates on intelligence security in the EU were rather disappoint-
ing, marked by inconsistency, divisiveness and sovereignty-driven argu-
ments. Governments of Member States preferred informal initiatives to 
formal regulations, narrow coalitions to EU-wide consensual arrange-
ments, and ad hoc undertakings to institutional solutions. The hybrid 
nature of the European Union facilitated the fuzzy logic of security coop-
eration and the interconnections within bilateral and multilateral collabo-
ration among Member States determined by EU legal and institutional 
competences. The chances of developing and adopting a comprehensive 
approach to the organisation and functioning of intelligence cooperation 
in the EU were slight. Alessandro Politi ( 1998b , p. 16) found, as early 
as 1998, that ‘a European intelligence policy or community need not 
be complex or highly formalized’. The political imperative to develop a 
common security and defence policy and to strengthen internal security 
cooperation among law-enforcement services had implications for intel-
ligence capabilities and solutions. Any military operation involving EU 
forces required proper and effective planning, reconnaissance, situational 
awareness and information management. As a part of multinational forces 
the EU could rely on external intelligence support, as in the case of the 
Balkans in the 1990s where NATO provided the necessary information 
and intelligence input. However, the ambition of the EU to acquire a 
more independent role and to increase its capabilities for autonomous 
military operations in the context of the newly evolving post-Cold War 
global security environment induced Member States at the turn of the 
century to agree on institutional and structural changes. 

 According to Dorn ( 2008 , p. 167) the need for additional security mea-
sures in the face of increasing security threats, the damage done by serious and 
organised crime, the close links between intra- and non-EU criminal networks 
and the fuzzy boundaries between the internal and external dimensions of 
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security was the main driver for the development of intelligence cooperation 
within the EU political and institutional framework. 

 The positive element of the European integration process was refl ected 
in the functional spill-over in the area of the free movement of persons 
identifi ed with the creation of the Schengen zone. Member States were 
obliged to put more emphasis on cross-border cooperation in prevent-
ing and fi ghting crime as well as reinforcing their frontiers and modernis-
ing border infrastructure, especially in its external sections with non-EU 
countries. The amount of information and data exchanged between police 
offi cers, border guards and intelligence services of the Member States was 
growing in volume and relevance, overcoming some of the latters’ reserva-
tions about further cooperation in the intelligence fi eld. In a follow-up to 
the 1999 summit meetings, EU heads of state and government increas-
ingly highlighted intelligence collection and analysis capabilities as a nec-
essary component of the ESDP (Villadsen  2000 , p. 81), foreseeing the 
possibility of achieving the relative operational autonomy that would allow 
the implementation of the Petersberg tasks without directly involving 
NATO. To this end, future European forces would have to build capacities 
compatible with the requirements of command, control and intelligence 
in order to perform on the international stage as legitimate actors ready 
for effective crisis response and post-confl ict stabilisation. 

 In the late 1990s Alessandro Politi had already identifi ed opportunities 
for close intelligence cooperation. He wrote: ‘Since intelligence objectives 
and methods are not determined by some abstract political requirement 
but are driven by an individual intelligence service that is trying to antici-
pate and satisfy the needs of its political masters, a European intelligence 
policy need not be a highly formalized and institutionalized affair. It should 
be perceived and practised rather as an alternative culture which may shape 
the collective behaviour of the services concerned’ (Politi  1998b , p. 8). 
Klaus Becher, a senior research fellow at Stiftung Wissenschaft und Politik, 
noticed at that time that ‘Future developments in intelligence in Europe 
are going to be shaped […] by externally imposed political expectations. 
In return for continued funding, European governments will demand that 
intelligence supports them effi ciently in their effort to master today’s 
complicated political agenda in a continent that is both widening and 
deepening its economic and political integration, and having to face up 
to broader responsibilities in a social and economic environment of rapid 
change on a global scale’ (Becher  1998 , p. 37). 
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 From its beginnings, intelligence cooperation in the EU has encountered 
numerous problems due to the low level of trust between competent 
authorities of Member States, poorly developed communication networks 
and differences in techniques and methods of intelligence. Nevertheless, it 
received a strong impetus at the beginning of the 2000s in response to the 
proliferation of threats and the emergence of global challenges and risks.  

   NETWORKS OVER HIERARCHIES 
 The ‘soft’ approach to intelligence cooperation in the EU was conducive 
to the emergence of functional-institutional ‘focal points’ where relevant 
EU agencies and units organised information exchange and intelligence 
production within the frameworks determined by EU security objectives 
and Member States’ national interests. The complex network of intelli-
gence hubs established in different areas of European security integration 
has signifi cant advantages in terms of information workfl ow, multi-source 
analysis, strategic outlook and the ability to generate synergetic connec-
tions. However, the possibility of setting up a central EU intelligence unit 
arose in crisis situations (after the 9/11 and 3/11 terrorist attacks, follow-
ing disclosure of US secret intelligence activities in EU Member States), 
acting as a wake-up call for Member States which were neglecting intel-
ligence sharing with EU agencies and occasioning security gaps in EU 
policies. 

 Interestingly the concept of a European intelligence agency had sur-
faced already in the early 1990s, coinciding with the grand reform of the 
European integration edifi ce. Jaap Donath, a Dutch scholar investigating 
the directions of security integration in the early 1990s, asserted that ‘The 
European Community (EC) needs a strategic intelligence organization 
comparable to the Central Intelligence Agency. […] Its most important 
task would be the analysis of overtly gathered information and prepar-
ing it for use by the policymakers. […] For the long-term prospect the 
ECIO [European Community Intelligence Organisation] should become 
an organization which recruits and trains its own personnel for all the 
information gathering’ (Donath  1993 , p. 16). 

 The idea of an EU intelligence agency also appeared several times on the 
surface of Brussels’ political life. In the post-Lisbon legal and institutional 
setting, it reappeared in public debate in the aftermath of the so-called 
PRISM affair (Bigo et al.  2013 ). Vivienne Reding, Vice-President of the 
European Commission and Commissioner for Justice and Fundamental 
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Rights, endorsed the idea of establishing a European intelligence agency by 
2020. In an interview for the Greek daily  Naftemporiki  the Commissioner 
severely criticised the surveillance of EU institutions and Member States 
that was carried out by the US National Security Agency. She stressed the 
necessity of having a single and coherent set of data protection rules in the 
EU in relation to the United States and other countries which develop 
and strengthen cooperation and partnership with the Union in political, 
economic and security-related matters. She supported a Franco-German 
initiative presented to the European Council for bilateral talks with the 
USA to fi nd an understanding on mutual relations in the fi eld of intel-
ligence cooperation (European Council  2013 ). She said: ‘What we need is 
to strengthen Europe in th[e intelligence] fi eld, so we can level the playing 
fi eld with our US partners, I would therefore wish to use this occasion to 
negotiate an agreement on stronger secret service cooperation among the 
EU Member States – so that we can speak with a strong common voice to 
the US. The NSA needs a counterweight. My long-term proposal would 
therefore be to set up a European Intelligence Service by 2020’ (Reding 
 2013 ). 

 Commissioner Reding’s idea of a European intelligence service was 
preceded by questions from a Dutch MEP to the Commission concerning 
‘the creation of a single intelligence service’, understood and interpreted 
as ‘an attempt to set up a European equivalent of the American CIA’ 
(European Parliament  2013b , p. 581). In response to this question, HR/
VP Ashton fi rmly stated that ‘There are no plans to create a “European” 
intelligence service’. Interestingly, Baroness Ashton indicated that ‘any 
initiative in this fi eld would be governed by Title V of the Treaty on the 
Functioning of the European Union which already contains a number of 
procedural and substantive provisions with regard to Member States and 
Union prerogatives in this regard’ (European Parliament  2013b , p. 581). 
The Council recalled that ‘Article 73  1   of the Treaty on the Functioning 
of the European Union leaves it up to the Member States to organise 
between themselves and under their responsibility such forms of coopera-
tion and coordination as they deem appropriate between national security 
Departments’ (European Parliament  2010b ). 

 Given that Title V of the TFEU contains provisions in the area of 
freedom, security and justice, Ashton’s answer suggested that intel-
ligence cooperation might develop in the fi eld of policing and criminal 
justice. A Dutch MEP, Laurence J.A.J. Stassen, asked for clarifi cation 
of Commissioner Reding’s suggestions about a future EU intelligence 
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agency with regard to earlier assurances that the EU had no plans to 
establish a secret service (European Parliament  2014b , p. 430). Vivienne 
Reding affi rmed that ‘There are currently no plans to establish a European 
intelligence service’. She qualifi ed her earlier statements, arguing that they 
referred ‘to the need to speak with a strong common voice to the US on 
matters related to national security’. Commissioner Reding advanced the 
following thesis: ‘The establishment of a European intelligence service 
would require a change in the Treaties.’ She referred to the provision 
of Article 4.2. TEU, which contained a general national security clause 
(European Parliament  2014b , p. 430). In fact, such a standpoint has to 
be referred to an earlier interpretation made by the Council in answer to 
a question from two MEPs concerning the CIA secret fl ights in Europe 
(European Parliament  2013c , p. 109). The Council invoked the provision 
of Article 4.2. TEU and decisively stated that ‘the work of Member States’ 
intelligence agencies for national security matters remains the sole respon-
sibility of Member States’. In a similar vein, Ilkka Salmi, the director of 
EU INTCEN, argued that the setting up of an EU intelligence agency 
would entail treaty reform, given that the binding general provisions of 
the TEU clearly stated that national security fell within the competence of 
Member States. Moreover, he raised a practical question concerning real 
value added to the ongoing intelligence collaboration between Member 
States which is, in his view, ‘a very intensive cooperation in European 
intelligence and security services anyway’ (Clerix  2014 ). 

 The latter remark is particularly signifi cant when discussing the strengths 
and weaknesses of the EU strategic intelligence community. Evidently, the 
EU intelligence community unites, to put it fi guratively following Cogan 
( 2004 ), gatherers, not hunters. The model that has been constructed 
since the late 1990s has been framed by network arrangements and multi- 
dimensional communication channels interconnecting EU and national 
stakeholders. It was thoroughly deliberated on by Member States which 
sought a functional arrangement for a comprehensive assessment and 
analysis of the growing amount of information and intelligence concern-
ing not only their national security, but also EU-wide security objectives 
and concerns. In practical terms, the network architecture enables a con-
trolled information exchange and gives intelligence support for strategic 
assessments and risk analyses prepared either by EU agencies or national 
intelligence services. It should be pointed out that the network architec-
ture protects national security interests and meets the intelligence require-
ments of Member States. Shapcott ( 2011 , p. 123) remarked that ‘The EU 
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model separates collection, assessment and policy. Collection is generally 
the business of MS and their intelligence services, with a small portion of 
this harvest being made available to the EU. In the EU, assessment stands 
apart from policy, which is for a wider circle.’ 

 The arguments presented above justify the conclusion that the net-
worked confi guration of interconnected intelligence hubs in the EU 
successfully compensates the lack of a centralised hierarchical structure 
of intelligence sharing. The primacy of networks over hierarchies is a 
direct effect of the national interests and security clauses which underpin 
Member States’ policies, and are respected by EU law. The horizontal 
dimension of EU intelligence cooperation makes room for specifi c poli-
cies and actions which provide the EU strategic intelligence community 
with strong national legitimacy and at the same time keep Member States’ 
sovereign interests intact.  

   TOWARDS A PHRONETIC INTELLIGENCE COMMUNITY 
 The EU intelligence community does not resemble a state-centric intel-
ligence community. Its legal and structural framework fi ts, rather, the 
model of distorted epistemic community. Its heterogenous architecture 
is structured by hubs determining specifi c modes and methods of intel-
ligence proper for a given fi eld of security. The communication and intelli-
gence fl ow between the hubs is basically limited. Nevertheless, intelligence 
products originating in single hubs can be shared with other stakeholders 
in EU security policy, subject to political acquiescence and the formal con-
sent of Member States. The EU’s distorted epistemic community enables, 
as a system of systems, regular information workfl ow and occasional intel-
ligence sharing, yet it does not respond effectively to emerging complex 
threats and risks demanding a comprehensive approach to knowledge 
management. This model of intelligence community suffers certain infor-
mation defi cits, organisational faults and decision-making bottlenecks 
inherent in supranational arrangements striving for the maximisation of 
added value to the information pool and analytical coordination. It does 
not preclude the absorbing of certain elements of national intelligence 
tradecraft and hierarchical organisation but it cannot follow isomorphic 
patterns typical for a vertically structured intelligence architecture contin-
gent on the sovereign authority of the founding states. 

 William Shapcott ( 2011 , p. 118) asserted that ‘the EU itself has no 
intelligence agency of its own, no secret intelligence assets, and that 
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 therefore many of the features of the traditional intelligence cycle are 
absent or only present in a very distorted form’. This statement is another 
brick in the wall of misunderstanding that has surrounded EU efforts to 
establish and develop an intelligence community  sui generis . As argued 
above, the EU intelligence community in the making has not been follow-
ing the beaten track of national intelligence communities functioning in 
numerous Member States as well as outside the Union. Member States, 
along with relevant EU institutions and agencies, pretend to build a trans-
national intelligence community on the grounds of the effective render-
ing of time-sensitive intelligence, sharing of best practices and analytical 
products and supporting decision-making processes both at the EU level 
and in Member States. 

 So, I can agree with Mai’a Davis Cross that Member States have reached 
a general consensus as to the building of a trans-governmental intelligence 
network at the EU level. However, it is hard to accept her argument that 
‘the achievement of closer cooperation in this sensitive area no longer 
depends on member states’ willingness to overcome sovereignty concerns 
and trust issues’ (Davis Cross  2013c , p. 395). Intelligence, as I tried to 
demonstrate in Chap.   2    , is the process of knowledge production serving 
legitimate decision makers in the areas of national security, public order 
and international co-existence. The EU strategic intelligence community, 
conceived as a distorted epistemic community, presumes the linking of 
open and secret sources of information in transversal and heterogenous 
frameworks, strongly determined by sovereign rights and national inter-
ests. One has to bear in mind that Member States are still the ‘Masters of 
the European Treaties’, and that security is that realm of European inte-
gration which is underpinned, and permeated, by national security priori-
ties, objectives and resources. Nevertheless, the primacy of Member States 
is questionable as far as the strategic dimension of intelligence coopera-
tion is concerned. This is due to the fact that the patterns of isomorphism 
enforced by state actors tend to weaken transnational ties, limit network 
agility and reduce information fl ows as well as intelligence output. It is 
hard to fi nd a simple solution to this dilemma because of the transversal 
dependencies underpinning EU intelligence cooperation. 

 I fi nd the rationale for maintaining and developing the EU strategic 
intelligence community in the conception of knowledge as practical wis-
dom, or—borrowing from Aristotle ( 1886 , p.  187)—phronesis, to be 
prudent. Phronesis is practical wisdom; it can be equated with the abil-
ity to produce opinions, a proper understanding of issues, the power of 

278 A. GRUSZCZAK

http://dx.doi.org/10.1057/978-1-137-45512-3_2


foresight, and clear-sightedness. Knowledge in the world of intelligence is 
more in the nature of practical wisdom than a formal result of the applica-
tion of an exact formula extracted from optimum-based large-scale algo-
rithmic data mining. Intelligence in its practical meaning is directly related 
to decision- and policy making in a strategic context. Recalling Johnson’s 
and Wirtz’s understanding of strategic intelligence, it is worth emphasis-
ing that this kind of intelligence ‘provides warning of immediate threats to 
vital national security interests and assesses long-term trends of interest to 
senior government offi cials’ (Johnson and Wirtz  2004 , p. 2). 

 Everyday intelligence activity is focused on the provision of intelligence 
products and analytical inputs for decision making. It has to contain prac-
tical knowledge about a whole range of facts (events, developments, pro-
cesses) which are decisive for the effectiveness of decisions and actions. The 
phronetic approach to intelligence involves prudent, multi- and counter- 
factual thinking engaging intellectual capacities and organisational struc-
tures. Flyvbjerg ( 2008 , p. 154) points out that phronesis ‘goes beyond 
analytical, scientifi c knowledge (episteme) […] and technical knowledge 
or know how (techne) and it involves judgements and decisions […].’ This 
is particularly important in intelligence activities given the need, which 
is often quite desperate, for a single end product which determines the 
choice of the fi nal solution to a security dilemma. Phronetic intelligence, 
then, has to combine analytical materials with technical knowledge and 
add the specifi c practical wisdom that is an outcome of individual abilities, 
talents and skills as well as common sense and experience. 

 A phronetic intelligence community needs to be based on intelligent 
multi-centric inter-personal and inter-institutional networks connecting 
individuals who are capable and willing to establish synergies that enable 
a streamlined transfer of elements (‘particles’) of practical wisdom activat-
ing, supporting or enhancing the intelligence cycle on various stages and 
in different locations. Shifting to the state level, one has to bear in mind 
that synergetic connections between phronetic-prone individuals emerge 
in the given institutional, often highly politicised environment inhab-
ited by state actors and governmental entities. Networks that make up a 
phronetic intelligence community are state-dependent, and it is the gov-
ernment which controls, steers and administers to these networks (often 
with no feedback from legislative power). For this reason, practical wis-
dom can be delivered on behalf of the state authorities and put into the 
sphere of internal security or foreign policy demarcated in accordance 
with the capacities of governments and the opportunities to deliver 
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provided by international institutions or supranational agencies. ‘The virtue 
of prudence’ of the phronetic intelligence community is manifested in syn-
ergetic linkages within the network structure of information management 
for the purpose of intelligence analysis. These linkages are created with the 
consent of the participating states and within the logic of trans-governmen-
tal networks connecting institutions and agencies aware of the limitations 
forced on them by states. As a result, intelligence community stakeholders 
focus their efforts on practical national security objectives, yet at the same 
time are fully dedicated to collaborative ventures in the fi eld of collecting, 
processing and analysing information and data because the outcomes of 
international intelligence cooperation facilitate decision-making processes 
in the national security dimension. As a result, the patterns and mecha-
nisms of intelligence cycles in individual countries do not interfere with 
the procedures applicable at the international level, and these—on the 
basis of the feedback system—rationalise the practical needs arising from 
the implementation of regional or global security policy. 

 The phronetic perspective on the EU intelligence community highlights 
certain opportunities arising from the diversity and multiplicity of agents 
and structures embedded in the EU’s legal and institutional construc-
tion. The fl exibility of the network architecture, the horizontal dimension 
of co-operative mechanisms and fl attened connections between the gov-
ernmental and supranational dimensions of cooperation and integration, 
offer more opportunities for sharing and intermediation than the multi- 
centric organisation of the distorted intelligence community. The evident 
weakness of this model consists in its large-scale diffusion of information 
and the diffi culties of managing such an overwhelming amount of data 
through the application of relatively scarce technical, fi nancial and human 
resources. In some cases limits and shortcomings provide incentives for 
the establishment of cooperative networks which can deliver diverse infor-
mation and data extracted from dispersed sources belonging both in EU 
Member States’ sovereign competences and state control and in non-EU, 
government, public or private entities that are often cooperating with the 
EU on a purely commercial basis. The quality of the intelligence prod-
ucts made on such soft grounds can be questionable and problematic. 
However, the EU’s output at the stage of collating, comparing, fi ltering, 
analysing and processing information can bring added value to intelligence 
production thanks to the synergetic collaborative patterns and procedures 
established by the EU in concordance with formal norms and rules. 
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 Studying intelligence cooperation in the EU seems to be quite a 
demanding task. The two predominant perspectives—the epistemic and 
the phronetic—correspond with each other, rather than tending to inte-
gration or fusion. They refl ect general theoretical problems of studying 
European integration and comparing the dominant approaches applied to 
general or sectoral processes of integration and cooperation. Knowledge- 
based communities matter more and more in complex security environ-
ments. The EU’s institutions and Member States must decide which 
elements of intelligence cooperation take priority.  

    NOTE 
1.        Article 73 TFEU provides that: ‘It shall be open to Member States to 

 organise between themselves and under their responsibility such forms of 
cooperation and coordination as they deem appropriate between the com-
petent departments of their administrations responsible for safeguarding 
national security’ (European Union  2012 , p. 74).          
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