Integratlon
of ICT
IN Smart

§ Organizations

ay @ = ¥~
ISTVAN MEZGAR




Integration of ICT in
Smart Organizations

Istvan Mezgar
Budapest University of Technology
and Hungarian Academy of Sciences, Hungary

= IDEA GROUP PUBLISHING

Hershey ¢ London ¢ Melbourne « Singapore



Acquisitions Editor: Michelle Potter

Development Editor: Kristin Roth

Senior Managing Editor: Amanda Appicello
Managing Editor: Jennifer Neidig

Copy Editor: Killian Piraro
Typesetter: Diane Huskinson
Cover Design: Lisa Tosheff

Printed at: Yurchak Printing Inc.

Published in the United States of America by
Idea Group Publishing (an imprint of Idea Group Inc.)
701 E. Chocolate Avenue
Hershey PA 17033
Tel: 717-533-8845
Fax: 717-533-8661
E-mail: cust@idea-group.com
Web site: http://www.idea-group.com

and in the United Kingdom by
Idea Group Publishing (an imprint of Idea Group Inc.)
3 Henrietta Street
Covent Garden
London WC2E 8LU
Tel: 44 20 7240 0856
Fax: 44 20 7379 0609
Web site: http://www.eurospanonline.com

Copyright © 2006 by Idea Group Inc. All rights reserved. No part of this book may be reproduced,
stored or distributed in any form or by any means, electronic or mechanical, including photocopying,
without written permission from the publisher.

Product or company names used in this book are for identification purposes only. Inclusion of the
names of the products or companies does not indicate a claim of ownership by IGI of the trademark
or registered trademark.

Library of Congress Cataloging-in-Publication Data

Integration of ICT in smart organizations / Istvan Mezgar, editor.
p. cm.
Summary: "The book covers the state-of-the-art concepts and methodologies of smart organization
development featuring information and communication technologies'--Provided by publisher.
Includes bibliographical references and index.
ISBN 1-59140-390-1 (hardcover) -- ISBN 1-59140-391-X (softcover) -- ISBN 1-59140-392-8

(ebook)

1. Information technology--Management. 2. Communication in organizations--Technological
innovations. 3. Communication in management. 4. Management information systems. 5. Informa-
tion networks--Management. 6. Knowledge management. |. Mezgér, Istvan, 1951-

HD30.2.1547 2006

658.4'038--dc22

2005027414

British Cataloguing in Publication Data
A Cataloguing in Publication record for this book is available from the British Library.

All work contributed to this book is new, previousy-unpublished material. The views expressed in this
book are those of the authors, but not necessarily of the publisher.


http://www.pdfcomplete.com/1002/2001/upgrade.htm

Integration of ICT in
Smart Organizations

Table of Contents

PIEfACE ceeeeeeeeeieeeerreeneneeceeeeerreeeeessesssssesssssssssssssssssssssssssssssssssssssasssssssssose vi

Section I: Main Characteristics of Smart Organizations

Chapterl
Smart Organizations in the Digital Age ........ccoueeveeiuensercnenseccseecnnnn. 1
Erastos Filos, Directorate-General Information Society and Media,
European Commission, Belgium

Section II: Technologies for Operation of Smart Organizations

ChapterIl

Applications of Agent-Based Technologies in Smart

[0 151117211 11) 1 LR 39
LaszIo Zsolt Varga, Hungarian Academy of Sciences, Hungary

ChapterI11
The HUB as an Enabling IT Strategy to Achieve Smart
[0 151117211 11) 1 LR 68
Arturo Molina, ITESM, Campus Monterrey, Mexico
Ricardo Mejia, ITESM, Campus Monterrey, Mexico
Nathalie Galeano, ITESM, Campus Monterrey, Mexico
Teresa Najera, ITESM, Campus Monterrey, Mexico
Marcela Velandia, DaimlerChrysler Vehiculos Comerciales México
S.4 de C.V., Mexico



Section III: Knowledge- and Human-Centered Technologies
in Smart Organizations

Chapter IV
Knowledge Managementin Smart Organizations ........c.cceeeeerueennee 101
Shirley Chan, The University of Hong Kong, Hong Kong

Chapter V

Bridging Diversity across Time and Space: The Case of

Multidisciplinary Virtual T€ams ........ccoeeeveeeseecsnenseccsnecsencsnessseccnnes 136
Violina Ratcheva, The University of Sheffield, UK

Chapter VI

Neural Data Mining System for Trust-Based Evaluation in Smart

OrganiZations .....c.cccceeeeeessericssnrissssnessssnessssnosssssossssssssssssssssssssssssssssssns 159
T. T. Wong, The Hong Kong Polytechnic University, Hong Kong

Section IV: Communication and Security Technologies
for SmartOrganizations

Chapter VII
New Challenges for Smart Organizations: Demands for Mobility —
Wireless Communication Technologies .......c..ccceecueiercuercscnnccscnrccsannes 187
Istvan Mezgar, Hungarian Academy of Sciences and
Budapest University of Technology and Economics, Hungary

Chapter VIII
Infrastructure Supportfor Smart Organizations: Integration of
Web Service Partners in Heterogeneous Environments ................. 257
Peter Bertok, Royal Melbourne Institute of Technology,
Australia
Xinjian Xu, Royal Melbourne Institute of Technology,
Australia

Chapter IX

Grid Technology for Smart Organizations ...........cceeeeveecsercsnessenccnnee 289
Gergely Sipos, Hungarian Academy of Sciences, Hungary
Péter Kacsuk, Hungarian Academy of Sciences, Hungary



Chapter X

Communication Security Technologies in Smart Organizations....... 333
Raphael C. W. Phan, Swinburne University of Technology (Sarawak
Campus), Malaysia
ADoutthe AUtROTS c...coueecuiiniiitiiienienitnneeneicneneeneessanessesseessnes 354



vi

Preface

The production and service of the 21 century is based on distributed or
networked organizations. The denomination of these organizations can be dif-
ferent (extended-, virtual-, smart-organization, etc.), but there are some main
important common characteristics. In this type of organizations, flexible, inde-
pendent organizational and production units are working together, reacting in
an intelligent way to the challenges and uncertainty of the environment while
using some type of communication network (wired or wireless). In case of the
so-called “smart organizations,” the integration of information and communi-
cation technologies (ICT), knowledge and organizational networks form the
background of operation.

As the base of networked organizations is the interdependent, separate pro-
duction and service teams and units, the cooperation and collaboration among
them is of vital importance. The structure, the communication systems, and
the collaborating people, teams, and organizations that define today’s organi-
zations characteristics must be harmonized to accomplish complex, demand-
ing tasks. The collaboration means contacts among users, so human beings
have outstanding importance in the operation.

According to experience, the improper application of this human factor can
make the operation very inefficient, even in the case of the technically most
advanced systems. The lowest level of connection among systems is made
through protocols; the highest contact level is among the decision-makers, the
human connections. A very important element of this human contact is the
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trust. In a smart organization, trust is the flavor, the medium in which players
are moving. Only trust can bridge the cultural, geographical, and organiza-
tional distances of humans (and even of firms) avoiding problematic situations.

Due to the rapidly developing information and communication technologies,
the complexity of the networked organizations are becoming very high, so the
representation of their structure, the description of their operation, and their
control needs new technologies and approaches. In today’s turbulent envi-
ronment, only those organizations that effectively apply the results of the dif-
ferent disciplines can survive. Smart organization belongs to this kind of cat-
egory.

The purpose of the book is to introduce the methodologies, approaches for
describing the structure, the smooth operation, the communication, and knowl-
edge-handling of smart organizations in an integrated way. The value of the
book is bringing together the theories applied in different fields. In the book,
the main regulation aspect was how these theories can be applied in describ-
ing and solving various demands of smart organization. The book covers the
state-of-the-art concepts and methodologies of smart organization develop-
ment, taking into account the current results in information and communication
technologies, and will outline also the trends of the fields.

Organization of the Book

The book contains ten chapters written by professional researchers coming
from the field of academics and industry. The chapters have been organized
into four interrelated sections.

Section I: Main Characteristics of Smart Organizations. The chapter in
this section makes an overview of the main characteristics of smart organiza-
tions.

Chapter I. The chapter titled “Smart Organizations in the Digital Age” authored
by Filos presents and explains the concept of the smart organization. This
concept arose from the need for organizations to respond dynamically to the
changing landscape of a digital economy. A smart organization is understood
to be both internetworked and knowledge-driven, and therefore able to adapt
to new organizational challenges rapidly and sufficiently to create and exploit
knowledge in response to opportunities of the digital age. The three network-
ing dimensions of smart organizations, ICT-enabled virtuality, organizational
teaming, and knowledge hyperlinking, are elaborated. This networking capa-
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bility allows smart organizations to cope with complexity and with rapidly
changing economic environments. The chapter also shows how managing the
smart organization requires a more “fuzzy” approach to managing smart re-
sources: people, information, knowledge, and creativity. Some research work
is also presented, mainly from the European perspective.

Section I1: Technologies for Operation of Smart Organizations. These
chapters introduce technologies appropriate to increasing the effectiveness of
the operation of smart organizations.

Chapter I1. The dynamism is an important factor of smart organizations. Varga,
in his chapter “Applications of Agent-Based Technologies in Smart Organiza-
tions,” introduces agent technology as a means of creating dynamic software
systems for the changing needs of smart organizations. The notion of agency is
introduced, and individual and collective agent architectures are described.
Agent interaction methods and agent system design techniques are discussed.
Application areas of agent technology are overviewed. The chapter argues
that the autonomous and proactive nature of agent systems makes them suit-
able as the new information infrastructure for the networked components of
dynamically changing smart organizations.

Chapter I11. Inthis chapter, “The HUB as an Enabling IT Strategy to Achieve
Smart Organizations,” Molina, Mejia, Galeano, Najera, and Velandia intro-
duce the concept of Virtual Enterprise Broker (VEB) supported by the use of
a “hub” of integrated e-services as an enabling IT strategy to design and cre-
ate smart organizations. The VEB model is described in terms of core pro-
cesses, success measures, and supporting information and communication tech-
nologies. The VEB is a business entity that enables the design, configuration,
creation, and operation of smart organizations. VEB core processes are sup-
ported by e-services integrated in a “hub” (the concept of hub refers to a
proposed centre of integrated e-services for virtual business) that is supported
by Web-based applications and technologies. Six integrated e-services have
been defined, based on the concept of on-demand services for value added
industrial networks: e-marketing, e-brokerage, e-planning, e-engineering, e-
supply and e-productivity. The conjunction of these e-services improves in-
dustrial networks performance. A description of the e-services and hub archi-
tecture is presented in detail.

Section III: Knowledge- and Human-Centered Technologies in Smart
Organizations. Two chapters in this section deal with different aspects of
handling knowledge in smart organizations. The third chapter focuses on the
role of trust in smart organization.



Chapter IV. Handling and management of knowledge is a basic task in smart
organizations. The chapter “Knowledge Management in Smart Organizations,”
authored by Chan, looks at the deployment of appropriate information and
communication technologies in helping smart organizations manage knowl-
edge. Taking a management perspective, smart organizations can be regarded
as those that can make smart strategic decisions and put into practice such
managerial principles as value creation, continual learning, embracing uncer-
tainty, and empowerment. Making good decisions would involve gathering
and synthesizing the appropriate knowledge—knowledge about the market,
products, suppliers, customers, competitors, and others. Different schools of
knowledge-management theories and the related technologies are discussed.

Chapter V. Virtual teams are basic units of networked organizations. The
uniqueness of multidisciplinary teamwork is in its potential to integrate differ-
ent bodies of knowledge into a new synergy. However, previous empirical
studies have shown that member heterogeneity and geographic separation
hinder effective sharing and use of team knowledge. In “Bridging Diversity
across Time and Space: The Case of Multidisciplinary Virtual Teams,” Ratcheva
explores how such teams interact to overcome the barriers and take advan-
tage of their “built-in” knowledge diversity. The findings indicate that often
teams lack common background knowledge at the beginning of the projects,
and in order to resolve differences members rely on their external intellectual
and social communities. The reported research establishes a positive correla-
tion between team members’ participation in multiple professional and social
networks, and teams’ abilities to successfully build on their knowledge diversity.
The findings also suggest a need to reconceptualize the boundaries of
multidisciplinary teams and to consider the processes of sharing diverse knowl-
edge in awider social context.

Chapter VI. Nowadays, many enterprises manufacture and distribute their
products or services globally, and quite a number of smart organizations are
formed on the Internet and are expected to evolve to a strategically important
e-business model. Although information and communication technologies and
knowledge management play an important role in linking the core and partner
companies, it remains subservient to the humans that form the smart organiza-
tions. The “Neural Data Mining System for Trust-Based Evaluation in Smart
Organizations” chapter, authored by Wong, identifies two instances in which
trust-based evaluations of partners in the smart organizations are applicable.
A review of the literature indicates that neither researchers nor practitioners
agree on a single model of interfirm trust that applies to all partner evaluation
contexts. A decision-support system based on neural network and data min-



ing technologies is proposed. A case example is given to illustrate a trust-
based evaluation in a real situation.

Section I'V: Communication and Security Technologies for Smart Or-
ganizations. One of the three basic factors of smart organization, the com-
munication technologies and their security, is introduced in this section.

Chapter VII. The chapter entitled “New Challenges for Smart Organizations:
Demands for Mobility — Wireless Communication Technologies,” written by
Mezgar, introduces the different types of wireless technologies that can be
applied in smart organizations (SO). Smart organization is an outstanding rep-
resentative of networked organizations, as its organization structure, commu-
nication, and knowledge-based applications are coordinated and all networked.
The chapter describes the communication demands of SO, taking care on
wired and especially wireless networks that offer mobility for users. Access at
any time from anywhere to enterprise information for registered users guaran-
tees mobility, a basic demand for a dynamic organization today. Security, trust,
and interoperability aspects are also discussed as important characteristics of
the up-to-date infocom systems. Finally, the main impacts of wireless tech-
nologies on smart organizations are summarized. Through the survey of struc-
ture and operation of wireless technologies and their impacts, it is easy to
understand that wireless communication technology has a strategic role in the
effective, competitive operation of networked organizations.

Chapter VIII. In arapidly changing world, continuous adoption of new prac-
tices is crucial for survival; organizations embracing the latest technologies
have a competitive edge. Smart organizations readily take onboard new orga-
nizational forms and practices, those in particular that offer agility and respon-
siveness. The Internet and the World Wide Web offer a new way of col-
laboration via Web services, but heterogeneity of different service compo-
nents make cooperation difficult. Bertok and Xu describe in this chapter
“Infrastructure Support for Smart Organizations: Integration of Web Ser-
vice Partners in Heterogeneous Environments,” a new approach to combine
Web services by employing a layered structure in which composition of a
value-added service can be built from individual components, and each ser-
vice component can have semantically equivalent but syntactically different
alternatives.

Chapter IX. In the past few years, grid computing and grid development have
become one of the most remarkable and most generously financed topics
within computer science. At the same time, only the most well-informed IT
experts and researchers know what it really means and tries to achieve. In the
“Grid Technology for Smart Organizations” chapter, Sipos and Kacsuk make
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a difference. First, the chapter discusses the basic goal of grid computing,
then shows the latest, service-oriented grid approach by introducing two tech-
nologies that have been developed for distributed systems. The first one is
Web services and its grid extensions OGSA, while the other one is Jini. In the
second part of the chapter, the authors introduce their prediction about the
future of grid computing and the basic role it will probably have in the life of
smart organizations.

Chapter X. In this chapter, “Communication Security Technologies in Smart
Organizations,” Phan introduces the security technologies that are important
in guaranteeing the high quality of communication within smart organizations.
First, the various forms of communication that can be used in the current in-
formation age are briefly reviewed before outlining the possible threats that
can be faced in each communication medium. Then, the relevant security tech-
nologies are described that help to protect communication media from com-
mon threats, as well as the security tools available in the market that imple-
ment these technologies. The topics discussed in this chapter would serve to
educate the smart organizations toward securing their various means of com-
munication, which is vital for a business establishment to exist and coexist with
peers and partners.

The editor hopes that the book will be a useful summary of ideas and fore-
sights needed to develop and operate smart organizations. In the book, there
are detailed discussions of different methodologies, concepts, and technolo-
gies required for handling and exchanging knowledge and information, and for
safe communication via different media in virtual environments and in smart
organizations.

The chapters offer practical suggestions for developing and operating differ-
ent subsystems of smart organizations. Thus, undergraduate and graduate stu-
dents could use the book when taking courses in knowledge management,
communication technologies, networked organizations, and some related ar-
eas. Practitioners also could be interested when seeking to better support and
raise the level of their decision-making processes. Applying an existing theory
inanew field or integrating different theories to solve a new problem always
generates additional motivation. Hopefully, there will be also some results in-
troduced that can generate new ideas in the readers, inspiring new research
works or new directions as well.

Istvan Mezgar, Editor
December 2005
Budapest, Hungary
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Chapterl

SmartOrganizationsin
the Digital Age

Erastos Filos, Directorate-General Information Society and Media,
European Commission, Belgium

Abstract

The chapter aims to present and explain the concept of the smart
organization. This concept arose from the need for organizations to
respond dynamically to the changing landscape of a digital economy. A
smart organization is understood to be both internetworked and knowledge-
driven, and therefore able to adapt to new organizational challenges
rapidly. It is sufficiently agile to respond to opportunities of the digital
age. The three networking dimensions of smart organizations, ICT-
enabled virtuality, organizational teaming, and knowledge hyperlinking,
are elaborated. This networking capability allows smart organizations to
cope with complexity and with rapidly changing economic environments.
The paper also shows how managing the smart organization requires a
more “fuzzy” approach to managing smart resources: people, information,
knowledge, and creativity. Research is also presented, mainly from the
European perspective. It has been key to creating the conditions for
organizations to become smart.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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Characteristics of the Digital Age

Over the last decades, information and communication technologies (ICT)
have beenthe enabling factor in organizational change and innovation, and there
isnow evidence of theirimpact on industrial value chains. Organizations today
strive to become agile and to operate profitably inan increasingly competitive
environment of continuously and unpredictably changing markets.

Thedigital age isdifferent from the industrial age in various ways (Figure 1). For
example, today ICT represent a substantial—and increasing—part of the
added value of products and services. ICT-intensive sectors include manufac-
turing, automotive, aerospace, pharmaceuticals, medical equipment, and agro-
food, aswell as financial services, media, and retail. In the automotive sector,
for instance, an estimated 70% of innovations that happened over the last 20
yearswere related to ICT.

According to recent studies, more than half of the productivity gains in
developed economies can be attributed to ICT (OECD, 2003; O’Mahony &
van Ark, 2003). The gains stem both from the production of innovative, high-
value goods and services based on ICT, as well as from improvements in
business processes through awider diffusion, adoption and use of ICT across
the economy. Theirimpacton the economy and on society at large has led to
remarkable changes.

Figure 1. Industrial vs. digital age characteristics

Industrial age Digital age

« Organizations: ‘Learning’,
internetworked

* Assets: tangible + intangible
Economic environment:
- Uncertainty, highly dynamic

- Value based on ‘law of
abundance’

- Complex jobs, e-skills
- Mass customization

- Value-added products &
processes

« Organizations: ‘Efficient’,
hierarchical

¢ Assets: tangible

« Economic environment:

- Certainty, little change

- Value based on ‘law of
scarcity’

- Simple jobs, traditional skills

- Mass production

- Simple products &
processes

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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A “Hyperlinked” Economy

The increased networking inaglobal economy is due to the pervasiveness of
ICT andthe Internet. Since business success depends on the ability to innovate,
and since innovation comes fromaclash of ideas, networks provide a natural
environment for this. The Internet not only facilitates a hyperlinking of docu-
ments, butalsoahyperlinking of people and of organizations (Levine, Locke,
Searls, & Weinberger, 2000). The internetworked economy (Ticoll, Lowy, &
Kalacota, 1998) is about the right set of connections between people and
organizations inwhatever role they may be in. Inrelationships that are fostered
vianetworks, roles become blurred: The seller becomesthe “buyer” of valuable
feedback on his product. Smart business organizations today see customers,
suppliers, regulators, and even competitors as stakeholders who can make
valuable contributions to their success.

“Value” Redefined

Individuals and organizations today understand value as something different
fromvalue initstraditional sense—that is, not only attributable to something
thatisunique or scarce. Value inanetworked economy grows with the number
of intermediation opportunities (e.g., relationships). Network theory predicts
an exponential growth of interactions with a growing number of involved
members (“nodes”). The more nodes there are in anetwork community, the
more each node becomesan intermediary to all others (Kelly, 1999).

Another reason for the new perception of value is the fact that economic value
isno longer derived from tangible assets alone—for example, from investments
in labor, plants, and machinery. “Smart” resources—such as information,
content, software, knowledge, brands, and innovation capability—contribute
increasingly to value creationintoday’seconomy.

Intangible Assets

Brands and knowledge are becoming a source of value, not unlike capital.
Brands, forexample, representaccumulated surplus value turned into client
loyalty, which translates into lower marketing costs, higher prices, or larger

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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market share for the owner organization (Davis & Meyer, 1998). In digital
markets, brands are an invaluable source of trustand orientation to consumers
who are looking for quality and security. Many organizations invest heavily in
building areputation thatis conveyed throughabrand. Some businesses have
even outsourced almost all other activities just to maintain their focus on
managing the brand. In an internetrworked economy, knowledge is a key
intangible asset that requires effort to develop and to protect.

The Growing Need for Trust

A key question in the digital economy is: “How can you do business with
somebody that you do notsee?” (Handy, 1995). As business reliesmore and
more ontechnologiesand infrastructures that reduce geographical distance,
open communication networks and associated information systems become
vulnerable to integrity and security threats. Technologically, trustand depend-
ability must be established and maintained through security technologies such
ascryptography and electronic authentication (biometrics, electronic signa-
tures, etc.) and by technologies that enhance privacy and help protect and
manage intellectual rights, digital assets, and identities. In the socio-organiza-
tional context, trust becomes an essential element of management.

The Smart Organization

Most organizations are not designed—they evolve. This iswhy biological
analogies may provide an appropriate meansto describe organization phenom-
ena. Butnotall organizations adaptequally well to the environment within which
they evolve. Many, like dinosaurs of great size but with little brains, remain
unchangedinachangingworld. Inadigital economy, the law of survival of the
fittestwill evidence itsrelevance to organizations asitdoesin the biological
domain.

Handy (1999) sees the old understanding of alliances with suppliers, consult-
ants, retailers, and agents changing into a new type—that is, stakeholder
alliances with suppliers, customers, and employees, as well as alliances with
competitors. Asno organization today can afford to remainan “island entire
unto itself,” every organization is a network of other organizations. No

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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discussion of structure can therefore rest content with the inside of the
organization.

Some organizational metaphors include terms like adhocracy (Mintzberg,
1980), cluster organization (Mills, 1991), network organization (Foy,
1980; Imai & Itami, 1984), and organizational marketplace (Williamson,
1975). All these concepts share certain common characteristics, like flatter
hierarchies, dynamic structures, empowerment of individuals, and high esteem
ofindividuals’ capabilities, intellect, and knowledge. However, although they
may gainimportance inthe digital age, they cannot be considered a panaceato
cureall managementills.

Despite the proposed new models, the basic duality between a hierarchical
(bureaucratic) and a networked structure remains. In The Knowledge-Creat-
ing Company, Nonaka and Takeuchi (1995) argue that while for most of the
20" century organizational structures have oscillated between these two basic
types, whatis necessary for knowledge-driven organizations today isasmart
combination of both. They propose the concept of the hyperlinked organiza-
tion, which isable to maximize corporate-level (hierarchical) efficiency and
local flexibility (networked teams) as it grows in scale and complexity while
maintaining its basic capability to create value.

Theimplications of the above trends for organizations have led to aproliferation
ofadjectivesapplied primarily to enterprises—among others, the agile enter-
prise, networked organization, virtual company, extended enterprise, ascen-
dantorganization (Wickens, 1998), knowledge enterprise (Nonaka & Takeuchi,
1995), learning organization (Senge, 1990),ambidextrous organization (O’Reilly
& Tushman, 2004). The definitions all have their nuances, deriving fromthe
emphasis on one or another combination of the aspects above. Ultimately,
however, they all pointto the need to respond to the changing landscape of the
digital economy indynamicand innovative ways.

Within the European Commission’s research program Information Society
Technologies (IST, 2002), the term *“smart organization” was coined for
organizationsthatare knowledge-driven, internetworked, and dynamically
adaptive to new organizational forms and practices, learning aswell asagile in
their ability to create and exploit the opportunities offered in the digital age.
Smartorganizations involve more than the capability of setting up and exploiting
adigital infrastructure or the ability to enter into a virtual collaboration with
other partner organizations (Filos & Banahan, 2001b).

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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The Three Networking Dimensions of Smart
Organizations

Smartorganizationsare networked in three dimensions: the ICT dimension, the
organizational dimension, and the knowledge dimension (see Figure 2).

Networking atthe ICT level enables organizations to move into extended or
virtual organizational forms. This may not be enough, though, since the
organizational structure and management cultures may need to move beyond
steep hierarchies toward leaner business processes organized around flexible
cross-functional teams. A further step liesininvolving the knowledge dimension
into the networking by empowering the individuals in those teams to become
dynamically linked to each other and to share information and knowledge
(Savage, 1996).

ICT-Enabled Virtuality

Smartorganizations have the capability to enter into avirtual collaboration with
other organizations. Virtual organizational forms are thus an essential charac-
teristic of smartorganizationsin the digital age (Filos, 2005).

While inthe past the aim for organizations was to integrate the supply chain as
tightly as possible, the focus is now shifting from vertical integration toward
internetworked organizational forms. One characteristic isafocus on “core
business”, while noncore activities are “outsourced” over the Internet and
through e-business exchanges to partners that may have the capability to
performspecific tasks better or more cost-effectively.

Figure 2. Smart organizations are networked in three dimensions (Filos
& Banahan, 2001a)

ICT Knowledge
networking  / networking
The internetworked A Dynamic interlinking
organization # of competence nodes

Organizﬁtional
networking
Agile, flexible "teaming”

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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Organizational Teaming

For businesses, large and small, collaborative partnerships have become
central to competitive success in fast-changing global markets. Since many of
the skillsand resources essential to an organization’s competence lie outside its
boundaries, and outside management’s direct control, partnerships are no
longeranoption butanecessity. Organizationstoday have to be “smart” in their
ability to conceive, shape, and sustain awide variety of collaborative partner-
ships. Hence the challenge: The “capacity to collaborate” becomes a core
competence of an organization.

Collaborative partnerships are held together because of the added value they
offer. Organizationsthatenter into a cooperation with others do so because ofa
variety of strategic goals they may pursue (Doz & Hamel, 1998). These can be:

*  Resourceoptimization (sharing investmentwith regard to infrastructure,
R&D, market knowledge and the sharing of risks, while maintaining the
focus onone’s own core competences)

*  Creationofsynergies, by bundling complementary competences and by
offering customersasolution rather than amere product or aservice

»  Attainingcritical massinterms of capital investment, shared markets, and
customers

»  Achievingincreased benefits in terms of shorter time-to-market, higher
quality, with lessinvestment

Goldman, Nagel, and Preiss (1995) have described four strategic dimensions
ofagile behavior thatare crucial to smart organizations. These are customer
focus, commitmentto intra- and inter-organizational collaboration, organizing
to master change and uncertainty, and leveraging the impact of people
(entrepreneurial culture) and knowledge (intellectual capital).

Knowledge Hyperlinking

Nonaka and Takeuchi (1995) see as a basic precondition for the growth of
organizational knowledge the creation of a “hyper-text” organization, whichis
made up of three interconnected layers or contexts, such as the business
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system, the project teams, and the (corporate) knowledge base. The key
characteristic of the knowledge-creating company is this capability to shift
contexts. The bureaucratic structure efficiently implements, exploits, and
accumulates new knowledge through internalizationand combination. Project
teams generate (viaexternalization) conceptual and (viasocialization) synthe-
sized knowledge. The efficiency and stability of the bureaucracy is combined
inthis model with the effectiveness and dynamism of the project team. But,
according to Nonaka and Takeuchi, these two elements are not sufficient
without the third context, the knowledge base, which serves asa “clearing-
house” for new knowledge to be generated inside both the enterprise and the
project team contexts.

This hyperlinked organization has the organizational capability to convert
knowledge from outside the organization by being an open system that features
also continuous and dynamic knowledge interaction with partners outside the
organization.

With the evolution of new organizational forms, such as networks, communi-
ties, and partnerships, the focus shifts from an ICT-centered to a human-
centered perspective of knowledge management (KM). The knowledge shar-
ing processisdriven by people who work inacommunity that shares common
interests and objectives. Evans and Roth (2004) elaborate on the basic
premisesand working principles of collaborative knowledge networks, which
link communities together by providing atechnical and social infrastructure for
collaboration and knowledge management. Organizations that have imple-
mented such environments report significant benefits in terms of knowledge
transfer efficiency, response time, and innovation (Deloitte, 2002).

Lessons Learned from the Science of Complexity

The digital age is characterized by uncertainty and unpredictability, and
organizations have to cope with it. This factor isradically changing the ways in
which organizations relate to each other, and to the individuals who provide
their core competence, and to their environment.

Sustainable innovationisthe result of persistent disequilibrium between chaos
and order. The internetworked economy resembles an ecology of organisms,
interlinked and coevolving, constantly in flux, deeply tangled, ever expanding
atitsedges.
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Intheir book The Complexity Advantage, Kelly and Allison (1999) discuss
how six concepts derived from complexity science can be applied to business:

* Innonlinear dynamics,small differences at the start may lead to vastly
differentresults. The so-called “butterfly effect” may prove valuable for
business, particularly at turning points, such as the launch of a new
product, the starting of a new division or investment in a new line of
research.

*  Anopensystemisoneinwhichthe boundaries permitinteraction with the
environment. A good example for thisis the living cell inabiological
organism. Many organizations seem only partially open. Businesses,
teams, leaders often shut out certain kinds of information and are open
only to information that matches the way in which they see the world.
However, itiscritical for business organizations to also see the changing
nature of their customers, markets, and competitionin order to be able to
offergenuine value.

»  Afeedbackloopissimplyaseriesof actions, each of which buildsonthe
results of prioractionand loops back inacircle to affect the original state.
Thefinal actioneither reinforces or changes the direction of the status quo.
For example, although innovation is an important aspect of business
success, an amplifying feedback loop might exaggerate the amount of
innovation to the pointatwhich nothing isever produced or brought to the
market. Itis essential to identify such amplificationand counterbalanceit.
Feedback loops, whether functional or dysfunctional, are akey part of the
self-organizationthatemergesinall business.

*  Fractal structures are those in which the nested parts of a system are
shaped into the same patterns as the whole. Fractals do not define quantity
but quality. Thisself-similarity applied to organizations can make them
agile and responsive. For example, in an organization in which self-
similarity of values and processes has emerged at all levels and in all
geographicareas, effective teams can be assembled very quickly to take
advantage of sudden opportunities or handle unexpected threats.

* Inevolutionary theory, those species survive that are most capable of
adapting to the environmentas it changes over time. In rapidly changing
global markets, the actions of one player trigger actions and reactions of
other players whose actions feed back on the actions of the former. This
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coevolution isthe reason why companies today must run as fast as they
can justto maintain their current position.

*  Group self-organization enables a unity to emerge from individual
diversity. Like individuals, work teams and organizations too can develop
behavioral patterns.

Organizational Ecosystems

Like complex organisms, smartorganizations have a “nervous system” which
enables them to thrive on chaos and to guide them through turbulent times.
Organizational nervous systems provide the functions of sensing and learning,
communications—internal and external—coordination, and memory. In fast-
moving, unpredictable digital environments, “nervous system” functions are
essential to provide the organization with anticipatory, filtering, empathic,
learning, and adaptive capabilities in real time (Por, 2000).

Second, economic activity is fractal, in that it shows the same structure and
obeys the same rules for creating value at the level of the economy, the
organization, and the individual. Therefore, smartorganizations will need to be
adaptive to theireconomic environment—thatis, open with permeable bound-
aries, operating at the edge of chaos (Warnecke, 1992; Davis & Meyer, 1998).

Third, the fittestwill survive. Smart organizations become fit through variety and
diversity of thought, old and new ideas, that breed innovation. Cross-func-
tional, multidisciplinary teams capable of creativity are an essential elementto
this. Combined with openness, through ideas from the market and
interorganizational exchanges, organizational fitness grows.

Fourth, by being big and small at the same time. The essence of ecosystems is
the balance between big and small organisms dependent on one another.
Likewise, smartorganizations must be big toafford large-scale investments, but
they also must be small, nimble, unified around a purpose, and capable of
paying attentionto the details of important relationships (ecosystems of smart
organizations, see Figure 3).

The smartorganizations depicted in Figure 3are composed of teams (dots) that
are linked via ICT-enabled business processes between individuals and teams
inside or outside the organization (connecting lines).
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Figure 3. Ecosystem of smart organizations
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Managing the Smart Organization

Organizations inthe digital age, unlike industrial age ones, will not seek to
control theirenvironments. Rather, they will adapt to them, since they recognize
thatany attempt to control would at best fail, and at worst stifle the creativity
and imagination necessary to support innovation. In a globally networked
economy, participants are free to focus and re-focus their commitment as they
seefit. With thisinmind, managementstyle isevolving from one, which used to
place emphasis on planning, organizing, and controlling, to one, whichempha-
sizes providing vision, motivation, and inspiration (Kostner, 1996).

Also, inthe internetworked economy, the roles of “superior” and “subordi-
nate” are becoming blurred and management becomes fuzzy—that is, more
laid-back, less controlling, and trust-based (Filos & Banahan, 2001a).

Abureaucracy isan efficient organizational scheme for tackling recurring tasks
inasequential way. Its static structure guarantees stability and reliability.
However, team-based (networked) organizations are better able to handle
tasks thatare nonroutine and which demand a high degree of flexibility and
adaptability. They are also able to link expertise that is distributed throughout
the organization. The flexible structure of teams thus guarantees adynamic and
competent response to ad hoc tasks (Figure 4).

The organization of work in the internetworked economy is shifting from
stable, physically colocated functions to dynamic, competence-based virtual
teams that create value by synthesizing information across geographical and
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Figure 4. Organizational culture of the industrial vs. the digital age
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organizational boundaries. Asaconsequence tothis, organizational culture and
managementchange aswell.

The Self-Organizing Distributed Team

The face of work is changing, too. As the business world becomes more
complex due to demands for flexibility and shorter response times, the nature
of work has to keep pace with organizational change. Work in smart organi-
zationsistherefore marked by concurrentwork practices, flexible and versatile
teamwork, and creativity and intelligentuse of ICT (Figure 5).

Avirtual organization isacollection of geographically distributed, function-
ally, and/or culturally diverse entities that are linked through ICT and rely on
lateral, dynamic relationships for coordination (Camarinha-Matos &
Afsarmanesh, 1999; Filos & Ouzounis, 2003). Despite its diffuse nature, a
common identity holds the organization together in the minds of its constituents.
The virtual organization is managed via teams consisting of geographically
dispersed employees, forming a “company without walls,” a collaborative
network of people working together, regardless of location or who “owns”
them (DeSanctis & Monge, 1998). A major distinction between virtual and
other organizational models consists in that the former are networked (viaICT),
transcend organizational boundaries (Grabowski & Roberts 1998), and should
therefore be viewed as metaphors of organization design that is held together,
literally, by communication.
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Figure 5. The evolution of collaborative work and the impact of
organizational forms
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A virtual team is defined as a temporary, culturally, and/or functionally
diverse, geographically dispersed, ICT-mediated communicating work group
(Jarvenpaa & Leidner, 1998). Asvirtual teamwork is fastbecoming adominant
way of working with many organizations, successful management of virtual
teams constitutes akey componentto managing virtual organizations. As virtual
teamsare made up of individuals with human needs for belonging, communicat-
ing, and togetherness, a radically new approach to and interdisciplinary
understanding of virtual team management s required in order to harness the
benefitsand to develop the potential of this new socioeconomic paradigm.

Virtual Team Communication

When individuals are working together toward acommon goal, the success of
their undertaking depends, to a large extent, on the information exchanged,
which is heavily dependent on the quality of communication between those
involved. Ascommunication between human beings involves far more than
merely an exchange of information at a rational level, factors such as the
emotional atmosphere, the social and cultural context, as well as nonverbal
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aspects may not be neglected. Contrary to earlier reservations, computer-
mediated communication needs do not necessarily have areductionistic impact
on team work, but may rather contribute to “revolutionizing” its potential
(Lipnack & Stamps, 1997; Devine & Filos, 2001).

Inthetraditional team environment, inwhichindividuals are colocated, commu-
nication happens via conventional means, such as oral or written forms of
interpersonal discourse. While written communication isalmost exclusively
perceived as formal and legally binding, oral communication is differentiated
according to the informational settings (formal meetings or informal social
events) inwhichitisembedded.

Onthe other hand, communication between individuals of remote teams has to
relyalmostexclusively on ICT. Thedistinction between the oral and the written,
and withitthe distinction between formal and informal discourse, may become
blurred. Ong (1982) thus speaks of the “secondary orality” of the digital age.
Asaresult, other distinctive features are likely to become important, such as
ease of use, interactivity (whichallows the user to feel involved), and even the
noninteractivity of asynchronous communicationtools (e.g., e-mail).

The Impact of Organizational Culture

The very technologies that offer individuals the freedom to work anytime and
anywhere may also fray the ties that bind organization members to each other
and to theiremployer. In particular, the cues that pull team members together
intraditional organizational settings include dress codes, shared language,
shared organizational culture (e.g., routines and processes), office buildings,
and colocation. Consequently, since all these factors are less readily available
and less indicative of meaning in the virtual context, the links between virtual
team members may be less tangible, and thus more social and psychological in
nature. Wiesenfeld, Raghuram, and Garud (1998), in their study on the effects
of differentcommunication mediaon the organizational identification of virtual
workers, found that electronic mediaare particularly important to maintaining
organizational identification due to the strong correlation of the frequency of use
with it, whereas face-to-face contact may be more critical for creating it.
Research on new organizational forms needs to consider the “system of work”
and the “system of meaning.” the institutional facets of the organization,
specifically the values attached to the work engaged in (Scott, 1991). Organi-
zational identification is a part of the larger construct that has to do with the
creation and preservation of the “system of meaning” in new work forms.
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Trust in the Virtual Context

Handy remarks (1995) that virtual teamsare run on trust rather than on control.
Indeed, the effective coordination and management of the virtual team seemto
pose a real challenge. Although team cohesion may suffer from a lack of
immediacy in team members’ interactions due to geographical dispersion,
divergence of expertise levels, or asocio-organizational heterogeneity, re-
searchresults suggest that in cross-cultural virtual teams, trust takes onaform
of “swifttrust” thatis based on clear role divisionsamong members who have
well-defined specializations (Jarvenpaa & Leidner, 1998). Communication
mediated by ICT providesthe virtual platform for an informal and open sharing
of thoughts, expectations, assumptions, and values. It offers an opportunity to
formalliances of collective responsibility that may be different from the formal
hierarchies of managementrelationships within the parent organizations. The
virtual context may thus prove advantageous in providing clarification, sense
making, and motivation for the individuals involved. Thisway, the value of team
members’ contributions is recognized and used better for the good of the
community. In the end, high levels of virtually enabled trust, established
between team members, may pioneer a strengthening of links between the
member organizations partaking in a virtual collaboration (Grabowski &
Roberts, 1998).

Leadership Conventions

Virtual teams enjoy the freedom to define for themselves the managementand
task assignment schemes that best suit their specific situation. Indeed, each
team can build its own project culture, which can be tailored to its needs and
goals, anditiscertainly less “bureaucratic” than the culture in team members’
organizations. Since the virtual context requires lateral communication and
active involvement from each individual, itundeniably demonstrates a flat
organizational structure, participatory managementpractices, and novel schemes
of shared responsibility (e.g., management tasks performed in rotation).

Intraditional teams, the focus on the team leader’srole is prone to downgrade
the position of the other team members. Inthat context, the most senior, most
experienced, member isappointed asteam leader. This hierarchical manage-
mentscheme, as well as the assumption that teams require asingle leader, is
called into question in the virtual context, as teams here benefit from having
different types of leaders performing complementary tasks, depending on
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projectstage. Inthe virtual team, each member isempowered and responsibil-
ity isshared. Also, since there is no one person or institution to which all team
members are accountable, penalties for noncompliance to the rules are
imposed by the team members themselves (Jarvenpaa & Shaw, 1998).

Coping with Overabundant Information

Inthe digital age, the great problem may turn out notto be lack of information
access butrather an overabundance of information. As Herbert Simon said,
“the wealth of information creates a poverty of attention” (Shapiro & Varian,
1999). Even as passive partakers in the Information Society, people uncon-
sciously become active contributors to this surplus of information. This is
because ICT can make people vulnerable to accessing more information than
they can “digest,” and this can amount to a threatening drawback for organi-
zational efficiency. Smartorganizations will therefore need to manage relation-
shipson the basis of techniques that help win the attention of people.

Weiserand Brown (1998) use human optical vision asan analogy to explain
information overload and discuss possibilitiesto avoid it. ICT through their
ubiquitous and voluminous provision of information, mustengage aricher
periphery. Intrying to catch up withan increasing “volume of bits,” users may
be helplessly overwhelmed. The tools developed and used need to engage the
periphery aswell asthe center. A balanced view must be sought continuously.

Nurturing the Knowledge Process

Managing knowledge is acore competence of the “smart” organization. Inthe
digital economy knowledge becomes the primary raw material and result of
economicactivity.

Theinitial challenge in moving toward organizational smartness, and in order to
leverage the power of knowledge, one must know where to find itand once
found, know what to do with it. Knowledge can be either explicit or tacit
(Polanyi, 1966). Inthe case of the former, knowledge is formal and systematic
and thus easy to capture, store, and communicate. Tacit knowledge on the
other hand is personal, acombination of experience and intuition, and as such
the organization’sability to capture and communicate itis heavily dependenton
the individual owner’s commitment to the organization and to its need to
generate value fromit. Inthis sense, agreat deal of trustand loyalty between
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the individual and the organization is necessary to leverage organizational
knowledge, including itstacitdimension.

Itistherefore essential to make a proper distinction between the terms “data,”
“information,” and “knowledge” (Figure 6). The interchangeable use of “infor-
mation” and “knowledge” tends to obscure the fact that while it can be easy and
quick to transfer information from one place to another, it may ofteninvolve a
very difficultand slow process to transfer knowledge. Knowledge isahuman
capability that can be acquired and expanded through learning. Intrying to
define knowledge it can be helpful to realize that the human mind is considered
capable of two kinds of knowledge, the rational and the intuitive.

In Westernthinking, intuitive knowledge has been devalued in favor of rational
scientific knowledge. In Eastern thinking however, the tradition has been to
recognize the importance of the intuitive. Chinese philosophy hasemphasized
the complementary nature of the intuitive and the rational and has represented
them by the archetypal pair yinand yang.

Recognition of the difficulties inherent in transferring knowledge from one
person to another has tended to highlight the importance of tacit knowledge.
Thisheuristic, subjective, and internalized knowledge is not easy to communi-
cate and is learned through practical examples, experience, and practice.
Where explicit, articulate knowledge may be stored in the form of a patent or
asdocumented know-how, tacit, nonarticulate knowledge iscommunicated in

Figure 6. The knowledge pyramid: A tentative approach to explaining
“slippery” terms
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social networks, or know-who. Debates over the meaning of knowledge are
ongoing, and do notseem likely to end for some time to come. Similarly, there
isnoagreed definition of knowledge management. The termisused loosely to
refertoabroad collection of organizational practices and approaches related
to generating, capturing disseminating know-how, and other content relevant
to an organization’s business. Knowledge is thus not an explicit, tangible
“thing”, butinformation combined with experience, context, interpretation, and
reflection. Also, knowledge involvesthe full person, integrating the elements of
boththinking and feeling. Knowledge managementisthusincreasingly seenas
signaling the development of amore organic and holistic way of understanding
and exploiting the role of knowledge in the process of managing and doing
work, and an authentic guide for individuals, teams, and organizations in coping
with the increasing complexity of modern business environments.

Stewart (1998) uses the term “intellectual capital” to denote intellectual
material—knowledge, information, intellectual property, experience—that can
be putto use to create wealth. Intellectual capital isto be seen asan asset for
every organizationresiding inits people (human capital), its structures (struc-
tural capital), and its customers (customer capital).

Achieving and Maintaining a High Level of Creativity

Smartorganizations embody cross-functional, multidisciplinary teams. Their
creativity is based on knowledge networking withinandacross the organization’s
boundaries. This opennessto ideas drives the creativity of the whole organiza-
tion.

AsToffler (1981) illustrates, the distinction between producer and consumer
diminishes as consumers begin to play an important role, such as in the
developmentor the further improvement of a product. Mass customization
enables smartorganizationsto see customers, suppliers, regulators, and even
competitors as stakeholders with meaningful contributions.

Redundancy Frameworks

Building redundancy isaway to support creative teams. Redundancy comes
from intensive communication onacommon cognitive ground and the facilita-
tion of tacit knowledge transfer. While team members share “overlapping”
information, they can sense what others are struggling to articulate.
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Oneway to achieve redundancy isto organize teams in competition with each
other. In one sense, such internal competition is wasteful. However, when
responsibilities are shared, information proliferates, and the organization’s
ability to develop and implement efficient conceptsisaccelerated.

Another way to enable redundancy is throughrotation, especially between
differentfunctions such as R&D and marketing. Rotation helpsemployees
understand the business fromamultiplicity of perspectives. Changing rolesand
responsibilities helps create and maintain team spiritand commitment to the
team objectives, butmostimportantly, itmay drive innovation within the team,
asaresultofaugmented lateral thinking and knowledge sharing.

Active Knowledge Sharing

Metes, Gundry, and Bradish (1997) propose a computer-mediated approach
to facilitating knowledge managementand creativity of distributed teams. The
tool they propose is computer conferencing, also known as “chat” tool. They
argue thatin contrast to teams using the telephone, fax, e-mail, or audio and
video conferencing, teams that use computer conferencing create a permanent
shared record of their communication. This is specifically important because
information istransmitted in its proper contextual setting, including situations,
relationships, assumptions, expectations, and history. Adding contextto infor-
mation transformsitinto knowledge (see Figure 6).

Investments in intellectual assets, unlike investmentsin physical assets, increase
invalue with use. Properly stimulated, knowledge and intellect grow exponen-
tially when shared. I1f two people exchange knowledge with each other, both
gain information and experience. And if both then share their new knowledge
with others—each of whom feeds back questions, suggestions, and modifica-
tions—the benefits can grow exponentially. Once an organization gains a
knowledge-based competitive edge, it becomes ever easier for it to maintain
its lead and ever harder for competitors to catch up.

Professional intellect (Nonaka & Takeuchi, 1995) of an organization operates
onfourlevels:

»  Cognitive knowledge (know-what), the basic mastery of adiscipline,
achieved through extensive training and certification.

»  Advancedskills (know-how), the ability to apply the rules of adiscipline
to complex, real-world problems.
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»  Systemsunderstanding (know-why), adeep knowledge of the interlinked
cause-and-effectrelationshipsunderlying adiscipline.

»  Self-motivated creativity (care-why), which consists of will, motivation,
and adaptability for success. Here lies the reason why highly motivated
creative teams often outperform teams with greater physical or financial
resources. This level depends on the organizational culture.

The value of professional intellect increases when moving up the intellectual
scale from cognitive knowledge to self-motivated creativity. Unfortunately,
most organizations focus their training efforts on developing basic skillsand
only very few investin developing systems and creative skills.

Research on the Smart Organization

Research and development (R&D) has contributed substantially to the emer-
gence of smart organizations. In Europe for example, successive research
framework programs in the last 12 years have supported the development of
technologiesthat facilitated electronic commerce and digital business. Inthe
early 1990s, research focused on concurrentengineering (Fan & Filos, 1999),
on computer-supported collaborative work and product and process data
modeling. The work program of the European Strategic Program in Information
Technologies (ESPRIT,1997), in the domains high-performance computing
and networking, technologies for business processes, and integration in manu-
facturing supported R&D relevantto the virtual enterprise. Between 1994 and
1998, more than 50 industry-led projects were set up witharound 100 million-
Euro funding (shared cost funding with 50% industrial contribution). Inaddition
toregular consultations with industry, anumber of projects were established
which brought together major industrial users of information technology (1T)
and the vendor community. The commonaim of these projects was to set long-
term research targets for the IT industry in order to meet well-formulated
industrial needs. The Advanced Information Technology initiative, forexample,
dealt with the automotive and aerospace industries (AIT, 2001). It comprised
22 R&D projects that also had a major impact on standardization develop-
ments. All these projects were operating concurrently within aharmonization
framework (Garas & Naccari, 2001). Forty percent of organizations partici-
pating in ESPRIT were industrial user enterprises. In total, 65% of participants
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in ESPRIT were industrial companies. Until 1999, R&D support for the “virtual
enterprise” in Europe was mainly through ESPRIT and its international coop-
eration activities under the Intelligent Manufacturing Systems (IMS, 2005)
framework.

In 1999, the Information Society Technologies program (IST, 1999) emerged
asan integrated program from previous programs ESPRIT, Advanced Com-
munications Technologiesand Systems (ACTS, 1998), and Telematics (TAP,
1998). Inthe work program of IST, the perspective had changed from “virtual
enterprise” toany type of “virtual organization”. Under the new program’s Key
Action Il (New Methods of Work and Electronic Commerce), several calls for
collaborative research proposals were launched under topics such as “dynamic
networked organizations”, “smartorganizations”, and “dynamic value constel-
lations”. In parallel, research in learning and cognition had led to the introduc-
tion ofanewresearchfield, “organizational knowledge management”.

Allthese R&D efforts have contributed to a strong research foundation for the
development of smart organizations in Europe (Filos & Ouzounis, 2003;
Wagneretal.,2004).

Research on the Virtual Organization

In parallel to these European research activities, research relevantto the virtual
organization in the United States was undertaken mainly under defense
contracts funded by the Defense Advanced Research Projects Agency (DARPA)
and through grants of the National Institute for Standards and Testing and the
National Science Foundation (Goranson, 1999).

Between 1999 and 2002, under the European IST program, more than 200
R&D projects were launched on organizations research and on researchin e-
business and e-work, withatotal funding of about 450 million Euro. These fall
into three subareas: ICT; work, business and organizational aspects; and
socioeconomicissues (Zobel & Filos, 2002; Filos, 2005; Camarinha-Matos et
al., 2005).

ICT Aspects of Virtual Organizations

The partof the project portfolio dealing with activities related to the design and
development of generic infrastructures to support collaborative businessina
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networked environment involved issues such as safe communications,
interoperability and tools integration, information and knowledge sharing,
repositories, coordination mechanisms, and collaborative environments. These
projects worked towards the emergence of ageneral “plug-and-do-business”
architecture for interoperability (Bacquet & Naccari, 2002; Doumeingts &
Chen, 2003). Project GLOBEMEN aimed at creatingan I T infrastructure to
supportglobally distributed and dynamically networked operations in one-of-
a-kind industries (Karvonen et al., 2003), COMMA and BUSINESS AR-
CHITECT made extensive use of modeling and knowledge sharing to support
virtual enterprise process integration.

Asfar as the characteristics and requirements regarding interoperability and
information exchange are concerned, innovative approaches were required.
Interoperability was to become a “design principle” while aiming to preserve
the diversity, autonomy, and heterogeneity of components and environments.
Forexample, project ECOLNET sought to validate different business strate-
giesforindependentsmall-and medium-sized enterprises (SME) focusing on
their national market, E-COLLEG investigated an infrastructure to establish a
backbone for collaborative engineering (Witczynski & Pawlak, 2002), CO-
OPERATE focused on coordination of manufacturing, planning, and control
activities insupply chain management, and WHALES developed a planning
and managementinfrastructure for distributed organizations working as net-
workson large-scale engineering projects.

The projects portfolio was strong in demonstrating the feasibility of operating
the virtual organization. The technologies used involved the Java framework,
CORBA, XML, Web services, multi-agents, and modeling tools based on
UML. The general aim was to use standards whenever possible. This aspect
is particularly clear with respect to de facto standards being proposed by
industry groups such as the Object Management Group, the Workflow
Management Coalition, the World Wide Web Consortium (W3C), and the UN
Center for Trade Facilitation and Electronic Business (ebXML).

Thesignificance of virtual organization modeling and interoperability of appli-
cations arose from the need to model the virtual organization as a means to
properly understand and manage it. A problem with existing business process
modelersliesinhowto translate one model based on one proprietary modeling
technique into an equivalent model represented by another. One strategy
pursued in Europe was in agreeing on a basic language that makes such
transformations possible. Consensus was reached and the Unified Enterprise
Modeling Language was defined (UEML, 2004).
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Some projects dealt with ontologies, conceptual information models that
describe things that exist inadomain, whose purpose was

*  Tosupporthumanunderstanding and organizational communication.

*  Tobemachine-processable and thus facilitate content-based access, and
communication, and integrationacross differentinformation systems.

A decade of international research has led to the creation of ontology
languages, editors, reasoning techniques, and development guidelines. Various
languages for ontology specification and implementation are now available.
These languages have built-in reasoning techniques, and they also allow
developing special purpose reasoning services.

Anareaof impact is the Semantic Web, inwhich computers “find the meaning”
of data in automated Web services such as functional agents. The DARPA
Agent Markup Language (DAML) and the Ontology Inference Layer (OIL)
that was developed by the World Wide Web Consortium and the European
OIL community (W3C, 2001), provide arich set of constructs with which to
create ontologies and to mark up information so that it becomes machine-
readable. A significantnumber of European projects addressed knowledge
technologies inthe context of the virtual organization and business collaboration
(Filos, 2002).

Work, Business, and Organizational Issues

Thissubareainvolved reference models and architectures,such as the specifi-
cation of logical reference architectures for new and emerging cooperative
organizations by identifying the main functional blocks, interactions, actors and
their roles, resources, and value systems, as well as the definition and the
characterization of collaborative business models, the forms of cooperation in
networked environments and means to assess the effectiveness of virtual
organizations. Work involved virtual organization reference models, collabo-
rative business models (and related case studies), cooperation methodologies
and performance measurement. The projects addressed centralized support
servicesaswell asservices thatare distributed across the virtual organization
(Hartel, Sonderegger, Kamio, & Zhou, 2002; Kazi, Hannus, & Ollus, 2002;
Katzy & Sung, 2003).
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Some projectsaddressed business functions of the various parts of the life cycle
ofavirtual organization. Research activities included partner registration and
search, marketplace management, e-procurementand negotiation, distributed
business process planning and management, and so forth, with a particular
focus on domain-independentservices covering the various phases of the life
cycleofavirtual organization. They also comprised supervisionand monitoring,
aswell asspecialized services, such as contract modeling and negotiation, a
supportinfrastructure to help virtual enterprises to address the legal issues
involved, aswell asaWeb-based infrastructure for alternative online dispute
resolution for SME (Gouimenou, 2001).

Throughits IST program, the European Commission also supported arange of
projects thataimed to accelerate e-business technology take-up in SME. The
conceptbehind these projects was to transfer leading-edge technologies to
industry and other end-users. Under Key Action 11, between 1998 and 2002,
more than 70 take-up projects were launched, which demonstrated the
relevance of e-business, e-commerce, and e-work technologies for SME.
Hundreds of SME throughout Europe participated together with so-called
“catalysts”—Ilocal or regional organizations that worked with them to help them
adapttheir business processes toward better ICT use. The SME were able to
“rethink” and adapt emerging technologies to their business needs by sharing
developmenteffortand jointly achieved results among one another. These
take-up projects thus became ameansto leverage the results of IST research
and to contribute to the implementation of the European Commission’s
eEurope (2005) initiative at local level, by supporting SME directly or
indirectly.

The 70 million Euro invested in this take-up project’s pilotactivity represent
onlyasmall fraction of the total European investment in e-business. They were
essential, however, indemonstrating that investment in R&D and technology
transfer can be a useful instrument to help increase SME competitivenessin
today’s global market places. Twenty-two showcases are presented inabook
(eBiz, 2003). They complement European Member States’ efforts, such as
those under the GoDigital initiative (2002).

The Socioeconomic Perspective

Between 1999 and 2002, socioeconomic research within IST was asignificant
nontechnological research activity thataimed at complementing technology
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activities. It was implemented through a series of calls for proposals. The
primary scope of this research was in methods and tools and in understanding
the impact of ICT on the economy and on society at large. The main
beneficiaries were the program’s research community, industry, and policy
makers (Hayfa & Filos, 2003). More than 40 projects addressed socio-
organizational or socioeconomicissues: industrial and organizational aspects of
the digital economy (e-business, e-work), as well as societal aspects; e-
business modelsand intangible assets; impactassessment, mainly at microlevel,
corporate social responsibility; statistical indicators. Also, anumber of key
legal and regulatory issues emerged as aresult of this research activity. Some
of them were explicitly addressed; for example, legal aspects of virtual
enterprises, contract law (intra-/inter-organizational or that of individuals),
alternative dispute resolution, digital rights management, intellectual property
rights, consumer protection, and related legal aspects (Merz et al., 2001,
Hassan, Carter, Seddon, & Mangini, 2001; Van Schoubroeck, Cousy,
Droshout, & Windey, 2001; Carter, 2002). All these activities contributed to
the definition ofavirtual organizations framework (Camarinha-Matos etal.,
2004).

Research in Knowledge Management

The European Commission has supported research in knowledge management
since the late 1980s, long before knowledge management itself was arecog-
nized term. Early contributions were made in areas such as information
management, quality management, and the social sciences. The first formal
initiative was launched in 1998 under the research theme “Learning and
Trainingin Industry” (LTI), as part of the ESPRIT program. Underthe LTI
initiative 16 research projects were launched involving more than 100 research
and user organizations. Although the situation has evolved considerably since
then, many current projects have their roots in this initial incursion into the
realities of organizational learning.

As knowledge management concepts and practices caught the attention of
organizations across Europe, European-funded research moved squarely
toward supporting the development of solutions thatenable individuals to share
knowledge withinand among organizations as part of the innovation process.
The main focus of research has been on supporting multidisciplinary solutions
and practices for individuals and corporations to manage knowledge within
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Table 1. Knowledge management research in the IST (2002) program

Projects funded under the IST Program reflect a broad spectrum of KM approaches and

theories. They can be classified broadly as follows:

First Generation KM
Information portals—tools and methodologies integrating to a greater or lesser extent
information necessary for back and front office processes in organizations. These projects
mainly originated from the first call for proposals in IST (1999).

Second Generation KM
Knowledge processes to business processes—tools and methodologies linking knowledge and
business processes
Assessment or measurement-type projects—which attempt to measure and benchmark
knowledge management implementation within and between organizations and to manage and
measure impact of knowledge lifecycles within the enterprise
Collaboration and innovation spaces—tools, methodologies and good practices to accelerate
creative exchanges among people working within and across organizations. The end objective
of such projects is to support the transition of organizations into knowledge-based
communities.

Third Generation KM
Knowledge and innovation ecologies—tools, methodologies and good practices which identify
contextual barriers and enablers of absorptive and innovative capacities of organizations and
attempt to replicate co-creation abilities across the enterprise or network
Human-centered knowledge management—focus on people as unique holders of knowledge,
and exchanges between people as primary generators of new knowledge for innovation.
Networks and working groups—which attempt to build critical mass within and outside the IST
program.

networked organizations and communities of practice. Specifically, thisin-
cluded aspectssuch as:

* Integrated ICT platforms, including mobile, to manage the full lifecycle of
knowledge (i.e., its capture, organization, maintenance, mining, sharing
andtrading) insupport of both intra- and inter-organizational activities

*  Personalized, context-, task- and role-sensitive functionality for the
dynamic provisionand sharing of timely and relevant knowledge.

»  Solutionstoorganize and exploit heterogeneous, unstructured information
sources, using ontologies, self-organization paradigms as well as semantic
cross-lingual search, insupport of e-work and e-commerce applications.

*  Toolsandenvironments for knowledge sharing, collaboration, and social-
ization withinand among organizationswhich build onmethodologies from
areas such as organizational behavior, cognitive psychology, human
factors, man-machine dialogue, as well as social and management sci-
ences.
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Theresearchactivities focused not just on technology developmentbutalso on
itsapplication. Inadditionto R&D projects, the European Commission also
funded a variety of take-up and support activities designed to help make
knowledge management better known and accepted notably in small and
mediumenterprises.

Under the IST program, the “Knowledge Management Made in Europe”
(KMME) initiative was launched after the start of the Fifth Framework
Program (1999-2002), with anaim to “create a strong brand for European KM
researchand practice” andto “bring into the portfolio quality proposals”. The
overall goal of the initiative at the outset was to increase European competitive-
ness, to improve the working life of European individuals, and to build on
European strengths of languages, cultural diversity, and industrial leadership.

One of the major epistemological directions the initiative declared was to
pursue the challenge of complexity asakey factor in the knowledge economy,
using a holisticapproach. The initiative involved 58 research, take-up, and
cluster projectswith atotal publicinvestment of approximately 65 million Euro.
Projects funded fell into the three categories outlined in Table 1.

The first category, or first set of projects to be funded, were denoted “first
generation KM” (under LTI in 1998) and concentrated on themes and
conceptssuchasinformation portals, toolsand methodologies integratingtoa
large or lesser extent information necessary for back and front office processes
inorganizations.

The second wave, from 1999 to 2000, aimed at a more holistic treatment of
primarily tacitknowledge in organizations and funded projects with concepts
and themes such as linking knowledge processes to business processes,
assessing KM implementation and collaboration and innovation spaces.

Thethird generation KM (2001-2002) represented amovement away fromthe
classical knowledge managementengineering approach, and aimed at funding
projects with concepts and themes such as knowledge and innovation ecolo-
giesand human-centered KM.

One of the most conspicuous and most mentioned projects with the largest
international profile is the European Knowledge Management Forum (EKMF),
acluster project which attempted to “build a sustainable network of Knowl-
edge Managementtheoreticiansand practitionerswho are interested in Europe’s
journey into the knowledge economy, and what Knowledge Management
methods and tools can contribute to this journey.” (KnowledgeBoard, 2005).
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Anassessment of the KMME initiative (Sage, Stanbridge, & Shelton, 2004)
to date shows that projects funded in the first wave are indicating a focus on
classical, engineering approaches to knowledge management. This concentra-
tionistypical of early projects in knowledge management programs. The same
phenomenon was observed inthe U.S. inknowledge managementresearch.
Many of the projects in the first phase were industry- or sector-specific and
helpedto solve problems specific to the sector or industry, without addressing
issues that were of benefit to different sectors or with impact on the industry
value chain.

The second wave marks a shift from the engineering approach to a more
centralist, best-practice approach. Inthe third wave, a significant number of
projects were funded thatare advanced on the mathematical complexity scale
and address concepts such as intelligent agents and the Semantic Web.

However, only afew projects address the area of social complexity, which has
high potential for KM that is related to the European context of linguistic and
cultural diversity. The subject of complexity is notwidely recognized within the
KnowledgeBoard community.

The phenomenon of divergence between focus areas in knowledge manage-
ment research in Europe, and a false dichotomy between human-centered
approaches and engineering/mathematical approaches has been observed in
the U.S. as well. The opportunity for Europe is to fund and initiate more
research that is related to the human-centered approach, but also looks at
social complexity.

Conclusion

This chapteraimedto draw a picture of the changing organizational paradigm
inthe digital age. Successive European R&D programs played asignificant part
indeveloping the technologies and concepts that are key to those develop-
ments. The research effortsaimed at understanding and improving knowledge
management, the virtual organization and digital business processes. While
many of the features of digital age organizations are not yet fully understood,
there is hope that organizations in the future will become “smart” in various
respects. The unprecedented opportunities offered by Information Society for
individualsto relate with one another, to work, and to do business in digital
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environments will change the ways organizations relate to each other and to the
individuals that are key to their core competences.
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ChapterlIl

Applications of
Agent-Based
Technologiesin
SmartOrganizations

Laszl6 Zsolt Varga, Hungarian Academy of Sciences, Hungary

Abstract

This chapter introduces agent technology as a means of creating dynamic
software systems for the changing needs of smart organizations. The
notion of agency is introduced, and individual and collective agent
architectures are described. Agent interaction methods and agent system
design techniques are discussed. Application areas of agent technology
are overviewed. The chapter argues that the autonomous and proactive
nature of agent systems make them suitable as the new information
infrastructure for the networked components of dynamically changing
smart organizations.
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Introduction

Nowadays the whole world is networked into the Internetand if an organization
isnot connected to the Internet, then it has serious competitive drawbacks.
Private persons are using the Internet more and more as well, so organizations
keep contact with their clients through e-mail and give them information on their
products and services on information portals. Customers can do the shopping
inelectronic shopsand getall the information they want from the portal server;
they can even configure the product they want to order. In order to satisfy
individual needs, smart organizations must feed online information fromthe
Internetinto their internal information systemand then further to their internal
production control, accounting, design, resource planning, and several other
components. The organization can adapt to these requirements only if it
requires the same type of information management from its suppliers, so the
interorganizational communication mustbecome part of this networked envi-
ronmentaswell.

In this environment, we can less and less talk about individual software
products, because software components are interconnected and sooner or
later almost every software component must be capable to interoperate with
other software systems. Thisway, the information system of smart organiza-
tions becomes part of the worldwide Internet, so individual solutions cannot be
applied. The software technology of smart organizations means lessand less the
designand implementation of individual software systems; rather, we can talk
aboutthe development of the design and implementation of asingle distributed
worldwide information system. In this context, the designers of subsystems
cannotapply individual solutions, they have to adapt to global practice and
standards. Atthe time of the design of such aglobal information system, the
designer does not have enough information and resources to make acomplete
solution, so the designed system must integrate into the worldwide system with
the ability to adapt to unforeseen changes and requirements using incomplete
informationatrun-time.

Satisfying these requirements is among the goals of several technologies,
including the Web services technology characterized by SOAP?!, WSDL?,
UDDI*abbreviations (Web Services, 2004; UDDI, 2004), the semantic Web
technology (Berners-Lee, Hendler, & Lassila, 2001), the grid (Foster &
Kesselman, 1999) and maybe the most complete approach, which is agent-
based computing (Wooldridge, 2002).
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Thischapter presents the mostimportantelements of agent technology and how
they can beapplied insmartorganizations. First, we define what agentsand agent
systemsare, then we overview the history of agentdevelopments. We discuss the
internal structures of agents, then how these agents can form smart organizations,
then the methods of agent system analysis and design. Finally, we discuss the
applications of agent systems and the conditions of their wide adoption.

The Agent Metaphor

The word “agent” has different meanings in different contexts, so computer
scientistsworking inthe agent field may have somewhat different definitions of
agency. There isagreementon the main characteristics, but some researchers
consider other characteristics importantas well, while some researchers think
that these are notimportant, depending on their background.

Intelligent Agents

Thenotion of agentemerged from many differentfields, including economics,
game theory, philosophy, logic, ecology, social sciences, computer science,
artificial intelligence, and later distributed artificial intelligence. In all these
fields, anagentisan active component that behaves intelligently inacomplex
environmentto achieve somekind of goal. Artificial intelligence isthe branch
of computer science which investigates how to implementin computer systems
intelligence comparable to human intelligence. While the goal of artificial
intelligence focuses mainly on intelligent performance comparable to an indi-
vidual person, distributed artificial intelligence investigates how a group of
software components called agents can achieve intelligent behavior compa-
rable to agroup of persons.

From asoftware technology point of view, agent technology promisestoenable
system designersto handle more complex systems than before. As systems
become more and more complex, software development processes need
higher and higher abstractions. In the beginning, functional and modular
programming techniques provided enough level of abstraction, then object-
oriented systems became the mostcommaonly used technique to model complex
systems. Agenttechnology promises to handle systems that object-oriented
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Figure 1. The most important characteristics of intelligent agents
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techniques cannot adequately model, like large, distributed organizations with
incomplete information and distributed responsibility, where individual compo-
nents must dynamically adapt to unforeseen changes.

Experts from the different fields tend to agree that the most important charac-
teristics of agents are those which are defined by Wooldridge and Jennings
(1995) and shown in Figure 1. First of all, an agent is a computer system
situated in some environment. The agent is reactive, which means that it is
capable of sensing its environment and acting on it. The agent can autono-
mously actinitsenvironmentand make decisions itself. The agent has design
objectives and can decide itself how to achieve them. While taking the
decisions the agent is not just passive, but can take initiatives towards its
goals. The agent has social abilities and can interact with the actors in its
environment.

Agents as Building Blocks in Smart Organizations

The above-mentioned characteristics make the agent concept an important
elementinmodeling systems needed for smart organizations. Firstof all, multi-
agentsystemsare distributed cooperative computing systems, therefore they
themselves forman intelligent organization. The reactive, autonomous, and
proactive features of agents require that they are knowledge-driven, dynami-
cally adaptive, agile, and learning computing elements. The social abilities of
agents mean that they are usually internetworked, as well as dynamically
adaptive to new organizational forms and practices. Since these features are
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necessary for smart organizations, we can expect that software systems built
with agent technology will play animportantrole in smart organizations. A
multi-agentsystem itself can be regarded asasmart organization, because the
above-mentioned characteristics are in line with the definition of smart organi-
zations. The term “smart organization” is used for organizations that are
knowledge-driven, internetworked, dynamically adaptive to new organiza-
tional formsand practices, learning, aswell asagile intheir ability to create and
exploit the opportunities offered by the new economy (Filos & Banahan,
2000).

Inthe following sections, we will discuss agent systemsin order to beable to
understand their importance for smart organizations. Agenttechnology offers
new techniques for smartorganizations, but it cannot solve everything. Several
design techniques and software tools have been developed to support and
implementagent oriented systems. Although these techniques and tools allow
the designer to think in the way an agent system needs, the major challenge in
implementing agent systems s related to the intelligence of the agents.

History and Standards

Currentinterestinautonomous agents emerged mainly fromartificial intelli-
genceresearch, but object-oriented programming and human-computer inter-
face designalso contributed among the many other fields mentioned earlier.
Althoughwe couldthink thatagency is central to artificial intelligence (Al),
because Alisaboutbuilding intelligent systems, artificial intelligence research-
ersdid notintensively study intelligentagents until the 1980s. The focus of Al
research was on the different components of intelligentbehavior, like learning,
reasoning, problemsolving, and so forth. Among these independent investiga-
tions, Al planning was most closely related to agents, because Al planning is
related to whatand how to do, and agents also have to plan what they are going
to performautonomously intheirenvironment. Al planning firstused asymbolic
reasoning approach, but when the ultimate viability of this approach was
questioned, the attention of researchers turned toward behavioral or reactive
Al. According to thisapproach, theorem provers cannot produce intelligent
behavior; rather, intelligence is a product of the interaction between the
intelligent system and its environment. Inthisapproach, intelligence emerges
fromthe interaction of several simpler behaviorsand competing behaviors can
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suppress each other. However, emergence is purely reactive, so inthe early
1990s researchers started to combine reactive behavior with the deliberative
approach of symbolic reasoning. The combination of reactive and deliberative
approacheswas later replaced with the practical reasoning approach, where
reasoningisinfluenced by akind of mental state with three components: Beliefs,
desires, and intentions, where beliefs represent the information that the agent
has about its environment, desires represent the different possible states the
agentmay choose tocommitto, and intentions represent the states the agent has
chosenand committed resources to.

The Beginnings

Agentresearch became a separate branch of Al in 1980 at the first Distributed
Artificial Intelligence (DAI) workshop at the Massachusetts Institute of Tech-
nology, where participants decided that there is need to investigate issues of
how intelligent problem solvers can coordinate their activities to solve common
problems, and these issues are on a higher level than the parallelism issues of
how to distribute processing over machinesand parallelize centralized algo-
rithms. The first multi-agent model was the actors model, in which self-
contained, interactive components communicate by asynchronous message
passing. Task allocation then became an importanttopic, and the Contract Net
Protocol was defined to allocate tasks from the contractor to bidders through
anannouncement—bidding—allocation process. The early applications were
related to the coordination of physically moving vehicles. Later, the research
focused onteams working toward acommon goal, and theoretical foundations
of cooperation were investigated, including notions of commitmentand joint
intention. A group of agents jointly intends a team action if all of them are
committed to completing the team action and they mutually believe thatthey are
doingit. Inthiscase, the jointcommitmentisajointpersistentgoal. Agents enter
intoajointcommitmentby establishing appropriate mutual beliefsand commit-
ments through an exchange of request and confirm speech acts.

The investigation of how to achieve jointcommitment centered on the notion of
negotiation. Itturned out that negotiation was a good method for coordination,
conflictresolution, communication of plan changes, task allocation, and reso-
lution of constraints violations aswell. The common characteristics of these are
that agents have to resolve some conflict inadistributed way by exchanging
proposals and counter proposals, the agents have their own goals, they have
bounded rationality and incomplete information.
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Atthistime, agentarchitectures focused on the internal modules of agents and
how the above-mentioned concepts can be handled with software engineering
methods. Agents usually had five components: the communication layer, the
agentacquaintance module, the self module, the inference engine, and the
knowledge base. The communication layer was responsible for performing the
necessary transformations on the messages the agent wanted to send and
receive toand from itsenvironment, in order that these messages conform to
the external and the internal world of the agent. The agentacquaintance module
contained information about the environment of the agent and modeled the
capabilitiesofthe agentsto interactwith. The self module contained information
aboutthe capabilities of the agentitself. The inference engine was responsible
for executing the actions of the agent based on the knowledge of the agent
stored inthe knowledge base.

Networked Agents

Inthe 1990s, the Internetand hypertext protocol was spreading rapidly, and
more and more applications were deployed on the Internet. This open
environment gave way to the wide-spread application of software agents
communicating over Internet protocols. Previously, multi-agent systems were
designed and implemented usually by a single team, but now multi-agent
systems from different backgrounds and design approaches had to communi-
cate and interact. The mostimportantissues inthisenvironmentare discovery
and interoperability. Discovery isthe problem of how agents can find each other
evenwhen they do not know anything about the other agent. Interoperability
isthe problem of understanding the syntax and semantics of the language of
other agents, which means that agents have to be able to parse the message of
otheragentsand find out the meaning of the elements of the messages.

Tosolvethe discovery issue inopen environments, the notion of middle agents
has beenintroduced. Agents can advertise their capabilities to some kind of
middle agent. Different types of middle agents have beenidentified, including
yellow page middle agents that match advertisements with requested capabili-
ties, blackboard middle agents that collect requests, and broker middle agents
thatdo both. Of course, this middle agentapproach works only if agents know
how to find the appropriate middle agent. In practice, this can be solved by
having afew well-known middle agents, which preferably eventalk with each
other sothatif there isno match ataspecific middle agent, then the request can
be forwarded to another one. These well-known middle agents form the basis
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of the infrastructure of an open agentenvironment. The firstattempt foraworld
wide agentinfrastructure was the Agentcities network (Willmott, Dale, Burg,
Charlton, & O’Brien,2001).

Solving agent interoperability is approached on two levels: on the agent
communication language level and the agent content language level. The agent
communication language defines the types and the format of the messages
between agents. Agentcommunication languages provide aset of performatives,
like “request” and “inform,” based on the speech acts theory (Searle, 1969),
where communications are modeled as actions that change the mental state of
communication participants. Using the agentcommunication language, an agent
cansend toanother one arequest for “something,” or can inform the other agent
about “something,” where the “something” is the content of the message. The
schemafor the agent content language is the ontology which formally describes
adomain of discourse. Agents can understand the content of the messages if
they share their content language ontologies, preferably by publishing them on
ontology servers. Ontology serversare alsoanimportant part of an open agent
infrastructure like the Agentcities network (Willmottetal., 2001)

Standards and FIPA

The need for interoperable agent communication created the standardization
body of agent systems, which is called Foundation for Intelligent Physical
Agents (FIPA). FIPA was founded in 1996 and registered in Geneva,
Switzerland as an international nonprofit organization. The aim of FIPAisto
develop software standards for heterogeneous and interoperating agents and
agentsystems, in order to enable the interworking of agents and agent systems
operating on platforms of different vendors in industrial and commercial
environments. Asaresult of the FIPA standardization activity, many research
labsand industrial organizations started to develop competing agent platforms
independently all over the world. FIPA standard agent platforms provide an
environment where agents can be deployed, and with the help of the agent
platform services they can interact with other agents on any FIPA standard
agentplatforminaFIPA conformantway, achievingagentcommunication level
interoperability. Agentplatforms frommore than 15 vendorsshow interoperability
inthe Agentcities testbed. More than half of the Agentcities nodes use the Jade
agentplatform from Telecom Italia Laboratories (Balboni, 2003).

The most important agent standardization activities are done in FIPA, but
significant activity was also carried out in the Object Management Group
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Figure 2. Trends in agent research
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(OMG) and agent standards are starting to become highly relevant to bodies
suchasthe World Wide Web Consortium (W3C) and the Global Grid Forum
(GGF), because developments such as Web Services (Web Services, 2004)
and Semantic Web Services (DAML Services Coalition, 2002; Bussler,
Maedche, & Fensel, 2002) also investigate many of the issues agent technolo-
gies have already addressed.

Figure 2summarizesthe history and trends inagent research asdiscussed in this
section.

Agent Architectures

Aswe have seen inthe previous section, the agent concept evolved over time.
Differentaspects of agency were discovered and in the end merged into the
currently applied agentarchitectures. Nowadays, agents that show traits of
only one aspectare notconsidered real intelligentagents. Forexample, astock
exchange tradingagentin charge of astop-loss order isapurely reactive agent,
but does not satisfy the current notion of intelligentagency. In this section, we
are going to elaborate on the different aspects of agency.

Reactive Agents and Agents with State

One of the first aspects is that agents are reactive. A purely reactive agent
decides whatto do without reference to its history. The behavior of a purely
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reactive agentisthe function of the state of itsenvironment. This type of agent
architecture has two main subsystems: perception and action. The perception
subsystem contains the agent’s ability to observe itsenvironment. In the case
ofagentsinthe physical world, like robots, thismay be a video camera, and in
the case of an agent in the software world this may be system or network
routines like finger, ping, or network messages. The output of the perception
module is a percept, or the internal representation of the environment. The
action subsystem of the agent contains the agent’s ability to act on its
environment. Inthe case of aphysical agent thismay be arobotarm, and inthe
case of asoftware agentthis may be system commands. The action subsystem
maps the sequences of percepts into actions. The perception subsystem of the
agentgrabsthose features of the environmentwhich are relevant for the goals
ofthe agent. Forexample, in the case of the stock exchange trading agentin
charge of astop-loss order, the whole range of the stock price is mapped into
two values: hold and sell. Ifthe price falls belowacertain value, then the agent
hastoissue asell order.

Purely reactive agents often compose a fine-grained multi-agent system. A
fine-grained multi-agent system consists of many simple agents, and the
intelligentbehavior of the fine-grained multi-agent system emerges fromthe
interaction of the simple agents. Coarse-grained multi-agent systems consist
of fewer, but more intelligent, agents. Agents inacoarse-grained multi-agent
systemusually have one of the architectures discussed below.

Purely reactive agents do not remember the history of their environment.
Agents with state, shown in Figure 3, can do so by having additional
components in their architecture: a state and a next function. The state
represents the current mental status of the agent, while the next function maps
the percept of the agent and the current state of the agent to the next state of
the agent. The action subsystem of agents with state maps the current state of
the agentintoactions. Agents with state have the full power of agency; they are

Figure 3. Agent with state
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behaviorally equivalenttoagentarchitecturesdiscussed later inthissection, but

the other architectures grab more of intelligent behavior and help better
understand the notion of agency.

Agent Reasoning

Agentsusually havetoactinadynamically changing environment, therefore it
is better notto tell the agent exactly how to carry out the tasks. It is better to
tell theagentwhatto dowithouttellinghowtodo it. This can be done by defining
tasks indirectly with some kind of performance measure.

Oneway of defining tasks indirectly isby associating utilities with states of the
environment. The utility function maps the environment states to real numbers
and tells how good the state is: the higher the value, the better the state. A
disadvantage of the utility function is thatitassigns utilities to local states and
does not take into account long term values. However, we can use overall
utility; forexample, by defining the worst state that might be encountered by the
agentorasthe average utility of all states encountered. Although this model is
useful tounderstandingagentbehavior, in practice sometimesitis very difficult
orevenimpossible to implementthe desired utility function.

Another way of indirect task specification is predicate task specification.
Predicatesare utility functions that have either true or false values. A predicate
task specification maps the set of all possible runs of the agent to true or false
value, and the agentachieves the desired goal if the predicate function results
intrue value either for all runs, or at least for one run or for agiven percentage
of runs of the agent, depending on how pessimistic or optimistic the definition
of success is. Some common forms of predicate task specifications are the
achievement tasks and the maintenance tasks. In the achievement task the goal
oftheagentistoachieve astate, while in the maintenance task the goal of the
agentisto maintainastate. Inthe achievementtask, the agentis successful if
itcanforce itsenvironmentinto one of the goal states, while in the maintenance
task the goal of the agent can be characterized as to avoid some state. Complex
tasks can be specified ascombinations of achievementand maintenance tasks.

Deductive reasoning agents originate from symbolic Al, which says that
intelligent behavior can be generated using logical deduction or theorem
proving from symbolic representation of the world. Inthisapproach thereare
two key problems: the transduction and the reasoning problem. The transduc-
tion problemis how to translate the real world into an accurate and adequate
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Figure 4. Deductive reasoning agent
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symbolicrepresentation. This may be very hard; for example, in the case when
aphoto hasto be converted into a set of declarative statements representing
that photo. The reasoning problem is how to manipulate symbolic information
tobeuseful intime. Since the computational complexity of theorem proving may
require long computation, theorem provers may notalways operate effectively
intime-constrained environments. A deductive reasoning agent (shownin
Figure 4) isanagentwith state and its perception module translates external
information into symbolic representation. Once there isasymbolic represen-
tation of a fact in the database of an agent, then the agent believes this fact,
although in the real world this might not be the case. The next function of the
deductive reasoning agent maps the agent database and a perceptionintoanew
database. The action subsystem of deductive reasoning agents use deductive
reasoning to deduce the action of the agent. The deduction rules of the agent
are defined inaway that if aformula*“do action A” can be derived from the fact
database using the rule database, then the action of the agent will be action “A.”
Thereasoning engine of the action subsystem takes each of the possible actions
“x”” of the agentand triesto prove “doaction x.” If there isno action for which
this formulacan be proved, then the reasoning engine tries to find an action “x”
for which “do notdo action x” cannot be derived. If there is such action “x,”
thenthisactionis consistent with the rules, so the agent can execute this action.
Ifthisalso fails, then the agent does nothing.

Practical reasoning agents try to improve the deductive reasoning agent
architecture by reducing the search space of deductive reasoning. One of the
main problems of deductive reasoning agents is that deducing all possible
logical consequences takes too much time and sometimes is even impossible.
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In practical human reasoning, the logical reasoning is influenced by the current
state of the mind. Human practical reasoning first tries to reduce the search
space by deciding what state we want to achieve. This s called deliberation.
Oncedeliberationis done, the reasoning concentrates on how to achieve the
selected state. This is called means-ends reasoning. There must be a good
balance between deliberation and means-ends reasoning, or else practical
reasoning agents do not performwell or even do nothing. Deliberation cannot
go onforever—some goal state has to be chosen and the process of achieving
this state has to be started even if the selected goal state is not optimal. The
process of achieving the selected goal state is called intention. Intention
involves the process of creating aplan to achieve the selected goal state and
actions taken according to the created plan. Deliberation and intention are
shown inFigure 5. Intentions drive the means-end reasoning and if one plan
creation fails, thenanother istried. An intention must persist typically until itis
believed that it is successfully achieved, or it is believed that it cannot be
achieved, oritis believed that the reason for the intention no longer exists.
Intentions constrain deliberation, and options which are not consistent with the
currentintentionsare dropped. Intentions restrict the beliefs on which practical
reasoning is based, and beliefs that are not consistent with the intention are
dropped.

Thedeliberation process of practical reasoning agents has two parts: the option
generation function and the filtering function. The option generation function
produces aset of options, called desires. The filter function selects the best
one(s) from the set of desires based on the current beliefs, desires, and
intentions.

Once adesire passesthe filter function and becomes part of the set of currently
selected intentions of the agent, then we say that the agent has made a
commitment to that intention. The commitment strategy of the agent is the
mechanism used to determine how long a commitment must persist. Blind
commitmentstrategy is to keep the intention as long as the agent believes that
the intention has been achieved. Single-minded commitment strategy isto keep

Figure 5. Steps of practical reasoning
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the intention as long as the agent believes that either the intention has been
achieved, or the agent currently has no plans to achieve the goals of the
intention. Open-minded commitmentstrategy isto keep the intention as long as
the agent believesthat the goals of the intention are possible. The agenthasto
reconsider its commitments from time to time to check if they still have to be
kept. There must be a good balance, because if the agent reconsiders its
commitments very often, then it does not have enough computing resources to
achieve them; onthe other hand, if the agent does not reconsider its commit-
ments often enough, then it may continue to pursue them for along time after
itis obviousthatthey cannot be achieved.

Means-ends reasoning produces a plan to achieve the selected goal state based
onthe currentintentions, the currentbeliefs (i.e., the state of the environment),
and the actionsavailable to the agent. Inmany implementations, the planning
function does not create a plan from scratch; rather, the agent hasa set of plans
given by the agentdesigner, and the agent searches through the set of plans to
find one that has the needed intention as a post conditionand is inaccordance
withthe currentbeliefsand available actions.

Layered Agent Architectures

Analternative to the reasoning agentarchitecture is the iybrid agent architec-
ture, Of layered agent architecture, inwhich there are layers responsible for
differentagent-like behaviors. Inthe horizontally layered hybrid architecture,
each layerisdirectly connected to the perception and the activation modules,
asshowninFigure 6. In horizontal layering, each layer produces competing
suggestionsasto what to do, and a control subsystem must decide which layer
actually takes control over the agent. Some of the layers are responsible for
low-level actions; forexample, inafinancial organization, to avoid bankruptcy
some of the other layersare responsible for higher-level actions like deciding

Figure 6. Horizontally layered agent architecture
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Figure 7. Vertically layered agent architectures
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where to invest. The control subsystem gives priority to low-level actionsin
urgency and gives way to higher levels otherwise.

Invertically layered hybrid architectures, perception and activation are con-
nected to at most one layer, asshown in Figure 7. Layers make processing and
pass information to each other. Intwo pass vertical layering information flaws
up the architecture to higher and higher level processing. Decision is made at
the upper-most level where action is generated, which then flaws down to lower
levels.

Notlong ago, apopularagent model was the mobile agent architecture. Inthis
model, agents are seen as programs roaming the network to collect business-
related data. This approach had a lot of problems related to authorization
policies; thatis, hosts and agents had to be protected against each other. Since
network bandwidth is usually available, mobile agents did not have much
advantage over nonmobile agents except in a few cases—for example, in
auctions when different network latencies were not allowed for fairness.
Because of the difficulties, mobile agents have not yet been taken up by the
mainstream; however, mobility issues may be investigated again when agents
running on mobile devices become widespread.

Agent Organizations

Up to now, we have been discussing how agents can organize and plan their
activity on their own, butagents have to act in anetworked environment; for
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example, aspartof asmartorganization. In thisenvironment, they act on the
real world, and sometimesthe real world imposes restrictions ontheir activities;
for example, because two agents want to use the same resource at the same
time. Inthis case, itis obvious that the agents have to coordinate their plans.
Evenifthereisnoconflictinthereal world, the agentswantto distribute the task
allocations among themselves, and there must be some kind of interaction
betweenthe agents. The interactions are even more complex when the conflict
inthe real world arises between the activities of two groups of agents. In this
case, the groups of agents have to coordinate among themselves as how to
interact with the other group.

Inorder to model the interactions among agents, the utility function is used.
The utility function of anagentassignsto each state areal value. If the utility
function gives higher value for astate s, than foranother state s, then the agent
has preference fors, comparedtos,. Many times the utility functionis linear,
butnonlinear utility function models that situation when the agentachieved most
ofitsgoals and s satisfied with the state, therefore its utility function does not
give much higher values when the state improves somewhat. Similarly, if the
agenthas notachieved any goal, thenasmall improvementin the state gives
higherincrease initsutility function than inamore or less satisfied status.

Properties of Agent Organizations

When several agentsact on the environment, their actions may depend on the
actions of the other agents. If one agent makes a choice, then the other agent
isalready restricted and has to make a choice depending on the choice of the
otheragent. Inan ideal situation, the differentagents have preference for the
same state and all other states are less preferable for all of the agents. A
somewhat less ideal butstill very good situation iswhen agents canstill find a
state which ismost preferable for all the agents, but there are other states which
give the same utility value for all the agents. In this case, agents can selectone
ofthese preferable states, but they must agree which one, because if an agent
deviates from this state toward another more preferable state, then none of the
agentsachieve the most preferred state. It isalso possible that there are more
than one state with whichagentsare all satisfied and do not want to deviate from
itifthe others do not deviate; however, one of these preferable states may be
better than the other one. All the situations in this paragraph are called Nash
equilibrium, because no agent has the incentive to unilaterally deviate fromthe
preferable state.
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The efficiency of the agent system can be measured as a combination of the
utility functions of all of the agents. A simple efficiency measure is the sum of
the utilities of all the agents, and according to this measure an agent systemis
in sum optimal state if the sum of the utilities is maximal. Anagentsystemisin
aHicks optimal state if the utility is maximized for all of the agents in the agent
system. Anagentsystemisin Pareto optimal state if it satisfies, more or less,
all oftheagents, and inall other states at least one agent’s utility function gives
smallervalue ifat leastanother agent’s utility function gives higher value. Note
that Hicks optimal state cannot always be achieved. Also note that sum optimal
and Pareto optimal state may not be equilibrium state, ifat least one agent might
achieve better utility by deviating from the optimal state. Anexample of this is
the prisoner’sdilemma, inwhichthe equilibriumis not optimal.

Agreement in Agent Organizations

Now thatwe have seenthe different types of states multiple agents can achieve,
letusturn our attention to how they can reach agreement to get to the desired
state. Agents coordinate their actions by exchanging messages. The messages
are exchanged similarly to usual network communication protocols, whichare
governed by protocol rules so that the participating partners can get to some
useful resultand are not locked in, for example, adeadlock. Agentinteraction
protocols build on communication protocols and strive to ensure, for example,
community level results (Sandholm, 1999). It is expected that an agent
interaction protocol guarantees that agents eventually get to some agreement
and this agreement leads to either sum, Hicks, or Pareto optimal state.
Participating inagentinteraction protocols must be Nash equilibrium behavior
forthe participating agents, that is, all of the agents must be interested in keeping
to the protocol rules, which must be simple enough so that agents can easily
determine the optimal strategy. Multi-agent systemsare usually distributed and
there is no centralized node, and this must be the case for agent interaction
protocolsaswell.

Although agents may interact in many different ways, there are three types of
interaction protocols which are the most used and studied. These are the
auction, the negotiation, and the argumentation interaction protocols.

The auction protocol can be used to allocate a given resource to one of the
agentsfromagroup. The resource can be agood or atask to be executed; in
the latter case the auction protocol isalso called a contract net protocol. The

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



56 Varga

rolesintheauction protocol are the auctioneer and the bidder. The auctioneer
agenthasthe resource to be allocated and wants to maximize the price for it.
The bidders are the agents to which the resource is to be allocated and want
tominimize its price. Inmany cases the exact value of the resource is not known
or is not unambiguous. The agents may value the price of the resource
differently according to their differentinterests in the resource and different
knowledge about the current and future value of the resource. The auction
protocol helps the agents agree on a price and allocation which is most
acceptable forthem. According to the differentrules, the auction interaction
protocol can be one shot, if there is only a single round of bids, or it can be
ascending or descending sequential, if there are several rounds with the
necessity of ascending or descending bids. The auction interaction protocol can
be opencry, ifevery agent seesthe bid of every other agent, or can be sealed
bid, ifthey do not see each other’s bid. The auction protocol is first price if the
winner isthe one with the best bid and pays its own bid, or it can be second price
if the winner is the one with the best bid, but pays the second best bid.

Auction isaspecial form of negotiation which isasomewhat more general
form of agentinteraction. The negotiation interaction protocol is defined with
the negotiation set, the proposal order, aset of strategies, and an agreement
criterion. The negotiation set contains all the possible proposals the agents can
make. Inthe simplest case, the proposal contains one issue to be negotiated,
like the price inauction protocols, or can contain multiple issues which may be
interrelated. The proposal order defines the set of allowed proposals as a
function of the negotiation history and the timing of proposal making. Typically,
agents make the proposals at the same time or one after the other, and they are
notallowed to repeat previous proposals. Eachagenthasanegotiation strategy
which defines the proposal selection method from its allowed proposals.
Negotiation strategies are not public and are related to how the agentis going
toachieveitsgoal. The agreementcriterion defines when the negotiation stops
and what the accepted proposal is.

The mostcomplex form of agent interaction protocol is argumentation, which
most resembles human negotiation and allows dynamic negotiation and the
justification of the negotiated deal. Argumentation is based on formal logic. In
formal logic there are statements and logic rules. Using the logic rules other
statements can be derived from a set of statements. In the beginning of the
argumentation interaction protocol, the agents have in their knowledge base
different sets of statements which represent their beliefs about the state of
affairs. During the argumentation process agents can send each other the
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statements they have, the derivation rules they are capable of, and concrete

derivation instances in order to getto a status when all the agents have the same
statementabout the issue to be agreed in their knowledge base.

Communication in Agent Organizations

We have seen how agents can get to agreements by exchanging messages; now
letus see how they communicate these messages. In usual-distributed comput-
ing environments, like in object-oriented systems, one object can call the
method of another remote object. In this kind of communication, the calling
object causes the execution of the procedure in the remote object. This may
happen synchronously if the thread of control returnsto the calling objectonly
after the execution of the remote procedure, or asynchronously if the thread of
control immediately returnsto the calling objectand the remote procedure is
executed in parallel. In both cases the calling object executes the remote
procedure. However, agents are autonomous and their communication iseven
less coupled, as inthe asynchronous remote procedure call.

Agentsare autonomous, and when agents send messages to each other, they
donot force the execution ofaremote procedure, or write data into the internal
datarepresentation of the remote agent. When asending agent sends a message
to a remote agent, the sending agent performs an action to influence the
behavior or the beliefs of the remote agent. This kind of communication isbased
onthe speech act theory, which treats communication asaction (Austin, 1962;
Searle, 1969). When a factis sent from the sending agentas an information to
the remote agent, the sending agent intends the remote agentto believe the fact,
butitisup to the remote agent whether ittrusts the sending agentand builds the
beliefinto its knowledge base or not, as shown in Figure 8.

Figure 8. Autonomous communication
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Based on the speech act theory, the Knowledge Query and Manipulation
Language (KQML) was developed (Finin, McKay, Fritzson, & McEntire,
1993) in the framework of the DARPA funded Knowledge Sharing Effort. The
KQML language defines the envelope format for agent messages, and the
content of the message is described in the Knowledge Interchange Format
(KIF) (Genesereth & Fikes, 1992). The KQML envelope contains what the
intention of the sending agent is with the information contained in the content
part. The KQML part of the message has slots for the type of the message
(inform, request, reply, etc.), the sender, the receiver, the language of the
content (e.g., KIF), the ontology the content is related to (e.g., electronic
products), the content itself, and possibly other features.

We should say a few words about the content language and the ontology. The
content language is the format of the description of the content. However, the
content cannot be anything, it belongs to a specific domain of discourse that
both agents understand. The ontology specifies the notions of the allowed
content, the possible properties of the notions, and relations between the
notions of the domain. Roughly we could say that the contentisthe dataand the
ontology is the schema of the content, but the ontology defines not only the
syntax of the allowed content, but the semantic dependencies as well. An
ontology describes the common understanding of a specific domain of dis-
course; itisdescribed inan ontology description language, and it is usually
published so thateverybody can use itto understand the same. KIF itselfisan
ontology language, but the most recent ontology language used onthe Web is
the Web Ontology Language (OWL) defined and standardized by the World
Wide Web Consortium (Dean & Schreiber, 2004).

Although KQML defined aframework for agent communication, it was never
precisely defined, therefore many versions of KQML were implemented and
when agents started to inhabit the Internet, they could not interoperate. Based
on the KQML efforts, FIPA standardized agent communication with the
specification of the FIPA Agent Communication Language (ACL), interaction
protocols, and architecture. As a result of the standardization effort, many
vendors implemented agent platforms interoperable on the communication
language level.

Trust and Security

Inindustrial and business environments, special attention has to be made to
trustand security aspects, especially in the open and dynamically changing

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Applications of Agent-Based Technologies in Smart Organizations 59

society of agents forming smart organizations. In the open and dynamic
environment, agents interact with each other on an occasional basis without
having reliable information on each other and the organization they represent.
As identified by Wong and Sycara (1999), the most important security
threats inagent systems are the corrupted naming and directory services, the
insecure communication channels, the insecure delegation, and the lack of
accountability.

Anamingservice inadistributed environment maps names of components to
their addresses. A directory service maps services and capabilities to their
providers. These servicesare not part of agentarchitectures; rather, they are
partofthe infrastructure of anagent society. However, the agent society cannot
function if the members cannot find each other and their services. A naming
service oradirectory serviceiscorrupted if some entries are missing or contain
awrong value. Awrong value may be entered, for example, by amisbehaving
agent.

The communication channelsare secure if authentication, integrity, confidenti-
ality, and nonrepudiation are guaranteed. Authentication means that agents
know that they talk to agents they think they are talking to. Integrity of messages
isguaranteed if the message is not modified or falsely inserted in the commu-
nication channel. The message is confidential if other agents cannot intercept the
message. Nonrepudiation is guaranteed if nobody can deny having sent a
message which was sent.

Insecure delegation occurs if an agent impersonates itself as a delegate of
someone who did not entrust to it. Lack of accountability occurs if agents
cannot be held accountable for what they are doing and their services cannot
be trusted.

As proposed by Wong and Sycara (1999), several measures have to be taken
inanagentsociety to give protection against the above-mentioned trust and
security threats. The naming and directory services must service only valid
requests coming fromarightful requester and the request is valid. The naming
and directory service databases must be kept consistent. The agents and their
delegators must have unique identity which can safely be proved. The commu-
nication channels must be protected. Agents can be deployed only if there is
someone who can be made liable for their actions.

Theoretical models have been developed to guarantee these protective ele-
ments, and agentarchitectures implement more and more of them.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



60 Varga

Agent-Oriented Software Engineering

Inthe previous sections, we wrote about how agent systems work, but if we
wanttowrite about how suchagent systems can be designed and implemented,
thenwe have to select from several approaches. Many agent systems have been
implemented and now there are dominant standards, tools, and platforms to
operate them, butthere isno unique methodology for their design. As we have
seen, agent systems propose solutions to problems which the traditional
software products do not cover; therefore, we cannot expect that traditional
software engineering techniques provide solution to agent-oriented software
engineering. Of course, when aspecific component of an agent system has to
be implemented, then traditional software engineering methods can be applied
and traditional software components can be used in the implementation.
However, we need new methodology until we get to the pointat which we can
apply traditional techniques.

Usually ananalysisand design method provides techniques to understand the
problem domain and how to handle the complexity of the system so that it can
be designed. Thisisusually done by creating models of the system at different
levels, and then transforming higher level models to models closer to the
implementation using formal guidelines. Whatare needed for agent-oriented
software engineering are those high-level models that are above the traditional
software engineering methods.

There are many agent-oriented software engineering approaches (Giorgini,
Miller, & Odell, 2002) among which probably the agent extensions of UML
(Odell, Parunak, & Bauer, 2001) and the Gaia methods (Wooldridge, Jennings,
& Kinny, 2000) are the most well known. We are going to write about the latter
one here, because this method focuses mainly on the agent levels of agent-
oriented software engineering and is based on the organizational view of the
system, which isimportant for smart organizations.

The Gaiamethodology starts from the requirements statements, which are the
textual and formal descriptions of what the system is supposed to do. The
requirements capture phase is independent of the paradigm used for the
analysisand design, so traditional methods can be used. The Gaiamethodology
uses the rolesand the interactions models for analysis, and the agent, services,
and acquaintance models for design. These modelsand their dependency, as
shown inFigure 9, are discussed in the following paragraphs.
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Figure 9. Gaia models
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The roles model identifies the key roles in the system. The role is an abstract
description of the expected function of an entity. The roles are similar to offices
in organizations. The role is characterized by the responsibilities and the
permissions of therole. The responsibilities are the functions to be performed
by the role. Aresponsibility can either be liveness or safety responsibility. A
liveness responsibility says what the role is supposed to do, while safety
responsibility isan invariant that the role must keep. Invariants are described
as predicates. The permissions associated with the role either identify the
resourcesthat can be used to carry out the responsibilities of the role, or define
the resource limits within which the execution of the responsibilities can be
carried out.

The interaction model captures the interaction links between the variousroles
inasmart organization. The interaction model consists of a set of protocol
definitions for each type of interrole interaction. Inthis model, a protocol is
abstracted away from the concrete execution steps and is described by a brief
textual description of the protocol, the roles responsible for starting the
interaction, the roles with whichthe initiator interacts, the information used by
the initiator while executing the protocol, the information supplied by the
initiator and responder roles, and a brief textual description of the processing
activitiesduring the protocol execution.

The agent model consists of a set of agent types used in the system under
development. The agent types are marked with information on how many
instances of them will be implemented in the actual system (zero, one or more,
ntom,etc.). The agenttype isdefined asaset of agent roles to be fulfilled by
anagentofthe giventype. Agenttypesare organized into an agenttypetree,
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where the leaf nodes correspond to roles and the upper-level nodes corre-
spond to agent types. An agent type is composed of the roles of its children
agenttypesinthetree. The agenttype tree isderived fromthe roles model.

The service model specifies the functions associated with each agentrole. A
serviceisasingle coherentblock of activity to be carried out by the given agent
type. A service is specified with the inputs, outputs, pre-conditions, and post-
conditions of the service. The inputsand outputs are derived from the protocol
definitions of the interaction model, while the pre- and post-conditions are
derived from the safety responsibilities of the roles model.

The acquaintance model defines the communication links between agent
types. The agentacquaintance model isadirected graph inwhich each graph
node correspondsto agent typesand arcs correspond to communication links.
Arcsaredirected and indicate that an agent of one type will send messages to
an agent of the other type. The acquaintance model does not specify what
messages are sent or when messages are sent, the goal of the acquaintance
model isto identify potential communication bottlenecks.

Using these models the designer can specify most of the agent features of the
system under development. Further design and implementation can use any
traditional design techniquesto implementthe agent instances.

Agent Applications

In the previous sections, we discussed what agents are, what their internal
structure can be, how agents behave in organizations, and how agent systems
can be designed. Now we are going to discuss the applications of agent systems
insmartorganizations. Basically, agentapplications in smart organizations can
be classified into three categories: distributed agent systems (or multi-agent
systems), assistantagents, and multi-agent simulation systems. In the first two
typesofapplications, agents become part of the smart organization, while in the
third type of applications agents are used to evaluate and design the structure
of the organization. In the first type of applications, several agents make
collective decisions and actions within the organization to improve the opera-
tion of the organization. Inthe second type of applications there may be several
agents deployed within the organization, and these agents may even interact
witheach other, butthe main function of each agentistoassistits individual user
inautonomous and proactive decision-making.
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Indistributed agent system applications the agent system becomes an integral
partof the organization and agents assist the distributed intelligent operation of
the organization. Typical areas where distributed agent systems can be applied
are business process management, distributed sensing, distributed resource
management, process control, trading and purchasing networks. Distributed
agent systems can outperform centralized business process management
systems, because they are more responsive and are able to cope with
unpredictable events. Inan agent-based business process management system,
the organizational structure and the roles in the organization are mapped to
agents, which are responsible for the given role and embody the knowledge
needed for the role. These agents can then autonomously and proactively
execute most of the automatic processes of the organization with minimal user
interventionand approval. Distributed agent systems help distributed sensing
by allowing cooperation between the sensors and predicting future trends inthe
area of one sensor from the data of another sensor. Distributed resource
management can benefit from the proactive behavior of agent systems. For
example, agents can monitor the network load in telecommunication networks
and jointly make predictions on trends and future needs to reallocate resources.
Agents can coordinate the workload and the schedule of the field engineers—
forexample, of electricity provider or telecommunication companies—by
taking intoaccountthe location and capabilities of the field engineers. Agents
can execute the job of automatically negotiating and trading with the suppliers
ofan organization. Since agents are dynamic, they can adapt to the changing
needs of virtual organizations and supply chains.

Assistant agents help their users in gathering and filtering information, or
executing some task on behalf of their users. Information retrieval agents can
gather information and categorize itaccording to predefined conditions. This
helpsthe user overview huge amounts of information. More advanced assistant
agents learn from the activities of their users; for example, by recording the
activitiesand decisions of the user and deriving rules with knowledge discovery
and datamining techniques.

Organizations can also benefit from multi-agent simulation systems, which
can simulate real-world environments with a high degree of complexity and
dynamism. Inamulti-agentsimulation system, many individual behaviors canbe
encoded, thus givingamore complex and real picture of what might happen.
The organization can make decisions regarding future products and product
features based on amulti-agent simulation of the market where the productis
to be sold.
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Agents Supporting Smart Organizations

Aswe can see, agenttechnology discussed in this section has a lot of features
that supportsmart organizations. Smart organizationsactinaglobally distrib-
uted system in which software applications must appear in a new way. A
software applicationinthisdistributed system is justacomponent with possible
utilizations not completely known at design time. The designer implements
some functionalities into the component, but the component may be dynami-
cally included indifferent temporary compositions in the globally distributed
environment. The software component provides services to other software
componentsand it may invoke services of other components. Thisarchitecture
isin line with the dynamically changing organizations of the economy. Software
components advertise their services and other software components can
search for the desired services. In order to achieve the goals, software
components can selectand invoke the desired software services based on the
service descriptions, the trustand reputation information available from differ-
ent sources. In this environment, software components are formed into
temporary alliances and their services are dynamically combined. The experi-
ences learned in one temporary alliance are reused in another composition
dynamically created later. Thisway, any software componentavailable onthe
Web may become part of a Web application.

Agent-based computing provides a new software technology for this new
changingenvironment of smartorganizations. Agenttechnology allows that the
creation of the complete functionality of the software system can be postponed
beyond design, implementation, and deployment time to operation time, when
the software components themselves compose their relation to other software
components. This new way of software composition requires that the software
components have dynamic and autonomous features.

It is also important that agent technology standards provide the glue for
tightening the software components together. Agent technology standards
provide machine processable, formal descriptions for the functionality, acces-
sibility, and quality properties of the software components, the data used by the
software components, as well as how they can be composed in aworkflow.
Agenttechnology also provides standards for registering and searching agents
andtheir servicesinregistries.

Agent technology also takes software components considerably closer to
semantic interoperability, whichis crucial to smartorganizations. Semanticsis
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the relation between the formal notation systems used by the computers and the
real objectsand notions used by humans. Although simple bit sequences may
have semantic meaning, itis better to have the computer representation closer
tothe human representation, because this way computer interaction onahigher
semantic level can be implemented more easily.

Summary

Inthis chapter, we discussed how agent-based technologies can contribute to
smartorganizations. Agenttechnology forms the base of knowledge-driven,
internetworked, dynamically changing systems like smartorganizations. The
mostimportant characteristics of agents are that they are reactive, autonomous,
have design objectives, can take initiatives towards their goals, have social
abilities, and can interactwith the actors intheir environment. Agenttechnology
emerged fromartificial intelligence by dealing with distributed aspects, and lead
to the semantic interoperability technologies of the current Internet. Agent
architectures provide means for agents to organize and plan their activity on
theirown. The types of states multiple agents can achieve can be classified from
stability, efficiency, and optimality aspects. Agents reach agreementto getto
the desired state by exchanging messages. Agent interaction protocols build on
communication protocols and strive to ensure community level results. Agent
technology can also be viewed as a software engineering approach to design
large, open, networked, dynamic software systems. Agenttechnology applica-
tions can be classified into three categories: distributed agent systems (or multi-
agent systems), assistant agents, and multi-agent simulation systems. The
methods and approaches discussed in this chapter show thatagent technology
isfundamental to smart organizations.
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Endnotes

1 SOAP: Simple Object Access Protocol—SOAP isan XML (Extensible
Markup Language)-based, lightweight protocol for exchange of informa-
tioninadecentralized, distributed environment.

2 WSDL: Web Services Description Language—WSDL isan XML format
for describing network services as a set of endpoints operating on
messages containing either document-oriented or procedure-oriented
information.

®  UDDI: Universal Description, Discovery, and Integration—The UDDI
protocol creates astandard interoperable platform that enables compa-
niesandapplicationsto quickly, easily, and dynamically find and use Web
servicesover the Internet.
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Abstract

This chapter introduces the concept of virtual enterprise broker (VEB)
supported by the use of a “HUB” of integrated e-services as an enabling
IT strategy to design and create smart organizations. The VEB model is
described in terms of core processes, success measures, and supporting
ICT (information and communication technologies). The VEB is a business
entity that enables the design, configuration, creation, and operation of
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smart organizations. VEB core processes are supported by e-services
integrated in a “HUB” (The concept of HUB refers to a proposed centre
of integrated e-services for virtual business) that is supported by Web-
based applications and technologies. Six integrated e-services have been
defined, based on the concept of on-demand services for value added
industrial networks: e-marketing, e-brokerage, e-planning, e-engineering,
e-supply, and e-productivity. The conjunction of these e-services improves
industrial networks performance. A description of the e-services and HUB
architecture is presented in detail.

Introduction

The conceptof virtual enterprises (VE) has been around for some time (Byrne
etal., 1993; Davidow and Malone, 1992; Goldman Nagel, & Preiss, 1995;
Camarinha-Matos, Afsarmanesh, & Garita, 1998; Eversheim, Schuth, Bremer,
& Molina, 1998). There are some frameworks that help to define how the
virtual enterprise works. Table 1 shows the main characteristics of the models
and research described in the literature related to virtual enterprises.

Theresearch presented in this chapter has its foundation on the Framework for
Global Virtual Business, created by COSME network (COSME was a
network created by the European ALFA Project, between four European and
two Latin American universities), to conceive how virtual enterprises could be
designed, created, and operated to exploit new opportunities in global markets
(Molinaetal.,1998). This framework is described to some extentin order to
explainthe relevance of brokers in the formation of Virtual Enterprises.

The COSME framework defines three business entities: virtual industry clus-
ters, virtual enterprise brokers, and virtual enterprises (Molina, Ponguta,
Bremer, & Eversheim, 1998; Bremer, Eversheim, Walz, & Molina Gutiérrez,
1999):

*  Virtual Industry Cluster (VIC) is an aggregation of companies from
diverse industries, with well-defined and focused competences, with the
purpose of gaining access to new markets and business opportunities by
leveraging their resources and therefore their competences. The compa-
nies can be geographically distributed or not.
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Table 1. Characteristics of the Models/Research in Virtual Enterprises

Fundamental Concepts

Entities

Stages

Resources or
w1

“Dynamic Model

Seddighi, 2002]

VE: A temporary alliance
between a number of core

advantage of market
opportunities

1. Formation and Development
Cluster

Required
5. Operation Cluster

of Virtual 2. Leaving the Cluster
Organizations” %?msz}]zr:se;dzﬁ:i orced to take Cluster 3. Assessing the environment Core Competences
[Lackenby & 4. Determination of Structure

The Virtual Corporation is a
temporary network of

Entities roles necessary
within the Virtual

The stages necessary to form the
Virtual Corporation are not
described. However, it is clear

competencies.

Virtual independent companies, Corporation:
Corporations suppliers, customers, even Partnership, technology, é%?]‘?:g;:{f;;\n;ﬁer,s Core Competences
[Byrne et al., rivals, linked by information trust, excellence (core cal aréities and they must form a Information Technologies
1993] technology to share skills, costs | competences), Wi‘r)1-win relationsl):i in order to
and access to one another’s opportunism, and no obtain a specific me?rket
markets. borders. P!
opportunity.
The VE is based on the ability s
to create temporary m;zl:am':r tmhggetlﬁ ethe The Value that is the
The Virtual cooperations and to realize the entities are defined: opportunity or reason
Enterprise: concept | value of a short business Broker Outsourciné 1. Create restructuring takes place.
of creating value | opportunity that the partners managér Network 2. Restructuring The virtual operation or
[Katzy & Schuh, | cannot capture on their own. coach A'u ditor, Project 3. Destroy result of restricting.
1999] The VE is nimble: quick to manag}er and ! The network or source of
grasp the new opportunity and Competénce manager restructuring
create the solution.
The framework is defined in
Framework for | terms of three business entities: 1. Identification of new business

Global Virtual | Virtual Industry Cluster, Virtual |, . opportunity
Business Industry Broker, and Virtual mﬂi: :zgﬂztg glrziteerr 2. Formation of industry clusters gggj;ggfgigg::s
[Molinaet al., Enterprise. These entities are Virtual Enterprise 3. Formation of virtual Technologies
1998; Bremer et | described in terms of its core p enterprise 9
al., 1999]: products, processes, and core 4. Operation/Dissolution

Virtual Enterprise

VO: is a dynamic organizational
tool for agile competitors. It is
at once neither temporary nor
permanent. The VO must be

The VO is composed by
agile competitors,
Goldman agrees with

Within this model the stages
necessary to form the VO are not
described. However, it is
highlighted that the VO is an

Core competences
Trust

Innovation

%g:gﬁz:z:t"a?n customer-focused and Byrne in the nee_d of opportunity-based dynamic Sop;%i%?cgﬁgiz
1995] - oppor!umty-based, it must having opportunism, orgamzatlongl structure. When Compatible management
establish a set of world class excellence, technology, | the opportunity is over, the VO styles
core competencies to meet each | no borders and trust. should be disbanded and yles.
opportunity. celebrated.
Feature-based value
metric
Federation Mechanisms
Advanced Virtual Enterprise 'gﬁﬂsﬁ?ﬁggtﬁﬁ?ﬂ
(AVE): best configuration of 1. High dynamic configuration Jv
The Advanced | smaller players quickly P 2. Change of partners and roles ﬁjpaﬁ'm.'es
Virtual Enterprise | aggregated to address an Lanners 3. Opportunistic echanisms to
s ead partner N N accommodate
[Goranson, 2003] | opportunity. formation/Dissolve/ implementation realities
AVE: Fluid supply chain Transition multilevel control. soft !
facilitated by a lead partner . ! .
modelling and complexity
management
Standard methods to
interface existing systems
The VO main characteristics:
Virtual Breading | Agility . . .
Environments Complementary Roles ?E/rlmr\:;‘rzln?:sgsmg % xg gm;:lt'ig?] Agility
[Camarinha-Matos | Achieving Dimension Brokers 3' VE Rgconfi uration Trust Building
& Afsarmanesh, | Competitiveness Virtual Enterprise 4' VE dissolut?on Breeding Environments
2003] Resource Optimization P !

»  Virtual Enterprise Broker (VEB) isabusinessentity thatis responsible for
searchingopportunitiesinthe global environmentand enablesthe creation
of virtual enterprises. The virtual enterprise broker performs the pro-
cesses of partner search and selection, and configures suitable infrastruc-
tures for VE formation/commitment, thatis, physical, legal, social/cultural,
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information. Toachieve its goal the VEB supports its operations using a
setof integrated information technologies.

*  Virtual Enterprises (VE) are temporary networks of independent compa-
nies linked by information technology that share competences, infrastruc-
ture, and business processes, with the purpose to fulfill a specific market
requirement.

These businessentitieswork collaboratively to form a VE whenever the market
needsit. Figure 1 shows the interrelation between those entities. The VEB is
presented as the business developer, the VIC is shown as a congregation of
enterprises of defined sectors, each sector complementary to one another, and
finally the VE is outlined as the dynamic entity that enables the formatio