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It is sincerely hoped that the information presented in this document will lead to an
even more impressive safety record for the entire industry; however, the American
Institute of Chemical Engineers (AIChE), its consultants, the AIChE’s Center for
Chemical Process Safety (CCPS) Technical Steering Committee and the Process
Safety Management Systems Auditing Subcommittee members, their employers,
their employer’s officers and directors, and AcuTech Consulting Group, Inc., and
its employees do not warrant or represent, expressly or by implication, the
correctness or accuracy of the content of the information presented in these
Guidelines. As between (1) the AIChE, its consultants, the CCPS Technical
Steering Committee and Subcommittee members, their employers, their
employer’s officers and directors, and AcuTech Consulting Group, Inc., and its
employees, and (2) the user of this document, the user accepts any legal liability or
responsibility whatsoever for the consequence of its use or misuse.
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GLOSSARY

Accident: An incident that results in significant human loss (either injury of
death), significant property damage, and/or a significant environmental impact.

Accident prevention pillar: A group of mutually supporting RBPS elements. The
RBPS management system is composed of four accident prevention pillars: (1)
commit to process safety, (2) understand hazards and risk, (3) manage risk, and (4)
learn from experience.

Accountability: The obligation to explain and answer for one's actions that are
related to expectations, objectives, and goals. In this context, those that are
accountable for PSM activities are answerable to the one person who has the
ultimate responsibility for the program. There may be multiple persons accountable
for an activity but only one person with the ultimate responsibility. Accordingly, it is
a powerful element of an effective process safety management system.

Administrative control: Procedures that will hold human and/or equipment
performance within established limits.

Anecdotal: Verbal evidence that is not supported by other, corroborating evidence.
For example, the results of an interview with one person are not the basis for
issuing a finding.

Apparent cause analysis (ACA): A less formal investigation method that focuses
on the immediate causes of a specific incident.

As low as reasonably practicable (ALARP): The concept that efforts to reduce
risk should be continued until the incremental sacrifice (in terms of cost, time,
effort, or other expenditure of resources) is grossly disproportionate to the
incremental risk reduction achieved. The term as low as reasonably achievable
(ALARA) is often used synonymously.

Asset integrity: A PSM program element involving work activities that help ensure
that equipment is properly designed, installed in accordance with specifications,
and remains fit for purpose over its life cycle. Also asset integrity and reliability.

Audit: A systematic, independent review to verify conformance with prescribed
requirements using a well-defined review process to ensure consistency and to
allow the auditor to reach defensible conclusions.

By exception: The term “by exception” means that only information that fits a
certain definition is documented and not all of the information that was generated
by the activity. For example, in a HIRA, this most commonly happens when only
those hazard scenarios that resulted in a recommendation(s) are documented and

Xix



XX GUIDELINES FOR AUDITING PSM SYSTEMS

no others. In Asset Integrity, only those ITPM tasks that result in an out-of-
specification result are documented.

Catastrophic release: An uncontrolled loss of containment of toxic, reactive, or
flammable materials from a process that has the potential for causing onsite or
offsite acute health effects, significant environmental effects (e.g., compromise of
a public drinking water supply), or significant on-site or off-site property damage.

CCPA: Canadian Chemical Producer’s Association, Major Industrial Accidents
Council of Canada (MIACC) Self Assessment Tool, September 2001. PSM
Guide/HISAT Revision Project: Version 070820 prepared by the PSM committee
of CCPA (rights maintained by CSChE).

Checklist: A list of items requiring verification of completion; typically, a
procedure format in which each critical step is marked off (or otherwise
acknowledged/verified) as it is performed. Checklists are often appended to
procedures that provide a more detailed description of each step, including
information regarding hazards, and a more complete description of the controls
associated with the hazards. Checklists are also used in conjunction with formal
hazard evaluation techniques to ensure thoroughness.

Code: Written requirements that affect a facility and/or the process safety
requirements that apply to a facility. Codes contain requirements that apply to the
design and implementation of management systems, design and operation of
process equipment, or similar activities. The difference between a code and a
standard is that codes have become part of a law or regulation, and therefore their
requirements become mandatory within the jurisdictions that have adopted the
code requirements in their laws or regulations. This usually occurs at the state
level, but may also occur in local or federal laws or regulations.

Competency: A PSM program element associated with efforts to maintain,
improve, and broaden knowledge and expertise.

Conduct of operations: The execution of operational and management tasks in a
deliberate and structured manner that attempts to institutionalize the pursuit of
excellence in the performance of every task and minimize variations in performance.

Confirmation: A special audit term referring to the substantiation of the existence
or condition of something. A confirmation often takes the form of a written request
and acknowledgement from independent third parties, but it may also be obtained
orally or through observation.

Consequence: The direct, undesirable result of an incident sequence usually
involving a fire, explosion, or release of toxic material. Consequence descriptions
may be qualitative or quantitative estimates of the effects of an accident in terms of
factors such as health impacts, economic loss, and environmental damage.

Consistency: Continued uniformity, during a period or from one period to another.
Continuous improvement: Doing better as a result of regular, consistent efforts
rather than episodic or step-wise changes, producing tangible positive improvements
either in performance, efficiency, or both. Continuous improvement efforts usually
involve a formal evaluation of the status of an activity or management system, along
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with a comparison to an achievement goal. These evaluation and comparison
activities occur much more frequently than formal audits.

Contractor management: A system of controls to ensure that contracted services
support (1) safe facility operations and (2) the company’s process safety and
personal safety performance goals. It includes the selection, acquisition, use, and
monitoring of contracted services.

Controls: Engineered mechanisms and administrative policies/procedures
implemented to prevent or mitigate incidents.

Core value: A value that has been promoted to an ethical imperative, accompanied
with a strong individual and group intolerance for poor performance or violations
of standards for activities that impact the core value.

Decommissioning: Completely de-inventorying all materials from a process unit
and permanently removing the unit from service. Decommissioning normally
involves permanently disconnecting the unit from other processes and utilities, and
is often followed by removal of the process piping, equipment, and support
structures.

Determine: To conclude; to reach an opinion consequent to the observation of the
fit of sample data within the limit, range, or area associated with substantial
conformance, accuracy, or other predetermined standard; to obtain firsthand
knowledge of.

Effectiveness: The combination of process safety management performance and
process safety management efficiency. An effective process safety management
program produces the required work products of sufficient quality while
consuming the minimum amount of resources.

Efficacy: See Effectiveness.

Element: Basic division in a process safety management system that correlates to
the type of work that must be done (e.g., MOC).

Emergency management: A PSM program element involving work activities to
plan for and respond to emergencies.

Evaluate: To reach a conclusion as to significance, worth, effectiveness, or usefulness.
Exception: A finding that is a deviation from a standard.

Facility: The physical location where the management system activity is
performed. In early life-cycle stages, a facility may be the company’s central
research laboratory or the engineering offices of a technology vendor. In later
stages, the facility may be a typical chemical plant, storage terminal, distribution
center, or corporate office. Site is used synonymously with facility when
describing to RMP audit criteria.

Failure modes and effects analysis (FMEA): A systematic, tabular method for
evaluating and documenting the causes and effects of known types of component
failures.

Fault tree: A logic model that graphically portrays the combinations of failures
that can lead to a specific main failure or accident of interest.
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Finding: A conclusion reached by the audit team based on data collected and
analyzed in response to a specific audit question which indicates a need for
improvement in the PSM program design or implementation. Findings are
sometimes also referred to exceptions. Although strictly speaking a finding can be
a positive or negative conclusion, common custom and terminology in auditing is
to refer to the deficiencies identified as the “findings.” Findings include both the
basis for the conclusion, i.e., an audit question or criteria, as well as the
explanatory conclusion and the evidence that substantiates the conclusion.

Frequency: The number of occurrences per unit time at which observed events
happen or are predicted to happen.

GIP: Good industry practice in PSM (i.e., a best or common practice that a facility
or company has found to be a useful addition to its PSM program, or a useful but
nonmandatory solution to a PSM issue.

Hazard: Chemical or physical conditions that have the potential for causing harm
to people, property, or the environment. In these Guidelines, hazard refers to the
first risk attribute: What can go wrong?

Hazard analysis: See Hazard identification and risk analysis.

Hazard and operability (HAZOP) study: A systematic method in which process
hazards and potential operating problems are identified using a series of
guidewords to investigate process deviations.

Hazard identification: The recognition of material, system, process, and plant
characteristics that can produce undesirable consequences through the occurrence
of an accident.

Hazard identification and risk analysis (HIRA): A collective term that
encompasses all activities involved in identifying hazards and evaluating risk at
facilities, throughout their life cycle, to make certain that risks to employees, the
public, or the environment are consistently controlled within the organization’s
risk tolerance.

Hazardous chemical: A material that is toxic, reactive, or flammable and is
capable of causing a process safety incident if released. Also Hazardous material.

Highly hazardous chemical: A material that is toxic, reactive, or flammable and is
capable of causing a process safety incident if released. These materials are
included in OSHA’s PSM Standard, 29 CFR §1910.119.

Human factors: A discipline concerned with designing machines, operations, and
work environments to match human capabilities, limitations, and needs. Among
human factors specialists, this general term includes any technical work (e.g.,
engineering, procedure writing, worker training, worker selection) related to the
person in man-machine systems.

Implementation: Completion of an action plan associated with the outcome of the
process of resolving audit findings, incident investigation team recommendations,
risk analysis team recommendations, and so forth. Also, the establishment or
execution of PSM program element work activities.
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Incident: An unplanned sequence of events with the potential for undesirable
consequences.

Incident investigation: A systematic approach for determining the causes of an
incident and developing recommendations that address the causes to help prevent
or mitigate future incidents. See also Root cause analysis and Apparent cause
analysis.

Independent protection layer (IPL): A device, system, or action that is capable of
preventing a postulated accident sequence from proceeding to a defined,
undesirable endpoint. An IPL is independent of the event that initiated the accident
sequence and independent of any other IPLs. IPLs are normally identified during
layer of protection analyses.

Inherently safer: A condition in which the hazards associated with the materials and
operations used in the process have been reduced or eliminated, and this reduction or
elimination is permanent and inseparable from the process. Inherently safer
technology (IST) is also used interchangeably with inherently safety in the book.

Inspection: A work activity designed to determine if ongoing work activities
associated with operating and maintaining a facility comply with an established
standard. Inspections normally provide immediate feedback to the persons in
charge of the ongoing activities, but normally do not examine the management
systems that help ensure that policies and procedures are followed.

Inspection, testing, and preventive maintenance (ITPM): Scheduled proactive
maintenance activities intended to (1) assess the current condition and/or rate of
degradation of equipment, (2) test the operation/functionality of equipment, and/or
(3) prevent equipment failure by restoring equipment condition.

Internal controls: The various engineering and managerial means, both formal
and informal, established within an organization to help the organization direct and
regulate its activities in order to achieve desired results; also refers to the general
methodology by which specific management processes are carried on within an
organization. The requirement for management systems and their formal
evaluation during an audit are not currently compliance requirements. The
evaluation of the adequacy of the internal controls is accomplished using some of
the related audit criteria.

Interview: Questioning, both formally and informally, facility personnel or other
individuals in order to obtain an understanding of the plant's operations and
performance.

ITPM program: A program that develops, maintains, monitors, and manages
inspection, testing, and preventive maintenance activities.

Internal controls: The various engineering and managerial methods, both formal and
informal, established within an organization to help it direct and regulate its activities
in order to achieve desired results. This term also refers to the general methodology by
which specific management processes are carried on within an organization.

Knowledge, skills, and abilities (KSAs): Knowledge is related to information,
which is often associated with policies, procedures, and other rule-based facts.
Skills are related to the ability to perform a well-defined task with little or no
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guidance or thought. Abilities concern the quality of decision making and
execution when faced with an ill-defined task (e.g., applying knowledge to
troubleshooting).

Lagging indicator: Outcome-oriented metrics, such as incident rates or other
measures of past performance.

Layer of protection analysis (LOPA): A process of evaluating the effectiveness of
independent protection layer(s) in reducing the likelihood of an undesired event.

Leading indicator: Process-oriented metrics, such as the degree of implementation
or conformance to policies and procedures, that support the PSM program
management system and has the capability of predicting performance.

Level of acceptable practice: Good, successful, common, or best practices in PSM
that have evolved, either through common and successful usage, interpretation by
regulators, or in clear and measurable reductions in process safety risk, into
informal criteria that are used by industry and by regulators to define acceptable
practices in PSM.

Life cycle: The stages that a physical process or a management system goes through
as it proceeds from birth to death. These stages include conception, design,
deployment, acquisition, operation, maintenance, decommissioning, and disposal.

Likelinood: The expected frequency of an event's occurrence, and the probability
of that frequency.

Limiting conditions for operation: Specifications for critical systems that must be
operational and critical resources that must be available to start a process or
continue normal operation. Critical systems often include fire protection, flares,
scrubbers, emergency cooling, and thermal oxidizers; critical resources normally
involve staffing levels for operations and other critical functions.

Management review: A PSM program element that provides for the routine
evaluation of other PSM program management systems/elements with the
objective of determining if the element under review is performing as intended and
producing the desired results as efficiently as possible. It is an ongoing “due
diligence” review by management that fills the gap between day-to-day work
activities and periodic formal audits.

Management system: A formally established set of activities designed to produce
specific results in a consistent manner on a sustainable basis.

Metrics: Leading and lagging measures of process safety management efficiency or
performance. Metrics include predictive indicators, such as the number of improperly
performed line-breaking activities during the reporting period, and outcome-oriented
indicators, such as the number of incidents during the reporting period.

National Emphasis Program: The NEP is for the refinery sector (OSHA Directive
CPL 03-00-004) and extended to the chemical sector (OSHA Directive 09-06
(CPL 02)). The NEP is an inspection/enforcement program designed by OSHA to
more thoroughly examine the implementation of PSM programs in the refining and
chemical industries.
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Near-miss incident: An unplanned sequence of events that could have caused
harm or loss if conditions were different or if the events were allowed to progress,
but actually did not. Also near miss.

Normalization of deviance: A gradual erosion of standards of performance as a
result of increased tolerance of nonconformance. Also normalization of deviation.

Objectivity: Freedom from bias.

Observation: The noting and recording of information to support findings. Also
field observation.

Operating mode: A phase of operation during the operation and maintenance
stages of the life cycle of a facility. Operating modes include start-up, normal
operation, shutdown, product transitions, equipment cleaning and
decontamination, maintenance, and similar activities.

Operating limits: The values or ranges of values within which the process
parameters normally should be maintained when operating. These values are
usually associated with preserving product quality or operating the process
efficiently; however, they may also incorporate the safe upper and lower limits of
the process, or other important limits.

Operational readiness: A PSM program element associated with efforts to ensure
that a process is ready for start-up/restart. This element applies to a variety of
restart situations, ranging from restart after a brief maintenance outage to restart of
a process that has been mothballed for several years.

Operator: An individual responsible for monitoring, controlling, and performing
tasks as necessary to accomplish the productive activities of a system. Operator is
also used in a generic sense to include people who perform a wide range of tasks
(e.g., reading, calibration, incidental maintenance, manage loading/unloading, and
storage of hazardous materials).

OSHA Process Safety Management, 29 CFR §1910.119 (OSHA PSM): A U.S.
regulatory standard that requires use of a 14-element management system to help
prevent or mitigate the effects of catastrophic releases of chemicals or energy from
processes covered by the regulation.

Panel: Baker, J.A. et al., The Report of BP U.S. Refineries Independent Safety
Review Panel, January 2007 (Baker Commission Report).

Performance: A measure of the quality or utility of PSM program work products
and work activities.

Performance assurance: A formal management system that requires workers to
demonstrate that they understand a training module and can apply the training in
practical situations. Performance assurance is normally an ongoing process to (1)
ensure that workers meet performance standards and maintain proficiency
throughout their tenure in a position and (2) help identify tasks for which
additional training is required.

Performance-based requirement: A requirement that defines necessary results
without defining the specific means to accomplish them—the “what to do," but not
"how to do it." The means for producing the desired results is left up to the
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discretion of the facility based on an evaluation of its needs and conditions, and on
industry practices. For example, the requirement to implement a MOC system that
considers the impact of safety and health as part of the review/approval process,
and to prevent changes that pose an unacceptable risk to workers, is a
performance-based requirement. The implementer must define the process to
identify and review risk associated with changes, determine what level of risk is
tolerable, and evaluate the risk in sufficient detail to demonstrate that they have
met a level of acceptable practice, which in this case may be to provide a safe
work environment. (See also Prescriptive requirement, which differs from a
performance-based requirement in that a prescriptive requirement states how the
activity should be performed.)

Performance indicators: See Metrics.
Pillar: See Accident prevention pillar.

Prescriptive requirement: A requirement that explicitly states both "what to do" and
"how to do it.” For example, the specifications for a full body harness and the
requirement that it be used when working at a certain height or within a specified
distance from the edge of a roof are prescriptive requirements. (See also Performance-
based requirement, which differs from a prescriptive requirement in that a
performance-based requirement does not state how the activity should be performed.)

Procedures: Written, step-by-step instructions and associated information
(cautions, notes, warnings) that describe how to safely perform a task.

Process safety: The protection of people and property from episodic and
catastrophic incidents that may result from unplanned or unexpected deviations in
process conditions.

Process safety competency: See Competency.

Process safety culture: The combination of group values and behaviors that
determines the manner in which process safety is managed. A sound process safety
culture refers to attitudes and behaviors that support the goal of safer process
operations.

Process safety incident/event: An event that is potentially catastrophic, i.e., an
event involving the release/loss of containment of hazardous materials that can
result in large-scale health and environmental consequences.

Process knowledge management: A PSM program element that includes work
activities to gather, organize, maintain, and provide information to other PSM
program elements. Process safety knowledge primarily consists of written
documents such as hazard information, process technology information, and
equipment-specific information. Process safety knowledge is the product of this
PSM element.

Process safety management (PSM): A management system that is focused on
prevention of, preparedness for, mitigation of, response to, and restoration from
catastrophic releases of chemicals or energy from a process associated with a
facility. In this book, PSM does not refer exclusively to a process safety
management program developed pursuant to or in accordance with OSHA’s PSM
Standard, 29 CFR §1910.119, but is used as a more general term to describe any
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process safety management program that has defined requirements or guidance for
its format, content, and implementation, whether it is required by law of regulation
or is a voluntary program.

Process safety management systems: Comprehensive sets of policies, procedures,
and practices designed to ensure that barriers to episodic incidents are in place, in
use, and effective.

Protocol: A document that organizes audit procedures into a general sequence of
audit steps and describes the actions to be taken by the auditor.

PSM audit: An activity to determine and status and quality of a PSM program.
This term is not used to describe an audit performed exclusively in response to
OSHA'’s PSM Standard, but to an audit of any PSM program.

Quantitative risk analysis (QRA): The systematic development of numerical
estimates of the expected frequency and/or consequence of potential accidents
associated with a facility or operation based on engineering evaluation and
mathematical techniques.

Readiness review: A work activity that occurs prior to initial start-up or restarting
a process unit to verify that the condition of process equipment and safety systems,
the status of limiting conditions for operations, and in some cases, the training and
qualification status of personnel conform to predefined conditions. Also
Operational readiness review and pre-start-up readiness review.

Recognized and generally accepted good engineering practice (RAGAGEP):
Legal, consensus, or recommended practices with respect to design, construction,
operations, and maintenance of equipment. RAGAGEPs can take the form of law
or regulation; consensus codes and standards, recommended practices, and other
guidance published and maintained by industry trade and professional
organizations; manufacturer’s recommendations for design, installation,
operations, and maintenance; or guidance derived from the operating history of the
equipment within a given facility or the industry as a whole. Most of the
RAGAGEPs used in the chemical/processing industry are consensus industry
codes, standards, and recommended practices. These codes and standards define
the level of acceptable practice within the industry for various technical and
administrative issues. In addition, they are periodically updated to reflect new
information from all stakeholders (equipment designers, manufacturers, users,
etc.). In some cases, regulators have also directly adopted these RAGAGEPs, and
in some cases they have been embedded in state or municipal law.

Related criteria: Audit criteria derived from good, successful, common, or best
practices in PSM that are not considered compliance issues, but supplement and
improve a PSM program that meets the minimum compliance requirements. The
evaluation of PSM management systems and the internal controls they impose are
performed using related criteria.

Replacement-in-kind (RIK): An item (equipment, chemical, procedure, etc.) that
meets the design specification of the item it is replacing. This can be an identical
replacement or any other alternative specifically provided for in the design
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specification, as long as the alternative does not in any way adversely affect the
use of the item or associated items.

Representative unit: A unit part of a unit that is covered by the PSM program that
is being audited. When the potential scope of the audit would include a large
number of units or equipment, focus units are sometimes used to help the auditors
select records and documents for review, and people to interview, so that these
inputs are sampled from a small number of selected units which are then
considered typical of all covered units.

Resolution: Management’s determination of what needs to be done in response to
an audit finding (and/or associated recommendation), incident investigation team
recommendation, risk analysis team recommendation, and so forth. During the
resolution step, management accepts, rejects for cause, or modifies each
recommendation. If the recommendation is accepted, an action plan for its
implementation will typically be identified as part of the resolution. (See
Implementation.)

Responsibility: The single person who has been assigned and has accepted the
ultimate accountability for the development and or implementation a program, its
separate activities, as well as its success or failure. There can be only one person
with the ultimate responsibility for something. Although “accountability” enters
into this definition, that term is used separately in this book.

Resources: The labor effort, capital and operating costs, and other inputs that must
be provided to execute work activities and produce work products.

Review: To study critically an operation, procedure, condition, event, or series of
transactions.

Risk: The combination of three attributes: what can go wrong, how bad could it be,
and how often might it happen.

Risk analysis: A study or review of risk associated with a set of activities or list of
potential accident scenarios. A risk analysis normally considers all three risk
attributes. A risk analysis can provide qualitative or quantitative results.

Risk-based: The adjective “risk-based” is used to portray one or more risk
attributes of a process, activity, or facility. In this context, considering any one of
the three risk questions can be viewed as a risk-based activity. For example, when
considering the hazards of a substance or a process in deciding how much rigor to
build into an operating procedure, the term “risk-based design™ is used rather than
hazard-based design, even though understanding the hazard attributes was the
primary determinant in the design of the procedure. So, for simplicity, rather than
use the independent terms “hazard-based,” “consequence-based,” or “frequency-
based,” the single term “risk-based” is used to mean any one or a combination of
these terms.

Risk-based process safety (RBPS): The CCPS’s process safety management system
approach that uses risk-based strategies and implementation tactics commensurate
with the risk-based need for process safety activities, availability of resources, and
existing process safety culture to design, correct, and improve process safety
management activities. RBPS recognizes that all hazards and risks are not equal;
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consequently, it advocates that more resources should be focused on managing the
more significant hazards and higher risks. The approach is built on four pillars:
commit to process safety, understand hazards and risk, manage risk, and learn from
experience. These pillars are further divided into 20 elements (see Element).

Risk control measures: See Controls.

Risk management: The systematic application of management policies, procedures,
and practices to the tasks of analyzing, assessing, and controlling risk in order to
protect employees, the general public, the environment, and company assets.

Root causes: Management system failures, such as faulty design or inadequate
training that led to an unsafe act or condition resulting in an incident; underlying
cause. If the root causes were removed, the particular incident would not have
occurred.

Root cause analysis (RCA): A formal investigation method that attempts to
identify and address the management system failures that led to an incident. These
root causes often are the causes, or potential causes, of other seemingly unrelated
incidents. Also apparent cause analysis.

Safe upper and lower limits: The safe upper and lower limits refer to equipment
design limits, not quality-related operating limits. Sometimes these values are
referred to as design limits (e.g., design pressure, design temperature).

Safe work practices: An integrated set of policies, procedures, permits, and other
systems that are designed to manage risks associated with nonroutine activities
such as performing hot work, opening process vessels or lines, or entering a
confined space.

Safeguards: See Controls.

Sampling: Selecting a portion of a large population of data or information to
determine the accuracy, representativeness, or characteristics of the entire
population.

Should: In this book the word “should” has been used to refer to action or
guidance that is not mandatory. This has been applied to both the compliance and
related audit criteria. The reason the compliance criteria are prefaced by “should”
rather than ‘shall,” “must,” or other imperative terms is because the regulations
described in this book that govern PSM programs from which the compliance
criteria derived are performance-based in nature. Consequently, there may be
multiple pathways to successful compliance and it is not the intent of this book to
specify one method of compliance as being preferred or better than another, even
inadvertently.

Stakeholder: Individuals or organizations that can (or believe they can) be affected
by the facility’s operations, or who are involved with assisting or monitoring
facility operation.

Stakeholder outreach: A PSM program element associated with efforts to (1) seek
out and engage stakeholders in a dialogue about process safety; (2) establish a
relationship with community organizations, other companies and professional
groups, and local, state, and federal authorities; and (3) provide accurate
information about company/facility operations, products, plans, hazards, and risks.
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Standards: The PSM program element, Compliance with Standards, that helps
identify, develop, acquire, evaluate, disseminate, and provide access to applicable
standards, codes, regulations, and laws that affect a facility and/or the process
safety requirements applicable to a facility. More generally, standards also refers
to requirements promulgated by regulators, professional or industry-sponsored
organizations, companies, or other groups that apply to the design and
implementation of management systems, design and operation of process
equipment, or similar activities.

Subcontractor: A company or individual performing work at a PSM-covered
facility whose business relationship is with a third party (i.e., a general or specialty
contractor) and not with the host facility directly. Subcontractors are subject to the
Contractor Management element of PSM programs.

Technology steward: A person who is formally appointed to be responsible for
maintaining the collective knowledge regarding a process, including process
safety-related knowledge.

Testing: Verifying that the sampled information is valid. Testing can be performed
by retracing data or information (i.e., physically checking against the status of the
sampled information against equipment, operations, etc.), independent computation
of results, and confirmation using another source of data or information.

Timely: Unless a different definition or explanation of this term is provided in a
chapter within a specific context, “timely” shall mean the following: the resolution
or implementation of recommendations, action items, and other follow-up
activities are promptly determined, performed, or conducted. This means that they
are completed in a reasonable time period given the complexity of the actions or
activities decided upon and their difficulty of implementation, and that the timing
should be evaluated on a case-by-case basis.

Toller: A contracted company that manufactures, stores, uses, handles, or
transports chemical components of a facility’s final products.

Training: Practical instruction in job and task requirements and methods. Training
may be provided in a classroom or at the workplace, and its objective is to enable
workers to meet some minimum initial performance standards, to maintain their
proficiency, or to qualify them for promotion to a more demanding position.

Turnaround: A scheduled shutdown period when planned inspection, testing, and
preventive maintenance, as well as corrective maintenance such as modifications,
replacements, or repairs is performed.

Verification: A wide variety of activities that can be employed to increase
confidence in the audit data, including evaluating the application of, and adherence
to laws, regulations, policies and procedures, standards, and management directives;
certifying the validity of data and reports; and evaluating the effectiveness of
management systems.

Verify: To confirm the truth, accuracy, or correctness of, by competent
examination; to substantiate.

Voluntary consensus PSM program: A PSM program developed in response to a
consensus program that is not required by law or regulation, but is specified by an
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industry trade or professional organization, such as ACC, ISO, or another
organization that has developed EHS consensus standards containing PSM
provisions and either has recommended them to their membership or requires them
to be implemented as a condition of membership.

VPP: Voluntary Protection Program Supplement “B” 2008 Annual Self
Evaluation, VPP Application Supplement for Sites Subject to the Process Safety
Management (PSM) Standard.

What-if analysis: A HIRA technique in which a brainstorming approach with a
group of experienced people familiar with the subject process ask questions or
voice concerns about possible undesired events.

Work force: A general term used to refer to employees and contractors at a
facility. This term is often, but not exclusively, used to refer to operators,
maintenance employees, and other employees or contractors who are not in a
supervisory or technical role.

Workforce involvement: A PSM program element that consists of a series of work
activates that (1) solicit input from the entire work force (including contractors),
(2) foster a consultative relationship between management and workers at all
levels of the organization, and (3) help sustain a strong process safety culture.

Working papers: Field notes used in preparation of the final report documenting work
performed, techniques used, and conclusions reached while conducting the audit.

Written program: A description of a management system that defines important
aspects such as purpose and scope, roles and responsibilities, tasks and procedures,
necessary input information, anticipated results and work products, personnel
qualifications and training, activity triggers, desired schedule and deadlines, necessary
resources and tools, continuous improvement, management review, and auditing,



ACKNOWLEDGEMENTS

The American Institute of Chemical Engineers (AIChE) and the Center for
Chemical Process Safety (CCPS) thank all the members of the PSM Auditing
Guidelines Book, 2nd Edition, Subcommittee and their CCPS member companies
for their generous efforts and technical contributions throughout the preparation of
this book. CCPS also expresses appreciation to the members of the CCPS
Technical Steering Committee for their advice and support.

CCPS Process Safety Management Audit Subcommittee

The Chair of the Process Safety Management Audit Subcommittee was Lisa
Morrison of BP and the CCPS staff consultant was Bob Ormsby. The Subcommittee
had the following additional members:

Steve Arendt ABS Consulting

Larry Bowler Sabic Innovative Plastics
Laurie Brown Eastman Chemical

David Cummings DuPont

Bill Fink RRS Engineering

Warren Greenfield ISP Corporation

Bob Kling Monsanto

Tim Murphy Sunoco

Henry Ozog ioMosaic

Lorn Paxton Air Products

Greg Plate Lyondell

Duane Rehmeyer Baker Risk

Adrian Sepeda Consultant

John Traynor Evonik Degussa Corporation
Bill Vogtmann SIS-Tech Solutions

Ken Woodring KG Woodring Manufacturing and Technical Services, LLC

Special thanks are extended to the following subcommittee members who
provided strong participation and significant input during the production of this
book: Lisa Morrison, Larry Bowler, Warren Greenfield, John Traynor, Ken
Woodring, and Laurie Brown. CCPS also wishes to acknowledge the principal
authors and other staff members at AcuTech Group, Inc., as well as the technical
editor Cynthia Baskin.

xxxiii



XXXiv GUIDELINES FOR AUDITING PSM SYSTEMS

Principal Authors

¢ Michael J. Hazzan, P.E.
+  Martin R. Rose
« David A. Heller, CSP
*  Christie A. Arseneau
CCPS Process Safety Management Audit Peer Reviewers

Before publication, all CCPS books undergo a thorough peer review. This book
was no exception; many people offered thoughtful suggestions and comments.

Jeroen Adriaansen
Melissa Bailey
James Belke
Timothy Blackford
Lee Braem

Laurie Brown
Donald Connolley
Walter Frank
Frederic Gil
Joseph Ledvina
Daniel Lewis
Peter Lodal

Jack McCavit
Peter Montagna
Laura Monty
Mikelle Moore
Lisa Morrison
Mickey Norsworthy
Jeff Philliph

Cathy Pincus

Mark Preston
Dennis Rehkop
Daniel Roczniak
Wayne Stocki

Tee Tolbert
William Vogtmann
James Walund
Roy Winkler

Gary York

BP

Ogletree, Deakins, Nask, Smoak and Stewart
US EPA

Chevron

Evonik Degussa Corporation
Eastman Chemical Company
BP

CCPS Emeritus

BP

Sasol

Firmenich

Eastman Chemical Company
CCPS Emeritus

King Industries

Consultant

Buckman Laboratories

BP

P-1-I-1

Monsanto

ExxonMobil

BP

Tesoro

ACC

Westlake

Eastman Chemical Company
SIS-Tech

REC Silicon

Ineos

BP



PREFACE

The American Institute of Chemical Engineers (AIChE) has been closely involved
with process safety and loss control issues in the chemical and allied industries for
more than four decades. Through its strong ties with process designers,
constructors, operators, safety professionals, and members of academia, AIChE
has enhanced communication and fostered continuous improvement of the
industry’s high safety standards. AIChE publications and symposia have become
information resources for those devoted to understanding the causes of incidents
and discovering better means of preventing their occurrence and mitigating their
consequences.

The Center for Chemical Process Safety (CCPS) was established in 1985 by
AIChE to develop and disseminate technical information for use in the prevention
of major chemical incidents. CCPS is supported by over 120 sponsoring
organizations in the chemical process industry (CPI) and allied industries; these
member organizations provide the necessary funding and professional experience
for its technical subcommittees. Over the last few years CCPS has become a truly
international organization with members from all parts of the globe. CCPS
published its first Guidelines book in 1985, and since that time CCPS has
developed over 100 guideline and concept books and sponsored 24 international
meetings to foster the development of process safety professionals in all industries.

One of the earlier publications was Guidelines for Auditing Process Safety
Management Systems, published in 1993. That book was modeled after the 12
process safety management system elements first published in 1989 in the CCPS
book Guidelines for Technical Management of Process Safety. In1992 OSHA
published its Process Safety Management (PSM) Standard (29 CFR §1910.119).
The elements of that regulation are comparable to but not identical with the
original CCPS elements. Both the 1989 CCPS Guidelines book as well as the PSM
Standard include audits as an element of a PSM program.

In 2007 CCPS published Guidelines for Risk Based Process Safety, which
presented a new management system structure for process safety, with a risk-based
strategic implementation process. That new publication contained 20 PSM
program elements. Coincident with the completion of that project was a desire by
the CCPS to develop Guidelines for Auditing Process Safety Management Systems,
2nd Edition, which would be based on the risk-based process safety elements. The
project was initiated in 2007 and this book is the result.
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What was missing from the first edition in 1993, given the timing of its
publication, was detailed help or guidance in implementing the OSHA PSM
requirement for auditing process safety management systems. This edition,
although based on the 20 elements of risk-based process safety, integrates the
OSHA PSM elements within the relevant element chapters and adds chapters for
auditing PSM program applicability and risk management programs. Also included
are various state regulations that apply to process safety management systems. In
addition, extensive related PSM program audit guidance is provided, based on a
number of sources, including written and verbal clarifications of the PSM
Standard, related publications on PSM, successful and common practices in PSM
that have emerged over the years, as well as other sources. The related guidance is
a composite of collective judgments about the requirements of those standards and
is not specifically approved by regulatory organizations or endorsed by the CCPS
or any of its member organizations. In addition there is auditing guidance on the
American Chemistry Council’s (ACC) Responsible Care® management system
and the EPA Risk Management Program (RMP) Rule. Performing PSM audits
internationally is also presented; however, the details of non-U.S. PSM regulations
are not presented.

Industry also expressed a need for an example audit protocol for both regulatory
and nonregulatory requirements that might be tailored by individual companies. To
meet that need a sample audit protocol is provided as an oanline companion to this
book. See page xiv for information on how to access this resource. It is sincerely
hoped that this book will provide a useful resource for the auditing of process safety
management systems in the years to come.



USER’S GUIDE TO THE
SECOND EDITION

This book is designed as described below, and the following should provide
readers with guidance on how to use it:

The basics of auditing process safety programs and their management
systems are described in Chapters 1 and 2. These fundamental concepts
are described in the context of process safety management systems;
however, many of the concepts are applicable to any management system
that follows the “Plan-Do-Check-Act” model. This book shows how to
accomplish the “Check” step when the management system of interest is
a process safety management system. Chapter 1 provides guidance on
establishing a PSM audit program, while Chapter 2 provides guidance on
how to conduct a particular audit.

The auditing of each element of a process safety management or risk
management program is described in Chapters 3-24. The PSM program
elements addressed are those described in the CCPS book Guidelines for
Risk Based Process Safety, plus additional chapters covering PSM
program applicability and risk management programs. Both compliance
(i.e., mandatory) as well as related (i.e., nonmandatory) issues are
described in these element chapters.

Several appendices are included, which provide PSM audit guidance on
some specialty topics (e.g., international PSM audits, PSM audits during
merger and acquisition situations), and information and examples/samples
for commonly used PSM audit tools, for example audit report templates.

The PSM audit protocol derived from the audit criteria in the element chapters
is described in Appendix A. This protocol is provided as an online resource in
electronic spreadsheet format for ease of actual use by readers. See page xiv for
information on how to access this resource.
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EXECUTIVE SUMMARY

The purpose of this book is to provide current guidance on auditing process safety
management systems. This guidance is based on approximately 15 years of
collective experience in auditing such programs, mostly since OSHA’s PSM
Standard was published in May 1992 and audits of these programs began in 1995.
Other guidance has become available during the intervening time from the
implementation of a variety of U.S. and international regulatory and nonregulatory
programs addressing process safety. This non-OSHA PSM experience also forms
the basis for the contents of this book. However, given the myriad international
PSM regulations that have been adopted in recent years in many countries, it was
not practical to provide the same level of guidance for all these regulatory
programs. Therefore, international users of this book will have to add or substitute
the specific PSM requirements of the regulations that exist in their jurisdictions, as
well as requirements that are imposed by their companies or sites.

Successful PSM program auditing begins with a commitment by senior
company and site management to perform periodic audits of these programs, to
allocate the appropriate resources to perform the audits, to ensure that the findings
and recommendations are actively and carefully addressed in a timely manner, and
to ensure that the activities on-site during the audit are arranged to support the
audit to the maximum extent possible. Senior management has the ultimate
responsibility for accomplishing these tasks. In addition, management should set
the proper philosophical tone for this activity. This tone should emphasize the
importance of the activity, what management hopes to learn from the audit about
the PSM program in question, and the opportunity to look beyond just regulatory
compliance if possible. The underlying tone should also ensure that all involved
know that no personal blame will be attached to the results, but that the responsible
parties will be accountable for the findings, particularly their correction.
Management should participate in the audit by attending debriefs and the opening
and closing meetings, if time and schedules permit. This will allow the audit team
and facility personnel observe and understand management’s commitment to and
interest in the activity.

The only way to determine that a PSM program is working properly is to
thoroughly examine both its design and implementation on a periodic basis.
Therefore, a PSM audit represents a way of measuring the efficacy of the PSM
program and also allows a thorough comparison against pre-determined PSM
metrics. If the PSM program is not measured carefully, it cannot be controlled or
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improved. At a minimum, the compliance with mandatory regulations and
company standards should be evaluated and measured. However, this activity is an
opportunity to explore whether the PSM program is properly focused on the
appropriate processes based on their risk and on the programmatic elements that
support abating those risks. It is also an opportunity to determine if the design and
implementation of the PSM program has incorporated other related industry
common or successful practices in PSM, and whether the PSM program reflects a
philosophy of continuous improvement. The contents of this book provide the
necessary guidance for executing this thorough examination.

This book is not intended to be considered as a recognized and generally
accepted good engineering practice (RAGAGEP) for PSM audits. It contains
comprehensive guidance for conducting such work; however, it is not a formal
standard, as that term is generally used and understood in the chemical/process sector
or in the engineering business. Although this book has been developed and published
using the same process that has been used for many other CCPS Guidelines books, it
has not been subjected to the same rigorous technical review process, including a
peer review in the open literature or a voting process that is typically employed by
organizations that produce and maintain codes and standards. Therefore, it should
not be considered as mandatory guidance in the same context as the ASME Boiler &
Pressure Vessel Code, or the standards published by the American Petroleum
Institute, the National Fire Protection Association, the American National Standards
Institute, or other similar documents.



INTRODUCTION

An audit is a fundamental part of an effective PSM program because its purpose is
to verify that systems to manage process safety are in place and functioning
effectively, and to take corrective action when findings indicate that is warranted.

This book describes PSM program elements that are both regulatory and
nonregulatory. The CCPS book Guidelines for Risk-Based Process Safety (CCPS,
2007¢c) (RBPS) was used as a basis for choosing the program structure, that is, the
elements that make up a PSM program. These elements are similar to but not
identical to the elements in OSHA’s Process Safety Management (PSM) Standard
(29 CFR §1910.119), and the prevention program contained in EPA’s Risk
Management Program (RMP) Rule (40 CFR §68). In addition to the technical
elements of a PSM program, this book addresses other sources of PSM program
content and guidance, including the following:

¢ Process safety culture, as described in the RBPS book, the Baker
Commission Report on the accident at BP-Texas City, the Chemical Safety
Board (CSB) report on BP-Texas City, and the Responsible Care® former
Process Safety Code published by the American Chemistry Council.

* OSHA’s audit guidance published in the National Emphasis Program
(NEP) for refineries.

»  The Safety and Environmental Management Program (SEMP) published
by the Minerals Management Service of the Department of the Interior
for offshore oil platforms. SEMP is a voluntary program between the
offshore oil exploration and production (E&P) industry and the U.S.
Department of the Interior, Minerals Management Service (MMS). Oil
platforms located on the outer continental shelf (OCS) are regulated by
MMS, not OSHA. A voluntary PSM program developed by API and
published in API RP-75 allows OCS facilities to implement a PSM
program that is not regulatory but is recognized by MMS as a good
industry practice for that sub-sector. The SEMP audit criteria are part of
API RP-75 and may also be obtained at www.mms.gov/semp.

« International process safety standards such as Seveso II in Europe, the
International Labor Organization (ILO) standard C174, and the
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International Standards Organization (ISO) guidance on auditing quality
and environmental managements systems (ISO 19011).

Therefore, this book does not provide guidance for auditing only OSHA PSM
programs, although it certainly includes such programs. In addition, this book is
intended for an international audience and not just a U.S. domestic audience.
International users would have to add and/or substitute regulatory requirements for
PSM programs that are specific to their jurisdictions, as well as company and site-
specific requirements. Appendix H provides additional auditing guidance for
facilities in other countries or for U.S. companies with international operations.
The book is intended to be used mainly during the operating phase of the life of a
process; however, its guidance is relevant for PSM audits conducted at other times
during the life cycle of a process.

Although this book addresses a broad range of possible PSM programs and
management systems, it does not provide specific guidance for auditing the
following types of programs:

* ACC’s Responsible Care®, with the exception of the process safety
portions of RCMS®,

*  Quality management systems, e.g., ISO 9000.
+  Security management systems.
*  Occupational health and safety programs.

*  Environmental programs, except for those that are part of a Risk
Management Program (as required by 40 CFR §68, which is a process
safety regulation and not a classical environmental regulation).

While the guidance provided herein is specific to PSM programs, many of the
basic principles, as described in Chapters 1 and 2, are applicable to audits of any
management system, including those listed above.

A comprehensive audit of process safety management systems can be
accomplished using different approaches. This book provides alternatives for
developing audit programs to meet the needs of a variety of companies from small
businesses to international corporations. The book also addresses some basic skills,
techniques, and tools that are fundamental to auditing, and some characteristics of
good process safety management systems that an auditor should be looking for in
facility PSM programs. Regardiess of the approach and techniques used to conduct
process safety management systems audits, the most important aspects are that the
audits be objective, systematic, and done periodically.

NOMENCLATURE

Because the terms “process safety management” and the acronym “PSM” are often
used interchangeably they are assigned explicit definitions for the purpose of this
book in order to avoid confusion. These terms will have the following meanings:

*  Process safety management: This term will be used to refer to a process
safety management program or audit of such a program generically. In
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this book this term does not refer exclusively to OSHA’s Process Safety
Management Standard.

*  PSM: The acronym “PSM” will be used in conjunction with process
safety management. Hence, the term “PSM audit” as used in this book
will refer to an audit of any process safety program, and not just an audit
performed pursuant to or in accordance with OSHA’s PSM Standard or
the prevention portion of EPA’s RMP Rule.

*  OSHA PSM and EPA RMP: This term will be used to refer to a PSM
program or audit that is intended to comply specifically with OSHA’s
Process Safety Management Standard or the prevention portion of EPA’s
Risk Management Program Rule in the United States. The terms “PSM
Standard” and “RMP Rule” will also be used to refer to the OSHA PSM
regulations (29 CFR §1910.119) and the prevention portion of the EPA
RMP Rule (40 CFR §68) themselves, respectively.

Finding: In this book the term “finding” is a conclusion reached by the audit
team based on data collected and analyzed in response to a specific audit
criteria/question that indicates a need for improvement exists in the PSM program
design or implementation. Although strictly speaking a finding can be a positive or
negative conclusion, common custom and terminology in auditing is to refer to the
deficiencies identified as the “findings.” In this book, the term “finding” will refer
to the audit criteria or question, its answer (if audit questions were used), and the
explanatory conclusion that describes the deficiency. Positive aspects of PSM
programs will be referred to “positive results.”

Should: In this book the word “should” has been used to refer to action or
guidance that is not mandatory. This has been applied to both the compliance and
related audit criteria. The reason that the compliance criteria are prefaced by
“should” rather than ‘shall,” “must,” or other imperative terms is because the
regulations described in this book that govern PSM programs from which the
compliance criteria derived are performance-based in nature. Consequently, there
may be multiple pathways to successful compliance and it is not the intent of this
book to specify one method of compliance as being preferred or better than
another, even inadvertently.

Related: 1In this book, the term “related™ generally refers to audit criteria that
are not mandatory or are not compliance issues. As such, it is usually either paired
with the word “criteria” or is used in a sentence where the context is to distinguish
between compliance criteria or issues and those that are not compliance or
mandatory. Other uses of “related” that connote its typical meaning and syntax
should be clear from the context of the sentence or paragraph where it is used.

Element Names: In the element chapters (Chapters 3-24), the name of each
PSM program element in the title of the chapters is the same as that used in the
CCPS RBPS book. The RBPS name has also been used in the section of each
chapter containing the related criteria applicable to the element. However, in the
compliance table of each chapter, the element names contained in the OSHA PSM
Standard and EPA RMP Rule have been used. The OSHA PSM/EPA RMP
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element has also been used in several sections of the book where the context is
clear with respect to these regulations and the use of the RBPS element name
would be confusing. A cross-reference between OSHA PSM elements and RBPS
elements is shown in Table 1.

These and other terms are defined in the Glossary.

Table 1 Cross-Reference of RBPS Program Elements
and OSHA PSM Elements
RBPS Element OSHA PSM Element Meaning
Process Safety Culture | N/A The beliefs, behaviors, and customs in

which the PSM program operates and
which affect its efficacy

Compliance with
Standards

Applicability (applies
only to determining
which processes and
equipment should be
included in the OSHA

A system to identify, develop, acquire,
evaluate, disseminate, and maintain an
archive of applicable internal and external
standards, codes, reguiations, and laws
that affect process safety and to comply

Competency

PSM program) with them as appropriate. This element
interacts in some fashion with every
RBPS management system element.
Process Safety N/A Developing and maintaining process

safety competency encompasses three
interrelated actions: (1) continuous
improvement in knowledge and
competency, (2) ensuring that
appropriate information is available to
people who need to know it, and (3)
consistently applying what has already
been learned.

Workforce Involvement

Employee Participation

A system to enable the active
participation of company and contractor
workers in the design, development,
implementation, and continuous
improvement of the PSM program. Also
includes the proper management of
trade secrets, if any.

Stakeholder Outreach

N/A

A process for seeking out and engaging
individuals or organizations that can be
affected by the facility in a dialogue
about process safety; establishing a
relationship with other neighbors, other
companies, and professional groups,
local, state, and federal organizations;
and providing necessary information
about the company and facility's
products, processes, plans, hazards,
and risks.
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RBPS Element OSHA PSM Element Meaning
Process Knowledge Process Safety Technical information that describes the
Management Information hazards of the materials at the facility

and how the facility was designed, built,
and operated and is recorded in written
documents. This element also involves
work activities associated with
compiling, cataloging, and making the
information available. However,
knowledge implies understanding, not
simply compiling data. Therefore, the
Competency element complements the
Knowledge element.

Hazard ldentification
and Risk Analysis

Process Hazard
Analysis

A review process for identifying hazards
and evaluating the risk of processes—
throughout their life cycle—to make
certain that risks to employees, the
public, or the environment are
consistently controlled within the
organization's risk tolerance. These
studies typically address the three main
risk questions to the appropriate level of
detail commensurate with analysis
objectives, life-cycle stage, available
datafinformation, and resources. The
three main risk questions are: Hazard
(What can go wrong?), Consequences
(How bad could it be?), and Likelihood
(How often might it happen?). This
element also includes requirement to
manage and control the risks identified.

Operating Procedures

Operating
Procedures/Safe Work
Practices

Written instructions listing the steps for a
given task that are to be done and the
manner in which they are to be
performed. These tasks include startup,
operate, and shut down processes,
including emergency shutdown, as well
as special situations such as temporary
operations. Good procedures also
describe the process, hazards, tools,
protective equipment, and controls.
Operating procedures also control
activities such as transitions between
products, periodic cleaning of process
equipment, preparing equipment for
certain maintenance activities, and other
activities routinely performed by
operators. Operating procedures
complement safe work and maintenance
procedures, This element includes that
requirement that certain safe work
practices be in place but does not specify
the content of those practices.
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RBPS Element

OSHA PSM Element

Meaning

Safe Work Practices

Operating
Procedures/Hot Work
Permits

Work processes, which are often
supplemented with permits, that control
hazards and manage risk associated
with nonroutine work. This element
includes the OSHA PSM element Hot
Work Permits.

Asset Integrity and
Reliability

Mechanical integrity

The systematic implementation of
activities including inspections and tests
necessary to ensure that important
equipment will be suitable for its
intended application throughout its life,
written maintenance procedures,
maintenance personnel training,
deficiency management, and the quality
assurance of equipment. It also helps
ensure the dependability of critical
safety or utility systems.

Contractor
Management

Contractors

A system of controls to ensure that
contracted services support both safe
facility operations and the company's
process safety and conventional worker
safety performance goals. It addresses
the selection, acquisition, use, and
monitoring of such contracted services.

Training and
Performance
Assurance

Training (applies only
to the process
operators)

Informative (classroom and computer
based), as well as practical education in
job and task requirements and methods.
Its objective is to enable workers to
meet some minimum initial performance
standards, to maintain their proficiency,
or to qualify them for promotion to a
more demanding position. Performance
assurance is the means by which
workers demonstrate that they have
understood the training and can apply it
in practical situations and is an ongoing
process. Although not formally part of
this element, the training of contractors
and maintenance personnel is covered
in the Contractor Management and
Asset Integrity and Reliability elements.

MOC

MOC

A review and authorization process for
evaluating proposed modifications to
facility design, operations, organization,
or activities—prior to implementation—o
make certain that no unforeseen new
hazards are introduced and that the risk
of existing hazards to employees, the
public, or the environment is not
unknowingly increased.
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RBPS Element

OSHA PSM Element

Meaning

Operational Readiness

Pre-start-up Safety
Review

Processes are verified to be in a safe
condition for re-start of a modified
process and the initial commissioning
and start-up of a new process. It
addresses start-ups from all types of
shutdown conditions and considers the
length of time the process was in the
shutdown condition. In addition, this
element considers the type of work that
may have been conducted on the
process during the shutdown period in
order to help guide the safe start-up
review process.

Conduct of Operations

N/A

The execution of operational and
management tasks in a deliberate and
structured manner. It is also sometimes
called “operational discipline” or
“formality of operations,” and it is closely
tied to an organization’s culture.
Conduct of operations institutionalizes
the pursuit of excellence in the
performance of every task and
minimizes variations in performance.
Workers at every level are expected to
perform their duties with alertness, due
thought, full knowledge, sound
judgment, and a proper sense of pride
and accountability.

Emergency
Management

Emergency Planning
and Response

Planning for possible emergencies;
providing resources to execute the plan;
practicing and continuously improving
the plan; training or informing
employees, contractors, neighbors, and
local authorities on what to do, how they
will be notified and how to report an
emergency, and effectively
communicating with stakeholders in the
event an incident does occur.

Incident Investigation

Incident Investigation

A process for reporting, tracking, and
investigating incidents and near misses.
It includes the formal process for
investigating incidents, including
staffing, performing, documenting, and
tracking investigations of process safety
incidents and the trending of incident
and incident investigation data to
identify recurring incidents. This process
also manages the resolution and
documentation of recommendations
generated by the investigations.
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RBPS Element

OSHA PSM Element

Meaning

Measurement and
Metrics

N/A

Performance and efficiency indicators to
monitor the near-real-time effectiveness
of the PSM program and its constituent
elements and work activities. It also
addresses indicators to be considered,
how often to collect data, and what to do
with the information.

Auditing

Compliance Audits

Evaluation of whether management
systems are performing as intended. It
complements other elements such as
Management Review and Metrics, The
element provides a system for scheduling,
staffing, effectively performing, and
documenting periodic evaluations of all
PSM program elements, as well as
providing systems for managing the
resolution of findings and corrective
actions generated by the audits.

Management Review
and Continuous
Improvement

N/A

The routine evaluation of whether
management systems are performing as
intended and are producing the desired
results as efficiently as possible. It is the
ongoing “due diligence” review by
management that fills the gap between
day-to-day work activities and formal
periodic audits. Management reviews
have many of the characteristics of a
first-party audit.

REFERENCES

Center for Chemical Process Safety, Guidelines for Risk Based Process Safety,
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GUIDANCE FOR CHAPTERS 3-24

Chapters
elements
chapters:

3-24 provide detailed information and guidance for auditing specific
of a PSM or RMP program. The following structure is used in these

Each element chapter is formatted in a similar manner. The audit criteria
and guidance section of each chapter presents two basic types of audit
criteria: compliance criteria and related criteria. The compliance criteria
are derived from the federal and state PSM-related regulations
themselves. The related criteria are derived from several sources of
clarification of these regulations, industry good/common practices in
PSM, other government and industry publications on PSM, as well as
several voluntary consensus programs in PSM as follows:

— Appendix B (Interpretations and Clarifications) of PSM Compliance

Directive—OSHA Instruction CPL 02-02-45

— National Emphasis Program (NEP) for Refineries—OSHA
Instruction CPL 03-00-004

—  Written and verbal clarification of the PSM and RMP regulations by
their respective regulators

—  Citations issued against the OSHA PSM Standard

— Nonmandatory publications on the OSHA PSM Standard and EPA
RMP Rule:

* OSHA 3133

*  Appendix C of the PSM Standard

*  Preamble of the PSM Standard
Good, successful, or common industry practices in PSM and RMP
CCPS book Guidelines for Risk Based Process Safety

The Safety and Environmental Management Program (SEMP) guidance
for the offshore oil industry

The Responsible Care Management System® of the American Chemistry
Council

PSM guidance originally published by the Major Industrial Accidents
Council of Canada (MIACC) before its dissolution in 1999 and now
sponsored by the Canadian Chemical Producer’s Association (CCPA)
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Supplemental guidance for facilities that are part of the Voluntary
Protection Program (VPP) and are covered by OSHA’s PSM Standard

The Baker Panel report on the accident at the Texas City refinery

BP’s incident investigation report of the accident at the Texas City
refinery

In Chapter 3, PSM Applicability, a description of rulings by the
Occupational Safety and Health Review Commission (OSHRC) is
included where appropriate as compliance auditor guidance. The OSHRC
is an independent body of administrative law judges who rule on the
appeal of citations issued by OSHA against companies for violations of
their standards. The rulings of the OSHRC are binding on OSHA, and
represent compliance guidance for the regulators as well as those
companies/facilities covered by those regulations.

The name of each PSM program element in the title of the chapters is the
same as that used in CCPS’s Guidelines for Risk Based Process Safety
(CCPS, 2007¢). This RBPS name has also been used in the related-
criteria section of each chapter to refer to the element. However, in the
compliance section of each chapter, the element name contained in the
OSHA PSM Standard and EPA RMP Rule has been used.

The inclusion of all of the criteria in Chapters 3—24 does not imply that
the use of all these criteria is mandatory in any given audit for it to be
successful. The extensive nature of the criteria provided in the element
chapters is to allow those planning PSM audits the largest number of
available criteria to choose from when evaluating PSM programs. Section
2.1.2.2 provides additional guidance on selecting audit criteria for a
specific audit.

The criteria and guidance described in these sections do not represent
exclusive solutions to PSM program coverage, design, implementation, or
interpretation. They represent the collective experience of many people in
the chemical/processing sector who have performed many PSM audits,
and the consensus opinion resulting from that experience. The compliance
criteria are derived from the regulations that govern PSM programs in the
United States; however, these regulations are all performance based.
Performance-based regulations are goal oriented and there may be
multiple pathways towards fully complying with them. Therefore, there
may be alternate interpretations and solutions to the issues described in
the compliance tables that are equivalent to those included, particularly
the auditor guidance presented.

The purpose of providing the related criteria is to give auditors additional
guidance for evaluating PSM programs with respect to issues that go
beyond the strict compliance requirements presented in the appropriate
federal, state, or local regulations. These criteria, in large part, represent
industry good, successful, or common practices. Some of them may
represent levels of acceptable practice and should be carefully considered
for examination in a PSM audit. The inclusion of the related criteria in
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this book in no way infers that these criteria are required for a PSM
program to be successful, nor does it infer that a PSM program will be
deficient without them. There may be other, more appropriate solutions to
the issues described by these criteria and the accompanying auditor
guidance for an individual facility or company. In addition, their
evaluation in a PSM audit is intended to be completely voluntary and not
a mandatory requirement in any way. The related criteria should be used
cautiously and with careful planning so that they do not inadvertently
establish unintended PSM performance standards. Consensus should be
sought within and between facilities and their parent companies before
these criteria are used. Finally, the related criteria and guidance offered
for consideration are not endorsements of nor agreements with the written
or verbal clarifications made by the regulators, PSM citations issued
against the regulations, other PSM guidance published by the regulators,
or the successful or common PSM practices in any given company’s PSM
program from which they are derived.

*  The audit criteria for trade secrets are included in Chapter 7, Workforce
Involvement.

» Persons identified for possible interviews are named using common
industry titles for persons with the responsibilities described, but these
titles are used in a generic manner. Actual titles vary from company to
company and sometimes among facilities of the same company. Auditors
will need to determine exactly who has specific responsibilities or input at
each facility where that perform an audit.

«  Chapter 24 provides audit criteria for a RMP program exclusive of the
prevention program portion of that program. Audits of this portion of
RMP are not mandatory for regulated sites. Such audits are the
responsibility of the implementing agency for RMP, which may be EPA
or a state that has been granted that status by EPA—New Jersey,
California, and Delaware have been granted such status. However, the
prevention part of RMP must be audited triennially by the regulated site
(same requirement as OSHA PSM). The element chapters provide these
criteria. Chapter 24 addresses the following sections of RMP: registration,
the RMP management system, the RMP submitted to the implementing
agency, hazard assessment, and the RMP emergency response
requirements (beyond the emergency response provisions required by
OSHA PSM and prevention portion of RMP).

* Each element chapter contains state PSM program audit criteria for the
following states: New Jersey, California (CalOSHA and CalARP), and
Delaware. Only the unique state requirements have been described and
audit criteria provided for them. Where the state requirements are
identical to the corresponding OSHA PSM and EMP RMP requirement,
they have not been repeated in the state section of the element chapter.
Additional state PSM regulatory information and guidance can be found
at the following websites:
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—  New Jersey. www.state.nj.us/dep/rpp/brp/tcpa/index.htm
- Delaware:
www.awm.delaware.gov/EPR/Pages/AccidentalReleasePrevention.aspx
~  California:
» CalARP:

www.oes.ca.gov/Operational/OESHome.nsf/9785961716919627
88256b350061870e/452A4B2AF244158788256CFE00778375?

OpenDocument
+  CalOSHA: http://www.dir.ca.gov/title8/5189.html
—  Washington:

http://search.leg.wa.gov/wslwac/WAC%20296%20%20TITLE/WAC
%20296%20-%2067%20%20CHAPTER/WAC%20296%20-
%2067%20-001.htm

—  Louisiana: http://www .dir.ca.gov/title8/5189.html
—  Nevada: ndep.nv.gov/bagp/cap.html

Each compliance and related audit criteria is assigned a reference number.
The following format has been used for these numbers:

XX-Y-ZZ
Where:
XX = Chapter number

Y =*C” for compliance or “R” for related
ZZ = Sequential number starting at 1. The number resets for related criteria.

In each compliance and related criteria table of the element chapters, the
followings abbreviations are used to indicate the source of the criteria:

3133 OSHA Publication 3133, Process Safety Management
Guidelines for Compliance

API 75 American Petroleum Institute Recommended Practice 75,
Safety and Environmental Management Program
APPC Process Safety Management Standard Appendix C

Compliance Guidelines and Recommendations for Process
Safety Management (Nonmandatory)

CCPA Major Industrial Accidents Council of Canada (MIACC)
Self Assessment Tool, September 2001. PSM Guide/HISAT
Revision Project: Version 070820 prepared by the PSM
committee of CCPA (rights maintained by CSChE)

CIT Citation issued by OSHA against the PSM Standard

CPL OSHA Instruction CPL 02-02-45 (PSM Compliance
Directive)

GIP Good industry practice in PSM, i.e., a good, successful, or

common practice that a facility or company has found to be
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NEP

PANEL

PRE
PSM
RBPS
RMP
TXC

VCLAR
VPP

WCLAR

a useful addition to their PSM program, or a useful but
nonmandatory solution to a PSM issue

National Emphasis Program (OSHA Directive CPL 03-00-
004)

Baker, J.A. et al., The Report of BP U.S. Refineries
Independent Safety Review Panel, January 2007 (Baker
Panel Report)

Preamble to Process Safety Management Standard
Process Safety Management Standard (29 CFR §1910.119)
CCPS book, Guidelines for Risk Based Process Safety
Risk Management Program Rule (40 CFR §68)

BP Corporation, Fatal Accident Investigation Report—
Isomerization Unit Explosion, May 2005

Verbal clarification of the PSM Standard by OSHA

VPP Supplement “B” 2008 Annual Self Evaluation, VPP
Application Supplement for Sites Subject to the Process
Safety Management (PSM) Standard

Written clarification of the PSM Standard by OSHA
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PROCESS SAFETY MANAGEMENT
AUDIT PROGRAMS

1.1 PROCESS SAFETY MANAGEMENT (PSM) AUDITS
AND PROGRAMS

Auditing is an element of a PSM program. It is a critical element in that it provides
information about the effectiveness of the program and contributes to management
control of other processes, systems, facilities, and safety and health programs. A
sound PSM audit program will help improve the effectiveness of a PSM program.

In discussing PSM auditing, some confusion over terminology may arise.
“Auditing” is used in various contexts to describe many different types of review
or assessment activities. In this book, an audit is a systematic, independent review
to verify conformance with established guidelines or standards. It employs a well-
defined review process to ensure consistency and to allow the auditor to reach
defensible conclusions. Other related activities sometimes referred to as audits
include the following:

*  Inspection. The process of physically examining a facility.

»  Assessment, evaluation, and review. Less formal reviews, which may
combine aspects of inspections and audits, are guided by the judgment,
experience, and inclination of the reviewer, often without a well-defined
review procedure or process. Such a review often has a broader scope than
an inspection, but it does not have the consistency and rigor of an audit. At
times, companies or facilities will use these three terms and other less
formal terms in lieu of “audit,” but the activity has the same rigor as an
audit, often the same protocol, the same way of using the protocol (i.e.,
interviews, record review, etc.), and the same reporting requirements. The
reasons for using these terms interchangeably vary widely. Some
companies have very strict rules governing any activity entitled “audit,”
including legal governance. Some companies reserve the word “audit” to
only those activities that are regulatory or compliance related.
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In its early publications (CCPS, 1989a and 1989b), the American Institute of
Chemical Engineers’ Center for Chemical Process Safety (CCPS) defined 12
elements of a process safety management program. Subsequently, OSHA adopted
the Process Safety Management Standard (OSHA, 1992), which contains 14
elements, and the applicability section of the standard. In 2007 CCPS revised the
definition of a process safety management program in the publication of the
Guidelines for Risk Based Process Safety (CCPS, 2007¢) to include 20 elements.
In addition, several states adopted process safety regulations before and after
CCPS and OSHA established their programs, for example, New Jersey (NJ, 1987),
California (CA, 1988), Delaware (DE, 1989), Washington (WA, 1992), Louisiana
(LA, 1993), and Nevada (NV, 1994). Some states have simply adopted the OSHA
PSM standard verbatim, or nearly so, while other states have added state-specific
requirements. Several states have modified their state PSM programs to include the
federal RMP Rule and obtain implementing agency status from the EPA to enforce
the RMP Rule within their jurisdictions (e.g., Delaware, Florida, Georgia,
Kentucky, Mississippi, New Jersey, North Carolina, Ohio, and South Carolina).
California has its own state RMP regulation (the CalARP program), but it is not an
implementing agency for the federal RMP Rule. Also, since the publication of the
first edition of this book, a number of domestic and international governmental and
nongovernmental organizations have developed and published PSM program
requirements. Some of these have been mandatory requirements embedded in
various regulations, and some have been voluntary standards representing the
consensus of the publishing organization. Table 2.1 summarizes several of these
various mandatory and voluntary process safety requirements. The table has been
arranged so that comparable program elements are in the same row, recognizing
that the detailed requirements between comparable elements may not be the same.
Some of these programs have elements that have no corresponding element in
another program and these have been placed at the bottom of the table.

For the purposes of the book, the elements published by CCPS in Guidelines
Jor Risk Based Process Safety (CCPS, 2007c) have been used as a guide to
describing a PSM program and its elements. Management systems that address
each of these 20 elements should be established to form a comprehensive PSM
program.

The 1SO 14001 Standard defines a management system as “that part of the
overall management system that includes organizational structure, planning
activities, responsibilities, practices, procedures, processes, and resources for
developing, implementing, achieving, reviewing, and maintaining the environmental
policy.” Process safety management systems are comprehensive sets of policies,
procedures, and practices designed to ensure that barriers to episodic and potential
process safety incidents are in place, in use, and effective. EHS management
systems, including those designed for PSM programs, typically follow closely the
Plan-Do-Check-Act (PDCA) model used in many total quality management systems.
A PDCA management system is founded upon the notion that continuous
improvement is a cardinal principle. The “plan” portion of this model is essentially
the development of written policies and procedures to define a desired program (in
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this case a PSM program). The “do” portion is where these policies and procedures
are implemented (usually the most difficult step). The “check™ portion is the
evaluation or auditing of what occurs during the “do” step, while the “act” step
involves taking what is learned and feeding the lessons learned back to revise the
policies and procedures if necessary. This circular design with appropriate feedback
is the key aspect of a PDCA management system and provides the continuous
improvement. Figure 1.1 depicts a PDCA management system.

Figure 1.1 Plan-Do-Check-Act Management System

Continual Improvement

/ ;:Iic}‘

Management N\
Review
\
Checking & Corrective /
Action d
\_ Implementation &
Control

Process safety management auditing is the systematic review of these
management systems to verify the suitability of these systems and their effective,
consistent implementation. PSM audits are intended to determine whether
management systems are in place and functioning properly to ensure operating
facilities and process units have been designed, constructed, operated, and
maintained to ensure that the safety and health of employees, communities,
customers (to the extent that portions of the PSM program extend beyond the
facility boundary, such as emergency response planning), and the environment are
being properly protected. These audits are an important control mechanism within
the overall management of process safety. In addition, these audits can provide
other benefits such as improved operability and increased safety awareness. There
are several items that are not included in the purpose or methods of a typical PSM
audit:

»  Focus on the programmatic aspects of PSM programs, not on identifying
the equipment/process hazards. Process hazard analyses, hazard
identification, risk assessments, and other similar activities are intended
to determine the possible hazards and risk associated with the
processes/equipment under consideration.
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+  Verify or replicate the engineering activities that took place to design the
equipment and processes. For example, a PSM audit should not include
within its scope work or activities that replicate the calculations
performed to establish the set point and capacity of the relief devices in
the processes. Engineering design reviews, design approvals, or the
technical reviews associated with a MOC procedure are the appropriate
places to perform this basic engineering work. A PSM audit would verify
that the calculations have been performed and are in the facility’s files;
the correct recognized and generally accepted good engineering practices
(RAGAGEP) were used to design, install, and periodically test the relief
devices; and the engineering design reviews or project approvals
specified in the project manual/procedures were carried out and
documented. This thin, but distinct line between auditing and engineering
should be carefully observed. Audit teams have neither the time nor the
expertise to perform basic engineering work, and it is always outside the
purpose and scope of a PSM audit.

The criteria used during PSM audits, which will be used to evaluate PSM
program, may be limited to the requirements of specific laws and regulations, or
they may be broadened to include company policies and standards, or the
guidelines of organizations described in Table 1.1. Each company should decide
on appropriate audit criteria during the design of its audit program. The audit
criteria are the reference points against which the PSM program will be compared
to determine whether any deficiencies exist.

A PSM audit involves examination of management system design, followed
by evaluation of management system implementation. The design of the
management system must be understood and then evaluated to determine if the
system, when functioning as intended, will meet the applicable criteria. Then the
auditor must evaluate the quality and degree of implementation since a well-
designed system may not be backed up by consistent, thorough implementation.
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The remainder of this chapter discusses the issues associated with the design and
management of a PSM auditing program. Specifically, the issues of audit scope,
frequency, staffing, reporting, follow-up, and quality assurance are discussed.
Although the concepts and guidance presented in this chapter are applicable in a
general manner to all domestic and international facilities with PSM programs,
there are some special issues that should be considered when U.S.-based auditors
perform PSM audits in international locations. Appendix H provides additional
guidance for international PSM audits.

1.1.1  Management Responsibilities and Accountability

Senior management at either the company or facility level is responsible for
establishing the PSM audit program. Even if line management has been formally
assigned the accountability for the design and implementation of PSM program,
the auditing of the program is often considered a governance activity, and
company-level policies and procedures are generally used to perform PSM audits.
If the company has not established the necessary management systems to plan,
execute, and document PSM audits, then the site management should assume these
responsibilities. Management is responsible for the following aspects of the PSM
audit program:

+  Policy. Management should establish the overall policies that will control
the audit activity. Responsibilities for actually planning, executing,
documenting, reporting, and following up on the results can and should
be delegated to appropriate personnel. Senior management, while
retaining overall responsibility for the PSM audit program, should appoint
a PSM audit “champion” with the appropriate background, experience,
interest, and enthusiasm who will be responsible for planning and
executing the details of the program.

*  Commitment. Management should establish the proper philosophical
tone for the audit program. This tone should emphasize the importance
of the activity, what management hopes to learn from the audit about
the PSM program in question, and the opportunity to look beyond
regulatory compliance, if possible. The underlying tone should also
ensure that all involved know that no personal blame will be attached
to the results, but that the responsible parties will be accountable for
the findings, particularly their correction (except for extreme situations
where malfeasance is involved). Management should participate in the
audit by attending debriefs and the opening and closing meetings, if
time and schedules allow. This will allow the audit team and facility
personnel to observe and understand management’s commitment to as
well as their interest in the activity. PSM audits are intended to
improve the program and reduce the likelihood of a process safety
incident, and only senior management can convincingly convey this
commitment message.
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Procedures. Management should establish and implement the appropriate
management-system procedures for the PSM audit program. A typical
PSM audit procedure should address the following topics:

—  Selecting facilities for PSM audits
—  Establishing frequency of PSM audits
—  Planning and conducting audits, including scheduling

—  Determining training and qualifications of auditors, including lead
auditors

— Selecting and determining audit teams and assignment of the lead
auditor

— Developing and maintaining the audit protocol

— Selecting focus units/processes and sampling guidance
—  Documenting audits

—  Following up on audit findings

—  Determining format and content of audit reports

—  Distributing and retaining audit reports

— Communicating audit results to the employees

—  Providing access to employees of audit results

—  Certifying audits (certification required by some process safety
regulations)

This procedure, as with other PSM-related management procedures covering
other PSM program elements, should be documented, formally issued, and
approved for use.

Resources. Management should commit the proper resources to execute the
audit program. These resources should be formally budgeted on an annual
or other budget-cycle basis. The resources needed include the following:

—  Staffing and expenses associated with keeping the audit program up-
to-date. Like any management system, it should be devised as a Plan-
Do-Check-Act procedure, in which the “act” portion of the model
requires that the management system be continually improved.
Between actual audits (the use of the management system procedure),
new lead auditors and audit team members will require training and
the protocol will require updating.

— Staffing and expenses associated with actual audits if these are
scheduled during the budget cycle under consideration. If second- or
third-party auditors will be involved, the necessary arrangements will
be required in advance. Different groups and disciplines may be
involved in executing PSM audits, and the individual budgets of
these different groups should be coordinated.

— Staffing and expenses associated with the follow-up of audit
recommendations. The exact amount of needed resources for follow-
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up activities will be difficult to project until audits have been
completed, but some allowance should be made for this in planning
and budgeting. These items should be resolved, requiring time and
effort beyond the audit team. Engineering, operations, maintenance,
and other groups and disciplines will all likely have work to do to
address audit results in a timely manner. If subject matter experts
from inside or outside the company are required, arrangements
should be made for their services. Finally, the resolution may dictate
that hardware, procedures, software, training, or other aspects of the
process safety policies, practices, or procedures be modified in some
manner. These may involve engineering projects, procedure
revisions, or other technical work that should be planned and
budgeted. Some of this work will be long term and will extend over
several budget cycles, whereas some of this work will be completed
relatively quickly. PSM audit programs are not one-time expenses
and should be budgeted and planned as ongoing activities. Although
hardware-related changes may be necessary as a result of a PSM
audit, most recommendations from these audits will be programmatic
in nature and will be related to changes in PSM program policies,
procedures, training programs, and other management system
documents and practices.

— Management is responsible for providing the right people with the

proper expertise to perform PSM audits. For example, process safety
experts for each element should be present for the audits if they are
available.

Continuous improvement. Management’s role in continuous improvement
is to first provide a management system for the PSM audit program that
follows the Plan-Do-Check-Act model of modern management systems.
This includes the policies and procedures described above. This
management system, once formulated, should be successfully
implemented. Figure 1.2, which is from ISO-19011 (ISO, 2002), shows
diagrammatically how an audit program is managed as a Plan-Do-Check-
Act model. The continuous improvement step fulfills the “act” portion of
the model. The numbers in each of the boxes of Figure 1.2 are the
appropriate sections of ISO-19011 that define and describe each aspect of
an audit in more detail.
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Figure 1.2 Audit Program Flowchart

Authority for the audlt programme
.9

the audit p
5.2,5.3) |
- objectives and extent Plan
- responsibilities .
- resources
- procedures

- P the audit prog Competence and
Juation of

r
I (5.4,5.5) audltors
| - schedullng audiis {dlause 7)
| - svaluating audltors Do
- selecting audit teams
‘ Improving the audit - directing audlt activities rudit activiios
Act programme = maintaining records (clause 6)
|
|
|
|
\
L

(5.6

_ Monltoring and reviewing the audit
programme Check

(5.6)

- monltoring and reviewing
- identifying needs for corrective
and preventlve actions
- identifying opportunities for improvement

1.1.2 Legal Issues

There are two legal issues that might aftect the conduct of a PSM audit: privilege
and liability. A brief discussion of each issue follows. Any company anticipating
employing the concepts described herein should consult with counsel.

1.1.2.1 Privilege

The results of a PSM audit may be used as evidence by a government agency
during enforcement litigation, and in civil or even criminal litigation. If, however,
an audit is conducted under privilege, certain portions of it may be protected from
disclosure to the government or third parties. Any company that seeks to keep a
PSM audit confidential should consult legal counsel about whether and how the
audit can be protected from disclosure. The following are three privileges
applicable to PSM audits:
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OSHA has adopted a policy regarding voluntary self-audits, which states
that the agency will not “routinely request” voluntary self-audit reports
and “will not use such reports as a means of identifying hazards upon
which to focus inspection activities.” 65 Fed. Reg. 46,498 (July 18,
2000). While the policy leaves some “loopholes,” the policy generally
states that OSHA will only request an audit report if the agency has an
“independent basis” to conclude that a hazard exists, and may then
request the portion of a voluntary self-audit addressing that hazard. In
addition, OSHA will not issue a citation predicated upon a hazard
identified in a voluntary self-audit if the hazard is corrected before the
inspection or any accident, illness or injury occurs. Similarly, “if an
employer is responding in good faith to a violative condition identified in
a voluntary self-audit,” OSHA will not use the voluntary self-audit to
prove that the violation is “willful.” For PSM audit purposes, the most
important limitation in OSHA’s policy is that the audit must be
“voluntary.” An audit conducted pursuant to paragraph (o) of the PSM
standard is mandatory, not voluntary, and OSHA’s self-audit policy
would therefore be inapplicable. An employer may, however, perform
additional audits related to PSM elements that are not intended to comply
with paragraph (o) or may perform an audit for processes not covered by
the OSHA PSM standard, and these audits may fall under OSHA’s
policy. Also, the privilege applies only in OSHA enforcement matters; the
OSHA policy has no relevance to actions involving other government
agencies or in civil or criminal litigation.

In addition to the OSHA policy on self-audits, a few courts have recognized
a common-law audit privilege, but most courts have declined to recognize
the privilege and have required disclosure of audit reports in litigation. The
courts that have recognized the common-law privilege have generally
looked at four factors to determine whether the privilege applies:

—  whether information at issue was generated during a self-audit;

— whether the company intentionally preserved the confidentiality of
the information;

—  whether there is a strong public interest in encouraging audits of this
type; and

- whether there is a strong likelihood that not applying the privilege in
this context will discourage companies from conducting the
particular type of audit.

Portions of a PSM audit report may be protected by the attorney-client
privilege, which is intended to facilitate candid communications between
attorneys and their clients. The privilege applies to all communications
between the client and attorney, and the document at issue must have
been created for the purpose of assisting the attorney in providing legal
advice to the company. Counsel must be actively involved in the audit
process for the report to be protected by the attorney-client privilege, and
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1.1.2.2

the privilege will be waived if the information is disclosed to a third
party. With regard to PSM audits, a report prepared pursuant to paragraph
(o) will not be protected by attorney-client privilege because the PSM
Standard mandates that the company prepare a report and make it
available to OSHA in the context of an inspection or enforcement
litigation. At the same time, a company may choose to involve counsel in
certain parts of the audit and prepare a separate report that may be
protected by the attorney-client privilege. For example, the company may
ask for a legal opinion regarding whether a particular practice complies
with the standard. The advice provided and associated communications
would typically be covered by the attorney-client privilege.

The attorney work product doctrine may protect a report from disclosure
under certain circumstances. For the doctrine to apply, the information
must have been created in anticipation of litigation. For example, an
accident or incident report may be prepared under the direction of an
attorney because civil or other litigation is likely. The work product
doctrine generally applies only to legal analysis and conclusions, and
does not apply to factual information. Also, a third party may overcome
the doctrine by showing a substantial need for the information. The work
product doctrine will typically not be applicable to a PSM audit unless it
is conducted following an accident that may lead to litigation and is
designed to elicit legal analysis of whether certain conditions violated the
standard of care.

Liability

The two following basic sources of legal liability may flow from an audit:

1.1.3

A company or facility that fails to perform an audit or performs it
inadequately may be in violation of the PSM standard or the RMP
regulation, and these failures may serve as evidence during civil or
criminal litigation.

To the extent a company or facility fails to respond to findings or action
items resulting from the audit, violations of the PSM standard or RMP
regulation may occur and may constitute evidence in a civil or criminal
action. Documenting the purpose, scope, and guidance of the audit and
carefully preparing the report can minimize liability.

PSM Audit Program Purpose and Objectives

In establishing a PSM audit program, the purpose and objectives of PSM audits
should be clearly known and defined. They should define why PSM audits are
performed and what the facility and/or company hopes to get out of the activity.
Possible purposes for conducting PSM audits include one or more of the following:

Reducing the process safety risk. The primary purpose for performing
PSM audits is to identify and correct practices that have reduced the
effectiveness of the PSM program management systems. The identified
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practices are those that have increased the likelihood (and perhaps the
severity) of a significant release of chemicals/materials included in the
PSM program and could represent a potential catastrophic incident.
Therefore, reducing the process safety risk is the most important reason
why PSM audits should be performed. Management’s commitment to
measuring the effectiveness of the PSM program so that the process
safety risk is as low as reasonably achievable is critical to the success of
the program.

Domestic or international regulatory requirement. Companies with
facilities subject to process safety regulations are generally required to
perform periodic PSM audits. As shown in Table 2.1, nearly all process
safety regulations include such a requirement. The most common
examples of these regulatory requirements in the United States is the
requirement for a triennial audit for those facilities covered by OSHA’s
Process Safety Management Standard (i.e., an OSHA PSM audit), and/or
EPA’s Risk Management Program Rule. The citations for triennial audits
are found at 29 CFR §1910.119(o) and 40 CFR §68.79 respectively.

Company/voluntary requirement. Companies with voluntary PSM
programs and companies that ascribe to trade/professional organization
process safety or EHS management system programs will often have
requirements for conducting periodic PSM audits. Examples include ISO
14000, ACC’s Responsible Care® initiative, and SOCMA’s
ChemStewards® Program. Often these requirements are similar in interval
and content to those conducted pursuant to the PSM or RMP regulations.

ACC RCMS® program certification. ACC’s Responsible Care
certification process requires that the system be certified by a third party,
which will require audits of the program by the certifying agent.

Due diligence as part of merger or acquisition. Some companies have
begun including audits (or less formal assessments or evaluations) as part of
the due diligence process when considering whether to acquire another
company’s facility or a merger with another company. There may be
considerable potential cost and regulatory liability associated with not
thoroughly examining the structure and implementation of a PSM program
in a prospective merger or acquisition situation. See Appendix A for
additional guidance regarding PSM audits during mergers and acquisitions.

Gap analysis. Many times, the initial activity in implementing a PSM
program is an audit to determine the gap between existing EHS-related
policies, practices, and procedures, and the desired implementation of a
PSM program. This gap analysis can be used as a starting point for the
PSM management systems needed for a functional PSM program, i.e., a
PSM program that is working as it is designed and meets the relevant
governing requirements.

Insurance carrier request. Because the insurance carrier’s role is property
protection, its goals are different than those of a PSM program. However,
since PSM programs are intended to prevent large-scale events such as



1. PROCESS SAFETY MANAGEMENT AUDIT PROGRAMS 17

fire and explosions, there is some overlap between process safety and loss
prevention. Therefore, insurance companies are interested in some of the
elements of a PSM program, and will sometimes request to see the results
of PSM audits.

Investigation of an incident. If the investigation of a process safety
incident reveals that one or more of the root causes is the failure of
process safety element(s), the company may decide to perform a PSM
audit to determine the depth of the failure or to determine what other
PSM program elements might have systemic failures. The requirement for
a post-incident PSM audit is sometimes included in a settlement
agreement with a government agency.

Monitoring PSM program continuous improvement. Although most PSM
audits are performed due to an external trigger (even voluntary-consensus
EHS programs containing PSM provisions, e.g.,, RC14001®, contain
requirements to perform audits), a secondary reason to perform them is to
measure the maturation of the PSM program. A consistently applied set of
audit criteria over a period of time (usually three to six years) should
show whether the program has made steady process progress both in its
development and in its implementation. PSM audits also afford the
opportunity to measure the level of knowledge of those persons with
responsibilities for the program and its implementation, and how this
knowledge level has matured.

The main objectives, or outcomes, of PSM audits are derived directly from the
purposes and include the following:

Reducing the process safety risk;
Compliance with regulatory audit requirements; and

Compliance with internal audit requirements.

However, there may be secondary reasons for performing PSM audits. These
might include the following:

Sharing of successful or best practices. Another reason to perform PSM
audits is to catalogue successful policies, practices, and procedures. These
can then be shared with other facilities within the same company, and
perhaps even with the remainder of industry. Although, like measuring
the maturation of the PSM program, this is not a primary reason for
performing the audits, it is a highly useful by-product of the activity and
shifts the focus to the positive things that were identified, rather than just
the deficiencies that require correction. Auditors should take time to
inform the facility/company staff of these successful PSM practices.
Some companies will include a summary of the good PSM practices in
the audit report.

Training of auditors. PSM audits are excellent training opportunities for
prospective auditors, others with PSM responsibilities, or those who are
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expected to take on such responsibilities to learn how the PSM
requirements are interpreted and applied for the facility in question, and
also how to properly review documents/records, interview personnel, and
observe activities within the context of auditing a PSM program.

«  Communication of information. As with training of personnel, PSM
audits are another medium for disseminating information to PSM
program personnel on how the PSM Standard or internal PSM
requirements are to be interpreted and applied at a particular facility or
within a specific company.

e Feedback. PSM audits represent an opportunity (sometimes the only
opportunity) to provide formal feedback on the efficacy of the PSM program.

»  Performance measurement. PSM audits are an opportunity for the facility
to be measured with respect to the effectiveness of its PSM program. Care
should be taken to express this measurement for the facility as a whole,
and not to leave any impression that the results represent a “report card”
for any individual.

Purposes and objectives that will be common attributes in a facility or
company PSM audit program should be described clearly and formally in the PSM
audit management system procedure, even when they seem straightforward and
obvious. This will highlight these principles and help ensure that they are
incorporated into the planning of each individual audit (see Section 2.1.2.1).

1.2 PSM AUDIT PROGRAM SCOPE

The scope of a PSM audit program refers to what will be audited, that is, what
plants, sites, processes, and/or PSM programs are to be subject to a PSM audit. It
is important that the scope of the audit program be clearly defined. Failure to do so
can lead to misunderstandings among the facilities being audited, the auditors, and
the recipients of the audit reports. Failure to define the scope of an audit program
can also lead to inconsistent and inaccurate audit results, to findings being missed,
or to the inclusion of inappropriate observations in audit reports.

Among the parameters that can be used to define the scope of the audit
program are the following:

»  Type of facility (manufacturing, storage/transfer, terminals, etc.);

»  Ownership (wholly owned, joint ventures, tollers, etc.);

*  Geographical location;

«  Facility coverage (all units versus selected units); and

»  Program content (all process safety management elements versus selected
elements).



1. PROCESS SAFETY MANAGEMENT AUDIT PROGRAMS 19

A PSM audit program should, at a minimum, include all facilities covered by
the company’s PSM program, as directed by the program definition guidance.
Examples of these types of facilities include the following:

*  Processes and operations covered by applicable PSM regulations;

»  Facilities in the company that manufacture, store, use, handle, or transport
defined hazardous chemicals or materials at or above certain threshold
amounts;

»  Facilities of wholly owned subsidiaries that manufacture, store, use,
handle, or transport defined hazardous chemicals or materials;

* Joint ventures and partnerships that manufacture, store, use, handie, or
transport defined hazardous chemicals or materials;

* Contract chemical processors that manufacture, store, use, handle, or
transport defined hazardous chemicals or materials (often known as
“tollers™);

» Distribution operations for defined hazardous chemicals or materials; and

»  Vendors of defined hazardous chemicals or materials.

The use of other management control systems (e.g., self-inspection or internal
reporting) may also influence decisions on the scope of the PSM auditing program.
Where there are many effective PSM program internal control systems in place in
a given facility, it is comparatively less important for the PSM audit program to be
frequent and broad in scope. However, where there are few PSM internal control
systems in place and the PSM audit is a principal mechanism for providing process
safety management feedback to management, it is important that the coverage be
broad and the frequency higher. In making this judgment, truly effective
management control systems should be differentiated from those that lack
substance or effectiveness.

It may be possible to take credit for parts of PSM audits through the conduct
of other activities that assess the quality of the design and implementation of
individual PSM element(s) or parts of them. To do so, the activities should be
conducted using the remainder of the guidance presented in this book. For
example, if a quality review of the PHA program is undertaken separately from the
PSM audits but uses the same protocol as described in Chapter 11, and the persons
conducting the review are qualified in accordance with the guidance shown in this
chapter, it may be possible for the PHA portion of the next PSM to take credit for
the quality review. Some facilities have chosen to audit roughly one-third of the
elements each year during a three-year period, which is also an acceptable method
of determining the scope of PSM audit activities.

PSM metrics can also provide useful input for determining the scope of PSM
audits. Deficiencies found in PSM program areas/topics when periodically measured
can be used to help determine the scope of an audit. Also, the facility/company should
not fall into the common trap of believing that traditional safety statistics are an
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adequate measure for the efficacy of PSM programs. Traditional statistical measures of
a safety and health program (e.g., injury rate, experience modification rate, reportable
injury and illness statistics) evaluate occupational safety program performance, but
bear little relation to the effectiveness of the PSM program. Facilities with excellent
safety and health programs, as determined by these traditional statistical measures,
have still suffered major PSM incidents. CCPS has developed a set of metrics for
measuring PSM programs (CCPS, 2007d). A key objective is the development of
industry metrics that would become the benchmark across the chemical and petroleum
industry for measuring process safety performance. CCPS has identified the following
types of metrics:

*  “Lagging” metrics—the description of the incidents that meet the
threshold of severity that should be reported as part of the industry-wide
process safety metrics.

*  “Leading” metrics—a set of metrics that indicate the performance of the
key work processes, operating discipline, or layers of protection that
prevent incidents.

*  Near miss and other internal lagging metrics—the description of less
severe incidents (i.e., below the threshold for inclusion in the industry
lagging metric) or unsafe conditions that activated one or more layers of
protection. Although these events are actual events (i.e., a “lagging”
metric), they are generally considered to be a good indicator of conditions
that could ultimately lead to a severe incident.

The CCPS Guidelines for Risk Based Process Safety contains additional
guidance for auditing PSM metrics. See Section 2.1.2 for additional guidance
about establishing the scope of a specific PSM audit.

1.3 PSM AUDIT PROGRAM GUIDANCE

The guidance for PSM audits are the “ground rules” for how the audit program
works, as well as for how the individual audits are conducted. The audit program
guidance that should be defined in the management system procedure for the PSM
audit program should include the following:

» The scope of the PSM audit program—what plants, sites, processes,
and/or PSM programs are to be subject to PSM audits (see Section 1.3.).

* The PSM audit criteria to be included in the audits (Given the large
amount of work to be performed to include all of the criteria described in
Chapters 3-24, it will likely be necessary to select which criteria will not
be included in a given audit, given the typical time and resource
constraints. See Section 2.1.2.2 for additional guidance on selecting
which audit criteria to include in a given PSM audit.).

*  The frequency of PSM audits to be conducted (see Section 1.4).

*  The number, importance, complexity, similarity, and locations of the
process safety activities to be audited.
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* How the PSM audit protocols will be generated—the statutory,
regulatory, consensus industry standards, and company requirements that
will define the criteria to be audited against.

»  The need, if any, for auditor accreditation or registration/certification and
how this is to be documented.

« The need for certification of individual audits and how this is to be
documented.

* Any language, cultural, and social issues that are sensitive for the
company and that should be addressed in the audit plan for a particular
facility PSM audit.

»  The guidance for formulating audit teams and assigning auditors to those
teams.

» If PSM audits are to be scored, the assignment of the point value of each
question/criteria, and if applicable, how each PSM program element or
individual question/criteria will be weighted.

*  Guidance on managing PSM audit documentation:
— Format, content, and review/approval of audit reports
- Disposition of field notes and other working papers

— If the audit is being conducted under attorney-client privilege, how
this legal requirement will be satisfied

~ How to handle compliance findings and results as opposed to the
findings and results from the related criteria (see Section 1.7.1).

¢ Whether recommendations will be included in the audit reports or
whether the formulation of recommendations to correct the deficiencies
identified is to be a separate activity. Most PSM audit teams are charged
with the responsibility for providing preliminary recommendations as part
of their work scope, although this is not a mandatory requirement.

See Section 2.1.2.2 for additional guidance about establishing the ground rules
of a specific PSM audit.

This book assumes that a PSM audit will be a stand-alone activity planned and
executed on its own. However, some organizations choose to perform their PSM
audits as part of corporate EHS audits or similar activities that have
other/additional purposes, objectives, or scopes. As long as the PSM portion of
these other types of audits follows the guidance presented in this book, it can be
performed as part of other audits.
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14 PSM AUDIT FREQUENCY AND SCHEDULING
1.4.1 Establishing the Base Interval

The frequency with which PSM audits are conducted is dependent on the
objectives of the audit program and the nature of the operations involved. Thus,
the audit frequency (i.e., the maximum interval between the audits) should be
defined as part of the design of the audit program. There may be the need to define
different frequencies for different facilities in a company’s PSM program because
the factors describe below may have varying influences at different facilities. PSM
audits should not be unannounced or surprise activities. They should be
programmed activities scheduled in advance, with adequate time for both the
audited facility and audit team to prepare.

Among the factors to consider in determining audit frequencies are
government regulations, voluntary consensus PSM program requirements,
company policy, degree of risk, process safety management program maturity,
results of prior audits, and incident history. Each of these factors should be
considered in establishing audit frequencies.

*  Government regulations. Government regulations often specify a required
audit schedule. For example, OSHA’s PSM Standard specifies that OSHA
PSM audits be conducted at least once every three years. EPA’s RMP Rule
for sites with Program 2 and 3 processes also has a triennial audit
requirement for the prevention portion of the RMP. Since the PSM and
RMP Program 3 prevention programs are nearly identical in requirements
for all elements, and to date, EPA has not clarified or interpreted the RMP
Rule to establish any different prevention program audit requirements from
what OSHA requires for PSM, these two audits are often combined in a
single activity and adds a measure of efficiency to process safety auditing.
Sometimes companies will perform PSM audits at more frequent intervals
as part of a settlement agreement with regulators following an incident.
Even if there are governing regulations, there may be other factors that
dictate the need for more frequent audits—perhaps more frequently than
what is specified in the regulatory requirements.

*  Voluntary consensus PSM programs. Most voluntary consensus PSM
programs do not specify PSM program audit frequencies and only require
that they be performed “periodically” or at “appropriate intervals.” Table
1.2 summarizes the required or suggested audit frequencies for regulatory
and voluntary consensus PSM programs. As Table 1.2 shows, there are
very few mandatory requirements for PSM audit frequencies. Most U.S.
companies audit the PSM programs of their domestic facilities once every
three years because of the OSHA PSM requirement, and, in the absence
of more definitive requirements, for consistency this frequency has also
been adopted in many cases for non-PSM domestic facilities, and
international facilities of the same companies.
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*  Company policies. Company policies may specify a frequency that is
different from those in the pertinent regulations and in voluntary
consensus PSM programs, but in most cases, company procedures simply
repeat the requirements of the relevant governing regulatory or voluntary
programs.

*  Degree of risk. If there are no governing regulations or no guidance
associated with voluntary consensus PSM programs, other factors will be
used to establish the frequency of PSM audits. Degree of risk of process
safety incidents (i.e., either higher consequences, greater frequency of
occurrence, or both) is an important factor in determining the appropriate
frequency of the audits. Generally the audit frequency will be higher for
operations that pose higher levels of risk. Higher risks may result from
the particularly hazardous nature of the materials present, the type of
process involved (e.g., one that operates at elevated pressure), or the
proximity of potentially exposed populations or resources. For example, a
chemical/processing facility with a large inventory of liquid chlorine on-
site (e.g., multiple 90-ton rail cars) located in a densely populated area
would have a higher risk than a water treatment plant that has one 1-ton
chlorine cylinder and is located in a more remote area.

*  Process safety management program maturity. Operations that have new
or evolving PSM programs may need more frequent auditing than
operations that have established, well-developed programs. With the
former type of operation, there is a greater chance for PSM systems to
break down, either due to confusion or mistakes made when
implementing the new program, or through poor design of the program.
In a location with a more mature PSM program, it is more likely that the
management systems have been integrated into the normal, everyday
operations. As a result, less frequent reviews and verifications may be
adequate. Changes in either the PSM program or the audit criteria may
prompt reconsideration of established audit frequencies. If a new program
or a new performance criterion is introduced, it may be desirable to
perform an audit sooner than originally intended to verify program
implementation. This is especially true if the new criteria have been
established by government regulators and are considered new compliance
requirements. Changes in personnel or management or in business
priorities can also cause PSM program quality to degrade.

*  Reorganization. 1f the PSM program or the company is reorganized, an
audit may be warranted. Reorganization may result in significant changes
in PSM program responsibilities, or significant changes in the number,
type, or content of PSM program activities.

*  Results of prior audits. When the results of an audit indicate significant
gaps in process safety management system design or implementation, this
may indicate the need to perform the next audit sooner than the program
schedule would normally indicate.
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s Incident history. When a location has experienced frequent incidents or
near misses, it may be appropriate to increase the frequency of the audits.
In addition to identifying possible management system deficiencies, more
frequent audits may increase awareness of process safety at the location.

*  Other EHS audits. When PSM audits are a subpart of broader EHS audits, the
frequency may be determined by the other EHS programs being audited.

In summary, while there is some variation, most U.S. facilities observe a
three-year frequency for PSM audits. While this frequency is mostly due to OSHA
PSM and EPA RMP regulatory requirements, every three years appears to be a
frequency that is consistent with the risk, provides enough time to adequately
measure the effectiveness of PSM program implementation activities, but is not so
infrequent that PSM program activities that are not designed or implemented
properly will languish for many years without being detected. A three-year audit
frequency also does not usually represent usually an undue records-retention
burden to support the audits. Therefore, when no other guidance is applicable, an
initial PSM audit triennial frequency should be used, unless more frequent audits
are warranted by PSM program conditions and the findings of other audits.

1.4.2 Measuring the Time between Audits

When regulatory requirements, a voluntary consensus PSM program requirement,
or a company policy specify a frequency for PSM audits, there should also be
some guidance on how the frequency is to be measured. Since PSM audits are not
instantaneous events, but are processes where the activities unfold over a period of
time, there are different ways to measure the interval specified.

> From the date of the previous audit report. Since the issuance of audit
reports is sometimes delayed and these delays will vary from audit to
audit, audit report dates are generally not used as a measure of audit
interval, although some companies have done so because it is a
prominently documented date.

»  From the start date of the previous audit on-site activities. Since most
PSM audits are designed to fit into a period of one workweek or less, the
first date of the previous audit on-site work is often the date used to
measure the required frequency. This date is almost always prominently
documented in the audit report or other records and is easily referenced.

»  From the date of the previous audit closing meeting. The closing meeting
generally marks the end of the on-site audit activities and is usually the
end of the specified and budgeted audit period on-site. Often companies
document the closing meeting as a training or process safety activity with
a dated roster, minutes, etc. As a result some companies measure their
audit frequency by the previous audit closing meeting date.

»  From the certification date of the previous audit. Process safety program
audits performed pursuant to OSHA’s PSM Standard or EPA’s RMP Rule
are required to be certified. See Section 1.8.6 for audit certification
guidance. This certification is dated and serves as a prominent date that
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can be used to measure audit interval. However, since these audits are
usually certified when the report is finalized, the certification dates can be
significantly later than the completion of the audit itself. OSHA has
issued a clarification in the Compliance Directive for the PSM Standard
(OSHA, 1994) saying that the three-year frequency required for PSM
audits is measured from the certification date of the previous audit.

»  From the ending date of the previous audit on-site activities. Although the
on-site portion of most audits ends with a closing meeting, some
interviews, records checks, or other activities may extend beyond the
specified period because of unforeseen events on-site, the unavailability
of necessary personnel, or other reasons. In these cases, the closure of the
on-site activities may take several more weeks, and this delay will not be
a regular occurrence. Therefore, the ending date of previous audit on-site
activities is usually not used as an interval measure.

In summary, despite OSHA’s clarification regarding measuring PSM audits
based on the certification date of the previous audit, many companies have chosen
to measure their PSM audit intervals from the start date of the previous audit on-
site activities. In reality, the functionality of PSM programs is not sensitive to a
few days or even a few weeks delay in measuring its efficacy. Therefore, several
of the guidance items described above provide an adequate and regular basis to
measure whether the PSM program is working or not. However, where regulations
specify a frequency, delays of even a few days can result in regulatory action, so
care should be taken in these situations to schedule the audits to meet the
frequencies specified. Also, the frequency measurement should not be reset to
extend the frequency if ownership of the company or site changes. The time
between audits applies to the PSM program and its activities, not to what entity is
executing them. Once a method of measuring the interval between PSM audits is
established, it should be consistently applied unless a compelling reason emerges
to adjust it.
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1.5 PSM AUDIT STAFFING

1.5.1 Composition of Audit Teams

Conducting a comprehensive PSM audit normally requires a team effort, although
this is not a regulatory requirement. Involving a multi-person team in the audit
process brings more than one perspective to bear, provides an opportunity for intra-
team discussion of observations, and allows involvement of personnel with a variety
of disciplines, skills, and experiences. A limited-scope audit (e.g., assessing only one
or two elements of a PSM program) can be conducted by an individual, but most
PSM audits are performed by teams. When it is not possible to assign a team to
perform a PSM program, the single auditor should have the skills and experience of
an audit team leader. This situation, while sometimes unavoidable, should only be
allowed when the PSM program being evaluated is very simple in scope and
complexity, and the process has low potential consequences.

PSM audit teams usually consist of two to six members. Team size for any
particular audit may vary and depends on the following:

»  The size of the facility;
+  The scope and complexity of the PSM program; and
*  The scope and guidance of the audit, i.e.
—  The number of audit questions/criteria in the overall protocol;
—  The number of audit questions/criteria per PSM program element;

—  Which of these questions/criteria will be used during the audit, given
its scope and guidance; and

—  Whether compliance and related criteria will be evaluated.

These factors will determine the amount of individual work expected of any
given auditor and will help determine how many auditors will be required.

The objectivity of the audit team is a very important consideration, although
the current PSM regulations do not address this issue explicitly. The CCPS book
Risk Based Process Safety (CCPS, 2007c) defines auditors by their level of
objectivity as follows (with some possible disadvantages):

*  First party. Auditors from the facility being audited. First-party auditors
have the least objectivity (but have the most firsthand knowledge of the
PSM program being audited).

¢ Second party. Auditors from the same company as the facility being
audited but from another location, such as a centralized corporate audit or
safety/process safety group, or from another production facility within the
company. Second-party auditors have better objectivity than first-party
auditors, but may still suffer from some conflicts of interest or bias.
Sometimes second-party auditors have a conflict of interest because they
realize that today’s auditees are tomorrow’s auditors and that they might
be on the receiving end of an audit performed by the same people they are
auditing.
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Third party. Auditors from an independent organization, such as a
consulting firm. Third-party auditors generally have the highest degree of
objectivity (but could be offering recommendations to create additional
work for themselves).

Important considerations that should be weighed when composing audit teams
and their objectivity include the following:

Avoiding conflicts of interest. Staffing an audit team with only first-party
auditors has positives and negatives. While the team will have familiarity
with the site operations and personnel, it may be difficult to avoid
conflicts of interest or instances where an auditor is reviewing and
evaluating the design or implementation of PSM program policies,
practices, and procedures for which he/she has at least some
responsibility or involvement. Conflicts of interest also arise where one or
more of the auditors report to the manager whose activities are being
audited or where the audit team leader reports to the facility manager.
These conflicts, whether they are real or perceived, can compromise the
objectivity of the audit and should be carefully avoided if possible.

Avoiding bias. Staffing an audit team with only first-party auditors may
result in an audit that is more susceptible to auditor bias. Pride of
authorship may cause such auditors to overlook flaws in the policies,
practices, and procedures they are evaluating or to work hard to offer
reasons why these flaws should not be considered as findings. Possible
bias is another reason to consider audit teams with second- or third-party
auditors as well as first-party auditors.

Information transfer/sharing of PSM practices. A variation on using only
in-plant personnel to conduct the PSM audit that offers some of the
benefits, while avoiding some of the problems, is to use second-party
auditors. This can provide a team with a high degree of process
familiarity, but with no direct involvement in the operations or programs
of the plant being audited. This approach can also help facilitate
information transfer and sharing across facilities in the same company.

Avoiding acceptance of the status quo. A disadvantage of both first- and
second-party auditors is the potential acceptance of the status quo, i.e., the
tacit or overt acceptance of the validity of current and historical PSM
program policies, practices, procedures, and assumptions, with little or no
challenge. The philosophy that “this is the way we do it here” may
summarize some aspect of an adequate program, but could disguise flaws
that have embedded themselves in the thinking process of the personnel
involved in previous audits. However, status quo acceptance can affect
not only those closest to the problem, i.e., first-party auditors, but also
second-party auditors from other parts of the company where the status
quo has become entrenched.

Dedicated auditors. The difficulty of freeing facility staff from their
regular duties to conduct audits at their own or other facilities often
means that an individual will only be able to participate infrequently in
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PSM audits. As a result, the audit team may lack members with strong
auditing skills. Therefore, some companies employ a staff of dedicated
second-party auditors, usually assigned to corporate staff or to a part of
the company outside the operating facilities that will be subject to PSM
audits. Sometimes these staff members comprise the audit team, and other
times they are used as team leaders with groups of facility staff made
available through inter-facility exchange. Dedicated second-party auditors
are best able to develop strong auditing skills and develop a broad
perspective on the topics being audited, because they see a wide variety
of operations and PSM programs. The use of a dedicated corporate audit
staff can help provide continuity when follow-up audits are performed,
and can help avoid possible conflicts of interest or bias. In some
companies, audit teams are staffed with a mix of dedicated second-party
auditors and temporarily assigned first-, second-, or third-party auditors.
Assuming that the audit scope, guidance, and schedule permit, mixed
teams also facilitate PSM auditor training (the gaining of audit
experience), the sharing of best practices through a company, and the
increasing depth of subject knowledge. Strong consideration should be
given to using dedicated audit teams when the audits are scored so that
the scores are assigned consistently and the results will allow the types of
comparisons that scoring provides.

e External vs. internal auditors. Sometimes third-party auditors are used in
staffing PSM audits. They may conduct audits as independent audit teams,
lead teams comprised of company staff, or add to the available internal staff
working under the direction of an internal team leader. The use of third-
party auditors usually provides the greatest degree of objectivity to the PSM
audit process, and such auditors may help supplement scarce internal
resources. However, during an audit there is an opportunity to gain valuable
knowledge about and appreciation for PSM program design and
implementation, and if third-party auditors are used exclusively, the
company or facility may fail to capitalize fully on, and to enhance further,
the process safety knowledge of the internal staff. The use of third-party
auditors also provides the benefits of having “fresh eyes” looking at a PSM
program and lessens the possibility of status quo acceptance. The Baker
Commission (Baker, 2007) noted in its final report:

The Panel recognizes that benefits can be gleaned from using employees
to audit other sites, such as promoting best practices and sharing lessons
across facilities. This approach has limitations, however. BP’s process
safety audit teams generally did not benefit from external experiences or
perspectives of audit team members because they relied primarily on a
pre-existing, internalized view. . . . The Panel believes that this
internalized view likely reduced the effectiveness of the audits because
the auditors did not have perspectives beyond their own organization as to
process safety performance.
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*»  OSHA PSM audit team requirements. OSHA’s PSM Standard has a
specific requirement regarding audit team composition. Paragraph (0)(2)
of the PSM Standard requires that “The compliance audit shall be
conducted by at least one person knowledgeable in the process.” This
infers that this “knowledgeable” person should be a member of the audit
team. The term “knowledgeable in the process” is not defined. Some
companies have used auditors with general process knowledge of the
facility being audited. Others have assigned someone from the facility
being audited who has specific knowledge of the process to the audit
team. This person generally acts as an advisor to the audit team. In this
advisor role the knowledgeable person provides an interface between the
audit team and the facility and helps identify the right people to interview,
sets up those interviews, locates documents and records, and otherwise
functions as a logistical resource. This advisor may be a management or
nonmanagement employee. If the “knowledgeable person” is going to
actually perform audit interviews and record reviews, and be responsible
for drawing conclusions and formulating audit findings, then this person,
whether management or nonmanagement, should not have had any
responsibility for the design or implementation of the PSM program being
audited. This preserves the impartiality of the audit team. However, if this
person will be formally considered part of the audit team but only
provides support information about the processes/equipment and their
technology and operations, and serves as an ombudsman between the
audit team and the facility, then this person need not be independent of
the PSM program being audited. The planning process for a PSM audit
should evaluate this role, decide whether the “knowledgeable person” will
serve as an actual auditor or in an advisor role, and then identify the
person who will fulfill this role.

1.5.2 General Qualifications of Auditors and Audit Team Leaders

ISO-19011, the general ISO guidance for auditing quality and environmental
management systems (ISO, 2002), devotes considerable attention to the attributes,
qualifications, and experience of auditors. The portions of this guidance
appropriate to PSM auditors are summarized below. Many of the same attributes
and technical skills are also described in OSHA’s Process Safety Management
Guidelines for Compliance (OSHA, 1993).

1.5.2.1 Auditors

In order for a facility/company to have any confidence in the results of a PSM
audit, and to rely on these results to confirm that its PSM program is working
properly, or to use those results to make changes to the program, person(s)
performing the audit should be competent to do this work. This competence is
based on the demonstration of the following:

*  The personal attributes of the auditor(s); and
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»  The knowledge and skills gained through the education, work experience,
auditor training, and audit experience.

Personal attributes. Auditors should possess the personal attributes that will
enable them to act in accordance with the principles of auditing. An auditor should
(IS0, 2002):

«  Be ethical, i.e., be fair, truthful, sincere, honest, and discreet.

»  Be open-minded, i.e., be willing to consider aiternative ideas or points of
view.

«  Be diplomatic, i.e., be tactful in dealing with people.
«  Have an even disposition, i.e., not have a volatile personality.

+ Be observant, i.e, be actively aware of physical surroundings and
activities.

» Be perceptive, i.e., be instinctively aware of and able to understand
situations.

+ Be versatile, i.e., be able to adjust readily to different situations.
»  Be tenacious, i.e. be persistent, focused on achieving objectives.

«  Be decisive, i.e., reach timely conclusions based on logical reasoning and
analysis.

*  Be self-reliant, i.e., act and function independently while interacting
effectively with others.

»  Be naturally curious, i.e., display inquisitiveness or healthy skepticism.

*  Have stamina, i.e., not tire easily during PSM audits, which are physically
demanding and often involve long days.

+ Have a “thick skin,” i.e., the ability to be strongly challenged and remain
calm and professional.

These attributes are a function of the character and personality of the people
themselves and not their acquired skills and experience. While these attributes are
desirable qualities for any type of work, they are particularly important for
auditors. The nature of PSM audits often requires that auditors interpret what they
are seeing and hearing against a set of requirements that are highly performance
based, with very little in the way of mandatory, specific, or prescriptive
performance measures. The ability to successfully perform a PSM audit often
requires convincing organizations and the persons being audited that the auditor’s
interpretations are correct. Several attributes listed above are necessary to
accomplish this. Being tenacious without giving offense is also a delicate skill.
Often auditors will hear a response to a question and instinctively know that they
are not hearing the complete story or an answer to a different question than the one
they asked. To continue to probe until revealing all relevant facts is required but
will sometimes frustrate the person being interviewed. The difference between
continuing to address an issue with additional questions and “cross-examining” an
interviewee is a delicate balance that a successful auditor must master.
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Technical skills and knowledge relevant to auditing. In addition to having the
desirable personal attributes, auditors should have technical knowledge and skills
in the following areas (ISO, 2002):

Plan and organize the work effectively, so that the audit is conducted
within the agreed time schedule.

Prioritize and focus on matters of significance.

Collect information through effective interviewing, listening, observing,
and reviewing documents, records, and data.

Understand the appropriateness and consequences of using sampling
techniques for auditing.

Verity the accuracy of collected information.

Confirm the sufficiency and appropriateness of audit evidence to support
audit findings and conclusions.

Assess those factors that can affect the reliability of the audit findings and
conclusions.

Use work documents to record audit activities.

Prepare input to audit reports.

Maintain the confidentiality and security of information.

Communicate effectively, both verbally and in writing (for international
audits this might require foreign language skills or the use of interpreters).

Understand and use process safety terminology and language.

Understand process safety management auditing principles and their
application.

Have general process knowledge, i.e., a basic understanding of the
design, operation, maintenance, emergency response, and administration
of the type of facility being audited. PSM auditors are not required to be
experts in any of these facets of the facility being audited, but they should
have knowledge deep enough to be able to interpret the requirements, as
described by the audit criteria, to the technology and operations of the
facility being audited.

Auditors should be computer literate.

Applicable laws, regulations, and other requirements relevant to process
safety. PSM auditors should be thoroughly familiar and conversant with, and be
able to work within, the process safety requirements that apply to the organization
being audited. This would include all applicable process safety local, regional, and
national codes, laws, and regulations, as well as contracts and agreements,
international treaties and conventions, and other requirements to which the
company and facility are subject or to which they ascribe.

Ability to successfully interpret the governing requirements. Auditors of PSM
programs should be able to comprehend the organization’s operational context
with respect to the governing requirements of the regulations; voluntary consensus
standards; local, regional, and national codes, contracts, and agreements;
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international treaties and conventions; internal company policies; and other
relevant process safety requirements to which the organization ascribes and that
apply to the facility being audited. Specifically, auditors should thoroughly
understand the following:

* Application of PSM program management systems to different
organizations.

+ Interaction between the elements of the PSM program management
system.

»  Process safety management system standards, applicable procedures, or
other management system documents used as audit criteria.

*  Recognizing differences between and priority of the different process
safety management systems or reference documents that may affect a
given facility.

* Application of the management systems or reference documents to
different audit situations.

* Application of their interpretive ability with respect to the cultural and
social customs of the facility as they apply to the PSM program, its
design, and its implementation. These cultural and social customs may be
starkly different between U.S. domestic facilities and those that are
overseas, even within the same parent company.

The ability to properly interpret how performance-based process safety
requirements apply to the specific facility being audited is the most important
technical skill a PSM auditor should possess. Questions of interpretation during a
specific audit are usually answered collaboratively within the audit team. The audit
team leader, as well as company legal staff (if they are available), play an
important management role in this area. This is also why audit findings and
recommendations (when recommendations are included) are carefully vetted (see
Sections 2.3.6 and 2.4.2).

1.5.2.2 Audit Team Leader

In addition to the skills required of auditors, the team leader of a PSM audit should
have greater knowledge and skills in audit leadership to facilitate the efficient and
effective conduct of the audit as follows:
*  Plan the audit and make effective use of resources during the audit.
*+ Lead the audit meetings (opening, daily closeout, and final closeout
meetings).
¢ Organize and direct audit team members to ensure that the audit protocol
is followed and completed consistently with the agreed-to audit scope.

* Lead the audit team to generate the findings and recommendations (when
recommendations are included).

«  Prevent and resolve conflicts.
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Represent the audit team in communications with facility/company senior
management and legal staff about the how the audit has been planned and
is being conducted, as well as the nature of the audit findings and
recommendations.

Prepare and complete the audit report.

To perform PSM audits successfully, auditors and audit team leaders should
have the following education, work experience, training, and audit experience:

They should have completed an education sufficient to acquire the
knowledge and skills described above.

They should have PSM-related process safety work experience that
contributes to the development of the knowledge and skills described
above. This work experience should be in a technical, managerial, or
professional position involving the technology and operations they will be
expected to audit. Part of the work experience should be in a position where
there is either responsibility for or participation in PSM program activities.

They should have completed auditor training that contributes to the
development of the knowledge and skills described above. This training may
be provided by the person’s own organization or by an external organization.

If at all possible, they should have audit experience in process safety. This
experience should have been gained under the direction and guidance of
an auditor who is competent as an audit team leader in process safety.

Audit team leaders should have participated in several PSM audits before
being assigned to lead one.

1.5.2.3 Obtaining Audit Skills

Audit team leaders and team members usually obtain these skills via one or more
of the following methods:

Formal training in PSM programs and their interpretations.

Formal training in auditing, either conducted internally by the
company/facility, or externally.

Successful service as a facility PSM manager/coordinator.
Successful service as a PSM consultant.
Successful service as an observer or assistant auditor during PSM audits.

Successfully service as an audit team member (for qualification as an
audit team leader).

Company/facility PSM audit procedures should describe the training and
experience necessary for qualification as an audit team leader and member, how
these skills are obtained, and how much experience is required in each skill before
the prospective team leader or member can perform these duties independently.

In summary, PSM auditors should be expert in PSM, that is, skilled in
interpreting the PSM regulatory requirements for different types of operations;
skilled in designing or recommending the design of policies, practices, and
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programs that comprise PSM programs; skilled in performing audits; and unbiased
and objective for the audits they are assigned to perform. Most of these skills are
obtained via experience and some through training. Sometimes, an audit team at a
specific facility will require the assistance of subject matter experts to help assess
the technical aspects of a particular PSM program practice.

1.6 CERTIFICATION OF AUDITORS

There are no requirements that PSM auditors be certified to perform their work, with
one exception. Persons performing audits for RCMS® or RC14001® certification
must be certified third-party auditors in accordance with ACC procedure RC205.04
(ACC, 2008), which requires that the auditors be certified by either the Board of
Environmental, Health, and Safety Auditor Certifications (BEAC) (www.beac.org)
or RABQSA International, Inc. (a merger of the Registrar Accreditation Board and
The Quality Society of Australasia International on January 1, 2005)
(www.rabgsa.com). Neither organization certifies auditors specifically in process
safety. BEAC has a health and safety auditor certification, but it is designed to certify
knowledge and skills in a broad range of occupational safety and health topics. The
environmental auditor certifications of both organizations focus on environmental
management systems (EMS) as required by RC14001. Although the types of events
of concern in a process safety/risk management program are covered by RC14001
EMSs, neither of these programs is designed specifically as a process safety
management system. The general auditing principles of this standard are applicable
to PSM audit programs and the standard is referenced and used in this book;
however, it does not address PSM audits specifically. Note that these auditor
certifications are required for those that perform the third-party audits supporting
certification under the program itself. However, those that perform internal periodic
RCMS program audits that are part of the Plan-Do-Check-Act management system
are not required to be certified auditors.

ISO 17024 (ISO, 2003) is the new globally accepted benchmark for personnel
certification and focuses on defining and examining the competence of personnel
and the competence of the examiners of personnel. RABSQA certifications
conform to 1ISO 17024.

1.7 PSM AUDIT CRITERIA AND PROTOCOLS

In creating PSM audit programs, criteria should be established by which the
programs will be measured. These criteria should be developed and then described,
along with their basis and rationale, in the management system procedure for the
auditing programs. The audit criteria form a reference point against which the
design and implementation of PSM programs are assessed. The criteria form the
basis for compiling a protocol for each individual facility audit.

Audit protocols are the written documents provided to the auditors that guide
their fieldwork. Audit protocols are referred by different terms: audit checklist,
audit questionnaire, audit work plan, audit guide, etc. Audit “protocol” is used
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herein because it is the most common term. The protocol will contain the
questions/criteria that should be used to collect the necessary evidence to draw
cogent conclusions about the status of PSM programs. Most PSM audit protocols
are arranged so that a separate list of questions/criteria is developed for each PSM
program element, although it is not mandatory that it be formatted in this manner.

While there are many pre-designed PSM audit protocols available, including
one in this book, readers should review these protocols carefully to customize
them for use in a specific company. The following should be considered when
customizing a protocol for use:

* The scope of each individual audit will determine which of the
questions/criteria are to be used (see Section 2.1.2).

> The generic protocol must meet the purpose, scope, and guidance of not
only the PSM audit program, but also individual audits.

»  Generic protocols must be modified to include the company- and facility-
specific requirements of PSM-related policies and procedures.

 Any local PSM regulatory requirements missing from the generic
protocol must be included. For example, a few counties and
municipalities in the United States have their own PSM regulations. Also,
generic protocols designed primarily for use in the United States will
require significant revision for use in international locations.

+  Questions or auditor guidance that summarizes any PSM citations issued
to the company as well as any citation information from other companies
that the user becomes aware of should be included.

+ The protocol should provide guidance to auditors on sampling and
testing, both for records to review and for people to interview.

- Well-crafted PSM audit protocols contain the necessary guidance for the
auditor so that the types of records to be reviewed, people to be
interviewed, and observations to be made are described. This helps the
auditor interpret the requirements in the audit question/criteria for the
facility being audited. The guidance should also provide enough
information so that the auditor can compare what he/she is seeing and
hearing in the field to the guidance and decide if there is a finding or not.

+  When formulating audit questions, it is important to write them in a
format so that the answers always follow the same convention. For
example, if the answer to an audit question would be “Yes,” it should
always mean the same thing, e.g., that the facility is meeting the
requirement posed by the question completely. All audit questions should
be prepared so that a “Yes” always indicates a positive aspect of a PSM
program. Conversely, a “No” or “Partial” answer should always indicate a
finding. Although this is the normal convention used in most EHS audit
protocols, the opposite context could be used. What is important is that a
PSM audit protocol uses a consistent convention.
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»  PSM audit protocols are prepared in a wide variety of designs; however,
most of them are electronic documents using either word processing or
spreadsheet formats.

Sections 1.7.2 and 2.1.3 provide more detailed guidance on selecting PSM
audit criteria and questions for inclusion in an audit protocol, and Section 2.3.5
provides additional guidance on audit sampling.

1.7.1  Scope of PSM Audit Criteria and Questions

Measuring PSM program efficacy has typically been a compliance-related activity
because in the United States process safety has become, to a large extent,
synonymous with OSHA PSM. The CCPS Guidelines for Risk Based Process
Safety (CCPS, 2007c) explains what a complete PSM program requires, as well as
some of the voluntary consensus PSM programs that focus on a management
system approach rather than just an enumeration of performance-based
requirements. Also, incorporating these additional requirements into the PSM
program typically adds substantial value to an organization by way of improved
operability, reliability, quality, etc. Performance-based requirements almost always
contain many inferred issues, unclear interpretative issues, incomplete rules for
documentation, and other important considerations that should be sorted out when
the audit criteria are being developed. The key inferred issues that should be
examined in a PSM program are as follows:

* Interpretation of the requirements;

* Good practices, successful practices, common practices, and best
practices;

» Level of acceptable practice;

*  Management systems and internal controls;

»  Process safety culture;

«  Documentation; and

»  Compliance requirements vs. criteria from related guidance.

The audit criteria/questions derived from these inferred issues, together with
the compliance criteria/questions, constitute the scope of the criteria/questions
included in PSM audit programs. The compliance criteria/questions are relatively
straightforward to identify; however, they may require significant interpretation to
audit successfully. The related criteria will require quite a bit of thought and
planning before inclusion in a PSM audit, because including them may establish a
performance requirement that does not exist. The interpretation of the compliance
requirements does the same thing. The audit criteria/questions should flow from
the defined and agreed-to program requirements and not the other way around.

1.7.1.1 Interpretation of the Requirements

Since PSM program requirements are largely performance-based, it is necessary
that each company and facility with a PSM program successfully interpret the
requirements that drive the program within the context of their business. Even
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when process safety regulations are applicable, there is much room for interpreting
what compliance with those regulations means. For example, in asset integrity and
reliability, what does “Inspection and testing shall follow recognized and generally
accepted good engineering practices” mean for a particular site? In hazard
identification and risk analysis, what does “facility siting” mean for different sites?
In RCMS®, what does “information sharing” mean? Neither the audit criteria can
be developed nor the program measured until the governing requirements have
been interpreted (or defined) for the facility under consideration. Although the
basic meaning of an interpretation will not change for different facilities, the
manner in which the interpretation is accomplished or reflected in a particular
PSM program might vary somewhat from company to company. The regulators
and custodians of voluntary consensus PSM programs have published
clarifications and interpretations of various PSM issues. In additional, facilities and
their parent companies (if any) have often interpreted how the requirements apply
to their specific facilities and operations. Therefore, the audit criteria should
include tests of whether the interpretations have been made properly.

Even if interpretations from government regulators have become
good/common/successful practices, questions about the impact of these
interpretations upon compliance obligations remains. For example, if a majority of
facilities or companies have adopted an interpretation as a standard practice, then
is it a requirement? The answer to this question raises complex legal issues.
Specifically, a government agency like OSHA may state that a provision of a
performance standard like the PSM standard requires a facility to take certain
actions. The issues raised by this type of interpretation include whether OSHA is
essentially promulgating a new requirement or whether it is simply providing an
interpretation of an existing requirement. In general, an OSHA interpretation of a
provision in a performance standard may become a de facto requirement as long as
the interpretation is reasonable.

Despite these legal complexities, the performance of a successful PSM audit
dictates that the specific requirements of the performance-based standards be
delineated and audited against, and it often makes sense to audit against
interpretations, voluntary consensus standards, and other related criteria. In
addition, distinguishing in the audit report between regulatory requirements and
“good, common, or successful practices” is important. For example, in HIRAs, it is
a very common practice to apply a qualitative risk-ranking scheme to identified
hazard scenarios. Most HIRA practitioners have used these risk measurement
methods for many years and they have truly become a common practice. Several
years ago OSHA issued a written interpretation stating that the use of qualitative
risk-ranking schemes fulfills the requirement in the PSM Standard (under the PHA
element) that PHAs address “A qualitative evaluation of a range of the possible
safety and health effects of failure of controls on employees in the workplace.”
Does this interpretation by OSHA establish a firm requirement? As stated below,
OSHA will likely look for their use in PHAs.

In this book, interpretations issued by regulators have been treated as related
criteria because until either they have been formally included in the PSM Standard or
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the Occupational Safety and Health Review Commission (OSHRC), an administrative
law body independent from OSHA, has ruled that they can be enforced as written, they
could be challenged upon appeal and found to be invalid interpretations of the
regulations. The evolution of interpretations to good, successful, or common practices
and their treatment in PSM audits is discussed below.

1.7.1.2 Good, Successful, Common, and Best Practices

In determining how the PSM requirements should be interpreted for a given
facility, several important issues will likely be encountered. The following issues
can, for some facilities and companies, represent significant dilemmas for
establishing their PSM program:

*  When does a good practice or common practice in process safety become
a “requirement” in process safety?

*  What should be considered a “best practice” in process safety?

*  How should the contents of one facility’s PSM program be compared to
the program contents of another facility?

» s such comparison appropriate, especially when formulating PSM audit

criteria?

These are often difficult questions. However, some customary practices and
assumptions regarding these issues have evolved over time. Typically, regulators
like the “safety in numbers” concept and will expect to see a facility adopt a
process safety practice that has been demonstrated as successful over time at other
facilities with similar operations, equipment, or hazards/risks. At the very least,
they will expect a clear rationale as to why the practice has not been adopted and
how the same hazard/risk has been abated using some other method. Regulators
put great stock in solutions to common process safety problems (and other EHS
problems as well) that have been voluntarily developed by industry without a
formal requirement or directive from the regulating agency. This is particularly
true when the common solution has been reached on a consensus basis and written
down. Some regulators will expect to see the same philosophy employed when
only one company or facility adopt a particularly clever or successful practice, and
some regulators will wait until enough companies or facilities have adopted the
practice before considering it a good, successful, or common practice.

Does this mean that such a practice becomes a requirement? Certainly,
regulatory action cannot be taken (i.e., citations, fines, other official penalties)
without the practice having been formally included in the relevant regulations.
However, regulators often expect such practices to be adopted and can “get their
way” without resorting to penalties by having the company or facility agree in
writing to adopt the practice in return for other regulatory considerations. However,
this does not mean that good, successful, or common practices are mandatory or
compliance requirements. The custodians of the voluntary consensus PSM programs
typically do not have the same expectations of their members or adherents, and do
not attempt to get one company to adopt another’s process safety practices.
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An example of this type of common or successful practice is vibration
monitoring of rotating equipment. No industry-consensus RAGAGEP requires
vibration monitoring, and not all original equipment manufacturer (OEM) manuals
for rotating equipment recommend that it be performed. However, many
chemical/processing facilities periodically measure the vibration of their rotating
equipment. In many cases, this practice has been adopted for equipment reliability
reasons not directly related to process safety, and in some cases the adoption has
several rationales, including the reduction of process safety related risks. When the
OEM does recommend periodic vibration monitoring of its equipment, that could
easily be interpreted as a RAGAGEP requirement; however, it would then be a
requirement only for that manufacturer’s equipment. But what about other rotating
equipment in the same or similar service manufactured by others?

The phrase “best practice” is a very common term in industry, often used
synonymously with “good/common/successful” practice. However, the term “best
practice” implies that a particular practice is better than all other options. Care
should be taken in labeling a practice as a “best practice” without some evidence
that it is in fact superior to other solutions to the problem.

Not all good, successful, or common practices are of equal importance and
possible impact. Some of these practices simply represent useful or clever
improvements in how certain PSM issues are documented or described in a
management system procedure; however, some of them have more impact on
process safety risk reduction. Some of these practices have also been derived from
written clarification of regulations and, while not mandatory, certainly indicate
how the regulators believe a certain part of PSM should be practiced. Some of the
practices derived from written regulatory clarifications and interpretations have
become common industry practices in PSM. Therefore, some of the good,
successful, or common practices have evolved into a widely known and followed
level of acceptable practice. These practices and guidelines are informal in nature;
however, both industry personnel and government regulators often form
conclusions or judgments regarding conformance to them. In particular, some
regulators have concluded that these are recognized and generally accepted
practices formulated by industry or that they represent best practices, and expect to
see them in place because they have seen them in several other locations. Of
course, an informal practice, regardless of how long it has been practiced or its
effectiveness, does not have the same impact as a formal, documented RAGAGEP
that is published and maintained by a consensus industry organization. However,
some regulators, auditors, and PSM practitioners tend to treat these informal
practices and guidelines in the same manner and use them to define levels of
acceptable practice. Auditors and PSM practitioners should not interpret an
informal level of acceptable practice as a mandatory requirement. Most of them
deserve strong consideration for being implemented; however, each facility must
have the flexibility to design its own approach to implementing a PSM program.
Several examples of PSM practices or guidance that have evolved into informal
levels of acceptable practice include the following:
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»  PSM Applicability. The use of the commercially available concentration
to determine whether a toxic or reactive chemical should be included in
the PSM program has evolved into a level of acceptable practice for this
issue. OSHA has included this clarification in the PSM Compliance
Directive (OSHA Instruction CPL 02-02-45). Although the PSM
Standard itself has not been changed to reflect this clarification, industry
has adopted it as a level of acceptable practice.

*  Hazard Identification and Risk Analysis. 1t is a very common, although
not a universal practice to apply qualitative risk-ranking schemes during
the conduct of HIRAs to prioritize the risks identified and any
recommendations to reduce those risks. This has been a common and
successful practice in industry for many years and is used to satisfy the
regulatory requirement that the HIRA include a qualitative evaluation of
the range of possible safety and health effects of the failure of controls on
employees in the workplace. Many companies with PSM programs have
designed risk-ranking schemes that fit their own needs. Approximately 10
years after the adoption of the PSM Standard, OSHA issued a written
clarification on this issue, describing a qualitative risk-ranking scheme as
one method (and a common method) for satisfying that requirement,
thereby informally ratifying an industry practice that had been in place for
many years. Therefore, the use of risk-ranking schemes in HIRAs has
become a level of acceptable practice.

Any risk reduction measure, including good, successful, or common PSM
practices, should also be consistent with the “as low as reasonably practicable”
(ALARP) principle so that resources are applied wisely and the highest risks
receive the most attention. In addition, the evaluation of PSM management
systems and the internal controls they attempt to impose is performed using related
audit criteria. This is because the requirement for such management systems is not
a compliance requirement.

In summary, PSM audit criteria should include related criteria that examine
whether widely adopted, well-known, and well-regarded practices have been
adopted at the facility being audited. However, this is a voluntary practice rather
than a regulatory requirement. Collectively, good, successful, common, and best
practices are referred to in this book as “related criteria.”

1.7.1.3 Management Systems and Internal Controls

Most PSM program requirements, both regulatory standards as well as voluntary
consensus standards, do not explicitly require that procedures be written,
approved, and implemented to manage all process safety activities. Most
requirements simply require that an activity or an element be carried out. However,
without carefully designed and implemented management systems, i.e., a Plan-Do-
Check-Act approach, it is very difficult to successfully organize, execute, and
control most PSM program activities. In addition, functional PSM management
systems that impose the appropriate internal controls also serve to institutionalize
the PSM activities they address so that PSM activities become embedded in the
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facility’s or company’s everyday technical business practices. Institutionalizing
PSM practices helps ensure that as personnel change responsibilities and jobs the
practices remain in place. In assessing the strengths and weaknesses of
management systems, auditors typically look for the following characteristics for
management systems and the internal controls:

*  The existence of written policies, procedures, and plans for each PSM
program element. These policies, procedures, and plans should impose
adequate administrative controls and requirements. These documents
institutionalize the management system practices necessary to ensure that
activities are carried out in an organized and consistent manner.

+  Written PSM policies, procedures, and plans that are formally approved,
issued, and maintained in a controlled manner.

*  Clearly defined responsibilities in the written policies, procedures, and plans.

* An adequate system of authorizations that reflects the criticality of the
tasks and activities.

»  Capable personnel throughout the organization (i.e., adequate training for
the activities of each element).

+ Division of duties to avoid organizational conflicts of interest and to
establish the necessary checks and balances as appropriate.

»  Auditable documentation of the activities.

«  Periodic internal verification that activities are being carried out in
accordance with the management system procedures.

* Management review activities that adjust the program requirements by
carefully reviewing the verification activity results (and provide a closure
of the Plan-Do-Check-Act management system loop).

Evaluating each of these characteristics usually requires significant judgment
on the part of the auditor since there are no widely accepted standards to use as a
guide to what constitutes acceptable internal controls. Many auditors will rely on
the audit criteria for guidance about what constitutes satisfactory internal PSM
controls. Therefore, audit questions should seek to confirm procedures are in place
for each element of a PSM program. Further, these procedures should characterize
appropriate internal controls for each element in question. Except where a PSM
program element explicitly requires a management system procedure/plan (e.g.,
MOC, workforce involvement/employee participation), the requirement that each
element of a PSM program have management system procedures with internal
controls to plan and control its activities are related criteria and not compliance
requirements.

1.7.1.4 Process Safety Cuiture

The investigation of process safety incidents, when conducted thoroughly, often
reveals root causes that are related to the process safety culture in the company or
at the facility involved. The proper culture in which a PSM program thrives at a
facility is established by many of the characteristics of the “softer” side of how
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EHS-related programs are designed, implemented, and monitored. Some of these
characteristics are dependent on human resources, financial operations,
management commitment, leadership, and other nontechnical policies and
practices that underpin how the company or facility functions. The CCPS
Guidelines for Risk Based Process Safety (CCPS, 2007¢) examines this topic in
detail, both as a distinct element of a PSM program and how it affects the success
(or nonsuccess) of the other elements as well. Therefore, the related audit criteria
for a PSM program should include an examination of process safety culture. As
important as it is, process safety culture is not a mandatory requirement. Chapters
3 and 5 address the topic of auditing process safety culture in more detail.

1.7.1.5 Documentation

In several places in the OSHA PSM Standard, documentation is explicitly
required. For example, in paragraph (j}(4) of the standard, test and inspection
records are required, and the regulation stipulates the minimum information that
must be recorded. However, in most PSM Standard and RMP Rule elements, the
requirement for documentation is inferred. This is consistent with the nature of
performance-based regulations, of which the PSM Standard and RMP Rule are
prime examples. Several examples of the inferred PSM Standard documentation
requirements and their impacts include the following:

*+ The MOC element requires that a MOC procedure be developed and
implemented; however, it does not contain an explicit requirement for
MOC forms or other records that will demonstrate compliance with that
procedure. How will the technical reviews and authorizations that are
central to the purpose of the MOC be useable without recording them? The
MOC program would not be functional without a formal system of
documentation to record its execution.

* The PSSR element requires that certain items be checked and verified
prior to start-up of new or modified processes, however, there is no
explicit requirement that PSSR forms or other records proving these items
were checked before each start-up be maintained.

»  Paragraph (e)(3) of the PHA element requires that the studies address
certain technical issues; however, there is no explicit requirement that
PHA worksheets or reports be generated to show that these issues were
discussed. Given the enormity of technical information generated in a
PHA of even a modestly complex process, it is not reasonable to expect
the study participants to remember all the causes, consequences,
safeguards, risk rankings, and other important information that captures
the discussions and shows how the chosen PHA method was applied to
each process studied.

*  Paragraph (e)(7) of the PHA element states that PHAs shall be retained
for the life of the process. Without PHA reports and/or worksheets, then
what is to be retained? Unless a record of each PHA is created and
maintained, facilities will not be able to retain their PHAs. There is a very
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strong inference in this requirement that some sort of report or written
record result from the PHA.

* Although the resolution of the PHA recommendations must be
documented in accordance with paragraph (e)(5) of the PHA element,
without PHA reports and detailed PHA worksheets, it will be very
difficult to resolve those recommendations because much technical
information generated during the PHA discussions, underpinning the
recommendations and providing the rationale for making them, will be
missing. Personnel assigned to resolve the recommendations often do not
actually participate in the PHA that generated them. Therefore, they will
be unaware of what hazards/risks created the recommendations.

Without PHA reports and detailed PHA worksheets from the previous PHA,
it will be impossible to revalidate each PHA every five years in accordance with
paragraph (e}(6). The personnel who participated in the previous PHA cannot be
expected to remember all of the detail from the previous study, and in a five-year
period it is likely that some personnel will no longer be employed at the facility
in question.

While several states provide more detailed documentation requirements for
specific pieces of PSM-related information, the requirements are, for the most part,
also performance-based and contain many inferred documentation requirements.
The voluntary consensus PSM programs are even less prescriptive about
documentation than the regulatory programs.

Inferred PSM program documentation requirements could mean the
information retained in the memories of the people who undertook the PSM
program activities. PSM audits would then be performed by thoroughly
interviewing these personnel. Interviewing personnel to test their recollection of
PSM activities that took place months or even years ago is not practical, and an
effective evaluation of compliance would require no memory “gaps.” Clearly, the
administration of a PSM program where the records are based mostly on a system
of “folklore” is not practical. The unreliability of human memory, personnel
changes, job transfers, retirements, resignations, reductions-in-force, and other
human relations events would conspire to make a documentation system based on
the memories of those involved in the activities of the PSM program completely
unworkable. A review of the PSM Standard preamble as well as the nonmandatory
Appendix C PSM program guidance clearly contains numerous instances where
guidance states that PSM activities should be documented, even when the PSM
Standard itself does not require explicit documentation. While the preamble and
Appendix C are not the PSM regulation themselves and citations cannot be written
against them, they are published in the Federal Register and Code of Federal
Regulations. They are important PSM guidance documents that not only indicate
OSHA'’s intent and thought processes, but also explain the rationale for the final
content of the regulations.

The other end of the PSM documentation interpretation spectrum can be
captured by the uncompromising phrase “if it isn’t written down, it never
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happened.” While this mantra may be satisfying to some because it infers that for a
PSM program to be successfully implemented, every single PSM-related activity
must be completely recorded in the most detailed fashion. This philosophy is not
practical, nor is it necessary. A properly designed management system for PSM
elements or activities within those elements should selectively define what should
be documented and how this should be done. The documentation so defined should
enable those responsible for the PSM elements, as well as those with an
understanding of the element, to have enough information to both continue the
activities in an efficient manner and provide adequate evidence that allows a
complete and fair evaluation of the PSM element periodically. This evaluation
includes formal audits, as addressed in this book, as well as informal, internal
assessments to check that ongoing activities are being carried out properly.
Documentation that exceeds supporting these goals or any others established by
the facility or company is unnecessary. Beyond the practical functioning of the
PSM program, the process safety risk—both regulatory and actual—will be
increased without a well-designed and implemented management system for PSM
program documentation. A strong system of PSM program documentation is also
an important component of a sound PSM culture.

In order for the PSM program to operate in a practical manner and be
institutionalized within each facility/company, the program must include defined,
consistently applied methods of documentation for its key activities, even when
those documentation requirements are inferred and not explicitly stated in the
governing regulations. However, the format, content, level of detail, style, and
method of documentation (i.e., hard copy or electronically maintained records) can
be chosen by each facility or company based on its own recordkeeping culture,
capabilities, and resources. In other words, for a PSM program to be successful it
should lean in the direction of the “if it wasn’t written down, it never happened”
mantra, but it does not need to be as absolute as that statement implies.

Therefore, PSM auditors should expect to find some level of documentation
for each activity that accomplishes a requirement in an audit protocol, including
the compliance criteria. Facilities should create a clear trail of records describing
what happened and when for each PSM-related activity. CCPS has published
separate guidance (CCPS, 1995) on PSM program documentation that is not
intended to be a regulatory compliance guide, but rather is intended to foster the
proper documentation practices so that the time and effort invested in PSM
program element activities are retained and reinvested. The CCPS RBPS
Guidelines (CCPS, 2007c) also provides guidance on this important topic.

Chapters 3-24 contain detailed guidance for auditors to evaluate both the
explicit and inferred requirements for PSM documentation. Both the key PSM
program activities, as well as the nature of the documentation that should exist for
those activities, are described. In situations where the governing PSM regulations (if
any) specify neither the information to be documented nor the format or content of
the records, auditors will have to determine whether the documentation methods and
records presented meet the inferred documentation requirements, and provide
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enough information, together with the interviews and observations, to be able to
draw cogent conclusions regarding the quality of the PSM program being evaluated.

1.7.1.6 Compliance vs. Related Audit Criteria
In assembling the audit criteria, the following two types of measures generally emerge:

»  Compliance criteria and questions—those criteria/questions that measure the
minimum level of a successful PSM program and examine mandatory issues.

+ Related criteria and questions—those criteria/questions that examine
inferred, interpretative, comparative, benchmarking, and cultural issues
and generally do not examine issues that are considered mandatory.

When government process safety regulations exist, the categorization of
criteria/questions as compliance vs. related is relatively straightforward. However,
there are still some important interpretative issues to resolve.

» If the company or facility has voluntarily established in its own
management system procedures process safety requirements that exceed the
requirements of the relevant regulations or are different from them, these
requirements should be considered as compliance issues and the audit
criteria/questions derived from them should be so categorized. Many
regulators have historically treated these requirements as mandatory, and
some of them have issued citations for facilities that do not follow their
own procedures. This conclusion could vary between regulators, and these
citations, like any other, may not survive upon appeal or may be deleted or
modified during negotiation with the regulators.

»  What constitutes compliance when performance-based requirements are
found in the governing regulations or other programs driver(s)? Simply
converting these general performance-based requirements into
questions/criteria  will not assist the auditors in using such criteria
consistently. Each separate use of this type of criteria could very easily result
in different findings and recommendations. When the audit questions/criteria
are developed from performance-based requirements, further auditor
guidance or additional, more detailed follow-up questions are needed in order
for the auditors to perform their work in a consistent manner.

If the PSM program is completely voluntary, the company or facility process
safety management systems will determine which audit criteria are compliance
requirements and which are related criteria. For example, if the facility is located
in the United States but is not an ACC or SOCMA member, and is not subject to
the PSM or RMP regulations, there will be no externally imposed drivers for the
PSM program, with the exception of the general duty clause (GDC). The GDC,
which is included directly in the Occupational Safety and Health Act of 1970,
authorizes OSHA to require that employers “furnish to each of his employees
employment and a place of employment which are free from recognized hazards
that are causing or are likely to cause death or serious physical harm to his
employees.” OSHA may issue citations using the GDC even when no specific
regulations exist to cover a perceived health and safety issue. If the company or
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facility has voluntarily established a PSM program in a proactive manner to be
prudent because it uses, stores, or manufactures hazardous materials, then
whatever written requirements it has established would constitute the compliance
requirements in its PSM audit criteria. Issues that may be compliance for other
facilities because of an external driver(s) might be considered a related issue for
a facility with a completely voluntary PSM program. The contents and
requirements of the PSM systems form the basis for defining which audit criteria
are compliance criteria and which are related criteria. Compliance, in this
context, means that whatever process safety drivers the company has ascribed to
or is required to follow sets the definition of which audit criteria are compliance
requirements and which are related criteria. In the examples described above
where the PSM program is voluntary, its existence might be considered a level
of acceptable nonmandatory practice. However, by voluntarily deciding to
design and implement a PSM program in writing via various policies and
procedures, the existence as well as the contents and requirements imposed by
those policies and procedures result in them being generally treated as
compliance requirements.

The criteria and guidance described in this section and in subsequent chapters
do not represent exclusive solutions to PSM program coverage, design,
implementation, or interpretation. They represent the collective experience of
many people in the chemical/processing sector who have performed many PSM
audits, and the consensus opinion resulting from that experience. The compliance
criteria are derived from the regulations that govern PSM programs in the United
States; however, these regulations are all performance-based. Performance-based
regulations are goal oriented and there may be multiple pathways to fully
complying with them. Therefore, there may be alternate, but equivalent
interpretations and solutions to the issues described in the compliance tables,
particularly the auditor guidance presented.

The inclusion of the related criteria in no way infers that these criteria must be
implemented for a PSM program to be successful, nor does it infer that a PSM
program will be deficient without them. As with the compliance criteria, there may
be other, more appropriate solutions for an individual facility or company. In
addition, the use of the related criteria in a PSM audit is intended to be completely
voluntary and not a mandatory requirement. They should be used cautiously and
with careful planning so that they do not inadvertently establish unintended
performance standards. Consensus should be sought within and between facilities
and their parent companies before these criteria are used. Finally, the related criteria
and guidance offered for consideration are neither endorsements of nor agreements
with the written or verbal clarifications made by the regulators, PSM citations issued
against the regulations, other PSM guidance published by the regulators, or the
successful or common PSM practices used by any given company.
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1.7.2 Sources of PSM Audit Criteria and Questions

The major driver(s) for the PSM program, whether external regulations, external
voluntary consensus programs, or an internal voluntary PSM program, should be
the principal source for the audit criteria/questions. These include the following:

+  Domestic federal process safety regulations, e.g., PSM Standard and/or
RMP Rule (OSHA, 1992) (EPA, 1996) for facilities in the United States

+  Domestic state and local process safety regulations for facilities in states
or other jurisdictions with such laws or regulations, e.g.,

New Jersey Toxic Catastrophe Prevention Act (NJ, 1986)
California Accident Release Prevention (CalARP) (CA, 2004)

California OSHA (CalOSHA) Process Safety Management of
Acutely Hazardous Materials (CA, 1999)

Contra Costa County (California) Industrial Safety Ordinance (CCC, 2000)

Delaware Extremely Hazardous Substances Risk Management Act
(DE, 2006)

Nevada Chemical Accident Prevention Program (NV, 2005)

Washington Safety Standards For Process Safety Management Of
Highly Hazardous Chemicals (WA, 2001)

+ International process safety regulations for companies with facilities in
countries with such laws or regulations, e.g.,

Council of the European Union Directive (Seveso II) (CEU, 1996)

International Labor Organization Prevention of Major Industrial
Accidents (ILO, 1993)

United Kingdom Control of Major Accident Hazards (COMAH)
(UKHSE, 2005) (the UK’s promulgation of the European Union’s
Seveso II directive)

Mexican Integral Security and Environmental Management System
(MX, 1998)

Canadian  Environmental Protection = Agency—Environmental
Emergency Planning (CAN, 2003)

Australian National Standard for the Control of Major Hazard
Facilities (AUS, 2002)

Korean OSHA PSM Standard (KO, 2005)

Malaysia Department of Occupational Safety and Health (DOSH)
Ministry of Human Resources Malaysia (MA, 1994)

Taiwan Article 26 of the Labor Inspection Law, promulgated in 1994

*  Voluntary consensus EHS programs containing PSM provisions, e.g.,

ACC RCMS® (ACC, 2004)
ACC RC14001 (ACC, 2005)
1SO-14001 (1SO, 1996)
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*+ CCPS RBPS element chapters (although definition of specifics will be
required by each company that adopts the RBPS approach to process safety)

*+ Company and facility process safety management system policy and
procedure contents

There can be more than one major driver. Many facilities in the United States
are subject to both the PSM Standard and the RMP Rule, and are also required to
follow, as a condition of membership, one of the voluntary consensus PSM
programs such as the ACC RCMS® or SOCMA ChemSteward®™ programs.

Beyond the primary driver(s), it is recommended that the audit criteria also
include related criteria from other sources that will allow an examination of how
well the PSM program compares with process safety criteria from a variety of
other nonmandatory sources. This will provide an indication if, and how far, the
PSM program being audited exceeds minimal/compliance levels. The sources of
related criteria can include:

*  OSHA Compliance Directive (CPL) for PSM (OSHA, 1994). The PSM
CPL document contains OSHA’s enforcement guidance for the PSM
Standard. Appendix A of the CPL document contains OSHA’s PSM
audit checklist. This checklist is simply the PSM regulation converted
into questions (i.e., “The employer shall . . .” becomes “Has the
employer . . .”), with some additional guidance and examples included
for some of the questions. This checklist is often referred to as the PQV
(Program Quality Verification) checklist. Appendix B of the CPL
document is the repository for interpretations and clarifications of the
PSM Standard. This document has not been updated since 1994 except
to renumber the document, and the Appendix B clarifications represent
OSHA'’s thinking very early in the implementation of the PSM
Standard. However, many of these early interpretations and
clarifications have become common practice in PSM. As with any
written clarification, the question of enforceability is pertinent. OSHA
cannot issue citations against one of its own instructions, only the
regulations themselves as they are published in the Code of Federal
Regulations. However, as stated, OSHA’s interpretations of the
requirements of a performance standard like the PSM standard may be
used to show that a facility failed to comply.

o Written clarifications of the regulatory or voluntary PSM consensus
standards for process safety. ACC has published interpretations of the
RCMS® technical specification (ACC, 2004 and ACC, 2005); however,
most voluntary consensus PSM standards do not have supplemental
guidance such as ACC’s. On the regulatory side, OSHA has issued a
large number of written interpretations of the PSM Standard since 1992.
These are letters in response to questions submitted in writing by those
that are covered or suspect that they might be covered by the PSM
Standard, internal OSHA memoranda interpreting the standard for its
field offices, and case law related to PSM (e.g., rulings of the OSH
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Review Commission and OSHA’s response to them). Also, EPA has
published a set of Frequently Asked Questions (FAQ) regarding the
RMP Rule on its website. The issue of enforceability described for
OSHA’s PSM Compliance Directive applies to other written forms of
interpretation and clarification as well. As stated, OSHA and EPA
cannot cite employers for violating this regulatory guidance, but can use
it as evidence to show that a facility has failed to meet the performance
criteria in the standard or regulation. Also, state and local process safety
regulations often overlap with federal requirements, creating the
possibility of differences of interpretation between different agencies,
each with their own regulatory agenda and priorities. Therefore, why
should PSM audit questions/criteria include this information? Although
the guidance contained in this source of audit questions/criteria is not
mandatory, it indicates the thinking and intent of the regulators
regarding the design and implementation of the process safety
regulations they are responsible for enforcing, and should be included
as a possible source of related criteria/questions.

Verbal clarifications of the regulatory or voluntary consensus PSM
standards for process safety. Regulations are developed in accordance
with strictly defined administrative procedures, which generally involve
public notice and comment on regulatory proposals (unless the agency
in question has administrative order authority granted via statutes that
does not involve public notice and comment). Therefore, regulators
generally may not verbally impose requirements not already contained
in regulations. Also, the verbal response to a given question from one
regulator may differ greatly from another from the same agency.
Therefore, verbal interpretations and clarifications should not be taken
as verbatim guidance nor be regarded as final or official. However,
OSHA and EPA employees have presented them in open forum on
several occasions for the express purpose of answering questions on the
PSM Standard and RMP Rule for the regulated community. OSHA’s
PSM Standard and EPA’s RMP Rule are performance-based regulations
for which there are many successful pathways to compliance. Most of
these opportunities for open forum verbal clarification took place in the
early-mid 1990s, and some of the answers to PSM-related questions
presented at that time have evolved into common industry PSM
practices. For example, the use of qualitative risk-ranking matrices in
PHA to fulfill the requirement that a “qualitative evaluation of the range
of possible safety and health effects of failure controls on employees in
the workplace” (paragraph (e)(3)(vii) of the PSM Standard) was
mentioned in a response to a question in one of these early PSM
question-and-answer sessions with OSHA, and it remained an unwritten
clarification until 2005 when OSHA issued a written letter of
clarification on the subject. Opportunities for individual dialogue with
those regulators directly responsible exist for a given facility on an
ongoing basis. Like written interpretations and clarifications, verbal
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guidance provided by regulators indicates their thinking on a particular
issue, and the person providing the answer(s) may or may not be the
regulator that should be satisfied for a specific facility. Therefore,
verbal interpretations and clarifications represent a source of related
audit criteria. Caution should be exercised when using verbal
clarifications. Because they are not official positions of the regulating
agency, as responsibilities change within those agencies opinions
might change.

*  Process safety regulation citations issued by regulators. Although PSM
and RMP final citations might appear to be a source of compliance-
related audit criteria, they should be treated as sources of related criteria
for several reasons. First, what constitutes a violation of a process safety
regulation in one jurisdiction may be acceptable in another jurisdiction of
the same agency. For example, OSHA and EPA have 10 regions, and they
do not enforce the PSM Standard in a totally consistent manner. Second,
for OSHA regulations, 26 of the states have been granted enforcement
power by federal OSHA (known as state-plan states), and the state
regulators may have different interpretations, as well as different levels of
process safety expertise and experience, resulting in widely varying
opinions on what is citable. Third, state and local process safety
regulations often overlap with federal requirements, creating the
possibility of differences of opinion between agencies on the acceptability
or unacceptability of a particular facet of a facility’s single PSM program
intended to comply with multiple process safety regulations. For example,
a facility in New Jersey may be subject to New Jersey’s Toxic
Catastrophe Prevention Act (TCPA) regulations, which incorporate
EPA’s RMP Rule, and the federal OSHA PSM Standard (New Jersey is
not a state-plan state). The same might be true of facilities in Delaware. In
Contra Costa County, California, a facility could be subject to Contra
Costa County’s Industrial Safety Ordinance (ISO), the California
Accident Release Prevention (CalARP) regulations, and California
OSHA’s (CalOSHA) Process Safety Management regulations. Fourth,
regulatory agency priorities can, and often do, change with time, the
political landscape, and government budgets. These priorities will have a
profound effect on the enforcement practices of a regulating agency
charged with enforcing process safety regulations. In summary, process
safety citations certainly indicate where someone has been penalized for
deficiencies in their PSM program, and all concerned should be aware of
those mistakes and not repeat them (especially in the same jurisdiction).
However, it is recommended that citations be treated as a source of
related audit critenia.

»  Publicly available incident reports of process safety-related accidents. The
reports issued by the Chemical Safety Board (CSB), which are generally
very thorough, describe the root causes of accidents that are process safety-
related and meet CSB criteria for investigation. CSB also focuses on the
programmatic and cultural root causes. For some accidents that are



52

GUIDELINES FOR AUDITING PSM SYSTEMS

considered seminal events, a special commission or board has been
established to independently investigate the circumstances and contributors
of the accident, e.g., the Baker Commission (Baker, 2007) following the
Texas City accident in 2005 (which was convened to examine the PSM
programs in BP’s North American refineries), and the Piper Alpha accident
in 1988 (HM, 1990). These publicly available reports might represent a
valuable resource for deriving PSM audit criteria.

Publicly available incident reports of accidents that do not involve
chemicals or are in other industry sectors but have relevance for PSM
programs. Generally, the root causes of these accidents include strong
contributions from weak management systems or have significant cultural
contributors. Both of these issues are very important in process safety.
For example, both the Challenger (Rogers, 1986) and the Columbia
(NASA, 2003) space shuttle disasters include lessons learned regarding
managements systems and cultural issues relevant for the
chemical/processing industry, and the reports of these two events should
be used as a source for related audit criteria.

Internal incident reports, including those from other facilities within the
same company describing process safety incidents and near misses. BP’s
investigation of the Texas City accident is an example (BP, 2005). Near
misses represent particularly valuable learning opportunities because the
causes of process safety incidents are experienced without having to suffer
through the consequences. Therefore, the incident reports of process safety
incidents should be used as a source for related audit criteria.

Special emphasis programs established by government agencies to
examine a specific industry sector, a specific set of process safety
questions, or a specific type of process safety hazard/risk. Three examples
of such programs are the National Emphasis Program (NEP) for PSM in
the refining sector published by OSHA in June 2007 (OSHA, 2007a), the
NEP for PSM in the chemical sector published by OSHA in July 2009
(OSHA, 2009a), and the NEP also published by OSHA for combustible
dusts in October 2007 (OSHA, 2007b). OSHA has defined a number of
issues, along with specific audit questions to examine them, as a result of
the accident at the BP refinery in Texas City in March 2005. These issues
and the associated enforcement questions are published in OSHA
compliance directives entitled Petroleum Refinery Process Safety
Management National Emphasis Program (NEP) (OSHA, 2007a) and
PSM Covered Chemical Facilities National Emphasis Program (OSHA,
2009a). Special emphasis programs are often designed to instruct
compliance officers how to evaluate a particular provision in a standard
and when to issue citations. As such, special emphasis programs may be
useful in developing audit criteria. NEP issues have been treated in this
book as related guidance because the NEP program interpretations have
not yet been tested in either the administrative or judicial processes.
Although OSHA would be precluded from issuing a citation against the
published instructions for the special emphasis programs, the instructions
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often are intended to allow a closer examination of an existing
requirement in the regulations, and the citations, if warranted, would be
issued against that regulatory requirement. Therefore, it may be prudent
to regard these special emphasis programs as nonmandatory compliance
requirements until an appeal demonstrates differently.

»  Safety cases. Within the European Union, a different approach has
evolved, which is captured by the “safety case” philosophy. That is, under
the Seveso II directive each facility establishes its level of safety in a
safety report and constructs a major accident prevention policy (MAPP)
based on the identified risk rather than just implementing a prescriptive
set of requirements set out by a regulatory agency. For
companies/facilities that utilize this philosophy for setting their PSM
program requirements, the MAPP would represent a source of
questions/criteria for PSM audits. The safety report could also be used for
this purpose.

*  Good, successful, and common industry PSM practices. As stated in
Section 1.7.1, good, successful, and common industry practices in PSM
may be relevant because regulators may consider them standard industry
practices. They may simply be good ideas where one company or facility
discovered a particularly clever way of solving a process safety problem
or making an improvement to the design or implementation of a process
safety activity. These practices may come to the attention of the company
via the open literature, in ad hoc conversation with colleagues from other
companies at a meeting or conference, via the work of a consultant who
has worked widely in the industry and has seen many different ways to
continuously improve PSM programs, or via other ways. However these
ideas become known, they should be carefully reviewed, and if found to
be applicable and suitable for a given company and facility, considered
for use as a source of related audit criteria. The use of these criteria helps
benchmark a PSM program against practices that have proven to be
successful and/or common. Some good/common practices have evolved
into levels of acceptable practice as described in Section 1.7.1.

The inclusion of audit criteria and questions derived from related sources,
particularly those issued by governments (e.g., written clarifications and the
CPL/NEP documents), should be used carefully. These criteria are usually generic
in nature, but since many were formulated based on a specific situation, or on a
company’s or a facility’s specific PSM program, they may not apply universally.

1.7.3 Changes to Audit Criteria

PSM audit criteria are not static. They should be updated to reflect new thinking in
process safety. New or modified process safety regulations will certainly add
different criteria; new/modified voluntary consensus PSM program requirements
will emerge; clarifications by regulators or custodians of voluntary programs will
be issued; the investigation of major accidents will alter process safety thinking
and practices collectively—some of them in a substantial way. New consensus
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RAGAGEPs will be issued that present new ways of improving the technology of
process safety (e.g., new facility siting-related guidance, e.g., API RP 75, API RP
752 and 753). Citations may be issued that have to be applied company-wide on a
national basis to forestall the possibility of a repeat finding for the company. The
audit criteria for the PSM program of a given company or facility should react to
this new or modified thinking and methods. A facility or corporate party should be
assigned the responsibility of keeping audit protocols current and comprehensive.
Changes should be processed using the document control procedures in place, and
should be reviewed by appropriate parties, for example, the PSM coordinator, the
PSM committee/working group, corporate or site counsel, and others as required
before being approved for use.

While PSM or auditing procedures that contain the audit criteria are living
entities, the timing of any changes should be carefully planned. For example, if
periodic PSM audits are required and multiple facilities must be audited, it may not
be advisable to alter the audit questions/criteria during a given audit cycle. That
way, each facility in a given cycle of audits will be evaluated against the same
questions/criteria. This consistency within an audit cycle may be important if the
audits are to be graded, or if the results will be used to develop company-wide
PSM policies or procedures. For some companies, consistent audit protocols
within an audit cycle are not an important consideration.

1.8  AUDIT REPORTING

The management system procedure for the PSM audit program should address
audit reports. In designing the reporting process and executing the actual
preparation of reports, there are a number of issues to consider, each of which is
discussed below.

1.8.1 Audit Report Content

Each company should establish the requirements for the format, content, and level
of detail for each section and subsection of PSM audit reports, and should publish
these requirements in the audit program management system procedure. The
chosen report format and contents should be consistent with the objectives of the
audit program. There is no single correct definition for the format and content of
an audit report. However, it is important that once the report requirements have
been decided upon, subsequent audits produce reports that are consistent with
them. It can be confusing and misleading for both facility managers and senior
executives when different audit teams within a company include different types of
information in their respective audit reports.

For facilities performing PSM audits to comply with OSHA’s PSM Standard
or EPA’s RMP Rule, this is one of the few PSM or RMP elements where a written
report for the element activities is an explicit requirement. In 29 CFR
§1910.119(0)(3) it states: “A report of the findings of the audit shall be
developed.” However, no regulation provides any further detail as to the format or
content of the audit report.
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In general, PSM audit reports have several potential audiences, depending on
the purpose(s) of the audit:

*  Management, both local and corporate;

»  Technical reviewers, both local and corporate;
*  Regulators;

»  Insurance carriers;

*  ISO registrars;

* Legal; and

*  Facility employees (while the full report may not commonly be divulged,
the overall results of the report are often communicated to facility
personnel, and there is a requirement under the Workforce Involvement
element to provide access to all information required to be developed
under the standard).

Since the reports might have to satisfy the needs of several types of readers
and users, they should be structured to meet their various needs. Therefore, a
consistent report format should be used to facilitate review and use of the report by
these multiple audiences.

A suggested outline for PSM audit reports is described below. Although this
nonmandatory outline contains information that fully explains the why, when,
who, and how of the audit, as well as the results (along with recommendations if
they were within the scope of work for the audit team to formulate), the reports
must satisfy any governing regulatory and internal audit procedure requirements.
For the OSHA PSM Standard, the findings and the date of the audit would be the
minimum information contained in the audit reports. However, to place the
findings and conclusions in the proper context, facilities and companies should
consider including some or all of the information described below in their PSM
audit reports:

Executive Summary
Glossary of Terms
1. Introduction

2. Purpose, Scope, and Guidance
3. Audit Approach
4. Audit Findings
5. Appendices
A. Description of Audit Technique
B. Action Items
C. Audit Worksheets
D. Action Plan
E. Audit Protocol (unless this is included with the audit worksheets)
F. Audit Sampling and Testing Plan
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Each section of the suggested outline is described as follows:

Executive Summary. The Executive Summary is targeted for
management, who typically does not have the time to review the audit
report in detail, at least not initially. The Executive Summary should
provide a brief overview of the what, when, where, why, who, and how of
the audit, as well as a brief summary of the key findings. It is usually one
to three pages in length. It is best written after the remainder of the report
has been drafted.

Glossary of Terms. This section of the report defines acronyms and
abbreviations used in the report.

Introduction. The Introduction provides a brief description of the facility
and PSM program being audited, and then describes the contents of the
report by section. Sometimes disclaimers, if necessary, are included here.
The dates of the audit are often included here.

Purpose, Scope, and Guidance. This section of the report describes:

—  The reasons(s) the study is being performed (e.g., OSHA or EPA
compliance audit, PSM baseline audit, company-required audit,
RC14001® certification, RCMS® certification).

—  The scope of study including:

»  The units and processes that were reviewed during the audit. If
the facility was too large to include all of the units and processes
in the PSM program in the scope of the audit, those units and
processes designated as representative units, along with the
rationale for making those choices should be described. If
representative units were not used, the sampling strategy used to
ensure that large facilities were audited completely.

+  Which PSM program elements were included in the scope of the
audit.

Audit Approach. This section of the report includes the following:

— Identification of the activities that took place during the audit, i.e.,
planning, opening meeting, daily briefings, closing meeting, etc.

— List of the audit criteria used. For example, if the purpose of the audit
was to perform a triennial audit to comply with OSHA PSM, did the
audit also evaluate related criteria?

—  Identification of the audit protocols used, including the sources of the
questions/criteria, and the allowable/used answers to the protocol
questions for the audit being reported.

— A brief description of how the audit was conducted (a more detailed
description of how the audit was conducted is sometimes included in
an appendix).

— Identification of the audit team members, including their name, title,
affiliation, area of expertise, and the elements of the PSM program
they audited.
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—  Description of the facility personnel interviewed. This can be
accomplished by including the numbers of management and
nonmanagement personnel interviewed, or by describing the types of
positions interviewed. Care should be exercised not to reveal the
specific people interviewed because the interviewees, particularly the
nonmanagement employees, would most likely not want to be
identified by name or title in the report.

— Identification of any facility events or activities that were observed as
part of the audit.

*  Audit Findings. This section is generally a summary discussion of
findings. It usually focuses on the findings rather than the positive results,
but in many reports statements that describe particularly strong aspects of
the PSM program are included. The total number of questions posed
during the audit, the number of questions that resulted in deficiency
findings, and a number of recommendations may be helpful to include.
Tables displaying the protocol question answers by program element, or
number of deficiency findings by program element are useful
summarizations of the audit data and may assist reviewers to understand
the overall results and the context of findings. See Section 1.8.5. for a
description of the grading of audits where this type of qualitative and
quantitative information is described in more detail. Other descriptions or
displays of any trends or patterns in the results are often useful and
informative. If the audit was limited in scope and complexity, or if the
number of deficiency findings is small, this section of the report can
include a complete listing of all the findings. An appendix that contains
the full audit worksheets so to include all findings and recommendations
in the text report would be redundant. This section of the report should
also highlight any situations that may require immediate action, if any
such situations were identified during the audit.

*  Appendices. In general the appendices for an audit report provide related
supplemental information but does not involve information or conclusions
from the actual conduct of the audit, or contain information that is too
detailed or voluminous to include in the body of the report. Typical audit
report appendices include the following:

— A description of audit technique and protocol used (typically a
boilerplate description).

— A listing of the documents and records reviewed during the audit
(usually by PSM program element).

—  The detailed worksheets from the protocol that contain findings of
the audit.

—  The recommendations based on the findings, if the formulation of
recommendations was one of the objectives of the audit.

—  The actual audit protocol used, unless this is inciuded as part of the
audit worksheets.
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—  The audit sampling and testing plan to explain the audit’s sampling
strategy in terms of statistical validity and common sense results.

See Appendix B for examples of audit report formats.

Other issues to consider when preparing PSM audit reports include the
following:

Some companies prefer to document their audits by exception. That is,
the audit report only includes those audit criteria/questions where findings
resulted, and the other criteria/questions that were satisfied would not
appear in the report.

If not documenting PSM audits by exception, companies should establish
guidance for how the satisfied criteria/questions are to be presented. That
1s, if the answer to an audit question is “Yes,” is it necessary to provide
explanatory remarks? In general, the criteria/question itself along with a
positive answer or comment usually suffice; however, there may be the
need or desire to amplify these responses with additional information.
The management system procedure should provide the necessary
guidance for when this should be done so that is practiced consistently.

Companies should have a policy for handling repeat findings in their
PSM audit reports. Repeat findings are specific items that have recurred
in successive audits (e.g., a 2006 audit finding against open
recommendations from a 2004 PHA that still had not been addressed by
the time of the 2009 audit), continuing evidence of similar previously
cited management system failures (e.g., the recommendations from the
2004 PHA were closed before the 2009 audit, but others from a 2007
PHA are still open). A repeat finding is important because the same PSM
shortcoming has occurred in consecutive audits and is an indication that
some facet of the PSM program is not functioning and that this is a
chronic problem. If a government regulator discovers these repeated
findings, then a significant citation could result, and repeated findings
could also have an adverse impact on civil litigation. The potential
liability of having repeat findings reported explicitly should be weighed
against the importance of facility management knowing that these issues
exist. Perhaps another way to report these findings is to include them but
assign the recommendation(s) a higher priority rather than explicitly
stating in the report that the finding is a repeat finding from the previous
audit. However the report is worded for these items, if they occur, it is
very important that they be included in the report so that the proper action
can be taken to prevent any successive recurrences of the same finding.

All PSM audit reports should be dated. As discussed in Section 1.4.2 the
time between audits can be measured several different ways; however, in
order to assess the time, the audit report should contain the date of the
audit and what the date represents.

Some PSM audits are performed to comply with government regulations,
for example, the audits required by paragraph (o) of OSHA’s PSM



1. PROCESS SAFETY MANAGEMENT AUDIT PROGRAMS 59

Standard. Any deficiency against a compliance requirement will have to
be corrected, and since the audit is required by the regulations, both the
finding and its correction become a compliance issues. During its
inspections OSHA may request to see reports for audits that are required
by their regulations. However, some PSM issues that are not compliance
issues may be identified during the audit, either because the auditor
discovered them while assessing compliance issues or because the audit
protocol contained questions designed to evaluate related criteria
simultaneously. Because related criteria are not explicitly required by
regulation, they are not required to be in a document that a regulator
would review. Therefore, any findings associated with related questions
in the audit protocol can be addressed in a report separate from the
compliance report; thus, the report of related findings would not have to
be divulged to a regulator.

¢ The review process for PSM audit reports should be defined in the audit
program management procedure. Reasonable time limits for reviewing
draft audit reports and returning comments should be established so that
the facility has the opportunity to correct any factual errors that slipped
past the on-site activities of the audit but does not result in extended
delays in the issuance of the final audit report. Most disputes in the
content of a PSM audit report will not involve straightforward factual
issues, but will mostly be related to interpretations of performance-based
governing requirements. A process to resolve these interpretations and
any findings and recommendations that result from them should be
established so that this process is consistent with the company’s process
safety philosophy and management system procedure, and is applied
consistently. Regulatory interpretation processes should include company
and facility PSM/EHS, regulatory affairs, legal, and management
personnel, and the results of their work should be internally published and
disseminated to those managing the company’s PSM programs, as well as
those who audit them.

* Audits that are performed pursuant to PSM regulations must contain
certain information required by those regulations. For example, the
requirement under OSHA’s PSM Standard, paragraph (o) that “The
compliance audit shall be conducted by at least one person
knowledgeable in the process” creates an implicit requirement that the
audit report, which is the only document that will be used to assess
compliance by the regulators and future auditors, clearly indicates who
that person was. The PSM Standard also requires that the audit be
performed “at least once every three years.” As stated earlier, the only
way for a regulator or future auditor to determine if this time period has
been met is for the audit reports to clearly indicate the dates and how they
are defined. The PSM Standard also requires that “Employers shall certify
that they have evaluated compliance with the provisions of this section . .
. to verify that the procedure and practices developed under the standard
are adequate and are being followed.” This means that the PSM audit
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must address each element of the PSM Standard. Again, the only way to
show compliance with this requirement is to clearly include each element
of the PSM program in the audit report and how it was audited. The same
would be true of company- or site-specific PSM program requirements. If
there is a company or site procedure governing PSM audits, then the audit
reports documenting compliance with those requirements should clearly
indicate how those requirements were satisfied.

*  Audits performed under the attorney-client privilege should be marked or
annotated in accordance with the instructions of counsel. Otherwise, most
PSM audit reports are marked “Confidential” to remind recipients that
they should not be shared widely, especially external to the company.

1.8.2 Distribution of Reports

Once PSM audit reports have been prepared, they should be distributed to
appropriate parties. Some of these parties will simply review them and may offer
comments. Other parties will need to study the reports more closely in order to
begin planning follow-up action. Distribution of the audit reports may be
determined by corporate policy. Typically, the recipients of the audit reports
include the manager of the facility being audited, and at least one level of
supervision above that manager. In some organizations, the distribution may be
more extensive. In many companies, the corporate process safety manager (if
assigned) will also receive the draft reports. The PSM audit management system
procedure should specify the distribution of the reports.

Because of concerns for the sensitivity or confidentiality of audit reports,
other persons and organizations external to the company should not receive copies,
unless there is a compelling reason and a conscious decision is made to do so.
Internal distribution should be controlled to the extent possible; however, the
requirements of the workforce involvement and trade secrets provisions of the
PSM program should also be observed (see Chapter 8). Audits conducted under
legal privilege must also have limited distribution, as directed by legal counsel.
When there are concerns for protecting a legal privilege, some companies prefer to
have audit report distribution managed by their legal staff. Some companies
number the copies distributed so that they can retrieve them. In recent years report
distribution has become complicated by the use of electronic means to generate
and distribute documents. It is now almost a universal practice to use word
processing software and e-mail to accomplish these tasks, and this has greatly
increased both the efficiency and speed for document management. However,
copies of document may reside on each computer or server used in the process of
developing and distributing the documents, and once something is e-mailed the
sender loses any semblance of control over its further distribution. For those that
require a higher level of document control, password protection may be used.

This same sensitivity about the documentation of audit findings has sometimes led
to the suggestion that audit findings be reported only orally rather than in writing. That
approach is not recommended as the sole means of reporting audit results. To effectively
resolve the audit findings and for tracking and follow-up of the resulting recommen-
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dations, written reports are necessary. However, it is common for the audit team to
communicate their findings orally to facility management before leaving the site.

1.8.3 Language of Audit Reports

When writing PSM audit reports, it is important that great care be taken to use
appropriate wording. Audit reports should clearly communicate the findings and
observations of the audit team. However, they should be worded carefully so as not
to imply findings or observations that are not intended or not supported by the
evidence collected, or that create unwarranted legal/regulatory liabilities. Alternate
wording that conveys the same technical meaning but that avoids possible legal
difficulties can often be found. In addition preferred and nonpreferred wording styles
and phrasing are often developed for companies as part of their audit programs, and
that guidance should be followed if available. The following is general guidance for
wording audit reports, including the audit worksheets:

* The facts should be reported clearly and concisely. Every finding or
statement should be supportable.

*  Findings should have the following characteristics:

—  Findings should be written in the form of a statement of fact and should
not be written in the form of a recommendation (i.c., findings should not
contain the words “should” or action-related verbs). Recommendations,
if within the scope of audits, should be written as separate statements.

—  Findings should be based on only factual evidence; speculation
should be avoided.

—  Findings should not be based on anecdotal evidence, e.g., a statement
made by one person. However, a pattern that emerges from personnel
interviews could constitute a finding.

— Findings should be actionable; i.e., a finding for which a measurable
and closable recommendation cannot be found is not a useful finding,

—  Findings should be focused on systemic issues (rather than on just the
symptoms).

- Findings should use wording and language that is understandable by
site personnel and senior management, and avoid jargon or acronyms
that do not have common usage in the facility or company in question.
Findings should be written in consistent tense (either past or present)
and person (either first or third person) in a given audit report.

—  Findings should be accompanied by sufficient evidence and specific
detail to clearly demonstrate why the requirements were not satisfied.

— Findings should not use absolute terms (e.g., “never” or “all”) in
findings unless these terms can be supported by evidence.

LEINT3

~ Findings should not use intensifiers (e.g., “very,” “extremely,”
“particularly,” “hardly,” “scarcely”) as these terms are not objective.

— Findings should not focus criticism on individuals or their mistakes.
Avoid the use of names or titles in findings.
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— Findings should include details of sampling methodology wherever
possible. (e.g., “of the 25 documents reviewed, 5 showed . . .” or “1
file in every 10 was reviewed . . .”).

— Findings should not reference staffing levels and budgets. Audit
reports should report the findings as they are supported by the facts
discovered by the auditors and address only the requirements
contained in the audit criteria or questions. Underlying reasons and
secondary causes for an audit finding should be investigated as part
of the follow-up process for the findings and recommendations.

Entries in worksheet should be accurate and complete but as concise as
possible. The borderline between concise and complete should be
carefully considered. The report should be complete enough so that the
intended audiences can clearly understand what has been identified and
concluded, but should not contain extraneous information that does not
explicitly apply to the audit question being answered. It may be necessary
to err on the side of completeness in order for all reviewers of the report
to understand the finding