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nate, develop, mature, and become embedded in company practices and processes
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Because intangibles have become globally universal ‘building blocks’ for most
company’s value, sources of revenue, and sustainability, Mike’s work focuses on
the fiduciary and fiscal imperative to guide company management teams to achieve
effective asset stewardship, oversight, and management, i.e.,

Identify, unravel, develop, and engage their intangible assets.

Monitor asset value, materiality, and risk.

Sustain control, use, and ownership of intangibles.

Conduct asset assessments and due diligence in both pre and post transaction
contexts.

Mike has published numerous articles related to intangibles for Intellectual
Asset Management and Security Management respectively, and co-authored a
comprehensive paper on university technology transfer. Readers are encouraged
to search Mike’s ‘Business IP and Intangible Asset Blog’, now routinely read in
137countries, for posts which supplement issues addressed in this book, i.e.,
http://kpstrat.com/blog.

Mike has conducted more than 75 national and international presentations,
including on air subject matter expert pieces for NPR, CNBC, and CNN, as well
as training seminars for professional associations, early stage firms, startups, small-
medium size enterprises, and corporate-university (research) alliances. In addition,
Mike serves as program and outreach chair for the Intangible Asset Finance Society



xii About the Author

and is a longtime member of ASIS International’s Information Asset Protection
Council for which he was recognized as Council Chairperson of the year for 2013.

Mike holds BA and MPA degrees from Indiana University along with hours
toward a doctoral degree in political science. He previously held positions in the
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Introduction

In no other arena of economic and social relations has the statement “knowledge
is power” proven more true than in today’s knowledge-based global economies
wherein business operations are increasingly dominated by the creation, utilization,
and conversion of intangible assets. Monitoring value, materiality, and risk to intan-
gible assets throughout their functionality life cycle is now a managerial requisite!

B How It All Began

I can genuinely say that my 25 years’ of research, work, and consulting on a broad
cross-section of matters related to identifying, safeguarding, and managing intan-
gible assets evolved more as an epiphany. The epiphany occurred in the late 1990s
while I was on the faculty at Southern Illinois University at Carbondale (1982—
2002) where I taught and conducted research in an academic unit, which at the time
was named the Center for the Study of Crime, Delinquency, and Corrections. In the
late 1980s I had the good fortune of being encouraged by my department chair to
develop and introduce into the curriculum a course that focused exclusively on the
rapidly expanding private security industry, a task and responsibility that I eagerly
accepted.

Those familiar with the private security industry during this early developmen-
tal and rapid-growth period in the 1980s and 1990s understand that the industry
was frequently and disparagingly characterized as constituting “guards, guns,
and gates.” Its employees were characterized as “rent-a-cops” or “police officer
wannabes.” At the time, there were few insights, knowledge, or research about the
proprietary side of private security, which is most commonly associated with cor-
porate security. Television and movies only added to the role confusion between
private security and public law enforcement. There was no shortage of programs
in which a private investigator was the central character who seemed to consis-
tently skirt the law and engage in gratuitous violence and quasi—law enforcement
activities absent, in most instances, of any legal repercussions.

With these challenges in mind, I set about designing this new course. One of
my objectives was to identify emerging global risks and threats to companies that
in turn would place a premium on more specialized security services—in other
words, demonstrate viable paths for transitioning from being a security generalist to
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a security specialist. The popularity and favorable assessments of my initial security
course warranted the development and delivery of two additional and higher-level
security courses. It was these two courses that would be dominated by the subject
of intangible assets—that is, know-how and intellectual, structural, and relationship
capital.

l Emergence and Integration of Intangible Assets

Intangible (nonphysical) assets had, after all, quite literally replaced conventional
business economies that had for hundreds of years evolved around the production
and utilization of tangible (physical) assets. This economic transformation began
in the mid to late 1990s and started to influence business decision makers, manage-
ment teams, and boards globally to rethink their business strategies to include iden-
tifying and profitably exploiting their intangible assets that formed the origins of
most companies’ value, sources of revenue, and competitive advantages.

What was exactly new about this knowledge-based global economy was debat-
able, says Dr. Baruch Lev, a business economist at New York University. But, one
feature of the 21st century became crystal clear: intangible assets were playing
an increasingly important and integral role in most company’s value, competitive
advantages, and wealth-creation potential.

Dr. Lev also states that economic activity increasingly consists of the exchange
of ideas, information, expertise, and know-how, which are, of course, intangible
assets. Thus, company value, profitability, and sustainability are being driven by a
company’s collective competencies and capabilities to exploit its intangible assets
than by control over or use of physical resources or tangible assets.

Even the value of tangible goods is often based on integrating intangible assets,
such as technical innovations, which are routinely embedded in a company’s prod-
ucts or services through intellectual and structural capital, including brand, creative
presentation, and content (adapted from the work of Dr. Baruch Lev (2005), NYU.)

Thus, in today’s increasingly intangible asset—dominated global business envi-
ronment, it’s inevitable that intangible assets will play an increasingly significant
role in most transactions. This means achieving consistent business success is now
inextricably linked to the effective stewardship, oversight, and management of
intangible assets, including the ability to:

m Identify and assess intangible assets’ collective and individual contributory
values.

m Sustain control, use, and ownership of the assets throughout their life, value,
and functionality cycles.

m Produce, develop, position, leverage, and extract value from intangible assets.
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m Understand how to exploit intangible assets’ contributory and collaborative ele-
ments and the competitive advantages they produce.

m Monitor intangible assets’ value, materiality, and risk in both pre— and post—
business transaction contexts, and in designing and executing exit strategies.

B My Purpose for Writing This Book

The purpose of this book is embedded in the reality that increasing percentages of
company value and revenue lay in intangible assets, regardless of a company’s size,
location, maturation, or industry sector. Management and oversight of a company’s
intangible assets are no longer solely legal or accounting processes; rather they are
business decisions. The stewardship, oversight, and management of a company’s
intangible assets have permanently shifted from being optional tasks—something
that gets done as time permits, as resources become available, or when competitors
are observed doing it—to fiduciary responsibilities that can no longer be dismissed,
neglected, or relegated to the uninitiated.

This book also dispels the myth that intangible assets and their management
is the sole province of large, multinational corporations. More accurately, intangi-
ble assets are firmly embedded in and being routinely produced by the 20+ mil-
lion small, midsize, and early-stage firms in the United States and an equal number
globally, regardless of industry sector.

To maximize reader benefits, each chapter is designed to be a quick read that
delivers numerous multipliers for time-constrained readers. For example, each chap-
ter brings operational clarity to particular aspects of intangible asset management by:

m Treating the management of intangible assets as business decisions and fidu-
ciary responsibilities, not solely as legal or accounting processes.

m Structuring business transactions to mitigate risks that can entangle intangible
assets in costly and time-consuming legal disputes, disrupt project momentum,
and undermine projected synergies and competitive advantages.

m Building and fostering a company culture that supports the collaborative value
of intangible assets.

m Aligning (reframing) contingency planning to be more organizationally resilient
and include intangible assets.

m Ensuring the production and contributory role and value of intangible assets
is aligned with a company’s core mission, strategic planning, and the types of
transactions typically engaged.

m Elevating company reputation, image, and goodwill among a broad range of
stakeholders, and gain attention of audiences beyond a company’s traditional
market space.
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m Reducing asset vulnerability to acts of theft and misappropriation (risks,
threats), which when materialized, will undermine asset value, competitive
advantages, market position, and adversely affect reputation.

m Exploitation of intangible assets commensurate with their life, value, and func-
tionality cycles.

So, whether you elect to read this book in its entirety or select particular
chapters that reflect a current problem and bring practical insights for solving that
problem, my message remains laser-focused: business decision makers, regardless
of their specialization, professional experiences, or title, need to acquire operational
and managerial familiarity with intangible assets because these skill sets are now
requisites for successfully and effectively managing intangible asset—dominated
companies, regardless of size, location, sector, or maturity.

B Homegrown Intangible Assets

I recognize that most every company possesses what I often refer to as “home-
grown” (i.e., internally produced and company-specific) intangible assets that are
specialized or distinctively relevant to a company irrespective of its location, size,
industry sector, or maturity. In many, if not most instances, however, intangible
assets may not be particularly well suited to one-size-fits-all managerial or com-
pany culture circumstances. Instead, they may require nuanced modification and
handling aligned with, achieving the most effective and efficient use, maximizing
their collaborative value, building and strengthening a company’s structural capital
and competitive advantages throughout its supply-value chain, and specific types of
business transactions a company most frequently engages.

Therefore, this book advocates practical and individualized approaches to
utilizing, bundling, and managing intangible assets, which I refer to as the “what
fits best tends to work best” strategy. More specifically, my experience suggests
that what fits best for a company and its operating culture will usually work best for
that company to achieve its business goals and objectives.

This book also does not require readers to step outside their primary areas of
expertise to understand and apply the various principles and strategies presented.
Instead, the book is designed to build on readers’ existing expertise by adding chal-
lenging, relevant, and forward-looking dimensions to their areas of specialization
and expertise. I believe this approach that respects achievements of management
team members helps companies proceed more quickly with their competitiveness,
profitability, and being less vulnerable to the ever-growing array of risks and threats
that can rapidly materialize to literally sap the value from intangible assets and
undermine and erode their competitive advantages.
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I am a strong advocate of utilizing intangible assets as fully and completely as
possible. However, I caution readers to not characterize intangible assets as consti-
tuting either the proverbial “silver bullet” or a one-size-fits-all template for success.
That is why each chapter in this book provides readers with relevant and current
insights about not just a starting point, but the practical steps that are necessary to
ensure companies arrive at a successful, profitable, and strategically sustainable
destination and outcome.

Value and Functionality of Intangible Assets
Can Fluctuate

Admittedly, the value and functionality of intangible assets can fluctuate, some-
times quite rapidly. In other words, intangible assets can be perishable and nonre-
newable, somewhat akin to purchasing fresh fruit or vegetables from a grocery. The
“shelf life” of either, if not kept in optimal conditions, can be brief. The consum-
able value can succumb to spoilage and be irrevocably lost.

To be sure, there are similarities, and even perhaps some overlap with practices
related to identifying, monitoring, and safeguarding intangible assets. Advisedly,
there should be some degree of flexibility and maneuverability built into each prac-
tice to accommodate the nuances and idiosyncrasies of particular intangible assets
and to reflect the assets’ value, functionality, obsolescence cycle, and propensity to
risk.

That said, conventional checklist types of asset risk assessments (e.g., audits,
due diligence, and valuation), when conducted by the uninitiated, often turn out to
be merely snapshots in time and do not reveal the strategic, dynamic, and over-the-
horizon level of insight that is so essential for reflecting today’s ultracompetitive
and predatorial business transaction environments.

That’s because, in large part, risks and threats to intangible assets are asymmet-
ric and materialize in an array of frequently business-crippling contexts as well as
inadvertent or purposeful acts, not the least of which are infringement, theft, mis-
appropriation, and economic (industrial) espionage. Also, intangible assets’ risk—
that is, their vulnerability to, the probability of, and the criticality of a materialized
risk—elevates in proportion to an asset’s value, the competitive advantages it pro-
duces, and its commercialization or monetization potential.

I Intangible Assets: Tested, Practical, and Valuable

I routinely have the opportunity to engage a cross-section of business leaders, man-
agement team members, and entrepreneurs about my favorite topics: identifying,
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unraveling, assessing, commercializing, and safeguarding intangible assets. One
of my colleagues recently suggested that the development, use, and exploitation
of intangible assets remain largely theoretical. (Unfortunately, there remain some
audiences who are inclined to crudely characterize theories as merely constituting
an academic’s guess, hunch, untested opinion, or supposition.)

Having taught in universities for more than 25 years, and now being an intan-
gible asset strategist and risk specialist, I can say, unequivocally, that a significant
percentage of the time when I utter the word “theory” in a classroom or during a
presentation at a professional association meeting, the fairly consistent initial reac-
tions I observe, whether it emanates from high-caliber graduate students or astute
and experienced business persons, are variations of a muffled sigh, as if to say,
we’re going to take a nap now while the speaker tries to explain a theory that we’re
already inclined to presume has little, if any, relevance to the real business world.

My reaction has been to adapt my classroom and business presentations to
characterize theories somewhat differently, by pointing out first that theories—be
they about intangible assets or other issues—are thoughtful and generally well-
researched explanations regarding a particular behavior or phenomena. This defini-
tional prelude resonates much better with audiences.

Still, it remains frustrating to hear otherwise intelligent, experienced, savvy, and
successful business persons or grad students express a dismissive attitude toward
intangible assets, or worse, reject the globally recognized economic facts regard-
ing intangible assets by characterizing them as unsubstantiated theories that will not
hold up to the scrutiny, rigors, and stresses of today’s ultra-aggressive, competitive,
and “go hard, go fast, go global” business transaction environment.

The inclusion of intangible assets in business valuation and management is, to
be sure, a more comprehensive and, I might add, correct approach to accurately
describe (qualitatively and quantitatively) a company’s real value, its sources
of revenue, its growth potential, its profitability, and its overall stability. Thus, to
respectfully appeal to the various business persons who remain reluctant or skep-
tical about actually engaging and applying intangible assets to their business and
nuanced circumstances, what follows are real definitions, categories, and examples
of intangible assets!

I recognize that just making sense of the knowledge-based (intangible asset)
economy and business environment is not sufficient unless readers can use and
apply the information provided in this book to frame and execute their own road-
map. That’s why the various chapters in the book will individually and collectively
provide readers with relevant and current insights about the practical steps that are
necessary to help produce a successful, profitable, and strategically sustainable
roadmap.

Intangible assets frequently fall under the purview of conventional MBA pro-
grams or business schools. This has, in essence, sanctioned tolerance for numerous
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management teams to express little interest in or seek familiarity with the intangible
asset side of their business that is often rooted in one or a variation of the following:

m Expressions of self-deprecation—that is, perceptions that their company neither
produces nor possesses any intangible assets of value and thus is yet to engage
the knowledge-based economy.

m An absence of time, resources, and expertise within their company to engage in
strategies to convert intangible assets to revenue, value, or competitive advantages.

m Intangible assets are seldom, if ever, reported on balance sheets or financial
statements.

An important initial step to achieving a more intangible asset—conscious busi-
ness community is to bring more operational clarity and delineation of the benefits
derived by identifying and exploiting these assets.

Recognizing the necessity to engage and exploit their intangible assets or deter-
mine their contributory value and performance is unfortunately and frequently
perceived as being unnecessary or not justifiable, even though today, increasing
percentages of most company’s value, sources of revenue, and building blocks for
growth, sustainability, and profitability evolve directly from intangible assets. That
is an economic fact that absolutely should not be overlooked or disregarded. Even
though management teams are unable to necessarily see or touch these assets, intui-
tively they feel or visualize their presence, absence, or changes, for example, through
the erosion of a company’s reputation, image, goodwill, intellectual capital, value,
market space, and competitive advantages.

B Using This Book

For management teams who still remain unconvinced or reluctant to engage their
company’s intangible assets, I am confident this book will allay those perspectives
by helping to identify for intangible assets the value they can potentially deliver, the
market share they can help capture, and the competitive advantages they can help
create.

Ultimately, developing and using intangible assets effectively are business deci-
sions and fiduciary responsibilities owned by the respective management team.
That is why this book is a useful requisite to achieving profitability, success, and
sustainability in the knowledge-based global economy.

So, if your company is one of those adversely affected by the recession, there
may be no better time to learn more about intangible assets and the various ways
they can favorably affect and influence your company when developed, used, and
exploited effectively. This, of course, is something I urge readers of this book to
consider, before electing to pursue more drastic or less desirable, and quite possibly
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irreversible, options that many other companies in the United States and globally
have already taken. The facts are, intangible assets are permanent, irreversible, and
valuable fixtures to most businesses and serve as strong underliers to their success,
sustainability, and profitability not only for today but for the foreseeable future.

And, to readers who start reading this book with a sense of dismissiveness or
suspicion about intangible assets and the principles and strategies offered to help
management teams build, protect, and deliver value from them, I suggest the value
those assets could potentially deliver, the market share those assets could help cap-
ture, and the competitive advantages those assets could create will not be realized
and, in all likelihood, will become diluted, undermined, impaired, or irrevocably
lost if left unengaged.

While the knowledge-based economy essentially remains in its early stages,
the relevance, importance, and contributory value of intangible assets should not
be considered as merely theoretical rhetoric that management teams can afford to
dismiss.

I hope you enjoy the book!

Michael D. Moberly
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B Moneyball and Intangible Assets

The following excerpt reflects a meeting between Oakland Athletics’ general
manager Billy Beane and the team’s scouting director Grady Fuson from the film
Moneyball regarding the famed “Moneyball” draft of 2002:

Fuson: This isn’t how you run a ball club, with a computer. You know that.
You’re a baseball man. There are intangibles [emphasis added] that only a
scout can see in a player that you’re not going to pick up with just numbers,
with someone who doesn’t play the game, who knows nothing about the game
but how to feed numbers into a computer.

Beane: That’s what we’re doing. That’s exactly what we’re doing.

Fuson: If this is what baseball is, if it’s not Kirk Gibson going up to the plate
on two bad legs because the manager felt in his heart that he had one swing
left in that body ... a computer wouldn’t do that. They would have had him
sitting up in the stands.

Safeguarding Intangible Assets. DOI: http://dx.doi.org/10.1016/B978-0-12-800516-3.00001-X
© 2014 by Elsevier Inc. All rights reserved.


http://dx.doi.org/10.1016/B978-0-12-800516-3.00001-X

2 Safeguarding Intangible Assets

Beane: A computer doesn’t romanticize the sport. Leave that for the fans.
(IMSDb, 2011))

Similar to Fuson’s perspectives, intangible asset strategists and risk specialists, like
myself, have an attitude about the way many management teams and companies con-
duct business and engage in transactions without regard for the intangible assets they
are producing and will inevitably be in play, and the economic fact that 80% or more
of most companies’ value, sources of revenue, and building blocks for growth, profit-
ability, and sustainability today lie in or evolve directly from intangible assets (Blair
and Wallen, 1998-2000; Blair and Wallman, 2001). It’s no longer business as usual!

Intangible Assets: The Unseen, Underused, and
Undervalued Elephant in The Room

Unfortunately for many companies, their intangible assets remain the overlooked,
underused, and undervalued economic and competitive-advantage elephant sitting
unnoticed, unattended, and unclearly defined in conference rooms globally.

A puzzling aspect to this is that most business stakeholders and constituents, up
and down a respective value chain, have experienced some adverse effect or fallout
due to an inability, unwillingness, or haphazard manner to effectively engage, safe-
guard, and utilize their company’s intangible assets.

Intangible assets are blends or combinations of procedures, practices, relation-
ships, and culture. That is, they are the intellectual, structural, and relationship capital
embedded in a company’s distinctive and oftentimes proprietary operations that create
efficiencies, facilitate or enhance internal and external relationships, provide special
edges or advantages in a market space, and can be leveraged to differentiate a com-
pany from its competitors and thus create value.

HEeLPING COMPANIES EASE OUT OF THE ECONOMIC DOLDRUMS

I am confident readers will find this book useful in various dimensions, one of which
is guiding management teams to ease out of the prolonged economic doldrums many
countries are experiencing. However, these recessionary periods are certainly not the
sole focal point of the book.

Rather, the book is about profitably engaging the economic and competitive-
advantage elephant that’s in plain view for every management team, corporate suite,
and board to see, capture, and exploit for their company’s value, revenue, competitive
advantages, and building blocks for future and sustainable growth and profitability.

As respectfully conveyed throughout this book, the intangible asset elephant in the
room I repeatedly refer to, if you haven’t surmised already, represents the economic
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fact that more than 80% of most companies’ value and revenue lie in or evolve
directly from intangible assets, but receive far too little attention.

Like most readers of this book, engaging in research—that is, learning about new
and relevant aspects to one’s profession and expertise—is part of our daily regimen.
In the late 1990s, I read a report from the Brookings Institute titled “The Intangibles
Project” with principle investigators Margaret Blair and Steven Wallman. Their work
was subsequently compiled into a book titled Unseen Wealth published in 2001.

I felt so strongly about this research that was still unfolding that I traveled to
Washington, DC, the following week to personally talk with Blair and Wallman. Of
the countless and significant takeaways I received from the original report (1999),
one stood out among all others. There had been a paradigm shift in businesses glob-
ally from tangible assets to intangible assets as the new and overwhelming dominant
source of value and revenue.

At the time, I was an assistant professor at Southern Illinois University at
Carbondale where I thoroughly enjoyed my teaching and research that focused pri-
marily on issues related to corporate security and asset protection. I recognized,
somewhat intuitively, that the findings of Blair and Wallman would, and should, even-
tually bring changes to the corporate security and asset protection profession in terms
of what types of categories of assets corporate security’s attention would be drawn to
that are more for safeguarding and mitigating risks to a company’s intangible assets.
Drawing attention and elevating awareness within the corporate security industry to
intangible assets has become more than a 20-year passion of mine.

Fast forward to 2014, and, for me, it remains both puzzling and frustrating that
this still relatively intangible asset elephant sitting in conference rooms throughout
the world, which consistently produces valuable intangible assets, is largely dis-
missed. Intangible assets are embedded in most companies’ practices, procedures,
and policies from the shop floor, to the corporate suite, and into the board room in the
forms of intellectual, relationship, and structural capital.

Engaging a company’s intangible assets is not an unduly challenging task. Rather,
it’s often a matter of acquiring an operational familiarity with what they are and how
to identify them, unravel them, recognize their contributory value, position them, bun-
dle them, and leverage them, all as a prelude to building and extracting sustainable
value, revenue, and competitive advantages.

When asked, a significant number of management teams I engage with, will
acknowledge varying degrees of familiarity with intangible assets, but they emit
signals that suggest, for a host of reasons, they still remain somewhat shaky
about developing and executing the necessary strategies to engage and exploit
these assets. Or perhaps worse, in my view, they remain unconvinced or dismis-
sive about how their intangible assets can be effectively utilized and exploited to
elevate value, develop sources of revenue, and achieve long-term profitability and
sustainability.
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INTANGIBLE ASSETS FREQUENTLY FALL UNDER CONVENTIONAL
MBA/CPA RADAR

In my own assessment, having been in academia full time for more than 25 years,
I find this predicament, at least in part, attributable to conventional university busi-
ness management, marketing, accounting, and the overall MBA curricula, which
generally does not include reference to or examination of intangible assets. Or,
if the curricula or a particular professor does address intangible assets, they are
infrequently characterized as the permanent and irreversible components to the
knowledge-led economies that we are in the midst of.

In addition, in accounting curricula particularly, intangible assets are frequently
lumped into the proverbial accounting (balance sheet, financial statement) catch-all I
refer to as “goodwill” and seldom, if ever, singularly distinguished. In large part that
is because, as unfortunate as it may be, internally produced intangible assets are gen-
erally not publicly reported.

To paraphrase Dr. Deming’s sage advice of the last century, if it can’t be mea-
sured, it can’t be managed. This appears alive and well in companies around the globe
with respect to intangible assets. So, it’s certainly not a stretch to assume that many
management teams sense that if intangible assets’ value is not required to be reported
on either balance sheets or financial statements, why bother with their management,
stewardship, oversight, or valuation?

On the other hand, externally acquired intangible assets are reported differently
on balance sheets and financial statements, but generally they’re not differentiated
in ways that management teams can readily recognize and distinguish their contrib-
utory value. Management teams should recognize, however, that company balance
sheets and financial statements possess a “rearview mirror” orientation. That is,
they are essentially historical documents representing what occurred in the previous
quarter or year, whereas intangible assets constitute consistent and forward-looking
value points for a company.

That said, I still routinely encounter extraordinarily talented, experienced, and
highly successful business persons and entrepreneurs who lack an appreciation for the
intangible assets they have developed. In fact, in many instances, otherwise extremely
astute business persons and entrepreneurs do not recognize intangible assets exist in
forms other than goodwill or, worse, assume intangible assets are synonymous with
intellectual properties like patents, trademarks, and copyrights.

To be sure, goodwill and reputation are critical elements to any company’s intangi-
ble asset portfolio because of the significant value and competitive advantages attached,
something that firms like BP, Massey Energy, Toyota, and the financial services sector
each independently incurred significant reputation risks due largely to what plaintiffs
argue is negligence, that is no adhering to oversight regulations, poor or nonexistent
risk management, or purposeful delays in notifying consumers or employees of poten-
tially dangerous situations. That is, their goodwill and reputation can fall dramatically
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overnight when certain risks that have been overlooked, dismissed, or not effectively
addressed materialize in front of people throughout the globe. For example, with the
aforementioned companies, their goodwill and reputation took substantial, long-lasting,
and, in some instances, irreversible nose dives, primarily because key intangible assets
were given short shrift in their risk management and oversight practices.

INTANGIBLE ASSETS ROUTINELY COMPRISE MORE THAN 80% OF MOST
COMPANIES’ VALUE AND REVENUE

But still, what’s amazing, and frustrating, is that even though the economic fact that
intangible assets routinely comprise more than 80% of most companies’ value and
source of revenue today, there remain significant percentages of management teams
who are quick to dismiss them and reluctant to engage them. Again, this may have to
do with their lack of physicality, or interpreting them as mere addendums to or syn-
onymous with intellectual property as already stated.

A frequently used reason I have heard, however, is the absence of consensus or
standardized procedure by a routinely enforced regulatory agency mandate to report
or account for the value and performance of intangible assets.

MANAGEMENT TEAMS’ SELF-DEPRECATING PERSPECTIVES ABOUT
INTANGIBLE ASSETS

Interestingly, on numerous occasions I have heard company management team
members express self-deprecating perspectives about any intangible assets their
company may produce or possess. This suggests to me, there remain a substantial
number of management teams that sense they are not engaged in or far removed
from the globally universal intangible asset driven business economy where intan-
gibles can be sources of value, revenue, and competitive advantage.

A partial reason for this is that conventional (company) management education
and training influences business persons to assign specific dollar values to assets,
intangible or otherwise, albeit largely subjective. However, assessing the (dollar)
value of intangibles as standalone assets routinely overlooks the assets’ contributory
value, i.e., how they collaboratively contribute to other intangibles, e.g., efficiencies,
competitive advantages, etc.

Just as frequently overlooked, misunderstood, or misrepresented is the reality
that for conventional intellectual property protections (e.g., patents, copyrights, and
trademarks), they are no longer consistent indicators of company value, and they can
advance a company (economically, competitively, etc.) only so long as the holder can
sustain control, use, or ownership, and monitor the value, materiality, and risk to those
assets. The holder is solely responsible for their safeguarding against illegal acts such
as misappropriation, infringement, and counterfeiting.
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PARADIGM SHIFT TO INTANGIBLE ASSETS IS NOT A “BuUBBLE” THAT WILL BURST

It’s an equally grave error when I hear members of a company’s management team
trivialize intangible assets and the knowledge-influenced global economy and business
transaction environment as being merely constituting new, but temporary marketing jar-
gon, or condescendingly characterize the intangible assets’ phenomena in a “bubble”
context that will soon burst, similar to the U.S. housing market in 2005 and 2006.

Readers can be assured that the knowledge-based economy and business transac-
tion environment will not disappear or reverse itself. It’s here to stay. Ever-changing
and advanced technologies and the intellectual, relationship, and structural capital that
a steadily rising percentage of companies globally are comprised of will ensure its
longevity.

Any individual who started a career in business prior to the start of the so-called
“technology era” (we’re now in the “knowledge/intangible asset era”) has by now
experienced firsthand the very real and significant shift from tangible asset-based
economies like manufacturing, to economies and transactions overwhelmingly domi-
nated by intangible assets where proprietary knowledge, know-how, and intellectual
capital reign supreme.

Today, it’s fair to say, significantly more companies are founded on and underwrit-
ten by an idea, bundles of highly specialized expertise, a forward-looking (visionary)
capability, and proprietary know-how, each of which are intangible assets!

THERE’S NO BETTER TIME TO ENGAGE YOUR COMPANY’S INTANGIBLE ASSETS

If your company has been adversely affected by this prolonged economic downturn,
which it’s highly likely it has, there may be no better time or no better use of one’s
time to take the time to learn more about intangible assets, how to develop them, and
the various strategies to exploit them.

This is just one reason why I urge readers to utilize this book as a timely and prac-
tical resource to achieve operational familiarity with the still present intangible asset
elephant sitting patiently in conference rooms everywhere awaiting action. That is,
before electing to pursue a more drastic or less desirable, and quite possibly irrevers-
ible, survival-based option that numerous companies have already taken.

Hopefully, but humbly, there is growing evidence that more business operation,
legal, accounting, security, and risk management professional communities are on the
cusp of more fully engaging their respective responsibilities related to the intangible
asset arena. Respectfully, for many, there remains much to learn though, not just from
a definitional perspective, but how intangible assets interact and influence a particular
industry sector, and its stakeholders, shareholders, and the overall competitiveness of
a company, including its market space, and measuring asset performance, relevance,
and contributory value.
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Now may be the perfect time for management teams to seriously and aggres-
sively delve into the intangible assets their companies are producing or have acquired
and figure out how they can best be utilized for both economic and competitive-
advantage gains.

Intangible Assets Require Regular Management
and Monitoring

When intangible assets are not effectively and consistently managed, overseen, and
monitored, they, along with their intellectual-property first cousins, become even
more vulnerable to compromise, misappropriation, infringement, counterfeiting,
value erosion, and competitive-advantage undermining. This is because conventional
forms of intellectual property protection (e.g., patents, trademarks, and copyrights) no
longer serve as deterrents or safe harbors, and sophisticated networks of data min-
ing and business/competitor intelligence are increasingly predatorial with their tar-
geting of valuable intangible assets laced with know-how that shortens the distance
and resources required to be propelled from a start-up to a thriving global competitor.
When these and other risks materialize, the contributory value of a company’s intan-
gible assets can, almost instantaneously, go to zero!

It’s essential that business management teams globally recognize that, in most
every conceivable type of business process, circumstance, or transaction, intan-
gible assets will inevitably be in play and, therefore, at some form of risk. In
today’s increasingly predatorial, globally competitive, and “winner takes all” busi-
ness transaction environments, most vulnerabilities left unchecked will inevitably
materialize and result in substantial asset value being lost or undermined. This can
also create adverse effects to things like reputation and competitive advantages
that will cascade throughout an enterprise, affecting its consumers and stakehold-
ers. When this occurs, most companies’ sustainability and survivability will be on
the line.

Intangible Assets Are Not Theoretical Musings Only to be
Embraced in University Lecture Halls

The fact is, intangible assets are permanent and valuable components to most busi-
nesses and serve as strong underliers for profitability and sustainability for today,
tomorrow, and the foreseeable future!

To readers who start reading this book with a sense of skepticism about intan-
gible assets and the principles and strategies available to help management teams
build, safeguard, and deliver value from them, it will be pointed out the value those
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assets can potentially deliver, the competitive advantages those assets can create, and
the threat if those assets are never realized and that they will become diluted, under-
mined, impaired, or irrevocably lost if they are dismissed or left unengaged and
unmanaged.

More specifically, the relevance and contributory value of intangible assets should
not be considered as mere theoretical musings or rhetoric more for university lecture
halls than management conference rooms. To be sure, the 21st-century’s intangible
asset—dominated economies and the companies so engaged demand best practices
with respect to intangible asset management, oversight, stewardship, and utilization
being integral to the repertoire of fiduciary-related tasks and responsibilities already
being assumed.

In other words, know-how—that is, intellectual, structural, and relationship
capital—represents economic and competitive-advantage power today, but again,
only if the holder can effectively safeguard and sustain the necessary control, use,
and ownership, and monitor the assets’ value, materiality, and risk throughout its
respective life cycle. Put simply, the intangible asset elephant cannot and should not
continue to be overlooked or dismissed. After all, how can one walk into any con-
ference room no matter how large and not see an elephant?

So, in the chapters that follow, readers will become thoroughly engaged in
intangible assets and learn the importance of identifying and aligning them with a
company’s core mission to build and extract value.

I know from experience, many experienced management team members will find
much of the preceding to be the easy part. The hard part is getting intangible assets
onto management team radar screens and agendas. So, while some teams may still not
consider it a priority or a particularly worthy use of their time right now to pay atten-
tion to and act on their intangible assets by learning how to squeeze (i.e., leverage)
value from them, this book will hopefully change their mindsets. Engaging a compa-
ny’s intangible assets now may well become an exercise that produces the necessary
multipliers and underappreciated or unidentified options for companies to not merely
stay afloat, but be profitable, sustainable, and viable for the foreseeable future.

Therefore, please take these perspectives with you while reading this book:

m Intangible assets have become the new “raw materials™ for business profitability
and success.

m Intangible assets are powerful and valuable assets that management teams need
to engage.

m More companies today are being defined by how effectively they manage,
deploy, and convert their intangible assets into value and revenue.

m Regardless of a company’s size, the nature of its business, its maturity, or its
geographic location, all companies produce, possess, and use intangible assets.
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m The increasingly competitive global business transaction environment makes
identifying, managing, and developing strategies to convert intangible assets
into revenue and deliver value and sustainability a critical fiduciary imperative.

m Developing and using intangible assets are business decisions, not solely legal
or accounting processes.

B Relevantand Forward-Looking Model

I am, first and foremost, an intangible asset strategist, risk specialist, and respect-
ful educator and collaborator on matters related to intangible assets. The proactive
perspectives expressed throughout this book collectively form a highly relevant
and proactive model for the stewardship, oversight, and management of intangible
assets. This is a model in which management teams and other business decision
makers, regardless of company size or industry sector, can execute as a starting
point to achieve more effective, profitable, and challenge-free transactions when-
ever and wherever intangible assets are in play.

This book is a culmination of over 25 years of professional consulting, univer-
sity teaching, continuous research, interactions with hundreds of colleagues and
business leaders globally, and publishing on matters related to intangible assets
and their close cousin, intellectual property. My consulting engagements, media
appearances, and research have focused on identifying, assessing, safeguarding, and
managing risk; conducting intangible asset due diligence, and facilitating company
transaction cultures designed to enhance intangible assets’ contributory value.

In today’s world R&D and business transactions are routinely conceived, shaped,
and driven by the interconnected flow of data, information, and intellectual capital
(intangible assets). This makes it all the more important that the rightful holder of those
assets be consistently positioned to realize the full economic and competitive-advantage
benefits that the assets are capable of delivering. One requisite for doing this begins by
having practices, policies, and procedures in place to sustain control, use, and owner-
ship, and monitor the assets’ value, materiality, and risk.

To be purposefully redundant, intangible assets are irreversible and valuable fix-
tures in most businesses and transactions they routinely engage in.

B Global Business Perspective

Throughout the research and writing of this book I endeavored to be consis-
tently conscious that it not be conceived solely from a U.S.-based perspective, but
rather from a global business perspective. That is because there is truly a global
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universality to intangible assets, particularly with respect to the requisites for iden-
tifying, assessing, valuing, managing, utilizing, exploiting, and safeguarding.

Global universality does not translate however to a one-size-fits-all approach to
their stewardship, oversight, and management. Instead, experience clearly conveys
that most companies—irrespective of their country registration, industry sector, or
boundaryless market space—frequently possess distinctive applications, interconnect-
edness, and utilization of intangible assets that require nuanced approaches to their
management and exploitation to achieve the most effective use, greatest value, and
strongest competitive advantages.

To address such nuances, a very practical approach is advocated throughout the
book regarding intangible asset management and use, which I respectfully refer to
as “what fits best, tends to work best.” More specifically, processes, procedures, and
practices for developing, nurturing, and exploiting intangible assets that fit best for a
company and its culture, will usually work best!

B Reluctance, Hesitancy, and Indifference

To management teams and other stakeholders who remain unconvinced, dismissive,
or reluctant to engage their company’s intangible assets, this book will point out
strong rationales for doing so.

While it’s true that the global economy is now overwhelmingly derived from
intangible assets, it remains, in my view, in its early stages, and some might even say
its infancy. There is simply no denying the rising relevance and contributory value of
intangible assets. This unforgiving business reality makes it, at best, unwise to char-
acterize intangible assets as merely theoretical rhetoric or new marketing business jar-
gon that will soon fade and give way to other business buzzwords and concepts.

B Multitasking, Time-Constrained Readers

Multitasking, time-constrained readers do not have to veer outside their profes-
sional domains of expertise to capture and apply the various principles and strategies
embedded throughout this book. Instead, this book is designed to build on reader’s
expertise by adding challenging, relevant, and forward-looking dimensions. And, the
book can be read in sequence or by selecting particular chapters that address a current
challenge, circumstance, or risk.

In each instance, I am confident readers will learn what intangible assets are and
what they aren’t, and achieve confidence in identifying, unraveling, assessing, safe-
guarding, and profitably utilizing intangible assets in a range of professions and
(business) transactions. In particular:
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m  Corporate suites: CFOs, CIOs, CROs, CTOs, CMOs, CKOs, CSOs, and IP
counsel.

B Knowledge-intensive, intangible asset-driven companies: Institutions and organiza-
tions engaged in highly competitive and time-/asset-sensitive R&D environments
in which intangible assets will inevitably be in play.

m Professional and personal development: In disciplines that intangible assets
play increasingly significant roles: risk management, marketing, public rela-
tions, human resources, sales, financial services, strategic planning, accounting,
information assurance, IT security, auditing, accounting, investment banking,
venture capital, insurance, due diligence, continuity/contingency planning, and
organizational resilience, engineering, security, logistics, serial entrepreneurs,
and intellectual property insurance.

m By job function: For example, merger and acquisition teams, due diligence
teams, business unit heads, project leaders, product developers, systems devel-
opment, strategic planning, process improvement, and R&D administration.

m Forward-looking doctoral and graduate students: Those who recognize the
requisites for effectively managing knowledge-intensive businesses and orga-
nizations requires the acquisition of strong skills, insights, and operational
familiarity with intangible assets.
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B The Impetus for Producing Genuine Value

Intangible assets can be the impetus for producing genuine and sustainable value
to companies. In most instances, this will only occur when management teams and
other decision makers and stakeholders recognize, understand, and set viable strate-
gies in motion to effectively and efficiently utilize their intangible assets.

This entails identifying them, unraveling them, investing in them, position-
ing them, leveraging them, managing them, and putting best practices in place to
sustain their control, use, and ownership, along with monitoring their value and
materiality.

Admittedly, there are parts of this book that may require, for some readers,
genuine study and reflection. The readers’ payoff is understanding the relevance
of intangible assets and being able to more confidently and effectively execute the
many practical concepts that will unfold throughout.

Above all, I wish to avoid the status quo where many management teams remain
dismissive, in the dark, or skeptical about how to identify the intangible assets their
company produces; how to value them; how they can be positioned, leveraged, and
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value extracted; and, perhaps most important, the necessity to protect, preserve con-
trol, and monitor the value of those assets (Anston, 2007).

l Have You Ever Thought About It This Way?

Why is it that:

®  You can probably pinpoint the precise time of day your desk stapler went miss-
ing, but you’re absolutely clueless about the status, stability, sustainability,
defensibility, and value of your intangible assets, intellectual property, trade
secrets, and proprietary know-how and competitive advantages?

m  You will entrust your most valuable intangible assets, business practices, and
trade secrets to people or employees you only say hi, goodbye, and thanks to at
the office or local copier center?

® Most companies learn about the value of their misappropriated, compromised,
or infringed trade secrets, proprietary know-how, intangible assets, and intellec-
tual property by asking legal counsel what their fees will be to try to get them
back?

If you assume that:

® Your most valuable intangible assets, know-how, and competitive advantages
are protected by IT security, nondisclosures, and noncompetes, try listening to
cell phone conversations in hotel lobbies and airport lounges, or glance at the
laptop screen of the person seated next to you.

m  Your ideas and innovations are adequately protected because a patent has been
issued, its time you learned about global data mining, business intelligence, and
information-brokering operations, or just go to www.globalfleecemarket.com and
see your company’s products, ideas, and competitive advantages in counterfeit/
pirated form.

m No one is interested in your strategic planning, client lists, pricing strategies,
research, and business practices, why are there more than 19 university pro-
grams in the United States and Canada plus hundreds of seminars conducted
globally to train people in the art and science of collecting and analyzing busi-
ness and economic intelligence?

Think about the time, not that many years ago, and the conversations that must
have occurred in the R&D laboratories of Toyota when they were conceiving their
Prius automobile. I have little doubt at roughly the same time GM and Ford were
still thinking about what to name their newest and ever-the-more-larger sport utility
vehicle (SUVs) and churning out those SUVs at record paces. By the time GM
and Ford woke up and began retooling, redesigning, and laying off thousands of
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workers, Toyota’s Prius brand was well established with commensurate image,
goodwill, and loyalty, and now they literally own that market space.

So today is a great time for management teams in all industries to consider
“taking a page” from the Toyota Prius playbook and thinking about their equivalent
products. In other words, thinking about how their products can produce beneficial
intangible assets, i.e., a prius effect.

But still, management teams must ask the right questions, for example:

m  Where do our company’s intangible assets lie?

m  What type of planning is necessary to identify and unravel our company’s intan-
gible assets?

m How does our company make money or extract value from its intangible assets?

Is it really worth our time?

m How long will it take before our company sees evidence of a return from its
intangible assets?

For starters, management teams may want to think about it this way: the effective
stewardship, oversight, and management of intangible assets can be the difference
between looking forward and looking through a rearview mirror. Stewardship, over-
sight, and management of a company’s intangible assets are an investment that can
produce revenue and competitive advantages—in other words, “the Prius effect”!

So, if a tree falls in a forest when no one is around, does it make a noise?
Similarly, if a company’s asset is intangible—that is, it can’t be seen or physically
touched—how can it tangibly contribute to that company’s value, revenue, profits,
margins, reputation, image, goodwill, and competitive advantages?

While we clearly know the answer to the first question is yes, the answer to the
second question sometimes appears less clear. This chapter will help unravel the
answer for readers.

B Economist Intelligence Unit Survey

A few years ago, the Economist Intelligence Unit (2003) conducted and published
a survey (commissioned by Accenture) in which senior executives from companies
around the world were asked to share their views on the management of strategic
assets, both tangible and intangible.

Not surprisingly, 94 of the 120 respondents said that “managing intangible
assets and/or intellectual capital is an important management issue.” Despite that
forward-looking testament, a significant majority of the respondents said they “did
not have a robust system in place to measure and manage the performance of intan-
gible assets,” even though nearly half of the respondents readily acknowledged that
the stock market rewarded companies that invest in intangible assets.
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In my experience, a healthy starting point to remedy these perplexing survey
responses would be to bring more business and economic clarity to intangible
assets for global management teams to aid them in recognizing precisely what
intangible assets are and what they aren’t. They need to be able to identify and
distinguish intangible assets and assess their contributory value and competitive
advantages they produce.

Two additional and perhaps larger points are worth making. The first is there is
an inference embedded in surveys like this that intangible assets remain the prov-
ince of large, Fortune 500 multinational corporations. There is nothing further
from the truth. The reality is intangible assets are literally embedded in most every
company, ranging from start-ups, to university-based spin-offs, to SMEs (small,
medium enterprises), as well as to mature firms. Intangible assets have little, if
virtually nothing, to do with a company’s size or industry sector. It’s truly not a
case of size matters! Rather, it’s a matter of management teams being intellectually
and operationally clear on what intangible assets are, and actually recognizing what
intangible assets their company possesses, produces, and/or has acquired.

Second, most issues today related to or affecting a company’s intangible assets
have moved from being merely voluntary (we’ll do it if we have time) to truly con-
stituting obligations, if not fiduciary responsibilities, for management teams. Either
way, intangible assets warrant consistent and well-conceived stewardship, over-
sight, and management.

Intangible asset management is defined here as consistent stewardship, over-
sight, and monitoring of the assets to ensure control, use, ownership, and value are
sustained indeterminately, but particularly throughout the assets’ life, value, and
functionality cycles, or otherwise reflect the assets” owner’s will.

However, when management teams are dismissive of the economic fact that
more than 80% of their company’s value, sources of revenue, and sustainability lie
in intangible assets and the execution of effective asset management, it’s unlikely
they will find many sustainable economic benefits, competitive advantages, or effi-
ciencies flowing to their company from these assets.

Responsibilities underlying effective intangible asset management include:

m Identifying and unraveling the origins and development of internally developed
assets, as well as those acquired externally.

B Assessing key assets relative to, among other things, their contribution to
company value, revenue, competitive advantages, and reputation.

m Ensuring the assets are integrated with the company’s core mission and strategic
objectives.

m Consistently monitoring the assets to determine if erosion or undermining
of their value or competitive advantages has occurred or reputational risk has
elevated.
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m Ensuring intangible assets are part of routine management discussions to con-
sider ways to make the assets more revenue-value useful, increase their attractiv-
ity to investors, leverage the assets to enhance market position, utilize the assets
to achieve greater competitive advantages, and create operational efficiencies.

Unfortunately, all too frequently the contributions and competitive advantages
intangible assets deliver to a company are overlooked, neglected, or outright dis-
missed. There are a variety of reasons for this, some already conveyed, but the
larger one may well have to do with their lack of physicality, or as I sometimes
refer to it the proverbial “can’t see the forest for the trees.”

That is, while intangible assets are openly and routinely embedded in many
company operations, processes, and functions, they are also frequently taken for
granted, leaving them unrecognized for their contributory value, and thus they fall
under conventional MBA-oriented radar that in many instances still tends to focus
on tangible assets.

Achieving operational familiarity with a company’s intangible assets will pro-
duce numerous multiplier effects for the company along with risk mitigators.
Examples include:

® Adding predictability to business transaction outcomes by being positioned to
assess factors such as assets’ stability, fragility, sustainability, and defensibility
that, in turn, elevates the probability for sustaining their control, use, ownership,
and value pre- and post-transaction.

m Reducing the vulnerability and criticality to costly, time-consuming, and
momentum-stifling legal challenges and disputes through early recognition of
circumstances like adverse acts and events that can ensnare or entangle intan-
gible assets in circumstances that impede, erode, or undermine their value,
competitive advantages, and overall levels of performance.

m Providing a foundation for more effective use of intangible assets through synergies
and efficiencies, particularly knowledge management programs and balanced score-
card approaches, as well as complying with reporting and valuation mandates under
Sarbanes-Oxley,' FASB 141 and 142, and their European Union equivalents.

m Building a company culture more focused on producing and sustaining intangible
assets and providing timely recognition about their use, performance, ownership,
materiality, value, and risk.

! The Sarbanes-Oxley Act (2002) along with new accounting rules adopted by the Financial Accounting
Standards Boards require publicly traded companies to measure, monitor, and report the value, material-
ity, and financial performance of their intellectual property and intangible assets. Under Sarbanes-Oxley,
CFO’s in particular are charged with making good faith efforts regarding corporate governance through
an effective system of enterprise wide internal controls, self-assessments, and operational familiarity
with intangible assets.
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Developing more effective business continuity and contingency (organizational
resilience) plans by including intangible assets, which paves the way for achiev-
ing a quicker recovery of assets following a significant business disruption or
natural disaster.

Here are some key best practices and related questions that apply to every company,

regardless of size, worth, or industry sector, in terms of managing intangible assets:

Identify the types and categories of intangible assets that exist in your company

as described in Chapter 1.

Identify, examine, and unravel how those assets evolved—that is, their origins.

Determine the assets’ status—that is, their fragility, stability, durability, sus-

tainability, contributory value, ownership, and risk. It’s important to note that

the development and use of intangible assets is routinely tied to human capital

(i.e., employees).

m Determine how or if those assets are or are not being utilized or underuti-
lized within the company.

m Determine specifically how the assets contribute to particular operations,
processes, and procedures.

m Do such linkages contribute to creating and delivering efficiencies, competi-
tive advantages, enhanced customer—client relationships, influencing addi-
tional revenue sources, and strengthening the company’s reputation?

Determine how the use of intangible assets within a company is integrated with

the company’s core strategic mission. In other words, do the intangible assets

directly support the company’s strategic plan and contribute to enhancing sales
of products and services through strong relationship capital?

Under many circumstances, it’s appropriate for management teams to commu-

nicate their company’s intangible asset strategy to employees, along with periodic

follow-ups to embed the strategy as an integral component to a company’s culture.

For management teams, having an operational familiarity with intangible assets

can also deliver favorable multipliers, such as:

Add predictability to business transaction outcomes when intangible assets are
in play by recognizing asset stability, fragility, defensibility, and sustainability.
Elevate the probability for achieving projected returns, sustaining competitive
advantages, and contributing to recognizing asset efficiencies and affirming pro-
jected exit strategies.

Reduce probability of costly and time-consuming legal challenges by recognizing
circumstances that can impede, erode, or undermine transaction value, competitive
advantages, and projected performance.

Develop a more comprehensive business continuity and contingency (organiza-
tional resilience) plan that encompasses key intangible assets.
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The stewardship, oversight, and management of a company’s intangible assets
should no longer be considered passive or optional responsibilities that occur when
there is enough time, when competitors are doing something, or when the govern-
ment enforces a regulatory mandate.

Neither should those responsibilities be delegated to the uninitiated—that is, those
who are dismissive of intangible assets, hesitant to engage them, or convey a noncha-
lant attitude regarding their use. Managing, overseeing, and stewarding a company’s
intangible assets need not be extraordinarily time-consuming or resource-intensive
undertakings. Rather, what’s required upfront is merely being receptive and committed
to learning what intangible assets are and how they contribute to a company’s value.

B Dr. Deming and “All Things Management”

Of all things management attributed to Dr. W. Edward Deming, perhaps one of the
most often cited is the adage “You can’t manage what you don’t measure” (Daines,
2008). As interpreted by most, this adage suggests that unless and until manage-
ment teams can begin to measure what they’re managing, it’s unlikely they will
know if there’s improvement or be able to manage for improvement.

Another lesser-known adage attributed to Dr. Deming is also relevant to the
management of intangible assets: “Running a company on visible figures alone
constitutes one of the seven deadly diseases of management.” Here, Dr. Deming is
pointing out that there are many important things in businesses that must be man-
aged, but not all of them can be effectively managed or measured by relying on
conventional techniques or methods, particularly those associated with the manage-
ment and measurement of tangible types of assets (Hunter et al., 2012).

At the time Dr. Deming’s adages were originally espoused, intangible assets
were hardly on many radar screens in academia or even, it’s probably safe to
say, among the most forward-looking business management teams in the world.
Consequently, it may be doubtful whether Dr. Deming fully appreciated just how
relevant the deadly managerial disease of running a company on visible figures
alone would ultimately become in the latter third of the 21st century as knowledge-
based intangible assets overwhelmingly eclipsed tangible assets as companies’ pri-
mary source of value and revenue.

As most management teams have come to know in the present intangible asset—
dominated global economy, there is no other time in business management and gov-
ernance history when measuring, managing, and monitoring the value of intangible
assets is more necessary or more integral to a company’s success.

However, many management teams continue to seek more efficient, objective,
and standardized techniques to measure and monitor a company’s intangible assets.
Also being sought are more objective techniques to identify and assess fluctuations
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and losses in intangible asset value, along with materiality changes and intangible
asset obsolescence.

As techniques evolve and receive confidence from management teams and the
relevant regulatory agencies, Dr. Deming’s adage to manage what can be measured
will be realized, which, among other things, will allow companies to avoid devoting
time and resources trying to sustain and preserve once valuable and useful intangi-
ble assets that have already experienced measurable losses or obsolescence, or their
competitive advantage value has been undermined or significantly devalued!

This does not mean, however, management teams should summarily cast those
assets aside for a zero return. Rather, in my view, it means, exploring ways those
assets remain valuable and their use could still be leveraged—that is, sell them,
barter them, transfer them, license them, hold them, or bundle them, perhaps with
other assets, to extract as much value as possible.

l Strategic Planning and Intangible Assets

Strategic planning is about communicating a clear, practical, and collaborative
vision about where a company wants to be at some point in the future. An actual
strategic plan will describe specific action steps necessary to achieve that vision, for
example, an assessment of the resources (human, capital, material, etc.) necessary
to execute the plan.

Strategic planners would be remiss if they overlooked the contributions intan-
gible assets make to achieving the success planned relative to a company’s future.
Not factoring the contributions of intangible assets into a strategic plan would leave
significant gaps and would hinder, if not totally obfuscate, the work that went into
developing the plan.

The importance of factoring intangible assets in strategic planning has been ele-
vated in part because of the emphasis placed on intangible assets in Sarbanes-Oxley
and FASB and their international equivalents relative to accounting and reporting
the value of intangible assets and any materiality changes.

An increasingly relevant prelude to company strategic planning is to conduct an
intangible asset assessment, the primary purpose of which is to bring insight and
strategic, business, economic, and competitive advantage clarity to a company’s
intangible assets. This assessment should:

m Identify relevant intangible assets—that is, their creation, utilization, position-
ing, leveraging, and ways to extract value.

m Unravel the assets to assess their stability, fragility, and sustainability to ensure
control, use, ownership, and value of the intangible assets is sustained relative to
the strategic plan’s term.



Managing Intangible Assets 21

m Put in place practices and procedures to protect the assets’ control, use, owner-
ship, and value.

m Assess the assets’ contribution to each transaction a company may engage in,
such as joint ventures, strategic alliances, mergers, acquisitions, etc.

Identifying and assessing intangible assets by an intangible asset strategist and risk
specialist are necessary elements to strategic planning because unlike patents, trade-
marks, or copyrights, there is no certificate issued by the government that states which
intangible assets belong to a company. Also, intangible assets are often embedded,
without fanfare or notice, in a company’s routine operations, processes, and functions.

While strategic planning is about articulating a clear and practical vision of
where a company wants to be at some future point in time, it also describes the nec-
essary action steps for the resources required to execute and achieve the goals and
vision of the plan.

Far too often, company strategic planning as far as intangible assets are con-
cerned falls short on two fronts:

m They overlook the role, contributions, and ways intangible assets can be used
and leveraged to enable the achievement of the goals, objectives, and vision set
forth in the plan.

m They tend to unwittingly focus on a company’s tangible assets while overlook-
ing the underlying foundational value and contributions produced by intangible
assets, which are likely already embedded in various processes, procedures, and
human-intellectual capital.

Still, many strategic planning initiatives tend to see all things tangible by focusing
predominantly on a company’s external environment. Today, business decision makers
would be hard-pressed to argue intangible assets are not relevant to strategic planning.

On the other hand, I do find management teams who are becoming more famil-
iar with and achieving greater confidence in the strategic management and over-
sight of their company’s intangible assets. This includes learning and honing skill
sets that lend themselves to identifying and leveraging intangible assets to enhance
and extract value and competitive advantage.

However, the ability to execute, advance, and sustain competitive advantages is
largely dependent on the foresight and willingness of management teams to ensure
that intangible assets remain routine action items on their respective agendas. For
example, the necessity to produce ongoing tactical-oriented assessments of a com-
pany’s intangible assets, and forward-looking and strategic assessments to project
what intangible assets should be acquired or nurtured as preludes to creating and
underpinning competitive advantages that reflect a company’s over-the-horizon
strategic planning, product and service trajectories and trends, industry and sector
forecasts, and consumer expectations.
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Intangible assets left unmanaged, unrecognized, underutilized, or merely dormant
will obviously produce few, if any, sustainable competitive advantages or deliver any
substantive or lasting value to a company. Doing so will ensure the assets’ value will
erode and become undermined by competitors or economic adversaries alike.

l Strategic and Collaborative Business Decisions

All things intangible, then, should be treated as strategic and collaborative business
decisions, many of which can be leveraged as offensive or defensive weapons to
guide and advance a company (Reitzig, 2004).

To do this, Dr. Nick Bontis (2002) identified five relatively straightforward steps
a company can take:

1. Conduct an initial assessment to identify each intangible asset’s status, stability,
fragility, value, sustainability, and linkages to producing revenue and competi-
tive advantages.

2. Integrate knowledge and awareness programs about intangible assets throughout
the company with linkages to personnel training and evaluations.

3. Integrate best practices to ensure the intangible assets that have been identified
as contributing to value and revenue are sustainable—that is, their value, con-
trol, use, and ownership are effectively safeguarded and preserved.

4. Develop an internal roadmap describing the company’s intangible assets
(i.e., producers, location, value, linkages, contributions, and status), and explore
strategies for how to better utilize, exploit, and leverage those assets through
internal and external collaboration, and align those assets with the company’s
strategic business plan.

5. Monitor processes related to sustaining control, use, ownership, and value of the
intangible assets, and identify gaps and lapses that should be addressed or rem-
edied relative to extracting value.

Anston (2007) consistently emphasizes, as does the Case Business School (UK)
in their research, that the value of intangible assets depends on how they are used—
that is, their context within a company.

B Unlocking Managerial Mysteries to Intangible Assets

There should not be any particular mystery, managerial or otherwise, about best
practices for utilizing a company’s intangible assets. Yes, there is some specialization
that is helpful for identifying and maximizing the value of intangible assets, which
comes from intangible asset strategists and risk specialists as discussed earlier.
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The key managerial “mysteries” about intangible assets that must be overcome
include the reluctance to advocate and develop strategies to measure intangible
assets in relatively absolute terms, and the assets’ lack of physicality—that is, they
cannot be touched or seen in the same manner as physical assets like plants, equip-
ment, and inventory.

To further demystify intangible assets, it’s important to recognize and distin-
guish the three broad categories in which they exist:

m Goods and products of which the value can be established in the marketplace,
such as licenses, franchises, patents, trade secrets, and brand value.

m Competencies that include distinctive and sometimes proprietary processes and
routines, such as know-how and intellectual capital held and practiced by employ-
ees and capable of being created and deployed to the right people at the right time
in ways that deliver competitive advantages, value, and bottom-line profits.

m Latent capabilities that include reputation, image, leadership, innovativeness,
and the capability of the workforce to create, identify, and respond to market
opportunities to accommodate today’s hypercompetitive, aggressive, predato-
rial, and winner-take-all global business transaction environment.

B Intangible Asset “Tipping Point”

Published in a conference’s proceedings, the Intangible Assets and SME’s (2007)
presented that a more forward-looking company through more effective steward-
ship, oversight, management, and reporting of intangible assets carries some degree
of risk, most of which can be mitigated while accruing significant business benefits.

Malcom Caldwell (2002) describes three characteristics in his book The Tipping
Point that I believe are, in many ways, analogous to the current intangible asset
phenomena.

The “tipping point,” Caldwell says, is merely the “biography of an idea” and
the best way to understand the emergence of an idea—in this case, the notion that
intangible assets have universally and irreversibly replaced tangible assets as most
companies’ primary source of value for future wealth creation. Caldwell suggests to
think of the transformation as an epidemic. That is, ideas, products, and messages
spread in a manner comparable to a virus.

Caldwell describes the “tipping point” as the moment when a critical mass, a
threshold, or a boiling point has been reached. With such consistently incontro-
vertible evidence and economic facts emerging from the global knowledge-based
economies that more than 80% of most companies’ value and sources of revenue
lie in or directly evolve from intangible assets and intellectual property, why hasn’t
this reality (i.e., the “tipping point” of recognizing intangible assets) become more
fully embedded in business strategy? Shouldn’t these realities manifest as clear and
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consistent signs that a critical mass—a “tipping point”—has already been reached
and should be exploited?

It’s been noted that intangible assets are not the easiest concepts to articulate or
apply in business contexts. Those unfamiliar with their existence beyond the single
application of goodwill, or are unaccustomed to identifying them and measuring
their contribution to a company’s value, frequently misperceive intangible assets as
representing theoretical concepts best espoused in university lecture halls than in
corporate boardrooms.

For management teams and other stakeholders, the “tipping point” for utilizing
and exploiting intangible assets has indeed arrived and it’s contagious. It’s also the
reality that oftentimes what begins as small causes can spring forward to have a big
effect within companies with positive changes, but perhaps not gradually, but in one
dramatic moment!

B Intangible Assets: The Hand in Front of Our Faces

All too frequently, as noted many times previously, contributions intangible assets
make to a company are overlooked, neglected, or outright dismissed, and some-
times obscured by not knowing precisely where or how intangible assets “fit” on
balance sheets and financial statements.

In many, if not most companies, intangible assets are akin to the proverbial
“hand in front of our faces.” That is, they’re often embedded in a company’s routine
operations, processes, and functions that, in many instances, tend to fall under our
radar.

So, why is it beneficial for business unit managers to acquire a familiarity with
intangible assets? How will such familiarity produce multiplier effects and risk mit-
igators while the primary objective is to position and exploit a company’s intangible
assets to extract as much value and competitive advantage as possible? This objec-
tive can be achieved by creating a level of operational familiarity with intangible
assets to:

m Add predictability to transaction outcomes by being able to recognize and
assess the stability, fragility, sustainability, and defensibility of the assets and
their relevance to achieving projected returns, competitive market position,
anticipated synergies and efficiencies, and exit strategies.

m Elevate the insightful quality of transaction due diligence by recognizing how to
rapidly identify and unravel potentially valuable, revenue-producing assets.

m Reduce the probability that intangible assets will become entangled in costly,
time-consuming, and momentum-stifling legal challenges that can erode or
undermine asset value, performance, or competitive advantages.
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m Contribute to building a company culture that recognizes and is more attuned to
intangible assets, their value, and contributions to sustainability and profitability
by treating them as business decisions rather than solely legal processes.

m Provide a foundation for more effective application of knowledge management”
initiatives and balanced scorecard® approaches.

m Provide a strong foundation for aligning contingency and risk management
planning with strategic business objectives.

m Strengthen the convergence of IT security and intellectual property protection
enforcements to achieve more timely awareness of adverse events or acts that in
turn permits aggressive pursuit of IP rights violations.

Therefore, ensuring control, use, ownership and value of those assets for the
duration of their functional life cycle is the key, in large part due to the assets’
increasing relevance to transactions, joint ventures, collaborations, and various
other forms of business alliances a company may engage in.

Again, unlike an issued patent, trademark, or copyright, there is no certificate
issued by the government that says that the real value of most companies lie in
intangible assets other than intellectual properties, such as proprietary know-how,
branding, reputation, image, and goodwill.

Intangible Asset and Intellectual Property Values
Are Not Static

Intangible asset and intellectual property values are not static! Valuation of those
assets should not be measured using one-size fits all, or snapshots-in-time formats.
Doing so provides little, if any, strategic post-transaction context to asset values. For
the most part, intangible assets tend to be specific to each company and their partic-
ular market space. Once any of those assets are compromised or infringed, however,
their economic value, along with the market position and competitive advantages
they underlie, can begin hemorrhaging immediately, globally, and irretrievably!

2 Knowledge management is a set of practices aimed at discovering and harnessing an organization’s
intellectual resources, fully utilizing the intellects of the organization’s people. Knowledge manage-
ment is about finding, unlocking, sharing, and altogether capitalizing on the most precious resources of
an organization’s people’s expertise, skills, wisdom, and relationships. Knowledge managers find these
human assets, help people collaborate and learn, help people generate new ideas, and harness those ideas
into successful innovations. Typically, knowledge management relies on software that lets employees
contribute what they know and share that knowledge readily with one another (Bateman and Snell, 2009).
3In recent years, a growing number of companies have combined targets for managers into a balanced
scorecard, a combination of four sets of performance measures: (1) financial, (2) customer satisfaction, (3)
business processes (quality, efficiency), and (4) learning and growth. The goal is generally to broaden man-
agement’s horizon beyond short-term financial results so the company’s long term success is more likely.
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Intangible assets and intellectual property are no longer the exclusive ben-
eficiary of conventional IP enforcements or deterrents, largely because the global
infringement, misappropriation, counterfeiting, business intelligence, data mining,
and economic espionage industries have literally become economically, socially,
and culturally embedded in many countries’ GDP. To effectively thwart the global
market influence of counterfeits and pirated products is a long-term and collective
initiative in which companies should not expect to experience a favorably notice-
able change for 5-10 years at minimum.

And, once trade secrets are gone, they are probably gone forever. A com-
pany’s core assets and competitive advantages can be quickly gleaned, analyzed,
and applied by sophisticated and predatorial data mining technologies and rapidly
growing overnight competitive adversaries like infringers, counterfeiters, and infor-
mation brokers. However, few intangible assets have the potential to be recaptured,
reconceived, reinvested, and, ultimately, rebranded if necessary.

In today’s extraordinarily competitive business transaction environments, sus-
tainability does not lie solely in patents and other conventional intellectual property-
centric practices and strategies that tend to frame assets in monetary contexts. That
is, it’s in a company’s interest that their intangible assets build value not solely for
investors and transactions, but also deliver real, long-term strategic value in the form
of multipliers and spillovers that spread throughout a company in the form of tan-
gible and intangible assets.

Another consistent challenge remaining for management teams is recognizing
and respecting the notion that ideas produced and executed internally are likely
to constitute intangible assets. Instead, intangible assets are routinely and uncer-
emoniously embedded in products and services without fully appreciating their
contribution to value, reputation, goodwill, or delivering competitive advantages.
Unfortunately, it’s still likely those sometimes substantial benefits will go unno-
ticed, unrespected, or undervalued and, equally important, unprotected!

These are indeed business management realities today that prompt substantive
changes in business strategic thinking and operations.

Remember

I Ten Facts Management Teams Absolutely Need to

1. It’s an economic fact that more than 80% of most companies’ value and sources
of revenue evolve directly from intangible assets, thus these assets will be in
play and integral to most transactions.

2. Conventional intellectual property protections issued, such as patents, copy-
rights, and trademarks, no longer constitute standalone deterrents to or safe har-
bors from infringers, product counterfeiters, or misappropriation.
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The value, competitive advantages, and efficiencies produced by intangible
assets are often fragile, perishable, and nonrenewable. Once compromised,
full asset recovery is seldom achievable.

The management, stewardship, and oversight of a company’s intangible assets
are often characterized as being the primary domain of legal counsel and
accounting processes. Such conventional perspectives need to be reframed to
include management teams.

The timeframe when a company can realize the most value from their intan-
gible assets is relative to an asset’s respective functionality life cycle.

The growing global universality of regulatory mandates for accounting and
reporting the value, materiality, and performance of intangible assets and their
international equivalents has led to greater transparency.

Intangible assets are increasingly vulnerable to compromise, value erosion,
and undermining. Such risks have risen to the point that management teams
should assume that once an asset has been compromised, economic and com-
petitive advantage hemorrhaging will start immediately and globally.

Many of the risks to intangible assets, such as theft and compromise, are
attributed to highly sophisticated and globally predatorial data mining, open-
source data analysis, competitive intelligence, and state-sponsored industrial
espionage operations.

Techniques and strategies should be developed for structuring business trans-
actions to prevent, counter, and mitigate risks to intangible assets that should
extend beyond conventional audits or business valuation checklists and be
applicable to both pre- and post-transaction contexts.

Intangible asset measurement should be less about how to measure and more
about determining what assets to measure, which assets carry proprietary ele-
ments and competitive advantages, and the interconnectedness of those assets.

Make Intangible Assets Part of the Business
Management Lexicon

One of the more frustrating aspects to promoting awareness of intangible assets is
the sometimes rather obscure language used to actually define intangible assets.

I, like many of my colleagues, have encountered countless circumstances in

which uninitiated management teams, investors, and employees alike, struggle to
make sense of intangible assets, or what the British often describe as the invisibles.
The British characterization of intangible assets is quite realistic and understand-
able because, among other things, seldom, if ever, are intangible assets singularly
reported on company balance sheets or financial statements, that is, unless they’ve
been acquired or “lumped together” as goodwill.
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Still, business decision makers should be hard-pressed to deny the reality that
steadily rising numbers of companies have fewer tangible assets in their inventory.
Instead, their inventory is being replaced with intangible assets!

A glaring reality is that most every company, not just the new, knowledge-inten-
sive ones, through their management teams and employees, create substantial intel-
lectual, relationship, and structural capital. Whether we’re operating a successful
business or conducting a scientific project, we tend to seek a comfort zone com-
prised of facts, figures, formulas, and ratios. In other words, qualitative and quanti-
tative components that with more regularity, constitute the framework for business
decisions and strategic planning. Under these circumstances, most business deci-
sion makers’ comfort zone is fairly easy to sustain because the measurement tools
we are accustomed to using and relying on tend to possess tangible characteristics
wherein a high number or percentage is interpreted one way and a low number or
percentage is interpreted differently.

But sometimes, that comfort zone may be more obscure or fuzzy than we are
accustomed to—that is, intangible. In such instances, management teams are chal-
lenged to push their conventional understanding and decision-making criteria
beyond the tangible to the intangible relative to the relationship and contributory
value the latter consistently delivers to companies and organizations globally.

So, welcome to the specialized, but ever-expanding corner of the information
age and its outgrowth, the knowledge-based economy, wherein intangible assets
now routinely play key roles as contributors to most companies’ value, sources of
revenue, competitive advantages, sustainability, and building blocks for growth and
future wealth creation.

Achieving A More Intangible Asset-Conscious Business
Community

Having taught fulltime in universities for more than 20 years, and now owning my
own business consulting firm, and literally being in the “trenches” daily spreading
the gospel about the importance of intangible assets to management teams repre-
senting all business sectors including university technology transfer, I find an
important and initial step to achieving a more intangible asset-conscious business
community is to bring greater operational clarity about intangible assets, and focus
on the benefits that can readily accrue to companies that identify and effectively
utilize their intangible assets.

However, I find that even experienced, astute, and successful business man-
agement team members seldom utter the words “intangible assets” as part of their
routine business lexicon. However, interestingly, through conversations with count-
less business owners and management team members, I find they can frequently
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identify a variety of companies, across industry sectors, that have effectively cap-
tured and exploited their intangible assets compared to those companies that
haven’t.

Thus, intangible asset strategists and risk specialists who conduct briefings,
awareness training, and consult with companies about their intangible assets should
always be prepared to field an array of skeptical, dismissive, and critical questions,
particularly with respect to asset valuation and contributory value.

Ironically, in the midst of this extended economic downturn, conventional wis-
dom would suggest that company management teams would be seeking and be
receptive to alternative, yet proven strategies to engage and exploit their company’s
intangible assets. The bottom line though is, some management teams find it chal-
lenging to step outside their conventional comfort zones to engage concepts and
strategies that they have not personally tested.

Successful companies are typically run by successful management teams. For
the most part, those management teams are realists and pragmatic risk-takers.
Therefore, quite understandably, they may express some well-intended skepticism
about intangible assets for all the reasons cited in this chapter. However, when such
skepticism translates into companies being restrictively tied to practices and strate-
gies of a tangible asset—based economy versus a knowledge-based global economy,
they’re not likely to experience the growth that they are probably capable of.
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B A New Look at Due Diligence: Focus on Intangible Assets

The due diligence procedures described in this chapter are distinctive in that they
focus exclusively on intangible assets. The reason, as repeated throughout this
book, is that more than 80% of most companies’ value and sources of revenue
today either lie in or evolve directly from intangible assets. Any business transac-
tion due diligence team who overlooks or produces dismissive assessments of
a target’s intangible assets, which are so integral to achieving a desired outcome,
truly fall short of their responsibilities to provide decision makers with the highest-
quality insight.

Most conventional approaches to due diligence do not comprehensively address
intangible assets other than characterizing them in snapshots-in-time value con-
texts. And, seldom, if ever, do existing due diligence processes provide decision
makers with both a current and future context about the status, stability, sustainabil-
ity, vulnerability, contributory value, and defensibility of intangible assets that are
value, revenue, and competitive-advantage components to any merger, acquisition,
or asset transfer.
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Similarly, most current due diligence practices or protocols seldom, if ever, iden-
tify a target’s key intangible assets, unravel their origins, or ascertain their contribu-
tory value in both pre- and post-transaction contexts. Nor do most conventional due
diligence initiatives reveal and then monitor abrupt changes or fluctuations in intan-
gible assets’ status, value, and risk exposure. While each has relevance to a transac-
tion’s outcome, the materialization of risk has many forms that unfortunately are
increasingly frequent and common occurrences in today’s businesses. It can be very
devastating to transaction-initiating companies to not have an effective “heads up”
on these important issues related to intangible assets.

It’s important for readers to recognize that today, the value of intangible assets
and intellectual property seldom remains constant; rather, it can fluctuate and
change, sometimes quite rapidly and for various reasons. Some changes are nefari-
ous, while others are expected consequences to the announcement of a merger or
acquisition. Either way, if due diligence management teams are operationally unfa-
miliar with intangible assets and fail to reveal transaction-relevant characteristics of
their contributory value, sustainability, and risk, it can cause an entire transaction to
return to the negotiating table.

Intangible asset-focused due diligence services constitute a foundation for build-
ing a strong business rationale for management teams to literally reorient their
conventional due diligence processes away from the presumption they are primar-
ily legal, accounting, and auditing functions to being more inclusive and collabora-
tive with financial, security, accounting, auditing, and risk management roles and
inputs. Also, by making business transaction due diligence management teams more
inclusive and collaborative, they will acquire the expertise to conduct their work to
accommodate various types of transactions and their company’s core business strat-
egies—that is, their products, services, and culture. A due diligence engagement
should be collaborative, and not solely a legal, auditing, or accounting task.

Realistically, even though more companies and their management teams have
achieved varying levels of familiarity with intangible assets, there still remain many
that have not. These firms need to strengthen their operational familiarity with
intangible assets as a prelude to formulating and executing strategies to differentiate
the intangible assets they produce and how they are embedded as value, revenue,
and competitive-advantage contributors for particular products and services. High
on this list are intellectual and structural capital.

In this regard, it’s essential that management teams have a clear understand-
ing where the value, sources of revenue, competitive advantages, and efficiencies
of a target company originate and lie both internally and externally. The answers to
these and other equally important questions cannot be found with mere yes or no
responses. Rather, each requires a level of investigatory elaboration that can only be
achieved by performing a due diligence engagement with strong operational famil-
iarity with intangible assets.
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In this chapter, readers will recognize the importance of the following:

m To quickly reach a consensus on the prioritization of resolution strategies—that is,
stop and mitigate further economic hemorrhaging of the assets or elevate criticality.

m To design and put in place particular safeguards to sustain as much intangible
asset value as possible.

m To achieve the first two tasks through collaboration with intangible asset strat-
egists, intellectual property counsel, accounting, security, risk management,
auditing, and compliance.

m For the strategy to reflect the company’s preferences, needs, and resources rela-
tive to trying to reestablish asset value and competitive advantages, and reobtain
control of the contested assets.

B Business Transaction Due Diligence

Experienced business persons would be hard pressed not to assume intangible
assets will invariably be in play in most every conceivable type of business transac-
tion today. Therefore, to exclude intangible assets from any transaction would be a
significant error that would, in all likelihood, pave the way for a less-than-desirable
outcome for the transaction as a whole.

Most business transactions are aggressive, often negotiated in a “winner takes all”
manner. Coupled with that characterization are the asymmetric risks and threats that
are consistently present. Properly conducted intangible asset-directed due diligence
can mitigate, if not remedy, these risks. However, it must be recognized that such
risks, when they materialize, can stifle a transaction’s momentum, undermine inves-
tors’ enthusiasm, and weaken confidence in achieving a profitable exit strategy by
eroding newly projected returns, and ultimately change the entire complexion of the
transaction. At least with a strong intangible asset due diligence, the principals would
have been given a proper warning. So, if the intangible assets’ risks were high, the
principals’ would have the option to cancel the deal, or return to the negotiating table
with evidence to seek and probably receive more favorable terms.

B The Primary Objective

The primary objective for any due diligence undertaking when intangible assets are
in play is to provide superior and relevant knowledge to the principals and alert
them to the status, stability, sustainability, and risks to the about-to-be-purchased
intangible assets. This involves revealing, among other things, the following:

m Overconfident or embellished representations.
m Premature disclosures, open-source leaks, or asset compromises.
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m Entanglements, challenges, or disputes that the assets may have already
succumbed to internally or externally.

m Conducting a business impact analysis relative to any of these risks, but also
including business intelligence and economic espionage initiatives.

Importantly, business transaction due diligence, with its focus on intangible
assets, should go well beyond a conventional checklist mentality. Conventional
checklist types of due diligence seldom provide the principals with insights for
assessing whether the intangible assets are properly positioned and safeguarded
to sustain the deal’s terms, objectives, projected financial interests, and returns, or
cause undue friction that can delay deal closure. Any one of the risks mentioned
here can undermine an investment.

Learning all relevant information about a targeted business should be the primary
objective of the due diligence team and process. Due diligence activities are iterative—
that is, additional information may produce the need to investigate further for clarifica-
tion, or determine other avenues of inquiry are necessary, particularly those involving a
company’s key sources of value, revenue, and competitive advantage—its intangibles
(Mergers & Acquisitions Committee, ABA Business Law Section, 2007).

Savvy due diligence team members who understand the nuances of intangible
assets are essential contributors. They can identify, unravel, distinguish, and assess
intangible assets in a comprehensive and efficient manner that will send a strong
message to a target’s principals, legal representatives, auditors, and valuators.

Acquiring the Real Picture of A Company’s
Financial Health

An often overlooked or dismissed requisite to acquiring a complete picture of a
company’s value, competitive advantages, and financial health is by not closely
examining or assessing the intangible assets a company produces and possesses. As
readers know, balance sheets and financial statements are portrayed as the primary,
sometimes sole, descriptor of a company’s financial health and well-being. Balance
sheets and financial statements constitute a quick sound-bite of a company’s assets
and liabilities, along with describing equity positions of owners or stockholders.

Due diligence today must be far more than a mere review of publicly filed
documents. After all, intangible assets are seldom, if ever, reported on publicly filed
balance sheets or financial statements.

There are three irreversible economic facts and business realities that make it
important to disclose the value of intangible assets on financial statements:

1. Intangible assets are just that, intangible. Translated, this means intangible
assets are not subject to the five (physiological) senses of touch, smell, hearing,
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sight, or taste as tangible assets are, but intangible assets are relevant and valu-
able assets that take many forms, such as reputation, competitive advantages,
intellectual property, branding, etc.

2. A growing percentage of businesses, irrespective of size or sector, operate in
a knowledge-based global economy in which more than 80% of their value,
sources of revenue, and the building blocks of their growth, sustainability, and
profitability evolve directly from intangible assets.

3. Examining a company’s balance sheets and financial statements alone, particu-
larly those that do not report intangible assets, and expect to provide principals
with a sufficiently comprehensive picture of a company’s real financial health,
is misleading because knowledge of intangible assets’ quality, positioning, and
contributory value are critical to making sustainable and lucrative business
decisions!

Craig Woodman (n.d.) points out that, in practice, a company’s balance sheet is
usually formatted with assets at the top, then liabilities, followed by owner’s equity.
Woodman notes that accounting rules stipulate that, on balance sheets, assets are
differentiated as:

m Current assets are business assets that are the most liquid. This means they
can be readily converted to cash, typically within one year. Examples of
current assets are cash and accounts receivable, both of which fund the day-to-
day operations of a business.

m Fixed assets are physical assets and are typically less liquid—that is, they take
longer to convert to cash. Examples of fixed assets are real estate or equipment.

Interestingly, Woodman considers intangible assets as being fixed assets,
because he claims they are difficult to convert to cash.

To Woodman’s credit, I agree that any business management team who genu-
inely wants to know the real economic health of their company are obliged to
assess the contributory value of their intangible assets. However, in my opinion, it
is not that difficult to determine the value of intangible assets, providing one under-
stands and can effectively unravel and track their contributory value.

For example, if I was inclined to purchase a preowned or otherwise used
automobile, my decision to buy or not would be only partially price-based.
The presence of my targeted auto’s maintenance record would provide some
evidence whether the previous owner had the motor oil changed at prescribed inter-
vals and performed other maintenance as suggested in the owner’s manual. So, a
wiser buyer, in my view, should look for and investigate the countless intangible
assets related to a vehicle’s operation, care, and maintenance that can favorably or
adversely impact a vehicle’s life cycle and reliability without incurring extensive
and expensive repairs.
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Again, intangible assets are things that a business produces, possesses, and
delivers, preferably in the form of value, revenue, and competitive advantages.
However, they have no conventional physical features. In due diligence contexts,
all key intangible assets should be unraveled, assessed, and accounted for. In other
words, intangible assets are comparable to the purchase of a preowned automobile,
in which a buyer presumably calculates the benefits that may be realized because of
a lower purchase price. However, absent a comprehensive investigation of a vehi-
cle’s maintenance record, a buyer may experience frustrating and expensive repairs
that not only minimizes the owner’s sense of reliability, but may also cause the
buyer to wonder if their decision to buy was not just hasty, but totally wrong.

Intellectual property audits, for example, are intended to ascertain the legal status
and defensibility of a company’s patents, trademarks, copyrights, etc. If an intellec-
tual property auditor, usually conducted by an attorney, is sufficiently experienced
and so inclined, the audit may also include looking for evidence of misappropria-
tion, infringement, compromise, asset devaluation, undermining, or erosion. Most
conventional approaches to conducting intellectual property audits resemble snap-
shots-in-time descriptions of a specific asset’s status. In other words, conventional
intellectual property audits are time bound and do not reflect or project an asset’s
vulnerability to asymmetric risks and the real probability of the materialization of
risks that will cause adverse circumstances.

B Highly Proactive Approach to Due Diligence

Company strategies to safeguard, sustain, and monitor the value of intangible assets
must recognize these global business realities:

m There is a constant stream of new players entering the business trade and
transaction arena, and some are doing so legacy free—that is, absent any par-
ticular bond, allegiance, or respect for conventional intellectual property rights.

m Increasingly sophisticated and predatorial data mining technologies can instan-
taneously capture and analyze innovation at increasingly earlier stages of its
development.

MITIGATE POTENTIAL FOR PROBLEMS, DISPUTES, AND CHALLENGES BY
CONDUCTING AN INTANGIBLE ASSET-FOCUSED DUE DILIGENCE AND
BUSINESS IMPACT—CRITICALITY ANALYSIS

An initial step to favorably position a company’s intangible assets and proprietary
competitive advantages and intellectual property in a transaction is to conduct due
diligence that incorporates a business impact—criticality analysis. Criticality is
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defined here in the context of a company experiencing a negative event or act and
determining the impact it will have on the company’s ability to continue to func-
tion and return to a state of operational normalcy within a reasonable time period.
A return to operational normalcy would, in most instances, be dependent on its
ability to actually recover its competitive advantages, reputation, and intellectual,
structural, and relationship capital.

An intangible asset-focused due diligence becomes a thorough, systematic, and
company-specific process to determine the status, stability, defensibility, value, vul-
nerability, and recoverability of the intangible assets that were adversely affected by
a negative event or act. The ravages of Hurricane Katrina in New Orleans and along
Mississippi’s coastline along with Hurricane Sandy’s devastation of New Jersey’s
coastline and lower Manhattan and surrounding boroughs are relevant examples.
In both of these incidents, there was significant loss of physical assets (i.e., life and
property), but the intangible assets related to human resiliency of people desiring to
return to those devastated areas to rebuild or vacation are also critical.

I recall giving numerous talks about intangible assets in the months following
Hurricane Katrina. I would respectfully describe New Orleans being noted for its
food, restaurants, the gayety of the French Quarter, the trolley line, the river walk,
the lower ninth ward, and, of course, the accompanying culture, most of which
received significant damage or total devastation. Again, the physical damages, loss
of life, and horrid conditions thousands of residents had to endure for months, cou-
pled with the rapid migration of residents elsewhere, appeared at times to be assets
that would be forever lost. However, the resiliency of the city to recover, obviously
with much aid and assistance, laid the foundation for the important and attractive
intangible assets to return to the point that New Orleans, with notable exceptions,
has reattained operational normalcy.

So, in addition to identifying and assessing elements of company resiliency, a
key purpose of integrating a business impact—criticality analysis exercise as a part
of an intangible asset-focused due diligence engagement is to ensure the principals
receive comprehensive information and insight regarding the intangible assets of
resiliency. The business impact—criticality analysis achieves this by distinguishing
those intangible assets that can sustain the projected objectives, returns, and exit
strategy under particularly extreme circumstances in which misappropriation, busi-
ness intelligence, infringement, compromise, counterfeiting, and other risks are
likely to materialize, sometimes very rapidly and simultaneously.

Important starting points for determining this higher level of intangible asset
due diligence include the following:

m Sift through and unravel a company’s operational intellectual, relationship,
and structural capital and other relevant intangible assets and put in place, as
needed, practices to sustain control, use, and ownership, and monitor asset
value, materiality, and risk.
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Identify risks and vulnerabilities to key valuable intangible assets that, when
incurring risk, can entangle the assets as preludes to costly, time-consuming,
and momentum-stifling legal disputes or challenges.

Identify internal clusters of intangible assets and competitive advantages and
assess their contributory current and future value and the adequacy of safe-
guards to sustain that value when certain risks materialize.

Alert management teams to vulnerabilities in asset safeguards and value preser-
vation that warrant attention prior to a transaction closure.

Bring operational and economic clarity to the targets’ management teams
regarding the intangible assets, company culture, and competitive advantages
integral to a transaction’s desired outcome.

Identify effective asset safeguards and value-preservation measures that reflect
a transaction’s rationale and are aligned with the buyer’s strategic business
plan, deal objectives, projected returns, exit strategy, and life cycle of the assets
themselves.

QUESTIONS THAT MuST BE ADDRESSED PRIOR TO DEAL CLOSURE

During the early stages of negotiating any business transaction in which intangible
assets are in play, the due diligence team should address the following questions,
which are not presented in any particular sequence. The questions do, however,
incorporate a range of circumstances, sectors, products, and services. Intangible
asset-focused due diligence teams are encouraged to not accept any question as it
stands; rather they should consider the necessity for and ways that a question could
be reframed to address nuances of specific engagements or circumstances.

1.

What is the company’s threshold for asset loss of its competitive advantages and
other intangible assets?

How quickly (days, weeks, months, etc.) will the company “feel” a material-
ized risk as an economic or competitive advantage loss, affecting its intangible
assets?

What, if any, will the degree of breadth or permanency of loss be if key intangi-
ble assets are misappropriated, infringed, or counterfeited relative to the costs of
trying to recover them reasonably intact and rebuild stakeholder and consumer
image, goodwill, reputation, and trust?

Which, if any, specific elements of a company’s intangible assets exist in open
sources or purchased off-the shelf?

What is the degree of global universality of the company’s services, products,
systems, or component parts? That is, do the products and services and the con-
tributing intangible assets have alternative applications? If so, what is required for
their adaptability? Are there any known dual-use (e.g., civilian, defense) aspects?
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6. Are there particular barriers or requisites to product launches by infringers or
counterfeiters to produce, distribute, and sell any counterfeited company prod-
ucts or services, whole or in part? That is, do initial investment, special facili-
ties, equipment, technologies, skill levels, or supply of workers compete with
other counterfeiters?

a. Will counterfeiters require specific access to or theft of proprietary know-
how, a photograph of a prototype, or merely the legitimate purchase of an
authentic version for reverse engineering?

b. What, if any, is the degree of deception that needs to be built into a coun-
terfeited product to accommodate regulatory oversight without adversely
affecting consumer confidence in or demand for the product?

¢. Do infringers merely need to produce a reasonable look alike or an exact
replica?

d. Are there levels of consumer tolerance or expectations of quality required in
a counterfeited product?

e. Is the craftsmanship of counterfeits transparent/ Can consumers make
adjustments to the counterfeited product to elevate its appearance of
authenticity?

7. What is the ease and speed with which counterfeits can be distributed and legiti-
mately enter consumer supply chains?

8. What is the cultural (e.g., business, legal, government) tolerance regarding
infringement and counterfeiting in a host country where a company’s business
transactions will occur?

a. What is the overall importance attached to intellectual property rights in the
host country?

b. Do intellectual property laws in a host country carry inconsequential penalties?

c. Does a political will exist in the host country to aggressively and consis-
tently enforce intellectual property rights and aggressively pursue infringers
and counterfeiters?

d. Are there statutory requirements in the host country that impede investigation
or enforcement of intellectual property rights violations—that is, a particu-
larly cumbersome, time-consuming, or costly process?

e. If extreme counterfeiting conditions occur in a host country, what is the
company’s tipping point? Will it be prudent to have a rapid country exit
strategy in place?

f. Will the company be able to build other competitive advantages in the host
country, globally, regionally, and in the United States?

9. Do contractual, statutory, and regulatory requisites exist in the host country’s
intellectual property law and its administration that affect the speed, complete-
ness, and length of time it will take to fully execute a country exit strategy,
resulting in additional economic losses?
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10. How are existing global levels of counterfeiting affecting the company now
in terms of operating capacity, manufacturing costs, pricing, sales, revenues,
margins, and demand by consumers?

11. If large-scale counterfeiting does occur, what, if any, affect will this have on
the company’s material value of intangible assets?

a. What actions will be necessary to correct the breach and how much will
the remediation cost?

b. Will the fact that a publicly traded company must report the value of its
intangible assets cause any changes relative to its legal standing to bring a
civil or criminal action?

If a transaction or due diligence team overlooks or dismisses a company’s intangi-
ble assets, like those embedded in each of the preceding questions, it’s tantamount to
excluding precisely how and where value, sources of revenue, and sustainability orig-
inate or will be created. Thus, if the due diligence management team is dismissive of
intangibles that are effectively underwriting a transaction, it’s fair to say it’s time to
either change the composition of the team and quickly engage them in relevant train-
ing to achieve the necessary level of operational familiarity with intangible assets.

B Benefits of An Intangible Asset Strategist

As readers know, there is an abundance of research that consistently paints very
compelling pictures about mergers, acquisitions, strategic alliances, or other types
of transactions faltering or failing. I am confident that in most such instances,
evidence of potential or impending challenges could have surfaced through effec-
tive intangible asset-focused due diligence. Therefore, the benefits of having an
intangible asset strategist include the following responsibilities:

m Develop and execute strategic plans to monitor internal and external asset risks
and fluctuations in asset value, materiality, impairments, and functionality cycle.

m Add predictability to business transaction outcomes, projected returns, and exit
strategies when intangibles are in play.

m  Monitor and assess asset stability, fragility, defensibility, and vulnerabilities.

m Conduct market entry planning (due diligence) in both pre- and post-transaction
contexts.

m Reduce the probability that project/deal momentum will be stifled by recogniz-
ing and mitigating risks.

m Execute comprehensive organizational resilience plans that specifically encom-
pass intangible assets.

m Monitor linkages between the production, acquisition, and utilization of intan-
gible assets relative to their contributions to company value, sources of revenue,
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and creating and sustaining competitive advantages, as well as the overall com-
pany mission.

m Provide respectful guidance to business units and management teams regarding
effective stewardship, oversight, and management of intangible assets.

Seldom, if ever, given the comprehensive, global-reaching, and technologically
sophisticated platforms available today, should risk or challenges come as a surprise.
Effective intangible asset-focused due diligence should reveal the presence of poten-
tially adverse circumstances, attitudes, or financials that many times are rooted in the
mishandling or disregard for the contributory value of one or more key intangible
assets, particularly intellectual, relationship, or structural capital, and reputation.

One technique to mitigate or remedy the probability that a business transaction
or project will fail is for decision makers to demand and receive an objective “heads
up” from their due diligence team. This is usually best addressed in the form of
what has already been described as an intangible asset—impact criticality analysis
and should certainly be delivered in sufficient time—that is, in advance of con-
summating a transaction—so modifications, if necessary, can be fully considered,
including terminating a transaction altogether.

As noted, this higher and specialized level of analysis will bring clarity and
transparency to transaction proposals with a more definitive and authoritative
assessment of the stability, defensibility, sustainability, and contributory value of
key intangible assets identified as being essential to transaction success.

The most usable business-impact criticality analysis should include the following:

m The findings about whether key intangible assets are impaired in some man-
ner—that is, are found to have already been compromised, misappropriated,
infringed, counterfeited, or otherwise devalued—and if further impairment can
be mitigated or stopped.

m The probability for the materialization of specific risks that can adversely affect
the projected economics, competitive advantages, or projected synergies of a
transaction.

m The strategies for mitigating and containing certain risks relative to the resil-
iency and sustainability of key intangible assets.

The reason I am an advocate of conducting impact criticality analysis for key
intangible assets is because their contributory value is increasingly challenging to
sustain throughout the value cycle of the asset. This is due, in no small part, to their
mobility and the fact their proprietary status is beholden to various behavioral fac-
tors, personal allegiances, and proclivity to inadvertently or purposefully divulge
such information.

However, the ultimate objective remains the same: to enable a more secure,
profitable, and sustainable transaction going forward.
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Costly, Time-Consuming, and Sometimes Irreversible
Risks, Challenges, and Disputes

The myriad of asymmetric risks to intangible assets has evolved over the last
decade from being relegated to subjective prognostications (i.e., they may or
may not materialize), to inevitabilities, particularly when they remain unrecog-
nized, are ineffectively managed or dismissed, or when those responsible for their
prevention and mitigation have little or no operational familiarity with intangible
assets.

At minimum, there are five ways in which a company’s key intangible assets
become entangled in costly, time-consuming, and sometimes irreversible legal chal-
lenges. Frequently, I find that when intellectual, structural, or relationship intangi-
ble assets are at the center of a dispute or challenge, it is frequently a consequence
or combination of the following:

m Misplaced or a violated trust among business partners, research collaborators,
management team members, or a collusive employee.

m Ineffective asset safeguards or risk mitigation, either of which create vulnerabil-
ities that lead to breaches, compromises, or theft.

m Unethical or illegal conduct of insiders (e.g., employees, contractors, vendors)
anywhere within a company’s supply chain who exploit opportunities to com-
promise assets or undermine their value and competitive advantage.

m Management teams’ and legal counsels’ out-of-touch presumptions that conven-
tional intellectual property enforcements, particularly patents, remain sufficient
stand-alone deterrents to economic adversaries along with a disregard for the
speed in which asset value and competitive advantages can be compromised and
applied to competing or counterfeited products or services.

Characterizing any of these as merely constituting an additional, but minimal
risk of doing business in an intangible asset-dominated global economy will lay a
foundation for both businesses and the various transactions a company engages in
to fall short of expectations or experience complete failure.

B Intangible Asset Strategist Risk Officers

Intangible asset strategist risk officers are the new business transaction and due
diligence analysts. The principle foundation to the stewardship, oversight, and man-
agement of any company’s intangible assets lies with management team recognition
that practices (policies, procedures, etc.) must be in place to safeguard and sustain
control, use, and ownership, and monitor the value, materiality, and risk to key
assets.
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While I am not always an advocate of assigning priorities to these responsi-
bilities, it is clear that should a particular responsibility be dismissed, overlooked,
or neglected, the probability that business intangible asset hazards and risks will
materialize rises substantially. And, when particularly carnivorous risks material-
ize, little else may matter to the victim business because their intangible assets and
the value, sources of revenue, and competitive advantages they have produced will
likely erode and rapidly go to zero.

With the global business trade and transaction asset risk environment being
increasingly dominated by insiders, state actors, legacy free players, and sophisti-
cated business-economic intelligence apparatus, they have collectively become sig-
nificant and embedded layers of asset risk that most businesses must contend with.
For example, the compromise of a key intangible asset can set in motion adverse and
unrecallable reputation risks that rapidly cascade throughout an enterprise and among
its stakeholders, stockholders, and consumer networks. So, when management and
due diligence teams continue to express hesitancy, reluctance, or, worse, a sense of
invincibility or resilience about experiencing intangible asset risks and hazards, it’s
important they be reminded that more than 80% of their company’s and most target’s
value and sources of revenue either lie in or evolve directly from intangible assets!

Thus, as should be evident at this point, when intangible asset risks materialize,
having an intangible asset strategist and risk specialist available is not merely worth
considering, it may well be a fiduciary responsibility. There should be little argument
then that having an intangible asset strategist on board with operational familiarity
to thwart or mitigate the ever-expanding array of risks would bring a measurable
return-on-security investment to a company.

An effective argument could be made that intangible asset strategists and risk
specialists today are equivalent to Wall Street’s industry sector analysts who assess
and monitor relevant and key variables like market trends, events, cycles, and risks
affecting intellectual and structural capital, innovation pipelines, and other intangi-
ble assets relative to their short- and long-term sustainability, fragility, or volatility.
That’s particularly true as intangible assets become more recognizable, migrate into
the business lexicon, and continue to play integral roles in all business initiatives
and transactions,

Unwarranted Sense of Urgency Should Not
Dominate Intangible Asset Strategists’ Due Diligence
Methodologies

As noted routinely, intangible assets are increasingly valuable commodities the
content of which can be developed, nurtured, and leveraged in ways to position
management teams to pursue a broader range of transactions or strategic alliances
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in which intangible assets can be bought, sold, transferred, traded, assimilated, or
licensed, as well as having relevance to structuring transactions at the outset and
negotiating pricing.

However, these assets can, as routinely noted, become vulnerable to various
forms of value erosion, undermining, and competitive advantage hemorrhaging that
will impair their ability to produce expected value, revenue, and sustainability that
they otherwise would be capable of.

This makes it more essential for transaction management teams to exercise
prudence by not succumbing to an unwarranted sense of urgency with respect to
consummating any particular business transaction. This includes acknowledging
the probability that, at some level, asset hemorrhaging can occur in either pre- or
post-transaction contexts. In fact, in some instances, asset hemorrhaging will com-
mence before the ink dries on a transaction contract.

One key to mitigating, if not preventing, some types of pre- and post-transaction
asset hemorrhaging is to avoid permitting any unwarranted sense of urgency to
adversely affect the thoroughness of the transaction’s intangible asset due dili-
gence. When due diligence teams unnecessarily frame a transaction through a lens
of urgency and speed, one consequence is that there will be an inclination to use
conventional, one-size-fits-all types of instruments that hardly reflect the intensity
and role intangible assets routinely play in today’s business transactions. In other
words, key intangible assets may be overlooked and their sustainability not factored
in, nor the number of risks that will inevitably surface.

In addition, in today’s “go fast, go hard, go global” business transaction environ-
ment, it’s quite likely, with respect to any transaction, that there may well be mul-
tiple and simultaneous players engaged in parallel transactions that obviously can
contribute to a sense of urgency to consummate a transaction without consistently
ensuring each of the key intangible assets have been properly and effectively vetted.

In these circumstances, intangible asset hemorrhaging is facilitated by unneces-
sary sense of urgency attached to transaction consummation. Urgency and speed
often mutate as the primary drivers of a transaction, which in turn minimizes the
thoroughness of the due diligence, especially with respect to unraveling embedded
intangible assets that inevitably will be important components. The assumption is
that transactions can be consummated and revenue streams commence before the
intangible assets in play fall prey to theft, misappropriation, or simply walk out the
front door as intellectual capital (know-how) with departing employees.

Due diligence and transaction management teams, along with their intangible
asset strategist counterpart, are obliged to structure and execute their respective
roles in a collaborative and complimentary manner that:

m Recognizes the necessity to retain control, use, ownership, and monitor the
value, materiality, and risk to the key intangible assets essential to negotiating
and achieving a profitable and sustainable transaction outcome.
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m Reveals and unravels risks and challenges to key intangible assets that could
jeopardize a transaction’s success during either the negotiation phase or
post-transaction.

m Reduces the probability that risks to intangible assets will materialize to impair-
ment significance by keeping management teams fully apprised of any events
and behaviors that will undermine assets’ value, competitive advantages, and
the ability to continue producing revenue.

Again, the presence of an intangible asset strategist and risk specialist will
enable more secure, profitable, and sustainable transactions as they were initially
conceived and desired. It is only prudent then to ensure experienced professionals
with these specializations are consistently at the transaction table.

With such significant percentages of transaction value now evolving directly
from intangible assets, effective due diligence is essential to transaction out-
comes. However, it must be much more than a cursory or confirmatory review of
the assets’ presence, absence, or positioning. Due diligence must provide decision
makers with much more than subjective, snapshots-in-time estimates of asset value.

This, of course, is why it’s important to examine other important features of
intangible assets as part of a due diligence framework, such as their fragility, sta-
bility, defensibility, risk, sustainability, and contributory value. Understanding how
these characteristics can, and frequently do, interact to affect a transaction’s out-
come favorably or adversely is relevant insight and context decision makers and
transaction management teams should have at the ready. When any one of these
characteristics materializes adversely, asset value and utility can be undermined,
compromised, or misappropriated very rapidly.

Pre- and Post-Transaction Due Diligence and Asset
Monitoring Are Essential to Success

For acquisition management and due diligence teams, the prospect of acquiring
intangible assets with contributory value that can be quickly converted or applied
to advance a near-term business strategy, should be recognized at the outset as
essential elements to achieving the projected benefits of an acquisition. However,
acquisition management and due diligence teams must also recognize that a suc-
cessful acquisition ends at the point in which a target’s assets have been legally
acquired.

It’s important for decision makers and management teams to recognize that
merely because a prospective deal or transaction has progressed to the due dili-
gence stage, there is no guarantee the projected values, synergies, and competitive
advantages the targeted assets are projected to deliver are sustainable or will be
there after the deal has been consummated.
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Therefore, the management of acquisition due diligence should be structured to

include pre- and post-transaction components:

1.

Unravel and assess each of the key assets’ status—that is, their stability, fragil-
ity, defensibility, and transferability.

Continuously monitor those key assets’ value and materiality throughout the
acquisition process.

Put in place measures to ensure the acquiring firm can sustain unchallenged
control, use, and ownership, and value of the assets, post-transaction.

The following represents a sampling of questions that should be on every due

diligence teams’ radar, any one of which is a signal regarding a transaction’s suc-
cess. Is there evidence of:

A culture that recognizes the value of the core revenue-producing intangible
assets?

Consistent stewardship, oversight, and management of those intangible assets?
Consistency in the representation of those assets in which risk, value, material-
ity, and performance are measured?

Business contingency planning that includes core intangible assets?

Strategic internal planning that recognizes and utilizes intangible assets as
sources of value, revenue, and building blocks for growth, profitability, and
sustainability?

B Responsibilities for any Due Diligence Team

The following are the responsibilities for any due diligence team:

Unravel each asset to verify its origins and ownership, and determine if any
problematic legal restrictions or liabilities exist that would inhibit unrestricted
utilization and commercialization, undermine the asset’s value and competi-
tive advantages, or require post-transaction costs to resolve claims or engage
in litigation.

Identify and assess the existence of any circumstances in which the assets are at
risk of value erosion, competitive advantage undermining, etc., if a competitor or
economic adversary was able to illicitly acquire sufficient intellectual and struc-
tural capital to launch a competing comparable product or technology that would
render those assets either commercially obsolete or unattractive to consumers
and thus shorten the assets’ projected life, value, and functionality cycles.

Determine if any component of the about-to-be acquired assets have already
been or will be exported that would trigger additional legal or regulatory
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compliance requisites that would cause delays, additional costs, inhibit interna-
tional filings, or preclude export altogether.

m Determine if significant asset compromises have already occurred that exceed
the acquiring party’s risk threshold.

m Determine if key intellectual, structural, or relationship capital is leaving the
company in advance of the transaction, and if so, at what level, and how would
this adversely impact projections of near-term viability and profitability of the
transaction (Files, 2007).
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Most intellectual property safeguards and enforcement initiatives (e.g., patents,
copyrights, and trademarks) are more reactive than proactive. To be effective, intel-
lectual property holders must be alerted in a timely manner, almost in real time,
to the materialization of harmful, value-depleting, competitive advantage-eroding
risks, including theft, infringement, and misappropriation. Absent implementing
precautionary measures—that is, putting in place effective safeguards to inhibit,
prevent, and mitigate risks to intangible assets—when certain risks do materialize,
the consequences can be irreversible.

! The inspiration for this chapter was sparked by “Allegiance in a Time of Globalization” (Defense
Personnel Security Research Center, Technical Report 08—10, Dec. 2008); “Technological, Social, and
Economic Trends That Are Increasing U.S. Vulnerability to Insider Espionage” (Defense Personnel
Security Research Center, L. A. Kramer, R. J. Heuer, Jr., K. S. Crawford, Technical Report 05-10, May
2005); and America’s Increased Vulnerability to Insider Espionage, International Journal of Intelligence
and Counterintelligence 20 (2007): 50-64.
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For intangible asset-dependent firms, it’s critical for safeguards to be signifi-
cantly more proactive in their design and implementation to rapidly assess and miti-
gate risks. Steps toward mitigation start with the following:

m Recognizing the necessity to anticipate, assess, and secure the resources nec-
essary to counter and mitigate risks, but preferably prevent risks to intangible
assets from materializing in the first place.

m Differentiating general and specific types of deterrents. For most, deterrents
are presumed to be naturally occurring outcomes of security systems, products,
and services—that is, a vast majority of people will be deterred from engaging
in illegal acts merely by the presence of a policy or law. But with increasing
frequency and technological sophistication in today’s business world, risks
routinely materialize and can rapidly cascade throughout a company.

This model is particularly relevant to intangible asset-dependent companies due to
the adverse economic effects following asset losses, compromises, and reputation risk,
any of which can be immediate, costly, long lasting, and frequently irreversible. Gerald
Ratner, the U.K. retail tycoon, following the demise of his £500M jewelry business is
reported to have said, Intangible assets take years to build and a second to lose!

Therefore, highly proactive practices designed to sustain control, use, and own-
ership, and routinely monitor the value and materiality of a company’s intangible
assets, should be routine action items on management team agendas. They should
also become priorities for chief security officers (CSOs), intellectual property coun-
sel, chief risk officers (CROs), chief intellectual property officers (CIPOs), and
chief financial officers (CFOs). That is because intangible assets are integral to
not just a company’s value, but its competitiveness, sources of revenue, investment
potential, market position, and overall value.

Most management teams recognize there has been a significant shift in the ori-
gins of company value and revenue from tangible to intangible assets. While there is
no precise year when this shift started, it was initially recognized in the early to mid-
1980s as constituting a key springboard into a global knowledge-based economy.

This shift warrants more proactive and aggressive safeguards, risk manage-
ment techniques, and legal counsel oversight. However, because intangible assets
are nonphysical, designing consistently effective safeguards presents challenges for
those unfamiliar with the intricacies of intangible assets, aside from conventional
forms of intellectual property.

This shift makes it necessary for CFOs, CSOs, CIPOs, and CROs to acquire
operational familiarity with their company’s intangible assets:

m  What they are and are not.

m How they develop and evolve to create contributory value, sources of revenue,
and competitive advantages.

m  Their nuanced, sophisticated, and asymmetric risks.
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m The various ways risks can materialize to adversely affect their economics.
m To execute effective practices to protect the control, use, and ownership, and
monitor value, materiality, and risk to the key intangible assets.

Safeguarding Intangible Assets Throughout
Their Life Cycles

By now readers know that it is an irreversible economic fact that more than 80% of
most companies’ value, sources of revenue, and building blocks for growth, profit-
ability, and sustainability globally evolve directly from intangible assets!

However, companies are essentially on their own to find the requisite services and
expertise to understand intangible assets and their respective contributory values. Also,
such services and expertise are rapidly becoming fiduciary responsibilities that fall
exclusively to management teams to articulate and execute as a foundation to gain and
sustain asset value and competitive advantages efficiently, effectively, and consistently.

More specifically, the actual and contributory value of many, if not most, intan-
gible assets fluctuates, sometimes in cyclic fashion in accordance with an asset’s
contribution or functionality to a particular project, initiative, business unit, transac-
tion, or a company as a whole.

A perhaps crude, but relevant, characterization of an asset’s life cycle is akin to
what a doctor once told me about the need for a particular prescription medicine:
you will know when you don’t need it anymore when you start forgetting to take it
and realize you’re feeling fine without it.

The cyclic aspect to intangible assets’ value renders most conventional asset valuation
techniques less relevant and certainly less useful, because they do not factor in threats
to assets that can literally diminish their contributory value to nothing almost instanta-
neously, and provide little, if any, strategic post-transaction context to certain intangible
assets’ contributory value, in light of the consistent presence of asset risks and threats.

At the point in time in which an asset no longer carries the value it once did,
there is less need to devote time and costly resources to preserving its proprietary
status and value. Those resources and that time should be devoted elsewhere, per-
haps to newly developed and more valuable intangible assets.

B Safeguarding Intangible Assets

A prudent requisite to proposing any new business initiative is that it be accompa-
nied by a compelling business case. The term business case should be normative in
both content and context by incorporating projections of:

m Return-on-investment
m Margins
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Marketing
Pricing
Sustainability

With respect to the still relatively new practice of safeguarding intangible assets,

a key starting point for management teams is recognition of their economic potential.

In this regard, a compelling business case for safeguarding intangible assets

should, at minimum, include the following:

1.

Demonstrate ways to quantify return-on-investment, by effectively articulating
intangible asset safeguard (IAS) services to decision makers in ways that build
credibility with intangible asset practitioners.

Demonstrate precisely what benefits a company can expect to receive by
describing how and when stages of net present value (NPV) will be realized for
the organization.

Demonstrate how the business case should fill an existing procedural void,
strengthen an existing process, and it’s not merely a duplication or new twist to
an existing service or procedure.

Incorporate an organization’s culture and operating characteristics in terms of
key factors of decision makers’ receptivity to new initiatives.

Demonstrate how IAS specialists can bring forward-looking clarity to conven-
tional perspectives of business risk-taking by preventing losses or depreciation
of intangible assets’ contributory value.

Demonstrate that intangible assets and competitive advantages should no longer
be accepted as just another risk of doing business, which organizations may know-
ingly or inadvertently assume as preludes to developing new markets or products.
Know precisely, in return-on-security-investment terms what must be measured,
how it is to be measured, when it can be measured. See Chapter 3 on due diligence.
Avoid portraying IAS services as merely a snapshot-in-time process. IAS
specialists’ perspective should be flexible and self-adjusting as circumstances
warrant—that is, as asset value risk cycles change or fluctuate.

Draw attention to the professional responsibilities of intangible asset strategists:
they will facilitate and enable more secure, sustainable, and lucrative transac-
tions; and they will increase the probability that when a deal or exit strategy is
being planned and executed the value of an organization’s intangible assets, pro-
prietary competitive advantages, and IP will remain stable and intact.

B Prosecuting Intangible Asset Losses

This section represents an issue every CSO, CIPO, CISO, CTO, CRO, and corpo-
rate legal counsel should, if they haven’t already, fully consider. Having taught in
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a university criminology department for 20 years, it’s less than rocket science to
know that theft has conventionally been taught as involving some manner of misap-
propriation of things—that is, tangible, physical property.

However, an intriguing question was posed by Stuart Green (2012), a Rutgers
University law professor. He asks whether the terms theft and stealing fit today’s
circumstances, particularly when the assets stolen or misappropriated are likely to
be nonphysical in nature.

For most prosecutors, and obviously the music and movie industries to name a
couple, it’s easy to assume they prefer the relevant institutions continue to apply the
terms theft, stealing, and misappropriation using conventional and time-honored lan-
guage that essentially does not distinguish tangible from intangible assets. However,
in the current knowledge-based global transaction economy, it does beg the legal
question: Are those conventional, time-honored definitions about theft relevant to
intangible assets?

To add complexity, but, perhaps reality, to this position, is that when particular
types of intangible assets are stolen, the rightful owner is likely to retain some or
perhaps even complete use of those assets, albeit perhaps in a depreciated or under-
mined form, because had they remained intact, they presumably could have deliv-
ered additional sources of revenue.

The reality is, companies are producing, acquiring, and inventing significantly
fewer tangible things in lieu of assets that are more likely to be nonphysical. So,
how does this very real circumstance mesh with the conventional perspective of
property theft and stealing? Various courts and legislative bodies have periodically
adjusted some of the conventional theft laws, according to Green (2012). However,
has the time come for specialized legal doctrines to be developed to specifically
reflect the theft of intangible assets?

In the mid-1960s, some criminal law reformers became frustrated with how
courts and legal practitioners were distinguishing tangible and intangible prop-
erty. One outcome of this frustration was that the American Law Institute devel-
oped a model penal code that essentially defined property as constituting anything
of value. 1 remain unconvinced this was the most appropriate way to handle this.
Admittedly, however, in 1962, intangible assets were hardly in mainstream business
or legal vocabulary. Presumably then, when intangible assets succumb to theft or
misappropriation, they should be treated uniformly.

Today, of course, intangible asset-driven businesses have sprouted globally,
brimming full of intellectual, relationship, and structural capital, patents, brand, rep-
utation, and often copyrighted material, each of which play increasingly important
economic and competitive-advantage roles in profitability, sustainability, and growth
potential. There is, of course, a range of empirical studies that reveal that a signifi-
cant moral distinction exists between illegal file sharing and theft of physical prop-
erty, even when the value of the properties is approximately the same.
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Illegal downloading is, of course, a real and persistent problem that in all like-
lihood will not be going away anytime soon. Individuals work hard to produce
creative works and are entitled to enjoy legal protection as well as reaping any eco-
nomic benefits from their efforts. If others want to enjoy those creative works, it’s
reasonable to make them pay for the privilege.

Continuing to frame illegal downloading as a form of stealing probably warrants
some review by companies. Companies may better position themselves if they con-
sider a range of legal concepts that fit the nature and elements of the problem more
appropriately—the first being to fully understand intangible assets. The most effec-
tive fix does not lie solely in terminology!

B Information Security and Information Asset Protection

If a “hole” is found in a company’s or its client’s proprietary information “fence,”
the job of information security is to patch the hole; but, the job of an information
asset protection specialist is, in addition to helping patch the hole, to determine:

m  What caused the hole in the fence to occur in the first place, and were there pre-
cipitating circumstance or triggering factors?

m  Under what circumstances was the hole in the fence initially discovered?

m  Who, if anyone, knew the hole in the fence existed before it was discovered, but
did not report it?

m How long did the hole in the fence exist before it was discovered?

m  What information assets moved through the hole in the fence before it was dis-
covered and patched?

m [s there evidence that the information-based assets that moved through the hole
in the fence before it was discovered and patched were specifically targeted or
merely arbitrarily acquired?

m How much economic hemorrhaging or impairment to asset value, materiality,
competitive advantage, brand, reputation, ownership, trade secrecy, and strategic
planning occurred as a result of information assets moving through the hole in
the fence?

m Is it known who the recipients of the information assets that moved through the
hole in the fence are, before it was discovered and patched?

m How will the recipients likely use or exploit those information assets?

The responsibilities of information asset protection specialists are now cross-
functional and converge with risk management, human resources, IT security,
intellectual property counsel, audits, valuation, R&D, reputation risk, and brand
integrity, among others.



New Dimensions for Company Management 55

To mitigate adverse effects of information asset losses, an important key is to
collaborate with information security with a singular objective: to preserve control,
use, and ownership, and monitor the value and materiality of a company’s informa-
tion-based assets (Brenner).

B New Product Launches and Due Diligence

Achieving successful and sustainable new product and innovation launches is
increasingly dependent on management teams recognizing the following:

m More than 80% of an innovation’s value, projected sources of revenue, and
potential building blocks for growth and expansion evolve directly from the
contributory nature and value of intangible assets.

m The importance that must be attached to ensuring the “innovation genie”
remains in its respective bottle through its respective life cycle—that is, effec-
tively protecting control, use, ownership, and defensibility of the innovation’s
key elements.

Continuous monitoring of key aspects of the innovation’s status is critical.
A key reason is that the absence of effective innovation asset management and over-
sight can and frequently does lead to misappropriation, theft, product counterfeit-
ing, or piracy. If any one of those threats materializes, it would undermine product
launch success and adversely affect the innovation’s value, competitive advantages,
and relevance within its market space.

An essential requisite for any innovation management team who aspires to
achieve even partial recovery of their compromised innovation is having effective
monitoring practices in place to not just prevent or mitigate any adverse effects
from materialized risks, but also to know precisely when a compromise occurred
and the precipitating factors. See Chapter 3 for information on conducting a thor-
ough intangible asset competitive advantage assessment, which should be done
immediately following a compromise to determine precisely what aspects of the
innovation were actually compromised and how it will impact the product’s launch
and the business as a whole. This assessment and business impact analysis are, of
course, essential to achieving any semblance of hope of recovering any of the inno-
vation’s assets.

Realistically, returning an innovation to its rightful owners, in a manner in
which some or, more preferably, most of its market space competitive advantages
remain reasonably intact, is not particularly successful in today’s increasingly pred-
atorial business environment.

There are many different views about what it takes to sustain a successful new
product or idea launch and its eventual commercialization. Obviously, having a
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very attractive and commercializable product along with sufficient capital to exe-
cute a well-researched business plan and marketing strategy represent a couple of
the traditional and necessary ingredients. It is the responsibility of the management
team to unravel how those assets individually and collectively contribute to an inno-
vation and then convert that into value.

Systemic Risks: Intellectual Property and
Intangible Assets

The term systemic risk has a relatively long history. Its revival, in terms of becom-
ing the business and legislative explanation for the calamities affecting the finan-
cial services sector beginning in the fall of 2008, has now come to be embedded in
business lexicon to represent a broad cross-section of risk to various categories of
assets, including intangible ones.

One of the better definitions of systemic risk, in my view, is provided by Steven
Schwarcz (2008), of Duke University School of Law: “the probability that cumula-
tive losses will occur from an event that ignites a series of successive losses along a
chain of (financial) institutions or markets comprising a system.”

Commonly embedded throughout the various definitions of systemic risk is the
concept of a “triggering event.” This is something that causes an internal or external
cascading of adverse consequences. In the case of companies with fairly intensive
portfolios of intellectual property and other forms of intangible assets, a triggering
event could include theft, misappropriation, infringement, or premature leakage of
key intangible assets, such as plans, intentions, or capabilities, or significant coun-
terfeiting or product piracy operations against company-produced intangible assets.

Should any one of these adverse events occur, it would, with little doubt, col-
lectively undermine or stifle asset value, competitive position, sources of revenue,
and future growth opportunities. As far as intangible assets are concerned, systemic
risks would also represent those assets cumulative risk. That is, loss or compromise
of any intangible assets can rapidly and adversely ripple throughout a company and
its entire chain of stakeholders.

Several studies report that systemic risks to a company’s intellectual property
and other forms of intangible assets lies largely with insiders with the proliferation
of sophisticated and predatorial data mining, information brokering, infringement,
misappropriation, and counterfeiting operations that function profitably on a global
scale. Guesstimations of value losses for U.S. companies range from $45 to $200
billion annually (Trends in Proprietary Information Loss Survey, 2007; The Epoch
Times, 2013).
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Company Culture

B Investing in Company Culture Building

David Lapin (2012a) projects the next big wave of growth in business will come
from businesses of which leaders and management team members know how to
convert the intangible asset of a company’s culture into high bottom-line value.
Investing in building and nurturing a company’s culture is the wisest investment
any business leader or management team can make! Financially, it is a low-cost
investment with a high probability of economic returns.

A company’s culture is somewhat akin to a garden—that is, a culture will
develop whether or not business leaders or management teams put forth the time
and effort to actually design it. So, like a garden, if a company’s culture is ignored
or neglected—that is, absent regular management, oversight, and nurturing—it’s very
likely it will continue to grow regardless, but probably not as intended or preferred,
and in ways that are not particularly helpful to the company and its mission. Adverse
examples of this include inhibiting innovation or manifesting employee under-
performance. Company cultures that evolve in this manner are said to be akin to an
“invisible force” that cannot only undermine productivity but sap team leaders’ energy.
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l Cultivating A Positive Company Culture

Developing, cultivating, and sustaining a desired company culture requires thought,
wisdom, time, and some intellectual curiosity and emotional investment to under-
stand what motivates employees to perform consistently well, even beyond expec-
tations. There is no specific, one-size-fits-all methodology or strategy to achieve
this, but there is ample anecdotal evidence and examples that good team leaders pay
attention to it.

As Lapin (2012a) points out in his research, an authentic company culture is
something competitors will find challenging if not impossible to imitate. Company
culture is an intangible asset that, in most instances, can be commoditized and con-
verted to real value. The knowledge-based global economy has allowed many lead-
ers and managers to acquire a better understanding and appreciation for homegrown
intangible assets like intellectual, structural, and relationship capital, and their
potential for conversion as specialized commodities into value, revenue, reputation,
and goodwill.

Many would agree with the view that Southwest Airlines (SWA, headquartered
in Phoenix, AZ) is a prime example of a leader’s ability to not only create a very
open and transparent company culture, but also turn the intangible assets emanat-
ing from that culture into commodities with substantial monetary value. SWA has
long been a dominant player with U.S. airline deregulation, and now in the ever-
merging U.S.-based airline industry. Their growth is in part due to their operating
culture being built upon genuine efficiencies—for example, flying only one model
of aircraft, creating a no-frill travel experience, and no food service or preassigned
seating. Ultimately, SWA has stripped most of the tangible commodities associated
with conventional airline travel. In return, SWA’s customers receive something of
relatively equal value in return, at least in the eyes of their growing number of cus-
tomers: a good flying experience underwritten by a culture embedded with intan-
gible assets, such as joke-telling entertainment from flight attendants coupled with
a felt sense of care.

There are three well-known “secrets” that underlie SWA'’s travel experience and
its overall financial success since its inception:

1. The company and its leader, Herb Kelleher, built a culture that incorporates fun,
entertainment, and care.

2. The culture feels authentic and genuine by passengers.

3. SWA has been able to convert its now intangible asset-based company culture
into tangible benefits, including market share growth.

Numerous business schools today use SWA and its founder Herb Kelleher as
a case study of commoditizing a company culture and its intangible competitive
advantages balanced with tangible operational efficiencies.
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While SWA was investing in and building its intangible asset-based company
culture, numerous competitors were cutting financial corners that frequently eroded
their own culture. Kelleher and SWA, on the other hand, only cut those financial
corners that they presumably believed would have little or no impact on the culture
they were building and passengers’ overall travel experience. In fact, SWA contin-
ued to invest more in its culture even during periods when the airline industry, as a
whole, was struggling. Kelleher and SWA management teams obviously recognize
safe and on-time flights for passengers are, in essence, common commodities that
competitors also provide to their passengers.

So, for SWA to be competitive in a deregulated environment, Kelleher and his
management team purposefully built a company culture that would offer intan-
gible assets that competitors couldn’t or wouldn’t. These assets have become well-
publicized differentiators that are embedded in the company’s values rather than directly
in its products, processes, or structures. Products, processes, and structure can and will
be copied, but intangible assets such as an authentic company culture cannot be readily
copied, providing it is genuinely embedded in company and employee values.

Any company can build its own culture, one that is unique and innate to its peo-
ple and strategic objectives. But when a company tries to copy another company’s
culture they quickly find it difficult, if not impossible, to replicate. Numerous SWA
competitors have tried, over the years, to imitate SWA, but most fell short because
they were unable, for whatever reason, to embed it in their company’s values.

B Creating A Company Culture: A Necessity, Not A Luxury

Imagine a person from another planet turning up at a funeral here on Earth. Without hav-
ing to be told, he would know that a funeral is not an appropriate place to tell jokes.
According to David Lapin (2012b) in his article ‘How Intangible Corporate Culture
Creates Tangible Profits,” scholars such as Harvard Professor Michael Tushman suggests
this is the meaning of culture.

But culture does more than inform employees what attitudes and behaviors are
expected of them. Culture reflects a company’s soul and is responsible for gen-
erating human energy. This section is written with the intent that it respectfully
encourages business leaders and management teams to recognize the importance of
creating a company culture that converges with its intangible assets, particularly its
intellectual, structural, and relationship capital.

EVERY COMPANY HAS A CULTURE

Whether by accident or by design, it is highly likely every company has a
culture, says Dr. Philip E. Atkinson (2004). However, in most instances, Atkinson
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suggests, a company’s culture is frequently a matter of accident or, simply, luck.
Unfortunately, in numerous instances, Atkinson found, a company’s culture may
not match its strategy, its business plan, or its commercial intentions. In other
words, a company culture may actually be counter to its needs. Further, Atkinson
suggests, it’s not unusual to observe a company culture that actually drives clients
and customers away because its focus is primarily internal to the exclusion of being
sufficiently customer- or client-oriented.

EXAMINE COMPANY CULTURE

A well-designed, configured, and balanced company culture that genuinely reflects
each relevant component of a company’s mission can be a very valuable intangible
asset that delivers competitive advantages in multiples. It’s prudent then for busi-
ness leaders and management teams to assume an obligation, if not a fiduciary
responsibility, to periodically examine and assess their company’s culture for bal-
ance, match, and resilience.

There is ample evidence, along with just plain business sense, that for numer-
ous companies globally, success—measured as elevated value, expanded sources of
revenue, opportunities for growth, profitability, and sustainability—flows from an
agreeable and well-executed company culture.

Key COMPONENTS OF AN EFFECTIVE COMPANY CULTURE

The key components of this type of company culture are that it respectfully har-
nesses, exploits, and utilizes its intangible assets, such as intellectual, structural,
and relationship capital. In most instances, these and other intangible assets are
accepted, shared, and ultimately embedded in company practices and processes.

A RESILIENT COMPANY CULTURE

A company culture’s resilience is indeed important, and a facet that should not be
taken for granted or otherwise overlooked. A culture’s resilience translates to how
receptive and readily adaptive it is to the increasingly nuanced types of global,
multipartnered, and multicultural business transactions that are common today.

A well-designed and executed company culture, recognized as a culmination of
intangible assets, will deliver superior performance, providing, of course, resilience
and sustainability have been prominently embedded along with a balanced internal/
external orientation that reflects the company’s mission and achieves competitive
advantages relative to its respective industry sector.
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However, company cultures require working in ambiguous and perhaps
subjective arenas, relative to how company beliefs and values eventually surface
as accepted processes, practices, group dynamics, and ultimately expected
behaviors.

THis CuLTURE HAS TO CHANGE

Atkinson (2004) appropriately asks, how many times has the phrase “this culture
has to change” been uttered by business leaders and management teams? To be
sure, in recent years we have heard this phrase often relative to the global banking
crisis, the recent exposures about the media, the publishing of Edward Snowden’s
revelations, the continued poor performance of educational systems, and the list
goes on.

Respecting Atkinson’s (2004) near-term as well as future research regarding
company culture, it’s certainly not challenging to infer a significant percentage
of company cultures are not, or they are ineffectively, aligned with a company’s
mission, the various transactions it becomes engaged in, or its purpose. Surely, at
some point, business leaders and management teams will recognize that it does not
require publicly embarrassing revelations or investigations that produce substantial
and long-lasting risk to a company’s reputation to recognize that remedial company
culture action is necessary and is the absolute correct thing to do.

It is a good idea to bring more clarity here about precisely what company cul-
ture actually is and how it can be built, shaped, installed, nurtured, monitored, and
sustained.

REMEMBER: A COMPANY’S CULTURE IS AN INTANGIBLE ASSET

A company’s culture should be or become the driving underlier to a company’s for-
ward movement, Atkinson (2004) suggests. More specifically, a company culture
consists of its infrastructure and the proverbial glue that connect employees and
processes (structural capital) to generate positive outcomes and results while being
aligned with the business plan and vision for the future.

So, for 2014 and beyond, it’s important that business leaders and management
teams recognize, whether by accident, design, or luck, their company already has
a functioning culture in place. The assessment that must be performed, however,
is whether that culture meshes with the company’s strategy, business plans, and
overall commercial intentions. If not, often with slight modifications, managerial
nurturing, and time, the existing culture can be reoriented to better connect with a
company’s needs.
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Company Cultures: Their Future Must Accommodate
Intangible Assets

I assume many readers are like me—that is, we only periodically give the notion of
company culture much genuine thought. But, if asked, we could readily utter a suf-
ficient number of adjectives, adverbs, and nouns that, once organized, would paint a
fairly detailed operational portrait of our employer that would reveal the intricacies
of our employer’s company culture.

However, while we may understand how a company culture should be con-
veyed, many of us may not realize how important company culture has become
in today’s businesses as a valuable contributor to sources of revenue, competitive
advantages, and overall sustainability—valuable intangible assets.

In their book Rise of the DEO: Leadership by Design, Maria Giudice and
Christopher Ireland (2013) explain their view of the importance for companies to
have a “design” executive officer in the place. Of the six defining characteristics
that Giudice and Ireland believe DEOs should possess, a particularly relevant one is
being a systems thinker, which they define as follows:

Despite their desire to disrupt and take risks, DEOs understand the inter-
connectedness of the work environment as a whole—that is, they recognize
each part of the organization (probably) overlaps and influences other parts
of the organization. They also recognize unseen connections that surround
what’s actually visible within a company which helps give their disrup-
tions intended, rather than chaotic, impact and makes their risk taking more
conscious.

More specifically, Giudice and Ireland suggest that business leaders who actu-
ally understand the transformative power and influence of a company culture
design and embrace and engage its characteristics will lead in times of change.
Thus, recognizing the value intangible assets have for a company constitutes
change, and leading that culture change is not merely important, it’s a necessity.

B Company Culture Due Diligence

A company initiating, or even contemplating, a merger or acquisition would be well
served today if a company culture analysis was included in their overall due dili-
gence strategy (see also Chapter 3 on due diligence). The reason, as conveyed here
many times, is that more than 80% of most companies’ value and sources of rev-
enue either lie in or directly evolve from intangible assets, which company culture
is one.
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From an operational perspective, intellectual and structural capital constitutes
the know-how and processes that collectively underlie the revenue, competitive
advantages, and efficiencies being sought by a company. So, in merger and acqui-
sition transactions, management teams are obliged to understand that intangible
assets are indivisible from a company’s culture that connects and bonds companies,
employees, and stakeholders together.

Grant McCracken (2009), one of several prominent company culture special-
ists today, specializes in the intersection of commerce and culture—that is, where
company culture sits at the intersection of anthropology and economics. From
McCracken’s and others’ work in this arena, we see perspectives emerging, that
company culture is being likened to an internal version of a company’s brand. That
is largely attributable to a broader recognition of the reality that company culture
generally encompasses a company’s mission, its vision, its values, and its intan-
gible assets. Clearly, McCracken understands how an effective company culture
can impact a business; he often emphasizes that a company’s culture is marketing’s
newest version of the proverbial “silver bullet.”

But, before embarking on a company culture analysis, says Monica Mehta
(2009), a writer for Profit and Profit Online, the target company should be distin-
guished on several cultural dimensions, often conveyed as dimensions between two
extremes. There should be less resistance to including company culture analysis
as an integral component to transaction due diligence. It is important to realize, as
Mehta points out, that there may be no necessarily right or wrong company culture
at the analysis stage. The initial key is that due diligence teams are operationally
familiar with the characteristics and features of their own company’s culture.

Mehta uses two examples as a comparison. The following can be observed with
respect to Company 1:

m It’s engaged in public manufacturing with a strong western, primarily
U.S.-oriented, business culture.

m The nodes confirm the company has an individualized work ethic orientation
overall wherein employees have the opportunity to work in a meritocracy fashion.

m It’s rules-oriented—that is, there is a process for most every function or task.

m It has a relatively short-term focus—for example, new business strategies need
to produce a return-on-investment within each fiscal year.

m Managers assume employees are self-motivated to perform well providing their
efforts are duly and appropriately recognized, such as through a bonus program.

m It’s relatively internally focused, and plans its business using a traditional bud-
get scheme.

m It benefits from the best practices of performance management—that is, a top-
down strategy for task implementation, coupled with openly shared feedback
with a ranking of the best-scoring people in sales.
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Company 2 would likely not be as successful because:

m It has been a family-owned business for multiple generations with senior man-
agement knowing most of the employees, many of whom have worked for the
company their entire professional lives.

m The next generation of ownership is growing up and the company needs to
secure their future too.

m The culture of the company is externally focused, which suggests it can only
survive in the market by sustaining its extreme customer focus.

m Of the company’s decision-making process, senior management ask for input
only from a few trusted employees, and then the family makes a decision with
information eventually being shared with the staff, but usually verbally and in
informal meetings.

m  While the company has performance indicators, they are mostly aimed at how
the company is performing in the eyes of the customers.

m Rewards are not directly tied to performance during a specific period; rather the
family rewards loyalty and provides bonuses when deemed necessary.

If Company 2 is realizing losses, perhaps some elements of the performance
management practices of Company 1 need to be adopted. Conversely, if Company 1
is experiencing a substantial growth phase, key people (and their respective intel-
lectual, structural, and relationship capital abilities) need to be retained to manage
that growth with these individuals becoming part of the company’s inner circle of
strategic thinkers and decision makers.

Thus, the insight that a company culture analysis (due diligence) would bring
to transaction oversight could ultimately set a strategic path how performance
management should be conceived and implemented. But, transaction management
teams should also recognize that performance management can work as a measure-
ment mechanism that drives employee behavior.

So, if there are particular aspects of a target company’s culture that appear
undesirable or otherwise may impede a transaction’s projected milestones for suc-
cess, they may warrant change. Otherwise, if there is too much of a group focus,
individual performance indicators may be useful; of a long-term focus, short-term
targets may help; or if relationship focus turns into nepotism, more uniform reward
processes may be needed.

B Company Reputation and Financial Performance

As noted earlier in this chapter, a company’s reputation is an intangible asset. More
company management teams should devote time assessing various strategies to
leverage their reputation to create competitive advantages that will distinguish their
company from others that operate in the same sector.
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First, a broadly agreed-on definition of company culture is warranted here.
Chatman and Cha (2003) describe it as “a system of shared values which define
what is important and norms that define appropriate attitudes and behavior”
(p- 21). Thus, it’s easy to surmise that a strong and well-managed company culture
can actually influence a company’s financial performance, because the shared and
strongly held norms and values embedded in the company culture serve to increase
behavioral consistency among employees. This, in turn, can lead to enhanced coor-
dination and control, improved goal alignment, and increased employee effort
(Sorenson, 2002, p. 70-72).

Relatively few researchers have empirically tested the relationship between
company culture and reputation as Flatt and Kowalczyk (2006) have. They dem-
onstrated this relationship by engaging 104 companies (as part of their research
project) in which, among other things, they found that company culture not only
enhances financial performance, but also is positively related to reputation itself;
thus, reputation functions somewhat as a mediator between culture and financial
performance. Flatt and Kowalczyk’s paper extends prior research in this arena by
examining the direct and indirect effects of culture and reputation on financial per-
formance, and tests if reputation actually mediates the effect of culture on finan-
cial performance. Flatt and Kowalczyk admit, however, while there is fairly broad
support that financial performance is a predictor of reputation, less is known about
what other variables may also be predictors of a strong, positive, and possibly resil-
ient reputation.

Fombrun (1996) states that “a company’s reputation sits on the bedrock of its
identity, i.e., the core values that shape it’s ... communications, culture, and deci-
sions” (p. 268). Further, a company’s identity, in turn, is closely aligned with its ...
character, personality, and culture” (p. 277). Therefore, core cultural values, such as
credibility, reliability, trustworthiness, and responsibility are at the core of the per-
ceptual representation of a company’s reputation (Fombrun, 1996). Thus, company
culture provides the context for how a company’s identity is formed and articulated
in relation to its cultural context (Hatch and Schultz, 2000, p. 25).

The continued quest to identify various and key variables that are consistent pre-
dictors of a company’s reputation is essential, because without this insight, neither
academic researchers nor company leadership and management teams will be able
to advise companies about strategies to enhance their reputation to achieve com-
petitive advantage and increase their financial performance.

[ | Performance-Based Company Culture

In 1987, the former and now late Nucor Steel CEO F. Kenneth Iverson embarked
on an admittedly risky proposition (business model) at the time, in which he came
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to embrace the perspective that most employees (at Nucor) would likely perform
better if they were provided with what were deemed quite innovative incentives
(Byrnes and Arndt, 2006).

Iverson himself was the driving force for developing a uniquely egalitarian
(companywide) culture for Nucor. The key differentiator for this particular company
culture sprung from its employee performance-based features. Iverson set in motion
a culture to empower Nucor’s employees with probably the most significant tool in
any management teams’ toolbox at that time: to treat the employees with respect.
As such, an integral component embedded in Nucor’s overall employee compensa-
tion strategy was designed to foster motivation and productivity on a companywide
basis. That is, the salary reconstruction aspects of Nucor’s company culture allowed
for 66% of Nucor employees’ weekly pay to be linked to performance, with up to
20% of this total coming from Nucor’s profit-sharing program, which took 10% of
operating profits and divided them among all employees (excluding senior officers).

Very simply, Iverson’s premise was that by rewarding individual and collec-
tive employee productivity, rather than the conventional job title or higher-level
degree methodologies, Nucor would be positioned to empower its employees to
consistently work hard because risks and rewards were being shared, and would
ultimately come to benefit stakeholders as well. Thus, individual employee empow-
erment, as a method for rewarding employee productivity, would ultimately fall to
how well employees recognized and utilized their intellectual, structural, and rela-
tionship capital, each of which are intangible assets.

Therefore, the well-being of Nucor executives was dependent on the productiv-
ity of Nucor’s employees. So, if productivity declined, employee salaries declined as
well, but the CEO’s salary and benefits declined also. Thus, employees knew that the
same factors impacting their income also impacted executives, providing for a shared
sense of risks and rewards on an enterprise-wide basis (Byrnes and Arndt, 2006).

However, a relevant question is: What is the absolute best and most objec-
tive method for capturing this contributory value when Nucor is sold? (http:/
en.wikipedia.org/wiki/Nucor)

A High-Performance Company Culture Is A Valuable
Intangible Asset

Congratulations to management teams globally who recognize the importance of
achieving a high-performing company culture. It’s a worthy and generally lucrative
strategic goal and a valuable intangible asset, which in today’s increasingly com-
petitive global business development and transaction environment is integral.

Of course, merely achieving a high-performing company culture is insufficient
standing alone. It must be sustainable and strategic in orientation. That is, the culture
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itself requires consistent monitoring, nurturing, and assessment, and must be suffi-
ciently adaptive to accommodate business development and transaction circumstances
companies encounter globally.

Actually achieving a high-performance company culture, however, is dependent
on factors such as a company’s industry sector; the types of transactions a company
typically engages in (i.e., what works, what does not work); the operating philoso-
phy a company’s employees and stakeholders have grown accustomed to (i.e., how
things get done, how decisions get made); a company’s receptivity to and opera-
tional familiarity with intangible assets in terms of how it recognizes (i.e., what
gets rewarded, how and when), develops, and utilizes its intellectual, structural, and
relationship capital.

While these and other factors will influence the outcome, a key to building a
high-performance company culture is ensuring management teams have clearly
defined where their company is headed strategically. This starts by identifying
specific destination points, a timeframe that it needs to arrive at those destina-
tion points, what resources are required, and how those resources will be utilized
to arrive at the destination points within the timeframe. The specifics of a high-
performing culture are generally nuanced to every company—that is, there is no
one-size-fits-all solution when it comes to culture building.

Torben Rick (2011), an internationally recognized management specialist, poses
a salient question in one of his blog posts: Is company culture driving the strategy,
or is it undermining it, or is culture more important than strategy? In support of
his analysis, Rick identifies 11 key elements in creating a high-performance culture
that he suggests will probably “fit” for most companies:

1. Clearly define what winning looks like. This can be achieved by looking across
the entire company, then defining what it looks like from various functional per-
spectives, such as sales, marketing, customer service, procurement, and finance.

2. Spell out the “preferred culture.” In much the same way that company leaders
shape and communicate their company’s vision, a preferred culture may consist
of a set of guiding principles or sought-after values. However, the best, Rick
suggests, go further by establishing “preferred behaviors™ that support the pre-
ferred culture. This occurs by identifying and assessing particular aspects of a
company’s current culture that leaders are satisfied with, while also asking:

m  Which additional preferred behaviors does the company need to create for
their preferred culture?

m  What behaviors are actually being rewarded and which unacceptable behav-
iors are merely being tolerated?

m How does the company measure each of their preferred behaviors?

3. Set stretch targets. In most instances, employees rise to the standard being
set for them. The more a company and its management team expects, in most
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instances the more they will likely achieve. But there is a fine line between good

stretch targets and bad ones. The good ones can energize a company, while the

bad ones can dampen morale on an enterprise-wide basis.
Connect to the big picture. The majority of employees want to be a part of a
compelling future and want to know what is most important at work and what
excellence actually looks like. For targets to be meaningful and effective in
motivating employees, the employees must be connected to a company’s larger
strategic goals. Employees who don’t understand the role they play in com-
pany successes are more likely to become disengaged. No matter what level an
employee is at, he or she should be able to articulate, with precision, how their
efforts feed into their company’s broader strategy.
Develop an ownership mentality. When employees understand the boundaries
in which they can operate and maneuver, as well as where the company wants
them to go, they will feel empowered with a freedom to decide and act, and
most often make the right choices.
Improve performance through transparency. By sharing financial numbers
with employees, a company can improve its performance. However, a com-
pany also needs to be sure their employees are trained to understand finan-
cial statements and have sufficient insight into their own jobs to know how to
favorably affect the numbers. But, focus on additional metrics besides merely
the financial ones.! This will allow employees to be better able to relate to the
results and they will feel more included in the process as a whole.
Increase performance through employee engagement. Employees who are
engaged in their positions and understand the contributory role and value to
their employer are inclined to put more effort into their job and have the will-
ingness to give more than is minimally required, hence a greater sense of per-
sonal committment and loyalty to the company.
Storytelling is important. Storytelling can be a powerful tool when a company
wants to drive performance improvement. Leaders must be able use stories to
motivate their employees to achieve more than they thought possible.

! For example, we were once teaching a financial-fundamentals class to managers of a division of a
Fortune 100 company. Since we like to use real data, we asked the company to share with us the divi-
sion’s current revenue, costs, and other figures for classroom use. The company politely declined, saying

it didn’t want the managers to see the divisional statements, even though those very same numbers would

soon appear publicly in the company’s annual 10-K report. Talk about shooting yourself in the foot. And

yet this company is hardly alone in its myopia. Our experience is that many, if not most companies, refuse
to share much financial data with any employee other than top executives. The unfortunate message this
sends to anyone outside the loop: We’ll tell you what you need to know. Period (Berman and Knight,
2012).
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9. Communicate internally. Internal communication is an important element of
any change-management process like creating a company culture and there-
fore must be consistently engaged in the overall agenda. These five questions
should be asked in regards to employees:
= Have they heard the message?
= Do they believe it?

m Do they know what it means?
m Have they interpreted it for themselves?
m Have they internalized it?

10. Take the time to celebrate. Taking the time to celebrate is important, because
it acknowledges employees’ hard work, boosts their morale, and helps sustain
momentum—in other words, if you want something to grow, pour champagne
on it!

11. Don’t take high-performing company cultures for granted. High-performance
organizations do not take their culture for granted. They plan it, monitor it, and
manage it so that it remains aligned with what they want to achieve. All is for
nothing if company management teams do not align the core mission of their
company with its culture. After all, culture eats strategy for breakfast!

In 1964 in the pornography case Jacobellis v. Ohio, U.S. Supreme Court Justice
Potter Stewart uttered a now-famous nonrational perspective: “I shall not today
attempt further to define the kinds of material I understand to be embraced within
that shorthand description; and perhaps I could never succeed in intelligibly doing
so, but, I know it when I see it and the motion picture involved in this case is not
that”” In many respects, Justice Potter’s perspective is quite similar to the way
that company culture is often characterized—as somewhat of an invisible (intan-
gible) temperament or attitude that links companies, employees, and stakeholders
together.
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Reputation
Risks and Their
Management

9 J9)dey)

This chapter considers the persistent, increasingly adverse, and rapid effects of
materialized reputation risks to companies globally. It’s essential for management
teams to recognize how universal and asymmetric reputation risks are today, and
increasingly so for the foreseeable future; that virtually no company, irrespective of
size, sector, or maturity, can expect to be immune to or free from reputation risks;
and how reputation risk can, and usually does, cascade throughout an enterprise and
to its various stakeholders.

[ Categories of Reputation Risk

Every company’s reputation is an intangible asset. I have colleagues who regularly
make a strong case that reputation risks are a distinctive and, therefore, a standalone
risk category. That is, they are a type of risk that “cuts across” functional business
units and other conventional boundaries. This is based, in large part, to the overlap
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and interconnectivity of the following seven categories of reputation risks (Bonime-
Blanc, 2013):

Political risk

Operational risk

Financial risk

Technological risk

Legal risk

Supply-chain risk

Leadership and organizational culture risk

D

NS MR W

Every operating company globally is vulnerable to each of these seven risk cat-
egories. That said, each of the categories possesses distinctive aspects. Among the
most prominent, perhaps, is that they evolve from different places or locations.

Each of these seven reputation risks should be prominently factored into any
risk identification, management, and mitigation equation. That is, reputation risks
are not always defined from separately or individually occurring events; rather,
they can materialize singularly, collectively, or simultaneously, and rapidly cascade
throughout an enterprise with adverse effects. Reputation risks can materialize in
conjunction with any of the seven categories of risk. If the risk persists, but is not
recognized or addressed, in all likelihood it will periodically reemerge over time.

Dr. Bonime-Blanc (2013) cites examples of each risk category in the context of
reputation risk:

m Political risk: This type of risk will materialize based on geographic location. For
instance: where there is instability of a country’s political system and it’s socio-
political affairs; where leadership turnover is unpredictable and often violent;
where civil liberties and due process go unprotected; where the division of gov-
ernment branches is ineffective with little or no judicial independence; and where
regulatory oversight is politically influenced or exists with conflict of interests.

m  Operational risk: This type of risk is frequently embedded in a company’s oper-
ations, workforce, overall administration and organization, as well as its supply-
chain and procurement programs. For example, it can emerge from ignoring
local licensing or operating permit requirements; from business continuity, distri-
bution, sales, and other business development channels; and from joint ventures,
partnerships, and the management of local operations.

m Financial risk: This type of risk comes from improperly reporting or mischar-
acterizing earnings or expenses on financial statements or balance sheets. This
can also include a company’s financial and contractual interrelationships; the
absence of internal controls; little or no oversight or attention paid to taxation,
sales, business development, and financial incentives; as well as how the finan-
cial details of transactions are collected, reported, and disclosed throughout a
company’s or country’s financial reporting chain.
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m Technological risk: This type of risk comes from improper or inadequate safe-
guarding of intellectual property and proprietary information and data in ways
that conflict with increasingly country-/resource-centric intellectual property
laws. Technology risk also includes how well and the speed with which compa-
nies adapt to today’s persistent and sophisticated cyber threats and vulnerabilities.

m Legal risk: This type of risk is caused from permitting or overlooking the sub-
version of a government-sanctioned law or regulatory compliance requirements,
such as corruption, fraud, data privacy abuse, discrimination, harassment, anti-
trust violations, and money laundering.

m  Supply-chain risk: This type of risk embodies multifaceted sets of risks starting
at the supply chains’ inception to the end of the supply chain. This includes sup-
ply-chain disruption; quality and integrity of ingredients; proper vetting of third-
party providers; health, safety, and environmental compliance by factories; labor
issues; and compliance and procurement planning to sustain supply-chain integ-
rity and resilience. Supply-chain risk also includes overlooking or disregarding
child labor in developing countries where a company’s goods are being produced.

B Leadership and organizational culture risk: This type of risk results from allowing
or encouraging a company culture to persist in which retribution, fear, or intimida-
tion are routinely practiced—that is, an unscrupulous and corrupt company culture
may be dismissive of regulatory compliance and risk management issues.

B Reputation Risks Are A Separate Category of Risk

Each of the preceding risk types can be a distinct category of risk; therefore, when
the risk materializes, it will become embedded in a company and will manifest as a
top layer to more endemic reputation risk. Consequently, Dr. Bonime-Blanc (2013)
suggests, ethical and effective leadership, coupled with an enterprise-wide culture
of integrity, while challenging to measure and time consuming to develop and sus-
tain, may truly be the absolute best form of reputation risk management.

An effective enterprise-wide reputation risk management initiative that recog-
nizes the broad risk categories just described integrated with a root-cause analysis
to ascertain where such risks may actually emerge, will help companies to identify
and distinguish their salient reputation risks, assess reputation risk probabilities and
criticalities, and contribute to a more realistic prioritization of reputation risks to
achieve more effective decision-making and action planning.

However, reputation risk management action plans will be less effective if they
do not demonstrate the linkage of the material risks back to a company’s business
plan and strategy as a whole. When that occurs, a company will realize strong mul-
tiplier effects. Of course, operational familiarity with reputation risks and commit-
ment to preventing and mitigating them play key roles to any plan’s success.
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Employment Contractual Safeguards Can Mitigate
Reputation Risk

Forward-looking companies, whether they be a university-based research spinoff,
a start-up, an SMM (small or medium multinational), or a global Fortune 1000, is
likely experiencing an increasingly competitive business transaction environment in
regard to securing human and intellectual capital to sustain their competitive posi-
tion, realize growth strategies, and achieve financial security.

Prospective candidates for employment can be readily identified from virtual
pools of global applicants. However, a percentage of the candidates with the levels
of experience, know-how, and trusted academic credentials are frequently already
wrapped in various forms of noncompetes (NCs), nondisclosure agreements (NDAs),
and other forms of confidentiality agreements (CAs) that have, quite wisely in most
instances, become routine fixtures of employee hiring and on-boarding processes.

ESTABLISH BOUNDARIES

In most instances, the rationale underlying the requisite that employees enter into
NCs, NDAs, or CAs is to establish boundaries that employees are legally and con-
tractually obligated to work within, usually for a specified period of time, to safe-
guard their employer’s proprietary information, trade secrets, and business processes.

These contracts create legal obligations to privacy that compel employee sig-
natories to keep specified information secret and secured. Any form of contractual
agreement that obligates employees to safeguard their employers’ intellectual and
structural capital related to work products, company proprietary information, and
trade secrets will proactively inhibit a percentage of employees, from ever purpose-
fully divulging specified information to individuals absent a right to know.

On the other hand, the reactive elements of CAs are executed primarily to estab-
lish legal standing or provide a recourse for a victimized company to seek criminal
and/or civil charges against employee(s) who elect, for whatever reason, to at some
point during their employment or post-employment period purposefully disregard
the boundaries of a previously executed CA and divulge information to others.

SLOW ACCESS TO NEEDED INFORMATION

There is a perception, real or anecdotal, that CAs will limit or otherwise adversely
affect the speed and collaborative necessities that come from sharing and dissemi-
nating information in a timely manner. Those actually responsible for information
asset protection may not find this argument to be particularly credible.

Another relevant, but often overlooked, reality related to that is the contributory
value of an employee’s existing or future intellectual, structural, and relationship capital
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are indeed intangible assets, and exist as either standalone or in collaborative combi-
nations. Therefore, companies may find proactive prudency in, at minimum, revisiting
or rewriting then reexecuting an employee’s CA, versus assuming its initial one-time
execution is a sufficient inhibitor for the duration of an employee’s employment.

For new hires—particularly, those who have been recruited for possessing spe-
cific intellectual and structural capital, presumably to advance a new or existing
company initiative or project—should be subject to regular review. Seldom does an
employee’s intellectual and structural capital remain stationary relative to its con-
tributory value. In most instances, such intangible (intellectual) assets will likely
elevate and expand—that is, their contributory value will heighten—and, as such,
become increasingly attractive commodities to economic adversaries globally.

AN INCOMING EMPLOYEE’S CA NEEDS TO BE THOROUGHLY UNRAVELED

An incoming employee’s CA needs to be thoroughly unraveled, due, in part, to the
duration, what is covered in an employee’s former employer’s CA, and whether
there may be overlapping features. Thus, it’s essential to unravel and assess these
CAs for their relevance to the immediate impact on the hiring company, and the
employee’s ability to make immediate contributions. In other words, a company
should be able to legally navigate such agreements to avoid, among other things,
incurring extraordinarily embarrassing and costly reputation risks if an agreement is
inadvertently or purposefully violated.

Also, in today’s human resource (HR)-sensitive environment, any cultural, legal,
and religious contexts embedded in a CA that could conceivably hamper or delay a
new hire’s eventual contributory value must be respectfully assessed.

There are instances in which new hires have either been purposefully or inad-
vertently remiss in fully understanding specifics contained in CAs executed with
former employers. Some employees pay little or no attention to the language
in CAs or perhaps don’t fully comprehend the legal boundaries that their signed
agreement actually imposes on them for the duration of their employment, not to
mention periods of time following their employment with a new employer.

The time and attention devoted to unraveling and assessing prospective hires’
previous employment CAs can help mitigate reputation risks, make for more
informed hiring decisions, reduce the probability that potentially problematic employ-
ees will be inadvertently hired and create costly and long-term reputation risks. Being
on the receiving end of an allegation of violating a CA can certainly undermine the
contributory value of not only a new hire, but a company’s overall reputation.

Unfortunately, the long-held adage “ignorance is bliss” in these circumstances is
becoming more challenging to enforce in today’s virtual and global recruitment and
hiring environment. So, the onus is on every employer, throughout their respective
new hire processes, to not just inquire, but bring absolute clarity to the boundaries
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of any and all employment CAs that may have an adverse effect on an employer’s
reputation should there be a breach.

B Determinants of Reputation Risks

According to Robert Eccles and Scott Newquist, founders of Perception Partners, and
Roland Schatz, founder of the Media Tenor Institute, there are three things that deter-
mine the extent to which a company is exposed to reputation risks (Eccles et al., 2007):

m  Whether its reputation exceeds its true character.

m How much beliefs and expectations change externally, which can widen or (less
likely) narrow the reputation reality gap.

m The quality of internal coordination, which also can affect the reputation reality gap.

Eccles and colleagues (2007) point out that effectively managing reputation risks
must commence with recognizing that reputation is a matter of perception. Even disre-
garding the intuitive nature of this statement, one would be hard-pressed to find a more
relevant truism for companies today. A company’s overall reputation is a function of
its reputation among its various stakeholders, which include investors, customers,
suppliers, employees, regulators, politicians, and nongovernmental organizations; and
the communities in which the firm operates and specific categories, such as product
quality, corporate governance, employee relations, customer service, intellectual capi-
tal, financial performance, and handling of environmental and social issues.

A strong positive reputation among stakeholders across multiple categories will
result in a strong positive reputation for the company overall.

Managing A Company’s Reputation Risks Starts by
Recognizing Reputation Is An Intangible Asset

Some suggest there is little need to distinguish company reputation risks because
all risks can, and frequently do, adversely impact a company’s reputation or stand-
ing among its customers, stakeholders, and investors. An increasingly exacerbating
element to a company’s reputation risks today is that it used to take years of poor
management to destroy a company’s reputation; today, a company’s reputation can
be seriously damaged if not destroyed almost overnight.

It’s not just due to the expanded range and asymmetric nature of company expo-
sures, vulnerabilities, and missteps that can so rapidly become public. It’s also about
the speed with which such risks cannot just strike, but rapidly cascade throughout an
enterprise (internally and externally) and escalate to become a segment on the 24/7
global news cycles. This can produce costly consequences and long-lasting side
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effects, some of which, of course, become irreversible, or at minimum take months
if not years for a company to return to a state of operational and financial normalcy.

An Opinion Research Corporation report states “reputation is as much about
perception and the perception of behaviors, as it is about fact” (Resnick, 2006).
Reputation, the ORC report states, is about expectations, ethics, trust, relationships,
confidence, and integrity, each of which are built and sustained on the fundamental
belief that management teams and boards possess and consistently practice those
characteristics.

A reputation risk management plan then:

m Should recognize the asymmetric nature that most reputation risks assume today.

Is best approached as a company-wide responsibility.

m  Should be designed to recognize and distinguish particularly adverse reputation
risks at their emerging stages that carry a potential for cascading quickly and early.

m Should include immediately available means (internal and external) to effec-
tively assess and rapidly mount an initiative directed toward mitigating potential
cascading affects.

Certainly within the past decade it was relatively common and sometimes even
an advisable and prudent practice to measure a company’s risk tolerance level. In
other words, risks that would materialize within the risk tolerance levels would
presumably permit a company to continue to operate within its range of normalcy.
Today, however, for the reasons already conveyed, reputation risks that may initially
be characterized as falling within preconceived levels of tolerance can escalate and
cascade so rapidly that each reputation risk warrants rapid and objective assess-
ment, not solely on the basis of a company’s conventional risk tolerance levels or
appetite, but based on the probability that the risks will evolve in a manner to actu-
ally affect reputation adversely.

B Seldom Can Company Reputation be Manufactured

Seldom can a company’s reputation be manufactured—that is, evolve from a single
advertising campaign or public relations initiative. Rather, a company’s reputation is
built on consistently meeting and exceeding customer, client, stakeholder, and inves-
tor expectations, particularly those perceived as being consistent with the values
being conveyed and claimed by the company, and any perceived promises the com-
pany makes through its stakeholder marketing and communication initiatives—that
is, “walking the talk.”

Only those management teams who are out-of-step or naive with respect to the
realities of today’s 24/7 global business news cycles and instantaneous social media
functionalities would characterize reputation risks as merely being temporary
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problems that can be preempted, mitigated, diffused, or quickly remediated through
conventional public relations initiatives. Today, company reputation risk challenges
can be observed unraveling in real time via cable news networks and social media
and are very substantive “wake-up calls” for management teams to immediately
and objectively examine how or whether their internal operating culture is genu-
inely reflective of its public behavior and the range of expectations of customers,
consumers, clients, stakeholders, investors, and the global public at-large.

The demise in 2002 of Arthur Andersen Company is attributed to irreparable
reputational damage following terrible publicity the company received related to
the Enron scandal. More recently, BP incurred significant reputation damage rela-
tive to its association with the Deepwater Horizon explosion in the Gulf of Mexico
in 2010 (Kendrick, 2013).

There are countless other examples, but a positive and resilient reputation helps
companies to deal more effectively with future reputation risk events, should they
occur, because it creates a reserve of goodwill that can help the business to better
endure these events.

ACE’s survey also notes that 4 out of 5 executives surveyed stated they regard
their company’s reputation as its most significant asset. Nothing particularly new
here! But, despite evidence there is a growing understanding and appreciation for
materialized reputation risks and their adverse impact on companies, one of the
major challenges survey respondents revealed is quite straightforward: “getting
their head around” the asymmetric and otherwise intangible nature of reputation
risks. More specifically, 9 of 10 survey respondents reported that company reputa-
tion risks is “the most difficult risk category to manage.”

Reputation risks are different from other risks. It is difficult to define, measure,
and, therefore, manage—a task made more complicated by uncertainty over who
“owns” the issue inside companies.

Also revealed from ACE’s report are respondents’ citing what they believe are
factors that contribute to today’s growing corporate reputation risk environment.
ACE’s survey respondents expressed particular concern about the following trends
that are influencing and elevating reputation risk levels:

m Expanding global footprints and increasingly complex and risk-laden supply
chains.

m Increasingly dynamic and challenging regulatory environments from which
compliance is now considered to be a core competence in many industries. With
failure to manage regulatory change effectively this will inevitably lead to seri-
ous reputational damage.

m Rapid company expansion into new markets and the challenges associated with
maintaining consistent (ethical, business, product) practices and standards in a
boundary-less transaction environment.
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The survey’s respondents reported that damage to customer relationships and
the adverse financial impact of materialized reputation risks; the speed at which
reputation risks can materialize and cascade throughout a company and its supply
chain; and the reality that reputation risks can emerge from anywhere, at any time,
and from any place within a company or along its stakeholder or supply chain make
reputation risks more difficult to predict.

Interestingly, and quite revealing, is the fact that respondents to ACE’s survey
cited particular areas where companies judge themselves to be the weakest at repu-
tation risk management:

m Measuring external perceptions of the company.

m Quantifying the financial impact of reputation risks, and because reputation risk
impact is more difficult to quantify, it frequently makes it less well understood
compared to tangible risks and threats.

m Restoring company reputation after reputation risk incidents have materialized.

m The absence of effective counsel about how to manage reputation risks, which
elevates the sense of uncertainty and confusion about how best to manage repu-
tation risks.

Fewer than one-third of companies believe they are well prepared to address
these issues.

B The Role of Company Chief Security Officers

While I am confident most chief security officers (CSOs) recognize the increasing
relevance and importance of managing reputation risks on behalf of their employer,
there is little, if any, substantive or objective data that describes the actual percent-
age of CSOs who now have been tasked with those specific responsibilities.

CSOs are well positioned to be the “first responders” to materializing reputation
risks. Many existing CSO responsibilities are directly or indirectly related to safe-
guarding their employer’s reputation. What is necessary now is to bring a stronger
sense of business clarity to those responsibilities through current examples of repu-
tation risks gone awry; by identifying the various dimensions to reputation risks that
have materialized regionally, nationally, and internationally, and not merely those
affecting the Fortune 500 companies; and the various ways materialized reputation
risks can adversely impact a company economically, competitively, and strategically.

There is growing evidence that reputation risks that materialize are precipitated
by some type of breach, compromise, or other adverse activity involving insiders—
that is, a company’s employees. CSOs then represent those most knowledgeable
and generally best positioned in terms of familiarity with a company’s internal and
external environment, to recognize and proactively address reputation risks, parti-
cularly those initiated by insiders.
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Reputation Risk-Intelligent Company Culture and
Organizational Resilience

A good first step in developing a reputation risk-intelligent company culture is rec-
ognizing that risks are not solely an external phenomenon. An equally important
step comes from recognizing that company value can be favorably affected by inte-
grating risk management and human resource management. The rationale for doing
so lies in the reality that a significant percentage of company risks actually evolve
from employee actions, including management team and board members.

In terms of actually laying the foundation for developing a reputation risk-
intelligent company culture, CSOs will find it prudent to recognize that it can be
best executed at the point when the following converge:

B Risk governance: How a company treats risks and assumes responsibility for
risk oversight and strategic decision making.

B Risk infrastructure management: How a company assumes responsibility for
and understands how to design, implement, oversee, and sustain a risk manage-
ment program.

m Risk ownership: Employees becoming operationally familiar with what their
risk responsibilities are—that is, they assume some responsibility for identify-
ing, measuring, monitoring, and reporting risks.

Becoming more intelligent and objective about a company’s reputation risks are
essential preludes to creating a risk-intelligent company culture wherein manage-
ment teams assume a responsibility for elevating and cultivating a company-wide
awareness and operational familiarity about the materialization of reputation risks.
This begins by adopting common definitions of reputation risks in accordance
with developing standards and best practices relative to a company’s industry sec-
tor, operating locales, and converging law, and defining roles, responsibilities, and
authority for managing reputation risks with necessary levels of transparency.

The focal points and deliverables of reputation risks are, as suggested previ-
ously, already woven into corporate security and risk management functions by
addressing the growing and asymmetric nature of risks that permeate companies
globally and frequently produce almost instantaneous adverse effects.

B Reputation Risks Are A Fiduciary Responsibility

The management, stewardship, and oversight of most company’s reputation risks
are now characterized as legitimate and compelling fiduciary responsibilities.
Consequently, reputation risk management practices should be factors at every
operational level in a company: R&D, manufacturing, business transactions, new
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market-entry initiatives, etc. The objectives are to ensure company reputation risk
management practices lead to achieving a reputation risk-intelligent company cul-
ture, and becoming a more reputation risk—resilient organization.

Achieving these states are fiduciary imperatives, not merely risk management
luxuries that can be developed on-the-fly or after the fact to respond to an already
materialized risk or threat event or act.

Risk Management

I Building A Strong Business Case for Reputation

As CSOs know well, most every security/risk management initiative must be
accompanied by an equally strong business case typically describing the initiative’s
contributory value to the company along with identifying performance indicators
along the way that warrant regular monitoring and assessment. These aspects are
uniquely designed to serve the CSOs by, among other things, respectfully demon-
strating a strong business return-on-security-investment (ROSI) case for companies
to invest in and execute reputation risk management initiatives.

As such, any ROSI discussion should bring clarity to reputation risk manage-
ment as a distinctive, rapid-acting, asymmetric, and potentially cascading cate-
gory of risk; demonstrate practical monitoring and assessment tools, performance
metrics, and timely alerts; and include key design and cost factors for the reputation
risk management initiative.

For example, Dr. Nir Kossovsky (2010), President and CEO of Steel City Re, has
developed a corporate reputation index that captures, in quantitative form, the conse-
quences of companies’ actions toward their stakeholders—that is, customers, employ-
ees, vendors, and investors. Companies with higher reputation rankings on the index
produce higher equity returns and have lower credit costs, which in turn lead to lower
operating costs and higher net incomes. Dr. Kossovsky ‘uses four instruments to mea-
sure reputation which include the weekly Steel City Re Corporate Reputation Index
ranks, the Fortune 50 Most Admired. The Forbes Most Reputable list and the Harris
RQ list. While the latter three are reported once a year and are based on surveys and
expert panel review, the Steel City Re Corporate Reputation Index is a periodic quan-
titative algorithm that captures the consequences of companies’ actions toward their
shareholders, including: Customers (sales, volume and revenue), Employees (employ-
ment terms, internal politics), Vendors (merchandise credit, operating terms and oper-
ating friction) and Investors (earnings multiples and price volatility).

An obvious and positive consequence is that in rising markets, shareholders
of companies with superior reputation rankings are rewarded with higher returns.
In down market cycles companies with superior reputations are found to be more
resilient and lose less value should a reputation risk materialize.
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NoOT PuBLIC RELATIONS WITH A TWIST

Any presumption that company reputation risks merely constitute a thinly disguised
and tweaked version of public relations is incorrect. As most have recognized over
the past three to five years, there are far too many companies that have responded
poorly or incorrectly to risks affecting their reputation.

Why is that? Management teams remain inclined to view the management of
company reputation in still fairly narrow and conventional contexts that fall to the
reactive public relation unit, some of which remain inclined to put fires out after
the fact. Consequently, there are two key circumstances that companies with poorly
developed reputation risk management capabilities: they permit reputation risks to
be incorrectly assessed, and they fester and exacerbate to the point they actually
trigger higher levels of risk crises that rapidly cascade internally and externally.

Such perspectives are certainly out-of-step with the 24/7 realities of global news
and social media platforms, which are unforgiving and increasingly irreversible first-
strike launching pads and spawning grounds for reputation risks to go viral. When
any component of a company’s reputation is not routinely being monitored and
assessed for missteps, miscues, or external attacks, be they inadvertent or purpose-
ful, most companies can anticipate consumer ill-feelings to be further aggravated and
become deeper and broader than they may have initially had a company appropriately
dealt with its inevitable reputation risks at the outset. More precisely, decision makers
must correctly recognize, distinguish, and assess acts or events as reputation risks at
their very earliest stages and rapidly set in motion genuine mitigation initiatives.

Reputation risk management is about being proactive, which requires having the
capability to not only consistently monitor, but correctly distinguish and assess, the
gravity of adverse acts, events, revelations, and statements (social media or otherwise)
in the context of if or how they may affect consumer expectations. To reflect on the
sage counsel of Warren Buffet: “It takes years to build a favorable company reputa-
tion, but today, company reputation can literally become severely damaged, if not
irrevocably lost, in a single day” (http://www.goodreads.com/quotes/148174). I would
further say that this could even come down to a matter of hours, not an entire day.

REPUTATION Risk EXAMPLE: CRAIG’S LiST

From a company reputation risk management perspective, the Craig’s List situa-
tion during the fall of 2010 was not specifically sparked or orchestrated by a sin-
gle interest group or blog blitz that went viral. Instead, the situation experienced
by Craig’s List was largely the outcome of their own making, virally festering for
some time.

That is, the adverse reactions and underlying sentiments to permitting and
retaining their adult-services section had been simmering above and below the
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surface for many months. I can only presume that Craig’s List decision makers
made repeated business decisions, prior to the September 4, 2010, adult-services
section shutdown, to permit this section to continue to function more or less as-is,
with its increasingly transparent and explicit content for sexual services.

Craig’s List management teams may well have dismissed well-recognized repu-
tation risk best practices. Some 15 states’ attorney generals joined in a class-action
suit against the Craig’s List adult-services section, generally describing it as merely
a “thinly veiled, web-based advertising platform for prostitution and an array of
other sexual services” (PBS Newshour, 2010).

Among the many interesting aspects was their decision to not remove the adult-
services section more quickly, which conceivably may have put the matter behind
them. Instead, they opted to retain the adult-services section and presumably miti-
gate the adverse reactions by inserting the word “censored.”

Admittedly, I have no insight into Craig’s List’s decision-making processes on
this matter. The decision to use the word “censored” in this instance implied that
a total suspension of the adult-services section may have been forthcoming. Or,
perhaps, the word “censored” in this instance merely represents a temporary patch
decision with a more permanent “fix” to the larger issue of sustaining or discontinu-
ing the adult-services section still under consideration.

From afar, this was likely a circumstance in which a business orientation domi-
nated a company’s reputation risk management process that believed hedging the
initial adverse reaction to their adult-services section would be temporary with no
long-lasting reputation risk.

B Factors Contributing to Reputation Risks

Dr. Daniel Diermeier, IBM Professor of Regulation and Competitive Practice at
Northwestern University’s Kellogg School of Management, and Harlan Loeb,
Global Practice Chair, Edelman Crisis & Risk, Adjunct Professor, Northwestern
University School of Law, identified four key factors that contribute to triggering
increases in company reputation risks (Diermeier and Loeb, 2013):

1. Media coverage, whether traditional or social, which has increased dramatically
worldwide, sparking increased scrutiny that companies simply can’t avoid.
a. Transparency is expected because once an issue is alive on the Internet it
becomes permanent and facts become “negotiable.”
2. Globalization of activist organizations now matches the global reach of compa-
nies; consequently, NGOs succeed in forcing private regulation.
a. That is the “voluntary” adoption of rules and standards that constrain certain
forms of company conduct without involving public agents.
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b. The mechanism driving much of the change proves to be the creation of rep-
utational crises for global entities, which often force companies to change
their business practices.

3. Expectations of corporate conduct have shifted, especially among younger
demographic groups.

a. This helps explain the explosive growth of corporate social responsibility,
sustainability, and socially responsible investing.

b. These aren’t passing fads. Yet, increasingly, moral outrage drives reputa-
tional crises, whether over environmental concerns or executive perks.

4. Business models based on trust have emerged and are on the rise.

a. Companies are recognizing that to develop unique customer experiences
and solutions they must draw closer to their customers’ unspoken—perhaps,
even unconscious—desires and needs.

b. This requires trust. While this shift generates fresh opportunities to create
value, even the mere perception of broken trust produces strong feelings
of betrayal. This proves a particular challenge for the banking industry, as
today’s headlines show.

While most corporate management teams are indeed more cognizant of issues
that drive reputation risks, many, it appears, remain unsure about precisely what
to do or who should do it. Yet still, numerous companies and their leadership teams
cling to the view that forging a strong reputation is relatively easy in as much as it
merely requires a common-sense approach to its customers, suppliers, stakeholders,
and investors. To them, it is simply a natural consequence of doing what is right.

For them, a tutorial on social media and the direct evidence of how it has, in
essence, changed the rules (conventional past practices) for effectively countering
and mitigating the expense and potential irreversibility related to the materialization
of reputation risks would be a prudent use of their time.

B What the Public Is Saying

In most instances, a company’s reputation rests on what the general public is saying
about them. Thus, I encourage company officials, in their development of reputa-
tion risk best practices, to examine acts, events, and statements through the lens of
the public’s perspectives and viewpoints, especially when they’re critical or hostile.
A proper response by company management requires a strategic rather than strictly
an offensive or defensive approach.

A strategic response requires company management teams to possess the
emotional strength to treat reputational difficulties as being understandable, per-
haps even being predictable challenges that, to some extent, should be expected
in today’s aggressive business transaction environments. Companies and chief
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executives must handle reputational crises like any other major business challenge:
based on principled leadership and supported by sophisticated processes and capa-
bilities that integrate with the company’s business strategy and culture. Most every
company’s reputational trust depends on it.

Reputation Risks: The Most Difficult Risk Type for
Companies to Manage

For readers who may be unfamiliar with The ACE Group, it purports to be one of
the world’s largest multiline property and casualty insurers for a diverse clientele
with operations in 54 countries. In reviewing its 2013 report “Reputation at Risk”
by Andrew Kendrick, the president of ACE’s European Group, there are some
revealing findings that broaden current thinking regarding reputation risk. So much
so that business decision makers globally would be well served at minimum to read
this entry, but also read ACE’s entire report.

ACE’s survey finds that merely 1 in 5 companies reported they are very effec-
tive at measuring external perceptions about their company. Almost 4 in 10 respon-
dents also report their companies have confidence in their ability to address and
recover from a crisis with 32% believing they are very effective at restoring repu-
tation following the materialization of a risk event. I am skeptical about assum-
ing crisis management and reputation risk management are synonymous. From an
insurance perspective, two-thirds of ACE’s survey respondents feel inadequately
covered for reputational risk. So, one can presume the respondents distinguished
crisis management from reputation risk management.

Most company management teams recognize, however, that the time that
companies now have to respond should be factored in hours and minutes, thanks
in large part to the globally instantaneous functionality of expanding numbers of
social media platforms. One outcome of this particular reputation risk phenomena
is that fewer companies have the luxury of a second chance.

B There Are no Magic Solutions to Manage Reputation Risk

There are some things that companies can do to mitigate, if not prevent, the mate-
rialization of reputation risks, though there is no magic solution. A couple of effec-
tive measures that business management teams should execute include:

m Do more to evaluate and systematically track the perceptions of primary exter-
nal stakeholders, such as customers, media, adverse lobbying groups, and
governmental regulators.
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m Help these entities acquire true perspectives and insights into challenging trends
and problems companies face.

Better preparation and routine testing of response plans builds an important
foundation for a faster, more effective, and genuine response when reputation risks
materialize, including for reputation restoration in the instantaneously global social
media network.

Communicating Risk and Clarifying A Company’s
Appetite for Risk

Companies and organizations encounter risk every day, even multiple times per day.
It’s absolutely critical that intangible asset strategists, when working with a com-
pany, recognize and respect that just because key business unit and management
team members are at the same table, seldom do their perceptions and targets of risk
coincide nor is consensus easily reached.

This is due in large part to another reality, which is a sizable number of man-
agement teams, while they may generally know what intangible assets are, they
remain operationally unfamiliar with the ones their company produces and utilizes,
and they have yet to feel compelled to achieve a higher level of operational famil-
iarity to consistently engage their intangible assets more effectively, competitively,
and profitably. Obviously, these realities present some challenges. One is that it can
impair the accuracy of a company’s risk assessment.

A significant percentage of economic adversaries globally are really seeking a
company’s intellectual, structural, and relationship capital—that is, their intangible
assets. Therefore, it is these intangible assets that management teams are obliged to
address and mitigate risks to, which starts by communicating what those risks are, and
putting in place practices, policies, and procedures designed to simultaneously sustain
control, use, ownership, and monitor the assets’ value, materiality, and risks. That is, if
a company is to maintain its path of success, profitability, and competitive positioning.

However, a fundamental question remains: How much risk does a company’s
decision makers find acceptable as they pursue their company’s mission and objec-
tives? In other words, what is their “appetite” for risk?

A complicating factor to answering the question lies in the reality that regu-
lators, various oversight entities, and certainly stakeholders are seeking, if not
demanding, companies develop better descriptions of their risk management pro-
cesses. The Committee of Sponsoring Organizations of the Treadway Commission
(COSO, 2012) suggests that communicating company risk should commence by
understanding how much risk a company is willing to accept. And, to what extent
should the risks that a company accepts mirror stakeholders’ objectives and atti-
tudes toward risk? Does a company ensure that its business units are operating
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within the agreed-on boundaries that actually represent the company’s appetite for
specific kinds of risk?

COSO (2012) defines risk appetite as the amount of risk a company is willing
to accept in pursuit of value. Each company pursues various objectives to add value
and should recognize and understand the risks it is willing to undertake to achieve
those objectives. Therefore, the answers to the preceding questions essentially
frame a company’s risk appetite.

Therefore, risk management decision making and compliance should not be
executed as if they were separate and distinct from strategic planning and daily
decision making. Rather, both should be recognized as important components to a
company’s culture, just as making decisions to attain a company’s business initia-
tives, projects, and objectives should be part of a company’s culture.

As a company and its management teams actually begin to factor their risk
appetite into their decision-making processes, they will become better positioned
to balance business risks with business opportunities. For example, if a CEO
expressed a need or desire to increase his or her company’s risk appetite based on
expectations that key aspects of its profitability were declining or would become
stagnant, it’s quite likely, if it were a:

m Financial services firm, by accepting a lower risk appetite, it may well choose to
avoid opportunities that produce higher levels of risk while offering the possibil-
ity of higher returns.

m Manufacturing firm that accepts a higher appetite for risk it may be more
inclined to engage an opportunity to procure natural resources from a volatile
country where its investment could be lost, literally at the whim of that coun-
try’s political leaders. Obviously, in this instance the rewards may be high, but
the risks are high as well.

So, company decision makers are obliged, if not fiduciarily responsible, to con-
sider their risk appetite in unison with their company’s goals and selecting which
operational tactics to pursue.
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Over the past 25 years I have made countless speeches, presentations, conducted
seminars, and participated in business meetings with a wide array of profession-
als and practitioners representing most every industry sector. In each, I am asked
to address the terms intangible assets and intellectual property. In that regard, I
know of no study to support what I am about to say, nor do I know of any study
that would refute it either. That is, if one were to randomly engage 10 people on a
global main street and ask them to explain or give examples of intellectual property,
I guesstimate the following would likely occur:

m Five individuals would use the word “patent” only to describe intellectual prop-
erty (IP), probably absent any reference or connection to other forms of IP such
as trademarks, copyrights, or trade secrets.

m Five individuals would likely admit they had no familiarity with IP conceptu-
ally, practically, or operationally.
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It may be fair to infer from these guesstimates that large segments of business
leaders and management teams remain unnecessarily and operationally unfamiliar
with their intangible assets and IP in terms of

m  What intangible assets are and what they’re not.

m  Their potential value and revenue-producing capabilities.

m  How to effectively identify, utilize, exploit, and profit from the intangible assets
their business produces, particularly the intellectual, relationship, and structural
capital.

m [P is actually one type of intangible asset.

Recall that more than 80% of most companies’ value, sources of revenue, and
building blocks for growth, sustainability, and profitability actually evolve directly
from intangible assets. Based on this irreversible and steadily rising global eco-
nomic fact, business management teams have a professional responsibility to
achieve operational familiarity with intangible assets and their distinguishing and
contributory elements.

| Patents Are Intangible Assets Suitable for Framing

Intellectual property—that is, patents, trademarks, copyrights, etc.—is merely one
type of intangible asset. The only substantive distinction between IP and intangible
assets is that IP is applied for and issued by the U.S. Patent and Trademark Office
(USPTO), whereas intangible assets are not.

Once IP has been issued by the USPTO, it assumes a sense of physicality (tan-
gibility)—that is, a patent certificate can be framed and hung on an office wall as a
testament to one’s hard and long periods of intense and diligent intellectual work.
However, there are no accompanying documents that convey the valuable intangible
assets that exist within the IP.

It is these embedded intangible assets that, when effectively exploited, can col-
lectively pave the way for infringers to achieve the sought-after revenue, competi-
tive advantage, branding, and reputation enhancements. Frequently, IP, particularly
patents, represents a presumptive “brass ring” that a significant percentage of tech-
nology transfer units, researchers, inventors, business management teams, and legal
counsel set their sights on.

I Patent-Only Strategy

Being fortunate enough to having a patent issued represents a very worthy culmi-
nation of one’s work and is a genuine testament to perseverance and intellectual



Distinguishing Intellectual Property and Intangible Assets 93

acuity. However, a business that engages in a patent-only strategy to protect their
IP may be reflective of the reality that the parties are unfamiliar with the necessary
preparatory aspects that skilled intangible asset strategists can contribute; instead,
they opt to only engage IP legal counsel. An intangible asset strategist can articulate
equally relevant options for optimizing, commercializing, and monetizing intangi-
ble assets that are frequently complimentary to conventional IP strategies.

Being fixated on a patent-only strategy, business management teams may over-
look, undervalue, and project somewhat of a dismissive attitude toward the contrib-
utory intangible assets embedded in every patent application. Those attitudes are
often rooted in the convention that an issued patent singularly conveys ownership,
certain rights, and provides legal standing for asset defensibility under the law.

However, the legal and administrative costs associated with obtaining and
maintaining a patent are not insignificant, not to mention the extraordinary costs
necessary to pursue infringers and counterfeiters or to defend a patent against
allegations of infringement. These costs continue to escalate, making the patent-
only tract increasingly out-of-reach for a frugal innovator or SME (small- or
medium-size enterprise) absent securing highly committed investors with very deep
pockets.

I Deterrence

Under ideal circumstances, the probability of getting caught, becoming a defendant
to a lawsuit, paying a hefty fine or legal fees, or receiving a prison sentence would
be sufficient to deter infringement. This concept of deterrence is what many pat-
ent applicants misunderstand, naively accept, or are unwittingly being oversold.
Deterrence is not a simple concept and should not be conveyed as if it were. There
are many factors—human, economic, cultural, and environmental—that are appli-
cable to achieving some manner of desired deterrent effect.

To genuinely achieve any deterrent effect is a challenging undertaking
and should not be assumed is a naturally occurring outcome of having a pat-
ent issued. The reality is patents simply do not constitute an adequate inhibitor to
infringers who believe the shortest path to success is to acquire someone else’s
know-how.

The misperception that patents are companies’ only option or strategy to opti-
mize and exploit their intellectual and structural capital can lead to substantial dis-
appointments for inventors, innovators, and entrepreneurs. These disappointments,
while they may not be totally avoided, can certainly be mitigated with more effective
deterrents.

Throughout my encounters with countless private and academic researchers rep-
resenting a broad spectrum of entrepreneurism from extraordinary biotech to less
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sophisticated, but nevertheless useful apps, I have found there are commonalities
among researchers and entrepreneurs, especially in attitudes and behaviors, such as:

m They possess substantial optimism about projections for achieving lucrative out-
comes from the commercialization and monetization of their innovation.

m They are unwittingly naive about the necessity that even issued patents warrant
management, oversight, and stewardship; and the necessity to have practices in
place designed specifically to sustain control, use, and ownership, and monitor
value, materiality, and risk.

m They are eager to share oftentimes intimate details of their innovation story.

m They possess highly opinionated knowledge and familiarity regarding other rel-
evant innovation/research projects occurring globally.

Therefore, entrepreneurs and management teams electing to effectively and con-
sistently engage their intangible assets in a regime of stewardship, oversight, and man-
agement will certainly improve the odds that their innovation will come to fruition.

The Shortest and Least Expensive Path to
Success Is Infringement

There is a well-used adage in the asset protection arena that is particularly apropos
to intangible asset strategists and information asset protection practitioners: The
shortest path to innovation/invention commercialization and monetization does not
always lie in incurring the substantial time, resources, and costs associated with con-
ventional (legal, ethical) R&D models. Instead, it lies in illegally acquiring the nec-
essary data, information, intellectual and structural capital, or prototypes from the
rightful asset holders and producing the product in an illegal manner, known as prod-
uct counterfeiting, and inserting the counterfeits in legitimate supply chains globally.
There are important asset preparations that should occur prior to launching any
new innovation, product, or service, or handing off intellectual and structural intan-
gible assets to IP/patent counsel. Examples of these preparations evolve around
ensuring that companies have procedures and practices in place designed specifically
to safeguard and monitor the assets’ value, materiality, and prevent or mitigate risk.

I What Is Your IP Position?

It remains true that prospective investors, venture capitalists, and large multina-
tional corporations that express interest in an individual inventor’s or company’s
research product, as well as those who may be fortunate enough to “pitch” their
innovation at a well-attended venture forum, are inclined to believe the “What is
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your IP position” question directed to the inventor or innovator remains as relevant
today as it did in the 1960s.

Sure, patent enforcement tools, conveyed by virtue of having an issued patent,
are important and will likely remain offensive and defensive mainstays for the fore-
seeable future.

Having attended numerous venture forums myself, without exception, every
entrepreneur in their presentation to the venture capitalists in the audience felt it
was necessary to clarify their IP position at some point during their presentation. So
it comes as no surprise that being unable to respond affirmatively to the question is
a nonstarter for most venture capitalists and other categories of investors. From an
entrepreneur’s perspective, having no patent issued nor having submitted a provi-
sional patent application are often assumed to be the death knell for attracting much
needed investment.

However, the absence of an IP position does not necessarily have to be a deal-
breaker for prospective investors, providing the entrepreneur has acquired sufficient
operational familiarity with and can articulate the numerous contributing intangible
assets and how their firm has effective asset stewardship, oversight, and manage-
ment practices in place to sustain control, use, and ownership of the assets, and
monitor their value, materiality, and risk.

B An Analogy

When a business owner seeks the guidance of a search engine optimization (SEO) or
website design/marketing firm, it’s routine to hear the firm’s business development or
marketing persons’ opening pitch to include some variation of “We will help you get
your company website and/or blog on page one of Google!” Of course, the reality is,
there is absolutely no guarantee such claims will come to fruition. But, with virtually
no exceptions, each firm I have encountered makes some variation of that claim.

Therefore, there are two important things people should know and sort out for
themselves:

m There are countless books, webinars, and one-on-one coaching available to help
people repeatedly integrate language in their web design copy to achieve the
coveted high ranking on Google or other prominent search engine. Typically,
such claims flow from their presumed understanding of and ability to favorably
influence the famed “Google algorithms.”

m  Getting one’s business website or blog on page one of Google is no guarantee it
will produce the all-important conversions that SEO marketers routinely tout.

Yes, entrepreneurs and businesses can rationalize that all it takes is one good con-
version to kick-start a company down the path to riches. We all wish that were true and
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envy those for whom it materializes in that manner. But, “reaching page one of Google”
by itself is certainly not all that a company needs as a requisite for achieving success.

A well-coordinated, focused, and specific strategy effectively utilizes an array
of Internet resources and social media platforms that present many different options
to elevate a company’s exposure and conversion rates, not solely landing on page
one of Google! Similarly, pursuing a patent-only strategy may not, in all circum-
stances, be the best option.

B Getting An Invention Business Ready

For companies that are seeking strategies to get their inventions business ready in
2014 and beyond it may be more prudent for their first contact to be with an intan-
gible asset strategist rather than IP legal counsel. Among the multiple roles this
strategist would undertake are to identify, unravel, and assess the origins, status,
stability, and defensibility of the intangible assets they have produced that underlie
every innovation. The intangible asset strategist would describe strategies that fit
best and work best for the innovator or company.

This makes achieving a fundamental operational familiarity with intangible
assets aside from conventional intellectual properties an increasingly essential
prelude for achieving business success, which includes building and sustaining a
strong and sustainable internal pipeline of intellectual, structural, and relationship
capital to achieve business aspirations.

B Trade Secrets Start Life as Intellectual Capital

Trade secrets are merely another form or category of intangible asset, specifi-
cally intellectual capital. A ruling by the U.S. District Court (Northern District of
California) may serve as an impetus for entrepreneurs and innovation-intensive com-
panies to engage intangible asset strategists first, and IP counsel second, to ensure
agreements they have entered into as well as company policies, procedures, and prac-
tices duly reflect the perspective that all trade secrets start life as intellectual capital.

On June 7, 2012, in Form Factor, Inc. v. Micro-Probe, Inc., the U.S. District
Court’s ruling brought clarity to the evidentiary requisites to support an allega-
tion of trade secret theft. The Court record states that an employee (defendant) left
Form Factor to work for Micro-Probe, a competitor, a circumstance that most read-
ers know occurs routinely. These two firms were clearly competitive rivals. Both
sold and provided support services for similar products used to test the performance
of semi-conductors. While the companies did have some overlapping customer
relationships, their products actually conducted different kinds of semi-conductor
performance tests according to court statements.
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While employed by Form Factor, the defendant (former employee) had been
authorized to remotely access the employer’s internal network through a laptop
provided by his employer, and his personal home computer. When the defendant
informed his employer (Form Factor) he was leaving to work for Micro-Probe, he
dutifully returned his company-owned laptop as required. Unfortunately, however,
according to court records, Form Factor made three significant errors (omissions)
with respect to their now former employee: they made no inquiries about whether
the defendant retained any proprietary data/information files on his personal
computer; they did not request that the defendant return or delete any proprie-
tary materials that he had downloaded while working from home on either com-
puter; and the defendant never signed any restrictive nondisclosure or noncompete
agreement.

However, shortly after the defendant formally left Form Factor, at Form Factor’s
request, the defendant relinquished his personal computer and other data storage
devices for inspection by Form Factor personnel to determine if either contained
trade secrets or confidential information.

Form Factor’s inspection revealed the presence of approximately 4500 files that
remained stored on the defendant’s personal computer and its storage devices, all
of which were the property of Form Factor. However, following the inspection and
comparing it to Micro-Probe’s databases and electronic data/information storage
system, only 1 of those 4500 files appeared in Micro-Probe’s possession.

Consequently, the Court noted that any party seeking recovery under California’s
Uniform Trade Secrets Act for alleged acts of misappropriation (in this instance,
FormFactor) must demonstrate the existence of a trade secret, must identify the trade
secret, and must carry the burden of showing that the trade secret actually exists.

Helping to further collapse Form Factor’s claim was that, of the 4500 files
found on the defendant’s personal computer, none met the requisites of trade
secrecy. Thus, the blanket assertion that all of the files were confidential or con-
tained a trade secret was rejected outright by the Court.

In addition, the Court ruled that Form Factor, to add legitimacy to their claims,
were required to identify each specific trade secret, not just a broad statement that
a file might contain a trade secret; describe the subject matter of each trade secret;
and establish that each alleged trade secret met the six requisites of trade secrecy,
particularly that each held independent economic value.

The requisites are as follows:

m The extent to which the information is known outside the claimant’s business.

m The extent to which it is known by employees and others involved in the
business.

m The extent of measures taken by the claimant to guard the secrecy of the
information.

m The value of the information to the business and its competitors.
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m The amount of effort or money expended by the business in developing the
information.

m The ease or difficulty with which the information could be properly acquired or
duplicated by others.

It should come as no surprise for experienced practitioners that requiring plain-
tiffs to disclose trade secrets in open court will surely give companies pause about
pursuing trade secret theft claims.

Also, the Court presented Form Factor with yet another embarrassment by stat-
ing that their broad argument that they spent $50 million annually on R&D was
insufficient for establishing a legitimate connection between the value of the con-
tested trade secret on the defendant’s personal computer and Form Factor’s level of
annual R&D expenditures.

Lastly, the Court held Form Factor had not demonstrated reasonable efforts were
in place to safeguard the alleged trade secret—that is, they never required the defen-
dant to sign a confidentiality or nondisclosure agreement, which allowed the defendant
to retain his contact information (relationship capital) after his departure from Form
Factor, and authorized the defendant and other employees to work from home and
access the company’s proprietary data/information bases. They also did not request the
defendant return any FormFactor data/information upon tendering his resignation.

Ultimately, Form Factor did not establish the existence of any protectable
trade secrets, nor did they establish misappropriation—that is, improper acquisi-
tion or use—of its trade secrets had actually occurred, at least under California’s
Uniform Trade Secrets Act. Mere possession of an alleged trade secret by a depart-
ing employee, standing alone, does not presume misappropriation.

In addition, the single file that the defendant took to his new employer, Micro-
Probe, was actually a spreadsheet that contained information that had not been
identified (by Form Factor) as being either confidential or proprietary in nature.
This single file being contested was constructed in a format that was common to the
industry and therefore was not deemed unique to Form Factor. Plus, there was no
evidence that Micro-Probe ever actually used that document’s content.

Given the extraordinary growth of knowledge-intensive companies globally, this
ruling should serve as yet one more testament to how companies, particularly entrepre-
neurial firms, and their management teams should acquire operational familiarity with
and give favorable consideration to strictly following the six requisites of trade secrecy.

B McAfee’s IP Theft Report

I am, in no way, advocating a protectionist view with respect to intangible assets or
IP. I am, however, a strong proponent of Article I, Section 8 of the U.S. Constitution
that states that if someone invents a new product and/or technology, and has been
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issued a patent, trademark, or copyright by the USPTO, only they should reap the
economic and competitive-advantage benefits from their efforts.

For those fortunate enough to have an issued IP, they assume the sole responsi-
bility for sustaining the exclusivity of their innovation, effectively safeguard their
proprietary intangible assets and IP, and consistently monitor and aggressively
pursue any and all suspicions of misappropriation, infringement, compromise, or
theft. Of course, each is frequently dependent on numerous variables, not the least
of which are resources, recognition of the need, and sufficient operational familiar-
ity with intangible assets to distinguish the intellectual and structural capital that
should remain proprietary. Also, it is essential to recognize not all countries or cul-
tures interpret or embrace the western-dominated perspectives of IP exclusivity or
its protections in the same manner.

For example, in 2009, McAfee published a report that showed if an enterprise
(country, company, organization, etc.) can illegally appropriate R&D, for example, at
minimal cost and then go on to produce a comparable product (albeit a counterfeited
product developed from infringed IP) at a far lower cost, basic economics suggest
that the manufacturer of the infringed product will win space in the marketplace.

Thus, the incentives for state-sponsored entities, companies, or individuals to
engage in industrial and economic espionage and otherwise appropriate others’ pro-
prietary intangible assets and IP remains high, particularly in markets (countries)
where there are few, if any, well-established brands and corresponding consumer
brand loyalty, and there is an abundance of legacy-free players (Friedman, 2007)
in which private property ownership remains a relatively new concept as does the
ownership of IP.

To deter these action, it’s absolutely essential today that:

m There is an ongoing dialogue among a company’s various professional and
functional disciplines regarding intangible assets.

m Each business discipline’s perspective of intangible asset risk is recognized and
respected.

m A consensus is reached on what actions (policies, procedures, practices, etc.) are
necessary to prevent, deter, and mitigate the identified risks and vulnerabilities.

Nine Reasons for Implementing Intangible
Asset Safeguards

There are nine reasons a company should implement intangible asset safeguards
now:

1. Perhaps foremost, more than 80% of most companies’ value and sources of
revenue evolve from intangible assets.
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2. Conventional forms of IP ownership and enforcement (patents, particularly) are
no longer stand-alone deterrents, nor are they synonymous with sustaining con-
trol, use, or ownership of those assets or the ability to reap rightfully owned and
hard-earned economic and competitive-advantage benefits.

3. Intangible assets, in most forms, are perishable and often nonrenewable, and
when compromised, full recovery (value) is seldom achieved.

4. The long-held perspectives that the stewardship, oversight, and management
responsibilities associated with intangible assets have traditionally been por-
trayed as legal or accounting processes now warrant reframing as business and
strategic planning decisions.

5. The timeframe when companies should expect the most value from their intan-
gible assets relative to their respective life cycle continues to be compressed,
in no small part due to lower barriers to market space entry and the significant
and rapid profits achieved from large-scale and globally organized counterfeit-
ing operations that routinely become embedded in legitimate supply chains.

6. The growing global universality of regulatory mandates regarding reporting,
accounting, and materiality changes related to intangible assets.

7. The value of key intangible assets is more fragile than business decision makers
should assume, thus when compromised, economic and competitive-advantage
market space hemorrhaging can commence rapidly.

8. Global data mining and business intelligence operations contribute to asset com-
promises through aggressive and economically and culturally embedded intel-
ligence collection and analysis to rapidly undermine asset value and counter a
company’s strategic planning and competitive advantages at the earliest stages
of their development.

9. Intangible assets must be less about how to measure them and more about deter-
mining what assets to measure, distinguishing which assets carry valuable pro-
prietary elements and competitive advantages, and the contributory elements of
the assets.

B Intellectual Property

IP is an original creative work that can be protected by law as a patent, copyright,
or trademark. In exchange for exclusive protections for a specified period of time,
the holder must disclose their IP as prelude to enable other companies, innova-
tors, and competitors to recreate the works upon its expiration. Otherwise (granted
through Article 1, Section 8, Clause 8 of the U.S. Constitution and its comparables
in other countries), it would be much easier for others to “steal” ideas or use ideas
without compensating the rightful holder.
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PATIENTS

The U.S. Constitution establishes the right to patent or copyright a work through
Congress’ power “to promote the Progress of Science and useful Arts, by securing,
again for limited periods of time, to authors and inventors the exclusive right to their
respective writings and discoveries” (U.S. Constitution, Article 1, Section 8, Clause 8).

The issuance of a patent gives the inventor the legal right “to exclude others
from making, using, offering for sale, or selling the invention throughout the United
States or importing the invention into the United States” for a limited period of
time, again, in exchange for public disclosure of the invention when the patent is
granted (35 USC 154: USPTO). Again, it’s the responsibility of the holder of the
patent to enforce these rights.

COPYRIGHT

Copyright is automatically granted at the “moment a (written) work is created and
fixed in a tangible form either directly perceivable or through a machine or device”
(www.copyright.gov). Because a copyright is instantly created as soon as work
is put into a tangible form, the individual doing so generally becomes the initial
owner of the copyright unless a company has other policies and procedures already
in place that stipulate otherwise. A copyright notice (e.g., © 2014 John Doe) is not
a requirement to serve as notice of copyright ownership; however, it is beneficial
and encouraged for putting potential infringers on notice.

However, if an author believes his or her copyrighted material will be coveted
by others and therefore may be subject to being copied or infringed without per-
mission, then the author would be prudent to register the copyright ahead of pursu-
ing litigation. It’s important to recognize that an employee would not likely register
a copyright independently, because copyright ownership may instead fall to an
employer. Each company may have their own policy and practices on copyrighting
employee-authored papers.

Registration of a copyright makes it part of the public record, which can allow
for recovery of damages and attorney’s fees should infringement of copyright be
proven through litigation. These benefits may not be of interest to all, but compa-
nies are encouraged to consider how or if copyrights are applicable to internally
developed work, such as training manuals. Copyright registration can be done any-
time; there are no time constraints as there are in filing patents.

OWNERSHIP OF INVENTIONS AND COMPANY IP PoLicy

An employee or researcher is considered an inventor of an issued patent if at least
one claim in the issued patent has been conceived by him or her. Inventorship and
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authorship are distinctive and often confused. Occasionally ownership of inventions
becomes a contentious issue. When this occurs, it makes it all the more important
for companies to have well-designed policies that fully explain these issues and
describe specifically how ownership is established.

An inventor is sometimes different than someone who may be included or iden-
tified as an author or coauthor, particularly in scholarly publications. To be classi-
fied as an inventor requires a factual analysis of each person’s actual contribution to
a specific invention (Stewart and Jenkins, 2009).

With respect to patents, the inventor is the initial legal owner. Ownership of
a patent by the inventor’s employer comes through an assignment of the patent’s
ownership rights by the inventor (White, 2009). For example, researchers in a com-
pany’s R&D unit may remain the inventor, but the ownership rights are transferred
to their employer as an assignment.

A company’s IP policy may require assignment of all inventions related to work
conducted by an employee researcher. Each employee researcher is always advised
to become informed about the specifics of their employer’s policies on IP. In most
instances, however, they are agreed to upon employment as part of their employ-
ment contract.

There are cases of joint inventors—that is, employees of the same company
contribute to an invention through a collaboration for which each has an undivided
interest or legal right to the entire patent (Burmania, 2009). There can also be co-
inventors to an invention who happen to be employed by different, but generally
allied, companies as a strategic alliance or research consortium. The companies
will have entered into an intercompany agreement to manage the invention and
delegate responsibilities for patenting and licensing in advance (Burmania, 2009).
Co-inventions will likely become more common, if not a norm in certain industry
sectors. As such occurrences continue to evolve, companies engaging in such stra-
tegic (R&D) alliances or consortiums will also find it prudent to negotiate, reach
consensus, and describe contractually and with relevant specificity, key elements in
order to reduce the probability that subsequent disputes or challenges will arise.

A company’s IP policy should also describe all circumstances when a com-
pany can assume ownership of copyrighted materials as well as circumstances
when copyright ownership can remain with the author. The creative initiative,
control of content, and any extra compensation by the employer to an employee
will be factors a company should take into consideration when developing their IP
policies, with special attention to determining ownership of copyrightable material
(CSU, 2003).

Also, each company may have different requirements or restrictions, stated in
their IP policy, relative to the rights to and use of technical data and software devel-
oped under a particular research project by employees (Hardy, n.d.).
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PuBLIC DISCLOSURE

It is important that all employees understand how premature public disclosure
can adversely affect novelty under patent law (Massey Licata, 2009). The ability
to receive a patent for an invention can be adversely affected if public disclosure
occurs prior to filing a patent application. Public disclosure occurs when someone
of “ordinary skill in the art” (The University of Kansas, n.d.) can determine the key
aspects of an invention without having direct access to any proprietary information
or content related to the invention. For definition purposes, public disclosure can
include, among other similar acts, a presentation, publication, or discussion with
individuals outside the confines of an inventor’s company, such as with acquain-
tances, company representatives, or colleagues at a professional conference.

The following is important for company researchers, inventors, and R&D units
to keep in mind relative to those who might be sharing information and receiving
information. Discussions about an invention with colleagues, employees, lab assis-
tants, and other personnel within the same organization or company would gener-
ally not be considered as constituting public disclosure. However, discussions with
individuals outside (not employed by) the company who could be considered as
possessing ordinary skill in the art (i.e., related to the invention and/or research)
would likely, in most instances, constitute public disclosure.

It’s both prudent and necessary for company researchers to treat discussions
within their own company as confidential. Consistent adherence to this practice
inhibits the inadvertent disclosure of proprietary information related to an invention
or research project before it’s under proper safeguards.

In the United States there is a one-year “grace period” the time an invention is
publically disclosed to when a patent application must be filed. This “grace period”
is derived from the novelty of patentability and is set forth in 35 USC § 102. It
states that a patent cannot be obtained if the invention was already patented, deter-
mined to be publicly disclosed, or publicly used or sold more than one year before
submitting the application for the current patent. It does not matter if the disclosure
or use was by the present inventor. This grace period does not exist in any other
country except the United States. In most countries any form of publication prior
to making application for a patent will constitute a bar to patenting (Massey Licata,
2009). In most countries a patent application must be filed before public disclosure
of an invention; otherwise, the invention will no longer be patentable.

PATENTABILITY EVALUATION

Because patents are expensive to prosecute and most companies have limited
patent budgets, in most instances, companies will make an initial decision regarding
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the patentability of the invention (Nelson, 2007). When examining the patentability
of an invention, most companies will take into consideration:

Public disclosure

Publications and patents (prior art)

The state of the technology

Potential claims that are broad enough to protect a future product or product line
instead of a mere variation of an existing technology

m The ability to enforce the patent

Inventions originating in company R&D units generally constitute what is
called applied research. Most adversaries are quite capable of examining applied
research to predict what products will ultimately derive, and patent protection will
likely be sought as being the most appropriate.

In most instances, the broader the scope of a patent’s claims, the more marketable
an invention will be and the more likely it will attract prospective investors or licens-
ees, providing, of course, that is the strategy a company wishes to pursue. On the other
hand, narrow patent claims elevate the probability that competitors will find it benefi-
cial to try to design around the patent, thereby rendering it less attractive to prospec-
tive investors or licensees. Ultimately, if it’s determined an abundance of information
already exists relevant to the invention, this circumstance may lead to challenges
obtaining a patent with sufficient strength and breadth of a company’s desired claims.

Another important factor a company will consider during an invention’s assess-
ment and evaluation process is if or how the patent will be enforceable in terms of
the ease or difficulty to detect infringement, misappropriation, compromises, coun-
terfeiting, etc. Company decision makers should also be evaluating their innovation
and inventions as to whether a patent-only strategy will be the most effective as a
means to facilitate getting an invention to the market place.

Some aspects of invention determination strategies are dependent on a compa-
ny’s industry sector, the pace of change within that sector, and new product recep-
tivity to consumer whims. The importance of these aspects can elevate substantially
if the industry sector, as a whole, is already engaged in social media and distribu-
tion chains to developing countries in which competing industries exist, expanding
economic development or benefits to specific groups.

CONFIDENTIALITY AND NONDISCLOSURE AGREEMENTS

A confidentiality agreement (CA) or nondisclosure agreement (NDA) are terms of
employees and other relevant parties’ interactions with a company to allow them
to come in contact with proprietary elements but they are required to keep desig-
nated company-specific information confidential. These signatories to a CA or
NDA are not permitted to disclose, as stipulated in the agreement’s language, any
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information about company research, inventions, or other information designated as
proprietary or a trade secret for a specified period of time.

A CA or NDA can be framed in one of two ways: a one-way or two-way agree-
ment. A one-way agreement is the preferred method, particularly during the initial
R&D and related discussions with colleagues and superiors and, eventually, with
prospective buyers, licensees, or investors. Employees are required to keep the
information confidential. A two-way agreement put the responsibility of confidenti-
ality on both parties.

With most CAs and NDAs, there are specific provisions describing how any
confidential information and materials received or exchanged must be handled.
When CAs or NDAs are in effect, it’s prudent that any exchanged documents be
clearly marked with the word “confidential.” It is also good practice when there is a
verbal communication between parties to create a written summary of the exchange
and mark those documents.

B Islamic Law and Intellectual Property

Most other developed countries’ IP laws, such as India, Brazil, European Union,
China, Russia, Canada, are quite closely aligned with the principles and guidelines
set forth by the WTO (World Trade Organization) as a requisite to gaining WTO
membership. Islamic IP law, in comparison, has some distinctive features, some of
which remain somewhat ambiguous with respect to religious interpretation.

It’s certainly not an overly exaggerated vision to expect more western law firms
will be establishing additional full-service offices in key business centers through-
out the Muslim world, thereby relying less on in-country firms. There is growing
evidence in some Islamic countries, particularly as certain employment, work, and
trade-related conventions are relaxed, that their economies will become increas-
ingly dependent on a broader array of intangible assets. Recognition of these assets
will contribute to building, enhancing, and sustaining trade and business trans-
actions on more of a global versus regional basis. And, one can expect, as these
economies evolve and become more competitively aggressive in various industry
sectors, challenges and disputes will surely arise.

In the next two to five years, business decision makers and transaction manage-
ment teams globally will be jostling and competing for relevant information about
operational aspects about the application of Islamic IP law, and Islamic countries
will expect nothing less. Admittedly, I am not an expert in Islamic law, particularly
those aspects that pertain to IP and other intangible assets. After reading and study-
ing numerous, primarily academic, papers on this emerging business necessity, I
defer to an excellent paper by Silvia Beltrametti (2010) to reference the material in
this section.
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Beltrametti states that IP rights are not regulated by Islamic law and its jurispru-
dence. Rather, the question or issue is whether the principles of Islamic law can be
construed in a manner that actually provides for or supports IP right protections in a
conventional context.

Beltrametti points out that challenges remain between the predominantly west-
ern and Islamic perspectives regarding IP rights, as well as the role economics plays
within Islamic law and society. Beltrametti offers an intriguing suggestion in which
an Islamic law-based legal and IP rights system is flexible and adaptable.

Another equally informative paper by Chad Cullen provides additional insight
and is certainly worthy of one’s time to read and study. Both authors:

m Agree that IP rights are not a particularly new concept to Islamic law. Some IP
rights are actually strengthened by Islamic law, while others were never explic-
itly formulated as law; instead, they evolved as accepted social norms.

m Point out that since the advent of Islam, the concept of IP rights has expanded to
include trademarks, patents, and certain forms of copyright by granting limited
exclusive rights to works, in exchange for the commercialization of original cre-
ations that benefit society, while also allowing the owner to stop unauthorized use.

m Agree that Islamic law does not refer to Islamic legal rules only; rather, it
encompasses a timeless concept of justice and fairness that may be best under-
stood as constituting a higher rule of law with a divine connection.

After reviewing these and other sources, I concluded that:

m There are varying degrees of latitude with interpreting and applying IP and
intangible asset matters under Islamic law.

m Such laws are not being aggressively enforced, at least at the present time.
Infringement and misappropriation in the Middle East contributes to substantial
losses of revenue for companies and individual business persons who are depen-
dent on IP rights.

It’s important to point out that such transgressions pose significant problems
globally, not just in countries that practice Islamic law. Both Cullen and Beltrametti
note, however, that an Islamic World Trade Organization member state is obligated
to uphold the requirements of Trade Related Aspects of Intellectual Property Rights
(TRIPS). This has led many Islamic states to enact IP laws that meet the minimum
standards of TRIPS.

TRIPS is an international agreement administered by the WTO that sets down
minimum standards for many forms of IP regulation as applied to nationals of other
WTO members. TRIPS was negotiated at the end of the Uruguay Round of the
General Agreement on Tariffs and Trade (GATT) in 1994.

The TRIPS agreement introduced IP law into the international trading system
for the first time and remains the most comprehensive international agreement
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on IP to date. In 2001, developing countries, concerned that developed countries
were insisting on an overly narrow reading of TRIPS, initiated a round of talks that
resulted in the Doha Declaration, which is a WTO statement that clarifies the scope
of TRIPS. Specifically, TRIPS requires WTO members to provide rights covering
content producers, including performers, producers of sound recordings, and broad-
casting organizations, that include appellations of origin and dispute resolution
procedures.

In practice, however, IP rights have not been particularly well-received in some
Islamic states. That is, a percentage of the Islamic community believe the concept
of IP and the associated rights and responsibilities, particularly for IP-based innova-
tions associated with advanced technologies, originate predominantly in the West,
and not from their religious sources.

That said, numerous Islamic states have stringent IP laws and regulations in
place. However, some remain ineffective or experience particular challenges related
to actual enforcement of these rights. One question to pursue further then is whether
this is a government-influenced choice or mandate, or an enforcement resource
issue? Taking this perspective several steps further, some assume that forcing
WTO membership and TRIPS upon Islamic states through threats of import/export
restrictions and high tariffs underlie a perception that IP law, with provisions for the
enforcement of IP rights, constitutes another facet or form of western oppression.

I References

Akerman et al., 2009. Unsecured Economies Report: Protecting Vital Information. McAfee, Inc.: Santa
Clara, CA.

Beltrametti, S., 2010. In: Mach, T. et al. (Eds). The Legality of Intellectual Property Rights Under
Islamic Law. Anglo American University, Prague, pp. 55-94.

Burmania, J., 2009. Identifying and managing joint invention, Association of University Technology
Managers Technology Transfer Manual: Managing the Invention Disclosure, Review and Protection
Processes, third ed., vol. 3.

California State University (CSU), March, 2003. Intellectual Property, Fair Use, and the Unbundling of
Ownership Rights, Part III, Section 1, p. 57.

Cullen, C.M., 2010. Can TRIPS live in Harmony with Islamic Law? An investigation of the relationship
between intellectual property and Islamic Law. SMU Sci. Technol. Law Rev. Southern Methodist
Dedman School of Law: Dallas, TX.

FormFactor, Inc. v. Micro-Probe, Inc., et al., No. C 10-3095 PJH, 2012 WL 2061520.N.D. Cal. June 7, 2012.

Friedman, T., 2007. ‘The World Is Flat’ 3.0: A Brief History of the Twenty-first Century, third ed.
Picador.

Hardy, R., n.d. Rights in and responsibilities for technical data and computer software under federal
awards, Association of University Technology Managers Technology Transfer Manual: Managing
the Invention Disclosure, Review and Protection Processes, third ed., vol. 1.

Massey Licata, J., 2009. How to Protect Intellectual Property and Still Publish, Association of University
Technology Managers Technology Transfer Manual: Managing the Invention Disclosure, Review
and Protection Processes, third ed., vol. 3.


http://refhub.elsevier.com/B978-0-12-800516-3.00007-0/sbref1
http://refhub.elsevier.com/B978-0-12-800516-3.00007-0/sbref1
http://refhub.elsevier.com/B978-0-12-800516-3.00007-0/sbref1
http://refhub.elsevier.com/B978-0-12-800516-3.00007-0/sbref2
http://refhub.elsevier.com/B978-0-12-800516-3.00007-0/sbref2

108 Safeguarding Intangible Assets

Nelson, L., 2007. Evaluating Inventions from Research Institutions. In: Krattiger, A., Mahoney, R.T.,
Nelsen, L. (Eds.), Intellectual Property management in Health and Agricultural Innovation: A
Handbook of Best practices MIHR, Oxford, UK, and PIPRA: Davis, USA. Available online at:
<www.iphandbook.org>.

35 U.S.C. § 154 (2013).

Stewart, P., Jenkins, R., 2009. Managing joint authorship and ownership of copyrighted works,
Association of University Technology Managers Technology Transfer Manual: Managing the
Invention Disclosure, Review and Protection Processes, third ed., vol. 3.

The University of Kansas, (n.d.) Innovation and Collaboration. Protecting Intellectual Property.
Lawrence, KS

White, A.E., 2009. Ownership of University Inventions in the United States. Association of University
Technology Managers Technology Transfer Manual: Managing the Invention Disclosure, Review
and Protection Processes, third ed., vol. 3.

B Further Reading

Di Sante, A.C., 2007. The role of the inventor in the technology transfer process. In: Krattiger, A.,
Mahoney, R.T., Nelsen, L. (Eds.), Intellectual Property Management in Health and Agricultural
Innovation: A Handbook of Best Practices MIHR, Oxford, UK, and PIPRA: Davis, USA. Available
online at: <www.ipHandbook.org>.


http://www.iphandbook.org
http://www.ipHandbook.org

Intangible Asset
Training
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I Introduction

This chapter was not designed to describe in comprehensive detail the full content
of an intangible asset training program for companies. Should this have been my
intent, it would have necessitated articulating a very broad curriculum, with little
attention to distinguishing and safeguarding intangibles and each variation relevant
to individual industry sectors, which would have been tediously long.

So, as somewhat of an act of operational compromise, I opted to draw the reader’s
attention to the three most challenging aspects of bringing intangible asset training to
companies:

1. The Why: Articulating a strong business rationale for why companies should
engage in intangible asset training and why it’s warranted, justified, and abso-
lutely necessary.

2. The Who: For whom, within a company’s organizational hierarchy, should
intangible asset training be at least initially directed?

3. The Benefits: What benefits can a company expect as a result of engaging in
intangible asset training?
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An unfortunate reality is that intangible assets, conceptually speaking, remain, in
many industry sectors and business transaction environments, elusive, overlooked,
undervalued, and unprotected. Any one of these missteps or miscues assumes greater
significance for companies and their management teams insofar as not having the
operational practices in place—that is, the capability to identify and unravel a compa-
ny’s intangible assets; assess their contributory value; and develop, exploit, and convert
them to sources of value, revenue, competitive advantage, and the correct safeguards.

This chapter begins with the premise that management teams and boards are
obligated to routinely and objectively ask: Is our company properly positioned inso-
far as possessing the expertise and skill sets to identify, unravel, develop, differenti-
ate, exploit, and extract as much value as possible from our intangible assets, while
monitoring and safeguarding the asset’s materiality, value, and sources of revenue
they create?

As conveyed numerous times throughout this book, albeit in different ways, the
embodiment of intangible asset training lies in the capability to design and execute
the necessary policies, practices, and procedures to sustain control, use, and owner-
ship, and monitor the value, materiality, and risk to a company’s intangible assets.

In today’s business and transaction environments, which are competitive,
aggressive, globally predatorial, and increasingly dominated by intangible assets,
if the preceding does not occur, is poorly executed and administered, or fails, little
else may matter, because risks will surely materialize with asset value and material-
ity quickly diminishing, if not “go to zero.”

| Define Intangible Assets in Business Contexts

As a longtime intangible asset strategist, a genuinely frustrating aspect to ongo-
ing initiatives to broaden and elevate awareness about intangible assets and how to
effectively exploit them is the esoterically unhelpful language frequently used in
defining intangibles—that is, they lack physicality, are nonphysical, cannot be seen
or touched, have no set monetary value, and their performance and value are chal-
lenging to objectively measure.

So, compared to definitions attached to tangible assets with their well-
recognized and multiple contributions to the conventional business bottom line,
intangible assets in most instances have yet to achieve a comparable level of business
clarity. There are exceptions, of course, and they typically lie with companies and
management teams whose value and sources of revenue are firmly and irreversibly
embedded in knowledge, or the intangible asset-intensive arenas.

I have encountered countless situations in which management teams, boards,
investors, and employees alike still struggle to make sense of what the British
euphemistically describe as the “invisibles.” In part, the British characterization
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of intangible assets is very understandable because, seldom, if ever, are intangible
assets reported on company balance sheets or financial statements.

Still, business leaders today would be hard-pressed to deny the reality that
steadily rising numbers of companies have fewer tangible (physical) assets in their
inventory. Instead, their physical inventories are being replaced with intangible
assets. Because of this, operational familiarity with intangible assets is essential to
most companies’ near- and long-term success and bottom line, including their via-
bility, sustainability, market space, stability, competitiveness, revenue generation,
and value. To those management teams who still express dismissiveness and elect
to remain operationally unfamiliar with intangible assets and their contributory role
and value, intangible asset training can be challenging insofar as leading them to
achieve the much-needed “Ah ha!” moment.

B Special Categories of Intangible Assets

There are special categories of intangible assets, a segment of which are knowl-
edge-based collections of intellectual, structural, and relationship capital that orig-
inate and are held between our respective ears or stored electronically, issued to
our company as intellectual property, particularly patents, or merely the accumula-
tion of experience and specialized know-how that has been optimally linked to help
understand how and when to use that know-how effectively and profitably.

I Remain within Comfort Zones

Whether a company and its management teams and employees are operating a
financially successful intangible asset-intensive business or conducting scientific
research, such as an R&D project, a large percentage of management teams appear
preferably inclined to remain within their own quantitative comfort zones, which fre-
quently consist of facts, numbers, formulas, and ratios. Under these circumstances,
one’s comfort zone is fairly easy to sustain because the measurement tools we have
grown accustomed to using and relying on for decision making and business analysis
are perceived as producing tangible data wherein a high number or high percentage
means one thing and a low number or low percentage means something different.

These assumed comfort zones of hard numbers are becoming more obscure as
the persistent dominance of intangible assets is factored. In such instances, manage-
ment teams, boards, and employees alike can be challenged, through well-designed
intangible asset training, to push their conventional perspectives beyond the tangi-
ble to the intangible relative to the contributory value intangible assets deliver to
companies and organizations.
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B Intangible Asset Training Venues: It's Not Always Easy

As noted previously, intangible assets are not the simplest of subjects to define to
business audiences, particularly those unfamiliar with, unaccustomed to, or hesi-
tant to recognize their contributions to a company’s value, sources of revenue, or as
underliers to competitive advantages.

Unfortunately, intangible assets are, in many instances, still perceived and inter-
preted as obscure theoretical concepts best suited for university lecture halls rather
than real-world business applications. Anecdotally, I suspect many of the chal-
lenges and uneasiness lies in intangible assets lack of physicality and the overall
untidiness and subjectivity associated with measuring, managing, reporting, or
accounting for intangible assets through most conventional or customary practices
or methodologies.

So, those conducting briefings, seminars, and awareness training about these
elusive (nonphysical) assets are well advised to have a broad repertoire of examples
and practical applications at the ready, to address questions, criticisms, and skepti-
cisms that arise, particularly about strategies for intangible asset exploitation—that
is, commercialization, monetization, etc.

Intangible asset training objectives include describing how to collectively dem-
onstrate better, smarter, and more effective techniques to identify, assess, develop,
utilize, manage, and exploit a company’s intangible assets as integral attributes that
can be converted to value, sources of revenue, and competitive advantages.

That is why it’s absolutely essential for intangible asset trainers to ensure as
much business, economic, and competitive-advantage clarity as possible is con-
veyed to minimize any continued; hesitancy about intangible assets, and manage-
ment teams’ obligation to aggressively and consistently engage their company’s
intangible assets now!

Intangible asset training objectives are clear—that is, they describe what intan-
gible assets are, what they aren’t, the various forms they take, and strategies in
which they can be effectively exploited. Achieving these training objectives will lay
necessary foundations to advance most every company’s competitiveness, its value,
and revenue-generation capabilities.

B Training Challenges

UNDERSTANDING THE ABSENCE OF PHYSICALITY

If a tree falls in a forest when no person is around, does it make a sound? Sure it does.
But, the noise itself may be irrelevant if no one is present to hear it and no action
is necessary. Similarly, if a company’s asset that happens to be intangible is stolen,
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misappropriated, infringed, or pirated by an adversary, will its absence be noticed?
The reality is it may not, unless there is an active asset monitoring process in place.

One thing that is needed for sure is a clear, concise, and sector-relevant defini-
tion of intangible assets that is operational in character and is absent a dominant
accounting, legal, and regulatory orientation.

MAKING DEFINITIONS OF INTANGIBLE ASSETS OPERATIONAL

While attending a conference at the National Academies several years ago titled
“Intangible Assets: Measuring and Enhancing Their Contribution to Corporate
Value and Economic Growth,” one speaker euphemistically and with a condescend-
ing tone characterized the difference between rangible and intangible assets in the
following manner: “If you can kick it, drop it, or stub your toe on it, it’s a tangible
asset.” Presumably, if one can do neither, it’s an intangible asset. That is hardly the
kind of definition that exudes confidence among management teams about the utili-
zation and exploitation of intangible assets.

Today, regardless of what products, services, or systems a company produces or,
whether it’s a large multinational or a small- to medium-size enterprise, it’s increas-
ingly likely that valuable (proprietary) intellectual, structural, and relationship capital
are thoroughly embedded in a company’s products and services.

What is often missing in these definitions though, to benefit business decision
makers, management teams, and boards, is:

m A clearer recognition for the forms intangible asset-generated value takes, and
recognizing the various formats intangible assets exist in in conjunction with
assessing their respective contributory value.

m The practicalities and strategies for extracting value from intangible assets.

m Determining best practices to sustain control, use, and ownership, and monitor
value, materiality, and risks to intangible assets throughout their respective value.

Recognizing and respecting the reality that ideas and innovation in the form of
intellectual, relationship, and structural capital, that are regularly produced inter-
nally, are routinely and unceremoniously embedded in a company’s products and
services while fully appreciating their linkage to other intangible assets, such as
reputation, brand, goodwill, and competitive advantages, is important to the sustain-
ability of any company.

B Ideas Are Intangible Assets

Jack Welch, former chairman of General Electric, made numerous contributions
and left a substantial legacy relative to the way large corporations are structured,
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and ultimately managed. Many of those legacies are still attempted today, one in
particular, whereby he was purported to quickly recognize the key elements of a
given issue or challenge and then set about separating and distilling the proverbial
“fluff” to arrive at a generally profitable way forward.

Two examples are conveyed here through statements attributed to Welch:

1. An idea is not necessarily a biotech idea ... that is the wrong view of what an
idea is.... An idea is an error-free billing system ... an idea is taking a process
that used to require six days to do and getting it done in one day ... we get 6 to 7
percent productivity increases routinely now, mostly because of ideas like that ...
everyone can contribute (Welch, 2008).

2. An organization’s ability to learn and translate learning into action rapidly, is
the ultimate competitive advantage (Welch, 2014).

A business impetus for developing and executing on ideas internally gener-
ated are that they can manifest as intellectual and structural capital that company
management teams are obliged, more so than ever before, to recognize the impor-
tance of having processes in place whereby relevant ideas can be safely articulated,
assessed, and, accordingly, rise to the surface. That requires effective training that,
among other things, draws attention to the role of intangible assets.

But, crossing the intangible asset chasm through training is often threatened by
obstacle courses of skepticism, organizational bureaucracy, and the inevitable and
proverbial “This is the way it’s always been done, why change it now?” This fre-
quently translates as:

m A reluctance to acknowledge the intangible assets a firm produces and
possesses.

® An absence of personal and managerial confidence in ways to improve the
positioning, utilization, exploitation, and extraction of value from a company’s
intangible assets.

m Unfounded concerns or misconceptions about the resources, costs, time, and
processes necessary to elevate intangible assets as routine action items on cor-
porate agendas.

m Professional (personal) embarrassment about having not already taken the nec-
essary affirmative action to address the above.

One would think, given the economic fact that rising percentages of most com-
pany’s value, sources of revenue, and competitive advantage emanate directly from
intangible assets, that it shouldn’t be that difficult to cast such skepticisms and
reluctance aside to receive the message that a company’s intangible assets abso-
lutely must be on discussion agendas in board rooms globally.
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B Intangible Asset Training to Exploit Risk Taking

There is no shortage of evidence to indicate significant percentages of business
leaders are, by their nature, and on various levels, risk takers. That is, there is little
or no aversion to engage in ventures or activities that carry known levels of risk.
With respect to intangible asset training then, it’s somewhat perplexing why busi-
ness leaders and management team members generally remain unready to fully and
aggressively engage their intangible assets, but instead continue down their respec-
tive path of conventional past practices.

B Intangible Asset Training Is Not Merely Theoretical

A particularly stimulating conversation occurred recently with a very astute col-
league. The colleague certainly intended no disrespect to me by suggesting that the
development, use, and exploitation of intangible assets remains largely theoretical.
Without elaboration, I presumed she meant intangible assets, in general, lacked suf-
ficiently practical, bottom-line (business) relevance to move outside the theoretical
realm, a position of which I obviously disagree!

Having taught in universities for 25+ years, I can say, without hesitation, that
a significant percentage of the time when I uttered the word “theory” in a class-
room or at a professional conference, the initial reaction was similar in both
instances. That is, with a fair amount of consistency, the following tended to occur
in sequence: a muffled, but audible sigh, followed by a glazing of the eyes, as if to
say, we’re going to take a nap now while this guy (me) tries to explain a theory that
we’re already inclined to presume has little, if any, relevance to our real business
world.

Unfortunately, there remain some audiences who remain inclined to crudely
characterize theories as merely constituting one’s guess, hunch, or untested opinion
derived exclusively from a book and not the real business world.

To seasoned intangible asset trainers and strategists, it’s frustrating and unfor-
tunate to hear otherwise intelligent, experienced, savvy, and successful business
persons convey dismissiveness, or worse, reject well-established and globally rec-
ognized economic facts about intangible assets by characterizing them as unsub-
stantiated (theories) that will not hold up to the global scrutiny, rigors, and stresses
of today’s aggressive and competitive business (transaction) environments.

The Brookings Institute, Athena Alliance, IC Knowledge Center, the Intangible
Asset Finance Society, and other prominent “think tanks” and professional associa-
tions comprised largely of senior practitioners were, after all, influenced to engage
intangible assets and become subject-matter experts due to intangible assets’
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conspicuous role in all business transactions; the need for effective stewardship,
oversight, management, exploitation, and monetization of intangible assets; and the
reality that conventional financial statements and balance sheets do not convey a
complete picture of a company’s real financial health absent factoring the role and
contributory value of intangible assets.

Training Designed to Develop Internal Intangible Asset
Strategists

It’s not merely a cliché, nor is it unsubstantiated marketing to recognize the eco-
nomic fact that 80+% of most company’s value, sources of revenue, and build-
ing blocks for growth, profitability, and sustainability lie in or evolve directly
from intangible assets. This is a globally universal business and economic reality.
Respectfully, reluctance to engage this economic fact is misguided and certainly
contributes to companies and their management teams remaining behind the busi-
ness transaction, competitive advantage, and value curve and not rising to their
potential.

In today’s tightly wound, highly compressed, and increasingly and globally
aggressive and predatorial business transaction environment, management teams
that routinely hand-off intangible asset issues, to be disposed of by legal counsel
or accounting units, are assuming intangible assets are legal and accounting versus
business management and decision issues. To those, I respectfully encourage them
to read further!

B Training Outcomes

Intangible asset training should deliver strategies for the following advanced
outcomes:

1. Provide ongoing best-practice guidance to companies, an important aspect of
which is to ensure intangible assets are effectively safeguarded, monitored, and
exploited.

2. Add predictability to business transaction outcomes (i.e., projected returns) and
exit strategies by addressing asset stability, fragility, defensibility, and value sus-
tainability in both pre- and post-transaction contexts.

3. How to conduct intangible asset assessments and due diligence to identify,
unravel, safeguard, and monitor intangible assets to create synergies, efficien-
cies, value, new sources of revenue and competitive advantages, etc.

4. Reduce the probability that a project’s or transaction’s momentum will be stifled
by recognizing, assessing, and mitigating circumstances, which can entangle
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intangible assets in costly and time-consuming legal challenges or disputes;
undermine asset value and performance; and adversely affect (company) repu-
tation risk points (e.g., regulatory compliance, product/service quality, security
breaches).

5. Introduce company-centric knowledge management and balanced scorecard
initiatives to facilitate creation of an intangible asset-intelligent company cul-
ture that is aligned with a company’s mission, business objectives, and new
initiatives.

6. Design comprehensive organizational resilience plans that specifically encom-
pass mission-essential intangible assets—that is, those that create value, sources
of revenue, and company/sector competitive advantages to provide quicker
recovery following the materialization of a substantial risk or significant busi-
ness disruption or disaster. Too, because of the persistent, global, and asym-
metric risks and threats to intangible assets, it’s instructive to recognize that
growing percentages of risks to company’s intangible assets have become inevi-
tabilities when they are left unrecognized and unmanaged.

Stone v. Ritter Has Made Operational Familiarity with
Intangible Assets A Fiduciary Responsibility

As referenced in Reese and Compton (2007), the Delaware court decision in Stone
v. Ritter (911 A.2d 362) (Del. 2006) drew much warranted attention to the necessity
to consistently provide practical context to company boards, as fiduciary responsi-
bilities, regarding a company’s assets, with specific implication to intangible assets.

This court decision brings clarity to the obligations of boards to be kept
apprised of what is going on inside their company as good-faith duties or duties
of loyalty; to ensure the company has sufficient (asset) monitoring and reporting
(compliance) systems in place to routinely and properly keep them apprised; and to
allow them (within their respective scope) to reach informed judgments concerning
a company’s compliance with law and business performance.

In other words, each is obliged to assume a more hands-on position with respect
to the stewardship, oversight, and management of, among other things, their com-
pany’s intangible assets.

The relevance of Stone v. Ritter lies in the fact that important information failed
to reach board members due to what the court determined to be ineffective inter-
nal company controls, processes, and regular monitoring of those controls. So, for
those who may not find these decisions particularly relevant, one need not look
further than the veritable parade of senior corporate executives and government
agency heads testifying before Congress about errors and omissions in judgment
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and action—that is, what did you know, when did you know it, and what did you do

about it after you became aware of it?

Intangible Asset Training Is Not An Impediment to
Company Productivity

True, some decision makers and management teams will regard the presence of
intangible asset training as being unnecessary or possibly even an impediment or
hindrance to their go fast, go hard, go global agendas.

Those management teams who elect to continue conveying a sense of dismis-
siveness toward intangible assets by, for example, indefinitely putting off any intan-
gible asset training and implementing actions stemming from such training will be
doing so at their company’s financial and reputational peril.

So, when the proposition of having intangible asset operational familiarity train-
ing is framed in this context, management teams could quite correctly conclude it
would be prudent to seek and demand answers, as a fiduciary responsibility, to this
question: Is this company effectively positioned insofar as possessing the tactical
and strategic expertise necessary to produce the requisite information to keep senior
management consistently and sufficiently informed about the status of and how best
to utilize, manage, and safeguard their company’s intangible assets?

As more management teams and boards reflect on and ultimately come to rec-
ognize how much of their company’s value and sources of revenue are dependent on
consistent production, effective development, use, management, and safeguarding
of their intangible assets, training is more likely to resonate and manifest as an irre-
futable rationale for dedicating time, resources, and personnel to ensure the highest
echelons of company decision, strategy, and policy making are kept duly apprised.

B Global Paradigm Shift

Beginning in the late 1990s and early 2000s with the publication of The Brookings
Institutes’ “Intangibles Project Report” coupled with New York University’s Stearn
School of Business and Dr. Baruch Lev’s creation of the Intangible Asset Research
Center, important and game-changing groundwork was being laid for recognizing
that a global paradigm shift had indeed occurred. The shift itself was quite straight-
forward: intangible assets had become the overwhelmingly dominant source of
most company’s value, sources of revenue, profitability, sustainability, and competi-
tive advantage globally.

What precipitated this global paradigm shift was the reality that a substan-
tial percentage of businesses and companies had, or indeed were in the midst of,
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transitioning to the knowledge era. This means rising percentages of global econo-
mies, as a whole, were being both stimulated and dominated by the production, uti-
lization, and exploitation of intangible assets in the form of intellectual, structural,
and relationship capital; brand; and reputation.

Collectively, this led to a new species of business: those that are intangible asset
intensive and intangible asset driven.

Key Obijective to Intangible Asset Training for
Management Teams

In many instances, intangible assets, particularly intellectual, structural, and rela-
tionship capital, can emerge, mature, and become integrated in various aspects of a
company’s operations and processes. But, they often do so under the radar—that is,
without recognition, safeguards, or monitoring. When this occurs, the probability
that all or a portion of those assets will become vulnerable to compromise, misap-
propriation, or infringement, or merely meld into the public domain is predictably
high.

Once such risks materialize, recovering the assets’ full contributory value,
uncontested use, and competitive advantages they previously delivered will very
likely be a costly and time-consuming undertaking with a low probability of
achieving either rapid or comprehensive success. Also, a frequently exacerbating
aspect to public awareness of the event is to elevate a company’s vulnerability to
the materialization of additional reputation (image, goodwill) risks.

In other words, achieving a completely favorable outcome—that is, all assets
being returned with their value, revenue-generating capabilities, and competitive
advantages intact—is low. This is why organizational resilience should be fully
integrated in intangible asset training. When risks or threats to a company’s intangi-
ble assets materialize, having personnel with operational familiarity of these assets
can go a long way toward mitigating the impact. That is, an effective and tested
organizational resilience plan should render a company capable of maintaining or
rapidly returning to a state of relative operational normalcy during or immediately
following a potentially devastating calamity. For example, as Hurricane Katrina was
ravaging the Gulf Coasts of Florida, Alabama, Mississippi, and the entire city of
New Orleans, the devastation was significant and long term. Yes, this was an espe-
cially horrific storm, but few businesses had resilience plans sufficient to accommo-
date natural disasters of this magnitude other than to temporarily close for extended
periods of time or permanently relocate, which we know many elected to do.

Several years ago, I was engaged to develop a comprehensive organizational
resilience plan for a large multinational firm. The nature of this firm’s business
was such that it was dependent on local, state, and federal government entities to
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achieve a state of resilience should a natural disaster risk materialize. After inves-
tigating and deliberating some time on this issue, I submitted a detailed report that
strongly advised the company to consider three options:

1. To immediately allocate sufficient resources internally to have at the ready
qualified personnel, materials, and equipment necessary to return key (certainly
not all) functionality to an operational state in 48—72hours following the event,
which is exceptionally generous.

2. Focus on shifting operations to other company sites.

3. Garner sufficient political support (local, state, and federal) to give this firm
regulatory priority insofar as aid needed to return the firm to even partial opera-
tional normalcy.

Reputation Risk Influences Management Teams to be
More Receptive to Intangible Asset Training

Influencing management teams to recognize the necessity to seek and secure
intangible asset training should be a relatively straightforward and not a particu-
larly complicated decision. Unfortunately, but quite realistically, motivation to seek
intangible asset training is often influenced by the growing number of highly publi-
cized adverse events, acts, missteps, and miscues that manifest as reputational risks
with some regularity; consider GM, Toyota, BP, Pharma, etc.

A company’s reputation, remember, is one category of intangible asset. As such,
materialized risk to a company’s reputation warrants time for a management team
to figure out how the same or similar event could rematerialize to adversely affect
reputation, and in some instances put the continued existence of the company itself
at risk. This is another aspect to effective intangible asset training.

With respect to mitigating company reputation risks, the following are factors
that should favorably influence management teams to seek intangible asset training:

m Heightened recognition for the globally asymmetric risks and threats that rap-
idly materialize with particular adverse impact to reputation, brand, and asset
value.

m Accelerated innovation and product development times, and abbreviated asset
functionality cycles and product launch windows, all of which are increasingly
dependent on intangible assets and effect on reputation.

m The geographically boundaryless speed that intangible assets originate and
mature and contribute to a company’s reputation.

m Increasing global universality of intangible assets and regulatory attention, par-
ticularly reporting their value, performance, materiality, and reputation.
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It Is Important That Intangible Asset Training Includes
Company’s Higher Echelons

Admittedly, intangible asset training for management teams is somewhat new. After
all, The Brookings Institute’s initial report on intangible assets, along with numer-
ous papers, articles, and books that spun off from that initiative, articulate the rel-
evance of intangible assets, but do not enjoy the wide circulation they warrant.

Some would argue that engaging higher company echelons in intangible asset
training is not the place to start. The rationale is that frequently higher managerial
echelons are too busy and time constrained so they are less likely to adjust intellec-
tually or operationally to fully appreciate the relevance of intangible assets and the
necessity to strategize how to effectively exploit them.

Obviously, I hold the view that intangible asset awareness and operational
familiarity training must commence at not just the highest echelons, but also on
the shop floor, if for no other reason than to dramatize intangible assets as sources
value, revenue, and competitive advantage, and recognize intangible asset origina-
tors and contributors.

To demonstrate this, several years ago I conducted an internal intangible asset
assessment for a midsize firm with multiple domestic and international manufac-
turing and sales sites associated with their global product. What my assessment
revealed was that lower-echelon employees were, in a large percentage of instances,
the actual originators and developers of their company’s usually strong array of
intangible assets, but seldom, if ever, were acknowledged for those strategic, value,
and competitive-advantage assets.

Challenges Remain to Intangible Asset
Training Receptivity

One of the single biggest challenges to companies being receptive to intangible
asset training is, in my judgment, that financial statements and balance sheets still
constitute reliable guides for determining a company’s standing. However, seldom,
if ever, do these documents account for intangible assets other than generically
lumping them together as goodwill. Nor do they provide management teams with
a strategically dynamic portrait of a company’s actual status—that is, its fiscal and
competitive-advantage health and soundness.

Conventional financial statements and balance sheets do describe whether or
not financial targets are being achieved. In fairness, neither were designed to cap-
ture a company’s qualitative vital signs, or serve as the sole source on which busi-
ness decisions were to be made. So, in that context, these conventional instruments
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remain relevant for business accounting, auditing, and analysis rooted in tax and
accounting law and associated regulatory mandates.

Still, astute financial analysts and intangible asset strategists can, together with a
company’s financial statement and balance sheet, collectively make better business
decisions because the art and science of the intangible asset side of the business are
factored in. Continued reliance on these conventional practices, absent inclusion of
intangible assets, is akin to operating an airplane with its radar and air-to-ground
communication system functioning haphazardly, which obviously triggers skepti-
cism among passengers and flight crew as to the flight’s outcome.

Therefore, training personnel to track and monitor the performance of a com-
pany’s intangible assets is not a time-resource luxury applicable only to large,
fortune-ranked companies; rather, it’s a training necessity and fiduciary imperative
for all companies.

Operational Familiarity of Intangible Assets Produces
Multipliers

Valuable and immediately useful multipliers accrue from a well-designed and
executed intangible asset awareness training program, including:

m Reducing uncertainty and adding predictability to intangible asset-dominated
operations and transactions by addressing the importance of consistent moni-
toring of their value, stability, fragility, and defensibility, relative to achieving
projected returns, competitive-market/sector positioning, and creating structural
synergies and efficiencies.

m Identifying new market-entry opportunities by distinguishing and integrating
relevant intellectual, structural, and relationship capital.

m Reducing the probability that intangible assets will become entangled in costly,
time-consuming, and momentum-stifling legal challenges that impede project
and company growth, and undermine asset value, competitiveness, and
performance.

m Recognizing that patents alone are no longer stand-alone or reliable indicators
of company value and transaction predictability, nor do they serve as an effec-
tive deterrent to infringement or misappropriation.

m Forging stronger relationships with legal counsel, auditors, and accountants on
matters related to intangible assets.

m Aligning a company’s business practices and external business transactions with
risk assessment, asset management, due diligence, and strategies to sustain and
enhance asset value.
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m Elevating awareness, alertness, and accountability for identifying and communi-
cating significant risks, threats, and challenges (related to intangible assets, IP,
and proprietary competitive advantages) in business transactions before irrevers-
ible economic hemorrhaging occurs.

m Elevating a company’s stature and goodwill among its customers, suppliers,
and investors, and gain attention of audiences beyond a company’s traditional
markets.

m Identifying techniques for structuring business operations to sustain the con-
tracted levels of control, use, ownership, value, and brand integrity of the assets,
and mitigate the undermining of projected competitive advantages.

Each of these multipliers represent examples of how an activity, such as intan-
gible asset awareness training can produce positive affects that can reverberate
throughout a company to breed even greater and more sustainable outcomes.

I References

Welch, J., 2008. Guide to Management Ideas and Gurus’ The Economist, With Tim Handle. Profile
Books Ltd., p. 9.

Welch, J., 2014. <http://www.brainyquote.com/quotes/quotes/j/jackwelch173305.html>.

Reese, C., Compton, K., 2007. Directors Beware: Ignorance can mean big bucks, not bliss. Technology
Times, Tech Law, p. 6.


http://refhub.elsevier.com/B978-0-12-800516-3.00008-2/sbref1
http://refhub.elsevier.com/B978-0-12-800516-3.00008-2/sbref1
http://www.brainyquote.com/quotes/quotes/j/jackwelch173305.html
http://refhub.elsevier.com/B978-0-12-800516-3.00008-2/sbref2
http://refhub.elsevier.com/B978-0-12-800516-3.00008-2/sbref2

Measuring
Performance of
Intangible Assets

I Operational Familiarity with Intangible Assets

This chapter is about the persistent challenge that intangible asset strategists rou-
tinely experience in regards to influencing management teams and investors to take
relatively nonintrusive and inexpensive steps to improve the financial and competi-
tive health of their companies. Largely, that challenge evolves around the impor-
tance of putting in place consistent and straightforward practices that provide for
the stewardship, oversight, and management of a company’s intangible assets.

In this regard, Deloitte (2004, 2007) produced two relevant and insight-
ful reports that expressed the view that conventional financial statements/balance
sheets do not robotically provide a complete or comprehensive picture of any com-
pany’s “soundness.” A long-held conviction that conventional financial statements
and balance sheets are the only or absolute best instrument for conveying a com-
pany’s soundness, should, in 2014 and beyond, not be taken for granted.

There’s little doubt that continued reliance on conventional business account-
ing practices, coupled with institutional resistance to change, collectively influences
management teams to remain reluctant to engage their intangible assets in a more
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aggressive and consistent manner, and, in some instances, be utterly dismissive to
the potentially lucrative outcomes embedded in their company’s intangible assets.

Of course, conventional financial statements that place emphasis on identifying
whether or not financial targets have been achieved remain necessary, and are not
something that I'm advocating doing away with. Rather, 'm merely encouraging
management teams to seek operational familiarity with their intangible assets on
par with their familiarity with conventional practices.

B Why Is More Balance Necessary?

The key reason, as cited in Deloitte’s reports (2004, 2007), is that conventional
financial measures are simply not designed to capture the many necessary qualita-
tive aspects that we now know are unequivocally and directly related to business
success, particularly those found in a company’s intangible assets. For example,
these reports cannot outline the financial rewards of building and strengthening a
company’s relationship capital with its various stakeholders and other constituency
groups up and down its respective value-supply chain.

Fortunately there are several factors today at work to influence management
teams to pay more attention to observing, engaging, and monitoring their key intan-
gible assets, including:

m Increasing global competition, irrespective of company size, sector, maturity, or
product/service. This includes acknowledging the importance and influence of
human capital—intellectual, structural, and relationship—dispersed throughout
a company’s value-supply chain, and the boundary-less speed in which that cap-
ital can be acquired and disseminated globally.

m The growing significance of building and sustaining relationship capital with cus-
tomers and clients. This includes a heightened awareness by management teams of
the foundational value of a company’s reputation, and the increasing frequency of
instantaneous, long-lasting, and sometimes irreversible cascading effects that can
occur when reputation risks materialize. Also, there is greater global scrutiny by
various media forums and outlets on issues other than solely a company’s financial
performance.

m The accelerating product innovation and launch times before competitive-
advantage erosion can occur.

m The increasing country-specific regulatory attention to reporting and measuring
intangible assets.

Obviously, it would be desirable if management teams, boards, and investors
begin to regard the oversight, stewardship, and management of intangible asset
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metrics not merely as some unnecessary or altruistic task, but rather as an important
and prudent business practice integral to sustaining and enhancing every company’s
value, revenue, profitability, and competitive advantages.

Example: Measuring the Intangible Assets Delivered
by IT Security

As Charles Kettering (n.d.) put it, “a problem well stated is a problem half solved.”
That is surely the case for information technology (IT) security in companies. Some
things like IT security may appear, at least on the surface, easily measurable. This
is because, in large part, various information technologies are so ubiquitous that
management teams, regardless of whether their firm has information security offi-
cers employed, assume they understand the rudiments of IT security, and, therefore,
what the performance measurement points are.

Being a security practitioner for over 25 years, I recognize that security remains
somewhat vague and ambiguous, even in 2014; that is, until management teams can
precisely describe, at the outset, their performance expectation following deploy-
ment of security services and products. Presumably, performance expectations
would be measurable reductions in risk, coupled with less uncertainty about out-
comes for particular IT-dependent projects and transactions.

On the other hand, security, in the sense of a personal feeling of being more safe
and secure, can mean different things to different people, sometimes dependent on
time, location, circumstance, or venue. But, an often agreed-on perspective about
security is, once security is in place, there will be some corresponding and favor-
able change in risk and uncertainty. As Hubbard (2010) points to many times in his
book, if someone is fuzzy about what he or she expects to observe as an outcome of
a security system or service, it’s likely any subsequent quantitative and qualitative
performance measurements will be equally fuzzy.

Thus, for starters, it can be very useful for a company if definitional consensus is
reached regarding the terms risk and uncertainty to avoid misunderstandings in sub-
sequent performance assessments. Uncertainty is merely the lack of having com-
plete certainty about, for example, business decisions. In other words, a particular
business decision may have multiple possibilities that exist with the actual outcome
remaining unknown (uncertain) because other possibilities exist or variables come
into play. Risk, on the other hand, includes a specific and broader state of uncer-
tainty in which multiple possibilities exist, and, should they materialize, will result
in some type or degree of loss or other undesirable outcome to a company’s assets.

Measuring uncertainty then for IT security is measuring a particular set of
probabilities that a chief security officer (CSO), chief technology officer (CTO),
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chief information officer (CIO), and chief information security officer (CISO) has
set. For example, following deployment of a correct IT security product or system,
a company may project a 60% reduction in the probability that proprietary data
or information would be subject of illegal extraction. Actual measurement of risk
would include identifying a fairly comprehensive list of inadvertent or intentional
adverse events and acts.

B Measuring the Correct Intangible Asset Value Streams

While the conventional view of financial statements being the sole measurement
of a company’s performance is understandable, I have yet to engage any compa-
nies that were alike regarding how their intangible assets were being acknowledged
or utilized. That is, most companies have company- and project-specific blends of
intangible assets being utilized.

Supportive of this perspective is a 2001 study produced by U.K.’s Department
of Trade and Industry (DTI) Future and Innovation Unit that revealed seven specific
intangible asset value streams that form the foundation for unlocking a company’s
true potential. The findings of the study evolved from in-depth interviews with 50
successful organizations to identify “the intangible raw materials that employees
use to ... collaborate with one another, in order to achieve company goals, solve
company problems, and exploit opportunities for profitability and growth.”

The seven intangible value streams identified in the DTI study are the following:

1. Building an effective strategy for managing and maintaining relationships with
key stakeholders that entails understanding how to identify key (internal and
external) stakeholders and develop, organize, and sustain that network of rela-
tionships; and recognizing that the nexus of ideas and opportunities evolving
from that network will play an important role toward achieving and sustaining
a company’s competitive advantage. The added value a company can achieve
from the effective management and use of its largely internally held intellectual
and structural capital and company-/project-specific expertise. In the globally
competitive business transaction environment, a company’s survival is inter-
woven with management teams’ ability to ensure the knowledge and expertise
developed internally and acquired externally are effectively and consistently
shared and used throughout an enterprise, particularly the tacit knowledge and
expertise that’s held in the minds of individual employees.

2. Absent a system for knowledge and expertise dissemination and sharing within
a company, any company will be less likely to identify gaps in their knowledge/
expertise base; respond quickly enough to identify, assess, and act on poten-
tial opportunities; and will become more vulnerable to unexpected losses of
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knowledge/expertise, such as a key employee leaving or the misappropriation of
high proprietary information.

3. Communicating clarity of purpose to employees’ role in recognizing and under-
standing the importance of achieving a balance between achieving company
goals, and the daily operational need for building and sustaining intangible asset
value through their intellectual, structural, and relationship capital.

4. Building a sustainable and flexible company culture that encourages greater
awareness of new and changing market developments, and facilitates a quicker
grasp of and produces a more timely and effective response to exploiting any
new developments and opportunities.

5. Regardless of the quality of the product or service a company produces, it’s
likely neither will add value to the company if their reputation with consum-
ers, customers, clients, and suppliers is poor, has been damaged, or is other-
wise impaired. A company’s reputation, expectations, and trust have become
the foundations for building and sustaining competitive advantages and market
position. Company management teams and boards who give little credence to
those objective and essential components to success will likely be similarly dis-
missive about the rapidity that risks to a company’s reputation can emerge and
materialize to create irrevocable damage and losses.

6. Maintaining the correct mix of employee competency—that is, skills, knowl-
edge, and expertise—are important enablers of growth in both capacity and
scope. This requires management team commitment to consistent investments in
developing and maintaining employee talents, which are essential to not merely
support existing operations, processes, and programs, but also as effective con-
tributors to future company initiatives and strategic planning.

7. Maintaining market position and competitive advantages today involves,
among other things, ensuring that management teams and boards have the right
processes and systems in place, at the right time, and at the right location to
support company activities and initiatives as needed. However, in today’s seem-
ingly nanosecond timeframes when markets, transactions, and the needs and
demands of stakeholders can change and risks rapidly materialize, those com-
pany processes and systems must be sufficiently flexible and adaptable to
accommodate those changes and execute at an equally rapid pace.

Financial reporting systems focus on historic balance sheets, profits, and cash
flow, but management teams and boards don’t necessarily get the right perception
of assets’ prospective value through such a historical lens only. Value is an uncer-
tain and increasingly risk-laden factor embedded in the global business environ-
ment with success being dependent on objective assessments being conducted that
address future options and opportunities and extrapolations of historic costs as well
as current asset performance.
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B (Creating Value from Intangible Assets

At the nexus of the knowledge-based economy lie three variously interwoven
factors: global competitiveness, continually changing technologies, and the abil-
ity to create, sustain, and extract value from intangible assets. The latter factor is
becoming an increasingly relevant metric for assessing management team effective-
ness on two levels:

m Recognizing and grasping future opportunities will depend on identifying,
managing, and developing a company’s full spectrum of intangible assets.

m Consistency of company preparedness to engage and correctly execute initia-
tives focused on building and extracting value from intangible assets.

A useful starting point for achieving this worthy and necessary strategy is
through the inclusion of the seven key intangible asset streams noted earlier in the
chapter. Collectively, these intangible assets form the essential ingredients upon
which a company’s future success can be built. In short:

Relationships

Tacit knowledge

Leadership and communication
Company culture

Reputation and trust

Skills and competencies
Processes and systems

The report characterizes these as ingredients to the intangible raw materials that
talented employees use to engage with one another to achieve goals, solve prob-
lems, identify opportunities, and maximize their potential. To achieve the returns
that these assets are potentially capable of, management teams and boards should
invest in them, do what’s necessary to sustain them, and genuinely manage them as
the strategic assets they are.

B Measuring Performance and Value of Intangible Assets

Effective and consistent utilization and management of a company’s intangible
assets is one of the most important and significant interventions a management
team can undertake. This is not merely overdramatized conjecture; rather it’s a
business reality and fiduciary responsibility that will deliver returns.

The intangible value of a company is, put quite simply, the difference between
its market value (share price multiplied by the number of shares issued) and its net
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book value (recorded value of all tangible assets). So, if a company’s intangible
assets were valued at 100 million U.S. dollars, even a 1% loss in value would be
significant, whereas a 1% gain would translate as substantial shareholder profits.

For most companies today, seldom does their intangible asset value fall below
50% of the market value. Clearly, the more knowledge, know-how, branding, repu-
tation, competitive-advantage intensive a company is, the higher its intangible value
is, which routinely ranges from 65% to as high as 90%.

However, when a company’s most valuable intangible assets are overlooked,
dismissed, or neglected, the contributions and competitive advantages those assets
deliver frequently become diluted, meld away, or are unwittingly relinquished
to competitors that are likely to know how to use them and will do so without
hesitation.
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Insider Risks and
Threats to Intangible ==
Assets

I The 20-60-20 Rule

Among information asset protection professionals, there is a “rule of thumb” that
retains its relevancy since I initially became familiar with it over 25 years ago. It’s
referred to as the 20-60-20 rule, and many believe it’s a reasonable and prudent
characterization of today’s persistent, annoying, and often successful and costly
insider threat.

The rule states that 20% of the people we work with are inherently honest and
possess consistently high levels of personal and professional integrity. It’s improb-
able these employees would be intentionally inclined or receptive to engaging in
risky, unethical, or dishonest behaviors, acts, or violations of company policies or
practices.

Another 20% of the people we work with reside on the opposite end of the spec-
trum. For these employees, if one were to scratch their thin social-psychological
veneer, it’s likely what would be found is an inherently dishonest and unethical
individual who possesses little, if any, sense of professional and personal integrity
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or loyalty with respect to consistently complying with company policies or govern-
ment laws and regulations related to safeguarding intangible assets. This individual,
for example, would be receptive to and possess the propensity, when certain oppor-
tunities or influencers are presented, to engage in risky, unethical, or illegal acts,
such as theft or compromise of valuable and mission-critical information. A particu-
larly disturbing variable to this segment of employees is the increasing number of
instances in which individuals are self-motivated to become initiators by engaging
in external solicitation initiatives to sell or distribute any information assets they
have misappropriated or stolen from their employer. This means they may contact
competitors or other economic adversaries to leak or offer for sale their employer’s
proprietary intangible assets for personal profit or various other reasons.

Then there is the 60% of employees who essentially lie in the middle of this
spectrum. These employees typically do not overtly demonstrate any particular
receptivity or proclivity to engage in any dishonest, unethical, or illegal acts or
behaviors that would purposefully put their employer’s intangible assets at risk.
However, the outer fringes of this segment, closest to the 20% just characterized, are
observant. That is, their future actions and behaviors may be dependent on or influ-
enced by their interpretation of their employers’ reactions to or sanctions imposed
on fellow employees who are caught violating company information policies.

There is nothing particularly scientific about the 20-60-20 perspective, how-
ever the percentages do draw our attention to the persistent challenges presented by
“insiders.”

Esther Dyson (1995) offered one approach to addressing the insider challenge
when she remarked “the trick is to not control the copies of your work, but instead
(control) a relationship with the customers-subscriptions, or membership” who can
access the proprietary information and intangible assets we endeavor to safeguard.
There is certainly a degree of reality to Dyson’s remark, at least in terms of assess-
ing employees’ propensity, proclivity, or receptivity, at some point in their career,
to engage in acts that result in the theft, compromise, misappropriation, or infringe-
ment of proprietary intangible assets.

While most of my familiarity with insiders is a direct result of personal experi-
ence, I attribute much of my current thinking and approaches for addressing this
extraordinary challenge in this chapter to the research by the U.S. DoD’s Personnel
Security Research Center (PERSEREC) and Carnegie Mellon University’s Insider
Threat Research Center.

| Implications of Insider Research

This section is a summary from a study conducted by PERSEREC (Kramer et al.,
2005, 2007). For readers unfamiliar with PERSEREC, it is a relatively small,
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nondescript arm of the U.S. Department of Defense (DoD) headquartered in
Monterrey, CA, that houses an extraordinary group of highly focused researchers
committed to conducting a broad range of collaborative research on matters spe-
cifically related to personnel security. The product of their research is primarily
directed to DoD and various entities within the U.S. intelligence community.

The PERSEREC study analyzed:

m Technological, social, and economic trends that elevate opportunity and motiva-
tion for insiders to engage in theft (selling) of classified and proprietary infor-
mation, and the transfer of materials to foreign rather than domestic recipients.

m Situational factors that affect the frequency that insider espionage, spying, and
information theft will occur, rather than analyzing psychological factors that
influence a perpetrator’s decision.

The study identified the following challenges related to mitigating insider risks
and threats:

1. The Internet creates a large and efficient global marketplace for bringing
sellers, seekers, brokers, and buyers of information assets together in relative
anonymity.

2. Insiders/employees awareness of the value of proprietary information assets that
can be sold for a profit.

3. Fewer employees are deterred by a traditional sense of employer loyalty. There
is more inclination to view theft of information assets (espionage) to be morally
justifiable if sharing those assets will benefit the world community or prevent
armed conflict.

4. Internationalization of science and commerce is placing more employees in
positions to initiate and maintain contact with international parties, some of
whom want to exploit that knowledge that provides seekers, buyers, and brokers
of information assets greater opportunity to target, contact, assess, and recruit
key developers of protected and proprietary information.

5. Greater inclination for employees engaged in multinational trade transactions to
regard unauthorized transfer of information assets or technology as a business
matter rather than an act of betrayal or treason.

6. Growing allegiance to a global community—that is, an increasing acceptance
of global as well as national values and a tendency to view human society as
an evolving system of ethnically and ideologically diverse and interdependent
people, thus making illicit acts easier to rationalize.

7. Growing numbers of employees have emotional, ethnic, and financial ties to
other countries.

8. Opportunity and motivation factors are converging with vulnerabilities created
by one trend being magnified by the negative effects of other trends. There is
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no single countervailing trend found on the horizon to make the potential for
insider espionage more difficult or less likely to occur.

9. Greater frequency of employees experiencing financial stress from compulsive
gambling or other addictions, which provides motivation for selling information
for personal gain.

Employee Allegiance: More Challenges to Safeguarding
Intangible Assets

This section is directed to management teams, security professionals, legal counsel,
HR, and risk managers who are receptive to examining research that has a real and
forward-looking bearing on mitigating the rising threats posed by insiders to com-
panies, organizations, and institutions.

In another report produced by PERSEREC (2008), author and principle investi-
gator Katherine Herbig provides readers with much needed insights, perspectives,
and facts regarding the single concept of allegiance. Herbig suggests in her report,
“Given the current context of globalization, questions about how to assess, investi-
gate, and adjudicate allegiance are of increasing concern.” While Herbig correctly
notes these concerns are of relevance to the personnel security community and
counterintelligence agencies, I might also add these same concerns also have rel-
evance to the private sector, particularly for safeguarding and preserving proprietary
intangible assets.

Herbig also points out that “since 1990, more countries are offering dual citi-
zenship to those who immigrate and naturalize elsewhere, but trying to bind those
citizens to the countries of origin.” Such practices serve, according to Herbig, “to
dilute the meaning of citizenship and allegiance.”

With respect to this trend, it’s not particularly difficult to project that even more
complex challenges lie ahead in terms of companies being able to consistently and
effectively safeguard their intangible assets in various types of global business
transactions. This takes on even greater significance when considered in light of the
economic fact that more than 80% of most companies’ value and sources of rev-
enue directly evolve from intangible assets and IP, not tangible (physical) assets.

I The New Insider Threat

With increasing percentages of companies’ value and revenue evolving from
intangible assets, the new breed of insider threat that has emerged is more calculat-
ing and stealthy. These acts can potentially cause more irreversible and immediate
harm to a company financially and competitively compared to their predecessors
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who focused on theft or obtaining an operational familiarity with a company’s
physical assets.

This is not necessarily about the insider threat posed by the Wen Ho Lee (The
Economic Espionage Act of 1996, (USC 1831, 1832)) types of incidents in which
classified materials belonging to a national laboratory are compromised and given
to an adversary. This chapter is primarily directed to the millions of companies of
all sizes that have developed unique sets of intangible assets that deliver their com-
pany’s value, revenue, and competitive advantages.

When a company does experience theft, misappropriation, or compromise of
one or more of its valuable intangible assets by an insider, while the consequences
may not be equivalent to broad national security breaches (e.g., WikiLeaks or
Edward Snowden’s public revelations), the impact to a single company in terms of
lost revenue, undermining of competitive advantages, adverse fluctuations in mar-
ket position, and compromises of intellectual, structural, and relationship capital
can be financially and competitively devastating and irreversible. This knowledge
should influence companies to rethink what types of asset protection and value
preservation resources should be developed, reframe how their intangible assets can
most effectively be safeguarded and value preserved, and reconsider the origins,
motives, and targets of the new insider.

B Protecting Intangible Assets from the Insider Threat

Insider threats to information-based intangible assets, proprietary competitive
advantages, and intellectual property represent persistent, global, nuanced, and
frequently costly challenges to companies. In light of the economic fact that intangi-
ble assets are often in play and are integral components to business growth and trans-
actions, all companies would be well advised to keep abreast of current insider threat
research with an “eye” for fine-tuning and updating their best practice defenses.

Insider threat challenges, left unchecked or poorly addressed, go to the very
heart of a company’s value and sources of revenue. Such risks are unlikely to
miraculously recede or fade away through attrition, terminations, or resignations
absent the execution of best practices that thoroughly reflect the content of this
chapter and can also adjust to current research—for example, knowing how the
insider threats originate and evolve in companies, and knowing who the insiders
are and their various motives. Research findings of that provide both a big picture
and practical and relevant insights into insiders are being regularly produced by two
institutions: Carnegie Mellon University’s Insider Threat Research Center, and the
U.S. DoD’s Personnel Security Research Center (PERSEREC).

Both PERSEREC and Carnegie Mellon’s definition of insider theft of IP
share commonalities that I have converged as crimes in which current or former
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employees, contractors, or business partners intentionally exceeded or misused
an authorized level of access to networks, systems, or data to steal confidential or
proprietary information from an organization and variously use it in three primary
ways: to get another job, help a new employer, or promote their own side business.
A central theme underlying each motive is the insider’s desire to achieve some form
of personal financial gain.

Designing effective techniques to mitigate, counter, and ultimately defend
against the insider threats should not be based solely on past practice, anecdotal
(internal and external) snapshots, or generalized assumptions about ethnic alle-
giance. Rather defenses to the broad and complex phenomena of insider threats
should be well grounded in relevant, current, and applied research.

B Insiders: They Can Change from Date of Hire

By all accounts, the challenges of safeguarding valuable intangible assets in globally
operating companies and the losses attributed to insiders is on the rise. The precise
number of incidents companies experience, the dollar amount of those losses, and
the end-use beneficiaries of the compromised assets are often blurred, incomplete, or
have an agenda attached usually to elevate the dollar value of loss. This is because,
among other things:

m Evidence remains subjective, anecdotal, or company specific that does not trans-
late well to other sectors.

m Victim companies are frequently predisposed to assume the culprit is a foreign
national or economic adversary.

m Instructive evidentiary elements of the incidents are classified.

m Facts about an incident are considered reputationally proprietary as well as
embarrassing by the victim company.

Carnegie-Mellon University’s Insider Threat Research (2005) Center identified
the following attributes of an insider. This study was in regards to information tech-
nology sabotage, but I believe it can be extrapolated to other non-IT circumstances,
particularly valuable and proprietary intangible assets.

1. Access: An insider can target a company from behind its perimeter defenses and
not cause suspicion.

2. Knowledge, trust, familiarity: An insider has these things for both the IT system and
the target, which permits insiders to perform discovery without arousing suspicion.

3. Privileges: An insider can readily obtain the necessary privileges necessary to
conduct an attack.

4. Skills: An insider can mount an attack and can work within the target’s domain
expertise.
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5. Risk: An insider tends to be very risk-averse in preparing for and conducting the
attack.

6. Method: An insider is likely to work alone, but may recruit or co-op a trusted
colleague for facilitation or enabling purposes.

7. Tactics: This may include either plant, hit, and run; attack and eventually run;
attack until caught; or espionage.

8. Motivation: An insider may engage in an act for profit, getting paid to disrupt
the target, provoke change in the company/target, blackmail, subvert the mission
of the target, personal motive, or revenge.

9. Predictable processes: The motivation for an attack by an insider can evolve
from a particular event, a sense of discontent, being “planted” to conduct the
attack, or an adversary identifies a target and mission that meets their needs.

From these nine attributes of insiders who engage in IT sabotage two important
questions arise:

1. Can these attributes relevant to insiders be consistently identified and assessed
legally using existing pre-employment screening tools?

2. If the preceding attributes are not found to be present in an applicant at the time of
hire, should companies, given the enormous stakes, invest in post-hire (periodic
honesty, integrity, attitudinal) screening of employees to detect the presence of
certain proclivities, propensities, or an overall receptivity to engage in adverse acts
or policy violations affecting the security of their employer’s information assets?

B Threats to Intangible Assets from Insiders

Today’s security practitioners are expressing equal concern about insiders as they are
about outsiders breaking (hacking) in and stealing proprietary know-how according to
various current studies and surveys. For example, in a survey by Dark Reading (a sister
publication of Information Week) some of the key findings essentially buck a long-time
trend among information security practitioners who have devoted a significant portion
of their career (up to this point) addressing externally originated attacks to company
data and proprietary information (Information Week Analytics, 2009). For example:

B 52% of the respondents reported they are more concerned now about probabili-
ties of internal data leaks (both accidental and malicious) than they are about
external threats.

m 44% reported just the opposite—that is, they’re more concerned with external
attacks than internal threats.

B 59% expressed belief that their organizations were either likely or bound to be
infected in the coming 12 months with malware unintentionally introduced by
internal employees and/or business partners.
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B 52% said it is likely that an employee will accidentally expose sensitive
company data/information to outsiders.

B 36% said it is likely that their organizations’ sensitive data/information will be
exposed due to loss or theft of a laptop or a portable storage device.

B 29% expect their IT employees to be caught abusing their access privileges for the
purpose of looking at sensitive data/information that they are not authorized to see.

A 2008 Computer Security Institute survey (Richardson, 2008) reported that:

m 44% of all organizations experienced insider abuse of computer system.
m 42% reported laptop theft as now constituting an insider threat that is the third
most common security event to organizations.

Another Dark Reading (2008) report found that most insider breaches are unin-
tentional and are attributed to employees violating policies, circumventing security
tools and practices.

In a study conducted by Insight Express and Cisco Systems (2008), it was found
that almost 20% of users admitted to altering the security settings on company-
issued devices so they could access unauthorized websites. In addition:

m 24% of these respondents further admitted to sharing sensitive company infor-
mation with others.

® 44% admitted to allowing others to use their company-issued devices without
supervision.

In the Dark Reading (2009) report it was revealed that employees can cause
breaches (aside from losing laptops) in many different ways, some without realiz-
ing it. For example, insider breaches attributed to common user errors such as fall-
ing prey to phishing scams.

The Ponemon Institute (2013) in a recent study reported that negligence
accounts for 88% of insider breaches, and malicious attacks account for only 12%.

Palo Alto Networks (2013) (a firewall vendor) conducted an analysis of insider
threats to find that the source of several recent high-profile company-sensitive
data/information breaches was due to the growing intentional employee disregard
of company security policies that most larger firms are finding is unauthorized
peer-to-peer application traffic.

“Houston, We’ve Got a Problem!”: Unsecured
Economies

Just how vulnerable are companies to having their proprietary intangible assets
and intellectual properties stolen or compromised as a consequence to periods of
economic downturn? According to a McAfee (2009) report the global economic
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crisis (recession) is quite literally creating a “perfect information security storm”
as increased pressures on companies to reduce spending and cut staffing have led to
more porous defenses and increased opportunities for cyber criminals.

It’s certainly not unexpected to learn that the McAfee study found that the cur-
rent economic stressors will exacerbate security issues for several reasons, one of
which is that mass layoffs will influence a percentage of previously loyal employ-
ees to use their corporate data access to steal vital information.

The McAfee study found that:

B 08% of the respondents now cite insider threats as the top threat to vital
information.

B 42% cite laid-off employees as the biggest threat caused by the economic downturn.

m 36% “worry about the security threat from financially strapped employees”
(McAfee, 2009).

According to Tim Shimeall at Carnegie-Mellon, “With more sophisticated
technologies at their fingertips and increased access to data, it has become easier
for current employees and other insiders, such as contractors, consultants, suppli-
ers, and vendors, to steal information. Data thefts by insiders tend to have greater
financial impact given the higher level of data access, and, when combined with
the effect of today’s economic realities on IT security, this could mean even greater
financial risk to corporations” (McAfee, 2009).

Ultimately, financial information becomes a recognized and sought-after cur-
rency for employees. It presents much greater incentives for employees to steal
valuable information and data for personal financial gain, to try to improve their job
opportunities by “peddling” it to unscrupulous or naive competitors, or to literally
start companies of their own by using the knowledge and insight they gained (stole)
from their former employer.

In addition, the substantial cutbacks in company travel have, for all practi-
cal purposes, significantly curtailed or altogether ended onsite visits, inspections,
personnel training, and audits for safeguarding a company’s sensitive information
assets. We can assume that in many instances, security practitioners are adapting to
those realities by decentralizing and delegating their information asset protection
and oversight role to onsite personnel.

l Office of National Counterintelligence Executive

Since 1995, the Office of the National Counterintelligence Executive (ONCIX) has
been mandated to gather data and submit an annual report to Congress on the state
of foreign economic intelligence collection, industrial espionage, and export control
violations.
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Data for the report is collected from government agencies that comprise the
U.S. counterintelligence community. What is particularly new in ONCIX’s most
recent report (Office of the National Counterintelligence Executive, 2011) are
remarks regarding the increasing new modes of communication and social network-
ing that provide uncharted opportunities for transferring information, and spying
by enterprising foreign intelligence services. Also, companies encouraging out-
sourcing of their R&D and establishing foreign bases of operation, providing for-
eign entities with more opportunities to target U.S. information and technologies.
A consequence is that it is increasingly difficult to accurately measure the extent of
espionage and illegal acquisitions of U.S. trade secrets.

These and other studies, for many of us, prompt additional questions about
economic and competitive-advantage adversaries, including insiders. There is
a need to identify and assess factors that are related to employee reactions to the
intensity and frequency of being targeted and solicited by external adversaries to
engage in theft, misappropriation, or economic espionage of proprietary know-how
and intellectual property. Certain factors can affect an employee’s propensity to
engage in information asset theft or economic espionage, by encouraging a recep-
tivity to external buyers and solicitors of intangible assets, and/or prompt them to
actively independently seek out prospective buyers.

If such propensities are contemplated and coincide with or become exacerbated
by conventional motivators, such as disgruntlement, unmet expectations, personal
predispositions, or personal finance stressors, the challenges presented by these
threats become more acute and immediate.

One potential “patch” to these threats is that the complexities of personnel poli-
cies, procedures, practices, laws, and monitoring must be revisited. In the interim,
companies should give favorable consideration to adopting a mode of sustaining
control, use, ownership, and monitoring the value, materiality, and risks to their
proprietary intellectual and structural capital—that is, their intangible assets.
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I Ascendance of Intangible Assets

If you’re like me, you want to know what prompts or influences certain phenomena to
occur. One of the first and perhaps most influential early studies on intangible assets
was Brookings Institutes’ “Understanding Intangible Sources of Value (1998-2000)".
However, for all the forward-looking insights gleaned from this study and the product
of its various working groups, it wasn’t intended to provide readers with the under-
liers of why intangible assets evolved so rapidly at the outset of the 21st century.

As Baruch Lev (2005) from NYU’s Stearn’s School of Business stated so well,
“If intangibles are so risky, their benefits so difficult to measure and secure, and
their liquidity (tradability) so low, how did they become the most valuable assets
most companies possess?” The answer, Lev suggests, lies in two international eco-
nomic developments: the increasing intensity of business competition, and the com-
modization of physical assets.

The first international economic development that influenced the ascendance of
intangible assets was the deregulation of particular economic sectors, such as trans-
portation, financial services, and telecommunications. This served to intensify the
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overall competitive global business transaction environment. As competitiveness
intensified, a demand for continual innovation evolved—that is, the development
and introduction of new products, services, and cost efficiencies. Thus, contin-
ual innovation quickly came to be a requisite to not merely competitiveness, but
successful business operations and sustainability. As the global competitive
pressures intensified further, companies already in the mix, or those that aspired
to be, responded by engaging in more innovation, fueled, in large part, by greater
awareness, appreciation, and investment in intangible assets.

The second international economic development that influenced the ascendance
of intangible assets was the commodization of physical assets. This means that
competitors globally had access to the physical assets that were now so necessary
for becoming global in scope. For example, the physical assets of FedEx, DHL, and
UPS became globally operational, almost simultaneously. Companies worldwide
would now have access to instaneous supply and distribution chains for their goods
and products. Therefore, a truly global and more timely marketplace could evolve,
and did so quite rapidly.

However, as competitors globally gained equal access to physical assets, it
meant that those assets, now engaged in intense competition, would not, standing
alone, generate extraordinarily high profits and create sustained values. Rather,
profits and elevated shareholder value would come to be created through the pru-
dent use of intangible assets unique to, for example, each air cargo carrier. Each
carrier then developed their own distinctive bundles, combinations, and synergies
of intangible assets that better enabled them to withstand and respond more aggres-
sively to the competition. Obviously today, all three air cargo carriers remain intact
and compete against each other.

N Al Things Intangible: Starbucks

Intangible asset strategists not only see all things intangible, but they also see all
things intangible in a different context. For instance, near my home is a Starbucks,
and, as is the case for many Starbucks, it is located on a corner of a well-traveled
intersection, so visibility is high. This Starbucks appears to be doing a bristling busi-
ness, particularly its drive-thru operation. But, as is the case with many Starbucks’
locations, it falls short on available parking for customers who prefer to purchase
their beverage at the counter and use their facilities. Therefore, with regularity,
customers seeking entrance to the drive-thru lane are stacked up in the queue that
extends in to the adjoining street, frequently blocking both lanes and even the inter-
section of the main thoroughfare.

There are two adjacent commercial properties that Starbucks customers, some-
what as a default, regularly use for temporary parking in lieu of jockeying for a
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place in the drive-thru line. The rationale is that it simply takes less time to obtain
your coffee this way. Interestingly, the proprietor of the closest adjacent commer-
cial property—an independently owned and operated dry cleaners, which is largely
dependent on customers in the immediate vicinity and which has ample parking,
far exceeding what their employees and customers would ever require—elected to
have a fence erected between their parking area and Starbucks, which precluded
Starbucks customers from continuing to use that parking area to access their coffee.

Here is where the intangible assets apply, particularly relationship capital, rep-
utation, image, and goodwill. Had the dry cleaner proprietor thought about these
assets before erecting the fence, they could have created a “win—-win” situation that
would potentially boost their drying cleaning customer base and sales.

Let’s set aside for the moment the probability the dry cleaners’ liability insurance
policy may have influenced the decision to erect the fence that precludes Starbucks’
customers from using the back portion of the dry cleaners’ parking lot to access their
coffee. The proprietor of the dry cleaners, probably in collaboration with their insur-
ance carrier and legal counsel, instead could have decided to “play nice.”

That is to say, they could have posted a pleasant sign at the entrance to the
parking area that would include both welcoming and warning language, such as
“Starbucks’ customers are welcome to use the back parking area at their own risk for
a period of time sufficient to access Starbucks for the purpose of making their bev-
erage purchase.” They also could include signage specifically designed to increase
traffic and customers to their dry cleaning establishment through some manner of
minimal reward, such as a redeemable coupon upon showing of a Starbucks’ receipt.

The proprietor of the dry cleaners would certainly build goodwill and enhance
their community image and reputation all through a very inexpensive method of
attracting new customers. At first though, this example may appear to some as
“small potatoes.” But, it prompts businesses and their management team decision
makers to look at circumstances through an intangible asset lens.

Being engaged in the intangible asset arena for more than 20 years, I strongly
believe that one need not look for examples only among large Fortune 500 compa-
nies; instead, examine and study the smaller and simpler examples, comparable to
the examples cited here, and translate or convert them for application to other larger
circumstances or their Fortune 500 distant cousins.

B Al Things Intangible: Yahoo!

Several years ago when Google’s president Steve Balmer decided to bid on the
purchase of Yahoo!, it was reported in various media that his last bid was for $43
billion and change (Computer World, 2011). Claiming no special insight as to the
correctness of that figure, I can only assume it to be in the realm of possibilities.
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Regardless what the real purchase price was, some colleagues in the intangible
asset community estimated that, at minimum, $38 billion of the $43 billion was
indeed comprised of various intangible assets.

That estimate seems to be aligned with global social media giants such as Twitter
and Facebook that we understand have made no conventional profit, but their value,
recent IPOs aside, largely consist of conglomerations of intangible assets.

Absent a larger organizational resilience, that leaves social media firms very
receptive and vulnerable to an assortment of reputation-related risks, perhaps in
some respects akin to a “bubble” that may or may not burst at some future point.
Regardless, should I be asked, I would recommend security, asset protection, and
value preservation resources are focused on reputation risks.

Intangible Asset Strategists and Risk Specialists Need
to Work in Unison

For companies that wish to remain operationally effective and profitable with
respect to the development, utilization, and exploitation of their intangible assets,
asset strategy and asset risk management must function in unison. The most signifi-
cant benefits an intangible asset strategist and risk specialist can contribute to com-
panies are the following:

1. They provide ongoing best-practice guidance to companies, to ensure intangible
assets are effectively positioned to extract value and deliver competitive advan-
tages. They also develop strategic plans for asset utilization and exploitation.

2. They add predictability to business transaction outcomes, projected returns, and
exit strategies when intangibles are in play, by addressing their stability, defensi-
bility, and value sustainability.

3. They conduct assessments and due diligence to identify and unravel the contri-
butions that are projected to be brought to a transaction are positioned to do so.

4. They reduce the probability that project or transaction momentum will be sti-
fled by recognizing and mitigating circumstances that can entangle the assets
in costly and time-consuming legal challenges, undermine asset value and per-
formance, and adversely affect asset reputation, regulatory compliance, product
and service quality, or security breaches.

5. Incorporate specialized knowledge management to facilitate an intangible
asset-focused company culture aligned with a company’s mission and business
objectives.

6. Design comprehensive organizational resilience plans that encompass mission-
essential intangible assets to provide quicker economic recovery following a
significant business disruption or disaster.
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7. Identify and monitor the interconnectedness between the production, acquisi-
tion, and utilization of intangible assets through their contributions to company
value, revenue, and creating and sustaining competitive advantages.

B Intangible Asset Oversight and Management

The 2006 Delaware court decision for Stone v. Ritter, as well as comparable deci-
sions emerging from In re Caremark International Inc. (1996) and In re Walt Disney
Co. Derivative Litigation (2005), drew much warranted attention to the necessity
to consistently provide practical context to company boards regarding fiduciary
responsibilities, including the oversight, management, and stewardship of company
assets, with specific implications for intangible assets (see Demetriou and Olman
(2007), Hill and McDonnell (2007), and Miller, 2008 for more information).

In other words, management teams and boards are obligated to be kept apprised
of what is going on inside their company. For instance:

m In the form of good faith duties and duties of loyalty.

m To ensure their company has sufficient asset monitoring and reporting systems
in place to routinely and properly keep them apprised through timely, sufficient,
and accurate information.

m To allow them within their respective scope to reach informed judgments con-
cerning a company’s compliance with law and business performance.

Therefore, instead of remaining content with the past practice of having little
substantive information about intangible assets, or assuming all things intangible
fall exclusively to legal, accounting, or auditing and thus are not business strategy
or risk decisions, management teams have fiduciary obligations to critically and
objectively assess their company’s assets.

It’s useful for management teams to frame their intangible assets and IP as strategic
business assets, not merely the product of a specific research activity that will remain
stagnant or hidden, and otherwise not positioned for revenue-generating objectives.

B The Convention of Pursuing Patent-Only Strategies

Having been engaged in countless meetings and engagements with a wide variety
of innovators, researchers, and management teams, I am inclined to conclude that
a business that engages in a patent-only strategy may be unfamiliar with the nec-
essary preparatory aspects that skilled intangible asset strategists can contribute.
Rather, they opt to first engage IP legal counsel.
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These situations are frustrating for many intangible asset strategists, but are
also elements firmly embedded in the minds, emotions, and marketing initiatives of
entrepreneurs and experienced business persons alike. Another lies in the assump-
tion that once an individual or company has their innovation, new product, or
service, their next stop on the innovation success highway is to secure patent coun-
sel and make application for a patent. See Chapter 7 for more detail regarding a
patent-only strategy and the TRIPS agreement.

A challenge with a patent-only approach is that business management teams
may overlook, undervalue, and project somewhat of a dismissive attitude toward the
contributory intangible assets embedded in every patent application. Such dismis-
sive attitudes are often rooted in the time-honored convention that an issued patent
singularly conveys ownership, certain rights, and provides legal standing for asset
defensibility under the law.

However, as has been noted, the legal and administrative costs associated with
obtaining and maintaining a patent are not insignificant, not to mention the extraor-
dinary costs necessary to pursue infringers and counterfeiters or defending a patent
against allegations of infringement. These costs continue to escalate, making the
patent-only tract increasingly out-of-reach for smaller companies in particular.

Intangible asset strategists and risk specialists can provide company decision
makers — strategic planners with viable options for safeguarding their companies’
intangible assets at the earliest stages of asset development and/or acquisition aside
from conventional forms of intellectual property enforcements.
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Intangible Assets in
2014 and Beyond:
Where Businesses

Must Be

B Recognizing How and Where Intangible Assets “Fit”

Recognizing how and strategizing about where and when intangible assets “fit” in
every company’s 2014 and beyond strategic business planning is a resolution that
will guarantee favorable outcomes and returns.

An essential starting point is management team consensus, intellectually and
operationally, in the economic fact that more than 80% of most companies’ value,
sources of revenue, and building blocks for near-term and sustainable profitability
and growth lie in or evolve directly from intangible assets.

As noted numerous times, far too often and quite unfortunately this economic
fact, and intangible assets in general, are dismissed by management teams who
either lack understanding, harbor reservations for some reason, or simply don’t
possess the inclination to unravel the embedded and sometimes camouflaged ben-
efits and multipliers that well-nurtured intangible assets will almost surely deliver
to a company. One rationale for maintaining such indifference to intangible assets
is that a percentage of management teams are quick to dismiss them as being too
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esoteric or, worse, irrelevant to their company, and the types of business transac-
tions they typically engage in. Such disregard is now and will be even more inde-
fensible as intangible assets achieve greater permanency in all aspects of business
operation and performance measurement.

One thing is for sure, for 2014 and beyond, any remnants of unfamiliarity or
reluctance among company decision makers, strategic planners, and management
team members to fully and consistently engage their intangible assets—that is,
understand how to utilize them best for their contributory value—will ensure their
company remains behind rather than ahead of the business curve.

Designing A Sturdy and Malleable Plan to Engage
Intangible Assets

The following represent key features I believe are essential and recommend that
management teams should consider. These features will help with conceiving,
designing, and executing a sturdy, but malleable plan for aggressively and consis-
tently engaging and making a company’s intangible assets integral factors to every
project, initiative, or transaction.

m Bring operational clarity to intangible assets by having a repertoire of relevant
examples applicable to a variety of industry sectors.

m Bring contributory value clarity to intangible assets.

m Draw attention to the importance of practicing consistent stewardship, over-
sight, and management of intangible assets, framed as highly fiduciary responsi-
bilities, not merely irrelevant tasks.

m Explain why it’s necessary to not just identify intangible assets, but unravel their
origin, evolution, development, ownership, control, defensibility, sustainability,
and contributory value.

m Seek and incorporate best practices to sustain control, use, and ownership, and
monitor value, materiality, and risks to the assets throughout their respective
value, life, and functionality cycles, and the contributory relevance of those tasks.

m Build an effective, yet readily maneuverable risk early-warning system with
both prevention and criticality mitigation features that reflect the speed with
which adverse acts can evolve to erode asset value and competitive advantages.

m Describe how asset risks materialize as inadvertent or intentional reputation
risks or are instigated by globally economic adversaries.

m Distinguish intangible asset valuation, contributory value, revenue conversion,
and performance measurement in understandable economic contexts.

m Describe how to determine intangible assets’ contributory fit to particular ini-
tiatives, projects, and transactions relative to the assets’ functionality and value
cycles, risks, and retaining or transferring use or ownership rights.
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m Demonstrate relationships between the production or acquisition and use of
intangible assets relative to how they produce multiplier-effects, elevate com-
pany value, and deliver competitive advantages, sources of revenue, and specific
contributory value.

m Describe ways to position or bundle intangible assets, particularly those produc-
ing higher levels of contributory value, as a strategy to achieve a broader base
for leveraging and strengthening competitive advantages, and elevating value.

® Avoid reliance on subjective worst-case-scenario anecdotes or tactics to convey
asset risks as a strategy to attract attention.

The execution of any of these features, however, should include a company-
wide intangible asset-awareness campaign that emphasizes a collective responsibil-
ity for three main principles:

m Asset identification, stewardship, oversight, and management
m Sustain control, use, and ownership, and monitor value, materiality, risk
m Assess assets’ performance and contributory value

Each of these principles represents an increasingly essential element to
achieving success to be measured by profitability, growth, brand, reputation, and
sustainability.

Most company management teams already know that designing and executing
a company-wide initiative to bring operational clarity and relevance to intangible
assets will not be without challenges. The initial challenges manifest as realities—
that is, intangible assets lack a conventional sense of physicality, and they are
seldom accounted for on company financial statements.

The following sections outline some key factors that I recommend management
teams should fully consider when designing the necessary business case for making
their intangible assets an integral part of their business routine and strategic
planning and positioning.

B Example Why Intangible Asset Training Is Important

While teaching a graduate MBA course for a mid-western university several years
ago, I purposefully sequenced my syllabus to reflect my determination to introduce
students to intangible assets and strategies related to their management, steward-
ship, oversight, and risk mitigation. I feel strongly that intangible assets should be
an integral teaching and learning component in every business management course,
especially at the graduate level.

Once the class started and it was time to introduce intangible assets, I assured
the students I was doing so not merely as an afterthought, rather as constituting
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an integral component to the course. It quickly became apparent that, for even
the most experienced and already employed students, intangible assets had yet to
become part of their business lexicon or repertoire of relevant skill sets other than
in the context of independent assets for which it was difficult, at the initial stages,
to recognize or differentiate their connection to a company’s value, competitive-
advantage production, profitability, growth, and sustainability. A percentage of stu-
dents possessed a fundamental familiarity for particularly recognizable intangible
assets, such as brand, reputation, and patents. But once I presented a laundry list of
intangible assets, there was still a tendency of the students to characterize them in
standalone contexts, not reliant on or connected to other company assets, actions, or
events.

Upon completion of this course, student responses to the final examination
essay questions related to intangible asset issues revealed numerous remaining
challenges relative to achieving a sufficient grasp of intangible assets in several key
areas:

m Intangible assets could be subject to a collective framework of management,
stewardship, and oversight.

m To recognize intangible assets’ contributory value to a company, particular
product or service, or new product development.

m To relate and distinguish particular intangible assets as contributing to specific
sources of revenue and competitive advantages.

m The assets could be vulnerable to various types of risk, which, if materialized,
could erode company value and reputation.

An important initial hurdle to fully understanding the integral relevance of
intangible assets lies in their intangible nature. That is, intangible assets lack a con-
ventional sense of physicality, unlike tangible assets that one can see and touch,
such as inventory, vehicles, buildings, and machinery. I sense the students’ reac-
tions and ability to grasp the management, stewardship, and oversight of intangible
assets was a reflection of the larger business community and its management teams
As this course progressed, most students appeared to concedethe role, function, and
contributory value of intangible assets was not merely vaguely relevant, but actually
important information to know. However, one particular student with a strong and
optimistic career in financial services consistently challenged and resisted the posi-
tion I was espousing regarding the relevance and contributory value of intangible
assets across sectors.

This student was working in his institutions’ large commercial loan and acquisi-
tion unit. He would describe numerous and significant loan and acquisition trans-
actions in which, as he stated, there was absolutely no mention, recognition, or
accounting of intangible assets in either valuation, collateral (securitization), or due
diligence contexts.
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At the conclusion of the last class, this student approached me and said, “I
understand what you’re saying Mr. Moberly, about intangible assets, but I just
don’t see intangible assets ever becoming an issue in my bank, as you suggest they
should and eventually will, at least while the current bank officers remain in place.
In my bank, it’s solely about identifying and assessing the value of physical assets
as collateral.”

Of course, an important question to ask is, is this attitude held by a single large
financial services institution representative of attitudes held by business manage-
ment teams in other sectors regarding intangible assets? My answer to that question
is yes, at the moment.

But, as in most instances when there is eminent change looming on the horizon,
be it political, financial, social, or legal, it will inevitably prompt some level of resis-
tance, particularly from people and institutions that are thoroughly embedded and
comfortable with past practice. In other words, intangible assets remain somewhat
of a hard sell.

There Are Intangible Asset “Rembrandt’s” in Most Every
Company’s Attic That Can Become Profit Centers

Here’s an interesting perspective offered by Ashok Jain (2004), a principal in the
intellectual property valuation services unit of Deloitte. Jain suggests that interac-
tions he has had with large U.S. companies lead him to draw the conclusion that
while most profess a fairly high-minded level of IP prowess, relatively few can
answer substantive questions about the management of their IP and intangible
assets. For example:

m Does your company maintain an inventory of its patents?

m  Which patents (IP in general) are core to business operations and the strategic plan?

m Is your company exploiting its IP and other intangible assets to generate the
greatest possible value?

There are numerous companies, institutions, and individual management team
members that have achieved impressive national and international reputations for
being the originator of a new idea, which may eventually become lucrative intel-
lectual property. However, a percentage of these individuals or companies may be
reluctant to assume the hands-on and very personal risk associated with executing
a new idea. Instead, it’s reported that numerous idea generators may delegate the
responsibility for stewarding and overseeing the actual development and execution
of a new idea to either legal counsel or a CTO.

Jain explains one possible reason for this reluctance is that the techni-
cal and legal units of a company are frequently portrayed as cost centers, not
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profit-producing centers. Such characterizations give credence to the notion that
idea generators recognize risk in achieving a return-on-investment for ideas related
to safeguarding, preserving, monitoring, utilizing, and exploiting intangible assets.

Jain also suggests that probably a large (but unknown) percentage of companies
knowingly give away or inadvertently relinquish valuable intangible assets and IP,
and do not effectively use their intangible assets or IP to achieve competitive advan-
tages, generate new sources of revenue, or otherwise favorably leverage the assets
in any manner. This trend begs the question: Do these presumably unfavorable per-
spectives constitute a crisis relative to current practices in the management, stew-
ardship, and oversight of any company’s intangible assets? Companies and their
leadership now have both a fiduciary and financial incentive and responsibility to
acquire an operational familiarity with intangible assets. This includes the capabil-
ity to identify, unravel, develop, safeguard, and fully apply their intangibles (Rivette
and Kline, 1999).

B Building Intangible Asset Sand Castles

I believe company management teams need to rethink how they’re utilizing their
intangible assets. This starts by not subordinating these increasingly valuable and
strategic assets. Think of this as being akin to sandboxes, in which a little water can
be periodically added to enable the building of temporary sand castles, the value
and relevance of which will quickly crumble and dissolve into indistinguishable
forms as the moisture evaporates or the tide changes.

This sand castle scenario carries particular relevance today, as so many busi-
nesses are on the leading edge of the knowledge-based global economy—that
is, they have countless intangible asset building blocks that could deliver value,
sources of revenue, growth, and sustainability. The bottom line is, management
teams need to recognize their assets if they don’t already, and engage them so they
can be effectively applied and exploited.

B This All Can Occur Quite Simply

Interestingly, this all can occur rather simply. That is, by ensuring the right par-
ties, with the right expertise (i.e., intangible asset strategists and risk specialists),
are received for what they do and say. For instance, new product development and
design meetings should include intangible asset strategists and risk specialists.
After all, the end game, of course, is to ensure that a company’s investments in or
acquisition of intangible assets, including intellectual properties and supporting
R&D, blend effectively with a company’s strategic business and market planning.
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There is a growing number of management teams who not only “get it,” but they
are “getting it right,” and that’s a good thing! Admittedly, this may be preceded by
occasional missteps, miscues, and even missed opportunities, most of which are not
irreversible.

Unfortunately, regardless of the fact-based immanence of intangible assets playing
increasingly key roles in most every business activity, I still see instances in which
intangible assets are being pushed away from management and development to being
legal, technical, and or compliance functions. This, of course, underlies the reason
why such large percentages of IP and intangible assets go one way, while the R&D,
CTO, legal counsel, marketing, and new product design groups go another way.

I often remark to business leaders that there remains a significant number
of “Rembrandt’s” accessible, available, and useable, but they’re not all stored in
a company’s attic; rather, they’re right in front of them. They merely need to be
identified, unraveled, assessed, and put to work!
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