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Preface

The Eighth Italian Conference on Theoretical Computer Science (ICTCS 2003)
was held at the University Residential Center of Bertinoro, Italy, on October
13-15 2003. The center is composed of three large historical and monumental
buildings not far from one another, forming a united complex on the top of the
built up area of the ancient town of Bertinoro.

Previous conferences took place in Pisa (1972), Mantova (1974 and 1989),
L’Aquila (1992), Ravello (1995), Prato (1998), and Torino (2001).

The conference aims at bringing together computer scientists, expecially
young researchers, to foster cooperation and exchange ideas and results. Its main
topics include: analysis and design of algorithms, data types and data structures,
theory of logical design and layout, computability, complexity, automata, sym-
bolic and algebraic computation, security, cryptography, specification and veri-
fication, formal languages, foundations of functional programming, foundations
of logic programming, term-rewriting, semantics, type theory, new computing
paradigms, parallel and distributed computation, theory of concurrency, theory
of databases, theory of knowledge bases, theory of robotics.

The program committee, consisting of 14 members, considered 65 papers and
selected 27 for presentation. These papers were selected on the basis of original-
ity, quality, and relevance to theoretical computer science. These proceedings
include the revised versions of the 27 accepted papers and the invited talks by
Marios Mavronicolas (Eztreme Nash Equilibria), Martin Hofmann ( Certification
of Memory Usage), and Gérard Boudol (On Programming Models for Mobility).

Paper selection was a difficult and challenging task, and many good submis-
sions had to be rejected. Each submission was refereed by at least three review-
ers and some had four reports or more. We are very grateful to all the program
committee members, who devoted much effort and valuable time to reading and
selecting the papers. In addition, we gratefully acknowledge the help of a large
number of colleagues who reviewed submissions in their area of expertise. They
are all listed on page VII. We apologize for any inadvertent omissions.

Following the example of ICTCS 2001, we encouraged authors to submit their
contributions in electronic format. We handled the submissions with CyberChair
(http://www.CyberChair.org) a free Web-based paper submission and reviewing
system. With reference to this, we would like to thank Luca Padovani who helped
us a lot at various stages of the whole process. His computer skills and the time
and effort he invested were crucial ingredients of our ability to run the program
committee.

Finally, we would like to thank all the authors that submitted their papers
for making this conference possible, the program committee members, as well as
all the conference participants.

October 2003 C. Blundo
C. Laneve
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Extreme Nash Equilibria*

Martin Gairing', Thomas Liicking', Marios Mavronicolas?,
Burkhard Monien®!, and Paul Spirakis®

! Faculty of Computer Science, Electrical Engineering and Mathematics,
University of Paderborn, Fiirstenallee 11, 33102 Paderborn, Germany
{gairing,luck,bm}@uni-paderborn.de
2 Department of Computer Science, University of Cyprus, 1678 Nicosia, Cyprus
mavronic@ucy.ac.cy
3 Computer Technology Institute, P. O. Box 1122, 261 10 Patras, Greece, &
Department of Computer Engineering and Informatics, University of Patras,
Rion, 265 00 Patras, Greece
spirakis@cti.gr

Abstract. We study the combinatorial structure and computational
complexity of extreme Nash equilibria, ones that maximize or minimize
a certain objective function, in the context of a selfish routing game.
Specifically, we assume a collection of n users, each employing a mized
strategy, which is a probability distribution over m parallel links, to con-
trol the routing of its own assigned traffic. In a Nash equilibrium, each
user routes its traffic on links that minimize its expected latency cost.
Our structural results provide substantial evidence for the Fully Mized
Nash Equilibrium Conjecture, which states that the worst Nash equilib-
rium is the fully mized Nash equilibrium, where each user chooses each
link with positive probability. Specifically, we prove that the Fully Mixed
Nash Equilibrium Conjecture is valid for pure Nash equilibria and that
under a certain condition, the social cost of any Nash equilibrium is
within a factor of 6 + ¢, of that of the fully mixed Nash equilibrium,
assuming that link capacities are identical.

Our complexity results include hardness, approximability and inapprox-
imability ones. Here we show, that for identical link capacities and under
a certain condition, there is a randomized, polynomial-time algorithm to
approximate the worst social cost within a factor arbitrarily close to
6 + . Furthermore, we prove that for any arbitrary integer k > 0, it is
NP-hard to decide whether or not any given allocation of users to links
can be transformed into a pure Nash equilibrium using at most k selfish
steps. Assuming identical link capacities, we give a polynomial-time ap-
proximation scheme (PTAS) to approximate the best social cost over all
pure Nash equilibria. Finally we prove, that it is NP-hard to approxi-

mate the worst social cost within a multiplicative factor 2 — prosr €
m

is the tight upper bound on the ratio of the worst

2
Th tity 2—
e quantity e

social cost and the optimal cost in the model of identical capacities.

* This work has been partially supported by the IST Program of the European Union
under contract numbers IST-1999-14186 (ALCOM-FT) and IST-2001-33116 (FLAGS),
by funds from the Joint Program of Scientific and Technological Collaboration be-
tween Greece and Cyprus, and by research funds from the University of Cyprus.

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 1220, 2003.
© Springer-Verlag Berlin Heidelberg 2003



2 Martin Gairing et al.

1 Introduction

Motivation and Framework. A Nash equilibrium [21)22] represents a stable
state of the play of a strategic game, in which each player holds an accurate opin-
ion about the (expected) behavior of other players and acts rationally. An issue
that arises naturally in this context concerns the computational complexity of
Nash equilibria of any given strategic game. Due to the ultimate significance of
Nash equilibrium as a prime solution concept in contemporary Game Theory [23],
this issue has become a fundamental algorithmic problem that is being inten-
sively studied in the Theory of Computing community today (see, e.g., [3I6]29]);
in fact, it is arguably one of the few, most important algorithmic problems for
which no general polynomial-time algorithms are known today (cf. [24]).

The problem of computing arbitrary Nash equilibria becomes even more chal-
lenging when one considers extreme Nash equilibria, ones that maximize or min-
imize a certain objective function. So, understanding the combinatorial structure
of extreme Nash equilibria is a necessary prerequisite to either designing efficient
algorithms to compute them or establishing corresponding hardness and thereby
designing efficient approximation algorithms. In this work, we embark on a sys-
tematic study of the combinatorial structure and the computational complexity
of extreme Nash equilibria; our study is carried out within the context of a simple
selfish routing game, originally introduced in a pioneering work by Koutsoupias
and Papadimitriou [15], that we describe next.

We assume a collection of n users, each employing a mized strategy, which
is a probability distribution over m parallel links, to control the shipping of
its own assigned traffic. For each link, a capacity specifies the rate at which
the link processes traffic. In a Nash equilibrium, each user selfishly routes its
traffic on those links that minimize its expected latency cost, given the network
congestion caused by the other users. A user’s support is the set of those links
on which it may ship its traffic with non-zero probability. The social cost of a
Nash equilibrium is the expectation, over all random choices of the users, of the
maximum, over all links, latency through a link.

Our study distinguishes between pure Nash equilibria, where each user
chooses exactly one link (with probability one), and mized Nash equilibria, where
the choices of each user are modeled by a probability distribution over links. We
also distinguish in some cases between models of identical capacities, where all
link capacities are equal, and of arbitrary capacities.

The Fully Mixed Nash Equilibrium Conjecture. In this work, we formu-
late and study a natural conjecture asserting that the fully mixed Nash equilib-
rium F is the worst Nash equilibrium with respect to social cost. Formally, we
conjecture:

Conjecture 1 (Fully Mized Nash Equilibrium Conjecture). For any traffic vec-
tor w such that the fully mixed Nash equilibrium F exists, and for any Nash
equilibrium P, SC(w,P) < SC(w,F).

Clearly, the Fully Mixed Nash Equilibrium Conjecture is intuitive and natu-
ral: the fully mixed Nash equilibrium favors “collisions” between different users
(since each user assigns its traffic with positive probability to every link); thus,
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this increased probability of “collisions” favors a corresponding increase to the
(expected) maximum total traffic through a link, which is, precisely, the social
cost. More importantly, the Fully Mixed Nash Equilibrium Conjecture is also
significant since it precisely identifies the worst possible Nash equilibrium for
the selfish routing game we consider; this will enable designers of Internet pro-
tocols not only to avoid choosing the worst-case Nash equilibrium, but also to
calculate the worst-case loss to the system at any Nash equilibrium due to its
deliberate lack of coordination, and to evaluate the Nash equilibrium of choice
against the (provably) worst-case one.

Contribution and Significance. Our study provides quite strong evidence in
support of the Fully Mixed Nash Equilibrium Conjecture by either establishing
or near establishing the conjecture in a number of interesting instances of the
problem.

We start with the model of arbitrary capacities, where traffics are allowed to
vary arbitrarily. There we prove that the Fully Mixed Nash Equilibrium Con-
jecture holds for pure Nash equilibria. We next turn to the case of identical
capacities. Through a delicate probabilistic analysis, we establish that in the
special case, that the number of links is equal to the number of users and for
a suitable large number of users, the social cost of any Nash equilibrium is less
than 6 + ¢ (for any € > 0) times the social cost of the fully mixed Nash equilib-
rium. Our proof employs concepts and techniques from magorization theory [17]
and stochastic orders |28], such as comparing two random variables according to
their stochastic variability (cf. 26, Section 9.5]).

For pure Nash equilibria we show that it is AP-hard to decide whether
or not any given allocation of users to links can be transformed into a pure
Nash equilibrium using at most k selfish steps, even if the number of links is
2. Furthermore, we prove that there exists a polynomial-time approximation
scheme (PTAS) to approximate the social cost of the best pure Nash equilibrium
to any arbitrary accuracy. The proof involves an algorithm that transforms any
pure strategy profile into a pure Nash equilibrium with at most the same social
cost, using at most n reassignments of users. We call this technique Nashification,
and it may apply to other instances of the problem as well.

Still for pure Nash equilibria, we give a tight upper bound on the ratio
between SC(w, L) and OPT(w) for any Nash equilibrium L. Then we show that
it is N'P-hard to approximate the worst-case Nash equilibrium with a ratio
that is better than this upper bound. We close our section about pure Nash
equilibria with a pseudopolynomial algorithm for computing the worst-case Nash
equilibrium for any fixed number of links.

Related Work and Comparison. The selfish routing game considered in
this paper was first introduced by Koutsoupias and Papadimitriou [T5] as a ve-
hicle for the study of the price of selfishness for routing over non-cooperative
networks, like the Internet. This game was subsequently studied in the work of
Mavronicolas and Spirakis [I8], where fully mixed Nash equilibria were intro-
duced and analyzed. In both works, the aim had been to quantify the amount of
performance loss in routing due to selfish behavior of the users. (Later studies
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of the selfish routing game from the same point of view, that of performance,
include the works by Koutsoupias et al. [14], and by Czumaj and Vocking [2].)

The closest to our work is the one by Fotakis et al. [6], which focuses on the
combinatorial structure and the computational complexity of Nash equilibria
for the selfish routing game we consider. The Fully Mixed Nash Equilibrium
Conjecture formulated and systematically studied in this paper has been inspired
by two results due to Fotakis et al. [6] that confirm or support the conjecture.
First, Fotakis et al. [6, Theorem 4.2] establish the Fully Mixed Nash Equilibrium
Conjecture for the model of identical capacities and assuming that n = 2. Second,
Fotakis et al. [6, Theorem 4.3] establish that, for the model of identical traffics
and arbitrary capacities, the social cost of any Nash equilibrium is no more than
49.02 times the social cost of the (generalized) fully mixed Nash equilibrium;
Note that Theorem [3] is incomparable to this result, since it assumes identical
links and arbitrary traffics.

The routing problem considered in this paper is equivalent to the multiproces-
sor scheduling problem. Here, pure Nash equilibria and Nashification translate to
local optima and sequences of local improvements. A schedule is said to be jump
optimal if no job on a processor with maximum load can improve by moving to
another processor [27].

Obviously, the set of pure Nash equilibria is a subset of the set of jump opti-
mal schedules. Moreover, in the model of identical processors every jump optimal
schedule can be transformed into a pure Nash equilibrium without altering the
makespan. Thus, for this model the strict upper bound 2 — 2/(m + 1) on the
ratio between best and worst makespan of jump optimal schedules [5)27] also
holds for pure Nash equilibria.

Algorithms for computing a jump optimal schedule from any given schedule
have been proposed in [1I5]27]. The fastest algorithm is given by Schuurman and
Vredeveld [27]. Tt always moves the job with maximum weight from a makespan
processor to a processor with minimum load, using O(n) moves. However, in
all algorithms the resulting jump optimal schedule is not necessarily a Nash
equilibrium.

Road Map. The rest of this paper is organized as follows. Section [2| presents
some preliminaries. Stochastic orders are treated in Section[3. Pure Nash equilib-
ria are contrasted to the fully mixed Nash equilibrium in Sectiondl Worst mixed
Nash equilibria are contrasted to the fully mixed Nash equilibrium in Section
Sections [l and [7] consider best and worst pure Nash equilibria, respectively. We
conclude, in Section [§] with a discussion of our results and some open problems.

2 Framework

Most of our definitions are patterned after those in [I8, Section 2] and [6] Section
2], which, in turn, were based on those in [I5, Sections 1 & 2].

Mathematical Preliminaries and Notation. For any integer m > 1, de-
note [m] = {1,...,m}. Denote I' the Gamma function; that is, for any nat-
ural number N, I'(N 4+ 1) = NI, while for any arbitrary real number z > 0,

I'(z) = [;°t*'e~'dt. The Gamma function is invertible; both I" and its in-
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verse I'~! are increasing. It is well known that I'"1(N) = lé%éVN (1+o0(1)) (see,
e.g., [9]). For our purposes, we shall use the fact that for any pair of an arbi-
trary real number a and an arbitrary natural number N, (%)a = N if and only
if « = I'"}(N) + ©(1). For an event E in a sample space, denote Pr(E) the
probability of event E happening.

For a random variable X, denote £(X) the expectation of X. In the balls-and-
bins problem, m balls are thrown into m bins uniformly at random. (See [13] for a
classical introduction to this problem.) It is known that the expected maximum
number of balls thrown over a bin equals the quantity R(m) = I'"'(m) — 2 +
o(1) [9].

In the paper, we make use of the following Hoeffding inequality:

Theorem 1 ([19], Theorem 2.3.). Let the random variables X1, Xo, ..., X, be
independent, with 0 < Xy < 1 for each k and let S, = > Xy. Then, for any
B >0,

Pr(S, > (14 B)E(Sy)) < e (A MA+F)=HE(SA),

Note that Theorem M also holds if 0 < X, < & for some constant x > 0.

General. We consider a network consisting of a set of m parallel links1,2,...,m
from a source node to a destination node. Each of n network users 1,2,...,n, or
users for short, wishes to route a particular amount of traffic along a (non-fixed)
link from source to destination. Denote w; the traffic of user ¢ € [n]. Define the
n X 1 traffic vector w in the natural way. Assume throughout that m > 1 and
n > 1. Assume also, without loss of generality, that wy > ws > ... > w,. For a
traffic vector w, denote W = Y7 w;.

A pure strategy for user i € [n] is some specific link. A mized strategy for user
i € [n] is a probability distribution over pure strategies; thus, a mixed strategy is
a probability distribution over the set of links. The support of the mixed strategy
for user i € [n], denoted support(i), is the set of those pure strategies (links) to
which ¢ assigns positive probability.

A pure strategy profile is represented by an n-tuple ({1,%s,...,¢,) € [m]™;
a mized strategy profile is represented by an n x m probability matriz P of nm
probabilities p!, i € [n] and j € [m], where p! is the probability that user ¢
chooses link j. For a probability matrix P, define indicator variables If € {0,1},
i € [n] and £ € [m], such that If = 1 if and only if p{ > 0. Thus, the support of
the mixed strategy for user i € [n] is the set {¢ € [m] | I/ = 1}.

For each link ¢ € [m], define the view of link ¢, denoted view (), as the set of
users i € [n] that may assign their traffics to link ¢; so, view(¢) = {i € [n] | I} =
1}. For each link ¢ € [m], denote V* = |view(¢)|. A mixed strategy profile P is
fully mized [I8, Section 2.2] if for all users i € [n] and links j € [m], I7 = 1[].
System, Models and Cost Measures. Denote ¢! > 0 the capacity of link
¢ € [m], representing the rate at which the link processes traffic. So, the latency
for traffic w through link ¢ equals w/c’. In the model of identical capacities, all
link capacities are equal to 1; link capacities may vary arbitrarily in the model of

! An earlier treatment of fully mixed strategies in the context of bimatriz games has
been found in [25], called there completely mized strategies. See also [20] for a sub-
sequent treatment in the context of strategically zero-sum games.



6 Martin Gairing et al.

arbitrary capacities. For a pure strategy profile (¢1,0s,...,¢,), the latency cost
for user i, denoted A;, is (.0, —p, wy,)/c’; that is, the latency cost for user i is
the latency of the link it chooses. For a mixed strategy profile P, denote §° the
actual traffic on link ¢ € [m]; so, 6° is a random variable for each link ¢ € [m],
denote 0 the ezpected traffic on link ¢ € [m]; thus, ¢ = £(6%) = Y, plw;.
Given P, define the m x 1 expected traffic vector ® induced by P in the natural
way. Given P, denote A’ the expected latency on link ¢ € [m]; clearly, A = %Z~
Define the m x 1 expected latency vector A in the natural way. For a mixed
strategy profile P, the expected latency cost for user i € [n] on link £ € [m],
denoted /\f, is the expectation, over all random choices of the remaining users,
of the latency cost for user i had its traffic been assigned to link ¢; thus, \¢ =

wi+ _ piwk 1— £ X 92 i Lo
Z’“‘ﬂ;’“#l = U=p)witd pop each user i € [n], the minimum exzpected

latency ccost, denoted \;, is the minimum, over all links ¢ € [m], of the expected
latency cost for user i on link £; thus, A; = minye,, M¢. For a probability matrix
P, define the n x 1 minimum expected latency cost vector \ induced by P in the
natural way.

Associated with a traffic vector w and a mixed strategy profile P is the social
cost [15], Section 2], denoted SC(w, P), which is the expectation, over all random
choices of the users, of the maximum (over all links) latency of traffic through

. D ey
a link; thus, SC(w,P) = thg?’m)@”)e[m]n (HZ—1 pik " MAX e [m] Hcki’;[
Note that SC(w,P) reduces to the maximum latency through a link in the
case of pure strategies. On the other hand, the social optimum [I5, Section
2] associated with a traffic vector w, denoted OPT(w), is the least possible
maximum (over all links) latency of traffic through a link; thus, OPT(w) =

Wk
. kil =t
mln“hg%m)gme[m]n mane[m] 75’5

Nash Equilibria. We are interested in a special class of mixed strategies called
Nash equilibria [21122] that we describe below. Say that a user i € [n] is satisfied
for the probability matriz P if for all links £ € [m], \f = \; if I/ = 1, and \! > \;
if I,f = 0; thus, a satisfied user has no incentive to unilaterally deviate from its
mixed strategy. A user ¢ € [n] is unsatisfied for the probability matriz P if i is
not satisfied for the probability matrix P. The probability matrix P is a Nash
equilibrium |18, Section 2] if for all users i € [n] and links ¢ € [m], \f = \; if
If =1, and \f > \; if I/ = 0. Thus, each user assigns its traffic with positive
probability only on links (possibly more than one of them) for which its expected
latency cost is minimized. The fully mized Nash equilibrium [18], denoted F, is a
Nash equilibrium that is a fully mixed strategy. Mavronicolas and Spirakis [I8]
Lemma 15] show that all links are equiprobable in a fully mixed Nash equilibrium,
which is unique (for the model of identical capacities).

Fix any traffic vector w. The worst Nash equilibrium is the Nash equilibrium
P that maximizes SC (w, P); the best Nash equilibrium is the Nash equilibrium
that minimizes SC (w, P). The worst social cost, denoted WC (w), is the social
cost of the worst Nash equilibrium; correspondingly, the best social cost, denoted
BC (w), is the social cost of the best Nash equilibrium.
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Fotakis et al. [6l Theorem 1] consider starting from any arbitrary pure strat-
egy profile and following a particular sequence of selfish steps, where in a selfish
step, exactly one unsatisfied user is allowed to change its pure strategy. A selfish
step is a greedy selfish step if the unsatisfied user chooses its best link. A (greedy)
selfish step does not increase the social cost of the initial pure strategy profile.
Fotakis et al. [6, Theorem 1] show that this sequence of selfish steps eventually
converges to a Nash equilibrium, which proves its existence; however, it may take
a large number of steps. It follows that if the initial pure strategy profile has
minimum social cost, then the resulting (pure) Nash equilibrium will have min-
imum social cost as well. This implies that there exists a pure Nash equilibrium
with minimum social cost. Thus, we have BC (w) = OPT (w).

Algorithmic Problems. We list a few algorithmic problems related to Nash
equilibria that will be considered in this work. The definitions are given in the
style of Garey and Johnson [8]. A problem instance is a tuple (n,m,w, c) where
n is the number of users, m is the number of links, w = (w;) is a vector of n
user traffics and ¢ = (¢7) is a vector of m link capacities.

IT;: NASH EQUILIBRIUM SUPPORTS

INSTANCE: A problem instance (n,m,w,c).

OuTpUT: Indicator variables I € {0,1}, where i € [n] and j € [m], that support
a Nash equilibrium for the system of the users and the links.

Fotakis et al. [6] Theorem 2] establish that NASH EQUILIBRIUM SUPPORTS is
in P when restricted to pure equilibria. We continue with two complementary
to each other optimization problems (with respect to social cost).

II,: BEST NASH EQUILIBRIUM SUPPORTS

INSTANCE: A problem instance (n,m,w,c).

OuTtpUT: Indicator variables I/ € {0,1}, where i € [n] and j € [m], that support
the best Nash equilibrium for the system of the users and the links.

IT3: WORST NASH EQUILIBRIUM SUPPORTS

INSTANCE: A problem instance (n,m,w,c).

OuTPUT: Indicator variables I} € {0,1}, where i € [n] and j € [m], that support
the worst Nash equilibrium for the system of the users and the links.

Fotakis et al. [0, Theorems 3 and 4] establish that both BEST NASH EQUILIB-
RIUM SUPPORTS and WORST NASH EQUILIBRIUM SUPPORTS are N'P-hard.
Since both problems can be formulated as an integer program, it follows that
they are AN'P-complete.

IT4: NASH EQUILIBRIUM SOCIAL COST

INSTANCE: A problem instance (n,m,w,c); a Nash equilibrium P for the system
of the users and the links.

OuTtpuT: The social cost of the Nash equilibrium P.

Fotakis et al. [6, Theorem 8] establish that NASH EQUILIBRIUM SOCIAL COST
is #P-complete. Furthermore, Fotakis et al. [6] Theorem 9] show that there exists
a fully polynomial, randomized approximation scheme for NASH EQUILIBRIUM
SOCIAL COST.

The following two problems, inspired by NASH EQUILIBRIUM SOCIAL COST
are introduced for the first time in this work.
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IT5: WORST NASH EQUILIBRIUM SOCIAL COST
INSTANCE: A problem instance (n,m,w,c).
OuTpUT: The worst social cost WSC(w).

ITg: BEST NASH EQUILIBRIUM SOCIAL COST
INSTANCE: A problem instance (n,m,w, c).
OuTPUT: The best social cost BSC(w).

I17: k-NASHIFY

INSTANCE: A problem instance (n,m,w,c); a pure strategy profile L for the
system of the users and the links.

QUESTION: Is there a sequence of at most k selfish steps that transform L to a
(pure) Nash equilibrium?

The following problem is a variant of k-NASHIFY in which & is part of the input.

IIg: NASHIFY
INSTANCE: A problem instance (n,m,w,c); a pure strategy profile L for the
system of the users and the links; an integer k > 0.
QUESTION: Is there a sequence of at most k selfish steps that transform L to a
(pure) Nash equilibrium?

In our hardness and completeness proofs, we will employ the following N P-
complete problems [12]:

ITg: BIN PACKING

INSTANCE: A finite set U of items, a size s(u) € N for each u € U, a positive

integer bin capacity B, and a positive integer K.

QUESTION: Is there a partition of U into disjoint sets Uy, ...,Uxk such that for

each set U;, 1 <i < K, Zueui s(u) < B?

II10: PARTITION

INSTANCE: A finite set U and a size s(u) € N for each element u € U.

QUESTION: Is there a subset &’ C U such that }°, o, s(u) = >, e $(0)?
We note that BIN PACKING is strongly N'P-complete [T] a

3 Stochastic Order Relations

In this section, we treat stochastic order relations; we establish a certain stochas-
tic order relation for the expected maxima of certain sums of Bernoulli random
variables.

Recall that a function f : ® — R is convez if for all numbers A such that
0< A<, f(Az1 + (1= Na2) < Af(x1) + (1= N)f(z2). We proceed to describe
a stochastic order relation between two random variables.

Definition 1. For any pair of arbitrary random variables X and Y, say that X
is stochastically more variable than Y if for all increasing and convex functions

[R=R,E(f(X) 2 E(f(Y)).

2 A problem is strongly N'P-complete if it remains N P-complete even if any instance
of length n is restricted to contain integers of size polynomial in n. So, strongly N P-
complete problems admit no pseudopolynomial-time algorithms unless P = N'P.
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Call stochastically more variability the corresponding stochastic order rela-
tion on the set of random variables. (See [26], Section 9.5] for a more complete
treatment of the notion of stochastically more variable and [I7/28] for more on
majorization theory and stochastic orders.) The following lemma [26] Propo-
sition 9.5.1] provides an alternative, analytic characterization of stochastically
more variability.

Lemma 1. Consider any pair of non-negative random variables X and X.
Then, X is stochastically more vam’ablAe than X if and only if for all numbers
a>0, [ Pr(X>az)de> [~ Pr(X>uz)de.

Consider now a setting of the balls-and-bins problem where n balls 1,...,n
with traffics wy,...,w, are allocated into m bins 1, ..., m uniformly at random.
So, for each pair of a ball ¢ € [n] and a link j € [m], define Bernoulli random

variables Yij = w; with probability % and 0 with probability 1— -2, and Yij =%

m’ n

with probability = and 0 with probability 1 — L. For each link j € [m], define

the random variables &7 = 2 i) Y/ and 5 = 2 i) Y/; thus, each of 87

and 67 , j € [m], is a sum of Bernoulli random variables; denote 7 = £(&7)
and 07 = £(67) the expectations of §/ and &7, respectively. Note that 69 =

£6) = & (S ?? ) = S () = S (£ 2 +0 (1= ) =

So, 69 = 07 for each bin j € [m].

z—y : ifx>y
For two numbers z,y € R define [z — y] =
0 : else.

We can then show the following preliminary lemma:

Lemma 2. Let b; € RY fori € [n] and let d = L 37" | b;. Then for all x > 0,
Yimalbi —al = n-[d—a].

Proof. Without loss of generality, assume that b; < by < ... < b,. The claim is
trueifz > d. If x < by, thenaz <dand Y . [bi—z] =Y, (bi—z) =n-(d—z).

i=1

Now let b; < < bj1 and d > . Tt follows that 37" [b;—x] = D73 (bi—x) =
Z?:j+1bi—(n—j)$: Z?:j+1bi—n-x+j~x Z Z?:jJrlbi—n-x—FZZ:lbi =
Siibi—n-z=n-(d—uz) 0

We finally prove:
Lemma 3 (Stochastically More Variability Lemma). For any traffic vec-

tor w, max {51, . ,5m} is stochastically more variable than max {5~1, ceey 577/1}

Proof. Define the discrete random variables X = max{d!,...,6™} and X =
max{d!,...,0™}. By Lemma [I] it suffices to show that f;ia Pr(X > z) de >
f;ia Pr ()Z’ > x) dz for all a > 0. Let Sy be the collection of all pure strategy
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profiles, where the maximum number of traffics on any link j € [m] is exactly k.
If i # j, then S;NS; = 0. Furthermore U?:(%] S; = [m]™. For any pure strategy
profile L € S, define Link(L) to be the smallest index of a link, holding k
traffics. Furthermore, for any pure strategy profile L, let I(L) be the collection
of users that are assigned to Link(L). Every set of k traffics is equal to some
I(L),L € Sy with the same probability, say pg. Define the actual traffic on
Link(L) as b(L) = 3 ;cp(p) wi- If all traffics are ideEtical the actual traffic on
Link(L) for a pure strategy profile L € Sy, is simply b(L) = k- .

Every pure strategy profile L € [m|™ occurs with the same probability #
and defines together with b(L) a discrete random variable Z. Z is a discrete
random variable that can take every possible value b(L), L € [m]".

It is easy to see, that X is stochastically more variable than Z, since for
any pure strategy profile L, Z refers to the actual traffic on Link(L), whereas X
refers to the maximum actual traffic over all links. We will complete our proof by
showing, that Z is stochastically more variable than X. Since Z and X are dis-
crete random variables [° Pr(Z > z)dz = EZ:[%} (pr - Ar), where Ay =

ZLESk [b(L) — a] and ffia Pr()? > z)dx = ZZ:[%] (pk . ;lvk> ,  where Ay =
|Sk|- [k % — a Since for a fixed k each traffic contributes with the same proba-
bility to b(L), > g, b(L) = [Sk| k- W Tt follows from Lemmal[ that A, > Ay

for each k. Therefore Z is stochastically more variable than X , which completes
the proof of the lemma. a

By definition of stochastically more variability, Lemma Bl implies:
Corollary 1. For any traffic vector w,

5(max{§1,...,§m}) 2€<max{5~1,...,(§7"}).

In the balls-and-bins game in which m balls are thrown uniformly at random
into m bins, Corollary [ shows that, if the sum of the ball weights is the same,
the expected maximum load over all bins is larger when the balls have different
weights in comparison to all balls having the same weight.

4 Pure versus Fully Mixed Nash Equilibria

In this section, we establish the Fully Mixed Nash Equilibrium Conjecture for
the case of pure Nash equilibria. This result holds also for the model of arbitrary
capacities. We start by proving:

Lemma 4. Fiz any traffic vector w, mired Nash equilibrium P and user 1.
Then, \; (w,P) < \; (w,F).

Proof. Let P = (pi) JF = (f,g) for k € [n] and j € [m]. We can then state, that

Zje[m] (Zke[n],k;eipiwk) = Zke[n],k;éi Wk (Zje[m] pi) = Zke[n],k;«éi wy. , and
Zje[m] (Zke[n],k;ﬁi flgwk) = Zke[n],k;éi Wk (Zje[m] fli) = Zke[n],k;ﬁz’ wy. It
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follows that >, (Zke[n],k# piwk> =2 jeim] (Eke[n])k# f,gwk> Therefore
there exists some link jo € [m] such that >, 1 plwy, < Dokeln] kti £1° wy.
Then, A; (w,P) < Mo (w,P) (since A; is the minimum of all N.je n) =
wﬁzke[n_],k# Pi < wi+zk€[n_],k¢i T we = A{° (w,F) = \; (w,F) (since fijo >

cJo

-0 =
0 and F'is a Nash equilibrium). O

We now prove:

Theorem 2. Fiz any traffic vector w and pure Nash equilibrium L. Then,
SC(w,L) <SC(w,F).

Proof. For each user i € [n], \; (w,P) is the minimum, over all links j € [m], of
the expected latency cost for user 7 on link 7, and SC (w, P) is the expectation of
the maximum (over all links) latency of traffic through a link. This implies that
Ai (w, P) < SC(w,P) for every mixed Nash equilibrium P. Hence, by Lemma [}
Ai(w,P) < A\ (w,F) < SC(w,F) The claim follows now since SC(w,L) =
max;e(,) Ai(w, L) holds for every pure Nash equilibrium L. O

5 Worst Mixed Nash Equilibria

In this section we show that if n = m and m is suitable large then the social
cost of any Nash equilibrium is at most 6 + € times the social cost of the fully
mixed Nash equilibrium.

Theorem 3. Consider the model of identical capacities. Let n = m, m suitable
large. Then, for any traffic vector w and Nash equilibrium P, SC(w,P) < (6 +
e)SC(w,F), for any e > 0.

Proof. Fix any traffic vector w and Nash equilibrium P. We start by showing a
simple technical fact.

Lemma 5. Fiz any pair of a link £ € [m] and a user i € view((). Then, pfw; >
ot —

m

Proof. Clearly, 3 ic, 07 = X icim (Zie[n] pﬁwi) = D ic] (Zje[m] pﬁwi) =
> i (wi 2 jelml ! ) = W . This implies that there exists some link ¢’ € [m]
such that 8¢ < % Note that by definition of social cost, )\f/ =(1—p)w; + o .
It follows that A < w; + %. On the other hand, X = (1 — p)w; + 6.

Since i € view({), we have, by definition of Nash equilibria, that \{ < )\f/
(with equality holding when i € view(¢')). It follows that (1—p)w;+6° < w;+,
or that pfw; > 6° — %, as needed. O

As an immediate consequence of Lemma [5 we obtain:

VZ
[

Corollary 2. Fiz any link { € [m]. Then, 6* < o—

w
1 m-”
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Proof. Clearly, by Lemma [l it follows, 6¢ = Zle[n] plw; = Ziemew“) plw; >

Picviewqey (00— ) =V (0 = ), or 0 < V‘[ - W as needed. |

Since V¢ > 2 < 2. Thus, by Corollary 2t

’ V’f i
Lemma 6. Fiz any link { € [m] with V¢ > 2. Then, §* <2

We now prove a complementary lemma. Fix any link ¢ € [m] with V¢ = 1.
Let view(l) = {i}. Then §' = w; < max; w; < OPT(w) < SC(w,F). Thus:

Lemma 7. Fiz any link { € [m] with V* = 1. Then, §* < SC(w,F).

Use w to define the vector w with all entries equal to % By definition

of social cost, SC(w,F) is the load % of each ball times the expected maxi-
mum number of balls thrown uniformly at random into m bins. Since n = m,

we can state SC(w,F) = R(m) - &, or L = SC}g(‘:’nf) Fix now any link
j € [n] with V7 > 2. Then, ¢/ < 2% (by Lemma [{) = %SC (w,F) <
% SC (w, F) (by Corollary [I)) . |

Thus, for any constant & > 0, Pr (67 > 4 (1 +¢)SC(w,F))
<Pr <5j >4(1+¢) @93') (since 67 < R( 5 SC(w, F))
=Pr (0 >2(1+e)R(m) ) =Pr (6 >2(1+¢) R(m) & (57)).

JFrom Theorem [ it follows that for any 8 > 0, Pr (63 >(1 B)g(éj)) <

e~ (LHBIN(+B)-PEE) — __PSD (L)(”W(”)
(14+8)(A+B)E(ST) 1+ .

With (1+ 8) = 2(1 4 ¢)R(m) we get:
Pr (5 > 4(14¢)SC(w,F)) < (72<1+§)R<m>
Note that by definition of R(m), 2(1+:)R(m) < QR?m) = 5= 1(m)€—§+o(1))

TFTGmy=3 - LhuS, sr=r(;m—3 < 1 if and only if I'~Y(m) > <2, which holds for
all integers m > 3.

)2(1+s)R(m)5(af)

2(14e)R(m)
Thus, for all such integers ) <1

72(14-:)3(771) < 1 and (

)2(1+E)R(m)£(5j)

2(1+e)R(m)

)2(1+5)R(m)

< . It fol-

<7z<1+51%<m>
)2(1+€)R(m)

as well. Hence, (m

lows that Pr (67 > 4(1+4¢)SC(w,F)) < . Note, how-

(2(1+8§R(m)
2(1+2)R(m) 2(14e)R(m) (1+2)R(m)\ 2
e _ (1 e
ever, that (W) - (5) ' (W)

(1+e)R(m) 2 m
(((Ha)emm)) > , since (%)2(1+€)R( ) < 1. Define now a > 0 so that

(2)* = m. Then, clearly, a = I'"*(m) + ©(1). Note that (1 +&)R(m)
=1+4+e) Y m)—(1+e)2+0(1)=1+e) "' (m)+6O(1) > a, for suitable

large m, since € > 0. Since (%)I is an increasing function of x, this implies that
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. (+aRmN?
(‘(1+E)R(m)> > <o

follows that Pr (67 > 4(1 +¢)SC(w,F)) < -1; . Hence
Pr (mane[m] | [Ve>2 5t > 4(14+¢)SC(w,F)

)
Pr <\/£e[ 1 |V2|>25 > 4(1 4 ¢)SC(w, F)) <

Zee[m] | ves2 Pr (0° > 4(1 +¢)SC(w,F)) < Zee[m] | [Ve>2 ﬁ =m: # =
% . NOW, clearly, Hlane[m] 5£ = Imax {maxze[m] | [Ve>2 5Z7 Hlane[m] | [Ve=1 5E} S

—
ot

(<1+5>R<m>>(”€m(m) > (2)* = m. Thus

€

/-\

MaXye(m) | |VE|>2 55' + maXee(m] | [vV¢|=1 5t < MaXye(m] | |V¢|>2 5t + maX;e[p) Wi <
MaXye(y) | W/z‘ZQ §7 + OPT(w), so that

& (maer[m] 1) ) <é& (maxee[ 1] [ve>2 8 + OPT(W))

= & (maxyepm) | V=2 67) + OPT(w) . Note, however, that

€ (maxeefm) | 1ve=197) = Docscw SPr (maXrepm jveiz26° =)

= Yo<s<a(1+0)5C(w,r) O PT (MaXeepm) jve)>2 6 = 6)

+ 24(1+€)SC(W,F)<5§W 6Pr (maX@e[m] [[V¢>2 8¢ =)

< ZO§5§4(1+5)SC(W,F) 4(14¢)SC(w,F) Pr (maxge[m] Ve >2 ot = 5)

+ Z4(1+e)SC(w,F)<5gW W Pr (maxfe[m] [[V¢>2 8¢ =)

= 4(1+6)SC(W, F) Yosca(iteysciw,m) PT (Mg (o226 = 6)

+ W i1 4 epsciw py<s<w PT (MaXee ) [jvej>2 8 = 0)

=4(14¢)SC(w,F) Pr (masz[m] ves2 0f < 4(1+¢)SC(w,F))

+ WPr (maxe() jve)>2 5t > 4(1 +¢)SC(w, F))

<4(1+¢)SC(w,F) -1+ W -

(since Pr (maxpepy,) | (ve)>26° > 4(1+4¢)SC(w,F)) < ). Hence,

SC(w,P) = & (maxeepm) 6°) < & (maxpep | (ve)=1 5j) + OPT(w) < 4(1 +
£)SC(w,F)+X +OPT(w) < 4(14¢)SC (w,F)+20PT(w) < 4(1+¢)SC (w,F)+
2SC(w,F) = (6 +¢)SC(w,F) , for any €, where 0 < € < 1, as needed. O

Recall that there is a randomized, polynomial-time approximation scheme
(RPTAS) to approximate the social cost of any Nash equilibrium (in particular,
the fully mixed) within any arbitrary ¢ > 0 [6 Theorem 9]. Thus, since, by
Theorem Bl the worst social cost is bounded by 6 + ¢ times the social cost of the
fully mixed Nash equilibrium, this yields:

Theorem 4. Consider the model of identical capacities. Let n = m, m suitable
large. Then, there exists a randomized, polynomial-time algorithm with approx-
imation factor 6 + €, for any € > 0, for WORST NASH EQUILIBRIUM SOCIAL
COST.

We significantly improve Theorem Bl under a certain assumption on the traffics.

Theorem 5. Consider any traffic vector w such that wy > wo+...+w,. Then,
for any Nash equilibrium P, SC(w,P) < SC(w,F).

Proof. Since wy; > wg + ... + wy, it follows that the link with maximum la-
tency has user 1 assigned to it in any pure strategy profile. Thus, in particular,
SC(w,P) = A\ (w,P) and SC(w,F) = )\ (w,F). By Lemma [ )\ (w,P) <
A1 (w,F). It follows that SC(w,P) < SC(w,F), as needed. O
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6 Best Pure Nash Equilibria and Nashification

We start by establishing A/P-hardness for NASHIFY:
Theorem 6. NASHIFY is N'"P-hard, even if m = 2.

Proof. By reduction from PARTITION. Consider any arbitrary instance of PAR-
TITION consisting of a set A of k items ay, . .., a with sizes s(ay), ..., s(ar) € N,
for any integer k. Construct from it an instance of NASHIFY as follows: Set
n = 3k and m = 2. Set w; = s(a;) forlgigk,andwizifork—i—lgigi’)k.
Take the pure strategy profile that assigns users 1,2, ...,2k to link 1 and users
2k +1,...,3k to link 2.

We establish that this yields a reduction from PARTITION to NASHIFY.
Assume first that the instance of PARTITION is positive; that is, there exists a
subset A" C A such that },c 4 s(a) = 3 ,c 4\ 4 $(a). Since either [A"] < Eor
|A\ A’| < %, assume, without loss of generality, that |A4’| < 4. Note that each
user assigned to link 1 is unsatisfied in the constructed pure strategy profile
since its latency cost on link 1is Y, 4 s(a) + k - 57 = > .24 5(a) + 3, while
its latency cost on link 2 is k& - Q—Ik = %, which is less. Thus, each step that
transfers an unsatisfied user that corresponds to an element a € A’ from link
1 to link 2 is a selfish step, and the sequence of steps that transfer all users
that correspond to elements of A’ from link 1 to link 2 is a sequence of at most
g < k steps. As a result of this sequence of selfish steps, the latency of link 1 will
be > ca\ar s(a) + %, while the latency of link 2 will be }_ . ,, s(a) + 3. Since
> aear 8(a) =3 c 4\ 4 8(a), these two latencies are equal and the resulting pure
strategy profile is therefore a Nash equilibrium which implies that NASHIFY is
positive.

Assume now that the instance of NASHIFY is positive; that is, there exists
a sequence of at most k selfish steps that transforms the pure strategy profile
in the constructed instance of NASHIFY to a Nash equilibrium. Assume that
in the resulting pure strategy profile users corresponding to a subset A’ C A
remain in link 1, users corresponding to the subset A\ A’ C A are transfered
to link 2, while the sums of traffics of users with traffic i that reside in link 1
and link 2 are x and 1 — z, respectively; thus, the latencies of links 1 and 2 are
Yaear s(@) +xand 37 4\ 4 s(a) + 1 — z, respectively. We consider two cases:

Assume first that A’ = A. Then after at most k selfish steps the latency on
link 2 is at most 1 whereas the latency on link 1 is at least ) . 4 s(a) > k. So
there exists an unsatisfied user a € A, a contradiction to the fact that NASHIFY is
positive. So let A" # A. We show that this implies }_ 4, s(a) = >_,c 4\ 4 8(a) =
0. Assume |}:,c 4 s(a) = X ca\ a0 8(a)| # 0. Since the traffics of users in A
are integer, this implies [, 1 s(a) — 32,4\ 4 S(a)| > 1. The fact that A" #
A shows that at least one user with large traffic was transformed to link 2.
So we can make at most k — 1 selfish steps with the small traffics. However,
transforming k£ — 1 small traffics to the link with smaller latency leaves one
user with small traffic unsatisfied, a contradiction to the fact that NASHIFY is
positive. So [ 3, c 4 8(a) = 3, c 4\ ar $(a)| = 0 which implies that PARTITION is
positive. a



Extreme Nash Equilibria 15

Algorithm A, spify:

INPUT: A pure strategy profile L of n users with traffics
WiyeooyWn.

OUuTPUT: A pure strategy profile L’ that is a Nash equilibrium.

— Sort the user traffics in non-increasing order so that w; >
e 2 Wh
— For each user i := 1 to n, do
e remove user i from the link it is currently assigned;
e find the link ¢ with the minimum latency;
e reassign user ¢ to the link ¢.
od
— Return the resulting pure strategy profile L’.

Fig. 1. The algorithm A, qsnify

We remark that NASHIFY is N'P-complete in the strong sense (cf. [8] Section
4.2]) if m is part of the input. Thus, there is no pseudopolynomial-time algorithm
for NASHIFY (unless P = N'P). In contrast, there is a natural pseudopolynomial-
time algorithm Ag_yqshify for k-NASHIFY, which exhaustively searches all se-
quences of k selfish steps; since a selfish step involves a (unsatisfied) user and a
link for a total of mn choices, the running time of Ay_pqshify 1S O((mn)*). We
continue to present an algorithm A, qsni¢y that solves NASHIFY when n selfish
steps are allowed.

The algorithm A, qsnify sorts the user traffics in non-increasing order so that
wy > ... > wy. Then for each user 7 := 1 to n, it removes user i from the link
it is currently assigned, it finds the link ¢ with the minimum latency, and it
reassigns user ¢ to the link ¢. We prove:

Lemma 8. A greedy selfish step of an unsatisfied user i with traffic w; makes
no user k with traffic wy > w; unsatisfied.

Proof. Let L = (l1,...,l,) be a pure strategy profile. Furthermore, let p = [;,
and let ¢ be the link with minimum latency. Denote M and A/ the latency of
link j € [m] before and after user i changed its strategy, respectively. Assume
that user k becomes unsatisfied due to the move of user i. Since only the latency
on link p and ¢ changed, we have to distinguish between two cases. Either I # ¢
and user k wants to change its strategy to p, or I = ¢ and user k becomes
unsatisfied due to the additional traffic w; on link g.

First, assume that I # ¢, and that user k& wants to change its strategy to p.
Since user 4 chang/\ed its strategy from p to ¢ we know that A\? < NP and therefore
wg + A < wg + AP. So if user k wants to change its strategy to p, then user k
was already unsatisfied before user i changed its strategy, a contradiction.

For the case that the strategy of user k is ¢ we define Xq = A\ —wy. We have
Vieml: M +wy > N+w >N +w; =\, +wy + w;. Therefore k stays
satisfied. O
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Theorem 7. Let L = (ly,...,1,) be a pure strategy profile for n users with
traffics w, ..., wy, on m links with social cost SC(w,L). Then algorithm Apqshiry
computes a Nash equilibrium from L with social cost < SC(w, L) using O(nlgn)
time.

Proof. In order to complete the proof of Theorem [[] we have to show that
algorithm A, 4spiry Teturns a pure strategy profile L’ that is a Nash equilibrium
and has social cost SC(w,L’) < SC(w,L). It is easy to see that SC(w,L’) <
SC(w, L), since for user j we always choose the link with lowest latency as its
strategy. After every iteration the user that changed its strategy is satisfied.
Since we go through the list of users in descending order of their traffic and
because of Lemma [] all users that changed their strategy in earlier iterations
stay satisfied. Therefore after we went through the complete list of users, all
users are satisfied and thus L’ is a Nash equilibrium.

The running time of algorithm Aygsnify is O(nlgn) for sorting the n user
traffics, O(mlgm) for constructing a heap with all latencies in the input pure
strategy profile L, and O(nlgm) for finding the minimum element of the heap
in each of the n iterations of the algorithm. Thus, the total running time is
O(nlgn+mlgm+nlgm). The interesting case is when m < n (since otherwise, a
single user can be assigned to each link, achieving an optimal Nash equilibrium).
Thus, in the interesting case, the total running time of Apqsnify is O(nlgn). O

Running the PTAS of Hochbaum and Shmoys [10] for scheduling n jobs on
m identical machines yields a pure strategy profile L such that SC(w,L) <
(1+¢) OPT(w). On the other hand, applying the algorithm A, qspify on L yields
a Nash equilibrium L’ such that SC(w,L’) < SC(w,L). Thus, SC(w,L’) <
(1+¢&)OPT (w). Since also OPT (w) < SC(w,L’), it follows that:

Theorem 8. There exists a PTAS for BEST PURE NASH EQUILIBRIUM, for
the model of identical capacities.

7 Worst Pure Nash Equilibria

Denote with m-WCpNE the decision problem corresponding to the problem to
compute the worst-case pure Nash equilibrium for n users with traffics wyq, . .., w,
on m links. If m is part of the input, then we call the problem WCpNE. We first
show:

Theorem 9. Fix any traffic vector w and pure Nash equilibrium L. Then,
SC(w, L)
OPT(w

< 2 — —=—. Furthermore, this upper bound is tight.

Proof. Schuurman and Vredeveld [27] showed the tightness of the upper bound
for jump optimal schedules proved by Finn and Horowitz [5]. Since every pure
Nash equilibrium is also jump optimal, the upper bound follows directly. Greedy
selfish steps on identical links can only increase the minimum load over all links.
Thus, we can transform every jump optimal schedule into a Nash equilibrium
without altering the makespan, proving tightness. O
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Theorem 10. It is N'P-hard to find a pure Nash equilibrium L with % <
9 _

mi_H — e, for any € > 0. It is N'P-hard in the strong sense if the number of
links m is part of the input.

Proof. We show that for a certain class of instances we have to solve BIN PACK-
ING in order to find a Nash equilibrium with desired property. BIN PACKING
is N'P-complete in the strong sense [8]. Consider an arbitrary instance of BIN
PACKING consisting of a set of items U = {u1,...,uy} with sizes s(u;) < 6,
Zujeu = m — 1, and K = m — 1 bins of capacity B = 1. From this in-
stance we construct an instance for the stated problem as follows: Set ¢ = 24.
There are n — 2 = |U| users with traffic w; = s(u;) and two users with traffic
wp_1 = wy, = 1. Note that the social cost of a Nash Equilibrium is either 2 when
the users with traffic 1 are on the same link, or at most T”Tfl + § otherwise.

If BIN PACKING is negative, then there exists no Nash equilibrium with both
users with traffic 1 on the same link. Thus every Nash equilibrium has the desired
property. If BIN PACKING is positive, then there exists a Nash equilibrium with
both users with traffic 1 on the same link. The social cost of this Nash equilibrium
is WC(w) = 2. For any other Nash Equilibrium L where the users with traffic 1
use different links, SC(w,L) < mTJ:l + 6. This yields

WC(w) S 2 B 2 2m

SC(w,L) = mil 45 mil e mt 1+

m

2 em <9
m+1+  m+1+ 5 m+1

So, to find a Nash equilibrium with desired property, we have to find a distribu-
tion of the small traffics wq, ..., w,_2 to m —1 links which solves BIN PACKING.

Since BIN PACKING is N"P-hard in the strong sense, if the number of bins
is part of the input, it follows that computing a pure Nash equilibrium L with

% <2- %H — ¢ is also NP-hard in the strong sense, if m is part of the
input. O

Since WCpNE is A'P-hard in the strong sense [6], there exists no pseudopoly-
nomial algorithm to solve WCpNE. However, we can give such an algorithm for
m-WCpNE.

Theorem 11. There exists a pseudopolynomial-time algorithm for m-WCpNE.

Proof. We start with the state set Sy in which all links are empty. After inserting
the first 4 traffics the state set S; consists of all (2m)-tuples (A1, W1, - .., A, Win)
describing a possible placement of the largest 7 traffics with A; being the latency
on link j and w; the smallest traffic placed on link j. We need at most m - |.S;]
steps to create S;41 from S;, and |S;| < (W;)™ - (wq)™, where W; = Z}Zl wj.
Therefore the overall computation time is bounded by O(n-m-W™-(w1)™). The
best-case Nash equilibrium and the worst-case Nash equilibrium can be found
by exhaustive search over the state set S, using O(n-m - W™ . (w1)™) time. 0O

Remark 1. Theorem [T1] also holds for the case of arbitrary link capacities.
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8 Conclusions and Discussion

In this work, we have studied the combinatorial structure and the computational
complexity of the extreme (either worst or best) Nash equilibria for the selfish
routing game introduced in the pioneering work of Koutsoupias and Papadim-
itriou [I5].

Our study of the combinatorial structure has revealed an interesting, highly
non-trivial, combinatorial conjecture about the worst such Nash equilibrium,
namely the Fully Mized Nash Equilibrium Conjecture, abbreviated as FMNE
Conjecture; the conjecture states that the fully mixed Nash equilibrium [I8]
is the worst Nash equilibrium in the setting we consider. We have established
that the FMNE Conjecture is valid when restricted to pure Nash equilibria.
Furthermore, we have come close to establishing the FMNE Conjecture in its
full generality by proving that the social cost of any (pure or mixed) Nash
equilibrium is within a factor of 6 + ¢, for any € > 0, of that of the fully mixed
Nash equilibrium, under the assumptions that all link capacities are identical, the
number of users is equal to the number of links and the number of links is suitable
large. The proof of this result has relied very heavily on applying and extending
techniques from the theory of stochastic orders and majorization [1728]; such
techniques are imported for the first time into the context of selfish routing,
and their application and extension are both of independent interest. We hope
that the application and extension of techniques from the theory of stochastic
orders and majorization will be valuable to further studies of the selfish routing
game considered in this paper and for the analysis and evaluation of mixed Nash
equilibria for other games as well.

Our study of the computational complexity of extreme Nash equilibria has
resulted in both positive and negative results. On the positive side, we have de-
vised, for the case of identical link capacities, equal number of users and links
and a suitable large number of links, a randomized, polynomial-time algorithm
to approximate the worst social cost within a factor arbitrarily close to 6 + ¢,
for any € > 0. The approximation factor 6 + € of this randomized algorithm will
immediately improve upon reducing 6 further down in our combinatorial result
described above, relating the social cost of any Nash equilibrium to that of the
fully mixed. We have also introduced the technique of Nashification as a tool for
converging to a Nash equilibrium starting with any assignment of users to links
in a way that does not increase the social cost; coupling this technique with a
polynomial-time approximation scheme for the optimal assignment of users to
links [10] has yielded a polynomial-time approximation scheme for the social
cost of the best Nash equilibrium. In sharp contrast, we have established a tight
limit on the approximation factor of any polynomial-time algorithm that approx-
imates the social cost of the worst Nash equilibrium (assuming P # A'P). Our
approximability and inapproximability results for the best and worst Nash equi-
libria, respectively, establish an essential difference between the approximation
properties of the two types of extreme Nash equilibria.

The most obvious problem left open by our work is to establish the FMNE
Conjecture. Some progress on this problem has been already reported by Liicking
et al. [16], where the conjecture is proved in various special cases of the model of
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selfish routing introduced by Koutsoupias and Papadimitriou [I5] and considered
in this work; furthermore, Liicking et al. disprove the FMNE Conjecture in a
different model for selfish routing that borrows from the model of unrelated
machines [11] studied in the scheduling literature.

The technique of Nashification, as an algorithmic tool for the computation
of Nash equilibria, deserves also further study. Some steps in this direction have
been taken already by Feldmann et al. [4].
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Abstract. Given two proofs in a logical system with a confluent cut-
elimination procedure, the cut-elimination problem (CEP) is to decide
whether these proofs reduce to the same normal form. This decision
problem has been shown to be PTIME-complete for Multiplicative Lin-
ear Logic (Mairson 2003). The latter result depends upon a restricted
simulation of weakening and contraction for boolean values in MLL;
in this paper, we analyze how and when this technique can be general-
ized to other MLL formulas, and then consider CEP for other subsys-
tems of Linear Logic. We also show that while additives play the role
of nondeterminism in cut-elimination, they are not needed to express
deterministic PTIME computation. As a consequence, affine features are
irrelevant to expressing PTIME computation. In particular, Multiplica-
tive Light Linear Logic (MLLL) and Multiplicative Soft Linear Logic
(MSLL) capture PTIME even without additives nor unrestricted weaken-
ing. We establish hierarchical results on the cut-elimination problem for
MLL (pTIME-complete), MALL (coNP-complete), MLLL (EXPTIME-
complete), and for MLLL (2EXPTIME-complete).

1 Introduction

Cut-elimination is naturally seen as a function from proofs to their normal form,
and we can derive from it an equally natural decision problem: if L is a logical
system with a confluent cut-elimination procedure, and we are given two proofs
in L, do they reduce to the same normal form? Call this the cut elimination
problem (CEP). When L has reasonable representations of boolean values as
proofs, an even simpler decision problem is to ask: given a proof, does it reduce
to the representation for “true”?

Through the Curry-Howard correspondence, we know that proofs in linear
logics represent programs, typically in a functional programming language with
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highly specified forms of copying, where cut-elimination serves as an interpreter:
normalization is evaluation. The cut-elimination problem is then a fundamental
question about program equivalence, and how hard it is to decide. Moreover, the
correspondence facilitates our identification of particular logics with associated
complexity classes, where our goal is to link the expressive power of proofs with
a suitably powerful interpreter that can “run” representations of programs in
that complexity class.

The cut-elimination problem is known to be non-elementary for simply typed
A-calculus [Sta79], and hence for linear logic. Several low order fragments of sim-
ply typed A-calculus are investigated in [SchOI]. In this paper, we consider the
decision problem for various weak subsystems of linear logic that have no expo-
nentials, or have very weak forms of them (i.e., the so-called “light” linear logics).
Such an investigation suggests another way to characterize the complexity of lin-
ear logics: not only by the complexity of theorem proving (proof search)—see, for
example, [Lin95]—but also by the complexity of theorem simplification (proof
normalization).

Even in intuitionistic multiplicative linear logic (IMLL), which has no ex-
ponentials, it is possible to simulate weakening and contraction for a restricted
set of formulas, including a formula whose proofs code boolean values. As a con-
sequence, we derive PTIME-completeness for CEP in IMLL; see Section 2. This
result contradicts folkloric intuitions that MILL proofnets could be normalized
in logarithmic space—that is, with only a finite number of pointers into the
proofnet, presumably following paths in the style of the geometry of interac-
tion. Similar to the results for IMLL, in Section 3 we derive coNP-completeness
results for IMALL, where we also have additives.

An alternative way to represent a complexity class by some logic is to con-
sider the functions realizable (say, by a Turing machine) in the class, and show
how each can be coded as a fized proof (program) in the logic. For example, Light
Linear Logic has been shown to so represent PTIME computations [Gir98], and
the use of additives in that proof was replaced by unrestricted weakening in Light
Affine Logic [Asp98JAR02]. We improve these results to show that such weaken-
ing is also unnecessary: Multiplicative Light Linear Logic is sufficient to capture
PTIME (see Section 4), where we also prove that deciding CEP is complete for
doubly-exponential time. Finally, in Section 5 we show similar characterizations
of exponential time in Multiplicative Soft Linear Logic [Laf01].

2 Expressivity of Multiplicatives

2.1 Weakening in MLL

We restrict our attention to the intuitionistic (—o,V) fragment IMLL of MLL,
although all the results in this section carry over to the full classical MLL with
no difficulty. Moreover, we omit type annotation from the proof syntax, and
identify proofs of IMLL with type-free terms of linear A-calculus.

A term (proof) of IMLL is either a variable x, or an application (tu) where
t and u are terms such that FV (¢) N FV(u) = (), or an abstraction (Az.t) where
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t is a term and x € FV(t). Terms are considered up to a-equivalence, and the
variable convention is adopted. The substitution operation t[u/x] and the [ re-
duction relation are defined as usual. The size |t| of a term ¢ is the number of
nodes in its syntax tree. The type assignment rules are as followd1:

I'Fu:A z:AAF¢:C z: A, T'+t:B
r:AFx:A INNAvrtu/z):C I'-Xzt:A—oB
I'Fu:A z:B,AFt:C '+ A x:A[B/a], ' Ft:C

a ¢ FV(T)

I'y:A—o B, AFtlyu/z]:C  T'Ft:Va.A z:Va. A, T +t:C
Here, I', A . .. stand for finite multisets of declarations x: A and FV(I") denotes
the set of all free type variables in I". We say that a term ¢ is of type A (or t is
a proof of A) if - t: A is derivable by the above rules. A type A is inhabited if
there is a term of type A.

Unit 1 and tensor product ® are introduced by means of the second order
definitions:

1=Va.a—o« A®B=Va.(A—oB-—oa) o«
| = \z.x tQu= A\v.xtu
let ¢t be lin u =tu let t be z @y in u = t(Azry.u)

Tensor product is naturally extended to n-ary ones: t1 ®...®t, and let u be 1 ®
-+ -®x, in t. The expression Az ®- - -®x,,.t stands for Az.let z be 1 ®- - -®x,, in t.
We also use shorthand notations such as id = Az.z, t ou = Az.t(u(x)), A" =
AR @A, A™ oB=A—o-.-A—oB.
—_—— —_——
n times n times

Our first observation is that a version of weakening rule can be constructed

for a certain restricted class of IMLL formulas.

Definition 1 (111, X1, ell;, eXy). A type A is II; (Y1) if it is built from type
variables by —o, 1, ® and positive (negative) occurrences of V. An ell; (eX;)
type is like a Iy (X1) type, but it may additionally contain negative (positive)
occurrences of inhabited V-types.

The above definition of II; and ell; involves 1 and ® as primitives, but we
may ignore them in practice, because negative occurrences of ® and 1 can be
removed by isomorphisms ((A® B) —o (') o—o (A—B— () and (1 —-C) o—o C,
while positive occurrences can be replaced with their I1; definitions.

Finite data types are naturally represented by closed inhabited II; types.
A typical example is the boolean type: B = Va.a —o0 a —o a ® a. Meanwhile,
functional types over those finite data types, such as (B —o B) —o B, are all
included in the class ell;.

! Note that any term of linear A-calculus has a propositional type [Hing89|; the role of
second order quantifiers here is not to increase the number of typable terms, but to
classify them by assigning a uniform type to structurally related terms.
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Theorem 1 (ell;-Weakening). For any closed ell; type A, there is a term
wu of type A —o 1.

Proof. Without loss of generality, we may assume that A does not contain ® and
1. Let B[1] be the type B with all free variables replaced with 1. By simultaneous
induction, we prove: (i) for any ell; type B, B[1] I 1 is provable; and (ii) for any
eX type B, b BJ[1] is provable. When B is a variable, the claims are obvious.
When B is C —o D, for (i) we derive (C'—o D)[1] F 1 from - C[1] and D[1] 1,
and for (ii) we derive F (C —o D)[1] from C[1] F 1 and F D[1]. Let B be Va.C.
If B is ell;, we derive (Va.C)[1] 1 from C[1] 1. If B is eX, I B is provable
by definition, and so is - B[1]. [ |

2.2 Encoding Boolean Circuits

Let A be an arbitrary type, and B be a type that supports weakening in the
sense we have just described; we can then define a projection function fstg :
A®B—oA, given by fstg = Az.let = be y®z in (let wg(z) be | in y). By using this
coding, we can then specify boolean values, weakening, and operations (including
duplication) as:

true = \zxy.z Ry :B

false = Azy.y @ x :B

wp =Azletzllbez®yin (letybelinz) :B-—ol

not = APxy.Pyx :B—oB

or = APQ.fstg(Ptrue Q) :B—-oB-—oB

cntr = AP fstggp (P(true ® true)(false ® false)):B —o B® B

Recall that a language X C {0,1}* is logspace reducible to Y C {0,1}* if
there exists a logspace function f : {0,1}* — {0,1}* such that w € X iff
fw) € Y. Language X is PTIME-complete if X € PTIME and each language
L € PTIME is logspace reducible to X; a decision problem is said to be PTIME-
complete when the language defined by that problem is PTIME-complete. The
canonical PTIME-complete decision problem is the following:

Circuit Value Problem: Given a boolean circuit C' with n inputs and 1 out-
put, and truth values ® = x1, ..., z,, is ® accepted by C? [Lad75]

Using the above coding of boolean operations, the problem is logspace reducible
to CEP for IMLL:

Theorem 2 (pTIME-completeness of IMLL, [Mai03]). There is a logspace
algorithm which transforms a boolean circuit C with n inputs and m outputs into
a term to of type B™ —o B™ | where the size of tc is O(|C|). As a consequence,
the cut-elimination problem for IMLL is PTIME-complete.

Since binary words of length n can be represented by B", the theorem implies
that any finite function f : {0,1}" — {0,1}™ can be represented by a term
ty:B" —o B™. In this sense, MLL captures all the finite functions.
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2.3 Contraction in MLL

One of the key observations in proving Theorem [2lis that contraction is available
for B. We now generalize this observation, and show that the same holds for all
closed inhabited IT; types (i.e. finite data types). First we show that conditional
is available in IMLL:

Lemma 1 (Conditional). Let t; and ty be terms such that x1:Ch,...,x, :
Cp F ti:D fori = 1,2, and the type A = C; — ---C,, —o D s ell; (not
necessarily closed). Then there is a term if b then 1 else to such that

b:B,x1:C4,...,z,:Cy, - if bthen ty else to: D,
where (if true then t1 else to) — t1 and (if false then ¢, else t2) — to.

Proof. Define if b then t else u = fstyg. a(b(Ax.t)(Az.u))x, where & abbreviates
T1,...,T, and Ya.A is the universal closure of A. This term can be typed as
required; Az.t and Az.u have type Ve A, thus b(Ax.t)(Az.u) has type Va.A ®
Va. A, to which the projection fstyn.a applies. The rest is obvious. [ ]

Fix a quantifier-free type A of size k, built from a single type variable a.. A
long normal form of type A is a term ¢ in -normal form such that - ¢: A has a
derivation in which all identity axioms are atomic, i.e., of the form z:a F x:a.
It is clear that every long normal form ¢ of type A has size bounded by k, and
we may assume that all variables occurring in it are from a fixed set of variables
{z1,...,zr} (due to a-equivalence). Therefore, ¢t can be written as a word in
{0,1}", where n = O(klogk). Since {0,1}™ can in turn be represented by B™,
there must be a function [ ] which maps a given term u of size bounded by &
into a term [u] of type B™. Furthermore, as a consequence of Theorem B] we
can associate to this coding two terms abs, app : B" —o B" —o B™ which satisfy

abs[y|[t] — [Ay.t], if |Ay.t] < kand y € {x1,...,21};
app[t]fu] —* [tu], if |tu] < k.

We now show that the coding function [ | can be internalized in IMLL, as
far as the long normal forms of a fixed type A is concerned. For each subtype B
of A, define op(t) and 75(t) as follows:

oa(t) =t oB-c(t) = abs[yloc(tTa([y]))
To(t) =t TB—oc(t) = Az.7c(appt op(2))
Here y is from {z1,...,zx} and [fresh], in the sense that [y] does not occur

in t. The term op(t) has type B™ whenever t has type B[B"/a], and 75(t)
has type B[B"/a] whenever ¢ has type B". Finally, let codeyq = Azx.o4(z) :
A[B"/a] — B™.

Lemma 2 (Internal Coding). Let A be as above. For each closed long normal
form t of type A, codea(t) —[t].
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For example, let A; be ((aw —o o) —0 @) —o (@ —0 @) —o v, which has two long
normal forms t; = AFf.f(F(\y.y)) and to = AFf.F(A\y.fy)). The term codey,
is defined as follows:

Ta—oa([f—l) = Axapp[f—lx
T(a—oa)—a([F]) = Ag.app[ F[(abs[y](g[y]))
codes, = Az.abs[F'|(abs[ f](2T(a—0a)—oa ([ F])Ta—oa([f1)))

It is then easy to check that coder(t;) reduces to [t;] for i =1, 2.

Theorem 3 (II;-Contraction). Let A be a closed II; type which is inhabited.
Then there is a contraction map cntrg : A —o A ® A such that for any normal
form t of type A, cntra(t) reduces to t' @ t', where t' is a long normal form
n-equivalent to t.

Proof. Without loss of generality, we may assume that A is free from ® and 1.
Let A~ be obtained from A by replacing all subtypes V3.C' by C[a/g] for a fixed
variable a. Then, there is a canonical map iso4: A —o A~ [D/a] for any D which
preserves the structure of terms up to n-equivalence. By applying Lemma [2] to
the type A~ we obtain a coding map codey-: A~ [B"/a] —o B™.

Let t1, ..., be the long normal forms of type A. By using the conditional in
Lemma [ several times, we can build a term copy 4 :B™ —0 A ® A which satisfies

copys(u) — t; ®t;, ifu=[t;;
—" t1 ®t1, otherwise.

Finally, define cntry = copy 4 o code4— oiso4. [ ]

3 Additives as Nondeterminism

3.1 Additive Slices and Nondeterministic Cut-Elimination

We now move on to the multiplicative additive fragment of Linear Logic. We
again confine ourselves to the intuitionistic fragment IMALL, and furthermore,
we only consider & as the additive connective, although @ could be added harm-
lesslyd.

The terms of IMALL are defined analogously to the terms of IMLL, but
we have in addition: (i) if ¢ and u are terms and FV(t) = FV (u), then so is
(t,u); (ii) if ¢ is a term, then so are 71 (¢) and mo(¢). The type assignment rules
are extended with

I‘}—tllAl F"tg:Ag (EZAZ',FI_tIC
F|_<t17t2>1A1&A2 yAl&Ag,Fl—t[ﬂ'l(y)/x}C

i=1,2

2 However, we have to be careful when considering the classical system, which is not
confluent as it stands |Gir87]. It could be overcome by adopting Tortora’s proofnet
syntax with generalized & boxes, which enjoys confluence [dE03]; see also [MR02].
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and the reduction rules are extended with m;(t1,t2) — ¢;, for ¢ = 1,2.

Note that some reductions such as (Az.(x,z))t — (¢,t) cause duplication,
hence the straightforward cut-elimination procedure costs exponential time in
genera]ﬁ. Our idea is to avoid duplication by computing each component of
(t1,ta) separately. To formalize this idea, we recall the notion of slice [Gir87].

Definition 2 (Slices). A slice of a term t is obtained by applying the following
operation to t as much as possible: (u,v) — (u)1, or (u,v) — (v)s.

We say that two slices ¢ and u (of possibly different terms) are compatible if
there is no context (i.e. a term with a hole) @ such that t = ¢[(t'),], u = P[(v'),],
and 7 # j.

Lemma 3 (Slicewise checking). Two termst and u are equivalent if and only
if for every compatible pair (t',u’) of slices of t and u, we have t' = u’.

The reduction rules are naturally adapted for slices:

sl

Oa.t)u -5 t[u/z) Tty =Lt mi(t); =L fail, if i # j.

Lemma 4 (Pullback). Let t —*u and u' be a slice of u. Then there is a
unique slice t' of t such that t' Sy

Proof. See the following diagrams:

mi(s,v) — s
4

(Az.s)v — s[v/x]

slice_of slice_of slice_of slice_of ]

Note that there are exponentially many slices for a given term, but once a
slice has been chosen, the computation afterwards can be done in linear steps,
thus in quadratic time, since each slice is entirely a linear term. We therefore
have a nondeterministic polynomial time cut-elimination procedure, viewing the
slicing operation in Definition 2] as a nondeterministic reduction rule. Lemma 3]
states that the equivalence of two normal forms can be checked slicewise, and
Lemma @ assures that every slice of a normal form can be obtained by the above
nondeterministic procedure. Hence we may conclude that the cut-elimination

problem for IMALL is in coNP.

3.2 Encoding a coNP-Complete Problem

Now we show that the following coNP-complete problem is logspace reducible to
CEP for IMALL:

3 There is, however, a linear step cut-elimination procedure for terms (proofnets) of
lazy types, i.e., those which do not contain positive occurrences of & and negative
occurrences of V.
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Logical Equivalence Problem: Given two boolean formulas, are they logi-
cally equivalent? (cf. |G.J78])

By Theorem Bl every boolean formula C with n variables can be translated
into a term to of type B —o B in O(log |C|) space. For each 1 < k < n, let

tap, = A\Nf.Axq - xp—1.(f true &1 - - xp—1, f false z1 - Tp—1),
which is of type Ya.(B*) —o a) —o (B*~1) — a & ), and define ta(tc) by

ta(te) =tay(--- (tapte) ) :B&--- & B.

2" times

It is clear that the term ta(t¢) can be built from tc with the help of a counter
of size O(logn).

The normal form of ta(tc) consists of 2" boolean values, each of which cor-
responds to a “truth assignment” to the formula C. For example, ta(or) re-
duces to ({or true true,or true false), (or false true,or false false)), and thus to
((true, true), (true, false)).

Therefore, two formulas C' and D with n variables are logically equivalent if
and only if ta(t¢) and ta(tp) reduce to the same normal form.

Theorem 4 (coNpP-completeness of IMALL). The cut-elimination problem
for IMALL is coNP-complete.

Remark 1. We do not claim that the complexity of MALL is coNP. What we
have shown is that a specific problem, CEP for MALL, is complete for coNP.
If we had considered the complement of CEP, then the result would have been
NP-completeness. Likewise, we could obtain a C-completeness result for any class
C in the polynomial time hierarchy by complicating the problem more and more.

However, we do claim that additives have something to do with nondeter-
minism, as they provide a notion of nondeterministic cut-elimination, as well as
a very natural coding of nondeterministic Turing machine computation.

4 Multiplicative Light Linear Logic and 2EXPTIME

In this section, we show that the intuitionistic multiplicative fragment IMLLL of
Light Linear Logic is already expressive enough to represent all polynomial time
functions; it needs neither additives (as in [Gir98]) nor unrestricted weakening
(as in [Asp9q]).

Since our concern is not normalization but representation, we do not need
to introduce a proper term calculus with the polynomial time normalization
property (see [Asp98] and [Ter(QI] for such term calculi). We rather use the
standard A-calculus and think of IMLLL as a typing system for it.

The type assignment rules of IMLLL are those of IMLL with the following;:
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x:BFt:A I'kt:C z:lAy AT Ft:C T:Aj:BFt:C
z:!BFt:!A x:!B,I'Ft:C z:A T Ft[z/x, 2/y]:C T:1A5:8BF t:8C

where x : B may be absent in the first rule. Define W to be Va.!(B —o a —o
a) —o §(a —o «). Then each word w = iy - - -4, where n > 0 and ¢, € {0,1}, is
represented by w = Acx.cii o --- o ciy(x) : W, where i, is false if 4, = 0, and
is true if 4, = 1. A function f:{0,1}* — {0,1}* is represented by a term ¢ if
fw)=v <= tw —Fv for every w € {0,1}*.

Simulation of polynomial time Turing machines in Light Linear Logic (see
[Gir98l[AR02]) consists of two parts; one for coding of polynomials and the other
for simulation of one-step transition (as well as initialization and output extrac-
tion). Since the former is already additive-free in [Gir98|, we focus on the latter
here.

Let M be a Turing machine with two symbol and 2" states, and let

0 : Symbols x States — Symbols x States x {left, right}

be the associated instruction function. A configuration of M can be specified by
a triple (wy,ws, q), where the stack wy € {0,1}* describes the non-blank part of
the tape to the left of the head, the stack wy € {0,1}* describes the non-blank
part of the tape to the right of the head, and ¢ € States denotes the current
state. By convention, w; is written in the reverse order, and w; includes the
content of the cell currently scanned.

The configurations are represented by terms of type ID[B"], where I D[A] is
defined by ID[A] = Va.!(B—oa—oa)—o§(a—oa—-o(a®a®A)). Note that I D[A]
is a generalization of W, which allows to encode two words and an additional
datum of type A into one term. For example, the configuration (010,11,q) is
represented by

(010,11, q) = Ae.Az122.(c00 cl o c(x1)) ® (clocl(xz)) ® g,

where ¢ is a term of type B" coding ¢ € States.
To simulate one-step transition, it is convenient to divide it into two parts:
the decomposition part and the combination part.

Lemma 5 (Decomposition). There is a term dec : ID[B"| -IDB®B®B"]
such that for any configuration (i1 - in,J1°* Jm,4q),

dec(i1 -+ +in, j1++ Jm, @) — (i2 050, j2 - - jm0, 11, j1, @)

4 Although more than two symbols are required in general, we describe the two symbols
version here for simplicity. The extension is straightforward.
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Proof. We largely follow [NM02]. Define dec to be Az.\c.G(z F(c)), where the
“step” function F' and the “basis” function G are defined as follows:
F(c) = Abp.\b2 @ w.(by ® (chaw))
G(y) = Azrxa.det (y(0® x1)(0® x2)) be (i1 @ w1) ® (j1 ® wa) ® g in
(w1 ®ws ®i1 ® J1 ®q)
c:B—oa—oak F(c):B—oD—oD
y:D—oD—-oDRDeB"FGy):a—oa—o(a®a®B®B®B")

Here, D stands for B ® «. The behavior of F' may be illustrated by
(F(c)ir) oo (F(c)in)(0®@x) — iy @ (cigo---ocin 0 cl(x)): D,
while G plays the roles of initialization and rearrangement of the output. [ ]

Lemma 6 (Combination). There is a term com : ID[B@ B@ B"| -0 ID[B"]
such that for any (w1, ws,i1,42,q) with §(i1,q) = (s,q’',m),

com{wy, wa, i1,42,q) —* (w1, siqws,q’), if m = left;
— (igswy, wa,q'y, if m = right.

Proof. Let left = true and right = false. By Theorem [2] there is a term delta such
that delta ;g reduces to s ® ¢ ® m when 6(i1, q) = (s,¢’,m). Now the key trick
is to use the boolean value m as “switcher.” Observe that msig reduces to s ®@io
(12 ® s) and mw;wy reduces to w1 ® wy (w2 ® wi) when m is left (right)—thus
m can be used to determine on which side of the tape we push symbols, and in
what order they are pushed.

Formally, let cntr® : B —o B3 be a generalized contraction which produces
three copies of a given boolean value, and define G(m, w1, wa, 9, s, 1, c2) to be

let cntr®(m) be my ® ma @ ms in (let mysis be j; @ jo in
(let mawywz be v1 ® vz in m3vi(c1fr o cafa(va)))),
which is of type m:B,wy:a,ws:,i5:B,s5:B,c;1:B—oa—oaq,c0:B—oa—oal
G(m, w1, ws,i2,8,c1,c2):a ® a. Then, depending on the value of m, we have
G(true, wy, wa, i3, 8, ¢, ¢) — w1 ® (s o cig(wa));
G(false, wy, we, ia, s, ¢,c) — (ciz 0 cs(wr)) @ wa.

Finally, the term com is defined to be
Az \erixo.let zex1xo be wi @ wo ® i1 ®is @ q in
(let delta i1q be s ® ¢’ @ m in G(m,w,ws,is,8,¢,¢) ).

Although the “cons” variable ¢ is used three times in com, it does not matter
since it is assigned a type !(B —o a —o «). [ ]

The desired one-step transition function is obtained by composing dec and
com.
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Theorem 5 (IMLLL represents PTIME functions). A function f:{0, 1}* —
{0,1}* is computable in DTIME[nF] if and only if it is represented by an IMLLL
term t of type W —o §2W , where d = O(log k).

In general, cut-elimination in Light Affine Logic, hence in IMLLL, requires
of time O(stH), where s is the size of a proof and d is its depth, which counts
the nesting of ! and § inferences. The reason why we have a characterization of
PTIME above is that we consider a fixed program ¢, so all the terms tw to be
evaluated have a fixed depth. On the other hand, CEP allows the depth to vary,
thus it results in a characterization of doubly-exponential time as in [NMO02].

Theorem 6 (2EXpTIME-completeness of IMLLL). The cut-elimination
nk
problem for IMLLL is complete for 2EXPTIME = |J, DTIME[22" ].

5 Multiplicative Soft Linear Logic and EXPTIME

In this section, we show that the intuitionistic multiplicative fragment IMSLL of
Soft Linear Logic is expressive enough to represent all polynomial time functions,
as conjectured by Lafont [Laf0T]. As before, we do not introduce a term calculus
for IMSLL, thinking of it as a type assignment system for the standard -
calculus.

The type assignment rules of IMSLL are those of IMLL with the following;:

x1:B1,...,xm:BpFt:A x1:A, .. AT HE:C
m > n>0
x1:!By,..., 2, !By, FtlA 2 A T Ft[z/ze,. .., 2/x,]:C

The former is called soft promotion and the latter is called multiplexing. A term
which can be typed without multiplexing is called generic. Note that every
generic term is a linear A-term.

The policy of MSLL programming is to write each program in a generic
way; multiplexing (i.e. duplication) is used only in data. Due to this restriction,
simulation of Turing machines is more sophisticated than before. Let M and 0
be as before. Define IDy[A] to be Va.!(B —o o —o a) —o ((a —0 a)F @ A). Then
each term of type IDy[A] encodes k words as well as an element of type A. For
instance, the configuration (010, 11, g) is represented by

(010,11, ) = Ac.(c0ocloc0) ® (clocl) ® q: 1Dy[B"].
Lemma 7 (Decomposition). For every k > 1, there exists a generic term

dec of type IDy[B"] —o I D9y [B ® B"| such that for any (iywy,...,igwg,q) €
({0,1}1)* x States,

dec<i1w17 .- ~;ikwk7q> 4)*<w17 s 7wk';i17 s 7ik7ilaQ>'

Note that the output contains two occurrences of i1; the first is a word of
length 1 which will be thrown away, while the second is a boolean value which
will be used as input to the § function in the next combination part.
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left tape b right tape left tape N right tape
wi i) [id] wy wi  [1]ig] | wy
stocks of 0 stocks of 1 = stocks of 0 stocks of 1
ws 0] [1] wy ws  [0] | wy
garbages garbages
ws ws [i5] 1]

Fig. 1. “Write 1 and move right” (] indicates the head position)

Proof. The idea is essentially the same as the ¢ function of [Laf01]. Consider the
case k = 1. The term dec is defined to be A\z.Ac. Az ® q.(2F(c)(id ® id ® 0)) ® g,
where the step function F is defined by

F(c) = Ab.let cntr(b) be by ® by in (A\g@ h @ efst(((hog) ® cby @ bs) ®e))
c:B—oa—oalk F(c):B—o((a <a)’®B) —o ((a < a)?®B).

The behavior of F' is illustrated as follows;

(F(c)ir) 0 --0 (F()in) ({d ®id ©0) —F (cigo -0 ciy) © iy ® i1,

The case k > 2 is similar, except that we remove all redundant boolean values
i2,...,1; by weakening for B. [ |

Now let us move on to the combination part. Due to the genericity restriction,
we face two difficulties: (i) we cannot create a new tape cell, since the “cons”
variable ¢ of type /(B —o a —o «) cannot be used twice; (ii) we cannot simply
remove an unnecessary tape cell of type a —o «, since we do not have weakening
for the open type o —o . To resolve the first difficulty, we prepare two additional
stacks which are filled with 0’s and 1’s respectively, and instead of creating a new
cell, we pick one from these two stacks according to the instruction §. To resolve
the second difficulty, we further prepare a ‘garbage’ stack where unnecessary tape
cells are collected. Thus we associate five stacks in total with a configuration.
The transition corresponding to “write 1 and move right” is illustrated in Figure

M

Lemma 8 (Combination). There is a generic term com of type 1D1p[B ®
B"] —o ID5[B"] such that for any {(wi,...,ws,i1,...,i5,b,q) € ({0,1}1)% x
{0,1}> x {0,1} x States with 6(b,q) = (s,q',m),

com(wl,...,w5,i1,i2,0,1,i5,b,q>
— (w1, Oigwy, w3, lwy, irisws,q’
— <’w1, 1i2’LUQ, 011]3, Wy, i1i5w5,q’
— (20w, wa, w3, lwy, irisws,q

( q

if s =0 and m = left;
if s =1 and m = left;
if s =0 and m = right;
if s =1 and m = right.

— /

)
)
)
)

t2lwy, we, Ows, wy, i1i5ws,
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Keep in mind that the third and the fourth stacks are to be filled with 0’s
and 1’s, so that we always find 0 and 1 at positions i3 and 44, respectively.

Proof. As before, there is a term delta such that deltabg reduces to s ® ‘Ll @m
when 4(b, q) = (s,¢’,m). Define 1Right by
1Right = (i2 04 0 w1) ® w2 @ (i3 0 w3) ® w4 @ (i1 0 i5 0 W)
Wy Q=0 Q... , W5 0 —0 Qi1 —0q,..., i5:a—oak IRight: (a —o a)?,
which corresponds to the case s = 1 and m = right (see Figure [I) and gives

five stacks as output. OLeft, 1Left and ORight are defined analogously. By using
conditionals in Lemma [ three times, we obtain

if m thenif s then OLeft else 1Left
else if s then ORight else 1Right

com= Az Aclet zcbew; ® - Quws ®i1 ® - VRis®b®q in

(let delta bg be s ® ¢’ @ m in G(m, s, w1, ..., Ws,01,...,i5) D).

G(m, s, w1y, ..., Wy, 01,...,05) = (

|

The rest of coding is basically the same as in [Laf01] except the initialization
part, where we need to fill two stacks with 0’s and 1’s. As in [Laf01], we have no
idea how to extract a single word as output from the final configuration consisting
of five stacks. Instead, we can extract the boolean value which tells us whether
the final configuration is accepting or not. Thus the representation theorem below
is stated in terms of languages rather than functions in general. Furthermore,
due to the genericity restriction, we need to relax the definition of representation
slightly. Define Wg to be Va.!(B —o o —o o) —0 @ —o . We say that a language

X C {0, 1}* is represented by a term t:ngB ifweX < tw---w—Ftrue
N

l times

for every w € {0,1}*.

Theorem 7 (IMSLL captures PTIME). A language X C {0,1}* is accepted
in DTIME[n*] if and only if it is represented by a generic term t of type WlS —oB,
where | = O(k).

As in the case of IMLLL, the complexity of CEP exceeds polynomial time.
A difference is that cut-elimination in IMSLL only requires exponential time
O(s%+?) [Laf0I]. Hence we have:

Theorem 8 (EXPTIME-completeness of IMSLL). The cut-elimination prob-
lem for IMSLL is complete for EXPTIME under logspace reducibility.

Proof (sketch). Suppose that a language X be accepted by a Turing machine M

in time O(Q”k). For each word w of length n, the following terms (of suitable
types) can be constructed in O(klogn) space: (1) the Church representation w
of w; (2) the term exp(n*) of size and depth O(n*), which reduces to the tally

integer 27" ; (3) the term M,, ;(w, z) with two variables w and z, which outputs
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the result of z-steps computation on the input w, when w is of length n and
x is of the same type as exp(n”). By putting them together, we obtain a term
M, & (w, exp(n*)) which normalizes to true if and only if w € X. [ |
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Abstract. Random Access Machines (RAMs) are a deterministic
Turing-complete formalism especially well suited for being encoded in
other formalisms. This is due to the fact that RAMs can be defined start-
ing from very primitive concepts and operations, which are unbounded
natural numbers, tuples, successor, predecessor and test for equality to
zero. Since these concepts are easily available also in theorem-provers
and proof-assistants, RAMs are good candidates for proving Turing-
completeness of formalisms using a proof-assistant. In this paper we de-
scribe an encoding in Coq of RAMs into a Linda Calculus endowed with
the Ordered Semantics. We discuss the main difficulties that must be
faced and the techniques we adopted to solve them.

1 Introduction

A Random Access Machine (RAM) [12] is a computational model composed of
a finite set of registers and of a program, that is a sequence of simple numbered
instructions, like arithmetical operations (on the content of registers) or condi-
tional jumps. A register holds an unbounded natural number. The state of a
RAM is the set of values stored in each register plus the program counter (PC),
which is the address of the next instruction to execute. The computation starts
from an initial state and proceeds iterating the two operations of fetching and
executing the next instruction (determined by the PC). The computation ends
as soon as the value of the PC is greater than the index of the last instruction.

The RAMs formalism is Turing complete and has several characteristics that
make it particularly appealing for being encoded into other formalisms to show
their Turing completeness. First of all a RAM can be defined using only very
primitive concepts and operations, which are unbounded natural numbers, tu-
ples, successor, predecessor and test for equality to zero. These concepts are
likely to be already provided in any formalism which we want to show Turing
complete. Moreover it is possible to reduce the set of instructions to only two
elements, Succ (which increments a register) and DecJump which decrements a
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register if it is not zero or jumps to a given address otherwise. As a consequence
the proofs of completeness of the encodings are very small, having to address
only a couple of cases and only three possible transitions. Finally, RAMs are
completely deterministic, which prevents the usual difficulties given by the sim-
ulation of non-deterministic systems into deterministic ones.

Just to mention a couple of examples, RAMs have been successfully encoded
into several process algebras, such as asynchronous CCS [13] and the ambient
calculus [I4]. Even if providing the encoding can be challenging, the soundness
and completeness proofs are usually given in just a few lines, and heavily rely
on the reader intuition to figure out the details by case reasoning.

In the last few years, several process calculi have been formalized, using
proof-assistants, in both constructive and classical logics. Surprisingly, to our
knowledge nobody tried to reproduce a proof of Turing-completeness of those
calculi. Nevertheless, when we started this work, we used to think that giving
one of those proofs by means of a sound and complete encoding of RAMs into the
calculus would have been completely trivial. The reason of our belief was that
the same characteristics that make RAMs so well suited for their encoding in
other formalisms also make their definition in a logical framework quite straight-
forward. Moreover the soundness proof would just be a laborious induction on
the derivation.

In this paper we present our experience in using the proof-assistant Coq
[2] to provide an encoding of RAM into a Turing complete process algebra.
We also give a constructive proof of the soundness property of the encoding.
As usual, the soundness proof exploits the completeness property. However, we
axiomatically assume the completeness of the calculus, that can be proved by
induction over the structure of RAMs and that of their derivations. Since the
RAM formalism is deterministic, the required induction is almost straightforward
and presents no major challenge, even if it is extremely laborious and time
consuming. The soundness proof quickly turned out to require a major effort
and its proof-script is currently more than 10.000 lines long and it is still under
development, since we plan to provide soon also the proof of completeness. The
up-to-date set of Coq files are available for download at the following address:
http://www.cs.unibo.it/RAMs_to_Linda.tgz.

In section [2] we briefly introduce the Coq proof-assistant and the main fea-
tures of its expressive logic. In section Bl we review the usual definition of RAMs
and we present its formal definition in the Coq system. In section @] we introduce
a minimal process algebra built around the Linda primitives [5], originally pro-
posed in [1]. The formal definition in Coq is also provided. In section [§]we present
the encoding of RAMs into the Linda Calculus of section [4] and we outline the
formal proof of soundness. Finally, in section [6] we present our conclusions and
future work proposal.

2 The Coq Proof Assistant

Coq [2] is one of the most advanced proof-assistants, used in Europe both in
academical and industrial settings. It is based on an expressive logical frame-
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work, the Calculus of (Co)Inductive Constructions (CIC), which allows both
constructive and classical proofs and that is particularly suitable for proving the
correctness of programs with respect to their specifications, with the additional
possibility of automatically extracting a certified program from a constructive
proof of the existence of a function that satisfies a given specification.

Briefly, a Coq development is made of a list of definitions, inductive def-
initions and theorems whose correctness is checked by the system. Inductive
definitions, which are one of the main features of CIC, can be used to define
both inductive data types (lists, trees, natural numbers) and inductive proper-
ties (by giving the set of inference rules that define the property). It is possible
to define by structural recursion total functions over an inductive data-type (in
the style of the system T); in the same way it is also possible to prove by struc-
tural induction properties over an inductive data-type. A primitive notion of
case analysis over inductive defined terms is also provided.

Since the main topic of the paper is the technique used for the encoding of
the soundness proof in Coq, the interested reader needs a general expertise in
the world of proof-assistants and in the Coq system in particular. Due to lack
of space, the required knowledge can not be provided in this paper.

3 Random Access Machines

The following is the usual presentation of a particular class of RAMs with only
two-instructions. The proof of their Turing completeness was given in [T1].
Definition 1. A Random Access Machine (RAM) is a pair (r,p) where r =
(ri,...,1my) is the set of registers and the program p = (i1,...,4m) S a finite list
of instructions. FEach instruction can have one of the following two forms:

— Succe(rj): adds 1 to the content of register r;
— DecJump(r;, s): if the content of register r; is not zero, then decreases it by
1 and go to the next instruction; otherwise jumps to instruction s

Definition 2. Let R be a RAM whose registers are (r1,...,7). A configuration
of R is a tuple (p,c1,...,c,) where the program counter (PC) p is the index of
the next instruction to be executed and c; is the content of the register ry.

Definition 3. Let R be a RAM whose registers are (r1,...,r,) and whose pro-
gram is (i1,...,im). A configuration (p,cy,...,c,) moves into a configuration

(¢,chs...,c) (notation: (p,c1,...,cn) —r (g, ¢4, ..., ) iff:

— ip = Suce(r;) and ¢; =c;j+1 and YVl # j. ¢, =cp, and g=p+1

— ip = DecJump(rj,s) and c¢; > 0 and ¢; = c¢; — 1 and VI # j. ¢;, = ¢, and
g=p+1

— ip = DecJump(rj,s) and c; =0 and Vl. ¢, = ¢, and g =s

Definition 4. A configuration (p,c1,...,cn) is stuck or final when i cannot

move. This happens only when p > m, where m is the length of the program.

As usual, given a RAM R and an initial configuration C, we say that C
reduces to C" when C' —% C”" and C’ is final, where —%, is the reflexive and
transitive closure of — .
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3.1 RAMs in Coq

The only non-trivial issue on the formalization of RAMs in Coq is the way
registers are encoded. In fact the tuple (r1,...,r,) of registers just plays the
role of a finite set of indexes such that no instruction refers to a non-existent
index. The only additional constraint we need to impose on the set is that there
exists a decidable equality relation over its elements.

Since the list of instructions is finite and since registers not referred by any
instruction play no role during the reduction, we could have used just the type
of natural numbers for register indexes (with no concern about the fact that the
set of indexes is actually infinite). In this case it would have been possible in
Coq to define a function to compute the greatest used register index. Instead we
preferred to stick ourselves to this alternative definition:

Definition register := nat.

Inductive instruction : Set :=
Succ : register—instruction
| DecJump : register—nat—instruction.

Inductive uses_at_most [r:register] : instruction—Prop :=
okSucc : Vr’:register.(r’<r)—(uses_atmost r (Succ r’))
| okDecJump :
Vr’:register.Vn:nat. (r’<r)—(uses_at.most r (DecJump r’ n)).

Record RAM : Set :=
{ registers number : nat ;
program : (list instruction) ;
program_ok : (AllS (uses_at_most registers_number) program)
}.
i.e. a RAM is a record where the number of available registers is made explicit
and a proof is provided of the fact that each instruction in the program does not
refer to any unavailable register. We prefer this formalization for several reasons:

— This formalization is closer to the traditional one and does not identify two
RAMSs with the same program, but a different set of available registers.
Unused but still available registers play a role in the traditional proofs of
some operations used to combine or derive RAMs from other RAMs.

— The fact that the number of available registers is invariant during the reduc-
tion holds trivially for RAMs, but can be much more difficult to prove when
RAMs are encoded into other calculi. That invariant plays an important role
in the soundness and completeness proofs. For example, in section [5] we will
see that we need to encode in the same data-type (i.e. natural numbers)
both the indexes of registers and the value of the program counter (which
is an unbounded natural number). The easiest way to do that is to encode
each program counter value p as M + p where M is the number of available
registers. The decoding function relies on the fact that M does not change
during the reduction.
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We must now formalize configurations. In particular we must choose a rep-
resentation of the state of the registers. The choice has a great impact on the
way two configurations are checked for equality: we may choose an encoding
where two configurations are equal iff they are equal using Leibniz equality; or
we can provide an ad-hoc equality predicate. The first scenario seems at first
more appealing, since Leibniz equality is better handled by Coq’s tactics with
respect to a user-provided one. Moreover, a possible implementation could be
using ordered lists of natural numbers of length n. Unfortunately, reasoning
on ordered lists of fixed length may complicate some proofs and introduce the
usual problems related to the fact that every operation working on them (and,
in particular, the state update function) must be proof-irrelevant on the proof
argument. Proof-irrelevance and dependent types do not combine easily in in-
tensional proof theories as the one of Coq [3/4].

A good compromise is using functions from natural numbers to natural num-
bers, using extensional equality to compare the content of available registers
only:

Record configuration : Set :=
{ program_counter : nat ;
registers : register—mnat

.

Definition RAM_configuration_equality :
nat—configuration—configuration—Prop

Aregistersmo:nat.\H,H’:configuration.
Cases H of
(Build_configuration program_counter registers)=>
Cases H’ of
(Build_configuration program_counter’ registers’)=-
program_counter=program_counter’A
Vr:register.
(r<registers_no)—
(registers r)=(registers’ r)
end
end.

The relation — g is given as an inductive predicate step. Its definition and
some of its properties (determinism, decidability of being stuck, non modification
of unavailable registers) as well as the definition of —% and its basic properties
are straightforward.

Since we have just defined an encoding of RAMs into CIC, we should prove
the adequacy of the encoding; a detailed proof would be quite complex since it
heavily relies on the metatheory of CIC. Nevertheless, the usual sources of com-
plexity that are involved in the encodings of calculi — as the handling of bound
variables and a-conversion — are not raised by RAMs, due to the simplicity of
the formalism. As a consequence, the adequacy property is not much interesting
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and it is essentially pretty obviously granted by construction. The same remark
holds also for the Linda calculus that we are going to present in the next section.

The whole definition of RAMs, their operational semantics and the proof of
these basic properties are provided in the file RAMs. v which is just 366 lines long.

4 The Linda Calculus

Linda [5] is the most prominent representative of the family of coordination
languages based on the principle of generative communication [BJ6]: a sender
communicates with a receiver through a shared data space (called tuple space
TS) where emitted messages are collected; the receiver can read the message or
even remove it from the T'S; a message generated by a process has an independent
existence in the TS and can be concurrently manipulated by any process.

The Linda coordination primitives are meant to be embedded into an already
existent programming language. Moreover their semantics is not specified for-
mally and there are several reasonable interpretations for the semantics of some
operations. In particular, it is unclear if a sender who is emitting a message
should block until the message actually appears in the tuple space (ordered se-
mantics) or is free to continue immediately its execution (unordered semantics).

Busi, Gorrieri and Zavattaro defined in [I] a minimal process algebra con-
taining the coordination primitives of Linda together with parallel composition
and a limited form of recursion (the replication operator [10] guarded on inputs).
The algebra is named Linda Calculus. In the same paper they proved that the
Linda Calculus is Turing complete only when the ordered semantics is assumed.
The first part of the proof is made showing a sound and complete embedding
of RAMs in the Linda Calculus with ordered semantics. The proof of soundness
and completeness is just three lines long in the full version of the paper.

In this section we present a formalization in Coq of the Linda Calculus pre-
sented in [I]. The next section is devoted to the formalization of the encoding.

Let Messages be a denumerable set of message names, ranged over by a, b, . . .
The syntax of the Linda Calculus is defined by the following grammar:

P :=<a> |C|PIP
C == 0|nC|u?CL|C|C

where:
n 1= in(a) | rd(a) | out(a) | lin(a) 1)
p == inp(a) | rdp(a) (2)
Agents, ranged over by P, (@, ..., consist of the parallel composition of the mes-

sages already in the TS (each one denoted by one agent < a >) and the con-
current programs denoted by C, D, ..., that share the tuples. A program can
be a terminated program 0, a prefix form 7.P, an if-then-else form u?P_Q, or
the parallel composition of programs. A prefix 1 can be one of the Linda prim-
itives in(a), rd(a) or out(a) indicating the withdrawing, the reading (without



A Constructive Proof of the Soundness of the Encoding 43

Table 1. Operational semantics (symmetric rules omitted).

(1) <a> >0 (2)  in(a).P > P

(3)  rd(a).P = P (4)  lin(a).P > P|lin(a).P

(5)  inp(a)?P.Q - P (6)  rdp(a)?PQ > P

(1) inp(@)?P.Q = Q (8)  rdp(a)?PQ = Q

(9) PllQ — P|Q (10)  out(a).P — <a>|P
P — P/ P— P Q-4

(11) m7 a # -a (12) m

(13) rLp oL (14) Pp QL@

PIQ — P'|Q’ PIQ - P'|Q

consumption) or the emission of message a, respectively. We also consider the
bang operator lin(a) which is a form of replication guarded on input operations.
The if-then-else forms are used to model the inp(a) and rdp(a) Linda primitives:
inp(a)?P_Q (rdp(a)?P_Q) is a program which requires the message a to be con-
sumed (or simply read); if a is present, the program P is executed, otherwise @
is chosen. In the following, Agent denotes the set containing all possible agents.

To give the Ordered Semantics, we use the labeled transition system (Agent,
Label, —) where Label = {7} U {a,a,a,-a | a € Messages} (ranged over by
a, B, ...) is the set of possible labels. The labeled transition relation — is the
smallest one satisfying all the axioms and rules in Table [T plus the symmetric
rules of (11) - (14). Due to lack of space, we can not explain here every rule. The
interested reader can find the description of all the rules but (9) in [1]. Rule (9) is
missing in the original paper since in it no syntactic distinction is made between
the inactive parallel composition _||- and the active parallel composition _|_.

Particular attention should be given to rule (10), which is the one that char-
acterizes the Ordered Semantics: the continuation P and the message < a >
reach the tuple space at the same time.

Note that rule (12) uses a negative premise. The authors of [1] claim their
operational semantics to be well defined since they can prove that the transi-
tion system is strictly stratifiable. To formalize rule (12) in Coq we prefer to
substitute the negative premise with an equivalent decidable auxiliary predicate
NoMessage,, which is the smallest predicate such that:

(A) NoMessageq,(<b>) ifa#b

(B) NoMessage,(C)

(C) NoMessage(P) NoMessage(Q)
NoMessage(P|Q)

In what follows we are interested only in computations consisting of reduction
steps, i.e. the internal derivations that a stand-alone agent is able to perform
independently of the context. In the Linda Calculus reductions are not only
the usual derivations labeled with 7, but also those labeled with —a. In fact, a
derivation P — P’ indicates that P can become P’ if no tuples < a > are avail-
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able in the external environment, which is always true for stand-alone processes.
Formally we define a new transition — (called step) in the following way:

—a T

Definition 5. — = (Y, —)U —

a

Since in process algebras there is no explicit notion of state, the only rea-
sonable form of termination of an agent is the absence of outgoing transitions.
Because of the presence of the bang operator, it is senseless to distinguish be-
tween properly terminated (i.e. consisting of the parallel composition of agents
0) and deadlocked agents. Thus we say that an agent @ is stuck if @ #— and
we say that an agent P terminates if there exist a computation leading to a
deadlock, i.e. there exists a stuck agent @) such that P —* Q.

No structural congruence relation is defined in [I] on the agents. Nevertheless
many statements given in the paper are true only assuming that processes are
identified up to commutativity and associativity of parallel composition and
neutrality of 0 with respect to parallel composition. Here we prefer to avoid the
definition of a structural congruence relation. Instead in section Bl we will state
the soundness theorem using the congruence relation induced by the equivalence
relation on RAMd].

4.1 The Linda Calculus in Coq

The formalization in Coq of the Linda Calculus syntax and its transition system
(where rule (12) is modified as already described) is straightforward. Due to
lack of space we do not show here all the constructors of the inductive predicate
0Step which formalizes the labeled transition:

Definition message := nat.

Inductive action : Set :=
In : message—action

| Rd : message—action

| Out : message—action

| BangIn : message—action.

Inductive program : Set :=
Dead : program
| Action : action—program—-program
| IfThenElseAction : action—program—program—program
| Parallel : program—program—>program.

Inductive agent : Set :=
Message : message—agent
| Program : program—ragent
| AParallel : agent—agent—agent.

! The two congruence relations are provably equal, but we do not provide the formal
proof neither here nor in Coq.
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Inductive label : Set :=
Tau : label
LIn : message—label

|
| LRead : message—label
| LOut : message—label
| LNot : message—label.
(* A step in the ORDERED semantics. *)
Inductive OStep : agent—label—agent—Prop :=
SMessage :
Vm:message. (0Step (Message m) (LOut m) (Program Dead))
| SOut :
(* This is the transition that makes the semantics ORDERED *)
Vm:message.VP:program.
(0Step
(Program (Action (Out m) P))
Tau
(AParallel (Message m) (Program P)))

The formalization of the Linda Calculus can be found in the Linda.v file,
which is about 130 lines long.

5 The Encoding

We start by reviewing the encoding of RAMs into Linda Calculus agents given
in [1].

To model a RAM in the Linda Calculus we need both an encoding for the
configurations and one for the programs. The program counter in the configu-
ration (p,ci,...,cy,) is represented by the program counter tuple < p > while
the contents of registers r; is modeled by ¢; occurrences of the tuple < r; > (for
l=1...n):

def
I(p,cry..,en)| =<p>|<rm>|... | <m>|. <> <r>

c1 times ¢, times

To model the program R composed of the sequence of instructions ¢ . . . ¢, we
consider the parallel composition of m agents, each one modeling an instruction:

IR] C il i

JSucc(r;)[’ ef lin(p;).out(r;).out(pit1)
|DecJump(r;, s)| 2o lin(p;).inp(r;)?out(pit1)-out(ps)

Each RAM instruction is realized by means of three internal steps: the first one
(Yin(p;)) consumes the program counter; the second update/tests the contents of
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the register; the third one introduces the new program counter. The instruction
is never consumed because of the replication operator.

Finally, the agent modeling the program R that starts its computation from
the configuration (1,c¢1,...,¢,) is [R]|[(1,c1,. .., ¢n)]-

The part of [1] that describes the encoding ends with the following theorem:

Theorem 1. Let R be a RAM program, then:

— Soundness: if [R]|[(p,c1, ..., cn)] —2 Q then there exists a unique config-
uration (p', ¢y ..., cl) such that:
Q=R c,...,c)] and (p,c1,...,cn) —r P, ¢, ..., ch)
— Completeness: if (p,c1,...,¢n) —r (P, ¢), ..., c) then also

IR)[(p,c1,- - en)] —2 [RING ¢ )

Proof. By cases on the possible instructions that can be activated. In the proof
of soundness we use the fact that the program counter tuple < p; > in the
term |R]|](pi,c1,--.,cn)| ensures that only the agent corresponding to the i‘h
instruction can move. n

Note in the soundness statement the usage of the equality = between agents.
That equality should be intended up to the undefined structural congruence rule.

5.1 The Encoding in Coq

As already suggested in Sect. Bl we decide to encode both register indexes (i.e.
numbers in the interval [0...n)) and program counter values (i.e. unbounded
integers) as natural numbers: a register index ¢ is mapped to ¢; a program counter
value p is mapped to n + p.

The encoding relation || is straightforwardly formalized in Coq as a set of
(recursive) definitions. As an example, we show here only the two functions that
map the RAM registers into the corresponding agent:

Fixpoint agent_of register [r: register ; v:nat] : agent :=
Cases v of

0 = (Program Dead)
| (S n) = (AParallel (Message r) (agent_of register r n))
end.

Fixpoint agent_of registers [f:register—nat ; n:nat] : agent :=
Cases n of
0 = (Program Dead)

| (8 m) =

(AParallel

(agent_of register m (f m))

(agent_of registers f m))
end.
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Technical induction/recursion principles in the spirit of [7] are sometimes
provided to reason on the recursive definitions. Example:

Theorem agent_of registers_ind :
Vf: (register—nat) .Vregisters no:nat.VP: agent—Prop.
(P (Program Dead))—
(Vr:nat.
(r<registers.mo)—
(P (agent_of registers f r))—
(P (AParallel
(agent_of register r (f r)) (agent_of registers f r))))—
(P (agent_of registers f registersno)).

The functions that define the encoding can be found in the file
RAMs_to_Linda.v, which is only 84 lines long.

We are now left with the formalization of the soundness and completeness
statements and their proof.

5.2 The Soundness Proof in Coq

Coq is based on a constructive logic and allows automatic code extraction from
constructive proofs. In particular, since we decide to stick ourselves to construc-
tive rules only, we can try to automatically obtain code for:

— Mapping RAMs into Linda agents.

— Recognizing Linda agents that are encoding of a RAM.
— Mapping Linda agents to the RAMs they encode.
Executing RAMs and Linda agents.

Of course, as we will see later, the price to pay is not neglectable.

Before addressing soundness, we need to characterize Linda agents that are
encodings of RAMs. Let’s fix two positive integer numbers N and M. A Linda
agent is the encoding of a RAM with N available registers and whose program
has length M iff:

— the agent is made of parallel compositions of messages < m > (representing
either registers or program counters), dead processes 0 and processes which
are images of a Succ or a DecJump instruction (i.e. have either the shape
lin(py).out(r).out(ps) or the shape lin(py1).7inp(r).out(ps)-out(ps) where r €
[0, M) and p; > M for each i

— there is exactly one message < m > such that m > N (which is the encoding
of the PCm — N)

— for every m € [M,..., M + N) there is exactly one sub-process which is the
image of an instruction and that is guarded by lin(m). The process is the
encoding of the (m — M)-th instruction

— for every m > M + N there is no sub-process which is the image of an
instruction and that is guarded by lin(m)
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Formally, we define in Coq the following (decidable) inductive predicates in Prop:

Inductive is_RAM_instruction [registersno : nat ; pc : nat]

program—Prop
Inductive is_RAM_image no_pc [registersmo : nat] : agent—Prop
Inductive is_RAM_image pc [registersno : nat] : agent—Prop

Inductive instruction does not_occur [registers no:nat; n:nat]
agent—Prop

Inductive instruction_occurs_once [registers no:nat ; n:nat]
agent—Prop

Inductive is_RAM_image
[registersno : nat ; program length : nat ; P:agent] : Prop

Build_is_RAM_image:
(is_RAM_image_pc registersmno P)—
(Vn:nat. (n<program_length)—
(instruction_occurs_once registersmo (plus registersno n) P))—
(Vn:nat. (n>program_length) —
(instruction_does not_occur registers_no (plus registersno n) P))—
(is_RAM image registers no program length P).

Note that several of these predicates are used to characterize only sub-
processes of RAM images: for example is_RAM_image no_pc is satisfied by RAM
image fragments where all the messages are in the [0,n) interval (i.e. are regis-
ters).

We also need to provide some more predicates to identify the transient states
that are assumed by the Linda agent during the two intermediate steps of the
—3 transition:

Inductive is_RAM_image_succ [registers no:nat ; r:register ; pc:nat]:
agent—Prop

Inductive is_RAM_image_decjump
[registersmo:nat ; r:register ; pc’:nat ; pc:nat] : agent—Prop
Inductive is_RAM_image out pc [registers no:nat ; pc:nat]

agent—Prop

Inductive instruction_does not_occur2 [registers no:nat; n:nat]
agent—Prop

Inductive instruction_does not_occur3 [registersmno:nat; n:nat]
agent—Prop
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The first predicate is used to check that no PC message appears in the agent
and that the “body” of the Succ instruction does (i.e. there is exactly one sub-
process out(r).out(pc)); the second predicate does the same for the DecJump
instruction; the third predicate checks that no PC message appears in the agent
and that there is exactly one sub-process out(pc); the last two predicates are
almost equivalent to the instruction_does not_occur predicate, but are used
to state that no instruction guarded by !in(n) is present in agents satisfying
respectively the is RAM_image_succ/is_RAM_image_decjump predicates or the
is_RAM_image_out_pc predicate.

Since all the preceding predicates are given in Pro, the Coq system is able
to automatically generate only the corresponding induction and inversion prin-
ciples over Prop (i.e. those where the property P to prove is not computationally
relevant and lives in Prop). Nevertheless, since all of them are decidable, it is
possible to manually define also the corresponding recursion principles (which
are extremely useful when proving constructive existential quantifications). In
particular, for each inductive predicate we prove a subset of the following lem-
mas:

1. The decidability proof

2. The corresponding recursion principles (which are proved by induction on the
object of the property and using its decidability lemma and the decidability
property of all the other properties used in the type of the constructors)

. An inversion principle in Set (i.e. over computational properties)

4. A dependent version of the induction principle

w

The defined induction/recursion principles can be easily exploited to prove
by induction static properties of RAM images. For example, we use them to
prove that no agent satisfies both is_RAM_image no_pc and is_RAM_image_pc.

The predicate is_RAM_image_pc is particularly important, since it guarantees
the existence of just one program counter message in the agent. Later on we
will have to prove that an agent satisfying this predicate can make a 7 move
unless the corresponding RAM is stuck. The 7 move will be obtained when
the program counter message will be consumed by the program that encodes
the corresponding instruction, i.e. the program counter message will perform a

P . . P .
— move and the instruction program a — move where p is the value of the
program counter message. To be able to give a constructive proof of this fact,
we need to provide a computable function (in Set) that, given a process that
satisfies is_RAM_image _pc, gives back its program counter:

2 Prop is the sort of all the types whose terms have no computational content; subterms
of sort Prop are removed during code extraction. The propositions whose type is Prop
can also be proved classically without interfering with the extraction machinery. Set,
instead, is the sort of the types whose terms have computational content; subterms
of sort Set are kept during code extraction. Thus any subterm of sort Set can not
perform any elimination step over a term of sort Prop, since that term will not be
available in the extracted code.
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Definition pc_of RAM_image_pc :
Ilregisters no:nat. [IP:agent.
(is_RAM_image _pc registersmno P) — message.

The definition must be given carefully to ensure its proof-irrelevance in the third
argument:

Lemma pc_of RAM_image_pc_proof_irrelevant :
Vregisters no:nat. VP:agent.
VPO,P1: (is_RAM_image pc registersmno P).
(pc_of RAM_image_pc registersmo P P0O) =
(pc_of RAM_image_pc registersno P P1).

We must also prove several technical lemmas ensuring that the definition is
compositional, i.e. that the value of the program counter of an agent which is a
parallel composition is the same value computed on the branch which actually
holds the program counter. E.g.:

Lemma pc_of_AParallel_equal pcl :
Vregisters_no:nat. VP,Q:agent.
VHPQ: (is_RAM_image pc registers_no (AParallel P Q)).
VHP: (is_RAM_image_pc registers.mno P).
(pc_of RAM_image pc 7 7 HPQ) = (pc_of RAM_image pc 7 7 HP).

Once we have characterized all the possible states a RAM image can assume,
we need to start describing the dynamic properties of the system. In particular,
for every possible label and for every possible RAM image state, we need to
study which are the possible moves and their outcome. As an example, we show
here a very small subset of the main lemmas we need to prov:

an agent P that satisfies is_RAM_image no_pc

1. does not perform any —= move

a
. does not perform any — move
a . . .
. can perform a — move only if a is a program counter (i.e. a > n)

2
3
4. can perform a —— move only if a is a register (i.e. a < n)
5

. if P -2 P’ then P’ satisfies is_RAM_image_no_pc

an agent P that satisfies is_RAM_image_pc

—a,
1. does not perform any — move
a
does not perform any — move
can perform a — move only if a is a program counter (i.e. a >n)

« P25 P’ where p is the PC computed by pc_of RAM image pc
if P % P’ then P’ satisfies is_RAM_image_no_pc

S gv R wN

the —— move is deterministic both in @ and in the produced agent

3 The lemmas marked with a % are the one with a computational content.
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an agent P that satisfies instruction_does not_occur

1. can not perform a — move on the instruction that does not occur

an agent P that satisfies instruction_occurs_once

1. * performs a —s move on the instruction guarded by lin(r) that occurs
just once
2. the - move is deterministic

an agent P that satisfies is_RAM_decjump

1. does not perform any — move
2. can perform a —% move only if a is a program counter (i.e. @ > n) or if
a is the register to be decremented

3. can perform a —— move only if a is a register (ie. a <n)

Proving all these statements without any form of automation turned out to be
extremely annoying, since for each proof we need to consider many cases, most
of them absurd. Moreover many of the proofs are very similar, since (1) the
different predicates just state slightly different properties over similar classes
of processes and (2) many cases are due to Linda process constructors or to
Linda transitions that are symmetric cases of already considered situations. For
example, let’s consider a typical proof fragment:

Proof. Given two agents @ and @’ such that is_RAM_image_ pc(Q) and Q — Q’,
we need to prove a certain property P(Q). We proceed by induction on the proof
of the hypothesis is RAM_image _pc(Q). The two inductive cases are symmetric.
The first one is:

Case AParallell: let Q1,2 be two agents such that is_RAM_image_pc(Q1),
is_RAM_image no_pc(Q2) and Q1|Q2 —— Q. We need to prove P(Q). We
proceed by cases on the definition of —. Four out of six cases are absurd:
Case Tau-Right: Q; —— Q). Absurd because every process P such that

is_RAM_image no_pc(P) is stuck.

Case In-Out: Q; —— Q) and Q2 — Q). Absurd since r < n (because Q-
has no program counter) and r > n since (7 is a RAM image and the
only sub-processes that starts with an rd(_) guard are the instructions
which expect to read a program counter message.

Case Read-Out: Q; — Q) and Q2 —— Q). Absurd since a RAM image

can not move with a — move.
Case Out-Read: Dual of the previous case.

There are several alternative ways to reduce the size of the proofs and the
time spent to develop them:

— Register all the lemmas in the database used by the Auto tactic of Coq to
try to automatically prove the theorems.
— Develop ad-hoc tactics able to prune out all the typical absurd cases.
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— Develop a whole library of elimination principles used to reason on the dy-
namic properties of processes.

The first solution is not very effective and leads to very poor performances
during the proof-searching/compilation phase. In fact, just expanding the few
Auto tactics we were using to the script they were producing, we cut down
the overall compilation time from 2m30s to less than 2m. Moreover, as for the
second solution, only the size of the script is reduced, and not the size of the gen-
erated proof-object (lambda-term). Big proof-objects make type-checking slow,
are unmanageable when exported to libraries of mathematical knowledge [R], are
difficult to data-mine and to render [9]. Moreover, ad-hoc tactics are a form of
implicit knowledge that can not be easily shared with other proof assistants, nor
presented to the users.

The third solution is the one we tried to pursue@. The idea is to introduce
one elimination principle & la McBride [4] for each combination of moves and
preconditions on the agents that perform the move. In appendix [A] we show the
thesis of the elimination principle over the dynamic behavior of a process P such
that is RAM_image pc(P), instruction occurs_once,.(P) and P — P’. The
elimination principle can be exploited to enormously reduce the size of both the
scripts and the proof-objects of, for example, proof of reduction invariants.

A typical case of a statement whose proof is a simple application of one of
these elimination principleﬁﬁ is:

Lemma is_RAM_image_decjump_Tau message multiplicity_eq:
Vregisters no:nat. Vr,m:register. Vpc,pc’:nat. VP,P’:agent.
r#m—
(is_RAM_image_decjump registersmno r pc’ pc P)—
(0Step P Tau P’)—
(message multiplicity m P)=(messagemultiplicity m P’).

Once that we have characterized all the possible transitions that RAM images
are subject to in each of their states, we can state the completeness axiom and
put our attention on the soundness proofs:

Axiom RAMs_to_Linda_completeness:
(r:RAM ; c,c’:configuration)
(RAMs.step r ¢ c’)—
(step3
(agent_of RAM_and_configuration r c)
(agent_of RAM and configuration r c’)).

4 S0 far only a few elimination principles have been introduced. We plan to give all
the needed principles and re-prove all the theorems using them.

5 The one describing the dynamic behavior of RAM images where a DecJump instruc-
tion is under execution.
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Theorem RAMs_to_Linda_soundness:
Vr:RAM. Vc:configuration. VP’:agent.
VH: (step3 (agent_of RAM_and configuration r c) P’).
(Xc’:configuration |
(XHO: (RAMs.step r ¢ c’)
let Hc be (agent_of RAM_ and configuration is RAM_image r c) in
let Hc’ be (is_RAM_image_step3_is_RAM_ image 7 7 7 7 Hc H) in
let Hc’’ be (agent_of RAM_and _configuration_is RAM_image r c’) in
(RAM_image_equivalence’ 7 7 P’
(agent_of RAM_and_configuration r c’) Hc’ Hc’’))).

Note that, to state the soundness theorem, we need to provide another set
of lemmas that grants that

— the encoding of a RAM satisfies the predicate is_RAM_image (Lemma
agent_of RAM_and_configuration_is RAM_image). The proof is quite
straightforward.

— after three steps a RAM image becomes again a RAM image (Lemma
is RAM image step3_is_RAM image). The proof is very complex and relies
on all the previous lemmas.

Many of the difficulties met in the second proof derive from the combination of
dependent types (used all over the theory) with proof-irrelevant definitions (the
function to extract the program counter from a RAM image). In particular we
were forced to introduce the following axiondd.

Axiom pc_of RAM_image_pc_dependent_proof_irrelevant:
Vregisters no:nat. VP,P’:agent.
VH: (is_RAM_image pc registersmo P).
VH’: (is_RAM_image_pc registersno P’).
P=P’—
(pc_of RAM_image _pc registersmno P H) =
(pc-of RAM_image_pc registersmno P’ H’).

Notice that both the compleness axiom and the axiom we have just intro-
duced are non-informative (i.e. they are of sort Prop). As a consequence, they do
not inhibit code extraction, even if inconsistent axioms can destroy the strong
normalization property of the extracted code. Indeed, Coq 7.2 successfully ex-
tracts code from all the modules that make up our development.

The proof of the soundness theorem is obtained by the completeness axiom
and by two further lemmas which state that:

% The axiom is surely related to the axiom used to derive Leibniz equality from John-
Major equality [4]. As a future work, it should be possible to show the consistency
of our axiom by adapting one of the modes that validates the John-Major equality
axiom.
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1. A RAM is stuck iff its RAM image is:
2. The —3 relation is deterministic up to the congruence induced by the
equality on RAMs:

Theorem step3_almost_deterministic:
Vregisters_no:nat. Vprogram length:nat. VP,P’,P’’:agent.
(is_RAM_image registers_no program length P)—
(step3 P P’)—(step3 P P’’)—
VH: (is_RAM_image registers no program_length P’).
VH’: (is_RAM_image registers_no program_length P’’).
(RAM_image_equivalence’ registers_no program length P’ P’’ H H’).

The two lemmas are proved combining all the previously proved lemmas.
A key observation to prove the second lemma is that the transition relation of
RAM images is almost deterministic: the only situation where more than one
transition is possible is the execution of the DecJump(r, s) instruction, that can
remove from the tuple space any instance of the < r > message in case the value
of the register r (in the corresponding RAM) is greater than 1.

Once the lemmas have been proved, the proof becomes almost straightfor-
ward. Informally, if the agent that encodes the RAM r and the configuraiont ¢
can move in a new agent P’, than the couple (r,¢) must move in a new state
(r,c') (because of the first lemmas); the completeness property grants that the
image P of (r,c) moves into a new agent P”; since the second lemma states
that the reduction —3 is deterministic (up to the congruence induced by the
equality on RAMs), we must conclude that P’ = P”, ending the proof.

All the lemmas and proof can be found into the two files
RAMs_to_ Linda_proofs.v and RAMs_to_Linda_proofsl.v, which are currently
about 8700 lines long and require some minutes to be compiled.

6 Conclusions

In this paper we present the formalizations in Coq of both Random Access Ma-
chines (RAMs) and a Turing complete version of a process algebra built around
the Linda coordination primitives. We also give an encoding of RAMs into the
process algebra and a constructive proof of the soundness of the encoding.

The formalizations of the two calculi as well as the formalization of the en-
coding are almost straightforward. The soundness proof, instead, turned out to
be extremely long and complex. The deep reasons of the complexity of some
parts of the proof can be traced back to the constructive nature of the proof and
the heavy usage of functions having both a computational content and proof-
irrelevant arguments (i.e. functions of the form Iz : A.(P x) — B : Set). More
concretely, though, the proof required so much work because of lack of automa-
tion in the Coq system: in particular Coq provides only a very limited support
for the generation of inversion/induction principles over decidable predicates and
no automation at all for the handling of “similar” or “symmetric” cases.
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Finally, we strongly believe that both the size of the proof script and of the
proof-objects can be highly reduced introducing many more elimination and in-
version principles to characterize the dynamic behavior of the processes. The
generation of these principles, though, should be automatized, since even guess-
ing their precise statement is a non-trivial task.

The difficulties we have met and the solutions proposed seem to be unrelated
from the particular proof we are examining. Thus further work could be spent
in trying to generalize the technique and apply it to other proofs about the
mutual encoding of formalisms. Automatizing part of the proofs would be very
promising. As a matter of facts, though, it is evident that without any additional
automation, the Coq system is not very effective in dealing with this kind of
proofs: even for relatively trivial facts, the time spent in the development of the
boring details of a constructive and fully formalized proof largely overcomes the
time required by the interesting steps.

In the next few months we are going to finish the whole development giving
also the completeness proof and extracting the code to read-back a RAM from
its Linda encoding.

A long term goal would be to define inside the RAM formalism its own
interpreter and then proving the undecidability of the halting problem. This
would really pave the way to far more interesting results, as the proof that the
two versions of the Linda Calculus (with Ordered and Unordered Semantics) are
not equivalent.
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A One Example of Elimination Principle Characterizing
a Dynamic Behaviour

Lemma is_RAM_image_pc_instruction_occurs_once_Tau_ind:
Vregisters_no:nat. VP:(agent—agent—Prop).
(VPO,P’,Q:agent.
VH: (is_RAM_image_pc registers_no PO).
(is_RAM_image no_pc registers_no Q)—
let pc be (pc_of RAM image pc ? 7 H) in
(* This hypothesis can be strengthened *)
(instruction_occurs_once registersno pc (AParallel PO Q))—
(P PO P’)— (P (AParallel PO Q) (AParallel P’ Q)))—
(VP0,Q,Q’ :agent.
(is_RAM_image no_pc registers_no P0)—
(is_RAM_image_pc registersmno Q)—
let pc be (pc_of RAM_image pc 7 7 H) in
(* This hypothesis can be strengthened *)
(instruction_occurs_once registersmno pc (AParallel PO Q))—
(P Q Q°)— (P (AParallel PO Q) (AParallel PO Q’))—
(VPO,P’,Q,Q’ :agent. Vr:register.
VH: (is_RAM_image_pc registers_no PO).
(is_RAM_image no_pc registers.no Q)—
let pc be (pc_of RAM image pc 7 7 H) in
(* This hypothesis can be strengthened *)
(instruction_occurs_once registersmno pc (AParallel PO Q))—
(0Step PO (LOut r) P’)—
(0Step Q (LIn ) Q’)—
(P (AParallel PO Q) (AParallel P’ Q’)))—
(VPO,P’,Q,Q’ :agent. Vr:register.
(is_RAM_image no_pc registers_no P0)—
VH: (is_RAM_image _pc registers_no Q).
let pc be (pc_of RAM_image pc 7 7 H) in
(* This hypothesis can be strengthened *)
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(instruction_occurs_once registers no pc (AParallel PO Q))—
(0Step PO (LIn r) P’)—
(0Step Q (LOut r) Q’)—
(P (AParallel PO Q) (AParallel P’ Q’)))—
Va,a’:agent.
VH: (is_RAM_image_pc registersmo a).
let pc be (pc_of RAM image pc 7 7 H) in
(instruction_occurs_once registers.no pc a)—
(0Step a Tau a’)—
(P aa’).
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Abstract. Many reactive systems are actually Stochastic Processes. Au-
tomatic analysis of such systems is usually very difficult thus typically
one simplifies the analysis task by using simulation or by working on a
simplified model (e.g. a Markov Chain).

We present a Finite Horizon Probabilistic Model Checking approach
which essentially can handle the same class of stochastic processes of
a typical simulator. This yields easy modeling of the system to be anal-
ysed together with formal verification capabilities. Our approach is based
on a suitable disk based extension of the Mury verifier.

Moreover we present experimental results showing effectiveness of our
approach.

1 Introduction

Correctness of digital hardware, embedded software and protocols can often
be verified with Model Checking techniques [BIOIT4/T3|[I8I26] by modeling such
systems as Nondeterministic Finite State Systems (NFSS).

However, there are many reactive systems that exhibit uncertainty in their
behavior, i.e. which are stochastic systems. Examples of such systems are: fault
tolerant systems, randomized distributed protocols and communication proto-
cols. Typically stochastic systems cannot be conveniently modeled using NFSS.
However they can often be modeled as Stochastic Processes [19].

Unfortunately, automatic analysis of stochastic processes is quite hard, apart
from some noticeable special classes of stochastic processes. For this reason typ-
ically approximated approaches are used. Namely: simulation or model approxi-
mation. Simulation carries out an approximate analysis on the given stochastic
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process. Model approzimation carries out an exact analysis on a simplified (ap-
proximated) model of the given stochastic process. For example, Markov Chains
[BITT] can be used to approximate a given stochastic process.

Automatic analysis of Markov Chains can be effectively performed by using
Probabilistic Model Checkers [28J61T7[23/T2125]4[7IR2ITH/27].

Probabilistic Model Checkers have been developed also for some particular
class of Stochastic Processes [10], namely those in which the probability of an
outgoing transition from state s is a function of the sojourn time in state s
(semi-Markov Processes).

Stochastic Simulators [19] typically can handle fairly general stochastic sys-
tems. However, from a simulator we can only get information about the average
behavior of the system at hand, whereas from a model checker we also get infor-
mation about low probability events.

In this paper we focus on Discrete Time Stochastic Processes (SP). Our goal
is to compute the probability that a given SP reaches an error state in at most
k steps starting from a given initial state (Finite Horizon Verification).

We will present an approach and a tool to carry out Finite Horizon Verifi-
cation of a class of SP that is essentially as large as the class of SP that can be
handled by many simulators (e.g. [27I19]). To the best of our knowledge, this is
the first time that such an approach is presented. Our results can be summarized
as follows.

1. We present (Section[d) Probabilistic Rule Based Transition Systems(PRBTS)
and show (Section H) how PRBTS can be used to model a fairly large class
of Finite State SP (Discrete Time Stochastic Processes). By using finite pre-
cision real numbers as in [21] (and as in any simulator) we can also handle
Discrete Time Hybrid Stochastic Processes, i.e. stochastic processes which
have continuous (i.e. finite precision real) as well as discrete state variables.

2. PRBTS can be used as a low level language to define stochastic systems. This
is useful to separate the task of designing high level languages for system
descriptions from the task of designing Verification Engines. As an example,
we show (Section[B]) how a high level Communicating Processes definition of
a stochastic system can be translated, in linear time, into a low level PRBTS
definition of the same system.

3. We show (Section [[) how FHP-Mury [22], a suitable disk based extension of
the Murgp verifier [I8], can be used for automatic Finite Horizon Verification
of PRBTS.

Indeed, using FHP-Mury, PRBTS can be used as a low level language to
define stochastic systems whereas FHP-Mury can be used as a low level
Verification Engine for Finite Horizon Verification of stochastic systems.

4. We show (Section[7]) effectiveness of our approach by presenting experimental
results on automatic analysis of two nontrivial stochastic systems using with
FHP-Mure.

Our experimental results show that FHP-Mury can handle more general
models than state-of-the-art Probabilistic Model Checkerslike PRISM [24/2]16]
or TwoTowers [27].
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On the other hand PRISM as well as TwoTowers can verify more general
properties (e.g. all PCTL [12] properties for PRISM) than FHP-Mury. In
fact FHP-Mure can only handle Finite Horizon Verification.

2 Basic Notation

We give some basic definitions on Finite State/Discrete Time General Stochastic
Processes. For more details on stochastic processes see, e.g., [20].

Definition 1.

1. A Finite State/Discrete Time Stochastic Process (shortened SP in the
following) is a triple X = (S, P, q) where S is a finite set (of states), ¢ € S
is the initial state, Seq(S) is the set of all finite sequences of elements of S,
and P : 8 x Seq(S) x S — [0,1] is a transition probability function, i.e. for
all s € S, e Seq(S), > s P(s,m,t) = 1. (We included the initial state g
in the SP definition to simplify our exposition.)

2. An execution sequence (or path) in the SP X = (S,P,q) is a nonempty
(finite or infinite) sequence m = Sgs152 ... where s; are states and

P(Si, SO .. -Si—1, Si+1) >0

for i =0,1,.... If 7 = s¢s182... we write w(k) for si, and we write 7|k
for the sequence sgs18s . ..Sk—1. Thelength of a finite path m = sgs1ss ... sk
is k (number of transitions), whereas the length of an infinite path is oo.
We denote with || the length of m. We denote with Path(X,s) the set of
infinite paths m in X s.t. w(0) = s. If X = (S, P,q) we write also Path(X)
for Path(X,q).

3. For s € S we denote with > (s) the smallest o-algebra on Path(X,s) which,
for any finite path p starting at s, contains the basic cylinders { m € Path(X, s)
| p is a prefix of ™ }. The probability measure Pr on > (s) is the unique
measure with Pr{ m € Path(X,s) | pis a prefiz of m } = P(p) = Hf;ol P(p(i),
pli, p(i+1)) = P(p(0), € p(1)) P(p(1), pl1, p(2)) - - - P(p(k—1), p[(k—1), p(k)),
where k = |p| and € is the emptly sequence.

We recall that a Markov Chain is a particular SP, such that the probability
transition function P (s, 7, t) actually does not depend on 7 (“lack of memory”)
and therefore reduces to a Stochastic Matriz (see [3]).

Given a SP, we want to compute the probability that a path of length k
starting from the initial state ¢ reaches a state s satisfying a given boolean
formula ¢.If ¢ models an error condition, this computation allows us to compute
the probability of reaching an error condition in at most k transitions.

Problem 1. Let X = (S,P,q) be a SP, k € N, and ¢ be a boolean function on S.
We want to compute: P(X, k,¢) = Pr((3i < k ¢(n(4))) | # € Path(X)). That is,
we want to compute the probability of reaching a state satisfying ¢ in at most
k steps in the SP X (starting from the initial state q).
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Problem [ can be very difficult both from a computational and from an
analytical point of view [HI6[7]. So, the first task is to single out a (large enough)
class of tractable SP. Moreover, we need to better specify the computational
model we want to use. We introduce this model in Section Bl Then, in Section @l
we will show how we intend to cope with our verification problem.

3 Probabilistic Rule Based Transition Systems

Definition 2. A Probabilistic Rule Based Transition System (PRBTS) S is a
3-tuple (S,Rules,q), where: S is a finite set (of states), ¢ € S and Rules is a
finite set of pairs (p, f), with p being a function from S to [0,1] and f being a
function from S to S and Vs € S 37, 1 cRules P(s) = 1.

Definition 3. Let S = (S,Rules, q) be a PRBTS. An execution sequence in S
is a nonempty (finite or infinite) sequence m = so$152 ... where s; are states and
for every i = 0,1,... there exists a pair (p, f) € Rules, such that f(s;) = 8;11
and p(s;) > 0.

As expected, to a PRBTS we can univocally associate a Markov Chain. This
can be done as follows.

Definition 4. Let S = (S,Rules,q) be a PRBTS. The Markov Chain S™¢ =
(S, P, q) associated to S is defined as follows: P(s,t) :Z(phf)ERuleSSAt.f(s):t p(s)
(taking as 0 summation on an empty set).

Proposition 1. Let S = (S,Rules,q) be a PRBTS. Then, the Markov Chain
8™ associated to S is well defined.

4 From Stochastic Processes to PRBTS

As we discussed in Section [l we cannot hope to analyze all possible SP. So, we
restrict our analysis to SP such that their transition probabilities depend only
on some fixed characteristics of the process history. We formalize this as follows.

Definition 5. Let the SP X = (S,P,q) be given. We say that X has finite
character n iff there exists an equivalence relation R on Seq(S) of finite index n
(that is with n equivalence classes) such that for every w1, my € Seq(S)

if R(m,m2) then Vs, t € S. P(s,m1,t) = P(s,ma,t)

Now we show that to a finite character SP X we can associate a PRBTS S,
in such a way that the verification Problem [ for X’ can be reduced to that for

S.
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Proposition 2. Let the SP X = (S,P,q) be of finite character n w.r.t. an
equivalence relation R. Let moreover Qo,...,Qn—1 be an enumeration of the
equivalence classes of R. Then there exists a PRBTS S = (S1,Rules, q1), such
that:

1. S1 = S x n, where n denotes the set {0,...,n —1};
2. if m is any sequence in Path(X), such that m1 € Q; and m = 7s is in
Q;, where by s we denote the concatenation of s to the sequence m, and
P(s,m,t) >0, then

— there exists at least one pair (p, f) in Rules such that f((s,%)) = (¢,7)

and p((s,3)) > 0,

- Z(p,f)eRules s.t.f((s,i)):(t,j)p(s) =P(s,m,1);
q1 = (¢, 20), where q € Q;y;
Problem[ on X with respect to ¢ can be reduced to compute: P(S™, k, ¢1) =
Prgme((3i < k ¢1(w(i))) | 7w € Path(8™¢)) where Vj € n, ¢1((s,5)) = é(s),
that is P(X,k,$) = P(S™, k, ¢1).

Proof. (Sketch) It is easy to see that a PRBTS S, verifying the required condi-
tions, can be specified from X: simply insert in Rules a suitable pair (p, f) of
functions, for every transition P(s,7,t) > 0, taking into account to choose one
representative for each equivalence class. As an example, given P(s,7,t) > 0
with 7 € Q; and 7s € @, set f as the constant function on S; returning al-
ways (t,7), and set p as the function that returns P(s,,t) for input (s,4) and
0 otherwise. For the last point, observe that for every such S, the associated
Markov Chain 8™ gives rise to essentially the same probability measure of X’
on cylinders and therefore on every set. Indeed, given a path m € Path(8™¢) the
indexes in 7 give no information, since they are univocally determined by the
path 7 itself.

™ o

We stress that a PRBTS is always defined by a program of a suitable (e.g.
C-like) programming language. This allows us to specify functions (p, f) € Rules
inside the program as procedures. This makes their formulation parametric and
concise. On the basis of such considerations, we state the following claim:

Claim. A rule based (i.e. PRBTS oriented) approach to SP specification is in
many cases exponentially shorter than a Markov Chain based specification ap-
proach. By a Markov Chain based specification approach we mean any language
requiring in many cases an explicit (i.e. tabular) definition of the stochastic
matrix of the input Markov Chain.

In fact, by comparing the protocol LQS modeled in Section (with FHP-
Murep, so with PRBTS) with the model of the same protocol in PRISM (that it
is not included here, for space reasons: see [29]), we can see that the former is
much shorter than the latter, since it does not grow with the parameter ITEM_Q.

One may wonder whether this is only a problem of language expressiveness.
In a sense, this is not the case, since PRISM needs to store in memory the
complete Markov Chain stochastic matrix. On the opposite, FHP-Mury treats
the Markov Chain exactly with the transition rules given in the model and it
does not need to generate all the transition matrix.
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5 From Communicating Stochastic Processes to PRBTS

As an example of usage of PRBTS as a low level definition language for SP, in
this Section we show how the definition of an SP S specified by Communicating
Stochastic Processes can be translated into a suitable PRBTS.

Definition 6. A System of Communicating Stochastic Processes (SCSP) S is
a 4-tuple (n,S,q,R), where:

n is an integer (denoting the number of processes in our system);

S = S1X...X8, is the Cartesian product of finite sets (of states) S;, i =1,...,n;
qa=(q1,---,qn) €S;

R = (R1,...,Rn) is a n-tuple of sets R; i = 1,...,n s.t. R; is a finite set of
pairs (p, f) where p is a function from S to [0,1], f is a function from S to S;,
and Vi€ {1,...,n} Vs€S 3 g, p(s) =1

In the following we denote with boldface letters (e.g. x) elements of S = S x
...x S, and with z; the i-th component of x. We can define the transition relation
of a SCSP assuming that processes are scheduled with uniform probability (1/n
if we have n processes).

Definition 7. Let § = (n,5,9,R) be a SCSP. The Markov Chain S™°¢ =
(S,P,q) associated to S is defined as follows:

= 1
P(S’t) = Z'ZL:;L Z(p,f)E'Ri St (81504,8i—1,F(8),8i41,5...,8n)=t (ﬁ ’ p(S))
(taking as 0 summations on empty sets).

Essentially PRBTS are (probabilistic) shared variable concurrent programs.
Thus it is not surprising [I] that a SCSP can be transformed into a PRBTS
using a suitable uniform probability scheduler. The following definition shows
how this can be done (e.g. along the lines in PRISM [24]).

Definition 8. LetS = (n,S,q,R) be a SCSP. We denote with I'(S) the PRBTS
(S,q,Rules) defined as follows: Rules = UZT U, per, {(Ax.(+ - p(x)), f)}

The following proposition follows immediately from the construction in Def-
inition [§.

Proposition 3. Let S be a SCSP. Then §™¢ = I'(S)™¢

Remark 1. Note that the PRBTS transformation of a SCSP is not limited to
the case in which the processes are scheduled with a uniform probability. In
fact, it is sufficient to modify Definition [§ in this way: Rules = U=} U, rer,
{(Ax.(s(%) - p(x)), f)}, where s is a function from {1,...,n} to [0, 1] denoting the
scheduling probability of the process i € {1,...,n} (obviously, s must be such

that >, s(i) = 1).
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6 Defining Probabilistic Systems with the Mury Verifier

We want to extend the input language of the Mury verifier to allow definition
of SP using PRBTS. Since Mury input language defines NFSS, our main mod-
ification to Mury input language consists of adding transition probabilities to
transition rules.

In this Section we show how we modified Muryp input language to achieve the
above goal thus defining FHP-Muryp input language. The length of FHP-Murp
finite horizon is passed on the command line to FHP-Mure.

6.1 FHP-Mury Input Language

We modify Mury input language in the following parts: 1. We add a probability
specification to each start state; 2. We change the semantics of rules; 3. We only
allow one invariant to which we add a probability bound.

To handle Discrete Time Hybrid Stochastic Processes it is useful to have
state variables ranging on real numbers. For this reason in the following we
will consider the Mury version enhanced with finite precision real numbers, as
described in [21].

To add probabilities in definitions of startstates, we modify the startstate
nonterminal production of the Murg language grammar (Chapter 7 of the doc-
umentation [I§]) as follows: <startstate> ::=
startstate [<string>] [<realexpr>] [{<decl>} begin] [<stmts>] end
where the expression realexpr must evaluate to a real number in [0, 1], and de-
faults to 1 when it is not specified. If we are given h startstates with probabilities
P1s- .., P, then Zle p; has to be 1, or FHP-Murp will return an error.

To add probabilities on rules, we modify the semantics of the simplerule
nonterminal production of the Mury language grammar (Chapter 7 of the docu-
mentation [I8]) as follows. The original production, without priority and fairness
(not modified in our work), was
<simplerule> ::= rule [ <expr> ] ==> [ <decl> begin ] [ stmts ] end.

In FHP-Mury, we simply require the expression after the keyword rule (i.e.
expr) to be a real expression valued in [0, 1], instead of a boolean as it is for
Mury. FHP-Mury does not allow simultaneous use of both boolean and proba-
bility based rules.

The above modification to <simplerule> has a deep impact on Murp se-
mantics. In fact, with boolean rules, each state has a set of enabled transitions,
leading to other states; the activation of a rule only depends on its condition
being true or false. In our probabilistic setting, each Mury rule defines a pair
(p, f) of the PRBTS being defined.

Finally, we modify the invariant nonterminal production of the Mury lan-
guage grammar (Chapter 7 of the documentation [I8]) as follows:
<invariant> ::= invariant [ <string> ] <realexpr> <booleanexpr>
where <realexpr> has to be a real valued expression in [0,1], while
<booleanexpr> has to be a boolean valued expression.
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type real_type : real(4, 10);
var x : real_type;

startstate "init" begin x := 1.0; end;
rule "reset" (x = 0.07 1.0 : 0.0) ==> begin x := 1.0; end;

rule "beetwen O and x" (x > 0.0? x : 0.0) ==> begin x := x/10; end;
rule "beetwen x and 1" (x > 0.0? 1.0 - x : 0.0) ==> begin x := (1.0 + x)/2.0; end;

invariant "never reaches 0.0" 0.0 (x != 0.0)

Fig. 1. An example of FHP-Mury input file

In FHP-Mury the invariant statement invariant p ~ requires that with
probability at least p the following holds: “all states reachable in at most k steps
from an initial state satisfy v (k is FHP-Murp horizon).

This is equivalent to say that the probability of reaching in at most k& steps
from an initial state a state not satisfying ~ is less than (1 — p).

6.2 A Toy Example

Consider the SP S defined as follows. Initially S is in state 1. If S is in a state
z > 0, then with probability z & moves to state x/10, and with probability
(1 —x) S moves to state (1 + x)/2. If S is in state 0 then S deterministically
moves to state 1. In Fig. [l we give the FHP-Mury definition for S.

The FHP-Mury invariant in Fig. [ requires that, with probability at least
0.0 (i.e. always), in all the states, that are reachable in at most k transitions
(horizon), x # 0 holds. That is, the probability that we reach, within horizon k,
state 0, is less than 0. That is, state 0 is not reachable in S.

From definition of S should be quite clear that indeed state 0 is not a reach-
able state for S. However, since we are using finite precision real numbers, state
0 may be reached because of numerical approximations.

In Fig. M since the precision of 2 is 10~ (with this precision, we have 10710 =
0), we will reach the state 0 if the horizon is a k£ > 10. For example, if k = 10,
then the probability to reach state 0 is 10745,

7 Two Protocols in FHP-Murg

In this Section we show how FHP-Mury (Finite Horizon Probabilistic Mury)
[22], a suitable disk based extension of the Murp verifier [18], can be used for
automatic Finite Horizon Verification of PRBTS.

More specifically, we give two examples of our approach describing the be-
havior of two different queueing systems, showing their implementation in FHP-
Murp and sketching why they are more naturally described in FHP-Mury than
in PRISM.

Both examples describe queue systems with a certain probability that an
element in the queue decides to leave its slot without having being served. This
results in an error state.
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7.1 A Length-Based Queue System

The first system models a “Length-Based” Queue System (LQS in the following),
and it has the dynamics described below. In a generic state s, the following moves
are allowed:

1. An enqueue operation. This operation is possible only if the queue is not
full;
2. A dequeue operation. This operation is possible only if the queue is not
empty;
. Each element in the queue can leave its slot (this results in an error state);
4. The system may remain in the same state s.

w

The probabilities of the preceding moves are as follows. Let n be the number
of queue slots. Suppose that, in state s, h operations are allowed. We have that
1 < h < 3+ n, since each of the at most n elements in the queue can go in an
error state. Then the probability of the first two moves (if they are allowed) is
%. The probability that a queue element ¢ enters an error state is 1_271 , Where
Jj is the number of elements preceding ¢ in the queue (i.e. the number of dequeue
operations that ¢ must wait for before it is its turn). This means that the more
elements preceding 4, the higher the probability that i leaves the queue. Finally,
the probability that no operation is performed is the complement to 1 of the
sum of the other defined probabilities.

The implementation of such a system in FHP-Mury is quite simple. The
queue is modeled with a circular array managed by two pointers, head and
tail. For each slot in the queue, we memorize if it is in a correct state or in an
error state (i.e. the element has left).

In Figure 2] we show the two main functions, prob_trans and make_trans,
and how they are called by the rule ¢‘main’’.

Function prob_trans returns the outgoing probabilities from the current
state s. The parameter i is needed to identify which of the moves allowed in
s is the one to be calculated. Note that the function 1_}‘;7] , where j is the num-
ber of elements preceding an element in the queue, is calculated by the function
prob_err.

Function make_trans changes state s so as to generate a next state. It uses
the parameter i in the same manner as prob_trans.

The ruleset in Figure[2 calls the rule ‘‘main’’ with the different values
for the variable i which are needed in functions prob_trans and make_trans.

Finally, the invariant to be checked states that the probability of the event
“for all states s that are reachable in a finite number of steps &, s is not an error
state” must be at least 0, where k is a parameter of the verification. Having set
the probability to be p > 0 (which is always true) forces FHP-Mury to always
reach the horizon k (if we had set it to be p > v, with 0 < v < 1, the visit would
have stopped when p had become less than ~).
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function prob_trans(i : trans_possib_type) : real_type; begin
tmp := 0; /* number of moves except enqueue and dequeue */
trans_possib := 1; /* total number of possible moves */
calc_trans_possib(trans_possib, tmp);
if (i >= trans_possib) then return 0.0;
/* i ranges on the max transitions number,
whilest they are not always all possible */
else
if (i < tmp) then return 1.0/trans_possib;
else if (i = trans_possib - 1) then return 1.0/trans_possib - sum_prob_prec();
else return prob_err(i - tmp)/trans_possib;
endif; endif; endif; end;

procedure make_trans(i : trans_possib_type); begin
/* the first part is the same as prob_trans */
tmp := 0; trans_possib := 1; calc_trans_possib(trans_possib, tmp);
if (i<trans_possib) then /* now, instead of giving probabilities, moves are done */
if (!queue_empty() & i = 0) then /* dequeue */
ql[head] := noerr;
if (head = ITEM_Q - 1) then head := 0;
else head := head + 1; endif;
else if (!queue_full() & (tmp =1 7 i =0 : i = 1)) then /* enqueue */

qltaill := noerr;
if (tail = ITEM_Q - 1) then tail := 0;
else tail := tail + 1; endif;
else if (i != trans_possib - 1) then /* gone away */
qli - tmp] := err;

endif; endif; endif; endif; end; /* if i = trans_possib - 1 no action is done */

ruleset i : trans_possib_type do /* general rule for the whole system */
rule "main" prob_trans(i) ==> begin make_trans(i); end; end;

invariant "queue ok" 0.0 forall i : queue_range do q[i] != err endforall);

Fig. 2. FHP-Murp implementation sketch for LQS

7.2 A Time-Based Server-Queue System

The second system models a “Time-Based” Server-Queue System (TSQS in the
following), and it has the sequent behavior. In a generic state s, there are two
different set of allowed moves. The first set just consists of the enqueue, the
dequeue, the server status change and the null operations, with uniform proba-
bility.

The server status is given by a counter ranging from 0 to MAX_COUNT_S, mod-
eling the time of service. If the server counter is 0, the server is free, then a
dequeue (on a nonempty queue) can be made. In this case, the server counter
is set to MAX_COUNT_S. If the server counter is greater than 0, then it is reset to
0 with probability proportional to the current server counter, and it is simply
decremented with a complementary probability.

This models the fact that the higher the time of service, the higher the
probability of returning free.

The second set of moves consists in updating a counter associated to each
element in the queue, modeling the time spent by the element in the queue.
When this counter reaches a given maximum value (MAX_COUNT_Q), we are in an
error state. The updating phase consist in n + 1 possible transitions, where n
is the number of elements currently in the queue: each of the element counters
can immediately reach MAX_COUNT_Q with probability directly proportional to
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function prob_trans(i : trans_possib) : real_type;
begin
num_trans_possib := 1; calc_trans_possib(trans_possib);
if (i >= num_trans_possib) then return 0.0;
else /* mod_glob distinguish the two set of moves */
if (mod_glob = 0) then
if (s > 0 & i < 2) then
if (i = 1) then return (s/MAX_COUNT_S)/(num_trans_possib - 1);
else return (1.0 - s/MAX_COUNT_S)/(num_trans_possib - 1);
endif;
else return 1.0/(s > 07 num_trans_possib - 1 : num_trans_possib);
endif;
else
if (i!=num_trans_possib-1) then return (q[slot(i)]/MAX_COUNT)/num_trans_possib;
else return 1.0/trans_possib - sum_prob_prec();
endif; endif; endif;
end;

procedure make_trans(i : trans_possib);
begin
num_trans_possib := 1; calc_trans_possib(trans_possib);
if (i < num_trans_possib) then
if (mod_glob = 0) then
if (s >0 & i <2) thens := (i =1?2s -1 : 0);
else if (!queue_empty() & s = 0 & i < 1) then
. . . /* dequeue operation */
s := MAX_COUNT_S;
else
if (!'queue_full()&(s>07i<3: (!queue_empty()?i<2:i<1))) then
. . /* enqueue operation */
endif; endif; endif;
else
if (i !'= num_trans_possib - 1) then
/* function slot(i) return the i-th element in the queue */
qlslot(i)] := MAX_COUNT;
endif;
for k : queue_range do
if (in_queue(k) & ql[k] != MAX_COUNT) then q[k] := qlk] + 1;
endif; endfor;
/* if i = trans_possib - 1 no action is done */
endif; endif;
mod_glob := (mod_glob + 1)%2; /* switch between the two set of moves */
end;

invariant "queue ok" 1.0
(forall i : queue_range do q[i] !'= MAX_COUNT endforall);

Fig. 3. FHP-Murp implementation sketch for TSQS

the current counter value, while all the other counters are simply incremented.
Moreover, the last possibility is that all counters are simply incremented.

This models the fact that the higher the time spent in queue, the higher the
probability to go away without being served.

Also the FHP-Mury implementation of TSQS is simple, and it is sketched
in Figure B The data structures are essentially the same as in LQS: the only
modification consists in maintaining a counter (and not a boolean) for each slot,
and in adding a counter to model the server. The structure of the code is the
same as in Figure 2l so we only give functions prob_trans and make_trans.

Note that both these protocols are more difficult to write in PRISM input
language. In fact, PRISM only allows constant probabilities to be defined on
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ITEM_Q|Horizon|Memory (disk)|Visited|Time| Probability
4 10 0 104 [3.900[0.2843699449
4 20 0 264 [6.450/0.6043041472
5 10 0 126 |3.930[0.3189541147
5 20 0 375 [6.790[0.6333385081

Fig. 4. Results for LQS on a INTEL Pentium IIT 750Mhz with 128MB of RAM. Mur¢p
options: -b (bit compression), -c (40 bit hash compaction), -m80 (use 80 MB of RAM).
Memory occupations are in MB, time is in seconds.

ITEM_Q|MAX_COUNT_Q|MAX_COUNT_S|Horizon|Memory (disk)| Visited Time Probability
5 3 3 10 0 114 13.090 | 0.595936214
5 3 3 20 0 518 20.850 [0.9432926435
10 20 20 30 0 705081 | 2243.830 [0.7360071576
10 20 20 40 139.810176 [20072051|65949.160| 0.885392219
>10 > 1 day

Fig.5. Results for TSCS on a INTEL Pentium III 750Mhz with 128MB of RAM.
Muryp options: -b (bit compression), -c (40 bit hash compaction), -m200 (use 200 MB
of RAM). Memory occupations are in MB, time is in seconds.

transitions. On the other hand, here we have that the transition probabilities
depends on the current state. Hence, to implement these protocols in PRISM, we
are forced to list the values of the parameters from which they depend (e.g., in
LQS, we have to list all the possible values representing the number of elements
preceding the current one, asking for each of them if it is the correct value [29]),
and then to tabulate, for each of them, the transition probability values. On the
opposite, in FHP-Mury we have been able to describe the transition probabilities
in a uniform way.

7.3 Experimental Results

In Figures @ and Bl we report the results obtained verifying, respectively, LQS
and TSCS with FHP-Murp. For each verification we report the values of the
parameters from which the protocol depends (i.e. ITEM_Q for LQS, indicating the
number of available slots in the queue, ITEM_Q, MAX_COUNT_Q and MAX_COUNT_S for
TSCS), the finite horizon of the verification, the memory (on disk), the visited
states, the time required by the verification and the final probability (of violating
the invariant). Observe that, in TSCS, we were able to cope with quite large
numbers of visited states. In fact, being the FHP-Murp verification algorithm
disk-based, almost any verification can be performed, if one waits for a suitable
amount of time. This is symbolized by the last row of Figure [l

8 Conclusions

We presented (Section[B]) Probabilistic Rule Based Transition Systems (PRBTS)
and showed (Section @) how PRBTS can be used to model a fairly large class of
Finite State Discrete Time Stochastic Processes as well as Discrete Time Hybrid
Stochastic Processes (by approximating reals with finite precision real numbers).
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PRBTS can be used as a low level language for Stochastic Verification En-
gines. As an example (Section B) we showed how a high level definition of a
stochastic system based on Systems of Communicating Stochastic Processes can
be translated into a PRBTS definition.

We showed (Section [M) how FHP-Mury [22], a suitable disk based extension
of the Mure verifier [I8] can be used for automatic Finite Horizon Verification
of PRBTS.

We showed (Section [) effectiveness of our approach by presenting experi-
mental results on automatic analysis with FHP-Mure of two nontrivial stochas-
tic systems. Our experimental results show that FHP-Murp can handle more
general models than state-of-the-art Probabilistic Model Checkers like PRISM
[2412]16] or TwoTowers [27]. On the other hand PRISM as well as TwoTowers
can verify more general properties (e.g. all PCTL [12] properties for PRISM)
than FHP-Mure.

Future works include extending our approach to more general properties
than Finite Horizon Verification, e.g. PCTL formulas with unbounded until.
Moreover, it would be interesting to compare our approach with the discounting
theory in [30]. In fact, this approach, where the future becomes less and less
relevant, seems to fit well with a finite horizon point of view.
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Abstract. Different approaches to time granularity have been proposed
in the database literature to formalize the notion of calendar, based on
algebraic, logical, and string-based formalisms. In this paper, we further
develop an alternative approach based on automata, originally proposed
in [4], which makes it possible to deal with infinite time granularities in
an effective (and efficient) way. In particular, such an approach provides
an effective solution to fundamental problems such as equivalence and
conversion of time granularities. We focus our attention on two kinds
of optimization problems for automaton-based representations, namely,
computing the smallest representation and computing the most tractable
representation, that is, the one on which crucial algorithms (e.g., granule
conversion algorithms) run fastest. We first introduce and compare these
two minimization problems; then, we give a polynomial time algorithm
that solves the latter.

1 Introduction

The notion of time granularity comes into play in a variety of problems involv-
ing time representation and management in database applications, including
temporal database design, temporal data conversion, temporal database inter-
operability, temporal constraint reasoning, data mining, and time management
in workflow systems. Different approaches to time granularity have been pro-
posed in the database literature, based on algebraic [L[9], logical [3], and string-
based [11] formalisms. We restrict our attention to the latter.

The string-based formalism eases access to and manipulation of data associ-
ated with different granularities, making it possible to solve some basic problems
about time granularities, such as the equivalence problem, in an effective way.
String-based algorithms, however, may potentially process every element (sym-
bol) of representations, independently from their redundancy, thus requiring a
large amount of computational time. This efficiency problem is dealt with by
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the automaton-based approach to time granularity, that revises and extends the
string-based one.

According to such an approach, granularities are viewed as strings generated
by a specific class of automata, called Simple Single-String Automata (Simple
SSA for short), thus making it possible to (re)use well-known results from au-
tomata theory. Simple SSA were originally proposed by Dal Lago and Montanari
to model infinite periodical granularities [4]. Furthermore, they showed that reg-
ularities of modeled granularities can be naturally expressed by extending Simple
SSA with counters (let us call SSA the resulting class of automata). This exten-
sion makes the structure of the automata more compact, and it allows one to
efficiently deal with those granularities which have a quasi-periodic structure.

In [5], we proved that SSA provide an efficient solution to the fundamental
problems of equivalence, namely, the problem of establishing whether two differ-
ent representations define the same granularity, and granule conversion, namely,
the problem of relating granules of a given granularity to those of another one.
To this end, we introduced a suitable variant of SSA, called Restricted Labeled
Single-String Automata (RLA for short), and we showed that these automata
are at least as expressive as the string-based formalism, better fitting for direct
algorithmic manipulation. As an example, granule conversion problems can be
solved in polynomial time with respect to the size of the involved RLA.

The algorithmic flavor of automaton-based representations of time granular-
ity suggests an alternative point of view on their role: RLA can be used not only
as a formalism for the direct specification of time granularities, but also as a
low-level formalism into which high-level time granularity specifications can be
mapped. From this point of view, the problem of reducing as much as possible
the complexity of basic algorithms becomes even more crucial. In [5], we defined
a suitable set of algorithms mapping expressions of Calendar Algebra (the high-
level formalism for modeling time granularities developed by Ning et al. in [9])
to equivalent RLA-based representations. In this paper, we focus our attention
on minimization problems for RLA.

There exist at least two possible notions of minimization. According to the
first one, minimizing means computing the smallest representation of a given
time granularity; according to the second one, minimizing means computing
the most tractable representation of a given granularity, that is, the one on
which crucial algorithms run fastest. The former kind of automaton-based rep-
resentation is called a size-optimal representation, while the latter is called a
complexity-optimal representation. These two criteria are clearly not equivalent,
since the smallest representation is not necessarily the most tractable one, and
vice versa. Furthermore we claim that both problems yield non-unique solutions.
In the following, we tackle the complexity-minimization problem by using dy-
namic programming: we state some closure properties of RLA with respect to
concatenation, iteration, and repetition of words, and we show how to compute
complexity-optimal automata from smaller (optimal) ones in a bottom-up fash-
ion. The resulting algorithm runs in polynomial time with respect to the size of
the string-based description of the involved granularity.
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The rest of the paper is organized as follows. In Section [, we give a defi-
nition of time granularity and we briefly describe the main features of Wijsen’s
string-based formalism, which represents regular granularities by means of (en-
codings of) ultimately periodic words. In Section Bl we focus our attention on
the automaton-based approach to time granularity. We define RLA and we state
some basic properties of them. In Section llwe briefly describe some polynomial
algorithms which can be used to efficiently solve the equivalence and granule con-
version problems for RLA-based representations of time granularies. In Section
Bl we introduce the size-minimization and complexity-minimization problems,
we point out important aspects about their solutions, and we give an intuitive
explanation of the computation of complexity-optimal automata. In Section [6]
we discuss the details of the proposed solution; in particular, we show how a
complexity-optimal automaton recognizing a given ultimately periodic word can
be effectively built up from a suitable representation of the repetitions of the
word. In Section[d we outline future research directions, with a special emphasis
on possible improvements on the proposed complexity-minimization algorithm
and on promising strategies to efficiently solve the size-minimization problem.
(Reference [6] is an extended version of this work, including all proof details.)

2 The String-Based Model of Time Granularities

Since in many applications different time granularities can be used to specify
the validity intervals of different facts [1], database systems need the ability
of properly relating granules belonging to different time granularities. Such an
ability presupposes the formalization of the notion of granularity. In this section,
we first give a formal definition of time granularity, which captures a reasonably
large class of temporal structures; then, we specialize such a definition in order
to allow a finite representation and an efficient manipulation of the associated
data.

Definition 1. Given a set T of temporal instants and a total order < on T, a
time granularity on the temporal domain (T, <) is a total function G : Z — 2T
such that, for every pair of integers x and y, x <y implies

Vi, € G(x). Vi, € Gy). ty <ty.

Each non-empty set G(x), with « € Z, is called a granule and each integer in the
set {x €Z : G(x) # 0} is called a label. Note that Definition [0 captures both
time granularities that cover the entire temporal domain, such as Day, Week, and
Month, and time granularities with gaps within and between granules, like, for
instance, BusinessDay, BusinessWeek, and BusinessMonth. Figure [[] depicts
some of these granularities.

In the following, we assume granularity labels to belong to the set Nt (as
a matter of fact, most applications assume the existence of a first granule). It
is immediate to see that the set of all functions satisfying Definition [Tl becomes
uncountable as soon as the underlying temporal domain becomes infinite. As
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0= AT [ I Iy Y I O e
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BusinessDay - | | | | | | I I I I I O I
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BusinessWeek - | | | | | | | J -
1 2 3 4
BusinessMonth - |

1

Fig. 1. Some examples of time granularities.

a consequence, it is not possible to deal with all of them by means of a fini-
tary formalism. However, the problem of mastering temporal structures for time
granularity can be tackled in an effective way by restricting to periodical granu-
larities. In [11], Wijsen shows that such granularities can be naturally expressed
in terms of ultimately periodic words over an alphabet of three symbols, namely,
W (filler), OJ (gap), and { (separator), which are respectively used to denote time
points covered by some granule, to denote time points not covered by any gran-
ule, and to delimit granules. In the following, we assume the reader to be familiar
with basic terminology and notation on finite and infinite strings [10]. In partic-
ular, we will often write a generic string u as u[1]u[2]u[3] ..., where u[i] denotes
the i-th element of the string, and we will use the notation uli, j] to denote the
substring ufiJufi+1] ... u[j] of u. Furthermore, given a finite set S, we will denote
by S the set S“ U S*, where S“ (respectively, S*) stands for the set of all and
only the infinite (respectively, finite) strings over S.

Definition 2. Given a word u € {0} containing infinitely many occur-
rences of non-separator symbols, we say that u represents G if, for every pair
of positive integers x and y, x € G(y) if and only if u[r + y — 1] = B and
u[l,x +y — 2] contains exactly y — 1 occurrences of 1.

As an example, the infinite word HEEEEOC; HEEEECN ., ... represents the
granularity BusinessWeek over the temporal domain of days.

In order to finitely model time granularities, Wijsen introduces the notion
of granspec. A granspec is an ordered pair (u,v) of finite strings such that
u,v € {M,0,1}* and v contains at least one occurrence of a non-separator sym-
bol. Strings v and v are respectively called the prefiz and the repeating pattern of
the ultimately periodic string u-v* representing the (periodical) time granularity.
For instance, the granularity BusinessWeek HEEEEI]; BNEEEI];... can
be encoded by the granspec (¢, HEEEECIN). Furthermore, to solve the equiv-
alence problem for (representations of) time granularities, Wijsen proposed a
suitable canonical form of granspecs, which turns out to be a sort of minimum
representation of periodical granularities. However, it is worth mentioning that,
whenever the granularity to be represented has a long period and/or a long
prefix, the granspec formalism produces lengthy canonical granspecs. As a con-
sequence, computations on time granularities represented by granspecs may take
a great deal of time. For example, if (u,v) is a granspec representing months of
the Gregorian Calendar in terms of days, we have that |u| + |v| > 146097. In
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the following section, we introduce the automaton-based approach, which yields
more succinct representations of time granularities.

3 From Strings to Automata

The idea of viewing granularities as ultimately periodic strings naturally con-
nects time granularity to the fields of formal languages and automata, because
any w-regular language is uniquely determined by its ultimately periodic words
[2]. The basic idea underlying the automaton-based approach to time granular-
ity is simple: we take an automaton M recognizing a single word v € {l, 0, }*
and we say that M represents granularity G if and only if u represents G. In
the following, we introduce Restricted Labeled Single-String Automata (RLA
for short), which differ from finite automata and Biichi automata as they accept
single words instead of sets of words. As a matter of fact, RLA can also be viewed
as a variant of SSA [4], in which counters over discrete domains are exploited to
obtain succinct representations of time granularities.

Before formalizing the notion of RLA, we give an intuitive explanation of
the structure and behavior of automata belonging to this class. In order to
simplify the notation and the formalization of useful properties, RLA label states
instead of transitions. The set of states of an RLA, denoted by S, is partitioned
into two groups, respectively denoted by Sy and S.. Sy is the set of states
where the labeling function is defined, while S; is the set of states where it is
not defined. Furthermore, there are two kinds of transitions, respectively called
primary and secondary transitions. Intuitively, primary transitions are defined in
the standard way, while secondary transitions have been introduced to succinctly
represent repetitions. At any point of the computation, at most one (primary or
secondary) transition is taken according to an appropriate rule envisaging the
state at which the automaton lies and the value of a counter.

Figure[2 depicts two RLA, that respectively recognize the words (M%)~ and
(M ()%)“, both representing mondays in terms of days (the former associates
the labels 1,2,3,... with the granules, while the latter associates the labels
1,8,15,... with them). States in Sy are represented by labeled circles, while
states in S are represented by triangles. Primary and secondary transitions are
represented by continuous and dashed arrows, respectively. The initial state is
identified by a little triangular tip. The (initial values of) counters are associated
with states in S.. This simple example provides an intuitive idea of how RLA
allow one to compactly encode repeating patterns in granularities by means of
counters and transitions.

Definition 3. A Restricted Labeled Single-String Automaton is an 8-tuple
M = (Sx,S:, X, 82,6,7, s0,Co), where

Sy and S: are disjoint finite sets of states (let S = Sx U S.);

X is a finite alphabet;

2 : Sy — X is the labeling function;

0:8 — S, is a partial function, called primary transition function;
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Fig. 2. Two RLA that represent mondays in terms of days.

e v : S, — S is a total function, called secondary transition function, such
that:
i) for every s € S, (v(s),s) belongs to the reflexive and transitive closure
0% of 6; the least n € N such that (vy(s),s) € ™ is called the vy-degree of
s and I'yy € S x S is a relation such that (s,r) € I'ng iff 1 = §°(7(s))
with i less than or equal to the y-degree of s;
it) the reflexive and transitive closure I'y; of I'ng must be antisymmetric;
e 59 € S is the initial state;
e (y:S. — N is the initial valuation.

Conditions i) and ii) on the secondary transition function enforce the existence of
a partial order I'}; on states of M. Such an order immediately suggests an induc-
tion principle, called y-induction, which may be used in both formal definitions
and proofs.

The definition of the computation of an RLA is based on the notion of con-
figuration. For any finite set S of states, a wvaluation C' on S is any function
C : S — N. In the following, we denote as Cp; the class N of all the valuations
for the counters of an RLA M = (S5, S., X, £2,6,7, s0,Co). A configuration is a
pair (s,C), with s € S and C € Cps. The transitions of M are taken according
to a partial function Ay : S x Cpyr — S x Cpp such that Aps(s,C) = (¢, D) if
and only if one of the following three conditions holds:

e s€ Sy At=20d(s) AN Vr.D(r) = C(r) (namely, whenever the automaton
lies in a labeled state, then it always makes a primary transition);

e seS. NC(s) 20 ANt=v(s) AN D(s)=C(s) =1 AN Vr#s. (D(r) =
C(r)) (namely, whenever the automaton lies in a non-labeled state and the
corresponding counter is positive, then it makes a secondary transition);

eseS. NC(s)=0 AN t=0d(s) N D(s) =Cy(s) N Vr#£s. (D(r) =

C(r)) (namely, whenever the automaton lies in a non-labeled state and the

corresponding counter is 0, then it makes a primary transition and it re-

initializes the counter).
The computation of M is the maximum (possibly infinite) sequence p € (S x
Car)® such that p[l] = (sg,Co) and Aps(pli]) = p[i + 1] for every ¢ > 1. From
the computation p of M, it is easy to extract a sequence of states px € S
by discarding states belonging to S, and valuations. We say that M recognizes
the word w if and only if u = 2(px), where 2(pyx) is the sequence obtained by
applying the labeling function {2 to (each element of) the sequence of states py.
Thus, RLA recognize either finite words or ultimately periodic words (namely,
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those words which result from concatenating a finite prefix to a repeating pat-
tern). Note that the computation of M may be an infinite sequence, even if the
recognized word is finite. However we can overcome this clumsy situation by
discarding useless states and transitions of RLA.

As already mentioned, the main feature of RLA is the way they encode
repeating patterns of words. As a matter of fact, it is possible to provide a
formal characterization of the words recognized by RLA in terms of repetitions
of smaller substrings. Precisely, given a RLA M = (Sx,S:, X, £2,6,7, s0,Co),
one can show that it recognizes the word

UZQ(pSO . pé(so) . p52(30) . )

where each p; is defined to be
e s, whenever s € Sy;
o (Py(s) * Ps(v(s)) © P&2(x(s)) * -+ p(;n—l(,y(s)))CO(S)7 where n is the vy-degree
of s, whenever s € S..
As a consequence, any word recognized by an RLA can be represented using
expressions as (WPCJ%)~, ((W?0)2[)¥, ... denoting nested repetitions.

4 Granularity Equivalence and Granule Conversions

In this section, we briefly discuss the equivalence and the granule conversion
problems. The decidability of the former problem implies the possibility of effec-
tively testing the semantic equivalence of two descriptions, making it possible to
use smaller, or more tractable, representations in place of bigger, or less tractable,
ones. The relevance of the granule conversion problem has been advocated by
several authors, e.g., [1], even though in most solutions it has been only partially
worked out in a rather complex way.

To explain our solutions, we first address a simpler problem, which arises
very often when dealing with representation of time granularities as well as with
infinite strings in general, namely, the problem of finding the n-th occurrence of
a given symbol in a string. From the point of view of the theory of automata,
this problem can obviously be solved in linear time with respect to the num-
ber of transitions needed to reach the n-th occurrence of the symbol: it suffices
to follow the transitions of the automaton (of the RLA in our case) until the
n-th occurrence of the symbol is recognized. Nevertheless, we can improve this
straightforward solution by taking advantage of the definition of RLA. For in-
stance, if we are searching for an occurrence of a symbol a € X in the word «
recognized by the RLA M = (Sx, S., X, £2,0,7, s0, Co) and §2(ps,) contains no
occurrences of symbol a, then we can avoid processing the first |ps,| symbols
in w. Similarly, if so € S. and £2(ps,) contains at least an occurrence of a, but
2(p~(sy)) does not, then we can start searching for an occurrence of @ in u from
the position (1 4 |py(sy)|). For every state s € S and every symbol a € X, the
length of ps; and the number of occurrences of a in {2(ps) can be computed in
polynomial time with respect to the number of states by exploiting the definition
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of ps. Furthermore, such values can be pre-computed and stored into appropri-
ate data structures for M. On the grounds of the above observations, we can
define an algorithm, called SeekAtOccurrence, which returns the configuration
reached by simulating transitions of M from a given configuration (s,C) until
the n-th occurrence of a symbol in a distinguished set A C X' has been read. As
a side effect, SeekAtOccurrence(M, s, C, A, n, counter) returns in counter|a] the
number of processed occurrences for each symbol a € .

In spite of the simplicity of this idea, SeekAtOccurrence turns out to be rather
complex and the formal analysis of its complexity is even more involved [5]. How-
ever, it is not difficult to show that the worst-case time for SeekAtOccurrence(M,
s, C, A, n, counter) is asymptotically equivalent to a suitable complezity measure,
defined in terms of the nesting structure of the transition functions of M. We
use || M|| to denote such a measure, which is defined, according to the principle
of y-induction, as follows:

|M| = mam{C%’t : (s0,t) €07},

where, for each pair of states (s,t) € %, CY, is defined to be
o 1,ifs=¢ ’
° 1—|—Cf;\/("s)’t7 if s € Sy and s # t;
e maz{l+ C%s)7t,C,%s)7s}, ifse S, and s # .

As for relationships between the complexities of automaton-based and string-
based representations, there exist a number of cases that account for the com-
pactness and tractableness of RLA with respect to granspecs. As an example, it
is not difficult to provide an RLA representing the granularity Month in terms of
days and having complexity 520, which is significantly less than the size of any
equivalent granspec.

We now give an intuitive account of how to decide whether or not two
given RLA represent the same granularity. Details of the algorithm, which ex-
ploits noticeable properties of equivalent representations and extensively uses
SeekAtOccurrence, are given in [5]. The basic ingredients are the following ones.
First, it holds that two RLA M and N represent the same granularity if and
only if ultimately periodic words v and v, recognized respectively by M and N
and having prefix lengths p,, and p, and period lengths ¢, and q,, are G-aligned.
Two ultimately periodic words u and v are said to be G-aligned if and only if
all occurrences of the filler symbol in v and v lie at the same positions and are
interleaved by the same number of occurrences of the separator symbol. Such a
characterization of equivalent representations can be exploited by showing that
a sufficient condition for v and v to be G-aligned is that two prefixes of v and v
(not shorter than maz(py + qu, Py + qv) + lem(qu, ¢»)) are G-aligned. Algorithm
SeekAtOccurrence can be used to check the G-alignment property on words rec-
ognized by two RLA M and N in time O((||M|| + || N||)n), where n bounds the
number of occurrences of B in the prefix and period of u and v.

Consider now the problem of converting temporal intervals from a given gran-
ularity to a coarser or finer one. RLA can be exploited to solve many conversion
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problems in polynomial time with respect to the number of states of the in-
volved automata. In particular, we can define two functions mapping intervals
of temporal points to intervals of labels of a given granularity covering the input
interval, and vice versa. It is worth pointing out that such functions are similar
to the conversion operators introduced by Snodgrass et al. [7] and that they
can be computed on RLA by exploiting the algorithm SeekAtOccurrence. As an
example, the following two algorithms solve conversion problems by requiring
only a finite number of calls to SeekAtOccurrence. It is not difficult to show that
such algorithms, as well as many others which compute similar functions, can
be executed in time O(||M]|), where M is the RLA representing the involved
granularity.

UpConversion(M, tq,ts)

let M = (52758727 ‘0567’7750500)

(s,C) < (50, Co)

SeekAtOccurrence(M, s, C, {B,0},t1 — 1, countery)
SeekAtOccurrence(M, s, C, {M}, 1, counters)

x1  counteri[l] + countersl + 1

(S, C) — (8()7 CQ)

SeekAtOccurrence(M, s, C, {0}, ta, counters)

(S7 C) — (807 C())

SeekAtOccurrence(M, s, C, {B}, counters|B], countery)
X9  countery|l]

11: return (x1,z2)

—_
e

DownConversion(M, x1, x2)

let M = (32758,27 9;577780;60)

(87 C) — (8()7 Co)

SeekAtOccurrence(M, s, C, {1}, z1 — 1, countery)
SeekAtOccurrence(M, s, C, {M}, 1, counters)

t1 < counter,[B] + counters[M] + countery[d] + counters[O]
(5.C) « (50, Co)

SeekAtOccurrence(M, s, C, {1}, xa, counters)

(S, C) — (807 CQ)

SeekAtOccurrence(M, s, C, {M}, counters[M], countery)
to < counter[M] + counter,[0]

: return (t1,t2)

— =
= O

5 Optimality of Automaton-Based Representations

In the previous section we briefly summarized the main features of two basic al-
gorithms working on RLA M, whose worst-case time complexity linearly depends
on || M]|. It immediately follows that it is worth to minimize ||M||. Furthermore,
there exists a widespread recognition of the fact that state minimization is a
crucial problem in classical automata theory as well as in the theory of reac-
tive systems. Another goal of practical interest is thus the minimization of the
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Fig. 3. Size-optimal and complexity-optimal automata.

number of states of M (let us denote it by |M|), so that smaller representations,
in place of bigger ones, can be used. The former problem is called complexity-
minimization problem, while the latter is called size-minimization problem.

Size and complexity of an RLA are obviously related one to the other; how-
ever, corresponding problems are not equivalent at all. In particular, the size-
minimization problem seems to be harder than the complexity-minimization
problem and it will not be discussed in detail in this paper. Furthermore, op-
timal automata are not guaranteed to be unique (up to isomorphisms) as it
happens, for instance, for Deterministic Finite Automata. As an example, Fig-
ure[3 depicts two size-optimal automata (M and N) and two complexity-optimal
automata (M and O) recognizing the finite word HECOEECEE].

Automata minimization problems can be addressed in many different ways,
e.g., by partitioning the state space or by exploiting noticeable relations between
automata and expressions encoding recognized words. In this paper, we cope with
the minimization problem for RLA by using dynamic programming, that is, by
computing an optimal automaton starting from smaller (optimal) automata in
a bottom-up fashion. The key point of such a solution is the proof that the
problem enjoys an optimal-substructure property. In the following we describe
three operations on RLA, and we prove closure properties for them; then, we
compare the complexity of compound automata with that of their components.
In the next section we will take advantage of these results to give an optimal
substructure property for RLA.

The class of RLA is closed with respect to the operations of concatena-
tion, repetition, and iteration of words. Given two RLA M and N, which re-
spectively recognize a (finite) word v and a (not necessarily finite) word v, let
Concatenate(M, N), Iterate(M), and Repeat(M, k) respectively be the concate-
nation of M and N, which recognizes the word u - v, the iteration of M, which
recognizes the word u“, and the k-repetition of M, which recognizes the word
u¥. The resulting automata can be computed as follows:

e the automaton Concatenate(M,N) can be obtained in the usual way by
linking the final state of M, namely, the state reached at the end of the
computation of M, to the initial state of IV by means of a primary transition;

e the automaton Iterate(M) can be obtained by linking the final state of M
to the initial state of M by means of a primary transition;

e the automaton Repeat(M,k) can be obtained by introducing a new non-
labeled state sj,0p and by adding (i) a primary transition from the final
state of M to Sip0p, (ii) a secondary transition from s;.0, to the initial state
of M, and (iii) a counter on S;.p, with initial valuation equal to k.
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Moreover, the complexity of these automata can be given in terms of the com-
plexities of the component automata as follows:

e Concatenate(M, N) has complexity maz{||M||,n + | N/}, where n is the car-
dinality of the set of states reachable from the initial state of M by means
of primary transitions only;

o Jterate(M) has complexity || M]|[;

e Repeat(M, k) has complexity ||M]| + 1.

As a matter of fact, we can actually give the status of algorithms running in
linear time to Concatenate, Iterate, and Repeat, as it can be easily checked.

Finally, let X' be a finite alphabet and let By be the set {M, : a € X},
where M, is the single-state RLA recognizing a € Y. We denote by Cx the
class of all the RLA which can be obtained from By by applying the operations
of Concatenate, Iterate, and Repeat. Cyx is properly included in the class of all
the RLA, that is, there exist some RLA, including size-optimal and complexity-
optimal ones (e.g., the automaton M in Figure [3]), which cannot be generated
from automata in By by applying the operations of concatenation, iteration, and
k-repetition. Nevertheless, it turns out that, for every RLA M, Cx always con-
tains at least one RLA which is equivalent to M and has the same complexity.
This property can be used to prove that a complexity-optimal automaton for a
given string can be generated by appropriately composing smaller (complexity-
optimal) automata using the operators Concatenate, Iterate, and Repeat. Un-
fortunately, similar properties do not hold for the size of RLA.

6 Computing Complexity-Optimal Automata

6.1 Sharing Free Automata

For every RLA M = (Sx,S:, X, (2,6,7, so,Co) and for every pair of states r, s
such that (r,s) € 6%, let A}, denote the set {6°(r) : 0 <i < n}, where n is the
least natural number such that s = §"(r).

Definition 4. Given an RLA M = (S5,S5:,X,12,6,7,s0,Co) and a state s €

Se, s is said to be sharing if there is a state t ¢ A%S) s \ {50} such that the set
A% N A%s),s contains states other than s itself. M is sharing-free if Se does not
contain sharing states.

As a matter of fact, any automaton in Cy is sharing free. The following lemma
shows that sharing states can be eliminated by replicating states, without in-
creasing complexity.

Lemma 1. For every RLA M, there exists an equivalent sharing-free RLA,
denoted SharingFree(M), such that ||M|| = || SharingFree(M)||.

6.2 An Optimal Substructure Property

In this section, we prove that RLA satisfy the optimal substructure property.
Lemma [Mimplies that for any (finite or ultimately periodic) word u € X*°, there
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Fig. 4. Relationship between partial periods and borders.

is at least one sharing free complexity-optimal automaton M which recognizes
u. In fact, we are going to show that we can choose M in such a way that it
belongs to Cx and it is decomposable into complexity-optimal automata.

As a preliminary step, we characterize repeating patterns of words through
the notions of period, partial period, and border.

Definition 5. A word u has period p if there is a positive integer k such that
u = u[l, p]*. The period of u is the minimum period of u. By analogy we define
the prefix length and the period of an ultimately periodic word w to be the
integers 1 and q such that v = u[1,1] - u[l + 1,1 + ¢q]* and | + q is minimum.
Furthermore, p is said to be a partial period of u provided w is a prefix of
u[l,p]“. Finally a border of a finite word u is a non-empty string v different
from u such that v is both a prefiz and a suffiz of u.

It is worth noticing that u[l, ¢ is a (maximum) border of w if and only if p =
|u| — ¢ is a (minimum) partial period of u (see Figure HI).

The following two theorems state optimal substructure properties for finite
and ultimately periodic words, respectively. Notice that both theorems provide
only a finite number of ways to build a complexity-optimal automaton for u from
(optimal) automata for substrings of u.

Theorem 1. Given a finite word u such that |u| > 1, one of the following

conditions holds:

i) for every pair of complexity-optimal automata M and N recognizing respec-
tively the prefix u[l] and the suffic u[2,n] of u, Concatenate(M,N) is a
complexity-optimal automaton recognizing u;

ii) there exists an integer r € [1,|u] — 1] such that whenever M and N are
two complexity-optimal automata recognizing respectively the prefix u[l, p]
(with p being the period of u[l,r]) and the suffix ulr + 1,|u|] of u, then
Concatenate(Repeat (M, %), N) is a complexity-optimal autornaton recogniz-
ing u.

iii) for every complexity-optimal automaton M recognizing u[l,p], with p < |ul
being the period of u, Repeat(M, %) is a complexity-optimal automaton rec-
ognizing u;

Theorem 2. Given an ultimately periodic word u with minimum prefix length
I and minimum period q, one of the following conditions holds:
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i) 1 > 0 and for every pair of complexity-optimal automata M and N recogniz-
ing respectively the prefic u[l] and the suffiz u[2,w] of u, Concatenate(M, N)
18 a complexity-optimal automaton recognizing u;

it) 1 > 0 and there is an integer r € [1,2] + 2q| such that whenever M and
N are two complexity-optimal automata recognizing respectively the prefiz
u[l, p] (with p being the period of u[l,r]) and the suffix u[r + 1, w| of u, then
Concatenate(Repeat (M, %), N) is a complexity-optimal autormaton recogniz-
ing u.

iii) I = 0 and for every complexity-optimal automaton M recognizing ul[l,q|,
Tterate(M) is a complexity-optimal automaton recognizing u;

Theorems [I and 2] suggest a simple dynamic programming algorithm which,
given a finite string u or a string-based representation of an ultimately periodic
word u, computes in polynomial time a complexity-optimal RLA recognizing
w. This algorithm heavily uses information on periods of all the substrings of
u. For any finite string v (or any finite prefix v of a given ultimately periodi-
cal word), the periods of all the substrings of v can be efficiently computed in
time ©(|v]?) by exploiting noticeable properties of periods and borders (the
approach is somehow similar to the one used by Knuth, Morris, and Pratt
in order to compute the prefix function of a pattern in the context of string-
matching problems []]). In particular, it turns out that the length ¢(j) of the
maximum border of v[1, j] satisfies the equations ¢(1) = 0 and, for every j > 1,
q(j) = maz ({0} U{l : v[l]=v[j] A l—-1€q"(j—1)}), where g denotes the
transitive closure of the function g. Since to each maximum border corresponds
a minimum partial period, it turns out that the minimum partial periods of all
the prefixes of v can be computed in linear time. The above mentioned bound
easily follows.

7 Further Work

In this paper we gave a polynomial time algorithm that determines a complexity-
optimal representation for RLA. We believe that such an algorithm can actually
be improved, by exploiting subtle relationships between repeating patterns of
strings and secondary transition functions of complexity-optimal RLA. As a
matter of fact, we conjecture that loops of primary and secondary transition
functions of a complexity-optimal RLA can be related to maximal repetitions in
the recognized word (a maximal repetition of u is a periodical substring [z, j]
whose minimum period increases as soon as u[i, j] is prolonged to the right, e.g.,
uli, j + 1], or to the left, e.g., uli — 1, 5].

Another interesting research direction is the development of an algorithm
that efficiently solves the size-minimization problem. To this end, we conjecture
that size-optimal automata can be built up from smaller components, as we did
for complexity-optimal ones, via concatenation, repetition, iteration, and a new
operator which collapses “non-distinguishable” states of RLA (at the moment,
the major stumbling block is the problem of finding an appropriate definition of
RLA distinguishable states).
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Abstract. In this paper, we study measure-once 1-way quantum au-
tomata accepting unary languages, i.e., of type L C {a}*. We give two
lower bounds on the number of states of such automata accepting certain
languages.

1. We prove the existence of n-periodic languages requiring £2( logn)
states to be recognized. This should be compared with results in the
literature stating that every n-periodic language can be recognized
with O(y/n) states.

2. We give a lower bound on the number of states of automata accepting
the finite language L<" = {a" € L | k < n}, for a given L. This
bound is obtained by using quantum information theory arguments.

Keywords: quantum automata, quantum information theory

1 Introduction

Quantum computing is a research area, halfway between computer science and
physics [14]. In the early 1980’s, Feynman suggests that the computational power
of quantum mechanical processes might be beyond that of traditional computa-
tion models [11]. Almost at the same time, Benioff already determines that such
processes are at least as powerful as Turing machines [2]. Discussing the notion of
“quantum computer”, Deutsch [I0] develops the model of quantum Turing ma-
chine as a physically realizable model for a quantum computer. From the point
of view of structural complexity, in [9], the class BQP of problems solvable in
polynomial time on quantum Turing machines is introduced and compared with
the corresponding deterministic class P or probabilistic class BPP.

A well known result witnessing quantum power is Shor’s algorithm for inte-
ger factorization which runs in polynomial time on a quantum computer [23].
Another relevant progress is made by Grover [I3], who proposes a quantum al-
gorithm for searching an item in an unsorted database containing n items in

time O(y/n).
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Some efforts have been made for constructing quantum devices, and their
realizations seems to be a difficult task. For this reason, it might be useful to
study the computational characteristics of simple devices such as quantum finite
automata. Some models have been introduced: measure-once [3I7|21], measure-
many [IIT7], enhanced [22], reversible [12], with control language [5].

In this paper, we consider measure-once I-way quantum automata (lgfa’s,
for short) accepting unary languages, i.e., languages of type L C {a}". Our main
contributions are the following.

— First of all, we consider n-periodic languages. In [20], it has been proved that
every n-periodic language can be recognized by a 1qfa with O(y/n) states. In
Section Bl we prove that certain n-periodic languages require 2(1/n/logn)
states to be accepted by 1qfa’s.

— Next, we consider unary finite languages of type L<" = {a* € L | k < n}.
For0<s<j<mn,let#5(s,7) ={a* € L|s<k<j}and, forl <t<n/2

\#L(k*t»k);#L(k,kth)\ )

let vr(t,n) = maxi<p<n—t {
Fixed ¢ > 0, we give a lower bound on the number ¢ of states of 1qfa’s
accepting L<" in terms of numbers 77, (¢,n, ), where

0 if yp(t,n) <e/(1—¢)
(1 —¢)yr(t,n) —e otherwise.

TL(t,n,e) = {

Precisely, in Section [ we state, and prove in Section [0 that

logn—1 1 1
> _ _ _ k
logq > kZ:O <1 H<2+27L(2 ,n,s))),

where H(X) = —zlogz — (1 — z)log(1 — z) is the entropy function. For in-
stance, any quantum automaton accepting the language {a* | n/2 < k < n}
with probability 1 — ¢ must have at least n!~H#(1~¢) states.

Since the latter result requires quantum information theory arguments, in
Section 2] among basics on quantum computing, we briefly recall the notion of
Von Neumann’s entropy and Holevo’s theorem.

2 Preliminaries

2.1 Linear Algebra

We quickly recall some notations of linear algebra. For more details, we refer the
reader to, e.g., [I8I19].

We denote by C the field of complex numbers and by C™*™ the set of n x m
matrices having entries in C. Given a complex number z € C, its conjugate is
denoted by Z, and its modulus is |z| = v/2Z. The adjoint of a matrix M € C"*™
is the matrix MT € C™*" where ML- = m For matrices A, B € C™"*™,
their sum is the matrix (A + B),;; = A;; + B;;. For matrices C € C"*™ and
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D € C™", their product is the matrix (CD);; = > ;- ; CiDy; in C™*". The
trace of a matrix M € C™*" is Tr(M) = 31" | M.

An Hilbert space of dimension n is the linear space C'*" equipped with
sum and product by elements in C, in which the inner product (7,&) = n&t is
defined. If (7,&) = 0 we say that 7 is orthogonal to . The norm of vector 7, is
defined as ||7||= /(7,7 ). Two subspaces X,Y are orthogonal if each vector in
X is orthogonal to any vector in Y; in this case, the linear space generated by
X UY is denoted by X @ Y.

A matrix M € C™*" can be view as the automorphism 7 — 7M of the
Hilbert space C'*" in itself. M is said to be unitary whenever MM = I =
MTM, where I is the identity matrix; moreover, a matrix is unitary if and only
if it preserves the norm, i.e., || 7M ||=] 7 || for each vector 7 € C'*". The
eigenvalues of unitary matrices are complex numbers of modulus 1, i.e., they are
in the form e, for some real . M is said to be Hermitian whenever M = M.
Given an Hermitian matrix O, let ¢y, ..., ¢, be its eigenvalues and Fj, ... FE, the
corresponding eigenspaces. It is well known that each eigenvalue ¢y, is real, that
E; is orthogonal to E;, for any i # j, and that By & - & E, = C**". Each vector
7 € C'*" can be uniquely decomposed as m = m + - - - + 5, where 7; € E;. The
linear transformation 7 +— ; is the projector P; on the subspace E;. It is easy to
see that Z;Zl P; = I. An Hermitian matrix O is biunivocally determined by its
eigenvalues and its eigenspaces (or, equivalently, by its projectors); it holds that
O=c1Pi+ - +csPs. If c1,...,¢s > 0 then O is called positive semidefinite.

2.2 Axiomatic for Quantum Mechanics in Short

Here, we use the previous formalism to describe quantum systems.

Given aset Q = {q1,--.,qm}, every ¢; can be represented by its characteristic
vector e; € {0,1}™ having 1 at the i-th position and 0 elsewhere. A quantum state
on () is a superposition ™ = ZZL:l ager, where the coefficients oy are complex
amplitudes and || 7 ||= 1. Every ey is called pure state. Given an alphabet
Y ={ay,...,a}, with every symbol a; we associate a unitary transformation
Ulag) : CY*m — CYm_ An observable is described by an Hermitian matrix
O =P + -+ + ¢csPs. Suppose that a quantum system is described by the
quantum state m. Then, we can operate:

1. Ewvolution U(a;). The new state { = wU(a;) is reached; this dynamics is
reversible, since m = (U (a;).

2. Measurement of O. Every result in {c1,...,¢s} can be obtained; ¢; is ob-
tained with probability ||7P; || % and the state after such a measurement is
nP;/ || mPj | . The state transformation induced by a measurement is typi-
cally irreversible.

2.3 Von Neumann’s Entropy

We briefly recall elements of quantum information theory. For more details, we
refer the reader to, e.g., [14].
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Consider the quantum system ({71,..., 7y}, p), where my,...,m, € C*4
are quantum states and p a probability distribution on {=m1,...,m,}, so that
P is the probability of 7. Such a system is described by the so called density

matriz o € C9*9, where
m

g = Z Pk Tl';;ﬂ'k
k=1
It is not difficult prove that:

— o is Hermitian, positive semidefinite.
— Let A1,..., A\, be the eigenvalues of . Then > {_; A\; = 1.

Since o is positive semidefinite, we have that Aq,...,A; > 0. Therefore,
A1,...,Aq can be viewed as a distribution probability. Von Neumann’s entropy
S(o) of o is Shannon’s entropy of Ag, ..., A, iL.e.:

q
== ArlogAx.
k=1

We observe that, given a unitary matrix U, the density matrix of the system
{mU,...,mnU},p) is UTeU. Since UToU has the same eigenvalues of o, then
S(UTaU) = S(0).

Given an observable O = 1- P, +0- Py, where Py+ P, = I, the probability that
a measurement of O on o gives 1 as result is Y, py || 7P || ? or, equivalently,
TI‘(Pl O'Pl).

An important tool in this theory is Holevo’s Theorem [I6]:

Theorem 1. Given density matrices o1, ...,0,, consider their conver linear
combination o = Y " | prOk, for p1,...,pm > 0 and >." p; = 1. Given an
observable O = 1- P, + 0 - P, consider the random variables X and Y, with
values in {1,...,m} and {0,1} respectively, such that

Prob{X = k,Y = b} = pi, Prob{measurement of O on oy, gives b}.
Then

zm: Jk +IXY)
k=1

Recall that the mutual information I(X,Y) is defined as
I(X,Y) = H(Prob{X}) + H(Prob{Y}) — H(Prob{X,Y}),

where H is the entropy.

To obtain lower bound on the number of states of quantum automata by using
quantum information arguments, it is fundamental to observe that the entropy
S(0) of a density matrix o attains its maximum whenever the eigenvalues of o
are all equal [22]. This yields

Theorem 2. If o is a g X q density matriz, then S(o) < loggq.
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2.4 1-Way Unary Quantum Automata

1-way quantum finite automata (1qfa, for short) are computational devices par-
ticularly interesting because of their simplicity. Moreover, their analysis provides
a good insight into the nature of quantum computation, since 1qfa’s are a theo-
retical model for a quantum computer with finite memory.

From the point of view of computational capabilities, quantum models of 1-
way finite automata present both advantages and disadvantages with respect to
their classical (deterministic or probabilistic) counterpart. Essentially, quantum
superposition offers some computational advantages on probabilistic superposi-
tion. On the other hand, quantum dynamics are reversible: because of limitation
of memory, it is generally impossible to simulate classical automata by quantum
automata. Limitations due to reversibility can be partially attenuated by sys-
tematically introducing measurements of suitable observables as computational
steps.

Several models of quantum automata have been proposed in the literature.
Basically, they differ in measurement policy [BII5]. In this paper we consider only
the measure-once model in the simple unary case. The measure-once model is the
simplest 1qfa [BI7J2T]. In this case, the transformation on a symbol of the input
alphabet is realized by a unitary operator. A unique measurement is performed
at the end of computation.

More formally, a measure-once 1qfa with q control states on the unary al-
phabet {a} is a system A = (7,U, P), where 7 € C'*9, U € C9%4 is a unitary
matrix and P € C7%? is a projector that biunivocally individuate the observable
O =1-P+0-(I—P). The behavior of A is the stochastic event p4 : a* — [0, 1]
defined by

pa(a®) =| 7U*P|*.

In general, we say that a stochastic event p : {a}" — [0, 1] is n-periodic if
p(a*) = p(ak*t™), for every k > 0.

In what follows, we will simply write 1gfa, understanding the designation
“measure-once”.

3 Lower Bound for Unary Periodic Languages

In this section, we prove a lower bound on the number of states of 1qfa’s recog-
nizing certain unary periodic languages.

Definition 1. A language L C {a}" is n-periodic if and only if a* € L implies
a**t" € L, for every k > 0.

For a given € € (0,1/2), a unary language L C {a}” is recognized by a lqfa
A = (m,U, P) with probability 1 — ¢ if and only if the following holds for any
k> 0:

— a* € L implies pa(a®) > 1 —¢,
— ak ¢ L implies pa(a*) <e.
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In [20)], it is proved that

Theorem 3. Every n-periodic language can be accepted with probability 1 — ¢
greater than 1/2 by 1qfa’s with O(y/n) states.

Here, we prove an {2(y/n/logn) bound for certain languages.

Theorem 4. There exist n-periodic languages that cannot be accepted by 1qfa’s
inducing n-periodic events with less than v/n/(3logn) states.

Proof. Let p be an n-periodic event induced by a unary 1gfa with ¢ states. In [6]
Lemma 3], it is proved that there exists A = {a1,a2,...,a,} C Z,, and a matrix
C € C7%7 guch that:

plaf) = Y ek,

1<s,t<gq

We can set 1/2 as cut point. Moreover, we can choose A in (Z) different ways,
each one yielding n hyperplanes of the form

2m . 2m 1
Z Dy cos(?k(as —a)) + Es sm(zk(as —a)) = X

1<s,t<q

for 0 < k < n and reals Dy, Es. These n hyperplanes lay in a 2¢? dimensional
space S and can divide S in at most n27 different regions [8]. The event induced
by coefficients Dy and Eg in the same region define the same language. This
implies that the number of n-periodic languages accepted by g¢-state 1qfa’s is
bounded above by (Z) n2t" < p3a,

By noticing that the number of distinct n-periodic languages is 2", we must
require that n3e’ > 2™ in order to accept every n-periodic languages by using

g-state 1gfa’s. Such an inequality is easily seen to yield ¢ > /n/(3logn).

4 Lower Bound for Finite Unary Languages

In this section, we state a lower bound on the number of states of 1qfa’s which
“recognize” finite unary languages. Since 1qfa’s cannot accept finite languages [4]
(except, of course, the empty set), we need to introduce a different notion of
acceptance:

Definition 2. Given a unary language L C {a}”, a 1qfa A = (7,U, P) accepts
L<" = {a* € L | k < n} with probability 1 — ¢, for a given £ € (0,1/2), if and
only if the following holds for any k < n:

— a® € L<" implies pa(a®) > 1 —¢,
— aF ¢ L<" implies pa(a¥) < e.
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We are now going to prove a lower bound on the number of states of a 1qfa
accepting L<™ with probability 1 — e. First, we introduce some notations. For
any 0 < s < j <n, welet #(s,j) = |{a* € L | s <k < j}|. Moreover, for every
1 <t<n/2, we write

t =
yL(t, n)  Jpax

{|#L(k_tvk) - #L(kak+t)|}
t )

and
0 if vp,(t,n) <e/(l—¢)
(1 —¢€)yr(t,n) —e otherwise.

TL(t,m,e) = {

Ezample 1. Consider the language E<" = {a?* | k < n/2}. In this case, we get

_ (homc) = 0 for even t
p<n(l,N,€) = (1—¢)/(t—¢) forodd t.

Ezample 2. Consider the language F<" = {a* | n/2 <k < n}. In this case, for
any t > 1, we get
Tr<n(t,n,e) =1 — 2e.

We are ready to state our main result which will be proved in Section B by
using quantum information theory arguments.

Theorem 5. If L<" is accepted by a q-state 1qfa, then

logn—1 1 1
log q > 1—-H( =+ -7 (2 :
ogq = kz:;) ( (2+2TL( an7€)>)

Ezample 3. By Theorem Bl we get that a ¢-state 1qfa accepting the language
E<" = {a® | k < n/2} at ExampleMImust satisfy the trivial lower bound log ¢ >
(1 — 2¢)? yielding ¢ > 2. Actually, E<" can be recognized with probability 1 by
the following 2-state automaton

A= (00, (38)-(58))

Example 4. By Theorem [, any g¢-state 1qgfa accepting with probability 1 — ¢
the language F<" = {a* | n/2 <k < n} at Example [@ must satisfy logq >
(1—H(1—¢))logn, i.e., ¢ >n!~Hl=e),

5 The Proof of the Main Result

Let us consider two density matrices o, and oy, and an observable O =1- P +
0- (I — P) such that

— Prob{measurement of O on o, gives 1} > p,
— Prob{measurement of O on o, gives 1} < ¢,



Lower Bounds on the Size of Quantum Automata 93

The following lemma is an extension of Lemma 3.2 in [22]:

Lemma 1. Ifp > q, then

1 1 1 1 1 1
S<20a+20b> >2S(Ua)+QS(Jb)+1—H<2+2(p—q)>.

Proof. (Outline.) By Holevo’s Theorem (see Section 2.3)), we have

1 1 1 1
s (2 ot s ab) > 2 8(00) + 5 So) + I(X,Y),

where X and Y are random variables with values in {a,b} and {0,1}, respec-
tively, such that

Prob{X =a,Y =1} >1p Prob{X =a,Y =0} < 1(1-p)
Prob{X =b,Y =1} < 1¢q Prob{X =b,Y =0} > 1 (1—gq).
Easy calculations shows that
I(X,Y) = H(Prob{X}) + H(Prob{Y'}) — H(Prob{X,Y})
1 1 1 1 1 1
SH(zp+-q)—zH@p) —~H@>1-H(=+=(p—q)).
> i 3o+ 5a) - 5 HO) - 3 H@ =18 (54 50-0)

O

Consider now a 1qfa A = (m, U, P) and the observable O = 1-P+0-(I—P). Let

7, = U" be the superposition reached by A after reading a*, and let o, = 7r;£7rk

be the corresponding density matrix. For s < j, define o, ; = jis i;ls ok, and

let p, ; be the probability that measuring O on o, ; yields 1. It is easy to verify
that

1 A
psj=-——> pald®).
k=s

Jj—s
We can show that the entropy of o, ; is invariant under translation.
Theorem 6. For any k, S(0sj) = S(Ostk,j+k)-

Proof. By definition, we have S(osix j+x) = (UT)*o, ;U*. Since U is unitary,
the claimed result follows. O

The following lemma is crucial in the proof of our main result:
Lemma 2. For every 1 <t <s,

1 1

S(00,2t) = S(0s—t,5+1) > S(oo) +1 — H (2 + 3 (Ps—t,s — ps,s+t)> .
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Proof. In fact:

S(00,2t) = S(05—¢,54¢t) (by Theorem [G])

1 1 1 1
Z 5 S(Us—t,s) + 5 S(Us,s+t) + ]- - H <2 + 5 (ps—t,s - ps,s+t)>
(by Lemma [T])
1 1
= S(O’oﬂg) +1—-H (2 + B} (ps_t,s —ps7s+t)> (by Theorem )

O

Suppose now that the 1qfa A = (7, U, P) accepts L<™ with probability 1 —e.
Recall that, for 0 < s < j < n, we write #(s,j) = [{a* € L | s <k < j}|. The
following lemma relates the probability p, ; to the number #(s, 7).

Lemma 3. For0<s<j<n,

(1—5)#?(5’5” <pyy < (1—5)W+a.

Proof. By recalling that p, ; = J%s Zi;lg pa(a”®), and by observing that a* € L
implies pa(a®) > 1 — ¢ and a* ¢ L implies pa(a*) < e, we get the result. O

We are now ready to prove our main result.

Theorem 7. If L<" is accepted by a q-state 1qfa, then

logn—1 1 1
loggq > Z (1 - H (2 + 2n(2’“,n,5)>> .
k=0
Proof. (Outline.) Recall, from the previous section, the notation

{|#L(k—t,k) — #L(k,k+t)|}
7 )

t f—
yr(tin) = max

for 1 <t < n/2. Our proof consider two distinct cases, for every 0 < j < logn:
e v1(27,n) < e/(1—¢): In this case, we have 7,(27,n,¢) = 0. Thus, we can write
S(00,2i+1) > S(00,2:)  (by Lemma )

1 1 . .
=S(0p2)+1-H (2 + 3 TL(QJ,’I%,E)) (since 71,(27,n,e) = 0).

e 7.(279,n) > ¢/(1 —¢): Let

k' = argmax {

27 <k <n—27

[#1(k—2 k) — #L(k7k+2j)}
27 '
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Without loss of generality, we can assume (the opposite case follows by the
same reasoning) that

(1—c¢) #r(k — 27 K) 2‘3 #1(K K +27)

By Lemma [3] we get

#r(k — 2j,l<:’)
Y

> €.

KK + 927
#r( Ll )+5

(1-¢) -

As a consequence, we get

< Pr—2i g and pry pryoi < (1—¢)

#1 (K — 27k — # (K, K +27) .
27
:TL(2jan35)' (1)

Di/—23 k' — Pi! 429 = (1 —¢)

By Lemma ] and inequality (), we obtain

1 1
S(Uo)glﬁ»l) Z S(O'O’Qk) + 1-H (2 + 5 (pk"—Zj,k/ — pk’,k’—‘rQJ ))

1 1 ;
Z S(O’OQI@) + 1 — H (2 + 2TL(2-]”]’L,E)> .

Hence, for any 0 < k <logn — 1, we have

1 1 ;
S(Go}gkﬁ—l) Z S(Uogk) —+ 1-— H <2 + § TL(ZJ,TL,F))> .

By solving this system of inequalities and by Theorem [2, we conclude that

logn—1
1 1 ,
1qu Z S(UO,n) Z Z <]- —H (2 + 2TL(2jan7€)>> .

=0
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Abstract. In previous work on the language Fickle and its extension
Ficklerr Dezani and us introduced language features for object re-classifi-
cation for imperative, typed, class-based, object-oriented languages.

In this paper we present the language Fickles, which on one side re-
fines Ficklerr with more expressive effect annotations, and on the other
eliminates the need to declare explicitly which are the classes of the ob-
jects that may be re-classified. Therefore, Fickles allows to correctly type
meaningful programs which Ficklerr rejects. Moreover, re-classification
may be decided by the client of a class, allowing unanticipated object re-
classification. As for Ficklerr, also the type and effect system for Fickles
guarantees that, even though objects may be re-classified across classes
with different members, they will never attempt to access non existing
members.

The type and effect system of Ficklez has some significant differences
from the one of Ficklerr. In particular, besides the fact that intra-class
type checking has to track the more refined effects, when a class is com-
bined with other classes some additional inter-class checking is intro-
duced.

1 Introduction

Re-classifiable objects support the changing of an object’s behaviour by changing
its class membership at runtime, see e.g. [2[I08IIT]. In previous work on the
language Fickle [5] and its extension Ficklerr [6] Dezani and us introduced
language features which allow objects to change class membership dynamically
and showed how to combine these features with a strong type system. We based
our approach on an imperative, class-based language, where classes are types
and subclasses are subtypes, and where methods are defined inside classes and
selected depending on the class of the object on which the method is invoked.

* Work partially supported by IST-2001-33477 DART, MIUR Cofin 01 NAPOLI, and
MIUR Cofin’02 McTati projects. The founding bodies are not responsible for any
use that might be made of the results presented here.
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In this paper we present the language Fickles, which on one side refines
Ficklerr with more expressive effect annotations, and on the other eliminates
the need to declare explicitly which are the classes of the objects that may be
re-classified. We focus on the differences of the new proposal over Ficklerr. For
comparison with other proposals in the literature we refer to [].

Fickles is a Java-like language with a re-classification operation that changes
the class membership of an object while preserving its identity. The basic prob-
lem in the design of the language is to have a sound type system, that is, a type
system that, even in the presence of object re-classification, insures that no at-
tempt is made at accessing non existing members. This is obtained by changing
the type of this and of local identifiers that might point at a re-classified object
in a method body. An object o of class ¢ could also be pointed at by a field f
of type d (of some other object 0'), where d is a superclass of c. Therefore, to
achieve type soundness, we must forbid re-classification from (a subclass of) d to
a class which is not a subclass of d (otherwise subsequent accesses to members
of o' .f existing in class d could fail). Classes for which this does not happen are
said to be “respected” by re-classification and can be safely used as types for
fields.

— In Ficklerr, this was guaranteed by explicitly marking classes which had to
be respected by re-classification with the keywords state and root. State
classes are the possible sources and targets of re-classifications, and root
classes are the superclasses of state classes and declare all the members
common to them.

— In Fickles the set of classes that are respected by re-classification is inferred
by tracing all possible re-classifications in the program.

Re-classifications are traced by effects, see [9]12], and methods are annotated
with the effects that may be caused by the execution of their body.

— In Ficklerr effects are just sets of root classes, {ci, ..., ¢, }, meaning that the
method may perform any re-classification between two subclasses of a class
in the set.

— In Fickles effects are sets of pairs, {cilcl,...,cnllc) }, meaning that the
method may perform any re-classification from a subclass of ¢; to a sub-
class c/.

Ficklerr-style effect annotations can be coded into Fickles-style effect annota-
tions, but not vice versa, and Fickles allows to correctly type meaningful pro-
grams which Ficklerr rejects. Moreover, by eliminating the explicit marking of
classes that must be respected by re-classification, we obtain a language that is
syntactically simpler, and allows unanticipated dynamic object replacement (see
e.g. [3]). However, this has a drawback: when linking a class ¢ with an existing
set of classes we have to check on one side that the effects of the methods of ¢
respect the classes used as types of fields of the preexisting classes, and on the
other that the effects of the methods of the preexisting classes respect the classes
used as types of fields of c.
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The operational semantics (which ignores effect annotations and types) of
Fickles is essentially unchanged w.r.t. F z'ckleI, whereas in the type and ef-
fect system there are some significant differences. In particular, as previously
mentioned, along with the intra-class checking we also need some inter-class
checking.

This paper is organized as follows: In Section 2] we introduce Fickles infor-
mally using an example. In Section [3 we give syntax and operational semantics.
In Section[ we present the typing rules and state type soundness. Some technical
definitions are listed in the appendix.

2 The Example of the Frog and of the Prince

In Figure [0l we give, by using a syntax similar to Java’s, an example inspired
by adventure games. The example is essentially the same example illustrated in
Section 2 of [6]. Besides the differences in the syntax of the language, the only
difference is that, in class Princess, we have replaced the method walk2 with the
method walk3.

We define a class Player with subclasses Frog and Prince. When woken up,
a frog inflates its pouch, while a prince swings his sword. When kissed, a frog
turns into a prince; when cursed, a prince turns into a frog.

Annotations like { }, {Frog{Prince} , and {PrincelFrog} before method
bodies are called effects; expressions like PrincellFrog and Frogl}Prince are called
atomic effects. Effects list potential re-classifications that may be caused by
the invocation of that method (each atomic effect represents a potential re-
classification). Methods with the empty effect { }, e.g. wake, may not cause
any re-classification. Methods with non-empty effects, e.g. kissed with effect
{ Frogl}Prince} , may re-classify objects from a subclass of the left-hand side
of one of their atomic effects to a subclass of the right-hand side of that atomic
effect; in our case from Frog to Prince. Such re-classifications may be caused
by re-classification expressions (e.g. this|Prince in method kissed of class Frog,
or mate2|/Prince in method walk3 of class Princess), or by further method calls
(e.g. mate.kissed () in method walkl of class Princess).

The classes ¢ such that an object belonging to some subclass of ¢ may be
re-classified to a class that is not a subclass of ¢ cannot be used as type for fields;
in our example Frog and Prince.

The method body of kissed in class Frog contains the re-classification ex-
pression this|}Prince. At the beginning of the method the receiver is an object
of class Frog, therefore it contains the fields brave and pouch, but not the field
sword. After execution of this|/Prince the receiver is of class Prince, and there-
fore sword can be selected, while pouch can not, and brave retains its value.
This mechanism supports the transmission of some information from the object
before the re-classification to the object after the re-classification.

! The only difference is that, in Fickles, object re-classification preserves the fields of
the least common superclass of the source and target of re-classification while, in
Ficklerr, the field preserved are those of the root class.
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abstract class Player extends Object{
bool brave;

abstract bool wake() { };
abstract Weapon kissed() { Frog{/Prince} ;

}

class Frog extends Player{
Vocal pouch;

bool wake() { } {pouch.blow() ; brave}
Weapon kissed() { Frogl/Prince } {this|Prince; sword:= new Weapon}

class Prince extends Player{
Weapon sword;

bool wake() { } {sword.swing(); brave}
Weapon kissed() { } {sword}
Frog cursed() { Prince}Frog } {this|/Frog; pouch:= new Vocal; this}

class Princess extends Object{
bool walkl(Frog mate) { FroglPrince } {mate.wake();
mate.kissed(); mate.wake()}
Weapon walk3(Prince matel, Frog mate2) { Frog{/Prince }
{mate2|}Prince; mate2.sword:= matel.sword}

Fig. 1. Program Py- players with re-classifications in Fickles.

Consider the instructions in the method body of walkl in class Princess:

1. mate.wake(); // inflates pouch
2. mate.kissed(); (1)
3. mate.wake() // swings sword

Suppose that the parameter mate is bound to a Frog object with field brave
containing true. After line 2., the object is re-classified to Prince with the same
value for brave. Therefore, the call of wake in line 1. selects the method from
Frog, and inflates the pouch, while the call of wake in line 3. selects the method
from Prince, and swings the sword.

Re-classification from class ¢; to class c; removes from the object all fields
that are not defined in the least common superclass of c; and ¢, and adds the
remaining fields of the target class. E.g. after line 2. in example (1) the object
denoted by mate has a sword but not a pouch.

Consider now the instructions in the method body of walk3 in class Princess:

1. mate2|}Prince;
2. mate2.sword:= matel.sword

(2)

Let the parameters matel and mate2 be bound to a Prince and to a Frog object,
respectively. After line 1., the object pointed at by mate? is re-classified to Prince
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and, in the left-hand side of line 2., field sword can be selected. Moreover, the
object pointed at by matel is unchanged and, in the right-hand side of line 2,
field sword can be selected. So the execution of this method is safe.

As a matter of fact in Fickler [6] walk3 does not type-check because the effect
inferred for the re-classification mate2{}Prince, in line 1, is {Player }, meaning
that the type of all the local identifiers having as type a subclass of Player is
changed to Player (except for mate2, whose type is changed to Prince). So in line
2 the variable matel is of class Player and matel.sword gives type error. Note
that mate2.sword type-checks both in Ficklerr and Fickles.

3 Syntax and Operational Semantics

The syntax of Fickles is given in Fig. PH. We use standard extended BNF, where
a [ - ] pair means optional, and A* means zero or more repetitions of A. We
follow the convention that non terminals appear as nonTerm, keywords appear
as keyword, literals appear as literal and identifiers appear as identifier. We
omit separators like “; 7 or “,” where they are obvious. Expressions are usually
called e, €', e; etc., and values are usually called v, v/, vy etc.. By id, id’,etc.we
will denote either this or a parameter name (x, x’,etc.). A program is a sequence
of class definitions. Method declarations have the shape:
tm (tixi,..,tq Xq) {crdlct, ..,cnllcn } { e }

where t is the result type, ti,...,tq are the types of the formal parameters
X1, ..., Xq, and e is the bodyﬁ. The effect consists of atomic effects ciljcl,..., chlch,
with n > 0. Each atomic effect ¢;{{c! means that any object of a subclass of ¢
may be re-classified to any subclass of c/.

The operational semantics of Ficklez (which ignores effects annotations) dif-
fers from that of Ficklerr [0] only in the evaluation of re-classification expres-
sions, id{{c. Here we briefly present the signature of the rewriting relation, ~»,
and the semantics of re-classification expressions, id{ld. A detailed description
of the other rules of the operational semantics is given in Section 4 of [6]. The
signature of the rewriting relation ~» is:

~> : progr — e X store — (wal U dev) X store

The operational semantics rewrites pairs of expressions and stores into pairs of
values, exceptions, or errors, and stores in the context of a program P. The store
maps this to an address, parameters to values, and addresses to objects. Values
are addresses, or the source language values as in Section 8] Addresses may point
to objects, but not to other addresses, primitive values, or null. Thus, in Fickles,

2 The syntax of Fickles differs from the syntax of Ficklerr [6] only in the keywords
root and state (that are not present in Fickles) and in the effect annotations
occurring in methods’ signatures. Section [2] follows a slightly more liberal syntax,
with abstract classes, abstract methods, and the implicit use of this to access fields
and methods from the current class.

3 Extending Fickles to allow methods to have local variables would be straightforward.
The typing rules for local variables would be the same as for parameters.
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progr = class™

class = class c extends c { field * meth” }

field = type f

meth = type m (par ™) eff {e }

type = bool | ¢

par = type T

a = clle

eff  i=  {a"}

e u= if e then e else e| var:=c¢| e; e| sVal |

this | var | new c¢| em(e*) | idlc

var = z| e f

sVal = true | false | null

id = this | z

with the following conventions

cu=c | d || d] .. for class names
foao=f | f| .. for field names
mue=m | m | m | .. for method names
zu=x | X | x| .. for parameter names

Fig. 2. Syntax of Fickles.

as in Java, pointers are implicit, and there are no pointers to pointers. As we
will show, execution of well-typed expressions never produces an error, although
it may throw a null pointer exception. Stores are denoted with o, addresses with
L, exceptions and errors with dv.

store = ({this} — addr) U (z — wval) U (addr — object)
val = sValU addr
dev = {nullPntrExc,Err}

object = { [[f1:vi,....,fr: v 1€ | f1,...,f, are fields names,
Vi,...,Vr € val, and cis a class name }

To evaluate a re-classification expressions, id{ld, we find the address of id,
which points to an object of class c. We replace the original object by a new
object of class d. We preserve the fields belonging to least common superclass of
c and d, and initialize the other fields of d according to their types. For example,
for store oy, with o1(x1) = ¢, and o1(¢) = [[brave : true ,sword : ¢/J17"""°®,
o1(¢") = [[..1 Weap°“, we have x;{}Frog, o1 ¥, 602 where o3 = o1[u— [[brave :

true , pouch : null]]7™E]. I.e. we obtain an object of class Frog with unmodified
field brave.

4 Typing

The following assertions, defined in Fig. [ (where C(P,c), formally defined in
Appendix [A], returns the definition of class ¢ in program P), describe classes,
types, the subclassing relationship, and the widening relationship between types:
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The definitions in P are unique F P <, and the class hierarchy of P is acyclic
P O P o
F PO, cCpd
F PO, P = ... class c extends c'{ ... }... c Cpc”
Object Cp Object cCpc cCpd”
cCpc
- PO,
C(P,c) = class c... cCpd
PFc O P+ bool <y bool <p bool c<pc
Pkc <>t

Ut — 4 & ifty <pt to<pt W. (1 <pt andto <pt')=>t<pt
e e Udf otherwise

Fig. 3. Programs with unique definitions, well-formed inheritance hierarchy, subclasses,
types, widening, and lub on types.

M= {xq :t1,...,%n : tn, this : c}

i ifid = x; . o [t ifid =id
Mid)=1{ c ifid = this Mlide—t](id’) = { [(id) otherwise
Udf otherwise

Fig. 4. Environment lookup and update.

P F c ¢ means “cis a class in P”,

P Ft ¢ means “t is a type in P” (i.e. either a class or bool),

¢ Cp ¢’ means “class c is a subclass of ¢’ in P”, and

t <p t’ means “type t’ widens type t in P” (i.e. t subclass of, or identical to, t').

Environments, I', map parameter names to types, and the receiver this to a
class. They have the form {x; : t,...x, : tn, this : c}. Lookup, I'(id), and update,
lid—t], are defined in Fig. [l

An atomic effect is a pair of classes, cllc/, meaning that any object of a
subclass of ¢ may be re-classified to any subclass of ¢’. An effect, ¢, is a set
{cidc], ..., callc] } of atomic effects; it means that any object of a subclass of ¢;
may be re-classified to any subclass of ¢/. The empty effect, { }, guarantees that
no object is re-classified. We say that the effect { clic, ..., cpdlc), } is well formed
in P, and write P - {c1{cl,...,cnllc), } ©, to mean that

1. ci,...,co are not subclasses of each other in P, and
2. for all i,j € {1,...,n}, if (¢ is a subclass of ¢;) or (¢ is subclass of ), then ¢ is a
subclass of c!.

These two requirements simplify the definition of the operation of application
of an effect to a type (that will be defined in Section AT]). The first require-
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ment assures that, for any class c, there is at most one atomic effect saying that
objects belonging to class ¢ might be re-classified. The second requirement as-
sures that there is no atomic effect saying that objects belonging to a subclass
of the target class ¢’ of another atomic effect might be re-classified to a class
that is not a subclass of ¢’. For instance, { PrincellFrog, FroglPrince} is not a
well-formed effect, since it does not satisfy the second requirement. The effect
{ Princel}Player, Frog{|Player} is, instead, well-formed.

4.1 Typing Rules for Expessions

Typing an expression e in the context of program P and environment [ involves
three components, namely

Prre:t]lM]e

where t conservatively estimates the type of e after its evaluation, the environ-
ment [’ contains conservative estimations of the types of this and of the param-
eters after evaluation of e, and ¢ conservatively estimates the re-classification
effect of the evaluation of e on object.

The typing rules for expressions are given in Fig. BH. We use the lookup
functions F(P,c,f) and M(P,c,m) which return, respectively, the definition of
the field f and of the method m in the class c, going through through the class
hierarchy, if necessary (see Appendix [A]. We follow the convention that rules
can be applied only if the types in the conclusion are defined. This is useful in
rules (cond) and (id).

Consider the rule (cond) for conditionals. The branches of the conditional,
e; and ey, are typed in the environment [y, i.e. the environment updated by
typing the first expression, e. Rule (cond) uses least upper bounds on types,
environments, and effects to determine a conservative approximation of the type,
of the resulting environment, and of the effect of the conditional expression. With
t Upt’_we denote the least upper bound of t and t’ with respect to <p, when it
existdd (see Fig. B). With I Upl"” we denote the least upper bound operation on
environments in P, defined by:

FUpl = {id: (tUpt) | (id) =t and [(id) = t'}.
The subeffecting relation, Cp, defined by:

oCp¢ iff , for all clic’ € ¢, there exists diid’ € ¢'such that c Cpd and ¢’ Cp d’,

4 In Fickler: [6], where effect annotations are set of Toot classes, typing has the format
P,T e : t]l"]{c,..,cn}, where the Ficklerr-style effect annotation {ci, ..., cn}
is equivalent to the Fickles-style effect annotation {cilci, ..., cnllcn}, meaning that
any object of a subclass of the root class ¢ may be re-classified to any subclass of
the root class ¢;.

5 Besides the fact that the typing rules of Fickles use the least upper bound operator
on effects (Lp) instead of the set-theoretic union (U), the only difference between the
typing rules for expressions of Fickles (in Fig.[5) and the typing rules for expressions
of Ficklerr (in Fig. 6 of [6]) is in rule (recl).

5 Note that for any class c the least upper bound ¢ Lipbool does not exist.
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P,FFe:booIﬂF0ﬂ¢> P,roke1:t1|]l'1[|¢1 P,FOFEQZ':QHFQH({)Q

(cond)
P, + if e then e; else e; : t; Lpty |] M uply [l ¢ Upp1 Upa
PITkte:clo] o
Plo b= e : e[ ]¢f PrTEe:t[[M]g
@pc,f) =t/ t<pt Mx) =t t' <pt
F(P, ¢'Grc,f) =P (a-field) (9 =P (a-var)
Pl - efi=e’ : t ]| [ ¢Upd PIF x=e:t[I]é
PThe:c|lM]¢ Pr-e:t[lo]¢
— Loy
F(P,c,f) =t (field) Plo e :t'[I]¢ (seq)
PIrEef:t]lM]e¢ Pl Foee :t' || oupd
PFc O
(bool) (null)
P,IT F true : bool [T ] {} .
Pl b false : bool [ ] {} Pl nuldl = e[ F]{}
PlFc Ot
(id) (new)
Pl id : TGd) [T ]{} Pl Fmnewc:c|l[{}

P,F = €y Cﬂr0ﬂ¢0

P,ri71 F e : ti/ [| I |] bi (VI e {1,.“,!1})

M(P, (¢1Up -+ - Updn)Q@pc,m) =t m(ts1 x1,..;ta xn) & { ... }
(¢i+1 Up:--- up(ﬁn)@pti’ <pt (VI € {1, o, n

P, T F eo.m(er,...;en) : t [ #dQply | ¢ Updpo Lp - Lpehn

PET(id) Ot

(meth)

(recl)
P,T F idic : c [ ({T(id)dcI@pM)[id—sc] | { F(id)dc}

Fig. 5. Typing rules for expressions.

formalizes the fact that the effect ¢ is a conservative approximation of the effect
¢'. The effect ¢ Lip¢’, defined by:

6 Upd’ = let
b0 = {CU,(C, up(l_lp{d, | d{d’ € ¢’ and d Cp C})) | clc € ¢}
U {d(d' Up(Up{c’ |cbe’ € dand < Tp d})) | did’ € ¢')
in
{co ¥ (cgUp(Up{df |dolidy € ¢o and (cy Ep do or do Ep cj)})) | colley € do}

is the least upper bound of the effects ¢ and ¢’ with respect to Cp. Note that the
least upper bound of well-formed effects is always defined and it is a well-formed
effect. The two branches of a conditional may cause different re-classifications
for this and the parameters. So, after the evaluation we can only assert that
this and the parameters belong to the least upper bound of their relative classes
in I'; and ;. We can prove that for this rule 'y Lpl, is defined. On the other
hand, the least upper bound of the types of the branches, t; Lipts, may not be
defined, in which case the rule cannot be applied.

Consider now the typing of assignments, i.e. rules (a-field) and (a-var). Eval-
uation of the right hand side may modify the type of the left hand side. In
particular, in (a-var) evaluation of e can modify the type of x. This is taken into
account by looking up x in the environment . Also, in rule (a-field) evalua-



106 Ferruccio Damiani, Sophia Drossopoulou, and Paola Giannini

tion of ¢’ may modify the class of the object e. For this purpose, we define the

application of effects to types:

o Upt if t Cp ¢ for some i€l,...,n

¢, Up...Upci Upt ifijel,...,n(jel,..,mand m > 1)
are all the indexes such that G Cpt

t otherwise

{cilcy, ..., callc) }@pt =

For example, {Frogl/Prince} @p Frog = Player, {Frog|{Prince} @p Prince =
Prince, and { Frog|/Prince } @p_ Princess = Princess.

In rule (a-field), by applying ¢’ to ¢ before looking up f, we provide for the
case where evaluation of € might re-classify e and remove f in the process.

We say that an effect ¢ respects a set of classes C' in P to mean that, for all
ce C, pQpc=c.

Note that the field type cannot be changed since classes not respected by
the effects listed in the program are not allowed to be used as types for fields.
The effect of field assignment is the least upper bound of the effects of the left-
hand side and of the right-hand side of the assignment, which conservatively
approximates the application of the effect of the left-hand side followed by the
application of the effect of the right-hand side. (This is due to the fact that: if
PEop O, PE¢ O and PFc O, then ¢'Qp(¢p@pc) Cp (¢ Upd)@pc).

Consider now (recl): id{lc is type correct if I'(id) (the type of id before the re-
classification) is a class; note that, since the class hierarchy is a tree, this implies
that c (the target of the re-classification) and I'(id) have a common superclass.
The typing rule for re-classification updates the environment by changing the
class of the identifier id. Moreover, since there could be aliasing with identifiers
of classes that are subclasses or superclasses of the class of id, the static type of
all such variables is set to the least upper bound of the current type and of the
target of the re-classification. For this reason, we define the application of effects
to environments:

$@pl = {id : $@pt | I'(id) = t}

For example, for an environment 'y, with [1(x1) = T1(x2) = Frog, M1(x3) =
Prince, we have {Frogl/Prince} @p 'y = Iy, where I'x(x;1)=l2(x2)=Player and
I'2(x3)=Prince. Therefore, the following typing judgement can be derived:

Po, 1 F x2Prince : Prince | s | {FroglPrince}

where I'3(xy)=Player, but ['3(x2)=I3(x3)=Prince.

Consider rule (meth) for method calls, eg.m(eq, ..., en). The evaluation of the
arguments €11, ..., €, may modify the types of the arguments ey, ..., ¢; and of the
object ep. This could happen if the original type of ¢j (0 <j <) is a subclass or
superclass of the left-hand side of an atomic effect among the effects of €11, ..., ep.
The definition of m has to be found in the new class of the object ey, and the types
of the formal parameters must be compared with the new types of ey, ...,e,_1.
In (meth) we look up the definition of m in the class obtained by applying the
effect of the arguments to the class of the receiver and we compare the types of
formal and actual parameters by keeping into account the effects of the actual
parameters.
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C(P,c) = class c extends ¢’ {...}

Vf: FD(P,c,f) =tg =—> PEty O and F(P,c,f) = Udf
vm: MD(P,c,m) =t m(ty X1, ...,ta xn) ¢ { e} =
Pho o
P,{x1:t1,...,%n 1 ta,this:c} F e : t' [ T" ] ¢’
t' <pt
¢’ Cpo
M(P,c’,m) = Udf or (M(P,c’,m) =t m(t1 X1, .0, ta xa) ¢ { ... } and o¢LCpo”) (wfe)
wfc
Pkc ¢
PO, Ve: C(P,c)AUdf = PFco Effect(P) respects ClassesFT(P) (wfp)
wjp
FPo

Fig. 6. Rules for well-formed classes and programs.

4.2 Rules for Well-Formed Classes and Programs

The rules for checking that a program is well-formed are listed in Fig. ol. With
Effect(P) we denote the effect

Lp{¢ | ¢ occurs in the signature of a method defined in a class of P}
and with ClassesFT(P) we denote the set of classes
{c| cis used as type for a field defined in a class of P}.

A program is well formed (i.e. F P <) if the inheritance hierarchy is well-formed
(i.e. B P <p), all its classes ¢ are well-formed (i.e. P F ¢ <), and the effects re-
spect the classes used as types for fields (i.e. Effect(P) respects ClassesFT(P)).
Fields may not redefine fields from superclasses, and methods may redefine su-
perclass methods only if they have the same name, arguments, and result type,
and their effect is a subeffect of that of the overridden methodﬁ. Method bodies
must be well formed, must return a value appropriate for the method signature,
and their effect must be a subeffect of that in the signature. See Fig. 6] where
C(P,c) returns the definition of class ¢ in program P, and the lookup func-
tions FD(P,c,f), MD(P,c, m) return, respectively, the definition of field f and
method m in class ¢ (the formal definitions are given in Appendix [A]).

" The only differences between the rules for well-formed classes and programs of
Fickles (in Fig. ) and those of Ficklerr (in Fig. 7 of [0]) are the following. In
rule (wfc), the rule for Fickles uses a different notion of well-formed effect and uses
the subeffecting relation instead of the set-theoretic inclusion. In rule (wfp), the rule
for Fickles has the additional requirement that the effects must respect the classes
used as types for fields.

8 Thus, in contrast to Java and C++, Fickles does not allow field shadowing, nor
method overloading. These features can be included into Fickles adopting the ap-
proach from [7]. However, this would complicate the presentation unnecessarily.
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v = true or v = false PHt Ou
(bool <) —_——  (null <)
P,o v < bool P,oFnull <t

o(v) =1I..0° c<pt
(t =)

P,okF ¢ =<t

o(v)y=1[0..70° P,ok¢<t
(sVal <) vf € Fs(P,c): P,oka()(f) < F(P,c,f)

P,okv<at P,okio<t

P,okFv <t vesVal

(e <)

o(this) = o’ (this)

/ ! . g !
o) = L.I° = o'() = [[.4.]]51 and {c/ Ep clpd’ ifc Ep~d for some d{id” € ¢
c =c otherwise

P,¢|—0‘<]O'/

o(t)y=1[0I..1° = P,otc:<c (for all addresses ¢)
r(id) #Udf = P,ot o(id)<Tl(id) (for all identifiers id)

P.T oo

(©)

Fig. 7. Agreement between programs, stores, and values.

4.3 Soundness

Figure [7 introduces agreement notions between programs, stores, and valuedd.
The judgement P,o F v < t is instrumental to the definition of P,o F v < t:
it avoids the use of coinduction. The judgement P, ¢ - o <1 ¢’ guarantees that
the differences from o to ¢’ are “small”; in particular, only objects of a subclass
of a class occurring in the left-hand side of an atomic effect in ¢ may be re-
classified. The judgement P,o | v < t, guarantees that value v conforms to type
t. In particular, it requires that when v is an address it corresponds to an object
of some class ¢ subclass of t, that the object contains all fields required in the
description of ¢, and that the fields contain values which conform to their type
in c. The judgement P, ' -0 & guarantees that all object fields contain values
which conform to their types in the class of the objects, and that all parameters
and the receiver are mapped to values which conform to their types in I'.

The type system is sound in the sense that a converging well-typed expression
returns a value which agrees with the expression’s type, or nullPntrExc.

Theorem 1 (Type Soundness). For a well-formed program P, environment
I, and expression e, such that P,T + e : t [ "] ¢ if P,T F ¢, and e,o
converges then

— eithere,o ~ v,0’, P, o’kFv<t, P, I"E o',
— ore,o ~» nullPntrExc,o’.

 The definitions in Fig. [7] differs from the analogous definition introduced in [6] for
Ficklerr in the rule for the judgment P, ¢ F o <t ¢’ (which is crucial to prove Theo-

rem [I)).
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5 Conclusions

In this paper we have proposed the language Fickles which improves Ficklerr
[6] by providing a more expressive type and effect system, and removing the
need for the qualifiers root and state for classes. This makes possible uses of
classes that were not anticipated at their definition time, so that a same class can
be used for re-classifiable objects in certain contexts and for non re-classifiable
objects in others.

Keeping the root and state qualifiers results in the language Ficklerrr, an
extension of Ficklerr, described in [4].

More experimentation with Ficklez and Ficklerrr is needed in order to assess
the “real usefulness” of their features and to compare the two languages from
the “software engineering point of view”.

The paper [I] provides a translation of Fickle into Java. The same translation
scheme could be used for Fickles and Ficklerrs.
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A Definitions Concerning Lookup

For program P with = P &, (see Fig. B) and identifier c£0bject, we define the
lookup of the class declaration for c:

C(P,c) = class c extends ¢'{cBody} if P =P’ class c extends c’{cBody} P”,
)= udf otherwise

For program P with = P <&y (see Fig. ), identifier ¢ such that

C(P,c) = class c extends c'{cBody},

and identifiers f and m we define:

_ t if cBody = ... tf ...
FD(P,c,f) = {Z/{df otherwise
B FD(P,c,f) if FD(P,c,f) # Udf,
F(P,c,f) = {‘7:(P1c’7f) otherwise
F (P, Object,f) = Udf
Fs(P,c) = {f | F(P,c,f) # Udf}
D(P - tm(ts X1, tn Xa) ${ € 3 if cBody = ...t m (t1 x1..ty xa) e}
MD(P,c,m) {udf otherwise
_ MD(P,c,m) if MD(P,c,m) # Udf,
M(P,c, m) = {/\/((p,c’7 m) otherwise

M(P, Object, m) =  Udf
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Abstract. In this paper, we study the problem of cost constrained fixed job
scheduling (CCFJS). In this problem, there are a number of processors, each of
which belongs to one of several classes. The unit time processing cost for a
processor varies with the class to which the processor belongs. There are N
jobs, each of which must be processed from a given start time to a given finish
time without preemption. A job can be processed by any processor, and the cost
of that processing is the product of the processing time and the processor’s unit
time processing cost. The problem is to find a feasible scheduling of the jobs
such that the total processing cost is within a given cost bound. This problem
(CCFJS) arises in severa applications, including off-line multimedia gateway
call routing. We show that CCFJS can be solved by a network flow based algo-
rithm when there are only two classes of processors. For more than two classes
of processors, we prove that CCFJS is not only NP-Complete, but also that
there is no constant ratio approximation algorithm. Finally, we present an ap-
proximation agorithm, derive its worst-case performance ratio (non constant),
and show that it has a constant approximation ratio in several special cases.

1 Introduction

Fixed job scheduling (sometimes called interval scheduling) has been studied exten-
sively. In fixed job scheduling, we need to process without preemption a given set of
jobs on several processors, such that ajob starts at a given time and finishes at agiven
time. Many variations of fixed job scheduling have been considered in the literature
(cf. Fischetti, Martello & Toth [1,2], Kolen & Kroon [3,4,5,6], Kroon, Sen, & Deng
[7], and Jansen [8]), and the computational complexity of those variants has been
established. In particular, Kroon, Sen, & Deng [7] studied the optimal cost chromatic
partition problem (OCCP), one variation of fixed job scheduling with processor-
dependent processing cost. In that problem, a sufficient number of processors are
available. A job can be processed by any one processor during a fixed time interval,

and if job j is carried out by processor p, then the associated processing cost is kp.
The objective is to find a feasible non-preemptive schedule to achieve the minimum
total processing cost.

In this paper, we study cost constrained fixed job scheduling (CCFJS), which is
similar to [7]. In CCFJS, there are a number of processors, each of which belongs to

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 111-124, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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one of several classes. The unit time processing cost for a processor varies with the
class to which the processor belongs. Each job requires processing by one and only
one processor without preemption. The cost of processing a job is the unit time proc-
essing cost of the processor times the job’s processing time. The problem isto find a
feasible scheduling of the jobs within a given cost bound, or equivalently, to find a
feasible scheduling of minimum cost. The difference between CCFJS and OCCP is
that, in OCCP, the processing cost of a job depends only on the processor: if a num-
ber of jobs are processed by the same processor, they have the same processing costs;
In CCFRJS, the processing cost of a job depends not only on the processor, but also on
the processing time (the processing cost is equal to the product of the unit time proc-
ng cost of that processor and the processing time).

CCFJSarisesin off-line multimedia gateway call routing. Multimedia gateways in-
terconnect different media networks (circuit-switched PSTN, packet-switched IP,
ATM, wireless). A multimedia gateway routes each incoming call to one of its media
networks. Media networks differ in the unit time media cost for calls routed to the
network, and each media network has a bandwidth capacity on the number of simul-
taneous calls. The media cost of a call isequal to the call duration times the unit time
media cost of the network to which the call is routed. The goa of call routing is to
minimize the media cost (or equivalently within its cost bound) taken over all calls.

In section 2, we formally define CCFJS and provide relevant terminology. In sec-
tion 3, we show that CCFJS can be solved by a network flow based algorithm (i.e. in
polynomial time) when there are only two classes of processors. In section 4, we
show that for more than two classes of processors, CCFJS is not only NP-Complete,
but also that there is no constant ratio approximation algorithm. In section 5, we pre-
sent an approximation algorithm, derive its worst-case performance ratio (non con-
stant), and show that it has a constant approximation ratio in several special cases.

2 Problem Descriptionsand Terminology

In this section, we formally define CCFJS as a decision problem. The optimization
version of the problem should be clear.

Instance of CCFJS: A cost bound C, >0; Jobs J,,..J, , and for each job J., a start
time s and afinishtime f (0<s < f); K classes of processors, and for each class

j=1..K, the number B, of processors, and the unit time processing cost C; for

K
processorsin thisclass. Let B = Z B be the total number of processors. We assume

i=1

that 0<C, <C,<..<C

K

Question: Does there exist a feasible schedule for the N jobs, such that the cost
N

C, = chi (fi —s) < C;?Here, C, istheunit time processing cost of the processor
i=1

onwhich job J, is processed.
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Relative to the specification of CCFJS, a feasible schedule is an assignment of
each job to a processor such that each job must be processed by one processor from
its given start time to its given finish time without preemption, and each processor can
process at most one job at atime.

Throughout this paper, we make use of the following terminology: Jobs J, and
J.(i# j) arecompatibleif thetimeintervals [s, f;) and [sj, fj) do not overlap. Job
J, isactive at time t if te[s, f,). Rank(t) is the number of active jobs at time t.
Further, Rank( J; ) is the maximum number of active jobs (including J; itself) at any

point of time te [s, f;) . To avoid trivial infeasible instances, we assume throughout
the paper that:

max (Rank(J,)(i =1,2,...N)) < B (2.1
A null job has zero processing time with start time equal to finish time. Adding null

jobs to an instance of CCFJS doesn't affect the feasibility of the problem since null
jobsintroduce no cost. A feasible schedule has the following fundamental property:

Partition Property: n of the total N jobs (n<N) can be processed by P processors
(P<B) if and only if the remaining N —n jobs can be processed by B— P processors.

3 A Polynomial Time Algorithm for Two Classes of Processor s

In this section, we show that when there are two classes of processors (i.e. K=2),
CCFJS can be solved in polynomial time. The agorithm we give has two steps. (1)
Build a flow network based on each job’s start time and finish time along with the
total number of processors; (2) Apply a minimum cost network flow agorithm [9] to
obtain a minimum total cost for the constructed flow network. It will follow that if the

minimum total cost is greater than C,, then CCFJS has no feasible solution; other-
wise CCFJS has afeasible solution.

3.1 Construct a Flow Network

The algorithm that we give constructs a flow network in the form of alayered directed
acyclic graph (DAG). Each layer has exactly B vertices and each edge connects two
vertices from two adjacent layers. Each vertex represents ajob, and will be assigned a
weight equal to the job’s processing time. A path represents a sequence of jobs that
can be processed by the same processor. Clearly, any two jobs on the same path must
be compatible. Further, if any P vertex-digoint paths (0 < P < B) are removed from
the flow network, then in the remaining flow network, there will exist B- P vertex-
digoint paths, such that each remaining vertex belongs to exactly one of the B- P
vertex-digoint paths (i.e. the Partition Property holds). In section 3.2, we will let P

be equal to B,, and the jobs on the resulting B, vertex-disjoint paths will be assigned
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to processors of class 2. Likewisg, the jobs on the remaining B vertex-digoint paths
will be assigned to the processors of class 1.

3.1.1 BuildingalLayered DAG

The agorithm Build_Layered DAG described below has two inputs: the total
number of processors B and an array of N jobs stored in J[1..N]. The output is a lay-
ered DAG in which each layer contains exactly B vertices, and each edge is directed
from avertex in one layer to avertex in the next higher layer.

Algorithm Build_Layered_DAG(Input J[1..N], B; Output G=(V,E))
Sort and store the 2N values of J[K].start_time and J[k] .finish_time (k=1..N) into
ascending order in A[1..2N];
Ve{st}; L1, FeO;
weight(s) «0; weight(t) « O; Layer[0] «{s};
fori «1to N+1do Layer[i] «NULL;
fori «1to 2Ndo
j<A[i].index;
if Ali].type= dtart_time
Layer[L] « Layer[L] U vertex(J[j]); // Add job J[j] into Layer L
weight(vertex(J[j])) «-J[j].proc_time; // Setjob J[j]’ sweight to itslength
F «0;
else/* Ali].type= finish_time*/
if (F=0)

F el

/[Duplicate vertices of layer L into layer L+1

Layer[L+1] « Layer[L];

//Set duplicated vertices' weight to zero

weight(v) « 0 for each ve Layer[L+1];

Add an adeguate number of vertices with weight zero (null jobs)
into layer L, such that laye L has exactly B number of verti-
ces,

LeL+1; //Advancethe current layer L to L+1

//Remove job J[j] fromthe current layer L
Layer[L] « Layer[L] - vertex(J[j]);
Layer[L] «{t};
fori «1toL-1doVe«V U Layer[i];
for every vertex ve Layer[i]
if vhasaduplicated vertex ue Layer[i+1] thenE « E U (v,u);
else for each non-duplicated vertex ue Layer[i+1],E < E U (v,u) ;

Assign capacity one and weight zero to each edge;

The data structures used in the algorithm are: Each element of J[1..N] has three
fields. JK].start_timeisjob J, s start time, J[K].finish_timeisjob J, 'sfinish time
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and J[K].proc_time is job J, 's processing time. Clearly, JK].start_time+
JK].proc_time= J[K].finish_time. Array A[1..2N] stores the sorted start and finish

times of all the jobs. Each element of A has three fields. A[i].type (start_time or
finish_time) indicates whether it is a start time or afinish time; A[i].value is either
the start or the finish time depending on the A[i].type; Ali].index isthe job’sindex in
J[1..N] . Each element of array Layer[1..N+2] is used to store the vertices of a given
layer.

Build_Layered DAG works as follows: The agorithm first sorts the 2N time
values into ascending order, and stores them in array A[1..2N]. If the finish time of a
job isthe same as the start time of other jobs, the finishing times are placed before the
starting timesin A[1..2N].

Then, the algorithm processes A[i] with index i increasing from 1 to 2N. If
Ali] typeis start_time, then avertex representing job J[A[i].index] is added to layer L,
and the weight of the vertex is set to J/A[i].index].proc_time. If Ali].type is
finish_time, then each vertex of layer L is duplicated and placed in anew layer (L+1).
The weight of each duplicated vertex in this new layer is set to zero, and the vertex of
job JA[i].index] is removed from the new layer. Note that if there are contiguous
elements of A[i].type equal to finish_time, then the algorithm keeps on removing the
vertex of job JA[i].index] from the new layer until encountering the first A[i].type
equal to start time. (i.e. a new layer is constructed only for the first of a series of
finish_times). Note that the number of vertices in the new layer is a most B from the
assumption (2.1). If the old layer has fewer than B vertices, the agorithm adds enough
vertices with weight zero into the old layer to ensure that it has exactly B vertices
(vertices with weight zero represent null jobs).

After building the final layer, the algorithm adds edges: for each vertex v in layer k
(not the fina layer), if v has a duplicated vertex u in layer k+1, add edge (v,u);
otherwise add edge (v,u) for each non-duplicated vertex u in the layer k+1. The run-

ning time of Build_Layered DAGis O(NlogN + NB?) .

3.1.2 An Example

Figure 1 shows seven jobs with start times and finish timesin sorted order. Each job’s
processing time is shown in parentheses. Figure 2 is the layered DAG produced by
Build_Layered DAG. Each vertex’sweight isindicated in the parentheses.

3.1.3 Propertiesof the Layered DAG
In this section we prove the following theorem about the properties of the layered
DAG. These properties are clearly illustrated in the example above.

Theorem (3.1) The graph G =(V,E) generated by Build_Layered_DAG has the
following properties: 1.G = (V, E) isaDAG in which each layer (except the first and

the last) has exactly B vertices, and any two vertices (except for the null jobs vertices)
in that layer are not compatible. 2. Each vertex in a layer can have at most one
duplicated vertex in the next layer. 3. Each edge connects two vertices from two
adjacent layers. 4. Each vertex u is located on at least one path from sto t (an st
path). 5. There exist exactly B vertex digoint st paths in the graph, such that each
vertex (except s and t) belongs to exactly one of those B paths. Note that the selection
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of those B paths may not be unique. 6. If any P vertex-digoint paths (0< P < B) are
removed (except s and t) from G = (V, E), then the remaining flow network has the

above 1-5 properties with B replaced by B—P . 7. A set of mjobs can be processed
by P processors subject to the Partition Property if and only if there exist P
(0< P < B) vertex-digoint st pathsin G = (V, E) containing al non-duplicated and
duplicated vertices of those mjobs. These P vertex-digoint paths may not be unique.

AQ3)

B(G).

C©O) F@3)
D@3) E@3) G(3) ;

e
Fig. 1. Job Sequence Input for Build_Layered DAG, B=3

IR EN®

- C(0) C(0) C(0)

o

Layer 1 Layer 2 Layer 3 Layer 4
Fig. 2. Output Layered DAG from Fig. 1

The first 4 properties and property 6 follow easily from the algorithm. Property 5
can be proved by using induction on the number of layers constructed. In property 7,
the “if” part is straightforward and the “only if” part can be proved by using induction
on the number of processors P. The details of the proofs are omitted here due to space
limitation.

3.2 TheAlgorithm and Its Correctness

Algorithm Two_Class_Scheduling(Input J[1..N], B , B,,C,, C, ; Output C;)

Build_Layered DAG(Input J[1..N], B+ B,; Output G'=(V',E'));

Convert G'=(V',E’) into an edge capacitated flow network G=(V,E) using the
standard techniques (i.e. split each vertex ue V '-{s,t} into two vertices
u and u” and add an directed edge (U',u”) with direction the same as
S—t direction, capacity equal to one and weight equal to vertex u's
weight).
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Compute a minimum cost flow in G=(V,E) with flow value of B,[9];
Assign the jobs that are on the minimum cost flow to class 2 processors, and let
L’k2 be the total processing time of such jobs; Assign the jobs that are not

on the minimum cost flow to class 1 processors and let L, be the total
processing time of such jobs.
Calculate thetotal cost C, « L, #C +L, =C,.

Having constructed a flow network, we use a minimum cost network flow ago-
rithm [9] to find B, vertex-disjoint paths with minimum total weight. Clearly, all

vertices not on those B, vertex-digoint paths can fit into B B, = B, vertex-disjoint
paths. In Two_Class Scheduling described below, input J[1..N] is the same as the
input for Build_Layered DAG, B and B, are the numbers of processors of the two

processor classes, and C, and C, are the unit time processing costs of those classes.
We assume C <C,. The agorithm returns the minimum cost C: . Note that

C, <C, (C, isthe cost bound) decides the feasibility of the scheduling.
The following theorem establishes the correctness of the algorithm:

Theorem (3.2): Two_Class Scheduling correctly computes the minimum cost and
the feasibility of CCFJSwhen there are only two classes of processors.

Proof: For given N jobs, let L be the total processing time. Given ascheduling, let L,
be the total processing time on class 1 processors and L, be the total processing time
on class 2 processors. Thus L=L +L,. Since C,<C,, thecost L *C +L,*C, of
processing all of the jobs is minimized if L, is minimized. From property 7 of theo-
rem (3.1), L, is minimized if and only if all the jobs contributing to L, are on the
minimum cost flow with flow value B, . Thus, the theorem is established. .

For the flow network G=(V,E) where all capacities are one, the running time of the
best minimum cost flow algorithm is O(|VE |+ |V |* log |V |) ([9]), which is also the
running time of Two_Class_Scheduling.

4 Complexity for More Than Two Classes of Processors

In this section, we show that CCFJSis not only NP-Complete, but also that thereisno
constant ratio approximation algorithm for CCFJS when the number of classes of
processors is more than two.



118  Qiwei Huang and Errol Lloyd

Theorem (3.3): If P= NP andr >1(r isaconstant), then there is no polynomial

time approximation algorithm with ratio bound r for CCFJS when the number of
classes of processorsisat least 3.
Proof: The proof is by contradiction. Suppose that for some r >1, there is a polyno-

mial time approximation algorithm A for CCFJS with ratio bound r, i.e. CAlc; <r

where C, isthe cost returned by the algorithm A and C: isthe optimal solution. We

will show how to use A to solve instances of Numerical 3-Dimensional Matching
(N3DM) in polynomial time. Since N3DM problem is NP-Complete [10], our theorem
follows. Recall the definition of N3DM [10]:

INSTANCE of N3DM: Integers t, d anda, b, ¢ fori=12,..t, satisfying the

t
following relations: » (& +b +¢ )=td and 0O<a,b,c <dfori=12..1.
i=1
QUESTION: Are there permutations pando of {1,2,..t}, such that:
& +b,; +C, =d (i=1..1)?
Consider a particular instance of N3DM. We construct an instance of CCFJS in-
stance (inspired in part from [7]) asfollows. Define

U = 49dt*r? (3.4)
V =U — 7dt’r = 49dt*r® — 7dt’r (3.5)
W =U + 7dt’r +3d = 49dt*r > + 7dt’r + 3d (3.6)
Z=W+U +d=98dt"r?+ 7dt’r + 4d (3.7)

Define K=3, C, =(14dt’ +14dt* ~5dt/r +5d/r)/Z, C,=1/r and C, = 7t". It
can be easily verified that 0< C, <C, <C, . Define C, =49dt*,B =t, B, =t° —t
and B, =t". In this instance of CCJFS, the tota number of processors is
B=B, +B,+B, =2t°. Next, we choose t* + 2t distinct rational numbers (see figure

3) B, F and X, withi,j=12,..,t suchthat:

U<F <U+d<E<U+2d<X  <U+3d (3.8)
0 Vv U U+d U+2d U+3d W z
L ] [ | | | | |
F, E X.

j i ij

Fig. 3. Job instance construction relationship

Then, we define N = 6t° +t jobs. We will identify these jobs by their start time
and finish time pairs, rather then by separate names. In that context, these jobs are as
follows:
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[0,E) (i=12,..,1) [E. X ) (i, j=12..1)
(t-1) times[V,F,) ( =12,...,1) [F.X )@, j=12..1)
[X, W+a +b) (i,j=12..1) W+d-c,Z) (k=12,..,1)
(t-1) times[U,E) (i =12,..,1) U,F)(=12..1)
[X,,,U+3d)(i,j=12.1)

This completes the construction of the instance of CCFJS. Clearly, this construc-
tion requires polynomial time, and it is easy to verify that the instance satisfies (2.1).
Assume algorithm A is applied to the above instance of CCFJS. We show that

C, <r=C, if and only if the instance of N3DM has a solution, thus algorithm A can
solve the instance of N3DM in polynomial time.

To show that the instance of N3DM has a solution when C, <r =C_, we prove the
following lemmas:
Lemma (3.9): Jobs [0,E) (i=12,...,t) canonly be assigned to class 1 processors.
Proof: Suppose a job [0,E ) is assigned to a non class 1 processor. Thus the unit
time processing cost for thisjob is at least 1/r. From (3.8) and (3.4), the processing
time of thisjob is E >U +d >U =49dt’r®. Thus C, > 49dt’r =r #C, , a contra-
diction. u
Lemma (3.10): Jobs (t-1) times[V,F,) (j=12,...,t) canonly be assigned to class
2 processors.
Proof: Jobs (t-1) times[V,F;) (j=12,..,t) can't beassigned to class 1 processors
due to lemma (3.9). Therest of proof issimilar to the proofs of lemma (3.9). [ ]
Lemma (3.11): Jobs (t-1)times[U,E) (i=12..,t) and [U,F) for
j=L12,...,t canonly be assigned to class 3 processors.

Proof: Immediate result of lemmas (3.9) and (3.10). u

Lemmas (3.12): Jobs [W+d—-c,,Z) (k=12,..,t) can only be assigned to class 1

processors.
Proof: Similar to the proofs of lemma (3.9). m

Lemma (3.13): Jobs [X; , ,\W+a +b,) (i,j=12,..,t) can't be assigned to class 3

processors, and there is no idle time for each of the class 1 and class 2 processors
during [U +3d,W) .

Proof: Similar to the proofs of lemma (3.9). |
Lemma (3.14): Jobs [Xile ,U+3d)fori, j=12,..t can only be assigned to class 3
processors.

Proof: Immediate result of lemma (3.13) ]
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Lemma (3.15): There is no idle time for each of the 2t processors during time
[U,U+3d).
Proof: Obvious from the definition of the jobs. u
After proving the above lemmas, now we show that there is no idle time for each
of the class 1 processors during time interval [W,W +d] and the instance of N3DM
has a solution. From lemmas (3.9), (3.12), (3.13) and (3.15), it follows that jobs
[0,E), [Ei’xi,j)’ [Xi‘j,W+a1 +bj) and W+d-c,Z) (i,k=12,..1t) must
be assigned to class 1 processors. Each i and k occur exactly once. From lemmas
(3.10), (3.13) and (3.15), it follows that jobs (t-1) times [V,F)), [F,X ),

[X,

ij?

j (j=12,...,t) occurs exactly (t—1) times. Thus from lemma (3.13), for the jobs

W+a +bj) must be assigned to class 2 processors, where each

[X;,W+a +b,) assigned to class 1 processors, each | (j=1,2,...,t) occurs ex-
actly once. From lemmas (3.11), (3.14) and (3.15), it follows that jobs (t —1) times

[U,E), [E, Xi,,-) and[X. .,U +3d) must be assigned to class 3 processors, where

ij?
eech i(i=12..t)occurs (t-1) times, and that jobs [U,F;)and

[F. X ;) (1=12,..,t) must be assigned to class 3 processors. Finally, from the fact

t
that Y (a +h +¢ ) =td and the conclusions that each i, j and k occurs exactly once
i=1

for jobs [X

ij?

follows that there is no idle time for each of the class 1 processors during time inter-
val [W,W+d]. Thus W+a +b, =W+d —c,. If wedefine p(i) = j and o(i) =K,

W+a +bj) and [W+d-c,,Z)assigned to class 1 processors, it

then & +b,;, +C,;) =d fori=12,..,t and theinstance of N3DM has a solution.

Now suppose the instance of N3DM has a solution, the jobs assignment can follow
the above proof (see figure 4). The total processing cost

C, =1Z* (14dt® +14dt® ~5dt /1 +50 /1) Z +(t* —t) * W +2d V) /1 + 17 % 3d * 7t
=49dt" =C, <r*C,

Thus algorithm A can solve N3DM in polynomia time, which contradicts the assump-
tionthat P # NP. |

From theorem (3.3), we can easily prove the following corollary by letting r=1 and
C,=C,.:

Coroallary (3.16) CCFJSis NP-Complete.
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Class 1 processors: B, =t, C, = (14dt® +14dt* ~5dt/r +5d /r)/ Z

0 E, X, W+a +h | W+d-c, z

0 E, X, W+a,+b, | W+d-c,  Z

0 E, X5, W+a,+b, | W+d-c, Z
Class2 processors. B, =t*—t, C,=1/r

0|V F, X, W+a,+h Z

0|V F, X, W+a, +h

0|V F, Xy, W+a +b, Z

0|V F, X, W+a,+b, Z

oV F, X, W+a, +b,

o] Vv F, Xy W +a, +h, Z
Class 3 processors: B, =t*, C, = 7t*

o|uU E, Xy, U+3d z

o|u E, X, U+3d z

o|u E, X,, U+3d z

o|u E, X,, U+3d z

o|u E, X, U+3d z

o|u E, X, U+3d z

o|u F, Xy U+3d z

o|uU F, X5, U+3d z

o|uU F, X, U+3d z

Fig. 4. An CCFJS Instance when t=3

5 An Approximation Algorithm

In this section, we present an approximation algorithm based on network flows, de-
rive its worst-case performance ratio (non constant), and show that it has a constant
approximation ratio in some special cases.

5.1 TheAlgorithm Approximate Cost

Recall in section 3 for the two classes of processors case, the minimum cost flow is
computed with flow value equal to the number of processors of the most expensive
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class of processors. The jobs that are on the minimum cost flow are assigned to the
processors of the expensive class, and the remaining jobs are assigned to the proces-
sors of the cheap class. Adapting this method to three or more classes of processors,
in the algorithm Approximate_Cost, we consider partitioning the classes of processors
into an expensive set and a cheap set. We then compute the minimum cost flow with
flow value equal to the sum of the number of processorss of the expensive set of
processors. Each job that is on that minimum cost flow will be assigned to one of the
processors in the expensive set, and each job that is not on that minimum cost flow
will be assigned to one of the processors in the cheap set. In order to assign each job
in the two sets to a particular class of processor, we use a greedy approach: specifi-
cally, we compute the minimum cost flow with flow value equal to the number of
processors of the most expensive class and assign the jobs that are on that minimum
cost flow to processors of that most expensive class. We then remove those jobs and
the processors of that class and iterate until every job is assigned to a processor of a
particular class. Since we don’t know in advance how to partition the processors into
an expensive set and a cheap set, we perform the above computation for each possible
partition (for K classes of processors, there are K-1 partitions), and retain the partition
and the associated assignment of jobs to the processors that yield the smallest cost.

5.2 Algorithm Complexity and Perfor mance Ratio
Similarly to section 3.2, the running time of Approximate Cost is
O(K?|VE [+K? [V [ log |V |).
Note that we are not partitioning the expensive set and the cheap set recursively (in-
stead, we use the greedy approach described above). Recursive partitioning will lead

to exponential complexity in terms of K. Before we anayze the performance ratio of
the agorithm, we first provide the following theorem and corollary (recall that we

assume 0<C <C,<..<C,):
Theorem (3.17) In Approximate_Cost, for i =1,...,K , let X, be the total processing
time assigned to class i processors, let y, be the minimum total processing time as-

signed to asingle class i processor, and let Y, be the maximum total processing time
assigned to asingle classi processor. Then
Y>2X /B2y 2Y,2X /B, >2y,.2Y, 2X /B >y, (3.18)

K
Corollary (3.19) Let X = z X. be the total processing time, and approx_cost be

i=1

the cost returned. Then approx_cost= » .C X, <x)>.CB /Y B (3.20)

i=1 i=1 i=1

In Approximate_Cost, a minimum cost network flow algorithm is applied between
each pair (i,i +1)(i < K) classes of processors, such that the flow value includes B

1+1
without B, . Thus theorem (3.17) can be proved by using minimum cost network flow
property. Corollary (3.19) can be proved by showing that when
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X /B =X,IB,=..=X, B,

K K
approx_cost reachesits upper bound x> CB /) B .
i=1 i=1
Consider a particular partition in Approximate Cost where the cheap set includes
processors from class 1 to classj (j=1...K-1) and the expensive set includes proces-

sors from class j+1 to K. After the minimum cost flow is computed, let X, ; bethe
total processing times and c be the cost of jobs that are assigned to the cheap set,

and let X be the total processing times and C . be the cost of jobs that are

j+1.K
assigned to the expensive set. Let c be the final cost as calculated in that partition.
Analogous to corollary (3.29), we have:

K K
G, < 1,208/2 C.<Xjux 2 CB/2B

i=j+1 i=j+1

, , (3.21)
¢, =c 12_XIJZc:,Ea,/ZB,+x+1KZ(:3/ZB
= i=j+1 i=j+1
Let Copy be the optimal processing cost. Since 0< C, <...<C,, the optimal value
Copt Will not decrease if C,,...C; decreasesto C, and C,,,..C, decreaseto C,,
Thus,
Copt 2 X, ;G + X, «Ciy (3.22)

j K

>.ch 2.GB

Xl..j j + Xj+1..K % i K
. 2B 2. B 2.cB 2CB
— < = R < max =t (3.23)
Copt X, G+ X, Cpy CZB CMZB.

i=j+1

Since the algorithm returns the smallest cost for each j,
p=minfc [j=12..,K-3/c, (3.24)
Finally from (3. 23) and (3.24),

ych Y ch

p <min| max| = J. =it j=12,..,K-1 (3.25)

K

Clz B| CJ+1 Z

i=! i=j+1
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ExampleK =3,C, =3,B =100,C, =6,B,=50,C, =12,B, = 25.

By applying (3.25), we have p <4/3. In practical situations (for example in the
off-line multimedia gateway call routing), the more expensive the processors, the less
the number of processors. In this example, C B = C,B, = C B, . In general, if K>2is

a congant and CB =C,B,=..=C B,, then from (3.25), p<K/2,ie p is
bounded by a constant.
ExampleK = 4,C =1,B, =100,C, = 2,B, =100,C, = 4,B, =100,C, =8,B, =100

By applying (3.25), we have p<3/2. In this example, B =B, =B, =B,,
C.,/C =2(=123). In generd, if K>2 is a constant, B =B, =...=B_, and

K/2-1
C./C =q(i=1..K-1) isaconstant, then from (3.25), p <2 Z g /K,ie p
j=0
isalso bounded by a constant.

6 Summary

In this paper, we have studied the problem of CCFJS and we present a complete clas-
sification of its computational complexity. We show that CCFJS is polynomial solv-
able when there are only two classes of processors. We prove that the general CCFJS
is NP-Complete and that there is no constant ratio approximation algorithm. We fur-
ther present an approximation algorithm and analyze its worse case performance ratio.
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Abstract. The Lexicographically First Maximal Independent Set Problem on
graphs with bounded degree 3 is at most /n-complete, and thus very likely
not parallelizable in a fine-grained setting. On the other hand, we show that in
a coarse-grained setting (few processors and a lot of data) the situation is differ-
ent, by giving a work-optimal algorithm on a shared memory machine for n and
p such that p - logp € O(logn).

1 Motivation and Background

It is commonly believed that not all problems are parallelizable, but what paralleliz-
able means in practice and what theoretical models are able to capture differs some-
what. If T*(n) is the best sequential runtime on an input of size n, then with p pro-
cessors the best parallel runtime we can hope for is O(T*(n)/p), yielding a work-
optimal algorithm. Most actual parallel computers are coarse-grained, having p orders
of magnitude smaller than n for practical problems. However, the well-known paral-
lel complexity class NC requires a parallel runtime polylogarithmic in n, implying
p = £2(T*(n)/polylog(n)), and this we call fine-grained. Showing that a problem
is P-complete, meaning that it is not in NC unless P=NC, is therefore an argument
for non-parallelizability only on a fine-grained computer, and may not have practical
implications.

To remedy this situation Kruskal et al[10] studied parallel complexity classes EP,
AP and SP that require only parallel runtime O(T*(n)!~¢) for some ¢ > 0. EP implies
work-optimality, whereas AP (and SP) allows a factor polylogarithmic (and polyno-
mial) in n away from work-optimality. Vitter et al showed that some P-complete prob-
lems indeed are parallelizable in this sense [14]. Condon[2] extended this work also
with non-parallelizability results by showing, roughly, problems that could not have
O(\/ﬁlis) parallel runtime unless all problems in P had a similar parallel speedup over
its best sequential runtime. She showed this for the Lexicographically First Maximal
Independent Set (LFMIS) problem, among others.

In the current paper, we look for a positive parallel result for the LFMIS problem,
for which Condon gave only the negative result. The requirement that a lexicographic
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ordering of vertices must be respected gives the problem an inherently sequential flavor.
Hardly any results are known on parallel algorithms for LFMIS, whereas efficient par-
allel solutions exist if the ordering requirements are dropped, see e.g Ferreira and Sch-
abanel [5] and Gebremedhin et al. [6]. Uehara [12] gave an NC algorithm for LFMIS
restricted to graphs with a polylog(n) bound on the length of the longest path respecting
the lexicographic order given in the input.

We instead focus on a variant of LFMIS that is known to remain P-complete [11],
that we call LFMIS3, where input graphs have bounded degree 3. We first extend Con-
don’s result on the hardness of LEMIS to LFMIS3. Then, our main result is stated as
follows:

Theorem 1. There is a parallel algorithm for LFMIS3 that is work-optimal for all n
and p such that p - logp € O(logn).

The paper is organized as follows. In the following section, we will introduce the
models of parallel computation that will be used throughout the paper. We also provide
a brief discussion about the complexity issues involved. Then Section 3 will introduce
the problem and our main technique to handle it which we call block graph. The parallel
algorithm itself is described in Section 3, followed by two sections that discuss the two
different phases of preprocessing that this parallel algorithm needs. The main part of
the paper being presented for a PRAM, in Section 7 we find it convenient to outline
how the assumption of using a shared random access memory might be relaxed. This is
done by specifying a concrete communication pattern between different processors.

2 Parallel Machine Models and Performance Measures

Although our research was guided by the more practical and realistic coarse grained
machine models for parallel computation, see [13,3,4,7], we will for this paper use
simply the PRAM while taking the granularity restriction into account. This is done to
make the approach as transparent as possible and not get lost behind certain (practically
motivated) constraints of the coarse-grained models. At the end of this paper we will
indicate how our results can be extended to a distributed coarse-grained setting.

We use a convenient modification of the classical CREW-PRAM!, see [9] for an
overview. The algorithm that we give will use bit-parallelism so we have to be more
precise about the “RAM” part of the machine description. We will assume that each
processor is a word-RAM with word size w and that it supports all conventional op-
erations (e.g memory access, addition, subtraction, bitwise and and or ) on machine
words in constant time.

The choice of a word-RAM as a base for the machine model is in contrast to some
of the complexity theoretic work cited above, e.g [2]. The difference in the perfor-
mance measures as presented hereafter when using a more restricted RAM (so mainly
considering bit complexity) would be a w-factor on time and cost. To allow for a fair
comparison, that factor would have to be taken into account for both sequential and
parallel algorithms. So, as long as we handle such a factor consistently when measuring

! Concurrent Read Exclusive Write - Parallel Random Access Machine
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the speed up of a parallel algorithm over a sequential one this effect would cancel out.
Thus we may choose this variant of the PRAM for convenience.

We will assume that the word-size of our machine is at least logarithmic in the input
size (here the number of vertices of a graph () since otherwise our input could not be
randomly addressed in its entirety, i.e.

logn < w. (1)

The main performance measures of a PRAM algorithm A are its parallel running
time T 4(n) and its overall work or cost C 4(n) = T.4(n)p.a(n), where p4(n) denotes
the number of processors used by A. Unless such PRAM algorithms are work-optimal,
ie. Cq(n) = O(T 4+ (n)), they will show poor performance when scaled down, using
Brent’s principle, see [1], to fewer processors.

An inconvenience of requiring work-optimality is the fact that the definition de-
pends on A*, an optimal sequential algorithm that for a specific problem may not be
known. But for this paper we luckily avoid this since the problem we will consider has
a linear-time sequential algorithm. So for work-optimality it will be sufficient to prove
a linear upper bound on C'4(n).

When we want algorithms that are scalable for a range of processors their running
time T4 (p, n) and cost C' 4 (p, n) become also functions of p, the number of processors.
In this paper we aim for an algorithm A that will be work-optimal for n and p such
that p - logp € O(logn). To be more precise on the quantifications there are constants
1 > 6,e > 0 and pg (all independent from n and p) such that for all n and p that fulfill
p = po and

plogp < dlogn. (2)
we have
Ca(p,n) <eTa(n) 3)
or equivalently
Ta(p,n) < eTA;(n). @)

To ease the design and presentation of our algorithm .4 we will consider p as being
determined by n, namely maximal p such that it fulfills (2). The full algorithm A’ with
input of size n and p’ processors would then consist of computing the right value of
p as imposed by maximizing for (2) and then simulating A (with n and p) via Brent’s
principle on p’ processors. The only obstacle for the design of A’ is the computation of
p on p’ processors in time O(n/p’) which can be done easily for what is needed here.

3 LFMIS and the Block Graph

Given a linear ordering on the vertices of a graph, the lexicographically first maximal
independent set is the subset of vertices built starting from the empty set by considering
vertices in the order given, and adding the considered vertex to the set if it does not have
a neighbor already in the set. The problem that is treated in Theorem 1 is the following,
see the book [8] for an overview.
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Problem 1 (Lexicographically First Maximal Independent Set-3 (LFMIS3)).

Input: An undirected graph G = (V| E) of maximum degree 3 with an ordering
v1,...,0, on V such that the edges are lexicographically sorted, and a designated ver-
tex v.

Output: Is vertex v in the lexicographically first maximal independent set?

The assumption on the ordering of the edges which is a bit more than is usually re-
quired for LFMIS has no impact on parallel complexity of the problem: because of the
bounded degree of the graph it can be achieved efficiently if necessary by a linear-work
algorithm: in O(logn) time on a PRAM, or in O(n/p) time in a conventional coarse
grained setting.

The LFMIS3 problem is P-complete even if the input graph is restricted to be pla-
nar and have maximum degree 3, see [11]. From now on we consider only graphs of
maximum degree 3. We first note that the P-completeness proof given for LFMIS3 by
Miyano in [11] in fact also shows that LFMIS3 is hard in the sense defined by Condon
in [2].

Corollary 1. The LEMIS3 problem is at most \/n-complete for P.

Proof. In the paper [11] LFMIS3 is shown to be P-complete by a reduction from the
circuit value problem CVP, which itself was shown in the paper [2] to be at most y/n-
complete for P. Since the given reduction preserves the input size, i.e. the graph is linear
in the circuit given as input, it follows from the results of [2] that also LFMIS3 is at most
\/n-complete for P. O

This corollary means, roughly, that if anyone would give a parallel algorithm for
LFMIS3 with a parallel runtime O(n¢) for e < % then all problems in P would have a
parallel algorithm with polynomial speedup over their best sequential algorithm.

We now turn to our parallel algorithm for LEMIS3. In the following we will in
fact not solve the decision problem as given by the definition, but give an algorithm
that produces the corresponding independent set. We will derive our algorithm from a
straightforward linear-time sequential algorithm, see Algorithm 1.

Algorithm 1 Sequential LFMIS3.

Input: A graph G = (V, E)) of max degree 3 with an ordering v1, ..., v, on V.
Output: The lexicographically first maximal independent set S'.
Data Str.: Boolean vector S[v; ... v,] with S[v;] = 0 only if v; &€ S.
begin

fori = 0tondo Sy =1

for: =0tondo

for all edges v;v; € E withi < j do
if S[Ui] == 1 then S[’Uj] =0

output {v : Sjv] == 1}

end;
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The idea presented in this paper to obtain a parallel algorithm is to alter the conven-
tional data structure for the input graph so that several processors will be able to handle
a set of different edges concurrently. Therefore we will need to compress information
concerning certain vertex and edge sets into machine words. To obtain such a “com-
pressed” representation of the input graph, we partition it into vertex blocks of fixed
size B, and consider the representation of intra-block and inter-block edges.

Definition 1. Given an undirected graph G = (V, E) of max degree 3 with an ordering
of vertices vy, . .., vy, and an integer 1 < B < n, we define the B-block graph of G by
the following:

vertex partition We partition V into [n/B] blocks Vo, . .., V|, g| following the given
vertex ordering, i.e. with V; = {vig41,...,vip+} for 0 < i < |n/B| — 1 and
Vi, B| the remaining vertices. For simplicity we may assume w.l.0.g. that B divides
n. A vertex v = v; of G is thus given a a block number bp(v) = |i/B] and a
relative number rg(v) = (i mod B) + 1 between 1 and B within its block.

inter-block edges The vertices of block V; have neighbors in at most 3B other vertex
blocks V; with i < j. Each such pair i, j constitutes an inter-block edge F; ;. For
each of these inter-block edges we store a vector E; ;[1...3B] that encodes the
induced subgraph between vertices of blocks V; and V;. It has entries 3k — 2, 3k —
1,3k, for 1 < k < B, containing the relative number of the 3 possible neighbors
that the kth relative vertex in V; has in V.

intra-block edges Intra-block edges inside a vertex block V; are represented by a sim-
ilar vector V;[1...3B].

Fig. 1. The B-block of a graph with max degree 3 and vertices ordered 1...8 for B = 3, i.e. 3
vertices per block. Black vertices are in the LFMIS.
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See Figure 1 for an example. A relative vertex number 75 (v) requires [log B bits
of storage. Total storage in bits for the block graph is therefore at most

( (n/B)3B + n/B ) 3BlogB =O0O(nBlogB). Q)
N—— ~~ —
# inter edges  # intra edges vector encoding

So this encoding of our graph is in fact not compressed in the sense that it occupies less
space than a conventional one. If we assume in addition that

2Blog B < logn (6)
by our bound for the word size (1) we obtain
2Blog B < w. @)

So the number of machine words needed for this new encoding is still linear in the
number of vertices (and edges).

To discuss the example of Figure 1 we will write machine words as a vector of
(small) numbers. We note such words as (a b ...), where a, b, . .. are numbers that are
written with ¢ bits and that are concatenated in the machine word. E.g

<<120>2.<000>2-<130>2>6: (24-0-28),
=(011000000000011100),  (8)

which represents the decimal number 98332.
Inter-block edges between Vj and V) are represented by a vector of 3B numbers

in the range 0. .. B, namely <<120>2 -(000), - (130>2> , with (120), ~ 24
6

denoting that vertex 1 is adjacent to 4 and 5 (which have relative numbers 1 and 2

in V1), (000), ~ 0 denoting that vertex 2 has no adjacencies, and (130), ~ 28

denoting that vertex 3 is adjacent to vertices 4 and 6 (which have relative numbers 1

and 3). Likewise, intra-block edges for Vj are represented by the vector

<<200>2-<130>2~<200>2>6z132896. 9)

Taking a B-block graph as input we still have a simple sequential linear-time algorithm
for LFMIS3, but now with a potential for parallelization in the innermost for-loop,
see Algorithm 2. The subroutines Intra-block-update and Inter-block-update in that al-
gorithm are quite distinct. Intra-block-update is no simpler than the original LFMIS3
problem, and could for example be handled by the standard algorithm restricted to the
subgraph induced by the vertex block.

Inter-block-update returns a bit-vector that has a 0 in a particular position if the
corresponding vertex should not be in S and a 1 otherwise. So anding the bits of S[V/]
with this value accumulates the constraints (of not being in .S) imposed by different
neighbors. Inter-block-update has no dependency constraints coming from the vertex
ordering, as we simply have to find the vertices of block V; that have a neighbor in
vins.
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Algorithm 2 Sequential Block-LFMIS3.

Input: The B-block graph of some G with max degree 3, with an ordering
Vo, ..., V,p on vertex blocks, intra-block edges V;[1 . ..3B] and inter-block
edges E; ;[1...3B] (if non-empty) for 0 < i < j < n/B.

Output: The lexicographically first maximal independent set S of G.

Data Str.: Boolean matrix S[V; ... V,,/g][1... B]

Invariant: S[V;][k] == 0 only if the kth vertex of V; (i.e. the vertex
number iB + k — 1) is known not to be in S.
begin

fori=0ton/BdoS[V;] = (1-1---1),
fori =0ton/Bdo
S|V;] = Intra-block-update(V;[1 . ..3B], S[V;])
for all j > ¢ with E; ;[1...3B] non-empty do
S[V;] = S[V;] bit-and Inter-block-update(E; ;[1...3B], S[V;])
output {v : S[bp(v)]|[rp(v)] == 1}
end;

4 The Parallel Algorithm

We now consider a CREW PRAM implementation of Algorithm 2, see Algorithm 3.
The representation of the block graph will be computed in a pre-processing step that
we discuss in Section 4. Moreover, the subroutine calls Intra-block-update and Inter-
block-update will be handled by simple table lookups, and these two tables will also be
computed in a pre-processing step discussed in Section 5. The index to the tables will
be the parameters for the subroutine calls, namely: V;[1...3B] (where each entry has
log B bits) plus S[V;][1 ... B] (with boolean entries) for Intra-Block and E; ;[1...3B]
plus S[V;][1... B] for Inter-Block. These indices consist of 3Blog B + B bits which
by (7) fit into one word of our machine.

We choose the block-size equal to the number of processors, p = B. To ensure that
we can compute the lookup tables in O(n/p) time, we must constrain the table size to
n/p, thus

(2p+1)logp <logn (10)

Constraints (7) and (10) are both met with the granularity condition (2).

Thus the Intra and Inter tables will have about n/p entries each. Using table
lookup, the initialization of all n/p entries of the S vector and all n/p intra-block up-
dates are done in O(n/p) time by a single processor. For the inter-block edges, there are
at most 3p such edges out of block V;, going to at most 3p distinct blocks in increasing
order V;y, Vi, , ..., Vi,,_, and processor Py, 0 < k < p will be responsible for those
gOing to ‘/ik7 ‘/;erk’ ‘/;2p+k'

For the example graph in Figure 1, when handling inter-block edges from V{, pro-
cessor Py will first update S[V1], since V3, = V1, by setting

S[V4] = S[V4] bit-and Inter {<<120>2-<000>2-<13o>2>6,<101>2} (11)
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Algorithm 3 Parallel LFMIS3 with processors FP;, ¢ = 0,...p — 1 such that
pllogp] < |dlogn] and B = p.
Input: A graph G = (V, E)) of max degree 3 with an ordering v1, ..., v, on V.
Output: The lexicographically first maximal independent set S'.
Data Str.: Boolean matrix S[V; ...V}, g]|[1 ... B] with S[V;][k] == 0 only if kth
vertex of V; € S.
Vectors for intra-block edges V;[1 . .. 3p] and inter-block edges E; ;[1 ... 3p] (if
non-empty) for 0 < i < j <n/p.
Tables Intrall...n/p| and Inter|[l...n/p| giving instructions for
Intra-block-update and Inter-block-update.
begin
Compute the p-block graph of G, see Section 4.
Compute lookup tables Intra and Inter, see Section 5.
fori =0ton/pdo Py: S[Vi][k] =(1-1---1),;
fori =0ton/pdo
Py: S|V;] = Intra[V;[1...3B], S[Vi]]
foreach P in-parallel do
for z =0to2do

SWVispsr] = SlVi,,..] bit-and Inter[E; ;. [1...3B], S[Vj]] (*)
foreach P in-parallel do
forz = 0ton/p? —1do
for j = 1topdo
if S[V,p11][j] == 1 then output v, 1,4,

end;

(since Eo; = <<120>2-<000>2-<130>2 >6 and S[Vp] = (101),) while P; will

update S[V53] since Vo, = V5 (there are not enough vertex blocks in the example to see
the parallel scheme in full effect). The processors will lookup the inter-block update ac-
tion in parallel, thus possibly reading concurrently, and then write the new information
to distinct blocks.

Apart from the pre-processing involved in computing the representation of the block
graph and the tables, discussed in the next section, we see that this algorithm takes time
O(n/p) using p processors on a CREW PRAM.

S Pre-processing: The p-Block Graph

We indicate how to compute the representation of the p-block graph of G using p
processors on a CREW PRAM in time O(n/p), see Algorithm 4. Processor Py, 0 <
k < n/p will be uniquely responsible for the n/p? blocks with contiguous indices
kn/p?, kn/p* +1,... kn/p? + n/p* — 1 thus avoiding any write conflicts. A single
processor will go through all the at most 3p edges out of a block and will spend con-
stant time per edge for total time O(n/p). When processing edges out of a block V;,
say an edge v,vp With a < b, the processor must first find the block number and relative



A Work-Optimal Coarse-Grained PRAM Algorithm 133

Algorithm 4 Compute p-block graph with processors P;, i = 0,...p — 1 such that
p[logp] < [dlogn|
Input: A graph G = (V, E)) of max degree 3 with an ordering v1, ..., v, on V.
Data Str.: Vectors for intra-block edges V;[1 ... 3p],
and inter-block edges E; ;[1. .. 3p] (if non-empty) for 0 < i < j < n/p.
begin
foreach P in-parallel do
fori =0ton/p*> —1do
foreach edge ¢ = v,v, witha < band a € Vi, /24 do
compute block number 5 of v, and relative numbers of v, and vy
if j = kn/p? + i, i.e. e is an intra-block edge do
update Vi, /p2 44[1 . . . 3p]
else do
if ¢ is the first inter-block edge Vi, /p2 44, V; do
initialize Fyy, /p214 5 to O-vector
update E, /24,5 in correct position by e

end;

number of v, and vy, and based on this information it can write to the appropriate word
in memory. If this is the first edge between these two blocks initialize F; ;[1...3p] to
the 0-vector, otherwise update E; ;[1...3p] in the correct bit positions using an OR-
operation with the old E; ;[1 ... 3p] and an appropriate mask. Consider an example: For
the graph in Figure 1 when computing the intra-block edge between 1 and V; a sin-
gle processor will go through the edges in order (1, 4), (1,5), (3,4), (3, 6) and for each
of these (say (1,5)) the processor merely computes the low-endpoint block-number,
0, and high-endpoint block-number, 1, and low-endpoint relative number, 1, and high-
endpoint relative number, 2, and this allows it to find the correct { x1xox3 >6 slot in the
Ey,1 intra-block edge, and within this slot it first checks if x1 is 0 (assume no) then
sees if 2o is 0 (assume yes) so it now has the appropriate mask to update Eg 1[1 ... 3p]
in the correct bit positions using an OR-operation with the old Ey1[1 ... 3p], thereby
inserting the correct relative number, 2, at x5.

6 Pre-processing: The Lookup Tables

Now we consider the computation of the lookup tables for block-size p, see Algo-
rithm 5. Note that this is independent of the input graph G, except for the fact that
p is chosen as a function of n such that the tables will have n/p entries. The table Inter
has indices of the form E; ;[1. .. 3p] (where each entry has log p bits) plus S[V;][1 ... p]
(with boolean entries) thus consisting of 3p log p + p bits total. For each boolean index
of this length, we must compute the corresponding update word. The processors will
each be responsible for n/p? entries, and can spend O(p) time per entry.

For the example of Figure 1, S[V4] is updated by inter-block edges from V} to V3
by setting

S[Wi] = Inter {<<120>2-<000>2-<130>2>6,<101>2] (12)
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Algorithm 5 Compute lookup tables with processors P;, © = 0,...p — 1 such that
pllogp] < [dlogn].
Data Str.: Tables Intra[l...23P1°8P 1. 2P] and Inter[l...2%P108P 1 . 27]
begin
foreach P in-parallel do
for i = 0 to n/p? — 1 do update Intra[kn/p? + i] and Inter[kn/p? + i|
end;

(since By, = <<120>2~<000>2.<130>2>6 and S[Vp] = (101),). This data

forces all vertices of V7 to be not in S, thus the lookup table must be set

Inter R<120>2-<ooo>2-<130>2 >6,<101>2} —(000),.  (13)

As mentioned earlier the crucial point is to find the vertices of block V; that have a
neighbor in V; N S. In the index < (120),-(000),-(130), > ,(101), the second
6
component (10 1), tells us that only the first and third parts of the first component, i.e.
(120),and (130), are of interest. From these we must union all numbers mentioned,
and those bit positions in the output word should be set to 0. All this can be done, for
each index, by O(p) word operations.
For the intra-block table Intra the procedure is slightly more complicated, as the
vertex ordering is important. Thus, for the graph in the example, the update operation
S[Vo] = Intra [< (200),-(130), - <200>2> ,<111>2] (14)
6
accounts for edges inside block Vj. This data forces the second vertex of V4 to be not
in S, thus the lookup table must be set

Intra {<<200>2-<130>2-<200>2>6,<111>2} = (101),.  (15)

Here we need a sequential traversal through the p parts of the first and second index
components simultaneously. Again, this can be done using O(p) word operations.

7 Organizing the Communication

The force of the recent coarse grained parallel models (e.g BSP [13], CGM [4] and
PRO [7]) is that they are able to account for communication more realistically than
the PRAM. They assume that each processor has its private share of memory and that
all information needed by more than one processor has to be communicated explicitly
between the processors via messages. When doing so, they account for the sending and
receiving of message. So to be efficient, in general an algorithm has to ensure that at
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any moment every processor sends out and also receives about the same amount of data.
Otherwise the running time on the different processors would desequilibrate.

To fit into such a setting we have to replace the random access to memory by com-
munication between processors. Therefore we have to design a communication pattern
that is able to fulfill these constraints of sending and receiving the same amount of data
at any processor and time. In fact, for most of what was described above this is easy
to do: e.g in Algorithm 4 the processors mainly do all computation by their own. They
only have to communicate the tables that they computed at the very end.

The memory access that is difficult to handle is the line (*) in Algorithm 3. We
will assume that each processor P will assemble the values S[V;] for all k& such that
i =j-p+ k for some j.

The algorithm performs in steps where each processor P, performs the following:

1. Receive a previously computed value S[V;] for some 7’ from Pj,_1.

2. Perform the line (*) for at most three block-edges, namely such that the source
block-vertex of the edge is before V;» and the target block-vertex is V;.

3. Send a value S[V;] for some i" to processor Py 1.

Some tedious choice of the indices i’,¢” and for the block-edges and some com-
putation shows that the number of steps can be bounded to O(n/p). We postpone the
detailed arguments and proofs to the journal version of this paper.

8 Conclusion

We have shown that the behavior of a problem that is notoriously hard in a fine grained
PRAM setting may be solved work-optimally compared to a sequential algorithm, if the
number of processors p is restricted to some (slowly) growing function in n. This result
is first of all a theoretical, we would not expect it to be efficiently implemented in a
realistic setting. Nevertheless, it proves the potential of such a setting and shows that
the complexity of problems can be quite different in fine grained and coarse grained
settings.

Perhaps more subproblems or algorithms known from sequential algorithmics could
in principle be used for the design of parallel (coarse grained) algorithms than what is
commonly thought. A prominent example would be the computation of a DFS-tree in a
coarse grained setting.

For each problem P it might also be interesting to look at the borderline for what
function of p in n such work-optimal parallel algorithms exist, see e.g [7] for such an
approach.
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Abstract. Consider a complete graph G with the edge weights satisfy-
ing the B-sharpened triangle inequality: weight(u,v) < B(weight(u,x)+
weight(x,v)), for 1/2 < 8 < 1. We study the NP-hard problem of finding
a minimum weight spanning subgraph of G which is k-vertex-connected,
k > 2, and give a detailed analysis of an approximation quadratic-time
algorithm whose performance ratio is %

The algorithm is derived from the one presented by Bockenhauer et al.
in [3] for the k-edge connectivity problem on graphs satisfying the (-
sharpened triangle inequality.

1 Introduction

Graph connectivity problems are of fundamental importance in network design
and fault-tolerance problems hence many efforts have always been devoted to-
wards a better comprehension of their various aspects. A graph is k-vertex con-
nected if the deletion of up to k& — 1 vertices leaves the graph still connected (the
deletion of the vertices can be seen as occurrences of arbitrary failures). Given
a k-vertex connected weighted graph G, the k-vertex connectivity problem is the
problem of finding a minimum-weight spanning subgraph of G which is still k-
vertex connected. Similar definitions can be given for the edge connectivity by
substituting edges for vertices in the definitions. In what follows when we speak
generally of connectivity without specifying edges or vertices, we refer to both
the problems. The connectivity problem, for k& > 1, is well known to be NP-
hard [8], thus it is natural to study its particular instances: for small values of
k, efficient ad-hoc approximation algorithms with very small performance ratio
have been proposed see e.g. [IJ10]; for & = 2 in [6l[7] its APX-hardness has been
proved (even in the case of bounded degree and identical weights).
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Recently in a series of papers [BI4J2[3] it has been proposed to study the
connectivity problem when the graph G is complete and the weights of the edges
satisfy the 3-sharpened triangle inequality: w(u,v) < B(w(u, z)+w(z,v)), 1/2 <
B < 1. The motivation for the study of this particular case of edge weights is
well described in those papers, here let us simply recall that in this way one can
characterize and hence classify hard instances of the problem using the achievable
performance ratio of an approximation algorithm as parameter. Moreover the
existing PTAS for the Euclidean Travelling Salesman Problem (TSP) are rather
impractical due to their worst case running time, thus often one uses Christofides
algorithm for the metric TSP, getting an approximation ratio of 3/2. Hence it
is desirable to characterize significative subclasses of the problem which have a
better performance ratio.

In [2] the 2-connectivity problem is considered (both for edges and vertices)
and the authors prove its APX-hardness even if the edge weights belong to
an interval [1,1 + €], for an arbitrary small e. In [2] a (2/3 + 1/358/(1 — 3))-
approximation algorithm for both the edge and vertex connectivity problems,
when k = 2, is given. In [3] a 8/(1 — B)-approximation algorithm is given only
for the edge-connectivity, anyway the result holds for all k£ > 1.

In this paper we provide an approximation algorithm with the same perfor-
mance ratio of 3/(1— /) for the case of k-vertez-connectivity problem, k > 1. The
algorithm we show is derived from the one given in [3], anyway here we present
a detailed and non trivial analysis of the graph in order to show its k-vertex
connectivity. To this aim let us recall that an equivalent definition of k-vertex
connectivity is that in such graphs for each pair of vertices i and j there exist k
internal-vertex disjoint paths, that is paths that have only the end-point vertices
¢ and j in common.

In [54J3] a lemma relating the weights of two edges incident to the same
vertex in a complete graph, where the (§-sharpened triangle inequality holds,
was given. The lemma states that these two weights cannot differ too much, in
particular for all adjacent edges ej, es the inequality w(e;)/w(es) < B/(1 — B)
holds.

Let us recall that a graph is k-regular if all its vertices have degree k. From the
above lemma and a very simple combinatorial argument we informally observe
that the weight of an optimal k-vertex-connected spanning subgraph cannot dif-
fer too much from the weight of any k-regular subgraph. This observation gen-
eralizes theorem 1 of [3], as a k-vertex-connected subgraph is k-edge-connected
as well. (Note that when k - n is odd the definition of k-regular does not apply,
does to cover this case too, we call almost-k-reqular a graph which is either k-
regular if k - n is even or it is such that all its vertices but one have degree k
and one vertex has degree k + 1, for our purposes suppose also that this vertex
has a minimum-weight edge incident in it.) More formally, we have the following
theorem.

Theorem 1. Let 1/2 < 3 < 1 and let G be a complete graph with n vertices,
whose edges are weighted with a cost function w(-) satisfying the B-sharpened
triangle inequality and let 2 < k < n — 1 be a constant. Let G’ be an almost-k-
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reqular spanning subgraph of G and let G" be a spanning subgraph of G whose

vertices have degree greater than or equal to k. Then s((g,/,)) <15

From this, it immediately follows that the weight of an arbitrary almost-k-
regular spanning subgraph that is also k-vertex-connected is at most /(1 — 3)
times worse than the weight of a minimal k-vertex-connected spanning subgraph.

The algorithm VCONN(k, G), we give in section B, returns a k-vertex- con-
nected spanning subgraph H which is almost-k-regular. It is similar to the algo-
rithm given in [3], for the edge-connectivity problem, thus we obtain their same
approximation ratio of 3/(1 — ). The rest of the paper is devoted to the non
trivial proof that H is k-vertex-connected.

Organization of the paper. In the next section we give some definitions used
in the paper. In section [§ we show the algorithm and give some invariant prop-
erties on the returned graph. In section F] we show how to find the %k internal
vertex disjoint paths between any two vertices, through a series of technical
lemma. Finally in section [l we put together the pieces to get the main result of
the k-vertex connectivity problem.

2 Definitions and Notations

Consider a complete and weighted graph G = (V, E, w) where V = {0,1,---,n—
1} and w(-) is an edge weight function satisfying the sharpened triangle inequal-
ity w(i,7) < Blw(i, 1) +w(l,j)), for 1/2 < g < 1.

Define the distance between two vertices ¢ and j as the value dist(i,j) =
j — i, where the subtraction is in Z, [. From this, it is obvious that dist(i,j) =
n — dist(4,1).

The edge (i,i + L%J) for0<i < L%J and the edge (i,i + (%U for L%J <1<
n—1 are called diameter-edges of vertex i (note that the vertex L%J is the only
vertex which has two distinct diameter-edges, when n is odd). We will denote
(i,u;) the diameter edge of 4, if i = | 2| and n is odd then (i,u;) = (| %] ,0) and
(iup) = ([5],n = 1).

Given vertices 7, j, we define IVDP(i,j) as an abbreviation for internal ver-
tex disjoint path constituted only by vertices in {(i + 1),(¢ +2),---(j — 1)}.
For a vertex i, NBH™ (i) denotes the set of vertices {z +1,i+2,---,1+ [gJ}
and NBH™ (i) denotes the set {z —1,1—2,--+,i— LgJ } Moreover NBH (i) =
NBH™ (i) U NBH™ (i), (the neighborhood of 7).

Finally, we will use a specific notation to describe paths:

NBH™*
e i — jisthe edge (i,j) with j € NBH™(i). We extend this notation
+
to use 4 ﬂ i to denote no edge;
NBH™
e i —— jistheedge (¢,7) with j € NBH (7). We extend this notation
to use 7 ﬂ 1 to denote no edge;

! Throughout all the paper the operations on the vertices are in Z,,.
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Algorithm VCONN (&, G)

INPUT: A complete undirected weighted graph G = (V, E, w) where w is
the weight function and an integer 2 < k < (n — 1).

OUTPUT: A k-vertex-connected spanning subgraph H = (V, Ex) of G.

EH < @
if £ odd then
if n odd then
Let (u,v) be an edge with minimum weight.
Rename vertex L%J as u and vice-versa.
Rename vertex n — 1 as v and vice-versa.
endif
for i < 0 to L%J do
Ey +— Eg U (i,i+ L%J) /* diameter-edge of vertex i */
endfor
endif
for i< 0ton—1do
for j=1to |%] do
Ey < Eg U (4,94 j) /* set NBH(i) */
endfor
endfor

return H < (V, Eq)

Fig. 1. Algorithm VCONN.

JMP

e — jis the edge (¢,7) where j = i + LgJ (called jump-edge). We
) ) - JMPF ~ JMP
extend this notation as follows: i ——— j stands for the path i ——
~ JMP JMP JMP ) )
J1 J2 e Jr where ji = j.

. DMT .. . . . .
e i — 3 jis the diameter-edge (i, j) of vertex i.

3 Algorithm VCONN

In this section we show a quadratic-time approximation algorithm VCONN for
the k-vertex-connected problem (see fig. [[). As said in section [I the algorithm
strongly resembles the one given in [3] (although there the case when k x n is
odd was not explicitly mentioned), thus its performance ratio is the same.

Theorem 2. Given a constant 1 < k < n and a complete graph G with the
edge weight function obeying the (3-sharpened triangle inequality, the algorithm
VCONN(k, G) is an approximation algorithm for the k-vertez-connectivity prob-
lem with performance ratio 5"

Proof. The approximation ratio derives from theorem 2 of [3], while the k-vertex-
connectivity of the returned graph is given in theorem Bl O
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It is easy to see that the graph H = (V, Ey,w) returned by the algorithm
has the following properties.

Property 1. If i ¢ NBH(j) then L%J < dist(i,j) <mn— LgJ
Property 2. If kis odd, j =i+ {%J and i < L%J then (i,j) € Ey.

Property 3. If kis odd, j =i+ [2] and i > | 2] then (i, j) € Ep.

When n is odd, from the last two properties, the vertices 0 and n — 1 share
one endpoint of their own diameter edge.

Let us abuse in the notation and use in the rest of the paper the set NBH ™ (i)
as the vertex set of the complete graph induced by its vertices (analogously for
NBH™(3)).

4 Internal Vertex Disjoint Paths

In this section we give some results on the existence of internal vertex disjoint
paths between two vertices in a graph returned by VCONN. We will use these
results in the next section to prove the k-vertex-connectivity of the graph re-
turned by VCONN. All these results are constructive (we prove not only their
existence, but we show also the edges constituting the paths).

The next lemma gives a result on the existence of |£| paths between two

2
vertices i, 7 such that either (¢,7) &€ Eg or (¢,7) is a diameter-edge.

Lemma 1. Let H = (V, Egy,w) be the graph returned by VCONN (k, G). Given
i,j €V s.t. j & NBH(i), then there exist LgJ IVDP(i,j) of length greater than
1.

Proof. Suppose w.l.o.g. i < j and let d = dist(i,j). Let d = ¢ ng + 7 with
0<r< LgJ By property [l ¢ > 1. We will show that for all 1 <t < L%J, there
exist the following IVDP(i,j)

~ NBHY JMPs® k| NBHY
pt) =i —— i+t —— i+t+s(t) 5| —— J

where

(g if1<t<r
S(t)_{qlifr§t§wj

These paths have length s(t) + 2. The first edge (¢,% + t) exists as i + ¢ €
NBHT™(i) and the next s(t) ones exist as well, as they are jump-edges. Since
d:j—i:qth + 7, then

&m(r+t+q®{§Jg>—j—i—t—dﬂ{SJ<

j—i—-1—gqlE|=r—1<|§|if1<t<r-1
< e e

|
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Now, we prove that these paths only use the vertices (i +1),---,(j — 1). Let
(i+t+a|%]) be the vertices of the paths then:

efor0<a<gand1<t<r-—1

i+t+a 5| <itrta|g =it+d=]

efor0<a<(g—1)andr<t<|%|

i+t+a 5 <i+gq 5 <it+d=yj
Finally, we show that these paths have all disjoint vertices. In fact, suppose
by way of contradiction that there exists a vertex i+t+a L%J that belongs to the
paths p(t) and p(t1) #p(t) (L < t,t; < |E]). Theni+t+a|k| =i+ti+ai|%]
for 0 < a; < r. Now, if a3 = a then t; = ¢, which is a contradiction as we
assumed that ¢ # t, whereas, if a1 # a then |t — t1| = a1 — a| | %] which is
impossible because 1 < t,t; < LgJ This completes the proof of theorem. O

The next lemma shows the existence of internal vertex disjoint paths when
(i,j) € Ey and j € NBH(i). In particular, the lemma returns a different number
of paths if j € NBH™ (i) and if j € NBH™ (7).

Lemma 2. Let H = (V,Egy,w) be the graph returned by VCONN (k,G) for
k#3. Giveni,j €V s.t. j € NBH(i), there exist

1. dist(i,7) — 1 IVDP(i,j) of length greater than 1 if j € NBH™ (i)
2. k —dist(j,i) IVDP(i,j) of length greater than 1 if j € NBH (i)

Proof. Let d = dist(i,j) and d’ = n — d. Consider first the case j € NBH™ (7).
By property [l d < LgJ, then the following d — 1 paths

~ NBHt NBHt
p(t) =1 —— i+t —— j

for 1 <t <d —1 are all IVDP(i,j) and this completes the first case of lemma.

Now, let j € NBH™ (i), i.e. d < |£| and by propertyMd > n — | 4]. Let
INBH* (i) N NBH™(j)| = z,if 2 > d than d = 2|%| —z < 2[%]| —n+4q,
i.e. n < k which is impossible. Therefore let < d’. First we will prove that for
1<t < |%] —d the following IVDP(i,j) exist:

~ NBHY NBH~
p(t) =1 —— i+t —— j.

Clearly all these paths are internal vertex disjoint and it is also clear that (i+t) €
NBHT(i). Now to show that j € NBH~(i+t) note that dist(j,i+t) = d +t <
d+[3]-d' =[5
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Symmetrically we can prove that for 1 <t < LgJ —d' the following IVDP(i,j)
exist:

NBH™ NBH™*
pt) =1 —— j—t —— ]

Now observe that (j — || +d' —i— |5| +d') > 0, thus all the 2 | %] —2¢'
paths we have found until now are vertex disjoint. Moreover, none of them uses
the vertices 7+ L%J —d'4+1,---,5— L%J +d’ —1: therefore the remaining d’ paths
(or d’ + 1 if k odd) will use only these vertices. We distinguish the case k even
and k odd.

CASE 1 [k even]: In this case we have to distinguish two subcases:

CASE la [z = 0]: let dist(i + 5§ —d' +1,j — 5 +d — 1) = ¢5 +r with
0§r<§andy: |d" —7r|. Itiseasytoseethatforg—d’—l—l StS%the
following IVDP(i,j) exist: if » > d’ then

~ NBHY JMPY k NBHY k , NBHYT
pt) =1 —— i+t —— z+t+q§ —_— z+t+q§+1(t)d —_— ]

where
. <k _ g
I(t) = l%ft_]% d/+1+y
Oift>g5—d +1+y
whereas if r < d’ then
~ NBHY JMP*® k NBHY
pt) =i —— i+t —— it+t+s(t)z —

2

where

=1 ifE—d+1<t<E—d+1+r
" | ¢ — 1 otherwise

CASE 1b [1 < z < d’]: In this case, we have that i + § > j — &. Therefore,
it is clear that for & — 2 <t < £ the following IVDP(i,j) exist (see figure Zh)

_ NBHY NBHY
p(t) =1 —— i+t —— j.

Moreover, since for % —d+1<t< % —ax—1it holds dist(i+t,i+t+d)=d,
it is easy to see that the following IVDP(i,j) exist (see figure 2b)

~ NBHY NBH' , NBHt
pt) =i —— i+t —— i+t+d — j.

CASE 2 [k odd]: Let (4, u;) be the diameter-edge of ¢ and (7, u;) the diameter-
edge of j. If i = LgJ then u; = n —1 and if j = LgJ then u; = 0. We now
distinguish between two subcases.
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i+t
| | | |
\ \ \ \ \ \
i i+k2-d j-Kk2 i+k/2 j-k2+d j
@
i+t i+t+
| | | | |
[ \ \ \ \ \
i i+k2-d j-Kk2 i+k/2 J-k2+d j
(b)

Fig. 2. Paths for case 2.

CASE 2a [x = 0]: We have two cases:

o if ¢ + L%J —d+1<u <i+ LgJ (which implies j — LgJ <wu; < j—
|5] +d —1), (& — 1) IVDP(i,j) are constituted by connecting a vertex of
i+ |5 —d +1Lu;—1Uuj+1,i+ | 5]] to a vertex in [j — | &] ,u; — 1] U
[u; + 1,5 — LgJ + d’ — 1] through a series of jump-edges, but possibly the
last. Then this path continues directly to j as the last vertex considered is
in NBH~(j). More specifically, let dist(i + LgJ —d,j— L%J) =gq LgJ +r
with 0 <7 < LgJ Then these IVDP(i,j) are given by

NBHT JMP*(®) k NBHT
2

i it —— i t+s(t) J SN

k NBH*
i+t+s(t) {2J +I(t)yd —— j

for ng —d <t< ng, where

_Jq fl1<t<r-1 _Joif1<t<r—1
s(t) = {q—lotherwise I(t) = 1 otherwise

The others two IVDP(i,j) are

~ NBHT DMT
1 Uj j and

. DMT NBHt
G Us J

which give the desired (d’ + 1) IVDP(i,j).
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o ifu; >i+ L%J (which implies u; < j — LgJ) and whenever n is odd, (¢,7) #
(0,n—1) results, then d’ IVDP(i,j) are constituted by connecting a vertex in
i+ |[%2] —d' +1,i+ |%]] to a vertex in [uj, u; — 1] through a series of jump-
edges, but possibly the last. Then one path continues from w; to j through
the diameter-edge of j, the others d’ — 1 paths continues from a vertex in
[uj+1,u; —1] to a vertex in [j — LgJ J— LgJ +d' —1] (note that this interval
contains d’ vertices and we use only d’ —1 of them). Finally, the last (d’ 4+ 1)-
th path is constituted by the diameter edge of i and a series of jump-edges,
but possibly the last, ending in the unused vertex of [j — L%J JJ— LgJ +d' —-1].
More precisely let dist(i+ |k/2] —d',u;) = q1|k/2] +r1 with 0 < r; < |k/2]
and dist(u;,j — |k/2] +d') = g2|k/2] + ro with 0 < ry < |k/2] (note that
u; < u;) and proceed in the following way:
1. get the following d’ internal vertex disjoint paths:

. NBHT | JMPs1®) k| NBHT
p(t) =i —— i+t —— ititsa(l) 5| ——

i+t+si(t) V;J + L(t)d

for |k/2] —d' +1 <t < |k/2], where

_ o it1<t<r -1 _foif1<t<r -1
Sl(t)_{mlotherwise h(t) = 1 otherwise

Note that these paths end in the vertices of the interval [u;, u; — 1].
2. get the following d’ internal vertex disjoint paths:

JM P32t k NBH™t
pg(t):u]'-l-t uj+t+82(t) — E—

k
uj +t+ s2(t) { + L(t)yd —— j

NBH*
2

for 1 <t <d', where

g if1<t<m—1 Cf0if1<t<ry—1
s2(t) = {qg — 1 otherwise L(t) = 1 otherwise

3. For a vertex u; < v <wu; — 1, let p} be the path p;(¢) which ends in the
vertex v and for a vertex uj +1 < v < u;, let p4 be the path p,(t) which
ends in the vertex v.

4. Get the following (d’ — 1) IVDP(i,j) (as sequences of subpaths):

<pi,py >
foru; +1<v <u; — 1.
5. Get the following 2 IVDP(i,j) (as sequences of subpaths and edges):
< qujv (ujvj) >
< (z,uz),p;“ >
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e if n is odd and (i,7) = (0,n — 1), then d’ = 1, therefore we need only to
show the existence of two IVDP(i,j). Let dist(i, %5t — 1) = q1 %51 + 71 with
0<r < % anddist("T_l—i—l,j—%) :qg%—i-rg with 0 < rq < k1
It is easy to see that the following two IVDP(i,j) exist:

DMT n—1 DMT

) 5 J
and
. JMPQ k—1 NBHY pn—3 NBHT™ npn+4+1 JMP®
‘ D 2 2
n+1 k—1 NBHT = k-1 NBHT
5 + g2 D) J— 5 J

Let us note that if £k = 3 this last path cannot exist, as the edge ("T_S, "—_1)

2
does not exist.

CASE 2b [1 < z < d’]: In this case, as seen in the CASE 1b, for [£]| —2 <
t < |£| the following IVDP(i,j) exist (see figure Zh)

~ NBHY NBHt
pt) =i —— i+t —— j.

Moreover, since for L%J —d+1<t< L%J —x —1st. i+t # u; it holds
dii+t,i+t+d)=4d, it is easy to see that the following IVDP(i,j) exist (see
figure 2b)

~ NBHY NBH* , NBH'
pt) =i —— i+t —— i+t+d —— j.

Finally let us note that, as u; + d’ = u;, the vertices u; and u; have not been
used. Therefore, we can consider the IVDP(i,j)

~ NBHT DMT
i —— u; —— jand

~ DMT NBHt
? Ujg J-

In this way we have d’ + 1 IVDP(i,j) which completes the proof of this lemma.
O

Finally, the following lemma shows the existence of internal vertex disjoint
paths when k is odd.

Lemma 3. Let H = (V, Ey,w) the graph returned by VCONN( G) when k
is odd and k > 3. Giveni,j €V s.t. (1,j) € Eng and dist(i, j) [%W then there
exist [£] IVDP(i,j).
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Proof. W.lo.g suppose ¢ < j. Note that dist(i,u;) < dist(i,u;). Let d =
dist(i,7) = qlk/2]+r with 0 < r < |k/2], let di = dist(i,u;) = ¢q1|k/2]+r with
0 <legri < |k/2] and let dy = dist(i,u;) = q2|k/2] + r2 with 0 < 7y < |k/2].
Then we can get the following IVDP(i,j):

NBHY JMP*(®) k NBHY
2

pt) =i —— it — ittt s(t) s
for 0 <t < |k/2| and t # rq1, 72, where

i <
s(t){q ifo<t<r

g-1ifr<t<|%|

These are respectively |k/2| —1 IVDP(i,j) if r; = ro and |k/2] — 2 IVDP(i,j) if
71 # 19. To get the last 2 paths in the former case or 3 paths in the latter, we
proceed in the following way:

e if 71 = ry we get the following two paths:

. NBHt JM P4 DMT |
pi(r) =1 —— i+r — u; — j

and

. DbMmT JMP°92 k| NBHT
pa(r1) =i u; itrits|g) —— J

where

_Jq Hfo<r <r
T g1 ifr<r < |k

o if 1y # ry, let & be the maximum vertex such that z < w; and « =
u; mod |k/2] and let y be the maximum vertex such that y < w; and
y = u; mod |k/2]. Since dist(z,u;) < |k/2] and dist(y,u;) < |k/2] then
either y € NBHT(x) or y € NBH~(z). Hence we get the following two
paths:

. NBH" JM P91 DMT
p(ri) =t —— i+r1 —— u; — j

and

~ DMT JMP°T2 k| NBH'
p(re) =1 u; itrot+s|=| —— J

2

where

s q fo<rm<r
T lg-1 ifr§r1<L§J
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Finally, if y € NBH™(z) we get the following path:

NBHT JMPpa2—1 NBHt Jmps—(az—1) k NBH™T
p=i —— i+7rs T y i+r2+5{§J —
else we get the following path:

NBHt JMPpa2—1 NBH™ Jmps—(a2—1) k NBHT
p=i — 5 i+ x y i+rz+8{§J —_—

This completes the proof of the lemma. a

5 k-Vertex-Connectivity

In this section we give the main result of the paper by showing that the graph
returned by the algorithm is k-vertex-connected.

Theorem 3. The graph H = (V,Ep,w) returned from algorithm VCONN
(k, G,w) is k-vertex-connected.

Proof. For k = 3, H is constituted by an external cycle < 0,1,---,n—1,0 > and
by the set of diameter-edges. Deleting two vertices i and j we split the external
cycle into the two sequences of vertices S1 =< ¢+ 1,7+ 2,---,5 — 1 > and
Sy =< j+1,j+2,--,i—1 >. W.l.o.g. suppose |S1| < |Sa]. Since dmt(j—1) € Sa,
then the graph is still connected.

Let k # 3. We have to show that, given two vertices i, j € V', k internal vertex
disjoint paths exist that connect the vertex ¢ to the vertex j. If i € NBH(j)
then w.lo.g. let dist(i,j) < dist(j,i). Then, from the first item of lemma 2]
(dist(i,j) — 1) IVDP(i,j) exist with length greater than 1 and from the second
item (k—dist(i,j)) IVDP(j,i) exist with length greater than 1. Therefore, (k—1)
internal vertex disjoint paths exist with length greater than 1 connecting i to j.
Then, considering the path constituted by the edge (¢, j) we have the k desired
paths.

Now, let i ¢ NBH(j). If k is even, then applying two times lemma/[I], there
exist £ IVDP(i,j) (from i to j) and & IVDP(j,i) (from j to i), which proves that
k internal vertex disjoint paths exist in this case.

If k is odd and (i, j) ¢ Ey then from lemmalll, | £ | IVDP(i,j) exist and from
lemma Bl (%W IVDP(j,i) exist, which gives k internal vertex disjoint paths for
this case. If k is odd and (¢, 7) is a diameter-edge then by applying two times
lemma [T, there exist | %] IVDP(i,j) with length greater than one (from i to j)
and ng IVDP(j,i) with length greater than one (from j to 7). Now, considering
the path constituted by the diameter-edge (i,7) we have the k desired paths.
This completes the proof of theorem. O
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Abstract. The honeycomb grid is a network topology based on the
hexagonal plane tessellation, which is convenient to model the regular
placement on the plane of the base stations of wireless networks. For
an efficient use of the radio spectrum in such networks, channels have
to be assigned to the base stations so as to avoid interferences. Such a
problem can be modeled as a suitable coloring problem. Precisely, given
an integer ¢ and a honeycomb grid G = (V, E), an L(1")-coloring of G
is a function f from the vertex set V to a set of nonnegative integers
such that |f(u) — f(v)| > 1, if the distance between the vertices u and v
is at most ¢. This paper presents efficient algorithms for finding optimal
L(1%)-colorings of honeycomb grids.

1 Introduction

In the 4th generation of wireless access systems, due to the decreasing cost of in-
frastructures and to the need of wider bandwidth, a large number of small cells,
each with significant power, is expected to cover a huge communication region
[16]. Such a covering can be achieved by placing the base stations according to
a regular plane tessellation. It is well-known that only three different regular
tessellations of the plane exist, depending on the kind of regular polygons used.
Specifically, the honeycomb, square and hexagonal tesselations cover the plane,
respectively, by regular hexagons, squares, and triangles. Such tessellations can
be used to place at the polygon vertices the base stations of the wireless com-
munication networks, leading to three well-known topologies: honeycomb, square

and hezxagonal grids, depicted in Fig. [ for 16 vertices.

So far, the most studied topology for wireless communication networks has
been the hexagonal grid [3[9/12]. However, the performance of a topology can
be evaluated with respect to several parameters, such as degree and diameter.
As proved in [14], defined the network cost as the product of the degree and
diameter, the honeycomb grid beats both the hexagonal and square grids, as
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Table 1. [14] Comparison of networks, each with n vertices (data are approximated).

network degree|diameter| cost
honeycomb grid| 3 1.63v/n | 4.9y/n
square grid 4 2y/n 8v/n
hexagonal grid 6 1.164/n [6.93v/n

@ (b) ©

Fig. 1. The possible grids of 16 vertices: (a) honeycomb, (b) square, and (c) hexagonal.

summarized in Table [ for grids with n vertices (in such a table, coefficients
are rounded and additive constants are neglected). Therefore, the honeycomb
grid appears more convenient than the hexagonal and square grids to model the
placement of the base stations.

In a wireless network, the main difficulty against an efficient use of the radio
spectrum is given by interferences, which result in damaged communications.
Interferences can be eliminated by means of suitable channel assignment tech-
niques, which partition the given radio spectrum into a set of disjoint channels.
The same channel can be reused by two stations at the same time provided that
no interference arises. To avoid interference, a separation vector (81,02, ..,0t)
of non increasing positive integers is introduced in such a way that channels
assigned to interfering stations at distance 7 be at least d; apart, with 1 <14 <,
while the same channel can be reused only at stations whose distance is larger
than ¢ [8[9]. Since only a continuous interval of the radio spectrum can be ac-
quired, the objective is to minimize its width (or span), namely the difference
between the highest and lowest channels assigned. In case of separation vectors
containing repeated integer values, a more compact notation will be convenient
and so, as an example, (d1,17) is a shorthand for (61,1,1,...,1).

——

Formally, given (d1,09,...,d;) and an undirected grgph G = (V,E), an
L(d1,62,...,0)-coloring of G is a function f from the vertex set V' to the set
of nonnegative integers {0,...,A} such that |f(u) — f(v)| > §;, if d(u,v) =
i, 1 <14 <t, where d(u,v) is the distance between vertices u and v. An optimal
L(41,62,...,0¢)-coloring for G is one minimizing A over all such colorings. Thus,
the channel assignment problem consists of finding an optimal L(d1,ds,...,d;)-

coloring for G.
The L(1%)-coloring problem has been widely studied in the past [TJ6/T0IT2]. In

particular, its intractability has been proved by McCormick [10], while optimal
L(1%)-colorings have been proposed in [12] for rings, trees, and square grids.
Moreover, optimal L(d;,1¢71)-colorings have been proposed in [BI13] for rings,
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square grids and hexagonal grids. Optimal L(d7, d2)-colorings on square grids and
hexagonal grids have been given by Van Den Heuvel et al. [I5], who provided
also an optimal L(2,1%)-coloring for square grids. The L(2, 1?)-coloring problem
has been also optimally solved for hexagonal grids and rings in [3]. Finally, the
L(2,1)-coloring problem has been studied also in [4U5L7JTT].

This paper provides, for the first time, optimal L(1%)-colorings on honey-
comb grids. Such colorings use less colors than those needed by the hexagonal
and square grids. Therefore, honeycomb grids beat the hexagonal and square
grids in terms of both the network cost and channel requirement. The proposed
algorithms allow any vertex to self-assign its proper channel in constant time,
provided that it knows its relative position within the network. If this is not the
case, such relative positions can be computed for all the vertices using simple
distributed algorithms requiring optimal time and optimal number of messages,
as explained in [3].

2 Preliminaries

The L(1)-coloring problem on a graph G is exactly the classical vertex coloring
problem on G, where the minimum number of colors needed is A + 1 = x(G),
the chromatic number of G. In the case of L(1%)-colorings, the term t-chromatic
number of G, denoted by x:(G), will be used. A lower bound for x;(G) is the
size w(Ag,.) of the mazimum clique of the augmented graph Ag ¢, which has the
same vertex set as G and the edge [r, s] iff d(r,s) <t in G.

A t-independent set is a subset S; of vertices of G whose pairwise distance
is at least ¢ 4 1. If the size of S; is the largest possible, then S; is a mazimum
t-independent set, and is denoted by S;. Assigning different colors to different
t-independent sets one obtains a feasible L(1*)-coloring. Conversely, given a fea-
sible L(1%)-coloring, all the vertices with the same color form a ¢-independent
set. Any feasible L(1%)-coloring uses at least as many colors as the minimum
number p;(G) of maximum ¢-independent sets that cover all the vertices, that
is x¢(G) = pu(G).

Let G; and G5 be any two graphs, and let V(G) denote the vertex set of a
graph G. A t-homomorphism from G; to G is a total function ¢ : V(Gy) —
V(G2) such that: (i) ¢(u) = ¢(v) only if u = v or d(u,v) > ¢, and (ii) d(¢(u),
¢(v)) < d(u,v) for all nodes u, v of Gy. Now, if g is an L(dy,...,d;)-coloring of
Gs, and ¢ is a t-homomorphism from G; to G, then the composition g o ¢ is
an L(41,...,0:)-coloring of Gy.

In this paper, brick representations of honeycomb grids are adopted where
each hexagon is represented by a rectangle spanning 3 rows and 2 columns. In
this way, a honeycomb grid H of size n = rc is represented by r rows and c
columus, indexed respectively from 0 to r — 1 (from top to bottom) and from 0
to ¢ — 1 (from left to right), with » > 3 and ¢ > 2. A generic vertex u of H is
denoted by u = (i, j), where 7 is its row index and j is its column index. Note
that each vertex (4, j), which does not belong to the grid borders, has degree 3
and is adjacent to the following 3 vertices: (¢ — 1,7), (i + 1,7), and (4,5 + 1) if
i+ jis even, or (i,7 — 1) if i + j is odd.
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3 Optimal L(1%)-Coloring

In this section, optimal L(1%)-colorings of sufficiently large honeycomb grids will
be presented, which depend on the parity of ¢. In particular, when ¢ is odd the
lower bound on x;(H) is given by w(Ap ) and this bound is achievable. When
t is even, such a lower bound is not achievable, and a stronger lower bound is
needed which depends on p;(H). In both cases, the optimal colorings are based
on a grid tessellation.

3.1 L(1%)-Coloring with ¢t Odd

Lemma 1. Let t = 8p + ¢, with p > 0 and ¢ = 1,3,5,7. There is an L(
-3

1
coloring of a honeycomb grid H of size v x ¢, withr > t+ 1 and ¢ > WTW

L%J + 1, only if

f -

)
_|_

24p? +12p+2 ifg=1
24p? +24p+6 ifqg=3
24p% +36p + 14 if ¢ =5
24p* +48p + 24 ifq =17

xt(H) > w(Ap,) =

Proof. The maximum clique of A ¢ is a diamond with [%1 + {%J +1 columns.
The leftmost column has (¢4 1) — 2 [%1 vertices, and each subsequent column
has two extra vertices up to the central column which counts ¢+ 1 vertices. Each
of the remaining Lilj columns, on the right of the central one, decreases its
size by two. In particular, the rightmost column has (t + 1) — 2 L%J vertices.

Depending on the value of g, the number of left and right columns is, respectively:

. 2p ifg=1
2 ifg=1,3
[t—B]:{p =5 [HL] =S 2p+1ifqg=3,5
1 ifo— 1 )
2p+1ifqg=>5,7 9+ 2if g =7

Note that the shape of the maximum clique varies with ¢. For instance, Fig.
shows the maximum cliques when ¢ = 1,3,5 and 7 and t = 17,19,21 and 23,
respectively. Then,

+

|_t 1J |—tzd.|
w(Apy) = (t+1) + (t+1—2i)+ Z (t+1—20)

.

Il
_

%

Solving the above formula with ¢ = 8p + ¢, the proof follows. v

By the above lemma, all the vertices of each diamond must get a different
color. An optimal L(1%)-coloring, with ¢ odd, can be easily achieved tessellating
the honeycomb grid by means of diamonds, all colored in the same way. Ob-
serving Fig. 2l one notes that diamonds have the same number of left and right
columns, i.e. they are symmetric, for ¢ = 1,5; while they have one more right
column, i.e., they are asymmetric, for ¢ = 3, 7. Therefore, there are two possible
tessellations depending on the symmetry of the diamonds, which are illustrated
in Figure Bl (where ¢t = 13 and ¢ = 15 are assumed).

In the following, it is shown how a color can be assigned in constant time to
any vertex u of the grid. The coloring depends on the symmetry of the diamond.
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Fig. 2. The maximum cliques (diamonds) for ¢ = 17,19, 21 and 23.

Table 2. The order in which diamond columns are encountered.

order (0/1(2 3 4 |...[4p—1| 4p
column|0|2p|4p|2p — 1|4p — 1]... 1 2p+1

Coloring with Symmetric Diamonds in O(1) Time. Consider the case
with ¢ = 8p + 1 (the other case with ¢ = 8p + 5 can be dealt with similarly).
The diamond has as many right columns as its left columns, namely 2p (see the
leftmost diamond in Fig. [2)).

Observe the honeycomb tessellation by the symmetric diamonds, and restrict
the attention to the rectangle R, consisting of the leftmost 4p + 1 columns and
the uppermost w(Apg sp+1) = 24p®+12p+1 rows of the grid, as depicted in Fig. A
(left) for ¢ = 9, namely p = 1. Clearly, the top left corner of R has coordinates
(0,0). Sequentially scanning top-down the vertices in column 0 of R, 4p + 1
different diamonds are encountered. Moreover, for each traversed diamond, a
different column is encountered and overall all the 4p + 1 diamond columns,
and hence all the diamond vertices, are met. By the above property, assigning a
different color to each vertex in column 0 of R allows each diamond within the

tessellation to be colored the same using the minimum number of colors.
To achieve such a goal, let the diamond columns be numbered from left to

right, starting from 0 and ending at 4p. The diamond columns met along column
0 of R follow the order shown in Table Bl Formally, denoted by z(j) the order
in which the diamond column j is encountered, z(j) = j(4p — 1) mod (4p + 1).
Conversely, given the order x in which a column is encountered, the column
index col(x) = 2px mod (4p + 1).

Moreover, the size, i.e. the number of vertices, of the diamond column j is:

o [4p+2+42f if0<j<2p
““U%‘{Mp+2%njp§j§@9
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Fig. 3. The honeycomb tessellation: on the left, by the symmetric diamonds (¢t = 13);
on the right, by the asymmetric diamonds (¢ = 15).

Finally, the number of vertices of a diamond that have been encountered before
the topmost vertex of column j is:

z(j)—1

pred(j) = Z size(col(k)).

k=0

As an example, z(j), size(j) and pred(j) are also shown in Fig. @ for ¢t =9 (i.e.
=1).

g N(>)W, in order to assign different colors to all the vertices in column 0 of
R, let the color of vertex (i,0) be simply g(i,0) = i. The coloring of the entire
rectangle R is obtained assigning to the remaining columns a suitable cyclic shift
of the coloring of column 0. Such a cyclic shift is chosen so that all the diamond
columns with the same number are colored the same in all diamonds. To do
this, let the shift for column j be denoted by A(j). Given the above coloring for
column 0 of R, it is easy to see that A(j), where 0 < j < 4p, must be:

_ [ (pred(j) +2p) — (2p—j)if0<j<2p
Al = { (pred(j) +2p) — (j —2p)if 2p < j < 4p

In conclusion, given any vertex (7,j) € R, its color is defined as
9(i,5) = (A(j) +14) mod (24p* 4+ 12p + 1).

The coloring of the entire grid H is obtained by defining a t-homomorphism
¢: V(H)— V(R), which can be viewed as a covering of H with colored copies
of R. Such copies are shifted up by one row, to reproduce, within each rectangle,
the same diamond pattern as in R, as shown in Fig. @ (right). Hence, for any
vertex (i,7) € H, its color f(i,7) is given by g(¢(i,7)), where

#(i,7) = ((z + hpi 1D mod (24p? + 12p + 1), j mod (4p + 1)) .
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Fig.4. The diamond columns encountered by scanning column 0 of R (left). The
coloring of H by copies of R (right).

Observe that L‘”’%J counts how many rows the rectangle to which (4, j) be-

longs is shifted up with respect to the leftmost rectangle containing row 7. Clearly,
if (i,7) € R then ¢(i,7) = (i,7) and thus f(7,5) = g(4, ). The correctness easily
follows since all diamonds are colored the same, while the t~-homomorphism pro-
vides a constant time coloring of each vertex which depends only on the vertex
indices. Observe also that R contains O(p3) vertices, and that the computation
of each A(j) requires O(p) time. Since ¢ (and hence p) is a costant, the coloring
of vertex (4, j) takes O(1) time.

Coloring with Asymmetric Diamonds in O(1) Time. Consider now the
case with t = 8p+q, where ¢ = 3, 7. The diamond has one more right column than
its left columns (see Fig. 2). Due to the fact that the diamonds are horizontally
aligned in the tessellation (see Fig.[J), the coloring is much simpler than in the
symmetric case. Let le ft and right denote the number of left and right columns,
respectively. As one can check in the proof of Lemma [T}
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Fig.5. The coloring of H by copies of R in the asymmetric case.

left = 2p ifg=3 2p+1ifg=3
2p+1ifqg=7 2p42ifq=7
Observe the honeycomb tessellation by the asymmetric diamonds, and re-
strict the attention to the rectangle R, consisting of the leftmost le ft +right +1
columns and the uppermost ¢ — left — 1 rows of the grid. As before, the top
left corner of R is vertex (0,0). The number of vertices in R is exactly w(Am ),
where

right =

w(Aps) = 24p% +24p+5 ifqg=3
At) = 24p® +48p + 23 if g =7

Any coloring of the grid H obtained by covering H by colored copies of R
leads to a feasible and optimal coloring (see Fig. H). Let R be colored in row-
major order. In details, given any vertex (i,j) € R, let its color be

g(i,7) = (ileft + right + 1) + j) mod w(Am4).

The coloring of the entire grid H is obtained by defining a t-homomorphism
¢ :V(H)— V(R). For any vertex (i,7) € H, f(i,7) = g(¢(i, 7)) where

1

(i, 4) = (z mod (t — left), (j — right L — leftJ) mod (left + right + 1))

3.2 L(1%)-Coloring with ¢t Even

Lemma 2. Let t = 8p + q, with p > 0 and ¢ = 0,2,4,6. There is an L(1!)-
coloring of a honeycomb grid H of size r x ¢, withr > t+1 and ¢ > Li] + [ﬂ +1,
only if

24p* +6p+1  ifqg=0

24p® +18p+4 ifqg=2

24p% +30p + 10 if g = 4

24p? +42p+ 19 if g =6

Xe(H) =2 w(Apy) =
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Fig.6. The maximum cliques (diamonds) for ¢ = 16,18,20 and 22. The number of
holes is denoted by h.

Proof. As in Lemmal/[l], the maximum clique of A+ is again a diamond, which
can be symmetric or asymmetric. However, there are some holes (i.e., vertices not
included in the clique) on a single border column of the diamond. The holes are
located according to the center of the diamond. The center is the middle vertex
(i,7) of the central column, which can be termed either left center or right center
depending on whether it is horizontally connected either to vertex (i,5 — 1) or
(i,j+1), respectively. In the symmetric case, the holes are located in the furthest
column on the opposite side with respect to the horizontal connection of the
center. Instead, in the asymmetric case, the holes are located on the same side
as the center connection.

To compute the clique size w(Ap ), a reasoning similar to that in the proof
of Lemma [T]is followed. As an example, Fig. [0 shows the maximum cliques when
g = 0,2,4 and 6 and ¢ = 16,18,20 and 22, respectively (in such a figure, the
clique centers are depicted by black dots). v

A Stronger Lower Bound Based on t-Independent Sets. In contrast to
the case t odd, when t is even the lower bound on the number of colors given
by w(Am) is no more reachable by an L(1*)-coloring. Indeed it is possible to
derive a stronger lower bound by considering how a maximum t¢-independent set
S} can be built.

Lemma 3. When t is even, the minimum distances among three closest vertices
belonging to Sf aret+1,t+1 and t + 2.

Proof. Let a vertex u = (4,5) of H be a left vertez, if it is horizontally con-
nected to vertex s = (i, — 1), or a right vertex if it is connected to d = (4,5 +1).
By contradiction, assume there are 3 vertices u,v and w such that d(u,v) =
d(v,w) = d(w,u) =t+1. W.Lo.g., let u be a left vertex. Since ¢ + 1 is odd, then
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both v and w must be right vertices. This implies that d(v, w) must be even and
greater than ¢. But this is a contradiction, and d(v, w) =t + 2. \Y

Given a vertex v, let By(v) be the set of vertices at distance exactly ¢ + 1
from v. One can show that | B:(v)| = 3t + 3 for any ¢ even. To build a maximum
t-independent set that contains v, let select as many vertices as possible among
those in By(v). By Lemma [3] since those vertices are all at distance t + 1 from
v, they must be at distance at least t + 2 among them.

Lemma 4. When t is even, there is no way to select 6 vertices ug, U1, .. .,us of
Bi(v) such that d(w;, ui4+1) mod 6) =t + 2.

Proof. Since any two consecutive vertices of By(v) are at distance 2, no more
than one out of 52 consecutive vertices of B;(v) can be selected. Therefore at

most FES’J = 5 vertices can be selected. \V4
2

Lemma 5. When t is even, there is no way to select 6 vertices ug,uq,...,us
such that: (1) u; belongs to By(v) for i =1,...,5; (2) d(u;,uit1) =t + 2, for
i=1,...,4; and (3) d(ug,u1) = d(ug,us) =t +1.

Proof. After selecting uq,...,us on Bi(v) such that d(u;,u;41) = ¢t + 2 for
t=1,...,4, there are t — 2 vertices of By(v) left out between us and u;. Then,
there are t vertices at distance t + 2 from v between us and u;. Moreover, the
shortest path from us to uy, which does not include any other vertex of B;(v),
has length 2t. Therefore, there is no way to choose on such a path any vertex ug
at distance t + 1 from both ug and us. \Y%

By the previous lemmas, to build a maximum t-independent set including a
given vertex v, one should choose the six vertices closest to v such that at most
four of them are at distance t+ 1 from v, and at least two of them are at distance
t 4+ 2. Moreover, in a maximum ¢-independent set such a property should hold
for any of its vertices, and in particular for the 6 vertices closest to v.

Lemma 6. Lett =8p+q, withp >0 and ¢ =0,2,4,6. The minimum number
of maximum t-independent sets that cover a sufficiently large honeycomb grid H
is:

24p? +8p+1 ifqg=0

24p* +20p+4 ifqg=2

24p® +32p + 11 ifg =4

24p% +44p +20 ifg =6

pe(H) >

Proof. Choose a vertex v of S} and its 6 closest vertices such that 4 of them
are at distance ¢t + 1 and the remaining 2 are at distance ¢ + 2. By Lemma 2]
each of these vertices can be perceived as a center of a diamond. The vertices
of each diamond must belong all to different independent sets because they are
pairwise at distance at most ¢. Building such a diamond around each vertex of

+, one obtains a tessellation of H with some uncovered vertices between any
two diamonds whose centers are at distance ¢ + 2. A possible placement of the
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Fig. 7. The maximum 8-independent set (left) and 10-independent set (right) consist-
ing of the diamond centers (depicted by black dots). The uncovered vertices are shown
by white circles.

vertices of the maximum ¢-independent set is depicted in Figure [] for ¢t = 8 (on
the left) and ¢ = 10 (on the right). Note that there is no way to decrease the
number of uncovered vertices because, by Lemmas [ and [5, v and its 6 closest
vertices are as dense as possible. Clearly, these uncovered vertices cannot belong
to S}.

Stince every center has two closest vertices at distance ¢ 4 2, by observing
Figure [T, one notes that there are two groups of uncovered vertices adjacent to
any diamond: one group is above the diamond left columns and the other group
is below the diamond right columns. Now, a mapping can be defined between
each diamond center and the uncovered vertices by assigning to a diamond with
a left center the uncovered vertices above its left columns, and assigning to a
diamond with a right center the uncovered vertices above its right columns. Note
that if the two diamond centers are at distance ¢t + 2, they are both either left
or right centers. Hence, the mapping assigns the uncovered vertices between the
two diamonds to one and only one of them.

Finally, the number of uncovered vertices associated to each diamond is the
minimum between the number of left and right columns of the diamond, which
in turn is exactly equal to the number A of holes of the diamond, that is: h = 2p
ifg=0,2,or h =2p+1if ¢ =4,6. Hence, only one vertex out of the diamond
vertices and its holes, that is one out of w(Ag ;) + h vertices, can belong to Sy.
Therefore, i (H) > w(Ap,) + h, and by Lemmal[2 the proof follows. \Y

Optimal Coloring. By Lemma [6] to derive optimal colorings when ¢ is even,
one only needs to consider a diamond enlarged in such a way that it includes also
all its i holes. Then one tessellates the grid by means of the enlarged diamonds,
using exactly the same techniques already seen in the case that ¢ is odd.
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Table 3. Minimum number y; of channels used for a sufficiently large network G (for
honeycomb grids, t = 8p + ¢q, with p > 0 and 0 < ¢ < 7).

Network G L(1%)

24p? +8p+1 ifg=0
24p* +12p+2 ifg=1
24p* +20p+4 if g =2
24p® +24p+6 ifq=3
24p® +32p +11if g =4
24p* +36p+ 14 if g =5
24p® + 44p + 20 if ¢ = 6
24p® +48p +24if q =17

honeycomb grid|x: =

square grid Xt = (@]
hexagonal grid | [3(t+1)°]<x; < (t+1)° -t
References [LI12/13]

4 Conclusion

Table [3 summarizes the results for optimal L(1%)-coloring for the three grids
based on regular tessellations. By observing Table B, one notes that the pro-
posed colorings for honeycomb grids use less colors than those required by the
hexagonal and square grids for any ¢ > 1. Therefore, honeycomb grids beat
the hexagonal and square grids in terms of both network cost and channel re-
quirement. However further work has still to be done on honeycomb grids. For
instance, one could study the L(dy,d2)- and L(81, 1¢~1)-coloring problems with
arbitrary 1, ds or t.
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Exact Solution of a Class of Frequency
Assignment Problems in Cellular Networks
(Extended Abstract)
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Abstract. The L(h, k)-labeling is an assignment of frequencies to the
transmitters/receivers of a multihop radio network such that ‘close’
transmitters must have frequencies which differ by at least k, and ‘very
close’ transmitters must have frequencies which differ by at least h. The
span of an L(h, k)-labeling is the difference between the largest and the
smallest assigned frequency. In this paper we study the L(h, k)-labeling
problem of cellular graphs, seeking those with minimum span for each
value of k£ and h > k.

Keywords: L(h, k)-labeling, multihop radio networks, frequency as-
signment problem, cellular graphs.

1 Introduction

The huge class of frequency assignment problems play a very important role in
wireless networking, due to the rapid growth of wireless networks and to the rel-
atively scarce radio spectrum. The importance of these problems is even bigger
for mobile cellular communication networks as the demand for communication
services is significantly going to grow in the future. Many variants of the fre-
quency assignment problem have been defined and studied in many fields such
as graph theory, simulated annealing, genetic algorithms, tabu search and neural
networks (e.g. see [II6IT9/22]), but the task of all of them is to assign radio fre-
quencies to transmitters at different locations using minimum span and without
causing interference. In a mobile cellular network the service area is divided into
a number of cells, each one in charge of a transmitter/receiver; a frequency is
assigned to each cell to satisfy the local traffic demand. The same frequency can
be used in two different cells if there is no perceptible interference.

In this paper, we study the L(h, k)-labeling problem. It refers to the frequency
assignment problem where two kinds of interferences are avoided: direct collisions
(neighboring cells must have far frequencies, so their signals will not interfere)
and hidden collisions (a cell must not receive signals of the same frequency from
any of its adjacent neighbors, so cells distant two hops must use far frequencies).
More precisely, neighbor cells must use frequencies at least h apart, and cells

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 163-IZ3] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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that are neighbors of the same cell (two hops far) must use frequencies at least
k apart. The nature of the environment and the geographical distance are the
major factors determining parameters h and k; we can assume h > k from the
definitions of direct and hidden collisions. The span of an L(h, k)-labeling is the
difference between the largest and the smallest assigned frequency. The aim of
the L(h, k)-problem is to satisfy the distance constraints using the minimum
span.

Since its formal definition as a specialization of the frequency assignment
problem [14] the L(h,k)-labeling problem has been widely studied by means
of techniques from disparate research areas and receiving many names (an ab-
solutely non exhaustive list of related references is [AJ5I6I710JTTII7I18[20]).
However, almost all the literature concerns the special case of k =1 and h = 2,
and very few papers [8l12/13/15] investigate on the more general problem. Nev-
ertheless, the solution of the problem for any h and k is worthy since it allows
one to handle more realistic scenarios.

The L(h, k)-labeling problem can be formulated as a coloring problem and,
hence, its decisional version is NP-complete [2]. This motivates seeking optimal
solutions on particular classes of graphs.

In this paper we completely solve the frequency assignment problem with
L(h,k) constraints on cellular networks covering full range of frequencies ex-
pressed in terms of k£ > 0 and h > k. The proposed labelings are optimal, except
a very small range, where we give a good approximation as we provide close up-
per and lower bounds. For theoretical completeness we study the same problem
also on hexagonal and squared grids, although we do not include the proofs of
these latter results in this extended abstract.

Exploiting the upper bounds presented in this paper, a frequency can be
assigned to any node in a distributed fashion in constant time in all considered
grids, provided that the relative position of the node in the graph is locally
known. To avoid heaviness in notation we do not express explicitly each label as
function of the coordinates of any node in the grid.

2 Preliminaries and Discussion of the Results

A mobile cellular network is usually represented as a tassellation of hexagonal
cells. We do not care about the dimension of the network, so we consider it as
an infinite graph.

From now on, we study the cellular network by means of its interference
graph: each cell of the network is represented as a node and two nodes have an
edge in between if the corresponding cells are subject to direct collisions, i.e.
they are adjacent. This graph is a triangular grid and we call it cellular graph,
according to the notation introduced in [21].

In this context, the L(h,k)-labeling problem can be formulated as a graph
coloring problem, where colors represent possible frequencies. More precisely,
given real positive k and h > k, an L(h, k)-labeling of a graph G = (V, E) is a
function L : V — IR such that
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— |L(u) — L(v)| > h if (u,v) € E and

— |L(u) — L(v)| > k if there exists w € V such that (u,w) € E and (w,v) € E.
The span of an L(h, k)-labeling is the difference between the largest and the

smallest value of L, so it is not restrictive to assume 0 as the smallest value of

L. For any positive reals k and h > k, we denote by Aj, x(G) the smallest integer

A such that graph G has an L(h, k)-labeling of span .

In this paper, we study the L(h,k)-labeling problem on cellular graph C,
proving that:

Ak (C) = 8k if 3k < h < 2k;

3h + 2k < Ay (C) < min(4h, 11k) if 2k < h < 3k;
A k(C) =3h+ 2k if 3k < h < 4k;

)\th(C) = 2h + 6k if h > 4k;

For theoretical completeness we have considered also the other regular tas-
sellations of the plane, i.e. hexagonal and squared grids, but we omit these study
in this extended abstract.

A graphical summary of results is depicted in Fig. 1l

The L(h, k)-labeling problem on regular grids has already been studied in [3]
for h =2 and k=1, and in [5] for h = 0,1,2 and k& = 1. Of course, the results
obtained in this paper include as special case the previous ones.

In [15] the distance between two labels 4,5 € {0,1,...,n — 1} is defined as
min{|i—j|,n—|i—j|}. Using this definition and restricting h and k to be integer,
the authors study a variant of L(h, k)-labeling on triangular and squared grids
(for a summary of their results see Fig.[2)). They approach this different problem
from a purely combinatorial point of view, with completely different techniques,
for each integer h and k. Furthermore, observe that — despite the similarity of
the L(h,k)-labeling problem and the variant introduced in [I5] — it does not
seem possible to shift from results in [15] to ours (compare Fig. [l and Fig. BI).

Before proving one by one all bounds listed above, we state some general
results that will be useful in the following.

Observation 1 Any two neighboring nodes have different labels, so given any
reqular grid of the plane G with degree A (A = 3,4 or 6) with an optimal
L(h, k)-labeling, there always ezists a node x and one of ils neighbors y such
that L(y) < L(x). If, in addition, G is a cellular graph, then any three nodes x,y
and z, forming a triangle can be choosen in such a way that L(y) < L(x) < L(z).

Observe that, in any L(h, k)-labeling, if L(z) > L(y) and x and y are neigh-
bors in the grid, then it must be L(x) > L(y) + h > h. Analogously, if L(z) >
L(w) and z and w are at distance two in the grid, then L(z) > L(w) + k > k.

Theorem 2. Given any reqular grid of the plane G with degree A (A = 3,4 or
6), the following conditions for Ap 1 (G) hold:
a. Mk (G) > Ah for any k < h < (2F2)k;
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Fig. 1. Summary of the results. Lines labeled by A = 6, A = 4 and A = 3 summarize
the results on cellular graphs, squared and hexagonal grids, respectively. Value h is
considered as a function of k.

b Ank(G) > (A +2)k for any (832)k < h < 2k;

Sketch of Proof. Let be given any optimal L(h, k)-labeling of G, and let us con-
sider a node z according to Obs. [l Node z has degree A and, in view of the
definition of L(h, k)-labeling, its label L(z) must be at least h apart from the
label of each one of its neighbors. On the other hand, all A neighbors of x are
at distance 2 in the graph via x, so their labels must differ by at least k.

Let us prove bounds a. and b. together.

Let k < h < 2k. Consider set U of distinct used labels in the L(h, k)-labeling.
|U| must be at least A + 1. Furthermore, since each label can assume the role
of L(z), we have to impose that the L(h, k)-constraints hold for each element of
U. We can focus on two special cases:

1. Let us consider the distance-1 constraint of the L(h, k)-labeling, first: since
L(z) must differ by at least h from the labels of all its neighbors, we can
assume that all used values are positioned at distance h from each other. In
this way, we need a span of Ah,Vh > k.
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Fig. 2. Summary of the results presented in [I5] translated in our nomenclature. Ob-
serve that here A\p 1 refers to ‘cyclic’ L(h, k)-labeling, with h and k integer values. Lines
labeled by A = 6 and A = 4 summarize the results on cellular graphs and squared
grids, respectively. Value h is considered as a function of k.

2. Now, let us add the distance-2 constraint: since all neighbors of = must
differ at least by k from each other, we can assume that all used labels are
positioned at distance k from each other. As h < 2k, it is enough to have
only A+ 3 different values (i.e. one used for z, A used for its neighbors and
at most two — too close to L(x) — not used). In this case the span is (A+2)k.

The previously defined L(h, k)-labelings are both feasible. Furthermore, any
other L(h,k)-labeling cannot use span smaller than the minimum of the pre-
viously found values because it has to join the distance-1 and distance-2 con-
straints. The claim follows. O

3 Cellular Graphs

Given a cellular graph with an optimal L(h, k)-labeling, for any node x we call
ai,as, .. .ag its neighbors arranged in clockwise order around x. It is not restric-
tive to assume that a; has the smallest label, and that L(az) < L(ag).

In this section, we derive exact values of A, ,(C') by proving coinciding upper
and lower bounds, except for interval 2k < h < 3k, where bounds are slightly
different.

31 k<h<2k

Theorem 3. I[fk < h < %k, then Ay, 1 (C) = 6h; if%k‘ < h <2k, then A\, 1(C) =
8k.
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Fig. 3. Optimal labelings of a cellular graph when a. k£ < h < %kz and when b. %k <
h < 2k.

Proof. Lower bound. It directly descends from Thm. ] items a. and b.

Upper bound. If £ < h < %k, use the pattern of labels 0, h,2h,...,6h. A
possible feasible labeling is shown in Fig. Bla and it is obtained by replicating
the pattern of labels row by row shifting it by two positions on the left when
going to the next row. Its span is 6h.

If %kj < h < 2k, consider the labeled portion of cellular graph limited by bold
lines in Fig. Blb. The L(h, k)-labeling is performed by replicating this pattern
of labels. This is possible because nodes on both horizontal and vertical sides of
the labeled portion are colored with the same ordered set of labels (0 3k 6k and
0 7k 5k 3k, respectively). In view of the distances between the used labels, it is
straightforward to see that the produced coloring is a feasible L(h, k)-labeling
and its span is 8k. Observe that this labeling is exactly the same as a L(2,1)-
labeling, where each value has been multiplied by k. a

3.2 2k<h <4k

Theorem 4. If 3k < h < 4k, then A\, 1 (C) = 3h + 2k; if 2k < h < 3k then
3h+ 2k < A\ 1x(C) < min(4h, 11k).

Proof. Upper bound. If 2k < h < 3k, the L(h, k)-labelings derived by repli-
cating the labeled portions of cellular grid limited by bold lines in Fig.[d.a and
Hlb are both feasible and their span is 4h and 11k, respectively. It follows that
Ak (C) < min(4h,11k). The threshold value of h changing the result of min
function is %k.

If 3k < h < 4k, consider the labeled portion of cellular graph limited by bold
lines in Fig. [Bla, and replicate this pattern. The produced coloring is a feasible
L(h, k)-labeling and its span is 3h + 2k.

Lower bound. Let be given a cellular graph with any optimal L(h, k)-labeling,
2k < h < 4k. We consider a node x according to Obs. [[I(i.e. having two neighbors
y and z such that L(y) < L(x) < L(z)) and all possible relative orders of the
labels of z and its neighbors. We prove — by contradiction — that A, x(C) >
3h + 2k if 2k < h < 4k. So, assume A, (C) < 3h + 2k. For the nomenclature,
we refer to Fig.
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Fig. 4. Two feasible labelings of a cellular graph when 2k < h < 3k. Their span is a.
4h and b. 11k.
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Fig. 5. Two optimally labeled portions of cellular graph when a. 3k < h < 4k and b.
h > 4k.

Case b —z — 1:

Suppose first that « has 5 neighbors whose labels are smaller than L(z) and only
one with label bigger than L(x) (see Fig.[Bla). Hence, in all this item, L(x) is in
position F while L(aq) is in position A.

First of all, observe that two adjacent nodes a; and a;41 cannot have their
labels in consecutive positions (e.g. L(a;) in C and L(a;41) in D), otherwise the
span would become too large, against the hypothesis A, 1 (C) < 3h + 2k. In the
same way, two adjacent nodes a; and a;4+; cannot have their labels separated by
only one label (e.g. L(a;) in C and L(a;41) in F) otherwise the span would be
> 3h + 2k. Therefore, L(as) cannot be in position B, or in C. L(az) cannot be
in G because we know that L(az) < L(ag).

It follows that L(as) lies either in D or in E.

If L(ag) in D — for the previous considerations — L(as) must be in G and
hence L(ag) must be in E. In this way, L(as) and L(a5) would be in B and C,
in some order, achieving in any case a too large span.

Finally, if L(ag) is in E, then L(ag) must necessarily be in F' and L(as), L(a4)
and L(as) occupy positions B,C and D in some order, leading again to a too
large span.

We deduce that — under the hypothesis Aj, x(C') < 3h+2k — this configuration
never occurs.
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A B CcC D E F G A B C D E F G
ap X a; X
a b.
A B C D E F G
a; X

Fig. 6. Some possible relative positions of L(z) and of labels of =’ neighbors.

Cases4—z—2,2—z—4and 1 —x—5:
If « has 4 neighbors whose labels are smaller than L(z) and 2 with label bigger
than L(x) (see Fig.[6lb), with considerations similar to the previous ones, it is
possible to prove that this case never occurs when Ap, x(C) < 3h + 2k.

The cases in which = has either two neighbors or one neighbor whose labels
are smaller than L(z) are symmetrical to the previous two cases and then omitted
for the sake of brevity.

Case 3 —z — 3:

Suppose now that = has 3 neighbors whose labels are smaller than L(z) and 3
with label bigger than L(x) (see Fig. [6lc). In this case, L(a;) is in position A
and L(z) is in position D.

Since this case does not lead to any contradiction, it can occur when
)\h,k(c) < 3h + 2k.

We have proven that, in the hypothesis Ap 1 (C) < 3h 4 2k, only three cases
can occur; namely, it can happens that the six labels of z’s neighbors are either
all smaller than L(x), or all bigger than L(z) or three smaller and three bigger
than L(z). Now we want to study which values L(x) can assume and prove that
no value is feasible, i.e. our hypothesis A, 1 (C) < 3h + 2k is false.
0<L(z) <2h—3k
In this interval L(z) would have all six labels of 2’s neighbors to its right. If
L(z) was > 2h — 3k then the space to its right would be not sufficient to keep
the span < 3h + 2k and, at the same time, to fit six labels at mutual distance k
and at distance > h from L(z).
2h — 3k < L(z) < h+ 2k
L(z) never lies inside this interval because there is not enough room to fit six
label to the right of L(z) and not enough room to fit three labels to the left of
L(z). From the previous part of the proof, we know that other configurations
are not possible.
h+2k < L(z) < 2h
If L(x) lies in this interval, three labels must be smaller than L(z) and three
labels must be bigger than it.

2h < L(x) < h+ 5k
L(x) never lies here, for analogous reasons with respect to the second interval.

h+5k < L(x) < 3h + 2k
This interval is analogous to the first one.
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So, only three intervals are feasible for L(x). Now observe that the second
one, [h+ 2k, 2h), is h — 2k wide; since h — 2k < 2k when h < 4k, we deduce that
inside this interval we can fit at most two labels at mutual distance k. It follows
that the other two intervals must contain at least four labels each and hence
they must be at least 3k wide. This is absurd if 2k < h < 3k and the proof is
concluded in this case. If 3k < h < 4k let us consider the general L(z) in the first
(third) feasible interval. All six z’s neighbors must have label bigger (smaller)
than L(z), and only two can be in the second feasible interval while four are
in the third (first) one. Let us focus on the labels L(a;) and L(a;) lying inside
the second feasible interval. If a; and a; are neighbors, then the second interval
must be at least h wide, and this is absurd. If a; and a; have distance two in the
cycle induced by x’s neighbors, then consider the three nodes different from a;,
a; and their common neighbor; they must all lie in the third (first) interval. If
a; and a; have distance three in the cycle induced by x’s neighbors, then there
exist two pairs of neighbors whose labels all lie in the third (first) interval. Both
configurations imply that the third (first) feasible interval is at least h+ k wide,
possible if and only if h > 4k, i.e. an absurd.

The contradictions raised from the hypothesis A, 1 (C) < 3h + 2k. O

In the interval 2k < h < 3k, the achieved upper and lower bounds for Aj, x(C')
are not coinciding. The following result, whose proof is omitted in this extended
abstract, ensures us that the lower bound is not tight, at least in a subinterval:

Theorem 5. If 2k < h < 3k, then A, ;(C) > 3h + 2k.

On the base of the previous theorem and of the continuity of function A, 1 (C)
we conjecture that Ap ,(C) = 4h if 2k < h < gk and A\p x(C) = 2h + 5k if
Sk < h <3k

3.3 h>4k
Theorem 6. If h > 4k, then A, ;(C) = 2h + 6k.

Sketch of Proof. Upper bound. Consider the labeled portion of cellular graph
limited by bold lines in Fig.[E.b and replicate it in all directions.
The produced coloring is a feasible L(h, k)-labeling and its span is 2h + 6k.

Lower bound. Let be given a cellular graph with an optimal L(h, k)-labeling.
Let z be any node in the grid such that L(z) > h according to Obs. [[l By
contradiction, let us assume A ;(C) < 2h + 6k. By considering all different
cases and, very similarly to the proof of Thm [ it is possible to prove that
either all labels of z’s neighbors lie to the same side with respect to L(x) or
they are three to the left and three to the right of L(z). By examining which
values L(z) can assume, we can show that the assumption A\, x(C) < 2h + 6k is
absurd. O



172 Tiziana Calamoneri

4 Conclusions and Open Problems

In this paper we have studied the L(h, k)-labeling problem on cellular networks.
For each value of k and h > k we have obtained exact values of the span, except
in a small interval, where we provide slightly different upper and lower bounds
for Ap 1 (C). It is easy to see that the replication schemes presented for the upper
bounds lead to simple distributed algorithms to label the whole grid in constant
time, provided that each node knows its coordinates in the grid.

Three open problems arise from this work.

The first one is to prove (or disprove) our conjecture and close the gap be-
tween upper and lower bound when 2k < h < 3k.

The second one is to understand if there exists some shifting method to go
from the results collected in the present paper and those presented in [I5] (see
Fig. 2) and vice-versa. Indeed, it is not surprising that the values of \j, , under
the ‘cyclicity’ assumption are bigger than ours, but it is not clear the reason why
our A i function is fragmented in a bigger number of segments.

Finally, it would be interesting to study the L(h, k)-labeling problem for other
(not regular) tilings, built with different shaped tiles (i.e. the edge-clique graph
of the cellular graph, having degree 4, constituted by triangular and hexagonal
tiles).
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Abstract. Consistency checking is a fundamental computational problem in ge-
netics. Given a pedigree and information on the genotypes (of some) of the indi-
viduals in it, the aim of consistency checking is to determine whether these data
are consistent with the classic Mendelian laws of inheritance. This problem arose
originally from the geneticists’ need to filter their input data from erroneous in-
formation, and is well motivated from both a biological and a sociological view-
point. This paper shows that consistency checking is NP-complete, even with
focus on a single gene and in the presence of three alleles. Several other results
on the computational complexity of problems from genetics that are related to
consistency checking are also offered. In particular, it is shown that checking the
consistency of pedigrees over two alleles, and of pedigrees without loops, can be
done in polynomial time.

1 Introduction

A paradigmatic problem from the field of genetics in which the use of algorithmic
techniques is by now widespread, and is embodied in software tools like Allegro [6],
Genehunter [8], Merlin [1] and Pedcheck [11], is that of linkage analysis. Linkage anal-
ysis is a well established, statistical method used to relate genes in the human genome
to some biological trait that an individual possesses. Example traits that may be in-
vestigated range from simple ones like blood type and eye colour to those that may
predispose an individual for a disease. Genes causing major diseases (e.g., Parkinson’s
disease, obesity and anxiety) have already been discovered using this technique [4].

In order to track the inheritance of genetic traits, geneticists use structures called
pedigrees. A pedigree describes the family relations amongst a collection of individuals,
and usually comes equipped with (possibly partial) information on their genotypes —
i.e., on the pairs of alleles at a locus in their genome. (An allele is one of the possible
forms a gene may have.) Pedigrees are the subject of algorithmic analysis via methods
like linkage analysis.

A computational problem that is closely related to that of linkage analysis is con-
sistency checking. Given a pedigree and information on the genotypes (of some) of the

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 174-187, 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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individuals in it, the aim of consistency checking is to determine whether these data are
consistent with the classic Mendelian laws of inheritance (see, e.g., the reference [7]).
If it turns out that the inheritance of the genotypes in the pedigree is in conflict with the
Mendelian laws of inheritance, then the pedigree and the information on the genotypes
are inconsistent. If no such conflict arises, then the data are consistent.

The problem of consistency checking arose originally from the geneticists’ need
to filter their input data from erroneous information, because inconsistent data are un-
desirable. According to [15, p. 496], it is essential that all Mendelian inconsistencies
be eliminated prior to linkage analysis as “a few inopportunely placed errors, if ig-
nored, can tremendously affect evidence for linkage.” Furthermore, as reported in [11],
in many real-life cases the manual identification of inconsistencies can be very diffi-
cult, time consuming, and sometimes unsuccessful. It would therefore be most helpful
to have automatic tool support for this task.

Hence, consistency checking is a well motivated problem from a biological view-
point. Another issue is whether it is computationally feasible. The aim of this paper
is to show that consistency checking is NP-complete even if we focus on genotype
information for a single gene, and thus that the existence of consistency checking algo-
rithms that have polynomial worst case complexity is unlikely — cf., e.g., the claim by
O’Connell and Weeks that their “new genotype-elimination algorithm is guaranteed to
detect every Mendelian inconsistency efficiently and quickly” [12, pp. 1739-1740]. To
the best of our knowledge, this is a new result in both computer science and genetics.

After discussing a simple formal model for pedigrees and associated genotype in-
formation, we use it to formalize the consistency checking problem with focus on a
single gene (Sect. 2). The consistency checking problem is shown to be NP-complete in
Sect. 3, even in the presence of three alleles. Our proof of NP-hardness for this problem
is based on a reduction from 3SAT (a classic NP-complete problem — see, e.g., [13,
Propn. 9.2, p. 183]), and uses pedigrees with loops. As stated in [12, p. 1733], like-
lihood computations on, and consistency checking of, pedigrees with loops continue
to pose daunting computational challenges. This is confirmed by the use of looping
pedigrees in our NP-completeness proof, and by the fact that pedigrees without loops
can be checked for consistency in polynomial time (Thm. 2). (Note, however, that the
loops that arise in our constructions are of the kind geneticists call “marriage loops”
[14], and not loops arising from inbreeding.) Sect. 4 presents results on the computa-
tional complexity of three problems from the genetics literature that are closely related
to consistency checking. In particular, we show that checking consistency of pedigrees
over two alleles is in P (Thm. 4). On the other hand, checking consistency of phase
known genotype information, and deciding whether a pedigree has k critical genotypes
(with k£ > 0) are both NP-complete (Thms. 3 and 5). The paper concludes with a brief
mention of avenues to future work (Sect. 5).

A full account of the work presented in this extended abstract may be found in [2],
to which the reader is referred for the technical details.

Related Work. As previously mentioned, linkage analysis is a statistical method used
to relate genes in the human genome to some biological trait that an individual pos-
sesses. Like this method, other pedigree analysis techniques involve calculations with
probability distributions describing, e.g., the likelihood of gene transmission from one
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generation to the next. The study [14] investigates the structural complexity of two
problems whose solution is part and parcel of many statistical pedigree analysis meth-
ods, viz. the calculation of the so-called marginal probability, and that of computing the
so-called maximum likelihood. The decision problems associated with both of these
computational tasks are shown NP-hard in op. cit. even for pedigrees without inbreed-
ing loops, and with focus on a single gene. There is a close connection between our
NP-completeness result for the consistency checking problem and the NP-hardness re-
sults from [14], but neither set of results implies the other. For instance, a pedigree
with genotype information is consistent if, and only if, the maximum likelihood for that
pedigree is positive. The consistency checking problem can therefore be reduced to an
instance of the decision version of the maximum likelihood problem. However, this does
not yield our NP-completeness result as a corollary. Moreover, we focus on consistency
checking, an apparently very basic problem in genetics, with a purely combinatorial
flavour, that does not involve any likelihood computations. It is also interesting to look
at similarities and differences in the proofs of the NP-completeness result for consis-
tency checking we offer here (see Thm. 1), and of Thms. 5 and 9 in [14]. Both sets of
results use reductions from 3SAT. The reductions are, however, very different, and, at
first sight, somewhat at odds with one another. In our proof of Thm. 1, we focus on a
single gene with three alleles. The use of three alleles in this proof of NP-hardness of
the consistency checking problem is most likely necessary because, as stated in Thm. 4,
checking consistency of pedigrees over two alleles is in P. The reduction employed
in [14] instead uses only two alleles, and the threshold value on, e.g., the maximum
likelihood plays a crucial role in the proofs of the NP-hardness results offered ibidem.
Indeed, the pedigrees over two alleles generated by the reductions employed there are
always consistent, as would be detected by the algorithm on which the proof of our
Thm. 4 is based.

In an effort to accelerate likelihood calculations, geneticists have proposed geno-
type elimination algorithms. The aim of these algorithms is to identify, and eliminate,
those genotypes that are not consistent with the observed phenotype information in
the pedigree. The first algorithm for genotype elimination was proposed by Lange and
Goradia in [9], where it was shown that the algorithm is correct for genotype elimina-
tion over non-looping pedigrees, but fails to detect all superfluous genotypes for inbred
pedigrees. An algorithm for genotype elimination that is correct also in the presence of
loops in pedigrees has been offered by O’Connell and Weeks in [12]. Genotype elimina-
tion algorithms may be used to detect Mendelian inconsistencies and critical genotypes
in pedigrees — see, e.g., the proof of Thm. 2, detailed in [2], where we make use of the
aforementioned algorithm by Lange and Goradia to argue that pedigrees without loops
can be checked for consistency in polynomial time. This makes them suitable as pre-
processing steps in algorithms that assume that the input genotype data be consistent.
An example of such a use of genotype elimination algorithms is presented in [10], where
the authors propose a rule-based, iterative, heuristic algorithm, the block extension al-
gorithm, for the so-called Minimum-Recombinant Haplotype Configuration Problem.
Although this problem is shown to be NP-hard in op. cit., the encouraging preliminary
experimental results given in that reference seem to indicate that the block extension
algorithm performs rather well in practice under the assumption that its input data are
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consistent. As we show in this paper, however, checking the consistency of the input
data is itself computationally hard. The reference [10] also offers a polynomial time
algorithm for haplotype reconstruction without recombination; this algorithm assumes
input data with no missing genotypes, whose consistency can be checked in linear time
in the number of non-founders of the input pedigree. (See the proof of Thm. 1 in this
extended abstract.)

2 Formalizing Gene Inheritance and Mendelian Consistency

As already mentioned in Sect. 1, a pedigree is a fundamental structure used in genetics.
In order to reason about pedigrees and the genotype information that they contain, we
need a formal model for them. Several formalizations of the notion of pedigree have
been presented in the literature on computational genetics. (See, e.g., [10, 14].) We now
proceed to present the models for pedigrees and their associated genotype information
adopted in this study, and then use these models to formalize the consistency checking
problem.

Definition 1 (Pedigree). A pedigree consists of a 4-tuple P = (V| F, p, m) where:

— V is a finite, non-empty set of members of the pedigree (ranged over by u, v),
— F C V is the set of founders,
- pm: V\ F — V are the paternal and maternal functions, respectively, where

p(V\F)nm(V\F) =0

(that is, nobody can be both a mother and a father), and
— the transitive closure of the binary relation obtained as the union of the graphs of
p and m is irreflexive (that is, a member of the pedigree is never its own ancestor).

The set N = V' \ F is usually referred to as the set of non-founders of the pedigree.

Note that the set of founders in a pedigree is always non-empty. Moreover, since the
model specifies the sex of an individual only implicitly via the paternal and maternal
functions, the sex of a “leaf” in a pedigree (i.e., of an individual without offspring) is
not specified. In our examples and constructions, the sex of individuals in a pedigree
without offspring will be chosen arbitrarily, as it is immaterial in consistency checking.
Our pictorial representation of pedigrees (with associated genotype information) is bor-
rowed from the genetics literature, and is introduced in Fig. 1. That figure represents a
pedigree whose founders are individuals 1 and 2, who are respectively the father and
the mother of individual 3.

For the sake of precision, we now offer a formal definition of loop in a pedigree.
The following definition is based on that in [12].

Definition 2 (Looping Pedigree). Ler P = (V, F,p, m) be a pedigree. Two distinct
members u and v of the pedigree are said to mate if they have an offspring in common
— that is, if there is a non-founderv' of P such that {p(v"), m(v")} = {u, v}. Sucha v’
is a child of u and v.
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AB Genotype information

D Male individual
Q Female individual

Fig. 1. Example of a pedigree.

Fig. 2. A pedigree illustrated as done throughout this paper, and its associated mating graph as
defined in Def. 2. The black dots are the mating nodes and the grey dots are “person nodes”.

The mating graph associated with P is the undirected graph G p whose set of nodes
includes V, and contains mating nodes M, ,, for every pair (u,v) of members of P that
mate. The edges in such a graph are those that connect members u and v that mate
to the mating node M, ., and those that connect such a mating node to the common
children of w and v.

A loop in G p is a non-empty path consisting of distinct edges that starts and ends
in the same node.

Finally, we say that a pedigree P is looping (or has a loop) if its associated mating
graph G p contains a loop.

An example of a looping pedigree is given in Fig. 2, together with its associated mat-
ing graph. One of the loops in that pedigree is due to inbreeding, and arises because
individuals 4 and 5 mate, and have a common ancestor. Another is a so-called marriage
loop, and stems from the matings between individual 6 and the two brothers 5 and 7.
Consistency checking of a pedigree is based on its associated genotype information;
intuitively, the pedigree defines the structure of the family relationships that are being
modelled, and the genotype information is the data which must be consistent with the
structure. We now present a formal genotype model. In what follows, it is always as-
sumed that instances of this genotype model are in the context of a specific gene and
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pedigree. We also assume a fixed, finite and non-empty set .4 of alleles ranged over by
A, B, etc.

In what follows, Two(.A) denotes the family of non-empty subsets of .4 that contain
no more than two alleles. As described below, an element of Two(.A) will be used to
represent a genotype over the set of alleles A.

Definition 3 (Genotype Information). Let P = (V, F,p, m) be a pedigree. A geno-
type information for P is a partial function G : V' — Two(.A) that associates a geno-
type to (some of) the members of the pedigree. The domain, dom(G), of the function is
referred to as the set of genotyped members of the pedigree. The genotype information
G is complete if dom(G) = V.

Let G and G' be two genotype information. We say that G’ extends G if dom(G) is
included in dom(G"), and G and G’ coincide over dom(G).

In the above definition, a genotype information may be seen as assigning an unordered
pair of alleles to members of the pedigree. This indicates that the phase of the alleles is
unknown. If a pedigree member is homozygous at a given locus in its genome, i.e., the
two alleles at that locus coincide, the function G returns a singleton set. In the literature
on genetics, and in our pictorial representation of pedigrees, the genotype {A,B} is
given as the string AB (or BA). In particular, the genotype {A} is given as AA. In
the remainder of this paper, we shall use these notations interchangeably without further
explanations.

Considering consistency for a specific gene amounts to checking whether the pedi-
gree and the genotype information are consistent according to the Mendelian law of
segregation (see [7]). The law of segregation implicitly defines the following constraint
on consistent genotype assignments: Each individual must inherit precisely one allele
from each of its parents.

Our order of business will now be to formalize this constraint, and what it means
that a genotype information is consistent with respect to a pedigree.

Definition 4 (Consistent Genotype Information). Let P = (V, F, p, m) be a pedi-
gree.

1. A complete genotype information G for P is consistent with P if, wheneverv € N:
(a) ifG(v) = {A,B}, then either Ac G(p(v)) and B€ G(m(v)), or B€ G(p(v))
and A€ G(m(v));
(b) if G(v) = {A}, then A is contained in both G(p(v)) and G(m(v)).
2. A genotype information for P is consistent with P if it can be extended to a com-
plete, consistent genotype information for P.

3 Consistency Checking Is NP-Complete

In what follows, CONS will denote the consistency checking problem for genes with an
arbitrary number of alleles. We shall use nCONS to refer to the consistency checking
problem for a gene with n possible alleles, for some positive integer n. Our aim in the
remainder of this section will be to show the following result:
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Theorem 1. The problems nCONS (n > 3) and CONS are NP-complete.

Remark 1. The proviso in the statement of the above theorem that the number of alleles
n be larger than, or equal to, three is most likely necessary. In fact, in the presence of a
single allele, there is only one complete genotype information, viz. that which assigns
the only allele to each member of the pedigree, and that is consistent. Hence, in that
case, each genotype information is consistent with respect to every pedigree. Moreover,
as will be shown in Thm. 4, the problem 2CONS is decidable in polynomial time.

To prove Thm. 1, we shall first show that CONS, and thus nCONS for every n, is in
NP. We then show that 3CONS, and therefore CONS and nCONS for every n > 3, is
NP-hard.

It is not too hard to see that CONS is in NP. To this end, given any pedigree P
with genotype information G, it is sufficient to exhibit a certificate that is verifiable in
polynomial time. The certificate for an instance of problem CONS is a complete and
consistent genotype information G¢ that extends G in the sense of Def. 3. To check
the consistency of G¢ we only have to make sure that the conditions in Def. 4(1) are
satisfied for each non-founder of the pedigree. This only takes constant time for each
non-founder, and thus the whole consistency check takes linear time in the number of
non-founders of the pedigree. Note that the complexity of this consistency check is
independent of the number of possible alleles, which shows that nCONS is in NP for
every n.

Our order of business will now be to show that 3CONS, and thus CONS, is NP-
hard. Note that this is a strong indication that the structural complexity of consistency
checking does not depend on the number of alleles for a gene, if that number is at least
three. Our NP-hardness proof for 3CONS is by reduction from 3SAT. The central idea
of the proof is to build a pedigree with associated genotype information from a 3SAT
instance in such a way that the structure of the pedigree together with the genotype
information mimic the variables and clauses of the input 3SAT instance as closely as
possible. The constructed pedigree with genotype information is consistent if, and only
if, the 3SAT instance it models is satisfiable.

We recall, for the sake of clarity, that 3SAT is the special case of the satisfiability
problem for boolean formulae in which the input formulae are in conjunctive normal
form, and all of their clauses (i.e., disjunctions of literals) have exactly three literals
— where a literal is either a variable or a negated variable. Our aim, in the remainder
of this section, is to offer a polynomial time reduction from 3SAT to 3CONS. In fact,
it is not too hard to see that, without loss of generality, we can restrict ourselves to
considering boolean formulae in conjunctive normal form whose clauses have the form
zVy,TVY, xVyVz orxTVyVZ for some distinct variables x, y, z. Indeed, any
3SAT instance can be brought into that form in the following four steps:

1. Remove all clauses containing complementary literals (as they evaluate to true). If
all clauses are removed in this step, then the original formula is satisfiable.

2. Replace multiple occurrences of the same literal within a single clause with a single
occurrence of the same literal (as [ VV [ = [, for every literal [).
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3. If a clause consists of a single literal, then

(a) remove all clauses that contain this literal (as it must be assigned the value true)
and

(b) remove all occurrences of its negation in other clauses (as they have to be
assigned the value false).

If all clauses are removed in step 3a above, then the original formula is satisfiable.

If some clause reduces to the empty clause in step 3b, then we know that there is

no assignment that can satisfy the clause, and the formula is not satisfiable.

4. Finally, we put every clause in the formula into one of the forms x Vy, TV 7,
xVyVz orTVYVZ for some distinct variables x,y, z. This can be done by
introducing dummy variables. For instance, a clause of the form zVyV z is replaced
with (Z VD) A (yV 2V p), for some fresh variable p. (We use a different variable p
for each clause.) The complete set of reduction rules used in this step may be found
in Table 1.

Table 1. The rules for step 4 in the transformation of 3SAT instances.

2 literals 3 literals
0 negations |z V y (no reduction) z V y V z (no reduction)
1 negation [TVy — (TVP)A(yVp)lTVyVz— (TVD) A(yVzVp)
2 negations|T V 7 (no reduction) IVYVz— (TVYVD) A(2VDp)
3 negations T V7YV Z (no reduction)

It is clear that any instance of 3SAT can be rewritten to the form described above in
polynomial time, and that the resulting formula is satisfiable if, and only if, so was the
original one.

We are now ready to present our reduction from 3SAT to 3CONS. Let ¢ be an
instance of 3SAT. In light of the above discussion, we may assume that ¢ is in conjunc-
tive normal form, and that its clauses have one of the forms z Vy, TVy, xVyV 2,
or ¥ V7V z, for some distinct variables x, y, z. Furthermore, we assume a fixed total
ordering on the variables, and that the variables always appear in clauses in an order
that is compatible with it. The construction of a pedigree P4 with associated genotype
information G4 from a formula ¢ proceeds in the following three steps. First we make
variable gadgets for each of the variables in ¢. Next, we construct clause gadgets for
each of the clauses in ¢. Finally, we combine the variable gadgets with the clause gad-
gets, and output the resulting pedigree.

In the construction outlined below, the genotype information G, will be explicitly
described in stepwise fashion as we show how P is built.

We start by describing the construction of the variable gadgets. In our construction,
we shall make use of three alleles, denoted by A, F and T. The alleles T and F are
intended to play the role of “true” and “false” in the 3SAT problem. The third allele A
is an auxiliary dummy allele used for controlling possible inheritance patterns.

For each variable z that occurs in ¢ we construct the pedigree P, thus:

Px = <V917Fw7pwamw> 3
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where V, = {f., ms, Vs, o}, Fe = {fz, My, Sz}, and the paternal and maternal func-
tions are given by ps(vy) = f; and m,(v,) = m,. The genotype information G,
assigns genotype A A to both m, (the mother of v,) and s, (the spouse of v,), and
genotype TF to f, (the father of v,). The genotyped pedigree P, is depicted in Fig. 3.
(In that figure, v, and her spouse s, are joined by a “mating line” to indicate that they
will mate when the variable gadget is incorporated in the clause gadgets — see Fig. 4.)
The pedigree P, consists of three genotyped members, and one ungenotyped individ-
ual v,.. The genotype of v, can, however, be partly inferred by the Mendelian laws, and
has the form x A, where the “allelic variable” x takes either the value F or T. This is
indicated by z A on the figure. Moreover, the allele = associated with the individual v,
is the only possible origin of a T or F allele that can be inherited further from the inher-
itance point of P,. We shall refer to individual v, in Fig. 3, as the variable individual
for z. The illustration on the left of P, in Fig. 3 shows how the variable gadgets are
depicted in larger pedigrees.

.j‘ TF AA
Uz

IiA.) ll-A
Inheritance

Point

Fig. 3. The variable gadget P, .

The next step in the reduction is to construct a clause gadget P,, for each clause
in the formula ¢. As we have already pointed out, there are only four different types
of clauses we need to consider, and each leads to a different type of clause gadget.
The clause gadgets for clauses v of the form x V y and T V ¥ (respectively, x V y V z
and T V § V %) have the same pedigree structure P, but the genotype information G
assigns a different genotype to the one individual in P, without offspring. In each pedi-
gree P,, we shall use c, to denote this single “leaf”, and f., and m., to stand for its
father and mother, respectively. If the clause v contains three literals, the pedigree P,
also contains individuals gf ~ and g, who are, respectively, the maternal grandfather
and grandmother of c,. The paternal and maternal functions p, and m., encode the
family structure that we have just described — that is:

Py (u) = {f’y =

gf~ if u=m, and ~ contains three literals

(u) my ifu=c,
m,(u) =
7 ~ 1f u = m, and 7 contains three literals.
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In what follows, we shall write V, for the set of individuals of the pedigree P,. The
only new genotyped individual in P, is its leaf ¢,. The genotype Gy(c,) is TA if
contains only positive literals, and FA otherwise.

The four different types of clause gadgets are depicted in Fig. 4, where we also show
how the clause gadgets will be linked to the variable gadgets in the construction of the
pedigree Py. The genotype information associated with the leaves of these pedigrees is
used to code constraints on the values of the variables in a satisfying assignment for the
original clauses. For instance, the leaves of the pedigrees associated with the clauses
containing only positive literals have genotype TA to represent the fact that one of
the variables in that clause must be assigned the truth value true in every satisfying
assignment.

RI-\/U :
Pry
Pryyy::
!
TA
Frvvr: L
.
FA

Fig. 4. The pedigrees constructed for the four basic clause types along with their connections with
the appropriate variable gadgets.
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Having constructed a variable gadget for each variable and a clause gadget for each
clause occurring in ¢, we combine these gadgets, and output the resulting pedigree Py.
The pedigree Py = (Vy, Fy, pg, mgy) is built thus:

— the set V; of members of Py is the union of the V;’s (with  a variable occurring
in ¢) and of the V,,’s (with -y a clause of ¢);

— the set I of founders of Py is the union of the F;.’s (with x a variable occurring in
o)

— the functions py : Vy\Fy — Vp andmy : Vy\ Fyy — V, are obtained by extending
the paternal and maternal functions for the pedigrees P, and P, thus:

sy if u = f,, and the first variable of v is x
sy ifu=m,, and v = x V y for some variable x
po(u) = sy ifu=gf, andy =1z VyV zforsome variables z, z

s, ifu=gm,, andy =2z VyV zforsome variables z, y
vy if u = f,, and the first variable of -y is =
vy if u=m,, and v = x V y for some variable

my(v) = vy ifu=gf,,andy=xVyV z for some variables x, z
v, ifu=gm, andy =2z VyV z for some variables z, y.

Variable gadget for
the last variable in
the formula

Variable gadget for
the first variable in
the formula

Variable e .
level Vi Vio Va3 Vad Van
\ /4\ Parents-child

relationship

Clause M V2 CEI Ym

level

Clause gadget for

Clause gadget for
the first clause in the last clause in
the formula the formula

Fig. 5. The form of the pedigree constructed in the reduction from 3SAT.

The pedigree Py is depicted in Fig. 5. The following result states the correctness of our
construction of Py from a 3SAT formula ¢.

Proposition 1. A 3SAT formula ¢ is satisfiable if, and only if, the genotype information
G is consistent with Py.
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Since the pedigree Py can be constructed in polynomial time from the formula ¢, the
proposition above allows us to conclude that 3CONS is NP-hard, and the proof of
Thm. 1 is now complete.

As already remarked in Sect. 1, our reduction from 3SAT to 3CONS employs loop-
ing pedigrees. The following result, which seems to be folklore in the literature on
computational genetics, offers strong evidence that this is most likely necessary.

Theorem 2. Checking the consistency of non-looping pedigrees can be performed in
polynomial time.

4 Further Results

In this section we discuss briefly three new problems related to CONS motivated by the
underlying biology, and study their computational complexity.

Tolerance to Critical Genotypes. A critical genotype is genotype information on an
individual that, if removed, would make an inconsistent pedigree with genotype infor-
mation consistent. Assume that it is revealed that some application of pedigrees with
genotype information is tolerant to a specific number, say k, of critical genotypes in the
genotype information. We denote the problem of deciding whether there are k critical
genotypes in a CONS instance as kCRIT. Note that OCRIT is just the CONS problem.

Theorem 3. In the presence of at least three alleles, kCRIT is NP-complete for every
k>0.

Consistency Checking with Two Alleles. According to [16, p. 274], single nucleotide
polymorphisms are utilized markers where two alleles exist. Consistency checking of
such data amounts to the problem 2CONS. A relevant question is whether 2CONS is
also NP-complete or whether it is polynomial time decidable. Three is often a “magic
number”, when it comes to the structural complexity of a computational problem. For
instance, 3COLORING and 3SAT are NP-complete, while 2COLORING and 2SAT
are polynomial time decidable (see, e.g., [13, pp. 185 and 198]). The same holds for
consistency checking of pedigrees in light of the following result:

Theorem 4. The problem 2CONS is decidable in polynomial time.

In light of Thms. 2 and 4, one can argue that 3CONS is indeed the simplest consistency
checking problem that is still intractable. In fact, restricting our attention to genes over
two alleles or to pedigrees without loops yields algorithmic problems that can be solved
in polynomial time.

Phase Known Consistency Checking. In this paper, we have considered consistency
checking in a phase unknown setting — that is, when it is not possible, by observing
a chromosome pair, to say which component is inherited paternally or maternally. We
now briefly turn our focus to the task of consistency checking where the phase of the
genotype information is known. The motivation for this type of investigation is that it is
sometimes possible to infer the identity of the parent from whom some allele originated
(and thereby also the origin of the other allele).
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Definition 5. A phase known genotype information for a pedigree P = (V| F,p, m)
is a partial function GP : V. — A x A. The genotype information GP is complete if
dom(GP) =V.

A complete, phase known genotype information GP for a pedigree P is consistent
with P if whenever v € N and GP(v) = (A, B), then A is one of the components of
GP(p(v)), and B is one of the components of G (m(v)).

A phase known genotype information is consistent with P if it can be extended to a
complete and consistent phase known genotype information for P.

Let PCONS be the problem of checking the consistency of a pedigree with phase known
genotype information. We have that:

Theorem S. In the presence of at least four alleles, PCONS is NP-complete.

5 Concluding Remarks

The results in this paper show that certain basic combinatorial problems in pedigree
analysis, viz. consistency checking and determining whether a genotyped pedigree has
some number of critical genotypes, are NP-complete, even if we focus on a single gene
with a fixed, small number of alleles. It follows that these problems are most likely
computationally intractable. It would be most interesting, however, to develop heuristic
algorithms for these problems, and evaluate their efficiency on real-life and/or randomly
generated data. In particular, we plan to develop and evaluate algorithms for consistency
checking based upon Binary Decision Diagrams [3] and various available SAT-solvers
and tautology checkers — see, e.g., the reference [5] for a survey. We believe that the
experimental evaluation of these algorithms would be of value, because consistency
checking routines, like genotype elimination ones, may be used as pre-processing steps
in algorithms for, e.g., linkage analysis and haplotype reconstruction [10].

From a theoretical viewpoint, we conjecture that the problem of computing the num-
ber of complete consistent extensions of a genotype information for a pedigree is # P-
complete [17] —i.e., it is as hard as counting the number of satisfying assignments of a
boolean formula. It would also be interesting to study the complexity of approximation
algorithms for computing the number of critical genotypes in a pedigree. We leave an
in-depth study of these problems as future work.
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Abstract. This paper is concerned with threee closely related problems,
viz., checking boolean equivalence of CNF formulas, deciding hull inclu-
sion (linear and integer) in certain polyhedral families and determining
the satisfiability of CNF formulas. With the exception of linear hull in-
clusion, these problems are provably “hard” in that there are instances
of these problems that are complete for classes, which are not known
to be tractable. In the case of satisfiability testing, we design a simple
randomized algorithm for the problem of checking whether a Q2CNF
formula has a model.

1 Introduction

This paper is concerned with three related problems, viz., boolean equivalence
checking of CNF formulas, checking hull inclusion in polyhedra specified by
systems of linear inequalities and satisfiability checking in CNF formulas. The
boolean equivalence checking problem is coNP-complete, even when problem
instances are restricted to be 3CNF formulas; likewise it is PSPACE-complete
in case of Q3CNF formulas (See Section §2]). It follows that the integer hull
inclusion problem is also coNP-complete, while the quantified integer hull in-
clusion problem is PSPACE-Hard. We show that for certain clausal families, the
boolean equivalence problem is tractable; the techniques developed therein are
suitably extended to show that integer hull inclusion is also tractable for certain
polyhedral classes. Finally, we develop a randomized algorithm for the Q2SAT
problem.
The primary contributions of this paper are as follows:

1. Demonstrating the existence of polynomial time algorithms for boolean
equivalence checking in certain clausal families.

2. Designing a polynomial time algorithm for the linear hull inclusion problem.

3. Providing polynomial time algorithms for the integer hull inclusion problem
and the quantified integer hull inclusion problem in case of 2SAT polyhedra.

4. Designing a randomized algorithm for the problem of checking whether a
Q2CNF formula has a boolean model.
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author was at Aalborg Universitet.
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The rest of this paper is organized as follows: Section §2 formally describes
each of the problems considered in this paper. A detailed discussion on the moti-
vation for our work as well as related approaches in the literature is available in
the journal version of this paper. Algorithms for boolean equivalence are detailed
in Section §3, while Section §4 deals with the linear hull inclusion problem. The
integer hull inclusion problem and the quantified integer hull inclusion problem
are addressed in Section §8l In Section 8 we propose a randomized algorithm
for Q2SAT decidability. We conclude in Section §7] by summarizing our work in
this paper and identifying avenues for future research.

2 Statement of Problems

Let 91 = C1ACaA...Cyy and ¢o = C{ACHA. .. C! ., denote 2 boolean formulas,
where the C;s and Cs are disjunctions on the literals {x1, #1, x2, T2, .. ., Ty, T }-

Definition 1. The boolean equivalence problem, Beq, is defined as follows:
Given 2 CNF formulas ¢1 and ¢, is ¢p1 < ¢, i.e., does ¢1 = ¢2 and ¢o = P17

Lemma 1. Bgq s coNP-complete.

Proof: Note that Beg is clearly in coNP, since a nondeterministic Turing machine
(NDTM) need merely guess an assignment that satisfies ¢ and falsifies ¢o or
vice versa, in order to show that ¢ & ¢s.

Let A; denote an algorithm that takes any pair of CNF formulas (¢1, ¢2)
and decides whether ¢ < ¢o. We can use A; to decide whether an arbitrary
3CNF formula, ¢, is satisfiable, as follows: Set ¢1 to ¢ and ¢o to {(x1)(41)};
now, provide (¢1, ¢2) as the input to A;. If A; outputs “yes”, we know that ¢ is
unsatisfiable; likewise, if it outputs “no”, we know that ¢ is satisfiable. In other
words, we have a Turing reduction] from the 3CNF satisfiability problem, which
is NP-complete, to Beg, thereby establishing the coNP-hardness of Beg. O

Observe that the proof of Lemma (I]) explicitly uses the hardness of 3CNF
satisfiability, in order to prove the hardness of the boolean equivalence checking
problem. So the following question arises naturally:

Problem: Is Beq solvable in polynomial time for clausal families, in which the
satisfiability problem can be decided in polynomial time?

We now discuss the boolean equivalence problem, in case of Quantified
Boolean Formulas (QBFs).
Let &1 = Q(x,y) ¢(x,y) and Py = Q(z,y) ¢d2(x,y) denote two QBFs, where,

1. ¢1 and ¢o are CNF formulas on the set of variables

V= {xl,.TQ,. s Ty Y1,Y2, - ayn}7
2. The z; variables are existentially quantified, while the y; variables are uni-
versally quantified;

! In this paper Turing reduction means polynomial time Turing reduction.
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3. The quantifier specification, Q(x, y), which is common to ®; and ®o, imposes
a linear ordering on the set V.

If a boolean formula ¢, is simple, i.e., all the quantifiers are existential, a
solution to ¢, is an assignment of {true, false} values to its variables, such that
¢ evaluates to true. In case of a QBF @ = Q(z,y) ¢(z,y) though, the concept
of a solution satisfying @ is a lot more involved and better understood through
the use of a 2-person game or 2 Non-deterministic machines working in parallel,
each basing its decision on the moves made by the other, thus far [6].

Definition 2. The quantified boolean equivalence problem, QBeg, is defined as:
Given two CNF formulas ¢ (z,y) and ¢a(z,y) and a quantifier specification

Q(z,9)), is Q(z,y) ¢1 & Q(x) P27

Lemma 2. QB.q is PSPACE-complete, in general.

Proof: We first show that QBeq is in PSPACE. Observe that to show that &; =
Q(z,y) d1(x,y) & P2 = Q(z,y)P2(x, y), it suffices to find one sequence of moves
made by the players X and Y, so that ¢; evaluates to true and ¢, evaluates
to false, or vice versa. Since there are at most 22 distinct assignments to the
variables in V', all the assignments can be generated using a 2-n bit counter. For
each valid assignment (as per Q(z,y)), verifying that ¢, < ¢2 can be carried
out in polynomial time and hence polynomial space. If it is the case that for all
valid assignments ¢ < ¢o, it follows that Q(x,y) ¢1 < Q(x) Po.

It has been shown in [§] that the problem of checking whether a Q3CNF
formula has a model is PSPACE-complete.
Let &1 = Q(z,y) ¢(z,y) denote an arbitrary Q3CNF formula and let o =
Q(z,y) {(x1)(#1)}. We can now argue, exactly as we did in case of Lemma
(@D, that the problem of Q3CNF decidability can be Turing reduced to QBegq,
thereby establishing the PSPACE-hardness of QBegq. O

Problem: Is QB.q decidable in polynomial time, when @1 and Py belong to a
clausal family for which QBF decidability is tractable?

We proceed to describe the linear hull, integer hull and quantified integer hull
inclusion problems. Assume that we are given two polytopes P; : {Ag - X < b_i}
and Py : {Ag - X < b;} The linear hull of P; is defined as the set of its extreme
points, whereas its integer hull viz., Sp,, is defined as the set of its extreme
lattice points [4]; Sp, is defined similarly.

Definition 3. The linear hull inclusion problem is defined as follows: Given
polyhedra P, and P, is it the case that P; C Py?
Definition 4. The lattice point equivalence problem, Leq ts defined as follows:

Given polyhedra P; and P, is it the case that Sp, = Sp,?

We shall focus our efforts on a related problem.
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Definition 5. The integer hull inclusion problem, IHI, is defined as follows:
Given polyhedra P, and P, is it the case that Sp, C Sp,?

It is not hard to see that the IHI problem is closely related to the lattice point
equivalence problem, since Sp, = Sp, if and only if Sp, C Sp, and Sp, C Sp,.

Lemma 3. THI ¢s coNP-complete in general.

Proof: Set P; to be the polyhedral system representing a 3SAT formula and P
to {z1 > 1, #1 < 0}. The Lemma follows, from Lemma (I). O

The natural question is:
Problem: Are there classes of polytopes, for which THI can be decided in poly-
nomial time?

Definition 6. Let x1,x2,...x, be a set of n variables with integral ranges. A
mathematical program of the form

Q1 x1 € {a' —b'} Qo 1y € {a® —V*}, ...
Qnan€f{a”—b"} A-X<b (1)

where each Q; is either 3 or ¥ is called a Quantified Integer Program (QIP).

It is easy to see that Quantified Integer Programs generalize QBFs and that
QIP decidability is PSPACE-Hard. Further, the solution to a QIP is a model (i.e.,
a vector of integer Skolem functions), in exactly the same way as for a QBF.

Definition 7. Given two Quantified Integer Programs My = Q(z) Py and My =
Q(x) P, the Quantified Integer Hull Inclusion problem (QIHI) is defined as
follows: Is every model X for My, also a model for Ms?

It is easily seen that QIHI is PSPACE-Hard.

We now define some special classes of polytopes; the structure of these poly-
topes will be exploited to design polynomial time algorithms for one or more
type of hull inclusion.

Definition 8. A polyhedral system Py : A - X < b is said to be a 2SAT polytope,
if all entries of A belong to the set {0,1,—1} and further, there are at most 2
non-zero entries per row of A.

Definition 9. A polyhedral system of the form Py : {X: A-X> B}, where all
entries in A belong to {1,0,—1} and at most one entry in each row is positive,
1s called a Horn polytope.

Observe that 2SAT polytopes and Horn polytopes generalize 2CNF clauses
and HornCNF clauses respectively.

Definition 10. A matriz A is said to be totally unimodular (TUM), if every
square submatriz of A has determinant 0, 1 or —1.
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3 Boolean Equivalence

Harking back to Section §2l we are interested in checking if two given CNF
formulas, ¢, and ¢o are equivalent. Observe that the equivalence problem can
be broken into 2 subproblems, viz., ¢1 = ¢2 and ¢2 = ¢1.

Consider the subproblem ¢; = ¢o. As before, we assume that ¢; = C1 A
Cy...NCpand ¢o =C{ ANCh...CI . Now,

¢1 = P2
S [pr=CLANCy...Cl ]
(:’/\?l/1[¢1 = ]

Pick a particular clause C/ € ¢o. It is clear that [¢; = C7] if and only if [¢; A C!]
is unsatisfiable. Observe that C] is a disjunction of literals, so that C! is a
conjunction of unit literal clauses; hence ¢; A C’; is in CNF form. Thus, in order
to check whether ¢; = ¢2, we merely need to confirm that all the CNF formulas
in the set {¢1 A C_'{, o1 A C_é, O A C’;’n,} are unsatisfiable. In other words, the
implication problem for CNF problems has been Turing reduced to the CNF
unsatisfiability problem.
It follows that

Theorem 1. The problem Beq is Turing reducible to the problem of checking
whether a CNF formula is unsatisfiable.

Proof: Given ¢, and ¢, first check whether ¢; = ¢5 and then whether ¢ = ¢;.
O

Corollary 1. Beq can be decided in polynomial time for the 2CNF and
HornCNEF formulas.

Proof: There exist polynomial time algorithms to decide unsatisfiability in
2CNF and HornCNF formulas [6]. O

We proceed to address the QBeq problem. We first focus on the subproblem
Q(z,y) d1(z,y) = Q(,y) ¢2(x,y). Once again, observe that,

Q(z,y) ¢1(z,y) = Qz,y) d2(z,y)
& [Qz,y) ¢1(z,y) = Qz,y) (CTACy...Cp)]
& N Q,y) (61(2,y) = Qa,y) C))]
& AL [Q(x,y) (¢1(x,y) = C))]

Pick a particular clause Cj € ¢o. It is clear that Q(x,y) (¢1(x,y) = Cj) if and
only if Q(z,y) (¢1ACY) is unsatisfiable (i.e., does not have a model.) Observe that
(! is a disjunction of literals, so that C/ is a conjunction of unit literal clauses;
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hence ¢ /\é{ is in CNF form. Thus, in order to check whether Q(x,y) (¢; = ¢2),
we merely need to confirm that all the QCNF formulas in the set {Q(z,y) (¢1 A
1), Qz,y) (01 ACY), ..., Q(x,y) (p1 AC” )} are unsatisfiable. In other words,
the implication problem for QCNF problems has been Turing reduced to the
QCNF unsatisfiability problem.

From the above discussion it follows that

Theorem 2. QBgq is Turing reducible to the problem of checking whether a
QCNF formula has a model.

and hence,

Corollary 2. QBeq is decidable in polynomial time for Q2CNF and
QHornCNF formulas.

Proof: Both Q2CNF [I] and QHornCNF [3] can be checked for unsatisfiability
in polynomial time. O

4 Linear Hull Inclusion

In this section, we provide a polynomial time algorithm for the linear hull inclu-
sion problem, which is also referred to as the Polytope Inclusion problem.
Consider 2 polyhedra represented by:

A-X<b, x>0 (2)
where,

1. A, is an m X n rational matrix,
2. b is a rational m—vector,
3. Xe Ry

and .
C-x<d, x>0 (3)

where,

1. C,is an m’ x n rational matrix,
2. d is a rational m/—vector,
3. Xe Ry

The goal is to decide the following predicate:
V€, > 0)(A-XR<b=C-x<d)? (4)

Algorithm () represents our strategy to decide Query (H).

4.1 Analysis

Let £(m,n) denote the running time of the fastest linear programming algorithm
on m constraints and n variables [10]. Since a total of m’ calls are made, the
running time of Algorithm (I)) is O(m’- £), which is a polynomial function, since
L is a polynomial function of m and n.
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Algorithm 1 Algorithm for Polytope Inclusion.

Function POLYTOPE-INCLUDE(A, b, C, a)

1: { Let the it" constraint of C - X < &, %> 0 be represented as: ¢; - X < d; }.
2: for (i=1tom’) do
3 if (maxA'iSBcfi-i>di) then
4: return( false )
5 end if

6: end for

7: return( true )
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Fig. 1. Polytope non-inclusion.

4.2 Correctness

Lemma 4. If Algorithm returns true, then for all X € N7,
A-X<b=C.-x<d.

Proof: Let us assume the contrary, i.e. Algorithm (I returns true, yet there
exists a point )E", such that A - x/ < B, but C - x’ £ d. We note that the notation
C x £ d, is used to indicate the fact that at least one of the m’ constraints
defining the polyhedron C - % < d is violated. Let ¢/ - ® < d’ denote a violated
constraint, i.e., ¢/ -x' > d'. (See Figure ().) Clearly, max, ¢ p ¢/ % is greater
than d’, contradicting the hypothesis that true was returned by the algorithm. O

Lemma 5. If Algorithm returns false, there exists a point X' € RY such
that A-x' <b and C-x % d.

Proof: See Figure (). Let maXA&SEc_; - % exceed d’ at point x. Clearly x is
the required offending point! O
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Corollary 3 Algorz'thm @) decides if the polyhedron defined by
(x> 6

)_c' b} is contained in the polyhedron represented by:
{X>0:C-X

<
<d}

5 Integer Hull Inclusion

Let us restate the Integer Hull inclusion problem (IHI): Given polyhedra P :
A X< b_; and Py : Ay - X < b;, is it the case that the integer hull of Py, i.e.,
Sp, is contained within the integer hull of Ps, i.e., Sp,?

We note Algorithm (T) shows that the hull inclusion problem (Linear or
Integer) is Turing reducible to the problem of finding the maximum (linear or
integer) of a linear function over a polyhedron, and it therefore follows that the
THI problem can be solved in polynomial time, when A, Ao are TUM. In case
of both 2SAT polytopes and Horn polytopes, finding the integer maximum of
a linear function is NP-complete. Thus a different strategy is needed to decide
integer hull inclusion in case of these polytopes.

Assume that A has dimension m X n and that A, has dimensions m’ x n;
we con81der P as bemg constructed by takmg the intersection of the m half-
spaces a1 X < b}, af < b2,...a % < b Likewise, _we con51der Py as
being Constructed by the intersection of the m/ half-spaces, a2 % < b, a2 X <
bi,...ap ~x§b§”.

Observe that {VX, X € Sp, = X € Sp,} if and only if for all lattice points X,
X € P = X € P,. Now, for a lattice point X

X e Pl =xXc PQ
eXeP=>xe N al X <b,
& AR € P = ab - X < b
et us focus on proving X € P = al, - % < for a specific constraint o
Let us f P g P 5 X < b), fi pecifi traint of
Py, i.e., the j** half-space defining P,. As in the case of CNF equivalence, we

observe that for lattice points X, X € P, = aj2 X < bé, if and only if the set
P A [ajz X L bé] is empty with respect to lattice points. Note that the constraint
al, - X £ bl can be written as: I; : al, - X > b}, However, [; is an open constraint;
in general, the theory of polyhedral combinatorics does not apply to open sets.
In particular, no algorithm is known for the problem of checking whether the
intersection of open half-spaces is non-empty [2]. But we are only interested
in lattice point solutions. Consequently, a lattice point solution will satisfy the
constraint /1 if and only if it satisfies the constraint aj2 X > (b% + 1), which is
a closed half-space. Thus, we can check whether for lattice points X, X € P; =
al, - X < bl by checking whether the polyhedron Py A al, - ® > (b} + 1) does not
have any lattice points. The operation of negating a constraint is referred to as
Constraint Complementation.
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From the above discussion, it follows that

Theorem 3. Given polyhedra Py and P, the IHI problem Turing reduces to
the problem of checking whether a polyhedron does not have any lattice point.

Corollary 4. The IHI problem can be solved in polynomial time for 25AT poly-
topes.

Proof: 2SAT polytopes are defined by constraints that are closed under Con-
straint Complementation, insofar as lattice points are concerned. For instance,
the complement of the constraint 1 —zo < 4 is 1 — x5 > 4, which is equivalent
to 1 — x2 > 5, and hence equivalent to —xy + xo < —5, if only integral values
of 1 and x4 are permitted. In other words, the complement of a constraint in
a 2SAT polytope is also a 2SAT constraint. The presence (or absence) of lattice
points in a 2SAT algorithm can be checked, using the algorithm in [9], which

runs in O(n?) time; the corollary follows. O

Corollary 5. The Quantified Integer hull inclusion problem (QIHI) is decid-
able in polynomial time, when Py and P» are defined by 25SAT polytopes.

Proof: We combine the arguments used in establishing Theorem () and Corol-
lary (). Once again, we note that constraints of 2SAT polytopes are closed
under Constraint Complementation and the emptiness of a QIP can be checked
in O(n?) time, if the constraint system is a 2SAT polytope (See [9].). O

6 A Randomized Algorithm for Q2SAT

In [5], an elegant polynomial time Monte Carlo algorithm was presented for the
2SAT problem, i.e., for the problem of checking whether a given 2CNF formula
has a satisfying assignment. They show that if the input 2CNF formula ¢ is
satisfiable, then their coin-flipping algorithm finds a satisfying assignment with
probability greater than one half. Their analysis is based on the following simple,
but useful observations:

1. If the current truth value assignment 7', to the variables {z1, za,...,z,} of
the 2CNF formula ¢, does not satisfy ¢, then exists a clause C' € ¢, such
that both its literals are set to false under T'. Let us say that ¢ is satisfiable
and there exists a unique assignment T that satisfies ¢. Let us also say that
the current assignment differs from 7', in exactly k variables. In any truth
assignment that satisfies ¢, at least one of the 2 literals in C' must be set
to true; thus in T at least one of the literals of C' is set to true. It follows
that if T is altered by picking one of the 2 literals in C' (uniformly and at
random) and flipping its value, with probability at least %7 the resulting
truth assignment 7" is closer to T than T is. In fact, with probability %, T

is one variable closer (than T)) to T' and with probability %, T’ is one variable
farther away from a satisfying assignment than 7T is.
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2. Consequently, the strategy of choosing an unsatisfied clause and flipping
one of its literals at random, can be modeled as a one-dimensional random
walk with a reflecting and absorbing barrier. The random walk is over the
integers in the range [0..n], with 0 as the absorbing barrier (indicating that
the current assignment 7' disagrees with T on 0 variables and n serving as
the reflecting barrier (indicating that 7' disagrees with 7" on all n variables).

We now present a convergence analysis of the algorithm in [5]; our description
is modeled on the analysis in [7].

Lemma 6. Let X and Y denote two random variables; let E[X|Y] denote that
function of the random variable Y, whose value at Y =y is E[X|Y =y|. Then,

E[X] = E[E[X]|Y]].
In other words,

E[X]=) EIX|Y =y]- PrlY =y).

Y

Proof: See pages 101 — 103 of [7]. O

Essentially, Lemma (@] allows us to calculate the expectation of a random vari-
able X, by taking the weighted average of the conditional expectation of X,
given that ¥ = y, with the conditional expectation being weighted with the
probability that Y = y.

Assume that ¢ has a satisfying assignment T. Let t(i) denote the expected
number of flips from the current assignment to get to T, assuming that the
current assignment is exactly ¢ values away from T.

As argued above and using Lemma (@), it is not hard to see that:

#0) =0
1) = 3 101G — 1) +1) + (¢ + 1)+ 1)
t(n)=1+tn—1) (5)

Note that if we start off with 7' = T', i.e., T agrees with T, on all n variables,
then we do not need any flips. Likewise, if the initial assignment T, differs from T
on all n variables, then flipping any literal must increase the number of variables
on which T’ and 7' agree. Finally, for ¢ # 0, 1, note that with probability one half,
the new assignment will differ from T , in one more variable than T'; likewise, with
the same probability, it will differ from T, in one less variable than T’ applying
Lemma (@), we get the desired weighted average.

In [6], it is shown that the System (F) can be solved to yield t(n) = n?, i.e.,
the expected number of literal flips is n?.

From classical probability, we know that

Theorem 4. Let X be a random variable that assumes non-negative values only.
For any a > 0,

PriX >a-E[X]] <

Q|

(6)
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Theorem (H)) is known as Markov’s inequality ([7]) and it can be applied to
our flipping algorithm to conclude that if there is a satisfying assignment, the
probability that this assignment is not discovered after 2 - n? literal flips times

is less than %

6.1 A Coin-Flipping Strategy for Q2SAT

There are 2 preconditions that need to be met, for the above analysis to hold
for a randomized algorithm for satisfiability testing:

1. Y5 : For a literal to be flipped, it must have exactly 2 assignable values, at
the time at which it is assigned.

2. Yo : Given that the current assignment (model) differs from the satisfying
assignment (model) in exactly ¢ variables, flipping a literal should result in
exactly one of two events, viz.,

(a) The resulting assignment differs from the satisfying assignment in (¢ —1)
variables,

(b) The resulting assignment differs from the satisfying assignment in (i+ 1)
variables,

Event (2a)) should have probability at least one half, while event (2H) should

have probability at most one half.

Note that Y is trivially met by simple CNF formulas, since every variable must
be either true or false, in any satisfying assignment. In case of QBF's though, a
solution is a vector of Skolemized boolean functions and hence Y7 does not hold,
in general. Condition Y2 cannot be met if the clause that is not satisfied by the
current assignment has more than 2 literals; indeed, both [6] and [[7] provide an
instance of a HornCNF formula that takes exponential time to converge, under
randomized literal flipping.

We now show that the above 2 conditions can be met in case of Q2CNF
decidability. Let & = Q(x,y) ¢(x,y) denote a Q2CNF formula, with the existen-
tially quantified variables being drawn from the set Vi = {z1, 2, ...,2,} and the
universally quantified variables being drawn from the set Vo = {y1,92,...,Yn}-
Q(z,y) imposes a linear ordering on the set V3 U Va; each clause C' € ¢(x,y) has
exactly 2 literals.

We first establish that Y7 is met. Observe that

1. Satisfiable Q2CNF formulas have simple models, i.e., models in which every
existentially quantified variable x;, is assigned true, false, y; or y;, where
y; is a universally quantified variable that preceded z; in Q(z,v); indeed
the linear time algorithm in [I], which checks whether a Q2CNF formula @
has a model, produces a simple model, if the Q2SAT instance is satisfiable.
Further, note that that verifying a simple model for a Q2CNF formula is a
linear time procedure.

2. Now process the clauses in ¢ sequentially. Let C' be an arbitrary clause in
¢(x,y). Note that
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(a) If C is of the form (y;,y;), i.e., both its literals universally quantified,
then @ does not have a model.

(b) If C is of the form (x;, yx), and x; occurs after y in Q(z,y), thenz; =1
or ¢ in any model that satisfies @. Proceed to the next clause.
However, if y;, succeeds z; in Q(z,y), or if z; is also paired with y,, p #
k, in a clause distinct from C, then x; must be true in any model for &.
(If the existential literal is @, instead of x;, replace true with false.)
Delete z; from Q(z,y) and all clauses containing x;. Likewise, replace
all clauses of the form (&, ), with the unit clause (). If u is universally
quantified, then @ does not have a model; if it is existentially quantified,
it must be set to true in any model and the process of altering clauses
and Q(z,y) is repeated.

(c) If C is of the form (z;,z;), the following cases arise:

i. Both z; and x; have been assigned in Step (2H); in this case, there

is nothing to be done;

ii. x; is not assigned, but x; is assigned to true. Delete this clause from
¢(x,y), since it has no bearing on the existence of a model.

iii. z; is not assigned, but x; is assigned to false. Set x; to true; delete
x; from Q(z,y) and reprocess all clauses, as in the latter half of Step

iv. Neither z; nor ; has been assigned. Proceed to the next clause.

When Step (2 :) terminates, we will be left with a collection of clauses (say
@en) of the form (x;,xy), i.e., both literals will be existential. ¢,y is called the
existential hull of @; in any model for &, the variables in ¢, are assigned either
true or false! This assertion follows immediately from the proof of correctness
for Q2CNF decidability in [I]. We have thus established that condition Yy is
met by Q2CNF formulas.

We proceed to show that condition Yo is also met. Assume that @ has a
model T'. Let the current assignment T, differ from T, in exactly ¢ variables
and let C be a clause, that is not satisfied by T'. First observe that under our
assignment scheme, C cannot be of the form (z;,y;); hence C must be of the
form (z;, x;). Since C is falsified, at least one of the 2 variables is set to a different
value in 7. Further, there are only 2 possible values for each of these variables,
as per the above discussion. It therefore follows that picking one of the variables
at random and flipping it, moves T closer to T with probability at least one half.

Algorithm (@) is a formal description of our strategy:

Using an analysis, that is almost identical to the one for 2SAT formulas, we
can conclude that

Theorem 5. Algorithm (3) is a randomized algorithm for the Q2SAT problem.
Given a satisfiable Q2CNF formula, the probability that it finds a model in at
most 2 - n? literal flips is at least one half.

7 Conclusion

In this paper, we proved a number of interesting results, regarding clausal equiv-
alence and hull inclusion. In particular, we showed that the clausal equivalence
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Algorithm 2 Randomized algorithm for the Q2SAT problem.

Function Q2SAT-SOLvE(® = Q(z,y) é(x,y))

1: Process each clause in ¢(x,y) till every existentially quantified variable is set to
one of: (a)true, (b)false, (c)truely;, (d) truelfalse.

2: {There are a few more symmetric categories, but we ignore them to simplify the
exposition. The crucial observation is that each variable has at most 2 valid values.}

3: Let T be the initial truth assignment to the variables {z1,z2,...,Zn}.

4: if (T is a model for @) then

5:  return(“® is satisfiable”)

6

7

8

: end if
: while (T is not a model) do
Pick a clause C' that is falsified in ¢ by T'.

9:  Choose a literal at random and flip its value in T, so that C' is satisfied.
10:  if (T is now a model for ¢) then
11: return(“® is satisfiable”)
12:  end if
13: end while
14: return(“® is probably unsatisfiable”)

problem could be solved in polynomial time, if the formulas involved had the
forms 2CNF, Q2CNF, Horn or QHorn. We also showed that the integer hull
inclusion problem (and the Quantified Integer Hull inclusion problem) could be
solved in polynomial time, in case of 2SAT polytopes, whereas the linear hull in-
clusion problem is polynomial time Turing reducible to the Linear Programming
problem.

We are interested in the following 2 open problems have arisen, as a conse-
quence of our work in this paper:

1. Is there a simple approach for the problem of checking feasibility in HornSAT
polytopes, i.e., a method that does not use Linear Programming?

2. Can the Random walk strategy discussed in Section 6 for Q2SAT feasibility
can be extended to boolean equivalence problems?
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Abstract. We investigate logical semantics of the first order ¢-calculus. An as-
signment system of predicates to first order typed terms of the OB; calculus is
introduced. We define retraction models for that calculus and an interpretation
of terms, types and predicates into such models. The assignment system is then
proved to be sound and complete w.r.t. retraction models.

1 Introduction

The essence of logical semantics of a calculus is a system of predicates and a relation of
satisfiability, such that the meaning of a term in the calculus can be identified with the
set of predicates it satisfies. Examples are intersection types for the type-free A-calculus
[7, 6], pre-locales for typed A-calculi and domain logic [4], Hennessy-Milner logic for
CCS terms [15,3]. The present work is aimed at defining a logical semantics suitable
for typed object calculi.

In [12] it is shown that certain characterizations of reduction properties of pure A-
terms via intersection types (for which see e.g. [10, 16,6, 11]) are smoothly inherited
by the type-free ¢-calculus, provided we extend the intersection type discipline to a -
calculus with records, and interpret ¢-terms using the self-application interpretation of
[14]. Nonetheless the focus of research in the area of object calculi is on typed systems
and typed equational theories. To make our approach applicable to the latter case we
have to put on a clear footing the idea of an assignment system of predicates to typed
objects: a first investigation is [13].

For monomorphic typed calculi predicates differ from types in that each term has ex-
actly one type, but satisfies (often infinitely) many predicates. This difference is blurred
in the polymorphic case (indeed, in the literature, Curry types, intersection types and
ML types are considered as forms of polymorphism), but it is still true that, while pred-
icates give partial information about the behavior of single terms, types are concerned
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with general properties of the system, like strong normalization for typed A-calculi, or
error-freeness of the reducts of typed terms in object calculi.

The solution we propose is to consider types as languages of predicates, or even
better as theories. The denotation of a term is then a set of predicates closed under
conjunction and logical implication (technically a filter), but when such a denotation
is relativized to a type, which is the counterpart of typing the term, its denotation is
restricted to the language associated with that type. This suggests a natural interpreta-
tion of features of polymorphic typed systems, as it is the case of subtyping: A <: B
if the theory associated to B is “included” into the theory of A, which means that its
discriminating power is at most that of A (for a topological interpretation of the same
idea, and its relation to realizability models and PER inclusion see [13]).

In the present paper we investigate logical semantics of the first order ¢-calculus of
[1], called there system OB;. This is the core of the object calculi studied in that book,
even if it is poorly expressive and does not include any form of subtyping. Still it is an
interesting case study, as the recursive nature of types is challenging to model (it is the
most complex and contrived part of the semantic constructions in [2, 1, 8]). It comes
out that the filter model of the typed calculus has the structure of a retraction model,
in the sense of [18], where retractions map filters of predicates to their intersection
with the language associated to the given type. This leads to a completeness theorem
of the assignment system with respect to retraction models of the calculus. We stress
that languages, which define the retractions over the filter model, are inductively defined
sets of predicates: a concept of lower logical complexity, and much easier to understand,
than fixed-points of contractive operators over ideals or over complete uniform PERs.

2 Assignment for the Typed ¢-Calculus

In this section we introduce the calculus, its types and typing rules, the syntax of the
predicates and an assignment system, to syntactically derive judgements associating
predicates to typed terms under the assumption of similar judgements about a finite set
of typed variables. Predicates are transparently intersection types for a A-calculus with
records, and come from [12]. The essential difference is that the set of predicates is
stratified into languages, in such a way that whenever a predicate can be deduced for a
term a}, it belongs to the language £ 4 associated with A.

2.1 The Calculus

Definition 1 (Untyped terms). Ler L = {{; | i€ N} be a denumerable set of labels.
The terms of the first order s-calculus are defined through the following grammar.

a,bu=x | [l; = ¢(z:)bi"€!] | a.l | al=c(z)b

In the expression (2% )b, the operator ¢(-) binds z in b; free and bound variables are
defined as usual. Terms are considered equal modulo c-conversion, i.e. up to renaming
of bound variables.
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Definition 2 (Reduction). On terms, the reduction relation is defined as the contextual,
transitive closure of the following reduction rules:

[l = s(@i)b"<"].4; — bj{wj <[l = (x:)b* "]}
[51 = C(Ii)biiel}.fj ’;C(I)b — [fl = §(l‘i)biiel\j,€j = §(I)b]

where j € I and a{x < b} is the substitution of x by b in a, avoiding variable clashes.
The reduction relation is confluent (see [1] Ch. 6). Terms do not necessarily have a

normal form: e.g. 2 = [¢ = ¢(x)x.£].¢ is such that 2 — (2.

2.2 The Typed System

The following is a presentation of the system OB; of [1], with minor changes consisting
in writing a” instead of a:A, and omitting rules for deriving well formed types and
contexts: first order types are indeed defined by a simple inductive definition.

Definition 3 (Types). Let KC be a set of type constants, ranged over by K. The set of
types is defined by the following grammar:

A B =K |[l;: B; 7]
where 1 is a finite set of indexes.

In the present setting, a context for a type judgement is just a finite set E of type

decorated variables, of the shape .

Definition 4. The type judgements are defined by the following natural deduction sys-
tem (where A = [{y, : By *<1)):

A B;
" B,z - b
(Var) =5 (@ €E) (Val Object) : viel
Erw =i Y
Etra? , Era® E2%FbP
(Val Select) (j€I) (Val Update) (jel)

EF (a®.;)B EF (a4 =c(z?)pPA

Having adopted the notation z* for a term variable z of type A, the context F
becomes redundant. We keep it, however, since this turns out to be useful when intro-
ducing bases in the subsequent section.

Reduction among typed terms is defined by adapting Definition 2 in the obvious
way. The main result about this system (and all its extensions in [1]) is that types are
preserved under reduction: since a term of the form [¢; = ¢(2)b].¢; or of the form
[¢; = ¢(z?)b].£; =¢(y*)c has no type if i # j, we may conclude that the reduction of
typed terms will never get stuck into not well formed terms (see [1] Ch. 7). Typed terms
do not necessarily normalize, however: - 24 = ([¢ = ¢(z!“4)x.£].0)4 is derivable in
the empty context for all types A.
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2.3 A Predicate System

Much in the style of [7], in this section we will present a notion of intersection types,
called predicates here; using these, we will define a notion of predicate assignment,
which will consists basically of associating a predicate to a typed term.

Definition 5 (Predicates). The set L of predicates is inductively defined by:
o,r o=k |w|(6—=7) | (oAT) | (l; : 0;°€T)

where K ranges over a countable set of atoms. On predicates a preorder < is inductively
defined by:

o < o
c < w
w < w—w
(0=7)N(o=p) < o—=(TAp)
p<o NT<u = c—=7<p—pu
oNT < o0, oANT< T
c<T No<lp = c<TNAp
o<1 = {{:0)<{l:T)
P = OpATE, If KEINJ,
(U oSN 7€) < (0 ppFETV DY where { pi, = oy, ifkel\J,
Pk = Tk, ikaJ\[
<fl : O'iiel> S <f] : O'jjeJ>, if J Q 1
c<7<p = 0<p

Finallyo =1 oc<7<o0.

Atomic predicates ~ are intended to describe elements of atomic type in the domain
of interpretation; o—7 is the property of functions sending elements satisfying o into
elements satisfying 7; (¢; : o; “!) is the property of records having values that satisfy
o; associated with the field ¢; for all i € I. Predicates w and o AT mean truth and
conjunction respectively; o < 7 reads as ‘o implies 7°.

In the following we consider as ‘types’ also arrow types A— B: functional types
are indeed implicit in the interpretation of objects (especially of methods) but do not
appear in the syntax of the calculus OB; (but they do in the calculi in [1] enriched
with lambda abstraction and functional application). Here their use allows for more
transparent notations.

Definition 6 (Languages). The set of all predicates L is stratified into a family {L£ 4} o
of sets of predicates called languages, indexed over types such that:

1. any & belongs exactly to one L, for some K € IC;
2. any L 4 is the least set (including atoms if A = K ) such that:

cely TELY oc€Lp TELR

weLla oATEL A 0—=TE€LALB
c€ELA B, ) ocel
oA (A= [t;:B; €1, j€1) 4 (c<7)
(j:0)eLla TELA
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A statement is an expression of the shape a” : o, where a is a term, A is a type, such
that there exists F with E + ¢, and o is a predicate, and a is called the subject of this
statement.

A basis I' is a finite set of statements with only (distinct) term variables as subject,
of which the predicate is not w. We say that I" preserves languages if o € L 4 whenever
rd:oel.

If E'is a context and I a basis, we say that E fits into I', written E< I, if xd:0el
implies 2 € E. We say that two bases I, I'; are compatible if there exists a context F/
including all variables occurring in both I and I1, fitting into both of them.

Definition 7 (Predicate Assignment). Let A = [¢; : B;**!] and B, B; be any type,
then:

— (zB.cer
(Var)FFxB:U( )

Lot -b
'k = g(xiA)biiEI]A:<£j:O_jHTjjeJ> (
I'Fa?{l0,—m9€7) Tk atiop
I'kaltps:m,

FFaA:<€j:UijJ> F,yA:UF bBr .7

(Type Object) Viel AN JCI)

(Val Select) (k’ S J)

(Val Update) _ keJ
I'F (aLy=s(y)b)A: (007N ly:o0—7) ( )
plus the following ‘logical’ rules:
Et+d® I'taP:0 I'taP:r I'aP:0 o<r
(W) ———(E<T) (M) (<) —
I'af:w I'taB:onr I'af:r

As a straightforward induction shows, if all bases in the derivation of I' - a?: ¢
preserve languages, then 0 € L 4.

We remark that in rule (Type Object) it is not required that the o; are equal, not even
pairwise consistent (but for the fact that they belong to the same language L 4). This
should be compared to rule (Val Update), which allows for replacing the subexpression
oy, in the predicate (¢;:0;7 €7) of the first premise by the completely unrelated predicate
o—7 in the conclusion. This is sound, however, because of rule (Val Select), which
checks in the crucial place that the antecedent of the arrow holds of a?, to which the
self variable x1! is bound.

These features, which surely sound odd to readers familiar with the literature on
object calculi, are indeed essential. Suppose in fact that

A=[ly:Int, ¢y Int]and a = [o = ¢(z)1, 41 = ¢(z?)z.4o]
(using a constant 1 of type Int), so that - a“. Then
by - w—0Odd) - 2?1 by : w—0Odd) 2 (¢ : w—Odd) F 2? : w
z*wk1:0dd ™ (ly : w—0Odd) + (m.[o)lnt : Odd
Fa®:(lo : w—0dd, 41 : (€o : w—Odd)—Odd)
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where £ is a field and ¢; is the method get ¢y. By rule (Val Update) one might derive
the seemingly incorrect:

Fa®: (0 : w—0dd, t; : (5 : w—0dd)—0dd) y™:w+ 2: Even

F (alo=c(y™)2)* : (o : w—Even, t; : (o : w—0Odd)—Odd)

This makes sense, however, since it simply tells that if the value at ¢ is an odd
integer, then the method ¢; will return an odd integer; it also tells that this is vacuously
true of the actual object (a.ly<=¢(y*)2)*, since it has an even integer at /. More-
over it is harmless: (a.lo&=¢(y*)2).¢; — 2 and we clearly assume that [/ 2 : Odd;
nonetheless 17 (a.£o &=¢(y*)2).¢; : Odd, because rule (Val Select) does not apply since
V (a.lo=s(y?)2) : (o : w—0Odd).

On the other hand the following odd-looking assignment is legal as well, this time
by rule (Type Object):

i (ly : w—Even) - z? 1 (£y : w—Even)z?:(fy : w—Even) F 2 : w

z*wk1:0dd x?:(ly : w—Even) (m.[o)lnt : Even

Fa®:(ly : w—0dd, £ : (¢ : w—Even)—Even)

In the last case, however, the apparently odd predicate we deduce, is of use to con-
clude by rule (Val Update):

Fa®: (b : w—0Odd, £ : (¢ : w—Even)—Even) y*:wt 2:Even

F(alo=c(y™)2)* : (o : w—Even, t; : (s : wv—Even)—Even)

which is what we expected.

The next lemma will be of use in the last section. Let I < I mean that for all
2?7 eI there exists ¢ < 7 such that z4:0€ T,

Lemma8. [. ' <I'andI'\ a?:0 implies '+ a?:0.
2. If Iy, I' are compatible bases, then there exists the basis [\AI'y which is the
greatest one such that [oA\NI'y < I fori =0, 1.

Proof. The first part is proved by induction over the derivation of I'"" - a“ : o, using
(<). For the second, let IThAI7 be the basis including exactly the statements o
such that either 2 : o is in one of the two basis and not in the other, or z4: 00 € I't,
o el and 0 = ogAo;. |

We end this section by stating, without proof, the main theorem about syntactical
properties of the assignment system. It establishes that predicates are invariant under
conversion.

Theorem 9 (Subject reduction and expansion).

1. IfI'+a”:p anda — d, then I' - a2 : p.
2. IfI'Fa?:panda’ — awhere B+ o/ for E<T, then I' F a'4:p.
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3 Models and Logical Semantics

There is no definite agreement about what should be considered as a model of object
calculi. Even [1] does not give a general definition of this concept. Rather it is com-
monly held, especially after Cardelli’s seminal work on records calculi, that it should
be a model of the A-calculus including operators to build, access and modify finite
records, often seen as finite functions over a set of labels.

Definition 10. We call a structure D = (D, L,emp,lcond, sel) an untyped ¢-model
l:f:.

— D is a A-model;

- L ={4; | i€ N} is a denumerable set of labels;
- empeD;

—-sel:Dx L — D;

—lcond: DxLxD—D

such that (writing lcond and sel in a Curryfied form):

1. sel(lcond z ¢; y)¢; = v,
2. i# j=sel(lcondz ¢, y)l; = selx{;,
3. i # j = Icond(lcond z ¢; y) £; = = lcond(lcond x £; z) £; y.

emp is the empty record; Sel is a selection operator, depending on its second argument
for the field to be selected on its first argument; Icond is a conditional update operator,
setting to the value of its third argument the field of its first argument at the label which
is the second argument. Note that, due to the untyped nature of the structure, nothing
prevents from field selection or field update of some non record element of the domain.

An untyped ¢-model is a particular case of what is called a A, record-combinatory
structure in [17] ch. 10. Differences are that here D is a A-model, instead of a par-
tial combinatory algebra, and the third axiom about Icond which is not in the original
definition. The present choices allow for a simpler treatment and are satisfied by the
untyped structure in [1] ch. 14, which is the only denotational model of the ¢-calculus
in the literature.

Since any D is a A-model, we shall freely use abstraction notation. Moreover, we
use the abbreviations:

() =emp
(; = d;*€th-mhy = Icond(. .. (lcondemp ¢y dy) .. ), dy
d-l; = seldﬁi

d-l;:=e=Icondd/; e
A structure of this form can be constructed by solving the domain equation:
D= At+|[L— D]+ [D — D] (1)

where At is a domain interpreting atomic (namely ground) types. This equation appears
in [9, 5], and is essentially the same as in [1], where it is used to build a model of the
(second order) typed s-calculus.
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Definition 11. 7o each predicate o we associate a subset [[O'ﬂnD C D (or simply [o],
when D is clear from the context), where 1) sends each predicate atom k to some subset
of D, and n(k) C [K] when k€ L for some constant type K :

L ], =

2. [[%]]7, 17( ),

3. [onr], = o], N1,

4. [[o—> ﬂ —{deDWee[[ ] .deE[[T]]n},

5. [ ﬂef>]],, ={deD|Viel.d t;e[a],}.

The latter definition formalizes the intended meaning of predicates by defining their ex-
tensions; the subsequent proposition states that implication corresponds to set theoretic
inclusion of predicate denotations as expected.

Proposition 1. [fo < 7 then, for anyn, [o], € [7],.

Definition 12. A type interpretation over D is a mapping associating with each type A
a subset [[AHD C D. It i said to be consistent with the predicate interpretation [ - |, if
o €L 4 implies [[0]]17 C [A].

Previous definitions provide the essentials to give meaning to a**:o and to judg-
ments " - a*

Definition 13. Suppose that D is an untyped s-model. Let the type interpretation and
the predicate interpretation be consistent, E' be a context, I' a basis and £ a term envi-
ronment:

1. £ £ Eife(zt)e[A]” whenever z € E;

2. ElEatifforallést. = E, Ja ]] e [A]~;

3. EETifrd o€l implies £(z4) € [0], € [A P,

4. I'k=atioifforall st § =T, [a?] €[o], € [A]”.

D

3.1 A Model of Retractions

Let D be any domain solving the equation (1). Following [18], a retraction over D is a
continuous function p : D — D such that p?> = p o p = p. Types can be interpreted by
means of retractions by setting [A] = {de€D | pa(d) = d}, which is the same as the
range of p4. For basic types one may choose px (d) = d if de At, else L.

Proposition 2. Let A = [¢; : B; "€1]: if pp, is a retraction for all i € I, then there exists
a retraction p 4 such that

pa(d) = (; = pa_p,(d- ;) <),

where pa—p(d) = Ax.pp(d(pa(x))) (indeed pa— p is a retraction, if px and pp are).
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Proof. The function (in Curryfied form)
Yafd=(t;=Xz.pp,((d- 6;)(fz)) ")

is continuous, hence it has a fixed-point pa = Fix(YTa) = ||, (™, where 7(© =
Az L, T = 14(rM). By its definition we have

pa(d) = (t; = Xx.pp, ((d - £:)(pa(x))) ") = (li = pa_p,(d- £;) *<T).
Observe that this is indeed a retraction:
= JrriM @) = i@ @) = | 78 @) = pald).
n m n,m n+m
| ]
We say that (D, {pa} ) is a retraction model if D is an untyped ¢-model and {p4 } o

is a family of retractions such that pa(d) = (¢; = pa—p,(d - £;) '), where A = [(; :
B, iGI}.

Definition 14. Let (D,{pa} ) be a retraction model. The typed interpretation [[aA}]ED,
where £ is an environment associating with each term variable an element of D, is
inductively defined by:

[_[IA]]g =¢{(x)
[16: = (e b?i el H]g = (i = Ad-ﬂb?iﬂg[wl ()] )
[(a®.£:)% ] = ([a"]€:)[a”],
[aA4; =c(a? bBi]]f = [[aA]]E 0; = \d.[bP ]]E[w —pa(d)]

Theorem 15 (Soundness of the type system w.r.t. retraction models).
IfEF a® then E |= a™.

Proof. By induction over the derivation of E I~ a®* we prove that p([a*] ¢ = [a“] ¢
for any environment ¢ such that £ = E. [ |

Lemma 16. Suppose that the image of 1(k) under px is included into n(k) when
KELK. Ifo€La and d€ o], then pa(d) € o],

Proof. By induction on ¢. Cases w and & are trivial, by definition and hypothesis re-
spectively. Case o AT € L 4 is immediate by induction, since then o, 7€ L 4.

Case o—7€L s p:thenoccLsand 7€ Lp;if dE [[a—n’]]n then:

e€lo], = pale)elo], by ind.
= d(pa(e))€[r],  byhyp.ond
= pp(d(pa(e))) €[], by ind.

and we conclude since pa_.p(d) = Ax.pp(d(pa(x))).
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Case (¢ : 0; I€7)e L4, where A = [(; : B; 7] and J C I:then o;€La_p, for
all j. This implies that, if de [(¢; : 0; 7<7)], then d - £; € [o;], and by induction
pa—p;(d)€[o;],: the thesis follows since pa(d) = (¢; = pa—p,(d)*<'). =

Theorem 17 (Soundness of the predicate system w.r.t. retraction models).
IfTFa?:othen I |=a”:0.

Proof. By induction on the derivation of I" - a** : . We show only the interesting cases.

The derivation ends with:

F,xl-A:oinfi:Ti (
I [ = <D0 (o)
By definition ([a]; - £;)d = [b;"]¢y,.— 0 ay Where j€J C Itif de o],
then, by Lemma 16, pa(d) € [o;],. since 0; € La; therefore {[z; = pa(d)]
T, :133-4 :0; and, consequeptly, by induction, [[bfj | €lo;i=pa(d)] € [7;],,- This implies
that [[aA]],S € [[(Ejsaj—wjje‘])]]n.

The derivation ends with:

(Type Object) Viel A JCI)

F}—aA:Mj:aj—Wjje‘]) I'ta?:op

I'F (a.y)Br 7,
The thesis follows immediately by induction:

[a]; €[(¢j:0;—7;7<7)], and [a"], € [o], and by the definition [(a.lx)"*], =
([a"]¢- ) [a™],-

The derivation ends with:

(Val Select) (ked)

I'a?: {077y Ty*:oFbPer
It (aly=s(yMb)A: (0 - I\ by 0—T)
Define ¢ = (a”.4), <= (y*)bP*)4, and recall that

[ = ["Te- b 2= M [0 Ietymp

Let d€[o;], for some j€ J:if j # k then ([[CA]]f'éj)d = ([[aA]]f-éj)dE [7;], by
induction. Otherwise j = k and ([[CA]]£~€j)d = [[kaﬂf[y::pA(d)] €[], again by
induction. ' u

(Val Update)

(keld)

3.2 The Filter Model

Definition 18. A filter of predicates is a subset F' C L of predicates such that:

1. werF,
2. ifo,TeF thenoNT € F,
3. ifoeFando < TthenT€EF.

Let F be the set of all filters of predicates.

A filter is principal if it is of the form {7 | ¢ < 7}, which we denote by To (the
upset of o). As is known from the literature (see e.g. [11]), F is a A-model, where
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continuous functions, that is mappings f : F — F such that f(F) = J, . f(10),
are representable by the filters

U(f) ={o—7|7ef(10)}
and functional application is defined by:
FG={r|30eG.o—T€F}.

Moreover, F is a solution of the domain equation (1), hence it is a model of the type-free
g-calculus. In the next proposition we spell out the details of the definitions of record
selection and record update operations over filters.

Proposition 3. The following operations on filters interpret the record constant and
operations, turning JF into an untyped s-model.:

1. emp = 7();
2. FEZ:{O' <€20'>€F},
3 (Ft;:=G)={{lj:0;9€)) | (j#£i N {lj:0)€F) V (j=1i A 0,€G)}.

Proof. The equations of Definition 10 are checked by straightforward calculations. B

We remark that all the operations above, as well as functional composition, are
continuous in their arguments which are filters.

Proposition4. [o], = {F€F | 0 € F'} is a predicate interpretation that satisfies all
clauses in Definition 11. Moreover, if n(r) C [K] whenever k€ L, then [o], C [A]
ifoeLa. [ ]

In the following, if X is a variable ranging over filters and e[X] an expression
denoting a filter such that the function A X.e[X] is continuous, then we abuse notation
writing AX.e[X] for (A X.e[X]).

Lemma 19. The family {pa}a where po(F) = F N L 4, is a family of retractions
turning F into a retraction model.

Proof. We check that FNLa = (6; = AX.(F - £;)(X N L4) N Lp, *<T). Observe that
O’E<£i = )\X(F . fl)(X ﬂﬁA) ﬂﬁBi i61> if and only if 0 = <£] : /\Oé—>,6 j€J>’
where J C I and € (F'-£;)(TaN L) N Lp, foreacha—Fin A a—Fand jc.J. On
the other hand B€ (F - £;)(Ta N La) N Lp, if and only if (¢; : o' —=F) e F N L4 for
some o' € TaN L4.

Now, 1f0'€<£, = )\X(F . fl)(X N £A) N ﬁBi i€I> then <€] : /\Oé/—>,6 je‘]>EF N
Laand ((; : No/—=BIT) < (l; : Na—BI€7) = o whichis thenin FF' N L.

Vice versa, if c€E F N L4 then o = ({; : ANy—67€7) > (¢; : Na—BI€7) for
some J C I, ac€La, f€Lp,. This implies that A a—3 < y—0 for each j€.J and
v—4¢ in A\ y—4. This is true if and only if AY < § where Y = {3 | a€ X} and
X ={a|a>~v} Itfollowsthat Aa—8 < AX—=AY < ~v—4;since X C 1yNLy
and both filters and languages are closed under finite intersections, A X € Ty N L4,
which implies 6 € (F - £;)(Ty N La):now o € ({; = AX.(F - £;)(X N La) N Lp, €T)
follows. [ |
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Theorem 20. For all a®* such that E + a?, for some E, and all environment £ such
that § = E:
‘7:
[l ={o | ¢ ET & T Fat:0}.

Proof. (2): (F,{pa}a) is aretraction model by Lemma 19 and therefore, by Theorem
17,if ¢ = I'and ' - a? : o then [aA]}f €[o],, sothatoe [[aA}],S by definition of [o], .

(C): by induction over a*.

Case 2 if o€ [[xA}]? = &(z?) C La, then {z?:0} is a well formed context, £ =
{z4:0} and {z?:0} F 2?0 by (Var).
Case at = [(; = ¢(x4;)bBi €A if

o€ [[aA]]f = (l; = )‘X'[[b?iﬂf[wi;:xmu] N Lp, €,

theno = (¢; : \a—B7IS7) € L4 for some J C I, where 3 € [[bfj]]?[wj::TamﬁA] N

Lp;. By induction hypothesis for each j € .J there exists I'; such that {[z; := TaN
Ll =T;and I}, - bfj : 3 this implies that 27 : o/ € I'; for some o/ € Ta N L 4.
Since this holds for all j € J, while clearly I}, - ka F:wforall kel \ J, we derive
I'"+a*:(¢; : \ o/ —3) by (Val Object), where I'" = I'\ zZ* : a for any j € J. Now
o/ > o which implies A\ o/ —3 <4 A\ a—[ and we are done.

Case (a”.0;)Pi:if r€[(a.4;)P ] = ([a*]] - £:)[a”]{ then there exist o € [a]{
such that (¢; : 0—7)€ [[aA}]?. By induction there are Iy, I such that { |= I; for
i=0,1,and Iy Fa?:{¢; : 0—7) and I} - a”:0: it follows that I' = THATY is a
well formed context such that ¢ = I", and that I' - a4: (¢; : o—7) and I' - a“: 0.
The thesis follows by (Val Select).

Case (a?.0; &=c(z*)bP)A: if

Tef(a® Li=s(@WP) AL = [a]f - i = AX. 0% V0 xna N L.

then 7 = (¢; : Na—B7<7) forsome J C I:if j # i then ({; : N a—p) € [[aA}]?,
which by induction implies that I; - a?:(¢; : A a—3) for some I; such that
& = Iy if j = 4 then 6€ﬂb3iﬂff[z::TaﬁﬁA] N Lp,, hence by induction there
exist I} st. € = I,z%:a and I, 2% :a b 0P :3. Take I' = /\jeJ I;: then
¢ I'and I'-a?:(¢; : Na—pB) and I,z :a b5 :3, and we conclude by
(Val Update). u

Corollary 1 (Completeness w.r.t. retraction models). I" - o :0<=T = a”:0.

Proof. The ‘only if” part is Theorem 17. For the ‘if part’ define the term environment
¢r(zB) = 1 rif2B:7 € I', T w if x does not occur in I': then - = T, hence
o€ [[aA]]EFF. By Theorem 20 there exists I such that r |= I and I - a® : 0. Now if
&r = I then £p(2B) € [7 [,, (for any n consistent with the type interpretation) when
xB:7" € I'; this implies that 7/ € £p(28) = 1 7, and 2B :7 € I': we conclude that
I' < I, hence I' - a®:0 by Lemma 8. n
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4 Conclusions and Further Work

We have shown that an assignment system of predicates (essentially of intersection
types) to typed terms of the object calculus OB; induces a sound and complete seman-
tics with respect to a family of models of the ¢-calculus using the range of a family
of retractions as the interpretation of types. This is a logical semantics, since a retrac-
tion model can be constructed in which the denotation of a term coincides with the set
(namely the filter) of predicates that can be derived for it in the system.

It remains to be seen how retraction models extend to cope with subtyping and
bounded quantification, to model the full ¢-calculus. It should be also investigated the
relation of retraction models to PER models, which are used in [1] to model the calculus,
e.g. along the lines of [13]. This will be the topic of further research.
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Abstract. Light Affine Logic (LAL) is a formal system derived from
Linear Logic that is claimed to correspond, through the Curry-Howard
Isomorphism, to the class FPTIME of polytime functions. The com-
pleteness of the system with respect to FPTIME has been proved by
embedding different presentations of this complexity class into LAL. The
dual property of polytime soundness, on the other hand, has been stated
and proved in a more debatable way, depending crucially on the under-
lying coding scheme. In this paper, we introduce two relevant classes
of coding schemes, namely uniform and canonical coding schemes. We
then investigate on the equality between FPTIME and the classes of
functions that are representable in LAL using these coding schemes,
obtaining a positive and a negative result.

1 Introduction

The logical characterization of computational complexity classes has a long tra-
dition. The most followed path has been to extensionally characterize complexity
classes as the models of certain logical theories. Logical systems, however, have
a built-in computational mechanism — normalization. The definition of logical
systems which could be normalized inside an interesting class, and, at the same
time, give extensional characterization of that same class, is a much more recent
research direction.

In the last ten years, in particular, many different systems derived from Lin-
ear Logic [6] have been proposed and claimed to be the logical counterpart of
FPTIME (i.e. the class of all functions that are computable in polynomial time).
Noticeable examples are Bounded Linear Logic (BLL, [5]), Light Linear Logic
(LLL, [7]) and Soft Linear Logic (SLL, [8]). An affine variant of Light Linear
Logic, called Light Affine Logic (LAL, [2, 1]) has deserved the attention of the re-
search community: its use as a programming language has been investigated [13],
while phase, coherent and game semantics for LAL have been proposed [14, 3,
12]. Furthermore, strong relations between a slight extension of light affine logic
and the complexity class NPTIME have been recently discovered [10].

A necessary condition for a logic L to be considered the counterpart of FP-
TIME is the equality between FPTIME itself and the class Fr, of all functions
f S — T that are representable inside L using a reasonable coding scheme

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 216-227, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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for f, S and T. This strong condition can be considered as the conjunction of
soundness and completeness, each corresponding to an inclusion between Fi, and
FPTIME. Actually, LAL has not been proved to enjoy the property we have
just described in a satisfactory way. Indeed, while completeness has been proved
by showing that each polytime function can be represented inside LAL [1,11],
soundness has only been proved restricting to bounded box-depth coding schemes.
Mairson and Mpgller [9] have recently shown that, if the used coding scheme is
not of this kind, LAL becomes complete for the class of functions computable
in doubly exponential time.

In this paper, we study polytime soundness for LAL restricting to uniform
coding schemes. In a uniform coding scheme, a function f : S — T is encoded
by a proof m with conclusion A B, (where A and B depend on S, T and f);
moreover, all elements of S (respectively, T') are encoded by (cut-free) proofs
having conclusion - A (respectively, - B). This definition is strongly inspired by
the Curry-Howard Correspondence, according to which formulae are interpreted
as types and proofs are interpreted as programs. Notice that the coding scheme
used by Mairson and Mgller [9] is not uniform in this sense.

There are many reasons for being interested in uniform coding schemes. For
example, a soundness result on uniform coding schemes would justify research
on denotational semantics for LAL [3,12]. A number of authors advocated de-
notational models for light logics as a way to achieve insights on FPTIME [7,
4]. If the underlying logical system is polytime unsound with respect to uniform
encodings, however, semantical frameworks such as coherent spaces or game
models are not expected to be useful for this purpose.

The rest of this paper is organized as follows. Sections 2 and 3 are devoted to
preliminary definitions. In Section 4, we show that a function outside FPTIME
can be uniformly encoded in LAL. In Section 5, we define canonical coding
schemes, showing that every function that can be represented in LAL using
these coding schemes has to be polytime. The notion of a canonical encoding
is justified by showing that a number of encodings which can be found in the
literature are actually canonical.

2 Syntax

Following existing literature, we will use an intuitionistic variant of LAL, called
ILAL, as our reference system. Formulae are generated by the grammar

Av=a|A—A|A®A|ARA| A® A|1A|§A | Va.A

where o ranges over a set £ of atoms. A™ is an alternative notation for

n times

——
AR...®A.

Sequents have the form A;,..., A, b B, where Ay,..., A,, B are all formulae.
ILAL rules are reported in Figure 1. An ILAL proof is simply a tree whose
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Identity and Cut.

, [HA AArB
AFA I AFB

Structural Rules.
' A I''AJ'A-B
I'BrFA I''A+- B
Multiplicative Logical Rules.

I''A,B*-C I'tA AFRB

I'A@BFC 7® F,AH&@BR®

I'+A A,BFCL I'A+-B R
IN'AJA—-B+C 7 T'FA—B "

Additive Logical Rules.

LAFB | LAFB
T AaCrB La TczarB Lz

I'tA T'tB IAFC ancL
'+ A&B & IA®BFC ®

LEA I'cA
I'FAoB ™ TrBoA

Exponential Logical Rules.

FA INAFA
A P irgarsga I

Rj

AFB
1A-'B

P!l

Second Order Logical Rules.

FLAC/alFB | THA ag FV(D)
TVaArB L TFvad

RV

Fig. 1. Intuitionistic Light Affine Logic, ILAL.

nodes are labelled with sequents according to ILAL rules. A proof 7 having
conclusion I' - A is sometimes denoted as 7 : I' - A.
If 7 has conclusion I, A - B and p has conclusions A - A, 7(p) is the proof:

p: AFA w:IAFB
I''A+B

If 7 has conclusion I' F A, §(m) is

Tm: '+ A
8 8§A

and, provided I' contains at most one formula, !() is the proof:



On the Expressive Power of Light Affine Logic 219

m: '+ A
I'HA

In this way, ! and § can be easily given the status of (partial) functions on the
space of ILAL proofs.

Most results about ILAL are traditionally given on proof-nets, which are
handy in studying the dynamics of proofs. Nevertheless, we chose to present
ILAL as a sequent calculus, in order to cut down preliminaries. There is a
correspondence between proofs in sequence calculus and proof-nets; however, this
correspondence is not bijective, because many sequent calculus proofs differing
only in the order of application of rules could correspond to the same proof-net.
For our purposes this is not a problem, since we can consider sequent calculus
as mere syntactic sugar for proof-nets.

Definition 1. Given an ILAL proof m, the box-depth O(w) of 7 is the mazimum
integer n such that there is a path in 7 from a leaf to the root which crosses n
instances of rules P!, P? and Pj.

This definition of box-depth can be easily checked to be equivalent to the one
traditionally given on ILAL proof-nets [1].

In the following, we will work with the multiplicative fragment of ILAL,
which is enough to represent all the polynomial functions (the weakening rule
W being unrestricted).

3 Representing Functions on Free Algebras

We are interested in studying the class Fipar of all functions representable
inside ILAL. The first matter we have to deal with is to define precisely the
class FiLAL, facing the following two questions:

e What kind of functions has to be encoded?

e What is an acceptable representation of a function inside ILAL?

Possible answers to these two questions will be given in the rest of the present
section.

3.1 Free Algebras and ILAL

Without losing generality, we could restrict our attention to functions f : S — T
where S and T are both {0,1}*. This is what has been done in the literature.
In the following, we relax this constraint, letting S and 7" being arbitrary free
algebras. A free algebra A is a couple (C, R) where C is a finite set of constructors
and R : C — N maps every constructor to its arity. Terms of a free algebra
A = (C,R) are defined as follows:

o If c € C and R(c) =0, then c is a term of A;

elfceC, R(c)=n>1and ty,...,t, are terms of A, then c(t1,...,t,) is a

term of A.

A word algebra W = ({c1,...,ck, e}, R) is a free algebra such that R(¢;) =1
for every i € {1,...,k} and R(e) = 0. E will be the word algebra ({c,e}, R). If
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f A — Ais an injective function, then its generalized inverse is the function
f*:+ A— AU {x} such that

ooy Jtif f(t)=a
f(a)_{*ifw.f(t);«éa

There is a natural way to encode free algebras into second order (intuitionistic)
propositional logic and this encoding can be easily adapted to ILAL. Given a
free algebra A = ({c1,...,c}, R), the ILAL type Fj is

Va!(aR() — ) —o ... —o!(aR) — ) —o §au.

Clearly, Fj is univoquely determined once a total order on {ci,..., ¢k} is fixed.
A term ¢ of a free algebra A can be represented as an ILAL cut-free proof Py (t)
having conclusion - Fy. For example, if A = ({e, f,g},R), R(e) =0, R(f) =2
and R(g) = 1, the proof Py(f(g(e), f(e,e))) is:

alFa ala«a
aFa aFa abFa oalFa®a
a—oaq,aFa a®a—oa,a,ak«

aFa a®a—oa,a—a,a,a,abFa®a

a®Qa—oa,a®@a—oaq,a—oa,aacka

FVal(a®a — a) —ol(a — a) —ola — §a

In general, if a term ¢ of A = (C,R) contains n occurrences of (not necessarily
distinct) constructors in C, then Py(t) is the proof

o) o aRlen) ook o
F Fy
where, c1, ..., c, are the constructors appearing in ¢ and 7; is defined by induc-
tion on the structure of ¢ as follows:
e If t = ¢ (where R(c) = 0), then m is simply:
at a.
e Suppose t = c(t1,...,tn), then m is:
ka0 o, I Fa
al «a In,..., I, Fa™
am™ —oa,ly,...,. I Fa

The following lemma can be easily proved.

Lemma 1. If 2 is obtained from § and ! by composition, then both (20 Py) and
(£20P,) are injective functions ranging over cut-free ILAL proofs not containing
instances of rule Ly. Moreover, (20 Py), (20 Py), (20 Py)* and (20 Py)* are
all polytime functions.
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W= ({e,...,ck e}, R) is a word algebra, a minor Variation_FW (Pyy, respec-
tively) on Fyw (Pyw, respectively) is often used. In particular, F is the formula

k times

Va. (o — a) — ... —l(a —o a) — §(a —o «).

and Pyy is defined very similarly to Pw. For example, Pg(cce) is:

aFa ala
alkFa a—oa,ala

a—oa,a—oa,ak«

a—oaq,a0—oaklka—oa«a

FVa.l(a — a) — §(a — «)

3.2 Encoding Functions

As explained in the introduction, we chose to accept only encodings that re-

spect types. In other words, all elements of the domain of a function must be

encoded by ILAL proofs having the same conclusion, this condition holding on
the codomain, too. Following another reasonable assumption, all ILAL proofs
encoding terms must be cut-free.

We are now able to give the notion of a uniform encoding of function f :

A — B inside ILAL: it is a tuple (II, 7, A, B, ®,¥) where:

e [] is a set of ILAL cut-free proofs;

e 7 is an ILAL proof whose conclusion is A F B;

e &: A — I is a polytime injective function mapping every term ¢ € A to an
ILAL proof ¢(t) € IT whose conclusion is F A; &* : IT — A U {*} must be
itself polytime;

e ¥ :B — II is a polytime injective function mapping every term ¢t € B to an
ILAL proof ¥(t) € IT whose conclusion is - B; ¥* : IT — B U {*} must be
itself polytime;

e For every t € A, w(2(t)) normalizes to T(f(t)).

A function f : A — B is uniformly representable in ILAL if there is a uniform

encoding of f inside ILAL. F Ay, is the class of all functions that are uniformly

representable in ILAL. Notice that the notions we have just given can be easily
extended to many other (intuitionistic) logical systems enjoying cut-elimination.

As we have already explained, the notion of a uniform encoding is inspired
by the Curry-Howard Correspondence. We here claim that it is one of the most
natural notions of an encoding which can be given. Nevertheless, as we will show
in the next section, ILAL is not polytime sound if the full power of uniformity
is exploited.

A uniform encoding (I1, 7, A, B, ®,¥) is said to be canonical if every proof in

IT does not contain instances of the rule LY. A function f : A — B is canonically

representable in ILAL if there is a canonical encoding of f inside ILAL. F{ a1,

is the class of all functions that are canonically representable in ILAL. Uniform
encodings differ from canonical encodings only on the imposed conditions on I7,
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which are more restrictive in the latter case. The additional requirements on IT
are enough to guarantee polytime soundness and, at the same time, do not rule
out most of the encodings used to prove polytime completeness [1], as we will
see in Section 5.

4 Uniformly Representable Functions

In this section, we prove that Fy oy, € PTIME by giving a uniform encoding
(inside ILAL) of an intrinsically exponential function.

Lemma 2. For every n € N, there is a cut-free ILAL proof p, such that
(I, pp, F, §" 1 F, Py, §"! o Pg) (where II is the set of all cut-free ILAL
proofs) is a uniform encoding of the polynomial p™ : E — E, where p™(c™e) =

™" e for every m € N.

Proof. In this proof, we use a slightly liberal notion of a uniform encoding, which
applies to functions in the form f : E™ — EP and to proofs having conclusions
such as Ay,..., A F B1®...@Byor 41 ®...9 Ay - B1 ® ... ® By,. Some
results on the representability of basic functions such as successor and addition
are here used without an explicit proof, which can be found in the literature [1].

Since the case n = 0 is trivial, we can assume n > 1. For every m > 1,
we can inductively define I, as follows. First of all, Iy = Fg; moreover, I}, =
I, 1, §™ g for every m > 1. For every m > 1, A,,, denotes the tensor product
of all the formulae appearing in I,, taken in the order induced by the definition
of I',. We now prove, by induction on m, that there is a proof m, : A, F §™Fg
encoding m-ary multiplication. If m = 1, then o, is

n:FetFg Pgle):FFg Fgpk Fg

Fpt §Fg

where 7 encodes the successor function on E. If m > 1, then o, is
7:Fg,Fgt Fg Pi(e):FFg om1: D g F§ 1Fg
Frpt Fg — Fg Fg — Fg, | Fg, ..., 5" 2 Fg - §m1Fy
'Fg H(F[E —o F[E) §(FE —o FIE), §!F]E7 e §m—1!FE - §mFE
Ap F§mFg

where 7 encodes binary addition on E. We are now able to build p,:
Om : T - §"Fg
A, F A, T:FA, An}—§”F]E
FA, —o A, A, —0 A, F§"Fg
(A, — A,)  §(A, — A,) F§" T Fg
Fob " Fs




On the Expressive Power of Light Affine Logic 223

Here, 7 encodes n-ary successor on E and 7 is obtained from Pg(e), (! o Pg)(e),
..., (8" 1o !o Pg)(e) by repeatedly use Rg. Notice that p,, as we have defined
it, is cut-free. O

We have just proved that, for every n € N, p,, uniformly encodes the polynomial
pn- Now, if all the different p,, had the same type, it would be easy to build a proof
7 such that 7(p,) reduces to p, (Pg(cce)), then normalizing to (§7+! o Pg)(c*"e).
Actually, every p, has a conclusion which is different from the conclusion of
any other p,,. This problem, however, can be circumvented by building another
sequence of proofs {o,, }nen. Every such o, behaves similarly to p,, but all the
proofs in the sequence have the same conclusion. In this way, we can find a
uniform encoding inside ILAL of an intrinsically exponential function on the
free algebra E:

Proposition 1. There is a function f € Fi a1, not belonging to the class FP-
TIME.

Proof. f:E — E is the function defined by letting
f(c"e)=ce

whenever n € N. Clearly, f cannot belong to FPTIME, because the length of
its output is exponential in the length of its input. For every n € N, the proof
o, is defined as follows:

pn: Fg b 8" Fg aka
Fr,§" ' Fg —ata
Fg,V3.(8 — a) F «

FFg —oVB3.(8 —a) —a

where p,, as in Lemma 2. For every m € N, the proof 7, is defined as follows:

Pg(cme) : - Fg
Fgloml+1Fey ok a
§”9m]+1ﬁﬂg —oata
VB.(8 — a) F«
FV6.(8 —a) -«

Let now 7 be the proof:

Pg(cce) : = Fg VB.(3—-a) —oakFV3.(8—a)—oa
Fg—V3.(3—oa) oakFV3.(8—oa) —oa

@ : E — II is the function defined by letting ®(c"e) = o, for every n € N; Both
& and its generalized inverse * can be easily checked to be polytime functions.
VU : E — I is defined by letting ¥(c™e) = 7,,; as a consequence of Lemma 1,
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both ¥ and its generalized inverse ¥* are polytime. It is easy to realize that,
for every n € E, n(0,) = m(P(c")) normalizes to mon = ¥(f(c*")), meaning that
(I, 7, Fg — VB.(8 — a) — a,V3.(8 — a) — a,®,¥), where II is the set of
all cut-free ILAL proofs, is a uniform encoding of f inside ILAL. O

5 Canonically Representable Functions

The real issue to guarantee ILAL soundness is to force representing inputs
and outputs by proofs having bounded box-depth. This, as we have just seen,
cannot be achieved by restricting to proofs all having the same conclusion. In
this section, we prove that the use of Ly in input and output representations
is essential to prove a negative result such as Proposition 1. To do this, we
show that every function that is canonically representable inside ILAL must be
polytime.

Given an ILAL formula A, the integer #(A) is defined by induction as

follows:
#(a) =0
#(A® B) = max{#(A), #(B)}
#(A —o B) = max{#(A), #(B)}
#(14) = #(4) +1
#(8A) = #(A) + 1
#(VouA) = #(4A)
If Ay,...,A, b B is an ILAL sequent, then #(A;,..., A, b B) is simply
max{#(A1),...,#(A),#(B)}. #(I" b A) turns out to be an upper bound on
O(m) whenever 7 is the representation of a term in a canonical encoding:

Proposition 2. Let m be a cut-free ILAL proof with conclusion I' = A. Then,
if ™ does not contain instances of the rule LY, O(r) < #(I"  A).

Proof. By induction on the structure of 7 (which cannot contain instances of
rules U and LY). We can distinguish a number of cases, depending on the last
rule used in :
Case I. By definition, 9(m) = 0 < #(A);
Case W. m must be in the form:
p:Al,...7An}—C
Ay,... A, BEC

By inductive hypothesis,

d(m) = 0(p)
S max{#(A1)> LR} #(An)7 #(C)}
< max{#(A1)> ceey #(An)7 #(B)> #(C)}7

Case Rg. m must be in the form:

p:A,..., A, B o0:C,...,Cp, VD
Ay,... A, Cy,....CL,EFB®D
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By inductive hypothesis

9(m) = max{d(p), 0(0)}
< max{max{#(A1),...,#(A), #(B)},
max{#(C1), . (C ), #(D)}}
= max{#(41),..., ( n)s #(B), #(C1), ..., #(Cn), #(D)}
= max{#(A1),...,#(4n), #(C1), ... #(Cpn), #(B @ D) };

Case Lg. m must be in the form:

p:A,..., A, B,CFD
Ay,...,A,,BRCHFD

By inductive hypothesis

A(m) = d(p)
< max{#(41),...,#(4n),
= max{#(A1), ..., #(Ap),

Case P!. Necessarily, 7 must be in the form:

(B), #(C), #(D)}}
(B®C),#(D)}};

#

#

p:AFB
IAHB

By inductive hypothesis

a(r) = d(p) + 1
< max{#(4), # ( )} +1
= max{#(A4) + 1,#(B) + 1}
:max{#(!A),#C )}

Case R". 7 is in the form:

p:A,..., A, b B
Ay,..., A, FVa.B

By inductive hypothesis

d(m) = 9(p)
< max{#(A1),...,#(An),
< max{#(A1),...,#(An),

All other cases can be solved similarly.

225

O

We are now able to prove the main result of this section, that is the equality
between the class of canonically representable functions and the class of polytime

functions.
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Theorem 1. 7 o1, = FPTIME.

Proof. By a result in [2, 1], normalization of an ILAL proof 7 takes polynomial
time, the exponent of the polynomial depending only on 9(7). Now, if f: A — B
is canonically representable, an algorithm that computes f(t), given ¢t € A as
input, is the following (let (I, 7, A, B,®,¥) be a canonical encoding of f into
ILAL):

e Compute &(t);

e Normalize m(&H(t)), obtaining p;

e Compute ¥*(p).
By Proposition 2 and by definition of a uniform encoding, this algorithm is
polytime. This proves that 7§ o1, € FPTIME.

In the original proof of polytime completeness for ILAL [1], inputs and
outputs are represented by cut-free proofs not containing instances of Ly. A set
of canonical encodings spanning the entire class FPTIME can then be obtained.
This, in turn, implies that FPTIME C F ar.- o

All encodings derived from the ones we described in Section 3.1 are, by Lemma 1,
canonical encodings. By Theorem 1, it follows that all functions that can be
encoded in that way are actually polytime.

6 Conclusions

The main contributions of this paper are a couple of results on the expressiveness
of light affine logic. If the full power of second order quantification is exploited,
LAL becomes polytime unsound and this has many theoretical consequences.
For example, the study of denotational models for (second-order) LAL is not
expected to give any insight on FPTIME. On the other hand, a large class of
encodings, including the majority of those used in the literature [1,11], is shown
to precisely capture the class of polytime functions. Topics for further research
include the study of polytime completeness for the propositional fragment of
LAL, this fragment being polytime sound in the uniform sense.
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Abstract. We propose an approach to reasoning about conversation
protocols within the framework of a logic-based agent language. We show
how to embed a theory of communicative actions in the framework of
a modal logic of action and beliefs, to specify software agents that, sit-
uated in a multi-agent environment, can interact with one another by
a speech act based communication mechanism. Agents have their own
local beliefs on the world and on the other agents mental state. Complex
communicative behaviors can be specified as conversation protocols, and
agents can reason on the belief dynamics caused by communications,
before committing to a given interaction.

1 Introduction and Motivations

In the last few years, great attention has been devoted to the issue of communica-
tion and dialogue among agents, in the context of a formal approach to the theory
of agency [13]. In particular, the diffusion of open multi-agent systems has led
the agent community to focus on the creation of standardized communication
languages (ACL), that, having an explicit, general and well-defined semantic,
could be used by heterogeneous agent programs and give an answer to the inter-
operability issue [I517]. In this framework, while a lot of work has been done in
defining the semantics of the agent speech acts, those semantics aspects of com-
munication that are related to the conversational context, in which a speech act
occurs, started being investigated only recently [20J22]. Moreover, although for-
mal models of speech acts take into account the mental state of other agents, the
approaches to communication taken in the practical setting of agent languages
[24/12] do not account for this aspect and do not permit to model individual
agents that subjectively reason about effects of communication on the mental
state of their interlocutors.

The capability of reasoning about conversations is useful in many application
areas. Let us consider, as an example, a user personal assistant, i.e. a software
agent that searches the web to find web services, according to a user’s specifica-
tion. The currently available languages for describing web services (e.g. DAML-S
[9], WSDL []]) base descriptions on the lists of inputs/outputs required /returned
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by the service. The agent matches the user’s request (“book two tickets at a cin-
ema where they show Akira but do not give my credit card number”) to the
descriptions of the available services and selects one that satisfies all the condi-
tions. Some of these conditions (“do not give my credit card number”), actually
concern the way in which the interaction between the service provider and the
personal assistant should be carried on. Standard description languages do not
allow the representation of behavioral information [7] but if a formal specifica-
tion of the interaction protocol was available, the personal assistant could reason
about the change caused by a conversation to its own belief state and make ratio-
nal assumptions on the change caused to the provider beliefs. In the application
framework, the agent could, then, either verify if the interaction may be person-
alized by following an execution path that satisfies all the user’s requirements,
or, when this is not possible, decide to search for another provider.

In this work, we face the problem of describing and reasoning about conver-
sation protocols in an agent logic programming setting, by extending the logical
framework of the agent language DyLOG [5] so to deal also with commaunicative
behaviors. DyLOG is a logic programming language for specifying and reason-
ing about the behavior of rational agents, based on a modal logic for reasoning
about actions and beliefs, that has successfully been used in the development of
adaptive web applications [4]. It permits to define complex actions and sensing
actions. Agents programmed in DyLOG choose a course of actions, conditioned
by their beliefs about the world, and use sensors for acquiring knowledge. We
present an extension of the language, in which a communication kit, including
both primitive speech acts and conversation protocols, has been integrated. Such
an extension is based on an agent theory, in which agents have local beliefs about
the world and about the mental state of the other agents, and where commu-
nications are modelled as actions that transform the interlocutor mental state.
Our account of communication aims at coping with two main aspects: the state
change caused by a communicative act on an agent local beliefs, and the decision
strategy used by the agent for sending suitable answers to a received communica-
tion. To these aims, the semantics of primitive speech acts is described in terms
of effects on the mental state both in case the agent is the sender and in case it
is the recipient. Moreover, in the line of [20], we use conversation protocols as
decision procedures that allow agents to suitably respond to communications.
Conversation protocols are built upon speech acts, and specify communication
patterns for agent conversations. We took a subjective representation of such
protocols, by making hypothetical assumptions on the other’s answers. They
have been easily integrated with the other policies that specify the agent behav-
ior, being both represented as complex actions by DyLOG procedure axioms. We
provide a goal-directed proof procedure in order to support agent’s reasoning
and planning in presence of communication. This procedure allows an agent to
reason about the interaction that it is going to enact with another agent, with
the aim of proving if there is a possible execution of the communication protocol,
after which a set of beliefs of interest (goal) will be true in its mental state.
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The article is orgnized as follows: Section 2 introduces DyLOG with a partic-
ular attention to the tools that it offers for dealing with communication; Section
Bl briefly shows the solution to the persistency problem that we adopted; in
Section M we describe the techniques applied for reasoning in presence of com-
munication; an example application follows, and the article is concluded by a
contextualization of the work in the literature and a few considerations.

2 The Agent Language

The agent language accounts both for atomic and complex actions, or procedures.
Atomic actions are either world actions, affecting the world, or mental actions,
i.e. sensing or communicative actions which only affect the agent beliefs. The
set of atomic actions consists of the set A4 of the world actions, the set C of
communicative acts, and the set S of sensing actions. For each atomic action a
and agent ag; we introduce the modalities [a®9] and (a®9). [a®9i]o means that «
holds after every execution of action a by agent ag;; (a®9*)a means that there is
a possible execution of a (by ag;) after which « holds. For each atomic action a
in AUC we also introduce a modality Done(a®9?) for expressing that a has been
executed. Done(a® )« is read “a has been executed by ag;; before its execution,
«a was true” [J. The modality O denotes formulas that hold in all the possible
agent mental states. Our formalization of complex actions draws considerably
from dynamic logic for the definition of action operators like sequence, test and
non-deterministic choice. However, differently than [19], we refer to a Prolog-
like paradigm: procedures are defined by means of (possibly recursive) Prolog-
like clauses. For each procedure p, the language contains also the universal and
existential modalities [p] and (p). The mental state of an agent is described in
terms of a consistent set of belief formulas. We enriched the belief state of a
DyLOG agent by allowing also nested beliefs, for representing what other agents
believe and reasoning on how they can be affected by communicative actions.
We use the modal operator B*% to model the beliefs of agent ag;. The modality
M is defined as the dual of B (M®*%ip = —B*i—y). Intuitively M*ip
means that ag; consider ¢ possible.

All the modalities of the language are normal; O is reflexive and transi-
tive, its interaction with action modalities is ruled by Oy D [a®%]p. The epis-
temic modality B®% is serial, transitive and euclidean. The interaction of the
Done(a®9") modality with other modalities is ruled by: ¢ D [a®|Done(a® )¢
and Done(a® )y D B*i Done(a )¢ (awareness), with ag; = ag; when a9 ¢

C.

2.1 The Agent Theory

In the line of [5] the behavior of an agent ag; can be specified by a domain
description, which includes, besides a specification of the agent belief state: (1)

! Done(a®%)T is read “the action a has been executed by agent ag;”.
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action and precondition laws for describing the atomic world actions in terms
of their preconditions and effects on the executor’s mental state; (2) sensing
axioms for describing atomic sensing actions; (3) procedure axioms for describing
complex behaviors.

Belief state. Agents are individuals, each having a mental state: its subjective
point of view on a dynamic domain. Then, we do not model the real world but
only the internal dynamics of each agent in relation to the changes caused by
actions. A mental state is a set of belief formulas (belief state), intuitively it
contains what ag; (dis)believes about the world and about the other agents.
A belief state is a complete and consistent set of rank 1 and 2 belief fluents,
where a belief fluent F is a belief formula B%% L or its negation. L denotes a
belief argument, i.e. a fluent literal (f or —f), a done fluent (Done(a®¥)T or
its negation), or a belief fluent of rank 1 (Bl or —Bl). We use [ for denoting
attitude-free fluents: a fluent literal or a done fluent. Consistency is guaranteed
by the seriality of the B%9: modalitiedd. In essence a belief state provides, for
each agent ag;, a three-valued interpretation of all the possible belief arguments
L: each L is either true, false, or undefined when both —B*% [ and —B%i-L
hold. In the following we use U*9 L for expressing the ignorance of ag; about L.

World actions. are described by their preconditions and effects on the actor’s
mental state; they trigger a revision process on the actor’s beliefs. Formally,
action laws describe the conditional effects on ag;’s belief state of an atomic
action a € A, executed by ag; itself. They have the form:

O(B Ly A ... AB%L, > [a®9]B%: L) (1)
DMLy A ... AM® L, D [a®i M L) (2)

Law () states that if ag; believes the preconditions to an action a in a certain
epistemic state, after a execution, ag; will also believe the action’s effects. (B)
states that when the preconditions of a are unknown to ag;, after the execution
of a, ag; will consider unknown also its effectdd. Precondition laws specify mental
conditions that make an action in A UC executable in a state. They have form:

OB Ly A...ANB* L, D {a®)T) (3)
ag; can execute a when the precondition fluents of a are in ag;’s belief state.

Sensing Actions. produce knowledge about fluents; they are defined as non-
deterministic actions, with unpredictable outcome, formally modelled by a set of
sensing axioms. If we associate to each sensing action s a set dom(s) of literals
(domain), when ag; executes s, it will know which of such literals is true:

_ B9l
sle=1 U " (4)
le€dom(s)

2 A belief state is not consistent when it contains: a belief B*9¢] and its negation, or
the belief formulas B9 399 and B*% B =l, or the belief formulas B*% B9 and
B9 B9,

3 Laws of form (Z) allow actions with non-deterministic effects, that may cause a loss
of knowledge, to be specified.
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U is the choice operator of dynamic logic and s5"”'%, for each | € dom(s), is an
ad hoc primitive action, that probes one of the possible outcomes of the sensing.

Complex Actions. We specify agent complex behaviors by means of procedure
definitions, built upon other actions. Formally, a complex action is defined by
means of a collection of inclusion axiom schema of our modal logic, of form:

(po) C (P1;p2;- i Pm)p (5)
po is a procedure name and the p;’s (¢ = 1,...,m) are either procedure names,
atomic actions, or test actions; the operator “;” is the sequencing operator of

dynamic logic. Procedure definitions may be recursive and procedure clauses can
be executed in a goal directed way, similarly to standard logic programs.

2.2 Communication

The integration of a communication theory in the general agent theory is ob-
tained by adding further axioms and laws to ag;’s domain description. In this
section we will introduce a communication kit that allows the specification of
communicative behaviors.

Speech Acts. Communication primitives are atomic actions, described in terms
of preconditions and effects on the agent mental state. They have the form
speech_act(sender, receiver, l), where sender and receiver are agents and [ is
either a fluent literal or a done fluent. Such actions can be seen as special mental
actions, affecting both the sender’s and the receiver’s mental state. In our model
we focused on the internal representation, that agents have of each speech act,
by specifying ag;’s belief changes both when it is the sender and when it is the
receiver. They are modelled by generalizing the action and precondition laws of
form (@), (@), and (@), so to allow the representation of the effects of commu-
nications performed by other agents on ag; mental state. Such a representation
provides the capability of reasoning about conversation effects.

Speech act specification is, then, twofold: one definition holds when the agent
is the sender, the other when it is the receiver. In the first case, the precondition
laws contain some sincerity condition that must hold in the agent mental state.
When ag; is the receiver, the action is always executable. Let us consider some
primitive speech acts from the standard agent communication language FIPA-
ACL, and let us define them and their semantics within our framework:

inform(sender, receiver, )
a) O(BWil AB*UY¥il > (inform(ag;, ag;,1))T)

b) O([inform(ag;, ag;j,1)]M®*9:3*9i])
c) OB B authority(ag;,l) D [inform(ag;, ag;, )| B*9 B931)
d) O(T D (inform(ag;, ag;,1))T)
e) O([inform(ag;,ag;,1)|B*9:B*9:])
f)  O(B*iauthority(ag;,l) D [inform(ag;, ag;,1)]B*91)
O(

M quthority(ag;,l) O [inform(ag;, ag;, 1)] M)

(o)
~—
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Clause (a) states that an inform act can be executed when the sender believes I
and believes that the receiver does not know . When ag; is the sender it thinks
possible that the receiver will adopt its belief, although it cannot be certain -
autonomy assumption (b)-. If it believes that ag; considers it a trusted authority
about [, it is confident that the receiver will adopt its belief (¢). When ag; is the
receiver, it believes that [ is believed by the sender ag; (e), but it adopts [ as an
own belief only if it thinks ag; is a trusted authority (f)-(g).

querylf(sender, receiver, )

a) OU I A-B9UYT D (querylf(ag;, ag;,1))T)
b) O(T D (querylf(agj, ag;,1))T)

c) O([querylf(ag;, ags, 1)| B U i)

By querylf ag; asks ag; if it believes that [ is true. To perform a querylf act, ag;
must ignore [ and it must believe that the receiver does not ignore [ (a). After a
querylf act, the receiver will believe that the sender ignores .

refuselnform(sender, receiver,l)

a)  OU*9 A B* Done(querylf(ag;,ag;, 1)) T D (refuselnform(ag;, ag;,1))T)
b) O(T D (refuselnform(ag;, ag;,1))T)

c)  O([refuselnform(ag;, ag;, )| B*9iUU9i1)

By refuselnform an agent refuses to give an information it was asked for. The
refusal can be executed only if: the sender ignores [ and it believes that the
receiver previously queried it about [. After a refusal the receiver believes that
the sender ignores [.

Get Message Actions. are used for receiving messages from other agents.
We model them as a special kind of sensing actions, because from the agent
perspective they correspond to queries for an external input, whose outcome is
unpredictable. The main difference w.r.t. normal sensing actions is that they are
defined by means of speech acts performed by the interlocutor. Formally, we use
get_message actions defined by an axiom schema of the form:

[get_message(ag;, agj, )]y = | U speech_act(ag;, ag;, )] (6)

speech_actECget_message

Intuitively, Cget_message is @ finite set of speech acts, which are all the possible
communications that ag; expects from ag; in the context of a given conversation.
We do not associate to a get_message action a domain of mental fluents, but we
calculate the information obtained by looking at the effects of the speech acts in
Cget_message O11 ag;’s mental state.

Conversation Protocols. We suppose individual speech acts to take place
in the context of predefined conversation protocols [20] that specify communi-
cation patterns. Each agent has a subjective perception of the communication
with other agents, for this reason each protocol has as many procedural repre-
sentations as the possible roles in the conversation. Let us consider, for instance
the yes_no_query protocol reported in Fig. [l a simplified version of the FIPA
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Querier Informer

querylf(Fluent) .

| inform(Fluent)

inform(~Fluent

Refuselnform(Fluent

Fig.1. The AUML graph [2]] represents the communicative interactions occurring
between the querier and the informer in the yes_no_query protocol.

Query Interaction Protocol [16]. The protocol has two complementary views,
one to be followed for making a query (yes,no,queryQ) and one for responding
(yes_no_query ). In the following get_answer and get_start definitions are instances
of the get_message axiom.

(yes_no_query,(Sel f, Other, Fluent))p C
(querylf(Sel f, Other, Fluent); get_answer(Sel f, Other, Fluent))e

[get-answer(Sel f, Other, Fluent)|p =
[inform(Other, Sel f, Fluent) U inform(Other, Sel f,—Fluent) U
refuselnform(Other, Sel f, Fluent)]y

Intuitively, the right hand side of get_answer represents all the possible answers
expected by agent Self from agent Other about Fluent, in the context of a
conversation ruled by the yes_no_query, protocol.

(yes_no_query;(Self, Other, Fluent))p C
(get_start(Sel f, Other, Fluent);
B3¢l Fluent?;inform(Sel f, Other, Fluent))p
(yes_no_query;(Self, Other, Fluent))p C
(get_start(Sel f, Other, Fluent);
B3¢ = Fluent?; inform(Sel f, Other, = Fluent))¢
(yes_no_query;(Sel f, Other, Fluent))p C
(get_start(Sel f, Other, Fluent);
U Fluent?; refuselnform(Sel f, Other, Fluent))g

The yes_no_query; protocol specifies the behavior of the agent Self, that waits
a query from Other; afterwards, it replies according to its beliefs on the query
subject. get_start is a get_message action ruled by the following axiom:

[get_start(Sel f, Other, Fluent)]p = [querylf(Other, Sel f, Fluent)]e

We can define the communication kit of an agent ag;, CKit®, as the triple
(¢, Iep, sget), where Il is the set of simple action laws defining ag;’s prim-
itive speech acts, Ilsge: is a set of axioms for ag;’s get_message actions and Ilcp
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is the set of procedure axioms specifying the ag;’s conversation protocols. In this
extension of the DyLOG language, we define as Domain Description for agent
ag;, a triple (IT, CKit®9 Sy), where CKit® is ag; communication kit, Sy is the
initial set of ag;’s belief fluents, and IT is a tuple (I14, I1s, ITp), where II 4 is the
set of ag;’s world action and precondition laws, Ils is a set of axioms for ag;’s
sensing actions, IIp a set of axioms that define complex actions.

3 Dealing with Persistency

We adopt a non-monotonic solution to the persistency problem, by proposing
an abductive semantics for our modal language, in which abductive assumptions
are used to model persistency of beliefs fluents, from a state to the following
one, when an action is performed. The solution is a generalization of the one
in [5], so to deal with nested beliefs and communicative actions, and consists in
maximizing persistency assumptions about epistemic fluents after the execution
of action sequences. In particular we assume that any belief fluent F' which holds
in a given state persists through an action, unless it is inconsistent to assume
so, i.e. unless —F holds after the action execution.

Note that belief states are inconsistent when they contain either a belief
B[ and its negation, or the belief formulas B9 3%9:] and B9 3%9:—[, or the
belief formulas B9 3%9:] and B9 ~3*9:[. However, from the seriality of the B*9:
operators, the general formula schema for the rank 2 beliefs

B B9 —p 5 = B9 35 (7)

holds in our logic for any two agents ag; and ag; [A. This property guaran-
tees that when an inconsistency arises “locally” in the beliefs ascribed from
ag; to some other agent, the beliefs of ag; itself will be inconsistent. There-
fore, in case of a nested epistemic fluent B*93%9i], the persistency is correctly
blocked when a locally inconsistent fluent B*9*B%9 =] becomes true after an
action execution, because —B*9B%i] can be derived from (@). Given these
considerations, we can adopt the same approach to the definition of an ab-
ductive semantics, that we followed in [5]. In particular, we adopt the same
style used by Eshghi and Kowalski in the definition of the abductive seman-
tics for negation as failure [14]. We define as abducibles a new set of atomic
propositions of the form Mlaq]... [ay]F B. Their meaning is that the fluent
expression F' can be assumed to hold in the state obtained by the execution
of the primitive actions aq,...,a,. Each abducible can be assumed to hold,
if it is consistent with the domain description (I, CKit"¥*,Sy) and with the
other assumed abducibles. Then we add to the axiom system, that character-
izes the logic defined by the domain description, the persistency axiom schema:
[a1] ... [@m—1]FAM][aq1] ... [am—1][am]F D [a1] ... [am—1][am]F, where ai, ..., am

4 Actually, the general schema for any rank of nesting holds.
5 Notice that M is not a modality. Ma denotes a new atomic proposition. Mo means
“av is consistent”, analogously to default logic.
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are primitive actions and F is a belief fluent. It means that if F' holds after

ai,...,am—1, and it can be assumed to persist after action a,, (i.e., it is con-
sistent to assume Mlay]. .. [an,]F), then we can conclude that F holds after the
sequence of actions ai, ..., a,,. The definition of abductive solution is given on

the line of [5] and is here omitted.

4 Reasoning in Presence of Communication

Given a domain description, we can reason about it and formalize the temporal
projection problem and the planning problem by existential queries of form:

(P1)(P2) - - - (Pm) Fs (8)

Each pg, k = 1,...,m in (§) may either be an (atomic or complex) action
executed by ag; or an external speech act, that belongs to CKit*¢ (by the word
external we denote a speech act in which the agent plays the role of the receiver).
By checking if a query of form (B) succeeds we can cope with the planning
problem. In fact this corresponds to answering the question “is there an execution
trace of p1, ..., pn leading to a state where the conjunction of belief fluents
Fs holds for ag;?”. Such an execution trace is a plan to bring about Fs. The
procedure definition constrains the search space. Notice that when all the pj
in the query are atomic actions that belong to A U C, by checking if the query
succeeds, we cope also with the temporal projection problem: “does F's hold for
ag;, after the execution of the action sequence aq,...,a,7".

In presence of communication, the planning and the temporal projection
problems turn respectively into the problem of reasoning about conversation
protocols and reasoning about simple conversations, where a conversation is a
sequence of speech acts. This allows, for instance, an agent to investigate the
possible changes to its mental state, produced by a specific conversation, or if a
conversation is an instance of some predefined protocol [I3]. In the case of tem-
poral projection, the action sequence will contain both actions in which the agent
is the sender and actions in which it is the receiver. In the case of conversation
protocols, since they represent conversation schemas that guide the communica-
tive behavior of the agent, by answering to the query (§) we find a conversation,
which is an instance of the protocol, after which the desired condition Fs holds.
In this process we treat get_message actions as sensing actions, whose outcome
cannot be known at planning time. Since agents cannot read each other’s mind,
they cannot know in advance the answers that they will receive. For this reason
all of the possible alternatives are to be taken into account; we can foresee them
because of the existence of the protocol. Therefore, the extracted plan will be
conditional, in the sense that for each get_message and for each sensing action
it will contain as many branches as possible action outcomes. Each path in the
resulting tree is a linear plan that brings about the desired condition Fs. More
formally, a conditional plan o is either:
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— an action sequence ay;...;amy, with m > 0;

—if a15...;a;, (m > 0) is an action sequence, s € S is a sensing action,
and o1,...,0; are conditional plans then aq;...;am;s; (B*i1?);01 U... U
(B9i1,7); 0¢), where Iy, ...,1l; € dom(s);

— ifa1;...;a., (m > 0) is an action sequence, g € S is a get_message action, and
o1,...,0¢ are conditional plans then ai;...;ag;g; (B Done(c1)T?);01 U

...U(BYiDone(c;)T?);04), where c1,...,¢ € Cy.

The proof procedure is a natural evolution of the work in [B], it is goal-
directed, and based on negation as failure (NAF). NAF is used to deal with
the persistency problem to verify that the complement of a mental fluent is not
true after an action execution. The proof procedure allows agents to find linear
and conditional plans for achieving a goal from an incompletely specified initial
state. The soundness w.r.t. the abductive semantics can be proved by imposing
domain descriptions to be e-consistent, i.e. for any action the set of their effects
must be consistent. Moreover, the extracted plans have the following property:
they always lead to a state in which the desired condition Fs holds, for all the
possible results of the sensing actions.

Figure [ shows the proof procedure that constructs linear plans, by making
assumptions on sensing actions and on external communicative actions. Figure Bl
introduces a variant for finding conditional plans. In general, we will need to
establish if a goal holds at a given state. Hence, we will write:

a1, am b (p1;p2; ... ;pn)Fs with answer (w.a.) o

to mean that the query (pi1;pe;...;pn)Fs can be proved from the domain de-
scription at the state aq,...,a,, with answer ¢. ¢ is an action sequence which
represents the state resulting by the execution of pi,...,p, in the current state.
We denote by ¢ the empty action sequence that represents the initial mental
state. Rules (1-6) in Fig. [ deal with the execution of complex, sensing, primi-
tive and test actions. The complex actions in the query are reduced to a sequence
of primitive and test actions; the proof procedure verifies if the primitive actions
can be executed and if the tests are successful. To do this, it reasons about the
execution of the primitive actions and computes the values of fluents at different
states. The value of fluents at a state is not explicitly recorded but it is computed
when needed in the computation. Rules (7-13), allow the values of mental fluents
to be determined and, in particular, to determine if Fs is true after aq,...,an,.
An epistemic fluent F holds in the current state if: either F' is an immediate
effect of action a,,, whose preconditions hold in the previous state (8a); or a,
is an ad hoc primitive action, used in the definition of a sensing action (8b);
or F persists from the previous state (8c); or we are in the initial state and F’
holds (8d). Rule (8c) deals with the frame problem: F persists from a state to
the next one unless a,, makes —F true; not represents NAF. Rules (10) and
(11) respectively deal with the seriality and the transitivity of the beliefs. Rules
(12) and (13) deal with the awareness of action’s execution. Fig. [J reports the
two rules that substitute (4) and (5) in Fig. & to build conditional plans. The
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A1 E DL 3P Do) Fs W. a. o where p € P and
1) A1em E (p;Dy.. ) Fs w. a. o (p)o C (Ph;...;0L )¢ € IIp U llcp
A1.om = Fs' Q1om b Dy, ) Fs W. a. 0
2) @1 F ((FS")?;Py. ) Fs W. a. o
1o B FS' Qroomya b (P, VFsw. a. o where a € AUC, and
3) Q1..m b (a; Dy, ) Fs w. a. o O(Fs’ 2 (a)T) € Ha Ul
Qi..om (sBag”;ﬁZ”_n>Fs w.a. o where s € S and
4) A1.om b (8;Dg..) Fs w. a. o l € dom(s)
1 (D) FS WA 0 where g € Sget and
5) A1...m b (9;D5.. ) Fs w. a. o l9lp = [Ucecg clep
Elmm F Fs
6) a1.m F(e)Fs w. a. o where 0 = a1;...;am
7) a1.m BT
Qm—1 - FS where m > 0 and
8a) Ar..om F F O(Fs' D [am]F) € T4
8b) G..mFF if am = 5%
not 61.4.77,, F=F 61.4.7”,1 = F
8¢) al..m F F where m > 0
8d) cFF if FeSo
Gi..m - Fs' Q1. F Fs”
9) ai...m F Fs' N\ Fs"
ai..m = BYIL a1...m B9
10) Aleon = MOGL 11) ay..m F B*9i B
Q1...m = Done(a)T
12) Q1...m = B Done(a) T 13) Q1...m = Done(am)T

Fig. 2. A goal directed proof procedure for DyLOG. Legend: @1...m;, = a1,...,am and
D2y = P25+ Pn-

— agj — ag;
Vik € F, Qrom F (555, VFs W a. a1;.. . am; 85 Y o),
. = — ” n
4-bis) Q1o F (8;D5. ) Fs W. a. a1;...5am; s; (Uk:L,_t(Bagllk?)? o)
— — /
Ver € Cgy @ieeom b (€l Do) Fi We a. a1 ... am; cr; oy,

5-bis) @1..m b (g5 Dg...p) Fsi W. a. a1;...5am; g; (U,_, ,(B* Done(ck)T?); 0%)

Fig. 3. A variant of the proof procedure for extracting conditional plans. In (4-bis)
se€Sand F={li,...,l;} = dom(s); in (5-bis) g € S and {c1,...,c:}=Cy.



Reasoning about Self and Others: Communicating Agents 239

new rules deal with the execution of sensing and get message actions, respec-
tively. As a difference with the previous proof procedure, when a sensing action
is executed, the procedure considers all the possible outcomes, thus producing
many branches. If all branches lead to success, the main query succeeds. In such
a case, the conditional plan will contain the branches as alternative sub-plans.
The same holds for the execution of get_message actions.

Ezample 1. Let us consider the protocol get_ticket_1., describing from the cus-
tomer perspective the interaction with a cinema booking service:

(a) (get-ticket_1-(Self, WebS, Film))p C
(yes-no_query g (Sel f, WebS, available(Film)) ; B¢ quailable(Film)? ;
get_info(Sel f, WebS, cinema(C)) ; yes_no_query;(Self, WebS, pay-by(credit_card)) ;
Bselfpay,by(credit,cardﬁ ; inform(Sel f, WebS, cccnumber);
get_info(Sel f, WebS, booked(Film))) ¢

(b) (get_ticket_1~(Self, WebS, Film))p C
(ves_no_queryq (Sel f, WebS, available(Film)) ; B¢ quailable( Film)? ;
get_info(Sel f, WebS, cinema(C)) ; yes_no_query;(Self, WebS, pay_by(credit_card));
=B pay_by(credit_card)? ; get_info(Sel f, WebS, pay_by(cash));
get_info(Sel f, WebS, booked(Film)))e

(c) (get-ticket_1(Self, WebS, Film))p C
(yes_no_queryy (Sel f, WebS, available(Film)); —B5¢ quailable(Film)?)p

(d) [get-info(Self, WebS, Fluent)]e = [inform(WebS, Sel f, Fluent)]e

get_ticket_1~ permits both to book a ticket to be paid later by cash and to buy
it by credit card; suppose it is followed by the web service click_ticket. Given the
query  (get ticket 1. (pa, click_ticket, akira))BPa—Belick-ticket cc pymber,  a
personal assistant pa could reason on it to determine if there is a conversation
between pa and click_ticket about the movie akira, after which the service does
not know the credit card number of the user. Since such a conversation exists,
the agent pa finds an execution trace of get_ticket_1, which corresponds to a per-
sonalized conditional dialogue plan between itself and the provider click_ticket,
always leading to satisfy the user goal of not giving the credit card number. For
a deeper discussion about personalization of web service fruition see [3].

5 Conclusion and Related Work

Communication among agents has extensively been studied by the Al commu-
nity. One of the most popular approaches, derived from the work of philosophers
and linguists carried on in the sixties [2[23], considers rationality as a key con-
cept. In other words, communicative acts are interpreted as rational actions
with preconditions and effects on the agent mental state, that can be planned
and reasoned about [11J1J10]; this approach lead to the definition of well-known
ACLs like FIPA [17]. The semantics of communication can be given at different
levels of detail. In many formal approaches [LTJI06I18] the focus is posed at the
level of the single speech acts and the task of reasoning about communication
and planning is achieved based on their preconditions and desired effects, with-
out considering them in the context of a conversation protocol. Indeed many
of these approaches [6lI8] have been born for the developement of intelligent
human-machine dialogue systems, then they are focussed on techniques where
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recognizing intentions in communications is fundamental for producing a suit-
able reply. On the line of [20], we argue that the use of conversation protocols
makes the design of software components that must interact easier: the interop-
erability of the various components (often separately developed) is improved and
the verification of compliance to the desired standards is simplified. By working
at the level of protocols, agents can more easily be seen as individuals, devel-
oped independently, on different platforms and with different approaches, a very
attractive view in the applicative field of web applications and web services. For
all these reasons we focus on a semantics of communication that supports the
specification and reasoning about single speech acts, as well as the specification
and reasoning about speech acts in the context of a conversation protocol. In
our framework, protocols are intended as tractable decision procedures, that the
agent can use for selecting and producing communicative acts, suitable to the
agent goals. Since they limit the domain of possible interactions, an advantage
is that they reduce the search space.

More specifically, we have presented an approach to reason about conver-
sation protocols within the framework of an agent language based on a modal
logic of action and beliefs. The approach extends with communication the pro-
posal to model rational agents in [5]. We used conversation protocols to provide
our agents decision procedures for suitably responding to communications. We
took a subjective representation of conversation protocols, by making hypothet-
ical assumptions on the other’s answers. As a consequence protocols have been
easily integrated with other policies defining the agent’s behavior, being both
represented as procedures specified in DyLOG. Notice that, since we are only
interested in reasoning about the local mental state’s dynamics, our approach
differs from other logic-based approaches to communication in multi-agent sys-
tems, as the one taken in [24], where communicative actions affect the global
state of a multi-agent system and the target is to prove global properties of
the overall multi-agent system’s execution. Instead our focus on the internal
specification of interaction protocols for planning dialogue’s moves is closer to
the one taken in [22], where negotiation protocols, expressed by sets of dialogue
constraints, are included in the agent program and used for triggering dialogues
that achieve goals. However such an approach is not aimed at implementing the
kind of reasoning about conversations we focused on: it does not support plan
extraction and it cannot exploit the information about the others, that instead
we can supply by nested beliefs.
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Abstract. In this paper we study decision problems and invertibility
for two notions of equivalence of recursive types. In particular, for re-
cursive types presented by means of a recursion operator u, we describe
an algorithm showing that the natural equivalence generated by finitely
many steps of folding and unfolding of u-types is decidable. For recur-
sive types presented by finite systems of recursive equations, we give a
thoroughly coinductive characterization of the equivalence induced by
their interpretation as infinite (regular) trees, from which the decidabil-
ity of this equivalence follows. A formal proof of the former result, to our
knowledge, has never appeared in the literature. The latter result, on
the contrary, is known but we present here a new proof obtained as an
application of general coalgebraic facts to the theory of recursive types.
From these results invertibility is easily proved for both equivalences.

1 Introduction

Recursive types are a pervasive notion in programming. This is true both in
theoretical investigations, where recursive types appear in the semantics of pro-
gramming languages of any kind (as witnessed by domain theory and its recent
generalizations, or by the use of recursive types in describing fundamental con-
cepts of object-oriented programming [1]), and in programming practice as a
unifying notion that is orthogonal to most programming styles. We address in
particular those type systems that arise in functional programming and that
therefore include a function type constructor —-.

There are basically two ways of concretely presenting recursive types within
a type system.

On the one hand, we have p-types of the form pt.A, for any type A, whose
intended meaning is a canonical solution of a type equation ¢ = A, where the
type variable ¢t may occur free in type A. Any natural equivalence ~,, on u-types,
as suggested by the above interpretation, should satisfy

ut. A~ Alt = pt. Al (1)

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 242255 2003.
© Springer-Verlag Berlin Heidelberg 2003
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where the latter expression denotes the result of substituting ut. A for every (free)
occurrence of ¢ in type A. Yet, there is some freedom as to how to describe such an
equivalence, and in fact at least two of them have been studied in the literature.
One approach (see [2]) consists in taking ~, as the smallest congruence ~,
satisfying (II). We shall call this weak equivalence. A different view was taken
in [3], where u-types were regarded as finite notations for the infinite (regular)
trees that arise from the infinite unwiding of the recursion, according to (). This
suggests a stronger notion of equivalence whereby types A, B (possibly involving
p-types) are equivalent, written A ~, B, whenever the infinite trees associated
to A and B are equal. The two relations are different, see e. g. example [ in
section While the former equivalence admits an inductive characterization,
the latter can be described by means of coinductive techniques suggested by the
observation that infinite trees are the final coalgebra of a (polynomial) functor
over the category of sets ([4l5]).

On the other hand, a recursive type may also be described by a system of
equations over a set {X1,..., X, } of unknowns of the form:

R:{Xlela“'vXn:An} (2)

where every A; is a type possibly containing X, ..., X,. This view is perhaps
closer to what happens in (functional) programming languages, where a typical
recursive definition of a data structure may look like the following (Peyton Jones

[6]):
tree ::= LEAF num | BRANCH tree tree

introducing the type of trees of numbers (elements of the type num). Also in
this case, there are at least two natural equivalence relations on types induced
by a system of recursive type definitions: there is the smallest congruence ~x
generated by R, studied in [7l8], and the stronger equivalence relation that iden-
tifies types A and B (over the unknowns Xi,...,X,), written A ~g B, when
S(A) = S(B), where S is the unique substitution {Xi,...,X,} — Tr™ that
solves R in the set of infinite trees. Also in this case, ~% has an inductive char-
acterization whereas ~x can be described exploiting the coalgebraic nature of
systems of equations of the shape (@). The relations between these two equiva-
lences have been studied in [9].

In this paper we discuss some basic properties of type equivalences, namely
decidability and invertibility. Invertibility, which roughly means that two types
with the same outermost constructor are equivalent only if the corresponding ar-
guments are pairwise equivalent, has been introduced only recently in [7], where
it is proved that invertibility of type equivalence is a necessary and sufficient
condition to prove the subject reduction theorem for the corresponding typed
A-calculus.

After introducing the basic notations and notions in section Bl we describe in
section B an algorithm yielding a (constructive) proof that weak equivalence on
u-types is decidable. As far as we know, a direct proof of this fact was part of
the folklore of the subject and has never appeared in print. The corresponding
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problem for =, has been solved, among others, by [I0]. As a corollary of our
proof we easily obtain that ~, is invertible.

We also give a natural characterization of systems of recursive type equations
of a special form (called simultaneous recursions, following [7]) as coalgebras
(section 22H); the theory of coalgebras as developed, for example, in [5] yields
a simple characterization of the equivalence of two simultaneous recursions, ex-
ploited in showing decidability of ~x in section M following, for example, the
ideas of [I1) Remark 3.39].

We should stress that our motivation for studying these problems is their
relevance for type systems for A-terms, which is also the reason for restricting
our choice of constructors to— and constants. However, the same problems could
be studied more generally in the context of a generic first-order signature X', and
our results could be applied to this more general situation without substantial
modifications.

Acknowledgments. The authors would like to thank the referees for their useful
suggestions and Wil Dekkers for pointing out a mistake in an earlier proof of
Theorem

2 Type Structures and Type Constraints

In this section we define the basic notion of type structure, that we shall use
later as one way of describing recursive types. This notion was first motivated
by Scott [12] and formally developed in Breazu Tannen and Meyer [13]; more
recently, it has been taken up in [7] and [g].

2.1 Type Structures

The main feature of recursive types is that one makes identifications between
them. So it is natural to define a type structure as a set of types with a congruence
relation.

Definition 1. Let T be a set of syntactic objects (types) closed under the —
type constructor, and possibly including constants Kk € K and type variables
t1,ta,ts,... from a denumerable set V. A type structure over T is a pair T =
(T, ~) where ~ is a congruence over M (i.e. an equivalence relation such that
A~ A" and B ~ B’ implies A—»A' ~ B—B’).

The notion of invertibility of a type structure has been investigated thor-
oughly in [7].

Definition 2 (Invertibility). Let (T,~) be a type structure. Then ~ is said
to be invertible if (A—-B)~ (A'—-B') = A~ A" and B~ B’.

Invertibility holds, for instance, in the type structure freely generated by V UK.
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2.2 Typed A-Calculus with Recursive Types

Explicitly typed versions of A-calculus with recursive types can be defined as-
suming that types are defined by a type structure. As usual a type context I is
a set of typing assumptions of the shape = : A, where x is a variable and A a

type.

Definition 3. Let T = (T, ~) be a type structure and A, B € T. The well typed
terms of the typed A-calculus over T are defined by the following term formation
rules:

(ax) Lx:Abrz:A
I'-rM:A— B ' N:A
I'tr MN:B

(—E)

Ix: A+ M : B
I'tr(Ax:AM): A— B

(=1

I'trM:A A~B

equiv
( / I'-rM:B

See [3] for a review of the basic properties of typed A-calculi with recursive
types. We shortly mention a couple of them. The first one is that type checking
is decidable iff ~ is decidable.

Proposition 1. Let I be a type context and M a typed \-terms over a set T of
types. Then it is decidable whether there is a type A such that I' b~y M : A
iff ~ is decidable.

Moreover we say that a type structure 7 has the subject reduction property if
I'r M :Aand M—gN imply I' b7 N : A. Subject reduction has important
consequences like the well known property that “well typed terms cannot go
wrong” [14]. The following result has been proved by R. Statman [7].

Theorem 1. A type structure T has the subject reduction property iff T is in-
vertible.

We introduce below two type structures which are different both in the notion
of types and in the nature of the type equivalence.

2.3 p-Types

Definition 4 (u-types). Let A = K UV. The set T, = T,(A) is defined by
the following abstract syntax:

T, =A|T, =T, | uVT,



246 Felice Cardone and Mario Coppo

We assume that — takes precedence over u, so that, for example, the type
ut.A — B should be parsed as pt.(A — B). The subset of T, containing only
types without occurrences of the p operator equations will be identified with the
set T of simple types.

In the last clause of this definition, the operator x binds the variable ¢, which
can therefore be renamed by a-conversion. We will always assume in the sequel
that the names of bound and free variables in types are distinct: this can be
easily obtained by a renaming of bound variables.

According to the intuitive semantics of recursive types, a type expression
of the form pt.A should be regarded as the solution for ¢ in the equation ¢ =
A, and is then equivalent to the type expression At := ut.A]. The notion of
type equivalence ~,, is defined by a set of formal rules in which this equality is
extended to a congruence on T, by adding structural rules and transitivity.

Definition 5. (i) The equational Theory (u) is defined by the following azioms

and rules.
(u-eq) F out. A= Aft = pt. A

(ident) FA=A
FA=B
FB=A
FA=A" -B=FB
FA-B=A—B

(symm,)

(=)

) FA=A
u —_—
FoutA=put. A
FA=B +FB=C
(trans)
FA=C

A is weakly equivalent to B, notation A ~, B if - A = B is provable in (u).
(i) Let T, denote the type structure (T,,~,).

We call unfolding the operation consisting in replacing ut.A by A[t := pt.A]
and folding its inverse. Then two types in T, are weakly equivalent if they can
be transformed one into the other by a finite number of applications of folding
and unfolding. Note that the free type structure T can be embedded into 7,,.

Lemma 1. If A ~, B then At :=C] ~, B[t :==C].
Proof. Routine. O

We will use = to denote definitional equality of types modulo ¢ conversion.
For example ut.t—t = pu.u—u.

Example 1. Let Ty = ut.A—t. Then we have

T1 ~u A*)Tl ~u A‘)A*)Tl N
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Let now Ty = ut.A— A—t. Notice that
T ~u A—)A—)TQ A

but it is easy to see that 17 7¢,, T>. However, for the stronger notion of equivalence
~, mentioned in the introduction we have that T} ~, T

2.4 Type Constraints and Recursive Definitions

A very natural way of generating type structures is to assume a (finite) set
of equations between types (called type constraints) and to take the congruence
generated by it via the rules of equational reasoning. In the definition of recursive
types we are particularly interested in the type structures generated by a system
of type constraints of the shape X = C where X is a new atomic symbol (an
indeterminate) and C' is a type expression containing possibly X itself. More
formally, we consider a set T of types built inductively from constants k € K,
type variables t € V and indeterminates X = Xi,...,X,, for some n > 0,
by means of the type constructor —. When we want to highlight the set of
indeterminates we write T[Xy, ..., X,], but often we shall simply write T when
the indeterminates are understood from the context. It will be useful to consider
typesin T as the term algebra generated by the first-order signature X' containing
one binary operation symbol — and nullary operation symbols K UV U X. The
set K UV will occasionally be referred to as the set of atoms.

Definition 6 (Simultaneous recursion). A system of equations R over T is
a simultaneous recursion (s.r. for short) if it has the form R = {X; = C; | 1 <
1 < n} where

1. for all 1 <i <mn, X; is an indeterminate and C; € T[X1,...,X,] is not an
indeterminate, for all it =1,...,n;
2. X; # X for alli # j.

The indeterminates X1,..., X, are called in this context the unknowns of the
simultaneous recursion, and {X1, ..., X, } will also be abbreviated as Unk(R).

Ezample 2. Let Ry = {X; = A — X1} where A is any type be a s.r. defining a
type X such that X; =g, A—X; =, A>A—X;... and so on. Define now
Re ={Xy = A — A — Xs}. Observe that, in R; UR3, X; cannot be proved
equal to Xo by equational reasoning. We will now define an equivalence relation
on simultaneous recursions for which X; is indeed equivalent to Xo .

2.5 Tree Equivalence of Types

A simultaneous recursion R can be interpreted as a simultaneous recursive defi-
nition of a set of infinite trees {71, ..., 7,} that satisfy the equations of R, where
each 7; corresponds to the unknown Xj;.

! Note that X1, X2 have the same properties of types Ti, T of Example [T
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Definition 7 (Infinite trees). (i) Let X' be the signature {—}}UKUV. A X-tree
T is a partial function T : {1,2}* — X satisfying the following conditions:

— if uv € dom(7), then also u € dom(T);

— if u2 € dom(t), then also ul € dom(t);

- if T(u) =— then ul,u2 € dom(7);

—if T(u) € KUV then ui & dom(r), fori € {1,2}.
The set of X -trees will be denoted by Tr™°.
(ii) Given a tree T € Tr*® and a word w € dom(r), let 7 [ w (the subtree of T
rooted at w) be the tree defined by:

- (7 Jw)(u) = 7(wu), for all u € dom(r | w).

A solution of a simultaneous recursion R is just a substitution of infinite trees
for the unknowns of R that satisfies all the equations in R:

Definition 8. Let R be a simultaneous recursion, and let S : Unk(R) — Tr*.
We say that S solves R (or that S is a solution of R) if S(X;) = S*(C;), where
S* is the homomorphic extension of S to T.

The infinite trees that appear as components of solutions of simultaneous recur-
sions are always reqular, as the number of equations in R is finite: regular trees
are those (finite or) infinite trees that have a finite set of subtrees (Courcelle
[15]).

It is easy to see that any simultaneous recursion R can be transformed into
a flat simultaneous recursion R”, namely one where every C; appearing on the
right-hand side has the simplest possible form:

Definition 9 (Flat simultaneous recursion). 4 s.r. R is flat if every C;
has one of the following shapes:

1. X;— Xy, for X;, Xy, € Unk(R),
2. k, fork € K,
3. t, wheret € V.

In order to build R? from R it is enough to replace every equation whose right-
hand side has not one of the forms listed in the above definition by new equations,
in this process adding new unknowns. An algorithm for obtaining R’ is described
in [16, §2.3]. The following proposition has a straightforward proof:

Proposition 2. Let R be a simultaneous recursion and S : Unk(R) — Tr*> any
substitution. For any flat version R’ of R there is a unique substitution S° such
that S solves R if and only if S° solves R”.

There is some advantage in adopting a more abstract approach to infinite
trees, that exploits the coalgebraic nature of flat simultaneous recursions and of
Tr®. This will allow us to define an interpretation (-)5 : T— Tr> and also when
two types in T are equivalent modulo a simultaneous recursion R. We first recall
the general definition of a coalgebra over the category of sets (see, e. g., [3]).
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Definition 10 (Coalgebra). Let T : Set — Set be a functor. A T-coalgebra
is a pair (A,a : A—=TA). If (A,a : A—TA) and (B,f : B—TB) are T-
coalgebras, then a T-coalgebra homomorphism is is a mapping h : A— B such
that the following diagram commutes:

A—2 5 TA

o |

B " ,rTB

A flat simultaneous recursion R with unknowns U =4 Unk(R), may be seen
as a T'y-coalgebra R : U —TxU, where T is the polynomial functor defined on

objects by the clause:
Ty A= Ax...x A
z def H X X
ceX ar(c)

and whose action on maps is defined by the equation:
(TEf)«Cv <CL17 s aaar(c)>>) —def <C, <f(a1)7 R f(aar(c))>>7 (3)

for any function f: A— B.

Now, given a tree t € Tr™, the pair

w(T) =qet (7€), (T 1,...,7 Jar(c))) (4)

is an element of [ .5, Tr™ x ... x Tr*, therefore
—_————
ar(c)
w: Tre =T (Tr™) (5)
is a Tx-coalgebra. However, more than this is true and well-known (see, e. g.,
[41):

Proposition 3. w: Tr** = Tx(Tr™) is the final Ts-coalgebra.

Note that if R : Unk(R) — T (Unk(R)) is a flat simultaneous recursion, then
the unique Tx-homomorphism (-)g : Unk(R) — Tr* as in the commutative
diagram:

Unk(R) —%— Ts(Unk(R))

(= l J{Tz [@F)
T —< Tx(Tr™)
exists by finality and is precisely the (unique) solution of R.

Corollary 1. (1) Every (flat) simultaneous recursion R has a unique solution
in Tr™.
(2) Let (X;)r = 75, for X; € Unk(R). Then 7; is a regular tree.
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Proof. Point (1) follows immediately from the above remark, while for (2) it is
enough to observe that every subtree of 7; is among 71, ..., 7,, hence the number
of subtrees of 7; is bounded by n.

Then, we inductively extend the solution ()g : Unk(R) — Tr*™ of R to the
mapping (-)% : T[Unk(R)]— Tr* as in definition 8 For types A, B € T[Unk(R)]
we can now define when they are equivalent modulo R, written A ~¢ B:

Definition 11. (i) A~ B if, and only if, (A)% = (B)%.
(ii) Tr denotes the type structure (T[Unk(R)], ~r).

Observe that the type structure Tx is trivially invertible.

Exzample 3. Take R1 and Rs as defined in Example 2l Both X; and X5 have the
same interpretation as infinite trees, and so X; ~r,ur, X2.

3 Decidability of Weak p-Equivalence

Both invertibility and decidability will be proved by defining a combinatory
reduction system (CRS) which generates ~, as its convertibility relation. For an
introduction to term rewriting systems and CRS see e.g. [17] and [18].

Definition 12. Let =, € T, x T, be the reduction relation defined by:

1. pt. A=, Aft .= ut.Al.
2. If A=, A’ then
- A—-B=,A'-B
- B—oA=,B-A
- pt. A=, ut.A'.

As usual =, denotes reduction in n steps and =, is the transitive and reflexive
closure of =,.

As usual, a subexpression of a type B of the shape ut.A is called a redex. The
contraction of a redex in B is obtained by replacing the redex by the r.h.s. of
the corresponding rule. The following lemma can be easily proved by induction
on the size of proofs in ~,.

Lemma 2. The relation ~,, is the convertibility relation generated by =,.

It is easy to see that (T,,=,) is an orthogonal Combinatory Rewriting Sys-
tem (see [11]) and then it is Church-Rosser (CR).

Lemma 3. The reduction relation =, is CR, i.e. if A ~, B then there is a
type C € T, such that A=,* C and B=," C.

Note however that =, is not normalizing: types can be infinitely unfolded. The
CR property however is enough to prove invertibility.
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Theorem 2. ~, is invertible, i.e. Ay =By ~, As— By implies A1 ~, Ay and
By ~, Bs.

Proof. By Lemma [ there is a type C such that 4y = By =,* C and Ay —
By =,* C. But then we must have C' = C; — C; and then A; =,* C; and
B; =" Cy for i = 1,2. By Lemma [ this implies A; ~,, B; for ¢ = 1, 2.

To prove decidability we need some more properties of reduction systems.
An important notion is that of standard reduction. We define this notion in the
case of = .

Definition 13. Let
R:A =, A=, .= Ay

Assume that at each step A; =, Ajp1 we mark with x all p occurring in A; to
the left of the contracted p and assume that all starred p remain such through
the remaining steps of R. Then R is standard if only non starred p are reduced
mn 4.

In other words, a reduction is standard if reductions are performed from left
to right (and from the outside in).

The following standardization theorem for =, can be obtained as a particular
case of the standardization theorem for CRS. See [18] for a proof.

Lemma 4. If A=,* B then there is standard reduction from A to B.

Definition 14. If A € T,, its subterm closure SC(A) C T, is defined by cases
in the following way.

1. 8C(c) ={c} if c is a variable or a constant.
2. SC(A1— As) = {A1 > A2} USC(A1) USC(As)
3. SC(ut.A) = {ut. A} USC(A[t := ut.A])

The following Lemma is proved in [I0] Theorem 2.3].
Lemma 5. For all types A € T, SC(A) is finite.

Recall that H A = B if A = B can be proved using the rules of system (u)
Definition [5(i). In the following definition we introduce a slightly different (but
equivalent) system.

Definition 15. The system (u~ ) is defined as the system (u) of Definition[d(i)
by replacing (u-eq), (symm) and (trans) by the following rules

F Aft:=ut.A]=B
Fut.A=1B

(u-tr-left)

F A= B[t := ut.B]
FA=ut.B
We write = A = B if A= B is provable in (u~ ).

(u-tr-right)
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Lemma 6.
FA=B (ie. A~,B) < F+F A=B.

Proof. The (<) direction is trivial since rules (p-tr-left), (u-tr-right) can be
derived using (p-eq) and (trans). As for (=), by Lemma Blwe have A and B are
convertible under =, and then, by the CR property, there exists a type C' such
that A=,"C and B=," C for some n,m > 0. Moreover by the standardization
theorem M] we can assume that both reductions are standard. The proof is now
by induction on n + m.

If m =n =0 then A= B and we are done.

The induction step is by induction on |A| + |B| where |T'| denotes the number
of — and p operators occurring in T'. The base step (A and B atomic) is trivial.
In the induction step we distinguish the following cases.

Case 1. Let A = ut.A" and let A=, A'[t .= pt.A'] =," ! C (ie. the first
step in the reduction of A is an unfolding). By induction hypothesis we have
F= A'[t := pt.A’] = B and we can get F— ut.A’” = B by rule (u-tr-left). The
symmetric case on B is handled similarly using (u-tr-right).

Case 2. Let A = ut.A’, B = ut.B’ and the first step in the reduction of both
A and B is not by unfolding the leftmost p. In this case, since the reduction is
standard, the leftmost p is never reduced in both A and B. Then we must have
C = pt.C" and both A’ =," C" and B’ =,™ C'. By induction hypothesis on the
structure of types then we have F— A’ = B’ and we can get F— A = B by rule
(1)

Case 3. Let A = A; — Ay and B = B; — By. In this case we must have
C = (71— Cy and both A; :>#n1 Cq, Ay :>/Jn2 Cy, By :>Hm1 C4 and By :>Mm2 Cy
where n = ny + no and m = my + mo and then ny,ns < n, my,my < m. By
induction hypothesis on the structure of types then we have F— A; = By and
F= Ay = By. So we can get -~ A = B by rule (—).

Deductions in -~ are interesting for the following reason.

Lemma 7. (i) Let D be a deduction of -~ A = B then all statements A’ = B’
occurring in it are such that A" € SC(A) and B’ € SC(B).
(i1) It is decidable whether -~ A = B.

Proof. (i) By a straightforward induction on deduction.

(ii) Let N = |SC(A)| and M = |SC(B)|. Let D be any deduction in -~ A = B.
By point (i) there are at most M - N possible distinct statements that can occur
in D. So we can assume that D has no branch of length greater then M - N, since
otherwise we can reduce the size of D by replacing the innermost occurrence of
a statement A’ = B’ in a branch of length greater then M - N by the outermost
occurrence of the same statement. So there are only a finite number of possible
deductions for -~ A = B.

By Lemma [l then we have the decidability of ~,

Theorem 3. It is decidable whether A ~, B.
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4 Deciding Equivalence of Simultaneous Recursions

In this section we sketch a proof of the decidability of strong equivalence of
simultaneous recursions. We are mainly interested in highlighting the coalge-
braic characterization of the equivalence of simultaneous recursions R and R/,
in terms of the existence of a bisimulation between Unk(R) and Unk(R’): the
definition of the right notion of bisimulation follows from general coalgebraic
notions and our characterization of (flat) simultaneous recursions as coalgebras.
To our knowledge, this characterization does not seem to have been exploited
in the literature on recursive types (for a different application of coinductive
techniques to recursive types, see e. g. [19]).

Definition 16. Given two simultaneous recursions Ri, Ra, we define a bisim-
ulation between Unk(R1) and Unk(Rs2) to be a binary relation R C Unk(Ry) x
Unk(R2) such that the following conditions hold.

For all X € Unk(Ry) and Y € Unk(R2) such that XRY

—either X =X > Xo € Ry andY =Y, - Yy € Ry and X1 RY; and
XQRYQ,’
—or X=8(€ER1 andY =& € Ry for some £ € VUK.

Given two simultaneous recursions R1 and Ra, they are bisimilar if there is a
bisimulation R C Unk(R1) x Unk(R2).

There is a general characterization of bisimulations in categorical terms (see [5],
and [4], for example). For the functor T : Set — Set that we have been using,
a (categorical) bisimulation between sets A and B is a relation R C A x B
for which there is a coalgebra structure p : R — Tx R such that the following
diagram commutes

T2

A <& R 2. B

okl g

ToA 20 pop 2020 pop

where r; and 7o are respectively the composites R < A x B 53 A and R —
Ax B 3 B and are therefore T's-coalgebra homomorphisms. It is now a straight-
forward matter to prove the following:

Proposition 4. For simultaneous recursions R and R’, a relation
R C Unk(R)x Unk(R') is a bisimulation if and only if the diagram (@) commutes
for some p: R — TxR.

Observe also that the following diagram, where S solves R and S’ solves R/,

R —— Unk(R)
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commutes, by finality of Tr°°, because all mappings involved are coalgebra ho-
momorphism (see [20]), hence we have the following result, stating that bisimilar
unknowns have the same unfolding;:

Corollary 2. For simultaneous recursions R and R', if (X,Y) € R for a bisim-
ulation R between Unk(R) and Unk(R'), then S(X) = S'(Y), where S solves R
and S’ solves R’.

Decidability of equivalence for simultaneous recursions has been proved by Cour-
celle, Kahn and Vuillemin [16] by direct means. Here we use coinduction, but
first define precisely what it means for two simultaneous recursions to be equiva-
lent. For a simultaneous recursion R, equation X1 = C is the principal equation
of R, and X, the principal unknown.

Definition 17 (Equivalence of simultaneous recursions). Let Ry ~ Ry be
the equivalence relation which holds between simultaneous recursions Ry and Ra
if and only if S1(X1) = S2(Y1), where S; is the solution of R; and X1,Y7 are
the principal unknowns of R1,Ra, respectively.

Now, given two simultaneous recursions R; and Re, the following algorithm can
be used to test whether Ry ~ Ro (this is a slight reformulation of the decision
procedure described in [11]):

Definition 18. Define sets of pairs C™, 0™ C Unk(R1) x Unk(Rz) by the
following algorithm.:
~ Let 0O = and O©) = {<X1,Y1)}
— while O™ #£ @ build C*+) O+ from € 0™ in the following way.
Take any pair (X,Y) € O(
o f X=X, > X €R1 andY =Y, = Yy € Ry set:
Cowth ot SUX, Y U {0 Y [i 2 1.2 and (Xi, Vi) ¢ C0)
- ot — o U {(X,Y)}
o f X=C(€Ry andY =& € Ro for some £ € VUK then set:
— O+l — O(n) {X,Y)}
- ot = o U {(X,Y))
e otherwise stop reporting failure.
It is easy to see that, since the number of equations in each system is finite, either
this process stops with failure or eventually O = (§ for some n. Furthermore:

Proposition 5. R; =~ R if and only if the algorithm stops after N steps with-
out reporting failure. In this case the relation CN) is a bisimulation.

Finally, given types A, B € T[Unk(R)], we can use the above algorithm to decide
whether A ~5 B. Let

Ra={Z=A}

R ={Z"=B}
where Z, Z' are new unknowns, and take the (flat) simultaneous recursions R 4 U
R and Rp U R with principal unknowns Z and Z’ and solutions S4 and Sp,

respectively. It is straightforward to prove that S4(Z) = (A)k and Sp(Z') =
(B)%, hence A =% B if and only if R4 UR ~ Rp UR.
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Abstract. The algebraic models of computation for contextual nets that have
been proposed in the literature either rely on a non-free monoid of objects, or
introduce too many fictitious behaviors that must be somewhat filtered out. In
this paper, we exploit partial membership equational logic to define a suitable
theory of models, where the meaningful concurrent computations can be selected
by means of membership predicates.

1 Introduction

Thanks to their friendly formulation as multiset rewrite systems and to their graphical
presentation, Petri nets [25,26] are an appealing formalism for the specification and
study of concurrent and distributed systems: states consist of token distributions over
the set of places and transitions can atomically fetch the tokens in their presets and
generate new tokens according to their postsets. In particular, several transitions can
execute concurrently when they work on mutually disjoint sets of tokens.

Contextual nets [24] (also introduced separately with different names, such as nets
with read arcs [30], nets with test arcs [8], and nets with activator arcs [16]) encompass
a non-destructive reading operation not present in the basic Petri net model. In fact,
read arcs allow multiple concurrent readings of the same resource, an operation whose
need arises naturally in many distributed systems, while the naive encoding of read
arcs as self-loops in ordinary Petri nets serializes all the accesses to read tokens with
a dramatic loss of concurrency. Nets with read arcs have been used to model a variety
of applications and phenomena, such as transaction serializability in databases [11],
concurrent constraint programming [23], asynchronous systems [29], and analysis of
cryptographic protocols [10].

As a drawback, the presence of read arcs introduces some complication in the math-
ematical characterization of computations, leading to the development of suitable ex-
tensions of well-studied domains and models for Petri nets. Extensions of this kind
include: the asymmetric event structures of [2], the match-share categories of [13], and
the monoids of places proposed in [17] and fully developed in [7] and in [22].
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In this paper we extend the so-called “Petri nets are monoids” approach initiated
in [19] to find a neat algebraic characterization of the monoidal category of concurrent
computations in the presence of read arcs. In particular, we improve upon [13], where
such computations were shown to be faithfully embedded in a too large, freely gener-
ated category. Our approach is to define a typing discipline — expressed by membership
predicates term : Sort in partial membership equational logic [18] — that characterizes
in that category the valid computations, distinguishing them from “garbage” expres-
sions. Moreover, by considering pre-nets as “implementations” of ordinary Petri nets
(in the sense explained in [S] and recalled in Section 2), we are able to give a functorial
construction, respecting the simulation morphisms between nets, a result not achieved
in all previous proposals in the literature [17,13,7].

Synopsis. In Section 2 we summarize the techniques used for defining functorial models
for Petri nets. Section 3 describes the technical problems arising when extending the
approach to nets with read arcs, and Section 4 presents our solution. Section 5 gives our
conclusions. Proofs omitted for space limitation can be found in the technical report [6].

We assume the reader has some familiarity with some basic concepts from category
theory as, e.g., the notion of natural transformation, adjunction and monoidal category.

2 On the Algebraic Semantics of Petri Nets

Petri nets are one of the most studied models for concurrency, thanks to their natural
representation of concurrent and distributed systems based on multiset rewriting. Their
flexibility has encouraged many different semantical interpretations. In particular, an
overall distinction can be drawn between collective and individual token philosophies
(see, e.g., [14]). According to the collective token philosophy (CTph), net semantics
should not distinguish between different tokens in the same place, because any such
token is operationally equivalent to all the others. The individual token philosophy
(ITph) says that the different origins and histories of tokens must be accounted for,
because choosing different tokens can make an event causally dependent on different
past events, and causal dependencies may influence the degree of concurrency in the
computations. In the classical example below, for instance, after 7y and #; have fired, a
firing of ¢ will look as caused by one of them and concurrent to the other, depending on
which of two tokens in ¢ is consumed. Also, two instances of t may fire concurrently
that only differ in their causal histories.

a%lg

Ipenline

b (& )—|n

The “Petri nets are monoids” approach [19] is an algebraic approach to the analysis
of concurrent semantics based on the observation that the monoidal structure of mark-
ings can be lifted to computations, in such a way that the suitably axiomatized terms of
the new algebra exactly correspond to the concurrent computations of place/transitions
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Petri nets (PT nets), according to the CTph. This construction respects the intuitive sim-
ulation morphisms between nets, when these are seen as graphs with structured nodes.
This is expressed as a functor 7 from the category Petri of PT nets (as objects) and sim-
ulation morphisms (as arrows) to the category CMonCat of strictly symmetric strict
monoidal categories (as objects) and monoidal functors (as arrows). Moreover, 7 is
the left adjoint to an obvious forgetful functor from the full subcategory of CMonCat
consisting of categories whose set of objects is a free monoid.

The functorial character of the construction is important for at least two reasons:
(1) working within categories, we make explicit the associated morphisms, which cor-
respond to appropriate notions of “simulation” or “refinement” between nets; (2) func-
tors act on objects and behave consistently on their simulation maps, preserving them.
Furthermore, when functors are adjoints they preserve limits or colimits, yielding good
compositionality properties, since complex models can often be expressed as (co)limits
of their simpler constituents [31].

Since the publication of [19], several studies have extended the functorial construc-
tion from the CTph towards the /Tph [12,21,28]. Building on the notion of process
presented in [15], the idea has been to take semantic models in the category of symmet-
ric monoidal categories. But all the proposed constructions lacked functoriality. The
difficulty in dealing with the /Tph is that net morphisms in Petri allow replacing two
different tokens a and b in the source net by, say, the same token c in the target net. In
this way, an ambiguity about the origin of ¢ is introduced that confuses causal histo-
ries in the target net and makes a functorial treatment impossible. A first solution was
proposed in [28] based on pseudo functors (see also [21]).

In [5], we introduced pre-nets, which are more suitable than PT nets to be given a
functorial semantics according to the /Tph. A pre-net is essentially an implementation
of a PT net, where the abstract data structure of multisets is refined into a more concrete
string structure, and where each transition ¢: u — v is simulated by one, arbitrarily
fixed, linear implementation #; ;: i — ¥ for some linearizations & and ¥ of u and v L
Although resorting to pre-nets (instead of PT nets) might at first appear unnatural to net
enthusiasts, our formal approach to the /Tph benefits from several good properties:

— All the pre-net implementations of the same net share the same semantic model,
i.e. the semantics is independent of the choice of linearizations.

— Algebraic models of pre-nets are freely generated and, as part of adjunctions, pre-
serve colimit constructions, allowing a form of compositional reasoning.

In [5] it is shown that the construction can be conveniently expressed at the level of
algebraic theories of the form (X, E), rather than at the level of their categories of mod-
els, i.e. of (X, E)-algebras. Essentially, if PETRI is the theory of PT nets and CMONCAT
is the theory of strictly symmetric monoidal categories, then there is a theory mor-
phism form PETRI to CMONCAT that induces a forgetful functor between the category
of CMONCAT-algebras (i.e., strictly symmetric monoidal categories) and the category of

! We observe, lest confusion arises, that pre-nets differ sharply from phrase-structure grammars,
because pre-nets do not distinguish between terminal and non-terminal symbols, and strings
can be permuted before performing any step. Grammars only generate monoidal categories,
with no symmetries.
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PETRI-algebras (i.e., PT nets). The left-adjoint to this forgetful functor is the free con-
struction that associates to each PT net the strictly symmetric monoidal category of its
concurrent computations. In such category, objects are the markings of the net, arrows
are computations, (arrow) composition models progression in time of a computation,
while tensor product accounts for concurrent activities. For instance, in the example
above, fy;t represents the sequential execution of #y and ¢, while 7y ® f; stands for the
concurrent firing of #yp and #;. In the individual token philosophy, the strict symmetry
— characteristic of the collective token interpretation — must be given up to model the
causal flows of tokens in computations. The order of transitions in a parallel composi-
tion, say #p ® t1, determines the order of tokens “in the output” and, consequently, the
causal connections to the activities that may follow. For instance, (1o ®t1); (1 ® id.) rep-
resents the computation where # depends causally on 7y (that is, it consumes the instance
of ¢ generated by that transitions). We are allowed to exchange o and #; in the tensor
product only if we keep track of this and maintain the correct order of output tokens, as
e.g.in (11 ®19); ¥; (t ®id,), for y the swap symmetry on ¢ ® c. (A thorough discussion
and the details are given, e.g., in [27], but see also [12,21].) As explained above, we
can relate the theory PRENETS of pre-nets (where pre- and post-sets of transitions are
taken in the free monoid of places instead than in the free commutative monoid) to the
theory SMONCAT of symmetric monoidal categories (details in [5]).

The above-mentioned theories can be conveniently expressed in partial member-
ship equational logic (PMEqtl, see [18,20] for self-contained presentations), taking
advantage of membership predicates and subsorting to model objects as a special kind
of arrows (the identities), and of partiality to model sequential composition, defined
only if the codomain of the first arrow coincides with the domain of the second arrow.
Moreover, the notion of tensor product of theories allows a more modular presentation
of concepts; for example, we can define the theory of monoidal categories as the tensor
product of the theory of monoids and that of categories.

3 Atoms, Electrons and Match-Share Categories

The extension of the approach to nets with read arcs has been considered in [7], by
relying on non-free monoids of objects, and in [13], exploiting match-share categories
in place of symmetric monoidal categories.

Regarding [7], the idea is to model each token a as an atom that can emit “neg-
ative” particles a” (electrons) while keeping track of their number, i.e., as suggested
in [17], we have that for all k e N, a = a* ® ®§‘:1 a”, where a¥ represents an atom that
has released exactly k particles to the environment. Then, by replacing context arcs
on a with self-loop arcs on a”, we obtain an axiomatic construction of the monoidal
category of concurrent net computations. The approach of [7] deals satisfactorily with
both the collective and the individual token philosophy; possibly, a remaining concern
is that non-free monoids of objects sit uneasily with the traditional intuition of tokens as
atomic pieces of data that one should not be able to decompose. The problem with the
construction in [13] is instead that the freely generated model of computations has too
many arrows, representing spurious computations that contextual nets cannot perform.

In this paper we improve upon [13] by selecting suitable theories in partial mem-
bership equational logic in order to distinguish ‘good’ arrows — corresponding to com-
putations — from meaningless ones.
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ops d(_) c(_): Arrow -> Qbject. *** domai n and codonain
op _®_: Arrow -> (bject. *** monoi dal product
op e : Object. *rounit of _®.

op _;_ . *** Arrow conposition (partial op.)
op y(_,_): Object (oject -> Arrow. *** symretric natural transformation

Fig. 1. Operators in SMONCAT.

We refer the reader to the appendix of [5] for the essentials of partial membership
equational logic. Instead, for the reader’s convenience, we summarize in Appendix A
the description of the theories of monoids, categories, monoidal categories and symmet-
ric monoidal categories. Here we just remark that SMONCAT includes two sorts called
Object and Arrow (with Object a subsort of Arrow, written Object < Arrow), and
six operators (see Figure 1) satisfying the axioms of symmetric monoidal categories.

The idea presented in [13] is to model multiple concurrent readings by introduc-
ing in the class of net computations suitable transformations that take care of creating
as many copies as needed (sharing phase) and then reassembling all copies after the
reading (matching phase). These two transformations are called duplicators and co-
duplicators and are denoted by V and A respectively. It is worth observing that they are
“non-natural”, in the technical sense that the naturality axioms f;V =V; f® f and
A; f = f® f; A are not enforced.

The theory of match-share categories is summarized in Figure 2. The right-hand
side of the figure gives a pictorial representation of the main axioms of the left-hand
side. The first group of axioms expresses the coherence of V (defining the domain and
codomain of each component of V, stating that the unit e is trivially shared and that the
component for a ® b can be expressed in terms of the components for a and b, the last
two axioms roughly establishing that sharing is associative and commutative), and the
second group that of A. The third group of axioms states how the two transformations
interact together. If we look at V(a) as a wiring establishing two connections between
the object a in the domain and the occurrences of a in the codomain, and dually for
A(a), the last two axioms say that the multiplicity of connections is not important, and
that connections are bidirectional, i.e. it is not important how objects are connected but
just the fact that they are connected by an undirected path of “wiring.”

The theory of match-share categories is a conservative extension of the theory of
symmetric monoidal categories and therefore the construction between (pre-)nets and
symmetric monoidal categories can be straightforwardly extended to match-share cate-
gories. For modeling read arcs, the idea is to first view read arcs as self-loops (i.e. pairs
of inbound and outbound arcs), so that a transition 7 : u -, v from u to v in context w is
regarded as an ordinary pre-net transition [¢t]: u ® w — v ® w, and then apply the free
construction to the resulting pre-net, building a match-share category of computations.
The special role of w — a “context” marking represented as an ordinary one — is dealt
with by copying V and matching A. This however generates arrows that do not represent
admissible computations of the net. The construction is not resource-conscious, and the
distinction between read arcs and pre/post-sets is lost, since each token can be matched
and shared in all possible ways.
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fth MSCAT is Uy e

i ncl udi ng SMONCAT. o\ T /9N

ops V() A() : nject -> Arrow : Co Co :

vars a b : Onject. /9N :
V= /N

eq d(V(a)) = a. >Y<

eq c¢(V(a)) = a®a. .

eq V(e) =e A/ 1\

eq V(a®b) = (V(a)®V(b)); (a®y(a, b) ®b) A, T A

eq V(a):(V(a)a) = V(a); (anV(a)) R

eq V(a)ix(a ) = V(a). L

eq d(A(a)) = a®a. > .

eq c(A(a)) =a AT \&/

eq Ae) = e N '

eq A(a®b) = (a®y(b, a) ®b); (A(a) ®A(b))

eq (A(a)®a);A(a) = (a®A(a)); A(a) N

eq 1v(a,a);A(a) = A(a) Vel o
\A/

eq V(a);A(a) = a. ’

eq A(a);V(a) = (awV(a)); (A(a) ®a). N '

endfth \t/ _ e
/N \4/ |

Fig. 2. Theory of match-share categories.

On the other hand, once we replace read arcs with self-loops, we can form the free
symmetric monoidal category of computations of the pre-net. Such category distin-
guishes arrows that represent the same concurrent computation, in that the construction
enforces sequentialization of all multiple readings of the same resource. For instance,
ift: a - b, the fact that ¢ can fire two concurrent instances from a ® a ® ¢ will not be
reflected. However, the monoidal and the match-share category can be combined via a
mapping from the former to the latter that: (1) identifies all computations that are distin-
guished because of the order in which multiple readings are performed; and (2) selects
only the admissible computations of the net with read arcs.

Notation. Let R be a pre-net with read arcs. We denote by [R] the pre-net with the same

places as R and transitions {[t]: u®@w — v@w | t: u — v € R}. Moreover, we let
S([R]) denote the free symmetric monoidal category generated by [R] and let MS([R)])
denote the free match-share category generated by [R].

Definition 1. The symmetric monoidal functor E: S([R]) — MS([R]) is defined on gen-
erators by:

o
S

C]

E(a) = a (for any place a € R)
E([1]) &f @@ Vy);(fjow); (veAy) (for any transitiont: u -~ v € R).
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fth RAUT is including MON.

sort Rtrans.

subsort Mnoid < Rtrans.

ops pre(_) post(_) ctx(_) : Rtrans -> Monoid.
var u : Monoid.

eq pre(u) = e.

eq post(u) =e.

eq ctx(u) = u.

endfth.

Fig. 3. Theory of read-automata.

Proposition 1 (cfr. [13]). The image E(S([R])) € MS([R]) is isomorphic (via a sym-
metric monoidal functor) to the category of concatenable contextual processes of R.

The question that then arises is how to tell whether an arrow of MS([R]) belongs to
E(S([R])). We answer this by reformulating the construction at the level of theories in
partial membership equational logic, thus expressing a typing discipline for discarding
all meaningless arrows from MS([R]), while keeping all the good ones.

4 Functorial Models for Pre-nets with Read Arcs

The first step is to define the theory of “programs,” that is our base category of nets. It is
technically convenient to consider a larger class of nets, whose states are elements of a
generic, non-free monoid, as expressed in Figure 3. The class of pre-nets with read arcs
is then embedded as the full subclass whose states are free monoids (generated from
the set of places), and the results can be extended via the obvious embedding.

The theory RAUT has three operations, pre(- ), post(-), and ctx(_), that define
respectively source, target and (read) context of each read-transition in Rtrans. Idle
transitions are included by the subsorting relation Monoid < Rtrans. The sort Monoid
comes from the theory MON of monoids, consisting of a total operation ® which is
associative and has the constant e as unit (see Figure 9 in Appendix A).

The second step is to refine the theory MSCAT into a theory RCOMP by adding sorts
and operators that are needed to characterize the class of meaningful arrows. Thus, we
add two sorts Rtrans and Rarrow, with Object < Rtrans < Rarrow < Arrow: the
sort Rtrans is for embedding basic transitions, and the sort Rarrow is for collecting
all correct computations. Among the operators, we add those of RAUT for source, target
and context of basic transitions (i.e., pre(- ), post(-), and ctx(-)). Note that these
operators, unlike those for domain and codomain (i.e., d(- ) and c(- )), are not defined
for all arrows, but only for the elements of Rtrans. Note also that they are related to
the domain and codomain of transitions by the first two equations of the theory. The
membership axioms state that the sort Rarrow is closed under monoidal and sequential
composition and that it contains all the symmetries. The main novel ingredient is the
operator mk(- ), which models the embedding ‘£ described above, namely mk(¢) = [¢],
for any transition ¢, as expressed by the last equation of the theory. The presence of
mk(_ ) is also technically convenient to prove the main correspondence results.
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fth RCOW is including MSCAT.

sorts Rirans Rarrow subsorts (bject < Rirans < Rarrow < Arrow.
ops pre(_) post(_) ctx(_) : Rtrans -> (vject.

op nk(_) : Rtrans -> Arrow.

vars h k : Rarrow. var t : Rtrans. var u : Object.

m h®k : Rarrow

m  y(u,v) : Rarrow.

cnb h;k : Rarrow if c(h) == d(k).

eq pre(t)®ctx(t) = d(t).

eq post(t)®ctx(t) = c(t).

eq pre(u) = e.

eq post(u) =e.

eq ctx(u) = u.

eq d(nmk(t)) = d(t)

eq c(mk(t)) = c(t)

eq nk(u) = u.

eq (pre(t)®V(ctx(t))); (mk(t)®ctx(t)); (post(t)®A(ctx(t))) =t.

Fig. 4. Theory of read-computations.

view RV from RAUT to RCOW is
sort Monoid to Ohject.
endvi ew.

Fig. 5. The view RV.

The third step is to express the adjunction between the class of programs and that
of models. This task is accomplished by the signature morphism RV in Figure 5, which
embeds homonym sorts and operators and maps the sort Monoid of RAUT to the sort
Object of RCOMP. It is easy to verify that all axioms in RAUT are respected by RV:

Proposition 2. The view RV is a theory morphism.

By Proposition 2 and because of the properties of theory morphisms [18], we know
that there is a right-adjoint forgetful functor Ugy from the category of RCOMP-algebras
to the category of RAUT-algebras, which includes all pre-nets with read arcs. We denote
by Fzy the left-adjoint going in the opposite direction.

Lemma 1. Given a pre-net with read arcs R, its initial RCOMP-algebra Fgy(R) is a
match-share category.

Proof. The free functor Jry ensures that the elements of sort Arrow of Fgy(R) are built
by composing objects, transitions ¢ € R, symmetries and (co-)duplicators, together with
the additional elements mk(¢) for any ¢ € R. The axioms of match-share categories are
enforced on all the elements of Arrow by inclusion of the theory MSCAT into RCOMP. O

The fourth and final step is to show that the sort Rarrow can be used to characterize
all meaningful computations of R. For the following definition, we recall that a lluf
subcategory A of a category C is just a subcategory having all the objects of C.
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Definition 2. Given a pre-net with read arcs R, we let Rarrow(R) denote the lluf sub-
category of the match-share category Fay(R) whose arrows have sort Rarrow.

Lemma 2. For any pre-net with read arcs R, an element t has sort Rtrans in Jay(R) if
and only ift is a transition of R or t is a string of places.

Lemma 3. The category Rarrow(R) is symmetric monoidal.

Theorem 1. The category MS([R]) is isomorphic (via a match-share functor S) to
Fav(R).

Proof. The match-share category gy(R) is generated by composing ¢ and mk(z) (for
any transition ¢) with identities, symmetries and (co-)duplicators in all possible ways.
Any expression of sort Arrow can be equivalently expressed as the parallel and sequen-
tial composition of just the mk(z)’s with identities, symmetries and (co-)duplicators,
because of the equation

eq (pre(t)®V(ctx(t))); (nk(t)®ctx(t)); (post(t)®A(ctx(t))) =t.

that allows replacing all occurrences of ¢. Note that if + = u for some object u, then
mk(u) = u. Hence the constructor mk(_ ) cannot be applied to identities for generating
new arrows. Moreover, no other axioms involving ¢ : Rtrans are present that could
further quotient out the elements of sort Arrow.

Let us consider the match-share functor §: MS([R]) — Fay(R) sending [¢] to mk(r)
(and being the identity otherwise) which is well-defined by initiality of MS([R]). The
functor § is full and faithful, it preserves symmetries and (co-)duplicators, and it defines
an isomorphism on objects (and thus on arrows). g

Theorem 2. The category E(S([R)])) is isomorphic (via a symmetric monoidal functor
R ) to Rarrou(R).

Proof. The functor R_is S restricted to E(S([R])). In fact, suppose that o. € E(S([R])),
then an arrow B € S([R]) must exist such that E(B) = o. Let Q: S([R]) — Rarrow(R)
be the symmetric monoidal functor sending [f] to 7 and preserving identities, symme-
tries, sequential composition and monoidal composition. Then it is straightforward that
S(ar) = Q(B) and hence S(ct) has sort Rarrow. The functor R is an isomorphism be-
cause it is injective on the generators (the transitions of the net) and preserves the oper-
ations of symmetric monoidal categories strictly. O

Note that the categories E(S([R])) and Rarrow(R) are not match-share categories,
and hence the functor R _ is not a match-share functor.

Theorem 2 defines a typing discipline for selecting the admissible computations
from the larger class MS([R]). Since, under appropriate assumptions [3], membership
predicates allow automated verification in languages like Maude [9], then the construc-
tion RV answers to the ambiguity of E.

Note that for the arrows in Rarrow(R) only the operations of domain and codomain
are defined, not those involved with contexts. However, the properties of the initial
model can be exploited to factor out the domain and codomain of arrows in Rarrow(R)
into their consumed, read and produced parts. We show this below.
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Fig. 6. A read object a for the arrow A.
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Fig. 7. The proof of Lemma 4, graphically.

Definition 3. Let h € Rarrow(R) and let a be an object with d(h) = u; ® a® up and
c(h) = vi ® a® v, for suitable objects uy, uy, vi, v2. The object a is said to be read in h
if h can be written as (cf. Figure 6):

(ul ® V(a) ®u2); (ul ®a®y(a,u2)); (h@a); (vl ®a®y(vz,a)); (vl ®A(a) ®vz).
Lemma 4. Lett: Rtrans. Then, ctx(t) is read in h.

The proof is graphically illustrated in Figure 7, where for simplicity we let u =
pre(t), v=post(r) and w = ctx(r). The marking read — and not consumed — by £ is
the maximum marking read by /4, and it can be characterized as follows.

Definition 4. Ler h € Rarrow(R). The arrow his pure if d(h) =u®w and c(h) =vQw,
with (u@V(w));(h@w); (v ®A(w)) = h and no other object in u and v is read. The
object w is called the context of h and denoted by ctx(h), while u and v are denoted
respectively by pre(h) and post(h).

For h pure, we denote by I the twisted version of h obtained by exchanging the
position of the context with that of the pre- and post-set (respectively, in the domain
and codomain of h), i.e. h = y(w,u); h;y(v,w).

Corollary 1 (From Lemma 4). Any arrow h € Rtrans(R) is pure.

Lemma 5. Let h € Rarrow(R) be pure, with pre(h) = u, post(h) =v and ctx(h) = w.
Then h € Rarrow(R) and h= (V(w) @u); (w h); (A(w) @v).
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Fig. 8. The proof of Proposition 3, graphically.

The following result shows that computations which are serialized on contexts are
equivalent to the concurrent executions with multiple readings of the context.

Proposition 3. Let hy,hy € Rarrow(R) be pure arrows, with pre(h;) = u;, post(h;) =
v; and ctx(h;) = w fori=1,2. Then:
(I @ua);(vi @) = (w1 @ V(W) @ ua); (1 @ Ia); (v @ V(w) @ 2)
= (u1 ®h2); (h1 @ v2)
Proof. The proof exploits Lemmas 4 and 5 and is (partially) illustrated in Figure 8:

— we first make explicit that the arrows & and hAg read the context w by applying the
laws (valid for pure arrows):

h1 = (w1 @V(w)); (I @w); (v @ A(w))
Iy = (V(w) @up); (w® a); (A(w) @ vy)

— then, we apply the axioms of match-share categories to rearrange the matching and
sharing of w to have enough concurrent copies of it available at the same time and
use functoriality of the tensor to shift 4; and &, in parallel,;

— finally, we get rid of additional copies by applying back the laws of pure arrows.

The equality with the expression where hAg precedes h; is analogous. g

5 Conclusion

Previous approaches to extending the “Petri nets are monoids” semantics to nets with
read arcs have either relied on structured tokens or have defined a too rich category of
computations, where it was difficult to filter out meaningless arrows. We have employed
theories in partial membership equational logic to solve the latter problem.
Specifically, we have introduced a suitable theory RCOMP that provides us with a
typing discipline to select all and only the correct concurrent computations. The theory
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RCOMP enucleates the fundamental algebraic principles on which the non-trivial opera-
tion of reading without consuming is based on. The functorial construction presented in
this paper has been reconciled with unfolding semantics in [1]. Moreover, as equational
reasoning in PMEqtl is supported by the rewriting logic language Maude [9], the the-
ory RCOMP offers a mathematical basis for the analysis and optimization of concurrent
computations in systems with many-readers access policies to shared resources (e.g.,
for the applications of contextual nets in [11,23,29, 10]).

We conclude by mentioning that a non-initial match-share category of abstract mod-
els for nets with read arcs has been used in [4], based on categories of (co)spans in Set.
However, the models in [4] do not retain all the information about the concurrent com-
putations of the net: they just keep track of which resources have been read throughout
the computation and thus can be concurrently accessed from the environment.
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fth CAT is fth MNis
sorts (bject Arrow sort Mbnoi d.
subsort Cbject < Arrow. op e : -> Monoid.
ops d(_) c() : Arrow -> nject. op _®_ : Mnoid Mnoid -> Mnoid
op _;_. [assoc id: e].
var a: pject. endfth
vars f g h: Arrow
eq d(a) = a. fth MONCAT is
eq c(a) = a. MN & CAT renaned by (
ceq a;f = f sort (Monoid, Object) to Qbject.
if d(f) == a. sort (Mnoid, Arrow) to Arrow
ceq f;a=f op e left to e.
if c(f) == a. op _®_left to _®_.
cnb f;g: Arrow op _;_right to _;_.
if c(f) == d(g). op d(_) right to d()).
ceq c(f) =d(g) op c(_) right toc()). ).
if f;9: Arrow endfth
ceq d(f;g) =d(f) if c(f) ==d(g)
ceq c(f;9) =c(g) if c(f) ==d(g).
ceq (f;g);h =1f:(g;h) if c(f) ==d(g) and c(g) == d(h).
endfth

Fig. 9. The theories CAT, MON, and MONCAT.

fth SMONCAT is including MONCAT.
op y(_,_) : Object Object -> Arrow
vars aa bb c: bject. vars f f' : Arrow
eq d(y(a, b)) = axb.
eq c(y(a, b)) = bxa.
eq y(ae)
eq y(e a)
eq 7y(a®b,c) = (a®y(b,c));(y(a, c)x®b).
eq vY(a, b);y(b,a) = a®b.
ceq (fef’);y(b,b) = vy(a a);(f of)

if d(f) == aand d(f') == a and ¢(f) == b and c(f') ==
endfth

a.
a.

Fig. 10. The theory SMONCAT.

A Theories in Partial Membership Equational Logic

The theory of categories CAT is defined in Figure 9. It has sorts Object and Arrow with
Object < Arrow. There are two unary total operations d(_ ) and c(_ ), for domain and
codomain, and a binary composition _ ; _ defined iff the codomain of the first argument
is equal to the domain of the second argument. By convention, functions with given
domain and codomain are total on that domain and codomain. It is easy to check that
a model of CAT is a category (in which objects coincide with identity arrows), and that
CAT-homomorphisms are just functors (cf. [20] for the details).
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The theory MON of monoids is even simpler (Figure 9). It has a unique sort Monoid
and two total operators: the associative tensor - ® _ and the unit element e, which is the
identity for - ® _. Then, by exploiting the tensor product of theories () defined in [20],
the theory of monoidal categories can be obtained by combining the theories MON and
CAT as illustrated in Figure 9. Note that the tensor product construction MON Q) CAT has
the sort poset originated from the product of the two sort posets in MON and CAT and
operators “opM left” and “opC right” for each operator opM in MON and opC in
CAT. The axioms of MON ) CAT are generated by combining the axioms of MON and CAT
(see the appendix of [5] for details). The theory MONCAT just renames sorts and operators
by a more friendly notation.

Finally, the theory of symmetric monoidal categories SMONCAT is defined in Fig-
ure 10, by adding the symmetric natural transformation y(_ , _ ).
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Abstract. We introduce a coalgebraic description of static web sites,
whereby pages are modeled by their links to other pages together with
some extra information. This information can be either related to the
contents or to the presentation or to the architecture of the page, etc.,
and its granularity can vary. This coalgebraic model provides a formal
framework for the analysis of the design of single web sites and for the
comparison of different sites. We give two alternative coalgebraic ac-
counts of user wisits to a web site, as they arise by extracting the infor-
mation contained in the log file of the web server. The first one is defined
in terms of the notion of injective simulation, the latter in terms of an
appropriate lax morphism in Rel. These notions provide formal descrip-
tions of user behaviours and can suggest formal tools for the study of
the usability of a site.

Keywords: Web Site, Log File, User-Visit, Coalgebra, Coalgebraic
Bisimulation, Simulation, Relators.

Introduction

The social and economic importance of the World Wide Web has increased
enormously in recent years. Hence web usability issues have become essential in
site development. Nielsen warns us: The user “who clicks the mouse gets to decide
everything. It is so easy to go elsewhere; all the competitors in the world are but
a mouseclick away” [14]. Therefore the notion of web interaction is crucial when
dealing with usability. Intuitively, a web interaction occurs when a user wisits a
website.

In spite of the role of the World Wide Web, apart from recent attempts such
as the one by J. Goguen on web interfaces, [7,8], no completely satisfactory
formal model for dealing rigorously with web-design issues has yet been put
forward.

In this paper, we explore the possibility of utilizing coalgebraic tools in the
description of web sites, and we suggest a basic coalgebraic account of web inter-
actions. We feel that this approach can provide a simple, but firm, foundation
to a rigorous approach to web design and analysis.
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Coalgebras are algebraic structures dual to algebras. They can offer conve-
nient abstract accounts of datastructures, when the focus is on behaviour, ob-
servations, top-down recognition, etc., rather than on compositional generation.
F'-coalgebras, for F' endofunctor on a category C, provide a uniform categorical
descritpion of the behaviour of dynamical systems and various kinds of circular
and infinite objects [1,2,9,5,10,18]. Furthermore, coalgebraic models give nat-
ural notions of behavioural equivalences between states of a dynamical system,
and between dynamical systems themselves. Such equivalences can be coinduc-
tively characterized as greatest coalgebraic bisimulations. Moreover, the unique
morphism from the coalgebra representing the system into the final coalgebra
gives a canonical model of the system, where bisimilar states are equated.

In this paper we model static websites as coalgebras for the functor A x
Py (-), where Py denotes the finite powerset functor and A denotes, with varying
granularity, page information, which can be either related to the contents or to
the presentation, or to the architecture of the page, or hyperlinks outgoing from
the site.

There is another coalgebraic approach to the World Wide Web in the lit-
erature due to Lisitsa and Sazonov, [11,19]. They present an abstract hyperset
model of the Web. Coalgebraically, this amounts to modeling the Web as a coal-
gebra for the (hyper)set functor Py(L x _), where P denotes the finite powerset
functor and L is a set of labels for links. This model is link-oriented. Pages are
modeled as sets of “words”, up to bisimilarity. Words carry a contents and a link
component. “Real” links correspond to links to non-empty pages.

The coalgebraic description that we propose takes into account the notions of
site and page information, and, unlike Sazonov’s model, it is contents-oriented.
Hence, we can naturally accomodate many features of web pages and web inter-
actions. First of all, we give a coalgebraic account of single web sites, and pages
are modeled not only in terms of their links but also of extra non-dynamic infor-
mation which they can carry. This information can be related to the contents,
including hyperlinks outgoing from the site, or to the architecture or presentation
of the page, according to which aspect of page/site design we wish to focus on.
The granularity of this information is not fixed, but in the case of contents, for
example, it can range from the entire text to a set of keywords. Page bisimilarity
in our abstract representation of web-sites immediately suggests what we feel
are correct design principles, which reduce the disorientation in the user w.r.t.
contents. We focus on static sites; in order to deal with dynamic sites, our model
should be enriched with extra information modeling various classes of users. A
more detailed comparison of our approach with Sazonov’s appears in Section 3.
Our coalgebraic model gives a formal framework for the analysis of (static) site
design, and for the comparison of different sites in terms of coalgebraic bisimi-
larity.

In modeling user wvisits, we proceed realistically, namely we utilize only the
information which can be extracted from the log file of the web server at the
site, i.e. the file in which the users’ activities concerning that site are registered.
We give two alternative (but equivalent) coalgebraic accounts of a user wisit
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to a web site. The first one is defined in terms of the notion of simulation,
the latter in terms of an appropriate lax coalgebra morphism in a category of
sets and relations between the coalgebra representing the visit and a suitable
coalgebra induced by the site. In the latter we use the notion of relator [20,17,
4]. Our coalgebraic account of user visits gives us a formal tool for studying user
behaviour, and hence for analysing the usability of a site, which could fruitfully
complement the more standard, but subjective methods of heuristic evaluation
and user testing. In particular, we provide formal descriptions of various web
design notions and properties, such as wuser behavior, locality, reachability. An
interesting result of our analysis is that bisimilarity equivalence on sites can be
expressed in terms of the behavioural equivalence on sites as can be gathered by
considering the possible visits to them. This implies that also if we (can) assess
the usability of a site in terms of the server-centred information contained in the
log file, sites can be taken essentially up-to bisimilarity.

Synopsis. In Section 1, we present an overwiev of the features of the web which
are of interest for our purposes. In Section 2, we present our coalgebraic model
of web interactions. Comparison with related work and final remarks appear in
Section 3. In the Appendix A, some basic notions on coalgebras are recalled.

A preliminary version of this paper was presented at the WADT02 Confer-
ence, Frauenchiemsee, Germany.

1 An Overview of Web

1.1 What Is a Website?

A website can be described as a set of web pages together with a link structure,
for example a tree, a graph. Recently, Brajnik and Toppano! proposed a more
analytical definition of a web site, accounting for extra features, which intervene
in web design. More precisely, they view a site under three different (indepen-
dent) perspectives: contents, architecture, and presentation. Therefore, a site is
represented as a triple corresponding to the three aspects above. In particular,
the contents part describes the topic of each page. Architectural aspects include
the organization of the information, the navigation system, the labeling system
[16]. Finally, the presentation part accounts for e.g. font and character size of
each page. The main advantage of this approach is a reduction of the complexity
in designing and analysing a site.

1.2 How Can We Gather Information on User Behaviour?

In the literature, there are three methods for obtaining information on user
behaviour: Usability Testing (also known in the literature as (Discount) User
Testing), Questionary, and the Log File. The first is a reproduction of the inter-
action between user and site. Questionaries provide subjective opinions of the

L private communication.
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user on the site. Finally, the Log File is the only objective tool available for
measuring the workload of a server. In the literature also Heuristic Evaluation
is considered. This is a usability engineering method for discovering usability
problems in a user interface design, so that they can be taken care of through
an interactive design process [13]. Heuristic Evaluation does not tell us anything
about user behaviour.

1.3 Log File

Broadly speaking, the log file is a set of lines. Each of these represents a user’s
request to a site. More precisely, user’s requests are operations on a site, called
hits. They measure the workload of the server (or rather, the program on the
server that manages the interface with the web server).

At alower level, an interaction between user and site is an interaction between
the client of a user and the web server of a site via some protocol. Nowadays
the most frequent web protocol is HT'TP. In such an interaction, the web server
registers the requests of the client on the log file. In the following example, we
illustrate a fragment of a log file, where we highlight the first hit.

Ezxample 1 (Fragment of Log File).

#Software: Microsoft Internet Information Server 4.0

#Version: 1.0

#Date: 2000-10-06 00:01:56

#Fields: date time c-ip cs-method cs-uri-stem sc-status sc-bytes cs-bytes

# cs-version cs(User-Agent) cs(Referer)
2000-10-06 00:01:56 193.207.47.2 GET /TimeService.taf 200 174 143

Hit = { HTTP/1.0 Tango+Application+Server/4.05.0204+(WindowsNT/4.0;
+INTEL) -

2000-10-06 00:03:33 209.73.164.40 GET /catalogo.taf 200 27254 284 HTTP/1.0
Scooter/2.0+G.R.A.B.4+V1.1.0 -

2000-10-06 00:17:17 212.41.211.28 GET /images/pulsantiera logo_Alias.gif 200
871 312 HTTP/1.1 Mozilla/4.0+4(compatible;+MSIE+4.01;4+Windows-+98)
http://www.alias.it/

2000-10-06 00:17:18 212.41.211.28 GET /images/pulsantiera_internet.gif 200
1046 310 HTTP/1.1 Mozilla/4.04+(compatible;+MSIE+4.01;+Windows+98)
http://www.alias.it/

A hit represents each individual operation; that is, if a web page has four
images, then we have five hits: four for loading the images, and one for loading
the web page. Each hit consists of fields, such as date, time, and method. More
particularly, these fields depend on the format of the log file.

At the beginning of the (fragment) of the log file, we marked by # some notes
which help us in reading the hits. The fields are only a subset of those available
in the Microsoft IIS format. Take for example the first hit. Then 2000-10-06
and 00:01:56 are the date and the GMT time of the request; 193.207.47.2
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is the client address; GET is the method used for the client server interaction
(called by the acronym cs); /TimeService.taf is the requested resource; the
status field 200 means that the server satisfied the client request; 174 is the
number of bytes sent from the server to the client (called by the acronym sc)
whereas 143 is the number of bytes received by the client; HTTP/1.0 and
Tango+Application+Server/4.05.020+(WindowsNT/4.0;+INTEL) are respec-
tively the protocol version and the software used by the client in the interaction
(note that we have also the information concerning the operating system); finally
the referer field is the previous requested resource of the client, note that in the
first hit the referer is not recordered (in fact we have “~”) whereas in the last
hit the referer is http://www.alias.it/.

The only information about the user registered in the log file is the IP address
of the computer which she is using. Of course, there can be more users on the
same computer, or the same user can be on more computers, but these situations
are not described in the log file. Several algorithms have been introduced in the
literature, in order to understand when several users have the same IP [15], but
these algorithms are not normally available. Therefore, we choose to approximate
users with IP addresses.

By a user visit, we mean the set of page requests to a site from the user,
registered in the log file. Notice that we consider only page requests and not a
generic request (e.g. for loading an image). This corresponds to selecting, in the
log file, exactly the hits where the method is GET and the file has the extension
.html. However, in general, not all pages visited by a user are registered in the
log file, due to the mechanisms of browser caching and Internet caching.

1.4 Browser and Internet Caching

When a page is requested from a client to a server, it is usually loaded in the
client’s cache.

Take for example A= http://www.dimi.uniud.it, and suppose the user visits
also a linked page, for example http://www.dimi.uniud.it/people. If the user
returns to A, either via a back link or via an ordinary link, then the latter
operation will not be registered in the server. In fact the user is visiting the copy-
cache of A in her client. This gives rise to a GAP in the log file. More properly, we
define a GAP as any path of the user on the graph of the site that is unregistered
in the log file. In general, the cache memory depends on the architecture of the
client. GAPs in the log file can be also due to Internet caching. The mechanism
of Internet caching allows to recover a page from the cache memory of a server
different from the one which has requested the page. This happens when a client
requests a page of a site through another site (typically through a search engine),
and the page is resident in the cache of the intermediate site.

Therefore, if we assume an “unlimited” cache memory for the user, which
seems to be a good approximation in many concrete cases, then only “first vi-
sits” to web pages are registered in the log file. However, not all first visits
are registered, due to Internet caching. For simplicity, we do not treat Internet
caching in this paper.
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2 The Coalgebraic Model

In this section, we illustrate our coalgebraic model of web interactions, and we
analyse the properties captured by it. First, we give a coalgebraic account of a
web site, whereby pages are modelled by their links together with some extra
information. This information can be related either to the contents, including
hyperlinks outgoing from the site, or to the architecture or to the presentation
of the page, according to which aspect of page/site design we wish to focus on.
Then, we give a coalgebraic account of user visits, as they can be defined on the
basis of the information in the log file.

Rather than using ordinary Set Theory, we prefer we work in the category
Sety; of non-wellfounded sets (or hypersets) with Urelements (atoms), i.e. sets
of a universe with atoms satisfying an Antifoundation Axiom [6, 1]. Hypersets
provide a very intuitive and convenient way of describing the final coalgebras for
the functors involved in this paper, the function being the identity. In ordinary
Set Theory this would not be so, and we would need some extra effort to grasp
the shape of the final coalgebra. Furthermore, by so doing we make it more easy
to compare our approach to Sazonov’s.

2.1 Coalgebraic Description of Web Sites

We describe a site w.r.t. three parameters: contents, architecture, presentation.
To this end, we define a set A £ C x A x P, where C, A, P are sets of atoms
encoding contents, architecture, presentation information, respectively.

A web page p can then be represented by a (possibly circular) pair (a, {l1 :
Diy--yln : Dn}), where [;(€ L) is a link label in p and p; is the page linked
by l;, and a € A is the encoding of a contents related information on the page
p. In this page representation, more than one link from one page to another is
allowed. However, link labels are missing in the log file. Therefore, in our model,
we assume that there is at most one link from one page to another. This allows
us to simplify the above presentation of a web page p with p = (a, {p1,...,0n})-
Our assumption is also justified by the fact that it is a design principle to have
at most one link from one page to another with the exception of textual links.
We emphasize that {pi,...,pn} are a subset of the pages in the site, since our
model is stricly based on the log file. Information of any external link, that is
links from an inside page to a outside page can be registered in A.

A (static) web site S, i.e. a set of (link connected) web pages closed under
the relation induced by the links, is represented as a coalgebra for the functor
Fu(X) : Set}; — Setj; defined by Fa(X) = A x P;(X). For a set of pages S
representing a site, the coalgebra structure fg : S — F4(S) yields the identifier
of the current page (state) and the pages reached via the links from the current
page (the next states), i.e. fs(p) = (a,{p1,...,0n})-

We call web-site coalgebra a coalgebra for the functor F4 above.

Our coalgebraic description of a site induces a notion of coalgebraic equiva-
lence on the web-pages of a given site:
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Notion Coalgebraic Description w.r.t. F4 = A x Ps( )

Page p=(a,{p1,...,pn}), where a € A

Site |F4-coalgebra fs: S — F4(S) defined by fs(p) £ (a,{p1,-..pa})

Definition 1 (Web-page bisimilarity). Let fg : S — Fa(S) be a web-site
coalgebra. Two pages p1,p2 € S are coalgebraically equivalent if there exists an
Fp-bisimulation R C S x S relating p1 and ps. L.e. there exists a relation R such
that (p1,p2) € R, and moreover :

(p,p)) € R =

i) m o fs(p) =m0 fs(p') and
ii) Vp1 € ma 0 fs(p) Tp| € mao fs(p'). (p1,p}) € R and
i1) Vp) € mp 0 fs(p') 3p1 € m2 0 fs(p). (p1,0)) € R .

Similarly, we introduce a coalgebraic equivalence between different sites:

Definition 2 (Web-site bisimilarity). Two web-sites fs : S — Fa(S) and
gr : T — FA(T) are coalgebraically equivalent if there exists an F 4-bisimulation
RCSxT, ie.

(p,p)) € R =

i) m o fs(p) = m o gr(p’) and
ii) Vp1 € ma 0 fs(p) Ip) € ma o gr(p’). (p1,p}) € R and
i1) Vpy € T2 0 gr(p') 3p1 € a0 fs(p). (p1,p)) € R .

According to the coalgebraic paradigm (see Appendix A), the image of the
unique morphism from the coalgebra representing a site, (5, fs) say, to the fi-
nal F 4 coalgebra provides the canonical model of the site, i.e the minimal (non
redundant) web-site equivalent to (.5, fs).

Proposition 1 (Irredundant web-site). Let (S, fs) be a web-site coalgebra.
Then the image of the unique morphism Mg from (S, fg) into the final Fu-
coalgebra gives the minimal (non redundant) web site equivalent to S w.r.t. the
chosen page representation A, i.e. Mg(p) = Ms(p') iff p ~a p', where ~4 is
the largest F 4-bisimulation.

Clearly, in designing a web-site, one has to have very good reasons not to go
for an irredundant web-site, given the contents A.

In our coalgebraic description of web pages, we have not fixed the parame-
ter A, encoding page information. We can choose to model pages with different
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levels of abstraction, according to the analysis that we want to carry out. E.g.,
as far as contents, the finest description is obtained by taking the parameter C'
in A to encode the entire contents of pages. A coarser description can be ob-
tained when C' encodes just the titles of pages. The coarsest possible description
is obtained by taking C' £ 1, where 1 is a one-element set, i.e. the final object in
Sety;. This corresponds to disregarding contents information completely. Differ-
ent levels of abstraction in the parameter A give rise to different functors related
by (surjective) natural transformations,  : F4 — Fy/; this represents the ab-
straction procedure from one representation to a coarser one. Correspondingly,
the coalgebraic representations of a site w.r.t. F4 and F 4 are n-related. Le. if
(S, fs) is the F4-coalgebra representation of a site, then (S,ns o fs) is the Fa/-
coalgebra representation of the same site given by F4.. Moreover, as expected,
page equivalence is preserved from the finer model to the coarser one.

Our coalgebraic model can be used to study the structure of a given web
site. By choosing different levels of granularity for A, we can detect contents
(architecture, presentation) related pages or possibly useless page duplications.
In particular, the coalgebraic model can capture naturally the property of co-
herence of a site. Informally, a site is coherent w.r.t. architecture, respectively
presentation, if the corresponding choices are the same for all pages. This can be
accounted for in our coalgebraic model, by showing that the site F 4-coalgebra
is also a site F4/-coalgebra for a suitable A’. Intuitively, the three parameters of
A, (that is, contents, architecture and presentation) can be considered as three
viewpoints on the site. Take for example the case of architecture of a page. If we
abstract both the contents and presentation parameters, then we only see the
pages of a site under the architectural feature. As a result, the final coalgebra
will exactly give all architectural schemata of the pages.

2.2 Coalgebraic Description of User Visits
We model a user visit to a site (.5, fs), on the basis of the information registered
in the log file of S (see Subsection 1.3). We assume first that each client has a
personal (unlimited) cache memory. As a consequence, for each user, only the
first visit to each site page is registered in the log file. Therefore, by abstracting
from possible multiple requests of the same page, a visit can be realistically
represented as a tree, which is a subgraph of the site.

First we need to introduce the notion of F4-simulation, between F 4- coalge-
bras. This is a sort of one-sided bisimulation:

Definition 3. Let fg: S — F4(S) and g7 : T — FA(T) be F4-coalgebras. An
Fp-simulation R C S x T, is a relation such that

(p,p) e R =

i) m 0 fs(p) =m0 gr(p) and
it) Vp1 € mz 0 fs(p) Ipy € 20 g7 (p’). (p1,p1) € R.
An F4-simulation R is total if its domain is precisely S.

Now we are in the position of introducing our first coalgebraic description of
user visit:
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Definition 4 (User Visit). A wvisit to a site (S, fs : S — Fa(S)) is a total,
functional, and injective F4-simulation between an F4-coalgebra (V,gy) and
(S, fs), where (V,gy) is a tree coalgebra. A tree coalgebra (V, gy ) is a coalgebra
such that there exists py € V representing the entry page and Vp € V, there
exists a unique sequence (po,...,pn) such that p, = p and, for all 0 < i < n,
Pi+1 € T2 0 gy (ps)-

In the simulation condition above, the injectivity condition guarantees that
visits correspond exactly to subgraphs of the site, and not only up-to bisimilarity.

One can notice that user-visits are not F4-subcoalgebras of the original site.
A somewhat weaker notion of F4-coalgebra morphism is necessary to describe
user visits, namely that of lax coalgebra morphisms. Hence we show that user
visits can be alternatively characterized via lax coalgebra morphisms in the cat-
egory Relj; of non-wellfounded sets and relations.

First we need to introduce the notion of relator, originally introduced and
discussed in the literature by [20,17,4]. The notion of relator simulation can be
given in any category of relations. For simplicitly, we do not give it in its full
generality, but we focus on the category Rely;.

Definition 5 (Relator). i) A strong relator I' is a functor in the category
Relj;.
it) A relator is a strong relator which does not necessarily preserve the identity
relation.
iii) A F-relator I', where F : Set;; — Sety; is a functor, is a relator which
extends the functor F, i.e.

— I'(A) = F(A), for every set A

— F(f) CI'(f), for every function f (identified with its graph-relation).

Relators can be used to provide a purely categorical account of simulations,
but we shall not develop this here, see [20] for more details.

We can now define a lax coalgebra morphism between I'-coalgebras, for a
relator I

Definition 6 (Lax Coalgebra Morphism). Let I : Relj; — Relj; be a rela-
tor, and let (X, fx), (Y, fy) be I'-coalgebras. Then h : (X, fx) — (Y, fy) is a
lax coalgebra morphism if I'(h) o fx C fy o h.

A direct calculation shows that a user visit can be characterized as follows:

Proposition 2. A user visit of the site (S, fs: S — Fa(S)), i.e. a total, func-
tional, injective simulation R between a tree coalgebra (V,gy) and (S, fs), is a
laz morphism R : (V,gv) — (S, Ry,) in Rel; w.r.t. the Fa-relator I'x defined
by: for all RC X XY, T'y(R): Ax Pp(X) = AxPs(Y), (a,2)I4(R)(a,y)
iff © C R(y), where R(y) £ {z | 32’ € y . zR2"}, and where Ry o S x I'a(S) is
defined by (p, (a,x)) € Ry iff a =m o fs(p) and x C w20 fs(p).

Vice versa any total, functional and injective lax morphism R : (V,gy) —
(S, Rys) between I'a-coalgebras, for I'y Fa-relator defined as above, (V, gv) tree
F4-coalgebra and (S, Ry, ), arising from an F4-coalgebra (S, fs) as above, is a
user wisit for (S, fs).
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Various properties concerning user behaviors can now be discussed in our
coalgebraic setting.

First of all, the notion of locality of a visit R of the site (S, fs), i.e. the set of
pages of the site which have been explored during a visit, can be recovered by
taking the image of the user visit R.

In our coalgebraic setting, bisimilarity on visits defines user behaviours, in
the sense that two users can be taken to have the same behaviour w.r.t. a site,
if their visits are bisimilar.

An interesting result that we obtain from our model is that user visits to a
site are sufficient to characterize a site up-to bisimilarity, i.e. if we ignore self-
references to pages, that is the links from a page to itself. Namely two sites are
equivalent (bisimilar) if and only if they admit equivalent (bisimilar) visits.

Proposition 3. Let (S, fs), (5, fs') be site Fa-coalgebras, with no self-links.
Then S is bisimilar to S’, if and only if for any visit V of S there exists a
bisimilar visit V' of 8" and vice versa.

Proof. (Sketch) If the sites S,S’ are bisimilar then it is immediate that they
have bisimilar visits. In order to show the converse, we use coinduction. g

The problem of self-references arises because in the log file only the first visit
to a page is registered. Hence, we cannot “observe” self-links, while any other
link connecting different pages is observable. In order to overcome this problem,
we could set the life-time of pages in the local cache memory to 0. Under this
assumption, all user visits to pages of a site are registered in the log file. As a
consequence, a visit can be characterized as a path in the graph of the site. In
the general case, where we have a bounded cache memory, a visit amounts to a
subgraph of the site. Coalgebraically, this can be described as a visit according to
Definition 4, where the tree coalgebra hypothesis on the simulation is dropped:

Definition 7 (User Visit, bounded cache). A user visit of the site (S, fs :
S — F4(9)) is a total, functional, injective F 4-simulation between a F4- coal-

gebra (V,gv) and (S, fs).

Analogous results to those given for user visits under the assumption of
unlimited cache memory hold also in this case. In particular, a strenghtening of
Proposition 3 holds, whereby bisimilarity equivalence of sites, including pages
with self-links, can be exactly characterized in terms of bisimilarity of user visits.

If we (could) assess the usability of a site only in terms of the server-centred
information contained in the log file, sites could be taken essentially up-to bisi-
milarity.

More accurate models for visits can be obtained by exploiting also the time
information in the hits of the log file, although we need to be very cautious. The
time interval between visits to successive pages could be taken as an approxima-
tion of the time spent by the user to “completely understand” each single page,
but this is true only up to a first approximation. The functor used in this case
would be F A, where A encodes positive time intervals. A natural notion of
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A-enriched visit can then be defined by taking the domain of the simulation to
be (V, gv), where (V, gy) is an F4xa-coalgebra, and (V,ny o gy) is a standard
visit domain, for 1 : Faxa — F4 the abstraction natural transformation. The
bisimilarity equivalence on this model allows us to study user behaviour on the
basis of the time spent for a visit, and hence to judge the usability of pages/sites.

3 Conclusions and Directions for Future Work

In this paper, we have introduced a coalgebraic description of web interactions.
In particular, we have defined coalgebraic models of sites and user visits to
a site. The latter relies on the information registered in the log file. In our
coalgebraic model, we provide formal accounts of some important properties of
sites, including coherence of a site, locality of a visit, user behaviour.

Comparison with Sazonov’s approach. In the introduction, we have sketched
Sazonov’s model for the web. He considers the web as a coalgebra for the (hy-
per)set functor Py (L x_), where P denotes the finite powerset functor and L is a
set of labels for links. His aim was to provide an abstract, “static” set-theoretic
view of the web in order to build a query language for Web-like Data Bases.
Such a model apparently needs to be link-oriented. Unlike Sazonov, our aim was
to give a formal model of the interaction between user and site by exploiting
the information in the log file. Ours is a contents-oriented approach. We have
chosen therefore the functor F4(X) = A x P(X), A denoting the contents, pos-
sibly at different levels of abstraction. Moreover, since in the log file the precise
nature of links is missing, we did not deal explicitly with them. Hence, unlike in
Sazonov’s model, we do not have, in general, more than one link from a given
page to another page, and similarly two pages, p1, p2, whose only difference is in
the labels to the same pages, are taken to be equivalent for us but different for
Sazonov. In our approach the precise nature of labels can be accounted for in
the contents. This is fine unless one wants to access pages using set-theoretic op-
erations acting explicitly on the label as Sazonov does. As a trade-off we do not
need to use the “trick” of a label to an empty page to represent contents, which
has no hyperlinks. Furthermore, by modifying the nature of A, using natural
transformations, we have a more flexible approach which allows for discussing
naturally also issues not related to links.

Probably a more complete categorical picture of websites can be achieved
by considering as functor G4(X) = A x P(L x X). However, for the precise
purposes of this paper this would have resulted in unnecessary complications.

We end up with a list of open problems issuing from our approach:

— It would to interesting to extend our model, in order to capture possibly
dynamic sites. To this end it could be interesting to consider the approach
by Atzeni and al. [12, 3].

— In this paper we have mainly focussed on possible applications of our coal-
gebraic model to the analysis of web sites. We are confident that our model
can help also in the design of sites. Yet unexplored in the literature are the
issues of site specification and site refinement.
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— It would be interesting to study formal (coalgebraic) techniques for reasoning
on the correctness of algorithms on web sites. To this end, sites could be
formalized as (coinductive) data types, following the approach in this paper.

— The issue of Internet caching would probably lead us to cosider visits as
forests. More work needs to be done here.

— There are still a number of other mechanisms which could be better under-
stood, given a formalization of their behaviour, e.g. Forward and Backward
moves.
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A Coalgebraic Preliminaries

In this section, we recall the notion of coalgebra, coalgebra morphism, coalgebraic
bisimulation, and the main result of the coalgebraic paradigm, which chara-
cterizes equivalences induced by morphisms into final coalgebras as coalgebraic
bisimilarities, i.e. greatest coalgebraic bisimulations. For more details, see e.g. [9].
We work in the category Set;; of non-wellfounded sets with Urelements (atoms),
i.e. sets of a universe with atoms satisfying an Antifoundation Axiom, [6,1].

Definition 8. Let F : Setj; — Set];. A F-coalgebra is a pair (X, fx), where
fx : X — F(X) is an arrow in Sety;. F-coalgebras can be endowed with the struc-
ture of a category by defining F-coalgebra morphisms as follows. h : (X, fx) —
(Y, fy) is a F-coalgebra morphism if h : X — Y is an arrow of the category
Sety; such that the following diagram commutes

x—" sy

fxl/ fv

F(X) o F(Y)

Definition 9 (F-bisimulation, [2]). Let F be an endofunctor on the category
Setj;. A relation R C X XY is a F-bisimulation on F-coalgebras (X, fx) and
(Y, fy), if there exists an arrow of Sety;, v : R — F(R), such that the following
diagram commutes

X<~—"—R— >y
fxl l’Y fy
F(X) F(m1) F(R) F(m2) F(Y)

Equivalences induced by unique morphisms into final coalgebras can be char-
acterized coinductively as the greatest F-bisimulations.

Theorem 1. Suppose that F : Sety, — Sety; has a final F-coalgebra (2r, for).
Let (X, fx) be a F-coalgebra, and let M : (X, fx) — (2p, for) be the unique
final morphism. If F' preserves weak pullbacks, then

i) for all F-bisimulations R on (X, fx), Mom = Momy;

it) the kernel pair of M is an F-bisimulation on (X, fx).
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Abstract. We define a calculus for modeling dynamic linking indepen-
dently of the details of a particular programming environment.

The calculus distinguishes at the language level the notions of software
configuration and execution, by introducing separate syntactic notions
of linkset expression and command, respectively.

A reduction step can be either a simplification of a linkset expression,
or the execution of a command w.r.t. a specific underlying software con-
figuration denoted by a linkset expression; because of dynamic linking,
these two kinds of reductions are interleaved.

The type system of the calculus, which is proved to be sound, relies on
an accurate dependency analysis for ensuring type safety without losing
the advantages offered by dynamic linking.

1 Introduction

In the early years of programming languages, programs were considered as large
self-contained entities. Programming environments offered only primitive facili-
ties for splitting code into single fragments and manipulating these individually.
Correspondingly, formal models of type-checking and execution were related to
whole programs.

However, the need for mechanisms of modularization has quickly emerged
in different phases of the process of software production and execution. At the
language level it was soon realized the importance of decomposing software into
relatively small pieces, each one corresponding to a single logical unit. This pieces
of software are usually called modules. In this way it is possible to associate with
each module a specification of its behavior. Moreover, single modules can be
developed and tested independently and then composed by just relying on their
specifications. Considerable effort has been invested in studying theoretical foun-
dations and designing advanced forms of module systems [2l13IT4/12/5[OITTIT],
inspired by the unifying principle of two separate linguistic levels, a module lan-
guage providing operators for combining software components, with their own
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typing rules, constructed on top of a core language for defining module compo-
nents. The module language should be independent as much as possible from
the core language, even more, in principle could be instantiated over different
core languages (see, e.g., [I2)2] for an effective demonstration of these ideas).

Turning now to consider extra-linguistic aspects, an important feature a pro-
gramming environment should support in order to achieve modularization is
separate compilation. This means that modules in the language should corre-
spond to compilation units (actually the necessity of splitting large programs
into fragments in order to compile them separately was one of the initial moti-
vations for modularization). Of course, from the compilation of a single source
fragment we do not expect in general to get an executable program, since this
fragment is open, that is, refers to other fragments on which it specifies some
requirements; however, an executable program can be obtained by assembling
together in some way a collection of binary fragments obtained by separate com-
pilation, provided that mutual requirements are satisfied. This process, which is,
for instance, performed by a (static) linker, is usually underspecified in program-
ming environments, and has not deserved much attention until the recent years.
Cardelli’s work on foundations of linking [4] can be considered a milestone in this
direction and is based on the definition of a simple framework where each module
can be separately compiled to a self-contained entity called a linkset, which is a
collection of named judgments X1 — I1 Fey 71, ..., X,y — [, F e, : 7, where
e; is a code fragment named X, 7; is the type associated to this fragment during
separate compilation (here, as in [4], we reduce compilation to type-checking and
do not consider issues concerning code generation), and I is a type environment
specifying the requirements on other fragments needed for type-checking e;. At
this point, provided that the linkset inter-checks (that is, linkset fragments are
consistent with respect to each other), an executable program can be obtained
from the linkset by applying a sequence of linking steps, where each step consists
of resolving (by substitution) the dependencies of all other fragments on a given
self-contained fragment X; (mutual recursion is not considered in [4]), finally
leading to a closed piece of code. In addition to Cardelli’s paper, it must be
pointed out that module calculi such as, e.g., CMS introduced in [2], can also be
seen as formal models of linking; indeed, in these calculi modules can be viewed
both as entities at the language level (hence, operators of the calculus model
operators of the module language) and as code fragments. In the latter view, op-
erators of the calculus model operations which can be performed on fragments
(such as primitives of a configuration language): for instance, the linking step in
H] corresponds in CMS to the application of a freez operator which resolves
all dependencies on a given module component X by making a local copy of the
current definition of X in such a way that further changes to X will not affect
the other components (this allows to also model mutual recursion).

! This is the name adopted in the original formulation in [2], while in the calculus
presented here we will adopt for the analogous operator the more appropriate name
link.
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All these formal frameworks only model static linking, that is, the case in
which the configuration phase of the software system takes place only before
execution and yields a closed piece of code. However, most widely-used modern
programming environments such as those of Java and C# provide an even more
advanced form of modularization where not only single source fragments can
be separately compiled, but the resulting code fragments can be be linked to
an already executing program (dynamic linking), hence the configuration and
execution phases can be interleaved.

To our knowledge, a simple formal model of dynamic linking analogous to
that for static linking in [4] is missing; the existing literature on the subject
is mainly concerned with the modeling of concrete mechanisms in existing pro-
gramming environments (see, e.g., the large amount of work of Drossopoulou
and others on phases of dynamic linking and verification in Java-like languages
[7I68]). In this paper, we provide a first step towards an understanding of the
dynamic linking mechanism abstracted from the details of a particular program-
ming environment.

To this end, we introduce a simple calculus of configurations, which are pairs
consisting of a linkset expression and a command. Configurations can evolve
in two ways: either by simplifying the linkset expression (that is, performing a
configuration step) or by performing a step in the execution of the command.
However, configuration and execution are interleaved: an execution step may
trigger a configuration step (for instance, when a not linked yet fragment is
needed) and modify the execution context (for instance, updating a fragment).

Summary. Section Bl contains the formal definitions and main results together
with some simple examples; in Section Bl we draw some conclusion and we discuss
possible directions for future work.

2 A Calculus of Linksets

In this section we formally define our calculus. Terms of the calculus, called con-
figurations, model snapshots in the lifetime of a software system, and are pairs
consisting of a linkset and a command, corresponding to two different phases
called configuration phase and execution phase, respectively. The configuration
phase corresponds to the process of obtaining an executable application by com-
bining in various ways different pieces of software. This phase may be interleaved
with the execution phase, even though it typically takes place before execution;
for instance, it can correspond to what is performed by a (static) linker. In our
calculus, this phase is modeled by the fact that the linkset is, in general, a com-
plex expression, which must be reduced to a normal form for performing some
kind of command; after that, it is possible to start reducing the command, in
the context provided by the linkset.

Basic linksets are roughly, as in [4], collections of named, interdependent code
fragments, and operators for composing linksets correspond to operations one
can perform during configuration. In particular, an important operation one can
perform on a linkset is what is called in [4] a linking step: we can link a fragment,
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say X, that is, resolve the dependencies on X. Static linking (as modeled, e.g.,
by Cardelli [4]) requires fully linked linksets in order to start the execution of
any command, so that all dependencies have been resolved before the execution
phase starts.

However, in our model we want to be more flexible by allowing linking to
take place at run-time too. Hence, execution can start also when the linkset
is not fully linked; during execution of the command, we can find references
to other fragments which have not been resolved yet, hence they need to be
dynamically linked. We distinguish two forms of run-time linking. In the first
form, which we call (permanent) dynamic linking or simply dynamic linking,
a fragment is permanently linked to the executing program the first time it
is needed. This is what dynamic linking means in, e.g., Java and C#. In the
second form, which we call volatile dynamic linking, or simply volatile linking,
a fragment is made available to the executing program when its code is needed,
but not permanently linked, so that when a later reference to the same fragment
is encountered the linking must be performed again, and in case the fragment’s
code has been changed thereafter the new version is used. The latter form of
linking offers the flexibility necessary for dynamic reconfiguration of systems.
Even if this feature is not largely exploited yet in current real-world programming
languages, volatile linking can also be seen as an abstraction to manage at the
programming language level the new forms of networks (peer-to-peer, ad-hoc,
etc.) in which the high-level of mobility requires context-aware programming.

2.1 Syntax

Before defining configurations, we introduce some notations and conventions.

Notations

- f:A ™ B means that f is a partial function from A to B with finite domain,
written dom(f); the image of f is written img(f). We write a; : b;*S’ for
the partial function mapping a; to b; for all i € I (where the a; must be
different, i.e., a; = a; implies i = j). We use the following operations on
partial functions:

e () is the everywhere undefined partial function;

f and g are compatible when f(z) = g(x) for z € dom(f) N dom(g);

f1, fo denotes the union of two partial functions with disjoint domain;

fi € fo means that the graph of f; is included in that of fs, i.e.,

dom(f1) C dom(f3) and f; and fo compatible;

FA\Ais defined by (f\A)(z) £ tjifillﬁned :)ft}a:efwfilse;

e f{a:b} denotes the update of f in a, that is, f\{a},a: b;

— If eis a term, and p a finite partial function from a set of variables to a set of
terms, then e{p} denotes the parallel substitution of all variables € dom(p)
with p(z) in e (modulo a-conversion).
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l € Linkset n= linksets
[¢; 05 p] with
dom(t) Ndom(p) = basic linkset
B AUV ([i:05 )  (dom(x) U dom(p))
| L+l sum
| linkx (1) link
| dlink% (1) (permanent)
dynamic link
| dlink% (1) volatile (dynamic)
link
¢ : Var 2% Name input assignment
0 : Name ™% Exp output assignment
p : Var o Exp local assignment
c € Com n=e|set(X,e) | get(X) |letz=c1ince | ... commands
e € Exp n=x| x| n| ... (core) expressions
T € Type m=int | void | ... (core) types
v € Conf x=(l, ¢) configurations

with FV(c) C BV (1) AFN (¢) C BN (1)

Fig. 1. Syntax of configurations.

The syntax of the calculus is given in Figlll It is parametric in an infinite set
Name of (fragment) names X, an infinite set Var of variables z, and a set Exp of
(core) expressions (the expressions of the underlying language used for defining
single code fragments). Intuitively, names are used to refer to fragments from
outside a linkset, whereas variables are used in code within a linkset (indeed,
expressions are assumed to be built on top of variables, see the production for
Exp). This distinction between external and internal names of fragments is quite
standard now in module and fragment calculi and has motivations both on the
methodological side, such as allowing to model name resolution performed by
a linker, and on the technical side, such as allowing a-conversion for variables
while keeping external interfaces (see, e.g., [2] for an extended discussion of this
point).

Linksets are either basic linksets (collections of named code fragments in the
underlying expression language) or are constructed by linkset operators corre-
sponding to the operators of a configuration language.

A basic linkset is similar to a basic module in module calculi (see, e.g., [2]),
and consists of three components. The ¢ component is a mapping from variables
into names and represents the input interface of the linkset; the o component is
a mapping from names into expressions and represents the output interface of
the linkset; the p component is a mapping from variables into expressions and
represents the local (that is, already linked) fragments. Variables in the domain
of v and p are called the deferred and the local variables of the basic linkset,
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respectively. Basic linksets must satisfy some well-formedness requirements, that
is, the sets of deferred and defined variables must be disjoint, and the set of the
used variables, that is, free variables in expressions inside the linkset, must be
a subset of the deferred and local variables. The set UV () of the used variables
of a linkset is defined as follows:

— UV ([0 0)) 2 U cdom(o) FY(0(X)) UU, cgom(p) FV(0(2));
— UVl +15) 2 UV () UUV (L)
— UV (linkx (1)) = UV (dlink® (1)) = UV (dlink% (1)) £ UV (7).

We consider four operators on linksets: the sum operator, which allows merging
of two linksets, and three different link operators: link for static linking, dlink?
for permanent dynamic linking and dlink" for volatile dynamic linking. We will
explain linkset operators in more detail when introducing reduction rules for
linksets and configurations.

We will abbreviate dlink’’ (... (dlink’ (1)) ...), where n > 0, K; € {p,v}, by
dlink;p,v1 (1), where P = {X; | Ki = p} and V' = {X1,..., X,,} \ P (so, in the
case n = 0, dlinkjg,g) (/) obviously coincides with [).

Note that the above notation is sound since semantics of a linkset expression
is invariant w.r.t. to permutations and repetitions in a sequence of application of
the dynamic link operators. Moreover, in case of application of both a permanent
and a volatile dynamic link operator for the same name, only the permanent one
is taken into account (see the reduction rules in FigHl).

Commands model, intuitively, actions which can be performed in the exe-
cution phase, which include standard execution of the underlying core expres-
sions (hence expressions are included into commands) and metaoperations on
fragments which can be interleaved with standard execution. In particular, as
examples of metaoperations, we consider here a get operation which loadssome
fragment’s code, and a set operation which updates the code of an existing
fragment. Moreover, we use in the examples a standard let-in construct corre-
sponding to a sequence of two commands with value-passing and we abbreviate
let x = ¢ in ca with ¢15¢o when z € FV(c2).

Expressions of the core language are not specified; we only assume that they
contain variables, the constant * which denotes the unique value of type void
and, to the aim of writing examples, integer constants n.

A configuration is a pair consisting of a linkset and a command. Configura-
tions must satisfy some well-formedness requirements, that is, the set of the free
variables (resp. names) in the command must be a subset of the binding vari-
ables (resp. names) of the linkset. Figl2l contains the definitions of the functions
FV, FN, BV and BN.

Note that the command in a configuration may contain both variables (since
expressions may contain variables) and names of the current linkset. Indeed, on
one hand an execution step can be a standard execution step, that is, an eval-
uation step of an expression. Code in execution can refer to internal names of
fragments, either already resolved (local variables in p), or still to be resolved
(deferred variables in ¢); for instance, modeling the execution of a Java appli-
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c € Com FV(_) Cgn Var | € Linkset BV (_) Cfin Var
set(X, e) FV(e) [¢5 05 p] dom(¢) U dom(p)
get(X) 0 1+ 12 0
let x = c1 in ca[FV(e1) U (FV(c2) \ {z})] [linkx () T dlink% () T dlink% (1) BV (1)
e € Exp FV(-) Cin Var [ v € Conf [ BV (O Chin Var |
T {z} [ 1, ¢) | BV (1) |
* | n [
c € Com FN (0) Cfin Name I € Linkset BN (_) Cfn Name
set(X, e) {X [¢; 0; p] dom (o)
get(X) {X 11+ 12 BN (ll) U BN (lz)
let = cy in c2[FN (c1) UFN (c2)]| [linkx (1) [dlink% (1) T dlink% (1) BN (1)

Fig. 2. Auxiliary functions.

cation, variables would correspond to class names appearing in Java code, and
a class C not loaded yet would be a deferred variable. On the other hand, an
execution step can be a metaoperation which manipulates the fragment “from
the outside”, hence through names. In the Java example above, names would
correspond to physical names (in the file system or on the web) of files contain-
ing classes, and p would model the mechanism used by a loader for associating
to a class name C a physical name. A set command would model the fact that
the code contained in some file is modified, either by effect of an external agent
or even by the application itself.

Free variables are defined as usual. The set of the binding variables of a
sum is empty; indeed, in this case it makes no sense to refer to the variables in
the linkset, since performing the sum may cause an a-renaming. If the linkset
contains no sum operators, hence it is obtained by applying a chain of link
operators to a basic linkset, then the set of the binding variables consists of the
deferred and local variables of this basic linkset.

The free names of a command are those that appear inside the command as
arguments of either a set or a get operation. The binding names of a linkset are
those defined inside the linkset, that is, belonging to the domain of its output
assignments.

2.2 Semantics

We define two different reduction relations, corresponding to the configuration
and execution phase, respectively.

Configuration Phase. The reduction rules for the configuration phase are
given in FigBl In this phase only the linkset expression in a configuration is
reduced.

We assume that the reduction relation — is defined over well-formed

linksets, hence we have omitted side conditions ensuring well-formedness of
terms, since they are assumed to be implicitly satisfied.
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L[] €ECLu=0O] L[]+ |1+L[]]linkx (£[]) | dlink¥ (£[]) linkset contexts.
LV
(l-ctx) m

V=Vul
(sum) — - - P=PUP,
dlink(p,;v;] (1) + dlink(pyvs) (l2) —= dlinkipav\py (11, 02501, 02501, p2]) . = [ti: 062 i), € {1,2}

L={z|uz)=X}

(link) ' -
linkx (d|ink[sz] ([L; 0; p])) ﬁ d|ink[P\{X};V\{x}] ([L\L;O; P,T O(X)«teL]) L # D= X € dom(o)

Fig. 3. Reduction rules for the configuration phase.

Rule (I-ctx) is the usual contextual closure, where one hole evaluation contexs
for linksets are also defined in Fig[3l

The reduction rule for the sum is similar to those of module and link calculi
(see, e.g.,[2]). This operation has the effect of gluing together two linksets, under
some conditions. The binders of one linkset must be disjoint from those of the
other, that is, BV (1) N BV (l3) = 0 (implicit side condition). This condition
can always be satisfied by an appropriate a-conversion. Moreover, the output
fragments of the two linksets must be disjoint, that is, dom(o1) N dom(o2) = 0
(implicit side-condition); this conflict cannot be resolved by a-conversion. The
set of input fragments of the two arguments can have a non empty intersection
and the resulting set of input fragments of the sum is simply the union of them:;
this means that imported fragments with the same name in the two linksets are
shared.

Finally, in the sum the sets of fragment names dynamically linked is obtained
by taking the union of the corresponding sets in the two linksets, and taking only
the permanent operator into account when both permanent and volatile linking
turn out to be applied to the same name.

Note that sum only expresses the possibility of collecting pieces of unrelated
code, but does not provide any way for inter-connecting fragments in a linkset
(that is, no linking step is performed yet). This inter-connection can take place
only at a next stage, after sum has been performed, by means of the link operator,
or at an even later stage, after execution has started, by means of the dynamic
link operators.

The link operator, as stated above, accomplishes inter-connections of frag-
ments. So, in rule (link), the effect of linking fragment X is that this fragment
name is resolved, hence it disappears from the input names and all the variables
mapped by ¢ into it are now linked, that is, they become local. These variables
are associated with the definition of X in the output assignment, ‘which must ex-
ist (side-condition). Moreover, the name X also disappears from those for which
a dynamic linking operator is applied.

Note that there are no reduction rules for the dynamic link operators; indeed,
the intuition for these operators is that they are not performed during the con-
figuration phase, but they will be performed on demand only after execution is
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started (see reduction rules for configurations in Figll). As a consequence, terms
which cannot be further reduced are obtained by a sequence of dynamic linking
operators applied to a basic linkset, as formalized below.

Fact 1 A linkset expression is in mnormal form w.r.t. the reduction relation
-] iff it has the form dlink;p,y1 ([t; 0; p]).

In the following, we use In as metavariable ranging over linksets in normal form.

Execution Phase. The reduction rules for the execution phase are given in
Fighl

C()eECC:=0]letz=0incz | ... command contexts.
veCVal u=n|x*| ... (core) values

L—> e—>¢
linkset) ———————— ore) ———————
(inkset) 7 —= @, 9 ) o —= @)

(l,¢) —> (U, )
(1, €(e) —= (I, C(<N)

(c-ctx)

(let) (I, letz=vinc) —> (I, c{z :v})

(set) (dlinkipvy (6505 p]) , set(X,e)) ——> (dlink;p,y ([ 0{X : €}; p]), *), X €
dom(o)

(get) (dlinkip,vy (1305 p0]), get(X)) —> (dlinkp,v ([1505p0]), 0o(X)), X € dom(o)

(dlinkgp,vy ([6505 1), p(2)) if z € dom(p)
(var) (dlink(p,vy ([t;030]) 5 ) —> (|Inkx (C”Ink[p v ([t 7p])) , 0(X)) ifu(z) = X A X € (dom(o) N P)
(dlinkipsv ([L5050]) , 0(X)) if t(z) = X AN X € (dom(o) NV)

Fig. 4. Reduction rules for the execution phase.

The reduction relation ——= is parametric on the relation — which

corresponds to evaluation of core expressions, and on the set CVal of core values
which includes at least integer constants and the constant %, as shown in Figdl

The (linkset) and (core) rules express that an execution step can consist in
a configuration step of the linkset or, if the command is a core expression, in an
evaluation step at the core level.

The rule (c-ctx) is the usual contextual closure, where one hole evaluation
contexts for the particular set of commands we consider are defined at the top
of Figldl

The (let) rule is the standard call-by-value rule for evaluating a let-in con-
struct.

The subsequent three rules can only be applied when the linkset is in normal
form.

The (set) rule expresses that an execution step can consist in updating the
definition of an existing output fragment; note that this execution step modifies
both the linkset and the command in the current configuration.
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The (get) rule expresses that an execution step can consist in obtaining as
command to be executed the current definition of an existing fragment.

The (var) rule shows how dynamic and volatile linking work. If a variable
x is defined in p, then its corresponding code is already available and does not
need to be linked; on the other hand, if x is deferred (that is, the corresponding
fragment, say X, has not been linked yet), then, in the command, the variable
is replaced by the current definition of X. Moreover, if the linking is dynamic,
then the corresponding fragment X is permanently linked in the linkset, so that
further occurrences of x will always refer to the same definition, while this is not
the case if the linking is volatile.

The reduction relations for the configuration and the execution phases enjoy
the Church Rosser property.

Proposition 1. The relations —= on linksets and ——> on configurations

are confluent.
Proof. The reduction rules are left-linear and non-overlapping. a

The following proposition states some properties concerning how names and
variables within configurations change during reduction. Here we use the abbre-
vation anylinkg, p,y (1) for
anylinkx (... (anylinkx (1))...), where n > 0 and anylinky ::= linky | dlink’.

Proposition 2.

(a) If I —> l2, then BN (l1) = BN (I3).

(b) If(lh Cl) — (12, CQ), then BN (l1) = BN (12), FN (02) Q FN (Cl), FV(CQ) g
FV(e1) UUV (Ly).

(c) If l; are linksets without any application of the sum operator, that is, l; =
dlinks,, p,;v;] ([ti5 065 pi]), @ € {1,2}, with I % la, then 1o C i1, p1 C po,
dom(z1) Udom(p1) = dom(te) Udom(ps) and
dom(o1) = dom(o2).

(d) If (1, ¢1) —=> (la, c2), with l; = dlink;s,. p,.v;) (i3 055 pi]) @ € {1,2}, then
t2 C 1, p1 C pa2, dom(ey) Udom(p;) = dom(ez) U dom(ps) and dom(o;) =
dom(o3).

Proof. (a) By case analysis on the reduction rules for the configuration phase;
(b) by induction on the reduction rules for the configuration phase and we use
the point (a); (c) by case analysis on the reduction rules for the configuration
phase; (d) by induction on the reduction rules for the configuration phase and
we use the point (c). O

We state now some results concerning the relation between the three different
forms of link operators. First of all, if there were no commands affecting the
linkset in a configuration, such as the set command, then static, dynamic and
volatile linking could not be distinguished, as formally expressed by the following
proposition.
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Proposition 3. If in the grammar for commands we do not include the pro-
duction for the set operation, then the three kinds of link operators give the same

result, that is, if | is a linkset containing as link operator only the static one, and
*

(lv C) $ (l/7 U)) then (P (Z)7 C) $ (l//7 U) and (V (l)a C) — (l”/a U):
where P (1) and V (1) are the linksets obtained from 1 by replacing all the static
link operators by dynamic and volatile link operators, respectively.

Proof. By defining a suitable equivalence between linksets and proving that
reduction relation preserves the equivalence. a

The difference between the three kinds of linking becomes observable if we allow
commands to modify the execution context, for example using the set operation.
In this case, it is easy to see that we can obtain different results by using,
for example, either dynamic or volatile linking, as illustrated by the following
example:

Ezample 1.
— (dlinkS, ([y: Y3V : 0, X :y3]), y; set(Y,3); get(X)) (c-ctx)+(var
(linky (dlink. ([y : Y3Y : 0,X : 93])), 0; set(Y, 3); get(X)) (linkset)

([Y:0,X :y;y:0], 0; set(Y,3); get(X)) @

(LY 0,X gy : 0], set(V,3); get(x)) \coHet)  (let)

t
(LY :3.X gy 0], get(X)) B2 OOy vy i), 0)

— (dlinky ([y: Y;Y : 0, X :y3]), y; set(Y,3); get(X)) (c-ctx)+(var

(dlinky ([y: ;Y : 0, X :y5]), 0; set(Y,3); get(X)) @
(c-ctx)+(set)  (let)

(dlinky ([y: ;Y : 0, X : y;]), set(Y,3); get(X))
(dlinky, ([y - Y3 3, X 3], get(X)) 222 (vau)

(dlinky ([y: ;Y : 3, X :y5]), 3)

Finally, the following proposition states that static, dynamic and volatile linking
do not differ w.r.t. dynamic errors. That is, if a configuration containing only the
static link operator does not get stuck, then replacing all the static link operators
by dynamic and volatile linking operators, respectively, we get a configuration
which does not get stuck as well, even though it may evolve in a different way.
The only exception is the case in which the configuration can only evolve by
performing a (link) step.

Moreover, dynamic link operators strictly increase the expressive power of
the language allowing to obtain more results; indeed, if a configuration evaluates
to a value, then it still evaluates to the same value even if we apply to the linkset
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a dynamic link operator. The converse does not hold, as can be easily seen by
considering a configuration where the command contains a non local variable.

Proposition 4. Let % denote a ——> reduction step obtained without
applying rule (link). If I is a linkset containing as link operator only the static
one, then

—link

Lo M i (PO, o) —> iff (V(),c) —>;
2 (o) —> () Z (d|ink§ 1), c) s (17, ).

Proof. 1. By induction on the reduction rules for the execution phase;
2. =) Similar to that of Prop[d. +=) A counterezample is the configuration in
Ezample[1 without dlink operator. a

2.3 Type System

We introduce linkset types [7; 7°; I'; R|, where w*, 7° : Name fog Type are the

input and output signature, respectively, I" : Var @ Type is the type environment
for variables, and R is a relation on Name U Var called a dependency relation.

The first two components are standard for module and fragment calculi (see
e.g., [2]), while R keeps trace of the variables a name X depends on and is needed
in order to type-check configurations which contain a get(X) command (see rule
(get) in Figl7).

Moreover, R and I" together are used to type-check configurations in which
the command contains free variables (hence the current linkset does not contain
the sum operator). Indeed, in this case we require that each of these free vari-
ables, say x, can be successfully resolved at run-time, that is, x is either local
or bound to an input fragment for which there is an application of a dynamic
link; moreover, if x depends on another variable y (through R) , then y can be
successfully resolved at run-time as well (see the definition of the environment
I'% in Definition [2).

Well-formedness of linkset types is defined in the following way.

Definition 1 (Well-formed linkset types). A linkset type [7*; 7°; I'; R] is
well-formed, written = [n*; w°; I'; R] o, iff the following conditions hold:

— 7 and 7° are compatible;

- (X,.) € R = X €dom(n");

- (,X)eR = X edom(n?).

The type system for linksets derives judgments of the form b [ : [x*; ©°; I'; R]
with meaning “l is a is well-formed linkset of type [7*; 7°; I'; R]” and is defined
in Fig[A. In the type system we use the following conventions:

— given a linkset [ = [t; 0; p], the dependency relation R; induced by I is the
relation on dom(:) Uimg(:) U dom(o) Udom(p) defined by

R2{(X,2)|X=z)} U
{(y,X) |y € FV(o(X))} U
{(y,2) |y € FV(p(x))}
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— R* is the transitive closure of R.

Moreover, given I" and R, we define the type environment I'** for the variables
which can successfully resolved at run-time as the sub-environment of I" whose
domain is closed w.r.t. R, as shown below.

Definition 2. Given a linkset type [r*; n°; I'; R], we denote by ' the type
enviroment s.t. I'* C I' and dom(I'?) = {z | {y | (y,x) € R*} C dom(I")}.

= [71'”; 7% I R[ump]] o
{I',I'” Fe o(X) : 7°(X) | X € dom(0)} dom(n*) = img(s)
{I'', I’ ke p(z) : I'"(z) | x € dom(p)}  dom(7°) = dom(o)
Fulboip]: [7' 7% 175 Rpssop)] r=mtou
dom(I'?) = dom(p)

(basic)

Foly s [l @ Ty Ra] o by la s [mg; w85 T2 Ra)
(sum) dom(w?) Ndom(ng) =0
Foly + 1o [wy, 7y 7o), w55 0; R1 U R2)

X € dom(n") = 7" (X) = 7°(X)
L={z]|(X,z) € R}
r2 Iz (X)"€L

il [nt w° I'; R)
(link)

Fi linkx (1) : I:TrL\{X}; 7o I xmo(X)"SL; R}

Folent 7% 5 R] X € dom(n') = w4 (X) = n°(X)

(dlink)
F; dlinkf (1) |:7TL; 7% I x:m® (X)L, R] L={z|(X,z) € R}

Fig. 5. Typing rules for for linksets.

In rule (sum) the dependency relation in the result type is obtained gluing
together the dependency relations in the types of the arguments. Note that I
is empty; indeed, as mentioned before, it makes no sense to refer to variables
inside a linkset containing a sum operator since performing the sum may cause
an a-renaming.

In the result type in rules (link) and (dlink), the type environment I" is
enriched with the variables associated to X.

Moreover, in rule (link) 7* is updated to keep trace of the linking of the
name fact that the input name X is now linked, hence it does no longer appear
in the input signature. On the contrary, in rule (dlink) 7 does not change; this
conforms to the intuition that dynamic link operators are not performed during
the configuration phase, but they only keep trace of the information that the
name X is dynamically linked.

In both (link) and (dlink) rules the dependency relation R is unchanged,
since the transformation of a deferred variable into local does not affect the
dependencies between variables. The type environment I, instead, is updated
to keep trace of the variables associated with the linked name.
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The type system for linksets depends on that for core expressions, which we
assume to derive judgments of the form I' . e : 7. In Figlfl we give the rules for
the subset of the core language specified in the syntax.

(C-var) x € dom(I") (C-int)

I'tex:I'(x) I'Fenc:int

(C-void) ———
I' ¢ % : void

Fig. 6. Typing rules for core expressions.

The typing rules for configurations and commands are shown in Figlil

Fol:[n 7% TR 7% T Rbcce:T

F(, ¢
I'kFee: T
(core) —————
7% Rbce: T
Mhee:n(X o
(set) e: 1 (X) X € dom(r®)

7% I'; Rb. set(X,e) : void FV(e) C{y| (y,X) € R*}

X € dom(7°)
7% T3 RF. get(X) : m°(X) {v|(y,X) € R"} C dom(I)

(get)

7w I Rbce1:m
7w e :m;RFcca:m

(let) :
% I REc.letx=crinca: T

Fig. 7. Typing rules for configurations and commands.

A configuration is well-formed if the linkset is well-formed, and the command
is well-formed w.r.t. the linkset, that is, w.r.t. the information 7°, I'® and R
extracted from the linkset type: 7° is used to check that a command only refers
to names defined in the current linkset; I’ contains all the variables that can
be successfully resolved at run-time; R keeps trace of the dependencies between
names and variables in the linkset.

Typing rules for commands derive judgments of the form 7°; IR b, c: 7
with meaning “c is a well-formed command of type 7 in 7°, I and R”.

In rule (set), we must check that the new expression which will be associated
to X does not introduce new dependencies in R.

In rule (get), we require all the variables on which X depends to be variables
that can be successfully resolved at run-time.
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Ezample 2. The configuration 4 (dlinky, ([y: Y, 2: Z;Y : 0;]), get(Y)) is well-
formed even though component Y is selected from a linkset that still has an
unresolved variable z; indeed, the definition of Y does not depend on z. On the
other hand, (dlink, ([y:Y,z: Z;Y : z;]), get(Y)) is ill-formed.

2.4 Technical Results

In order to prove the subject reduction and progress properties for the two
reduction relations . and we need to assume that these properties

hold for the core language. Formally: if I' . e; : 7 and e; ? es, then
I'keeg:mif I'kFee: 7 and e € CVal, then e —. Moreover, we need also the
assumption: if e; —> e, then FV(ez) C FV(ep).

We state the following auxiliary lemmas.

Lemma 1. If ;1 : 7% 7°; I'; R], then [n*; w°; I'; R] is well-formed.

Proof. Induction on the typing rules. a

Lemma 2. Ift; dlinkp,v) ([t;05p]) : [7*5 7% I'; R], then

1. X edom(o) A {y | (y,X) € R} Cdom(I') = I't. o(X): m°(X);
2. x € dom(p) Ndom(I") = I'tF. p(x): I'(z);
3. x € dom(r) Ndom(I") A t(z) € dom(o) N (PUV) = I'(z) =7°((x)).

Proof. By case analysis. a

Proposition 5 (Subject Reduction for —Q ). If by ly o [y w$s I Ry
and ly —> 1y, then by Iy : [7y; 7§ Io; Ro], with wy Cwl, w9 =xg, It C Iy and
Rl = RQ.

Proof. By case analysis on reduction rules and induction on typing rules. a

Proposition 6 (Progress for —)> ). If b U [wt 7 T R) and | # In, then
I —=

Proof. By induction on the structure of [. O
Proposition 7. If b Iy : [n4; 795 Ih; Ry, 7§31 R e ey i 7 oand

(I, 1) —> (l2, ca), then by Iy @ [wh; w95 Iy Ra], 79319, Re b 2 T with
my Cwy, mf =75, I1 C Iy and Ry = Ry.

Proof. By case analysis on reduction rules and induction on the derivation of
the first judgment. We use Lemmald and Proposition[3. O
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Theorem 2 (Subject Reduction for ——= ). Ift (I, ¢)¢ and
(I, c) —> (', ), thent (I, )o.

Proof. Follows from Proposition[7. a

Theorem 3 (Progress for —— ). If+ (I, ¢)o and (I, ¢) # (In, v), then
(I, c) —.

Proof. By induction on the structure of (I, c). O

3 Conclusion

We have defined a calculus for dynamic linking supporting three different notions
of linking:

— the classical notion of static linking, whose formalization is inspired by pre-
vious pioneering work [A2IT3|T4], and where code can be executed only after
all variables (that is, references) have been resolved;

— the notion of dynamic linking a la Java, where execution can be started even
though the code contains an unresolved variable x, whose corresponding code
is permanently linked the first time the value of x is really needed;

— the notion of wvolatile linking, which is a more flexible version of dynamic
linking, where code for an unresolved variable z is re-linked each time =z
needs to be evaluated.

For simplicity, the calculus keeps distinct the two phases of code configu-
ration and execution by distinguishing two different languages: a configuration
language whose expressions denote linksets, and a command language, whose
terms are evaluated w.r.t. a specific linkset. However, linksets and commands
are mutually dependent since not only command execution clearly depends on
the configuration specified by the underlying linkset, but also the execution of a
command can change its underlying linkset; in fact, evaluations of linksets and
commands can be interleaved.

We have defined a reduction semantics for the calculus and shown that, if
the language of commands is expressive enough, then the three link‘ operators
can be observationally distinguished. Then we have presented a type system
for the calculus and proved its soundness; if on one hand dynamic and volatile
linking allow more flexible forms of software reconfiguration, on the other hand
they make typechecking more challenging, and require a more accurate static
analysis for fully exploiting the advantages without losing type safety.

The novelty of our calculus mainly resides in the fact that it is the first at-
tempt we are aware of at providing (1) a theoretic underpinning of dynamic
linking, and (2) a formal framework for investigating the behavior of heteroge-
neous systems where different and hybrid forms of linking may coexist.

Concerning related work, we already cited work on static linking [4J2[13|[14]
and on concrete linking mechanisms in existing programming environments [7/6//g].
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Moreover, the recent [3] presents a simple calculus modeling dynamic software
updating, where modules are just records, many versions of the same module
may coexist and update is modeled by an external transition which can be en-
forced by an update primitive in code.

We plan to further study dynamic linking in different directions.

First, we need to test the expressive power of the calculus by showing that
it can be effectively used for modeling a variety of programming languages sup-
porting dynamic linking.

Then, since real languages are unlikely to combine different kinds of linking,
it would be interesting to define calculi which only support one kind (e.g., ei-
ther dynamic or volatile linking) and to compare their properties, similarly to
distinguishing between call-by-value and call-by-name forms of lambda calculus.

A more challenging issue would be to consider a calculus which would not
distinguish between the configuration and the execution phase, so that linksets
could be freely manipulated as first class values during execution.

Finally, an aspect which deserves investigation is the relation between our
approach and mobile process calculi such as the pi-calculus and the ambient
calculus. In particular, the idea of separating the configuration from the execu-
tion language reminds of the basics of the so-called coordination approach [10],
according to which computation and inter-components interdependencies should
be programmed separately.
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Abstract. It is often infeasible to recompile all the sources an applica-
tion consists of each time a change is made. Yet, a recompilation strategy
which does not guarantee the same outcome of an entire recompilation
is not useful: why wasting time in debugging a program (a set of .class
files in the Java case) which might behave differently from the program
obtained recompiling all the sources from scratch?

We say that a compilation strategy is sound if it recompiles, besides
the changed sources, all the unchanged sources whose new binary, pro-
duced by the overall recompilation, would differ from the existing one
(if any) and all the sources for which the recompilation would be unde-
fined: indeed, when the entire compilation fails, so should do the partial
recompilation.

We say that a compilation strategy is minimal if it never recompiles an
unchanged source whose new binary would be equal to the existing one.
In this paper we present a compilation strategy for a substantial subset
of Java which is proved to be sound and minimal.

1 Introduction

When dealing with large applications it is infeasible to recompile all the sources
each time a change is made. Of course, separate compilation is the answer to
such a problem, but a key point has to be considered: in addition to the modi-
fied sources, which files have to be recompiled as well? A recompilation strategy
which does not guarantee the same outcome of an entire recompilation is not
useful: why wasting time in debugging a program (a set of .class files in the
Java case) which might behave differently from the program obtained recom-
piling all the sources from scratch? It is known that, using the most common
Java compilers (including the standard one), a program which is the result of a
successful recompilation may throw linking related exceptions at runtime even if
these errors could have been detected at compile time [3]. This is not in contrast

* Partially supported by Dynamic Assembly, Reconfiguration Type-checking — EC
project 1ST-2001-33477, APPSEM II — Thematic network IST-2001-38957, and
Murst NAPOLI — Network Aware Programming: Oggetti, Linguaggi, Implemen-
tazioni.

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 302-315, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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with the soundness for Java investigated by other papers [6, 7] because they did
not take separate compilation into account.

Two contrasting requirements have to be considered: on the one hand re-
compilations can be rather expensive (in time), hence they should be avoided
when possible. More precisely, they are useless when the recompilation of an
unchanged (with respect to the previous compilation) source fragment S, whose
corresponding binary fragment B is already present, would produce a binary
equal to B. On the other hand, a recompilation strategy which saves time not
recompiling a fragment S, with a corresponding binary fragment B, whose re-
compilation would produce a new binary B’ different from B, could cost a lot
of wasted time in debugging an inconsistent application, that is, an application
that cannot be rebuilt by recompiling all the sources.

Albeit some Java IDEs support smart or incremental compilation, to our
knowledge there are no publications which explain in detail the inner working of
such recompilation strategies. In this paper we chose to analyze Java, a main-
stream language, and model its peculiar features, because our final goal is to
implement a compilation manager, for a widespread language, whose correct-
ness and minimality (in the sense explained below) can be formally proved.

We say that a compilation strategy is sound if it recompiles all the changed
sources and the unchanged sources whose new binary, produced by the overall
recompilation, would differ from the existing one (if any) and all the unchanged
sources for which the recompilation would be undefined. This latter requirement
is very important: indeed, when the entire recompilation is not defined, so should
be the partial recompilation.

Of course, a strategy which recompiles all the sources each time a change is
made is trivially sound and, obviously, totally useless in practice. We say that
a compilation strategy is minimal if it never recompiles an unchanged fragment
whose new binary would be equal to the existing one.

In this paper we present a compilation strategy for a substantial subset of
Java which is proved to be sound and minimal.

Section 2 presents the formal framework, Section 3 explains the ideas behind
our compilation strategy and Section 4 discusses related and future work.

2 Formalization

2.1 The Language

In this paper we model a substantial subset of Java at both source (Figure 1) and
binary (Figure 2) level. Our model of bytecode is rather abstract: it is basically
source code enriched with some annotations (discussed below). However, the
same source level expression can be compiled to different binary level expressions,
as it happens in Java. For instance, a method invocation x.m() can be translated
to a virtual method invocation or an interface method invocation depending on
the static type of x.

With the exception of arrays and inner-classes we model all the major fea-
tures of Java: classes (including abstract classes), interfaces, primitive types, ac-
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S 1= AM CK class C extends C’ implements I...I, { KDS® FDS® MDS® } |
AM interface I extends I;...I, { FDS® MDS® }
AM ::= public | protected | € | private
CK ::= ¢ | abstract
KDS® ::= KDS ... KD,
FDS® ::= FDS ... FDS,
MDS® ::= MDS ... MDS,
KD® ::= AM KH { super(Ej,...,E;); STMTS® }
FD® := AMFINAL FK T f = E° ;
MD® ::= AM MK MH { STMTS® return E°; } | AM abstract MH ;
KH ::= (T1 x1,...,Tn Xpn) throws ES
MK ::= € | static | abstract
MH ::= T m(T1 x1,...,Tn Xn) throws ES
FINAL ::= € | final
FK = ¢ | static
T ::=RT | int | bool
RT:=C|I
ES :=Cy,...,Cp
E® ::= PRIMARY’|ASSIGN’®|N|true|false
PRIMARY® ::= null | this | NEW® | x | INVOKE® | super.f | PRIMARY®.f | RT.f
ASSIGN® ::= x = E® | PRIMARY’.f = E® | super.f = E® | RT.f = E°
NEW® ::= new C(E{,...,E})
INVOKE® ::= PRIMARY®m(Ej,...,E;) | super.m(Ef,... E;) | RT.m(Ef,... E;)
STMTS® ::= STMT} ...STMT;,
STMT® ::= {STMTS®} | SE® ; | if (E°) STMT; else STMTS | while (E°) STMT® |
try {STMTS® } CATCHES® finally { STMTS; } | throw E°
SE® ::= ASSIGN® | INVOKE® | NEW®
CATCHES® ::= CATCHS . ..CATCH,
CATCH® ::= catch (C x) { STMTS® }

Assumptions:

— interface names in S are distinct;

— field names in FDS® are distinct;

— method/constructor signatures in MDS® /KDS® are distinct;

— parameter and exception names in both KH and MH are distinct;
— class names in CATCHES® are distinct.

Fig. 1. Syntax - Sources.

cess modifiers (including packages, but without the import directive), construc-
tors, (instance/static) fields (both in classes and interfaces), (instance/static/
abstract) methods, super field accesses and method invocations, exceptions. The
treatment of arrays and inner-classes would complicate the model without ap-
parently giving further insights.

Figure 1 gives the syntax of the language. A source fragment S can be a
class declaration or an interface declaration. In the former case it consists of:
an access modifier AM, a class kind CK (either € or abstract), the name of the
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class, the name of the superclass, the list of the implemented interfaces and
the declaration of constructors, fields and methods. Analogously, an interface
declaration consists of an access modifier, the name of the interface, the name
of the superinterfaces and the declaration of fields and methods.

A constructor declaration KD* consists of an access modifier AM, a construc-
tor header KH, the invocation of a superclass’s constructor! and a sequence of
statements STMTS®. A constructor header consists of the sequence of parameters
and the exception specification ES. In this paper we assume for simplicity that
any class can be an exception, that is, we do not model the predefined class
Throwable. So, an exception specification is just a sequence of class names.

A field declaration FD® consists of an access modifier AM, an optional modifier
FINAL, a field kind FK, a type T, the name of the field £ and the initialization
expression E®.

A method declaration MD® can be either concrete or abstract. In the former
case it consists of an access modifier AM, a method kind MK, a method header MH,
a sequence of statements STMTS® and a return expression E°. In the latter case
it just consists of an access modifier AM, the keyword abstract and a method
header. A type T can be a reference type RT or a primitive type (int or bool).
We distinguish between class names C and interface names I for clarity only,
even though they actually range over the same set of names.

An expression E° can be: a primary expression, an assignment expression,
an integer literal N or a boolean literal. Some expressions, SE®, can be used
as statements; they are: assignment ASSIGN®, method invocation INVOKE® and
instance creation NEW®.

While Java permits accessing a static member of a class/interface RT via both
the type name RT or any expression which has static type RT, here we allow only
the former kind of access (because allowing both kinds of access would require
additional, uninteresting, typing rules).

Figure 2 gives the syntax of the binary language. As already said, it mostly
mimics the source language, except for it is enriched with some annotations
enclosed between “<” and “>>”.

For example, the instance creation expression NEW® is translated to NEW?,
which contains, as annotation, the tuple of types describing the constructor
which has been found as most specific at compile time. Analogously, method
invocation expressions are annotated with the signature of the most specific
method found at compile time and the static type of the receiver. There are
four kinds of (binary) method invocation expressions INVOKE: virtual (instance
method invocation), super (invocation via super), static and interface.

2.2 Type Environments

Type environments I' are defined in Figure 3. A type assignment v maps a
class/interface name to its type.

! Invocations of a constructor of the same class (using this) are not considered since
they are simply syntactic shortcuts (recursive invocations are not allowed - see 8.8.5
of [8]).
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B ::= AM CK class C extends C' implements I;...T, { XDS® FDS” MDS’ } |
AM interface I extends Iy...I, { FDS® MDS® }
KDS® ::= KD} ... KDY
MDS® ::= MD} ... MDY
FDS® ::= FD} ... FD!
KD® ::= AM KH { super(E},...,E%) < T >.; STMTS® }
FD’ ::= AM FINAL FK T f = E’
MD® ::= AM MK MH { STMTS’ return E’; } | AM abstract MH ;
E’ ::= PRIMARY"|ASSIGN’|N|true|false
PRIMARY” ::= null | this | NEW’® | x | INVOKE®
PRIMARY’. < C.T >>is £ | RT.T > £
ASSIGN® ::= x = E* | PRIMARY”. < C.T >3 £ = E” |[< RT.T > £ = E
NEW® ::= new C < T >. (EY, ... 7EZ,)
INVOKE® ::= PRIMARY’. < C.(T)T >ure m(EY, ... ,E) | this. < Cm(T)T >opr m(ES, ..., EY) |
PRIMARY’. < C.m(T)T >see m(EY, ..., ES) | PRIMARY®. < I.m(T)T >>ine m(ES, ..., ED)
STMTS® ::= STMT! ... STMT!,
STMT® := {STMTS"} | SE” ; | if (E’) STMT! else STMT} | while (E") STMT”
try {STMTS® } CATCHES® finally { STMTS} } | throw E°
SE® ::= ASSIGN’ | INVOKE® | NEW’
CATCHES® ::= CATCHY ...CATCHY
CATCH® ::= catch (C x) { STMTS® }

Assumptions:

— interface names in B are distinct;

— field names in FDS are distinct;

— method/constructor signatures in MDS®/KDS® are distinct;
— class names in CATCHES® are distinct.

Fig. 2. Syntax - Binaries.

The assignment
Cr— [AM:AM, cx=CK, parext=C’,15=1I1 ... I, xss=KSS, rss—FSS, MSS:MSS]

has the meaning “the class C has access modifier AM and kind CK, extends C’,
implements I ...I, and has constructor signatures KSS, field signatures FSS and
method signatures MSS”. Analogously, I — [am=AM,1s=I ... I, rss=FSS, mss=MSS|
has the meaning “the interface I has access modifier AM, extends I;...I,, and
has field signatures FSS and method signatures MSS”.

Type assumptions A, also defined in Figure 3, describe fine-grained require-
ments; they are:

— T < T’ with the meaning “T is a subtype of T'”;

— RT <; RT’ with the meaning “RT directly extends RT"”;

— RT< 3T with the meaning “type T exists and is accessible from code con-
tained in type RT”?;

2 If you think the symbol “<” as an eye, then you can interpret any assumption of
the form “RT <...” as: “RT sees ...” and this is supposed to help ©.
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I'i=vy1...7n
v ::= C +— [am=AM, ck=CK, pareNT=C', 15=17 ... I,, kss=KSS, rss=FSS, mss=MSS] |
I~ [AM:AM, 1s=I;...I,,rss=FSS, MSS:MSS]

Tu=Ty...Tn
ThHu=T| L Tto=T18.. T
KS ::= AM T throws ES KSS ::=KS; ...KS,,
FS:=AMFKT*{f FSS :=FS;...FS,
MS ::= AM MK T m(T) throws ES MSS ::= MS;...MS,

Au=T<T |
RT <; RT' |
RT< 3T |
RT < 3¢ CK* C |
RT< 3T |
RT < Cns(C,T") = [Par=T, 5s—ES] |
RT < Fld(RT/, f) = [FinaL=FINAL*, rk=FK, 7=T| |
RT < Mth(RT',m, TJ') = [Mk=MK", reT=T, PAR=T, E5=ES]

CK* :=CK | - FINAL* ::= FINAL | _ MK* ::= MK | not-static

Fig. 3. Type environments and Type assumptions.

— RT < J¢ CK* C with the meaning “class C, with kind CK*, exists and is acces-
sible from code contained in RT”. CK* = _ means “any kind”, that is, we do
not care whether the class is abstract or not;

— RT< J; I with the meaning “interface I exists and is accessible from code

contained in RT”;

RT 4 Cns(C,T") = [par-T, es—ES] with the meaning “the most specific con-

structor for class C and parameter types TJ‘, invoked from code contained in

RT, has parameter types T and can throw exceptions which are compatible

with the exception specification ES”3;

— RT< FId(RT', f) = [rivar=FINAL, rx=FK, v=T] with the meaning “if code con-
tained in RT looks up a field named f in type RT’, then it finds a field with
a final modifier FINAL*, kind FK and type T”. FINAL* = _ means we do not
care whether the field is final or not;

— RT < Mth(RT',m, TL) = [uKx=MK*, rwr=T, par=T, 8s=ES| with the meaning “the
most specific method, invoked from code contained in RT, for a method
named m, with parameter types T on a receiver with static type RT is a
method which has kind MK*, return type T, parameter types T and can throw
exceptions which are compatible with the exception specification ES”3.

These assumptions can be thought as “the minimal pieces of information”
needed to compile a certain source to a certain bytecode, as we will detail in

3 That is, any exception C such that a C’s superclass is contained in ES - see 11.2 of [8].
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the sequel. The rules defining the judgment I' = A are omitted for lack of
space. A forthcoming extended work, containing all the rules, will be available at
http://www.disi.unige.it/person/LagorioG/publications.html shortly.
Also, the rules for a small subset of Java can be found in [2].

Next subsection shows how and when these assumptions are used in the
process of compilation, while Section 3 explain how to exploit type assumptions
in order to obtain a recompilation strategy which is both sound and minimal.

2.3 Compilation

Compilation of expressions is expressed by the following judgment:
RT; I[;ES; ' FE*~E’: T

with the meaning “expression E® has type T and compiles to binary expression
E’ when contained in type RT, in a local environment I7, in a context where
exceptions ES can be thrown and in a type environment I'™”. Type RT is needed
to model the access control; for instance, RT’s private methods can be invoked
only by expressions inside RT. The local environment /I maps parameter names
and this to their respective types (this is undefined when typing expressions
contained in static cont exts). Figure 4 show some selected rules defining this
judgment.
Compilation of statements is expressed by the following judgment:

RT; IT;ES; "  STMT® ~» STMT’

with the meaning “statement STMT® is compiled to STMT? when contained in type
RT, in a local environment I7, in a context where exceptions ES can be thrown
and in a type environment 7. The rules defining this judgment are omitted
because of lack of space.

Before describing the compilation of fragments, we need to introduce the no-
tion of compilation environment. A compilation environment ce maps fragment
names to the corresponding fragment.

ce :RT —~SUB

Note that ce models a compilation environment from a compiler’s point of
view; that is, for each fragment name ce returns either a source or a binary
fragment, but not both. In fact, even if both are present, only one is considered
by the compiler, usually the most up-to-date according to the file’s attributes.
As a consequence, a type environment I’ can be extracted from a compilation
environment ce by disregarding the code while retaining signatures and infor-
mation about type hierarchy. Let us assume the function extractEnv : ce — I’
does this job.

Assume we have a consistent compilation environment ce, that is, if we
compile all the sources in ce we obtain, for the sources which have been re-
compiled, the same binaries already present in ce. Assume, then, to change a
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Vi€ 1l.n RT; IT;ES; ' FES ~ EX 0 Ty
I'ERT< Cns(C,T1...Tn) = [Par=T, Bs=ES]
I'FRTY3ceC

RT; IT;ES; I" - new C(E{,...E5) ~ new C < T > (E},...,E}): C

rec<c
I'tC4 Fld(C', £) = [Fivav=_, rr=€, T=T]
C; IT;ES; I' - super.f ~ this. < C.T > : T

this € Def (1)

RT; II;ES; ' E; ~ ES : C
I' - RT < Fld(C,£) = [rivaL=¢, rr=¢, T=T]
RT; II;ES; ' E§ ~ ES : Ty
I'FT<T I' = RT 4 FId(RT, £) = [Fivar=_, rr=static, 7=T]
RT; IT;ES; ' F Ej.f = E5 ~ RT; IT;ES; ' F RT'.f ~» < RT/.T >>¢; : T
E}. K CT>i=E5:T

RT; IT;ES; I" - E° ~ E° : RT/
I'FRT< 3¢ _RT
I'FRT < Mth(RT',m, Ty ...T,) = [Mx=not-static, rer=T, par=T, es=ES]
Vi € 1.n RT; IT;ES; ' FEf ~ EV - Ty
RT; IT;ES; ' - E*m(ES, ... ,E5) ~ EP. < RT.m(T) >ure (EY,...,E8): T

RT; IT;ES; I" - E® ~ E' : RT/

I' = RT < 31 RT

I'+RT < Mth(RT',m, Ty ...T,) = [mx=abstract, rer=T, pArR=T, ss=ES]
Vi€ 1.n RT; IT;ES; I FES ~ EV i Ty

RT; IT;ES; I' - ES.m(ES, ... E5) ~ Eb. < RT'.m(T) >ine (EY,...,EY): T

Fig. 4. Selected expression typing rules.

bunch of sources, say RTy,...,RT,, obtaining cepey (and a corresponding ey =
extractEnv(cepey)). What do we have to do in order to obtain a new consistent
compilation environment?

First of all, we have to check that the environment [, is well-formed, for
instance, it must not contain a cycle in the type hierarchy. We formally capture
this notion with the judgment F Ie;¢. One could argue that we do not want
to check the well-formedness of the whole Ie,; after having changed, say, a tiny
detail in one source. Right, we do not want to; yet, we need to unless we know
something more (see Section 3).

After having checked the environment [}, we need to decide which frag-
ments to (re)compile. Of course we have to recompile those which have been
changed, that is, RTy ...RT, but what else? Are you tempted to answer “make
clean; make all will do”? A lot of real-world programmers would do just that.
When dealing with a small/medium application and a quite powerful computer
you can do that. And, it works. It works fine actually, but what if you can not
do that? Next section a ddresses this crucial point. For now, just assume we have
to compile RTq, ...,RT,, (obviously m > n).

When we have a well-formed [y, and do know which fragments to recompile
we can go for it: in our model “running the compilation” on each fragment RT;
amounts to prove the following judgments:

RT;; Iew B Cenew(R.Ti) ~ B,
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These metarules assume I" to be well-formed, that is, - I"o.
Anyway, we do not want - I'o to be a premise of any of them (see the text for full details).

C; I+ KDS® ~» KDS® C;I"+ FDS® ~» FDS® C; I MDS® ~» MDS®

I'+ AM CK class C extends C' implements Iy,...,I,, {KDS® FDS® MDS®} ~-
AM CK class C extends C’ implements Ii,...,I,, {KDS® FDS® MDS"}

AM € {e, public}

MDS® = MDS..MD,

Vi € 1..n MD; = public abstract...
FDS® = FDj..FD;,

Vi € 1..m FD; = public static final...
AM € {¢,public}

I; [+ FDS® ~» FDS® I;I" + MDS® ~» MDS®

I'+ AM interface I extends I;...I,, { FDS® MDS® } ~
AM interface I extends I;...I,, { FDS’ MDS? }

rec<; ¢
Viel.n CIT;ES; T HE; ~EV: T,
C; II;ES; I' - STMTS® ~» STMTS” T={2 —T,
I'tC< Cns(C',Ty...Tyn) = [par=T, 5s=ES] o
C;I'F AM (Ty x1,...,Tn %) throws ES { super(Ej,...,E;); STMTS® } ~ xn > Tn,
AM (Ty %1,...,Ty %) throws ES { super(E!,...,E5) < T >.; STMTS® } this — C}

RT; IT;0; ' FE° ~E° . T/
T <T
RT; '+ AMFINAL FK T f =E® ; ~» AMFINAL FK T £ = E® ;

IT = This(FK, C)

C; IT;ES; I' - STMTS® ~» STMTS®

GILES;HE ~E: T I={x—m,
1T <T T
Xy = Tp}U
C; '+ AMMK Tm(T1 x1,...,Tn Xp) throws ES { STMTS® return E°; } ~ This(MK, C)
AM MK T m(Ty x1,..., Ty X,) throws ES { STMTS® return E’; } '

MK # abstract

This(,I) =0
This(static,C) = (;
This(e,C) = {this — C}

Fig. 5. Selected compilation rules.

Figure 5 shows some selected rules defining this judgment. In defining the
compilation of a set of classes we assume to compile them one by one, that is,
we assume that no global optimizations take place. This reflects the fact that
in languages with dynamic linking like Java, the concept of “program” is only
significant at runtime so it is safer to leave cross class optimizations to virtual
machines like HotSpot [9].

3 A Smart Strategy

When dealing with an updated compilation context cepey (in respect to a previ-
ous ceq14) there are two steps to perform: checking whether the corresponding
new type environment Ipe, is well-formed and, when it is, decide which (un-
changed) source fragments have to be recompiled besides the changed ones. Some
information gathered during a previous compilation can be used to speedup both
these steps. We first show how we can check only the “updated part” of an en-
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vironment [, when a previous well-formed environment [ 514 is known. Then,
we show how the type assumptions used to compile a fragment can be used later
to decide whether it has to be recompiled.

We define leaves(RT) = {RT/|I' - RT' < RT A VRT” I' - RT” < RT' —
RT” = RT’} and the judgment I" - okOvr RT with the meaning “RT correctly
extends its parent types (up to Object) in I'”. That is, RT’s hierarchy is acyclic
and the Java rules on method overriding/hiding are respected. The rules defining
such a judgment are omitted for lack of space.

Definition 1. A type environment I ,ey is well-formed w.r.t. another type envi-
ronment 1414 iff the following conditions hold:

o] < 05 Dy — (B
[rmv]  Def(Io1a) \ Def(Inew) # © =  VRT € Def(Ipey) usedr,, (RT) C
Def (Ihew)
[cng] RT € Def(Fold) n Def(Fnew), Fo]_d(R.T) # Fnew(RT) -
VRT' € leavesr,,, (RT) Iyey b okOvr RT
usedr,,, (RT) C Def (Inev)

where “used by RT in I, used, (RT), means all types directly referenced by RT.

Theorem 1. If - 5140 holds, and [yey is well-formed w.r.t. Io1q4 then, b [hep0
holds.

Proof Two requirements have to be met:

— Tey must be closed, that is, usedr, , (RT) C Def (Iney) for all RT € Def (Ipey);
— overriding rules must be satisfied, that is, for any RT € Def (Ipey) the judg-
ment [ ey - okOvr RT must be valid.

The former requirement is met by hypothesis when some type defined in 514
has been removed from Iey, see [rmu] in Definition 1. When no types have
been removed, the unchanged types cannot, trivially, refer to undefined types
because, by hypothesis, I,14 is closed. By [add] and [eng] of Definition 1 new
and updated types refer only to types defined in I}eq.

The latter requirement can be proved by case analysis. Consider Def (Ipey)
as the union of three disjoint sets: U, C' and N. These sets contain, respectively,
the unchanged, changed and new types in I, with respect to I,14. Formally:

U = {RT|RT € Def(Inew) N Def (I'o1a)s Inew(RT) = I'o1a(RT)}
C = {RT|RT € Def(Inew) N Def (I'o1a)s Inew(RT) # Io1a(RT)}
N = Def(Fnew) \ Def(FOJ-d)

Let us consider NV UC first. For any new type RT, contained in N, the judgment
Iey  okOvr RT is valid by the hypothesis, see [add] of Definition 1. For any
changed type RT, contained in C, the judgment [y, F okOvr RT is valid because
of [eng] of Definition 1.
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It remains to prove that the judgment holds for the unchanged types, con-
tained in U. Since they are unchanged the direct supertypes of any type in U
are the same in Io19 and [qe,. Furthermore, each direct supertype of RT must
be contained in Def(Is14) and in Def (Iyhey) because of, respectively, the fact
that b I,14¢ holds and the fact that Iyey, is closed (which we have proved be-
fore). Hence, these direct supertypes must be contained in Def (I14) N Def (Iyey)
which, by definition, is equal to: U U C. If a direct supertype is in U, then the
same reasoning can be applied; so, for any RT € U, only two cases are possible:

— all supertypes of RT are in U; then, the hierarchy of RT has not changed and
by the hypothesis - [,14¢ is valid, so the judgment I, F okOvr RT is valid
too;

— there exists a supertype RT’ of RT which is in C, whose subtypes till RT
are in U. Then, by [cng] there exists a type RT” such that RT” < RT and
Iew F okOvr RT” holds. So, I,y F okOvr RT must be valid too. [J

In summary, as long as we keep trace of a previous well-formed environ-
ment [,14 we can check for the well-formedness of any new environment [je,
by examining the changes w.r.t. I514. The most expensive check must be per-
formed when some classes are removed; this is acceptable because classes are
added/changed more often than removed in the usual software development cy-
cle. The requirement of having a previous well-formed environment available may
seem restrictive, but it is not, since one can always use the empty environment
(which is trivially well-formed) as I'y1q4 when starting to use our strategy from
scratch.

Assume we have a compilation environment ceqq, a corresponding well-
formed type environment I'y14 = extractEnv(ceq1q), and we can prove:

RT, Fold = ceold(RT) ~ B

The proof tree for this judgment can be proved to be unique, and contains a set
of assumptions A = A1,...,\,. We call it the requirements for RT in 414 and
write
Reqs(RT, I'p1q) = A

Assume to change ceo14 leaving the fragment for RT untouched. That is, as-
sume to have another compilation environment cepey;, with a corresponding well-
formed environment Iy, such that cepey(RT) = ceo14(RT).

Does RT compile in cepe,? If it does, can we say something about the corre-
sponding binary?

The following theorem states that, if [pey still satisfy the requirements of RT
in I514, then we do know that RT compiles in e, and it compiles to the same
binary.

Theorem 2. If ceq1q and ceney are two compilation environments which share
the same source for RT, that is, ceo1a(RT) = cepney(RT), the corresponding type
environments I'sia = extractEnv(ceoia) and Ihey = extractEnv(ceney) are well-
formed, and the judgment RT; I'g1q b ceo1a(RT) ~ B can be proved, then:

RT, Iyey b Cenew(RT) ~ B <= Ipey - Reqs(RT, [414)
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Proof (sketch) U Iyhey b Reqs(RT, I'o1a), that is, Iney H A holds for all A €
Reqs(RT, I'p14), the proof for RT; I14 F ceo14(RT) ~ B is a proof for RT; Ipey -
Cenew(RT) ~ B t0o. On the other hand, if ey ¥ Regs(RT, I'u1q), then there exists
at least one \ € Regs(RT, [514) such that ey I/ A. Since the proof tree for a
compilation judgment is unique, either there is no proof tree for compiling RT in
I,y or the compilation produces another binary B’ which differs from B. [J

When the compilation for a fragment RT is undefined, or the binary produced
by the compilation differs from the existing one, a sound strategy requires the
compilation of RT.

To sum up, our compilation strategy is quite simple: a fragment has to be
recompiled if and only if the new environment does not entail its requirements.
This strategy is both sound and minimal.

So far so good: if we keep trace of the requirements for a fragment when we
compile it we can apply a sound and minimal strategy. However, from a practical
point of view there is another point to ponder: the cost of checking whether the
requirements of a fragment are entailed by a type environment. If this checking
costed more than compiling the source fragment, then all the reasoning so far
would be useless. Luckily, this is not the case. In typechecking a source fragment
a compiler must necessarily perform all the steps which are necessary to check
the validity of the entailment. In addition, a compiler must, of course, parse
the source and generate the code. So, checking whether the entailment holds
is definitely faster than recompiling, and we expect this to be much faster. Of
course, the global cost of using a smart strategy is not easy to determine because
it depends on the particular compiler and the compilation context. That is, on
the one hand there is the additional cost of checking the entailment, on the other
hand there is the saving in not compiling the fragments whose requirements
are entailed by the new environment. In a sense, the time used to find that a
fragment’s requirements are not entailed may appear “wasted”, because that
fragment has to be recompiled. However, if the compilation manager and the
compiler are tightly integrated, the compiler’s typechecking step can use the
results of the previous entailment checking step as a sort of cache and skip many
checks when recompiling the fragment. Using this trick, the “wasted” time is
extremely small: it just consists in finding that a single requirement A does not
hold.

We can model an extended compilation environment as follows:

cey : (IRT =~ SUBU (B x A))

That is, a pair consisting of the previous (well-formed) environment I" and a
function which, for each fragment name, returns either: the source only, the bi-
nary only (when the source is not available) or a pair consisting of the binary and
the requirements (the idea is that they are the result of a previous compilation).

4 Related and Further Work

This paper, together with [3, 4], can be considered a step towards a better support
for separate compilation of Java-like languages.
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The solution presented here, which extends the ideas in [2], is similar to at-
tribute recompilation, according to the classification given in [1] - here attributes
correspond to assumptions.

An inspiring source of our work has certainly been Dmitriev’s paper [5], which
describes a make technology, based on smart dependency checking, that aims to
keep a project consistent while reducing the number of files to be recompiled. A
freely downloadable tool, Javamake, is based on such a paper and implements the
selective recompilation upon any Java compiler. Unfortunately, as pointed out
by the author himself, there is no proof of the correctness of the approach, which
is not based on theoretical foundations. So, it might happen that Javamake fails
to force the recompilation of some classes which is actually needed for ensuring
the consistency of the project. Conversely, Javamake cannot avoid a considerable
amount of unnecessary recompilations. Hence, it is neither sound nor minimal.

The final goal of the work presented in this paper is implementing a smart
compilation manager for the whole Java language, a la Javamake, but based on
a formal model on which the correctness can be actually proved. To achieve this
result, there are some subtle and Java-peculiar features which must be addressed.

— Unreachable code is not just a bad idea: it is forbidden (see 14.20 of [8]) -
this is the most challenging issue to be tackled.

— Final methods: an invocation of a final instance method is compiled to differ-
ent bytecode w.r.t. an invocation of a non-final instance method (non-virtual
invocation vs virtual one, see 15.12.3 of [8]). This issue should not pose major
problems.

— Accessing a final field initialized by a constant expression is a constant
expression (see 15.28 of [8]) and so should be compiled directly to the cor-
responding value. This issue should not pose problems too, as long as an
assumption keeps track that such a constant is really an access to a static
final field.
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Abstract. In this paper we propose efficient schemes enabling groups
of users of a mobile network to communicate anonymously with respect
to an adversarial party (i.e, other users, network managers, and so on).
Each user can start a group communication, and his identity, as well as
the identities of the other members of the group, are not revealed even
if several other parties of the system collude. We consider two network
settings and, for each of them, we propose an efficient and secure scheme.

Keywords: Mobile Communication, Cryptography, Anonymity, Privacy

1 Introduction

Mobile communication has heavily grown up in the last decade. In order to
provide high-quality services, researches have mainly been focusing on the de-
velopment of a new mobile network infrastructure, and on the design of enough
powerful and well-equipped mobile devices. Such efforts have given rise to a
scenario where many applications are provided to the users. By means of their
mobile devices, users can have group communication, can receive and exchange
multimedia data, can browse the Internet, as well as can subscribe to certain
information services, offered by public or private agencies. However, as much
as mobile networks, devices and applications are having spread diffusion, so is
user privacy request becoming more and more demanding. In the literature,
many papers examine the security threats involved in mobile communication,
e.g., confidentiality of the conversation, privacy of user location, protection of
user identity.

Our contribution. This paper deals with anonymous group mobile communica-
tion. We describe two schemes enabling a user to start anonymously a group
communication with other users, whose identities are hidden to parties who do
not belong to the group. More precisely, only the user starting the conference
knows the identities of the parties involved in the conversation, while neither
the service provider, nor any involved user knows the identities of the others.
Such an anonymous conference system allows discussions on sensitive topics to
be started among participants which do not want to disclose their identities, and
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they have applications in both business and fancy fields (politics boards, chat
or dating systems). Each protocol yields a different security degree. Moreover,
following a recent trend in cryptographic researches, in designing our scheme,
we try to minimize the need for trust in third parties as much as possible.
Related Work. Several papers in the literature have addressed the issue of secure
communication in mobile networks. Anonymous communication has been stud-
ied in [9]. The issue of anonymous and accountable access to services in mobile
communication systems has been instead addressed in [3], where a trusted cus-
tomer care agency is used, in order to grant and charge accesses to services. An
efficient scheme which provides privacy of the conversation (i.e. content protec-
tion) in group mobile communication has been recently given in [17]. Another
approach for preserving user privacy in mobile communication networks can be
found in [12], as well as in [2] a replicated memory service is used in order to
preserve user location privacy. Anonymity in wired communication networks has
been deeply studied, and it has been source of ideas also for the mobile setting.
In [4T5] mix networks have been introduced to achieve several goals in wired
networks and later applications to mobile communication have been considered
in [81].

2 Background

Rabin Cryptosystem. Let Z) be the multiplicative group of the integers x be-
tween 1 and n — 1 such that ged(x,n) = 1. We say that y is a quadratic residue
modulo an odd integer n iff there exists w such that w? = y mod n. Let Q,,
be the set of quadratic residues modulo n. Deciding whether y is a quadratic
residue modulo n is easy if n is prime. Indeed, y is a quadratic residue modulo
a prime n iff ynT_l = 1 mod n and the two solutions of w? = y mod n are given
by :l:y% mod n. On the other hand, if the modulo n is composite, then the
quadratic residuosity of ¥ modulo n can be efficiently decided only if the factor-
ization of n is known. In our construction we consider special moduli n called
Blum integers. We say that n is a Blum integer if n is the product of two primes
p, q of the same length, both congruent to 3 modulo 4. In such a case, the number
of solutions of w? = y mod n is 4. We assume that computing one square root
of a quadratic residue modulo a Blum integer is hard if the factorization of the
Blum integer is not known. Rabin’s cryptosystem works as follows:

— Set-up. A user generates a Blum integer n = pq, publishes n and keeps secret
its factorization.

— Encryption. A message M is encrypted computing M = M? mod n.

— Decryption. An encrypted message M is decrypted computing the four
square roots modulo n and choosing one of them according to some proba-
bilistic criterion (e.g., the last bits of a message represents the message digest
of the other bits).

The encryption operation is very efficient: it just requires a modular mul-

tiplication. Hence, several encryptions can be efficiently performed by a smart
card. The decryption requires two modular exponentiations.
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Chinese Remainder Theorem. An important result from Number Theory, fre-
quently used in Cryptography, is given by the so called Chinese Remainder
Theorem (see [I8] for details):

Theorem 1. Let nq,...,n; be pairwise relatively prime integers, and let n =
ny-Ng - ... ng. Then, for any integers ay,as,...,ar, the set of simultaneous
equations X = a; mod n;, fori =1,...,k, has a unique solution modulo n for

the unknown X.

In other words, there exists and can be efficiently computed a single value
0<X< Hf:lni such that X = a; mod n;, fori=1,...,k.

Secret Sets Constructions. Secret sets where introduced by Molva and Tsudik in
[14] as a basic construct for communication with a group of mutually suspicious
entities. Loosely speaking, a set is secret if any entity can test its membership
in the set but can determine neither the other members nor the cardinality of
the set. Secret sets were further studied in [6]. We will use one of the schemes
given in [I4], based on the Chinese Remainder Theorem, in the design of our
first protocol. Basically, the scheme for constructing a secret set will be used at
the beginning of the conference to set up a broadcast message for inviting other
users to join the conference.

Blind Signatures. Blinding is a well-known cryptographic technique used to al-
low an entity to sign a message, received from another entity, without knowing
the content of the message [5]. In Chaum’s blind signature scheme, based on
RSA [13], user A is able to obtain B’s signature on a message m, releasing no
information on m. More precisely, let (n,e) and d be B’s public and private
key, respectively. Let k& be a random integer chosen by A with 0 < k <mn —1
and ged(n, k) = 1. To get the blind signature from B on a message m, A first
computes m* = h(m)k® mod n, and sends it to B. B returns to A the message
s* = (m*)% mod n. Finally, A can obtain B’s signature on the original message
m by computing s = k~'s* mod n.
Billing. Anonymous subscription protocols have been proposed in the literature,
allowing users to anonymously access an electronic service. Some protocols are
based on the use of pseudonyms [4], some others rely on the use of anonymous
tokening systems, which make use of blind signatures [I9]. The solution we de-
scribe here is given by the bit counting scheme, which has been recently proposed
by Ramzan and Ruhl in [16]. The idea is to give each user, holding a regular
subscription to a service, a number of anonymous tokens, encoding the binary
representation of the number of allowed accesses. Each time the user wishes to
access the service, he sends a subset of the valid tokens to the service provider,
such that the validity of the subscription can be checked. The service provider
replies by providing the service and by sending back to the user a new set of
tokens, encoding the remaining number of allowed accesses.

More precisely, the service provider fixes V = 2" — 1, to be the maximum
number of accesses to a service for a valid subscription. Then, it selects 2m pub-
lic/secret key pairs, named g1, g2, ..., gm and fi, fo,..., fm. Assume that a user
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buys a subscription for £ < V accesses to the service: he sends to the provider m
blinded tokens t1,ta, ..., t,, (with each t; = (m;, h(m;)?)). The provider returns
the tokens signing each t; with g;, if the corresponding bit in the binary represen-
tation of £ is 1, or with f;, if the corresponding bit in the binary representation
of £ is 0.

Each time a user wants to access the service, he sends to the provider the
subset of tokens t1, ..., t;, such that ¢; is the first token signed with g;, while
t1,...,t;_1 are all signed with keys fi,,..., fi_1. He also sends i fresh blinded
tokens tp,, ..., ty, to the provider. The provider can check that the tokens ¢4, ...,
t; are valid and have not been used before. If this is the case, then it provides
the user with the requested service, and sends him the i signed fresh tokens
Uiy o5ty where ty,,, ..., t,, , have been signed with keys g1,...,¢g;—1, while
t,, has been signed with f;.

Notice that the communication complexity of the above billing scheme is op-
timal, since the user sends on average only two tokens per item request. If k£ de-
notes the security parameter, then communication complexity is O(k) bits. User
storage complexity is low as well, since the user is requested to keep O(klog?)
bits, where £ is usually a small integer. The storage complexity for the service
provider is high, since it is requested to store every used token. However, by
requiring the 2m keys to expire at regular intervals, the provider has to store
only O(knf) bits, where n is the number of subscribers.

3 Broadcast-Based Setting

A mobile conference is a synchronous collaboration session, in which conferees
communicate through a wireless network. In this section we consider a simple
scenario, where users are connected to a service provider. More precisely, the
entities involved are the following:

— Mobile devices, used by the customers to make or receive a call. Mobile
devices are directly connected to the service provider.

— Service provider (SP, for short), contacted by the users who wish to setup or
participate to a mobile conference. The SP receives messages from conferees,
operates on these messages in an appropriate way, and then it broadcastdl]
the results to the other conferees.

We assume that, during an off-line registration phase, users subscribe to the
service offered by SP, identify themselves, and pay for the service a certain fee,
receiving from SP some tickets that can be spent from time to time to access
the service. Moreover, we assume that the following conditions are satisfied:

— Anonymous channel. We assume that when the user contacts SP, the channel
does not provide the identity of the caller.

! Broadcast messages directed to a single user can be thought as messages sent along
a point-to-point channel between SP and the user.
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Mobile Device

Mobile Devices

Fig. 1. Broadcast-based Setting.

— Low Conference Call-Request Rate: The number of conferences that take
place in a certain time-period is low.

The first condition is required because if the channel carries out the identity
of the caller, anonymity is impossible. The second condition is required because
in our scheme a mobile device has to perform some computation any time a new
conference call is broadcasted by the SP, in order to find out whether or not
the user is part of the conference. Too many calls (i.e., broadcast messages to
decrypt) cannot be managed by the low-power mobile device.

3.1 Protocol

Any conference is started by a user, which we refer to as the Conference Initia-
tor, C1I for short. The structure of a protocol providing anonymous and secure
communication is basically divided in four steps:

— ANONYMOUS IDENTIFICATION OF CI: The conference initiator CI interacts
with SP in order to be identified as one of the users allowed to access the
service. More precisely, C'I sends a call-request message to SP containing
anonymous identification information, and tokens for paying the service. At
the end of such a phase, the SP sends a randomly chosen conference id, say
cid, to C1.

— CONFERENCE CALL: Once granted the access, the conference initiator C1,
chooses uniformly at random a session key k, embeds k in a larger message
M containing some other information (among which the conference id cid),
encrypts M obtaining B, and asks SP to broadcast B to the users.

— MEMBERSHIP TEST AND KEY RECOVERY: Every user receives B and checks
in it if he belongs to the conference: If this is the case, then the user succeeds
in decrypting the message and in recovering the session key k.

— CONFERENCE JOIN AND CONVERSATION: Users belonging to the conference,
anonymously identify themselves to the SP and pay for the service. Then,
when the conference starts, the SP broadcasts every encrypted message with
the prepended conference id cid, received by one of the members of the group.
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The above general protocol can be instantiated as follows: The conference
initiator C'I, can anonymously identify himself to the SP as a subscriber, paying
the anonymous conference service fee according to the bit counting billing scheme
described before, as follows2:

Anonymous ldentification:

— C1 constructs a message M1 = t1,...,tk|[tn,. .., tn, containing a subset of k tokens
t1,...,t, such that ty is the first token signed with key gi, and k fresh blinded tokens
tni,...,tng, and sends it to SP.

— SP verifies the validity of the tokens ¢1,...,t; in M|, signs opportunely the k fresh
tokens tni, ..., tng, and computes a random number cid. He returns to CI a message
Mg =tn], ..., tnj||cid containing the signed tokens tni, ..., ¢n; and the conference
identifier cid.

We assume that every user U; holds a certified pair of keys (PK;, SK;), and
he is associated with a public known prime number p;. Moreover, we denote
by {M}k the encryption/decryption of M by using a cryptographic key K.
Once CT has been identified by SP as a subscriber of the anonymous conference
service, he has paid the fee, and has received the conference identifier cid, then
C1T proceeds as follows:

Conference Call:

— For each U; € C, CI constructs a message M; = R;||k||cid||msg, given by the
concatenation of a random string R;, used for randomization purposes, the session
key k, the conference identifier cid, and a message msg establishing membership, and
computes x; = {Mi}PKi-

— Then C1I, by using the Chinese Remainder Theorem, computes the value X satisfying,
for each U; € C the congruence X mod p; = z; and sends it to the SP.

— Finally, SP broadcasts the value X.

Every user of the network, operates as follows:

Membership Test and Key Recovery:
— User Uj;, in order to find out whether or not he is part of the conference, computes
x; = X mod p;, and then M; = {z;}sk,-
Finally, each user that is member of the conference, anonymously identify himself
to SP, and pays the conference fee. Such a step is basically the same performed
by the conference initiator C'I. More precisely:

Conference Join and Conversation:

— U, constructs a message J; = t1,...,tk|[tn1,...,tnk||cid containing a subset of k
tokens t1,...,tr such that tokens ¢1,...,tx—1 are signed with keys fi,..., f—1 and
tr is signed with key gi, k fresh blinded tokens tni,...,tng, and the conference

identifier cid. Then he sends such a message to SP.

— SP verifies the validity of the tokens t¢1,...,tx in J;, it signs opportunely the k fresh
tokens tni,...,tng, and it returns to U; the message Jr = tnj,...,tn} containing
the signed tokens.

Afterwards, the conversation takes place in a straightforward manner: every
user of the group, encrypts the message he wishes to send by using the session

2 Notice that, in order to avoid replay or man-in-the-middle attacks, each message
should be encrypted by using a symmetric key established with an asymmetric
scheme.
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key k, prepends to the message the conference identifier cid, and sends it to SP.
Then, SP broadcasts such messages that users in the group receive and decrypt.

The scheme is efficient both from the computational and communication
points of view. Indeed, notice that mobile conferences involve usually small
groups of users (e.g., 5,6,---). It does not make any sense a mobile confer-
ence in which 10,000 people are involved . Conversation would be impossible!
In the above scheme, the conference initiator C'I only needs to encrypt a mes-
sage for each member of the conference, and to compute the value X. The first
computation is efficient since we are using Rabin’s Cryptosyste. The second
computation can be easily carried out by means of few multiplications and ap-
plications of the Euclidean algorithm. Moreover, the size of the broadcast X is
proportional to the number of members of the conference. Finally, every user
can check membership by means of a modular division and a single decryption.

In terms of memory storage, the above construction just requires each user to
store his own secret key, apart the information needed to anonymously identify
himself to the SP. Current smart cards have enough memory storage capability
and computational power to support such a schemd].

4 Mix-Network Based Setting

The above construction is elegant and efficient but cannot be applied to a large
scale network. Indeed, several features of real mobile networks do not match
the assumptions we have done before. For example, in the GSM system, the
base station to which a mobile device is connected knows the identity of the
user. Moreover, the idea of a call-for-conference based on an encrypted broad-
cast message is not feasible in presence of a large number of call-requests. In this
section we consider a more feasible scenario resembling widely used mobile com-
munication standards. Mobile users are connected to the network through base
stations, which authenticate them and propagate incoming calls. More precisely,
the entities we consider are:

— Mobile devices: used by the customers to make or receive a call. When making
or receiving a call, a radio connection between the mobile device and the
nearest radio station is established. The smart card contained in the mobile
device allows the user to have the calls charged on his own account, and also
to access the services the user has subscribed during the registration phase.

— Base stations: consist of transreceivers and controllers who physically man-
age the communication between the users and the network switching system.

3 Due to a suitable implementation by means of the Montgomery multiplication

algorithm (see [I7] for details), we can gain even more efficiency.

4 The parameters of the other conferees must be known to the mobile device of the
conference initializer as well. Current storage capabilities of mobile devices make it
feasible for a few users.
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Fig. 2. Mix Network Based Setting.

— Network switching system: connects mobile devices to other mobile devices
in the same network or in different networks. Mobile switching systems are
employed to handle handover, location updating, registration, authentication
and call routing. The network switching system usually connects also mobile
devices to the fixed (non-mobile) phone networks. The network switching
system relies on mix networks (which will be described later on) to redirect
messages among mobile users in an anonymous way.

— Conference manager (CM, for short): contacted through the network switch-
ing system by the users, in order to start a mobile conference. The confer-
ence manager receives messages from conferees, operates on these messages
in an appropriate way, and then it forwards the results through the network
switching system to the conferees.

4.1 Mix Network

In current standard mobile networks the mobile device interacts with a base
station, in order to inform the network switching system about the user location.
Indeed, the network switching system needs to know the location of a mobile
device, in order to redirect a call request to the correct base station. Information
about user location is therefore stored in a specific register, called Home Location
Register (HLR, for short), and accessed by the network switching system.

Such a mechanism is obviously a strong threat against user privacy, since the
information stored by the HLR can be used to trace user movements. A similar
threat for user privacy arises in TCP/IP networks for IP addresses. However,
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in the TCP/IP setting the problem has been deeply studied. A proposal for
protecting user privacy from tracing attacks, based on the so called mix net-
work, has been described in [7JTT]. A solution based on mix network for wireless
communication has been subsequently presented in [1I§].

A mix network is composed of special computers, referred to as mizes, that
manage the delivering of a message transmitted by a sender to a receiver. Mixes
should belong to different institutions, in order to preserve user privacy against
collusion attacks, performed by corrupted parties. A mix network works as fol-
lows: The sender of a message chooses a path in the mix network the message
has to cross to reach the receiver (i.e., a sequence of mixes). Then, he encrypts
according to a onion-like style, a message composed of an header part and a
content part: in the header part, there is an address (or just the unique name)
of a mix. In the body part, there is the message that will be managed by the
mix. To clarify the discussion, let us consider an example. Suppose that Alice
wants to send anonymously a message M to Bob. Alice’s mobile device ran-
domly chooses [ mixes, say myq,...,m, along the mix network, and performs the
following computation:

31 = {mall{- - fmal{Bobll (M) g} 3, o))

mao mq

The message M is firstly encrypted with Bob’s public key. Then, the resulting
message is concatenated to Bob’s mobile address and encrypted with m;’s public
key. The resulting message is concatenated with the address of m; and encrypted
with m;_1’s public key and so on, until the encryption with m4’s public key is
performed. The resulting message M is sent by Alice to my. The mix my decrypts
M , reads the name ms of the next mix in the path, and sends it the remaining
message. The mix my proceeds in the same way, and so on until the message
reaches m;. The last mix m; decrypts the message, reads Bob's address, and
sends him the remaining message. The communication between the mixes takes
place along a fast communication channel. Finally, Bob receives and decrypts
the message. Alice and Bob are unlinkable as long as one of the chosen mix
is honest, in the sense that it does not cooperate with the other mixes. In the
following, we use the notation A =;;x B : M to say that a message M is sent
by A to B by using the MIX network.

Sessions. In order to let a party reply to a caller without knowing his identity we
assume that a session is established between the sender and the receiver across
the mixes. More precisely, when the first message is sent, the caller chooses a
random serial number for the session, and he appends it to the message that is
encrypted with the public key of the first mix in the path. The same operation
is repeated by all mixes along the path. For example, mix m; receives for a given
message a serial number s; from m;_; and sends to the next mix m;;1 a serial
number s;11 with the message. The receiver obtains a serial number s, and for
each message that he sends back to the caller, he uses the same mix that sent
him the first message and he appends to the reply message the serial number
sr. The message then can reach the destination using the same path followed by
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the first message, but in reverse order. Indeed, the mix m; will receive from mix
m;y1 a message with serial s;;1. Thus, he knows that the mix he has to forward
the received message is m;_1 and the serial number he has to append is s;. Note
that the existence of a session does not threat the anonymity of the system.

4.2 Protocol

As before, a conference is started by a certain conferee, referred to as the confer-
ence initiator (C1, for short). He contacts through the network switching system
a conference manager (C'M, for short) in order to start a conference. During this
step, a conference identifier (cid, for short) is established, and the initial fee is
paid by C1I, according to the bit counting billing scheme described in Section 2l
The mix network inside the network switching system guarantees the privacy of
Cl.

Anonymous ldentification:
- CI =n1x CM : {Init},,,. The Init message contains a symmetric session key

and the tokens, i.e. Init = Init||Kinm||t1, ..., tk|[tna, ..., tnk.

- CM =wmix CI : {Start}, . Start = Start||cid|[tn],... tn} where cid is a
conference identifier randomly chosen by CM and tn7, ..., tn}, are the blind signatures
of tni,...,tng. This step is performed only if tokens t1,...,tx|[tn1,...,tny are well
computed.

Once CT has been anonymously identified, he invites the other conferees by
giving them a randomly chosen session key, the address of the conference man-
ager, and the conference identifier. The conferees then join the conference and
pay the required fee. The mix network is used during both invitation and joining
since we want to guarantee user privacy also in peer-to-peer communication.

Conference Call
C'I generates for conference cid a symmetric key K iq. Let Ci,...,C; be the conferees of
conference cid. For 1 <1 <[ the following steps are executed:

— CI = umix Ci: {Invite}, . The Invite message contains the conference identifier
cid, the conference key K.;q, and the address of the conference manager C'M, i.e.,
Invite = Invite||cid||Keia||[C M.

— Ci =m1x CM : {Enrollment}, . The Enrollment message contains the confer-
ence identifier cid, a symmetric session key K;nr, and the tokens for the joining fee,

i.e., Enrollment = Enrollment||cid||Kin ||t1,. .., te||tn1, ..., tng.

- CM =wmi1x Ci : {Join}y, . The Join message has the following structure: Join
= Join||cid||tn], ..., tn}, where cid is a conference identifier and tn],...,tn; are the
blind signatures of tni,...,tng. This step is performed only if the tokens sent in the

Enrollment message are well computed.

Once a conference has begun and the conferees have joined it, each message
of a conferee reaches the conference manager that then forwards it to the other
conferees. Moreover each conferee is charged by the conference manager. Notice
that our scheme allows an arbitrary charging policy: conferees can pay only at
the beginning of the conference a certain fee, as well as they can pay at the end
of each fixed time-period a certain fee. The mix network is still used in order to
guarantee unlinkability.
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Conference Join and Conversation:
Once a conference cid is started the following messages are exchanged between the con-
ference manager and each conferee C; that has joined cid.
- Ci =>mix CM {Pay}KiM. The Pay message contains the conference identifier cid
and the tokens corresponding to the amount of money that the conferee C; must
periodically pay established by the charging policy of CM. More precisely, the Pay

message has the following structure: Pay = Payl|cid||t1,. .., tk||tni, ..., tng.
- CM =nmix Cy: {Ack}KiM. The Ack message is sent in order to give back the signed
blind tokens after a Pay message, i.e., Ack = Ack||cid||||tn], ..., tn}.

- C; =2mix CM {Talk}KiM. The Talk message contains the conference identifier
cid and the conversation of conferee C; encrypted with the conference key K, ;4, i.e.,
Talk = Talk||cid|[{M}, .

— CM =ni1x Ci: {Conversation}, . The Conversation message contains a con-
ference identifier cid and a message that has been previously received by C M from a
conferee in a Talk message, i.e., Conversation = C’onversation||cid||{M}Kcid.

4.3 Performance

We briefly discuss now the communication and computation complexities of the
mix network based solution. There is a trade-off between the privacy of the
system and the communication complexity of our architecture since the work of
each mobile device (based essentially on encryptions/decryptions) linearly grows
with the number of mixes he wishes to use. Moreover we distinguish between
symmetric and asymmetric encryptions/decryptions and between modular mul-
tiplications and exponentiations. Indeed, a modular exponentiation corresponds
to hundred modular multiplications. We have decided to use Rabin’s cryptosys-
tem due to the low computational complexity of its encryptions, that efficiently
satisfies the requirements of a mix network. We assume that all encryptions are
opportunely randomized.

Miz overhead. If the mix network is composed of mixes belonging to different
institutions and each mix in a chosen path belongs to a different institution, a
reasonable length for a path has a small constant value. The overhead added
by the mix network is thus few modular multiplications that can be reasonably
performed also by a smart card.

Symmetric encryption. Almost all messages are encrypted by using a symmetric
algorithm like the Advanced Encryption Standard, which is fast and presumed
to be secure at the state of current knowledge. The reader is referred to [18] for
details.

Conference Initiator. The conference initiator CI performs some extra tasks,
compared to the other conferees. Indeed, he has to contact each other conferee
in order to invite him to the conference, by giving him the necessary information
for joining the conference and encrypting/decrypting the conversation. However,
the number of conferees is in general bounded by a small constant as we discussed
in Section [3.1]

Conversation. Each conferees that actively attends the conference sends his con-
tribution to the conference by sending to the conference manager his messages.
The conference manager then forwards the message to each other conferee. The
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overhead of the conversation is thus essentially based on a symmetric encryp-
tion/decryption for each message.

5 Conclusions

In this extended abstract we have described two protocols providing anonymous
group communication in mobile networks. Both schemes satisfy a number of con-
straints usually presented by mobile devices, such as low computational power
and limited memory storage capabilities. Our schemes are based on several cryp-
tographic techniques used in the literature in different (or related to the one we
have considered) settings, and provide features like billing and conference man-
agement, which are not supported by previous proposed schemes. Due to space
limitations, we have not included security analysis and other details, which will
be considered in the full version of this paper.
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Abstract. A method of computing the number of 1’s and 0's as well as
the number of runs of any length in the sequence obtained from a LFSR-
based generator has been developed. The procedure that is based on
the decomposition of the generating function in global minterms allows
one to check balancedness and run distribution goodness in the output
sequence. Simple design rules are also derived.
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cryptography.

1 Introduction

Generators based on Linear Feedback Shift Registers (LESRs) ([1], [I2]) are very
common devices to generate keystream sequences in symmetric-key cryptogra-
phy. Desirable properties for such sequences can be enumerated as follows: 1)
large period, 2) large linear complexity, 3) good statistical properties. There are
well-known proposals ([2], [3], 4], [9], [10], [T1]) for which conditions 1) and 2)
above are perfectly satisfied. Nevertheless, how to obtain sequences with good
statistics is a feature that even now remains quite diffuse.

Balancedness and adequate distribution of 1’s and 0’s in the output sequence
are necessary (although not sufficient) conditions that every keystream generator
must satisfy. Roughly speaking, a binary sequence is balanced if it has approx-
imately the same number of 1’s as 0’s. On the other hand, a run of 1's (0s)
of length k is defined as a succession of k consecutive 1’s (0’s) between two 0's
(I's). The runs of 1's are called blocks while the runs of 0’s are called gaps.
It is a well known fact ([1], [13]) that in a pseudorandom binary sequence of
period T there are T//2 runs distributed as follows: half the runs have length 1,
one quarter of the runs length 2, one eighth of the runs length 3, and so forth.
Moreover, half the runs of any length are gaps, the other half are blocks. That
is to say, in a pseudorandom binary sequence the number and distribution of
digits is perfectly quantified.

Due to the long period of the keystream sequence, it is unfeasible to produce
an entire cycle of such a sequence and then analyze the number and distribu-
tion of 1’s and 0’s. Therefore, in practice, portions of the output sequence are
chosen randomly and different statistical tests [9](monobit test, run test, poker
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test, serial test ... ) are applied to all these subsequences. Nevertheless, passing
the previous tests merely provides probabilistic evidence that the LFSR-based
generator produces a sequence with certain characteristics of pseudorandomness.

In this work, a deterministic method of computing the degree of balancedness
and number of runs of different lengths in one period of the output sequence
is proposed. If the computed values are not in the expected range, then the
generator must be rejected.

The procedure here presented is based on the expansion of the generating
function in global minterms. As a straight consequence of this method, simple
rules to design generators with good balancedness and run distribution are also
derived. Some illustrative examples complete the work.

2 Theoretical Background and Basic Notation

Any L-variable Boolean function can be expressed canonically in terms of its
minterms [7], that is the logic product of the L variables (a1, ag, ..., ar) where
each variable can be in its true or complementary form. Examples of minterms
of L variables are:

ayasz...ar, @ayas...ap, Qa1as...ar
where the superposition of variables represents the logic product. In addition,
any L-variable Boolean function can be uniquely expressed in Algebraic Normal
Form (A.N.F.) or Muller ezpansion [6] by means of the sum exclusive-OR of
logic products of different orders in the L variables. A simple example of Boolean
function in A.N.F. is:

f(ar, ag, ..., ar) = aras ® asar—1 S ar,

where @ represents the exclusive-OR, logic operation.

In mathematical terms, a LFSR-based generator is a L-variable nonlinear
Boolean function, F : GF(2)L' — {0} — GF(2), whose L input-variables are
the stages of the LFSRs. At each clock pulse the LFSRs generate new stage
contents that will be the new input-variables of F. In this way, the generator
produces the successive bits of the output sequence or generated sequence. A
LFSR-based generator is a nonlinear Boolean function F' given in its A.N.F.
Moreover, the LFSRs involved in this kind of generator are maximal length-
LFSRs [1]. In fact, a LFSR of L stages is a mazimal length-LFSR whether its
characteristic polynomial is primitive. In this case, its output sequence is called
a PN-sequence of period T = 2% — 1. Balancedness and run distribution of PN-
sequences have been extensively studied in the literature. See for example [1],
[10] and [13].

Let A be an arbitrary mazimal length-LFSR of length L4 and a; (i =
1,...,L4) the binary content of the i-th LFSR stage. A minterm of L, vari-
ables is denoted by A;..; whether such a minterm includes the variables a; ... a;
in their true form while the other variables are in complementary form. Accord-
ing to the Muller expansion [6], a minterm of L4 variables expressed in A.N.F.
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is a nonlinear function with 2£4= 7 terms (1 < j < L4, j being the number of
variables in true form). Such a function can be easily obtained by expanding out
the corresponding minterm.

Let Ap, denote the set of L-variable Boolean functions in A.N.F. and @ the
manterm function of F. In fact, ®p : Ay, — Ap, such that, given F', &g substi-
tutes every term of F' by its corresponding minterm. For a nonlinear function in
ANF. eg. F(a1, as, az) = a1 azaz ® aj ag ® az ag B az ® az, we have:

Pp =A123D A13D A3 D Ay @ As.

On the other hand, every minterm considered as a generator applied to the
L 4 stages of A generates a canonical sequence [10] with an unique 1 and period
T = 24 —1. Let us see for a simple example the particular form of the minterms
and their corresponding canonical sequences. Example 1: For a LFSR of L = 3
stages, characteristic polynomial P(D) = D3 + D + 1 and initial state (1,1,0)
we have:

Aio3 = ay as ag — {0,0,0,0,0,0, 1}
Aoz = a1 asa3 = aiasaz ® asas — {0,0,0,0,0,1,0}
A13 =aijG2a3 =aiazaszdaas — {0,0,0,0, 1,0,0}
Ay =a1a20T3 = ayasaz @ azaz ® ay as ® ag +— {0,0,0,1,0,0,0}
As =ajazsa3 = ajasas ®azasz ®ajaz D ag {0,0,170,0,0,0}
Al =a1asa3 =arasas D ajas ®ayaz D a; +—— {0,1,0,0,0,0,0}
Ao =ajaxas =ajasas daya — {1,0,0,0,0,0,0}.

The left column represents the ordered succession of the corresponding minterms
while the right column shows their generated sequences. The cyclic succession
of minterms is computed by increasing the previous minterm indexes by 1 and
applying the linear recurrence relationship of the LFSR. Indeed, a; azas —
a2 0304 = a2 ag(ag D al) = ajas as; ai as as — as a3 ag — a2 as (CLQ D al) =
a1as az ... and so forth. Thus, the ordered minterm succession is:

Av2s, Ags, A1z, Az, Az, Ay, Aqo.

Let us now generalize the previous statements to more than one LFSR.
Let A, B,..., Z be N LFSRs whose lengths are respectively La, Lg, ..., Lz
(supposed (L;,L;) = 1, i # j). We denote by a; (i = 1,...,La), b; (j =
1,..,Lg), ..., zk (k =1,..., Lz) their corresponding stages. The global minterms
associated with the generator have now Ly + Lp + ...+ Lz variables and are of
the form, e.g. A;j Bpgr ... Zs , that is to say the ordered product of the individual
minterms of each LFSR. For two ordered successions of individual minterms:

A127 A27 Al

31237 3233 Ble B27 B37 Blv B12

the global minterm succession including 3 x 7 elements is:

A12B193, AsBo3, A1 B3, A12By, A3Bs, A1By, ..., A3By, A1 Bs.
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As before every global minterm considered as a generator applied to the
stages of the LFSRs generates a sequence with an unique 1 and period T' =
(2Fa —1)(2Fe — 1) ... (212 — 1) [10]. In brief, every LFSR-based generator can
be expressed in terms of its global minterms as well as every global minterm
provides the output sequence with a unique 1.

Once the nonlinear function F' given in its A.N.F. has been converted into
its global minterm expansion, the basic ideas of this work can be summarized as
follows:

1. The number of global minterms in the representation of F' equals the number
of 1’s in the output sequence.

2. The contiguity of such minterms in the ordered global minterm succession
determines the run distribution in the generated sequence.

3 Conversion from A.N.F. to Minterm Expansion

Previously to the conversion procedure, the following facts are introduced:
Fact 1: F' = & o @, where the symbol o denotes the composition of func-
tions. Indeed, for the previous example:

F(ay,a2,a3) = as, Pp=A1=a1a2a3DaiasDajaz®a;
Ppodp =Pp(ar1azaz3 Parar®arazdar) =

A123 ® A12 @ A13 8 A1 = a1 = F(a1, az,a3).

Fact 2: For every LFSR A, the exclusive-OR, of all the possible terms of any
order [8] equals 1. In fact,

a12.L,Pa12. L,-19...002..0,D..Par, .. BaxDa; =
A 1, ®A12. ,-1P .. PA 1, B..BAL, P...0AdA =1 (1)

The previous equation can be rewritten as:
A oA =1 (2)
On the other hand, the total number of terms in () is:
La
()= Q
i=1
and, according to the previous section, the number of terms in A; = a;as ...ar,,
is:
N, (Ap) = 25a—1, (4)
Thus, the number of terms in A} will be:
N; (A)) =28a-1 -1, (5)

Appropriate notation will be used for the rest of LFSRs.
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3.1 Procedure of Conversion

Input: N (number of LFSRs), L, Lp, ..., Lz (lengths of the LFSRs) and a
nonlinear function F in A.N.F.
For instance, Ny =2, Ly =2, Lg = 3 and F'(a1, az, b1, ba, b3) = ay by.

— Step 1: Compute @p
¢F = A]_ B]_.
— Step 2: Substitute every minterm by its corresponding function in A.N.F.
and cancel common terms (if there exist)

Pp = (a1as®ay)(bybabs®bbs ®bbs®by) =

a1 a2b1b2b3 D ayazbi by @ arazbi bs @ ayaxbi®
a1 b1 ba b3 @ ay by by ®ay by bz ®ay by.
— Step 3: Compute F(a;, bj) = Pp o Pp

F(a;, bj) = PpoPp = A12 B1ag @ A12 B1o @ A12 B13 @ A12 B1@
A1 Bia3 ® A1 B12® Ay Bis @ A By.

Output: F expressed in terms of its global minterms.
Once the function F' has been expressed in terms of its minterms, balanced-
ness and run distribution in the output sequence can be analyzed.

4 Balancedness in the Output Sequence
of LFSR-Based Generators

The number of 1’s in the generated sequence coincides with the number of global
minterms in the expression of F or, equivalently, the number of terms in @ (Step
2). Remark that such a number does not depend on the LESR characteristic
polynomials. An illustrative example of application of such a procedure to a
well-known generator is presented.

4.1 A Numerical Example

Let A, B, C be three LFSRs of lengths L 4, Lg, Lc respectively. The combining
function is chosen:
F=a1bi®bici ®cr (6)

that corresponds to the generator of Geffe [12] and the minterm function @p is
computed:
bp = A1B, ® B1C, @ Cy
= A1B1(C; ® C1) ® (A} ® A1) B1Cy @
©(A] © A1)(B) @ B1)Ch
=A1B1(Ci®C1) @ (A @ A) B Cy .
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The number of 1’s in the output sequence can be directly obtained by counting
the number of terms in @ via the equations (@) and (@). According to this
simple rule, the number of 1’s in the output sequence obtained from a Geffe’s
generator is given by:

No. 1's = 2ka—tols=t(ole 1) 4 (2ka _1)(2ks—1 _q)2be—t, (7)

Remark that the previous expression is function exclusively of the lengths of the
three registers L 4, Lp, Lc. For lengths of the LFSRs in a practical range, we say
L; ~ 80, and keeping in mind that the period is T' = (214 —1)(2F& —1)(2Lc —1),
the number of 1’s in the output sequence is: No. 1’s ~ T'/2. Consequently, the
generated sequence is balanced.

5 Run Distribution in the Output Sequence
of LFSR-Based Generators

The computation of runs in the output sequence is based on the following result.

Proposition 1. Let us consider the ordered minterm succession of a mazximal
length-LFSR of length L. If the minterms including an arbitrary index i are
replaced by 1 and the minterms not including the index i are replaced by 0, then
the resulting binary sequence is the reverse version of the PN-sequence generated
by the LFSR.

The previous result is a straight application of the linear recurrence rela-
tionship of the LFSR given by its characteristic polynomial. Thus, a minterm
succession can be treated as a PN-sequence but remark that the number of runs
of any length of a PN-sequence is perfectly quantified. Indeed, each m-gram
(that is every one of the 2™ possible configurations of m bits (m =1, ..., L)) will
appear exactly 2X7™ times throughout the PN-sequence except for the L-gram
00...0 that will not appear any time. Moreover, in the global minterm succes-
sion each m-gram of any LFSR will coincide once with each one of the m-grams
of the other LFSRs. Based on these considerations, the computation of runs in
the output sequence can be carried out as it is shown in the following example.

Example 2: For two LFSRs, A and B, of lengths L4 and Lp respectively
(La < Lp) and generating function F' = a;b;, we proceed:

@FZAlBl:(al@CHCLQ@...@CHCLQ...G,LA)(ZM@ble@...@blbg...bLB)

F=0poPp=(A1®A1®... BA12. 1,)(Bi1®B12®...®B12.1,)

Notice that the minterm expansion of F' will only include products of individual
minterms with the index 1. Let us now introduce the following notation:

Y denotes an arbitrary minterm of A or B including the index 1.

N denotes an arbitrary minterm of A or B not including the index 1.

SecA denotes the ordered succession of minterms of A in format Y/N.
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SecB denotes the ordered succession of minterms of B in format Y/N.

It is clear that a 1 in the output sequence corresponds to a minterm product
YY (for example, A;Bj2) while a 0 in the output sequence corresponds to the
minterm products YN, NY or NN (for example, A; B, A23B13 or A3Bs). See
the formation rule in Table [

Table 1. Global minterm formation rule for F' in Example 2.

SecB  SecA  Output bit

Z <2<
Z'Z <=
coo~

Now we can compute the number of runs of different lengths.

5.1 Runs of Length 1

Blocks: They are runs of the form “0 1 0” that come from minterm structures

SecB %Y *
SecA :xY x

The symbol * denotes Y or N. The 3-gram NY N will appear 243 times in
SecA and 2Y273 times in SecB, the 2-gram NY x will appear 2042 times in
SecA and 2572 times in SecB, and so forth.

The different configurations of minterms able to generate a block of length
1 are depicted in Table [2 at columns notated “Configurations”. The columns
notated “No. of config.” show the number of times that such configurations will
appear on their corresponding minterm sequences.

Table 2. Configurations of minterms producing blocks of length 1.

Configuration No. of config. Configuration No. of config.

SecB *Y * ole -1 x«x YN olp =2
SecA NYN oLa—3 NYY oLa—3
SecB NY % oL —2 NYN oLlp =3
SecA YYN ola—3 YYY ola—3

Thus, the number of blocks of length 1 will be the sum of all suitable config-
urations multiplied by the number of times that such configurations appear

Np(1) = (2"7 7' 42 .2Fp 2 4 oln =3)pka =3 (8)
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Gaps: They are runs of the form “1 017 that come from minterm structures

SecB:Y Y
SecA:Y x Y

The different configurations of minterms able to generate a gap of length 1
are depicted in Table 3l

Table 3. Configurations of minterms producing gaps of length 1.

Configuration No. of config. Configuration No. of config.

SecB Y NY ols =3 Y x Y ols =2
SecA YYY ola—3 YNY ola—3

Thus, the number of gaps of length 1 will be the sum of all suitable configu-
rations multiplied by the number of times that such configurations appear

Ne(1) = (2bs =3 4 2bs =2y gka =3 (9)

5.2 Runs of Length n

The procedure can be generalized in order to compute the number of runs of
lengthn (n=1,...,L4 —2).

Blocks: They are runs of the form “0 1...1 0” (with n consecutive 1’s)
coming out from minterm structures

SecB:xY...Y %
SecA:xY ... Y x

with n minterms Y in both sequences. The different configurations able to gen-
erate a block of length n and their number are depicted in Table [

Table 4. Configurations of minterms producing blocks of length n.

Configuration No. of config. Configuration No. of config.

SeeB NY...YN 2ts-(nt+2) * Y...YN 2obs-(ntD)
SecA YY...YY 2la-(+2 Ny vy 2ba-(nt2)

SecB NY...Yx 2ls-(ntD) xY ... Y x ols —n
SecA YY...YN 2ba-(+2 Ny [y N 2ba-(n+2)

Thus, the number of blocks of length n will be:

NB(TL) — (ZLB 7(n+2) 4 2 . 2LB 7(n+1) 4 2LB 771) 2LA 7(n+2) . (10)
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Gaps: They are runs of the form “1 0...0 1”7 (with n consecutive 0’s) coming
out from minterm structures

SecB:Y *x...x Y
SecA:Y x...x Y

with n symbols * in both sequences. Notice that in SecA there will be 2™ different
configurations able to generate a gap of length n ranging fromY N ... N Y up
toYY ... YY. Some of such configurations and their number are depicted in
Table [

Table 5. Configurations of minterms producing gaps of length n.

Configuration No. of config. Configuration No. of config.

SecB Y x...x Y ole —2 YN...NY 2Ls—(n+2)
SecA YN..NY 2ba-(+2 yy vy 2oba-(n+2)

Thus, the number of gaps of length n will be:

Ne(n) = ( f: (”) ole —(n+2-4) ) gla—(n+2) (11)

7
=0

Therefore, the number of runs of any length up to L 4 — 2 can be easily computed
in the proposed example. Equations (I0)) and (1)) give us the exact number of
blocks and gaps that can be found in the output sequence. Remark that Ng and
N¢ depend exclusively on the LFSR’s lengths (L4, Lg) and on the run length
(n). There is no dependency on the characteristic polynomials. Consequently,
different LFSRs of the same length will produce output sequences with the same
number of blocks and gaps.

According to these expressions, it can be seen that the analyzed function
F does not match the expected values. Indeed, for a numerical example Ly =
7, Lp = 8 the computation of runs is depicted in Tablel6l For n =1, Ng > Ng.
For n = 2, both values coincide as equation ([I0) equals equation ({Il). For n > 3,
Np < Ng since in this case the number of terms in ([I)) is greater than in (I0).
As expected, there are more gaps than blocks because the formation rule in
Table [ is not balanced.

The upper limit Ly — 2, L4 being the length of the shortest LFSR, follows
from the fact that blocks and gaps of length n include n 4 2 bits but we can only
guarantee the presence of at most L o-grams. At any rate, the designer of binary
pseudorandom generators is basically interested in the runs of low length (e.g.
up to length 15) while in cryptographic applications every LFSR length takes
values in the range L; ~ 80.
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Table 6. Numerical example.

n No. of blocks No. of gaps

1 4608 1536
2 1152 1152
3 288 864
4 72 648
5 18 486

5.3 Generalization to More Complex Generators

The procedure above developed can be generalized to sequence generators with
any number of LFSRs and more complex combining functions. Indeed, general
expressions for the number of blocks and gaps of length n can be derived. Next,
we present the expressions of Np and Ng for a LFSR-based generator with three
LFSRs of lengths L4, Lp, Lc and generating function:

F=a1®b®c (12)

that is just the OR-exclusive sum of the three registers. The corresponding
minterm function ®@p is:

Table [ shows the global minterm formation rule for this linear function. It can
be noticed that such a formation rule is balanced. The same procedure developed
in subsections 5.1 and 5.2 allows us to get general expressions for the number of
runs of length n. Next equation gives us the unified expression of Ng and N¢.
NB(TL) — NG(TL) — 24 2277, 2LA7(’n+2) 2LB,(n+2) 2ch(n+2)
_2(2n+1 _ 1)(2 9Li—(n+2) 2Lj—(n+2)) (14)
i,J
_ 2L7;—(77,+2) (Z 2Lj—(n+2) _ 1)

J

where i,j € {4, B,C}, i#7j .

Table 7. Global minterm formation rule for F' defined in (I2).

SecC SecB SecA Output bit

222 2 < <<
ZZ<<KZ2Z2<
ZKZ<KZ< 2~
O~ O R OO~
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The subtractive terms correspond to configurations with (n + 2) consecutive
N’s in either one of the minterm sequences or in two minterm sequences simul-
taneously. It can be noticed that in the previous example the run distribution
matches the canonical values. Indeed, the number of blocks equals the number
of gaps for any run length as well as the following equalities hold:

Np(n+1)= Ng(n)/2 Ng(n+1) = Ng(n)/2. (15)

Remark that every minterm sequence in Table [Tl is compensated too. It means
that for every minterm sequence two symbols Y’s (N’s) correspond to bits 1 in
the output sequence while the other two symbols Y’s (N’s) correspond to bits 0
in the output sequence. Practical results confirm that, for other formation rules
balanced although not perfectly compensated, the degree of balancedness and
run distribution in the generated sequence is quite satisfactory. See, for example,
the run distribution for the Geffe generator (subsection 4.1) whose expressions
for Ng(n) and Ng(n) are:

Np(n) = 2% 227 9La—(n+2) 9Lp—(n+2) gLo—(n+2)
_ 32 9La—(n+2) 9Lp—(n+2) _ (2n+2 —1) 9La—(n+2) 9Lc—(n+2) (16)
—93 9Lp—(n+2) 9Lc—(n+2) _ (2LA*(”+2) 4+ 9Ln—(n+2) _ 1) 9Lo—(n+2)
and
Ng(n) = 2% 227 9La—(n+2) 9Lp—(n+2) glco—(n+2)
_ 3n 9Lla—(n+2) 9Lp—(n+2) _ (272 — 1) 9La—(n+2) 9Lc—(n+2) (17)
—(3" —1) 9Lp—(n+2) 9gLc—(n+2) _ (2LA*(T7A+2) 4 9Lle—(n+2) _ 1) 9Lo—(n+2)

Its corresponding global minterm formation rule can be seen in Table 8

Table 8. Global minterm formation rule for F' defined in (6).

SecC SecB SecA Output bit

2222
ZZ<K <22~
ZKzZz< 22
O OO = O

Notice that the first term in Ng(n) and Ng(n) is the same for every gen-
erator with three LFSRs and balanced formation rule. The subtractive terms
are function of the output bit distribution in the global minterm formation rule.
The more the formation rule is compensated, the better the output sequence
matches the standard distribution of runs.
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5.4 Simple Design Rules

In the previous subsection, we have seen that a balanced formation rule guar-
antees good balancedness and run distribution. For a binary sequence generator

N
with N LFSRs there will be 22" possible formation rules of which 2]2\,1> will

be balanced. So, simple design rules can be enumerated as follows:

— Choose one of the balanced formation rule
— Determine its corresponding minterm function @
— Compute the combining function F' by means of the composition of g

F:@FO(I)F~

In this way, the output sequence obtained from the LFSR-based generator will
exhibit the desired characteristics of pseudorandomness. At the same time and
following the same procedure as before, specific expressions for the number of
1’s and number of runs in the output sequence can be obtained.

6 Conclusions

A method of computing the number of 1’s and 0's as well as the run distribu-
tion in the output sequence of LFSR-based generators has been developed. The
procedure allows one to reject the generators not satisfying expected values of
balancedness and run distribution goodness.

The method here described has been applied exclusively to nonlinear com-
bining functions. Nevertheless, these ideas concerning the analysis of the global
minterms seem to be suitable for more general keystream generator. Consider,
for instance, the multiple-speed generators that can be expressed in terms of
a more complex combining function or the shrinking generator whose global
minterms can be obtained by removing certain individual minterms from the se-
lector register. In both cases, the developed method can be adapted and applied
to these schemes in order to evaluate certain aspects of pseudorandomness in
the generated sequences.
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Abstract. In this paper we propose an information-theoretic approach
to the access control problem in a scenario where a group of users is
divided into a number of disjoint classes. The set of rules that specify
the information flow between different user classes in the system defines
an access control policy. An access control policy can be implemented by
using a key assignment scheme, where a trusted central authority (CA)
assigns an encryption key and some private information to each class.
We consider key assignment schemes which are unconditionally secure
against attacks carried out by any coalition of classes. We show lower
bounds on the size of the private information that each class has to
store and on the amount of randomness needed by the CA to set up any
key assignment scheme. Finally, we propose an optimal construction for
unconditionally secure key assignment schemes.

1 Introduction

The access control problem deals with the specification of users’ access permission
and is a fundamental issue in any system that manages distributed resources,
such as e-newspaper, pay-1TV subscription services, etc. The access control prob-
lem is defined in a scenario where the users of a computer system are organized
in a certain number of disjoint classes, called security classes. A security class
can represent a person, a department, or a user group in an organization. The
set of rules that specify the information flow between different user classes in the
system defines an access control policy. In particular, for any class in the system,
the access control policy specifies the set of classes which can be accessed by
that class. This set is called the accessible set of the class.

Within the scope of cryptography, an access control policy can be imple-
mented by using a key assignment scheme, that is, a method to assign a key and
some private information to each class. The encryption key will be used by each
class to protect its data by means of a symmetric cryptosystem. The private in-
formation will be used by each class to compute the keys assigned to all classes
in its accessible set. This assignment is carried out by a central authority, the
CA, which is active only at the distribution phase.

In a perfectly secure key assignment scheme, the key assigned to each class
is secure against a coalition of all the classes which are not entitled to access

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 3423541 2003.
© Springer-Verlag Berlin Heidelberg 2003
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its secret data, i.e., even pooling together their private information, they cannot
compute anything about that key. The basic and straightforward perfectly se-
cure key assignment scheme requires each class to memorize the encryption keys
assigned to all classes in its accessible set. The disadvantage of this solution is
that it penalizes users in classes with large accessible sets, since they need to
handle more information than users in classes with smaller accessible sets.

Given the high complexity of such a scheme, a natural step is to trade com-
plexity for security. We may still require that the key assigned to each class
is unconditionally secure, but only with respect to an adversary controlling a
coalition of classes of a limited size. First, we propose an information theoretic
approach to key assignment schemes. Afterwards, we show lower bounds on the
size of the private information that each class has to store and on the amount
of randomness needed by the CA to set up any key assignment scheme. Finally,
we propose an optimal construction for unconditionally secure key assignment
schemes.

1.1 Related Work

The problem of reducing the inherent complexity of the basic straightforward
key assignment scheme was first considered by Akl and Taylor [1], who proposed
an elegant solution to solve the access control problem in a system organized
as a partially ordered hierarchy (poset). In their scheme, each class is assigned
a key that can be used, along with some public parameters generated by a
central authority, to compute the key assigned to any class lower down in the
hierarchy. Subsequently, many researchers have proposed schemes that either
have better performances or allow inserting and deleting classes in the hierarchy
(e.g., [2ZIOTRIT2T3ITATEITT]). All these schemes can be used to implement only
poset-based access control policies.

There are several examples of distributed systems requiring more general
access control policies. For example, these access control policies may violate
the anti-symmetrical and transitive properties of a poset. The problem of de-
signing cryptographic key assignment schemes for access control policies with
transitive and anti-symmetrical exceptions was first considered by Yeh, Chow,
and Newman [19]. However, Hwang [9] showed that their scheme was insecure
against collusion attacks carried out by non-authorized classes. Subsequently,
the authors of [4] proposed a general method to construct a cryptographic key
assignment scheme for any arbitrary access control policy.

The most used approach to key assignment schemes (different from the
one proposed in this paper) is based on unproven specific assumptions (e.g.,
2206178 T2YTITATHIT6LTT] ). The information theoretic approach differs from
the above computational approach since it does not depend on any unproven
assumption. Such an approach has been used in [5] to analyze the access control
problem in a system organized as a partially ordered hierarchy. In this paper
we use the information theoretic approach to analyze key assignment schemes
implementing any arbitrary access control policy.
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Fig. 1. An arbitrary access control policy.

2 The Model

We consider a scenario where the users of a computer system are divided into
a certain number of disjoint classes, called security classes. The set of rules
that specify the information flow between different user classes in the system
defines an access control policy. An access control policy can be represented by
a directed graph G = (V| E), where the vertex set V corresponds to the set of
security classes and there is a directed edge (u,v) € E if and only if class v can
access class v. For each u € V', we define the accessible set of u as the set of classes
that can be accessed by u, including w itself, i.e., A, = {v €V : (u,v) € E}. We
also define the forbidden set of u as the set of classes that cannot access class wu,
ie, F,={veV:ugA,}. For any subset of classes X C V', we denote by A,
the set Uyex Ay.

For example, consider the directed graph of Figure[l, where self-loops are omit-
ted. The accessible and forbidden sets of each class are the following:

Aa:{avb} Fa:{evf}

Ay =A{a,b,c, f} Fy ={c,d,e, f}
Ac:{a7c} Fc:{aadaf}
Ag=Aa,d, f} Fa={abc f}
A, ={ec,d,e}  F.={a,bed, [}
Af:{f} Ff:{avc7e}

An access control policy represented by a directed graph G = (V, E) can be
implemented by using a key assignment scheme, where a trusted third party,
called the central authority (CA), has the task to assign a key and some private
information to each class u € V. For any class u € V', we denote by p,, the private
information sent by the CA to users in class v and by k&, the key assigned to class
u, respectively. Moreover, we denote by P, and K, the sets of all possible values
that p, and k, can assume, respectively. Given a set X = {uq, -, u} CV, we
denote by P, and K, the sets P, x --- x P, and K,,, x --- x K,,, respectively.

In this paper, with a boldface capital letter, say Y, we denote a random
variable taking values on a set, denoted by the corresponding capital letter Y,
according to some probability distribution {Pry, (y)},ey. The values such a ran-
dom variable can take are denoted by the corresponding lower case letter. Given
a random variable Y, we denote by H(Y) the Shannon entropy of { Pr, (y)}yey
(we refer the reader to [3] for a complete treatment of Information Theory).
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We consider key assignment schemes where the key assigned to each class
is unconditionally secure with respect to an adversary controlling a coalition of
classes of a limited size. Our schemes are characterized by a security parameter
r, the size of the adversary coalition. The maximum value that the security
parameter r can assume is equal to max,ecy |F,|, since any adversary coalition
for class w can contain at most |Fy| classes. We formally define r-secure key
assignment schemes by using the entropy function, mainly because this leads
to a compact and simple description of the schemes and because the entropy
approach takes into account all probability distributions on the keys assigned to
the classes. An r-secure assignment scheme is defined as follows.

Definition 1. Let G = (V, E) be the directed graph that represents an arbitrary
access control policy and let 1 < r < maxycvy |Fy,|. An r-secure key assignment
scheme for G is a method to assign a key to each class in such a way that the
following two properties are satisfied:

1. Any class allowed to access another class can compute the key assigned to
that class.
Formally, for any u € V and any v € Ay, it holds that

H(K,|P,,) = 0.

2. Any coalition of at most r classes not allowed to access another class have
absolutely no information about the key assigned to that class.
Formally, for any uw € V and any X C F, such that | X| <r, it holds that

H(K.[Py) = H(K.).

3 Lower Bounds

In this section we prove lower bounds on the size of the private information held
by each class and on the number of random bits needed by the CA to set up any
r-secure key assignment scheme. In order to prove our results we need the next
definition.

Definition 2. Let G = (V, E) be the directed graph that represents an arbitrary
access control policy. In any r-secure key assignment scheme for G, a sequence

of classes ui ... u is called r-independent if, for any j = 2,...,m, there exists
a set X; C Py, such that

1. ‘Xj| ST,
2. {ul,...,uj,l} QAXj.

Remark 1. When r = max,ecy |F,|, any r-independent sequence of classes is
called an independent sequence.

Consider the graph shown in Figure[Il It is easy to see that cbd and acbh are
1-independent sequences, whereas, acbf and cbde are 2-independent sequences.
The next lemma will be an useful tool to prove our results.



346 Anna Lisa Ferrara and Barbara Masucci

Lemma 1. Let G = (V,E) be the directed graph that represents an arbitrary
access control policy. In any r-secure key assignment scheme for G, if uius ... upm,
s an r-independent sequence of classes, then it holds that

m
H(K,, ... K,,) =Y H(K,).
j=1

Proof. Since ujus . .. u,, is an r-independent sequence, from Definition Blwe have
that, for any j = 2,...,m, there exists a set X; C F,; such that [X;| < and
{ur,...,uj1} C AXj = Uyex; Ay. Therefore, from 2. of Definition [ it holds
that

H(K,,[P, ) = H(K,). 1)

Since u; € ij foreachi=1,...,j—1, it follows that there exists a class v; € X

such that u; € A,,. Hence, from 1. of Definition[Ilit follows that H(K,,|P,,) =0
and from (3) of the Appendix we have that

j—1 j—1
H(Ku1 s Kuj71 |ij ) < Z H(Kui |ij ) < Z H(Kui |P'Ui) =0.
i=1 i=1
Hence, from (I2)) of the Appendix it follows that
H(K,, .. .Kuj71|KujPXj) <HK, ...Ky_, \PXJ_) =0. (2)

Consider the mutual information I(K,;;Ky, ... Ku;_, |ij ). From (1) of the
Appendix it holds that

H(K,, [Py ) — H(Ky, Ky, ... Ky, P, )

J

= H(Ky, ... Ky, [Py ) — H(Ky, ... Ky, [Ky, Py ). (3)
Hence, from () and @) it follows that
H(Ky, Ky, ... Ky, Py ) = H(K,, [Py ). (4)

Therefore, from () and (I0) of the Appendix it holds that

H<KU1 - ~Kum) = H(Kul) + ZH<KuJ |Ku1 e 'K'U«jfl)
j=2

> H(Ku,) + Y H(Ky, K, - Ko, Py)
j=2

= HK,,) + ZH(Kuj|PXj) (from (@)

= Z H(K,,)(from ().
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The next theorem shows a lower bound on the size of the private information
held by any subset of classes X C V.

Theorem 1. Let G = (V, E) be the directed graph that represents an arbitrary
access control policy. In any r-secure key assignment scheme for G, for any
X C V, if there exists an r-independent sequence of classes uy ... upm in A,

then it holds that .
> H(K,,).
j=1

Proof. Let uy ...u,;, be an r-independent sequence of classes in A, = U,ex A4,.
Since u; € A, for each j = 1,...,m, it follows that there exists a class v; € X
such that u; € A,,. From 1. of Definition [it follows that H(K,,|P,,) = 0 and,
from (I3)) of the Appendix, we have that

m

Z “.7 ‘P Z “J |P”J =0. (5)

HK, ...K,,

Consider the mutual information I(P,;K,, ...K,, ). From (@) of Appendix it
holds that

HP,)—HPKy, ... Ky, ) =HK,, ... Ky, ) - HK,, ... K, [Py). (6)
Since H(P, |Ky, ... Ky, ) >0, from (@) and (@) it follows that
HP,)>HK,, ...K,,,).
Hence, the theorem follows from Lemma [l |

In Definition [l we did not make any assumption on the entropies of random
variables K,, and K, for different classes u© and v. For example, we could have
either H(K,) > H(K,) or H(K,) < H(K,). Our results apply to the general
case of arbitrary entropies of keys, but for clarity we state the next result for
the simpler case that all entropies of keys are equal, i.e. H(K,) = H(K,) for all
u,v € V. We denote this common entropy by H(K).

The next corollary easily follows from Theorem [

Corollary 1. Let G = (V, E) be the directed graph that represents an arbitrary
access control policy. In any r-secure key assignment scheme for G, for any
u €V, if there exists an r-independent sequence of length m in A, then it holds
that

In the following we define and analyze a measure for the amount of ran-
domness needed by the CA to set up any r-secure key assignment scheme. The
measure for the amount of randomness is formally defined using the Shannon en-
tropy of the random variables generating the pieces distributed by the CA to the
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Fig. 2. Example of access control policy.

classes. The entropy is strictly related to the measure of randomness introduced
by Knuth and Yao [11]. Let A be an algorithm that generates the probability
distribution {Pry (z)}.cx using only independent and unbiased random bits in
input. Denote by T'(A) the average number of random bits used by the algorithm
A and let T'(X) = miny T(A). Knuth and Yao [I1] proved the following inequal-
ities: H(X) < T(X) < H(X) + 2. Thus, the entropy of a random source is very
close to the average number of independent unbiased random bits necessary to
simulate the source.

In the following we denote by H(P,) the amount of randomness needed
by the CA to set up any r-secure key assignment scheme for a directed graph
G = (V, E), representing an arbitrary access control policy. The next corollary
states a lower bound on the size of the information generated by the CA to set
up any r-secure key assignment scheme.

Corollary 2. Let G = (V, E) be the directed graph that represents an arbitrary
access control policy. In any r-secure key assignment scheme for G, if there exists
an r-independent sequence of length m in V, then it holds that

HP,)>m- HK).

Proof. Since A, = Uyey A, =V, the corollary follows from Theorem [l O

4 Perfectly Secure Key Assignment Schemes

In this section we consider key assignment schemes where each key is secure
against any coalition of classes having size at most r = maxycy |Fy|. These
schemes are called perfectly secure key assignment schemes.

Let G = (V, E) be the directed graph that represents an arbitrary access
control policy. For any u € V, we define the incoming set of u as the set of
classes that have access to u, i.e., C, ={veV :uec A,}.

For example, consider the graph shown in Figure 2l The incoming sets of the
classes are the following:

C, ={a} Cy,={b} C.={a,b,cd}
Cq={a,b,c,d} Co ={c,e} C; ={d, f}.
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Fig. 3. Two reduced graphs for V.

I

Fig. 4. Two reduced graphs for A,.

In the following, for any subset of classes X C V', we show how construct an in-
dependent sequence in A, . Our construction works as follows: first, we construct
a graph G, = (V,, E,), called the reduced graph for X, such that |V | < |A,]
and G, is acyclic. Afterwards, we execute the topological sort on G, .

Construction of the Reduced Graph for X.

1. Starting from G = (V, E), we construct a graph G’ = (V', E’) as follows:
(a) we partition V in disjoint sets such that, for each u,v € V, v and v are
in the same set if and only if C,, = C,,. Then, we choose a representative
class for each set and we place it in V.

Remark 2. Notice that, if C, # C,, for each u,v € V, then V' = V.
(b) E' ={(u,v) € E:u,ve V' C, CC,and u#v}.
2. G, = (Vi, E,) is the subgraph induced by A, on G'.

Remark 3. Notice that, if X =V then G, = G'.

Remark 4. Notice that we can obtain many reduced graphs for X according to
the class chosen to represent a set at step 1.(a). All reduced graphs for X have
the same number of classes.

For example, consider the graph shown in Figure 2l Figures[3 and[4] show two
reduced graphs for V' and two reduced graphs for A, = {a, ¢, d}, respectively.

The next lemma shows that for each X C V', a reduced graph for X is acyclic
and such that |V, | < |A,|.

Lemma 2. Let G = (V,E) be the directed graph that represents an arbitrary
access control policy. For each X CV and for any reduced graph G, = (Vi , E,.)
obtained by our construction, it holds that |V | < |A,| and G is acyclic.
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Proof. Let X C V and let G, = (V,, E,) be a reduced graph for X. Assume
by contradiction that G, is not acyclic. Let < uy...us > be a cycle in G,.
From step 1.(b) of our construction we have that Cy, C Cy,,,,,,.., for each
j=1,...,s. It follows that C,, = Cy, = ... = Cy,. Hence, in step 1.(a) the
classes w1, us,...,us are placed into the same set and a single representative
class of the set is placed in V. Since V;, C V' this is a contradiction. Hence, the
resulting graph G, is acyclic.

Since G, = (V, E,) is the subgraph induced by A, on G’ and in step 2 of
our construction a single class for any incoming set is placed in V', it follows
that |V, | < |A,| O

The next lemma shows how to construct an independent sequence in a set
X C V starting from the sequence output by the topological sort on a reduced
graph for X. Recall that a topological sort of a directed acyclic graph G = (V, E)
is a linear ordering of all its vertices such that if F' contains an edge (u,v), then
u appears before v in the ordering.

Lemma 3. Let G = (V, E) be the directed graph that represents any arbitrary
access control policy. In any perfectly secure key assignment scheme for G, for
any X CV there exists an independent sequence of classes in A, , whose length
is |Vi |, where G, = (Vi , E,) is a reduced graph for X.

Proof. We show how to construct an independent sequence of classes in A,
having length |V, |, where G, = (V4, E, ) is a reduced graph for X. Since G, is a
directed acyclic graph we can perform the topological sort on it. Let |V, | = m and
let vy, - - - vav1 be the topologically sorted sequence of classes. We show that the
reverse sequence vivs - - - Up, is an independent sequence in A, . From Definition
2l we need to show that for any j = 2,...,m, there exists a set X; C F,; such
that | X;| <7 and {vive...v;_1} C AXj.

For any j = 2,...,m, let X; = F,,. It follows that |F, | < max,cy |F.| = 7.
Moreover, if there exists a class u; € F,, such that v; € Ay, it follows that
{v1,...,vj_1} C U?;llAui CA, = ij- Hence, in order to show that 2. of
Definition [2 holds, we only need to prove that for any 7 = 2,...,m and for each
i=1,...,7 — 1, there exists a class u; € F,,; such that v; € A,,. If v; € F,,, it
follows that u; = v;. If v; ¢ F,;, then v; € A,,, that is (v;,v;) € E. Since in the
sequence output by the topological sort on G, v; appears before than v;, the
edge (v;,v;) does not belong to E, . From 1.(b) of our construction, it follows
that C,, € C,,. Hence, there exists a class u; € F,; such that v; € A,, and 2.
of Definition [2 holds. a

For example, consider the reduced graphs shown in Figures Bland @l It is easy
to see that ca is an independent sequence in A, and cbafe is an independent
sequence in V.

The next lemma shows that the sequence constructed by Lemma [3]is one of
the longest independent sequences.

Lemma 4. Let G = (V, E) be the directed graph that represents an arbitrary
access control policy. For each X CV and any independent sequence S in A, it
holds that |S| < |V, |, where G, = (Vy, E, ) is a reduced graph for X.
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Proof. Let S’ be an independent sequence in A, constructed by Lemma B i.e.,
|S’] = |V |. Assume by contradiction that there exists an independent sequence
S in A, such that |S| > |S’|. The sequence S contains at least two classes in the
same incoming set. Let w and v be such classes. W.l.o.g, assume that u appears
before than v in S. From 2. of Definition 2] there exists a set X,, C F), such that
u € Ay . This is a contradiction. Indeed, since C,, = C,, there does not exist
any class that has access to u but has no access to v. It follows that there does
not exist an independent sequence in A, whose length is greater than |V |. O

4.1 Lower Bounds

The next theorem shows that each class has to store a private information whose
size is lower bounded by the sum of the sizes of the keys assigned to all classes
in a reduced graph for its accessible set.

Theorem 2. Let G = (V, E) be the directed graph that represents any arbitrary
access control policy. In any perfectly secure key assignment scheme for G, for
any u € V it holds that

H(Py) > [Va,| - HK),
where Ga, = (Va,, Ea,) is a reduced graph for A,.

Proof. Let G, = (V, ,E, ) be areduced graph for A,. From Lemma [3 there
exists an independent sequence of classes in A,, whose length is |V, |. Thus, the
theorem follows from Corollary [I1 O

The next theorem shows that the amount of randomness needed by the CA
to setup any perfectly secure key assignment scheme for G = (V, E) is lower
bounded by the sum of the sizes of the keys assigned to all classes in a reduced
graph for V.

Theorem 3. Let G = (V, E) be the directed graph that represents any arbitrary
access control policy. In any perfectly secure key assignment scheme for G it
holds that

H(P,) > V|- H(K),
where G' = (V' E') is a reduced graph for V.
Proof. Let G’ = (V', E’) be a reduced graph for V. From Lemmal[3, there exists

an independent sequence of classes in V', whose length is |V’|. Thus, the theorem
follows from Corollary [21 O

The bounds of Theorems [2 and [3] are tight. Indeed, in the next section we
show a perfectly secure key assignment scheme that meets the bounds.

4.2 An Optimal Construction

In Figure[§] we show an optimal perfectly secure key assignment scheme for any
access control policy represented by a directed graph G = (V, E). In our scheme
all keys assigned to classes have the same size.

For example, consider the graph of Figure 2 The disjoint sets constructed
by the CA during the initialization phase are the following:
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Initialization phase

— The CA partitions V into m disjoint sets Si, ..., Sm such that for each u,v € V, u
and v are in the same set if and only if their incoming set coincide (i.e., C\, = Cy).

— Afterwards, the CA chooses a large prime number ¢ > m.

— Finally, the CA randomly chooses m integers z1,x2,...,Zm in Zg.

Key generation phase
— Forany i =1,...,m and any u € S;, let k, = x;.
Information distribution phase

— The CA sends the value z; to any class u such that S; C A,, over a private
channel.

Fig. 5. A perfectly secure key assignment scheme.

Sy ={a} Sy = {b} S3 = {c,d} Sy = {e} S5 = {f}

The key assignment scheme distributes information as follows:

a gets (x1,23) b gets (r2,x3) c gets (r3,x4)
d gets (z3,25) e gets (x4) f gets (x5)

It is easy to see that the scheme of Figure Blsatisfies Definition [Il Moreover, our
scheme is optimal both with respect to the size of the information kept secret
by each class and with respect to the randomness needed by the CA. Indeed,
since for any class u € V' there are exactly |V, | disjoint sets of classes in A,
where G, = (V, ,E, ) is areduced graph for A,, the users in class u receive
exactly |V, | keys and the bound of Theorem [2 is met with equality. Moreover,
since m = |V’|, where G,, = (V’, E’) is a reduced graph for V, the CA generates
exactly |V’| keys and the bound of Theorem [3 is also met with equality.

In the basic and straightforward perfectly secure key assignment scheme each
class gets the key assigned to any class in its accessible set. Differently from the
scheme of Figure[p] the basic and straightforward perfectly secure key assignment
scheme is not optimal in general. For example, consider the graph depicted in
Figure B, corresponding to an organization where users in classes ¢ and d have
the same supervisors but are in different classes because they have different
access rights. In the basic and straightforward perfectly secure key assignment
scheme, classes a and b get three distinct keys, while classes ¢ and d get two
distinct keys. On the other hand, in our scheme classes a and b get two different
keys, while classes ¢ and d get only one key. Therefore, compared to the basic
perfectly secure scheme, our scheme distributes less information to classes.
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Appendix: Information Theory Background

In this Appendix we review the basic concepts of Information Theory used in our
definitions and proofs. For a complete treatment of the subject the reader is advised
to consult [3].
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Given a probability distribution {Pry (z)}zex on a set X, we define the entmp
of X, H(X), as

Z Pry (z) log Pry (z).

zeX

The entropy satisfies the following property: 0 < H(X) < log|X|, where H(X) = 0 if
and only if there exists zo € X such that Pry (zo) = 1; whereas, H(X) = log | X| if and
only if Pry (z) =1/|X|, for all z € X.

Given two sets X and Y and a joint probability distribution on their cartesian
product, the conditional entropy H(X|Y), is defined as

H(X|Y) = Z Z Pry (y)Pr(zly) log Pr(z|y).

yeY zeX

From the definition of conditional entropy it is easy to see that H(X|Y) > 0.
Given n sets Xi,...,X, and a joint probability distribution on their cartesian
product, the entropy of X ...X,, can be expressed as

H(Xy ... X,) = HX1)+ > H(Xi|Xq ... X;1). (7)

=2

Given n + 1 sets X1,...,X,,Y and a joint probability distribution on their cartesian
product, the entropy of X;...X,, given Y can be expressed as

H(Xy...X,[Y) = H(X1|Y)+iH(XZ»\X1...Xi_1Y). (8)

i=2
The mutual information I(X;Y) between X and Y is defined by
1% Y) = HX) — H(X[Y) (9)

and satisfies the following properties: I(X;Y) = I(Y;X) and I(X;Y) > 0, from which
one gets
H(X) > HX]Y). (10)

Given three sets X,Y,Z and a joint probability distribution on their cartesian
product, the conditional mutual information I(X;Y|Z) between X and Y given Z is

I(X;Y|Z) = H(X|Z) — H(X|ZY) (11)

and satisfies the following properties: I(X;Y|Z) = I(Y;X]|Z) and I(X;Y|Z) > 0, from
which one gets
H(X|Z) > H(X|ZY). (12)

From (§) and (I2) one easily gets that for any sets Y, X1, ..., X,, and a joint probability
distribution on their cartesian product it holds that

Xn: H(X,|Y) > H(X1Xs...X,|Y). (13)

i=1

1 All log’s in this paper denote basis 2 logarithms.
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Abstract. Stack inspection is a basic mechanism for implementing lan-
guage based security. Stack inspection is time consuming and may pre-
vent from code optimization. A static analysis is presented that safely
approximates the access rights granted at run-rime. Stack inspection op-
timizations are then possible, along with program transformations.

1 Introduction

The growing use of network technologies in current distributed computing has
made security critical in the design, development and distribution of applica-
tions. Indeed, both final users and application designers put special emphasis on
security issues. For final users, the awareness of security mechanisms is crucial
for choosing the best network services that match their requirements. Design-
ers wish to control resource usage and access in order to ensure and maintain
adequate security levels.

Designing and implementing security policies at the programming language
level help in handling security. Here, we consider an authorization-based model
where a security policy is enforced by inserting appropriate checks in a program.
Clearly, writing secure applications is difficult: omitting a single check somewhere
in the code may compromise the security of the whole application. There is no
general mechanism which identifies what kind of security checks have to be
inserted in a program, and where.

The Java programming language features constructs and mechanisms for
secure execution of mobile code. Java applications run components with different
levels of trust, e.g. components originated from different administration domains.
In the Java security model, access control decisions are taken by examining the
call stack at run-time. A permission is granted, provided that it belongs to all
principals on the call stack. The so-called privileged operations are an exception.
These are allowed to execute any code granted to their principal, regardless of
the calling sequence. This access control mechanism is known as stack inspection.
Beyond Java, other run-time environments (e.g. the .NET Common Language
Runtime [15]) adopt stack inspection as basic authorization mechanism.
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Stack inspection has some drawbacks. First, the run-time overhead due to
the analysis of stack frames may grow very high. Second, stack inspection deeply
affects standard program transformations, such as method inlining and tail call
elimination. These optimizations may in fact alter the structure of the call stack.
Hence, understanding the semantics of program transformations in a setting with
stack inspection is a research (and technological) challenge.

Our contribution aims at developing semantic-driven mechanisms as an aid
to improve efficiency of architectures for language-based security. We build over
control flow analysis [16]. The idea of control flow analysis is to efficiently obtain
computable approximations of the set of values that the objects of a program
may assume during its execution. These approximations are then used to analyze
program properties in a safe way: if a property holds at static time, then it will
always hold at run-time. The vice-versa may not be true: the analysis may “err
on the safe side”.

In Section 2 we consider an idealized object-oriented language with primitive
constructs for method invocations, exceptions, and access control. The execution
traces of Java code are safely approximated by the traces of their corresponding
abstract programs. We represent these programs by control flow graphs, a pro-
gramming model not tied to any particular language. These graphs are equipped
with a formal operational semantics.

In Section 3 we introduce a static analysis over control flow graphs, called
Trace Permissions Analysis. This analysis computes, for each program point and
each execution reaching that point, the set of permissions granted at run-time.
The analysis is sound and complete with respect to the operational semantics
of our idealized language, i.e. it computes all and only the permissions that are
granted at run-time.

In Section 4 we show that the Trace Permissions analysis provides us with the
basis for some security-aware code optimizations. As a first application, we detect
and remove the redundant checks in a program, i.e. the checks which always pass.
Dead code elimination is a program optimization which detects and removes
the code unused or unreached in executions. Security restrictions may cause
more fragments of code to become unreachable, e.g. because a security check
protecting it is never passed. Our technique permits to discard such dead code
in the linking phase. We also cope with method inlining, an optimization that
replaces a method invocation with a copy of the called method code. In presence
of stack inspection, method inlining may break security, because the protection
domain of the inlined method is ignored. The Trace Permissions analysis provides
us with the basis to efficiently construct the set of method invocations which can
be safely inlined.

In Section 5 we examine the adequacy of our model, and we propose some
extensions to make it suitable for real-world applications.

Because of space limitations, here we will provide the overall picture of the
technical development of our approach by focusing on the underlying ideas. We
refer to the full paper [2] for the proofs, some illustrative examples, and the
detailed description of the model.
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2 The Program Model

We model programs as control flow graphs (CFGs for short) whose nodes repre-
sent the activities relevant for stack inspection (i.e. checks, method invocations
and returns) and whose arcs represent the flow of control. We do not define how
CFGs are extracted from an actual program. This construction is well under-
stood and algorithms and tools exist for it; see for example [10, 16, 20, 21].

By construction, CFGs hide any data flow information, and are therefore ap-
proximated; typically, the conditional construct is rendered as non-deterministic
choice. This approximation is safe, in the sense that any actual execution flow
is represented by a path in the CFG. However, the converse may not be true:
some paths may exist which do not correspond to any actual execution. For
instance, both branches of an “if” statement are represented, even in the cases
when always the same branch is taken at run-time.

There is a further source of approximation, especially for object-oriented
languages with dynamic resolution of method invocations. In Java, for example,
when a program invokes an instance method on an object O, the virtual machine
may have to choose among various implementations of that method. The decision
is not based on the declared type of O, but on the actual class O belongs to,
which is unpredictable at static time. To be safe, CFGs consider a superset of
the methods that can be invoked at each program point. This is a main source
of approximation for the analyses built over CFGs.

2.1 Syntax
Let D be a finite set of protection domains, and P be a finite set of permissions.
Definition 1. A CFG (N U {n.}, E, Priv, Dom) is an oriented graph, where:

— N s the set of nodes. Each node n € N is associated with a label {(n),
describing the control flow primitive it represents. Labels partition nodes in
three kinds: call nodes, that stand for method invocation, return nodes,
which represent return from a method, and check nodes, which enforce the
access control policy. For each P € P, a node labeled check(P) can be seen as
the abstract representation of an AccessController.checkPermission(P)
instruction in the Java language. The distinguished element n. ¢ N plays
the technical role of a single, isolated entry point.

— EC(NU{n.}) x N is the set of edges. Edges are partitioned into four sets:
entry edges e— n, that represent the entry points of a program; call edges
n — n’, which model interprocedural flow; transfer edges n --+ n’/, which
correspond to sequencing; and catch edges n --»,n', which correspond to
exception handling. The last two kinds of edges represent intraprocedural
flow. The set of entry edges contains all pairs (ne,n) where n is a program
entry point. The n. element is the source of entry edges, only.

— Priv: N — Bool tells whether a node enables its privileges or not.

— Dom : N — D is a mapping from nodes to protection domains.
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When unambiguous, we shall write (N, E) instead of (N U {n.}, E, Priv,
Dom).

Each CFG is associated with a security policy Perm : D — 27 which grants
a set of permissions to each protection domain. Hereafter, we will always abbre-
viate Perm(Dom(n)) with Perm(n).

Definition 2. The methods of a CFG (N, E) are the connected components of
the graph (N, E'), where E' is the set of intraprocedural edges in E, with no
orientation. We call pu(n) the method to which node n belongs. The entry points
of u(n) are defined as:

e(u(n)) = {n' eun)|e—n"v ImeN.m—n'}
The set p(n) of return nodes associated to a node n is:
p(n) = {meN |{m)=return A n — (u(m)) }

The set £(n) of nodes that may throw an exception catchable by n is defined as
the smallest set satisfying:

&) = {{”} if (n) = check(P)

{&() | n—e(un)) A n' /-»} otherwise
The set £1(n) of nodes that may propagate an exception to n is defined as:

G(n) = {n'|n—e(un) A0 7= A E@) £ 0}

As discussed in [2], all the CFGs derived from admissible Java programs sat-
isfy the following well-formedness constraints: (1) check nodes have no outgoing
call edges; (2) return nodes have no outgoing edges; (3) each method has a single
entry point (4) nodes in the same method are in the same protection domain.
Moreover, we require that only call nodes can be privileged. In general, security
checks can also occur within privileged actions: however, privileged check nodes
make little sense, because it is always possible to determine whether a privileged
check will succeed or not. Similarly, there is no point in enabling return nodes to
be privileged, because a return node will never be on the call stack when stack
inspection is performed.

2.2 Semantics

The operational semantics of CFGs is defined by a transition system whose
configurations are sequences of nodes, modeling call stacks. Additionally, each
state has a boolean tag which tells whether an exception is active, i.e. thrown
and not caught yet. Formally, we define the set of states as N* x Bool.

If no exception is active, a state is represented as sequence of nodes enclosed
in square brackets: for example, o = [ng, ..., ng] is a state whose top node is n.
If an exception is active, we append the symbol 4 to the sequence of nodes, i.e.
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Table 1. Operational semantics of CFGs.

——n l(n)=call n—n’ l(m) =return n --» n’

(1> [n] c:np>o:n:n oc:n:mp>o:n

l(n) = check(P) o:nkP n--»n {(n) = check(P) o:nl/P

oc:np>o:n oc:n>o:ing
n-—»n' n /-
oc:nsg>o:n ocing>of

P € Perm(n) o+ P P € Perm(n) Priv(n)
[+ P oc:nt P oc:nt P

o4 abbreviates (o, true). Pushing a node n on a stack o is written as o : n (the
infix operator : associates to the left).

The transition relation > between states is the minimal relation induced by
the inference rules in Table 1. A trace of G leading to (o, z) is a derivation
(00,0) > -+ > (ok,xr) where og = [] and z¢g = false. By overloading the
notation, we also denote with > the relation:

G (o,2) (o,x)> (0, 2)
G > ([], false) G (o, 2')

stating when there is a trace of G which can lead to a given state. We say that
a node n is reachable iff (o : n,x) is a reachable configuration.

In our formalization, we use a slightly simplified version of the full access
control algorithm presented in [8]. The simplified algorithm scans the call stack
top-down. Each frame in the stack refers to the protection domain containing the
class to which the called method belongs. As soon as a frame is found whose pro-
tection domain has not the required permission, an AccessControlException is
raised. The algorithm succeeds when a privileged frame is found that carries the
required permission, or when all frames have been visited. We formally specify
this behavior by the minimal relation induced by the inference rules for F in
Table 1. We say that a permission P is granted to a state o if o - P.

3 The Trace Permissions Analysis

In this section we review the static analysis over CFGs called Trace Permissions
Analysis (TP). The TP analysis approximates the access rights granted to each
reachable state.
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Table 2. Flow equations for the TP analysis.
TPm(n) = U TPUuz(’I’I’L, ’I’L)
(m,n)eE
{{Dom(n)}} if e—mn
TPy (m,n) = {vU{Dom(n)} | v € TPeau(m)} %fm—>n
Tptrans( ) ifm--+n
Tpcat(,h if m =N
{{Dom(n) if Priv(n) and TP, (n) # 0
Peau T Pin(n) otherwise
{y€TPn(n)| Pell(y)} if £(n) = check(P)
T Pirans(n {~ € TPin(n) | Trans(n, {Dom(n)})} if £(n) = call, Priv(n)
{~ € TPin(n) | Trans(n,v) } otherwise
{y€TPn(n)| P¢Il(v)} if £(n) = check(P)
T Peaten(n {~v € TPin(n) | Catch(n,{Dom(n)})} if £(n) = call, Priv(n)
{~ € TPin(n) | Catch(n,v) } otherwise
Trans(n, ) Y gme p(n). v U {Dom(m)} € TPy, (m)
Catch(n, ) Y gme &1(n). yU{Dom(m)} € T Peater,(m)

Since the set of permissions granted to a state is just the intersection of
the permissions associated to each protection domain traversed after the last
privileged frame (if any), we can identify the set { P € P | ¢ b P} with the
security contert I'(c), where I' : N* — 2P is defined as follows:

- Co) {Dom(n)} if Priv(n)
r()==0 I'(oc:n)= {F(o’) U{Dom(n)} otherwise

The set of permissions granted to a security context -y is:

= ﬂ Perm(D

Dery

The permissions granted to the security context of a state o are exactly the
permissions granted to o, i.e. o - P <= P e II(I'(0)) for all 0 € N*, P € P.

Given a CFG G and a security policy Perm, the analysis is specified by the
set of equations T'P=(G, Perm) in Table 2. A solution 7 = TP=(G, Perm) is



Security-Aware Program Transformations 361

a b-tuple T = (Tin, Teall, Ttrans, Teatchs Tout) Which satisfies all the equations. The
purpose of the analysis is to find, for each node n, theset { I'(c : n) | G >0 : n }.

Technically, TP is a forward, monotone control flow analysis with values in
92" Since both G and D are finite, the least solution to the analysis does exist
and is finitely computable.

The following theorem states the correctness of the TP analysis. The first
equation below states that any solution to the analysis is sound w.r.t. the op-
erational semantics. The second equation states that the least solution to the
analysis is also complete. This fact should not seem bizarre: indeed, complete-
ness is only up to the precision of the CFG, which is an approximated model of
the analyzed program.

Theorem 1. Let 7 |= TP=(G, Perm). Then:
Gro:n = IyeTun).y=I(c:n)
Moreover, the minimal solution w.r.t. the inclusion relation on 22”7 is such that:
Y ETeauln) = FJo.Gro:n A y=I1(o:n)

The worklist algorithm which actually computes the (unique) minimal so-
lution to the analysis has computational complexity O(c - |N|) = O(|N]). The
constant ¢ depends on the number of protection domains occurring in G: in the
worst case, ¢ = 23176l where Dg = U,hen Dom(n). However, the exponential
factor only occurs when the number of protection domains is proportional to the
number of nodes. Actually, the number of protection domains can be considered
as a constant, because it depends on the security policy, rather than on the size
of the program.

Dynamic linking is the mechanism which allows a program to be extended
on demand, e.g. with code coming from the network. Although our program
model does not directly support this feature, the TP analysis can be computed
incrementally. An incremental CFG construction algorithm, e.g. the one pre-
sented in [19], can be used in order to correctly perform the dynamic linking of
the relevant CFGs. Indeed, this operation cannot be performed by looking at
the CFGs alone, because CFGs do not carry enough information to restrict the
set of targets of dynamically dispatched method invocations. We now outline
how the incremental computation of the analysis is performed. Let G = (N, E),
and assume that a solution 7 to TP~(G, Perm) is available when the CFG
G’ = (N', E') is loaded. Through the CFG construction algorithm, we single out
the set Ex of resolved calls between G and G, i.e. those edges n — m such that
n, m do not belong both to the same CFG. Linking G and G’ together yields the
CFG GX G = (NUN', EUFE U Ey). The analysis 7/ = TP=(G X G', Perm)
is a refinement of 7. To compute it, the worklist algorithm adds to 7 all the
contexts associated with the new paths created by the resolved calls. It suffices
now to restart the algorithm with the worklist containing all nodes n such that,
for some node m, (n,m) € Ex. Moreover, the worklist must include all entry
points of G', if any. Although this technique is not fully compositional, note that
adding new executable paths to a CFG never affects the analysis of the old ones.
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4 Program Transformations

In this section we show that the Trace Permissions analysis provides us with an
effective basis for some security-aware code optimizations.

4.1 Redundant Checks Elimination
Our first application of the analysis is a code optimization which detects and
removes the redundant checks occurring in a program, i.e. those checks which
always pass, regardless of the execution trace.

The following theorem states conditions to recognize redundant checks, so
enabling the compiler to safely remove them from the code:

Theorem 2. Let 7 = TP~=(G, Perm). For each check node n, let II(n) be the
set of permissions (statically) granted to n:

mn) = (VL) 7€ rean(n) }
If t(n) = check(P) and P € II(n), then n is redundant, i.e. for each o € N*:
G>o:n = o:nkFP

Actually, redundant checks can only be disabled in presence of dynamic link-
ing, because loading a new method may add new traces where the permission is
no longer granted. A similar situation also holds for the other optimizations of
stack inspection considered below.

4.2 Dead Code Elimination

Dead code elimination is a program optimization which prevents the compiler

from generating bytecode for unreachable or useless pieces of code. Dead code

elimination reduces both the size of the generated bytecode and the total appli-

cation running time (e.g. when code has to be downloaded from the network).
The following theorem allows to detect (and remove) those pieces of code

which cannot be reached due to security restrictions:

Theorem 3. Let 7 = TP=(G, Perm). Then:

Teau(n) =0 = —-Jo.G>o:n

4.3 Method Inlining

The TP analysis can be exploited to compute the set of method invocations
which can be safely inlined. Intuitively, a method invocation may be inlined if
the outcome of the security checks is not affected by the the elimination of the
protection domain of the inlined method.

We adopt the so-called original version inlining approach [11], which always
considers the original version of the callee and the current version of the caller
when performing inlinings. This can be obtained by duplicating the original code
of the inlined method.
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Let n be the node candidate for inlining, and n — n’. We assume that
the method invocation represented by n can be statically dispatched, i.e. it has
exactly one callee, represented by p(n').

The decision procedure, which tells whether or not the inlining of n is safe, is
outlined below. We first assign a fresh name to the protection domain of p(n'),
without modifying its granted permissions. Assume that a solution 7 to the TP
analysis is available. We restart the worklist algorithm from 7, in order to isolate
the protection domain of p(n’) in the computed security contexts. This allows
for the definition of a function Inl,, which simulates the effect of method inlining
on security contexts: given a context vy, Inl; () is obtained by substituting the
protection domain of p(n') for that of x(n). Each time a check node n is reached,
we ensure that for each context v € 7;,,(n), v and Inl;(y) agree on the permission
P checked by n, i.e. P € II(y) <= P € II(Inl;(7)).

The inlining of 7 is safe if this holds for each check node reached during
this procedure. Note that it is possible to deal with the general case of virtual
calls with many callees: this only requires some more machinery (all the possible
callees must be inlined).

We formally define below when a method invocation can be inlined. The con-
dition (1a) guarantees static dispatching of n, as well as that n is not a recursive
call (otherwise inlining makes little sense). The condition (1b) rephrases the orig-
inal version inlining approach. The condition (1c¢) ensures that the protection
domain of 7 is isolated. These conditions, apart from 7 being not recursive, can
easily be satisfied, as noted above. The key condition is (1d): it guarantees that
the security checks passed after inlining are exactly those passed before inlining.

Definition 3. We say that n is inlineable in G iff:
Jin' e Non—n' A n' ¢ pun) (1a)
Vm,n' € N.Yn' e Non—n' Am-—n = m=n (1b)
vn' € N.n—n' = Vm & p(n’). Dom(m) # Dom(n’) (1e)
Vn. l(n) = check(P),y € Tin(n). P € Il(y) <= P € II(Inl;(7)) (1d)

Next, we define the effect of the method inlining transformation on CFGs.
Instead of substituting n for u(n') and adjusting the edges accordingly, we equiv-
alently operate on the semantics of the transformed CFG.

The effect of the inlining of n on states is simulated by the function inl; in
Table 3. Given a state o, inl; (o) is obtained by removing all the occurrences of
7 in o (except when n is in top position).

The operational semantics of a CFG after the inlining of n is defined by the
transition relation >" in Table 3.

We define the n-inlined version of a CFG G = (N U {n.}, E, Privg, Domg)
as G = (N U {n.}, F,Privg, Domg), where:

Prive(n) =

true if Privg(n) and n — p(n)
Privg(n) otherwise
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Table 3. Specification of method inlining.

inly(o) =6 top(o) #n inly (o) =0

inly([]) =] nlp(o:n')y=¢:n nly(c:n:n')y=0¢:n

<!

Inla(v) =9 Ila(y') =4
Inlq(0) =0 Inli(yU®') =5 UY
i #— p(n) i — p(n’)
Inl;,({Dom(n')}) = {Dom(n’)} Inl;,({Dom(n')}) = {Dom(n)}

ln)=call n—n' n#n ln) =call n— n
oc:np>l,oin:n o:n >, o
l(n') =return N --» m n /- pn') l(n') =return n--» m 1 — pn')
cr:n:n'l>?nla:m a:nlbﬁnla:m
i A ) nfe h— pu()
oing >, o4 oing > o ng

Domg(n) if i — p(n)

Domg(n) = {

Note that we may end up with privileged checks and returns, thus violating one of
the well-formedness constraints in Section 2. However, this constraint can easily
be removed, at the price of a slightly more involved definition of the TP analysis.

The following theorem states the correctness of method inlining: each trace
in the original CFG corresponds to a trace in the n-inlined version of the CFG.

Domeg(n) otherwise

Theorem 4. If 7 is inlineable in G, and G is the n-inlined version of G, then:
<Uo,m‘0> > e D <(Tk,m‘k> — <(To,3;‘0> D?nl D:Lnl (dk,mk>

where oo =[], xo = false, and &; = inly(0;) for each i € 0..k.

5 Adequacy of the Model

There are some differences between our model and the Java security model [8]:

— our model prevents a permission P to be granted to a state o : n if P
does not belong to the permissions granted to Dom(n). Instead, in the Java
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security model, P may be implied by some permission P’ € Perm(n). For ex-
ample, FilePermission("/-","read") implies the permission to read any
file on the local disk. We can easily extend our program model by intro-
ducing a partial order on permissions to encompass permission implications.
The inclusion test P € Perm(n) in the rules for - should be replaced by
Perm(n) = P, which tests if P is implied by some permission P’ € Perm(n).

— although the Java security model allows for the dynamic instantiation of
permissions (e.g. an application that asks the user for a file name and then
tries to open that file), we only consider the permissions that can be deter-
mined statically. We are currently investigating an extension of our present
approach to deal with such parametric permissions on the form P(x), where
x ranges over the set of possible targets for the permissions of class P.

— in the Java security model, a new thread upon creation inherits the access
control context (i.e. the set of protection domains for the classes on the call
stack) from its parent. When stack inspection is performed, both the context
of the current thread and the contexts of all its ancestors are examined. In
this way, a child thread cannot obtain a resource access which is not granted
to its ancestors. We do not model threads. To consider them, we should
first single out the program points where new threads can be created (and
started) while constructing the CFG (as done in [12]).

— in our model, we consider a “skeletal” exception handling mechanism, where
exceptions are all of the same type, and neither nested try blocks nor
finally clauses are featured. A full treatment of exceptions requires a tai-
lored construction of the CFG, e.g. by the techniques presented in [5, 18],
that also suggest how to adjust interprocedural analyses to exceptions.

— the Java Authentication and Authorization Service [13] extends the Java
security model by allowing for user-centric access control policies, based on
the principal who actually runs the code. Permissions can be granted to
principals, and the doAs method allows a piece of code to be executed on
behalf of a given subject. This is done by associating the (authenticated)
subject running the code with the current access control context. Stack in-
spection ensures that subjects are taken into account when access control is
performed. Unfortunately, static analysis techniques are weak in detecting
the set of principals which can get authenticated at a given program point.

There are some features of the Java security architecture we think difficult
to cope with: they are reflection, native methods, some “dangerous” permissions
implications (e.g. A11Permission may breach the whole security system by re-
placing the JVM system binaries), and dynamic policies (although some recent
works, e.g. [9,14], have addressed the formal treatment of this issue). Besides
deeply affecting security, these features reduce the effectiveness of any static
analysis which aims at determining the permissions granted to running code.



366 Massimo Bartoletti, Pierpaolo Degano, and Gian Luigi Ferrari

6 Conclusions and Related Work

We have developed a technique to perform program transformations in presence
of stack inspection. The technique relies on the definition of our Trace Permis-
sions Analysis. It is a control flow analysis, and computes a safe approximation
to the set of permissions which are always granted to bytecode at run-time.
The analysis is sound and complete w.r.t. the control flow graphs derived from
the bytecode (however, these graphs only approximate the actual behavior). In
this paper, we focused on redundant checks elimination, dead code elimination
and method inlining. A similar approach also applies to general tail call elim-
ination (see [2] for details). Although we restricted our attention to Java, the
same techniques work with other programming languages whose authorization
mechanisms rely on stack inspection (e.g. Cf [23]).

Many authors advocated the use of static techniques in order to understand
and optimize stack inspection.

Besson, Jensen, Le Metayer and Thorn [4] were among the first to apply
static techniques to the verification of global security properties. They formalize
classes of security properties through a linear-time temporal logic. They show
that a large class of policies (including stack inspection) can be expressed in this
formalism, while more sophisticated ones (like the Chinese Wall policy) are not.
Model checking is then used to prove that local security checks enforce a given
global security policy. Their verification method is based on the translation from
linear-time temporal formulae to deterministic finite-state automata, and it can
be used to optimize stack inspection. For each node n, the analysis in [4] can
compute the set { P € Pepeek | G>0:n A o :nb P}, where Pepecr is the
set of permissions checked in G. The computational complexity of the method
is O(c - [N|), where the constant ¢ depends on the cardinality of Pepecr, (in the
worst case, ¢ = 2‘P6h80k|). Therefore, our Trace Permissions analysis performs
better when there are few protection domains, while [4] is more efficient when
there are few security checks. Note that our analysis is at least as precise as [4],
because Pepeck, © P. Also, the analysis in [4] does not seem to scale up smoothly
to handle dynamic linking, because it must be recomputed each time a new
permission is discovered.

Wallach, Appel and Felten [22] formalize stack inspection by exploiting the
access control logic of [1]. The authors show that their decision procedure is
equivalent to Java stack inspection, according to an informal operational seman-
tics. Moreover, they propose an alternative semantics of eager stack inspection,
called security-passing style. This technique consists of tracking the security state
of an execution as an additional parameter of each method invocation. This al-
lows for interprocedural compiler optimizations that do not interfere with stack
inspection. The security-passing style allows each security operation to be per-
formed in constant time, but it involves an overhead, because the security state
must be computed at each method invocation. Dynamic caching techniques are
adopted to reduce this overhead: therefore, in the optimal case, the additional
cost of each method invocation is that of a hash lookup. The same technique
allows for an implementation of security checks which requires a hash lookup in
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the optimal case. In [3] we propose an approach to eager stack inspection which
allows for security operations that cost as a hash lookup in the worst case, while,
in the optimal case, they are as cheap as a bitwise operation. A further difference
w.r.t. our approach is that [22] assumes that the whole program is available at
compilation time, while we can deal with dynamic linking of code.

Pottier, Skalka and Smith [17] address the problem of stack inspection in
Asec, & typed lambda calculus enriched with primitive constructs for enforcing
security checks and managing permissions. They have polymorphic types on the
form 71 — ¢ — Ty, where 11, 7% are types and ¢ is a set of permissions. Intuitively,
the type 71 — ¢ — 72 details the security context necessary to execute a function
of type m — 7. Stack inspection never fails on a well typed program, because
the set of permissions granted at runtime always includes the security context.
These types are very powerful and can deal with several issues (e.g. security
policy overriding, dependencies from untrusted code). Moreover, they can be
smoothly extended to deal with objects by standard type-theoretic techniques.

The problem of establishing the correctness of program transformations in
presence of stack inspection is investigated by Fournet and Gordon in [7]. They
present an equational theory, together with a coinductive proof technique, for
the Ase. calculus. They study how stack inspection affects program behavior,
proving that certain function inlinings and tail-call eliminations are correct. The
equational theory is used to reason about the (somewhat limited) security prop-
erties actually guaranteed by stack inspection. Some examples are also given of
how subtle interaction between trusted and untrusted code may give rise to se-
curity breaches. Here, we are more concerned with efficient (semantically-based)
optimization procedures, rather than with a general reasoning framework.

Clemens and Felleisen [6] presents a different semantics of (eager) stack in-
spection on continuation CESK machines, which allows for tail-call optimizing
implementations.

Compared with our approach, [6,7,17] consider more basic programming
primitives (e.g. there is no exception mechanisms). Also, static typing appears
to be more difficult than control flow analysis when permissions can be dy-
namically instantiated. Indeed, we argue that typing and control flow analysis
are complementary static techniques. Approaches based on types focus more on
defining safe programming disciplines; control flow analysis, instead, seems more
accurate in efficiently determining effective program optimizations.
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Abstract. Information flow security in a multilevel system aims at gua-
ranteeing that no high level information is revealed to low level users,
even in the presence of any possible malicious process. Persistent_BNDC
(P_-BNDC, for short) is an information-flow security property which is
suitable to deal with processes in dynamic contexts. In this work we
show that P_.BNDC' is compositional with respect to the replication ope-
rator. Then, by exploiting the compositionality properties of the class
of P_.BNDC processes, we define a proof system which provides a very
efficient technique for the stepwise development and the verification of
recursively defined P_.BNDC' processes.

1 Introduction

The design of large and complex systems that satisfy a given property strongly
depends on the ability of dividing the task of the system into subtasks that are
solved by system components. It is the classical divide-and-conquer approach,
at the basis of any systematic development of complex systems. When security
is the property of interest, difficulties can be encountered in applying this ap-
proach since secure systems might not be composed by secure components only.
Nevertheless it is essential to know how properties of the components behave
under composition. General theories of compositionality exist for properties like
safety and liveness [25l[] and compositionality results for information-flow based
confidentiality properties have also been developed [I8261I5].

The problem of protecting confidential data in a multilevel system is one
of the relevant issues in computer security. Information flow security assures
confidentiality since it guarantees that no high level (confidential) information is
revealed to users running at low levels [T2[17]9J22], even in the presence of any
possible malicious process. To establish that information does not flow from high
to low it is sufficient to establish that high behavior has no effect on what low
level users can observe, i.e., the low level view of the system is independent of high
behavior. This notion of information flow security, known as Non-Interference,
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has been introduced in [13], and subsequently developed by many authors in
many different settings [OITO2T23]14].

In this paper we consider the security property Persistent_ BNDC (P-BNDC,
for short), proposed in [I1], and further studied in [4]. P.BNDC' is a security
property based on Non-Interference suitable to analyze processes in completely
dynamic hostile environments. In [I1] it is proved that the P_.BNDC property is
equivalent to an already proposed security property called SBSNNI and studied
in [9]. From the analysis presented in [9] two important problems emerge: how
to verify the P_.BNDC' property and how to construct P_.BNDC' processes. The
first problem has been considered in [I1] and it has been shown to be decidable.
The second problem has been analyzed in [4] where we exploit the composi-
tionality properties of P_.BNDC processes to define a proof system which allows
us to statically prove that a process is P.BNDC by just inspecting its syntax.
The proof system consists of two layers, a kernel which deals only with non-
recursive processes and a second layer where a rather complex rule, involving
many expensive checks, handles recursive processes. The system is correct but
not complete, for instance it does not deal with recursive processes involving the
parallel operator. The incompleteness and the complexity of the system is due
to the lack of a compositionality result for constant definitions, which is the only
way recursion is expressed in the SPA language, a variant of Milner’s CCS [19].

In this paper we consider another form of recursion expressed using the repli-
cation operator (!) instead of constant definitions. The two approaches have the
same expressive power in m-calculus [20/24], but as recently proved in [7], repli-
cation cannot supplant recursion in CCS. In this paper we show that the class
of P_.BNDC processes is compositional with respect to the replication operator.
This allows us to extend the kernel Core of the proof system in [4] with a new
inference rule for the replication, thus allowing us to deal also with recursive
processes involving the parallel operator. Moreover, we prove a partial composi-
tionality of P_BNDC with respect to constant definitions, i.e., we identify a class
of constant definitions which can be safely added to our language and treated
by the extended proof system.

The paper is organized as follows. In Section 2] we introduce the language,
and recall the definition of P_.BNDC' process and its properties. In Section [3| we
prove that P_.BNDC' is compositional with respect to the replication operator,
and then present a proof system which, by exploiting the new compositionality
result, extends the kernel presented in [4] by adding recursion through replication
in a very simple way. In Section ] we (re)-introduce constant definitions. Finally,
in Section [§] we draw some conclusions. All the proofs can be found in [5].

2 Basic Notions

2.1 The Language

In this section we report the syntax and semantics of the process algebra we
consider. It is a variation of Milner’s CCS [19], similar to SPA [9], where the
set of visible actions is partitioned into high level actions and low level ones in
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order to specify multilevel systems. Differently from [19)], we use the replication
(!) operator instead of the constant definitions. Intuitively, the process |E (bang
E) means E|E|..., i.e., the parallel composition of as many copy as needed of
the process E. In Section Ml we will reintroduce constant definitions.

The syntax of our process algebra is based on the same elements as CCS that
is: a set L of visible actions such that £ = I U O where I = {a,b,...} is a set
of input actions and O = {a,b,...} is a set of output actions; a special action
7 which models internal computations, i.e., not visible outside the system; a
complementarily function~: £ — £, such that a = a, for alla € £; Act = LU{7}
is the set of all actions. The set of visible actions is partitioned into two sets, H
and L, of high and low actions such that H = H and L = L. A process E is a
term built using the following productions:

E:=0|aE|E+E|EE|E\v|E[f]|'E
where a € Act, v C L, f : Act — Act is such that f(L) C LU {7}, f(H) C

HU{r}, f(a) = f(a) and f(r) = 7.

Given a fixed set £ we denote by &' the set of all processes, by £}, the set of
all high level processes, i.e., those constructed over H U {7}, and by S!L the set
of all low level processes, i.e., those constructed over L U {7}.

The operational semantics of processes is given in terms of a Labelled Tran-
sition System (LTS). In particular, the operational semantics of our language
is the LTS (€', Act,—), where the states are the terms of the algebra and the
transition relation —C &' x Act x €' is defined by structural induction as the
least relation generated by the inference rules reported in Figure [l

In the paper we use the following notations. If ¢ = ay---a, € Act™ and
E% ... 2% F then we say that E’ is reachable from E and write F 4 E', or
simply E ~ E'. We also write E == E’ if EB(D)* B (D) (D) B (D) E
where (Z3)* denotes a (possibly empty) sequence of 7 labelled transitions. If
t € Act*, then t € L* is the sequence gained by deleting all occurrences of 7

from t. As a consequence, E == FE’ stands for E == FE' if a € £, and for
E(5)*E’ if a = 7 (note that == requires at least one 7 labelled transition while

== means zero or more 7 labelled transitions). Given two processes E, F we
write £ = F when E and F are syntactically equal.

The concept of observation equivalence between two processes is based on
the idea that two systems have the same semantics if and only if they cannot be
distinguished by an external observer. This is obtained by defining an equiva-
lence relation over £'. We report the definitions of weak bisimulation and strong
bisimulation [19]. Intuitively, weak bisimulation equates two processes if they
mutually simulate their behavior step by step, but it does not care about inter-
nal 7 actions. So, when P simulates an action of (), it can also execute some 7
actions before or after that action.

Definition 1 (Weak Bisimulation). A symmetric binary relation R C &' x &'
over processes is a weak bisimulation if (E, F') € R implies, for all a € Act,

o if E % E', then there exists F' such that F =L F' and (E',F") e R;
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Prefix
aE3E
B S E, Ey % Ej
Sum
Ei+ B, % B} Ei+ By % Ej
B % E, By % Eb E 5B B 5 B,
Parallel lel
F1|Ex % Ei|E; F1|E: % E\|E) Ei|E: & EY|E)
ESFE
Restriction ifagwv
E\v3% E'\v
ESFE
Relabelling
fa)
E[f] "= E'[f] .
E%E ELE ESLE
Replication lel
'E% E'|'E 'E L E'|E"|\E

Fig. 1. The operational rules.

Two processes E, F € £ are weakly bisimilar, denoted by E ~ F, if there exists
a weak bisimulation R containing the pair (E, F).

The relation = is the largest weak bisimulation and is an equivalence rela-
tion [19].

Strong bisimulation is stronger than weak bisimulation, since it consider the
T actions as all the other actions.

Definition 2 (Strong Bisimulation). A symmetric binary relation R C &' x
E' over processes is a strong bisimulation if (E, F) € R implies, for all a € Act,

o if E% E', then there exists F' such that F % F' and (E',F') € R;

Two processes E,F € £ are strong bisimilar, denoted by E ~ F, if there exists
a strong bisimulation R containing the pair (E, F).

The relation ~ is the largest weak bisimulation and is an equivalence rela-
tion [T9]. Moreover, two strongly bisimilar processes are also weakly bisimilar.

2.2 The P_BNDC Security Property

In this section we recall the Persistent Bisimulation-based Non Deducibility on
Compositions (P-BNDC, for short) security property (see [11]). We start by
introducing an equivalence relation on low actions that is a sort of weak bisim-
ulation which considers only the low actions. Hence, when two processes are
weakly bisimilar on low actions they cannot be distinguished by a low level user.
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Definition 3 (Weak Bisimulation on Low Actions). A symmetric binary
relation R C £' x £ over processes is a weak bisimulation on low actions, if
(E,F) € R implies, for alla € LU{7},

e if E-% E', then there exists F' such that F =2 F' and (E',F') eR.

Two processes E, F € £ are weakly bisimilar on low actions, denoted by E ~; F,
if there exists a weak bisimulation on low actions R containing the pair (E, F).

The relation =; is the largest weak bisimulation on low actions and it is an
equivalence relation [5]. Moreover, it holds F ~; F if and only if E\ H ~ F'\ H.

Using weak bisimulation on low actions we recall the notion of Bisimulation-
based Non Deducibility on Compositions (BNDC, for short) [9] which is at the
basis of P.BNDC. The BNDC' security property aims at guaranteeing that no
information flow from the high to the low level is possible, even in the presence
of an attacker. A system E is BNDC if for every high process I a low user
cannot distinguish F from (E|II), i.e., if II cannot interfere [T3] with the low
level execution of E.

Definition 4 (BNDC). Let E € £'. E € BNDC iff V II € £}, E ~, (E|II).

In [1] it is shown that BNDC' is not strong enough for systems in dynamic
environments. To deal with these situations, the property P_.BNDC is intro-
duced. Intuitively, a system E is P.BNDC' if it never reaches insecure states.

Definition 5 (P_.BNDC). Let E € £'. E € P_.BNDC iff E ~ E' implies
E' € BNDC.

Although the decidability of BNDC is still an open problem, P_.BNDC' is
decidable (in polynomial time) as shown in [T1]. In [4] another decidable char-
acterization of P_BNDC' processes has been proposed. It allows us to express
P_BNDC in terms of a local property of high level actions and it recalls the
unwinding conditions proposed in other settings. Also if we are using a variation
of the SPA, with replications instead of constant definitions, the characterization
presented in [4] holds.

Theorem 1 (Unwinding). Let E € £'. E € P_BNDC iff if E ~ E; 2 Ej,
then E; = E}, and E; =~ Ey.

The following lemma rephrases the corresponding lemma in [4] and it proves
that the class of P_BNDC processes enjoys the following compositionality prop-
erties.

Lemma 1. The class of P_.BNDC processes contains all the processes in £ UE};
and is closed with respect to restriction, renaming, and parallel composition.
Moreover, if E;,F; € P.BNDC, a; € L and h; € H, v € I and j € J, then
Zie] alEl -+ ZjeJ(hj'Fj + T.Fj) S P,BNDC
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3 P_BNDC and Replications

In this section we first extend the compositionality result of Lemmal[ll by proving
that P_.BNDC' is closed also with respect to the replication operator. Then we
present a proof system for P_BNDC' processes.

3.1 Compositionality of P_.BNDC wrt!

We start by observing that the processes reachable from !E have the form of a
parallel composition of a finite number of processes reachable from E and !E.

Lemma 2. Let E € &' be a process. If \E ~ E', then there exist n > 0 and
Ey,...,E, such that E~~ E;, fori=1,...,n and E' = E1|Es|...|E,|'E.

Hence the set {E1,..., E,} of processes reachable from E characterizes the
process E1|Fs|...|E,|!E reachable from !E.

There is an interesting connection between the processes reachable from FE
and the processes reachable from |E when F is P.BNDC' if the sets {F}, ..., F,}
and {Gq,...,G,} of processes reachable from E are pairwise weakly bisimilar
on low actions, i.e., F; ~; (;, this relation is preserved also on the processes
reachable from !E that they characterize.

Lemma 3. Let E be a P.BNDC process and Vi € {1,..,n} F;,G; be reachable
from E. IfVi € {1,..,n} F; = G; then F{|Fy...|F,|'\E ~; G1|G3...|G,|!E.

The two previous lemmas, together with the unwinding condition (see The-
orem [I), allow us to prove that P_.BNDC' is compositional with respect to the
replication operator.

Theorem 2. Let E € £' be a process. If E € P_.BNDC, then |E € P_BNDC.

3.2 A Proof System for Processes with Replications

In [4] it has been presented a proof system which allows us to build P_BNDC
processes in an incremental way. The proof system is composed by a set of rules
whose conclusions are in the form E € HP[A], where A is a set of constants.
The intended meaning of the judgment is that E is a P_BNDC process provided
that all the constants in A are P_.BNDC'. The set A plays the role of a set of
assumptions: if it is empty then F is P_.BNDC otherwise we are still working
on our construction under open hypothesis. It is immediate to observe that the
system described in [4] is correct also using set of processes, instead of set of
constants, as assumptions. Hence, in this section the meaning of E € HP[A] is
that F is a P_.BNDC process provided that all the processes in A are P_.BNDC'.
We show how to exploit Lemma [l and Theorem 2]in order to extend the system
to the case of processes with replication. In particular, let us consider the proof
system System! whose rules are shown in FigureE.

! We use E[F/G] to denote the process we obtain by replacing all the occurrences of G
in E with F', where GG denotes a process whose occurrences in F can be syntactically
and unambiguously identified.
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E is a process (Proc)

E € HP[{E}]

_ &, (Low _ &y (High

E € HP[] Beb, (Low) E € HP[0) Beéa (High)
E € HP[A] E € HP[A]

—  (Rest) — (Label)

E\v € HP|[A] E[f] € HP[A]

E € HP[A] F € HP[B]

(Par)
E|F € HP[AU B

Sier @B+ 0, (hy Fy +7.Fy) € HP[Ui A, UU,B,]  (Choice)

E € HP[A] E[G] € HP[A] F € HP[B|
——  (Repl) (Subst)
IE € HP[A] E[F/G]) € HP[(A\ {F}) U B]

Fig. 2. The proof system System'.

Theorem 3 (Correctness). System! is correct, i.e., if there exists a proof in
System' which ends with E € HP[A], then E is P_.BNDC provided that all the
processes in A are P_BNDC.

Corollary 1. Let E € &'. If there exists a proof of E € HP[D], then E is
P_BNDC.

Example 1. Consider the process CH defined as

CH = ((ino.(outo.5.0 + 7.7.0) + iny.(out1.7.0 + 7.5.0))|
(o.(ing.(out.7.0 + 7.7.0) + iny.(out;.7.0 + 7.5.0)))) \ {0, 7}

where ing,in1, 0,0 € L and outg, out; € H. This process CH is a channel which
may accept a value 0 (or 1) through the low level input ing (or iny). When it
holds a value, it may deliver it through a high level output outy (or outi). The
channel can transmit values infinitely many times. In fact, when the @ action is
reached the process resets itself and recursively repeats the sequence of actions.

This process is a variation of the channel described in [19]. It is easy to see
that we can derive the judgement CH € HP[f] in System'.

This example shows that System' is more powerful than Core of [, in fact
Core cannot handle any recursive process. In [4] we introduced a more complex
rule to deal with recursion.
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4 Adding Constant Definitions

In this section we add some constant definitions to our language. Then, exploit-
ing the compositionality of P_.BNDC' with respect to the replication operator,
we prove a compositionality result for P_.BNDC with respect to the constant
definitions we consider. We do not add all constant definitions, since in CCS,
differently from m-calculus [24], replication is not expressive enough to represent
all constant definitions [7].

4.1 Definitions Using Replications

In standard CCS [19] complex recursive systems are defined parametrically, as

z%Fp [Z], where Z is a process identifier and E[Z] a process expression which

may contain “calls” to Z as well as to other parametric processes.

Ezample 2. Consider the process Z recursively defined as Z 4 0.7 +b.0. Intu-

itively this process can perform either an action a and return in its initial state
or an action b and terminate. Similarly it is possible to consider two mutually
defined processes X and Y where X performs an action a and then calls Y; while
Y performs an action b and calls X. Their definitions are

x®ay Y px

This way of defining recursive processes was taken as basic in [9] and in other
previous works on P_.BNDC (see [4]). In the context of the m-calculus in [20],
an encoding is defined which eliminates a finite number of constant definitions
using replication. As already noticed in [24], the same encoding applied to full
CCS does not work (see also Remark [)). In what follows we identify a fragment
of CCS on which the encoding is correct.

Let Act = LU{7} be a set of actions, with £ partitioned into the two sets H
and L, as described in Section [2.1] Let C be a finite set of constants. Consider
all the processes D which can be obtained using the following productions:

D:=0|aD|D+D|DD|Z

where Z € C is a constant which must be associated to a definition Z % D.
Let £9¢f be the set of processes defined with this syntax. Given a process D,
const(D) denotes all the constants which occur in D. We say that a process D
is constant-free if const(D) = 0.

In order to define the semantics of the processes in £¢f we add to the rules
of Figure [Mthe following rule to deal with constant definitions.

Constant itz p

T

Z — D

This rule tells us that if Z % D then Z performs a 7 transition and then behaves

as D.
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Ezample 3. Let Z be the constant defined in Example 2l By applying once the

rule Constant we obtain that Z 5 a.Z + b.0, then either a.Z + b.0 %0 or
a.Z +b.0 % Z. In the second case we can apply again the rule Constant.

All the processes in £9°f can be translated into an equivalent (bisimilar)
process of the language &' presented in Section 1] (i.e., into a process with
restriction and replication and without constant definition).

We briefly recall how the encoding which removes the constant definitions

works. Let Zi,...,7Z, be n constants defined as Z; def D;, where for all i =

1,...,n const(D;) C{Zy,...,Z,}. Let S = {01,071,...,04,0,} be a new set of
actions disjoint from Act. We associate to the constant Z; the actions o; and 7;
and we introduce the notationﬁ:

Z; =(0:.D;[61.0/Z1, . ..,57.0/Z,]),

where in D; each constant Z; is replaced by the constant-free expression 7; .0.
Since const(D;) C {Z1,...,Zn}, Z; is a constant-free expression.

Definition 6 (Encoding of £%). Let D € £9°f be a process with const(D) C
{Z1,...,Z,}. Its encoding [D] is the constant-free process

[D] = (D[57.0/21,...,57.0/2)| 21 .| Zu) \ .
In particular, when D is one of the Z;’s we obtain

[2] = @01Z1]...1Z)\ S.

Ezample 4. Let Z be the constant defined in Example 2l The encoding of Z is
[Z] = (3.0|2)\S,but Z =!(0.0.((a.Z+b.0)[5.0/Z]))) =!(0.0.(a.5.0+b.0))) hence
we obtain [Z] = (7.0]!(¢.0.(a.5.0+.0))) \ S. Note that Z and [Z] are different.

Remark 1. In the encoding, the action @; is used to make a “call to the pro-
cedure” Z; which is represented by Z;. The encoding does not work in the full
CCS, since the scope of the restrictions and renamings is not enlarged to the

Z—. Consider for instance a constant Z defined as Z % 4.7 and the process
E = (Z)\ {a}. The process FE can only perform a 7 action, then it terminates. If
we apply our encoding we obtain [E] = ((.0) \ {a}|!(¢.a.7.0)) \ S. Differently
from E, the process [E] performs a 7, and then it is able to perform an action
a, since in Z the action a is allowed. Actually, we can overcome this problem
and define a correct translation for E (see Definition [7]). Another process which
cannot be translated is obtained using two mutual recursive constant definitions
X ¥ @xpay)\{aa Y (5.Y]a.5.X) \ {b,b}
2 We use the notation DI[Z.,...,Z,] when we want to stress the fact that the constants
Zi,...,%4n can occur in D.
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The process F' = X can perform only b and 7 actions. Its encoding would be the
process [F] defined as

(7x.0/(0x.((a.0%.0[b.a.0y.0) \ {a, a}))[!(oy .((b.7¥.0]a.b.7x.0) \ {b,b}))) \ S.
The process [F] can perform also a actions, since the restriction on a is not

applied to Y. The solution we will apply later to enlarge the encoding cannot
be applied to this process.

The following theorem states the observational equivalence between D and
[D] when D belongs to £9¢. Since D € £%¢f and [D] € &' the bisimulation we
establish is a relation on £9¢f x &£*.

Theorem 4. For each D € £ it holds D ~ [D].

The actions o;’s introduced in the encoding are neither high nor low level
actions. They are used only in the encoding, in order to obtain constant free-
processes, but they are not visible outside because of the outmost restriction.
Indeed, they are introduced only to fire infinitely many times the actions of the
D;’s. Nevertheless, we have to decide how to treat them in the definition of the
attackers and in the definition of the low level observational equivalence. We
consider this issue in the next section.

Before moving to our security property we show how to apply the encoding
to a richer language in which restriction and renaming can be used “outside”
the recursive definitions. In particular, consider all the processes E defined by
the following productions:

E:=0|aE|E+E|EE|E\v|E[f]|\E|Z

where Z € C is a constant which must be associated to a definition Z D,
with D € £9°f, Let £9°' be the set of processes defined with this syntax.

Since the constants are defined using processes in £9¢f, by Theorem[], we have
that Z ~ [Z]. Observing that ~ is a congruence on our language we immediately
get that the following encoding can be applied to the processes in £9°.

Definition 7 (Encoding of £4"). Let E € £9°' be a process with const(E) C
{Z1,...,Z,} its encoding {E} is the constant-free process

{EY} = E[[Z1]/ %1, ..., [Z0])Z0).
Corollary 2. For each E € %" it holds E ~ {E}.

Ezample 5. Consider the constant Z and the process E defined in Remark [l
The process E is in £4. Its encoding is {E} = ((7.0]!(0.a.7.0)) \ S) \ {a}.
Now, we correctly obtain that E performs a 7 transitions, then it terminates.

The constants X and Y of Remark [1] do not belong to gdef! 1y fact, in order
to translate X we would need a correct encoding of Y, and this is not possible
without a correct encoding of X, i.e., we enter in a loop. We can conclude that
Edet! is still not expressive as CCS with constant definitions. On the other hand,
Corollary [ says that £9°" is expressive as £'. The relation between £%°' and
£9¢f is still an open problem; we conjecture that £9°f' is more powerful.
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4.2 P_BNDC and Definitions

Let Act = LUH U{7} as defined in Section 2Tl Let S be a new set of (synchro-
nization) actions such that SN Act = () and S = S, i.e., S is closed with respect
to the complementation operation. In what follows we consider as set of actions

Act' = LU H U {7} US. Moreover, we require that if f is a relabelling function,
then Vo € S, f(0) = 0. As previously observed the actions of S do not represent
‘real” actions, but they are only instrumental for the encoding. The processes we
start with have no actions in S, while their encodings do. For this reason it is
necessary to decide how to treat S with respect to our security notions. In order
to keep the compositionality of P_BNDC' it is convenient to assimilate them to
low level actions. Therefore, the high level attacker cannot perform them and
the low level user can observe them. In this way we can treat in a compositional
way also processes in which these actions occur. In particular, we extend the
concept of weak bisimulation on low actions considering the actions in S as if
they were actions in L. With a slight abuse of notation from now on we say that
two processes B, F € £ (built also using actions in S) are weakly bisimilar
on low actions, denoted by E =; F, if there exists a symmetric binary relation
R C 4t x gdet! guch that if (E, F) € R, then for all a € LU S U {7},

o if E % FE’, then there exists F’ such that F == F’ and (E', F') € R.
Clearly =~ is still the largest weak bisimulation on low actions and it is an
equivalence relation. Moreover it is still true that £ ~; Fiff E\ H~ F \ H.

Using this definition of ~; the notions of BNDC and P_BNDC' can be con-
sistently transposed. Notice that using these extended definitions Theorem [II
and Theorem [Z] continue to hold. As far as Lemma [I] is concerned some trivial
changes are necessary. In particular, let SdEf' (SdEf) be the set of all processes
in gdef! (gdef) constructed over H U S U {T} Similarly, let €< (£4¢h) be the
set of all processes constructed over L U S U {7} and £¢ef! (Sdef) be the set of
all processes constructed over L U H U {r}. In the ﬁrst sentence of Lemma
it is necessary to consider constant-free processes in £9¢' U £3!'. In the third
sentence the actions a;’s can range over LUSU {7}. Moreover, from Theorem
we immediately get the following result.

Corollary 3. Let Zy,...,7Z, be constants defined as Zl = D“ with D; € EXet
fori=1,...,n. If for allz =1,...,n it holds const(D;) C {Z1,...,Z,} and
[Z:] € P.BNDC, then all the Z;’s are P_BNDC'.

4.3 Extension of the Proof System to Processes with Definitions

In order to deal with the language extended with the actions in S and with the
constant definitions we have to modify some of the rules of the proof system
described in Section [3.21 and to add new rules to deal with constant definitions.
In particular, we change the rules (Low) and (Choice) by considering L U S
instead of L and by adding “E is constant-free” to the rules (Low) and (High).
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Then we add the following rules to deal with constant definitions

————————— FEc &l Eis constant-free  (High?2)
E\ S € HP[)] s

[X:] € HP[A] ot
— (X, = D; n, Dy €& (Const
~ o 5 E Do Diegg (Cons)

where [X;] is a constant-free process.
We call System?®™ the modified system. Corollary [ ensures its correctness.

Ezample 6. Consider the channel C as defined in [3] (see [19]) and its encoding.

[C] = (T.0] Y(o.(ing.(outy.7.0 + 7.7.0) + iny.(out1.5.0 + 7..0)))) \ S

It is easy to see that we can derive C' € HP[(] in our extended proof system.
Notice that the process CH described in Example [lis exactly the process we
obtain after a 7 transition of [C].

Corollary 4. Let E € £%" be a process. If there exists a proof of E € HP[))]
in System°"' | then E is P_BNDC.

By exploiting the result of Corollary 2] we can add the derived rule below,
which can be used to shorten derivations involving constant definitions:

{E} € HP[A]

E c &8 (Trans)
E € HP[A] e

Ezxample 7. Let Z be defined as Z def [.Z 4+ h.1.047.1.0 and consider the process
E =1.Z, where | € L and h € H. By applying rule (Trans) we can directly
prove that F is P_BNDC without explicitly prove that [Z] is P_.BNDC.

Example 8. Consider the two processes X and Y mutually defined as follows

XY xy v¥rx+nx

where [ € L and h € H. Their encodings in &' are

[X] = (7%.0|!(0x.(1.7%.0[57.0))|/(oy .(7.5%.0 + h.7%.0))) \ S
[V] = @7.0|/(ox.(1.7%.0[5v.0))|/(oy .(7.5%.0 + h.7x.0))) \ S

It is easy to derive the judgements [X] € HP[0] and [Y] € HP[D] in System',
hence we conclude that X and Y are P_BNDC processes.

It is worth noticing that the system proposed in [4] cannot treat the process of
Example B In fact, as already observed in the introduction, the system of [4]
does not deal with recursive processes involving the parallel operator.
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5 Conclusions

In this paper we study the class of P_.BNDC' processes written in a variant of
Security Process Algebra (SPA) where recursive processes are defined by means
of replications instead of constant definitions. The modified language is slightly
less powerful than the original one, but the loss of expressive power is largely
compensated by the compositionality result obtained.

We proved that the class of P.BNDC processes is compositional with respect
to replication. This result allows us to define a proof system which provides
a very efficient technique for the stepwise development and the verification of
recursively defined P_.BNDC' processes. We also identify a class of constants
definitions which can be safely added to our language and treated by an extended
proof system.

We are currently working in extending the results on information flow security
obtained for SPA to m-calculus, where the two forms of recursion are equivalent.
Our feeling is that we could reach the same compositional results reached in SPA
language, by choosing a good extension for the P_.BNDC class.

As already noticed in [4], there are many other approaches to the verification
of information flow properties. In the literature we found only another example
of a proof system for security proposed by Martinelli [T6] which deals only with
finite processes. Other verification techniques for information flow security are
based on types (see, e.g., [23I14]) and control flow analysis (see, e.g., [2[6]).
However, most of them are concerned with different models, e.g., trace semantics
(see, e.g., [SII8]).
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Abstract. We consider an instance of the EMSS protocol proposed in
[19], authenticating streamed data in the presence of packet loss. We
formally prove the integrity property of the instance by applying a com-
positional proof rule that allows us to check a specification with an arbi-
trary number of parallel processes. We argue that our approach may be
applied to a wider class of stream signature protocols.

Keywords: Security, Compositional Analysis and Verification, Digital
Streams, Integrity.

1 Introduction

Increasing trend to distribute streamed radio and video over the Internet must
provide sufficient security guarantees. In particular, so called stream signature
protocols were born with the intent to efficiently solve the problem to sign digital
streams, i.e. long, possibly infinite, sequence of bits. This class of protocols,
designed for open architectures, makes use of hashing techniques and thrifty use
of standard digital signatures to ensure the integrity of the stream.

Roughly speaking, an intrinsic infinite nature marks the class of stream signa-
ture protocols from the standard cryptographic ones, in the sense that a sender
broadcasts a continuous (and possibly unbounded) stream of messages to an ar-
bitrary number of receivers. Further, receivers use information retrieved in earlier
packets to legitimate later packets or vice-versa. In wireless (or semi-wireless)
environments, the mobile receiver may leave a cell without prior negotiation and
reenter any other cell an arbitrary number of times.

Given these peculiarities, the use of formal techniques to analyze stream
signature protocols have recently raised an increasing interest among researchers.
In particular, in [3] it is shown how to build a finite model of the TESLA protocol
[18], despite the possibly unbounded stream of messages (and cryptographic
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il Tempo” (MEFISTO); by MIUR project COVER; by Microsoft Research (Cam-
bridge) and by a CSP grant for the project “SeTAPS I1”.

C. Blundo and C. Laneve (Eds.): ICTCS 2003, LNCS 2841, pp. 383-[3396] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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keys) broadcasted by a sender. This allows the authors of [3] to exploit model
checking techniques for the formal verification of TESLA. The work in [I] has
previously analyzed the same protocol making use of the theorem prover TAME.

Our approach is quite different and focuses its attention on the verifiability
of a system with an arbitrary number of components. In this paper we show
how to apply a compositional principle allowing us to compose safely processes,
preserving the security properties they enjoy. Broadly speaking, a compositional
principle gives sufficient conditions to conclude that the parallel composition
of two (or more) processes satisfies a certain property, provided that the single
processes by themselves satisfy the same property. Compositional reasoning is
often useful. An interesting application field is indeed the analysis of systems
with an arbitrary number of components (like the possibly arbitrary number of
receivers participating through a stream signature protocol).

The principle we are going to exploit in this paper was first discussed in [11]
for the GNDC schema of properties, defined in [4]5]. In turn, the GNDC schema
is based on the notion of non-interference, [7]. We aim at applying the principle
to stream signature protocols for the verification of the integrity property, where
integrity means, informally, that the information accepted by a receiver is exactly
what the sender intended.

Digital streams are usually sent over UDP, the User Datagram Protocol, [20].
UDP is considered to be an unreliable transport protocol. When UDP sends
packets over a network, it just sends them and forgets about them. This does
not mean that UDP is ineffective, only that it does not handle reliability. If a
stream is received incomplete, we would still like to be able to prove the integrity
of all the packets that were not lost. Stream signature protocols dealing with the
problem of packet loss have been recently proposed, [R/T6JI7IT9]. Here, the main
target of our analysis will be the EMSS protocol, [19].

The main contribution of this paper is the formal capability to check a stream
signature protocol with an arbitrary number of receivers, contrary to previous
work in the area, [1J3] (the target of our analysis however being different from
the TESLA protocol considered in those papers). To present our methodology,
an instance of the EMSS protocol has been formally analyzed with compositional
proof rules and the results are reported in the paper. Earlier results in [12] dealt
with the protocol in [6], not designed for dealing with packet loss. Finally, this
paper is an extended and revised version of [15].

The paper is organized as follows. In Section 2, we present the formal lan-
guage we use for the description of cryptographic protocols. In Section 3, we
describe the EMSS stream signature protocol in more detail. Section 4 recalls a
general schema for defining security properties and illustrates a compositional
result to establish if a system enjoys security properties defined by means of
the general schemes. Sections 5 shows how to apply the compositional results to
successfully prove the correctness of an instance of EMSS in terms of packets’
integrity. In Section 6 we report some concluding remarks and discuss about
related and future work.
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2 A Formal Language for the Description
of Protocols: Crypto-CCS

A language, a slight modification of CCS process algebra, is adopted for the de-
scription of cryptographic protocols. It makes use of cryptographic-modeling con-
structs and deals with confidential values, hence the name Crypto-CCS [4I5/14].
The Crypto-CCS model consists of a set of sequential agents able to communi-
cate by exchanging messages.

The data handling part of the language consists of messages and inference
systems. Messages are the data manipulated by agents, they form a set Msgs of
terms possibly containing variables. The set Msgs is defined by the grammar:

mu=x b F'(my,...,me) | ... | Fl(ma,...,mp)

where F (for 1 < i <) are the constructors for messages, z € V, a countable
set of variables, b € B, a collection of basic messages, and k;, for 1 < i <[, gives
the number of arguments of the constructor F*. Messages without variables are
closed messages.

Inference systems model the possible operations on messages. These systems
consist of a set of rules r:

mq ‘e my,
T‘ = —
mo
where mq,...,m, is a set of premises (possibly empty) and my is the conclusion.
An instance of the application of the rule r to closed messages m; is denoted
asmy ... my b, mg. Given an inference system, we can define a deduction

function D s.t. if ¢ is a finite set of closed messages, then D(¢) is the set of
closed messages that can be deduced starting from ¢ by applying instances of
the rules in the system.

The control part of our language consists of compound systems, basically
sequential agents running in parallel. The terms of our language are generated
by the following grammar:

COMPOUND SYSTEMS: S == (S1]S2) | S\ C | Ae

SEQUENTIAL AGENTS: A= 0| p.A| A+ A | [mi...mp Fr z]A; Ay
| [m =m'l4; A1 | E(ma,...,my)

PREFIX CONSTRUCTS: p ::= clm | c?x

where m, m’,mq,...,m, are closed messages or variables, x, z1, ..., z, are mes-
sage variables, ¢ € C'h, a finite set of channels, ¢ is a finite set of closed messages,
C' is a subset of Ch. Constants are defined as follows: E(zq,...,x,) = A where
A is a Crypto-CCS agent which may contain no free variables except z1,...,x,
which must be distinct. The informal semantics of sequential agents and com-
pound systems is as follows:

— 0 is the process that does nothing.
— p.A is the process that can perform an action according to the particular
prefix construct p and then behaves as A:
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e clm denotes a message m sent on channel c;
e c?r denotes the receiving of a message m on channel ¢. The received
message replaces the variable x.

— A+ A; represents the non deterministic choice between A and Aj.

— [m1...my, b, 2] A; Ay is the inference construct. If, by applying an instance
of rule r with premises my ...m,, a message m can be inferred then the
process behaves as A (where m replaces x), otherwise it behaves as A;. This
is the message-manipulating construct of the language. For instance,

is the process that uses the rule sign to obtain a digitally signed message
from plaintext m and private key sk(y) and then behaves like A, or it gets
stuck.

— [m =m']A; A; is the match construct to check message equality: if m = m/
then the system behaves as A, otherwise it behaves as A;.

— E(mq,...,my,) is a constant process that behaves like the respective defining
term P (see Tab. [[) where all the variables z ...x, are substituted with
messages mj ... My.

— A compound system S; | Sy denotes the parallel execution of S; and Ss.
Sp|Se performs an action p if one of its sub-components performs p. A
synchronization or internal action, denoted by the symbol 7, may take place
whenever S; and S are able to perform two complementary actions, i.e.
send-receive actions on the same channel.

— A compound system S\ C allows only visible actions whose channels are not
in C. (Internal action 7 being the invisible action).

— The term A, is a single sequential agent whose knowledge, i.e. the set of
messages which occur in its term, is described by ¢. The agent’s knowledge
increases either when it receives messages (see rule (?) in Tab. [)) or infers
new messages from the messages it knows (see rule D in Tab. [[}). For every
sequential agent Ay, we require that all the closed messages that appear in
A belong to its knowledge ¢.

2.1 Operational Semantics and Auxiliary Notions

The agents’ activities are described by the actions they can perform. The set
Act of actions which may be performed by a compound system ranges over by
a and it is defined as: Act = {c?m, clm,7 | c € C,m € Msgs,m closed}. We call
P the set of all the Crypto-CCS closed terms (i.e., with no free variables). We
define sort(P) to be the set of all the channels that syntactically occur in the
term P.

The operational semantics of a Crypto-CCS term is described by means of the
labeled transition system (lts, for short) (P, Act, {~"5}acact), where {—} e act
is the least relation between tCryptoSPA processes induced by the axioms and
inference rules of Tab. [T]

The expression S — S’ means that the system can move from the state S
to the state S’ through the action a. The expression S = S’ denotes that S
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Table 1. Operational semantics, where the symmetric rules for |, |,, \1, +2 are omitted.

() ey
) Y518 8|S
T (elm.A)y 3 (A)y

(1) IS 5 I s

? m € Msgs S|51;*S/|Si
(et A)g S8 (Alm /) pupmy (\1 Sl‘?:n " L
(D) mi...mpbFrm (A[m/ﬁ])éu{vg} i/) (A)y ST
(I ma Fr 2] A5 Ar)o — () T
S+5 — S

)Em st.mi...mn Frm (Ar)g — (A]) g

D o
™ ([ .. Fr 3] A; A1)y — (A)) g

m=m'_(A)y = (A)y

= (Im =m']A; A1)y — (A)) g

) m #m  (Ai)g = (Al)y
(Im =m/]4; A1)y — (A}) g

E(x1,...,20) =der A Almi/z1,...,mn/Tn] — A1
E(mi,...,mn) — A

and S’ belong to the reflexive and transitive closure of —=; let v = ay ... ay €
(Act\{7})* be a sequence of actions. Then, S == S’ if and only if there exist
S1,8a,...,Su-1 € P such that § =5 Sy =% S, ... =5 S, 25 5",

As behavioral relations among Crypto-CCS terms, in the following we will
be mainly interested in trace inclusion (equivalence) and (weak) simulation.

Definition 1. We say that the traces of P are included in the traces of Q
(P <trace Q) whenever, if P == Py then Q == Q.. We write that P—, . Q iff
P Strace Q and Q Strace P.

Definition 2. We say that a relation R among processes is a weak simulation,
if for every (P,Q) € R we have:

— If P % P',a # 7, then there exists Q' s.t. Q == Q' and (P',Q’) € R.
— If P -5 P’ then there exists Q' s.t. Q = Q" and (P',Q’) € R.

The union of all weak simulations is a weak simulation and it is denoted by
<. As usual, it holds that if P < @ then P <gpqce Q-
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3 The EMSS Protocol

In [19], Perrig et al. presented the Efficient Multi-chained Stream Signature
(EMSS) protocol to sign digital streams. EMSS exploits a combination of hash
functions and digital signatures and—contrary to previous proposals [6]-achieves
(some) robustness against packet loss.

We assume that a sender S wants to send a stream of messages mqg, my,. ..,
Myast t0 a set of receivers {R,, | n > 1}. The protocol then requires S to divide
the stream into packets and send them to the receivers. The basic idea of the
construction is the following: a hash of packet P;_; is appended to packet P;,
whose hash is in turn appended to packet P;1; and so on. A signature packet,
containing the hash of the final data packet along with a signature, is sent at the
end of the stream. To achieve robustness against packet loss (the event of one or
more packets loss would break the chain) each packet contains multiple hashes
of previous packets and the signature packet signs hashes of multiple packets.
[19] uses both deterministic and random distribution of hashes per packet.

Here we focus on a specific instance of the EMSS, viz. the deterministic
(1,2) schema, where packet P; contains hashes of packets i — 1,7 — 2 and whose
hash is contained in packets i + 1,7 + 2. After an initial phase, each packet
P; contains a meaningful payload m; A together with the hashes h(P;_1) and
h(P;_2) of the previous two packets sent. Packets are sent over channels ¢;,0 <
i < last. The end of a stream is indicated by a signature packet P4y, over
channel cg;4n, containing the hashes of the final two packets, along with a digital
signature. The protocol can formally be described as follows.

Packet Py ¢ S — {Rn} : mo, null, null
Packet P, 1 S — {Ryn} : my, h(FPy), null
Packet P,  ¢; S — {Rn}:my, h(Pi—1),h(Pi_2) 2 <i <last

Let P, be the last packet of the stream. Upon sending P, a signature packet
is sent:

Sign'PaCk Psign Csign S — {Rn} : {h(—Plast); h(—Plastfl)}sk(S)

A packet P; is said to be verifiable if there exists a path (in terms of hash
chains) from P; to the signature packet. Given a set of verifiable packets, we
intend to prove the correctness of the construction in terms of packet integrity,
i.e. to assure a receiver that the information he received is exactly what the
sender has originally intended.

3.1 Crypto-CCS Specifications of the (1,2) EMSS

We present the Crypto-CCS specifications of the (1,2) scheme of the EMSS pro-
tocol. The sender and receiver processes can perform sendings and receptions

! We assume the sender’s private key sk(S) cannot be deduced from the set of messages

{m}.
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according to the protocol original specifications. Compared with a standard no-
tation like the one in Section [, the Crypto-CCS representation is more expres-
sive: checks on the received packets are explicitly represented. We remind that
the whole formalization, in particular the way a receiver process acts, is based
on implementative choices of the authors since some details are not explicitly
given in [19].

The sender process is parameterized by variables containing the hashes he
should insert in the following packet. With notation x,, we mean “variable x
should contain message m”.

S0(0,0) =

[mo Feupte Tp,] Create tuple

[Py Fhash Th(Py)] Compute hash of Py
(S1(@h(py),0) | MBo(zp,)) Output Py and go to next state

S1(xn(py),0) =

[m1 @h(py) Fruple Tpy) Create tuple
[P, Fhash Th(p)] Compute hash of Py
(S2(xn(pyys Th(py)) | MBi(zp,)) Output P1 and go to next state

Si(xh<Pi71)’ xh(Pi—2)) =

[ma Th(Pi_y) Th(Pi_») Ftuple zp,) Create tuple
[P, Fhash Thip,)] Compute hash of current packet
(Sit1(zn(p)s Thip,_y)) | MBi(zp;)) Output P; and go to next state

SSign(xh(Plast)7 xh(Plast—l)) =

[Th(Pu.)  Th(Prs 1) Ftupte Tt Create tuple of final hashes
[z:  sk(S) Fsign TP,y ] Sign the tuple
M Bsign(2p,;,,) Output the signature packet

The special process M B is responsible for potentially sending each packet an
unbounded number of times, in order to simulate a one-to-many (one-to-all)
sending typical of a multicast/broadcast session. The process is parameterized
by the packet the sender is to multicast (or broadcast).

MB;(xp,) =clep, MB;(zp,) 0<i<last
MBsign (I'Psign) = Csign!xPsign ~MBsign(xPi)

Among the set of receivers, each process behaves in the same way. The generic
receiver process at step 4 is parameterized by: 1) the two last packets he received
(let them be Pj,, Pj,) - over an ideal channel, without packet loss, we have
that Pj, 1 and PJ2 = P;_9; 2) a tuple tup?l} tup(m,y consists of the or-
dered sequence of payloads among {m;};— 7 last whose corresponding packets’
hashes h(P;) the receiver was able to check? tup 15 the tuple updated at step

2 For the sake of readability we assume the receiver may infer the sequence number
of a packet by simply observing the packet itself. Otherwise, we should arrange the
receiver with more parameters or arrange a “sequence number” field in the packet
structure and let the receiver retrieve it. This could introduce a too clumsy notation.
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. . . . i—1 . i—1
i, by inserting either ,, , or T, ,. tupf{mj} could be either (:cmi_Q,tupf{mj})

or (xmifg,tupi:nl_}) or it may remain unchanged. Similarly, tupy,,,; may either
J

last last last

be (T, . tup(iny) OF (Tmy,., o tup(iy'y) or tup(ety.

We model the unreliability of the transmission over UDP by considering that
process Rec non deterministically chooses whether to receive a packet or not.
Finally, we assume that the signature packet P4y, is always received (this is
likely since in the original protocol multiple copies of the signature packets are
sent).

Reco(0,0,0) =

Rec1(0,0,0) +

( C0?~TP0 .
Reci(zp,,0,0))

Rec1(0,0,0) =

Rees(0,0,0) +

( Cl?l’pl .
Recy(zp,,0,0))

Reci(zp,,0,0) =
Rec(0, zp,,0)+
(c1?zp,.

[P, Fand Zn(py)]

[2Py Fhash Thyy (Po)]

[xh(PO) = thYU”o)]

([‘rPo Fiost xmo]
Rec?(xpuxpov mmo)
); 0
)
Reci(zp; ,xp;,, tupf'{;lj.})l =

Reciyi(zp, ,xp;,, tupl{:nj}) +

(Ci?CUPi-

(h=i-1]

Reé (005- VTP 1, U, )3
(p=i-2
Rec! (zp,,2p,_,, tup,.y)

) -

))1 R@Ci+1 (‘TP/L' ) ijl 5 tupz{:nj})

Recg(xpi,mpifl,tup;nlj}) =
[mpi F2_na xh(Pwﬂ]
[2P,_1 Fhash Thyry (P 1)
[mhMY(Pi—l) = xh(Pz'—l)}
([xpi—l F1st xmi—l}

Reciti(zp,xp; , (Tm;_y, tup"{:nlj}))

); 0

Packet loss : go to next state, otherwise
Receive initial packet
Go to next state

Packet loss : go to next state, otherwise
Recetve packet Py
Go to next state

Packet loss : go to next state, otherwise
Receive packet Py

Extract hash of previous packet Py
Compute my hash hary (Po)

Compare the hashes

IF equal : extract previous payload
Update parameters and go to next state
ELSE abort

Packet loss : go to next state, otherwise
Receive packet P;

Was P;_1 received?

Go to Rec}; otherwise

Was P;_s received?

Go to Rec}; otherwise

Go to next state :

Pi_1 and P;_s were not recetved

Extract h(P;—1) from P;

Compute my hash hyry (Pi—1)
Compare the hashes

IF equal : extract mi—1 from Pi_1
Update parameters and go to next state
ELSE : abort
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Rec/(zp,,xp,_,, tup"{:nlj}) =
[P, F3—rd Th(p,_,)]
[TP,_2 Fhash Thyry (Pi_2))
[mhMY(Pi—2) = xh(Pz'—z)}
([IL'P,i72 F1st xmi—Q} )
)Reci+1(xpi »LPj (Tmi_as tupf{:nlj}))
;0

last -
Recmgn(xpjl TPy tup{mj}) =
Csign?xPSign .
* last
Recsign(xpsign sy TPj1,LPjg, tup{mj})

Reczign(mpsign y LPj15 L Pjos tupl{anSL;}) =

['Tpsign pk(s) Foer -Tvev-]
[j1 = last]
ReChign (Boers 0F1one s LUt

(72 = last — 1]

Rec;gn (Tver, TPy s tupl{‘;ij_});

las
(capp!tup{mi}.O)

)

" last
Recsign(mvem TPrast—1> tup{mj })

[ajver |_2—nd xh(Plast—l)}
[TPasi 1 Fhash Thyry (Prawy_1))
[thWY(Plast—l) = xh<Plast71>]
[TPae 1 F1mst Tmigg 4]
cﬂ'pp!(xmlu.st—l’tupl{u"ﬂsli})'o;

0

/ last -
Recsign(mvﬁ"? TPgsto tup{mj}) =

[wvev‘ '_lfst wh(Plast)]
[‘Tplast Fhash Thyry (Prasy)
[Thary (Prase) = Th(Pras)]
[‘TPlast F1st xmlast]
CGPP!(xmlaswtupl{irszi})‘O;
0

In the final state Recy;gn (along with intermediary states Rec Rec!

Rec”

sign

391

Extract h(Pi—2) from P;

Compute my hash hary (Pi—2)
Compare the hashes

IF equal : extract mi—2 from Pi_q
Update parameters and go to next state

ELSE : abort

Receive signature packet
Go to intermediary state Recy; g,

Verify the signature

Was Piast Teceived?

1f so, goto Rec’sign; otherwise

Was Piast—1 received?

1f so, goto Rec'slign; otherwise

Prast and Pasi—1 were not recetved.
Send the stream of verifiable payloads
to the application level

Extract h(Piast—1) from Psign

Compute my hash hary (Piast—1)
Compare the hashes

IF equal : extract migsi—1 from Psi—1
Send the stream of verifiable payloads
to the application level and stop; ELSE
abort

Extract h(Piast) from Psign

Compute my hash hary (Piast)
Compare the hashes

IF equal : extract miqst from Prast
Send the stream of verifiable payloads
to the application level and stop; ELSE
abort

stgn’ sign?

) the receiver aims at verifying the digital signature (we assume he has

previously retrieved the public key pk(S) corresponding to the private key of the
supposed sender). The correct verification of the signature implies the receiver
to have guarantees on the integrity of the verifiable payloads. He can now send
the stream to his application level to consume it. In our formalization, this is
modeled by a scenario where the receiver sends the content of his parameter
tuple (the stream accepted) over channel ¢,y If the verification of the signature
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in the final state or the equality tests in the previous states do not succeed the
receiver should abort.

4 Compositional Analysis within GNDC

In this section we recall the general schema Generalized Non Deducibility on
Compositions (GNDC) for the definition of security properties given in [45] and
a compositional proof rule for such a schema, discussed in [I1]. The main idea is
the following: a system P satisfies property GN DCY, if the behavior of P, despite
the presence of a hostile environment X that can interact with P only through
a fixed set of channels C, appears to be same (w.r.t. a behavioral relation <1 of
observational equivalence) to the behavior of a modified version «(P) of P that
represents the ezpected (correct) behavior of P.

The analysis of cryptographic protocols involves specifying a set of messages
known by the adversary at the beginning of the computation. This static (ini-
tial) knowledge of the hostile environment must be bound to a specific set of
messages. This limitation is needed to avoid a too strong hostile environment
that would be able to corrupt any secret (as it would know all cryptographic
keys, etc.). Given an adversary X, we call ID(X) the set of closed messages
that syntactically appear in X. This set, intuitively, contains all the messages
that are initially known by X. Let ¢x be a set of messages representing the
static, initial knowledge that we would like to give to X. We want 1D(X) to be
consistent with ¢x. This can be obtained by requiring that all the messages in
ID(X) are deducible from ¢x by means of the deduction function D.

The set ng of processes that can communicate on a subset of public channels
C and have an initial knowledge bound by ¢ x can be therefore defined as follows:

ELX ={X € P | sort(X) C Cand ID(X) C D(¢px)}

We consider as hostile processes only the ones belonging to ng .
We define the property GNDC? as follows:

Definition 3. A process P is GNDCS iff VX € £ : (P|X)\ C < «o(P)
where < is a behavioral relation between processes and « is a function between
processes.

For the analysis of safety properties it is enough to consider the trace inclusion
relation <y.4ce as behavioral relation among the terms of the algebra. When the
<i¢race Telation is considered, there exists a sufficient criterion for the static char-
acterization (i.e. not involving the universal predicate V) of GN DC properties
(for further details see [4lB]). Generally, GNDC<,, .. properties are not compo-
sitional. To get a compositional rule we need to strengthen our requirements on
the behavior of the processes.

Definition 4. We say that a process P is stable w.r.t. ¢x, whenever for every
X with ID(X) C ¢x, (P| Xy )\ C == (P'| X}, )\ C then D(¢x) = D(¢ly)-

Basically, a process P is stable when an enemy with a certain knowledge ¢x
does not increase significantly ¢x during the execution of P.
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The following compositional rule holds for the GNDCZ, schema (under
the assumption that the involved processes are stable).

Proposition 1. Given ¢x and a set of public channels C, assume processes
P, € GNDC;:T(Z;) with 1 < r < n and P, stable w.r.t. ¢x. It follows that

(Pr]...| Py) is stable w.r.t. ¢x and (P1|...|Py) € GNDC?(PI) |-+l an(Pn)

=trace

5 Compositional Analysis of the (1,2) EMSS Protocol

Our goal is to apply the previous compositional rule for checking that the (1,2)
EMSS scheme guarantees integrity of the delivered stream even in presence of
an adversary. The specifications of the (1-2) EMSS scheme, namely the sender
So and the receiver Recy, are given in Subsection Bl The general system with
n
——
n receivers may be considered as Sy | Reco | . .. | Reco.

We formally define integrity in the GNDC schema as the ability to accept only
the message m; by a receiver as the i — th message sent by the sender (assuming
m,; is not lost). Assume that a receiver signals the acceptance of a stream of
messages as a legitimate one, by issuing it, as a unique list of messages, on a
special channel c,p,. Thus, let an: be Specsign = Y ¢ ireams Capp's-0, where
streams is the set of all the possible ordered sub streams of myg ... mMyqs¢-

Definition 5. A system P, consisting of a sender of a stream of messages {m;}
and a receiver, enjoys the integrity property whenever P € GN DCSit

<trace’

Basically, it means that the receiver accepts exactly a subset of the messages m;
in the correct order even in presence of an adversary. The key point is that the
intruder will never acquire the private key of the sender to successfully sign the
final packet of the stream. Note that in a multi-receiver environment with one
sender, a protocol guarantees integrity whenever each receiver accepts only the
stream of messages that the sender wishes to deliver. In our case, the specification
for n receivers is simply the parallel composition of «;,; n-times.

We may prove that Sy, Recg are stable w.r.t. the following initial knowledge
ox:

ox ={PoU{P}U{P; | i=2,...,last} U{pk(S), Psign}

Proposition 2. Sy and Recy are stable w.r.t. ¢x.

Actually, we include in the initial knowledge ¢x the messages an adversary would
be able to add to his knowledge by eavesdropping on a run of the protocol. This
implies that we arrange for an intruder to have the most powerful means to act
since the beginning of the computation. If the protocol satisfies the integrity
property in this very hostile environment then it means that it will satisfy this
property in a less powerful one (this may be formally justified).

We may prove that So enjoys GNDC2 ~ and Recy enjoys GNDCZt |

=trace

that is to say for all X € ng we have (So| X)\C <¢race 0 and (Recg | X)\C
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<t¢race Qint- This may be done by finding a suitable weak simulation relation
between (Sy | X)\C and 0, and between (Recy | X)\C and Specgign (VX € ng),
respectively. The set C' of channels over which an intruder is able to communicate
is C' = {csign} U{ci | 0 < i <last}.

The weak simulation relation we consider for dealing with the sender speci-
fications is the following:

= (((Si(--) | X)\C,0) | X € £67,0 < i < last)
U(((Ssign(--) [XN\C,0) | X € E5%)

The weak simulation relation we consider for dealing with the receiver spec-
ifications is the following:

= (((Reco(0,0,0) | X)\C, Specsign) | X € EEX)

((Rec1(0,0,0) | X)\C, Specsign) | X € E5Y)

((Reci(zp,,0,0) | X)\C, Specsign) | X € EEF)

(( Z(xpﬂ,xpﬂ,tup{m D IXNC, Specsign) | X € £67,2 < i < last)
((Rec(zp,,zp,_ 17tup{m }) | X)\C, Specsign) | X € 5¢X 2 <1< last)
((Rec!(xp,,zp,_ 2,tup{m DI XN, Specsign) | X € 52)‘,2 <i < last)
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last

tup {(m; },tup
of the p0551ble cases we may show that Rs and Rz are weak simulations. We
omitted to explicitly put in Rs and Rz the pairs in which the first process
performs deduction constructs.

Here we give a sketch of the proof dealing with the receiver specifications.

When the first process performs inference (or match) constructs and it gets
stuck because an inference rule does not apply, or simply travels to the next state,
it can be weakly simulated by whatever process, in particular Specsig,. When
Recy performs a receiving action, the process on the left may perform a 7 action
and it can be weakly simulated by whatever process, in particular Specg;gn. The
interesting case is when the first process outputs a tuple of messages tupim;y
over channel cqpp & C. In this case, it must be {Zyer }si(s) = Psign and, assuming
that digital signatures and hash functions cannot be forged, all the messages in
tup(m;y must be replaced with one of all the possible ordered sub streams of
Mg ... Mygst. This can be weakly simulated by Specsiqn that has been defined as
the process sending all the possible ordered sub streams of mg...myqs¢-

Each resulting pair consisting of the derivatives still belong to Rx.

and Reco € GND(CZi

<trace-*

|y are lists of meaningful payloads (also updated). By inspection

Proposition 3. Sy € GNDC?

<trace

The following proposition follows by Proposition [ 2, 3.
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Proposition 4. Sy| Recy € GNDCSirt

<trace-

Compositional reasoning is powerful: to check a system with an arbitrary number
of components we do not consider the whole system but only the components
by themselves and the result simply follows by Proposition [[] where index r is
not fixed a priori and P, = Sy and P,,2 < r <nis Recy.

Proposition 5. The (1,2) EMSS Protocol enjoys integrity for whatever number
of receivers.

6 Conclusions

The compositional analysis can be successfully applied to formally verify in-
tegrity properties in a multicast/broadcast environment. (We remind that in-
tegrity means, from our point of view, assurance that multicast data are not
modified en-route.) In particular, we considered as a case study EMSS [19] in its
deterministic (1,2) scheme variant. We modeled such a scheme considering com-
munication channels with packet loss. We are able to formally check the system
with an arbitrary number of receivers.

Prominent works related to streams verification are those in [I], a formal
analysis based on theorem proving techniques to analyze a well known stream
authentication protocol (the TESLA protocol [18]) and in [3], where the authors
verify the same protocol with model checking techniques.

Notable examples of compositional proof techniques for reasoning about cryp-
tographic protocols may be found in [2/13]. In [13] a compositional proof system
for an environment-sensitive bisimulation has been developed. One main dif-
ference from ours is that we consider a weak notion of observation where the
internal actions are not visible. (Actually, the authors of [13] leave as a future
work the treatment of such a form of equivalence). In [2] the concept of disjoint
encryption has been developed and the authors were able to perform composi-
tional reasoning both for secrecy and authentication properties.

Works in progress are the following: 1) applying our compositional proof rules
to erasure codes-based solutions like the ones proposed in [I6/17]; 2) extending
the analysis to real-time broadcast environments where time synchronization
plays an essential role. Compositionality being a fundamental issue in static
analysis approaches, we leave as a future work the comparison of our approach
with the one proposed in [9[1(], based on type systems for checking authentic-
ity /integrity properties.
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