Managing
Supply Chain Risk

Integrating with Risk Management






Managing
Supply Chain Risk

Integrating with Risk Management

Sime Curkovic
Thomas Scannell
Bret Wagner

CRC Press
Taylor & Francis Group
Boca Raton London New York

ss is an imprint of the
Taylor & Francis Group, an informa business




CRC Press

Taylor & Francis Group

6000 Broken Sound Parkway NW, Suite 300
Boca Raton, FL 33487-2742

© 2016 by Taylor & Francis Group, LLC
CRC Press is an imprint of Taylor & Francis Group, an Informa business

No claim to original U.S. Government works
Version Date: 20150520

International Standard Book Number-13: 978-1-4987-0711-4 (eBook - PDF)

This book contains information obtained from authentic and highly regarded sources. Reasonable
efforts have been made to publish reliable data and information, but the author and publisher cannot
assume responsibility for the validity of all materials or the consequences of their use. The authors and
publishers have attempted to trace the copyright holders of all material reproduced in this publication
and apologize to copyright holders if permission to publish in this form has not been obtained. If any
copyright material has not been acknowledged please write and let us know so we may rectify in any
future reprint.

Except as permitted under U.S. Copyright Law, no part of this book may be reprinted, reproduced,
transmitted, or utilized in any form by any electronic, mechanical, or other means, now known or
hereafter invented, including photocopying, microfilming, and recording, or in any information stor-
age or retrieval system, without written permission from the publishers.

For permission to photocopy or use material electronically from this work, please access www.copy-
right.com (http://www.copyright.com/) or contact the Copyright Clearance Center, Inc. (CCC), 222
Rosewood Drive, Danvers, MA 01923, 978-750-8400. CCC is a not-for-profit organization that pro-
vides licenses and registration for a variety of users. For organizations that have been granted a photo-
copy license by the CCC, a separate system of payment has been arranged.

Trademark Notice: Product or corporate names may be trademarks or registered trademarks, and are
used only for identification and explanation without intent to infringe.

Visit the Taylor & Francis Web site at
http://www.taylorandfrancis.com

and the CRC Press Web site at
http://www.crcpress.com



Contents

PrEface cuvviiuiiiiiicieece ettt ettt ettt eba e eare e ix
About the AUthors......cccoviiiiiiiicc e Xi
Chapter 1 Introduction .......coceeieiieeiiinierieieeeee e 1
Respondent Profile ..........ccoeveeivecincinncenccnecneceeneenecnnenes 2

How Respondents Manage Supply Chain Risk..........ccccceuucece. 3

Factor 1: Corporate Strategy .......cccceceueuevcuccccciiccicccnes 5

Factor 1—Data and Observations............cccceceeevevevereeeeverennne 5

Factor 1—Conclusions and Recommendations .................. 6

Factor 2: Supply Chain Organization ...........ccecceeeeeeevecunicnnnncs 8

Factor 2—Data and Observations ...........cccceceueevevereveeeeverennne. 8

Factor 2—Conclusions and Recommendations................. 12

Factor 3: Process Management ..........cccocevuvivivininininiinincncncncnnns 13

Factor 3—Data and Observations ............ccceeeeveveveveeveverenene. 13

Factor 3—Conclusions and Recommendations................ 14

Factor 4: Performance Metrics ........cccevevereeerereeceererererererennes 16

Factor 4—Data and Observations...........ccoceeeevevevereeveverennne. 16

Factor 4—Conclusions and Recommendations................ 17

Factor 5: Information and Technology.........cccccceeceunicunicunncs 18

Factor 5—Data and Observations...........cccccoeeveveveveevererennne. 18

Factor 5—Conclusions and Recommendations................ 21

Concluding COMMENES......c..cccuruemrmneeemrierniereiereeerenseerenerennes 21

Chapter 2 Using FMEA for Supply Chain Risk Management........ 25
INtrOAUCHON oottt 25

Research Method........c.oooveveviieeeeeieeeeeeeeeeeeeeee e 26

SUIVEY RESULLS ...t 27

Companyl Background..........ccooceveeevnecuncninceninecnecinecnnnnes 33

Failure Mode and Effects Analysis.........cccccocvvviiniicicinnnen. 33

Finished Goods FMEA ..o 34

CONCIUSION ...ttt ettt aeaes 37

RETEIEIICES ...ttt 41



vi o Contents

Chapter 3

Chapter 4

Supply Chain Risk Management within the Context
of COSO’s Enterprise Risk Management Framework.... 43
INtrOAUCHION ..ttt eb e 43
Literature ReVIEW....c.ccceeieviieieeeeeeeeeee et 44
Rationale for a Standard Framework............ccccoeveveveuennnne. 44
Enterprise Risk Management and the COSO
FrameworK.......oocoueuiiiieiciieieeeeeeee e 45
Linking ERM and SCRM Frameworks .........c.ccccocvvuruunnce 48
Supply Chain Risks and Practices.........cccccoevueuveuniuvicnncnnes 49
Research Method ..o 51
Data ANalySsis ..c.ccceveeeunicrnecieieeiiceceeeee e neaens 51
Respondent Profiles..........ocoeeueririneccreninenceeesreeeeen, 51
Results and DiSCUSSION ....c.eveveveeeurieeieieieeeiiceeeeeesesseeeenes 52
Internal Environment and Objective Setting.................... 53
Event Identification and Risk Assessment ......................... 55
RiSK RESPONSE.....uvuvimiiiciiciiecisecie et 58
CoNtrol ACHVILIES....cvvvevereeerereiiereteeeeere e 59
Information and Communications..........cceceeeveveveveveverennnen. 59
MONItOTING....viiviiiiiiiiiiic e 60
Discussion and Conclusion ...........ccoeeeeeeveeeereeeeeereeeeeenenen. 61
REFEIENCES ...ttt 66
Integration of ISO 31000:2009 and Supply Chain
Risk Management.........ccceceeevieinenieininieinenieeeesieeenens 69
INtrOAUCHON oottt 69
Literature ReVIEW....ccccieiiiieieeieeceseeeetese et 70
ISO 31000:2009 ....cooeviieieieieiesieieietesiete e e e ssesse e saessassessens 70
SCRM Frameworks .........covveereerireririnirerisisinisisisesseeesesesesesensnenns 72
Supply Risks and Responses............ccccuveeercunerrecrcrnerneenennes 72
Research Method ..o 72
Data ANalySsis ..c.ccceeeeuricinceeenececeeeee e seaens 74
DiSCUSSION.....ceiiieieieieete ettt sesae e e benaens 81
Communication and Consultation ............ccccceeveveveevevenenee. 81
Establishing the Context.........cccociuninininininiinciicicininnns 82
RiSK ASSESSIMENT ......coeverivieierereeirereteeeee et veeees 83
RiSK Treatment ........cccveveueeeeerereeeeeeeeeeeetetese e 84

Monitoring and ReVIew ..........ccccvceceinicirinceinecnnicnennes 85



Chapter 5

Chapter 6

Contents o vii

Managerial Implications.........ccoccevecuemeeinecrrisceeinerennecnnn. 86
Future Research QUESHIONS.......ccoeeveeveeeeveeieeieisieeeeienens 86
RETEIENCES ...ttt 88

ISO 31000:2009 Enterprise and Supply Chain Risk
Management: A Longitudinal Study..........cccceceeeneninn 91
INtrOAUCHON .ot 91
Literature Review........ccoiiiiiiiiniiiiccccce 92
SCRM Research Gaps.......cocovveeeeveerineneeecreininenccieieiseneeaenns 92
ERM, ISO 31000:2009, and SCRM Frameworks............... 94
Supply Chain Risks and Practices.........ccccoveeunicuvicrruncnnn. 97
Research Method ..o 98
Data ANalysis ..o 99
SCRM PIOCESS ...ttt nenenenene 100
DiSCUSSION....uiiiiiiiicic e 106
Longitudinal Data Analysis and SCRM Trends.............. 109
CRM Practices Relative to ISO 31000 Clauses ................ 112
Implications for Managers..........coceeeeurecuerneeemneeersncunnnes 117
Implications for Researchers..........cccocccuvecurnieeneecunnncunnnes 117
REfEIENCES ...ttt 119
A Longitudinal Study of Supply Chain Risk
Management Relative to COSO’s Enterprise Risk
Management Framework..........cccccceeeviininnincnincnnne. 123
INErOAUCHION c.eeiiiei e 123
Literature ReVIeW ..o 124
Research Method ..o 129
Limitations. ..ot 130
RESUILS .o 130
Internal Environment and Objective Setting .................. 131
Event Identification and Risk Assessment ...........c.c....... 134
RisSK RESPONSE.....ucuviuiiiiiicrrecrcieitecicieeeieeecne i 137
Control ACtiVIties........ccvueueivieinicinicieiecceeceane 139
Information and Communications..........cceveeeereecerecueenenenn. 139
MONItOTING....ciiiiiiiiiiiiiiic s 140
Performance OULCOMES ........cccveucvremcererereuneecrneerneceeeenenne 141

J BT U T3 o) o WSS 142



viii « Contents

Conclusion and Future Research........ccccccvceuvicivnccinicnnnnce 145
Area 1: In the Long Term, Does Dedicating
Resources Specifically for SCRM and/or ERM

Provide an Appropriate Return on Investment? ............. 146
Area 2: Coalescing around a Standard Risk
Framework.......ccoiicccccccc s 146
Area 3: Impact and Utilization of ERP and Other
Information Technology TOOIS ......c.ccocccureeurrneeeunecunicrnnnes 146
Area 4: Growth of the Risk Management Function
within Organizations ..........ccccevccveveenecnecrneneenneennenens 147
Area 5: Link between Open Innovation and Risk?.......... 147
RefEIeNCES ....ouvvviiiiiiicc s 148
Chapter 7 Global Procurement and Supply Risk Management
Processes at Steelcase INc. .....cceecveveveiiinicninincncnennens 151
Steelcase Background.........ccoceuvecurencurenceeencceneceneceenecnnenes 151
Risks in the Steelcase Supply Chain.........ccccooevcivcrnivicnncnnes 151
Global Procurement Process.........coccueuveueunecunecrrencecnnecnnencns 152
Strategic Needs Identification and Supplier Qualification... 154
Rapid Plant ASSESSMENt .......cccveuiureererreeerereerieenesseeenaensennns 161
Global Business Process Assessment............coceeeveeceneecnnences 161
Process Failure Mode and Effects Analysis ........ccccccveueunce. 163
Finished Goods PEMEA ........cccocoveininicineneeicieireencneen. 169
SUMMATY oo 172
REfEIENCES ...t eaee 172
Chapter 8 Feedback from Managers.........cccceceevevenieniencnenenennnn 173
Appendix A: Research Questionnaire Results...........cccccceeninininin. 193
Company Background Information ...........ccoeeeeuvuvcueunicnnnnce 196
Managing Supply Chain RisK.......cccccovecurncrinceinecinicreienenn. 198
INAEX it 239



Preface

Managing supply chain risks is emerging as a viable, proactive, and strate-
gic supply chain management (SCM) application. This book’s focus is on
the structure, implementation, and maintenance of a formal system for
managing risks in the supply chain. A common theme is that the decision
to manage supply chain risks constitutes a major undertaking for most
firms. Such an undertaking, it is argued, does not take place in a vacuum.
Rather, it is a response to a number of factors or influences. However, no
book to date has empirically identified these factors and explained how
they can be leveraged into a competitive advantage. In this book, we use
data from firms and SCM managers to identify which factors affect the
decision to develop a system for managing supply chain risks and then
explain how these factors can influence the level of success.

Certain factors have been identified as having a critical impact on pre-
disposition and progress toward managing risks in SCM. These factors
described a situation where the respondents saw managing risks as an
extension of their SCM movement. There seems to be recognition that
succeeding requires more than simply creating a new program or depart-
ment. It is argued that these various factors act to pre-condition the firm
and its systems to the introduction, acceptance, and progress on manag-
ing SCM risks. The book identifies the factors underlying the decision to
develop a system for managing supply chain risks and how these factors
can be leveraged into a competitive advantage.
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Introduction

On behalf of Western Michigan University (WMU) and the Center for
Integrated Supply Management, our group conducted a research proj-
ect about the potential for managing risks in supply chain management
(SCM). Managing supply chain risks is emerging as a viable, proactive,
and strategic SCM application. This project’s focus is on the structure,
implementation, and maintenance of a formal system for managing risks
in the supply chain. A common theme is that the decision to manage sup-
ply chain risks constitutes a major undertaking for most firms. Such an
undertaking, it is argued, does not take place in a vacuum. Rather, it is
a response to a number of factors or influences. However, no research to
date has empirically identified these factors and explained how they can
be leveraged into a competitive advantage. In this study, we use data from
46 firms and SCM managers to identify which factors affect the decision
to develop a system for managing supply chain risks, and we explain how
these factors can influence the level of success.

Certain factors were identified as having a critical impact on predis-
position and progress toward managing risks in SCM. These factors
included corporate strategy, supply chain organization, process manage-
ment, performance metrics, and information and technology. These fac-
tors characterize a situation where the respondents saw managing risks as
an extension of their SCM movement. There seems to be recognition that
succeeding requires more than simply creating a new program or depart-
ment. It is argued that these various factors act to pre-condition the firm
and its systems to the introduction, acceptance, and progress on manag-
ing SCM risks. The report begins with a profile of the respondents and
how they manage supply chain risks. The report then concludes with an
evaluation of the factors underlying the decision to develop a system for
managing supply chain risks and how these factors can be leveraged into
a competitive advantage.
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RESPONDENT PROFILE

Sample job titles: supply chain leader, strategic buyer, senior buyer, director
of supply chain, vice president of purchasing, purchasing manager, senior
supply chain manager, global sourcing business unit manager, director of
global procurement, strategic procurement manager, commodity man-
ager, and plant manager.

Main activities of companies: Manufacturing (39/46): 11 automo-
tive first tier suppliers, 4 automotive original equipment manufacturers
(OEMs), 3 electronics manufacturers, and 21 other (e.g., office furniture,
home appliance, pumps, seals, gauges, valves, hydraulics, aerospace,
medical equipment, plumbing fixtures, seats, recreational vehicles, safety
equipment, industrial doors, automation equipment, pharmaceuticals,
cosmetics, home building material, child care goods, food). 28/46 of the
manufacturers can be classified as capital-intensive, high-volume produc-
ers that make use of assembly lines in operations, and 11/46 of the above
can be classified as low-volume producers of highly customized products.

Non-manufacturing (7/46): 3 distributors, I logistics, I telecommunica-
tions, I clinical testing, and I retailer.

Annual sales revenue:

$1B-$9B: 32%
$10B-$49B: 34%
$50M-$99M: 4%
$50B-$99B: 7%
$100M-$499M: 14%
$500M-$999M: 7%
Over $100B: 2%

Number of employees:

Under 50: 2%
50-99: 2%
100-499: 9%
500-999: 5%

1,000-4,999: 24%
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5,000-9,999: 9%
Over 10,000: 49%

Ownership structure:
Privately owned: 33%
Publicly owned: 60%

Publicly/privately owned: 7%

Geographical regions accounting for sales revenue:

Africa: 16/46 firms
Europe: 31/46 firms
North America: 46/46 firms
South America: 30/46 firms
Asia: 34/46 firms

HOW RESPONDENTS MANAGE SUPPLY CHAIN RISK

Ql. Usage of supply chain risk evaluation tools, techniques, and
methodologies:

Plan to implement an application within 1-2 years: 6%
Currently using an application: 61%"

Plan to evaluate an application within 1-2 years: 13%
No plans to use anything: 20%

Q2. Spending plans next year for managing risks in the supply chain (e.g.,
IT, support services, process changes, etc.):

Less than $500,000: 52% $500,000-$1,000,000: 2%
$1,000,000-$5,000,000: 9% More than $5,000,000: 7%
Unanswered: 30%

* All firms agreed there is no obvious single application for managing supply chain risks on the
market today. These 61% are actually only using existing SCM applications for managing risk.
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Q3. Budget for managing supply chain risks increase, decrease, or stay the
same next year:

Increase: 45%
Decrease: 14%
No change: 41%

Q4. Area within company that usually takes ownership of investments for
managing supply chain risks:

Risk Management: 3% Supply Chain/Purchasing: 60%
Legal: 6% Logistics: 3%
Accounting/Finance: 7% Manufacturing/Operations: 12%
IT: 3% Quality: 6%

Q5. Funding for managing supply chain risks comes from:

General operations budget: 26% Specific departmental budget: 42%
General finance budget: 11% General IT budget: 4%
Specific budget to address supply chain issues: 17%

Q6. Techniques used to identify and analyze risk in supply chain:

Sample of responses: Initial supplier evaluations, financial risk assessment,
supplier quality audits, capacity planning for operations and suppliers, lead
time analysis for project management, supplier scorecard, management
review, supplier risk analysis based on accounts payable performance,
contingency plans, on-site capability review, forecasting techniques,
safety stock, capacity and network planning, multi-sourcing, price hedg-
ing for commodities, back-up carriers, historical data, cross-functional
teams, risk management group, project service levels, information sharing
with suppliers, total spend management, open communication, supplier
competency reviews, benchmarking, lifecycle management, failure mode
and effects analysis, develop local supply base, contract management and
leverage, demand planning, inventory management, and vendor manage-
ment inventory.
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FACTOR 1: CORPORATE STRATEGY
Factor T—Data and Observations

Firms overwhelmingly agreed there is no obvious single application for
managing supply chain risks on the market. Most firms (61%) are only
using existing SCM applications for managing risk (see Q1). In the absence
of risk management applications, these firms are building risk consider-
ations into traditional SCM applications (e.g., spending, contract, inven-
tory management, demand planning, benchmarking, building long-term
partnerships, etc.). An additional 6% said they would like to implement a
SCM risk application in 1-2 years, and another 13% said they are consid-
ering it. This indicates that while specific supply chain risk applications do
not exist, interest levels are very high (80%). The 80/20 rule resurfaces as
80% of the firms have placed a priority on managing supply chain risks.
The following questions were also asked on a 1 to 7 scale (strongly dis-
agree to strongly agree): (1) Managing supply chain risk is an increas-
ingly important initiative for our operations; and (2) without a systematic
analysis technique to assess risk, much can go wrong in a supply chain.
The means for both questions were well above 5.00 and had very small
amounts of variance. Again, interest and need levels for supply chain risk
applications remains high.

Eighteen percent of the firms said they would spend over $1M in ser-
vices, technology, and personnel to support managing supply chain risks,
while 7% actually plan to spend over $5M. Another 52% said they plan to
spend more modest amounts of less than $500,000. Thirty percent would
not answer the question because of its proprietary nature, but indicated
a moderately large amount of spending was planned. Not surprisingly,
larger companies will invest more than smaller ones. The manufactur-
ing firms look very similar in their higher spending efforts with a focus
on supplier failure, whereas the non-manufacturing firms indicate lower
spending levels with a focus on logistics failures.

These questions were also asked on a 1 to 7 scale (strongly disagree to
strongly agree): (1) Our spending intentions for managing supply chain
risks are very high (mean = 3.37, var. = 2.47); and (2) we do plan on invest-
ing nontrivial amounts in managing supply chain risks (mean = 4.30,
var. = 3.77). In this study, there was dedicated funding for managing
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supply chain risks and 86% indicated that such budgets would increase or
stay the same (see Q3). However, only 42% will come from specific SCM
departmental budgets and 60% indicated that SCM takes ownership of
such investments (see Q4 and Q5). While spending intentions for manag-
ing supply chain risks are moderate, funding is poorly targeted and own-
ership is not centered within the SCM discipline. Managing risks is just
now reaching the core of traditional and mature SCM applications.

Factor T—Conclusions and Recommendations

A common theme identified from the cases was that while there were few
examples of best practice, there were valuable lessons to be learned from
the way individual companies managed risks. It was agreed that the man-
agement of risk should be a core issue in the planning of any organization.
Firms have increased their exposure to risk through their SCM initiatives,
which focus on cost reduction. Few firms in this study made a formal
assessment of supply chain risks or had a strategy in place. These findings
indicate the importance of dedicated resources and aligning risk manage-
ment with corporate strategy.

Formulating an appropriately aligned organizational strategy can, to a
certain extent, mitigate risks in the supply chain. While the actions of
competitors, customers, and suppliers external to the company cannot be
strictly controlled, formulation of an appropriate strategy can help a com-
pany prepare for many events. The companies in this study have a strategy
committed to investing heavily in the development of their supply chains
to increase cost efficiency in alignment with corporate strategy. However,
they also need to limit their exposure to risk by investing in the imple-
mentation of systems to increase monitoring and control of their suppli-
ers, while also aligning their strategies with corporate risk management
groups. With significant opportunities for improvement, there was no
indication that such systems and alignment were in place.

Most professional bodies that deal with risk take the view that risk man-
agement should be a continuous process, which runs throughout the orga-
nization’s strategy. It should address methodically all risks surrounding
the organization’s activities past, present, and in particular, future. It must
be integrated into the culture of the organization with an effective policy
and process led by senior management. It must also translate the strategy
into tactical and operational objectives, assigning ownership through-
out the organization with each manager and employee responsible for
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the management of risk as part of their job description. It must support
accountability, performance metrics, and rewards, thus promoting opera-
tional efficiency at all levels, including SCM.

Most of the risk management strategies in this study appear to be
fragmented—one group buys insurance, another administers claims,
another handles everything related to safety or security, and so forth. The
perspective of a holistic and enterprise-wide approach is a new approach
concerned with managing risks to provide reasonable assurance to all
stakeholders (including SCM) regarding the achievement of company
objectives. In reality, SCM covers the supply chain from suppliers to your
company and not from your company to customers. Only the corporate
risk management group can address risks for the entire supply chain and
lifecycle of a program. An effective strategy for managing risks in the sup-
ply chain requires a closely aligned strategy and relationship between risk
managers and others in the organization. Risk management can provide
its traditional expertise and information. Other functions such as pur-
chasing, sales, marketing, finance, operations, and logistics can bring
additional expertise. As a cross-functional collaborative team, these holis-
tic and enterprise-wide functions can create and implement a supply chain
risk strategy that is strategically aligned with corporate objectives. This
will require obtaining senior management understanding and approval,
and setting up organizational responsibilities.

Gaining management support is often the most challenging part of
implementing a proactive system for managing risks in the supply chain.
It is necessary to emphasize the importance of supply chain risk manage-
ment to senior management in order to get the properly targeted resources
necessary to implement such a system (rather than the poorly targeted
budgets seen in this study). Depending on the management culture, this
should be the first step but could be the last. The firms in this study strongly
disagreed that supply chain risk initiatives are driven from the bottom up.
This indicates the strong potential for a proactive approach since supply
chain risk initiatives appear to be driven from the top down.

This study recommends having an organizational strategy fully com-
mitted to undertaking risk assessments in the supply chain and at the
very least the need for business continuity planning when the company is
exposed to the supply chain. As a part of organizational strategy, it would
behoove these firms to build a valued and respected risk management func-
tion. Progressive organizations will implement a risk management strat-
egy to enable them to react to potential issues in a streamlined fashion. By
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having a plan, organizations are able to minimize a large ripple effect in
other operations within their organization and across their supply chain.

FACTOR 2: SUPPLY CHAIN ORGANIZATION
Factor 2—Data and Observations

Risk management in this study was mostly handled by a corporate func-
tion, usually dealing with insurance companies and some security issues.
However, risk management in the supply chain has emerged rather recently,
and it appears many managers and functional areas are not involved. The
following questions were asked on a 1 to 7 scale (strongly disagree to
strongly agree): (1) My workplace uses supply chain risk managers who
work closely with corporate risk management (mean = 2.53, var. = 3.03);
and (2) I fully understand the activities being performed by our risk man-
agement group (mean = 4.00, var. = 2.66). On a higher level, the corporate
function is involved with risk management and has contact with insur-
ance companies, but does not necessarily coordinate risk management
activities in the whole group, nor does it appear to develop directives.

Most of the firms in this study have outsourced one or more of their
non-core business functions. For financial reasons, resource constraints,
and/or the need to tap into expertise they do not have, outsourcing has
become a key aspect of many strategic initiatives. The following question
was asked on a 1 to 7 scale (strongly disagree to strongly agree): (1) We are
planning to outsource all or some of our risk management functions. The
mean was only 2.25 with little variance. The organizations in this study
have no intention to outsource risk management and are strongly inclined
to develop these skills internally by purchasing a risk management appli-
cation for internal use, and specifically in the SCM area. However, the fol-
lowing questions were asked on a 1 to 7 scale (strongly disagree to strongly
agree): (1) There is no single set of tools or technologies on the market for
managing supply chain risks; and (2) managing supply chain risk is an
increasingly important initiative for our operations. The means were well
above 5.00 and had small amounts of variance. Again, interest and need
levels for supply chain risk applications remains high.

Respondents in our study saw a broad set of risk factors that pose a dis-
ruption to their supply chains. These risks did not vary much by industry,
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and most were shared (see Appendix A, Table A.l). Supplier failure/
reliability was the top risk factor and common across all respondents.
Bankruptcies of suppliers, logistics failure, commodity cost volatility, nat-
ural disasters, and strikes/labor disputes were distant seconds. The non-
manufacturing respondents were more inclined to place a higher priority
on logistics failure, which is not surprising since they were mostly made
up of distributors and a retailer.

Respondents were asked to rank order five of the following risks which
would have the greatest severity or impact on the supply chain if it
occurred (e.g., 1 = most severe, 2 = second most severe, etc.). The numbers
in Table 1.1 indicate the frequency of responses.

While the majority of the manufacturing respondents identified sup-
plier failure as their top risk factor, they also attributed the majority of
their downtime in operations to supplier failure. In general, these firms
have reacted to manage this risk factor, along with others such as natural
disasters, strikes, and so on, by building risk considerations into current
SCM applications. Commodity cost volatility was also a growing concern,

TABLE 1.1

Frequency of Responses

Supplier failure/reliability S HEE 41

Bankruptcy, ruin, or default of suppliers, shippers, etc.

Sl
Logistic failure =
Commodity cost volatility ol 18
Natural disasters or accidents = .
Strikes — labor, buyers, and shippers SEE

Diminishing capacity om 10
Government regulations La- 9
Attracting and retaining skilled labor JE 8
Customer-related (demand change, system failure) JF 8
Lack of trust with partners @v. 7
Currency exchange, interest, and/or inflation rate fluctuations SF 7
Intellectual property infringement SF 7
Energy/raw material shortages and power outages S 6
Geopolitical event SF 6
Ethical issues ‘0[ 5
Legal liabilities and litigation S 5
Information delays, scarcity, sharing, and infrastructure breakdown R 5
Customs acts/trade restrictions and protectionism 31 4
Contract failure 'a' 4
Degree of control over operations B 3
Contamination exposure — food, germs, infections 31 3
Measuring tools — metrics translate differently 43 2
‘Weakness in the local infrastructure m 2
Internal and external theft ,G 2
Return policy and product recall requirements g 2
Banking regulations and tighter financing conditions 3 2
Port/cargo security 9 1

L2 1

Tax issues
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but with limited amounts of systems to manage its risk. For example,
the majority of the firms strongly disagreed that they were using hedg-
ing strategies (to protect against commodity price swings) and specula-
tion (forward placement of inventory, forward buying of raw materials,
etc.) for managing supply chain risks (and yet it was identified as one of
the top risk factors). Not surprisingly, firms were very disappointed with
their supply chain’s performance on lower commodity prices and reduced
material price volatility. Only one firm in the entire sample had a sys-
tem in place to proactively manage commodity prices. This firm had a
dedicated staft that used a price sliding system on key commodities, which
were tied to market indices (e.g., plastics, metals, rubbers, etc.).

Notice that some of the top risk factors are largely beyond the control
of buying organizations (e.g., natural disasters, default or ruin of supplier,
geopolitical events, or perhaps even supplier failure). Managers insisted
that while preventing these factors is not possible, reacting to them quickly
is an option through contingency planning. The firms in this study are
recognized as leaders in SCM and several have received formal recogni-
tion by industry associations for their ability to use SCM applications in
a customer-driven manner. For example, these firms were very satisfied
with their supply chain group’s performance on the following issues: after
sales service performance, supplier reliability, inventory management,
delivery reliability, order completeness, damage-free delivery, and meet-
ing customer service levels. However, they did not show a proactive com-
mitment to risk management. However, these questions were asked on a
1 to 7 scale (strongly disagree to strongly agree): (1) We are prepared to
minimize the effects of disruptions (terrorism, weather, theft, etc.); (2)
proactive risk mitigation efforts applied to the supply chain is common
practice for us; and (3) we can actually exploit risk to an advantage by tak-
ing calculated risks in the supply chain. The means were very low and had
small amounts of variance.

Most of the firms strongly agreed that managing supply chain risks
is driven by reactions to failures rather than being proactively driven.
Most managers agreed that they have had supply disruptions that have
caused financial hardships in the past 24 months. There was no indica-
tion that managing risk was being driven by anything other than failure
and remediation. However, the largest gaps in performance for reducing
disruptions were in tighter financing conditions, exchange rate fluctua-
tions, and commodity cost volatility (Table 1.2). While supplier failure is a
high risk factor for all the firms and will increase in risk for several of the
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Increase, Decrease, or No Change in Supply Chain Risk

Risk Will Decrease Risk Will Not Change Risk Will Increase

Tax issues

Energy/raw material shortages and power outages
Contamination exposure — food, germs, infections
Customer-related (demand change, system failure)
Diminishing capacity

Insurance coverage

Banking regulations and tighter financing conditions

Currency exchange, interest, and/or inflation rate..

Commodity cost volatility

Strikes — labor, buyers, and shippers

Fraud or scandal

Degree of control over operations

Bankruptcy, ruin, or default of suppliers, shippers, etc.
Attracting and retaining skilled labor

Information delays, scarcity, sharing, and..

Measuring tools — metrics translate differently
Language and educational barriers

Lack of trust with partners

Return policy and product recall requirements
Legal liabilities and litigation

Unfamiliar business and property laws

Property development — local codes and requirements
Internal and external theft

Port/cargo security

Ethical issues

Customs acts/trade restrictions and protectionism
Obtaining proper bonds and licenses

Weakness in the local infrastructure

Intellectual property infringement

Contract failure

Logistic failure

Government regulations

Geopolitical event

Natural disasters or accidents

Supplier failure/reliability

' |

|
|
|
|

4

i l P i

firms, 13 firms did say that they expect supplier failure to be less of a risk
in the future. A close assessment of these 13 firms reveals that they have
done the most to build risk considerations into as many SCM applications

as possible.

The respondents were each asked if supply chain risks would increase, stay
the same, or decrease in the next 1 to 2 years. See Table 1.2 for the results.
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Factor 2—Conclusions and Recommendations

There was no indication that risk management has become a main part
of the firms’ SCM activities or that it even helped SCM meet the orga-
nization’s objectives. It is recommended that corporate risk management
groups focus on positioning the entire organization to try to avoid supply
chain disruptions, and to develop strategies to manage the impact of them
should avoidance not be possible. More tools are needed to assist in risk
management at the supply chain level and not just at the level of the indi-
vidual firm. This study concluded that the use of managing risks in the
supply chain was complacent. It appears that in developing supply chain
strategies that focus on cost reduction, these firms have played down the
risks from supply chain disruptions. Risk considerations are still reactive
in nature but have the potential of adding value in a proactive, strategic,
and long-term manner.

The recommendations of this study describes ideal conditions as being
where there is a supply chain risk manager who is responsible for develop-
ment and implementation of managing risks in the supply chain. This sup-
ply chain risk manager should also work closely together with corporate
risk management, as well as with the supply chain managers. In this study;,
a gap was suggested as firms failed to use supply chain managers who work
closely with corporate risk management and managers did not fully under-
stand the activities being performed by their risk management groups.

Supply chain managers should also use the tools and processes that supply
chain risk managers have developed to analyze, assess, and manage risk in
their supply chains. In the absence of risk management applications, the sup-
ply chain managers in this study are building risk considerations into exist-
ing traditional SCM applications (e.g., spending, contract, and inventory
management, demand planning, benchmarking, etc.). This study shows that
mostly supply chain managers run and coordinate the work to maintain an
optimal balance between risk exposures and costs for damages versus pro-
tection activities. Supply chain managers are the interface to other functional
areas and they are responsible for risk management in the supply chain. Core
production should of course support SCM with risk management issues. This
means that many different players could be involved in sharing responsibil-
ity for implementing and maintaining a system for risk management. This
could make roles unclear, so responsibilities need to be defined. However,
the key responsibility lies with supply chain managers that should run risk
management work in their respective parts of the supply chain.
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FACTOR 3: PROCESS MANAGEMENT
Factor 3—Data and Observations

This study showed that documenting the likelihood and impact of risks
was not a key part of SCM and that supply chain risk information was
not readily available to key decision makers. Furthermore, very few of the
firms were actually able to exploit risk to an advantage by taking calcu-
lated risks in the supply chain and even fewer were prepared to minimize
the effects of disruptions. These questions were asked on a 1 to 7 scale
(strongly disagree to strongly agree): (1) A key part of our supply chain
management is documenting the likelihood and impact of risks (mean =
4.20, var. = 2.86); and (2) supply chain risk information is accurate and
readily available to key decision makers (mean = 3.87, var. = 2.78). There
was some debate as to the validity and usefulness of tools to operational-
ize the process. The managers did tend to prefer approaches that combine
subjective and objective measures because this allows them some free-
dom rather than being pushed into taking decisions solely on complicated
numerical analysis. Failure mode and effects analysis (FMEA) is a main-
stream tool used to collect information related to risk management deci-
sions for most companies in an engineering capacity, but not in a supply
chain capacity. There were several documented procedures to complete
an FMEA across industries in this study, especially in automotive. Most
managers supported a modified version of the tool that could be used to
help evaluate the risk of SCM decisions.

Several of the firms used financial reports and questionnaires during
supplier approval to compare supply candidates to the business require-
ments of the buyers or project teams. When justified by a perceived level
of risk, a few of the firms went one step further and had candidate com-
parison matrices (e.g., supplier profiling form and supply chain PFMEA).
Additionally, most had formal processes for supplier visits (e.g., rapid plant
assessment, site verification of the supplier questionnaire, etc.). Some firms
actually used lifecycle management with supplier report cards and their
buyers would conduct periodic supply chain reviews. In one firm, sourc-
ing was assigned risk ownership and they used FMEA principles to evalu-
ate risk impact. For each risk, they would assess what the financial impact
would be in the event of a disruption. They then assigned a probability
to each risk area and then they prioritized by multiplying the financial
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impact by the risk probability. Again, most firms are only using existing
SCM applications for managing risk with no formal risk management sys-
tem in place. In the absence of risk management applications, these firms
are building risk considerations into traditional SCM applications.

Factor 3—Conclusions and Recommendations

Managing supply chain risks should occur at all levels of the supply chain,
and the process should support integration with supplier and customer
risk management activities. The process should be active in all stages of the
acquisition lifecycle, starting with technology development and continu-
ing through acquisition, production, maintenance, repair, and disposal.
The scope of the process should include all types of risks appropriate for
the supply chain. In addition to the common causes of disruption, risk
identification should consider economic, political, environmental, regu-
latory, manufacturing readiness, and technological obsolescence issues.
All levels of management should be actively engaged in risk management,
including strategic, business, program, technical, and tactical levels. The
process should both leverage common tools for assessing risk, but also
develop specific SCM mitigation tools and solutions.

A method for analyzing supply chain risk must be a cross-functional
process that involves senior management as well as key stakeholders from
finance, operations, internal audit, and risk management. However, the
companies in this study have not adopted this boundary spanning pro-
cess. Instead, they have managed risks within functional areas. However,
it was acknowledged that the most effective forms of risk management
demands involvement across multiple areas of the organization.

The process begins with an assessment of the supply chain. This can
usually be done with internal resources, but might require the assistance
of outside consultants. In either case, it was agreed that this assessment
would take the most effort. While generally lacking among firms, this
study indicates the importance of having a process that will allow an orga-
nization to analyze, prioritize, and measure the economic impact of risks
in the supply chain. Such a process should provide decision makers with
financially justified value propositions for initiatives that are aligned with
the company’s strategic goals. Though a number of different risk manage-
ment processes have been put forward, most tend to follow the generic
process offered in this study with the following key elements.
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o SCM Risk Planning: Develops an overall plan for assessing, han-
dling, and communicating supply chain risks. It identifies how risk
priorities are established, how risks are communicated, the training
resources required, and the stakeholders responsible for each of the
risk management activities.

« SCM Risk Identification: Uses tools that enable a thorough inves-
tigation of all possible sources of risk within a supply chain. To be
effective, this part of the process must be conducted throughout the
supply chain and lifecycle of the program.

o SCM Risk Analysis: Assesses each risk in terms of its likelihood of
occurrence, and the estimated impact should the risk occur. This
study recommends a modified version of the FMEA tool that could
be used to help evaluate the risk of SCM decisions.

« SCM Risk Handling: Stakeholders rank order the risks and deter-
mine what options exist to mitigate the most likely and/or serious
risks. Mitigation strategies can either lower the likelihood that the risk
will occur or reduce or eliminate the impact should it occur. These
plans must be assessed both in terms of their cost as well as in terms
of their impact on the likelihood and severity of the risk. Based
on this analysis, mitigation strategies are selected that provide the
greatest return to the company. Our study shows that many risks are
actually common across a large number of suppliers and industries.
What is implied is that the same mitigation strategy may be success-
ful in addressing a broad range of supply chain risks.

« SCM Risk Monitoring: Systematically tracks the risks and the risk
handling plans against cost, schedule, and performance metrics, to
ensure that risks are being managed as planned. In other words, mea-
sures and monitors performance to maintain a balanced risk profile.

Understanding the risks within a supply chain requires an in-depth
knowledge of business operations. To develop this understanding, the
company must begin with interviews and workshops typically involving a
cross-functional team of subject matter experts representing sourcing, man-
ufacturing, and logistics. The company must collect its financial and risk
performance data (e.g., average lead times, safety stock levels, other inven-
tory levels, etc.) and benchmark it against industry and functional compari-
sons. This process enables the organization to develop a detailed picture of
its supply chain, which in turn helps it identify potential risks more easily.
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A few managers took the view that effective supply chain risk management
does not need to be a highly formalized and structured process. However,
this study favors a more formal, structured process for managing risk.

FACTOR 4: PERFORMANCE METRICS
Factor 4—Data and Observations

All of the firms in this study have developed and monitor a set of perfor-
mance metrics to maintain a risk profile for their supply chains. They do
so by using an assortment of tools and techniques such as: initial sup-
plier evaluations, QS audits, industry benchmarking, supplier question-
naires, report cards, capacity planning, lead-time analysis, financial risk
assessment, business continuity plans, risk analysis based on accounts
payable performance, historical data, technical capability assessment, on-
site capability reviews, forecasting techniques and analysis, data tracking
with customers to identify demand trends, supplier performance mea-
surement, and so on. The majority of the firms also used supplier risk
rankings, similar to credit scores used in the financial industry, to mea-
sure suppliers on stability, contingency planning, and on-target delivery
performance. These tools allow the firms to ask some basic questions such
as: do suppliers maintain consistent quality and delivery performance and
is lead-time volatility increasing? While most of the firms track this type
of performance through supplier scorecards to monitor leading indicators
that impact risk, none had an ongoing risk-review process to ensure that
they keep their risk profile within an optimal range of economic impact.
This study also demonstrates that the measurement of risk factors does
not necessarily require a new or unique set of performance measures. For
example, one firm used average on-time delivery as a measure of supplier
performance and chose to look more closely at the peaks and valleys of
this indicator to determine the supplier’s risk impact on its own delivery
performance. In another example, key metrics were established to mea-
sure the risk associated with key suppliers and their performance against
service level agreements. Supplier agreements were then aligned with the
established levels negotiated with the company’s key customer agreements.
In general, the development of proactive risk management perfor-
mance metrics in the supply chain was lacking in this study. The supplier
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scorecards were not balanced or optimal, and supported reactive decision
making. The firms in this study do equip themselves with management
scorecards that can identify some trends in advance. They often referred
to them as dashboards, reviews, audits, and so on, and they allowed man-
agers to view the progress of their supply chains according to a collection
of performance indicators. In this manner, they do get some early warn-
ing signs if suppliers or carriers are underperforming. However, they fall
short on having systems with event-based alerts that notify them when
their supply chains are at risk. Until that happens, managers will not take
appropriate and well-managed risks (e.g., they will outsource to low cost
regions to meet their cost savings goals and not stay within an optimal
range on the risk management side).

In general, no one was compensated or incented in their day-to-day job
to look at and evaluate the risks within an optimal range of economic
impact. For example, a typical offshore target for several supply chain
managers was to achieve x million dollars of components offshore in y
years. Such situations forced managers to inevitably compromise on risk
issues as they focused on achieving cost efficiency. None of the firms have
developed some sort of on-demand platform that helps them predict sup-
plier failures before they occur. Managers were mostly concerned with
risks on the supply and demand sides of the supply chain. It is not that
they ignored operations risk, but typically, operations risk management
resides in other departments such as corporate risk or finance, and is cov-
ered by buying insurance or hedging foreign exchange exposure.

Factor 4—Conclusions and Recommendations

A key component of the supply chain risk management framework is to
develop and monitor a set of performance metrics to maintain an optimal
risk profile of an organization’s supply chain. In response to this, it is rec-
ommended that a risk-adjusted view of current and traditional SCM per-
formance metrics be used. In addition, key risk measures may be added
to monitor potential upstream and downstream disruptions in the supply
chain. New measures might also be added to monitor supplier contin-
gency planning processes and procedures that already exist as traditional
SCM applications. Establishing a set of supply chain risk measures across
an organization’s supply chain can culturally institutionalize the impor-
tance of managing risks in the supply chain. As decisions are weighed
in terms of both the financial benefits and the impact to supply chain
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risks, the results should lead to a more proactive approach with long-term
benefits to the entire supply chain.

This study suggests that performance metrics are an important determi-
nant of the temporal perspective of supply chain managers. If the reward
system only rewards those who achieve their objectives irrespective of due
attention to risks, then managers will strive to achieve objectives at the
cost of disproportionate risks. In most of the firms in this study, the major
objectives were to reduce inventory, improve in-stock availability, and cut
costs. Most of these firms had specific targets for offshore sourcing that
forced managers to inevitably compromise on risk issues. Managing risks
in the supply chain was perceived as something that contradicts the pro-
cess of achieving these company objectives.

The most appropriate strategy might not be adopted because of factors
such as performance metrics. Developing metrics that accurately and
fully tap the impact of effectively managing risks in supply chains will
drive managers to take appropriate and well-managed risks. Although the
development of specific performance metrics is beyond the scope of this
study, it is certainly an area ripe for future research.

FACTOR 5: INFORMATION AND TECHNOLOGY
Factor 5—Data and Observations

In this study, firms had information regarding what occurs in other parts
of the supply chain. An issue on information was not suggested as it was
asked on a 1 to 7 scale (not satisfied to very satisfied): How satisfied are
you with your supply chain group’s performance on “Visibility” (detailed
knowledge of what goes on in other parts of the supply chain, for exam-
ple, finished goods inventory, material inventory, work in progress (WIP),
pipeline inventory, actual demands and forecasts, production plans,
capacity, yields, and order status). The mean was modestly high (4.26)
with a very small amount of variance, as was their agreement that their
company uses real-time inventory information and analytics in managing
the supply chain. Furthermore, the questions were also asked ona 1 to 7
scale (not used to extensively used): To what extent are the following used
in managing your supply chain and risks within it: (1) information gather-
ing; and (2) establishing good communications with suppliers. The means
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for both questions were very high (well above 5.00) and had small amounts
of variance. Also in this study, information delays, scarcity, sharing, and
infrastructure breakdown were seen overwhelmingly as the lowest-rated
risk factors both currently and for the future.

These findings are not surprising given that firms in this study showed
that a wide variety of information-based technology and applications are
being spent for their SCM efforts (e.g., ERP configuration systems, elec-
tronics reverse auctioning, radio frequency identification, collaborative
planning forecasting and replenishment—CPEFR, etc.), but very few firms
showed that their technologies are being used to support risk consider-
ations. Respondents agreed that the key to improved supply chain vis-
ibility was sharing information among supply chain members. However,
there was only one company that demonstrated an increased focus on
inventory optimization to deal with the risk of out-of-stocks or to buffer
against the increased risk of supply disruptions. The role of supply net-
work design and optimizations tools is still evolving on the SCM side.
Some of the firms in this study do indeed make use of network design
tools for infrequent, long-range decision making, such as manufacturing
location or distribution capacity given long-term demand expectations.
However, there was no indication that there are new cases of usage, such
as helping companies understand, model, and cope with increasing levels
of uncertainty in the supply chain or network.

Few of the firms used technology applications to do the following (with
the exception of the three electronics firms and one food manufacturer):
joint technology development initiatives, data warehousing, network
design analysis programs, demand signal repositories, inventory opti-
mization tools, and forecasting techniques (e.g., to pre-build and carry
additional inventory of critical items). These techniques would be useful
in managing risk and continuity with regard to new product launches as
might be required moreso for electronics manufacturers than say auto-
motive manufacturers. These firms were more inclined to embrace tech-
niques such as scenario planning and capacity modeling. The electronics
industry is known for risk stemming from short product lifecycles and
high demand uncertainty. The food manufacturer made use of exploring
arange of alternative supply sources and transportation routes between its
distribution centers and customers. This was the only indication of a firm
turning network analysis into a continuous process of refinement that
allows them to reduce risk while identifying opportunities.
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The firms in this study did not use their technology to evaluate their
supply chain networks and lacked disciplined network-analysis programs.
The more advanced firms in this study did leverage their technology to
periodically assess strategic decisions about where to locate distribution
centers and manufacturing capacity. They did look at what network design
would allow them to service customer demand at the lowest cost and risk.
None of them, however, were using network-design tools in innovative
ways such as modeling the networks of their key competitors to test vari-
ous scenarios and to perform frequent what-if analysis. None were also
employing network-design tools to assess risks in the design of the network
or even using simulation techniques to test network-configuration options.

Most of the technology supported the following SCM applications for the
purposes of managing risk: information gathering, partnership formation
and long-term agreements, supplier development initiatives, supplier per-
formance measurement systems, consistent monitoring and auditing of a
supplier’s processes, using an approved list of suppliers, visiting supplier
operations, establishing good communications with suppliers, inventory
management (buffers, safety stock levels, optimal order and production
quantity), spending management and analysis, credit and financial data
analysis, business process management, contract management (e.g., lever-
age tools to monitor performance against commitments), and contingency
planning (jointly with suppliers).

Inventory management in particular was a critical SCM application used
to buffer risk and serve as a de-coupler between echelons of the supply chain.
Some companies have adopted software tools to address multi-echelon
inventory optimization. Firms are using these tools to apply probabilistic
forecasting techniques to make inventory policy and configuration deci-
sions and to evaluate different inventory strategies, though none of them
used it to evaluate postponement strategies. Used effectively, they can help
companies improve customer-service levels and fill rates, dampen the
impact of supply disruptions, reduce risk, and yield better trade-off deci-
sions between customer-service levels and required inventory investment.

Opverall, the firms in this study did not engage in proactive modeling
exercises as part of a concerted sales and operations planning process. As
an example, they lacked a strong what-if capability and could not do cost
versus delivery trade-offs. It was agreed though that Internet-based sys-
tems will become the common platform for supply chain integration and
that the use of supply chain planning software will increase dramatically.
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Factor 5—Conclusions and Recommendations

Technology has emerged as a key enabler to realize data and information
integration in the supply chain. Making use of technology, in general,
results in reducing disruption risks in the supply chain. Current informa-
tion technologies allow for improved integration of information flows and
supply chain visibility among all participants. Shared information reduces
uncertainty and reduces the need for non-value added cost drivers such as
safety stocks. As a result, the system becomes more responsive and even-
tually could become demand driven rather than forecast driven. A few
select samples from this study demonstrate that information-driven sup-
ply chains hold the potential to perform significantly better than those
that do not have access to information beyond their corporate boundaries.

Confidence in a supply chain is weakened when the length of time it
takes to complete all the needed steps in the end-to-end pipeline process
is longer and inconsistent. Associated with this length and inconsistency
is the lack of visible, accurate, and real-time data. A key element in deal-
ing with supply chain risk goes beyond documenting the likelihood and
impact of risks, but also getting visibility to risks when they occur and
translating that risk information to key decision makers so that they
can evaluate and act on information. Throughout the supply chain, key
operational data and information such as inventory, demand, forecasts,
production and shipment plans, work in progress, yields, capacities, and
backlogs should be easily accessible by key members of the supply chains.
Such information should be accurate and timely, rendering it useful for
all parties for planning and re-planning purposes. Thus, it is important
that data and information are tightly managed and that any updates are
made as timely as possible. The accuracy of the data should be a source of
confidence to the parties using the data.

CONCLUDING COMMENTS

Managers agreed that without a systematic analysis technique to assess risk,
much can go wrong in a supply chain (i.e., unexpected costs, extended lead
times, poor quality, or numerous other negative performance variables).
Analyzing the risk associated with SCM is a relatively new subject, and
little has been done to assist managers with this process. However, one
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thing is certain, documenting and analyzing risk must be an essential part
of continuous improvement. It becomes critical to have an easily under-
stood method to identify and manage risk.

FMEA is a mainstream tool used to collect information related to risk
management decisions for most companies in an engineering capacity,
but not in a supply chain capacity. There were several documented pro-
cedures to complete a FMEA across industries in this study, especially in
automotive. Most managers supported a modified version of the tool that
could be used to help evaluate the risk of SCM decisions. For several of
the firms in this study, FMEA is a well-documented and proven technique
commonly used to evaluate the risk for failures in product and process
designs. SCM decisions can be evaluated in much the same manner as
product and process defects.

Most managers felt that proactive risk mitigation efforts applied to the
supply chain is not common practice, but is required for minimizing dis-
turbances. There was a general impression that with an FMEA-based SCM
risk assessment tool, unforeseen problems that might have impacted the
success of SCM efforts can be avoided. Most managers want to develop an
implementation tool for FMEA in a supply chain environment, as well as
know the issues occurring during the implementation process. They also
want a procedure to integrate FMEA across the supply chain; and know
how to implement the procedure in the supply chain, as well as to know the
common problems occurring in its implementation under a supply chain
environment. Managers were concerned with the inconsistencies in the
ranking of severity, occurrence, and detection, and the inaccuracies that
may delay effective FMEA implementation in a supply chain. Managers
want guidelines for customers to correct these problems in FMEA applica-
tions, so they can adopt and integrate their FMEA process into a supply
chain environment.

While many factors have been cited as influencing the predisposition
toward having a system for managing risks in the supply chain, certain
factors were identified as having a critical impact on predisposition and
progress toward this. These factors included: corporate strategy, sup-
ply chain organization, process management, performance metrics, and
information and technology. These factors describe a situation where the
respondents saw managing supply chain risks as an extension of SCM.
They also described a situation in which respondents recognized that suc-
cess with managing risks requires cross-functional teams and coopera-
tion. There seems to be recognition that succeeding requires more than
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simply introducing a new program or department. Rather, it is an under-
taking that requires the participation of multiple parties working together.
It is argued that these various factors act to pre-condition the firm and its
systems to the introduction, acceptance, and progress on managing risks
in the supply chain.
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Using FMEA for Supply Chain
Risk Management

INTRODUCTION

A key component of reducing overall corporate risk is supply chain risk
management (SCRM) (Hauser 2003; VanderBok, Sauter, Bryan, & Horan
2007). Proactive SCRM can lead to greater customer satisfaction, lower
total costs, improved delivery performance, and higher quality outcomes
(Sodhi, Son, & Tang 2012). There is currently no obvious single applica-
tion for managing supply chain risks. Most firms are using existing supply
chain applications for managing risk (Zsidisin 2003a,b). In the absence of
risk management applications, these firms are building risk considerations
into traditional supply chain applications such as: initial supplier evalua-
tions, financial risk assessment, supplier quality audits, capacity planning
for operations and suppliers, lead time analysis for project management,
supplier scorecard, management review, supplier risk analysis based on
accounts payable performance, contingency plans, forecasting techniques,
and safety stock to name just a few.

While there has been some research on supply chain risk management,
there are still more questions than answers (Zsidisin and Ellram 2003;
Zsidisin, Ellram, Carter, & Cavinato 2004). Sodhi et al. (2012) note that there
is an “absence of any consensus on a definition or scope for supply chain
risk.” A number of processes of SCRM have also been proposed. Kleindorfer
and Saad (2005) presented a three-step process: (1) specifying sources of
risks and vulnerabilities, (2) assessment, and (3) mitigation; while both
Jittner, Peck, and Christopher (2003) and Hallikas, Karvonen, Pulkkinen,
Virolainen, and Tuominem (2004) suggested a four-step process. Manuj and
Mentzer (2008) provided a five-step process, and Tummala and Schoenherr
(2011) extended risk management process to supply chains. Clearly, there is

25
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not yet agreement on what components and definitions constitute a “stan-
dard” supply chain risk management process. Sodhi et al. (2012) also note
that “there is a shortage of empirical research in the area of SCRM” and this
shortage is especially critical in addressing the question of current practice.

Juttner (2005) has assessed the practice of SCRM, noting that “all tra-
ditional risk assessment processes/tools are being adopted more widely
than the supply chain-specific processes” and that there is a “trend towards
the less formalized and ‘softer’ tools.” Failure mode and effects analysis
(FMEA) has been suggested as such a tool (Teng, Ho, Shumar, & Liu 2006;
Welborn 2007). Documenting the likelihood and impact of risks must be
a key part of managing the supply chain and managers must have access to
readily available risk information to make decisions. FMEA is a tool used
to collect such information related to risk management decisions (Roshan
et al. 2003; Walewski, Gibson, & Ellworth 2002; Welborn 2007).

FMEA is a long-standing technique used to assess the risk failures in prod-
uct and process designs. All potential failures are evaluated in terms of likeli-
hood, severity, and detectability. A higher FMEA score implies higher risks.
Common variables used to quantify risk are frequency of an activity associ-
ated with the defect, quantity of parts associated with the defect, ability to
detect the defect, probability of the defect, and severity of the defect. A risk
priority number (RPN) is calculated for each potential failure. A common
RPN is the product of: probability of failure * detectability of failure * severity
of failure (Carbone & Tippett 2004; Stamatis 1995; Welborn 2007). The steps
to complete a FMEA are as follows: (1) identify risk categories, (2) identify
potential risks, (3) rate the opportunity, probability, and severity of each risk,
(4) calculate the RPN for each risk, (5) analyze risks by RPN by using tech-
niques such as a Pareto distribution, (6) develop actions to mitigate risks with
a high RPN, and (7) reassess risks with another cycle of FMEA (Welborn
2007). The supply chain can actually be managed in much the same way as
product and process defects. This will be demonstrated in the remaining sec-
tions of this chapter by actually showing how FMEA can play a major role
in the process of managing risks through supplier assessment and selection.

I
RESEARCH METHOD

The purpose of this study was to identify how companies manage risks
through supplier assessment and selection, and if FMEA plays a role in
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that process. The research was largely exploratory, so a purposeful sample
was used (Eisenhardt 1989; Miles & Huberman 1994). The research ques-
tions were explored in two steps.

First, a survey was sent to 67 perceived supporters of the effort. The
companies and people contacted were those that had supported supply
management higher education and research programs, and were generally
active in supply management professional organizations. Several indus-
tries were chosen for this study to achieve some level of generalizability.
A 69% response rate was realized (46 responses). Most non-respondents
indicated that either they did not have sufficient time to complete the sur-
vey or that company policy prevented them from discussing the particular
research topics.

Second, after reviewing the survey data, respondents who indicated they
had used FMEA as part of a supplier qualification process were contacted.
One firm was asked to participate in follow-up research to further explore
supplier qualification and FMEA processes as they relate to risk man-
agement. The three authors conducted a semi-structured interview with
the supply chain manager and the director of supplier development at an
office furniture manufacturer.

I
SURVEY RESULTS

The companies responding to the survey were based in North America
and had global sales. Table 2.1 indicates that most of the responses (84.8%)

TABLE 2.1
Respondent Industry Profile

Description Number

Manufacturing

Automotive first tier suppliers 11
Automotive OEMs

Electronics manufacturers 3
Other (e.g., office furniture, home appliance, aerospace, medical equipment, 21

plumbing fixtures, seats, recreational vehicles, etc.)

Non-Manufacturing
Distributors 3
Other (logistics, telecommunications, clinical testing, retailer)
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TABLE 2.2 TABLE 2.3
Respondent Sales Profile Respondent Employment Profile
Sales ($) Percent Employees Percent
50M-99M 4% Under 50 2%
100M-499M 14% 50-99 2%
500M-999M 7% 100-499 9%
1B-9B 32% 500-999 5%
10B-49B 34% 1,000-4,999 24%
50B-99B 7% 5,000-9,999 9%
Over 100B 2% Over 10,000 49%
TABLE 2.4
Respondent Titles
Percent
Procurement or Supply Chain 37%
Leader/Manager/Coordinator
Supply Chain Director/Vice President 16%
Materials/Inventory Manager 16%
Strategic/Senior Buyer 13%
Plant Manager 6%
Supply Chain Analyst 6%
Account/Sales Director 6%

were from manufacturing companies. Tables 2.2 and 2.3 list the sales and
number of employees for each firm, respectively. Table 2.4 provides the job
titles of the respondents.

The survey consisted of multiple sections, including Likert-scaled and
open-ended questions. Some sections addressed issues such as what were
the greatest risks the companies faced and what were the common tech-
niques for identifying and mitigating risks, for example. This chapter
focuses on the results specific to FMEA.

Respondents were asked to indicate whether they used FMEA for SCRM.
Depending on that response, respondents were directed to respond to an
appropriate set of questions. The majority of respondents (30 out of 46)
indicated that they did not use FMEA for SCRM. Responses to open-
ended questions suggested that FMEA is reserved for high-risk situations
and is not used on a routine basis, as one firm indicated: “...we only use
it in the very highest risk situations.” Another manager commented, “I
personally feel that most companies will not incorporate FMEA to all
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functional areas of the company. Unfortunately, it is and will continue
to be considered a tool for engineering and quality until it is taught and
pushed through supply chain issues.”

Table 2.5 lists other reasons why FMEA was not used for SCRM, ranked
from the highest to lowest average. The general lack of knowledge regard-
ing how to apply FMEA in a supply chain context seems to be the biggest
challenge to more widespread adoption. Perhaps it is this lack of knowl-
edge that keeps the explicit value of FMEA from being recognized—or per-
haps it is the perceived lack of value that keeps firms from learning more
about FMEA. Either way, the other reasons for not adopting FMEA do not
seem substantial and could likely be overcome through more knowledge
about the process and proving its value.

The 16 firms that did use FMEA indicated that it could provide sub-
stantial benefits (see Table 2.6). However, measuring the effectiveness of

TABLE 2.5

Reasons Why Non-Users Do Not Adopt FMEA

Item Mean SD
There is not enough knowledge of the FMEA procedure. 527 148
There is no noticeable “explicit” value yet. 443 1.79
It is not recognized or required by our industry. 421 1.64
FMEA is too time-consuming. 4.10 1.52

It is difficult for us to estimate failure modes using tools such as the FMEA 396 132
model.

Not enough failures are experienced to justify using it. 362 1.82
It would not be compatible with our software or processes. 3.57 181
It is too confusing or complicated. 350  1.48
My organization is only considering future FMEA usage. 3.19 147
Never heard of FMEA. 2,69 238

Note: 1= notan important reason, 7 = very important reason.

TABLE 2.6

The Impact of Using FMEA

The Use of FMEA Has Led to: Mean SD
Higher product quality. 574 124
Higher product reliability. 5.42 1.64
Better quality planning. 5.37 1.57
Continuous improvement in product and process design. ~ 5.37 1.34
Lower manufacturing costs. 4.74 1.79

Note: 1= strongly disagree, 7 = strongly agree.
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any risk reduction process by using standard supply chain performance
measures (e.g., cost, quality) does not directly assess the relative success of
the risk mitigation effort. It can only be inferred that the FMEA mitigated
risks and thus supported better supply performance.

Table 2.7 indicates that FMEA processes can be improved, that FMEAs
are intended to be applied globally, and that the effort is cross functional
though it needs to be championed by a few personnel. There are some
concerns that FMEA is executed consistently, however. One manager sug-
gested that FMEA has significant benefits “...if treated as the living docu-
ment it is and if it used properly and consistently. [It is an] excellent tool
for conveying lessons learned to current and new processes.”

Respondents were also asked what issue or source of difficulty a variety
of factors have been with regard to FMEA usage. Table 2.8 groups these

TABLE 2.7

FMEA Processes and Approaches

Item Mean  SD

The current FMEA could be improved in terms of organization and 5.16 1.21
efficiency.

Customer requirements were used when developing FMEA. 4.95 1.84

Global suppliers of your organization are encouraged to implement 4.74 1.73
FMEA.

FMEA is a group-oriented assignment. 4.74 1.48

Management has provided the resources and provisions for enabling 4.68 1.49
employees to use FMEA.

The FMEA process is the job of a few personnel and implementation is 4.37 1.50
not widespread.

The FMEA process covers the entire global supply chain. 421 1.87

I would be more likely to use FMEA if our IT/ERP system included it. 4.16 1.64

FMEA is often too vague and causes confusion for those in the supply 4.11 0.88
chain.

FMEA is applied in all functional areas of the company, including 4.05 1.58

supply chain management.

The process ensures the inclusion of input from both suppliers and 3.95 1.39
customers in SCM.

Design requirements are defined in quantifiable terms to all parts of the 3.58 1.26
supply chain.

The format of FMEA software and documentation is consistent within 3.32 1.42
all participants.

Note: 1= strongly disagree, 7 = strongly agree.



Using FMEA for Supply Chain Risk Management o 31

TABLE 2.8

FMEA Issues and Sources of Difficulty

Item Mean SD

Culture and Commitment

Lack of time, inability to work around members’ schedules to set up 4.68 1.42
time.

Team commitment, members know and understand the importance. 4.37 1.42

Getting the team involved, motivated, trained, and focused. 4.32 1.38

Lack of management support. 3.32 1.60

Knowledge and Skills

Most personnel from various functions do not have adequate knowledge ~ 4.74 1.63
on failures.

Determining how much detail is necessary to complete the analysis. 4.53 1.35

Consistency in the assessment of each failure. 421 1.47

The ability to explain a defect clearly and understandably. 395 135

Identifying preventative actions for each failure. 384 138

Difficulty in identifying and ranking severity of the failures. 3.74 1.41

The team’s ability to agree on potential failures and why they occur. 3.68 1.11

Confusion in FMEA terminology. 3.68 1.57

Finding risk priority numbers (RPN). 3.58 1.07

Lack of creativity. 3.37 1.30

Information

Obtaining accurate quality information. 4.11 1.24

Finding reliable data. 4.11 1.29

Documenting all the data and requirements needed to complete the 4.00 1.56
FMEA.

The ability to overlook sets of data that are needed to assess the severity 3.79 147

of a failure.

Note: 1=notan issue, 7 = major issue.

into three categories: culture and commitment, knowledge and skills, and
information. It does not appear that access to information is the key chal-
lenge. Rather, culture/commitment and knowledge seem to be the major
barrier to more widespread implementation (coupled with perceived need
for FMEA). One manager suggested that FMEA “...is a tool utilized during
green belt certification; however it appears for the most part it is put back
in the ‘tool box’ to collect dust once individuals are certified.” Another
manager suggested that FMEA could be more effectively used at her firm:
“Training and time. We need to train everyone on how to do them the
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same way, as consistency is necessary, and we need time and resources
available to dedicate to this cause as everyone recognizes the importance.”

This study also showed that documenting the likelihood and impact
of risks was not a key part of supply chain management and that supply
chain risk information was not readily available to key decision makers.
Furthermore, very few of the firms were actually able to exploit risk to an
advantage by taking calculated risks in the supply chain and even fewer
were prepared to minimize the effects of disruptions. These questions
were asked on a 1 to 7 scale (strongly disagree to strongly agree): (1) A
key part of our supply chain management is documenting the likelihood
and impact of risks (mean = 4.20, var. = 2.86). (2) Supply chain risk infor-
mation is accurate and readily available to key decision makers (mean =
3.87, var. = 2.78). There was some debate as to the validity and usefulness
of tools to operationalize the process. The managers did tend to prefer
approaches that combine subjective and objective measures because this
allows them some freedom rather than being pushed into taking decisions
solely on complicated numerical analysis.

Several of the firms used financial reports and questionnaires during
supplier approval to compare supply candidates to the business require-
ments of the buyers or project teams. When justified by a perceived level
of risk, a few of the firms went one step further and had candidate com-
parison matrices (e.g., supplier profiling form and supply chain FMEA).
Additionally, most had formal processes for supplier visits (e.g., rapid
plant assessment, site verification of the supplier questionnaire, etc.).
Some firms actually used lifecycle management with supplier report cards
and their buyers would conduct periodic supply chain reviews. In one
firm, sourcing was assigned risk ownership and they used FMEA prin-
ciples to evaluate risk impact. For each risk, they would assess what the
financial impact would be in the event of a disruption. They then assigned
a probability to each risk area and then they prioritized by multiplying the
financial impact by the risk probability. Again, most firms are only using
existing supply chain applications for managing risk with no formal risk
management system in place. In the absence of risk management applica-
tions, these firms are building risk considerations into traditional supply
applications (e.g., spend, contract, and inventory management, demand
planning, benchmarking, building long-term partnerships, etc.). The case
below highlights how FMEA is used to mitigate supply chain risks at an
office furniture manufacturer that has requested to remain anonymous
and will henceforth be referred to as Companyl.
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COMPANY1 BACKGROUND

Companyl is a global, publicly traded company with a 2012 revenue of
$2.75 billion and around 10,000 employees. They compete in the global
office furniture industry with a portfolio that addresses three core elements
of an office environment: interior architecture, furniture, and technology.
Suppliers provide design, production, and service support and are a key to
Companyl’s success. Suppliers are evaluated and selected using a range of
criteria including sustainable business practices, financial stability, legal
and ethical compliance, quality, cost, delivery, and technical competence.

Failure Mode and Effects Analysis

In rare cases of extremely high risk, Companyl may conduct a complete
FMEA. Only one FMEA in the supply chain has been conducted in the
last seven years. It involved a new supplier and material that could have
resulted in very high risk. The existing tools were not sufficient to assess
risk, so a member of the Supplier Quality Group (SQG) who had been
involved with the design of the FMEA, utilized a cross-functional team
to apply FMEA. It proved to be an effective tool, as the supplier was not
pursued in large part due to this assessment.

The initial FMEA template and guidelines were developed using infor-
mation gathered from published articles. Rather than gathering informa-
tion by directly using the FMEA templates, the interview guide shown in
Table 2.9 was used to simplify the interview process. This interview guide
put FMEA topics into non-FMEA language and ensured that the data
gathered would be in terms that were familiar to the buyers. For example,
the buyers would be asked, “What do you see as potential problems or
causes of problems? How severe are the problems? How often do you think
this might occur? How could we detect the problem or know about it?”

TABLE 2.9
FMEA Worksheet

Cause/
Problem Result of Action Assigned Target
Statement Problem Severity Occurrence Detection Item to Date




34 « Managing Supply Chain Risk

The SQG then populated the FMEA form shown in Table 2.10. It is an
Excel-based form that guides the user. The “Item and Function” column
in the FMEA form would be populated using the terms recorded during
the interviews so that the process and issues would be familiar to all stake-
holders. Each project would have a new set of topics that were derived
from the interviews.

Each major heading in the FMEA form has a comment box that provides
instructions. Scales were developed for the severity, likelihood of occur-
rence, and likelihood of detection columns as shown in Table 2.11 through
Table 2.13. People generally agreed to and understood the meaning of the
scales, but there was often disagreement regarding actual assignment of a
number to a risk issue. The probability ranking was the most challenging
because the ranges are more difficult to interpret and agree upon.

Agreement on a number was only part of the process. The greatest ben-
efit of the process was the discussions that enabled the team to identify
the critical issues from a cross-functional point of view. It was expected
that people from different functions would perceive risk differently, so the
discussions gave the team an opportunity to explore what the issues really
were from a variety of perspectives. This process facilitates a fact-based,
decision-making agreement by following a process of engaging all the
stakeholders in a formal risk review.

Though FMEA proved to be effective, it has not jumped out to Companyl
as something that needs to become part of the standard tool set, so for the
short term there will likely be limited use of supply chain FMEA. However,
there is some consideration that FMEA will be updated as supply becomes
more involved in new product development processes and to support the
company’s strategic objectives of moving into new markets. FMEA might
be more efliciently adopted because as the supply manager for Companyl
indicated, “I believe the process will become more acceptable since we are
seeing an influx of people with engineering and quality backgrounds in
our sourcing organization.”

Finished Goods FMEA

One of Companyl’s highest risk supply issues is the purchase of finished
goods (FG). FG items are delivered directly to a Companyl customer from
the supplier, so Companyl does not see the FG prior to customer installa-
tion. FG items are generally low volume and specialized products that may
require specific capital equipment. Items might include a special lighting
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TABLE 2.10 (Continued)

Supply Process FMEA
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TABLE 2.11
FMEA Degree of Risk Severity Ranking

Degree of Severity Ranking

Median

Degree Description Ranking

Very high ~ When a potential failure mode affects safe operation of the 10
product and/or involves non-conformance with government 9
regulations. May endanger people or product. Assign “9” if
there will be a warning before failure, assign “10” if there will
not be a warning before failure.

High When a high degree of customer dissatisfaction is caused by the 8
failure. Does not involve safety of people or product or 7
compliance with government regulations. May cause disruption
to subsequent processes/operations and/or require rework.

Moderate ~ When a moderate degree of customer dissatisfaction is caused by 6
the failure. Customer is made uncomfortable or is annoyed by 5
the failure. May cause rework or result in damage to equipment. 4

Low When a failure will cause only slight annoyance to the customer. 3

2

Minor When a failure is not likely to cause any real effect on subsequent 1

processes/operations or require rework. Most customers are not
likely to notice any failure. Any rework that might be required
is minor.

fixture or a unique chair. Companyl still owns the FG design as the sup-
plier builds to specifications.

There are two keys to mitigating FG risks. First, the initial supplier qual-
ification process conducted by the SQG provides confidence in the sup-
plier process. Second, the FG services group, with support from the SQG,
conducts a “Probability/Likelihood of Discontinuance in Service” with an
associated “Severity/Impact” analysis on a periodic basis or when market
conditions change (reference Table 2.14). This process is similar to, but it is
not a textbook FMEA. This “scorecard” provides a closed loop analysis in
the qualification and lifecycle management process.

CONCLUSION

Managers agreed that without a systematic technique to assess risk, much
could go wrong in a supply chain (i.e., unexpected costs, extended lead
times, poor quality, etc.). Analyzing the risk associated with SCM is a
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TABLE 2.12

FMEA Degree of Risk Occurrence Ranking

Degree of Occurrence Ranking

Median
Chance Description Probability = Ranking
Very high  Failure is almost inevitable. lin2 10
lin3 9
High Process is “similar” to previous processes witha  1in 8 8
high rate of failure. 1in 20 7
Moderate  Process is “similar” to previous processes, 1in 80 6
which have occasional failures. 1 in 400 5
1in 2,000 4
Low Process is “similar” to previous processes with 1 in 15,000 3
isolated failures.
Verylow  Process is “similar” to previous processes with 1 in 150,000 2
very isolated failures.
Remote Process is “similar” to previous processes with 1 in 1,500,000 1
no known failures.
TABLE 2.13
FMEA Degree of Risk Detection Ranking
Degree of Detection Ranking
Degree Median
Degree in % Description Ranking
Detection is 0 Control method(s) cannot or will not detect the 10
not possible existence of a problem.
Very low 0to 50 Control method(s) probably will not detect the 9
existence of a problem.
Low 50 to 60 Control method(s) has a poor chance of 8
60 to 70 detecting the existence of a problem. 7
Moderate 70 to 80 Control method(s) may detect the existence of a 6
80 to 85 problem. 5
High 85t090  Control method(s) has a good chance of 4
90 to 95 detecting the existence of a problem. 3
Very high 95t0 100  Control method(s) will almost certainly detect 2
the existence of a problem. 1




TABLE 2.14
FG “Scorecard”

Probability/Likelihood (Discontinuance in Service)
Weight per probability
Viable financial stability 40%

Change in ownership 20%
Tier two reliance 20%

Supplier List Strategy change 20%
Viable—Financial Change in Tier Two
Supplier Product SCL Stability Ownership Reliance Strategy Change
40% Weight 20% Weight 20% Weight  20% Weight Overall probability
1 Low 1 Low 1 Low 1 Low
2 Medium 2 Medium 2 Medium 2 Medium
3 High 3 High 3 High 3 High

Continued
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TABLE 2.14 (Continued)
FG “Scorecard”

Supplier List Severity/Impact
Product Contingency
Supplier Product SCL Product Spending Tooling Cost Criticality =~ Recovery Time Sources
15% weight 10% weight 30% Weight  30% Weight 15% Weight Overall
impact
1 Very low 0-100k 1 Very low No tooling 1 Very low 1 VeryLow1to4 1 Verylow—off the
wks recovery shelf
2 Low 100k- 250k 2 Low Transferable/ 2 Low 2Low4to8wks 2 Low—multiple
Under 10k sources
3 Medium 250k-500k 3 Medium 10k-25k 3 Medium 3 Medium 9 to 3 Medium—2-5
12 wks available suppliers
4 High 500k-1 MM 4 High 25k-50k 4 High 4High3t06 4 High—1-2
months suppliers
5 Very high 1 MM— 5 Very high 50k and 5 Very high 5 Very high 6 5 Very high—
above above months or more  proprietary
products/process

ysry vy A1ddng SuiSvuvy « oF
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relatively new subject, and little has been done to assist managers with this
process. But one thing is certain, documenting and analyzing risk must be
an essential part of continuous improvement. It becomes critical to have
an easily understood method to identify and manage risk.

FMEA is a mainstream tool used to collect information related to risk
management decisions for most companies in an engineering capacity,
but not in a supply chain capacity. There were several documented proce-
dures to complete an FMEA across industries in this study, especially in
automotive. Most managers supported a modified version of the tool that
could be used to help evaluate the risk of SCM decisions. For several of
the firms in this study, FMEA is a well-documented and proven technique
commonly used to evaluate the risk for failures in product and process
designs. SCM decisions can be evaluated in much the same manner as
product and process defects.

Most managers felt that proactive risk mitigation efforts applied to the
supply chain is not common practice, but is required for minimizing dis-
turbances. There was a general impression that with an FMEA-based SCM
risk assessment tool, unforeseen problems that might have impacted the
success of SCM efforts can be avoided. Most managers want tools and
procedures for implementing FMEA in a supply chain environment. They
also want to know the critical success factors to the implementation pro-
cess. Managers were concerned with the inconsistencies in the ranking of
severity, occurrence, and detection and the inaccuracies that may delay
effective FMEA implementation in a supply chain. Managers want guide-
lines for customers in correcting these problems in FMEA applications, so
they can adopt and integrate their FMEA process into a supply chain envi-
ronment. The case example provides direction for managers by emphasiz-
ing that supply chain FMEA cannot be viewed as purely an engineering
exercise, and by ensuring that the terms and measures used in FMEA are
driven by the key stakeholders.
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Supply Chain Risk Management
within the Context of COSO'’s
Enterprise Risk Management Framework

INTRODUCTION

Every firm is engaged in some type of risk management. However, few
firms conduct risk management using a systematic approach (Beasley,
Clune, & Hermanson 2005; Bowling & Rieger 2005). Enterprise risk man-
agement (ERM), though not widely adopted, provides a framework and
set of tools for managing risks holistically. ERM has been defined a vari-
ety of ways, but most definitions focus on holistically identifying, assess-
ing, and managing risks throughout an organization and its value chain
(COSO 2004).

Supply chain risk management (SCRM), one element of ERM, is emerg-
ing as a viable, proactive, and strategic supply chain management (SCM)
application. However, existing SCRM models do not explicitly make the
linkage to ERM. This research focuses on the structure, implementation,
and maintenance of a formal SCRM system and how such a system may be
integrated with ERM. The ERM framework proposed by the Committee
of Sponsoring Organizations (COSO) of the Treadway Commission is
used to examine such integration (COSO 2004). It is suggested that explic-
itly linking SCRM with ERM will more readily advance research regard-
ing these important issues and support supply managers in their efforts
to develop SCRM strategies, garner the necessary resources, and execute
SCRM at their firms.

Data from 46 firms were analyzed to identify which factors affect the
decision to develop an SCRM system and how these factors can influence
the level of ERM and SCRM success. The decision to manage supply chain
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risks constitutes a major undertaking for most firms. Such an undertaking
is a response to a number of factors or influences. There seems to be recog-
nition that succeeding requires more than simply creating a new program
or department. It is suggested that various factors act to pre-condition
the firm and its systems to the introduction, acceptance, and progress on
managing supply risks.

The remainder of this chapter begins with a review of the literature, fol-
lowed by the methods section. The survey data are then analyzed to pro-
file the respondents and identify how they manage supply chain risks. The
chapter then concludes with an evaluation of the factors underlying the
decision to develop a system for managing supply chain risks and how
these factors can be leveraged into a competitive advantage through ERM.

I
LITERATURE REVIEW

The literature review consists of four related sections. First, the rationale
for pursuing a standard risk framework is presented. Next, an established
ERM framework is explored. Proposed SCRM frameworks are then dis-
cussed relative to the ERM framework. Finally, an overview of supply risks
and approaches that were included in the survey is presented.

Rationale for a Standard Framework

The advancement of research in a discipline (e.g., just-in-time manufac-
turing, supply chain management) may be accelerated through the devel-
opment and validation of frameworks and concepts generated through
exploratory empirical research. For example, the total quality management
(TQM) discipline leverages standardized frameworks to advance theory
building and testing (see for example, Black & Porter 1996; Capon, Kaye,
& Wood 1994; Curkovic, Melnyk, Calantone, & Handfield 2000; Dean &
Bowen 1994; Flynn, Schroeder, & Sakakibara 1994; Saraph, Benson, &
Schroeder 1989). By leveraging such frameworks, TQM research has
moved from a focus on case studies (the current state of SCRM research)
to testable models and specific research hypotheses, linking the theoreti-
cal concept of TQM to empirical indicants. Operational definitions and
standardized frameworks have contributed to TQM theory building by
identifying the constructs associated with TQM, developing scales for
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measuring these constructs, and empirically validating the scales. SCRM
research is still in its infancy stages and would benefit from development
of standardized frameworks and concepts.

Sodhi, Son, and Tang (2012) identified the lack of consensus regarding
the scope of SCRM as a critical gap in SCRM research. They suggested
that there is a great need to reach a consensus on such issues in order
to better communicate with company executives and practitioners, and to
more quickly advance SCRM research. They also suggested that SCRM
is a subset or extension of ERM (Sodhi, Son, & Tang 2012). Given their
suggestions, the COSO ERM framework was identified as a potential con-
sensus framework for SCRM that could fill the research gap while also
contributing to the efforts of managers to link SCRM to corporate-wide
risk management efforts.

Enterprise Risk Management and the COSO Framework

Global competitive landscapes and increasingly complex supply chain pro-
cesses and partnerships, coupled with increased requirements to comply
with regulations, laws, and industry guidelines has heightened awareness
that firms may benefit from a systematic approach to risk management.
Enterprise risk management (ERM) has garnered significant academic,
consultant, and practitioner interest over the last decade as a way to not
only mitigate risk but to take advantage of risk opportunities (Hoyt &
Liebenberg 2011; Nocco & Stulz 2006). ERM is a process for identify-
ing, analyzing, and proactively planning responses to a portfolio of risks
(Bowling & Rieger 2005; Chapman 2003).

Though effective ERM can provide significant benefits for a firm (Hoyt
& Liebenberg 2011; Smithson & Simkins 2005), a relatively small percent-
age of firms have a detailed understanding of this integrated process and
adoption of ERM is rather limited (Chapman 2003; COSO 2010). Ad hoc
approaches to risk management by various “silos” in an organization leads
to duplication of resources, uncoordinated planning, and less efficient and
effective risk management processes (Hoyt & Liebenberg 2011).

Varying frameworks have been proposed to support and standardize
implementation of systematic ERM. Sample frameworks include the Joint
Australia/New Zealand AS/NZ 4360-2004, the Turnbull Guidance, and
the ISO standards for risk management. This research adopts the frame-
work developed by the Committee of Sponsoring Organizations (COSO)
of the Treadway Commission (COSO 2004), shown in Figure 3.1. This
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FIGURE 3.1
The COSO ERM framework.

framework is perhaps the most widely discussed and familiar ERM frame-
work (COSO 2010). COSO is a voluntary private sector organization, led
by the Institute of Management Accountants, The Institute of Internal
Auditors, Financial Executives International, the American Accounting
Association, and the American Institute of Public Accountants. COSO
provides executive management with guidance regarding effective, efhi-
cient, and ethical business practices.

COSO’s ERM framework consists of eight components of ERM that
are needed to help a firm achieve its objectives, as described in Table 3.1
(COSO 2004; Sobel 2006). All eight components need to be implemented
and integrated to provide effective ERM. The framework also empha-
sizes entity-wide risk management across the four objectives (strategic,
operations, reporting, compliance) as described in Table 3.2 (Ballou &
Heitger 2005; COSO 2004). The COSO framework also emphasizes that
risks be examined at each level of the organization (i.e., subsidiary, busi-
ness unit, division, entity) beginning with the entity level and aggregated
across all levels so that a portfolio of risks can be managed holistically
(Chapman 2003; COSO 2004). This research focuses on the “entity” level
and “operational” objectives across the eight components of ERM.
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TABLE 3.1

Interrelated Components of the COSO ERM Framework

Component

Description

Internal
environment

Objective setting

Event
identification

Risk assessment

Risk response

Control activities

Information and
communications

Monitoring

Reflects alignment of the firm’s risk philosophy, its appetite for risk,
the risk management and ethical culture, human resource policies
and practices, assignment of responsibility, and the organizational
structure to manage risks.

Identifies the firm’s competitive strategy or positioning (e.g., low
cost, high quality, etc.) and related objectives in four areas:
strategy, operations, reporting, and compliance, which in turn
drives objectives throughout the value chain.

Identifies possible internal and external events, and the potential
interrelatedness of those events, that impact a firm’s ability to
realize its strategy and objectives. Positive impact events are
“opportunities” that are channeled back to strategic planning,
while negative impact events are risks that should be managed
through an integrated risk management process to help determine
how such risks might be managed.

Examines the likelihood, frequency, and the impact (e.g., financial,
reputation, etc.) of events across a range (e.g., best to worst case) of
possible outcomes associated with the events.

Identifies, assesses, and selects risk response options that align with
the organization’s risk tolerances and risk appetite. Options include
avoidance (e.g., not engaging in the activity), reduction (e.g.,
rebalancing the risk, reallocating resources, robust business
process, etc.), sharing (e.g., insurance, partnering, contractual
agreements, hedging, etc.) and acceptance.

Establishes that risk policies and procedures are in place and
properly executed, and that the risk management initiatives are
effective. Such controls may include required authorizations,
supervision, and segregation of duties, reconciliations, and
verifications, for example.

Requires that internal and external sources be used to provide
appropriate and timely risk related information that enables people
to execute their responsibilities. Such communications need to be
integrated throughout the value chain and impacted organizations.

Ensures that an ERM is present and determines how well it is
working so that it can be revised and/or expanded.

COSO defines risk as the probability that an event may occur which
adversely impacts the achievement of the entity’s objectives (Chapman
2003). However, given that some risks if managed proactively may lead to

a positive outcome for a firm, the framework supports the management of
positive risk opportunities and negative risk impacts.
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TABLE 3.2

Objectives of the COSO ERM Framework

Objective Description

Strategic Mission driven high-level goals and objectives (governance, strategic

objectives, business model, external forces, etc.)

Operations  Resource development, management, and allocation (business processes,
upstream value chain, downstream value chain, etc.)

Reporting Information gathering, analysis, and communication (information
technology, financial, internal, intellectual property, etc.)

Compliance  Conformance with laws and regulations (Securities & Exchange
Commission, environmental, legal, contractual, etc.)

COSO formally defines ERM as:

...a process, effected by an entity’s board of directors, management and
other personnel, applied in a strategy setting and across the enterprise,
designed to identify potential events that may affect the entity, and manage
risks to be within its risk appetite, to provide reasonable assurance regard-
ing the achievement of entity objectives. (COSO 2004)

ERM and related frameworks are not without detractors. Even COSO
states that its ERM framework is not a panacea and is a challenge to imple-
ment, and it invites research based on better understanding the frame-
work (Landsittel & Rittenberg 2010). There is a lack of empirical research
into the effectiveness of ERM in general (Hoyt & Liebenberg 2011) and
the specific frameworks in particular. Other detractors note that imple-
menting ERM requires a substantial commitment of resources (time, per-
sonnel, money) that are not likely to be available during lean times, and
a cultural shift of the entire organization (Ballou & Heitger 2005) with-
out an appropriate return on such efforts (Samad-Khan 2005). However,
with appropriate planning and execution COSO’s ERM framework may
be implemented by any organization, from large to small firms (Ballou &
Heitger 2005; Chapman 2003; COSO 2004).

Linking ERM and SCRM Frameworks

SCRM frameworks have also been proposed (Hallikas, Karvonen,
Pulkkinen, Virolainen, & Tuominem 2004; Kleindorfer & Saad 2005; Manuj
& Mentzer 2008; Tummala & Schoenherr 2011). There are many similarities
in these frameworks, though there is no consensus on the scope of SCRM.
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In some cases, the concepts are the same, but the terms used are slightly dif-
ferent (e.g., risk assessment versus risk evaluation) and some frameworks do
not explicitly identify key processes (e.g., monitoring and review). Table 3.3
compares four SCRM frameworks with the COSO framework.

Though SCRM frameworks and COSO share many similarities, there are
significant differences. Most noticeably, the COSO framework explicitly
identifies internal environment, objective setting, control activities, and
information and communications as key components of risk management.
Some of those components are implied and/or integrated into some of the
SCRM frameworks, but the COSO framework provides a more explicit and
comprehensive framework. This might be expected as COSO is an enter-
prise framework while the SCRM frameworks are “operational.” But that
is the point. Until SCRM is positioned as a key component of ERM, supply
managers will continue to struggle to secure the resources and to make
risk decisions that support corporate-wide strategy and objectives, and
researchers will struggle to identify and measure risk management factors.

Supply Chain Risks and Practices

Firms face multiple supply risks, whether in combination or isolation.
Sample risks include supplier reliability/failure, information errors, natu-
ral disasters, shrinkage, capacity shortages, financial instability, currency
exchange rate fluctuations, port security, and increased government regu-
lations, for example (Blackhurst, Wu, & O’Grady 2005; Kumar & Verruso
2008; Liu & Cruz 2012; Manuj & Mentzer 2008; Tummala & Schoenherr
2011; Zsidisin & Hartley 2012). Each risk might require a specific SCRM
technique (Zsidisin & Wagner 2010).

For example, SCRM treatment options include evaluation and trust
building (Laeequddin, Sardana, Sahay, Abdul Waheed, & Sahay 2009), use
of dual sources (Khan & Burnes 2007), environmental scanning (Zsidisin,
Ellram, Carter, & Cavinato 2004), combined capacity reservation con-
tracts and spot markets (Inderfurth & Kelle 2011), supply chain modeling
and information systems integration (Giannakis & Louis 2001), qualifica-
tion and use of capable suppliers (Manuj & Mentzer 2008), supplier qual-
ity management initiatives (Holschbach & Hofmann 2011), buffer inventory
(Tang 2006), contingency plans (Kleindorfer & Saad 2005), credit analysis
(Kern, Moser, Hartman, & Moder 2012), strategic sourcing and flexibility
(Chiang, Kocabasoglu-Hillmer, & Suresh 2012), forward buying or hedg-
ing (Zsidisin & Hartley 2012), and supplier development (Matook, Lasch,
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TABLE 3.3
Comparison of SCRM Frameworks to COSO
Hallikas,
Karvonen, Tummala &
Pulkkinen Kleindorfer Manuj & Schoenherr
COS0 2004 etal. 2004 & Saad 2005 | Mentzer 2008 2011
Internal
environment
Objective setting
Event Risk Specifying Risk Risk
identification identification sources of identification identification
risks and
vulnerabilities
Risk
measurement
Risk assessment | Risk assessment | Assessment Risk assessment | Risk
and evaluation | assessment
Risk
evaluation
Risk response Decision and Mitigation Selection of Risk
implementation appropriate risk | mitigation
of risk management and
management strategies contingency
actions plans
Implementation
of supply chain
risk
management
strategies
Mitigation of
supply chain
risks
Control activities
Information and
communications
Monitoring Risk monitoring Risk control

and
monitoring
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& Tamaschke 2009). Despite the plethora of risks and risk management
approaches, few firms have a structured SCRM approach (Martin, Mena,
Khan, & Yurt 2011).

RESEARCH METHOD

The purpose of this study was to identify how companies identify and man-
age supply chain risks and how those actions relate to systemic ERM. The
research was exploratory in nature. A purposeful sample was selected to
support the research objectives and methodology (Eisenhardt 1989; Miles
& Huberman 1994). Key criterion included the following: the company
would agree to identify an informed respondent, reply in a timely manner
to a scaled and open-ended survey, and be willing to participate in follow-
up questions as needed. All targeted companies were known to support
supply management educational programs and professional associations.
A total of 67 surveys were sent to perceived supporters of the effort.
Several industries were chosen for this study to achieve some level of gen-
eralizability. A total of 46 completed responses were received. Early to
late respondent survey comparisons were made to analyze potential non-
response bias (Armstrong & Overton 1977). The mean values for seven ran-
domly selected questions were compared between the first 25% of responses
and the last 25% of responses. No statistically significant differences were
found between responses. The majority of non-respondents indicated that
either company policy prevented them from participation in this particular
survey or that resources were constrained when the survey was distributed.

DATA ANALYSIS
Respondent Profiles

The majority of responses (84.8%) were from manufacturing firms (see
Table 3.4). All of the companies were based in North America and had
global sales. The sales and number of employees for respondents are shown
in Tables 3.5 and 3.6. Approximately 60% of the companies were publicly
owned, 33% were privately owned, and 7% were publicly/privately owned.
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TABLE 3.4
Respondent Industry Profile

Description Number

Manufacturing

Automotive first tier suppliers 11
Automotive OEMs

Electronics manufacturers 3
Other (e.g., office furniture, home appliances, aerospace, medical equipment, 21

plumbing fixtures, seats, recreational vehicles, etc.)

Non-Manufacturing
Distributors 3
Other (logistics, telecommunications, clinical testing, retailers)

TABLE 3.5 TABLE 3.6

Respondent Sales Profile Respondent Employment Profile
Sales ($) Percent Employees Percent
50M-99M 4% Under 50 2%
100M-499M 14% 50-99 2%
500M-999M 7% 100-499 9%
1B-9B 32% 500-999 5%
10B-49B 34% 1,000-4,999 24%
50B-99B 7% 5,000-9,999 9%
Over 100B 2% Over 10,000 49%

Companies were asked to have the survey completed by the person most
familiar with supply risk management in their organizations. Different
companies often use significantly different titles for similar responsibili-
ties, while some companies may use the same title for significantly dif-
ferent responsibilities. Nonetheless, Table 3.7 suggests that informed
respondents replied to the survey.

RESULTS AND DISCUSSION

Enterprise and supply chain risk management is a highly integrated
process that requires coordination of strategy, process, policy, and tools
throughout the value chain. Though discussed in separate sections below,
each of the categories of the COSO ERM framework should be present and
integrated in order to most effectively manage risks.
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TABLE 3.7
Respondent Titles

Percent

Procurement or Supply Chain Leader/Manager/Coordinator 37%

Supply Chain Director/Vice President 16%
Materials/Inventory Manager 16%
Strategic/Senior Buyer 13%
Plant Manager 6%
Supply Chain Analyst 6%
Account/Sales Director 6%

Internal Environment and Objective Setting

Table 3.8 provides descriptive statistics related to the internal environ-
ment and objective setting. All “agree/disagree” questions are scaled from
1 = strongly disagree to 7 = strongly agree. All “extent of use” questions
are scaled from 1 = not used to 7 = extensively used.

Need: Respondents clearly believe that risk management is a critically
important strategic initiative for their firms and that the management of
risk should be a core issue in the planning of any organization. However,
the concomitant development of resources, tools, and budgets appears
lacking as suggested below.

Approach: Managing risks requires an integrated and systemic approach
as the COSO framework suggests. Firms recognize that no single set of
tools or technologies exists to manage all risks, so despite the clear need
there is a significant challenge in implementation. Approximately half the
firms agreed that supply chain risks are managed reactively rather than
proactively, and that risk initiatives are driven top—down. It appears that
in the absence of risk management applications, these firms are build-
ing risk considerations into traditional SCM applications (e.g., spend,
contract, and inventory management, demand planning, benchmarking,
building long-term partnerships, etc.) on an ad hoc basis.

Budget: Respondents suggested that firms are spending funds on supply
risk management, but few suggested that spending was “very high” (only
26% of firms agreed that spending was very high). Budget allocations var-
ied depending on firm size (larger firms having larger budgets) and indus-
try type (service firms spending more on logistics issues, manufacturing
firms spending more on supplier failure issues). With regard to potential
change in budget for the next year, 45% indicated an increase, 41% no
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TABLE 3.8

Internal Environment and Objective Setting

Need Mean SD

Managing supply chain risk is an increasingly important initiative for 5.65 1.30
our operations.

Without a systematic analysis technique to assess risk, much can go 5.54 1.03
wrong in a supply chain.

It is critical for us to have an easily understood method to identify and 5.30 1.23
manage supply chain risk.

My workplace plans on evaluating or implementing supply chain risk 4.98 1.58
tools and technologies.

We are very concerned about our supply chain resiliency, and the failure 4.78 1.59
implications.

Approach

There is no single set of tools or technologies on the market for 524 149
managing supply chain risks.

We are currently using some form of supply chain risk management 446 193
tools and services.

Managing supply chain risks is driven by reactions to failures rather 4.39 1.36
than being proactively driven.

Proactive risk mitigation efforts applied to the supply chain is common 4.33 1.49
practice for us.

Supply chain risk initiatives are driven from the bottom up rather than 3.67 1.56
top down.

Budget

We do plan on investing nontrivial amounts in managing supply chain 4.30 1.86
risks.

Funding for managing supply chain risks will come from a general 391 1.94
operations budget.

We have a dedicated budget for activities associated with managing 3.65 1.96
supply chain risks.

Our spending intentions for managing supply chain risks are very high. 3.37 1.58

Organization

I fully understand the activities being performed by our risk 4.00 1.86
management group.

Supply chain employees understand government legislation and 3.70 1.26
geopolitical issues.

My workplace uses supply chain risk managers who work closely with 2.53 1.74
corporate risk management.

We are planning to outsource all or some of our risk management 2.25 1.28

functions.
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change, and only 14% indicated a decrease. Companies also indicated
that ownership of investments for managing supply chain risks generally
resides with Supply Chain/Purchasing (60%), though in some firms other
areas had ownership (Manufacturing/Operations = 12%, Accounting/
Finance = 7%, Quality = 6%, Legal = 6%, IT = 3%, Logistics = 3%, and
Risk = 3%). Only 17% of firms had a specific budget to address supply
chain issues, with other firms reporting that budget for managing supply
chain risks came from other specific department (57%) or general opera-
tions (26%). It seems that while spending intentions for managing supply
chain risks are moderate, funding is poorly targeted and ownership is not
centered within the SCM discipline. Managing risks is just now reaching
the core of traditional and mature SCM applications.

Organization: Respondents indicated that they have no intention to out-
source risk management. Currently, however, the supply chain function
lacks the appropriate knowledge and structure (e.g., no supply risk man-
agers linked with corporate risk managers) to most effectively mitigate
supply risks. It would appear that the corporate function is involved with
risk management but does not necessarily coordinate risk management
activities in the whole group.

Event Identification and Risk Assessment

Table 3.9 suggests that although specific risk issues (e.g., moving facilities
overseas) may be carefully evaluated, only about half of the firms indicated
that a key part of SCM is documenting the likelihood and impact of risks.
Further, only half of the firms exploited risks to an advantage. This fact is
not surprising given that few firms have an integrated risk strategy and
appropriate supply chain risk management skills as previously discussed.
Respondents saw a broad set of risk factors that could pose a disruption to
their supply chains (Table 3.10). These risks did not vary much by industry.
Supplier failure/reliability was the top risk factor, with bankruptcies of
suppliers, logistics failure, commodity cost volatility, natural disasters, and
strikes/labor disputes as distant seconds. The non-manufacturing respon-
dents were more inclined to place a higher priority on logistics failure,
which is not surprising since they were mostly made up of distributors and
a retailer. Respondents were asked if each firm’s supply chain risks would
increase, stay the same, or decrease in the next 1 to 2 years (Table 3.11).
While supplier failure is a high risk factor for all of the firms and will
increase in risk for several of the firms, 13 firms did say that they expected
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TABLE 3.9
Event Identification and Risk Assessment
Mean SD
Risks of moving manufacturing facilities overseas are carefully evaluated. ~ 5.65 1.15
Supplier reliability and continuous supply is the top risk factor for our 5.35 1.34
supply chain.
Risks of not being able to fulfill a spike in consumer demand are 522 125
carefully evaluated.
Key metrics are in place to measure the risk associated with key suppliers. ~ 4.65  1.68
We apply high levels of analytical rigor to assess our supply chain 437 153
practices.
A key part of our supply chain management is documenting the 420  1.67
likelihood and impact of risks.
We can actually exploit risk to an advantage by taking calculated risks in 4.02 1.63
the supply chain.
Taxes such as excise and VAT impact our supply chain decisions. 3.86 1.69
TABLE 3.10
Current Supply Chain Risks
Risk Factor Frequency
Supplier failure/reliability 41
Bankruptcy, ruin, or default of suppliers, shippers, etc. 22
Logistics failure 20
Commodity cost volatility 18
Natural disasters or accidents (tsunamis, hurricanes, fires, etc.) 15
Strikes—labor, buyers, and suppliers 15
Diminishing capacities (financial, production, structural, etc.) 10
Government regulations (SOX, SEC, Clean Air Act, OSHA, EU) 9
Customer-related (demand change, system failure, payment delay) 8
Attracting and retaining skilled labor 8
Intellectual property infringement 7
Lack of trust with partners 7
Currency exchange, interest, and/or inflation rate fluctuations 7
Geopolitical events (terrorism, war, etc.) 6
Energy/raw material shortages and power outages 6
Information delays, scarcity, sharing, and infrastructure breakdown 5
Legal liabilities and issues 5
Contract failure 4
Contamination exposure—food, germs, infections 3
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TABLE 3.11
Projected Change in Supply Chain Risks

Frequency
Risk Category Less Same More
Currency exchange, interest, and/or inflation rate fluctuations 0 7 36
Commodity cost volatility 2 9 33
Bankruptcy, ruin, or default of suppliers, shippers, etc. 2 13 29
Banking regulations and tighter financing conditions 1 16 28
Supplier failure/reliability 13 7 24

22 19
23 18
Diminishing capacities (financial, production, structural, etc.) 22 17

Customer-related (demand change, system failure, payment delay) 3
3
5
Legal liabilities and issues 2 26 17
0
2

Intellectual property infringement

Government regulations (SOX, SEC, Clean Air Act, OSHA, EU) 28 16

Customs Acts/Trade restrictions and protectionism 27 16
Attracting and retaining skilled labor 12 15 16
Geopolitical events (terrorism, war, etc.) 0 29 15
Energy/raw material shortages and power outages 3 26 15
Language and educational barriers 8 21 15
Insurance coverage 1 29 14
Strikes—labor, buyers, and suppliers 4 26 14
Port/cargo security (information, freight, vandalism, sabotage, etc.) 3 29 13
Natural disasters or accidents (tsunamis, hurricanes, fires, etc.) 2 34 12
Logistics failure 8 27 9
Return policy and product recall requirements 5 29 9
Tax issues (VAT, transfer pricing, excise, etc.) 3 32 9
Weaknesses in the local infrastructures 9 27 8
Information delays, scarcity, sharing, and infrastructure breakdown 18 18 8
Contract failure 5 32 7
Ethical issues (working practices, health, safety, etc.) 8 30 7
Measuring tools—metrics translate differently 10 27 7
Lack of trust with partners 13 24 7
Fraud or scandal 3 34 7
Property development—local codes and requirements 4 35 6
Degree of control over operations 8 30 6
Internal and external theft 4 36 5
Unfamiliar business and property laws 6 36 3
Obtaining proper bonds and licenses 6 35 3
Contamination exposure—food, germs, infections 5 37 2
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supplier failure to be less of a risk in the future. A close assessment of these
13 firms reveals that they have done the most to build risk considerations
into as many SCM applications as possible.

Some of the top risk factors are to a large extent beyond the control of
buying organizations (e.g., natural disasters, default or ruin of supplier,
geopolitical events, or perhaps even supplier failure). Managers insisted
that while preventing these will not always be possible, reacting to them
quickly is an option through contingency planning.

Risk Response

Table 3.12 suggests that companies use a wide range of response options by
accepting, reducing, or sharing risks. Inventory management in particular

TABLE 3.12
Risk Response
Mean SD

Acceptance

Inventory management (buffers, safety stock levels, optimal order, and 496  1.69
production quantity)

We have placed an increased focus on inventory management to deal 4.80 1.34
with supply risks

Our suppliers are required to have secure sourcing, business continuity, 4.62 1.71
and contingency plans

Contingency planning (jointly with suppliers) 4.22 1.25

We are prepared to minimize the effects of disruptions (terrorism, 3.70 1.31
weather, theft, etc.)

Reduction

Using an approved list of suppliers 5.78 1.18

Multiple sourcing (rather than sole sourcing) 4.04 136

Increasing product differentiation 391 1.50

Postponement (delaying the actual commitment of resources to 3.70 1.35
maintain flexibility)

Sharing

Partnership formation and long-term agreements 5.11 1.08

Supplier development initiatives 4.83 1.37

Speculation (forward placement of inventory, forward buying of raw 4.07 1.69
material, etc.)

We are hedging our raw material exposure to reduce input cost volatility. 3.78 1.49

Hedging strategies (to protect against commodity price swings) 3.61 1.63

Joint technology development initiatives 3.59 1.47
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was a critical SCM application used to buffer risk and serve as a de-coupler
between echelons of the supply chain when risk was accepted. The table
also suggests that although contingency plans may be in place, there will
always be some disruptions that ultimately will impact a firm.

Reduction activities focused on the standard SCM practice of identifying
qualified suppliers. Very few firms used postponement or product differen-
tiation approaches, which is somewhat surprising given the discussion of
“mass customization” and “portfolio management” over the last decades.
Risk sharing appears to be focused on development of strong supplier rela-
tionships. Few firms seemed to be taking advantage of hedging and spec-
ulation approaches, particularly given the recognized volatility of global
markets. Even fewer firms seemed to be engaged in joint technology devel-
opment, which is where lifecycle risks might be most effectively addressed.

Control Activities

Table 3.13 suggests that firms are not using training or network optimiza-
tion tools to ensure that risk management practices are properly executed.
However, other performance analysis tools (e.g., spending analysis, busi-
ness process management) seemed to be in place, although it is unclear if
such tools are integrated to optimize the entire value chain performance.

Information and Communications

Table 3.14 suggests that information systems and communications chan-
nels are relatively well established to support supply activities. However,

TABLE 3.13
Control Activities
Mean SD
Spend management and analysis 4.85 1.53
Inventory optimization tools 478  1.66
Business process management 4.65 1.37
Credit and financial data analysis 454  1.60
Contract mgmt (e.g., leverage tools to monitor performance against 4.48 1.64
commitments)
We use network design and optimization tools to cope with uncertainty 3.66 1.85
in the supply chain

Training programs 3.54 1.59
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TABLE 3.14
Information and Communication

Mean SD
Information gathering 567 1.21
Establishing good communications with suppliers 565  1.04
Our company uses real-time inventory information and analytics in 476  1.52

managing the supply chain.

Forecasting techniques (e.g., to pre-build and carry additional inventory 4.61 1.57
of critical items)

Visibility (detailed knowledge of what goes on in other parts of the 426  1.29
supply chain, e.g,, finished goods inventory, material inventory, work in
progress, pipeline inventory, actual demands and forecasts, production
plans, capacity, yields, and order status)

Data warehousing 4.09 1.76

Supply chain risk information is accurate and readily available to key 3.87 157
decision makers.

Demand signal repositories 3.42 1.85

Network design analysis programs 3.25 1.94

overall visibility is only modest and supply chain risk information accu-
racy and availability is less than optimal. The information that is commu-
nicated can certainly help manage risks, but without communication of
risk factors overall ERM effectiveness may be limited.

Most firms in this study did not use their information technology to
evaluate their supply chain networks and risks. A few firms did leverage
their technology to periodically assess strategic decisions about where to
locate distribution centers and manufacturing capacity, and to determine
how to service customer demand at the lowest cost and risk. None of them,
however, were using network design tools in innovative ways such as mod-
eling risks or modeling the networks of their key competitors to test vari-
ous scenarios and to perform “what-if” analyses.

Monitoring

Table 3.15 indicates that firms are monitoring supply chain performance
using traditional processes (e.g., supplier visits and assessment systems)
but relatively few assess their risk management processes relative to best
in class.

Table 3.16 suggests that most firms are relatively satisfied with key SCM
performance outcomes. However, 65% of the respondents indicated that
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TABLE 3.15
Monitoring
Mean SD
Supplier performance measurement systems 5.35 1.61
Visiting supplier operations 5.04 1.32
Consistent monitoring and auditing of a supplier’s processes 4.59 1.72
Benchmarking (internal, external, industry-wide, etc.) 4.59 1.54
We have placed an emphasis on incident reporting to decrease the 4.50 1.43
effects of disruptions
We actively benchmark our supply chain risk processes against 3.57 1.68
competitors
TABLE 3.16
Satisfaction with Performance
Mean SD
Damage-free and defect-free delivery 541  0.83
Meeting customer service levels 507 120
Logistics and delivery reliability 496  1.01
Order completeness and correctness 496  1.11

Supplier reliability and continuous supply ~ 4.85  0.99
Reduced disruptions in the supply chain 4.59 1.15

After sales service performance 457  1.29
Inventory management 4.52 1.22
Lower commodity prices 3.98 1.27
Reduced material price volatility 3.80 1.51

they have had supply disruptions that have caused financial hardships in
the past 24 months.

DISCUSSION AND CONCLUSION

Risk management professionals and organizations (including COSO) pre-
scribe that risk management should be led by senior management, and
that ERM is a continuous process embedded throughout the organiza-
tion’s culture, strategy, and processes, and that is integrated across all
levels of the firm. ERM should translate strategy into tactical and opera-
tional objectives, assigning ownership throughout the organization with
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each manager and employee responsible for the management of risk as
part of their job description. It must support accountability, performance
metrics, and rewards, thus promoting operational efficiency at all levels,
including SCM. However, most of the supply risk management strategies
in this study appear to be fragmented (e.g., one group buys insurance,
another administers claims, another handles everything related to safety
or security, another selects dual sources, etc.).

SCM focuses primarily on the input part of the value chain, though
it has at least some type of support role throughout the value chain. An
effective strategy for managing risks in the supply chain requires a closely
aligned strategy and relationship between risk managers and others in the
organization. Only a corporate risk management group can address risks
for the entire supply chain and lifecycle of a program. There has been an
increased recognition of the “chief risk officer” position to take on such
responsibilities. Though not an absolute requirement, having somebody
in charge of ERM enables integrated risk management. The supply chain
risk manager would work closely with corporate risk management, as well
as with the supply chain managers. In this study, a gap was suggested as
firms failed to use supply chain managers who worked closely with corpo-
rate risk management, and managers did not fully understand the activi-
ties being performed by their risk management groups.

Gaining management support is often the most challenging part of
implementing a proactive system for managing risks in the supply chain.
It is necessary for the SCM leader to emphasize the importance of supply
chain risk management to senior management in order to get the properly
targeted resources necessary to implement such a system, rather than the
poorly targeted budgets seen in this study. The firms in this study recog-
nized the need for risk management and had at least moderate top man-
agement support for such initiatives. This suggests the strong potential for
proactive risk management, yet few firms seem to have such an approach.

Managers agreed that without a systematic analysis technique to assess
risk, much can go wrong in a supply chain (i.e., unexpected cost, extended
lead times, poor quality, or numerous other negative performance
variables). Analyzing the risk associated with SCM is a relatively new sub-
ject, and little has been done to assist managers with this process. It would
seem a key first step is to document and analyze risk.

The method for analyzing supply chain risk must be a cross-functional
process that involves senior management as well as key stakeholders from
finance, operations, internal audit, and risk management. This could
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make roles unclear, so responsibilities need to be defined. In general,
the companies in this study have not adopted such boundary-spanning
processes for risk management. Instead, they have managed risks within
functional silos.

In the absence of cross-functional processes and the lack of risk man-
agement applications, the supply chain managers in this study are build-
ing risk considerations into existing traditional SCM applications (e.g.,
spend, contract and inventory management, demand planning, bench-
marking, etc.). This study suggests that supply chain managers generally
run and coordinate the work to maintain an optimal balance between risk
exposures and costs for damages versus protection activities.

Supply chain risk management goes beyond documenting the likeli-
hood and impact of risks. It also requires visibility to risks when they occur
and translating that risk information to key decision makers so that they
can evaluate and act on information. This study suggests that throughout
the supply chain, key operational data and information such as inven-
tory, demand, forecasts, production and shipment plans, work in progress,
yields, capacities, and backlogs was accessible to key members of the supply
chains. However, this study also showed that documenting the likelihood
and impact of risks was not always a key part of SCM and that supply chain
risk information was not readily available to key decision makers. Perhaps
because of this risk information shortcoming, very few of the firms are
actually able to exploit risk to an advantage by taking calculated risks in
the supply chain and even fewer were prepared to minimize the effects
of disruptions. Thus, it is important that data and information be tightly
managed and that any updates be made in as timely a manner as possible.
The accuracy of the data should be a source of confidence to the parties
using the data.

The role of supply network design and optimization tools for risk man-
agement is still evolving on the SCM side. Some of the firms in this study
make use of network design tools for infrequent, long-range decision mak-
ing, such as manufacturing location or distribution capacity given long-
term demand expectations. However, there was no indication that there
are new cases of usage, such as helping companies understand, model, and
cope with increasing levels of uncertainty in the supply chain or network.

Some companies have adopted software tools to address multi-echelon
inventory optimization. Firms are using these tools to apply probabilistic
forecasting techniques to make inventory policy and configuration deci-
sions and to evaluate different inventory strategies, though none of them
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used the tools to evaluate postponement strategies. Used effectively, these
tools can help companies improve customer service levels and fill rates,
dampen the impact of supply disruptions, reduce risk, and yield better
trade-off decisions between customer service levels and required inven-
tory investment.

All of the firms in this study have developed and monitor a set of per-
formance metrics to maintain a risk profile for their supply chains. They
do so by using an assortment of tools and techniques such as: initial sup-
plier evaluations, QS audits, industry benchmarking, supplier question-
naires, report cards, capacity planning, lead-time analysis, financial risk
assessment, business continuity plans, risk analysis based on accounts
payable performance, historical data, technical capability assessment, on-
site capability reviews, forecasting techniques and analysis, data tracking
with customers to identify demand trends, supplier performance mea-
surement, and so on. Some also used supplier risk rankings, similar to
credit scores used in the financial industry, to measure suppliers on sta-
bility, contingency planning, and on-target delivery performance. Firms
tracked this type of performance through supplier scorecards to monitor
leading indicators that impact risk. However, no firm had an ongoing risk-
review process to ensure that they keep their risk profile within an opti-
mal range of economic impact. In general, the development of proactive
risk management performance metrics in the supply chain was lacking in
this study. The supplier scorecards were not balanced or optimal, and sup-
ported reactive decision making.

Several of the firms used financial reports and questionnaires during
supplier approval to compare supply candidates to the business require-
ments of the buyers or project teams. When justified by a perceived level
of risk, a few of the firms went one step further and had candidate com-
parison matrices (e.g., supplier profiling form and supply Chain PFMEA).
Additionally, most had formal processes for supplier visits (e.g., rapid
plant assessment, site verification of the supplier questionnaire, etc.). Some
firms actually used lifecycle management with supplier report cards and
their buyers would conduct periodic supply chain reviews. In one firm,
sourcing was assigned risk ownership and they used PFMEA principles
to evaluate risk impact. For each risk, they would assess what the finan-
cial impact would be in the event of a disruption. They then assigned a
probability to each risk area and then they prioritized by multiplying the
financial impact by the risk probability.



SCRM within the Context of COSO’s ERM Framework « 65

This study also demonstrates that the measurement of risk factors does
not necessarily require a new or unique set of performance measures. For
example, one firm used average on-time delivery as a measure of supplier
performance and chose to look more closely at the peaks and valleys of
this indicator to determine the supplier’s risk impact on its own delivery
performance. In another example, key metrics were established to mea-
sure the risk associated with key suppliers and their performance against
service level agreements. Supplier agreements were then aligned with the
established levels negotiated with the company’s key customer agreements.

Firms face a variety of risks and are unlikely to be able to cost-effectively
identify and respond to all risks. Firms should conduct a Pareto analy-
sis to determine where to focus their SCM risk management efforts. The
most common current risk identified by respondents was supplier failure.
Though some firms indicated that in the future such risk would decrease,
more firms indicated that the risk would increase. This provides support
for the suggestion that current ad hoc approaches by the firm and SCM are
largely ineffective in the long term.

Commodity cost volatility was also a growing concern, but with limited
amounts of systems to manage its risk. For example, the majority of the
firms strongly disagreed that they were using hedging strategies (to pro-
tect against commodity price swings) and speculation (forward placement
of inventory, forward buying of raw materials, etc.) for managing supply
chain risks (and yet it was identified as one of the top risk factors). Not
surprisingly, firms were very disappointed with their supply chain’s per-
formance on lower commodity prices and reduced material price volatil-
ity. Only one firm in the entire sample had a system in place to proactively
manage commodity prices. This firm had a dedicated staff that used a
price sliding system on key commodities, which were tied to market indi-
ces (e.g., plastics, metals, rubbers, etc.).

Some firms in this study used management scorecards that can identify
some trends in advance. They often referred to them as dashboards, reviews,
audits, and so on, and they allowed managers to view the progress of their
supply chains according to a collection of performance indicators. In this
manner, they do get some early warning signs if suppliers or carriers are
underperforming. However, they fall short on having systems with event-
based alerts that let them know when their supply chains are at risk. Until
that happens, managers will not take appropriate and well-managed risks.
Instead, they will outsource to low cost regions to meet their cost savings
goals and not stay within an optimal range on the risk management side.
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In general, no one was compensated or incentivized in their day-to-day
job to look at and evaluate the risks within an optimal range of economic
impact. For example, a typical offshore target for several supply chain
managers was to achieve x million dollars of component off shore in y
years. Such situations forced managers to inevitably compromise on risk
issues as they focused on achieving cost efficiency. None of the firms have
developed some sort of on-demand platform that helps them predict sup-
plier failures before they occur.

If the reward system only rewards those who achieve their objectives
irrespective of due attention to risks, then managers will strive to achieve
objectives at the cost of disproportionate risks. In most of the firms in
this study, the major objectives were to reduce inventory, improve in-stock
availability, and cut costs. Most of these firms had specific targets for off-
shore sourcing that forced managers to inevitably compromise on risk
issues. Managing risks in the supply chain was perceived as something
that contradicts the process of achieving these company objectives.

Responses to supply risk included acceptance, reduction, and sharing.
Though firms used a variety of techniques, unfortunately this research did
not determine if the techniques were used based on sound risk manage-
ment principles or because it was the only technique the firm was able to
implement. Perhaps the old adage that “if the only tool you have is a ham-
mer, then everything looks like a nail” applies.

ERM frameworks, including the COSO ERM framework, seem complex.
However, in many respects such frameworks are similar to other process
management and improvement frameworks such as Six Sigma’s DMAIC
(define, measure, analyze, improve, and control). Most ERM implementa-
tion frameworks include planning, identification, analysis, handling, and
monitoring. SCM risk management should be an extension of corporate
ERM, and should follow a similar implementation process. The challenge,
of course, is not in understanding the framework or concepts, but in mak-
ing ERM happen.
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Integration of 1ISO 31000:2009
and Supply Chain Risk Management

INTRODUCTION

Enterprise risk management (ERM) is a critical component of busi-
ness strategy (Hoyt & Liebenberg 2011). Despite ERM’s importance,
ERM implementation is limited (Beasley, Clune, & Hermanson 2005).
The International Organization for Standardization (ISO) released ISO
31000:2009 Risk Management Principles to provide ERM implementation
guidance (ISO 2009).

A key component of ERM is supply chain risk management (SCRM)
(Hauser 2003; VanderBok, Sauter, Bryan, & Horan 2007). A well-designed,
risk-oriented supply chain provides a strong competitive position and reli-
able long-term benefits to all stakeholders. For SCRM to be most effective,
it should be integrated with ERM. However, SCRM is often implemented
in an ad hoc manner.

SCRM research is in its infancy stage (Richey 2009). SCRM research
might advance more readily if research is linked to practitioner needs,
and if a standard SCRM framework is developed (Teuscher, Gruninger,
& Ferdinand 2006). This research has two primary goals: (1) determine
whether ISO 31000 provides the framework to reach consensus on SCRM
scope and definition, which in turn could accelerate SCRM research, and
(2) determine whether ISO 31000 provides the foundation for planning
and executing SCRM.

To pursue these goals, survey data and follow-up interviews were used.
Findings suggest that ISO 31000 provides researchers with a framework for
developing a consensus on SCRM terms and scope, and provides practi-
tioners with a foundation for linking ERM and SCRM, and then planning
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and executing SCRM. The findings also suggest that though companies
recognize the importance of SCRM, SCRM is not generally linked to ERM
and that key SCRM skills are lacking.

I
LITERATURE REVIEW

SCRM research gaps include a lack of agreement regarding SCRM scope
and definition, and a lack of empirical research focused on current prac-
tices (Teuscher, Gruninger, & Ferdinand 2006). This research accepts the
perspective that empirical research focused on developing frameworks
may advance research. The total quality management (TQM) discipline
provides an example. TQM research advancements were supported by
operational definitions and standardized frameworks, which provided a
foundation for theory building and testing (Black & Porter 1996; Capon,
Kaye, & Wood 1994; Curkovic, Melnyk, Calantone, & Handfield 2000;
Dean & Bowen 1994; Flynn, Schroeder, & Sakakibara 1994).

While TQM research has reached a “mature” stage, SCRM research
is in an “early” stage. For example, Richey (2009) suggested that SCRM
research regarding crisis situations was in its “infancy” stage, then exam-
ined the literature and conducted interviews to develop a theoretically
grounded framework for examining supply crisis management. Driven
by the suggestions that SCRM research is in an early stage, that a stan-
dard SCRM framework may advance research, and that SCRM is a sub-
set of ERM, this exploratory research examines SCRM relative to the
ISO 31000 framework.

I1SO 31000:2009

ERM has received attention as a way to gain competitive advantage,
yet it has not gained much traction (Moody 2010). The International
Organization for Standardization (ISO) published ISO 31000:2009 Risk
Management Principles and Guidelines (ISO 2009) to provide a founda-
tion for ERM implementation. It is anticipated that ISO 31000 will become
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FIGURE 4.1

ISO 31000:2009 Clause 5 Process for managing risk.

an international norm for ERM (Gjerdrum & Salen 2010). This research
focuses on ISO 31000, Clause 5 Risk Management Process, which consists
of five integrated segments (Purdy 2010) (Figure 4.1).

Communication and Consultation (Clause 5.2) requires engagement of
stakeholders to determine objectives, secure involvement, and to dissemi-
nate risk information. Establishing the Context (Clause 5.3) sets objectives,
identifies factors that influence success, appraises stakeholder relation-
ships, and identifies the risk management environment. This essential step
precedes risk assessment.

Risk Assessment (Clause 5.4) consists of three interrelated steps. Risk
Identification defines risks, and identifies risk drivers and risk categories.
Risk Analysis evaluates risk, including potential business consequences
and occurrence likelihood. Risk Evaluation prioritizes risks from accept-
able to unacceptable, and identifies which risks require treatment.

Risk Treatment (Clause 5.5) identifies options for treating risks,
including: accepting risk to achieve competitive advantage; avoiding risk;
reducing or removing the likelihood or consequence of risk; and sharing
or transferring risk. Monitoring and Review (Clause 5.6) analyzes changes
in risks and the emergence of new risks that result from changes in the
external environment, risk treatment, or corporate objectives. It also
assesses the success of risk treatments.
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SCRM FRAMEWORKS

SCRM frameworks (Hallikas, Karvonen, Pulkkinen, Virolainen, &
Tuominem 2004; Kleindorfer & Saad 2005; Manuj & Mentzer 2008) share
common elements with each other and with ISO 31000. However, Table 4.1
identifies a lack of consensus regarding what constitutes SCRM, and indi-
cates that ISO 31000 is more comprehensive than SCRM frameworks. ISO
31000 emphasizes that the first critical step for enabling holistic risk man-
agement is establishing the context. It also explicitly recognizes the need
for stakeholder engagement and communication, and emphasizes contin-
uous monitoring, review, and improvement.

I
SUPPLY RISKS AND RESPONSES

The research identifies many supply risks, including but not limited to
order fulfillment problems, information delays, labor tensions, natural
disasters, capacity fluctuations, bankruptcy, exchange rates, government
regulations, security, and opportunism (Blackhurst, Wu, & O’Grady 2005;
Manuj & Mentzer 2008; Spekman & Davis 2004; Tummala & Schoenherr
2011). Risk treatments might include dual-sourcing (Khan & Burnes 2007),
credit analysis (Kern, Moser, Hartmann, & Moder 2012), use of capable
suppliers (Manuj & Mentzer 2008), building structural flexibility into
supply chain designs, supply chain modeling (Giannakis & Louis 2001),
inventory buffers (Zsidin & Hartley 2012), trust development (Giannakis
& Louis 2001), or contingency planning (Skipper & Hanna 2009; Tang
2006), for example.

RESEARCH METHOD

This exploratory research selected a purposeful sample to pursue the
research objectives (Miles & Huberman 1982). Targeted participants
were known to support supply research and education, and were active in
professional supply associations. The survey was sent to 58 firms. A 66%
response rate was achieved. Early-to-late respondent survey comparisons



TABLE 4.1

ISO 31000:2009 and SCRM Frameworks
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TABLE 4.2 TABLE 4.3 TABLE 4.4
Industry Profile Sales Employment
Industry Count Sales ($) Count Employees  Count
Manufacturing 11 10M-49M 1 50-99 1
Automotive 10 50M-99M 3 100-499 3
Aerospace/Defense 4 100M-499M 2 500-999 2
Consumer Products 3 500M-999M 4 1,000-4,999 6
Health Care 2 1B-9B 7 5,000-9,999 3
Construction 2 10B-49B 15 Over 10,000 23
Other 6 50B-99B
Over 100B 3

TABLE 4.5

Respondent Titles

Titles Percent

Supply Chain Leader/Manager/Buyer 54%

Production/Operations/Materials Manager 29%
Analyst 17%

were made to analyze potential non-response bias (Armstrong & Overton
1977). No statistically significant differences were found. The majority of
responses were from manufacturing firms (Table 4.2). Sales volume, num-
ber of employees, and respondent titles are shown in Tables 4.3, 4.4, and
4.5, respectively.

DATA ANALYSIS

Results are categorized relative to the segments of ISO 31000:2009. In all
tables, the “agree/disagree” questions are scaled from “I = strongly dis-
agree” to “7 = strongly agree,” and the “extent of use” questions are scaled
from “1 = not used” to “7 = extensively used.”

Communication and Consultation (Clause 5.2): Table 4.6 suggests that
firms attempt to create communication channels supported by extensive
information gathering. Although information visibility was relatively
high, there are concerns regarding information reliability and timeliness.
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TABLE 4.6

Communication and Consultation

Item Mean SD
Establishing good communications with suppliers 5.81 1.05
Information gathering 5.51 1.54

Forecasting techniques (e.g., to pre-build and carry additional inventory 4.79 1.56
of critical items)

Our company uses real-time inventory information and analytics in 4.61 1.66
managing the supply chain

Data warehousing 4.59 1.54

Visibility (detailed knowledge of what goes on in other parts of the 4.24 1.46

supply chain, e.g., finished goods inventory, material inventory, WIP,
pipeline inventory, actual demands and forecasts, production plans,
capacity, yields, and order status)
Demand signal repositories 3.95 1.68
Supply chain risk information is accurate and readily available to key 3.81 1.68
decision makers
Network design analysis programs 3.41 1.40

Establishing the Context (Clause 5.3): Contextual factors were categorized
as needed—approach, budget, and organization (Table 4.7). Although
SCRM is strategic, there is a challenge to implementing SCRM, because
no single set of tools exists for managing all risks. SCRM personnel lack
insight into ERM efforts and may lack the critical skills needed for manag-
ing global risk. Organizational structures and capabilities, as well as the
allocation of resources and budgets, appear to be misaligned with strate-
gic objectives.

Risk Assessment (Clause 5.4): Risk assessment consists of the interrelated
steps of identification, analysis, and evaluation. Specific risk factors (e.g.,
supplier reliability) are carefully evaluated (Table 4.8). However, few firms
extensively document the likelihood and impact of risks, and SCRM tends
to focus on “negative risks” rather than exploiting “positive risks.”

Firms face a wide range of supply risks (Table 4.9). Supplier failure/
reliability was the top risk, followed by supplier bankruptcies, natural disas-
ters, commodity cost volatility, and logistics failure. Table 4.10 summarizes
responses regarding whether supply risks would increase, stay the same, or
decrease in the next one to two years. Many of the risk factors identified as
increasing (e.g., currency exchange, government regulations) highlight that
many risks are outside of supply’s direct control, suggesting that successful
treatment of such risks will require integrated SCRM and ERM.



76 o Managing Supply Chain Risk

TABLE 4.7
Establishing the Context
Mean SD

Need

Without a systematic analysis technique to assess risk, much can go 6.19 0.97
wrong in a supply chain.

Managing supply chain risk is an increasingly important initiative for 5.92 1.19
our operations.

It is critical for us to have an easily understood method to identify 5.27 1.52
and manage supply chain risk.

My workplace plans on evaluating or implementing supply chain risk 5.08 1.91
tools and technologies.

We are very concerned about our supply chain resiliency, and the 4.81 1.65
failure implications.

Approach

There is no single set of tools or technologies on the market for 5.50 1.34
managing supply chain risks.

We are currently using some form of supply chain risk management 5.03 1.83
tools and services.

Managing supply chain risks is driven by reactions to failures rather 4.19 1.67
than being proactively driven.

Proactive risk mitigation efforts applied to the supply chain is 4.19 1.76
common practice for us.

Supply chain risk initiatives are driven from the bottom up rather 3.70 1.75
than top down.

Budget

We do plan on investing nontrivial amounts in managing supply 4.17 1.46
chain risks.

We have a dedicated budget for activities associated with managing 3.89 2.27
supply chain risks.

Funding for managing supply chain risks will come from a general 3.81 2.03
operations budget.

Our spending intentions for managing supply chain risks are very high. ~ 3.08 1.54

Organization

Supply chain employees understand government legislation and 3.73 1.61
geopolitical issues.

I fully understand the activities being performed by our risk 3.70 1.54
management group.

My workplace uses supply chain risk managers who work closely with ~ 2.64 1.81
corporate risk management.

We are planning to outsource all or some of our risk management 2.14 1.22

functions.




Integration of ISO 31000:2009 and Supply Chain Risk Management « 77

TABLE 4.8

Clause 5.4: Risk Assessment

Item Mean SD

Supplier reliability and continuous supply is the top risk factor for our 5.68 1.43
supply chain.

Risks of moving manufacturing facilities overseas are carefully evaluated. = 5.30  1.63

Risks of not being able to fulfill a spike in consumer demand are 511  1.49
carefully evaluated.

Key metrics are in place to measure the risk associated with key 468  1.60
suppliers.

We apply high levels of analytical rigor to assess our supply chain 4.38 1.78
practices.

A key part of our supply chain management is documenting the 419 160
likelihood and impact of risks.

Taxes such as excise and VAT impact our supply chain decisions. 4.05 1.73

We can actually exploit risk to an advantage by taking calculated risks in 397  1.64

the supply chain.

TABLE 4.9
Current Supply Chain Risks

Rank Weighted  Average
Risk Factor 1 2 3 4 5 Count Points Weight
Supplier 14 10 6 2 1 33 133 4.03
failure/reliability
Bankruptcy, ruin, or 8 2 6 2 1 19 71 3.74
default of suppliers,
shippers, etc.
Commodity cost 3 3 4 3 2 15 47 3.13
volatility
Natural disasters or 4 3 4 2 1 14 49 3.50
accidents (tsunamis,
hurricanes, fires, etc.)
Logistics failure 2 4 1 5 12 34 2.83
Geopolitical events 1 2 6 1 10 23 2.30
(terrorism, war, etc.)
Contract failure 1 2 1 4 8 20 2.50
Strikes—labor, buyers, 2 3 1 2 8 21 2.63

and suppliers

Continued
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TABLE 4.9 (Continued)
Current Supply Chain Risks

Rank Weighted Average

Risk Factor 1 2 3 4 5 Count Points Weight

Customer-related 1 3 1 2 1 8 25 3.13
(demand change,
system failure, payment
delay)

Energy/raw material 2 1 4 1 8 20 2.50
shortages and power
outages

Information delays, 1 1 2 2 6 13 2.17
scarcity, sharing, and
infrastructure
breakdown

Government regulations 1 2 2 5 15 3.00
(SOX, SEC, Clean Air
Act, OSHA, EU)

Intellectual property 1 1 1 2 5 13 2.60
infringement

Lack of trust with 2 3 5 7 1.40
partners

Diminishing capacities 1 2 2 5 11 2.20
(financial, production,
structural, etc.)

Contamination 2 1 2 5 18 3.60
exposure—food, germs,
infections

Legal liabilities and 3 1 4 10 2.50
issues

Return policy and 22 4 6 1.50
product recall
requirements

Attracting and retaining 1 2 1 4 8 2.00
skilled labor

Currency exchange, 3 1 4 13 3.25
interest, and/or
inflation rate
fluctuations
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TABLE 4.10
Projected Change in Supply Chain Risks
Risk Decrease Same Increase
Currency exchange, interest, and/or inflation rate 1 3 34
fluctuations
Commodity cost volatility 4 6 28
Banking regulations and tighter financing conditions 2 9 27
Government regulations (SOX, SEC, Clean Air Act, 0 14 24
OSHA, EU)
Supplier failure/reliability 7 14 17
Geopolitical events (e.g., terrorism, war) 0 22 16
Energy/raw material shortages and power outages 1 21 16
Customs acts/trade restrictions and protectionism 3 19 16
Logistics failure 5 17 16
Bankruptcy, ruin, or default of suppliers, shippers, etc. 6 16 16
Customer related (demand change, system failure, 2 21 15
payment delay)
Diminishing capacities (financial, production, 5 18 15
structural, etc.)
Return policy and product recall requirements 1 23 14
Port/cargo security (information, freight, vandalism, 1 24 13
sabotage, etc.)
Legal liabilities and issues 1 24 13
Insurance coverage 0 26 12
Tax issues (VAT, transfer pricing, excise, etc.) 0 27 11
Natural disasters or accidents (tsunamis, hurricanes, 1 26 11
fires, etc.)
Intellectual property infringement 1 28 9
Attracting and retaining skilled labor 7 22 9
Language and educational barriers 11 18 9
Strikes (labor, buyers, or suppliers) 4 26 8
Property development (local codes and requirements) 1 30 7
Unfamiliar business and property laws 2 29 7
Weaknesses in the local infrastructures 5 26 7
Contract failure 6 25 7
Contamination exposure (food, germs, infections) 3 29 6
Ethical issues (working practices, health, safety, etc.) 5 27 6
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TABLE 4.11
Risk Treatment
Mean SD

Acceptance

Inventory management (buffers, safety stock levels, optimal order, and 542  1.08
production quantity)

Contingency planning (jointly with suppliers) 463 150

We have placed an increased focus on inventory management to deal 4.56 1.46
with supply risks

Our suppliers are required to have secure sourcing, business continuity, 454 186
and contingency plans

We are prepared to minimize the effects of disruptions (terrorism, 3.86 1.87
weather, theft, etc.)

Reduction

Using an approved list of suppliers 6.11 1.11

Multiple sourcing (rather than sole sourcing) 447 172

Increasing product differentiation 424 146

Postponement (delaying the actual commitment of resources to maintain ~ 3.97  1.30
flexibility)

Sharing

Partnership formation and long-term agreements 524 115

Supplier development initiatives 5.18 1.41

Speculation (forward placement of inventory, forward buying of raw 408  1.38
material, etc.)

Hedging strategies (to protect against commodity price swings) 3.92 1.62

We are hedging our raw material exposure to reduce input cost volatility 3.65 1.69

Joint technology development initiatives 347  1.89

Risk Treatment (Clause 5.5): Risk treatment options include acceptance,
reduction, and sharing (Table 4.11). Inventory buffering remains a key
acceptance option. Qualifying suppliers to reduce risk and partnering

with suppliers to share risk are also used extensively.

Monitoring and Review (Clause 5.6): Firms use a range of processes to
monitor outcomes (Table 4.12). However, few firms benchmark SCRM
relative to best practices, or use training and design optimization tools to
monitor and review SCRM processes. Firms are generally satisfied with
key supply performance outcomes (Table 4.13), though there is room for
improvement, particularly in terms of managing commodity and material

price volatility.
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TABLE 4.12
Monitoring and Review
Item Mean SD
Supplier performance measurement systems 571  1.64
Credit and financial data analysis 537 1.34
Visiting supplier operations 534 1.24
Business process management 511 127
Consistent monitoring and auditing of a supplier’s processes 5.03 1.68
Spend management and analysis 5.03 170
Contract management (e.g., leverage tools to monitor performance 5.00 1.52
against commitments)
Benchmarking (internal, external, industry-wide, etc.) 4.68 1.51
We have placed an emphasis on incident reporting to decrease the effects 449 176
of disruptions
Inventory optimization tools 449  1.68
Training programs 379  1.66
We use network design and optimization tools to cope with uncertainty 3.67 1.64
in the supply chain
We actively benchmark our supply chain risk processes against competitors 339 2.02
TABLE 4.13
Performance Satisfaction
Outcome Mean SD
Logistics and delivery reliability 5.32 1.25
Meeting customer service levels 5.19 1.17
Supplier reliability and continuous supply ~ 5.03 1.12
Damage-free and defect-free delivery 500  0.94
Order completeness and correctness 4.86 1.29
After sales service performance 4.86 1.09
Inventory management 4.84 1.32
Reduced disruptions in the supply chain 4.54 1.07
Reduced material price volatility 4.32 1.06
Lower commodity prices 4.05 1.20
DISCUSSION

Communication and Consultation

Communication and consultation provide visibility so that supply chain
members can access reliable information. Specific operations informa-
tion, such as inventory and quality, was generally available. However, data
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centralization seemed lacking, causing visibility and accuracy problems.
One manager stated that inadequate information flow was a significant
supply risk: “Demand variation, extending supply chains, and information
speed that is too reactive, will all continue to be major failure modes.”
Perhaps limited information visibility and timeliness reinforces the prac-
tice of mitigating negative risks, rather than enabling proactive exploita-
tion of positive risk opportunities.

For some firms, there was a lack of information technology (IT) integra-
tion throughout the value chain. One manager commented that the most
significant failure mode he faced was “companies failing to use up-to-date
MRP systems, and not accepting change. By relying on old procedures,
companies are missing a lot of information that can be accurate and read-
ily available.” As companies continue to use new and global suppliers, IT
integration can become a significant challenge.

Establishing the Context

Respondents use many of the individual processes suggested by ISO 31000,
but it appears that integration is limited and that SCRM approaches are
ad hoc rather than systematic. One manager commented, “We currently do
not possess or utilize any tools to identify and analyze risk within the supply
chain. All activities currently practiced are from the working knowledge of
the buyers.” This was not universally true, as one manager indicated: “Top
management at my company recognizes supply risk by investing capital
into our systems, training, and people. Our stock price is a direct correla-
tion to our supply chain success, thus it has a very high level of visibility.”

Leaders have a responsibility for establishing the context from which
supply risk will be managed and for defining the responsibilities and scope
of risk management processes. Despite recognizing a need for integrated
SCRM, many firms did not establish a supportive organizational context
for SCRM. One manager stated: “What is lacking is clear ownership of the
supply chain at an executive level. The supply chain group of 200 employ-
ees has belonged to the CEO, the head of operations, and the head of pur-
chasing at different times.”

Supply chain managers need to present a business case in order to “get a
seat at the table” and to secure requisite SCRM resources. Another man-
ager stated: “As managers, you are the voice for your associates and those
who may not get the face time with the people who can affect change. The
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metrics speak for themselves, so managers need to be able to relate the
needed resources to areas in the supply chain that need improvement.”

If persuasion does not work, it may take a catastrophe for firms to realize
SCRM’s importance. One manager commented: “We did not have anyone
devoted to risk management in the past, but due to the Japan earthquake,
tsunamis, Thailand floods, and other large-scale issues, risk management
has now become very important. We now have someone dedicated to miti-
gate risk on all fronts for purchasing due to risks globally.”

Despite evidence that supply personnel lack some of the necessary risk
management skills, and that supply managers have limited linkage to cor-
porate risk managers, few firms intend to outsource SCRM (though com-
ponents of SCRM may be outsourced). One manager commented: “Most
of our risk management resources are from within. We rely on the supply
chain professionals at a working level to meet with the global supply chain
group, as well as plant management. We do outsource some of our finan-
cial analysis of our suppliers, where they do an in-depth financial analysis
and come back with a letter grade and summary.”

Risk Assessment

Respondents agreed that many things can go wrong in a supply chain
without a systematic process for assessing risk, and that they lack a com-
prehensive supply risk assessment process. One manager commented:
“The biggest challenge is that most of the risk assessment relates to finan-
cial performance and standing. It does not take into account really the key
operational risk issues at the supplier, which impact supplier performance.
That really then falls on the supply chain team as part of their vendor selec-
tion and ongoing performance evaluations.” Most companies reported a
high level of activity devoted to supplier measurement, visiting supplier
operations, and consistent monitoring of a supplier’s processes. Only a few
firms used dashboards or scorecards to predict risk trends in advance.

Most firms prioritize risks, and then allocate resources to manage the
most significant risks. Though a Pareto approach is common, one man-
ager cautioned that firms may lose sight of seemingly “minor” risks and
the interaction of those risks: “We need additional sustained allocation of
resources to address individual items further down the Pareto that have
a lower amount of impact as an individual issue, but can have significant
impact when all individual items are combined.”
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Increasing government regulations were a concern across many indus-
tries. Companies recognize the value of complying with regulations, though
there is concern that compliance with so many regulations consumes
resources that might be better allocated to risk efforts. One manager noted:

Compliance risk management activity is taking precedence over an over-
all supplier risk approach. This challenge is created by regulatory agencies
and pushing resources toward certain areas of risk mitigation such as FDA,
DOJ, AdvaMED, Sarbanes-Oxley, etc. Without some of these distractions,
we would be able to free up additional resources to develop and deploy
updated supplier risk processes that would allow for future risk mitigation
and support further growth.

Risk Treatment

Many of the highest-rated current and future risk factors (e.g., natural
disasters) are not directly controlled by the supply organization, so react-
ing quickly through contingency planning is required. One manager com-
mented: “I believe there is no clear solution for every situation. Having
thorough contingency plans for each part is a must, and based from that
assessment, a decision needs to be made by management. Having a bud-
get for supply security is a must even though you may never use it.” One
respondent indicated that his firm now requires key suppliers to develop
contingency plans for their own supply chains as well.

Inventory buffering was a commonly used treatment when companies
accepted supply risks. Inventory carrying costs must be assessed relative
to the benefits, as one manager stated:

Pursuit of a long-distance supply chain to leverage low-cost country
suppliers necessarily results in higher localized inventory storage near pro-
duction sites to buffer long lead time demand variation risk. This creates
higher inventories, and longer overall supply chain lead times, but achieves
overriding delivered material cost savings to the organization.

Risk reduction efforts emphasized qualification of preferred suppliers.
However, one manager pointed out that many of the supplier assessment
measures are generic and are not linked with a specific sourcing situa-
tion or risk condition. Thus, though a supplier may be approved, the spe-
cific needs and risks of each sourcing project should be assessed prior to
defaulting to an approved supplier.
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Development of strong buyer/supplier relationships was a common way
to share risk. Some managers expressed concerns that developing relation-
ships on a “personal” basis is increasingly difficult. Challenges for devel-
oping “personal” ties included physical distance, limited budget for travel,
and the constant switching to the lowest cost suppliers, for example.

Few firms extensively used joint technology development to share risk,
which is surprising given that lifecycle risks are addressed most effec-
tively at the early stage design. One manager suggested why early supplier
involvement may be limited:

The supply chain group is taking too long in the analysis of the supply
chain decisions, thus risking product development/sourcing lead-time.
This is created when supply chain cannot finalize supplier analysis in the
3-4 weeks that are provided. Eventually the company will move without
supply chain because product development needs to continue. This can
be resolved by hiring efficient people and also measuring supply chain
employees on turning around analysis in less than two weeks.

Monitoring and Review

Many firms were satisfied with specific supply chain performance out-
comes, though such positive outcomes are not universal and there is room
for improvement. It is not clear if these outcomes are achieved more directly
through proactive risk management processes or through reactively battling
problems. One manager suggested it was the latter: “Results are achieved
through daily firefighting instead of continuous improvement due to shortage
of resources, inaccurate focus of efforts, and inadequate long-term planning.”

It is difficult to directly assess risk management’s impacts through any-
thing other than final supply performance, as one manager commented:
“In the end, you only know if you made the right decision if you are main-
taining the level of supply you need to service your customers.” Regardless,
firms monitor supply chain performance and risks through supplier visits
and assessment systems, ongoing supplier scorecards, and financial risk
analysis, for example. Few firms benchmark risk management processes
relative to external competitive levels. One respondent suggested that being
able to specifically measure “risk management success” was not critical:
“Our only measure is whether or not our assembly lines were impacted. If
not, our contingency plans were successful. I believe that measuring the
success of the plan isn’t as important as the thought and ideas generated
by having a plan.”
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Managerial Implications

Managerial implications were suggested throughout the discussion sec-
tion above. Supply managers are putting effort into SCRM, yet few man-
agers integrate SCRM with ERM. ISO 31000 provides a foundation for
supply managers to make the business case for linking SCRM and ERM,
and to secure the resources needed to implement SCRM.

Companies often focus on frequently occurring risks or the rare but cat-
astrophic risks. Managers should not lose sight of less frequently occurring
risks that perhaps in combination drive significant supply problems.
Multiple respondents suggested that complex sourcing systems require
advanced SCRM approaches, such as process failure mode and effects anal-
ysis and design of experiments for risk. Supply personnel would require
training to use such tools effectively.

Information technology continues to advance and become ubiquitous.
Companies should proactively develop strategies and plans for using I'T to
identify and manage supply risks. They should also consider how IT usage
impacts the development of “personal” supply relationships. Perhaps new
methods of developing supply “relationships” will be required, and the
skill set of supply personnel will need to expand.

As companies expand their global reach, supply personnel will need to
develop a better understanding of corporate strategy, ERM practices, and
financial techniques to manage risks. Such understanding and skills are
currently lacking.

Supply risks might be most effectively addressed at early-stage product
design. However, compressed development times limit the time allowed
for supply risk assessment. Supply managers may consider adopting rapid
risk assessment techniques to provide support during early stage design.
Companies should also examine the extent to which supplier qualifica-
tion processes explicitly examine a supplier’s SCRM capabilities. Standard
qualification measures provide some indication of risk management, but
fail to explicitly explore if risk management or contingency plans are
in place.

Future Research Questions

The following future research questions were developed based on the
interviews and survey data:
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1. Over the long term, does a formal integrated strategy and structure
for SCRM and/or ERM provide appropriate returns? Perhaps SCRM
programs that only use contingency budgets provide better returns,
even when in the short term they might recover more slowly from
rare major disruptions. Situational factors have already been pro-
posed that influence the level of investment in risk management sys-
tems (Giunipero & Eltantawy 2004).

2. Should SCRM adopt a standard ERM framework in future SCRM
research? This research identified that ISO 31000:2009 provides a
comprehensive framework for examining SCRM. Has it reached
the point that researchers should agree to a common framework
such as ISO 31000:2009? Will practitioners also find the adoption of
ISO 31000 useful?

3. How can IT better support SCRM? Though respondents used IT
to support risk management, there was limited use of IT to model
and manage supply risks. IT applications, such as Internet-based
systems, cloud computing, and mobile devices are becoming more
secure and ubiquitous. Research questions might include: What are
the most effective tools and how can they most efficiently be adopted
in a value chain? What are the barriers to adoption and how can
firms overcome the barriers?

4. What is the most effective SCRM organizational structure? Six
Sigma requires that quality is everybody’s business, yet establishes
different levels of expertise. Lean systems also establish a hierarchy
of responsibility. Would it be more effective to have people man-
age risk as part of their everyday responsibility, or would a hierar-
chy of “risk experts” prove more effective? Further, would it be more
effective for firms to focus on their core competencies and to out-
source SCRM?

5. Should companies include “design for supply risk management” in
product design processes? Most new product development processes
already assess risk, though it is not clear if longer-term supply risks
are considered. Research suggests that addressing supply risk during
new product development has a positive impact (Khan, Christopher,
& Burnes 2008). Perhaps “rapid supply risk assessment” techniques
similar to “rapid plant assessment” (Goodson 2002) techniques will
prove effective.
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ISO 37000:2009 Enterprise and
Supply Chain Risk Management:
A Longitudinal Study

INTRODUCTION

Enterprise risk management (ERM) has been identified as a key strategic
issue for business (Wu et al. 2011). ERM presents a systematic approach
for managing corporate risks and is a driver of company success (Hoyt &
Liebenberg 2011; Smithson & Simkins 2005). However, adoption of ERM
is not widespread (Beasley et al. 2005). ISO 31000:2009 is intended to sup-
port firms in their development and implementation of ERM strategy,
structure, and process. Supply chain risk management (SCRM) has also
taken on an increased importance for firms, particularly as global sourc-
ing has increased, companies have “leaned out” their supply chains, and
product cycle times have become shorter. ERM is supported by SCRM
by positively impacting customer satisfaction, costs, delivery, and qual-
ity performance (Hauser 2003; Sodhi et al. 2012; Tummala & Schoenherr
2011; VanderBok et al. 2007).

It has been suggested that despite the increasing literature focused on
ERM, the broad topic of ERM research is underdeveloped (Wu et al. 2011).
It has also been suggested that despite more research into SCRM, there
are still gaps in SCRM research (Tang & Musa 2011). This research was
motivated by the idea that SCRM research would advance more effec-
tively if there was a consensus on what constitutes SCRM and the assess-
ment that there is a lack of empirical SCRM research (Sodhi et al. 2012).
Two primary research questions were explored: (1) How do the current
SCRM frameworks proposed by researchers map to the ISO 31000:2009
ERM standard? (2) What are the past, current, and future risks and risk
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management strategies reported by firms, and how do they map to ISO
31000:2009? Longitudinal data are analyzed to address the questions.
Managerial implications and future research suggestions were developed
based on the responses.

The findings indicate that despite firms reporting an increased recogni-
tion of SCRM importance, SCRM approaches tend to be ad hoc rather than
integrated. It was also found that actual SCRM practices and proposed
SCRM frameworks all map well to ISO 31000. Thus, for practitioners, ISO
31000 provides a foundation for linking SCRM to ERM, and for develop-
ing SCRM strategies and processes. For researchers, ISO 31000 provides a
reasonable framework that could accelerate the understanding of SCRM.

In the next section, the literature review discusses gaps in SCRM research,
explores the ISO 31000 ERM standard, compares existing SCRM frame-
works with ISO 31000, and briefly identifies supply risks and SCRM prac-
tices. The methodology is then presented and the survey data results are
summarized. Finally, the results are interpreted and discussed, using quali-
tative feedback from practitioners to support the discussion.

LITERATURE REVIEW
SCRM Research Gaps

The advancement of any field or strategic initiative (e.g., total quality man-
agement [TQM], mass customization, just-in-time manufacturing, supply
chain risk management) requires empirically based research whose thrust
is the development and validation of frameworks, concepts, and measure-
ment instruments. For example, the TQM discipline required that an
operational definition and standardized framework be developed and val-
idated in order for theory building to advance (see, for example, Black &
Porter 1996; Capon et al. 1994; Curkovic et al. 2000; Dean & Bowen 1994;
Flynn et al. 1994; Saraph et al. 1989). By doing so, the TQM discipline
moved from the important contributions of anecdotes and case stud-
ies (the current state of SCRM research) to testable models and specific
research hypotheses, linking the theoretical concept of TQM to empiri-
cal indicants. Operational definitions and standardized frameworks have
contributed to TQM theory building by identifying the constructs asso-
ciated with TQM, developing scales for measuring these constructs, and
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empirically validating the scales. The SCRM research is in its infancy
stages and requires the same type of research.

Global competitive landscapes and increasingly complex supply chain
processes and partnerships, coupled with increased requirements to comply
with regulations, laws, and industry guidelines has heightened awareness that
firms may benefit from a systematic approach to risk management. SCRM
has garnered significant academic, consultant, and practitioner interest over
the last decade as a way to not only mitigate risk but to take advantage of
risk opportunities (Hoyt & Liebenberg 2011; Nocco & Stulz 2006). SCRM is
a process for identifying, analyzing, and proactively planning responses to a
portfolio of risks (Bowling & Rieger 2005; Chapman 2003).

Even though effective SCRM can provide significant benefits for a firm
(Hoyt & Liebenberg 2011; Smithson & Simkins 2005), a relatively small
percentage of firms have a detailed understanding of this integrated pro-
cess and the adoption of SCRM is rather limited (Chapman 2003). Ad
hoc approaches to risk management by various “silos” in an organization
lead to a duplication of resources, uncoordinated planning, and less effi-
cient and effective risk management processes (Hoyt & Liebenberg 2011).
Varying frameworks have been proposed to support and standardize the
implementation of systematic SCRM. Sample frameworks include the
Joint Australia/New Zealand AS/NZ 4360-2004, the Turnbull Guidance,
and the ISO 31000 standards for risk management.

SCRM and related frameworks are not without detractors. There is a lack
of empirical research into the effectiveness of SCRM in general (Hoyt &
Liebenberg 2011) and the specific frameworks in particular. Other detrac-
tors note that implementing SCRM requires a substantial commitment
of resources (time, personnel, money) that are not likely to be available
during lean times, and a cultural shift of the entire organization (Ballou &
Heitger 2005) without an appropriate return on such efforts (Samad-Khan
2005). However, with appropriate planning and execution, SCRM frame-
works may be implemented by any organization, from large to small firms
(Ballou & Heitger 2005; Chapman 2003). Other SCRM frameworks have
also been proposed (Hallikas et al. 2004; Kleindorfer & Saad 2005; Manuj
& Mentzer 2008; Tummala & Schoenherr 2011). There are many similari-
ties in these frameworks, though there is no consensus on the scope of
SCRM (Sodhi et al. 2012). In some cases, the concepts are the same, but
the terms used are slightly different (e.g., risk assessment versus risk evalu-
ation) and some frameworks do not explicitly identify key processes (e.g.,
monitoring and review).
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Sodhi, Son, and Tang (2012) identified multiple SCRM research gaps and
recommended ways to close the gaps. One gap they identified is a lack of
consensus regarding the definition and scope of SCRM. They suggested
that there is a great need to reach a consensus on such issues in order to bet-
ter communicate with company executives and practitioners, and to more
quickly advance SCRM research. They also suggest that SCRM is a subset
or extension of ERM (Sodhi et al. 2012). Given their suggestions, the ISO
31000 ERM framework, developed by and for practitioners, was identified
as a potential consensus framework for SCRM that could fill the research
gap. Another gap identified by Sodhi, Son, and Tang (2012), was a lack of
empirical SCRM research, particularly with regard to understanding cur-
rent practices. This empirical research focuses on current practices and is
one important first step toward filling the empirical research gap.

ERM, ISO 31000:2009, and SCRM Frameworks

Enterprise risk management (ERM) is a holistic approach to identify and
manage corporate-wide risks to achieve long-term success (Smithson &
Simkins 2005). Though ERM is an increasingly important topic for practi-
tioners and researchers (Hoyt & Liebenberg 2011), it is not widely adopted
(Moody 2010). ISO 31000 “Risk Management Principles,” released by the
International Organization for Standardization (ISO), presents a set of
principles, frameworks, and processes for achieving ERM (ISO 2009a).
Given the clout and impact of prior ISO standards, ISO 31000 will likely
become a globally adopted format for ERM (Gjerdrum & Salen 2010). ISO
31000 was built upon the foundation established by the AS/NZS 4360
process (AS/NZS 2004), which has been used and tested over time. ISO
31000 intends to support risk management across all functions of an orga-
nization, including supply, finance, and operations, for example. The ISO
Guide 73:2009 (ISO 2009b) provides definitions to support understanding
and implementation of ISO 31000.

ISO 31000 identifies 11 principles for effective ERM: create value; be an
integral part of all processes; be integrated with decision making; explicitly
examine uncertainty; be systematic, structured, and timely; rely on best
available information; be tailored to specific needs; account for human
and cultural factors; be transparent and inclusive; be responsive to change;
and facilitate continual improvement (ISO 2009a). The ISO 31000 frame-
work emphasizes integration of risk management practices throughout
the value chain to support corporate decision making (ISO 2009a).
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FIGURE 5.1

ISO 31000:2009 Clause 5 Process for managing risk.

ISO 39000:2009 Risk Management Process (Clause 5) is the focus of
this research. The process consists of five integrated segments (Figure 5.1).
There is a high level of integration and iteration between the risk manage-
ment processes (Purdy 2010). Communication and Consultation (Clause
5.2) calls for continuous risk information collection and dissemination by
involving all stakeholders. Establishing the Context (Clause 5.3) develops
objectives and sets the foundation (e.g., culture, organization, resources,
responsibilities, etc.) for achieving those objectives.

Risk Assessment (Clause 5.4) presents three interdependent activities:
identifying risks; analyzing risks; and evaluating risks. Risk Identification
(Clause 5.4.2) is a systematic process to understand and categorize risk, and
to identify risk drivers. Risk Analysis (Clause 5.4.3) involves evaluation of
risk impacts and likelihood of occurrence. Risk Evaluation (Clause 5.4.4)
prioritizes risks and identifies which risks may require treatment. Some
risks may be acceptable while others are not. An “acceptable risk” is one
for which the perceived benefits outweigh the costs of a possible treatment.

Risk Treatment (Clause 5.5) selects the appropriate options for treat-
ing or modifying risks. Such options include: acceptance of risk to realize
competitive advantages; avoidance of risk by not engaging in the activity;
reduction or removal of the impact or probability of the risk; or distribu-
tion of risk by sharing or transferring the risk. Monitoring and Review
(Clause 5.6) involves an ongoing analysis of the risks encountered, and an
assessment of risk treatment effectiveness.
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SCRM frameworks have also been proposed (Hallikas et al. 2004;
Kleindorfer & Saad 2005; Manuj & Mentzer 2008; Tummala & Schoenherr
2011). There are many similarities in these frameworks, though there is no
consensus on the scope of SCRM (Sodhi et al. 2012). In some cases, the
concepts are the same, but the terms used are slightly different (e.g., risk
assessment versus risk evaluation) and some frameworks do not explicitly
identify key processes (e.g., monitoring and review). Table 5.1 compares
four SCRM frameworks with the ISO 31000:2009 standard.

TABLE 5.1
Comparison of Proposed SCRM Frameworks to ISO 31000:2009
Hallikas,
Karvonen, Kleindorfer Manuj & Tummala &
Pulkkinen et al. & Saad Mentzer Schoenherr
1SO 31000:2009 2004 2005 2008 2011
5.2 Communication
and Consultation
5.3 Establishing the
Context
5.4.2 Risk Risk Specifying Risk Risk
Identification identification sources of identification identification
risks and Risk
vulnerabilities measurement?
5.4.3 Risk Analysis  Risk assessment ~ Assessment Risk assessment Risk
and evaluation  assessment
5.4.4 Risk Risk evaluation
Evaluation
5.5 Risk Treatment ~ Decision and Mitigation Selection of Risk mitigation
implementation appropriate and
of risk risk contingency
management management plans
actions strategies
Implementation
of supply chain
risk
management
strategies
Mitigation of
supply chain
risks
5.6 Monitoring and ~ Risk monitoring Risk control
Review and
monitoring

@ Covered in ISO 31000:2009 in Section 5.3.5 “Risk Criteria.”
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Though SCRM frameworks and ISO 31000 share overlapping concepts,
the ISO 31000 standard provides a more comprehensive framework. It
requires an “establishment of the context,” a critical step for holistic risk
management and for linking SCRM with ERM. ISO 31000 also empha-
sizes “monitoring and review” to create a closed loop process. ISO 31000
was used in this research to explore SCRM rather than any of the pro-
posed SCRM frameworks because it is more comprehensive and it is
expected to become an internationally adopted approach to risk manage-
ment (Gjerdrum & Salen 2010). Further, Sodhi, Son, and Tang (2012) sug-
gest that SCRM is an integral component of ERM, and that there is a need
to reach a consensus regarding the scope of SCRM in order to advance
research in this field. ISO 31000 provides the framework for integrating
SCRM and ERM, and for driving consensus on the scope of SCRM.

Supply Chain Risks and Practices

Firms face multiple supply risks, whether in combination or isolation, such
as supplier reliability/failure, currency exchange, commodity cost volatil-
ity, banking and government regulations, bankruptcy, material shortages,
logistics failures, demand change, diminishing capacities, return policy,
port security, legal liabilities, insurance coverage, tax issues, natural
disasters, intellectual property, skilled labor, language, strikes, property
laws, infrastructure, contract failure, contamination, fraud, information
theft, and so on (Blackhurst et al. 2005; Kumar & Verruso 2008; Liu &
Cruz 2012; Manuj & Mentzer 2008; Tummala & Schoenherr 2011; Zsidisin
& Hartley 2012). Each risk might require a specific SCRM technique
(Zsidisin & Wagner 2010).

There are a variety of definitions for SCRM. In general, SCRM may be
defined as managing supply risks through collaboration or coordination
with supply partners to achieve sustainable profitability and continuity
(Tang 2006). SCRM treatment options include evaluation and trust build-
ing (Laeequddin, Sardana, Sahay, Abdul Waheed, & Sahay 2009), use of
dual sources (Khan & Burnes 2007), environmental scanning (Zsidisin
et al. 2004), combined capacity reservation contracts and spot markets
(Inderfurth & Kelle 2011), supply chain modeling and information systems
integration (Giannakis & Louis 2001), qualification and use of capable sup-
pliers (Manuj & Mentzer 2008), supplier quality management initiatives
(Holschbach & Hofmann 2011), buffer inventory (Tang 2006), contin-
gency plans (Kleindorfer & Saad 2005), credit analysis (Kern et al. 2012),
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strategic sourcing and flexibility (Chiang et al. 2012), forward buying or
hedging (Zsidisin & Hartley 2012), and supplier development (Matook,
Lasch, & Tamaschke 2009). Despite the plethora of risks and risk manage-
ment approaches, few firms have a structured SCRM approach (Martin
et al. 2011).

I
RESEARCH METHOD

The focus of this research is exploratory in nature (rather than
confirmatory). Field-based data and survey collection methods were used
to ensure that the important variables were identified. It also helped us
develop an understanding of why these variables might be important
(Eisenhardt 1989; Voss et al. 2002). This research examined how current
SCRM research frameworks and actual business practices align with the
ERM standard ISO 31000:2009, and identified past, current, and future
SCRM experiences of firms. A purposeful sample was used in this explor-
atory research (Eisenhardt 1989; Miles & Huberman 1994). Key criterion
included that the company would agree to identify an informed respon-
dent, reply in a timely manner to a scaled and open-ended survey, and
be willing to participate in follow-up questions as needed. All targeted
respondents support supply chain management higher education, and
are involved with professional supply associations such as the Institute
of Supply Management, Association of Operations Management, and
Council of Supply Chain Management Professionals. The method fol-
lowed was similar to the grounded theory development methodology sug-
gested by Glaser and Strauss (1967). In instances where a well-developed
set of theories regarding a particular branch of knowledge does not exist,
Eisenhardt (1989) and McCutcheon and Meredith (1993) suggest that the-
ory building can best be done through limited sample sizes.

Several industries were chosen for this study to achieve some level of
generalizability. The first survey was sent to 67 contacts in 2009, yield-
ing 46 responses (68% response rate). The second survey was distributed
two years later in 2011 to 58 contacts, yielding 38 usable responses (66%
response rate). Both surveys were nearly identical with regard to format,
and all items discussed in this chapter were identical in terms of content.
For each survey, the non-respondents suggested that they either: (1) did
not have time to fill out the survey within the window of time provided;
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or (2) company policy prevented them from fully participating. Early to
late respondent survey comparisons were made to analyze potential non-
response bias (Armstrong & Overton 1977). The mean values for seven
randomly selected questions were compared between the first 25% of
responses and the last 25% of responses. No statistically significant dif-
ferences were found between responses. The majority of non-respondents
indicated that either company policy prevented them from participation
in this particular survey or that resources were constrained when the sur-
vey was distributed.

Similar to much of the research in operations strategy, ideally a single
industry would have been chosen. Focusing on a single industry controls
for variance due to industry-specific conditions. Industries may also dif-
fer in the consensus understanding of the meaning of terms. Controlling
for industry effects can compensate for variability between industries, in
terms of work force management, general market conditions, degree of
unionization, and so on. Controlling for these industry-specific differences
through the focus on one industry also means that firm-specific variance
is highlighted in subsequent analyses. Restricting the sample permits the
control of several variables that often differ between industries, including
the scope and complexity of risk management concerns. At the same time,
one would have to identify a specific industry where the types of SCRM
issues and range of programs used offer sufficient variability for study.
This variability within that sample would then provide a basis for exter-
nal generalizability. However, no single industry was selected because
there has not been one that has been a leader in implementing progressive
SCRM strategies. Furthermore, no single industry has already been the
focus of many empirical studies that address SCRM. Given these circum-
stances and the infancy stages of this topic area, aggregation of survey
results among widely varying industries was justified and the route taken.

"
DATA ANALYSIS

Four profile characteristics of respondents to each survey were compared
using t-tests assuming unequal variances (Table 5.2 through Table 5.5).
There were no statistically significant differences in any of the characteris-
tics, suggesting that comparison of other survey data was valid. Table 5.6
lists respondent job titles to each survey.
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TABLE 5.2

Industry Profile

Industry Surveyl Survey2
Aerospace/Defense 2 4
Agriculture 1 1
Automotive 14 10
Chemicals 0 1
Consumer Products 2 3
Electronics 1 1
Food 1 1
Fuel, Utilities, and Power 0 1
Health Care 1 2
House Building and Construction 0 2
Manufacturing 16 11
Transportation 1 0
Other 7 1
Total 46 38

Note: t-test (p =0.13).

TABLE 5.3
Sales Profile

Annual Sales ($) Surveyl Survey2

10M-49M 3 1
50M-99M 2 3
100M-499M 6 2
500M-999M 3 4
1B-9B 15 7
10B-49B 12 15
50B-99B 3 3
Over 100B 2 3
Total 46 38

Note: t-test (p = 0.25).

SCRM Process

Survey data were grouped according to ISO 31000 Clause 5 process seg-
ments. The data tables are sorted by the highest mean score or the highest
ranking based on survey 2 data. “Agree/disagree” questions were scaled
Extent of use” ques-
tions were scaled from “1 = not used” to “7 = extensively used.”

» <«

from “1 = strongly disagree” to “7 = strongly agree.
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TABLE 5.4
Employment Profile

Employees  Surveyl Survey2

Under 50 1 0
50-99 1 1
100-499 4 3
500-999 2 2
1,000-4,999 10 6
5,000-9,999 4 3
Over 10,000 24 23
Total 46 38
Note: t-test (p = 0.48).
TABLE 5.5
Ownership
Ownership Survey 1l  Survey2
Privately owned 13 11
Publicly owned 30 25
Publicly/privately owned 3 2
Total 46 38
Note: t-test (p = 0.87).
TABLE 5.6
Respondent Titles
Title Survey1l  Survey2
Supply Chain Leader/Manager/Coordinator/Buyer 66% 54%
Production/Operations/Materials Manager 22% 29%
Analyst 6% 17%
Account/Sales Director 6% 0%

Communication and Consultation (Clause 5.2): There were no statis-
tically significant differences in the communication and consultation
practices (Table 5.7). Information gathering and establishing communica-
tions with suppliers remained paramount approaches. Concerns existed
whether supply risk information is accurate and readily available, however.
There may be a somewhat increased use of data warehousing and demand
signal repositories, though neither change was statistically significant.
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TABLE 5.7
SCRM and Clause 5.2 Communication and Consultation
Survey 1 Survey 2 t-test
Item Mean SD Mean SD P
Establishing good communications with 5.65 1.04 5.8l 1.05  0.49
suppliers
Information gathering 5.67 1.21 5.51 1.54 061

Forecasting techniques (e.g., to pre-build and 4.61 1.57 479 156  0.60
carry additional inventory of critical items)

Our company uses real-time inventory 4.76 1.52 4.61 1.66  0.68
information and analytics in managing the
supply chain

Data warehousing 4.09 1.76 4.59 1.54 0.16

Visibility (detailed knowledge of what goeson ~ 4.26  1.29 424 146  0.95
in other parts of the supply chain, e.g.,
finished goods inventory, material inventory,
WIP, pipeline inventory, actual demands and
forecasts, production plans, capacity, yields,
and order status)
Demand signal repositories 342 185 395 1.68 0.18
Supply chain risk information is accurate and 3.87 1.57 3.81 1.68  0.87
readily available to key decision makers
Network design analysis programs 3.25 1.94 341 1.40  0.68

Establishing the Context (Clause 5.3): Contextual factors were grouped
according to need, approach, budget, and organization (Table 5.8), consis-
tent with general guidelines proposed by ISO 31000. There was a statisti-
cally significant increase in the recognition that much can go wrong in a
supply chain without systematic risk analysis. SCRM is recognized as a
strategic issue, but the lack of a single set of tools or technologies makes
implementation a challenge. The supply chain organization seems to lack
key risk management skills and has a limited understanding of corporate
risk management strategy.

SCRM budgets are shown in Table 5.9. The response rate was not 100%
for this question due to competitive concerns. There was no significant dif-
ference in spending plans between the two data sets. Table 5.10 indicates
that most firms will keep SCRM spending at current levels or increase
spending in the future. Table 5.11 suggests that purchasing/supply gener-
ally takes ownership of SCRM investments, though Table 5.12 suggests
the SCRM budget generally does not come from a specific SCRM budget.
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TABLE 5.8
SCRM and Clause 5.3 Establishing the Context

Survey 1 Survey 2 t-test

Item Mean SD Mean SD p

Need

Without a systematic analysis technique to 554 1.03 619 097 0.00
assess risk, much can go wrong in a supply
chain.

Managing supply chain risk is an increasingly 565 130 592 119 033
important initiative for our operations.

It is critical for us to have an easily understood 530  1.23 527 152 091
method to identify and manage supply chain
risk.

My workplace plans on evaluating or 498 158 508 191 0.79
implementing supply chain risk tools and
technologies.

We are very concerned about our supply chain 478  1.59  4.81 1.65  0.94
resiliency and the failure implications.

Approach
There is no single set of tools or technologieson 524  1.49 550  1.34 041
the market for managing supply chain risks.

We are currently using some form of supply 446 193  5.03 1.83 017
chain risk management tools and services.

Managing supply chain risks is driven by 439 136 419 167 057
reactions to failures rather than being
proactively driven.

Proactive risk mitigation efforts applied to the 4.33 149 419 176 071
supply chain is common practice for us.

Supply chain risk initiatives are driven from 367 156 370 175 0.94
the bottom up rather than top down.

Budget

We do plan on investing nontrivial amountsin ~ 4.30  1.86  4.17 146 0.71
managing supply chain risks.

We have a dedicated budget for activities 3.65 196 389 227 061
associated with managing supply chain risks.

Funding for managing supply chain risks will 3.91 194 381 203 081
come from a general operations budget.

Our spending intentions for managing supply 3.37 1.58 3.08 154 041
chain risks are very high.

Continued
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TABLE 5.8 (Continued)
SCRM and Clause 5.3 Establishing the Context

Survey 1 Survey 2 t-test
Item Mean SD Mean SD P
Organization
Supply chain employees understand 3.70 126 3.73 1.61 092
government legislation and geopolitical issues.
I fully understand the activities being 400 186 370 154 043

performed by our risk management group.

My workplace uses supply chain risk managers ~ 2.53 1.74 264 181 0.79
who work closely with corporate risk
management.

We are planning to outsource all or some of 225 128 214 122 0.69
our risk management functions.

TABLE 5.9

SCRM Budget

Spend ($) Surveyl Survey?2
Less than 500,000 21 16
500,000-1,000,000

1,000,000-5,000,000 3 3
More than 5,000,000 3

Total 28 24

Note: t-test (p = 0.50).

TABLE 5.10
Projected Change in SCRM Budget

Change Survey 1l  Survey 2

Increase 20 14
Decrease 6 3
No change 17 21
Total 43 38

Note: t-test (p = 0.23).

Risk Assessment (Clause 5.4): There were no statistically significant
differences in the risk assessment practices (Table 5.13). Most firms will
keep SCRM spending at current levels or increase spending in the future.
Table 5.11 suggests that specific risk factors such as supplier reliability,
relocating facilities overseas, and filling spikes in demand are carefully
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TABLE 5.11

Ownership of SCRM Investments

Department Surveyl Survey 2
Risk Management 0 1
Supply Chain/Purchasing 40 33
Legal 0 0
Logistics 1 0
Manufacturing/Operations 2 1
1T 0 1
Accounting/Finance 1 1
Quality 0 0
Other 0 0
Total 44 37

Note: t-test (p = 0.99).

TABLE 5.12

SCRM Funding Source

Source Survey 1l  Survey 2
General operations budget 12 9
General IT budget 1 2
Specific departmental budget 20 14
General finance budget 5 2
Specific budget to address supply chain issues 8 11
Total 46 38

Note: t-test (p = 0.55).

assessed. A relatively small percentage of firms anticipate that they will
exploit risk to an advantage by taking calculated supply chain risks.

Respondents identified the top five risks that they face (Table 5.14).
The most persistent risks seem to be supplier failure/reliability, supplier
bankruptcy, commodity cost volatility, natural disasters, logistic fail-
ures, and geopolitical events. Respondents were also asked which risks
would decrease, remain the same, or increase during the next two years
(Table 5.15). Some of the highest rated risk factors such as currency
exchange rates and government regulations require that SCRM be inte-
grated with ERM in order to most effectively treat the risk.

Risk Treatment (Clause 5.5): There were no statistically significant
differences in the risk treatment practices (Table 5.16). When risk is
accepted, inventory management and buffering is a widely used option.



106 « Managing Supply Chain Risk

TABLE 5.13
SCRM and Clause 5.4 Risk Assessment

Survey 1 Survey 2 t-test
Risk Assessment Practices and Issues Mean SD Mean SD P

Supplier reliability and continuous supply is the 535 134 568 143 0.29
top risk factor for our supply chain.

Risks of moving manufacturing facilities 565 115 530 1.63 0.27
overseas are carefully evaluated.

Risks of not being able to fulfill a spike in 522 125 511 149 0.72
consumer demand are carefully evaluated.

Key metrics are in place to measure the risk 465 1.68 468 1.60 095

associated with key suppliers.

We apply high levels of analytical rigor to assess 437 153 438 178 098
our supply chain practices.

A key part of our supply chain management is 420 1.67 419 1.60 1.00
documenting the likelihood and impact of risks.

Taxes such as excise and VAT impact our supply 386 1.69 4.05 173 0.62
chain decisions.

We can actually exploit risk to an advantage by 402 1.63 397 1.64 0.89
taking calculated risks in the supply chain.

Risk reduction emphasized using approved suppliers, while risk sharing
emphasized supplier partnering and development.

Monitoring and Review (Clause 5.6): There was a statistically significant
increase in the monitoring and review practice of using credit and finan-
cial data analysis (Table 5.17). Firms extensively monitor supply chain and
SCRM performance using a variety of techniques such as measurement
systems, supplier visits, and supplier process monitoring. Relatively few
firms benchmark SCRM processes to those of competitors. Firms appear
to be somewhat satisfied with supply chain performance (Table 5.18).
There was a statistically significant decrease in satisfaction with damage-
free and defect-free delivery, and a statistically significant increase in sat-
isfaction with reduced material price volatility.

DISCUSSION

The following research limitations should be kept in mind as the data are
interpreted and discussed. The sample size was by a relatively small design
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TABLE 5.14
Current Supply Chain Risks
Frequency

Risk Factor Survey1l  Survey 2
Supplier failure/reliability 41 33
Bankruptcy, ruin, or default of suppliers, shippers, etc. 22 19
Commodity cost volatility 18 15
Natural disasters or accidents (tsunamis, hurricanes, fires, etc.) 15 14
Logistics failure 20 12
Geopolitical events (terrorism, war, etc.) 6 10
Contract failure 4 8
Strikes—labor, buyers, and suppliers 15 8
Customer-related (demand change, system failure, payment delay) 8 8
Energy/raw material shortages and power outages 8
Information delays, scarcity, sharing, and infrastructure 5 6

breakdown
Government regulations (SOX, SEC, Clean Air Act, OSHA, EU) 9 5
Intellectual property infringement 7 5
Lack of trust with partners 7 5
Diminishing capacities (financial, production, structural, etc.) 10 5
Contamination exposure—food, germs, infections 3 5
Legal liabilities and issues 5 4
Return policy and product recall requirements 2 4
Attracting and retaining skilled labor 8 4
Currency exchange, interest, and /or inflation rate fluctuations 7 4

to ensure a relatively high response rate and to secure participation in
follow-up interviews. Future research should consider a larger sample. The
research findings are based on perceptual data, and while common to sur-
vey work, future research should include objective measures (e.g., actual
risk reduction outcomes, actual budget, etc.). Responses came mostly from
manufacturing firms and future research should include a greater number
of service firms to increase generalizability.

Also, the decision to obtain ISO 31000 registration is not always straight-
forward for managers since many issues still surround the ERM standard.
Although ISO 31000 addresses several criticisms of previous ERM frame-
works (Hallikas et al. 2004; Kleindorfer & Saad 2005; Manuj & Mentzer
2008; Tummala & Schoenherr 2011), it is still met with uncertainty and
this uncertainty could have impacted the survey findings. Most of this
uncertainty is related to perceived weaknesses with regard to its ability to
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TABLE 5.15
Projected Change in Supply Chain Risks
Survey 1 Survey 2

Risk Category Less Same More Less Same More

Currency exchange, interest, and /or 0 7 36 1 3 34
inflation rate fluctuations

Commodity cost volatility 2 9 33 4 28

Banking regulations and tighter 1 16 28 2 27
financing conditions

Government regulations (SOX, SEC, 0 28 16 0 14 24
Clean Air Act, OSHA, EU)

Supplier failure/reliability 13 7 24 7 14 17

Geopolitical events (terrorism, war, 0 29 15 0 22 16
etc.)

Energy/raw material shortages and 3 26 15 1 21 16
power outages

Customs acts/trade restrictions and 2 27 16 3 19 16
protectionism

Logistics failure 8 27 9 5 17 16

Bankruptcy, ruin, or default of 2 13 29 6 16 16
suppliers, shippers, etc.

Customer-related (demand change, 3 22 19 2 21 15
system failure, payment delay)

Diminishing capacities (financial, 5 22 17 5 18 15
production, structural, etc.)

Return policy and product recall 5 29 9 1 23 14
requirements

Port/cargo security (information, 3 29 13 1 24 13
freight, vandalism, sabotage, etc.)

Legal liabilities and issues 2 26 17 1 24 13

Insurance coverage 1 29 14 0 26 12

Tax issues (VAT, transfer pricing, 3 32 9 0 27 11
excise, etc.)

Natural disasters or accidents 2 34 12 1 26 11
(tsunamis, hurricanes, fires, etc.)

Intellectual property infringement 3 23 18 1 28

Attracting and retaining skilled 12 15 16 7 22
labor

Language and educational barriers 8 21 15 11 18

Strikes—labor, buyers, and suppliers 4 26 14 4 26

Property development—local codes 4 35 6 1 30

and requirements

Continued
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TABLE 5.15 (Continued)
Projected Change in Supply Chain Risks

Survey 1 Survey 2
Risk Category Less Same More Less Same More
Unfamiliar business and property 6 36 3 2 29 7
laws
Weaknesses in the local 9 27 8 5 26 7
infrastructures
Contract failure 5 32 7 6 25 7
Contamination exposure—food, 5 37 2 3 29
germs, infections
Ethical issues (working practices, 8 30 7 5 27 [
health, safety, etc.)
Obtaining proper bonds and 6 35 3 3 30 5
licenses
Degree of control over operations 8 30 6 10 23 5
Measuring tools—metrics translate 10 27 7 8 26 4
differently
Lack of trust with partners 13 24 7 10 24 4
Internal and external theft 4 36 5 3 32 3
Fraud or scandal 3 34 7 3 32 3
Information delays, scarcity, sharing, 18 18 8 15 20 3

and infrastructure breakdown

deliver real benefits and a continued over-emphasis on bureaucratic pro-
cesses and documentation. Other criticisms generally concern inappro-
priate misapplication or extension of its use in companies, and the effect
this can have on organizational resources and culture. While the criti-
cism focuses on the standard, the problems typically arise from a failure
of organizations to understand the underlying philosophy of the standard
and the idea that this is a process-driven systematic approach to ERM.

Longitudinal Data Analysis and SCRM Trends

The primary reason for using longitudinal data was to determine if over
time the ISO 31000 framework provided a foundation for both research-
ers and managers to discuss, examine, and/or implement SCRM strate-
gies and practices. There is a reasonable alignment between proposed
SCRM frameworks, actual SCRM practices, and ISO 31000:2009. So, if
it is true that adopting a consensus framework for SCRM research will
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TABLE 5.16
SCRM and Clause 5.5 Risk Treatment

Survey 1 Survey 2 t-test
Treatments Mean SD Mean SD P

Acceptance
Inventory management (buffers, safety stock 496 1.69 542 108  0.13
levels, optimal order, and production

quantity)
Contingency planning (jointly with suppliers)  4.22 1.25 463 1.50  0.18
We have placed an increased focus on 4.80 1.34 456 146 043
inventory management to deal with supply
risks
Our suppliers are required to have secure 4.62 1.71 454 1.86  0.84

sourcing, business continuity, and
contingency plans

We are prepared to minimize the effects of 3.70 1.31 3.86 1.87  0.64
disruptions (terrorism, weather, theft, etc.)

Reduction

Using an approved list of suppliers 5.78 1.18  6.11 .11 020

Multiple sourcing (rather than sole sourcing) 404 136 447 172 022

Postponement (delaying the actual 3.70 135 397 130 0.34
commitment of resources to maintain
flexibility)

Sharing

Partnership formation and long-term 5.11 1.08 524 .15 0.60
agreements

Supplier development initiatives 4.83 1.37 518 1.41 0.24

Speculation (forward placement of inventory, 4.07 1.69  4.08 1.38 097
forward buying of raw materials, etc.)

Hedging strategies (to protect against 3.61 1.63 392 162 038
commodity price swings)

We are hedging our raw material exposure to 3.78 149  3.65 1.69  0.72
reduce input cost volatility

Joint technology development initiatives 3.59 147 347 189  0.76

enable better communication between researchers and practitioners, and
that such a common framework would enable more efficient and effective
research to close research gaps (Sodhi et al. 2012), then ISO 31000:2009
provides a reasonable foundation.

A secondary reason for employing longitudinal data was to identify
trends in supply risks, strategies, and practices. There were only four statis-
tically significant changes identified. There was an increase in agreement
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TABLE 5.17
SCRM and Clause 5.6: Monitoring and Review
Survey 1 Survey 2 t-test
Process Mean SD Mean SD P
Supplier performance measurement systems 5.35 1.61 5.71 1.64 0.31
Credit and financial data analysis 454 160 537 134 0.01
Visiting supplier operations 5.04 1.32 5.34 1.24  0.29
Business process management 4.65 1.37 5.11 1.27  0.12
Consistent monitoring and auditing of a 459 172 503 1.68  0.24
supplier’s processes
Spend management and analysis 485 153 503 .70 0.62
Contract management (e.g., leverage tools to 448 164 500 152 0.14
monitor performance against commitments)
Benchmarking (internal, external, industry- 4.59 1.54 4.68 1.51 0.77
wide, etc.)
We have placed an emphasis on incident 450 143 449 176 097
reporting to decrease the effects of
disruptions
Inventory optimization tools 4.78 1.66 4.49 1.68 043
Training programs 3.54 1.59 3.79 1.66  0.49
We use network design and optimization tools ~ 3.66  1.85 3.67 164 0.98
to cope with uncertainty in the supply chain
We actively benchmark our supply chain risk 357  1.68 339 202 0.67
processes against competitors
TABLE 5.18
Performance Satisfaction
Survey 1 Survey 2 t-test
Outcome Mean SD Mean SD p
Logistics and delivery reliability 496 101 532 1.25  0.15
Meeting customer service levels 5.07 120 519 1.17  0.64
Supplier reliability and continuous supply 485 099 503 112 045
Damage-free and defect-free delivery 541 0.83 500 094 0.04
Order completeness and correctness 496 111 486 129 073
After sales service performance 457 129 486 1.09 027
Inventory management 4.52 122 484 .32 027
Reduced disruptions in the supply chain 4.59 1.15 454 107 0.85
Reduced material price volatility 380 151 432  1.06 0.07
Lower commodity prices 3.98 127  4.05 .20 0.78
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that without a systematic analysis technique to assess risk, much can go
wrong in a supply chain. As will be discussed subsequently, it does not
appear that this awareness has translated into SCRM being raised to a
strategic corporate level through linkages with ERM, or into an increased
allocation of resources for SCRM. ISO 31000 may provide a foundation for
practitioners to remedy those situations.

There was a statistically significant increase in the use of credit and
financial data analysis, likely driven by the high level of supplier failures
and bankruptcies over the last decade. Firms reported statistically signifi-
cant better performance in terms of reducing material price volatility. It
is not possible to identify specific drivers of this improved performance
without controlling for many broad economic factors. Hedging strategies
were not widely used, so this is unlikely a driver. Perhaps the relatively
high use of supplier partnering, approved supplier lists, and increased use
of supplier financial health assessment helped create some price stabil-
ity. There was a decrease in satisfaction with damage-free and defect-free
delivery performance. Again, the direct causes of this outcome are not
readily identifiable. The examination of direct cause and effect relation-
ships was beyond the scope of this research. It was also clear that some
of the survey responses were linked to the economic recession conditions
of 2008. For example, a major risk and source of supply chain disruption
was supplier bankruptcy, for which most buying organizations were not
proactively evaluating. Future research should explore such relationships
over a period of time that goes beyond the two years covered in this study
to see how companies have managed this and other risk issues since.

CRM Practices Relative to ISO 31000 Clauses

Communication and Consultation (Clause 5.2): The importance of reliable
and timely information communicated throughout the value chain was
evident. One manager highlighted this importance:

We have a very intricate web of parts supply. It can be very difficult to get
accurate information about our suppliers and even our own company
overseas. Many times it is difficult to know where to obtain information
accurately and reliably. So, even if we have a perfect system or structure in
place to manage risk, it depends on the input of reliable data that accurately
identifies the risk. The old “garbage in/garbage out” theory applies.
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Not only was the ability to find reliable information a challenge for some
firms, the ability to share information quickly was also a challenge. One
manager noted that the major failure mode was “Information speed that is
too reactive versus proactive.” Some firms indicated that such challenges
can be overcome by matching information research efforts with project
needs: “In many cases getting good information can be as simple and
cheap as subscribing to a few periodicals, or as complex and expensive as
hiring outside consultants. It really depends on the business that you're in
and the needs of the company.”

Establishing the Context (Clause 5.3): Proposed SCRM frameworks as
well as SCRM strategies and practices used by respondents align well
with the ISO 31000 process. However, it does not appear that the firms are
proactively using ISO 31000 or any other such integrative framework for
SCRM. Even at firms with seemingly advanced SCRM practices, the link-
age to ERM seems a bit weak. One manager stated,

Supply risk management is handled at the plant location level and not from
the corporate level. This is created by a “we have always done it this way”
mentality. It has always worked in the past because changes to production
plans have never fluctuated like this before, both up and down. This chal-
lenge is preventing us from accurately assessing which suppliers are at risk
and why, and assessing this early enough to do something about it.

ISO 31000 states that upper managers need to take the lead in ERM
and SCRM to establish the appropriate culture, organization, budget,
resources, and processes for managing risks. A few respondents suggested
that their firms have recently taken steps in this direction, as exemplified
by one manager’s comment:

Resources have been allocated to SCRM as we have increased the amount
of Full Time Headcount dedicated to supply chain activities across the
company. We have also received IT prioritization for projects that will help
us understand exposure related to certain supply relationships and allow us
to take action on those. As we continue to broaden our business and create
revenue streams generated from 100% supplied product, we have a more
direct association of revenue risk with the supply chain.

Such strategic linkage of SCRM to ERM was not universal. When sup-
port from upper management was lacking, most respondents suggested
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that it was up to the supply group to make a solid business case for SCRM,
as summarized by one manager:

As supply managers, we need to have an effective way to tie a supplied
product or component back to actual revenue generated from that product
or component. Many companies including ours need to make the process
easier and more visible to upper management once the data is retrieved.
The financial impact—favorable or unfavorable—as well as the financial
risk and exposure should be captured by the supply managers and com-
municated up through upper management.

The lack of SCRM linkage to ERM is further evidenced in the
Organization section of Table 5.8. Few supply personnel understand gov-
ernment legislation, geopolitical issues, or the activities being performed
by the firm’s risk management group. Perhaps supply chain curriculum
needs to put a greater emphasis on such issues, or companies need to hire
supply personnel with more varied experiences and backgrounds.

Despite the “non-trivial” amounts being spent on SCRM and most firms
increasing the budget for SCRM, the overall perspective was that budgets
were not sufficiently “high.” Supply managers suggested that their ability
to mitigate supply chain risks was often limited by a lack of money, time,
or people. The current business environment and focus on lean operations
suggested that securing more resources for SCRM is now even more chal-
lenging. One manager stated: “In the current state of the economy with
pressure for reduced cost and leaner manufacturing, it’s harder to have the
resources—people and funding—to be fully prepared for these risks, which
greater puts a company in the face of danger.” As stated earlier, it is up to the
supply manager to make a business case for SCRM. Perhaps it is the failure
to make a business case that explains why the budget for SCRM is most
often established in departments other than supply chain management.

Relatively few firms indicated that their company takes a proactive risk
management approach. The firms that had this perspective recognized that
communications and involvement with upper management was the key:

Our top management has a reoccurring meeting where various plants get
together and discuss suppliers that are putting our business at risk. Sources
of risk can be financial—bankruptcy, paying sub suppliers, resources and
capacity risk, or price risk. Meeting on these issues frequently allows
top management to be aware of the issues and adjust business outlooks
if needed.
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Risk Assessment (Clause 5.4): Most firms identify a wide range of risks
and then prioritize those risks in terms of potential impact and /or likeli-
hood of occurrence. One manager cautioned that focusing on high priority
risks makes good sense, but perhaps it is the interaction of multiple mod-
erate risks that in combination result in the most significant risk. Future
research might examine the use of “design of experiments” to assess risk.

The most frequently cited and persistent risk factor was supplier failure/
reliability. Some firms recognized that part of the problem is their own
doing. One manager commented that: “The automotive industry and their
negotiating techniques have ruined and shut down suppliers. The cost pres-
sures are immense in today’s economy, forcing customers to squeeze their
suppliers.” Future research may explore the impact that internal company
processes (e.g., lean initiatives, cost reduction or target costing programs,
product variety and proliferation) have on creating supply risks.

Quite a few of the most frequently cited and increasing risk factors are
beyond the control of supply managers (e.g., natural disasters, geopoliti-
cal events, increasing government regulations, currency fluctuations, etc.).
Companies tended to treat such risks using dual sourcing or buffer inven-
tories. Somewhat surprising was that fewer firms used hedging strategies
or speculation techniques. Perhaps this was due to the lack of supply per-
sonnel understanding such issues as previously discussed.

Risk Treatment (Clause 5.5): Partnerships were extensively used to share
risks, though few firms used joint technology development to share risk.
This is somewhat surprising because it is generally agreed that risk man-
agement is most efficient and effective when done early in a product life-
cycle. Given an increasing focus on “open innovation” in the last decade,
perhaps more firms will partner not only for innovation but for risk reduc-
tion as well during new product development. One manager commented
that this would be a challenge because SCRM analysis takes time and any-
thing that might hold up new product development time is unlikely to
be implemented.

Companies rely extensively on qualification of approved suppliers to
reduce risks. One manager commented that such lists are important, but
the assessments are generally based on past performance and may not be
indicative of future performance. Forward-looking risk assessment mea-
sures tended to be limited and very subjective. One respondent indicated
that forward-looking measures such as supplier scalability (e.g., supplier
ability to develop global reach) and supplier supply chain management
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skills (i.e., supplier’s ability to manage its own supply chain) needed to be
included in supplier qualification systems to prevent future risks.

Monitoring and Review (Clause 5.6): Without ongoing monitoring and
control, supplier performance may degrade after qualification and then
risks will surface over time. Companies monitor and control SCRM and
supply chain performance using traditional performance measures such
as cost, quality, delivery, and so on. Though SCRM impacts such perfor-
mance outcomes, most firms would like to develop risk specific measures
to help them make the business case for more investments in SCRM. One
manager commented: “I think we could have more clear-cut metrics that
are directly related to supply chain risk, rather than some of the indirect
ones that we have now. But to create new metrics always requires fund-
ing, which at this time is not being used for more metric development.” In
the meantime, firms will continue to monitor performance by conducting
traditional supplier visits and using supplier scorecards. Without knowing
in advance how to measure SCRM strategy performance, one option is to
adopt a learning organization perspective as suggested by one manager:
“I'm not sure we have an official way of reviewing if a risk strategy was as
effective as others. If we avoided a risk, we consider that a success. If we
still got exposed to a risk despite our strategy, we’ll review lessons learned
and then adjust the strategy to incorporate that.”

Supply managers are rarely compensated specifically for SCRM efforts,
in part due to the difficulty of proving that without risk treatment the result
would have been worse. Compensation for “risk management” is generally
based on traditional supply chain performance measures and one manager
stated: “Risk performance evaluation is tracked through the review process,
and performance ratings are given based on performance to key objectives.
Employees also receive a bonus based on actual business performance—we
reduce risk, business performance is strong.” In most cases, however, there
was no specific bonus or compensation for risk management:

Typically, the people working on risk management are the same people
working with the suppliers on a daily basis, so no further compensation
is given. At a global supply chain management level, risk management is a
larger part of their day-to-day responsibilities but more from a coordination
of efforts level than a working level, and still no additional compensation.

Respondents seemed relatively satisfied with supply chain performance
along multiple dimensions, though all respondents recognized the need
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for continuous improvement. Some progress was made in controlling
price volatility as previously discussed. Again, whether or not these per-
formance outcomes can be directly tied to SCRM is unclear.

Implications for Managers

The findings suggest that firms are very concerned about supply chain risks
and that they spend significant effort managing those risks. However, it
does not seem that firms take a long-term approach to SCRM by integrat-
ing such efforts with ERM, and that making a business case for SCRM will
remain a challenge. One manager stated:

We don’t have a dedicated set of resources for risk management. We take
the approach that it’s everyone’s responsibility. Good in theory, but dur-
ing very busy parts of the year, other commitments may take the focus off
risk management thus leaving us open to issues. The challenge in creat-
ing a dedicated group to manage this is always money. Is it worth it? To
overcome this, you'd need to look at the cost of the resources, people, and
technology and balance that against the costs that are avoided by having
the group in place. This calculation would likely involve a lot of soft costs
and could be difficult to get agreement on, thus making it a tougher sell.

This perspective was shared by many respondents to our survey. Given
that SCRM efforts map well to the ISO 31000 standard, perhaps supply
managers will be able to strengthen the business case for SCRM and cre-
ate a linkage of SCRM to ERM by deploying the “missing link,” the ISO
31000 standard.

Implications for Researchers

A few future research topics were already presented in the Discussion sec-
tion. For example, research that includes service purchases and/or service
firms is warranted. The exploration of direct cause and effect relationships
is also of interest. (For example, what is the best response to a parts short-
age caused by a hurricane versus a parts shortage driven by limited sup-
ply capacity?) A suggestion was also made that examining the impact and
treatment of the interaction of risks might advance our understanding of
SCRM. Further, research regarding the impact of buying firm strategy
and process (e.g., lean initiatives, cost reduction, product proliferation)
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on driving supply risks was suggested. The following topics expand on
such issues.

Topic I: Can our understanding of SCRM be supported and accelerated
by the adoption of the ISO 31000 framework? The literature review sug-
gests that ISO 31000 is more comprehensive than current SCRM frame-
works, that SCRM is considered a subset of ERM (Sodhi et al. 2012), and
that ISO 31000 may become an internationally implemented ERM standard
(Gjerdrum & Salen 2010). Perhaps SCRM researchers should adopt the ISO
31000 framework so that there can be an agreement on definitions, terms,
scales, and so on, will be reached to support in-depth SCRM research.

Topic 2: Does ERM/SCRM provide appropriate return on investment?
Firms with well-established SCRM strategies and structures respond more
effectively, at least in the short term, to major supply disruptions than do
firms without such structures. However, such significant disruptions tend
to be rare. It has been suggested that different structures and approaches
to SCRM provide different results. For example, one effort found that
SCRM implementation impacts supply performance, but reactive SCRM
provided better disruption resilience and reduction of the bullwhip effect,
while preventive SCRM provided better values concerning flexibility and
safety stock (Thun & Hoening 2011). Ultimately, does having an estab-
lished department, system, and resources dedicated to SCRM pay for itself
in the long term, and if so, what is the appropriate structure?

Topic 3: Related to topic 2, what is the most effective organizational
structure for effective SCRM? Initiatives such as Six Sigma have called for
different levels of specialization (e.g., black and green belts), yet still main-
tain that quality is the responsibility of each person. Even lean initiatives
call for a somewhat hierarchical structure of expertise (e.g., group leader,
team leader), yet maintain that waste reduction and flow are everyone’s
responsibility. Should a separate SCRM department be created or should
it be part of the ERM organization? Should a hierarchical structure of risk
experts be developed, or should SCRM be part of each supply person’s
everyday responsibilities? Or, perhaps the most effective SCRM approach
would be to outsource it. The increased use of 3PL/4PL, supply chain con-
sultants, information brokers and analysts such as D&B, government or
industry regulations (e.g., GAAP, SOX, etc.), and international standards
(e.g.,1SO 9000, ISO 14000) already provide support for SCRM outsourcing.

Topic 4: To what extent should SCRM be integrated into new product
development efforts? Collaboration with suppliers for new product devel-
opment has increased in the past decade. A primary objective of such
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efforts is to innovate, but part of all such processes is to address technol-
ogy risks early. How can firms most effectively “design for supply risk”
without delaying new product development efforts? Perhaps the “rapid
plant assessment” process (Goodson 2002) provides a good starting point
for a “rapid risk assessment” process.

Topic 5: What is the role for IT, and how can companies more efficiently
integrate new IT to support SCRM? This research suggests that firms use
IT for SCRM by gathering and disseminating data, communicating with
suppliers, measuring performance, and managing inventory. However,
few firms used IT for SCRM by creating data warehouses, integrating sup-
pliers into new product development, analyzing network designs analysis,
or optimizing inventory. Advancements in I'T applications, including, for
example, cloud computing, tablets, and mobile devices, enable firms to
gather and distribute real-time data. Research that identifies proper strate-
gies for the use and effective adoption of such tools is warranted.
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A Longitudinal Study of Supply Chain
Risk Management Relative to COSQO'’s
Enterprise Risk Management Framework

INTRODUCTION

Risk management is a critical component of strategy development and
execution, and a driver of firm success. Yet, the number of firms that apply
a systematic approach to risk management is somewhat limited (Beasley
et al. 2005; Bowling & Rieger 2005). Corporate-wide risks may be man-
aged through enterprise risk management (ERM), which establishes a
framework and set of tools for systematically managing risks, and identi-
fies, assesses, and manages risks throughout the value chain (COSO 2004).

Supply chain risk management (SCRM) is an integral component of
ERM. This research focuses on SCRM within the context of the ERM
framework proposed by the Committee of Sponsoring Organizations
(COSO) of the Treadway Commission (COSO 2004). There is a shortage
of SCRM empirical research, and this shortage is especially critical in
addressing current practice (Sodhi et al. 2012). Paired longitudinal data
from 17 respondents who worked for the same firm over a two-year period
are analyzed to assess factors that affect decisions to develop a system-
atic approach for SCRM, the relative impact of SCRM, and changes in
approach over time.

Respondents recognize the need for ERM and SCRM, but integration of
strategies, processes, and systems is lacking. Despite the recognized need,
corporate structures and budgets are not sufficiently designed to mitigate
corporate and supply risks. There appears to be a reduction in spending
on SCRM, and a slip in the supply groups’ understanding of corporate risk
management activities.

123
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Respondents are increasing the use of information gathering, monitoring/
auditing of a supplier’s processes, approved supplier lists, credit/financial
analysis, and hedging strategies to manage risk. They are relying less on
joint technology development initiatives to mitigate risk. Respondents are
generally satisfied with supply performance, and improvements in logis-
tics reliability and in reduced material price volatility were reported.

The remainder of this chapter is organized as follows. The literature
review explores ERM and SCRM practices. Next, the research method is
presented, followed by the data analysis. The chapter concludes with a dis-
cussion of the findings, with an emphasis on identifying SCRM strategies
and framing the findings within the context of the COSO ERM framework.

I
LITERATURE REVIEW

A systematic approach to risk management is needed to manage the global
competitive environment and increasingly complex supply chains, par-
ticularly given increased pressure to comply with a wide range of regula-
tions, laws, and industry guidelines. Enterprise risk management (ERM)
has emerged as a critical approach to mitigate such risks and to proactively
take advantage of risk opportunities (Hoyt & Liebenberg 2011; Nocco &
Stulz 2006). ERM, which has also been identified as “integrated risk man-
agement” and “holistic risk management” (Hoyt & Liebenberg 2011), rep-
resents an approach to identify, analyze, and proactively plan responses to
a wide range of risks (Bowling & Rieger 2005; Chapman 2003).

ERM can positively impact a firm’s performance (Hoyt & Liebenberg
2011; Smithson & Simkins 2005). However, a small percentage of firms have
developed a detailed understanding of ERM, and ERM implementation is
limited (Chapman 2003; COSO 2010). Though ad hoc risk management may
provide some benefits, silo approaches to risk management lead to ineffi-
cient and ineffective risk management systems (Hoyt & Liebenberg 2011).

This research adopts the Committee of Sponsoring Organizations
(COSO) of the Treadway Commission (COSO 2004) ERM framework
(Figure 6.1) to examine the extent of integration and comprehensiveness
of SCRM practices, and to determine if the COSO framework is appropri-
ate for SCRM planning and execution. The COSO framework was adopted
because it is an effective ERM approach, its adoption rate is increasing,
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FIGURE 6.1
COSO ERM framework.

and it appears that it is becoming an ERM best practice (Moody 2011;
Young & Hasler 2010).

The COSO ERM framework consists of the eight components described
in Table 6.1. These components support attainment of a firm’s objectives,
and all eight components need to be integrated to provide effective ERM
(COSO 2004; Sobel 2006). The framework indicates that risk management
cuts across four objectives, described in Table 6.2 (Ballou & Heitger 2005;
COSO 2004). Further, the framework emphasizes that each organizational
level (i.e., subsidiary, business units, division, entity) needs to manage
risks, initiated by the “entity level” then aggregated across all levels so that
risks may be managed holistically (Chapman 2003; COSO 2004). COSO
formally defines ERM as “...a process, effected by an entity’s board of
directors, management and other personnel, applied in a strategy setting
and across the enterprise, designed to identify potential events that may
affect the entity, and manage risks to be within its risk appetite, to provide
reasonable assurance regarding the achievement of entity objectives.”
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TABLE 6.1

Interrelated Components of the COSO ERM Framework

Component

Description

Internal Environment

Objective Setting

Event Identification

Risk Assessment

Risk Response

Control Activities

Information and

Communications

Monitoring

Reflects alignment of the firm’s risk philosophy, its appetite for
risk, the risk management and ethical culture, human resource
policies and practices, assignment of responsibility, and the
organizational structure to manage risks.

Identifies the firm’s competitive strategy or positioning (e.g., low
cost, high quality, etc.) and related objectives in four areas:
strategy, operations, reporting, and compliance, which in turn
drives objectives throughout the value chain.

Identifies possible internal and external events, and the potential
interrelatedness of those events, that impact a firm’s ability to
realize its strategy and objectives. Positive impact events are
“opportunities” that are channeled back to strategic planning,
while negative impact events are risks that should be managed
through an integrated risk management process to help
determine how such risks might be managed.

Examines the likelihood, frequency, and the impact (e.g.,
financial, reputation, etc.) of events across a range (e.g., best to
worst case) of possible outcomes associated with the events.

Identifies, assesses, and selects risk response options that align
with the organization’s risk tolerances and risk appetite.
Options include avoidance (e.g., not engaging in the activity),
reduction (e.g., rebalancing the risk, reallocating resources,
robust business process, etc.), sharing (e.g., insurance,
partnering, contractual agreements, hedging, etc.), and
acceptance.

Establishes that risk policies and procedures are in place and
properly executed, and that the risk management initiatives are
effective. Such controls may include required authorizations,
supervision, segregation of duties, reconciliations, and
verifications, for example.

Requires that internal and external sources be used to provide
appropriate and timely risk-related information that enables
people to execute their responsibilities. Such communications
need to be integrated throughout the value chain and impacted
organizations.

Ensures that an ERM is present and determines how well it is
working so that it can be revised and/or expanded.
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TABLE 6.2

Objectives of the COSO ERM Framework

Objective Description

Strategic Mission driven high-level goals and objectives (governance, strategic

objectives, business model, external forces, etc.)

Operations  Resource development, management, and allocation (business processes,
upstream value chain, downstream value chain, etc.)

Reporting Information gathering, analysis, and communication (information
technology, financial, internal, intellectual property, etc.)

Compliance  Conformance with laws and regulations (Securities & Exchange
Commission, environmental, legal, contractual, etc.)

Though ERM is touted as a strategic imperative, there is limited empiri-
cal evidence that ERM is efficient and effective (Hoyt & Liebenberg 2011).
ERM implementation requires significant resource commitments and a
corporate-wide cultural shift (Ballou & Heitger 2005), at times without an
appropriate return on the effort (Samad-Khan 2005). Even COSO cautions
that an ERM framework is not a cure-all and that ERM implementation is
a significant challenge (Landsittel & Rittenberg 2010).

A survey of researchers found that 74.2% of respondents believe supply
chain risk management (SCRM) is a subset or extension of ERM (Sodhi
etal. 2012). While there has been an increasing amount of SCRM research,
there is no consensus on the definition or scope of SCRM (Sodhi etal. 2012).
For example, a three-step SCRM process has been proposed: (1) specify-
ing sources of risks and vulnerabilities, (2) assessment, and (3) mitigation
(Kleindorfer & Saad 2005). Other researchers have proposed a four-step
process (Hallikas et al. 2004; Jiittner et al. 2003), while others have pro-
posed a five-step process (Manuj & Mentzer 2008). Although common
elements appear across all these frameworks, there is not yet agreement
on what components and definitions constitute a “standard” SCRM pro-
cess. The SCRM frameworks also overlap with some of the elements of the
COSO framework, but are not as comprehensive. For example, the COSO
framework begins with a requirement that the internal environment estab-
lishes the philosophy, culture, and organizational structure to support risk
management. It also requires ongoing monitoring of the risk management
processes, changes in risk, and performance outcomes. These two steps
are either omitted or not emphasized in most of the SCRM frameworks.
This comprehensiveness provides further support for selecting the COSO
framework to examine SCRM.
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The advancement of research in a discipline (e.g., just-in-time manufac-
turing, supply chain management) may be accelerated through the devel-
opment and validation of frameworks and concepts generated through
exploratory empirical research. For example, the total quality management
(TQM) discipline leveraged standardized frameworks to advance theory
building and testing (see, for example, Black & Porter 1996; Capon, Kaye,
& Wood 1994; Curkovic, Melnyk, Calantone, & Handfield 2000; Dean &
Bowen 1994; Flynn, Schroeder, & Sakakibara 1994; Saraph, Benson, &
Schroeder 1989). By leveraging such frameworks, TQM research moved
from a focus on case studies (the current state of SCRM research) to testable
models and specific research hypotheses, linking the theoretical concept
of TQM to empirical indicants. Operational definitions and standardized
frameworks have contributed to TQM theory building by identifying the
constructs associated with TQM, developing scales for measuring these
constructs, and empirically validating the scales. SCRM research is still in
its infancy stages and would benefit from the development of standardized
frameworks and concepts.

Despite the lack of agreement on broad SCRM frameworks, a variety of
supply risks and risk management strategies have been identified. Supply
risks have been classified as supplier, market, and item risks (Zsidisin
2003), for example. Specific risks include order fulfillment errors, infor-
mation distortion, labor disputes, natural disasters, capacity shortages,
supplier bankruptcy, exchange rate risks, government regulations, single
sourcing, and port delays, for example (Blackhurst et al. 2005; Manuj &
Mentzer 2008; Tummala & Schoenherr 2011; Zsidisin & Hartley 2012).

Different risks require different SCRM processes (Zsidisin & Wagner
2010). Supply chain risk management strategies include environmen-
tal scanning (Zsidisin et al. 2004), use of capable suppliers (Manuj &
Mentzer 2008), dual sourcing (Khan & Burnes 2007), contingency plan-
ning (Kleindorfer & Saad 2005), supplier credit analysis (Kern et al. 2012),
inventory buffers (Tang 2006), integration of information systems and
supply chain modeling (Giannakis & Louis 2001), and speculation, hedg-
ing, and forward buying (Zsidisin & Hartley 2012), for example.

Firms face multiple supply risks, whether in combination or isolation.
Other risks include supplier reliability/failure, information errors, natu-
ral disasters, shrinkage, capacity shortages, financial instability, currency
exchange rate fluctuations, port security, and increased government regu-
lations, for example (Blackhurst, Wu, & O’Grady 2005; Kumar & Verruso
2008; Liu & Cruz 2012; Manuj & Mentzer 2008; Tummala & Schoenherr
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2011; Zsidisin & Hartley 2012). Each risk might require a specific SCRM
technique (Zsidisin & Wagner 2010).

SCRM treatment options include evaluation and trust building
(Laeequddin, Sardana, Sahay, Abdul Waheed, & Sahay 2009), use of
dual sources (Khan & Burnes 2007), environmental scanning (Zsidisin,
Ellram, Carter, & Cavinato 2004), combined capacity reservation con-
tracts and spot markets (Inderfurth & Kelle 2011), qualification and use
of capable suppliers (Manuj & Mentzer 2008), supplier quality manage-
ment initiatives (Holschbach & Hofmann 2011), buffer inventory (Tang
2006), contingency plans (Kleindorfer & Saad 2005), credit analysis
(Kern, Moser, Hartman, & Moder 2012), strategic sourcing and flexibility
(Chiang, Kocabasoglu-Hillmer, & Suresh 2012), forward buying or hedg-
ing (Zsidisin & Hartley 2012), and supplier development (Matook, Lasch,
& Tamaschke 2009), for example. Despite the plethora of risks and risk
management approaches, few firms have a structured SCRM approach
(Martin, Mena, Khan, & Yurt 2011).

RESEARCH METHOD

The research questions were: (1) Is SCRM approached from a systematic
and corporate-wide perspective? (2) What strategies and processes are
used to manage supply risks and are they effective? And (3), have SCRM
challenges, strategies, processes, or outcomes changed over time? From
the responses to these questions, managerial implications and future
research questions were developed.

This exploratory research used a purposeful sample (Eisenhardt 1989;
Miles & Huberman 1994). Criterion for participation included that the
company would agree to identify an informed respondent, reply in a
timely manner, and be open to longitudinal research. Targeted respon-
dents worked for companies that support supply management education
and professional associations. A cross section of industries was targeted to
support generalizability.

The first survey was sent to 67 firms. A 68% response rate (46 responses)
was realized. Non-respondents suggested that company policy prevented
them from fully participating or that they would not be able to complete
the survey within the time limits. The second survey was sent to 58 firms.
A 66% response rate (38 responses) was realized. Respondent and company
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names were compared across the two surveys. This matching process
identified 17 people who responded to both surveys and who were with the
same company at the time of both surveys, allowing for paired t-tests of 17
data sets. The number of paired responses was about as expected because
of career transitions anticipated over the two-year period.

LIMITATIONS

The research findings are based on 17 paired responses. The seemingly small
sample size might limit the generalizability of the findings. However, the
research was structured as a two-year longitudinal study, which required
responses from the same person at the same company. It was anticipated
that supply professionals would move into new positions or move to other
organizations, so the sample size is about the size expected. The majority
of responses came from manufacturing firms. Inclusion of service firms
in future research is warranted. Finally, perceptual measures were used as
is often the case in survey research. Future efforts might include objective
measures (e.g., actual risk management spending). An attempt was made
to gather objective data, but few firms were willing to provide such data. The
research findings should be considered with the above limitations in mind.

RESULTS

Table 6.3 indicates that the majority of responses were from manufactur-
ing firms. The companies are all based in North America and have global
sales. Table 6.4 (sales volume) and Table 6.5 (number of employees) reflect
firm size. Table 6.6 suggests that respondents are in positions of knowl-
edge about SCRM.

The results are presented relative to the eight components of the COSO
framework. Components 1 and 2 (internal environment and objective set-
ting) and components 3 and 4 (event identification and risk assessment) are
presented in combined sections, respectively. The tabulated data are sorted
from high to low mean values based on the second survey data. All “agree/
disagree” questions are scaled from “1 = strongly disagree” to “7 = strongly
agree.” All “extent of use” questions are scaled from “1 = not used” to
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TABLE 6.3 TABLE 6.4
Respondent Industry Profile Respondent Sales Profile
Description Number Sales ($) Count
Aerospace and defense 1 50M-99M 1
Automotive 5 100M-499M 3
Construction 1 500M-999M 3
Consumer products 1 1B-9B 4
Electronics manufacturers 2 10B-49B 3
Health care 2 50B-99B 3
Manufacturing, diversified 4 Over 100B 0
Retail 1
TABLE 6.5
Respondent Employment Profile
Employees Count
Under 50 0
50-99 1
100-499 1
500-999 1
1,000-4,999 3
5,000-9,999 3
Over 10,000 8
TABLE 6.6
Respondent Titles
Title Count
Procurement or Supply Chain Leader/Manager/Coordinator 6

Strategic/Senior Buyer
Operations/Quality Manager

N N W

Supply Chain Analyst

“7 = extensively used.” Given the exploratory nature of this research, a sig-
nificance level of p = 0.10 was used for the paired two-tailed difference tests.

Internal Environment and Objective Setting

Table 6.7 provides descriptive statistics related to the internal envi-
ronment and objective setting. Consistent with the application of the
framework, four subcategories were developed: need, approach, budget,
and organization.
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TABLE 6.7

Internal Environment and Objective Setting

p
(t-test)

Survey 1

Survey 2

Mean

SD Mean

SD

Need

Without a systematic analysis technique to
assess risk, much can go wrong in a supply
chain.

Managing supply chain risk is an increasingly
important initiative for our operations.

It is critical for us to have an easily
understood method to identify and manage
supply chain risk.

We are very concerned about our supply
chain resiliency and the failure
implications.

My workplace plans on evaluating or
implementing supply chain risk tools and
technologies.

Approach

There is no single set of tools or technologies
on the market for managing supply chain
risks.

We are currently using some form of supply
chain risk management tools and services.

Managing supply chain risks is driven by
reactions to failures rather than being
proactively driven.

Supply chain risk initiatives are driven from
the bottom up rather than top down.

Proactive risk mitigation efforts applied to
the supply chain is common practice for us.

Budget

We do plan to invest nontrivial amounts in
managing supply chain risks.

Funding for managing supply chain risks
will come from a general operations budget.

We have a dedicated budget for activities
associated with managing supply chain risks.

Our spending intentions for managing
supply chain risks are very high.

0.39

0.45

0.69

0.88

0.34

0.67

0.43

0.30

0.50

0.18

0.25

0.66

0.26

0.05

6.12

5.82

5.65

5.24

5.24

5.29

4.59

4.41

4.06

4.65

4.94

3.76

3.82

3.53

0.78

1.19

1.00

1.20

1.68

1.72

1.91

1.00

1.68

1.50

1.82

2.05

1.88

1.59

6.41

6.12

5.47

5.29

4.76

5.47

4.88

4.76

4.35

3.88

4.47

4.12

3.24

2.76

1.06

0.93

1.42

1.26

1.71

1.33

1.69

1.44

1.66

1.73

1.37

2.03

2.11

1.44

Continued
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TABLE 6.7 (Continued)

Internal Environment and Objective Setting

p Survey 1 Survey 2

(t-testy Mean SD Mean SD

Organization

Supply chain employees understand 0.76 3.65 1.27 353 1.46
government legislation and geopolitical
issues.

I fully understand the activities being 0.01 465 162 329 136
performed by our risk management group.
My workplace uses supply chain risk 0.57 1.94 125 218 1.24

managers who work closely with corporate
risk management.

We are planning to outsource all or some of 0.40 224 144 188 132
our risk management functions.

Need: Firms indicated that there is a significant need to make SCRM
part of their strategic planning and processes. There is recognition that
risk impacts company objectives and that risks need to be managed pro-
actively. The observations are relatively consistent across surveys 1 and 2,
and there are no statistically significant differences for any items. Despite
perceived SCRM importance, some of the results discussed below suggest
that firms are not sufficiently allocating or developing resources for SCRM.

Approach: Risk management requires an integrated approach. Such
integration presents a challenge, which is reflected by the high level of
agreement that no single set of tools or technologies exist to manage risks.
Although there are no statistically significant differences between survey
1 and 2 items for this data category, there appears to be a substantial drop
(-0.71) in proactive SCRM approaches. Given the absence of a single set
of risk management tools and technologies as well as a relatively reactive
approach to SCRM, perhaps respondents are managing risks on an ad hoc
basis using traditional supply chain management practices (e.g., spending,
contract, and inventory management, demand planning, benchmarking,
building long-term partnerships, etc.).

Budget: Only 18% of respondents somewhat agreed that spending inten-
tions for SCRM were high, and there was a statistically significant decrease
in agreement to this survey item. Though all the firms allocate funds for
SCRM, only slightly more than half agreed that nontrivial amounts are
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being spent. Approximately half of the firms indicated that there was a
dedicated budget for SCRM.

Organization: Organizational readiness for SCRM was low. Though
respondents indicated that they have no intention to outsource risk
management, internal SCRM competencies and integration are lacking.
Approximately 71% of the respondents disagreed that they understood the
activities performed by the risk management group, and there was a statis-
tically significant decline in agreement with that item. Approximately 82%
of firms had limited use of supply risk managers who worked closely with
corporate risk management. Perhaps the corporate function is involved
with SCRM but there is limited coordination of risk management activi-
ties across the organization.

Event Identification and Risk Assessment

Table 6.8 indicates that supplier reliability and continuous supply is a top
risk factor for supply chains. Though specific risk issues (e.g., not being
able to fulfill a spike in consumer demand) may be carefully evaluated,

TABLE 6.8

Event Identification and Risk Assessment

P Survey 1 Survey 2

(t-test)y Mean SD Mean SD

Supplier reliability and continuous supply is 0.72 5.47 1.37 529 161
the top risk factor for our supply chain.

Risks of moving manufacturing facilities 0.65 512 141 494 160
overseas are carefully evaluated.
Risks of not being able to fulfill a spike in 0.35 453 146 482 129

consumer demand are carefully evaluated.

Key metrics are in place to measure the risk 0.20 5.12 1.54  4.47 1.55
associated with key suppliers.

A key part of our supply chain management 1.00 4.06 130 4.06 1.30
is documenting the likelihood and impact
of risks.

We can actually exploit risk to an advantage 0.36 4.35 1.54  4.00 1.66
by taking calculated risks in the supply

chain.

Taxes such as excise and VAT impact our 0.77 4.12 1.73 4.00 1.90
supply chain decisions.

We apply high levels of analytical rigor to 0.16 4.65 1.62  3.88  2.03

assess our supply chain practices.
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only slightly more than half the firms indicated that documenting the
likelihood and impact of risks is a key part of supply chain management.
There were no statistically significant differences between survey 1 and 2
data for this category of items.

Respondents reviewed a list of potential risks and rank ordered the five
risks that would have the greatest impact (e.g., 1 = most severe, 2 = second
most severe, etc.) on supply chain or company performance. Table 6.9 sum-
marizes the second survey data. Only those risks that were selected three
or more times are listed. “Supplier failure/reliability” and “bankruptcy/
ruin/default of suppliers” were the most frequently selected and had the
highest average impact, which might explain the firms’ increased emphasis
on consistent supplier monitoring and approved supplier lists (discussed
subsequently). The next three highest-ranked factors cannot be directly

TABLE 6.9
Current Supply Chain Risk Impact Factors

Weighted Average

Risk 1 2 3 4 5 Freq Points Weight

Supplier failure/reliability 4 4 5 1 14 53 3.79

Bankruptcy, ruin, or default of 7 1 2 10 45 4.50
suppliers, shippers, etc.

Natural disasters or accidents 1 1 2 1 5 17 3.40
(tsunamis, hurricanes, fires, etc.)

Energy/raw material shortages and 1 1 2 1 5 12 2.40
power outages

Geopolitical events (terrorism, war, 1 3 1 5 11 2.20
etc.)

Intellectual property infringement 1 1 1 1 4 12 3.00

Commodity cost volatility 1 1 1 1 4 10 2.50

Logistics failure 1 3 4 8 2.00

Contract failure 2 1 3 9 3.00

Strike—labor, buyers, and suppliers 1 3 8 2.67

Legal liabilities and litigation 2 1 3 7 2.33

Attracting and retaining skilled 1 1 1 3 6 2.00
labor

Return policy and product recall 2 1 3 5 1.67
requirements

Information delays, scarcity, 1 2 3 4 1.33
sharing, and infrastructure
breakdown

Note: 1= highest risk (then reverse scaled).
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controlled or influenced by supply, emphasizing the need for SCRM and
ERM integration.

Respondents were presented with the same list of risks and were asked
to identify if the risk would increase, remain the same, or decrease in the
next two years. Table 6.10 summarizes the second survey, sorted from
the highest to lowest increase. Many macroeconomic factors (e.g., cur-
rency exchange, inflation, geopolitical events, laws and regulations) top
the list of greatest increase. This suggests that the skill sets of supply risk
managers may need to continue to expand well beyond traditional sup-
plier evaluation and monitoring to include broad economic and financial
skills, and/or the need for greater integration of SCRM with ERM.

TABLE 6.10

Projected Change in Supply Chain Risks

Risk Decrease No Change Increase

Currency exchange, interest, and /or inflation 1 2 14
rate fluctuations

Commodity cost volatility 2 2 13

Banking regulations and tighter financing 2 3 12
conditions

Government regulations (SOX, SEC, Clean Air 0 7 10
Act, OSHA, EU)

Energy/raw material shortages and power 1 7 9
outages

Geopolitical events (terrorism, war, etc.) 0

Customs acts/trade restrictions and 1 8
protectionism

Bankruptcy, ruin, or default of suppliers, 4 5 8
shippers, etc.

Customer-related (demand change, system 1 8 8
failure, payment delay)

Logistics failure 3 7 7

Port/cargo security (information, freight, 0 10 7
vandalism, sabotage, etc.)

Language and educational barriers 5 5 7

Strikes—labor, buyers, and suppliers 1 9 7

Insurance coverage 0 10 7

Supplier failure/reliability 6 5 6

Intellectual property infringement 1 10 6

Natural disasters or accidents (tsunamis, 1 11 5

hurricanes, fires, etc.)

Continued
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TABLE 6.10 (Continued)
Projected Change in Supply Chain Risks

Risk Decrease No Change Increase

Ethical issues (working practices, health, safety, 2 10 5
etc.)

Legal liabilities and issues 1 11

Return policy and product recall requirements 1 11

Diminishing capacities (financial, production, 4 8 5
structural, etc.)

Contamination exposure—food, germs, 1 11 5
infections

Tax issues (VAT, transfer pricing, excise, etc.) 0 13 4

Contract failure 4 10 3

Unfamiliar business and property laws 2 12 3

Lack of trust with partners 5 9 3

Measuring tools—metrics translate differently 2 12 3

Attracting and retaining skilled labor 4 10 3

Degree of control over operations 4 10 3

Fraud or scandal 1 13 3

Weaknesses in the local infrastructures 2 13 2

Internal and external theft 2 13 2

Property development—Ilocal codes and 1 14 2
requirements

Obtaining proper bonds and licenses 0 17 0

Information delays, scarcity, sharing, and 7 10 0

infrastructure breakdown

Risk Response

Table 6.11 classifies risk responses by the categories of acceptance, reduc-
tion, and shared risks as suggested by COSO. (A fourth category, avoid-
ance, was not explicitly studied in this effort.) The table suggests that
regardless of the strategies and practices used, companies will need
to accept that some risk impacts will be felt due to supply disruptions.
Inventory management (e.g., buffers, safety stock) remains a widely used
risk acceptance tactic.

Reduction activities emphasized the use of qualified suppliers. There was
a statistically significant increase in the already extensive use of approved
supplier lists. Very few firms (30%) identified postponement as a risk
reduction approach, which is somewhat surprising given the increased
discussion of “postponed differentiation” over the last decade.
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TABLE 6.11
Risk Response
p Survey 1 Survey 2

Response Category (t-testy Mean SD Mean SD

Acceptance

Inventory management (buffers, safety stock 0.77 5.18 159 529 110
levels, optimal order, and production
quantity)

Our suppliers are required to have secure 0.78 4.44 .71 429 1.69
sourcing, business continuity, and
contingency plans

Contingency planning (jointly with 0.54 4.00 132 429 1.36
suppliers)

We have placed an increased focus on 0.31 4.59 1.23  4.06 1.75
inventory management to deal with supply
risks

We are prepared to minimize the effects of 0.87 3.41 1.23 3.35 1.69
disruptions (terrorism, weather, theft, etc.)

Reduction

Using an approved list of suppliers 0.08 5.59 1.54 635  0.86

Multiple sourcing (rather than sole sourcing) 0.55 4.12 141 394 1.85

Postponement (delaying the actual 0.29 400 132 347 137
commitment of resources to maintain
flexibility)

Sharing

Partnership formation and long-term 0.43 512 093 488 132
agreements

Supplier development initiatives 0.33 4.53 1.50  4.82 1.63

Speculation (forward placement of inventory, 1.00 4.24 .79 424 1.35
forward buying of raw materials, etc.)

Hedging strategies (to protect against 0.10 3.18 142 394 148
commodity price swings)

We are hedging our raw material exposure to ~ 0.82 3.47 1.50 359 1.58
reduce input cost volatility

Joint technology development initiatives 0.00 3.88 .22 259 1.42

Risk sharing emphasizes development of strong supplier relationships,
which is consistent with the increased use of approved suppliers identified
earlier. Though not used extensively, there was a statistically significant
increase in the use of hedging strategies. This is one likely driver of the
improvement in reduction of material price volatility (discussed later).
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TABLE 6.12
Control Activities
p Survey 1 Survey 2
Activity (t-test)y Mean SD Mean SD
Credit and financial data analysis 0.03 435 1.80 541 1.23
Spend management and analysis 0.91 524 1.64 518 1.38
Contract management (e.g., leverage tools to 0.16 418 1.85 4.88 1.36
monitor performance against commitments)
Business process management 0.13 435 146 482 119
Inventory optimization tools 0.46 465 200 435 1.80
We use network design and optimization 1.00 341 206 341 150
tools to cope with uncertainty in the supply
chain
Training programs 0.71 3.35 146  3.24 1.25

Few firms are extensively pursuing joint technology development initia-
tives to share risk, and there was a statistically significant reduction in
the use of this practice. Given a recent emphasis on “open innovation”
and that risk is most effectively and efficiently addressed at early lifecycle
stages, this result is also somewhat surprising.

Control Activities

There was a statistically significant increase in the use of credit and finan-
cial data analysis (Table 6.12), perhaps driven by the recent trend of sup-
plier bankruptcies and the increased use of approved supplier lists. Other
control activities such as spend analysis and business process management
are also used, though the degree of integration of such tools is unclear.
Training and network optimization tools to ensure that risk management
practices are properly executed were used to a lesser extent.

INFORMATION AND COMMUNICATIONS

Table 6.13 indicates that information gathering and good communications
with suppliers are widely used risk management practices. There is a sta-
tistically significant increase in the already extensive use of information
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TABLE 6.13
Information and Communication
p Survey 1 Survey 2
Item (t-test) Mean SD Mean SD
Information gathering 0.09 5.65 1.22 6.12 1.11
Establishing good communications with 0.43 5.41 1.06  5.71 1.26
suppliers
Forecasting techniques (e.g., to pre-build 0.87 4.76 144 471 1.40
and carry additional inventory of critical
items)
Our company uses real-time inventory 0.60 4.12 1.65 4.35 1.84
information and analytics in managing the
supply chain

Visibility (detailed knowledge of what goes 0.62 4.12 1.17 4.35 1.50
on in other parts of the supply chain, e.g.,
finished goods inventory, material
inventory, WIP, pipeline inventory, actual
demands and forecasts, production plans,
capacity, yields, and order status)

Data warehousing 0.66 424 1.75 4.06 1.43
Supply chain risk information is accurate 0.90 3.65 1.37 3.71 1.76
and readily available to key decision
makers
Demand signal repositories 0.89 3.71 205  3.65 1.73
Network design analysis programs 0.55 3.06 1.98 2.88 1.45

gathering, emphasizing the importance of information for risk manage-
ment decision making. Despite higher levels of information gathering and
communications, there is a relatively low level of confidence that informa-
tion is accurate and readily available.

MONITORING

Table 6.14 reflects a statistically significant increase in the use of consis-
tent monitoring of a supplier’s process. The consistent analysis of pro-
cesses, coupled with the already extensive use of supplier measurement
and supplier visits, supports risk mitigation efforts. Directly determining
SCRM effectiveness is difficult, so standard supply measures (e.g., on-time
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TABLE 6.14
Monitoring
p Survey 1 Survey 2
Item (t-testy Mean  SD Mean SD
Supplier performance measurement systems 0.69 5.12 1.93 5.29 2.05
Visiting supplier operations 0.88 5.12 1.22 5.18 1.33
Consistent monitoring and auditing of a 0.02 4.00 1.73 5.12 1.87
supplier’s processes
Benchmarking (internal, external, industry- 0.90 4.53 1.77 447 1.37
wide, etc.)
We have placed an emphasis on incident 0.77 4.18 1.67  4.00 1.58
reporting to decrease the effects of
disruptions
We actively benchmark our supply chain 0.76 3.24 1.60  3.12 1.58

risk processes against competitors

delivery) are generally used. Few firms benchmark their risk management

processes relative to best in class.

Performance Outcomes

Table 6.15 suggests that most firms are relatively satisfied with SCM perfor-
mance outcomes. The firms in this study realized a statistically significant

TABLE 6.15
Satisfaction with Performance
p Survey 1 Survey 2

Item (t-test) Mean  SD Mean SD
Logistics and delivery reliability 0.05 4.82 0.88 5.47 1.07
Meeting customer service levels 0.46 512 086 529  0.69
Damage-free and defect-free delivery 0.36 547  0.72 524 083
Supplier reliability and continuous supply 0.29 4.82 0.95 5.18 0.95
Order completeness and correctness 0.48 4.88 0.86 5.06 1.20
Reduced disruptions in the supply chain 0.82 4.76 0.97 4.82 0.95
After sales service performance 0.37 4.35 1.32 4.71 0.92
Inventory management 0.12 4.00 1.32 4.71 1.53
Reduced material price volatility 0.06 3.59 146 441 1.06
Lower commodity prices 0.12 3.71 1.05 4.24 1.20
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increase in logistics/delivery performance and in reduced material price
volatility. These improvements may be driven by past practices, as well
as the increased use of the practices identified in this research (e.g., con-
sistent supplier performance monitoring, information gathering, hedg-
ing strategies).

DISCUSSION

Respondents indicated that there is a need for ERM and SCRM, and that
there was some management support for such initiatives. This recognition
of need might suggest that the firms have implemented proactive and inte-
grated SCRM. However, a limited set of firms have the approach, budget,
and/or organization to holistically manage risk. There was a statistically
significant decrease in spending intentions for risk management and in the
understanding of corporate risk management activities. While most par-
ticipants suggested this funding drop was driven by resource limitations,
one manager suggested that recent increased economic activity and stabil-
ity in the supply chain has driven a funding drop: “...since the [economic]
crisis has eased, it [risk management] has not been a high priority as in
past years. The data is still collected and reviewed but not at a high man-
agement level. There has been a drop off of importance of the supply risk
management program since we are seeing stability in the supply chains.”

Few firms used supply risk chain managers who worked closely with cor-
porate risk management, and there appears to be limited understanding
of the activities being performed by corporate risk management groups.
One manager stated that it is a “lack of experience and lack of planning to
reduce risk, and a lack of experience of procurement professionals” that is
limiting SCRM preparedness and implementation. This limited approach
was not universal though. One manager indicated:

Supply risk management is very important to our Materials Department as
well as the company. Our Supply Base Management department is respon-
sible for developing, maintaining, and executing contingency plans for the
supply base. Supply risk management is included in the job description
for the Supply Base Management department. Each Supply Base Analyst
is responsible for his/her suppliers. If a contingency plan is executed,
other resources are appointed to assist with the plan until the supply risk
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is mitigated. Maintaining our production schedules and keeping the lines
running is priority number one and to date we have not impacted the line,
even with the natural disasters in Japan and Thailand.

Firms will always contend with risk and are unlikely to be able to effec-
tively and efficiently mitigate all risks, which suggests that firms may need
to focus on the highest impact and/or most likely to occur risks. The survey
data indicated that supplier failure is the most common and highest risk
factor, and this was reflected by one analyst: “Day to day the largest failure
is nonconforming product and failure to deliver on-time or the required
amount.” A statistically significant increase in the consistent monitoring
and auditing of supplier processes was reported, which is most likely in
response to this significant risk.

Bankruptcy and default of suppliers was another high-risk impact fac-
tor. A statistically significant increase was found in the use of credit and
financial data analysis to control risks. Many firms rely on external reports
such as the Dun & Bradstreet Supplier Evaluation Risk rating. One supply
manager indicated they use internal analysis coupled with financial anal-
ysis from an outside consulting firm to assess financial risk: “Primarily
we're looking at supplier financial risk. We work with an external firm
to provide financial reports on our suppliers and monitor spending and
risk with them. We also use supplier scorecards that look at cost/quality/
delivery which drives good and frequent communication with the supply
base which helps pick up on any underlying risk issues.”

Currency exchange, interest rate changes, inflation and commodity cost
volatility were all of growing concern. To mitigate such risks, a variety of
techniques were used. One supply manager stated: “... we monitor our
core commodity markets on a regular basis. We also have implemented
policy of only doing business in USD and hedging currency risks from a
corporate level. We also establish long-term global contracts with multiple
air/ocean and trucking carriers.” Overall, there was a statistically signifi-
cant increase in the use of hedging strategies by the firms.

Also of growing concern were the uncertainty and impact of regulations
and laws (e.g., SOX, Clean Air Act, etc.). A supply executive commented:
“Major concerns are labor practices, environmental implications, and the
upcoming world custom codes” (WCO SAFE Framework, EU Community
Customs Code). These increasing regulatory pressures further highlight
the importance of corporate and legal department involvement in mitigat-
ing “supply” risk.
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Risk responses included avoidance, acceptance, reduction, and shar-
ing. Though avoidance was not explicitly examined in this research, one
manager commented that avoiding global sourcing risks is an option:
“Natural disasters could be more evident and have more of an impact, and
global financial markets could cause companies to look to keep stuft close
to home.”

A common risk reduction approach was to qualify and use approved
suppliers. This approach to risk management might unintentionally lead
to other risks. For example, one risk of using approved suppliers is the
potential to adopt single sourcing when perhaps dual/multiple sourcing
would be most appropriate, as one respondent warned: “We single source
most items so we are held hostage to suppliers in regards to price and lead
times.” Another manager commented that developing relationships with
suppliers has become more difficult: “there is less loyalty to supply base/
partnership with the ‘Internet generation’ of suppliers.”

As expected, companies make extensive use of information and com-
munication to identify, assess, and manage risks. Respondents indicated
that there was a statistically significant increase in information gathering,
for example. Such processes are fundamental to SCRM, as one man-
ager noted:

The major failure mode today in the supply chain would be communica-
tion, internal and external. I bring this point up, because this seems like a
very small issue, but it can cause significant problems. Communications
internally to plants, customers, or suppliers are crucial to any supply chain.
It is always better to over-communicate or to re-confirm what was agreed
upon to all parties to make sure understanding of the goal is agreed upon.

Despite the importance of information and communication, there was
not a high level of confidence that risk information was accurate and read-
ily available to support decision making. Companies have ideas regarding
what information is needed, just not a common method of gathering and
using such information, as exemplified by this manager’s comment: “Our
company currently uses way too many systems to run the supply chain
which increases the risk of disconnect and error.” An integrated informa-
tion system resolved the issue for one company:

SAP is our infrastructure that facilitates all of our major activities. If a pro-
cess is not done through SAP then there is no way to track and control the
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process. SAP is a major part of how we identify and analyze risk, because it
provides that data and signals for our company to make decisions. We have
multiple reports that are run off the data from SAP that drive our decision
making and give us early warning on potential issues before they occur.

CONCLUSION AND FUTURE RESEARCH

Implementation of SCRM is a challenge. The most significant challenge
may be establishing the commitment and culture needed to manage
risks holistically, perhaps because risk management outcomes cannot be
directly measured. Standard supply measures such as on-time delivery,
and not line disruptions, reflect supply risk management performance but
cannot directly measure it. One manager commented: “The most signifi-
cant challenge is the inability for firms to seriously consider, continue to
be proactive, and create contingency plans that are updated and kept cur-
rent given the uncertainty to measure and quantify the actual ROI of such
risk reduction efforts.” Extending contingency planning throughout the
value chain provides a higher level of risk mitigation but is challenging to
implement, as one manager noted: “The biggest challenge is making sup-
pliers understand the importance of having a solid contingency plan for
their own business. A lot of suppliers consider this work as a paperwork
only exercise and don’t put the necessary effort or diligence into the plan.
It takes a lot of training and consulting to make them true believers.”

Supply managers will need to be persistent in communicating to upper
management the importance of SCRM to secure the support, budget,
and resources necessary to treat risks and meet corporate objectives. One
sourcing manager emphasized this point:

As managers, you are the voice for your associates and those who may not
get the face time with the people who can affect change. The metrics speak
for themselves, so managers need to be able to relate the needed resources
to areas in the supply chain that need improvement. In-stocks, fill-rate,
turns, inventory, and vendor compliance are all areas with risk that need
adequate resources to meet goals.

The COSO framework provides a good structure for supply managers to
not only identify and treat risks, but to communicate the importance of
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SCRM to corporate executives. These concepts, coupled with the shortage
of SCRM empirical research (Sodhi et al. 2012), and the following topics
may be particularly appropriate for future research.

Area 1: In the Long Term, Does Dedicating
Resources Specifically for SCRM and/or ERM
Provide an Appropriate Return on Investment?

Major supply disruptions garner a lot of attention and have significant
business impacts. Companies with dedicated proactive risk response
organizations and teams generally respond faster in the short term to such
disruptions than do firms without such programs, so it is increasingly
suggested that firms should adopt proactive ERM/SCRM approaches.
Perhaps institutional theory (DiMaggio & Powell 1983; Oliver 1991) is
driving companies to adopt formal ERM/SCRM structures. In the long
term, what is the appropriate level of resources, budget, and time that a
firm should spend on structured risk management programs as opposed
to maintaining a “just in case” budget to support contingency responses?

Area 2: Coalescing around a Standard Risk Framework

We reviewed SCRM frameworks and noted that the COSO framework
provides a more comprehensive framework that is already adopted in var-
ious industries. Existing SCRM frameworks have advanced our under-
standing of SCRM, but has it reached the point that researchers should
agree to a common framework and will the COSO ERM framework
become the de facto standard? SCRM is generally believed to be a subset
of ERM (Sodhi et al. 2012) and COSO is expected to be widely adopted
(Moody 2011; Rubenstein et al. 1976), so it may be a reasonable choice. If
this standard is widely accepted, will it lead to a relatively standardized
set of tools and templates so that risk management research may become
more standardized?

Area 3: Impact and Utilization of ERP and Other
Information Technology Tools

Firms in this study used a variety of information-based technology
and applications for supply management efforts that support risk man-
agement (e.g., information gathering, partnership formation, supplier
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measurement, communications, inventory management, spend manage-
ment, etc.). However, there was limited indication that IS/IT is being used
in “new” ways (e.g., joint technology development, data warehousing,
network design analysis programs, demand signal repositories, inventory
optimization tools, etc.) to proactively understand, model, and cope with
increasing levels of supply risks.

IT/IS tools are becoming increasingly sophisticated and pervasive with
the growth of technologies such as Internet-based systems, cloud com-
puting, in-memory computing, and mobile device interfaces. These tools
should provide the technology necessary to evaluate and monitor supply
chain risk drivers. The question will be how quickly can such tools be
adopted and how effective will they become? What is preventing adoption
of current tools throughout the supply chain, and what might slow the
adoption of newer tools?

Area 4: Growth of the Risk Management
Function within Organizations

Just as there has been a change in organizations to grow from isolated
functions of production management, purchasing, and transportation
to the more holistic supply chain management function, will there be a
similar growth in the risk management function? Will this continue to
be something that is more of an afterthought by people with direct line
responsibilities, or will acceptance of the COSO framework lead to more
firms adopting a corporate risk management officer and risk management
organization? Will SCRM become a common organizational structure in
firms? Should each function develop their own risk management structure
and budget (e.g., financial risk management, project risk management,
design risk management) or should all risk management be centralized?

Further, should SCRM or components of SCRM be outsourced? Firms
already rely on external agents to assess and predict supplier financial per-
formance. Further, suppliers often must or voluntarily comply with exter-
nal standards (e.g., ISO 9000, GAAP, SOX, etc.). To what extent are such
issues supportive of or detrimental to risk management outcomes?

Area 5: Link between Open Innovation and Risk?

Firms such as P&G, Phillips, and Ford increasingly collaborate with sup-
pliers during early stage product development to achieve innovation.
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Though risk management is part of that process, few firms in this study
integrated supplier into product development specifically to reduce risks.
Since risk is best addressed in early development, is this a potentially
important process for firms to adopt? One complaint is that assessing sup-
plier risk delays the development process. Will supply personnel increas-
ingly need to adopt rapid process assessment techniques to contribute to
early stage risk mitigation efforts?
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4

Global Procurement and Supply
Risk Management Processes
at Steelcase Inc.

STEELCASE BACKGROUND

Steelcase Inc. (SCS) is a global, publicly traded company with fiscal
2012 revenue of approximately $2.75 billion and nearly 10,000 employ-
ees around the world. They compete in the global office furniture indus-
try with a portfolio of solutions that address three core elements of an
office environment: interior architecture, furniture, and technology. SCS
encompasses three core brands: Steelcase, Turnstone, and Coalesse and
several sub-brands, including Nurture, the health care division (Steelcase
2012). Suppliers provide design, production, and service support and are
a key to SCS’s competitive success. Suppliers are evaluated and selected
using a range of criteria including sustainable business practices, financial
stability, legal and ethical compliance, quality, cost, delivery, and technical
competence, for example.

RISKS IN THE STEELCASE SUPPLY CHAIN

SCS has grown over the years, and many of their suppliers have grown
with them resulting in long-standing relationships with a relatively stable
and proven supply base. To this extent, SCS has been operating in a rela-
tively low-risk environment with regard to its supply chain. SCS still has
to manage the many supply risks that all global firms face on a daily basis,
but having a high degree of familiarity and strong relations with qualified
suppliers helps proactively mitigate the risks.

151
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Supply chain risks are not driven solely by supplier performance issues
(e.g., late deliveries) or uncontrollable external events (e.g., hurricanes)
or actions taken by internal SCS buyers (e.g., submitting a late request
to qualify a new supplier). Sound business strategies and practices have
increased supply risk as well. For example:

+ During the economic downturn, few suppliers were being added to
the approved supplier list while some approved suppliers went out of
business for reasons beyond their control. The default of a current
supplier and the transition to a new supplier increased risks.

« SCS adopted lean principles and practices that have had a positive
impact on business results. However, such practices highlight the
sensitivity of the plant to supply chain performance. Without a reli-
able lean supply chain, SCS faced potential material shortages.

« Within the last decade, SCS entered new markets (e.g., health care,
higher education), which drove a surge in R&D and the introduc-
tion of many new products requiring new suppliers and new supplier
capabilities. During these tough economic times, SCS decided to
accept higher supply risk in return for shorter product development
cycles for the products introduced into these markets.

« SCS plant consolidations and closings that were key to SCS’s long-term
health stressed their suppliers. A local supplier that supplied to a plant in
California, for example, might now need to serve a plant in Texas. Not
only did logistics challenges drive risk, but so did the need to redevelop
the buyer-supplier relationships based on new localized behavior.

o When SCS went from a private to a public firm, more restrictions were
placed on the flow of detailed day-to-day and long-term information
due to regulations regarding insider information concerns. SCS employ-
ees who were used to ready access to financial and strategic planning
information now received a tidal wave of information once a quarter just
as the general public does. Though information is still made available as
needed, decreased information fluidity can drive increased risk.

GLOBAL PROCUREMENT PROCESS

Historically, people outside of the supply group had not considered how
corporate strategic moves and economic transitions impacted supply
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chain risks. Further, it was not widely recognized what supply was doing
to reduce risk from an initial qualification process and to mitigate risk on
a day-to-day basis. Procurement was not viewed as a risk management
discipline or even as a group that could help drive different points of view
during new product development or help the company grow by finding
suppliers of new materials, innovations, and capabilities.

To improve business processes and outcomes, and to some extent high-
light the importance of supplier lifecycle and supply risk management, the
vice president of global operations made it a key objective to reinvent the
supplier qualification and development process. A key principle to devel-
oping the new Global Procurement Process (GPP), shown in Figure 7.1,
was to “begin with the end in mind.” That is, if the expectations of the
relationship are defined up front, that definition of need enables selection
of the best possible candidate. If the principle is followed through lifecycle
management, the relationship can be better managed and performance
continuously improved.

A primary objective of the new GPP is to enable internal customers to
make fact-based decisions tied to business needs in an information rich
environment across the entire lifecycle of the project and relationship,
rather than just issuing requests for proposals (RFPs) and making deci-
sions based strictly on quotes. The process for supply chain risk manage-
ment (SCRM) is embedded in this GPP.

The six primary processes in the GPP are interdependent and inter-
active. The Supplier Quality Group (SQG) is primarily responsible for
“strategic needs identification” and “supplier qualification.” These two
processes, discussed in detail subsequently, have a significant influence
on the rest of the GPP and overall risk implications. The supply chain
leaders (SCLs) (a.k.a. buyers) are primarily responsible for the other four
processes. “Supplier selection” is the actual award of business. “Supplier
launch and readiness” is the ramp up to production. “Supplier fulfillment”
is day-to-day lifecycle management. “Supplier performance reporting and

Supplier
Performance
Reporting &
Corrective
Action

Strategic
Needs
Identification

Supplier
Launch &
Readiness

Supplier
Qualification

Supplier
Selection

Supplier
Fulfillment

FIGURE 7.1
Steelcase Global Procurement Process (GPP).
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corrective action” deals with continuous improvement and performance
assessment relative to objectives and then taking appropriate countermea-
sures when required.

Though the SQG and SCL support each other throughout the GPP,
they have a primary responsibility for different processes for a reason.
The SCLs are under constant pressure to manage and reduce costs, and
to ensure reliable and speedy delivery. Pursuit of such objectives might
drive decisions that unintentionally increase risks. The SCL group could
not be as effective as they are if they had to constantly analyze risks on
their own. Therefore, the SQG group focuses on how different risk factors
might impact SCL objectives.

The GPP is fundamentally a risk management process, though it is
presented as supplier qualification, selection, and management process
because SCS did not want people to feel that they were going through
purely an engineering exercise in risk management. The concept of risk
seems to be distant to some people, so without being overly explicit about
it, this process gets people to buy-in to the fact that risk exists, to be sen-
sitive to risk, and to realize that potential degradation of supplier per-
formance can be predicted to some extent. The GPP drives a long-term
perspective in relationship and risk management.

SCS is in the process of implementing the GPP globally. Collaboration
software such as SharePoint will enable the global procurement team to
standardize the process, pool information, and track projects globally. All
of the assessments will be captured in a project management database so
that reviews can be done of past projects, lessons learned can be incorpo-
rated into future processes, and new projects can rely on past assessments
of suppliers that might fit the new project needs.

STRATEGIC NEEDS IDENTIFICATION
AND SUPPLIER QUALIFICATION

The first two stages of the GPP focus on meeting the needs of the SCL
while mitigating risk, as suggested in Figure 7.2. The “strategic needs
identification” process starts when the SQG and Product Category Lead
(PCL) semiannually interview innovation leaders. These business needs
are communicated to the SCL. The SCL identifies a new material or part
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SQG and PCL semiannually interview
innovation leaders; business needs
communicated to the SCL

|

Strategic Needs Identification Process

SCL makes new SQG enters request SQG selects SQG NIDCM data translated
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Y
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Lesser Risk | Higher Risk Cfmcel or
revise project

FIGURE 7.2
Needs identification and qualification processes.

need and contacts the SQG. The SQG asks three questions: Who are you?
What are you looking for? and What project are you working on? This gets
the project on a project tracker sheet where projects are prioritized and
then selected for action. Once a project is initiated, information is solicited
from all key stakeholders then funneled down to develop the two output
tools that will be used to engage the rest of the GPP: the “Needs ID Ticket”
and the “Qualification Criteria Matrix,” as shown in Figure 7.3.

The SQG interviews the SCL using the needs ID ticket, which is also
known as the Needs ID Criteria Matrix (NIDCM), shown in Table 7.1. SQG
will enter information received from SCL into the form. For example, one
question is “Do you have a preference on supplier location?” The SCL may
respond “Southeast Asia, or perhaps China or India.” Then, the SCL will
be asked to identify on a scale of 0 to 5 how important that is to SCL.
Zero indicates not at all a consideration, whereas 5 would be an absolute
requirement. This importance ranking is entered into the first (leftmost)
column. The interviews only last about half an hour, but they are critical
to the whole process because they identify the needs from a business per-
spective that will be used throughout the GPP to guide decisions.
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FIGURE 7.3
Strategic needs identification process.

The interview strikes a balance between a too generic process that does
not capture sufficient detail (e.g., just asking “what do you need”) and a
full-scale detailed assessment of all potential risk factors which would
become overly burdensome and time consuming for the SCL. The inter-
views are personal communications and interchanges between the SQG
and SCL so that it is clear that there will be mutual support of the objec-
tives throughout the project lifecycle.

The questions on the NIDCM were designed to ensure that for each pur-
chase decision a broad set of differentially weighted issues are addressed
up front, even if it would seem at first take that the purchase decision is
relatively risk free. Through the interviews the SQG develops a strong
sense of how sensitive the internal customer is to a specific issue or type of
risk. The NIDCM will be reviewed with SCL and recalibrated if needed.

The SQG then maps the data from the NIDCM to the Supplier
Qualification Criteria Matrix (SQCM) shown in Table 7.2. A coding
scheme is used to map the importance rating and qualitative informa-
tion from a single question on the NIDCM to one or more items on the
SQCM. Not all items on the SQCM will be ranked (weighted) at this point.
Items without any correlating information are either broader or narrower
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TABLE 7.1
Steelcase Needs ID Criteria Matrix

Needs ID Criteria Matrix Date:

Material Group: MG Leader:

Process Stakeholders: i.e., QE, ME, PE, PCL

Qualification Start Date: Target Date for Completion:

What are you buying?

Are there engineering, material, or test specifications that must be met?

Describe the process or equipment requirements (i.e., 200t press, 5 axis router,
machine bed size, secondary operations, welding, adhesives, finishing).

Do you require the supplier to provide product/material lot traceability, material
tracking to mfg. dates?

Do the products require any certifications (EICC, UL, CE, TUV, RoHS, BIFMA
Level 1-4, PVC Free, FSC)?

Is there an existing supplier? Who is it?

Have you identified any candidates? Who are they?

What is the annual spending and material/piece volume? (Actual data or projection?)

Do you have a preference on supplier location?

Will the product be made to order (specials, ATP, low quantity) or made to stock
(supplier-held inventory, minimum runs, high volume/high production runs,
large lots minimal changeovers)?

Will the supplier manage inventories for us?

Does it matter what markets the supplier serves (automotive, furniture, consumer
goods, etc.)?

Will this product/material have specific lead-time requirements (4/2/4 capable;
Specials Eng.; ATP)?

What engineering and R&D capabilities does the supplier require (rapid
prototyping; product design; material testing; mfg. eng.; lifecycle management;
help desk; customer support)?

Do you require any quality systems or process certifications, environmental
certifications (ISO certified, TS, AS, internal)?

Will you require the supplier to provide financial reports (P&L and balance sheets)?

in scope and provide some sort of supporting information. The individual
items on the SQCM are grouped into 12 primary risk categories shown
plus three special processes (welding, finishing, and adhesives). Each cat-
egory has multiple measures/questions, though only the measures for
“company culture” are shown (to save space in this chapter). This SQCM
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TABLE 7.2

Steelcase Supplier Qualification Matrix

Note: Numbers shown are fictitious:
Weight For demonstration only Target Score

Company Culture 12 10 | 81%

Does the organization have a clearly defined
corporate strategy with no major strategic
changes expected?

Does the organization’s culture promote growth
and change?

3 Is the company agreeable and forthcoming with all 2
requested financial information?

5 Does the organization appear to have an acceptable 3
level of financial health?

Does the organization conduct business in an
atomic supply and demand market?

Does the organization have an outstanding brand
image that aligns with overall Steelcase business
behavior?

4 Is the organization located in an area where it is 2
well insulated from geopolitical risk?

Does the company have significant experience
conducting business in multiple languages?

Does the organization have the capability to
exchange information via EDI/SUS/XML?

Customer satisfaction

Environmental and corporate social responsibility

Facilities safety and cleanliness

Visual management deployment

Research and development

Scheduling systems

Quality system deployment

Supply chain integration

Continued



Global Procurement and Supply Risk Management at Steelcase o 159

TABLE 7.2 (Continued)

Steelcase Supplier Qualification Matrix

Note: Numbers shown are fictitious:
Weight For demonstration only Target Score

Inventory management, product flow and use of
space

People, teamwork, skill level and motivation

Equipment and tooling condition and maintenance

Special processes—welding

Special processes—finishing

Special processes—adhesives

Total Profiling Score

Supplier rating

Qualification criteria met

Needs improvement

Needs significant improvement

Stop/override by VP

will be used during “supplier qualification” to rate and compare suppliers
on the key business requirements.

The SCL is not involved in the initial population of the SQCM, but the
matrix is reviewed with the SCL to see if another recalibration is required
prior to the “supplier qualification” process. The SQCM is the tool that
standardizes the information to be used throughout the process, but it is
not a static document. Project needs will be recalibrated as progression
is made through the rest of the qualification process.

The supplier qualification (SQ) process is a risk and gap analysis that
drives the decision to qualify, develop, or not qualify a supplier. The
amount of information gathered, the level of detail analyzed, and the allo-
cation of resources for the SQ process depends on the situation. The first
two steps in each SQ process are completion and analysis of: (1) a financial
report (e.g., D&B Supplier Evaluation Risk Rating and Supplier Stability
Indicator); and (2) a “Candidate Supplier Questionnaire” that suppliers
access and complete via the Steelcase.com supplier site. The question-
naire prompts the supplier to respond to a series of questions grouped



160 « Managing Supply Chain Risk

into five categories: (1) company profile; (2) Customs-Trade Partnership
Against Terrorism (C-TPAT); (3) manufacturing capabilities; (4) supply
chain management; and (5) research and development. A coding key is
used to map measurements from both the financial report and the sup-
plier questionnaire to the previously initiated SQCM. Still, not all items on
the SQCM will have a needs/risk weight or performance score.

Referring to Table 7.2, the “weight” number (ranging from 0 to 5) is the
need ranking that may be recalibrated. The “target” cell is the sum of
the need (risk) weights. The individual scores near an item (ranging from
0 to 3) are the performance dimensions derived from the financial report
and supplier questionnaire. The total score is an average of the weight
and performance products. For example, total score = [(3*2) + (5 * 3) +
(4*2)]/3=9.67 ~10.

The SQCM provides a quantitative and relatively objective way to choose
between competing suppliers. The SCL and SQG can compare suppliers
by risk category, line item by line item, and total risk. It is at this point
that the firm starts getting a strong sense of the risk level, and it might
also be the point at which needs are recalibrated. The initial calibration of
risk occurred during the interviews, but it is a very high level, subjective
perspective. Risk perception was recalibrated somewhat after the NIDCM
and SQCM were completed, but it is not until the tools are used with the
internal customer that the needs analysis is more fixed and a detailed per-
ception of risk is developed.

If the SCL is leaning toward a supplier that does not have the highest score
or does not perform as well on some of the highest-rated need factors, it may
be that the project needs to be changed or because the SCL has some subjec-
tive criteria that they are now considering. Either way, by referring to the
NIDCM and/or SQCM, everyone can be made aware of the potential risk of
not selecting the most qualified or aligned supplier. Then, perhaps the needs
weighting will be revised because the project needs have changed, or the
SCL will revisit their supplier selection. Generally, if an item is rated with an
importance of 5 by the SCL is not achievable, it is likely a deal-breaker for
that supplier.

Until this point, only “remote analysis” has taken place (no plant visits).
In the past, SCS may have conducted an on-site assessment for all potential
suppliers because “that’s the way we always do it.” However, SCS realized
that for many purchases they might have spent more on the risk assess-
ment than they would have on the combined cost of the purchased part
and responding to risk situations driven by the purchased part. So SCS
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now first determines if the remote analysis is sufficient before conducting
on-site assessments.

If the remote assessment is not sufficient, depending on the situa-
tion and perception of risk, the firm will conduct either a Rapid Plant
Assessment (RPA) process or an internally developed full-scale supplier
Global Business Process Assessment (GBPA). Both are on-site assessments
and use the same 12 categories and special categories of need/risk as the
SQCM. Again, the term “risk” is not generally used outside of the SQG.
Approximately 70-80% of assessments are remote only, 15-20% RPA, and
5-10% GBPA. Despite the fact that SCS has not spent huge resources on
the assessments, they have not had any critical problems in supply chain.

I
RAPID PLANT ASSESSMENT

To further assess risk, SCS may use a modified version of the RPA that was
developed by Dr. Gene Goodson (2002). The categories on the RPA are the
same risk categories used in the SQCM. The RPA is completed in two hours
or less by a team of four to five people. Each SCS representative has pri-
mary responsibility for a few of the risk categories. The SCS team studies
the supplier’s annual reports, analyst reports, prior assessment data, indus-
try characteristics, project needs, and so on, prior to the visit. SCS does not
want the supplier to prepare anything prior to the visit, so the supplier is
not informed in advance. SCS does not bring a copy of the assessment to the
plant visit, and no notes are taken since doing so could impede communica-
tion and detract from picking up visual cues. The team meets immediately
after the RPA to summarize the findings and develop the RPA rating sheet.

GLOBAL BUSINESS PROCESS ASSESSMENT

In higher-risk situations, SCS will conduct the more in-depth Global
Business Process Assessment (GBPA). Those items previously ranked as
critical needs on the SQCM and NIDCM will be explored in great detail
during the plant visit. SCS will inform the supplier in advance, and provide
them with initial rankings, comments, concerns, and key areas of assess-
ment. The supplier will also be provided with a checklist that they will have
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to fill out prior to the meeting, which can then be verified on-site. SCS wants
to ensure the supplier is prepared and has the necessary resources to conduct
the in-depth GBPA when it is scheduled. SCS will also request in advance
supplier documents, policies, and procedures. The GBPA form is similar to
the SQCM shown previously. However, the GBPA will have more details
regarding specific ranking criteria and almost every item will be assessed.
The scores on the GBPA are mapped to a summary report (Table 7.3) and
provided to the supplier immediately prior to the end of the GBPA process.

TABLE 7.3
STEELCASE SUPPLIER GBPA REPORT
Supplier Busi Process A t
Supplier: Sales (volume):
Rated By: Employees:
Tour Date: Industry:
Location: Technologies:
Overall Score: Other Comments:
Company Culture
. . 3.
Equlpmen? ?nd Tooling Customer Satisfaction
Condition and 5
Maintenance .
2.
People, Teamwork, Environment and
Skill Level, and 1 Corporate Social
Motivation Responsibility
1.
0.
Inventory e
Ma t, Product o Facnllltynsle.lfety and
Flow, and Use of Space Cleanliness
Supply Chain Integration M ax‘l/;;::rll ent
Deployment
Quality System Research and Development
Deployment
Scheduling Systems
Special Process Assessments
100%
50% ‘
0% ‘
Special Process — Welding Special Process — Finishing Special Process — Adhesives
Assesment Disposition
Number of Critical Issues
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FIGURE 7.4
GBPA and special assessment alignment.

A key part of the qualification process is linking engineering or product
performance special assessments to the business process assessments to
determine the sustainability of the engineering or product performance as
suggested in Figure 7.4. Highly qualified technical personnel will conduct
the special assessments, while SQG conducts the GBPA and integrates the
two assessments to determine whether or not the qualities observed at the
detailed product level are also being observed at a higher business process
or cultural level. For example, a special assessment of a complex weld sta-
tion process might initially indicate that the supplier was highly quali-
fied to perform that operation. However, nine months later the supplier’s
weld performance might degrade significantly. If the business assessment
indicated that the corporate culture was low, or that there was not much
emphasis on continuous improvement, or employee retention was a prob-
lem, for example, the degradation of the weld performance might have
been predicted. This alignment of assessments tests whether or not spe-
cific competencies are isolated to a department and if they are sustainable.

A “Qualification Review” form (Table 7.4) is completed using the RPA or
GBPA information for each candidate supplier. This form enables the SCL
and SQG to make a fact-based supplier selection decision. It also makes
transparent the level of risk associated with each potential supplier.

PROCESS FAILURE MODE AND EFFECTS ANALYSIS

In rare cases of extremely high risk, SCS may conduct a full-scale PEMEA.
Only one supply chain PFMEA has been conducted in the last seven years.
It involved a new supplier, material, and process technology that could
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TABLE 7.4
SCS Supplier Qualification Review

Qualification Review

Material Group: Candidate
MG Leader:
Date:
Section # Oftﬁ“g;tlifl’\“s on RPA | GBPA
A |Company Culture 9
B |Customer Satisfaction 8
C  |Environment and Corporate Social Responsibility 13
D  [|Facility Safety and Cleanliness 5
E |Visual Management Deployment 8
F  [Research and Development 8
G |Scheduling Systems 5
H  |Quality System Deployment 12
I [Supply Chain Integration 11
] Inventory Management, Product Flow, and Use of Space 11
K |People, Teamwork, Skill Level, and Motivation 8
L |Equipment, Tooling Condition, and Maintenance 4
M |Special Process — Welding 1
N |Special Process — Finishing 1
O  |Special Process — Adhesives 1
Point Totals:
RPA GBPA
Total Rating Points Available I I I
Risk Level Supplier Rating

Minimum Risk
Low Risk
Moderate Risk
High Risk

Number of Critical Issues from the GBPA

Qualification Criteria Met
Needs Improvement

Needs Significant Improvement
Stop / Override by VP

1

have resulted in a very high-risk relationship. The existing assessment
tools were not sufficient to assess risk, so a member of the SQG who had
been involved with the design of FMEA utilized a cross-functional team
to apply PEMEA to this case. It proved to be an effective tool, as the supply
chain relationship was not pursued in large part due to this assessment.
The initial PEMEA template and guidelines were developed using informa-
tion gathered from published articles and texts. Rather than gathering infor-
mation by directly using the PFMEA templates, the interview guide shown
in Table 7.5 was used to simplify the interview process. This interview guide
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TABLE 7.5

PFMEA Worksheet

Cause/

Problem Result of Action Assigned Target
Statement Problem Severity Occurrence Detection Item to Date

put PEMEA topics into non-PFMEA language and ensured that data gath-
ered would be in terms familiar to and driven by the buyers. For example, the
buyers would be asked, “What do you see as potential problems or causes of
problems? How severe are the problems? How often do you think this might
occur? How could we detect the problem or know about it?”

SQG then populated the PFMEA form shown in Table 7.6. It is an
Excel-based form that guides the user through the process. The “Item and
Function” column in the PFMEA would be populated using the terms
recorded during the interviews so that the processes and issues would be
familiar to all stakeholders. Each project would have a new set of topics
that were derived from the interviews.

Each major heading in the PFMEA has a comment box that provides
instructions. Scales were developed for the severity, likelihood of occur-
rence, and likelihood of detection columns as shown in Tables 7.7, 7.8, and
7.9, respectively. People generally agreed to and understood the mean-
ing of the scales, but there was often disagreement regarding the actual
assignment of a number to a risk issue. The probability ranking was the
most challenging because the ranges were inherently a bit more difficult to
interpret and agree upon.

Agreement on a number was only part of the process. The greatest ben-
efit of the process was the discussions that enabled the team to identify
and analyze the critical issues from a cross-functional point of view. It was
expected that people from different functions would perceive risk differ-
ently, so the discussions gave the team an opportunity to explore what the
issues really were from a variety of perspectives. This process facilitates
a fact-based, decision-making agreement by following a process which
engages all the stakeholders in a structured, formal risk review.

Though the PFMEA proved to be effective, PEMEA has not jumped out
to SCS as something that needs to become part of the standard tool set
and process, so for the short to intermediate term at least there will likely
be a limited use of supply chain PFMEA. However, there is some consid-
eration that the PEMEA will be updated as supply becomes more involved
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TABLE 7.6

Steelcase Supply Process PEMEA
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TABLE 7.7
Steelcase PEMEA Degree of Risk Severity Ranking

Degree of Severity Ranking

Median

Degree Description Ranking

Very high ~ When a potential failure mode affects safe operation of the 10
product and/or involves non-conformance with government 9
regulations. May endanger people or product. Assign “9” if
there will be a warning before failure, assign “10” if there will
not be a warning before failure.

High When a high degree of customer dissatisfaction is caused by the 8
failure. Does not involve safety of people or product or 7
compliance with government regulations. May cause disruption
to subsequent processes/operations and/or require rework.

Moderate ~ When a moderate degree of customer dissatisfaction is caused by 6
the failure. Customer is made uncomfortable or is annoyed by 5
the failure. May cause rework or result in damage to equipment. 4

Low When a failure will cause only slight annoyance to the customer. 3

2

Minor When a failure is not likely to cause any real effect on subsequent 1
processes/operations or require rework. Most customers are not
likely to notice any failure. Any rework that might be required
is minor.

TABLE 7.8

Steelcase PEMEA Degree of Risk Occurrence Ranking

Degree of Occurrence Ranking

Median

Chance Description Probability = Ranking

Very high  Failure is almost inevitable. lin2 10

lin3 9

High Process is “similar” to previous processes with lin8 8
a high rate of failure. 1in 20 7

Moderate  Process is “similar” to previous processes, 1in 80 6
which have occasional failures. 1in 400 5

1 in 2,000 4

Low Process is “similar” to previous processes with 1 in 15,000 3
isolated failures.

Verylow  Process is “similar” to previous processes with 1 in 150,000 2
very isolated failures.

Remote Process is “similar” to previous processes with 1 in 1,500,000 1

no known failures.
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TABLE 7.9
Steelcase PFMEA Degree of Risk Detection Ranking

Degree of Detection Ranking

Median
Degree Degree in % Description Ranking
Detection is 0 Control method(s) cannot or will not detect 10
not possible the existence of a problem.
Very low 0to 50 Control method(s) probably will not detect 9
the existence of a problem.
Low 50 to 60 Control method(s) has a poor chance of 8
60 to 70 detecting the existence of a problem. 7
Moderate 70 to 80 Control method(s) may detect the existence 6
80 to 85 of a problem. 5
High 85t0 90 Control method(s) has a good chance of 4
90 to 95 detecting the existence of a problem. 3
Very high 95 to 100 Control method(s) will almost certainly 2
detect the existence of a problem. 1

in new product development processes and to support the company’s stra-
tegic objectives (discussed previously). PEMEA might be more efficiently
adopted because as the SCS supply manager indicated, “I believe the pro-
cess will become more acceptable since we are seeing an influx of people
with engineering and quality backgrounds in our sourcing organization.”

FINISHED GOODS PFMEA

One of SCS’s highest-risk supply issues is the purchase of finished goods
(FG). FG items are delivered directly to an SCS customer from the sup-
plier, so SCS does not see the FG prior to customer installation. FG items
are generally low volume and/or specialized products that may require
specific capital equipment. Items might include a special lighting fixture
or a unique chair, for example. Steelcase still owns the FG design as the
supplier builds to specs.

There are two keys to mitigating FG risks. First, the initial supplier
qualification process conducted by SQG (discussed previously) provides
confidence in the supplier process. Second, the FG services group, with
support from SQG, conducts a “Probability/Likelihood of Discontinuance
in Service” with an associated severity/impact analysis on a periodic basis
or when market conditions change (reference Table 7.10). This process is
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similar to, but is not a textbook PEMEA. This “scorecard” provides a closed
loop analysis in the qualification and lifecycle management process.

I
SUMMARY

Steelcase developed a new Global Procurement Process to ensure busi-
ness needs are met by beginning with the end in mind. The six steps in
the process are highly interdependent to ensure that supply relation-
ships, processes, and risks are managed throughout the supply lifecycle.
Needs and priorities, which are established at the initial “strategic needs
identification” process, may be recalibrated as new information is made
available and as situations change, but all subsequent procurement deci-
sions are related back to the priorities. Supply chain risks are weighted
and assessed relative to the priorities during the “supplier qualification”
process. Depending on the level of risk, different qualification and risk
management tools are used. These first two critical steps enable fact-based
supplier selection and management decision making. A key to success in
each step is to frame all questions and responses using language that is
familiar to the end user (e.g., buyers).

REFERENCES

Goodson, R.E. 2002. Read a Plant—Fast. Harvard Business Review, 80(5): 105-113.
Steelcase. 2012. Steelcase, Inc. www.steelcase.com.
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Feedback from Managers

Managers were asked questions about the effectiveness of risk manage-
ment and its implementation. Select responses follow.

QUESTION 1

Managers were asked to discuss the three most significant challenges, bar-
riers, or limiting factors that are having the most negative impact on sup-
ply risk management.

Response 1:

More focus on risk management are now not around which leads into my
barrier below. Time—I still feel like a lot of our work is spent on reacting
to risks rather than proactively identifying them and having contingen-
cies. Some functions do this better than others, but it’s definitely a best
practice that could be shared throughout the organization.

QUESTION 1A:

What is the challenge, who/what is creating it, and what exactly is that
challenge preventing you from doing?

Response 1a.1:

(1) Private suppliers don’t have to disclose financial statements so true
risk isn’t always understood.

(2) Different country laws where [in] certain regions there are no
requirements around providing financial info.

(3) Suppliers owned by private equity firms, where main motivation is
profit. Lack of financial info for a particular manufacturing unit in
question doesn’t allow the team to understand how much longer will
that company be in business, be sold, or cease operation all together.

173
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Response 1a.2:

The biggest challenge is making suppliers understand the importance of
having a solid contingency plan for their own business. A lot of suppliers
consider this work as a paperwork only exercise and don’t put the neces-
sary effort or diligence into the plan. It takes a lot of training and consult-
ing to make them true believers.

Response 1a.3:

Another challenge is to depart from a single source purchasing strategy
and move to dual sourcing for critical components. There are advantages
and disadvantages of each. The advantages of moving to a dual sourcing
strategy includes reduced supplier security risk and increased competi-
tion which can be used to lower cost and improve quality. Disadvantages
include two sets of tooling ($$$), added complexity for buyers and opera-
tions, and reduced volume for each supplier, which could increase cost.

Response 1a.4:

Transportation, vendor compliance, and capacity constraints are the big-
gest challenges I face. These challenges prevent me from having the product
available for our customers and also keeping a consistent inventory flow.

Response 1a.5:

Team is proactively doing research to understand how long has the private
equity owned a business, and based on industry average, [they] can nar-
row down where the risk is before the business is sold or closed.

Response 1a.6:

People not understanding the value. Usually it is someone at a corporate
level evaluating overall costs (working through consultants who are Ivy
League “Punks” that don’t know “Squat” and when approached have such
an ego that when you question them they back off). Upper management
needs to do a better job of understanding their own business and not hire
consultants that have no experience!

Response 1a.7:

Margin stack-up from product design from Supplier part performance
changes (part may meet specification limits, but actual performance has
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changed/drifted): Challenge is from Product Design utilizing thousands
of components that each have their own specifications. Supplier may
change an internal process or material that changes the actual perfor-
mance of the part, which disrupts the overall performance of the Product.
The challenge is this type of impact is unannounced and may severely
impact (shutdown) our ability to produce products, which requires the
emergency allocation of Engineering and Supply Chain resources, which
are then not available to work on continuous improvement work.

Response 1a.8:

Supplier part lifecycle changes: Impact caused by suppliers discontinuing
the manufacture/supply of items. Replacement items need to be evalu-
ated or alternate supply sources need to be identified, which consumes
Engineering and Supply Chain resources, which are then not available to
work on continuous improvement work.

Response 1a.9:

Supplier financial viability: impact from a supplier experiencing cash flow/
financial constraints. Can result in longer-term degradation of a supplier’s
performance, resources, and ability to support our requirements, or it may
have an immediate impact of the supplier ceasing operation. When this
occurs it requires/consumes Engineering and Supply Chain resources,
which are then not available for continuous improvement work.

Response 1a.10:

Another challenge is to depart from a single source purchasing strategy
and move to dual sourcing for critical components. There are advantages
and disadvantages of each. The advantages of moving to a dual sourcing
strategy includes reduced supplier security risk and increased competi-
tion, which can be used to lower cost and improve quality. Disadvantages
include two sets of tooling ($$$), added complexity for buyers and opera-
tions, and reduced volume for each supplier, which could increase cost.

QUESTION 1C:

What would it take to overcome that barrier, would it be worth the
effort and if so, how would you make the business case that it would be
worth it?
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Response 1c.1:

I believe there is no clear solution for every situation. Having thorough
contingency plans for each part is a must and based from that assessment
a decision needs to be made by management. Decisions could range from
continuing to monitor the contingency plans to purchasing an extra set of
tooling from a different supplier or a different location. Having a budget
for supply security is a must even though you may never use it.

Response 1c.2:

A lot of manual headcount spent verifying, reconciling, and cleaning data
to truly understand risk.

Response 1c.3:

It would take several meeting and process improvements as well as addi-
tional capital to address these challenges. Often, we just look for a Band-
Aid or quick fix and don’t get to the root of the issues so they are never
fully addressed. I absolutely feel it would be worth the effort as the better
our supply chain the more profitable we are as an organization.

Response 1c.4:

The two biggest challenges I see are cost and data. On cost, it takes a sig-
nificant investment to create redundancy through the supply chain. This
includes duplicating tools and test equipment to implement a dual-source
strategy. It also includes qualification resources from our company to
qualify a second source. Our company has estimated that to meet our goal
of being able to recover 80% of revenue in less than 13 weeks assuming a
factory is completely wiped out (as in Japan or Thailand), it would cost us
$30M of up-front investment. On data, the other issue is if we know where
we have risk through our embedded supply chain. Our company has done
significant work to gather data to understand the country of origin for our
Ist tier supply chain. Understanding our sub-tier supply chain is data we
do not presently have access to except for some specific commodities.

Response 1c.5:

We are moving in the right direction. We have recently formed Strategic
Sourcing teams with visibility and influence across various divisions and
multiple groups within our company. We are being granted additional
headcount requests as we continue to show value in professional supply
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chain functions through making large profitability impacts by executing
strategic projects and contracts with our Suppliers. As we centralize in
key areas of the business, this will be a continued focus for us and I would
expect to see great progress in this area in the near future.

Response 1¢.6:

Metrics. Although we do have scorecards that address delivery, cost reduc-
tions, and quality, risk is not a part of this scorecard so it’s not as “in your
face” as other metrics are. To overcome this, a globally recognized and
agreed upon metric would need to be created and incorporated into the
scorecard. Sounds simple enough, but oftentimes it’s the agreement of so
many different global business units that are the biggest hurdle. It should
be easy enough to make the business case for this, but we do a pretty good
job dealing with risk now, so upper management might take the “if it ain’t
broke, don’t fix it” approach.

Response 1¢.7:

Changing Economics. One way to overcome this change is informa-
tion. Good information can give companies an advantage in dealing
with potential supply risks such as strikes, capacity issues, exchange rate
changes, and delivery issues.

Response 1c.8:

Challenge 1: The other issue is that many suppliers provide parts to other
OEMs who are also ramping up production. Our assessment relies on the
supplier’s integrity to provide information on other OEMs production
schedules and sometimes we have situations of shared production lines,
etc. It is a systemic problem that would take a large culture shift for our
company, driven from the top down and including organization changes.
It would take extensive effort to provide a business case, but I imagine it
would be worth it. I would assess the metrics of our production lines down-
time due to short parts supply, as well as man hours and travel costs spent
managing crisis suppliers. I would also measure duplicated efforts made by
our various plants (conducting individual ramp up studies, collecting and
analyzing supplier responses, etc.) and the amount of time and resources
spent on this. I would also measure supplier hours spent responding to
multiple ramp-up request studies, instead of one study issued at the cor-
porate level.
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Response 1¢.9:

Challenge 2: Company Culture of Affiliate Suppliers. Oftentimes our big-
gest issues with parts suppliers is our affiliated suppliers. The culture has
eroded over the years and management capability is lacking. There is a
dependence on us to fix the major problems, and a general thought that
we will not let the supplier fail, which encourages a reliance on our com-
pany. Not sure how I would make a business case for this one, but similar
to issue 1, I would measure hours and resources spent at affiliates ensuring

parts supply.

Response 1c.10:

What I always tell people is follow the money trail—numbers don’t lie and
working for a company that is highly run by a bunch of “bean counters™—
they listen when you tell them what the impact of non-compliance is.

Response 1c.11:

Allocation of additional funding/resources would be required to overcome
the barrier. It would be worth the effort to improve quality, customer sat-
isfaction, and ultimately reduce Engineering and Supply Chain resources
that are consumed with Supplier Risk events. Business case would need
to be stated in the financial trade-off of improved quality, customer sat-
isfaction, and reduced Engineering and Supply Chain resources over the
longer term. Challenge with getting support would be the longer-term/
multiyear return on investment.

QUESTION 2:

What specific measures do you use to determine that the appropriate sup-
ply risk management strategy was selected and that it was successful?

(1) Are you single sourced for this item? Yes or No
(2) If so, where are the sources and why are you limited?
(@) If you have no other source-increase inventory and hold more
stock.
(b) If you do have other options—evaluate them through audits,
financial review, and so on.
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Response 2.1:

This is definitely a work in process for our company. We have various tools
we use to determine quality, compliance, and business risk of our sup-
pliers. It is definitely an area we should invest more in and standardize
across sites/divisions. The only way we currently measure this is through
the business performance results.

Response 2.2:

We use a large variety of Supply Chain measures, which Procurement
Directors and Operations VPs review monthly. Basic measures evaluate
suppliers maintaining commitments on purchase orders, i.e., On-time,
Defects PPM, Purchase Price Variance inflation/deflation, Cost saving $’s,
Contract Mgmt % of contracts current, Supplier Qualification projects,
Supplier Development projects.

Response 2.3:

Our company monitors each of its potential suppliers using the below-
weighted metrics which sum to an overall ABSC (advanced balanced score
card) ranking. The ABSC will be used post launch for existing suppliers.

Business Profit Trend
Financial—Z Score Technology
Geographic Location Cost
Market Cap

Response 2.4:

Goal: 0 lost production units from troubled suppliers while managing the
cost most effectively and within the set annual target.

Response 2.5:

Our only measure is whether or not our assembly lines were impacted or
not. If not, our contingency plans were successful. I believe that measuring
the success of the plan isn’t as important as the thought and ideas gener-
ated by having a plan.
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Response 2.6:

In-stocks, fill-rate, turns, backorders, inventory carrying cost, residual
inventory, and cost of goods sold (COGS).

QUESTION 3:

How does top management recognize the importance of supply risk
management (e.g., is supply risk management linked with corporate
risk management)?

Response 3.1:

Organizational structure is one way. We have a Global Procurement
Officer who is accountable for all Supply Chain Management for all oper-
ating locations around the globe. Another way is a commitment to educate
internal team members on the profession of managing supply chains and
the use of risk management in their processes. This education is just as
important within the Supply Chain team as those stakeholders from other
departments that Supply Chain services. We have a yearlong course that
builds this internal Supply Chain Management knowledge base. Finally,
the application of appropriate rollout strategies and processes that affect
the Supply Chain initiatives across global regions. Yes, risk management
is critical to effective supply chain management.

Response 3.2:

We are a small company but at the same time we are composed of auto-
motive industry veterans and thus for a company of 50 people think and
operate more like a large global automotive OEM when we think about
risk. The key to risk is to identify where your exposure is and to put in
place the systems and processes to mitigate risk with the plan to reduce
the organization’s overall percentage chance of having an event offer. Our
supply risk management processes and metrics are directly linked with
corporate risk management.

Response 3.3:

For our company, supply risk management has always been a concern.
However, it has escalated more recently with the recent natural disasters.
Before the natural disasters, a team developed an “Early Warning System”
(EWS), which was patented and is used to identify supply risks in our
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chain, and triggers action when a supplier is considered at risk. I don’t
know extensive details, but it takes into consideration financial situation as
well as supply shortage risk. We have recently been working to update the
formulas to include some risk factor for geographic location susceptible to
natural disasters. I am not sure about the link with corporate risk manage-
ment. Please let me know if you would like me to follow up on that link.

Response 3.4:

The current top management recognizes the supply risk especially as
events in the news from Pharma Companies in the industry are getting
483’s and shutdown due to severe compliance issues. Overall, our com-
pany takes pride in its supply link and is constantly monitoring sites and
personnel to make sure we are doing everything possible to maintain high
standards. They are increasing the control and evaluating sources on a
corporate level and expecting sites to follow standard practices (using best
practices from the past and also expanding on them).

Response 3.5:

In our industry, top management has recognized supply risk management
in the past two years as critical because our growth has been limited by
lack of subcomponents on best-selling, most profitable vehicles. This is dif-
ferent from previous years where we did have growth but it was a slow
growth which did not constrain the supply base; in the past two years
our growth has spiked on certain products and we have run into supplier
specific constraints.

Response 3.6:

Global staff in all four operating units (North America, South America,
Asia, and Europe) comprised of finance and global purchasing profession-
als. Supply risk management group provides a regular update to the ROC
(risk oversight committee), which is a board of directors driven initiative.

Response 3.7:

Supply risk management (known as Supply Security internal to our com-
pany) is very important to our Materials Department as well as the company.
Our Supply Base Management department is responsible for developing,
maintaining, and executing contingency plans for the supply base.
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Response 3.8:

Top management at my company recognizes supply risk by investing capi-
tal into our systems, training, and people. Our stock price is a direct corre-
lation to our supply chain success thus it has a very high level of visibility.

Response 3.9:

At our company, until last year this was something that was talked about,
but not a whole lot of action was actually given. After the supply issues
created because of the earthquake in Japan and flooding in Thailand, our
management has made this a top priority. Dedicated teams have been
formed to analyze our risk within our own manufacturing plants and our
supply chain. Particularly, because our company supplies to government
customers where public safety is of critical importance, our company can-
not afford to be shut down because of a lack of a continuity plan.

QUESTION 4:

What resources and support does top management allocate to supply risk
management? Are such allocations sufficient—if not what is most lacking?

Response 4.1:

A combination of support team members to meet the needs of the corpo-
ration’s strategies. Ensuring that new products receive well-crafted supply
chains to meet those needs. Specialists with supplier mgmt experience help
create these supply chains. Material group leaders that drive creation and
implementation of material group strategies globally. The third approach
requires a team that services day to day operational needs at our plants
where opportunities for continuous improvement occur which are beyond
the materials management team to satisty. We also need to support the
organizational need to innovate finding appropriate supply chains for new
materials and services. Finally, we also need to support our supply chain
needs for providing Supply Chain management principles to our Indirect
spending to pursue improvements in these important spending areas.

Response 4.2:

As it stands today our biggest resource allocation by top management
to supply risk management is people. As a startup resource allocation to
supply risk management is always a concern and as a direct comparison
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to more established businesses our current level of resource dedication is
low. However, we understand this and realize that we need to invest fur-
ther in both additional staffing and IT tools to further mitigate our supply
risk. Our company and specifically our supply chain organization has a
ramp up plan in place and we have a budget and plan to further invest
in the appropriate level of additional staff and IT tools. Specifically, we
plan to increase our Supply Chain staffing by 18 additional team members.
Further, we plan to purchase subscriptions to commodity indexes and
supplier intelligence services. In addition, we plan to procure and install
an ERP system.

Response 4.3:

Our company is changing its philosophy and has dedicated much more
effort in this area in the past two to three years. They have developed a tool
that divisions can access to review their particular suppliers and associated
risk (based on D&B ser score). This information is available by supplier or
by country of origin; it is not being grouped by commodity at this point.
They are working at doing some other things to enhance, but in my mind
we have come a long way.

Response 4.4:

I don’t know specific numbers of resources, again I could follow up if you're
interested in the hard details. Our main opportunity is our lack of North
American coordination. When we significantly change our production
plan at our various plants (11 in North America), the risk to our supply is
assessed individually. Each plant is concerned with ensuring their specific
supply needs. The problem is that many of our suppliers supply multiple
plants, and no one is allocated to look at North American supply capacity
and potential risks as we ramp up our production (I know, this is hard to
believe). North American capacity is looked at by a corporate function,
but only in regard to our production, not necessarily supply base.

Response 4.5:

Our company has a team dedicated to monitoring suppliers. We have
a regular audit process that is standard for all auditors to follow. I have
been on audits and seen how other industries perform controls and can
emphasize that our controls are much more stringent (example, food
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industry—much more relaxed—scary!). As far as resources—in today’s
environment all companies are tasked to do more with less but in the case
of Supplier Risk—this is an area where we have put resources versus taking
them away.

Response 4.6:

Global staff that also includes operations support group that oversees tool
moves from financially troubled or bankrupt suppliers to prevent parts
shortages and vehicle production disruption. The team also utilizes outside
(third-party) legal counsel and financial/operational/restructuring experts.

Response 4.7:

Supply risk management is included in the job description for the Supply
Base Management department. Each Supply Base Analyst is responsible
for his/her suppliers. If a contingency plan is executed, other resources
are appointed to assist with the plan until the supply risk is mitigated.
Maintaining our production schedules and keeping the lines running is
priority number one and to date we have not impacted the line due to the
natural disasters in Japan and Thailand.

Response 4.8:

Systems, training, additional head count, consulting, etc. Although they
have allocated support and improved our current systems, we are still
lacking and need to implement more cutting-edge tools.

Response 4.9:

This has been set up as a dedicated track with a project lead, team mem-
bers, and an executive sponsor to form a plan to reduce risk.

QUESTION 5:

If top management does not recognize the importance and/or does not
allocate sufficient resources, what does or should supply managers do to
change the situation?

Response 5.1:

This is the responsibility of every Supply Chain team member to exhibit
professional behavior and to drive understanding to upper management
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levels that provide ongoing leadership examples how Supply Chain Mgmt
provides a sustained competitive advantage to the organization.

Response 5.2:

In a case where it’s believed that top management is not supporting proper
resources to address risk, each manager usually devises a way to use exist-
ing resources to address the risk while also putting together a proposal on
what risk is being faced, attaching a dollar figure to the impact and justify-
ing the resources requested. Basically, it’s a “here’s the potential negative
impact at some point, but if we spend much less than that now, we can
avoid a bigger hit later.”

Response 5.3:

The key is communication. It is the Supply Manager’s role within the com-
pany to clearly and concisely communicate the organization’s risks associated
to supply and the business. At our company, I feel we do an excellent job of
articulating our current state of play and our plan forward. Our top manage-
ment is composed of automotive industry veterans “who get it” so they fully
appreciate our challenges ahead and have given us the appropriate budgets for
the future that will allow us to manage the business and mitigate our overall
supply risk.

Response 5.4:

It is definitely recognized as important and resources are always allocated
when needed, but I think we need more preventative measures from a
North American corporate perspective. We miss supply and capacity con-
cerns due to lack of detection, and inevitably our company ends up sending
multitudes of people to go “fix the situation® once it becomes a crisis (crisis
is defined by a supplier who has or is about to shut our company’s produc-
tion line down from no supply of parts) and make sure parts are getting
out the door.

Response 5.5:

My opinion—Look at the cost of nonconformance—it can bring a com-
pany to its knees in a very short period. Example: A company with the pea-
nut issue a few years ago—they realized that buying an audit from a third
party without oversight could be a disaster and cost the company millions
of dollars of lost revenue and also put a major scar on their reputation.
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Response 5.6:

Importance is recognized but top leadership still discussing function own-
ership—this cannot be changed by managers and only by top executives/
shareholders of the company.

Response 5.7:

N/A for our company. If a company does not recognize the importance,
they should understand the impact to the company if they were shut down
because of a supply security issue and begin to develop thorough contin-
gency plans.

Response 5.8:

As managers, you are the voice for your associates and those that may not
get the face time with the people who can affect change. The metrics speak
for themselves, so managers need to be able to relate the needed resources
to areas in the supply chain that need improvement. In-stocks, fill-rate,
turns, inventory, and vendor compliance are all areas with risk that need
adequate resources to meet goals.

Response 5.9:

N/A—Top management does recognize the importance and provide
resources.

QUESTION 6:

How are the individuals who are responsible for supply risk management
assessed and compensated for their risk management efforts?

Response 6.1:

Each employee has a Measureable Annual Performance Plan that itemizes
metrics and their six month and annual review is based on the agreed
upon objectives, metrics, and results.

Response 6.2:

Currently, our employees are part owners in the company thus they have a
vested interest in ensuring the success of the company. Employees all have
stock options in the company. Overall, Supply Chain professionals each
have specific goals and their compensation is tied to meeting their goals.
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Response 6.3:

I am not sure, I would need to follow up on this question. There is no
specific compensation awarded for risk management efforts. For the indi-
viduals responsible for risk management, their efforts are supposed to be
recognized through their normal performance reviews and correspond-
ing annual raise/bonus.

Response 6.4:

Personnel in a role such as this have a major responsibility and therefore
are compensated generously within our organization.

Response 6.5:

They are measured on cost savings for supply chain projects + reducing/
removing stockouts at manufacturing locations—best performers receive
bonuses/promotions similar to all other functions.

Response 6.6:

Primarily we’re looking at supplier financial risk. We work with an outside
company to provide financial reports on our suppliers and monitor spend-
ing and risk with them.

Response 6.7:

Main information is gathered through questionnaires, news, and industry
knowledge. We are also working with our suppliers to make them more
“flexible” to contend with our short lead times to our customers.

Response 6.8:

Above targets have a direct link to each team member’s annual perfor-
mance metric reviewed by management.

Response 6.9:
It’s part of their job description.

Response 6.10:

They are assessed semiannually and awarded bonuses if the company plan
is achieved.
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Response 6.11 (also refers to Question 1 and Question 2):

For all three of these, our company is in the process of putting a strategy
in place, so we are not yet at the point of measuring the effectiveness of
what has been put in place. We are thinking through all of this real-time
now. The high-level strategy that our company is driving toward is to have
redundancy in place that would allow 80% of our revenue to be recovered
within a quarter of a catastrophic incident.

QUESTION 7:

How is the effectiveness of supply risk management processes monitored
and evaluated on an ongoing basis?

Response 7.1:

We review risk on a monthly basis with our entire supply chain group at a
plant level and at a global level. During these meetings risks are identified
and action plans are reviewed. Management makes sure the appropriate
people are engaged and driving results. Obviously, each risk has a different
course of action.

Response 7.2:

Our company will move to monitoring each of its suppliers using the below
additional weighted metrics, which sum to an overall EBSC (External
Balanced Scorecard) ranking. The company EBSC will be used for exist-
ing suppliers post launch.

Environment Delivery
Responsiveness Quality

Current and future supply opportunities will be determined based on sup-
pliers’ ability to continuously maintain high scores in the above ABSC and
EBSC areas.

Response 7.3:

I believe most companies only do this when an issue occurs—wrong
approach. Monitoring suppliers on a regular basis is critical—both from
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an audit standpoint and also checking their financials on a periodic basis
(when companies are losing money—they generally take shortcuts, which
in my opinion causes issues).

Response 7.4:

They are asked to accumulate their projects, surveys, and costs savings.

Response 7.5:

See above [Response 2.4], as well as monitoring FRR (financial risk rating)
of each supplier, which is also tied to purchasing business award decisions
in order not to increase supply risk by awarding a financially troubled sup-
plier work they won’t be able to perform.

Response 7.6:

Each contingency plan has to be reviewed and updated on an annual basis.

Response 7.7:

My organization measures risk on a consistent basis and makes adjustment
to processes and metrics throughout the year. We have a team of analysts
and managers that review our metrics and risk at the department level and
work with the buyers to address areas needing improvement/adjustment.

QUESTION 8:

Managers were asked to discuss how you monitor and evaluate the per-
formance of supply risk management strategy and processes, and then to
consider several interrelated issues.

Response 8:

Our company is unique in that as a company we are really in the advanced
development stages of bringing our vehicle, product, to market. Thus, as a
company we do not have a history of supply risk management data from
our supply base. As a result, we are taking a number of steps in order to
mitigate our risk as a new company.
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QUESTION 9:

What do you see as the major failure modes in the supply chain today?

Responses 9.1-9.8:

Firm1l

Firm2

Firm10

Firm15

Firm23

Firm25

Firm32

Firm19

Capacity, cost control, quality. Capacities were reduced over the last year with
economic downturn and many suppliers are having a hard time bringing back
labor or getting financing to increase capacity that is in line with the recovery.
As a result, costs are out of control and quality is sacrificed.

A major failure mode is the globalization of the supply chain. There is increased
lead time for deliveries and possibly higher costs associated with the amount of
work necessary ensuring everybody is accurate to cross into our ports and hubs.
If an overseas supplier ships the wrong quantity because they read a production
report wrong, it will have a negative financial impact on your inventories.

Different parts of the supply chain reacting to changes at different rates and
may cause shortages or present limits.

Cost of quality isn’t considered when globally sourcing components (i.e., a
couple of air charter, scrapped or reworked material can easily wipe out a
business case to source offshore).

Communication, standardization, and technology advancement, when related
to supply chain, have always seemingly penetrated the aerospace market
slower than others. Due to low volumes and strict guidelines there seem to be
a lack of priority to take consideration of techniques implemented more
readily in commercial, industrial, and automotive markets.

In running a lean operation, production can be impacted by a one to two date
late delivery. We have encountered delays in transportation delivery due to
hub consolidation and lost load issues at hubs during the consolidation
process.

Faster business cycles (financial constraint—lean staff—lack of flexibility) will
cause shorter reaction times in case of risk. Increased global sourcing will
increase the number of potential influencing factors. Second tier management
and monitoring influence on complex SM-infrastructure in supply chains.

The banking industry still concerns me as well as volatility of many countries
for war and natural disasters. Also, in developing countries the labor force is
now demanding higher wages and China is revaluing their currency, which
will impact the cost of doing business in China and predicate cost increases for
goods and raw materials produced there.
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Question 10:

What do you see as the major failure modes in the supply chain today?

Responses 10.1-10.8:

Firmé6
Firm7

Firm25

Firm31
Firm32

Firm12
Firm13
Firm32

Lack of experience and lack of planning to reduce risk.

Understanding of supply chain costs (material/economics), cost reduction
initiatives which impact quality.

Not evaluating total cost of the supply chain, too many companies look in a
shell at their individual work centers rather than evaluating the total supply
chain.

No way to manage supplier overall risk.

Import business to the United States is at risk, countries in Asia now adjust
their currency rates, making Asian suppliers much less competitive. Tax laws
are changing, which are making it more difficult to import products. Total cost
analysis is not conducted when moving overseas, as we only see dollar signs in
the piece of the good we buy. Companies do not investigate the total price,
including freight likelihood of a quality issue that will support and supply
interruption cost, and so on.

Dependence on suppliers in emerging regions.

Lack of qualified workforce.

Bankruptcies will increase in next 12 months. Some supplier groups of specific
commodities are consolidating due to the economic conditions. In some
industries, the number of suppliers has gone down by over 50%, so in areas
where you used to have 2,000 suppliers nationwide supplying the same type of
commodity, there are now 100 or less.
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TABLE A.1

Final Results

General Information (Optional)

Job Title:

Duties:

Firm1l Strategic Buyer
Firm2 N/A

Firm3 Supply Chain Leader,
Principal

Firm4 Sr. Inventory Analyst

Firm5 Strategic Buyer

Firmé6 Strategic Procurement
Manager

Firm7 Senior Buyer

Firm8 Supervisor, Inventory
Management

Firm9 Supply Chain Analyst

Firm10  Director of Supply Chain
Firmll  Director of Supply Chain
Firml12  Commodity Manager

Firm13  Supply Chain
Coordinator

Firm14  Supply Base Manager

Firm15
Firm16

Supplier approval and contract management
processes

Sourcing, cost reduction

Supervise a team of 5 buyers for U.S. inventory
and projects for a distributor

Forecast orders from customers, manage new
product implementation throughout supply
chain, determine root cause of late shipments
and provide corrective action operations

Supply chain
Contract negotiation and supply base
transformation

Purchasing/Inventory Management

Management of supplier relationships and supply
base design

Continued

193
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TABLE A.1 (Continued)

Final Results

Firml7  Plant Manager Production, manufacturing process engineering,
test engineering and coordination with support
functions

Firm18

Firm19  Senior Scheduler Assurance of production schedule/material

Firm20
Firm21
Firm22

Firm23

Firm24

Firm25
Firm26
Firm27
Firm28
Firm29

Firm30
Firm31

Firm32
Firm33
Firm34

Firm 35
Firm36

Firm37
Firm38
Firm39

Supply Base Manager

Supply Chain Manager

Assistant Buyer

Project Localization
Manager

Materials Planner

Senior Buyer—Iron
Components

Sales Director
Supply Chain
Management Program

Purchasing Manager

Global Sourcing Business
Unit Manager

Buyer

Purchasing Manager
Supply Chain Manager
Import Analyst

integrity that impact cost, process, and
customer delivery

Manage all procured direct material supply

Responsible for procurement and inventory
control

Outside processing coordinator and assist the
buyers with entering and processing purchase
orders and invoice

Setting up our manufacturing in EC(s)

SM process and systems

Supply chain planning, raw ingredients

Sales activity

Sales activity

Strategic procurement, logistics, materials,
supplier quality
Manager of supply chain

Responsible for all P&L for $8 million import/
export operation for various sealing application
for engineered polymer systems division

Securing products and materials necessary for
manufacturing for products

Management of purchasing, sourcing, logistics
Purchase, forecast, and manage import products

Continued
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TABLE A.1 (Continued)

Final Results
Firm40  Senior Supply Chain Manage production, inventory, on-time delivery
Planner and deployment of ~$20 million in inventory;
managing other projects like network planning,
inventory strategy, cost savings projects, and
new product launches
Firm41
Firm42  Vice President of All purchasing activities
Purchasing
Firm43
Firm44  Account Representative Manage international (JP) procurement
component of supply, to sub-assembly plant
(MX), quality control and delivery to final
assembly in (United States). Includes price
negotiations, routing, cost analysis, and so on
Firm45
Firm46 Director, Global Sourcing, contract administration, supplier

Procurement and Supply ~ quality
Chain Management
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COMPANY BACKGROUND INFORMATION

The questions in this part should be answered at the level of your
entire organization.

Which of the following best describes the main activity of your company?”

O Aerospace/defense O Health care

O Agriculture O House building and construction
O Automotive O Leisure industries

O Banks/financial services O Manufacturing

O Chemicals O Office equipment

O Computer hardware O Public sector

O Computer software O Publishing/broadcasting
O Consumer products O Telecommunications

O Electronics O Transportation

O Food O Other

O Fuel, utilities and power O Please specify:

What is the annual sales revenue of your company?

O Under $10M O $1B-$9B
0O $10M-S49M O $10B-$49B
O $50M-$99M O $50B-$99B
O $100M-$499M O Over $100B
O $500M-$999M
= $50M-$99M
= $50B-$99B
2% $10B-$49B
= $1B-$9B
34% Over $100B

= $100-$499M
$500M-$999M

Annual sales revenue.

" Manufacturing: 39/46 includes 11 automotive first-tier suppliers, 4 automotive OEMs, 3 elec-
tronics manufacturers, and 21 other (e.g., office furniture, home appliance, pumps, seals, gauges,
valves, hydraulics, aerospace, medical equipment, plumbing fixtures, seats, recreational vehicles,
safety equipment, industrial doors, automation equipment, pharmaceuticals, cosmetics, home
building material, child care goods, food); 28/46 can be classified as capital-intensive high-volume
producers using assembly lines in operations; 11/46 can be classified as low volume producers of
highly customized and engineered products. Non-manufacturing: 7/46 includes 3 distributors, 1
transportation management, 1 telecommunications, 1 clinical testing, and 1 retailer.
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What is the number of employees in your company?

O Under 50 0O 1,000-4,999

0 50-99 O 5,000-9,999

0O 100-499 O Over 10,000

0 500-999

2% 2%
= Over 10,000
= 1,000-4,999
= 5,000-9,999
= 100-499
= Under 50
= 500-999
50-99
Number of employees.
What is the ownership structure of your company?
O Privately owned O Publicly owned O Public/privately owned

= Privately Owned
= Publicly Owned
= Public/Privately Owned

Ownership structure.

Which geographical regions account for your sales revenue? (Check all that
apply,)

O Africa (16/46 firms) O Europe (31/46 firms)
O North America (46/46 firms) O South America (30/46 firms)
O Asia (34/46 firms)
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MANAGING SUPPLY CHAIN RISK

Managing supply chain risk applies the techniques of risk management to
the supply chain. It develops an enterprise view into the risks deep within
a supply chain, and gives companies a tool that they can use to identify
and manage risks to reduce their potential impact. Effective risk manage-
ment includes a process that systematically identifies potential failures in
the supply chain.

Which best describes your usage of supply chain risk evaluation tools,
techniques, and methodologies?”

O Plan to implement an application O Currently using an application
within 1-2 years

O Plan to evaluate an application within 0 No plans to use anything
1-2 years

m Currently Using an
Application

= No Plans to Use Anything

Plan to Evaluate an
Application within 1-2
Years

= Plan to Implement an
Application within 1-2
Years

Description of usage.

* All firms agreed there is no obvious and specific single application for managing supply chain
risks on the market today. 61% are actually using existing SCM applications for managing risk. In
the absence of risk management applications, these firms (61%) are building risk considerations
into existing traditional SCM applications (e.g., spend, contract, and inventory management,
demand planning, benchmarking, etc). An additional 6% said they would like to implement an
SCM risk application in 1-2 years, and another 13% said they are considering it. This indicates
that while actual specific supply chain risk applications are non-existent, interest levels are very
high (80%). The 80/20 rule resurfaces. Eighty percent of the firms have placed a high priority on
managing supply chain risks and 20% do not.
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If you are not using any tools, techniques, or methodologies for manag-
ing supply chain risks, then what is the major reason?

O Satisfied with current process O Cannot justify the benefits
O Cannot justify the costs O Lack of skill sets
= Satisfied with Current
Process

= Lack of Skill Sets

Cannot Justify the Benefits

63% = Cannot Justify the Costs

N

4%

2% Unanswered

Reasons for non-usage.

Approximately how much do you plan to spend next year for managing
risks in the supply chain (e.g., I'T, support services, process changes, etc.)?
Feel free to skip this question if you are uncomfortable with the dollar
signs associated with it.

O Less than $500,000 O $500,000-$1,000,000
O $1,000,000-$5,000,000 O More than $5,000,000

= $1,000,000-$5,000,000

m Less Than $500,000
More Than $5,000,000

= $500,000-$1,000,000

2% Unanswered

Spending plan.
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Will your budget for managing supply chain risks increase, decrease, or
stay the same next year?

O Increase O Decrease O No change

™ Increase
= No Change

Decrease

Budget.

Which area within your company usually takes ownership of invest-
ments made for managing supply chain risks?

O Risk Management O Supply Chain/Purchasing
O Legal O Logistics
O Accounting/Finance 0O Manufacturing/Operations
o IT O Quality
O Other (Please Specify)

1% 3%

m Supply Chain/Purchasing

3% 6% = [egal
= Logistics
= Manufacturing/Operations
= Accounting/Finance
=T
Quality

= General Finance Budget

3%

Risk Management

Area of investment ownership.



Appendix A: Research Questionnaire Results o 201

Where does the funding for managing supply chain risks come from in
your company?

O General operations budget O Specific departmental budget
O General finance budget O General IT budget
O Specific budget to address supply chain

issues

= Specific Departmental Budget
m Specific Budget to Address
Supply Chain Issues
General Finance Budget

m General Operations Budget

General IT Budget

Funding.

With a 1 to 7 scale and a sample size of 46 firms, the variance (Var.)
for each question can generally be interpreted as follows. A Var. of > 2.00
implies there was a sizeable amount of variation in the responses and
<2.00 implies less variation. You will notice that in general, the questions
with a high mean (>5.00) had low variances (<2.00). The majority of the
companies answered toward the high end (Mean >5.00) with less varia-
tion. However, there was a larger amount of variation for questions with
a mean of <4.00.

Please circle a number using the 7-point scales with: 1 = Not used to
7 = Extensively used.

To what extent are the following used in managing your supply chain and
risks within it?

Information gathering 1 2 3 4 5 6 7
Mean = 5.67, SD = 1.21, Var. = 1.47 (low),
Kurt = -0.41, Skew = 0.66

Training programs 1 2 3 4 5 6 7
Mean = 3.54, SD = 1.59, Var. = 2.52 (high),
Kurt = -0.85, Skew = 0.07

Continued
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Joint technology development initiatives
Mean = 3.59, SD = 1.47, Var. = 2.16 (high),
Kurt = -0.57, Skew = 0.37

Partnership formation and long-term agreement
Mean = 5.11, SD = 1.08, Var. = 1.17 (low),
Kurt = 0.69, Skew = -0.67

Supplier development initiatives
Mean = 4.83, SD = 1.37, Var. = 1.88 (low),
Kurt = -1.04, Skew = -0.10

Supplier performance measurement system
Mean = 5.35, SD = 1.61, Var. = 2.59 (high),
Kurt = 0.32, Skew = -1.04

Consistent monitoring and auditing of a supplier’s
processes

Mean = 4.59, SD = 1.72, Var. = 2.96 (high),
Kurt = -1.17, Skew = -0.25

Using an approved list of suppliers
Mean = 5.78, SD = 1.18, Var. = 1.40 (low),
Kurt = 1.25, Skew = -1.09

Multiple sourcing (rather than sole sourcing)
Mean = 4.04, SD = 1.36, Var. = 1.86 (low),
Kurt = -0.30, Skew = -3.36

Visiting supplier operations
Mean = 5.04, SD = 1.32, Var. = 1.73 (low),
Kurt = -0.18, Skew = -0.27

Establishing good communications with supplier
Mean = 5.65, SD = 1.04, Var. = 1.08 (low),
Kurt = -0.21, Skew = -0.074

Increasing product differentiation
Mean = 3.91, SD = 1.50, Var. = 2.26 (high),
Kurt = -0.37, Skew = -0.38

Postponement (delaying the actual commitment of
resources to maintain flexibility)

Mean = 3.70, SD = 1.35, Var. = 1.82 (low),
Kurt = -0.08, Skew = -0.04

Speculation (forward placement of inventory, forward

buying of raw materials, etc.)
Mean = 4.07, SD = 1.69, Var. = 2.86 (high),
Kurt = -0.91, Skew = -0.08

5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7

Continued
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Inventory management (buffers, safety stock levels, 1 2 3 4 5 6 7
optimal orders, and production quantity)

Mean = 4.96, SD = 1.69, Var. = 2.84 (high),
Kurt = -0.91, Skew = -0.95

Data warehousing 1 2 3 4 5 6 7
Mean = 4.09, SD = 1.76, Var. = 3.10 (very high),
Kurt = -0.80, Skew = -0.01

Network design analysis programs 1 2 3 4 5 6 7
Mean = 3.25, SD = 1.94, Var. = 3.77 (very high),
Kurt = -1.10, Skew = 0.43

Demand signal repositories 1 2 3 4 5 6 7
Mean = 3.42, SD = 1.85, Var. = 3.43 (very high),
Kurt = -1.16, Skew = 0.06

Spending management and analysis 1 2 3 4 5 6 7
Mean = 4.85, SD = 1.53, Var. = 2.35 (high),
Kurt = -0.71, Skew = -0.16

Inventory optimization tools 1 2 3 4 5 6 7
Mean = 4.78, SD = 1.66, Var. = 2.77 (high),
Kurt = -0.10, Skew = -0.62

Credit and financial data analysis 1 2 3 4 5 6 7
Mean = 4.54, SD = 1.60, Var. = 2.56 (high),
Kurt = -0.68, Skew = -0.32

Business process management 1 2 3 4 5 6 7

Mean = 4.65, SD = 1.37, Var. = 1.88 (low),
Kurt = -0.98, Skew = -0.20

Hedging strategies (to protect against commodity price 1 2 3 4 5 6 7
swings)

Mean = 3.61, SD = 1.63, Var. = 2.64 (high),
Kurt = -0.65, Skew = 0.19

Contract mgmt (e.g., leveraging tools to monitor 1 2 3 4 5 6 7
performance against commitments)

Mean = 4.48, SD = 1.64, Var. = 2.70 (high),
Kurt = -0.67, Skew = -0.29

Benchmarking (internal, external, industry-wide, etc.) 1 2 3 4 5 6 7
Mean = 4.59, SD = 1.54, Var. = 2.38 (high),
Kurt = -0.62, Skew = -0.51

Continued
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Forecasting techniques (e.g., to pre-build and carry

additional inventory of critical items)
Mean = 4.61, SD = 1.57, Var. = 2.47 (high),
Kurt = -0.72, Skew = -0.21

Contingency planning (jointly with suppliers)
Mean = 4.22, SD = 1.25, Var. = 1.55 (low),
Kurt = -0.82, Skew = 0.07

Please circle a number using the 7-point scales with: 1 = Not satisfied to

7 = Very satisfied.

How satisfied are you with your supply chain group’s performance on the

following issues?

After sales service performance

Mean = 4.57, SD = 1.29, Var. = 1.67 (low),
Kurt = -1.18, Skew = -0.47

Supplier reliability and continuous supply
Mean = 4.85, SD = 0.99, Var. = 0.98 (very low),
Kurt = 0.46, Skew = -0.84

Inventory management
Mean = 4.52, SD = 1.22, Var. = 1.50 (low),
Kurt = 0.35, Skew = -0.74

Logistics and delivery reliability
Mean = 4.96, SD = 1.01, Var. = 1.02 (very low),
Kurt = -0.70, Skew = -0.32

Lower commodity prices

Mean = 3.98, SD = 1.27, Var. = 1.62 (low),
Kurt = -0.08, Skew = -0.03

Reduced material price volatility
Mean = 3.80, SD = 1.51, Var. = 2.29 (high),
Kurt = -0.68, Skew = -0.01

Reduced disruptions in the supply chain
Mean = 4.59, SD = 1.15, Var. = 1.31 (low),
Kurt = -1.19, Skew = -0.59

Order completeness and correctness
Mean = 4.96, SD = 1.11, Var. = 1.24 (low),
Kurt = 0.01, Skew = -0.31

5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7

Continued
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Damage-free and defect-free delivery 1 2 3
Mean = 5.41, SD = 0.83, Var. = 0.69 (very low),
Kurt = -0.57, Skew = -0.20

Meeting customer service levels 1 2 3
Mean = 5.07, SD = 1.20, Var. = 1.44 (low),
Kurt = -0.23, Skew = -0.61

Visibility (detailed knowledge of what goes on in other 1 2 3
parts of the supply chain, e.g., finished goods inventory,
materials inventory, WIP, pipeline inventory, actual
demands and forecasts, production plans, capacity, yields,
and order status)
Mean = 4.26, SD = 1.29, Var. = 1.66 (low),
Kurt = -0.07, Skew = -0.45

5 6 7
5 6 7
5 6 7

Please circle a number using the 7-point scales with: 1 = Strongly dis-

agree to 7 = Strongly agree.

Managing supply chain risk is an increasingly important 1 2 3
initiative for our operations.

Mean = 5.65, SD = 1.30, Var. = 1.70 (low),
Kurt = 0.31, Skew = -0.88

My workplace plans on evaluating or implementing supply 1 2 3
chain risk tools and technologies.

Mean = 4.98, SD = 1.58, Var. = 2.51 (high),
Kurt = -0.71, Skew = -0.49

Supplier reliability and continuous supply is the top risk 1 2 3
factor for our supply chain.

Mean = 5.35, SD = 1.34, Var. = 1.79 (low),
Kurt = 0.20, Skew = -0.80

We have a dedicated budget for activities associated with 1 2 3
managing supply chain risks.

Mean = 3.65, SD = 1.96, Var. = 3.83 (very high),
Kurt = -1.45, Skew = 0.07

We apply high levels of analytical rigor to assess our supply 1 2 3
chain practices.

Mean = 4.37, SD = 1.53, Var. = 2.33 (high),
Kurt = -0.75, Skew = -0.19

Supply chain risk initiatives are driven from the bottomup 1 2 3
rather than top down.

Mean = 3.67, SD = 1.56, Var. = 2.45 (high),
Kurt = -1.24, Skew = 0.28

5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7

Continued



206 « Appendix A: Research Questionnaire Results

We are currently using some form of supply chain risk 1 2 3 4 5 6 7
management tools and services.

Mean = 4.46, SD = 1.93, Var. = 3.72 (very high),
Kurt = -1.45, Skew = -0.09

Managing supply chain risks is driven by reactions to 1 2 3 4 5 6 7
failures rather than being proactively driven.

Mean = 4.39, SD = 1.36, Var. = 1.84 (low),
Kurt = 0.17, Skew = -0.26

We have placed an increased focus on inventory 1 2 3 4 5 6 7
management to deal with supply risks.

Mean = 4.80, SD = 1.34, Var. = 1.81 (low),
Kurt = 1.37, Skew = -1.24

We use network design and optimization tools to cope 1 2 3 4 5 6 7
with uncertainty in the supply chain.

Mean = 3.66, SD = 1.85, Var. = 3.44 (very high),
Kurt = -1.18, Skew = 0

Taxes such as excise and VAT impact our supply chain 1 2 3 4 5 6 7
decisions.

Mean = 3.86, SD = 1.69, Var. = 2.86 (high),
Kurt = -0.98, Skew = -0.20

A key part of our supply chain management is 1 2 3 4 5 6 7
documenting the likelihood and impact of risks.

Mean = 4.20, SD = 1.67, Var. = 2.78 (high),
Kurt = -1.22, Skew = -0.02

Supply chain risk information is accurate and readily 1 2 3 4 5 6 7
available to key decision makers.

Mean = 3.87, SD = 1.57, Var. = 2.47 (high),
Kurt = -0.84, Skew = 0.15

Our spending intentions for managing supply chainrisks 1 2 3 4 5 6 7
are very high.

Mean = 3.37, SD = 1.57, Var. = 2.47 (high),
Kurt = -0.84, Skew = 0.15

Funding for managing supply chain risks will come froma 1 2 3 4 5 6 7
general operations budget.

Mean = 3.91, SD = 1.58, Var. = 2.50 (high),
Kurt = -0.70, Skew = 0.16

Continued
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We do plan on investing nontrivial amounts in managing 1 2 3 4 5 6 7
supply chain risks.

Mean = 4.30, SD = 1.94, Var. = 3.77 (very high),
Kurt = -1.15, Skew = -0.14

We can actually exploit risk to an advantage by taking 1 2 3 4 5 6 7
calculated risks in the supply chain.

Mean = 4.02, SD = 1.86, Var. = 3.46 (very high),
Kurt = -0.93, Skew = -0.34

I fully understand the activities being performed by our 1 2 3 4 5 6 7
risk management group.

Mean = 4.00, SD = 1.63, Var. = 2.66 (high),
Kurt = -0.92, Skew = 0.34

We are planning to outsource all or some of our risk 1 2 3 4 5 6 7
management functions.

Mean = 2.25, SD = 1.28, Var. = 1.63 (low),
Kurt = 0.31, Skew = 0.91

Risks associated with transit delays or import operations 1 2 3 4 5 6 7
are proactively managed.

Mean = 4.52, SD = 1.44, Var. = 2.08 (high),
Kurt = 0.17, Skew = -0.58

Risks associated with efforts toward shorter production 1 2 3 4 5 6 7
times are proactively managed.

Mean = 4.63, SD = 1.31, Var. = 1.70 (low),
Kurt = 1.01, Skew = -0.71

My workplace uses supply chain risk managers whowork 1 2 3 4 5 6 7
closely with corporate risk management.

Mean = 2.53, SD = 1.74, Var. = 3.03 (very high),
Kurt = 0.15, Skew = 1.12

Supply chain employees understand government 1 2 3 4 5 6 7
legislation and geopolitical issues.

Mean = 3.70, SD = 1.26, Var. = 1.59 (low),
Kurt = -0.45, Skew = -0.22

We are prepared to minimize the effects of disruptions 1 2 3 4 5 6 7
(terrorism, weather, theft, etc.).

Mean = 3.70, SD = 1.31, Var. = 1.73 (low),
Kurt = -0.41, Skew = 0.23
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There is no single set of tools or technologies on the 1 2 3 4 5 6 7
market for managing supply chain risks.

Mean = 5.24, SD = 1.49, Var. = 2.23 (high),
Kurt = -0.18, Skew = -0.68

Without a systematic analysis technique to assess risk, 1 2 3 4 5 6 7
much can go wrong in a supply chain.

Mean = 5.54, SD = 1.03, Var. = 1.05 (low),
Kurt = -0.50, Skew = -0.25

We have placed an emphasis on incident reporting to 1 2 3 4 5 6 7
decrease the effects of disruptions.

Mean = 4.50, SD = 1.43, Var. = 2.03 (high),
Kurt = 0.25, Skew = -0.67

Please circle a number using the 7-point scales with: 1 = Strongly dis-
agree to 7 = Strongly agree.

Our suppliers are required to have secure sourcing, 1 2 3 4 5 6 7
business continuity, and contingency plans.

Mean = 4.62, SD = 1.71, Var. = 2.92 (high),
Kurt = -1.11, Skew = -0.30

It is critical for us to have an easily understood methodto 1 2 3 4 5 6 7
identify and manage supply chain risk.

Mean = 5.30, SD = 1.23, Var. = 1.51 (low),
Kurt = 0.064, Skew = -0.84

Proactive risk mitigation efforts applied to the supply 1 2 3 4 5 6 7
chain is common practice for us.

Mean = 4.33, SD = 1.49, Var. = 2.22 (high),
Kurt = -0.53, Skew = -0.47

We are hedging our raw material exposure to reduceinput 1 2 3 4 5 6 7
cost volatility.

Mean = 3.78, SD = 1.49, Var. = 2.22 (high),
Kurt = -0.65, Skew = -0.42

Key metrics are in place to measure the risk associated 1 2 3 4 5 6 7
with key suppliers.

Mean = 4.65, SD = 1.68, Var. = 2.81 (high),
Kurt = 0.37, Skew = -0.96

Our company uses real-time inventory information and 1 2 3 4 5 6 7
analytics in managing the supply chain.

Mean = 4.76, SD = 1.52, Var. = 2.32 (high),
Kurt = -0.91, Skew = -0.44

Continued
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Risks of moving manufacturing facilities overseas are 1 2 3 4 5 6 7
carefully evaluated.

Mean = 5.65, SD = 1.15, Var. = 1.33 (low),
Kurt = 0.09, Skew = -0.83

Risks of not being able to fulfill a spike in consumer 1 2 3 4 5 6 7
demand are carefully evaluated.

Mean = 5.22, SD = 1.25, Var. = 1.55 (low),
Kurt = -0.31, Skew = -0.43

We actively benchmark our supply chain risk processes 1 2 3 4 5 6 7
against competitors.

Mean = 3.57, SD = 1.68, Var. = 2.83 (high),
Kurt = -1.19, Skew = -0.21

We have had supply disruptions that have caused financial 1 2 3 4 5 6 7
hardships in the past 24 months.

Mean = 4.72, SD = 2.01, Var. = 4.03 (very high),
Kurt = -0.70, Skew = -0.64

We are very concerned about our supply chain resiliency 1 2 3 4 5 6 7
and the failure implications.

Mean = 4.78, SD = 1.59, Var. = 2.53 (high),
Kurt = -0.62, Skew = -0.53

Please rank order five of the following risks, which would have the great-
est severity or impact on your supply chain if it occurred (e.g., 1 = most
severe, 2 = second most severe, etc.). The impact might be in terms of
financial losses, delivery delays, quality to the customer, loss of reputation,
property damage, and so on.

Supplier failure/reliability

Natural disasters or accidents (tsunamis, hurricanes, fires, etc.)
Geopolitical events (terrorism, war, etc.)

Government regulations (SOX, SEC, Clean Air Act, OSHA, EU)
Logistics failure

Contract failure

Intellectual property infringement

Weaknesses in the local infrastructures

Obtaining proper bonds and licenses

Customs acts/trade restrictions and protectionism

Ethical issues (working practices, health, safety, etc.)

oooooooooooao

Port/cargo security (information, freight, vandalism, sabotage, etc.)

Continued
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I [ O [y

Internal and external theft

Property development—Ilocal codes and requirements
Unfamiliar business and property laws

Legal liabilities and litigation

Return policy and product recall requirements

Lack of trust with partners

Language and educational barriers

Measuring tools—metrics translate differently

Information delays, scarcity, sharing, and infrastructure breakdown
Attracting and retaining skilled labor

Bankruptcy, ruin, or default of suppliers, shippers, etc.

Degree of control over operations

Fraud or scandal

Strikes—labor, buyers, and suppliers

Commodity cost volatility

Currency exchange, interest, and/or inflation rate fluctuations
Banking regulations and tighter financing conditions
Insurance coverage

Diminishing capacities (financial, production, structural, etc.)
Customer-related (demand change, system failure, payment delay)
Contamination exposure—food, germs, infections
Energy/raw material shortages and power outages

Tax issues (VAT, transfer pricing, excise, etc.)
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TABLE A.2

Frequency of Responses

Supplier failure/reliability

Bankruptcy, ruin, or default of suppliers, shippers, etc.
Logistic failure

Commodity cost volatility

Natural disasters or accidents

Strikes — labor, buyers, and shippers

Diminishing capacity

Government regulations

Attracting and retaining skilled labor
Customer-related (demand change, system failure)
Lack of trust with partners

Currency exchange, interest, and/or inflation rate fluctuations
Intellectual property infringement

Energy/raw material shortages and power outages
Geopolitical event

Ethical issues

Legal liabilities and litigation

Information delays, scarcity, sharing, and infrastructure breakdown
Customs acts/trade restrictions and protectionism
Contract failure

Degree of control over operations

Contamination exposure — food, germs, infections
Measuring tools — metrics translate differently
Weakness in the local infrastructure

Internal and external theft

Return policy and product recall requirements
Banking regulations and tighter financing conditions
Port/cargo security

Tax issues
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The numbers in Table A.2 indicate the frequency of the responses. Please
list any other risks not listed above that impact your supply chain:

Risk Will Risk Will Risk Will
Decrease Not Increase
Do you believe the supply chain risk will in the Change in in the
increase, stay the same, or decrease in the Next the Next Next
next 1-2 years? Please check a box. 1-2 Years 1-2 Years 1-2 Years
Supplier failure/reliability O O O
Natural disasters or accidents (tsunamis, | | O
hurricanes, fires, etc.)
Geopolitical events (terrorism, war, etc.) O O |
Government regulations (SOX, SEC, Clean Air O O O
Act, OSHA, EU)
Logistics failure d d O
Contract failure d d O

Continued
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Risk Will Risk Will Risk Will
Decrease Not Increase
Do you believe the supply chain risk will in the Change in in the
increase, stay the same, or decrease in the Next the Next Next
next 1-2 years? Please check a box. 1-2 Years 1-2Years 1-2 Years
Intellectual property infringement O O O
Weaknesses in the local infrastructures O O O
Obtaining proper bonds and licenses d d d
Customs acts/trade restrictions and protectionism d d d
Ethical issues (working practices, health, safety, etc.) O O O
Port/cargo security (information, freight, O O O
vandalism, sabotage, etc.)
Internal and external theft O O O
Property development —local codes and O O O
requirements
Unfamiliar business and property laws a0 d d
Legal liabilities and issues O O O
Return policy and product recall requirements O O O
Lack of trust with partners O O O
Language and educational barriers O O O
Measuring tools—metrics translate differently O O O
Information delays, scarcity, sharing, and O O O
infrastructure breakdown
Attracting and retaining skilled labor O O O
Bankruptcy, ruin, or default of suppliers, shippers, O O O
etc.
Degree of control over operations O O O
Fraud or scandal O O O
Strikes—labor, buyers, and suppliers O O O
Commodity cost volatility O O O
Currency exchange, interest, and/or inflation rate O O O
fluctuations
Banking regulations and tighter financing O O O
conditions
Insurance coverage d d d
Diminishing capacities (financial, production, O O O
structural, etc.)
Customer-related (demand change, system O O O
failure, payment delay)
Contamination exposure—food, germs, infections O O O
Energy/raw material shortages and power outages O O O
Tax issues (VAT, transfer pricing, excise, etc.) O O O
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TABLE A.3

Increase, Decrease, or No Change in Supply Chain Risk

Risk Will Decrease Risk Will Not Change Risk Will Increase

Tax issues

Energy/raw material shortages and power outages
Contamination exposure — food, germs, infections
Customer-related (demand change, system failure)
Diminishing capacity

Insurance coverage

Banking regulations and tighter financing conditions

Currency exchange, interest, and/or inflation rate..

Commodity cost volatility

Strikes — labor, buyers, and shippers

Fraud or scandal

Degree of control over operations

Bankruptcy, ruin, or default of suppliers, shippers, etc.
Attracting and retaining skilled labor

Information delays, scarcity, sharing, and..

Measuring tools — metrics translate differently
Language and educational barriers

Lack of trust with partners

Return policy and product recall requirements
Legal liabilities and litigation

Unfamiliar business and property laws

Property development — local codes and requirements
Internal and external theft

Port/cargo security

Ethical issues

Customs acts/trade restrictions and protectionism
Obtaining proper bonds and licenses

Weakness in the local infrastructure

Intellectual property infringement

Contract failure

Logistic failure

Government regulations

Geopolitical event

Natural disasters or accidents
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What processes and techniques does your company use to identify and

analyze risk in its supply chain?

Firml1 Initial supplier evaluations, QS audits, and industry benchmarking.

Firm2 Financial risk assessment, market share risk assessment (various industry
reports), and supply chain commodity strategy (short- and long-term

analysis).

Continued



214 « Appendix A: Research Questionnaire Results

Firm3

Firm4

Firm5
Firm6

Firm7

Firm8

Firm9

Firm10

Firml1

Firm12

Firm13

Firm14

Firm15

Firm16

Firm17

Firm18
Firm19

Financial reports, supplier questionnaires, candidate comparison metrics
(supplier profiling form, supply chain PEMEA). For lifecycle management, we
have supplier report cards and our buyers conduct periodic supply chain
reviews.

We have a large number of tools and groups that are solely focused on
analyzing and reducing risks.

Supplier performance data and industry benchmarking.
TQI

Benchmarking, communication with suppliers, financial reviews, and supplier
quality audits.

We use reporting techniques for supplier evaluation as well as internal
evaluation and have processes set in place for all the different situations that
occur in business everyday. We have several methods of training employees at
all levels. We also have procedures set in place to comply with ISO standards
and are audited on a regular basis.

Information and data on suppliers, logistics, and operations. Supplier metrics,
supplier on-time delivery, financial analysis of suppliers. Capacity planning
for operations and suppliers. Lead time analysis for project management.

Management review.

Primary technique is supplier scorecard and secondary technique is supplier
audits.

Raw material aggregation programs, lessons learned databases on source of
supply transitions, long-term contracts, supplier development, and supplier
measurement systems (OTD, PPM, financial health).

Do not have any specific processes to analyze the risk in our supply chain.

Supplier financial performance review, supplier operation performance review,
business continuity plans from suppliers, stakeholder survey, viability process
annually, and supply assurance register.

Supplier qualification process, ERP/Kanban model for long-term capacity
planning, and online supplier portal system.

Majority of our risk is centered around oil prices/value of dollar, and ID
theft/fraud.

Supplier performance management process to evaluate and identify supplier
performance trends, Dun & Bradstreet supplier risk analysis based on
accounts payable performance of supplier, and supplier management process
with quarterly business reviews for “strategic” suppliers.

Historical data, research industry competitions, case studies, and consultant.

Back-up carriers, effort to have a local supply base, corporate purchasing as a
resource to apply leverage, standardized with different plants on contingency
plans, material, milk-runs, and so on.

Continued
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Firm21
Firm22

Firm23
Firm24
Firm25

Firm26

Firm27
Firm28

Firm29

Firm30

Firm31

Firm32

Firm33

Firm34

Firm35

Firm36
Firm37
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Overall supply chain visibility and sharing of information. We have
contingency plans for all commodities. We evaluate and identify high-impact
suppliers on several different criteria. We use many different techniques to
evaluate risk.

Supplier selection and management processes and tools.

We use Excel spreadsheets to monitor and analyze supply issues, we are
working on duel sourcing our main items to reduce the reliance we have on
our suppliers, we are also working with our suppliers to make them more
“flexible” to contend with our short lead times to our customers.

Biggest risk is evaluating sources overseas—cost is king, evaluation of
supplier’s capabilities should be number 1 with cost emphasized as second.

Risk management groups in organization to monitor supplier “health,” global
business hot spots, logistics issues, commodity risk, and so on. Using a variety
of internal and external tools. We subscribe to a variety of services that
provide updated economic and business information.

Risk analysis and monitoring technique.

Project inventory and service levels, cross-functional team works together to
attempt to mitigate, and as updates on events that could affect our S.C, arise,
and cross-functional teams put in place to minimize risk.

Sourcing recommendation sheets: A summary of quotations for new business
that takes into account all cost aspect; PPM and rejects, delivery rating,
financial scores, total spending with supplies, % of supplier total business.

Internal RLA documents which include engineering and sales/marketing.
Mostly bottom up issues, and internal training classes.

We perform what is called a purchase risk assessment, which basically reviews
the financial viability of a company, their ability to provide continuous supply,
their technical capability and their capacity over time.

Supply chain analysis, in-depth financial assessment on an annual basis, and
on-site capability review awards of substantial projects.

Process done extensively at top level in organization regarding key commodity
markets and supplier’s organization does poor job of effectively
communicating from top down.

Supplier risk analysis. Run 1x per year using metrics from previous year other
factors to determine over top 10 risky suppliers.

Open communication with key suppliers and supplier evolution.
Supplier development, SSA = financial review yearly, visits.

Continued
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Firm38  Our current risk assessment is a homegrown tool which utilizes performance
data such as quality and delivery, financial risk, % of commodity ownership
as well as process risk classification and component risk classification as it
relates to potential for injury to patient in case of failure.

Firm39  We have multiple systems that are monitored by various teams that provide
reporting and updates of potential risk. Reports include logistical,
operational, and inventory risk. Each group has a unique system that is
measured against our current metrics. Each analyst is responsible for his/her
suppliers when issues arise.

Firm40 Integrated business process, forecasting techniques and analysis, safety stock,
capacity and network planning, long-term supplier partnerships, multi-
sourcing, rigorous safety and training requirements for plan operations,
extensive food safety processes, mandatory ethics training for all employees,
price hedging for commodities, POS data tracking with some customers to
proactively identify demand trends, vendor management inventory, supplier
performance measurement, and extensive product development process and
stage gate process for new innovation.

Firm41

Firm42  Supplier monitoring, interview key executives, and financial review.

Firm43  Implementing and executing supplier quality management system and regular
dialog with key suppliers on KPI.

Firm44
Firm45 FEMA, supplier risk assessment, and financial rankings.

Firm46  We only source to suppliers and carriers with very high level of competency.

What do you see as the major failure modes in the supply chain today?

Firml Design and project management skills of suppliers.

Firm2 Quality of sourcing from low-cost countries.

Firm3 Day to day the largest failure is non-conforming product and failure to deliver
on time or the required amount.

Firm4 Launching new models under a strict timeline.

Firm5 Logistics, single sourcing, supplier failure (not meeting demands), and
customer specifications.

Firmé6 Lack of experience and lack of planning to reduce risk.

Firm7 Understanding of supply chain costs (material/economics), cost reduction

initiatives, which impact quality.

Continued



Firm8

Firm9

Firm10

Firml11

Firm12

Firm13

Firm14

Firm15

Firm16

Firm17

Firm18
Firm19

Firm20

Firm21
Firm22

Firm23

Firm24

Firm25

Appendix A: Research Questionnaire Results o 217

The elements not in our control—carriers causing damage who are paid by
suppliers, volatility of the commodity market, and so on. We try to be
proactive in dealing with these things, but for the most part they cannot be
predicted.

Suppliers’ inability to deliver on time, error in forecasting customer demand,
delays in supply chains due to long lead time components, honesty from
suppliers.

Lack of customer forecast and project customization versus standardization.

MEG strategies from 1st/2nd tier supplier to BEMs given pressure to resolve
lead times.

Uncertainty in utilizing unproven suppliers in emerging regions, risk of
bankruptcy in domestic suppliers who cannot either mitigate or absorb
increase in raw materials and energy costs.

Lack of sound information/communication.

Tier 2 management, financial viability of suppliers, business management
performance, and labor relations.

Lack of emphasis at suppliers on process flow, lot size reduction, and process
reliability.

The major failure mode involves the impact of oil prices and government
regulations on consumer demand models. ID theft and employee fraud have
also proven a challenge in today’s supply chain.

Availability of material through the supply hierarchy, cost volatility driven by
inflation, lack of consistent supplier/buyer communication.

Infrastructure, economy, and communication.

Disconnect between carrier and supplier at times and real-time information,
EDI order feeds, timely receipts to assure accurate inventory.

Raw material costs, supplier cash flow issues, bankruptcy, and volatility in the
market.

Inventory planning/positioning and cost containment.

We single source most items so we are held hostage to them in regards to price
and lead times.

Companies failing to use up-to-date MRP systems, and not accepting change.
By relying on old procedures, companies are missing a lot of information that
can be accurate and readily available.

For us it is suppliers doing what they say when they say it and our ability to
control shipments in ever tightening deliveries for our customers.

Not evaluating total cost of the supply chain; too many companies look in a
shell at their individual work centers rather than evaluating the total supply
chain.

Continued
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Firm26

Firm27
Firm28

Firm29

Firm30
Firm31
Firm32

Firm33

Firm34
Firm35
Firm36

Firm37
Firm38

Firm39

Firm40
Firm41
Firm42
Firm43
Firm44
Firm45
Firm46

Lots of data available, but difficult to analyze in order to provide good
information to make appropriate decisions. Difficult to keep everyone in
“readiness” mode.

Supplier reliability and logistical failure.

Communication breakdown, supplier relationships, and late estimating
variances.

Bankruptcy, commodity pricing/volatility, and demand fluctuation and long
lead times.

Supplier maintaining the program launch timeline.
No way to manage supplier overall risk.

Import business to the United States is at risk, countries in Asia now adjust
their currency rates, making Asian suppliers much less competitive. Tax laws
are changing, which are making it more difficult to import products. Total
cost analysis is not conducted when moving overseas, as we only see dollar
signs in the piece of the good we buy. Companies do not investigate the total
price including freight likelihood of a quality issue that will support, supply
interruption cost, and so on.

Credit crunch, decrease in industry sales volume, systematic over capacity in
supply chain, raw material/energy price escalation.

Volatility in commodity markets, plastics, PTFE, rubber, shipping costs.
Commodity price volatility and supply chain trust.

Over capacity, overseas material transit, over maintaining low inventory level,
and customer demanding/restricting product source based on country.

Relationship building, trust.

Quality defects due to lack of process controls and effective quality systems at
supplier, missed/late deliveries and issues with reaction time due to larger
number of suppliers in low cost countries, supplier bankruptcy or other
financial issues and its impact on continuity of supply.

VMI (too many vendors with poor supply chains increase risk), unrealistic
metrics, and merchandising.

Forecast variability, commodity pricing volatility.

C-11, commodity pricing, and payment delay.

Delivery reliability to promise dates and price increase request.

Financial and people turnover.

Potential bankruptcies due to financial stability issues in the auto industry.
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What do you see as the major failure modes in the supply chain in the

future?

Firml Design and project management, and talent management by suppliers.

Firm2 Lead times due to energy challenges.

Firm3 Major concerns are labor practices, environmental implications, and the
upcoming world custom codes (WCO SAFE Framework, EU Community
Customs Code).

Firm4 The economy.

Firm5 Same as today.

Firmé6 Lack of experience of procurement professionals.

Firm7 Financial instability, raw materials, and economic increases.

Firm8 The same as above, as well as the issues that come about with global expansion
as well as increasing acquisitions which cause the business to get even larger.

Firm9 Raw material shortages, natural disaster delays, single sourced product, and
supplier bankruptcy disruptions.

Firm10  Commodity pricing, availability, and logistics.

Firmll  Less loyalty to supply base/partnership with the “Internet generation”
Firm12  Dependence on suppliers in emerging regions.

Firm13  Lack of qualified workforce.

Firml4  Managing long supply chains, sub-tier management, financial viability, and
labor relations.

Firm15  Lack of emphasis at suppliers on process flow, lot size reduction, and process
reliability.

Firm16  ID theft and fraud are expected to increase, whoever is elected as the next
president of the United States could drastically impact supply chain through
changes in expectations as well as potential new emissions or “green” policies
or regulations.

Firml7  Quality, delivery, and cost.
Firm18  Alternative energy and lack of infrastructure.

Firm19  100% system inventory integrity and ability to proactively react to customer
needs from a lean delivery standpoint in response to the continued effort that
inventory reductions will be on-going from customers causing more process
focus and streamline need on receipts, order feeds, on-time delivery
performance, and so on.

Firm20 I see the same issues plaguing the automotive supply chain as above until the
market settles. At that time the bankruptcy/takeover issues will subside and
customer/supplier cash flows will become healthier. Then the peaks and valleys
in the market and raw material costs will be smaller and easier to ride out.

Firm21  Inventory planning/positioning, cost containment supply security.

Continued
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Firm22

Firm23

Firm24

Firm25

Firm26

Firm27
Firm28

Firm29

Firm30
Firm31
Firm32

Firm33

Firm34
Firm35
Firm36
Firm37
Firm38

Firm39

Material availability and price increase.

Companies failing to use up to date MRP systems, and not accepting change.
By relying on old procedures, companies are missing a lot of information that
can be accurate and readily available.

Well assuming we don’t plunge into a depression here, it remains as in the
previous question.

Not evaluating the current risks around the world versus cost of the supply
chain, a recent example is everyone was looking at the cost of China and now
with the cost of shipping the trends has started to reverse itself. Need to focus
on the risk of the commodity versus the cost of implementing the change not
the short-term gain.

Geopolitical impacts, safety of materials/products from emerging nations,
meltdowns due to natural disasters.

Legal liabilities and government regulations.

Communication breakdown, supplier relationships, and late estimating
variances.

Transportation costs, exchange rates, commodity costs, financial stability, and
market changes.

Lack of complete understanding of supply base capabilities.
Logistics costs, material increases, and more competition.

Bankruptcies will increase in next 12 months. Some supplier groups of specific
commodities are consolidating due to the economic conditions. In some
industries, the number of suppliers has gone down by over 50%, so in areas
where you used to have 2,000 suppliers nationwide supplying the same type of
commodity, there are now 100 or less. The automotive industry and their
negotiating techniques have ruined and shut down suppliers. The cost pressures
are immense in today’s economy, forcing customers to squeeze their suppliers.

Credit crunch, decrease in industry sales volume, systematic over capacity in
supply chain, raw material/energy price escalation.

Volatility in commodity markets, plastics, PTFE, rubber, shipping costs.
Material availability and inventory management processes/policy.

Low inventory levels, customer demand, and long transit time.
Sometimes you need to take calculated risk.

Quality defects due to lack of process controls and effective quality systems at
supplier, missed/late deliveries, and issues with reaction time due to larger
number of suppliers in low cost countries, supplier bankruptcy or other
financial issues and its impact on continuity of supply. Increased exposure to
financial issues at our suppliers due to the current economic conditions.

I think our current systems need to be updated to today’s technology and a new
ERP system implemented. Our company currently uses way too many systems
to run the supply chain which increases the risk of disconnect and error.

Continued
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Forecast variability, commodity pricing volatility.

C-11, commodity pricing, and payment delay.

Continued price pressure from prolonged economic downturn.

Financial due to low volumes and global capacity.

Longer pipelines due to global sourcing.

Failure mode and effects analysis (FMEA) is a tool for identifying, ana-

lyzing, and prioritizing potential failures. FMEA is a well documented

and proven technique commonly used to evaluate the risk for failures in

product and process designs. Every potential failure identified is evaluated
based on likelihood and severity.
If your company is not currently using the FMEA model, it is because...’

Please circle a number using the 7-point scales with: 1 = Strongly dis-
agree to 7 = Strongly agree.

There is no noticeable “explicit” value yet. 1 2 3
Mean = 4.43, SD = 1.79, Var. = 3.22 (very high),
Kurt = -0.95, Skew = -0.36

There is not enough knowledge of the FMEA procedure. 1 2 3
Mean = 5.27, SD = 1.48, Var. = 2.20 (high),
Kurt = 0.84, Skew = -0.97

FMEA is too time-consuming. 1 2 3
Mean = 4.10, SD = 1.52, Var. = 2.31 (high),
Kurt = -0.24, Skew = -0.38

It is too confusing or complicated. 1 2 3
Mean = 3.50, SD = 1.48, Var. = 2.19 (high),
Kurt = -1.02, Skew = 0.14

It would not be compatible with our software or processes. 1 2 3
Mean = 3.57, SD = 1.81, Var. = 3.29 (very high),
Kurt = -1.27, Skew = 0.02

It is not recognized or required by our industry. 1 2 3
Mean = 4.21, SD = 1.64, Var. = 2.69 (high),
Kurt = -0.70, Skew = -0.42

" The majority of the companies do not use FMEA (27/46 were not users).

5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
5 6 7
Continued
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It is difficult for us to estimate failure modes usingtools 1 2 3 4 5 6 7
such as the FMEA model.

Mean = 3.96, SD = 1.32, Var. = 1.74 (low),
Kurt = -0.49, Skew = -0.35

Not enough failures are experienced to justify using it. 1 2 3 4 5 6 7
Mean = 3.62, SD = 1.82, Var. = 3.32 (very high),
Kurt = -1.19, Skew = 0.12

Never heard of FMEA. 1 2 3 4 5 6 7
Mean = 2.69, SD = 2.38, Var. = 5.65 (very high),
Kurt = -0.74, Skew =1

If your company currently uses the FMEA model, then please answer
the rest of the survey.’

1. Are functional teams established to implement your FMEA proce-
dure (Yes or No)?

HYes

= No

Survey item 1.

2. Are the FMEA procedures and goals clearly communicated to all
employees (Yes or No)?

W Yes

u No

Survey item 2.

" Only 19/46 firms surveyed were formal users of the FMEA model.
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3. Are the FMEA procedures and goals clearly communicated to sup-
ply chain employees (Yes or No)?

m Yes

1 No

Survey item 3.

Please circle a number using the 7-point scales with: 1 = Not an impor-
tant reason to 7 = Very important reason.

What is the reason for using FMEA?

Needed for quality system 1 2 3 4 5 6 7
Mean = 5.62, SD = 1.91, Var. = 3.65 (very high),
Kurt = 1.57, Skew = -1.53

To improve process performance 1 2 3 4 5 6 7
Mean = 6.19, SD = 1.12, Var. = 1.26 (low),
Kurt = 2.23, Skew = -1.58

To reduce total costs 1 2 3 4 5 6 7
Mean = 5.00, SD = 1.55, Var. = 2.40 (high),
Kurt = 1.13, Skew = -1.16

Reduce total failures whether big or small 1 2 3 4 5 6 7
Mean = 6.33, SD = 0.97, Var. = 0.93(very low),
Kurt = 1.52, Skew = -1.50

Contractor/customer requirements 1 2 3 4 5 6 7
Mean = 4.86, SD = 1.85, Var. = 3.43 (very high),
Kurt = 0.03, Skew = -0.87

Required by upper management 1 2 3 4 5 6 7
Mean = 4.69, SD = 1.78, Var. = 3.16 (very high),
Kurt = -0.03, Skew = -0.90

Improve image of the company 1 2 3 4 5 6 7
Mean = 4.14, SD = 2.03, Var. = 4.13 (very high),
Kurt = -1.31, Skew = -0.29
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Please circle a number using the 7-point scales with: 1 = Strongly dis-
agree to 7 = Strongly agree.

Customer requirements were used when developing 1 2 3 4 5 6 7
FMEA.

Mean = 5.05, SD = 1.80, Var. = 3.25 (very high),
Kurt = 0.58, Skew = -1.10

Management has provided the resources and provisions 1 2 3 4 5 6 7
for enabling employees to use FMEA.

Mean = 4.75, SD = 1.48, Var. = 2.20 (high),
Kurt = 0.50, Skew = -0.81

The use of FMEA has led to: higher product reliability. 1 2 3 4 5 6 7
Mean = 2.69, SD = 1.64, Var. = 2.68 (high),
Kurt = 2.68, Skew = -1.80

The use of FMEA has led to: higher product quality. 1 2 3 4 5 6 7
Mean = 5.80, SD = 1.24, Var. = 1.54 (low),
Kurt = 3.81, Skew = -1.79

The use of FMEA has led to: better quality planning. 1 2 3 4 5 6 7
Mean = 5.45, SD = 1.57, Var. = 2.47 (high),
Kurt = -0.69, Skew = -0.67

The use of FMEA has led to: continuous improvementin 1 2 3 4 5 6 7
product and process design.

Mean = 5.45, SD = 1.36, Var. = 1.84 (low),
Kurt = 1.42, Skew = -1.36

The use of FMEA has led to: lower manufacturingcosts. 1 2 3 4 5 6 7
Mean = 4.75, SD = 1.74, Var. = 3.04 (very high),
Kurt = -0.55, Skew = -0.57

The FMEA process covers the entire global supply chain. 1 2 3 4 5 6 7
Mean = 4.21, SD = 1.87, Var. = 3.51 (very high),
Kurt = -1.18, Skew = 0.17

Global suppliers of your organization are encouragedto 1 2 3 4 5 6 7
implement FMEA.

Mean = 4.74, SD = 1.73, Var. = 2.98 (high),
Kurt = -0.05, Skew = -0.70

FMEA is often too vague and causes confusion forthose 1 2 3 4 5 6 7
in the supply chain.

Mean = 4.11, SD = 0.88, Var. = 0.77(very low),
Kurt = 0.21, Skew = -0.78

Continued



Appendix A: Research Questionnaire Results

The format of FMEA software and documentation is
consistent within all participants.

Mean = 3.32, SD = 1.42, Var. = 2.01 (high),
Kurt = -0.74, Skew = 0.03

Design requirements are defined in quantifiable terms to
all parts of the supply chain.

Mean = 3.58, SD = 1.26, Var. = 1.59 (low),
Kurt = -0.81, Skew = -0.57

The process ensures the inclusion of input from both
suppliers and customers in SCM.

Mean = 3.95, SD = 1.39, Var. = 1.94 (low),
Kurt = -0.48, Skew = -0.45

FMEA is a group-oriented assignment.
Mean = 4.74, SD = 1.48, Var. = 2.20 (high),
Kurt = -0.84, Skew = 0.05

The current FMEA could be improved in terms of
organization and efficiency.

Mean = 5.16, SD = 1.21, Var. = 1.47 (low),
Kurt = -0.52, Skew = -0.13

I would be more likely to use FMEA if our IT/ERP system
included it.

Mean = 4.25, SD = 1.65, Var. = 2.72 (high),
Kurt = -0.49, Skew = -0.05

FMEA is applied in all functional areas of the company,
including supply chain management.

Mean = 4.15, SD = 1.60, Var. = 2.56 (high),
Kurt = -1.01, Skew = -0.44

The FMEA process is the job of a few personnel and
implementation is not widespread.

Mean = 4.37, SD = 1.50, Var. = 2.25 (high),
Kurt = -0.68, Skew = 0.17
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Please circle a number using the 7-point scales with: 1 = Not an issue to
7 = Major issue.

Since using FMEA, how much of an issue and source of difficulty have the
following factors been?

Obtaining accurate quality information. 1 2 3 4 5 6 7

Mean = 4.05, SD = 1.23, Var. = 1.52 (low),
Kurt = 0.84, Skew = -0.66

Finding reliable data. 1 2 3 4 5 6 7
Mean = 4.10, SD = 1.25, Var. = 1.57 (low),
Kurt = 0.75, Skew = -0.74

The ability to explain a defect clearly and understandably. 1 2 3 4 5 6 7
Mean = 3.95, SD = 1.35, Var. = 1.83 (low),
Kurt = -0.14, Skew = 0.50

Identifying preventative actions for each failure. 1 2 3 4 5 6 7
Mean = 3.84, SD = 1.38, Var. = 1.92 (low),
Kurt = -0.55, Skew = -0.25

Team commitment, members know and understand the 1 2 3 4 5 6 7
importance.

Mean = 4.37, SD = 1.42, Var. = 2.02 (high),
Kurt = -0.54, Skew = 0.43

Lack of time, inability to work around members’ 1 2 3 4 5 6 7
schedules to set up time.

Mean = 4.68, SD = 1.42, Var. = 2.01 (high),
Kurt = -0.74, Skew = -0.03

Determining how much detail is necessary to complete 1 2 3 4 5 6 7
the analysis.

Mean = 4.53, SD = 1.35, Var. = 1.82 (low),
Kurt = 1.54, Skew = -0.67

Lack of creativity. 1 2 3 4 5 6 7
Mean = 3.37, SD = 1.30, Var. = 1.69 (low),
Kurt = -0.78, Skew = -0.44

The team’s ability to agree on potential failures and why 1 2 3 4 5 6 7
they occur.

Mean = 3.68, SD = 1.11, Var. = 1.23 (low),
Kurt = -0.56, Skew = 0.44

Continued
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Getting the team involved, motivated, trained, and
focused.

Mean = 4.32, SD = 1.38, Var. = 1.89 (low),
Kurt = -0.80, Skew = 0.36

Finding risk priority numbers (RPNs).
Mean = 3.58, SD = 1.07, Var. = 1.15 (low),
Kurt = 0.54, Skew = -0.84

Difficulty in identifying and ranking severity of the
failures.

Mean = 3.74, SD = 1.41, Var. = 1.98 (low),
Kurt = -0.67, Skew = -0.14

Documenting all the data and requirements needed to
complete the FMEA.

Mean = 4.00, SD = 1.56, Var. = 2.44 (high),
Kurt = -0.35, Skew = 0.10

Consistency in the assessment of each failure.
Mean = 4.21, SD = 1.47, Var. = 2.18 (high),
Kurt = -0.27, Skew = -0.64

Lack of management support.
Mean = 3.32, SD = 1.60, Var. = 2.56 (high),
Kurt = -0.92, Skew = 0.15

Confusion in FMEA terminology.
Mean = 3.68, SD = 1.57, Var. = 2.45 (high),
Kurt = -0.97, Skew = -0.29

The ability to overlook sets of data that are needed to
assess the severity of a failure.

Mean = 3.79, SD = 1.47, Var. = 2.18 (high),
Kurt = -0.31, Skew = -0.52

Most personnel from various functions do not have
adequate knowledge on failures.

Mean = 4.74, SD = 1.63, Var. = 2.65 (high),
Kurt = -0.26, Skew = -0.56
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TABLE A.4

What Impact Do You Feel FMEA Currently Has in Your Business Environment?

Firml
Firm2

Firm3

Firm4

Firm5
Firmé6
Firm7
Firm8
Firm9
Firm10
Firm11
Firm12
Firm13
Firm14

Firm15

Firml6
Firm17
Firm18
Firm19
Firm20
Firm21
Firm22

Firm23
Firm24
Firm25

Firm26
Firm27
Firm28

Lower cost of quality.
It has helped our product entry into various markets.

Let me first be clear that I am answering from the sourcing perspective. Our
quality department uses FMEA extensively. In sourcing we have a FMEA
form, but we only use it in the very highest risk situations.

I think it’s had a great impact; we've definitely made large strides and
improvements. However, we still have a long way to go.

Major

It helps where used, but only used in engineering.
Minimal.

I believe the FMEA tool has an impact when it is properly utilized.

It is an important part of our quality system. DFMEA + PFMEA are routinely
used for product and process design. Improvements in both products and
processes have been obtained.

Has helped create more consistent support for investment in process reliability
on the shop floor.

FMEA has made a positive impact to our company. We are starting to identify
and prevent problems from occurring.

It is a tool to assist in improving out processes and get better at making the
products we sell.

Used for product development and Six Sigma projects.

Continued
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TABLE A.4 (Continued)

What Impact Do You Feel FMEA Currently Has in Your Business Environment?

Firm29
Firm30  Engineering process used to determine RLA.
Firm31  Mandatory to achieve quality parts/auditing.

Firm32  Currently, it has a major impact on engineering and quality, as those two
functions are entrenched in reviewing and in some cases re-creating all
DFMEAs related to the products we produce. We have had three recent
recalls due to product failures, which has forced us to re-look at things.

Firm33  Positive, if treated as the living document it is and if it is used properly and
consistently. Excellent tool for conveying lessons learned to current and new
processes.

Firm34
Firm35
Firm36
Firm37  Itis an engineering tool for design and improvements.
Firm38
Firm39
Firm40
Firm41
Firm42

Firm43  Drives continuous improvement throughout our functional areas. The more
the effectiveness of FMEAs is demonstrated, the more the workforce
embraces the importance of FMEAs and data-driven decision making.

Firm44
Firm45
Firm46
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TABLE A.5

How Could FMEA Be More Effectively Used to Help Reach the Organizational Goals of
Your Company?

Firm1
Firm2
Firm3
Firm4
Firm5
Firmé6
Firm7
Firm8
Firm9
Firm10
Firm11

Firm12

Firm13
Firm14
Firm15
Firm16
Firm17
Firm18
Firm19
Firm20
Firm21
Firm22

Firm23
Firm24
Firm25

Firm26
Firm27
Firm28
Firm29

It’s the tools that lead up to it are the issue.
FMEA is being used today and is part of our quality culture.
I believe it would help improve process planning.

A more widespread rollout among different functions.

User friendly on all working operating systems.

Currently used to identify new product development issues. Should include
total supply chain.

It is a tool that is utilized during green belt certification; however it appears for
the most part it is put back in the “tool box” to collect dust once individuals
are certified.

The principles could be used as part of the supply chain risk processes.

More overall organizational awareness and understanding.

We need more training and practice in completing a FMEA. Once we are fully
trained, this will be a very powerful tool.

Have training courses down to the shop floor level for a general
understanding.

Adopt Six Sigma methodology and project management sourcing.

Continued
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TABLE A.5 (Continued)

How Could FMEA Be More Effectively Used to Help Reach the Organizational Goals of
Your Company?

Firm30
Firm31
Firm32

Firm33

Firm34
Firm35
Firm36
Firm37
Firm38
Firm39
Firm40
Firm41
Firm42
Firm43
Firm44
Firm45
Firm46

Implemented in the supplier selection process.
More organized.

Training and time. We need to train everyone on how to do them the same
way, as consistency is necessary, and we need the time and resources available
to dedicate to this cause, as everyone recognizes the importance. Need to
prioritize these efforts in our daily workload.

Previous program FMEAs should be heavily consulted and reviewed when
creating a new one. If also kept-up-to-date, quality issues will decrease.

Utilize at upper management level for business processes and objectives.
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TABLE A.6
What Industry Trends Do You See for FMEA in the Next Several Years?

Firml
Firm2

Firm3

Firm4

Firm5
Firmé6
Firm7
Firm8
Firm9
Firm10
Firm11

Firm12

Firm13
Firm14
Firm15
Firm16
Firm17
Firm18
Firm19
Firm20
Firm21
Firm22

Firm23
Firm24

Only best in class will use it.
More use.

I believe the process will become more acceptable since we are seeing an influx
of people with engineering and quality backgrounds in our sourcing
organization.

I think it’s going to identify the companies that are doing well and it’s going to
weed out the ones that aren’t using it.

With greater supply chain awareness, our company will include more
cross-functional participation.

A better understanding of the risks involved with globalization would be of
great benefit. (1) Currency exchange, intellectual property infringement,
increasing wage rates. (2) Correlation between logistics costs and raw
material/energy costs, as well as overall impact of increase in volume/demand
requirements as more companies source internationally.

Unknown.

Increased use.

I personally feel that most companies will not incorporate FMEA to all
functional areas of the company. Unfortunately, it is and will continue to be
considered a tool for engineering and quality until it is taught and pushed
through the supply chain issues.

Continued
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TABLE A.6 (Continued)
What Industry Trends Do You See for FMEA in the Next Several Years?

Firm25

Firm26

Firm27
Firm28
Firm29
Firm30
Firm31
Firm32

Firm33

Firm34
Firm35
Firm36
Firm37
Firm38
Firm39
Firm40
Firm41
Firm42
Firm43

Firm44
Firm45
Firm46

I see FMEA being more and more important, especially in today’s
environment.

As Six Sigma methodology usage increases it is likely that OEMs and suppliers
would increase.

FMEA worksheets applied to supply base.
Growing down the supply chain.

With the new edition of the FMEA manual that ATAG just put out, it is clear
that the manufacturing and auto industries feel it is an important part of
everyday life.

New AIAG FMEA 4th edition just released. Expected that the industry will
take time to implement the changes and ideas in the manual. Once done, they
will proceed based on how successful it was.

At our company—improved products and reduced risk.

More use as a business management tool instead of just a product and
operations process improvement tool.
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TABLE A.7

What Type of Advantage Has Your Company Gained over Those Who Do Not
Participate in FMEA?

Firm1 When disruptions occur they are minimal in the time it takes to solve the
issue.

Firm2 Ease of doing business with key customers.

Firm3 But we did avoid a supply situation that would have been disastrous a few years

back. The FMEA process gave us a structured method to identify and
prioritize the risks for presentation to the project team.

Firm4 Not sure.
Firm5

Firmé6 Visibility.
Firm7

Firm8

Firm9

Firm10

Firm1l  Unknown.

Firm12  Individuals in the company are able to gain a better understanding of all
process steps involved in a process for which they may only be involved in a
small segment thereof. In addition, the ability to prioritize and address risks
has mitigated some unnecessary costs, which would have impacted the
business.

Firm13

Firml4 Improved product quality and reliability.
Firml5  Better process and product reliability.
Firm16

Firm17

Firm18

Firm19

Firm20

Firm21

Firm22  Ialready identified several major risks that need to be resolved by using FMEA
in my role as supply chain manager. The main advantage is customer
satisfaction due to having quality products available to manufacture our
double-action doors.

Firm23
Firm24

Continued
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TABLE A.7 (Continued)
What Type of Advantage Has Your Company Gained over Those Who Do Not

Participate in FMEA?

Firm25  Our products are more reliable. It shows a “story” and helps in the process of
improvement.

Firm26  Quality improvement.

Firm27

Firm28

Firm29

Firm30  None.

Firm31  Customers and validation.

Firm32  We are getting better, but I do not believe we have an advantage as of yet.

Firm33  Difficult to say. We require FMEA of all our suppliers. Thus, I am not familiar
with any companies that do not use it at all.

Firm34

Firm35

Firm36

Firm37

Firm38

Firm39

Firm40

Firm41

Firm42

Firm43  More efficient and effective use of our limited resources. Increased customer
satisfaction.

Firm44

Firm45

Firm46
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TABLE A.8

To What Extent Could a Modified Version of FMEA Be Used to Manage Risks in Your

Supply Chain?

Firm1 More wildly adopted.

Firm2

Firm3 Disguise it as a survey or questionnaire.

Firm4 Currently I think I use it more in our logistic side versus procurement. And I
think with all the increase in raw materials and commodities, it would
definitely be a great impact for them to use.

Firm5

Firmé6 Tool to identify risk easily.

Firm7

Firm8

Firm9

Firm10

Firmll  Definite opportunity.

Firm12 I could see it as a great benefit in identifying potential problems which may
occur in order to proactively manage the issue, as opposed to waiting until
something goes wrong to put a risk mitigation plan in place.

Firm13

Firm14  Severity, occurrence, detection, incorporated into supply chain risk
management practices.

Firml5  We already have used a modified version for both supply chain management
and new business opportunity evaluation.

Firm16

Firm17

Firm18

Firm19

Firm20

Firm21

Firm22  FMEA is more than just a software or spreadsheet. It is a thought process. In
saying that, the FMEA can be modified any way necessary to be able to
achieve the mind frame of what can go wrong and what will we do to prevent
that failure from occurring or reduce that chance of it occurring.

Firm23

Firm24

Firm25 FMEA data that is electronic and integrated.

Firm26  Over 50%.

Continued
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TABLE A.8 (Continued)

To What Extent Could a Modified Version of FMEA Be Used to Manage Risks in Your
Supply Chain?

Firm27

Firm28

Firm29

Firm30  Make the input format more user-friendly.
Firm31  More widely across supply chain and visibility.

Firm32  Using FMEA in the supply chain group here is a long way off. We do not have
the resources to get this completed right now. Too many operational issues,
and commercial issues related to commodity inflation and currency changes.

Firm33  Already being done with full FMEA, not modified.
Firm34

Firm35

Firm36

Firm37 I would like to see this.

Firm38

Firm39

Firm40

Firm41

Firm42

Firm43  There is a great opportunity for this to drive internal and external
improvements in supply chain performance.

Firm44
Firm45
Firm46
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Ad hoc risk management, 124, 133
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Pareto analysis, 65
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reward system, 66
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Six Sigma, 66
supplier agreements, 65
value chain, 62
visibility to risks, 63
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literature review, 44-51

buffer inventory, 49

comparison of SCRM frameworks
to COSO, 50

control activities, 47

enterprise risk management and
COSO framework, 45-48

event identification, 47

information and communications,
47

internal environment, 47

interrelated components of COSO
ERM framework, 47

lack of consensus, 45

linking ERM and SCRM
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monitoring, 47

objectives, 47, 48

operational objectives, 46

organizational silos, 45

rationale for standard framework,
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risk assessment, 47

risk response, 47

supply chain risks and practices,
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TQM research, 44

treatment options, 49

research method, 51
results and discussion, 52-61

approach, 53

assessment of strategic decisions, 60
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budget, 53
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current supply chain risks, 56

event identification and risk
assessment, 55-58

information and communications,
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setting, 53-55

monitoring, 60-61

need, 53

ownership of investments, 55

projected change in supply chain
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risk response, 58-59
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ad hoc approaches, 92
data analysis, 99-106
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Remote analysis, 155, 160
Requests for proposals (RFPs), 153
Research questionnaire results, 193-237
company background information,
196-197
final results, 193-195
managing supply chain risk, 198-237
failure mode and effects analysis,
221-237
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Stock price, 82, 182
Supplier Qualification Criteria Matrix
(SQCM), 156, 158
Supplier qualification (SQ) process, 159
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