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Acceptable Risk

Accident

Accountability

Action Tracking

Administrative Controls

Adverse Reaction

Alternative Release
Scenario (ARS)

GLOSSARY

The average rate of loss that is considered tolerable
for a given activity.

An unplanned event or sequence of events that
results in an undesirable consequence.

The obligation to explain and answer for one's
actions that are related to expectations, objectives,
and goals. In this context, those that are accountable
for PSM activities are answerable to the one person
who has the ultimate responsibility for the program.
There may be multiple persons accountable for an
activity but only one person with the ultimate
responsibility. Accordingly, it is a powerful element
of an effective process safety management system.

A method of logging progress when implementing a
task or set of tasks.

Procedural mechanisms, such as lockout/tagout
procedures, for directing and/or checking human
performance on plant tasks.

Undesirable effect of a drug, vaccine, or medical
device; it can be as mild as a short-term injection-
site irritation or as serious as a life-threatening acute
onset of anaphylaxis; also referred to as adverse
event.

The basis for an offsite consequence analysis
required by the EPA RMP rule. This release
scenario is less conservative, and more likely to
occur than the worst-case scenario.

xXi
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Anecdotal

Antecedent-behavior-
consequence (ABC)
Analysis

As Low As Reasonably
Practicable (ALARP)

Asset

Asset Integrity

Audit

Audit (Process Safety
Audit)

Benchmarking

Catastrophic

Verbal evidence that is not supported by other,
corroborating evidence. For example, the results of
an interview with one person are not the basis for
issuing a finding.

A human performance analysis tool that examines
how human behavior is influenced by previous
experiences with similar situations and expectations
of reward or punishment.

The concept that efforts to reduce risk should be
continued until the incremental sacrifice (in terms of
cost, time, effort, or other expenditure of resources)
is grossly disproportionate to the incremental risk
reduction achieved. The term as low as reasonably
achievable (ALARA) is often used synonymously.

Any person, environment, facility, material,
information, business reputation, or activity that has
positive value to an owner. The asset may have
value to an adversary, as well as an owner, although
the nature and magnitude of those values may differ.

A PSM program element involving work activities
that help ensure that equipment is properly designed,
installed in accordance with specifications, and
remains fit for purpose over its life cycle. Also asset
reliability.

A systematic, independent review to verify
conformance with prescribed standards of care using
a well-defined review process to ensure consistency
and to allow the auditor to reach defensible
conclusions.

An inspection of a plant or process unit, drawings,
procedures, emergency plans, and/or management
systems, etc., usually by an independent, impartial
team.

The comparison of current operating practices to
internal or external company practices, industry best
practices, and regulatory standards.

A loss with major consequences and unacceptable
lasting effects, usually involving significant harm to
humans, substantial damage to the environment,
and/or loss of community trust with possible loss of
franchise to operate.
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Catastrophic Release

Causal Factor (CF)

Certification

Checklist

Chemical

Chemical Process
Industry

Chemical Reactivity
Hazard

xxiii

An uncontrolled loss of containment of toxic,
reactive, or flammable materials from a process that
has the potential for causing onsite or offsite acute
health effects, significant environmental -effects
(e.g., compromise of a public drinking water
supply), or significant onsite or offsite property
damage.

Equipment failure or human error that caused an
incident or allowed incident consequences to be
worse.

Completion of the formal training and qualification
requirements specified by applicable codes and
standards.

A list of items requiring verification of completion;
typically, a procedure format in which each critical
step is marked off (or otherwise acknowledged or
verified) as it is performed. Checklists are often
appended to procedures that provide a more detailed
description of each step, including information
regarding hazards, and a more complete description
of the controls associated with the hazards.
Checklists are also used in conjunction with formal
hazard  evaluation  techniques to  ensure
thoroughness.

Any element, chemical compound, or mixture of
elements and/or compounds. (OSHA 1994)

The phrase is used loosely to include facilities which
manufacture, handle, and use chemicals.

A situation with the potential for an uncontrolled
chemical reaction that can result directly or
indirectly in serious harm to people, property, or the
environment. The uncontrolled chemical reaction
might be accompanied by a temperature increase,
pressure increase, gas evolution, or other form of
energy release.
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Code

Combustible Dust

Combustible Liquid

Competency

Computerized
Maintenance
Management System
(CMMS)

Written requirements that affect a facility and/or the
process safety requirements that apply to a facility.
Codes contain requirements that apply to the design
and implementation of management systems, design
and operation of process equipment, or similar
activities. The difference between a code and a
standard is that codes have become part of a law or
regulation, and therefore their requirements become
mandatory within the jurisdictions that have adopted
the code requirements in their laws or regulations.
This usually occurs at the state level, but may also
occur in local or federal laws or regulations.

Any finely divided solid material that is 420 microns
or smaller in diameter (material passing through a
U.S. No. 40 standard sieve) and presents a fire or
explosion hazard when dispersed and <->ignited in
air or other gaseous oxidizer.

A term used to classify certain liquids that will burn
on the basis of flash points. The National Fire
Protection  Association (NFPA)  defines a
combustible liquid as any liquid that has a closed-
cup flash point above 100°F (37.8°C) (NFPA 30).
There are three subclasses, as follows; Class II
liquids have flash points at or above 100°F (37.8°C)
but below 140°F (60°C). Class III liquids are
subdivided into two additional subclasses; Class
ITA: Those having flash points at or above 140°F
(60°C) but below 200°F (93.4°C), Class IIIB: Those
having flash points at or above 200°F (93.4°C). The
Department of Transportation (DOT) defines
degcombustible liquids deg as those having flash
points above 140°F (60.5°C) and below 200°F
(93.4°C).

A PSM program element associated with efforts to
maintain, improve, and broaden knowledge and
expertise.

Computer software for planning, scheduling, and
documenting maintenance activities. A typical
CMMS includes work order generation, work
instructions, parts and labor expenditure tracking,
parts inventories, and equipment histories.
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Conduct of Operations
(CO0)

Consequence Analysis

Consequences

Consistency

Continuous Improvement

Controls

Cost

XXV

The embodiment of an organization's values and
principles in management systems that are
developed, implemented, and maintained to
(1) structure operational tasks in a manner consistent
with the organization's risk tolerance, (2) ensure that
every task is performed deliberately and correctly,
and (3) minimize variations in performance.

The analysis of the expected effects of incident
outcome cases, independent of frequency or
probability.

The direct, undesirable result of an accident
sequence usually involving a fire, explosion, or
release of toxic material. Consequence descriptions
may be qualitative or quantitative estimates of the
effects of an accident.

Continued uniformity, during a period or from one
period to another.

Doing better as a result of regular, consistent efforts
rather than episodic or step-wise changes, producing
tangible  positive  improvements either in
performance, efficiency, or both. Continuous
improvement efforts usually involve a formal
evaluation of the status of an activity or
management system, along with a comparison to an
achievement goal. These evaluation and comparison
activities occur much more frequently than formal
audits.

Engineered mechanisms and administrative policies
and procedures implemented to prevent or mitigate
incidents.

Includes tangible items such as money and
equipment as well as the operational costs associated
with the implementation of risk reduction options.
There are also intangible costs such as loss of
productivity, moral considerations,  political
embarrassment, and a variety of others. Costs may
be borne by the individuals who are affected or the
corporations they work for, or they may involve
macroeconomic costs to society.
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Cost-benefit Analysis

Covered Process

Critical

Critical Equipment

Data

Determine

Deviation

Dow Fire and Explosion
Index (F&EI)

Part of the management decision-making process in
which the costs and benefits of each risk reduction
option are compared and the most appropriate
alternative is selected.

A process subject to regulatory requirements
established under the OSHA PSM standard or the
EPA RMP rule.

Relates to major environment or safety process
risks.

Equipment, instrumentation, controls, or systems
whose malfunction or failure would likely result in a
catastrophic release of highly hazardous chemicals,
or whose proper operation is required to mitigate the
consequences of such release. (Examples are most
safety systems, such as area LEL monitors, fire
protection systems such as deluge or underground
systems, and key operational equipment usually
handling high pressures or large volumes.)

A representation of facts, concepts or instructions in
a formalized manner suitable for communication,
interpretation or processing by human or by
"automatic" means. Characters or continuous
functions representing information due to know or
supposed arrangement.

To conclude; to reach an opinion consequent to the
observation of the fit of sample data within the limit,
range, or area associated with substantial
conformance, accuracy, or other predetermined
standard; to obtain firsthand knowledge of.

A process condition outside of established design
limits, safe operating limits, or standard operating
procedures.

A method (developed by Dow Chemical Company)
for ranking the relative fire and explosion risk
associated with a process. Analysts calculate various
hazard and explosion indexes using material
characteristics and process data.
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Effectiveness

Element

Element Owner

Emergency Response
Plan

Enabling Condition

Equipment

Equipment Reliability

Evaluate

Event

Facility

XXvii

The combination of process safety management
performance and process safety management
efficiency. An effective process safety management
program produces the required work products of
sufficient quality while consuming the minimum
amount of resources.

Basic division in a process safety management
system that correlates to the type of work that must
be done (e.g., management of change [ MOC]).

The person charged with overall responsibility for
overseeing a particular RBPS element. This role is
normally assigned to someone who has management
or technical oversight of the bulk of the work
activities associated with the element, not
necessarily someone who performs the work
activities on a day-to-day basis.

A written plan which addresses actions to take in
case of plant fire, explosion, or accidental chemical
release.

A condition that is not a failure, error, or protection
layer but makes it possible for an incident sequence
to proceed to a consequence of concern. It consists
of a condition or operating phase that does not
directly cause the scenario, but that must be present
or active in order for the scenario to proceed to a
loss event; expressed as a dimensionless probability.

A piece of hardware which can be defined in terms
of mechanical, electrical, or instrumentation
components contained within its boundaries.

The probability that, when operating under stated
environment conditions, process equipment will
perform its intended function adequately for a
specified exposure period.

To reach a conclusion as to significance, worth,
effectiveness, or usefulness.

An occurrence involving a process that is caused by
equipment performance or human action or by an
occurrence external to the process.

The physical location where the management system
activity is performed.
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Failure
Failure Mode and Effects

Analysis

Flammable

Front-line Personnel

Hardware

Hazard

Hazard and Operability
Study (HAZOP)

An unacceptable difference between expected and
observed performance.

A hazard identification technique in which all
known failure modes of components or features of a
system are considered in turn and undesired
outcomes are noted.

A gas that can burn with a flame if mixed with a
gaseous oxidizer such as air or chlorine and then
ignited. The term flammable gas includes vapors
from flammable or combustible liquids above their
flash points.

The personnel who perform tasks that produce the
output of the work group. Front-line personnel
include operations and maintenance personnel,
engineers, chemists, accountants, shipping clerks,
etc.

Physical equipment directly involved in performing
industrial process measuring and controlling
functions, as opposed to computer programs,
procedures, rules, and associated documentation.

An inherent chemical or physical characteristic that
has the potential for causing harm to people,
property, or the environment.

A systematic qualitative technique to identify
process hazards and potential operating problems
using a series of guide words to study process
deviations. A HAZOP is used to question every part
of a process to discover what deviations from the
intention of the design can occur and what their
causes and consequences may be. This is done
systematically by applying suitable guidewords.
This is a systematic detailed review technique, for
both batch and continuous plants, which can be
applied to new or existing processes to identify
hazards.
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Hazard Evaluation

Hazard Identification
and Risk Analysis
(HIRA)

Hazardous Chemical

Hazardous Material

Highly Hazardous
Chemical

Hot Work

Human Factors

XXix

Identification of individual hazards of a system,
determination of the mechanisms by which they
could give rise to undesired events, and evaluation
of the consequences of these events on health
(including public health), environment and property.
Uses qualitative techniques to pinpoint weaknesses
in the design and operation of facilities that could
lead to incidents.

A collective term that encompasses all activities
involved in identifying hazards and evaluating risk
at facilities, throughout their life cycle, to make
certain that risks to employees, the public, or the
environment are consistently controlled within the
organization’s risk tolerance.

A material that is toxic, reactive, or flammable and
is capable of causing a process safety incident if
released. Also hazardous material.

In a broad sense, any substance or mixture of
substances having properties capable of producing
adverse effects to the health or safety of human
beings or the environment. Material presenting
dangers beyond the fire problems relating to flash
point and boiling point. These dangers may arise
from, but are not limited to, toxicity, reactivity,
instability, or corrosivity

A material that is toxic, reactive, or flammable and
is capable of causing a process safety incident if
released. These materials are included in OSHA's
PSM standard, 29 CFR 1901.119.

Any operation that uses flames or can produce
sparks (e.g., welding).

A discipline concerned with designing machines,
operations, and work environments so that they
match human capabilities, limitations, and needs.
Includes any technical work (engineering, procedure
writing, worker training, worker selection, etc.)
related to the human factor in operator-machine
systems.
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Impact

Implementation

Incident

Incident Investigation

Incompatible

Infrastructure

Inherent Safety

A measure of the ultimate loss and harm of a loss
event. Impact may be expressed in terms of numbers
of injuries and/or fatalities; extent of environmental
damage; and/or magnitude of losses such as property
damage, material loss, lost production, market share
loss, and recovery costs.

Completion of an action plan associated with the
outcome of the process of resolving audit findings,
incident investigation team recommendations, risk
analysis team recommendations, and so forth. Also,
the establishment or execution of PSM program
element work activities.

An event, or series of events, resulting in one or
more undesirable consequences, such as harm to
people, damage to the environment, or
asset/business losses. Such events include fires,
explosions, releases of toxic or otherwise harmful
substances, and so forth.

A systematic approach for determining the causes of
an incident and developing recommendations that
address the causes to help prevent or mitigate future
incidents.

The term can refer to any undesired results
occurring when substances are combined. In the
context of this publication, it refers to incompatible
substances giving an undesired chemical reaction
when combined, posing a chemical reactivity hazard
under a defined scenario.

The basic facilities, services, and installations
needed for the functioning of a site such as
transportation and communications systems, water
and power lines, and public institutions, including
emergency response organizations.

A concept or an approach to safety that focuses on
eliminating or reducing the hazards associated with
a set of conditions.
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Initiating Event

Injury

Inspection, Testing, and
Preventive Maintenance

(ITPM)

Interview

Job Safety Analysis (JSA)

Knowledge (or Process
Safety Knowledge)

Lagging Indicators

Lagging Metric
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The minimum combination of failures or errors
necessary to start the propagation of an incident
sequence. It can be comprised of a single initiating
cause, multiple causes, or initiating causes in the
presence of enabling conditions. The term initiating
event is the usual term employed in layer of
protection analysis to denote an initiating cause or,
where appropriate, an aggregation of initiating
causes with the same immediate effect, such as
"BPCS failure resulting in high reactant flow.”

Physical harm or damage to a person resulting from
traumatic contact between the body and an outside
agency or exposure to environmental factors.

Scheduled proactive maintenance activities intended
to (1) assess the current condition and/or rate of
degradation of equipment, (2) test the
operation/functionality of equipment, and/or (3)
prevent equipment failure by restoring equipment
condition.

Questioning, both formally and informally, facility
personnel or other individuals in order to obtain an
understanding of the plant's operations and
performance.

A procedure that systematically identifies (1) job
steps, (2) specific hazards associated with each job
step, and (3) safe job procedures associated with
each step to minimize accident potential. Also called
job hazard analysis

Knowledge is related to information, which is often
associated with policies, and other rule-based facts.
It includes work activities to gather, organize,
maintain, and provide information to other process
safety elements. Process safety knowledge primarily
consists of written documents such as hazard
information, process technology information, and
equipment-specific information.

Outcome-oriented metrics, such as incident rates,
downtime, quality defects, or other measures of past
performance.

A retrospective set of metrics based on incidents that
meet an established threshold of severity.
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Layer of Protection
Analysis (LOPA)

Leading Indicators

Leading Metric

Lessons Learned

Life Cycle

Lockout/Tagout

An approach that analyzes one incident scenario
(cause-consequence pair) at a time, using predefined
values for the initiating event frequency,
independent protection layer failure probabilities,
and consequence severity, in order to compare a
scenario risk estimate to risk criteria for determining
where additional risk reduction or more detailed
analysis is needed. Scenarios are identified
elsewhere, typically using a scenario-based hazard
evaluation procedure such as a HAZOP study.

Process-oriented metrics, such as the degree of
implementation or conformance to policies and
procedures, that support the PSM program
management system and has the capability of
predicting performance.

A forward-looking set of metrics that indicate the
performance of the key work processes, operating
discipline, or layers of protection that prevent
incidents.

Applying knowledge gained from past incidents in
current practices.

The stages that a physical process or a management
system goes through as it proceeds from birth to
death. These stages include conception, design,
deployment, acquisition, operation, maintenance,
decommissioning, and disposal.

A safe work practice in which energy sources are
positively blocked away from a segment of a
process with a locking mechanism and visibly
tagged as such to help ensure worker safety during
maintenance and some operations tasks.
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Loss Event

Management of Change

Management Review

Management System

Mechanical Integrity

Mechanical Integrity
Program
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Point in time in an abnormal situation when an
irreversible physical event occurs that has the
potential for loss and harm impacts. Examples
include release of a hazardous material, ignition of
flammable vapors or ignitable dust cloud, and
overpressurization rupture of a tank or vessel. An
incident might involve more than one loss event,
such as a flammable liquid spill (first loss event)
followed by ignition of a flash fire and pool fire
(second loss event) that heats up an adjacent vessel
and its contents to the point of rupture (third loss
event). Generally synonymous with hazardous
event.

A management system to identify, review, and
approve all modifications to equipment, procedures,
raw materials, and processing conditions, other than
replacement in kind, prior to implementation to help
ensure that changes to processes are properly
analyzed (for example, for potential adverse
impacts), documented, and communicated to
employees affected.

A PSM program element that provides for the
routine evaluation of other PSM program
management systems/elements with the objective of
determining if the element under review is
performing as intended and producing the desired
results as efficiently as possible. It is an ongoing due
diligence review by management that fills the gap
between day-to-day work activities and periodic
formal audits.

A formally established set of activities designed to
produce specific results in a consistent manner on a
sustainable basis.

A management system focused on ensuring that
equipment is designed, installed, and maintained to
perform the desired function.

A program to ensure that process equipment and
systems are and remain mechanically suitable for
operation. It involves inspection, testing, upgrading
and repairs of equipment, as well as written
procedures to maintain ongoing integrity of
equipment.
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Methodology

Metrics

Mitigate
Mitigation

Near Miss

Normal Operations

Normalization of
Deviance

Observation

Operating Instructions

Operating Limits

The use of a combination of two or more incident
investigation tools to analyze the evidence and
determine the root causes of the incident.

Leading and lagging measures of process safety
management efficiency or performance. Metrics
include predictive indicators, such as the number of
improperly performed line-breaking activities during
the reporting period, and outcome-oriented
indicators, such as the number of incidents during
the reporting period.

Reduce the impact of a loss event.

Lessening the risk of an accident event sequence by
acting on the source in a preventive way by reducing
the likelihood of occurrence of the event, or in a
protective way by reducing the magnitude of the
event and/or the exposure of local persons or

property.

An event in which an accident (that is, property
damage, environmental impact, or human loss) or an
operational interruption could have plausibly
resulted if circumstances had been slightly different.

Any process operations intended to be performed
between startup and shutdown to support continued
operation within safe upper and lower operating
limits.

A gradual erosion of standards of performance as a

result of increased tolerance of nonconformance.
Also normalization of deviation.

The noting and recording of information to support
findings. Also field observation.

A series of sequential written details describing how
to operate equipment.

The values or ranges of values within which the
process parameters normally should be maintained
when operating. These values are usually associated
with preserving product quality or operating the
process efficiently; however, they may also
incorporate the safe upper and lower limits of the
process, or other important limits.
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Operating Procedures

Operational Discipline
(OD)

Operator

Organizational Culture

OSHA Process Safety
Management (OSHA

PSM)

Parameter

Peer Review

Performance
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Written, step-by-step instructions and information
necessary to operate equipment, compiled in one
document, including operating instructions, process
descriptions, operating limits, chemical hazards, and
safety equipment requirements.

The performance of all tasks correctly every time.
Good OD results in performing the task the right
way every time. Individuals demonstrate their
commitment to process safety through OD. OD
refers to the day-to-day activities carried out by all
personnel. OD is the execution of the COO system
by individuals within the organization.

An individual responsible for  monitoring,
controlling, and performing tasks as necessary to
accomplish the productive activities of a system.
Operator is also used in a generic sense to include
people who perform a wide range of tasks (e.g.,
readings, calibration, incidental —maintenance,
manage loading/unloading, and storage of hazardous
materials).

The common set of values, behaviors, and norms at
all levels in a facility or in the wider organization
that affect the operation of the facility.

A U.S. regulatory standard that requires use of a 14-
element management system to help prevent or
mitigate the effects of catastrophic releases of
chemicals or energy from processes covered by the
regulations (49 CFR 1910.119).

A quantity describing the relation of variables within
a given system. Note: A parameter may be constant or
depend on the time or the magnitude of some system
variables.

A series of informal reviews by, and at the discretion
of, individual members of the matrix team, as well as
more formal reviews (P&ID hazard reviews) held by
the entire project matrix or hazard review team in
accordance with corporate standards.

A measure of the quality or utility of PSM program
work products and work activities.
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Performance Assurance

Performance Indicators

Performance Measure

Piping and
Instrumentation Diagram
(P&ID)

Plan-Do-Check-Adjust
(PDCA) Approach

Pre-Startup Safety
Review (PSSR)

A formal management system that requires workers
to demonstrate that they understand a training module
and can apply the training in practical situations.
Performance assurance is normally an ongoing
process to (1) ensure that workers meet performance
standards and maintain proficiency throughout their
tenure in a position and (2) help identify tasks for
which additional training is required.

See metrics.

A metric used to monitor or evaluate the operation of
a program activity or management system.

A diagram that shows the details about the piping,
vessels, and instrumentation.

A four-step process for quality improvement. In the
first step (Plan), a way to bring about improvement is
developed. In the second step (Do), the plan is carried
out. In the third step (Check), what was predicted is
compared to what was observed in the previous step.
In the last step (Adjust), plans are revised to eliminate
performance gaps. The PDCA cycle is sometimes
referred to as (1) the Shewhart cycle because Walter
A. Shewhart discussed the concept in his book
entitled Statistical Method from the Viewpoint of
Quality Control or 2) the Deming cycle because W.
Edwards Deming introduced the concept in Japan; the
Japanese subsequently called it the Deming cycle. It
is also called the Plan-Do-Study-Act (PDSA) cycle.

A systematic and thorough check of a process prior to
the introduction of a highly hazardous chemical to a
process. The PSSR must confirm the following:
construction and equipment are in accordance with
design specifications; safety, operating, maintenance,
and emergency procedures are in place and are
adequate; a process hazard analysis has been
performed for new facilities and recommendations
have been resolved or implemented before startup;
modified facilities meet the management of change
requirements; and training of each employee involved
in operating a process has been completed.
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Prevention

Preventive Maintenance

Preventive Measures

Probability

Procedures

Process

Process Area

Process Flow Diagram
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The process of eliminating or preventing the hazards
or risks associated with a particular activity.
Prevention is sometimes used to describe actions
taken in advance to reduce the likelithood of an
undesired event.

Maintenance that seeks to reduce the frequency and
severity of unplanned shutdowns by establishing a
fixed schedule of routine inspection and repairs.

Measures taken at the initial stages of a runaway to
avoid further development of the runaway or to
reduce its final effects.

The expression for the likelihood of occurrence of an
event or an event sequence during an interval of time,
or the likelihood of success or failure of an event on
test or on demand. Probability is expressed as a
dimensionless number ranging from 0 to 1.

Written step-by-step instructions and associated
information (cautions, notes, warnings) that describe
how to safely perform a task.

A broad term that includes the equipment and
technology needed for petrochemical production,
including reactors, tanks, piping, boilers, cooling
towers, refrigeration systems, etc.

An area containing equipment (e.g. pipes, pumps,
valves, vessels, reactors, and supporting structures)
intended to process or store materials with the
potential for explosion, fire, or toxic material
release.

A diagram that shows the material flow from one
piece of equipment to the other in a process. It
usually provides information about the pressure,
temperature, composition, and flow rate of the
various streams, heat duties of exchangers, and other
such information pertaining to understanding and
conceptualizing the process.
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Process Hazard Analysis

Process Safety

Process Safety
Competency

Process Safety Culture

Process Safety
Incident/Event

Process Safety
Information (PSI)

Process Safety
Management (PSM)

Process Safety Metric

An organized effort to identify and evaluate hazards
associated with processes and operations to enable
their control. This review normally involves the use
of qualitative techniques to identify and assess the
significance of hazards. Conclusions and appropriate
recommendations are developed. Occasionally,
quantitative methods are used to help prioritized risk
reduction.

A disciplined framework for managing the integrity
of operating systems and processes handling
hazardous substances by applying good design
principles, engineering, and operating practices. It
deals with the prevention and control of incidents
that have the potential to release hazardous materials
or energy. Such incidents can cause toxic effects,
fire, or explosion and could ultimately result in
serious injuries, property damage, lost production,
and environmental impact.

The combination of knowledge, skill, expertise, and
training needed to deem someone as well-qualified
and capable relating to process safety.

The common set of values, behaviors, and norms at
all levels in a facility or in the wider organization
that affect process safety.

An event that is potentially catastrophic, i.e., an
event involving the release/loss of containment of
hazardous materials that can result in large-scale
health and environmental consequences.

Physical, chemical, and toxicological information
related to the chemicals, process, and equipment. It
is used to document the configuration of a process,
its characteristics, its limitations, and as data for
process hazard analyses.

A management system that is focused on prevention
of, preparedness for, mitigation of, response to, and
restoration from catastrophic releases of chemicals or
energy from a process associated with a facility.

A standard of measurement or indicator of process
safety management efficiency or performance.
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Process Safety
Management Systems

Protocol (Audit)

PSM Audit

Qualitative

Quality Assurance

Quantitative Risk
Assessment (QRA)

Reactive Chemical

Reactivity
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Comprehensive sets of policies, procedures, and
practices designed to ensure that barriers to episodic
incidents are in place, in use, and effective.

A document that organizes audit procedures into a
general sequence of audit steps and describes the
actions to be taken by the auditor.

An activity to determine and status and quality of a
PSM program. This term is not used to describe an
audit performed exclusively in response to OSHA's
PSM standard, but to an audit of any PSM program.

Based primarily on description and comparison
using historical experience and engineering
judgment, with little quantification of the hazards,
consequences, likelihood, or level of risk.

A planned, systematic pattern of actions necessary
to provide suitable confidence that a system or
component will perform satisfactory in actual
operation. A systematic pattern of actions
throughout design and production, to ensure
confidence in a product's conformance with
specifications. A set of systematic actions intended
to provide confidence that a product or service will
continually fulfill a defined need.

The use of quantitative risk analysis results to make
decisions, either through relative ranking of risk
reduction strategies or through comparison with risk
targets.

A substance that can pose a chemical reactivity
hazard by readily oxidizing in air without an ignition
source (spontaneously combustible or peroxide
forming), initiating or promoting combustion in
other materials (oxidizer), reacting with water, or
self-reacting  (polymerizing, —decomposing or
rearranging). Initiation of the reaction can be
spontaneous, by energy input such as thermal or
mechanical energy, or by catalytic action increasing
the reaction rate.

The relative tendency of a substance to undergo
chemical reaction (low, medium, or high).
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Recognized and
Generally Accepted Good
Engineering Practice
(RAGAGEP)

Recommendation

Reliability

Replacement-in-kind
(RIK)

Resolution

Resources

Response

Recognized and generally accepted good
engineering practices (RAGAGEPs) are the basis for
engineering, operation, or maintenance activities and
are themselves based on established codes,
standards,  published  technical reports or
recommended practices (RP), or similar documents.
RAGAGEP details generally approved ways to
perform  specific engineering, inspection or
mechanical integrity activities, such as fabricating a
vessel, inspecting a storage tank, or servicing a relief
valve.

A suggested course of action intended to prevent the
occurrence (or recurrence) of an accident event
sequence, or to mitigate its consequences.

The probability that an item is able to perform a
required function under stated conditions for a stated
period of time or for a stated demand.

An item (equipment, chemical, procedure, etc.) that
meets the design specification of the item it is
replacing. This can be an identical replacement or
any other alternative specifically provided for in the
design specification, as long as the alternative does
not in any way adversely affect the use of the item
or associated items.

Management's determination of what needs to be
done in response to an audit finding (and/or
associated recommendation), incident investigation
team recommendation, risk analysis team
recommendation, and so forth. During the resolution
step, management accepts, rejects for cause, or
modifies  each  recommendation. If  the
recommendation is accepted, an action plan for its
implementation will typically be identified as part of
the resolution. (See implementation.)

The labor effort, capital and operating costs, and
other inputs that must be provided to execute work
activities and produce work products.

A security strategy to neutralize the adversary or to
evacuate, shelter in place, call local authorities,
control a release, or take other mitigation actions.
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Responsibility

Responsible Care®

Risk

Risk Analysis

Risk Assessment

Risk Based Approach
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The single person who has been assigned and has
accepted the ultimate accountability for the
development and or implementation a program, its
separate activities, as well as its success or failure.
There can be only one person with the ultimate
responsibility for something. Although
accountability enters into this definition, that term is
used separately in this book.

An initiative implemented by the Chemical
Manufacturers Association (CMA) in 1988 to assist
in leading chemical processing industry companies
in ethical ways that increasingly benefit society, the
economy, and the environment while adhering to 10
key principles.

A measure of human injury, environmental damage,
or economic loss in terms of both the incident
likelihood and the magnitude of the loss or injury.
A simplified version of this relationship expresses
risk as the product of the likelihood and the
consequences (i.e., Risk = Consequence x
Likelihood) of an incident.

The estimation of scenario, process, facility and/or
organizational risk by identifying potential incident
scenarios, then evaluating and combining the
expected frequency and impact of each scenario
having a consequence of concern, then summing the
scenario risks if necessary to obtain the total risk
estimate for the level at which the risk analysis is
being performed.

The process by which the results of a risk analysis
(i.e., risk estimates) are used to make decisions,
either through relative ranking of risk reduction
strategies or through comparison with risk targets.

A quantitative risk assessment methodology used for
building siting evaluation that takes into
consideration numerical values for both the
consequences and frequencies of explosion, fire, or
toxic material release.
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Risk Based Inspection
(RBI)

Risk Based Process
Safety (RBPS)

Risk Management

Risk Management
Program (RMP) Rule

Risk Matrix

Risk Reduction

Risk Tolerance

A risk assessment and management process that is
focused on loss of containment of pressurized
equipment in processing facilities, due to material
deterioration. These risks are managed primarily
through equipment inspection.

The Center for Chemical Process Safety’s process
safety management system approach that uses risk
based strategies and implementation tactics that are
commensurate with the risk based need for process
safety activities, availability of resources, and
existing process safety culture to design, correct, and
improve process safety management activities.

The systematic application of management policies,
procedures, and practices to the tasks of analyzing,
assessing, and controlling risk in order to protect
employees, the general public, the environment, and
company assets, while avoiding business
interruptions. Includes decisions to use suitable
engineering and administrative controls for reducing
risk.

EPA's accidental release prevention rule, which
requires covered facilities to prepare, submit, and
implement a risk management plan.

A tabular approach for presenting risk tolerance
criteria, typically involving graduated scales of
incident likelithood on the Y-axis and incident
consequences on the X-axis. Each cell in the table
(at intersecting values of incident likelihood and
incident consequences) represents a particular level
of risk.

Development, comparison, and selection of options
to reduce risk to a target level, if needed, or as
needed.

The maximum level of risk of a particular technical
process or activity that an individual or organization
accepts to acquire the benefits of the process or
activity.
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Root Cause Analysis
(RCA)

Root Causes

Safe Operating Limits

Safe Upper and Lower
Limits

Safe Work Practices

Safety

Safety Instrumented
System (SIS)

Safety System

Sampling
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A formal investigation method that attempts to
identify and address the management system failures
that led to an incident. These root causes often are
the causes, or potential causes, of other seemingly
unrelated incidents. Identifies the underlying reasons
the event was allowed to occur so that workable
corrective actions can be implemented to help
prevent recurrence of the event (or occurrence of
similar events).

Management system failures, such as faulty design
or inadequate training, that led to an unsafe act or
condition resulting in an incident; underlying cause.
If the root causes were removed, the particular
incident would not have occurred.

Limits established for critical process parameters,
such as temperature, pressure, level, flow, or
concentration, based on a combination of equipment
design limits and the dynamics of the process.

The safe upper and lower limits refer to equipment
design limits, not quality-related operating limits.
Sometimes these values are referred to as design
limits (e.g., design pressure, design temperature).

An integrated set of policies, procedures, permits,
and other systems that are designed to manage risks
associated with nonroutine activities such as
performing hot work, opening process vessels or
lines, or entering a confined space.

The expectation that a system does not, under
defined conditions, lead to a state in which human
life, economics or environment are endangered.

The instrumentation, controls, and interlocks
provided for safe operation of the process.

Equipment and/or procedures designed to limit or
terminate an incident sequence, thus avoiding a loss
event or mitigating its consequences.

Selecting a portion of a large population of data or
information  to  determine  the  accuracy,
representativeness, or characteristics of the entire
population.
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Scenario

Screening Tool

Serious Injury

Severity

Should

Shutdown (S/D)

Siting

A detailed description of an unplanned event or
incident sequence that results in a loss event and its
associated impacts, including the success or failure
of safeguards involved in the incident sequence.

A simplified dispersion model with limited
capabilities, suitable for screening-level studies.

The classification for an occupational injury which
includes (a) all disabling work injuries and
(b) nondisabling work injuries as follows: (1) eye
injuries requiring treatment by a physician,
(2) fractures, (3) injuries requiring hospitalization,
(4) loss of consciousness, (5) injuries requiring
treatment by a doctor, and (6) injuries requiring
restriction of motion or work, or assignment to
another job.

The maximum credible consequences or effects,
assuming no safeguards are in place.

In this book the word "should" has been used to
refer to action or guidance that is not mandatory.
This has been applied to both the compliance and
related audit criteria. The reason the compliance
criteria are prefaced by should rather than shall,
must, or other imperative terms is because the
regulations described in this book that govern PSM
programs from which the compliance criteria
derived are  performance-based in  nature.
Consequently, there may be multiple pathways to
successful compliance and it is not the intent of this
book to specify one method of compliance as being
preferred or better than another, even inadvertently.

A process by which an operating plant or system is
brought to a safe and nonoperating mode.

The process of locating a complex, site, plant, or
unit.
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Software (S/W)

Stakeholder

Standards

Sustainability

System

Testing
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Programs, procedures, rules, and associated
documentation required for the operating and/or
maintenance of a digital system. Computer
programs, routines, programming languages, and
systems. The collection of related utility, assembly,
and other programs that are desirable for properly
presenting a given machine to a user, including
detailed procedures to be followed, whether
expressed as programs for a computer or as
procedures for an operator or other person;
documents, including hardware manuals and
drawings, computer program listing, and diagrams,
etc.; and items such as those listed above, as
contrasted with hardware.

Individuals or organizations that can (or believe they
can) be affected by the facility’s operations, or who
are involved with assisting or monitoring facility
operations.

The PSM program element, Compliance with
Standards, that helps identify, develop, acquire,
evaluate, disseminate, and provide access to
applicable standards, codes, regulations, and laws
that affect a facility and/or the process safety
requirements applicable to a facility. More
generally, standards also refers to requirements
promulgated by regulators, professional or industry-
sponsored organizations, companies, or other groups
that apply to the design and implementation of
management systems, design, and operation of
process equipment, or similar activities.

Meeting the needs of the present without
compromising the ability of future generations to
meet their own needs.

A collection of people, machines, and methods
organized to accomplish a set of specific functions.

Verifying that the sampled information is valid.
Testing can be performed by retracing data or
information (i.e., physically checking against the
status of the sampled information against equipment,
operations, etc.), independent computation of
results, and confirmation using another source of
data or information.



xlvi GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

Timely

Tolerance

Toxic Hazard

Training

Transparency

Turnaround

Uncertainty

Underlying Causes

Unless a different definition or explanation of this
term is provided in a chapter within a specific
context, timely shall mean the following: the
resolution or implementation of recommendations,
action items, and other follow-up activities are
promptly determined, performed, or conducted. This
means that they are completed in a reasonable time
period given the complexity of the actions or
activities decided upon and their difficulty of
implementation, and that the timing should be
evaluated on a case-by-case basis.

A measure of the uncertainty arising from the
physical and the environmental differences between
members of differing equipment populations when
failure rate data is aggregated to produce a final
generic data set.

In the context of these guidelines, a measure of the
danger posed to living organisms by a toxic agent,
determined not only by the toxicity of the agent
itself, but also by the means by which it may be
introduced into the subject organisms under
prevailing conditions.

Practical instruction in job and task requirements
and methods. Training may be provided in a
classroom or at the workplace, and its objective is to
enable workers to meet some minimum initial
performance  standards, to maintain their
proficiency, or to qualify them for promotion to a
more demanding position.

Openness of an organization with regard to sharing
information about how it operates.

A scheduled shutdown period when planned
inspection, testing, and preventive maintenance, as
well as corrective maintenance such as
modifications, replacements, or repairs, is
performed.

A measure, often quantitative, of the degree of doubt
or lack of certainty associated with an estimate of
the true value of a parameter.

Actual root causes.
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Variable

Variation

Verification

Verify

Vulnerability

Worst-case Scenario
(WCS)

Written Program
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A quantity or condition whose value is subject to
change and can usually be measured. A language
object that may take different values, one at a time.
Note: The values of a variable are usually restricted
to a certain data type.

A change in data, process parameter, or human
behavior. Within prescribed limits, changes in data,
process parameters, and human behavior are
anticipated and acceptable. Variation outside
established limits is called deviation.

A wide variety of activities that can be employed to
increase confidence in the audit data, including
evaluating the application of, and adherence to,
laws, regulations, policies and procedures,
standards, and management directives; certifying the
validity of data and reports; and evaluating the
effectiveness of management systems.

To confirm the truth, accuracy, or correctness of, by
competent examination; to substantiate.

Any weakness that can be exploited by an adversary
to gain access to an asset.

The basis for an offsite consequence analysis
required by the EPA RMP rule. This intentionally
conservative accident scenario assumes the release
of the entire inventory of a vessel, under the most
unfavorable conditions, and with the failure of most
protective features.

A description of a management system that defines
important aspects such as purpose and scope, roles
and responsibilities, tasks and procedures, necessary
input information, anticipated results and work
products, personnel qualifications and training,
activity triggers, desired schedule and deadlines,
necessary  resources and  tools, continuous
improvement, management review, and auditing.
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PREFACE

The American Institute of Chemical Engineers (AIChE) has been closely involved
with process safety and loss control issues in the chemical and allied industries for
more than four decades. Through its strong ties with process designers,
constructors, operators, safety professionals, and members of academia, AIChE
has enhanced communications and fostered continuous improvement of the
industry’s high safety standards. AIChE publications and symposia have become
information resources for those devoted to process safety and environmental
protection.

AIChE created the Center for Chemical Process Safety (CCPS) in 1985 after
the chemical disasters in Mexico City, Mexico, and Bhopal, India. The CCPS is
chartered to develop and disseminate technical information for use in the
prevention of major chemical accidents. The center is supported by more than 150
chemical process industry (CPI) sponsors who provide the necessary funding and
professional guidance to its technical committees. The major product of CCPS
activities has been a series of guidelines to assist those implementing various
elements of a process safety and risk management system. This book is part of that
series.

The CCPS Technical Steering Subcommittee overseeing this guideline was
chartered to review and update the 1994 CCPS book, Guidelines for Implementing
Process Safety Management Systems. This guideline has been written to reflect the
lessons learned about implementing process safety management (PSM) since that
original publication, and provide guidance and a road map for the possible PSM
implementation situations of:

e implementing a new PSM system,
e implementing new elements into an existing system, or

e improving an existing PSM element or system,

at least one of which may apply to companies new to PSM or to those with mature
PSM systems. In addition, this guideline provides practical examples (see the
appendices) and tools (see the files on the Web accompanying the book) to aid in
PSM implementation.

In this guideline, the committee uses and references the “next generation”
PSM system framework published in the 2007 CCPS book, Guidelines for Risk
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Based Process Safety. The risk based process safety (RBPS) approach recognizes
that all hazards and risks are not equal; consequently, it advocates that more
resources should be focused on more significant hazards and higher risks. The
approach is built on four pillars:

1. Commit to process safety

2. Understand hazards and risk

3. Manage risk

4. Learn from experience

These pillars are further divided into 20 RBPS eclements. The 20 RBPS
elements built and expanded upon the original 12 elements proposed in Guidelines
for Technical Management of Chemical Process Safety (1989) and further refined
in Plant Guidelines for Technical Management of Chemical Process Safety (1992).
Thus, they reflect 15 years of PSM implementation experience and well-
established best practices from a variety of industries.

RBPS also stresses the principle that PSM management systems should be
simplified to the lowest order of complexity while maintaining a fitness-for-
purpose objective. Consequently, issues to consider when determining the degree
of management system rigor required include:

e the perception of the complexity, hazard, and risk involved with the
process, facility, and/or organization;

e the demand for the management system results and the resources required
to deliver them; and

e the current facility and/or company process safety culture.

With fitness-for-purpose in mind, the PSM management systems can then be
designed, implemented, and maintained to correct and/or improve the system
activities.

Therefore, this guideline continues CCPS’s efforts to encourage the adoption
of a risk based approach to managing process safety in the chemical and allied
process industries, so that it becomes an integral part of the effort to continually
improve the already impressive process safety performance of these industries.

Finally, this guideline also addresses the important related topics of:

e determining process safety implementation and performance status,
e  preparing for PSM system change,

e integrating PSM/HSE with the business management system, and

e  managing process safety performance.
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INTRODUCTION

Companies have been implementing process safety management (PSM) systems
for over 25 years. A variety of PSM structures have been used — some based upon
regulatory requirements and many more based upon evolving industry good
practices. These PSM systems are designed to manage the hazards and risks
associated with processes using hazardous chemicals or energy. Management of
these aspects requires a PSM system to focus on nurturing the performance of
equipment and people throughout the life cycle of their deployment in a facility.
The adoption of PSM systems has gone global, offering many new opportunities to
improve upon implementation practices of the past.

Moreover, in spite of best efforts and many opportunities for learning lessons,
companies are challenged with continually improving process safety performance
and efficiency, along with managing all of the other important aspects that a
company must concern itself with to be safe and profitable (e.g., occupational
safety, environmental, security, economic competitiveness, sustainability). Some
companies face the challenge of initial implementation or continual improvement
by recognizing that ultimately it is people who must perform — executives,
management, staff, operations, maintenance, and contractors — whether it is in
designing or executing the intended practices within a PSM system. And, we have
learned that organizational and individual behaviors and culture fuel the engine
that implements PSM systems — no matter whether the motivation is for regulatory
compliance or simply for good business.

Ensuring that people can return home healthy and uninjured at the end of each
workday, ensuring that our neighbors are unharmed, and having a safe work
environment have driven many companies to pursue PSM implementation with the
objective of having zero incidents. It is that goal for which this guideline was
developed — to help companies pursue and achieve the "perfect process safety"
vision of zero harm.

1.1 OVERVIEW

It is important to differentiate process safety from other different or broader areas
(or management systems) dealing with safety at process plants. For example:

e  Process safety is focused on prevention of, preparedness for, mitigation
of, response to, and restoration from catastrophic releases of chemicals or
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energy from an industrial chemical manufacturing process associated with
a facility.

e Occupational safety is focused on the prevention of injuries/illnesses to
employees due to their tasks or work environment. As such, it tends to
focus on hazardous energy related to their personal momentum or the
momentum of objects they may be manipulating. Injuries/illnesses could
result, such as slips, trips, falls, cuts, thermal burns, musculoskeletal
injuries, etc.

e HSE (health, safety, and environment), or the equivalent EHS or SHE
acronym, is the broader area that, in addition to process safety and
occupational safety, includes occupational health (aka industrial hygiene)
and management of environmental impacts.

e SHEQ&S (safety, health, environmental, quality, and security) is the
broadest view of related (and hopefully integrated) management systems,
as introduced and discussed in Guidelines for Integrating Management
Systems and Metrics to Improve Process Safety Performance (Ref. 1.1).

e  Therefore, process safety is much more than just regulatory compliance
(e.g., complying with OSHA’s PSM regulation or EPA’s risk
management program [ RMP] rule in the United States).

Historically, most long-established petrochemical companies and facilities
(1) started with an initial focus on occupational safety (over 100 years ago in some
cases), (2) established occupational health programs as illnesses due to chemical
exposures became a known hazard, (3) established environmental programs as
public concern increased and regulations were promulgated to protect the
environment, and (4) established process safety programs by the 1990s, as
guidance and regulations proliferated around the world (see Section 1.2).
However, many companies primarily focused their earlier accident prevention
efforts on improving their process technology and human factors.

In the mid-1980s, following a series of serious chemical accidents around the
world (see Table 1.1 for a summary), companies, industries, and governments
began to identify management systems (or the lack thereof) as the underlying
cause for these accidents. Companies were already adopting a management
systems approach in regard to product quality (e.g., various Total Quality
Management initiatives). Companies developed policies, industry groups
published standards, and governments issued regulations, all aimed at accelerating
the adoption of a management systems approach to process safety. These
somewhat fragmented, initial efforts gradually evolved into integrated
management systems. The integrated approach remains a very useful way to focus
and adopt accident prevention activities. In recent years, inclusion of
manufacturing excellence concepts has focused attention on seamless integration
of efforts to sustain high levels of performance in manufacturing activities. One
goal of manufacturing or operational excellence is to deeply embed PSM practices
into a single, well-balanced process for managing manufacturing operations.
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Table 1.1 Accidents that Affected PSM Regulatory Development in the
USA and Europe

Year Location Deaths Injuries
1974 Flixborough, England 28 ?
1976 Seveso, Italy ? ?
1984 Mexico City, Mexico 650 ?
1984 Bhopal, India 2,000+ ?
1985 Institute, WV 0 135
1988 Norco, LA 5 23
1988 Henderson, NV 2 350
1989 Richmond, CA 0 9
1989 Pasadena, TX 24 132
1990 Channelview, TX 17 0
1990 Cincinnati, OH 2 41
1991 Lake Charles, LA 6 6
1991 Sterlington, LA 8 128
1991 Charleston, SC 9 33

What is a management system? The Guidelines for Risk Based Process Safety
(Ref. 1.2) define it as:

A formally established and documented set of activities designed to
produce specific results in a consistent manner on a sustainable basis.

The RBPS Guidelines also emphasize that the management system activities
must be defined in sufficient detail for workers to reliably perform the required
tasks.

Regarding PSM management systems specifically, the Center for Chemical
Process Safety (CCPS) initially compiled a set of important characteristics of a
management system, which were published in Appendix A of the Guidelines for
Technical Management of Chemical Process Safety. Those guidelines were the
first generic set of principles to be compiled for use in designing and evaluating
process safety management systems. Although Appendix A was groundbreaking,
most readers overlooked it as a practical tool because the management systems
concept was foreign to them. Since that time, most companies have accumulated
significant practical experience in implementing formal process safety,
occupational safety, and environmental management systems.

Table 1.2 (originally Table 1.7 in the RBPS Guidelines) lists issues that have
proven to be most important when designing, developing, installing, revising,
operating, evaluating, and improving PSM systems. A PSM framework (such as
RBPS) can address one or more of these issues on an element-by-element basis.
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The most important thing is that companies thoughtfully consider all of the issues
in Table 1.2 when developing a new PSM system, adding new elements, or
improving an existing system.

The life cycle of any management system will generally include design,
development, rollout, operation, and monitoring/maintenance/improvement.
Chapter 4 of these guidelines discusses the overall steps in implementing a new
PSM management system:

Developing the design specification

Creating element and/or system workflows (as appropriate)
Estimating element and system workloads and necessary resources
Developing the element/system written programs and procedures
Rolling out the system

SNk

Monitoring implementation and initial performance

Similarly, Guidelines for Integrating Management Systems and Metrics to
Improve Process Safety Performance (Ref. 1.1) discusses the PSM (and overall
SHEQ&S) program’s life cycles and the Plan-Do-Check-Adjust (PDCA) approach
in each chapter. In particular, Chapter 5 discusses how to apply the PDCA
approach when implementing a SHEQ&S system, how to set about prioritizing the
integration efforts, how to develop integrated systems, and then how to build the
concept of continuous improvement into the system’s life cycle.

The primary purpose of this book is to provide an update to the original
Guidelines for Implementing Process Safety Management Systems, recognizing
that most companies now have some form of PSM system, but that a number of
companies, especially smaller companies or those in developing countries, may
need a road map of how to efficiently and effectively upgrade their systems.

Table 1.2 Important Issues to Address in a PSM System

Purpose and scope
Personnel roles and responsibilities

Tasks and procedures

Necessary input information

Anticipated results and work products

Personnel qualifications and training

Activity triggers, desired schedule, and deadlines
Necessary resources and tools

Metrics and continuous improvement
Management review

Auditing
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1.2 BACKGROUND/HISTORY OF PSM

The American Institute of Chemical Engineers’ > (AIChE’s) Center for Chemical
Process Safety (CCPS) was established in 1985 as one of the U.S. chemical
industry’s reactions to a major chemical accident in Bhopal, India. In 1988, CCPS
published a motivational advertisement for its forthcoming PSM structure,
Chemical Process Safety Management — A Challenge to Commitment (Ref. 1.3).
This item was intended to educate chief executives in the chemical industry about
the importance of implementing PSM activities into their company operations and
to motivate them to adopt a management systems approach.

Any discussion on the background and history of PSM would be incomplete
without mentioning some other pioneers and pioneering organizations. For
example:

Trevor Kletz

After progressing through various positions within Imperial Chemical Industries
(ICT), he was appointed as ICI’s first Technical Safety Advisor in 1968. During his
tenure, ICI developed the hazard and operability (HAZOP) approach and Trevor
wrote the first book on this subject. Shortly after retiring in 1982, he expanded an
earlier paper entitled “What you don’t have, can’t leak” into the book that first
documented the concept of inherent safety. He is also well known for his many
books and presentations emphasizing the importance of learning from previous
accidents.

Frank Lees

After working for ICI for a number of years, he joined Loughborough University
of Technology and in 1974 was appointed Professor of Plant Engineering.
Following the Flixborough disaster that year, he was appointed to the new UK
Advisory Committee on Major Hazards. Later, he was a technical assessor for the
1988 Piper Alpha disaster inquiry. He is best remembered for his book Loss
Prevention in the Process Industries, initially published in two volumes (and over
1,000 pages) in 1980, with the second edition of three volumes published in 1996.
(Note that the third edition was published in 2005 by Dr. Sam Mannan and the
Mary Kay O’ Connor Process Safety Center [discussed below].)
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Health and Safety Executive

Shortly after the 1974 Flixborough explosion, the UK promulgated the “Health and
Safety at Work” act. This changed the UK approach from one where the
authorities defined the procedures for them to follow to one that established goals
for operators to meet. Specifically, it replaced the 27 prescriptive acts of
parliament with one that transferred the duty for the health and safety of
employees and neighbors from the authorities to the employers.

It also established a Health and Safety Executive (HSE) composed of
inspectors, specialist scientific, and technical staff to ensure that operators were
doing their duty. In order to carry out their responsibilities, inspectors have the
authority to enter any facility, take samples, written documents, etc., as they see fit
(i.e., without a permit). The HSE and its inspectors follow an enforcement
approach that is proportionate to the risks involved, i.e., identifying areas for
further improvement through (mandatory) Improvement Notices, Prohibition
Notices (to immediately stop operations), and up to prosecutions (for major
breaches and/or not following Notices).

The UK implemented the EU's Seveso Directive as the Control of Major
Accident Hazard Regulations (COMAH). The HSE reviews documented "Safety
Reports," which document the approaches for reducing the risks from Major
Accidents Hazards to ALARP (As Low As Reasonably Practicable).

HSE is well known for the technical expertise it demonstrates in regulatory
enforcement and development/sharing of guidance documents in this field.

Center for Chemical Process Safety

As discussed in the preface to this book, AIChE created CCPS in 1985 after the
chemical disasters in Mexico City, Mexico, and Bhopal, India. The CCPS is
chartered to develop and disseminate technical information for use in the
prevention of major chemical accidents.

CCPS is a not-for-profit, corporate membership organization within AIChE
that identifies and addresses process safety needs within the chemical,
pharmaceutical, and petroleum industries. CCPS brings together manufacturers,
government agencies, consultants, academia, and insurers to lead the way in
improving industrial process safety.

CCPS member companies, working in project subcommittees, define and
develop useful, time-tested guidelines that have practical application within
industry. The project topics run the gamut of areas important to manufacturers and
range from human factor issues to qualitative and quantitative risk analysis to
security vulnerability to inherently saferitpm design. With over 100 publications to
date, CCPS remains at the forefront of issues relevant to industry.
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Mary Kay O’Connor Process Safety Center

The Mary Kay O’Connor Process Safety Center (MKOPSC) at Texas A&M
University was established in 1995 in memory of Mary Kay O’Connor, an
Operations Superintendent killed in an explosion on October 23, 1989, at the
Phillips Petroleum Complex in Pasadena, Texas. Since 1997, the MKOPSC
Director has been Dr. Sam Mannan. The Center’s mission is to promote safety as
second nature in industry around the world in order to prevent future accidents. In
addition, the Center develops safer processes, equipment, procedures, and
management strategies to minimize losses within the processing industry. It also
seeks to advance process safety technologies in order to keep the industry
competitive. Finally, the Center (1) seeks to serve all stakeholders (academia,
government, industry, and the public), (2) provides a common forum, and
(3) develops programs and activities that will forever change the paradigm of
process safety. The funding for the Center comes from a combination of an
endowment, consortium funding, and contract projects.

Also, see several articles in the June 2009 edition of Process Safety Progress
(Ref. 1.4) for additional information on the history of process safety.

1.3 PROCESS SAFETY RESOURCES

In 1989, CCPS began publishing a series of guidelines, starting with Guidelines for
Technical Management of Chemical Process Safety, to encourage its members to
pursue accident prevention in more integrated, holistic ways.

In 2007, CCPS published Guidelines for Risk Based Process Safety, which
laid out the next generation, 20-clement management system for process safety. In
total, the CCPS has published more than 100 guidelines, tools, and concept books
covering a wide range of PSM-related topics. Table 1.3 lists some of the key
guidelines and tools that have paved the way for companies seeking to adopt,
implement, and improve PSM management systems.

In addition, Appendix III of this book provides an extensive listing of RBPS
implementation tools, along with summaries of the purpose of each tool and
examples of many of the tools (typically, by references to Web sites or to the files
on the Web accompanying this book).

Other industry groups and government agencies also developed PSM
frameworks, and Tables 1.4 and 1.5 list a sampling of these. Most of the
frameworks are similar in construction, include identical or similar safety
management system elements, and promote similar process safety work activities.
However, differences exist in the frameworks, particularly the newer ones. In
many cases, the sponsoring country or organization wisely looked around the
world and then built its process safety structure based on current best practices
within the industry.
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In summary, PSM has advanced and today there are many process safety

models, support tools, and organizations available to help advance process safety
and how organizations and individuals stay engaged and involved (i.c., promote
continuous education and innovation). Process safety successes and failures
depend upon dedicated knowledgeable individuals throughout our industry,
governments, and academia working together toward the common goal of
preventing catastrophic incidents.

Table 1.3 CCPS Guidelines and Tools for Chemical Process Safety

Management

Guidelines for Technical Management of Chemical Process Safety, 1989

Plant Guidelines for Technical Management of Chemical Process Safety, 1992,
1995

Guidelines for Hazard Evaluation Procedures, 1992, 2008

Guidelines for Investigating Chemical Process Incidents, 1992, 2003

Guidelines for Auditing Process Safety Management Systems, 1993, 2011
Emergency Relief System Design Using DIERS Technology, 1993

Guidelines for Safe Automation of Chemical Processes, 1993

Guidelines for Implementing Process Safety Management Systems, 1994

Guidelines for Integrating Process Safety Management, Environment, Safety,
Health and Quality, 1996

Guidelines for Writing Effective Operating and Maintenance Procedures, 1996
Guidelines for Pressure Relief and Effluent Handling Systems, 1998

ProSmart: Performance Measurement of Process Safety Management Systems,
2001

Layer of Protection Analysis: Simplified Process Risk Assessment, 2001

Guidelines for Mechanical Integrity Systems, 2006

Guidelines for Risk Based Process Safety, 2007

Guidelines for Performing Effective Pre-Startup Safety Reviews, 2007

Guidelines for Safe and Reliable Instrumented Protective Systems, 2007

Guidelines for the Management of Change for Process Safety, 2008

Guidelines for Process Safety Metrics, 2009

Guidelines for Evaluating Process Plant Buildings for External Explosions, Fires,
and Toxic Releases, 2nd Edition, 2012

Guidelines for Engineering Design for Process Safety, 2nd Edition, 2012

Guidelines for Enabling Conditions and Conditional Modifiers in Layers of
Protection Analysis, 2013

Guidelines for Integrating Management Systems and Metrics to Improve Process
Safety Performance, 2015




1 INTRODUCTION

Table 1.4 Significant Industry-Based PSM Initiatives

Chemistry Industry Association of Canada (formerly Canadian Chemical Producers
Association): program, 1986

American Chemistry Council (formerly Chemical Manufacturers Association):
Responsible Care Initiative Process Safety Code of Management Practices, 1987,
2013

AIChE Center for Chemical Process Safety: Technical Management of Chemical
Process Safety, 1989

American Petroleum Institute Recommended Practice 750 — Management of
Process Hazards, 1990

ISO 14001: 1996 and 2001 — Environmental Management System

Organization for Economic Cooperation and Development Guiding Principles on
Chemical Accident Prevention, Preparedness, and Response, 2003

American Chemistry Council Responsible Care® Management Systems and RC
14001, 2004

[UK] Energy Institute: High Level Framework for Process Safety Management,
2010

Canadian Society for Chemical Engineering: Process Safety Management Standard
and Guide, 2012

The American Fuel and Petrochemicals Manufactures and American Petroleum
Institute’s “Advancing Process Safety” initiative. (Programs include process safety
metrics, event sharing, process safety hazards identification, process safety regional
networks, and process safety site assessments.) See www.afpm.org/policy-position-
process-safety/ for more information.

Some of these PSM frameworks are discussed in more detail in Chapter 4.


http://www.afpm.org/policy-position-process-safety/
http://www.afpm.org/policy-position-process-safety/
http://www.afpm.org/policy-position-process-safety/
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Table 1.5 Partial List of Worldwide Governmental Accident Prevention

and PSM Initiatives

European Commission: Seveso I Directive, 1982; Seveso II Directive, 1997; Seveso
III Directive, 2012

U.S. Occupational Safety and Health Administration Process Safety Management of
Highly Hazardous Chemicals (29 CFR 1910.119, 1992

U.S. Clean Air Act Amendments: Section 112(r) — Accident Prevention, 1992

U.S. Environmental Protection Agency Risk Management Program rule (40 CFR
68, 1996

Mexico: Integral Security and Environmental Management System (SIASPA), 1998
United Kingdom: Health and Safety Executive COMAH regulations — The Control
of Major Accident Hazards Regulations, 1999 (amended in 2005 and 2015)
Australia: Occupational Health and Safety Act 1985 Occupational Health and Safety
(Major Hazard Facilities) Regulations 1999 (SR 1999). National Standard for the
Control of Major Hazard Facilities [NOHSC1014(1996/2002)]. Work Health and
Safety, 2011

Canada: Canadian Environmental Protection Act — Environmental Emergency
Regulation, Section 200 Part 8, 1999

Republic of Korea: Korean OSHA PSM standard, Industrial Safety and Health Act
— Article 20, Preparation of Safety and Health Management Regulations. Korean
Ministry of Environment — Framework Plan on Hazardous Chemicals Management,
2001-2005

Japan: High Pressure Gas Safety Act, 2006

Brazil: ANP Oil and Gas industry accident prevention regulations

Malaysia: Department of Occupational Safety and Health, Ministry of Human
Resources, Section 16 of Act 514

Singapore Standard SS506 Part 3: Occupational Safety and Health (OSH)
Management System — Requirements for the Chemical Industry, 2013

China: Guidelines for Process Safety for Petrochemical Corporations — AQ/T3034,
2010

U.S. Bureau of Safety and Environmental Enforcement: Safety and Environmental
Management Systems, 2011

International Association of Oil and Gas Producers: Process Safety — Recommended
Practice on Key Performance Indicators, 2011

Mexico: NOM-028-STPS-2004, Process Safety and Critical Equipment Handling
Hazardous Chemicals System, 2012

European Union: EU Directive 2013/30/EU on Safety of Offshore Oil and Gas
Operations, 2013

See Appendix I for a complete listing and additional information on these regulations/initiatives.
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1.4 PSMIMPLEMENTATION LESSONS

Various factors can continuously or periodically influence a company’s PSM
system implementation and/or performance; examples include:

Significant internal or external incidents, which point out actual or
potential weaknesses or new areas that need to be addressed

Economic conditions, which may bring pressure to reduce the costs and
resources associated with maintaining systems

Process changes or mergers/acquisitions that introduce new processes/
chemicals with new hazards and risks. For example, a small site may not
have previously been required to implement a PSM system (due to either
regulatory or corporate requirements), but now:

o it increases the quantity of a highly hazardous chemical used in the
process and now needs a formal PSM system that will ensure a
higher level of attention to process safety, or

o it is acquired by a different company that requires a formal PSM
system to be instituted due to the chemicals/quantities handled in the
process, to reduce the risk to employees and neighbors, etc.

Workforce shifts, where experienced PSM personnel leave or move to
different roles, resulting in a reduction of knowledge/experience

Organizational changes, which either leave some key PSM system
responsibilities unassigned or move experienced PSM personnel to
different roles

Hiring of new college graduates with engineering and other professional
technical majors but without ensuring adequate PSM training and
education for them prior to their involvement in PSM processes

Regulatory changes, which add new requirements that the PSM system
must address

Global expansion, leading to issues such as maintaining the PSM system
robustness and fitness-for-purpose as the company gets larger, integrating
the PSM system of a new acquisition, and instilling the desired safety
culture in personnel in various countries

These and other influences may lead to companies seeking new ways to
improve PSM system activities based on strategies such as the following:

Decreasing or eliminating PSM system activities that are judged as overly
demanding or unnecessary, based on risk judgments

Performing PSM system activities more efficiently

Using the same resources, but using better practices to generate improved
results

Getting better PSM results, but with fewer resources
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e Extending existing PSM system practices and activities into new areas

e Extending existing PSM practices throughout the management system life
cycle (e.g., an Operational Excellence approach

e Adding new PSM activities to existing PSM elements
e  (Creating new PSM elements
e  Restructuring the PSM system

e Establishing in-house PSM training curriculums for employees at all
levels

In the last 25 years during which PSM systems have become more and more
common, many lessons — both positive and negative — about PSM implementation
have been learned. Some examples of these lessons are briefly discussed or
referenced in the various chapters in this book, but in general the positive lessons
include factors such as:

e  good planning,

e adequate and knowledgeable resources, and

e continuous learning and improvement/innovation.

In addition, the appendices of this book and/or the files on the Web

accompanying it include a number of PSM implementation lessons, as well as
PSM implementation resources, including the following:

e A case study of Eli Lilly and Company’s PSM implementation experience
(Appendix II)

e A number of PSM system tools/resources shared by Eli Lilly and
Company (on the Web)

e Anextensive list of “RBPS Implementation” tools (Appendix III)

e A description of how to map PSM system/element performance issues to
culture features (Appendix XIV)

e Anexample of a Process Safety Culture Survey (on the Web)
e A detailed PSM project implementation plan example
e A current compilation of PSM-related software

e A set of contractor safety and health guidelines

1.5 THE BUSINESS CASE FOR PROCESS SAFETY

As process safety became more and more common for companies and sites during
the 1990s, process safety professionals found that they were often asked — and
asked themselves — one question: What is the business benefit for process safety?
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The casiest answer to this question comes from the costs of a lack of proper
process safety management, i.e. process safety events. The Marsh 100 Largest
Losses (1974-2013) estimated the total cost of property damage over this period to
be $34 billion. These accidents “generally occur because of the failure of a number
of the systems or barriers within the process-safety management systems.” The
$34 billion figure is for property damage alone. It ignores the fatalities that result
and the additional costs to companies and society from the incident; for example:
(1) Bhopal (over 2,000 fatalities and $400 million), (2) Flixborough (28 fatalities),
(3) Buncefield (£1 billion), (4) Longford (two fatalities and $1.3 billion), and (5)
Macondo (12 fatalities and over $30 billion).

In an effort to answer this question and show the business benefits from a
strong PSM program, CCPS commissioned a study and developed an initial
brochure on “The Business Case for Process Safety” in 2006, which was
subsequently upgraded and revised in 2010 (available in Appendix IV). In
addition, Project 245 (“Business Case for Process Safety and Sustainability”)
intends to update the original material with current examples and expand it to
include the concept of sustainability.

The study identified two qualitative and two quantitative benefits for process
safety:
e  Qualitative benefits:

o Corporate responsibility — process safety protects a company’s
image, reputation, and brand.

o Business flexibility — process safety preserves a company’s license to
operate and gives it increased business options.

e Quantitative benefits:

o Risk reduction — process safety prevents human injury and avoids
significant losses and environmental damage.

o Sustained value — process safety helps boosts productivity and
produce high-quality products, on time and at lower cost, which
contributes to shareholder value.

In terms of real, measurable benefits, the companies that participated in this
study reported significant direct cost benefits of up to:

e 5% increase in productivity,

e 3% reduction in production costs,

e 5% reduction in maintenance costs,

e 1% reduction in capital budget, and

e 20% reduction in insurance costs.

In order to realize these benefits, the study recommends seven steps for
achieving business excellence through process safety management:
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1. Assign personnel who will be accountable. Typically, either a process
safety manager or team should be responsible for (a) ensuring excellence
in pursuing process safety throughout the corporation, (b) reevaluating
your program’s effectiveness, (c) estimating your company’s and sites’
“process safety return on investment,” and (d) communicating it to the
employees and the public.

2. Adopt a personalized company philosophy of process safety. Use it to
establish a management system along the lines of CCPS guidelines
(referenced in this book) and tie it into your company’s core values.

3. Learn more about process safety by reviewing the literature and other
references, attending training provided by process safety professionals,
and interacting with other companies (e.g., networking with them and
participating in industry alliances).

4. Take advantage of the strong synergy process safety has with your other
business drivers. For example, Total Quality Management (TQM),
regulatory requirements, and the American Chemistry Council’s (ACC’s)
Responsible Care® initiative all share common elements.

5. Set achievable process safety goals that will support the business case
presented over the next one to five years.

6. Track your performance versus goals periodically (note that this book
stresses the importance of monitoring and metrics, and provides
references on these subjects).

7. Revisit your process safety program and modify it every three to five
years as needed. (Clearly, this book is intended to help guide any PSM
system modification or upgrade efforts.)

Keeping in mind the importance of making the business case for PSM
periodically within your site/company, it is a good idea to continuously look for
and capture PSM implementation benefits as your organization continues its PSM
journey.

1.6 IMPORTANCE OF INTEGRATING PSM WITH
BUSINESS SYSTEMS

While PSM systems can stand alone, PSM systems reach far beyond process safety
objectives and results. PSM systems are well aligned with business systems and
achieve business objectives and results, along with process safety risk reduction.
Examples include management systems for the following:

e Process safety information (PSI). PSI management systems often go
beyond PSI and approach intellectual property (IP) or other technical
knowledge.
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e Process hazard analyses (PHAs). Companies often use PHAs to go
beyond process hazards and also analyze business risks.

e  Operating procedures for PSM as well as procedures for business
processes

e Contractor management for process safety as well as for business
processes

e  Mechanical integrity (MI). MI can be extended to increase equipment
reliability and plant uptime.

e Incident investigation techniques, which can be applied to “loss of
production” and equipment failure incidents

e  Management of change (MOC). Similar change management rigor can be
applied to business processes.

“PSM systems” are rarely just PSM systems. Their objectives and results go
beyond process safety and generally create reliable sustained operations. PSM
systems may be looked at as specific or “focused” business systems and should be
integrated into the company’s business systems and practices at every level.
Specific process safety objectives and results should be documented, highlighted,
and understood for each business system as well as other objectives and required
results.

PSM systems tend to share some common management system needs (e.g.,
planning, budgeting, training, risk analysis, change management, off-normal event
reporting and investigation/analysis, contingency planning, auditing, performance
analysis, management review) with other management systems. For many
companies, it makes sense to standardize key aspects of these common/similar
elements. The more integrated a PSM system is with either the HSE system or the
business management system (BMS), the greater the likelihood that the promise of
consistency and efficiency can be achieved. (Note that the recent CCPS book
entitled Integrating Management Systems and Metrics to Improve Process Safety
Performance [Ref. 1.1] focuses on this important topic and provides extensive
guidance on this subject.)

In addition, most companies face overlapping regulatory, industry and trade
association, and certification requirements that can consume significant resources
and attention. Combining the synergies among these various business systems will
help ensure safe and reliable operations, streamline procedures and cross-system
auditing, and support regulatory and corporate compliance requirements. Since
some of the systems are common to more than one area, a well-designed and well-
implemented integrated management system will help reduce the load on the
process safety and other groups. In addition, an integrated system will help
improve manufacturing efficiency and customer satisfaction. Further, the
importance of integrating process safety, health, environmental, quality, and
security performance improvement systems has been noted in recent conferences,
webinars, journals, and books.
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Whether a facility is regulated or not, if it must handle hazardous materials, a
company’s success will be favorably impacted when it applies the fundamental
elements of a PSM program within its business systems and other risk reduction
programs. In addition to regulations, societal and political pressures from the
public demand ever-better safety and environmental performance. So, every
company needs to find ways to improve its operating efficiency and performance,
reduce overall operating cost, and at the same time find ways to maintain and
improve its competitive market position.

Although the management programs for process safety and other business
systems may have been developed separately, they have similar program-related
expectations, such as:

e aformal, implemented program;
e specific program-related recordkeeping requirements; and

e metrics used to demonstrate performance program improvements.

Due to the different, sometimes conflicting goals for each group, the demands
on an operating facility may inadvertently prompt unsafe program changes and
contribute to an increased process safety-related operating risk. A formalized,
integrated, and well-managed system helps provide the controls that prevent such
changes from occurring.

The potential high-level benefits of integrating PSM with other business
management systems include lower costs, improved problem solving, work
process consistency, continuous improvements, clearly identified measures, sound
statistical data analyses, and satisfied and engaged customers (Ref. 1.1). Other
benefits of integrating PSM into business systems are those discussed in Section
1.4 (“The Business Case for Process Safety”) of these guidelines and in the CCPS
brochure provided in Appendix IV.

In summary, there are many benefits to integrating PSM into business
systems, and doing so is vital to successful PSM system. The most successful
companies will be the companies that integrate process safety into their business
systems and practices, understanding how each business system impacts process
safety and highlighting it to ensure that process safety is sustained over the life
cycle.

1.7 INTENDED AUDIENCE AND HOW TO USE THESE
GUIDELINES

These guidelines are intended for use by facility or corporate personnel responsible
for designing, implementing, or monitoring the performance of PSM systems for
facilities. Typical facility personnel job roles would include plant engineers or
technical specialists involved with executing specific PSM element activities,
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element coordinators, and PSM/HSE managers. Typical corporate personnel would
include PSM element subject matter experts and PSM/HSE managers.

In addition, anyone who is in a position to evaluate, plan, coordinate, advise,
or execute PSM/HSE implementation, integration, or improvement efforts may
benefit from these guidelines; for example:

e  Corporate PSM/HSE coordinators

o  Corporate PSM element subject matter experts

o  Facility/asset PSM/HSE managers and coordinators

e PSM/HSE element champions and subject matter experts

e Plant engineers

e  Engineering and construction firms

e  PSM/HSE consultants

Companies can use the information provided in this book to help perform one
or more of the following tasks:

e  Determine process safety implementation and performance status

e  Prepare for PSM system change

e Implement a new PSM system

e Incorporate new elements into an existing PSM system

e Improve an existing PSM element or system

e Integrate PSM/HSE with a business management system

e  Manage future process safety performance

This book devotes chapters to each of these PSM activities. Personnel
involved in any of them can consider the features described for each activity.
Several appendices provide additional information useful to those personnel.

Table 1.6 lists perceived user needs and provides guidance on how to use this
book to best meet those needs.

Table 1.6 Roadmap for Using This Book to Implement PSM

User Need Description Contents to Review to Meet Needs
Want to know the basics 1

Evaluate PSM implementation and performance 1,2
Want to prepare the organization for the change 1, 3, Appendix VII
Develop and/or implement a new PSM system 1, 4, Appendices II and I1I

Add new elements to an existing PSM system 1, 5, Appendices II and III
Improve an existing PSM element or system 1,2, 6, Appendix III
Integrate PSM with other business systems 1, 7, Appendix IV

Sustain or improve PSM performance 1,8
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EVALUATING PSM SYSTEM
IMPLEMENTATION AND
PERFORMANCE

A vital part of any sustainable management system is monitoring the system status
and performance and making adjustments as needed. Determining the status is
important in order to (1) know where to start, (2) understand how much effort will
be required, (3) identify opportunities that will provide the best return on time and
investment, and (4) perform the “check” portion of the PDCA life cycle.

The status of a facility’s PSM system implementation and its actual process
safety performance depend on many interconnected factors. The techniques used
to evaluate implementation and performance at a large petrochemical complex will
differ from those used at a small, remote, single-unit facility, or within a
multinational organization that operates several different types of facilities
worldwide in different operating sectors (e.g., upstream exploration and production
and downstream refining and distribution). Among the many factors that influence
the status of process safety implementation and performance are (1) the facility’s
size and age, (2) the severity of consequences associated with process hazards,
(3) the safety culture of employees and managers, (4) significant incidents at this
and other facilities within the company, and (5) the regulatory requirements and
climate in the area where the facility is located. Furthermore, the techniques (or
tools) used to evaluate implementation status and performance will vary depending
on the life-cycle stage of the facility. Therefore, to determine the status at the
facility, the right techniques should be selected based on its life-cycle stage as well
as other facility-specific factors.

2.1 THE MODIFIED SAFETY TRIANGLE

The safety triangle (or pyramid) has frequently been used to illustrate that
accidents do not occur in isolation, but are instead the result of failures of
underlying systems or precursors. The triangle has been modified to include
management system failures as a contributor. Subsequently, unsafe behaviors and
attitudes and the safety culture were added to illustrate even more deep-seated
aspects that, if not adequately understood and managed, can ultimately lead to
more serious events.

19
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The safety culture is addressed to some extent in the “attitudes” descriptor, but
the safety culture as a whole is more than just the attitudes of the workers; it is a
reflection of the safety culture throughout the organization (see Figure 2.1).

Incidents

Precursors

Management System
Failures

Unsafe Behaviors and Attitudes

Culture — Individual and Organizational
Tendencies

Figure 2.1 The Modified Safety Triangle

To get an accurate picture of the process safety program at a facility, it is
important to examine and measure performance of the underlying systems as well
as process safety precursors, incidents, and accidents at each level. Further,
drawing accurate conclusions about the status of the process safety program as a
whole requires a detailed review at all levels. By looking holistically up and down
the triangle, the strengths of a program can be identified and shared with other
areas, and weaknesses can be identified as the area(s) where applying more
resources will have the largest impact on improving process safety performance.

Note that the levels in the triangle are set up to differentiate measurements;
however, PSM and other management systems can cut across multiple levels of the
triangle. To some extent a management system should drive behaviors and
attitudes and reflect the organizational culture and company/site risk profile, as
well as drive how system failures (i.e., precursors, incidents, and accidents) are
handled. Our examinations and measurements should verify that:
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e  our cultures, individual and organizational, are reflected in our systems;
e  our behaviors are driven by the system requirements;
e system failures are identified, measured, and acted upon; and

e  process safety precursors, incidents, and accidents are well understood by
personnel and shared with the site, company, and/or industry as
appropriate.

22 COMMON INDICATORS AT EACH LEVEL OF THE
TRIANGLE

There are process safety indicators (metrics or key performance indicators [ KPIs]),
that can be tracked at every level of the triangle. The type and number of metrics
that should be tracked vary from company to company and facility to facility, and
even from process to process within a facility. The types of metrics to be tracked
should be kept evergreen and subject to periodic review and adjustment. The
metrics should be a mixture of leading and lagging indicators and should consider,
at a minimum, the following:

e  Historical trends in process safety performance

e Recent incidents

e  Corporate/company/site emphasis programs

Audit results

Metrics as required by regulatory requirements

Weaknesses as revealed in management reviews and process safety
evaluations

This book does not go into detail on how to conduct an effective PSM-related
audit or how to effectively use the results of an audit for continuous improvement.
Instead, the reader is referred to the CCPS book entitled Guidelines for Auditing
Process Safety Management Systems, 2nd Edition (Ref. 2.1), for helpful details on
this topic.

Following are examples of metrics that can be considered at each level:

e Accidents. The number of process safety incidents, severity of the
incidents (extent of harm to people, the environment, assets, etc.),
common breakdowns or contributing factors and causes

e Incidents. The number of first-aid incidents, severity rate, small releases
and fires, number of emergency response team callouts, common
breakdowns or contributing factors and causes

e  Precursors. The number of process safety near misses reported, number
of unsafe conditions reported, number of demands on safety systems,
common breakdowns or contributing factors and causes
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e Management system failures. HSE audit score and findings, number of
overdue action items, corrective actions generated, safety meeting
attendance, training completed, overdue/delayed MI inspections, alarm
frequency, evaluation of incident investigation effectiveness

o Unsafe behaviors and attitudes. Safety inspections completed,
behavior-based safety observations completed

e (Culture - individual and organizational tendencies. Survey scores,
interviews, management visits to the processes, housekeeping, evaluation
of communication frequency and effectiveness

This book does not detail how best to establish meaningful metrics, but
resources from CCPS, the American National Standards Institute (ANSI), and the
American Petroleum Institute (API) are available for use by a facility wanting to
implement or upgrade its process safety metrics (Refs. 2.2 and 2.3).

2.3 PROCESS STAGES IN THE COMPANY/FACILITY LIFE
CYCLE

The parameters that can be reviewed to determine the degree of PSM system or
program implementation and the process safety performance status of that program
vary based on the life-cycle stage of the company and/or process. For example, in
the conceptual and early stages of a process, there is limited (or no) data available
for that specific process. In these cases, indicating data cannot be drawn from the
traditional sources such as auditing and incident investigations. However, even in
this example of a facility in its early stages, process safety issues should have been
considered in the design. For example, adequate equipment spacing and pad
drainage would have been key components in the development of the plot plan. A
careful review of the design through the “lens” of process safety can be a strong
contributor to successful process safety performance when the process is running.
Furthermore, some information is available from similar processes both inside and
outside of this company. The judgment of experienced operators, maintenance
technicians, and engineers can also be valuable in establishing the programs.

As with all aspects of safe operation of a process, “buy-in" by facility
management is the key to the successful implementation of a process safety
program leading to strong process safety performance. The cooperation of
facility-based staff and managers can strongly influence the effectiveness of
baseline PSM assessments. The assessment phase may be the first visible
manifestation of your company's PSM initiative at the local level, and it should be
properly understood by those participating — especially those whose PSM
activities and programs are under review. An assessment method with which
local personnel are at least somewhat familiar, conducted by professionals whose
skills they respect, will more likely gain buy-in and cooperation.
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For this discussion, the company/facility life cycle is divided into the
following five stages:

1

A

Facility in design phases (prior to startup)

New company/facility (shortly after forming or startup)
Acquisition of company/facility

Facility expansion

Existing facility

Techniques that can be used to assess the status of PSM system
implementation and process safety performance at the various life-cycle stages will
include the following:

An evaluation and summation of audit results (e.g., gap analysis,
regulatory coverage assessments, recognized and generally accepted good
engineering practice [RAGAGEP] assessments)

A review of incident and near-miss incident root cause reports to look for
trends and common weaknesses. The results of this review should be
compared with PHAs or other risk reviews to help ensure that the hazards
from actual events are included in the risk review documentation, and that
the corrective actions are incorporated into safeguards, where appropriate.

A summation of the data collected from lagging indicator metrics (e.g.,
accidents, incidents). Similar to the review of incidents and near misses,
the data from lagging indicators should be reviewed with the goal of
continuous improvement, looking for trends and common weaknesses to
be corrected and proper documentation in PHAs and hazard reviews.

The development of leading indicators and incorporation of the metrics
from those indicators in order to (1) improve the process safety program
specifically based on the needs of the facility, (2) drive improved process
safety performance due to setting specific goals (or metrics) and by
requiring periodic reporting against those metrics, and (3) maintain open
lines of communication with all facility personnel regarding process
safety performance against the metrics

The development and use of other performance characteristics (e.g.,
safety culture studies, employee surveys, input from the community via
community advisory panels)

The value of the technique will vary based on the life-cycle stage and the
available data.

No matter which stage your company/facility is in, planning is the key, and
incorporating process safety goals, objectives, and milestones is imperative.
Identifying resources with the knowledge and experience to represent process
safety interests will ensure process safety performance. “Fail to plan; plan to fail.”
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Stage 1: facility in design phases (prior to startup)

The facility has been conceived on paper and may even have been constructed, but
not started up. The process safety program has to be designed and constructed in
the same way the equipment is designed and constructed.

PSM program implementation. The program does not yet exist and
therefore has not been implemented. This is a great opportunity to take a clean
sheet of paper and design the type of process safety program that will be most
effective for this facility. Key initial steps will generally include the
following:

1. Identify knowledgeable resources who have experience with
implementing and integrating PSM systems. It is important to
identify and involve resources knowledgeable and experienced in
process safety as early as possible and to include them in every phase
through startup and steady state. They should ensure that process
safety is fully integrated into the planning and appropriate systems as
well as begin to define the culture.

2. With the help of those resources, develop plans that incorporate
process safety goals, objectives, and milestones at each phase.

3. Develop and implement PSM management systems with clearly
defined strategic objectives that include and highlight process safety
objectives.

The employee participation plan required under the PSM standard is a good
starting point for organizing the program. By “beginning with the end in
mind” (Ref. 2.4) when developing the PSM management system, all necessary
aspects are covered, accountabilities are assigned, and mechanisms are in
place for continuous improvement.

Develop the new program based on internal standards, regulatory
requirements, and/or the established programs at other company facilities.
Refer to the guidelines in Chapter 4 of this book. Facilities that are covered
under OSHA’s PSM standard will have structured requirements under the 14
elements given in the standard to help provide structure. Existing programs in
place at other units within the company, especially those with similar
technologies, materials, or hazards, would be the logical resources with which
to begin the program and systems development.

Process safety performance. No specific historical data are available. Initial
performance targets can be set shortly before startup based on company
standards, similar processes, or industry experience with this or similar
processes. Experienced personnel can (and should) be used to set the initial
metrics based on the collective pool of experience. Baseline data and metrics
should be collected upon startup and used to drive process safety performance
improvements. In general, following startup data and metrics should be
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broader to determine and verify that all systems are functioning as needed.
Upon verification of systems, metrics should be adjusted and rotated as
needed to align with performance and business needs (consult available
resources for how best to use measures to drive performance).

Stage 2: new company/facility (shortly after forming or startup)

PSM program implementation. If there is no program in place, then the
approach would generally be the same as described above for a facility in the
design phases. However, there are two key differences:

1. The facility should take a risk based implementation approach that
assesses the highest risks first and evaluates whether any immediate
operational changes are needed, including shutting down until the
appropriate PSM systems can be implemented to ensure that the
company’s risk profile is maintained.

2. There is typically a flurry of activity surrounding a new company or
facility startup with organizational changes, process changes,
operating procedure revisions, and the normal troubleshooting and
correction that may be required from the same personnel who would
typically be tasked to develop the PSM programs. The push for
competing resources makes this stage perhaps the least desirable for
program development.

On the other hand, if the program is in place, albeit fairly new and untested,
facility personnel should conduct an initial gap assessment as soon as
practical. Consider doing this soon after the process achieves steady state
using a PSM or RBPS audit protocol that includes all applicable elements.
Detailed audit guidance can be found in Guidelines for Auditing Process
Safety Management Systems (Ref. 2.1). Waiting to do this gap assessment
during the first PSM compliance audit puts the facility in a reactive mode.
Latent hazards can be undetected until discovered through an audit. It can also
increase process safety and regulatory risks for up to three years prior to
conducting the first formal compliance audit.

Process safety performance. Limited data are available, so actual
performance trends cannot be accurately assessed. However, any incidents,
near misses, or hazardous conditions identified during startup or in the early
stages of operation should be captured as institutional knowledge that may
apply to other startups, shutdowns, and perhaps during normal operation.
New facilities could also consider looking externally at other similar facilities
(or industries) to determine whether there are any appropriate lessons learned
to be taken into account. Ensure that this information is included in the PHA
documentation as PSI to be used in subsequent PHAs. This information
should also be communicated to all affected personnel and incorporated into
training and procedures, as appropriate.
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Early performance information can also be used to adjust initial targets and
metrics as data become available (consult available resources for how best to
use measures to drive performance).

Stage 3: acquisition of a company/facility

When a facility or company is acquired, assessing the degree of PSM program
implementation should be one of the key initial, post-acquisition activities.

PSM program implementation. Assessing PSM program implementation
and performance status will be one of the key activities in the due diligence
process. However, by its nature due diligence covers many topics, and the
effort that can be invested in the PSM-related review typically does not
provide the depth and breadth needed for a truly accurate picture. Therefore, it
is suggested that the new owners conduct a full, detailed gap assessment as
soon as possible after the acquisition is finalized using a PSM or RBPS audit
protocol that includes all applicable elements (Ref. 2.5). Focus on the most
recent PSM compliance audit and identify management systems that have
been used to ensure continuous compliance.

The integration plan should include an initial assessment that evaluates PSM
and RBPS, including risk profile and culture differences. The output of the
assessment should be to update the plan to close gaps based on the associated
risks and include the resources needed.

The new owners should execute a thorough facility siting and consequence
analysis study to understand the facility’s vulnerabilities, especially those
related to the hazards to personnel in occupied buildings. Following the audits
and reviews, they should establish a detailed, realistic (but aggressive) action
plan to close the gaps. Develop management systems where necessary and
update the program as needed based on the audits and reviews.

Facility management should also consider initiating a project to assess the
facility process safety culture and take corrective action for process safety
culture improvement identified in the assessment, as appropriate for the
facility. It is a near certainty that the safety cultures of the two merged
companies will differ. Sometimes the difference is dramatic. By evaluating the
safety culture, steps can be taken to unify the safety message and begin
forming a unified safety culture. A well-conducted safety culture study can
reveal attitudes that, if not corrected, can lead over time to less-than-
satisfactory safety performance results.

Process safety performance. A better understanding of the process safety
performance at the facility can result from compiling incident investigation
and root cause information data from all sources and looking for trends and
common/repeat failures. Additional information can be gained by evaluating
existing lagging metrics and analyzing the trends. The results should be
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communicated and displayed; the analysis of performance trends can then be
applied to the current facility.

Facility personnel should also evaluate existing leading metrics for
completeness and relevance to the current facility condition/situation. The
results should be communicated and displayed; the analysis of performance
trends can then be applied to the current facility.

Stage 4: facility expansion

A significant facility expansion presents unique challenges to the process safety
programs. Expansion projects are done (obviously) to increase the unit capacity or
otherwise respond to market conditions. Facilities can be modified to implement
process safety improvements (e.g., new safety instrumented system), but they are
not expanded with process safety as the key design variable. It is therefore
imperative that the process safety function be represented on the expansion project
team from the start and included in each phase of the plan and execution. The
process safety personnel help the other expansion project personnel understand
how process safety is affected by the expansion. For example, PSM elements such
as (1) process safety information, (2) process hazard analysis, (3) operating
procedures, (4) training, (5) mechanical integrity, (6) management of change, and
(7) pre-startup safety review (and others) will be directly impacted by the change.
The process safety personnel will ensure that the plan includes the appropriate
process safety requirements at each phase and verify the quality of development
and implementation of the systems.

One trap to be especially aware of is the common notion that the new equipment is
“exactly” like another part of the facility — built as a “cookie cutter” facility. This
is a myth. There are never two processes or parts of the process that are exactly the
same. Even if they are built in an identical manner, they are not located in the
exact same spot; so facility siting questions, for example, need to be examined.
Further, the second facility design is often modified due to lessons learned from
the first facility (e.g., materials of construction, instrumentation). Finally, even if
the facilities are identical, they won't be operated by the same people. These
differences can fundamentally affect process safety.

With the changes inherent to a large-scale expansion project, it is therefore critical
that all PSM aspects of the expansion be carefully reviewed, just as though it is a
new facility. The difference, of course, is that the facility has the advantage of
incorporating existing programs (e.g., inspection, testing, and preventive
maintenance [ITPM]; procedures; training) and using the knowledge gained from
previous audits, inspections, incidents, and near misses as starting points for the
expanded process. Taking such lessons learned into account helps avoid repetition
of previous incidents.

PSM program implementation. The evaluation strategy for the PSM
program status of an expanded facility will fall between the new facility stage
(described above) and the existing facility stage (described below). The same
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evaluation tools applicable to regulatory and internal requirements used for a
new facility will be used to capture impacts that the new expansion will have
on the existing process. The current, well-run programs from the existing
facility should be applied to the expanded facility.

The facility expansion presents a very good opportunity for fine-tuning the
existing program by building on strengths (those portions of the PSM program
that are clear successes) and modifying/improving areas that are not working
well. For example, if the PHA program is considered to be thorough and
effective, the facility personnel may consider integrating the knowledge
gained from the PHA to develop a more robust and consistent MI program.
Namely, the equipment and other instruments identified as safeguards in the
PHA should (1) be consistently identified as critical equipment, (2) be
included in the ITPM plan, and (3) serve as the basis for the safe operating
limits documentation.

Process safety performance. While there will be no initial performance data
for the expanded facility, there will be ample data from the original facility.
The existing metrics, goals, and targets will be the starting point for evaluating
performance, and these should be reviewed and modified as needed to account
for the expanded facility.

When evaluating PSM program implementation and process safety
performance in an expanded facility, the precaution is not to assume that
existing programs are adequate without careful review. By virtue of the
expansion, the unit may be dramatically different. Due to different flow rates,
capacities, equipment sizes, compositions, and other process parameters, new
hazards and safeguards may be introduced with the expansion. Additional (or
revised) PSI will be required. Facility personnel should review the expanded
process taking into account all 14 OSHA PSM clements (and 20 RBPS
elements) to fully appreciate the changes affecting the PSM program and
potentially process safety performance.

Stage 5: Existing facility

The existing facility, typically with years of operating history, will have a PSM
program that can be evaluated to ensure that it has all the necessary parts and
pieces, and the results and status by which it can be measured.

PSM program implementation. Periodic compliance audits of the existing
PSM program are a regulatory necessity and a practical imperative. You will
only improve what you measure. What may be overlooked is a periodic audit
of the management system. Actually, this inward evaluation should be an
important and visible element of the management system itself. A periodic
evaluation of the PSM program, with mid-course corrections, will help ensure
a vibrant and evergreen program. Important related considerations include
(1) ensuring that evaluations are part of the organization’s periodic (e.g., at
least annual) planning process, (2) identifying focus areas based on analyses
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and identified risks, and (3) ensuring that HSE (including process safety) is
identified, highlighted, and incorporated into every planned initiative, as
appropriate.

Having an effective means to track and ensure completion of corrective
actions from all program review activities is important and also a regulatory
necessity. Establish a detailed, realistic (but aggressive) action plan to close
the gaps identified in program audits and evaluations. The existing facility
should also assess the facility process safety culture and take corrective action
for process safety culture improvement, as appropriate.

Broad variations in substance and quality are not uncommon. Within your
own company, some businesses, because of their individual needs, may have
addressed a number of PSM issues ahead of other parts of the company. In the
course of the baseline assessment, you may well identify programs that exceed
the minimum requirements of your PSM goals and objectives, as well as those
that fall short.

Expect broad variations in style. Many companies (and individual facilities)
have both formal and informal management systems. The degree of formality
(e.g., documentation, authorization, follow-up) is often a function of the
degree of risk associated with the activity the management system is designed
to control, as well as the structure or culture of the organization itself.

In the absence of explicit criteria, the seven characteristics listed below may
be useful in evaluating management systems. Keep in mind that these
characteristics are not absolute requirements; facility management systems
may vary significantly and still be capable of achieving the desired results.

Management system characteristics

1. Policies, programs, and procedures. Goals and objectives have
been set. Formal corporate and facility work plans, policies,
guidelines, standards, and procedures are available to clearly define
the PSM program scope, outputs, milestones, initiating mechanisms,
and alternatives. Management demonstrates commitment to and
sponsorship of these programs. Policies, programs, and procedures
are periodically reviewed and revised.

2. Definition of responsibilities. Facility personnel understand their
roles and responsibilities in achieving the desired level of PSM
program implementation and process safety performance.
Appropriate checks and balances have been established to minimize
conflicts of interest. Internal coordination and communication
mechanisms exist.
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3. Approvals and authorizations. Appropriate delegations have been
established, and authorities are clearly established for approval of
specific routine operations and nonroutine or out-of-specification
operations. Variance procedures are defined. Approval levels are
commensurate with the importance of the task. Appropriate resources
are authorized.

4. Personnel training and experience. Facility personnel have
sufficient experience, training, and awareness to accomplish the PSM
program or activity. Personnel are familiar with applicable regulatory
requirements, internal standards and guidelines, and RAGAGEPs.
Employees at all levels in the organization are involved in program
development.

5. Protective measures. Safeguards have been established to prevent or
control major problems; administrative controls are in place to cross-
check completion of critical operations.

6. Documentation. Results of PSM activities are documented, as are
compliance/performance results.

7. Internal verification. Systems or procedures are in place for
reviewing performance against standards and milestones and for
reporting departures from established (external or internal) standards.

Process safety performance. In addition to evaluating the PSM performance
of an existing facility as described in the acquired facility stage above, the
facility personnel should ensure that the corrective action plan is current and
that all action items are addressed in a timely manner and tracked to
completion. Many facilities include a verification step in the corrective action
closure work process, which requires that an independent person review what
was recommended and compare that to what was actually done to help ensure
that the action was properly addressed before closing the action item in the
tracking database.

Similarly, the existing facility should have an established means to ensure
that nonconformances identified during MI inspections are expeditiously
corrected. Pass/fail tolerances should be set and adhered to. Any decision to
operate equipment past its estimated remaining life should be carefully
reviewed and endorsed by facility management (including experts or
technical authorities).

Finally, analysis of process safety performance should be a significant part
of, and integral to, the annual (or periodic) planning that sets goals and
objectives, identifies initiatives, and establishes spending for the
organization.

Table 2.1 summarizes the techniques that are available for the various process
stages.
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Table 2.1 Techniques Available to Establish a PSM Program at
Various Process Stages

Facility New
in design | company Acquisition of Facility Existing

phases or facility | company/facility | expansion | facility
Establish PSM X X X X
system
Audit PSM X X X
system
Define PSM X X X X
program
Conduct/review
audit results X X X
D leyzptng X X X X
indicators
ReYlew lagging X X
indicators
Deﬁne leading X X X X
indicators
Reylew leading X X
indicators
Review
performance X X X
characteristics

2.4 DOCUMENTING CONCLUSIONS

Once the information needed is gathered, the next challenge is to organize it so
that the team can readily identify PSM system gaps and related issues.

One useful tool in understanding the overall status of PSM systems is to
rate the management system for each element at each facility using a
qualitative rating scale. One approach is to rate PSM system maturity using the
following definitions (Ref. 2.5):

Maturity Level 1 programs

o  Staff members react in a firefighting mode to the most immediate and
pressing need.

e Program effectiveness depends on one or two key people. If the key
people leave, a significant part of the program and institutional
knowledge goes with them.
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The facility is more or less in compliance with those regulations that are
known to it, but there is little assurance that all applicable requirements
have been identified, let alone addressed.

Documentation of compliance is weak.

Written program documentation is spotty and incomplete, and there is
little coordination or correlation among program areas.

Maturity Level 2 programs

The facility has set some PSM goals.

Established programs exist.

The program capabilities are integrated into the organization to a
greater degree than in Stage 1. If a key person leaves, the program is
likely to recover after a short time.

The facility can demonstrate compliance with most applicable
regulatory requirements, and it has identified those areas where
compliance is not yet achieved.

The facility periodically reviews its compliance status to ensure that
the programs that have been implemented are operating as designed.

Maturity Level 3 programs

The facility sets formal PSM goals and objectives and tracks their
progress.

Staff members have moved beyond managing for compliance and are
now actively managing risk.

Program capabilities are fully integrated into the organization. If a key
person leaves, organizational recovery is a function of being
understaffed, not underskilled.

The facility can demonstrate and document compliance with all
applicable regulatory requirements.

Written programs are complete and satisfy the regulatory
requirements.

The facility has a regular self-inspection program utilizing experts
from outside the facility or company, in addition to internal personnel.
New regulatory requirements are anticipated and tracked by the
organization, and compliance is achieved according to a regulatory
schedule.

The facility ratings can then be combined (see Table 2.2) to indicate overall
PSMstrengths and weaknesses.
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Table 2.2 Example of a PSM Status Summary

Embryonic Developing Mature Systems
PSM Element |Systems (Maturity|Systems (Maturity (Maturit Izlevel 3)
Level 1) Level 2) y
Management of Facility A -
change Facility B Facility C
. - Facility B
Training Facility A Facility C
Process
Facility A S
knowledge Facility C Facility B
and
. . . Facility A
Project review Facility B Facility C
Facility A
Human factors Facility B
Facility C

Regardless of the evaluation method selected, this exercise should provide
the team with a clear idea of where the company excels and where it needs
work in terms of current PSM implementation and status. These results can be
summarized in a concise progress report (see Table 2.3 for an example based
on the OSHA PSM model).
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Table 2.3 Example of a Progress Report from a PSM Team

Progress Report from the Process Safety Management (PSM) Team
This report summarizes the PSM team's progress in developing PSM systems. Since
receiving management approval to proceed, an assessment has been conducted to ascertain
the status of PSM in each division. These assessments have found the following:

Status by Facility

PSM Element A B C

Employee Participation + - -

Process Safety Information + + _

+

Process Hazard Analysis — - O

Operating Procedures + + +
+ +

Training + + +

+ + +

Contractors (0) (0] (0]

Pre-startup Safety Review — - O

Mechanical Integrity + I +

Hot Work Permit + + +

Management of Change + 00 -

Incident Investigation + + +

Emergency Planning and Response + + +

Compliance Audits - + +

Trade Secrets " + +

++ PSM system in place, documented, and fully
operational

+  Informal system in place

— Incomplete system in place; upgrading needed

O No system in place

0O System exists but is not followed
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PREPARING FOR PROCESS SAFETY
MANAGEMENT CHANGE

An organization is better prepared for successful PSM change when
(1) management commitment is secured, (2) a culture for change is established,
and (3) PSM is integrated with HSE and business management systems, wherever
possible.

3.1 SECURING MANAGEMENT COMMITMENT

Whether developing a new PSM system or improving an existing one, it will not
be effective, efficient, and successful without management commitment. Time
invested in gaining management's commitment pays off in tangible support, which
not only facilitates, but also expedites, a long-term process such as PSM
implementation or improvement. Commitment, as it is used here, refers to explicit,
concrete actions, not merely to rhetoric. Having management say, "We are
committed to the principles of process safety management" is only the first step.
The goal for gaining management commitment is to complete the thought: "We are
committed to the principles of process safety management and we will devote our
own time to lead the organization so that these principles are embedded in our
operations. We will also provide the necessary staff and financial resources to
ensure success."

Without personal commitment from the CEO, PSM will not succeed. An
initiative that lacks a collective sense of priority and urgency is likely to be carried
out piecemeal, despite the best efforts and intentions of its champion(s). Over time,
piecemeal implementation is inefficient, since it is likely to take longer and cost
more; most importantly, it is very likely to be less effective and successful. PSM is
a continuous process, not an event or a series of discrete activities. Without
continuity, the implementation or improvement process can easily break down.

Tangible support means not only providing resources, but also ensuring
adequate standing relative to other company priorities. PSM needs legitimacy as a
business objective to hold its own in situations requiring a trade-off between long-
term process improvement and short-term commercial considerations. No matter
how deeply committed safety professionals or others supporting or leading PSM
may be, this legitimacy can only be conferred by the personal commitment of the
CEO and board.

37
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As a practical matter, support from senior management also creates strong
incentives at the implementation level. If PSM is known to be a priority for senior
management, it is much more likely to attract active participation within the
company. By contrast, initiatives that employees see as "flavor of the month" win
(and usually deserve) little continuing employee support. In addition, commitment
from the top sets standards — and deadlines — for performance. While no one wants
to constantly invoke and involve senior management (and it can certainly be
counterproductive to do so), specific, articulated expectations from the top greatly
improve the chances that individual commitments will be met.

Having established the value of management commitment, the true challenge
is to win it. While there is no single, fail-safe formula, there are some identifiable
initial steps to consider within the context of your own company.

Section 3.1.1 Defining Senior Leadership Roles

Leaders need to understand the risks posed by their organization's activities and
balance major accident risks alongside the other business threats. Even though
major accidents occur infrequently, the potential consequences are so high that
leaders need to recognize:

e major accidents as credible business risks;

e the integrated nature of many major hazard businesses — including the
potential for supply chain disruption; and

e the need for the management of process safety risks to have equal footing
with other business processes, including financial governance, markets,
investment decisions, etc.

Good PSM needs the active involvement of senior leaders. It is important that
they are visible within their organization because of the influence they have on the
overall safety and organizational culture.

To maintain the focus on preventing major accidents, leaders also need to
recognize the full extent of the impact of these incidents and the potentially
devastating consequences for a business, including:

e harm to people, including loss of life and serious injury;

e environmental damage — for example, air, water and land contamination;

o the damage to business efficiency from disruption of production, and the
loss of customers or suppliers;

e the potentially huge costs involved — both direct (e.g., asset replacement
or repair costs, legal fees, fines) and indirect (e.g., increased insurance
premiums; loss of shareholder confidence, resulting in falling share
value);

e negative effects on the local economy;
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e long-term damage to an organization's reputation due to adverse publicity,
legal action, etc.; and

e discontinuation of the company as a viable, ongoing entity in light of the
above impacts.

Key self-check questions that senior managers (including the CEO, human
resources manager, finance manager, and operations managers) should be able to
answer include the following:

e Do you know what the major accident risks are for your organization?
e Do you know what your main vulnerabilities are?

e  What are you doing about them?

e  How concerned are you about the current level of risk?

e  How confident are you that all the safety systems are performing as they
should?

e Do you seek out the bad news as well as the good?
e If there is an incident, who do you blame? Others, or yourself?

e Are you doing all you can to prevent a major accident?

3.1.2 Selecting the PSM Champion and the Management Sponsor

The PSM champion is the person responsible for driving the PSM initiative,
whether it is the initial implementation of PSM within the organization or an
initiative to improve the existing PSM system. The typical PSM champion has a
background in safety, engineering, and/or operations because the elements of PSM
(whether they are the 12 elements listed in the previous edition of this book [Ref.
3.1], the 20 elements listed in Guidelines for Risk Based Process Safety [Ref. 3.2],
or the 14 OSHA PSM and EPA RMP elements) involve aspects of each of these
disciplines. Familiarity with and understanding of these disciplines improves the
credibility and effectiveness of the PSM champion when interfacing with key
stakeholders across the organization. The PSM champion can be a corporate,
regional, or even facility staff member, depending on the size and structure of the
organization. The ideal champion for PSM also knows what makes the company
succeed and what broad strategic priorities drive its business. Lastly, the successful
champion is skilled at gaining the support of colleagues and building consensus.

Like the PSM champion, selecting the right management sponsor is important
for ensuring the success of PSM, whether it is the initial implementation of PSM
within the organization or an initiative to improve an existing PSM system. Each
company has its own culture, management style, and organizational behavior and
structure. In many cases, the functional organization differs from the one
illustrated in a formal organizational chart; that’s because projects are
accomplished by and through a functional organization rather than the formal one.
Also, expectations for the sponsor may vary depending on the organization. In
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some cases, the sponsor will assume a very active, hands-on role, while in others
endorsement and oversight will be the sponsor's primary contributions. All of these
considerations should be accounted for in selecting the ideal management sponsor
for PSM. Depending on the size and structure of the organization, the typical
management sponsor for PSM is a corporate or regional leader in operations or
safety. Ultimately, the PSM sponsor must be able to ensure that senior
management (which owns process safety) is committed to PSM in order to ensure
long-term continuity, consistency across the company, and conformance to
corporate policy.

3.1.3 Selling the Need for PSM Implementation or Improvement

Having selected the right sponsor and champion, the next task is to sell senior
management on the concept of PSM — the need for an effective system within your
company, whether the goal is initial development and implementation of PSM or
improving an existing system.

Understand your audience

The identified champion should work with the sponsor and, as appropriate, other
stakeholders in the organization to understand what senior management — the
“audience” — would be looking for. Examine their business priorities, track records
with comparable initiatives, and professional backgrounds. The champion should
also determine how much detail to provide on the principles of process safety.
This may depend on the carcer paths and professional backgrounds of your
company's senior managers. Those who came up through the operations side or
have facility-based experience and/or technical training may be more immediately
knowledgeable about process safety and its management than others whose
backgrounds may be in finance, sales, law, or marketing.

A key point to remember is that senior management's day-to-day priorities are
almost certainly different from the champion’s. Their job is to guide the company
as a whole, over the long term. In determining how best to do this, senior
management must consider business operations within the context of a range of
factors (economic, social, political) that influence corporate strategy.

Be sure to keep the arguments focused. Everyone has had the frustrating
experience of listening to someone who takes forever to get to the point and gets
tangled up in irrelevant side discussions. A focused argument targets the listener's
interests and agenda, and keeps background and side issues to a minimum.
Examples and anecdotes are often useful, but an overreliance on personal
experience or "war stories" loses attention. Similarly, an argument that tries to
address every conceivable contingency, quirk, and variation will almost certainly
fail to convince your audience because of simple overkill.

Frame PSM in terms of the interests of the audience. People pay more
attention to information that is relevant to them rather than to items of general or
academic interest. For example, "PSM provides a cost-effective means of
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improving our company's safety performance" addresses two senior executive
concerns: corporate earnings and exposure to liability. The discussion is framed in
terms of the listener's interest; it also focuses on results.

In companies in which senior management has strong operating experience,
the concepts behind PSM are more likely to be self-evident. In these cases, limit
preliminary discussion of PSM principles to a brief summary. In other companies,
senior management’s knowledge of operations and process safety may be limited,
meaning that the first task is to provide basic information. In cases where there is a
mixed audience consisting of those with and without process safety and operations
knowledge, the information needs will be different. In these cases, an important
task is to seek buy-in up front from the more experienced audience participants to
reinforce the suggested messages. In any case, it is obviously important to assess,
in advance, the information needs of the people whose endorsement you seek.

Identify PSM benefits

Once an understanding of the audience has been obtained, the next steps are to
identify the benefits of implementing a new PSM system or improving an existing
one, and then match these benefits to the needs of your audience (e.g., senior
management). While compliance is certainly a requirement in deciding to
implement or improve PSM, it is by no means the only benefit. Rather, compliance
is the baseline from which other benefits evolve. An effective PSM system offers
benefits over and above simply complying with regulations.

In addition to ensuring employee safety and compliance, the primary benefits
of implementing and improving PSM systems include:
e reducing the probability of a fatality or major environmental event,

e avoiding damage to the company’s reputation and value (i.e., share price,
potential resale price for private companies),

e avoiding nonpayment of bonuses to senior management that would
otherwise occur after a major accident resulting in fatalities and
significant operational downtime, and

e avoiding senior management distractions from incident investigation and
follow-up activities needed after a major accident or fatalities.

Some additional, secondary potential benefits of implementing and improving
PSM systems include the following:
e Reduced costs and downtime through:

o improved maintenance practices and systems that reduce the frequency
of equipment failure, improve process reliability, and improve
maintenance planning

o managing process changes to avoid process upsets and downtime
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o improved operations information, allowing you to track variances in
process operating conditions, ensuring fewer rejects and less rework or
waste

e C(Capital cost savings from the systematic review of new projects and
identifying safety, reliability, and design enhancements early in the
project design phase

e Improved customer satisfaction resulting from enhanced quality
e Increased prestige within industry and among shareholders

e Improved employee recruitment and retention though a clear commitment
to safety and consistent management practices

e Improved labor relations by involving union leadership in PSM and
consistently communicating with hourly personnel

The exercise of identifying the potential benefits for your company can yield
the core of your sales message for developing or improving a PSM system. As can
be seen from the list above, PSM has multiple benefits for both specific operations
and the company overall. Taking the time to do this up front helps focus the
initiative and frame the rationale required to obtain senior management buy-in. In
addition, if you (the champion and the sponsor) include others in the exercise, you
can build the foundation for future cooperation. Taking a disciplined approach to
identifying benefits also helps anticipate questions from, and the concerns of,
senior management and others.

A good resource for helping identify the benefits of PSM and for ways to
improve PSM systems is the Process Safety Beacon produced by CCPS (Ref. 3.3).
The monthly one-page Process Safety Beacon covers a wide range of process
safety issues. Each issue describes a real-life accident and discusses the lessons
learned and practical means to prevent a similar accident.

Make your case and support it

Once you have identified and prioritized the PSM benefits for your company, they
must be organized into an effective presentation. Presentation formats vary by
company, so there is not a single "right" way to do this. Some companies are very
formal, requiring written agendas and leave-behind documents, and expecting a
very structured, scripted presentation with questions and answers at the end.
Others are more free-wheeling, with presentations taking the form of group
discussions structured loosely around a topic outline.

It is up to you to determine your company's style and your management's
preferences, and to develop a presentation that best meets their needs and
expectations. However, there are some fundamental presentation development and
delivery techniques that may be useful to you. The following ideas are equally
applicable regardless of what form of sponsorship you seek or what organizational
structure applies to your company:
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1. Start with an outline to keep your proposal focused and to ensure that all
the key points are covered.

2. Prepare your proposal for the benefit of key people who may not be
present to ensure their understanding of your proposal.

3. Use examples to illustrate why developing or improving a PSM system is
important, and note where there is a direct correlation between suggested
PSM improvement activities and specific actions resulting from incident
investigations.

4.  Prepare an executive summary for your proposal that includes the course
of action, its rationale, and the next steps.

5. Rehearse your presentation to ensure that you effectively make the case
for PSM.

3.1.4 Selling the Need for Top-level Commitment

All right, says senior management, you've convinced us that PSM is a good idea,
and we like your ideas. Now, what do you want from us? Alternatively: All right,
says senior management, we're sold; go do it. What do you need us for?

Define the need

Answering these questions requires having a clear idea of what role you want
senior management to play and being able to articulate very specific
recommendations for their participation. As discussed in previous sections, the role
of senior management in implementing PSM may vary from company to company,
reflecting differences in style and structure. However, there are four general ways
in which top management can be valuably deployed, regardless of individual
structure or style:

1. Lead from the top. Communicate the process safety mission statement to
all staff and contractors. Make process safety the first agenda topic of
board meetings. Put on personal protective equipment (PPE) and walk
around to discuss process safety issues with front-line staff during every
visit to an operational site. Consider other similar activities.

2. Set corporate goals for PSM. These may be tangible (e.g., dollar savings,
percent reduction in accidental releases) and/or philosophical (e.g., "Our
company will be an industry leader in process safety").

3. Communicate the importance of PSM This includes internal as well as

external communications and may be part of a broader corporate
communications strategy or a freestanding effort.

4.  Provide resources for PSM This means recognizing that PSM will
require some level of investment and authorizing appropriate allocations
of staff and other resources to achieve PSM goals.

In addition, some common denominators probably apply across the board:
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o Senior management's role supports but does not duplicate the efforts of
the PSM champion. The boss should understand that you do not expect
anyone to do your job for you. At the same time, senior management
should recognize that there are some activities, such as allocating
resources or representing the company in a high-level business forum,
that you cannot appropriately undertake.

o Senior managers generally respond better to specific requests than to
broad expressions of need. "First we need a mission statement” is likely
to draw a quizzical expression and limited assistance. "The task group has
developed this mission statement for your review and signature; we plan
to distribute it to all facility locations to kick off the effort" tells the boss
exactly what you need and why you need it, and establishes that you
expect to carry the ball.

o Top-level support is often most valuable when it is highly visible. Perhaps
the most useful role senior management can play on behalf of PSM is to
endorse it explicitly and visibly, both inside the company and externally.
Senior managers' active participation in communications about PSM
lends credibility and generates awareness of PSM as a company priority
in ways that not even the most dedicated staff team can achieve.

3.2 ESTABLISHING A CULTURE FOR CHANGE

Implementing a new PSM system or improving an existing one can be viewed as
an organizational change. The organizational change for PSM can involve
(1) creating a new culture (in new companies, those built through acquisitions, or
those developing and implementing PSM for the first time), (2) combining cultures
(in company mergers or where facility or regional PSM standards are being
merged into regional or corporate PSM standards, respectively), or (3) reinforcing
or reviving cultures (in older companies, ones that have deviated from their
foundational principals, or ones that are improving an existing PSM system).

A culture for change is one in which the organization can accept and adopt
changes and prepare employees and contractors working in the company to
individually accept and adopt the change(s), empowering them to move out of the
current status quo and toward the behavior and belief that represents the desired
culture — a culture for change. Ultimately, culture trumps vision, in the sense that
the company culture enables employees and contractors to progress on the
pathway toward obtaining the vision for PSM. Vision is where we are going as an
organization or company; culture determines how and if we get there.

There are three basic steps to changing the culture of an organization:

1. Become aware of and assess the current culture. Culture is the shared
values and beliefs that drive the behavior of individuals within an
organization. It is based on the shared history of these individuals.
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Ultimately, it is “the way things are done” in an organization. In order to
change the culture of an organization, the first step is to become aware of
and assess the strengths of the culture and the challenges the current
culture presents to change. The files on the Web accompanying these
guidelines includes one example of a safety culture survey.

2. Envision the new culture. What does the new culture look like? How is it
different from the current/past culture? How can each individual in the
organization make a difference? Define a purpose to fuel the vision (e.g.,
PSM implementation or improvement that can also lead to some or all of
the additional benefits listed in Section 3.1.3 above). Align with your
leadership team and share the vision with everyone.

3. Model and implement the culture you want. Positively and
enthusiastically embrace the vision of the new culture. Leaders need to
communicate explicitly about the new culture and the underlying
behaviors that will best support the new way of doing business. Be
prepared for the unexpected and navigate adversity. Remember that while
culture changes slowly, it is changing all the time based on each decision
made by leadership and the collective actions of the individuals within the
organization.

Also, see Chapter 8 of these guidelines for more information and references
pertaining to process safety culture.

3.2.1 Key Aspects of Change Management
Some key aspects of change management are:

* leadership and commitment from senior management, employees, and
contractors;

o the actual resources committed to executing the change;
e communication of the change to employees and contractors; and

o the time and duration involved in implementing and sustaining the
change.

Leadership and commitment

The change process for developing or improving a PSM system starts with
leadership and commitment from senior management, which is demonstrated by
setting goals for PSM, communicating the importance of PSM, and providing
resources for PSM, as previously discussed. Through goal-setting, communication,
and providing resources for PSM, senior management aligns the values of the
organization, and the principles that represent those values, to affect the desired
change to implement or improve PSM. Top management support and a leadership
style that emphasizes team building and getting employees involved in project
development (i.e., allowing employees to have ownership of the project) can lead
to greater success. Without this demonstrated leadership and commitment from
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senior management, the initial development and implementation of a new PSM
system or the effort to improve an existing system will not be as successful as
possible, and any other potential benefits will not be fully realized.

Leadership and commitment need to also be demonstrated by those employees
and contractors responsible for developing, implementing, or improving the PSM
system and, ultimately, those affected by the PSM system (i.e., the “change”) who
are charged with executing the requirements of the PSM system. Thus, it is
important to ensure that responsibilities for PSM are assigned to the correct roles
within the organization. The PSM system, through the development of supporting
policies, procedures, management systems, and practices, can be set up to enable
the desired performance of affected employees and contractors by accounting for
their current responsibilities and demands (see Chapter 8 of these guidelines for
more information). To be successful, the PSM system needs to work with and
complement other business requirements and management systems related to
operations, maintenance, engineering, procurement, and product quality (see
Chapter 7 of these guidelines for more information). When the system is set up
correctly, individuals quickly realize that the change (1) is beneficial to them,
(2) can help them individually in their jobs, and (3) can help the company
ultimately remain competitive in the marketplace. As with senior management, the
success of PSM and the realization of its other potential benefits depend on the
leadership and commitment of employees and contractors.

Resources committed to executing the change

It almost goes without saying that the success of change depends on the resources
committed to the change by senior management. Typically, we think of resources
as the budget for the project and the number of people on the project team. The
skills, knowledge, and experience of the project team also influence the time
needed to implement the change and the long-term success and sustainability of
the change.

Communication

Communication is important to helping senior management demonstrate
commitment and gaining the commitment of all employees and contractors. An
entire communication program for implementation of the project, from beginning
to end, and for ongoing support of the program is needed to involve and enable
people within the organization. Communication of the change should begin as
early as practical and be as open and comprehensive as possible to gain and keep
the commitment of employees and contractors.

Sites communicate in different ways, but a good PSM system in an operating
facility would typically involve communication activities such as quarterly
presentations to all on site (via town-hall meetings, video presentations, etc.) that
cover the most recent process safety incidents, KPIs, and the status of projects
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currently underway that address process safety issues. These presentations need to
be delivered by the most senior person available and not delegated to the PSM or
HSE manager.

Time and duration involved in implementing and sustaining the change

All changes involve a time element or duration. How long will it take to
implement the change? Is the change permanent or temporary? To get an idea of
the implementation time, you need to understand where the organization is at the
moment, where it wants to be and by when, and what measures need to be taken to
get there. Then develop a plan to achieve the desired end state that includes
achievable and measureable milestones and timing targets.

3.2.2 An Example Change Management Approach

One example of a change management approach is John P. Kotter's “8-Step
Process for Leading Change” (Ref. 3.4):

1. Establishing a sense of urgency to help others see the need for change and
they will be convinced of the importance of acting immediately.

2. Creating the guiding coalition by assembling a group with enough power
to lead the change effort and encourage the group to work as a team.

3. Developing a change vision to help direct the change effort and develop
strategies for achieving that vision.

4.  Commmunicating the vision for buy-in to make sure as many people as
possible understand and accept the vision and the strategy.

5. Empowering broad-based action to remove obstacles to change, change
systems or structures that seriously undermine the vision, and encourage
risk-taking and nontraditional ideas, activities, and actions.

6. Generating short-term wins by planning for achievements that can easily
be made visible, following through with those achievements, and
recognizing and rewarding employees who were involved.

7. Never letting up by using the increased credibility to change systems,
structures, and policies that don’t fit the vision, also hire, promote, and
develop employees who can implement the vision, and finally
reinvigorate the process with new projects, themes, and change agents.

8. Incorporating changes into the culture by articulating the connections
between the new behaviors and organizational success, and developing
the means to ensure leadership development and succession.

Again, this is one example of a change management approach. There are
many books and articles available on change management and establishing a
culture of change that can be found through a simple Web search (Refs. 3.5
through 3.9).
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IMPLEMENTING ANEWPSMSYSTEM

Implementing a new PSM system includes the following steps:

1. Develop the design specification for the PSM system (by reviewing
existing frameworks to determine the one preferred going forward). This
includes performing a gap assessment between the PSM system to be
implemented and existing processes and procedures.

2. Create element and system workflows (as appropriate).

3. Estimate the workloads and resources needed to implement the new
elements and system.

Develop written programs and procedures for the elements and system.
5. Roll out the elements and system at a single site to act as a pilot program
before rolling them out to the entire company.

6. Monitor implementation and initial performance, and modify the
elements and/or system to make them work for the pilot site. Once the
PSM system is rolled out to the entire company, monitor its progress
every six months and share the results with management.

4.1 DEVELOP THE DESIGN SPECIFICATION FOR THE
PSM SYSTEM

The first step in implementing any new management system should be developing
the design specification for the system. This step is often overlooked in designing
management systems, but it is just as important as in designing a chemical process.
This step should consider (1) the PSM system design parameters that are
important, (2) how the system should interface with existing product and capital
execution processes, and (3) the desired element/system design characteristics.

411 Select the PSM System Structure
PSM system design should consider:

e the framework (or model) that will be used, including all the associated
PSM elements;

49
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e the foundation and starting point for each element (i.e., Are there existing
systems that provide a foundation, or is this a brand new element?); and
o the level of detail that will be provided for the design of each element.
Select the PSM framework

As a first step, you should decide which framework (or model) to use. A
framework defines the elements and components of your program, and it must be
established before you can (1) evaluate what is already in place and (2) plan for
filling the gaps.

During the past 20-plus years, several descriptions have emerged of what
elements should be included in a PSM system. You should consider these and
select one (or define your own based on these). In selecting among the available
alternatives, there are several factors to consider:

Preexisting company frameworks. If you already have your own
framework for PSM, it is advantageous to retain it if it has proven
effective. The existing system will be readily understood and accepted
within the organization. Before choosing a new framework, you should
compare the contents of your PSM framework against the alternative
models, ensuring that your system is complete. Where necessary, you can
modify your existing PSM framework to include additional elements (see
Chapter 5 of these guidelines for more information).

Note: An easy way to compare frameworks is to begin with a list of the
components of (for example) the CCPS RBPS framework; then, next to
each RBPS component, list the corresponding component of your
framework.

Commitments to industry programs. If your company is committed to
an industry initiative, such as API's Recommended Practice (RP) 750 or
ACC’s Responsible Care® program, you will want to ensure that you are
consistent with the framework used by that program.

Flexibility among divisions/operations. If your company has divisions
or operations involved in different types of products, you will likely want
to use a framework that is broadly adaptable among these different
operations.

Management system design. You should use a framework that helps
define what a management system is, so that you will be better able to
ensure that the systems you design are comprehensive. In other words,
you should be looking for more than a list of the areas of concern (e.g.,
management of change). Your framework should provide guidance on
what the management system for each element will address.
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e  Peer company programs. You may wish to consider what peers and/or
industry leaders are doing. Benchmarking is an approach to examining
the ways in which particular business processes are performed by other
companies. At this stage of your PSM implementation effort, you may
wish to gather some information from other companies. This will help
you gain perspective on what others have done, and will also provide
"ammunition" for responding to any skeptics within your company who
may believe that PSM efforts are consuming or will consume too much
effort.

Note: Many companies are willing to share information about their PSM
programs with other firms. CCPS and industry associations provide good
opportunities for networking to achieve this. Attending process safety
conferences (e.g., the annual Global Conference on Process Safety) is a
good way to meet people who share your interest in PSM.

e Compliance. In many countries some aspects of PSM are governed by
regulations, and these may need to be addressed in your framework. If
you are not already in compliance, this will also probably influence your
priorities.

With these criteria in mind, you should evaluate the alternative PSM models.

A brief review of some of the major alternatives follows.

CCPS PSMmodels

The first CCPS model for a PSM management system was provided in Chemical
Process Safety Management — A Challenge to Commitment (Ref. 4.1) and later
explained in “Guidelines for Technical Management of Chemical Process Safety”
(Ref. 4.2). This model described a PSM management system in terms of 12
elements and 68 components. Table 4.1 summarizes these 12 elements. The model
was designed to be applicable throughout the process industries, and it is also
applicable beyond process safety to other arecas of safety, health, and
environmental protection.

The second CCPS model for a PSM management system is provided in
Guidelines for Risk Based Process Safety (Ref. 4.3). The RBPS model, which is
intended to be the framework for the next generation of process safety
management:

e builds upon the original CCPS model;

e integrates industry lessons learned over the intervening years;

e applies the management system principles of Plan-Do-Check-Adjust;

e organizes them in a way that will be useful to all organizations — even
those with relatively lower hazard activities — throughout the life cycle of
a process or operation;
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e isintended to be integrated with other elements of company management
systems so that it is totally consistent with manufacturing operations,
SHE controls, security, and related technical and business areas; and

e may create a new performance-based expectation for process safety.

The RBPS model encompasses 20 RBPS elements, organized under the 4
accident prevention pillars shown in Table 4.2. These 20 elements expand upon the
original CCPS model PSM elements to reflect many years of PSM implementation
experience, best practices from a variety of industries, and worldwide regulatory
requirements. For each of the 20 elements, the RBPS book element chapters
include (1) an overview of the element, (2) key principles and essential features,
(3) work activities and implementation options, (4) performance and efficiency
improvement examples, (5) possible metrics, and (6) management review topics.

The RBPS approach recognizes that all hazards and risks are not equal, and
therefore focuses more resources on higher hazards and risks. The main emphasis
of the RBPS approach is to put just enough energy into each activity to meet the
anticipated needs for that activity. It emphasizes (1) basing process safety
improvement efforts on RBPS criteria, (2) measuring performance and efficiency
so organizations can apply finite resources in a prioritized manner to a large
number of competing process safety needs, and (3) implementing four accident
prevention pillars (i.e., commit to process safety, understand hazards and risks,
manage risk, and learn from experience) at a risk-appropriate level of rigor.

Section 5.3 of this book discusses the “new” elements in the RBPS model,
along with a general approach and specific steps for implementing each of them.

Table 4.1 1995 CCPS PSM System Elements

e  Accountability: Objectives and Goals

e  Process Knowledge and Documentation

e  Capital Project Review and Design Procedures (for new or existing facilities,
expansions, and acquisitions)

e  Process Risk Management

e Management of Change

e  Process and Equipment Integrity

e Human Factors

e  Training and Performance

e Incident Investigation

e  Standards, Codes, and Laws

e  Audits and Corrective Actions

e  Enhancement of Process Safety Knowledge
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Table 4.2 CCPS’s Risk Based Process Safety Elements

Commit to Process Safety
e  Process Safety Culture
e  Compliance with Standards
e  Process Safety Competency
e  Workforce Involvement

e  Stakeholder Outreach
Understand Hazards and Risk

Process Knowledge Management
Asset Integrity and Reliability
Contractor Management
Training and Performance Assurance
Management of Change
Operational Readiness
Conduct of Operations
Emergency Management

e  Hazard Identification and Risk Analysis
Manage Risk

e  Operating Procedures
e  Safe Work Practices
Learn from Experience

e Incident Investigation
e  Measurement and Metrics Auditing
e  Management Review and Continuous Improvement

These CCPS models are unique in their descriptions of what constitutes a
management system, and in their effort to address the planning, organizing,
implementing, and control aspects of PSM systems.

Other models

A variety of other descriptions of PSM systems have been published since 1988.
Among these are frameworks published by ACC, API, OSHA, EPA, and the
European Union (EU). The components of these systems are listed in Tables 4.4
through 4.8, and information about obtaining copies of them is provided in
Appendix .

The UK’s Energy Institute also recently developed a “High Level Framework
for Process Safety Management” (Ref. 4.4). It was developed by the energy sector
with participants being process safety professionals mainly from the offshore and
onshore oil and gas and the power sectors. It was intended to capture the practices
and experience of the participants implementing other PSM systems, including the
RBPS within an existing management system, and incorporate their learnings into
the framework.
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All of the above approaches arrive at a very similar endpoint. The components
of these different frameworks have been combined and realigned to provide the
common overview as shown in Table 4.3.

Appendix 1 of this book also provides information on other PSM system
models that are not specifically included in this section.

Comparison of these models shows that they are all very similar. There are
differences in terminology and emphasis, but the fundamental concepts of PSM are
consistent. For example:

ACC’s Process Safety Code of Management Practices is oriented toward
the chemical industry and describes the elements of a PSM program as
part of its Responsible Care® program.

API's RP 750 describes PSM elements recommended for operations in the
oil and gas industry.

EPA’s RMP rule 40 CFR Part 68 and OSHA's PSM regulation 29 CFR
1910.119 provide regulatory frameworks for process safety management.
These regulations apply to facilities handling specified chemicals above
defined threshold quantities.

Note: Although EPA’s prevention program elements are virtually
identical to OSHA's PSM elements, the EPA RMP rule has additional
requirements (especially regarding hazard assessments and risk
management plans) that are above and beyond the OSHA requirements.

Note: The OSHA and EPA models (and requirements) have not changed
significantly since their promulgation in the early to mid-1990s.
However, as a result of Executive Order 13650 issued in August 2013,
both agencies issued Requests for Information in 2014, asking for input
on a number of possible additions and revisions to their regulations.
Therefore, readers in the U.S. should be aware of these possible changes
to 29 CFR 1910.119 andlor 40 CFR Part 68 (see www.osha.gov and
www.epa.gov for the latest information and any updates ).


http://www.osha.gov
http://www.epa.gov
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Table 4.3 Overview of Different PSM Frameworks
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Table 4.4 American Chemistry Council Process Safety Code Elements

1.

Leadership and culture. Senior leadership commitment to creating and valuing a
process safety culture. Each company’s leadership will demonstrate a visible and
ongoing commitment to overseeing and improving process safety performance.

Accountability. Establishment of process safety accountability within the company.
Process safety is integral to business processes and stakeholder expectations.

Knowledge, expertise and training. Processes to provide that companies and their
employees have the required knowledge, expertise, tools and training to manage
process risks of their operations.

Understanding and prioritization of process safety risks. Processes to
systematically understand process safety risks throughout the organization,
prioritize actions and allocate resources.

Comprehensive process safety management system. Development and
documentation of a comprehensive process safety management system to manage
process risk and drive continuous improvement.

Information sharing. Systems to actively share relevant process safety knowledge
and lessons learned across the organization, including methods for making
information available to relevant stakeholders.

Monitoring and improving performance. A system to monitor, report, review and
improve process safety performance

Table 4.5 American Petroleum Institute Process Safety Management

Elements

e  Process Safety Information

e  Process Hazard Analysis

e  Management of Change

e  Operating Procedures

e  Safe Work Practices

e  Training

e  Assurance of the Quality and Integrity of Critical Equipment
e  Pre-Startup Safety Review

e  Emergency Response and Control

e Investigation of Process Related Incidents

e  Audit of Process Hazards Management Systems
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Table 4.6 Occupational Safety and Health Administration (OSHA)
Process Safety Management Elements

e  Employee Participation

e  Process Safety Information
e  Process Hazard Analysis

e  Operating Procedures

e  Training

e  Contractors

e  Pre-Startup Safety Review
e Mechanical Integrity

e Hot Work Permit

e Management of Change

e Incident Investigation

e  Emergency Planning and Response
e  Compliance Audits

e  Trade Secrets

Table 4.7 Environmental Protection Agency (EPA) Risk Management
Program Components

e  Management

e  Hazard Assessment

e  Prevention Program (Program 3)
Process Safety Information
Process Hazard Analysis
Operating Procedures
Training

Mechanical Integrity
Management of Change
Pre-Startup Review
Compliance Audits
Incident Investigation
Employee Participation
Hot Work Permits
Contractors

O O 0O 0O 0O 0O 0o O O O O O

e  Emergency Response Program
e  Risk Management Plan
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Table 4.8 EU Seveso Directive Safety Management Elements to
Prevent Major Accidents

(1) organization and personnel

(1) identification and evaluation of major hazards
(ii1) operational control

(iv) management of change

(v) planning for emergencies

(vi) monitoring performance

(vii) audit and review

Comparison of these models shows that they are all very similar. There are
differences in terminology and emphasis, but the fundamental concepts of PSM are
consistent. For example:

e ACC’s Process Safety Code of Management Practices is oriented toward
the chemical industry and describes the elements of a PSM program as
part of its Responsible Care® program.

e  API's RP 750 describes PSM elements recommended for operations in the
oil and gas industry.

e EPA’s RMP rule 40 CFR Part 68 and OSHA's PSM regulation 29 CFR
1910.119 provide regulatory frameworks for process safety management.
These regulations apply to facilities handling specified chemicals above
defined threshold quantities.

Note: Although EPA’s prevention program elements are virtually
identical to OSHA's PSM elements, the EPA RMP rule has additional
requirements (especially regarding hazard assessments and risk
management plans ) that are above and beyond the OSHA requirements.

Note: The OSHA and EPA models (and requirements) have not changed
significantly since their promulgation in the early to mid-1990s.
However, as a result of Executive Order 13650 issued in August 2013,
both agencies issued Requests for Information in 2014, asking for input
on a number of possible additions and revisions to their regulations.
Therefore, readers in the U.S. should be aware of these possible changes
to 29 CFR 1910.119 andlor 40 CFR Part 68 (see www.osha.gov and
www.epa.gov for the latest information and any updates ).

Foundation and starting point for each element

The foundation and starting point for each PSM element will fundamentally
depend on whether there are existing systems, functions, or activities that provide a
foundation for some of the design characteristics, or whether this is a brand-new
element. Where there are existing systems or parts of systems in place with proven


http://www.osha.gov
http://www.epa.gov
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effectiveness, utilizing them should help the implementation effort be more
successful. In either case, the existing systems (or lack thereof) should be clearly
identified and regarded as key considerations when determining (1) the degree of
rigor required for each PSM element, (2) the effort that will be required to create
the desired systems, and (3) the activities that should be planned to support the
implementation of each element.

Level of detail required for each element

The design specification for each PSM element will also depend on the level of
detail required for each element. As pointed out in the RBPS book, the appropriate
level of detail for effective process safety improvement depends on (1) (primarily)
the hazards and level of risk associated with facilities or operations, (2) the level of
demand for the activity, (3) the resources needed, and (4) the embedded safety
culture.

For this reason, each of the possible work activities listed in Section 4.1.3 and
the multitude of examples in the RBPS book provide several “levels” for each
activity. The level chosen should depend on the considerations listed in the
previous paragraph and the presence of any existing systems (or lack thereof).

4.1.2 Identify Interfaces with Existing New Product and Capital
Project Execution Processes

Before getting deeply involved in the design of a new PSM system, it is important
to determine what interfaces there currently are for existing new product and
capital project execution processes, and what they should look like in the new
system. Because these interfaces are often managed, to some extent, by groups that
are outside the normal chain of command, they can sometimes be overlooked
and/or not given adequate attention, thereby leaving gaps in the PSM system.

New products
New product interfaces with the PSM system generally arise from two sources:
1. New blends or formulations within an existing production operation.

This is particularly common in batch operations, blending operations, and
production of polymers involving comonomers.

2. Brand-new products, usually requiring new equipment or a new
equipment configuration to produce.

In either case, there are a number of potential interfaces with the PSM system
that warrant review. Here are a few of the significant questions to ask:

e Has adequate PSI (e.g., hazards of new chemicals involved, chemical
reactivity hazards, impact on safe upper and lower limits) been obtained
and evaluated?
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Note: Understanding potential reactivity hazards is particularly
important when handling new products andlor new ingredients in a
blend. See the CCPS book entitled Essential Practices for Managing
Chemical Reactivity Hazards (Ref. 4.5) for more information.

e Is a PHA required? If so, has it been performed and the resulting issues
addressed? This is clearly warranted for new products, but what are the
criteria for a new blend or formulation?

e Are new operating procedures and/or new operating limits (and training
on them) needed?

e  How do new products integrate with the management of change (MOC)
system? An MOC is clearly warranted for a new product, but what are the
criteria for a new blend or formulation?

e  Can the new chemicals, intermediates, or products impact the mechanical
integrity of the process? Has an MOC been performed and the results
evaluated? Have the resulting issues been addressed?

Capital projects

Capital projects are essentially “large” changes from a PSM perspective. They
must not be excluded from MOC evaluation, and proper process knowledge must
be obtained and maintained. However, the MOC system used to manage most day-
to-day changes may be overly cumbersome and difficult to apply to capital
projects. In addition, such projects can result in organizational changes that can
have large impacts on the PSM system if not properly managed. Therefore, during
the design phase of any new PSM system, it is appropriate to consider how the
principles of MOC can be applied to capital projects, particularly large ones, in an
effective and efficient way. See Chapters 8 and 15 of the CCPS RBPS book, and
the CCPS book Guidelines for Management of Change for Process Safety, for
guidance on activities to consider in order to achieve these objectives.

4.1.3 Define the Element/System Design Characteristics

Considering the factors previously discussed, the design characteristics for the
overall systems and for each PSM element should be defined. The RBPS book
provides information on possible key principles and essential features, as well as
possible work activities, for each RBPS element. Following are examples of work
activities for two RBPS elements (Process Knowledge Management and Operating
Procedures).

Note: The activities under each item reflect an increasingly rigorous PSM system
design.

Process Knowledge Management (see pages 187 through 195 of the RBPS book
for the complete list of activities)
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Define the scope

2. The written policy should specify the scope of the knowledge element,
including the various types of information and documentation that should
be created/compiled for each unit at the facility.

a.
b.

Process knowledge is compiled and maintained on an ad hoc basis.

The written policy describes what process knowledge is required for
designated areas at the facility.

The written policy clearly describes what process knowledge is
required for each unit or process area.

The written policy clearly describes what process knowledge is
required for each unit or process area, along with standards regarding
how the information will be compiled and stored.

In addition to item (d), the written policy includes checklists or forms
that indicate the type of information required for common types of
equipment. These forms are tailored based on risk; for example, the
requirements for a compressor that is used to supply hydrocarbons to
high-pressure process equipment are much more rigorous than for
compressors that are used to supply utility air.

Thoroughly document chemical reactivity and incompatibility hazards

5. Include in the written policy governing the knowledge element a specific
standard for documentation of chemical reactive hazards.

a.

b.

Documentation of chemical reactivity hazards is generally limited to
SDSs.

A written policy requires that units maintain SDSs for all chemicals
present at the unit, and that data be recorded using a specific
form/matrix to summarize the hazards of mixing for chemicals that
are normally present at the unit (including utility streams, water, air,
and any common contaminants).

A written policy clearly describes what hazards must be addressed, and
references tools that help users evaluate special hazards such as self-
reactivity, potential for a runaway reaction, shock sensitivity, potential
for spontaneous combustion or a dust cloud explosion, alternate
chemical reactions that present a special hazard, and other hazards that
are related to physical attributes such as particle size.

In addition to item (c), the written policy requires that chemical
reactivity hazards be evaluated using appropriate laboratory methods.

Protect against inadvertent change

16. Assign persons with proper knowledge and experience to review and
approve corrections or changes to process knowledge.
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No review or approval is needed for a process engineer or designer to
update the process knowledge. When certain process knowledge,
such as P&IDs, is field verified, conditions in the field are generally
believed to be correct. Thus, the process knowledge is updated to
reflect the current field configuration with minimal review.

Differences between process knowledge and equipment in the field
are generally brought to the attention of a designated process
engineer who determines which is correct, and on that basis
appropriate changes are made.

Differences between process knowledge and equipment in the field
are generally brought to the attention of one or more senior technical
persons with recognized expertise in the affected area for resolution.

Differences between process knowledge and equipment in the field
are brought to the attention of one or more senior technical persons
who determine which is correct based on an understanding of the
designer’s intent. A pattern of significant discrepancies is
investigated as a chronic near-miss incident.

Operating Procedures (see pages 261 through 273 of the RBPS book for the
complete list of activities)

Control procedure format and content

3.

Include in the written policy or description of the management system
procedure governing the procedures element a list or description of
acceptable formats/structure for all operating procedures.

a.

b.
c.

A general written policy exists; however, procedures in different areas
follow different formats.

A written policy includes sample formats for operating procedures.

A written policy specifies acceptable formats for various types of
operating procedures.

Provide guidance on content, including what should not be included in
operating procedures. Also include guidance on what information should be
included in related documents, such as training or process technology

manuals.

a. A written policy provides general guidance on content.

b. A written policy specifies what content should be included in operating
procedures.

c. In addition to item (b), the written policy includes sample content for

different types of operating procedures with detailed examples.
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Address safe operating limits and consequences of deviation from safe operating

limits

17. Establish safe operating limits for each process parameter where deviation
from the limit is credible and could lead to an unsafe condition. Also, for
each safe operating limit, state the potential consequence of exceeding the
limit and the steps to avoid deviation or return the process to a safe
condition if an excursion outside of the safe operating limits does occur.

a.

A fairly narrow range of limits has been established; operation within
these narrow limits ensures safe operation and helps ensure that yield
and product quality targets are met. However, the operating procedures
do not directly address safe operating limits, consequences of
deviation, and steps to take to prevent or mitigate the consequences of
exceeding safe operating limits.

Safe operating limits can be found in (or sometimes inferred from) the
operating procedures, but they are not always addressed in a clear
manner.

Safe operating limits, along with (1) the potential consequences
associated with exceeding the limits and (2) the steps operators should
take to prevent or mitigate the consequences of exceeding the limits,
are clearly described in the operating procedures. These limits are
maintained in a special section of the procedures or are otherwise very
easy to locate because they are consistently presented in all procedures.

Supplement procedures with checklists

20. Include a checklist in the procedure whenever the sequence of operations is
important, or when certain steps must be complete prior to moving to the

next phase of operation.

a. Many checklists are developed, but they are normally not
supplemented by procedures.

b. Procedures and checklists are developed in parallel systems, and they
are cross checked as part of the periodic procedure review.

c. Procedures and checklists are co-developed in a manner that the user

can access the checklist, the procedure, or both, as needed.

In addition, the RBPS book and the CCPS books published on many individual
PSM or RBPS elements include a wealth of forms and tools that may warrant
inclusion in your PSM system. For example, see Table 4.9 (shown as Figure 9.3 in
the RBPS book) and Table 4.10 (shown as Table 10.1 in the RBPS book).
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Table 4.9 Example Risk Matrix

Serious Serious
X danger Serious Serious
. danger in A .
Risk . . inside danger site danger
immediate . T
battery wide offsite
area . .
limits
ACU.OI] Acpon Immediate [mmediate
More than once per required required at . ;
: action action
year unless risk first required required
ALARP opportunity q q
Ac'u.ond Ac‘qond Aguo(ljl Immediate
Once every few years require require required at action
unless risk unless risk first required
ALARP ALARP opportunity d
Action Action Action
Once in the facility’s No action required required required at
lifetime required unless risk unless risk first
ALARP ALARP opportunity
Action Action
Not expected in the No action No action required required
facility’s lifetime required required unless risk unless risk
ALARP ALARP

Also, the CCPS books published on many individual PSM or RBPS elements (e.g.,
PHA, MI, MOC, incident investigation, etc.) contain similar information that can
be used directly or adapted to suit site or company needs. Go to
www.aiche.org/ccps/resources/publications to browse the available books or
search for one on a specific topic or element.

All of these and any other available similar resources should be used to develop
the element/system design characteristics for your site or company PSM system.

4.2 CREATE ELEMENT AND SYSTEM WORKFLOWS

For many PSM elements, the steps involved in implementing element activities,
and the interactions between the steps and the workgroups involved in the
implementation activities, are quite complex. For this reason, developing
workflows for such elements is very beneficial to ensure that (1) no steps are
overlooked or inadequately considered, (2) all stakeholders and workgroups are
appropriately involved in the activity, (3) the activity is performed efficiently and
effectively, and (4) the potential for significant problems is minimized during
initial implementation of the new PSM element.


http://www.aiche.org/ccps/resources/publications
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Table 4.10 Procedure Formats

Type Description

Narrative Long narrative paragraphs that provide a detailed account of how a task
is performed; paragraphs may not be numbered. Widely used, but the
narrative format can be very confusing and difficult to follow; this
format should be avoided.

Paragraph Short, numbered paragraphs, typically with a mixture of commands and
passive descriptions. Widely used, and better than the narrative format,
but more wordy and generally less useful than the outline format.

Outline Phrases, sentences, and short paragraphs organized using indentation,
varied numbering, and logical grouping of information. Often used for
sequential or batch operations.

Playscript Steps grouped according to who performs them or by logical subtasks.
Often used for coordinating activities between two operators or
operating units, particularly if the order of steps is important.

T-Bar Two-column format with basic actions in left column and details, notes,
and so forth in right column. Can make the procedures longer, but
reduces the “noise” typically contained in action steps and helps
highlight special details. Particularly useful for combining a step-by-
step procedure with a job safety analysis in a manner that minimizes
clutter and the potential for confusion.

Multi-Column A tabular format with multiple compartments of information. Often used
for troubleshooting guides or maps that tie other documents/
procedures together.

Flowchart A graphical format that is structured with boxes, diamonds, and
arrowheads and contains brief action and conditional statements. Often
used for troubleshooting guides or transactional procedures,
particularly to display decision steps (this format has been
demonstrated to be superior for nuclear facility emergency response
actions).

Checklist Brief step descriptions providing basic actions only, typically with
spaces for check marks or initials/signatures. Most often used for
simple, repetitive operations, such as hazardous material unloading.
Particularly useful if the steps are critical to safe operation, as in
critical nonroutine operating tasks such as shutdown prior to a
turnaround and restart after a turnaround, or if a record of successful
operation is desired (e.g., a completed checklist.
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In addition, many interactions exist between PSM elements (and their
workflows) and other business systems. For example, PSI is a foundation or
starting point for many other elements (e.g., PHA, operating procedures, MOC,
MI). In these cases, developing system workflows or showing the connections
between element workflows can help ensure that they are properly integrated and
complement each other.

421 Developing a Workflow Diagram

Wikipedia defines workflow this way: “A workflow consists of a sequence of
connected steps where each step follows without delay or gap and ends just before
the subsequent step may begin. It is a depiction of a sequence of operations,
declared as work of a person or group, an organization of staff, or one or more
simple or complex mechanisms. Workflow may be seen as any abstraction of real
work. For control purposes, workflow may be a view of real work in a chosen
aspect, thus serving as a virtual representation of actual work. The flow being
described may refer to a document or product that is being transferred from one
step to another.”

As introduced in the previous discussion of their benefits, the keys to
developing good workflow diagrams are as follows:

e Involving all stakeholders and workgroups. First, think about (1) who
is or should be either involved in this activity or aware of it, (2) who is
accountable for the activity/results, and (2) who the subject matter experts
are. Invite personnel representing all these aspects to help with workflow
development.

o Identifying all the steps that should be involved. This can begin with
group brainstorming, or it can be “seeded” by preparing in advance some
steps to discuss or presenting a previous or “generic” diagram for review
(see Section 4.2.2).

o Developing the logical/desired flow between steps. Next, the group
should develop the logical/desired flow between the steps, including
considerations such as “recycle loops” based on some results and
“handoffs” to/from other PSM elements (and other business systems).
Using “sticky” notes and positioning (and repositioning) them on a wall,
board, or paper can be a useful technique in quickly considering and
resolving possible changes in the workflow.

o Identifying and understanding inputs/outputs and goals and
objectives associated with each step. It is also a good practice to
identify available data (e.g., system reports) that can be used to measure
system performance and health (i.e., real-time monitoring; see Section
4.4.8) during workflow development.
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e C(Critiquing the workflow. Finally, and perhaps during a subsequent
meeting to allow “soak” time and review of the draft workflow, the group
should critique the workflow to (1) identify potential problems or issues
and (2) develop ideas/recommendations to ensure efficient and effective
performance of the activity.

Considerations should include resources/tools required for each step and
for handoffs, potential rough transitions or “dropping” of activities at a
handoff point, steps/handoffs that should be emphasized in PSM
element/system rollout training (see Section 4.5), and steps that may need
oversight/control (and/or data that can be used to measure system
performance and health; see Section 4.4.8).

Workflow diagrams can be developed as discussed above, or other techniques
can be used, particularly if the facility or organization has personnel available who
are familiar with their use. These techniques might include:

e using the “procedural” HAZOP approach to analyze the workflow steps
(see the CCPS book Guidelines for Hazard Evaluation Procedures) or

e using applicable techniques from business/process improvement systems
(such as Six Sigma, TQM, Lean Systems, or Business Process
Reengineering) to analyze and improve the workflow.

Finally, if you plan to use any software for managing PSM element activities
that has a built-in workflow (common to MOC, incident investigation, and
corrective action tracking software), the existing software workflow diagram
should be (1) obtained, (2) critiqued as discussed above, and (3) changed (if
possible) to address issues and/or improvement opportunities. The final software
workflow diagram should be published as part of the new PSM element written
program procedures. Training and validation of understanding should be provided
as needed.

4.2.2 Example Workflow Diagrams

Examples of workflow diagrams that may result from these efforts are shown in
Figures 4.1 through 4.5. Figure 4.1 is a simple, high-level workflow for MOC
(shown as Figure D.1 in Guidelines for the Management of Change for Process
Safety [Ref. 4.6]). Figure 4.2 is a more detailed incident investigation workflow
(shown as Figure 19.1 in Guidelines for Risk Based Process Safety [Ref. 4.3]).
Following these are examples of a more detailed MOC workflow (Figure 4.3), a
PHA workflow (Figure 4.4), and a compliance audit workflow (Figure 4.5).



71

4 IMPLEMENTING A NEW PSM SYSTEM

abueyo
$S955E
‘Juawsidw] g

1n08so|D */

T

a19|dwoo
abueyp

|[ouuosiad
pejosye
ulenjuuliol] g

anolddy

aoe|d
ul @Je s|0JJu0d
uoreBiw
alnsug ‘¢

Sy sl
Auep| 'z

JUSLUSSOSSE
obueyn ‘|

pauiuspl
abueyo
10} pespN

Figure 4.1 Simple Generic MOC Workflow



GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

72

pauIRa]
TUDESS WY

1

dri-aapy
Brrsus pUe
LI BRI LI 5
RIEE T[]

Hode uebisasu

TUEp BIedald

¢

JI=TETE)
SRCHLIL
&) anoucg
AEnonuace
pur anibazusy

. AuApaE
LU LB puE S s
SUDLERUSUALCIE] [ ﬁ.__m.“__._._“_”mmr i pue - _u_.w_._.,_.”_wﬁm.
el ER Ty | P ard A QLT patalu] L
Ly Eyien &
SJUDHIL =t T
DL K BSR0elED E QU peusua
12 EEABUR JIpaua e eI

SNz JusDiaul

.ﬂ

sossaaoad U D
ELOIETUEEAL
U] A
[EuucsiEd po Guiees)

.

wemRAs Juawabaump
uoresaau) ueaou)

Figure 4.2 Incident Investigation Workflow



73

4 IMPLEMENTING A NEW PSM SYSTEM

sajued e|qisuodsey [ |
si1abeuep paroedw| [ |

(a1e60j0p 40) Jobeur suonesedo [ |

1eBeuep Alojes sseooid [
Jopenul 0ON [

ubiseq [euibuo
0} winjey

syjuow 9)
payoeay

S[EDIWaYD MU JO UOIIONPOJIUI PUE ‘ASd B Buio0|q ‘SIS J0 Sjuswniisul [edN10 ‘SWiele ‘sadlnsp
umopinys BuissedAq ‘sdwejo adid 10} pamojje swaisAs/suLio} DOIN O1j109ds-yse) pauljwealis ‘Sjeulaly —
‘panoidde si Buipuny 108foid uaym syoefold [ende) Joy saldde sseooid DO @yl —

(1oBeURY U
- Xew syjuow 9)
uolsuax3

paenu|

Buoes) abueyny

Aresodwa )

(paAjonul (e sway|
0} Jues s|rW-3) |4 dnueig-isod
2Inso|D DOW aje|dwo)

(ping 3 ubiseq
0} [enolddy)

1
SmaIney L
SHI uonenfjeny
. YHd 10U10 10 YHd At - -
Aijoe4 MaN 10npuo) |
I
A 1

1
(payhusp! pajoedwr ajdoag
® SjuswNd0Q Jayio ‘paull-pal
$8INpad0.d Jo/pue |Sd paiinbal)
abeyoed ubise a|qwassy

»| uonezuoyny |_
OO0

'soey
YHd

abueyn

Juswa|dw|

(uonesadQ J0)

10 MaN dnpeis

'SBI0N

uoljeluswnooQg
10} 9|0koay
— ebuey) Aousbiows

paulaq [9A87] UoHEZLOUINY

B PYIPON  —T |

(e10/dw0 a1 Swal|
dnyeig-aid eyl UonewIuod
[euonippe Aue Buipnjour)
uonezuoyny dnueis

fousbrowsy |-

(4SSd e Buuinbal
jou sabueyo Jayjo Jo)
2INpad0Id PasIneyd/maN

saled o|qisuodsey
o) syseL dnuels-isod 3
aid [euonippy Auy ubissy

[(E0le)
N 10 suolesadQ ‘eoueusiurepy
- ‘uononnsuo)) abueyn

soled
a|gisuodsay 0}
Tubissy

(yuawajdw| J0) JonJsuo)

risuonemea ¥
. Tubfsed |t
.. Auy .o

41 = Joreniul DOON
AyoN
pue ‘paiinbay s
PoyIBIN
VHd & Jo asn
Jo YHd Aunoe meN
41 suiBRa

uorezuoyneas
alnbai suonemnaq

. (siuewiogne Aue .
«opimoid ssuoksenh
" mo i) weyshg -

. T wDoR el |

T
i
1
v
abueyn
Kousbrowz
aremu|

sway|
dnueig-aid
HSSd a(dwod

. tigsd. |
wioped *

lenosddy
34y weloid

parenul
1sanbay Y10\

Figure 4.3 Detailed MOC Workflow
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4.3 ESTIMATE THE WORKLOADS AND RESOURCES

The next step in implementing a new PSM system is to estimate the element and
system workloads and resources. This is important in setting up the new system for
success — without an adequate understanding of the workloads and resources that
the new elements and the overall system will require, the program is destined for
failure. Therefore, the element and system workloads and resources need to be
(1) estimated based on their design criteria and workflows, (2) compared to the
workloads/resources being expended in the existing systems, (3) compared to the
resources available, and (4) adjusted in advance if it is anticipated that inadequate
resources are available.

4.3.1 Define the PSM Element/System Design Parameters

Based on the design specifications (see Section 4.1) and workflows (see Section
4.2) that have been developed, the design parameters for each PSM element and
the overall system can now be established. These parameters should include:

o lists of initial tasks required to implement the new PSM system,
e lists of existing and new PSM-related activities, and

e the associated existing and new resources required to accomplish these
tasks and activities.

4.3.2 Review Possible Sources of PSM Activity and Resources
Information

As discussed in Section 4.1, the CCPS RBPS book and books written for
individual RBPS/PSM elements provide a wealth of information on (1) possible
PSM activities for each element and (2) tools for assisting in performing these
activities.

The PSM team (established as discussed in Chapter 3) should now be in
position to define the (1) initial (one-time) tasks required, (2) the existing and new
PSM activities that will need to be established on an ongoing basis, and (3) the
existing and new resources required to accomplish these tasks and activities.

The necessary resources may include (1) more or different types of personnel;
(2) consultants/engineers; (3) travel expenses (for assistance from other sites or
consultants/engineers); and/or (4) new procedures, forms, or software that have to
be developed, purchased, and/or supported.

4.3.3 Estimate the PSM Workloads and Resources

Estimating the workloads and resources for implementing a new PSM system
should be done on an element-by-element basis. For some elements, there may be
little or no change in workload or resources compared to the existing system. For
others, increased workload or resources may be required only for initial
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implementation and not on an ongoing basis. In either of these cases,
documentation of the expected impact or a simple “ballpark™ estimate of the initial
implementation effort may be adequate.

However, some elements in the new PSM system may require a significant
increase in workload and resources. For these, it will be worthwhile spending time
and effort on developing more detailed estimates. A simple approach is described
below.

Element tasks and interconnections

First, either use the workflow you developed using the guidance in Section 4.2, or
brainstorm all of the tasks required to address it, as shown in Table 4.11. You will
notice as you complete this exercise that in many cases tasks will be
interconnected, so that the product of one task provides the starting point for
another task. For example, defining PHA-related training needs depends on
defining PHA procedures. These interrelationships, along with the priority
elements and facilities you have defined, should help determine the order in which
you undertake the tasks.

At another level, PSM element interrelationships must be considered. For
example, it will not be possible to install a PHA program until the PSI is up to
date. Figure 4.6 illustrates the interrelationship among several RBPS PSM system
elements, suggesting the order in which implementation or related tasks might be
undertaken.

Table 4.11 Example Work Breakdown Structure: Priority Elements and
Tasks

Priority Elements Tasks
Hazard identification and risk analysis e Define process information needs

e Develop PHA procedure flow

e Document PHA procedures

e Define staff training needs

e Develop follow-up tracking process
Process knowledge management e Define P&IDs needed

o Establish management system for
future updates

Training e Define training requirements

e Define training management system
e Develop training program
e Pilot test training

e Implement ongoing program
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Process Safety Culture

Process Knowledge Management

]

Training and Performance Assurance

Hazard Identification and Risk Analysis

Y

Compliance with Standards

Management of Change (capital projects)

}

Process Safety Competency

Conduct of Operations

Management of Change (existing processes)
Asset Integrity and Reliability

Incident Investigation

Auditing
Measurement and Metrics

Management Review and Continuous Improvement

Figure 4.6 Example of Interrelated PSM Elements and
Implementation Order
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Once these lists and the "network" of tasks have been established, your next
step might be to define a work breakdown structure for each task. A work
breakdown structure shows the individual steps or elements required to complete
each task. Each of these work elements can then be assigned to individuals or
groups for action.

Staffing

After the necessary tasks and work products have been identified and risk
ranked, consider the skills required to accomplish them and where you might be
able to find them. One approach is to develop skills/tasks matrices, indicating what
types of skills are required for each of the identified tasks, as shown in Table 4.12.
After this is done for each PSM element, the overall skill needs for the complete
program can be understood.

Note: It is important to ensure that the personnel selected for any role within the
PSM management system, and especially the person leading the implementation or
improvement effort, have the proper background, experience, and qualifications to
succeed in the role. However, a full discussion of this subject is beyond the scope

of this book.

Note: Matching skills with tasks can be assigned to one or two PSM team members
rather than requiring the full group's attention. In making such an assignment,
keep in mind that this subtask creates the foundation for estimating resources (see
the “ Resource Plan Development” subsection later in this chapter ).

Table 4.12 Example Matrix: Skills and Tasks Required for Developing
a PHA Program

o0 )
g g Z -
$2| g2l T | 2EZ £
¥ 2s® 2| EzE| E
EE|£88 & | Sas =
Define process information needs X X X X
Develop PHA procedure X X X X
Document PHA procedure X X X X
Define training requirements X X X
Develop follow-up tracking process X X X
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Within the context of staffing questions, you will also want to think in terms of
supervision or assigning responsibility for various tasks and subtasks. Each task
you identify must be assigned to an individual who will assume responsibility for
carrying it out in order to ensure accountability. (The full team will probably prefer
to be involved in these determinations, since all members have a stake in how
responsibilities are divided up.) As a practical matter, you will likely find that
certain clusters or groups of interrelated tasks fall together logically, suggesting
that they are best supervised by the same individual. (For example, in Table 4.13
the tasks of developing a PHA procedure and documenting the PHA procedure are
closely related and are assigned to the same task leader.) At the same time, you
need to be sensitive to the demands on team members' time, as well as that of
colleagues the team proposes for task leadership roles.

Note: It may be useful to consider the PSM implementation plan, at this stage of its
development, as the site or company "ideal" within the limitations you have
established for its scope. By first identifying what is needed, independent of the
constraints of time or resources, you emphasize the tasks themselves as the
substance of the plan — the core that drives decisions about resource allocations,
rather than the other way around (for an example, see Table 4.14). The result may
prompt your team to think more creatively about schedule and resource
requirements, as discussed in the following sections.

Schedule development

Any schedule you develop should reflect both the tasks you have defined and the
resources available for accomplishing them. In addition, the implementation
schedule in some cases may depend on a predetermined end date. For this reason,
schedule and resource requirement tasks should be seen as interdependent; it is
realistic to expect that you may need multiple iterations before both are firmly
established.

Table 4.13 Example Task Leadership Assignments for PHA Program
Development

Task Responsibility
Define process information needs Program Manager
Develop PHA procedure Process Safety Engineer
Document PHA procedure Process Safety Engineer
Define training requirements Training Specialist
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Table 4.14 PSM Staffing Needs by Element and Function

Staff (Weeks)
gj %D z ) i
5 g £ S ny| 2
f2| 822 S| 25%| £3
25 4285 1| £9%F £%
PSM Element £S5 £88 & | Saxs| &8
Process Safety Culture 2 10 10 0 10
Compliance with Standards 4 6 2 1 2
Process Safety Competency 6 6 4 0 2
Workforce Involvement 0 2 2 0 1
Stakeholder Outreach 0 2 0 0 0
Process Knowledge Management 24 8 8 20 2
Asset Integrity and Reliability 30 12 30 18 2
Contractor Management 4 4 4
Training and Performance Assurance 4 4 30
Management of Change 12 8 26 12 2
Operational Readiness 4 12 2 2
Conduct of Operations 4 12 2 2
Emergency Management 1 4 1 2
Hazard Identification and Risk Analysis 10 18 4 6
Operating Procedures 4 16 22 4 10
Safe Work Practices 0 4 8 2 4
Incident Investigation 4 12 6 0 2
Measurement and Metrics 1 4 1 2 0
Auditing 1 34 4 2 4
thiii%anirgtRewew and Continuous 0 4 ) | 0
TOTAL 111 166 165 77 87

Each of the tasks and subtasks that make up the work breakdown structure
should be relatively simple to estimate in terms of time required. If no one on the
PSM team has specific experience with a given task, find someone who does (a
facility manager, for example) and ask for his or her input. Once the time
requirements for each task have allowed you to define the overall time required for
each element, these estimates can be combined to provide a total implementation
plan.
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In addition to specific deadlines for each task and subtask, you should also
consider implementation milestones (i.e., key points in the plan at which you will
want to review the progress to date and make any necessary adjustments). For
example, if you have adopted an element-by-element approach, you could consider
completion of each PSM element as a milestone. Similarly, each facility's program
would constitute a milestone, if that is the approach you have chosen.

Note: In setting schedules and deadlines, try to be realistic while maintaining your
sense of urgency. Be sure to build in sufficient time for group meetings to evaluate
the progress to date. Also, remember to consult those most immediately affected by
the plan (for example, people whose staff will be called upon). Their existing
priorities must be considered during the scheduling process.

The final plan schedule should be presented in an appropriate format, such as
a linear timeline (as illustrated in Figure 4.7 for a single element and in Figure 4.8
for the overall program, if you are implementing the selected RBPS PSM system
elements shown). Your plan may call for multiple tasks to be undertaken
simultaneously. This should be clearly indicated.

An example of an even more detailed “project plan” for PSM implementation
is provided in the files on the Web accompanying these guidelines.

Month 1 Month 2 Month 3

)

T3 Week

3=

o221 2 3 4 5 6 7 8 9 10 11 12 13
1 |Develop PHA process 8
2 |Define process information 2
3 [Develop PHA procedure 3 (

4 |Document PHA procedure 3

5 [Progress Report 0.2

6 |Train staff 2

7 |Develop follow-up tracking 2 e
8 |Circulate for comment 2

9 |Revise and issue for pilot 2

10 |Progress Report 0.2

Figure 4.7 Final Plan Schedule — Linear Timeline
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S$ 3| Quartent Quarter 2 Quarter 3 Quarter 4 Quarter 5 Quarter 6 Quarter 7 Quarter 8
]
H H JanIFeb Mar | Apr [May| Jun | Jul | Aug | Sep | Oct | Nov | Dec | Jan | Feb | Mar [ Apr |May| Jun | Jul | Aug | Sep | Oct [ Nov | Dec
1 |Finalize project plan 2
2 [Process Safety Culture 20
3 |Design PSM system 4
4 |Pilot test 8
5 [Install 8
6 |Process Mgmt. | 26
7 |Design PSM system
8 |Pilot test 9
9 |install l

10 [Training & Perf. Assurance | 18
11 [Design PSM system

12 [pilot test

13 [install

14 |Hazard ID & Risk Analysis
15 [Design PSM system

16 [pilot test

17 [install

18 of Change
19 [Design PSM system

20 [Pilot test

21 [install

22 | Auditing

23 [Design PSM system

24 [Pilot test

25 [Install

26 | Compliance with Standards
27 |Design PSM system

28 [Pilot test

29 [install

30 [ Conduct of O

31 |Design PSM system

32 [Pilot test

33 [install

34 [Process Safety C

35 | Design PSM system

36 [Pilot test

37 [install

38 |Operational Readiness
39 [Design PSM system

40 [Pilot test

41 [install

42 [Asset Integrity & Reliability
43 [Design PSM system

44 [Pilot test

45 [install

46 [Incident

47 [Design PSM system

48 [Pilot test

49 [install
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Figure 4.8 Final Plan Schedule for Overall Program
Resource plan development

Most of the basic resources needed are fairly self-evident; staff time will almost
certainly be the largest single cost. Support expenses and travel also require
funding. In addition, in the course of your work to date you may have identified
specific resource requirements, such as computer software for hazard analysis or
project management, or consulting services that fill in specific gaps in the
knowledge base.

Human resources

The skills matrix developed as part of the program plan forms the basis of your
resource requirements estimate. In addition to the skill sets identified for each task,
you will need to estimate the level of effort required at each stage of the work
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breakdown structure (see Table 4.15). As with the scheduling exercise, team
members should actively participate in this discussion, since they reflect varying
areas of experience. Consider these requirements in as much detail as possible; for
example, consider the number of staff-days of effort required to redraft piping and
instrumentation diagrams (P&IDs), or the number of days of operations
engineering time needed to prepare operating procedures. The sum of individual
task resource requirements provides an estimate of overall project needs.

Table 4.15 Staff Resources Plan for “Develop PHA Procedure”

Staff-days Required
en [7)]
ep = 3
2 g = Y
§ = E % £ = g
° £ Aol ge| E = 52| &
S a5 85| & 2, | ~5 o ® )
S EL ST|ET| 2x| S8| 35| =% =
EEF 22| 8| €3] 22| 2E| & 5
BEZ| RE| & | &7 | B | 2O | &2 =
Program 3 8 2 2 8 8 4 35
Manager
Process Safety | 5 8 8 2 2 3 0 26
Engineer
PHA Leader 3 8 8 0 4 3 0 26
Training 3 8 0 8 4 8 0 31
Specialist
TOTAL 12 32 18 12 18 22 4 118
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As a next step, identify the specific resources that are currently available and
try to quantify them in terms of staff time. Also, be sure to factor in any
restrictions that might apply (e.g., a company policy that limits reassignment of
support staff or confines travel to a specific staff level). Ask each PSM team
member to participate in this exercise, since each may have a different perspective
and/or access to different resources within the company.

Then compare the resource list with the staff allocation estimate, as shown in
Table 4.16. The gaps that emerge from this comparison represent areas for the
team to examine closely and determine how best to address them. Some of the
questions the team should ask include:

e Do alternative resources exist?

e Is there another way to accomplish this task?

e Would a schedule adjustment free up needed resources?

e  Should we rethink the priority assigned to this task?

If the answer in each case is "no," the team must consider other options and
their cost. Some of these might include:

e  reassigning resources from another, lower priority task;
e  hiring additional project staff; and/or

e retaining consultants.

Table 4.16 Example of Ideal Staff Needs vs. Actual Availability

Analysis
Staff-weeks

Quarter 1 Quarter 2 Quarter 3 Quarter 4
=2 =2 2 2
T | S| | E| 2| E| 2| %
4 < | Z < 4 < 4 <
Process engineering 24 20 24 26 16 26 15 20
Process safety 16 | 26 | 23 | 26 | 24 | 26 | 24 | 39

engineering
Operations 13 13 21 26 23 13 21 13
Computer analysts 12 9 12 10 7 9 6 9
Training specialists 12 9 20 13 4 13 0 9
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Other resource requirements

As you review each of the tasks, you should also consider what other resources
(other than staff time) may be needed. For example, improvements to
incident/near-miss reporting might require improved network communications
between facilities and headquarters, or a particular training module could be
purchased to address an identified gap.

For those areas where you think outside services will be required, you should
get estimates from qualified consultants.

In addition, working from the schedule you have developed, you will need to
estimate travel costs. Key dates to keep in mind include those you have established
as milestones, since they may call for group meetings to review progress.

Once you have estimated the level of effort required for each task, you can,
with some reliability, estimate project support requirements (secretarial,
administrative, etc.) at 15 percent to 20 percent of professional staff time.

Identification of variables and potential issues

Even the best-laid plans are subject to last-minute changes and unexpected
variables, and there is an element of uncertainty in every estimate. Some of the
more common sources of variance include factors beyond your control, such as:

e economic setbacks affecting available resources,

e price increases for major out-of-pocket items,

e layoffs,

e  business strategy shifts that change key processes, and

e emergencies that command immediate priority.
Other variances arise from causes you can more readily predict, such as:

e tasks that turn out to be far more (or less) complex than estimated,
e necessary skill levels that are higher (or lower) than estimated,

e available skill levels that are lower (or higher) than estimated,

e anincrease (or decrease) in required travel, and

e reporting that is more (or less) time-consuming than expected.

While none of these variances can be precisely estimated, you should consider
them (and others you identify) in terms of their potential impact, and build
appropriate contingency percentages into estimates of both time and resources. In
addition, where you know estimates to be soft, identify them as such; this is
preferable to creating unrealistic expectations.
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As a final task in estimating resource requirements, ask the team to challenge
the estimates by thinking of ways to disprove the data. Given the range of
experience team members represent, they should be able to poke holes in even the
most precise, well-considered estimates. This will help you identify areas in which
your numbers may be soft and flag those in which you may have been overly
ambitious in terms of time requirements. This exercise will also help when you
present the estimate to management, as you can anticipate their questions.

Once you have developed the implementation plan and schedule and
estimated resource requirements, you should organize this information into a
manageable format for presentation to your PSM sponsor. If you have kept
management informed about your progress, you should have a clear idea of what is
expected in terms of format, content, and level of detail. A sample table of
contents for a project plan is shown in Table 4.17, and Table 4.18 provides
additional detail on selected portions of the plan.

4.4 DEVELOP WRITTEN PROGRAMS/PROCEDURES

The CCPS RBPS book defines a management system as “a formally established
set of activities designed to produce specific results in a consistent manner on a
sustainable basis.” A PSM management system must be described in written
programs and procedures to be sustainable: unwritten practices will fade away as
time passes, key personnel leave, or challenges arise that cause “temporary”
deviations from the system, which become accepted and eventually permanent.

Note: Although regulations may require “written programs” for only a few
elements (e.g., the OSHA PSM regulation only requires them for employee
participation and MOC), it is virtually impossible to establish a sustainable
management system without a written program.

4.41 Purpose and Scope

Written programs for PSM elements and the overall system should include both a
purpose (i.e., the objectives that the element/system is intended to achieve) and a
scope (i.e., where the element/system must be applied and followed).

Stating the purpose helps those working on the element/system understand the
benefits of their efforts, thereby improving the buy-in and alignment within the
organization. A clear purpose also helps the organization align on the scope (for
example, the extent to which the element will be applied to noncovered processes
and equipment).

The scope of application of the element/system should consider the following:

e  The minimum requirements based on PSM regulations, if applicable. For
example, the element (or portions of it) may apply to certain chemicals
and/or processes in the facility.
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e RBPS considerations of the hazards and level of risk involved with each
chemical/process

o  The benefits of applying the element to noncovered processes or portions
of the facility. For example, many companies apply elements such as MI,
MOC, and incident investigation to all the chemical processes in their
facilities because they believe that the level of risk and/or cost reduction
achieved offsets the additional effort required.

A clear scope also avoids internal confusion about the applicability of the
PSM requirements and guidelines.

Table 4.17 Example Project Plan Table of Contents

1. Organization and responsibilities
1.1 Project description
1.2 Project organization
1.3 Project responsibilities

2. Administration
2.1 Communication
2.2 Documentation
2.3 Progress reporting

3. Project controls
3.1 Work breakdown structure (see Tuble 4.11)
3.2 Schedule (see Figure 4.8)
3.3 Resources needed (see Table 4.15)
3.4 Resource estimates (see Table 4.16)

4. Quality plan
4.1 Quality management objectives
4.2 Project quality assurance

5. Installation and verification (see Table 4.18)
5.1 Pilot testing
5.2 Training
5.3 Installation
5.4 Verification
5.5 Financial controls
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Table 4.18 Example Installation and Verification Plan

Installation and verification

Pilot testing. Pilot testing of each PSM system will be performed at two locations to
be selected by the project team. The test period will be two months. During the test
period, the project team will monitor the PSM system to ensure that procedures are
clear and do not conflict with other procedures.

Training. The project team will define the training needed for implementation of
each new PSM system. The amount and type of training, and the number of staff
requiring training, will be identified in the procedure developed.

Installation. Installation of each new PSM system will occur after the pilot test
phase. Documentation on the procedure will be circulated, and the procedure will be
described at a meeting of the company Engineering Council.

Verification. Each PSM system will include a mechanism for verifying installation.
This will either be the requirement for copies of documentation being sent to
Corporate EHS, or another mechanism defined by the project team.

Financial controls. All effort expended in support of this project will be tracked by
the Controller’s office and reported to the Project Manager. Accumulated costs will
be reported in monthly project team progress reports (see the example shown in
Figure 4.9).

4.4.2 Personnel Roles and Responsibilities

Identifying personnel roles and responsibilities for all PSM elements and activities
is important. Problems can arise when (1) personnel believe something is someone
else’s job or (2) the specific responsibilities are not clearly spelled out (as the
saying goes, “When it’s everybody’s job, it’s usually nobody’s job”). In addition,
important oversight and continuous improvement activities (e.g., initial reviews,
authorizations, auditing, metrics, management reviews) can easily be overlooked if
they are not defined and documented.

Developing workflows for elements/systems (see Section 4.2) naturally
includes a discussion of “who does what”; so if there is a workflow, use it as a
starting point for defining roles and responsibilities.

Another common practice to clarify personnel roles and responsibilities is to
develop RASCI (Responsible, Accountable, Supports, Consulted, Informed) or
RACI charts for each element. Such charts identify (1) all the tasks related to the
element that warrant attention, (2) the personnel who should be involved in each
task, and (3) their roles for each task. In addition, having these charts available can
allow the tailoring of training specific to people’s roles within the organization.
Figure 4.10 provides an example MOC RASCI chart.
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Staff-Weeks Expended vs. Plan
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Figure 4.9 Sample Reports: Resources Used and Expenses vs. Plan
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Figure 4.10 Example RASCI Chart for Management of Change
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A “Who Does It?” section for each RBPS element that provides a high-
level view of the personnel involved in element activities. This should
serve as a good starting point for any site/company.

A “Possible Work Activities” section for each element, which should be
reviewed as discussed in Section 4.1 of this book. This should lead to a
discussion of what groups and personnel should be involved in each
activity that your facility decides to adopt.

Similarly, the “Examples of Ways to Improve Effectiveness™ section
should lead to a discussion of roles and responsibilities regarding the
activities selected. For example, some of the tasks in this section of the
“Operating Procedures” chapter of the RBPS book for which roles and
responsibilities would need to be determined and defined are:

o periodically auditing conformance to procedures,
eliminating shift-to-shift differences, and

simultaneously reviewing procedures for multiple facilities operating
the same process.

Work Processes, Tasks, and Procedures

Your written PSM programs/procedures should include the following:

4.4.4

The work process(es) to be used in executing element activities. If a
workflow has been developed per Section 4.2, it should be an integral part
of the procedure. Even if the work process does not warrant a workflow
diagram, the procedures should lay out the steps involved, the order of the
steps (when important), and any handoffs between personnel and/or
workgroups.

The defined tasks/activities for the element. Section 4.2 describes one
process for determining the “design specification” for each element, down
to the task/activity level. In any case, these should be delineated in the
written programs/procedures in order to (1) ensure that the organization
knows everything that is to be done and (2) “institutionalize” them by
ensuring that the program and the practice are the same.

Adequate details to understand the requirements and guidelines for
the element activities. Keeping in mind that you want expectations to be
clear, consistent among workgroups, and consistent over time, it is
important to clearly describe them so that everyone’s understanding and
practice are essentially the same.

Necessary Inputs and Anticipated Results

Written programs/procedures should also address the necessary inputs (to the
element as well as to tasks/activities within the element) and the anticipated results
(overall and for each task/activity).
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If a workflow (see Section 4.2) has been developed, it will provide a starting
point for inputs and outputs for each work process and for many of the steps within
it. In addition, the RBPS book element chapters include a section entitled “What is
the Anticipated Work Product?” that should provide guidance on the outputs and
anticipated results for the overall element. Based on a review of this and any other
available information, and on appropriate discussions with stakeholders, the
necessary inputs and outputs should be determined and documented in the written
program. The documented inputs and outputs provide a starting point for potential
measures and metrics to verify the health and effectiveness of the element. The
quality or completeness of the inputs and outputs, if measureable, provides a tool
to ensure the performance of the system (see Section 4.4.8).

4.4.5 Personnel Qualifications and Training

Without qualified, trained personnel involved in executing the element activities,
the element/system is likely to fail. Therefore, the written programs/procedures
need to address the qualifications and training required, in general and/or for
specific tasks/activities within each element.

Once again, the RBPS book can be very helpful, as the standard “Maintain a
Dependable Practice” section (especially within the “Possible Work Activities”
section in each chapter) provides guidance on what is needed in order to involve
competent personnel. It suggests the specific training these personnel should
receive and/or experience. In addition, the “Process Safety Competency” element
(Chapter 5) provides extensive guidance on ensuring competency, both in the
overall organization and in the execution of each PSM element. Based on this
information, your site’s or company’s experience, and the existing level of
competency, determine what PSM activities within each element require qualified
personnel and define the training and/or experience required to achieve and sustain
qualification.

4.4.6 Activity Triggers, Schedules, and Targets

PSM activities may be triggered in many different ways. For example, they may be
based on:

e a frequency (e.g., annual certification of operating procedures,
compliance audits that may be required every 3 years, PHA revalidations
that may be required every 5 years, some pressure vessel internal
inspections that may be scheduled every 10 years, periodic refresher
training),

e a change (e.g., a new section of piping is to be added or an operating
procedure is to be significantly revised; therefore, an MOC is initiated,
subsequently leading to PSI, operating procedure, and MI program
updates, as well as a pre-startup safety review [PSSR]),
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e aplanned event (e.g., a unit is taken down for turnaround maintenance so
the “shutdown for maintenance” procedure is executed, followed by a
number of safe work practices and maintenance procedures, after which
the “startup after turnaround” procedure is performed), or

e an unplanned event (c.g., a release of a hazardous chemical occurs,
leading to an immediate emergency response and a subsequent incident
investigation).

The design specification (see Section 4.1) should have identified most if not
all of the triggers (or initiating events) applicable to each element. The
“Where/When is it Done?” section in each RBPS book element chapter also
provides guidance on this subject and is worth reviewing.

All activity triggers for an element or for the activities within it should be
determined and documented in the written programs/procedures.

Schedules for PSM element activities can be very valuable, especially when
large and/or infrequent activities must be performed on a set frequency to comply
with regulatory requirements. For example, a site with 25 PHAs, each of which
must be revalidated every 5 years, needs a documented schedule in order to avoid
becoming overdue. Schedules may be documented/maintained in a table that is
periodically updated, laid out as a “Compliance Calendar,” or maintained in a
computer system (e.g., training management, maintenance management, Or
enterprise asset management systems).

The written programs/procedures should either include applicable schedules
or clearly reference where/how they are maintained.

Target dates may apply within a PSM system with regard to meeting a
frequency-based schedule, as previously discussed. However, they should also be
considered with regard to establishing limits on the time required for certain
activities. Here are some examples:

e Setting target dates for the implementation of corrective actions resulting
from PHAs, incident investigations, compliance audits, etc. Examples are
provided throughout the RBPS book.

e The time for which a temporary MOC is allowed to remain in place may
be limited to a few months in order to ensure that it is not “forgotten” and
the associated risk is limited.

e The time for which an engineered pipe clamp is allowed to remain in
place may be limited to a few years in order to ensure that the associated
risk is limited and such actions do not become too commonplace and
accepted (a “normalization of deviance”™).

e A site may require that all PSI associated with an MOC be updated within
90 days after the PSSR is completed in order to ensure discipline in
completing this “final” step.
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e A site may require issuance of incident investigation reports within 30
days of the incidents in order to (1) emphasize the importance of prompt
and thorough investigation and (2) support learning from incidents.

After thorough consideration of which element activities should incorporate
targets, these should be documented in the written programs/procedures and used
as a measure/metric as appropriate.

4.4.7 Resources and Tools Needed

Development of the design specifications for each element and the system (see
Section 4.1) and resource estimates (see Section 4.3) should have identified the
resources and tools needed for successful implementation. In the written
programs/procedures, any specific resources/tools that are to be utilized should be
documented. Examples include specific (1) forms or electronic documents,
(2) hard-copy or electronic files, (3) equipment (e.g., for MI ultrasonic thickness or
vibration checks), and (4) software for PSM activities (e.g., document management
systems, PHAs, MOCs, incident investigations, MI inspections/tests, corrective
actions). In addition, all references that are to be utilized or that support the
program should be cited (e.g., regulations, corporate standards, RAGAGEPs).

Note: Appendix III (“ RBPS Tools” ), and the “Eli Lilly and Company PSM Tools”
and “PSM Software Compilation” on the files on the Web accompanying this
book, provide information on some resourcesltools that may be useful.

44.8 Measurement, Management Review, and Continuous
Improvement

Serious process safety incidents occur relatively infrequently; but when they do
occur, they usually involve a confluence of root causes, some of which involve
degraded effectiveness of management systems or, worse, complete failure of
management system activities. Facilities should monitor the real-time performance
of management system activities rather than wait for accidents to happen or for
infrequent audits to identify latent management system failures. Real time
monitoring will enable the identification and correction of abnormalities before a
serious incident occurs.

In the RBPS management system, the “Measurement and Metrics” element
establishes performance and efficiency indicators to monitor the near-real-time
effectiveness of the RBPS management system and its elements and work
activities. It addresses which indicators to consider, how often to collect data, and
what to do with the information to help ensure responsive, effective RBPS
management system operation. Also, this chapter emphasizes that a combination of
leading and lagging indicators is often the best way to provide a complete picture
of process safety effectiveness.

One or more metrics can be established for each RBPS element, or a few can
be created for the entire system. Metrics can address performance issues,
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efficiency issues, or both (effectiveness) in all operating phases. Once data-
gathering/refreshing systems are in place, metrics can ideally be viewed anywhere.
The frequency for refreshing the individual metrics can range from daily to weekly
to monthly or longer, depending upon the importance/value of the metric, the
dynamic nature of the metrics, the anticipated costs of data collection, and the
local needs.

Establishing metrics is simpler to do during the initial design and
implementation of a new PSM system than after the system has been installed and
made operational. Each RBPS element chapter has a section that contains a list of
possible metrics proposed for that element’s key principles. Readers can select
from these examples or develop and add their own metrics (see Section 4.4.4 for
information on developing metrics from inputs and outputs.). Typically, a small set
of metrics is proposed, data are gathered, and the set is pilot tested to determine
whether tracking the metric data helps identify management system degradation.
There may be a different set of metrics for the initial implementation to verify that
the system is meeting the design. The collection and use of metrics may also be
changed or used in a rotation to balance the use of resources necessary to collect,
monitor, and assess against the value of a wider/larger metric set. Developing
metric strategies will optimize resources and achieve the advantages of a larger
metric set.

Other CCPS sources on process safety metrics include:

e the metrics Web site at www.aiche.org/ceps/search/metrics, which
provides a wealth of information, including brochures, presentations, and
Webinars on this subject;

e the 40-plus-page brochure entitled Process Safety Leading and Lagging
Indicators . . . You Don’t Improve What You Don’t Measure, available at
www.aiche.org/sites/default/files/docs/pages/metrics%020english%20upda
ted.pdf; and

o the Guidelines for Process Safety Metrics (Ref. 4.7), which provides basic
information on process safety performance indicators, including a
comprehensive list of metrics for measuring performance and examples
as to how they can be successfully applied over both the short and long
term.

Similarly, ANSI/API RP 754 provides possible metrics, grouped into four
tiers (Ref. 4.8).

After considering the available information on measurement and metrics, as
well as any existing metrics, the facility or company should decide how to measure
element/system performance, establish metrics (for elements and/or the overall
system), establish metrics strategies to optimize resources, and document all of this
in the written programs/procedures.


http://www.aiche.org/ccps/search/metrics
www.aiche.org/sites/default/files/docs/pages/metrics%20english%20updated.pdf
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“Management Review and Continuous Improvement” is Chapter 22 in the
RBPS book. The management review process provides regular checkups on the
health of process safety management systems in order to identify and correct any
current or incipient deficiencies before they might be revealed by an audit or
incident, thereby supporting system sustainability and continuous system
improvement.

Management review is the routine evaluation of whether management systems
are performing as intended and producing the desired results as efficiently as
possible. It is the ongoing “due diligence” review by management that fills the gap
between day-to-day work activities and periodic formal audits.

Management reviews should be conducted wherever RBPS elements are
implemented. While they can be scheduled on an as-needed basis, management
reviews of a particular RBPS element are typically conducted at a predetermined
interval (e.g., frequencies ranging from monthly to annually are common), and
they may be scheduled in conjunction with other regularly scheduled meetings,
such as facility safety committee meetings.

Management reviews are conducted with the same underlying intent as an
audit — to evaluate the effectiveness of the implementation of an entire RBPS
element or a particular element task. However, because the objective of a
management review is to spot current or incipient deficiencies, the reviews are
more broadly focused and more frequent than audits, and they are typically
conducted in a less formal manner.

Nevertheless, like an audit, a management review at least checks the
implementation status of one or more RBPS elements against established
requirements. The management review team meets with the individuals
responsible for managing and executing the subject element to (1) present program
documentation and implementation records, (2) offer direct observations of
conditions and activities, and (3) answer questions about program activities.

Recommendations for addressing any existing or anticipated performance
gaps or inefficiencies are proposed, and responsibilities and schedules for
addressing the recommendations are assigned. Typically, the same system used to
track corrective actions from audit findings is used to track management review
recommendations to their resolution.

After considering the available information on management reviews, the
facility should institutionalize the requirements for these in its written
programs/procedures.

4.4.9 Auditing

Beyond the “compliance auditing” element that is part of most PSM management
systems (see Guidelines for Auditing Process Safety Management Systems, 2™
Edition [Ref. 4.9], for more information on this subject), facilities should consider
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monitoring their PSM system maturation over time. While audits, in their
narrowest sense, focus on verifying conformance with established standards for the
implementation of process safety, many organizations will aspire to levels of
performance beyond regulatory compliance. Comprehensive implementation of an
auditing element helps organizations create a system for monitoring performance
over time, which allows them to track the maturation of the management system.
Chapter 21 of the RBPS book provides guidance and direction on how to
accomplish this. Some key points include the following:

e Relevant performance metrics should be identified for each RBPS
element and updated for each audit.

e  Where performance is particularly problematic, more frequent or
specially targeted audits may be appropriate.

e Results should be trended to determine whether performance is
improving.

e Continued poor performance is an indication that weakness exists in the
program or support for implementing that particular RBPS element, or
that the element is not being consistently implemented in accordance with
the established program.

e A root cause analysis may be required to determine the underlying causes
of continuing performance problems, including, if pertinent, process
safety culture weakness.

Note: For facilities required to complete and maintain periodic regulatory
compliance audits, it may be desirable to develop and manage separate reports for
audits (assessments ) that are not required by regulations.

With all of this in mind, consider what audits will be performed, with what
scope (e.g., on individual elements or the whole system), by whom, how often,
etc., and document these requirements in written programs/procedures.

4.5 ROLL OUT THE ELEMENTS AND SYSTEM

The next major step in implementing a new PSM system is to roll it out. Activities
within this step should include:

e  gathering input on how the system should be implemented,

e pilot testing the new system or selected elements,

e developing an implementation plan,

e confirming that the associated tools are ready and the resources are
available,

e completing the PSM system procedures, and

e  providing rollout training.



4 IMPLEMENTING A NEW PSM SYSTEM 99

4.5.1 Gather Implementation Input

The first steps in rolling out a new PSM system should be to (1) gather input from
all the stakeholders on how it should be implemented and (2) learn from previous
experiences in the facility or in similar organizations. With these objectives in
mind:

e solicit implementation ideas from the workforce, PSM element/system
owners, and champions/influencers in the organization;

e solicit implementation ideas from the various departments that will be
affected by PSM system implementation;

e consider lessons learned from previous incidents at your company or
others, both technical and cultural (see Chapters 19 and 3 in the CCPS
RBPS book for more information); and

e collect feedback on how the existing system or elements were previously
rolled out and consider what changes these experiences may suggest.

4.5.2 Conduct Pilot Testing

Next, consider pilot testing the new PSM system or selected elements in the field
prior to its official implementation. Debugging the proposed PSM system via early
pilot testing will provide a better chance for acceptance and success. Normally,
PSM programs must be customized to effectively meet the specific needs of the
facility or company and its culture. In most cases, the best approach is to perform
pilot testing of key, larger elements in phases. This allows the systems to be tested
a few times and adjusted as needed before rollout to the entire facility. Finally,
build any pilot testing into the implementation plan and schedule.

4.5.3 Develop an Implementation Plan
Select an implementation strategy

There is no single "right" strategy for implementing PSM systems. Depending on
your company's needs and culture (which you have defined through your work to
date), you may select a strategy that will implement PSM systems company-wide,
one that is facility-specific, or a "hybrid" implementation strategy that combines
characteristics of both.

Choosing the best implementation strategy for your company depends on a
number of factors, most of which you have already identified. As you consider the
benefits of each implementation strategy described in this section, it's useful to
keep in mind some specific factors:

e The current performance of PSM systems may vary dramatically, either
within business segments or among individual facilities within the
company.
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e The requirements for PSM systems may differ at each manufacturing
location because of variations in equipment or local regulation.

o Different manufacturing processes may have different PSM system
requirements.

e Company management may be highly centralized or very localized.

Regardless of the implementation strategy you select, try to build in at least
some degree of local involvement in planning and implementation. Local
involvement can give facility personnel "ownership" of the process, meaning that
they will be more likely to work to overcome any problems or false starts. In
addition, local participation means that you will be able to identify any local
barriers to implementation sooner rather than later.

In all cases, the preliminary work described earlier in this book provides most
of the information you will need to select and develop an implementation plan.

Company-wide approach

In the course of your work to date, you have likely identified your company's
management style in different divisions, regions, and locations. If this style favors
centralized management, a company-wide PSM system implementation strategy
may be highly effective.

A company-wide approach has key benefits, including:

e ensuring consistent application of PSM systems throughout your
company and

e minimizing resource requirements for program development and some
activities through economies of scale.

In addition, a company-wide PSM system is likely to yield ongoing programs
that can be supported by a relatively small, centralized group of experts.

At the same time, companies whose PSM system requirements vary widely
among locations may not find a centralized, company-wide approach practical,
unless PSM system performance is uniformly poor throughout the organization. In
any case, some central coordination will help identify common issues and facilitate
the sharing of knowledge and experience among locations.

Depending on the findings of your PSM system assessments, you may wish to
consider a company-wide (or centralized) approach if either of these situations
exists:

e The current performance of the PSM system is relatively low. If this
is the case, it probably means that the knowledge and expertise are not
sufficient for local implementation to be effective. A more practical
approach involves a small centralized team and a plan that emphasizes
training of local staff to upgrade necessary skills.
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e Manufacturing processes are similar in each location. If your
company's processes are essentially comparable throughout the
organization, you may have a good opportunity to minimize process
safety resource requirements. For example, a detailed program at one
facility can easily be copied and installed at other facilities without
significant modification. If this approach runs counter to corporate culture
(e.g., each location is used to developing its own programs with
independence), you will need to build in a degree of local implementation
to ensure local buy-in.

A centralized approach generally calls for establishing multiple teams under
the direction of a single implementation manager or champion to ensure
coordination. The overall structure of a company-wide task force and its
organization will depend on your company's management style and the
implementation strategy you adopt. Some companies routinely use independent
project teams for any significant task, while others establish teams within existing
departments.

The centralized team(s) will approach process safety element by element. The
teams develop detailed guidelines, procedures, and standards for each element,
which can then be installed by facility management. However, in handling one
element at a time, teams must be sure to incorporate a consistent approach to those
elements that are interrelated (e.g., training) and to the management system
characteristics (e.g., documentation) that apply to the whole PSM system.

In considering this method, keep in mind that these teams must include staff
members who are familiar with all the operations of the company to ensure
consistency. In addition, team members as a rule should have experience in
operations, design, maintenance, and safety management.

Note: Consider the practicality of assembling and managing people with these
kinds of qualifications in your company; this may help you determine whether a
company-wide approach is feasible. Single divisions may offer stronger
possibilities, since they usually have more common manufacturing processes and
equipment.

Facility-specific approach

A facility-specific implementation strategy relies on local expertise and calls for a
number of local process safety teams to work in parallel. One benefit of this
approach is that it can provide for very rapid implementation of PSM systems. In
addition, facility-specific programs can be adapted to local requirements such as
different management styles, equipment, or local regulation. The downside is that
this may result in programs that are very different in each location, reducing the
possibilities of learning from one another.
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Facility-specific approaches to implementing PSM systems make sense if you
have identified significant variations among locations in one or more of the
following areas:

e current performance of PSM systems,
e potential process hazards,

e local regulatory requirements,

e  manufacturing processes,

e process technology and equipment, or

e local management styles.

Note: As previously noted, facility-specific approaches tend not to succeed where
the overall current performance of PSM systems is poor. Local staff will not have
the necessary knowledge of or experience with PSM systems to develop and
implement a program without considerable outside assistance. Even if you have
identified significant variations, if your team decides that overall PSM system
performance is low, you should consider a company-wide strategy rather than a
facility-specific approach.

Facility-specific implementation requires formation of a local team at each of
your company's facilities. As a general rule, these teams are composed of resident
staff and report to the facility manager. A typical local team would include the
facility safety manager and representatives from operations, maintenance, and
engineering.

More often than not, teams such as these benefit from outside assistance,
either from other company experts or from consultants or engineers who can
supplement their expertise. In any case, these teams, either directly or through
facility managers, should report to a company implementation manager or
champion to monitor progress, ensure consistency, and facilitate cross-fertilization
of efforts through exchange of experience.

Note: Where individual facilities have strong programs in specific aspects of PSM
systems, a facility-specific approach may involve identifying "best practice"
programs and facilitating cross-communication among locations.
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Hybrid approach

Neither the company-wide nor the facility-specific implementation model offers a
magic solution. In fact, many companies incorporate elements of both strategies
into a hybrid approach that better meets their individual needs. A hybrid approach
addresses some PSM elements centrally and others locally, reflecting current PSM
performance. In many real-world situations, this offers the best way to take
advantage of what already exists. Where the performance of different elements
varies (e.g., some may be poor throughout the company, while others are either
strong throughout the company or at particular locations), a hybrid approach may
be the only effective means of addressing gaps systematically.

Hybrid approaches are generally more difficult to manage because the
relationships and division of responsibilities among the PSM project teams and
other management varies from element to element. This can lead to confusion
within both the PSM teams and among other managers, which can result in
misunderstandings and wasted work.

For a hybrid program to succeed, the management of the teams must be
thoroughly planned in advance. The result should be a network of corporate and
local teams that work with well-defined responsibilities. Overall coordination
generally lies with the corporate implementation manager, who will manage a
combination of staff members working on specific elements and staff members
working on particular facilities (see Table 4.19). Local facility management
represents a third dimension, and responsibility for coordination at the local level
will generally be with a local implementation manager. Hybrid programs require
carefully designed communication programs specifically designed to keep all the
interested parties up to date on all activities.

Note: For any of the three general approaches discussed above, a “phased
approach” could also be used in certain circumstances. In some cases companies
have found that certain requirements might initially rely heavily on other actions
being implemented first. In such cases a minimum requirement(s) may be
established during Phase 1 of the implementation, with an increased (best in class)
requirement being adopted in Phase 2 (without even having identified at this stage
when Phase 2 is going to happen ).
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Table 4.19 Example of Responsibility Matrix for Hybrid Approach

Team Responsibility Leader
Corporate MOC team Develop MOC system for use at all | Facility Maintenance
sites Supervisor
Corporate training team | Develop training system for use at | Corporate Human
all sites Resources Manager
Facility X PSM team Adapt Facility X PHA system for Facility Safety
use at all sites Manager
Team at each facility Adapt own preventive maintenance | Facility PSM
system to meet PSM needs Coordinators

Define priorities

No company today has the luxury of having unlimited resources to implement
PSM programs, and few have the capacity to tackle everything at once. Clearly,
priorities must be set for each of the actions required by the system to ensure
orderly and rational implementation.

Having assessed the current status, prepared the organization for change, and
designed a new system, the organization should be well equipped to establish
workable criteria for setting priorities. Such criteria might include:

e compliance with regulations,

e the extent of potential hazards,

e relevance to facility conditions,

e compliance with corporate policies,

e integration with business processes (see Chapter 7), and

e the need for new electronic tools (e.g., databases, computerized
maintenance management system).

Before determining which of these (or other) criteria make sense for your
company's situation, it may be useful to consider some of the reasons why each
may be important.

Noncompliance with regulations exposes your company to the risk of
financial penalties arising from fines, restrictions, and/or closure of operations. In
addition, the company can suffer serious adverse publicity as a result of regulatory
violations, which in tum can affect customers, sharcholders, and employee
goodwill. For example, you may have an MOC program that is lacking an aspect
required by OSHA, such as the time period of the change. Resolving a
noncompliance situation may increase the priority for implementing a particular
element at a specific facility.
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The extent of potential hazards varies among facilities and among units within
a facility. If two facilities have similar inadequacies in their PSM program, but one
has a greater hazard potential, the benefit of improvement will be greater at the
higher hazard facility. For example, a strong MOC procedure will be more
important in the processing of reactive chemicals than in the processing of aqueous
latex products. In the absence of other considerations, PSM priorities can be set to
reflect the level of hazard at each unit.

Relevance of each element to facility conditions will vary. Some actions will
produce a greater improvement in the level of process safety than others. Priorities
for action items could be set according to the improvement in safety achieved. For
example, addressing MOC may have greater impact than addressing facility siting
at an existing facility.

Corporate policies governing safety management must be reflected in a
company's PSM program.

Note: In setting priorities for action, you must also consider available resources.
You may identify an action step that produces the single largest improvement in
process safety, only to discover that it requires all of your available resources.
Alternatively, you may be able to spread your efforts among a number of lower
priority actions that together have a greater impact on overall safety performance.

Note: Remember as you set priorities that you and your team must consider the
expected benefit to the company, division, or unit as a whole, rather than simply
addressing a single gap. Obviously, any specific highly ranked risk identified in
the course of the assessment should be addressed as determined by the company
andlor facility risk management program guidelines; however, be careful not to let
anomalous findings skew your perspective on broader priorities. For example, the
absence of a capital project review process is a significant gap. However, if there
is only one project per year, this gap may have lower priority than an existing, but
seriously deficient, operator training program.

Criteria such as those suggested above can be usefully applied to the
implementation strategy you have selected. In assessing your current PSM status,
you will have gained considerable insight into which facilities warrant priority
attention; similarly, the assessment process sheds light on those PSM elements
whose improvement will yield the most productive results.

Whether you have chosen a facility-specific, company-wide, or hybrid
approach, it may be helpful to consider your priorities in terms of both facilities
and PSM elements. The goal here is to help determine what needs doing, in what
order, and with what level of effort.

Prioritize facilities

In the course of assessing your company's current PSM status, you and your team
have almost certainly gained a clear sense of which facilities pose the greatest risk,
whether by virtue of inherent process hazards, human factors, management
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systems, or a combination. As you set priorities for implementation, you should
closely review information gleaned from the assessment tasks. In addition, you
should try to validate or flesh out your impressions through quantitative analyses
that can help identify priority facilities.

Simply stated, the extent of potential hazard depends on how much hazardous
material a facility uses and the conditions under which it is contained. The quantity
of material stored provides a measure of the size of any release that could result
from a loss of facility integrity. The conditions under which it is contained can
influence the extent of any damage that might result from the release. Appendix V
provides an example of an initial facility ranking process.

However, total quantities of hazardous materials do not, on their own, provide
an entirely reliable measure of potential hazard. It is more useful to consider
quantities of material within sections of the facility that can be isolated. The
amount of material within these individual facility sections usually represents the
largest credible release that could occur. Some examples of facility sections that
may be isolated include tank farms, unloading racks, and separate process
buildings.

You can quickly identify these facility sections by reviewing process flow
diagrams and valving arrangements. Isolation points may be defined by control
valves or powered block valves that can be remotely activated. PHA techniques
can help you identify the maximum credible accident scenarios. (Note that manual
valves should not be considered reliable isolation points unless they are located to
be accessible following a major accident. However, remotely activated valves can
only be considered reliable isolation points if there are adequate reliability
engineering and maintenance programs in place.) Alternately or in addition, you
can consider using (1) EPA’s “Hazard Assessment” requirements (per 40 CFR Part
68, Subpart B) and/or Risk Management Program Guidance for Offsite
Consequence Analysis to identify and quantify credible scenarios and (2) the Dow
Fire and Explosion Index method to quantify scenarios (see Dow's Fire &
Explosion Index Hazard Classification Guide, 7th Edition, for more information).

You should be able to estimate the quantities of material contained within a
section from mechanical and operating data. You should also consider operating
conditions, which should be available from the facility mass balance or from actual
operating data. Simple hazard models can predict the size of vapor clouds,
radiation hazards from fires, and explosion overpressures. Such models are
available from a number of sources.

Note that facility siting issues related to fires, explosions, and toxic releases
and their potential impacts on building occupants are addressed in detail in (1)
Guidelines for Evaluating Process Plant Buildings for External Explosions, Fires,
and Toxic Releases, 2nd Edition, (2) APl RP 752 (Management of Hazards
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Associated with Location of Process Plant Permanent Buildings), and (3) API RP
753 (Management of Hazards Associated with Location of Process Plant Portable
Buildings).

Once you have ranked your company's facilities in terms of inherent hazards,
compare these results against the gaps you have identified in the PSM assessment
tasks. By looking at both PSM element maturity and facility hazards, you gain a
more complete picture for prioritizing facilities (see Table 4.20 for an example of a
graphical approach).

For example, a high-hazard facility that has a relatively poor overall PSM
performance history (e.g., Facility X in Table 4.20) should command top priority;
low-hazard facilities with relatively sound PSM programs (e.g., Facility Y) fall at
the other end of the spectrum.

In between, there will almost certainly be a number of cases that are far less
clear cut. For example, you may find situations in which PSM programs are well
developed but fail to fully address a high-hazard process or a worst-case scenario;
in others, a facility engaged in relatively low-hazard operations may have a
proportionately low level of PSM systems.

Table 4.20 Example Analysis of Selected PSM Gaps and Priorities

PSM Element Maturity
PSM Element
Embryonic Developing Mature
Y
Management of change X 7
Training Z X Y
V4
Process knowledge management Y
X
. . V4
Compliance with standards Y
X
Y
Conduct of operations X
V4
7 = Facility Z Hazard code: Large letter size indicates greater hazard. For
Y = Facility Y example, high hazard materials (X) include phosgene,
carbon disulfide, ethylene oxide, etc. Moderate hazard
X = Facility X materials (Z) include toluene, sulfuric acid, etc. Low hazard

materials (Y) include soda ash, alum, etc.
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Note: There is no substitute for judgment and experience. Consider these
quantitative exercises as tools or methods to guide the team's determination of the
right priorities, not as absolute formulas. In addition, keep in mind that the goal is
to improve the overall status or performance of process safety as part of a
continuing effort, not as a single action, event, or "silver bullet."

Prioritize elements

To establish priorities among the elements of the PSM program, you will need to
consider two factors: (1) the level of noncompliance and (2) interrelationships with
other elements.

Levels of noncompliance

Consider your company and the findings of your PSM assessment for each of the
process safety elements in terms of these levels of compliance:

e A formal system exists and is operational

e Aninformal system is in place

e A system exists but is not followed

e Anincomplete system is in place but needs upgrading

e  No system exists

Each of the noncompliance situations is fundamentally different, and bringing
each of them into compliance will require a different approach and series of
actions:

o Where an effective informal system exists and is followed, the issue is one
of style, not substance. A facility or unit may have a strong safety culture
and sound safety practices, but its managers lack the habit of formal
documentation, or simply don't think it is important. Assuming that safety
performance meets applicable standards, you will probably assign cases
like these a relatively low priority, compared with other noncompliance
situations. Cases like these are also often the casiest to fix; since the
fundamentals are already in place, what's required is to formalize the
informal system by preparing and implementing documentation
procedures. On the other hand, care should be taken not to underestimate
the effort or skip vital communication steps with stakeholders. Effective
communication, participation, ownership, and buy-in will be keys to
effective implementation. Poor implementation could result in worse
PSM performance than before.

o Where a system is not followed or does not exist, the effect on safety is the
same and should command the same priority for attention. Keep in mind,
however, that the underlying causes for these situations may be very
different. In any case, when you identify these noncompliance situations,
you should carefully consider why they exist; this can yield valuable
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qualitative information about potential obstacles to effective
implementation.

o Ifan element has a formal system that isn't followed, this suggests either a
problem with the system itself (e.g., flawed design, impractical,
insufficient detail or explanation) or a failure of management (e.g.,
inadequate supervision, lack of training, no follow through or
enforcement, inadequate resources). Whatever the cause, you will want to
make note of it and try to address it in your implementation plan.

o If an element has no system at all, it may indicate that the facility
manager does not fully understand what the element requires, or is for
some reason unable to carry out his/her responsibilities. In addition, a
weakness in corporate oversight, direction, or resource allocation may
contribute to the problem. Either way, the plan you develop must take
these gaps into account.

Interrelated PSM elements

Some PSM elements are relatively easy to isolate, while others are integrally
related, touching virtually every aspect of the program as a whole. In any program
you should devote the highest priority to those elements that impact other parts of
the program. This will yield greater efficiency for your PSM effort and improved
consistency for the resulting system. Two elements of the RBPS PSM system
model with particularly widespread impact are process knowledge management
and hazard identification and risk analysis. Other elements with significant cross-
element impact include training, MOC, and operating procedures.

In addition to considering those elements that interrelate, you should pay
particular attention to those that affect your operations most directly. For example,
if your company has a major expansion program underway, you would assign the
MOC (particularly for capital projects) and the compliance with standards
elements a higher priority than if your company has deferred all major capital
projects.

Limitations on the scope of the plan

Defining priorities helps determine the limitations of your company's plan, which
in turn makes it more manageable. Remember that your goal at this stage is to
develop a workable prototype, not an all-inclusive, perfect blueprint. If your plan
is properly thought out and soundly put together, it should be adaptable to a wide
range of contingencies — not all of which need to be explicitly addressed.

At a minimum, your plan should address those activities that are covered by
the OSHA PSM and/or EPA RMP regulations, and by equivalent local regulations
and corporate standards. This means that all manufacturing or storage operations
handling specified materials in excess of threshold quantities must be included in
the program. Once your plan has been developed, tested, and refined, you may
wish to consider expanding it to include activities that may not be governed by
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regulation but that would benefit from PSM principles and practices. For example,
the current OSHA and EPA regulations cover only certain operations that involve
one or more listed chemicals. However, a comparable operation handling an
unlisted material might be considered for comparable treatment because even if a
chemical is not on the OSHA or EPA list of highly hazardous chemicals, that does
not mean it is not hazardous to employees, the environment, and/or neighboring
communities.

In the short term, however, your plan may be most effective if you focus on
the specific needs and priorities you have identified in the course of your work. If
you clearly define the scope of your plan and it directly addresses specific needs,
your efforts will be far more successful than if you try to do all things for all
people. Moreover, focusing on priority needs will almost certainly provide a sound
basis for expansion or adaptation; for example, procedures developed to address
training for operators using high-hazard materials at one facility (see Facility X vs.
Facility Z in Table 4.20) should be readily adaptable to lower-hazard substances at
another facility — far more so than the other way around.

Develop, communicate, and gain approval of the implementation plan

Just as you probably presented a preliminary plan at the outset of the PSM
initiative, you may want to think in terms of a formal presentation to your
company's management when the detailed plan is complete. Remember that senior
management's buy-in will be essential to successful implementation, as will the
endorsement of line managers at the operating level who will be directly affected
by your plan.

The way you present the plan depends a great deal on your company's style,
your management's preferences, and the expectations you have established early in
the process. In a hierarchical organization, senior management may expect to see
and approve the plan before it is more widely disseminated. Other executives
prefer to review materials after line management has seen and commented on
them.

Either way, both senior management and line personnel should have the
opportunity to review the PSM plan and discuss it with the team. As a general rule,
the more input and commentary you can incorporate into the finished product, the
better its chances of approval — and of successful implementation — since it will
reflect the interests of the people affected by it.

Note: If you decide on a formal presentation, consider having the full PSM team
participate. Similarly, written communications concerning the plan (if, for
example, it is broadly distributed for comment) should originate with the team.
This not only acknowledges their contribution, it also tangibly demonstrates the
interdisciplinary nature of the challenge you have undertaken.
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A formal presentation of the detailed plan might include the following topics:

1. Brief review of the preliminary plan (presented previously)

2. Discussion of the process and tasks to date

3. Overview of the PSM assessment findings

4. Major variations from the initial proposal

5. Discussion of the implementation strategy selected and the rationale
behind it

6. Discussion of priorities, by PSM element and by facility

7. Summary of the plan
tasks required
schedule

a.

b

c. resource requirements

d. accountability and reporting structure
e

. expected results
8. Summary of plan benefits
9. Summary of support requested
10. Questions and answers

An example of Item 7 (summary of the plan) is provided in Appendix VI.

If you have circulated drafts of the plan, or portions of it, to your company's
decision-makers, a full-blown presentation may not be necessary. However, you
may find the discipline of following an outline such as the one above useful in
organizing less formal discussions, either individually or with groups.

It’s important to remember to “close the sale." Your goal for this discussion is
not only to win approval, but also to gain a commitment for the resources you will
need to move the initiative forward. To achieve this goal, you should devote
particular attention to summarizing the benefits of the plan and the kinds of
support you are requesting; these two points, taken together, create the essence of
your sales proposition: Now you know what you will get and what it will cost you.

To help define these benefits as crisply as possible, one possible approach is
to ask each team member to answer this question: “Why is this plan the best
possible way for our company to implement PSM?" Then ask each one to list
every positive characteristic the plan offers and every positive effect the company
can expect from it. You will almost certainly find that the results of this brief
exercise can be easily grouped into categories, each of which probably represents a
selling benefit.
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Then (1) consider these selling benefits within the context of your company's
business priorities, (2) match them against the goals management has established
for PSM, and (3) try to distill the comments into a few key points that summarize
the long-term value of your plan to the company as a whole.

4.5.4 Confirm the Tools and Associated Resources

At this point it will be time to confirm that all of your PSM system tools are ready
for the rollout, along with the associated resources required. To this end, this step
should include:

e preparing the final tools (hard copy or electronic), forms, and supporting
materials (e.g., intranet/network structure, spreadsheets, files) needed to
execute various PSM system activities;

e if you are using any electronic workflow, documentation, or corrective
action systems for PSM activities, confirming that fully tested systems
with sufficient network resources dedicated to their operation and
maintenance have been established; and

e ensuring resource commitments from infrastructure departments (e.g.,
information technology for electronic systems, human resources for their
training system responsibilities, purchasing for their contractor and MI
responsibilities).

4.5.5 Complete the PSM Procedures

Prior to the PSM system rollout, the written programs/procedures (see Section 4.4)
need to be fully refined and, in many cases, pilot tested (see Section 4.5.2). Ensure
that they are ready to go; if not, adjust the implementation plan schedule
accordingly.

4.5.6 Provide PSM Rollout Training

Most long-time PSM practitioners have personally experienced multiple cases
where a new, well-conceived, well-written PSM element system was rolled out
without adequate training, and either had to be pulled back and reworked or
restarted — or failed. It is vital that (1) facility personnel are aware of new systems
and their requirements; (2) personnel directly involved in the system fully
understand the new system, its requirements, and their roles/responsibilities; and
(3) there are an adequate number of subject matter experts to support the day-to-
day operation of the system, as well as manage the evolution and any
troubleshooting. To accomplish these objectives, PSM system rollout training
should include the following:

1. Develop a plan for PSM rollout training. Consider:
a. what overall system training is needed for facility personnel,
b. what PSM elements warrant rollout training,
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c. what type of training will be adequate and effective (e.g., classroom,
computer-based, or a combination),

d. what groups and/or specific personnel need to be trained in the
overall system and individual elements,

e. what level of training (e.g., awareness, detailed, or expert) is required
for each group of trainees, and

f.  when the various training courses should be delivered.

2. Develop PSM rollout training materials. Determine what training
materials are needed based on the training plan, assign responsibilities
and timing for developing them, and ensure that adequate review (perhaps
including pilot testing) is provided for the materials.

3. Deliver PSM rollout training. Initially, company-wide awareness
sessions can be conducted (in person or by video conference) and/or
bulletins issued to advertise the PSM implementation team, goals, and
effort as a means to complement the formal training program. Then,
provide the PSM rollout training courses/sessions based on the training
plan and schedule. Be sure to obtain feedback from trainees during the
training and closely review that input to determine whether revisions to
any elements or the system, or adjustments to the implementation plan,
are warranted.

Note: Depending on priorities and risk, some new PSM elements may need to be
rolled out and implemented on a case-by-case basis as soon as it is possible to do
0.

Note: Chapter 14 of the RBPS book is an excellent resource for planning,
preparing, and delivering effective training. Consider reviewing and utilizing the
guidance it provides to ensure that your PSM rollout training is effective.

4.6 MONITOR THE PSM SYSTEMWM’S IMPLEMENTATION,
INITIAL PERFORMANCE, AND PROGRESS

Just as it is important to assess process safety performance or status before
implementing a new PSM system, it is important to monitor the initial
implementation and performance of the new system. So, in addition to establishing
ongoing measurement, management review, and auditing requirements for the new
elements/system, consider:

e Establishing a plan/means for collecting PSM metrics and other
feedback and data on the performance of the new elements and
system. During initial implementation, more frequent collection of PSM
metrics may be appropriate, and close attention should be paid to ensure
that the metrics collection is correct and effective. In addition, there may
be additional data that can be collected on the element/system
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performance during this period to aid in evaluation of performance.
Finally, it will be help ensure success to proactively reach out to system
practitioners frequently to determine whether there are issues that need to
be addressed or ideas for improvement that should be considered (either
on a priority basis or as future enhancements).

Developing a plan for the initial PSM management reviews. As
previously discussed in this chapter, management reviews are vital to
continuous improvement of the new PSM system. However, since they
are likely to be a new activity for your facility and the management team,
extra attention should be paid to ensure that the initial management
reviews are successful and add value. Such extra attention may include
the following:

o Assistance from the facility PSM team or coordinator in preparing
and reviewing presentation materials for the management review
meetings

o Dry runs of presentation delivery, with the facility PSM team or
coordinator posing possible management questions and comments

o Participation by the facility PSM team or coordinator in the initial
management review meetings

o Ensuring that the initial management review meeting minutes and
recommendations set the tone and provide a good model for the
subsequent management reviews

Creating a plan for the initial audit of the PSM elements and system.
In addition to ongoing, periodic audits as previously discussed in this
chapter, it will likely be beneficial to perform early, additional audits of
some or all of the new PSM elements and the overall system. To that end,
consider what audits would be beneficial, schedule the audits, perform
them, and implement the audit recommendations to improve the PSM
elements and system.

If you either elected to phase in certain elements initially and others later or

subsequently decide to add new elements to the system, see Chapter 5 for guidance
on this subject.

If your initial or ongoing monitoring of the performance of the PSM elements

or system detects performance gaps, see Chapter 6 for guidance on this subject.

Note: In addition to the guidance on implementing a new PSM system provided in
this section, see Chapter 23 of the RBPS book for a specific example of using the
RBPS approach to develop and implement a new PSM system.
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INTEGRATING NEW ELEMENTS INTO

AN EXISTING PSM SYSTEM

5.1 DEVELOPING A NEW ELEMENT

When a site/company elects to phase in certain elements initially and others later,
or subsequently decides to add new elements to the existing PSM system, the basic
steps discussed in Chapter 4 apply:

1.

Develop the design specification for the new element. Keep in mind
that the design specification for each PSM element will depend on the
level of detail required for each element. See Section 4.1 for more
information.

Create element workflows (as appropriate). If the steps involved in
implementing the element activities, or if the interactions among the steps
and the workgroups involved in the implementation activities are quite
complex, developing a workflow is beneficial. See Section 4.2 for more
information.

Estimate the element workloads and necessary resources. Without an
adequate understanding of the workloads and resources required by the
new elements and their impact on the overall PSM system, the new
elements are likely to fail. See Section 4.3 for more information.

Develop the written programs and procedures for the element. A
PSM system and its individual elements must be described in written
programs and procedures to be sustainable. See Section 4.4 for more
information.

Roll out the element. The steps culminating in the rollout of a new PSM
element may include (a) gathering implementation input from all
stakeholders; (b) pilot testing the element in phases (depending on its size
and complexity); (¢) developing an implementation plan with a defined
scope and approach; (d) confirming the need for and availability of any
special tools/resources; (e) confirming that the written procedures are
refined, tested, and ready; and (f) developing and delivering training on
the new element to personnel who need to be aware of or involved in its
application. See Section 4.5 for more information.

117
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6. Monitor implementation and initial performance. Additional
monitoring of the initial implementation and performance of the new
element may be appropriate. See Sections 4.6 and 5.4 for more
information.

Finally, keep in mind that the effort and resources required for accomplishing
each of these steps will obviously be less, and may be much less than for
implementing a whole new system. In some cases, it may even be decided that one or
more of the above steps is not adding value due to the scope of the effort/resources
involved.

5.2 INTEGRATING NEW ELEMENT ACTIVITIES INTO
EXISTING ELEMENTS

Integrating new element activities into existing PSM elements is a more
evolutionary change that may be needed due to factors such as organizational
structure changes, poor performance of an element (based on monitoring), and
suggestions for improvement. In addition, determining that some of the
“expanded” elements and associated activities in the RBPS model would be good
additions may be a driver for such changes.

Once again, the steps listed above apply, but the effort and resources required
will generally be less than for implementing a new system, and not all the steps
will be necessary. In addition, if the organization’s safety culture and the element
implementation are strong, even less effort and resources should be required.

It is important, however, not just to continue “adding to the load” of the
organization unless the anticipated results are worth the additional effort.
Therefore, adding new element activities should only be done after (1) evaluating
the cost/benefit of the activity and (2) considering whether there are any existing
activities that are no longer needed or will be replaced, and therefore can be
stopped.

5.3 IMPLEMENTING NEW RBPS ELEMENTS

The implementation of new RBPS eclements into an existing PSM system
represents a unique challenge and opportunity for an organization. For example, if
the existing system is focused on regulatory compliance, these can represent a
large expansion of the system. In addition, the new RBPS elements listed below
(i.e., elements that are not in the OSHA/EPA regulatory model or the 1995 CCPS
model [discussed in Chapter 4 of this book]) primarily deal with “soft,” people-
related areas rather than “hard,” process-related or technical areas, and therefore
are likely to require different implementation approaches:

e  Process safety culture (Chapter 3 in the RBPS book)
o  Compliance with standards (Chapter 4 in the RBPS book)
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e  Process safety competency (Chapter 5 in the RBPS book)
e  Stakeholder outreach (Chapter 7 in the RBPS book)

e  Conduct of operations (Chapter 17 in the RBPS book)

e  Measurement and metrics (Chapter 20 in the RBPS book)

e Management review and continuous improvement (Chapter 22 in the
RBPS book)

The RBPS book suggests an implementation approach for RBPS elements
where the degree of rigor designed into each work activity is tailored to risk,
tempered by resource considerations, and tuned to the facility’s culture. Thus, the
degree of rigor that should be applied to a particular work activity will vary for
each facility, and likely will vary between units or process areas at a facility.
Therefore, to implement new RBPS elements, the following steps are
recommended:

1. Assess the risks at the facility, investigate the balance between the
resource load for RBPS activities and available resources, and examine
the facility’s culture. See Section 2.2 of the RBPS book for more
information on this step.

2. Estimate the potential benefits that may be achieved by addressing each
of the key principles for each RBPS element to be implemented.

3. Based on the results from steps 1 and 2, decide which essential features
described in the RBPS book are necessary to properly manage risk.

4. For ecach essential feature that will be implemented, determine how it will
be implemented and select the corresponding work activities described in
the corresponding chapter of the RBPS book. Note that this list of work
activities cannot be comprehensive for all industries; readers will likely
need to add work activities or modify some of the work activities listed in
the chapters.

5. For each work activity that will be implemented, determine the level of
rigor that will be required. Each work activity listed in the RBPS book
chapters is followed by two to five implementation options that describe
an increasing degree of rigor.

6. Apply the six steps summarized in Section 5.1, as appropriate, to design,
develop, roll out, and monitor implementation of the new element and the
associated work activities.

Guidance on implementing each of these new RBPS elements and some
implementation examples are provided in the following sections (some of the
information is borrowed from the RBPS book). Detailed discussions of each
element are provided in the corresponding RBPS book chapters, which provide an
element overview, key principles and essential features, possible work activities,
examples of ways to improve effectiveness, element metrics, management review,
and references.
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5.3.1 Process Safety Culture (Leadership, Commitment, and
Accountability)

Process safety culture has been defined as “the combination of group values and
behaviors that determine the manner in which process safety is managed” (Ref.
5.1). More succinct definitions include “how we do things around here,” “what we
expect here,” and “how we behave when no one is watching.”

A culture develops as a group identifies certain attitudes and behaviors that
provide common benefit to its members; in this case, attitudes and behaviors that
support the goal of safer process operations. As the group reinforces such attitudes
and behaviors and becomes accustomed to their benefits, these attitudes and
behaviors become integrated into the group’s value system (Ref. 5.2). In an
especially sound culture, deeply held values are reflected in the group’s actions,
and newcomers are expected to endorse these values in order to remain part of the

group.

The process safety culture of an organization is a significant determinant of
how it will approach process risk control issues, and PSM system failures can
often be linked to cultural deficiencies.

An organization’s process safety culture is founded on its underlying values
regarding process safety. Successful cultural change requires that (1) expectations
of new attitudes and behaviors be communicated and reinforced, (2) these new
attitudes and behaviors demonstrate successful results, and (3) the members of the
organization recognize and appreciate the resulting successes (Ref. 5.2).

Leadership’s role is vital, as it is primarily a management responsibility to
(1) set the standards (for both process safety and individual behaviors), (2) set the
tone regarding the importance of process safety and a sound culture, (3) provide
the resources required to meet expectations, and (4) provide continuous and
positive reinforcement. In short, leaders can enable and nurture a sound safety
culture, but cannot mandate it. As Dr. Edgar Schein said: “. . . one could argue that
the only thing of real importance that leaders do is to create and manage culture . .

Acceptable behaviors must be modeled at all levels of the organization
through leadership by example. The rationale for, and anticipated benefits of,
expected behaviors must be made evident to all. Positive reinforcement and
accountabilities for expected behaviors must be clear and certain. By consistently
reinforcing positive behaviors and linking them to the important benefits they
bring, management should be able to gradually shift the values of the organization
in a positive direction, advancing the organization from a rule-driven culture to a
value-based culture.

Many organizations have successfully established sound process safety
cultures. Often, these cultures have been developed in response to, and are
reinforced by frequent reference to, significant loss events in the company’s past.
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Other organizations may take justifiable pride in an exemplary process safety
record and may seek to inspire employees to maintain their diligence and efforts in
order to preserve that record (while seeking to avoid the complacency that past
successes may inspire). In either case, commitment by each member of the
organization is vital to achieving and sustaining a sound process safety culture.

Implementation of a new process safety culture element can involve many
steps and will require several years to fully implement in a moderate to large
organization. Some of the steps to consider include the following:

Collect culture evaluation evidence

1. Conduct a broad, confidential survey of employees at all levels to
assess perceived cultural strengths and weaknesses (for example,
with questions based on the 12 essential features of a sound process
safety culture [see Section 3.2 of the RBPS book]).

2. Conduct follow-up interviews with a cross-section of the
organization to identify possible underlying causes of the survey
results.

3. Perform work observations to assess how well employees at all levels
and in all types of work “follow the rules.”

4. Assess the organization’s performance based on PSM and HSE
leading indicators.

Assess HSE technical performance

5. Review information sources such as incidents and incident
investigation results, audits and assessments, and action item
completion history that relate to both HSE technical performance and
process safety culture.

Identify and address cultural strengths/weaknesses
6. Assemble, collate, and analyze all of the above information to:

a. 1dentify cultural strengths/weaknesses (e.g., as compared to the
12 RBPS essential features of a sound process safety culture)
and

b. identify contributing causal factors for the identified
strengths/weaknesses.

7. Determine ways to address the identified cultural weakness, as well
as to maintain or build on the strengths.

8. Roll out the program throughout the organization.
Monitor results and follow through to continuously improve.

10. Repeat steps 1 through 9 every 2 to 3 years, until a sound process
safety culture is established and sustainable.
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Cultural change

One way to gain insight into your organization is to assess how it “operationalizes”
safety. In other words, is it reactive, dependent, independent, or interdependent in
terms of its attitude toward safety? The DuPont Bradley Curve shown in Figure 5.1
graphically illustrates this concept. It provides additional detail on each of these
four attitudes and how they should relate to safety performance and safety culture.

Another culture model, which introduces the Energy Institute’s “Winning
Hearts and Minds” program (Ref. 5.3), is shown in Figure 5.2.

Readers may also find the following excerpt from “Take the FUN Out of
Process Safety” (Ref. 5.4) helpful when considering how to implement cultural
change in their organization:

“At the core of Daniels’ approach [to behavioral safety] is the ABC Model,
where A stands for antecedents, B for behaviors, and C for consequences.
Antecedents create favorable circumstances for a particular behavior to occur
once. Consequences are the outcome of a behavior. Daniels suggests that
consequences, perceived or previously experienced, play a significant role in
managing future behavior (i.e., shaping decision-making behavior).

“Consequences can be characterized by three dimensions:

e timing — will the consequences occur immediately (I) or at some time
in the future (F)?

e probability — is the probability of the consequence occurring certain
(C) or uncertain (U)?

e type — is the consequence positive (P) or negative (N)?

“Thus, consequences can be Immediate, Certain, and Positive (ICP), or
Future, Uncertain, and Negative (FUN).

“The vital cultural change requires that the FUN be taken out of process
safety. The consequence of taking the FUN out would be that process safety
incidents are prevented early, and willingly, because the managers making the
resource decisions clearly see the immediate, certain, and positive benefits of
investing in projects that improve process safety. The consequences of leaving
FUN in is that the skeptical decision-makers may choose to not make an
investment because they cannot see its benefit.”
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Figure 5.1 The DuPont Bradley Curve
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GENERATIVE (High Reliobilty Orgs)
HSE is how we do business

Sofety is imporiont, we do o lot
every hime we have on occident

PATHOLOGICAL
Who cores os long o3 we're
not cought

Figure 5.2 The HSE Culture Ladder

5.3.2 Compliance with Standards

The RBPS Compliance with standards (CWS) element describes a process for
maintaining adherence to applicable codes, standards, regulations, and laws
(standards), the attributes of a standards system, and the steps an organization
might take to implement the CWS element.

Note: In this book, we are using the term “standards” generically and broadly to
apply to applicable.

e Codes. Codes typically are definitively focused, generally prescriptive,
have safety embedded, and usually focus on new construction. In the
United States, they are issued by bodies such as the American Society of
Mechanical Engineers (ASME), ANSI, the American Society for Testing
and Materials (ASTM) International, the National Board of Boiler and
Pressure Vessel Inspectors, and the National Fire Protection Association
(NFPA).

e Standards. Typically, standards also are definitively focused and have
safety embedded, but require more interpretation than codes. They are
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generally issued by industry organizations such as API, the Chlorine

Institute (CI), the International Institute of Ammonia Refrigeration
(ITAR), and the Technical Association of the Pulp and Paper Industry
(TAPPI).

o Regulations/laws. These typically result either from government
agencies including code-type requirements in regulations/laws or citing
specific existing codes (thereby making them part of the law).

CWS requires a system to identify, develop, acquire, evaluate, disseminate,
and provide access to applicable codes, standards, regulations, and laws that affect
process safety. The standards system addresses both internal and external
standards; national and international codes and standards; and local, state, and
federal regulations and laws. The system makes this information easily and quickly
accessible to potential users. The standards system interacts in some fashion with
every RBPS management system element.

If the CWS element work is done at a company level, then the responsible
party keeps a list of all applicable requirements and copies of all such updated
documents. This information is typically communicated to division- and facility-
level personnel responsible for local compliance activities.

Facilities that exhibit a high demand rate for maintaining compliance with
frequently changing standards may need greater specificity in the standards
procedure and larger allocation of personnel resources to fulfill the defined roles
and responsibilities. Lower demand situations can allow facilities to operate a
standards protocol with greater flexibility — possibly with a single person
providing the advisory service at a divisional or corporate level for multiple
facilities. Facilities with strong process safety cultures generally will have more
performance-based standards procedures, allowing trained employees to use good
judgment in managing compliance. Facilities with an immature or evolving
process safety culture may require more prescriptive standards procedures, more
frequent auditing, and greater command and control management system features
to ensure good standards implementation discipline.

Another common term important to the CWS element is recognized and
generally accepted good engineering practices (RAGAGEPs). A RAGAGEP is a
consensus code, standard, or guideline that provides the engineering practices for
the design, fabrication, installation, maintenance, and/or inspection/testing of
equipment. A RAGAGEP can be mandatory (e.g., regulatory or insurance),
suggested, or common practice. Without a good RAGAGEP program, the
effectiveness of compliance efforts and the safety of operations may be reduced.

Following are steps to ensure that thorough consideration of the applicable
and appropriate RAGAGEPs has taken place:

1. Develop a general knowledge of RAGAGEPs.
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2. Identify which RAGAGEPs may apply to your equipment, chemicals, or
processes.
3. Assess the applicability and scope of each candidate RAGAGEP.

4. Document the approach.

The need for documentation cannot be emphasized too strongly. Proper
documentation demonstrates that you have undertaken and completed a thorough
consideration of the appropriate RAGAGEPs. The objective is to develop enough
understanding to answer the following questions:

e  Which organizations issue RAGAGEPs applicable to the industry and
type of facility?

e  Which organizations issue RAGAGEPs applicable to the chemicals or
hydrocarbons handled at your facility?

e  Which organizations issue RAGAGEPs applicable to the types of
equipment in your facility?

e What are the scopes and applications of these organizations’
RAGAGEPs?

Keep in mind that standards often provide alternate methods and frequently
change, so applying some of the RAGAGEPs will require interpretation and
judgment.

Common challenges for a RAGAGEP program, particularly in small facilities,
include:

e developing RAGAGEP awareness among staff members,

e developing and maintaining a RAGAGEP knowledge base,

e dedicating the resources required to implement applicable RAGAGEPs,

e dealing with incomplete or no documentation (e.g., of equipment design
or fabrication), and

e  dealing with equipment not in compliance with RAGAGEPs.

When resources are severely limited, maintaining and using the level of
expertise required to meet common accepted standards is a major challenge.

Once a CWS clement and/or RAGAGEP program knowledge base has been
established, it must be maintained. One common problem is losing this knowledge
base when personnel change assignments or leave the company. This is
particularly a problem for smaller facilities where only one or two people serve as
the RAGAGEP experts. The following methods can be utilized to assist in
maintaining the program:

e Incorporate ongoing awareness of applicable RAGAGEPs in written job
descriptions, goals, objectives, and performance appraisals.

e Include RAGAGEDPs: in the initial training agenda for new employees.
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e Instead of developing a single expert, develop experts in each engineering
discipline.

e Provide opportunities for different individuals to attend RAGAGEP
training courses.

e  Develop a network of RAGAGEP experts from the corporate engineering
department and local contractors.

Finally, consider striving for proactive compliance in your CWS element or
RAGAGEP program. Proactive compliance can be defined as “staying ready so
you do not have to get ready.” It involves using the wide body of knowledge that is
embedded in the codes, standards, and RAGAGEPs to (1) assist with the conduct
of business in the most cost-effective and efficient manner and (2) help avoid
losses. Proactive compliance sets the attitude that you will use a code to achieve a
high level of accomplishment and achievement. It forces you to determine a
positive course of action and then implement it.

The “Mechanical Integrity Test and Inspection (MITI) Guide” on the files on
the Web accompanying this book (provided by Eli Lilly and Company) provides
an example of implementing the CWS element using RAGAGEPs.

5.3.3 Process Safety Competency

Developing and maintaining a Process safety competency (PSC) element
encompasses three interrelated actions: (1) continuously improving knowledge and
competency, (2) ensuring that appropriate information is available to people who
need it, and (3) consistently applying what has been learned.

The learning aspect includes efforts to develop, discover, or otherwise
enhance knowledge. It ranges from narrowly defined tasks that develop new
information based on a specific request, such as conducting experiments that
provide data needed by hazard identification and risk analysis teams, to wide-
ranging efforts to maintain and advance the knowledge base of the entire
organization or even a sector of the chemical industry. The learning aspect also
includes structured means to retain people-based knowledge, including succession
planning.

The PSC element is closely related to the knowledge and training elements of
the RBPS system. While the PSC element often generates new information, the
knowledge element provides the means to catalog and store information so that it
can be retrieved on request. The PSC element focuses primarily on organizational
learning, whereas the training element addresses efforts to develop and maintain
the competence of each individual worker.



128 GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

The PSC element involves increasing the body of knowledge and, when
applicable, pushing newly acquired knowledge out to appropriate parts of the
organization, sometimes independently of any request. Most importantly, this
element supports the application of this body of process knowledge to situations
that help manage risk and improve facility performance.

Unlike some of the other RBPS elements, no simple answer exists as to “how”
PSC is achieved. The single most important factor is a commitment by senior
management to support efforts to learn and to share new information and insights
among units at a facility, with sister facilities within the company, and potentially
with other companies. Once the commitment is in place, opportunities to learn and
interact with others abound. Some information will have to be passed along
through mentorship and collaboration; both of these activities typically require
active management support to ensure success. A closely related activity is
succession planning, which is an intentional activity that helps ensure that key
positions are staffed with individuals who possess specific knowledge and
experience.

Note: “Vision 20/20,” developed by CCPS (Ref. 5.5), looks into the not-too-distant
Suture to describe how great process safety is delivered when it is collectively and
fervently supported by industry, regulators, academia, and the community
worldwide; driven by the five industry tenets;, and enhanced by the four global
societal themes. One of the five industry tenets is “Intentional Competency
Development to ensure that all employees who impact process safety are fully
capable of meeting the technical and behavioral requirements for their jobs.” The
bottom line: No matter how good the culture or management system is, or how
well the company adheres to standards, it takes highly competent employees to
implement those systems or standards. And that requires intentional competency
development.

Note: CCPS Project 239 (Guidelines for Process Safety Knowledge and Expertise )
will specifically address establishing and maintaining PSC within organizations.

5.3.4 Stakeholder Outreach
Stakeholder outreach (outreach) is a process for:

e seeking out individuals or organizations that can be, or believe they can
be, affected by company operations and engaging them in a dialogue
about process safety;

e cstablishing a relationship with community organizations, other
companies, professional groups, and local, state, and federal authorities;
and

e providing accurate information about the company’s and the facility’s
products, processes, plans, hazards, and risks.

This process ensures that management makes relevant PSI available to a
variety of organizations. This element also encourages the sharing of relevant
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information and lessons learned with similar facilities within the company and
with other companies in the industry group. Finally, the outreach element
promotes involvement of the facility in the local community and facilitates
communication of information and facility activities that could affect the
community.

Companies train key personnel to interact with important stakeholder groups
during planned events and provide resources for all employees to use in their
everyday encounters with the public. Crisis communication and outreach training
is provided to senior management to help deal with episodic events.

Higher risk situations usually dictate a greater need for formality and
thoroughness in the implementation of the outreach element. Conversely,
companies having lower risk situations may appropriately decide to pursue
outreach activities in a less rigorous fashion. In the case of the outreach element,
risk takes on a two-fold meaning: (1) the risk of experiencing an incident and
(2) the risk of experiencing an adverse stakeholder reaction as a result of a process
safety issue at the facility or other facilities within the company or industry. A
higher risk situation may demand a more formal risk communication program that
provides detailed information to stakeholders and keeps them updated. In a lower
risk situation, a general community outreach policy, via informal practices by
trained key employees, may be sufficient.

5.3.5 Conduct of Operations (Operational Discipline)

Conduct of operations (COO) is the execution of operational and management
tasks in a deliberate and structured manner. It is also sometimes called operational
discipline (OD) or formality of operations, and it is closely tied to an
organization’s culture. Conduct of operations institutionalizes the pursuit of
excellence in the performance of every task and minimizes variations in
performance. Workers at every level are expected to perform their duties with
alertness, due thought, full knowledge, sound judgment, and a proper sense of
pride and accountability (Refs. 5.6 and 5.7).

To develop an effective COO element program, an organization must start
with an honest statement of its objectives and risk tolerance. Considering the
outputs of other elements, the organization can then formulate an operations policy
and document it, along with the procedures for its implementation. However, the
program cannot be merely words on paper. Workers must be trained on the
policies and procedures so that they understand the goals and expectations, the
lines of authority, and their personal accountability. They must apply good
reasoning and judgment (founded upon a sound process safety culture) in all
situations, but particularly when action is required in situations not specifically
addressed by policy or procedure.

Beyond that, the most critical, ongoing requirement is that management lead
by example. If a procedure instructs workers to shut down the process under
defined emergency conditions, but management praises operators who “ride it out”
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and avoid a shutdown, then operational discipline will suffer. COO and OD
tolerate no deviation from approved procedures, even if the outcome of a deviation
is inconsequential or desirable. Thus, management must hold workers accountable
for their actions in all circumstances to avoid the normalization of deviation.

The CCPS book Conduct of Operations and Operational Discipline for
Improving Process Safety in Industry provides extensive discussion and guidance
on this element. In particular, Chapter 7 provides guidance on implementing and
maintaining COO/OD systems. The key points from Chapter 7 are summarized in
the Plan-Do-Check-Adjust (PDCA) process shown in Table 5.1.

Table 5.1 The PDCA Process Applied to COO/OD Implementation

e Set a measurable objective toward the goal for the
COO/OD effort

e Identify the processes impacted by COO/OD
e Select where to apply COO/OD

PLAN: o List the steps in each process as it currently exists
Analyze the situation and

develop a plan e  Map each process

e Identify issues related to COO/OD implementation

e Collect data on the current process

e Generate implementation plans

e Gain approval and support

e Implement the chosen solution on a trial or pilot basis
DO: (first pass through the PDCA cycle)
Implement the plan e Implement the change throughout the organization

(subsequent passes through the PDCA cycle)

e Gather data on the modified system results

e Analyze the results data

e Achieved the desired goal?

CHECK: o If YES, skip the Act step, revise the goal to the
Evaluate the results next objective for continuous improvement, update
the plan, and repeat the PDCA cycle

o If NO, proceed to the Act step, modify the
implementation plan, and repeat the cycle

e Identify systemic changes and training needs for full
ADJUST: implementation
Standardize the

implementation (and
continuously improve)

e Plan ongoing monitoring of the COO/OD system

e Continue to look for incremental improvements to
COO/OD

5.3.6 Measurement and Metrics

The measurement and metrics (metrics) element establishes performance and
efficiency indicators to monitor the near-real-time effectiveness of the RBPS
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management system and its constituent elements and work activities (Ref. 5.8).
This element addresses which indicators to consider, how often to collect data, and
what to do with the information to help ensure responsive, effective RBPS
management system operation.

A combination of leading and lagging indicators is often the best way to
provide a complete picture of process safety effectiveness (Ref. 5.9). Outcome-
oriented lagging indicators, such as incident rates, are generally not sensitive
enough to be useful for continuous improvement of PSM systems because
incidents occur too infrequently. Measuring PSM performance requires the use of
leading indicators, such as the rate of improperly performed line-breaking
activities.

Metrics can be established as a facility designs, corrects, or improves its PSM
system (Ref. 5.10). Establishing metrics (in particular, the data-gathering and
refreshing mechanisms) is simpler to do during the initial design and
implementation of the system. Each RBPS book chapter has a section that contains
a list of possible metrics proposed for that element’s key principles (Section X.5,
where X is the chapter number). Readers can select from these examples or
develop their own ideas. Typically, a small set of metrics is proposed, data are
gathered, and the set is pilot tested to see if tracking the metric data helps identify
management system degradation. This metrics experiment should last a minimum
of several “metric refresh cycles” and, at most, until the next formal RBPS audit is
conducted. At that time, the audit can show whether the metrics have been
correctly projecting the performance of the PSM system.

Extensive additional information and guidance regarding measurement and
metrics can be found in the following resources:

e A CCPS publication entitled Process Safety Leading and Lagging Metrics
... You Don’t Improve What You Don’t Measure (Ref. 5.11). It describes
three categories of metrics:

o Lagging metrics. Lagging metrics are a retrospective set of metrics
that are based on incidents that meet the threshold of severity that
should be reported as part of the industry-wide process safety metric.

o Leading metrics. Leading metrics are a forward-looking set of
metrics that indicate the performance of the key work processes,
operating discipline, or layers of protection that prevent incidents

o Near-miss and other internal lagging metrics. These metrics
describe less severe incidents (i.e., below the threshold for inclusion
in the industry lagging metric), or unsafe conditions that activated
one or more layers of protection. Although these are actual events
(i.e., lagging metrics), they are generally considered to be good
indications of conditions that could ultimately lead to a more severe
incident.
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The document strongly recommends that all companies incorporate each
of these three types of metrics into their internal PSM system.
Recommended metrics for each of these categories are included in the
three primary sections of the document.

The CCPS book Guidelines for Process Safety Metrics (Ref. 5.12). This
book provides basic information on process safety performance
indicators, including a comprehensive list of metrics for measuring
performance and examples of how they can be successfully applied over
both the short and long term. Readers can use the guidance in this book to
help identify appropriate metrics useful in monitoring performance and
improving process safety programs.

The CCPS book Integrating Management Systems and Metrics to
Improve Process Safety Performance (Ref. 5.13). This book was written,
in part, to capture the recent advances in understanding how process
safety performance improvements can be measured with a combination of
leading and lagging indicators. Since the management programs for the
process and personal safety, health, environment, quality, and security
(SHEQ&S) groups have developed separately in many organizations,
these guidelines were written to help organizations identify common
process safety metrics across the SHEQ&S groups. Integrating these
metrics will reduce an organization’s overall operational risks.

Developing Process Safety Indicators: A Step-by-Step Guide for
Chemical and Major Hazard Industries (Ref. 5.10). This Health and
Safety Executive publication presents a six-step process for developing
and implementing safety indicators: (1) establish the organizational
arrangements to implement indicators, (2) decide on the scope of the
indicators, (3) identify the risk control systems and decide on the
outcomes, (4) identify critical elements of each risk control system, (5)
establish a data-collection and reporting system, and (6) review.

The Organisation for Economic Cooperation and Development (OECD)
publication Guidance for Industry, Public Authorities and Communities
for Developing SPI Programmes Related to Chemical Accident
Prevention, Preparedness and Response (Ref. 5.9). The three chapters in
this document are designed to help public authorities (including
emergency response personnel) and organizations representing
communities/public better understand safety performance indicators (SPI)
and how to implement SPI programs. However, many of the approaches
suggested can also be applied to implementing metrics programs in the
petrochemical industry.

ANSI/API RP 754, Process Safety Performance Indicators for the
Refining and Petrochemical Industries (Ref. 5.14). This recommended
practice describes possible metrics that are grouped into four tiers and
address both leading and lagging indicators.
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Note: Integrating Management Systems and Metrics to Improve Process Safety
Performance provides examples of implementing this element.

5.3.7 Management Review and Continuous Improvement

Management review is the routine evaluation of whether management systems are
performing as intended and producing the desired results as efficiently as possible.
It is the ongoing due diligence review by management that fills the gap between
day-to-day work activities and periodic formal audits, thereby allowing ongoing
evaluation and guiding continuous improvement. Management reviews have many
of the characteristics of a first-party audit as described in Chapter 21 of the RBPS
book. They require a similar system for scheduling, staffing, and effectively
evaluating all RBPS elements, and a system should be in place for implementing
any resulting plans for improvement or corrective action and verifying their
effectiveness.

Management reviews are conducted with the same underlying intent as an
audit — to evaluate the effectiveness of the implementation of an entire RBPS
element or a particular element task. However, because the objective of a
management review is to spot current or incipient deficiencies, the reviews are
more broadly focused and more frequent than audits, and they are typically
conducted in a less formal manner.

Nevertheless, like an audit a management review should at least check the
implementation status of one or more RBPS elements against established
requirements. The management review team meets with the individuals
responsible for managing and executing the subject element to (1) present program
documentation and implementation records, (2) offer direct observations of
conditions and activities, and (3) answer questions about program activities. The
team attempts to answer such questions as:

e What is the quality of our program?
o Are these the results we want?
e Are we working on the right things?

Organizational changes, staff changes, new projects or standards, efficiency
improvements, and any other anticipated challenges to the subject element are also
discussed so that management can proactively address those issues.

Recommendations for addressing any existing or anticipated performance
gaps or inefficiencies are proposed, and responsibilities and schedules for
addressing the recommendations are assigned. Typically, the same system used to
track corrective actions from audit findings is used to track management review
recommendations to their resolution. The meeting minutes and documentation of
each recommendation’s resolution are maintained as required to meet
programmatic needs.



134 GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

Management review results should be monitored over time, and more frequent
reviews should be scheduled if persistent problems are evident.

5.4 MONITORING NEW ELEMENTS OR ACTIVITIES

Section 4.6 of this book discusses monitoring the initial implementation and
performance of a new PSM system. Similarly, in addition to establishing ongoing
measurement, management review, and auditing requirements for the new
elements (as discussed in Section 4.4), also consider the need to:

e establish a plan/means for collecting PSM metrics and other feedback and
data on the performance of the new elements,

e develop a plan for the initial conduct of PSM management reviews, and

e create a plan for the initial auditing of the PSM elements/activities.

Note: The guidance provided in Section 4.6 regarding each of these activities can
be utilized.
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6

IMPROVING AN EXISTING PSM
ELEMENT OR SYSTEM

6.1 DETERMINING WHICH ELEMENTS TO IMPROVE

Improving a PSM element or system (program) will be difficult without the
appropriate management support to do so. The recommended first step in gaining
management support is to conduct a high-level value gap analysis of the entire
PSM program. This analysis will not only identify compliance gaps in the
company’s PSM program, it will also show gaps in efficiency, general safety,
uptime, and cost. Of course, companies may choose to do only what is necessary
to meet compliance versus seeking “extra” value through cost avoidance,
improved facility efficiencies, etc.

Note: This chapter focuses on the improvement of an existing PSM element or
system at one site. Multinational organizations attempting to implement similar
actions at multiple sites will face additional challenges.

6.1.1 Value Gap Analysis

The initial step in improving an existing PSM element or system is to determine
which elements or parts of the system require improvement. There are certainly a
number of ways this can be done, but the most effective is normally to conduct a
value gap analysis. A determination of the value for variances identified in the
program will be the basis for justification to proceed with improvements to the
PSM program. The value gap analysis can be developed from the last PSM audit
results or a separate PSM assessment. It will include the value of improved safety
performance, increased facility utilization or uptime, cost avoidance, and
regulatory compliance. The PSM coordinator typically facilitates the value gap
analysis with significant input from engineering, maintenance, and operations
personnel. Once developed, the value gap analysis is then reviewed with the
various levels of management required to gain approval to proceed. An example of
a high-level value gap analysis for some of the PSM elements is shown in Table
6.1.
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Table 6.1 Example of a High-level Value Gap Analysis
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workplace.

PSM
PSM Requirement — Element Recommendation
PHA Gap Value of Gap to Close Gap
[1910.119(e)3)]. The process | Current PHAs | Closing this gap will Include a review of
hazard analysis shall address: do not improve safety of the previous significant
(i) The hazards of the | address process by identifying | incidents and near
process; previous hazardous scenarios misses in all future
(i) The identification of any incidents that | that have occurred, PHAs.
previous incident which | 12 8 likely allowing the PHA
had a likely potential for potential for team to consider these
catastrophi}é P catastrophic incidents when
consequences in the | consequences. assessing the adequacy
workplace; of existing adverse
’ reaction QRAs.
(iii) Engineering and . Q. )
administrative  controls Closing this gap will
applicable to the hazards also ensure regulatory
and their compliance.
interrelationships ~ such Closing this gap will
as appropriate also prevent costs
application of detection aSSO?latefl Wlth
methodologies to possible incidents that
provide early warning of may have arisen as a
releases.  (Acceptable resultof not
detection methods might addressing poter}tlal
include process hazards (determine the
monitoring and control cost of a serious
instrumentation with incident in the process
alarms, and detection that included loss of
hardware ~ such  as containment and
hydrocarbon sensors); potential injuries).
(iv) Consequences of failure
of engineering  and
administrative controls;
(v) Facility siting;
(vi) Human factors; and
(vii) A qualitative evaluation
of a range of the
possible  safety  and
health effects of failure
of controls on
employees  in  the
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Table 6.1 Continued
PSM Requirement — PSM Element Recommendation
Operating Procedures Gap Value of Gap to Close Gap
(i1)  Operating limits: Consequences of | Closing this gap Update operating
(A) Consequences of | deviationand will improve safety | procedures to include
deviation; and steps required to | of the process by consequences of
correct the providing a vital deviation to critical

(B) Steps required to
correct or avoid
deviation.

deviation are not
readily available
to operations
personnel.

tool to operations
personnel to use
during training for
response to upset or
emergency
conditions.

Closing this gap
will also ensure
regulatory
compliance.
Closing this gap
will also prevent
costs associated
with process upsets
that may have been
prevented if this
requirement had
been in place.
(determine the cost
of a process upset).

process variables and
include steps required
to correct or avoid the
deviation.
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Table 6.1 Continued

@)

(if)

(iif)

(iv)

and testing.

Inspections and tests
shall be performed on
process equipment.
Inspection and testing
procedures shall follow
recognized and
generally accepted
good engineering
practices.

The frequency  of
inspections and tests of
process equipment
shall be consistent with
applicable
manufacturer’s
recommendations and
good engineering
practices, and more
frequently if
determined to  be
necessary by  prior
operating experience.
The employer shall
document each
inspection and test that
has been performed on
process equipment.
The documentation
shall identify the date
of the inspection or
test, the name of the
person who performed
the inspection or test,
the serial number or
other identifier of the
equipment on which
the inspection or test

was  performed, a
description  of  the
inspection  or  test
performed, and the

results of the inspection
or test.

tests have not
been routinely
conducted on
process piping
from the feed
tank to the
reactors, nor
have they been
conducted on
the reactors.

improve safety of the
process as the data
will allow
identification of
required repairs or
replacement before a
loss of containment
occurs.

Closing this gap will
also ensure regulatory
compliance.

Closing this gap will
prevent costs
associated with
equipment downtime
and a loss of
containment incident
(determine the cost of
equipment downtime
and a loss of

containment incident).

PSM Requirement — PSM Recommendation
Mechanical Integrity Element Gap Value of Gap to Close Gap
[1910.119(j)4)]. Inspection | Inspections and | Closing this gap will Establish an inspection,

test, and preventive
maintenance (ITPM)
program for the reactor
feed piping and
associated reactors.




6 IMPROVING AN EXISTING PSM ELEMENT OR SYSTEM 141
Table 6.1 Continued
PSM
PSM Requirement — Element Recommendation
Hot Work Permit Gap Value of Gap to Close Gap
[1910.119(k)(2)]. The | The identity of | Closing this gap will Establish a process to
permit shall document that | the object on improve safety of the verify that the object
the fire prevention and | which hot process as each permit | on which welding is to
protection requirements in 29 | work will be will clearly state where | occur is clearly
CFR 1910.252(a) have been | performed is hot work will be identified on all hot

implemented prior to
beginning the hot work
operations; it shall indicate
the date(s) authorized for hot
work; and identify the object
on which hot work is to be
performed.

not routinely
included on hot
work permits.

performed.

Closing this gap will
also ensure regulatory
compliance.

Closing this gap will
prevent costs
associated with a
potential
fire/hazardous
chemical release or
injuries (determine the
cost of a process
fire/hazardous
chemical release with
injuries).

work permits. Train
personnel on properly
completing hot work
permits. Conduct
periodic audits to
ensure compliance with
this requirement.
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Eli Lilly and Company (Lilly), a global pharmaceutical firm, went through an
effort to improve its existing PSM system. This improvement effort included
developing and completing a "Brown Paper" Should-Be/As-Is Gap Analysis
process. The Brown Paper process involved placing large rolls of brown
paper/butcher paper on walls and writing the Should-Be map on the paper. The gap
analysis team then worked with site teams to map the business process steps at
each plant site. When gaps were identified, an action plan was developed to
address each gap. Lilly also sent implementation teams of at least three people to
each plant site to conduct As-Is/Should-Be Gap Analyses at these sites. Each site
was required to supply at least three teams for up to four weeks at a time, with the
purpose of creating action plans with sites that would integrate Lilly’s internal
PSM process — Globally Integrated Process Safety Management (GIPSM) — with
local site processes, owned by local personnel. See Appendix II for more
information on Lilly’s PSM implementation effort and this gap analysis.

The value gap analysis will also be used later when identifying the areas of
PSM that should be assessed as described in Section 6.2.

As is typical for project development, a cost and resource analysis should be
developed to accompany the justification. Most of the costs will be to provide the
employees required to staff the project. A full-time leader will be required, as will
a team of three to seven employees, depending on the scope of the project. Time
allocation requirements for individual team members may range from 10 percent
to 25 percent.

6.2 ASSESSING THE PROGRAM AND DETERMINING THE
ROOT CAUSES OF POOR PERFORMANCE

6.2.1 Program Assessment

Once management agrees with the justification, cost, and resource loading for the
project, an overall assessment of the PSM program should be conducted to initiate
improvement for a PSM element or system. To obtain an unbiased assessment of
the various elements of the program, an independent third party will often be
involved in this review. For example, the assessment could be completely
conducted by a third party, led by a third party, or include a third-party team
member.

The assessment should be comprehensive and not just a sampling of the
selected PSM elements or system. In other words, it should be more extensive
than an analysis of variance from the PSM standard. It should also be a
benchmarking exercise versus similar facilities in the same company or similar
facilities in the same industry. A third party may provide significant benefits here
as they bring knowledge of what is done at other sites and other companies.
Benchmarking data can be very difficult to obtain on an intercompany basis.
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The assessment will be similar in nature to a PSM audit, but it will delve
deeper and will point out where best practices could be implemented to enhance
programs that already meet regulatory compliance. One key to the assessment will
be sharing of ideas by experienced facility personnel. If a certain area of PSM is
not working as intended, facility personnel can help shed light on the issues.

A standard PSM audit table may be used to document the results of the
assessment. Tasks that should be completed during the assessment include:

e cemployees’ roundtable discussion of PSM issues,

e  Dbest practice sharing by the site and the assessment team,

e records reviews,

e review of previous audits,

e employee interviews,

e review of corrective action follow-up systems currently in use,
e field tours, and

e review of PSM elements/systems in action (MOC, PSSR, safe work
permits, PHA, inspections, etc.).

See Table 6.2 for an example PSM assessment format. This is an abbreviation
of a table listing the 14 OSHA PSM elements in the first column. A completed
assessment table would typically list all of the requirements of each element per
the PSM standard or other framework being assessed in the first column. The
assessment team would utilize/consider each task for all the requirements of each
element. The company would decide whether recommendations are to be included
in the assessment. The PSM program improvement team may be asked to develop
the recommendations instead of the assessment team.

A company may decide to limit the scope of this PSM assessment based on
the outcome of the value gap analysis described in section 6.1.1. The value gap
analysis is a tool that can be used to set priorities for the PSM program
improvement team. The more significant the gap (safety, regulatory, cost), the
higher the priority will be. Using this tool to set priorities is especially important
when resources are limited and competing with other important initiatives.

6.2.2 Root Causes of Performance Gaps

A company may choose different ways to determine the root cause(s) of the
gap(s) that are identified. A performance gap from the assessment is normally an
indication of a management system weakness. This means that the root cause was
something over which management had control. Figure 6.1 presents a typical
flowchart for determining root causes.

In this flowchart a loss event or condition represents the performance gap.
The causal factors are the equipment or personnel performance gaps.
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Table 6.2 Example PSM Assessment Protocol

Participation (EP)

satisfied with the plan?

Best practice sharing by the site
and the assessment team — Does the
plan cover more than just the 14
regulatory elements? What sharing
does the assessment team have for
the site?

Records reviews — Is the plan up to
date with current practice?

Review of previous audits — Have
there been any issues cited with the
plan in the past?

Employee interviews — Any other
issues not surfaced in the
roundtable?

Review of follow-up systems in use
- NA

Held tours — NJA

Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Are
employees actively involved in all
elements?

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(c)(1)]. Employees roundtable discussion
Employee of PSMissues — Are employees
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Table 6.2 Continued
Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice

[1910.119(d)]. Employees roundtable discussion of

Process Safety PSM issues — Are employees satisfied

Information with the completeness of the PST?

(PSI) What gaps are there in the PSI? Is the

PSI readily available?

Best practice sharing by the site and
the assessment team — Does the PSI go
further than the standard? What are the
systems by which employees can
access the PSI? Are these systems user
friendly? What sharing does the
assessment team have for the site?
Records reviews — Has the PSI been
kept current? Is the PSI complete?
Review of previous audits — Have
there been any issues cited with the
PSlin the past?

Employee interviews — Any other
issues not surfaced in the roundtable?
Review of follow-up systems in use —
What systems are used to keep track of
drawing updates, SDS updates, file
updates, etc.?

Feld tours — Are P&IDs up to date
with what is in the field?

Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Is PSI
updated in conjunction with MOCs? Is
PSI available and up to date for use in
PHAEs, inspections, etc.?
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Table 6.2 Continued

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(e)(1)]. 1. Employees roundtable discussion of
Process Hazard PSM issues — Are employees satisfied
Analysis (PHA) with how PHAs are conducted? Are

employees adequately involved in all
PHAs? Are the results of all PHAs
shared with all employees? Do
employees believe recommendations
from PHAs are implemented within
an appropriate time frame?

2. Best practice sharing by the site and
the assessment team — Do PHA
scopes go above and beyond the
standard? Are more employees used
on PHA teams than what the standard
calls for? Are procedural PHAs
carried out? What sharing does the
assessment team have for the site?

3. Records reviews — Have PHAs been
conducted within the five-year
windows? Is PHA content in
compliance with the standard? Have
recommendations been resolved and
implemented in a timely manner?

4.  Review of previous audits — Have
there been any issues cited with the
PHA in the past?

5. Employee interviews — Any other
issues not surfaced in the roundtable?

6.  Review of follow-up systems in use —
What systems are used to keep track
of PHA recommendations?

7.  Held tours — Are PHA scenarios used
in the control rooms on a daily basis?

8.  Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Sitin on a
PHA? Ask operations personnel about
PHA hazard scenarios.
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Table 6.2 Continued

147

Element

PSM Assessment Tasks

Assessment
Results

Gap Versus
Standard/ Best
Practice

[1910.119()1)].
Operating
Procedures (OP)

1.

Employees roundtable discussion of
PSM issues — Are employees satisfied
with the completeness of process
operating procedures? Are operating
procedures clear and easy to
understand? Do employees have an
opportunity to make recommendations
to update operating procedures when
more efficient ways to operate are
discovered?

Best practice sharing by the site and
the assessment team — Do operating
procedures cover more than what the
standard requires? Are operating
procedures laid out in checklist
format? What systems are used for
employees to access operating
procedures? Are these systems user
friendly? Are there safe work
practices for lockout/tagout, confined
space entry, opening process
equipment/piping, and control of
entrance to and exit from processes?
What sharing does the assessment
team have for the site?

Records reviews — Have the
procedures been kept current? Are the
procedures complete? Review a cross
section of completed work permits for
safe work practices.

Review of previous audits — Have
there been any issues cited with the
operating procedures in the past?
Employee interviews — Any other
issues not surfaced in the roundtable?
Review of follow-up systems in use —
What systems are used to keep track
of procedure updates? New
procedures?

Field tours — Are operating procedures
being used out in the process?

. Review of PSM elements in action

(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Access to
procedures in the control rooms.
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Table 6.2 Continued

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(g)(1)]. | 1. Employees roundtable discussion of
Training (TRN) PSM issues — Are employees satisfied

with the training program? Are
testing protocols adequate to ensure
understanding of the material
presented? Do employees have an
opportunity to make
recommendations to improve the
training program?

2. Best practice sharing by the site and
the assessment team — Do current
training programs cover more than
what the standard requires? What
types of electronic systems are used
for training programs? Are these
systems user friendly? What sharing
does the assessment team have for the
site?

3. Records reviews — Is all refresher
training current? Is new hire training
complete according to the site’s
training protocol? Does the site train
on operating procedures every three
years as required?

4.  Review of previous audits — Have
there been any issues cited with
training in the past?

5. Employee interviews — Any other
issues not surfaced in the roundtable?

6.  Review of follow-up systems in use —
What systems are used to keep track
of upcoming training? Of overdue
training courses?

7.  Held tours — Is there any training
underway during the assessment?
Classroom? On-the-job training?

8. Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Training
program changes in the works?
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Table 6.2 Continued

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(h )(1)]. 1. Employees roundtable discussion of
Contractors PSM issues — Are contractors well
(CON) trained to work in PSM areas? Do

contractors understand PSM? Is
safety awareness for contractors
equal to that of facility employees?

2. Best practice sharing by the site and
the assessment team — Do contractors
exercise stop work authority? Do
contractors introduce best practice
methods from other sites where they
work? What sharing does the
assessment team have for the site?

3. Records reviews — Are training
records up to date for each contract
employee? Do contractors follow set
training programs with established
testing protocols? Do contractor
safety metrics meet company
requirements?

4. Review of previous audits — Have
there been any issues cited with
contractors in the past?

5. Employee interviews — Any other
issues not surfaced in the roundtable?

6. Review of follow-up systems in use —
What systems are used to keep track
of contractor training? Of contractor
safety metrics? What systems are
used to track contractor performance?

7.  Held tours — Are audits performed of
contractor safe work practices? Are
audits performed off site at contractor
shop locations?

8. Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Are
contractors following all permit
requirements, including signing in to
PSM areas?
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Table 6.2 Continued

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119¢ )(1)]. 1. Employees roundtable discussion
Pre-Startup of PSM issues — Are employees
Safety Review involved in PSSRs? Are actions
(PSSR) from PSSRs completed before

startup (when required)? Are the

voices of employees heard during
PSSRs? Is all training completed

before startup (when required)?

2. Best practice sharing by the site
and the assessment team — Is there
a routine audit in place to ensure
compliance with the site PSSR
procedure? What type of database
is used to track PSSRs? Is this
system user friendly? What
sharing does the assessment team
have for the site?

3. Records reviews — Has the site
been following its PSSR
procedure? Are PSSR actions and
training completed in a timely
manner? Is there a PSSR for every
MOC?

4.  Review of previous audits — Have
there been any issues cited with
PSSRs in the past?

5. Employee interviews — Any other
issues not surfaced in the
roundtable?

6.  Review of follow-up systems in
use — What systems are used to
keep track of PSSRs and PSSR
actions? What happens when
actions are not completed in a
timely manner?

7. Held tours — Pull a completed
PSSR and check the field
installation versus the MOC.

8. Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Witness
a PSSR in the field.
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Table 6.2 Continued
Gap Versus
Assessment Standard/

Element PSM Assessment Tasks Results Best Practice
[1910.119¢)(1)]. 1. Employees roundtable discussion
Mechanical of PSM issues — Is there an active
Integrity (MI) ITPM program for the site? Does

the ITPM program encompass
everything that is required per the
industry or API standard that the
site follows? What protocols are
used to determine when to repair
versus replace equipment?

2. Best practice sharing by the site
and the assessment team — Does
the site go above and beyond what
the industry or API standard
requires? Is the site using risk
based inspection (RBI)? Does the
site make conservative decisions
for MI questions? What sharing
does the assessment team have for
the site?

3. Records reviews — Are there
overdue inspections of process
piping and vessels? Are equipment
records complete?

4. Review of previous audits — Have
there been any issues cited with
Ml in the past?

5. Employee interviews — Any other
issues not surfaced in the
roundtable?

6.  Review of follow-up systems in
use — What systems are used to
keep track of ITPM program
inspections? What happens when
inspections are not completed in a
timely manner?

7.  Held tours — Make an informal
assessment of MI conditions in the
field. Check relief devices in the
field versus what is in the files.

8. Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Track an
inspection work order from
beginning to end.
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Table 6.2 Continued

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(k)(1)]. 1. Employees roundtable discussion
Hot Work Permit of PSM issues — Are permits used
(HWP) as required per site procedures?
What issues are there with
ensuring that all permitting

requirements are followed?

2. Best practice sharing by the site
and the assessment team — Does
the site follow an industry
standard HWP format? Does the
site exceed the requirements of
this standard? Does the site have a
routine audit in place to ensure
HWP procedure compliance?
‘What sharing does the assessment
team have for the site?

3. Records reviews — Review a site
cross section of HWPs.

4. Review of previous audits — Have
there been any issues cited with
HWPs in the past?

5. Employee interviews — Any other
issues not surfaced in the
roundtable?

6.  Review of follow-up systems in
use — What systems are used to
keep track of HWP compliance
issues?

7. Held tours — Check several HWPs
in the field.

8. Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Review
past and proposed changes to the
HWP procedure.
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Table 6.2 Continued
Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(1)(1)]. Employees roundtable discussion of
Management of PSM issues — Are employees

Change (MOC)

involved in MOCs? Are actions from
MOCs completed in a timely
manner? Are the voices of employees
heard during MOCs? Is all training
completed in a timely manner? Are
the potential hazards from each
proposed change reviewed to the
appropriate degree prior to
implementation? Are MOCs
completed for every change on site in
PSM areas?

Best practice sharing by the site and
the assessment team — Is there a
routine audit in place to ensure
compliance with the site MOC
procedure? What type of database is
used to track MOCs? Is this system
user friendly? Does the current MOC
procedure go above and beyond the
standard? What sharing does the
assessment team have for the site?
Records reviews — Has the site been
following its MOC procedure? Are
MOC actions and training completed
in a timely manner? Is there a PSSR
for every MOC?

Review of previous audits — Have
there been any issues cited with
MOC:s in the past?

Employee interviews — Any other
issues not surfaced in the roundtable?

Review of follow-up systems in use —
What systems are used to keep track
of MOCs and MOC actions? What
happens when actions are not
completed in a timely manner?

Held tours — Ask “Has an MOC been
completed for that recent change?”
Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Pull a
completed MOC and verify that all
actions have been completed in the
field and in documentation as
intended. Check on the status of an
MOC that is not complete.
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Table 6.2 Continued

Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice
[1910.119(m)(1)]. 1. Employees roundtable discussion of
Incident PSM issues — Are employees
Investigation (1I) involved in IIs? Are actions from Ils

completed in a timely manner? Are
the voices of employees heard during
1Is? Are investigations conducted for
every significant incident? Does the
site have trained investigators?

2. Best practice sharing by the site and
the assessment team — Is there a
routine audit in place to ensure
compliance with the site’s 1T
procedure? What type of database is
used to track IIs? Is this system user
friendly? Does the current 11
procedure go above and beyond the
standard? What sharing does the
assessment team have for the site?

3. Records reviews — Has the site been
following its II procedure? Are I
actions completed in a timely
manner? Do actions address root
causes?

4.  Review of previous audits — Have
there been any issues cited with IIs in
the past?

5. Employee interviews — Any other
issues not surfaced in the roundtable?

6. Review of follow-up systems in use
— What systems are used to keep
track of Il actions? What happens
when actions are not completed in a
timely manner?

7.  Held tours — Review the site of the
last incident.

8.  Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Attend an
ITif possible. Track a completed II
from start to finish.
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Table 6.2 Continued
Gap Versus
Assessment Standard/ Best
Element PSM Assessment Tasks Results Practice

[1910.119(n)]. Employees roundtable discussion of

Emergency PSM issues — Are employees

Planning and involved in EPR? Are drills

Response (EPR)

conducted on a periodic basis?

Best practice sharing by the site and
the assessment team — Are outside
agencies involved in EPR drills?
Are outside agencies trained on the
possible hazardous release
scenarios of the site? Does the site
go above and beyond this standard?
What sharing does the assessment
team have for the site?

Records reviews — Is EPR
equipment inspected as required? Is
all EPR training up to date? Does
the level of training meet the
standard requirements? Does the
EPR drill scope and frequency meet
the standard?

Review of previous audits — Have
there been any issues cited with
EPR in the past?

Employee interviews — Any other
issues not surfaced in the
roundtable?

Review of follow-up systems in use
— What systems are used to keep
track of EPR drill critique actions?
To keep track of EPR actions for
incident investigations? What
happens when actions are not
completed in a timely manner?
Field tours — Inspect EPR
equipment.

Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) —
Participate in a routine EPR
meeting.
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Table 6.2 Continued

Audits (CA)

involved in CAs? Are results of
CAs shared with all employees? Do
CAs cover all elements and
requirements of the PSM standard?

Best practice sharing by the site and
the assessment team — Are third-
party auditors used to lead CAs?
Does the site go above and beyond
this standard? What sharing does
the assessment team have for the
site?

Records reviews — Are actions from
previous CAs completed in a timely
manner? Are CAs completed within
the three-year time frame as
required? Does each CA cover all
requirements of the standard?

Review of previous audits — Have
there been any issues cited with
CAs in the past?

Employee interviews — Any other
issues not surfaced in the
roundtable?

Review of follow-up systems in use
— What systems are used to keep
track of CA actions? What happens
when actions are not completed in a
timely manner?

Feld tours — Question facility
personnel on their knowledge of
past CAs.

Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) — Follow up
on CA actions to verify that they
were completed as intended.

Gap Versus
Assessment Standard/ Best
Element PSM Assessment Tasks Results Practice
[1910.119(0 )(1)]. Employees roundtable discussion of
Compliance PSM issues — Are employees
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Table 6.2 Continued
Gap Versus
Assessment Standard/
Element PSM Assessment Tasks Results Best Practice

[1910.119(p)(1)]. Employees roundtable discussion of

Trade Secrets PSM issues — Is information withheld

(TS) from employees due to trade secrets?

Best practice sharing by the site and
the assessment team — What sharing
does the assessment team have for
the site?

Records reviews — Any issues?
Review of previous audits — Have
there been any issues cited with TS in
the past?

Employee interviews — Any other
issues not surfaced in the roundtable?
Review of follow-up systems in use —
Any issues?

Field tours — N/A

Review of PSM elements in action
(MOC, PSSR, safe work permits,
PHA, inspections, etc.) - N/A




158 GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

The goal of root cause analysis (RCA) is to identify actions we can take to set
up our front-line personnel for success and eliminate or control factors that set
them up for failure.

Recommendations from RCAs can be classified into one of four levels:

o Level 1: Address the causal factor (front-line personnel performance gap
or equipment performance gap)

e Level 2: Address the cause of the specific problem
o Level 3: Fix similar, existing problems

o Level 4: Correct the business process that creates these problems (the
underlying management system performance gap)

To ensure an effective RCA process for your PSM program, Level 4
recommendations must be identified for each significant element or program gap.
Level 4 recommendations are aimed at correcting the management system issues
that led to a company’s PSM performance gaps. The recommendations, if complex
(i.e., not simple, straightforward, and obvious), should be tested to ensure that they
address these management system issues.

A
Recommendation
Causal
™™ Factor | Root Cause
Recommendation
LossEvent | |
or Condition
Root Cause » Recommendation
Causal
™ Factor | ”
Causal
™ Factor [ *
A

Figure 6.1 Flowchart for Determining Root Causes
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6.3 IMPROVING THE PSM PROGRAM

6.3.1 Team Charter

Ahead of selecting the PSM program improvement team, a team charter should be
developed. The charter may initially be developed by the project owner (e.g., site
manager, arca manager, SHE manager) with assistance from the site’s PSM
coordinator/manager. The charter should document the team’s purpose and clearly
define roles, responsibilities, and rules. It should also establish procedures for team
communication, reporting, and decision-making. The charter may include the
following sections:

1. Purpose. Describe the purpose of the team and the anticipated outcomes.
Much effort should be put into determining the purpose and anticipated
outcomes, including seeking input from all disciplines within the
organization. The purpose of the team will center around closing key gaps
in the PSM program, along with developing recommendations to help
close those gaps.

2. Background. Summarize the project the team is supporting, state how the
team fits within the organizational structure, and identify the project’s
customers.

3. Scope. Describe the scope and objectives and the team’s role in
addressing these. Define the goals the team must accomplish. Identify the
PSM programs, systems, and elements, and the locations, facilities, and
units that will or will not be impacted. In this section point the team in the
desired direction, but allow them enough leeway to develop the path that
will lead to the desired outcomes.

4. Team composition. Identify (a) the functional areas required to be
represented on the team, (b) the number of members from each, (c) core
members versus support or advisory members, (d) full-time or part-time
requirements, and (e) the anticipated time/resource commitments needed
for the estimated duration of the project.

5. Membership roles. Identify the role and responsibilities of each team
member. This is a critical part of the team charter. It will (a) help ensure
that the work of team members does not overlap and (b) give a clear
picture of what each member is expected to accomplish.

6. Team empowerment. Define the level of empowerment the team will
have. It is very important to let the team know what power they have to
“get things done.” It is also important to let other functional areas in the
facility know this in order to avoid any confusion or conflict.
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Team operations. Describe the team’s operational structure, such as its
decision-making (consensus or majority) process, plans to establish
ground rules or operating guidelines, need for logistical support, etc. The
team will be most effective when given the opportunity to establish its
own rules. Therefore, this section should be edited by the team once it has
been drafted.

Team performance assessment. Document key areas of performance
needed for team success, along with the means of measuring progress.
KPIs should include timing, number of resolutions developed for
compliance gaps, cost savings, and safety improvements (as well as
efficiency gains) as measured by company metrics.

Milestones and schedules. Include major activities and milestones as
part of the project schedule. The team needs to know when delivery is
expected for each phase of the project. Milestones are also good
checkpoints at which the team can review its progress to date and show
management what has been accomplished.

Reporting. Determine the method and frequency of reporting throughout
the project, up to delivery of the final report. With any project,
transparency helps ensure that there are no surprises in the final stages of
the team’s activities.

Signature page. Each team member should sign the charter to indicate
agreement with its contents. This will help ensure their ownership of the
project.

Approval. The project owner approves the team charter, including
granting the authorities requested above.

6.3.2 Team Formation

Once the assessment is complete and the charter has been developed, a PSM
program improvement team (or one with a similar title) should be formed. The
output of the assessment and the value gap analysis (the results of which will be
included in the charter) will have significant bearing on the makeup of the team. A
cross section of site employees will be required to achieve the success dictated in
the charter. Such employees may include, but not be limited to, the following:

PSM coordinator

Maintenance planner

Reliability/inspection specialist

Mechanical, electrical, and instrumentation technicians
Operators

Area managers

Engineers
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e  Supervisors
e Safety, health, and environmental personnel
e  Third-party representatives with PSM expertise

A wide-ranging scope encompassing most of the PSM elements will require a
very large team or a team that includes several specialist subteams. A more
targeted scope, such as one dealing with mechanical integrity, will require a
smaller, more focused team.

A team leader should be designated. Excellent candidates include PSM
coordinators/managers, engineering/operations/maintenance managers, or other
proven “leaders” at the site.

Choosing the right team for the task

General characteristics of effective process improvement teams include the
following:

o Relevant expertise. Whether a new system is being created or an
existing one modified, the people responsible must have enough
experience and judgment to provide meaningful input. The experience
of the team members provides credibility and promotes confidence
in the overall team and effort.

e Stakeholder representation. Every process has owners,
customers, and suppliers, and wherever possible all of these stakeholder
groups should be represented on the PSM program improvement team.
This representation promotes transparency, trust, and confidence in the
overall team and effort.

o Sufficient authority. PSM program improvement often requires
working across organizational boundaries, and in some companies this
requires specific authority. In addition, to be effective the team and its
leader should be adequately empowered to undertake the task at hand
without needing multiple approvals every step of the way.

e  Clearcut mission. As withother team structures, the team needs a clearly
articulated understanding of its charter, responsibilities, and limits.

In considering team composition, you will probably find that many
candidates have emerged through your PSM work to date. Members of the PSM
assessment team, because of their exposure to the initiative, are logical leaders for
program improvement teams and subteams; their continuing involvement also
helps reinforce consistency.
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6.3.3 Project Initiation

With the charter developed and the team formed, you can now begin to develop
improvements to the PSM programs that have been selected and prioritized using
the value gap analysis and the PSM assessment. The initial team meeting should
cover topics such as:

e  charter review;
e further scope development;
e setting of ground rules;

e discussion led by the team leader of management’s expectations (e.g.,
active involvement, time allocation, leadership, results driven activity);

e required team training (PSM, teamwork, etc.); and

e  desired outcomes, including the final work product.

6.4 DEVELOPING THE SOLUTION FOR AN ELEMENT OR
SYSTEM

6.4.1 Team Output

Once the scope has been set, the team will act on the results of the PSM
assessment. The team will determine how to manage the various sections of the
scope, which may include developing subteams for the various elements.

The team members will utilize recommendations from the PSM assessment
or will be requested to develop their own recommendations based on their
knowledge of and experience with facility systems.

Teams will be most effective when functioning as working teams, as
opposed to teams that assign work to be done. Working teams are those that
actually act on the recommendations they develop and help ensure that these
actions are implemented as desired by the team (or something close to what the
team wanted). Working teams work alongside area teams to provide the needed
expertise and assistance during the implementation stage. The teams will
normally require assistance to accomplish work, and this will come from
personnel from the area teams. The teams should stay intact until the work is
complete. Prioritized actions plans should be developed and tracked along the
way. The action plans will be assigned ownership with due dates. A tracking
database should be utilized for all team actions.

The teams’ recommendations must be feasible and provide gap closure
identified by the assessment. Acceptable recommendations must:

e address options for reducing the frequency and/or consequences of one
or more causal factors or root causes;
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e clearly state the intended action;
e  be practical, feasible, and achievable;
e not pose other unacceptable risks;

e be based on conclusions from data collected during the assessment/gap
analysis; and

e provide a general objective to be accomplished, followed by a specific
example of how it could be successfully accomplished.

6.4.2 Management Responsibility for Recommendations

Management is key to the success of the outcome of this project. To that end,
management must be willing to accept responsibility for the gaps identified in the
assessment/gap analysis, and be willing to accept responsibility for assessing and
managing the team’s recommendations. As far as recommendations go,
management responsibilities include:

e Review recommendations to evaluate feasibility, practicality, and
effectiveness
e  [Establish schedules for implementing accepted recommendations

e Assign individuals the responsibility of implementing accepted
recommendations

e [Evaluate recommendations as management of change items (when
applicable)

e Provide affected personnel with the necessary training related to
recommendations

e Document resolutions
e  Track recommendations to completion

e  Look for opportunities to reduce risk in other systems

6.5 MONITORING IMPROVEMENT OF AN ELEMENT OR
SYSTEM

6.5.1 Check Output Versus Established Criteria

As you near completion of each PSM program improvement project, it is useful to
check results against the criteria you established in the charter. You may find it
helpful to review the plan at intervals throughout the life of the project. Similarly,
you will want to ensure that the actions you develop address the priorities you
identified as part of the planning process.
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By checking against these criteria periodically, you can make any necessary
refinements or adjustments before undertaking full implementation. You should
also consider a final, global validation of all the system components to make sure
they integrate properly.

6.5.2 Measure and Monitor Installation

By the time you have successfully tested and refined your new PSM systems and
installation is underway, you and your team have passed a significant milestone.
Congratulations are in order — but there is still more to be done. The good news is
that at this point most of the effort shifts from the PSM team to your company's
facilities. As a result, your role will change from directing a project to supporting
and monitoring its local implementation. During the PSM installation phase,
activity will be spread widely throughout your company. Whether you have chosen
a centralized or a decentralized approach for PSM design and development,
installation must occur at the facility level. It is important to keep in mind that
individual facilities will be the ultimate owners and operators of the PSM systems
at their sites, and they must assume responsibility during installation. However,
there is still a need during this stage to maintain an overview of progress and
ensure that you are meeting the objectives of the original PSM plan. Measuring
and monitoring PSM installation helps ensure consistency and quality control; in
addition, effective monitoring helps keep local expenditures and schedules on
track. In effect, these activities protect the investment that you, your team, and
your company have made during the course of your work so far, and for this
reason they warrant continuing attention.

6.5.3 Metrics

Metrics are required to help monitor the performance of your PSM program.
Some key resources for information on PSM metrics needed to monitor your
program are listed below:

e The CCPS metrics Web site at www.aiche.org/ccps/search/metrics, which
provides a wealth of information, including brochures, presentations, and
Webinars on this subject

e The 40-plus-page CCPS brochure entitled Process Safety Leading and
Lagging Indicators . . . You Don’t Improve What You Don’t Measure
(Ref. 6.1)

o  The CCPS book Guidelines for Process Safety Metrics (Ref. 6.2), which
provides basic information on process safety performance indicators,
including a comprehensive list of metrics for measuring performance and
examples on how they can be successfully applied both short term and
long term

e Similarly, ANSI/API RP 754 (Ref. 6.3), which provides possible metrics,
grouped into four tiers
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6.5.4 Customer Feedback and Follow-up

For a management system to work effectively, users must accept it and contribute
to its continuous improvement. For this reason you should consider obtaining
“customer” feedback on a PSM system after it has been installed and operating for
a short time. Such feedback, from anyone who interacts with the system by
providing input, using information, or receiving reports, can greatly enhance the
effectiveness of the new PSM system. System users may have important
suggestions on how to improve or streamline a system, or they may not clearly
understand its importance or the part they play in its implementation. At the same
time, soliciting — and acting on — user feedback helps underscore the collaborative
nature of PSM and the fact that its success depends on the user.

Interviews conducted during onsite progress reviews provide one source of
user feedback. However, it is likely that you will speak with only a small number
of the people who interact with the PSM system. To acquire broader input, you
should consider a formal user survey. Written surveys request feedback on the
PSM system, asking about its clarity, ease of use, quality of training received on
the system, perceived barriers to its effective use, perceived effectiveness in
meeting objectives, and suggested modifications and improvements. These types
of surveys typically mix open-ended and "yes/no" questions and are distributed to
all system users. They tend to be simple and brief to encourage participation.

The results of a user survey should not be used as a "passlfail” test of the
system's success. Instead, consider the results as a way of helping to fine-tune the
system. To make the most of this exercise, retain quantitative results for
comparison against future surveys to help measure progress in continuous
improvement.

If you decide to conduct a PSM user survey, keep in mind that it is essential to
provide timely feedback to respondents on the survey results and the action plans
or system changes (if any) that result. If users see that their input has value and
impact, they are more likely to develop the sense of ownership that will help
determine the long-term success of the PSM system.

The installation of a PSM system does not complete the system development;
it begins the process of continuous improvement. All management systems can be
improved over time. Even if a "perfect" system could be designed, changing
business conditions, personnel, organizational structure, regulations, and technical
knowledge require that PSM management systems evolve over time. PSM
management systems should be regularly assessed to identify improvement
opportunities. Deficiencies discovered during PSM audits may highlight a need for
system improvement. PSM auditing is discussed in detail in the CCPS book
Guidelines for Auditing Process Safety Management Systems, 2nd Edition (Ref.
6.4).
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7

INTEGRATING PSM/HSE WITH A
BUSINESS MANAGEMENT SYSTEM

What is a business management system (BMS)? Here are a few representative
definitions:

e “A set of policies, practices, procedures, and processes used in
developing and deploying strategies, their execution, and all associated
management activity.” (www.BusinessDictionary.com)

o “A set of interrelated or interacting elements to establish policy and
objectives and to achieve those objectives.” (ISO 9000:2000)

e “The structure, processes and resources needed to establish an
organisation's policy and objectives and to achieve those objectives.”
(Chartered Quality Institute)

e “A set of tools for strategic planning and tactical implementation of
policies, practices, guidelines, processes and procedures that are used in
the development, deployment and execution of business plans and
strategies and all associated management activities.”
(www.MyManagementGuide.com)

e “A set of tools for strategic planning and tactical implementation of
policies, practices, guidelines, processes and procedures that are used in
the development, deployment and execution of business plans and
strategies and all associated management activities.” (The Law
Dictionary)

Many companies have instituted BMSs as a vehicle to improve the
performance, consistency, efficiency, and other aspects of their operations. Most of
these companies who also have a PSM or HSE system have recognized (1) that
there are many interactions between the BMS and the PSM/HSE system that have
potentially negative impacts on the PSM/HSE system and (2) the importance of
integrating (or better integrating) the PSM/HSE system with their BMS.

This chapter (1) focuses on possible BMS and PSM/HSE system interactions
with potentially negative impacts, (2) discusses how to prevent or minimize them,
and (3) provides general guidance on the important subject of integrating
PSM/HSE with the BMS.
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7.1 VALUES AND POLICY INTERFACES/CONFLICTS
WITH BUSINESS ENTERPRISE

Since one of the primary objectives of any business in a free enterprise system is to
achieve profits in order to stay in business, there is always a natural tendency for
the organizations and the individuals in them to focus on this objective, potentially
at the expense of their expressed values and policies implemented to achieve
objectives such as striving for zero injuries or fatalities, minimizing process safety
incidents, protecting the neighbors and the environment, etc. In other words,
companies may focus too much on profits at the expense of safety.

Most businesses (or companies) have missions and/or visions that are
designed to focus and guide them. These mission/vision statements should include
the value placed on employees, contractors, neighbors, and the environment,
especially for companies that handle or produce hazardous materials in the course
of business. These companies must place these values above profits and
understand that ultimately these values enable a profitable business. On the other
hand, placing profits ahead of these values will eventually cause the business to
fail. See Chapter 3 in this book, Chapter 3 in the RBPS book, and the other
materials referenced there for more information on process safety culture and its
importance to process safety performance.

7.2 TYPES OF BMS ACTIVITIES

Many types of systems exist and activities performed within the typical BMS, and
most if not all of these can impact the PSM system and PSM/HSE performance.
These impacts will be negative if the activity or interfaces with the PSM/HSE
systems are not managed properly. Following is a list of such activities, possible
behaviors, their potential PSM/HSE impacts, and things to consider to avoid or
minimize negative impacts:

e  Business model/profit and loss goals. A company’s business model, and
particularly the way in which profit and loss goals are set, can potentially
drive the internal organizations toward negative behaviors with negative
PSM/HSE impacts. Examples of these and measures to prevent or reduce
the behaviors/impacts are summarized in Table 7.1.

e Budgeting. In a different way but with similar results as from its business
model, the company/business/site budgeting process can drive negative
behaviors and PSM/HSE impacts; these can be prevented or reduced with
similar measures. See Table 7.1.
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e (Capital expenditure (Capex). Capex processes and activities are
typically developed by corporate/site engineering groups and driven by
those groups and individual project teams. Capex can drive behaviors
such as minimizing project costs, maintaining the project schedule, and
performing inadequate MOC reviews, all of which can weaken the PSM
system in one way or another. See Table 7.2 for additional information on
these, their impacts, and preventive measures.

Table 7.1 Business Model and Budgeting Behaviors, Impacts, and
Preventive Measures

Potential Negative
Possible Behaviors Impacts Preventive Measures
Focusing on profits much more A poor process safety | o Developing and maintaining a
than on PSM/HSE performance culture sound process safety culture (see

Chapter 5)

e Reminding stakeholders of
mission/vision/values and the
need for process safety to enable
business value

Unwillingness to add new PSM Lack of continuous e Ensuring that the addition of new
elements/activities improvement in PSM elements/activities is
PSM/HSE periodically considered (e.g., by
instituting a management review
and continuous improvement
element [see Chapter 5])

e Implementing and
institutionalizing process safety
metrics (see Chapter 5) to
identify and drive opportunities,
including new PSM elements or

activities
Delaying large, ongoing Increased loss of e Implementing and
expenditures related to PSM/HSE | containment institutionalizing process safety
in favor of short-term profits incidents and metrics (see Chapter 5),
(e.g., repeatedly delaying equipment including ones that ensure that
turnarounds, scheduled breakdowns routine maintenance, required
preventive maintenance, inspections/tests, and follow-up
painting) repairs are performed as required
by the PSM system

e Developing and maintaining a
sound process safety culture (see
Chapter 5), including educating
management (decision-makers)
on process safety

Maintaining or reducing All of the above All of the above
“headcount” when there may not
be enough people to sustain or
achieve planned improvements in
the PSM system
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Table 7.2 Capex Behaviors, Impacts, and Preventive Measures

the most cost-
effective) equipment,
leading to increased
breakdowns/incidents

Failure to provide
full, complete project
documentation,
leading to initial and
ongoing inaccuracies

Potential Negative
Possible Behaviors Impacts Preventive Measures
Minimizing project costs Installation of the Developing and maintaining a
cheapest (rather than sound process safety culture

(see Chapter 5)

Implementing a rigorous asset
integrity and reliability element
(see Chapter 12 of the RBPS
book)

design and process
safety information

Inadequate project
installation reviews
(“punch lists”) and
PSSRs, and/or
inadequate
equipment/system
function checks,
leading to poor
operation and
increased
breakdowns/incidents

in the process safety

information
Maintaining the project Performance of PHAs Developing and maintaining a
schedule with inadequate sound process safety culture

(see Chapter 5)

Developing a project
management work process that
establishes expectations for
PSM elements (PSI, PHA,
operating procedures, training,
MOC, PSSR, M, etc.)

Performing inadequate MOC
reviews

Large projects and/or
changes not
adequately reviewed
against PSM system
requirements,
including PHAs,
leading to inadequate
design and increased
breakdowns/incidents

Implementing and maintaining
a rigorous MOC element (see
Chapter 15 of the RBPS book)
Developing a project
management work process that
establishes expectations for
PSM elements (PSI, PHA,
operating procedures, training,
MOC, PSSR, M1, etc.)

e Quality. Although quality (e.g., ISO 9001) and PSM/HSE systems can be
successfully integrated, quality systems are sometimes segregated from
and in conflict with PSM/HSE systems, potentially driving organizations
toward negative behaviors and PSM/HSE impacts. Examples of these and
measures to prevent or reduce them are summarized in Table 7.3.

e  Security of information. Information security-related activities within an
organization’s BMS are generally not a problem. However, if they go to
the extreme of promoting behaviors where PSI or other PSM information
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is not fully or easily shared with employees or contractors (who need the
information for work they are performing) due to “confidentiality” or
“trade secrets” concerns, then the pendulum has swung too far. Open
access to such information should be provided, with training and/or
confidentiality agreements used to ensure adequate control of sensitive
information.

o Information technology (IT)/information management systems
(IMS). As discussed in Chapter 4, modern PSM systems typically require
some IT/IMS tools for successful operation. Conversely, IT and IMS
groups sometimes have excessive autonomy and/or a lack of customer
focus, which can lead to the “tail wagging the dog.” In other words, this
can result in an environment that makes it difficult, if not impossible, to
obtain, implement, and support all of the computer-based tools that are
needed (or at least cause significant delays and extra efforts). Therefore, it
is vital for organizations to develop and maintain a sound safety culture
(see Chapter 5) and, in particular, to continuously nurture the essential
feature of establishing safety as a core value.

Table 7.3 Quality Behaviors, Impacts, and Preventive Measures

Potential Negative
Possible Behaviors Impacts Preventive Measures
Focusing on and/or A poor process safety e Developing and maintaining a
discussing product quality | culture sound process safety culture
as much or more than (see Chapter 5) that drives an

PSM/HSE performance understanding of how quality

relates to process safety risk

Minimizing details in
procedure/policy
documents in order to
“say what we do and do
what we say”

Increased operating
issues, loss of containment
incidents, and equipment
breakdowns

Developing and maintaining a
conduct of operations and
operational discipline element
(see Chapter 5)

Overemphasizing “quality
critical” parameters,
instruments, etc. (at the
expense of PSM/HSE
equivalents)

“Dilution” of attention to
PSM/HSE critical
parameters, instruments,
etc., leading to increased
process safety incidents
and equipment
breakdowns

Developing and maintaining
robust process knowledge
documentation and operating
procedures (see Chapters 8
and 10 of the RBPS book)
Implementing and maintaining
a rigorous asset integrity and
reliability element (see
Chapter 12 of the RBPS book)
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Human resources (HR). In some organizations, the HR function controls
hiring, training, promotions and raises, discipline, and retirements with
little or no consideration/appreciation for the potential negative impacts
on the PSM/HSE system and performance. Examples of potential
personnel-related BMS behaviors, negative impacts, and preventive
measures are provided in Table 7.4.

Hiring and professional development. The HR BMS or other related
ones typically address hiring (of wage roll, salary, technical, and
management personnel) and professional development. Hiring and
professional development activities can drive negative behaviors and
PSM/HSE impacts. See Table 7.4 for examples of these as well as
preventive measures.

Competency. Similarly, competency-related activities within the BMS
(or lack thereof) can drive negative behaviors and negatively impact
PSM/HSE. Examples of these and measures to prevent or reduce the
behaviors/impacts are summarized in Table 7.4.

Apprenticeship and job rotation. A final area of personnel-related BMS
activities deals with apprenticeship and job rotation. In many cases, the
“rules” in this area are based on longstanding union contracts, which the
organization may or may not have challenged in the past. In any event,
relying too much on apprenticeship programs (at the expense of
individual competency) or excessively limiting job rotation can have
significant negative PSM/HSE impacts. See Table 7.4 for examples of
these as well as preventive measures.

Sustainable development. “Sustainability” is a common goal of
petrochemical manufacturing organizations, and it generally focuses on
minimizing waste and pollution from manufacturing processes to ensure
the most efficient operation over the long term. However, activities
should not be given a “pass” from meeting the PSM system requirements
simply because they will make a process or operation more sustainable.
An example is when many facilities/processes started collecting process
vents in common headers to flares and similar devices, using blowers,
vacuum pumps, etc. In many cases, these “environmental improvement”
projects did not receive adequate MOC reviews and PHAs, and
subsequently explosions occurred within the collection systems (see the
CCPS book Safe Design and Operation of Process Vents and Emission
Control Systems [Ref. 7.1] for more information on this important
subject). Therefore, organizations must ensure that PSM requirements are
followed by everyone all the time, particularly as they relate to MOC
reviews for new/modified facilities.
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Table 7.4 Personnel-related Behaviors, Impacts, and
Preventive Measures

Possible Behaviors

Potential Negative Impacts

Preventive Measures

Maintaining or reducing
“headcount” when there
may not be enough
people to sustain or
achieve planned
improvements in the
PSM system (for
example, by not hiring
additional people or
replacing retirees, or
through terminations or
retirement incentives)

e A poor process safety
culture

e Inadequate personnel
available, leading to
increased operational
issues, loss of containment
incidents, and equipment
breakdowns

Developing and
maintaining a sound
process safety culture
(see Chapter 5),
including a management
of organizational change
system

Implementing an
operator/technician
training system that
focuses on aspects such
as time in grade, tests,

e Inadequate training and/or
verification of
understanding, leading to
increased operating issues,
loss of containment

Implementing and
maintaining a rigorous
training and
performance assurance
element (see Chapter 14

or skills demos with incidents, and equipment of the RBPS book)
inadequate focus on breakdowns

operating/maintenance

procedures and

individual competency

Promoting based on e A poor process safety Developing and

getting results and/or
how well liked a person
is, with little or no
consideration of their
PSM/HSE performance
and priority

culture

e Personnel in supervisory
positions who lack
PSM/HSE competency,
leading to increased
operating issues, loss of
containment incidents, and
equipment breakdowns

maintaining a sound
process safety culture
(see Chapter 5)

Implementing a process

safety competency
element (see Chapter 5)

Discouraging or limiting
the use of disciplinary
action for poor
PSM/HSE performance
or violating cardinal
rules

e A poor process safety
culture

e Ongoing poor PSM/HSE
performance, leading to
increased process safety
incidents, injuries, and
near misses

Developing and
maintaining a sound
process safety culture
(see Chapter 5)

Implementing a conduct
of operations and
operational discipline
element (see Chapter 5)
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Table 7.4 Continued

Possible Behaviors Potential Negative Impacts Preventive Measures

Failure to encourage e Weakness in areas such as | o Implementing and

process or corporate
technology stewards and
technology
manuals/documentation

competency and lack of a
learning organization,
leading to increased
breakdowns, operational
upsets, and incidents

and support professional training of engineers, maintaining a rigorous
development knowledge of and training and
compliance with performance assurance
standards, and overall element (see Chapter 14
process safety of the RBPS book)
competency, leading to a Implementing a
weaker PSM system and compliance with
increased process safety standards element (see
incidents Chapter 5)
Implementing a process
safety competency
element (see Chapter 5)
Lack of support for Poor process safety Implementing a process

safety competency
element (see Chapter 5)

between processes)

to increased operating
issues, loss of containment
incidents, and equipment
breakdowns

Placing personnel in Inadequate training and/or Implementing and

jobs/roles based solely verification of maintaining a rigorous

on their progression understanding, leading to training and

through an increased operating issues, performance assurance

apprenticeship program loss of containment element (see Chapter 14
incidents, and equipment of the RBPS book)
breakdowns

Overly restrictive job Lack of in-depth Implementing and

rotation (e.g., between knowledge of the process maintaining a rigorous

field and board or and its operation, leading training and

performance assurance
element (see Chapter 14
of the RBPS book)

Change management. In some organizations, the business-driven change
management philosophy can be at odds with the PSM MOC
requirements. For instance, companies may pride themselves on being
able to rapidly make organizational changes in order to attain a
competitive advantage when market conditions change or new products
are available. Such changes can have negative PSM/HSE impacts,
particularly if personnel with key PSM/HSE responsibilities are moved or
overloaded with new, additional responsibilities. These negative impacts
can be avoided or reduced by (1) developing and maintaining a sound
process safety culture (see Chapter 5) and (2) ensuring that PSM system
procedures and workflows (as applicable) are adequately documented and
followed (see Chapter 4).
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e Asset management. Many corporate/site BMSs include an asset
management component and activities. This is not an issue unless it
includes principles or activities that may conflict with the requirements of
the organization’s MI program (or asset integrity and reliability program
if the organization has adopted the broader RBPS element [see Chapter
12 of the RBPS book] or a similar element including a reliability focus] in
its PSM system. As for other BMS conflicts with PSM or HSE
requirements, the PSM/HSE requirements should take precedence, and
will if a sound process safety culture (see Chapter 5) is in place.

Note: While requirements should take precedence, not all PSMIHSE
issues are requirements. Some are good practice and some are available
options. Choosing a PSMIHSE option that best fits the BMS and still
meets the requirements is desirable.

e Purchasing goods and services. Another common BMS component that
may overlap or conflict with the PSM MI (or similar) element is the
purchasing of goods and services. Examples of potential purchasing BMS
behaviors, negative impacts, and preventive measures are provided in
Table 7.5.

e Global supply chain. Similarly, the global scope of the supply chain,
especially for larger companies, can result in or encourage some of the
same behaviors as the purchasing BMS, as well as introduce other
potential behaviors and negative PSM/HSE impacts. See Table 7.5 for
examples of such behaviors, negative impacts, and preventive measures.

e Global customer service. Businesses that deal with customers on a
global basis may exhibit behaviors similar to those for the purchasing or
supply chain BMS and introduce other behaviors with potential negative
PSM/HSE impacts. Examples of potential customer service BMS
behaviors, negative impacts, and preventive measures are included in
Table 7.5.

e Production or manufacturing scheduling. An organization’s BMS
approach to production or manufacturing scheduling may drive behaviors
with potential negative PSM/HSE impacts. Table 7.6 provides examples
of potential scheduling BMS behaviors, negative impacts, and preventive
measures.
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Table 7.5 Purchasing, Supply Chain, and Customer Service
Behaviors, Impacts, and Preventive Measures

consideration of

equipment, leading to

Possible Potential Negative
Behaviors Impacts Preventive Measures
Purchasing from o Installation of e Developing and maintaining a
the “lowest cheapest (rather than sound process safety culture (see
bidder” without most cost effective) Chapter 5)

Implementing a rigorous asset

a raw material that
meets most but not
all established
specifications

fouling, unexpected
reaction, etc., leading
to increased incidents
and equipment
breakdowns

T.he PSM/HSE @ncreased integrity and reliability element (see
impact incidents/breakdowns Chapter 12 of the RBPS book)
Substituting a o Installation of e Implementing a rigorous asset
cheaper or equipment that is not integrity and reliability element (see
different item suitable and fails, Chapter 12 of the RBPS book)
without ensuring leading to increased o Implementing a rigorous

that it is an incidents/breakdowns management of change element
acceptable (see Chapter 15 of the RBPS book)
replacement

Choosing a o Increased onsite e Implementing a rigorous contractor
contractor to contractor injuries management element (see Chapter
perform work on o Improperly 13 of the RBPS book)

the site that is not performed

on the approved maintenance,

contractor list or inspection, or

lack of oversight construction work,

of contractors leading to increased

Peffo"mmg, work incidents/breakdowns

that could impact

process safety

Spot purchasing of | e Increased corrosion, o Implementing a rigorous process

knowledge management element
(see Chapter 8 of the RBPS book)
that includes applicable
upper/lower limits on raw material
specifications

Transferring a raw
material,
intermediate, or
product to a
facility or
customer that has
not handled it
before

Increased corrosion,
fouling, unexpected
reaction, etc., leading
to increased incidents
and equipment
breakdowns
Inadequate review of
potential safety
issues, leading to
increased process
safety incidents

Implementing a rigorous process
knowledge management element
(see Chapter 8 of the RBPS book)

Implementing a rigorous
management of change element
(see Chapter 15 of the RBPS book)
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Table 7.5 Continued
Possible Potential Negative
Behaviors Impacts Preventive Measures
Asking a facility Increased corrosion, Developing and maintaining a
to produce a new fouling, unexpected sound process safety culture (see
product that has reaction, etc., leading Chapter 5)
not been to increased incidents Implementing a rigorous process
thoroughly and equipment knowledge management element
lrets:/:a.rlc}ied Oln a breakdowns (see Chapter 8 of the RBPS book)
ab/pilot scale ; . .

P Inadequate review of Implementing a rigorous
potential safety management of change element
1ssues, leading to (see Chapter 15 of the RBPS book)
increased process
safety incidents

Asking a facility Increased corrosion, Implementing a rigorous process
to make a new fouling, unexpected knowledge management element
product grade or reaction, etc., leading (see Chapter 8 of the RBPS book)
blend _requiring to incregsed incidents Implementing a rigorous

operation outside and equipment management of change element

of established breakdowns (see Chapter 15 of the RBPS book)
operating limits

Mergers and acquisitions. Mergers and acquisitions are a part of doing
business and an ongoing challenge in the global industry. However, a
company’s approach to evaluating, implementing, and integrating new
facilities or businesses can result in a wide variety of negative PSM/HSE
impacts. The CCPS book Guidelines for Process Safety Acquisition
Evaluation and Post Merger Integration (Ref. 7.2) discusses the potential
pitfalls and how they can be avoided or minimized. The book’s
appendices and accompanying electronic files also include (1) extensive
checklists of process safety issues that should be investigated or
addressed, (2) a draft of a possible integration plan, and (3) a draft
integration budgeting tool.

Contract manufacturing. Many company business models include the
use of contract manufacturing, on either a temporary or permanent basis,
typically to either (1) produce relatively small volumes of new or low-
volume products or intermediates or (2) supplement internal production.
In these cases, the ongoing challenges include ensuring that (1) decisions
on contract manufacturing operations include consideration of the
potential PSM/HSE impact by knowledgeable personnel, (2) a conscious,
informed decision is made regarding whether the contract manufacturer’s
PSM system is adequate or whether they need to meet some or all of the
parent company’s PSM requirements, and (3) adequate systems are in
place to ensure that the established requirements are met. If these
challenges are not addressed, a wide variety of negative PSM or HSE
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impacts (beyond the scope of this book) could occur. See the CCPS book
Guidelines for Process Safety in Outsourced Manufacturing Operations
(Ref. 7.3) for more information.

Business continuity planning. The BMS of many companies includes
business continuity planning; i.e., planning for how to respond to any
events that could impact operations (e.g., supply chain interruption, loss
of or damage to critical infrastructure). The potential negative PSM/HSE
impact from such planning arises when the plans would or could result in
temporarily bypassing PSM system requirements. Due to the wide variety
of actions that might be taken, we will not attempt to provide examples in
this book. However, it should be noted that preplanning, along with a
rigorous MOC system and backed by a sound safety culture, should help
mitigate the potential negative impacts from most likely business
continuity plans/actions.

Table 7.6 Scheduling Behaviors, Impacts, and Preventive Measures

Possible Behaviors

Potential Negative Impacts

Preventive Measures

Delaying a turnaround
or maintenance outage
past established
intervals for
inspections/tests of
process equipment

o Failure of process equipment
or piping leading to
increased loss of
containment incidents

e Developing and maintaining a
sound process safety culture
(see Chapter 5)

o Implementing a rigorous asset
integrity and reliability element
(see Chapter 12 of the RBPS
book)

Pressuring to shorten
planned turnarounds and
maintenance outages,
and/or to start back up
more quickly than
prescribed by the
operating procedures

e Failure to (1) perform
inspections/tests at
prescribed intervals, (2)
repair or replace
disabled/bypassed controls,
backup equipment, etc. (or
performing work while
running (i.e., higher risk) or
(3) follow operating
procedures leading to
increased operational issues,
incidents, and breakdowns

e Developing and maintaining a
sound process safety culture
(see Chapter 5)

Implementing a rigorous asset
integrity and reliability element
(see Chapter 12 of the RBPS
book)

Operating a process
with clamps or other
temporary leak repairs
for excessive periods

o Failure of clamps or other
leak repairs leading to
increased loss of
containment incidents

e Root cause not addressed, so
additional failures in the
same system likely

e Developing and maintaining a
sound process safety culture
(see Chapter 5)

¢ Implementing a rigorous asset
integrity and reliability element
(see Chapter 12 of the RBPS
book) and/or management of
change element (see Chapter 15
of the RBPS book) that
addresses and controls clamps
and similar leak repairs
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7.3 COMPANY AND REGIONAL POLITICS

Even when BMS and PSM/HSE conflicts are identified and possible solutions
developed, the resolution must generally be accomplished within the company or
through regional “politics.” In other words, there may be key people who have to
be persuaded to change, channels that must be gone through, a “that’s not the way
we do things around here” attitude that must be changed, etc. It is not within the
scope of this book to attempt to describe the variety of politics that exist within
organizations or how to work through them. However, it is a factor that the reader
should be aware of and prepared to address on a case-by-case basis.

7.4 WORKFLOWS/PROCESSES OF EXISTING BMS

Just as a well-designed PSM system has workflows and work processes (see
Chapter 4), a well-designed BMS does as well. Therefore, those working to
integrate PSM/HSE systems with BMS should compare these where they interact
(e.g., in the areas noted in Section 7.2) to determine what changes may be required
(in either or both systems) to minimize conflicts and negative impacts and improve
performance of the systems.

7.5 PLANNED CHANGES TO EXISTING BMS

When working to integrate PSM/HSE systems with the existing BMS, it is
worthwhile to be aware of any near-term changes that are planned for the BMS.
By doing this, changes can be made, as necessary, to the PSM/HSE system and/or
the BMS implementation plans in a way that maximizes synergy and improves the
integration between the two systems.

7.6 INTERFACES WITH EXISTING BMS

Section 7.2 discusses a number of systems or activities where interfaces between
the PSM/HSE system and the BMS are likely to exist. However, these interfaces
may not all exist and there may be additional ones. Therefore, it is important to
review both existing and planned systems closely to ensure that all applicable
interfaces have been catalogued and can then be addressed in the integration effort.

7.7 RESOLVING BMS CONFLICTS

Once all of the potential conflicts have been identified, the effort to integrate (or
better integrate) the PSM/HSE system with the BMS should (1) identify actual and
potential conflicts and (2) develop and implement plans to resolve each, using the
preventive measures provided in Section 7.2 as a starting point.
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MANAGING FUTURE PROCESS
SAFETY PERFORMANCE

If a company or site treats PSM implementation as a project, then just like the
process equipment installed in a capital project, the PSM system is likely to
“corrode” if it is not properly monitored and maintained. Therefore, it is vital to
have a plan and activities in place to manage future process safety performance.

This chapter provides guidance on how to ensure that a robust PSM system is
in place, avoid past PSM system failure modes, and be aware of early warning
signs of process safety failures.

8.1 ENSURE A ROBUST PSM SYSTEM

The Guidelines for Risk Based Process Safety (Ref. 8.1) state that “safe operation
and maintenance of facilities that manufacture, store, or otherwise use hazardous
chemicals requires robust process safety management systems.” In this context, a
“robust” system might be defined as “a system which has the ability to resist
unintended change without losing its initial stable configuration” (adapted from
Wikipedia). A robust PSM system is also fault tolerant, meaning it can “continue
operating properly in the event of the failure of (or one or more faults within) some
of its components” (also adapted from Wikipedia). Furthermore, a robust PSM
system is resilient; that is, it can deal with changes over time. Finally, a robust
PSM system needs to be sustainable; that is, one that will stand the tests of time.

So, whether a site or company is implementing a new PSM system, adding
elements, or enhancing existing elements, the goal should be to create an
increasingly robust, fitness-for-purpose and sustainable PSM system.

8.1.1 Critical Success Factors for a Robust PSM System

Following are some of the critical success factors for implementing and sustaining
a robust PSM system:

e  Willingness to improve and consider changes. In order to pursue a goal
of zero process safety incidents (including near misses), an organization
has to be willing to change. Although the way you did some things may
have served you well or at least adequately, to achieve optimum
performance, change — and sometimes radical change — may be required
in some activities and approaches.

181
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Commitment to fitness-for-purpose. A recurring, underlying theme in
Guidelines for Risk Based Process Safety is that PSM elements and the
associated management systems must possess fitness-for-purpose (see
Table 8.1). And no matter how “fit” the systems are, they will not be
robust if the individuals responsible for their execution do not perform to
a high standard.

Commitment to process safety culture and operational discipline. As
discussed in Chapters 3 and 5 of this book and at length in Guidelines for
Risk Based Process Safety and Conduct of Operations and Operational
Discipline for Improving Process Safety in Industry (Ref. 8.2), the
underlying culture of the organization and the individual and
organizational discipline to perform each task the right way every time
are vital to implementing any PSM system change. They are equally vital
to making the system robust and sustainable.

Note: There is no substitute for providing the management leadership
required to create and sustain the essential features of a good safety
culture (see Table 8.2 ), particularly the first three features.

Create an effective learning organization. Many books, papers, and
presentations have been developed in the last few years on the importance
of creating PSM-related learning organizations (Refs. 8.3 through 8.9).
Important factors in creating an effective learning organization include:

o applying root cause thinking to all of the “deviations™ that occur
in the PSM system (not just to incidents) so that any recurring
performance issues can be identified and corrected;

o maintaining an effective corrective action process — one that
enables corrective actions generated by PSM system elements to
be resolved and properly implemented in a timely fashion;

o performing high-quality incident investigations, applying the
time and resources necessary to identify root causes;

o monitoring proper process safety metrics and acting on negative
trends (see the discussion in Chapter 5 on measurement and
metrics);

o performing discerning audits that not only look at the PSM
“paperwork,” but also focus on actual PSM performance and any
underlying systemic issues; and

o using effective management reviews to periodically examine
past activities, current performance, and trends, and actively
discussing areas for continuous improvement in each PSM
system element (see the discussion in Chapter 5 on management
review and continuous improvement).
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Table 8.1 Fitness-for-purpose Summary

183

still possessing fitness-for purpose

needed:

them
e Current company/facility culture

Principle: Management systems should be the simplest they can be while
Issues to consider when determining the management system “rigor”
e  Perception of the complexity, hazard, and risk involved with the

process, the facility (or facilities), and the organization(s)
e  Demand for the system results and the resources required to deliver

Result: Design, correct, and improve PSM system activities

Table 8.2 Essential Features of a Good Safety Culture

Establish safety as a core value

Provide strong leadership

Establish and enforce high standards of performance
Formalize the safety culture emphasis/approach
Maintain a sense of vulnerability

Defer to expertise

Ensure open and effective communications

Establish a questioning/learning environment
. Foster mutual trust

VXA kWD =

—_ —
—_— O

—_
[\

. Provide continuous monitoring of performance

Empower individuals to successfully fulfill their safety responsibilities

. Provide timely response to safety issues and concerns

8.2 AVOID PAST PSM SYSTEM FAILURE MODES

In most organizations, PSM system implementation and execution failures have
occurred in the past. Similar failures can be anticipated and avoided by (1)
evaluating PSM element failure modes and (2) determining PSM system failure

causal factors.

8.2.1 Evaluate PSM Element Failure Modes

In order to evaluate past — and therefore possible future — PSM element failure
modes, the following three-step process for evaluating each element is suggested:
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1. Determine the basic PSM element steps by:
a. Reviewing the element written programs

b. Identifying element and system life-cycle activities completed and
current status. In other words, which of the following stages is each
element in?

e  Design and development

e Implementation and rollout

e  Day-to-day utilization

e Monitoring and improvement

c. Developing (or reviewing and updating) the workflow diagrams of
the element work process

d. Reviewing relevant incident root causes that demonstrate element
weaknesses or opportunities for improvement

e. Reviewing relevant metrics for the element (leading and lagging
indicators)

f.  Reviewing the results/findings from the previous two audit cycles for
the element

g. Assigning incidents, root causes, audit findings and observations, and
metrics indicator performance to:

e  The life-cycle phase during which the element performance issue
occurred

e The workflow process point at which the element breakdown
occurred

2. Highlight the element life-cycle phase where performance issues are
greatest.

3. Highlight the workflow process point where most element performance
issues have occurred.
The following example illustrates the concept of PSM element failure modes.

Example of MOC element failure modes

If we assume that most typical MOC programs have four life-cycle phases (design
and development, implementation and rollout, utilization, and monitoring and
improvement), then a knowledgeable evaluation team would likely identify the
following potential failure modes (or similar ones) for the utilization phase:

e Failure to identify a proposed change, resulting in circumventing the
system

e Change classified as an emergency change when it did not meet
established criteria

e  Mistakenly including a replacement-in-kind in the MOC review process
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Proposed change improperly classified, regarding either the type of MOC
or the review path

MOC origination information inadequate

MOC initial review not completed or inadequate

Inadequate MOC reviewers

Wrong MOC review method used

MOC hazard review path step missed, out of order, or incomplete

MOC hazard evaluation inadequate, resulting in hazards missed or risks
improperly evaluated

Emergency MOC review procedure requirements not completed

MOC authorization inadequate (e.g., wrong, missing, or risks accepted
are inappropriate)

Process safety information not updated based upon change

Personnel not informed of change

Personnel not trained on change

Wrong or incomplete communication or training provided to personnel

Temporary change left in place too long without further or periodic
review

Failure to restore system to original condition after a temporary change
MOC review records inadequate or missing

MOC delayed or lost in system

Similarly, failure modes can be developed for the other three MOC program
life-cycle phases (i.e., design and development, implementation and rollout, and
monitoring and improvement), keeping in mind that any phase could have the most
gaps or errors.

8.2.2 Determine PSM Element or System Failure Causal Factors

PSM system or element failures can usually be tied to cultural causal factors.
Therefore, failures can be either prevented or analyzed and corrected by:

Evaluating PSM system or element failure causal factors by:

o Linking (or “mapping) PSM system/element performance issues to
culture features (see Appendix VII)

o Comparing PSM system/element performance to known culture
weaknesses

o Identifying which culture features appear to be contributing to
system/element performance lapses
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e  Ensuring sustainable PSM performance improvement by:
o  Making technical corrections to improve PSM element performance

o Implementing culture improvement activities to address culture
weaknesses

o Monitoring culture changes and improvement

8.3 WATCH FOR EARLY WARNING SIGNS

The final step in effectively managing future process safety performance is to
watch for early warning signs. If we use the analogy of driving a car into a ditch,
where the ditch represents poor process safety performance, a company or site
needs to be able to determine whether it is:

e ina process safety ditch,

e on the edge of the ditch,

e  getting closer to or aiming at the ditch,

e moving away from the ditch, or

e maintaining proper distance from the ditch.

8.3.1 Be Alert for Organizational Warning Signs

In graphical terms, one way to recognize and react to organizational warning signs
is to ensure that the organization’s safety pyramid (see Chapter 2 and Figures 2.1
through 2.4 for background information) is not faulty, as described in Figure 8.1
(and in the related note below the figure explaining why it is faulty).

At a company level, these are some of the common warning signs that should
be monitored:

e  Organizational change/stress without sufficient PSM impact evaluation
and mitigation, such as:

o Externally induced changes related to regulations, enforcement,
economics, disasters, being a merger and acquisition target, etc.

o Internally induced changes due to loss of competency, loss of
corporate memory, resources, loss of focus, initiative overload,
mergers and acquisitions, leadership instability, demographics shifts,
turnover, or absenteeism

e Loss of visibility and/or fidelity in performance evidence sources (i.e., not
maintaining a good pyramid); this can result from poor reporting,
trending, sharing, and/or monitoring of performance
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Accidents

Management System Failures

/ Unsafe Behaviors and Attitudes \
/ Culture- Individual and Organizational Tendencies \

Figure 8.1 Example of a “Faulty” Safety Pyramid

NOTE
Why is this pyramid “faulty’? It is not well shaped or complete.

Why? There has been a loss of visibility and/or fidelity in the performance evidence
sources.

What are examples of losses of visibility or fidelity?

e Poor reporting (e.g., very few precursors, such as near misses, are being
reported, and there should be more data [i.e., more events] at each lower level
in the pyramid)

e Poor trending (e.g., data are not being reported in a way that reveals the
pyramid is misshapen)

e Poor sharing (e.g., data are available, but are not being shared with the right
people within the organization; i.e., the ones who can address the issue[s])

e Poor monitoring (e.g., data at one level are not being collected, data are not
being collected frequently enough, or the right people are not following the
results)

e  Signs of a poor process safety culture, such as:

o People failing to report (or even hiding) issues related to poor
performance or failures

o A propensity to “kill the messengers” (i.e., those who report poor
performance or failures are overtly or covertly punished, or openly
criticized)



188 GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

o Failure to question and learn (see the learning organization
discussion in Section 8.1.1 above)

Procedures not followed with no consequences evident

Mixed and/or improper messages regarding the priority of safety vs.
production

Complacency (e.g., loss of sense of vulnerability)
Low level of mutual trust

“Silo” mentality where functional groups do not share information,
work together on common issues, etc.

o Misplaced safety ownership (i.e., safety is a group or person’s job,
rather than the job of each individual)

o Invisible, ineffective leadership
Normalization of deviance (e.g., alarms ignored, interlocks bypassed,
a practice that is not consistent with procedures becomes accepted)

Similarly, these are the warning signs that should be monitored at the facility
level:

e PSM leading indicators (see Chapter 5 of this book, Guidelines for Risk
Based Process Safety, Recognizing Catastrophic Incident Warning Signs
in the Process Industries [Ref. 8.10], and ANSI/API RP 754 [Ref. 8.11]
for more information)

e  Behaviors including:

o Safe work practice nonconformance rates (e.g., the percent of
nonconformance during behavioral observations, safe work practice
field audits, etc.)

o  At-risk behavior or behavioral safety observation trend
o Improper safety system bypass rate
o  Operating procedure or operating envelope deviations
e  Company warning signs (as listed above), but applied at a local level:
o Organizational
o Visibility
o Culture

8.4 CONSIDER OTHER ENHANCEMENTS

Finally, organizations should be alert to taking advantage of other enhancements to
improve their PSM systems and reduce incidents and injuries. Some examples
include:
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Increased and/or improved usage of information technology and software
to improve the efficiency and/or effectiveness of the PSM systems (the
“PSM Software Compilation” on the files on the Web accompanying this
book lists many currently available software packages)

The Serious Injury and Fatality (SIF) Prevention concept and similar
approaches to address areas that may not be addressed by process safety
programs (see Appendix II)

Risk registers and similar approaches to manage and reduce site and/or
enterprise risk

Future publications from CCPS and other organizations that continue to
advance the art and science of process safety

Beyond these examples, organizations should be continuously alert for new

ideas from internal and external sources that could enhance their process safety
programs.
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APPENDIX II: ELI LILLY AND
COMPANY PSM IMPLEMENTATION
CASE STUDY

Preface and objectives of case study

This case study provides tools and implementation details, as it follows the
approach taken by Eli Lilly and Company (Lilly), a global pharmaceutical firm,
during implementation of its Process Safety Management (PSM) program.

Everything was beautiful and nothing hurt. Until he died.
Kurt Vonnegut — Slaughterhouse-Five

Kurt Vonnegut's quote seems appropriate when implementing PSM,
particularly for a company like Lilly. Lilly was founded in and maintains its
corporate headquarters in Indianapolis, Indiana — the same place that served as
home to one of America’s satirical, yet poignant writers. PSM is a high-
consequence, low-frequency safety endeavor. As such, it can get overlooked until
it’s too late — sometimes tragically.

Implementing PSM is a journey; but in the end, catastrophic prevention is
mostly about people. It means:

e getting people home alive and in good condition at the end of the
workday,

e ensuring our neighbors stay alive and unharmed, and

e having a safe workplace where employees can return.

It doesn’t get fundamentally more important than that.

At Lilly, the lessons learned were crucial to success in implementing and
sustaining PSM. We determined we needed to do the following:

e [Establish a PSM champion, with ongoing governance and oversight, at
the senior management level

e Utilize credible, experienced PSM staff and HSE leadership with site
experience

e Provide a simple reason to implement PSM to create a sense of
vulnerability and a sense of urgency among people

e Recognize the need for various risk levels and ensure higher risk
processes have additional safeguards/requirements (e.g., Safety Critical
Operations — SCO concept)

e  Measure progress during implementation

223
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e  Create practical tools to help the business (not just add-ons) and integrate
them into existing business processes (e.g., HSE incident and change
management)

e  Establish a credible PSM audit program to help with sustainment

e  Assist management with sustainment through fundamental leading and
lagging metrics that sites can self-report

o Seek outside advice from credible consultants to help with
communication, sustainment, and improvement initiatives among
personnel and management

e  Periodically reinvigorate PSM to keep it continuously alive

We hope the lessons learned at Lilly are helpful in implementing and
sustaining PSM at other companies and sites.

The catastrophic prevention journey continues to this day at Lilly. The Lilly
PSM program, Globally Integrated Process Safety Management (or GIPSM for
short — phonetically pronounced jip’sem), was initially intended to cover
approximately 80 percent of our catastrophic potential. As stated by our PSM
leader at the time of implementation, “Don’t let perfect get in the way of good.”

To address the remaining 20 percent, Lilly recently launched two initiatives:
the Catastrophic Potential Hazard (CPH) aspect initiative and the Serious Injury
and Fatality (SIF) initiative. Tools and details for these initiatives are included in
this case study.

The situation at Lilly (circa 1998)

In the late 1980s, Lilly’s process safety-related activities (often informal) were
scattered throughout manufacturing. At that time, in response to accidents such as
the Bhopal disaster, manufacturing and development engineering management
recognized the need for a more formal process safety management system. This
resulted in a Process Hazard Review, now commonly known as a Process Hazard
Analysis. However, shortly thereafter, federal regulations took effect and like most
firms, Lilly implemented PSM along with regulatory United States PSM federal
government requirements — OSHA Process Safety Regulation 29 CFR 1910.119.
The approach was typical of most firms:

e A corporate program manual was written in the mid-90s by personnel
with experience at other companies or experience at Lilly plant sites, but
with limited experience working at each site that handled hazardous
chemicals.

o Site feedback was often obtained from safety professionals and not from
engineering and manufacturing management during PSM manual
development.

e Assistance was provided in implementation through site visits,
teleconferences, and email from corporate personnel.
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e Audits were led by corporate personnel but did not include external
expertise/learning.

Prior to 1995, plant sites conducted their own self-assessments and these
assessments found limited gaps. In 1995 and 1996, Lilly conducted its first PSM
audits. The audits found some major gaps that were not consistent with the
previous self-assessments.

These audit findings led to the formation of the Process Safety Task Force
consisting of site manufacturing management along with representatives of various
corporate groups (HSE, Engineering, Development, etc.). The task force began
meeting in 1995. The task force raised the visibility of PSM among management
and moved some PSM efforts forward. But many people still viewed PSM as
something they were being told to do (e.g., for compliance) rather than something
they saw value in doing. One key recommendation of the task force was that a
round of PSM audits should be conducted in late 1997 to check site progress in
addressing the issues that had been raised in 1995 and 1996.

Prior to the 1997 audits, two events significantly changed the course of PSM
at Lilly. A fire occurred in a chemical process research and development pilot
plant. There were no injuries and the fire caused limited damage. However,
operations were disrupted. Three days later a release of a hazardous chemical at
another plant resulted in the plant being shut down for six months. Fortunately,
neither site personnel nor its neighbors were exposed to the hazardous material
from the release. These events prompted a refocusing of corporate planned audits.

The refocused corporate planned audits indicated fundamental flaws in the
PSM program:

e At most sites, PSM was not understood by management or site personnel;
at best, it was considered just another HSE program.

e  Many chemicals not OSHA PSM covered, but with similar consequences,
were not covered by the PSM program.

e PSM clements stood alone and were not integrated into other business
processes at plant sites.

e  Corporate PSM personnel were not seen as credible experts at plant sites.

Why PSM implementation was lacking in implementation up to that point

The flaws indicated by the PSM audits were fundamental reasons why the PSM
implementation was lacking up to that point. These included a lack of:

e understanding and support from management;

e integration with business systems, creating extra work for personnel that
often did not get executed;

e ineffective training and tools that created difficulty in understanding and
executing requirements; and

e  capable personnel to implement PSM.
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The process where senior management identified the need and drove the
change

The two events in 1997 at Lilly plant sites were a wake-up call for the PSM Task
Force and other plant management. The plant site leader in charge of the PSM
Task Force used his influence to take the learning from these events to other
manufacturing management and restructured the efforts of the PSM Task Team.

This PSM Task Team was augmented by consultants both from within and
outside the firm. They assisted manufacturing management in establishing the
fundamentals for GIPSM at Lilly. These fundamentals are summarized in a series
of GIPSM icons that were simple to understand by management and Lilly
personnel. Shown and described below are the four GIPSM icons used during
implementation:

e  The Reason for GIPSM

e  GIPSM Process Map

o  Defense/Accident Model

e  Production/Protection Space

The Reason for GIPSM

75 GIPSM

Alobiully Intugruted Process Safuty Muensgumaant

GIPSM: Because it COULD happen here.

To reduce the risk of...

* Death or injury due to
chemical release

* Business interruptions

* Adverse publicity

To assure compliance
with regulations
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PSM events happen so infrequently; therefore, one of the greatest challenges in
implementation is creating a sense of vulnerability. This icon gave a clear, easy-to-
understand set of goals for GIPSM. It stresses what could happen in process safety
incidents, thereby creating a sense of vulnerability.

This icon uses a training exercise photo of burning process equipment to
create that sense of urgency. At the same time, this icon covers the need to comply
with both internal and external regulations and requirements.

GIPSM Process Map

Emplogee
Participation  Emargency

. EF.:: m Planning
Contractor Ineidert Respanse
Sabety Management

Procedures
Siting
Audits Bovoid Safe
System Initial *
Training Decay Conditions
SYSTEM Process

Mechanical ADJUSTMENTS Satery

Irbegrity Information

Process Hazard

Managemant
System Hazards  Assessment
Review

Safe
Respansible
Change /
Charnge Pre-startup

Managemsent Salaty Review

The GIPSM Process Map was jointly developed by the PSM Task Force (headed
by a senior plant manager) and an internal senior consultant. It was finalized by
senior leadership members of the PSM Task Team. This “Three Loop Mental
Model” utilizes three systems to help ensure adequate defenses are built in, remain
in place, and do not decay. Overlaid on this “Three Loop Mental Model” were the
16 GIPSM elements:

o Safe Initial Conditions — Facility Siting, Hazard Assessment, Process
Safety Information, and Process Hazard Review

e Safe Responsible Change — Change Management and Pre-Startup Safety
Review

e Avoid System Decay — Management System, Mechanical Integrity,
Procedures, Training, Contractor Safety, and Audits

e  Overarching Elements that Interact with All Loops/Elements — Incident
Management, Employee Participation, Emergency Planning/Response,
and Safe Work Practices (i.e., Hot Work, Confined Space Entry, Line-
breaking, Lockout/Tagout, etc.)
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The heart of this concept is that each of these elements follows the Plan-Do-
Check-Adjust (PDCA) management concept, which interacts with your business
systems/operations (i.e., Managing System Adjustments).

Note: This model is very flexible and can be used for other business processes
(e.g., quality, engineering, operations) where Initial Conditions, Change, and
System Decay are anticipated.

Defense/Accident Model

Defense / Accident Model*

———_ 0000004
S 0000000

Hazards Defeated Defenses

Latent
Condition
Pathways

‘ Unsafe Acis ‘

Local Workplace Factors

LY

Organizational Factors

* Adapted from Managing the Risks of Organizational Accidents, James Reason

The Defense/Accident Model was first introduced by an internal senior technical
resource. It basically states that defenses can be overcome to create losses. Typical
defenses for a plant site include:

e  Safe Design and Adequate Information,
e  Operating Procedures and Training, and
e  Maintenance and Change Management Programs.

The basic reasons why defenses become defeated are the final four
components of the defense model:

e Unsafe Acts
e  Local Workplace Factors
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e  Organizational Factors
e  Hidden failure conditions (Latent Condition Pathways)

GIPSM’s elements provide 16 management systems that bolster defenses by
doing the following:
e Initially providing adequate defenses
o Process Safety Information
o Process Hazard Review
o Hazard Assessment
o Siting
e  Ensuring defenses remain in place
Change Management
Pre-startup Safety Review
Management System
Audits
Employee Participation

o O O O O

e  Ensuring defenses are operational
Mechanical Integrity
Contractor Safety

Training

Procedures

Safe Work Practices

e Ensuring consequences are mitigated and preventative learning takes
place

O O O O O

o Emergency Planning and Response
o Incident Management
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Production/Prevention Space

THE PRODUCTION/PROTECTION SPACE*

Catastrophe

PRODUCTION

*Adapted from Managing the Risks of Organizational Accidents, James Reason

z
o
G
E
)
&

The Production/Protection Space Icon illustrates that businesses need to find a
balance when considering additional safeguards for production processes. Plant
sites need to find the “Parity Zone” where costs and the level of defenses for their
processes are balanced, or catastrophic losses can occur.

This icon further shows that as risks increase in production (i.e., PSM
processes), so does the need for additional safeguards. This concept provides a
basis for considering various risk levels in PSM, as well.

Senior management supported the concept of creating risk categories for PSM
chemical processes that had higher potential catastrophic consequences. The
implementation team was asked to create a process to identify processes with
higher risk. They created a Safety Critical Operations (SCO) Selection Tool
(available in the files on the Web accompanying this book). This tool allowed sites
to determine which PSM processes had a greater level of risk that could be
considered Higher Risk Operations (HROs) and SCOs. The team conducted
rescarch and worked with sites to identify approximately 32 additional
requirements for SCOs. Sixteen requirements were also eventually created from
the SCO requirements and assigned to HRO processes. These additional
requirements added additional safeguards (both management system and physical
safeguards) for processes with higher risk associated with them.

All of the participation that laid the groundwork

Senior manufacturing management agreed to fund GIPSM implementation similar
to a capital project, with defined goals and a project manager who worked at and
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understood Lilly manufacturing plant sites. He hired a staff of personnel with
experience in PSM implementation and a consulting firm known for PSM
implementation.

A conference was held to kick off the GIPSM initiative, with senior plant
management as the key contributors to identifying the goals and laying the
groundwork, including the following:

e  Recognizing different risk levels and requirements to match

e Integrating PSM elements into existing business processes

e Creating tools that work with existing business process or business
process needs

e Creating corporate requirements that would include all regulatory
requirements at global sites

e Ensuring chemicals with similar consequences but not covered by
regulations are covered by the same requirements

e Creating a credible gap analysis that incorporates plant sites’ input

e Creating a time frame for implementing GIPSM at Lilly plant sites, with
annual or biannual conferences and renewal events, as illustrated by the
graphic on the next page

The risk based approach (applicability, low risk, Catastrophic Potential
Hazard [CPH], high risk, HRO, SCO, etc.)

Senior management supported the concept that similar chemicals with catastrophic
consequences — but not covered by PSM regulations — should follow GIPSM
requirements. Consequently, they supported the creation of an Applicability
GIPSM Process Risk Screening Tool. This tool has had numerous editions over the
years, but its fundamental basis was the work completed by a senior Lilly
engineer. This work included researching the basis for chemicals covered by the
OSHA PSM standard, the EPA Risk Management Program (RMP) rule, and
European “Seveso” directives. This applicability approach used that basis to create
categories of chemicals with similar catastrophic consequences for Flammability,
Explosion, Runaway Chemical Reaction, and Health Hazards. The files on the
Web accompanying this book provides a Process Risk Screening Tool for your use
as you feel appropriate.

Note: Instead of the Lilly Laboratory Safety Labeling Code, the NFPA Hazard
Rating Code can be used in this tool.

Note: Dust explosion hazards are not included in the Process Risk Screening Tool,
as Lilly has separate standards on combustible dusts.
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GIPSM Next Level

Level 3 “Program” improvements in “Focus” areas 2001 - 2003
e Metrics in place to monitor “program” improvement

e Site Element Assessments/Near Miss/Incident
Management/ Mechanical Integrity improvements
measurable

Level 2 | o “Program” in Place — basis for improvement 2000 — 2001
o Safety Critical Operations requirements created
e Some metrics identified for monitoring improvement

Level 1 | ¢ GIPSM created — requirements created by sites — gaps 1998 — 2000
identified

e Metrics for implementation of Gap Analysis at sites
created — 1,000 of hours of work — program
foundation

Level 0 | ¢ What PSM Program? — We don’t have PSM incidents 1993 - 1998
at Lilly

e PSM Task Force created — composed of senior plant
site and corporate management

The GIPSM approach created requirements for High Risk, HRO, and SCO
processes that were intended to provide safeguards for approximately 80 percent of
Lilly’s process risks.

It was eventually recognized that there are other hazards, both chemical and
physical, that have catastrophic potential, but without any specific visibility of this
catastrophic risk or requirements for additional safeguards. These included
processes which were just outside the threshold quantity for PSM, highly corrosive
materials (acids and bases), high pressure steam processes, etc. Eventually senior
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management agreed to sponsor a team, including the Engineering Tech Center, to
create the CPH Risk Screening Tool (also available in the files on the Web
accompanying this book). This tool identifies both chemical and physical
catastrophic processes and assists in declaring them as PSM aspects. Once
identified, plant sites are expected to evaluate safeguards for these CPH processes
and, if needed, create additional safeguards.

With the addition of the CPH aspect initiative, the graphic on the next page
(the Process Risk Pyramid) represents the current risk based approach.

Examples of how GIPSM caused a step change and now has a continuous
improvement aspect

The GIPSM implementation approach consisted of numerous phases:

e Creation of “As Is” and “Should Be” GIPSM Process Description,
GIPSM Process Requirements, and GIPSM Maps for each GIPSM
element by internal experts and external consultants. These were vetted
by plant site personnel at a workshop to update and ensure inclusion of
global requirements. The files on the Web accompanying this book
provide an example of Pre-Startup Safety Review (PSSR) documents
(PSSR Process Description document, along with the PSSR Process Map
and PSSR Requirements Document).

e  Creation of GIPSM tools for plant sites to use

o Applicability — Process Risk Screening Tool, SCO Selection Tool

o Process Safety Information — PST Template Example*

o Change Management — Change Management Response and Impact
Assessment Tool Comments* used with automated Change
Management database and tracking tool

o  Mechanical Integrity — Mechanical Integrity List* and Mechanical
Integrity Test, and Inspection Guide*

o Incident Management — Root Cause Analysis process used with
automated Incident Management database and tracking tool
(currently utilizing TrackWise)

(* Items in the files on the Web accompanying this book)
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(HRO)
Higher Risk
Operations

High Risk

(CPH)
Catastrophic Potential
Hazards — Chemical &

Physical Hazards
(e.g. Combustible Dust, High
Pressure Steam)

Low Risk

Process Risk Pyramid

e  Creation of training courses for GIPSM

o A two-day leader-led GIPSM Concepts Course (Exploring GIPSM
Concepts, using case studies of external and internal incidents and
human factors) intended for engineers, engineering, and operations
management, and safety professionals
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o A half-day leader-led course introducing concepts and case studies
and tailored for the plant site PSM program (i.c., plant site GIPSM
chemicals/processes) intended for all maintenance, operations, and
support personnel up to and including plant site supervisors and
managers

o A computer-based training course to introduce all PSM personnel to
GIPSM and some high-level requirements of the program, and some
content tailored for the plant site PSM program (i.e., plant site
GIPSM chemicals/processes)

e Development of a “Brown Paper” As-Is/Should-Be Gap Analysis process.
This included (1) placing large rolls of brown paper/butcher paper on
walls and placing the Should-Be map on the paper, and then (2) working
with a site team to map the business process steps at the plant site. When
gaps were identified, an action plan was developed to address the gap.

e Sending implementation teams of at least three people to each plant site to
conduct As-Is/Should-Be Gap Analyses at sites. Each site was required to
supply at least three teams for up to four weeks at a time, with the
purpose of creating action plans with sites that would integrate GIPSM
with local site processes, owned by local personnel.

e  Assistance to sites with implementation by helping them:

o use tools,

o use training templates,

o organize site promotion events, and

o create site communication plans (e.g., providing promotional and
communication tools).

e Creation of GIPSM element process owners at sites (site element
owners), who were charged with ensuring implementation of action plans.
In addition, global element owners were created, intended to keep in
touch with and provide continuous improvement expertise (including
external benchmarking) for the site element owners.

e Creation of a communication plan with a long-term approach, which
included conducting conferences annually or biannually. This provided
continuous improvement support and reinvigorated GIPSM.

e Creation and ongoing support of a GIPSM Board of Directors, made up
of senior site and manufacturing management, which proved key to
sustainment. This board provided direction, resources, and continuous
improvement support to the GIPSM program, while also reviewing key
metrics.
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Critical failures when implementing PSM

Low turnover rate of PSM personnel and PSM leaders at both the
corporate level and site level during implementation is critical. Most PSM
personnel and PSM leaders were in their roles for three to four years or
longer. If personnel know they will be in a PSM job for just a year or two,
they may not be motivated to take responsibility for the success and long-
term sustainment of PSM.

Failure to recognize the people implementing PSM. PSM implementation
is a very long process and a hard job, where success is measured by not
having an event. You usually do not get credit for something not
happening. That’s why it is important to give awards or recognition as
implementation progresses. To keep that drive high, some reinforcement
or recognition is necessary. In addition, ensure that PSM is implemented
at a site level by those who actually run things at a plant site. For
example, we were having problems implementing at a site until the
production and engineering team leaders were actually made leaders of
GIPSM teams, responsible for implementing some elements.

Implementing PSM is hard work. People come up with all kinds of
excuses why they can’t do something. We created a communication plan
where we periodically created PSM Global Events to promote
implementation. For example, we held PSM global conferences
periodically so that we could network and have people see that other sites
had the same problems and that they overcame those problems. We also
created news articles on implementation status at each site and in our
global communication systems. This helped share solutions and fostered
networking between personnel at plant sites.

Items crucial to sustaining the program and continuous improvement

A good, credible PSM audit program is key for both plant site personnel
and management. You have to go out and verify that what the sites say
they are doing, they are in fact doing. Consequently, the PSM audit
program was redeveloped to include:

o acomprehensive PSM audit protocol that included regulatory, SCO,
and HRO requirements;

o an outside consultant who helps maintain objectivity and ensures a
nonbiased approach;

o arepresentative from another plant site on the audit team to add plant
site credibility;

o athree-year frequency for PSM audits;

o an additional SCO audit protocol and separate SCO audit for plant
sites with SCO processes; and
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o daily updates during the audit and for corporate management in order
to resolve issues prior to the audit team completing the onsite audit
(crucial to credibility).

e You need to have a few fundamental leading and lagging metrics that all
sites self-report. These metrics must be made public (between sites and
management). The primary lagging metric was PSM events. The leading
indicators were Mechanical Integrity Preventive Maintenance Plans
Overdue, and both PHRs Overdue and PHR Action Plans Overdue.

These metrics should be shared periodically with upper management in a
public forum or team setting that has authority to act (e.g., a PSM Board
of Directors meeting, composed of plant managers). It is also important to
mandate that the organizational head require his site leaders to attend this
sort of meeting, so that all the sites will think that PSM is really
important.

e You need to have credible outside consultants and others come in and tell
the senior leaders and site heads what it’s like to have a major PSM event.
Lilly had a senior leader from a major chemical company come and speak
at a dinner. It was very sobering to hear him talk about the state police,
EPA, local police, health department, coroner, etc. — all coming when
they had a major PSM event. Then several years later, Lilly had the CEO
of the company that had the dust explosion visit, and we did a live,
interactive Business TV round table that was broadcast globally to our
PSM sites. This visit really brought the PSM message home to site heads
and senior leaders. They did not want a PSM event to happen on their
watch.

Lilly hired a communication expert to help in that area. He was tasked with
designing a communication plan that could be tailored to each plant site. Among
the communication lessons learned were the following:

e Brand and package a message and communicate it over and over again.
You can’t overcommunicate the PSM messages (icons) — people only
absorb 1 in 10 messages. Consider video messages, posters, email
messages, etc.

e You need to create motivational and continuous improvement PSM
implementation events/opportunities periodically (i.e., PSM brown paper
fairs, communication fairs with personnel, conferences, video
conferences, periodic speakers, etc.). Promotional items displaying the
PSM brand as giveaways can help (i.e., pens, coffee mugs, t-shirts, etc.).

e You need to create a network of PSM personnel who are willing to
become experts in PSM elements and share their experiences in
teleconferences, video conferences, etc.

®  You need to create consistent training templates and courses that motivate
and engage people to get that feeling of vulnerability and gain the
urgency to continuously implement PSM.
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Future of the Lilly Catastrophic Prevention Journey and Summary

As stated previously, the creation of the Catastrophic Potential Hazard (CPH)
aspect requirement and the Serious Injury and Fatality (SIF) initiative are an
attempt to address the 20 percent of catastrophic risk that GIPSM did not address.

The Lilly CPH aspect requirement consists of the following phases:

e  Conducting an analysis of site process hazards using tools such as the
CPH Risk Screening Tool (available in the files on the Web
accompanying this book) created by the Lilly technical experts

o Identifying and declaring the CPH processes from the tool as aspects at
sites, with strengthened safeguards to ensure prevention of catastrophic
incidents

A plant site at Lilly has created a CPH program that incorporates some
GIPSM requirements:

e Conducting a CPH Assessment (e.g. Process Hazard Review, FMEA,
LOPA, etc.) for identified CPH processes

e  Requiring Process Safety Information for the CPH Assessment

e  Requiring Procedures and Training for identified CPH processes, driven
by a CPH Assessment

e  Requiring Change Management for identified CPH processes

e  Requiring Preventative Maintenance for CPH process equipment

e  Requiring Root Cause Analysis for CPH process incidents

The Lilly SIF initiative consists of the following:

3. Pre-cursor
detailed
analysis

. Risk recognition;
Pre-cursor
identification

2. Assess,
and prioritize
pre-cursors

4. Risk
Management

The heart of this initiative is to identify SIF Pre-Cursors. A SIF Pre-Cursor is
defined as “a high risk situation, in which management controls are either absent,
ineffective, or are not complied with and if allowed to continue or repeat could
reasonably result in a serious injury or fatality.”

An analysis of Lilly injuries and near misses at manufacturing operations has
yielded a list of 41 SIF Pre-Cursors grouped into eight SIF Pre-Cursor categories:

e  Working from Heights

e  Whole Body Contact with Energized Equipment

e Confined Space Entry
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e  Heavy Equipment and Forklift/Powered Industrial Truck (PIT)
Operations

e Electrically Classified Area/High Voltage Electrical Work
e  Fires and Explosions

e Falling Object Potential

e  Bulk Toxic Chemical Handling

These Pre-Cursors are listed in the Serious Injury and Fatality (SIF)
Categories and Pre-Cursors Reference Guide (available in the files on the Web
accompanying this book).

The objective of this initiative is to conduct global detailed analyses, with the
goal of determining the critical requirements that prevent these Pre-Cursors from
occurring. The intent is then to share these critical requirements with plant sites
and work with them to ensure that gaps with these critical requirements are
resolved at plant sites.

Note: The SIF Initiative marries Process Risk with Occupational Safety Behavioral
Risk. As such, it has the potential to reduce overall catastrophic risk from a
somewhat different perspective.

The final comment: “PSM is never done. You never finish it.”

Have some process in place to sustain and/or continuously improve PSM by
using such tools as:

CPH and SIF initiatives,

annual site and corporate PSM/health and safety goals,
PSM conferences, and

sharing of PSM event learning (both internal and external).

These are key to ensuring the organization keeps the Catastrophic Prevention
Journey and PSM alive.
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PSSR Map

PSSR Requirements Document

Safety Critical Operations (SCO) Selection Tool

PSI Template

Change Management Response and IAT Tool Comments
MI List — example

MITI Guideline

CPH Risk Screening Tool and Worked Example

CPH Program

Serious Injury or Fatality (SIF) Pre-Cursor Guide



APPENDIX Ill: RISK BASED
PROCESS SAFETY (RBPS)
IMPLEMENTATION TOOLS

Implementation is the tough, unheralded “ground game” (to borrow a
football/soccer/rugby analogy) of process safety. It can be considered to
consist of the following steps, as encapsulated by the acronym BPTA:

B = Business processes for critical work integrated into existing processes
that are supported by line management and sponsored by upper
management

P = Procedures and/or tools based on and supporting business processes
that can be understood and/or followed by both those executing the
business processes and those impacted by them

T = Training and/or communication of the procedures and/or tools,
including verification of understanding

A = Auditing and/or self-assessments to ensure sustainment and lack of
decay in all three steps above

Perhaps the least understood concept included in these steps is the “RBPS
Implementation Tool.” In addition, this concept (or rather the underutilization
and lack of support for it) is the root cause of many failed RBPS
implementation attempts. A tool can take many forms, from a simplistic,
inexpensive item to a sophisticated, multimillion-dollar item. It may include
any or all of the following:

e A template/form

e An Excel® spreadsheet

o A complex written guideline
e A sophisticated IT database

The following table is based on the RBPS elements from Guidelines for
Risk Based Process Safety (CCPS, 2007). It is an attempt to assist the reader
in determining what tools may be needed when implementing an RBPS or
similar PSM management system.
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RBPS Element | Tool(s)

Purpose of Tool

Example of Tool

Commitment to Process Safety

Covered Processes

1. Process Safety | Process Safety To initially assess (and | Appendix G from 7The Report
Culture Culture Survey periodically re-assess) | of The BP U.S. Refineries
Process Safety Culture | Independent Safety Review
with regard to Key Panel (2007) (A copy is
Principles and develop | provided in the files on the
action plans to ‘Web accompanying this
improve book)
Periodic Self To monitor Process Section 8 (Tier 4 Performance
Assessments/ Safety Culture Indicators—Operating
Metrics Discipline & Management
System Performance) from
ANSIAPIRP 754 (Process
Safety Performance
Indicators for the Refining
and Petrochemical
Industries) (Available at
(http://publications.api.org/)
2. Compliance PSM Applicability | To identify covered Process Risk Screening Tool
with or Process/ Risk Process Safety (See Lilly Item #1 in the files
Standards Screening Processes and to on the Web accompanying
document their this book)
boundaries
List/ Guideline - To ensure the safe Mechanical Integrity Test and
/Corporate design, installation, | Inspection Guideline [See
Standard(s) of inspection, and Lilly Item # (MITI
relevant process testing of facilities | Guideline) in the files on the
safety standards, and equipment Web accompanying this
codes, regulations occurs book]
and laws, overthe | . To comply with
life of the process, Recognized and
organized for Generally
Process Safety Accepted Good
Management Engineering
(PSM) covered Practices
facilities and (RAGAGEP)
specific equipment
3. Process Safety | Awareness To communicate PSM | U.S. Chemical Safety Board
Competency Training for covered processes, incident reports and videos —
employees boundaries, primary see www.CSB.gov
opgratipg, hazards and safeguards | Rocognizing Catastrophic
maintaining and to personnel Incident Warning Signs in the
supporting PSM Process Industries (CCPS,

2011)

A short-term and
long-term (with a
3-5 year outlook)
learning/
communication
plan/ strategy

To identify, organize
and fund activities
(based on business
case objectives) that
support progress
toward organizational
PSM objectives and
promote PSM
competency

RBPS book, Chapter 5
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RBPS Element

Tool(s)

Purpose of Tool

Example of Tool

The framework of
process safety
knowledge and
expertise versus
the desired
competency level
in a “super-
matrix” format

Targeted at multiple
audiences, ranging
from front line
chemical operators,
mechanics and
instrument technicians
through senior
management,
including financial and
business executives.
Gaps between existing
and desired training

End product of Project 239:
Guidelines for Process Safety
Knowledge and Expertise

levels can be identified
and potential remedies
suggested
A process to share | To develop action - CCPS Process Safety
PSM incidents and | plans from learning as Beacon — see
learning, both appropriate and to www.aiche/CCPS
from internal and maintain a sense of - Similar company internal
external PSM vulnerability incident sharing documents
incidents
Workforce PSM specific - To document and Example Employee
Involvement Employee communicate PSM | Participation Plan (A copy is
Participation Plan related workforce provided in the files on the
involvement Web accompanying this
opportunities book)
- To comply with
government
regulations — if
applicable
Stakeholder Hazard To identify areas of Guidelines for Evaluating
Outreach Assessment Study | concern in worst-case Process Plant Buildings for
and/or Facility and alternative release External Explosions, Fires,
Siting Study scenarios for PSM and Toxic Releases, 2nd
covered processes Edition (CCPS, 2012)
Stakeholder - Toidentify offsite RBPS book, Chapter 7
Outreach Plan and onsite
organizations,

people, facilities
and processes that
may be affected

To document how
to communicate
hazards, safeguards
and to both develop
and communicate
emergency
response plans for
releases
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RBPS Element | Tool(s) | Purpose of Tool | Example of Tool
Understand Hazards and Risks
6.  Process List of Process To ensure Process Process Safety Information
Knowledge Safety Information Engineers (PSI) Template (See Lilly
Management for each covered understand what Item #1 in the files on the
PSM process, that types of Process Web accompanying this
covers: Safety Information | book)
- Hazards of the are needed and the | Guidelines for Process Safety
materials scope/ ‘comple)flty Documentation (CCPS, 1995)
- Hazards of the of the information
equipment To ensure
- Hazards of the appropriate
process 1nfognaﬂon is
considered for
Process Hazard
Reviews and
Changes
To ensure
regulatory
requirements for
Process Safety
Information are
met
7.  Hazard Procedure to detail To identify the Guidelines for Hazard
Identification the process to appropriate Hazard | Evaluation Procedures, 3"
and Risk follow for Hazard Identification/ Risk | edition (CCPS, 2008)
Analysis Identification/ Analysis tools for
Risk Analysis processes
To ensure the
appropriate
personnel
participate
To ensure the
appropriate
personnel review
and approve
recommendations

and action plans

To ensure that
recommendation
action plans are
resourced and
tracked to
resolution
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TOOLS
RBPS Element Tool(s) Purpose of Tool Example of Tool
Software tools for - To allow quicker, See the “PSM Software
documenting more efficient, and | Compilation” in the files on
hazard studies, consistent the Web accompanying this
such as HAZOPs, completion of PHA | book
LOPAs, FMEAs, worksheets, etc.
and associated - Toenable better
checklists team
review/consensus
by projecting the
tables/checklists
- Toallow easy
incorporation of
risk ranking, LOPA
calculations, etc.
Manage Risk
8. Operating Procedure to detail | To ensure process Guidelines for Writing
Procedures the process to owners include the Effective Operating and
follow in following in Maintenance Procedures
developing procedures: (CCPS, 1996)
Operating - Operating phases
Procedures (i.e. shutdown,
startup, normal
operations,
emergency
operations, etc.)
- Safe Operating
Limits
- Hazard information
- Safety systems and
their functions
9. Safe Work Safe Work To ensure appropriate | RBPS book, Chapter 11
Practices Procedures/Permit | risk assessment and
s for highly safety precautions are
hazardous tasks/ taken for highly
locations, hazardous
including the tasks/locations
following:
- Hot Work
- Confined
Space Entry
- Lockout/Tago
ut
- Line Breaking
- Access Control
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RBPS Element Tool(s) Purpose of Tool Example of Tool
10.  Asset Integrity | A List/ To ensure Process Mechanical Integrity List
and Reliability | spreadsheet that Safety covered (See Lilly Item #8 in the files
logs all Process equipment is on the Web accompanying
Safety covered identified, along with this book)
equipment, their safety function,
facilities and their | test and inspection
installation, frequencies and types
maintenance and of test and inspections
inspection types
and frequencies, as
well as the
regulatory
standards/
practices they are
based on
A guideline for To ensure that tests Mechanical Integrity Test and
Mechanical and inspections are Inspection Guideline [See
Integrity Tests and | based on appropriate Lilly Item # (MITI
Inspections Recognized and Guideline) in the files on the

Generally Accepted
Good Engineering
Practices (RAGAGEP
—1i.e., Codes and
Standards)

Web accompanying this
book]

Guidelines for Mechanical
Integrity Systems (CCPS,
2006)

Software tools for

To ensure tests are

See the “PSM Software

managing performed on schedule, | Compilation” in the files on
maintenance adequately the Web accompanying this
and/or the overall documented, and book
Mechanical results
Integrity program | reviewed/analyzed

11.  Contractor A To ensure process Recommended Guidelines for

Management checklist/process safety Contractor Safety and Health
that identifies hazards/chemicals are (Texas Chemical Council,
Contractor HSE identified and their 2008) (A copy is provided in
hazards/aspects associated safeguards the files on the Web
before work is accompanying this book)

undertaken

Contractor and Client
Relations to Assure Process
Safety (CCPS, 1996)

Hazardous process
overview training
and safety
requirements

To ensure knowledge
of hazardous materials
and processes are
conveyed to the
contractor

Recommended Guidelines for
Contractor Safety and Health
(Texas Chemical Council,
2008) (A copy is provided in
the files on the Web
accompanying this book)

Permits/process to
communicate
local/task hazards
and required
safeguards

To ensure local
hazards/ hazards of
planned tasks are
communicated, as well
as chemicals brought
in by contactors and
the associated
safeguards to be
employed

RBPS book, Chapter 13
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TOOLS
RBPS Element Tool(s) Purpose of Tool Example of Tool
12.  Training and A checklist/ To ensure that required | Example training workflow
Performance template (often training is identified and matrices
Assurance referred to as a for each job,
Training Matrix) completed on
for Training schedule, and
Verification adequately
completed/documented
13.  Management MOC and/or - Toensure Numerous IT databases are
of Change Corrective Action/ appropriate on the market. An example
(MOC) Preventative resources are of a database used by many
Action (CAPA) allocated for the pharmaceutical firms is the
tool (with scope of the TrackWise (registered
processes to create change trademark) database
aunique identifier | - To ensure an See the “PSM Software

and assign a
change level based
on scope/
complexity of the
change) for each
change. This can
be either:

- Asimple
paper-based
form
accompanying
the hard copy
information for
the change
(with the
unique
identifier and
change level
logged onto a
separate
tracking
spreadsheet)

- A
sophisticated
database/ IT
driven process
that requires
electronic
acknowledgem
ent/ signatures
for the change
to proceed

orderly process is
followed for
those assessing/
reviewing and
approving the
change

- Toensures
changes are not
“lost”

- To ensure that
important
implementation
steps/ action plans
are not missed,
including hazard
reviews,
procedures,
training, Pre-
Startup Safety
reviews, etc.

- Toensure
regulatory
requirements for
Process Safety and
other business
regulations, such
as Quality (e.g.
Food and Drug
Administration
requirements) are
met

Compilation” in the files on
the Web accompanying this
book
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RBPS Element Tool(s) Purpose of Tool Example of Tool

A hard copy or - Toensure the Change Management
electronic set of appropriate Response and Impact
Safety and Health resources are Assessment Task Comments -
driven questions allocated to the see Appendix in Lilly Case
that identifies the change in terms of | Study
major hazards and H&S reviews/ Guidelines for the
the scope of those assessments Management of Change for
hazards to those - Toensure that Process Safety (CCPS, 2008)
executing the important
change implementation

steps/ action plans

are not missed,

including hazard

reviews,

procedures,

training, Pre-

Startup Safety

reviews, etc.
An integrated or To ensure that Guidelines for Managing
separate process to | organizational changes | Process Safety Risks During

manage specified
organizational
changes

do not negatively
impact the PSM
system or its
performance

Organizational Change
(CCPS, 2013)

14.  Operational
Readiness

Pre-Startup Safety
Review Process

Pre-Startup Safety
Review
Checklists/Proced
ures(s)

A process review/
timeout to ensure
critical steps are taken
that will prevent
Process Safety
incidents, prior to
hazardous chemicals
being introduced to a
process. This includes
startups after a:

- Project

- Operational
Shutdown

- Emergency
Shutdown

- Maintenance
Shutdown

Ensures critical pieces
of equipment (e.g.
valves aligned),
procedures, training,
maintenance and
Process Safety
Information are
updated prior to start-
up

PSSR Process Description
and Process Map (See Lilly
Items #2 and #8 in the files on
the Web accompanying this
book)

See Lilly Item #4 (PSSR
Requirements Document) in
the files on the Web
accompanying this book
Guidelines for Performing
Effective Pre-Startup Safety
Reviews (CCPS, 2007)
(PSSR checklists and
procedures are included in the
CD with that book)
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TOOLS
RBPS Element Tool(s) Purpose of Tool Example of Tool
15. Conduct of Tools for To ensure reliable, Conduct of Operations and
Operations managing the consistent, and correct | Operational Discipline: For

People, Process,

execution of the

Improving Process Safety in

and Plant aspects policies, procedures, Industry (CCPS, 2011)
of a facility ina and practices that
consistent, make up a facility’s
disciplined way risk management
system
16. Emergency Plans and To ensure effective, Guidelines for Technical
Management processes for tested emergency Planning for On-Site
thorough planning, | response plans, trained | Emergencies (CCPS, 1995)

effective training,
realistic drills,
effective two-way
communication
with stakeholders,
and adherence to
plans/procedures —
in advance of an
incident

and equipped response
teams, and effective
methods of protecting
personnel, the
environment, and

property

RBPS book, Chapter 18

Learn fiom Experience

17.  Incident
Investigation

Incident
Investigation
Forms

Root Cause
Analysis
Methodology

To ensure consistent
required information is
gathered and
communicated for
Incidents

To ensure formal
investigations are
conducted consistently
and accurately

Guidelines for Investigating
Chemical Process Incidents,
2" Edition (CCPS, 2003)

Guidelines for Investigating
Chemical Process Incidents,
2" Edition (CCPS, 2003)

Software tools for
reporting,
investigating, and
approving incident
reports;
performing root
cause analyses;
and for managing
the corrective
actions

To enable consistent
and complete
reporting, thorough
documentation, and
provide
comprehensive
management of
corrective actions

See the “PSM Software
Compilation” in the files on
the Web accompanying this
book
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RBPS Element Tool(s) Purpose of Tool Example of Tool
18. Measurement | Metrics that are To identify evolving ANSVAPI RP 754 (Process
and Metrics (1) sensitive management system Safety Performance
enough to help weaknesses and make Indicators for the Refining
facility adjustments to RBPS and Petrochemical
management element work activities | Industries) (Available at
monitor the before they degrade (http://publications.api.org/)
performance and into a “failed” state (in
efficiency of the terms of performance
RBPS or efficiency)
management
system on a near-
real-time basis and
(2) communicated
to the appropriate
personnel for
routine monitoring
(or as “bulletins”
when there are
significant or
abrupt changes)

19. Auditing Auditing and/or To ensure Guidelines for Auditing
Self-Assessment requirements are Process Safety Management
protocols consistently and Systems, 2™ Edition (CCPS,

thoroughly assessed or | 2011)
audited
Audit To identify significant | Guidelines for Acquisition
protocols/checklist | risks and potential Evaluation and Post Merger
s covering various | regulatory deficiencies | Integration (CCPS, 2010)
aspects of a prior to an acquisition
facility, its To ensure that
processes, and its potential gaps between
PSM and HSE the old and new
management company’s standards
systems are recognized and
addressed during
integration
20. Management A process in To provide regular RBPS book, Chapter 22
Review and which the checkups on the health
Continuous management of PSM systems in
Improvement review team meets | order to identify and
regularly with the | correct any current or
individual(s) incipient deficiencies
responsible for before they might be
each RBPS revealed by an audit or
element to (1) incident
present program
documentation and
implementation
records, (2) offer
direct observations

of conditions and
activities, and (3)
answer questions
about program
activities
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THE BUSINESS CASE
. FORPROCESS SAFETY

WHAT SEPARATES THE TOP-PERFORMING COMPANIES IN
OUR INDUSTRY FROM THE REST
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] 1y &
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eving manutactuung ecelience and Increaning profitatulty with others
TOIS vale st the uze of the enterprise ARNOLD ALLEMANG
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THE BENEFITS OF
Y

20urces, provides condusive evidence that methodically implementng process safety pro-

wdes four benefits essential 10 any healthy buuness Two of these benefits e qualitative
od 3 2 result e somewhat subjective You Can see Shem in the way the public. your thame
holdeny, government bodies, and your customer relate 10 your Company The two femaning
benefts are quanttative These have measurable mmoact i terms of your bomom bne and company
perormance. Al four benefits, when reakaed together by adhering 10 2 sound process safety
Wtem, COmbIne tO WEpOr the profeateiity, ety performance, Quality. and enveonmental
responsbiity of your busness

T’"’- BENCHMARK STUDY of COPS member companes, combieed with data bom other

® TWO QUALITATIVE BENEFITS
Corporate Responsibliity

Process safety helps your company deplay coporate responsiiny Brough 3 actons. The heart
of process safety bes in consistently planning 10 do the right things, then dong them right
estertly Copotate responsibiity leads 10 e second beneft

Business Flexibility

Comporate resporsbiity a5 demonstrated i your process safety management program leads
10 2 greater range of business flexibiity When you cpenly deplay responubdiy Seough
mplementing an effective process saffety program, your company can achiewe greater Swedom
ad self-determination

W TWO QUANTITATIVE BENEFITS

Risk Reduction

A healthy process safety program signiicantly reduces the sk of catastophic events and helps
prevent the biribhood of human myury. emvwonmental damage. and 2us0cated costs that arne
fom inodents. Athough the eusence of process safety focuses on preventing Catantrophic
incidents, the number of less severe incidents s 250 reduced

Sustained Value

Process safety relates deectly 10 echanced sharebolder walue When progerly emplemented ¢ helgs.
ensure relable processes that Can produce high quality producty, on Sme, and 2 lower cont. These
provernents dlow the enterpraes that make them 1 sustan walue Teation Over tme
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ROCESS SAFETY 5 o management system mplemented 10 prevent maor inddents mvoving
Nazardows materals & 5 necessary for managing comples chemcal operations. A process
safety management system focuses on theee Impontant 25pects of your buuness

TECHNOLOGY

Thes component achudes developng acourate process safety inkormation about your eQuipment
and nchnlogy perormeng procris Nazard analyes developing operating procedures and cike
work practiony, and then munagng (hanges a3 ey amse 1 aho ndudes deugning manutactur
g processes that are inhevently safer from thew conception

FACILITIES

Ths aspect focuses on the mechancal imtegrty of your plant’s equipment and the software that
ontroks 8 1 incudes preventive mantenance programy, perorming pre-stamup safety reviews,
and slgrs weh management of ange 1 help enture continuous safe operation. Good desgn
and manterance siong with perodc saflety teviews Drotect your company’s means of production

PERSONNEL

Ivolving your emgloyees m bulding and mantaimng your process safety program o the best
Wy 10 (meunCate B ongong mportance thoughout the organization. Other process sadety
wements mwolvng perionnel mdude tramng employees i process hazards and ther ob tasky,
MANAgING CONIRCION propedy Mvestigating nOdents 10 undenstand thed oot (auses, mple-
menting a0 10 revert mouTence. Seeparng for emergences, planning eective respome.
and sl audting 10 gauge pedormance and 10 dertly opportunties for improvement in al
Bree aipect of process wlety

Undentandng the ks and tnowiedge regured for 2 job when making changes in work
mugreenty wil help reduce enan and emgrowe sile performance

The perionnel aspect of process safety leads companees 1o munmize turnover of kiey personnel at
ol levehy and manmewe coporate memorny of experences, best practices, and industry lessons

The rature of our bsness 5 one that requires 3 hgh leve! of managenal, techncal and opeca
tonal daciplne The ducpine practhond when mplementing and maintainng a healthy process
sabety program easdy tramlates 10 other busness areas and helps address other busness mia

APP IV: THE BUSINESS CASE FOR PROCESS SAFETY 255
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Displaying responsibility helps a company in many ways

1t helps your imvestons perceive 3 lower risk when they make buyng or sellng decmon

ance policy for protecting company reputation and harehoider waue
remes the value of your comonte image and brand

® reduces concerny
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% emproves your ability to ¢

1t enhances your lendery

1 hedpn teguiatons understand

s
gy M
ahuays prided
el m
wafety socond W re gy e "

mparses of ol uoes can bereftt by extablnberg 2 postive repatation for leaderhg in the communty

Crmendy vt b preda | and o
O wout oty of ardenss hat wary Aarm
- Cubomery, w0 ot
B s ]

Soll partmer o e mdbaar

Tos Resay

Rarman o A Rawrd
Relly Indatrin,




APP IV: THE BUSINESS CASE FOR PROCESS SAFETY

BusiNEss
FLEXIBILITY

MPANIES that manage process wfety effectively eam the flexbilty 10 freely manage
thew busneuses and grow profitably. while watrdying afl stakeholden — local communites
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Risk

IMPANIES that implement efectve prooess ety programs sorwe 3 wndtall beneft
every e Th ncome oWt D O e Sorom kre 0 e b of Se macr nOdent
that DIO NOT ocoue Process safety prowides urouralieled Capacty for enhanced sk

reduction ¥ oMEany s Mk eaposse 1 teduced i the ollowng rer aten aed founded
3 safety systems are 0 place

proces

¥ Lives are saved and injuries are reduced — Bor® the pemonal mpact of duman o
23 COST Of B8ATM OF Ay Mo Dot A WG frocrs Wbty SOPEE (° NP
prevent these costs

" Property damage costs are reduced — i» the U

Fervage of $80 millon each

mar ndustal moderss cout an

a

Business interruptions are reduced — ™ese lomes Can amount 1 four tmes the cost

of the property damage from an modent

% Loss of market share is reduced — Ater an modent, ths lons contnues ot the
Dmpanys reputation © restored. Advense publicty and tegative publc mage G have
nusmountable effects

¥ Litigation costs are reduced — ™eue are inavodatie ste a0 nodent and G Wty e
tmes the st of the reguiatory fmes

¥ Incident investigation (osts are reduced — VetGatng a0 POt and IR TENTAgG
comectve actions can cost millons of dollars.

# Regulatory penalties are reduced — for mamy modents, 2 fne afer legaton can ot
1 mdion dollan or mere

# Regulatory attention is reduced — A maor nodent wsually wauts o nowme? mgustory

Sudrs and irspections.

Ary of thew temw an easly 2 valer compary ot of Suren

How does Increased risk reduction Capabiiity enhance your compamy?

Most cOmpanes Dartapatng n ths 12udy cbuerved sonfcant redactoms n Ppsry Gees due 10
rolement oy SGh Gualty process wabety Drag

W One company achieved 3 50% reduction i ingures and Latalities resulting Som mugor inc

23 (compared 1 overall industry averages) Ths sawed them ower §5 mullon per year and
 addtional savngs of $3 millon per year n reduced worker Compensation oo

B incderts cause operatonsl mtemgptons. § your plant 1 ot e due 10 an madent, you s
making product and the buuness can floush

B nOderes dvet corporate management s attention fom long-term busness plannng. When
these managers have 10 520D and deal with ncidents and other Cnes, & G datract their
abiity to concentrate on sustamable groweh

B Your corporate reputation and legacy are protected for tum gemeramions
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$ COST & NUMBER INCIDENTS

1800

Tm
Incidents.

1200 § Damage
Cost

10004 $ Buniness
Interruption

Effective process safety programs provide industry-wide benefits.

Fatalties, injuries, property damage and business intermuption can Gause 3 substantial drop In
shase price and loss of market share for your company. Disruption of normal business acsvity
can Cause 2 temporary loss of corporate direction by diverting senior management’s attention
from running the business 10 overseeing damage control. Additionally, company officers may be
subject to personal llabdity and even crimingl charges.

After an incident, a ripple effect can ocour theoughout 3 lame company and can ultmately U
verse the entire industry

What hagpens at your plant in Baton Rouge can affect yo

An Incident at 3 small, unvelsted company can negatively affect the public’s pesception of much
arger. wel-managed companies

An inodent at 3 key raw material supplier’s faciity can keep you from meeting cbligations %o
bly affect an entire business area

A major inodent can place 3 company in 2 pos
competitors” business actions. A company in 2 weakened state may become subject 1o an
undesitable takeover This situation reverberates throughout the industry

jon where & is unable 1 respond t0

Material Damage and Business Interruption Costs from Incidents

Sourte MULCT (1996 baed on dats from Sets Rewus ance Compary 2T, Setowiand

259
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CREATING

mbracing process safety a5 an essential pant of the way you do business allows your com

pany 10 achieve 2 measurable increase in revenues and 2 reduction in costs. Creating value

s 2 complement to reducong nisk and avording loss. The value ceated can be substantial
In some cases, product stewandship requirements make 2 strong process safety program a
necessity for your company 1o do business. The chemical processing and petroleum companies
that pardicipated in this study report the following returns from their investment in process sadety

W Productivity Increases — Up % 5% inoeases in productivity, due mainly 1o increased
rebability of equpment. Increased revenues of $50 million are reported

W Production Costs Decrease — Up 10 3 3% reduction In production costs resulting in 3
savings of $30 millon

W Maintenance Costs Decrease — Up 10 2 5% reduction in mantenance costs resulting n
savings of $50 millon

¥ Lower Capital Budget Required — Up 10 2 1'% reduction in capital budget resulting in
savings of $12 millon

¥ Lower Insurance Premiums — Up 10 2 20% reduction in insurance costs resulting in
savings of $6 millon

Process safety helps to increase productivity through:

W immproved refabyiity and mechanical integrity of equipment, causing fewer opesational ntemugtions.
W Userfriendly, accuate operating procedures and safe work practices

® improved team cffecivenos tvough efieuive enpluyee aining prograns

mployee ownership of the systems 10 help ensure their safety and the safety of the communty
W Enhanced toubleshooting capabimies for all types of production issues

W identfying and addresuing safiety, operabiity, and relabiiity tssues before they ocour

W Decreased tumaround time for minor repairs or replacement of equipment

W Extended intervals between magor turnarounds and reduced turmarnund time

pres ety
e e o s — & safer workplacr hmmarmmm.
Iumnes comtrwaty awararce, and i s
A W Lower conts 20 rework off materials
sproved employee morale. In fact, we
" e B Lower costs for wante stream duposal
S abat procice 8 More efficent staf requiring less supervision
W Engaged employees DITODAtING I CONTINUOUS IMprovement
RONALD R. Berscuner
Ve Presadens.

Engineermy, Manajacturing & Loy
3M Compars
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Maintenance costs are reduced through:
Effective written equipment mantenance procedures
Contractor safety programs
Repairing or replacing critical equipment before it fails

Lower maintenance turnaround

Capital budgets are reduced through

Process hazard analyses for new projects and faclites to mitigate risk over thewr useful e

senly saler p eptual ¢

w15 designs that begin in the e

Lower capital expenditures because t teams have up-to-date process safety information

Insurance costs are reduced through:

Effective emergency planning and response which helps to re the loss from an incident
oping into 3 major incident
Thorough incident reporting and investigation programs 1o prevent nddents from being repeated

Reporting and inves:

of "near misses” 1o identify potential problems early

Lower casualty insurance premiums when your insurers detect that an effective process safety
program s in place to lower the probabiity of major incidents

Sustained Value Data

201

POSITIVE VALUE FROM PROCESS SAFETY
MILUON §
s
1

-

T T

T T
PRODUCTIVITY PRODUCTION MAINTENANCE CAMIAL REDUC

0
INCREASES COSTS SAVED COSTS SAVED BUDGET SAVED  INSURANCE COSTS

WHERE IS THE VALUE SOURCE?

COP% Shady 1998 Warkshops
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WHAT PROCESS

DUR PROCESS SAFETY PROGRAM sho suppors other programs. © sppons gualiey
erwvonmentyl repombeity ndatral hygene. worker afety and wntanable
Arveiegemert

Your 2% han orobably detecied the natunal synergy Detaeen proces wiety and other Duumen
regarements you may lace Implementing 2 process safety program prowdes 2 managrTent Sy
tem model that Can be moddied for implementing other prograes fooused on

% Occupational Safety Requicements — B0t mtema and governmentsl
# Quality Management — Customer driver gualty systees (incuding 150 FDA and othery)
o Environmental Requirements — el gowrmmerts o Caomer dreen

8 Profitabdity — intrma buvres marageTETe Iriler 1 WD re § Lalaratie
Nealthy haaness

™hek oA £ — one MmO ManJgement syster moded ooked BOUGhOL B IRENCINO"
can prowde 3 famework for developing the work processes, proceduey, and documentation you
need for ol your safety, Quality, enveonmental and bustess commtments, 00 ofen, Companies
mplement 3 program 10 (OOl with one reguiation or mdusty standard and fnd har another
standard or reguistion requires 3 umily clement such an examgle & maragement of Cange
Adepting process safety 25 the Structure Wpon which 1o moded your miegrated management
sydems will help avod redundancy and slow producive drecton of your Company's enenges
The logrcally leads 1o efficent production and mCessed shascholder waive

In summary. 3 robust process safety program will enhance your business

In these four ways:

B 2 doplays your company’s hgh level of corporate and sooal ponsbiiey

B 2 slows your company 3 greater tange of busness fliewibiity — the beedom 1 manage
your usness

B helpn your company manage rak and prevent magy onses

B 2 Ovates sustaned vakue for your company and & harehoiden.



THE PATH

REALIZE THE BENEFITS
Seven steps to achleving business excellence through
process safety management:

Assign personnel who will be accountable — either 2 process safety manager

of team — for ensuring excellence in pursuing process safiety throughout the
corporation — re-cwluate your program’s eficctivencss, estmate your site’s process
safety retum on investment, and communicate it 10 the employses and the public

Adopt a personalzed company philosophy of process safety. Use it to establich
2 management system along the lines of CCPS guidelines and tie it to your
company’s come values

Learn more about process safety by reviewing the Iecature and other references,
antending training provided by process safety professionaly, and interacting
with other companies — networking with them and participating in industry allances

Take advantage of the strong synergy process safety has with your other business
drivers — total quakty management (TOM), regulatory requirements, and the American
Chemistry Council’s Responsible Care® initiative 2§ share common elements

Set achievable process safety goals that will suppont the business case presented
here over the next one to five years

n Track your performance versus goals penodically

n Revisit your process safety program and modifly it every theee 10 five years a5 needed

APP IV: THE BUSINESS CASE FOR PROCESS SAFETY
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ConTACT

ELP

HOW THE CENTER FOR CHEMICAL PROCESS
SAFETY CAN HELP

Contact the Center for Chemical Process Safety 1o find out about

W Owr process safety guideline senes of books and ather publicatons

B e regin netwcrt g and conberence oo e at wel Dt you # Sk weth
experienced ndustyy experts

B The effecive tainng resouroes we @an provde — both tadtonsl taeng ourses and
comouter baned vanng

B Peer rput 19 help you busid or Wpryrade your process wlety progeam

W How you (an participate i projects that will help 0w ndustry acheeve prme pedormance 0
the area of process safety and reman 3 e vbant, and proftable dunsew

B How your company can become 3 COPS member

Visit www.ccpsonline.org for more information or call (212) 591-731%
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THE CENTER FOR

CENTER FOR CHEMICAL PROCESS SAFETY
AMERICAN INSTITUTE OF CHEMICAL ENGINEERS

3 Park Ave, New York, NY,, 10016:5991, USA.

T 212) 917319 o Fax (212) 591-8883

Emall cps@acheorg * www.cpsonline.org

CCPS Book List

Avoiding Static ignition Hazards in Chemical Operations
Deflagration and Detonation Amestors

Elecvostatic ignitions of Fires and Explosions

Essential Practices for Managing Chemical Reactivity Mazards

Evaluating Process Safety in the Chemical Industry, Understanding Quanttative Risk Analysis, 2nd edition
Gusdehines for Auditing Process Safety Management Systems
Guidelines for Chemical Process Quantitative Risk Analysis, 2nd edition

Guadelines for Design Solutions for Process Equipment Fallures

Gusdelines for Engineering Design for Process Salety

Gusdelines for Evaluating Process Plant Bulldings for External Explosions and Fires
Gusdelines for Evaluating the Characteristics of Vapor Cloud Explosions, Flash Fires & BLEVES
Guidelines for Facility Siting and Layout

Guidelines for Fire Protection in Chemical, Petrochemical and Mydrocarbon Chemical Facilities
Gusdelines for Hazard Evaluation Procedures (Ind Edition) with Worked Examples
Guidelines for Investigating Chemical Process Incidents, 2nd edition

Gundelines for Machanical Integrity Systems

Gundelings for Pressure Relief and Effluent Handling Systems

Guidelines for Preventing Human Ermor in Process Safety

Gudelines for Process Equipment Rebability Data with Data Tables

Gundelines for Process Safety in Outsourced Manufacturing Operations

Gundelings for Safe Automation of Chermical Procasses

Inherently Safer Chemical Processes, A Life Cycle Approach

Layer of Protection Analysis: Simplified Process Risk Assessment

Making ENS an Integral Part of Process Desgn

Mant Gudelines for Technical Management of Chemical Process Salety
Revabdating Process Hazards Analyses

Safe Design and Operation of Process Vents and Emission Control Systems

Understandng Explosions

Wind Flow and Vapor Cloud Dispersion at industrial & Urban Sites

C

CENTRR SOR
CCPS would like to thank all ot
the companies and Individuals An AIChE Industry
who contributed to this study. Technology Alliance
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APPENDIX V: EXAMPLE FACILITY

RANKING PROCESS

(Originally Appendix 5-1 in Guidelines for Implementing

Notes:

Process Safety Management Systems)

The example below is only one of many possible risk ranking approaches,
and was copied from the first edition of these guidelines. It is intended to
be an initial screening tool to assess overall risk at various company
facilities.

Other similar approaches commonly used at present include Risk
Registers and “Top Risk.”

Any mention or discussion of risk ranking would be incomplete without
mentioning quantitative risk criteria. See Guidelines for Developing
Quantitative Safety Risk Criteria (CCPS, 2009) for more information on
this subject.

1. Collect Data on Quantitiesand Condition of Hazardous Material

Use the list of hazardous materials contained in OSHA CFR 1910.119, or
other similar lists published by industry associations and regulators
worldwide. Data on plant sections, quantities of hazardous material, and
their storage conditions can be gathered in a number of different ways,
dependingon what information is available.

If good process flow diagrams or process and instrumentation
diagrams exist they will identify the plant sections.

If no satisfactory process drawings exist you can identify major
sections of the process (e.g., heat exchanger trains, refrigeration
circuits, distillation equipment, reactor systems) that probably represent
equipment that can be isolated from the rest of the process.

Data on the quantity and storage conditions of material within the
plant sections may be available from a plant material balance.

The mechanical design drawings for equipment can be used to
calculate quantities of material contained in major equipment items.
Also include quantities in hold-up within the process area.

In addition to the quantities in the major equipment items there will be
material inthe associated pipework and other ancillary equipment. In the
absence of better data, add 20 percent to allow for this.

267



268 GUIDELINES FOR IMPLEMENTING PROCESS SAFETY MANAGEMENT

e Estimates of flow rates, residence times, and time required to shut off
flows can be used to calculate estimates of potential release quantities.
Such information can often be obtained from operating instructions.

e Data on operating conditions can also be obtained from shift logsheets,
where critical conditions are often recorded, or by conducting a survey
of conditions in the control room and in the field.

2. Estimate Potential Hazard Areas

Different materials pose different hazards, including: thermal radiation,
explosionoverpressure, and toxic and flammable vapor clouds. Some materials
pose only one hazard, while others may pose all four. For the purposes of
ranking facilities you will need to estimate the largest area affected by the
potential hazards. You can arrive at such an estimate by calculating the
greatest downwind distance to a particular level of hazard. The following
thresholds are commonly applied:

Thermal radiation 5 kW/m’ (severe burns to bare skin within 30 seconds)

Explosion overpressure 0.1 barg (minor structural damage, injury from
falling masonry, glass, etc.)

Toxic hazard 1DLH (immediately dangerous to life and health) or AEGL

(acute exposure guideline level)concentration

Flammable vapor cloud Lower flammable limit

Each of these criteria represents a level at which injuries can occur. In
addition, some other criteria may be appropriate, for example where existing
hazard calculations are in use, corporate policy defines different standards, or
local regulation sets criteria.

In many plant sections a mixture of materials will be present. Since very
few hazard models can handle mixtures, you will need to select a single
representative material. For flammable materials it is generally most
appropriate to choose the material whose boiling point is closest to the average
normal boiling point of the mixture. For toxic materials you can select the most
toxic material, but the initial concentration must be reduced to reflect the
concentration in the released material.

Once you have selected the quantities of material, hazard criteria, and
representative materials, consequence models can determine the potential
hazard zone. Generally, several of the releases will be very similar and it may
be possible to reduce the number of modeling runs by grouping similar
releases together. The modeling package you choose will provide guidance on
how to set up and run the models.

3. Ranking the Facilities

Facilities can be ranked based on the sum of the maximum hazard distances
for each release. Only one hazard distance should be used for each release,
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even if there is the potential for more than one hazard (thermal radiation,
explosion overpressure, toxic cloud and flammable vapor cloud). The
highest-ranked facility will be the one whose potential releases would
reach the greatest total distance.

Keep in mind, however, that ranking facilities on this basis does not
account for the impact of the potential hazards on surrounding
communities. [t may be that your most hazardous facilities are located in
remote, unpopulated areas where there is little probability of any injuries
outside the plant perimeter.

To factor location into the rankings, multiply the total distances by the
average population density in the area surrounding the facility. Where
population varies with distance, you may need to vary the density by
distance. One effective approach is to consider population density in
concentric circles of 1 km, 2 km, 5 km, and 10 km radius.

Table AS.1 Facility Risk Ranking Results

Maximum
Hazardous Maximum Hazard Distance
Facility | Materials Credible Release (miles) Ranking
Anhydrous | 500 Ibs/min for 20 47
ammonia minutes )
Plant A 1
200 Ibs/min for 30
Propylene . . : 0.1
minutes; explosion
Chlorine | 2000 1bsin 30 3.8
minutes
Plant B 2
200 Ibs/min for 30
Propylene . . : 0.1
minutes; explosion
30% aqua 300 Ibs/min for 20 1.8
ammonia minutes ’
Plant C 3
200 Ibs/min for 30
Propylene . . ; 0.1
minutes; explosion

Note: The maximum hazard distances shown are based on EPA’s
RMPComp model.






APPENDIX VI: EXAMPLE
PRESENTATION ON PSM PLAN

PSM Implementation Program Tasks and Schedule

Start 1/15/2015
Develop design specification End 2/28/2015
Create el Vsyst Start 2/27/2015
reate element/system
workflows End 4/30/2015
Estimate element/system Start 8/15/2015
workload/resources End 6/30/2015
Develop element/system Start 7/1/2015
procedures/policies End 12/31/2015
Pilot tests start 1/15/2016
Roll out the system Begin full implementation 711/2016
‘L All sites complete 12/31/2016
Monitor initial implementation
and performance Monthly through 12/31/2017
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PSM Implementation Program Resource Requirements

Develop design specification

!

Create element/system
workflows

!

Estimate element/system
workload/resources

!

Develop element/system
procedures/policies

l

Roll out the system

l

Monitor initial implementation
and performance

People
6 staff-weeks

6 staff-weeks

4 staff-weeks

12 staff-weeks

48 staff-weeks

6 staff-weeks

Other Resources
2 man ks consulting assistance

2 man: ks consulting assistance

Develop/purchase “Implementation
Tools” based on Appendix Il review

6 man ks consulting assistance

12 man-weeks consulting assistance

PSM Implementation Program Reporting and Accountability

Develop design specification

!

Create element/system
workflows

!

Estimate element/system
workload/resources

!

Develop element/system
procedures/policies

!

Roll out the system

l

Monitor initial implementation
and performance

Prime Mover
PSM Manager

PSM Engineer 1

PSM Engineer 2

PSM Manager

PSM Manager
Plant Managers

PSM Manager

Reporting
Confirming letter

Monthly status report

Draft and final estimates

Monthly status report

Monthly summary report
Monthly progress reports

Monthly summary

Lead quarterly management review
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Develop design specification

!

Create element/system
workflows

!

Estimate element/system
workload/resources

!

Develop element/system
procedures/policies

l

Roll out the system

l

Monitor initial implementation
and performance

PSM Implementation Program Results

Requirements outlined

Order and interactions understood and documented

Resource requirements and needs identified

Management system descriptions and related tools

Installed PSM systems

Monitoring and continuous improvement







APPENDIX VII: MAPPING

PERFORMANCE ISSUES TO CULTURE

FEATURES

Note: This information is extracted from various ABSG Consulting Inc.
presentations, as well as a 2009 poster presentation at the Global Congress on
Process Safety.

Sources of data for improving HSE performance

Incidents

Performance measures (e.g., metrics, key performance indicators, dashboards)
Introspective reviews — audits, hazard/risk studies, etc.

Best practices sharing within industry group

Benchmarking within peer group

Global evaluation of state-of-the-art

Terminology

Pyramid: The modified Safety Triangle (or Pyramid). See Chapter 2 for more
information.

Growth: Growth in the height (i.e., number) and/or size (i.e., magnitude) of
the events at each level of the pyramid

Culture - Individual and Organizational Tendencies: The
number/magnitude of poor cultural events (e.g., based on survey scores,
interviews, management visits to the processes, housekeeping, evaluation of
communication frequency and effectiveness)

Unsafe Behaviors and Attitudes: Number/magnitude of such observations
(e.g., based on safety inspections completed, behavior-based safety
observations completed)

Management System Failures: Measures of such failures (e.g., based on
HSE audit score and findings, number of overdue action items, corrective
actions generated, safety meeting attendance, training completed,
overdue/delayed MI inspections, alarm frequency, evaluation of incident
investigation effectiveness)

Precursors: Indicators of close calls (e.g., based on number of process safety
near misses reported, number of unsafe conditions reported, number of
demands on safety systems)
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e Incidents: Measures of “lower level” events (e.g., based on number of first
aid incidents, severity rate, small releases and fires, number of Emergency
Response Team callouts)

e Accidents: Numbers/magnitude of events with significant impact (e.g., based
on number of process safety incidents, severity of incidents)

The goal is to fight “Pyramid growth”

Precursors

Management System
Failures

.
" R ||-
Unsafe Behaviors and Attitudes

Unsafe Behaviors and Attitudes.

Culture - Individual and Organizational

Culture - Individual and Organizational Tendencies
Tendencies.

Precursors

] | ‘ Management System

LUt it "
Systom Failures Failures

/ Unsafe \ Unsafe Behaviors and Attitudes
Behaviors
cut Culture — Individual and Organizational
e Tendencies
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And by “learning lower” on the Pyramid

A ts

Incidents

Precursors

Management System
Failures

Unsafe Behaviors and Attitudes

Culture — Individual and Organizational
Tendencies

Resulting in a smaller and better shaped Pyramid

A &)

Incidents

/ Precursors \
Management System
I . Failures

Unsafe Behaviors and Attitudes

Culture - Individual and Organizational
Tendencies

Key points about HSE culture

e  Culture is the result of all the actions and inactions in institutional/workforce
memory.

e  These shape/influence individual behaviors and tendencies.

e Good cultures evolve from common values and attitudes developed as the
group seeks to properly solve common problems.
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e Culture can be defined as what the people/organization do when no one is
looking.

e Itis hard to measure and more difficult to change.

e  Culture will be the "root cause" of the decade.

Attributes of a good HSE culture

e  Espouse HSE as a core value

e  Provide strong leadership

e Establish and enforce high standards of performance

e Document the HSE culture emphasis/approach

e  Maintain a sense of vulnerability

e  Empower individuals to successfully fulfill their HSE responsibilities
e Provide deference to expertise

e  Ensure open and effective communications

e [Establish a questioning/learning environment (to enhance hazard and risk
awareness/understanding)

e  Foster mutual trust
e  Provide timely response to HSE issues and concerns

e  Provide performance monitoring (to promote continuous improvement)

“Connecting the dots” between cultural and technical HSE results/issues

e Audits are one source of information we have to learn from, but they are
infrequent and sometimes imprecise.

e Incidents are another source, enabling fixing of root causes and
communicating potential risks across the company.

e  Cultural factors create the foundation for these HSE results, but are difficult to
discern.

e [tis possible to connect cultural causal factors and technical HSE outcomes.

e This provides learnings/improvement opportunities nearer the base of the
Pyramid.
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The process to “connect the dots” looks like this:

Process Safety Culture

Mapping of ESH Technical Evaluation Sources
Performance and Culture |5:0°%°  |work | [0d.,
Evidence to Process interviews | observations | j,dicators
Safety Culture Factors l

!ncideptapd

mvestigation Process Safety Culture
ESH .
Performance | Audits and - Essential Features
Information assessments | F r
SOUFCES Action item causa aCto s

completion Tenets of Operation

history

Cultural causal factor analysis approach

Culture surveys give insight into existing facility/corporate culture, but not
how they got there.

HSE results give insight into possible areas of HSE cultural dysfunction.

We can relate both results to the essential features of a good HSE culture, or
conversely to the cultural causal factors of a “bad” HSE culture.

Cultural root causes can only be speculated about since forensic analysis of
historical culture root causes is difficult — “evidence” is at best anecdotal.

Tying technical and cultural results together is critical to foster learning and
corrective action.

Thus, evaluating the process safety/HSE culture at a facility/company should
include:

Culture survey/interviews

o Determine focus — safety, process safety, or HSE
Develop survey

Pilot test

Decide on delivery/administration method — paper, online
Collect/analyze data

O O O O
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e  Management interviews
o  Determine focus — safety, process safety, or HSE
o Develop interview question set
o Perform interviews
o Collect/analyze data

e HSE management system performance measures
o Identify existing metrics or define data to collect
o Analyze results

The Process Safety Performance Assurance Review (PAR)© Strategy picture on
the next page summarizes all of the above information.
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